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[1.pre] A system, comprising: The Accused Samsung Smartphone ’228 Products1 and the Accused Samsung Smartwatch ’228 Products2 
form a system. For example, each of the Accused Samsung Smartwatch ’228 Products (e.g., Samsung 
Galaxy smartwatches) is a first information processing device and each of the Accused Samsung 
Smartphone ’228 Products (e.g., Samsung Galaxy smartphones) is a second information processing device 
which together form a system. 
 
Galaxy S25 

 
1 The Accused Samsung Smartphone ’228 Products include the Galaxy A Quantum, Galaxy A03s, Galaxy A04s, Galaxy A10s, Galaxy A11, Galaxy A12, Galaxy 
A12s (aka Nacho), Galaxy A13, Galaxy A13 5G, Galaxy A14, Galaxy A14 5G, Galaxy A20, Galaxy A20e, Galaxy A20s, Galaxy A21, Galaxy A21s, Galaxy A22, 
Galaxy A22s 5G, Galaxy A23, Galaxy A23 5G, Galaxy A24 4G, Galaxy A30, Galaxy A30s, Galaxy A32, Galaxy A32 5G, Galaxy A33 5G, Galaxy A34, Galaxy 
A36 5G, Galaxy A40, Galaxy A42 5G, Galaxy A50, Galaxy A50s, Galaxy A51, Galaxy A51 5G, Galaxy A51 5G UW, Galaxy A52, Galaxy A52 5G, Galaxy A53 
5G, Galaxy A54 5G, Galaxy A60, Galaxy A70, Galaxy A70s, Galaxy A71, Galaxy A71 5G, Galaxy A71 5G UW, Galaxy A72, Galaxy A73 5G, Galaxy A8, 
Galaxy A8+, Galaxy A80, Galaxy A90 5G, Galaxy Fold, Galaxy Fold 5G, Galaxy Note10, Galaxy Note10 5G, Galaxy Note10 Lite, Galaxy Note10+, Galaxy 
Note10+ 5G, Galaxy Note20, Galaxy Note20 5G, Galaxy Note20 Ultra, Galaxy Note20 Ultra 5G, Galaxy Note9, Galaxy S10, Galaxy S10 5G, Galaxy S10 Lite, 
Galaxy S10+, Galaxy S10e, Galaxy S20, Galaxy S20 5G, Galaxy S205G UW, Galaxy S20 FE, Galaxy S20 FE 5G, Galaxy S20 Ultra, Galaxy S20 Ultra 5G, 
Galaxy S20+, Galaxy S20+ 5G, Galaxy S21 5G, Galaxy S21 FE 5G, Galaxy S21 Ultra 5G, Galaxy S21+ 5G, Galaxy S22 5G, Galaxy S22 Ultra 5G, Galaxy S22+ 
5G, Galaxy S23, Galaxy S23 FE, Galaxy S23 Ultra, Galaxy S23+, Galaxy S24, Galaxy S24+, Galaxy S24 Ultra, Galaxy S25, Galaxy S25+, Galaxy S25 Ultra, 
Galaxy S9, Galaxy S9+, Galaxy Xcover FieldPro, Galaxy Xcover Pro, Galaxy Xcover6 Pro, Galaxy Z Flip, Galaxy Z Flip 5G, Galaxy Z Flip3 5G, Galaxy Z Flip4, 
Galaxy Z Flip5, Galaxy Z Flip6, Galaxy Z Fold2 5G, Galaxy Z Fold3 5G, Galaxy Z Fold4, Galaxy Z Fold5, Galaxy Z Fold6, Galaxy A15 5G, Galaxy A25 5G, 
Galaxy A35 5G, Galaxy Z Fold7, Galaxy Z Flip7, Galaxy Z Flip7 FE. Maxell reserves the right to accuse additional products as discovery proceeds in this 
investigation.  
 
2 The Accused Samsung Smartwatch ’228 Products include the Galaxy Watch  Ultra (2025), Galaxy Watch8 Classic, Galaxy Watch8, Galaxy Watch Ultra, Galaxy 
Watch 7, Galaxy Watch 6, Galaxy Watch5 Pro Golf Edition, Galaxy Watch5 Pro, Galaxy Watch5, Galaxy Watch4, and Galaxy Watch4 Classic. Maxell reserves 
the right to accuse additional products as discovery proceeds in this investigation. 
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https://www.gsmarena.com/samsung_galaxy_s25-13610.php 
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Samsung Galaxy S25 Technical Spec: https://www.samsung.com/us/smartphones/galaxy-s25/buy/galaxy-
s25-128gb-unlocked-sm-s931uzkaxaa/. 
 
Galaxy Watch7 
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Samsung Galaxy Watch7 tech specs, https://www.samsung.com/us/watches/galaxy-watch7/buy/galaxy-
watch7-40mm-green-wifi-bluetooth-sm-l300nzgaxaa/  
 
For example, the Accused Samsung Smartwatch ’228 Products can connect to the Accused Samsung 
Smartphone ’228 Products to form one system. 
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https://www.samsung.com/in/support/mobile-devices/galaxy-watch-how-to-connect-with-mobile-
device/#:~:text=You%20can%20sync%20your%20smartphone,mobile%20network%20or%20Wi%2DFi.  
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https://www.samsung.com/us/support/answer/ANS10002899/  

[1.a] a first information processing 
device including: 

Each of the Accused Samsung Smartwatch ’228 Products is a first information processing device. 
Specifically, each of the Accused Samsung Smartwatch ’228 Products is a smartwatch (e.g., a Galaxy 
Watch) that is a first information processing device. See 
https://www.samsung.com/us/mobile/wearables/smartwatches/.  
 
For example, each of the Accused Samsung Smartwatch ’228 Products contains at least one processor, 
memory, and sensors for processing information such as biometric information about a wearer. 
 
Galaxy Watch7 
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Samsung Galaxy Watch7 tech specs, https://www.samsung.com/us/watches/galaxy-watch7/buy/galaxy-
watch7-40mm-green-wifi-bluetooth-sm-l300nzgaxaa/ 

[1.b] a dynamic biometric 
information acquisition sensor that 
acquires dynamic biometric 
information from a body of a user; 
and 

Each of the Accused Samsung Smartwatch ’228 Products includes a dynamic biometric information 
acquisition sensor that acquires dynamic biometric information from a body of a user. Specifically, each of 
the Accused Samsung Smartwatch ’228 Products is a smartwatch (e.g., a Galaxy Watch) that includes a 
dynamic biometric information acquisition sensor that acquires dynamic biometric information from a body 
of a user. See https://www.samsung.com/us/mobile/wearables/smartwatches/.  
 
For example, each of the Accused Samsung Smartwatch ’228 Products contains sensors (including 
Accelerometer, Barometer, Bioelectrical Impedance Analysis Sensor, Electrical Heart Sensor, Gyro Sensor, 
Geomagnetic Sensor, Infrared Temperature Sensor, Light Sensor, Optical Heart Rate Sensor, Sp02 Sensor, 
and AGEs Index Sensor) which acquire dynamic biometric information (e.g., temperature, blood oxygen, 
heart rate, and other biometric information from the sensors) from a body of a user. 
 
Galaxy Watch7 
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Samsung Galaxy Watch7 tech specs, https://www.samsung.com/us/watches/galaxy-watch7/buy/galaxy-
watch7-40mm-green-wifi-bluetooth-sm-l300nzgaxaa/ 
 
Further, the sensors included in the Accused Samsung Smartwatch ’228 Products are used to acquire 
dynamic biometric information from a body of a user, which further includes information about a user’s 
sleep, heart, AGEs index, body composition, and cycle tracking. 
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https://www.samsung.com/us/watches/galaxy-watch7/  
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https://www.samsung.com/us/watches/galaxy-watch7/#performance 

[1.c] a first communication interface 
that transmits the acquired dynamic 
biometric information; and 

Each of the Accused Samsung Smartwatch ’228 Products includes a first communication interface that 
transmits the acquired dynamic biometric information. Specifically, each of the Accused Samsung 
Smartwatch ’228 Products is a smartwatch (e.g., a Galaxy Watch) that includes a first communication 
interface that transmits the acquired dynamic biometric information. See 
https://www.samsung.com/us/mobile/wearables/smartwatches/.  
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Specifically, the Accused Samsung Smartwatch ’228 Products include a first communication interface (e.g., 
Bluetooth, Wi-Fi, and/or LTE) that transmits the acquired dynamic biometric information (e.g., 
temperature, blood oxygen, heart rate, and other biometric information from the sensors).  
 
For example, each of the Accused Samsung Smartwatch ’228 Products include Bluetooth and Wi-Fi 
capabilities while some Accused Samsung Smartwatch ’228 Products further include 4G LTE capabilities. 
Galaxy Watch7 
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Samsung Galaxy Watch7 tech specs, https://www.samsung.com/us/watches/galaxy-watch7/buy/galaxy-
watch7-40mm-green-wifi-bluetooth-sm-l300nzgaxaa/  
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https://www.samsung.com/us/support/answer/ANS10003298/  
 
Further, each of the Accused Samsung Smartwatch ’228 Products can transmit the acquired dynamic 
biometric information (e.g., temperature, blood oxygen, heart rate, and other biometric information from 
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the sensors) via a Bluetooth connection established with the Accused Samsung Smartphone ’228 Products 
through the Samsung Galaxy Wearable and/or Galaxy Health application. 
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https://www.samsung.com/us/support/answer/ANS10002899/ 
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https://www.samsung.com/us/support/troubleshoot/TSG10001576/  
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https://www.samsung.com/us/support/troubleshooting/TSG01003238/  
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As an additional example, each of the Accused Samsung Smartwatch ’228 Products can transmit the 
acquired dynamic biometric information (e.g., temperature, blood oxygen, heart rate, and other biometric 
information from the sensors) via a Wi-Fi connection established with the Accused Samsung 
Smartphone ’228 Products through the Samsung Galaxy Wearable application. 
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https://www.samsung.com/us/support/answer/ANS10002854/  
 
For example, testing images below from an exemplary Galaxy S25 show that the Samsung Health 
Application obtains dynamic biometric information from an exemplary Galaxy Watch7. 
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Screenshot from S25 showing dynamic biometric information (including, for example, blood oxygen and 
heart rate information) are acquired from the Galaxy Watch7 (for example, using the “measure” button on 
the respective blood oxygen and heart rate pages).  

[1.d] a second information 
processing device including: 

Each of the Accused Samsung Smartphone ’228 Products is a second information processing device. 
Specifically, each of the Accused Samsung Smartphone ’228 Products is a smartphone (e.g., a Galaxy 
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smartphone) that is a second information processing device. See 
https://www.samsung.com/us/smartphones/.  
 
For example, each of the Accused Samsung Smartphone ’228 Products contains at least one processor, 
memory, and sensors for processing information. 
Galaxy S25 
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https://www.gsmarena.com/samsung_galaxy_s25-13610.php 
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Samsung Galaxy S25 Technical Spec: https://www.samsung.com/us/smartphones/galaxy-s25/buy/galaxy-
s25-128gb-unlocked-sm-s931uzkaxaa/ 

 
Galaxy Z Fold4 technical specifications; https://www.samsung.com/us/smartphones/galaxy-z-
fold4/buy/galaxy-z-fold4-512gb-att-sm-f936uzeeatt/; 
https://www.gsmarena.com/samsung_galaxy_z_fold4-11737.php  
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Galaxy Z Flip4 technical specifications; https://www.samsung.com/us/smartphones/galaxy-z-
flip4/buy/galaxy-z-flip4-256gb-t-mobile-sm-f721uzdexau/; 
https://www.gsmarena.com/samsung_galaxy_z_flip4-11538.php  
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Galaxy A54 5G technical specifications; https://www.samsung.com/us/mobile/phones/galaxy-a54/buy/; 
https://www.gsmarena.com/samsung_galaxy_a54-12070.php  
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Galaxy S23 Ultra technical specifications; https://www.samsung.com/us/smartphones/galaxy-s23-
ultra/buy/galaxy-s23-ultra-512gb-verizon-sm-s918uzgfvzw/?modelCode=SM-S918UZGFXAU; 
https://www.gsmarena.com/samsung_galaxy_s23_ultra-12024.php. 
 

 

 
Galaxy Z Fold4 technical specifications; https://www.samsung.com/us/smartphones/galaxy-z-
fold4/buy/galaxy-z-fold4-512gb-att-sm-f936uzeeatt/; 
https://www.gsmarena.com/samsung_galaxy_z_fold4-11737.php. 
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Galaxy Z Flip4 technical specifications; https://www.gsmarena.com/samsung_galaxy_z_flip4-11538.php. 
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Samsung Galaxy A54 5G technical specifications; Galaxy A54 5G, 128GB (Unlocked) Phones - SM-
A546UZKBXAA | Samsung US; https://www.gsmarena.com/samsung_galaxy_a54-12070.php. 
 
For example, each of the Accused Samsung ’198 Products include an operating system and Samsung One 
UI, that when executed on a processor provide functions for recording and reproducing image information, 
such as photos. 

 

 
Galaxy S23 Ultra technical specifications; https://www.samsung.com/us/smartphones/galaxy-s23-
ultra/buy/galaxy-s23-ultra-512gb-verizon-sm-s918uzgfvzw/?modelCode=SM-S918UZGFXAU; 
https://www.gsmarena.com/samsung_galaxy_s23_ultra-12024.php. 

[1.e] a static biometric information 
acquisition sensor that acquires static 
biometric information; 

Each of the Accused Samsung Smartphone ’228 Products includes a static biometric information 
acquisition sensor that acquires static biometric information. Specifically, each of the Accused Samsung 
Smartphone ’228 Products includes a static biometric information acquisition sensor (e.g., fingerprint 
sensor or IR LED, Iris camera, or front camera) that acquires static biometric information (e.g., static 
biometric information about a user’s fingerprint or facial features). See 
https://www.samsung.com/us/smartphones/.  
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For example, each of the Accused Samsung Smartphone ’228 Products includes a static biometric 
information acquisition sensor (e.g., a fingerprint sensor) that acquires static biometric information (e.g., 
static biometric information about a user’s fingerprint). Specifically, a user can use the fingerprint sensor to 
enroll a fingerprint to be used for subsequent authentication. 
Galaxy S25 
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https://www.gsmarena.com/samsung_galaxy_s25-13610.php 
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Samsung Galaxy S25 Technical Spec: https://www.samsung.com/us/smartphones/galaxy-s25/buy/galaxy-
s25-128gb-unlocked-sm-s931uzkaxaa/ 
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https://www.samsung.com/us/support/answer/ANS10001613/ 
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Screenshots from an exemplary Galaxy S25 showing acquiring a static biometric information from the 
user’s finger. 
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Galaxy S23 Ultra acquiring a static biometric information for unlocking. 
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Galaxy Z Flip4 acquiring a static biometric information for unlocking. 
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Galaxy Z Fold4 acquiring a static biometric information for unlocking.. 
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Galaxy A54 5G acquiring a static biometric information for unlocking. 
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Galaxy S23 Ultra technical specifications; https://www.samsung.com/us/smartphones/galaxy-s23-
ultra/buy/galaxy-s23-ultra-512gb-verizon-sm-s918uzgfvzw/?modelCode=SM-S918UZGFXAU; 
https://www.gsmarena.com/samsung_galaxy_s23_ultra-12024.php. 
 

 

 
Galaxy Z Fold4 technical specifications; https://www.samsung.com/us/smartphones/galaxy-z-
fold4/buy/galaxy-z-fold4-512gb-att-sm-f936uzeeatt/; 
https://www.gsmarena.com/samsung_galaxy_z_fold4-11737.php. 
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Galaxy Z Flip4 technical specifications; https://www.samsung.com/us/smartphones/galaxy-z-
flip4/buy/galaxy-z-flip4-256gb-t-mobile-sm-f721uzdexau/; 
https://www.gsmarena.com/samsung_galaxy_z_flip4-11538.php. 
 

 

 
Galaxy A54 5G technical specifications; Galaxy A54 5G, 128GB (Unlocked) Phones - SM-
A546UZKBXAA | Samsung US; https://www.gsmarena.com/samsung_galaxy_a54-12070.php.  
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See Galaxy S23 Series User Guide at pgs. 143-145. 
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See Galaxy Z Fold4/Flip4 User Guide at pg. 41. 
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See Galaxy A54 User Guide at pg. 28. 
As an additional example, each of the Accused Samsung Smartphone ’228 Products includes a static 
biometric information acquisition sensor (e.g., a IR LED, Iris camera, or front camera) that acquires static 
biometric information (e.g., static biometric information about a user’s facial features). Specifically, a user 
can enroll a face to be used for facial recognition and subsequent authentication. 
Galaxy S25 
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https://www.gsmarena.com/samsung_galaxy_s25-13610.php 
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Samsung Galaxy S25 Technical Spec: https://www.samsung.com/us/smartphones/galaxy-s25/buy/galaxy-
s25-128gb-unlocked-sm-s931uzkaxaa/ 
 

 

IPR2025-01313; Samsung 
Ex. 1014 - Page 95

https://www.samsung.com/us/smartphones/galaxy-s25/buy/galaxy-s25-128gb-unlocked-sm-s931uzkaxaa/
https://www.samsung.com/us/smartphones/galaxy-s25/buy/galaxy-s25-128gb-unlocked-sm-s931uzkaxaa/


APPENDIX 8: AUGUST 12, 2025 INFRINGEMENT CONTENTIONS APPLYING CLAIMS 1, 2, AND 4-9 OF U.S. 
PATENT NO. 10,783,228 TO ACCUSED SAMSUNG ’228 PRODUCTS 

 

96 

U.S. Patent No. 10,783,228 Exemplary Evidence of Infringement 

 

IPR2025-01313; Samsung 
Ex. 1014 - Page 96



APPENDIX 8: AUGUST 12, 2025 INFRINGEMENT CONTENTIONS APPLYING CLAIMS 1, 2, AND 4-9 OF U.S. 
PATENT NO. 10,783,228 TO ACCUSED SAMSUNG ’228 PRODUCTS 

 

97 

U.S. Patent No. 10,783,228 Exemplary Evidence of Infringement 

 

IPR2025-01313; Samsung 
Ex. 1014 - Page 97



APPENDIX 8: AUGUST 12, 2025 INFRINGEMENT CONTENTIONS APPLYING CLAIMS 1, 2, AND 4-9 OF U.S. 
PATENT NO. 10,783,228 TO ACCUSED SAMSUNG ’228 PRODUCTS 

 

98 

U.S. Patent No. 10,783,228 Exemplary Evidence of Infringement 

 

IPR2025-01313; Samsung 
Ex. 1014 - Page 98



APPENDIX 8: AUGUST 12, 2025 INFRINGEMENT CONTENTIONS APPLYING CLAIMS 1, 2, AND 4-9 OF U.S. 
PATENT NO. 10,783,228 TO ACCUSED SAMSUNG ’228 PRODUCTS 

 

99 

U.S. Patent No. 10,783,228 Exemplary Evidence of Infringement 

 
https://www.samsung.com/us/support/answer/ANS10002519/  
 

IPR2025-01313; Samsung 
Ex. 1014 - Page 99

https://www.samsung.com/us/support/answer/ANS10002519/


APPENDIX 8: AUGUST 12, 2025 INFRINGEMENT CONTENTIONS APPLYING CLAIMS 1, 2, AND 4-9 OF U.S. 
PATENT NO. 10,783,228 TO ACCUSED SAMSUNG ’228 PRODUCTS 

 

100 

U.S. Patent No. 10,783,228 Exemplary Evidence of Infringement 

          
Screenshots from an exemplary Galaxy S25 showing acquiring a static biometric information from the 
user’s facial features. 
 
Upon information and belief, the Accused Samsung Smartphone ’228 Products stores the acquired static 
biometric information in a Trusted Execution Environment (TEE). 
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See https://www.arm.com/technologies/trustzone-for-cortex-a/tee-and-smc.  
Additional details regarding Arm TrustZone can be found in Trusted Base System Architecture for Armv8-
A (document number DEN 0021F, issued 8/6/2020) available at 
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https://www.arm.com/technologies/trustzone-for-cortex-a. Exemplary screenshots from this document 
provided below: 
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See also https://www.arm.com/technologies/trustzone-for-cortex-a/tee-and-smc; https://trusted-
services.readthedocs.io/en/latest/overview/introduction.html; https://trusted-
services.readthedocs.io/en/latest/developer/arch-overview.html 
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See https://kp-cdn.samsungknox.com/c887e0a066f5598a1e9ecea2d68edbe1.pdf. 
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https://www.samsungknox.com/en/blog/using-biometrics-for-authentication-in-android 
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https://docs.samsungknox.com/admin/whitepaper/kpe/biometric-authentication.htm 
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https://www.samsungknox.com/en/blog/samsung-trusted-boot-and-trustzone-integrity-management-
explained  
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https://developer.samsung.com/blockchain/keystore/understanding-keystore/keystore-architecture.html  

[1.f] a processor that performs user 
authentication based on the acquired 

Each of the Accused Samsung Smartphone ’228 Products includes a processor that performs user 
authentication based on the acquired static biometric information and obtains an authentication result. 
Specifically, each of the Accused Samsung Smartphone ’228 Products includes one or more processors that 
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static biometric information and 
obtains an authentication result; 

performs user authentication based on the acquired static biometric information (e.g., static biometric 
information about a user’s fingerprint or facial features) and obtains an authentication result. See 
https://www.samsung.com/us/smartphones/.  
 
For example, each of the Accused Samsung Smartphone ’228 Products includes one or more processors in 
a chipset that performs user authentication based on the acquired static biometric information (e.g., static 
biometric information about a user’s fingerprint) and obtains an authentication result (e.g., a match between 
the stored biometric information about a user’s fingerprint and the fingerprint presented for authentication) 
Specifically, a user can present their finger for authentication based on the enrolled fingerprint and obtain 
an authentication result (e.g., whether there is a match). 
Galaxy S25 
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https://www.gsmarena.com/samsung_galaxy_s25-13610.php 
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Samsung Galaxy S25 Technical Spec: https://www.samsung.com/us/smartphones/galaxy-s25/buy/galaxy-
s25-128gb-unlocked-sm-s931uzkaxaa/ 
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Galaxy S23 Ultra technical specifications; https://www.samsung.com/us/smartphones/galaxy-s23-
ultra/buy/galaxy-s23-ultra-512gb-verizon-sm-s918uzgfvzw/?modelCode=SM-S918UZGFXAU; 
https://www.gsmarena.com/samsung_galaxy_s23_ultra-12024.php. 
 

 

 
Galaxy Z Fold4 technical specifications; https://www.samsung.com/us/smartphones/galaxy-z-
fold4/buy/galaxy-z-fold4-512gb-att-sm-f936uzeeatt/; 
https://www.gsmarena.com/samsung_galaxy_z_fold4-11737.php. 
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Galaxy Z Flip4 technical specifications; https://www.samsung.com/us/smartphones/galaxy-z-
flip4/buy/galaxy-z-flip4-256gb-t-mobile-sm-f721uzdexau/; 
https://www.gsmarena.com/samsung_galaxy_z_flip4-11538.php. 
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Galaxy A54 5G technical specifications; https://www.samsung.com/us/mobile/phones/galaxy-a/galaxy-a54-
5g-128gb-verizon-sm-a546vzkbvzw/; https://www.gsmarena.com/samsung_galaxy_a54-12070.php. 
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https://www.samsung.com/us/support/answer/ANS10001613/ 
 
For example, as shown using an exemplary Galaxy S25 below, user authentication based on the acquired 
static biometric information can be used to unlock the Galaxy S25 using a user’s fingerprint. 
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Screenshots from exemplary Galaxy S25 showing the device is locked (left) and then unlocked (right) after 
a user places their fingerprint on the in-screen fingerprint sensor. 
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Galaxy S23 Ultra user authentication based on the acquired static biometric information to unlock. 
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Galaxy Z Flip4 user authentication based on the acquired static biometric information to unlock. 
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Galaxy Z Fold4 user authentication based on the acquired static biometric information to unlock. 
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Galaxy A54 5G user authentication based on the acquired static biometric information to unlock. 
As an additional example, each of the Accused Samsung Smartphone ’228 Products one or more processors 
in a chipset that performs user authentication based on the acquired static biometric information (e.g., static 
biometric information about a user’s facial features) and obtains an authentication result (e.g., a match 
between the stored biometric information about a user’s facial features and the face presented for 
authentication). Specifically, a user can present their face for authentication based on the enrolled face and 
obtain an authentication result (e.g., whether there is a match). 
Galaxy S25 
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https://www.gsmarena.com/samsung_galaxy_s25-13610.php 
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Samsung Galaxy S25 Technical Spec: https://www.samsung.com/us/smartphones/galaxy-s25/buy/galaxy-
s25-128gb-unlocked-sm-s931uzkaxaa/ 
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https://www.samsung.com/us/support/answer/ANS10002519/  
 
For example, as shown using an exemplary Galaxy S25 below, user authentication based on the acquired 
static biometric information can be used to unlock the Galaxy S25 using a user’s face. 
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Screenshots from exemplary Galaxy S25 showing the device is locked (left) and then unlocked (middle) 
after a user presents their face to the screen. 
 
Upon information and belief, in either example (e.g., fingerprint or face recognition), the processor that 
performs user authentication obtains an authentication result using the acquired static biometric information 
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stored in the Trusted Execution Environment (TEE). For example, upon information and belief, the TEE is 
a secure environment where biometric data is processed, such as when user authentication and an 
authentication result using fingerprints or face recognition matching is requested. Further, upon information 
and belief acquired biometric information and relating information is stored in secured TEE environment 
where each of the user’s secure information (e.g., pins, passwords, facial information, fingerprint 
information, user credentials are stored relating to each other). 
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See https://www.arm.com/technologies/trustzone-for-cortex-a/tee-and-smc.  
Additional details regarding Arm TrustZone can be found in Trusted Base System Architecture for Armv8-
A (document number DEN 0021F, issued 8/6/2020) available at 
https://www.arm.com/technologies/trustzone-for-cortex-a. Exemplary screenshots from this document 
provided below: 
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See also https://www.arm.com/technologies/trustzone-for-cortex-a/tee-and-smc; https://trusted-
services.readthedocs.io/en/latest/overview/introduction.html; https://trusted-
services.readthedocs.io/en/latest/developer/arch-overview.html 
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See https://kp-cdn.samsungknox.com/c887e0a066f5598a1e9ecea2d68edbe1.pdf. 
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https://www.samsungknox.com/en/blog/using-biometrics-for-authentication-in-android 
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https://docs.samsungknox.com/admin/whitepaper/kpe/biometric-authentication.htm 
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https://www.samsungknox.com/en/blog/samsung-trusted-boot-and-trustzone-integrity-management-
explained  
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https://developer.samsung.com/blockchain/keystore/understanding-keystore/keystore-architecture.html  

[1.g] a second communication 
interface that performs 
communication relating to the 

Each of the Accused Samsung Smartphone ’228 Products includes a second communication interface that 
performs communication relating to the authentication result with the first communication interface and 
receives the dynamic biometric information transmitted from the first communication interface. 
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authentication result with the first 
communication interface and 
receives the dynamic biometric 
information transmitted from the 
first communication interface; and 

Specifically, each of the Accused Samsung Smartphone ’228 Products is a smartphone (e.g., a Galaxy 
smartphone) that includes a second communication interface that performs communication relating to the 
authentication result with the first communication interface and receives the dynamic biometric information 
transmitted from the first communication interface. See https://www.samsung.com/us/smartphones/.  
 
Specifically, the Accused Samsung Smartphone ’228 Products include a second communication interface 
(e.g., Bluetooth, Wi-Fi, and/or cellular) that performs communication relating to the authentication result 
(e.g., a match between the fingerprint and/or facial features, pins, user identifiers, account information 
linked in a database together in TEE that combine to form static biometric information) with the first 
communication interface (e.g., Bluetooth, Wi-Fi, and/or LTE within the Accused Samsung Smartwatch 
’228 Product) and receives the dynamic biometric information transmitted from the first communication 
interface (e.g., temperature, blood oxygen, heart rate, and other biometric information from the sensors).  
 
For example, each of the Accused Samsung Smartphone ’228 Products include Bluetooth, Wi-Fi, and 
cellular capabilities. 
Galaxy S25 
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https://www.gsmarena.com/samsung_galaxy_s25-13610.php 
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Samsung Galaxy S25 Technical Spec: https://www.samsung.com/us/smartphones/galaxy-s25/buy/galaxy-
s25-128gb-unlocked-sm-s931uzkaxaa/  
Galaxy S23 Ultra: 

 
Galaxy S23 Ultra technical specifications; https://www.gsmarena.com/samsung_galaxy_s23_ultra-
12024.php. 
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Samsung S23 Ultra FCC SAR Test Report, available at https://fccid.io/A3LSMS918U/RF-Exposure-
Info/SAR-Part-1-Report-6266754.pdf 

Galaxy Z Flip4: 

 
Galaxy Z Flip4 technical specifications; https://www.gsmarena.com/samsung_galaxy_z_flip4-11538.php. 
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Galaxy Z Flip4 FCC SAR Test Report, available at https://fcc.report/FCC-ID/A3LSMF721U/6090552.pdf 
Galaxy Z Fold4: 

 
Galaxy Z Fold4 technical specifications; https://www.gsmarena.com/samsung_galaxy_z_fold4-11737.php 
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Galaxy Z Fold4 FCC SAR Test Report, available at https://fcc.report/FCC-ID/A3LSMF936U/5986685.pdf 
Galaxy A54 5G: 

 
Samsung Galaxy A54 5G technical specifications; Galaxy A54 5G, 128GB (Unlocked) Phones - SM-
A546UZKBXAA | Samsung US; https://www.gsmarena.com/samsung_galaxy_a54-12070.php. 
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- Galaxy A54 5G FCC SAR Test Report, available at https://fccid.io/A3LSMA546U/RF-Exposure-

Info/4790632108-S1V3-FCC-Report-SAR-6356395.pdf  
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Galaxy S23 Ultra: 

 
Galaxy S23 Ultra technical specifications; https://www.gsmarena.com/samsung_galaxy_s23_ultra-
12024.php 
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Samsung S23 Ultra FCC SAR Test Report, available at https://fccid.io/A3LSMS918U/RF-Exposure-
Info/SAR-Part-1-Report-6266754.pdf 

Galaxy Z Flip4: 
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Galaxy Z Flip4 technical specifications; https://www.gsmarena.com/samsung_galaxy_z_flip4-11538.php. 
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Galaxy Z Flip4 FCC SAR Test Report, available at https://fcc.report/FCC-ID/A3LSMF721U/6090552.pdf 
Galaxy Z Fold4: 
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Galaxy Z Fold4 technical specifications; https://www.gsmarena.com/samsung_galaxy_z_fold4-11737.php. 
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Galaxy Z Fold4 FCC SAR Test Report, available at https://fcc.report/FCC-ID/A3LSMF936U/5986685.pdf 
Galaxy A54 5G: 
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Samsung Galaxy A54 5G technical specifications; Galaxy A54 5G, 128GB (Unlocked) Phones - SM-
A546UZKBXAA | Samsung US; https://www.gsmarena.com/samsung_galaxy_a54-12070.php. 
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Galaxy A54 5G FCC SAR Test Report, available at https://fccid.io/A3LSMA546U/RF-Exposure-
Info/4790632108-S1V3-FCC-Report-SAR-6356395.pdf 
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Additionally, each of the Accused Samsung Smartphone ’228 Products can perform communication 
relating to the authentication result with the first communication interface. For example, a user can place 
the Accused Samsung Smartwatch ’228 Products into lost mode using the Accused Samsung 
Smartphone ’228 Products. For example, upon information and belief, the user can access the SmartThings 
Find website from the Accused Samsung Smartphone ’228 Product to remotely lock the Accused Samsung 
Smartwatch ’228 Product. Upon information and belief, this process communicates authentication results 
using the first communication interface (e.g., the smartwatch’s Bluetooth, Wi-Fi, or cellular connection). 
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https://www.samsung.com/us/support/answer/ANS10003624/  
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https://www.youtube.com/watch?v=_MF3OgBXfnQ (noting that “unlocking can be done on both the 
Galaxy Watch and the web version of Find My Mobile, PIN required”) 
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screenshots from exemplary Galaxy S25 showing the Find My Mobile website being used to remotely lock 
an exemplary Galaxy Watch7 
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As an additional example, upon information and belief, a user can reset the Accused Samsung 
Smartwatch ’228 Products using the Accused Samsung Smartphone ’228 Products. For example, upon 
information and belief, the user can use the Galaxy Wearable application to reset and unlock the Accused 
Samsung Smartwatch ’228 Product. Upon information and belief, this process communicates authentication 
results using the first communication interface (e.g., the smartwatch’s Bluetooth, Wi-Fi, or cellular 
connection). For example, upon information and belief communication relating to the authentication result 
includes the smartphone providing the watch a hash of user identification information relating to the static 
biometric information stored in secured TEE environment where each of the user’s secure information (e.g., 
pins, passwords, facial information, fingerprint information, user credentials are stored relating to each 
other). 
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https://www.samsung.com/us/support/answer/ANS10003368/  
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Screenshots from exemplary Galaxy S25 device showing the process for resetting an exemplary Galaxy 
Watch7 device using the Wearable application 
Further, each of the Accused Samsung Smartphone ’228 Products can receive the dynamic biometric 
information (e.g., temperature, blood oxygen, heart rate, and other biometric information from the sensors) 
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via a Bluetooth connection established with the Accused Samsung Smartwatch ’228 Products through the 
Samsung Galaxy Wearable application. 
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https://www.samsung.com/us/support/answer/ANS10002899/ 
 

 

IPR2025-01313; Samsung 
Ex. 1014 - Page 190

https://www.samsung.com/us/support/answer/ANS10002899/


APPENDIX 8: AUGUST 12, 2025 INFRINGEMENT CONTENTIONS APPLYING CLAIMS 1, 2, AND 4-9 OF U.S. 
PATENT NO. 10,783,228 TO ACCUSED SAMSUNG ’228 PRODUCTS 

 

191 

U.S. Patent No. 10,783,228 Exemplary Evidence of Infringement 

 

IPR2025-01313; Samsung 
Ex. 1014 - Page 191



APPENDIX 8: AUGUST 12, 2025 INFRINGEMENT CONTENTIONS APPLYING CLAIMS 1, 2, AND 4-9 OF U.S. 
PATENT NO. 10,783,228 TO ACCUSED SAMSUNG ’228 PRODUCTS 

 

192 

U.S. Patent No. 10,783,228 Exemplary Evidence of Infringement 

 
https://www.samsung.com/us/support/troubleshoot/TSG10001576/  
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https://www.samsung.com/us/support/troubleshooting/TSG01003238/  
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As an additional example, each of the Accused Samsung Smartphone ’228 Products can receive the 
dynamic biometric information (e.g., temperature, blood oxygen, heart rate, and other biometric 
information from the sensors) via a Wi-Fi connection established with the Accused Samsung 
Smartwatch ’228 Products through the Samsung Galaxy Wearable application. 
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https://www.samsung.com/us/support/answer/ANS10002854/  

[1.h] a display screen, Each of the Accused Samsung Smartphone ’228 Products includes a display screen. Specifically, each of 
the Accused Samsung Smartphone ’228 Products includes a display screen. See 
https://www.samsung.com/us/smartphones/.  
 
For example, each of the Accused Samsung Smartphone ’228 Products contains a display screen. 
Galaxy S25 
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https://www.gsmarena.com/samsung_galaxy_s25-13610.php 
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Samsung Galaxy S25 Technical Spec: https://www.samsung.com/us/smartphones/galaxy-s25/buy/galaxy-
s25-128gb-unlocked-sm-s931uzkaxaa/ 
Galaxy S23 Ultra: 
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Galaxy S23 Ultra technical specifications; https://www.samsung.com/us/smartphones/galaxy-s23-
ultra/buy/galaxy-s23-ultra-512gb-verizon-sm-s918uzgfvzw/?modelCode=SM-S918UZGFXAU; 
https://www.gsmarena.com/samsung_galaxy_s23_ultra-12024.php  
 
Galaxy Z Fold4: 
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Galaxy Z Fold4 technical specifications; https://www.samsung.com/us/smartphones/galaxy-z-
fold4/buy/galaxy-z-fold4-512gb-att-sm-f936uzeeatt/; 
https://www.gsmarena.com/samsung_galaxy_z_fold4-11737.php  
 
Galaxy Z Flip4: 
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Galaxy Z Flip4 technical specifications; https://www.samsung.com/us/smartphones/galaxy-z-
flip4/buy/galaxy-z-flip4-256gb-t-mobile-sm-f721uzdexau/; 
https://www.gsmarena.com/samsung_galaxy_z_flip4-11538.php  
 
Galaxy Z Fold4: 
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Galaxy A54 5G technical specifications; https://www.samsung.com/us/mobile/phones/galaxy-a54/buy/; 
https://www.gsmarena.com/samsung_galaxy_a54-12070.php  

[1.i] wherein the first information 
processing device: performs 
communication relating to the 

Each of the Accused Samsung Smartwatch ’228 Products is a first information processing device where it 
performs communication relating to the authentication result between the first communication interface and 
the second communication interface and executes an unlock operation to unlock itself in response to the 
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authentication result between the 
first communication interface and 
the second communication interface 
and executes an unlock operation to 
unlock itself in response to the 
communication relating to the 
authentication result, 

communication relating to the authentication result. Specifically, each of the Accused Samsung Smartwatch 
’228 Products performs communication relating to the authentication result between the first 
communication interface (e.g., the smartwatch’s Bluetooth, Wi-Fi, or cellular interface) and the second 
communication interface (e.g., the smartphone’s corresponding Bluetooth, Wi-Fi, or cellular interface) and 
executes an unlock operation to unlock itself in response to the communication relating to the 
authentication result. See https://www.samsung.com/us/mobile/wearables/smartwatches/. 
 
For example, upon information and belief, each of the Accused Samsung Smartwatch ’228 Products 
performs communication relating to the authentication result between the first communication interface and 
the second communication interface and executes an unlock operation to unlock itself in response to the 
communication relating to the authentication result. For example, a user can place the Accused Samsung 
Smartwatch ’228 Products into lost mode using the Accused Samsung Smartphone ’228 Products. For 
example, upon information and belief, the user can access the SmartThings Find website from the Accused 
Samsung Smartphone ’228 Product to remotely lock the Accused Samsung Smartwatch ’228 Product. 
Upon information and belief, this process communicates authentication results using the first 
communication interface (e.g., the smartwatch’s Bluetooth, Wi-Fi, or cellular connection). Subsequently, 
the smartwatch executes an unlock operation to unlock itself in response to the communication relating to 
the authentication result. For example, upon information and belief, the watch unlocks itself in response to 
the user indicating that the watch is no longer lost, whereby the user enters a PIN either on the watch or on 
the SmartThings Find website from the Accused Samsung Smartphone ’228 Product to remotely unlock the 
watch, which is in response to communicating the authentication result (e.g., whether there is a match). 
Such that but for the user authenticating itself on the smartphone, the user will not be able perform 
communication relating to the authentication result between the smartphone and the watch. In addition,  
upon information and belief, the communication between the smartphone and watch includes 
communication relating to the authentication result by providing PIN information that is linked to biometric 
information (e.g., fingerprint, face ID) and/or additional user account information that are associated 
together in the TEE and are relating information. Upon information and belief, the communication from the  
smartphone includes such information such that the Watch is able to confirm identity to perform unlock 
operations. Further, the smartwatch executes an unlock operation to unlock itself in response to this 
communication relating to the authentication result from the smartphone.  
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https://www.samsung.com/us/support/answer/ANS10003624/  
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https://www.youtube.com/watch?v=_MF3OgBXfnQ (noting that “unlocking can be done on both the 
Galaxy Watch and the web version of Find My Mobile, PIN required”) 
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screenshots from exemplary Galaxy S25 showing the Find My Mobile website being used to remotely lock 
an exemplary Galaxy Watch7        
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As an additional example, upon information and belief, a user can reset the Accused Samsung 
Smartwatch ’228 Products using the Accused Samsung Smartphone ’228 Products. For example, upon 
information and belief, the user can use the Galaxy Wearable application to reset the Accused Samsung 
Smartwatch ’228 Product. Upon information and belief, this process communicates authentication results 
between the first communication interface (e.g., the smartwatch’s Bluetooth, Wi-Fi, or cellular connection) 
and the second communication interface (e.g., the smartphone’s corresponding Bluetooth, Wi-Fi, or cellular 
connection) and executes an unlock operation to unlock itself (e.g., the smartwatch) in response. Such that 
but for the user authenticating itself on the smartphone, the user will not be able perform reset 
communication relating to the authentication result between the smartphone and the watch. In addition,  
upon information and belief, the reset communication between the smartphone and watch includes 
communication relating to the authentication result by first unlocking the smartphone via biometric 
information (e.g., fingerprint, face ID) and/or additional user account information that are associated 
together in the TEE and are relating information. Upon information and belief, the communication from the  
smartphone includes such information such that the Watch is able to confirm identity to perform reset 
unlock operations. Further, the smartwatch executes an unlock operation to unlock itself in response to this 
reset communication relating to the authentication result from the smartphone. 
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https://www.samsung.com/us/support/answer/ANS10003368/  
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IPR2025-01313; Samsung 
Ex. 1014 - Page 222



APPENDIX 8: AUGUST 12, 2025 INFRINGEMENT CONTENTIONS APPLYING CLAIMS 1, 2, AND 4-9 OF U.S. 
PATENT NO. 10,783,228 TO ACCUSED SAMSUNG ’228 PRODUCTS 

 

223 

U.S. Patent No. 10,783,228 Exemplary Evidence of Infringement 

    
screenshots from exemplary Galaxy S25 device showing the process for resetting an exemplary Galaxy 
Watch7 device using the Wearable application 

[1.j] acquires the dynamic biometric 
information from the dynamic 

Each of the Accused Samsung Smartwatch ’228 Products acquires the dynamic biometric information from 
the dynamic biometric information acquisition sensor after unlocking. Specifically, each of the Accused 
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biometric information acquisition 
sensor after unlocking, and 

Samsung Smartwatch ’228 Products is a smartwatch (e.g., a Galaxy Watch) that acquires the dynamic 
biometric information (e.g., temperature, blood oxygen, heart rate, and other biometric information from 
the sensors) from the dynamic biometric information acquisition sensor after unlocking. See 
https://www.samsung.com/us/mobile/wearables/smartwatches/.  
For example, after unlocking, a user can acquire dynamic biometric information from the dynamic 
biometric information acquisition sensor. As one example, after unlocking, a user can measure their heart 
rate using the Samsung Health application on the Accused Samsung Smartwatch ’228 Products. The photos 
below taken from an exemplary Galaxy Watch7 show the process for measuring heart rate after unlocking. 
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As an additional example, after unlocking, a user can measure their blood oxygen level using the Samsung 
Health application on the Accused Samsung Smartwatch ’228 Products. The photos below taken from an 
exemplary Galaxy Watch7 show the process for measuring blood oxygen after unlocking. 
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Further, each of the Accused Samsung Smartwatch ’228 Products can acquire additional dynamic biometric 
information from the dynamic biometric information acquisition sensor after unlocking. For example, each 
of the Accused Samsung Smartwatch ’228 Products is a smartwatch that can acquire multiple types of 
dynamic biometric information (e.g., temperature, blood oxygen, heart rate, and other biometric 
information from the sensors) from the sensors after unlocking.  
Galaxy Watch7 
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Samsung Galaxy Watch7 tech specs, https://www.samsung.com/us/watches/galaxy-watch7/buy/galaxy-
watch7-40mm-green-wifi-bluetooth-sm-l300nzgaxaa/ 
 
Further, the sensors included in the Accused Samsung Smartwatch ’228 Products are used to acquire 
dynamic biometric information, which further includes information about a user’s sleep, heart, AGEs index, 
body composition, and cycle tracking. 
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https://www.samsung.com/us/watches/galaxy-watch7/ 
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https://www.samsung.com/us/watches/galaxy-watch7/#performance 

[1.k] maintains the unlocked state 
during a condition that the dynamic 
biometric information can be 
acquired, 

Each of the Accused Samsung Smartwatch ’228 Products maintains the unlocked state during a condition 
that the dynamic biometric information can be acquired. Specifically, each of the Accused Samsung 
Smartwatch ’228 Products is a smartwatch (e.g., a Galaxy Watch) that maintains the unlocked state during 
a condition that the dynamic biometric information (e.g., temperature, blood oxygen, heart rate, and other 
biometric information from the sensors) can be acquired. See 
https://www.samsung.com/us/mobile/wearables/smartwatches/.  
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For example, each of the Accused Samsung Smartwatch ’228 Products maintains the unlocked state during 
a condition that the dynamic biometric information can be acquired, such as when a user is measuring their 
heart rate. As one example, a user can measure their heart rate using the Samsung Health application on the 
Accused Samsung Smartwatch ’228 Products which maintains the unlocked state during the acquisition of 
a heart rate measurement. The photos below taken from an exemplary Galaxy Watch7 show the process for 
measuring heart rate where the Galaxy Watch7 maintains the unlocked state. 
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As an additional example, each of the Accused Samsung Smartwatch ’228 Products maintains the unlocked 
state during a condition that the dynamic biometric information can be acquired, such as when a user is 
measuring their blood oxygen level. after unlocking, a user can measure their blood oxygen level using the 
Samsung Health application on the Accused Samsung Smartwatch ’228 Products. The photos below taken 
from an exemplary Galaxy Watch7 show the process for measuring blood oxygen while maintaining the 
unlocked state. 
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Further, for example, each of the Accused Samsung Smartwatch ’228 Products is a smartwatch that can 
acquire multiple types of dynamic biometric information (e.g., temperature, blood oxygen, heart rate, and 
other biometric information from the sensors) from the sensors while maintaining the unlocked state during 
acquisition.  
Galaxy Watch7 
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Samsung Galaxy Watch7 tech specs, https://www.samsung.com/us/watches/galaxy-watch7/buy/galaxy-
watch7-40mm-green-wifi-bluetooth-sm-l300nzgaxaa/ 
 
Further, the sensors included in the Accused Samsung Smartwatch ’228 Products are used to acquire 
dynamic biometric information, which further includes information about a user’s sleep, heart, AGEs index, 
body composition, and cycle tracking while the smartwatch maintains the unlocked state. 
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https://www.samsung.com/us/watches/galaxy-watch7/ 
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https://www.samsung.com/us/watches/galaxy-watch7/#performance 

[1.l] wherein the second information 
processing device receives the 
dynamic biometric information via 
communication between the first 
communication interface and the 
second communication interface and 
the display screen displays 

Each of the Accused Samsung Smartphone ’228 Products includes a second communication interface 
wherein the second information processing device receives the dynamic biometric information via 
communication between the first communication interface and the second communication interface and the 
display screen displays information based on a state of the user that is determined using the received 
dynamic biometric information. Specifically, each of the Accused Samsung Smartphone ’228 Products is a 
smartphone (e.g., a Galaxy smartphone) that includes a second communication interface (e.g., the 
smartphone’s Bluetooth, Wi-Fi, and/or cellular connectivity) receives the dynamic biometric information 
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information based on a state of the 
user that is determined using the 
received dynamic biometric 
information. 

(e.g., temperature, blood oxygen, heart rate, and other biometric information from the sensors) via 
communication between the first communication interface (e.g., the smartwatch’s Bluetooth, Wi-Fi, and/or 
cellular connectivity) and the second communication interface and the display screen displays information 
based on a state of the user that is determined using the received dynamic biometric information. See 
https://www.samsung.com/us/smartphones/.  
 
Specifically, the Accused Samsung Smartphone ’228 Products include a second communication interface 
(e.g., Bluetooth, Wi-Fi, and/or cellular) that receives the dynamic biometric information (e.g., temperature, 
blood oxygen, heart rate, and other biometric information from the sensors) via communication between the 
Accused Samsung Smartwatch ’228 Products and the Accused Samsung Smartphone ’228 Products (e.g., 
the Bluetooth, Wi-Fi, or cellular connection between the smartwatch and the smartphone) and the display 
screen displays information based on a state of the user that is determined using the received dynamic 
biometric information (e.g., health information concerning a user’s temperature, blood oxygen, heart rate, 
and other biometric information from the sensors). 
 
For example, after the Accused Samsung Smartwatch ’228 Products obtains the dynamic biometric 
information (e.g., temperature, blood oxygen, heart rate, and other biometric information from the sensors), 
the information is sent to the Accused Samsung Smartphone ’228 Products to be displayed in the Samsung 
Health application which displays information based on a state of the user that is determined using the 
received dynamic biometric information (e.g., health information concerning a user’s temperature, blood 
oxygen, heart rate, and other biometric information from the sensors). 
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https://www.samsung.com/us/support/answer/ANS10002899/ 
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https://www.samsung.com/us/support/troubleshoot/TSG10001576/  
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https://www.samsung.com/us/support/troubleshooting/TSG01003238/  
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https://www.samsung.com/us/support/answer/ANS10002854/  
 
For example, the photos and screenshots shown below show an exemplary Galaxy Watch7 obtaining a 
user’s heart rate and then displaying such information in the Samsung Health application of an exemplary 
Galaxy S25, which includes information based on a stat of the user that is determined using the received 
dynamic biometric information (e.g., a high resting heart rate). 
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As an additional example, the photos and screenshots shown below show an exemplary Galaxy Watch7 
obtaining a user’s blood oxygen level and then displaying such information in the Samsung Health 
application of an exemplary Galaxy S25, which includes information based on a stat of the user that is 
determined using the received dynamic biometric information (e.g., a low blood oxygen level). 
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Further, each of the Accused Samsung Smartphone ’228 Products can receive dynamic biometric 
information (e.g., temperature, blood oxygen, heart rate, and other biometric information from the sensors) 
via communication between the first communication interface (e.g., the smartwatch’s Bluetooth, Wi-Fi, or 
cellular connectivity) and the second communication interface (e.g., the smartphone’s corresponding 
Bluetooth, Wi-Fi, or cellular connectivity) and the display screen displays information based on a state of 
the user that is determined using the received dynamic biometric information (e.g., information about a 
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user’s health based on the received dynamic biometric information). For example, the Samsung Health 
application can display information regarding a user’s health, activity (e.g., automatic workout detection), 
sleep, body composition, cycle tracking, AGEs index, and other information using the received dynamic 
biometric information.  
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https://www.samsung.com/us/watches/galaxy-watch7/ 
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https://www.samsung.com/us/watches/galaxy-watch7/#performance 
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Screenshot from an exemplary S25 device using the Samsung Health application to display information 
about a user’s health based on the received dynamic biometric information from an exemplary Galaxy 
Watch7 device. 
The state includes providing information with respect to a state of falling or an health emergency.  
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https://www.samsung.com/us/support/answer/ANS10003423/  
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https://www.samsung.com/us/support/answer/ANS10003423/  
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https://www.samsung.com/us/support/answer/ANS10002904/  
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[2.] The system according to claim 
1, wherein the first communication 
interface and the second 
communication interface are 
Bluetooth interfaces and 
communication between the first 
communication interface and the 
second communication interface is 
Bluetooth wireless communication. 

In the system according to claim 1, the first communication interface and the second communication 
interface are Bluetooth interfaces and communication between the first communication interface and the 
second communication interface is Bluetooth wireless communication. Specifically, the first 
communication interface (e.g., the Accused Samsung Smartwatch ’228 Products’ communication interface) 
and the second communication interface (e.g., the Accused Samsung Smartphone ’228 Products’ 
communication interface) are Bluetooth interfaces and communication between the first communication 
interface and the second communication interface is Bluetooth wireless communication. For example, the 
Accused Samsung Smartwatch ’228 Products and the Accused Samsung Smartphone ’228 Products 
communicate via Bluetooth.  
  
For example, each of the Accused Samsung Smartphone ’228 Products and Accused Samsung 
Smartwatch ’228 Products include Bluetooth. 
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Samsung Galaxy Watch7 tech specs, https://www.samsung.com/us/watches/galaxy-watch7/buy/galaxy-
watch7-40mm-green-wifi-bluetooth-sm-l300nzgaxaa/ 
 
Galaxy S25 

 

IPR2025-01313; Samsung 
Ex. 1014 - Page 307

https://www.samsung.com/us/watches/galaxy-watch7/buy/galaxy-watch7-40mm-green-wifi-bluetooth-sm-l300nzgaxaa/
https://www.samsung.com/us/watches/galaxy-watch7/buy/galaxy-watch7-40mm-green-wifi-bluetooth-sm-l300nzgaxaa/


APPENDIX 8: AUGUST 12, 2025 INFRINGEMENT CONTENTIONS APPLYING CLAIMS 1, 2, AND 4-9 OF U.S. 
PATENT NO. 10,783,228 TO ACCUSED SAMSUNG ’228 PRODUCTS 

 

308 

U.S. Patent No. 10,783,228 Exemplary Evidence of Infringement 

 

 

 
https://www.gsmarena.com/samsung_galaxy_s25-13610.php 
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Samsung Galaxy S25 Technical Spec: https://www.samsung.com/us/smartphones/galaxy-s25/buy/galaxy-
s25-128gb-unlocked-sm-s931uzkaxaa/  
Galaxy S23 Ultra: 

 
Galaxy S23 Ultra technical specifications; https://www.gsmarena.com/samsung_galaxy_s23_ultra-
12024.php. 
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Samsung S23 Ultra FCC SAR Test Report, available at https://fccid.io/A3LSMS918U/RF-Exposure-
Info/SAR-Part-1-Report-6266754.pdf 

Galaxy Z Flip4: 

 
Galaxy Z Flip4 technical specifications; https://www.gsmarena.com/samsung_galaxy_z_flip4-11538.php. 
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Galaxy Z Flip4 FCC SAR Test Report, available at https://fcc.report/FCC-ID/A3LSMF721U/6090552.pdf 
Galaxy Z Fold4: 

 
Galaxy Z Fold4 technical specifications; https://www.gsmarena.com/samsung_galaxy_z_fold4-11737.php 
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Galaxy Z Fold4 FCC SAR Test Report, available at https://fcc.report/FCC-ID/A3LSMF936U/5986685.pdf 
Galaxy A54 5G: 

 
Samsung Galaxy A54 5G technical specifications; Galaxy A54 5G, 128GB (Unlocked) Phones - SM-
A546UZKBXAA | Samsung US; https://www.gsmarena.com/samsung_galaxy_a54-12070.php. 
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Galaxy A54 5G FCC SAR Test Report, available at https://fccid.io/A3LSMA546U/RF-Exposure-
Info/4790632108-S1V3-FCC-Report-SAR-6356395.pdf  
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Further, each of the Accused Samsung Smartphone ’228 Products can communicate with each of the 
Accused Samsung Smartwatch ’228 Products via a Bluetooth connection established with the Accused 
Samsung Smartwatch ’228 Products through the Samsung Galaxy Wearable application. 
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https://www.samsung.com/us/support/answer/ANS10002899/ 
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https://www.samsung.com/us/support/troubleshoot/TSG10001576/  
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https://www.samsung.com/us/support/troubleshooting/TSG01003238/   

IPR2025-01313; Samsung 
Ex. 1014 - Page 327

https://www.samsung.com/us/support/troubleshooting/TSG01003238/


APPENDIX 8: AUGUST 12, 2025 INFRINGEMENT CONTENTIONS APPLYING CLAIMS 1, 2, AND 4-9 OF U.S. 
PATENT NO. 10,783,228 TO ACCUSED SAMSUNG ’228 PRODUCTS 

 

328 

U.S. Patent No. 10,783,228 Exemplary Evidence of Infringement 

[4.] The system according to claim 
1, wherein the dynamic biometric 
information is one of heart rate, 
pulse, blood pressure, body 
temperature, amount of sweating, or 
brain wave and the static biometric 
information is one of finger print 
information, facial recognition 
information, retina information, vein 
information, or iris information. 

In the system according to claim 1, the dynamic biometric information is one of heart rate, pulse, blood 
pressure, body temperature, amount of sweating, or brain wave and the static biometric information is one 
of finger print information, facial recognition information, retina information, vein information, or iris 
information. Specifically, each of the Accused Samsung Smartwatch ’228 Products is a smartwatch (e.g., a 
Galaxy Watch) that includes a dynamic biometric information acquisition sensor that acquires dynamic 
biometric information including heart rate, pulse and body temperature. See 
https://www.samsung.com/us/mobile/wearables/smartwatches/. Further, the static biometric information in 
each of the Accused Samsung Smartphone ’228 Products includes finger print information and/or facial 
recognition. See https://www.samsung.com/us/smartphones/. 
 
For example, each of the Accused Samsung Smartwatch ’228 Products contains sensors (including 
Accelerometer, Barometer, Bioelectrical Impedance Analysis Sensor, Electrical Heart Sensor, Gyro Sensor, 
Geomagnetic Sensor, Infrared Temperature Sensor, Light Sensor, Optical Heart Rate Sensor, Sp02 Sensor, 
and AGEs Index Sensor) which acquire dynamic biometric information (e.g., temperature, blood oxygen, 
heart rate, and other biometric information from the sensors) from a body of a user. 
 
Galaxy Watch7 
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Samsung Galaxy Watch7 tech specs, https://www.samsung.com/us/watches/galaxy-watch7/buy/galaxy-
watch7-40mm-green-wifi-bluetooth-sm-l300nzgaxaa/ 
 
Further, the sensors included in the Accused Samsung Smartwatch ’228 Products are used to acquire 
dynamic biometric information from a body of a user, which further includes information about a user’s 
sleep heart, AGEs index, body composition, and cycle tracking. Upon information and belief, this includes 
information of a user’s heart rate, pulse, and body temperature. 
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https://www.samsung.com/us/watches/galaxy-watch7/  
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https://www.samsung.com/us/watches/galaxy-watch7/#performance 
Further, each of the Accused Samsung Smartphone ’228 Products includes a static biometric information 
acquisition sensor (e.g., a fingerprint sensor) that acquires static biometric information (e.g., static 
biometric information about a user’s fingerprint). Specifically, a user can use the fingerprint sensor to enroll 
a fingerprint to be used for subsequent authentication. 
Galaxy S25 
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https://www.gsmarena.com/samsung_galaxy_s25-13610.php 

IPR2025-01313; Samsung 
Ex. 1014 - Page 342

https://www.gsmarena.com/samsung_galaxy_s25-13610.php


APPENDIX 8: AUGUST 12, 2025 INFRINGEMENT CONTENTIONS APPLYING CLAIMS 1, 2, AND 4-9 OF U.S. 
PATENT NO. 10,783,228 TO ACCUSED SAMSUNG ’228 PRODUCTS 

 

343 

U.S. Patent No. 10,783,228 Exemplary Evidence of Infringement 

 

IPR2025-01313; Samsung 
Ex. 1014 - Page 343



APPENDIX 8: AUGUST 12, 2025 INFRINGEMENT CONTENTIONS APPLYING CLAIMS 1, 2, AND 4-9 OF U.S. 
PATENT NO. 10,783,228 TO ACCUSED SAMSUNG ’228 PRODUCTS 

 

344 

U.S. Patent No. 10,783,228 Exemplary Evidence of Infringement 

 

 
Samsung Galaxy S25 Technical Spec: https://www.samsung.com/us/smartphones/galaxy-s25/buy/galaxy-
s25-128gb-unlocked-sm-s931uzkaxaa/ 
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https://www.samsung.com/us/support/answer/ANS10001613/ 
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Screenshots from an exemplary Galaxy S25 showing acquiring a static biometric information from the 
user’s finger. 
 
As an additional example, each of the Accused Samsung Smartphone ’228 Products includes a static 
biometric information acquisition sensor (e.g., a IR LED, Iris camera, or front camera) that acquires static 
biometric information (e.g., static biometric information about a user’s facial features). Specifically, a user 
can enroll a face to be used for facial recognition and subsequent authentication. 
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https://www.gsmarena.com/samsung_galaxy_s25-13610.php 
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Samsung Galaxy S25 Technical Spec: https://www.samsung.com/us/smartphones/galaxy-s25/buy/galaxy-
s25-128gb-unlocked-sm-s931uzkaxaa/ 
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https://www.samsung.com/us/support/answer/ANS10002519/  
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Screenshots from an exemplary Galaxy S25 showing acquiring a static biometric information from the 
user’s facial features. 

[5.] The system according to claim 
1, wherein the first information 
processing device is a wearable 
device that acquires the dynamic 
biometric information at least by 

In the system according to claim 1, each of the Accused Samsung Smartwatch ’228 Products is a first 
information processing device which is a wearable device that acquires the dynamic biometric information 
at least by being physically in contact with the body. Specifically, each of the Accused Samsung 
Smartwatch ’228 Products is a smartwatch (e.g., a Galaxy Watch) that is a wearable device that acquires 
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being physically in contact with the 
body. 

the dynamic biometric information at least by being physically in contact with the body. See 
https://www.samsung.com/us/mobile/wearables/smartwatches/.  
 
For example, each of the Accused Samsung Smartwatch ’228 Products contains at least one processor, 
memory, and sensors for processing information such as biometric information about a wearer that acquires 
the dynamic biometric information at least by being physically in contact with the body. 
 
Galaxy Watch7 
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Samsung Galaxy Watch7 tech specs, https://www.samsung.com/us/watches/galaxy-watch7/buy/galaxy-
watch7-40mm-green-wifi-bluetooth-sm-l300nzgaxaa/ 
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https://www.samsung.com/us/watches/galaxy-watch7/ 
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https://www.samsung.com/us/watches/galaxy-watch7/#performance 
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https://www.samsung.com/us/watches/galaxy-watch7/#performance 
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photos showing an exemplary Galaxy Watch7 acquiring dynamic biometric information (such as heart rate 
and blood oxygen levels) at least by being physically in contact with the body 

[6.] The system according to claim 
1, wherein the first information 
processing device is a smartwatch 
and the second information 

In the system according to claim 1, the first information processing device is a smartwatch and the second 
information processing device is a smartphone or tablet. Specifically, each of the Accused Samsung 
Smartwatch ’228 Products (e.g., the first information processing device) is a smartwatch and each of the 
Accused Samsung Smartphone ’228 Products (e.g., the second information processing device) is a 
smartphone.  
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processing device is a smartphone or 
tablet. 

 
See evidence in limitations [1.a] and [1.d] above. 

[7.] The system according to claim 
1, wherein the first information 
processing device continuously 
acquires the dynamic biometric 
information after being unlocked and 
the second information processing 
device receives the dynamic 
biometric information transmitted 
from the first communication device 
continuously or based on starting of 
an application on the second 
information processing device. 

In the system according to claim 1, the first information processing device continuously acquires the 
dynamic biometric information after being unlocked and the second information processing device receives 
the dynamic biometric information transmitted from the first communication device continuously or based 
on starting of an application on the second information processing device. For example, in each of the 
Accused Samsung Smartwatch ’228 Products, the first information processing device continuously acquires 
the dynamic biometric information (e.g., temperature, blood oxygen, heart rate, and other biometric 
information from the sensors) after being unlocked and the second information processing device (e.g., 
each of the Accused Samsung Smartphone ’228 Products) receives the dynamic biometric information 
transmitted from the first communication device continuously or based on starting of an application on the 
second information processing device. 
 
For example, upon information and belief, each of the Accused Samsung Smartwatch ’228 Products 
continuously acquires dynamic biometric information after being unlocked and each of the Accused 
Samsung Smartphone ’228 Products receives the dynamic biometric information from the Accused 
Samsung Smartwatch ’228 Products continuously. 
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https://www.samsung.com/us/watches/galaxy-watch7/ 
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https://www.samsung.com/us/watches/galaxy-watch7/#performance  
 
As an additional example, the second information processing device (e.g., each of the Accused Samsung 
Smartphone ’228 Products) receives the dynamic biometric information transmitted from the first 
communication device (e.g., each of the Accused Samsung Smartwatch ’228 Products) based on starting an 
application (e.g., the Samsung Health application) on the second information processing device. For 
example, using the Samsung Health application on each of the Accused Samsung Smartphone ’228 
Products allows the receipt of requested dynamic biometric information from the Accused Samsung 
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Smartwatch ’228 Products (e.g., heart rate or blood oxygen level) by requesting such measurement from the 
Samsung Health application to be taken from the Accused Samsung Smartwatch ’228 Products. For 
example, testing images below from an exemplary Galaxy S25 show that the Samsung Health Application 
obtains dynamic biometric information from an exemplary Galaxy Watch7. 
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Screenshot from an exemplary Galaxy S25 showing dynamic biometric information (including, for 
example, blood oxygen and heart rate information) are acquired from the Galaxy Watch7 (for example, 
using the “measure” button on the respective blood oxygen and heart rate pages) based on starting such 
measurement from the Samsung Health application on the exemplary Galaxy S25. 

[8.] The system according to claim 
1, wherein the second information 
processing device gets position 

In the system according to claim 1, the second information processing device gets position information 
denoting a position of the second information processing device and automatically transmits the position 
information to a predetermined address based on reception of a user input that is determined to be a 
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information denoting a position of 
the second information processing 
device and automatically transmits 
the position information to a 
predetermined address based on 
reception of a user input that is 
determined to be a predetermined 
type of user input during a time 
period, wherein the predetermined 
address is not inputted by the user 
during the time period. 

predetermined type of user input during a time period, wherein the predetermined address is not inputted by 
the user during the time period. For example, the second information processing device (e.g., each of the 
Accused Samsung Smartphone ’228 Products) gets position information denoting a position of the second 
information processing device (e.g., location information of each of the Accused Samsung Smartphone 
’228 Products) and automatically transmits the position information to a predetermined address (e.g., a pre-
saved emergency contact) based on reception of a user input that is determined to be a predetermined type 
of user input during a time period (e.g., a hard fall detection), wherein the predetermined address is not 
inputted by the user during the time period (e.g., the emergency contact is set in advance). 
 
For example, with hard fall detection turned on, each of the Accused Samsung Smartphone ’228 Products 
will automatically transmit position information to a pre-saved emergency contact if a hard fall is detected 
and the user does not dismiss the hard fall detection within a predetermined time period. Additionally, the 
emergency contact cannot be inputted by the user after the hard fall detection is turned on. Rather, an 
emergency contact must be input prior to the use of hard fall detection notifications. 
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https://www.samsung.com/us/support/answer/ANS10003423/  
 
Screenshots below taken from an exemplary Galaxy S25 show how to enable the hard fall detection within 
the Samsung Wearable application which first requires a user to input an emergency contact before 
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enabling the “share info with emergency contacts” feature which shares location information upon 
detection of a hard fall.  
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[9.] The system according to claim 
8, wherein the position information 
is automatically transmitted in 
response to the user input and 
without requiring additional user 
input that explicitly requires 
approval of the automatic 

In the system according to claim 8, the position information is automatically transmitted in response to the 
user input and without requiring additional user input that explicitly requires approval of the automatic 
transmission of the position information during the time period. For example, the position information is 
automatically transmitted in response to the user input (e.g., the detection of a hard fall) and without 
requiring additional user input that explicitly requires approval of the automatic transmission of the position 
information during the time period (e.g., without requiring additional input beyond the detection of a hard 
fall).  
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transmission of the position 
information during the time period. 

 
For example, with hard fall detection turned on, each of the Accused Samsung Smartphone ’228 Products 
will automatically transmit the position information to a pre-saved emergency contact if a hard fall is 
detected without requiring additional user input that explicitly requires approval of the automatic 
transmission of the position information during the time period. 
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Screenshots below taken from an exemplary Galaxy S25 show how to enable the hard fall detection within 
the Samsung Wearable application which will transmit the location information to emergency contacts with 
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the enablement of “share info with emergency contacts” feature. Additionally, upon information and belief, 
the “require swipe to call” feature being disabled will automatically send the location information to the 
emergency contacts without requiring the user to swipe the call button.  
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