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METHODS AND SYSTEMS FOR SEARCHING
CONTENT IN DISTRIBUTED COMPUTING
NETWORKS

CROSS-REFERENCE

[0001] The present invention calls priority to U.S. Provi-
sional Application No. 60/478,523 entitled “Methods and
Systems for Operating, Monitoring, and Integrating Com-
puting Networks” and filed on Jun. 13, 2003 for priority
purposes.

FIELD OF THE INVENTION

[0002] The present invention is generally related to the
field of distributed computing networks and, more specifi-
cally, to improved methods and systems for searching con-
tent in a distributed computing network.

BACKGROUND OF THE INVENTION

[0003] Search engines on the Internet are used by people
all over the world to find and download text, video, images,
audio, and other information, collectively referred to as data.
Typically, search engines periodically examine the data
objects contained on many servers connected to the Internet.
The search engines then construct an index of each server’s
contents and creates a link for the server locations corre-
sponding to contents.

[0004] Most commercial Internet search engines contain a
search engine application, residing in a central-server com-
plex. This central server complex receives search requests
throughout the day from Internet users globally. However,
when the number of search requests per day is too large, this
approach can prove disadvantageous.

[0005] For example, for handling a situation where the
number of search requests per day is close to a 100 million,
a heavy central server infrastructure is required, both in
terms of the size of the central server complex and magni-
tude of incoming bandwidth. Furthermore, the number of
search requests per day peaks during certain times of the day
to extremely high values, which makes load-balancing an
important consideration.

[0006] Another typical approach to searching content is by
using a distributed search system, which is employed to
search content in certain distributed computing networks
such as peer-to-peer networks (“P2P networks”). In such a
system, there is no central server, or central bank of servers,
that receives all search requests, conducts the search, and
responds with search results. Rather, the database of search-
able content, available as shared files in the network, is
indexed and the index is distributed to the clients in the
network, or nodes regionally distributed throughout the
network. Updates or changes in the available file informa-
tion in each client are periodically uploaded to the clients, or
the regional nodes, in the network, via a peer-to-peer client
application. As a result, search requests can be widely
distributed, with each search engine responding to a subset
of search queries. To retrieve search results, a client receives
a search input from a user, locates a copy of the content
database or content index locally or on a regional node, finds
the entry associated with the search input, and generates a
search response of available file information in the entire
network.
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[0007] This distributed search system requires a simpler
server infrastructure than the central server approach and,
thus, is capable of sustaining a larger number of search
requests per day for a lower operational cost. Convention-
ally, however, distributed searching has been applied to files
that are specifically designated as being part of a distributed
search network. For example, in a typical distributed net-
work, files that are indexed, and therefore capable of being
distributed to other client devices, are located in specially
designated folder, i.e. a “shared folder”. Once placed in the
specially designated folder, file identifying information,
such as name, file size, hash value, author, owner, and other
data, is extracted and incorporated into a central index that
is stored either in a local index or index located on a regional
node. These conventional systems only operate on those files
that are specifically designated as being derived from the
distributed network or specifically designated as being part
of the distributed network.

[0008] Additionally, users often want to search and obtain
content from various sources. Conventionally, users have to
go to multiple search indices, input the search request, and,
if the file is available, access the content file from that
source. Most of the conventional search engines have a
central-server based search system, i.e., all search requests
are sent to a server complex, which performs a search on a
central database. The search results in this case do not
include content from specific P2P networks. Search in a P2P
network uses a completely different approach: the entire
search database is distributed to every client participating in
the P2P network, and each client performs searches on their
local copy of the database. However, the search results do
not include content outside the P2P network.

[0009] The art fails to disclose distributed search systems
that take advantage of searches conducted by users on
conventional centralized server search systems to build a
distributed search index. What is needed, therefore, is an
improved distributed network search system that takes
advantage of the millions of searches conducted by users on
central server search systems to construct an index of data.
What is also needed is a method and system for capturing
web pages and other data accessed by an individual, index-
ing that data, and making that indexed data available to other
distributed network users.

[0010] Further, the art fails to disclose methods and sys-
tems for being able to search, via a single site or application,
content from the Internet as well as specific distributed
computing (P2P) networks. What is needed, therefore, is a
search system with the capability to integrate search results
from distributed computing networks and those from central
server search systems and present those search results to the
user via a single interface.

SUMMARY OF THE INVENTION

[0011] The present invention discloses an improved
method and system for indexing and searching content in a
distributed computing network. The present invention also
enables users to search for content on a distributed comput-
ing network, as well as on the web, via a unified interface.
In one embodiment, the present invention is directed toward
a method for searching content on a distributed computing
network having an index of available data. The method
comprises scanning cached network files in a computer that
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is in data communication with a network wherein said
network files are generated in the course of a user’s access
of public or private communication networks, indexing or
scanning the cached network files to generate index data,
and supplying index data to the index of available data on
the distributed computing network.

[0012] Separately and optionally, the method further com-
prises the step of searching said index of available data on
the distributed computing network in response to a search
request sent by a user connected to said distributed com-
puting network and sending a search response to the user.
Preferably, the index data includes identification information
indicative of a location of said available data, such as a peer
computer participating in said distributed computing net-
work, or identification information indicative of an original
source of said available data, such as a content providing
server host or web site.

[0013] To avoid violating the privacy of users, preferably
the method of indexing cached network files includes the
step of ignoring personal identification information of a user
or deleting personal identification information of a user. To
make accessing data more efficient, it is also preferable to
index cached network files by grouping index information of
files according to source. Optionally, search results are
protected and the step of sending the search response to the
user is accompanied by requesting the user to present
credentials before access to search responses is allowed.

[0014] The present invention is also directed toward com-
puter program codes, distributed search systems, and dis-
tributed searching methods that employ the processes dis-
cussed above. Specifically, the present invention includes a
distributed search system with a central server having an
index of data wherein the index of data is generated by a
plurality of computing devices scanning cached network
files and wherein the network files are generated in the
course of a user’s access of public or private communication
networks, indexing the cached network files to generate
index data, and transmitting the index data to the central
server. The distributed search system also includes a plural-
ity of first clients connected to a distributed computing
network, wherein each of the first clients has a locally or
remotely stored copy of part or all of the data index and a
plurality of second clients connected to the distributed
computing network, wherein one or more of the first clients
receive a plurality of search requests from at least one of the
second clients, and fulfill the requests by searching the copy
of the data index.

[0015] The present invention is also directed toward a
computer program product for generating an index of avail-
able data on a distributed computing network. The computer
program product comprises computer readable program
code for scanning cached network files in a computer that is
in data communication with a network wherein the network
files are generated in the course of a user’s access of at least
one public or private communication networks, computer
readable program code for indexing the cached network files
to generate index data, and computer readable program code
for supplying index data to the index of available data on the
distributed computing network.

[0016] The present invention also enables each client to
store only a small part of the total available index and the
means to allow the client computer that is performing the
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search to determine which search engine client or clients to
contact for that particular search. For instance, some search
clients may contain an index of all data items that contain the
word “car”, or all images in a certain format, or any other
describable subset of the total search index.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] These and other features and advantages of the
present invention will be further appreciated, as they become
better understood by reference to the detailed description
when considered in connection with the accompanying
drawings:

[0018] FIG. 1 is a block diagram illustrating the main
system components of the present invention;

[0019] FIG. 2 depicts the overall operation of the search
system of one embodiment of the present invention;

[0020] FIG. 3 is a diagram depicting a distributed search
system according to another embodiment of the present
invention;

[0021] FIG. 4 is diagram depicting the relationship
between different components of one embodiment of the
distributed search system;

[0022] FIG. 5 is a flowchart illustrating the sequence of
steps carried out in searching and downloading content by
using the distributed search system; and

[0023] FIG. 6 is a diagram depicting a method for reward-
ing a user for participating in the distributed search accord-
ing to one embodiment of the distributed search system.

DETAILED DESCRIPTION OF THE
INVENTION

[0024] The present invention discloses an improved
method and system for indexing and searching content in a
distributed computing network. The present invention also
enables users to search for content on a distributed comput-
ing network, as well as on the World Wide Web (hereafter
referred to simply as “web”), via a unified interface. Various
modifications to the preferred embodiment will be readily
apparent to those of ordinary skill in the art, and the
disclosure set forth herein may be applicable to other
embodiments and applications without departing from the
spirit and scope of the present invention and the claims
appended hereto. Thus, the present invention is not intended
to be limited to the embodiments described, but is to be
accorded the broadest scope consistent with the disclosure
set forth herein.

[0025] As used herein, the term computing devices
broadly encompasses any type of computing device that
could be placed in data communication with a network. For
example, the computing device could be any one of a
personal computer, laptop, personal data assistant, mobile
phone, wireless email manager, media player, computing
tablet, set-top box, networked DVD player, or other type of
network access device. Each of said devices has a processor,
memory, and a communication interface, such as a modem
or Ethernet port. Similarly, the term network broadly encom-
passes any type of network, including local area networks,
wide area networks, metropolitan area networks, and wire-
less networks based on infrared, bluetooth, wide arca data,
cellular telephony, WLAN, paging, or satellite technology.
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[0026] Referring to FIG. 1, a preferred embodiment of the
system of the present invention 100 is shown. Application
software 100 is designed to be operational on a computing
device and receive search requests from a user. One of
ordinary skill in the art would appreciate that the program
100 can be installed on any computing device and be
compatible with any operating system, including Java-based
or Microsoft-based operating systems. One of ordinary skill
in the art would also appreciate that the program 100
interfaces with the operating system of a computing device
to communicate with processors, peripherals, data transmis-
sion, data reception, display and other hardware elements.
The program preferably comprises a graphical user interface
module 150, an indexing module 110, a data access module
140, a search module 130, and a manager 120. One of
ordinary skill in the art would appreciate that some or all of
the aforementioned components can be integrated into
another software program, such as an existing peer-to-peer
application, operating system, media player, or browser.

[0027] The Indexing Module 110 is designed to periodi-
cally search a plurality of folder(s) on a user’s computing
device to identify cached versions of data having network
addresses associated thereto. One of ordinary skill in the art
would appreciate that browsing applications, whether used
for accessing the Internet or any public or private network,
cache images, text, and other data in a file stored locally on
the computing device. The cached data permits the comput-
ing device to rapidly reproduce and present data when
accessed again by a user without requiring that data to be
downloaded again.

[0028] In a first embodiment, the Indexing Module 110
searches all files on a computing device to identify cached
data files that have a network address associated thereto. In
a second embodiment, the Indexing Module 110 searches all
files in specially designated folders on a computing device
to identify data files that have a network address associated
thereto. In a preferred embodiment, the Indexing Module
searches cached versions of data by accessing a designated
Internet Cache folder located on the computer’s hard drive.
The process of extracting data and network address infor-
mation from a file is known in the art.

[0029] The Indexing Module 110 periodically scans the
plurality of files, identifies files that have not been indexed
or catalogued, extracts identifying information from the
files, extracts network address information from the files,
and generates an index. One of ordinary skill in the art would
appreciate that the extracted information could be any
information in the file, including words, images, links,
source, or other information. In another embodiment, the
Indexing Module 110 interfaces with the search index of a
P2P network (not shown) to integrate the indexed cached
data into a larger local or regional P2P search index. This
allows the individual user’s index files to become a part of
the global distributed index.

[0030] The manager 120 represents a class of applications
used by computers to enable users to share files located on
their own hard drives as well as to search and download files
from other computers over a distributed computing network.
Optionally, apart from managing indexing and content-
uploading functions, and searching for and downloading
content over P2P networks, the manager can also interface
with other applications, such as applications for awarding
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points for buying content and for file and/or CPU time
sharing, for tracking of points accumulated by users and for
redemption of points for items of merchandise. Manager 120
coordinates the functions of indexing module 110, data
access module 140, searching module 130 and GUI 150.

[0031] The search module 130 receives search requests
from a manager 120 and transmits those requests to other
computers participating in the distributed computing net-
work and subsequently returning search results for display.

[0032] The data access module 140 enables the actual
download of data over the distributed network once the user
receives the search results and selects data to access. The
data access module 140 is used to identify available com-
puters in the distributed computing network from which
files, documents, web pages, etc., can be downloaded,
manage the establishment of connections to these computers
and to manage the download of data.

[0033] In order to make the search and download of data
from a distributed computing network convenient and user
friendly, a Graphical User Interface (“GUI”) 150 may be
provided, or this task can be fulfilled using a commonly
available Internet browser or other search or browsing
interface. The functions of GUI 150 include receiving con-
tent requests from users and providing a download progress
display that helps users keep track when downloading
multiple files over the distributed computing network. The
GUI 150 may also allow the user to specify the type of file
to be searched, such as text, audio, image, web page or
video. The GUI 150 may further allow the user to input a
plurality of search criteria, including, but not limited to the
following:

[0034] a. Text File: The search query may contain
one or more of a partial filename, keywords, author,
file size, the category, and/or text description.

[0035] b. Audio File: The search query may contain
a partial filename, a bitrate (bps), a sample rate (Hz)
of the data, file size, content duration, the name of
the author or artist, the song title, the genre, and/or
the title of the file.

[0036] c. Video or Image File: The search query may
contain a partial filename, the amount and type of
compression, the size of the file, the category, and/or
the description of the image or video.

[0037] d. Web page: The search query may contain
words contained in the web page to be returned as a
search result.

[0038] Referring now to FIG. 2, the operational flow of
the search system of the present invention is described. A
user operates a computing device, Computing Device 1, that
is in data communication with a distributed network. The
user accesses public or private networks using the comput-
ing device and, through its browser, operating system or
other means, stores data in special network data folders,
typically referred to as an Internet Cache. To enable the
creation of a comprehensive index of data available on a
network, the indexing client in Computing Device 1 creates
an index of all the objects in the uploader’s Internet Cache
folder 201 and returns 202 the indexing information to a
search index which can be locally stored or stored on a
regional node. The objects that can be indexed and shared

10
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include, but are not limited to, web pages, images, video,
audio, media, emails, text documents, data, applets, pro-
grams, parts of programs, and objects containing other
objects such as emails containing attachments. These objects
may be indexed by name of the object, relationships with
other objects, subject matter, or data, keywords, images,
image characteristics, such as type of image, subject matter,
color, size, owner, industry, and date, owner of the data, hash
of the object, including a hash of the entire object, a portion
of the object, and a truncated hash thereof, and any other
measurement characteristic that is intrinsic to, or can be
assigned to, the object.

[0039] The indexing information preferably comprises
links to the original source of the objects. A link is generally
referred to as any association that would permit a user to
identify the location, address or originator of the original
source of the objects. The link is preferably determined from
link information that is included in, or associated with, the
cached or downloaded object. The link information is pref-
erably generated at the time the object was accessed and/or
downloaded by the user. In one embodiment, the link
information comprises Universal Resource Locators
(URLs). In another embodiment, the link information com-
prises FTP address information. Thus, the indexing system
returns the URLs, FTP address, or other type of network or
source address of the respective web sites or network
location from where the files were originally downloaded
into the Internet Cache or download location of the user’s
computer or computing device. Optionally, the indexed
keywords may be links representing the location of the files
in the Internet cache folder.

[0040] When a user computer searches for information,
the user enters 203 the search query using the GUI or
browser. The search keywords entered by the user are
submitted 204 by the search client in Computing Device 2
to the search index. The search index has an associated
software application that searches the index for the links
matching the search criteria and returns 205 the appropriate
search response to the requesting search client. Since the
search index is constructed by searching the cached files on
computers participating in the distributed network, one can
avoid the need for central servers that have to handle heavy
search request traffic.

[0041] The search response generated by searching the
search index contains a list of files as well as links to the
sources of files, which may be web sites or content providing
computers participating in the distributed computing net-
work. Thus, the user is able to search and access files on the
peer-to-peer network as well as on the web by means of a
single, unified interface.

[0042] Inorder to download a file from the list of available
files as given in search results, the user may click on the
related URL if the source of the file is a web site, or the user
may download the file from of a peer computer which has
that file located on its hard drive and is sharing it over the
distributed computing network.

[0043] Referring again to FIG. 2, to download a file from
a peer computer, the peer-to-peer (“P2P”) protocol stack in
Computing Device 2 communicates with the P2P protocol
stack of Computing Device 1 having the requested file. It
establishes a connection, as shown in step 206, and down-
loads the file to the user’s computer. In a typical embodiment
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of a P2P file sharing, files downloaded by the search client
from providers are immediately added to the shared file
collection of the user, thereby making these files instantly
available to other users on the network.

[0044] Since the system of present invention allows indi-
vidual users to share out their cached files and these files are
available for search by other users on the distributed com-
puting network, this provides the individual user with a
unique Personal Web Server capability. If a user participat-
ing in the distributed computing network wishes to host a
web site, then the user does not have rely on third party
search engines to drive traffic to its site because its site is
automatically indexed and becomes part of the distributed
search system.

[0045] For Personal Web Server applications, the distrib-
uted search system also makes website reference possible by
a keyword just as easily as by URL, that is, the requirement
of having a fixed URL becomes less important. For example,
instead of www.bobs-site.com requiring a lookup on a DNS
database to determine where to find the site, the site could
also be found using the keywords “Bobs-Site” which would
yield the site contents from any peers who are sharing it. The
site becomes decentralized and therefore is not location-
based. Specifically, an index associates www.bobs-site.com
with a specific data file located on a central hosting server
and on a plurality of user computing devices that have
visited the site and therefore have the web page www.bobs-
site.com indexed. When the search result is returned, a user
can therefore access www.bobs-site.com by going to the
central hosting server or having a cached version of that
page delivered from the user-computing device.

[0046] The system of present invention enables the con-
tents of a Personal Web Server to be sourced from various
participating computers across the distributed network
instead of, or in addition to, the content-originating server.
This makes it possible to run even fairly large traffic sites
over home ADSL connections because only a fraction of the
download requests ever reach the origin server. The majority
of download requests are fulfilled by other peers on the
distributed computing network who have previously visited
the site. In fact, for more popular sites, it is more likely that
peers would be sharing out the pages, thereby facilitating
substantial bandwidth reduction for the web site.

[0047] In another preferred embodiment of the present
invention, the system provides the ability to group files
together by source, that is, all the files that have been
downloaded from the same web site by different users on the
distributed computing network are grouped together. This
can be used to create a cross-index that allows a user to find
similar files from the same source. Thus, a user can perform
searches akin to those such as “find more images like this”.
By way of example, but not limited to such example, if a
user downloads an image from a web site about stamps,
chances are that most other similar-sized images on the same
page will be on the same theme—in this case stamps. If the
user finds a single stamp image, he or she could request the
search engine to find “more images like this”. Because of the
cross-index that has been built up between other images
from the same site, the search engine would be able to
provide the user with direct links to other stamp images from
the same site, without requiring the user to necessarily visit
that site.
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[0048] The system of present invention provides access to
unrestricted sources of content and, if desired, closed or
restricted access as well. This is done by requiring a user to
present valid credentials before index information of another
peer on the distributed computing network is divulged. An
exemplary application of this restricted access feature occurs
when users attempt to access records of patient information
distributed amongst various peer computers in the network.
In this case, the index built up by each user of the system is
based on records that they have downloaded and accessed
from multiple sources.

[0049] Furthermore, the present invention ensures privacy
of user’s confidential information by not allowing such
information to be indexed and thereby become a part of the
global distributed index. For this purpose, the system of
present invention includes programs to remove personally
identifiable information from pages before including them in
the index. For instance, if a user has accessed a web page,
which contains a purchase receipt, it is likely that the page
will also contain the user’s name and credit card details. This
information might be stored in cookies in the user’s Internet
cache folder and should obviously not be made public.
Although indexing these details will not actually divulge any
personal information other than the fact that the user has
visited the particular site, revealing this information would
constitute a breach of the user’s privacy. Therefore, the
system allows the users to enter their name, address and
other keywords that should not be indexed, and ensures that
these text strings are ignored when objects are indexed.

[0050] The invention also makes use of other methods,
including heuristic analyses or neural networks, to avoid
indexing personal information, including using knowledge
that certain content types may be more likely to contain
personally identifying information. For instance, the present
invention can optionally not indexX, or more rigorously
analyze, dynamically-generated web pages (i.e. web pages
created on-the-fly tailored for that particular user) because
dynamically-generated web pages are more likely to contain
personally identifying information. The present invention
can also optionally not index any page, or portions of a page,
containing number strings that are structurally similar to, or
contain numbers similar to, credit card, debit card, bank
account, brokerage account, or other such information.

[0051] In yet another preferred embodiment, the search
system of the present invention addresses certain problems
associated with existing central server based search systems,
as currently used by commercial Internet search engines, and
distributed networks by enabling a novel hybrid approach of
the two. Referring now to FIG. 3, the system consists of a
central server 310, a plurality of first clients 320 and a
plurality of second clients 330, connected to a distributed
computing network. The present system enables the inte-
grated search of data relying on both conventional central
server search techniques and distributed network search
techniques. The integrated search is preferably accessed
through a single search interface into which search queries
are inputted by users.

[0052] Central server 310 maintains a downloadable data
index, which is periodically updated. The downloadable data
index is generated through the conventional spidering and
indexing of web sites, as is well known to persons of
ordinary skill in the art, the conventional indexing and
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sharing of files in distributed networks, as is well known to
persons of ordinary skill in the art, and the reliance on
distributed networks to generate indexes in accordance with
the novel methods described herein. Consequently, the
downloadable data index represents a comprehensive cata-
log of web sites, files, images, text, html, xml, video, audio,
media, objects, and other data correlated with a plurality of
search terms. Due to its size, it is preferably compressed.

[0053] The data index is distributed to the plurality of first
clients 320, that participates in the distributed search system
and forms a fraction (upwards of several thousand) of the
total number of clients in the network, which may run into
millions. First clients 320 maintain a local copy of the data
index and periodically download updates to the data index
from central server 310, to ensure that the data index is never
more than a predesignated amount of time out of date, such
as 30 minutes, 1 hour, 12 hours, or 24 hours. Each of the first
clients 320 runs a distributed search engine application,
which in a preferred embodiment is a software plug-in that
receives search requests from a plurality of second clients
330 in the network, and fulfills those requests by searching
the locally stored copy of the content database within the
plurality of first clients 320.

[0054] All computers participating in the network, includ-
ing the first clients 320, run a search client application,
which in the preferred embodiment is a software plug-in
module that receives search requests from the users, sends
those requests to distributed search engine application in any
of the first clients 320, and then returns search results to the
requesting clients for display. All users in the distributed
computing network also have data access control software,
which is used to manage the uploading and downloading of
files amongst distributed computers in the network.

[0055] FIG. 4 is a block diagram illustrating the relation-
ship between various components of the system described in
FIG. 3. Referring now to FIG. 4 (and referring back to FIG.
3), each user computer contains the search module 431,
which receives search queries from user and displays the
search results, by means of an I/O interface 433. The I/O
interface typically comprises a keyboard and a monitor. The
search module 431 further communicates with a one or more
available distributed search engines (DSE) participating in
the distributed computing network. In a preferred embodi-
ment, the DSE application is run on high-end personal
computers with a high bandwidth Internet connection.

[0056] Each client 420 running the DSE is equipped with
a copy of data index 422, stored preferably in a local storage
medium, such as a hard disk. In another preferred embodi-
ment, data index 422 is stored in a remote location, still
accessible by DSE client 420. In another embodiment, the
present invention enables users to access content from
multiple network sources using a single interface. Referring
back to FIG. 1, the search application, described above,
comprises a Graphical User Interface (GUI) 150 that
receives content requests from users and is linked to a
manager 120, which enables users to access content from
multiple distributed computing networks via a search mod-
ule 130. The search module 130 interfaces with the data
index described above on either one of a central server or
plurality of first clients. The GUI preferably comprises a
download progress display that helps users keep track when
downloading multiple media files from different sources.
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[0057] In one embodiment, the manager 120 is a browser
plug-in that enables users to download files from a plurality
of networks, including central server and distributed net-
works. The manager 120 co-ordinates functions for down-
loading content, search on multiple networks, awarding
points for buying content and for file and/or CPU time
sharing, tracking of points accumulated by users and
redemption of points for items of merchandise.

[0058] In another embodiment, the distributed search sys-
tem and method comprises a central server to maintain a
downloadable data index, a plurality of distributed search
engine applications operable on a plurality of first clients,
and a plurality of applications capable of receiving search
queries from users of a peer to peer application operable on
a plurality of second clients. The plurality of search receiv-
ing applications fulfill those requests by searching a copy of
the data index which is either stored locally, on one of the
first clients, on the central server, or in a plurality of
locations which can be local and remote. In one embodi-
ment, the search query receiving application sends requests
to participating distributed search engine applications and
then returns search results to the peer to peer application to
display. In another embodiment, the search query receiving
application sends requests to multiple participating distrib-
uted search engine applications having each application
search a separate portion of the data index and then returns
search results to the peer to peer application to display.
When users of the peer to peer applications click to down-
load the identified file, the application initiates the down-
loading of the selected file using the peer to peer application
stack available on the user’s computing device.

[0059] In operation, it is preferred that a) users with
computing devices having high processing power and large
bandwidth connections be encouraged, through some form
of compensation, to act as first clients, b) the search receiv-
ing application maintains a local copy of the data index, and
¢) local copies of the data index are not more than 24 hours
out of date.

[0060] All or some of the users participating in the dis-
tributed computing network may also act as data providers.
An example of such data provider 440 is shown in FIG. 4.
Data providers 440 contain a plurality of shared data 441,
which can be uploaded to other clients in the P2P network,
using P2P client application 443. P2P client application 443
further uploads index updates to the central server 410, in
cases when, for example, new cached data 441 are created
by the user’s searching activities.

[0061] The Central server 410 typically contains server
application 411, comprising a search index builder for
creating description entries in index 412. Search index
builders are well known in the art. Server application 411
receives index updates regarding available data from data
providers 440 in the network, communicates the updates to
index database 412, and periodically uploads the index
updates to participating DSE clients 420.

[0062] FIG. 5 is a flow chart depicting the overall opera-
tion of the system of the present invention. Referring to FIG.
5, when a search is initiated at a search client station, the
search client receives a search query from the user via a
graphical user interface (GUI) as shown in step 501.

[0063] In one embodiment, when data is searched for in a
P2P network, the search application allows the user to
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choose a plurality of search parameters to yield a search
response that includes only links to data located on data
providers that have a minimum data transfer bandwidth
capability. In another embodiment of a P2P search, the
application allows the user to choose a plurality of search
parameters to return a search response containing only links
to data located on data providers that are not currently too
busy to accept additional download requests.

[0064] Instep 502 the search client application connects to
one or more available DSE clients in the network. In one
preferred embodiment, the selected DSE uses less of its
available bandwidth than other DSEs in the distributed
computing network.

[0065] In step 503, the search client application submits
the search request to the DSE client or clients. Each DSE
application searches 504 a locally or remotely stored copy of
the data index to find matches satisfying all or a plurality of
the search criteria in the query.

[0066] The search response generated by each DSE con-
tains a list of data and data provider descriptions, optionally
including data names, descriptions, excerpts, subject matter,
author, owner, address, indexing source, data provider iden-
tifier, IP address, data provider bandwidth (56k or cable
modem, DSL, T1, etc), song title, artist title, file size, or file
quality rating. A plurality of the fields in the data descrip-
tions and data provider descriptions are then returned in the
search response. In one embodiment, the DSE ranks the
search response on the basis of relevance (such as in case of
a text file), or quality rating/integrity (such as in case of an
audio file).

[0067] Once a relevant set of results is identified, the DSE
returns the search response to the search client in step 505.
In step 506, the search client uses the GUI to display the
search results to the user.

[0068] Once a user selects data for download in step 507,
the P2P client on the user’s computer connects with the P2P
client of the uploading computer, web site or network device
on which the selected data is stored. The data is downloaded
using the uploader’s P2P client or other data serving appli-
cation in step 508.

[0069] The principles of the present invention, as
described above, can be extended to incorporate search
results from the web using the same user interface as
provided by the search client. This is enabled by allowing
the Central server to communicate with a plurality of
Internet sites. Keywords from the data objects within the
Internet sites can be indexed and stored locally in the Central
Server. The keywords and their indices are locally updated
and uploaded to Central Server and incorporated into data
index. In another preferred embodiment, Central Server is in
data communication with one or more commercial Internet
search engine servers, which periodically upload updates for
either a portion of or their entire data index to Central Server.
In both cases, the DSE clients download the updates from
Central Server into the local data index. The local data index
in the DSE clients thus comprises updated data information
from data owners within the P2P network, as well as Internet
sites which are not connected to the P2P network, thereby
allowing the users to search for content on the P2P network
as well as from websites not a part of the P2P network, via
a unified interface.
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[0070] The search response from the DSE would accord-
ingly contain descriptions of data from providers within, as
well as outside, the distributed computing network. For
content available outside the distributed computing network,
the search response may include the URL of the data in place
of the IP address of the provider. For a P2P shared file, the
file is downloaded using the P2P client, as explained previ-
ously. For data available on the Internet, the search client
connects with the URL of the desired file via the search
client application, and subsequently downloads the file.

[0071] The DSE preferably runs on high-resource clients,
in terms of CPU speed, memory and available bandwidth. In
an optional feature of the present invention, users with
high-end personal computers and fast Internet connections
are encouraged to participate as DSE clients in the network
and subsequently rewarded for doing so.

[0072] FIG. 6 shows an optional embodiment of a system
wherein a user is rewarded for participating in the search.
Referring to FIG. 6, when a user initiates a search, the
search client in the user’s computer sends, in step 601, the
search query to the Distributed Search Engine (DSE) of
another user participating in the distributed computing net-
work. In step 602, when the DSE client receives the search
query, it searches for relevant matches in its local data index,
and returns the search response to the search client. The
search response also contains an invoice that is attached to
it by the DSE. On receiving the search response with the
invoice, the Search Client application provides a digital
signature to the invoice using a private key, thereby forming
a “signed receipt”, and returns this signed receipt to the DSE
client, as shown in step 603. The signed receipt is stored
locally by the DSE client. These stored receipts can peri-
odically communicated to the central server for reward
recognition, as shown in step 604, which verifies the authen-
ticity of the signed receipts and tags the valid receipts for
reward eligibility.

[0073] ADSE client user may be rewarded in a number of
ways. In a proposed embodiment, all validated signed
receipts are credited to the user’s account with a correspond-
ing number of points. These points may be redeemed later in
the form of, for example, higher download quality of con-
tent, free downloads, or any other acceptable form of
reward. Optionally, the DSE client may have a software
application called Points Manager (not shown) for the
purpose of managing award and redemption of points.

[0074] The present instant invention has a clear advantage
over the central-server type approach for search, since all the
search queries are not directed toward a single central server,
but are handled by various distributed search engines run-
ning over several client computers in the network. Hence,
there is no need to invest in a heavy central server infra-
structure that would be required to handle the huge traffic of
incoming search requests, thus providing a significant reduc-
tion in cost.

[0075] The above examples are merely illustrative of the
many applications of the system of present invention.
Although only a few embodiments of the present invention
have been described herein, it should be understood that the
present invention might be embodied in many other specific
forms without departing from the spirit or scope of the
invention. Therefore, the present examples and embodi-
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ments are to be considered as illustrative and not restrictive,
and the invention may be modified within the scope of the
appended claims.

We claim:

1. A method of creating an index of available data, the
method comprising: scanning cached network files in a
computer that is in data communication with a network
wherein said network files are generated in the course of a
user’s access of public or private communication networks;

indexing said cached network files to generate index data;
and

supplying said index data to said index of available data

on the distributed computing network.

2. The method of claim 1 further comprising the steps of:
searching said index of available data on the distributed
computing network in response to a search request sent by
a user connected to said distributed computing network and
sending a search response to said user.

3. The method according to claim 1 wherein said distrib-
uted computing network is a peer-to-peer network.

4. The method according to claim 1 wherein said index
data includes identification information indicative of an
original source or location of said available data.

5. The method according to claim 4 wherein said available
data are located on a peer computer participating in said
distributed computing network.

6. The method according to claim 4 wherein said available
data are located on a content providing server hosting at least
one web site.

7. The method according to claim 1 wherein the step of
indexing cached network files includes the step of ignoring
personal identification information of a user.

8. The method according to claim 1 wherein the step of
indexing cached network files includes the step of deleting
personal identification information of a user.

9. The method according to claim 1 wherein the step of
indexing cached network files to generate index information
is followed by the step of grouping the index information of
files according to source.

10. The method according to claim 2 wherein the step of
sending the search response to the user is accompanied by
requesting the user to present credentials before access to
said search response is allowed.

11. A computer program product for generating an index
of available data on a distributed computing network, the
computer program product comprising:

computer readable program code for scanning cached
network files in a computer that is in data communi-
cation with a network wherein said network files are
generated in the course of a user’s access of at least one
public or private communication networks;

computer readable program code for indexing said cached
network files to generate index data; and

computer readable program code for supplying said index
data to said index of available data on the distributed
computing network.

12. The computer program product of claim 13 further
comprising: computer readable program code for searching
said index of available data on the distributed computing
network in response to a search request sent by a user
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connected to said distributed computing network, and com-
puter readable program code for sending a search response
to said user.

13. The computer program product according to claim 11
wherein said distributed computing network is a peer-to-
peer network.

14. The computer program product according to claim 11
wherein said index data includes identification information
indicative of a location said available data.

15. The computer program product according to claim 14
wherein said available data are located on a peer computer
participating in said distributed computing network.

16. The computer program product according to claim 11
wherein said index data includes identification information
indicative of an original source or location of said available
data.

17. The computer program product according to claim 11
wherein said available data are located on a server hosting
at least one web site.

18. The computer program product according to claim 11
wherein the computer readable program code for indexing
cached network files includes computer readable program
code for ignoring personal identification information of the
user.

19. The computer program product according to claim 11
wherein the computer readable program code for indexing
cached network files includes computer readable program
code for deleting personal identification information of a
user.

20. The computer program product according to claim 11
wherein the computer readable program code for indexing
cached network files to generate index information further
comprises computer readable program code for grouping the
index information of files according to source.

21. The computer program product according to claim 11
wherein the computer readable program code for sending the
search response to the user further comprises computer
readable program code for requesting the user to present
credentials before access to said search response is pre-
sented.

22. A distributed search system, comprising:

a central server having an index of data wherein said
index of data is generated by a plurality of computing
devices scanning cached network files wherein said
network files are generated in the course of a user’s
access of public or private communication networks,
indexing said cached network files to generate index
data, and transmitting said index data to said central
server;

a plurality of first clients connected to a distributed
computing network, wherein each of said first clients
has access to a locally or remotely stored copy of said
data index; and
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a plurality of second clients connected to said distributed
computing network, wherein one or more of said first
clients receive a plurality of search requests from at
least one of said second clients, and fulfill said requests
by searching said copy of said data index.

23. The distributed search system of claim 22, wherein
said data index contains data information and data location
information on a computer in data communication with a
distributed network.

24. The distributed search system of claim 22, wherein
said data index contains address information of said data
wherein said address is of at least one computer in data
communication with a distributed network.

25. The distributed search system of claim 22 wherein
said data index contains address information of said data
wherein said address is of at least one server host of a web
site.

26. The distributed search system of claim 22 wherein
said at least one of said first clients periodically download
said data index from said central server.

27. The distributed search system of claim 22, wherein
each of said plurality of first clients has a distributed search
engine application for receiving and fulfilling search
requests from said second clients.

28. The distributed search system of claim 27, wherein
each of said plurality of second clients has a search client
application for receiving a search request from a user,
sending said search request to at least one of said distributed
search engine applications located on at least one first client,
and receiving a search response from said distributed search
engine application for display.

29. The distributed search system of claim 28, wherein
said distributed search engine application transmits an
invoice with the search response to said requesting search
client application.

30. The distributed search system of claim 29, wherein the
search client application, upon receiving the search
response, digitally authenticates the invoice and returns an
authenticated receipt to said distributed search engine appli-
cation.

31. The distributed search system of claim 30, wherein
said distributed search engine application collects authenti-
cated receipts and periodically transmits at least a portion of
said receipts to the central server.
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