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IDENTIFY BASIC FUNCTIONALITY
IN NEED OF THE INTELLIGENT 5
ASSISTANCE FOR A PARTICULAR
SOFTWARE PROGRAM
!
BUILD A MODEL FOR THE TASK
OF PROVIDING INTELLIGENT ASSISTANCE -—52
FOR THE IDENTIFIED BASIC FUNCTIONALITY

i
DEFINE EVIDENCE VARIABLES AND ASSOCIATED
MODELED EVENTS THAT DETECT AND DISCRIMINATE
AMONG ALTERNATE DIFFICULTIES AND NEEDS A
USER MAY HAVE IN USING BASIC FUNCTIONALITY

!

IDENTIFY ATOMIC EVENT(S) OF USER ACTION(S)
FOR EACH MODELED EVENT THAT INDICATE(S) THAT }—56
THE MODELED EVENT OCCURRED

!
CONSTRUCT THE EVENT MONITOR FOR THE

54

IDENTIFIED ATOMIC EVENTS o8
!
INTEGRATE THE EVENT MONITOR WITH 60
THE SOFTWARE PROGRAM
i
CONSTRUCT AN EVENT PROCESSOR TO COMPARE oy
MODELED EVENTS FROM ATOMIC EVENTS
}
CONSTRUCT A KNOWLEDGE BASE FROM THE 64
MODEL
i
CONSTRUCT AN INFERENCE ENGINE FROM
THE MODEL WHICH USES THE KNOWLEDGE BASE 66

TO DETERMINE USER ASSISTANCE FOR
OCCURRENCE OF MODELED EVENTS

Figure 2
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FIG 5

Instrumented Application Program

User Interface

l

Events Monitor

Event
Processor

Application Procedures

FIG 23

? You may find the following help topics useful for Close
perusing when you have some time.

Format cells and their contents 4
Insert new rows and columns
Delete rows and columns

Changing size of rows and columns ¥
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RETRIEVE FIRST MODELED EVENT
RECORD IN MODELED EVENT  [130
DATABASE

132

IS THE MODELED
EVENT RECORD A
PERSISTENT RECORD

UPDATE THE USER PROFILE | 4+,
BY ADDING THE RECORD

IS THIS THE
LAST RECORD?

RETRIEVE THE NEXT
MODELED EVENT RECORD FROM 138
THE MODELED EVENT DATABASE

Figure 10

Page 9 of 50



U.S. Patent

Jul. 17, 2001

140
i

Sheet 8 of 31

New User Detected

141
{

Y

Search for profile
locally

142
{

Y

Pass Path

to
Inference System

3 I

146
|

Search for profile
on network

Yes @

No| 144
{

Enter User
Competency Dialog

Yes .
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145
S

Usé Default Profile

No

Create User Profile

Fiqure 11
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RECORD A HISTOGRAM OF
HELP TOPICS EXCEEDING A
RELEVANT PROBABILITY THRESHOLD
DURING A USER SESSION WITH —150

A SOFTWARE PROGRAM

Y

SAVE THE HISTOGRAM IN THE
USER PROFILE —152

PREPARE A CUSTOMIZED TUTORIAL
OF HELP INFORMATION RELATED

T0 THE HELP TOPICS RECORDED

IN THE HISTOGRAM FOR 154

* ONLINE REVIEW OR PRINTED MANUAL

i

NOTIFY THE USER UPON EXITING
THE APPLICATION PROGRAM THAT A

CUSTOMIZED TUTORIAL WAS PREPARED |~
FOR THE USER TO RUN OR PRINT

Figure 12
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OUTPUT LIST OF ALL PREVIOUSLY
UNOBSERVED INFORMATION IN

ORDER OF VALUE OF ALTERNATIVE
INFORMATION

190

192

ARE THE BENEFITS
GREATER THAN THE
COST OF DISTRACTION
FOR ANY I[TEM
OF INFORMATION?

ASK THE USER TO SUPPLY
THE ITEM OF INFORMATION
THAT HAS THE HIGHEST VALUE

——194

YES DID THE

USER RESPOND?

196

NO

[

END

Figure 16
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COMPUTE A BAYESIAN ANALYSIS
OF THE MOST RELEVANT HELP - 280
TOPICS GIVEN A FREE-TEXT QUERY

)
OUTPUT A LIST OF HELP TOPICS
IN ORDER OF HIGHEST PROBABILITY - 281

OF RELEVANCE

A
COMPUTE A SECOND BAYESIAN ANALYSIS
OF THE MOST RELEVANT HELP 989
TOPICS GIVEN A PROGRAM STATE, A USER

PROFILE AND A SEQUENCE OF USER ACTIONS

OUTPUT A SECOND LIST OF HELP TOPICS
IN ORDER OF HIGHEST PROBABILITY — 283
OF RELEVANCE

]
COMBINE BOTH LISTS OF HELP TOPICS
BY COMPUTING THE PROBABILITY THAT EACH

HELP TOPIC WHICH IS THE SAME ON BOTH  |— 284
LISTS IS RELEVANT, AFTER ASSIGNING A

WEIGHT TO THE HELP TOPICS ON EACH LIST

]
OUTPUT THE COMBINED LIST OF HELP
TOPICS IN ORDER OF HIGHEST PROBABILITY  }—285
OF RELEVANCE

Figure 32
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— 290
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PROBABILITY OF THE

THE THRESHOLD SET BY
USER FOR PROVIDING
AUTONOMOUS ASSISTANCE?

USER NEEDING HELP EXCEED

292

NO

PROVIDE LIST OF RELEVANT
HELP TOPICS IN ORDER OF
HIGHEST PROBABILITY

— 294

ARE THERE
REDUNDANT TOPICS IN
THE LIST THAT HAVE
APPEARED IN A PREVIOUS
LIST WITHIN THE SET
TIME PERIOD

DISPLAY THE LIST TO
THE USER

DID THE USER

YES RESPOND BEFORE

EXPIRATION OF

RESPONSE TIMER
?

- 298

296
YES

299
Y g

DISPLAY
MESSAGE OF
APOLOGY

[

Figure 33
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INTELLIGENT USER ASSISTANCE
FACILITY

This application is a division of patent applicaton Ser. No
08/684,003 filed Jul. 19, 1996 now U.S. Pat. No. 6,021,403
and entitled “Intelligent User Assistance Facility”.

TECHNICAL FIELD

This invention relates to expert systems in data process-
ing. In particular, this invention relates to a system and
method for automated machine reasoning to provide assis-
tance to software users and to optimize the functionality of
computer systems and software by performing inference
about users needs and preferences in the operation of
software systems or applications.

BACKGROUND OF THE INVENTION

Although significant advances in graphical user interfaces
have made software applications more accessible and pro-
ductive for personal computer users, the increased ease of
use has fostered a demand to include more and more
sophisticated features. When first exposed to a complicated
software application, a new user can be confused by the
overwhelming number and complexity of features acces-
sible through the menus and toolbars of the user interface. It
is not uncommon for a user unfamiliar with the software
features to resort to menu surfing, rapidly switching from
menu item to menu item, in the hope of discovering how to
effect the desired feature. Even when users know one or
more ways to perform a task in a software application, they
may not realize an efficient approach. Also, user’s may know
how to perform tasks, yet instead of performing the task
themselves, they would rather have a system proactively
determine their needs and perform or offer to perform
operations, such as launching applications that will soon be
needed, exiting applications, and prefetching files or infor-
mation from distant servers to make them available more
efficiently when they are requested.

Determining in an automated manner the best actions to
perform or the best information to provide users while they
work with software requires the development of computa-
tional methods that operate in conjunction with software
programs and that have the ability to identify a user’s needs,
intentions, or goals from aspects of a user’s background and
actions. Such methods may be derived from the construction
and use of models that explicitly links the users’ needs to
their backgrounds and actions.

There have been several studies of the use of models for
reasoning about the intentions of people performing a vari-
ety of tasks, and for making available advice or assistance
based on these models. Researchers studying the use of
computers in education have attempted to construct pro-
grams that use models of users to determine the source of
misunderstanding and the best way to tutor a student. These
models can look at the answers users give to questions and
other challenges. The Strategic Computing Initiative of the
1980s focused in part on methods for doing reasoning about
a pilot’s intentions from a diverse set of inputs, and for
providing them with the best assistance with piloting and
warfighting with fighter jets. Within the many such “pilot
associates” projects, engineers attempted to design systems
that could reason about the intentions of users. Typically,
rule-based or logical approaches were used for determining
or prioritizing options.

There has also been some work in the use of probabilistic
models in the modeling of user’s needs for such tasks as
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monitoring complex, time-critical applications. Some of the
earliest discussion of probabilistic dependency models, with
applications to enhancing the display of information, were in
projects experimenting with the modeling of users for con-
trolling the information displayed to aircraft pilots. Proba-
bilistic inference was explored as a means for controlling the
information being displayed to pilots. Other work included
using decision-theoretic methods to reason about the most
important information to display to flight engineers at NASA
Mission Control Center. The methods consider context, user
expertise level, and telemetry from the Space Shuttle to
make these decisions, and take advantage of time-criticality
and probabilistic models of user beliefs and intentions.
Other related work has explored the best kind of information
and explanations to display to pilots given various tradeoffs
in display. In other work, researchers have explored the use
of probabilistic models in assisting computer users working
with command line input systems of a computer operating
system.

There have been several projects focusing on the use of
sets of logical rules and heuristics based on logical rules for
providing users with assistance based on the context and
activity. For instance, the common context-sensitive help
that is made available in applications written for the
MICROSOFT WINDOWS operating system is accessed by
selecting a graphical object and clicking a standard help
command (e.g., a function key on the keyboard). Help
information is then provided which describes the fuiction-
ality of the graphical object such a toolbar. Another example
is the TipWizard system in MICROSOFT EXCEL spread-
sheet products which employs a large set of logical rules that
continue to scan for sequences of user events and provide
assistance to users on performing tasks more efficiently. In
work described by U.S. Pat. No. 5,390,281 to Luciw et al.,
sets of rules are used for providing assistance to users on
tasks by employing the heuristic of comparing the number of
conditions for a rule to fire with the specific number of
conditions that are seen in a particular situation and for
interpreting this fraction as a strength associated with the
action indicated by the rule.

There has also been work on more sophisticated proba-
bilistic models that consider the uncertainty in user goals
and needs for software assistance. The Answer Wizard
feature of MICROSOFT OFFICE application products on
the use of probabilistic models for interpreting the words in
a user’s free-text query with a focus on assisting users with
using computer software applications. In this work, the
uncertain relationship between sets of related words that
might be seen in a query and various kinds of assistance are
modeled with probability. This work has been described in
U.S. patent application Ser. No. 08400797.

However, none of these former efforts have employed
sophisticated methods for reasoning under uncertainty about
a user’s needs for assistance by considering multiple pieces
of evidence, including information about a user’s back-
ground and a user’s activities that are autonomously sensed
by the program, and, then, have offered to provide relevant
assistance to a user based on this reasoning. Nor have these
systems considered monitoring user interaction with a soft-
ware program so that, when a user does inquire about help
directly with free-text queries, the system combines the
analysis of the words in the free-text query with the ongoing
analysis of user actions and program context.

What is desirable is an intelligent user assistance facility
that autonomously senses that the user may need assistance
in using a particular feature or to accomplish a specific task,
and that offers to provide relevant assistance based upon
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considering multiple pieces of evidence, including informa-
tion about a user’s background and a user’s activities. What
is also desirable is an intelligent user assistance facility that
combines the analysis of the words in the free-text query
with the ongoing analysis of user actions and program
context whenever a user asks directly for help with free-text
queries. This invention solves the problem of autonomously
sensing that a user may need assistance in using a particular
feature or to accomplish a specific task, and offering to
provide relevant assistance based upon considering multiple
pieces of evidence, including information about a user’s
background and a user’s activities. This invention also
solves the problem of combining the analysis of the words
in the free-text query with the ongoing analysis of user
actions and program context whenever a user asks directly
for help with free-text queries. In addition, the invention is
able to monitor and perform inference about several classes
of events, including the state of key data structures in a
program, general sequences of user inputs with a mouse-
controlled cursor in the normal course of interacting with a
graphical user interface, words typed in free-text queries for
assistance, visual information about users, such as gaze and
gesture information, and speech information.

SUMMARY OF INVENTION

The present invention provides a method of building an
intelligent user assistance facility for a software program to
assist a user in operation of the software program. Func-
tionality of the software program is identified for providing
intelligent user assistance. A reasoning model is constructed
for the identified program functionality for the task of
providing intelligent user assistance. The reasoning model
computes the probability of alternative user’s intentions,
goals, or informational needs through analysis of informa-
tion about a user’s actions, program state, and words.
Modeled events for the identified program functionality are
defined for use by the reasoning model to provide intelligent
user assistance. Atomic user interface interactions are iden-
tified that signify the occurrence of modeled events.

The present invention also includes a general event com-
posing and monitoring system that allows high-level events
to be created from combinations of low-level events. The
event system, in combination with a reasoning system, is
able to monitor and perform inference about several classes
of events for a variety of purposes. The various classes of
events include the state of key data structures in a program,
general sequences of user inputs with a mouse-controlled
cursor in the normal course of interacting with a graphical
user interface, words typed in free-text queries for
assistance, visual information about users, such as gaze and
gesture information, and speech information. The present
invention additionally provides a system and method to
monitor user interaction with a software program and to
apply probabilistic reasoning to sense that the user may need
assistance in using a particular feature or to accomplish a
specific task. The system continues to examine a user’s
actions and, from this information, generates probabilities
about user needs and goals.

In an exemplary embodiment, the likelihoods that various
text-based help topics or demonstrations of various software
tasks are relevant are computed and the assistance is made
available to users. Probabilities are computed about relevant
help topics as well as about the probability that a user would
desire help. In this embodiment, the invention computes the
probabilities that a user needs alternate forms of help, and
uses this information to prioritize a list of help topics, when
help is requested. When help has not been requested, the
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4

system uses its inference to determine when a user might
desire assistance, and comes forward autonomously,
depending on the computed importance of coming forward
and the level at which a user sets a threshold. Whenever a
user asks directly for help with free-text queries, this
embodiment combines the analysis of the words in the
free-text query with the ongoing analysis of user actions and
program context.

The invention includes a rich, updatable user profiling
system. In the help-topic embodiment, the inference system
accesses the user profile system to continually check for
competencies and changes assistance that is given based on
user competence.

The present invention also includes a novel inference
system with an annotated Bayesian network to include
special temporal reasoning procedures. Temporal reasoning
mechanisms are used to consider the changes in relevance of
events with current needs and goals of users with time
passing after an event has occurred. The inference engine
includes a new specific approximation procedure which uses
a single explicit Bayesian network knowledge base, but
changes the likelihood information in the network based on
the distance in the past that an observation was made.

The system also allows users to control the thresholds that
must be reached before users are offered assistance, allowing
them to tailor the system’s behavior to their own personal
preference about being distracted with assistance. Finally,
the methods have been integrated with multiple graphical
user interfaces, including a social-user interface in the form
of an animated character.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a computer system.

FIG. 2 is a flowchart for building an intelligent user
assistance facility for a software program.

FIG. 3 is a diagram illustrating a simple two variable
Bayesian network.

FIG. 4 is ablock diagram of an Intelligent User Assistance
Facility.

FIG. 5 is a block diagram of an imstrumented application
program.

FIG. 6 is a block diagram of an instrumented spreadsheet
application program for use with the Intelligent User Assis-
tance Facility.

FIG. 7 is a block diagram of an Event Processor.

FIG. 8 is a block diagram of an Event System Specifica-
tion Tool for creating a modeled event composer.

FIG. 9 is a block diagram of a User Profile System.

FIG. 10 is a flowchart of the Event Status Update Routine
of the User Profile System of FIG. 9.

FIG. 11 is a flowchart of the User Profile Access Routine
of the User Profile System of FIG. 9.

FIG. 12 is a flowchart of the Customized Tutorial Routine
of the User Profile System of FIG. 9.

FIG. 13 is a block diagram of the Inference System of the
present invention.

FIG. 14 is a Bayesian network diagram illustrating the
overall influence relationship for any software program
using the IUAF of the present invention to provide user
assistance.

FIG. 15 is a diagram illustrating a portion of a Bayesian
network representing some probabilistic dependencies over
time.

FIG. 16 is a flowchart of the value-of-information proce-
dure according to the principles of the invention for acquir-
ing user information.
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FIGS. 17-22 illustrate screen outputs of the IUAF made
in accordance with the principles of the present invention in
an exemplary embodiment of a spreadsheet application.

FIG. 23 illustrates screen output of the [IUAF according to
the principles of the present invention in an exemplary
embodiment of a spreadsheet application for displaying a
summary of a custom-tailored tutorial.

FIG. 24 is a portion of a Bayesian network for [IUAF made
in accordance with the principles of the present invention.

FIG. 25 is a portion of a Bayesian network for a spread-
sheet application illustrating modeled and profiled events for
charting data of a spreadsheet.

FIG. 26 is a Bayesian network annotated with temporal
dynamics information made in accordance with the prin-
ciples of the present invention in an exemplary embodiment
of a spreadsheet application.

FIG. 27 is a portion of a Bayesian network illustrating a
model in accordance with the principles of the present
invention for assisting with exiting in a multiple application
setting.

FIGS. 28-30 is a portion of a Bayesian network illustrat-
ing reasoning for assisting with exiting in a multiple appli-
cation setting.

FIG. 31 is a diagram illustrating the control modes of the
IUAF Controller.

FIG. 32 is a method according to the present invention for
combining inference analysis of user actions and program
state with inference analysis of free-text query.

FIG. 33 is a flowchart of the autonomous assistance
procedure of the present invention.

FIG. 34 is an illustration of a social interface providing
intelligent user assistance for a spreadsheet program.

FIG. 35 is a block diagram of the IUAF with speech
recognition system showing use of inference results to
enhance speech recognition.

FIG. 36 is a diagram showing a Bayesian network of an
example embodiment of the invention.

DETAILED DESCRIPTION OF THE
INVENTION

The present invention provides a general event composing
and monitoring system that allows high-level events to be
created from combinations of low-level events. The event
system, in combination with a reasoning system, is able to
monitor and perform inference about several classes of
events for a variety of purposes. The various classes of
events include the state of key data structures in a program,
general sequences of user inputs with a mouse-controlled
cursor in the normal course of interacting with a graphical
user interface, words typed in free-text queries for
assistance, visual information about users, such as gaze and
gesture information, and speech information. The present
invention also employs a novel event specification tool that
allows for rapid development of a general event processor
that creates high-level events from combinations of user
actions.

The present invention also includes a novel inference
system with an annotated Bayesian network to include
special temporal reasoning procedures. The inference engine
includes a new specific approximation procedure which uses
a single explicit Bayesian network knowledge base, but
changes the likelihood information in the network based on
the distance in the past that an observation was made. The
knowledge base includes special annotations with temporal
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dynamics information and the inference engine includes
special procedures to handle changes in relevance with the
passing of time.

The present invention also provides an intelligent user
assistance facility and method for use of probabilistic and
logical reasoning to make decisions about the best way to
provide assistance to a computer software user. The present
invention additionally provides a method of building an
intelligent user assistance facility by constructing a reason-
ing model to compute the probability of a user’s intentions,
goals, or informational needs through analysis of informa-
tion about a user’s actions, program state, and words. An
exemplary embodiment of the present invention monitors
user interaction with a software application and applies
probabilistic reasoning to sense that the user may need
assistance in using a particular feature or to accomplish a
specific task. This embodiment of the present invention
additionally accepts a free-text query from the user asking
for help and combines the inference analysis of user actions
and program state with an inference analysis of the free-text
query. This embodiment of the present invention also incor-
porates a novel user profile system that stores information
about the competence of users that may be established
initially by user input or dialogue with the user and that is
updated with the results of ongoing user activity. This
persistent user profile provides user competency information
during inference analysis and further enables customization
of tutorial information for the user after an application
session concludes.

Furthermore, this embodiment includes automated assis-
tance reasoning to determine when a user might want help,
and comes forward autonomously, depending on the com-
puted importance of coming forward and the level at which
a user sets a threshold. When a user does inquire about help
directly with free-text queries, the system also combines the
analysis of the words in the free-text query with the ongoing
analysis of user actions.

FIG. 1 is a block diagram of a computer system 10 that is
suitable for practicing an exemplary embodiment of the
present invention. Those skilled in the art will appreciate
that the computer of system 10 depicted in FIG. 1 is intended
to be merely illustrative and that the present invention may
be practiced with other computer system configurations,
including distributed systems and multiprocessor systems,
and handheld devices. The computer system 10 includes a
processor 12 and an input/output system 14. The input
devices may be, for example, a camera 15, a keyboard 16,
a mouse 18, a microphone 20, a pointing device or other
input device. The output devices may be, for example, a
display screen 22, a printer 24, a speaker 26 or other output
device. The computer system 10 may include a speech
interface 27 that interfaces a speech system with the micro-
phone 20 and speaker 26. The computer system 10 may
include a visual recognition and tracking interface 29 that
interfaces a visual recognition and tracking system with the
camera 15 or other specialized head gear with an infrared
reflector or 3D ultrasound sensors. The computer system 10
may also include a network interface 28 that interfaces the
computer with a network 30 that may be either a local area
network or a wide area network such as the Internet. The
computer system additionally includes a system memory 32
and persistent storage 34 that contain application programs
and the intelligent user assistance facility. The persistent
storage may be a diskette, CDROM, hard-drive, or firmware.
The computer system 10 includes an operating system 36
and several application programs such as a spreadsheet
application program 38, a word processing application pro-
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gram 40, or other application program 42. A system bus 44
interconnects the processor 12, system memory 32, persis-
tent storage 34, and input/output system 14. Those skilled in
the art will appreciate that the intelligent user assistance
facility may be integrated directly into the application pro-
grams or may be a stand alone facility that is part of a system
library or operating system.

Overview of the Intelligent User Assistance Facility (IUAF)

Although software usability studies can pinpoint user
interface problems for accessing complex features and can
simplify and make the user interface more intuitive for
accessing the features, improvements to the user interface
cannot hide the multitude of complex features or simplify
the functionality of a complex feature for the inexperienced
user without reducing the number of features exposed
through the interface and/or exposing only simplified ver-
sions of the full feature.

One by-product of software program usability studies can
be the identification of user behavior when a user experi-
ences difficulties in using basic functionality of a particular
software program. This invention provides a process for
making an intelligent user assistance facility for a particular
software program by observing and understanding user
behavior when a user experiences such difficulties or when
a user might benefit by providing automated actions.

FIG. 2 is a flowchart of the method for making an
intelligent user assistance facility for a software program.
The first step 50 of the process is to identify the basic
functionality of a particular software program in which users
experience difficulties, or could benefit from automated
assistance, and the user behavior exhibited by the user when
the user is experiencing those difficulties or desire for
assistance. One way of accomplishing this step is to observe
and record user behavior when a user experiences difficulties
during usability studies for that particular software program.
For example, during a usability study for a spreadsheet
program, a user interacting with a spreadsheet may be asked
to update a graphical chart (e.g., a bar chart) of data on a
spreadsheet. The user may have no experience in changing
or modifying bar charts once they have been created. The
user subsequently exhibits the following behavior: First the
user selects the bar chart by placing the mouse pointer on the
chart and double clicking the mouse button. Then the user
pauses to dwell on the chart for some period of time while
introspecting or searching for the next step. Observation of
this activity could serve as an indication that the user is
experiencing difficulty in using the chart feature of the
spreadsheet.

Once the difficulties with using basic functionality are
identified, the next step 52 is to build a model for the task
of providing intelligent assistance for the basic functionality
identified. One type of model is an network of interdepen-
dent variables such as a Bayesian network that can represent
probabilistic relationships between observable evidence,
intermediate variables, and hypotheses of interest. A Baye-
sian network is a directed acyclic graph in which the nodes
represent random variables and arcs between nodes repre-
sent probabilistic dependencies among those variables. A
Bayesian network represents a joint-probability distribution
for a set of variables. Computational procedures, referred to
as Bayesian inference algorithms have been developed to
operate on Bavesian networks. These algorithms update the
probability distributions over states of variables in a Baye-
sian network given changes that are made in values of states.
An example of state changes are new values assigned to
states of variables representing observable states of the
world, following the observation of these states in the world.
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A description of Bayesian networks can be found in “Proba-
bilistic Reasoning In Intelligent Systems”, by Judea Pearl,
1Morgan Kaufinann Publishing Inc., San Mateo, 1988.

Some of the nodes are variables that represent evidence
that may be observed. Other nodes represent unobservable
or difficult to observe hypotheses of interest that may be
used in automated decision making. A simple two-variable
Bayesian network is displayed in FIG. 3. The network
represents the dependency between a user being in a state of
needing assistance 68 and the user activity of multiple menu
exploration 69 or “menu surfing” without making progress.
Menu surfing can be sensed, but it cannot be easily observed
whether a user needs assistance. In modeling user difficulties
with complex software features, evidence nodes may rep-
resent user behavior exhibited while performing actions
toward certain goals or experiencing difficulty with a soft-
ware program feature, and hypothesis nodes may represent
the goals of the user or the particular assistance needed by
the user to complete a task using that feature. For example,
while creating a chart the user pauses after selecting the
create chart command. An evidence node variable would
represent the fact that the user paused after selecting a
command. An hypothesis node variable may represent the
probability of the hypothesis that the user needs assistance
in creating a chart given the fact that the user paused after
selecting the create chart command. Using a Bayesian
network is one way of building such a model of uncertain
relationships between user actions and hypotheses. Those
skilled in the art will recognize that other models can be used
such as decision trees or rule-based reasoning.

For any of these models, the next step 54 is to define
evidence variables and corresponding modeled events that
can discriminate among alternate difficulties and needs for
assistance that a person may have in using the basic func-
tionality of the software program, and that can be sensed
during the user’s interaction with software. A key task
required in building the Bayesian network model for the
intelligent assistance facility is defining the evidence vari-
ables that will be observed, and noting the probabilistic
relationships of these variables to variables representing
hypotheses of interest. These events are those that are useful
in detecting and discriminating among alternate difficulties
and needs a person may have in using complex software
features in general and, in particular, specific complex
software features of a software application.

Classes of observation that are valuable for identifying
when and what kind of assistance users need include evi-
dence of search (e.g., exploration of multiple menus), of
introspection, (e.g., sudden pause or slowing of command
stream), of focus of attention (e.g., selecting and pausing on
objects), of undesired effects of action (e.g., command/undo,
dialogue opened and canceled without action), of inefficient
command sequences, the structural and semantic content of
file being worked on, and goal-specific sequences of actions.
Also, program state and program context, user
competencies, and the history of information reviewed by
the user are useful.

In developing the Bayesian network and specifying these
observable variable;, it is important to consider the nature
and definition of the intelligent user assistance facility which
will be harnessed to detect user actions. Consideration must
be given to the basic events that can be made available from
the software system or application. Modeled events detected
as occurring by the system are designed to correspond with
each observable variable. The modeled events must be
defined in terms of the basic, or atomic events that are
generated by the software program.
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At run-time, the modeled events corresponding to the
observable evidence variables that are modeled in the Baye-
sian network are provided to the inference system which sets
the evidence variables to specific values. The intelligent user
assistance facility has the ability to consider the recent
occurrence of multiple modeled events in parallel and to
consider the time these events occurred, and to use this
monitored information to update the state of observed vari-
ables in the Bayesian network. The Bayesian network with
its associated dynamically changing settings with regard to
the status and timing of observed variables is analyzed in the
inference system which generates updated likelihoods on
different hypotheses of interest. These probabilities are used
in making decisions about action and display of information
to users.

Upon completing the task of defining evidence variables
in a Bayesian network and their associated modeled events,
the next step 56 is to identify atomic events that indicate the
occurrence of each modeled event. Modeled events can be
defined by the occurrence of a single atomic event, associ-
ated with a user action or state of the program or may
represent a sequence of one or more atomic events. For
example, the two atomic events of (1) a user selecting a bar
chart and then (2) pausing to dwell on the chart for more than
10 seconds can be composed into a single modeled event
that corresponds to an evidence variable in a Bayesian
network. Both of these events may be combined to form a
modeled event, Sel_ Chart_ Pause, that indicates an occur-
rence of a user having difficulty updating a chart with data
on a spreadsheet.

Variables in the Bayesian network may be binary and
have just two states (e.g., absent and present), or may have
multiple states. In cases where there are multiple values, the
variable is set to one of the states corresponding to the
observation. Binary observational variables are described,
but the techniques also apply to variables with greater
numbers of values. When the modeled event is observed and
is passed to the inference system, the evidence variable
corresponding to this event is set to “present” at the time
noted for when the event occurred. Whenever probabilistic
inference is performed on the Bayesian network, the status
of all variables that could be set by modeled events are
considered. As a result of inference we may see changes in
hypothesis variables of interest. For example, given the
occurrence of Sel__Chart_Pause, and other observations
that update the probability that a user is having difficulty
with chart-related tasks, the probability assigned to the
hypothesis that a user is having difficulty updating the chart
with data on a spreadsheet may increase.

Another example of a modeled event is the action of a
user selecting the Undo command following any one of a set
of chart-related commands. The occurrence of one of any
atomic or modeled events in a set followed by an undo
command would be composed as a Chart Cmd_Undo
modeled event. When this modeled event sets the corre-
sponding evidence node in the Bayesian net, we might see
an increase in the probability assigned to the hypothesis that
the user may be having difficulty updating chart with data on
a spreadsheet. Continuing the example above, atomic events
for the modeled event, Sel_Chart_Pause, are (1) a user
selects a bar chart, followed by (2) some minimal prespeci-
fied period of time (e.g., 10 seconds) in which there is a
dwell, indicated a cessation of user activity.

Atomic events may serve directly as modeled events. For
example, Del_Chart is an atomic event representing the
deletion of a chart that is also modeled event, corresponding
to the observation variable in the Bayesian network.
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Modeled events also include contextual information about
the state of data structures in an application. For example,
Chart_ View, means that a chart is present in the current
display. This will increase the probability that charting
assistance is relevant to the user.

Words appearing in a free-text query are also atomic
events. Higher-level, modeled events may be defined as the
appearance of one of a predefined set of words in a user’s
query. If a user’s query is, “How do I change the colors in
this chart?,” the modeled event, that one of a set of words
(e.g., in this case, a set containing as elements the words
“modify,” “convert,” and “update”) has been noted in the
query, is passed to the inference system. Other important
words in the query, such as “color” and “chart”, are also
detected as modeled events when they are noted to be in sets
of previously modeled sets of similar words. These modeled
events are analyzed in the same way as “convert.”

The class of modeled events that are persistent across
multiple uses of a software program are defined as profile
information. These modeled events include events that indi-
cate user competency or lack of competency and are stored
in the user profile database. Modeled events stored in the
user profile provide additional information about the user,
such as the user’s previous experience with particular appli-
cation features or accomplishment of specific tasks, or
review of tutorial material in the past. These events may
correspond to variables represented in the Bayesian network
and used by the inference system to adjust the evaluation of
the hypotheses.

Other types of atomic events may include information
about the presence or absence of user in front of the
computer, as gleaned by proximity detectors, by visual
features of the user, including information about the focus of
the gaze of the user, expressions of the user, or gestures of
the user, as identified by a video camera and vision recog-
nition and tracking system, and speech utterances of a user
as detected and processed by a speech understanding sys-
tem.

After atomic events and their appropriate combination are
identified for each of the modeled events, the next step 58 is
to construct an event monitor for the software program that
will survey user interface actions to extract the atomic
events for input to inference analysis. The event monitor
constructed is integrated with the software application to
instrument that software application at step 60 in making an
intelligent user assistance facility. Those skilled in the art
will appreciate that the event monitor may be integrated
within the application software, or may be a stand alone
component that is part of a system library or operating
system.

To complete the intelligent user assistance facility, an
event processor is to compose modeled events from atomic
user-interface actions (step 62). Next, a knowledge base is
constructed from the model (step 64). The last step 66 is to
construct an inference engine from the model which uses the
knowledge base to determine suggested user assistance for
the occurrence of modeled events. A Bayesian network with
inference procedures serves both as a knowledge base and
inference engine.

FIG. 4 is a functional block diagram of the components of
an embodiment of an Intelligent User Assistance Facility
constructed by using the method described above. The
Intelligent User Assistance Facility includes a software
program 72 that has been instrumented to monitor actions or
events initiated by a user who is interacting with the soft-
ware program. Periodically, these actions or events are
scrutinized by an event processor 74 to discover whether any
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of them, either individually or in combination, represent
observable variables in the Bayesian network. Modeled
events are analyzed by an inference system 76 to form and
evaluate multiple hypotheses of what assistance the user
may need. These events can lead to increases or decreases in
the probability that a user is experiencing a problem in using
a particular application feature or in accomplishing a spe-
cific task.

The inference system 76 also accesses the user profile
system 78 to check for competencies and changes assistance
that is given based on user competence. User’s background,
successful completion of key tasks indicative of competence
in particular areas, and previous help reviewed by the user
are some of the variables stored in the user profile system 78.

The TUAF controller 79 initiates a cycle of inference
analysis by the inference system 76 based upon the setting
of its control mode. An inference cycle may be initiated
whenever a user asks for help, or whenever one or more of
any number of special events have occurred, or may simply
occur on a regular clocked cycle, or for any combination of
these modes. When the control mode is set to trigger an
inference cycle upon occurrence of a special event or the
control mode is set to occur on a regular clocked cycle, the
inference system 76 will autonomously offer help to the user
whenever the computed importance of coming forward
exceeds the autonomous assistance threshold set by the user.
When the control mode is set to initiate an inference cycle
whenever the user asks for help, the inference analysis of
user actions and program context is combined with an
analysis of the words in a free-text query whenever the user
submits a free-text query.

Those skilled in the art will appreciate that the functional
blocks illustrated in the diagram may be implemented as
separate components or several or all of the functional
blocks may be implemented within a single component. For
example, a separate library may be implemented that con-
tains the reasoning system functionality and the event pro-
cessor functionality. In such an implementation, the reason-
ing system may query the instrumented program
periodically for all of the atomic events since the last query
or may simply ask for a specific number of the last occurring
events, and then the reasoning system may access the
modeled event database for that particular software program
to determining whether any of the atomic events are mod-
eled events for input to inference analysis. Those skilled in
the art will also appreciate that the inference analysis may be
implemented to include only the ongoing analysis of user
actions and program context except when a user asks
directly for help with a free-text query. In that case, the
inference analysis may be implemented to include only the
analysis of the words in the free-text query whenever a user
asks directly for help with a free-text query. Those skilled in
the art will also appreciate that a separate analyses could be
undertaken for different classes of modeled events, such as
for words in a query and for actions in the interface, and the
results of these separate analyses could be combined with
the ability to control the weight given to the results of the
different analyses.

Instrumented Program

Any software program or library may be an instrumented
program, including operating system programs and applica-
tion programs. As an illustration of an instrumented
program, an application program will be described. A typical
software application contains a user interface and applica-
tion procedures. As a user interacts with a software appli-
cation using input devices such as depressing a key of the
keyboard or clicking the button of a mouse, the operating
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system translates those user actions into events and sends
them to the application program. The user interface com-
ponent of the application program processes those events
and forwards them to the appropriate application procedures
for responding to those events. The event monitor con-
structed for the Intelligent user assistance facility fir a
particular application may be integrated within the applica-
tion software as illustrated by FIG. 5. In this configuration,
the event monitor 84 watches for events passing from the
user interface component to application procedures 86 and
forwards them to the event processor through a call interface
to the event processor. It also may be implemented as a stand
alone component that is part of a system or application
library which makes periodic calls upon the application
program to send it all events since the last period or it may
simply request that the application program send only a
specific number of the last occurring events. Alternatively, it
may be incorporated as part of the operating system in which
case the event monitor screens events passing from the
operating system to the application program and forwards
them to the event processor.

FIG. 6 is a functional block diagram of an instrumented
spreadsheet application program as in the help-topic
embodiment. As a user interacts with a spreadsheet appli-
cation program using input devices, the operating system
translates those user actions into events and sends them to
the spreadsheet application program. For example, the user
may place the pointer of the mouse on a menu item and may
then click on the button of mouse. The operating system will
translate that user action into an event that the user has
clicked on an application menu item and send the event to
the spreadsheet application. The user interface 92 compo-
nent of the instrumented spreadsheet application program 90
receives that event and forwards it to the appropriate spread-
sheet application procedures 96 for processing that event.
The spreadsheet events monitor 94, watching for events
passing from the user interface 92 component to application
procedures 96, will see that event and forward a copy to the
event processor.

Event Processor

The event processor is a general monitoring and event
composing system that allows high-level events to be cre-
ated from combinations of low-level events. The event
processor does not need to include sophisticated reasoning
capability. However, those skilled in the art will also appre-
ciate that a variety of deterministic and probabilistic event
preprocessing methods can be employed to work with
arbitrary abstractions or clusters of events and to transform
events into numeric information with a variety of math-
ematical functions, including those that might be directly
interpreted as likelihoods.

Since the Event Processor produces a set of logical events,
any reasoning engine, rule-based or probabilistic, can utilize
its output. FIG. 7 is a block diagram illustrating the com-
ponents of the event processor. Atomnic events or user input
device interactions are sent by an events source 100 such as
an instrumented program to the event processor. The instru-
mented program may use a call interface that specifies the
event information to the event processor. Upon receiving
these events, the event processor may time-stamp each event
and store them in local storage 102, such as system memory,
in one of several kinds of data structures for storing
information, including a database of records or finite circular
queue ordered by the time stamp, or first in, first out order.

A modeled event composer 104 periodically surveys the
atomic events in local storage 102 in search of one or more
atomic events that may be composed into a modeled event.
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This typically would be initiated by the inference system 74
at the beginning of an inference cycle; however, the modeled
event composer 104 could perform composition of events
between inference cycles such as whenever a new atomic
event is received, or when special trigger events are
received. The modeled event composer 104 then forms
modeled events from atomic events according to the event
composition rules defined in the event specification. The
modeled event composer 104 stores each modeled event that
the composer 104 generates from atomic events in the
modeled event database 108.

Those skilled in the art will recognize that there could be
implemented a modeled event database for each individual
program employing the intelligent user assistance facility.
For example, there could be a modeled database for each
instrumented application program resident on a computer
system. Those skilled in the art will also recognize that there
may additionally be a separate general modeled database
that contains common system or application events such as
activating a program or exiting a program. In such a case, the
inference system may access both the general modeled event
database and the active program’s modeled event database
during a cycle of inference.

In one example of a modeled event database, there is a
single record for every modeled event for that database.
When a program with the intelligent user interface is
activated, pre-existing persistent events stored in the user
profile may be used to initialize the modeled event database.
As modeled events are formed by the composer, the record
for that event is updated in the modeled event database. An
example of a record format for modeled events in this
modeled event database is:

Fields Name Type Description

Name of modeled event
Flag which indicates that
the modeled event occurred
within its horizon.

Flag which indicates that
the modeled event is
derived from a single
atomic event.

Lowest start time on any
atomic events from which
this modeled event is
composed.

Highest end time on any
atomic events from which
this modeled event is
composed.

This field holds the result of
the evaluation of an
expression

The time of last occurrence
of the modeled event

Total number of
occurrences over all
sessions

Time of last occurrence this
session

Number of occurrences this
session

Flag which indicates that
this is a persistent modeled
event.

EventName
Occurred

string
boolean

Atomic boolean

StartTime real

EndTime real

Value real

LastTime real

Count real

LastTimeThisSession real

CountThisSession real

Persistent boolean

Of the fields used to count the number of occurrences and
the rate of their occurrence, LastTime and Count are stored
in the user profile database for all persistent modeled events.
Upon initialization of the program, these fields get loaded
from the user profile database into their corresponding
modeled events in the modeled event database.
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Modeled events are only relevant for a comparatively
short time. This period of time during which a modeled
event is relevant may be referred to as its horizon. Different
events may have different horizons, a sixty second horizon
is a suitable length of time for the horizon of most events
generated by user actions. The duration of the horizon
determines the length of time that a modeled event is
considered in the inference system 76.

Each modeled event may be assigned a default system or
application horizon or it may be assigned a specific horizon.
Modeled events that have resided in the modeled event
database 104 beyond their horizon time are discarded when-
ever the modeled event database 104 is accessed or updated.
However, before they are discarded from the modeled event
database 104, persistent modeled events are recorded in the
user profile. The inference engine 76 and user profiler, in
general, act as event sinks and access the modeled event
database 104 to extract modeled event records. However,
there is an exception. At program initialization time, pre-
existing persistent events stored in the user profile may be
used to initialize the modeled event database 104 and, as a
consequence, modify the program’s behavior.

Event System Specification Tool

The event specification tool allows for rapid creation of
the modeled event composer and modeled event database for
specific application programs during creation of an intelli-
gent user assistance facility for that software program. A
language was developed for constructing modeled events
(e.g., menu surfing) from atomic events made available by
a program, for instance an application (e.g., multiple menus
visited without action within 10 seconds, position of cursor
on spreadsheet, etc.). The language allows atomic events to
be used as modeled events directly, as well as for atomic
events to be formed into higher-level modeled events. Also,
modeled events can be further combined to create other
modeled events. More specifically, the language allows for
Boolean combinations of atomic events and for combining
the Boolean events into modeled events with operators that
capture notions of temporality. The event specification tool
can be linked directly with a Bayesian network modeling
tool so that the modeled events and their definitions can be
generated while building and refining the Bayesian user
model.

FIG. 7 is a block diagram of an event system specification
tool 110 used for generating code for the modeled event
composer 104 and modeled event database definitions 118.
Each modeled event definition 112 created during the step of
defining modeled events is used to specify the events in the
event language 114. The event specification 114 is then input
to an event language translator 116 which translates the
event language statements of the specification into high-
level language code, such as C, to create the modeled event
composer 104 component. The event language interpreter
also creates the modeled event database definition. As part
of that process, the event language interpreter 116 may also
create the modeled event database 106 directly from the
modeled event database definitions 118 in systems employ-
ing a database structure to store information on the status of
modeled events.

The event language includes Boolean and set operators,
with the addition of temporal operations including dwell and
sequence. Modeled events are defined in a separate text
module written in the event specification language.
However, they can also be constructed with the use of
special definition forms. The text definitions are created as
named statement blocks for each modeled event. These
definitions contain the labels of atomic events and indicate
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operations on one or more atomic events. The general form
of a modeled event declaration in the event definition
language is:

declare ModeledEventName

{

<expression list>

}

An example of the modeled event declaration for the
Dwell__on_ Chart modeled event is:

declare Dwell _on_ Chart

{

(and (Select__Chart, Dwell(5,s))

}

The interpreter translates the syntax statement of the event
definition language to the modeled event name, Dwell_on__
Chart and updates the modeled event database by adding a
record with that event name and initializes all record fields.
A modeled event may be a complex synthesis of several
other events, including other modeled events, or it may be
simply a renaming of an atomic event. The event synthesis
language supports infix expressions which entail logical
combinations of atomic events, modeled events, arithmetic,
and logical operators. As each elementary operation is
performed, the intermediate result is treated as an event and
has similar properties.

The event language has logical, set-lheoretic operators,
temporal, and arithmetic operators. Operators allow the
definition of specific events as well as events defined as
generalizations based on sets of events. For example, higher-
level events can be built via abstraction or generalization
with operators like Element:

Element({x,, . . . x,,}): Any event drawn from the elements
of the set of events {x;, . . . X,,} occurs. Such sets can be
defined as specific classes of events.

Temporal operators allow us to define events in terms of
sequences of events over time. Temporal intervals may be
measured in terms of the number of user actions, the amount
of time, or other measures of duration that can be defined as
functions of user actions and time. For example, it can be
useful to define modeled events in terms of Scaled_ seconds,
a measure of duration where seconds are scaled by the
rapidity at which a user is working, so as to adapt the
temporal constants to users that work at faster or slower rates
than an average user. When specifying temporal operators,
we indicate the dimension of the measure of temporal
interval by specifying the temporal dimension d with a value
(e.g., ¢ for commands, s for seconds, and for scaled
seconds). Some useful temporal operators are:

Rate(x,t,d): At least x atomic events occur in duration t of
dimension d.
Ensemble_ N({x,, . . . x,,},t,d) At least N events from the
set of events {x,, . . . X, } occurs within interval t of
dimension d.

All({x,, . . . x,,},t,d): All events in a specified set of events
{xy, . . . x,,} occur within duration t of dimension d.
Sequence({x,, . . . x,,},t,d): All of the events specified in

a set of events {x;, . . . X,,} occur within duration t of

dimension d.

TightSeq({xy, - - - X,,},t): All of the events specified in a
set of events {x;, . . . X,,} occur within occur within
duration t of dimension d.

Dwell(t,d): No user action for t seconds or scaled seconds
of dimension d.

In addition, parameters can be specified that the persis-

tence or dynamics of probabilistic relationships between
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modeled events and other variables in a Bayesian network
with increasing amounts of time since the modeled event has
occurred. In the general case, we can provide any temporal
function that describes how the probabilistic relationships of
events to other variables in a Bayesian network change as
the time following the occurrence of an event increases.

More specifically, the language allows the specification of
how p(E,, t,|H, t,), the probability of event E, occurring at
time t,, in the past conditioned on the truth of hypotheses H;
at the present moment, t, changes with the increasing
amount of time t,=t since the event last occurred.

Useful distinctions for representing the temporal dynam-
ics include horizon and decay:

Horizon: The interval of time beginning at the time t=t,
that an event becomes true, that the probabilistic relationship
persists as p(E,, t,|H,, t,) without change. The probability
remains unchanged as long as difference between the present
moment, t,, and the time, t,, the event was most recently
seen is less than the horizon.

Dynamic: The time-dependent functions that describe
p(E; t,JH;, t,) and p(E, t|not(H), t,) after a horizon is
reached. The dynamics can be summarized with a descrip-
tion of the change in the likelihood ratio defined by the ratio
of these probabilities. The functions indicate how the initial
probabilities p(E,, t|H;, t,) and p(E,, t,|not(H)), t,) change as
the time the event became true becomes increasingly distant
from the present time, t,. It can be asserted that these
probabilities converge at some time to p(not(E,)|H;, ,.), and
p(not(E)[not(H,), t,) and the initial likelihood ratio, when
t,=t,, converges to the ratio of these latter probabilities, and,
therefore, functions can be assessed that decay the prob-
abilities or likelihood ratio from the initial likelihood ratio
when t,=t, to the likelihood ratio associated with absence of
the event.

The probabilities can be computed as a function that takes
as arguments the initial probabilities (at t__0), the probabili-
ties associated with the finding being absent, and the time of
the present moment, t,, and ensures consistency among
probabilities at any moment. That is,

PEs t|Hy t)PE;, 1,|Hj, t,), plnotEH,, 1), 1,]
and
P(Es, tolnot(H), t)=Ap(E;, tonot(H), t,), pot(E)|(not(H)), t,), t,]

Operators being used to define modeled events may affect
the duration information of the resulting modeled event.
Conjunction results in storing the latest occurrence time of
any subordinate events. results in storing the times associ-
ated with the first true subordinate event.

The Value field of the generated intermediate result of the
modeled event is set according to the result of the expres-
sion. The result of all arithmetic comparison operations is
either one (Boolean TRUE) or zero (Boolean FALSE). If the
argument of an arithmetic operation is an event, the argu-
ment is evaluated as one if the event has occurred and zero
if the event has not occurred. The time stamps associated
with simple numbers are set to the span of the current cycle;
in other words, the start time is the time of the last cycle and
the end time is the current time.

Since the syntax allows for recursion, care should be
taken that infinite recursion not occur. These statements are
entered into a text file known as the event specification
module.

The event specification module 114 is then processed by
the event definition language translator 116. The event
language translator converts the event specification lan-
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guage 114 into C++ code which may be compiled to
machine language and linked directly to the event processor
system library, [IUAF library, operating system library, or
other implementation library. The results of translating a
high-level event specification is the modeled event com-
poser 104 which creates modeled events. When the modeled
event composer 104 is invoked during a cycle of inference,
it builds the set of currently active modeled events and then
returns to the caller. The inference code then performs
appropriate actions indicated by the event set.

User Profile System

The inference system 76 accesses the user profile system
78 to check for competencies and changes assistance that is
given based on user competence. User’s background, suc-
cessful completion of key, tasks indicative of competence in
particular areas, and previous help reviewed by the user are
variables that can be stored in a persistent file and updated
with time. Such persistent information about user
background, experience, and competence is referred to as
“profile information.”

FIG. 9 is a block diagram of the user profile system 78.
The user profile system 78 includes a user profile database
120, a user profile access routine 122, an event status update
routine 124, a background and competency dialog routine
126, and a customized tutorial routine 128.

The user profile database 120 contains records identical in
format to the records in the modeled event database 106 so
that there is a common format between the modeled event
database records and the user profile database records. This
common format makes it more convenient both for updating
the user profile database with modeled events and for the
inference engine to interpret these records when it access
these databases for inference analysis. The user profile
database records are stored persistently so that they create an
historical record of particular user’s competency with spe-
cific software applications. This database is maintained on a
by-user-by-application basis. An example of persistently
stored modeled events that are indicative of user compe-
tency are the completion or non-completion of certain tasks,
successful or unsuccessful use of particular features, and
assistance received or help information reviewed in the past.

FIG. 10 is a flowchart illustrating how the user profile
database 120 is updated with event status of a user inter-
acting with a specific application program. The event status
update routine 124 in step 130 retrieves the first modeled
event record in the modeled event database and checks in
step 132 whether the record is marked as a persistent record.
If it is marked as a persistent record, then the record is added
to the user profile database in step 134. If it is not marked
as a persistent record, then it is not added to the user profile
database. Each subsequent record in the modeled event
record database is retrieved in turn (steps 136 and 138),
checked whether the record is marked as a persistent record
(step 132), and added to the user profile database if it is
marked as a persistent record (step 134).

The availability of a standard stored user profile contain-
ing information about “persistent events” could follow a
user around over a local network or over the Internet,
custom-tailoring the user’s software wherever the user may
be. While a software application is active, a new user may
log on to the system and use the active software application.
FIG. 11 is a flowchart illustrating how a user profile is
accessed whenever a new user signs on to the system or
application. When a user logs on to the system or application
(step 140), the user profile access routine 122 searches the
local user profile database for that user’s profile (step 141).
If the profile is found, the path to that user profile is passed
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to the inference system 76 (step 142). If that user’s profile
is not found, because that user may be using the application
at a remote location, then the user profile access routine
searches the available networks for any user profile data-
bases that contain the user profile (step 143). If the user’s
profile databases is not found or the user’s profile is not
found in any user profile databases accessed, then the user
profile access routine asks the user for permission to enter a
user competency dialog with the user (step 144) and creates
a user profile for that user (step 145). The path for that user
profile is passed to the inference system 76 (step 142). If the
dialog is not completed, the path to default profile informa-
tion is passed to the inference system 76 (step 146) and used.

In addition to maintaining a persistent user profile for use
during real-time inference, a continuing background analy-
sis of repetitive patterns of a user’s needs for assistance
during one or more sessions that exceed a threshold, may be
used to customize a tutorial of help information that may be
offered to the user at the end of a user’s session with the that
program. FIG. 22 is a flowchart of the routine for generating
a customized tutorial. During a user’s session with a specific
application program, a histogram of help topics exceeding a
relevant probability threshold is recorded by the inference
system 76 (step 150). When the user asks to quit the session
with the application program, the user profile saves the
histogram in the user’s profile (step 152) and prepares a
customized tutorial of help information related to the help
topics recorded in the histogram (step 154). The user profile
system notifies the user upon exiting the application pro-
gram that a customized tutorial was prepared for online
review or for printing as a manual (step 156).

Inference System

When a cycle of inference analysis is initiated, the infer-
ence system 76 accesses the modeled event database 106 to
extract modeled event records for each of the modeled
events that has occurred since the last cycle of inference. A
functional block diagram of the inference system is dis-
played in FIG. 13. The inference system 76 includes one or
more knowledge bases 160 and an inference engine 165.
Knowledge bases 160 include information relating variables
that represent observable states of the world, such as user
actions and words, to variables that represent hypotheses of
interest about a user’s goals and needs for assistance that
may not be observed directly or that are costly to observe.
For example, the goals of users can not necessarily be
directly inspected, but a sequence of computer commands
can be recorded. A user can be actively queried about goals,
but this may be quite distracting to users.

A deterministic knowledge base consisting of an interre-
lated set of logical rules may link observations to hidden
hypotheses. However, it is often more appropriate to process
the uncertain relationships as probabilities between obser-
vations and the likelihood of hypotheses about a user’s
needs. For example, in attempting to understand and to
predict the behavior of a complex system such as human
physiology it is typically not possible to completely model
with deterministic relationships all components, of the
system, and to then have access to a deterministic model for
performing diagnosis or designing therapy based on a set of
symptoms. For diagnosis and decision making about com-
plex systems, we are often forced to reason under
uncertainty, and to explicitly address the incompleteness in
our understanding. Probability provides us with a means of
diagnosis and forecasting about the behavior of complex
systems given knowledge about a set of relationships among
observational variables and hidden variables we may iden-
tify as being important. We can use probabilistic methods to
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represent and reason about weak and strong uncertain
dependencies among observations, such as symptoms of a
patient and variables such as diseases in a patient. A good
example of complex system is a user attempting to perform
a task while interacting with a computer software applica-
tion or system. It is very difficult to build deterministic
models that link a user’s behavior to a user’s goals and
intentions. The best way to diagnosis a user’s needs is to
develop appropriate abstractions, based on our understand-
ing of the relationships among various kinds of user’s goals
and actions, and to represent and reason about the relation-
ships with probability. Probabilistic methods allow us to
build models at a level of abstraction that is appropriate in
light of our incomplete understanding about users and their
actions.

A Bayesian network or a generalization of a Bayesian
network, called an influence diagram, can be employed to
represent the certain or uncertain relationships among user
actions and such hidden, but important, states as user goals,
user intentions, and user needs, given observable informa-
tion such as one or more user actions. A Bayesian network
is a directed acyclic graph where nodes are random variables
and arcs represent probabilistic dependencies among those
variables. Variables in a Bayesian network are chance vari-
ables or deterministic variables. A Bayesian network repre-
sents a joint-probability distribution for the set of variables
it represents. The probability distributions over the values of
chance variables depend on the values of direct ancestors, or
parent variables that are parents of nodes. The value of
deterministic variables is a deterministic function of prede-
cessors. Influence diagrams are a generalization of Bayesian
networks which represent additional nodes that represent
possible actions and the utility of outcomes.

The inference engine 165 includes inference procedures
166 that operate on the knowledge base 160. The knowledge
base 160 includes a Bayesian network 162. Those skilled in
the art will recognize that the knowledge base may be a
deterministic knowledge base with logical chaining proce-
dures as the inference procedures of the inference engine. Or
the knowledge base may be a Bayesian influence diagrams
with inference procedures for operating on Bayesian net-
works as the inference procedures of the inference engine.
Temporal reasoning procedures 167 and value-of-
information procedures 168 are also included as part of the
inference engine 165. Other specialized procedures may be
included.

Bayesian inference procedures operate on Bayesian net-
works to compute a consistent posterior probability distri-
bution over the values of variables in the network given the
setting of states of observable, or evidence, variables to
specific states based on the observations. Assume we are
interested in the probability distribution over unobserved
hypotheses of interest, H;, . . . H,,, and have access to
observations and profile information E,, . . . E,. Bayesian
network inference algorithms compute a probability distri-
bution over H given the observations, written p(H| E,, . . .
E,). For influence diagrams, decision-theoretic inference is
performed to identify the expected utility of alternative
actions. The best action is the one associated with the highest
expected utility.

In the most general sense, the task of designing inference
for an intelligent user assistance facility is best undertaken
from the perspective provided by decision theory, an exten-
sion of probability theory to reflect concerns of value under
uncertainty. Influence diagrams allow us to express relation-
ships about uncertainty, action, outcomes following action,
and the value of those outcomes. This representation is
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useful in the design, understanding, and in many cases, the
actual implementations of intelligent user assistance sys-
tems. However, it is often the case, that a simpler systems
may be built without explicitly representing decisions,
outcomes, and the utility of outcomes, and instead to use
Bayesian networks to represent probabilistic relationships,
and to use probabilistic inference in combination with
procedural controls and thresholds as approximations of
more complex influence diagram models.

A general influence diagram for user modeling and action
to assist users of software is portrayed in FIG. 14 as an
exemplary embodiment of a Bayesian influence diagram as
a knowledge base. As portrayed in the figure, a user’s
background 170 influences with uncertainty, a user’s overall
goals 171 in using software, as well as the user’s knowledge
172 in using software. User’s knowledge 172 is also influ-
enced by the previous help 173 that user may have seen. The
user’s background 170 and previous help 173 are variables
that can be stored in a persistent file and updated with time.
Such persistent information about user background,
experience, and competence is referred to as “profile infor-
mation.” As indicated in the influence diagram, the user’s
goals 171 and knowledge 172 in turn influence with
uncertainty, the informational needs 174 of the user. The
goals 171 and needs 174 in turn influence the sensed activity
175 and the words that might be used in a query 176 to the
software, or software’s help system. A utility function of the
user 177 is represented as a diamond. The utility 177 is
influenced directly by the informational needs 174 of the
user, the cost of taking autonomous action 178 (e.g., dis-
traction for the user’s current focus of attention) and the
action that is taken. Several classes of action may be
available to the system, including the providing of advice or
help 179, the execution of software actions of various kinds
180 and the acquisition of additional, previously unobserved
information from the system, 181 or directly from the user.
As indicated in the FIG. 14 by the scale on the cost of
assistance variable 178, we may wish to allow the user to
directly change the cost of the assistance so as to control, in
a fluid manner, the degree of autonomy given to the system.

The overall goal of the inference system is to identify
actions that will optimize the user’s expected utility given
the user’s needs and the cost of taking autonomous action.
Given a set of evidence E about a user’s background and
actions, the probability distribution over hypotheses of inter-
est about a user’s needs, H, is computed. In the case of the
Bayesian influence diagram in FIG. 14, the probability
distribution over a user’s needs for assistance is computed.
The expected value of actions in the set of all possible
actions A must be considered. To do this, consider the
utilities over outcomes, represented as a utility model
(diamond node). The utility model contains information
about the value or utility of outcomes. Outcomes (A,H) are
defined as doublets of actions A taken and the state actual
user’s needs H. The utility model tells us the utility associ-
ated with each outcome, u(A,H). The best action to take, A*,
is the action that maximizes the expected utility under
uncertainty, computed as follows:

At=arg max,Zu(AH)p(H|E)

Although influence diagrams represent explicit models of
action, Bayesian networks are often easier to build and can
be used for decision making and action by employing
thresholds or rules about probability over variables in the
network to indicate when actions should be taken based on
the degree of belief assigned to a variety of states including
states that describe preference about action. Influence dia-
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grams such as the one portrayed in FIG. 14 can be used to
clarify approximations used in the Bayesian network.
Temporal Reasoning and Dynamics

The inference system 76 also contains special temporal
reasoning knowledge 164 in the knowledge base 160, and
procedures 167 for performing inference about the changing
relationships of observations to other variables in the model
as the observations occur at progressively more distant times
in the past. In the general case, applications of Bayesian
procedures and knowledge bases to reasoning about patterns
of observations seen over time requires the consideration of
variables and their interdependencies within a single time
and at different times. Building and performing inference
with Bayesian networks that include copies of variables and
dependencies for different times slides can lead to difficult
computational reasoning problems and unacceptable
response times for a user interacting with a program. Thus,
several approximations are of value. In one kind of
approximation, only specific dependencies considered to be
of the greatest importance are considered over time.

A portion of a Bayesian network with sets of variables at
different times and prototypical dependencies represented is
displayed in FIG. 15. FIG. 15 displays a Bayesian network
that explicitly represents random variables at different points
in time, and probabilistic dependencies among variables at
a single time and among variables at different times. The
lack of dependencies among variables are assertions of
assumptions of independence. The figure displays possible
influences among the primary relevant assistance to provide
a user at present moment with the most relevant assistance
to provide users at earlier and later times. Also, the figure
highlights potential dependencies among the status of obser-
vations (E, and E)) in the present, with observations made in
the past and future. The figure also indicates the relationship
between the primary relevant assistance in the present and
observations in the past. In the general case, such multiple-
connected networks axe difficult to solve and to assess
during the construction of the models.

We will now describe an approach to reasoning about
relevant assistance over time that is more tractable to solve
and to assess, through making additional assumptions of
independence and representing the relationships among evi-
dence seen at progressively more distant times in the past
and hypotheses of interest with parameterized functions that
dictate the strength of the probabilistic relationship between
those observations and current the goals or needs for assis-
tance. The use of this approximation in an exemplary
embodiment employs a single explicit Bayesian network,
but allows the system to consider implicitly multiple Baye-
sian networks over time. This method takes advantage of
direct assessment during modeling time of functions that
adequately describe the dynamics of the probabilistic rela-
tionships between observed variables and other variables in
a Bayesian network. At modeling time, a horizon and
dynamics are assessed for each observational variable E,,
and the variable is annotated with this information. At
run-time, the inference engine 165 includes procedures 167
for using this information about horizon and dynamic. The
horizon for an event captures the interval of time the
probabilistic relationships with hypothesis H; persists as
p(E; t|H, t,) and p(E,, t[not(H)), t,) without change. The
dynamics is the time-dependent change of the probabilities
in the present moment as described earlier.

Heuristics in defining a horizon for events include the use
of a default horizon for all observational events considered
by a system unless otherwise specified, and the use of an
event queue of finite length k, where only the last k modeled
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events are considered in the analysis. This approach can be
combined with dynamics as just described.
Value of Information

The inference engine 165 also includes expected value of
information (EVI) procedures 168 to compute the expected
value of acquiring information from a user. EVI procedures
and information-theoretic approximations that can be
employed in probabilistic models are well-known to people
skilled in the art of decision theory. The EVI is a means for
computing the expected value of acquiring information
about variables that have not yet been observed. Such
information includes answers by users to questions posed by
the computer system about their goals and needs. The Net
Value of information (NEVI) is net value of gathering
information, including the costs of gathering the informa-
tion. The inference system 76 only asks a question, or
gathers information autonomously, when the informational
benefits of the information outweigh the costs. If E, refers to
each previously unobserved variable that can be queried, O,
is a possible observational value of E_, and A is the value that
will be observed when the variable is evaluated, the NEVI
of each variable is:

NEVIE )=Z,p(E =O,|E) [ max, Zu(A . H)p(H|E,E =0}~
max, 2 (A, H)p(H|E)-C(E,)

where C(E,) is the cost of evaluating evidence E.. EVI can
be applied directly to influence diagrams. Several well-
known information-theoretic algorithms, including those
based on computation of entropy, function to provide similar
functionality for decisions about information gathering in
probabilistic models such as Bayesian networks. These
algorithms are typically more tractable than computing
NEVI with influence diagrams. They do not explicitly
manipulate utilities, but nevertheless can be employed in
conjunction with heuristics that balance the cost of infor-
mation with measures of informational value.

FIG. 16 is a flowchart of value-of-information procedures
in the value of information component. The value of infor-
mation component lists all of the previous unobserved
information in order of the value of it as alternative infor-
mation (step 190) and weighs the benefits of obtaining the
information against the cost of distracting the user for each
item of information (step 192). If the benefit is greater than
the cost set by the user, the IUAF asks the user to supply the
item of information that has the highest value (step 194). If
the user responds, then the value of information component
repeats the first two steps until either the cost of distraction
is greater than the benefits of obtaining the information or
the user does not respond (step 196).

Scenarios Illustrating the Screen Outputs of the [UAF

FIGS. 17 through 23 illustrate the screen outputs of the
intelligent user assistance facility in an exemplary embodi-
ment of a spreadsheet application. The system considers a
user profile, user-specified threshold information, and com-
bines words and user actions to provide intelligent assistance
to the user. The system has the ability to respond to requests
for assistance as well as to autonomously provide assistance.
FIG. 17 shows an assistance interface 200 that is generated
when the user explicitly has requested help. Guesses about
useful assistance to provide the user are displayed in the list
box 201 in the upper left-hand corner. The current system
settings box 202 in the lower left-hand corner indicates the
user is an expert user. This information was provided by the
user profile system. The current system setting box 202 also
indicates that both user actions and free-text queries are used
by the inference engine during a cycle of inference analysis.
Given the profile information and the recent actions involv-

Page 44 of 50



US 6,262,730 B1

23

ing interaction with the layout of text, in combination with
pauses, and with the user taking action to change the
appearance of rows and columns shortly before help was
actively requested, the system believes the user may best
benefit by receiving assistance on working with fonts,
advanced formatting instructions, and with methods for
changing the dimensions of the spreadsheet document. To
the right of this screen photo is displayed an inference graph
203 showing the probability distribution over a set of task
areas that was generated by the Inference System 76. This
display was built for engineering purposes but may be
displayed to the user. The length of the bar graph next to
each task area is the probability assigned to that area. The
two highest probability areas (those with the longest asso-
ciated bar charts) are for the tasks of working with fonts and
advanced formatting topics.

In FIG. 18, the profile information was changed to a
profile for a novice user. The expertise level in the current
systems setting box 202 indicates that the user has a level of
expertise of a novice. All other events handling remained
unchanged. We have used a profile for a novice user. The
profile information is used to modify the probabilistic rela-
tionships in the Bayesian network. The inference graph 203
displaying the probability distribution over relevant assis-
tance shows the revised probability distribution with the
profile information. As can be seen in the best guesses list
box 201, the system now believes that the user may most
benefit by assistance with basic working with rows and
columns of the spreadsheet, changing alignment and basic
formatting of charts.

FIG. 19 shows the analysis of the same set of user actions,
but now, with consideration of the words in a user’s query.
The user has input to the system the natural-language query,
“How do I make this look prettier?” in the query input box
204. The analysis of the words and the actions are combined
to generate a new probability distribution, as indicated in the
inference display 203, and a new corresponding list of
recommended topics in the best guesses list box 201. Now,
the list is resorted and updated with autoformatting assis-
tance being recommended as the most relevant assistance,
but also still contains other formatting topics, including
changing alignment, working with borders, and working
with fonts.

FIG. 20 shows the program at a later time when help is
again requested after interaction with a chart in the
document, coupled with pauses on chart commands. The
probability distribution computed by the inference system
76 is displayed in the inference graph 203. Now, the rec-
ommended topics in the best guesses list box 201 focus on
a variety of high-likelihood areas in the area of graphing
information. FIG. 21 shows the addition of information
submitted in the form of a query in the query input box 204.
The natural language query from the user is, “I need to
access data from a different application”. The words are now
considered in conjunction with the events. The inference
system 76 provides a revised probability distribution in the
inference graph 203 and a revised list of recommended
topics in the best guesses list box 201, centering in retrieving
data from a database and about changing the data displayed
in a chart.

FIG. 22 illustrates the screen outputs of the inference
system 76 offering autonomous help to a user. While the user
has been interacting with a spreadsheet program 205, an
assistance monitoring agent computes the probability that a
user needs assistance and the inference system 76 also
computes the likelihood of alternative kinds of help to give
the user, should the user require assistance. The assistance
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monitoring agent displays the result of inference on the
probability that a user needs assistance in the assistance
monitoring agent window 206. Like the inference graph 203
display described above, the assistance monitoring agent
206 was built for engineering purposes but may be displayed
to the user. The user who has been interacting with a
spreadsheet program 205, now selects the whole sheet and
pauses. As the assistance monitoring agent window 206
shows, the computed probability that the user needs help
moves from 26% to 89%, reaching a threshold, and a small
timed window, the autonomous assistance window 207,
autonomously comes forward displaying the highest likeli-
hood assistance areas that were computed. In this case, the
highest likelihood topics include formatting cells, checking
for spelling errors, and performing calculations, topics that
have implications for analysis or modification of the entire
document. The autonomous assistance window 207 politely
offers help. It also provides a chance for the user to reset a
threshold that will increase or decrease the probability
required on the likelihood the user needs help before dis-
playing the window. The window 207 will time out and be
removed with an apology for distracting the user if the user
does not interact with the window 207.

FIG. 23 illustrates the display 208 of the topics that have
been determined to be of value to the user based on the
recording and summarization of ongoing background infer-
ence about problems that user has been having during a
session using a software program. Profile information about
the user’s background, competence, and about the assistance
that the user has received or reviewed in the past are also
included. These topics have been prepared for printing as a
custom-tailored manual for later perusal.

Bayesian Network Annotated with Temporal Reasoning

FIG. 24 shows an example of a Bayesian network that
computes the probabilities of alternative forms of assistance
to provide a user as a function of profile information about
the user, as well as recent actions taken by the user. To
indicate that this structure may be repeated for many classes
of observations and task-specific needs for assistance, vari-
ables X, y, z, and A have been used in several of the nodes.

In this model, we represent profile variables that represent
the status of user competency in two different areas of
software functionality, x and y, with a set of variables
labeled User Competence x 210 and User Competence y
211. The user competencies are each influenced by variables
representing (1) specific observed activities by the user, (2)
the history of help topics that have been reviewed by the
user, and (3) the overall user background 212 that may be
uncertain or set by a dialogue with the user. As indicated in
the Bayesian network, the user competencies directly influ-
ence the prior probability of different assistance being
relevant to the user, as represented by the states of the
Primary Assistance Needed variable 213. This variable is
also influenced by a context variable 214, that describes
information about program state, such as the existence in the
current version of an application of a particular data struc-
ture. In this model, the problem is formulated with a single
primary assistance variable, with states representing alter-
nate forms of assistance. The model assumes that there is
only one state of primary assistance the user needs at any
particular time. Multiple variables about assistance can also
be represented to capture the notion that several types of
assistance may all be relevant at a single time.

As depicted in the Bayesian network, the Primary Assis-
tance Needed node 213 influences a set of observed modeled
events, such as selecting a graphical object Z, then pausing
for more than some predefined period of time (Sel Z Pause
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215), or modifying an object and then performing an undo,
(Z Cmd Undo 216). At run time, these modeled events are
detected and passed to the Inference System 76 by the Event
Processor 74. The corresponding observable variables to the
modeled events are update and Bayesian inference is per-
formed to update the probabilities over all of the unobserved
variables in the system, including the Primary Assistance
Needed variable 213. The time of the event is noted and as
the event flows progressively into the past, temporal rea-
soning procedures 167 are applied to update the probabilistic
relationships in the network.

FIG. 25 shows an instantiation of the nodes with variables
x and z with distinctions with relevance to reasoning about
the relationship of actions and profile information on chart-
ing or graphing information from a spreadsheet, such as the
MICROSOFT EXCEL spreadsheet product. Variables that
are persistent and stored in a profile are marked with an
adjacent P. Variables that are observed as modeled observ-
able events are marked with M. One or more nodes may
represent various classes of competency with charting. In
this case, a single variable, User Competence Charting 220,
is displayed as the variable that contains information about
the overall level of charting ability of the user. The prob-
ability distribution over the states of this variable are influ-
enced by Hx Help Charting 221 and Hx Activity Charting
222, and User Background 212. Hx Help Charting 221 is set
by observations that are stored in persistent profile about one
or more charting activities the user has completed success-
fully and information about the help information on charting
in an online manual that the user has reviewed. Competen-
cies about charting and a variety of other areas of software
functionality influence the Primary Assistance Needed vari-
able 213. This variable in turn influences the probability of
observing different behaviors by the user. For example, the
state of a user needing assistance on a specific type of
charting task, influences the probability of seeing the user
select and pause for s seconds on a chart in the document
(Sel Chart Pause 223). FIG. 36 shows contains a more
complete Bayesian network in an exemplary embodiment of
a spreadsheet application.

FIG. 26 represents an exemplary embodiment of temporal
knowledge and inference. Each observable modeled event is
annotated with information about the effects of time flow on
the probabilistic relationships of the event with other vari-
ables in the Bayesian network. In this case, each node is
annotated with temporal dynamics information about a
horizon and decay, which may be implemented as a table of
probabilities or other data structure. The dimensions of time
for the temporal dynamics of each variable are indicated in
seconds that have occurred since the event became true.

We now provide an example of a case based on compo-
nents in the knowledge base displayed in FIG. 26.

Let us consider a case where we have the following profile
information:

User__Background 212: Consumer_ Novice
HX_Help_ Charting 221: No_ Help_ Reviewed
Context: Normal__View
Objects:Sheet(1),Chart(2)

At time t=50 seconds, we have noted the following modeled
events:

Chart Cmd_Undo 224: Absent

Chart_ Create_ Pause 225: Absent

Sel_Chart_ Pause 223: Absent

Move__Chart_ Pause 226: Absent

Chart_ Dialog_ UnSucc 227: Absent
Menu_Surfing 228: Absent

Click__Unrelated 229: Absent
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Sel__Chart_ Pause 223
p(E,, tJH, t,)=0.15
p(not(E,)[H,, t,)=0.85
p(E;, t,|not(H,), t,)=0.005
p(not(E,), t not(H)), t,)=0.995
Horizon: 5 seconds
Dynamics:
p(E,, t,|H;, t,): linear convergence at 15 seconds
p(E,, t Jnot(H), t,): linear convergence at 15 seconds
Chart_ Dialog_ Unsucc 227
p(Es, t.|H;, t,)=0.08
p(not(E,)[H,, t,)=0.92
p(E,, t,|not(H,), t,)=0.0005
p(not(E,), t |not(H,), t)=0.9995
Horizon 20 seconds
Dynamics: 0

A cycle of analysis is initiated at t=50 seconds. The cycle
includes the composition of modeled events from atomic
events local storage 102, the transmitting of the events to the
Inference System 76, and inference with the new observa-
tions. We will explore the current probability that the pri-
mary assistance needed by the user is help with charting
information, p(Charting _Assistance|E). The prior probabil-
ity of the user needed help in this area conditioned on the
user background, competence, and history of reviewing help
is 0.001. The context information has increased this to a
probability of 0.04. Probabilities are also assigned to other
hypotheses about the primary assistance as a function of all
of the evidence seen so far (but that is not explicit in this
example).

At t=52 seconds the user selects a chart. The atomic event
of chart being selected is detected and is stored in the atomic
event local storage 102. The user then pauses for 3 seconds
without doing anything. A dwell of 3 seconds is detected in
the event local storage 102. A cycle of analysis is called at
t=60 seconds. A modeled event Sel Chart_ Pause 223 is
composed by the Event Processor 74, tagged as becoming
true at t=55 seconds, and is sent to the Inference System 76.

The Inference System accesses the Bayesian network that
is annotated with temporal dynamics information. As indi-
cated in the table of probabilities for Sel _Chart_ Pause 230,
there is a horizon of 5 seconds, and a linear convergence of
probabilities to the probabilities of absent at 15 seconds.

At t=63 seconds, the user selects a chart dialog and
cancels the dialog with out success at t=66 seconds. A cycle
of analysis is called at 70 seconds, and the modeled event
Chart_ Dialog_ Unsucc 227 is composed and passed to the
Inference System 76 with a time stamp of 66 seconds. As
indicated in the table of probabilities for Chart Dialog
Unsuce 231, there is a horizon of 20 seconds, and no
temporal dynamics.

This user has set the threshold for being bothered with
automated assistance at p=0.12. Thus, the user is offered
assistance on charting when the probability that this topic is
relevant rises to p=0.14.

At t=50 seconds

p(Sel_Chart_ Pause, t |H;, t,)=0.15
p(Sel_Chart_Pause, t |not(H)), t,)=0.005
p(not(Sel _Chart_ Pause)|H;, 1,)=0.85
p(not(Sel_Chart_Pause)|not(H), t,)=0.995
p(Chart_Dialog_Unsuc, t|H,, t,)=0.08
p(Chart_Dialog Unsucc, t [not(H,), t,)=0.0005
p(not(Chart_ Dialog_ Unsucc)|not(H,), t,)=0.9995
p(not(Chart Dialog  Unsucc)|H;, t,)=0.92
Inference result: p(Charting Assistance|E, t,)=0.02
At t=60 seconds

p(Sel_Chart_Pause, t |H;, t,)=0.15
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p(Sel_Chart_Pause, t,|not(H)), t,)=0.005
p(not(Sel__Chart_ Pause)|H,, { (,)=0.85

p(not(Sel__Chart Pause)|n0t(H) t,)=0.995
p(Chart_ Dialog Unsuce, t[H,, t ) =0.08
p(Chart_ Dialog Unsucc, t0|n0t(H) 1,)=0.0005

p(not(Chart_ Dialog_ | Unsucc)|n0t(H) t,)=0.9995
p(not(Chart_DialogUnsucc)[H,, t ) =0.02
Inference result: p(Charting_ . A551stance|E, ,)=0.07
At t=70 seconds
p(Sel_Chart_Pause, t |H;, t,)=0.15 -->0.46
p(Sel__Chart_ Pause, to|n0t(H) ,)=0.005 -->0.66

p(not(Sel__Chart Pause)|not(H) t,)=0.995
p(not(Sel_Chart_ Pause)|H;, ) 085
p(Chart_ Dialog_ Unsucc, t,|H,, t,)=0.08
p(Chart_ Dialog_ Unsucc, to|not(Hl), tp) =0.0005
p(not(Chart_ Dialog Unsucc)[not(H), 1,)=0.9995
p(not(Chart_ Dialog Unsucc)|H;, t,)=0. 92
Inference result: p(Charting_. A551stance|E, t,)0.04
At t=80 seconds
p(Sel_Chart_Pause, t|H;, t,)=0.15 -->0.46 -->0.85
p(Sel_Chart_ Pause, t0|not(H) t,)=0.005 -->0.66 -->0.995
p(not(Sel__Chart Pause)|n0t(H) t,)=0.995
p(not(Sel_Chart_ Pause)|H; t) ~0.85
p(Chart__Dialog_ Unsucc, tG|H t,)=0.08
p(Chart_ Dialog_Unsucc, t0|n0t(H) t,)=0.0005

p(not(Chart_ Dialog_ | Unsucc)|not(H) 1,)=0.9995
p(not(Chart_ Dialog Unsucc)|H,, t ) =0.92
Inference result: p(Charting_ . A551stance|E, ,)=0.13
At t=90 seconds
p(Sel_Chart_ Pause, t |H;, t,)=0.85
p(Sel_Chart_Pause, t |not(H), t,)=0.995

p(not(Sel_Chart_ Pause)|not(H)), t ) =0.995
p(not(Sel_Chart_ Pause)|H,, t, ) =0.8
p(Chart__Dialog_ Unsucc, tO|H t,)= 0 08

p(Chart_ Dialog Unsucc, t |not(H) 1,)=0.0005
p(not(Chart_ Dialog_ | Unsucc)|n0t(H) 1,)=0.9995
p(not(Chart_ Dialog Unsucc)|H;, ) =0.92
Inference result: p(ChartingiAssistance|E, 1,)=0.04
System Level IUAF for Multiple Applications

The methods described can not only be applied to indi-
vidual applications, they can also be employed at the oper-
ating system level to reason about providing assistance in a
system with multiple applications. In an exemplary embodi-
ment to provide system assistance, a Bayesian network is
used to assist a user with exiting an application by guessing
when the user has completed or will soon be completing a
task.

A Bayesian network knowledge base for assisting a user
with this task is displayed in FIG. 27. Profile information
including whether or not the user has reviewed help in past
(Reviewed__Help_in_ Past 240), has exited before (User__
Exited_ Before 241), and has demonstrated that they can
perform a double-click operation (Successful Double__
Click 242) are included. Modeled events represented as
observations in the Bayesian network include dwell after
activity (Dwell after Activity243), sequence of clicks on a
sequence of unrelated graphical icons (Click on Seq of
Unrelated 244), mouse meandering (Mouse Meandering
245), whether a document has been recently printed (Print
Doc 246) or a message has been sent (Send Msg 247), and
the duration of time an application has been up (Duration of
Time with App 248). A variable represents a probability
distribution over the most desired action, allowing us to use
probabilistic inference to reason about the likelihood of
alternative best actions.

The sample scenario, demonstrates the results of the effect
of monitored events on inference about the user. The sample
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case assumes the following profile: the user has not exited
before on his/her own, the user has not demonstrated a
successful double-click action, the user reviewed help about
exiting applications but did not dwell on the information.
The system now detects that the user has been in email for
almost 10 minutes, and that the user has clicked on an
unrelated sequence of graphical icons. FIG. 28 displays the
states of each random variable, and shows, by the length of
bars next to the states, the probability over different states of
each random variable. As demonstrated by the bar graph, the
Inference System 76 has computed that there is a high
probability the user is ignorant about exiting (User Ignorant
about Exit 249) and a low probability that the user has or will
shortly complete a major task (Major Task Completed 250).

In FIG. 29, we see the results of inference after new
modeled events are considered. In this case, the user has sent
email (Send Msg 247) and has now dwelled for more than
three scaled seconds after activity (Dwell after Activity 243).
Providing a tip to the user is now identified as the most
desired exit-related action (Most Desired Exit Action 251).
FIG. 30 shows the same scenario with one change: the user
has received help or assistance within the last two minutes
(Recent rec Exit Help 252). Now the most likely desired
action is to do nothing, followed by asking the user if the
system should exit the application for them (Most Desired
Exit Action 251).

IUAF Controller

There is typically a need for the overall control of various
components of the Intelligent User Assistance Facility. Con-
trols are needed for making decisions about the policy for
calling the Event Processor 74 and Inference System 76, and
for determining when assistance should be provided autono-
mously. FIG. 31 is a diagram illustrating various overall
coordinative control modes of the Intelligent User Interface
controller that may be used separately or together in com-
bination. The first coordinative control mode illustrated is
the timer mode 260 in which a repeated system timer fires
to notify the IUAF controller to begin another cycle of
monitoring and inference analysis (step 261). The IUAF
controller then invokes the inference system (step 262).
Upon completion of the inference analysis, the controller
waits until the timer fires again (step 263). The timer mode
can be extended to consider other constraints before allow-
ing a cycle to begin. For example, in cases where complex
inference occurs during event monitoring and inference, the
additional condition of assessing the availability of compu-
tational resources (e.g., identifying whether there is idle
time) can be added. Thus, the cycle of event processing and
inference will occur when a timer fires and when there is
also a condition of computational resource availability.

The second mode illustrated is the demand mode 265.
This mode only performs inference analysis when the user
asks for assistance. When an instrumented application
receives a query for help information (step 266), the instru-
mented application sends notification to the IUAF controller
(step 267). As aresult of receiving the notification, the [IUAF
controller then invokes the inference system (step 268).
Upon completion of the inference analysis, the controller
waits until it receives the next notification (step 269).

The third mode illustrated is the special event trigger
mode 270. In this mode, there is a list of special events that
trigger a cycle of inference analysis. Whenever the event
processor detects an occurrence of one of the special events
(step 271), the event processor sends notification to the
TUAF controller (step 272). Again, the IUAF controller then
invokes the inference system as a result of receiving the
notification (step 273). Upon completion of the inference

Page 47 of 50



US 6,262,730 B1

29

analysis, the controller waits until it receives the next
notification (step 274).

Any two or all three modes may be active at the same
time. In the case when all three modes are active, if the user
has not asked for assistance and has not initiated any user
actions that translate into one of the special events during the
period of the timer, then a cycle of inference analysis would
occur when the period of the timer expired. Otherwise, the
cycle of inference analysis would occur during the period of
the timer when the user asked for assistance or initiated a
user action that translated into one of the special events.
Integration of Analysis of Free-Text Query with Events

As mentioned earlier we can treat words in a user’s
free-text query for assistance as sources of modeled events.
One embodiment makes use of a probabilistic model relating
words in free-text query to the probability of relevant help
topics. This has been described in U.S. patent application
Ser. No. 08/400,797, and is incorporated hereby by reference
in its entirety. In one exemplary embodiment, words and
actions can be handled together in a uniform way as modeled
events in a system that reasons about the probabilistic
relevance of words and actions.

In an alternate embodiment, there are separate subsystems
for handling words and for handling actions. The analyses of
these separate subsystems are combined after separate
probabilistic analyses are completed. FIG. 32 is a flowchart
of the method for combining separate probabilistic analyses.
First a Bayesian analysis of the most relevant help topics is
computed for the given free-text query (step 280). This may
be done following the methods described in U.S. patent
application Ser. No. 08/400,797. The next step is to output
a list of help topics in rank order by the highest probability
of relevance (step 281). Then a second Bayesian analysis of
the most relevant help topics is computed for the given
program state, user profile and sequence of user actions (step
282). The next step is to output a second list of help topics
in rank order by the highest probability of relevance (step
283). Then both of these lists of help topics are combined,
after assigning a weight to the help topics on each list, by
computing the probability that each help topic which is the
same on both lists is relevant (step 284). The final step is to
output the combined list of help topics in order of highest
probability of relevance (step 285). In this embodiment, the
performance of the system can be tuned by weighting the
results of one set of events more heavily than the other by
changing the value of a real-numbered parameter that is used
to multiply the likelihoods assigned to the probabilities of
hypotheses of interest (e.g., relevance of help topics) pro-
vided by the word or action analyses.

Building separate systems for analyzing the handling of
words in a free-text query and user actions allows the two
subsystems to be separately optimized based on specific
properties of each class of events. The same can apply to
other sets of actions, such as vision and speech events in
systems with event monitoring that is extended with these
additional sensory modalities.

Separate analyses also allow for the ease of implementing
specific policies on combining the results, separating them,
or sequencing them. For example, an embodiment might
display an initial guess of assistance based on inference
based on monitored actions, but when words are added, rely
solely on the analysis based on the words, given the perfor-
mance of a word analysis systems versus an action system.
An alternative approach is to have control rules about the
combination versus separation of the inference in different
subsystems based on a comparative analysis of the results of
the words and actions analysis.

Control of Communicating and Performing Assistance

Beyond coordinative control functions, the [IUAF control-
ler also makes decisions about when to bother the user with
autonomous assistance or with queries for information about
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the user’s goals (based on value of information
computations). In an exemplary embodiment, a special
Bayesian network, or component of a network, resident in
the Inference system 76 computes the overall probability
that a user would like assistance at the current time. The
IUAF controller uses this changing probability to control
when autonomous help is provided. The IUAF provides
autonomous help whenever the computed probability that a
user would like assistance at that time exceeds a threshold
which may be changed by the user. A users changes the
threshold for offering autonomous assistance using a thresh-
old controller. The threshold controller, for example, may be
in the form of a sliding threshold control can be displayed to
users on an autonomous help window, allowing them to
change the threshold depending on the value they find in
receiving help versus the distraction it causes. A screen shot
of a dynamic assistance window with a threshold slider is
displayed in FIG. 22.

FIG. 33 is a flowchart of the method of providing autono-
mous assistance in this embodiment. During a cycle of
inference analysis, the inference system 76 outputs a list of
relevant help topics in order of highest probability of rel-
evance (step 290). This may be done as described previously
in the discussion of the inference system. The next step is to
determine whether the probability of the user needing help
exceeds the threshold set by the user for providing autono-
mous assistance (step 292). If the probability of the user
needing help exceeds the threshold set by the user, then the
inference system 76 provides a list of relevant help topics in
the order of highest probability (step 294). The list may be
truncated so as to only show the most likely or several most
likely topics, but within a window that allows the user to
scroll through a longer list if desired. Next, the list of
relevant topics are checked for redundant help topics that
have appeared in the previous list within a specified time
period (step 296). If there are no redundant help topics, the
list is displayed to the user (step 298). If the user responds
to the autonomous offer of help, then steps 290 through 298
are repeated until the user fails to respond before expiration
of the response timer. If the user fails to respond before the
expiration of the response timer, then a message of apology
is displayed on the title of the window (step 299) and the
window is subsequently removed.

Those skilled in the art will recognize that alternate
embodiments may be used such as only offering autonomous
assistance when directly requested by the user, e.g. by
clicking on a graphical icon associated with the intelligent
assistance facility. The system can also use computed mea-
sures of expected utility or its approximation for offering
autonomous assistance. Furthermore, the system could only
offer autonomous assistance when the sum of the individual
probabilities of the relevance of each topic in the set of
topics that will be offered to provide assistance exceeds
some constant value.

In an exemplary embodiment, guesses on help topics are
not presented when a user requests assistance, unless the
probability computed for the top five topics together do not
sum to at least 0.40. In yet another alternate embodiment,
autonomous assistance will not be offered unless the user is
pausing, so as to not distract the user while the user is
engaged in activity unless it is deemed important to assist the
user with that activity while the activity is in progress.

It can also be useful to provide social conventions and
metaphors. For example, the results of inference can be used
to control the behavioral gestures of a graphical social
cartoon character. An example of this kind of interface is
displayed in FIG. 34. IUAF inference results about likely
problems the user is having or potentially valuable assis-
tance might be alternately be displayed in a “thought cloud”
metaphor over a character’s head. Free-text queries can be
typed into a graphical text input box that appears to be a
means for a character to see or listen to the query.
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Speech Recognition Enhancement via Integration with
IUAF Components

Those skilled in the art of speech recognition will appre-
ciate the power that could be gained if the speech language
models used to characterize phonemes by probability were
dynamically influenced by information computed about the
goals, intentions, or needs of computer users. As portrayed
in the influence diagram in FIG. 12, user background and
goals influence the actions seen in an interface, the words
used in free text query, and the speech utterances generated
by users in attempting to communicate with a software
system or application. Understanding the likelihood of goals
and intentions of users in making utterances can enhance our
ability to perform automated speech recognition. Such sys-
tems will allow us to adjust the probabilities over utterances,
and thus, the likelihood of words, and phonemes being
uttered by users of computer software.

Speech recognition involves processing the audio signal
generated by an utterance into likely phonemes, and the
processing of phonemes into likely words. Probabilistic
systems for speech recognition may compute the likelihood
of phonemes given the audio signal and the likelihood of
alternate words given the signal. The term speech is used to
refer to the evidence provided by the steps of processing an
utterance into audio signals or into phonemes.

Bayesian speech understanding systems compute the
probability of word or stream of word from an utterance as
follows:

p(words) = p(speech | words)

p(words | speech) = D(speech)

By computing the probability over a user’s needs or goals
given user actions as represented by modeled events
(including those based on gaze), we can refine the accuracy
of the probability of words given a user speech as follows:

We can update the likelihood that words or word strings
will be used in the context of goals by representing the
likelihood that words or word strings will be used in the
context of specific goals, and update the base probabilities
that words will be used, p(words), contained in a typical
language model in real-time. That is, instead of using a static
database of p(words), we instead update the probability of
words as follows:

p(words)=%p(words|user needs;) * p(user needs,)

This computation takes advantage of a knowledge base of
context-specific language models that contain information
of the form p(words)=2p(words|user needs).

At run-time, actions are analyzed by the Event Monitor-
ing System and are passed to the Inference System which
provides dynamically the continually recomputed probabil-
ity distribution over user needs, p(user needs|events) as
described above. One exemplary application is the reasoning
about help topics, and context specific language models
contain information of the form p(words|relevant help
topic).

In a more general statement showing the modification of
the above equation for speech recognition, we input
dynamic events p(words|speech, events)=

Z p(words | user needs;, events) = p(user needs; | events)| =

i
p(speech | words)
plspeech)
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This can be reduced to:

p(words | events) = p(speech | words)

p(words | speech, events) = D(specch)

FIG. 23 displays the key components and flow of analysis
employing key components of the intelligent user assistance
facility to enhance speech recognition by dynamically
changing the likelihoods over words, and thus, phonemes
uttered. As displayed in the figure, user actions are tracked
by an instrumented program 72, and atomic events are
composed into modeled events by the Event Processor 74
and passed to the Inference System 76. The inference system
computes a probability distribution of the needs of a user and
the weighted list of needs are passed to a Dynamic Language
Model Generator 300.

The Dynamic Language Model Generator 300 has a
mapping between alternative needs and the likelihood of
utterances or words. This component may contain informa-
tion from a Language Model Database 301 that contains
language models containing probabilistic information of the
form, p(words|user need), the probabilities of different
words or word strings being uttered by a user given the user
needs. These language models can be constructed through
training with statistics from a large corpus of strings of
words that are recorded in different user-needs contexts. At
run-time, the Inference System provides a probability dis-
tribution over user needs which is used to control the
creation of an updated language model, based on weighting
the language models from the different contexts. The
updated language model 302 contains information of the
form, p(words|events), created by weighting sets of words in
terms of the likelihood of alternative needs based on the
probabilistic inference results.

Overall, taking advantage of context in listening can
enhance the accuracy of speech recognition system 303 by
lowering the probability of utterances that are unlikely and
raising the probability of utterances that are more likely, per
the user modeling.

Beyond use with software in receiving assistance, the
dynamic speech understanding has application in variety of
speech understanding tasks. As one example, the methods
have application in a variety of interfaces with command
and control, referring to the manipulation of controls and
functionality of software. If we model the goals of the user,
we can generate grammars that are appropriately weighted
to reflect the next steps of the user, and there are less prone
to error.

These methods can be used in conjunction with models
that generate the probability of the next software command
given user goals. In this approach we focus on a particular
user need, the desire for action. The user’s desire for action
may refer to the implementation of one or more software
controls by speech, including the access of one or more help
topics. We substitute p(desired action|events) for p(user
needs|events) in the above equations, and employ language
models that contain information p(words|desired action),
instead of p(words|user needs). Events considered in this
model can include context which may include information
about the window that is active and the text, buttons, and
controls that are displayed to the user while the speech
utterance is occurring.

For example, dynamic language models for command and
control have application in systems that explicitly generate
and display probabilistic results as part of their functioning.
Consider as an example, a probabilistic reasoning system
that employs a Bayesian network or influence diagram for
assisting a physician with diagnosis from a set of symptoms.
Bayesian reasoning systems in medicine may have sets of
windows containing the results of diagnostic inference. A
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window may list diseases by computed likelihoods, another
may list the best next symptoms or tests to evaluate, based
on value of information. By building or assessing a model of
the probability of the user’s actions given the context of
displayed information, which may include functions of the
computed probabilities and expected utilities assigned to
displayed objects, we can compute and use a dynamically
re-computed p(words events) in speech recognition.

While the present invention has been illustrated with
reference to exemplary embodiments, those skilled in the art
will appreciate that various changes in form and detail may
be made without departing from the intended scope of the
present invention as defined in the appended claims. For
example, the general event composition and inference sys-
tem may also be used in an operating system to provide an
intelligent user shell and, more generally, to optimize the
functionality of any computer system or software. Because
of the variations that can be applied to the illustrated and
described embodiments of the invention, the invention
should be defined solely with reference to the appended
claims.

What is claimed is:

1. An inference system for use in an intelligent user
assistance facility system for a software program, the infer-
ence system comprising:

a knowledge base, the knowledge base storing informa-
tion relating to at least variables that represent observ-
able states regarding user-initiated actions within the
software program, and to variables that represent
hypotheses about goals and needs for assistance of the
user relative to the software program; and

an inference engine, the inference engine identifying
help-oriented actions that a user can perform in the
software program to render operation of the software
program easier for the user, the help-oriented actions
optimizing expected utility of the user within the soft-
ware program given a cost of displaying the help-
oriented actions without initiation by the user, and the
goals and needs for assistance of the user relative to the
software program as stored in the knowledge base,

such that at least one of the help-oriented actions are
displayed to the user by the intelligent user assistance
facility system, and one or more of the at least one of
the help-oriented actions displayed to the user are
performed by the user within the software program.

2. The inference system of claim 1 wherein the knowledge
base is a Bayesian network.

3. The inference system of claim 1 wherein the knowledge
base is a set of logical rules.

4. The inference system of claim 1 wherein the inference
engine is a Bayesian network.

5. The inference system of claim 1, wherein the inference
engine includes a value-of-information component that
determines a probability that a value of acquiring additional
information from the user by the user assistance facility
system is greater than a threshold value, based on a cost-
benefit analysis performed under uncertainty.

6. A computer readable medium having computer execut-
able components of claim 1.

7. An inference engine for use in an inference system in
conjunction with an intelligent assistance facility system for
a software program, the inference engine comprising:

a Bayesian network comprising nodes representing
hypotheses about goals and needs for assistance of the
user relative to the software program, and nodes rep-
resenting observed evidence regarding user-initiated
actions within the software program; and
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temporal reasoning approximation functionality associ-
ated with at least one of the observed evidence nodes,
the functionality determining a probability of relevance
as the probability changes with passage of time, and
identifying help-oriented actions corresponding to the
hypotheses nodes that a user can perform in the soft-
ware program to render operation of the software
program easier for the user,

such that at least one of the help-oriented actions are
displayed to the user by the intelligent user assistance
facility system, and one or more of the at least one of
the help-oriented actions displayed to the user are
performed by the user within the software program.
8. The inference engine of claim 7, wherein the observed
evidence are high-level modeled events modeled from the
user-initiated actions within the software program according
to event composition rules defined in an event specification.
9. A method for an inference system to autonomously
acquire unobserved information from a user to assist in
determining suggested user assistance, comprising:
ordering a list of a plurality of items of the unobserved
information from highest to lowest value;
proceeding down the list by performing for a given item
of the list:
determining a benefit of obtaining of the given item;
determining a cost of distracting the user to obtain the
given item;
in response to the benefit exceeding the cost, submit-
ting a request to the user to provide the given item;

until occurrence of one of: the user fails to respond to the

request, and the cost exceeds the benefit.

10. A method for improving accuracy of a speech recog-
nition system used in conjunction with an intelligent assis-
tant facility system for a software program, the method
comprising

detecting user-initiated actions within the software;

program,

composing high-level modeled events from the user-

initiated actions according to event composition rules
defined in an event specification,

employing probabilistic inference to determine a prob-

ability distribution of goals and needs for assistance of
a user relative to the software program from the high-
level modeled events,

modifying probabilities of the words in a language model

database that are recognized by the speech recognition
system based on the probability distribution,
detecting speech of the user, and

recognizing the speech of the user as one or more of the

words in the language model database, based on the
probabilities of the words in the language model data-
base as have been modified based on the probability
distribution of the goals and needs for assistance of the
user relative to the software program.

11. The method of claim 10, wherein the speech of the
user as detected relates to user-spoken commands for the
software program.

12. The method of claim 10, wherein the speech of the
user as detected relates to user-spoken help queries regard-
ing the software program.

13. A computer readable medium having computer
executable instructions for performing the method of claim
10.
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