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ED 2000

MULTIPATH COMMUNICATION DEVICES AND METHODS

RELATED APPLICATIONS
[0001]  This application is a continuation of U.S, Patent Application Serial No, 13/531,294
filed June 12, 2012, which is a continuation of U.S. Patent Application Serial No, 12/581,352
filed October 19, 2009, which is a continuation of U.S. Patent Application Serial No. 10/686,375
filed October 14. 2003, which claims priority to U.S. Provisional Application Serial No.
60/418,521, filed October 15, 2002, all of which are incorporated by reference herein,

BACKGROUND OF INVENTION

[0002] The primary function of the RCG is to provide a platform for Competitive Local
Exchange Companies (CLECs) to compete with the Local Exchange Companies (LECs) for
residential voice and data services. The LECs have a strangle heold on the *last mile” of copper
over which almost all residential customers receive their communications services. Today, most
CLECs resell the existing services that are offered by the LECs., CLECs make their money by
purchasing these services from the LECs at a discount and marking them up to the customer.
Since these services are regulated and controlled by the Public Utilities Commission (PUC) the
pricing for these services to the CLECs is set. The monthly CLEC discount is approximately $5
to $6 per line per month for basic rate services. This means, in practicality, that a CLEC can
only charge an additional $5 or $6 to the residential customer for basic rate services otherwise
they would be more expensive than the LEC, and no one would buy the services from them;
telephone customers would simply stay with the LEC.

[0003] To be competitive then, CLECs try to sell additional services such as call waiting,
caller ID, etc. where they have as much as a 50% margin. Some CLECs also bundle long
distance services with their packages as additional incentive to get residential customers to buy
local telephone service from them. Since long distance fees are as low as pennies per minute to
the customer, there is little profit in long distance for the CLECs. As it is, the pricing structure
is such that the LECs will stay in control of the residential market, and the CLECs are nothing
more than a marketing arm of the LEC. This structure also keeps the CLECs at an equal

competitive advantage, or disadvantage, with respect to each other, The only thing that one
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CLEC could do to gain more customers is to be a better marketier. Since the CLECs are unable
to discount their services because their margins are too slim as it is, the net effect is that the
consumer looses by not really getting competition in the residential markets, and prices are kept
artificially high.

[0004]  For the CLECs to be truly competitive in the local telecommunications markets, they
must be able to do more than simply resell the LECs services. CLECs must be able to offer
many more features or services than those that the LEC provides, and they must be able to do
this at a lower cost, in order to attract new customers.

[0005]  So, what new services can the CLECs offer? As things stand today there are none,
with the exception of DSL or Cable services which require tremendous infrastructure costs on
behalf of the CLEC. However, by deploying an RCG in a residence, CLECs can offer advanced
new calling features and services over the existing POTS line. Their costs for the POTS line
from the LEC remains the same, but they can now charge for high bandwidth data services as
well as additional calling and messaging features that the LECs cannot offer. This is their

competitive advantage,

Competition:

[0006] Many companies are currently trying to provide VolP services to residential
customers over high-speed or broadband backbones such as DSL and cable modems, over
Internet connections via a computer. The high-speed services require expensive infrastructure
enhancements to the local telephone companies’ facilities and cable plants, as well as expensive
modems at the customer’s end. These services are also difficult to deploy and too complicated
for the average user. Internet based VoIP services suffer from Internet delays caused by a lack of
true Quality of Service (QOS) capabilities across the Internet. Existing VoIP services also
require access to a computer and a technical knowledge to be able to make it work. Because of
these problems, VoIP services are primarily targeted at the corporate market place where private
IP networks that can carry VoIP services with a true guaranteed QOS exist, or can be controlled.
[0007] The only available alternatives for the residential user for high speed services are
DSL and cable modems. DSL and Cable based communications reach only a small segment of

the population, and growth has failed to live up to initial expectations. The recent collapse of the
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internet boom has led to the failure of many DSL service providers and has effectively

eliminated DSL as a potential service for most POTS users for the immediate future.

SUMMARY OF THE INVENTION

[0008] The RCG combines the capabilities and features of IP routers, Class 5 circuit switches
and wireless LANs in a small stand-alone external modem like device, Additional capabilities
for a hands-free speakerphone device with a large touch display are also detailed. The RCG can
employ a large display with sufficient resolution to provide a functional user interface to access
all of the advanced features offered by the RCG, but also to be able to provide video telephone
services,

[0009] The device is placed in a residence and connected to the primary POTS line coming
from the LEC. Up to three standard telephones or FAX machines (or any combination) are
typically connected into the RCG. It also has a Universal Serial Bus (USB) and/or a 10-100
Ethernet interface for connection to a computer or a Local Area Network (LAN). In addition, it
has an 802.11b/g wireless interface for wireless home networking as well as broadband-to-the-
home services.

[0010] The system is installed in a customer’s home by simply plugging it into the existing
incoming telephone line that provides POTS services from the LEC. One or more standard
telephones are then plugged into its three line-output jacks. This is the simplest and most basic
usage. In this implementation, the user only is interested in gaining additional telephone lines
into the household. No computer connection is required in order to use the system. However, if
data communications are desired, then there are three additional interfaces for computer
connectivity. Typically either an Ethernet port, USB port or firewire (IEEE 1394) port is used to
connect to a PC or LAN, The 802.11b/g interface is for wireless communications between the
RCG and PCs, other RCGs as well as any other types of compatible wireless devices. A version

of the RCG includes a speakerphone and video camera to provided for video telephone services.

Services provided by the RCG:
[0011]  The following discussion refers to figure 1. The RCG has a main system processor
that is responsible for all house keeping and traffic routing tasks, The Main CPU 19 routes data

3
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ED 2000

to and from the Ethernet Port 11, USB Port 12, Modem/DAA 41, DSP Engine 33, 802.11b/g
Module 36 and the Display and Keypad 10.

[0012] The RCG provides a total telecommunications communications services package for
residential and small business customers. With the RCG, a CLEC can offer its customers
dialtone for up to three separate telephone numbers per residence (the limit of three telephone
numbers is an arbitrary number based upon typical residential usage and is not a limit imposed
by the system), all local and long distance services, 24/7 always-on Internet access, a host of
custom messaging and calling features. as well as Broadband access and lifeline service. All of
these services can be offered over a customer’s existing POTS line, and it doesn’t require any
network infrastructure build out like DSL and Cable services. Because there is no expensive
network equipment required, it can be readily deployed throughout the country to expand the
CLECSs customer base quickly.

[0013] The RCG is designed to enhance, not replace, the existing telephone line, enabling it
to provide new combined packetized voice and data services. Meanwhile, all existing
telecommunications infrastructure and equipment will continue to work scamlessly with the
RCG. Aside from simply installing the low cost RCG device in the home telephone wiring, no
other equipment needs to be purchased by either the home owner or telephone companies. This
eliminates the tremendously expensive infrastructure costs for communications companies that

are trying to provide voice services using DSL or cable modems,

The RCG VIP Home Gateway features:

[0014] Up to three telephone lines i.e, numbers, over a single POTS line and/or wireless
connection,

[0015]  Ethernet, USB and IEEE 1394 computer interfaces.

[0016] Full G1. G2 and G3 FAX support.

[0017]  Full support for all CLASS services.

[0018] Broadband networking for home computers and appliances as well as wide area
networking using a combination of a plurality POTS lines connected to a plurality of RCGs
and/or a direct wireless connection to a wireless access point., (These interfaces allow smart

devices to communicate to other devices within the home, or over the Internet through the RCG.)
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[0019]  Automated, remote upgradability and configuration. (Requires the customer to do
nothing.)

[0020]  Transparent unser operation. (User doesn’t have to know that any new technology is
being employed)

[0021]  100% compatible with existing public telephone system,

[0022] Video Telephone capabilities,

[0023] No local or long distance usage charges.

[0024] No Internet access fees.

[0025] Lower monthly communication costs.

[0026] Multiple telephone calls at the same time.

[0027] Voice messaging, follow me features, call forwarding, automatic call back,
conferencing, custom call routing. Home networking capabilities, all CLASS calling features,
high speed broadband networking, continuous 24/7 internet access. and many others,

[0028]  All of these features are available even while connected to the Internet.

[0029] Very low cost of entry into the market, especially as compared to broadband
alternatives.

[0030] New calling features that are not currently available to home users,

BRIEF DESCRIPTION OF THE DRAWINGS

[0031]  Figure 1 shows the RCG functional block diagram with the preferred embodiment of
an 802.11 wireless connection.

[0032] Figure 2 shows the network topology for native RCG to RCG communications,
[0033] Figure 3 shows the network topology for an RCG to PSTN call.

[0034] Figure 4 shows the RCG top view with associated functions.

[0035] Figure 5 shows the RCG rear view and associated connections.

[0036] Figure 6 shows a typical application with peripheral equipment connections.

[0037] Figure 7 shows an ad-hoc wireless LAN configuration with ppp multilink data
distribution and wireless connectivity,

[0038] Figure 8 shows an ad-hoc wireless LAN configuration with ppp multilink data
distribution and wireless connectivity with connection to a broadband neighborhood access point

(Wi-Fi hot spot).
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[0039] Figure 9 shows an ad-hoc wireless LAN configuration with ppp multilink data
distribution and wireless connectivity with wireless data hopping with POTS connections

through numerous different Class 5 offices,

DETAILED DESCRIPTION OF THE INVENTION

[0040] The preferred embodiment is detailed herein using the ubiguitous 802.11 wireless
protocol, It is by no means insinuated that this is the only wireless scheme that can be used by
this device; rather, it is intended that any wireless transmission scheme can be used for wireless
communications between this device and other wireless devices as various applications may

dictate,

System Initialization

[0041] Refer to figures 1. 2 and 3 for the following discussion. When the RCG is first
plugged into an AC power outlet the Main CPU 19, performs a Power-on Self Test (POST)
routine. Once the POST completes and the RCG is connected to an active POTS line, connected
to the LEC, by means of the Incoming POTS Port 40, the RCG automatically initiates a modem
connection via the Modem/DAA 41, to a registration service via a toll free 800 telephone
number. The registration service connects directly to the service provider’s sales or customer
service offices via a VolP connection. An operator or an automated service answers the call and
sets up a new account for the customer. Once the account is set up, the service provider’s
network automatically sends control information to the device to store the required routing and
feature/service information in its non-volatile memory of its Main CPU 19. As part of this
information, a local dialup telephone number is sent to the device that it will use for local
network access in the same fashion as a standard ISP connection is made from a home computer.
The URL of the Softswitch/SIP Proxy Server and Registrar 51 that will be controlling this
particular device is also stored at this time. During the service activation and configuration
process, the customer service operator can send test requests to the device, as well as call into it
on another telephone number (assuming an additional telephone number is part of the users class
of service) or the speakerphone to verify that it is configured and working properly. The final

step of the configuration and initialization process is to register the device with the appropriate
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Softswitch/SIP Proxy Server and Registrar 51 so that the Softswitch/SIP Proxy Server and
Registrar 51 knows that it is the controlling SIP Proxy for this RCG. Also configured at this
time is the username/password verification server (this is a standard network device and is not
shown) that is used to allow the RCG’s modem to make a connection onto the service provider’s
network, Once the RCG configuration is completed, it disconnects the call by hanging up the
Modem/DAA 41, then dials the new local network access number that had been sent during the
configuration process and establishes a constant local network connection. This connection is
maintained continuously on a 24/7 basis, and is immediately reestablished whenever it drops,
Should the RCG become unable to reestablish this connection after several tries, it will switch
over to failsafe mode and inform the user via the Display and Keypad 10. The RCG will try to
reestablish the connection every few minutes until it finally succeeds.

[0042] By default, the first telephone port, POTS | Port 30, is assigned as the termination
port for the existing POTS service that is connected to Incoming POTS Port 40, This is the
existing telephone service that the user already has as his primary telephone service from his
LEC. POTS 1 Port 30, typically has connected to it a standard telephone set that does not require
any power (other than that derived over the POTS interface) to operate properly. POTS 1 Port
30 is the Lifeline telephone port for the user. In the case that all power is lost to the RCG, POTS
1 Port 30 will fail to a direct connection to the Incoming POTS Port 4(} telephone line that comes
into the RCG from the LEC to provide uninterrupted telephone services to the user. In this state,
however, none of the enhanced VoIP services of the RCG are available to the user since the user
simply has a stand POTS telephone service to the LEC.

[0043] Two additional and unique telephone numbers can be assigned to the other two
telephone ports, POTS 2 Port 29 and POTS 3 Port 28, by the service provider at any time, These
numbers are drawn from a pool of available telephone numbers assigned to the service provider.
POTS 2 Port 29 and POTS 3 Port 28 must to have standard telephone numbers assigned to them
so that the PSTN is able to route calls from its network to these ports. For calls originating from
IP based telephaones, these numbers are not necessarily needed since POTS 1 Port 30, POTS 2
Port 29 and POTS 3 Port 28 are uniquely identifiable to IP networks via their IP addresses
assigned through the Dynamic Host Configuration Protocol (DHCPF) at the time that the RCG
establishes a connection to the service provider’s network. Since POTS 2 Port 29 and POTS 3

Port 28 must have a telephone number assigned to them, it is a matter of convenience to use the

RED HAT 1010
18 RED HAT V. CAS



ED 2000

assigned telephone numbers as part of their SIP address for IP routing of their data. In this way,
all three user POTS ports, POTS 1 Port 30, POTS 2 Port 29 and POTS 3 Port 28 are all
addressed the same manor.

[0044] At this point, the user is able to take advantage of all of the RCG’s features that have
been activated according to his service agreement. The user can at any time connect additional
telephones, a computer or a computer network to the RCG. The user will only be able to use
those telephone ports (POTS 1 Port 30, POTS 2 Port 29 or POTS 3 Port 28) that have been
activated. and assigned unique telephone numbers by the service provider. Any type of standard
telephone can be connected to the three POTS ports, POTS 1 Port 30, POTS 2 Port 29 and POTS
3 Port 28. In the event that a cordless telephone or a telephone that derives its power from an
AC outlet is connected to POTS 1 Port 30, the lifeline functionality of this port will be
ineffective since the telephone itself will not operate once power is lost.

[0045] The speaker phone feature of the RCG, comprised of Speakerphone Drivers 22,
Microphone 24, Speaker 25 and DSP Engine 33, can be used on any of the activated telephone
numbers and is by default enabled to operate on POTS 1 Port 30. Once either of the other two
telephone ports, POTS 2 Port 29 or POTS 3 Port 28, is activated, the speakerphone function is
activated for those lines as well. To use the speakerphone for any assigned telephone number,
the user simply presses either the Line Select Button 79-81 for Line 1, Line2 or Line 3 on the
face of the RCQ, and the speakerphone function is activated on that line, This is convenient for
answering any call directly at the RCG. The RCG may or may not have a number keypad for
originating calls. This feature may be added or removed based upon the target market price
points,

[0046] The determination as to which Inter Exchange Carrier (IXC) the RCG will route its
data through is determined by any of a number of criteria including, but not limited to, whether
the RCG is a private labeled product, or which carrier has the lowest cost routing, or if a specific
carrier is specified by the customer, or and number of other considerations, The RCG can be
programmed to change its routing path to any IXC at any time by the service provider.
Complicated routing algorithms can be programmed into the RCG to control which IXC it will

use at any time.
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Failsafe Mode

[0047] During any time that the RCG is in failsafe mode i.e. Lifeline failsafe logic 39 is
activated, the RCG will only be able to receive or initiate telephone calls via the telephone
connected to its primary telephone port, POTS 1 Port 30 or through its speakerphone feature. In
this condition, all activated telephone numbers are ported via the PSTN to the primary (first)
telephone number for delivery to the user’s telephone that is connected to POTS 1 Port 30.
While in failsafe mode, the modem is not activated, and the RCG appears to the local Class 5
office as a standard telephone. and the PSTN will route all incoming calls to the RCG as it

normally would to any standard telephone.

Call Flow 1:

[0048] Dialed call origination from a telephone connected to an RCG POTS port and
terminating at another user’s RCG POTS port;

[0049] When a user picks up a telephone connected to any of the three POTS ports, POTS 1
Port 30, POTS 2 Port 29 and POTS 3 Port 28, an off hook condition is detected by the
SLIC/CODEC Interface 27 that is connected to the DSP Engine 33 by way of the DSP Audio
Interface 31. The DSP Engine 33 responds by sending digitally generated dialtone to the
appropriate POTS interface over the DSP Audio Interface 31. (Note: all BORSCHT telephony
functions are performed by the DSP Engine 33 and the SLIC/CODEC Interface 27.) Upon
hearing the dialtone, the user enters the desired telephone number on his telephone keypad. The
Dual Tone Multi-Frequency (DTMF) digits that the user dials are decoded within the DSP
Engine 33. The dialed digits are transferred to the Main CPU 19 via the CPU/DSP
Communications Path 34, The Main CPU 19 polls the DSP Engine 33 approximately every two
milliseconds looking for data. The Main CPU 19 polling rate varies according to the process that
is being performed. The CPU/DSP Communications path 34 also can generate an interrupt to
force data transfer between it and the Main CPU 19,

[0050] The Main CPU 19 generates a SIP Invite IP packet using the dialed digits as the
called destination address and the URL of its local controlling SIP Proxy Server which was
programmed into the RCG during the configuration process. The Main CPU 19 passes this SIP
packet off to the Modem/DAA 41 for transmission over the network. The RCG Modem/DAA 41

is connected to and communicating with a modem in a modem bank located in the Inter
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Exchange Carrier’s (IXCs) facility. This facility may actually be located in the LEC’s physical
plant or it may be physically located at another location.

[0051]  Referring to Figure 2, User A RCG 44 is connected via its modem to the LEC’s local
Class 5 Office A 47. In this example, the service provider’s connections to the IXC A Modem
Bank & Router 48 are through IXC A Inter-Office Trunks 46, The service provider may or may
not be the IXC. If the service provider does not have its own network, then it will purchase
capacity from an IXC and route its traffic to that IXC’s facilities. The SIP Invite TP Packet that
is sent from User A RCG 44 transits the LEC’s Class 5 Office A 47 facilities and is routed to the
IXC A Modem Bank/Router 48 via the IXC A Inter-Office Trunks 46, It is the job of the router
to take the IP packet and route it on to its intended destination, in this case the appropriate SIP
proxy server 51. The router nses the URL for the Softswitch/SIP Proxy Server and Registrar 51
contained in the SIP Invite to know where to route the packet. {Note: The Softswitch, SIP Proxy
Server and Registrar are logical devices that may reside in a single computer system, or may be
implemented as completely separate devices. In this example, the Softswitch, SIP Proxy Server
and Registrar are all shown as a single physical device running these three separate processes.)
The IXC A Modem Bank/Router 48 sends the SIP Invite IP packet on to Softswitch/SIP Proxy
Server and Registrar 51 via an IP based network route 52.

[0052] The SIP Proxy Server process running on Softswitch/SIP Proxy Server and Registrar
51 performs a look up to determine the termination destination for the call using the dialed digits
passed along in the SIP Invite IP packet. In this example, the terminating device for User B
RCG 56 is via IXC B’s Modem Bank/Router 49 then through Class 5 Office B 50 and over User
B POTS line 55 and finally to User B RCG 56. Not covered in detail here is the SIP message
handling since it is completely covered in IETF RFEC2543, This example shows that both the
originating and terminating ends of this call are controlled by the same Softswitch/SIP Proxy
Server and Registrar 51 device. Where the originating and terminating ends of a call are
controlled by different Softswitch/SIP Proxy Server and Registrar devices, an additional level of
SIP messaging is used between the two SIP Proxy Server processes of each of the Softswitch/SIP
Proxy Server and Registrar devices to locate and control the terminating location of the call.
Again, that information is covered in IETF RFC2543 and is repeated here.

[0053]  After the call routing is setup using SIP, and User B answers the call, the

Softswitch/SIP Proxy Server and Registrar 51 device sends IP address of the originating User A
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RCG 44 to the User B RCG 56 and the IP address of User B RCG 56 to User A RCG 44, Once
both RCG’s have the other’s IP address, they then communicate directly to each other using Real
Time Protocol (RTP), and the Softswitch/SIP Proxy Server and Registrar 51 device is no longer
part of the connection. This direct communication is shown as IP based RTP Stream 57 between
IXC A Modem Bank/Router 48 and IXC B Modem Bank/Router 49,

[0054] On the receiving end of the call, referring back to Figure 2, User B RCG 56 receives
the SIP Invite data stream through its Modem/DAA 41 and passes it on to the Main CPU 19,
The Main CPU 19 reassembles the SIP IP packet and interrogates the header information to
determine which POTS port, POTS 1 Port 30, POTS 2 Port 29 and POTS 3 Port 28 the call is
destined for based upon the dialed number contained in the SIP Invite message. The Main CPU
19 commands the DSP Engine 33 to control the SLIC/CODEC Interface 27 to apply ringing
voltage to the selected POTS port to ring the phone. A corresponding SIP 180 {ringing) message
is sent back to User A RCG 44 in the reverse direction, When the phone attached to the selected
POTS port is answered, the off hook condition detected by the SLIC/CODEC Interface 27 is sent
through the DSP Engine 33 to the Main CPU 19 that sends the SIP 200 OK message back to
User A RCG 44 to let the RCG know that the call was answered by User B RCG 56 and to turn
off the audible ringing tone for User B. Once the call is established, User A RCG 44 sends and
ACK F12 SIP message to User B RCG 56 indicating that User A RCG 44 understands that the
call setup has been completed.

[0055] The two RCGs now exchange SIP messages that include the type of voice encoding
that will be used such as G.729, G.723.1, G.711 etc to configure their RTP streams so that they
can reliably transfer the user information between them, At this point the call (voice data) is sent
between both RCGs and a normal telephone conversation takes place between the user A and
user B.

[0056] Call teardown is accomplished by either user hanging up their telephone. The RCG
of the terminating end (the end that hangs up the phone first) detects the on-hook condition and
sends a SIP Bye message to the other end. The other end upon receiving the SIP Bye message
responds with an OK 200 SIP message and disables the appropriate POTS port that the user was

using.
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[0057] The Speakerphone interface can be used for either end of a telephone conversation in
exactly the same way as described above except that the corresponding POTS port that the call

was intended for is disabled if the call is answered via the speakerphone.

Call Flow 2:

[0058] Calls between an RCG device and a PSTN telephone:

[0059] Refer to figure 3 for the following discussion.

[0060] In the previous call example, the PSTN network had nothing to do since the call was
over a previously established modem connection between two RCGs. In the cases where a call
originates or terminates to a standard telephone serviced by a Class 5 office, the process is a bit
more complicated.

[0061] When a call originates from a user via an RCG, such as User A RCG 44, the call
handling practices are exactly the same up to the point that the SIP Proxy Server process in the
Softswitch, STP Proxy Server and Registrar 51 performs a lookup to determine how to route the
call. In this case, the SIP Proxy Server process determines that the call terminates at a standard
PSTN telephone attached to the Class 5 Office B 50. Since the call originates as a native VoIP
service, it must be converted to a standard switched circuit based service to be able to be
delivered to User B’s telephone 61. The conversion is performed by the IXC’s Media Gateway
60 device, In this example, the SIP Proxy Server process routes the call via the IXC’s Media
Gateway 60 device instead of through the IXC B Modem Bank/Router 49 as before. The SIP
Proxy Server process sends a SIP Invite to the IXC’s Media Gateway 60 device, as well as other
control information, to direct the Media Gateway 60 device to terminate the call and to apply the
appropriate voice compression algorithm to the media stream to convert it between switched
circuit PCM format and the selected VoIP protocol. At the same time, the Softswitch process of
the Softswitch, SIP Proxy Server and Registrar 51 device sends commands to the Media
Gateway 60 device to cause it to route the call’s PCM data to a specific channel on the IXC B
Interoffice Trunk 54. The Softswitch process then generates an SS7 ISUP message that is sent
over the PSTN 857 signaling network to the Class 5 Office B informing it of the incoming call
and on which circuit the call has been placed. It is up to the PSTN at this point to ring the User
B telephone 61 and process the call between the IXC’s Media Gateway and the User B

Telephone 61.  The Softswitch process handles the signaling conversion between the PSTN’s
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SS7 network and the IXC’s SIP messaging, as well as any other proprietary signaling schemes
utilized by the IXC to control its network. The standard SS7 call control messages, such as
ringing, busy, ring back etc., all have a comparable SIP call flow control messages, The
Softswitch simply maps the SS7 messages into STP messages and visa-versa while routing the
messages to the appropriate network equipment,

[0062] As in the case of a call between two RCGs, the RTP media stream (the actual call
data) is routed directly be the IXC A Modem Bank/Router 48 and the IXC’s Media Gateway 60
via an IP based RTP Stream 57.

[0063]  Again, call teardown is accomplished by either user hanging up their telephone,
Depending which end hangs up the phone first, the associated network will generate the
appropriate messages which will eventually make it back to the Softswitch process. The
Softswitch process will relay the appropriate call control messages between the PSTN and the
IXC’s SIP based control system.

[0064] A telephone call originating from a PSTN telephone is configured and setup in the
same fashion as the above description except that the originating messaging begins within the

PSTN network instead of the IXC’s network.

Personal Computer based communications:

[0065] Where the RCG is connected to a Personal Computer (PC) through either its USB
Port 11 or Ethernet Port 12, the RCG operates exactly as a cable or DSL type modem device.
The RCG is simply a pass throngh for the computer’s data. The RCG receives the TP packets (of
whatever type) from the computer and sends the information unchanged to the Modem/DAA 41
interface for transmission over the Internet, Received information from the Internet is processed

in the reverse way.

Dynamic Bandwidth Allocation:

[0066] When a modem connection is established between the RCG and the “Network”, the
total available bandwidth of this connection is used in a shared/prioritized fashion. Voice
services (calls) take precedence over data services, Therefore, when no calls are in progress all
of the available bandwidth is used by data type services such as surfing the Internet or

uploading/downloading files. However, when a call is to be passed through the RCG, the
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required bandwidth for the call is deallocated from the data services and prioritized for the
telephone call. This necessary because the Quality Of Service (QOS) is important for effective
communications over electronic networks. Since the voice data is carried over a “'data centric”
network topology (an IP based network), call quality can suffer greatly. Every effort must be
taken to eliminate or reduce the packet delay through every network element to be able to
provide the best call quality. For data applications such as surfing the Internet or downloading
files packet delay is acceptable and expected, and it does not affect the “quality” of the data.
[0067]  Since all voice and data is transmitted as packets, there are no “time slots” or other
type of “channelization™ associated with the transmission of this data over either the POTS line
or the wireless interface. Channelization of the voice data does occur within the SLIC/Codec
Interface — 27 but is converted into IP packets by the DSP engine — 33 and is handled as packets
from that point on.

[0068] Regardless of whether the call is originating or terminating at the RCG, the
bandwidth allocation process is the same. When the SIP call setup messages are processed, the
type of voice compression that will be used is defined, The RCG Main CPU 19 handles the IP
packet flow between the DSP Engine 33, USB Port 12, Ethernet Port 11, 802.11b/g Module 36
and the Modem/DAA 41 devices giving priority to the voice packets to and from the DSP Engine
33 and the Modem/DAA 41 interfaces. Voice compression algorithms create IP packets at a
specified number of packets per second, These packets are handled by a timed process in the
RCG. This process is started during call setup so that the packets are handled at the correct rate
based upon the compression algorithm’s packet generation rate. There is no priority assigned
between the voice packets of each of the three different POTS Ports 28-30. When more than one
voice call is in progress, they are handled in a round robin fashion based upon the packet rate for
the compression algorithm used. If, for example, two calls are using a compression scheme that
generates packets every 2 milliseconds, and the third generates packets every 4 milliseconds,
then the calls utilizing the faster packet rate will be polled at twice the rate as the call using a
slower packet rate but they are not given priority “over” the other call. Only when there are no
voice packets ready for transmission to the Modem/DAA 41, i.e. during the approximately 2 to 4
millisecond packetization period between packets, will any pending data packets received from
the USB Port 12, Ethernet Port 11 or the 802.11b/g Module 36 be sent to the Modem/DAA 41

for transmission over the network.
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[0069] Thus, the POTS bandwidth is allocated on a per packet basis, not on a “time slot” or
“channelization” or even a “frequency” basis as it the case with T-Carrier, DSL or channelized
DSL systems. The same is true for the wireless interface, whether it is carrying pure data or
voice,

[0070]  Security is currently a big concern in today’s networks, and especially with wireless
802.11 transmissions. For this reason, the RCG defaults to route voice data over the users POTS
connection via Incoming POTS Port 40.  As security concerns regarding wireless
communications transmissions are addressed and alleviated, voice call data can, and will, be

routed over the wireless interface via the 802,11 b/g Module 36.

FAX Transmission:
[0071] Group 1, 2 and 3 fax transmission is completely supported by the RCG. Fax
transmission has the same priority as other voice communications, That is to say that FAX

transmission is treated the same as a voice call and takes precedence over native IP data traffic.

Broadband Over POTS:

[0072] One of the primary functions of the RCG is to be able to transfer large files such as
video files over the POTS lines to a residence. The ability to do this is limited by the maximum
of 56Kbps due to the design of the digital Class 5 office linecards and network transmission
schemes based upon T carriers. Typical Class 5 linecard design samples the POTS lines at a rate
of 8,000 samples per second. Typically, each sample is digitized into 12 to 16 bits by a codec
device. The digitized sample is then companded to an 8 bit sample (1 byte) which makes up the
PCM data stream that is transferred over the PSTN, Therefore, each POTS line is sampled at an
effective rate of 64Kbps. Since legacy T1 transmission equipment uses robbed-bit signaling, the
maximum guaranteed transmission rate for the PSTN as a whole is 56Kbps. Because of this
limitation, standard POTS lines can only gnarantee a maximum of 56Kbps transfer rate under the
best conditions. DSL equipment gets around this problem by installing DSL Access
Multiplexing (DSLAM) equipment at the Class 5 office end of the POTS line. By routing
around the linecard, as well as routing the data directly over the Internet or other private IP based
networks, and therefore the 64Kbps sampling rate, DSL is not bandwidth limited like PSTN

traffic is. DSL, however, suffers from the very high costs associated with the purchase,
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installation, maintenance, floor lease costs, etc. DSL also suffers from very high deployment
costs resulting from the labor intensive process to turn up each line. Each DSL “POTS” line
must be inspected, conditioned and all load coils removed.

[0073] The RCG gets around the 56Kbps POTS limitation as well as the DSL problems by
using the standard POTS lines as they are, and not requiring any additional equipment to be
installed at the Class 5 end of the POTS line. This technique simplifies deployment and

drastically cuts costs.

Multilink PPP connections:

[0074] Referring to figure 7, the RCG implements broadband over POTS by employing an
802.11 b/g wireless interface to configure a multilink PPP bundle — 87 (per RFC 1990)
comprised of the POTS lines connected to up to 32 RCGs. The limitation of 32 RCGs in a
multilink PPP bundle is an arbitrary number and can be scaled up or down as required to support
changes in network equipment capabilities. An 802.11b/g interface — 87 is shown as the
preferred embodiment, since its 11/54 Mbps interface is considered sufficient bandwidth at this
time also, its transmission distances are sufficient for implementation of this device, as opposed
to other shorter ranged wireless transmission schemes. However as time goes on, some other
wireless interface may be more desirable. There is nothing special or specific to the 802.11
wireless interface that makes it particularly suited to this application, Any wireless interface
scheme can be used to implement this device.

[0075] The 802.11b/g interface — 88 on an individual RCG is also used to provide a peer-to-
peer wireless home networking environment to other 802.11 compatible wireless component
within the residence (such as a hand-held computer device) while acting as an always on dialup
Internet gateway over the POTS line — 40 for the other wireless devices. An RCG that is
transferring a very large file can request the services of 31 (in this embodiment) other RCGs to
assist in the file transfer using their respective POTS lines, A single RCG can therefore gain the
combined bandwidth of up to 32 POTS lines transferring data at as much as 56Kbps each to
transfer information. This is roughly equivalent to a transfer rate of 1.79Mpbs in the inbound
direction (towards the RCG) and approximately 1.075Mbps in the outbound direction (towards
the PSTN).
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[0076]  The multilink PPP connection — 87 is initiated by an RCG when it determines that the
file (or streaming service) that it is to download (receive) is of sufficient size or requires a
minimum amount of bandwidth to justify the use of a multilink PPP connection, This
determination can be made on many different criteria such as the file size, type of data being
transmitted, the type of compression if any, a Quality-of-Service requirement or any other
pertinent information. (Since a certain amount of overhead is required to set up a Multilink PPP

connection, it doesn’t make sense to use it for small or low data rate transfers,)

Multilink PPP bandwidth allocation and initialization:

[0077]) Referring to figure 7, an RCG — 85 that decides to initiate a multilink PPP session
with a remote computer i.e. internet URL, requests a multilink PPP session with that URL
resource via Link Control Protocol (LCP) session management. The initiating RCG - 85 and the
remote server computer {not shown) will negotiate the pertinent multilink parameters such as
compression, packet size, sync/fasync, link quality monitoring, bit stuffing etc. As part of a
successful multilink PPP session setup, the initiating RCG —85 receives a multilink PPP session
ID, or “magic number”, which is used to identify this particular multilink PPP session and is
also used for adding or removing links from the multilink bundle — 87 . Once the multilink
bundle is setup, the initiating RCG — 85 begins data transfer across its POTS interface — 90 with
the far end computer system. The initiating RCG — 85 then looks up the addresses of up to 31 (in
this embodiment) other RCGs in its router tables to use for the multilink PPP transfer. (If a
Neighborhood Access Point is available the RCG could request service through it instead of
setting up a Multilink PPP connection — see figure 8.) The initiating RCG - 85 determines the
number of remote RCGs - 86 that it wants to use to get the desired bandwidth for the transfer and
sends multilink PPP service requests via the 802.11 b/g wireless connections — 88 to the selected
remote RCGs - 86.  The selected remote RCGs - 86 respond back to the initiating RCG with
either an acceptance or denial of multilink PPP service request. This decision is made based
upon the remote RCG’s currently available POTS bandwidth and the current local demands for
that bandwidth. The remote RCG — 86 makes a decision to participate in a multilink PPP service
for an initiating RCG if its POTS line — 91 has a current average bandwidth utilization of less
than some arbitrary limit such as 8Kbps to 16 Kbps. This 8Kbps to 16Kbps bandwidth

utilization represents about two concurrent voice conversations using standard voice
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compression techniques, or some small amount of data transmission occurring on the remote
RCG’s POTS interface — 91 or a combination thereof. Assuming that the remote RCG — 86 has a
modem connection speed somewhere between 33Kbps to 56Kbps, this would leave
approximately 17Kbps to 40Kbps of POTS bandwidth that the remote RCG — 86 could offer to
the initiating RCG — 85 for use in its multilink PPP bundle - 87, Of course, if there is no activity
on the remote RCG — 86 POTS line, then the entire bandwidth will be used for the multilink
transfer, If the remote RCG - 86 accepts the multilink PPP service request from the initiating
RC@ -85 it also sends its currently available bandwidth on its POTS line - 91 that the initiating
RCG -85 will have available to it for the multilink PPP transfers, The initiating RCG then
selects which of the responding remote RCGs - 86 it will use for the multilink PPP bundle - 87
and sends them a multilink initialization packet containing the URL of the destination as well as
the multilink PPP session ID {magic number) and any other pertinent information required for
the remote RCG to join in the existing multilink PPP bundle - §7. Each remote RCG POTS
interface — 91 participating in a multilink PPP bundle, represents a logical “link™ in the initiating
RCG’s multilink PPP bundle - 87. The remote RCGs — 86 then send a multilink PPP packet
(over their respective POTS lines - 91) to the destination URL with the multilink PPP session ID
and request to be added to that multilink PPP bundle - 87. The destination URL accepts the
request of each of the remote RCGs - 86 and begins sending data packets to each over their
respective POTS lines - 91. When the remote RCGs -86 receive data packets sent over their
respective POTS lines — 91, that are destined for the multilink PPP bundle - 87, they simply relay
the data packets over their 802.11b/g interface - 88 to the initiating RCG -85. Tt is the
responsibility of the initiating RCG — 85 to perform all housekeeping tasks associated with the
multilink transfer such as detection of lost packets and data packet reassembly, if those functions
are required, Typically, lost packet detection and retransmission and reassembly are performed
at higher OSI layers by the requesting software such as a browser. The remote RCGs - 86 are
simply data transport nodes and do not perform any data processing on data received over a
multilink PPP bundle destined for another RCG.

[0078] The initiating RCG- 85 of the multilink PPP bundle -87 continually monitors the
bandwidth of each remote RCG’s -86 multilink link which together comprise its multilink bundle
— 87. When the available bandwidth for the multilink PPP link of an individual remote RCG -86
falls below an arbitrary minimum set by the initiating RCG — R5, the initiating RCG — 85
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instructs the offending remote RCG, via its 802.11b/g wireless interface — 88, to remove itself
from the multilink bundle. The remote RCG - 86 will then notify the remote computer (URL) to
be removed as a link in the current multilink bundle on which it is participating. Alternatively, a
remote RCG - 86 can inform the initiating RCG — 85 of local demands on its POTS bandwidth,
and request that the initiating RCG — 85 remove it (the remote RCG — 86) from the participation
in the initiating RCG’s multilink bundle — 87. The remote RCG — 86 will not unilaterally
remove itself from participation in a multilink bundle without prior notification to the Initiating
RCG - 85. The remote RCG — 86 must get authorization from the initiating RCG — 85 to remove
itself from the bundle, since the initiating RCG — 85 will have no way of knowing if the loss of
data from that remote RCG is due to some sort of failure or from the remote RCG simply
removing itself from participation in the multilink bundle - 87. Also, for services that require a
minimum Quality of Service (QOS) such as streaming video, the initiating RCG — 85 needs to
control the multilink bundle — 87 bandwidth, and it can not do that if remote RCGs - 86 drop out
of the multilink bundle — 87 at will. When a remote RCG — 86 requests to be removed from
participation in a multilink bundle - 87, the initiating RCG - 85 must immediately grant the
request, If the initiating RCG — 85 were to not grant the request, then the remote RCG — 86
could. in worst case, delay or drop incoming multilink packets destined for the initiating RCG -
85. If this were to happen, the initiating RCG — 85 will have missing packets and could over run
its reassembly buffer (if reassembly is being performed by the RCG) causing catastrophic data
loss and potentially have to restart the entire transmission. In the least case, the initiating RCG -
85 would have to initiate retransmission of potentially many packets which it assumes to be lost,
but may simply be delayed by the remote RCG — 86. Once a remote RCG — 86 has been
removed from participating in a multilink bundle — 87, the initiating RCG — 85 will then look up
another remote RCG in its router tables that can be used to participate in the multilink PPP
bundle - §7, and request that the new remote RCG -86 to join the existing multilink bundle — 87.
This is necessary to maintain a minimum Quality of Service, Since RCGs prioritize their
bandwidth requirements based upon their own “local” service requirements, their participation in
any multilink PPP service is available only to bandwidth that is not required for its own current
local demands. Therefore, a remote RCG’s — 86 bandwidth that is available for multilink
services can change at any time, The dynamic reassignment of remote RCGs that participate in a

multilink bundle is also required to prevent a remote RCG — 86 from receiving packets so slowly
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that the originating RCG — 85 interprets this delay as lost packets. When the initiating RCG — 85
determines that a packet has been lost, and it is performing packet reassembly, it will, itself,
request that the remote computer retransmit the lost packet. The initiating RCG will not ask any
remote RCG — R6 to perform retransmissions or any other kind of data computations or
manipulations,

[0079] Refer to figure 8 for the following discussion. In areas where there are existing
802.11 network equipment such as Neighborhood Access Point - 93, or where there is sufficient
bandwidth requirements from an installed base of RCGs to wartant the deployment of a
Neighborhood Access Point - 93, the RCGs will automatically detect the presence of the
compatible neighborhood access points and register with that equipment for transport services.
In this case, an RCG has an alternative broadband service route in addition to the multilink
option. An RCG can communicate directly with a local 802.11 Network Access Point - 93 that
is connected to the PSTN or another carrier’s network via some sort of high bandwidth backbone
such as a T-Carrier or optical carrier connection (T1, T3, OC3, OCI12 etc.). The RCGs can
communicate directly with neighborhood access points at their full 11/54 Mbps data rates to
provide up to that full bandwidth to the user. This functionality is, of course, subject to the
Network Access Point — 93 allowing access to its resources to the RCG according to the 802.11
wireless protocol.

[0080] This architecture is important since it provides an avenue to relieve the local class 5
offices of congestion that can be caused by a wide spread deployment of RCGs within the class 3
service area. Since each RCG requires a constant 24/7 modem connection, this ties up the class
5 switch in a fashion that it was not designed for, This could lead to wholesale class 5 office
expansions which would be extremely expensive, and potentially prohibitive for the Local
Exchange Carriers (LECs). By deploying neighborhood access points that operate at 54Mbps
(802.11a/g). in areas where the RCG concentration starts placing too high of a demand on the
local class 5 office, the bandwidth from the RCGs can be aggregated by the neighberhood access
points into large capacity backbones to relieve the switch congestion. In this case, the RCG
POTS interface — 40 can be used solely as a lifeline connection, or when the 802.11 wireless
LAN in which the RCG resides is congested. With this implementation, voice calls will be
carried over the wireless interface as opposed to the POTS interface on which they would

normally be carried. Also, the RCG modem - 41 connected to the POTS interface — 40 would
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not need to maintain a constant always on connection, it could be a dialed on demand connection

and thereby relieving the local class 5 office switch.

Bouncing or Hopping traffic:

[0081] Refer to figure 9. In areas where the density of RCGs is less than the arbitrary
number of 32 RCGs within its transmission radius for muliilink connections, the RCGs can
bounce, or relay, the data traffic between each other to reach other RCGs located farther than the
RCGs wireless transmission area. Since the POTS data rate of 56Kbps is miniscule as compared
to the 11/54 Mbps 802.11b/g transfer rate, the overhead associated with bouncing data traffic is
not a concern. This will allow for the fastest possible data transfer across POTS lines for every
RCG user.

[0082] RCGs can also communicate directly with an 802.11a Neighborhood Access Point -
93 device (such as that used in WI-FI networks) that is connected to a data network connection
such as a DS3 or OC3 service via a Metro Access Point. Where an RCG has access to a
broadband device such as an 802.11a type device, either directly or via a bounced signal across
several RCGs, a direct high speed data connection can be used to transfer large files. When an
RCG is communicating directly with an 802.11a device, data transfer speeds up to the full 11/54

Mbps can be achieved to speed video transfers for such applications as video on demand.

RCG Router Tables:

[0083] The RCG continually monitors its 802.11b/g wireless interface for transmissions from
other RCGs or 802.11a Access Points as well as other 802.11b/g wireless devices within the
residence, The RCG provides a means to identify and store the addresses of other RCGs and
Neighborhood Access Points within its local area. The RCG creates routing tables, much like an
IP router device, so that it knows which RCGs are local to itself, and how many hops will be
needed to reach the maximum of 32 POTS lines or a Neighborhood Access Peint, The RCG can
then determine how to route its data transfers to gain the most efficient routing and network
efficiencies.

[0084] The router tables in each RCG are continually updated by monitoring the 802.11
frames received from other RCGs or Network Access Points. The number of entries in the router

tables can be limited to an arbitrary number of other RCGs but contains room for at least 32
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entries. For each RCG listed in the router tables, certain information is kept such as signal
strength, if the other device is another RCG or some other 802.11 compatible device, if the other
RCQ is reachable directly, or if it is accessed via another RCGs by hopping. In the case there
RCG hopping is used, the address of each RCG that is hopped is stored in the routing table.
When an RCG is first powered up, it monitors its 802.11 interface for a period of time to identify
other RCGs or Neighborhood Access Point devices, or other Wi-Fi devices within its
transmission area. When first deployed, the RCG will not have any entries in its routing tables,
This condition can persist for some time, until another RCG or other 802,11 device is deploved
within the former RCGs transmission range, In this state, the RCG can be used for wireless
networking within the residence, connecting the local computer to the RCGs always on Internet
connection as well as to other wireless devices within the home. When an 802.11 frame is
received by an RCG that contains the address of an RCG whose address does not exist in the
receiving RCG’s router table (as is the case when a new RCG is first installed), the receiving
RCG polls the transmitting RCG for its router table information. The received router
information is reviewed for other RCG’s or other 802.11 compatible devices that are not listed in
its own router tables, A decision is made to use some, all, or none of the new route information
in its router tables. There is no real limitation on the number of RCGs that can be “hopped” in
order to build a complete router table or to reach many more RCGs, Neighborhood Access Points

or Metro Access Points,

Equipment and Services Priorities:

[0085]  Just as voice has priority over data transfers within a single RCG, local RCG traffic
(both voice and data) has priority over remote transfer requests by other RCGs. If an RCG is
currently using all of its available POTS bandwidth for its own purposes, it will deny any remote
RCG’s request for access to its POTS line. Only when there is available POTS bandwidth
available will an RCG allow other RCGs access to its POTS line. It will, however, bounce the
traffic to other RCGs within its transmission area if requested by the originating RCG. In this
case, available wireless bandwidth of any RCG (that amount of the 11/54 Mbps not currently
used for its own traffic) can be used to relay traffic between other RCGs that do have available
POTS bandwidth. In the same fashion, excess wireless bandwidth of any RCG can be by other
RCGs to access high speed backbones via Neighborhood or Metro Access Points.
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[0086] RCGs can also access other 802.11 wireless networks (Wi-Fi for example) that
happen to be deployed within their service areas. In this case, access agreements between the
RCG service provider and the wireless network operator must be put into place, By remaining
compatible with the 802.11 standards, the RCGs capabilities will benefit by the growing WI-FI

network infrastructure, an the WI-FI network will benefit by the RCG network,

Voice Over POTS and Data Over Wireless:

[0087] Normally, all communications from an RCG will be transmitted over the local POTS
line, or a multilink bundle made up of many remote RCG POTS lines. By default, all voice calls
will be cairied aver the “local” POTS line — 40 to alleviate security/privacy concerns and only
“data” will be transmitted via multilink bundles. Generally, since voice “data” is compressed
locally by the RCG, the required bandwidth for a voice call is so small that it does not make for a
good choice to route it over a multilink connection, However, it is possible to route voice calls
entirely over another RCGs POTS line. It is also possible for an RCG to transmit voice data over
POTS lines connected to other RCGs via multilink bundles or directly over its 802.11 wireless
interface, and since the 802.11 specification does support the Wired Equivalent Privacy (WEP)

specification, a secured connection can be made in this fashion.

Remote Upgradability

[0088] The RCG is designed with the capability for unassisted remote upgradability. The
remote upgradability feature is not the same as the storing of operational parameters during the
configuration process. This feature allows the system operator to add new features as they are
developed, or to correct bugs remotely and without the users knowledge or involvement, This
feature can also be used to install a complete new operating system (OS).

[0089] Key to the successful implementation of the Remote upgradability feature is that a
completely fail-safe routine be implemented that can recover from any failure during the upgrade
process and to re-initiate and monitor the upgrade process until it has successfully completed.
This process is carried out by loading a boot loader program that is stored in non-volatile
memory. The boot loader program provides the minimum capabilities to start up the RCG and
connect into the system operator’s diagnostics network to download fixes or a new OS. The boot

loader program is technically part of the OS, but it cannot be over written by any upgrade
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process. It is responsible for detecting failure of the RCG and initiating a connection to the
diagnostics network. Once connected with the diagnostics network, the boot loader will provide

diagnostics support to help correct the RCG's operation and reconfigure the OS.
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CLAIMS

What is claimed is;

1. A method for establishing and sending data across multiple paths between a
server and an initiating device, comprising:

receiving at the server information of each of a plurality of devices selected to participate
in a multipath connection, the multipath connection comprising each the devices being connected
with the initiating device; and

the server performing at least one of (i) dividing data into groups of data packets and
sending different ones of the groups of data packets to each of the devices participating in the
multipath connection, (ii) sending separate streams of data to each of the devices participating in
the multipath connection, and (iii) sending combinations of separate streams and groups of data

packets to each of the devices participating in the multipath connection.

2. The method of ¢laim 1, wherein the information includes a connection ID that is
is generated by one of the server, one of the plurality of devices. the initiating device and a

network device.

3. The method of claim 2, further comprising receiving at the server information of
additional devices able to participate in the multipath connection, the additional devices being

associated with the connection ID.

4. The method of claim 2, further comprising receiving at the server information
about which devices are to be removed from the multipath connection, the devices to be removed

being associated with the connection 1D.

5. The method of claim 1, further comprising the server determining which devices

are to be removed from the multipath connection.

6. The method of claim 1, wherein the server is one of a multipath link aggregator,

network relay, and multipath link server.
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7. A method for establishing and sending data across multiple paths in different
multipath connections from a server, comprising;

the server receiving connection requests for a plurality of multipath connections;

the server associating a connection ID for each connection request associated with each
of the multipath connections;

the server receiving information of each of a plurality of devices participating in a
particular multipath connection having a particular connection 1D and

the server sending data associated with the particular connection 1D to each of the devices

participating in the multipath connection associated with the connection ID.

8. The method of claim 7, further comprising receiving at the server information of
additional devices participating in the particular multipath connection, the additional devices

being associated with the particular connection ID.

9. The method of claim 7, further comprising receiving at the server identification of
devices to be removed from the particular multipath connection, the devices to be removed being

associated with the particular connection ID.

10.  The method of claim 7, further comprising the server determining which devices

are to be removed from the multipath connection,

11.  The method of claim 7, wherein the server is one of a multipath link aggregator.,

network relay, and multipath link server.

12. The method of claim 7, wherein the connection ID is generated by one of the

server, one of the plurality of devices, or a network device.

b2
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13. A method for establishing and sending data across multiple paths between a
device and a server, comprising;

selecting one or more remote devices to participate in a multipath connection, wherein
the multipath connection comprises a connection between the device and each of the selected one
or more remote devices:

receiving data concurrently at the device via the selected one or more remote devices

during the multipath connection,

14, The method of claim 13, further comprising receiving at the device information
about the one or more remote devices confirmation of a capability of participating in the

multipath connection.

15. The method of claim 13, wherein the device is one of a cell phone, a tablet, a
router, a computer, a Wi-Fi device, a Wi-Max device, a communications device, a mobile

communications device, and a Bluetooth device,

16, The method of claim 13, wherein the devices are one or more routers, modems,
cell phones, tablets, computers, cellular towers, wireless towers, base stations, wireless base
stations, repeaters, wireless repeaters, Wi-Fi devices, networking devices, hot spot devices, Wi-
MAX devices, LTE devices, GSM devices, consumer electronic devices, and an Internet- ready

device,

17. The method of claim 13, wherein the selected one or more remote devices is
capable of connecting to another remote device which is capable of participating in the multipath
connection, and further comprising relaying data from the another remote device to the device

through the selected one or more remote devices.

RED HAT 1010
38 RED HAT V. CAS



ED 2000

18. A communications device comprising:
at least one interface capable of connecting concurrently to a plurality of remote devices;
and
a processor coupled to the at least one interface that
selects one or more remote devices to participate in a multipath connection, wherein
the multipath connection comprises a connection between the device and each of
the selected one or more remote devices;
receiving data concurrently at the device via the selected one or more remote devices

during the multipath connection.

19, The communications device of claim 19, wherein the device is one of a cell
phone, a tablet, a router, a computer, a Wi-Fi device, a Wi-Max device, a mocbile

communications device, and a Bluetooth device.

20, The communications device of claim 19, wherein each of the remote devices
comprises one or more communications devices, cellular devices, tablet devices, router devices,
computer devices, satellite devices, Wi-MAX devices, wireless devices, mobile communications

devices, Bluetooth devices, and Wi-Fi devices.
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MULTIPATH COMMUNICATION DEVICES AND METHODS
ABSTRACT

The Residential Communications Gateway {RCG) is a broadband communications device
that combines all voice, data and video communications to and from a typical residence or small
business for transmission over a single, or a plurality of Plain Old Telephone Service (POTS)
lines separately or in conjunction with, a wireless broadband backbone. The RCG does this by
employing packetized data with Voice over Internet Protocol (VoIP) technologies combined with
RF communications technologies. A key consideration to the design of the RCG is that no
additional or special transmission equipment must be installed at the Central Office or anywhere
else in the network to enable new calling features provided by the RCG as is the case with DSL
and Cable systems. By eliminating the requirement for costly infrastructure enhancements,

ubiquitous high speed communications and services can be deployed to every POTS subscriber,

RED HAT 1010
40 RED HAT V. CAS



=2
2o
E
I
a I
0
hd
15 - r?u,sﬁéawﬁaﬁ}\ i - USH PORT
- ETHERNET PORT s ;—i {2 - 58 ORIVER
: , f5 - LS8
E*ﬂ{ﬁ?iﬁ.‘f } 1 - DEAPLAY AND REVPAD / Mﬂ_,_m;l‘ﬁrmgﬁ oY
ANDREY N i 17 -ETHERHET § ik : [
DRIERS 11 DRIER Hpt EVAET 0S8 v |, | Vi 14 - VIBED
[iSPLAY AND KEY BAD DRIER DRIVER LAMFRA TAMERA
57 o ‘ N 8 - 0By : '
oo 72 - DISPLAY AKD ,lm ot Y woomum -
SREAKERRHGE R ENET1/F] - $9Y 1N
URNERS b | } I/ OAA oL
N . T 1 A B, T S
oL Bismaygiey | LIERPA0VE L sery e 97 - UEEENE
ho ! - | " T = -‘2‘3"‘ i L.g T
MEBRG“HE%Z I«@CE‘IZZJ L 137 -0p SR ¢ PRECESSOR oy oy ol e <
x5l L»» SPEAKERPHON ﬂp”ﬂ”g“ i . UL e ’
me \J‘}@_—M 1/ 133 - 098 SHELOOE . o0 LEELNE
"\ fjﬁf*ﬁmt FAILSARE LOBE
28 - POTS 3 . PONER
ot 1) ﬂﬂf}fﬁs\fﬁﬁj“m \ e — A HRCUTRY 3 - PIWER
sucs VIIGE PREC- s R
2 - 778 }o o A e [ 125~ 8028 aﬁgﬁ-aaz.ng;‘s\ S
2 EDRT ST 4 AEKETZATION f‘ — HADLLE B
o - IS INTERFACES / I r 2 P WIFE 27 - LFFLNE
oome | 1 f --------------- ; DN s et BVFAS
f /) 4%\ o ROLTHE
7 i p A . S KT
71-| A 31088 A BQ-EPLEJ‘E}S?i/ . / 8- 80208 ~Jim- RO
SUL/L00EL WIERFACE  COMM AT - NTERFALE interface
WTERFACE



Y

v \

o -4

NETHORE ’
/.& N

58 - PR }.
NETHIIRY /__\{—\

po—" 5§t - REFIRWHCH, SIP PROXY
; o -@’JiSEWEMMGE S
& I H LA
Ngfiniéfiiii’gt—\ o e )
ek H I ERTTIA T
, REGSTRAR \\, 3. P 845D
43 -5 B‘ HEIWIRK PHBT"
A5 - A MIDEN/ROUTER g
WIERGFRCE Y N ;
TRUHK| N P 18403
< USER 4 | BANE/RONTE \é“" 0 pasts | MODEH ‘{/ iNE<E?ﬁL‘ETﬁBHK
i .. i
P}‘?L%NL X e smen R\ 55 - H3ERB
i - ' / (A / PETS LN
- LUSE 18 ﬁ“’ﬂ - BASS S =
s ¥ OFACE A POCHA/RIVIER 551 | pree !
f L1ASS S
TRy \\ - DFRCE -
SER 4 - 47~ LIASS 5 / 2400 }—
Regl \ fFFLCE & AN

PG 2

RED HAT 1010
RED HAT V. CAS

42



58 - PIIN f"‘*""'“““m/ A

NETWERKE .

/ 57 - IF BASED
NETWIIRK
RO |

S

58 - T NETWEER

SR i
S pAIY
~¥ SERVERAND  [°
REGISTRAR

&5 - HOER A f HED A MODEM

FaR Eii‘é%i

Al - M6 MEDW
GATEWAY

>\~H~" :
BLASE R

Ree L v GFFCE A

4 | \ 47 - SLASS FFILE B
KR & \ 5 OFFILE 4 ‘

RCG | S

...} EANK/ROUTER \iﬁ?m 1? BASES

-y
48B4

RTP STREAM

HODEH/ROUTER ]

ELARE S

FIG. 3

2§ - STFIEWITCH, 519
PROXY SERVER AND
REBIGTRAR \

X

59 - 1P BASED
| BATENSY
PANTRIL

{

2

HNTERGFHEL TRENK

| BATEVAY - /f\ j)da B

19073 LKE

N /

7 \ /
CASSS f/ J
i e

i
/ Bl-USIRE f
/ TELEPHONE

/’f‘.““m‘,\____,,./’

RED HAT 1010
RED HAT V. CAS

43



Display {opticnally a touch screen)

3 b

AT
PROGRAMABLE -t T
FURTTHIN KEYS SELERT BUTYINS

.

: DO O
70 - RO BASEF—1.., ’/Q 000 Q\\

25 -SPEAKER |

ok

o | i

%

S
EWRUSS |2 et

KEYBUARD PORT - (RDA E *

Fis. 4

=

RE-BZ - i.l’\et
M:JV"

7B - NUMBER
Keypail

RED HAT 1010
RED HAT V. CAS

44



Displiay

7i- REG \
BASED ™~

ian - OOTS
BaRT

-y - w

|
4 - BEIMING | /
POTS PORT|

it .._% rwm““‘i

K Nw;mmmm
- ETHERME 78 - POTS & PRY BaRY
e - s m

RED HAT 1010
RED HAT V. CAS

45



-3 - BT
-3 BORTS

4E% - INCOMIRG
J PO LINE

S

SHEN

46

son
S

;45 - FARELESS

CINNECTION 45 - NULHPLE RCBS
N (1% (THER WIRELESS
3 . ﬁ X

]
iviL

SETHERRET OB
HSH POR

RED HAT 1010

RED HAT V. CAS



SHERHER:
E?‘i *iﬁ! i‘!b RLGS
IS LNt

B - ML RLING
SERITATING RER

—WIRELESS

BR - 5210/
CHNNERTINS

158 - REMIT BB

S-".'l

146 ~ REMDOTE REG

FIG. 7

RED HAT 1010
47 RED HAT V. CAS



- Ha - EL

N

g4 - T-CARRIER OR G- CARRIER BALKSTNE
CONNERTIDNS (OF OTHER BROADGARD CONNECTION
B4 - BLASS & OFRCE (LEEY

" - }1 ¢ 19 [ FrE iy 4

8% - RENOTE BT ! BY-RI2EA/R/T 4/ BAMBRS

R i WIRELESS TRANSEENER
e [ (NEGHRORHGOD ADCESS ROWD

FiG. 8

48

TROCNWIRE N

87 - BULTILING
HPF BUNDLE

48 - BUZ.18/8
WIRFLENS
CUNNELTIENS

|07-802 K0/8/5
HHIRELESS CONNEL TN
17 NETWIRK ALCESE
{POAT

T Tt

Hf - MULRLNE
HIATING BLGR
TS LINE

f - MELTLINK
HITRATING RDE

RED HAT 1010
RED HAT V. CAS



B - CIARS S

{FRGE

458 ~ REMETE RED

A

AT o, "

Hi - REMITE REGS
POES LINES

' BE - REMOTE

RES

d

- HULTILIRE

37 - PARTOF

FRR BUNBLE

135 - £1458 5
GFHLE

57 - MULTLING
PR ELNDLE

_;9“ - MR INETIA TIRG REES

T PETS LINE

185 - i

HLTINK
NIHATNG KLG

//! B8 - ROZ HE/E
WIRELERS

\GONNEGTIONG

188 - REMINE REE

& 128 - DLASS 5
{2 - WIRELLSS OATA 4IPS / iﬂf‘“ﬁf

GoRRIE af
was Py
e

uuuuuu

nnnnnnn

EEREMI LR
\¥ f4 4] XER;
»

N Er-mRE
LT PP BLAOLE

la ~ FEMITE RED

RED HAT 1010
RED HAT V. CAS



PIOAND 61

Approves for e tunugh 13YR01S, OB OESLOOER

U &, Paiseet arwd Trodumeas Dfoe; US DEFSRTMENT OF COMMERDE

Lirmer e Faperwork Redurton Ag of 1855, no persons ave reguind i respond o a colfecinn of indormation Lrdets & displave 3 vilid ORE cordrod nurmhes,

DECLARATION (37 CFR 183} FOR UTHITY OR DESIGN APPLICATION USING AN I
APPLICATION DATA BHEET 37 CFR 1.78)

i s

T of | MULTIPATH COMMUNICATION DEVICES AND METHOLS
invverdion

As the below nared inventor, | heteby declare that:

This dadlaration @ . _
s oo o W The stizched appliation, or

{1 United States application ar PCT intemational agphcaticn erimber

Bl on

The above-identifind sppiication was made or authorized ko be made by me.

| believe that | am the original invenier or an originad joint inventor of 8 slaimed inverdion in the application.

t hereby acknowdedge that any willful felse statement reads in thix declaradion is punishable under 18 LSO, 1054
by fine or impasanment of nol more than five (5) years, o both,

WARNING:

Peftioreriappticant is cautionsd to avoid subméting persenal information fn docuresnds fled in a patent apptication hat rsy
contribute to denlity thefl. Personsl information such as social seeurity numbars, bank acoount nurbers, o credit card numbers
{other than g theck or creski card sethorzation form PFTOVR08Y subrmifted for payiment porposes) is nover requined by the USPTD
o support @ petition or an application. I iids type of parsonst information is lschuded in doturments submitted @ the UBPTO,
peiitisnars/applicants should consiter redacting such personal mformation from the documents tefore cubmitiing them io the
UEPTG. Pettionevapplicant is advised (hat the rescrd of 2 patent application is availsble o the pubdic afer publoation of e
sppivation funless 4 non-pubiication request in comphignos wilh 37 COFR 1 213{3} s made In the applioslion) of ssuance of 8
paient. Furthermore, the recard from #n abandoned applinalion may slse be avalfable 10 the public f the application s
retersnned i 4 pubiished spplication of an issuved palent {see 37 OFR 1,141 Checks qind credit sard  suthorization forms
£TO-2038 subritted for payment purpesss ans no! rafainad in the application file and therefore are aot susbliziy avaiiable,

LEGAL NARIE OF INVENTOR

nvantor. ERIC DELANGIS ows Optoney_L0) i s

/\’4;‘ - jél y
Signature:s ¢ Ao e
ra ! BTTRA
7
Jie

Ragte: &n appiication data shest (FTOYSH/14 o equivalent), innluling nedming the enties inventie anlity, Mgt 3000Mpany 10is 108N &F Must have
Devey: pegvioussly fed Use an adiiBional PO Tuim b each addiional iventon

This coection of infotmation M reguired By IS S0 115 apd 37 TRE 1 53 The nfornadion is feaisired o obdtan o relein & ekl by e publicwhish is 16 fe land
by thes USFTH o process) s sppivation. Sonfuentialiy s gowemed 3y B US D, 122 end 37 GFR 141 and 114, This onflechion is astivabed to toke 1 mirute o
soinplets, ndiding gatherng. pepeing, and sbmitfing tHha sompieted sppdostion fam to i USFTD. Tins A viry depending opon Bus inciwdusl oons. Ay
sty o0 i greasird of e you regang b carnplete Hys e stk stggesions for sedusing this burden. shouid be 62t 16 e Shisf Infarmation Offear, 1185,
Pagtert amt Tredemst Ofice, U.S, Depahmend of O A, 0, Bax 1450, Alaorndes. WA TTAI3-1450, DD ROT SENG FEES OR COMPLETED FORMS TO
THIS ADDRRSS. SEND YO Dommissionat for Pateats, PO, Sy 1450, Alsuandria, VA 223131450,
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RED HAT 1010
50 RED HAT V. CAS



PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 14/512,414
APPLICATION AS FILED - PART | OTHER THAN
{Solumn 1) [Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($} FEE($} RATE($) FEE($}
BASIC FEE
{27 CFR 1.16a), (b}, o ie)) N/A N/A N/A 70 N/A
SEARCH FEE
{37 CFR 1 18(KL 1 of () N/A N/A N/A 300 N/A,
EXAMINATION FEE
127 CFR 11601 1p), o iql) N/A N/A N/A 360 N/A
TOTAL CLAIMS ]
@7 CFR 1186 20 minus 20= ¥ 40 - 0.00 OR
INDEPENCEMNT CLAIMS .
{37 CFR 1 18thi} 4 minus 3 = 1 ® 210 - 210
If the specification and drawings exceed 100
APPLICATION SIZE | sheets ot paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
{37 CFR 1.16(s)) 50 sheets ot fraction theteof, See 35 USC.
41{ay1G) and 37 CFR 1.16(s).
WULTIPLE DEPENDENT GLAIM PRESENT (37 CFR 1.16())) 0.00
* |t the difference in calumn 1 is less than zero, enter "0" in column 2. TOTAL 940 TOTAL
APFLICATION AS AMENDED - PART |l
OTHER THAN
[Galumn ) {Columr 2) {Solumn 3] SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMEBER PRESENT ADDNTIOMAL ADDITIOMNAL
<€ AFTER PREVIOUSLY | EXTRA RATE(S) FEE(S) RATES) FEE(H]
E AMENDMENT PAID FOR
L tal . nus -
= 157 CF?? [REL . x = OR |~ =
a =
E :;;ncegf ?.?2,'3.) hanwe ® - OR |x -
g Application Size Fee (37 CFR 1 16(2))
FIRZT PRESENTATION QF MULTIFLE DEFENDENT CLAIM (37 CFR 1 16(i)) QR
TOTAL oR TOTAL
ADD'L FEE ADD'L FEE
[Column 1) [Column 2 [eolumn 3]
CLAIMS HIGHEST
REMAINING NUMEBER FRESENT ADDITIONAL R ADDITIONAL
@ AFTER PREVIOUSLY | EXTRA RATE(S} FEE(S| RATE: FEE)
'E AMENDMENT FAID FOR
L tal ' karus [ * = % =
g (37 CFR 118t OR |« -
Independsnt KUz - — ~
E {37 CFR 1.16R1 ® = QR |« =
E Application Size Fee (27 CFR 1.16{s))
OR
FIRST PRESENTATION OF MULTIFLE DEPEMDENT CLAIM (27 CFR 116011
TOTAL OR TOTAL
ADD'L FEE AGD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0 in column 3.
* |fthe "Highest Nurmker Previously Paid For' IN THIS SPACE is less than 20, enter "20".
*** [f the "Highest Number Previously Paid For" IN THIS SPACE ic lees than 3, enter "3",
The "Highest Number Previouszly Paid For® iTotal or Indepandent; iz the highest found in the appropnate bos in column 1.
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UniteD STATES PaTENT AND TRADEMARK OFFIGE

UNTTED STATFS DEPARTMENT OF COMMERCE
United States Patenc and Trademark Office
Addiess COMMISSIONER FOR FPATENTR

T Box 1450

Alexandria, Vagnia 2231 3=1450
WL LS e

APPLICATION FILING or GRP ART
NUMEEERE 371(c) DATE TKIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLADMS| IND CLAIMS
14/512 414 10/11/2014 2652 940 ED 2000 20 4
CONFIRMATION NO. 9530
64328 FILING RECEIPT
Harold McGurk
The Law Offce of Glay MoGurk LTI
P.O. BOX 1488

Orange, CA 92856
Date Mailed: 10/20/2014

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence congerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE CF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Recelpt with the
changes noted thereon. If you recelved a "Notice to File Missing Parts”™ for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTOQ processes the reply
to the Notice, the USPTO will generate another Fillng Recelpt incorporating the requested correctlons

Inventor(s)

Eric M. Delangis, Huntsville, AL,
Applicant(s)

Eric M. Delangis, Huntsville, AL;

Power of Attorney: The patent practitioners associated with Customer Number 64828

Domestic Priority data as claimed by applicant
This application is a CON of 13/531,204 08/22/2012 PAT 8361349~
which is a CON of 12/681,852 10/19/2009 PAT 8228801
which is a CON of 10/686,375 10/14/2003 PAT 7606156
which claims benefit of 60/418,521 10/15/2002
{(*)Data provided by applicant is not consistent with PTO records.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http./Awww.uspto.gov for more information.} - None,

Foreign application information must be provided in an Application Data Sheet in order io constifute a claim fo
foreign priority. See 37 CFR 1.55 and 1.76.

If Required, Foreign Filing License Granted: 10/16/2014

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 14/512,414

Projected Publlcatlon Date: Perfected

Non-Publication Request: No

Early Publication Request: No

** SMALL ENTITY **
page 1of 3
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Title
MULTIPATH COMMUNICATION DEVICES AND METHODS
Preliminary Class
379
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.3. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of “an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Singe the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised thatin the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a fareign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant’s license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents”) for more information an timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits” giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.8. Government hotline at 1-866-999-HALT (1-866-989-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LIGENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 GFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR5.130r5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licenses for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War {22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 5004+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6§ manths has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
L.8.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectlUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S, cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit hitp-//www.SelectlUSA gov or call
+1-202-482-6800.
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To: CLAYMCGURK@GMAIL.COM,,

From: PAIR_eOfficeAction@uspto.gov
Cc: PAIR_eOfficeAction@uspto.gov
Subject: Private PAIR Correspondence Notification for Customer Number 64828

Oct 20, 2014 056:21:42 AM
Dear PAIR Customer;

Harold McGurk

The Law Office of Clay McGurk
P.0O. BOX 1488

Orange, CA 92856

UNITED STATES

The following USPTO patent application(s) associated with your Customer Number, 64828 , have
new outgoing correspondence. This correspandence is now available for viewing in Private PAIR.

The official date of notification of the outgoing correspondence will be indicated on the form PTOL-90
accompanying the correspondence.

Disclaimer:
The list of documents shown below is provided as a courtesy and is not part of the official file
wrapper. The content of the images shown in PAIR is the official record.

Application Document Mailroom Date  Attorney Docket No,
14512414 APP FILE.REC 10/20/2014 ED 2000

To view your correspondence online or update your email addresses, please visit us anytime at
https ://sportal.uspto.gov/secure/myportal/privatepair.

If you have any questions, please email the Electronic Business Center (EBC) at EBC@uspto.gov
with 'e-Office Action’ on the subject line or call 1-866-217-9197 during the following hours:

Monday - Friday 6:00 a.m. to 12:00 a.m.
Thank you for prompt attention to this notice,

UNITED STATES PATENT AND TRADEMARK OFFICE
PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 14/512,414
APPLICATION AS FILED - PART | OTHER THAN
{Solumn 1) [Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($} FEE($} RATE($) FEE($}
BASIC FEE
{37 CFR 1.164a). [b), o ie)) N/A N/A N/A 70 N/A
SEARCH FEE
{37 CFR 1 18(KL 1 of () N/A N/A N/A 300 N/A,
EXAMINATION FEE
127 CFR 11601 1p), o iql) N/A N/A N/A 360 N/A
TOTAL CLAIMS ]
@7 CFR 1186 20 minus 20= ¥ 40 - 0.00 OR
INDEPENCEMNT CLAIMS
{37 CFR 1 16{hj) 4 minuz 3 - x 210 - 210
If the specification and drawings exceed 100
APPLICATION SIZE | sheets ot paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
{37 CFR 1.16(s)) 50 sheets ot fraction theteof, See 35 USC.
41{ay1G) and 37 CFR 1.16(s).
WULTIPLE DEPENDENT GLAIM PRESENT (37 CFR 1.16())) 0.00
* |t the difference in calumn 1 is less than zero, enter "0" in column 2. TOTAL 940 TOTAL
APFLICATION AS AMENDED - PART |l
OTHER THAN
(Golumn ) {Columr 2) {Solumn 3] SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMEBER PRESENT ADDNTIOMAL ADDITIOMNAL
<€ AFTER PREVIOUSLY | EXTRA RATE(S) FEE(S) RATES) FEE(H]
E AMENDMENT PAID FOR
L tal . nus -
= 157 CF?? [REL . x = OR |~ =
a =
E :;;ncegf ?.?2,'3.) hanwe ® - OR |x -
g Application Size Fee (37 CFR 1 16(2))
FIRZT PRESENTATION QF MULTIFLE DEFENDENT CLAIM (37 CFR 1 16(i)) QR
TOTAL oR TOTAL
ADD'L FEE ADD'L FEE
[Column 1) [Column 2 [eolumn 3]
CLAIMS HIGHEST
REMAINING NUMEBER FRESENT ADDITIONAL R ADDITIONAL
@ AFTER PREVIOUSLY | EXTRA RATE(S} FEE(S| RATE: FEE)
'E AMENDMENT FAID FOR
L tal ' karus [ * = % =
g (37 CFR 118t OR |« -
Independsnt KUz - — ~
E {37 GFR 1.18R1} * B OR |x B
E Application Size Fee (27 CFR 1.16{s))
OR
FIRST PRESENTATION OF MULTIFLE DEPEMDENT CLAIM (27 CFR 116011
TOTAL OR TOTAL
ADD'L FEE AGD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0 in column 3.
* |fthe "Highest Nurmker Previously Paid For' IN THIS SPACE is less than 20, enter "20".
*** [f the "Highest Number Previously Paid For" IN THIS SPACE ic lees than 3, enter "3",
The "Highest Number Previouszly Paid For® iTotal or Indepandent; iz the highest found in the appropnate bos in column 1.
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UniteD STATES PaTENT AND TRADEMARK OFFIGE

UNTTED STATFS DEPARTMENT OF COMMERCE
United States Patenc and Trademark Office
Addiess COMMISSIONER FOR FPATENTR

T Box 1450

Alexandria, Vagnia 2231 3=1450
WL LS e

APPLICATION FILING or GRP ART
NUMEEERE 371(c) DATE TKIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLADMS| IND CLAIMS
14/512 414 10/11/2014 2652 940 ED 2000 20 4
CONFIRMATION NO. 9530
64328 FILING RECEIPT
Harold McGurk
The Law Offce of Glay MoGurk LTI
P.O. BOX 1488

Orange, CA 92856
Date Mailed: 10/23/2014

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence congerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE CF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Recelpt with the
changes noted thereon. If you recelved a "Notice to File Missing Parts”™ for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTOQ processes the reply
to the Notice, the USPTO will generate another Fillng Recelpt incorporating the requested correctlons

Inventor(s)

Eric M. Delangis, Huntsville, AL,
Applicant(s)

Eric M. Delangis, Huntsville, AL;

Power of Attorney: The patent practitioners associated with Customer Number 64828

Domestic Priority data as claimed by applicant
This application is a CON of 13/531,204 08/22/2012 PAT 8361349~
which is a CON of 12/681,852 10/19/2009 PAT 8228801
which is a CON of 10/686,375 10/14/2003 PAT 7606156
which claims benefit of 60/418,521 10/15/2002
{(*)Data provided by applicant is not consistent with PTO records.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http./Awww.uspto.gov for more information.} - None,

Foreign application information must be provided in an Application Data Sheet in order io constifute a claim fo
foreign priority. See 37 CFR 1.55 and 1.76.

If Required, Foreign Filing License Granted: 10/16/2014

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 14/512,414

Projected Publication Date: 01/29/2015

Non-Publication Request: No

Early Publication Request: No

** SMALL ENTITY **
page 1of 3
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Title
MULTIPATH COMMUNICATION DEVICES AND METHODS
Preliminary Class
379
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.3. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of “an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Singe the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised thatin the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a fareign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant’s license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents”) for more information an timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits” giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.8. Government hotline at 1-866-999-HALT (1-866-989-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LIGENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 GFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR5.130r5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licenses for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War {22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 5004+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6§ manths has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
L.8.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectlUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S, cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit hitp-//www.SelectlUSA gov or call
+1-202-482-6800.
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To: CLAYMCGURK@GMAIL.COM,,

From: PAIR_eOfficeAction@uspto.gov
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1 Introduction

Grid and networking researchers continue the practice of man-
ually optimizing TCP bulfer sizes o keep the network pipe full
[10. 7]. and thus achicve aceeptable performance over the wide-
area network, whether for bulk-data transfer or in support of
computational grids [4]. data grids [1. & 3]. or access grids
[2]. Not only is this process cumbersome. but the result of
tuning window sizcs for a particular pair of hosts is sub-par
performance for connections with larger delay-bandwidth prod-
ncts and the misappropriation of scarse resources to connections
with smaller delay-bandwidth products [9].

Consequently, we propose an operating system technique
called Dynamic Right-Sizing that eliminates the need for this
manual process. Compared to previous work on this problem,
our sohation is more efficient and both more transparent and
widcly-usable to applications.

The Web100 project has released a modified FTP client that
uses user-space code to send a burst of pings to estimate the la-
lency and bandwidth at the beginning ol a connection and adjust
the windows accordingly [6]. This approach requires that this
measurement code be deployed in each application. Further, it
uses a measurement period before data is sent and creates ex-
tra network traffic that is not controlled by a congestion avoid-
ance mechanism. Thus, it can only be used sparingly, such as at
the beginning of a connection. In contrast. our implementation
automatically benefits not just FTP, but every application on a
host.

Larlier work in [9] presents kernel medifications for ‘auto-
tuning’ a sender’s flow-control window based on the conges-
tien window and then using fair-share algorithms to manage
compelition belween conneciions [or buflers. In this scheme,
the receiver’s window advertisements are superfluous, This so-
[ution does not adequaquately solve the problem for applica-
tiens such as archival storage where the hottleneck in a connec-
tion is the receiving application instead of the network. In this
context, the receiver still needs flow control or else unbounded
amounts of receiver buffer space can be consumed by data that
has been received and acknowledged by the operating system.
but is waiting for the receiving application. This could in turn
require the receiver to resort to dropping packets and unnec-
essary friggering of the sender’s congestion avoidance mecha-
nisms. thus wasting bandwidth and reducing throughput. Our

* This work was supporicd by the U.S. Dept. of Encrzy’s Next Generation
Intcenet - Carth Systems Grid and Accelerated Strategic Computing Ininativwe
- Dristance and Disiribuied Computing and Communication programs through
Los Alamos National Laboratory contract W-7403-ENG-36.
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technique complements the ‘auto-tuning’ presented in [9] by
providing the receiver with the ability to measure the size of the
sender’s congestion window, and more fairly allocate butters to
connections based on their need for buffers.

2 Dynamic Right-sizing

In short, Dvaamic Right-sizing lets the receiver estimate the
sender’s congestion window size and use that estimate (o dy-
namically change the size of the receiver’s window advertise-
ments.  As a result, the sender will be congestion-window-
limited rather than How-control-window-limited.

A sender can send no more than one window’s worth of data
between acknowledgements. Accordingly. a burst that is shorter
than a round-trip ime can contain al most one window's worth
of data. Thus, for any period of time that is shorter than a round-
trip time, the amount of data seen by the receiver over that pe-
riod is a lower-bound on the size of the sender's window. Some
data may be lost or delayed by the network, so the sender may
have sent more than the amount of data seen. Further, the sender
may not have had a full window’s worth of data to send. So the
window may be signilicantly larger than this lower-bound, bt
not if the connection is truly linited by the recciver's window,
Measuring this minimum and making sure that the receiver’'s
advertised window is always larger will let the receiver track
the congestion window size.

To make these measurements, it is necessary for the receiver
to know the round-trip time. In a typical TCP mmplementation,
the round-trip time is mecasurcd by obscrving the time between
when data is sent and an acknowledgement is returned [5]. But
during a hulk-data transler, the receiver might not he sending
any data and would therefore not have a good round-trip time
estimate. For instance. an FI'P data connection transmits data
entirely in one direction. A system fhat is only transmitling
acknowledgements can still estimate the round-trip time by ob-
serving the time between when a byte is first acknowledged and
the receipt of data that is at least one window beyond the se-
guence number that was acknowledged. 11 (the sender is heing
throttled by the network, this estimate will be valid. 1lowever,
it the sending application did not have any data to send, the
measured time could be much larger than the actual round-trip
time. Thus this measurement acts only as an upper-bound on
the round-trip time and should be be used only when it 15 the
only source of round-trip time informaticn.
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2.1 Impact of Timer Imprecision make more accurate decisions for memory sharing under pres-

Like many systems, the system timer in Linux is limited to a
precision of 10ms. In this section we explore the impact of
using this cfficient. but imprecise measure of time.

Assume the salient scenario where a sender is always send-
ing as fast as possible, but that the network may delay packets
arbitrarily. However. we are concerned with the case were the
sender 15 limited by the window-size, so that network delays are
small enough that no timeouts occur. Further assume that the
window-size is not Mluctuating during a measurement. Then (he
recciver can determine that the window size limiting the sender
is bounded as follows:

d

nmaz

d

min

(1)

Lw

Where d bytes of data have been received over some number of
ronnd-irip times between Rmin and N g

Any measurement period consists of some nunber of whole
round-trip times plus fractional round-trip tinies preceding and
following the complete round-trips. The possible number of
round-trip periods observed is a whole munber bounded as lol-

lows:
t t
— | < — 2
[re] << |7+

Due to similar fence-post problems, a measurement of dura-
tion equal to one ronnd-trip time may actually be up to 20ms
longer than the round-trip time. Combining these facts with
bounds 1 and 2 yields:

(2)

<w<d (3)

|5 +3

Thus, in no case will the actual window be larger than the
measured amouni of data received during the period. However,
the amount of data received during the period may be three
times the actual window size when measurements are made
across wide-area networks with r¢f > 20ms. Further. local
networks with small round-uip delays may be grossly over-
cstimated.

We therefore conclude that measurements made with coarse
timers will not cause dynamic right-sizing to underestimate the
window size or negatively impact throughput. However, ©
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sure, il 1s advantageous (o use precise timers. Many CPL archi-
tecturcs now featurce hardware time counters that can be used to
etficiently obtain a precise timestamp. 1o future versions of our
implementation, we will pursue the nse of these counters. How-
ever, our use of these counters will also require that the standard
TCT round-trip time cstimation be donc with cquivalent preci-
SI011,

3 Experimental Performance

In Figure 1. 50 transfers were made between Linux 2.2 systems
malified 10 perform Dynamic Right-Sizing and connected by a
network with an emulated round-trip delay of 100ms. The first
25 transfers used the defanlt window sizes of 64 kilobytes for
both the sender and receiver. The second 235 transfers. shown
in dotted lines, used (he dynamically sized windows described
above,

In Figures 2 and 3, we examine the window sizes during two
of the above transfers. The amount of sent, but unacknowl-
edged data in the sender’s buller is known as the lightsize. The
flightsizc 15 in turn bounded by the window advertised by the
receiver. Figure 2 shows that in the traditional, static case with-
oul dynamic right-sizing, the congestion window, and conse-
quently flightsize quickly grow cqual to the size of the window
advertisements. For niost of the duration of the comection. it is
limited by the receiver’s low window advertisement of 32KB.

In contrast, during the dynamic right-sizing case shown in
Figure 3, the receiver is able, during most of the connection, (o
advertise a window size that is roughly twice the largest flight-
size seen 10 dafe. As a result, the flightsize is only constrained
by the congestion window and the delay-bandwidth product.
Slow start continucs for much longer and stops only when there
is packet loss. At this point the congestion window stabilizes on
a llightsivze that is 7 times higher than the constrained [ightsize
of the static casc. This 7-fold increase in the average flightsize
is the source of the same, 7-fold increase in throughput demon-
strafed in Figure 1.
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Abstract

The TCP transport laver protocol is designed for con-
nections that traverse a single path between the sender and
recetver. However, there are several environnents in which
mudtiple paths can be used by a connection simultaneousiy.
In this paper we consider the problem of supporting striped
connections that operate over multiple paths. We propose
an end-10-end transport laver protocol called pTCP that al-
lows connections to enjoy the aggregate bandwidihs offered
by the multiple paths, irrespective of the individual charac-
teristics of the paths. We show that pTCFP can have a varied
range of applications through instantiations in three dif-
Jerent environments: (a) bandwidth aggregation on nulti-
homed mobile hosts, (b} service differentiation using purely
end-to-end mechanisms, and (c) end-systems based network
striping.  In each of the applications we demonsirate the
applicability of pTCP and how its efficacy compares with
existing approaches through simulation results.

1. Introduction

The TCP transport layer protocol is designed for con-
nections that traverse a single path hetween the source and
the destination. If a TCP connection is striped over multiple
network paths, the performance of the aggregate connection
can potentially be even worse than the bandwidth available
along any of the paths. This is because TCP expects a pre-
dominantly first-in-first-out delivery of packets through the
network, and uses out-of-order amrival of packets as indica-
tion of packet losses due to congestion. A seemingly better
solution of using application layer striping over multiple
TCP sockets [2, 6, 12] {one each for every path available),
does not fare well either due to a variety of reasons, the
primary one being the inability to accurately profile band-
widths available along individual paths at the application

*This work was supported in part by funds from NSF (award #ANI-
0117840 and Yamacraw (http:/fwww.yamacraw.org).
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layer. While we discuss the performance of the applica-
tion layer stiping approach later in (he paper, we conlend
that TCP as-is is not an appropriate transport protocol for
striped connections.

On the other hand. striping of connections can have con-
siderable benefits in a variety of Internet settings. For ex-
amiple, a multi-homed mobile host can stripe connections
on its multiple wireless interfaces, and thus achieve aggre-
gate bandwidths in a typically bandwidth scarcc coviron-
ment. Striping of connections on the backbone Internet has
potential advantages including better ntilization of network
resources and increased fairness to the conmections. While
there are several such gains to be attained dhrough striping.
the focus of this paper is not (0 motivale connection sirip-
ing. Tnstead, we consider the question: If conneciions are to
be striped, how can a transport protocol support such con-
nections effectivety? We measure effectiveness as the abil-
ity of the transport protocol (o deliver the aggregate band-
widths available along the multiple paths to the application.
A subsct of the challenges such a transport protocol has
to address include: (a) the different paths available to the
striped connection can have diverse charactleristics in terms
of bandwidth, delay, and loss; {b) path characteristics can
be prone to both short-term and long-terin fluctuations; {c)
in the worst case, a path can experience a complete shut-
down: and (d) the buffer at the receiver is finite irrespective
of whether it is partitioned evenly among the different paths
or is shared more dynamically.

In this context, we proposc an ¢nd-to-cnd transport layer
protocol called p¥CP (parallel 'I'CP) that effectively sup-
ports striped connections. Although the pTCP design does
not require any specific behavior from the component flows
of the stripcd connection, in this paper we focus only on
the case where a component flow exhibits the same behav-
ior as that of a regular TCP connection. pTCP achieves ef-
fective aggregation of bandwidth for a striped connection
through a combination of imique mechanisms including: (a)
decoupling functionalities pertaining to the aggregate con-
nection from those that pertain to an individual path; (b}
cffective striping across the multiple paths basced on the in-
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stantancous bandwidths; and (c) appropriate rc-striping and
redundant striping of packets during periods of fluctuation
in path characieristics.

As pointed out earlier, a protocol such as pTCP can have
applications in several ditferent settings. We identity and
focus on the following three application domains for pTCP:
(1) bandwidth aggregation al mobile hosis with mulliple
wireless interfaces, (b) end-to-cnd weighted rate service dif-
ferentiation, and (c) striping on an overlay network based
on application layer switching. For each of the settings,
we discuss the applicability of pTCP, why pTCP is superior
to existing approaches in each of the domains. and present
simulation results that substantiate our arguments.

The contributions of this work are thus twofold:

o We propase an end-to-end transpart protocel called
pTCP for striped connections. pTCP uses a combi-
nation of mechaniss to provide a striped connection
with the aggregate bandwidih available along the mul-
tiple paths.

o We aiso show the use of pTCP in three different Inter-
net seitings, and demonstrate its cfficacy when com-
pared to existing approaches in those settings.

The rest of the paper is organized as tollows: Section 2
lists the key design principles that underlie pTCP. Section 3
presents the soltware architecture and protocol overview ol
pTCP. Scction 4 discusscs the three application domains for
pTCP. Finally, Section 5 discusses some related work and
concludes the paper. In the rest of the section, we deline
somc of the key terminology that we use in the paper.

1.1. Terminology

& Striped Conneciion: We refer to a connection that has
multiple delivery paths between the source and the des-
tination as a striped connection.

o Micro-Flow: We refer to the portion of a striped con-
nection that (raverses a single individual path as a com-
ponent flow or a micro-flow. Hence. several micro-
Nows together comprise the striped connection. Tn this
paper, we assumie that a micro-flow will exhibit the
same behavior as a normal T'CP connection.

o Aggregate Bandwidth: We refer to the sum of the
bandwidths available for each of the micro-flows as
the aggregale bandwidth. Note that the challenge of
providing the aggregate bandwidth to the striped con-
nection is non-trivial

2. pTCP Design

The key obstacle to achieving the aggregate handwidth
for striped connections is that cach of the individual paths
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can have vastly differing characteristics in terms of band-
width and delay (round-trip time). If data-striping is done
without 1aking inte account these diflerences, the band-
width achieved by the striped connection can be signifi-
cantly lower than the maximum possible. For example, con-
sider a connection striped across two paths pl and p2 with
bandwidths of 41 and 52 respectively (where 81 < 52), and
the same delay . If data is striped across the two paths
equally, the bandwidth achieved is theoretically (2 + b1)
which is smaller than the ideal bandwidth of (&1 + b2).

However, in T'CP the achieved bandwidth can be even
smaller. Consider a fast micro-flow f2 co-existing with a
slower micro-flow f1. If data is striped equally, 2 is likely
to experience an overflow of its receive butfer (since packets
will be buffered waiting for in-sequence packets to arrive
through £1). Tn TCP, when a window advertisement of zero
is made, the sender cnters the persist state and can take a
considerable amount of time to recover (either through an
explicit window update sent by the receiver, or through the
expiry of TCP’s persist timer that has a starting value of
5 seconds, and a maximum of 60 seconds [17]). In fact,
this can induce a domino effect of micro-flows alternately
enlering persist states il any of the explicit updates are lost.
Not surprisingly. a simple scheme that stripes data down a
path till the send buffer of the micro-flow blocks does not
perform well either, as long as the size of the send buffer
is different from the bandwidth-delay product of the micro-
flow {which is typically true in TCP).

The problems that arise due to bandwidth differences can
be solved by making sure that the data-striping ratio is the
same as the ratio of the bandwidths of the different paths.
From the standpoint of TCP, this translates into striping data
bascd on the ratic of the "U”"f::;“J‘_;?;;‘jfﬁ;fi“ values for
the different micro-flows. ‘The problems that arise due to
delay differences, on the other hand, can be solved by sim-
ply over-allocating the receive buffer of the striped connec-
tion. Specifically, for & paths where path p; has bandwidth
b; and delay d;, a total buffer allocation of (b;) + max(d;)
(as opposed 0 F2(8; = d; )} will absorb the problems caused
by dclay differences. Similar obscrvations have also been
made i [9]. In the rest of the paper. we assume the use of
such buffer provisioning at the receiver to overcome delay
differences.

The problems identified this far are further exacerbaied
when fluctuations of path characteristics occur. For exam-
ple, when the bandwidth of a path p; decrcascs, for a tran-
sient period the number of packets outstanding on the path
is disproportional 10 its bandwidth. 1T bandwidih uctua-
tions are a norm {like in wireless environments), this can
result in a failure to keep the striping ratio the same as the
ratio of the bandwidths. In the rest of the section, we list
the fundamental design elements in pTCP that are targeted
toward addressing the problems discussed above.

RED HAT 1010
RED HAT V. CAS



Application ’
BTGP
| =i
I - -
Ho 8 F ’ \\-___.‘/\\-.__./.

Figure 1. Use pTCP for Striped Connections

o Decoupling of Functionalities: pI'CP decouples func-
tionalities associated with per-path characteristics
from those that pertain to the aggregate connection.
We refer to the component in pTCP that handles aggre-
gate connection functionalities as SM (Striped connec-
tion Manager), and the component in pTCP that han-
dles per-path functionalitics as TCP-v (TCP-virtual).
TCP-v 1s a modified version of TCP that deals only
with virtual packets and virtual buffers.! Each micro-
flow of a striped connection is controlled by an inde-
pendent TCP-v,

Congestion control, the mechanism that estimates the
available bandwidth along a path, is obviously a per-
path functionality and is handled by TCP-v. Since
SM is responsible for striping data across the different
TCP-vs, it handles buffer management (including se-
quencing at the receiver), and consequently flow con-
trol. Reliability in pTCP is primarily handled by TCP-
v just as in TCF. However, under certain circumstances
that we describe later, SM can intervene and cause loss
recovery (0 occur along a path different from lhe one
on which the loss occurred. Finally, connection man-
agement is handled by SM, although it recursively uses
the connection management performed by individual
TCP-vs. Figure 1 illustrates the roles of the two com-
ponents in pICP.

Delaved Binding: Although striping based on the “jf;’;d
ratios is mostly sufficient to achieve aggregate band-
widths, such a scheme will remain vuloerable 10 in-
stantancous fluctuations in the bandwidth and delay
of a path. pTCP uses a delayed binding strategy that
satislies the requirement ol striping based on ratios
of %{‘f. and at the samc time dynamically adapts
to instantancous fluctuations in bandwidth and delay.
Specifically, since the buffer management is performed
by SM, TCP-v operates only on virtual buffers. Thus,

when a packet is transmitted by TCP-v, the virtual
packet should be bound to the real data in the buffer
al SM. pTCP performs this binding only just belore
the virtual packet is transmitted. This coupled with
TCP’s self-clocked property results in pTCP adapt-
ing the data-striping to instantaneous changes in band-
width and delay. Looking at it from anolher perspec-
tive, any packet bound to any TCP-v will have alrcady
been transmitted or will be in the process of being
transmifted, preclnding any chances of packets being
lheld up in buffers at the source due o bandwidth fluc-
fuations. An exception to this rule is when there is
a packet loss and the lost packet falls outside the re-
duced congestion window ol the concerned TCP-v. Tn
this casc, the lost packet is bound to a particular TCP-v,
but iz not in transit through the network. We describe
liow pTCP handles such a sitiation in the next design
element.

Packet Re-striping: In steady state, pTCP will ensure
that the number of onistanding packets in a micro-flow
is proportional (0 the bandwidth along the correspond-
ing path. Morcover, the delayed binding strategy fur-
ther ensures that all bound packets are already in tran-
sit in 1he network. However, during congestion when
packets are lost in the network, the reduction of the
congestion window by a TCP-v can result in bound
packets falling outside the congestion window. If such
packets are lost during the congestion, then they will
remain un-transmitéed till the congestion window of
that TCP-v expands beyond their sequence numbers.
This can potentially result in an overflow of the receive
buffer if the other micro-flows are active in the mean-
time, tinally resulting in a connection stall. pI'CP han-
dles the problem by unbinding packets that fall outside
of (he congestion window of TCP-v (hey were assigned
to. Such unbinding results in those packets being avail-
able to be re-assigned to the next 'CP-v that can send
more data.

We thus define re-striping as the process of sending
a packet that was earlier transmitied throngh a micro-
flow i. through another micro-flow j. where j £ 4.
Note that such re-striping can presumably re-transmit
data that has already been successiully delivered by the
old TCP-v. This can very well be construed as an unde-
sirablc overhead. Howcver, recall that such re-striping
will be performed only during bandwidth fluctuations.
Il such Muctuations are rare (say the only losses are
due to probe losses), then the re-striping overhead is
insignificant. On the other hand, if such fluctuations
are frequent, the benefits of the re-striping far out-

weigh the overheads incwrred due to any mnecessary
re-transmissions. The results that we present in Sec-

'%e refer to a packet with the data portion stripped off as a virwal
packet, and a buffer of virtual packets as a virtual buffer.
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tion 4 show considerable performance improventent
Jor pTCP even afier accounting for the re-striping
overheads.

o Redundant Striping: ‘Ihe re-striping mechanism de-
scribed earlier is equivalent to a move operation that
shifts a packet [rom one TCP-v (o another. However,
notce that a packet that still remains inside the con-
gestion window of a TCP-v will not by re-striped by
SM. Consider a scenario in which a path has shutdown
completely (c.g. blackout of a wircless channcl). In
this case, the first packet i the congestion window of
the concerned TCP-v will never be re-assigned, thus
potentially resulting in a connection stall. pTCP han-
dles such cascs by redundanily striping the only packet
inside the congestion window through another micro-
Sflow every time a rimeout is experienced. A copy op-
eration is performed (the packet is bound to the new
micro-flow} as opposed to a move operation because
the old TCP-v needs at least one packet to probe for
recovery from the shutdown.

o Selective Acknowledgements: Although pTCF does
nod stipulate the use ol any specific congestion control
or reliability mechanism at TCP-v, the use of SACK
information by TCUP-v can significantly improve the
striped connection’s performance. While re-striping
helps in recovering faster from loss of packets that
have fallen ontside the reduced congestion window of
a TCP-v. SM does not intervene in the case of a lost
packel (hat lies inside the congestion window. I there
are multiple losses within the congestion window. it
can take 'T'CP-v multiple round-trip times to recover
from the losses (TCP-Reno or TCP-NewReno will re-
cover [rom one loss every round-trip time). This can
result in the receive buffer overflow problem identified
earlier. Using SACK information will enable recover-
ing from the losses in a much shorter time span. More-
over, the availability of SACK information can also be
used for more intelligent re-striping decisions and re-
ducing the associated overheads. We do not delve into
a SACK based optimization due (0 lack of space.

3. pTCP Architecture
3.1. Software Architecture

Figure 2 illustrates an overview of the pTCP architecture.
Conceplually, SM lunctions as a wrapper around TCP-v.
SM maintains the socket buffers and handles communica-
tion with both the higher and the lower layers. Any packet
from the higher layer (say application) is queued onto the
send buffer awaiting further treatment. Similarly, any
packet from the lower layer (say IP) is qucued onto the
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Figure 2. pTCP Architecture Overview

recv buffer based on its sequence number. Since the
packets are handled wholly within SM. TCP-v merely op-
crates on virtual packets and henee virtual buffers.

The interactions between SM and TCP-v that are initi-
ated by the former are: (a) open. (b} close, (¢} receive, and
(M) resume. The inleractions initisted by TCP-v are: (a)
established, (b) closed, (¢) send, and (d} shrunk. When
SM receives a packet, it processes the packet, strips the
data, enqueues the data onto the receive buffer, and sends
the skeletal packet {(sans the data) to the appropriate TCP-
v through the rcecive interface. When TCP-v receives the
packet, it enqueues the packet onto its virtual buffer, up-
dates its local state, and sends any required acknowledge-
ment packets. If a TCP-v has space in its congestion win-
dow to send new data, it invokes the send function with
the appropriate virtual packet. SM on receiving the call
binds the virtual packel © (he next in-sequence unsent data
packet, maintains the binding in bindings, and sends it
out. If SM does not have new data to send. it responds with
a4 FREEZE message 1o the concerned TCP-v. TCP-v contin-
ucs to invoke the send function till cither there is ne more
space left in its congestion window, or it receives a FREEZE
from SM. In either case, the concerned TCP-v goes to sleep.
SM maintains a list of ective micro-llows consisting ol
those to which it has issucd a FREEZE. When new data is
received from the application, SM uses the resume mes-
sage to notify all active micro-flows. The micro-flows then
initiate the send requests as before. If a TCP-v had gone to
sleep due to running out of free congestion window space, it
would be awoken through a receive call that can potentially
OpEN 1P more space.

The oper and cfose functions are used by SM to recur-
sively invoke the epern and close functions of TCP-v dur-
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ing conncction sctup and tcardown. The established and
closed calls are used by TCP-v to inform SM of success-
[ully accomplished operr and close requests, The shrunk
call is used by TCP-v to inform SM about any reduction in
the congestion window size and the consequent dropout of
packets from within the window.

3.2. Protocol Overview

o Connection Management: We assume that the oumber
of TCP-v micro-flows to open is conveyed to pICP
when the application opens the pTCP socket. The con-
nection setup involves recursively invoking the setup
of the 'T'CP-v micro-flows. pl'CP allows data wanster
to begin as soon as cne of the micro-flows reaches the
established statle in the TCP state diagram. Similarly,
for connection tcardown, the close command is issucd
to all '1'CP-vs. Unlike for open. pT'CP waits for all the
micro-flows to he closed before remiming the closed
status to the application.

# Congestion Controf: Congestion control is the sole re-
sponsibility of TCP-v. Although pTCP does not re-
quire a specific congestion control protocol to be used
for a micro-flow, the discussions in this paper assume
the use of TCP’s congestion control scheme. One
of the salienl features of pTCP is the decoupling of
the SM functionality from that of TCP-v. This in
furn allows independent and tailored congestion con-
trol schemes to be used along the different paths.

e Reliability: pTCP primarily relies on the individual
TCP-vs to support reliability. A packet once bound to
a TCP-v is expected to be delivered reliably. The cne
exceplion o this rule is when SM unbinds a packet and
re-stripes it on a different path. In this scenario, when
(and if} the old micro-flow attempts a re-transmission
of the packet, a new packet might be bound to the
transmission. Therefore. a re-transmission at TCP-v
does not need to be a re-transmission for the striped
connection. This is possible because of the decoupling
of functionalities between SM and TCP-v.

o Flow Control: Since TCP-v operates only with vir-
tual buffers, it does not need to perform flow con-
trol. Hence, our current implementation of pTCP uses
the window advertisement field already available in
the TCP header for performing flow control at SM.*
Because the overall available buffer size is an upper
bound on the number of transmissions a single TCP-
v can perform, the TCP flow control mechanisms do
not interfere with the TCP-v operations even if such

“Note that window scaling niay be necessary since the buffer size is
nwltiple times thai of a single regular TCP connection’s buffer size.

73

overloading of the window ficld is done. Note that all
TCP-vs see the same advertisement and might individ-
ually aitempt 1o transmil (subject 1o congesiion win-
dow availability)} enough data to fill in the advertised
bufter space. SM. being a single point of departure
for all ransmissions, tackles this problem by sending
# FREEZE message W (he concerned TCP-vs onee il
knows that the total number of ontstanding packets is
equal to the advertised window space.

e to lack of space we do not present the pTCP state di-
agram, handshakes during connection setup and teardown,
and packet header formats, but instead refer interested read-
ers to [7] for more information on these subjects.

4. pTCP Instantiations

In this section, we investigate the applicability of pTCP
in the following three settings: (a) bandwidth aggregation at
a mobhile host with multiple wireless interfaces, (b) end-to-
cnd approach to weighted rate differentiation, and (¢} strip-
ing on an overlay network constincted through application
layer switching. For each of the application domains. we
discuss the key characteristics of the problem, the applica-
bility of pTCP. and simulation results that compare pTCP to
existing sohitions.

4.1. Multi-homed Striping

A mobile user today has a varicty of options in terms of
the wireless access technologies that can be used for [nter-
net connectivity. It is very likely that a mobile device has
multiple interfaces connecting to two or more of such op-
tions. For example, a scenario in which the mobile device
has a wireless LAN interface along with a wireless WAN in-
terface is very conceivable. When such multi-homed hosts
cxist, an intcresting question is: how are the different inter-
faces used in tandem?

Vertical handoffs schemes have been proposed wherein
the mobile device is handed ofl from one access network
to another depending upon its location [14]. Tor instance,
the wireless LAN interface can be used as long as the de-
vice is inside the building. When the device moves out-
side the building, a vertical handoff to the wireless WAN
network can be performed.  Note that in the above sce-
nario, it is possible for the mobile device to be connected
0 hoth interfaces when the device remains inside the build-
ing. Ilowever, an important issue is whether a connection
that 1s striped across the two interfaces can indeed provide
the aggregate bandwidih. If effective bandwidth aggrega-
tion can be achieved, connections to or from the mohile de-
vice can cnjoy significantly better bandwidth performance,
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especially when the bandwidths across the different inter-
faces are of the same order.

Link layer siriping approaches such as [13] do oot per-
form well in this context because the multiple interfaces
uzually belong to ditterent access networks, and an ideal
striping algorithm will need to address fluctuations in ca-
pacity caused by the end-to-end mulii-hop nature of the
paths. On the other hand. bandwidth-based transport layer
striping approaches |9] that rely on explicit bandwidth prob-
ing of individnal paths fo obtain accurate estimation and
thus to stripe accordingly may also suffer when aggressive
probing cannot be performed (c.g. duc to bandwidth con-
straints) or when flucmuatons of link bandwidths occur at a
liner time-scale than the probing period.

4.1.1. Applicability

Several properties of pTCP make it applicable Lo (he
abovc problem sctting. pTCP uscs a delayed binding strat-
egy that handles short-term bandwidth variations commeon
in wireless environments. The re-siriping mechanism vsed
by pTCP overcomes frequent but more permanent band-
width variations duc tc rcasons such as congcstion. The
decoupling of congestion control performed by the TCP-v
from the other mechanisms at SM through a well-deflined
interface cnables use of tailored congestion control proto-
cols tor each wireless link [7]. Finally, plCP explicitly
addresses potentially blackouis for micro-flows through its
redundant striping teclinique.

4.1.2. Performance
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Figure 3. Network Topology for Multi-homed
Striping

In this section, wc present the simulation results show-
ing the performance of pI'CP when used in a multi-homed
mobile host for bandwidih aggregation. We use the ns-2
network simulator [15] for the network topology shown in
Figure 3. For simiplicity the backbone routers also double up
as wireless access points {(or base stations) that the mobile
host (MH) can use to commumnicate with a remote fixed hast
(FH). The mobile host primarily uses two different types of
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wircless connections: {(a) link MII-R0 with bandwidth rang-
ing from 500Kbps to 2Mbps (depending upon the scenario)
and a 70ms access delay, and (b) link MH-R3 with band-
width ranging from 53Kbps to SMbps (depending upon the
scenario) and a 10ms access delay. Together with the prop-
agation delay experienced in the backbone network, these
values simulate a WWAN comnection with 400ms round-
trip time and a WLAN connection with 100ms round-trip
time respectively. MH utilizes both links using either ap-
plication layer striping over multiple TCP sockets (data is
striped through each socket 6l the socket buffer fills up}y
or pI'CP. Besides the striped connection between MH and
FH, we use 9 other flows to simulate the background traffic:
5 long TCP flows with a round-trip time of 280ms, and 4
short UDI* flows with 10Mbps data ratc and 100ms round-
trip time as shown in the figure. We use TCP-SACK for all
TCP flows including pTCP micro-flows. The simulation is
rim for OO0 seconds and the results are obtained by aver-
aging 10 runs. We measure the thronghput delivered to the
application at the destination (FH) as the melric to evaluate
pTCP's perfotmance. We also present an “ideal™ aggregale
throughput that is obtained by summing the throughputs of
two independent TCP flows {used by two different applica-
tions) for the same scenario.

Figure 4(a) shows the simulation results when the band-
width of the WWAN link is 500Kbps and the bandwidth
of the WLAN link varies from 500Kbps to SMbps. pTCP
is able to achieve the aggregate throughput even when the
bandwidth ratio between two links goes to 10. However,
by using multiple sockets the MH cannot enjoy the aggre-
gate throughput when the ratio is greater than 2. This result
reinforces our argument that using multiple sockets can-
not achieve effective bandwidth aggregation as discussed
i Section 2.

Figure 4(b) compares the perfermance of pTCP and nml-
tiple sockets when the number of wireless links increases
trom 2 to 5. Besides the 2Mbps link with 400ms rcund-trip
time (MH-RO)and 5Mbps link with 100ms round-iip time
{MH-R3}, in sequence we add a 300Kbps link with 300ms
round-trip time (MII-R1), a 1Mbyps link with 200ms round-
trip time (MH-R2} and a 10Mbps link with 50ms round-rip
time (MH-R4). The bandwidili of the access link o FH
is increased o 20Mbps to absorb the traffic from MH. As
shown in the figurc, pTCT is able to achicve cffective band-
width aggregation for multiple links. On the other hand, the
aggregated bandwidth by using multiple sockets is throttled
by the slowest 500Kbps link (the aggregate throughput is
approximately equal to 500Kbps+(2 =4 | 1) = 4500Kbps
using 3 links).

Figure 4(c) shows the simulation results when all wire-
less links used in Figure 4(b) experience bandwidth flue-
mations {say, due to channel dynamics). We simulate the
scenario when the bandwidth of individual link randomly
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Figure 4. pTCP Performance for Multi-homed Striping

fluctuates between 20% to 100% of the normal valucs. The
tlucmating period of each wireless link is set to 10, 3, 6, 20,
and 5 seconds respectively. Under such flucmating condi-
tions. the perfommance of pTCP still closely follows that of
the “ideal” bandwidth aggregation.

4,2, Weighted Rate Differentiation

Relative end-to-end service (rate) differentiation in-
volves providing connections with rates relative to pre-
assigned weights. For example, if two conuections {with
potcntially ditterent source-destination pairs) with weights
wl and w2 share the same bottleneck, their respective
achieved rates r1 and +2 should be in the ratio w2,
Although scveral QoS architectures and service provision-
ing schemes have been proposed to address thiz problem,
the challenge lies in achieving the rate differentiation nsing
purely end-to-end techniques without relying on underlying
network infrastructure.

There are two key lines of approaches for achicving
end-to-end service differentiation. First, a connection with
weight w is acmally composed of w micro-flows of the de-
fault weight of one (note that the w micro-flows share the
samc path). Wc refer to this approach as the striped ap-
proach. The connection, in this case, would theoretically
receive ir times 1he bandwidth enjoyed by a defaull con-
nection provided the aggregate bandwidth can be achieved.
The second approach involves using just one micre-tlow,
but adapting the congestion control (o achieve a hehavior
that is equivalent to the aggregate behavior of w default
micro-flows. The former approach has thus far been con-
sidered to be a non-viable solution becavse of the prob-
lems in elfectively aggregating the bandwidihs ofTered by
the micro-flows [10]. On the other hand, related work that
adopts the latter approach either does not scale beyond nom-
inal weights {e.g. 10 in the case of mulTCP [4]), or relies
on unrealistic assumptions (e.g. TCP-TLAST [1(] assumes
accurate loss profiling}, thus limiting the applicability.

4.2.1. Applicability

A clear application of pTCP is the striped approach
where «w micro-flows are used. Because of pTCP’s unigque
ability to aggregatc bandwidths across micro-flows that
have widely differing and fuctating bandwidths, the ef-
fective bandwidth perceived by the connection will indeed
be w times that of a default connection. Two key issues of
the striped approach to achieving rate difterentiation are: (a)
Widely varving instantaneous bandwidths across the micro-
fows. Although the average thronghpul enjoyed by each
individual micro-flow will approximatcly be the same, the
instantaneous thronghputs can be very different. (b) Highly
SAuctuaring bandwidths. The bandwidth enjoyed by 4 micro-
flow can by itself be flucmating, especially when the num-
ber of micro-flows increases (for larger weights). pTCP
handles the first issue through its delayed binding mech-
anism, and addresses the second issue by its packet re-
striping stratcgy.

4.2.2. Performance
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Figure 5. Network Topology for Weighted Rate
Differentiation

Figure 5 shows the network topology used for evaluat-
ing the weighted rate dilferentiation instantiation of pTCP.
It consists of 10 TCP flows with each having a 240ms
round-trip time in a multi-link bottleneck environment. All
backbone routers use RED queues with buffer size approx-
imately equal to the bandwidth-delay product of the battle-
neck link. The configuration roughly cmulates the multi-
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Figure 6. pTCP Performance for Weighted Rate Differentiation

plexing of a large number of flows at the backbonc routers
where each packet experiences approximately equal drop
probability. 'We use two scenarios to compare the per-
formance of pTCP and WAIMD (Weighted AIMD) [4] in
providing service ditferentiation to end-to-end flows: (a)
| pTCP/WAIMD flow with weight u: and the other 9 reg-
ular TCP flows with weight 1, and (b) all 10 flows are
pTICP/WAIMD flows with the same weight w. The first
scenario is targeted toward evaluating the thronghput scala-
bility of pTCP with increasing weights, and the second sce-
nario evaluates pTCP’s fairness properties in this context.
We also introducc 4 short TCT' flows with %{)ms round-trip
time as the background traffic. We use TCP-SACK for all
TCP Nlows and measure the throughput delivered (o the ap-
plication.

Figure 6{a) shows the simulation results for the first sce-
nario where the weight of the pTCP/WAIMLD flow increases
from 1 to 100, while the other 9 flows are regular TCP flows
wilh a weight of 1. It is clear that when using WAIMD
the throughput of the weighted flow docs not scale beyond
10. On the other hand, the performance of pTCP closely
follows the ideal curve even when the weight is 100. The
simulation result thus shows the effectiveness of pTCP in
achieving scalable weighted service differentiation without
relying on accurate loss measurement as in [10].

In Figure 6{b} and Figure 6{c) we show the performance
of pTCP in the second scenario where all of the 10 lows are
weighted flows with the samie weight. The background TCP
flows still have a weight of 1. As the weight of the 10 flows
increases, the background TCP flows yield more bandwidil
causing the throughput of the weighted flow to increase. As
shown in the figure, however when WAIMD is used the
throughput of the weighted flows saturates at w — 3 and
starls decreasing alterward. This is a Tundmental problem
with the WAIMD scheme where each weighted TCP flow
becomes sensitive to packet losses and its performance de-
teriorates as w increases. Moreover, although ideally all 10
flows should enjoy the same throughput we show in Figure
6{c) the throughput unfaimess (standard deviation normal-
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ized to the mecan) observed among the 10 flows. Becausc
pTCP is able to effectively aggregate the throughput of the
component micro-flows, as weight increases any unfairness
introduced in the router (e.g. due to unequal packet drop
probability) on individual micro-tflows is reduced. (n the
other hand, since WAIMD flows become sensitive to packet
losses al large weights, (he unlairmess in [act increases as
the weight incrcases. Therefore, we show that using pTCP
for end-to-end service differentiation results in better scal-
ability and faimess than that demonstrated in related work

[4, 10].
4.3, Application Layer Switching

Several Internet performance studies have identified two
characteristics of the Internet: (a) Predominantly, there ex-
ists a path different from the default one provided by the
underlying routing infrastructure that can provide better ser-
vice {in terms ol bandwidih or delay) [11]. (b)) The Internet
infrastructure remains under-utilized in pockets, while it is
overloaded in other areas [3]. A combination of the above
two observations has led to research in exploiting such un-
balanced use of the Intemet and providing betier quality of
service (QoS) to connections. Since it is desirable for any
Internet solution to be easily deployable. an approach that
is based on an overlay network construcied through purely
application laycr switching holds great promisc.

The idea is to construct an overlay network without
changing the existing Internet infrastructure. The overlay
network will comprise of only Iniernet end-hosls that will
act as application laver switches.® The participating end-
hosts also double up as (JoS monitors. measuring the (JoS
ohserved through the “links™ on the overlay network. Traf-
fic on the overlay network can be routed through multiple
“hops” based on the QoS observed on the different possible
routes. Thus, although the default path from say a host in

3Nate that although conceptually we refer to such a technigue as ap-
plication laycr switching, a practical implementation con be more efficient
(say using IPv4 source routing).
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Chicago to a host in Washington might cxist. traffic between
the two hosts might be routed through another host in San
Francisco if the allemate path provides betier QoS.

A critical obstacle in realizing such an approach lies in
the QoS monitoring at the participating cnd-hosts. Most of
the studies that have identified the existence of better alter-
nale paths have done so using invasive probing technigues,
physically injecting data inte the network paths. Such an
approach as a long-term solution would however be quite
undesirable since it consumes valuable network resources.
Inferring available Qo8 rom existing connections between
the participating end-hosts might be a tall order as the waf-
fic on a *link™” between two end-hosts might be composed
of tralfic from non-participaling end-hosts as well, Invasive
probing in intervals can render the routing decisions poten-
tially stale, and the overheads ot probing still renyain.

In this context, we consider a solution wherein & differ-
ent paths on the overlay network (hetween the source and
the destination) that are coarsely found to exhibit the best
o8 are chosen. and the end-tc-end connection is striped
across the k paths. As long as the aggregate bandwidth can
be delivered (o the connection, such an approach would en-
tail only finding the & best paths as opposed to the best path,
and hence is more feasible. Even infrequent invasive prob-
ing cun establish the £ best paths on the overlay network.
Such an approach would allow the striped connection to al-
ways enjoy the services along the best path as long as it lies
within the & chosen paths.

Note that in order 1 alleviate unfairness issoes, all con-
nections on the overlay network can be striped over % paths.
As k increases. not only should the throughput and fairness
properties experienced by connections increase, but the uti-
lization of network resources should also improve consider-
ably. Even when the network is saturated, a larger & should
result in better global fairness between the connections in
the network.

4.3.1. Applicability

The applicability of pTCT in this domain is quitc cvi-
dent. Striping of connections is advantageous as long as the
aggregale bandwidths can be achieved. The dilTerent paths
available for a striped connection ¢an exhibit both long-term
and short-term bandwidth and delay fluctuations. pTCP is
designed 10 exactly operate in such scenarios and provide
the striped connection with the aggregate bandwidth.

4.3.2. Performance

Figure 7 shows the network topology used to simulate
striping using application layer switching in an overlay net-
work. We assume existence of 10 different paths between
adjaccnt backbone routers.  All of the 40 backbone links
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Figure 7. Network Topology for Application
Layer Switching

are 10Mbps links with propagation delay randomly chosen
from1 Sms to 30ms. We use a UDP flow on each of the back-
bone link {total 40 UDF flows) to emulate the background
traffic. The data rates of the UDP flows are randomly cho-
sen from 3Mhbps to 7Mbps and is changed after every 10-
second period. This configuration thus represents an aver-
age of 50% utilization on the backbone links. Note that in
the ns-2 simulation, because dilferent links originating [rom
the same node are in fact independent of each other (they do
not share the same queue). using such network topology is
not limited to the scenario when all routers have 10 fan-in
and lan-out links. Tnstead, it emulates a more generic topol-
ogy where there arc 10000 differcnt paths (cach may be with
a different round-trip time and traffic loads but not neces-
sarily disjoint) between RO and R4, We use 10 TCP llows
and measure their throughput at the respective receiving ap-
plications. We use two scenarios to show the pertormance
of pTCP in such an environment: (a) | pTCP flow with
p micro-llows and 9 regular TCP llows, and (b} 10 pTCP
flows cach with p micro-flows. Each mucro-flow takes on
a path randomly chosen from the 10000 end-to-end paths
existing in the backbone network.

Figure 8(a) shows the throughput enjoyed by the single
pTCP flow when all the other 9 flows are regular TCP flows.
As the the number of micro-tlows composing the pTCP flow
increases, the throughput for the pTCP flow increases by
ulilizing the unused resources in the network.

In Figure &b} and Figure &(c) we show the simulation
results when all the 10 flows arc pTCP flows with the samc
number of micro-flows {each of them randomly takes on
an end-to-end path in the backbone nerwork). Figure 8(h)
shows the network utilization that is measured by sunmiing
the throughput of background UDI* traffic and the cnd-to-
end throughput of all pTCP flows multiplied by the number
of links (which is 4), and Figure 8(¢) shows throughput un-
fairness among the 10 flows using the normalized standard
deviation. ff is clear that not onfy does the network utiliza-
tion Increase (the upper bound is 400Mbps) as each pTCP
uses move micro-flows, but the unfuirnesy (due fo micro-
fows traversing different botileneck links} alse reduces.
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Figure 8. pTCP Performance for Application Layer Switching

5, Related Work and Conclusions

Striping is a technique used for the transparent aggre-
gation of multiple resources (o obtain higher performance
[16]. It has been typically used at the link layer to ag-
gregate bandwidths of different links with similar charac-
teristics [1. 5]. Recenily, several application layer strip-
ing approaches that open nultiple TCP sockets in paral-
lel to achicve higher throughput have also been proposed
12, 6. 8, 12]. However, these approaches deal with increas-
ing application throughput by using multiple TCP connec-
tions through the same physical path. If such approaches
are used for striped connections over different paths. the
problems identified in Section 2 would render them inef-
fective.

In this paper. we proposc a transport protocol called
pICP that is suited for supporting striped connections.
pPTCP achieves aggregate bandwidths for siriped connec-
tions even in the presence of disparities among the differ-
ent paths, and fluctuations in path characteristics. We show
the applicability of pTCP in three different application do-
mains: (1) bandwidth aggrepation on multi-homed mobile
hosts, (b} end-to-cnd service differcatiation. and {¢) striping
on overlay networks based on application layer switching.
PTCP demonstrates considerably improved perfommance in
each of the three settings when compared to existing ap-
proaches.
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autharity for the collection of this information is 35 U.8.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
infarmation, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by yeu in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.8.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s,

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4, A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

2. A record related to an Intematicnal Applicaticn filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
Nationa