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US 10,868
1

DEVICES AND METHODS FOR MULTIPATH
COMMUNICATIONS

RELATED APPLICATIONS

1'his application &s a continuation of U S. patent applica-
tion Ser. No. 14/512.414 filed Oct. 11. 2014. now patented
as U.S. Pat. 9.350,649, which is a continuation ofU.S. patent
application Ser No. 13/531.294 tiled Jun. 12, 2012. imw
patented as U.S. Pat. No. 8.861.349, wluch &s a contnniation IB

of U.S. patent Bppl&cat&on Scr. No. 12&581,852 tiled Oct. 19,
2009, now patented as U.S. Pat. No 8,22Y.801. which is a
contimwtion of I.J ) patent application Ser. No. 10/686.375
filed Oct. 14„2003. now patented as U.S. Pat. No. 7.606,156,
which cLaims prionty to U.S. Provisional Application Ser.
No. 60/418.521. filed Oct. 15, 2002. all of which are
incorporalixl by rcfcrcncc hereui.

BACKGROUND OF INVENTION
IO

11&e primary I'unct&on of thc RCG is to prov &dc a piatfi&mi
for Compclil&ve Local Exchange Compmiies (CLECs) to
compete &vith the I.ocal I ixchange ('ompanies (I.INC's) fi&r

residential voice and data services '1'he I,EICs have a
strangle hold on the "last n&ile" of copper over &vhich almost
all residential customers receive their communications ser-
vices. To&Lsy. most CLECs resell the existing services that
Bre ofii:rcd by the LECs. CLECs make lhc&r money by
purchasu&g thcsc serv&ccs Irom thc LECs al a discoun! and
marking then& up to the customer. )ince these services are &o

regulated and controlled by the Public Utilities ('omniission
(PU( ) the prie&ng for these services to the ('l.l IC' is set. 'I he
monthly CLEC discount is approximately $ 5 to $ 6 per line
per nionth for basic rate services. This means. in practicably,
that a CLEC can only charge an add&uonal $5 or $6 to the &I

res&dent&al customer for bas&c rale services olherwisc &icy
would bc more cxpcns&ve than the LEC, Bnd &x& onc would
buy the services fron& them; telephone customers would
simply stay &vith the I li('o

be competitive then. CLECs try to sell additional sc
servicessuch as call waitin, caller ID, etc. where they have
Bs much as a 50% margin. Some CLECs also bundle long
distance scrv&ces with thc&r packages Bs additional uicenlivc
lo gcl rcsidcntuil customers lo buy local lclepho&m service
fmm them Since long distance fees areas low aspenmes per 1

minute to the customer. there &s little profit in long distance
for the CLECs. As it is. the pricing structure is such that the
LECs will stay in control of the residential market. Bnd the
CLECs arc notlung more than a markclu&g ami of thc LEC.
This structure also keeps thc CLECs al mt cstual competitive c

advantage. Or d&sadvantagc. with respect lo each other. The
only thine that one ('I I I('ould do to gain &nore customers
is to be a better marketer Since the ('I li('s are unable to
discount their services because their mar ins are too slim as
it is, the net etfect is that the consumer looses by not really &s

gcilu&g compel iuon u& Ihc rcs&dent&al markels, and pnces arc
kept arulic&ally h&gh.

For the CLECs lo bc truly compeuiivc ui thc local
telecommunications markets. they must be able to do nmre
than simply resell the I I I( s services CI,I I('s nn&st be able io
to ofier many more features or services than those that the
LEC provides. and they must be able to do this at a lower
cost, iil order lo i&u&Bcl &low CUslotile&s.

So. what ncw scrv&ccs can thc CLECs oficr7 As tlungs
stand today thcrc Brc none, with lhe cxcep&&ion of DSL or ss
('ble serv&ces which require tremendous infrastructure
costs on behalf of the ('I.li( Ilowever, by deploying an

,908 B2

RCCi in a residence. CLECs cail ollix Bdvaiicixl &low calli&&g

features and services over the existin POTS line. Their
costs li&r thc POTS lmc Ibom the LEC rema&ns thc same, bul
they can now charge for high bandw&dth dale services as
well as additional cailinn and messaging features that the
I Ii('s cannot offer This is their con&petitive advantage
Competition:

Many companies are currently trying to provide VoIP
services to residential customers over high-speed or broad-
band backbones such as DSL and cable modems, over
Inlcrncl cotuiccl&ons &is a computer. Thc lugh-spccd ser-
vices require expensive infrastnicture enhancements to the
local telephone companies'ac&lit&es and cable plants, as
v ell as expensive modems at the customer*s end. These
services are also difficult to deploy and too complicated for
the average user. Internet based VoIP services sufier from
Internet delays caused by a lacl of true Qual&ly of Scrv&cc

(QOS) capabil&lice across thc Intcrnct. Existuig VoIP ser-
vices also require access to a computer and a technical
knowledge to be able to make &t work Because of these
problems. VoiP services are primarily targeted at the corpo-
rate market place where private IP networks that can carry
VoIP services &vith a true guaranteed QOS exist, or can be
co&&trolled.

Thc Only ava&lablc allcrnauvcs for the rcs&dmit&al user Ibr
high speed services are DSI and cable modems DSI, and
('ble based communications reach only a small segn&ent of
the population. and powth has failed to hve up to initial
expectations. The recent collapse of the internet boom has
led to the failure of many DSL service pmviders and has
cifcctivcly eliminated DSL Bs a potential service Ibr most
POTS users for thc inuncd&ale future

SUMMARY OF THE INVENTION

Thc RCG combuies thc capab&hucs and fi:Bturcs of IP
roulers. Class 5 c&rcuil switches and w&rcless LANs in a
small stand-alone external modem like device. Additional
capabilities ti&r a hands-free speakerphone device with a
large touch dispiay are also detailed The RCCi can employ
a large display with sufticient resolution to provide a func-
tioi&BI user ii&tcliacc lo access Bll ol llic a&isa&&ceil FUBIU&cs

otfcrcd by the RCG, bul also to bc able to prov&dc v&dcs&

tclcphone scrviccs.
'1'he device is placed in a res&dence and connected to the

primary PO IS line coming from the I,l:('p to three
standard telephones or FAX machines (or any combination)
are typically connected into the RCCi. It also has a Universal
Senal Bus (USB) and/or a 10-100 Ethcmct interface lor
conn&mt&on to a computer or B Local Area Network (LAN).
In addi)&on, il has an 802.11b/g w&rcless u&tert'acc for wire-
less hon&e networking as &veil as broadband-to-the-home
services

The system is installed in a customer*s home by simply
plugging it into the existing incoming telephone line that
provides POTS serv&ccs from tin: LEC One or morc stan-
dard lclephoncs arc then plugged into &ts tlucc lute-output
jacks Tlus &s lhc simplcsl and most basic usage. In tlus
in&plen&entation, the user only is interested m gainmg addi-
tional telephone lines into the household No computer
connection is required in order to use the system. However,
if data comnnu&ications are desired. then there are three
ail&i&1&oi&al iiltc&h&ccs lot coil&puler coil&ice&tv&tv. Tvp&CBIIV

either an Elhcmcl porn USB port or Iircw&rc (IEEE 1394)
port is used to connect to a PC or LAN. Thc 802.11b/g
interface is for &vireless communications between the R('(i
and P('s, other RC(is as weil as any other types of compat-
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ibis wireless devices. A version of thc RCG uicludcs a

speakerphone and video camera to provided for video tele-
phone scivicf:s.
Services provided by the R( (i

lhc following discussion rclbrs to FIG. 1. The RCG has
a main system processor that is responsible ti&r all house
keeping and traffic routing tacl s. The Main CPU 19 routes
data to and front the lithernet Port 11. USI3 Port 12,

Modem/DAA 41„DSP Engine 33. 802.lib/g Module 36 and
I i 1

thc Display and Rcypad 10.
The RCCi provides a total teieconununications conunu-

nicat tolls services package for rcsidcntin 1 imd small busuicss
customers With the R(Xi, a ('I,liG can otTer its customers
dialtone for up to thrcc separate 10107&hone numbers pcr
residence (the hmit of three telephone numbers is an arbi-
trary number based upon typical residential usage and is not
a limit imposed by the system), all local and iona distance
services. 24/7 always-on Internet access, a host of custom
Iltcssdgulg Bnd cdll lug fed(tuel, ds 0 011 ill Blixulbalul access&if
and lifeline service All of these services can be offered over
a customer's existing POTS hnc, and it doesn't require any
netivork infrastructure build out like DSI, and ('ble ser-
vices i)ecause there is 00 expensive network equipment
required. it can be readily deployed throughout the country
to expand the CLECs customer base quickly.

The RCCi is des)gled to enhance, not replace. the existing
telcphonc linc, enabling 11 to provulc new combuied pack-
ctizcd Voice mid data services. Mcaftwlulc, all existing
telecommunications infrastnicture and equipment will con- &o

timie to work seanilessly with the R('(i Aside from simply
installing the low cost R('(i device in the home telephone
wiring. no other equipment needs to be purchased by either
the home owner or telephone companies. This eliminates the
trcmmldously expcftsivc infrastructure costs for conumuu- &I

ca(lolls colnpalllcs 111Bt Brc lrynlg 10 plovulc voice scrviccs
using DSL or cable modems
'I'he R('(i VIP I lome (iateway I'eatures:

I.)p to three telephone lines i e. numbers, over a single
POTS line and/or wireless connection. do

Ethernet. USB and IEEE 1394 computer interfaces.
Full Gl, G2 and Ci3 FAX support.
Full support for all CLASS services.
Broadband nctworiuug for home computers and appli-

ances as iveli as wide area networking using a combination
of a phiraiity PO1 S lines connected to a plurality of R('(is
and/or a direct wireless connection to a wireless access
point. (These interfaces BI)ovv smart devices to conmiunicate
10 OIECI dci ICf:S within lhc 110111C. OI OVCI thc hi(cruel
tluough the RCG.) 0

Automated, remote upgradabihty altd configuration. (Re-
quires the customer to do nothino )

1'ransparent user operation. (User doesn't have to know
that any new teclmology is being employed)

100% conlpatible with existing public telephone system.
Video Tclcphonc cdpabihtics.
No local or long distance usage charges.
No In(amer access fbcs.
I,oiver monthly commumcation costs
Multiple telephone calls at the same tiine fo
Voice nlessaging, fo))ovv me features. call forwardin,

automatic call back, conferencing, custom call routin .

Homo networking capabilities, all CLASS calluig features,
lugh speed broadband nctworkuig. contuiuous 24/7 internet
dcccss. dnd Inally others si

All of these features are available even while connected to
the Internet.

Very low cost of entry uito thc market, espiwially as
compared to broadband alternatives.

Ncw callulg fcaturcs fhdt dre not currently available to
honte users.

BRII ill DIISGRIPI ION Oi& TI Il: DRAWIN(ig

FICi 1 shov, s the R( 'G functional block diadem with the
preferred embodiment of an 802.11 wireless connection.

Flfi 2 shows thc network topology for native RCG to
RCCi conununications.

ill(i 3 shows the net&cork topology for an R('(i to PS fN
call.

FICi. 4 shows the RC(i top viev, with associated func-
noils.

FICi. 5 shov, s the RCCi rear view and associated connec-
11011S.

Flfi 6 shows a typical application with pemphcral cxtuip-
olcflt coflflcctlons

lfi(i 7 shov, s an ad-hoc ivireless I,AN configuration ivith

ppp muitilink data distribution and wireless connectivity.
FICi 8 shov, s an ad-hoc wireless LAN configumtion with

ppp nnlitilink data distribution and wireless connectivity
with connccuon to n broadband neighborhood iwccss poult
(Wi-Fi hot spot).

lfi(i 9 sholvs an ad-hoc ivireiess I,AN configuration ivith

ppp multi)ink data distribution and wireless connectivity
v ith vvireiess data hopping &lith POTS connections throu/I
numerous difierent Chlss 5 oifices.

Dli I'AII Ill) l)lig('RIP 11ON Olf 'll Ill
INVI &N'I ION

The preferred embodinlent is detailed herein using the
ubiquitous 802.11 wireless protocol. It is by no means
insinuated that tins is ihe only 0 irelcss schcmc Ihat can be
used by tlus dcvicc, raiher. it is ultmidcd that miy wirclcss
transmission schenle can be used for wireless conmlunica-
tions between this device and other wireless devices as
various applications may dictate
System Initialization

Refer to FIGS. 1. 2 and 3 I'or the I'ollowing discussion.
When the RCG is Iirst plugged into mi AC power outlet thc
Mam CPU 19. perfi&rms a Power-on Self Test (POST)
routine. Once the POS'I'ompletes and the R( (i is con-
nected to mi active PO'I'S line, connected to the I.li(. by
means of the Incoming POTS Port 40, the RCCi automati-
cally initiates a modem connection via the Modem/DAA 41,
to a registration service 1 ia d loll free 800 tclephonc number.
The registration service connects directly to the service
provulcr*s sales or customer service ofiiccs via a VOIP
colulcctlon All opal'Stol'r Bfl;nltool 1 ted scfvlcc,'Ills ivcis thc
call and sets up a nelv account for the custonier Once the
account is set up. the service provider's network automati-
cally sends control information to the device to store the
rcqulrcd lou(Big Bnd fbdturc/scrvlcc ulfolnldtlon ul its 11011-

volatile memory of its Main CPU 19. As part of tlus
infi&rmation, a local dialup ielcphonc number is sent to thc
device that it will use for local nenvork access in the saine
fasluon as a standard ISP connection is made from a horne
computer. The URL of the Softswitc)VSIP Proxy Server and
Registrar 51 that will be controlling this particular device is
also storcxl at tlus time. During thc service activation and
coniiguration process. thc mistomcr service operator cml
amid Ical requesm k& Ihe dc&ice, as well Bs cail into 11 on
another telephone munber (assuming an additional tele-
phone number is part of the users class of service) or the
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i

spcakcrphonc to venl'y tlrat 11 is conii ured mui working
pmperly. 'I'he hnal step of the configuration and initialization
pmcess is to register the device with the appropriate
)oftsivitchiSIV Proxy Server and Registrar 51 so that the
Sofiswitch/SIP Pmxy Server and Registrar 51 knows that it
is the controlling SIP Pmxy for this RCG. Also configured
al this null: Is lhc LisirluunL.pilsswolil vc11licsltoll sclvcr
(Ibis is a suuidard network device and is nol shown) thai is
used Io allow the R('(I's modem to make a connection onto
the seri ice provider's network. Once the R('(i contiguration I a

is completed. it disconnects the call by hanging up the
Modem/DAA 41. then dials the new local netw:ork access
number tint had been sent during the conf umtion process
snd establishes u constant local network coiuiection. Tlus
coiuuxuon is muultanuxl continuously on a 24/7 basis, and
is immediately reestablished whenever it dn)ps Should the
RC(i become unable to reestablish this connection after
several tries, it will switch over to failsafe mode and inforni
the user via the Display and Keypad 10. The RCCI w:ill try
to reestablish the connection eiery few minutes until it lo
Ilniillv succl:cds.

By dcibult, thc Iirst lclephonc pon, POTS 1 Purl 30, is
assig/led as the termination port tiIr the existing VOI 5
semice that is connected to Incoming V(yl') Port 40 'I'his is
the existing telephone service that the user already has as lus
primary telephone service from his LEC. POTS I Port 30,
typically has connected to it a standard telephone set that
docs nol rixlutrc any power (other than lhal derived over thc
POTS interface) to operate properly. POTS I Port 30 is thc
I ifeline telephone port for the user In the case that all power Io
is lost Io the R('(I, VO1S I Port 30 will fail to a direct
colinection to the Incolniiig VOIS Port 40 telephone line
that comes into the RCCi from the LEC to provide uninter-
rupted teleplmne services to the user. In this smte, Imw ever,
none of the mihmlcixl VoiP services of fiie RCG are avmlable )s
to the user since the user sunply has a stmid POTS tclcplxiue
scrvicc to lhc LEC.

Tivo additional and unique telephone numbers can be
assig/Ied to the other two telephone ports, VO'IS 2 Port 29
and POTS 3 Port 28, by the service provider at any time. So

These numbers are drav n from a pool of avaiLable telephone
numbers assigned to thc service provider. POTS 2 Port 29
snd POTS 3 Port 28 must to have stmidard tclcphonc
numbers assigned to thmn so 01st Ihe PSTN is able to route
calls from its network to these ports Iior calls originating
fmm IV based telephones, these numbers are not necessarily
needed since POTS 1 Port 30, POTS 2 Port 29 and POTS 3

Port 28 are uniquely identifiable to IP networl s via their IP
addresses assigned through thc Dynamic Host Configuration
Protocol (DHCP) al thc umc that fiie RCG establishes a o

connimlion to the scrwcc provider's network. Suicc POTS 2
Port 29 and VO'I S 3 Port 28 nnist have a teleplmne nuniber
assig/Ied to them, it is a matter of convenience to use the
assigned telephone numbers as part of their SIP address for
IP routing of their data. In this way. all three user POTS 11

ports, POTS I Port 30, POTS 2 Pon 29 and POTS 3 Port 28
sre all addressed thc same manor.

Al this point, Illc List:1 ls Bblclo Iaki'. BdvBIlnsgc of Bll of
the RC(i's features that have been activated according to lus
service 1 reement 'I he user can at any time connect addi- io
tional telephones, a computer or a computer network to the
RCG, The user will only be able to use those telephone ports
(POTS I Port 30, POTS 2 Pon 29 or POTS 3 Port 28) lliat
have benz activated, aud assigned unique ICILTIhonc numbcrs
by thc scil ice provider. Any tvpc of standard lclephonc can ss
be connected to the three VO'lg ports, VO'I') I Port 30,
VO'lg 2 Port 29 and VO1 S 3 Port 28 In the event that a

cordless telcphonc or a I clcqthone that denvcs its pow er I'rom

an AC outlet is connected to POTS 1 Port 30. the lifeline
Iiinctionality of tlus port will bc inefibctivc sulcc thc tele-
phone itself will not operate once power is lost.

Thc speaker phone fcalurc ol'he RCCI, composed of
Speakerphone f)rivers 22. Microphone 24, Speaker 25 and
DSP Engine 33. can be used on any of the activated
telephone numbers and is by default enabled to openste on
POTS 1 Port 30. Once either of the other two telephone
ports, POTS 2 Port 29 or POTS 3 Port 28, Is acti sled, Ihc
speakerphone fiuiction is activated for those lines as well. To
usc thc speakcrphone for any asstgnLSI telcphonc number.
the user simply presses either the I.ine )elect Button 79-81
fiir Linc I, Linc2 or Lute 3 on the face of lhe RC(i. and Ihc
speakerphone function is activated on that line. 'I'his is
convenient fi)r answering any cali directly at the RCCI. The
R('(i may or may not have a mimber keypad filr ouginating
calls. This feature may be added or removed based upon the
target market price points.

The determination as to wluch Inter Exchange Carrier
(IXC) thc RCG will route its dale tluough Is dctcrnunLSI by
any of a inunber of criteria including, but not limited to,
whether the R('(I is a private labeled product. or which
carrier has the lowest cost mutin, or if a specific carrier is
specified by the customer. or and number of other consid-
erations. The RCG can be programmed to chan e its routing
path lo any IXC st;my lime by thc service provider.

Complicated rou ling a Igontlmis can bc pro granmtcxl uito the
R('(i to control ivhich IX('t v ill use at any time
liailsafe Mode

l)uring any time that Ihe R((i is in failsafe mode i.e
Lifeline failsafe logic 39 is activated„ the RCCi will only be
able to receive or initiate telephone calls via the telephone
conniutcd to its pnmary ICIL7thonc por( POTS 1 Port 30 or
tluough ils spcakerphonc I'caturc. In Ibis condition, all
activated tclcphonc numbers sre ported via thc PSTN to Ihc
primary (first) telephone nuniber for delivery to the user's
telephone that is connected to VO'I S I Port 30 While in
fallsafe mode. the modem is not activated, and the RCCI

appears to the local Class 5 office as a standard telephone,
and the PSTN will route all inconung calls to llm RCG as It

normally would to any standard tclcphouc.
Call Flow 1.

l)ialed call origination front a telephone connected to an
R('(i VOIS port and terniinatin at another user's R(XI
POTS port;

When a user picks up a telephone connected to any of the
tlucc POTS ports, POTS I Port 30, POTS 2 Pon 29 and
POTS 3 Port 28, an ofi'hook condluon is dctcctcxl by Ihc
SLIC/CODEC Interface 27 that is connixlcd to lhc DSP
I:ngine 33 by ivay of the l)SV Audio Interface 31 I'he l)SV
I:ngine 33 responds by sending di itally generated dialtone
to the appropriate POTS interface over the DSP Audio
Interface 31. (Note; all BORSCHT telephony hnictions are
pcrfomicd by the DSP Enguic 33 and thc SLIC/CODEC
Intcrfacc 27.) Upon hearing thc dialtonc, thc user enters thc
desired telephone mimbcr on lns tclephonc keypad. Thc
Dual lone Multi-lirequency (Iyl MII) digits that the user
dials are decoded within the DSP I:ngine 33 qhe dialed
di its are transferred to the Main CPU 19 via the CPU/DSP
Conununications Path 34. The Main CPU 19 polls the DSP
Engine 33 approximately every two milliseconds loolong lor
dale Thc Main CPU 19 polling rute varies accorihng to Ihc
process that is bmng pcrfomicd. Thc CPU/DSP Conumuu-
cations path 34 also can generate an internipt to force data
transfer benveen it and Ihe Main CVU 19
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11&c Main CPU 19 generates a SIP Invite IP packet using
the dialed digits as the called destination address and the
URL ol'ts local controlling SIP Proxy Server winch was
pmgrammed into the R('(i during the configuration prncess.
Thc Ma&n CPU 19 passes tlus SJP packet oil'o thc Modmn/
l)AA 41 for transn&iss&on over the netwnrk. 'I'he R(:(I
Meden&/DAA 41 is connected to and communicating v ith a
modem in a modem bank located in the Inter I:xchange
('arrier's (IXCs) facility This facility mny actually be

& I 1

Iocatcxl ul &hc LEC's phys&cal pkmt or it may be phys&cally
located at another location.

Rcfcrring to FICi. 2, User A RCG 44 &s co&uumted via &ts

nlodem to the I li("s local ('ass 5 Office A 47 In tlus
cx&unple, thc scrv&cc prov&der*a connect&ons to the IXC A
Modenl l3ank 8: Router 48 are through IX(' Inter-(Nice
Trunks 46. The service provider may or may not be the IXC.
If &he sew ice pmvider does nor have its own netvmrk. then
it will purchase capac&ty from an IXC and route its trafHc to
that IXC's I'ac&1&ues. Thc SIP Invite IP Packel thai ls si'nl 3 i

from User A RCCi 44 transits the LEC's Class 5 Office A 47
Jacil&t&es mid &s routed to thc IXC A Modem Bank/Router 48
via the IXU A Inter-Otfice 1mnks 46 It is the job of the
router to take the IV packet and route it on to its intended
destinatinn. in this case the appnlpriate SIP proxy server 51.
The router uses the URL for the Softswitch/SIP Proxy Server
and Registrar 51 conta&ned in the SIP Invite to know where
to route the packet. /Note. Thc Softsw&tclb SIP Proxy Server
and Reg&stmr arc log&cnl dcv&ces tlmt may rcs&dc m a su&glc
computer system, or may be implemented as completely lo
separate devices. In this exa&epic. the Softswitch, SIP Proxy
)erver and Registrar are all shown as a ~ ingle physical
device u&nning these three sepamte processes.) The IXC A
Modem Bank/Router 48 sends the SIP Invite IP packet on to
Softsw&tch/SIP Proxy Scrvcr m&d Rcg&strar 51 via an IP li
based network route 52.

11&c SIP Proxy Server process running on Softswi&CI&/SIP

Vmxy Sewer and Registrar 51 perfor&ns a look up to
detemline &he tenninat&on destination for the call using the
dialed digits passed along in the SIP Invite IP packet. In tlus 4&3

example, the term&nating device for User B RC(i 56 is via
IXC B's Modem Bank/Router 49 then tluough Class 5

Oihcc B 50 mid over User B POTS lu&e 55 and linally to
User B RCG 56. Not covcrixl in dc&a&1 here &s the SIP
message handling since it is completely covered in IJ'.11&

Rl&('2543 This example show:s that both the nriginating and
terminating ends of this cail are controlled by the same
Sofiswitch/SIP Pmxy Server and Registrar 51 device. Where
thc originatu&g and terminal&ng ends of a call are controlled
by dilli:rent Softsw&tcl&/SIP Proxy Scrvcr and Reg&strar o

devices. an add&t&onal level of SJP messagu&g &s used
bet&veen the two SIP Proxy Server processes of each of the
Softswi&ch/SIP Proxy Server and Registrar devices tn locate
and control the terminat&ng location of the cali. Again. that
information is covered &n IETF RFC2543 and is repeated ll
herc.

After the call rout&ng &s setup usu&g SIP, and IJser B
answers the call, thc Softsw&tch/SIP Proxy Scrvcr and Reg-
istrar 51 device sends IV address of the originating lffiser A
RC(i 44 tn the User l3 R('(i 56 and the IV address nf User in
B RCG 56 to User A RCCi 44. Once both R('(i*s have the
other's IP address„ they then comnn&nicate directly to each
other usulg Real T&mc Protocol JRTP), and the Soft&witch/
SIP Proxy Scrvcr and Rcg&stmr 51 device &s no ion er part
ol'lhc coiulection. Th&s ihrect conuuu&ucauon &s shown as IP si
based R'I V Stremn 57 between IX( A Modem l3ank/Router
48 and IX('3 Modenl l3ank/Router 49.

Ou thc rcceiv&ng end ol'hc call, refe&r&ng back to FJG. 2.
IJser 13 RC(i 56 receives the SIV Inv&te data strean& through
its Modem/l)AA 41 and passes it nn to the Main ('VU 19
'I'he Main CVIJ 19 reassembles the SIV IV packet and
interro ates the header information to determine which
POTS port. POTS I Port 30. POTS 2 Port 29 and POTS 3
Port 28 thc call is dcstulcd for based upon the d&sled number
contau&cd in thc SIP 1mite message The Mmn CPI I 19
cmnnlands the DSV ilngine 33 tn control the SI,I('/GOI)l iG

Interface 27 tn apply rinaina voltage to the selected VO'I')

port to ri&lg the phone A correspo&ldulg SIV 18(I fringing)
messa e is sent back to User A RCCI 44 in the reverse
direction. When the phone attached to the selected POTS
port &s answered. &he oil'ook con&it&on detected by thc
SLIC/CODEC Intcrlbcc 27 &s sm&t through the DSP Engu&c
33 tn the Main ('VU 19 that sends the SIV 2(IO OK message
back to User A R('(i 44 to le& the R('(I know that the call
v as answered by User i3 R('(i 56 and to turn off the audible
ringing tone for User B. Once the call is estabhshed, User A
RCCi 44 sends and ACK F12 SIP message to User B RCCI
56 indicating that User A RCG 44 understands that ihe call
setup has bccn completed.

I'he tv o R('(is nolv exchange SIP nlessages that include
the type of voice encoding that w&11 be used such as (I 729,
(3.723 I, (3.711 etc to conti ure their R'I'V streams so that
they can reliably transfer the user in

format &on

between them.
At this point the call (voice data) is sent between both RCGs
and a no&aud Iclcphonc con&erma&on &akim place bc&ween
thc user A and user B.

('all teardown is accomplished by either user hanging up
their telephone I'he RC(i of the terminating end (the end
that hangs up the phone firrt) detects the on-hook condition
and sends a SIP Bye message to the other end The other end
upon receiving the SIP Bye message responds with an OK
200 SIP message and ihsablcs thc appropnatc POTS port
thin thc user was usulg.

Thc Spcakerphonc ultcrfacc can bc used I'or e&ther end of
a telephone cnnversation in exactly the same way as
described abnve except that the corresponding VOT) port
that the call ives intended for is d&sabled if the call is
answered via the speakerphone.
Call Flow 2.

Calls bctwccn m& RCG dei ice and a PSTN tclcphonc.
Refer to FIG. 3 Ibr thc Ibllow&ng d&scuse&on.
In the previous call example, the VSI'N network had

nothing to do since the cail was over a previously established
modem connection between nvo RCCis. In the cases where
a call originates or terminates to a standard telephone
scrv&ccd by a Class 5 ollice, tlu: process &s a b&1 more
comphcalixk

Wlmn a call orig&nates from a user v&a an RCCJ, such as
I Jeer A 8('(i 44. the cali handhng practices are exactly the
smne up to the point that the SIP Proxy Server pmcess in the
Softsw&tch. SIP Pnlxy Server and Reg&stmr 51 perfomls a
loolmp to determine lulw to route the call In this case. the
SIP Proxy Scrvcr process dctcrmincs that thc call termu&ates
at a standard PSTN tclephonc attached to thc Class 5 Ollicc
B 50. Su&ce the call onginates as a nat&ve MolP sci»cc, &t

must be converted to a standard switched c&rcuit based
serv&ce to be able to be delivered to User 13'3 telephone 61
The conversion is perfomled by the IXC's Media Ciateway
60 device. In this example, the SIP Proxy Server process
routes the call via &hc IXC's Mcd&n Ciateway 60 device
instead of tluough thc IXC B Modem Bank/Rmncr 49 as
bcfilrc. Thc SIP Proxy Scl& er process sends a SIP Inv&tc to
the IX(ys Media (iateway 6(I device. as &veil as other contml
informatinn. to direct the Media (iateway 60 device to

RED HAT 1007 
RED HAT V. CAS



US 10,868,908 B2
10

terminate Ilu: call and Io apply Ihe appropnarc voice com-
pression algorithm to the media stream to convert it between
switched circuit VCM fiirniat and the selected Vol V protocol.
Ar the same time, the )oftswitch pmcess of the Softshvitch,
SIP Proxy Server and Registrar 51 device sends conuuands
to the Media Gateway 60 device to cause it to roure the call* a

PCM data Io a spccilic channel on thc IXC B Intcroflice
Trunk 54. Thc Softswitch process then generates an SS7
ISUV niessage tllat is sent over the V) IN SS7 signaliilg
nethvork to the ('ass 5 Oflice l3 informing it of the inconting io

call and on v hich circuit the call has been placed. It is up to
the PSTN at tlus point to rin the User B telephone 61 and
process the call between the LXC's Media Gateway and the
User B Telephone 61. The Softswitch process haixlles thc
sigruiluig conversion between thc PSTN*s SS7 network and
the IX(ys SIV messaging, as well as any other propuetary
signaling schemes utilized by the IX('o control it ~ network.
'I'he standard SS7 call control messages, such as ringing,
busy. ring back etc . all have a comparable SIP cali flov
control messages. The Softswitch simply maps the SS7 io
messages uito SIP messages rmd visa-versa w lulc routmg the
messages Io thc appropriate network equipmmit.

As in the case of a call benveen two R('(im the Rl'P media
stream (the actual call data) is routed directly be the IX('
Modem l3ank/Router 48 and the IX("s Media (iateway 60
via an IP based RTP Stream 57.

Again, cail teardown is accomplished by eirher user
lumgmg up tlu:ir telcphonc. Dtlhcndtng which end hangs up
Ilic plioili: Ilrst, tile Bssoclari:il uctwiirk will gi:ilcratc tile
appropriate messages which will eventually make it back to io
the Softswitch process. 'I he Softswitch process will relay the
appropriate call control messages benveen the V)'I N and the
IXC's SIP based control system.

A telephone call onginating from a PSTN teieplmne Is
conligured mid setup in thc same lashion as thc above ii
descnption except that thc origutaun mcssa m begun
w itlun the PSTN network uistcad of ihc IXC's network
Personal ( omputer llased Communications

Where the R('(i is connected to a Personal Computer
(PC) through either its USB Port 11 or Ethernet Port 12. the shh

RCG operates exactly as a cable or DSI type modem device.
Thc RCG is simply a pass tluough lor thc computer's data.
Thc RCG rixmvcs Ihc IP packets (ofwits(ever type) from thc
Colllpll(Ci rllxl SCilds 111C lllforlllriiloil illlCll'Bll i:0 lo tllC
Modent'l)AA 41 interface fiir tmsnsmission over the Inteniet.
Received inforniation from the Internet is processed in the
reverse way.
Dynamic Bandwidth Allocation;

When a modem connimtion is established bctwcen the
RCG and the "Network", thc total available bandhhrdth of o

tins connection is used in a sharedipnontizcd Iashion. Voice
services (calls) take precedence over data services 1'here-
fore, when no calls are in progress all of the available
bandwidth is used by data type services such as surhng the
Internet or uploading/downloading files. However. when a ss
call is to bc passed tluough the RCG, thc rcquircd bandwidth
for Ihc call is dcallocated from thc data services and pnon-
uzcd Ibr Ilu: tclephonc call. This necessary bccausc thc
Quality Of Service (QOS) is important for etTective coni-
munications over electronic nenvorks Since the voice data io
is carried over a "data centric*'ethvork topology (an IP
based network), call quality can suffer greatly. Every efl'ort
must bc taken to eliminate or reduce the packet delay
tlirough eh cry network clement to be able Io provide the best
call quality. For data applicauons such Bs surling Ihc In!amer si
or dov nloading files packet dehsy is acceptable and
expected, and it does not atTect the "quality" of the data

Since afl voice and dare is Iransnnttcd as packets. Ihcrc arc
no "tinie slots" or other type of "channelization" associated
v ith the transmission of this data over either the PO Ig line
or the wireless interface Channelization of the voice data
does occur hvitlun the SLIC/Codec Interface 27 but is
converted into IP packets by the DSP engine 33 and is
hand)cd as packera lyom ilrat point on.

Regardless ol'hether Ihc call is ouguiauug or terminat-
ing at the RC(i, the bandhvidth allocation pnicess is the
smne When the SIV call setup messages are processed, the
type of voice compression that v ill be used is defined 1'he
RCCi Main CPU 19 handles the IP pacl et flow between the
DSP En ine 33. USB Port 12, Ethernet Port 11, 802.11b/g
Module 36 and Ihe Modem/DAA 41 devices giving pnonty
to the voice packets to Bnd lhom the DSP Engine 33 and thc
Modem/DAA 41 interfaces. Voice conipression algorithms
create IP packets at a specitied muiiber of packets per
second lliese packets are handled by a tinted process in the
RCCi Tlfis process is started durin call setup so that the
packets are handled at the correct mote based upon the
compression algontlmi's packet gencrauon rare llicrc is no
pnoriry assigned bc(Ceca Ihc roice packets of each of Ihe
three ditTerent VO'IS Ports 28-30 When more than one
voice call is in pmgress, they are handled in a round robin
faslfion based upon the packer rate for the compression
algontlmi used. If, for example„ two calls are using a
compression scheme that generates packets every 2 milli-
si:cullis, Bllil (lie tlllld gl:ricirilcs packets i:very 4 llilfliscc-
onds. then the calls utilizing tlu: faster packet rate will bc
polled at twice the rate as rhe call using a slower packet rate
but they are not given priority "over" the other call. Only
v hen there are no voice packers ready for transmission to the
Modem/DAA 41, i.e. during the approximately 2 to 4
millisecond packetization period berth een packets. will any
pending data packets rcceivcd lbom thc USB Port 12,
Ethcmct Port 11 or the 802.lib/g Module 36 be sent to Ihe
ModenVDAA 41 for transmission over thc network

I'hus, the VO I S bandhvidth is allocated on a per packet
basis, not on a "tinie slot" or "channelization" or even a
"frequency" basis as it the case with T-Carrier, DSL or
channehzed DSL systems. The same is tnie for the wireless
interface. whcthcr it is carrying pure daLi or voice.

Security rs currently a big concern ui today's networks.
and cspccially with wirelcss 802.11 transmissious For tlus
reason, the R(Xi defaults to route voice data over the users
VO'I'S connection via Inconiing VO'I S Port 40 As security
concerns regarding wireless communications tmsnsmissions
are addressed and alleviated, voice call data can. and wilL be
routed over the wireless uitcrfime via thc 802.11 b,'g Module
36.
FAX Transnussion.

(iroup I, 2 and 3 fax transmission is completely supported
by the R('.(i. Fax trmismission has the same priority as other
voice communications. That is to say that FAX transmission
is treated the same as a voice call and takes precedence over
llallvi: IP diltri trafliC.
Brorulband Over POTS:

Ouc of Ihc pnmary lime(iona ol'hc RCG is Io bc able to
transfer large files such as video files over the VOT) lines to
a residence. 1'he ability to do this is liniited by the maximum
of 56 Kbps due to the design of the digital Class 5 office
linecards and network tmsnsmission schemes based upon T
carncrs. Typical Class 5 linecard design samples the POTS
lures at a rate of 8,000 srunples pcr second. Typically, each
sample is digitized into 12 to 16 bits by a codcc device. The
digitized sample is then companded to an 8 bit sample (I
byte) which makes up the P('M data stream that is trans-
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Ii:rrml over lhc PSTN. Thercibrc, each POTS lute is wunpled
at an eflective rate of (34 Kbps. )ince legacy 'I'I transntission
equipment uses robbed-bit signaling, the maximum guaran-
teed transmission rate for the PSTN as a v;lxile is 56 Kbps.
Because of this limitation. standard POTS lines can only
uarantee a maxunum of 56 Kbps transfer rate under the best

conditions. DSL cquipmcnt gets around tlus problem by
inslalluig DSL Access Multiplcxui (DSLAM) equipmcnt at
the ( lass 5 oflice end of the PO Ig line By routing around
the linecard. as well as routing the data directly over the ln

internet or other private IP based networks, and therefore the
64 Kbps sampling mote, DSL is not bandwidth limited lil e
PSTN traflic is DSL. however. suffers from the very hi h
CiÃIS dSSIICIBB:il Wifll llic pulChBSC. IIIStallBIIOII, Iliiiiiln:-
n;mce, floor lcasc costs, clc DSL alsu sufl'crs from very lugh
deployment costs resulting from the labor intensive process
to tunt up each line liach i)81, "PO'I')" line nmst be
inspected, conditioned and all load coils removed.

The RCCi gets around the 56 Kbps POTS limitation as
well as the DSL problems by using the standard POTS lines zo

as they arc. and uot rcquinug any additional cquipmmi! to be
insialled at lhc Class 5 mid of Ihc POTS hnc. Tlus lccluiique
simplifies deployment and drastically cuts costs.
Multflink PPP Connections:

Referrin to I'I(i 7, the R( (i implements broadband over
POTS by employing an 802.11 b/g wireless interface to
configure a multllink PPP bundle 87 (per RF('990)
comprisixl of thc POTS lines connected lo up lo 32 RCGs.
Thc lunilalion of 32 RCGs ui a muluhnk PPP bundle is an
arbitrary number and can be scaled up or down as required sc
to support changes in network equipment capabilities An
802 I I big interface~7 is shown as the preferred embodi-
ment, since its 11/54 Mbps interface is considered sutficient
bandwidth at this time also, its transmission distances are
suflicient for implcmcntation oi llus device, as opposed lo Is
oliicr sllorlcr riiilgcd wiiclcss udilsiuisstoil scllculcs. How-
cvcr as tune goes on, some other wireless uilcriacc may be
ntore desinsble 'I'here is nothing special or specific to the
802 11 ivireless interface that makes it particularly suited to
this application. Any v ireless interface scheme can be used do

to implement this device.
The 802.lib/g intcrihcc 88 on mt iixhvidual RCG is also

used lo provide a peer-to-pccr wireless home networking
mivironmcnt to other 802.11 compatible w irclcss componmil
within the residence (such as a hand-held computer device)
while acting as an ahvays on dialup internet aatev ay over
the POTS lme 40 for the other wireless devices. An RCCi
that is transfernng a very large file can request the services
oi'31 (in this mnboduncnt) other RCGs to assist in the tile
transii:r usuig thmr respective POTS lines. A single RCG can o

thcrcfore gain thc combuied bandwidth of up to 32 POTS
lines transferring data at as nnich as 56 Kbps each to transfer
infounation. 'I his is roughly equivalent to a transfer rate of
1.79 Mpbs in the inbound direction (towards the RCG) and
approximately 1.075 Mbps in the outbound direction (to- ss
wards the PSTN).

lhc multiluik PPP connection~7 Is uuualcd by mi RCG
when ii deteuniucs Ihal Ihc Iilc (or slrcanung service) lhal il
is to download (receive) is of suflicient size or requires a
mininnint antount of bandw:idth to justify the use of a ic
multilink PPP connection. This determination can be made
on many difi'erent criteria such as the file size. type of data
beuig irdnsmillcd, the type of compression if any. a Quahty-
oi-Service requirement or any other pcrluicnl infomialion.
(Since a cerlmn amount oi ovcrhmd is required lo sel up a ss
Multflink PPP connection, it doesn't make sense to use it fiir
small or loiv data rate tnsns fera.)

Mullilink PPP Bandwidth Allocation and Iniualization:
Referring tn Fl(i 7, an R('(i 85 that decides to initiate

a multihnk PPP session ivith a rentote contputer i e internet
URI„requests a multilink PPP session with that URI,
resource via Link Control Protocol (LCP) session manage-
ment. The initiating RCG 85 and the remote server com-
puter (not shown) will ncgolialc Ihc pertinent multiluik
parmnclers such as compression, packet siu) sync/async,
link quality monitoring, bit stufling etc As part of a suc-
cessful nudtilink PPP session setup, the initiating R(Xi~5
receives a multilink PPP session II), or "magic number",
which is used to identify this pat(leo)ar multilink PPP
session and is also used for addin or removing links from
thc multilink bundle~7 . Once thc mullilink bundle is
setup, thc initiating RCG~5 begins datn trnnsfi:r across ils
PO'I'S interface 90 ivilb the far end contputer system. 'I he
initiating R(Xi~5 then looks up the addresses of up to 31

(in this embodiment) other R('(is in its router tables to use
for the multiiink PPP transfer. (If a Neighborhood Access
Point is available the RCG could request service through it
instead of aching up a Mululinl PPP connection sim FIG.
8.) Thc initiating RCG~5 dctermincs thc number oi'emoteR(:OS~6 that it ivants to use to get the desired
bandwidth tiir the tnsnsfer and sends multihnk PPP service
requests via the 802 11 big ivireless connections 88 to the
selected remote RC()s 86. The selected remote RCCis 86
respond back to the initiating RCCi v, ith either an acceptance
or denial of nuiltiluik PPP servwe request. Tlus decision is
made based upon lhe remote RCG's currently available
PO'I'S bandwidth and the current local demands for that
bandwidth Tlie remote R('G~6 makes a decision to
participate in a nndtilink PPP service for an initiatmg R(Xi
if its POTS line 91 has a current average bandwidth
utlhzation of less than sonic arbitrary limit such as 8 Kbps
to 16 Kbps. Tlus 8 Kbps to 16 Kbps bandwidth utihzalion
represents about two concurrent voice conversauom usuig
staiidBOI voice coiliprcssliiii lcchillqiics, or soiilc siiliill
amount nf data transntission occurung on the remote R(Xi's
PO1'S interface( or a contbutation thereof. Assuming
that the remote RCG 86 has a modem connection speed
somewhere between 33 Kbps to 56 Kbps. this would leave
approximately 17 Kbps to 40 Kbps oi'POTS bandwidth fliat
thc remote RCG~6 could ofli:r lo thc u»uatuig RCG~5
for usc In Its mullilink PPP bundle 87 Of course, if thcrc
is no activity on the remote R('(i 86 PO IS line, then the
entire bandkvidth will be used for the multilink transfer. If
the remote RCCi 86 accepts the multilink PPP service
request from the initiating RCCi 85 it also sends its cur-
rently available bandwidth on ils POTS lute 91 tlml lhe
initialuig RCG~5 will luive available to il for lhc multiluik
PPP transfi:rs. Thc iniudling RCG then selects which of lhe
responding remote R('(is 86 it will use fiir the multilink
PPP bundle~7 and sends them a multilink initialization
pacl et containing the IJRL of the destination as well as the
multillnk PPP session ID (magic number) and any other
pertinent infiirmauon required for lhc remote RCCi lo Ioui in
thc existing mulldink PPP bundle~7. Each remote RCG
POTS intcri'acc 91 partwipating in a multilink PPP bundle.
represents a logical "link" in the initiating R('(i's multilink
PPP bundle~7 The remote R('(is 86 then send a mul-
tilink PPP packet (over their respective POTS lines 91) to
the destination URL with the muitilink PPP session ID and
request to be added to that multilink PPP bundle 87. The
destination URL accepts lhc rixNcst oi'ach of thc rmuoie
RCCis 86 and beguis sending data packets to each over
their respective PO'lg lines 91. When the reniote R('(is
86 receive data packets sent over their respective PO'I')
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luies 91. &l&at are dcsuncd for thc multilink PPP bundle
87. they simply relay the data packets over their 802.11b/g
interface~8 to the in&tiating R('(i 85. It i ~ the responsi-
bility ofthe initiating R('(i 85 to perform all housekeeping
tasks associated w ith the multilink transfer such as detection
of lost packets and data packet reassembly, if those functions
arc required. Typ&cally. lost packet dc&ection and rctrans-
nnssion and rcassmnbly arc performed at lugher OSI layers
by the requesting software such as a browser. 'I'he ren&ote
R('OS~6 are simply data tncnsport nodes and do not &o

perform any data processing on data received over a mul-
tilink PPP bundle destined for another RCG.

The initiatin RCCi 85 of the multilink PPP bundle 87
conunually mon&tora the bandw uld& ol'uich rmnotc
RCG'S~6 mululuhk l&nk wluch together compose &ts mul-
tilink bundle 87 When the available bandwidth for the
multilink PPP link of an individkml remote R('(i 86 falls
belo&v an arb&trary minimum cet by the initiating RC(i 85,
the initiating RCCi 85 instructs the oifendin remote RCCi,
via its 802.lib/g v ireless interface 88, to remove itself zo

from thc mult&link bundle. Thc rmuoie RCG~6 w&ll &hen

notify thc rcmotc computer (URL) to bc removed as a link
in the current n&ultilmk bundle on &vhich it is participating.
Alternatively, a remote R( (i 86 can infbrm the initiati&lg
R('G~5 of local demands on its PO1S bandhvidth. and
request that the initiating RCCi 85 remove it (the remote
RCG 86) from the part&cipation in the initiating R('(i*s
multilink bundle~7. Thc remote RCG 86 v,&11 not um-
latcrally rcmove &&sell''rom participat&on ui a mul»link
bundle v ithout pnor notificat&on to the Initiating RC(i 85. &o

'I'he remote R(Xi 86 n&uct get authorization from the
initiatin R('(i 85 to ren&ove itself fm&n the bundle. since
the initiating RCCi 85 w&ll have no cvay of knowing &f the
loss of data from that remote RCCi is due to some sort of
fmlurc or from thc rcmotc RCG simply rcmovm i&self from hc

partic&pa&ion &n thc mult&luhk bundle 87. Also. for services
tha& r&xpiirc a m&n&mum Quahty of Scrvicc (QOS) such as
streaming video, the initiating R('(i 85 needs to contml
the multilink bundle~7 bandwidth, and it can not do that
if renuhte RCCis 86 drop out of the multilink bundle 87 ao

at will. When a remote RCCi 86 requests to be removed
from parnc&pat&ou &n a mululuhk bu&idle~7, thc i&una&ing

RCG~5 must &nmic&hatcly grtmt ihe request. If &hc init&-

sting RCG~5 werc to not grant 0&e request. then thc
remote R( G~6 could. &n worst case, delay or dnhp incon&-

ing nn&ltil ink packets destined for the initiating RC(i 85. If
this &vere to happen. the initiating RCG 85 will have
missing packets and could over nm its reassembly bnffier (if
reassembly &s bc&ng pcrformcd by &he RCG) causuig cata-
stroplnc data loss and potm&tially have to restart tlm m»ire o

transmission. Iu the least case, the u&itiaung RCG 85
woulrl 8;Ivc to hut»,'c rct&'ansn»sB&ou of poteI&th&ll&'&B&lv

packets which it assumes to be lost, but may simply be
deLayed by the remote RCCi 86. Once a remote R('(i 86
has been removed from participating in a multilink bundle &s

87. &hc initiatui RCG 85 w &11 then look up &mother rmnotc
RCG ui &ts router tables that can be used to par&icipa&e &n thc
multilink PPP bundle 87, Imd rtxiucst &hat &he ncw rmnotc
R(:G~6 to jom the existing multilink bundle 87. Ibis &c

necessary Io u&ah&tab& a u&hu&lu!&1& Quality of Scrvicc. Shlcc so

RCGs prioritize their bandwidth requirements based upon
their own "local'* service requirements, their participation in
any mult&luik PPP serv&cc w avm labia only to bandw ulth &l&at

&s &x&t rcquucd lor &ts owu co&re&lt local dcu&ands. 11&chef&&rc,

a remote RCG's/~86 bandwidth tha»s available lhr mult&- sc
lii&k services can change at any time I he dynamic reassign-
n&ent of remote R('(is that participate in a multilink bundle

is also rcqinrcd &o prevent a remote RCG~6 Irom receiv-
ing packets co slowly that the ori inating R(Xi~5 inter-
prets this delay as lost packets When the initiating R( (i
85 determines that a packet has been lost, and it is
perfom&ing packet reasse&nbly„ it &vill. itself. requect that the
remote computer retransmit the lost packet. The initiating
RCCi will not ask any remote RCG 86 to perform rctrans-
nuss&ons or any other kuid of data computauons or man&pu-
lations.

Refer to I'I(i. b for the tihllowing discuss&on In areas
where there are existing 802 11 network equipment such ac
Ne&ghborhoodAccess Point 93„orwhere there&s sufficient
bandwidth requirements from an installed base of RCCis to
warran»hc dt7doyuhcnt of a Nc&ghborhood Access Poini
93, &hc RCGs will automancally detect thc prcsencc of thc
compat&ble neighborhood access points and reg&ster cvith
that equ&p&nent for tmnsport services In this case. an R(Xi
has m& alternative broadband service route m addit&on to the
multil&nk option. An RCG can conununicate directly with a
loca)802.11NethcorkAccess Point 93 that isconnectedto
the PSTN or another cern cr*s network via some son oi'ugh
bandwidth backbone suCh as a T-Camcr or opt&cal camer
cm&nection (Tl, 'I'3, 0('3. 0('12 etc) I'he R('(is can
cmnn&unicate directly &vith neiahborhood access points at
their h&11 11/54 Mbps data rates to provide up to that full
bandwidth to the user. Tigs funct&onality is, of cource,
subject to the Network Access Point 93 allowing access to
its resources to thc RCG according to thc 802.11 wirelcss
pro&ocol.

'I'his architecture ic important since it provides an avenue
to reheve the local class 5 offic of congestion that can be
caused by a v,ide spread deployment of R('(ic within the
class 5 service area. Since each RCCi requ&res a constant
24/7 modem connection. this ties up the class 5 switch in a
fasluon &l&at it was not designed I'or. Tlus could iced to
wllolcsalc cl&lss c oihcc cxpaus&o&ls wh&cil woukl be
ex&rcmcly cxpcnsivc. and potentially prolub&tive lor &he

I ocal 1&xchm&ge ('arriere (I li('s) By deploying neighbor-
hood access points that operate at 54 Mbpc (802 I la/g), in
areas where the R('Ci concentrat&on starts placing too hi h of
a demand on the local class 5 office. the bandv idth from the
RCCis can bc aggrcgatcd by the nc&ghborhood access pout&s
iu&o large capaci&y bacl bones &o rcl&cvc &1m sw&tch conges-
t&on. In this case, thc RCG POTS iutcri'acc—40 can bc used
solely as a lifeline corn&ection, or when the 802.11 wireless
I.AN in which the RCG resides is congested With this
implementation, voice calls &vill be carried over the wireless
interface as opposed to the POTS interface on which they
would nomially bc carried. Also. thc RCG modem 41
conntutcd to thc POTS in&or(ace~0 would not nccd to
m&nntain a cons&an& always on coiu&ccnon, &t coukl bc a
dialed on demand connection and thereby rel&eving the local
class 5 office switch
Bou&hc&n or Hopping Traffic:

Refer to Flfi. 9. In areas where the density of RCCis is less
than &1m arbitrary number of 32 RCGs with&n &ts &ransnus-
sion radms fi&r mul&ilink connections, thc RCGs can bounce.
or relay, thc data trailic between each other to reach other
R('(ic located farther than the R('(is wireless transmission
area Since the P(yfS data rate of 56 Kbps ic m&niscule as
compared to the 11/54 Mbps 802.lib/g transfer rate. the
overhead associated with bouncing data tmcgic is not a
concern. Tlus will allow for thc Ibstcst pose&blc data trtmsfi:r
across POTS lines Ihr every RCCi user.

RC(is can also communicate d&rcctly w&th an 802.lla
Ne&ghborhood Access Point 93 device (such as that used in
WI-III nenvorks) that is connected to a data network con-
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nimuon simh as a DS3 or OC3 scrv&ce v&a a Metro Access
Point Where an R('(I has access to a broadband device such
as an 802.11a type device, either directly or via a bnunced
signal across several R(Xis, a direct high speed data con-
nection can be used to tmlnsfer large files. When nn RCCI &s

communicating directly v ith an 802.11a device. data tmns-
li:r speeds up to ihc full II/54 Mbps can bc aclucved to
speed &i&leo transfers Ihr such apphcauons as vnleo on
demmid
R('Ci Router 'I shies I& 1

1hc R( (i co&i&i&U,'lily'tin&i&to&'s rts 802 I lb/g &virclcss
interface filr transmiss&ons from other RC'(is or 802.1la
Access Points as well as other 802.11b/g wireless dev&ces
withm the residence Thc RCCI pmv&dcs a means io iilcni&l'y

Bnd store tiu: addresses of other RCGs and Nc& hborhood
Access Points within its local area. 11&e RC(i creates routinp
tables, much like an IP router device, so that it knows which
RC(is are Incal to itself, and ho&v many hops will be needed
to reach the maxinuuu of 32 POTS lines or a Neighborhood
Access Point. The RCCI can then determine how to route its io
dale transfers io gain Ihc must eflic&cnl rouung mill network
cfl'lclciicic

1'he muter tables m each R('(i are continually updated by
nionitoring the 802.11 fran&ca received from other R('(is or
Network Access Points. 1'he number of entries in the router
tables can be limited to an arbitrary number of other RCCis
but contains room for at least 32 entries. For each RCCI 1&sled

in Ibc router I shies, certnu& infornm lion &s kepi such as signai
strength. &f thc other device &s another RCG or some other
802 ll compatible device, if the other RC(i is reachable lo
directly, nr &f it is accessed via another RC(is by hoppmg In
the case there R('Ci hopping is used, the address of each
RC(f that is hopped &s stored in the routing mble. When an
RC(f is first powered up. it monitors its 802.11 interface for
a per&od of time to ideal&fy other RCGs or Nc&ghborhood ls
Access Point dev&ccs, or other Wi-F& devices wiilun us
transmission arcs. When lirst dcploycd, Ihe RCG will not
have any entnes in its muting tables 'I'his conditinn can
persist tilr some time. until another R( (I or other 802.11
device is deployed within the former RCCis transmission so
range. In this state„ the RCCi can be used for wireless
networking w &th&n the rcs&dcncc, co&ulcc ling thc local com-
puter io Ihc RCGs always on Internet connection as mell as
io other wirelcss dev&ccs within Ihe home. When mi 802.11
frame is rece&ved by an R('(i that contains the address of an
RC(i whose address does not exist in the receiving RCCI's
router table (as is the case when a new RC'(I is first
installed). the receivin RCCI polls the transmitting RCCi for
ils router table &nlonnauon. Thc race&vcd router mfi&nnal&on
is rcvicwcd for other RCCi's or other 802.11 compat&ble o

devices thai arc noi lwicd &n &is own router tables. A decision
is niade to use some, all, or none of the new mute informa-
tion in its router tables I'here is no real limitation on the
number of RCCis that can be "hopped" in order to build a
con&piete router table or to reach many more RC(is, Neigh- ls
borhood Access Po&nis or Metro Access Pouits.
Equipmeni mid Scrv&ccs Pnoritics:

fust as voice has pnonty over dais Iranslers w&lhin a
single R('(i, local R('(i traffic (both voice and data) has
priority nver renlote transfer requests by other R('(is If an ro
RC(f is currently using all of its available POTS bandw&dth
for its own purposes, it will deny any remote RC'G* s request
for access io &is POTS 1&nc Only when there is avmlable
POTS bmidw nlth avm fable w&11 mi RCG allow other RCGs
access to its POTS 1&ne Ii w&11, howcvcr, bounce thc iralfic ss
to other R('(is w&thin &ts transmission area if requested by
the originatin R('(i In th&s case. avaiLlble wireless hand-
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width ol any RCG (thai amount of thc ll/84 Mbps not
currently used fi&r its o&vn trafiic) can be used to relay tmlflic
bciwimn other RCGs that ilo have ava&lablc POTS bmid-
v idth. In the same fashion. excess wireless bandwidth of
any RCG can be by other RCC)s to ncccss lugh spcod
backbones via Neipf&borhood or Metro Access Points.

RCCis can aiso access other 802.11 w&reless networks
(Wi-Iii for example) that happen to be deployed within their
serv&ce areas. In this case, access agreements between the
RCCi service prov&dcr mill the w&rclcss network operator
must be put into place. By reniaining compatible with the
802 11 standards, thc RCGs cspab&lit&cs w&ll bcncfit by thc
pmw&np WI-11 nenvork infrastnicture. an the Wl-l'I net-
work w&ll benefit by the RCG network.
Vo&ce Over PO Irg and Data Over W&reless

Normally. ali conununications from an RCCi will be
transmitted over the local POTS line, or a mult&link bundle
made up of many remote R( (i PO IS lines By defm&lt, all
voice calls wiil be carried over the "local" POTS line 40
to alleviate security/privacy concerns and only "data*'ill
be transmitted via nuiltilink bundles. Cienemlly. s&nce voice
"CLita" is comprcsscll locally by thc RCCI, thc rcqu&rod
bandkvidth for a vo&ce call &s so small thai it does noi make
for a good chnice to route it over a mult&link connection
I lowever, it is possible to mute voice calls entirely over
another RCCis POTS line. It is also possible for an RCCI to
trmismit voice data over POTS lines connected to other
RCCis i is multi)ink bundles or d&rectly over its 802.11
w&rclcss uitcrfacc, and smce the 802 11 spec&fication dues
support thc Wired Equn aleni Pnvacy (WEP) spec&ficst&on,
a secured connection can be made in th&s fashion
Renmte I)ppradabiiity

The RC(f is designed with the capability for unassisted
remote upgradability. The remote upgradability feature is
not the same as the storing of operational pamlmeters during
thc conliguraiion process. This fhature allows thc system
operator to add ncw li:Biurcs as they are dcvcloped, or to
correct bugs remotely and without the users knowledge or
involvement. ')1&is feature can also be used to install a
complete nevv operating system (OS)

Key to the successful iniplementation of the Remote
upgradability feature is that a completely fail-safe routine be
i&i&pic&I&i:&&teil if&at cail Iccovcr froiii a&tv fB&IUri: &IUlliig Ilic
upgrade process and io rc-initiate and mo&ulor Ihe upgrade
pmcess until it has successfully completed I'his process is
carried out by loading a boot lnader progrmn that is stored
in non-volatile memory The boot loader propman& pmvides
the miiumum capabilities to start up the RCCi and connect
into the system operator's diagnostics network to download
fixes or a ncw OS. 11&c boot loader program &s iccluiicslly
part of the OS. bui ii c ulnot bc over wnuen by imy up radc
pmcess. It is responsible tilr detecting failure of the R(XI
and in&tiatinp a cnnnection to the diagnostics network Once
connected with the diagnostics network, the boot loader will
provide diagnostics support to help correct the RCCi*s

operation and reconhgure the OS.

What is cLlimed is
I A client device for multilink data packet communica-

tion w&th a server. the client device comprising
a first network interface hav&n a first data transfhr rate

associated with B Iirsi path Ikom thc scrvcr to Ihc first
network uiicrface of Ihe client dev&cc,

a second ncl&vork interface hav&ng a second dais trimsfi:r
rate associated ivith a second path from the server to the
second network interface of the client device; and
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ru lcrrsr orle processor corlflglllixl 10.

transmit a first message through the first netlvork interface
ro the server, wherein the first message includes a
nurltihnk request a destmation Ulfl„

transniit a second message throu h the second network
interface to the server, wherein the second message
includes a multilink session idemilicalion Ihc dcsruxr-
uon URL, and

receive data packets fmm the server through the first and
second nenvork interfaces of the client device during io

the multilink session wherein the first data transfer mate

and the second data tronsfbr rate provide an increased
data umisfer rate of the first path and the second path
from Ihc server Io thc chcnt device.

2. The client device of claun 1, whercui Ihe BI least onc
pmcessor further is conhgured to transmit the first message
and the second message to at least one server, wherein the
at least one server is a device providing the data packets, or
a device that manages the client device and another device
that is providing data to the client device. lo

3. Thc client device of claun 1. wherein a scrvcr provides
IhC 111Ulrllhlk SCSS1011 ldCutlflCBtlou Ihdt IS llulqllc lo IhC

nuiltilink session
4 The cheat device of claim I, ivherein the first infbr-

nlation is coniprised of at least one of an Internet address
associated with the first network interface, and the second
information is comprised of at least one of an Internet
address associated with thc second network mterfacc.

5. Tire client device of claim I, wherein each ol'hc first
netlvork interface and the second network interface is one or so

more of cellular mterface, Wi-I'i interface. a wireless inter-
face. a cable interface, a wired interface. an I ithernet inter-
face. a Bluetooth interface, a near-field conuuunication
interface. and an optical interface.

6. Thc client device of claim 1, whcrcin Ifre processor rs rs
conligured Io rcordcr Ilm one or more data packets Ihar are
ILccrvcd 01 cr thc rlr least Iwo or lllole network hilcllBccs of
the client device during the multilink session

7 'I'he client device of clam& 1. wherein the client device
is one of a cell phone. a tablet, a switch, a server. o network do

device, a router, o computer. a Wi-Fi device. a Wi-Mox
dcvicc. a wirclcss device, a mobile conunumcation device,
d near-Iield conunuuicdtions device, tmd d Blucroorfr device.

8. A seri er Ibr multrlulk conunuiucauon v, irh a dcvwc, thc
Sel'VL'I'onlpl'lslllg't

least one server network interface; and
one or more processors coupled to the at least one server

network interface and configured to:
teer:rvi' first ulUlrlhuk packet over Ihc lu IcBsl Orle

server network interface. the first multllruk packet o

coulprHcd of B rcqilcsl for B ulUlrlhuk couuulluu:a-
tion and first inforniatron associated lvith first net-
lvork communication interface of the device tliat rs
capable of being used by the device to receive data
packets: 11

sending a data packet includin thc multllrnk session
ulclltlllcatlou to Ihc flrsl llclwork cilluuululcdtlou
uucllacc 01 rile ilcvlcc,

receive a second niultilink packet over the at least one
server network interface. the second rmdtilink packet io
comprised of the multilink session identificarion and
second information associated with a second net-
work conununlcdtlon inlerfacc of Ihc device fixit rs
capable ol'eing used by ihe device to receive data
packets; and Ss

send ditferent groups of data packets over the at least
one server network interface to the first network

communication interface of thc device and Io thc
second netlvork conuuunication interface of the
dcvicc, wherein each of thc ddlbrent groups of dma
packets includes the multilink session identification

9 Thc scrvcr of clmm 8, whermn Ihe onc or morc
pmcessors is further conhgured to send the multilirik session
identification that is unique to the data packets bein sent to
the first network conlnnmication interface and the second
network communication interface.

10. The scrvcr of clami 8, whcrcln thc ouc or more
processors is firrther configured to:

receive a third mulrilulk packet. Ihc Ilurd mulrrlulk packel
is comprised ofmultilink information associated with a
tlurd network communication urtcrl'acc of thc device
that is capable of being used by the device to receive
data packets: and

send ditferent gmups of data packets to the first neuvork
communication interface of the device, the second
network conununicdtion interface of the device and thc
third network conummication interface of the device.

11. The scrvcr ol'laun 8. whcrcur the onc or more
pmcessors is huther configured ro receive a multilink pack-
ets comprised of multilink information associated ivith
which one of the first netlvork conlmunrcatrorr interface of
the device. the second network communication interface of
the device and the third neuvork communication interface of
thc dcvicc ls Io be rcmovcd Ibom thc multilink session.

12. Thc server of claim 8, wherein thc oue or morc
pmcessors is further confiaured ro receive different multilink
packets over the at least one server network interface at
different periods of time

13. A first device coniprisin:
o network interface; and
Bt Icirst ouc processor collfigilrixl 10.

tliluS11111 il Illsr rucssagC lhtoUgh Ihc llCIWolk uliClfaCC
to a second dci ice, whereur thc lirst message
includes a multilink request and a destination UI&I„
the network interface to the second device having a
data transfer rate associated therewith,

trmsmit a second massa e tlirough the network inter-
face to a tlurd device, wherein thc second massa c
ulChldCS rl 111Ulrlhuk SiwSlou ldCurlflcrlrloll thai ls
unique to Ihc multilink session and Ihc desliuatlon
URI., the network interface to the third device hav-
ing a data transfer rate associated therewith: and

receil e the difi'erent data packets tluough the at least
one netlvork interface from the second device and
from the third dcvwe duruig thc multihnk session,
wllCIL'lu IhC ililta lliluSICr rrltC dSSOC1Btcil With 111C

network uitcrface Io tiu: second device and Ihe
network interface ro the tlurd device provide an
increased data transfer mate for the first device

14. The first device of claini 13„wherein the first device
and the second device are separate devices or separate parts
of Ihc wuuc dcvlcc.

15. Thc lirst device of claim 13, w hcrcin thc first device
is onc of a cell phone, a tablet, a switch, a scrvcr, a

network

device, a router, a computer, a Wi-Iii device, a Wi-Max
device, a mobile communication device, a lvireless conunu-
nications device, a near-field cotmnunications device. and a
Bluetooth device.

16. A flrSI dCVlCC for 111Ulrlhuk COUU11UJUCdrlolr. Coulpl1S-
ulg.

at least onc ncrv ork uircrface; aud
one or more pmcessors coupled to the at least one neuvork

interface and conhgured to
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rccciving one or morc mullilnik packets where each

multilink packet comprises information assnciated
ivith nne or more of a plurality of netv nrk cnntmu-
nication interfaces of a second device that are
capable of bein used to receive data packets:

during a multilink session
splitting up data fmm a data source into difi'erent

groups of daLi packets, and
controlling a data server where the data server sends

the ditferent groups of data packets from the data
server to different network conununication inter-
faces of the second device, wherein each of the
difli:rent groups of dale pachem uicludcs lhe mul-
lilink session ldCInifiCalinil.

l7. A client device for niultilink coinmunicatinn, the
client device coinprisutg

a first network uilerfacc lraving a firsl dale lransfi:r rate
Bssnciatcil llicrcwilli:

I it

a second network interface having a second daLi transfi:r
rale associated thcrcwilh: and

at least one processor and conhgured to
transmit a first message through the first netv'ork

interface to at least one server, wherein the first
message includes a multilink request and a destina-
tion URL,

transmit a second message dmiugh thc second new ork
interface to the at least one server. wherein the
second messa e includes a nniltilink session identi-
fication that is unique to the nlultilink session and the
destination JJRL: and

receii e concurrently the different data packets from the
server lhningli lhC liIsl Iiclwnrk iiilCIIBCC Bnd lhC

simond network uilcrf we of thc client device duung
thc mullilink session, wherein lhe first data trimsfi:r
rate and the second data transfer rate provide an
increase in the data transfer rate of the client device

i s s s
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