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Load balanced transport of best elforts tratlic together with
delay-bnunded traffic over a multilink bun«He combines
fragmentation and fragment dtstnbutton for best ellorts
packets with per-flow balancing for delay-bounded traffic In
thc prcfcrrcd embodiments, thc best eft'orts packets rcccivc
Multtlink Protocol treatment, includtng fragmentation and
addition of sequence headers. Fragments of packets for onc
such communtcatton go over the vanous lanka w«hin the
bundle, as appropriate for load balancing on thc linl s. For
each «islay-boun«led liow, such as lor a VOIP servtce, the
sending node hashes the packet header data and applies aH

peel ets for the liow to one of the hnkc, asstgned ac a

function of the hash value l)ifferent tlovv headers prnrluce
rhffcrcnt hash results; therefore the node sends dift'ercnt
llows over the different links in a substantially balancerl
manner.
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COMBINING MULTILINK AND IP PER-
DESTINATION LOAD BALANCING OVER A

MULTILINK

B(1NDLL'IELD

OF THE INVENTION

Thc prcscnt invention rclatcs to tcchniqucs for balancing
packet rlata communications over multiple linlm in a bundle
forming a unilied interface between two nodes of a data

10
network, parucularly where some pacl ets relate to tlelay-
boumled communicauons and other packets relate to a
different class of traffic

BACKGROUND
l

Digital rlata communication is fast becoming a ubiquitous
aspect of. modern hfe. The performance of tlevices relying
on such commumcauons conunually improves at an ever-
increasing pace As a result, there is an ever-increasing
demand for commumcatinns services and an attendant zo

incrcasc in thc bandwidth that thc data communications
facilitits must provide

Modern data communicauons utilize a vanety of different
forms of. peel et communicauons. Wuhin a pacl et network,
many of the links are point-tn-point links between peer
nodes. When a need for increased hanrlwirlth on such a link
arises, onc option is to rcplacc thc existing link with a higher
bandwidth link. However, this approach often is prohibi-
tlveiv l:xpetlslve, partlcularlv as dtl ltlcremetltal upgrade.
Accordingly, the soluuon to providm ~ increasell bandwidth
often entails deploying one or more new linl s of similar or
somelvhat higher capacity in parallel tn the existing link
fletlveen the nodes forming the two end points. Such an

up@ada forms a multihnk bundle, with an aggregate band-
width that is csscntially thc sum of thc bandwirlths or ss

throughput rates of the parallel links in the buntlle.
The multilmk bundle does ofl'er increased capacity,

however, its use presents certain problems 'I'o etfectlvely
utilize the links in thc bundle as an a rc ate rcquircs that

dn
thc bundle effcctivcly appear as a single interface to each
cnd-point nolle. At one logical lcvcl, afl trafflc intcndcd for
transport through this interface must appear as a single,
unilied data stream. However, within the bundle, it is nec-
essary to segregate the traffic and distribute segments of
traffic to the ditTerent links

To maximize utilization of the parallel links within a
multlllnk bundle, the packet communication loall on the two
or more parallel links must be "balanced," that is to say the
volume of packet data trafhc through the bunllle must be
optimaflv distributed between the various parallel links A
number of known algonthms are userl to select which link to
usc to transport thc various packets bctwccn thc cnd-points
and thereby balance thc load on thc links.

One type of approach manages thc packet routing over the ss
links based on link uuhzauon. For example, when trafflc on
a lirst linl reaches a certain level, the sending node shifts
further packet trafflc over to the next parallel link. This
approach tends to load one Imk first, then another, and so on.
Another gcncral class of load-balancin techniques cvcnly to
rlistributcs packets across all the links regardless of thc
current level of utilization of any particular link. This later
approach retiuces packet latency. Wuhm this class, there are
a number of specilic approaches to load balancing.

One approach comprises Internet Protocol (IP) tlow- es
based balancing A flow is a unique conversation between
tive terminations on the rlata network I'low-based balancing

assigns each flow to one hnk. Once a flow is designated to
use a particular link, it always goes over that link. A new
tlow may go over another link

With most implementations of the flow-based balancing
technique, a router or thc like looks at thc hcadcr of each
packet and hashes all or part of thc header. Thc IP flow-based
balancing algonthms may hash different amounts of infor-
matton from the header. Typically, the algonthms form a

hash from the source address, the source port, the desunation
address and the destination port, i.e the data from the header
that umqueiy defines a particular flow

I'he router sends all packets with the same hash code over
thc same link in the bundle. Thc packets with the same
hcadcr inforniation produce thc same hash colic, and thc
router always assi ns the packets with that hash to use the
same link. Peel ets for communicauons having dilTerent
headers, fnr example for a new session between a difl'erent
source and destination, receive a different hash anti may go
over a difl'erent link in the point-to-point bundle I iowever,
all packets in any one flow travcrsc only one link, in exactly
thc order received by the routn There is no nccd to add a
sequence header or rearrange packets to compensate for
ihlTerent transil times over dlfl'erent hnks.

Flow-based balancmg distributes flows over multiple
hnks. I lowever, no one flolv can use all the bandwidth of all
the links. If a single flolv lvere to use more than one link, the
packets may gct reordercrl bccausc of diffcrcnt packet
lengths or diflcrcnt link lattncics. There is nothing in thc IP
link layer to correct the order. TCP lvill rccovcr packet order.
However, reordering increases delays and reduces through-
put. For example, it may tlrop a frame anti request a
retransmission Hence, each tlmv must use a single link
within the bundle. (:onsequently, one flow at most can
access thc maximum bandlvirlth of thc largest of thc chan-
nels or links within thc bunrllc.

Many point-to-point links today usc PPP, thc Point-to-
Point Protocol The Mululink Protocol (RFC 1717) is a

stanilarlhzeti extension of. the PPP, which enables combina-
uon of PPP hnks or channels into a 'Multilink bundle'or
higher rate point-to-point communications 'I'he Multilink
Protocol (Ml.p) uses packet fragmentation anti a rounrl-
robin link assignmcnt technique to distribute portions of data
trafflc over thc various links within a bunrllc.

A typical load-balancing situation usin thc Multilink
Protocol involves a point-tt&point buntile of links between
two peers, for example, between two routers. A common
implementation may use multiple ISBN links between the
nodes, fnr example basic rate or primary rate (Tl) ISBN
connections

A router at one encl of the bundle separates a ion IP
packet into two or niore fragments and arlds an MLP
scqucncc header to each fragment. Thc load-balancing algo-
nthm distnbutes the 1ragments taken from each packet over
an appropnate number of. the linl s, to allow parallel trans-
missinn thrnugh the bundle In this manner, packets from a
particular flow actually utilize any or all of the links in the
bundle.

'I'he communications over parallel hnks may encnunter
different delays in transmission. I ragments of one packet or
succccding packets may arrive at thc rcccivcr in a diffi:rent
order than when sent out over the multilink bundle Thc PPP
Multilink Protocol therefore uses packet sequencing to order
fragments aml pacl ets. Specifically, a sequence number
includeri in the header of. each fra ment of a packet allows
the receiver tn properly reorder the fragments and packets as
they arnve over different links in the bundle
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The use of the sequence numbers, the dilferences in transit
time through the links anil the subsequent reordenng all arid
delay and processin time. A goal is to make thc bundle
appear as a single point-to-point interface. In this regard it
would be preferable to avoid reorrlering if possible.

The Multilink Protocol also provides for transport of two
classes of packets, packets with sequence numbers and
peel ets without sequence numben . It is possible to expeilite
communication of a packet through the bundle by omitting
the sequence number lc

Using this class distinction under VVV, it becomes pos-
sible to interleave delay-sensitive traflic with packet frag-
ments of other traffic If the senrling router receives a
rlclay-scnsitivc packet, such as a voice over IP (VOIP)
packet, the router can insert that packet (or fragments i
thereol) between the fragments of larger packets, that is to
say by interleaving the delay sensnive packets between the
fra ments of the other packets. The delay-sensitive packet or
its fra ments do not receive sequence numbers. I'he inter-
leaving approach ivorks on a single point-point-point link, zo

e.. a single Tl. Howcvcr, liccausc there is no scqucnce
number, there is no way to handle the delay-bounded trai5c
over dilferent links in a multilink bundle. The existin ~

systems therefore have not been able to combine the frag-
mentation anil attendant load balancing with transport of
delay sensitive packets

Per-flow load balancing techniques do not impose any
additional delays due to rlifferences in transit times through
the multiple links or reorrler processing caused by transport
of packets of nne flow nver two or more links as in the ic

Multilink fragmentation approach. Hovvcvcr, existing per-
flovv balancing systems treat all traiflc the same and impose
the smgle hnk per flow hmitauon on all flows throu h the
bundle.

Extensions to thc Multilink Protocol RF(i are in dcbatc to ss
add multiple sequence spaces to the multilinl header
sequence number. With these extensions, the bounded delay
packets could be distributed over any link in the bundle
because the receiver will guarantee that packets are received
in thc orrlcr sent. This proposed solution has a profflcm for ao

bounrlcd delay packets which may have fragments sent
across more than onc link in thc bundle whcrc thc links have
a hirge difl'erenual delay Mulnlink bunrlles over high-speed
links must be designed with 5(t—gflfl ms of differenual delay
iiecause the links may traverse different geographies Any
iiounded delay packets with fragments sent over these hnks
would incur adrhtional latency due to thc differcntial delay.

A need therefore exists for systems and methodologies to
alloiv transport of two or more classes of traflic through a
multilink bundle, with appropriate trcatmcnts for optimal-'oad

balancing. Delay sensitive trai5c should be distributed
evenly over all links in thc bundle, however, the system and
methodologies must minimize delays and dilferences in
delays imposed on communication ol delay sensitive or
delav-liounderl traffic I'raffic that is not delay sensitive
should be distributed evenly and in such a manner as to
enable any particular communication or flow to utilize any
or afl of the available links, howcvcr, thc combined loarl
balancing technique should cnablc interleavin of thc delay
sensinve traflic as part of the efforts to minimize delays for
such traflic.

DISCLOSURE OF THE INVENTION

The mvennon addresses the above stated needs and
overcomes the stated problems by combinmg the multilink as
floiv balancing technique with the per-tlow balancing tech-
nique within one bundle

One inventive aspect relates to a method of load balanced
communicauon of packets through a bundle of data com-
munication links bctwccn two nodes of a packet communi-
cation network. The method involves distinguishing packets
for hest-efforts service from packets forming delay-sensitive
flows I'or best-efforts service, packets are fragmented, and
in preferred embodiments, headers with sequence numbers
are added to the fragments. For each Iragmented packet, the
mcthorl cntails transmitting the fra ments over two or morc
of the links of the bundle. For a Iirst delay-sensinve flow, the
senrhng device calculates a lirst hash value from predeter-
mined peel et header data, in each packet of the flow.
Similarly, the device calculates a second hash value for
packets of another delay-sensitive floiv I'he hash values
dtffcr. Each packet for thc first rlclay-scnsitivc flow is
assigned to a first onc of the links as a function of the first
hash value, whereas each packet Ior the seconci delay-
sensinve tlow is assigned to a seconrl one of the links as a
function of the second hash value. The inventive method
transmits packets of the tirst anil second delay-sensitive
flows nver the assigned links interleaved together with the
fra ments transmitted on those links.

In preferred systems, such as routers or the like that
implement the invention, packets for which best efforts
rlchvcry is sufhcient reccivc Multilink Protocol trcatmcnt,
that is to say with fra mentation and adrlition of scqucncc
headers. Fragments of. packets for any best efforts commu-
nication go over the various links within the bumlle, as
appropriate for load balancing on the links I or each flow of
delay-bnunded data, such as VOIV packets, the senrling
device hashes the header data and applies afl packets for the
flow to one of the links, assigncrl as a function of thc hash
value, for example, in stanrlarrl Point-to-Point Protocol
format. Different flow headers produce dilferent hash
results, therefore the device sends different delay bounded
flows over the different links Lach delay-bounrled tlow
utilizes nniy one of the links. Delay-bounded traffi for
multiple flows utilizes all of the links in a substantiallv
balanccrl manner.

An advantage of this invention is that the bounderl-delay
packets can bc distributed over all of the links in a multiiink
bundle, without thc risk of packet rcordcring or thc need for
scqucncc numbers. Packets for which 'best-cfl'orts'crvicc is
sufhcient, however, soll receive the normal Multilink Pro-
tocol load-balancing treatment.

Another advantage of this invention is that it prevents
differential delay between bundle links from contnbuting to
the overall dehiy of. bounded-delay packets Sending all of
the packets fnr one floiv over one link, corresponding to the
hash of the header information, elimmates all such differ-
ential delay problems. Thc relatively ranrlom sclcction of thc
link for each flow bascrl on each new hash of a ncw flow
hcadcr, however, balances the loarl of such packets produced
by many such flows over all of the links within the one
bunrile.

Other invennve aspects rehite to senrling devices anti
receiving devices, using the mvennve technique for load
balanced communication of two classes of trafhc throu h a

multilink bundle. I or example, one aspect relates to a device
for reception of load balanced packet transmissions through
a bunrflc of data communication links. Thc bundle carries
fragments of packets of liest efforts trai5c distributed
throughout the links, anil the bumfle carnes packets for
ilelay-sensitive flows. The packets of each delay-sensinve
flow traverse a single one of the data communication linl s.
The receiving device includes link mterfaces, each of which
is coupled for reception of fragments and packets over one
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of the daui communicauon links. A decoder, coupled to the
link interfaces, segregates the received fragments from the
received packets for the delay-sensitive flows. A fragment
reassemhler reorders fragments received over difl'erent inks
as necessary and rcasscmblcs fragments into packets, for thc
best-cfiorts service A packet router rcccives the reas-
sembled packets, aml this router receives delay-sensiuve
peel ets carried by a plurality oi the hnl s from the decoder
without any reordering.

Additional objects, arlvantagcs and novel fcaturcs of thc
invention will bc sct forth in part in thc description which
follows, and in part will become apparent to those skilled in
the art upon examinauon of the following or may be learned
by practice of the invention The obtects and advantages of
the invention may be realizerl and attained hy means of the
instrmnentalities and combinations particularly pninted out
in the appcnrlcrl claims.

BRIEF DESCRIPTION OF DRAWINGS
zo

The drawing figures dep&ct the present invention hy ivay
of example, not by way of limitations. In the fi urcs, like
reference numerals rcfcr to thc same or similar clcmcnts.

FIG. I is block ihagram oi a segment of a network,
includin a multil&nk bundle, on which the traffic may he
balanced in accord with an embodiment of the invention

FIG. 2 is a flow rliagram illustrating thc processing of
several packets, useful in explaining certain aspects oi the
invenuon.

I'IG 3 is a block logic-rliagram of software and/or hard-
&vere clcments in a unit at onc cnd of a multilink bundle, for
scndin packets in accord with an embodiment of the
invention.

I'IG 4 is a block logic-rliagram of software and/or hard-
ware elements in a unit at another encl of the multd&nk 33

bundle, for receivmg packets in accord with the emhndiment
of thc invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The invention involves a combination of multilinl pro-
cessing for nne class of traff&c and per-tlow load balanc&ng
for another class of traific that is sensitive tn delay This
particular cnmhinat&on allows a multilink bundle tn effb
ciently carry diffcrcnt classes of trafhc with an optimum loarl
balance. Thc processing of thc delay scnsitivc trathc,
however, leaps packeus for any one such fiow om ~ over
one hnk in the bundle, and thereby avoids problems and,'or
dehiys due to ordenng or reordenn ~ receive&i pacl ets and
differential delays incurred hy transit over more than one
link

It may bc helpful at this point to consider a typical
implementation of a multilink bundle. As shown in the
example of FIG. I, a first router ll conducts peer-to-pccr ss
communications with a seconti router 13. Each router ll, 13
provides two-way IP packet commumcauon services fi&r one
or more devices (not shown) that are coupled to the respec-
tive router through some form of IV netwnrk, shnivn genen-
cally as clouds 15, 17. Althou h other protocols may hc rc
used, in the prefcrrcrl embodiment, the routcrs utilize point
to point protocol (PPP) to transport IP packets over a bundle
19 comprising two or more parallel links or channels 21

The links 21 in the bun&lie 19 may he physical lani 3 of the
same or dilTerent bandwidth extendm ~ in parallel between es
the tivo peers, in the example between the twn routers II, 13.
l&or example, a bundle of four links may include fnur

pnmary rate interface (PRI) ISDN inks or the equivalent
four I'I lines Alternatively, tivn or more of the links 21 may
he logical channels carried over the same physical link, such
as two B-channels of a basic rate interface (BRI) IS&l)N line

The routers uulize the Multilink Protocol for PPP to
aggregate the bandwidth of. the imhvidual links 21 so that the
bunrfle appear as a unilieil logical interface lor IP commu-
mcat&ons between the reuters II, 13 In accord with the
invention, the router processin for communication over this
bundle 19 takes maxiniuni advanta c of thc fragmentation
and intcrleavin capabilities of thc Multilink Protocol.

In the Multihnl Protocol, large packets are brol en up mto
multiple setpnents nr "fragments'* sized appropriately for the
multiple physical links To illustrate this point, I'I G 2 shows
a large IP packet 31. For purposes of this rliscussion, assume
that the packet 31 rclatcs to a communication rcccivin
best-cfforts service from the routcrs 11, 13, for cxamplc for
an FTP or HTTP transm&ss&on. The router 11 may receive the
peel et 31 from a device coupled to IP network 15. The
packet mcludes a destination address associated with a
device on IV net&cork 17, and the router ll must forwarrl the
packet over the bundle 19 to the router 13

In this cxamplc, thc router ll breaks thc large IP packet
31 into a series of fragments, shown for cxamplc as thc three
fragments 331, 332, 333. The fragments may have the same
size if the links have simdar hanilwidths or bit-rates, or the
fragments may be sized to correspond to differences in the
capac&ties of the links. A Multilink VVV sequence header
(SII) is inserted before each section The first fragment of a
multilink packet in PPP, for example, will have two headers,
onc for thc fra ment followcrl by thc IP hearlcr for thc packet
itself. In the example, the sequence header 351 is added to
the fragment 331, the sequence header 352 is addeti to the
lragment 332, aml the sequence header 353 is added to the
fragment 333

L'ach sequence header Sl I includes the Multilink Protocol
Identifier. Typically, Multilink VVV fragments are encapsu-
late&i usin the protocol irlcntificr (tx00-Ox3d. Following thc
protocol identifier, the scqucnce hearlcr includes thc actual
Multilink header, which is a four-byte header containing a

sequence number, and two one bit liekls indicating that the
fragment begins a packet or terminates a packet After
negotiat&on of an additional VVV l.i'V opt&on, a twn-byte
header ivith only a 12-hit sequence space may optionally
replace thc four-byte header.

Thc router queues thc cncapsulatcrl fragments from thc
packet 31 with fragments 37 of prcccrling packets for
transmission over the links in the bundle 19. In the example
shown, the bundle 19 includes four hnks, 211, 212, 213, and
214 I'he router maintains a separate queue for each link,
represented in the simplified example hy one fragment 37
Thc router assigns each new fragment to onc of the queues
in such a manner as to distribute traific over all of thc links
21 in a baianccd manner, typically using a round-robin
assignment algonthm. In the example, the fragment 331 anti
ihs header 351 are queued-up for transmission over the link
214, the fragment 332 and its header 352 are queued-up for
transmission over the link 213, and the fragment 331 and its
hcadcr 353 arc queued-up for transmission over thc link 212.
Since thc packet 31 broke down into only thrcc fragments,
no fragment for that packet is qucucd for thc link 211.
Instead, the router would queue the lirst fragment oi the next
peel et (not shown) for transmission over the fourth link.

The fragmentauon allows parallel transmission ol the
segments nf the large packets over any two or more of the
parallel links As such, a hest etTort communicatinn may use
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any or all of the bamlwidth of any or all of the links Zf in
the bundle 19 I'he traffic toad generated by such packets is
evenly distrdiuted over the links If rlifferential delays on the
links cause fragments to arrive out of order, the receiver (in
router 13 in this cxamplc) can utilize thc scqucncc numbers
to reorder the fragments as nccdcd to reconstruct thc original
IP packet 31 beiore further transmission thereof over the IP
network 17

In accnrd with the invention, the reuters 11, 13 also
communicate packets relating to delay sensitive traffic For
such traflic, a maximum rlclay or boundary is usually definctl
as part of. the negotianon to iniuate communication. Hence,
such traflic may be termed "delay-bounrled." Voice tele-
phone commumcauon over an IP networl (VOIP) is one
example of a delay-hounded cnmmunication. Assume for
discussion purposes that the router 11 receives a tlow 39 of
voice over I V packets, rcprcscntcd by packets 391, 392 in the
draivin . Thc router rccognizcs that such packets rclatc to
delay-hounded tralhc.

VVV allows interleaving of delay-sensitive traffic with
packet fragments of other traffic When the sending router 11

receives a delay-sensitive packet, such as the first voice over
IP (VOIP) packet 391, the router inserts that packet (or
fragments thcrcot) bctwcen thc fragments of larger packets,
that is to aay by interleaving the delay sensitive packets
between the fra ments of the other packets. The delay-
sensitive packer or its fragments dn not receive sequence
numbers.

The router 11 transmits the packets fnr nne delay sensitive
iu

flow 39 over only onc link, using a hashing technique to
select a link anil maintain communication of thc flov over
the one link. In the example, the VOIP peel ets of the tlow
39 utilize the link 211. The router 11 might interleave a lirst

peeler 391 before the illustrated iragment 37 and then
interleave a second packet 392 after the illustrated fragment
37 for the link 211.

A ditTerent delay-hounded flow would similarly utilize
only one link, but thc assignmcnt of that second flow ivould
not necessarily bc to thc link 211. Instead, thc router 11 au
assigns each new delay-hounded flow in accoril with a load
balancing algonthm based in part on a hash of certain header
infnrmation from the IV packets of the tlow.

As shown by the discussion nf I'IGS I and 2, packets for
liest effnrts delivery receive normal multilinl treatment with
fra micntation anil addition of scquencc hcarlcrs. Fragments
of such packets go over thc various links within thc bundle,
as appropriate for loatl balancin on the links. For each flow
39 of delay-bounded data, however, the semhn ~ router 11

hashes the header data aml applies all packets for the flow to
one of the links, assignerl as a function of the hash value.
lyifferent flow headers produce difl'erent hash results; there-
fore thc router ll transmits diflcrent delay bounded flows
over diffcrcnt ones of thc links Although any onc flow will
utilize only onc of thc links, thc delay-boundcrl trafflc for ss
mulhple flows actually uulizes all of the linl s in a substan-
uafly bahinced manner. The sending router may use a

number of different algorithms to process the hash values so
as to assign tloivs to the various links Several examples are
tliscusscd in tlctail later. au

Thc invention cnablcs rlistribution of thc bounded-delay
packets, such as VOIP packets, over all of the links in a
multilink bundle, without the risk ol pacl et reorilemn ~ or the
need for sequence numbers. Packets lor which 'best-elTorts'ervice

is suflicient, however, still receive the normal mul- ss
tilink load-balancmg treatment. Another advantage of this
invention is that it prevents difl'erential delay between

buntlle links irom contnbutmg to the overall delay of
hounded-delay packets I'or example, consider a three-link
bundle. Voice packets are fragmented mto twn multilink
fragments. One of the links is delayed Stl ms from the other
It shoultl be noted that many inverse multiplcxer produces
must handle much greater tlifferential rlclays. Scndin thc
voice-peel et fragmenus using a pure rouml-robin technique
would unnecessamly add 50 ms to the delay puer of the
voice packets Sending all nf the voice packets for one tlow
over one link, correspondin to the hash of the header
informatinn, eliminates this differential delay 'I'he random
sclcction of thc link based on each ncw hash of a ncw flow
hcadcr, howcvcr, balances thc load of such packets produced
by many such flows over all of. the links within the one
buntlle.

I'lti 3 is a block dia ram of the logical processing
elements within onc of the routcrs, as it sends packets over
thc links of the bundle. Thc lilocks illustratctl in thc drawing
may be implemented with any appropnate combinanon of
hardware aml software.

I'he sending router includes one nr more logical elements
41 for receiving lp packets from nther netwnrk links anil
performing a routin function. When thc IP packet proccss-
in indicates a need to transmit a packet via thc bundle 19,
the routing element 41 supplies the packet to an element or
soitware code module for performing a claasilier function
shown at 43.

I nr purposes of the present invention, the classifier 43
distinguishes packets requiring delay-hounded service from
other packets, which require only liest efforts treatment. For
this purpose, thc classifier 43 looks at thc IP packet header
anil examines certain conligurauon or provisioning infor-
matton If the IP header haa certain parameters set, then the
peel et relates to a dehiy-bountled communicauon. If the IP
packet header does not have those packets set, then the
packet receives only best efforts treatment

Packets classified for best-efforts treatment go to a frag-
mcntor 45. Thr fragnicntor 45 fragments packets larger than
a prcdctcrmined size into smaller portions or fragments. Thc
maxtmum fragment size essentially corresponds to the
smallest bandwirlth of. any of the links in the bunille umes
the maximum delay for communication of a fragment over
a hnk in the bundle 'I'he fragmentor 45 supplies the frag-
ments nf each packet to an element 47, which perfnrms the
function of MLP (Multilink PVP) encapsulation. As part of
this encapsulation, this clement assigns a scqucncc number
to each fragment aml adds the sequence number header to
each fragment, as outlined above relauve to FIG. 2. The
encapsulation at 47 may add other relatetl information, such
as GRO information

I'he encapsulated fragments are then processed through a
load-balancing algorithm by element 49. Thc load-balancing
algorithm used l&y clcmcnt 49 distributes thc fra ments to
qucucs 51 for thc various output intcrfaccs 53 to thc rcspcc-
tive linl s. For purposes of. the ihscussion here, the interfaces
53 actually transmit the encapsulatetl fragments over the
individual links 21 in the bundle 19 In a typical operatinn,
the loarl-balancing algorithm 49 supphes Ml.p encapsulated
fra ments to the qucucs 51 for thc thifcrent link intcrfaccs 53
in a round-robin fashion, although thc algorithm may bc
wcightcd to allovv for any diffi:rcnces in thc bantlwidths of
the diiTerent links Zf m the bundle 19.

Peel ets classified lor delay-boumled treatment go through
a different process flow. The classiiier 43 supplies each
delay-hounded packet to an element or software operation
57 that perfomis a hash on certain data selecterl frnm the I V
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peel et header The hash operation 57 may utilize any or all
of the data from the IV packet header It is envisioned that
practical embodiments of the hash operation will process at
least the source information (IV address and port ID) or at
least thc rlcstination information (IP address anti port ID).
Thc presently prcfcrrcrl embodiment performs thc hash on
the source aml desunation iniormation.

The results of the hash operations for multiple hounded-
delay data flows therefore vary in a substantially random
manner base(i on thc random information in the packet
hcadcrs of thc rliffcrcnt flows. Howcvcr, all of the packets for
any one flow (irom one source to one destination) will result
in the same numenc value from the hashing of the common
header informauon.

After thc hash operation performed at 57, each packet "
oes to an clcmcnt 59, which performs thc function of PPP

encapsulation. Unlike the MLP encapsulation, this operation
does not entail addition of a sequence number in the hastier.
The PPP encapsulated packet as well as the hash value is
supplied to the load-balancing algorithm 49 In addition to
the round-robin distnbution of the fragments of the hest-
efforts packets, the software controlling the load-balancing
49 rlistributcs thc delay-bounded packets to thc queues 51
for thc various output intcrfaccs 53 for thc inrlividual inks
21 in the bumfle 19. In accord w«h the invention, the
load-balancing algouthm 49 supplies the tlelay-bounded
packets to the queues 51 for the different link interfaces in
accord ivith the hash values derived from the header infor-
niatloil

io
The thstnbuuon of the delay-bounded packets for mul-

uple flows to the dilferent queues 51 eifecuvely interleaves
those packets (without MLP sequence headers) in between
fragments of hest-efforts packets in the queues, in the
manner discussed above relative to I'l(L 2 The interleaving
allows transmission with minimal delays. All packets for
one delay-bounded flow result in thc same hash value and o
over the same hnk, therefore transmwtnon of the flow does
not result in any reorrlenng or any diiferenual delays.
However, packets ior another delay-boumled flow typically
go to a different link associated with the difl'erent hash value,
so that overall delay-hounded trafflc is distriliuted through
all thc links and intcrlcavcrl with the fragments on all of the
linl s.

There are several approaches to distribu tmg packets based
on the hash hits. 'I'he router coulrl use a look-up table
essentially assigning all active hash values to individual hnk
interface queues or any nf a number of other assignment
techniques. Another approach dctcrmincs if the hash opera-
tion produces a ncw hash value, aml if so, assigns thc hash so
value (aml thus the packet flow) to an available link. If the
hash value is not new, it has previously been assignerl to a

link, and subsequent packets go to the assigned link. The
assigmnent for a neiv hash value conlrl use a round robin
technique Alternatively, the router could assign each new
hash value to thc least-used of thc links. The least-used link
could bc identiticrl base(i on the current level of overall
trafflc for the allowable bandwirith of each link, or this usage
could be irienulied as a iuncuon of the level of assignment
of hounded-delay flows to the respective links. With any
such technique, the assignment preferably expires, for
example if the hash value did not repeat within a predeter-
mine(i time period.

Another approach calculates the hash, and then the hash
value is reduced to a predetermined number of bits, for es
example by further hashmg the first hash value to get a new
hash of a size sufficient tn uniquely identify one of the hnks

from among the number of links in the bundle. The seconii
hash is a programmable function of the iirst hash and the
number of available links. Thc number of links may vary
over time, for example as links arc arldcrl or because links
temporarily go out of service

In its simplest form, the second funcuon could use a
number of least si nificant bits in thc tirst hash to identify
onc of thc links 21. For example, if thcrc werc two links, thc
least sign iticant bit of an tt-hit hash would identify one of the
two inks If there ivere four links, as shown, the two least
signtiicant bits of. an fl-bit hash would idenuiy one oi'he
fiiur links. For a large dommn of header data, the distnbu tion
of kast significant bit(s) from values prorluccd by thc
hashing function should produce a relatively random distri-
hutinn nf link selections In any such method of link
asstgnmcnt, a prcdctcrmincd number of bits of thc hash
value rhrcctly idcntifics thc ports or queues for thc various
links.

Thc rcccivcr and transmitter are active at thc same time.
FI(L 4 is a block diagram of thc logical proccssin pcr-
formcd within one of the routcrs, as it rcccivcs packets over
the links of the bundle 19. The blocks illustrated in the
drawing may be implemented with any appropnate comb&-
nation nf hardware and software

The receiving router incluiles muluple interfaces 61, to
the various linl s of the bunifle 19. Each interface 61 receives
a series of packets and fragments from the transmitter
interface in the router or other node associated with the
opposite cnd of thc multilink bundle.

'I'he interfaces 61 supply the packets and fragments to a
packet decoder 63 The decoder effectively de-interleaves
thc two diffcrcnt types of traffic from all of thc links in thc
bundle. Thc decoder 63 lool s at a portion of thc header of
each peel et or fragment and distinguishes MLP fragments
irom PPP packets. In the receiver, the decoder 63 lool s at the
protocol Ill in the header to distin uish between MI.V anil
VVV packets or fragments MI.V is a subset of VVV If the
identifier identifies MI.V, the packet goes to the MI.V pro-
ccssin All other packets go through thc PPP processing.

'I'he decoder 63 supplies the different types of data units
to two (lift'eront dc-encapsulators, to strip ofl'hc header and
framin hits. The VPV rlc-encapsulation at 65, for cxamplc,
rccovcrs the IP packets of thc rlclay-boun(lcd traffic and
supplies those packets to a subsequent IP routing element
67. For multilinl (MLP) packets, the fragments recovered
by the rle-encapsulator 69 o through a reassembly operation
71, to reconstruct the original I V packets from the fragments
In lieth cases, the IV packets go to the routing function 67,
which in turn relays thc packets over thc next subscqucnt
link in their respective paths. Essentially, thc clement 67
looks at the IP header inflirmauon anil switches each pacl et
out an appropnate port inierface.

Thc PPP packets rcceivc scparatc processing from thc
MLP packets in the receiver, to eliminate any delay in
processing during reordeung after a muluhnk communica-
tion. In the processing illustrated in I'l(i. 3, the Ip packets go
directly frnm VVV de-encapsulation 65 to the routing func-
tion 67. These delay-boundcrl packets therefore do not
rcquirc any sequence processin, since thc packets of any
particular flow utilize only one link within thc bundle.
Conversely, the MLP fragments receive normal Mululink
Protocol processing in element 71, based on the sequence
header infnrmation associated ivith the MI.V fragments, to
reorder andior reconstruct packets or fragments as necessary
to rccovcr the original packet stream bcforc further routing.

As shnwn by the above discussion, the new techniques
here involve combination of tlow balancing for delay-
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bout«led Iralhc with load balancing, such as that used in
Multilink Protocol, for best efforts packets lieth types of
load balancin are combined to distribute traftic over the
links within one bunrlle, in such a way that the delay-
boundcd trafffc as well as thc best cfforts traffi may bc
cvcnly distributed over all of thc linis in thc bundle.
Delay-bout«tert trallic, however, keeps each liow on one
assigned link, so that there is no need for reorilenng and
there are no diff'erential delays 'I'he best efforts traffic for
any particular communication may use bandv idth frnm any in

or all of the available links
Thc above discussion focused on operations of one router

as the sending unit and annthcr router as thc receivin unit.
Those skillcrl in thc art will recognize that thc links typically
are Iwo-way links and that the routers actually perform both
the sending anil receiving functions in associahon with all of
the links in the bundle. Also, the units have been described
as reuters, but those skilled in the art will recngnize that one
or both of thc nodes at thc ends of thc bundle may bc other
types of packet network communication devices, such as in

network access scrvcrs, host computers, ctc.
Those skilled in the art will recognize that the present

invention admits a wide range of modilicahons, without
departure from the invenuve concepts. For example, the
precise protocnls utili&ed on the links of the bundle may
vary Also, the I&est eff'orts traffic may be subject to a number
of diffcrcnt types of loarl balancing instead of thc cxcmplary
rounri-robin al onthm rlcscribcd above.

Emborliments may bc implcmcntcrl in the form of one or
in

more computer programs that are executed by one or more
computer systems or processors. In an emboihment, a com-
puter system upon which an embodiment nf the invention
may be implemented includes a bus or other cnmmunication
mechanism for communicating information, and a processor

35couplcrl with the bus for processing information. Thc com-
puter system also inclurlcs a main memory, such as a ranrlom
access memory (RAM) or other dynamic stora e device,
coupled to the bus for stoong informauon and instructions to
be executed by the processor. 'I'he main memory also may be

&0used for stonng temporary variables or other intermediate
infonnatinn during execution of instructions to be executed
by thc processor.

Thc computer system further includes a read only
memory (ROM) or other static storage device coupled to bus
for storing stauc informauon and instructions li&r processor.
A storage device, such as a magnetic disk or op«eel disk, is
provided and coupled to the bus for storing informatinn and
iitstrucliot&s

The computer system may be coupled via the bus to a

riisplay, such as a catholic ray tube (CRT), for riisplaying
information to a computer user. An input device, inclurling
alphanumeric an«i other keys, is couplerl to the bus for
communicating inlormauon and commaiui seleclions lo the
processor. Another type of user input device is cursor
control, such as a mouse, a trackball, or cursor direction keys
for communicating direction information and command
selections to processor and for controlling cursor movcmcnt
on riisplay. This input dcvicc typically has two ricgrces of
freeilom in two axes, a Iirst axis (e.g., x) anil a secor«i axis
(e, y), that allows the device to specify positions in a

plane.
In implementations in which the computer system is a

router, the foregoing user input anti output elements may be
omittcri, or a terminal intcrfacc may be substituted. 55

The invention is relateri to the use nf the cnmputer system
for load balanced transmission of packets through a bundle

of data communication hnks. According to one embodiment
of the invention, load balanced transmission of packets
throu h a bundle of data communication links is provided by
thc computer system in rcsponsc to thc processor cxccutin
one or more sequences of one or more instructions containeri
in main memory Such instructions may be read into main
memory from another computer-readable medium, such as
storage device. Execution of the sequences of instruc«ons
contained in main nicmory causes thc processor to perform
thc process steps dcscribcri herein. In altcrnativc
embnrliments, hard-wired circuitry may be used in place of
or in cnmbination with softivare instructions to implement
the tnvention. Thus, embodiments of the invention are not
limited lo any specilic combination of hardware circu«ry
and software.

I'he term "computer-readable medium'* as used herein
refers to any medium that parucipates in providing instruc-
uons to Ihe processor for execution. Such a meihum may
take many fnrms, including but not hmitcri to, non-volatile
mcdm, volatile media, and transmission media. Non-volatile
media includes, for example, optical or magnetic riisks, such
as storage device Volatile media includes dynamic memory,
such as main memory. Transmission media includes coaxial
cables, copper wire aiul liber op«em including the wires that
comprise bus. Transniission nicriia can also take thc form of
acoustic or light waves, such as those cncratcd during
radin-wave and infra-red data cnmmunications.

Common forms of computer-readable media include, for
cxamplc, a I)oppy disk, a flexible disk, hard disk, ma netic
tape, or any other magnetic medium, a CD-ROM, any other
optical medium, punchcards, papertape, any other physical
medium with patterns of holes, a RAM, a PROM, and
EPROM, a FLASH-EPROM, any other memory chip or
cartridge, a carrier wave as describcri hcrcinaftcr, or any
other medium from which a computer can read.

Various forms of computer readabk media may bc
involved in carrying onc or niore sequcnccs of onc or morc
inslrucnons to the processor lor execution. For example, the
inslrucnons may initially be carried on a magnetic disk of a

remnte computer 'I'he remote cnmputer can load the instruc-
tions into its dynamic memory and send the instructions over
a tclcphonc linc using a modem. A morlcm local to computer
system can receive thc data on thc tclcphone linc and usc an
infra-rcd transmitter to convert thc riata to an infra-rcd
signal An infra-reel detector can receive the data carried in
the infra-red iugnal and appropriate circu«ry can place the
data on the bus. I'he bus carries the data to main memory,
from &vhich the processnr retrieves and executes the instruc-
tions. I'he instructions received by main memory may
optionally bc stored on storage device either befnrc or after
cxccution by processor.

Thc computer system also includes a communication
intcrfacc coupled to thc bus. The communication intcrfacc
provides a t&vn-way data communication coupling to a
network link that is connected to a local networl. For
example, Ihe communication interface may be an integrated
services digital network (ISDN) card or a modem to provide
a data communication connection to a corresponding type of
tclcphonc linc. As another cxampk, thc communication
intcrfacc may l&c a local area network (LAN) carrl to provide
a data communication connection to a compatible LAN.
Wireless linl 5 may also be implemented. In any such
implementation, communication interlace set«is and
receives electrical, electromagnetic or optical signals that
carry digital data streams representing varinus types of
information.

I'he netwnrk link typically provides data communication
through one or more networks to other data devices. I'or
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example, the network link may provide a connechon
through local network to a host computer or to data equip-
ment operated by an Internet Scrvicc Provirlcr (ISP). ISP in
turn provides data communication scrviccs through thc
global packet elate communication network now commonly
referred to as the "Internet** The local network and the
Internet both use elect»eel, eleclromagneuc or oplical sig-
nals that carry di ital data streams. The signals through the
various nctworl s and thc signals on thc network link anti
throuvh communication intcrfacc, which carry thc digital

lo
data to and from the computer system, are exemplary forms
of carrier ivaves transporting the information.

Thc computer system can send mcssagcs and reccivc data,
inclutling program code, through the network(s), thc net-
work link and the communication interface In the Internet
example, a server might transmit a requested code for an
application program through the Internet, an ISP, the local
network anil lhe communication interface. In accordance
tvith thc invention, onc such downloadcd application pro-
vides for load balanced transmission of packets through a
bundle of data communication links as described herem zo

Thc rcccivcd code may bc cxccukd by thc processor as it
is reccivcd, andior stored in thc storage rlcvicc, or other
non-volatile storage for later execution In this manner, the
computer system may obtain application code in the form of
a carrier wavt:

While the fore oin has described vvhat are considercrl to
lie preferred embodiments of the invention it is understood
that various modihcations may be made therein and that the
invention may be implemented in venous forms anti
embodiments, and that it may be applied in numerous
applications, only some of which have been described
hcrcin. It is intcnrlcrl by thc foflowin claims to claim afl
such moditications and variations that fall within the true
scope of the invention

What is claimed is.
1. A method of load balanced transmission of packets

through a bundle of data communication links, thc mcthotl
coniprising the steps of:

distinguishing packets for best-eflorls service from pack-
ets forming a plurality of delay-seniuuve flows,

fragmenting a plurality of the packets for best-etforts ao

service;
fiir each fra mented packet, transmiuing the fragments

over a plurahty of the data communicanon links of the
bundle;

for each packet of a lirst one of the delay-sensiuve flows,
calculaung a iirsl hash value from predeternnneti
packet header data;

fiir each packet of a second one of the delay-sensihve
fiows, calculaung a second hash value i rom predeter-
mined packet header data, the second hash value dif-
fering from the first hash value;

assigning each packet for the first delay-sensitive tlow to
a first one of the data communication links as a function
of the first hash value; s

assigning each packet for the seconrl delay-sensitive tlow
to a secontl one of the data communication links as a
function of thc sccontl hash value; and

transmittmg packets of the first anil second delay-
sensitive tlows over the assigned first anil second data to
conimunication links intcrlcavcd together v ith thc
fragments transmitted on thc first and second data
communication inks.

2. A method as in claim 1, wherein the assigmng steps
directly idenufy the lirst aml secoml data commumcanon as
links from one or more bits of the first anil second hash
values.

3 A method as in claim 1, wherein the assigning steps
associate the first and second hash values with the first and
second data communication links, respectively as a function
of usage of the first and second data communication links

4 A method as in claim 3, wherein thc function of usage
of thc first and second tlata communication links comprises
relative levels of existing assignments to lhe iirsl and second
i)ala communication links.

5 A method as in claim I, ivherein the steps of fragment-
ing and transmitting of fragments conform to the Multilink
Protocol.

6 A method as in claim 5, whcrcin the step of transmitting
packets of thc first anti second delay-sensitive flows con-
fiirms to the Point-to-Point Protocol.

7 A method as in claim 1, further compnsing assigning
the fragments for transmission over the plurality of data
communication links in a round-roi»n fashion

8 A method as in claim I, further comprising adding a
scqucncc number to each of thc fragments for transmission.

9 A method as in claim 8, wherein thc step of transmit tin
of the packets of lhe iirst aml second delay-sensiuve flows
comprises transmilun ~ peel els of the iirsl and second delay-
sensitive flows without adding any sequence numbers

10. A transmitting device, for load balanced transmission
of packets through a bundle of data communication links,
comprising:

a classifie rrceivin a stream of data packets intended for
transport throu h the trundle for scgrcgating received
pacl ets ior best-elforls service irom received packets
fiirming a plurality of delay-sensitive tlows,

a fragmentor coupled to lhe classilier ior iragmenting a

plurality of the packets for hest-efforts service;
means for calculaung a hash value irom predetermined

data from a header contained in each packet of the
plurality of delay-sensitive tlows,

link interfaces, each hnk interlace being coupled for
transmission of fragments and packets over a data
communication link of the bundle; and

a load balancing element lor.
I) evenly distributing the fragments of each of the

plurality of the packets for best-efforts service to a

plurality of thc link interfaces for transmission; and
2) distributing thc packets of diflcrcnt ones of thc

delay-sensitive flows to a plurality of the link inter-
faces I'or transmission while dislnbuung all packets
of each one of the delay-sensiuve flows to a single
one of the link interfaces for transmission, as a
function of the hash values

11. A device as in claim 10 comprising a packet router.
12. A device as in claim 10, further comprising
a Multiiink Protocol encapsulator for encapsulating the

fragments; and
a Point-to-Point Protocol encapsulator for encapsulating

the packets of the delay-sensitive flows
13. A device as in claim 12, wherein
the Multiiink Vrotocol encapsulator adds a header to each

fragment, each hcadcr containing a scqucncc number,
still

the Point-to-Voint Protocol encapsulator adds no
scqucncc numbers to thc packets of thc rlclay-scnsitivc
flows.

14. A device as in claim 10, wherein al least two oi the
link interlaces provide an equal data rale transmission over
respecuve links coupled thereto.

15. A device for reception of load halancerl packet trans-
missions through a bundle of data commumcation links
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16
carrying fragments of packets of best efiorts tralfic tlistwb-
uted throu bout the lmks and carrying packets of a plurality
of delay-sensitive flows, the packets of each delay-sensitive

floiv

traversin a single one of the rlata communication links,
thc device comprising:

a plurality of link interlaces, each link mterface bein ~

coupled for recepuon of fra ments arnl packers over
one data communication link of the Iiunrlle;

a dccorlcr coupled to thc link intcrfaccs for scgrcganng
rcccivcrl fragments of packets of best cfforts traific lc

from received packets of one or more mdiviilual delay-
sensiuve tlows,

a fragment reassembler for reordering fragments received
over rliffcrcnt links as necessary anil rcasscmbling i
fra ments into packets for best-efforts scrvicc; and

a packet router, coupled to receive packets from the
fragment reassembler, anil coupled to receive packets
from delay-sensitive flows carried on a plurality nf the
rlata communication links from thc dccodcr v ithout zc
anv rcordcring.

16. A dcvicc as in claim 15, further comprising:
a Mululink Protocol de-encapsulator I'or stripping olf

Mulnhnk Protocol encapsulauon data Irom the frag-
mentg and

a Point-to-Pomt Protocol de-encapsulator fnr stripping oif
Point-to-Pomt Protocol encapsulation data from the
packets of thc delay-scnsitivc flows.

17. A device as in claim 15, wherein at least two of thc
link interfaces provirlc an equal data rate rcccption from 'c
respective links coupled thereto.

lg. A tlevice as in claim 15, wherein the router compnses
an Internet Protocol packet router

19. An apparatus for load balancerl transmission of pack-
ets through a bundle of data communication links of a packet zs

coniniunication network, comprising:
means for distinguishing packets for best-cfforts service

from packets forming a plurality of delay-sensitive
flows;

means for fragmenung a plurality of the packers for tc

best-efforts service;
means for evenly transmitting the fragments nf each

fragmented packet over a plurality of the links nf the
liundlc;

nicans for calculating a first hash value from predetcr-
mincrl packet hcadcr elate of each packet of a first onc
of the delay-sensiuve flows and calculatmg a second
hash value from predetermined packet header data of
each packet of a second one of the delay-sensinve
flows, the second hash value rliffering from the brat
hash value;

means for assigning each packet for the first and second
rlclay-scnsitivc flows to respective first and second ones
of thc links as a function of the first and second hash ss
values; atlii

hnk interfaces coupled to the Iirst aiul second links for
transmitting packets of the Iirst and secornl delay-
sensitive flows over the assigned first and second inks
interleaverl together with the fragments transmitted on re
the first and second links.

20. A computer-readable medium carrying onc or morc
sequences of instrucuons for load balanced transmission of
peel ets through a burufle of data communicanon inks,
wherein execuuon of the one or more sequences of instruc- es
tions by one or more processnrs causes the one or more
processors to perform the steps nf

disunguishing packets for best-efforts service from pacl-
ets fomiing a plurality of delay-sensitive flnws;

fragmenting a plurality of the packets for best-efl'orts
service;

for each fragmented packet, transmittmg the fragments
over a plurality of thc data communication links of thc
bundle;

for each packet of a first onc of thc delay-scnsitivc flows,
calculatin a first hash value from prcrlctcrmined
packet header data;

for each packet of a scconrl onc of thc rlclay-scnsitivc
fiows, calculatin a scconrl hash value from prcrlctcr-
mineil packet header dat;i, the second hash value dif-
fenng from the Iirst hash value,

assigning each packet for the first rlclay-scnsitivc flow to
a Iirst one of. the data communication links as a function
of the Iirst hash value;

assignin each packet for the second delay-sensitive flow
to a second one of the data communication links as a

function of. the second hash value, and
transmittin packets of the first and second dclay-

sensitive flows over the assignerl Iirst and secornl data
communication links interleaved together with the
fragments transmitted on the hrst anil second data
communication links

21. A computer-readalile medium as in claim 20, wherein
thc assigning steps directly identify thc first and second data
communication links front one or morc bits of thc first and
secornl hash values.

22. A computer-readable merlium as in claim 20, wherein
the assigning steps associate the first and seconrl hash values
with the first and second data communication links, respec-
tively as a function of usage of thc first and second data
communication links.

23. A computer-rearlablc medium as in claim 22, wherein
the function of. usage of. the Iirst anil second data commu-
nication links composes relative leveLs of existing assign-
ments tn the first and second data communicatinn links.

24 A computer-readable medium as in claim 20, wherein
thc steps of fragmenting anil transmitting of fragments
conform to thc Multilink Protocol.

25. A computer-readalile medium as in claim 24, wherein
the step of. transmitun ~ packets of the Iirst anti second
ilelay-sensitive flows conforms to the Point-to-Point Proto-
col

26. A computer-readable medium as in claim 20, further
comprising assigning the fragments for transmission over
thc plurality of data comniunication links in a round-robin
fashion

27. A computer-readable medium as in claim 20, Iurther
comprising arfding a sequence number to each of the frag-
ments for transmission

20 A computer-readable medium as in claim 27, wherein
the step nf transmitting of the packets of the first and second
delay-sensitive flows comprises transmitting packets of thc
first and second delay-sensitive flows without adding any
sequence numbers.

29. The device of claim 15, wherein the packet router is
configured to

calculate a Iirst hash value from predetermineri pacl et
header data for each packet of a Iirst one oi the
delay-sensitive tloivs;

calculate a second hash value from predetermined pacl et
header data for each packet of a seotnd one of the
delay-sensitive flows, the second hash value differing
from the first hash value;
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assign each packet lor the first delay-sensiuve flow to a

first one of the data communication links as a function
of the first hash value;

assign each packet for the second delay-scnsitivc flow to
a second one of the data communication links as a

function of the second hash value; and

transmit packets of the first and second delay-sensitive
floivs over the assigncrl first and second data commu-
nication links intcrlcaved together with thc fragments
transmittcrl on thc first and second data communication lc

linkw
30. A system compnsing.
a device fnr reception of loarl balanced packet transmis-

sions through a bundle of data communication inks,a
carrying fra ments of packets of best cfforts tralfic
distnbuted throughout the links and carrying packets of
a plurality of delay-sensitive flows, the pacl ets of each
deLiy-sensitive flow traversing a single one of the data
communication links, the device including at least
a pluralitv of link mterfaces, each link interface lacing

coupkd for rcccption of fra ments and packets over
onc data communication link of the bundle;

a decoder coupled to the link interfaces liir se re sting
received fragments of peel ets of. best elTorts tralhc
from received packets of one or more inihvidual
delay-sensitive flnws;

a fragment reassembler for reordering fragments
received over different links as necessary and reas-
semliling fragtnents into packets for hest-efforts ser-
vice; and

a packet router, coupled to rcccivc packets from thc
fra ment rcasscmliler, and coupled to rcccivc pack-
ets from delay-sensitive flows carried on a plurality
of the data communication links from the decoder
ivithout any reordering.

31. A system cnmprising
a set of cnmpnnents that is confi ured to perform

scgrcgating rcccived fragments of packets of best
eflorts trafflc front received packets of onc or morc
individual delay-sensitive flows,

multilink procesmng for delay sensiuve flows, and
per-flow lotul balancing for best elTorts traflic.

32 A method comprising
segregating received fragments of packets of hest efl'orts

traffic frnm received packets of one or mnre indivirlual
rlclay-sensitive flows;

performing niultilink processing for thc rlclay-scnsitivc
flows; and

performing per-flow load balancing for the best efforts
tralTic.
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