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Preface

People move. Networks don't.

More than anything dse, these two statements can explain the explosion of wirdess LAN
hardware. In just afew years, the projected revenues from wireless LAN products will be
in the billions of dollars. The price of wirdess LAN gear has plummeted and continues to
fdl dramatically. Wireless LANs are now afixture on the networking landscape, which
means you need to learn to ded with them.

Prometheus Untethered: The Possibilities of
Wireless LANS

Wirdess networks offer several advantages over fixed (or "wired") networks:
Mobility

Users move, but datais usudly stored centrally. Enabling users to access data
while they are in motion can lead to large productivity gains.

Ease and speed of deployment

Many aress are difficult to wire for traditiona wired LANs. Older buildings are
often a problem; running cable through the walls of an older stone building to
which the blueprints have been lost can be a challenge. In many places, historic
preservation laws make it difficult to carry out new LAN ingdlationsin older
buildings. Even in modern facilities, contracting for cable ingdlation can be
expengve and time-consuming.

Flexibility

No cables means no recabling. Wirdess networks alow usersto quickly form
amorphous, smal group networks for a meeting, and wireless networking makes
moving between cubicles and offices a snap. Expanson with wireless networksis
easy because the network medium is dready everywhere. There are no cablesto
pull, connect, or trip over. Flexibility is the big sdling point for the "hat spot”
market, composed mainly of hotdls, airports, train stations, libraries, and cafes.

Cost

In some cases, costs can be reduced by using wireless technology. As an example,
802.11-equipment can be used to create a wirdless bridge between two buildings.
Setting up awirdess bridge requires some initial capital cost in terms of outdoor
equipment, access points, and wirdessinterfaces. After theinitid capitd
expenditure, however, an 802.11-based, line-of-sght network will have only a
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negligible recurring monthly operating cost. Over time, point-to-point wireess
links are far chegper than leasing capacity from the telephone company.

Until the completion of the 802.11 standard in 1997, however, users wanting to take
advantage of these attributes were forced to adopt single-vendor solutions with dl of the
risk that entailed. Once 802.11 started the ball rolling, speeds quickly increased from 2
Mbpsto 11 Mbpsto 54 Mbps. Standardized wireless interfaces and antennas have made
it possible to build wireless networks. Severa service providers have jJumped at the ides,
and enthusiagtic bands of volunteersin most mgor cities have started to build public
wireless networks based on 802.11.

Audience

This book is intended for readers who need to learn more about the technical aspects of
wireless LANS, from operations to deployment to monitoring:

Network architects contemplating rolling out 802.11 equipment onto networks or
building networks based on 802.11

Network administrators responsble for building and maintaining 802.11 networks
Security professonas concerned about the exposure from deployment of 802.11
equipment and interested in measures to reduce the security headaches

The book assumes that you have a solid background in computer networks. Y ou should
have abasic understanding of IEEE 802 networks (particularly Ethernet), the OS
reference model, and the TCP/IP protocoals, in addition to any other protocols on your
network.

Overture for Book in Black and White, Opus 2

Part of the difficulty in writing abook on atechnology thet is evolving quickly isthat you
are never quite sure what to include. 2001 was ayear of active development for 802.11,
especidly in the area of security. Severa studies suggested that security concerns were
delaying the widespread adoption of 802.11, so | made a particular effort to keep the
Security coverage in this book up-to-date. Undoubtedly, the benefits of that effort will
quickly fade, but | certainly hope that | have described the basic components well enough
to make this book useful no matter what fina form the security-related standards take.
This book has two main purposes: it is meant to teach the reader about the 802.11
dandard itsdlf, and it offers practical advice on building wirdless LANs with 802.11
equipment. These two purposes are meant to be independent of each other so you can
eadly find what interests you. To help you decide whet to read first and to give you a
better idea of the layout, the following are brief summaries of al the chapters.

Chapter 1 ligsways in which wirdess networks are different from traditiona wired
networks and discusses the challenges faced when adapting to fuzzy boundaries and
unreliable media. Wirdless LANSs are perhaps the most interesting illustration of Chrigtian
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Huitemas assartion that the Internet has no center, just an ever-expanding edge. With
wirdess LAN technology becoming commonplace, that edge is now blurring.

Chapter 2 describes the overall architecture of 802.11 wirelessLANs. 802.11 is
somewhat like Ethernet but with a number of new network components and alot of new
acronyms. This chapter introduces you to the network components that you'll work with.
Broadly speaking, these components are stations (mobile devices with wireless cards),
access points (glorified bridges between the stations and the digtribution system), and the
digtribution system itsdlf (the wired backbone network). Stations are grouped logicaly
into Basic Service Sets (BSSs). When no access point is present, the network is aloose,
ad-hoc confederation caled an independent BSS (IBSS). Access points allow more
structure by connecting disparate physical BSSsinto afurther logica grouping caled an
Extended Service Set (ESS).

Chapter 3 describes the Media Access Control (MAC) layer of the 802.11 standard in
detail. 802.11, like dl |EEE 802 networks, splits the MAC-layer functiondity from the
physica medium access. Severd physica layers exist for 802.11, but the MAC isthe
same across dl of them. The main mode for accessing the network mediumisa

traditiona contentionbased access method, though it employs collison avoidance
(CSMA/CA) rather than collision detection (CSMA/CD). The chapter also discusses data
encapsulation in 802.11 frames and hel ps network administrators understand the frame
sequences used to transfer data.

Chapter 4 builds on the end of Chapter 3 by describing the various frame types and where
they are used. This chapter isintended more as a reference than actud reading materid. It
describes the three mgjor frame classes. Data frames are the workhorse of 802.11.
Control frames serve supervisory purposes. Management frames assst in performing the
extended operations of the 802.11 MAC. Beacons announce the existence of an 802.11
network, assst in the association process, and are used for authenticating stations.

Chapter 5 describes the Wired Equivaent Privacy protocol. By default, 802.11 networks
do not provide any authentication or confidentidity functions. WEP is a part of the

802.11 standard that provides rudimentary authentication and confidentiaity festures.
Unfortunatdly, it is severdly flawed. This chapter discusses what WEP is, how it works,
and why you can't rely on it for any meaningful privacy or security.

Chapter 6 describes 802.1x, which is a new attempt to solve the authentication and
confidentidity problem on LANs. 802.1x will serve as the basis for an authentication
framework for 802.11, but the adaptation is currently being carried out.

Chapter 7 describes the management operations on 802.11 networks. To find networks to
join, stations scan for active networks announced by access points or the IBSS crestor.
Before sending data, stations must associate with an access point. This chapter dso
discusses the power-management features incorporated into the MAC that alow battery-
powered stations to deep and pick up buffered traffic at periodic intervals.
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Chapter 8 describes the point coordination function. The PCF is not widely implemented,
so this chapter can be skipped for most purposes. The PCF is the basis for contention-free
access to the wirdess medium. Contention-free access is like a centraly controlled,
token-based medium, where access points provide the "token" function.

Chapter 9 describes the generd architecture of the physical layer (PHY) in the 802.11
modd. The PHY itsdf is broken down into two "sublayers™ The Physica Layer
Convergence Procedure (PLCP) adds a preamble to form the complete frame and its own
header, while the Physical Medium Dependent (PMD) sublayer includes modulation
details. The most common PHY s use radio frequency (RF) as the wirdless medium, so the
chapter closes with a short discusson on RF systems and technology that can be applied
to any PHY discussed in the book.

Chapter 10 describes the three physicd layers that have been used in 802.11 networks up
through late 2001. These include the frequency hopping spread spectrum (FHSS)

physicd layer, the direct sequence spread spectrum (DSSS) physicd layer, and the high-
rate direct sequence spread spectrum (HR/DSSS) physica layer, which is defined by the
802.11b standard. Of these, the 11-Mbps HR/DSSS layer is most widely used at present.

Chapter 11 describes the 5-GHz PHY standardized with 802.11a, which operates at 54
Mbps. This physica layer uses another modulation technique known as orthogona
frequency divison multiplexing (OFDM). OFDM isdso the basis for a54-Mbps

standard known as 802.11g, which operates in the same frequency bands as the other
802.11 physical layers. 802.11a products started to appear in late 2001; 802.11g products
will probably appear in late 2002. It's a good bet that one of these stlandards will supplant
802.11b, just as 100BaseT Ethernet has supplanted 10BaseT .

Chapter 12 describes the basic driver ingtdlation procedure in Windows. It dso illustrates
how some drivers dlow reconfiguration of the 802.11 MAC parameters discussed in
Chapters 3-7.

Chapter 13 discusses how to ingtdl 802.11 support on aLinux system. It discusses the
Linux-WLAN-NG project, which provides support for cards based on Intersil's PRISM
and PRISM2 chip sets. It aso discusses the wirdess driver that Lucent provides for their
wirdess cards (L ucent goes under many names, including WavelL AN, Orinoco, and
Agere), and it discusses how to ingtall PCMCIA support.

Chapter 14 describes the equipment used on the infrastructure end of 802.11 networks.
Commercid access point products have varying festures. This chapter describesthe
common features of access points, offers buying advice, and presents two practical
configuration examples.

Chapter 15 suggests a process by which awirdess LAN could beingalled. One of the
key advantages of awireless network is mobility. Mohility can be guaranteed only when
al wirdess gations resde on the same logicd |P network. (This may require

readdressing; it dmost certainly requires renumbering to free alarge contiguous address
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gpace.) Corporations deploying 802.11 must naturally be concerned with security. This
chapter aso discusses various aspects of network planning, including capacity
management (how many users can you support, and what bandwidth can they expect?),
gte surveys, and physica details such as antennas and transmission lines.

Chapter 16 teaches adminigtrators how to recognize what's going on with their wireess
LANs Network andyzers have proven their worth time and time again on wired
networks. Wireless network analyzers are just as valuable atool for 802.11 networks.
This chapter discusses how to use wireless network analyzers and what certain symptoms
may indicate. It also describes how to build an andyzer usng Ethered. Findly, AirSnort
isatool that alows recovery of WEP keys and is something that readers should be aware
of, if only for its security implications when used by others.

Chapter 17 describes how network administrators can change commonly exposed 802.11
parameters. It revisits each parameter and discusses what changing the parameter will do
to the wireless network.

Chapter 18 summarizes the slandardization work pending in the 802.11 working group.
After summarizing the work in progress, | get to prognosticate and hope that | don't have
to revise thistoo extensvely in future editions.

Appendix A isadescription of the MAC MIB. A number of parametersin the MAC can
be changed by the network administrator using standard SNMP tools. This appendix
follows the style | have used in my T1 book to show the parameters and call out the
important parameters.

Appendix B describes Apple's popular AirPort system. Apple's aggressive pricing of
AirPort hardware was one of the most important eventsin the story of 802.11. AirPort
base sations are fully compliant with 802.11 and can be used to build a network for any
802.11-compliant wirdess device. Apple has dso included a dedicated dot on dl of their
recent hardware for AirPort cards, which makes adding 802.11 interfaces to Apple
hardware a snap. No book xabout 802.11 would be complete without a description of the
AirPort.

Conventions Used in This Book
Italic isused for:
Pathnames, filenames, class names, and directories
New terms where they are defined

Internet addresses, such as domain names and URLSs

Bold isused for:
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GUI components

Const ant W dt h isusad for:

Command lines and options that should be typed verbatim on the screen
All code ligings

Constant Wdth Itali cisusdfor:

Generd placeholdersthat indicate that an item should be replaced by some actud
vauein your own program

Const ant W dt h Bol disusad for:

Text that istyped in code examples by the user

o Indicates atip, suggestion, or genera note
::-: o
it
—_ Indicates awarning or caution

How to Contact Us

Please address comments and questions concerning this book to the publisher:

ORelly & Associates, Inc.

1005 Gravenstein Highway North
Sebastopol, CA 95472

(800) 998-9938 (in the U.S. or Canada)
(707) 829-0515 (internationa/local)
(707) 829-0104 (fax)

Thereisaweb gte for the book, where errata and any additional information will be
listed. Y ou can access this page at:

http://mwww.oreilly.com/catal og/802dot11/

To comment or ask technical questions about this book, send email to:

bookguestions@oreilly.com
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For more information about our books, conferences, software, Resource Centers, and the
O'Reilly Network, see our web Ste at:

http://Amww.orellly.com/
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Chapter 1. Introduction to Wireless Networks

Over the padt five years, the world has become increasingly mobile. As aresult,
traditiona ways of networking the world have proven inadequate to meet the chalenges
posed by our new collective lifestyle. If users must be connected to a network by physica
cables, their movement is dramatically reduced. Wireless connectivity, however, poses no
such regtriction and dlows a great deal more free movement on the part of the network
user. As aresult, wirdess technologies are encroaching on the traditiond redlm of "fixed"
or "wired" networks. This change is obvious to anybody who drives on aregular basis.
One of the"life and death” chalenges to those of us who drive on aregular basisisthe
daily gauntlet of erraticdly driven cars containing mobile phone usersin the driver's sedt.

We are on the cusp of an equally profound change in computer networking. Wireless
telephony has been successful because it enables people to connect with each other
regardless of location. New technologies targeted at computer networks promise to do the
same for Internet connectivity. The most successful wirdess networking technology this

far has been 802.11.

1.1 Why Wireless?

To dive into a gpecific technology at this point is getting a bit ahead of the story, though.
Wirdess networks share severd important advantages, no matter how the protocols are
designed, or even what type of datathey carry.

The most obvious advantage of wireless networking is mobility. Wireless network users
can connect to existing networks and are then alowed to roam fredly. A mobile telephone
user can drive milesin the course of asingle conversation because the phone connects the
user through cdl towers. Initidly, mobile telephony was expensive. Costs restricted its
use to highly mobile professionas such as sdes managers and important executive
decision makers who might need to be reached a a moment's notice regardless of their
location. Mobile telephony has proven to be a useful service, however, and now it is
rdatively common in the United States and extremely common among Europeans™

M Wwhile most of my colleagues, acquaintances, and family in the U.S. have
mobile telephones, it is still possible to be a holdout. In Europe, it seems as if
everybody has a mobile phone—one cab driver in Finland | spoke with while
writing this book took great pride in the fact that his family of four had six
mobile telephones!

Likewise, wireless data networks free software devel opers from the tethers of an Ethernet
cable at a desk. Developers can work in the library, in a conference room, in the parking
lot, or even in the coffee house across the street. Aslong asthe wirdless usersremain
within the range of the base station, they can take advantage of the network. Commonly
available equipment can easily cover a corporate campus, with some work, more exotic
equipment, and favorable terrain, you can extend the range of an 802.11 network up to a
few miles.
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Wirdess networks typicaly have agreat ded of flexibility, which can trandate into rapid
deployment. Wireless networks use a number of base stations to connect usersto an
exiging network. The infragtructure side of awireless network, however, is quditatively
the same whether you are connecting one user or amillion users. To offer serviceina
given area, you need base gations and antennas in place. Once that infragtructure is built,
however, adding a user to awireless network is mostly a matter of authorization. With
the infrastructure built, it must be configured to recognize and offer services to the new
users, but authorization does not require more infrastructure. Adding a user to awireless
network isamatter of configuring the infrastiructure, but it does not involve running

cables, punching down terminals, and patching in anew jack.”

@ This simple example ignores the challenges of scale. Naturally, if the new
users will overload the existing infrastructure, the infrastructure itself will need
to be beefed up. Infrastructure expansion can be expensive and time-
consuming, especially if it involves legal and regulatory approval. However,
my basic point holds: adding a user to a wireless network can often be
reduced to a matter of configuration (moving or changing bits) while adding a
user to a fixed network requires making physical connections (moving
atoms), and moving bits is easier than moving atoms.

Flexibility is an important attribute for service providers. One of the markets that many
802.11 equipment vendors have been chasing is the so-called "hot spot” connectivity
market. Airports and train stations are likely to have itinerant business travelers interested
in network access during connection delays. Coffeehouses and other public gathering
gpots are socid venuesin which network accessis desirable. Many cafes dready offer
Internet access, offering Internet access over awirdess network is anatural extenson of
the exiging Internet connectivity. While it is possible to serve afluid group of userswith
Ethernet jacks, supplying access over awired network is problematic for severd reasons.
Running cablesis time-consuming and expensive and may aso require construction.
Properly guessing the correct number of cable dropsis more an art than a science. With a
wirdess network, though, there is no need to suffer through congtruction or make
educated (or wild) guesses about demand. A smple wired infrastructure connects to the
Internet, and then the wireless network can accommodate as many users as needed.
Although wireless LANSs have somewhat limited bandwidth, the limiting factor in
networking asmall hot pot islikely to be the cost of WAN bandwidth to the supporting
infrastructure.

Hexibility may be particularly important in older buildings because it reduces the need

for congructions. Once a building is declared historical, remodedling can be particularly
difficult. In addition to meeting owner requirements, historical preservation agencies

must be satisfied that new congtruction is not desecrating the past. Wireless networks can
be deployed extremdy rapidly in such environments because thereis only a smdl wired
network to ingall.

Fexibility has dso led to the development of grassroots community networks. With the

rapid price erosion of 802.11 equipment, bands of volunteers are setting up shared
wireless networks open to visitors. Community networks are aso extending the range of
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Internet access past the limitations for DSL into communities where high-speed Internet
access has been only adresm. Community networks have been particularly successful in
out-of-the way placesthat are too rugged for traditional wireline approaches.

Like dl networks, wirdess networks transmit data over a network medium. The medium
isaform of dectromagnetic radiation.”® To be well-suited for use on mobile networks,
the medium must be able to cover awide area so clients can move throughout a coverage
area. The two media that have seen the widest use in loca-area gpplications are infrared
light and radio waves. Most portable PCs sold now have infrared ports that can make
quick connections to printers and other peripheras. However, infrared light has
limitations; it is easly blocked by walls, partitions, and other office congtruction. Radio
waves can penetrate most office obstructions and offer awider coverage range. It isno
surprise that mogt, if not al, 802.11 products on the market use the radio wave physicad

layer.

Bl'|_aser light is also used by some wireless networking applications, but the
extreme focus of a laser beam makes it suited only for applications in which
the ends are stationary. "Fixed wireless" applications, in which lasers replace
other access technology such as leased telephone circuits, are a common
application.

1.1.1 Radio Spectrum: The Key Resource

Wirdless devices are condtrained to operate in a certain frequency band. Each band has an
associated bandwidth, which is smply the amount of frequency space in the band.
Bandwidth has acquired a connotation of being a measure of the data capacity of alink.

A great ded of mathematics, information theory, and signa processing can be used to
show that higher-bandwidth dices can be used to transmit more information. Asan
example, an andog mobile telephony channd requires a 20-kHz bandwidth. TV sgnas
are vastly more complex and have a correspondingly larger bandwidth of 6 MHz.

The use of aradio spectrum is rigoroudy controlled by regulatory authorities through
licensing processes. In the U.S,, regulation is done by the Federa Communications
Commission (FCC). Many FCC rules are adopted by other countries throughout the
Americas. European alocation is performed by CEPT's European Radiocommunications
Office (ERO). Other dlocation work is done by the Internationd Telecommunicetions
Union (ITU). To prevent overlapping uses of the radio waves, frequency isdlocated in
bands, which are Smply ranges of frequencies available to specified gpplications. Table
1-1 lists some common frequency bands used inthe U.S.

Table 1-1. Common U.S. frequency bands
Band Frequency range
UHF ISM 902-928 MHz
S-Band 2-4 GHz
S-Band ISM 2.4-25 GHz
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Table 1-1. Common U.S. frequency bands

Band Frequency range
C-Bad 4-8 GHz
C-Band satellite downlink 3.7-4.2 GHz
C-Band Radar (westher) 5.25-5.925 GHz
C-Band ISM 5.725-5.875 GHz
C-Band satdlite uplink 5.925-6.425 GHz
X-Band 8-12 GHz
X-Band Radar (police/weather) 8.5-10.55 GHz
Ku-Band 12-18 GHz
13.4-14 GHz
Ku-Band Radar (police)
15.7-17.7 GHz

1.1.1.1 The ISM bands

In Table 1- 1, there are three bands labeled ISM, which is an abbreviation for industria,
scientific, and medicd. ISM bands are set aside for equipment that, broadly speaking, is
related to indudtrid or scientific processes or is used by medical equipment. Perhaps the
most familiar ISM-band device is the microwave oven, which operatesin the 2.4-GHz
ISM band because e ectromagnetic radiation at that frequency is particularly effective for
heeting water.

| pay specid attention to the ISM bands because that's where 802.11 devices operate. The
more common 802.11b devices operate in S-band 1ISM. The ISM bands are generdly
license-free, provided that devices are low-power. How much sense doesit make to
require alicense for microwave ovens, after dl? Likewise, you don't need alicense to set
up and operate a wireless network.

1.1.2 The Limits of Wireless Networking

Wirdess networks do not replace fixed networks. The main advantage of mobility is thet
the network user is moving. Servers and other data center equipment must access data,
but the physical location of the server isirrdevant. Aslong as the servers do not move,
they may as well be connected to wires that do not move.

The speed of wirdess networks is constrained by the available bandwidth. Information
theory can be used to deduce the upper limit on the speed of a network. Unless the
regulatory authorities are willing to make the unlicensed spectrum bands bigger, thereis
an upper limit on the speed of wireess networks. Wirdess-network hardware tends to be
dower than wired hardware. Unlike the 10-GB Ethernet standard, wireless-network
standards must carefully vaidate received frames to guard againgt loss due to the
unriability of the wirdess medium.
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Using radio waves as the network medium poses severa chalenges. Specifications for
wired networks are designed so that a network will work aslong asit respects the
Specifications. Radio waves can suffer fromanumber of propageation problems that may
interrupt the radio link, such as multipath interference and shadows.

Security on any network is a prime concern. On wireless networks, it is often a critica
concern because the network transmissions are available to anyone within range of the
transmitter with the gppropriate antenna. On a wired network, the Sgnals stay in the wires
and can be protected by strong physical-access control (locks on the doors of wiring
closets, and so on). On awireless network, sniffing is much essier because theradio
transmissions are designed to be processed by any receiver within range. Furthermore,
wirdess networks tend to have fuzzy boundaries. A corporate wireess network may
extend outside the building. It is quite possible that a parked car across the street could be
recaiving the sgnds from your network. As an experiment on one of my tripsto San
Francisco, | turned on my laptop to count the number of wireless networks near a mgor
highway outsde the city. | found eght without expending any sgnificant effort. A
sgnificantly more motivated investigator would undoubtedly have discovered many

more networks by using a much more sengtive antenna mounted outside the sted shell of
the car.

1.2 A Network by Any Other Name...

Wireless networking is a hot industry segment. Severa wireless technologies have been
targeted primarily for data transmission. Bluetooth is a standard used to build small
networks between peripherds aform of "wirdesswires" if you will. Most peoplein the
indudtry are familiar with the hype surrounding Bluetooth. | haven't met many people
who have used devices based on the Bluetooth specification.

Third-generation (3G) mobile telephony networks are dso afamiliar source of hype.
They promise data rates of megabits per cell, aswell as the "adways on" connections that
have proven to be quite valuable to DSL and cable modem customers. In spite of the
hype and press from 3G equipment vendors, the rollout of commercid 3G sarvices has
been continualy pushed back.

In contrast to Bluetooth and 3G, equipment based on the |EEE 802.11 standard has been
an astounding success. While Bluetooth and 3G may be successful in the future, 802.11 is
a success how. Appleinitiated the pricing moves that caused the market for 802.11
equipment to explode in 1999. Price erosion made the equipment affordable and started
the growth that continues today .

Thisisabook about 802.11 networks. 802.11 goes by avariety of names, depending on
who is taking about it. Some people call 802.11 wireless Ethernet, to emphasize its
shared lineage with the traditiona wired Ethernet (802.3). More recently, the Wireless
Ethernet Compeatibility Alliance (WECA) has been pushing its Wi-Fi ("wirdessfiddity™)
certification program.”’ Any 802.11 vendor can have its products tested for
interoperability. Equipment that passes the test suite can use the Wi-F mark. For newer
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products based on the 802.11a standard, WECA will alow use of the Wi-Fi5 mark. The
"5" reflects the fact that 802.11a products use a different frequency band of around 5

GHz.

) More details on WECA and the Wi-Fi certification can be found at
http:/iMmww.wi-fi.org/.

Table 1-2 isabasic comparison of the different 802.11 standards. Products based on
802.11 wereinitidly released in 1997. 802.11 included an infrared (IR) layer that was
never widdy deployed, as well as two pread- spectrum radio layers: frequency hopping
(FH) and direct sequence (DS). (The differences between these two radio layersis
described in Chapter 10.) Initial 802.11 products were limited to 2 Mbps, which is quite
dow by modern network standards. The IEEE 802.11 working group quickly began
working on faster radio layers and standardized both 802.11a and 802.11b in 1999.
Products based on 802.11b were released in 1999 and can operate at speeds of up to 11
Mbps. 802.11a uses athird radio technique called orthogona frequency divison
multiplexing (OFDM). 802.11a operates in a different frequency band entirely and
currently has regulatory gpprova only in the United States. As you can see from the

table, 802.11 already provides speeds faster than 10BASE-T Ethernet and is reasonably
compstitive with Fast Ethernet.

Table 1-2. Comparison of 802.11 standards

|IEEE

Frequency

sandard Speed band Notes

1 Mbps First standard (1997). Featured both frequency-
802.11 24 GHz hopping and direct- sequence modulation

2 Mbps techniques.

up to 54 Second standard (1999), but products not rel eased
802.11a Mbps 5GHz until late 2000.

5.5 Mbps Third standard, but second wave of products. The
802.11b 2.4 GHz maost common 802.11 equipment as this book was

11 Mbps written.

upto54 .
802.11g Mbps 2.4 GHz Not yet standardized.

19

RED HAT 1052

RED HAT V. CAS



Chapter 2. Overview of 802.11 Networks

Before studying the details of anything, it often helpsto get agenerd "lay of theland." A
basic introduction is often necessary when studying networking topics because the
number of acronyms can be overwhelming. Unfortunately, 802.11 takes acronyms to new
heights, which makes the introduction that much more important. To understand 802.11
on anything more than asuperficid bas's, you must get comfortable with some esoteric
terminology and aherd of three-letter acronyms. This chapter is the glue that binds the
entire book together. Read it for abasic understanding of 802.11, the concepts that will
likely be important to users, and how the protocol is designed to provide an experience as
much like Ethernet as possible. After that, move on to the low-level protocol details or
deployment, depending on your interests and needs.

Part of the reason why thisintroduction isimportant is because it introduces the

acronyms used throughout the book. With 802.11, the introduction serves another
important purpose. 802.11 is superficidly amilar to Ethernet. Understanding the
background of Ethernet helps dightly with 802.11, but thereis ahost of additiond
background needed to appreciate how 802.11 adapts traditional Ethernet technology to a
wirelessworld. To account for the differences between wired networks and the wireless
media used by 802.11, a number of additional management festures were added. At the
heart of 802.11 is awhite lie about the meaning of media access control (MAC). Wirdess
network interface cards are assigned 48-bit MAC addresses, and, for al practical
purposes, they look like Ethernet network interface cards. In fact, the MAC address
assgnment is done from the same address pool so that 802.11 cards have unique
addresses even when deployed into a network with wired Ethernet sations.

To outside network devices, these MAC addresses gppear to be fixed, just asin other
|EEE 802 networks; 802.11 MAC addresses go into ARP tables aongside Ethernet
addresses, use the same set of vendor prefixes, and are otherwise indistinguishable from
Ethernet addresses. The devices that comprise an 802.11 network (access points and other
802.11 devices) know better. There are many differences between an 802.11 device and
an Ethernet device, but the most obviousis that 802.11 devices are mobile; they can

eadly move from one part of the network to another. The 802.11 devices on your

network understand this and deliver frames to the current location of the mobile station.

2.1 IEEE 802 Network Technology Family Tree

802.11 is amember of the IEEE 802 family, which is a series of specificationsfor loca
area network (LAN) technologies. Figure 2-1 shows the relaionship between the various
components of the 802 family and their place in the OSI modédl.

Figure 2-1. The IEEE 802 family and its relation to the OSI model
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|EEE 802 specifications are focused on the two lowest layers of the OSI modd because
they incorporate both physical and data link components. All 802 networks have both a
MAC and aPhysica (PHY) componert. The MAC isaset of rules to determine how to
access the medium and send data, but the details of transmission and reception are left to
the PHY.

Individud specificationsin the 802 series are identified by a second number. For
example, 802.3 is the specification for a Carrier Sense Multiple Access network with
Coallison Detection (CSMA/CD), which isrelated to (and often mistakenly caled)
Ethernet, and 802.5 is the Token Ring specification. Other specifications describe other
parts of the 802 protocol stack. 802.2 specifies acommon link layer, the Logica Link
Control (LLC), which can be used by any lower-layer LAN technology. Management
features for 802 networks are specified in 802.1. Among 802.1's many provisions are
bridging (802.1d) and virtua LANS, or VLANSs (802.10).

802.11 isjust another link layer that can use the 802.2/LL.C encapsulation. The base
802.11 specification includes the 802.11 MAC and two physical layers: afrequency-
hopping spread- spectrum (FHSS) physical layer and a direct-sequence spread-spectrum
(DSSS) link layer. Later revisonsto 802.11 added additional physical layers. 802.11b
specifies ahigh-rate direct- sequence layer (HR/DSSS); products based on 802.11b hit the
marketplace in 1999 and make up the bulk of the installed base. 802.11a describes a
physica layer based on orthogona frequency divison multiplexing (OFDM); products
based on 802.11a were released as this book was completed.

To say that 802.11 is"just another link layer for 802.2" isto omit the detailsin the rest of
this book, but 802.11 is exciting precisay because of these details. 802.11 dlows for
mobile network access; in accomplishing this god, a number of additiona features were
incorporated into the MAC. As aresault, the 802.11 MAC may seem baroquely complex
compared to other IEEE 802 MAC specifications.

The use of radio waves as aphysicd layer requires ardatively complex PHY, aswell.
802.11 splitsthe PHY into two generic components. the Physical Layer Convergence
Procedure (PLCP), to map the MAC frames onto the medium, and a Physical Medium
Dependent (PMD) system to transmit those frames. The PLCP straddles the boundary of
the MAC and physicd layers, as shown in Figure 2-2. In 802.11, the PLCP adds a
number of fiddsto theframe asit istrangmitted “in the ar.”

Figure 2-2. PHY components
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PMD

All this complexity begs the question of how much you actualy need to know. Aswith

any technology, the more you know, the better off you will be. The 802.11 protocols have
many knobs and dids that you can tweak, but most 802.11 implementations hide this
complexity. Many of the features of the Sandard come into their own only when the
network is congested, either with alot of traffic or with alarge number of wirdess
stations. Today's networks tend not to push the limitsin either respect. At any rate, | can't
blame you for wanting to skip the chapters about the protocols and jump ahead to the
chapters about planning and ingaling an 802.11 network. After you've read this chapter,
you can skip ahead to Chapters 12-17 and return to the chapters on the protocol's inner
workings when you need (or want) to know more.

2.2 802.11 Nomenclature and Design

802.11 networks congst of four mgjor physical components, which are summarized in
Chapter 2. The components are;

Figure 2-3. Components of 802.11 LANs
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When severa access points are connected to form alarge coverage area, they
must communicate with each other to track the movements of mobile Sations.
The digtribution system is the logical component of 802.11 used to forward
frames to thair destination. 802.11 does not specify any particular technology for
the digtribution system. In most commercia products, the didtribution system is
implemented as a combination of a bridging engine and a digtribution system
medium, which is the backbone network used to relay frames between access
points, it is often caled smply the backbone network. In nearly al commercidly
successful products, Ethernet is used as the backbone network technology.

Access points

Frames on an 802.11 network must be converted to another type of frame for
delivery to the rest of the world. Devices caled access points perform the

RED HAT 1052
22 RED HAT V. CAS



wireless-to-wired bridging function. (Access points perform a number of other
functions, but bridging is by far the most important.)

Wireless medium

To move frames from station to station, the standard uses a wireless medium.
Severd different physica layers are defined; the architecture dlows multiple
physica layersto be developed to support the 802.11 MAC. Initidly, two radio
frequency (RF) physica layers and one infrared physical layer were stlandardized,
though the RF layers have proven far more popular.

Sations

Networks are built to transfer data between stations. Stations are computing
devices with wirdless network interfaces. Typicaly, stations are battery-operated
lgptop or handheld computers. There is no reason why stations must be portable
computing devices, though. In some environments, wirdess networking is used to
avoid pulling new cable, and desktops are connected by wireless LANS.

2.2.1 Types of Networks

The basic building block of an 802.11 network isthe basic service set (BSS), which is
smply agroup of gations that communicate with each other. Communications take place
within asomewhat fuzzy ares, cdled the basic service area, defined by the propagation
characteristics of the wirdess medium.! When astation isin the basic service areg, it can
communicate with the other members of the BSS. BSSs come in two flavors, both of
which areillugrated in Figure 2-4.

[ All of the wireless media used will propagate in three dimensions. From
that perspective, the service area should perhaps be called the service
volume. However, the term area is widely used and accepted.

Figure 2-4. Independent and infrastructure BSSs
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2.2.1.1 Independent networks
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Onthe left isan independent BSS (IBSS). Stationsin an IBSS communicate directly with
esch other and thus must be within direct communication range. The smallest possble
802.11 network isan IBSS with two gtations. Typicaly, IBSSs are composed of a smdl
number of stations set up for a specific purpose and for a short period of time. One
common useisto create a short-lived network to support a single meeting in a conference
room. As the meeting begins, the participants creste an IBSS to share data. When the
meeting ends, the IBSS is dissolved.2 Due to their short duration, small size, and focused
purpose, IBSSs are sometimes referred to as ad hoc BSSs or ad hoc networks.

?'|BSSs have found a similar use at LAN parties throughout the world.
2.2.1.2 Infrastructure networks

Ontheright sde of Figure 2-4 isan infrastructure BSS (never caled an IBSS).
Infrastructure networks are distinguished by the use of an access point. Access points are
used for dl communications in infrastructure networks, including communication

between mobile nodes in the same service area. If one mobile station in an infrastructure
BSS needs to communicate with a second mobile station, the communication must take
two hops. Firdt, the originating mobile station transfers the frame to the access point.
Second, the access point transfers the frame to the destination station. With al
communications relayed through an access point, the basic service area corresponding to
an infrastructure BSS is defined by the points in which transmissons from the access
point can be received. Although the multihop transmission takes more transmisson
capacity than a directed frame from the sender to the receiver, it has two mgor
advantages.

An infragtructure BSS is defined by the distance from the access point. All mobile
dtations are required to be within reach of the access point, but no restriction is
placed on the distance between mobile stations themsalves. Allowing direct
communication between mobile stations would save transmission capacity but a
the cost of increased physicd layer complexity because mobile stations would
need to maintain neighbor relationships with al other mobile sations within the
service area.

Access points in infrastructure networks are in a pogtion to assist with sations
attempting to save power. Access points can hote when a station enters a power-
saving mode and buffer framesfor it. Battery-operated stations can turn the
wireless transceiver off and power it up only to tranamit and retrieve buffered
frames from the access point.

In an infragtructure network, stations must associate with an access point to obtain
network services. Association is the process by which mobile station joins an 802.11
network; it islogicaly equivaent to plugging in the network cable on an Ethernet. It is

not a symmetric process. Mobile stations always initiate the association process, and
access points may choose to grant or deny access based on the contents of an association
request. Associaions are aso exclusive on the part of the mobile station: a mobile station
can be associated with only one access point.2 The 802.11 standard places no limit on
the number of mobile gtations that an access point may serve. Implementation
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condderations may, of course, limit the number of mobile stations an access point may
serve. In practice, however, the relatively low throughput of wireless networksisfar
more likely to limit the number of Stations placed on a wireless network.

B One reviewer noted that a similar restriction was present in traditional
Ethernet networks until the development of VLANs and specifically asked
how long this restriction was likely to last. | am not intimately involved with
the standardization work, so | cannot speak to the issue directly. | do,
however, agree that it is an interesting question.

2.2.1.3 Extended service areas

BSSs can create coverage in small offices and homes, but they cannot provide network
coverage to larger areas. 802.11 dlows wirdess networks of arbitrarily large size to be
created by linking BSSsinto an extended service set (ESS). An ESSis created by
chaining BSSs together with a backbone network. 802.11 does not specify a particular
backbone technology; it requires only that the backbone provide a specified set of
sarvices. In Figure 2-5, the ESSis the union of the four BSSs (provided that al the access
points are configured to be part of the same ESS). In redl-world deployments, the degree
of overlap between the BSSs would probably be much greater than the overlap in Figure
2-5. Inred life, you would want to offer continuous coverage within the extended service
area; you wouldn't want to require that users walk through the area covered by BSS3
when en route from BSSL to BSS2.

Figure 2-5. Extended service set
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Stations within the same ESS may communicate with each other, even though these
gations may be in different basic service areas and may even be moving between basic
sarvice aress. For saions in an ESS to communicate with each other, the wireless
medium must act like asingle layer 2 connection. Access points act as bridges, so direct
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communication between gtations in an ESS requires that the backbone network aso be a
layer 2 connection. Any link-layer connection will suffice. Severd access pointsina
sngle areamay be connected to asingle hub or switch, or they can usevirtual LANSsif
the link-layer connection must span alarge area.

802.11 supplies link-layer mohility within an ESS but only if the

) backbone network isasingle link-layer domain, such as a shared
4+ Ethernet or aVLAN. Thisimportant constraint on mohility is often
amgor factor in 802.11 network design.

oo

+ -T
L
wh

Extended service aress are the highest-level abstraction supported by 802.11 networks.
Access pointsin an ESS operate in concert to dlow the outside world to useasingle
MAC address to talk to a station somewhere within the ESS. In Figure 2-5, the router
uses asingle MAC address to deliver frames to a mobile station; the access point with
which that mobile sation is associated delivers the frame. The router remains ignorant of
the location of the mobile station and relies on the access points to ddliver the frame.

2.2.2 The Distribution System, Revisited

With an understanding of how an extended service st isbuilt, 1'd like to return to the
concept of the distribution system. 802.11 describes the distribution system in terms of
the services it provides to wirdess gations. While these services will be described in
more detail later in this chapter, it isworth describing their operation at a high levd.

The digtribution system provides mobility by connecting access points. When aframeis
given to the distribution system, it is ddlivered to the right access point and relayed by
that access point to the intended destination.

The didribution system is responsible for tracking where a gation is physicaly located

and ddivering frames appropriately. When aframe is sent to amobile setion, the
digribution system is charged with the task of delivering it to the access point serving the
mobile gation. As an example, consder the router in Figure 2-5. The router Smply uses
the MAC address of a mobile station asits destination. The digtribution system of the

ESS pictured in Figure 2-5 must deliver the frame to the right access point. Obvioudy,

part of the delivery mechaniam is the backbone Ethernet, but the backbone network
cannot be the entire distribution system because it has no way of choosing between

access points. In the language of 802.11, the backbone Ethernet is the distribution system
medium, but it is not the entire ditribution system.

Tofind the rest of the digtribution system, we need to look to the access points
themselves. Most access points currently on the market operate as bridges. They have at
least one wireless network interface and at least one Ethernet network interface. The
Ethernet side can be connected to an existing network, and the wireless side becomes an
extension of that network. Relaying frames between the two network mediais controlled

by abridging engine.
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Figure 2-6 illustrates the relationship between the access point, backbone network, and
the distribution system. The access point has two interfaces connected by a bridging
engine. Arrows indiceate the potentia paths to and from the bridging engine. Frames may
be sent by the bridge to the wireless network; any frames sent by the bridge's wireless
port are transmitted to all associated stations. Each associated station can transmit frames
to the access point. Findly, the backbone port on the bridge can interact directly with the
backbone network. The digtribution system in Figure 2-6 is composed of the bridging
engine plus the wired backbone network..

Figure 2-6. Distribution system in common 802.11 access point
implementations
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Every frame sent by a mobile gation in an infrastructure network must use the
distribution system. It is easy to understand why interaction with hosts on the backbone
network must use the distribution system. After dl, they are connected to the distribution
system medium. Wirdess stations in an infrastructure network depend on the digtribution
system to communicate with each other because they are not directly connected to each
other. The only way for dation A to send aframe to gation B is by relaying the frame
through the bridging engine in the access point. However, the bridge is a component of
the distribution system. While what exactly makes up the distribution syssem may seem
like a narrow technical concern, there are some features of the 802.11 MAC that are
dosdy tied to itsinteraction with the digtribution system.

2.2.2.1 Inter-access point communication as part of the distribution system

Included with this distribution system is amethod to manage associations. A wireless
dation is associated with only one access point a atime. If astation is associated with
one access point, al the other access points in the ESS need to learn about that Sation. In
Figure 2-5, AP4 must know about al the stations associated with APL. If awireless
Station associated with AP4 sends a frame to a station associated with APL, the bridging
engine insde AP4 must send the frame over the backbone Ethernet to AP1 so it can be
ddivered to its ultimate destination. To fully implement the digtribution system, access
points must inform other access points of associated stations. Naturaly, many access
points on the market use an inter-access point protocol (IAPP) over the backbone
medium. Thereis, however, no sandardized method for communicating association
information to other members of an ESS. Proprietary technology is giving way to
standardization, however. One of the mgjor projectsin the IEEE 802.11 working group is
the standardization of the IAPP.
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2.2.2.2 Wireless bridges and the distribution system

Up to this point, | have tacitly assumed that the distribution system was an exigting fixed
network. While thiswill often be the case, the 802.11 specification explicitly supports
using the wirdess medium itsdlf as the digtribution system. The wirdless digtribution

system configuration is often cadled a"wireless bridge" configuration because it dlows
network engineers to connect two LANSs at the link layer. Wireless bridges can be used to
quickly connect digtinct physica locations and are well-suited for use by access

providers. Most 802.11 access points on the market now support the wireless bridge
configuration, though it may be necessary to upgrade the firmware on older units.

2.2.3 Network Boundaries

Because of the nature of the wirdless medium, 802.11 networks have fuzzy boundaries. In
fact, some degree of fuzzinessis desrable. Aswith mohile telephone networks, alowing
basic service areas to overlgp increases the probability of successful transitions between
basic service areas and offers the highest level of network coverage. The basic service
areas on theright of Figure 2-7 overlgp sgnificantly. This means that a station moving
from BSS2 to BS4 is not likely to lose coverage; it aso means that AP3 (or, for that
matter, AP4) can fall without compromising the network too badly. On the other hand, if
AP2 fails, the network is cut into two digoint parts, and stationsin BSS1 lose
connectivity when moving out of BSS1 and into BSS3 or BSH4.

Figure 2-7. Overlapping BSSs in an ESS
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Different types of 802.11 networks may aso overlap. Independent BSSs may be created
within the basic service area of an access point. Figure 2-8 illugtrates spatial overlap. An
access point appears at the top of the figure; its basic service areais shaded. Two stations
are operating in infrastructure mode and communicate only with the access point. Three
dtations have been set up as an independent BSS and communicate with each other.
Although the five gations are assigned to two different BSSs, they may share the same
wireless medium. Stations may obtain access to the medium only by using the rules
specified in the 802.11 MAC,; these rules were carefully designed to enable multiple
802.11 networks to coexist in the same spatid area. Both BSSs must share the capacity of
asngle radio channd, so there may be adverse performance implications from co-located
BSSs.

Figure 2-8. Overlapping network types
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2.3 802.11 Network Operations

From the outset, 802.11 was designed to be just another link layer to higher-layer
protocols. Network administrators familiar with Ethernet will be immediately
comfortable with 802.11. The shared heritage is deep enough that 802.11 is sometimes
referred to as "wirdess Ethernet.”

The core elements present in Ethernet are present in 802.11. Stations are identified by 48-
bit IEEE 802 MAC addresses. Conceptualy, frames are delivered based on the MAC
address. Frame ddivery is unrdiable, though 802.11 incorporates some basic rdiability
mechanisms to overcome the inherently poor qualities of the radio channds it uses™!

“'I don't mean "poor" in an absolute sense. But the reliability of wireless
transmission is really not comparable to the reliability of a wired network.

From auser's perspective, 802.11 might just aswell be Ethernet. Network administrators,
however, need to be conversant with 802.11 at a much deeper level. Providing MAC-
layer mobility while following the path blazed by previous 802 standards requires a
number of additiona services and more complex framing.

2.3.1 Network Services

One way to define a network technology isto define the servicesit offers and alow
equipment vendors to implement those services in whatever way they seefit. 802.11
provides nine services. Only three of the services are used for moving deta; the remaining
Sx are management operations that alow the network to keep track of the mobile nodes
and ddliver frames accordingly.

The services are described in the following list and summarized in Table 2-1:
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Distribution

This sarvice is used by mobile stations in an infrastructure network every time
they send data. Once aframe has been accepted by an access point, it usesthe
digtribution service to ddiver the frame to its destination. Any communication
that uses an access point travels through the distribution service, including
communi cations between two mobile stations associated with the same access
point.

Integration

Integration is a service provided by the distribution system; it dlowsthe
connection of the digtribution system to anon-|EEE 802.11 network. The
integration function is pecific to the distribution system used and therefore is not
specified by 802.11, except in terms of the services it mugt offer.

Association

Délivery of frames to mobile stations is made possble because mobile stations
register, or associate, with access points. The distribution system can then use the
registration information to determine which access point to use for any mobile
dtation. Unassociated stations are not "on the network," much like workstations
with unplugged Ethernet cables. 802.11 specifies the function that must be
provided by the distribution system using the association data, but it does not
mandate any particular implementation.

Reassociation

When amobile station moves between basic service areas within asingle
extended service areg, it must evauate signa strength and perhaps switch the
access point with which it is associated. Reassociations are initiated by mobile
gations when signd conditions indicate that a different association would be
beneficid; they are never initiated by the access point. After the reassociation is
complete, the digtribution system updates its location records to reflect the
reachability of the mobile station through a different access point.

Disassociation

To terminate an existing association, stations may use the disassociation service.
When gations invoke the disassociation service, any mobility data stored in the
digtribution system is removed. Once disassociation is complete, it isasif the
gation is no longer attached to the network. Disassociation is a polite task to do
during the station shutdown process. The MAC is, however, designed to
accommodate stations that |eave the network without formally disassociating.

Authentication
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Physical security isamgor component of awired LAN security solution.
Network attachment points are limited, often to areasin offices behind perimeter
access control devices. Network equipment can be secured in locked wiring
closets, and data jacks in offices and cubicles can be connected to the network
only when needed. Wireless networks cannot offer the same leve of physica
security, however, and therefore must depend on additiona authentication
routines to ensure that users ng the network are authorized to do so.
Authentication is a necessary prerequisite to association because only
authenticated users are authorized to use the network. (In practice, though, many
access points are configured for "open-system” authentication and will
authenticate any station.)

Deauthentication

Deauthentication terminates an authenticated rel ationship. Because authentication
is needed before network use is authorized, a side effect of deauthentication is
termination of any current association.

Privacy

Strong physical controls can prevent a grest number of atacks on the privacy of
datain awired LAN. Attackers must obtain physical access to the network
medium before attempting to eavesdrop on traffic. On awired network, physica
access to the network cabling is a subset of physical accessto other computing
resources. By design, physical accessto wireless networksis a comparatively
smpler matter of using the correct antenna and modulation methods. To offer a
amilar leve of privacy, 802.11 provides an optiond privacy service caled Wired
Equivaent Privacy (WEP). WEP is not ironclad security—in fact, it has been
proven recently that breaking WEP is easily within the capabilities of any laptop
(for more information, see Chapter 5). Its purpose isto provide roughly equivaent
privacy to awired network by encrypting frames as they travel across the 802.11
ar interface. Depending on your level of cynicism, you may or may not think that
WEP achievesits god; after dll, it's not that hard to access the Ethernet cabling in
atraditiona network. In any case, do not assume that WEP provides more than
minimal security. It prevents other users from casualy appearing on your
network, but that's about all.=

B! One of O'Reilly's offices had a strange situation in which apparent
"interlopers" appeared on the network. They eventually discovered
that their ESS overlapped a company in a neighboring office building,
and "foreign" laptops were simply associating with the access point
that had the strongest signal. WEP solves problems like this but will
not withstand a deliberate attack on your network.

M3DU delivery
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Networks are not much use without the ability to get the data to the recipient.
Stations provide the MAC Service Data Unit (MSDU) ddivery service, whichis
respongible for getting the data to the actua endpoint.

Table 2-1. Network services

Station or

Service distribution service? Description
o o Service used in frame ddlivery to determine
Disiribution Digtribution destination address in infrastructure networks
, o Frame delivery to an IEEE 802 LAN outside the
Integration Digtribution wireless network
Association Distribution Used to establish the AP which serves asthe

gateway to a particular mobile gation

Used to change the AP which serves asthe

Reassocigtion | Digtribution gateway to a particular mobile station

Disassociation Didribution Removes the wirdess gtation from the network

Establishes identity prior to establishing

Authentication  [Station association

Used to terminate authentication, and by

Deauthentication |Station ) o
extension, association

Privacy Station Provides protection against eavesdropping

MSDU ddivery Station Delivers datato the recipient

2.3.1.1 Station services

Station services are part of every 802.11-compliant station and must be incorporated by
any product claiming 802.11 compliance. Station services are provided by both mobile
dations and the wireless interface on access points. Stations provide frame ddivery
services to dlow message ddivery, and, in support of this task, they may need to use the
authentication services to establish associations. Stations may aso wish to take advantage
of privacy functions to protect messages as they traverse the vulnerable wireless link.

2.3.1.2 Distribution system services

Digtribution system services connect access points to the distribution system. The mgor
role of access pointsis to extend the services on the wired network to the wireless
network; this is done by providing the distribution and integration services to the wirdess
sde. Managing mobile station associaions is the other mgor role of the digtribution
system. To maintain association data and station location informetion, the distribution
system provides the association, reassociation, and disassociation services.

2.4 Mobility Support
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Mohbility is the magor motivation for deploying an 802.11 network. Stations can move
while connected to the network and transmit frames while in motion. Mobility can cause
one of three types of trangtion:

No transition

When stations do not move out of their current access point's service area, no
trangtion is necessary. This state occurs because the station is not moving or it is
moving within the basic service area of its current access point.2t (Arguably, this
Isn't atrangtion so much as the absence of atrangtion, but it is defined in the
Specification.)

[® Although my explanation makes it sound as if the "no motion" and
"local motion" substates are easily distinguishable, they are not. The
underlying physics of RF propagation can make it impossible to tell
whether a station is moving because the signal strength can vary with
the placement of objects in the room, which, of course, includes the
people who may be walking around.

BSStransition

Sations continuoudy monitor the sgnd strength and qudity from dl access
points adminigtratively assgned to cover an extended service area. Within an
extended service areg, 802.11 provides MAC layer mobility. Stations attached to
the digtribution system can send out frames addressed to the MAC address of a
mobile station and |et the access points handle the final hop to the mobile station.
Digribution system stations do not need to be aware of amobile station's location
aslong asit iswithin the same extended service area.

Figure 2-9 illustrates a BSS trangtion. The three access points in the picture are
all assigned to the same ESS. At the outset, denoted by t=1, the laptop with an
802.11 network card is gtting within AP1's basic service area and is associated
with AP1. When the |laptop moves out of APL's basic service areaand into AP2's
at t=2, aBSS trangtion occurs. The mobile station uses the reassociation service
to associate with AP2, which then starts sending frames to the mobile tation.

BSS trangitions require the cooperation of access points. In this scenario, AP2
needs to inform APL that the mobile station is now associated with AP2. 802.11
does not specify the details of the communications between access points during
BSStrangtions. A sandardized IAPP isalikely result of future work within the
802.11 working group.

Figure 2-9. BSS transition
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] Because inter-access point communications are not standardized,
= mobility between access points supplied by different vendorsis not
guaranteed.

ESStransition

An ESS trangtion refers to the movement from one ESS to a second digtinct ESS.
802.11 does not support this type of transition, except to alow the station to
associate with an access point in the second ESS once it leaves the first. Higher-
layer connections are dmost guaranteed to be interrupted. It would be fair to say
that 802.11 supports ESS trangitions only to the extent thet it isrelatively easy to
attempt associating with an access point in the new extended service area.
Maintaining higher-level connections requires support from the protocol suitesin
question. In the case of TCP/IP, Mobile IP is required to seamlesdy support an
ESS trangtion.

Figure 2-10 illustrates an ESS trangition. Four basic service areas are organized
into two extended service aress. Seamless trangtions from the lefthand ESS to the
righthand ESS are not supported. ESS transtions are supported only because the
mobile station will quickly associate with an access point in the second ESS. Any
active network connections are likely to be dropped when the mobile station
leavesthefirst ESS.

Figure 2-10. ESS transition
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Chapter 3. The 802.11 MAC

This chapter begins our exploration of the 802.11 standard in depth. Chapter 2 provided a
high-level overview of the standard and discussed some of its fundamentd attributes.

You are now at afork in the book. Straight ahead lies agreat dedl of information on the
802.11 specifications. It is possible, however, to build awired network without a
thorough and detailed understanding of the protocols, and the same is true for wireless
networks. However, there are a number of Stuationsin which you may need a deeper
knowledge of the machinery under the hood:

Although 802.11 has been widdly and rapidly adopted, security issues have
continued to grab headlines. Network marnaegers will undoubtedly be asked to
comment on security issues, especidly in any wirdess LAN proposals. To
understand and participate in these discussons, read Chapter 5. As| writethis,
WEP has been fully broken and the IEEE is forging a Successor to it based on
802.1x.2 Though the find form of the new and improved security framework has
not yet become gpparent, it will dmost surely be based on 802.1x, which is
described in Chapter 6.

™' And as we go to press, 802.1x has reportedly been broken.

Troubleshooting wireless networks is smilar to troubleshooting wired networks
but can be much more complex. As dways, atrusty packet sniffer can be an
invauable aid. To take full advantage of a packet sniffer, though, you need to
understand what the packets mean to interpret your network's behavior.

Tuning awirdess network istied intimatey to anumber of parametersin the
specification. To understand the behavior of your network and what effect the
optimizations will have requires aknowledge of what those parametersredly do.
Device drivers may expose low-level knobs and dids for you to play with. Most
drivers provide good defaults for dl of the parameters, but some give you
freedom to experiment. Open source software users have the source code and are
free to experiment with any and dl settings.

A number of interesting features of the tandard have not been implemented by
the current products, but they may be implemented later. As these features are
rolled out, you may need to know what they are and how to use them.

Aswith many other thingsin life, the more you know, the better off you are. Ethernet is
usudly trouble-free, but serious network adminigtrators have long known that when you
do run into trouble, there is no subgtitute for thorough knowledge of how the network is
working. To some extent, 802.11 networks have had a"freeride" the past few years.
Because they were cool, users were forgiving when they falled; wireless connectivity was
aprivilege, not aright. And since there were relatively few networks and relatively few
users on those networks, the networks were rarely subjected to severe stresses. An
Ethernet that has only a half dozen nodesis not likely to be a source of problems;
problems occur when you add afew high-capacity servers, afew hundred users, and the
associated bridges and routers to glue everything together. There is no reason to believe
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that wirdess will be any different. A couple of access points serving a haf dozen users
will not reved any problems. But when the user community grows to afew dozen, and
you have savera overlapping wirdess networks, each with its own set of access points,
you can expect to see the effects of dtress.

That iswhy you should read this chapter. Now on to the details.

The key to the 802.11 specification isthe MAC. It rides on every physicd layer and
controls the transmission of user datainto the air. It provides the core framing operations
and the interaction with awired network backbone. Different physica layers may provide
different transmission speeds, al of which are supposed to interoperate.

802.11 does not depart from the previous |IEEE 802 standards in any radica way. The
standard successfully adapts Ethernet-style networking to radio links. Like Ethernet,
802.11 uses a carrier sense multiple access (CSMA) scheme to control accessto the
transmission medium. However, collisions waste va uable transmission capacity, so

rather than the collision detection (CSMA/CD) employed by Ethernet, 802.11 uses
colligon avoidance (CSMA/CA). Also like Ethernet, 802.11 uses a distributed access
scheme with no centraized controller. Each 802.11 station uses the same method to gain
access to the medium. The mgjor differences between 802.11 and Ethernet stem from the
differencesin the underlying medium.

This chapter provides some insight into the motivations of the MAC designers by
describing some challenges they needed to overcome and describes the rules used for
access to the medium, as well asthe basic frame structure. If you Smply want to
understand the basic frame sequences that you will see on an 802.11 network, skip ahead
to the end of this chapter. For further information on the MAC, consult itsforma
specification in Clause 9 of the 802.11 standard; detailed MAC date diagramsarein
Annex C.

3.1 Challenges for the MAC

Differences between the wireless network environment and the traditional wired
environment create challenges for network protocol designers. This section examinesa
number of the hurdles that the 802.11 designers faced.

3.1.1 RF Link Quality

On awired Etherndt, it is reasonable to transmit a frame and assume that the destination
recelvesit correctly. Radio links are different, especialy when the frequencies used are
unlicensed 1SM bands. Even narrowband transmissions are subject to noise and
interference, but unlicensed devices must assume that interference will exist and work
around it. The designers of 802.11 consdered ways to work around the radiation from
microwave ovens and other RF sources. In addition to the noise, multipath fading may
a0 lead to Stuations in which frames cannot be tranamitted because a node movesinto a
dead spot.
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Unlike many other link layer protocols, 802.11 incorporates positive acknowledgments.
All tranamitted frames must be acknowledged, as shown in Figure 3-1. If any part of the
transfer fails, the frame is considered lost.

Figure 3-1. Positive acknowledgment of data transmissions
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The sequencein Figure 3-1 isan atomic operation. 802.11 allows stations to lock out
contention during atomic operations so that atomic sequences are not interrupted by other
dations attempting to use the tranamisson medium.

3.1.2 The Hidden Node Problem

In Ethernet networks, stations depend on the reception of transmissions to perform the
carrier senang functions of CSMA/CD. Wiresin the physicad medium contain the Sgnds
and digtribute them to network nodes. Wireless networks have fuzzier boundaries,
sometimes to the point where each node may not be able to communicate with every
other node in the wirdless network, asin Figure 3-2.

Figure 3-2. Nodes 1 and 3 are "hidden"

Area reachabie Area reachalie
by node 1 by node 3

Lo ] g

In the figure, node 2 can communicate with both nodes 1 and 3, but something prevents
nodes 1 and 3 from communicating directly. (The obstacle itsdlf is not relevant; it could
be as smple as hodes 1 and 3 being as far away from 2 as possible, so the radio waves
cannot reach the full distance from 1 to 3.) From the perspective of node 1, node 3isa
"hidden" node. If asmple tranamit-and-pray protocol was used, it would be easy for
node 1 and node 3 to transmit Smultaneoudy, thus rendering node 2 unable to make
sense of anything. Furthermore, nodes 1 and 3 would not have any indication of the error
because the collison was locd to node 2.
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Collisons resulting from hidden nodes may be hard to detect in wirdless networks
because wireless transceivers are generdly haf-duplex; they don't transmit and receive at
the same time. To prevent collisons, 802.11 alows stations to use Request to Send
(RTS) and Clear to Send (CTS) signasto clear out an area. Figure 3-3 illudratesthe
procedure.

Figure 3-3. RTS/CTS clearing
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In Figure 3-3, node 1 has aframe to send; it initiates the process by sending an RTS
frame. The RTS frame serves severd purposes. in addition to reserving the radio link for
transmission, it slences any dationsthat hear it. If the target Sation receives an RTS, it
responds with aCTS. Like the RTS frame, the CTS frame Slences sationsin the
immediate vicinity. Once the RTS/CTS exchange is complete, node 1 can tranamit its
frames without worry of interference from any hidden nodes. Hidden nodes beyond the
range of the sending Sation are slenced by the CTS from the receiver. When the
RTS/CTS clearing procedure is used, any frames must be positively acknowledged.

The multiframe RTSCTS transmission procedure consumes a fair amount of capacity,
especialy because of the additiond latency incurred before transmission can commence.
Asareallt, it isusad only in high-capacity environments and environments with
sgnificant contention on transmission. For lower-capacity environments, it is not

necessary.

Y ou can control the RTS/CTS procedure by setting the RTSthreshold if the device driver
for your 802.11 card dlows you to adjust it. The RTS/CTS exchange is performed for
frames larger than the threshold. Frames shorter than the threshold are smply sent.

3.2 MAC Access Modes and Timing

Access to the wireless medium is controlled by coordination functions. Ethernet-like
CSMA/CA accessis provided by the distributed coordination function (DCF). If
contention-free service is required, it can be provided by the point coordination function
(PCF), whichis built on top of the DCF. Contention-free services are provided only in
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infrastructure networks. The coordination functions are described in the following list and
illustrated in Figure 3-4:

DCF

The DCF isthe basis of the standard CSMA/CA access mechanism. Like
Ethernet, it first checksto see that the radio link is clear before tranamitting. To
avoid collisons, gtations use arandom backoff after each frame, with the first
tranamitter seizing the channd. In some circumstances, the DCF may use the
CTSRTS clearing technique to further reduce the possibility of collisons.

PCF

Point coordination provides contention-free services. Specia stations called point
coordinators are used to ensure that the medium is provided without contention.
Point coordinators reside in access points, o the PCF is restricted to infrastructure
networks. To gain priority over stlandard contentionbased services, the PCF
alows gations to transmit frames after a shorter interval. The PCF is not widdy
implemented and is described in Chapter 8.

Figure 3-4. MAC coordination functions
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3.2.1 Carrier-Sensing Functions and the Network Allocation
Vector

Carrier sendng is used to determine if the medium is available. Two types of carrier-
sensing functions in 802.11 manage this process: the physica carrier-sensing and virtua
carrier-senaing functions. If either carrier-sensing function indicates that the medium is
busy, the MAC reportsthisto higher layers.

Physica carrier-sensing functions are provided by the physica layer in question and
depend on the medium and modulation used. It is difficult (or, more to the poirt,
expendve) to build physica carrier-sensaing hardware for RF-based media, because
transcelvers can tranamit and receive Smultaneoudy only if they incorporate expensve
eectronics. Furthermore, with hidden nodes potentialy lurking everywhere, physicd
carrier-senang cannot provide dl the necessary information.

RED HAT 1052
39 RED HAT V. CAS



Virtud carrier-sensing is provided by the Network Allocation Vector (NAV). Most
802.11 frames carry aduration field, which can be used to reserve the medium for afixed
time period. The NAV isatimer that indicates the amount of time the medium will be
reserved. Stations set the NAV to the time for which they expect to use the medium,
including any frames necessary to complete the current operation. Other stations count
down from the NAV to 0. When the NAV is nonzero, the virtua carrier-senang function
indicates that the medium is busy; when the NAV reaches O, the virtud carrier-sensing
function indicates that the medium isidle.

By using the NAV, gations can ensure that atomic operations are not interrupted. For
example, the RTSICTS sequence in Figure 3-3 isatomic. Figure 3-5 shows how the NAV
protects the sequence from interruption. (Thisis a andard format for a number of
diagramsin this book that illustrate the interaction of multiple Sations with the
corresponding timers.) Activity on the medium by stationsis represented by the shaded
bars, and each bar is labeled with the frame type. Interframe spacing is depicted by the
lack of any activity. Findly, the NAV timer is represented by the bars onthe NAV line at
the bottom of thefigure. The NAV is carried in the frame heederson the RTS and CTS
frames; it is depicted on its own line to show how the NAV rdatesto actud transmissons
inthear. When aNAV bar is present on the NAV line, stations should defer access to
the medium because the virtua carrier-senang mechanism will indicate a busy medium.

Figure 3-5. Using the NAV for virtual carrier sensing
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To ensure that the sequence is not interrupted, node 1 setsthe NAV in its RTS to block
access to the medium while the RTS is being tranamitted. All stations that hear the RTS
defer access to the medium until the NAV dapses.

RTS frames are not necessarily heard by every gation in the network. Therefore, the
recipient of the intended transmission responds with a CTS that includes a shorter NAV.
ThisNAV prevents other stations from accessing the medium until the transmisson
completes. After the sequence completes, the medium can be used by any sation after
digtributed interframe space (DIFS), which is depicted by the contention window
beginning at the right Sde of the figure.
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RTS/CTS exchanges may be useful in crowded areas with multiple overlapping
networks. Every station on the same physica channd receives the NAV and defers
access appropriately, even if the stations are configured to be on different networks.

3.2.2 Interframe Spacing

Aswith traditiona Ethernet, the interframe spacing plays alarge role in coordinating
access to the transmission medium. 802.11 uses four different interframe spaces. Three
are used to determine medium access; the relationship between them is shown in Figure
3-6.

Figure 3-6. Interframe spacing relationships
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Welve dready seen that as part of the collision avoidance built into the 802.11 MAC,
dations dday tranamisson until the medium becomesidle. Varying interframe spacings
create different priority levelsfor different types of traffic. The logic behind thisis

ample high-priority traffic doesn't have to wait as long after the medium has become
ide. Therefore, if thereis any high-priority traffic waiting, it grabs the network before
low-priority frames have a chanceto try. To assst with interoperability between different
datarates, the interframe space is afixed amount of time, independent of the tranamission
gpeed. (Thisisonly one of the many problems caused by having different physicd layers
use the same radlio resources, which are different modulation techniques.) Different
physica layers, however, can specify different interframe space times.

Short interframe space (SF9S
The SIFSis used for the highest- priority transmissions, such as RTS/CTS frames

and pogitive acknowledgments. High-priority transmissons can begin once the
SIFS has elapsed. Once these high-priority transmissons begin, the medium

becomes busy, so frames tranamitted after the SIFS has eapsed have priority over

frames that can be tranamitted only after longer intervas.
PCF interframe space (PIFS)

The PIFS, sometimes erroneoudy caled the priority interframe space, is used by
the PCF during contention-free operation. Stations with data to transmit in the
contention-free period can transmit after the PIFS has elgpsed and preempt any
contention-based traffic.

41
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DCEF interframe space (DIFS)

The DIFS is the minimum medium idle time for contention-based services.
Stations may have immediate access to the medium if it has been free for a period
longer than the DIFS.

Extended interframe space (EIFS)

The EIFSisnot illugtrated in Figure 3-6 becauseit isnot afixed intervd. Itis
used only when there is an error in frame transmission.

3.2.2.1 Interframe spacing and priority

Atomic operations start like regular transmissons: they must wait for the DIFS before
they can begin. However, the second and any subsequent steps in an atlomic operation
take place using the SIFS, rather than during the DIFS. This means that the second (and
subsequent) parts of an atomic operation will grab the medium before another type of
frame can be transmitted. By using the SIFS and the NAV, gtations can seize the medium

for aslong as necessary.

In Figure 3-5, for example, the short interframe space is used between the different units
of the atomic exchange. After the sender gains access to the medium, the receiver replies
with a CTS after the SIFS. Any stations that might attempt to access the medium at the
conclusion of the RTS would wait for one DIFS interva. Partway through the DIFS
interva, though, the SIFS interva dapses, and the CTS s transmitted.

3.3 Contention-Based Access Using the DCF

Mogt traffic uses the DCF, which provides a standard Ethernet-like contention-based
sarvice. The DCF alows multiple independent stations to interact without central control,
and thus may be used in either IBSS networks or in infrastructure networks.

Before attempting to transmit, each station checks whether the mediumisidle. If the
medium is not idle, stations defer to each other and employ an orderly exponentid
backoff agorithm to avoid collisons.

In digtilling the 802.11 MAC rules, thereis a basic set of rulesthat are aways used, and
additiona rules may be applied depending on the circumstances. Two basic rules gpply to
al tranamissons usng the DCF:

1. If the medium has been idle for longer than the DIFS, transmission can begin
immediately. Carrier sendng is performed using both a physica medium-
dependent method and the virtua (NAV) method.
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a. If the previous frame was received without errors, the medium must be
freefor at least the DIFS.
b. If the previous transmisson contained errors, the medium must be free for
the amount of the EIFS.
2. If the medium is busy, the gation must wait for the channel to becomeidle.
802.11 refersto the wait as access deferral. If accessis deferred, the station waits
for the medium to become idle for the DIFS and prepares for the exponentia
backoff procedure.

Additiond rules may gpply in certain Stuations. Many of these rules depend on the
particular Stuation "on the wire" and are specific to the results of previous transmissions.

1. Error recovery isthe responshbility of the station sending a frame. Senders expect
acknowledgments for each tranamitted frame and are responsible for retrying the
trangmission until it is successful.

a. Pogtive acknowledgments are the only indication of success. Atomic
exchanges must completein their entirety to be successtul. If an
acknowledgment is expected and does not arrive, the sender consdersthe
transmission logt and mugt retry.

b. All unicast data must be acknowledged.

c. Any falureincrements aretry counter, and the transmissonisretried. A
falure can be due to afailure to gain access to the medium or alack of an
acknowledgment. However, thereis alonger congestion window when
transmissions are retried (see next section).

2. Multiframe sequences may update the NAV with each step in the transmission
procedure. When a gtation receives a medium reservation that islonger than the
current NAV, it updates the NAV. Setting the NAV is done on a frame-by-frame
bass and is discussed in much more detall in the next chapter.

3. Thefollowing types of frames can be transmitted after the SIFS and thus receive
maximum priority: acknowledgments, the CTS in an RTS/CTS exchange
sequence, and fragments in fragment sequences.

a.  Once adation has tranamitted the first frame in a sequence, it has gained
control of the channd. Any additional frames and their acknowledgments
can be sent using the short interframe space, which locks out any other
stations.

b. Additiond framesin the sequence update the NAV for the expected
additiond time the medium will be used.

4. Extended frame sequences are required for higher-level packetsthat are larger
than configured thresholds.

a. Packetslarger than the RTS threshold must have RTS/CTS exchange.

b. Packetslarger than the fragmentation threshold must be fragmented.

3.3.1 Error Recovery with the DCF

Error detection and correction is up to the station that begins an atomic frame exchange.
When an error is detected, the station with data must resend the frame. Errors must be
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detected by the sending station. In some cases, the sender can infer frame loss by the lack
of a positive acknowledgment from the receiver. Retry counters are incremented when
frames are retranamitted.

Each frame or fragment has asingle retry counter associated with it. Stations have two

retry counters. the short retry count and the long retry count. Framesthat are shorter than
the RTS threshold are consdered to be short; frames longer than the threshold are long.
Depending on the length of the frame, it is associated with ether ashort or long retry
counter. Frame retry counts begin at 0 and are incremented when a frame transmisson

fals

The short retry count is reset to O when:

A CTSframeis recelved in response to atransmitted RTS
A MAC-layer acknowledgment is recelved after a nonfragmented transmission
A broadcast or multicast frame is received

The long retry count is reset to O when:

A MAC-layer acknowledgment isrecelved for aframe longer than the RTS
threshold
A broadcast or multicast frame is received

In addition to the asociated retry count, fragments are given amaximum "lifetime’ by
the MAC. When thefirg fragment is transmitted, the lifetime counter is started. When
the lifetime limit is reached, the frame is discarded and no attempt is made to transmit
any remaining fragments.

3.3.1.1 Using the retry counters

Like most other network protocols, 802.11 provides reliability through retransmission.
Data transmission happens within the confines of an atomic sequence, and the entire
sequence must complete for a tranamission to be successful. When a gtation transmits a
frame, it must recelve an acknowledgment from the receiver or it will consder the
transmission to have failed. Failed transmissions increment the retry counter associated
with the frame (or fragment). If the retry limit is reached, the frame is discarded, and its
lossis reported to higher-layer protocols.

One of the reasons for having short frames and long frames is to dlow network
adminigtrators to customize the robustness of the network for different frame lengths.
Large frames require more buffer space, so one potentia gpplication of having two
separae retry limitsis to decrease the long retry limit to decrease the amount of buffer
Space required.

3.3.2 Backoff with the DCF
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After frame transmission has completed and the DIFS has elgpsed, stations may attempt
to tranamit congestion-based data. A period called the contention window or backoff
window followsthe DIFS. Thiswindow is divided into dots. Sot length is medium-
dependent; higher-speed physical layers use shorter dot times. Stations pick arandom
dot and wait for that dot before attempting to access the medium; al dots are equaly
likely sdlections. When severa dtetions are attempting to tranamit, the station that picks
thefirg dot (the gation with the lowest random number) wins.

Asin Ethernet, the backoff timeis sdected from alarger range each time atransmisson
fals Figure 3-7 illugtrates the growth of the contention window as the number of
transmissions increases, using the numbers from the direct- sequence spread- spectrum
(DSSS) physicd layer. Other physicd layers use different sizes, but the principleis
identical. Contention window sizes are dways 1 less than a power of 2 (e.g., 31, 63, 127,
255). Each time the retry counter increases, the contention window moves to the next
grestest power of two. The Sze of the contention window is limited by the physica layer.
For example, the DS physicd layer limits the contention window to 1023 transmission
dots.

Figure 3-7. DSSS contention window size

31 slats

it attenpt (P | L e >
- 635

T L ~

_ T 127 shats

fame | o—0ifs — [ ][] oo 11l

k

| i

Ird retransmission

L 4

F::ri::s «—DIFS —+ HH .............. HH

4th retransmizsion

L J

e e i

Sth retransmission

P::ri::s i HH ....................... HH

Gl refransiission

When the contention window reachesits maximum sze, it remains there until it can be
reset. Allowing long contention windows when several competing stations are attempting
to gain access to the medium keegps the MAC agorithms stable even under maximum
load. The contention window is reset to its minimum sze when frames are tranamitted
successfully, or the associated retry counter is reached, and the frame is discarded.

3.4 Fragmentation and Reassembly

RED HAT 1052
45 RED HAT V. CAS



Higher-level packets and some large management frames may need to be broken into
gmadler piecesto fit through the wirdess channd. Fragmentation may aso help improve
reigbility in the presence of interference. The primary sources of interference with
802.11 LANSs are microwave ovens, with which they share the 2.4-GHz 1SM band.
Electromagnetic radiation is generated by the magnetron tube during its ramp-up and
ramp-down, so microwaves emit interference half the time2

@ In the US, appliances are powered by 60-Hz alternating current, so
microwaves interfere for about 8 milliseconds (ms) out of every 16-ms cycle.
Much of the rest of the world uses 50-Hz current, and interference takes
place for 10 ms out of the 20-ms cycle.

Wirdess LAN gations may attempt to fragment transmissions o that interference affects
only smdl fragments, not large frames. By immediady reducing the amount of data thet
can be corrupted by interference, fragmentation may result in a higher effective
throughp.

Fragmentation takes place when a higher-level packet's length exceeds the fragmentation
threshold configured by the network administrator. Fragments dl have the same frame
sequence number but have ascending fragment numbersto aid in reassembly. Frame
control information aso indicates whether more fragments are coming. All of the
fragments that comprise aframe are normaly sent in afragmentation burst, whichis
shown in Figure 3-8. Thisfigure also incorporates an RTS/CTS exchange, becauseit is
common for the fragmentation and RTS/CTS thresholds to be st to the same vaue. The
figure dso shows how the NAV and SIFS are used in combination to control accessto
the medium.

Figure 3-8. Fragmentation burst
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Fragments and their acknowledgments are separated by the SIFS, so a station retains
control of the channel during a fragmentation burst. The NAV isdso used to ensure that
other gtations don't use the channel during the fragmentation burst. Aswith any RTS/ICTS
exchange, the RTS and CTS both set the NAV from the expected time to the end of the
firg fragmentsin the air. Subsequent fragments then form a chain. Each fragment setsthe
NAV to hold the medium until the end of the acknowledgment for the next frame.
Fragment O setsthe NAV to hold the medium until ACK 1, fragment 1 setsthe NAV to
hold the medium until ACK 2, and so on. After the last fragment and its acknowledgment
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have been sent, the NAV is st to O, indicating that the medium will be released after the
fragmentation burst compl etes.

3.5 Frame Format

To meet the challenges posed by awireless data link, the MAC was forced to adopt
severd unique features, not the least of which was the use of four addressfields. Not all
frames use dl the address fidds, and the values assigned to the address fidlds may change
depending on the type of MAC frame being transmitted. Details on the use of address
fieddsin different frame types are presented in Chapter 4.

Figure 3-9 shows the generic 802.11 MAC frame. All diagramsin this section follow the
|EEE conventionsin 802.11. Fidds are transmitted from left to right, and the most
sgnificant bits appear last.

Figure 3-9. Generic 802.11 MAC frame
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802.11 MAC frames do not include some of the classic Ethernet frame features, most
notably the type/length field and the preamble. The preambleis part of the physicd layer,
and encapsulation details such as type and length are present in the header on the data
carried in the 802.11 frame.

3.5.1 Frame Control

Each frame sarts with a two- byte Frame Control subfied, shown in Figure 3-10. The
components of the Frame Control subfield are:

Protocol version

Two hits indicate which version of the 802.11 MAC is contained in the rest of the
frame. At present, only one verson of the 802.11 MAC has been developed; it is
assigned the protocol number 0. Other vaues will appear when the IEEE
gandardizes changes to the MAC that render it incompatible with theinitia
specification.

Type and subtype fields

Type and subtype fid ds identify the type of frame used. To cope with noise and
unreliability, a number of management functions are incorporated into the 802.11
MAC. Some, such asthe RTS/CTS operations and the acknowledgments, have
already been discussed. Table 3-1 shows how the type and subtype identifiers are
used to creste the different classes of frames.
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Figure 3-10. Frame control field
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In Table 3-1, hit gtrings are written most-sgnificant bit first, which is the reverse of the

order used in Figure 3-10. Therefore, the frame type isthe third bit in the frame control
field followed by the second bit (b3 b2), and the subtype is the seventh bit, followed by
the gixth, fifth, and fourth bits (b7 b6 b5 b4).

Table 3-1. Type and subtype identifiers
Subtype value Subtype name
Management frames (type=00)2
0000 Association request
0001 Association response
0010 Reassociation request
0011 Reassociation response
0100 Probe request
0101 Probe response
1000 Beacon
1001 Announcement traffic indication message (ATIM)
1010 Disassociation
1011 Authentication
1100 Deauthentication
Control frames (type=01)2
1010 Power Save (PS)-Pall
1011 RTS
1100 CTS
1101 Acknowledgment (ACK)
1110 Contention-Free (CF)-End
1111 CF-End+CF-Ack
Data frames (type=10)<!
0000 Data
0001 Datat+CF-Ack
0010 Data+CF-Poll
0011 Data+CF-Ack+CF-Poll
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Table 3-1. Type and subtype identifiers
Subtype value Subtype name
0100 Null data (no data transmitted)
0101 CF-Ack (no data transmitted)
0110 CF-Pdll (no data transmitted)
0111 Data+CF-Ack+CF-Pall
(Frametype 11 isreserved)

@ Management subtypes 0110-0111 and 1101-1111 are reserved and not
currently used.

) Control subtypes 0000-1001 are reserved and not currently used.
] Data subtypes 1000-1111 are reserved and not currently used.

ToDSand FromDSbits

These bits indicate whether aframe is destined for the digtribution system. All
frames on infrastructure networks will have one of the digtribution system's bits

set. Table 3-2 shows how these bits are interpreted. As Chapter 4 will explain, the
interpretation of the address fields depends on the setting of these bits.

Table 3-2. Interpreting the ToDS and FromDS bits

ToDS=0 ToDS=1
All management and control frames
From Data frames tranamitted from awirdess
DS=0 |Dataframeswithinan IBSS (never dation in an infrastructure network
infrastructure data frames)
From |Dataframesreceived for awirdess Datafr on a"wirdess bridae"
DS=1 |gation in an infrastructure network ames 9

More fragments bit

This bit functions much like the "more fragments’ bit in IP. When a higher-leve
packet has been fragmented by the MAC, theinitia fragment and any following
nonfind fragments set this bit to 1. Some management frames may be large
enough to require fragmentation; al other frames set thisbit to 0.

Retry bit

From time to time, frames may be retransmitted. Any retransmitted frames st this
bit to 1 to ad the recaiving station in diminating duplicate frames.

Power management bit
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Network adapters built on 802.11 are often built to the PC Card form factor and
used in battery-powered laptop or handheld computers. To conserve battery life,
many smal devices have the ability to power down parts of the network interface.
This bit indicates whether the sender will be in a power-saving mode &fter the
completion of the current atomic frame exchange. One indicates that the Station
will bein power-save mode, and O indicates that the station will be active. Access
points perform a number of important management functions and are not alowed
to save power, so this bit is aways O in frames transmitted by an access point.

More data bit
To accommodate stations in a power-saving mode, access points may buffer
frames received from the digtribution system. An access point sets this bit to
indicate thet at least one frame is available and is addressed to a dozing Sation.
WEP bit
Wirdess transmissions are inherently easier to intercept than transmissonson a
fixed network. 802.11 defines a set of encryption routines called Wired
Equivdent Privacy (WEP) to protect and authenticate data. WWhen a frame has

been processed by WEP, this bit is set to 1, and the frame changes dightly. WEP
is described in more detail in Chapter 5.

Order bit
Frames and fragments can be transmitted in order at the cost of additiona
processing by both the sending and receiving MACs. When the "drict ordering”
delivery isemployed, thishit isset to 1.

3.5.2 Duration/ID Field

The DuratiorvID fidd follows the frame contral fidd. Thisfidd has severa uses and
takes one of the three forms shown in Figure 3-11.

Figure 3-11. Duration/ID field
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3.5.2.1 Duration: setting the NAV

When bit 15is0, the duration/ID field is used to set the NAV. The vaue represents the
number of microseconds that the medium is expected to remain busy for the transmisson
currently in progress. All sations must monitor the headers of dl frames they receive and
update the NAV accordingly. Any vaue that extends the amount of time the medium is
busy updates the NAV and blocks access to the medium for additiond time.

3.5.2.2 Frames transmitted during contention-free periods

During the contention-free periods, bit 14 is0 and bit 15is 1. All other bitsare 0, so the
duratior/ID field takes avalue of 32,768. Thisvaueisinterpreted asaNAV. It dlows
any dations that did not receive the Beacor2! announcing the contention-free period to
update the NAV with a suitably large value to avoid interfering with contention-free
transmissons.

Bl Beacon frames are a subtype of management frames, which is why
"Beacon" is capitalized.

3.5.2.3 PS-Poll frames

Bits 14 and 15 are both set to 0 in PS-Poll frames. Mobile stations may dect to save
battery power by turning off antennas. Dozing stations must wake up periodicaly. To
ensure that no frames are log, stations awaking from their dumber transmit a PS-Poll
frame to retrieve any buffered frames from the access point. Along with this request,
waking stations incorporate the association 1D (AID) that indicates which BSS they

belong to. The AID isincluded in the PS-Pall frame and may range from 1-2,007. Vaues

from 2,008-16,383 are reserved and not used.

3.5.3 Address Fields

An 802.11 frame may contain up to four address fields. The address fields are numbered
because different fields are used for different purposes depending on the frame type
(detalls are found in Chapter 4). The generd rule of thumb isthat Address 1 is used for
the receiver, Address 2 for the transmitter, with the Address 3 fidld used for filtering by
the recaiver.

Addressing in 802.11 follows the conventions used for the other IEEE 802 networks,
including Ethernet. Addresses are 48 bitslong. If the firgt bit sent to the physica medium
isaO, the address represents a single station (unicast). When thefirgt bitisa 1, the

address represents a group of physical stations and is called amulticast address. If al bits

are 1s, then the frameisabroadcast and is ddivered to al sations connected to the
wirdess medium.

48-bit addresses are used for a variety of purposes.
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Destination address

Asin Ethernet, the destination address is the 48-bit IEEE MAC identifier that
corresponds to the find recipient: the sation that will hand the frame to higher
protocol layers for processing.

Source address

Thisisthe 48-bit IEEE MAC identifier that identifies the source of the
transmission. Only one station can be the source of aframe, so the
Individua/Group bit is dways 0 to indicate an individud Sation.

Recelver address

Thisisa48-hit IEEE MAC identifier that indicates which wireless gation should
processthe frame. If it isawireless gation, the recelver addressis the destination
address. For frames destined to a node on an Ethernet connected to an access
point, the receiver isthe wirdessinterface in the access point, and the detination
address may be arouter attached to the Ethernet.

Transmitter address

Thisisa48-hit IEEE MAC address to identify the wireless interface that
tranamitted the frame onto the wirdess medium. The transmitter addressis used
only in wirdess bridging.

Basic Service &t ID (BSS D)

To identify different wirdess LANsin the same area, stations may be assigned to
aBSS. Ininfrastructure networks, the BSSID isthe MAC address used by the
wirdess interface in the access point. Ad hoc networks generate arandom BSSID
with the Universd/Locd bit st to 1 to prevent conflicts with officidly assgned
MAC addresses.

The number of address fields used depends on the type of frame. Most data frames use
three fields for source, destination, and BSSID. The number and arrangement of address
fields in a data frame depends on how the frame is traveling relative to the digtribution
system. Mogt tranamissions use three addresses, which iswhy only three of the four
addresses are contiguous in the frame format.

3.5.4 Sequence Control Field

This 16-hit field is used for both defragmentation and discarding duplicate frames. It is
composed of a4-hit fragment number field and a 12- bit sequence number fidd, as shown

inFigure 3-12.
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Figure 3-12. Sequence Control field
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Higher-leve frames are each given a sequence number asthey are passed to the MAC for
transmission. The sequence number subfield operates as a modulo-4096 counter of the
frames tranamitted. It begins a 0 and increments by 1 for each higher-level packet
handled by the MAC. If higher-level packets are fragmented, dl fragments will have the
same sequence number. When frames are retransmitted, the sequence number is not
changed.

Wheat differs between fragments is the fragment number. Thefirg fragment isgiven a
fragment number of 0. Each successive fragment increments the fragment number by
one. Retransmitted fragments keep their origind sequence numbersto assist in
reassembly.

3.5.5 Frame Body

The frame body, a0 cdled the Data fild, moves the higher-layer payload from station
to gtation. 802.11 can tranamit frames with a maximum payload of 2,304 bytes of higher-
leve data. (Implementations must support frame bodies of 2,312 bytes to accommodate
WEP overhead.) 802.2 L L C headers use 8 bytes for a maximum network protocol
payload of 2,296 bytes. Preventing fragmentation must be done at the protocol layer. On
IP networks, Path MTU Discovery (RFC 1191) will prevent the transmission of frames
with Data fidds larger than 1,500 bytes.

3.5.6 Frame Check Sequence

Aswith Ethernet, the 802.11 frame closes with a frame check sequence (FCS). The FCS
is often referred to as the cyclic redundancy check (CRC) because of the underlying
mathematical operations. The FCS dlows stations to check the integrity of received
frames. All fiddsin the MAC header and the body of the frame are included in the FCS.
Although 802.3 and 802.11 use the same method to caculate the FCS, the MAC header
used in 802.11 is different from the header used in 802.3, so the FCS must be

reca culated by access points.

When frames are sent to the wireless interface, the FCS is cal culated before those frames
are sent out over the RF or IR link. Receivers can then cdculate the FCS from the
received frame and compare it to the received FCS. If the two match, thereisahigh
probability that the frame was not damaged in trangit.
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On Ethernets, frames with a bad FCS are smply discarded, and frames with agood FCS
are passed up the protocol stack. On 802.11 networks, frames that pass the integrity
check may aso require the receiver to send an acknowledgment. For example, data
framesthat are recaived correctly must be positively acknowledged, or they are
retransmitted. 802.11 does not have a negetive acknowledgment for frames that fal the
FCS, stations mugt wait for the acknowledgment timeout before retranamitting.

3.6 Encapsulation of Higher-Layer Protocols Within
802.11

Like all other 802 link layers, 802.11 can transport any network-layer protocol. Unlike
Ethernet, 802.11 relies on 802.2 logical-link control (LLC) encapsulation to carry higher-
level protocols. Figure 3-13 shows how 802.2 LLC encapsulation is used to carry an IP
packet. In the figure, the "MAC headers' for 802.1h and RFC 1042 might be the 12 bytes
of source and destination MAC address information on Ethernet or the long 802.11 MAC
heaeder from the previous section.

Figure 3-13. IP encapsulation in 802.11
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Two different methods can be used to encapsulate LLC data for transmisson. Oneis
described in RFC 1042, and the other in 802.1h. Asyou can seein Figure 3-13, though,
the two methods are quite smilar. An Ethernet frame is shown in the top line of Figure 3-
13. It hasa MAC header composed of source and destination MAC addresses, atype
code, the embedded packet, and a frame check field. In the IP world, the Type code is
either 0x0800 (2048 decimal) for IPitsalf, or 0x0806 (2054 decimal) for the Address
Resolution Protocol (ARP).

Both RFC 1042 and 802.1h are derivatives of 802.2's sub-network access protocol
(SNAP). The MAC addresses are copied into the beginning of the encapsulation frame,
and then a SNAP header isinserted. SNAP headers begin with adestination service
access point (DSAP) and a source service access point (SSAP). After the addresses,
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SNAP includes a Control heeder. Like high-level datalink control (HDLC) and its
progeny, the Control field is set to 0x03 to denote unnumbered information (Ul), a
category that maps well to the best-effort ddivery of 1P datagrams. The last field inserted
by SNAP is an organizationdly unique identifier (OUI). Initidly, the IEEE hoped thet the
1-byte service access points would be adequate to handle the number of network
protocoals, but this proved to be an overly optimistic assessment of the state of the world.
Asareault, SNAP copies the type code from the original Ethernet frame.

Products usually have a software option to toggle between the two
encapsulation types. Of course, products on the same network must
& usethe same type of encapsulaion.

A

e
s

wh

=

3.7 Contention-Based Data Service

The additiond features incorporated into 802.11 to add reliability lead to a confusing
tangle of rules about which types of frames are permitted at any point. They aso make it
more difficult for network administrators to know which frame exchanges they can

expect to see on networks. This section clarifies the atomic exchanges that move data on
an 802.11 LAN. (Most management frames are announcements to interested partiesin the
area and transfer information in only one direction.)

The exchanges presented in this section are atomic, which means that they should be
viewed as asingle unit. As an example, unicast data is dways acknowledged to ensure
ddivery. Although the exchange spans two frames, the exchange itsdlf isasingle

operation. If any part of it fails, the parties to the exchange retry the operation. Two
distinct sets of atomic exchanges are defined by 802.11. Oneis used by the DCF for
contention-based service; those exchanges are described in this chapter. A second set of
exchangesis specified for use with the PCF for contention-free services. Frame
exchanges used with contention-free services are intricate and harder to understand. Since
very few (if any) commercid products implement contention-free service, these
exchanges are not described.

Frame exchanges under the DCF dominate the 802.11 MAC. According to the rules of
the DCF, dl products are required to provide best-effort delivery. To implement the
contentionbased MAC, stations process MAC headers for every frame while they are
active. Exchanges begn with agation seizing an idle medium after the DIFS,

3.7.1 Broadcast and Multicast Data or Management Frames

Broadcast and multicast frames have the smplest frame exchanges because thereisno
acknowledgment. Framing and addressing are somewhat more complex in 802.11, so the
types of frames that maich thisrule are the following:

RED HAT 1052
55 RED HAT V. CAS



Broadcast data frames with a broadcast address in the Addressl field
Multicast data frames with amulticast addressin the Addressl field

Broadcast management frames with a broadcast addressin the Addressl field
(Beacon, Probe Request, and IBSS ATIM frames)

Frames destined for group addresses cannot be fragmented and are not acknowledged.
The entire atomic sequence is asingle frame, sent according to the rules of the
contention-based access control. After the previous transmission concludes, dl gations
wait for the DIFS and begin counting down the random delay intervals in the contention
window.

Because the frame exchange is a Sngle-frame sequence, the NAV is st to 0. With no
further frames to follow, there is no need to use the virtud carrier-sense mechanism to
lock other gtations out of using the medium. After the frameis tranamitted, dl Sations
wait through the DIFS and begin counting down through the contentionwindow for any
deferred frames. See Figure 3-14.

Figure 3-14. Broadcast/multicast data and broadcast management atomic
frame exchange
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Depending on the environment, frames sent to group addresses may have lower service
qudity because the frames are not acknowledged. Some stations may therefore miss
broadcast or multicadt traffic, but thereis no facility built into the MAC for retransmitting
broadcast or multicast frames.

3.7.2 Unicast Frames

Frames that are destined for asingle station are caled directed data by the 802.11
standard. This book uses the more common term unicast. Unicast frames must be
acknowledged to ensure rdiability, which meansthat a variety of mechanisms can be
used to improve efficiency. All the sequences in this section apply to any unicast frame
and thus can gpply to management frames and data frames. In practice, these operations
are usualy observed only with data frames.

3.7.2.1 Basic positive acknowledgment (final fragment)

Rdiable transmission between two gations is based on smple postive
acknowledgments. Unicast data frames must be acknowledged, or the frame is assumed
to be logt. The most basic case is asingle frame and its accompanying acknowledgment,
asshownin Figure 3-15.
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Figure 3-15. Basic positive acknowledgment of data
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The frame uses the NAV to reserve the medium for the frame, its acknowledgment, and
the intervening SIFS. By setting along NAV, the sender locks the virtud carrier for the
entire sequence, guaranteeing that the recipient of the frame can send the
acknowledgment. Because the sequence concludes with the ACK, no further virtua
carrier locking is necessary, and the NAV inthe ACK isset to O.

3.7.2.2 Fragmentation

Many higher-layer network protocols, including I P, incorporate fragmentetion. The
disadvantage of network-layer fragmentation is thet reassembly is performed by the fina
degtination; if any of the fragments are logt, the entire packet must be retransmitted. Link
layers may incorporate fragmentation to boost speed over asngle hop with asmal
MTU.EL 802.11 can dso use fragmentation to help avoid interference. Radio interference
isoften in the form of short, high-energy bursts and is frequently synchronized with the
AC power line. Breaking alarge frame into small frames dlows alarger percentage of
the frames to arrive undamaged. The basic fragmentation schemeis shownin Figure 3-
16.

“l This is the approach used by Multi-link PPP (RFC 1990).

Figure 3-16. Fragmentation
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The last two frames exchanged are the same as in the previous sequence, and the NAV is
st identically. However, dl previous frames use the NAV to lock the medium for the
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next frame. Thefirst data frame setsthe NAV for along enough period to accommodate
its ACK, the next fragment, and the acknowledgment following the next fragment. To
indicate that it is a fragment, the MAC sets the More Fragments bit in the frame control
fiedd to 1. All nonfind ACKs continue to extend the lock for the next data fragment and
its ACK. Subsequent data frames then continue to lengthen the NAV to include
successive acknowledgments until the find data frame, which sets the More Fragments
bit to 0, and the find ACK, which setsthe NAV to 0. No limit is placed on the number of
fragments, but the tota frame length must be shorter than any congtraint placed on the
exchange by the PHY..

Fragmentation is controlled by the fragmentation threshold parameter in the MAC. Mogt
network card drivers alow you to configure this parameter. Any frames larger than the
fragmentation threshold are fragmented in an implementation-dependent way. Network
adminigrators can change the fragmentation threshold to tune network behavior. Higher
fragmentation thresholds mean that frames are delivered with less overhead, but the cost
to alogt or damaged frame is much higher because more data must be discarded and
retranamitted. Low fragmentation thresholds have much higher overheed, but they offer
increased robustness in the face of hogtile conditions.

3.7.2.3 RTSICTS

To guarantee reservation of the medium and uninterrupted data transmission, a station

can use the RTSICTS exchange. Figure 3-17 shows this process. The RTS/CTS exchange
acts exactly like theinitid exchange in the fragmentation case, except that the RTS frame
does not carry data. The NAV inthe RTS dlows the CTS to complete, and the CTS s
used to reserve access for the data frame.

Figure 3-17. RTS/CTS lockout
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RTS/CTS can be used for dl frame exchanges, none of them, or something in between.
Like fragmentation, RTS/CTS behavior is controlled by athreshold set in the driver
software. Frames larger than the threshold are preceded by an RTS/CTS exchange to
clear the medium, while smdler frames are Smply transmitted.

3.7.2.4 RTS/CTS with fragmentation
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In practice, the RTS/CTS exchange is often combined with fragmentation (Figure 3-18).
Fragmented frames are usudly quite long and thus benefit from the use of the RTSICTS
procedure to ensure exclusive access to the medium, free from contention from hidden
nodes. Some vendors et the default fragmentation threshold to be identical to the default
RTS/CTSthreshold.

Figure 3-18. RTS/CTS with fragmentation
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3.7.3 Power-Saving Sequences

The most power-hungry componentsin RF systems are the amplifiers used to boost a
sgnd immediately prior to transmisson and to boost the received signd to an intdligible
levd immediatdly after its reception. 802.11 gtations can maximize battery life by

shutting down the radio transceiver and deeping periodically. During deeping periods,
access points buffer any unicast frames for deeping stations. These frames are announced
by subsequent Beacon frames. To retrieve buffered frames, newly awvakened stations use
PS-Poall frames.

3.7.3.1 Immediate response

Access points can respond immediately to the PS-Poll. After ashort interframe space, an
access point may tranamit the frame. Figure 3-19 shows animplied NAV as aresult of
the PS-Pall frame. The PS-Pall frame contains an Association 1D in the Duratior/ID fidd
S0 that the access point can determine which frames were buffered for the mobile station.
However, the MAC specification requires dl stations recelving a PS-Poll to update the
NAV with animplied vadue equd to a short interframe space and one ACK. Although the
NAYV istoo short for the data frame, the access point acquires that the medium and dl
dtations defer access for the entire data frame. At the conclusion of the data frame, the
NAYV is updated to reflect the value in the header of the data frame.

Figure 3-19. Immediate PS-Poll response
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If the buffered frameislarge, it may require fragmentation. Figure 3-20 illustrates an
immediate PS-Poll response requiring fragmentation. Like al other stations, access points
typicaly have a configurable fragmentation threshold.

Figure 3-20. Immediate PS-Poll response with fragmentation
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3.7.3.2 Deferred response

Instead of an immediate response, access points can aso respond with asimple
acknowledgment. Thisis caled adeferred response because the access point
acknowledges the request for the buffered frame but does not act on it immediately. A
dation requesting aframe with a PS-Poll must stay awake until it is delivered. Under
contention-based service, however, the access point can ddiver aframe at any point. A
station cannot return to a low-power mode until it receives a Beacon frame in which its
bit in the traffic indication map (TIM) isclear.

Figure 3-21 illudrates this process. In this figure, the sation has recently changed from a
low-power mode to an active mode, and it notes that the access point has buffered frames
for it. It transmits a PS-Poll to the access point to retrieve the buffered frames. However,
the access point may choose to defer its response by transmitting only an ACK. At this
point, the access point has acknowledged the station's request for buffered frames and
promised to ddliver them at some point in the future. The Sation must wait in active

mode, perhaps through severa atomic frame exchanges, before the access point delivers
the data. A buffered frame may be subject to fragmentation, athough Figure 3-21 does
not illustrate this case.

Figure 3-21. Deferred PS-Poll response example
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After recalving a data frame, the station must remain awake until the next Beacon is
transmitted. Beacon frames only note whether frames are buffered for a station and have
no way of indicating the number of frames. Once the ation receives a Beacon frame
indicating that no more traffic is buffered, it can conclude that it has received the last
buffered frame and return to alow-power mode.
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Chapter 4. 802.11 Framing in Detail

Chapter 3 presented the basic frame structure and the fields that compriseit, but it did not
go into detall about the different frame types. Ethernet framing isasmple metter: add a
preamble, some addressing information, and tack on aframe check at the end. 802.11
framing is much more involved because the wireless medium requires severd

management features and corresponding frame types not found in wired networks.

Three mgor frame types exist. Data frames are the pack horses of 802.11, hauling data
from dtation to sation. Severd different data frame flavors can occur, depending on the
network. Control frames are used in conjunction with data frames to perform area
clearing operations, channel acquisition and carrier-sensng maintenance functions, and
positive acknowledgment of received data. Control and data frames work in conjunction
to ddiver datardiably from station to station. Management frames perform supervisory
functions; they are used to join and leave wireless networks and move associations from
access point to access point.

This chapter isintended to be areference. There is only so much life any author can
breathe into framing details, no matter how much effort is expended to make the details
interesting. Please fed free to skip this chapter inits entirety and flip back when you need
in-depth information about frame Structure. With rare exception, detailed framing
relationships generdly do not fal into the category of "something a network

adminigtrator needs to know." This chapter tends to be a bit acronym-heavy aswell, so
refer to the glossary at the back of the book if you do not recognize an acronym.

4.1 Data Frames

Data frames carry higher-level protocol datain the frame body. Figure 4-1 shows a
generic data frame. Depending on the particular type of data frame, some of thefiddsin
the figure may not be used.

Figure 4-1. Generic data frame
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The different data frame types can be categorized according to function. One such
digtinction is between data frames used for contention-based service and those used for
contention-free service. Any frames that appear only in the contention-free period can
never be used in an IBSS. Another possible division is between frames that carry data and
frames that perform management functions. Table 4-1 shows how frames may be divided
aong these lines. Frames used in contention-free service are discussed in detail in

Chapter 8.
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Table 4-1. Categorization of data frame types

Frametype Contmtiqn—based Contenti _on-fr ee | Carries Does not
service service data carry data

Data v /

Datat+CF-Ack 7 P

Data+CF-Poll AP only v

Data+CF-

Ack+CF-Pall AP only v

Null v / P

CF-Ack / P

CF-Pall AP only 7
CF-Ack+CF-Pall AP only 7

4.1.1 Frame Control

All the bitsin the Frame Control field are used according to the rules described in
Chapter 3. Frame Cortrol bits may affect the interpretation of other fieldsin the MAC
header, though. Most notable are the address fields, which depend on the value of the

ToDSand FromDShits.

4.1.2 Duration

The Duraion fidd carries the value of the Network Allocation Vector (NAV). Accessto
the medium isregtricted for the time specified by the NAV. Four rules specify the setting
for the Duration field in data frames:

1. Any framestransmitted during the contention-free period set the Duration field to
32,768. Naturdly, this applies to any data frames transmitted during this period.

2. Framestrangmitted to a broadcast or multicast destination (Address 1 hasthe
group bit set) have a duration of 0. Such frames are not part of an atomic
exchange and are not acknowledged by receivers, so contention-based access to
the medium can begin after the concluson of a broadcast or multicast deta frame.
The NAV isused to protect access to the transmisson medium for aframe

exchange segquence. With no link-layer acknowledgment following the

transmission of abroadcast or multicast frame, there is no need to lock accessto

the medium for subsequent frames.

3. If the More Fragments bit in the Frame Control field is 0, no more fragments
remain in the frame. The find fragment need only reserve the medium for itsown
ACK, at which point contentionbased access resumes. The Duration field is set to
the amount of time required for one short interframe space and the fragment
acknowledgment. Figure 4-2 illudirates this process. The penultimate fragment's
Duration field locks access to the medium for the transmission of the last

fragment.
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Figure 4-2. Duration setting on final fragment
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4. If the More Fragments bit in the Frame Control field is s&t to 1, more fragments
remain. The Duration field is set to the amount of time required for tranamisson
of two acknowledgments, plus three short interframe spaces, plus the time
required for the next fragment. In essence, nonfina fragments set the NAV just
like an RTS would (Figure 4-3); for this reason, they are referred to asavirtual

RTS

Figure 4-3. Duration settings on nonfinal fragment
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4.1.3 Addressing and DS Bits

¥

The number and function of the address fields depends on which of the digtribution
system hits are set, S0 the use of the address filds indirectly depends on the type of
network deployed. Table 4-2 summarizes the use of the address fields in data frames.

Table 4-2. Use of the address fields in data frames
Function | ToDS EromDS Addr.eesl Addre;ssz Address | Address
(receiver) (tranamitter) 3 4

IBSS 0 0 DA SA BSSID |not used
ToAP 1 o BSSID SA DA not used
(infra.)

FromAP 15 |y DA BSSID SA not used
(infra)

WDS

(bridge) 1 1 RA TA DA SA
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Address 1 indicates the receiver of the frame. In many cases, the receiver isthe
degtination, but not aways. If Address 1 is set to a broadcast or multicast address, the
BSSID is aso checked. Stations respond only to broadcasts and multicasts originating in
the same basic service set (BSS); they ignore broadcasts and multicasts from different
BSSs. Address 2 is the transmitter address and is used to send acknowledgments. The
Address 3 fidd is used for filtering by access points and the digtribution system, but the
use of the field depends on the particular type of network used.

In the case of an IBSS, no access points are used, and no digtribution system is present.
The trangmitter is the source, and the receiver is the destination. All frames carry the
BSSID so that stations may check broadcasts and multicasts; only stations that belong to
the same BSS will process broadcasts and multicasts. In an IBSS, the BSSID is created
by arandom-number generator.

The BSSID

Each BSSisassgned aBSSID, a48-hit binary identifier that distinguishesit
from other BSSs throughout the network. The mgor advantage of the BSSID is
filtering. Severd digtinct 802.11 networks may overlgp physicaly, and there is
no reason for one network to receive link-layer broadcasts from a physicdly
overlapping network.

In an infrastructure BSS, the BSSID isthe MAC address of the wireless
interface in the access point cresting the BSS. IBSSs must create BSSIDs for
networks brought into existence. To maximize the probability of creating a
unique address, 46 random hits are generated for the BSSID. The
Universa/Locd bit for the new BSSID isset to 1, indicating aloca address, and
the Individua/Group hit is set to 0. For two distinct IBSSs to creste the same
BSSID, they would need to generate an identica random 46 bits.

One BSSID isreserved. The dl-1sBSSID isthe broadcast BSSD. Frames that
use the broadcast BSSID pass through any BSSID filtering in the MAC. BSSID
broadcasts are used only when mobile sationstry to locate a network by
sending probe requests. In order for probe frames to detect the existence of a
network, they must not be filtered by the BSSID filter. Probe frames are the only
frames dlowed to use the broadcast BSSID.

802.11 draws a digtinction between the source and transmitter and aparallel digtinction
between the destination and the receiver. The transmitter sends a frame on to the wireless
medium but does not necessarily creste the frame. A amilar distinction holds for
destination addresses and receiver addresses. A receiver may be an intermediate
destination, but frames are processed by higher protocol levels only when they reach the
destination.
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To expand on these digtinctions, consder the use of the address fidds in infrastructure
networks. Figure 4-4 shows asmple network in which awireless client is connected to a
server through an 802.11 network. Frames sent by the client to the server use the address
fields as gpecified in the second line of Table 4-2.

Figure 4-4. Address field usage in frames to the distribution system
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In the case of frames bound for a destination on the distribution system, the client is both
source and transmitter. The receiver of the wirdless frame is the access point, but the
access point is only an intermediate destination. When the frame reaches the access point,
it isrelayed to the distribution system to reach the server. Thus, the access point isthe
recaiver, and the (ultimate) destination isthe server. In infrastructure networks, access
points create associated BSSs with the address of their wirdess interfaces, which iswhy
the recaelver address (Address 1) is set to the BSSID.

When the server replies to the client, frames are tranamitted to the client through the
access point, asin Figure 4-5. This scenario corresponds to the third line in Table 4-2.

Figure 4-5. Address field usage in frames from the distribution system
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Frames are created by the server, so the server's MAC address is the source address for
frames. When frames are relayed through the access point, the access point uses its
wireless interface as the tranamitter address. Asin the previous case, the access point's
interface addressis dso the BSSID. Frames are ultimately sent to the client, which is
both the destination and receiver.

Thefourth linein Table 4-2 shows the use of the addressfiddsin awireless distribution
system (WDS), which is sometimes cdled awireless bridge. In Figure 4-6, two wired
networks are joined by access points acting as wireless bridges. Frames bound from the
client to the server traverse the 802.11 WDS. The source and destination addresses of the
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wireless frames remain the client and server addresses. These frames, however, dso
identify the transmitter and receiver of the frame on the wireless medium. For frames
bound from the client to the server, the tranamitter is the client-side access point, and the
receiver is the server-side access point. Separating the source from the trangmitter dlows
the server-side access point to send required 802.11 acknowledgments to its peer access
point without interfering with the wired link layer.

Figure 4-6. Wireless distribution system
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4.1.4 Variations on the Data Frame Theme

802.11 uses severd different data frame types. Variations depend on whether the service
is contention-based or contention-free. Contention-free frames can incorporate severa
functions for the sake of efficiency. Datamay be transmitted, but by changing the frame
subtype, data frames in the contention-free period may be used to acknowledge other
frames, saving the overhead of interframe spaces and separate acknowledgments. Here
are the different data frame types that are commonly used:

Data

Frames of the Data subtype are transmitted only during the contention-based
access periods. They are smple frames with the sole purpose of moving the frame
body from one gtation to another.

Null

Null frames* are a bit of an oddity. They consist of aMAC header followed by
the FCStrailer. In atraditiona Ethernet, empty frames would be extraneous
overhead; in 802.11 networks, they are used by mobile stations to inform the
access point of changes in power-saving status. When stations deep, the access
point must begin buffering frames for the deegping Sation. If the mobile station
has no datato send through the ditribution system, it can use aNull frame with
the Power Management bit in the Frame Control field set. Access points never
enter power-saving mode and do not transmit Null frames. Usage of Null frames
isshownin Figure 4-7.

™ To indicate that Null is used as the frame type from the
specification rather than the English word, it is capitalized. This
convention will be followed throughout the chapter.
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Figure 4-7. Data frame of subtype Null
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Severd other frame types exist for use within the contention-free period. However,
contention-free service is not widely implemented, so the discussion of the contention
free frames (DatatCF-Ack, Data+CF-Poll, Data+CF-Ack+CF-Poll, CF-Ack, CF-Pall,
and CF-Ack+CF-Pall) can befound in Chapter 8.

4.1.5 Applied Data Framing

The form of a data frame can depend on the type of network. The actua subtype of the
frame is determined solely by the subtype field, not by the presence or absence of other
fiddsin theframe.

4.1.5.1 IBSS frames

Inan IBSS, three addressfields are used, as shown in Figure 4-8. Thefirst address
identifies the receiver, which is also the destination address in an IBSS. The second
address is the source address. After the source and destination addresses, dataframesin
an IBSS are labded with the BSSID. When the wirdess MAC receives aframe, it checks
the BSSID and passes only framesin the station's current BSSID to higher protocol

layers.

Figure 4-8. IBSS data frame
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IBSS data frames have the subtype data or Null; the latter is used only to communicate
power management state.

4.1.5.2 Frames from the AP

Figure 4-9 shows the format of aframe sent from an access point to a mobile station. As
in dl data frames, the first address field indicates the receiver of the frame on the wirdess
network, which is the frame's destination. The second address holds the transmitter
address. On infrastructure networks, the transmitter addressis the address of the gation in
the access point, which isaso the BSSID. Findly, the frame indicates the source MAC
address of the frame. The split between source and transmitter is necessary because the
802.11 MAC sends acknowledgments to the frame's transmitter (the access point), but
higher layers send replies to the frame's source.

Figure 4-9. Data frames from the AP
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Nothing in the 802.11 specification forbids an access point from transmitting Null
frames, but there is no reason to transmit them. Access points are forbidden from using
the power-saving routines, and they can acknowledge Null frames from stations without
using Null framesin response. In practice, access points send Data frames during the
contention-based access period, and they send frames incorporating the CF-Poll feature
during the contention-free period.

4.1.5.3 Frames to the AP

Figure 4-10 shows the format of a frame sent from amobile station in an infrastructure
network to the access point currently serving it. The receiver addressisthe BSSID. In
infragtructure networks, the BSSID is taken from the MAC address of the network station
in the access point. Frames destined for an access point take their source/transmitter
address from the network interface in the wireless station. Access points do not perform
filtering, but instead use the third address to forward data to the agppropriate location in
the digtribution system.

Figure 4-10. Data frames to the AP
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fytes Z 2z § & f Z §=2312 4
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Frames from the digtribution system have the ToDS hit set, but the FromDS bit is O.
Mobile stations in an infrastructure network cannot become the point coordinator, and
thus never send frames that incorporate the contention-free polling (CF-Poll) functions.

4.1.5.4 Frames in aWDS

When access points are deployed in awireless bridge, or WDS, topology, dl four address
fidldsare used, asshownin Figure 4-11. Like dl other data frames, WDS frames use the
first address for the receiver of the frame and the second address for the transmitter. The
MAC uses these two addresses for acknowledgments and contral traffic, such as RTS,
CTS, and ACK frames. Two more address fields are necessary to indicate the source and
destination of the frame and digtinguish them from the addresses used on the wirdess

link.

Figure 4-11. WDS frames
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On awirdess bridging link, there are usualy no mobile stations, and the contention-free
period is not used. Access points are forbidden to enter power-saving modes, so the
power management bit isawaysset to 0.

4.1.5.5 Frames using WEP
Frames protected by WEP are not new frame types. When aframe is handled by WEP,

the WEP bit in the Frame Control field is set to 1, and the Frame Body field begins with
the WEP header described in Chapter 5.

4.2 Control Frames
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Control frames assgt in the delivery of dataframes. They administer accessto the
wireless medium (but not the medium itsdlf) and provide MAC-layer rdiability functions

4.2.1 Common Frame Control Field
All control frames use the same Frame Contral field, which is shown in Figure 4-12.

Figure 4-12. Frame Control field in control frames

bits 2 ? 4 1 1 i 1 1 i 1 1
L ) ] e ] ] i1 ] 1 13 1] 15
Protical Type = data Sub type ToD5 |FromD5) Mare | Retry | Pwr | More | WEP | Order

Frag Momt | data
{I L

At o | o 0 | ® 0 0| o o
Protocol version

I:I 1 0

A

The protocol verson isshown as 0 in Figure 4-12 because that is currently the
only verson. Other versons may exist in the future.

Type

Control frames are assigned the Type identifier 01. By definition, al control
frames use thisidentifier.

Subtype
Thisfied indicates the subtype of the control frame that is being tranamitted.
ToDSand FromDS hits
Control frames arbitrate access to the wireless medium and thus can only
originate from wireless stations. The distribution system does not send or receive
control frames, so these bits are dways 0.
More Fragments bit
Control frames are not fragmented, o this bit isdways 0.
Retry bit

Control frames are not queued for retransmission like management or data frames,
so thishit isaways 0.

Power Management bit

Thisbit is set to indicate the power management State of the sender after
conclusion of the current frame exchange.
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More Data bit

The More Data bit is used only in management and data frames, so thisbit is set
to O in control frames.

WEP bit

Control frames may not be encrypted by WEP, which may be used only for data
frames and association requests. Thus, for control frames, the WEP bit is always
0.

Order bit

Control frames are used as components of atomic frame exchange operations and
thus cannot be transmitted out of order. Therefore, thisbit isset to O.

4.2.2 Request to Send (RTS)

RTSframes are used to gain control of the medium for the transmission of "large”
frames, in which "large’ is defined by the RTS threshold in the network card driver.
Access to the medium can be reserved only for unicast frames; broadcast and multicast
frames are Smply tranamitted. The format of the RTS frame is shown in Figure 4-13.
Likedl control frames, the RTS frameisdl header. No datais transmitted in the body,
and the FCSimmediately follows the header.

Figure 4-13. RTS frame

MAC headar

btes | 2 2 6 6 4
T T T T T T T T T T T T T T T
Frame [uration Recaiver Address Trarsmitter Address FLS
Contral
A L L L L 1 1 L 1 1 1 L 'l 'l 1
—_——_————_ —
bits 2 2 4 T T 1 ___1_ 1
] i 3 4 "5 "6 ' 7 5 1 i 1 12 13 1 15
Maore Pwr | Maore
P | Type = ool =RT T From [f5 R )
rotan Ype = (ontm Sub type =ARTS 0[5 |From Fiag etry Mgmt | Data WEF | Omder
6 0 1,0 L ] i 0 0 o o 0 0

Four fields make up the MAC header of an RTS:

Frame Control
Thereis nothing specia about the Frame Control field. The frame subtypeis set
to 1011 to indicate an RTS frame, but otherwise, it has dl the same fields as other
control frames. (The most Sgnificant bitsin the 802.11 specification come at the
end of fields, so hit 7 isthe most sgnificant bit in the subtype field.)

Duration
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An RTS frame attempts to reserve the medium for an entire frame exchange, so
the sender of an RTS frame ca culates the time needed for the frame exchange
sequence after the RTS frame ends. The entire exchange, which is depicted in
Figure 4-14, requires three SIFS periods, the duration of one CTS, the fina ACK,
plus the time needed to tranamit the frame or first fragment. (Fragmentation bursts
use subsequent fragments to update the Duration field.) The number of
microseconds required for the transmission is caculated and placed in the

Duration field. If the result isfractiond, it is rounded up to the next microsecond.

Figure 4-14. Duration field in RTS frame

SIFS

Stition T RTS Expected frame transeissian
Station 2

L ]

WAV |

Address 1: Recelver Address

Y

The address of the station that is the intended recipient of the large frame.
Address 2: Transmitter Address

The address of the sender of the RTS frame.
4.2.3 Clear to Send (CTS)

The CTSframe answersthe RTS frame. Itsformat is shown in Figure 4-15.

Figure 4-15. CTS frame

MAC headar
btes | 2 2 I 1
T T T T T T T T T T
Frame | Duration Receiver Address FC5
Contred
i 1 i 1 1 1 1 1 1
. .,-d""'f T —— _—
bits 2 z 4 I i I =11 i__1
rotool | Type=control]  Subtype=crs | 1005 [From0s] More [ Retry | Pr | More [ wep | onder
Frag Mgt | Data
s R s R e e e B P ) 0 | o] o

Three fields make up the MAC header of aCTS frame:
Frame Control

The frame subtype is set to 1100 to indicate a CTS frame.
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Duration

The sender of a CTS frame uses the duration from the RTS frame as the basis for
its duration caculation. RTS frames reserve the medium for the entire RTS-CTS-
frame-ACK exchange. By the time the CTS frame is tranamitted, though, only the
pending frame or fragment and its acknowledgment remain. The sender of aCTS
frame subtracts the time required for the CTS frame and the short interframe
space that preceded the CTS from the duration in the RTS frame, and places the
result of that cdculation in the Duration field. Figure 4-16 illustrates the
relationship between the CTS duration and the RTS duration.

Figure 4-16. CTS duration

SIFs

Stition 1 RTS Expected frame transmissian

L 3

Statian 2

Wav

Y

Address 1: Receiver Address
The recaiver of a CTS frameis the tranamitter of the previous RTS frame, so the

MAC copies the transmitter address of the RTS frame into the receiver address of
the CTSframe.

4.2.4 Acknowledgment (ACK)

ACK frames are used to send the positive acknowledgments required by the MAC and
are used with any data transmission, including plain transmissons; frames preceded by
an RTS/CTS handshake; and fragmented frames (see Figure 4-17).

Figure 4-17. ACK frame

MAC header
btes | 2 2 s 4
T T T T T T T T T T
Frame | Duration Receiver Addness FC5
Contnol
1 1 i i i i 1 i 1
. .-d“'f T -
bits z Z 4 T 1 I L el S S |
Protocal | Type = comtrod Suhrg'p:e=AEK ToD5 (FromD5| More | Retry | Par | More | WEP | Onder
Frag Mamit | Data
0 B R e L e e e T | E e ) 0 I N

Three fields make up the MAC header of an ACK frame:

Frame Control
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The frame subtype is set to 1101 to indicate an ACK frame.

Duration

The duration may be set in one of two ways, depending on the position of the
ACK within the frame exchange. ACKsfor complete data frames and fina
fragmentsin afragment burst set the duration to 0. The data sender indicates the
end of adata transmission by setting the More Fragments bit in the Frame Control
header to 0. If the More Fragments bit is 0, the transmission is complete, and there
isno need to extend control over the radio channel for additiona transmissions.
Thus, the duration isset to O.

If the More Fragments bit is 1, afragment burst isin progress. The Duration field
Isused like the Durdion fidd in the CTS frame. The time required to transmit the
ACK and its short interframe space is subtracted from the duration in the most
recent fragment (Figure 4- 18). The duration caculation in nonfina ACK frames
issmilar to the CTS duration caculation. In fact, the 802.11 specification refers
to the duration setting in the ACK framesasavirtual CTS,

Figure 4-18. Duration in non-final ACK frames

SIS
Station 1 Fragmenit X Fragment %+ 1
Station 2
SIFs SIFS
Station 1% previous duration
HAY | >
Station 2's previous duration "

Address 1: Recelver Address

The recaiver address is copied from the tranamitter of the frame being
acknowledged. Technicdly, it is copied from the Address 2 field of the frame
being acknowledged. Acknowledgments are transmitted in response to directed
data frames, management frames, and PS-Poll frames.

4.2.5 Power-Save Poll (PS-Poll)

When amobile station wakes from a power-saving mode, it transmits a PS-Poll frameto
the access point to retrieve any frames buffered while it was in power-saving mode. The
format of the PS-Pall frameisshownin Figure 4-19.

Figure 4-19. PS-Poll frame
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bytes Z 2 & & 4
T T T T T T T T T T T T T T T
Frame Al BS5I10 Traeesrnitter Address FCS
Contral
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Four fields make up the MAC header of a PS-Padll frame:

Frame Control

The frame subtypeis set to 1010 to indicate a PS-Pall frame.

Association 1D (AID)

Instead of a Duration fidd, the PS-Poll frame uses the third and fourth bytesin the
MAC header for the association ID. Thisis anumeric vaue assgned by the
access point to identify the association. Including this ID in the frame dlowsthe
access point to find any frames buffered for the now-awakened maobile station.

Address 1: BSSD

Thisfield containsthe BSSID of the BSS created by the access point that the
sender is currently associated with.

Address 2: Transmitter Address

Thisisthe address of the sender of the PS-Pall frame.

The PS-Poll frame does not include duration information to update the NAV. However,
al gations recaiving a PS-Pall frame update the NAV by the short interframe space plus
the amount of time required to transmit an ACK. The automatic NAV update dlowsthe
access point to transmit an ACK with asmall probakility of collison with amobile
dation.

Association ID (AID)

In the PS-Poll frame, the Duration/ID field is an association 1D rather than a
vaue used by the virtud carrier-sensaing function. When mobile gations
associate with an access point, the access point assgns avalue cdled the
Association 1D (AID) from the range 1-2,007. The AID isused for avariety of
purposes that appear throughout this book.
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4.3 Management Frames

Management is alarge component of the 802.11 specification. Severd different types of
management frames are used to provide services that are smple on awired network.
Egtablishing the identity of a network station is easy on awired network because network
connections require dragging wires from a centra location to the new workgation. In
many cases, patch panelsin the wiring closet are used to speed up ingalation, but the
essentia point remains. new network connections can be authenticated by a persona visit
when the new connection is brought up.

Wirdess networks must creste management features to provide smilar functiondlity.
802.11 breaks the procedure up into three components. Mobile stations in search of
connectivity must first locate a compatible wireess network to use for access. With wired
networks, this step is typicaly finding the gppropriate data jack on the wall. Next, the
network must authenticate mobile ations to establish that the authenticated identity is
alowed to connect to the network. The wired-network equivaent is provided by the
network itsdf. If sgnas cannot leave the wire, obtaining physical accessis at least
something of an authentication process. Finaly, mobile sations must associate with an
access point to gain access to the wired backbone, a step equivaent to plugging the cable
into awired network.

4.3.1 The Structure of Management Frames

802.11 management frames share the structure shown in Figure 4-20.

Figure 4-20. Generic management frame

Information
elements and
MAC header i fined fiekds —

§ g & Pl opamz | 4
T

T T T T T T T T T T T T T T T T T T T
Frame | Durathon A o B&5 10 Seg- | Frame i
Control ol Bady

1 I!

The MAC header isthe same in dl management frames; it does not depend on the frame
subtype. Some management frames use the frame body to transmit information specific
to the management frame subtype.

4.3.1.1 Address fields

Aswith dl other frames, the first addressfield is used for the frame's destination address.
Some management frames are used to maintain properties within asingle BSS. To limit
the effect of broadcast and multicast management frames, stations ingpect the BSSID

after recalving amangement frame. Only broadcast and multicast frames from the BSSID
that a gtation is currently associated with are passed to MAC management layers. The one
exception to thisrule is Beacon frames, which are used to announce the existence of an
802.11 network.
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BSSIDs are assigned in the familiar manner. Access points use the MAC address of the
wireless network interface asthe BSSID. Mobile stations adopt the BSSID of the access
point they are currently associated with. Stationsin an IBSS use the randomly generated
BSSID from the BSS creation. One exception to the rule: frames sent by the mobile
dtation seeking a specific network may use the BSSID of the network they are seeking, or
they may use the broadcast BSSID to find dl networksin the vicinity.

4.3.1.2 Duration calculations
Management frames use the Duration field in the same manner that other frames do:

1. Any framestransmitted in the contertion-free period set the duration to 32,768.

2. Framestranamitted during the contention-based access periods using only the
DCF use the Duration field to block access to the medium to dlow any atomic
frame exchanges to complete.

a. If theframeisabroadcast or multicast (the destination addressis agroup
address), the duration is 0. Broadcast and multicast frames are not
acknowledged, so the NAV is not needed to block access to the medium.

b. If anonfina fragment is part of amultiframe exchange, the duration is st
to the number of micraseconds taken up by three SIFS intervals plus the
next fragment and its acknowledgment.

c. Find fragments use aduration that is the time required for one
acknowledgment plus one SIFS.

4.3.1.3 Frame body

Management frames are quite flexible. Most of the data contained in the frame body uses
fixed-length fields cdled fixed fields and variable-length fields caled information
elements. Information elements are blobs of data of varying size. Each data blob is tagged
with atype number and asize, and it is understood that an information eement of a
certain type has its data field interpreted in a certain way. New information € ements can
be defined by newer revisons to the 802.11 specification; implementations that predate
the revisons can ignore newer ements. Old implementations depend on backward-
compatible hardware and frequently can't join networks based on the newer standards.
Fortunately, new options usualy can be eadly turned off for compatibility.

This section presents the fixed fieds and information dements as building blocks and
shows how the building blocks are assembled into management frames. 802.11 mandates
the order in which information € ements gppear, but not dl eements are mandatory. This
book shows al the frame building blocks in the specified order, and the discussion of
each subtype notes which dements are rare and which are mutudly exclusive.

4.3.2 Fixed-Length Management Frame Components
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Ten fixed-length fields may gppear in management frames. Fixed-length fidds are often
referred to Smply asfields to digtinguish them from the variable-length information
eements.

4.3.2.1 Authentication Algorithm Number

Two bytes are used for the Authentication Algorithm Number fidd, shownin Figure 4-
21. Thisfidd identifies the type of authentication used in the authentication process. (The
authentication process is discussed more thoroughly in Chapter 7.) The vaues permitted

for thisfidd are shown in Table 4-3. Only two vaues are currently defined. Other values
are reserved for future standardization work.

Figure 4-21. Authentication Algorithm Number field

hits

e e e
Authentication algorithm number

Least sigaificant - - [ost significant

Table 4-3. Values of the Authentication Algorithm Number field
Value Meaning

0 Open System authentication

1 Shared Key authentication

2-65,535 Reserved

4.3.2.2 Authentication Transaction Sequence Number

Authentication is amultistep process that conssts of a chalenge from the access point
and aresponse from the mobile station attempting to associate. The Authentication
Transaction Sequence Number, shown in Figure 4-22, is atwo-byte field used to track
progress through the authentication exchange. It takes values from 1 to 65,535; it is never
set to 0. Use of thisfidd isdiscussed in Chapter 7.

Figure 4-22. Authentication Transaction Sequence Number field

bits

Li ¥ T 1 T T 1 Li ¥ T 1 Li ¥ T T

1 1 z 3 4 5 & ) 8 4 W n 12 13 14 15

Authentication transaction sequence number
Least significant - - Most significant

4.3.2.3 Beacon interval

Beacon transmissions announce the existence of an 802.11 network at regular intervals.
Beacon frames carry information about the BSS parameters and the frames buffered by
access points, so mobile stations mugt listen to Beacons. The Beacon Interva, shownin
Figure 4-23, is a 16-hit field set to the number of time unitsbetween Beacon
transmissons. One time unit, which is often abbreviated TU, is 1,024 microseconds (s),
which isabout 1 millisecond. Time units may aso be caled kilo-microsecondsin various
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documentation (Kps or kps). It is common for the Beacon interval to be set to 100 time
units, which corresponds to an interval between Beacon transmissions of gpproximately
100 milliseconds or 0.1 seconds.

Figure 4-23. Beacon Interval field

bits

T L T T T T T T Li T T T T T T
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Beacon interval

-
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4.3.2.4 Capability Information

The 16-bit Cgpability Information field, shown in Figure 4-24, isused in Beacon
transmissions to advertise the network's capabiilities. Capability Information is aso used
in Probe Request and Probe Response frames. In thisfield, each bitisused asaflag to
advertise a particular function of the network. Stations use the capability advertisement to
determine whether they can support al the featuresin the BSS. Stations that do not
implement dl the featuresin the capability advertisement are not dlowed to join.

Figure 4-24. Capability Information field
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Reserved

ESSIBSS

These two bits are mutudly exclusive. Access points set the ESSfield to 1 and the
IBSSfidd to 0 to indicate that the access point is part of an infrastructure
network. Stationsin an IBSS et the ESSfield to 0 and the IBSSfield to 1.

Privacy
Setting the Privacy bit to 1 requires the use of WEP for confidentidity. In
infrastructure networks, the transmitter is an access point. In IBSSs, Beacon
transmisson must be handled by a gation in the IBSS.

Short Preamble
Thisfield was added to 802.11b to support the high-rate DSSS PHY . Setting it to

1 indicates that the network is using the short preamble as described in Chapter
10. Zero meansthe gption is not in use and is forbidden in the BSS.

PBCC

Thisfield was added to 802.11b to support the high-rate DSSS PHY . Wheniitis
st to 1, it indicates that the network is using the packet binary convolution coding
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modulation scheme described in Chapter 10. Zero meansthat the option isnot in
use and isforbidden in the BSS.

Channel Agility

Thisfield was added to 802.11b to support the high rate DSSS PHY . When it is
St to one, it indicates that the network is using the Channel Agility option
described in Chapter 10. Zero meansthe option isnot in use and isforbidden in
the BSS.

Contention-free polling bits

Stations and access points use these two bits as alabd. The meanings of the [abels

areshownin Table 4-4.

Table 4-4. Interpretation of polling bits in Capability Information

CF-Pall .

CF-Pallable Request Interpretation

Station

usage

0 0 Station does not support polling

0 1 Station supports polling but does not request to be put on the
palling list

1 0 Station supports polling and requests a position on the polling
list
Station supports polling and requests that it never be polled

1 1 (resultsin station treated as if it does not support contentior:
free operation)

Access

point usage

0 0 Acocess point does not implement the point coordination
function

0 1 Access point uses PCF for ddlivery but does not support
palling

1 0 Access point uses PCF for ddivery and polling

1 1 Reserved; unused

4.3.2.5 Current AP Address

Mobile stations use the Current AP Address field, shown in Figure 4-25, to indicate the
MAC address of the access point with which they are associated. Thisfield is used to
ease associations and reassociations. Stations transmit the address of the access point that
handled the last association with the network. When an association is established with a
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different access point, thisfield can be used to transfer the association and retrieve any
buffered frames.

Figure 4-25. Current AP Address field

bytes 0 1 2 3 4 5

¥ 1 1 Li 1

Current AP [MAC) address

bito bit 47
4.3.2.6 Listen interval

To save battery power, Sations may shut off the antenna unitsin 802.11 network
interfaces. While stations are deeping, access points must buffer frames for them. Dozing
stations periodicaly wake up to listen to traffic announcements to determine whether the
access point has any buffered frames. When stations associate with an access point, part
of the saved datais the Listen Interval, which is the number of Beacon intervals that
dations wait between listening for Beacon frames. The Listen Interval, shown in Figure
4-26, dlows mobile gations to indicate how long the access point must retain buffered
frames. Higher listen intervals require more access point memory for frame buffering.
Access points may use this feature to estimate the resources that will be required and may
refuse resource-intensve associations. The Ligten Interva is described in Chapter 7.

Figure 4-26. Listen Interval field

bits

T T T T T T T T Li T T T L T T

o 1 2 3 4 5 & 7 B 4 10 n 12 13 14 15

Listen interval
Least significant - - Most significant

4.3.2.7 Association ID

The Association 1D, shown in Figure 4-27, is a 16-hit field. When stations associate with
an access point, they are assigned an Association ID to assst with control and
management functions. Even though 14 bits are available for use in creating Associaion
IDs, they range only from 1-2,007. To maintain competibility with the DuratiorvID field
in the MAC header, the two most significant bits are set to 1.

Figure 4-27. Association ID field

bits

0 1 2 3 4 5 6§ 7 B 8o owon nun uluwl|ms
hesociation 1D 1 1

Least sigrificant - - et sigaificant

4.3.2.8 Timestamp
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The Timestamp fidd, shown in Figure 4-28, alows synchronization between the stations
inaBSS. The magter timekeeper for a BSS periodicaly tranamits the number of
microseconds it has been active. When the counter reaches its maximum value, it wraps
around. (Counter wraps are unlikely given the length of time it takes to wrap a 64-bit
counter. At over 580,000 years, | would bet on arequired patch or two before the counter

wrap.)
Figure 4-28. Timestamp field

bytes 0 1 2 3 4 5 i 7

T T T T T T T

Timestam
Least significant - P = Mt sigrificant

bit @ it 63
4.3.2.9 Reason Code

Stations may send Disassociation or Deauthentication frames in response to traffic when
the sender has not properly joined the network. Part of the frame is a 16-bit Reason Code
fidd, shown in Figure 4- 29, to indicate what the sender has done incorrectly. Table 4-5
shows why certain reason codes are generated. Fully understanding the use of reason
codes requires an understanding of the different classes of frames and states of the 802.11
dation, which isdiscussed in Section 4.4.

Figure 4-29. Reason Code field

bits

R T R TR P T I
Reason code
i | L 1 1 1 i ' L 1 L 1 1 L L
Least sigrificant - = Most significant

Table 4-5. Reason codes

Code Explanation

Resarved; unused

Unspecified

Prior authentication is not vdid

Station has left the basic sarvice area or extended service areaand is
deauthenticated

Inactivity timer expired and station was disassociated

Disassociated due to insufficient resources at the access point

Incorrect frame type or subtype received from unauthenticated station

Incorrect frame type or subtype received from unassociated station

Station has |eft the basic service area or extended service areaand is
disassociated

O 0 ([Nojoh~ W INMNF|O

Association or reassociation requested before authentication is complete

=
@

Reserved:; unused
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Table 4-5. Reason codes

Code

Explanation

65,535

4.3.2.10 Status Code

Status codes indicate the success or failure of an operation. The Status Code field, shown
in Figure 4- 30, is 0 when an operation succeeds and nonzero on failure. Table 4-6 shows
the status codes that have been standardized.

Figure 4-30. Status Code field

g, 17 2 3 4 5 A 7 B 2 WM I BT NN
Status code
Leasltsig;n'rﬁcalnt :I S I: I.il.-:rsts;gn'rﬁlcant
Table 4-6. Status codes
Code Explanation

0 Operation completed successully
1 Ungpecified fallure
2-9 Reserved; unused
10 Requested capability set istoo broad and cannot be supported
11 Reassociation denied; prior association cannot be identified and transferred
12 Association denied for areason not specified in the 802.11 standard
13 Requested authentication agorithm not supported
14 Unexpected authentication sequence number
15 Authentication regjected; the response to the challenge failed
16 Authentication rejected; the next frame in the sequence did not arrive in the

expected window
17 Association denied; the access point is resource-constrained
18 Asmci ation denied; the mobile station does not support al of the data rates

required by the BSS
19 Association denied; the mobile station does not support the Short Preamble
(802.11b) |option
20 Association denied; the mobile station does not support the PBCC
(802.11b) modulation option
21 Association denied; the mobile station does not support the Channd Agility
(802.11b) |option
22-65,535 |Reserved for future standardization work

4.3.3 Management Frame Information Elements
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Information eements are variable-length components of management frames. A generic
information eement has an ID number, alength, and a variable-length component, as
shownin Figure 4-31. Standardized vaues for the dement ID number are shown in Table
4-7.

Figure 4-31. Generic management frame information element

bytes . g [r—h 0 Gpiet) ——

Hement Il Length =+ I é g
i 1

Table 4-7. Information elements

Element ID Name

Service Set |dentity (SSID)

Supported Rates

FH Parameter Set

DS Parameter Set

CF Parameter Set

Traffic Indication Map (TIM)

IBSS Parameter Set

N~ lwWN RO

-15 Reserved; unused

[y
(o3}

Chalenge text

17-31 Reserved for chdlenge text extension

32-255 Resarved; unused

4.3.3.1 Service Set Identity (SSID)

Network managers are only human, and they usualy prefer to work with letters, numbers,
and names rather than 48-bit identifiers. 802.11 networks, in the broadest sense, are either
extended service sets or independent BSSs. The SSID, shown in Figure 4-32, dlows
network managers to assign an identifier to the service set. Sations attempting to join a
network may scan an area for available networks and join the network with a specified
SSID. The SSID isthe same for dl the basic service areas composing an extended service
area.

Figure 4-32. Service Set Identity information element

bytes ] i =32

T T T
Elemuenrln Length S0 % é

Some documentation refers to the SSID as the networ k name because network
adminigtrators frequently assign a character string to it. Most products require that the
string be a garden variety, null-terminated ASCII gring. In dl cases, the length of the
SSID ranges between 0 and 32 bytes. The zero-byte caseis a specid case cdled the
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broadcast SSD; it is used only in Probe Request frames when a station attempts to
discover dl the 802.11 networksin its area.

4.3.3.2 Supported Rates

Severd data rates have been standardized for wireless LANs. The Supported Rates
information element alows an 802.11 network to specify the data rates it supports. When
mobile stations attempt to join the network, they check the data rates used in the network.
Some rates are mandatory and must be supported by the mobile station, while others are
optional.

The Supported Rates information element is shown in Figure 4-33. It congsts of adiring
of bytes. Each byte uses the seven low-order bits for the data rate; the most sgnificant bit
indicates whether the data rate is mandatory. Mandatory rates are encoded with the most
significant bit set to 1 and optiond rates have a0. Up to eight rates may be encoded in the
information eement.

Figure 4-33. Supported Rates information element

bits i z 7 i

T T T T T T

Element |0 Lemgth Dt rate label Mardatory
1 least a— Mol

significant shgnificant
1 1 1 1 1 1

"
",

T Dt te dlement ———————————

[ata rate = IMbgs 1 Data rate = 11Mbps | Cpticnal
a
o100 00D l:|11IZII'IIZI-.’1

Intheinitia revison of the 802.11 specification, the seven bits encoded the datarate as a
multiple of 500 kbps. New technology, especidly ETSI's HIPERLAN efforts, required a
change to the interpretation. When seven bits are used to have a multiple of 500 kbps, the
maximum data rate that can be encoded is 63.5 Mbps. Research and development on
wireless LAN technology has made this rate achievable in the near future. As aresult, the
|EEE changed the interpretation from amultiple of 500 kbpsto asimple label in 802.11b.
Previoudy standardized rates were given labels corresponding to the multiple of 500

kbps, but future standards may use any value. Currently standardized values are shown in
Table4-8.

Table 4-8. Supported Rate labels
Binary value Corresponding rate
2 1 Mbps
4 2 Mbps
11 5.5 Mbps
22 11 Mbps
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As an example, Figure 4-33 shows the encoding of two data rates. Two-Mbps serviceis
mandatory, and 11-Mbps service is supported. Thisis encoded as a mandatory 2-Mbps
rate and an optional 11-Mbps rate.

4.3.3.3 FH Parameter Set

The FH Parameter Set information eement, shown in Figure 4-34, containsall
parameters necessary to join afrequency-hopping 802.11 network.

Figure 4-34. FH Parameter Set information element

bytes 1 ! F i i !

Element 10 Length Hop Hap Hep
2 5 Set Pattern Index

[rwell tirn e

The FH Parameter Set has four fields that uniquely specify an 802.11 network based on
frequency hopping. Chapter 10 describes these identifiers in depth.

Dwell Time
802.11 FH networks hop from channd to channel. The amount of time spent on
each channd in the hopping sequenceis cdled the dwell time. It isexpressed in
time units (TUS).

Hop St

Severa hopping patterns are defined by the 802.11 frequency-hopping PHY . This
fidld, agngle byte, identifies the set of hop patternsin use.

Hop Pattern

Stations sdlect one of the hopping patterns from the set. Thisfield, dso asingle
byte, identifies the hopping pettern in use.

Hop Index

Each pattern conssts of along sequence of channd hops. Thisfidd, asingle byte,
identifies the current point in the hop sequence.

4.3.3.4 DS Parameter Set

Direct-sequence 802.11 networks have only one parameter: the channe number used by
the network. High-rate, distribution ststem networks use the same channds and thus can
use the same parameter st. The channel number is encoded as a sngle byte, as shownin

Figure 4-35.

Figure 4-35. DS Parameter Set information element
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bytes 1 1 1

Elemsant 1D Length {urnent
3 1 charned

4.3.3.5 Traffic Indication Map (TIM)

Access points buffer frames for mobile stations deegping in low-power mode.
Periodicaly, the access point attempts to deliver buffered frames to deegping Sations. A
practical reason for this arrangement is that much more power is required to power up a
transmitter than to Ssmply turn on areceiver. The designers of 802.11 envisiored battery-
powered mobile stations; the decision to have buffered frames ddlivered to stations
periodicaly was away to extend battery life for low-power devices.

Part of this operation isto send the Traffic Indication Map (TIM) information element
(Figure 4-36) to the network to indicate which gations have buffered traffic waiting to be
picked up.

Figure 4-36. Traffic Indication Map information element

bytes I i i { 2 2
Elemeant 1D Length (FP (FP
4 (i Caune Period

CFP Max Duration CFP Dur Rernaining

The meat of the traffic indication map isthe virtual bitmap, alogicd structure composed
of 2,008 hits. Each hit istied to the Association ID. When traffic is buffered for that
Association ID, the bit is 1. If no traffic is buffered, the bit tied to the Association ID is 0.

Four fields make up the body of the TIM information eement:

DTIM Count

This one-byte field is the number of Beacons that will be transmitted before the
next DTIM frame. DTIM frames indicate that buffered broadcast and multicast
frameswill be delivered shortly. Not all Beacon frames are DTIM frames.

DTIM Period

This one-byte field indicates the number of Beacon intervas between DTIM
frames. Zero isreserved and is not used. The DTIM count cycles through from the
period down to 0.

Bitmap Control and Partial Virtual Bitmap

The Bitmap Control field is divided into two subfields. Bit O is used for the traffic
indication gtatus of Association ID O, which isreserved for multicadt traffic. The
remaining seven bits of the Bitmap Control field are used for the Bitmap Offset
fidd.
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To save tranamission capacity, the Bitmap Offset fidd can be used to tranamit a
portion of the virtud bitmap. The Bitmap Offset is related to the start of the
virtua bitmap. By using the Bitmap Offsat and the Length, 802.11 dtations can
infer which part of the virtua bitmap isincluded.

4.3.3.6 CF Parameter Set

The CF Parameter Set information eement is transmitted in Beacons by access points
that support contention-free operation. Contention-free service is discussed in Chapter 8
because of its optiond nature.

4.3.3.7 IBSS Parameter Set

IBSSs currently have only one parameter, the announcement traffic indication map
(ATIM) window, shown in Figure 4-37. Thisfidd isused only in IBSS Beacon frames. It
indicates the number of time units (TUs) between ATIM framesin an IBSS.

Figure 4-37. IBSS Parameter Set information element

bytes i 1 2

Elernent 10 Length
G Fi

ATIM window

4.3.3.8 Challenge Text

The shared-key authentication system defined by 802.11 requires that the mobile station
successtully decrypt an encrypted chalenge. The chdlenge is sent using the Chalenge
Text information dement, which is shown in Figure 4-38.

Figure 4-38. Challenge Text information element

bytes i 7 i-283

Elenjlznt 10 Length (hallenge ter i %

4.3.4 Types of Management Frames

The fixed fidds and information e ements are used in the body of management framesto
convey information. Severd types of management frames exist and are used for various
link-layer maintenance functions.

4.3.4.1 Beacon

Beacon frames announce the existence of a network and are an important part of many
network maintenance tasks. They are transmitted at regular intervalsto alow mobile
dations to find and identify a network, as well as match parametersfor joining the
network. In an infrastructure network, the access point is responsible for transmitting
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Beacon frames. The areain which Beacon frames gppear defines the basic service area.
All communication in an infragructure network is done through an access point, so
stations on the network must be close enough to hear the Beacons.

Figure 4-39 shows dl the fidds that can be used in a Beacon framein the order in which
they appear. Not dl of the elements are present in al Beacons. Optiond fields are present
only when there isareason for them to be used. The FH and DS Parameter Sets are used
only when the underlying physica layer is based on frequency hopping or direct-

sequence techniques. Only one physicd layer can bein use a any point, so the FH and
DS Parameter Sets are mutualy exclusive.

Figure 4-39. Beacon frame

MAC header
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The CF Parameter Set isused only in frames generated by access points that support the
PCF, whichisoptiond. The TIM dement is used only in Beacons generated by access
points, because only access points perform frame buffering.

4.3.4.2 Probe Request

Mobile stations use Probe Request frames to scan an areafor existing 802.11 networks.
Theformat of the Probe Request frame is shown in Figure 4-40. All fields are mandatory.

Figure 4-40. Probe Request frame

MAC header . Frame body ———— |
Dyt | z z ] i ] ! | Varimile Varigine 4
T T L | T LI T T T T T T T T T T T T 1 T
Frame |Curztion o Sk B ID Seg- | s8I0 Supparied FS
Conlrod cll Rates
I! 1 1 1 1 1 i 1 1 1 [l i 1 1 1 1 1 1 LI 1

A Probe Request frame contains two fields: the SSID and the rates supported by the
mobile gation. Stations that receive Probe Requests use the information to determine
whether the mobile station can join the network. To make a happy union, the mobile
dation must support dl the data rates required by the network and must want to join the
network identified by the SSID. This may be set to the SSID of a specific network or set
to join any compatible network. Drivers that dlow cardsto join any network use the
broadcast SSID in Probe Requests.

4.3.4.3 Probe Response
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If a Probe Request encounters a network with compatible parameters, the network sends a
Probe Response frame. The Station that sent the last Beacon is responsible for responding
to incoming probes. In infrastructure networks, this station is the access point. In an

IBSS, respongbility for Beacon transmission is didtributed. After a gation tranamitsa
Beacon, it assumes responsibility for sending Probe Response frames for the next Beacon
interval. The format of the Probe Response frame is shown in Figure 4-41. Some of the
fieddsin the frame are mutually exclusive; the same rules gpply to Probe Response frames
as to Beacon frames.

Figure 4-41. Probe Response frame

MAC header
byles | 2 2 & & ] 2 | Variable 4
L L 1 L L) T L 1 T L T 1 L L 1 1 L L 1 L L
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bytes § =27 Varighle 7 P ] d
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The Probe Response frame carries dl the parameters in a Beacon frame, which enables
mobile stations to match parameters and join the network. Probe Response frames can
safely leave out the TIM element because stations sending probes are not yet associated
and thus would not need to know which associations have buffered frames waiting at the
access point.

4.3.4.4 1BSS announcement traffic indication map (ATIM)

IBSSs have no access points and therefore cannot rely on access points for buffering.
When agation in an IBSS has buffered frames for areceiver in low-power mode, it sends
an ATIM frame during the delivery period to notify the recipient it has buffered data. See

Figure 4-42.

Figure 4-42. ATIM frame

MAC header
bytes z 2 [ [ ) 2 | 4
T T T T T T T T T T T T T T T T T T T T T
Frame | Duration it} 5 B I0 o F5

=

Lol
Il i i i i i i i i i i i i i 1 ) i i i i 1

4.3.4.5 Disassociation and Deauthentication

Disassociation frames are used to end an association relationship, and Deauthentication
frames are used to end an authentication relationship. Both framesinclude a sngle fixed
field, the Reason Code, as shown in Figure 4-43. Of course, the Frame Control fields
differ because the subtype distinguishes between the different types of management
frames.

Figure 4-43. Disassociation and Deauthentication frames
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4.3.4.6 Association Request

Once mobile gations identify a compatible network and authenticate to it, they may
attempt to join the network by sending an Association Request frame. The format of the
Associaion Request frameis shown in Figure 4-44. All fidds are mandatory, and they
must appear in the order shown.

Figure 4-44. Association Request frame

MAC header Frame body
bytes | 2 2z [ § ) 2 ” 2 2 Yariatle Variabie 4
T T L L T ¢ 1 11 LI B T T T 1T
Frame |Duration [4 A ES80 S | Capability| Listen | 5510 Supperted H%
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1 i 11§ i1 T T 1 8 1 1§ i 1 1 | I |

The Capability Information field is used to indicate the type of network the mobile station
wants to join. Before an access point accepts an association request, it verifiesthat the
Capability Information, SSID, and Supported Rates all match the parameters of the
network. Access points aso note the Listen Interval, which describes how often amobile
dation listens to Beacon frames to monitor the TIM.

4.3.4.7 Reassociation Request

Mobile gtations moving between basic service areas within the same extended service
area need to reassociate with the network before using the distribution system again.
Stations may aso need to reassociate if they leave the coverage area of an access point
temporarily and rgjoin it later. See Figure 4-45.

Figure 4-45. Reassociation Request frame

li MAC header Frame body —l
bytes | 27 7 ] fi 4§ 2 ” 2 2 [ Virilbe Yariaie Ll
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Association and Reassociation Requests differ only in that a Reassociation Request
includes the address of the mobile station's current access point. Including this
information alows the new access point to contact the old access point and transfer the
asociaion data. The transfer may include frames that were buffered at the old access

point.
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4.3.4.8 Association Response and Reassociation Response

When mobile stations attempt to associate with an access point, the access point replies
with an Association Response or Reassociation Response frame, shown in Figure 4-46.
Thetwo differ only in the subtype field in the Frame Control fidd. All fiddsare
mandatory. As part of the response, the access point assigns an Association ID. How an
access point assigns the association 1D isimplementation-dependent.

Figure 4-46. (Re)Association Response frame

MAC header Framse body
[t | 2 z ] [ 3 2 ” 7 2 2 Varimle 4
T T L rm TR e LEANL N B R T T T T T Lo E
Frame | Duration o b2 BSSID Ye)- | Capatality | Stabs | Assoclation| Supported FS
Lontrad ol | Infe | Cikde I Fates
i

4.3.4.9 Authentication

To authenticate to the access point, mobile stations exchange Authentication frames,
which are shown in Figure 4-47.

Figure 4-47. Authentication frames

MAL header r Frame body T
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Different authentication agorithms may co-exist. The Authentication Algorithm Number
fidd isused for agorithm sdection. The authentication process may involve a number of
steps (depending on the agorithm), so there is a sequence number for each framein the
authentication exchange. The Status Code and Challenge Text are used in different ways
by different agorithms, details are discussed in Chapter 7.

4.4 Frame Transmission and Association and
Authentication States

Allowed frame types vary with the association and authentication states. Stations are
either authenticated or unauthenticated and can be associated or unassociated. These two
variables can be combined into three dlowed sates, resulting in the 802.11 Hierarchy of
Network Devel opment:

1. Initid state not authenticated and not associated
2. Authenticated but not yet associated
3. Authenticated and associated

Each sateis a successively higher point in the development of an 802.11 connection. All
mobile stations start in State 1, and data can be transmitted through a distribution system
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only in State 3. (IBSSs do not have access points or associations and thus only reach
Stage 2.) Figure 4-48 isthe overadl sate diagram for frame tranamission in 802.11.

Figure 4-48. Overall 802.11 state diagram
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4.4.1 Frame Classes
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Frames are aso divided into different classes. Class 1 frames can be tranamitted in State
1; Class 1 and 2 framesin State 2; and Class 1, 2, and 3 framesin State 3.

4.4.1.1 Class 1frames

Class 1 frames may be transmitted in any state and are used to provide the basic
operations used by 802.11 stations. Control frames are received and processed to provide
basic respect for the CSMA/CA "rules of the road" and to transmit framesin an IBSS.
Class 1 frames dso dlow sations to find an infrastructure network and authenticate to it.
Table 4-9 showsaligt of the framesthat belong to the Class 1 group.

Table 4-9. Class 1 frames

Control Management Data
Reguest to Send Any frame with ToDS and
(RTS) Probe Request FromDS false (0)

Clear to Send (CTS) |Probe Response
Acknowledgment
(ACK) Beacon
CF-End Authentication
CF-End+CF-Ack Deauthentication
Announcement Traffic Indication
Message (ATIM)

4.4.1.2 Class 2 frames

94
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Class 2 frames can be transmitted only after a station has successfully authenticated to the
network, and they can be used only in States 2 and 3. Class 2 frames manage
associations. Successful association or reassociation requests move a station to State 3;
unsuccessful association attempts cause the station to stay in State 2. When a gation
receives a Class 2 frame from a nonauthenticated peer, it responds with a
Deauthentication frame, dropping the peer back to State 1.2 Table 4-10 shows the Class

2 frames.

[ This rejection action takes place only for frames that are not filtered.
Filtering prevents frames from a different BSS from triggering a rejection.

Table 4-10. Class 2 frames

Control Management Data
None Association Request/Response None
Reassoci ation Request/Response
Disassociation

4.4.1.3 Class 3 frames

Class 3 frames are used when a station has been successfully authenticated and associated
with an access point. Once a tation has reached State 3, it is alowed to use distribution
system services and reach destinations beyond its access point. Stations may aso usethe
power-saving services provided by access pointsin State 3 by using the PS-Poll frame.
Table 4-11 ligsthe different types of Class 3 frames.

Table 4-11. Class 3 frames

Control

Management

Data

PS-Pall

Deauthentication

Any frames, including those with ether the ToDS or FromDS

bits sat

If an access point recaives frames from a mobile station that is authenticated but not
associated, the access point responds with a Disassociation frame to bump the mobile
station back to State 2. If the mobile station is not even authenticated, the access point
responds with a Deauthentication frame to force the mobile station back into State 1.
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Chapter 5. Wired Equivalent Privacy (WEP)

Anyone who is not shocked by quantum theory has not understood it.
—Nids Bohr

In wireless networks, the word "broadcast” takes on an entirely new meaning. Security
concerns have haunted 802.11 deployments since the standardization effort began. IEEE's
attempt to address snooping concerns culminated in the optiond Wired Equivaent
Privacy (WEP) standard, whichisfound in clause 8.2 of 802.11. WEP can be used by
dtations to protect data as it traverses the wireless medium, but it provides no protection
past the access point.

Many of the headlines about 802.11 over the past year were due to WEP. As networks
become important to doing business, security has become an increasingly prominent
worry. WEP was initidly marketed as the security solution for wirdless LANS, though its
design was so flawed as to make that impossible.

WEP is s0 flawed that it is not worth using in many cases. Some of the flaws are severe
design flaws, and the complete break of WEP in late 2001 was caused by a latent
problem with the cryptographic cipher used by WEP. To understand WEP and its
implications for the security of your network, this chapter presents some background on
WEP's cryptographic heritage, lists the design flaws, and discusses the find straw. It
closes with recommendations on the use of WEP. To make along chapter much shorter,
the basic recommendation isto think very, very carefully before relying on WEP because
it has been soundly defeated.

5.1 Cryptographic Background to WEP

Before discussing the design of WEP, it's necessary to cover some basic cryptographic
concepts. | am not a cryptographer, and a detailed discussion of the cryptography
involved would not be appropriate in this book, so this chapter is necessarily brief.

M Readers interested in more detailed explanations of the cryptographic
algorithms involved should consult Applied Cryptography by Bruce Schneier
(Wiley, 1996).

To protect data, WEP requires the use of the RC4 cipher, which isa symmetric (secret-
key) stream cipher. RC4 shares a number of propertieswith dl stream ciphers. Generally
speaking, a stream cipher uses astream of bits, caled the keystream. The keystream is
then combined with the message to produce the ciphertext. To recover the origind
message, the recelver processes the ciphertext with an identical keystream. RC4 usesthe
exclusve OR (XOR) operation to combine the keystream and the ciphertext. Figure 5-1
illustrates the process.
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Figure 5-1. Generic stream cipher operation

Source Destination
Data Keystrean Cipher stream Keystream Received data
0 1 1 1 0
1 1 1] 1 1
0 1 1 1 0
1 0 1 0 1
T a—pf—e ) — ] — il — ) ——————— 1
0 1 1 1 0
0 0 i} 0 0
0 1 1 1 0
1 0 1 L] 1

Most stream ciphers operate by taking a rdatively short secret key and expanding it into a
pseudorandom keystream the same length as the message. This processisillugrated in
Figure 5-2. The pseudorandom number generator (PRNG) is a set of rules used to expand
the key into akeystream. To recover the data, both sdes must share the same secret key
and use the same agorithm to expand the key into a pseudorandom sequence.

Figure 5-2. Keyed stream cipher operation

Source Destination

Ciph Pl G
i | Ve Ky | Ghie

Data Cipher text Data

— Xog - -

P —oh—

Because the security of a stream cipher rests entirely on the randomness of the keystream,
the design of the key-to-keystream expangon is of the utmost importance. When RC4
was selected by the 802.11 working group, it gppeared to be quite secure. But once RC4
was selected as the ciphering engine of WEP, it spurred research that ultimately found an
exploitable flaw in the RC4 cipher that will be discussed later.

5.1.1 Stream Cipher Security

A totaly random keystream is called a one-time pad and is the only known encryption
scheme that is mathematically proven to protect againgt certain types of attacks. One-time
pads are not commonly used because the keystream must be perfectly random and the
same length as the data that will be protected, and it can never be reused.
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Attackers are not limited to attacking the underlying cipher. They can choose to exploit

any week point in a cryptographic system. One famous Western intelligence effort, code-
named VENONA, broke Soviet messages encrypted with one-time pads that were reused.
The Nationa Security Agency has made some information on the project public at
http://www.nsa.gov/docs/venona. It is easy to understand the temptation to reuse the one-
time pads. Huge volumes of keying materid are necessary to protect even asmall amount
of data, and those keying pads must be securely distributed, which in practice provesto

be amgor chdlenge.

Stream ciphers are a compromise between security and practicality. The perfect
randomness (and perfect security) of a one-time pad is tractive, but the practical
difficulties and cost incurred in generating and digtributing the keying materid is
worthwhile only for short messages that require the utmost security. Stream ciphersuse a
less random keystream but one that is random enough for most applications.

5.1.2 Cryptographic Politics
Three mgjor nontechnica concerns may impact the use of WEP.

1. RCAistheintdlectud property of RSA Security, Inc., and must be licensed. RSA
would dmost certainly file suit againgt any unlicensed RC4 implementation. For
most end users, thisisaminor point because wirdess LAN equipment vendors
would need to license RCA. In the padt, this has been a problem for Linux users
because some early wireless cards didn't include WEP on the card, and patents
prevented open source developers from implementing it in the device driver. The
latest generation of wirdess cards solves this problem by implementing WEP on
the card itsdlf; dl the device driver hasto do isload the card with the keys.

2. Products must be exportable from U.S. locations to compete across the world. The
802.11 project committee specifically designed WEP to meet with gpproval from
the U.S. export regulations at the time; as a consequence, WEP implementations
were redricted to amaximum key length of 40 bits. Rules have been relaxed since
then, and longer keys are dlowed. Unfortunately, longer key lengths were never
formally specified and may not be interoperable between products from different
vendors.

3. Some governments impose redtrictions on the importation of cryptographic
hardware and software, which may prevent the use of encryption to protect the
wirdess LAN link. Without even the minima protection provided by WEP, it
may not be worththe risk to use wirdess LAN technology in such locations.

5.2 WEP Cryptographic Operations

Communications security has three mgor objectives. Any protocol that attempts to secure
data asit travels across a network must help network managers to achieve these goals.
Confidentiality isthe term used to describe data that is protected againgt interception by
unauthorized parties. Integrity means that the data has not been modified. Authentication
underpins any security Strategy because part of the reliability of datais based on its
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origin. Users must ensure that data comes from the source it purports to come from.
Systems must use authentication to protect data appropriately. Authorization and access
control are both implemented on top of authentication. Before granting access to a piece
of data, systems must find out who the user is (authentication) and whether the access
operation is alowed (authorization).

WEP provides operations that attempt to help meet these objectives. Frame body
encryption supports confidentiaity. An integrity check sequence protects dataiin trangt
and alows recaiversto validate that the received data was not dtered in trangit. WEP dso
enables stronger shared-key authentication of stations for access points, a feature
discussed in Chapter 7. In practice, WEP fdls short in dl of these areas. Confidentidity

is compromised by flawsin the RC4 cipher; the integrity check was poorly designed; and
authentication is of users MAC addresses, not users themselves.

WEP aso suffers from the approach it takes. It encrypts frames as they traverse the
wireless medium. Nothing is done to protect frames on a wired backbone, where they are
subject to any attack. Furthermore, WEP is designed to secure the network from external
intruders. Once an intruder discovers the WEP key, though, the wirelessmedium
becomes the equivaent of abig shared wired network.

5.2.1 WEP Data Processing

Confidentiaity and integrity are handled smultaneoudy, asillugtrated in Figure 5-3.
Before encryption, the frame is run through an integrity check agorithm, generating a
hash called an integrity check vaue (ICV). The ICV protects the contents against
tampering by ensuring that the frame has not changed in trangit. The frame and the ICV
are both encrypted, so the ICV isnot available to casud attackers.

Figure 5-3. WEP operations

0-bit WEP key 2Rt IV I

64-bit BC4 ¥ L v
+ _ I RC4 R4 keystream
- algorithm {ias bong as frame + 1V
24-bit v ... Ciphered frame + ICV
Frame IV header Frame ICV trailer Fs
header {4 bytes) bady {4 bytes)
' Clear I Enarypted —— - Chear -

WEP specifies the use of a40-bit secret key. The secret WEP key is combined with a 24-
bit initidization vector (IV) to create a 64-bit RC4 key; the first 24 bits of the RC4 key
arethelV, followed by the 40-bit WEP key. RCA4 takes the 64 input bits and generates a
keystream equa to the length of the frame body plusthe IV. The keystream isthen
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XORed with the frame body and the IV to cipher it. To enable the receiver to decrypt the
frame, the IV is placed in the header of the frame.

WEP Key Lengths

Standardized WEP implementations use 64-bit shared RC4 keys. Of the 64 hits,
40 are ashared secret. Vendors use avariety of names for the standard WEP
mode: "standard WEP," "802.11-compliant WEP," "40-bit WEP," "40+24-bit
WEP," or even "64-bit WEP." | personally fed that the last term is a Stretch,
based on hoodwinking the consumer with the length of the shared key and not
the sze of the shared secret, but it has become somewhat standard throughout
the industry.

Concerns about the key length used in WEP have dogged it snce itsinception.
Products that use 40-bit secret keys have dways been exportable from the
United States, which has served to cast doubt on the security provided by such a
key. In awell-designed cryptographic system, additiona security can be
obtained by using alonger key. Each additiond bit doubles the number of
potentia keys and, in theory, doubles the amount of time required for a
successful attack.

To buy time for the standardization of a better solution than WEP, most of the
industry moved to a 128-hit shared RC4 key. After subtracting 104 bits for the
shared secret component of the RC4 key, only 104 bits are secret. Even though
only 104 bits are secret, vendors refer to this as " 128-bit WEP." Longer key-
length implementations are not guaranteed to be competible because no standard
for them exigs. At least one vendor uses 128 secret bits, plusthe 24 in the
initialization vector, for atota of 152 bits.

WEP, however, is not awell-designed cryptographic system, and the extra bits
in the key buy you very little. The best publicly disclosed attack against WEP
can recover the key in seconds, no matter what its length is. This book explores
the use of the AirSnort tool to recover WEP keysin Chapter 16.

5.2.1.1 WEP keying

To protect traffic from brute-force decryption attacks, WEP uses a set of up to four
default keys, and it may aso employ pairwise keys, cadled mapped keys, when alowed.
Default keys are shared among dl stationsin a service set. Once a ation has obtained
the default keysfor its service set, it may communicate usng WEP.

Key reuse is often aweakness of cryptographic protocols. For this reason, WEP has a
second class of keys used for pairwise communications. These keys are shared only
between the two stations communicating. The two Sations sharing akey have akey
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mapping relationship; the key mapping relationship is part of the 802.11 MIB, whichis
presented in detail in Appendix A.

5.2.1.2 WEP framing

When WEP isin use, the frame body expands by eight bytes. Four bytes are used for a
frame body IV header, and four are used for the ICV trailer. See Figure 5-4.

Figure 5-4. WEP frame extensions

I IV header 1

T T TT T T1T T ¥ T T
Frame Initialization Pad Key| Frame Inteqrity <heck it
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The IV header uses 3 bytes for the 24-hit IV, with the fourth byte used for padding and
key identification. When a default key is used, the Key 1D subfield identifies the default
key that was used to encrypt the frame. If akey mapping relationship is used, the Key ID
subfield is 0. The 6 padding bits of the last byte must be 0. The integrity check isa 32-hit
CRC of the dataframe; it is appended to the frame body and protected by RCA.

5.2.2 Cryptographic Properties

Reuse of the keystream is the mgor weakness in any stream cipher-based cryptosystem.
When frames are encrypted with the same RC4 keystream, the XOR of the two encrypted
packetsis equivaent to the XOR of the two plaintext packets. By andyzing differences
between the two streams in conjunction with the structure of the frame body, attackers

can learn about the contents of the plaintext frames themselves. To help prevent the reuse
of the keystream, WEP uses the |V to encrypt different packets with different RC4 keys.
However, the IV is part of the packet header and is not encrypted, so eavesdroppers are
tipped off to packets that are encrypted with the same RC4 key.

Implementation problems can contribute to the lack of security. 802.11 admits that using
the same 1V for alarge number of framesis insecure and should be avoided. The standard
dlows for usng adifferent IV for each frame, but it is not required.

WEP incorporates an integrity check, but the algorithm used is a cyclic redundancy check
(CRC). CRCs can catch single-hit dterations with high probakility, but they are not
cryptographically secure. Cryptographically secure integrity checks are based on hash
functions, which are unpredictable. With unpredictable functions, if the attacker changes
even one hit of the frame, the integrity check will change in unpredictable ways. The
odds of an attacker finding an dtered frame with the same integrity check are so dim that
it cannot be done in real time. CRCs are not cryptographicaly secure. CRC cdculations
are draightforward mathematics, and it is easy to predict how changing asingle bit will
affect the result of the CRC calculation. (This property is often used by compressed data
filesfor repair! If just afew bits are bad, they can sometimes be identified and corrected
based on a CRC vaue.)
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5.2.3 Key Distribution

Like so many other cryptographic protocols based on symmetric keys, WEP suffers from
the Achilleshed of key digtribution. The secret bits of the WEP key must be distributed
to al dtations participating in an 802.11 service set secured by WEP. The 802.11
sandard, however, fallsto specify the key distribution mechanism. The result isthat
vendors haven't done anything; you typicaly type keysinto your device drivers or access
points by hand. Unfortunately, manua configuration by the sysem adminigrator is the
most nonscaable "protocal” in use.

Setting aside the system management heedaches for a minute, consider the difficulties
inherent in a cryptographic system requiring manud key digtribution:

Keys cannot be considered secret: dl keys must be aticaly entered into either
the driver software or the firmware on the wireless card. Either way, the key
cannot be protected from alocal user who wants to discover it2

[ Anecdotal evidence suggests that this may be commonplace.
Power users who prefer to use Linux or FreeBSD may attempt to
recover the key simply to allow access to the network from an
otherwise unsupported operating system.

If keys are accessble to users, then dl keys must be changed whenever staff
members leave the organization. Knowledge of WEP keys alows a user to set up
an 802.11 station and passively monitor and decrypt traffic using the secret key
for the network. WEP cannot protect againgt authorized insgders who aso have
the key.

Organizations with large numbers of authorized users must publish the key to the
user population, which effectively preventsit from being a secret. In the course of
doing research for this book, | found network documentation at one major
research university that described how to use the campus wirdless network,
induding the WEP key.

5.3 Problems with WEP

Cryptographers have identified many flaws in WEP. The designers specified the use of
RCA4, which iswidely accepted as a strong cryptographic cipher. Attackers, however, are
not limited to afull-frontal assault on the cryptographic agorithms—they can attack any
wesk point in the cryptographic system. Methods of defeating WEP have come from
every angle. One vendor shipped access points that exposed the secret WEP keys through
SNMP, dlowing an attacker to ask for just the key. Most of the press, though, has been
devoted to flaws beyond implementation errors, which are much harder to correct.

5.3.1 Design Flaws
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WEP's design flawsiinitialy gained prominence when the Internet Security, Applications,
Authentication and Cryptography (ISAAC) group at the University of Cdifornia,
Berkdey, published preliminary results based on their andysis of the WEP standard

Bl The report is available on the Web at
http://www.isaac.cs.berkeley.edu/isaac/wep-fag.html. Items 3-6 on the
following list are summarized from that report.

None of the problems identified by researchers depend on breaking RC4. Herésa
summary of the problems they found; I've dready touched on some of them:

1. Manud key management isaminefield of problems. Setting aside the operationd
issues with digtributing identical shared secretsto the user population, the security
concerns are nightmarish. New keying materia must be distributed on a"flag
day" to dl systems smultaneoudy, and prudent security practices would lean
strongly toward rekeying whenever anybody using WEP leaves the company (the
adminigtrative burden may, however, preclude doing this). Widdy distributed
secrets tend to become public over time. Passive sniffing attacks require obtaining
only the WEP keys, which are likely to be changed infrequently. Once auser has
obtained the WEP keys, sniffing attacks are easy. Market-leading sniffers are now
darting to incorporate this cgpability for syslem adminidrators, claming thet after
entering the network's WEP keys, dl the traffic is readabl el

2. In gpite of vendor clamsto the contrary, standardized WEP offers a shared secret
of only 40 bits. Security experts have long questioned the adequacy of 40-bit
private keys, and many recommend that senditive data be protected by at least
128-bit keys™ Unfortunately, no standard has been developed for longer keys, so
interoperability on multivendor networks with long WEP keys s not guaranteed
without future work by the |EEE.

“ To be fair, WEP was originally developed with the goal of being
exportable under the then current U.S. regulations for export of
cryptographic systems. A longer key could not have been used
without jeopardizing the commercial viability of U.S.-built 802.11
products.

3. Stream ciphers are vulnerable to analysis when the keystream is reused. WEP's
use of the IV tips off an atacker to the reuse of a keystream. Two frames that
share the same IV dmogt certainly use the same secret key and keystream. This
problem is made worse by poor implementations, which may not pick random
IVs. The Berkeley team identified one implementation that started with an IV of O
when the card was inserted and amply incremented the IV for each frame.
Furthermore, the IV space is quite small (Iessthan 17 million), so repetitions are
guaranteed on busy networks.

4. Infrequent rekeying alows attackers to assemble what the Berkeley team calls
decryption dictionaries -- large collections of frames encrypted with the same
keydreams. As more frames with the same IV pile up, more information is
available about the unencrypted frames even if the secret key is not recovered.
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Given how overworked the typical system and network administration staff is,
infrequent rekeying istherule.

5. WEP uses a CRC for the integrity check. Although the vaue of the integrity
check is encrypted by the RC4 keystream, CRCs are not cryptographically secure.
Use of awesk integrity check does not prevent determined attackersfrom
trangparently modifying frames

B1'802.11 requires frame retransmissions in the case of loss, so it
may be possible for an attacker to retransmit a frame and cause a
replacement injected frame to be accepted as legitimate.

6. Theaccess point isin aprivileged postion to decrypt frames. Conceptudly, this
feature can be attacked by tricking the access point into retranamitting frames that
were encrypted by WEP. Frames received by the access point would be decrypted
and then retransmitted to the attacker's station. If the attacker is usng WEP, the
access point would helpfully encrypt the frame using the atacker's key.

5.3.2 The Complete Break

In August 2001, Scott Huhrer, Itsk Mantin, and Adi Shamir published a paper titled
"Wesaknessesin the Key Scheduling Algorithm of RC4." At the end of the paper, the
authors describe a theoretical attack on WEP. At the heart of the attack is awesknessin
the way that RC4 generates the keystiream. All that is assumed is the ability to recover the
first byte of the encrypted payload. Unfortunately, 802.11 uses LL C encapsulation, and
the cleartext vadue of the first byte is known to be OXAA (the first byte of the SNAP
header). Because the first cleartext byte is known, the first byte of the keystream can be
eadly deduced from atrivia XOR operation with the first encrypted byte.

The paper's attacks are focused on a class of weak keyswritten in the form (B+3):ff:N.
Each wesk |V isused to attack a particular byte of the secret portion of the RC4 key. Key
bytes are numbered from zero. Therefore, the weak |V corresponding to byte zero of the
secret key hasthe form 3:FF:N. The second byte must be OxFF; knowledge of the third
bytein the key isrequired, but it need not be any specific value.

A standard WEP key is 40 secret bits, or 5 bytes numbered consecutively from 0 to 4.
Wesk IVs on anetwork protected by standard WEP must have afirst byte that ranges
from 3 (B=0) to 7 (B=4) and a second byte of 255. The third byte must be noted but is not
congtrained to any specific value. Thereare 5 x 1 x 256=1,280 weak 1Vsin a standard
WEP network.

It isinteresting to note that the number of weak keys depends partly on the length of the
RC4 key used. If the WEP key size isincreased for added protection, the weak key net
pullsin more data for use in the attack. Most commercia products use a 128-bit shared
RCA4 key, so there are more than twice as many wesk IVs. Table 5-1 shows the number of
weak |Vsasafunction of the secret key length.
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Table 5-1. Number of weak IVs as a function of key length
Secret key Valuesof B+3in weak |V Number of weak | Fraction of IV
length (B+3:FF:N) Vs space

3<=B+3<8

40 bits 1,280 0.008%
(0<=B<b5)
3<=B+3<16

104 hits 3,328 0.020%
(0<=B<13)
3<=B+3<19

128 hits 4,096 0.024%
(0<=B < 16)

Applying probability theory, Fluhrer, Mantin, and Shamir predict that about 60 resolved
cases are needed to determine akey byte. Furthermore, and perhaps worst of al, the
attack gains speed as more key bytes are determined; overdl, it worksin linear time.
Doubling the key length only doubles the time for the attack to succeed.

With such atantalizing result, it was only amatter of time before it was used to attack a
red sysem. In early August 2001, Adam Stubblefield, John loannidis, and Avi Rubin
applied the Fluhrer/Mantin/Shamir attack to an experimentd, but red, network with
devagtating effect® In their testing, 60 resolved cases usualy determined akey byte, and
256 resolved cases aways yielded afull key. It took less than aweek to implement the
attack, from the ordering of the wirdess card to the recovery of thefirg full key. Coding
the attack took only afew hours. Key recovery was accomplished between five and six
million packets, which isasmal number for even a moderatdy busy network.

! This work is described more fully in AT&T Labs Technical Report TD-
4ZCPZZ.

Reporting on a successful attack, however, is nothing compared to having a public code
base available to use a will. The hard part of the Fluhrer/Mantin/Shamir attack was
finding the RC4 wesakness. Implementing their recommendationsis not too difficult. In
late August 2001, Jeremy Bruestle and Blake Hegerle released AirSnort, an open source
WEP key recovery program. Use of AirSnort is discussed in Chapter 16.

5.4 Conclusions and Recommendations

WEP was designed to provide rlatively minima protection to framesin theair. It was
not designed for environments demanding a high level of security and therefore offersa
comparatively smaler level of protection. The |EEE 802.11 working group has devoted
an entire task group to security. The task group is actively working on arevised security
gtandard. In the meantime, some vendors are offering proprietary approaches that alow
sronger public-key authentication and random session keys, but these gpproaches are a
sngle-vendor solution and only a stopgap. Better solutions can be built from off-the- shelf
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standardized components. Specific topology deployments are discussed in Chapter 15. To
close, | offer the following list of conclusions and recommendations.

1. WEPisnot useful for anything other than protecting againgt casud traffic capture
attacks. With the totdl break in August 2001 and the subsequent release of public
implementation code, security administrators should assume that WEP on its own
offers no confidentiality. Furthermore, 802.11 networks announce themselves to
the world. On arecent trip through San Francisco, | configured a laptop to scan
for area networks and found half a dozen. | was not making a serious effort to do
this, either. My laptop was placed on the front passenger seat of my car, and | was
using a PC Card 802.11 interface, which does not have particularly high gain. Had
| been serious, | would have used a high-gain antennato pick up fainter Beacon
frames, and | would have mounted the antenna higher up so the radio sgnas were
not blocked by the steel body of the car. Obscurity plus WEP may meet some
definition of "wired equivaent” because frames on wired networks may be
delivered to a number of users other than the intended recipient. However,
defining "wired equivadent” is a semantic argument thet is not worth getting
bogged down in.

2. Manud key management is a serious problem. Peer-to-peer networking systems
al have problemsin the area of management scaability, and WEP is no different.
Deploying pairwise keys is a huge burden on system administrators and does not
add much, if any, security.

3. When asecret iswidely shared, it quickly ceases to become a secret. WEP
depends on widely sharing a secret key. Users may come and go, and WEP keys
must be changed with every departure to ensure the protection provided by WEP.

4. Datatha must be kept confidential should use strong cryptographic systems
designed from the ground up with security in mind. The obvious choices are
IPSec or SSH. The choice can be based on technical evaluation, product
avallahility, user expertise, and nontechnical factors (ingtitutiona acceptance,
pricing and licenaing, and so on).

5. Varying leves of concern are gppropriate for different locations. When using
802.11 for LAN extension, greater threats are likely to be found in large offices.

a. Remote teleworkers should be protected by strong VPN systems such as
IPSec. Using 802.11 in remote | ocations may increase the risk of
interception, but any tranamissions from aclient to a centra ste should
aready be protected using astrong VPN system. Attackers may be able to
capture packets traveling over awireless network more easily, but IPSec
was designed to operate in an environment where attackers had large
amounts of encrypted traffic to analyze.

b. Large offices pose a much greater concern. VPNs to branch offices are
typicdly Ste-to-dte, protecting only from the edge of the branch office to
the access link at the headquarters offices. Anything insgde the remote
officeis not protected by 1PSec and is vulnerable to sniffing if other
measures are not taken.

6. Stopping anything more casud than packet sniffing requires client software thet
implements strong cryptographic protection. However, it requires extra system
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integration work and testing.

a. A higher-security, point-to-point tunneling technology may be dl thet is
required for your organization. Unix systems can run PPP over SSH
tunndls, and some IPSec solutions can be used to create point-to-point
tunnels across the access point.

b. [PSec dso protects acrossthe LAN, which may be important. It is possible
that a determined attacker can obtain access to the wired backbone LAN
where traffic is no longer protected by WEP.

7. WEP does not protect users from each other. When all users have the WEP key,
any traffic can be decrypted easily. Wireless networks that must protect users
from each other should use VPN solutions or gpplications with strong built-in
Security.

It is dangerous to assume that protocols such as [PSec and SSH are magic bullets that can
solve your security problems. But the bottom line for wireless networks is that you can't
count on WEP to provide even minima security, and using IPSec or SSH to encrypt your
traffic goes along way to improve the Stuation.
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Chapter 6. Security, Take 2: 802.1x

If at first you don't succeed, try again.
(from the motivational poster in breakrooms everywhere)
—Anonymous

Security isacommon thread linking many of the wirdess LAN soriesin the news
throughout the past year, and severd polls have shown that network managers consider
security to be asignificant obstacle to wider deployment of wirdess LANs. Many of the
security problems that have prevented stronger acceptance of 802.11 are caused by flaws
in the desgn of WEP. WEP attempts to serve as both an authentication mechanism and a
privacy mechanism. | hope Chapter 5 showed that it effectively serves as neither.

To address the shortcomings of WEP for authentication, the industry is working towards
solutions based on the 802.1x specification, which isitself based on the IETF's Extensible
Authentication Protocol (EAP). EAP was desgned with flexibility in mind, and it has
been used as the basis for a number of network authentication extensons. (Cisco's
lightweight EAP, LEAP, dso is based on EAP.)

802.1x is not without its problems, however. A recent research report identified severa
problems with the specification.™! The first major problem isthat 802.11 does not provide
away to guarantee the authenticity and integrity of any frames on the wirdess network.
Frames on wireless networks can easly be tampered with or forged outright, and the
protocol does not provide away to easily stop or even detect such attacks. The second
magjor problem isthat 802.1x was designed to alow the network to authenticate the user.
Implicit in the protocol design is the assumption that users will connect to only the

"right" network. On wirdine networks, connecting to the right network can be as smple
as following the wires. Access to the wiring helps the usersidentify the "right” network.
On awireless network, clear physical connections do not exist, so other mechanims must
be designed for networks to prove their identity (or, more precisdly, the identity of their
owners) to users. 802.1x was designed to collect authentication information from users
and grant or deny access based on that information. It was not designed to help networks
provide credentials to users, so that function is not addressed by the 802.1x. The specter
for rogue access points will not be put to rest by 802.1x.

M “An Initial Analysis of the 802.1x Standard" by Arunesh Mishra and Bill
Arbaugh; available at http://www.cs.umd.edu/~waa/1x.pdf.

How 802.1x will be applied to wireless networksis a matter for task group | (TGi) of the
802.11 working group. With no standard available, | have elected to describe how 802.1x
works on LANSs to provide abasic understanding of how the future 802.11i specification
is likely to work. Some modifications will undoubtedly be made to adapt 802.1x to the
wireless world, but the fundamenta ideas will remain the same. Before talking about

RED HAT 1052
108 RED HAT V. CAS



802.1x, though, it is best to gain a solid understanding of the protocol that Sarted it dl:
EAP.

6.1 The Extensible Authentication Protocol

802.1x is basad on EAP. EAP isformaly specified in RFC 2284 and wasinitialy

devel oped for use with PPP. When PPP was firgt introduced, there were two protocols
avallable to authenticate users, each of which required the use of a PPP protocol number.
Authentication is not a"one szefitsdl" problem, and it was an active area of research at
the time. Rather than burn up PPP protocol numbers for authentication protocols that
might become obsolete, the IETF standardized EAP. EAP used a single PPP protocol
number while supporting awide variety of authentication mechanisms EAPisasmple
encapsulation that can run over any link layer, but it has been most widely deployed on
PPP links. Figure 6-1 shows the basic EAP architecture, which is designed to run over
any link layer and use any number of authentication methods.

Figure 6-1. EAP architecture
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6.1.1 EAP Packet Format

Figure 6-2 shows the format of an EAP packet. When used on PPP links, EAPis carried
in PPP frames with a protocol number of 0xC227. Thereis no srict requirement that EAP
run on PPP; the packet shown in Figure 6-2 can be carried in any type of frame. The
fiddsin an EAP packet are:

Code

The Code field, the first field in the packet, is one byte long and identifies the type
of EAP packet. It isused to interpret the Data field of the packet.

Identifier
The Identifier field is one byte long. It contains an unsgned integer used to match
requests with responses to them. Retransmissions reuse the same identifier
numbers, but new transmissions use new identifier numbers.

Length
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The Length fied istwo bytes long. It isthe number of bytes in the entire packet,
which includes the Code, Identifier, Length, and Datafieds. On some link layer
protocols, padding may be required. EAP assumes that any data in excess of the
Length fidd islink-layer padding and can be ignored.

Data
Thelast fidd isthe variable-length Data field. Depending on the type of packet,
the Data field may be zero bytes long. Interpretation of the Datafield isbased on
the vaue of the Code field.

Figure 6-2. EAP packet format
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6.1.2 EAP Requests and Responses

EAP exchanges are composed of requests and responses. The authenticator sends
requests to the system seeking access, and based on the responses, access may be granted
or denied. The format of request and response packetsis shown in Figure 6-3.

Figure 6-3. EAP Request and EAP Response packets
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The Codefidd is set to 1 for requests and 2 for responses. The Identifier and Length
fields are used as described in the previous section on the generic format. The Datafield
carries the data used in requests and responses. Each Data field carries one type of data,
broken down into atype identifier code and the associated data:

Type

The Type fidd is a one-byte field that indicates the type of request or response.
Only onetypeisused in each packet. With one exception, the Typefield of the
response matches the corresponding request. That exception is that when arequest
IS unacceptable, the peer may send aNAK to suggest an dternative type. Types
greater than or equa to 4 indicate authentication methods.

Type-Data
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The Type-Daafied isavariadle fidd that must be interpreted according to the
rules for each type.

6.1.2.1 Type code 1: Identity

The authenticator generdly uses the Identity type astheinitid request. After dl,
identifying the user isthe first step in authentication. Naturaly, most implementations of
EAP prompt the user for input to determine the user identity. The Type-Daafidd may
contain text used to prompt the user; the length of the string is computed from the Length
field in the EAP packet itsdlf.

Some EAP implementations may attempt to look up the user identity in a Response even
before issuing the authentication chalenge. If the user does not exigt, the authentication
can fall without further processng. Most implementations automatically reissue the
identity request to correct typos.

6.1.2.2 Type Code 2: Notification

The authenticator can use the Notification type to send a message to the user. The user's
systern can then display the message for the user's benefit. Notification messages are used
to provide messages to the user from the authentication system, such as a password about
to expire. Responses must be sent in reply to Notification requests. However, they serve
as smple acknowledgments, and the Type-Data field has a zero length.

6.1.2.3 Type code 3: NAK

NAKSs are used to suggest a new authentication method. The authenticator issues a
chalenge, encoded by atype code. Authentication types are numbered 4 and above. If the
end user system does not support the authentication type of the challenge, it canissuea
NAK. The Type-Datafidd of aNAK message includes a single byte corresponding to
the suggested authentication type.

6.1.2.4 Type code 4: MD-5 Challenge

The MD-5 Chdlenge is used to implement the EAP andog of the CHAP protocol,
specified in RFC 1994. Requests contain a challenge to the end user. For successful
authentication, CHAP requires that the challenge be successfully encoded with a shared
secret. All EAP implementations must support the MD-5 Challenge, but they are free to
NAK it in favor of another authentication method.

6.1.2.5 Type code 5: One-time password (OTP)

The one-time password system used by EAP is defined in RFC 1938. The Request issued
to the user contains the OTP challenge string. In an OTP (type 5) response, the Type-
Data field contains the words from the OTP dictionary in RFC 1938. Likedl

authentication types, responses may be NAKs (type 3).
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6.1.2.6 Type code 6: Generic Token Card

Token cards such as RSA's Securl D and Secure Computing's Safeword are popular with
many ingtitutions because they offer the security of "random” one-time passwords

without the hasde of an OTP rollout. The Request contains the Generic Token Card
information necessary for authentication. The Type-Datafield of the request must be
greater than zero bytesin length. In the Response, the Type-Datafield is used to carry the
information copied from the token card by the user. In both Request and Response
packets, the Length fidd of the EAP packet is used to compute the length of the Type-
Data request.

6.1.2.7 Type code 13: TLS

Initsinitial form, EAP does not protect transmissions from eavesdropping. In away, this
is an understandable posture, given the origins of the protocol. When EAP is used over
did-up or dedicated links, thereisasmall chance of interception, but many
adminigtrators fee comfortable that the link is reasonably protected against
eavesdropping.

For some links, however, assuming the existence of security may not be appropriate. RFC
2716 describes the use of Transport Layer Security (TLS) for authentication. TLSisthe
standardized successor to the widely deployed Secure Socket Layer (SSL), and TLS
authentication inherits anumber of useful characteristics from SSL. Most notably, mutua
authentication is possble with TLS. Rather than issuing a one-sided chdlenge to the

client ("Who areyou?'), EAP-TLS can ensure that the dient is communicating with a
legitimate authenticator. In addition to mutua authentication, TL'S provides amethod to
protect the authentication between the client and authenticator. It also provides a method
to exchange a session key securely between the client and authenticator.

EAP-TLSislikely to become popular on wireless networks. In the current 802.11
authentication regime, access points are implicitly trusted by the clients. EAP-TLS could
ensure clients that they are sending sengtive authentication data to legitimate access
points instead of "rogue" access points set up by attackers seeking to collect datafor a
later attack on the network. EAP-TLS aso enables the exchange of session keys, which
limits the impact of a compromised WEP key.

6.1.2.8 Additional type codes in draft format
Severd additiona authentication types are currertly in Internet-Draft form and may be
standardized after this book is printed. Two of the most notable concepts are Kerberos

authentication and cell- phone authentication (SIM cards on second-generation networks
and AKA on third-generation networks).

6.1.3 EAP Success and Failure
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At the conclusion of an EAP exchange, the user has ether authenticated successfully or
has failed to authenticate (Figure 6-4). Once the authenticator determines that the
exchange is complete, it can issue a Success (code 3) or Failure (code 4) frame to end the
EAP exchange. Implementations are alowed to send multiple requests before failing the
authentication to alow a user to get the correct authentication data

Figure 6-4. EAP Success and Failure frames

bytes i i 2
T
‘ Code Identifier Length
1
3 Swecess |—-t
4 Failure

6.1.4 A Sample EAP Exchange

A sample EAP exchange is shown in Figure 6-5. It is unnecessarily complex to illustrate
severd features of the protocol. The EAP exchange is a series of steps beginning with a
request for identity and ending with a success or failure message:

Figure 6-5. Sample EAP exchange

Emd-user Authenticator
systam

I: ReguestAdentity

2 Response/Identity

3 ReguestMDE-Challenge

4: Respowse/NAK, genentc foken oard

5 ReguestyGenenic Taken (and
& Responseenent Token Card fhad)

7 ReguestGeneric Taken Jard

8 Responsemenent Toker Card (goad)

& Surcess

The authenticator issues a Request/Identity packet to identify the user.

The end user system prompts for input, collects the user identifier, and sends the

user identifier in a Response/Identity message.

3. With the user identified, the authenticator can issue authentication chalenges. In
gep 3 in the figure, the authenticator issues an MD-5 Chdlenge to the user with a
Request/MD-5 Challenge packet.

4. The user system is configured to use atoken card for authentication, so it replies
with a Response/NAK, suggesting the use of Generic Token Card authentication.

5. Theauthenticator issues a Request/Generic Token Card chdlenge, prompting for

the numerical sequence on the card.

A
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6. Theuser typesaresponse, which is passed dong in a Response/Generic Token
Card.

7. Theuser response was hot correct, so authentication is not possible. However, the
authenticator EAP implementation alows for multiple authentication Requests, so
a second Request/Generic Token Card is issued.

8. Once again, the user types aresponse, which is passed dongina
Response/Generic Token Card.

9. On the second try, the response is correct, so the authenticator issues a Success

message.

6.2 802.1x: Network Port Authentication

As LAN acceptance mushroomed in the 1990s, LAN ports popped up everywhere. Some
types of organizations, such as universities, were further hampered by aneed for

openness. Network resources must be made available to a user community, but that
community isfluid. Students are not like many network users. They frequently move

from computer to computer and do not have a fixed network address; they may aso
graduate, transfer, enroll, leave campus, work on staff, or undergo any number of changes
that may require changesin access privileges. Although network access must be extended
to this fluid community, academic budgets are frequently tight, so it isimportant to

prevent unauthorized use by outsiders.

In short, a generic network sign-on was required. Academic environments would not be
the sole beneficiaries, however. Authentication to access network resources is common
among Internet service providers, and corporations found the idea attractive because of
the increasing flexibility of gaffing plans

Authentication to network devices at the link layer is not new. Network port

authentication has been required by dia-up access servers for years. Most ingtitutions
dready have awide range of deployed infrastructure to support user authentication, such
as RADIUS servers and LDAP directories. PPP over Ethernet (PPPoE) could conceivably
be used to require user authentication to access an Ethernet, but it would add an
unacceptable level of encagpsulation overhead and complexity. Instead, the |EEE took the
PPP authentication protocols and developed LAN-based versions. The resulting standard
was 802.1x, "Port-Based Network Access Control."

6.2.1 802.1x Architecture and Nomenclature

802.1x defines three components to the authentication conversation, which are dl shown
in Figure 6-6. The supplicant isthe end user machine that seeks access to network
resources. Network access is controlled by the authenticator; it servesthe samerole as
the access server in atraditiond did-up network. Both the supplicant and the
authenticator are referred to as Port Authentication Entities (PAES) in the specification.
The authenticator terminates only the link-layer authentication exchange. It does not
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maintain any user information. Any incoming requests are passed to an authentication
server, such asa RADIUS server, for actual processing.

Figure 6-6. 802.1x architecture
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Ports on an 802.1x-cgpable device are in an authorized gate, in which the port is enabled,
or an unauthorized gate, in which it is disabled. Even while in the unauthorized Sate,
however, the specification dlows DHCP and other initidization traffic if permitted by a
network manager.

The authentication exchangeislogicdly carried out between the supplicant and the
authentication server, with the authenticator acting only asabridge. A derivation of EAP
is used by the authenticator to pass challenges and responses back and forth. From the
supplicant to the authenticator (the "front end"), the protocol is EAP over LANS
(EAPOL) or EAP over wirdess (EAPOW). On the "back end,” the protocol used is
RADIUS. Some documentation may refer to it as"EAP over RADIUS." Figure 6-6 can
be read as two different scenarios. In the enterprise scenario, the supplicant is a corporate
host on the edge of the enterprise network, and the RADIUS server islocated in the
enterprise core. The figure dso depicts an ISP using 802.1x to authenticate users, in
which case the lefthand sde of the figureis an | SP access areg, and the righthand side is
the I SP backbone.

802.1x isaframework, not a complete specification in and of itself. The actud
authentication mechanism isimplemented by the authentication server. 802.1x suppliesa
mechanism for issuing challenges and confirming or denying access, but it does not pass
judgment on the offered credentias. Changes to the authentication method do not require
complex changes to the end user devices or the network infrastructure. The authentication
server can be reconfigured to "plug in" anew authentication service without changes to
the end user driver software or switch firmware.

6.2.2 EAPOL Encapsulation

The basic format of an EAPOL frameis shownin Figure 6-7. EAPOL encapsulation is
now andyzed by many popular network anayzers, including Ethered. The frame's
components are:

MAC header
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Figure 6-7 shows the encapsulation on awired Ethernet, so the MAC header
congsts of the destination MAC address and the source MAC address. On a
wireless network, the MAC header would be the 24- to 30-byte header described

in Chapter 3.

Ethernet Type

Aswith any other Ethernet frame, the Ethernet Type fidld contains the two-byte
type code assigned to EAPOL : 88-8e.

Version
At this point, only Verson 1 is standardized.
Packet Type
EAPOL isan extenson of EAP. In addition to the EAP messages described in the

previous section, EAPOL adds some messages to adapt EAP to the port-based
LAN environment. Table 6-1 lists the packet types and their descriptions.

Table 6-1. EAPOL message types

Packet

Name Description
type
0000 Contains an encapsulated EAP frame. Most frames are
oopp  |FAP-Packet EAP-Packet frames.
Instead of waiting for a chalenge from the authenticator,
0000 EAPOL-Start the supplicant can issue an EAPOL-Start frame. In
0001 response, the authenticator sends an EAP-Request/I dentity
frame.
0000 When a system is done using the network, it can issue an
0010 EAPOL- Logoff EAPOL-Logoff frame to return the port to an unauthorized
state.
0000 ) EAPOL can be used to exchange cryptographic keying
oot |FAPORKSY  omation
0000 EAPOL- The Alerting Standards Forum (ASF) has defined away of
0100 Encapsul ated- alowing aerts, such as SNMP traps, to be sent to an
ASF-Alert unauthorized port using this frame type.

Packet Body Length

Thistwo-byte fidd is the length of the Packet Body field in bytes. It isset to O
when no packet body is present.

Packet Body
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Thisvariable-length field is present in all EAPOL frames except the EAPOL-Start
and EAPOL-L ogoff messages. It encapsulates one EAP packet in EAP-Packet
frames, one key descriptor in EAPOL-Key frames, and one dert in EAPOL-
Encapsulated- A SF-Alert frames.

Figure 6-7. EAPOL frame format

MAC header
byt | [ [ 2 ) i 2 Variatde 4
Destination Sivurce Erhernet Type | Mersion | Packer | PackerBody | Packet Body FCs
aldress address B3-8F 1 Type Length

6.2.2.1 Addressing

In shared-media LANSs such as Ethernet, supplicants send EAPOL messages to the group
address of 01:80:C2:00:00:03. On 802.11 networks, ports do not exist as such, and
EAPOL can proceed only after the association process has alowed both the supplicant
(mobile wirdless gtation) and the authenticator (access point) to exchange MAC
addresses. In environments such as 802.11, EAPOL requests use station addresses.

6.2.3 Sample 802.1x Exchange

EAPOL exchanges look amost exactly like EAP exchanges. The main differenceisthat
supplicants can issue EAPOL-Start framesto trigger the EAP exchange, and they can use
EAPOL-Logoff messages to deauthorize the port when the station is done using the
network. The examplesin this section assumethat a RADIUS server is used as the back-
end authentication server, and therefore they show the authenticator performing
trandation from EAP on the front end to RADIUS on the back end. EAP authentication
in RADIUS packetsis specified in RFC 2869.

The most common case, successful authentication, is shown in Figure 6-8. Inthe
beginning, the port is unauthorized, so access to the network is blocked. The stepsin this
typicad EAPOL exchange are:

1. Thesupplicant starts the 802.1x exchange with an EAPOL-Start message.

2. The"normd" EAP exchange begins. The authenticator (network switch) issues an
EAP-Request/Identity frame.

3. Thesupplicant replies with an EAP-Response/Identity frame, which is passed on
to the RADIUS server as a Radius-Access-Request packet.

4. The RADIUS sarver replies with a Radius- Access- Chdlenge packet, which is
passed on to the supplicant as an EAP-Request of the appropriate authentication
type containing any relevant chalenge information.

5. Thesupplicant gathers the reply from the user and sends an EAP-Responsein
return. The response is trandated by the authenticator into a Radius-Access-
Request with the response to the chalenge as adata field.

6. The RADIUS server grants access with a Radius- A ccess-Accept packet, so the
authenticator issues an EAP-Success frame. The port is authorized, and the user
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can begin ng the network. DHCP configuration may take place e this
point.

7. When the supplicant is done accessing the network, it sends an EAPOL- L ogoff
message to put the port back into an authorized station.

Figure 6-8. Typical EAPOL exchange
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Exchanges smilar to Figure 6-8 may be used a any point. It is not necessary for the user
to begin an EAPOL exchange with the EAPOL-Start message. At any point, the
authenticator can begin an EAPOL exchange by issuing an EAP-Request/Identity frame
to refresh the authentication data

6.2.4 802.1x Implementation and the User Experience

802.1x is naturaly implemented in the device driver. No change to the hardware itsdlf is
necessary. Microsoft has implemented 802.1x as an operating system feature in Windows
XP. With no additiond software required, XPislikely to be awidey deployed 802.1x
client. Cisco has made 802.1x clients available for Windows 9x, NT, 2000, MacOS, and
Linux.

EAP is a generic authentication framework, so it does not require any particular
authentication method. Thefirgt task is to decide on the type of authentication for

wirdess usars. EAP-TLS s atractive because it enables mutud authentication and
protects against rogue access points, but it requires that the RADIUS server support EAP-
TLS. Use of EAP-TLS dso requires that a certificate authority be deployed to manage
certificates for wireless network users.

On the client Sde, authentication is configured in the driver. On XP, 802.1x
authentication is configured aong with other interface properties. Other implementations
dlow configuration in the driver. Certificate authentication may take place without any
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user interaction or may require the user to input a passphrase to unlock the certificate.
EAP messages can result in pop ups to the user. Notification messages from the
authenticator are immediately displayed, and the identity request alowsfor adisplay
prompt. If the user is challenged to enter credentials, a pop up is displayed to enter the
credentids that will be passed to the authentication server.

6.3 802.1x on Wireless LANS

802.1x provides a framework for user authentication over wirdess LANs. The only minor
changeisto define how a"network port" existss within 802.11. The IEEE decided that an
association between a station and an access point would be considered a”logica port” for
the purpose of interpreting 802.1x. The successful exchange of Association Request and
Association Response frames is reported to the 802.1x state engine asthe link layer
becoming active. 802.11 association must complete before the 802.1x negotiation begins
because the 802.1x state machine requires an active link. Prior to a successful 802.1x
authentication, the access point drops al non-802.1x traffic. Once the authentication
succeeds, the access point removes thefilter and dlows traffic to flow normdly.

The second change made possible by 802.1x is that the EAPOL-Key frame can be used to
digribute keying information dynamicaly for WEP. Figure 6-9 shows a sample EAPOL
exchange on an 802.11 network. The only differences from the previous figure are the
requirements of the 802.11 Association Request and Response before beginning the
EAPOL exchange and the EAPOL-Key frame that follows the EAP-Success frame. The
figure dso omits the closing EAPOL-L ogoff message.

Figure 6-9. EAPOL exchange on an 802.11 network
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6.3.1 Association Transfer
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802.1x was designed for stations that attach to aport, useit, and then finish. 802.11 poses
additional complexities for 802.1x because the association can move from access point to
access point. Nothing in 802.1x describes how to move an authentication relationship
from one port to another, because 802.1x was designed for awired world. Transfer of the
associaion and authentication information is an active area of sandards development,

and it should be addressed in the find 802.11i specification. Severa proposdsfor a"fast
handoff" between access points have been submitted, but their development and
standardization will require cooperating with the task group developing the Inter-Access
Point Protocol.

6.3.2 Keying

The EAPOL-Key frame dlows keys to be sent from the access point to the client and vice
versa. One commercia implementation uses two WEP keys for each associated dtation.
One key encrypts downstream traffic to the client, and the other encrypts traffic from the
client to the access point. Key exchange frames are sent only if the authentication

succeeds; this prevents the compromise of key information. EAPOL-Key frames can be
used periodicaly to update keys dynamicaly aswell. Severd of the wesknessesin WEP
gem from the long lifetime of the keys. When it is difficult to rekey every sation on the
network, keys tend to be used for long periods of time. Severa experts have
recommended changing WEP keys on aregular bas's, but no practical mechanism to do
S0 has exigted until now, with the development of 802.1x.

6.3.3 Enhancements to 802.11 Made Possible by 802.1x

802.1x brings a number of enhancements to 802.11 networks. Instead of deploying of
Mohile IP, it might be possible for user-specific VLANSs to be dynamically assgned
using the RADIUS tunnd attributes specified in RFC 2868. Dynamic VLANSs are clearly
not an Internet-scae solution, but they may be a feasible enterprise solution.

Public Ethernet ports are much more attractive in an 802.1x world because they cantiein
to acentrdized hilling infrastructure usng RADIUS accounting, defined in RFCs 2866
and 2867 (Figure 6-10). When a user attempts to use a public Ethernet port, he can be
authenticated by a corporate RADIUS server, and the company can be billed based on
accounting information generated by the service provider's RADIUS server. "Routing” of
RADIUS requests to the correct home server can be done if the user identifiers are
formatted according to RFC 2486.

Figure 6-10. 802.11x supporting public Ethernet ports
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One further advantage that 802.1x could bring to the build-out of 802.11 networksis a
multiprovider access point. Theideais smple. Wirdess networks are difficult and costly
to build because of the extensive survey work required to avoid sources of interference. If
the infrastructure could be built once and shared by anumber of service providers, the
overdl network costs would be much lower.

Asan example, airports are a popular wirdess LAN "hot spot." Several service providers
have attempted to build nationwide networks to alow roaming, and the airlines
themsalves may want to access an arport-wide wirdess LAN. Multiprovider access
points could be shared between severa users, such as afew different wirdess service
providers plus airline kiosks and baggage workers. Multiprovider access points would
need to support multiple wirdess networks (multiple SSIDs) and multiple VLANS.

802.1x plays akey role in dlowing the access point to implement only polices configured
on externd servers. Airlines are likely to have much more stringent access controls for
their interna networks than awireess service provider.
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Chapter 7. Management Operations

While being untethered from a wired network can be an advantage, it can lead to
problems: the medium is unrdliable, unauthorized users can take advantage of the lack of
physica boundaries, and power consumption is critica when devices are running on
batteries. The management features of the 802.11 protocol were designed to reduce the
effect of these problems.

Some device drivers dlow you to customize the management features discussed in this
chapter. Keegp in mind, though, that the capabilities of the device driver vary from one
product to another, and the state of wireless networking is such that some vendors are
trying to produce the most feature-rich products possible, while others are aming at the
home market and trying to produce the smplest products. The only way to know what's
possibleisto understand the capabilities that have been built into the protocol. Then
you'l be in agood position to work with whatever hardware dropsin your 1ap.

7.1 Management Architecture

Conceptually, the 802.11 management architecture is composed of three components. the
MAC layer management entity (MLME), a physica-layer management entity (PLME),
and a system management entity (SME). The reation between the different management
entities and the related parts of 802.11 isshown in Figure 7-1.

Figure 7-1. Relationship between management entities and components of
the 802.11 specification

MAC MLME
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802.11 does not formally specify the SME. It is the method by which users and device
driversinteract with the 802.11 network interface and gather information about its status.
Both the MAC and PHY layers have access to a management information base (MIB).
The MIB has objects that can be queried to gain status information, as well as objects that
can cause certain actions to take place. A full description of the 802.11 MIB isfound in

Appendix A.

There are three defined interfaces between the management components. The Sation
management entity may dter both the MAC and PHY MIBs through the MLME and
PLME service interfaces. Additionaly, changes to the MAC may require corresponding
changesin the PHY, so an additional interface between the MLME and PLME dlowsthe
MAC to make changesto the PHY.
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7.2 Scanning

Before usng any network, you must firgt find it. With wired networks, finding the
network is easy: ook for the cable or ajack on the wall. In the wirdess world, Sations
must identify a compatible network before joining it. The process of identifying existing
networks in the areaiis called scanning.

Severd parameters are used in the scanning procedure. These parameters may be
specified by the user; many implementations have default vaues for these parametersin
the driver.

BSSType (independent, infrastructure, or both)

Scanning can specify whether to seek out independent ad hoc networks,
infrastructure networks, or al networks.

BS3D (individual or broadcast)

The device can scan for a specific network to join (individual) or for any network
that iswilling to dlow it to join (broadcast). When 802.11 devices are moving,
setting the BSSID to broadcast is a good idea because the scan results will indude
al BSSsinthe area

SSID ("network name")

The SSID assigns astring of bits to an extended service set. Most products refer
to the SSID as the network name because the string of bitsis commonly set to a
humant readable string. Clients wishing to find any network should set thisto the
broadcast SSID.

ScanType (active or passive)

Active scanning uses the tranamission of Probe Request frames to identify
networksin the area. Passive scanning saves battery power by listening for
Beacon frames.

ChannelList

Scans mugt ether transmit a Probe Request or listen on a channd for the existence
of anetwork. 802.11 dlows stations to specify alist of channelsto try. Products
alow configuration of the channd ligt in different ways. What exactly congtitutes
achannd depends on the physicd layer in use. With direct-sequence products, it
isaligt of channels. With frequency-hopping products, it is a hop pattern.

ProbeDelay
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Thisisthe delay, in microseconds, before the procedure to probe a channd in
active scanning begins. This delay ensures that an empty or lightly loaded channdl
does not completely block the scan.

MinChannel Time and MaxChannel Time

These vaues, specified in time units (TUs), specify the minimum and maximum
amount of time that the scan works with any particular channd.

7.2.1 Passive Scanning

Passive scanning saves battery power because it does not require transmitting. In passive
scanning, a station moves to each channed on the channel list and waits for Beacon

frames. Any Beacons recaived are buffered to extract information about the BSS that sent
them.

In the passive scanning procedure, the station sweeps from channe to channd and
records information from any Beacons it recelves. Beacons are designed to dlow a
dation to find out everything it needs to match parameters with the basic service set

(BSS) and begin communicetions. In Figure 7-2, the mobile station uses a passive scan to
find BSSsin its areg; it hears Beacon frames from the first three access points. If it does
not hear Beacons from the fourth access point, it reports that only three BSSs were found.

Figure 7-2. Passive scanning
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7.2.2 Active Scanning

In active scanning, a tation takes a more assertive role. On each channdl, Probe Request
frames are used to solicit responses from a network with a given name. Rather than
listening for that network to announce itself, an active scan atemptsto find the network.
Stations using active scanning employ the following procedure for each channd in the
chamnd ligt:

1. Moveto the channd and wait for either an indication of an incoming frame or for
the ProbeDeay timer to expire. If an incoming frame is detected, the channd isin
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use and can be probed. The timer prevents an empty channel from blocking the
entire procedure; the gation won't wait indefinitdy for incoming frames.
2. Gain access to the medium using the basic DCF access procedure and send a
Probe Request frame.
3. Wait for the minimum channd time, MinChanne Time, to egpse.
a. If the medium was never busy, there is no network. Move to the next
channd.
b. If the medium was busy during the MinChannd Time interva, wait until
the maximum time, MaxChannel Time, and process any Probe Response
frames.

Probe Response frames are generated by networks when they hear a Probe Request thet is
searching for the extended service set to which the network belongs. At a party, you

might look for afriend by wandering around the dance floor shouting out his or her

name. (It's not polite, but if you redly want to find your friend, you may not have much
choice)) If your friend hears you, he or she will respond—otherswill (you hope) ignore
you. Probe Request frames function smilarly, but they can aso use abroadcast SSID,
which triggers a Probe Response from all 802.11 networks in the area. (It's like shouting
"Firel" a the party—that's sure to result in aresponse from everybody!)

One gtation in each BSSis responsible for responding to Probe Requests. The Station that
transmitted the last Beacon frameis aso responsible for transmitting any necessary Probe
Response frames. In infrastructure networks, the access points transmit Beacons and thus
are aso responsible for responding to itinerant stations searching the area with Probe
Requests. IBSSs may pass around the respongbility of sending Beacon frames, so the
station that transmits Probe Response frames may vary. Probe Responses are unicast
management frames and are therefore subject to the positive acknowledgment
requirement of the MAC.

It is common for multiple Probe Responses to be transmitted as aresult of asingle Probe
Request. The purpose of the scanning procedureisto find every basic service area that
the scanning station can join, o abroadcast Probe Request results in a response from
every access point within range. Any overlgpping independent BSSs may aso respond.

Figure 7-3 shows the relationship between the transmission of Probe frames and the
various timing intervas that can be configured as part of ascan.

Figure 7-3. Active scanning procedure and medium access
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In Figure 7-3a, amobile station transmits a probe request to which two access points
resoond. The activity on the medium is shown in Figure 7-3b. The scanning station
transmits the Probe Request after gaining access to the medium. Both access points
respond with a Probe Response that reports their network's parameters. Note that the

second Probe Response is subject to the rules of the distributed coordination function and

must wait for the congestion window to e apse before transmitting. The first responseis
transmitted before the minimum response time eapses, o the Sation waits until the
maximum response time has € gpsed before collating the results. In areas with alarge
number of networks, it may be necessary to adjust the maximum channd time so the
responses from al the access points in the area can be processed.

7.2.3 Scan Report
A scan report is generated at the conclusion of ascan. The report lists dl the BSSs that
the scan discovered and their parameters. The complete parameter list enablesthe
scanning station to join any of the networks that it discovered. In addition to the BSSID,
SSID, and BSSType, the parameters aso include

M The items actually exposed by any particular software vary.

Beacon interval (integer)

Each BSS can tranamit Beacon frames at its own specific interva, measured in
TUs.

DTIM period (integer)

DTIM frames are used as part of the power-saving mechanism.
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Timing parameters

Two fidds assst in synchronizing the sation's timer to the timer used by aBSS.
The Timestamp fidld indicates the value of the timer received by the scanning
gation; the other fidd is an offset to enable a gation to match timing information
to join aparticular BSS.

PHY parameters, CF parameters, and | BSS parameters

These three facets of the network have their own parameter sets, each of which
was discussed in detail in Chapter 4. Channe information isincluded in the
physca-layer parameters.

BSSBas cRateSet

Thebasicrate st isthe list of datarates that must be supported by any station
wishing to join the network. Stations must be able to recelve data at dl the rates
listed in the set. The badic rate set is composed of the mandatory ratesin the
Supported Rates information eement of management frames, as presented in

Chapter 4.

7.2.4 Joining

After compiling the scan results, a station can dect to join one of the BSSs. Joiningisa
precursor to association; it is analogous to aiming awegpon. It does not enable network
access. Before this can happen, both authentication and association are required.

Choosing which BSSto join is an implementationspecific decison and may even
involve user intervention. BSSs that are part of the same ESS are dlowed to make the
decison in any way they choose; common criteria used in the decison are power level
and sgnd drength. Observers cannot tell when a station has joined a network because
the joining processis internd to anode; it involves matching loca parametersto the
parameters required by the selected BSS. One of the most important tasksisto
synchronize timing information between the mobile station and the rest of the network, a
process discussed in much more detail in Section 7.6.

The gtation must dso maich the PHY parameters, which guarantees that any
transmissions with the BSS are on the right channdl. (Timer synchronization aso

guarantees that frequency-hopping stations hop at the correct time, too.) Using the BSSID

ensures that transmissions are directed to the correct set of stations and ignored by
gations in another BSS.2 Capability information is also taken from the scanresult, which
matches the use of WEP and any high-rate capabilities. Stations must also adopt the
Beacon interval and DTIM period of the BSS, though these parameters are not as
important as the others for enabling communication.
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A Technically, this is true only for stations obeying the filtering rules for
received frames. Malicious attackers intent on compromising network
security can easily choose to disobey these rules and capture frames.

7.3 Authentication

On awired network, authentication isimplicitly provided by physical access; if youre
close enough to the network to plug in a cable, you must have gotten by the receptionist

at the front door. While thisis awesak definition of authentication, and one that is clearly
ingppropriate for high-security environments, it works reasonably well aslong asthe
physical access control procedures are strong. Wireless networks are attractive in large
part because physical accessis not required to use network resources. Therefore, amajor
component of maintaining network security is ensuring that stations attempting to

associate with the network are alowed to do so. Two mgjor approaches are specified by
802.11: open-system authentication and shared-key authentication. Shared-key
authentication is based on WEP and requires thet both stations implement WEP.

802.11 does not redtrict authentication to any particular scenario. Any station can
authenticate with any other gation. In practice, authentication is most useful in
infragtructure networks. The usefulness of authentication for infrasiructure networksis
due in part to the design of the authentication methods, which do not redly result in
mutua authentication. As amatter of design, the authentication processrealy only
proves the identity of one station. 802.11 implicitly assumesthat access pointsarein a
privileged position by virtue of the fact thet they are typicaly under control of network
adminigrators. Network administrators may wish to authenticate mobile stations to
ensure that only authorized users access the 802.11 network, but mobile stations can't
authenticate the access point. For this reason, the examplesin this section assume that a
mobile station such as an 802.11-equipped PC is atempting to authenticate to an access
point. The standard, however, does not restrict authentication to infrastructure networks.

802.11 authenticetion is currently a one-way street. Stations wishing to join a network
must authenticate to it, but networks are under no obligation to authenticate themsdlvesto
agation. The designers of 802.11 probably felt that access points were part of the
network infrastructure and thusin amore privileged postion, but this curious omission
makes a martin-the-middle attack possible. A rogue access point could certainly send
Beacon frames for anetwork it is not a part of and attempt to sted authentication
credentials.

7.3.1 Open-System Authentication

Open-system authentication is the only method required by 802.11. Cdling it
authentication is stretching the meaning of the term agreet deal. In open-system
authentication, the access point accepts the mobile station at face vaue without verifying
itsidentity. (Imagine aworld where amilar authentication gpplied to bank withdrawalsl)
An open-system authentication exchange considts of two frames, shown in Figure 7-4.
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Figure 7-4. Open-system authentication exchange

I Fram - suurce (idemtity)
Authenticarion algorithm - & (apen sysfem)
Sequence number - |

j? & Authentigation afgorithm - fopen system} i AP

Sequence pumber - 2
Sfatus code

(lient

The firgt frame from the mobile station is a management frame of subtype authentication.
802.11 does not formaly refer to this frame as an authentication request, but thet isits
practical purpose. In 802.11, the identity of any station isits MAC address. Like Ethernet
networks, MAC addresses must be unique throughout the network and can readily double
as station identifiers. Access points use the source address of frames as the identity of the
sender; no fidds within the frame are used to further identify the sender.

There are two information elementsin the body of the authentication request. Fird, the
Authentication Algorithm Identification is set to O to indicate that the opensystem
method isin use. Second, the Authentication Transaction Sequence number isset to 1 to
indicate that the firgt frameisin fact the first frame in the sequence.

The access point then processes the authentication request and returns its response. Like
the first frame, the response frame is a management frame of subtype authentication.

Three information dements are present: the Authentication Algorithm Identification field

is set to 0 to indicate opensystem authentication, the Sequence Number is 2, and a Status
Code indicates the outcome of the authentication request. Vaues for the Status Code are
shownin Table 4-6.

Address Filtering

WEP is not required by 802.11, and anumber of earlier products implement
only opensystem authentication. To provide more security than straight open
system authentication alows, many products offer an "authorized MAC address
list." Network administrators can enter alist of authorized client addresses, and
only clients with those addresses are alowed to connect.

While addressfiltering is better than nothing, it leaves a greet dedl to be desired.
MAC addresses are generaly software- or firmware- programmable and can
easly be overridden by an attacker wishing to gain network access.
Furthermore, distributing lists of alowed addresses to multiple access pointsisa
painful process. Some access points implement trivid file transfer protocol
(TFTP) sarversthat dlow adminigtrators to push out the addressligts, but TFTP
is fraught with its own security perils.

Authorized addressfiltering may be part of a security solution, but it should not
be the linchpin. Shared-key authentication is currently the strongest sandardized
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solution available. Once network administrators have made the effort to
digtribute the WEP keys, authentication will be as secure as standards provide
for, and address filtering will only add complexity without significant additiond
security benefits.

7.3.2 Shared-Key Authentication

Shared- key authentication makes use of WEP and therefore can be used only on products
that implement WEP. Furthermore, 802.11 requires that any stations implementing WEP
a0 implement shared-key authentication. Shared- key authentication, asits name

implies, requiresthat a shared key be distributed to stations before attempting
authentication. A shared-key authentication exchange conssts of four management

frames of subtype authentication, shown in Figure 7-5.

Figure 7-5. Shared-key authentication exchange
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Thefirg frameis nearly identicd to the firgt frame in the open-system authentication
exchange. Like the opensystem frame, it hasinformation eements to identify the
authentication agorithm and the sequence number; the Authentication Algorithm
Identification is set to 1 to indicate shared-key authentication.

Instead of blindly alowing admission to the network, the second frame in a shared-key
exchange serves as a chdlenge. Up to four information e ements may be present in the
second frame. Naturdly, the Authentication Algorithm Identification, Sequence Number,
and Status Code are present. The access point may deny an authentication request in the
second frame, ending the transaction. To proceed, however, the Status Code should be set
to 0 (success), as shown in Figure 7-5. When the Status Code is successful, the frame dso
includes afourth information dement, the Chalenge Text. The Chdlenge Text is

composed of 128 bytes generated using the WEP keystream generator with arandom key
and initidization vector.

The third frame is the mobile station's response to the chalenge. To provethat it is
alowed on the network, the mobile station congtructs a management frame with three
information elements: the Authntication Algorithm Identifier, a Sequence Number of 3,
and the Chdlenge Text. Before tranamitting the frame, the mobile station processes the
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frame with WEP. The header identifying the frame as an authentication frame is
preserved, but the information elements are hidden by WEP.

After receiving the third frame, the access point attempts to decrypt it and verify the WEP
integrity check. If the frame decrypts to the Challenge Text, and the integrity check is
verified, the access point will respond with a status code of successful. Successful
decryption of the chalenge text proves that the mobile station has been configured with
the WEP key for the network and should be granted access. If any problems occur, the
access point returns an unsuccessful status code.

7.3.3 Preauthentication

Stations must authenticate with an access point before associating with it, but nothing in
802.11 requires that authentication take place immediately before association. Stations
can authenticate with severa access points during the scanning process so that when
association is required, the station is already authenticated. Thisis called
preauthentication. As aresult of preauthentication, stations can reassociate with access
points immediately upon moving into their coverage areq, rather than having to wait for
the authentication exchange.

In both parts of Figure 7-6, there is an extended service set composed of two access
points. Only one mobile gation is shown for smplicity. Assume the mobile Sation sarts
off associated with APL at the left Sde of the diagram because it was powered onin
APL's coverage area. As the mobile station moves towards theright, it must eventualy
associate with AP2 asit leaves APL's coverage area.

Figure 7-6. Time savings of preauthentication
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Preauthentication is not used in the most literd interpretation of 802.11, shown in Figure
7-6a. Asthe mobile station moves to the right, the signal from AP1 wesakens. The sation
continues monitoring Beacon frames corresponding to its ESS, and will eventudly note
the existence of AP2. At some point, the station may choose to disassociate from APL,
and then authenticate and reassociate with AP2. These steps are identified in thefigure, in
which the numbers are the time vaues from Table 7-1.

Table 7-1. Chronology for Figure 7-6
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Ste Action withqut preauthentication Action with preauthentication (Eigure 7-
(Eigure 7-6a) 6b)
0 |Stationisassociated with APL Station is associated with APL
, o Station moves right into the overlgp between
1 ?;ngmgv Sesslr Iagr?; ||r31t§8t2e overlgp iﬁgl and BSSZg and detects the i)?&eence of
15 Station preauthenticatesto AP2
5 AP_2's sgnd is stronger, so Sation AP2's signai_ is stronger, S0 Sation decidesto
decides to move association to AP2 move association to AP2
3 |Sation authenticatesto AP2 Station begins using the network
4  |Station reassociates with AP2
5 |Station begins using the network

Figure 7-6b shows what happens when the station is capable of preauthentication. With
this minor software modification, the station can authenticate to AP2 assoon asit is
detected. Asthe ation isleaving APL's coverage areg, it is authenticated with both AP1
and AP2. The time savings become apparent when the station leaves the coverage area of
AP1L: it can immediately reassociate with AP2 because it is aready authenticated.
Preauthentication makes roaming a smoother operation because authentication can teke
place beforeit is needed to support an association. All the stepsin Figure 7-6b are
identified by time vduesfrom Table 7-1.Proprietary Authentication Approaches

The shared-key authentication method has its drawbacks. It is stronger than opensystem
authentication with addressfiltering, but it inherits dl of WEP's security wesknesses. In
response, some vendors have devel oped proprietary public-key authentication agorithms,
many of which are based on 802.1x. Some of these proprietary gpproaches may serve as
the basis for future standards work.

7.4 Association

Once authentication has completed, stations can associate with an access point (or
reassociate with a new access point) to gain full accessto the network. Associationisa
recordkeeping procedure that alows the distribution system to track the location of each
mobile station, so frames destined for the mobile station can be forwarded to the correct
access point. After association completes, an access point must register the mobile Sation
on the network so frames for the mobile station are ddlivered to the access point. One
method of registering is to send a gratuitous ARP 0 the station's MAC addressis
associated with the switch port connected to the access point.

Association is redtricted to infrastructure networks and is logicaly equivalent to plugging
into awired network. Once the procedure is complete, a wireless station can use the
digtribution system to reach out to the world, and the world can respond through the
distribution system. 802.11 explicitly forbids associating with more than one access

point.
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7.4.1 Association Procedure
The basic association procedureis shown in Figure 7-7.

Figure 7-7. Association procedure
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Like authentication, association isinitiated by the mobile station. No sequence numbers
are needed because the association process is a three-step exchange. The two frames are
management frame subtypes defined by the specification. As unicast management

frames, both steps in the association procedure are composed of an association frame and
the required link-1ayer acknowledgment:

1. Once amobile station has authenticated to an access point, it can issue an
Association Request frame. Stations that have not yet authenticated receive a
Deauthentication frame from the access point in response.

2. The access point then processes the association request. 802.11 does not specify
how to determine whether an association should be granted; it is specific to the
access point implementation. One common consideration is the amount of space
required for frame buffering. Rough estimates are possible based on the Listen
Interva in the Association Request frame.

a.  When the association request is granted, the access point responds with a
satus code of 0 (successful) and the Association ID (AID). The AlD isa
numerica identifier used to logicdly identify the mobile sation to which
buffered frames need to be delivered. More detail on the process can be
foundin Section 7.5 of this chapter.

b. Unsuccessful association requests include only a status code, and the
procedure ends.

3. The access point begins processing frames for the mobile gation. In al commonly
used products, the distribution system medium is Ethernet. When an access point
receives a frame destined for an associated mobile station, that frame can be
bridged from the Ethernet to the wirdess medium or buffered if the mobile station
isin apower-saving gate. In shared Ethernets, the frame will be sent to al the
access points and will be bridged by the correct one. In switched Ethernets, the
sation's MAC address will be associated with a particular switch port. That
switch port is, of course, connected to the access point currently providing service
for the sation.

7.4.2 Reassociation Procedure
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Reassociation is the process of moving an association from an old access point to anew
one. Over theair, it isamost the same as an association; on the backbone network,
however, access points may interact with each other to move frames. When a gation
moves from the coverage area of one access point to another, it uses the reassociation
process to inform the 802.11 network of its new location. The procedure is shown in
Haure 7-8.

Figure 7-8. Reassociation procedure
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The mobile station begins the procedure associated with an access point. The Sation
monitors the quaity of the Sgnd it receives from that access point, aswell as the sgnd
qudlity from other access pointsin the same ESS. When the mobile station detects that

another access point would be a better choice, it initiates the reassociation procedure. The
factors used to make that decision are product- dependent. Received signd strength can be

used on a frame-by-frame basis, and the constant Beacon transmissions provide a good
basdine for sgnd strength from an access point. Before the first step, the mobile Sation
must authenticate to the new access point if it has not done so dready.

Figure 7-8 depicts the following steps.

1. Themobile station issues a Reassociation Request to the new access point.
Reassociation Requests have content Smilar to Associaion Requests. The only
difference isthat Reassociation Request frames contain afield with the address of

the old access point. The new access point must communicate with the old access

point to determine that a previous association did exist. The content of the inter-
access point messages is proprietary, though the 802.11 working group isin the
process of gandardizing the inter-access point protocol. If the new access point
cannot verify that the old access point authenticated the station, the new access

point responds with a Deauthentication frame and ends the procedure.

2. The access point processes the Reassociation Request. Processing Reassociation
Reguestsis smilar to processing Association Requests, the same factors may be
used in deciding whether to alow the reassociation:

a. If the Reassociation Request is granted, the access point responds with a
Status Code of O (successful) and the AID.

b. Unsuccessful Reassociation Requests include just a Status Code, and the
procedure ends.
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3. The new access point contacts the old access point to finish the reassociation
procedure. This communication is part of the |APP.

4. The old access point sends any buffered frames for the mobile station to the new
access point. 802.11 does not specify the communication between access points;
filling in thisomission is one of the mgjor sandardization effortsin the 802.11
working group. At the conclusion of the buffered frame transfer:

a. Any frames buffered at the old access point are transferred to the new
access point so they can be delivered to the mobile station.

b. The old access point terminates its association with the mobile station.
Mobile stations are alowed to associate with only one access point at any
giventime

5. The new access point begins processing frames for the mobile station. When it
recelves a frame destined for the mobile station, that frame is bridged from the
Ethernet to the wireless medium or buffered for a mobile station in a power-
saving mode.

Reassociation is aso used to rejoin anetwork if the station |leaves the coverage area and
returns later to the same access point. Figure 7-9 illugtrates this scenario.

Figure 7-9. Reassociation with the same access point
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7.5 Power Conservation

The mgjor advantage of wireless networks is that network access does not require nodes
to bein any particular location. To take full advantage of mobility, nothing can congrain
the location of anode, including the availahility of eectricad power. Mobility therefore
implies that most mobile devices can run on batteries. But battery power is a scarce
resource; batteries can run only so long before they need to be recharged. Requiring
mobile usersto return frequently to commercia power isinconvenient, to say the leedt.
Many wirdless gpplications require long battery life without sacrificing network
connectivity.

Aswith any other network interface, powering down the transceiver can lead to great
power savings in wireless networks. When the transceiver is off, it is said to be dlegping,
dozng, or in power-saving mode (PS). When the transceiver ison, it issaid to be awake,
active, or amply on. Power conservation in 802.11 is achieved by minimizing the time
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spent in the latter stage and maximizing the time in the former. However, 802.11
accomplishes this without sacrificing connectivity.

7.5.1 Power Management in Infrastructure Networks

Power management can achieve the greatest savings in infrastructure networks. All traffic
for mobile stations must go through access points, so they are an ided location to buffer
traffic. There is no need to work on adistributed buffer system that must be implemented
on every gation; the bulk of the work iseft to the access point. By definition, access
points are aware of the location of mobile ations, and amobile station can communicate
its power management state to its access point. Furthermore, access points must remain
active a al times; it is assumed that they have access to continuous power. Combining
these two facts dlows access points to play akey role in power management on
infrastructure networks.

Access points have two power management-related tasks. First, because an access point
knows the power management state of every station that has associated with it, it can
determine whether aframe should be delivered to the wireless network because the
gation is active or buffered because the ation is adeep. But buffering frames aone does
not enable mobile ations to pick up the data waiting for them. An access point's second
task isto announce periodicaly which gtations have frames waiting for them. The
periodic announcement of buffer status dso helps to contribute to the power savingsin
infrastructure networks. Powering up areceiver to listen to the buffer status requires far
less power than periodicdly tranamitting polling frames. Stations only need to power up
the trangmitter to tranamit polling frames after being informed that thereis areason to
expend the energy.

Power management is designed around the needs of the battery-powered mobile stations.
Mobile stations can deep for extended periods to avoid using the wireless network
interface. Part of the association request isthe Listen Interval parameter, which isthe
number of Beacon periods for which the mobile station may choose to deep. Longer
listen intervals require more buffer space on the access point; therefore, the Listen

Interva is one of the key parameters used in estimating the resources required to support
an association. The Ligten Interva is a contract with the access point. In agreeing to
buffer any frames while the mobile tation is degping, the access point agrees to wait for
a least the ligen interva before discarding frames. If a mobile station failsto check for
waiting frames after each ligten interva, they may be discarded without notification.

7.5.1.1 Unicast frame buffering and delivery using the Traffic Indication Map (TIM)

When frames are buffered, the destination node's AID provides the logical link between
the frame and its destination. Each AID islogicaly connected to frames buffered for the
mobile Sation that is assigned that AID. Multicast and broadcast frames are buffered and
linked to an AID of zero. Ddlivery of buffered multicast and broadcast frames is treated
in the next section.
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Buffering isonly hdf the battle. If ations never pick up ther buffered frames, saving

the framesis arather pointless exercise. To inform stations that frames are buffered,
access points periodicaly assemble atraffic indication map (TIM) and tranamit it in
Beacon frames. The TIM isavirtua bitmap composed of 2,008 bits; offsets are used so
that the access point needs to transmit only asmall portion of the virtud bitmap. This
conserves network cagpacity when only afew dations have buffered data. Each bit in the
TIM corresponds to a particular AlD; setting the bit indicates that the access point has
buffered unicast frames for the station with the AID corresponding to the bit position.

Mobile stations must wake up and enter the active mode to listen for Beacon frames to
recaive the TIM. By examining the TIM, a gtation can determine if the access point has
buffered traffic on its behdf. To retrieve buffered frames, mobile sations use PS-Pall
Control frames. When multiple sations have buffered frames, al stations with buffered
data must use the random backoff agorithm before transmitting the PS-Poll.

Each PS-Poll frame is used to retrieve one buffered frame. That frame must be positively
acknowledged before it is removed from the buffer. Positive acknowledgment is required
to keep a second, retried PS-Poll from acting as an implicit acknowledgment. Figure 7-10
illustrates the process.

Figure 7-10. PS-Poll frame retrieval
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If multiple frames are buffered for a mobile station, then the More Data bit in the Frame
Control field is set to 1. Mobile gtations can then issue additiona PS-Poll requests to the
access point until the More Data bit is set to 0, though no time congtraint isimposed by
the standard.

After transmitting the PS-Poll, a mobile station must remain awake until either the
polling transaction has concluded or the bit corresponding to its AID isno longer setin
the TIM. The reason for the first caseis obvious: the mobile station has successfully
polled the access point; part of that transaction was a notification that the mobile sation

137

RED HAT 1052
RED HAT V. CAS



will be returning to a degping mode. The second case dlows the mobile station to return
to a power conservation mode if the access point discards the buffered frame. Once all
the traffic buffered for agtation is deivered or discarded, the station can resume deeping.

The buffering and ddlivery processisillugtrated in Figure 7-11, which shows the medium
asit appears to an access point and two associated power-saving dations. The hash marks
on the timeline represent the beacon interva. Every beacon intervad, the access point
tranamits a Beacon frame with a TIM information dement. (Thisfigure is somewhat
amplified. A specid kind of TIM is used to deliver multicast traffic; it will be described

in the next section.) Station 1 has aligten interval of 2, so it must wake up to receive

every other TIM, while station 2 has alisten interva of 3, so it wakes up to process every
third TIM. The lines above the station base lines indicate the ramp-up process of the
recaiver to listen for the TIM.

Figure 7-11. Buffered frame retrieval process
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At thefirst beacon interval, there are frames buffered for sation 1. No frames are
buffered for station 2, though, so it can immediately return to deep. At the second beacon
interval, the TIM indicates that there are buffered frames for Sations 1 and 2, though only
station 1 woke up to listen to the TIM. Station 1 issues a PS-Poll and recelves the frame
in response. At the conclusion of the exchange, Sation 1 returnsto deep. Both stations
are adeep during the third beacon. At the fourth beacon, both wake up to listen to the
TIM, which indicates that there are frames buffered for both. Both station 1 and station 2
prepare to transmit PS-Poll frames after the expiration of a contention window
countdown as described in Chapter 3. Station 1 wins because its random delay was
shorter. Station 1 issues a PS-Poll and recaives its buffered frame in response. During the
transmission, station 2 defers. If, at the end of that frame transmission, athird station,
which is not illustrated, saizes the medium for transmission, Sation 2 must continue to

stay awake until the next TIM. If the access point has run out of buffer space and has
discarded the buffered frame for gtation 2, the TIM at the fifth beacon indicates that no
frames are buffered, and station 2 can finaly return to alow-power mode.

Stations may switch from a power conservation mode to active mode a any time. It is
common for laptop computers to operate with full power to dl peripheras when
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connected to AC power and conserve power only when using the battery. If amobile
dation switches to the active mode from a degping mode, frames can be transmitted
without waiting for a PS-Poll. PS-Poll framesindicate that a power-saving mobile Sation
has temporarily switched to an active mode and is ready to receive a buffered frame. By
definition, active stations have transceivers operating continuoudy. After aswitch to
active mode, the access point can assume that the receiver is operationa, even without
recaiving explicit notification to thet effect.

Access points must retain frames long enough for mobile stations to pick them up, but
buffer memory is afinite resource. 802.11 mandates that access points use an aging
function to determine when buffered frames are old enough to be discarded. The standard
leaves a great ded to the discretion of the developer because it specifies only one
congraint. Mobile stations depend on access points to buffer traffic for at least the listen
interva specified with the association, and the standard forbids the aging function from
discarding frames before the listen interval has elgpsed. Beyond that, however, thereisa
great dedl of latitude for vendors to develop different buffer management routines.

7.5.1.2 Delivering multicast and broadcast frames: the Delivery TIM (DTIM)

Frames with a group address cannot be ddlivered using a polling agorithm because they
are, by definition, addressed to a group. Therefore, 802.11 incorporates a mechanism for
buffering and ddlivering broadcast and multicast frames. Buffering isidenticd to the
unicast case, except that frames are buffered whenever any station associated with the
access point is deeping. Buffered broadcast and multicast frames are saved using AID 0.
Access points indicate whether any broadcast or multicast frames are buffered by setting
the firgt bit in the TIM to O; this bit correspondsto AID O.

Each BSS has a parameter caled the DTIM Period. TIMs are transmitted with every
Beacon. At afixed number of Beacon intervals, a specid type of TIM, aDdivery Treffic
Indication Map (DTIM), is sent. The TIM dement in Beacon frames contains a counter
that counts down to the next DTIM; this counter iszero inaDTIM frame. Buffered
broadcast and multicast traffic is transmitted after a DTIM Beacon. Multiple buffered
frames are transmitted in sequence; the More Data bit in the Frame Control field indicates
that more frames must be transmitted. Norma channd acquisition rules gpply to the
transmission of buffered frames. The access point may choose to defer the processing of
incoming PS-Poll frames until the frames in the broadcast and multicast transmisson
buffers have been transmitted.

Figure 7-12 shows an access point and one associated sation. The DTIM interva of the
access point is set to 3, so every third TIM isaDTIM. Station 1 isoperating in adeep
mode with alisten interva of 3. It will wake up on every third beacon to receive buffered
broadcast and multicast frames. After aDTIM frameis transmitted, the buffered
broadcast and multicast frames are transmitted, followed by any PS-Poll exchanges with
asociated gations. At the second beacon interval, only broadcast and multicast frames
are present in the buffer, and they are tranamitted to the BSS. At the fifth beacon intervd,
aframe has aso been buffered for station 1. It can monitor the map in the DTIM and
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send a PS-Poll after the transmission of buffered broadcast and multicast frames has
concluded.

Figure 7-12. Multicast and broadcast buffer transmission after DTIMs
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To receive broadcast and multicast frames, a mobile station must be awake for DTIM
transmissions. Nothing in the specification, however, kegps power-saving Sationsin
infragtructure networks from waking up to listen to DTIM frames. Some products that
implement power-saving modes will attempt to aign their awakenings with DTIM
tranamissons. If the system adminigtrator determines that battery life is more important

than receiving broadcast and multicast frames, a station can be configured to deep for its
listen period without regard to DTIM transmissons. Some documentation may refer to

this as extremey low power, ultra power-saving mode, deep sleep, or something smilar.

Severd products alow configuration of the DTIM intervd. Lengthening the DTIM

interva dlows mohile sationsto deep for longer periods and maximizes battery life a

the expense of timely ddivery. Shorter DTIM intervals emphasize quick ddivery at the
expense of more frequent power-up and power-down cycles. You can use alonger DTIM
when baitery lifeis at apremium and ddivery of broadcast and multicast framesis not
important. Whether this is gppropriate depends on the gpplications you are using and how
they reect to long link-layer delays.

7.5.2 IBSS Power Management

Power management in an IBSSis not as efficient as power management in an
infrastructure network. In an IBSS, far more of the burden is placed on the sender to
ensure that the receiver is active. Recelvers must so be more available and cannot deep
for the same lengths of time as in infrastructure networks.

Asin infrastructure networks, power management in independent networks is based on
traffic indication messages. Independent networks must use a distributed system because
thereisno logica centra coordinator. Stationsin an independent network use
announcement traffic indication messages (ATIMs), which are sometimes cdled ad hoc
traffic indication messages, to preempt other stations from deeping. All dationsin an
IBSS listen for ATIM frames during specified periods after Beacon transmissions.
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If a gtation has buffered data for another station, it can send an ATIM frame as
notification. In effect, the ATIM frame is a message to keep the transceiver on because
there is pending data. Stations that do not receive ATIM frames are free to conserve
power. In Figure 7-13a, gation A has buffered aframe for station C, so it sends a unicast
ATIM frameto gtation C during the ATIM transmission window, which has the effect of
notifying station C that it should not enter power-saving mode. Station B, however, is
free to power down itswirdessinterface. Figure 7-13b showsamulticast ATIM framein
use. Thisframe can be used to notify an entire group of stations to avoid entering low-
power modes.

Figure 7-13. ATIM usage
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A time window caled the ATIM window follows the Beacon transmission. This window
is the period during which nodes must remain active. No stations are permitted to power
down their wireless interfaces during the ATIM window. It sarts a the time when the
beacon is expected and ends after a period specified when the IBSS is created. If the
beacon is delayed due to atraffic overrun, the usable portion of the ATIM window
ghrinks by the same amount.

The ATIM window isthe only IBSS-specific parameter required to cregte an IBSS.
Setting it to 0 avoids using any power management. Figure 7-14 illugrates the ATIM
window and its relation to the beacon interva. In the figure, the fourth beacon is ddayed
due to abusy medium. The ATIM window remains constant, starting at the target beacon
interval and extending the length of the ATIM window. Of course, the usable period of
the ATIM window shrinks by the length of the delay in beacon transmission.

Figure 7-14. ATIM window
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To monitor the entire ATIM window, stations must wake up before the target beacon
transmission. Four Stuations are possible: the station has transmitted an ATIM, recelved
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an ATIM, neither transmitted nor received, or both transmitted and received. Stations that
transmit ATIM frames must not deep. Tranamitting an ATIM indicates an intent to
transmit buffered traffic and thus an intent to Say active. Stations to which ATIM frames
are addressed must also avoid deeping so they can recelve any frames transmitted by the
ATIM's sender. If a gation both transmits and receives ATIM frames, it Saysup. A
dation is permitted to deep only if it neither transmits nor receivesan ATIM. When a
gation stays up dueto ATIM traffic, it remains active until the conclusion of the next
ATIM window, as shown in Figure 7-15. In the figure, the station goes active for the first
ATIM window. If it does not send or receive any ATIM frames, it degps at the end of the
ATIM window. If it sends or receivesan ATIM frame, asin the second ATIM window,
the station stays active until the concluson of the third ATIM window.

Figure 7-15. ATIM effects on power-saving modes
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Only certain control and management frames can be transmitted during the ATIM
window: Beacons, RTS, CTS, ACK, and, of course, ATIM frames. Transmission takes
place according to the rules of the DCF. ATIM frames may be transmitted only during
the ATIM window because stations may be deeping outsde the ATIM window. Sending
an ATIM frameisusdessif other gationsin the IBSS are degping. In the same vein,
acknowledgments are required for unicast ATIM frames because thet isthe only
guarantee that the ATIM was received and that the frame destination will be active for
the remainder of the beacon interval. Acknowledgments are not required for multicast
ATIM frames because multicast frames cannot be efficiently acknowledged by alarge
group of gations. If al potentid recipients of an ATIM frame were required to
acknowledge it, the mass of acknowledgments could potentialy interrupt network
savice.

Buffered broadcast and multicast frames are tranamitted after the conclusion of the ATIM
window, subject to DCF condiraints. Following the transmission of broadcast and
multicast frames, a Station may atempt to transmit unicast frames that were announced
with an ATIM and for which an acknowledgment was received. Following dl
transmissions announced with an ATIM, stations may transmit unbuffered framesto

other stations that are known to be active. Stations are active if they have tranamitted the
Beacon, an ATIM, or are not capable of deeping. If contention is severe enough to
prevent a station from sending the buffered frame it announced with an ATIM, the gation
must reannounce the transmission with an ATIM at the start of the next ATIM window.

Figure 7-16 illustrates severd of these rules. In the first beacon intervd, the first sation

transmitsamulticast ATIM to stations 2, 3, and 4. Multicast ATIM frames need not be
acknowledged, but the transmission of the ATIM meansthat dl sations must remain
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active for the duration of the first beacon window to receive multicast frames from station
1. When the ATIM window ends, station 1 can tranamit its multicast frameto the other
three stations. After doing so, station 4 can take advantage of the remaining time before
the beacon to transmit aframe to sation 1. It was not cleared with an ATIM, but it is
known to be active.

Figure 7-16. Effect of ATIM on power-saving modes in an IBSS network
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In the second beacon interval, sations 2 and 3 have both buffered a frame for Sation 4,
s0 each tranamits an ATIM. Station 4 acknowledges both. At the conclusion of the ATIM
window, station 1 has neither transmitted nor received an ATIM and can enter alow-
power state until the next beacon interval. However, gation 2's frameis extremely long
and robs gtation 3 of the opportunity to transmit its frame.

Station 3 il has a buffered frame for tation 4 when the third beacon interval opens. It
therefore retranamitsits ATIM frame to station 4, which is acknowledged. Station 2 is not
involved in any ATIM exchanges and can enter alow-power state when the ATIM
window ends. At that time, no broadcast or multicast frames have been buffered, and the
ATIM-cleared frame from Station 3 to station 4 can be trangmitted. After the frame from
3to 4 istranamitted, sation 4 can again take advantage of the remaining time before the
beacon frame to transmit aframe of its own to station 3, which is known to be active
because of the ATIM exchange.

Stations are responsible for maintaining sufficient memory to buffer frames, but the
buffer sze must be traded off againgt the use of that memory for other purposes. The
standard alows a station in an independent network to discard frames that have been
buffered for an "excessve" amount of time, but the dgorithm used to make that
determination is beyond the scope of the standard. The only requirement placed on any
buffer management function is that it retain frames for at least one beacon period.
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7.6 Timer Synchronization

Like other wirdess network technologies, 802.11 depends a great deal on the distribution
of timing information to al the nodes. It is especialy important in frequency-hopping
networks because dl gtations on the network must change frequency channelsin a
coordinated pattern. Timing information is aso used by the medium reservation
mechanisms.

In addition to loca station timing, each dtation in abasic service area maintains a copy of
the timing synchronization function (TSF), which isalocd timer synchronized with the
TSF of every other station in the basic service area. The TSF is based on a 1-MHz clock
and "ticks' in microseconds. Beacon frames are used to periodicaly announce the value
of the TSF to other gtations in the network. The "now" in atimestamp is when the firgt bit
of the timestamp hitsthe PHY for transmission.

7.6.1 Infrastructure Timing Synchronization

The ease of power management in an infrastructure network is based on the use of access
points as centra coordinators for data distribution and power management functions.
Timing in infrasiructure networks is quite Smilar. Access points are responsible for
maintaining the TSF time, and any stations associated with an access point must amply
accept the access point's TSF asvalid.

When access points prepare to transmit a Beacon frame, the access point timer is copied
into the Beacon's timestamp fidld. Stations associated with an access point accept the
timing value in any received Beacons, but they may add a small offset to the received
timing vaue to account for loca processing by the antenna and transceiver. Associated
gations maintain loca TSF timers 0 they can miss a Beacon frame and ill remain
roughly synchronized with the global TSF. The wirdless medium is expected to be noisy,
and Beacon frames are unacknowledged. Therefore, missing a Beacon here and thereis
to be expected, and the locd TSF timer mitigates against the occasiond |oss of Beacon
frames.

To assd active scanning ations in matching parameters with the BSS, timing vaues are
aso digtributed in Probe Response frames. When a gtation finds a network by scanning, it
saves the timestamp from the Beacon or Probe Response and the value of the locdl timer
when it was received. To maich the loca timer to the network timer, a station then takes
the timestamp in the recelved network advertisement and adds the number of
microseconds since it was received. Figure 7-17 illustrates this process.

Figure 7-17. Matching the local timer to a network timer
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7.6.2 IBSS Timing Synchronization

IBSSs lack a central coordination point, so the Beacon processis distributed. TSF
maintenance is a subset of the Beacon generation process. Timeis divided into segments
equivaent to the interbeacon timing period. Beacon frames are supposed to be
transmitted exactly as the beacon interval ends, at the so-cdled target Beacon
transmission time (TBTT). Independent networks takethe TBTT asaguiddine.

All gationsin the IBSS prepare to tranamit a Beacon frame at the target time. Asit
gpproaches, dl other traffic is suspended. Timersfor the transmission of frames other
than Beacon frames or ATIM frames are stopped and held to clear the medium for the
important management traffic. All gationsin the IBSS generate a backoff timer for
Beacon transmission; the backoff timer isarandom delay between 0 and twice the
minimum contention window for the medium. After the target beacon intervad, all
stations begin to count the Beacon backoff timer down to O. If a Beacon is received
before the station's transmisson time, the pending Beacon transmission is canceled.

In Figure 7-18, each station salects arandom delay; station 2 has randomly generated the
shortest delay. When gtation 2'stimer expires, it transmits a Beacon, which is received by
stations 1 and 3. Both stations 1 and 3 cancel their Beacon transmissons as aresult.
Because timer synchronization ensuresthat dl stetions have synchronized timers,

multiple Beacon frames do not pose a problem. Receivers smply process multiple
Beacon frames and perform multiple updates to the TSF timer.

Figure 7-18. Distributed Beacon generation
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Beacon generation interacts closdy with power management. Beacon frames must be
generated during the active period around each Beacon interval so that al stations are
available to process the Beacon. Furthermore, the Beacon sender is not alowed to enter a
low-power state until the end of the next active period. The latter rule ensures that at least
one gation is awake and can respond to probes from new stations scanning to discover
networks.

Rules for adopting the received timestamp are more complex in an independent network.
No centralized timer exigts, so the god of the Sandard isto synchronize al timersto the
timer of the fastest-running clock in the BSS. When a Beacon is received, the timestamp
is adjusted for processing delays and compared to the loca TSF. The received timestamp
updates the loca timer only if it islater than the local timer.
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Chapter 8. Contention-Free Service with the
PCF

To support gpplications that require near redl-time service, the 802.11 standard includes a
second coordination function to provide a different way of accessng the wirdess

medium. The point coordination function (PCF) alows an 802.11 network to provide an
enforced "fair" access to the medium. In some ways, access to the medium under the PCF
resembl es token- based medium access control schemes, with the access point holding the
token. This chapter describes medium access under the PCF, detailed frame diagrams for
the PCF frames, and how power management operations interact with the PCF.

The PCF has not been widely implemented. This chapter isincluded for two reasons.
Readers interested in the standard itself may aso be interested in how the PCF works. It
isaso possible that products based on the PCF may someday hit the market, in which
case, network engineers will need to understand the PCF so they can implement it. But
most readers can skip this chapter safdly.

8.1 Contention-Free Access Using the PCF

If contention-free ddlivery isrequired, the PCF may be used. The PCF is an optional part
of the 802.11 specification; products are not required to implement it. However, the |IEEE
designed the PCF so gations that implement only the distributed coordination function
(DCF) will interoperate with point coordinators.

Contention-free service is not provided full-time. Periods of contention-free service
arbitrated by the point coordinator aternate with the standard DCF-based service. The
relative Size of the contention-free period can be configured. 802.11 describes the
contention-free periods as providing "near isochronous' services because the contention-
free periods will not always start at the expected time, as described in Section 8.1.3.

Contention-free service uses a centralized access control method. Access to the medium
IS restricted by the point coordinator, a speciaized function implemented in access points.
Associated gtations can transmit data only when they are alowed to do so by the point
coordinator. In some ways, contention-free access under the PCF resembles tokenbased
networking protocols, with the point coordinator's polling taking the place of a token.
Fundamentas of the 802.11 modd remain in place, however. Although accessis under
the control of a centra entity, dl transmissions must be acknowledged.

8.1.1 PCF Operation

Figure 8-1 shows atransfer using the PCF. When the PCF is used, time on the medium is
divided into the contention-free period (CFP) and the contention period. Accessto the
medium in the former case is controlled by the PCF, while access to the medium in the
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latter case is controlled by the DCF and the rules from Chapter 7. The contention period
must be long enough for the transfer of at least one maximum-size frame and its
associated acknowledgment. Alternating periods of contention-free service and
contention-based service repest at regular intervals, which are caled the contention-free
repetition interval.

Figure 8-1. Using the PCF
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8.1.1.1 Reserving the medium during the contention-free period

At the beginning of the contention-free period, the access point transmits a Beacon frame.
One component of the beacon announcement is the maximum duration of the contention
free period, CFPMaxDuration. All stations receiving the Beacon set the NAV to the
maximum duration to lock out DCF-based access to the wireless medium.

Asan additiona safeguard to prevent interference, al contention-free transmissons are
separated only by the short interframe space and the PCF interframe space. Both are
shorter than the DCF interframe space, so no DCF-based stations can gain access to the
medium using the DCF.

8.1.1.2 The polling list

After the access point has gained control of the wirdless medium, it polls any associated
gations on apolling list for data transmissons. During the contention-free period,
gations may tranamit only if the access point solicits the tranamisson with apalling
frame. Contention-free polling frames are often abbreviated CF-Poll. Each CF-Pall isa
license to transmit one frame. Multiple frames can be transmitted only if the access point
sends multiple poll requests.

The palling list isthe list of privileged sations solicited for frames during the contention:
free period. Stations get on the polling list when they associate with the access point. The
Association Request includes afield that indicates whether the station is capable of
responding to polls during the contention-free period.
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8.1.2 Transmissions from the Access Point

Generdly, al transmissions during the contention-free period are separated by only the
short interframe pace. To ensure that the point coordinator retains control of the
medium, it may send to the next gation onits polling list if no regponseis recaived after
an elgpsed PCF interframe space. (Such astuaionisillusraied in Figure 8-1.) The
access point polled the second station oniitslist but received no response. After waiting
one PCF interframe space, the access point moves to the third station on the list. By using
the PCF interframe space, the access point ensures that it retains access to the medium.

The access point may use severd different types of frames during the contention-free
period. During this period, the point coordinator has four major tasks. In addition to the
"normd" tasks of sending buffered frames and acknowledging frames from the stations,
the point coordinator can poll stations on the polling list to enable them to send frames; it
may aso need to transmit management frames.

Time in the contention-free period is precious, S0 acknowledgments, polling, and data
transfer may be combined to improve efficiency. When any subset of these functions are
combined into asingle frame, the result isa bit srange. A single frame could, for
example, acknowledge the receipt of the previous frame, poll a different sation for
buffered data, and send its own data to the station on the palling li.

Severd different frame types can be used in the contention free period:
Data

The standard vanilla Data frame is used when the access point is sending aframe
to a gation and does not need to acknowledge a previous transmission. The
standard Data frame does not poll the recipient and thus does not alow the
recipient to tranamit any data in return. The Data- Only frame used in the
contention-free period isidentica to the Data frame used in contention-based
periods.

CF-Ack

Thisframeis used by stations to acknowledge the receipt of aframe when no data
needs to be transmitted. Contention-free acknowledgments are longer than the
standard control frame acknowledgment, so this frame may not be used in actud
implementations.

CF-Pall

CF-Poll frames are sent by the access point to a mobile station to give the mobile
gation the right to tranamit a single buffered frame. It is used when the access
point does not have any datafor the mobile station. When aframe for the mobile
dation is available, the access point uses the Data+CF-Poll frame type.
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Data+ CF-Ack

This frame combines data transmission with an acknowledgment. Data is directed
to the frame recipient; the acknowledgment is for the previous frame transmitted
and usudly is not for the recipient of the data.

Data+ CF-Poll
Thisframe is used by access points to tranamit data to a mobile station and
request one pending frame from the mobile station. The Data+CF-Poll can only
be sent by the access point during the contention-free period.
CF-ACK+CF-Pall
This frame acknowledges the |ast frame from one of the access point's clients and
requests a buffered frame from the next station on the palling ligt. It is directed to
the next gation on the palling list, though the acknowledgment may be intended
for any mobile station associated with the access point.

Data+ CF-ACK+ CF-Poll

This frame brings together the data tranamission, palling feeture, and
acknowledgment into one frame for maximum efficiency.

CF-End

This frame ends the contention-free period and returns control of the medium to
the contention-based mechanisms of the DCF.

CF-End+ CF-Ack

Thisisthe same as the CF-End frame but a so acknowledges the previoudy
trangmitted Data frame.

Any Management
No redtriction is placed by the standard on which management frames can be

transmitted during the contention-free period. If the rules gpplying to a particular
frame type dlow its transmisson, the access point may transmit it.

8.1.3 Contention-Free Period Duration

Theminimum length of the contention period is the time required to transmit and
acknowledge one maximum-size frame. It is possible for contention-based service to
overrun the end of the contention period, however. When contention-based service runs
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past the expected beginning of the contention-free period, the contention-free period is
foreshortened,asin Figure 8-2.

Figure 8-2. Data+CF-Ack and Data+CF-Poll usage
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When the contention-free period is foreshortened, the existing frame exchange is alowed
to complete before the beacon announcing the sart of contention-free operation is
transmitted. The contention-free period is shortened by the amount of the delay.
Contention-free service ends no later than the maximum duration from the expected
beginning point, which isreferred to as the Target Beacon Transmisson Time (TBTT).

The point coordinator may aso terminate the contention-free period prior to its maximum
duration by transmitting a CFEnd frame. It can base this decison on the size of the
palling lig, the traffic load, or any other factor that the access point considers important.

8.2 Detailed PCF Framing

Severd frame types are used exclusively within the contention-free period. They
combine, in various Sates, data transmission, acknowledgment, and polling. This section
describes when various frames are used and how the different functions interact during
frame exchanges.

Data+ CF-Ack

The Datat+CF- Ack frame combines two different functions for transmission
efficdency. Daais tranamitted in the frame payload, and the frame implicitly
acknowledges the receipt of data received one short interframe space previoudly.
Generaly, the data and the acknowledgment are intended for two separate
gations. In Figure 8-3, the contentionfree acknowledgment is coupled with the
datafor transmission to the access point in the previous frame, but the data may
be intended for any station on the 802.11 network.

Figure 8-3. Data+CF-Ack usage
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Thisframeis used only in infrastructure networks because it is tranamitted during the
contention-free period. It may be transmitted by elther the access point or amobile
gation. During the contention-free period, however, the access point is responsible for
polling, and it is unlikely that it would tranamit this frame subtype because it does not
include apall.

Data+ CF-Pall

The Datat+CF-Poll frameis used by access points in infrastructure networks
during the contention-free period. When the access point does not need to
acknowledge any outstanding frames, it sends a Data+CF-Poll to transmit data to
the recipient and allows the recipient to send one buffered framein response. The
datain the frame body must be intended for the recipient of the pall; the two
operations cannot be "split" across two different receivers. In Figure 8-3, the
access point uses a Datat+CF-Poll frame to send one frame to the mobile station
and to solicit the response,

Data+ CF-Ack+ CF-Poll

The Datat+CF-Ack+CF-Poll frame is used by access points in infrastructure
networks during the contention-free period. When the access point has datato
transmit, must acknowledge a frame, and needs to poll a gation on the palling lig,
al the functions can be combined into one frame. Figure 8-4 illustrates the usage
of Data+CF-Ack+CF-Poll. Aswith Data+CF-Ack, the components of the
Datat+CF-Ack+CF-Pall frame are generdly intended for different Sations. The
data transmission and polling must be intended for the same tation, but the
acknowledgment is for the previous transmission.

Figure 8-4. Usage of Data+CF-Ack+CF-Poll
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The figure begins with mobile station 1 (MS1) transmitting a Datat+CF Ack
frame. The Data must go to the access point, but the CF-Ack is used to
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acknowledge the previous Data frame transmitted by the access point. (That frame
is not shown in the figure.) Moving down the polling lig, the access point then

polls mobile station 2 (MS2). However, the access point must acknowledge the
data from MSL, which it does by transmitting a frame with a CF-Ack component.
When the access point dso has data to transmit, al three features can be
combined into one omnibus frame. The Data and CF-Poll components are
intended for the recipient of the frame, but the CF-Ack is intended for the
trangmitter of the previous frame. MS1 must listen to the access point frames to
note the acknowledgment.

CF-Ack (no data)

When only an acknowledgment is required, a header-only frame with just the CF
Ack function can be tranamitted. In Figure 8-4, if MS2 had no data to tranamit, it
would have responded with a CF-Ack frame.

CF-Poall (no data)

CF-Poll can dso be transmitted by itsdf. Naturdly, only access points perform
this function, so the CF-Poll frame istransmitted only by access pointsin
infragtructure networks during the contention-free period.

"Naked" CF-Polls are transmitted when the access point has no buffered data for
the recipient and does not need to acknowledge the receipt of previous frames.
One common stuation in which no acknowledgment is necessary is when the
access point transmits a CF-Poll and the polled station has no data and does not
respond. If the access point has no data for the next station on the polling lit, it
transmitsa CF-Poll, asin Figure 8-5.

Figure 8-5. CF-Poll framing usage

PIFS
SIFS SIFS
I |

Mobile stations ——"‘ Data from M5 2

Access podnls CF-Pall F - Foll tn
M5 2

In Figure 8-5, the access point attempts to transmit data to MS1 but does not
receive aresponse. After the PCF interframe space has elgpsed, the access point
can proceed down the polling list to MS2. No frame from M S1 needs to be
acknowledged, and if the access point has no datafor MS2, it can use a CF-Pall to
dlow MS2 to send data.

CF-Ack+ CF-Pall (no data)
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Thefina subtype of Data frame is the CFAck+CF-Poll, which is dso tranamitted
by access points. Like al CF-Pall frames, it is used only during the contention-
free period and only by access points. It incorporates the acknowledgment
function and the palling function into a frame with no data. Figure 8-6 illusrates

its usage.

Figure 8-6. CF-Ack+CF-Poll usage
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SIFS
The scenario isa dight variaion on the previous setting. Instead of atimeout
waiting for MSL to respond, M S1 returns a frame. When the access point takes

control of the medium, it uses a CF-Ack+CF-Poll to acknowledge receipt of the
frame from MS1 and notifies M2 that it is dlowed to send aframe.

8.2.1 Contention-Free End (CF-End)

When the contention-free period ends, the access point transmits a CF-End frame to

rel ease gtations from the PCF access rules and begin contentionbased service. The

format of the CF-End frameis shown in Figure 8-7. Four fields make up the MAC header

of the CF-End frame:

Frame Control
The frame subtypeis set to 1110 to indicate a CF-End frame.

Duration
CF-End announces the end of the contention-free period and thus does not need to
extend the virtua carrier sense. Duration is set to 0. Stations that receive the CF-
End frame cut the virtud carrier sense short to resume contention-based access.

Address 1: Receiver Address

CF-End is relevant to the operation of al mobile stations, so the receiver address
isthe broadcast address.

Address 2: BSSD

CF-End is announced by the access point to dl the stations associated with its
BSS, s0 the second address fidd isthe BSSID. In infrastructure networks, the
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BSSID isthe address of the wirdess interface in the access point, so the BSSID is
a0 the tranamitter address.

Figure 8-7. CF-End frame

MAC headar

bytes | 2 ry & & 4
] T T T T T T T T T T T T T T
Frame | Duration Recelver Address BSSID FCS
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—_—
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8.2.2 CF-End+CF-Ack

When the contention-free period ends, the access point transmits a CF-End frame to

rel ease gtations from the PCF access rules and then begins contention-based service using
the DCF. If the access point must also acknowledge receipt of data, it may
smultaneoudy end the contention-free period and acknowledge the previous frame by
using the CFEnd+CF-Ack frame, which combines both functions. The format of the CF-
End+CF-Ack frameis shown in Figure 8-8. Four fields make up the MAC header of the
CF-End+CF-Ack frame:

Frame Control
Theframe subtypeis set to 1111 to indicate a CF-End+CF-Ack frame.
Duration

CF-End+CF-Ack announces the end of the contention-free period and thus does
not need to extend the virtud carrier sense. Duration isset to 0.

Address 1: Receiver Address

CF-End+CF-Ack isrelevant to the operation of al mobile stations, so the receiver
address is the broadcast address.

Address 2: BSSD
CF-End+CF-Ack is announced by the access point to al the stations associated
with its BSS, s0 the second address field isthe BSSID. In infrastructure networks,
the BSSID is the address of the wirdess interface in the access point, so the
BSSID is dso the trangmitter address.

Figure 8-8. CF-End+CF-Ack frame
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MAC header
bytes r 2 [} & 4
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8.2.2.1 CF Parameter Set

Access points that support contention-free operation may include the CF Parameter Set
information dement, which isshown in Figure 8-9. CF Parameter Set elements are
included in Beacon frames to keep al mobile stations apprised of contention-free
operations. They are dso included in Probe Response frames to dlow sationsto learn
about contention-free options supported by a BSS. Four fields make up the CF Parameter
Sat information element:

CFP Count

Thisfidd, which is one bytein length, tells how many DTIM frames will be
transmitted before the start of the next contention-free period. Zero indicates that
the current frame is the Sart of contention-free service.

CFP Period

This one-byte field indicates the number of DTIM intervas between the sart of
contention-free periods.

CFP MaxDuration

Thisvaueisthe maximum duration of the contention-free period as measured in
time units (TUs). Mohile gations use this value to set the NAV to busy for the
entire contention-free period.

CFP DurRemaining

Thisvaue isthe number of TUs remaining in the current contention-free period.
Mobile ations useit to update the NAV throughout the contention-free period.
When DCF-based contention-free service is provided, it isset to 0.

Figure 8-9. CF Parameter Set information element
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8.3 Power Management and the PCF

Power conservation during the contention-free period is Smilar to power conservation
during the contention based period, with afew minor exceptions. The basic digtinction
between the two is that frame delivery must obey the PCF rules, so buffered frames can
be ddlivered only to CF-Pollable stations. Stations that do not support PCF operations
must wait until contention-based service resumes before retrieving buffered frames.

Stations on the polling list are not dlowed to deep during the contention-free period.
When the access point is performing its point coordination functions, it may poll any
gation on the palling ligt a any time. Frames destined for Sations on the palling list do
not need to be buffered during the contention-free period because those stations do not

deep.

Frame buffering isidentica under contention-free and contention-based service. By
maintaining power-saving datus for each station, the access point can buffer frames for
any dation in alow-power mode. Broadcast and multicast frames are buffered whenever
an associated gation isin alow-power mode.

In addition to the buffer status associated with contention-free service, the access point
a0 stshitsinthe TIM for any gation it intends to poll. The reason for setting these bits
isrelated to how buffered frames are delivered. Like contention-based service, DTIM
framestrigger the transmission of broadcast and multicast frames. If the totd time
required to tranamit multicast and broadcast frames exceeds the Beacon intervd, the
access point will transmit one Beacon interval's worth of buffered frames and stop.
Remaining frames will, however, cause the access point to keep the bit corresponding to
AID 0O st.

After transmitting the buffered broadcast and multicast frames, the access point goes
through the list of AIDswhose TIM bits are set in increasing order and transmits any
pending data. Transmissions are conducted according to the rules of the PCF, so it is not
necessary to include a delay before beginning transmission. Stations on the polling list

are added to the TIM, 0 they will be included in this process. Multiple buffered frames
can be trangmitted, but thisis entirely up to the access point implementation—in
contention-free service, mobile sations can transmit only when given permission by the
access point. A gation is not dlowed to resume deegping until al frames have been
ddivered to it, asindicated by a 0 More Data bit. When a gtation is cleared to resume
deeping, it degps until the next DTIM transmisson. DTIM frames sgnd the beginning

of the contention-free period, so al stations that implement the PCF are required to wake
up for every DTIM.

If adtation switches from alow-power mode to the active mode, any frames buffered for
it are transferred to the point coordination function for delivery during the contention-free
period. The transfer does not result in immediate delivery, but the access point can place
the framesinto a queue for transmisson as soon as the point coordination function
permits.
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Chapter 9. Physical Layer Overview

Any girl can be glamorous. All you have to do is stand still and ook
stupid.

—Hedy Lamarr

Protocol layering dlows for research, experimentation, and improvement on different

parts of the protocol stack. The second major component of the 802.11 architecture isthe
physica layer, which is often abbreviated PHY . This chapter introduces the common
themes and techniques that appear in each of the radio-based physicd layers and
describes the problems common to dl radio-based physicd layers, it isfollowed by more
detailed explanations of each of the physical layersthat are sandardized for 802.11.

9.1 Physical-Layer Architecture

The physcd layer isdivided into two sublayers. the Physical Layer Convergence
Procedure (PLCP) sublayer and the Physical Medium Dependent (PMD) sublayer. The
PLCP (Figure 9-1) isthe glue between the frames of the MAC and the radio
transmissonsintheair. It adds its own header. Normdly, framesinclude apreamble to
help synchronize incoming transmissions. The requirements of the preamble may depend
on the modulation method, however, so the PL CP adds its own header to any transmitted
frames. The PMD isresponsble for transmitting any bitsit receives from the PLCP into
the ar usng the antenna. The physica layer so incorporates aclear channel assessment
(CCA) function to indicate to the MAC when asignd is detected.

Figure 9-1. Physical layer logical architecture

051 Layer 2: Data Link MAL
PLCP

051 Layer 1: Physical
PHD

9.2 The Radio Link

Three physica layers were sandardized in the initia revision of 802.11, which was
published in 1997:

Frequency-hopping (FH) spread-spectrum radio PHY
Direct-sequence (DS) spread- spectrum radio PHY
Infrared light (IR) PHY

In 1999, two further physicd layers based on radio technology were devel oped:
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802.11a Orthogond Frequency Divison Multiplexing (OFDM) PHY
802.11h: High-Rate Direct Sequence (HR/DS or HR/DSSS) PHY

This book discusses the four physica layers based on radio waves in detall; it does not
discussthe infrared physicd layer, which isnt widdly used.

The IR PHY

802.11 dso includes a specification for a physica layer based on infrared (IR)
light. Using infrared light instead of radio waves seemsto have severd
advantages. IR ports are less expensive than radio transceivers—in fact, the cost
islow enough that IR ports are standard on practicaly every laptop.

IR isextremely tolerant of radio frequency (RF) interference because radio
waves operate a atotally different frequency. Thisleads to a second advantage:
IR isunregulated. Product developers do not need to investigate and comply
with directives from severd regulatory organizations throughout the world.

Security concerns regarding 802.11 are largely based on the threat of
unauthorized users connecting to a network. Light can be confined to a
conference room or office by smply closing the door. IR-based LANSs can offer
some of the advantages of flexibility and mohility but with fewer security
concerns. Thiscomes a aprice. IR LANsrely on scattering light off the celling,
S0 range is much shorter.

This discussion is academic, however. No products have been created based on
the IR PHY. Theinfrared ports on lgptops comply with a set of standards
developed by the Infrared Data Association (IrDA), not 802.11. Even if products
were created around the IR PHY, the big drivers to adopt 802.11 are flexibility
and mohility, which are better achieved by radio's longer range and &bility to
penetrate solid objects.

9.2.1 Licensing

The classic approach to radio communications is to confine an information-carrying
sgna to anarrow frequency band and pump as much power as possible (or legdly
dlowed) into the Sgnd. Noise is smply the neturaly present distortion in the frequency
band. Trangmitting asignd in the face of noise relies on brute force—you smply ensure
that the power of the transmitted sgnd is much greater than the noise.

In the dassic transmisson mode, avoiding interference is a matter of law, not physics.
With high power output in narrow bands, alegd authority must impose rules on how the
RF spectrum is used. In the United States, the Federal Communications Commission
(FCC) isrespongble for regulating the use of the RF spectrum. Many FCC rules are
adopted by other countries throughout the Americas. European dlocation is performed by
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CEPT's European Radiocommunications Office (ERO) and the European
Teecommunications Standards Ingtitute (ETS!). Other dlocation work is performed by
the International Telecommunications Union (ITU).

For the most part, an indtitution must have a license to transmit at a given frequency.
Licenses can redtrict the frequencies and transmission power used, aswell asthe area
over whichradio sgnds can be tranamitted. For example, radio broadcast stations must
have a license from the FCC. Likewise, mobile telephone networks must obtain licenses
to use the radio spectrum in a given market. Licensing guarantees the exclusive use of a
particular set of frequencies. When licensed signds are interfered with, the license holder
can demand that aregulatory authority step in and resolve the problem, usudly by
shutting down the source of interference.

9.2.1.1 Frequency allocation and unlicensed frequency bands

Radio spectrum is alocated in bands dedicated to a particular purpose. A band defines
the frequencies that a particular application may use. It often includes guard bands, which
are unused portions of the overal dlocation that prevert extraneous leakage from the
licensed transmission from affecting another alocated band.

Severa bands have been reserved for unlicensed use. For example, microwave ovens
operate at 2.45 GHz, but thereis little sense in requiring homeowners to obtain
permission from the FCC to operate microwave ovensin the home. To alow consumer
markets to develop around devices built for home use, the FCC (and its counterpartsin
other countries) designated certain bands for the use of "industrid, scientific, and

medica” equipment. These frequency bands are commonly referred to as the ISV bands.
The 2.4-GHz band is available worldwide for unlicensed use™ Unlicensed use, however,
is not the same as unlicensed sde. Building, manufacturing, and designing 802.11
equipment does require alicense; every 802.11 card legally sold inthe U.S. carriesan
FCC identification number. The licensing process requires the manufacturer to file afair
amount of information with the FCC. All thisinformation is a matter of public record and
can be looked up online by using the FCC identification number.

™ The 2.4-GHz ISM band is reserved by the FCC rules (Title 47 of the Code

of Federal Regulations), part 15.247. ETSI reserved the same spectrum in
ETSI Technical Specifications (ETS) 300-328.

The Nonexistent Microwave Absorption
Peak of Water

It is often said that microwave ovens operate at 2.45 GHz because it corresponds
to aparticular excitation mode of water molecules. Thisis sometimes even

offered as areason why 802.11 cannot be used over long distances. Atmospheric
water vapor would severdly atenuate anv microwave sanasin rain or in humid
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dimates.

The exigence of awater excitation mode in the microwave rangeisamyth. If
there was an excitation mode, water would absorb a sgnificant amount of the
microwave energy. And if that energy was absorbed effectively by water,
microwave ovens would be unable to heat anything other than the water near the
surface of food, which would absorb dl the energy, leaving the center cold and
raw. An absorption peak would aso mean that atmospheric water vapor would
disrupt satellite communications, which is not an observed phenomenon. NASA
Reference Publication 1108(02), Propagation Effects on Satellite Systems at
Freguencies Below 10 GHz, discusses the expected signd loss due to
atmospheric effects, and the lossis much more pronounced at frequencies above
10 GHz. The microwave absorption pegk for water, for example, isat 22.2 GHz.

Microwave ovens do not work by moving water molecules into an excited Sate.
Ingtead, they exploit the unusudly strong dipole moment of water. Although
eectricaly neutrd, the dipole moment alows awater molecule to behave asif it
were composed of small positive and negative charges at either end of arod. In
the cavity of a microwave oven, the changing eectric and magnetic fidds twist
the water molecules back and forth. Twisting excites the water molecules by
adding kinetic energy to the entire molecule but does not change the excitation
gate of the molecule or any of its components.

Use of equipment in the ISM bandsis generaly license-free, provided that devices
operating in them do not emit Sgnificant amounts of radiation. Microwave ovens are
high- powered devices, but they have extensve shielding to restrict radio emissons.
Unlicensed bands have seen a greet ded of activity in the past three years as new
communicaions technologies have been developed to exploit the unlicensed band. Users
can deploy new devices that operate in the ISM bands without going through any
licensing procedure, and manufacturers do not need to be familiar with the licenang
procedures and requirements. At the time this book was written, anumber of new
communications systems were being developed for the 2.4-GHz ISM band:

The variants of 802.11 that operate in the band (the frequency-hopping layer and
both spread spectrum layers)

Bluetooth, a short-range wireless communications protocol developed by an
industry consortium led by Ericsson

Spread-spectrum cordless phones introduced by severd cordless phone
manufacturers

X10, aprotocol used in home automation equipment that can use the ISM band
for video transmission

Unfortunately, "unlicensed” does not necessarily mean "plays wel with others” All that
unlicensed devices must do is obey limitations on transmitted power. No regulations
specify coding or modulation, so it is not difficult for different vendors to use the
spectrum in incompatible ways. As a user, the only way to resolve this problem isto stop
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using one of the devices; because the devices are unlicensad, regulatory authorities will
not step in.

9.2.1.2 Other unlicensed bands

Additiond spectrum is available in the 5-GHz range. In the United States, the following
three bands are called the Unlicensed Nationa Information Infrastructure (UNII) bands?

 The UNII bands are defined by FCC part 15.407.

5.15-5.25 GHz
5.25-5.35 GHz
5.725-5.825 GHz

Devices operating in the UNII bands must obey limitations on radiated power, but there
are no further congtraints imposed on them. European regulatory authorities have set
aside the same frequency bands, but the first two bands are dedicated to HiperLAN
technology; the third band is the only one potentialy available for 802.11 networks.

9.2.2 Spread Spectrum

Spread- spectrum technology is the foundation used to reclaim the ISM bands for data
use. Traditiona radio communications focus on cramming as much sgnd as possible
into as narrow a band as possible. Spread spectrum works by using mathematical
functions to diffuse sgnal power over alarge range of frequencies. When the recaiver
performs the inverse operation, the smeared-out Signd is recongtituted as a narrow-band
sgnd, and, more importantly, any narrow-band noise is smeared out so the Signa shines
through clearly.

Use of spread-spectrum technologies is a requirement for unlicensed devices. In some
cases, it isarequirement imposed by the regulatory authorities; in other cases, it isthe
only practical way to meet regulatory requirements. As an example, the FCC requires that
devicesin the ISM band use spread- spectrum transmission and impose acceptable ranges
on severa parameters.

Spreading the transmission over awide band makes transmissions look like noiseto a
traditiona narrowband receiver. Some vendors of spread-spectrum devices clam that the
Spreading adds security because narrowband recelvers cannot be used to pick up the full
sgna. Any standardized spread- spectrum receiver can easily be used, though, so
additiona security measures are mandatory in nearly al environments.

This does not mean that spread spectrum isa"magic bullet” that diminates interference
problems. Spread- spectrum devices can interfere with other communications systems, as
well aswith each other; and traditiond narrow-spectrum RF devices can interfere with
Spread spectrum. Although spread spectrum does a better job of dedling with interference
within other modulation techniques, it doesn't make the problem go awvay. As more RF
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devices (spread spectrum or otherwise) occupy the areathat your wireless network
covers, youll see the noise level go up, the sSigna-to-noise ratio decrease, and the range
over which you can rdiably communicate drop.

To minimize interference between unlicenced devices, the FCC imposes limitationson
the power of spread- gpectrum transmissons. The legd limits are one wett of tranamitter
output power and four watts of effective radiated power (ERP). Four watts of ERP are
equivaent to 1 watt with an antenna system that has 6-dB gain, or 500 milliwaits with an

antennaof 9-dB gain, etc.2l The transmitters and antennas in PC Cards are obvioudy well

within those limits—and you're not getting close even if you use acommercid antenna
But it is possible to cover larger areas by using an externa amplifier and a higher-gain
antenna. There's no fundamenta problem with doing this, but you must make sure that
you day within the FCC's power regulations.

Bl Remember that the transmission line is part of the antenna system, and
the system gain includes transmission line losses. So an antenna with 7.5-dB
gain and a transmission line with 1.5-dB loss has an overal system gain of 6
dB. It's worth noting that transmission line losses at UHF fregencies are often
very high; as a result, you should keep your amplifier as close to the antenna
as possible.

The Unlikely Invention of Spread Spectrum

Spread spectrum was patented in the early 1940s by Austrian-born actress Hedy
Lamarr. She was certainly better known for other reasons. gppearing in the first
nude scene on film in the Czech film Ecstasy, her later hilling as "the most
beautiful woman in the world" by Hollywood magnate Louis Mayer, and asthe
modd for Catwoman in the Batman comics.

Before fleeing the advance of Nazi Germany, she was married to an Audtrian
arms merchant. While occupying the only socidly acceptable role available to
her as a hostess and entertainer of her husband's business clients, she learned
that radio remote control of torpedoes was amgjor area of research for
armaments vendors. Unfortunately, narrowband radio communications were
subject to jamming, which neutralized the advantage of radio- guided weapons.
From these discussons, shefirg hit on the idea of usng acomplex but
predetermined hopping pattern to move the frequency of the control sgndl
around. Even if short burgts on a single frequency could be jammed, they would
move around quickly enough to prevent total blockage. Lamarr worked out
everything except how to precisaly control the frequency hops.

After arriving in the United States, she met George Anthell, an avant-garde
American composer known as the "bad boy of music” for his dissonant style.
His famous Ballet mécanique used (among many outrageous noisemakers) 16
player pianos controlled from a single location. Performing the piece required
precisay controlled timina between digtributed ements, which was Lamarr's
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only remaining chdlenge in contralling the hopping pattern. Together, they

were granted U.S. patent number 2,292,387 in 1942. The patent expired in 1959
without earning a cent for either of them, and Lamarr's contributions went
unacknowledged for many years because the name on the patent was Hedy
Kieder Markey, her married name at the time. The emerging wirdless LAN
market in the late 1990s led to the rediscovery of her invention and widespread
recognition for the pioneering work that laid the foundation for modern
telecommunications.

Frequency-hopping techniques were firgt used by U.S. ships blockading Cuba
during the Cuban Missle Crigs. It took many years for the eectronics
underpinning spread-spectrum technology to become commercidly viable. Now
that they have, spread- spectrum technologies are used in cordless and mobile
phones, high-bandwidth wirdess LAN equipment, and every device that
operatesin the unlicensed ISM bands. Unfortunately, Hedy Lamarr died in early
2000, just asthe wirdess LAN market was gaining mainstream attention.

9.2.2.1 Types of spread spectrum
The radio-based physical layersin 802.11 use three different spread- spectrum techniques:
Frequency hopping (FH or FHSS)

Frequency-hopping systems jump from one frequency to another in arandom
pattern, transmitting a short burst at each subchannd. The 2-Mbps FH PHY is
specified in clause 14.

Direct sequence (DSor DSSS)

Direct-sequence systems spread the power out over awider frequency band using
mathematical coding functions. Two direct- sequence layers were specified. The
initid specification in clause 15 sandardized a2-Mbps PHY , and 802.11b added
clause 18 for the HR/DSSS PHY .

Orthogonal Frequency Division Multiplexing (OFDM)

OFDM divides an available channd into severa subchannds and encodes a
portion of the Signd across each subchannd in pardld. The techniqueis Smilar

to the Discrete Multi-Tone (DMT) technique used by some DSL modems. Clause
17, added with 802.114a, specifiesthe OFDM PHY..

Frequency-hopping systems are the chegpest to make. Precise timing is needed to control
the frequency hops, but sophisticated signal processing is not required to extract the bit
stream from the radio signd. Direct-sequence systems require more sophisticated sgna
processing, which trandates into more specidized hardware and higher eectrica power
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consumption. Direct-sequence techniques adso alow a higher data rate than frequency-
hopping systems.

9.3 RF and 802.11

802.11 has been adopted at a stunning rate. Many network engineers accustomed to
sgnds flowing dong wel-defined cable paths are now faced with aLAN that runs over a
noisy, error-prone, quirky radio link. In data networking, the success of 802.11 has
inexorably linked it with RF engineering. A true introduction to RF engineering requires

at least one book, and probably severa. For the limited purposes | have in mind, the
meassive topic of RF engineering can be divided into two parts. how to make radio waves
and how radio waves move.

9.3.1 RF Components

RF systems complement wired networks by extending them. Different components may
be used depending on the frequency and the distance that Signals are required to reach,
but al sysems are fundamentdly the same and made from ardatively smal number of
distinct pieces. Two RF components are of particuar interest to 802.11 users. antennas
and amplifiers. Antennas are of generd interest ance they are the most tangible feature of
an RF sysem. Amplifiers complement antennas by alowing them to pump out more
power, which may be of interest depending on the type of 802.11 network you are
building.

9.3.1.1 Antennas

Antennas are the mogt critica component of any RF system because they convert
electrica sgnals on wiresinto radio waves and vice versa. In block diagrams, antennas
are usudly represented by atriangular shape, as shown in Figure 9-2.

Figure 9-2. Antenna representations in diagrams

To function at dl, an antenna must be made of conducting materid. Radio waves hitting
an antenna cause eectrons to flow in the conductor and create a current. Likewise,
gpplying a current to an antenna creates an eectric field around the antenna. Asthe
current to the antenna changes, so doesthe eectric fidd. A changing dectric field causes
amagnetic fidd, and the wave is off.

The 9ze of the antenna you need depends on the frequency: the higher the frequency, the
gmdler the antenna. The shortest Smple antenna you can make at any frequency is 1/2
wave ength long (though antenna engineers can play tricks to reduce antenna size
further). This rule of thumb accounts for the huge size of radio broadcast antennas and
the smdll size of mobile phones. An AM station broadcasting at 830 kHz has a
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wavelength of about 360 meters and a correspondingly large antenna, but an 802.11b
network interface operating in the 2.4-GHz band has awaveength of just 12.5
centimeters. With some engineering tricks, an antenna can be incorporated into a PC
Card, and amore effective externa antenna can easily be carried in a backpack.

Antennas can dso be designed with directiona preference. Many antennas are
omnidirectiona, which means they send and recelve sgnds from any direction. Some
applications may benefit from directiond antennas, which radiate and receive on a
narrower portion of the field. Figure 9-3 compares the radiated power of omnidirectiona
and directiona antennas.

Figure 9-3. Radiated power for omnidirectional and directional antennas
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For agiven amount of input power, adirectiond antenna can reach farther with a clearer
ggnd. They aso have much higher sengttivity to radio signds in the dominant direction.
When wirdess links are used to replace wireline networks, directiona antennas are often
used. Mobile telephone network operators adso use directiond antennas when cdlls are
subdivided. 802.11 networks typically use omnidirectiona antennas for both ends of the
connection, though there are exceptions—particularly if you want the network to span a
longer distance. Also, keep in mind that there is no such thing as a truly omnidirectiona
antenna. We're accustomed to thinking of verticaly mounted antennas as omnidirectiona
because the sgnd doesn't vary sgnificantly as you travel around the antennaiin a
horizonta plane. But if you look at the Sgnd radiated verticaly (i.e., up or down) from
the antenna, you'll find that it's adifferent story. And that part of the story can become
important if you're building a network for a college or corporate campus and want to
locate antennas on the top floors of your buildings.

Of dl the components presented in this section, antennas are the most likdly to be
separated from the rest of the electronics. In this case, you need atransmission line (some
kind of cable) between the antenna and the transceiver. Tranamission lines usudly have
an impedance of 50 ohms.

In terms of practical antennas for 802.11 devices in the 2.4-GHz band, the typica
wireless PC Card has an antenna built in. As you can probably guess, that antennawill do
the job, but it's mediocre. Most vendors, if not dl, sell an optiond externad antenna thet
plugs into the card. These antennas are decent but not great, and they will Sgnificantly
increase the range of aroaming lgptop. Y ou can usualy buy some cable to separate the
antenna from the PC Card, which can be ussful for a base station. However, be careful—
coaxia cable (especidly smal coaxid cable) isvery lossy a these frequencies, so it's
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easy to imagine that anything you gain by better antenna placement will be logt in the
cable. People have experimented with building high-gain antennas, some for portable use,
some for base gation use. And commercia antennas are available—some designed for
802.11 service, some adaptable if you know what you're doing.

9.3.1.2 Amplifiers

Amplifiers make sgnds bigger. Signd boost, or gain, is measured in decibels (dB).
Amplifiers can be broadly classified into three categories. low-noise, high- power, and
everything se. Low-noise amplifiers (LNAS) are usudly connected to an antennato
boost the received signd to alevd that is recognizable by the eectronics the RF system

Is connected to. LNAs are also rated for noise factor, which is the measure of how much
extraneous information the amplifier introduces. Smaler noise factors alow the recaver
to hear amdler sgnads and thus dlow for a greater range.

High- power amplifiers (HPAS) are used to boost a sgnd to the maximum power possible
before transmission. Output power is measured in dBm, which are related to watts (see
the Sdebar). Amplifiers are subject to the laws of thermodynamics, so they give off heat
in addition to amplifying the sgnd. The transmitter in an 802.11 PC Card is necessarily
low-power because it needs to run off a battery if it'singtaled in alaptop, but it's possble
toingdl an externd amplifier at fixed access points, which can be connected to the
power grid where power is more plentiful.

Thisiswhere things can get tricky with respect to compliance with regulations. 802.11
devices are limited to one watt of power output and four waetts effective radiated power
(ERP). ERP mulltiplies the transmitter's power output by the gain of the antennaminus
the lossin the tranamission line. So if you have a 1-wait amplifier, an antennathat gives
you 8 dB of gain, and 2 dB of transmisson line loss, you have an ERP of 4 wétts; the
tota system gain is 6 dB, which multiplies the transmitter's power by afactor of 4.

Decibels and Signal Strength

Amplifiers may boost sgnas by orders of magnitude. Rather than keep track of
al those zeroes, amplifier power is measured in decibels (dB).

dB =10 x logup (power out/power in)

Decibd ratings are positive when the output is larger than the input and negative
when the output is smaller than the input. Each 10-dB change corresponds to a
factor of 10, and 3-dB changes are afactor of 2. Thus, a 33-dB change
corresponds to a factor of 2000:

33dB=10dB +100dB +10dB + 3dB =10x 10 x 10 x 2 = 2000

Power is sometimes measured in dBm, which stands for dB above one milliwvatt.
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To find the dBm ratio, Smply use 1 m\W asthe input power in the first equation.

It's helpful to remember that doubling the power isa 3-dB increase. A 1-dB
increase is roughly equivaent to a power increase of 1.25. With these numbers
in mind, you can quickly perform most gain caculaions in your heed.

9.3.2 RF Propagation

In fixed networks, signds are confined to wire pathways, so network engineers do not
need to know anything about the physics of dectrica sgnd propagation. Instead, there
are afew rules used to caculate maximum segment length, and aslong asthe rules are
obeyed, problems are rare. RF propagation is not anywhere near as smple.

9.3.2.1 Multipath interference

One of the mgor problems that plague radio networks is multipath fading. Waves are
added by superposition. When multiple waves converge on a point, the total wave is
samply the sum of any component waves. Figure 9-4 shows afew examples of

superposition.
Figure 9-4. Wave combination by superposition
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In Figure 9-4c, the two waves are dmost exactly the opposite of each other, so the net
result is dmost nothing. Unfortunately, this result is more common than you might
expect in wirdess networks. Most 802.11 equipment uses omnidirectiona antennas, so
RF energy isradiated in every direction. Waves spread outward from the trangmitting
antennain dl directions and are reflected by surfacesin the area. Figure 9-5 shows a
highly smplified example of two Sations in arectangular area with no obstructions.

Figure 9-5. Multiple paths
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This figure shows three paths from the tranamitter to the receiver. The wave a the
receiver isthe sum of dl the different components. It is certainly possible that the paths
shownin Figure 9-5 will dl combine to give a net wave of O, in which case the recaiver
will not understand the transmission because there is no transmission to be received.

Because the interference is a delayed copy of the same transmission on a different path,
the phenomenon is caled multipath fading or multipath interference. In many cases,
multipath interference can be resolved by changing the orientation or position of the
receive.

9.3.2.2 Inter-symbol interference (ISI)
Multipath fading is aspecid case of inter-symbol interference. Waves that take different

paths from the transmitter to the receiver will travel different distances and be delayed
with respect to each other, asin Figure 9-6. Once again, the two waves combine by

superposition, but the effect is that the total waveform is garbled. In red-world stuations,

wavefronts from multiple paths may be added. The time between the arrivd of the first
wavefront and the last multipath echo is called the delay spread. Longer delay spreads
require more conservative coding mechanisms. 802.11b networks can handle delay

spreads of up to 500 ns, but performance is much better when the delay spread is lower.

When the delay spread islarge, many cards will reduce the transmisson rate; severd

vendors clam that a 65-ns delay spread is required for full-speed 11-Mbps performance
at areasonable frame error rate. A few wirdess LAN analyss tools can directly measure

delay spread.

Figure 9-6. Inter-symbol interference
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Chapter 10. The ISM PHYs: FH, DS, and HR/DS

This chapter goesinto detall about the physica layers specified by the 802.11 standards
for usein the microwave 1ISM band at 2.4 GHz. As such, it is one of the most difficult,
mogt interesting, and least useful chaptersin the book. Fed free to skip it—everything
you're likely to need to know about the physicd layer is covered in Chapter 9. But if you
want achdlenge, or if you find the internds of wireless networks fascinating, read on.

The current version of the 802.11 standard specifies three physica layersin the 2.4-GHz
|SM band:

FH PHY
A low-rate, frequency-hopping layer
DSPHY
A low-rate, direct-sequence layer
HR/DSSSPHY
A high-rate, direct-sequence layer added by 802.11b

The lagt of these is probably the only one you'll seein use, particularly if you don't have a
lot of older equipment. But if you're taking the trouble to dive through this chapter, you
might as well see how the technology developed. Thereis one additiond physica layer, a
veary high-speed layer standardized in 802.114; it is discussed in Chapter 11.
Standardization work has begun on afourth physicd layer for the 2.4-GHz 1SM band that
promises speeds of up to 54 Mbps.

10.1 802.11 FH PHY

Of al the physical layers standardized in the first draft of 802.11 in 1997, the frequency-
hopping, spread-spectrum (FH or FHSS) layer was the first layer to see widespread
deployment. The eectronics used to support frequency-hopping modulation are rddively
chegp and do not have high power requirements. Initidly, the main advantage to usng
frequency-hopping networks was that a greater number of networks could coexist, and
the aggregate throughput of al the networks in agven areawas high. With the advent of
higher-rate, direct-sequence systems, the aggregate throughput advantage of frequency-
hopping has been demolished.

This chapter describes the basic concepts and modulation techniques used by the FH
PHY . It dso shows how the physicdl layer convergence procedure prepares frames for
transmission on the radio link and touches briefly on afew details about the physica
medium itself. At this point, the FH PHY islargdy afootnote in the history of 802.11, 0
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you may wart to skip this section and move ahead to the next section on the DS PHY .
However, understanding how 802.11 technology developed will give you a better feding
for how dl the piecesfit together.

10.1.1 Frequency-Hopping Transmission

Fregquency hopping depends on rapidly changing the tranamission frequency ina
predetermined, pseudorandom pattern, asillustrated in Figure 10-1. The verticd axis of
the graph divides the available frequency into anumber of dots. Likewise, timeis
divided into a series of dots. A hopping pattern controls how the dots are used. In the
figure, the hopping pattern is{2,8,4,7} . Timing the hops accuratdly is the key to success;
both the transmitter and receiver must be synchronized so the receiver is aways listening
on the transmitter's frequency.

Figure 10-1. Frequency hopping
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Frequency hopping is Smilar to frequency divison multiple access (FDMA) but with an
important twist. In FDMA systems, each deviceis dlocated afixed frequency. Multiple
devices share the available radio spectrum by using different frequencies. In frequency-
hopping systems, the frequency is time-dependent rather than fixed. Each frequency is
used for asmall amount of time, called the dwell time

Among other things, frequency hopping alows devicesto avoid interfering with primary
users assigned to the same frequency band. It works because primary users are assigned
narrow frequency bands and the right to transmit a a power high enough to override the
wireless LAN. Any interference caused by the secondary user that affects the primary

user istransient because the hopping sequence spreads the energy out over awide band
Likewise, the primary user only knocks out one of the spread- spectrum device's dots and
looks like transgent noise. Figure 10-2 shows the result when frequency dot 7 is given to
aprimary user. Although the tranamission in the fourth time dot is corrupted, the first

three transmissions succeed.

M1 the primary user of a frequency band notices interference from
secondary users, regulators can (and will) step in to shut down the secondary
user, hence the low power used by spread-spectrum modulation techniques.
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Figure 10-2. Avoiding interference with frequency hopping
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If two frequency-hopping systems need to share the same band, they can be configured
with different hopping sequences so they do not interfere with each other. During each
time dot, the two hopping sequences must be on different frequency dots. Aslong asthe
systems stay on different frequency dots, they do not interfere with each other, as shown
in Figure 10-3. The gray rectangles have a hopping sequence of {2,8/4,7}, asin the
previous figures. A second system with a hopping sequence of {6,3,7,2} is added.
Hopping sequences that do not overlap are called orthogonal . When multiple 802.11
networks are configured in asingle area, orthogona hopping sequences maximizes
throughput.

Figure 10-3. Orthogonal hopping sequences
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10.1.1.1 802.11 FH details

802.11 divides the microwave |SM band into a series of 1-MHz channds. Approximately
99% of the radio energy is confined to the channd. The modulation method used by
802.11 encodes data bits as shifts in the transmission frequency from the channel center.
Channdls are defined by their center frequencies, which begin at 2.400 GHz for channel

0. Successve channels are derived by adding 1-MHz steps. channd 1 has a center
frequency of 2.401 GHz, channdl 2 has a center frequency of 2.402 GHz, and so on up to
channd 95 at 2.495 GHz. Different regulatory authorities alow use of different parts of
the ISM band; the mgor regulatory domains and the available channels are shown in
Table10-1.
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Table 10-1. Channels used in different regulatory domains

Regulatory domain Allowed channels
US (FCC) 210 79 (2.402-2.479 GH2)
Canada (I1C) 210 79 (2.402-2.479 GH2)
Europe (excluding France and Spain) (ETS)) 210 79 (2.402-2.479 GH2z)
France 48 to 82 (2.448-2.482 GHz)
Spain 47 to 73 (2.447-2.473 GHz2)
Japan (MKK) 731095 (2.473-2.495 GHz)

The dwell time used by 802.11 FH systemsis 390 time units, which isamost 0.4

seconds. When an 802.11 FH PHY hops between channels, the hopping process can take
no longer than 224 microseconds. The frequency hops themselves are subject to

extensive regulation, both in terms of the size of each hop and the rate at which hops

must occur.

10.1.1.2 802.11 hop sequences

Mathematical functions for deriving hop sets are part of the FH PHY specification and
arefound in clause 14.6.8 of the 802.11 specification. As an example, hopping sequence
1 for North America and most of Europe begins with the sequence{ 3, 26, 65, 11, 46, 19,
74,50, 22, ...} . 802.11 further divides hopping sequences into nonoverlapping sets, and
any two members of a set are orthogona hopping sequences. In Europe and North
America, each sat contains 26 members. Regulatory authorities in other areas have
restricted the number of hopped channdls, and therefore each set has a smaler number of
members. Table 10-2 has details.

Table 10-2. Size of hop sets in each regulatory domain
Regulatory domain Hop set size
US (FCC) 26
Canada (1C) 26
Europe (excluding France and Spain) (ETS)) 26
France 27
Spain 35
Japan (MKK) 23

10.1.1.3 Joining an 802.11 frequency-hopping network

Joining a frequency-hopping network is made possible by the standardization of hop

sequences. Beacon frames on FH networks include a timestamp and the FH Parameter
Set dement. The FH Parameter Set element includes the hop pattern number and ahop
index. By receiving a Beacon frame, a sation knows everything it needs to synchronize

its hopping pattern.
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Based on the hop sequence number, the station knows the channel-hopping order. Asan
example, say that a sation has recelved a Beacon frame that indicates that the BSSis
using the North America/Europe hop sequence number 1 and is at hop index 2. By
looking up the hop sequence, the station can determine that the next channel is 65. Hop
times are ds0 well-defined. Each Beacon frame includes a Timestamp field, and the hop
occurs when the timestamp modulo dwell time included in the Beaconis 0.

10.1.1.4 ISM emission rules and maximum throughput

Spectrum dlocation policies are the limiting factor of frequency-hopping 802.11 systems.
As an example, consider the three major rulesimposed by the FCC in the U.S. 2

? These rules are in rule 247 of part 15 of the FCC rules (47 CFR 15.247).

=

There must be at least 75 hopping channelsin the band, which is 83.5-MHz wide.
Hopping channds can be no wider than 1 MHz.

Devices must use dl available channds equdly. In a30-second period, no more
than 0.4 seconds may be spent using any one channdl.

wWn

Of these rules, the most important is the second one. No matter what fancy encoding
schemes are available, only 1 MHz of bandwidth is avalable at any time. The frequency
a which it isavailable shifts continuoudy because of the other two rules, but the second
rule limits the number of Sgnd transtions that can be used to encode data.

With a graightforward, two-level encoding, each cycle can encode one bit. At 1 bit per
cycle, 1 MHz yields adatarate of 1 Mbps. More sophisticated modulation and
demodulation schemes can improve the data rate. Four-leve coding can pack 2 bitsinto a
cycle, and 2 Mbps can be squeezed from the 1-MHz bandwidth.

The European Telecommunications Standards Ingtitute (ETSI) aso has a set of rulesfor
spread- spectrum devices in the ISM band, published in European Telecommunications
Standard (ETS) 300-328. The ETS rules dlow far fewer hopping channds, only 20 are
required. Radiated power, however, is controlled much more gtrictly. In practice, to meet
both the FCC and ETSI requirements, devices use the high number of hopping channds
required by the FCC with the low radiated power requirements of ETS!.

10.1.1.5 Effect of interference

802.11 isa secondary use of the 2.4-GHz 1SM band and must accept any interference
from a higher-priority transmisson. Catastrophic interference on achannd may prevent
that channel from being used but leave other channels unaffected. With gpproximately 80
usable channelsin the U.S. and Europe, interference on one channel reduces the raw bit
rate of the medium by approximately 1.25%. (The cost a the IP layer will be somewhat
higher because of the interframe gaps, 802.11 acknowledgments, and framing and
physca-layer covergence headers.) As more channds are affected by interference, the
throughput continues to drop. See Figure 10-4.
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Figure 10-4. Throughput response to interference in FHSS systems
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10.1.2 Gaussian Frequency Shift Keying (GFSK)

The FH PHY uses Gaussian frequency shift keying (GFSK).EL Frequency shift keying
encodes data as a series of frequency changesin a carrier. One advantage of using
frequency to encode datais that noise usualy changes the amplitude of asignd;
modulation systems that ignore amplitude (broadcast FM radio, for example) tend to be
relatively immune to noise. The Gaussian in GFSK refers to the shape of radio pulses,
GFSK confines emissonsto ardatively narrow spectra band and is thus appropriate for
secondary uses. Signd processing techniques that prevent widespread leakage of RF
energy are agood thing, particularly for secondary users of afrequency band. By
reducing the potentia for interference, GFSK makesit more likely that 802.11 wireless
LANSs can be built in an area where another user has priority.

Bl The term keying is a vestige of telegraphy. Transmission of data across
telegraph lines required the use of a key. Sending data through a modern
digital system employs modulation techniques instead, but the word keying
persists.

10.1.2.1 2-Level GFSK

The most basic GFSK implementation is caled 2-level GFSK (2GFSK). Two different
frequencies are used, depending on whether the data that will be transmitted isa 1 or a 0.
To transmit a 1, the carrier frequency is increased by a certain deviation. Zero is encoded
by decreasing the frequency by the same deviation. Figure 10-5 illustrates the generd
procedure. In real-world systems, the frequency deviations from the carrier are much
smaller; the figure is deliberately exaggerated to show how the encoding works.

Figure 10-5. 2-level GFSK
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The rate & which data is sent through the system is called the symbol rate Because it
takes severd cyclesto determine the frequency of the underlying carrier and whether 1 or
0 was trangmitted, the symbol rate isavery small fraction of the carrier frequency.
Although the carrier frequency is roughly 2.4 GHz, the symbol rateisonly 1 or 2 million
symbols per second.

Freguency changes with GFSK are not sharp changes. Instantaneous frequency changes
require more expengve e ectronic components and higher power. Gradud frequency
changes dlow lower-cost equipment with lower RF leakage. Figure 10-6 shows how
frequency varies as aresult of encoding the letter M (1001101 binary) using 2GFSK.
Note that the verticd axisis the frequency of the transmisson. When a 1 is tranamitted,
the frequency rises to the center frequency plus an offset, and when a 0 is transmitted, the
frequency drops by the same offset. The horizontal axis, which representstime, is divided
into symbol periods. Around the middle of each period, the receiver measures the
frequency of the transmission and trand ates that frequency into asymboal. (In 802.11
frequency-hopping systems, the higher-leve datais scrambled before transmission, so the
bit sequence transmitted to the peer station is not the same as the bit sequence over the
ar. Thefigureillustrates how the principles of 2GFSK work and doesn't step through an
actua encoding.)

Figure 10-6. 2GFSK encoding of the letter M
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10.1.2.2 4-Level GFSK

Using ascheme such asthis, there are two ways to send more data: use a higher symbol
rate or encode more bits of information into each symbol. 4-level GFSK (4GFSK) uses
the same basic approach as 2GFSK but with four symbolsinstead of two. The four
symbols (00, 01, 10, and 11) each correspond to a discrete frequency, and therefore
4GFSK transmits twice as much data at the same symbol rate. Obvioudy, thisincresse
comes a a cost: 4GFSK requires more complex transmitters and receivers. Mapping of
the four symbols onto bitsis shown in Figure 10-7.
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Figure 10-7. Mapping of symbols to frequencies in 4GFSK
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With its more sophisticated signd processing, 4GFSK packs multiple bitsinto asingle
symbol. Figure 10-8 shows how the letter M might be encoded. Once again, the vertica
axisisfrequency, and the horizontal axisis divided into symbol times. The frequency
changes to tranamit the symbols; the frequencies for each symbol are shown by the
dashed lines. The figure <o hints at the problem with extending GFSK - based methods to
higher bit rates. Digtinguishing between two levelsisfairly easy. Four is harder. Each
doubling of the bit rate requires that twice as many levels be present, and the RF
components distinguish between ever smdler frequency changes. These limitations
practicaly limit the FH PHY to 2 Mbps.

Figure 10-8. 4GFSK encoding of the letter M
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10.1.3 FH PHY Convergence Procedure (PLCP)

Before any frames can be modulated onto the RF carrier, the frames from the MAC must
be prepared by the Physica Layer Convergence Procedure (PLCP). Different underlying
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physica layers may have different requirements, so 802.11 alows each physicd layer
some latitude in preparing MAC frames for tranamisson over the air.

10.1.3.1 Framing and whitening

The PLCP for the FH PHY adds afive-field header to the frame it receives from the
MAC. The PLCPisarelay between the MAC and the physica medium dependent
(PMD) radio interface. In keeping with SO reference moded terminology, frames passed
from the MAC are PLCP service data units (PSDUs). The PLCP framing is shown in

Figure 10-9.

Preamble
Asin awired Ethernet, the preamble synchronizes the transmitter and receiver
and derives common timing relationships. In the 802.11 FH PHY/, the Preamble is
composed of the Sync field and the Start Frame Delimiter fidd.

Figure 10-9. PLCP framing in the FH PHY
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The sync fidd is 80 hitsin length and is composed of an dternating zero-one
sequence (010101...01). Stations search for the sync pattern to prepare to receive
data. In addition to synchronizing the sender and receiver, the Sync fied serves
three purposes. Presence of async sgnd indicatesthat aframe isimminent.
Second, stations that have multiple antennas to combat multipath fading or other
environmenta reception problems can salect the antenna with the strongest sgndl.
Findly, the recaiver can measure the frequency of theincoming signd relative to
itsnomind vaues and perform any corrections needed to the recelved signal.

Sart Frame Delimiter (SFD)

Asin Ethernet, the SFD signds the end of the preamble and marks the beginning
of the frame. The FH PHY usesa 16-bit SFD: 0000 1100 1011 1101.

Header
The PLCP header follows the preamble. The header has PHY -specific parameters
used by the PLCP. Three fiedlds comprise the header: alength field, a speed field,
and aframe check sequence.

PSDU Length Word (PLW)
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Thefirgt fidld in the PLCP header isthe PLW. The payload of the PLCP frame is
aMAC frame that may be up to 4,095 bytes long. The 12-bit length fidd informs
the recaiver of the length of the MAC frame that follows the PLCP header.

PLCP Sgnaling (PSF)

Bit O, the firgt bit transmitted, is reserved and set to 0. Bits 1-3 encode the speed at
which the payload MAC frameis tranamitted. Severd speeds are available, so this
fidd dlowsthe receiver to adjust to the appropriate demodulation scheme.
Although the standard allows for datarates in increments of 500 kbps from 1.0
Mbps to 4.5 Mbps, the modulation scheme has been defined only for 1.0 Mbps
and 2.0 Mbps® See Table 10-3.

“tis unlikely that significant further work will be done on high-rate,
frequency-hopping systems. For high data rates, direct sequence is a
more cost-effective choice.

Table 10-3. PSF meaning
Bits (1-2-3) Datarate
000 1.0 Mbps
001 1.5 Mbps
010 2.0 Mbps
011 2.5 Mbps
100 3.0 Mbps
101 3.5Mbps
110 4.0 Mbps
111 4.5 Mbps

Header Error Check (HEC)

To protect againgt errorsin the PLCP header, a 16-bit CRC is cadculated over the
contents of the header and placed in thisfield. The header does not protect against
erorsin other parts of the frame.

No regtrictions are placed on the content of the Data field. Arbitrary datamay contain
long strings of consecutive Os or 1s, which makes the data much less random. To make
the transmitted data more like random white noise, the FH PHY s gpply awhitening
dgorithm to the MAC frame. This dgorithm scrambles the data before radio
transmisson. Recalvers invert the process to recover the data.

10.1.4 Frequency-Hopping PMD Sublayer

Although the PLCP header has afield for the speed a which the MAC frameis
transmitted, only two of these rates have corresponding standardized PMD layers.
Severd features are shared between both PMDs. antenna diversity support, alowances
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for the ramp up and ramp down of the power amplifiersin the antennas, and the use of a
Gaussian pulse shaper to keep as much RF power as possible in the narrow frequency-
hopping band. Figure 10-10 shows the generd design of the transceiver used in 802.11
frequency-hopping networks.

Figure 10-10. Frequency-hopping transceiver
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10.1.4.1 PMD for 1.0-Mbps FH PHY

The basic frequency-hopping PMD enables datatransmission at 1.0 Mbps. Frames from
the MAC have the PLCP header appended, and the resulting sequence of bitsis
transmitted out of the radio interface. In kegping with the common regulatory restriction
of a1-MHz bandwidth, 1 million symboals are transmitted per second. 2GFSK isused as
the modulation scheme, so each symbol can be used to encode a single bit. 802.11
gpecifies aminimum power of 10 milliwatts (mW) and requires the use of a power
control function to cap the radiated power at 100 mW, if necessary.

10.1.4.2 PMD for 2.0-Mbps FH PHY

A second, higher-speed PMD is available for the FH PHY . Aswith the 1.0-Mbps PMD,
the PLCP header is appended and is transmitted at 1.0 Mbps using 2GFSK. In the PLCP
header, the PSF field indicates the speed a which the frame body is transmitted. At the
higher data rate, the frame body is transmitted using a different encoding method than the
physica-layer header. Regulatory requirements restrict dl PMDs to a symbol rate of 1
MHz, so 4GFSK must be used for the frame body. Two bits per symbol yieds arate of
2.0 Mbpsat 1 million symbols per second. Firmware that supports the 2.0-Mbps PMD
can fal back to the 1.0-Mbps PMD if sgna quality istoo poor to sustain the higher rate.

10.1.4.3 Carrier sense/clear channel assessment (CS/CCA)

To implement the CSMA/CA foundation of 802.11, the PCLP includes a function to
determine whether the wirdless medium is currently in use. The MAC uses both avirtud
carrier-sense mechaniam and a physica carrier-sense mechanism; the physicd layer
implements the physical carrier sense. 802.11 does not specify how to determine whether
adgnd is present; vendors are free to innovate within the required performance
congraints of the standard. 802.11 requires that 802.11-compliant Sgnaswith certain
power levels must be detected with a corresponding minimum probability.

10.1.5 Characteristics of the FH PHY
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Table 10-4 shows the vaues of anumber of parametersin the FH PHY . In addition to the
parameters in the table, which are standardized, the FH PHY has a number of parameters
that can be adjusted to baance delays through various parts of an 802.11 frequency-
hopping system. It includes variables for the latency through the MAC, the PLCP, and

the transceiver, as wdll as variables to account for variationsin the transceiver

electronics. One other item of noteisthat the tota aggregate throughput of al frequency-
hopping networksin an area can be quite high. The totd aggregate throughput isa
function of the hop set gze. All sequencesin ahop set are orthogona and noninterfering.
In North America and most of Europe, 26 frequency-hopping networks can be deployed
inan areaa once. If each network is run at the optiond 2-Mbps rate, the area can have a
total of 52-Mbps throughput provided that the ISM band is reatively free of interference.

Table 10-4. FH PHY parameters

Parameter Value Notes

Sot time 50us

The SIFSis used to derive the vaue of the other interframe

SIFStime 2815 | haces (DIFS, PIFS, and EIFS).

Contention 15-1,023
window dze dots

Preamble Preamble symbols are transmitted at 1 MHz, so a symbol takes

duration Fis 1 sto tranamit; 96 bits require 96 symbol times.
gbrglrozeader 32us The PLCP header is 32 hits, so it requires 32 symbol times.
Maximum 4095 802.11 recommends a maximum of 400 symbols (400 bytes at

1 Mbps, 800 bytes at 2 Mbps) to retain performance across

MACframe  |bytes | e oot types of environments.

10.2 802.11 DS PHY

Direct-sequence modulation has been the most successful modulation technique used
with 802.11. The initia 802.11 specification described aphysical layer based on low-
speed, direct-sequence spread spectrum (DS or DSSS). Direct-sequence equipment
requires more power to achieve the same throughput as a frequency-hopping system. 2-
Mbps direct- sequence interfaces will drain battery power more quickly than 2-Mbps
frequency-hopping interfaces. The red advantage to direct-sequence transmission is that
the technique is readily adaptable to much higher data rates than frequency- hopping
networks.

This section describes the basic concepts and modulation techniques used by the initid
DSPHY. It dso shows how the PLCP prepares frames for transmission on the radio link
and touches briefly on afew detalls of the physica medium itsdlf.
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10.2.1 Direct-Sequence Transmission

Direct- sequence transmission is an aternative gpread- gpectrum technique that can be

used to transmit asigna over amuch wider frequency band. The basic gpproach of

direct- sequence techniques is to smear the RF energy over awide band in acarefully
controlled way. Changesin the radio carrier are present across awide band, and receivers
can perform correlation processesto look for changes. The basic high-leve gpproachis
shownin Figure 10-11.

Figure 10-11. Basic DSSS technique
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At the left isatraditiona narrowband radio signdl. It is processed by a spreader, which
goplies amathematicd transform to take a narrowband input and flatten the amplitude
across arelatively wide frequency band. To anarrowband receiver, the transmitted signal
looks like low-level noise because its RF energy is spread across avery wide band. The
key to direct- sequence transmission is that any modulation of the RF carrier is aso spread
across the frequency band. Receivers can monitor awide frequency band and look for
changesthat occur across the entire band. The origind signal can be recovered with a
correlator, which inverts the spreading process.

At ahigh levd, acorrdaor smply looks for changes to the RF signd that occur across
the entire frequency band. Correlation gives direct-sequence transmissions agreet deal of
protection againg interference. Noise tends to take the form of reatively narrow pulses
that, by definition, do not produce coherent effects across the entire frequency band.
Therefore, the corrdation function spreads out noise across the band, and the correlated
dgnd shinesthrough, asilludrated in Figure 10-12.

Figure 10-12. Spreading of noise by the correlation process
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Direct-sequence modulation works by applying a chipping sequence to the data stream. A
chipisabinary digit used by the spreading process. Bits are higher-leve data, while

chips are binary numbers used in the encoding process. There's no mathematical

difference between a bit and a chip, but spread- spectrum devel opers have adopted this
terminology to indicate that chips are only a part of the encoding and transmission

process and do not carry any data. Chipping streams, which are dso called pseudorandom
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noise codes (PN codes), must run at a much higher rate than the underlying data. Figure
10-13 illustrates how chipping sequences are used in the transmission of datausng
direct- sequence modulation. Severa chips are used to encode asingle bit into a series of
chips. The high-frequency chipped sgnd is transmitted on an RF carrier. At the other
end, acorrelator compares the recelved sgnd to the same PN sequence to determineif
the encoded bit wasaor a 1.

Figure 10-13. Chipping
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The process of encoding alow bit rate signal at a high chip rate has the side effect of
soreading the Sgnd's power over a much wider bandwidth. One of the most important
quantities in a direct- sequence system is its spreading ratio, which is the number of chips
used to trangmit asingle bit2 Higher spreading ratios improve the ability to recover the
transmitted signd but require a higher chipping rate and alarger frequency band.
Doubling the spreading ratio requires doubling the chipping rate and doubles the required
bandwidth as well. There are two costs to increased chipping ratios. One isthe direct cost
of more expensive RF components operating at the higher frequency, and the other isan
indirect cost in the amount of bandwidth required. Therefore, in designing direct-
sequence systems for the real world, the spreading ratio should be as low as possible to
meet design requirements and to avoid wasting bandwidth.

Bl The spreading ratio is related to a figure known as the processing gain.
The two are sometimes used interchangeably, but the processing gain is

slightly lower because it takes into account the effects of using real-world

systems as opposed to perfect ideal systems with no losses.

Direct-sequence modulation trades bandwidth for throughput. Compared to traditiona
narrowband transmission, direct- sequence modulation requires sgnificantly more radio
spectrum and is much dower. However, it can often coexist with other interference
sources because the recelver's corrdation function effectively ignores narrowband noise.
It iseaser to achieve high throughput using direct- sequence techniques than with
frequency hopping. Regulatory authorities do not impose a limit on the amount of
spectrum that can be used; they generaly set a minimum lower bound on the processing
gan. Higher rates can be achieved with awider band, though wider bands require a
higher chip rate,

10.2.1.1 802.11 direct-sequence details
For the PN code, 802.11 adopted an 11-bit Barker word. Each bit is encoded using the

entire Barker word as a chipping sequence. Detailed discussion of Barker words and their
properties are well beyond the scope of this book. The key attribute for 802.11 networks
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isthat Barker words have good autocorrelation properties, which meansthat the
correlation function at the recelver operates as expected in awide range of environments
and isrelatively tolerant to multipath delay spreads.

Regulatory authorities require a 10-dB processing gain. Using an 11-bit spreading code
for each bit alows 802.11 to meet the regulatory requirements with some margin of
safety, but it is smal enough to dlow as many overlgpping networks as possible. Longer
gpreading codes alow higher processing gains but require wider frequency channels.

10.2.1.2 Encoding in 802.11 direct-sequence networks

802.11 usesthe Barker sequence {+1, -1, +1, +1, -1, +1, +1, +1, -1, -1, -1} . Asused in
802.11, +1 becomes 1, and -1 becomes 0, so the Barker sequence becomes 10110111000.
It is applied to each bit in the data stream by amodulo-2 adder.l When a 1 is encoded, all
the bits in the spreading code change; for O, they stay the same. Figure 10-14 showsthe
encoding process.

' Encoding with the Barker sequence is similar to a number of other
techniques. Some cellular systems, most notably in North America, use code
division multiple access (CDMA) to allow several stations to access the radio
medium. CDMA exploits some extremely complex mathematics to ensure
that transmissions from each mobile phone look like random noise to every
other mobile phone in the cell. The underlying mathematics are far more
complicated than a simple fixed pseudo-random noise code.

Figure 10-14. Encoding with the Barker word
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Receivers can look at the number of 1sin areceived bit time. The Barker sequence has
sx 1sand five Os. An 11-bit sequence with six 1s must therefore correspond to a
transmitted O, and an 11-bit sequence with six Os must correspond to atransmitted 1. In
addition to counting the numbers of 1s and Os, the receiver can analyze the pattern of
received bitsto infer the value of the transmitted bit.

10.2.1.3 Operating channels

Channelsfor the DSPHY are much larger than the channels for the FH PHY. The DS
PHY has 14 channelsin the 2.4-GHz band, each 5 MHz wide. Channd 1 is placed a
2.412 GHz, channdl 2 a 2.417 GHz, and so on up to channd 14 at 2.484 GHz. Table 10-
5 shows which channds are dlowed by each regulatory authority. Channd 10 isavalable
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throughout North America and Europe, which iswhy most products use channel 10 asthe
default operating channd.

Table 10-5. Channels used in different regulatory domains
Regulatory domain Allowed channels
US (FCC)/Canada (IC) 1to 11 (2.412-2.462 GHz)
Europe, excluding France and Spain (ETSl) 1to 13 (2.412-2.472 GHz)
France 10 to 13 (2.457-2.472 GHz)
Spain 10 to 11 (2.457-2.462 GHz)
Japan (MKK) 14 (2.484 GHz)

10.2.1.4 Channel energy spread

Within a channd, most of the energy is spread across a 22-MHz band. Because the DS
PHY usesan 11-MHz chip clock, energy spreads out from the channel center in multiples
of 11 MHz, asshown in Figure 10-15. To prevent interference to adjacent channels, the
first Sde lobe isfiltered to 30 dB below the power at the channed center frequency, and
additiona lobes are filtered to 50 dB below the power a the channd center. This
corresponds to reducing the power by afactor of 1,000 and 100,000, respectively. These
limitsare noted in Figure 10-15 by the use of dBr, which means dB rdlative to the power
at the channd center. Figure 10-15 isnot to scde: -30 dBr is only one thousandth, and -
50 dBr is one hundred thousandth.

Figure 10-15. Energy spread in a single 802.11 DS transmission channel
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With the tranamit filters in place, RF power is confined mostly to 22-MHz frequency
bands. European regulators cap the maximum radiated power at 100 mW; the FCC inthe
U.S. dlows a substantialy higher radiated power of 1,000 mW, but most products fal far
below thisin practice.

To prevent interference from networks operating on adjacent channels, 802.11 direct-
sequence equipment must be separated by a frequency band of at least 22 MHz between
channd center frequencies. With a channd spacing of 5 MHz, networks must be
separated by five channe numbersto prevent interference, asillugtrated in Figure 10-16.
If directly adjacent channdls were selected, there would be a great ded of overlap in the
center |obes.

Figure 10-16. Channel separation in 802.11 DS networks
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10.2.1.5 Maximum theoretical throughput

If the Sgna processing techniques used by the DS PHY are used, then the maximum
throughput would be afunction of the frequency space used. Roughly spesking, the ISV
band is 80-MHz wide. Using the same spreading factor of 11 would lead to amaximum
bit rate of dightly more than 7 Mbps. However, only one channel would be available, and
products would need to have an oscillator running & 77 MHz to generate the chipping
sequence. High-frequency devices are a tremendous drain on batteries, and the
hypotheticd high-rate encoding that uses the entire band makes terrible use of the
available spectrum. To achieve higher throughput, more sophisticated techniques must be
used. 802.11b increases the symbol rate dightly, but it gets far more mileage from more
sophisticated encoding techniques.

10.2.1.6 Interference response

Direct-sequence-modulated signds are more resistant to interference than frequency-
hopping signas. The correlation process enables direct- sequence systems to work around
narrowband interference much more effectively. With 11 chips per bit, severd chips can
be logt or damaged before asingle data bit is lost. The disadvantage is that the response
of direct-sequence systems to noiseis not incremental. Up to acertain leve, the

correlator can remove noise, but once interference obscures a certain amount of the
frequency band, nothing can be recovered. Figure 10-17 shows how direct-sequence
systems degrade in response to noise.

Figure 10-17. Throughput response to interference in DSSS systems
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Direct-sequence systems dso avoid interfering with a primary user more effectively than
frequency-hopping systems. After direct-sequence processing, Ssgnas are much wider
and have lower amplitudes, so they appear to be random background noise to traditional
narrowband receivers. Two direct- sequence users in the same area can cause problems
for each other quite easlly if the two direct- sequence channels are not separated by an
adequate amount. Generally speaking, interference between two direct- sequence devices
isa problem long before a primary band user notices anything.
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10.2.2 Differential Phase Shift Keying (DPSK)

Differential phase shift keying (DPSK) isthe basis for dl 802.11 direct-sequence
systems. Asthe nameimplies, phase shift keying (PSK) encodes data in phase changes of
the transmitted signd. The absolute phase of awaveform is not revant in PSK; only
changesin the phase encode data. Like frequency shift keying, PSK ressts interference
because mogt interference causes changes in amplitude. Figure 10-18 showstwo identical
sgne waves shifted by a smal amount dong the time axis. The offset between the same
point on two waves is the phase difference.

Figure 10-18. Phase difference between two sine waves
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10.2.2.1 Differential binary phase shift keying (DBPSK)

The smplest form of PSK uses two carrier waves, shifted by ahdf cycle relative to each
other. One wave, the reference wave, is used to encode a 0; the half-cyde shifted wave is
used to encode a 1. Table 10-6 summarizes the phase shifts, and Figure 10-19 illugtrates
the encoding as a phase difference from a preceding sne wave.

Figure 10-19. DBPSK encoding

RED HAT 1052
187 RED HAT V. CAS



Table 10-6. DBPSK phase shifts

Symboal Phase shift

0 0

1 180° (r radians)

To gtick with the same example, encoding the letter M (1001101 in binary) is a matter of
dividing up the timeinto seven symbol times then transmitting the wave with appropriate
phase shift at each symbol boundary. Figure 10-20 illustrates the encoding. Timeis
divided into a series of symbol periods, each of which is severa times the period of the
carrier wave. When the symbol isa 0, there is no change from the phase of the previous
symbol, and when the symboal is a 1, thereis achange of haf a cycle. These changes
result in "pinches’ of the carrier when 1 is transmitted and a smooth trangition across the
symbol time boundary for O.

Figure 10-20. The letter M encoded in DBPSK

10.2.2.2 Differential quadrature phase shift keying (DQPSK)

Like 2GFSK, DBPSK islimited to one bit per symbol. More advanced receivers and
transmitters can encode multiple bits per symbol usng atechnique cdled differentid
quadrature phase shift yeying (DQPSK). Rather than a fundamenta wave and a haf-
cycle shifted wave, DQPSK uses a fundamental wave and three additiond waves, each
shifted by aquarter cycle, asshownin Figure 10-21. Table 10-7 summarizes the phase
shifts

Figure 10-21. DQPSK encoding
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Table 10-7. DQPSK phase shifts
Symbol Phase shift
00 0
01 90° (n/2 radians)
11 180° (m radians)
10 270° (3r/2 or - /2 radians)

Now encode M in DQPSK (Figure 10-22). In the UTF-8 character set, M is represented
by the binary string 01001101 or, as the sequence of four two-bit symbols, 01-00-11-01.
In the first symbol period, there is a phase shift of 90 degrees; for clarity, the figure

shows the phase shift from a pure Sne wave. The second symbol resultsin no phase shift,
s0 the wave continues without a change. The third symbol causes a phase shift of 180
degrees, as shown by the sharp change from the highest amplitude to the lowest
amplitude. The fina symbol causes a phase shift of 90 degrees.

Figure 10-22. The letter M encoded in DQPSK
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The obvious advantage of DQPSK rdative to DBPSK isthat the four-leve encoding
mechaniam can have a higher throughput. The cost of using DQPSK isthat it cannot be
used in some environments because of savere multipath interference. Multipath
interference occurs when the signal takes severad paths from the transmitter to the

recelver. Each path has a different length; therefore, the received signd from each path

has a different delay relaive to the other paths. This delay is the enemy of an encoding
scheme based on phase shifts. Wavefronts are not labeled or painted different colors, so a
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wavefront could arrive later than expected because of along path or it could smply have
been tranamitted late and phase shifted. In environments where multipath interferenceis
severe, DQPSK will break down much quicker than DBPSK.

10.2.3 DS Physical-Layer Convergence (PLCP)

Asinthe FH PHY, frames must be processed by the PL CP before being transmitted into
theair.

10.2.3.1 Framing and scrambling

The PLCP for the DS PHY adds a six-field header to the frames it receives from the
MAC. In keeping with 1SO reference model terminology, frames passed from the MAC
are PLCP sarvice data units (PSDUS). The PLCP framing is shown in Fgure 10-23.

Figure 10-23. DS PLCP framing
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The FH PHY uses a data whitener to randomize the data before transmission, but the data
whitener gpplies only to the MAC frame trailing the PLCP header. The DSPHY hasa
amilar function caled the scrambler, but the scrambler is gpplied to the entirety of the
direct- sequence frame, including the PLCP header and preamble.

Preamble

The Preamble synchronizes the transmitter and receiver and dlows them to derive
common timing relaionships. It is composed of the Sync field and the Start
Frame Ddimiter field. Before tranamission, the preamble is scrambled using the
direct- sequence scrambling function.

Sync

The Sync fidld isa 128-hit field composed entirely of 1s. Unlike the FH PHY/, the
Sync fidd is scrambled before transmission.

Sart Frame Delimiter (SFD)
The SFD dlows the recaiver to find the tart of the frame, even if some of the

sync bitswere logt in trangit. Thisfield is set to 0000 0101 1100 1111, whichis
different from the SFD used by the FH PHY ..
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Header

The PLCP header follows the preamble. The header has PHY - specific parameters
used by the PLCP. Five fidds comprise the header: asgnaing field, a service
identification field, a Length field, a Signd field used to encode the speed, and a
frame check sequence.

Sgnal
The Signd fidd is used by the receiver to identify the transmission rate of the
encapsulated MAC frame. It is set to either 0000 1010 (Ox0A) for 1-Mbps
operation or 0001 0100 (0x14) for 2-Mbps operation.

Service
Thisfield is reserved for future use and must be set to al Os.

Length

Thisfidd is st to the number of microseconds required to tranamit the frame as
an unsigned 16- bit integer, tranamitted least Sgnificant bit to most sgnificant bit.

CRC

To protect the header againgt corruption on the radio link, the sender calculates a
16-bit CRC over the contents of the four heeder fields. Recelvers verify the CRC
before further frame processing.

No redtrictions are placed on the content of the Datafield. Arbitrary datamay contain
long strings of consecutive Os or 1s, which makes the data much less random. To make
the data more like random background noise, the DS PHY uses a polynomia scrambling
mechanism to remove long strings of 1s or Os from the tranamitted data stream.

10.2.4 DS Physical Medium Dependent Sublayer

Unlike the FH PHY , the DS PHY uses asingle PMD specification. Thisis a complex and
lengthy specification that incorporates provisions for two data rates (1.0 and 2.0 Mbps).
Figure 10-24 shows the general design of atransceiver for 802.11 direct-sequence
networks.

Figure 10-24. Direct-sequence transceiver
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10.2.4.1 Transmission at 1.0 Mbps

At the low data rate, the direct-sequence PMD enables data transmission at 1.0 Mbps.
The PLCP header is gppended to frames arriving from the MAC, and the entire unit is
scrambled. The resulting sequence of bitsis transmitted from the physical interface using
DBP<K at arate of 1 million symbols per second. The resulting throughput is 1.0 Mbps
because one bit is encoded per symboal. Like the FH PMD, the DS PMD has a minimum
power requirement and can cap the power a 100 mW if necessary to meet regulatory
requiremerts.

10.2.4.2 Transmission at 2.0 Mbps

Likethe FH PHY, transmission at 2.0 Mbps uses two encoding schemes. The PLCP
preamble and header are transmitted at 1.0 Mbps using DBPSK. Although using a dower
method for the header transmission reduces the effective throughput, DBPSK isfar more
tolerant of noise and multipath interference. After the preamble and header are finished,
the PMD switches to DQPSK modulation to provide 2.0-Mbps service. Aswith the FH
PHY, most products that implement the 2.0-Mbps rate can detect interference and fdll
back to lower-speed 1.0-Mbps service.

10.2.4.3 CS/CCA for the DS PHY
802.11 dlowsthe CS/CCA function to operate in one of three modes:
Mode 1

When the energy exceeds the energy detection (ED) threshold, it reports that the
medium is busy. The ED threshold depends on the transmit power.

Mode 2
Implementations using Mode 2 must look for an actual DSSS signa and report
the channd busy when one is detected, even if the signd is below the ED
threshold.

Mode 3

Mode 3 combines Mode 1 and Mode 2. A signal must be detected with sufficient
energy before the channd is reported busy to higher layers.
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Once achannd isreported busy, it stays busy for the duration of the intended
tranamisson, even if the 9gnd islod. The transmisson's duration is taken from the time
interva in the Length fied. Busy medium reports must be very fast. Whenasignd is
detected a the beginning of a contention window dot, the CCA mechanism must report a
busy medium by the time the dot has ended. Thisrdatively high performance

requirement must be set because once a station has begun transmisson at the end of its
contention delay, it should seize the medium, and dl other stations should defer access
until its frame has concluded.

10.2.5 Characteristics of the DS PHY

Table 10-8 showsthe values of a number of parametersin the DS PHY . In addition to the
parameters in the table, which are standardized, the DS PHY has a number of parameters
that can be adjusted to balance delays through various parts of an 802.11 direct-sequence
system. It includes varigbles for the latency through the MAC, the PLCP, and the
transceiver, aswell as variables to account for variations in the transceiver eectronics.
One other item of noteis that the tota aggregate throughput of al direct- sequence
networksin an areais much lower than the total aggregate throughput of al
nonoverlapping frequency-hopping networksin an area. The total aggregate throughput is
afunction of the number of nonoverlgpping channels. In North America and most of
Europe, three direct- sequence networks can be deployed in an area at once. If each
network is run at the optiona 2-Mbps rate, the area can have atota of 6-Mbps
throughput, which is dramaticaly less than the frequency-hopping total aggregete
throughput.

Table 10-8. DS PHY parameters

Parameter Value Notes
Sot time 20ps
SEStime 10 The SIFSisusad to derive the value of the other interframe

Hs spaces (DIFS, PIFS, and EIFS).

Contention 31to
window gze 1,023 dots
Preamble 144 Preamble symbols are tranamitted at 1 MHz, so a symboal
duration k5 takes 1 sto transmit; 144 bits require 144 symbol times.
PLCP header : . : . .
duration 48s The PLCP header is 48 bits, so it requires 48 symbol times.
Maximum MAC 4-8,191
frame bytes

Likethe FH PHY, the DS PHY has a number of attributes that can be adjusted by a
vendor to balance ddlays in various parts of the system. It includes variables for the
latency through the MAC, the PLCP, and the transceiver, as well as variables to account
for variationsin the transcelver dectronics.
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10.3 802.11b: HR/DSSS PHY

When theinitid verson of 802.11 was rdtified in 1997, the real work was only just
beginning. Theinitid verson of the sandard defined FH and DS PHY's, but they were
only capable of datarates up to 2 Mbps. 2 Mbpsis barely useful, especidly when the
transmission capacity must be shared among all the usersin an area. In 1999, the 802.11
working group released its second extension to the basic 802.11 specification. In keeping
with the |EEE numbering convention, the second extension was labeled 802.11b.

802.11b adds another physical layer into the mix. It uses the same MAC as dl the other
physicd layers and is based on direct- sequence modulation. However, it enables
transmission at up to 11 Mbps, which is adequate for modern networks. Higher data rates
led to a stunning commercia success. 802.11b has blazed new trails where other wirdless
technologies failed to make an impact. The 802.11b PHY is adso known as the high-rate,
direct-sequence PHY/, abbreviated HR/DS or HR/DSSS. Even though the modulation is
different, the operating channels are exactly the same as the channels used by the origina
low-rate direct sequence.

10.3.1 Complementary Code Keying

802.11 direct-sequence systems use arate of 11 million chips per second. The origind
DS PHY sdivided the chip stream up into a series of 11-bit Barker words and transmitted
1 million Barker words per second. Each word encoded either one bit or two bitsfor a
corresponding datarate of 1.0 Mbps or 2.0 Mbps, respectively. Achieving higher data
rates and commercid utility requires that each code symbol carry more information than
abit or two.

Straight phase shift encoding cannot hope to carry more than afew bits per code word.
DQPSK requires that receivers distinguish quarter-cycle phase differences. Further
increasing the number of bits per symbol would require processng even finer phase
shifts, such as an eighth-cycle or sixteenth-cyde shift. Detecting smaler phase shiftsis
more difficult in the presence of multipath interference and requires more sophisticated
(and thus expensive) dectronics.

Instead of continuing with straight phase-shift keying, the |IEEE 802.11 working group
turned to an dternate encoding method. Complementary code keying (CCK) divides the
chip stream into a series of 8-bit code symbals, so the underlying transmission is based
on aseries of 1.375 million code symbols per second. CCK is based on sophisticated
mathematica transforms that dlow the use of afew 8-bit sequences to encode 4 or even 8
bits per code word, for a data throughput of 5.5 Mbps or 11 Mbps. In addition, the
meathematics underlying CCK transforms alow recelvers to distinguish between different
codes easlly, even in the presence of interference and multipath fading. Figure 10-25
illustrates the use of code symbolsin CCK. It is quite Smilar to the chipping process used
by the dower direct-sequence layers, the difference is that the code words are derived
partidly from the data. A Static repeating code word such as the Barker word is not used.
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Figure 10-25. Code symbols in CCK
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Barker spreading, as used in the lower-rate, direct-sequence layers, uses a static code to
spread the signal over the available frequency band. CCK uses the code word to carry
information, as well as smply to spread the signal. Severd phase angles are used to
prepare a complex code word of eight bits.

10.3.2 High-Rate, Direct-Sequence PLCP

Like the other physical layers, the HR/DSSS PHY is split into two parts. As with the
other physicd layers, the PLCP adds additiond framing information.

10.3.2.1 Framing and scrambling

Unlike the other physicd layers, two options exist for the PLCP framing. Both are shown
in Figure 10-26. The "long" frame format isidenticd to the classc DS PLCP format and
must be supported. For efficiency and improved throughput, stations may aso support the
optiona "short" PLCP format.

Figure 10-26. HR/DSSS PLCP framing

1 Mbps DBFSK
2 Mbps DOPSK
5.5/11 Mbps CCK
5.5/11 Mbps PECC
i 1 Mbps DEPSK m—
Syme SFD Signal | Service | Length CRC
tong 128 scramblad Ts Je bits Bhits | Bhis | Abix | &b B
L= i 1 B |
144 bits = 48 bits — L yariatte —
PLCP frame Preamble % % Hieader % % PSOL (MAL frame) § %:|
—
= 72 bits 1] 48 hits -.._\__\_||_H’1|'Tl'i|-h1lf_|
h Syne SFD Signal | Service | Lepgth CRC
e scrambted 05 16 bty Bhits | Bhis | &bk 1 bty i
e Mbps DBRSK I 2 Mbps DOPSK e —
2 Mbps DOPSK
5.5 Mbps CCK
11 Mbsps CCR/PRCC

RED HAT 1052
195 RED HAT V. CAS



Naturdly, the optiona short format may be used only if dl stations support it. To prevent
networks configured for the short format from disappearing, 802.11b requires that
dations answering Probe Requests from an active scan return a response using the same
PLCP header that was received. If a gtation that supports only the long PLCP header
sends a Probe Response, an access point returns a response using the long heeder, even if
the BSSiis configured for the short header.

Preamble

Frames begin with the preamble, which is composed of the Sync fidd and the
SFD field. The preamble istransmitted a 1.0 Mbps usng DBPSK.

Long Sync

The Long Sync field is composed of 128 1 hits. It is processed by the scrambler
before transmission, though, so the data content varies. High-rate syssems use a
specified seed for the scrambling function but support backwards compatibility
with older systems that do not specify a seed.

Short Sync

The Short Sync field is composed of 56 0 bits. Like the Long Sync, itisaso
processed by the scrambler.

Long SFD

Toindicate the end of the Sync fidd, the long preamble concludes with a Start of
Frame Delimiter (SFD). In the long PLCP, the SFD is the sequence 1111 0011
1010 0000. Aswith al |EEE specifications, the order of transamisson from the
physicd interface is least-ggnificant bit firdt, o the string is tranamitted right to

| ft.

Short SFD

To avoid confusion with the Long SFD, the Short SFD is the reverse value, 0000
0101 1100 1111.

The PLCP header follows the preamble. It is composed of the Signdl, Service, Length,
and CRC fidds. Thelong header is tranamitted at 1.0 Mbps usng DBPSK. However, the
short header's purpose is to reduce the time required for overhead transmisson soit is
transmitted at 2.0 Mbps using DQPSK.

Long Sgnal
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The Long Sgnd fidd indicates the speed and transmisson method of the
enclosed MAC frame. Four vaues for the 8-bit code are currently defined and are
shownin Table 10-9.

Table 10-9. Signal field values
Speed Value (msb to Ish) Hex value
1 Mbps 0000 1010 Ox0A
2 Mbps 0001 0100 0x14
5.5 Mbps 0011 0111 0x37
11 Mbps 0110 1110 Ox6E

Short Sgnal

The Short Signd field indicates the gpeed and transmisson method of the
enclosed frame, but only three vaues are defined. Short preambles can be used
only with 2 Mbps, 5.5 Mbps, and 11 Mbps networks.

Service

Length

CRC

The Sarvicefidd, which isshown in Figure 10-27, was reserved for future use by
thefirst verson of 802.11, and bits were promptly used for the high-rate
extensonsin 802.11b. Firg of dl, the Length field describes the amount of time
used for the enclosed frame in microseconds. Above 8 Mbps, the value becomes
ambiguous. Therefore, the eighth bit of the service field is used to extend the
Length field to 17 bits. The third bit indicates whether the 802.11b
implementation uses locked clocks; clock locking means that transmit frequency
and symbol clock use the same ostillator. The fourth bit indicates the type of
coding used for the packet, which is either O for CCK or 1 for PBCC. All reserved
bits must be set to 0. The Service field is transmitted from left to right (b0 to b7),
which is the same in both the short and long PLCP frame formats.

Figure 10-27. Service field in the HR/DSSS PLCP header

o) bl b b3 b4 b bi b7
Clck back Modulation
T=locked =K Lreng[.h
O=not locked 1=PBCLC Extension

The Length field is the same in both the short and long PLCP frame formats and
is the number of microseconds required to transmit the enclosed MAC frame.
Approximately two pages of the 802.11b standard are devoted to calculating the
vaue of the Length frame, but the details are beyond the scope of this book.
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The CRC fidd is the same in both the short and the long PLCP frames. Senders
caculate a CRC checksum using the Signdl, Service, and Length fields. Receivers
can use the CRC vaue to ensure that the header was received intact and was not
damaged during transmission. CRC calculations take place before data
scrambling.
The data scrambling procedure for the HR/IDSSS PHY is nearly identica to the data
scrambling procedure used with the origind DS PHY . The only differenceisthat the

scrambling function is seeded to specified vaues in the HR/DSSS PHY . Different seeds
are used for short and long PLCP frames.

10.3.3 HR/DSSS PMD

Unlike the FH PHY, the DS PHY uses asingle PMD specification. The generd
transcelver design is shown in Figure 10-28.

Figure 10-28. HR/DSSS transceiver
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10.3.3.1 Transmission at 1.0 Mbps or 2.0 Mbps

To ensure backwards compatibility with the ingtaled base of 802.11-based, direct-
sequence hardware, the HR/DSSS PHY can transmit and receive at 1.0 Mbps or 2.0
Mbps. Sower transmissions are supported in the same manner as the lower-rate, direct-
sequence layers described in Chapter 9.

10.3.3.2 Transmission at 5.5 Mbps with CCK
Higher-rate transmission is accomplished by building on the DQPSK -based phase shift
keying techniques. DQPSK transmits two hits per symbol period, encoded as one of four

different phase shifts. By using CCK, the symbol words themsalves carry additiond
information. 5.5-Mbps transmission encodes four data bits into a symbol. Two are carried
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using conventional DQPSK,, and the other two are carried through the content of the code
words. Figure 10-29 illugtrates the overal process.

Figure 10-29. 802.11b transmission at 5.5 Mbps
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1. The MAC frame embedded in the PCLP frameis divided into astring of 4-bit
blocks. Each 4-hit block is further divided into two 2-bit ssgments.

2. Thefirgt 2-bit segment is encoded by means of a DQPSK -type phase shift
between the current symbol and the previous symbol (Table 10-10). Even and odd
symbols use a different phase shift for technical reasons. Symbol numbering sarts
with O for the first 4-bit block.

Table 10-10. Inter-symbol DQPSK phase shifts

Bit pattern | Phase angle (even symbols) Phase angle (odd symbols)
00 0 T
01 n/2 3a/2
11 n 0
10 3n/2 n/2

3. The second 2-hit segment is used to select one of four code words for the current
symbol (Table 10-11). The four code words can be derived using the mathematics
laid out in clause 18.4.6.5 of the 802.11 standard.

Table 10-11. Mbps code words

Bit sequence Codeword
00 I,1,0,-1,i,1,-i,1
01 -i,-1,-,1,1,1,-i,1
10 -1,1,-1,-1,-i,1,i,1
11 i,-1,i,1,-i,1,i,1

10.3.3.3 Transmission at 11 Mbps with CCK

To moveto afull 11 Mbps, 8 bits must be encoded with each symbol. As with other
techniques, the first two bits are encoded by the phase shift of the transmitted symbol

199

RED HAT 1052
RED HAT V. CAS



reldive to the previous symbol. Six bits are encoded using CCK. Figure 10-30 illustrates
the process.

Figure 10-30. 802.11b transmission at 11 Mbps
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1. The MAC frame embedded in the PCLP frameis divided into a string of 8-bit
blocks. Each 8-hit block is further divided into four 2-bit ssgments.

2. Thefirg 2-bit segment is encoded by means of a DQPSK-type phase shift
between the current symbol and the previous symbol. Aswith the 5.5-Mbps rate,
even and odd symbols use a different phase shift for technical reasons. Symbol
numbering starts with O for the first 8-bit block. The phase shifts are identical to
the phase shifts used in 5.5-Mbps transmission.

3. Theremaining six bits are grouped into three successve pairs. Each pair is
associated with the phase angle in Table 10-12 and is used to derive a code word.

Table 10-12. Phase angle encoding for 11-Mbps transmission
Bit pattern Phase angle
00 0
01 n/2
10 n
11 3n/2

As an example, consider the conversion of the bit sequence 0100 1101 into a complex
code for transmission on an 802.11b network. The first two hits, 01, encode a phase shift
from the previous symboal. If the symbol is an even symbol in the MAC frame, the phase
shift is n/2; otherwise, the shift is 3n/2. (Symbolsin the MAC frame are numbered
garting from 0, so the first symbol in aframeis even.) The last Sx bits are divided into
three 2-hit groups: 00, 11, and 01. Each of these is used to encode an angle in the code
word equation. The next Step in transmisson isto convert the phase anglesinto the
complex code word for transmission.

10.3.3.4 Clear channel assessment
Likethe origind DS PHY , high-rate implementers have three choices for the CSCCA

operation mode. All the direct-sequence CCA modes are considered to be part of the
same list. Mode 1 isidentical to the DS PHY's CCA Mode 1, and Modes 2 and 3 are used
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exclusvdy by the origind DS PHY. Modes 4 and 5 are the HR/DSSS- specific CCA
modes.

Mode 1

When the energy exceeds the energy detection (ED) threshold, the medium is
reported busy. The ED threshold depends on the transmit power used. This mode
isaso avallable for classc direct-sequence systems.

Mode 4

Implementations usng Mode 4 look for an actud signa. When triggered, aMode
4 CCA implementation starts a 3.65 mstimer and begins counting down. If no
vaid HR/DSSS sgnd is received by the expiration of the timer, the medium is
reported idle. 3.65 ms corresponds to the transmission time required for the
largest possible frame at 5.5 Mbps.

Mode 5

Mode 5 combines Mode 1 and Mode 4. A signal must be detected with sufficient
energy before the channel is reported busy to higher layers.

Once achannel is reported busy, it stays busy for the duration of the intended
transmission, even if the sgnd islog. The channd is consdered busy until the time
interva in the Length field has egpsed. Implementations that look for avaid sgnd may
override this requirement if a second PLCP header is detected.

10.3.4 Optional Features of the 802.11b PHY
802.11b includes two optional physical-layer festures.
10.3.4.1 Packet Binary Convolutional Coding (PBCC)

PBCC isan optiona coding method that has not been widdly implemented. Proposds for
further revisonsto wirdless LAN technology in the ISV band specified PBCC, but those
proposals were rejected in the summer of 2001.

10.3.4.2 Channel agility

To avoid interfering with existing 802.11 networks based on frequency-hopping
technology, 802.11b includes the channel agility option. When employing the channd
agility option, 802.11b networks periodicaly hop to adifferent channd. Three direct-
sequence channd's are used for nonoverlapping networks; the hop sequences and dwell
times are designed to avoid interfering with a frequency-hopping network deployed in the
same area.
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10.3.5 Characteristics of the HR/DSSS PHY

Table 10-13 shows the vaues of a number of parametersin the HR/DSSS PHY . Like the
DSPHY, the HR/DSSS PHY has anumber of parameters that can be adjusted to
compensate for delaysin any part of ared system.

Table 10-13. HR/DSSS PHY parameters

Parameter Value Notes
Maximum MAC 4,095
frame length bytes
Sottime 20ps

The SIFSis used to derive the vaue of the other

SIFStime 10ps interframe spaces (DIFS, PIFS, and EIFS).

Contentionwindow (31 to
gze 1,023 dots

Preamble symbals are tranamitted at 1 MHz, so a symbol

Preambleduration  |144ps | o sho transmit; 96 bits require 96 symbol times.

PLCP header 48 bits The PLCP header transmission time depends on whether
duration the short preambleis used.

One other item of note is that the total aggregate throughput of al HR/DSSS networksin
an areais il lower than the tota aggregate throughput of al nonoverlapping frequency-
hopping networks in an area. The totd aggregate throughput is a function of the number
of nonoverlapping channdls. In North Americaand most of Europe, three HR/DSSS
networks can be deployed in an area at once. If each network isrun at the optional 11-
Mbps rate, the area can have atota of 33-Mbps throughput, which is less than the

frequency-hopping total aggregate throughpuit.
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Chapter 11. 802.11a: 5-GHz OFDM PHY

Many of the wirdless devicesthat are currently on the market use the 2.4-GHz ISM band,
which israpidly becoming crowded. In an attempt to attain higher data rates and avoid
overcrowding, the 802.11 working group is looking at the unlicensed bands around 5
GHz. Inthe U.S,, the 5-GHz bands that are reserved for unlicensed use are designated as
the Unlicensed Nationd Information Infrastructure (U-NI1). The U-NII bands provide
more spectrum space than the 2.4- GHz bands and are much less heavily used; there are

very few devices on the market that operate in these bands. The 802.11aworking group is

responsible for developing physical layersfor high-rate wireless service on the 5-GHz
bands.

802.11a hardware hit the market in late 2001. There are three main chipset vendors:
Intersil, the developer of the widely used PRISM chipsets for the 2.4-GHz ISM band; the
ever acquigtive Cisco, through its acquigition of chip-maker Radiatain late 2000; and
Atheros Communications, a start-up founded by severa notable Stanford researchers.
802.11a products hit the market about the time this book went to press, so | have not
evauated any vendor claims about increased range, throughput, or performance. Most of
the products on the market look very much like the current 802.11b products. many are
PC Cards and have smilar configuration and ingtalation routines.

In spite of its many advantages, 802.11a does not look like a sure-fire commercid
success. Higher frequencies have higher path losses; some observers estimate that access
pointswill have to be deployed much more densdly than in an 802.11b network; some
observers have estimated that one and a haf times as many (or more) access points may
be required. Most of the testing on 802.11a has been conducted by vendors in offices
dominated by cubicles. How 11a systems will fare in other environments can be
answered only by more deployment and testing. Higher-frequency RF systems require
higher power, which may mean that 802.11a cards are not well-suited for mobile battery-
powered systems. Many of the questions swirling around 802.11a can be answered only
by the ddivery of commercia products to the marketplace in volume. The 802.11a
gandard as it currently standsis only for the U.S,, but atask group isworking on
extending the standard to other regulatory domains.

This chapter begins with a quditative introduction to the basis of OFDM. When dl the
mathematicad formaism is sripped awvay, OFDM isamethod for chopping alarge
frequency channe into anumber of subchannels. The subchannes are then used in
pardld for higher throughput. | anticipate that many readers will skip the first section,
ether because they are dready familiar with OFDM or are interested only in how the
frequency bands are used and how the PCLP wraps up frames for transmission.

11.1 Orthogonal Frequency Division Multiplexing
(OFDM)
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802.11ais based on orthogonal frequency division multiplexing (OFDM). OFDM isnot a
new technique. Mogt of the fundamental work was done in the late 1960s, and U.S. patent
number 3,488,445 was issued in January 1970. Recent DSL work (HDSL, VDSL, and
ADSL) and wireless data applications have rekindled interest in OFDM, especidly now

that better signal-processing techniques make it more practica .l OFDM does, however,
differ from other emerging encoding techniques such as code divison multiple access
(CDMA) in its approach. CDMA uses complex mathematical transformsto put multiple
transmissions onto asingle carrier; OFDM encodes a single transmisson into multiple
subcarriers. The mathematics underlying the code divison in CDMA isfar more

complicated than in OFDM.

™ The lack of interest in OFDM means that references on it are sparse.
Readers interested in the mathematical background that is omitted in this
chapter should consult OFDM for Wireless Multimedia Applications by
Richard van Nee and Ramjee Prasad (Artech House, 2000).

OFDM devices use one wide frequency channel by breaking it up into several component
subchannds. Each subchannd is used to tranamit data. All the "dow" subchannes are
then multiplexed into one "fast™ combined channd.

11.1.1 Carrier Multiplexing

When network managers solicit user input on network build-outs, one of the most
common demands is for more speed. The hunger for increased data transmissions has
driven ahost of technologies to increase speed. OFDM takes a quditatively smilar
approach to Multilink PPP: when one link isn't enough, use severd in pardld.

OFDM isclosdly reated to plain old frequency divison multiplexing (FDM). Bath

divide the available bandwidth into dices caled carriers or subcarriers and make those
cariers available as distinct channdsfor data transmisson. OFDM boogts throughput by
using severd subcarriersin pardld and multiplexing data over the set of subcarriers.

Traditiond FDM was widdly used by first-generation mobile telephones as a method for
radio channd alocation. Each user was given an exclusive channd, and guard bands
were used to ensure that spectra |eakage from one user did not cause problems for users
of adjacent channdls. Figure 11-1 illudrates the traditiona FDM approach.

Figure 11-1. Traditional FDM

Guard Guard
hand band

il PR EPELIERIEE] i

B
Frequency

The trouble with traditiona FDM is that the guard bands waste bandwidth and thus
reduce capacity. To wasting transmission capacity with unused guard bands, OFDM
selects channels that overlgp but do not interfere with each other. Figure 11- 2 illudrates
the contrast between traditiond FDM and OFDM.
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Figure 11-2. FDM versus OFDM
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Overlapping carriers are alowed because the subcarriers are defined so that they are
eadly digtinguished from one another. The ability to separate the subcarriers hingeson a
complex mathematical relationship caled orthogonality.

11.1.2 Orthogonality Explained (Without Calculus)

Orthogonal is amathematica term derived from the Greek word orthos, meaning

graight, right, or true. In mathematics, the word "orthogond" is used to describe
independent items. Orthogondlity is best seen in the frequency domain, looking a a
spectra breakdown of asignal. OFDM works because the frequencies of the subcarriers
are sdlected so that at each subcarrier frequency, dl other subcarriers do not contribute to
the overdl waveform. One common way of looking at orthogondity is shown in Figure
11-3. The signd has been divided into its three subcarriers. The peak of each subcarrier,
shown by the heavy dot at the top, encodes data. The subcarrier set is carefully designed
to be orthogonal; note that at the peak of each of the subcarriers, the other two subcarriers
have zero amplitude.

Figure 11-3. Orthogonality in the frequency domain
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OFDM takesthe coded signal for each subchannd and uses the inverse fast Fourier
transform (IFFT) to create a composite waveform from the strength of each subchannd.
OFDM receivers can then apply the FFT to areceived waveform to extract the amplitude
of each component subcarrier.

Fourier Analysis, the Fourier Transform,
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and Signal Processing

The Fourier transform is often called "the Swiss Army knife of sgnd
processing.” Signa processing often defines actions in terms of frequency
components. Receivers, however, process atime-varying Sgnd amplitude. The
Fourier transform isamathematica operation that divides awaveform into its
component parts. Fourier analyss takes atime-varying sgnd and convertsit to
the set of frequency-domain components that make up the signd.

Signa-processing gpplications often need to perform the reverse operation as
well. Given a st of frequency components, these gpplications use them like a
recipe to build the composite waveform with these frequency components. The
mathematical operation used to build the composite waveform from the known
ingredients in the frequency domain isthe inverse Fourier transform.

Strictly spesking, Fourier analysisis applied to smooth curves of the sort found
in physics textbooks. To work with aset of discrete data points, arelétive of
Fourier tranform caled the discrete Fourier transform (DFT) must be used.
Like the Fourier trandform, the DFT has itsinverted partner, the inverse DFT
(IDFT).

The DFT is a computationaly intensive process of order N2, which means that
itsrunning time is proportiond to the square of the Sze of the number of data
points. If the number of data points is an even power of two, however, severa
computationa shortcuts can be taken to cut the complexity to order N log N. On
large data sets, the reduced complexity boosts the speed of the dgorithm. Asa
result, the "short" DFT applied to 2" data points is caled the fast Fourier
transform (FFT). It dso has an inverted relative, the inverse fast Fourier
transform (IFFT).

Fast Fourier transforms used to be the domain of supercomputers or special-
purpose, signd-processing hardware. But with the microprocessor speeds
avallable today, sophisticated sgnal processing is well within the capabilities of
aPC. Speciaized digita signa processors (DSPs) are now chegp enough to be
used in dmogt anything—incdluding the chip sets on commodity 802.11 cards.

11.1.3 Guard Time

With the physical layers discussed in Chapter 10, the main problem for receivers was
inter-symbol interference (IS1) (Figure 11-4). ISl occurs when the delay spread between
different pathsislarge and causes a delayed copy of the transmitted bits to shift onto a
previoudy arrived copy.

Figure 11-4. ISl reviewed
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With OFDM, inter-symbol interference does not pose the same kind of problem. The
Fourier transform used by OFDM didtills the received waveform into the strengths of the
subcarriers, so time shifts do not cause dramatic problems. In Figure 11-4, there would be
astrong pesk for the fundamenta low-frequency carrier, and the late-arriving high-
frequency component could be ignored.

Aswith al benefits, however, thereisaprice to pay. OFDM systems use multiple
subcarriers of different frequencies. The subcarriers are packed tightly into an operating
channd, and smdl shiftsin subcarrier frequencies may cause interference between
carriers, a phenomenon caled inter-carrier interference (ICl). Frequency shifts may
occur because of the Doppler effect or because thereisa dight difference between the
transmitter and receiver clock frequencies.

To address both 1Sl and ICl, OFDM transceivers reserve the beginning portion of the
symbol time as the guard time and perform the Fourier transform only on the non-guard
time portion of the symbol time. The non-guard time portion of the symbal is often caled
the FFT integration time because the Fourier transform is performed only on that portion
of the symboal.

Deays shorter than the guard time do not cause I Cl because they do not alow frequency
components to lesk into successive symbol times. Sdlecting the guard timeisamgor task
for desgners of OFDM systems. The guard time obvioudy reduces the overdl

throughput of the system because it reduces the time during which data transmission is
dlowed. A guard time that istoo short does not prevent interference but does reduce
throughput, and a guard time that is too long reduces throughput unnecessarily.

11.1.4 Cyclic Extensions (Cyclic Prefixes)

The mogt sraightforward method of implementing the guard time would be smply to
trangmit nothing during the guard time, as shown in Figure 11-5.

Figure 11-5. Naive implementation of guard time (do not do this!)
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Simpligtic implementations of the guard time can destroy orthogondity in the presence of
common delay spreads. OFDM depends on having an integer number of waveengths
between each of the carriers. When the guard time is perfectly quiet, it is easy to see how
adday can destroy this necessary precondition, asin Figure 11-5. When the two
subcarriers are added together, the spectral analysis shows subcarrier 1 (two
cycles/symbol) as a strong presence and areatively smaller amount of subcarrier 2 (three
cycles/symbol). In addition, the spectra andysis shows a large number of high-frequency
components, muddying the waters further. These components are the consequence of
suddenly turningasignd "on."

Solving the problems associated with a quiet guard timeis quite Smple. Each subcarrier
is extended through the FFT integration period back through the preceding guard time.
Extending each subcarrier (and hence the entire OFDM symboal) yields a Fourier
transform that shows only the amplitudes of the subcarrier frequencies. Thistechniqueis
commonly caled cyclic extension, and it may be referred to as the "cyclic prefix
extenson." The guard time with the extended prefix is caled the cyclic prefix.

In Figure 11-6, the cyclic prefix preserves the spectra andysis. Subcarrier 1 was not
shifted and is not a problem. Subcarrier 2 is delayed, but the previous symbol appears
only in the guard time and is not processed by the Fourier transform. Thanks to the cydlic
prefix extension, when subcarrier 2 is processed by the Fourier transform, it isapure
wave a three cycles per integration time.

Figure 11-6. Cyclic prefix extension
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11.1.5 Convolution Coding

Strictly speaking, convolution coding is not part of OFDM. However, OFDM isused in
gpplications for which the signa is subject to narrowband interference or frequency-
specific narrowband fading, aso known as deep fading. When fading occurs, a channd's
ability to carry datamay go to zero because the received amplitude is so small. To keep a
few faded channds from driving the bit error rate to the sky, OFDM implementations
often apply an error correction code across dl the subchannels. Implementations that use
an error correction code in conjunction with OFDM are sometimes cdled coded OFDM
(COFDM).

One common technique applied by OFDM transceiversis convolution coding, whichisa
speciadized form of aforward error-correcting code. Full details of convolution coding

are beyond the scope of this book. One important point is that the convolution code is
described by arate (R) that specifies the number of data bits transmitted per code bit. A
convolution code with R=1/2 transmits one data bit for every two code hits. As the code
rate decreases, more code bits are available to correct errors, and the code becomes more
robust. However, the price of robustnessis decreased throughput. 802.11a uses
convolution codes extensvely. The most conservative data rates use codes with arate of
1/2, and the aggressive codes used for the highest data rates use a coding rate of 3/4.

11.1.6 Windowing

One further enhancement helps OFDM transceivers cope with rea-world effects.
Trangtions can be abrupt at symbol boundaries, causng alarge number of high-
frequency components (noise). To make OFDM transmitters good radio citizens, it is
common to add padding bits at the beginning and end of transmissonsto dlow
transmittersto "ramp up" and "ramp down" from full power. Padding bits are frequently
needed when error correction coding is used. Some documentation may refer to the
padding as"training sequences.”

Windowing is atechnique used to bring the signd for anew symbol gradudly up to full
grength while alowing the old symboal to fade away. Figure 11-7 shows acommon
windowing function based on acosine curve. At the gart of the symbol period, the new
function is brought up to full strength according to the cosine function. When the symbol
ends, the cosine curve is used to fade out the bits at the end of the symboal.

Figure 11-7. Cosine windowing technique
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11.2 OFDM as Applied by 802.11a

802.11ais not aradica application of OFDM. The task group responsible for
standardizing OFDM took the middle ground to apply OFDM to wireless LAN.

11.2.1 OFDM Parameter Choice for 802.11a

When choosing OFDM parameters, there are usudly three given items of information.
Bandwidth is fixed, often by regulatory authorities. Delay is determined by the
environment in which the OFDM system will operate; most office buildings generdly
show adelay spread of 40-70 ns, though in some environments, the delay spread can
gpproach 200 ns. Findly, the bit rate is usudly a design god, though the god is usudly
"make the bit rate as high as possible, given the congraints of the other parameters.”

One common guideline is that the guard time should be two to four times the average
delay spread. As aresult, the 802.11a designers selected a guard time of 800 ns. Symbol
duration should be much larger than the guard time, but within reason. Larger symbol
times mean that more subcarriers can fit within the symbol time. More subcarriers
increase the signa- processing load a both the sender and receiver, increasing the cost
and complexity of the resulting device. A practical choiceisto sdect a symbol time at
least five times the guard time; 802.11a matches the 800- ns guard time with a4- s
symbol time. Subcarrier spacing isinversely related to the FFT integration time. 802.11a
has a 3.2-psintegration time and a subcarrier spacing of 0.3125 MHz (1/3.2 Ls).

Operating channelsin 802.11a are specified as 20 MHz wide. The bandwidth of an
operating channd is adesign decision. Wider operating channd's have higher throughpt,
but fewer operating channdsfit into the assigned frequency spectrum. The use of a20-
MHz operating channel alows for reasonable speeds on each channd (up to 54 Mbps), as
well as areasonable number of operating channelsin the assigned spectrum. 802.11a
offersawide variety of choicesin modulation and coding to dlow for atrade- off

between robust modulation and conservative coding, which yields low, rdiable

throughput and finer-grained modulation and aggressive coding, resulting in higher, yet
somewhat more fragile, throughpt.

11.2.2 Structure of an Operating Channel

Likethe DS PHY's, the OFDM physica layer organizes the spectrum into operating
channds. Each 20-MHz channd is composed of 52 subcarriers. Four of the subcarriers
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are used as pilot carriers for monitoring path shiftsand ICl, while the other 48

subcarriers are used to tranamit data. Subcarriers are spaced 0.3125 MHz apart. As shown
in Figure 11-8, channds are numbered from -26 to 26. Subcarrier O is not used for sgnal-

processing reasons.
Figure 11-8. Structure of an OFDM channel
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Pilot subcarriers are assigned to subcarriers-21, -7, 7, and 21. To avoid strong spectral
linesin the Fourier transform, the pilot subcarriers transmit a fixed bit sequence specified
in 802.11a using a conservative modulation technique.

11.2.3 Operating Channels

Inthe U.S, the channdsin the 5-GHz band are numbered starting every 5 MHz
according to the following formula

center frequency (MHz) = 5,000 + 5x n, n=0,1,2, .. 200

Obvioudy, each 20-MHz 802.11a channel occupies four channdsin the U-NII bands.
The recommended channel useisgivenin Table 11-1.

Table 11-1. United States channels for 802.11a
Band Allowed power® | Channd numbers | Center frequency (GHz)
36 5.180
U-NII lower band |40 mW 40 5.200
(5.15-5.25 GH2) (25 mW/MH2) 44 5.220
48 5.240
52 5.260
U-NII mid-band 200 MW 56 5.280
(5.25-5.35 GH2) (125mW/MHz) |60 5.300
64 5.320

211
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Table 11-1. United States channels for 802.11a
Band Allowed power® | Channd numbers | Center frequency (GHz)
149 5.745
U-NII upper band {800 mW 153 5.765
(5.725-5.825 GHz) |(50 mW/MH2) 157 5.785
161 5.805

@l The allowed power is the maximum output power using a 6-dBi antenna
gain.

Thereis one other feature of note about the operating bands. Aswith the DSPHY's, a
transmit mask limits power leskage into the side bands. The mask is shown in Figure 11-
9.

Figure 11-9. Transmit spectrum mask for 802.11a
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Figure 11-10 gives an overdl view of the 802.11a channels available in the U.S. Four
channdls are available in each of the U-NII bandsin the U.S. In the two lower U-NII
bands, channels are allowed to overlap, and a 30-MHz guard band is present at both the
lower end of the low U-NII band and the upper end of the mid U-NII band.

Figure 11-10. Operating bands from Table 11-1
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11.3 OFDM PLCP

Likedl the other physica layers, the OFDM PHY includes its own PLCP, which adds
physicd layer-specific framing parameters.

11.3.1 Framing

The OFDM PHY adds a preamble and a PLCP header. It also adds trailing bitsto assst
the encoding schemes used. This section divides the PLCP frame logicdly, but some
components span different fidds in the protocol unit. Figure 11-11 isthe jumping-off
point for discusson of the OFDM frame.

Figure 11-11. OFDM PLCP framing format
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Figure 11-12 showsthe gart of aframe, but includes the guard intervals and windowing
used by the transmitter. The preamble lasts 16ps, which is evenly divided between short
and long training sequences, the difference between the two is described in the next
section. After the preamble, one OFDM symbol carries the Signd field, then avariable
number of data symbols carry the end of the PLCP header, the MAC payload, and the
traller. All symbols use amodified cosne window to ensure smooth trangtions. After the
short preamble, which is used to synchronize frequencies, a guard time protects against
multipath fading.

Figure 11-12. Preamble and frame start
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11.3.1.1 Preamble

Aswith al other common IEEE 802 networks, and certainly al 802.11 physica layers,
the OFDM physica protocol unit begins with a preamble. It is composed of 12 OFDM
symbols that synchronize various timers between the transmitter and the receiver. The
first 10 symbols are a short training sequence, which the receiver usesto lock on to the
sgnd, sdlect an gppropriate antenna if the recelver is using multiple antennas, and
synchronize the large-scale timing relationships required to begin decoding the following
symbols. The short training sequences are transmitted without a guard period. Two long
training sequences follow the short training sequences. Long training sequences fine-tune
the timing acquisition and are protected by a guard intervd.

11.3.1.2 Header

The PLCP header is tranamitted in the Signd field of the physical protocol unit; it
incorporates the Service fidd from the Datafied of the physica protocol unit. As shown
in Figure 11-13, the Signd field incorporates the Rate fidd, a Length fidd, and a Tall

fidd.
Figure 11-13. Signal field of OFDM PLCP frame
0 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 0 21 2 B
= s
Rate Res Least siqnificant - Length = Most significant ) o0 SIEHME;II 00
Rate (4 bits)

Four bits encode the datarate. Table 11-2 shows the bits used to encode each of
the data rates. See Section 11.4 for details on the encoding and modulation
scheme used for each datarate.

Table 11-2. Rate bits
Datarate (Mbps) Bits (transmission order)
6 1101
9 1111
12 0101
18 0111
24 1001
36 1011
48 0001
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Table 11-2. Rate bits
Data rate (Mbps) Bits (transmission order)
54 0011
Length (12 bits)

Twelve bits encode the number of bytesin the embedded MAC frame. Like most
fidds, it is tranamitted least-Sgnificant bit to mogt-ggnificant bit. Thelength is
processed by a convolution code to protect againgt bit errors.

Parity (1 bit) and Reserved (1 bit)

Bit 4 isreserved for future use and must be set to 0. Bit 17 is an even parity bit for
thefirst 16 Signd bits to protect againgt data corruption.

Tail (6 bits)

The Sgnd fidd ends with sx O tall bits used to unwind the convolution code. As
such, they must by definition be processed by the convolution code.

Service (16 bits)

Thefind fied in the PLCP header isthe 16-bit Service fidd. Unlike the other
components of the PLCP header, it istranamitted in the Datafield of the physica
protocol unit at the data rate of the embedded MAC frame. Thefirst eight bits are
st to 0. Aswith the other physical layers, MAC frames are scrambled before
tranamission; the first Six bits are set to 0 to initidize the scrambler. The

remaining nine bits are reserved and must set to O until they are adopted for future
use.

11.3.1.3 Data

The encoding scheme used for the data depends on the data rate. Before transmission,
datais scrambled, asit iswith the other physica layers. The Service fidd of the heeder is
included in the Datafidd of the physical protocol unit because it initidizes the scrambler.
11.3.1.4 Trailer

The Datafidd of the physical protocol unit endswith atrailer. (The 802.11a specification
does not cdl the ending fidds atrailer, but it is a descriptive term.) It is composed of two
fidds

Tail (6 bits)

Likethetall bitsin the PLCP header, the tail bits gppended to the end of the MAC
frame bring the convolution code smoothly to an end.
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Pad (variable)

Asused by 802.11a, OFDM requires that fixed-size blocks of data bits be
trandferred. The Daafidd is padded so that its length is an integer multiple of the
block size. The block sze depends on the modulation and coding used by the data
rate; it isdiscussed in the next section.

11.4 OFDM PMD

The OFDM PHY uses a cocktail of different modulation schemes to achieve data rates
ranging from 6 Mbps to 54 Mbps. In dl cases, the physical layer uses asymbal rate of
250,000 symbols per second across 48 subchannels; the number of data bits per symbol
varies. An OFDM symbol spans dl 48 subchannels.

There are four rate tiers with the OFDM PHY: 6 and 9 Mbps, 12 and 18 Mbps, 24 and 36
Mbps, and 48 and 54 Mbps. Support isrequired for 6, 12, and 24 Mbps, which are lowest
speeds in each of thefird threetiers, and therefore the most robust in the presence of
interference. The lowest tier uses binary phase shift keying (BPSK) to encode 1 bit per
subchannd, or 48 hits per symbol. The convolution coding means that ether haf or one
quarter of the bits are redundant bits used for error correction, so there are only 24 or 36
data bits per symbol. The next tier uses quadrature phase shift keying (QPSK) to encode

2 bits per subchannd, for atotal of 96 bits per symbol. After subtracting overhead from

the convolution code, the receiver isleft with 48 or 72 data bits. The third and fourth tiers
use generdized forms of BPSK and QPSK known as quadrature amplitude modulation
(QAM). 16-QAM encodes 4 hits using 16 symbols, and 64-QAM encodes 6 bits using 64
symbals. Thethird tier uses 16-QAM aong with the standard R=1/2 and R=3/4
convolution codes. To achieve higher rates with 64-QAM, however, the convolution

codes use R=2/3 and R=3/4. Table 11-3 summarizes the coding methods used by each
datarate in the OFDM PHY .

Table 11-3. Encoding details for different OFDM data rates

Speed Modulation and Coded bitsper | Coded bitsper | Data bits per
(Mbps) coding rate (R) carrier? symbol symbol®!

6 BPSK, R=1/2 1 48 24

9 BPSK, R=3/4 1 48 36

12 QPSK, R=1/2 2 96 48

18 QPSK, R=3/4 2 96 72

24 16-QAM, R=1/2 4 192 96

36 16-QAM, R=3/4 4 192 144

48 64-QAM, R=2/3 6 288 192

54 64-QAM, R=3/4 6 288 216

Bl Coded bits per subchannel is a function of the modulation (BPSK, QPSK,
16-QAM, or 64-QAM).
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! The data bits per symbol is a function of the rate of the convolution code.
11.4.1 Clear Channel Assessment

The OFDM PHY specification leaves implementers a great dedl of latitude in selecting
techniques for noting a busy channel. Received Sgnd strength thresholds determine
whether the channel isin use, but the main guideline for 802.11a equipment isthat it
must meet certain performance standards. Implementations are free to use the Packet
Length field from the PL CP header to augment clear channd assessment, but thisis not
required.

11.4.2 An Example of OFDM Encoding

OFDM encoding, as you can no doubt see by now, is an intense, multistep process. One
of the additions that 802.11a made to the original specification was Annex G, an

encoding of Schiller's Ode to Joy for transmission over an 802.11a network.2 Shortly
after 802.11awas published, the IEEE 802.11 working group discovered severa errorsin
the example and published a correction. If you are interested in learning about OFDM
encoding in detall, you can refer to this example.

4 well, an English translation, anyway...

11.5 Characteristics of the OFDM PHY

Parameters specific to the OFDM PHY arelisted in Table 11-4. Like the physicd layers
presented in Chapter 10, the OFDM PHY aso incorporates anumber of parametersto
adjud for the delay in various processing stages in the dectronics. As afind note, the
extra radio bandwidth provided by the U-NII bands offers a gresat ded of throughput.
There are eight overlgpping channels available for the OFDM PHY, s0 it can offer up to
432 Mbpsin an areawhere dl eight channels are co-located.

Table 11-4. OFDM PHY parameters

Par ameter Value Notes
Maximum MAC
frame length 4,095 bytes
Yot time 9us

The SIFSis used to derive the value of the other

SFStime 16ps interframe spaces (DIFS, PIFS, and EIFS).
Contentionwindow  |15to 1,023

gze dots

Preamble duration 20ps

PLCP header 4us
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Table 11-4. OFDM PHY parameters

Parameter Value Notes

duration

Like the other physical layers, the OFDM PHY has a number of attributes that can be
adjusted by avendor to balance delaysin various parts of the system. It includes variables
for the latency through the MAC, the PLCP, and the transceiver, aswell as variablesto
account for variations in the transcelver eectronics.

218
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Chapter 12. Using 802.11 on Windows

Whether you've made it to this point by skipping Chapter 3 through Chapter 11, or
whether you've read dl the theory, we're now going to get our hands dirty and start

ingdling equipment.

From the standpoint of practica system and network administration, working with 802.11
issmilar to working with Ethernet. Ingtdling 802.11 driversis nearly identical to

ingaling Ethernet drivers, and the network interfaces behave dmost exactly like Ethernet
interfaces. 802.11 interfaces cause an ARP cache to be brought into existence, and other
software may even perceive the wirdessinterface as an Ethernet interface. Unlike many
Ethernet drivers, however, 802.11 drivers can have a number of advanced knobs and
features that reflect the additiona management features presented in Chapter 7.

This chapter is not intended to be a definitive guide to Windows drivers for 802.11
network cards. There are two major development linesin Windows (9x versus NT and
progeny), and adding additiona software such asa VPN dlient can further complicate
matters. (My adviceisto ingal thewirdess LAN card before any VPN client software.)
There are anumber of vendors, and, as you'd expect, the driver software varies from one
vendor to the next. The examples show how to ingtal adriver on Windows and explain
the nont Ethernet driver featuresin some detall. | selected two 802.11 cards as examples:
the Nokia C110/C111 and the Lucent ORINOCO. While not particularly common, the
Nokia card is interesting because it has a number of advanced festures and exposes a
number of the network parameters that were discussed in Chapter 2-Chapter 10. The
Lucent card (which is sold under anumber of different labels) probably hasthe lion's
share of the market, and it hides most of the exotic configuration parameters from the
user. Mogt cards that are available fall somewhere between these two extremes.

12.1 Nokia C110/C111

Nokias 802.11b solution comesin two smilar form factors. The C110isa Type 2 PC
Card with an integrated antenna; the C111 is basicaly the same, but with two externd
antenna connectors. The card shipswith a CD to enable basic ingtalation, and updated
drivers are available from http://forum.nokia.conV after registering.

12.1.1 Installation

Driver ingalation begins before inserting the card, so start by inserting the CD-ROM

into the CD-ROM drive. After asplash screen, an ingalation program begins. Itsmain
screenisshownin Figure 12-1. Select Ingtdling Nokia C110/C111 to launch the ingtaller.

Figure 12-1. Installation screen
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Nokia C110/C111
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The next seps are very familiar. Sdecting theingal option launches IngalShield and
brings up an admonition to close al other programs. Like dl commercid software, the
Nokiadriver islicensed. Accept the license agreement to proceed. Next, the driver asks
for the country in which the card is being used. Thisinformation is used to st the
regulatory domain, which affects the radio channels that can be used. See Figure 12-2.

Figure 12-2. Country selection
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The setup program then asks where it should put the filesthat it ingals. The default
location is C:\Program Files\Nokia C110. Next, the driver asks which components
should beingalled. The software package is composed of three mgjor components.
drivers, help files, and adminigtrator components. Typica usersingdl only the first two,
but network administrators can use features in the software to streamline ingtallation
procedures for large numbers of users. A Typicd ingtdlation conssts of only the first
two, and an Adminigtrator indalation uses dl three. For good measure, a Custom
ingtdlation dlows any subset of the three components to beingaled. In a Custom
ingalation, the administrator component is not installed by default and must be sdected
expliatly.
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At this point, the ingtdlation program has collected dl the information necessary to

ingal the driver. It copiesfiles that were unpacked during the ingtallation and makes
registry changesto activate the new driver. After that completes, adiaog box appears
and prompts you to insert the card into the computer to complete the ingtdlation. When
the card isinserted into the PC Card dot, the message shown in Figure 12-3 appears, and
the ingtalation is complete.

Figure 12-3. Driver installation prompt
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Theingaler prompts you for the cregtion of a network profile before restarting the
computer. Profiles are one of the card's advanced features; they are optiona, but they
make card management much smpler. It will be interesting to see whether other vendors
pick up on thisidea

12.1.2 Network Profiles

The Nokia card groups settings into profiles, which dlow usersto switch easily between
networks. Immediately after ingtaling the driver, the user is prompted to create a profile
if none exists. Administrators may creste customized driver ingalation disks or smart
cards to digtribute settings more easlly. In addition to the run-of-the-mill network
Settings, the Nokia driver can control whether the system attemptsto log in to adomain
and aMicrosoft workgroup. Profiles can adso contain WEP keys aswell as a number of
802.11 parameters. Chapter 12 showstheinitid Profile Wizard screen. Profiles are
assigned text names, the name need not have anything to do with the SSIDs in use.

Figure 12-4. Initial Profile Wizard screen
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After naming the profile and entering a detailed description, the user must then sdect the
type of network in use. Infrastructure networks use access points, and ad hoc networks
are independent BSSst! After selecting the network operating mode, the user proceeds to
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anetwork sdlection window (Figure 12-5). Networks are distinguished by their service
st I1Ds, which are called names for smpliaty.

M Earlier Nokia products also had an operating mode called Instawave,
which allowed direct station-to-station communication simultaneously with
station-to-access point communication. Instawave was nonstandard and
never found extensive use in production networks.

Figure 12-5. Network parameter dialog box
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Thiswindow dlows you to enter channd information. Unless you have an overwhedming
reason to set the channd explicitly, leave the channd set to automatic, which means that
the driver scans al channdswhen it isinitidized. There are two ways to sdect the
network name. Oneisto type the SSID for which the driver should search. To make it
easer for basic users, the smal unobtrusive button to the right of the network name field
pops up alist of networks currently in range (Figure 12-6). This window is anice touch;
it shows you data rates and signd strengths to help you make an intelligent choice.

Figure 12-6. Network selection box
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After selecting a network, the user is presented with the final screen for sdecting basic
network parameters (Figure 12-7). Most 802.11 networks use DHCP to assign IP
addresses. If not, the profile can be modified later to specify an address explicitly. You
can aso specify Windows domain and workgroup names.
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Figure 12-7. Addressing and login options
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At this point, a network profile has been created. It appears on the main screen, as shown
in Figure 12-8.

Figure 12-8. Profile selection screen
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To sdect aprafile, highlight it and dick Apply. The selected profile gets abig green
check mark to show that it has been selected. As part of choosing aprofile, the driver
maintains network configuration settings. These settings can be updated as the user
changes profiles. When anew profile is selected, the didog box in Figure 12-9 appears.

RED HAT 1052
223 RED HAT V. CAS



My experience has been that you usually need to restart the system when you apply anew
profile.

Figure 12-9. Options when changing profiles
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When the system comes back up, there will be asmall default monitoring window, in
addition to ataskbar icon. The small window, shown in Figure 12-10, displays the
network profile and asigna strength meter. It dso provides a button next to the profile
name for gaining access to the detailed configuration window.

Figure 12-10. Default monitoring window

c 1ed
.s"q, Conrecs
Pl

|'l i

Signal strength erST—.
Craven Ao

12.1.3 Using the Driver

Clicking on the small gray button brings up the main driver screen. The driver is divided
into six broad categories, each with an icon at the |eft. Categories may be further divided
into tabs for more specific information. Figure 12-11 shows the Status category, with the
General tab sdlected. The Status —* Generd screen shows asigna strength meter and the
amount of data being transmitted on the BSS. Both graphs are continualy updated and
can be useful in troubleshooting and network planning.

Figure 12-11. Status —* General driver screen
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When troubleshooting connectivity problems or expanding a network, it can be useful to
run a card as a scanner, smply to see the access points within range. For example, you
can wak around a building with your lgptop and ensure that at least two access points are
reechable in high-traffic aress. Like the generd Statistics page, the access point listing is

reached as atab off the status page.

Figure 12-12 shows two access points. The 11-Mbps access point is a Nokia A032, which
is capable of trangmitting its | P address and workload. The mechanism used to

accomplish thiswill be discussed in more detail in Chapter 16.

Figure 12-12. General — Access point tab
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12.1.3.1 Global driver configuration options

The General settings button can be used to gain access to the generd driver settings used
on agloba bass. Figure 12-13 shows the Generd settings — Generd tab, which dlows

you to select the regulatory domain and enable low-power operation.

Figure 12-13. The General settings —* General tab
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By default, the driver manages TCP/IP properties and other network configuration and
treats 802.11 network names as case-sengtive network identifiers. All of these can be

changed by using the Generd sattings —* Advanced tab (Figure 12-14).

Figure 12-14. General settings —* Advanced tab
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12.1.4 Configuring WEP

Despite its security weaknesses, WEP is a significant measure you can take to secure an
802.11 network from intruders. To add WEP keys to a network profile, go to the profile
category on the left Sde of the driver, sdect the profile to use, and click Edit... to bring
up the Edit Profile diaog box. Sdect the Security tab to bring up the WEP configuration

(Figure 12-15).

Figure 12-15. WEP configuration
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Keys may be imported from an externa text file using the Import... button or may be
added from scratch using the Add... button. Figure 12-16 shows the didog box used to
edit a shared WEP key.
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Figure 12-16. Editing a shared WEP key
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802.11 permits four shared keys per SSID. Not al drivers support using dl four, but
Nokias driver does. At the top of the didog box there are fidds for sdecting the SSID
(network name) and the key number to which the key applies. The bottom part of the
screen shows the key length and the key itself. Note that this screen specifies key length

in terms of the actua number of secret bits; a 40-bit key corresponds to the standardized
64-bit RC4 key described in Chapter 5; most other vendors would refer to this as a 64-bit
key. No other key lengths are standardized; Nokia aso supports a 128-bit WEP key,
which requires a 152-bit RC4 key. Most other vendors a so support a 128-hit key but
don't interpret key lengths the same way; for most vendors, 128 bits means a 128-bit RC4
key with 104 secret bits. The result isthat Nokia cards won't interoperate with other
vendors products at the 128-bit key length.

For the first station on a network, the Generate button may be used to generate arandom
key. The As Text button alows you to cut and paste a hexadecima string to use asthe

key.

When WEP is configured for a network, the wirdless LAN card icon in the monitor
window appears with a padlock. The padlock shows that WEP isin use.

12.1.5 Advanced Properties

The Nokiadriver alows network administrators to make detailed changes to the 802.11
parameters discussed in previous chapters. To get to the advanced settings, go to the main
configuration window, select a profile, and choose Edit..., which displaysthe main

profile editing page. On this page, select the Advanced tab to display the advanced
properties. Normally, the "advanced" properties are configured automaticaly. If you want
to set the parameters by hand, uncheck the Automatic configuration checkbox. Clicking
on the Advanced Properties... button takes you to awindow that lets you modify severa
of the basic 802.11 properties (Figure 12-17). Table 12-1 describes the available options
and their defaults.

Figure 12-17. Advanced Properties configuration screen
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Table 12-1. Parameter defaults used by the Nokia driver
Default M easur ement
Property (" automatic") Units Description Reference
value
Number of time units Chaoter 7
Active scan 20 TU spent monitoring each ﬁpﬂ—
timing gchanénel during an active clause 11.1.3
Amount of time thet Chapter 7
. dationsin an ad hoc A
ATIM window |0 TU . 802.11
network must remain clause 11.2.2
awake after a beacon. -
Amount of time between
target beacon Chapter 7,
Beacon period 100 TU . 802.11
transmissons for an ad |
hoc BSS . clause11.1.2
Number of beacon goﬂéolt?—?;
DTIM period |10 beacon periods |periods between DTIM cIauée
MESSAges 11.2.1.3
Packets larger than the Chanter 3:
Fragmentation 5346 bytes threshold are fragmented 8045011—
threshold ; a the MAC layer for clause 9.4
transmission.
H|d_den an 30 seconds
period
Number of beacon
periods between station  |Chapter 7;
Ligeninterva |10 beacon periods |waking up to listen to 802.11
DTIMsfor buffered clause 11.2
traffic ddivery.
Long retry Maximum number of Chapter 3;
limit 4 attempts attempts to trangmit a 802.11
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Table 12-1. Parameter defaults used by the Nokia driver

Default M easur ement
Property (" automatic") . Description Reference
value units
frame bigger than the clause
RTS threshold. 9.5.23
Amount of time spent )
Passive scan 250 TU ligening for traffic on %Oltii?’
timing each radio channdl ‘
. ) clause11.1
during a passive scan.
Packets larger thanthe  |Chapter 3;
RTSthreshold |0 bytes RTSarepreceded by an  |802.11
RTS/CTS handshake. clause 9.2
Maximum number of Chapter 3;
Short retry attempts to transmit a 802.11
limit / atempts frame shorter than the clause
RTS threshold. 95.23
Tx antenna O-enabled
diversity 1 NIA
1-discabled
1-high power
Tx power level |1 N/A
2-low power

12.1.6 Smart Cards

When 802.11 networks initialy gained prominence, one of the biggest concerns was how
to digtribute configuration information to the mobile computers on the network. One of
the more novel solutions was Nokias smart cards. The C11x cards have an integrated

smart-card reader. Administrators can write profiles out to smart cards using the

Adminigrator menu in the main configuration screen and distribute smart cards to users.
Smart cards can sore the entire profile, including WEP keys and TCP/IP configuration,
which reduces the posshility of user error—users don't have to type network parameters

or keys correctly. Smart cards also present a tamper-resistant barrier to sengtive

information (such as WEP keys) that might otherwise be stored in afile on the hard disk.

12.1.6.1 Unlocking the smart card

Users with asmart card are presented with a chalenge to unlock the card when the
wireless card is placed in aPC Card dot. First, the dialog box of Figure 12-18 appears as
the smart card is opened.

Figure 12-18. Smart-card opening screen
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When the smart-card initidization completes, the user entersthe PIN for the smart card,
using thewindow in Figure 12-19.

Figure 12-19. Smart-card PIN entry
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After three unsuccessful attempts to open the smart card, it locks up and cannot be
unlocked even by the correct PIN. Only the PIN Unlocking Key (PUK) distributed with
the smart card, can be used to unlock the smart card after it locks. When the smart card is
unlocked, any profiles that it stores can be used by the driver. Smart-card profiles cannot
be edited directly and are identified with a specid icon on the main configuration screen

(Figure 12-20).

Figure 12-20. Smart-card profile
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12.1.6.2 Locking the smart card and changing the PIN
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If desired, the smart card can be locked from the driver configuration pand. Sdect Status,
then choose the Smart Card tab, and click on the L ock... button shown in Figure 12-21.
Y ou can dso use this screen to change the PIN by clicking the Change PIN Code...

button at the bottom.

Figure 12-21. Smart-card management tab
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12.1.6.3 Moving profiles onto the smart card

Only driver ingdlations that include the adminigtrator routines can creste or modify the
data stored on a smart card. The Administrator button on the lefthand banner accesses
adminigrative functions. Two main adminigtrator functions are available: one to move
profiles to smart cards and one to create ingtalation disks with profiles reedily available.

See Figure 12-22.

Figure 12-22. Administrator functions of the C11x driver
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To access the smart-card functions, click on the Add/Remove... button at the top of the
page. This brings you to Figure 12-23, which alows you to erase the smart card and
move profiles from disk to smart card and vice versa.

Figure 12-23. Smart card profile management
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12.2 Lucent ORINOCO

With the acquigition of WavelL AN, Lucent Technologies became an overnight leader in
thewirdess LAN market space. WavelL AN has been involved in wirdess LAN
development since the early 1990s. Naturaly, standardized products were not available
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until the late 1990s with the adoption of the initia 802.11 standard. After experiencing
financia trouble throughout much of 2001, Lucent's reorganization efforts have split the
company into severd pieces. Asthis book was written, the reorganization had yet to
affect the physical appearance of the product—the card | ordered till had Lucent
branding.

Lucent sdIstwo flavors of the card. The cards are identical, except for the size of the

WEP key supported. ORINOCO Silver cards support WEP keys with 40 secret bits
(marketed as 64-hit cards), and ORINOCO Gold cards support WEP keys with 104 secret
bits (marketed as 128-bit cards).

12.2.1 Installation

Lucent's card ingdlation is more conventiond. Begin by putting the card in an avallable
PC Card dot and have the CD handy. When the card isinserted, Windows may identify it
as aWavelL AN/IEEE card. Once 802.11 was ratified and products were brought to
market, Lucent distinguished between the earlier proprietary cards and the 802.11-
compliant cards by adding "IEEE" to the product name.

Driversfor the ORINOCO cards are bundled with a CD-ROM. Windows 2000 shipswith
Lucent drivers, but the bundled drivers have caused problemsin a number of

ingtalations. Fetch an update from http://www.orinocowirel ess.com before inserting the
card for thefirg time.

Allow Windows to search for the drivers and then point the ingtallation program at the
CD-ROM drive. Different versgons of Windows have different drivers, so select the
directory corresponding to your version of Windows (e.g., D:\DRIVERS\WIN98). Once
the driver isingdled in the network stack, you mugt ingtdl| the Client Manager, which is
the user frontend to the driver. The client manager is distributed on a CD with the card,
and updates are available from the ORINOCO web dte at
http://www.orinocowireless.com

12.2.2 The Client Manager and Network Profiles

Like driversfor other cards on the market, the Lucent driver holds configuration
information in profiles. Versons of the driver distributed in early 2001 were limited to
four profiles, but fal 2001 revisons lifted that limit. This section covers the fal 2001
driver. After the driver and client manager are indalled, you can create profiles to hold
information about networks in the area. To get to the configuration, sart the Client
Manager. Figure 12-24 shows the main Client Manager screen.

Figure 12-24. Client Manager main screen
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Go to the Actions menu and select Add/Edit Configuration Profile. This brings up the
main profile window, shown in Figure 12-25. Click on the Add button to begin cresting
the profile. The didog box shown in Figure 12-26 appears. Name the profile on the
lefthand side of the box and sdect the network type on the right. Access Point networks
and Residential Gateways are infrastructure networks, and Peer-to-Peer networks are
infrastructure networks.

Figure 12-25. Add/Edit Configuration Profile window
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Figure 12-26. Profile creation
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Next, identify the network. Aswith other products, the network nameis the SSID of the
network. Y ou can ether typeit into the network name field or use the Scan button to pull
up alist of networks whose Beacons are currently being received. Figure 12-27 showsthe
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network name configuration box, and Figure 12-28 shows the scan result box.
Unfortunatdly, the scan result box gives no indication of sgna srength.

Figure 12-27. Network name configuration
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Figure 12-28. Scan result dialog box

Next, the user can configure WEP keys using the dialog box in Figure 12-29. Keys can be
entered as dphanumeric strings and hashed into a bit string used as akey, or they can be

entered directly. The agorithm used to generate a key from an aphanumeric string is not
documented, which might lead to security questions. Much of the security of WEP
resdesin the key, and asmple key generator might compromise security by dlowing

dictionary attacks on the key.

Figure 12-29. WEP configuration
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Power management is controlled on a network- by-network basis and is configured after

WEP using the didog box in Figure 12-30.

Figure 12-30. Power management configuration
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The find item contained in a profile controls TCP/IP behavior and is set using the didog
box in Figure 12-31. The only option available with the Lucent driver is whether a DHCP
renewa will be issued when changing between profiles. No provisons are available for
contralling Windows networking configuration.

Figure 12-31. Network control
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12.2.3 Using the Driver

Miscellaneous system adminigtration tasks are performed through the Client Manager.
The radio can be disabled, even when the card is active, by going to the File menu and
choosing Disable Radio.

12.2.3.1 Changing between profiles

One of the most common configuration tasks is changing between profiles. The operating
profile can be changed through the drop-down box on the right side of the Client
Manager or through the Action menu. Changing profiles does not require a system
reboot, even if the new profile requires an | P address renewal. See Figure 12-32.

Figure 12-32. Changing profiles
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12.2.3.2 Version information

Choosing Verson Info from the Help menu brings up the verson information. A verson
information window is shown in Figure 12-33. The driver and related software are
implemented by severd independent software pieces, dl of which have their own version
number. Most importantly, the driver for the card and the Client Manager user interface
are separate and must be upgraded separately.

Figure 12-33. Version information

x]
Lty
Chent Manage: Warismt 1, Werzion 2 18
Dviver
NS 5 Wiafeodt dassd Wadia 1, Waian S
Casd
PC Cad Typedl Extended Wapiant 1. Veyion 402
Luceri Goid Casd
Erhanced 'WEP encayphion alowed
|EEE haghespeeed data cabes
Sonal rex [1UT 31441523
Lot | Do S0 0T O-CH D
Fimaese
Prmany Funchions Riresmae Wariant 1, erzion 4 04
Etation Functions fimwae Wariant 2, Weszion 7.52
Firmravare ID: CFW 0310207052
o

12.2.3.3 Site Monitor

The Site Monitor can be accessed by going to the Advanced Menu and choosing Site

Monitor, which displays network information for open networks in the area. Networks
that require WEP authentication are left off the ligt, which limits the use of Site Monitor
to older networks not using WEP or networks with intentionally loose security, such as
neighborhood or community networks.

If you are currently associated with an open network, the Site Monitor begins by
digolaying the AP ligt, which is shown in Figure 12-34. By default, the AP list shows
only the 9gnal-to-noise ratio (SNR), but it can be set to display the Sgna and noise
figures themsdlves. One fidd not shown in the figure isthe AP name, which is available
only when the access point is aso a Lucent access point.

Figure 12-34. Network details
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Chapter 13. Using 802.11 on Linux

Of the operating systems currently in wide use and active development, Unix
environments offer the flexibility and stability required by power users and network
adminigtrators. When new hardware hits the market, the technical staff responsible for
making purchase recommendations often asks about Linux support because of the
additiona functiondity that can frequently be gained from the environment.

By now, though, the successful 802.11 hardware vendors have come to understand that
Linux support increases sdes and customer satisfaction without imposing significant
additional cogts. Linux friendliness among vendors was not always the case. One
common drategy in past years was to release a fully featured driver as abinary module
and alimited-functionality open source driver. What this strategy failed to take into
account was the wide diversity of Linux hardware platforms and the difficulty in
compiling and troubleshooting a closed- source binary driver without low-leve
documentation. Binary-only drivers are usudly painful to ingtal and troubleshoot, while
open source counterparts are developed rapidly and are well-supported by the user
community. Vendors that tried the two-driver approach often watched in shock asthe
open source driver quickly evolved to match the functiondity of the closed-source driver,
thanks to the magic of rapid collaborative development. Linux users have rejected the
closed-source approach for a variety of reasons, and the marketplace has rejected
products that do not have open source drivers available. This could be just a coincidence,
but thet is unlikdly.

In recognition of the pain of ingtaling abinary driver, this chapter describes only the

open source solutions for 802.11 networking on Linux. Ingtaling and troubleshooting
open source drivers is possible on awide variety of supported hardware, and it isawdl-
known procedure that many people use each day. Linux drivers for Lucent-based cards
are now part of the standard Personal Computer Memory Card Industry Association
(PCMCIA) digtribution, and | expect that linux-wian will eventudly become part of the
standard operating-system didtribution. As with Windows drivers, ingdling wireless
cards on Linux creetes Ethernet interfaces. Many Linux drivers expose an Ethernet
interface through the kernd. (Frequently, wirdess interfaces even have the eth prefix!)
Programs can use the Ethernet interface to send and receive deta at the link layer, and the
driver handles Ethernet-to-802.11 conversions. Many of the things you would expect to
see with an Ethernet interface remain the same. ARP works identicdly, and the IP
configuration is done with the same utilities provided by the operating-system

digtribution. ifconfig can even be used to monitor the interface status and see the data sent
and received.

13.1 A Few Words on 802.11 Hardware
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Aswith other devices running under Linux, the more you know about the hardware, the
better off you are. Only ahandful of 802.11 chipset manufacturers exist. Most vendors
use chipsets produced by Intersi| (http://mwww.intersl.com, formerly known as Harris
Semiconductor). Intersl's industry-leading pogtion is the result of the success of its
PRISM chipset. Theinitid PRISM, whose nameis an acronym for Programmable Radio
in the ISM band, was a common solution for vendors seeking a 2-Mbps DSSS 802.11
solution. When 802.11b was standardized in 1999, Intersil brought out the PRISM-2
chipset, which supported the 5.5-Mbps and 11-Mbps data rates.

Intersil's chipsets are used by Linksys, Nortel/Netgear, D-Link, and SMC for interface
cards. Severd new |aptops with integrated 802.11 support are hitting the market, and
many of these wireless-enabled laptops are powered by Intersi| chipsets. Choosing
between the supported Intersil-based cards is a persond trade-off between price,
performance, range, and other factors.

Lucent's Hermes chipset is the mgor competitor to Intersl's PRISM. Unlike Intersl,
Lucent aso produces interface cards for the end user. Lucent's cards were first to market,
s0 they are quite common. Severd vendors seeking to bring awireless solution to market
chose OEM Lucent gear; the most notable example is Apple's AirPort, which is based on
Lucent technology. OEM and rebranding relationships are quite common. Table 13-1
divides the mgor industry vendors by the radio chipset used in each vendor's cards,
which should help you in choosing which driver to use. (In some cases, the OEM
relationship islittle more than anew sticker. Vendor B smply takes Vendor A's
equipment and dapsanew logo onit.)

Table 13-1. The silicon behind the brand

L ucent chipset-based cards Intersil PRI SM -based
cards
Lucent Wavdan/IEEE and Orinoco Linksys
Cabletron/Enterasys RoamA bout SMC
Apple AirPort \C/:\;Jl_rr;%%(; (WL100and
Compaq (WL110, WL 210, and WL 215) D-Link
IBM High Rate Wirdess LAN Nokia
HP 802.11b Wireless LAN Cisco (Aironet)
Déel TrueMobile 1150 (earlier versons were OEM Aironet
cards)

In addition to the radio chipset, cards must have aMAC controller. Most cards on the
market use an Inters| MAC controller. Severd first-generation cards used an AMD
Am930 MAC controller but have switched to the integrated MAC contraller in the
PRISM-2 chipset. Cisco's Aironet product line uses an Aironet-devel oped MAC
controller with a PRISM-2 radio chipset.
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The PC Card form factor is the dominant form factor, though it is not used exclusively.

PC Cards can be used directly in portable computers and can be plugged into PCMCIA
interfaces for other purposes. Many, but by no means all, access points use PC Card dots
ingteed of fixed radio interfaces, which, conveniently, aso dlows for upgrades by
swapping out the radio interface. Even PCI-based 802.11 solutions use PC Cards.
Typicaly, aPCl solution consists of a PC Card plusa PCI carrier card with a PC Card
interface.

13.2 PCMCIA Support on Linux

Most add-on 802.11 solutions for laptop computers are based on the PCMCIA form
factor. Adding 802.11 support to Linux requires an understanding of how the PCMCIA
subsystem in Linux is put together and how it works to enable drivers for PCMCIA cards.

13.2.1 PCMCIA Card Services Overview

Card Services grew out of an attempt to Ssmplify system configuration. Rather than
dedicating system resources to individua devices, the host syslem maintained a pool of
resources for PC Cards and alocated resources as necessary. Figure 13-1 showsthe
procedure by which cards are configured on Linux.

Figure 13-1. Linux PCMCIA configuration system
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When a card isinserted, the cardmgr process orchestrates the configuration of the device,
asshownin Figure 13-1. The orchestration pulls together system resources, kernel
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components, and kernd driver modules through the configuration files stored in
/etc/pcmcia. Roughly speeking, the host takes the following steps:

1. A cadisinserted into an empty PC Card socket, and cardmgr is natified of this
event. In addition to any hardware operations (such as supplying power to the
socket), cardmgr queriesthe card information structure (CIS) to determine the
type of card inserted and the resources it needs. For more information on the CIS,
see the sidebar Card Information Structure.

2. cardmgr consultsthe card database stored in /etc/pcmceia/config to determine
which card was inserted. Part of the configuration is to associate cards with a
class. For the purposes of configuring network cards, the important point to note
isthat itemsin the network class have additiond network configuration operations
performed on them later. The card isidentified by the CIS data from step 1, and
the class setting is set in the main system configuration file. At this point,
cardmgr beeps once. Successful identification results in a high-pitched beep;
unsuccessful identifications are indicated by abeep of lower pitch.

3. cardmgr determines which resources are available to alocate to the card. Blocks
of system resources are reserved for PCMCIA card use in the main configuration
file, and cardmgr doles out resources as needed to cards. The number of 1/0 ports
and the sze of the memory window are obtained from the CIS.

4. Resourcesdlocated by cardmgr are programmed into the PCMCIA controller,
which isdepicted in Figure 13-1 asinteraction with the device driver. PCMCIA
controllersimplement resour ce steering to map resources required by the card
onto available system resources. A card may ask for an interrupt, but the actual
assgned interrupt is irrdlevant. In operation, the card Smply asks the PCMCIA
controller to raise an interrupt, and the controller is responsible for looking up the
interrupt assigned to the socket and firing the correct interrupt line.

5. Part of the configuration information obtained from the lookup in step 2 isthe
name of the device driver that should be loaded to use the newly inserted card.
Driversfor PCMCIA cards are implemented as kernel modules. As part of the
Insertion process, the driver isinformed of resources alocated in step 4. With
proper module dependencies, module stacking can be used to load multiple
modules.

6. Further user-gpace configuration is performed based on the class of the device.
Network cards, for example, have further configuration done by the
/etc/pcmeia/network script, which is configured by editing
/etc/pemeia/network.opts Successful configuration in this step generates a second
high beep, and failure is reported with alow beep.

Card Information Structure

To enable automatic configuration, every PC Card has ablob of data that
enables the card to describe itsdlf to the host system. The blob is called the card
information structure (CIS) and takes areatively sraightforward link-list
format. The building blocks of the CIS are called tuples because they have three
components: atype code to identify the type of tuple, alength field, and a series
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of data bytes. Tuple formats range from trivia to highly complex, which iswhy
this book does not attempt to classify them any further. Brave, stout- hearted
readers can order the specification from the PCMCIA and use the dump_cistool
on Linux to read the CIS of inserted cards.

The CIS assgts the host in automatic configuration by reporting information
about itsdf to the host operating system. For example, network interface cards
identify themselves as such, and the CIS enables the Card Services software to
alocate the appropriate resources such as I/O ports and interrupt request (IRQ)
lines. On Linux, the systlem administrator uses configuration files to match the
ClSdatato the driver.

13.2.2 PCMCIA Card Services Installation

Ingtallation of Card Servicesis documented in the PCMCIA-HOWTO. Both the software
and documentation are available from hitp://pcmcia- cs.sourceforge.net/. Begin by
unpacking the software and configuring it with make config.

Card Services asks for the current kernel source tree and picks relevant options out of it.
In addition, it asks four questions. Trusting versons of the utilities dlow operations by
norroot users, and are therefore set to no by default. CardBus support isincluded for
newer cards, though no PRISM-2 cards currently use the CardBus interface. PnP
resour ce checking is not required unless the computer hardware has plug-and-play
hardware. Enabling this option can cause problems on computers that do not have PnP
hardware and on severd laptops. Findly, you must specify amodule ingal directory. By
default, modules are ingtdled in /lib/modul es/< version>/modul es, inwhich <version> is
the verson of the kernel source tree.

[ r oot @Il oodhound pcnti a-cs-3. 1. 28] # nmake config
-------- Li nux PCMCI A Configuration Script --------

The default responses for each question are correct for

nost users.

Consult the PCMCI A-HOMO for additional info about each

opti on.

Li nux source directory [/usr/src/linux]:

The kernel source tree is version 2.2.109.
The current kernel build date is Sat Aug 25 07:11:52
2001.

Build "trusting' versions of card utilities (y/n) [n]:
| ncl ude 32-bit (CardBus) card support (y/n) [Vy]:
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I ncl ude PnP BI CS resource checking (y/n) [n]:
Modul e install directory [/1ib/nodul es/2.2.19]:

Kernel configuration options:
Symmetric nultiprocessing support is disabled.
PCl BI OGS support is enabl ed.
Power managenent (APM support is enabl ed.
SCSI support is disabled.
| EEE 1394 (FireWre) support is disabled.
Net wor ki ng support is enabl ed.
Radi o network interface support is enabl ed.
Token Ri ng device support is disabl ed.
Fast switching is disabled.
Frame Diverter is disabled.
Modul e version checking is enabl ed.
Ker nel debuggi ng support is disabl ed.
/proc filesystem support is enabl ed.
Maxi mum physi cal nenory: 1GB

It |ooks |ike you have a SystemV init file setup.

X Wndows include files found.
Forns library not install ed.

If you wish to build the 'cardinfo' control panel,
you need the Forns

library and the X Wndows include files. See the
HOMO for details.

Configuration successful.

After configuration, the ingtdlation can be accomplished with make install. Most
configuration information is automatically detected from the environment without

difficulty, though you need to set the PCIC environment variable to the correct type of
PCMCIA controller. Two magjor types of controller are supported: the Databook TCIC-2
and compatibles, and the Intel 1823655 and compatibles. On RedHat and derived
digtributions, the varigbleis st in /etc/sysconfig/pcmcia. Nearly al systems should st it
t0 182365.

13.2.3 Troubleshooting Resource Conflicts

One of the revolutionary developments hyped by PCMCIA card vendors was that users
were no longer directly respongible for maintaining low-level hardware configurations on
IBM-compatible hardware. In many respects, this hype was dragticdly overblown
because users are till responsible for maintaining the resource pools used by PCMCIA
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Card Services to draw from for automatic configuration, and therefore they must still be
familiar with the hardware configuration. Three mgor resources are managed by Card
Servicesfor users. IRQ lines, 1/0 ports, and direct memory access (DMA) channdls.
DMA channds are not required by network cards, however, and are not discussed in this

section.

13.2.3.1 IRQs

IRQs are used by devices that must use of the CPU periodicaly. Interfaces use IRQs so
that when a buffer fills, the sysem CPU can be natified and drain the buffer. One

limitation of the PC architecture isthat it has only 15 avalable IRQs, and many are
occupied by standard hardware. Table 13-2 shows common IRQ usage, which may help
you determine which IRQs are available for PCMCIA cards. Disabling any extra
components frees the IRQ. Table 13-2 aso shows common IRQ settings on PC hardware.
Asarule of thumb, IRQs 3, 5, and 10 are readily available on most machines.

Table 13-2. Common IRQ settings

IRQ

Common

number usage Purpose
0 Sysgemtimer  |Fires 18 times per second to maintain coarse clocking.
1 Keyboard Allows operaing system to monitor keyboard strokes by user.
2 Cascade Two interrupt cc_)ntrc_)ller _chips are used; the s_econd controls
IRQs 8-15 and iswired into IRQ 2 on the primary.
Second seial Th_e second and fourth serial ports (COM? and CQM4 under
3 port Windows) both use IRQ 3. If iny one serid port is present,
IRQ 3 may be used by expansion devices.
Thefirgt and third serid ports (COM1 and COM3 under
4 Hr;t/thi rd Windows) both use IRQ 4. Generally, it is not agood idea to
serid port use IRQ 4 for expansion devices because loss of the serid port
aso means that termina-emulation software cannot be used.
5 Second pardle  |Mogt systems have only one pardld port, but IRQ 5isaso
port commonly used for sound cards.
6 Floppy All systems have floppy disks, which can be especidly
controller important on portable computers.
First peralle Thefirst pqrdlel port can frequently beqlisabled on Iaptops
7 without an issue, unlessthe pardld port is used extensvely
port for printing.
8 RTC The Red- Time Clock maintains finer-grained timers
Video (older Older systems regui red an IRQ for the v! deo controller, and it
9 systems) was typicaly assgned to IRQ 9. Mog video (_:ontrollers ae
now on the PCI bus and do not require a dedicated IRQ.
10 Usudly avalable for expansion devices.
11 Usudly PCI Generdly not available for expansion devices.
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Table 13-2. Common IRQ settings

IRQ Common

number usage Purpose

bus or SCSI
controller

Usudly PS2

12
mouse port

Generdly not available.

Thefloating-point unit IRQ is used by the math coprocessor,
13 FPU even on systems with a CPU with an integrated math
coprocessor such as the Pentium series.

Thefirst IDE channd is used by the main system hard disk,
14 Primary IDE  |and thus IRQ 14 isamost never available on a portable
system.

Portable sysems typicdly place the CD-ROM on IRQ 15,

15 Secondary IDE meking this IRQ unavailable for use.

13.2.3.2 1/O ports

I/0O addresses are used for bidirectiona communication between the sysem and a
periphera device. They tend to be somewhat poorly organized, and many devices have
overlapping defaults. Each 1/0 port can be used to transfer a byte between the periphera
device and the CPU. Mogt devices require the ability to transfer multiple bytes at atime,
s0 ablock of portsisassgned to the device. The lowest port number isaso called the
base I/0O address. A second parameter describes the size of the 1/0 window. Table 13-3
lists some of the common port assignments. Refer to your hardware vendor's
documentation for details on additiona devices such as IR ports, USB controllers, the
PCMCIA controller, and any resources that may be required by motherboard
components.

Table 13-3. Common /O ports

Device name I/0O range (size)
Communication ports
Firgt pardld port Ox3bc-0x3bf (4)
First serid port Ox3f8-Ox3ff (8)
Second serial port Ox2f8-0x2ff (8)
Disk drives
magter: Ox1f0-0x1f7 (8)
Primary IDE
dave 0x3f6-0x3f7 (2)
measter: 0x170-0x177 (8)
Secondary IDE

dave: 0x376 (1)
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Table 13-3. Common 1I/O ports

Device name 1/0O range (size)
Floppy controller 0x3f0-0x3f5 (6)
Input devices
0x060 (1)
Keyboard
0x064 (1)

Multimedia/gaming

0x220-0x22f (16)
Sound card FM Synth: 0x388-0x38b (4)

MIDI: 0x330-0x331 (2)

Joystick/Game port 0x200-0x207 (8)

System devices

0x020-0x021 (2)
Interrupt controllers
0x0a0-0x0al (2)

DMA channels 0-3: 0x000-0x00f (16)
DMA controllers Page registers. 0x080-0x08f (16)

DMA channds 4-7: 0x0cO-0xOdf

CMOSred time clock 0x070-0x073 (4)
Speaker 0x061
Math coprocessor OxOf0-OxOff (16)

13.3 linux-wlan-ng for Intersil-Based Cards

The most commonly used driver for PRISM-based cards is the linux-wlan open source
driver developed by Absolute Vaue Systems. In a shining example for other vendors,
Inters| has actively supported the linux-wlan project. Two subprojects exist. The origina
linux-wlan code supports cards based on the origina PRISM chipset, which generdly run
at 2 Mbps, and the newer linux-wlan-ng codebase supports cards based on the PRISM-2
chipsat running at 11 Mbps. linux-wlan-ng supports most cards based on the PRISM-2
chipset™ The examplesin this section were written with a Linksys WPC11 as the

example card, largely because of its affordability relative to other PRISM-2 cards.

M 'Nokia's C11x cards are based on the PRISM-2, but the addition of the
smart-card reader changed the programming interface enough so that the
C1l1x is not supported by linux-wlan-ng.
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At this point, most users will be interested in 11-Mbps cards supported by linux-wlan-ng.
Both projects am toward developing a complete 802.11 layer for Linux. Currently, both
projects support smple encapsulation of 802.11 frames and RFC 1042 encapsulation. In
practice, this poses a problem only with strange access points that support only 802.1h
trandation.

13.3.1 Prerequisites

Before sarting the inddlation of linux-wlan-ng, there are some housekeeping tasks to
take care of. Compile-time configuration is taken care of in part by pulling some
configuration information out of the kernel configuration and the PCMCIA utility
configuration. Mogt distributions include the option of ingtaling source code but do not
include the configuration used to build the kerndl or any of the additiond software
packages.

Offiadly, linux-wlan is developed against kernels later than 2.0.36 and PCMCIA Card
Services (pcmcia-cs) later than 3.0.9, but linux-wlan-ng was largely developed against
kernd 2.2 and PCMCIA services 3.1. Compiling linux-wlan-ng requires configured
source trees for both the kernd and PCMCIA, so during the preingtalation process, it isa
good idea to update both components to the latest versions available. Refer to the
documentation bundled with linux-wlan-ng to get an idea of the software environments it
has been tested against and upgrade to current versions. Kernd configuration and
compilation has been extensvely documented el sewhere; refer to the documentation for
your digtribution. Card Services software is now hosted at http://pcmcia-
cs.sourceforge.net, and documentation is bundled with the source package. The examples
in this section were written using kernd 2.2.19 and pcmcia-cs 3.1.28, though thereis
nothing specific about them.

13.3.1.1 Kernel compilation

Because the configuration in the kernel source treeis used by the subsequent
configuration of both PCMCIA Card Services and linux-wlan, it must match the currently
running kernel. Many problems can be avoided, and countless hours can be saved if you
begin the process by downloading clean kernel source and configuring from scratch.
linux-wlan does not require any specific options for support other than generd network
support, but it is useful for other reasons to enable certain options. The ISC Dynamic

Hogt Configuration Protocol (DHCP) client, for example, requires that both the packet
socket (CONFIG_PACKET) and socket filtering (CONFIG_FILTER) be enabled. Some
applications of the driver also are enabled by the kernd/user network link driver
(CONFIG_NETLINK). Kernel configuration and compilation is extengvely documented
in both online and offline resources and may have beeningdled with your

documentation. Kerndl source code is available from ftp://ftp.kernd .org and countless
mirror Stes worldwide.

13.3.2 Compiling and Installing linux-wlan-ng
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Thefirg step isto get the software from hitp:/mww.linux-wlan.org. Verson numbering
followsthe Linux kernel convention, with odd minor numbers used for development
versions and even minor numbers used for stable production versions. The software can
be obtained by FTP from ftp:/ftp.linux-wlan.org/pub/linux-wlanng/; the latest version as
this book was written was 0.1.8-prel3.

13.3.2.1 Compile-time configuration

Run make config to configure the software. A configuration script is run, and you need to
supply the location of your configured kernel source and PCMCIA Card Services source
trees. A few minor questions follow; these guiddines may help you answer those
questions:

Building with debugging information compiled in isa good ideawhen you're
troubleshooting. Debugging can be disabled easly, and the code isaminuscule
performance hit when compiled in and not used.

Kernd PCMCIA isthe PCMCIA software included with the 2.4 kernd series.
Users of kernel Version 2.4 need to choose whether to use Kernd PCMCIA or
PCMCIA Card Services, users of earlier kernds must use PCMCIA Card
Services.

PLX-based adapters are PCl wireless adapters. Most users will use PCMCIA
cards and can disable PLX support.

Card Services drivers support PCMCIA cards and should be enabled.

A sample configuration looks something like this:

[ gast @] oodhound | i nux-w an-ng-0. 1. 8-prel3] $ nake

config

-------------- Li nux WLAN Configuration Script --------

The default responses are correct for nost users.

Li nux source directory [/usr/src/linux]:

The kernel source tree is version 2.2.19.

The current kernel build date is Sat Aug 25 07:11:52

2001.

pcnti a-cs source dir [/usr/src/pcntia-cs-3.1.28]:

Alternate target install root directory on host []:
Modul e install directory [/1ib/nodul es/2.2.19]:

PCMCI A script directory [/etc/pcntia]:

It looks |ike you have a SystemV init file setup.

Target Architecture? (i 386, ppc, or alpha) [i386]:

Prefix for build host conpiler? (rarely needed) []:

Conpiling with a cross conpiler? (y/n) [n]:

Bui |l d for debuggi ng (see doc/config.debug) (y/n) [n]: vy

Build for Kernel PCMCI A? (y/n) [n]:
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Bui | d PLX???? based PCl (_pl x) adapter drivers? (y/n)
[n]:

Build PCMCI A Card Services (_cs) drivers? (y/n) [Vy]:
Configuration successful.

13.3.2.2 Building the software

Run make all to build the software. After some compilation messages, four main
components are compiled:

wlanctl-ng

The generd adminidrative utility used to control the current running
configuration and change the Sate of the hardware.

wlancfg

Used to change vaues in the management information base and ater the
configuration.

p80211.0

A generic 802.11 utility layer for Linux, implemented as akernd module. It
includes data Structures required to handle buffers, build frames, trand ate between
the supported frame types (RFC 1042-encapsulated, 802.1h, vanilla encapsul ated,
and the raw packet buffers used by the kerndl), interact with the network devices
in the kernel, and perform the functions placed in the MAC Layer Management
Entity (MLME).

prism2_cs.o

The kernd module driver for PRISM-2-based cards. It implements the hardware
interface to the Intersil HFA384x chipset used in supported cards, implements
hardware interrupt service, alows user-gpace utilities to gather Satistics and
counters data from the hardware, and enables the management operations
discussed in Chapter 7, such as scanning, joining, authentication, and association.

13.3.2.3 Installing the software

After compilation, become root and run make install to ingdl the software. By default,
the two adminigtration programs (wlanctl-ng and wlancfg) are placed in /shin, and the
two modules are ingtaled in the module directory tree that corresponds to your current
kernd version. On kernd Version 2.2.19, for example, p80211.0 would beingdled in
/lib/modules/2.2.19/net and prism2_cs.o would be placed in /lib/modules/2.2.19/pcmcia.
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The indalation aso places some configuration filesin the main PCMCIA Card Services
directory, which is/etc/pcmceia by default. wlan-ng.conf contains card definitions for
hardware known to work with linux-wlan-ng. It is copied to the Card Services directory,
and adirectiveis put a the end of the main card definition file, /etc/pcmceia/config, to
include the PRISM-2 card definitions. The configuration script for wireless interfaces,
wlan-ng, isaso placed in /etc/pcmeia. wian-ng pullsin configuration options from an
auxiliary option file, wian-ng.opts If ether wian-ng or wian-ng.opts exigs, the older
versgonswill be backed up and will recelve the suffix .O.

13.3.3 Administration of the 802.11 Interface

The main adminigraivetoal in linux-wlan-ng iswlanctl-ng, atool to control theinterna
date of the driver through ioctl( ) commands. As an example, consider the wlanctl-ng
command used to join a network:

[ r oot @I oodhound] # /sbin/w anctl -ng w an0
| nxreqg_aut oj oi n ssi d="Lum nferous Ether" \
aut ht ype=opensyst em
nmessage=Il nxreq_aut oj oi n

ssi d=Lum nf er ous Et her

aut ht ype=opensyst em

resul t code=success

Commands operate on an interface, which is supplied as the first argument. The
command to perform is the second argument. In the join command, two additiona
arguments are required. Oneisthe SSID, so the kernd driver can identify the Beacon
frames corresponding to the desired network. SSIDs with spaces can be used, provided
that quotation marks are used to ddimit the SSID. The other argument isthe
authentication type. Shared-key authentication is required if the WEP key is st.

wlanctl-ng commands fal into three broad classes. Commands that begin with dot1lreq
such asdot1lreq mibset, work with data structures specified in 802.11. The second class
of commands, which begin with p2req_, work with the PRISM-2 chipset. A third class,
prefaced with Inxreq_, are commands specific to the Linux driver.

WEP keys are set by writing the MIB variables corresponding to the default key on the
interface the key must be st for:

[ root @l oodhound] # W anctl-ng W anO dot 11req_m bset \
m bat t ri but e=dot 11WEPDef aul t Key3=01: 02: 03: 04: 05
nessage=dot 11r eq_m bset
m bat t ri but e=dot 11WEPDef aul t Key3=01: 02: 03: 04: 05
resul t code=success
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Some commands are not implemented and return aresult code of not implemented. One
such command isdot11req_scan, which should run a generdized active scan.

One command that network administrators are likely to find near and deer isthe
command that enables promiscuous mode packet capture2 The driver command is
Inxreq_wlansniff, and it takes two additional arguments.

? promiscuous mode packet capture was disabled in linux-wlan-0.1.7 and
later, but patches to enable the functionality are available. See Chapter 16 for
details.

Oneisthe channd to sniff on, and the find argument is the enable flag, which can be
used to enable and disable the sniffing functiondity.

[ root @Il oodhound]# W anctl-ng W anO | nxreq_w ansni ff
channel =1 enabl e=true
nessage=l nxreq_W ansni ff

enabl e=t rue

channel =1

resul t code=success

For convenience, | have written shell functions around the Inxreq_wlansniff command to
cut down on typing. Both shell functions take two arguments: the interface name and the
channd. Some users may not use multiple 802.11 cards and may choose to have the shell
function take just one argument ingtead. In any case, here are the functions | use, which
you are free to customize:

w an-promsc ()

/ sbin/w anctl-ng $1 | nxreqg_w ansni ff channel =$2
enabl e=true

}

w an-normal ()

{
/ sbin/w anctl-ng $1 I nxreg_w ansni ff channel =$2
enabl e=f al se

}

To activate promiscuous packet capture on channel 5, | run wian-promisc wianO 5. When
promiscuous capture is activated, it is not possible to use the network for communication.
To restore network connectivity, smply run wian-normal wianO 5. With only one
wirdessinterface, the shdl functions can be smplified even further by hardcoding wianO
asthe interface used by the function and taking only the channel number as an argument.

13.3.3.1 IP addresing
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Setting | P addresses is distribution specific. On RedHat and derivative didtributions,
including Mandrake, configuration is stored in /etc/sysconfig/networ k-scripts with data
for each interface shown in ifcfg-interface. linux-wlan-ng interfaces begin with wian:
wlan0, wianl, and so forth. An example static | P configuration for the first wirdess LAN
interface would hold 1P address and netmask information just as with any other interface:

[ r oot @I| oodhound networ k-scripts]# cat ifcfg-w anO
DEVI CE=w an0

BOOTPROTO=st ati

| PADDR=192. 168. 200. 125

NETMASK=255. 255. 255. 0

NETWORK=192. 168. 200. 0

BROADCAST=192. 168. 200. 255

ONBOOT=no

Bringing up the interface is ametter of running ifup with the interface name as an
argument asroot. Mogt Linux kernels are built without bridging support and camnot by
default be configured with two interfaces on the same logical 1P subnet. Thisis often a
danger for sations with wirdess LAN interfaces because the wirdess interfaceis
sometimes used to replace an existing wired interface.

[ r oot @I| oodhound networ k-scripts]# ifup w anO

Dynamic IP configuration with DHCP is dlowed; refer to your distribution's
documentation for details on enabling dynamic boot protocols. DHCP configuration
depends on forming a successful association with an access point. If the association fails,
the DHCP discovery packets result in "not associated” error messagesin the log.

13.3.4 Configuring linux-wlan-ng

Card definitions are stored in /etc/pcmcia/config. At the end of the file, thereisaline that
reads source ./*.conf. This line enables additiona PCMCIA driver packagesto add card
definitions. linux-wlan-ng adds the file wlan-ng.conf, which is a series of driver
associations. As an example, consder the definition of the Linksys WPC11 card:

card "Linksys WPC11 11Mops 802.11b W.AN Card"

version "Instant Wreless ", " Network PC CARD',
"Version 01.02"

bind "prisn2 _cs"
Thefirg lineisatext string used to identify the card to the human user, and the bind
directive specifies which driver will be loaded to support the card. The version strings are
used to match the CIS of the card, which can be viewed using the dump_cis utility:

[ r oot @Il oodhound] # dunp_ci s
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Socket O:
dev_info
NULL Ons, 512b
attr _dev_info
SRAM 500ns, 1kb
vers 1 5.0, "Instant Wreless ", " Network PC CARD'
"Version 01.02",
manfi d 0x0156, 0x002
funci d networ k_adapt er
| an_t echnol ogy wirel ess
| an_speed 1 nb/sec
| an_speed 2 nb/sec
| an_speed 5 nb/sec
| an_speed 11 nb/sec
lan _nmedia 2.4 Gz
| an_node_id 00 04 5a 0d Oc 70
| an_connect or O osed connector standard
config base 0x03e0 nask 0x0001 | ast i ndex 0x01
cftable entry 0Ox01 [defaul t]
Vcc Vm n 4750nV Vimax 5250nV | avg 300mA | peak 300mA
| down 10mA
i 0 0x0000-0x003f [lines=6] [16bit]
irg mask Oxffff [level] [pul se]

Socket 1:
no CI S present

Note that the CIS specifies how large an 1/0 window is necessary. In this case, 64 (0x3F)
bytes of 1/0O space are required by the card. When the card isinserted, the kernel
configuration prints out the resources assgned to the driver in /var/log/ker nel/info:

Cct 26 21:03: 38 bl oodhound kernel: prisn2_cs: index
0x01l: Vcc 5.0, irg 10, io
0x0100- Ox13f

In addition to the card associations in wian-ng.conf, the configuration script wian-ng and
its option filewlan-ng.opts are inddled in /etc/pcmcia. wlan-ng is caled whenever a
PRISM-2 wirdess card is inserted. It identifies the card, associates with an access point
or sarts an independent BSS if desired, and initidizes the network interface using
whatever hooks are provided by the Linux digtribution. wlan-ng.optsis used to configure
the desired SSID and WEP keys.

13.3.4.1 Selecting a network to join
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To configure the network to join, some parametersin wlan-ng.opts must be changed. One
section of the script islabeled "STA START" and contains the network parameters
AuthType and DesredSSID:

Aut hType="opensyst enf
Desi redSSI D="1 i nux-w an"

AuthType can be set to opensystem for a network not employing access control, and
sharedkey for networks that use the shared-key authentication mechanism of WEP. The
DesiredSS D parameter must be st to the SSID announced by the Beacon frames for the
network that the station will join.

13.3.4.2 Configuring WEP

Stations that use WEP must dso configure WEP-related parametersin wian-ng.opts

dot 11Pri vacyl nvoked=t r ue
dot 11WEPDef aul t Keyl D=2

dot 11WEPDef aul t Key0=01: 02: 03: 04: 05
dot 11WEPDef aul t Key1=01: 02: 03: 04: 05: 06: 07: 08: 09: Oa: Ob: Oc
o dot 11WEPDef aul t Key2=

dot 11WEPDef aul t Key3=
Severa settings matter only for access points; the settings that matter for sations are:
dot11Privacylnvoked

Thismustbesettot r ue toenable WEP. If itissettof al se, WEPisdisabled.

dot11WEPDefaultKeyl D

Thisisset to 0, 1, 2, or 3, depending on which of the WEP keys are used on the
network.

Four dot11WEPDefaultKeyXs (inwhich X is0, 1, 2, or 3)
These are used to program the WEP keys themsalves. Keys are entered like MAC

addresses, in which each byte is entered as a two-character hexadecima number,
and the bytes are separated by colons.
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13.3.4.3 Enabling debugging output

If the linux-wlan-ng module was built with debugging code enabled, the PCMCIA Card
Services system can be set up to pass configuration options to the driver. Module options
are configured in /etc/pcmcial/config.opts, using the opts parameter to the module
directive, likethis:

nodul e "prisnR_cs" opts "prisn2 _debug=3"

Debugging can be enabled for both the protocol module (p80211) and the PRISM-2
hardware driver (prism2_cs). Debugging of the protocol module is enabled with the
wlan_debug option, and debugging of the driver is enabled with the prism2_debug
option. Five debugging levels are defined, with higher levels increasing the log output;
Table 13-4 describes them in detail. Debugging levels are cumulative, o level 3 includes
al messages from levd 2 plus additiond information.

Table 13-4. linux-wlan-ng debug levels
L evel Meaning
Error messages for rare exceptions.
More exceptions are logged.
Basic satus output.
Additiona status output.
Function entry and exit.

G|l W[IN| -

After making changes to config.opts, the card manager must be restarted so that the
options are passed to the driver when the card isinserted. The easest way to restart
cardmgr isto send it the HUP sgndl:

kill -HUP "ps aux | grep cardngr | grep -v grep | awk
{ print $2 }'°

13.3.5 Using linux-wlan-ng

Using wirdess LAN interfaces driven by linux-wlan-ng is no different from using regular
wired Ethernet interfaces. Configuration isidentical to wired interfaces, and operations
are amilar. System administrators can, for the most part, treat 802.11 interfaces like
Ethernet interfaces, but with higher latency. The higher latency is due partly to the lower
bit rate of the wirdess medium and partly to the requirement for fully acknowledged
frame exchanges.

13.3.6 Common Problems

Most common problems are redly resource conflicts, but resource conflicts may manifest
themsdves as avariety of error messages. Tracking down resource conflictsisalarge
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task described in more detail in Section 13.2.3. Resource conflict tracking is often a
tedious process of ligting out the resources commonly used by a system and attempting to
identify the conflict. It can be particularly annoying on laptop hardware because of the
number of built-in devices that may be sucking up resources without extensve
natification. This section describes the common problems that users may face before the
next section delves into the hairy business of resolving resource conflicts.

13.3.6.1 Compilation difficulties

Most compilation difficulties can be traced to relying on an improper source tree for a
dependent package. The most religble way to ingdl linux-wlan-ng isto first build both a
new kernd and new PCMCIA package from a clean source before attempting to build
linux-wlan-ng. Although this takes time, it does guarantee that the compile-time
configuration stored in the source tree matches the running version, and it will, therefore,
eliminate most compilation problems.

13.3.6.2 Cards are identified as "anonymous memory card"

Card Services on Linux atemptsto identify cards based on configuration information
stored on the card itsdlf in the CIS on the PCMCIA card. If Card Servicesisunable to
identify acard, asalast resort, it identifies a card as an anonymous memory card. This
error message amost dways means thet there is aresource conflict; as aresult of the
conflict, Card Services software is unable to communicate with the card to read the
identifying data structures on the card. Vary the resource exclusion ranges to resolve the
conflict; see Section 13.2.3 earlier in this chapter.

13.3.6.3 "Tx attempt prior to association, frame dropped” error message

This message is quite sHif-explanatory: aframe was queued for transmission before the
dtation successfully associated with an access point. Severd things might cause thiserror:

If the desired SSID is not found, no association is made.

Authentication is a precondition of association. If the authentication type is
mismatched or the WEP key used for authentication isincorrect, the association
fals

Resource conflicts can interfere with the sending and receiving of frames, which
may cause transmissions (and therefore authentication or associations) to fall.
Reconsider resource alocations and PCMCIA Card Services configuration.

13.3.6.4 Odd behavior from the lights on the card

linux-wlan-ng does not try to control the lights on the card in a consistent way between
different card vendors. Generally spesking, one light becomes solid when the sation
associates with an access point, and a second light blinks to indicate traffic. If your card
behaves differently, don't panic. Check at the access point for an association; if an
asocidion exids, then the card is functioning normaly but uses the lightsin a different
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manner. Naturaly, the truly brave may attempt to rewrite the driver, but for most of the
world, it is easer smply to note the behavior of the lights.

13.3.6.5 Dropped sessions

Associations may be dropped for a variety of reasons, many of which are not the fault of
the client wirdess LAN card. One frequent cause of this behavior is access points that
conserve resources by timing out idle associations. Nokia access points are notable for
this behavior.

Theorigind linux-wlan package for PRISM-1-based cards did not reassociate. linux-
wlan-ng attempts to reassociate when an association times out, but it may not always be
successful. If timeouts must dways be avoided, run a script on the wireless gation to
send traffic periodically to prevent the association from timing out.

13.3.6.6 "MAC initialization failure, result=xxx"

Thefirst mgor task for the PRISM-2 driver isto initidize the MAC controller chip on the
card. The error code is one mgjor clue. Postive result codes indicate thet the firmware is
at fault, and negative error codes are due to driver faults. Frequently, the error isdueto a
timeout period expiring; retry the operation to ensure that the error is caused by the
system and not by atimeout expiration. Firmware problems are rare and generally seen
only when the firmware loaded on the card was bad or the firmware |oad was incomplete.
Driver problems are usudly due to resource conflicts, especialy with I/O ports. In some
cases, alaptop with 5-volt PCMCIA dots may experience problems with a 3-volt card,
though the fallure usudly happens later in the initiaization process. | saw this message

on an IBM ThinkPad T21 when the card was inserted, and the system was on battery
power. If the T21 was plugged into AC power, however, the driver would load and
configure without a hitch.

13.4 Agere (Lucent) Orinoco

Wirdess networking is far older than the 802.11 standard. The first commercid wireless
network hardware was manufactured by the WavelL AN divison of AT& T and gained
market acceptance in the early 1990s. When Lucent was spun off from AT&T inthelate
1990s, the WavelL AN divison, like most communications product manufacturing at
AT&T, was made apart of Lucent.

Early WavelL AN hardware was a completely proprietary system. After 802.11 wasfinaly
standardized in 1997, new hardware that complied with the sandard was sold under the
WavelL AN brand. To distinguish the standards-compliant cards from the proprietary
cards, the former were caled "WavelL AN IEEE" cards, while the |atter were smply
"WaveL AN" cards.

Asthe market for 802.11 hardware continued to develop, Lucent decided to rename the
WavelL AN divison under another brand name. The new name, Orinoco, comes from the
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third largest river system in the world. During the rainy season in South America, the
Orinoco swdlswith fresh rainfdl flowing in from over 200 tributaries. At its peek, the
river grows to over 10 miles wide and more than 300 feet deep. Nearly 1,000 miles of the
Orinoco's 1,300 miles are navigable; it isno wonder that the river's name is derived from
the native words for "a place to paddie.”

Lucent'sinitial strategy for support on open source platforms was to offer a choice of
drivers. Two drivers were available. A closed-source proprietary binary driver,
wavelan2_cs, provided full functiondity largely equivaent to the drivers avalable for
other platforms. A second, less functiona open source driver, wvlan_cs, was made
available under the GPL. For avariety of reasons, the proprietary driver was shunned in
favor of the open source driver, and a devoted group of programmers enhanced the open
source driver until it was equivalent to the proprietary driver.

Two open source drivers are now available for Lucent cards on Linux, depending on the
kernd verson employed. Kernd Versons 2.0 and 2.2 use the older wvlan_cs driver
bundled with the pcmcia-cs package; kernd Version 2.4 uses the orinoco_cs driver in the
kernel. The older wvlan_cs driver was based on alow-leve library provided by Lucent,
which was difficult to maintain and was a recurring source of bugs. Rather than
continuing aong an evolutionary dead-end, the maintainers of wvlan_cs learned from the
wlan-ng driver and rewrote the lower layers of wvlan_cs. The result was orinoco_cs, a
much more stable and robust driver. (orinoco_cs was originaly known asdidwd_cs,
which stood for David's Less Dodgy WavelL AN Driver!) wvlan_csisno longer being
maintained, and new inddlations should use orinoco_cs ingtead. Some Linux
digributions may even ship with orinoco_cs.

13.4.1 Kernel 2.0/2.2: wvlan_cs

Inkernel Verson 2.2 and earlier, support for WavelL AN adaptersis provided by the
wvlan_cs driver bundled with PCMCIA Card Services for Linux.

13.4.1.1 Compiling and installing

Some wirdess LAN support code is activated in the kernel by enabling the Wirdess LAN
extensons (CONFIG_NET_RADIO) kernel configuration option.
CONFIG_NET_RADIO-enabled kernels collect wireless statistics and expose additiona
data structures used by the WavelLAN driver.

The driver for PCMCIA WavelL AN cardsis part of the PCMCIA Card Services package.
Previous sections of this chapter described how to compile and ingtal the PCMCIA Card
Services package and how PCMCIA cards are dynamicdly configured on Linux systems.
After building a kernd with the wirdess LAN extensons, you must rebuild the PCMCIA
utilities as well.

The standard wireless tools are o required. They can be downloaded from
http:/Avww.hpl .hp.com/persona/Jean_ Tourrilhes/Linux/Tools.html. Building the wirdess
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toolsis agraghtforward task. After unzipping the file into atemporary directory, just run
make in the root directory of the software distribution, and it will build the wirdess tools.

13.4.1.2 PCMCIA configuration

Although the Orinoco card is rebadged on the outside, the CIS till identifies the card asa
Lucent WavelL AN/IEEE, and the software is the same as it has dways been for the
WavelL AN/IEEE:

[ root @Il oodhound] # dunp_ci s
Socket O:
dev_info
NULL Ons, 512b
attr _dev_info
SRAM 500ns, 1kb
vers_1 5.0, "Lucent Technol ogi es", "WavelLAN | EEE",
"Version 01.01",
manfid 0x0156, 0x002
funci d networ k_adapt er
| an_t echnol ogy wirel ess
| an_speed 1 nb/sec
| an_speed 2 nb/sec
| an_speed 5 nb/sec
| an_speed 11 nb/sec
lan nedia 2.4 Gz
| an_node_id 00 02 2d 38 82 e4
| an_connector C osed connector standard
config base 0x03e0 mask 0x0001 | ast _index 0x01
cftable entry Ox01 [defaul t]
Vcc Vm n 4750nV Vmax 5250nV | avg 300mA | peak 300mA
| down 10mA
I 0 0x0000- 0x003f [lines=6] [16bit]
irq mask Oxffff [level] [pulse]

Socket 1:
no CI' S present

When the card is inserted, the /etc/pcmcia/wireless stript is run, usng the configuration
optionsin /etc/pcmcia/wirel ess.opts The wireless script is a frontend to the iwconfig
program. Editing fiddsin wireless.opts sats the arguments to iwconfig. Therefore,
knowing how iwconfig works alows you to set the gppropriate fields in wirel ess.opts

13.4.1.3 iwconfig
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The main command-line tool for managing a WavelL AN wirdess interface isiwconfig.
When run with no parameters other than the interface name, iwconfig displays extended
information about the radio interface, provided the kernel was built with radio extensons:

[ root @Il oodhound] # iwconfig wl an0
wvl an0 | EEE 802. 11-DS ESSI D: " Lum ni ferous Ether"
Ni cknane: "HERMES | "

Mode: Managed Frequency: 2.457GH Access
Poi nt : 00: EO: 03: 04: 18: 1C

Bit Rate: 2Md/ s Tx- Power =15 dBm
Sensitivity:1/3

RTS thr:of f Fragnment thr:off

Encryption key: of f

Power Managenent : of f

Link Quality:46/92 Signal |evel:-51 dBm
Noi se | evel : -94 dBm

Rx invalid nwid:0 invalid crypt:0 invalid
m sc: 0

The nicknameis an internd name used by the driver. By defaullt, it is set to "HERMES I
after the name of the Lucent chipset used in Lucent'swirdless LAN cards.

13.4.1.4 Setting the network name

The basic task required to join a network isto salect the appropriate network name, or
SSID. iwconfig uses the essid?! parameter to set the desired network name.

B} use the term SSID in this book to refer to a network name. Some drivers,
including the WaveLAN drivers, use ESSID instead. The distinction is that an

ESSID is a network name assigned to an extended service set, not any old
service set.

If the network name includes a space, it must be enclosed in quotation marks.

[ root @Il oodhound] # iwconfig wl anO essid "Lum niferous
Et her "

13.4.1.5 Setting the network channel

The network-operating frequency can be sdected in two ways. The freq parameter can
take an operating frequency directly, or the channel parameter can be used with the
appropriate channel number, and the driver will derive the frequency from the channd
number. The following two commands are equivalent:

[ r oot @I oodhound] # iwconfig wl an0 freq 2.432G
[ root @l oodhound] # iwconfig wl an0 channel 4
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13.4.1.6 Setting the network mode and associating with an access point

Mogt 802.11 gtations are in elther ad hoc networks or infrastructure networks. The
Iwconfig nomenclature for these two modes is Ad-hoc and Managed. Select between
them by using the mode parameter:

[ root @Il oodhound] # i wconfig wl an0O node Ad- hoc
[ r oot @I oodhound] # i wconfig wl an0O node Managed

For gations in an infrastructure network, the ap parameter may be used to request an
association with the specified MAC address. However, the station is not required to
remain associated with the specified access point and may choose to roam to a different
access point if the sgnd strength drops too much:

[ root @l oodhound] # iwconfig wl anO ap 01: 02: 03: 04: 05: 06
13.4.1.7 Setting the data rate

Most cards support multiple bit rates. iwconfig alows the administrator to choose
between them by using the rate parameter. Bit rates can be specified after the rate
parameter, or the keyword auto can be used to specify that the card should fal back to
lower bit rates on poor-qudity channds. If auto is combined with a bit rate, the driver
may use any rate lower than the specified rate:

[ root @Il oodhound] # iwconfig wl anO rate 11M auto
13.4.1.8 Configuring WEP

The key parameter controls the WEP function of the driver. Keys can be entered as
hexadecimd gtrings asin the PRISM driver. Enter the string four digits at atime with
dashes between the two-byte groups. (Although it is not mentioned in the documentation,
| can enter keys in the colon-separated MAC address format as well.)

[ root @Il oodhound] # i wconfig wl an0O key 0123-4567- 89
[ root @I oodhound] # i wconfig wl an0O key 01: 23: 45: 67: 89

Multiple keys can be entered using a bracketed index number:

[ root @l oodhound] # iwconfig wl an0 key 0123-4567-89
[ root @I oodhound] # iwconfig wl an0 key 9876-5432-01 [ 2]
[ root @I oodhound] # i wconfig wl an0 key 5432-1678-90 [ 3]

Longer keys can be entered smply by using more bytes. If the key length islonger than
40 bits, the key is assumed to be a 104-hit key.
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[ root @I oodhound] # i wconfig wl an0O key 0011-2233-4455-
6677-8899-0011-22 [4]

Once multiple keys have been entered, select one by entering the index number without a
key vaue

[ root @I oodhound] # i wconfig wl an0 key [ 2]

Activate WEP processing using key on and disshle WEPusing key of f . Thesecan
be combined with an index number to select anew WEP key:

[ r oot @I oodhound] # i wconfig wl anO key [3] on
[ root @Il oodhound] # i wconfig wl an0O key of f

Findly, two types of WEP processing can be done. An open system accepts data frames
sent in the clear, and arestricted system discards cleartext data frames. Both of these
parameters can be combined with an index number:

[ root @Il oodhound] # iwconfig wl an0 key [4] open
[ r oot @I oodhound] # iwconfig wl anO key [3] restricted

The key parameter may a so be accessed with the encryption parameter, which may be
abbreviated as enc.

13.4.1.9 Tuning 802.11 parameters

iwconfig dlows you to tune the RTS and fragmentation thresholds. The RTS threshold in
the wvlan_cs driver is 2,347, which effectively disables RTS clearing. In an environment
likely to have hidden nodes, it can be set using the rts_threshold parameter with iwconfig.
rts_threshold can be abbreviated asrts.

[ r oot @Il oodhound] # i wconfig wlanO rts 500

The default vaue of the fragmentation threshold is 2,346. In noisy environments, it may
be worth lowering the fragmentation threshold to reduce the amount of data, which must
be retransmitted when frames are lost to corruption on the wireless medium. Set the
parameter by using the fragmentation_threshold argument to iwconfig. It may be set
anywhere from 256 to 2,356, but it may take on only even values.
fragmentation_threshold may be abbreviated as frag.

[ r oot @Il oodhound] # i wconfig wl anO frag 500

802.11 gtations maintain severd retry counters. When frames are retransmitted "too
many" times or wait for transmission for "too long,” they are discarded. Two retry
counters are maintained. The long retry counter, set by the retry parameter, is the number
of times tranamission is attempted for aframe longer than the RTS threshold. The short
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retry counter, set by the retry min parameter, isthe number of times transmission will be

attempted for aframe shorter than the RTS threshold. Unlike many drivers, iwconfig aso

dlows for configuration of the maximum frame lifetime with the retry lifetime parameter.
To soecify avadue in milliseconds or microseconds, gppend "m’* or "u” to the vdue:

[ root @l oodhound] # iwconfig wlanO retry 4
[ root @Il oodhound] # iwconfig wlanO retry mn 7

[ r oot @I oodhound] # iwconfig wlanO retry |ifetinme 400m

13.4.1.10 wvlan_cs driver parameters

Several options can be passed to the wvlan_cs module by cardmgr when it isloaded into
the kerndl. These options are most easly set in /etc/pecmeia/config.opts See Table 13-5.

Table 13-5. wvlan_cs driver parameters
Parameter Valuetype Description
Commea-
irg list separated Specifies interrupts that may be used by driver.
integer ligt
ort tvpe integer, range |Sets network type to infrastructure (1), wireless
port_typ 1-3 distribution system (2), or ad hoc network (3).
station_name gring Sets gation name; defaults to card setting.
, Configures name for ad hoc network or name of
network_name string target infrastructure network.
. Channel number/operating frequency for ad-hoc
channel Integer, range networks; not used for infrastructure networks.
0-14 )
Default is 3.
Sets threshold for roaming based on alow-densty
densit integer, range |(1), medium-dengty (2), or high-density (3)
ap_density 1-3 ingtallation. The default is alow-density ingtallation,
which minimizes roaming activity.
medium_reservation :)rjtzeg;}rmge Sets RTS/CTSthreshold. Default is 2,347.
even integer,
frag_threshold range 256-  |Sets fragmentation threshold. Default is 2,346.
2,346
. Each integer has ameaning; default is auto select
. integer, range |, .
transmit_rate 1.7 high speed (3), which dlows for falback to lower
Speed.
. If sstto 1, al devicesare ethN. If set to O, dl devices
eth Integer, range arewvlanN. By default, thisisset to 1, so dl devices
0-1
are ethN.
mtu integer, range Maximum transfer unit; default is 1,500.
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Table 13-5. wvlan_cs driver parameters

Par ameter Valuetype Description

256-2,296

13.4.1.11 Troubleshooting
Naturally, al the PCMCIA troubleshooting notes from the previous section apply.

13.4.2 Kernel 2.4: orinoco_cs

In addition to the WavelL AN cards and any OEM versions of WavelL AN cards,
orinoco_cs contains basic support for some PRISM-2-based cards and Symbol cards that
use the same MAC chipset. orinoco_cs has been part of the Linux kernd distribution

since kernel Verson 2.4.3.

13.4.2.1 Compiling and installing

Some wireless LAN support code is activated in the kernd by enabling the Wirdess LAN
extensons (CONFIG_NET_RADIO) kernd configuration option.
CONFIG_NET_RADIO-enabled kernels collect wirdess statistics and expose additiona
data structures used by the orinoco_cs driver. To compile the orinoco_cs driver itsdf,
recompile the kernel with Hermes support (controlled by the

CONFIG_PCMCIA_ HERMESvaiable).

The standard wireless tools are also required. They can be downloaded from
http:/Avww.hpl.hp.com/persona/Jean_ Tourrilhes/Linux/Toolshtml. Aswith the previous
driver, ingdlation is a traightforward matter of running make in the right spot.

13.4.2.2 PCMCIA configuration

Most digtributions ship with thewvlan_cs driver gtill enabled. To change the driver used

by the digtribution, it is sufficient to change the module binding the PCMCIA

configuration. The author of orinoco_cs supplies afile, hermes.conf, which contains card
definitions for the cards supported by orinoco_cs. Because hermes.conf endsin .conf, itis
sourced by the line at the end of /etc/pcmceia/config thet reads dl .conf files. However, to
avoid binding conflicts, you must comment out al the lines that bind the older wvlan_cs
driver to newly inserted cards. Alternatively, it is sufficient to edit the definition of your
wireless card to bind the orinoco_cs driver after grabbing identification information from
the output of dump_cis:

# in hernes. conf

#

card "Lucent Technol ogi es Wavel an/ | EEE"
versi on "Lucent Technol ogi es", "WavelLAN | EEE"
bi nd "orinoco_cs"
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# fromstandard /etc/pcntial/config
#
# card "Lucent Technol ogi es WavelLAN | EEE"

# versi on "Lucent Technol ogi es”, "WavelLAN | EEE"
# bi nd "wl an_cs"

13.4.2.3 Configuring the orinoco_cs interface

Configuration of orinoco_csisidentica to the configuration of wvlan_cs. When the card
isinserted, the /etc/pcmcia/wirel ess script is run, usng the configuration optionsin
/etc/pecmeia/wireless.opts The wirdess script is afrontend to the iwconfig program.
Editing fiddsin wir el ess.opts sets the arguments to iwconfig. For details on configuring
the options to iwconfig, see the previous section on thewvian_cs driver.
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Chapter 14. Using 802.11 Access Points

In even the smplest 802.11 network, proper configuration of the access pointsis
essentia. Without properly configured network interfaces, no traffic will be bridged on to
the wired network.

Access points can be divided into two groups. Home gateways and small office products
are targeted at price-conscious users and do not offer much in the way of functionality
beyond smple connectivity. Business-grade products are more expensive, but they
possess functiondity that is key to working with larger networks containing multiple
access points. This chapter takes alook at two access points targeted at the high-end
commercia user: the ORINOCO AP-1000 and the Nokia A032. Extrapolating low-end
product administration from the basic set of tasksis straightforward.

The mgor tasks facing a network administrator are to connect the access point to the
wired network, configure the network interfaces, enable security features, and perform
any configuration adjustments necessary to tune the wireess network to the areain which
it is deployed. This chapter assumes that power and wired network connections are
graightforward and have been taken care of .

14.1 General Functions of an Access Point

All access points provide asimilar set of featuresto network users because the standard
feature set is specified by 802.11. Configuration of these features, of course, is vendor-
specific, but the products are fairly smilar to each other.

Access points are bridges between the wireless world and the wired world. As bridges,
then, all access points have features that one would expect to see on a network bridge.
They have at least two network interfaces: awirdessinterface that understands the
details of 802.11 and a second interface to connect to wired networks. To take advantage
of the installed base and expertise, the wired interface is dmost dways an Ethernet port.
Many products aso have aWAN port. Sometimes the WAN port isaserid port that can
be connected to a modem for use with a dia-up 1SP account. It is also common to find
DSL interfacesin access points. Still, other access points add a second Ethernet port for
connection to aDSL modem or cable modem. Some access points have multiple wireless
interfaces so network managers can increase hot-pot capacity by using two interfaces on
nonoverlapping channels. Many access points adso offer the option of using externd
antennas to further boost range and alow for fine-tuning of antenna placement. Bridges
have some buffer memory to hold frames as they are transferred between the two
interfaces, and they store MAC address associations for each port in a set of internal
tables.

Bridging tables are, of course, highly implementation specific, and there is no guarantee
of amilarities across the industry. Generaly speaking, though, inexpensive consumer
devices are fundamentaly designed with the assumption that they will be the sole access
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point for a network, while the more expensve commercid devicesinclude more
advanced features to make large deployments and rollouts easier. Commercia-grade
devices are ds0 designed to work cooperatively; the most common feature is a vendor-
proprietary Inter- Access Point Protocol (IAPP). An IAPP alows wireless stations to
move from access point to access point without interrupting link-layer connectivity. At
this point, no standard for an IAPP exigts, though the 802.11 working group is addressing
this shortcoming. (Some cheaper products may support an |APP, however.) Network
management is generadly much more sophisticated on commercia-grade products to
enable network engineers to manage the tens or hundreds of devices used to creste a
large-scale coverage area.

All but the cheapest access points have a TCP/IP network interface. TCP/IP interfaces are
intended for remote management and typicaly accept only basic configurations; anything
beyond an IP address, netmask, and a Sngle static default route is atypicd. Depending on
the level of sophidtication of the hardware and software, varying levels of low-levd
interface configuration are possible. Naturaly, al products alow the configuration of the
network name. Other low-level parameters, however, may or may not be configurable.

For access points that use PCMCIA network interfaces, the configuration of the wireless
interface may depend on the firmware present on the PCMCIA interface card.

Depending on the market for which an access point is developed, it may offer servicesto
itswireless clients. The most popular service is DHCP; wireless stations may be assigned
addresses automatically upon association. Many access points can aso perform network
addresstrandation (NAT), especidly the "home gateway-type products that can connect
to amodem and did up an ISP.

Security has been a sore point for wireless network managers since before the advent of
802.11's success. Access points have a privileged position with respect to security
concerns because they are the gateway's to the wired network and are idedlly positioned to
implement security policies. As detailed dsawhere in this book, the tools that access
points provide to enforce security polices are sorely lacking. Naturaly, WEP
implementations are fully configurable with new keys and can be st to either open
system or shared-key authentication, but few other standardized access control tools
exist. (Naturdly, severd vendors have implemented proprietary approaches) The mgor
access control method implemented by access pointsis MAC address filtering. With
address filtering, network administrators can give each access point alist of the MAC
addresses of clients that should be alowed to access the network. Many products that
offer remote network management provide some tools to filter management access, but
few of thefilters are based on anything other than easily forged source I P addresses.

Management interfaces often leave something to be desired. Configuration of access
points tends to be challenging becauise access points must be manufactured cheaply, and
low-cogt devices tend not to have the processing power to run an easy-to-use
configuraion engine. Most vendors use lightweight operating systems running on low-
powered hardware, but one of the trade-offs of usng alightweight operating sysem s
that it does not provide the programming environment necessary to build rich
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functiondity. Early access points offered both a cryptic command-line interface and a
web-based management interface. Thisis still acommon modd. It is not unheard of for a
vendor to supply proprietary management software for just one operating-system
platform. (Mos offendersin this category are management gpplications confined to run
on Microsoft Windows.) Typicaly, host software connects over a serid port, ether RS-
232 or USB, and runs a proprietary management protocol to change configuration
variables. Moreover, it isonly recently that vendors have even begun to address serioudy
the concerns of large- sca e access point management.

Debugging and troubleshooting tools are as advanced as management tools, which
unfortunately means that they often leave network administrators mired in inconclusive

or irrdlevant information. 1dedlly, products should maintain detailed logs of activities, but

it is common to find vague logs of results that give very little ingght into failures.

Counters can be helpful, but only if the right counters are accurately maintained. Tools
such as ping and tracer oute are common, but network analyzers and packet capture tools
are not.

14.1.1 Types of Access Points

Broadly spesking, there are two classes of access pointsin the marketplace. A low-cost
tier is sold widely through retail channels directly to the end user. These low-cost devices
are specidized computing platforms with only limited memory and storage. The higher-
cost tier incorporates additiona features required to support large deployments,
frequently, these devices have additional memory and storage and resemble smdll
genera- purpose computing platformsin their design.

14.1.1.1 For the home: residential gateways

The low-cogt tier is composed of devices often called residential gateways. Resdentid
gateways are designed to be as low-cost as possible, so only the basic features required
for the typical smdl or home office are included. Residentia gateways generdly share
the following characteridtics.

Most devicesinclude a DHCP server to make plug-and-play configuration eesier.
They are often deployed by users with one routable | P address, so NAT
implementations are common.

Depending on the type of customer the resdential gateway isamed &, the WAN
interface isamodem, a seria port, or even DSL. (Some residentiad gateway
products may use an Ethernet port as the "WAN" connection to a cable modem or
DSL modem.)

They are often built as asingle integrated unit, complete with a built-in antenna. If
suitable coverage cannot be found, it is necessary to relocate the entire unit.

Many products now claim to have an IPSec pass-through festure to alow the use
of 1PSec through NAT, which works with varying degrees of success depending
on the IPSec VPN solution chosen.
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Configuration of resdentia gateways often relies on a Windows program thet is
ingtalled and uses a proprietary protocol over seria or USB to configure the
device.

They are often sold directly to the end user and are designed to be aestheticaly
pleasing. Unfortunately for many end users, the improved visua design prevents
the stacking of residentia gateways with other network equipment.

Asthis book was written, residential gateways typicaly cost $150 to $300. Examples of
the resdential gateway class of device are the 3Com Home Wirdess Gateway, the Apple
AirPort, the D-Link DWL-1000AP access point, the Intel Wirdless Gateway, the Linksys
WAP11, and the the Orinoco RG-1100.

14.1.1.2 For the office: enterprise (corporate) gateways

Enterprise gateways, which often go by many other names that imply the buyer values
features over cod, provide everything resdential gateways do, plus additiona features
useful for larger-scale environments. Enterprise gateways generdly share the following
characteridics

The area over which mobility is required is much larger and requires severd

access points working in concert. Enterprise products support an IAPP so that a
group of access points can be used to provide mobility through large aress. All
|APPs are proprietary at the time this book was written, but efforts to standardize
the |APP and enable roaming with devices from different vendors are underway.
Upgrades are much easier with enterprise products. The wireless interfaces
themselves are often PCMCIA cards, which makes the upgrade path much easier.
As an example, many enterprise gateways do not require "forklift" upgradesto
move to 802.11a. Instead, the wireless interface can be replaced with an 802.11a
compatible interface, and a software upgrade provides adriver for the new card
and the software features necessary for 802.11a.

Enterprise-class products are designed to make deployment as easy as possible.
Many high-end products can draw power over the unused pinsin the Ethernet
cable by complying with draft versons of the IEEE 802.3af standard.

Frequently, Site survey tools come bundled with enterprise-class products so
network managers can plan large deployments by directly assessng coverage
quality.

Wirdess interfaces on enterprise gateways usudly alow for the possibility of

using externa antennas, and awide sdection of antennasis available to provide
coverage in specific types of areas. Externd antennas may come standard with
some enterprise products. Transmission power can be adjusted on many devices
to enlarge or shrink the coverage area.

Security developments gppear on high-end products first. Enterprise gateways
were the firgt to implement address filtering, and they are the test-bed for new
security festures implemented in software. Some vendors have enhanced the
association process with proprietary key exchanges. 802.1x is beginning to appear
in these products as well.
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Reflecting the adminigtrative demands, configuration of enterprise-class devices
is done with easlly scripted command-line interfaces or SNMP, and monitoring
and management capabilities are far more extensve than in residentid gateways.

Naturdly, these additiond cgpabilities do not come without a price. Asthis book was
written, enterprise gateway's typicaly cost $800 to $1,100. Prices for enterprise-class
products are not subject to the same downward pressure as resdentid gateways.
Generdly, enterprise-class products are made with much more generic hardware than
resdentiad gateways. Software upgrades are more common and can continue to add value
through the life of the product. Examples of the enterprise gateway class of device arethe
3Com AirConnect, the Cisco Aironet 350 Series Access Point, the Intedl PRO/Wireless
LAN Access Point, the Nokia A032, the Orinoco AP-1000 and AP-2000, and the Proxim
RangelL AN2. This chapter describes the management of the Nokia A032 and Orinoco
AP-1000 as examples. Asyoull see, the mechanisms for configuring and managing these
access points are different, but the information you need to supply and the configuration
parameters that you can control are fundamentaly smilar. Even if you don't use Orinoco
(ak.a Lucent, ak.a. WavelL AN, ak.a. Agere) or Nokia products, this chapter will show
you what you need to do to configure any commercia access point.

14.1.2 Selecting Access Points

When choosing an access point, you should take a number of factors into account. With
the emergence of 802.11 as the main vendor-neutral standard, standards complianceis
generdly not abig factor. Most 802.11 equipment has gone through compatibility testing
with the Wirdess Ethernet Compatibility Alliance (WECA); equipment that has received
WECA's"Wi-H" (short for "wirdess fiddity") certification has proven successful
interoperability and standards compliance. Origindly, the Wi-F program was only for
802.11b equipment, though a successor certification program caled Wi-FH5isin
development for 802.11a gear. Wi-Fi certification isdmogt certainly something to look
for becauseit is practically a guarantee of interoperability.

802.11 is a complex standard, however, with severa optiona features. Externa antennas
are often useful for creating a dense coverage blanket over an area. Not al access points
can connect to externa antennas; it may be an extra-cost option. Even if an access point
has an externd antenna connector, there is no guarantee that you'll be able to find awide
range of antennas available for use. 802.11 only requiresthat any connectors for externa
antennas have a standard impedance of 50 ohms. The actua physical connector may be
proprietary to the vendor. If externa antennas are important for your deployment plans,
make sure that awide range of antennasis available, whether through the 802.11 vendor
or another source.

Security has been an area of notable innovation. The standard specifies one method,
WEP, with a short key length. Some vendors offer longer key length versions of WEP,
which are nonstandard but generdly interoperable. Longer key length WEP
implementations may add cost, however. More importantly, though, WEP has been
conclusvely demongtrated to be severdly flawed. Some atempts at fixing WEP have
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been made by vendors, but they are fundamentaly constrained by the desgn. As aresult,
there are anumber of proprietary prestandard security mechanisms based on 802.1x
(which aso appearsto be flawed). Some products have even begun to support 802.1x,
with afew enhancements for wirdess use. Before you commit to an evolutionary deed
end, ensure that any solution can be easily upgraded to incorporate the standard security
framework being developed by the 802.11i task group.

If roaming isimportant, a Sngle-vendor solution is mandatory. Most vendors ship
products with a protocol that enables roaming between access points, but products from
different vendors are not guaranteed to interoperate. In the absence of a standard, there
cannot be compliance testing. While thisis being addressed within the 802.11 working
group, until astandard isfindized, only a sSingle-vendor solution can provide roaming
between access points2! Until a standardized protocol hits the market, you may want to
investigate the Stuations in which the vendor daims to enable roaming. Can sations
move between access points even when WEP is enabled? How quickly can stations move
between access points? It may aso be worthwhile to obtain a guarantee from the vendor
that any access points you purchase now can be easily upgraded to the forthcoming
standard.

™ while this is generally true, there are some exceptions due to OEM
relationships. The Apple AirPort has been reported as allowing roaming
connections to and from Lucent access points, but the AirPort is essentially a
rebadged Lucent access point with a far superior aesthetic appearance.

802.11 includes a number of power-saving functionsin the standard. Most are optiond. If
your deployment is based heavily on battery- powered devices, it may be worth evaluating
which power-saving fegtures are included with particdar devices. It may adso be worth
experimenting with devices to see just how much longer batteries last with the power-
saving functions enabled.

In some deployments, getting power to the access points can be a mgor headache. To
blanket an area with the coverage required for alarge implementation, access points often
need to be placed in an area where power is not easily accessible. Long antenna runs can
degrade sgnd qudity unacceptably, so it is much better to bring power to the location.
Ingdling new eectrica conduits is often quite expensive. Work must be performed by
licensed eectricians, and building codes may impose additiona restrictions. Some
products can supply power over the unused pinsin the Ethernet cable. Network wireis
not subject to the same redtrictions as dectrical cable and can be ingtalled by network
adminigrators.

Device management is an important congderation. Wireless networks are anew service,
and network staff will need to plan, evaluate, purchase, deploy, and maintain the
additiond hardware. Large deployments may have tens or hundreds of access points,
which can easly make network management a headache without good tools. Does the
vendor offer an access point manager to configure large numbers of devicesin pardld?
Can management of the access points be incorporated into your existing network
management infrastructure using tools that you aready have deployed? Are the
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management tools secure enough? Many products can be managed only with clear-text
protocols, which may be just an annoyance or amgor violation of a security policy.
Experience with other network devices has shown that software upgrades are a frequent
occurrence. How is the software upgraded, and how much functionality can upgrades
add? Can new protocol features be added with firmware updates?

Depending on the size of the deployment, it may be possible to eva uate equipment

before buying. Seeif you can get afed for the range of each access point and test with a
variety of common cards. Capacity on an 802.11 network is ultimatdly limited by the
radio link, but you will want to make sure that there are no other capacity redtrictions.
Does the access point provide the processing power to run the wirdless side at maximum
capacity with WEP enabled? Some products incorporate cryptographic processorsto help
with the load of WEP, but many do not. Products that depend on a centra processor to
run WEP may run out of capacity if they are upgraded to the faster 802.11a standard.
Products upgraded to 802.11a will aso suffer if they do not have Fast Ethernet ports. Try
to set up atest network and get afed for the configuration required to integrate the
access points with the rest of your network gear.

Aswith many other purchasing decisons, of course, there are anumber of "soft” factors
that may not be easily quantifiable. Warranties, a reationship with the vendor, and the
qudity of the technica support may dl influence the purchasing decison. Soft factors are
not technica nor eadily quantifiable, however, so | will not discuss them.

14.1.3 Are Access Points Really Necessary?

Access points are not required for awireless network. Wireless gations can be used in
independent networks, which do not require an access point. Building a Unix box that
routes between an Ethernet network and awirdess network is not difficult, and hardware
can often be reused from the scrap pile. Why, then, would anybody use an access point?

Now that resdentid gateways have falen wel below the $200 mark, building a Unix
router is no longer a cost- effective option for sngle-access point networks. Once you
condder what gaff time isworth, building a Unix router is a pretty slly use of gaff time.
Access point hardware has some advantages over redeployed general-purpose platforms,
too. Access points are smal devices with no moving parts. As aresult, they do not
consume agreat ded of dectrica power and do not generate much heet. Thereisone
notable exception to this rule, though. Apple offers a " software base station” thet
transforms any desktop machine into a bridging access point. With afew mouse clicks
and very little effort, a desktop computer can become a base station.

Unix-based routers have never been effective in larger deployments because of the lack
of mohility support. Effective roaming requires trangparent bridged access, not routed
access, to thelink layer a different physical locations. However, roaming with 802.11 is
possible only when access points can communicate with each other to track the
movement of awirdess gation. In the future, it islikely that an open source Unix
digtribution will have the features necessary for an access point: low-level accessto
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fundamental 802.11 parameters on the card, Ethernet bridging, and an IAPP. Until then,

though, there is no subgtitute for commercid products.

Unix-Based Access Points

One of the most basic preconditions for making a Unix-based access point is
enabling access point functions in the wirdess interface card. One of the mgjor
hurdlesis rewriting the 802.11 headers. All traffic in an infrastructure network
flows through the access point. Access points must rewrite the transmitter and
receiver addresses in the 802.11 headers. Other management functions may be
required as well. For example, 802.11 includes a number of power-saving
mechanisms for infrastructure networks in the specification, but they can be
used only on networks with access points that implement them.

Thereis aso anontechnical hurdle. Many vendors have actively supported the
development of open source Unix driversfor their cards. After dl, vendors
make money sdling hardware, and it isagood thing for them to sdll cards for dl
client systems, even those that run open source Unix. Access points are a
different story, however. Vendors have not been as forthcoming with the
interface used to put cards into the access point mode. Access points are quite
lucrative, and providing a driver interface in the access point mode in the card
could potentialy cannibaize access point sales.

At one point, the only way to get an Intersl-based card to act as an access point
interface was to purchase the reference design from Intersil. (The reference
design shipped with firmware that had access point functiondity, and that
firmware was not sold separately.) Intersil's shipping station firmware does,
however, include something called a"Host AP Mode." In the Host AP Mode,
the PRISM -2 chipset automaticaly takes care of "menid” tasks, such as
trangmitting Beacon frames and acknowledging incoming transmissons. Jouni
Malinen has developed a driver to use the Host AP Mode with Linux kernd 2.4.
In conjunction with the Ethernet bridging implementation in the kernd, this

driver can be used to build an access point. It is available from
http:/Aww.epitest.fi/Prism2/.

With the present state of driver software, it is possible to build a Unix-based
router. (I mean "router” pedanticdly, as"layer 3 network device.") One interface
would connect to awired network as it dways has, and a second wireless
interface could be run in IBSS mode. Ross Finlayson has established a
community network at a coffee housein Mountain View, Cdiforniausing a
FreeBSD-based router. The project's home pageis a
http://Amww.live.com/danasireet/, and there is a page devoted specificaly to the

router itsdf at http:/AMww.live.com/wird ess'unix-base-gation.html.
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14.2 ORINOCO (Lucent) AP-1000 Access Point

The AP-1000 is the mid-range Orinoco product. The low end of the product line congsts
of products for the home market; the high-end products (for example, the AP-2000) has
features such as enhanced security and upgrade ability to 802.11a.

In addition to purchasing the AP-1000 base unit, you must purchase wirdess interfaces
separately. Unlike many other products, the AP-1000 has two dots for PCMCIA wireless
interface cards. (A less expensve version of the AP-1000, the AP-500, has only asingle
dot.)

The Lucent access pointsin this class do not include an internad DHCP server, but they
are compatible with externd DHCP servers. Thisis areasonable assumption—if you are
adding wirdess cgpability to an existing network, it's dmost certain that you areedy have
a DHCP server on your network. Lucent's products for home use incorporate a DHCP
server.

14.2.1 The Management Interface

The AP-1000 is managed dmost exclusvely with SNMP through a Windows-based
SNMP tool designed specificdly for the AP-1000. Command-line support was added in
the Fall 2001 software release (Version 3.83). Only basic configuration can be done over
the serid port. Three main items may be configured with the serid port: the |P network
interface (address, mask, and router, or the use of DHCP), the wirdess interface (network
name, channdl, and WEP settings), and the SNMP "password” (community siring). The
use of SNMP as a management protocol is a strange choice. A greet ded of the
configuration information on the AP-1000 should remain secret, but SNMP does not
provide any facilities for protecting new settings as they travel across the wire. Even
worse, the community gring is easily recovered with a packet sniffer. Once the
community string is recovered, a mdicious attacker could change the settings on your
access point.

The default configuration is to boot with the DHCP client enabled, so any DHCP server
on the network can assign it an address. If you like, you can set up your DHCP server to
assign afixed address to the access point by associating the desired address with the
Ethernet address printed on the AP-1000.

14.2.2 Introduction to the Orinoco AP Manager

The AP Manager software runs only on Windows (95/98/ME/NT/2000/XP). Itis
essentidly afrontend to SNMP software, so you can build your own frontend on any
SNM P-capable workstation.

The main AP Manager window isshown in Figure 14-1. When the software starts, it
sends UDP probes to port 192 on the local network to locate existing access points. After
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an AP boats, it answers the requests, and the AP Manager displays alist organized by IP
address

[ gast @] oodhound] $ tcpdunp i p host 192.168. 200. 222
tcpdunp: listening on ethO

19: 33: 18. 190921 192. 168. 200. 222. 2159 >

255. 255. 255. 255. 192: udp 116

19: 33: 18. 191196
192. 168. 200. 222.

192. 168. 200. 100. 192 >
2159:

udp 116 (DF)

Figure 14-1. AP list
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After locating access points, the AP Manager software monitors each AP it finds for
reachability usng ICMP echo requests.

14.2.2.1 Applying configuration changes

Many configuration changes require arestart. First, the changes are saved to the access
point usng SNMP Verson 1 SET requests. Then the access point is restarted so it can
reboot with the new configuration. Any change to the access point typicaly requiresa
reboot.

The access point's operating system is based on software from KarlNet, so itisnot a
surprise that the SNMP protocol operations direct the access point to set alarge number
of variables usng KarlNet's SNMP enterprise number (762). Decoding the SNMP traffic
and undergtanding it are two different matters, however. Just because it is easy to find
where objectsin the SNMP MIB are being set does not make it easy to find out what they
do.

14.2.3 Basic Management Tasks

Running the access point issmple. Straight out of the box, the AP-1000 uses DHCP to
obtain the address for the management interface.
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14.2.3.1 Viewing the network configuration

Edit the access point from the main window and salect the Access Point IP tab. Specify
an |P address, network mask, and default gateway. Somewhat unusudly, the AP-1000
aso dlows you to set the default TTL. See Figure 14-2.

Figure 14-2. Access point IP interface
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One nice thing about the AP Manager is that assgning the subnet mask is especidly easy.

The Sdlect button raises a subnet mask paned that shows the mask in dotted decimdl,
hexadecimal, and mask-length notations. See Figure 14-3.

Figure 14-3. Selecting a subnet mask
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14.2.3.2 Configuring the radio network
Configuration of the radio network is done on the Wirdess Interfaces tab, shown in

Figure 14-4. Each PCMCIA dot may have awirdessinterface. Two configuration
buttons are present for each interface. The Security button configures WEP, and the
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Advanced button configures the channel and radio parameters. The only parameter set on
the main page is the network name (referred to in the specification as the ESSID).

Figure 14-4. Wireless Interfaces tab
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The Advanced wirdess interface configuration dialog box is shown in Figure 14-5. The
channd, which is displayed both as a channd number and as a channd freguency, can be
changed in the top diadog box. When you sdect the operating channdl, you must be avare
of any regulatory restrictionsin your location.

Figure 14-5. Advanced wireless interface configuration
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Settings for the DTIM interva and RTS/CTSS thresholds should be |eft as their default
vaues unless they need to be changed to address a performance problem. Chapter 17
addresses changing 802.11 parameters in response to problems.

The multicast datarate is set with its own button in the advanced setup. Multicast
messages are tranamitted to dl sations Smultaneoudy, so it isvita that any multicast
transmissions are made a arate intelligible to al associated wirdess sations. The default
vaue for the multicast rate is 2 Mbps because dl commercia 802.11 direct-sequence

cards are capable of 2-Mbps operation. Y ou may change thisto a higher rate, but you
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must ensure that network coverageis good and all stations are equipped with 802.11b
cards compatible with the higher data rates.

The vendor cautions that the Interference Robustness setting should be used rardly with
specific directions from an expert. There isafurther warning that if the setting is
needlesdy enabled, connectivity and roaming may suffer. The documentation suggests
that the Interference Robustness setting is used to work around interference close to the
base gation or in the path from the client to the base station. Based on their description,
in many cases, it would be easier to redesign the wireless network than to suffer through
what appears to be a nonstandard option.

The Digtance Between APs option clams to tune the access point configurations to match
the deployment. "Large" networks have very little overlap between BSSs and stations
close to the edge of the BSS coverage area. "Medium’ networks have 20% overlap, and
"smdl" networks have an overlap area of 50% or more. It is not clear, however, which
parameters are changed in response to setting this option.

14.2.3.3 Configuring the wired network

Configuring the wired network is done with the Ethernet Interface tab, shown in Figure
14-6. Theinterface is an RJ-45 jack, and the Ethernet transceiver is capable of full-duplex
operaionif it is connected to an Ethernet switch. By default, the port is set to
automagically negotiate speed and duplex. Not al autonegotiation implementations are
created equa, though, so you may need to pick a setting for competible operation. One
way to tdl if the Ethernet interface is not negotiating properly isto monitor the number of
collisons, especidly late collisons, on the switch port. Late collisons are abnorma &

any level and are acommon indicator of mismatched duplex settings.

Figure 14-6. Ethernet interface configuration
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14.2.4 Security Configuration

Aswith most 802.11 access points, security configuration is limited to configuring WEP,
MAC address filtering, and limiting management access based on source | P address.

14.2.4.1 Configuring WEP
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To enter WEP keys, click the Security button on the Wirdless Interfaces tab of the main
access point configuration screen. The security configuration is essentidly WEP
configuration; clicking the Security button brings up the WEP configuration didog box
shownin Figure 14-7. The AP-1000 supports both "64-bit WEP" (40 secret bits) and
"128-bit WEP" (104 secret hits), depending on the wirdessinterface card used. "Silver”
Orinoco cards support only the shorter length, and "Gold" cards support both. Keys can
be entered either as dphanumeric strings or hexadecimd drings. Figure 14-7 shows akey
being entered with aleading Ox to denote that the key is being entered as a hexadecimal
number.

Figure 14-7. WEP configuration dialog box
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Closed Wireless System is a Lucent proprietary extenson to 802.11 that drops any frames
from stations with awildcard network name. It is compatible only with Orinoco cards
and will drop traffic from cards manufactured by other vendors.

14.2.4.2 Filtering management connections

Management is done over SNMP and is controlled through the SNMP tab on the main
access point configuration screen. The SNMP configuration box is shown in Figure 14-8.
Read Password and Read/Write Password are community strings; both are set to public as
the default. Traps are sent to the specified trap host; a setting of 0.0.0.0 disables traps.

Figure 14-8. SNMP tab
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Management access can be restricted using the SNMP 1P Access List, which may contain
up to five entries. (It's aso based on source IP address filtering, which is a common but
dubious security mechanism.) To add an entry to the ligt, click on the Add button to the
right of the access list display. Doing so brings up the entry creation and edit screen,
shownin Figure 14-9. Each entry is composed of an IP address and mask, and any source
| P address matching one of the entries is permitted to access SNMP data. Y ou can usethe
find field to regtrict the interface on which SNMP processing takes place; 1 is used for

the Ethernet interface, 2 and 3 for the two wirdless interfaces, and X for any interface.

Figure 14-9. SNMP access filter dialog box
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14.2.4.3 Restricting associations

Addressfiltering is configured under the Access Contral tab, shown in Figure 14-10. AP
Authentication isaloca table stored insde the access point of MAC addresses that are
alowed to connect. MAC addresses can aso be stored in aRADIUS sarver. Adding
addressesto the list of AP-authenticated addresses requires a system restart.

Figure 14-10. Access control tab
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14.2.5 Monitoring Wireless Stations

Monitoring can adso be performed using the AP Manager. Instead of editing the access
point, monitor it. The main monitoring window is shown in Figure 14-11. By dlicking on
the various tabs across the top, you can see the bridge table, ARP table, various network
datistics, and the list of associated stations.

Figure 14-11. Access point monitoring
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14.2.5.1 Monitoring associated stations

A common management task isto show the list of associated stations. Obtaining the list
in the AP Manager is sraightforward. Smply click on the Associated Stations teb at the
top of the monitoring window, and the ligt of stationsis displayed, asin Figure 14-12.

Figure 14-12. Associated stations

283

RED HAT 1052
RED HAT V. CAS



Momitor Access Poind - 192 168, 200.100 x|

Sysiem | Brickoe Leam Takle | 1 ARP Tale | Remote | Intmiace | SHMP | ICMP | TCPASDE | P | Wheless  Associsted Siasons |

Hame [a7- 1000 0T =TS Doscrphon.  [aF000 w283 SHOIUTZS25435 VA TE
Location [ Lip time [0dswe 0038
| MAE diioncrs | i | Avmnogs | By Becv e | PubsRacvan | TemSneal. |
OOEG-I3M-DA-FS 2 E 52552 ] [
| P | |
Clnze i Hidp |

Naturally, associated stations must be given entriesin the system bridge table. To view
the bridging table, click on the Bridge Learn Table tab at the top. Figure 14-13 shows a
smple example. Interface numbers have the same meaning as they do for SNMP access
list purposes. Only one of the stations shown in Figure 14-13 isawireless station.
Benesath the display of thiswindow is an implementation of the bridge group MIB.

Figure 14-13. Bridge table
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14.3 Nokia A032 Access Point

The A032 access point isthe only access point in Nokia's current product line. It replaces
the A020 and A021 access points. Unlike some products on the market, it comes with an
interface card in the box and even ships with an externd omnidirectiona antenna. | found
the externa antennato be problematic. Shortly after | started using it, the interface card
stopped working, and | was unable to get a replacement.

14.3.1 A Tale of Two Management Interfaces

Like many network devices, the A032 has a console port that can be accessed using a
null-modem cable. Configure the termina emulator to the standard settings (9,600 bps,

no parity, 8 data bits, and 1 stop bit) to access the console port. If a network address has
aready been configured, you can telnet to the device to gain access to the command-line
interface.

RED HAT 1052
284 RED HAT V. CAS



The command-line interface lacks agreet deal of the sophigtication of the command line
on more powerful devices. It has only limited help and does not assist with command
completion. Configuration is based on assigning vaues to parameters with the set
commeand; itsgenerd format isset par anet er val ue.

Alternatively, there is aweb interface that can be accessed by pointing aweb browser at
the device's IP address. After clicking on the Setup link in the upper left-hand corner and
entering the adminigtration password, you'll see the basic setup screen in Figure 14-14.
Changes to the device configuration frequently require arestart. Before the systemiis
restarted, asin Figure 14-14, the edited datawill be shown on the web screen.

Figure 14-14. Web-based management interface
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Web management is not for those concerned about security. Due to the limited
computational power and storage space of the A032, it does not implement a secure web
server, S0 the password is transmitted in the clear over the link layer. Of course, the link
layer may be protected using WEP, but that is hardly reassuring.

14.3.2 Basic Management Tasks

To enable remote management and run the access point in the most basic way, you
should configure the IP network interface for remote access and configure the wirdess
network interface with the necessary parameters. Bridging isimplicitly enabled and needs
no explicit configuration.

14.3.2.1 Viewing the network configuration
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The current configuration can be displayed by typing the config command &t the

commeand line

CVD: confi g

=========Current Confi gur at i ON =========

net name: Photon AP name: Qutside
channel : 5 domai n: USA | an: 10baseT

| P_address: 192.168. 155.90 subnet_nmask: 255.255.255.0
gateway: 192.168.155.1
RTS threshol d: 2301 Frag_threshol d: 2346
short retry: 15 long retry: 15
sifs tinme: default protocol s: al
telnet: On:23 web: On: 80
| ock: off
manager: Specific adm ssion: A
basic rates: 1000 2000 kbits/s
wep-key range: mn 128 nmax 128
community get: public community set: private
Speci fic Managers (manager | P):
192. 168. 155. 91 <accept requests> <no traps>
<enpt y>
<enpty>
<enpt y>
Radi o NI D OOEO03056F7F Managenent NI D. OOE003802F88

14.3.2.2 Configuring the radio network

The most basic parameter for the radio network is the channel to be used. Severa
channds are defined by the stlandard, but not al are alowed in each geographical area
where 802.11 equipment is sold. To ensure that alega channd is sdected, the A032 aso
includes away to st the regulatory domain, which prevents inappropriate radio channdls
from being sdected. Thisinformation can be set in the web interface from the basic setup
screen shown in Figure 14-14.

The ESSID, or network name, is configured with the net_name parameter on the
command line. Spaces are dlowed if the network name is enclosed in quotation marks.
The network name must be shared by every access point within the BSS..

CMD: set domai n usa
Configuration has been updated
CMD: set channel 11

Configuration will be updated on next restart
CMD: set net _nane "HEP Net"
Configuration will be updated on next restart

C\VD: set ap_nane d uon
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Configuration will be updated on next restart

Older Nokia access points had two modes of operation. One mode was in accord with
802.11 standards, and the second was a proprietary mode that has been diminated in
current shipping versons.

Severd 802.11 parameters can be set only at the command line:
Short retry counter (short_retry)
By default, the short retry is set to 15, though it can be set as high as 31.
Long retry counter (long_retry)
By default, the long retry is aso set to 15, though it can aso be set as high as 31.
RTSthreshold (rts_threshold)

By default, the RTS threshold is set to 2,301 bytes. It can be set aslow as 1 byte
or as high as 2,500 bytes.

Fragmentation threshold (frag_threshold)

By default, the fragmentation threshold is 2,346 bytes as prescribed by the 802.11
standard. It may be set aslow as 257 or as high as 2,346.

CVD: set short _retry 29

Configuration will be updated on next restart
CVD:set long_retry 7

Configuration wll be updated on next restart
CMVD: set rts threshold 512

Configuration wll be updated on next restart
CVD: set frag_ threshold 1024

Configuration wll be updated on next restart

The A032 dso alows adjustment of the SIFS time, though this should not be necessary in
practice because the interface is set to comply with the 802.11 standard.

14.3.2.3 Configuring the wired network, bridging, and management
parameters

The predecessor to the A032 had both a 10baseT (twisted-pair R}45) and a 10base2
("Thinnet") interface. In recognition of the dominance of twisted-pair physicd
connections, the A032 comes with only an RJ-45 port.
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For management purposes, an | P address and default route can be assigned to the A032.
The address may be used as a default gateway by associated wireless stations, but in
practice, it often makes more sense to use the IP address smply for device management
purposes. The IP interface is configured with the ip_address, subnet_mask, and gateway
parameters:

C\VD: set ip_address 10.1.2.100

Configuration will be updated on next restart
C\VD: set subnet mask 255. 255. 255.0
Configuration will be updated on next restart
C\VD: set gateway 10.1.2.1

Configuration will be updated on next restart

One additional setting can be applied to the wired network. The A032 can be configured
to bridge only TCP/IP frames. Many other link-layer protocols rely heavily on multicast
frames, and if the AO32 is connected to such a network, the available transmisson time
on the wireless network will dwindle as the multicasts are forwarded:

C\VD: set protocols tcpip
Configuration will be updated on next restart

The command-line interface is normally accessble over Telnet connections on port 23,
and the web interface is available on port 80. Both of these services can be run on
arbitrary ports or disabled to prevent management. To disable a service, smply usethe
value off with the gppropriate parameter:

CVD: set tel net 23

Configuration will be updated on next restart
CVD: set web of f
Configuration will be updated on next restart

All of these parameters can be configured through the web interface by using the
advanced access point setup link on the lefthand bar. The advanced access point page is
shownin Figure 14-15.

Figure 14-15. Network interface configuration
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14.3.2.4 Viewing the next restart configuration

Configuration changes to the A032 do not take effect immediately. When the system
darts up, it reads the configuration from nonvolatile memory. Many configuration
commands can be used with + appended to show the settings that will be effective on the
next restart. For example, config+ can be used to show the network settings that will be
effective on the next restart:

C\VD: confi g+

=====Next Configuration (effective after restart)======
net _nane: HEP Net AP_nane: d uon

channel : 11 domai n: USA | an: 10ObaseT

| P_address: 10.1.2.100 subnet nask: 255.255.255.0
gateway: 10.1.2.1
RTS threshol d: 512 Frag_t hreshol d: 1024
short _retry: 29 long_retry: 7
sifs_tine: default protocols: TCPIP
telnet: On:23 web: Of
| ock: off
manager: Specific adm ssion: A
basi c rates: 1000 2000 kbits/s
wep- key range: mn 128 max 128
community get: public community set: private
Speci fic Managers (manager | P):
<enpt y>
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<enpt y>
<enpty>
<enpt y>
Radi o NI D: OOEO03056F7F Managenent N D. OOE003802F88

14.3.3 Configuring DHCP

DHCP is useful with access points because it minimizes client configuration. The A032
includes a DHCP sarver that is suitable for smal networks; larger networks may wish to
take advantage of more generic solutions. The DHCP server can be alocated apool of
addresses. The adminigtrator specifies both the DHCP base address (dhcp_base) and the
size of the pool (dhcp_pool). The A032 DHCP server can aso be configured to hand out
adefault gateway and DNS server information with the dhcp_gateway and dhcp_dns
parameters:

CVD: set dhcp_base 10. 1. 2. 200
Configuration will be set at next restart
CVD: set dhcp_pool 50

Configuration will be set at next restart
CVD: set dhcp_gateway 10.1.2.1
Configuration will be set at next restart
CVD: set dhcp_dns 192. 168. 100.5
Configuration will be set at next restart

The DHCP server configuration is accessed over the web interface through the DHCP
link in the advanced setup section. The parameters that can be set over the web interface
should be evident from Figure 14-16.

Figure 14-16. DHCP configuration
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14.3.4 Security Configuration

The A032 supplies three main security tools for the network administrator. All are based
on 802.11 and therefore inherit al the security limitations of 802.11. The three tools are
WEP, filtering of management connections, and filtering of associated tations.

14.3.4.1 Configuring WEP

WEP keys can be stored locally on the A032 or fetched from a RADIUS server. Locd
keys are entered by the administrator and stored on the device. They are configured by
setting thewep_key parameter to set. Unlike many other parameters, wep_key takes two
vaues. the key number and its vaue. To erase akey, the vaue n can be used. As
mandated by the specification, four keys can be entered; one must be set active by using
thewep_key activeparameter:

CVD: set wep_key 1 BF8D2E9DOD6F669F4A36DA254FA651AC
Configuration will be set at next restart

CVD: set wep_key 2 n

Configuration will be set at next restart

CVD: set wep_key active 1

Configuration will be set at next restart

The A032 provides two WEP-related settings to help control associations. Oneisthe
WEP mode. Normally, the WEP mode is set to wep, which means that stations can use
either a shared WEP key or akey from RADIUS to authenticate the station to the access
point. The mode can aso be set to open, for no authentication, personal, to require akey
from RADIUS, or wifi, for compatibility with equipment that attempts open
authentication but transmits using a shared key for encryption.

CVD: set wep_node wep
Configuration will be updated on next restart

Additionaly, the administrator can specify arequired key length so only longer keys are
permitted. Thewep key range parameter takes two arguments, the minimum and
maximum key lengths, specified in secret key bits. To alow al usersto connect, alow
anything from a40-bit key up to a 128-bit secret key:

C\VD: set wep_key range 40 128
Configuration will be set at next restart

Alternatively, the key range can be set to normal to dlow only 40-secret-bit keys or high
to dlow only 128-secret-bit keys.

CVD: set wep_key_range high
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Configuration will be set at next restartAs noted in
Chapter 5 , Nokia quotes all WEP

key lengths as the length of the secret key. Nokia's
128-bit keys have 128 secret

bits and are not conpatible with nost other vendors'
I npl ement ati ons.

- Aswith dl other command-line work, the settings described in this

‘:‘:;_ | Section can be made through the Advanced WEP configuration
" 4 page. Figure 14-7 shows this page, set to use the local (device) key

database. RADIUS keys are discussed in the next section.

Figure 14-17. Advanced WEP configuration

¥ Accurz Paist Sot-up - Nehicegs

fin Edt Y fo Lommncss Heo

Access Point
Outside PNORLA
--------------------- Access Control |_E| ™ Usa oncrypies nigs.ix
ks (WER Sy Mg Walan ki Saw Holbrw oty
Hay1 f 15 P
Appess Polnd way 2 [remirs 15 =
it ¥ayd [Fruir 16 r
iy [ 6 -

WER Koy Paolicy [Strong {125 bits) =]vin [1 e Z]Mee 1280 5]

Speific Key I—_|' ]

Database Lozl

i BT [P PSS PRI
o

Koy Sermr .
Brdormatian; [ e
[ T Y e S
Enia | i
' Carat i activn wating
T Rzl iz debwt suten -
= [iocument fions T —

14.3.4.2 Personal WEP and RADIUS

Persond WEP is something of a misnomer because it does not map keysto users. It maps
keysto MAC addresses. Each MAC address must be configured as a user account on the
specified RADIUS server. When the AQ32 receives an association request from a station,
it queries the RADIUS server for the WEP key stored in the RADIUS database for the
MAC address in the association request. After receiving the WEP key, the association
proceeds normally.

Keys are stored in the RADIUS server under the MAC addresses that are alowed. A
RADIUS "account” for each card must be created. When the A032 receives an
association request, it sends an authentication request to the server consisting of the
client's MAC address and the dummy password in Figure 14-17. The RADIUS server
returns an acceptance message if thereis an "account” for the MAC address that includes
the client's WEP key in its response.
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14.3.4.3 Filtering management connections

It is concelvable that an access point may need to be configured to alow management
connections only from selected stations. If access is restricted using the set manager
specific command, the A032 checks each incoming management connection againgt the
ligt and vaidates its access privileges. Stations can be added to the list using the set
manager_ip command, which takes three arguments. The first isthe IP address of the
manager. The second and third arguments are for accepting requests and sending SNMP
traps; a setting of 1 is used to enable the function, and a setting of 0 isused to disdbleit.
To dlow management connections from 10.1.2.88, use the following commands:

CVD: set nanager ip 1 10.1.2.88 1 0
Configuration will be set at next restart
C\VD: set nmanager specific

Configuration will be updated on next restart

Specific manager configurations can be updated from the " Set Specific Managers' link in
the Advanced Access Point Set-up, as shown in Figure 14-18.

Figure 14-18. Setting specific managers
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14.3.4.4 Naming allowed stations

For ease of management of a number of festures on the A032, MAC addresses can be
associated with text entries called network identifiers (NIDs). Naming sations is done

293

RED HAT 1052
RED HAT V. CAS



only a the command line usng the nid command, which takes one of three arguments, al
of which are sdf-explanatory:

CMVD: ni d add 00005e000145 Matt hew

CMD:nid |ist

----ND----- ------ Nanme- - - - - - M
00005e000145 Matt hew , NH
CMD: ni d del ete 00005e000145 WNatt hew
CMD:nid |ist

<list enpty>

NID mappings can be retrieved from or sent to the access point usng TFTP. Simply fetch
or send the file named nids.txt from the access point's P address. If management filtering
ison, the TFTP dient must be on the manager lig. In the file itsdlf, the last column in the
NID list is used to note whether the entry isa station (N) or a bridge (B). Bridge entries
are rlevant only when the A032 is deployed as awirdless bridge.

[ gast @| oodhound] $ tftp a032

tftp> get nids.txt

Recei ved 140 bytes in 0.0 seconds

tftp> quit

[ gast @] oodhound] $ cat ni ds.txt

/| NID/Bridge list for AP(Qutside) on Sat, 24 Nov 2001
23:12: 39

49f 7e6ca2f 478073aldcdf 2cf eba08cc

00005e000145 WMatt hew , NH

Up to 200 name/MAC pairs can be stored. No facility is provided by Nokiato
synchronize the ligts. System administrators must develop scripts to keep a single copy of
nids.txt up to date and push it out to access points using TFTP.

14.3.4.5 Restricting associations
MAC addressfiltering is performed using the NIDs. Associations can be redtricted to
"named" dations. If agtation does not have an entry inthe NID lig, it is not alowed to

asociate;

CVD: set adm ssi on naned
Configuration will be updated on next restart

Address filtering is enabled with the web interface by restricting admission to named
dations, as shown in Figure 14-19.

Figure 14-19. Enabling address filtering for associations
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14.3.5 Monitoring Wireless Stations

802.11 isalink-layer protocol, and monitoring the link-layer associaions isimportant to
troubleshooting. The status menu in the web interface alows the administrator to see all
the associated wireless ations, dl the known wirdess stations, and dl the known MAC
addresses.

All the currently associated stations are listed with show a. Stations with aname-to-MAC
mapping are displayed by name:

CVD: show a
Total bridge entries . 6
Nunber Wreless Stations : 1
MAC Addr ess State Channel Power | P Address
cl10 Associ at ed 11 On 10.1.2.91

The difference between "dl associated stations' and "dl wirdess gations' istheat the
latter includes any wirdless stations learned about from another access point. All wireless
gtations are displayed with show s.

All known stations are printed with show g. Stations connected to the Ethernet port are
shown as"LAN" sations, and wirdess sations are shown as "AlIR" sations. A few MAC
addresses are reserved for internal use.
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CVD: show g

Total bridge entries .6
Nunber Wreless Stations : 1

Net ID Interface |P Address
0000CO6F37EE LAN 208. 177. 155. 88
001067003F86 LAN 208.177.155.1
cl10 Al R 208. 177. 155. 91
OOEOO03056F7F | nt er nal
OOEO003000000 | nt er nal
OOEO003802F88 I nternal 208.177.155. 90

show g aso provides the content for the "Network Summary” in the web interface, as
shownin Figure 14-20. Interna stations are not displayed in the web interface.

Figure 14-20. Network summary page
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14.3.6 Monitoring System Resources and Load

Counters can be monitored at the command line usng the stats command. Statistics for
both the wired and wireless interfaces are maintained, and they can be viewed by using
stats lan and stats air:

CVD: stats | an
Stats | ast cleared : Sat,
Accunul ation tinme (secs)

24 Nov 2001 23:56:18
661
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LAN Statistics: Last 10s Cunul ati ve

tx lan frames : 4358 23747
tx data bytes : 371680 2039080
rx lan franmes(all): 5952 36074
rx frames accept ed: 5948 30980
rx data bytes : 513936 2717364
rx discard franmes : 0 311

CVD: stats air
Stats last cleared : Sat, 24 Nov 2001 23:56:18

Accunul ation tinme (secs) : 663

Air Statistics: Last 10s Cunul ative
tx frames : 5972 31657
tx bytes : 630273 3529370

tx fail 0 62

rx frames(all) : 4360 23882

rx frames(nmgmt): 0 3

rx frames(data): 4360 23879

rx data bytes 441773 2433732

di scard franes : 0 116

Software versons and basic system information are shown on the "Advanced Internas’
dtatus page in the web interface, reproduced in Figure 14-21. The bar graph at the bottom
gives some indication of the system load. The buffer load shows the percentage of buffer
memory used. Under normal Situations, it should be 60% or less. System loading isthe
processor utilization. Radio usage is self-evident. Obvioudy, the access point shownin
Figure 14-21 isunder a heavy load.

Figure 14-21. Advanced Internals status page
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14.3.7 Troubleshooting Tools

Troubleshooting is not the A032's strong point. The only network troubleshooting tool
supplied with the A032 firmware isthe lowly ping, and it works as expected. traceroute

isnot included.
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Chapter 15. 802.11 Network Deployment

Deploying awirdess LAN is a consderable undertaking. Significant planning is required
before you can even touch the hardware. Deploying awirdess network isnot smply a
matter of identifying user locations and connecting them to the backbone. Wirdless LANs
provide mobility through roaming capabilities, but this feasture comes with a price.
Wirdess LANs are much more susceptible to eavesdropping and unauthorized access.
Working to mitigate the security problems while offering high levels of service makes
large wirdess LAN deployments topologicaly more complex, especidly because solving
security problems meansthat a greet deal of integration work may be required to get all
the different pieces of the solution working in concert.

Wireless networks require far more deployment planning because of the nature of the
radio link. Every building has its own personality with respect to radio transmissons, and
unexpected interference can pop up nearly everywhere because of microwave ovens,
electrica conduits, or severe multipath interference. As aresult, each wirdessLAN
deployment is unique in many respects, and careful planning and a meticulous Ste survey
are required before removing any equipment from the box.

Beyond considerations due to the physical environment, wireless networks often extend
an exiging wired infragtructure. The wired infrastructure may be quite complex to begin
with, especidly if it spans severd buildings in a campus setting. Wireless networks
depend on having a solid, stable, well-designed wired network in place. If the existing
network is not stable, chances are the wireless extension is doomed to ingtability as well.

This chapter is about deployment considerations for wireless LANS, written from a
technica perspective. How do the features of wireless LANSs influence network
topology? Besides the 802.11 equipment, what do you need to deploy a network? How
should the logica network be congtructed for maximum mobility? What do you need to
look for in a Ste survey to make a deployment successful?

15.1 The Topology Archetype

Figure 15-1 shows how many wireless LAN deployments evolve. Thisfigure serves as
the road map for this chapter. The guiding principle of Figure 15-1 isthat mobility must
be limited to the link layer, because network-layer mobility isnot generaly available on
IP networks. The other design decisions help augment the access control of the wirdess
device and lower management overhead by taking advantage of existing services, each of
which will be congdered in turn.

Figure 15-1. Standard wireless LAN deployment topology
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Some deployments may ook like multiple instances of Figure 15-1. The topology shown
in the figure provides seamless mobility between the access points connected to the
access point backbone network. In very large deployments, such as a campus-wide
deployment across alarge number of buildings, it may be desirable to limit the coverage
areas in which seamless roaming is provided. One common drategy isto provide
seamless mohility within individua buildings, but not provide roaming between

buildings. Each building would have awirdess LAN that looked something like Figure
15-1, and dl the access point backbone networks would ultimately connect to a campus
backbone.

15.1.1 Roaming and Mobility

In Figure 15-1, the network linking al the access paints, which | cdl the access point
backbone, isasingle IP subnet. To alow users to roam between access points, the
network shoud be asingle IP subnet, even if it goans multiple locations, because |P does
not generdly alow for network-layer mobility. To understand this design redtriction, it is
important first to appreciate the difference between true mobility and mere portability. !

™ The exception to this general rule is, of course, a network in which Mobile
IP is deployed. | am enthusiastic about Mobile IP, especially on wireless
networks, but it is far from ubiquitous as | write this book. Most network
engineers are, therefore, designing networks without the benefit of network-
layer mobility.
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Portability certainly resultsin anet productivity gain because users can access
information resources wherever it is convenient to do so. At the core, however,
portability removes only the physica barriers to connectivity. It is easy to carry algptop
between severa locations, so people do. But portability does not change the ritud of
connecting to networks at each new location. It is still necessary to physically connect to
the network and reestablish network connections, and network connections cannot be
used while the device is being moved.

Mohility, on the other hand, is afar more powerful concept: it removes further barriers,
most of which are based on the logica network architecture. Network connections stay
active even while the device isin motion. Thisis critica for tasks requiring perssent,
long-lived connections, which may be found in database applications. Support personnel
frequently access atracking database that logs questions, problems, and resolutions. The
same argument can be made for a number of tracking gpplicationsin a hedth care setting.
Accessing the database through a wireless network can boost productivity because it
alows people to add smdl amounts of information from different locations without
needing to reconnect to the database each time. Inventory applications are another
example and one of the reasons why retail and logistics are two of the markets that have
been quicker to adopt 802.11. When taking inventory, it makes far more sense to count
boxes or products where they st and relay data over awireless network than to record
data on paper and collate the data at the end of the process.

Traditiona wired Ethernet connections provide portability. | can take my laptop

computer anywhere on the campus a work and plug in. (If I'm willing to tolerate dow
speeds, | can even make a phone call and access my corporate network from anywherein
the world.) Each time | access the network, though, I'm starting from scratch. | have to
reestablish connections, even if | only moved afew feet. What I'd redly likeisto wak
into the conference room and connect to the corporate network without doing anything.

And therein liesthe rub. 802.11 isimplemented at the link layer and provides link-layer
mobility. I P affords the network designer no such luxury. 802.11 hosts can move within
the last network fredly, but IP, asit is currently deployed, provides no way to move
across subnet boundaries. To the IP-based hosts of the outside world, the VPN/access
control boxes of Figure 15-1 are the last-hop routers. To get to an 802.11 wireless station
with an |P address on the wireless network, smply go through the IP router to that
network. It doesn't matter whether awireless gation is connected to the first or third
access point because it is reachable through the last-hop router. Asfar asthe outside
world can tell, the wireless station might as well be a workstation connected to an
Ethernet.

A second requirement for mobility isthat the |P address does not change when
connecting to any of the access points. New | P addresses interrupt open connections. If a
wireless station connects to the first access point, it must keep the same address when it
connects to the third access point.
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A coradllary to the second requirement isthat al the wireless stations must be on the same
IP subnet. Aslong as agtation stays on the same |P subnet, it does not need to reinitidize
its networking stack and can keep its TCP connections open. If it leaves the subnet,
though, it needs to get a P new address and reestablish any open connections. The
purpose of the designin Figure 15-1 isto assgn asingle | P subnet to the wirdess gations
and dlow them to move fredy between access points. Multiple subnets are not forbidden,
but if you have different IP subnets, sesamless mohility between subnetsis not possible,

The"single IP subnet backbone' restriction of the design in Figure 15-1 isareflection on
the technology deployed within most organizations. Mobile |P was sandardized in late
1996 in RFC 2002, but it has yet to see widespread deployment. (See the sidebar for a
description of how Mohile IP dlows stations to change | P addresses without interrupting
connections.) Until Mobile IP can be deployed, network designers must live within the
limitations of IP and design networks based on fixed locations for 1P addresses. In Figure
15-1, the backbone network may be physcdly large, but it is fundamentaly constrained
by the requirement that al access points connect directly to the backbone router (and
each other) at thelink layer.

15.1.1.1 Spanning multiple locations with an 802.11 network

Access points that cooperate in providing mobility need to be connected to each other at
layer 2. One method of doing this, shown in Figure 15-2a, builds the wirdess
infrastructure of Figure 15-1 in pardld to the existing wired infrastructure. Access points
are supported by a separate set of switches, cables, and uplinksin the core network.
Virtua LANs (VLANS) can be employed to cut down on the required physical
infrastructure, asin Figure 15-2b. Rather than acting as asmple layer-2 repeeter, the
switchin Figure 15-2b can logicaly divideits portsinto multiple layer-2 networks. The
access points can be placed on a separate VLAN from the existing wired gations, and the
"wirdessVLAN" can be given its own IP subnet. Frames leaving the switch for the
network core are tagged with the VLAN number to keep them logically distinct and may
be sent to different destinations based on the tag. Multiple subnets can be run over the
same uplink because the VLAN tag dlows framesto be logically separated. Incoming
frames for the wired networks are tagged with one VLAN identifier, and frames for the
wirdess VLAN are tagged with adifferent VLAN identifier. Frames are sent only to
ports on the switch that are part of the same VLAN, so incoming frames tagged with the
wirdless VLAN are ddivered only to the access points.

Figure 15-2. Physical topologies for 802.11 network deployment
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Even better, VLANS can easily span long distances. VLAN-aware switches can be
connected to each other, and the tagged link can be used to join multiple physica
locationsinto asingle logica network. In Figure 15-3, two switches are connected by a
tagged link, and dl four access points are assigned to the same VLAN. The four access
points can be put on the same IP subnet and will act asif they are connected to asingle
hub. The tagged link alows the two switches to be separated, and the distance can
depend on the technology. By using fiber-optic links, VLANS can be made to go between
buildings, so asingle IP subnet can be extended across as many buildings as necessary.

Figure 15-3. Using VLANS to span multiple switches
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Tagged links can vary widdly in cost and complexity. To connect different physica
locationsin one building, you can use aregular copper Ethernet cable. To connect two
buildings together, fiber-optic cable isamust. Different buildings are usudly & different
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voltage levels relative to each other. Connecting two buildings with a conductor such as
copper would enable current to flow between (and possibly through) the two Ethernet
switches, resulting in expensive damage. Fiber-optic cable does not conduct eectricity
and will not pick up eectrical noise in the outdoor environment, which is a particular
concern during eectrica storms. Fiber aso has the added benefit of high speeds for long-
distance transmissions. If severd Fast Ethernet devices are connected to a switch, the
uplink will be abottleneck if it isonly a Fast Ethernet interface. For best results on larger
networks, uplinks are typicaly Gigabit Ethernet.

For very large organizations with very large budgets, uplinks do not need to be Ethernet.
One company | have worked with uses ametro-area ATM cloud to connect buildings
throughout a city at the link layer. With appropriate trandations between Ethernet and
ATM, such aservice can be used as atrunk between switches. Computer trade shows
such as Comdex and Interop regularly use metro-area networks to showcase both the
metro-area services and the equipment used to access those services.

15.1.1.2 Limits on mobility

The access point backbone network must be asingle IP subnet and asingle layer-2
connection throughout an area over which continuous coverageis provided. It may span
multiple locations using VLANS. Large campuses may be forced to break up the access
point backbone network into several smaller networks, each of which resembles Figure
15-1.

802.11 dlows an ESS to extend across subnet boundaries, asin Figure 15-4a. Userscan
roam throughout each "idand" of connectivity, but network connections will be
interrupted when moving between idands. One solution isto teach users one SSID and
let them know that mohility is restricted; another dternative isto name each SSID
separately. Both solutions have advantages. In the first case, there is only one SSID and
no user confusion, but there may be complaints if the coverage areas do not provide
mobility in the right ways. In the second case, mohility is aways provided within an
SSID, but there are several SSIDs and more opportunity for user confusion.

Figure 15-4. Noncontiguous deployments

a: Single 551D b: Multiple SSIDs
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When acampusis broken into severd digointed coverage areas as in Figure 15-4, be sure
to preserve the mohility most important to the users. In most cases, mobility within a
building will be the most important, so each building's wireless network can beits own IP
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subnet. In some environments, mobility may be redtricted to groups of severd buildings
each, so theidandsin Figure 15-4 may congs of multiple buildings

15.1.1.3 Address assignment through DHCP

Multiple independent data sets that must be synchronized are an accident waiting to

happen in any field. With respect to wirdess LANS, they present a particular problem for

DHCP sarvice. To make life as easy as possible for users, it would be best if Sations

automaticaly configured themsdves with IP network information. DHCP is the best way

to do this. Access points frequently include DHCP servers, but it would be folly to
activate the DHCP server on every access point. Multiple independent DHCP lease
databases are the network equivaent of atanker-truck pile-up waiting to hgppen. To
avoid the "multiple independent database’ problem, have a single source for IP
addressing information. Furthermore, some access points may reclaim addressesif an
association lapses, regardless of whether the lease has expired. For these reasons, |
recommend using an existing DHCP server or indaling a new server specificaly to
support wirdess clients. Depending on the importance of the wirdessinfrastructure, it
may be worth consdering a backup server aswell.

Mobile IP and Roaming

802.11 performs a deight-of-hand trick with MAC addresses: stations
communicate withaMAC address asiif it were fixed in place, just like any other
Ethernet gtation. Instead of being fixed in a set location, however, access points
note when the mobile station is nearby and relay frames from the wired network
to it over the airwaves. It does not matter which access point the mobile station
associates with because the appropriate access point performs the relay function.
The gtation on the wired network can communicate with the mobile sation asif

it were directly attached to the wire.

Mobile IP performs asimilar trick with | P addresses. The outside world uses a
gngle |P address that appearsto remain in afixed location, called the home
location. Rather than being serviced by a user's system, however, the IP address
a the home location (the home address) is serviced by what is cdled the home
agent. Like the access point, the home agent is responsible for kegping track of
the current location of the mobile node. When the mobile nodeis"a home,”
packets can smply be delivered directly to it. If the mobile node attachesto a
different network (caled aforeign network or visited network), it registersits
so-caled foreign location with the home agent so that the home agent can
redirect dl traffic from the home address to the mobile node on the foreign
network.

Consider an example in which two wirdess LANSs are built on different IP
subnets. On its home subnet, awirdess sation can send and receive traffic
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"normdly,” anceit is on its home network.

When the wireless station moves from its home subnet to the second subnet, it
attaches to the network using the norma procedure. It associates with an access
point and probably requests an |P address using DHCP. On awireless gation
that is unable to use Mobile IP, connections are interrupted at this point because
the | P address changes suddenly, invalidating the state of al open TCP
connections.

Wireless stations equipped with Mobile I P software, however, can preserve
connection state by registering with the home agent. The home agent can accept
packets for the mobile station, check its registration tables, and then send the
packets to the mobile tation at its current location. The mobile sation has, in
effect, two addresses. It has its home address, and it can continue to use this
address for connections that were established using the home address. It may

aso use the address it has been assigned on the foreign network. No TCP date is
invalidated because the mobile station never stopped using its home address.

Naturdly, this Sdebar has omitted agreat ded of the detail of the protocol
operations. Designing a protocol to alow a station to attach anywherein the
world and use an address from its home network is a significant engineering
endeavor. Severd security problems are evident, most notably the authentication
of protocol operations and the security of the redirected packets from the home
network to the mohile station's current location. Maintaining accurate routing
information, both the traditiona forwarding tables at Internet gateways and the
Mobile IP agents, isamaor challenge. And, of course, the protocol must work
with both [Pv4 and IPv6. For afar more detailed trestment of Mobile IP, |
highly recommend Mabile IP: Design Principles and Practices by Charles
Perkins (Prentice Hall).

Within the context of Figure 15-1, there are two placesto put a DHCP server. Oneison
the access point backbone subnet itsalf. A standaone DHCP server would be responsible
for the addresses available for wireless sations on the wirdless subnet. Each subnet

would require a DHCP server as part of the rollout. Alternatively, most devices capable

of routing aso include DHCP relay. The security device shown in Figure 15-1 indudes
routing capabilities, and many firewalls and VPN devicesinclude DHCP relay. With
DHCP relay, requests from the wireless network are bridged to the access point backbone
by the access point and then further relayed by the access controller to the main corporate
DHCP sarver. If your organization centralizes address assgnment with DHCP, take
advantage of the established, reliable DHCP service by using DHCP relay. One drawback
to DHCP relay isthat the rlay process requires additiond time and not dl dientswill

wait patiently, so DHCP relay may not be an option.

Static addressing is acceptable, of course. The drawback to static addressing isthat more
addresses are required because dl users, active or not, are using an address. To minimize
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end user configuration, it is worth considering using DHCP to assign fixed addresses to
MAC addresses.

Asafind point, there may be an interaction between address assgnment and security. If
VPN solutions are deployed, it is possible to use RFC 1918 (private) address space for
the infrastructure. DHCP servers could hand out private addresses that enable nodes to
reach the VPN servers, and the VPN servers hand out routable addresses once VPN
authentication succeeds.

- Use asingle DHCP server per access point backbone or DHCP
-l relay at the access point network router to assign addresses to
© 4 wireless gations. Static addressing or fixed addressing through

DHCPis also acceptable.

15.1.2 Security

Informally, data security is defined in terms of three attributes, dl of which must be
maintained to ensure security: 2

A My definitions here are not meant to be formal. In this section, I'm trying to
take a fundamental approach to security by showing how wireless LAN
security fails and how some of the failures can be solved by applying
solutions the industry has already developed.

Integrity

Broadly spesking, integrity is compromised when detaiis modified by
unauthorized users. ("Has somebody improperly changed the data?")

Secrecy

Of the three items, secrecy is perhaps the easiest to understand. We dl have
secrets and can easly understand the effect of alegk. ("Has the data been
improperly disclosed?)

Availability

Datais only as good as your ability to useit. Denid-of-service attacks are the
most common threet to avallability. ("Can | reed my datawhen | want to?")

Wirdless LAN technology has taken afair number of knocksfor itsfaluresin dl three
areas. Mogt notably, though, wirdess LANS have two mgor fallings with respect to the
informal definition of security. First, secrecy is difficult on awireless network. Wirdess
networks do not have firm physica boundaries, and frames are transmitted throughout a
generd area. Attackers can passvely listen for frames and andyze data. To defeat attacks
againg secrecy, network security engineers must employ cryptographic protocols to
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ensure the confidentidity of data asit travels across the wireless medium. WEP has been
afaillurein this respect, but other protocols and standards may be employed instead of or
in addition to WEP.

Second, integrity may be compromised by wirdess hogts. Quick wirdess LAN
deployments are often connected directly to a supposedly secure interna network,
alowing attackers to bypass the firewall. In many inditutions, internd sations are
afforded higher levels of access privileges. Physical security may have made some
additiond privilegesrationd or inevitable, but wireless sations may not necessarily be
trusted hosts run by interna users. Attacks againgt integrity may frequently be defeated
by strong access control.

Vendors often tout WEP as a security solution, but the proven flaws in the design of

WEP should give even the most freewhedling security administrators cause for concern.
WEPis, in the words of one industry observer, "unsafe at any key length.'! Future
approaches based on 802.1x and EAP may improve the picture, but current deployments
must depend on solutions that are available now. Although products claming to support
802.1x are currently appearing on the market, they have yet to establish atrack record
with respect to either security or interoperability.

B! Or, in the words of one reviewer, "WEP is trash that just gets in the way."
15.1.2.1 Access control and authentication

Connecting to wireless networks is designed to be easy. In fact, the ease of connection is
one of the mgjor advantages to many newer wireless technologies. 802.11 networks
announce themselves to anybody willing to listen for the Beacon frames, and access
control islimited by the primitive tools supplied by 802.11 itself. To protect networks
againg the threat of unauthorized access, strong access control should be applied. A
helpful rule of thumb isto treat wireless access points like open network dropsin the
building lobby. 802.11 networks can benefit from access control at two points:

Before associating with an access point, wireless stations must first authenticate.
At present, this processis either nonexistent or based on WEP.

After association with the access point, the wirdess Sation is attached to the
wirdess network. However, strong authentication can be gpplied to any wirdess
dtations to ensure that only authorized users are connecting to protected resources.
This form of access control is no different from the access control widely

enforced by firewallstoday.

At the present time, the initia authentication during the association processis pitifully
wesak. Current deployments must depend on two methods, one of which was never
Specified by the standard but is widdly used.

One gpproach isto dlow only a specified set of wirdess LAN interface MAC addresses
to connect to access points. Maintaining the ligt isits own administrative headache.

RED HAT 1052
308 RED HAT V. CAS



Didtributing the list to access points may be even worse. In anetwork with access points
from multiple vendors, the script may need to massage the ligt into different file formats
to cope with what different products require. Frequently, the list of allowed devices must
be digtributed by TFTP. Even if the distribution is automated by adminigtrative scripts,
TFTP comes with its own security woes. Furthermore, like wired Ethernet cards, 802.11
cards may change the tranamitter MAC address, which totally undermines the use of the
MAC address as an access control token. Attackers equipped with packet sniffers can
easily monitor successful associaions to acquire alist of dlowed MAC addresses.

A second approach isto alow connections from stations that possess avaid WEP key.
Stations that pass the WEP chdlenge are associated, and gationsthat fail are not. As
noted in Chapter 5, this method is not very strong because WEP is based on RC4, and it
is possible to fake alegitimate response to a WEP chdlenge without any knowledge of
the WEP key. In spite of its limitations, WEP makes a useful speed bump for attackersto
jump over. Useit, but be aware of itslimitations. Or disable it, but be cognizant of the
fact that association is unredtricted.

In some products, these methods may be combined. However, both are easily defested.
Maintaining strong security over awireless LAN requires solutions outside the scope of
802.11, in large part to augment the relatively weak access control supplied by 802.11.

Many networks deploy firewalls to protect against unauthorized access and use of
systems by outsiders. In many respects, wirdess stations should be considered untrusted
until they prove otherwise, smply because of the lack of control over the physica
connection. In the network topology shown in Figure 15-1, an access control device is
used to protect the internal network from wireless stations. This access control device
could be one of severd things: afirewdl, aVPN termination device, or a custom solution
tailored to the requirements of 802.11 networks.

At the time this book was written, many security-conscious organi zations opted to use
exiging firewalls or VPN devices or build systems to meet their own interna
requirements. Firewals are well-known for providing a number of strong authentication
mechanisms, and they have a proven gbility to integrate with one-time password systems
such as RSA's Securl D tokens. New releases of 1PSec VPN devices aso increasingly
have this capability. Initid versons of the IPSec specification alowed authentication

only through digita certificates. Certificates work well for Ste-to-site VPNSs, but the idea
of ralling out a public-key infrastructure (PKI) to support remote access was frightening
for most users. As aresult, severa new approaches dlow for traditiona ("legacy™) user
authentication mechanisms by passing VPN user authentication requeststo a RADIUS
sarver. Severa mechanisms werein draft form as this book was written: Extended
Authentication (XAUTH), Hybrid Mode IKE, and CRACK (Chalenge/Response for
Authenticated Control Keys).

Severd wirdess LAN vendors have a so stepped up to the plate to offer specidized
"wireless access controller” devices, which typically combine packet filtering,
authentication, authorization, and accounting services (AAA), and a DHCP server; many
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devicesdsoinclude a DNS server and VPN termination. AAA features are typically
provided by an interface to an existing corporate infrastructure such as RADIUS, which
frequently has already been configured for remote access purposes. Some products may
aso include dynamic DNS so that a domain name is assigned to a user, but the IP number
can be assigned with DHCP.

Severd vendors have access controller solutions. Cisco offers an externa access control
server for the Aironet product line. Lucent's ORINOCO AS-2000 access server hasan
integrated RADIUS server. Nokias P020 Public Access Zone Controller is an integrated
network appliance with aRADIUS client and DHCP server, and the companion PO30
Mobility Services Manager offers the RADIUS server and billing functions.

i Recognize the limitations of WEP. Treat wirdless sations asyou

_al would treet untrusted external hosts. Isolate wireless LAN segments

~ g with firewdls, and use strong authentication for access control.
Congder using existing user databases as part of the authentication

roll-out.

15.1.2.2 Confidentiality: WEP, IPSec, or something else?

Confidentidity isthe second mgor god in wirdess LAN deployments. Traffic isleft
unprotected by default, and thisis an ingppropriate security posture for most
organizations. Users can choose among three options:

Use WEP.
Use aproven cryptographic product based on open protocols.
Use aproprietary protocol.

Option three locks you into a single vendor and leaves you & their mercy for upgrades
and bug fixes. Proprietary cryptographic protocols aso have a poor track record at
ensuring security. In the end, the choice redly comes down to whether WEP is good
enough. Given the insecurity of WEP, there are two questions to ask:

" Doesthe data on this network need to stay secret for morethan a week?"

WEP is not strong encryption by any stretch of the imagination, and you should
assume that a sufficiently motivated attacker could easily capture traffic from the
wireless network, recover the WEP key, and decrypt any data

" Do users need to be protected from each other ?"

In most WEP deployments, keys are distributed to every authorized station. When
al users have access to the key, the data is protected from outsiders only. WEP
does not protect an authorized user with the key from recovering the data
transmitted by another authorized user. If users need to be protected from each
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other, which is a common requirement in marny computing environments, then
additional security precautions are required.

Choosing a cryptographic protocol or product is subject to afew basic ground rules,
conveniently summarized in the Cryptographic Snake Oil FAQ. While looking for Signs
of snake ail is not sure protection, it should filter out the most egregious duds.
Cryptography islike afine wine—it gets better with age. If aprotocol or agorithm has
withstood extensive public analyss, it is probably better than something just invented.

“ The full document title is "Snake Oil Warning Signs: Encryption Software to
Avoid." Get your very own copy from
http://www.interhack.net/people/cmcurtin/snake-oil-fag.html, among many
other places. Bruce Schneier wrote a nice summary of the Snake Oil FAQ in
the February 15, 1999, Crypto-Gram newsletter, available from
http://www.counterpane.com/crypto-gram-9902.html.

There are only afew nonsnake oil solutions that are worth consdering. To provide
confidentidity at the network layer, there is only one standard: 1PSec. Unfortunately,
IPSec is not without its drawbacks. It is acomplex system to understand and use, so you
must be prepared for alearning curve for network administrators. The complexity of

I PSec contributes to areatively high management overhead, & least at the beginning of
deployment. 1PSec solutions require the ingtdlation of client software on wireless gations
to protect outbound traffic, and desktop software management is aways unpleasant at
best. Perhagps the most frudtrating attribute of 1PSec is the difficulty in configuring two
different systemsto be interoperable. Extensve testing of 1PSec interoperability can bea
huge burden, one that should not be taken lightly.

An dternative isto alow only gpplications with strong built-in cryptographic systems.

Web-based systems can be secured with the secure socket layer (SSL). Host logins can be

secured with SSH. SSH can also be used to secure many types of TCP-based network
traffic, though the port-forwarding configuration may be too complex for many users.
Some environments may have dready deployed a framework such as Kerberos for
application layer security, in which case, it can probably be extended to wireless stations
without greet difficulty.

b Consider the wireless network to be transmitting datain the clear if
«x | youarenot using strong, proven cryptographic solutions such as
" 4 |PSec or SSH.

15.1.2.3 Availability through redundancy

Nothing in Figure 15-1 requires single points of failure. Clustered solutions for dl the
magor components exist, so availability is not necessarily compromised by the failure of
any of the security components. Clusters are composed of severa independent devices
that get together and share state information among multiple machines. When any
member of the clugter fails, survivors pick up the workload with no interruption. If you
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eect to use dther firewdls or VPNs, consder using a clustered product. Clustering is
particularly important for VPN access because you own the infrastructure, and users are
far lessforgiving of interna problems than flaky Internet connectivity.

One item to watch for in this areais redundancy for DHCP servers. No standard exists for
synchronizing the data held by DHCP servers. However, the Network Working Group of
the IETF is working towards a standardized DHCP failover protocol, which will increase
the rdiability of the address alocation service.

15.1.3 Summary and Analysis of Archetypal Topology

Severd points about the archetypa topology of Figure 15-1 are important and bear
repeating:

1. 802.11 provides for mobility only within an extended service set, and Inter-
Access Point Protocols (IAPPs) cooperate only when directly connected at the
link layer. Until astandard is developed, proprietary | APPs are not guaranteed to
interoperate; you need to select a single access point vendor for each area of
continuous coverage. Each extended service set (ESS) should therefore be asingle
IP subnet. It is acceptable to use VLANS and other bridging technologiesto
achievethisgod.

2. Address assgnment is best done as dynamic addressing to minimize end user
configuration. Only one DHCP server should be respongible for handing out
addresses to wirel ess stations because it isimportant to prevent accidenta
readdressing. That server may be placed on the access point backbone. DHCP
relay can aso be used to take advantage of DHCP serversthat are dready
deployed.

3. Congder the use of WEP. In many cases, it is not recommended because it does
not sgnificantly bolster security, but it may complicate roaming, and it isjust
another configuration item to get wrong. Some vendors charge more for cards that
implement the "strong” 128-bit WEP, too.

4. Condder the security policy and goals for your wirdess network. WEP is
problematic, but it may be better than running open access points. In many
environments, though, WEP should be disabled. With large numbers of users,
WEP isjugt another configuration item to get wrong. Deploying WEP may dso
complicate roaming between access points.

5. Carefully condder the limitations of WEP and deploy additiona solutionsto
enhance:

Authentication

WEP does not provide strong user authentication, so treat any wirdless sations as
you would untrusted externa hosts. Y our security policy may offer guidance
here—how do you protect againg threats from existing mobile users, such as
telecommuters and road warriors? | solate wirdess LAN segments with firewalls
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and use strong authentication for access control. Existing user databases such as
RADIUS servers can probably be used as part of the access control deployment.

Confidentiality

If you do not want to broadcast data to the world, use strong, proven
cryptographic solutions to protect data asit traverses the airwaves. IPSec isthe
best standardized solution, especidly Since it now provides strong user
authentication with exigting tokenbased systems.

6. Tomaintain availability and increase uptime, use clustered solutions whenever
possible and cost-€effective.

15.2 Project Planning

Site survey work isthe heart of indaling awirdess LAN. To successfully run adte
survey, though, preparation is very important.

15.2.1 Gathering Requirements

Before "breaking cable" on anetwork expansion, gather end user requirements and
information to find out which expectations are important. Use the following checkligt to
flesh out the customer requirements; each point is detailed further in a subsequent
section:

Throughput considerations

How much throughput is required? Thisis partly dependent on the type of device
that will be used on the wirdess LAN, though if it is a PC-like device with the
ability to digplay large and complex graphics, you will want your wirdess LAN to
be asfast as possible. In most cases, thiswill lead to choosing 802.11b- based
networks to use the 11-Mbps physicd layer. If you like leading-edge technology,
you may want to consider 802.11a products, severa of which appeared just asthis
book went to press.

Coverage area

Where should coverage be provided, and what is the density of usersin particular
areas?

Mobility

How much movement between coverage is needed? Does it need to be full
mohbility, with continuous connections as the wireless station moves around the
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network? Or can the network smply enable effective portability by facilitating
automatic reconfiguration when the mobile station moves between coverage
areas?

User population

How many people will use the wirdess network, and what quality of service do
they expect? As dways, be sure to alow for growth!

Physical network planning

Will new network cabling be needed to supply the wireless LAN backbone, or can
you make do with existing cabling? Are an adequate number of outlets available

in the correct locations? Can the access points and antennas be indaled in the
open or must they be confined to wiring closets or other hidden locations?

Logical network planning

How many IP addresses will be set aside for wirdless users? Isalarge enough
address block available, or will the existing network need to be renumbered to
accommodate the wireless network? If the necessary | P address space is not
avalable, it may mean cutting back on the level of seamless mobility on the
wireless LAN.

Application characteristics

Can address trand ation be used to save | P address space? Are any applications
sengtive to high or variable delays? Do any gpplications provide time-critica
data? If 0, consider looking for products that support the point coordination
function and contention-free delivery, but be aware that many products do not
support the PCF.

Security requirements

Wireless LANS have been subject to a number of security concerns. Thetwo main
gods of wirdess LAN security planning are ensuring adequate access control and
preserving the confidentidity of data asit traverses the wireless network. Security
requirements may be dictated by lega requirements or the legd threet of
unauthorized data disclosure.

Authentication has long been aweak point of 802.11 networks. The two main
options provided by 802.11 areto filter on the MAC addresses of wireless stations
allowed to connect or use shared WEP keysfor stronger authentication. In

practice, MAC address filtering is too cumbersome and error-prone, so the
choices are to use WEP authentication or depend on external solutions.
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Data confidentidity is provided by encryption services. One option is the WEP
standard, though higher-security sites may opt for additiona VPN technology on
top of the 802.11 layer.

Ste environmental considerations

A number of factors can affect radio propagation and sgnd qudity. Building
materids, congtruction, and floor plan al affect how well radio waves can move
throughout the building. Interferenceisafact of life, but it is more pronounced in
some buildings than in others. Temperature and humidity have minor effects.
Early ste vidts can assg in anticipating severa factors, and adetailed Ste survey
can spot any red problems before ingdlation beginsin earnest.

Purchasing wireless LAN hardware and software

At some point, wirdless LAN hardware and software must be purchased. Many
vendors exist, and the decision can be based on anumber of criteria. (Sdecting an
access point vendor was discussed in Chapter 14.) Sdlecting cards may depend on
your ingdtitution's policies. Some organizations may choose to purchase dl cards
centraly from a single vendor. Others may choose to select asmal set of

officidly "supported” vendors but allow usersto select dternative hardware if

they are willing to forego officid support from the network staff. At least one
wireless network andyzer should be part of the budget. Depending on the Size of
the wirdless LAN and the number of network administrators, you may wish to
budget for more than one.

Project management

Aswith many other projects, drawing up aschedule and budget is a necessary
component. This chapter does not provide any guidance on nontechnical factors
because they are often organization-specific.

15.2.1.1 Network performance requirements

Depending on the gpplications used on the wirdess network, different requirements are
imposed. One of the most important items, and the one that is least under the control of
the network architect, isthe characterigtics of the gpplication. Most gpplications can now
be run over TCP/IP, but they may require widely varying throughput, delay, or timing
characteristics. More importantly, though, is how an application reacts to network address
trandation (NAT)—trandating its |P addresses with intermediate devices.

Single TCP connections, such as those used by HTTP and SSH, are easily trandated with
no side effects. Other network protocols, most notably those in the Microsoft Networking
family, embed the source | P address in the data portion of the packet and cannot be used
in conjunction with address trandation without greet difficulty.®! NAT also causes
problems for most videoconferencing gpplications. At the time this book was written,
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standardized |PSec aso did not work when the |PSec packet was passed through an
address trandator because | PSec authenticates the source | P address of the packet.
Trandating the source | P address caused the integrity check to fail.

Bl NAT devices can block logon traffic and the inter-domain controller chatter
used by NT-based networks. See articles Q172227 and Q186340 in the
Microsoft Knowledge Base.

The remaining three factors are under direct control of the end user. A coverage area
must be defined, and aform of mobility between the coverage areasis alikely companion
requirement. (Mobility imposes its own requirements on the | P addressing architecture,
which was discussed previoudy.)

Findly, end users will have atarget throughput requirement. Any throughput goals must
be carefully consdered because wireless LANs are a shared medium, but one without an
upgrade path smilar to dropping in an Ethernet switch.

Table 15-1 shows the number of usersthat can be served on 11-Mbps 802.11b networks,
with different sustained loads per user. Wireless LAN bit rates are low, and the extra
management features limit throughput to ardatively low fraction of the avalable bit rate.
Asyou can see from the table, though, 11-Mbps networks are likely to be practica for
office environments, which are mainly email, web browsing, and intermittent file access.
Itislikely that 20-30 users per access point is a reasonable estimate for capacity

planning.

Table 15-1. Network capacity compared to sustained throughput per user

Connection method
and speed

Effective number of smultaneous userson 11-Mbps
networ k(6 M bps data throughput)

Cdlular modem, 9.6

Kbps 625
Modem, 50 kbps 120
Single ISDN B channd, 93
64 kbps

Dua ISDN, 128 kbps |46
100 kbps sustained LAN 60
usage

150 kbps sustained LAN 40
usage

200 kbps sustained LAN 30
usage

300 kbps sustained LAN 20
usge

15.2.1.2 Realistic throughput expectations for 802.11b networks
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In terms of throughput, the performance of 802.11 LANSsis smilar to shared Ethernet. As
more users are added, the available capacity per user isdivided up. A practical rule of
thumb is that the highest throughput that can be attained using the DCF is 75% of the
nomind bit rate. The 75% figure is a theoretica result derived from the protocal itsdf; it
includes overhead such as the preamble, interframe spaces, and framing headers.
However, throughput rates as low as 50% may be observed. A target of 65% of the
nomind bit rate is commonly observed.

For 2-Mbps networks, this trandates to a top speed of 1.5 Mbps, though rates aslow as
1.3 Mbps are common. Applying similar percentagesto 11-Mbps networks yields a
practica throughput range of 6 to 8 Mbps.

For networks under the operation of the PCF, throughput is higher because it uses shorter
interframe spaces and more efficient acknowledgments. Implementation of the PCF is not
required by the standard, so implementations are quite uncommon.

11a, 11b, 11g, and more?

Where do you go past 11 Mbps? That's the question people have been asking
with increasing frequency over the past year. Right now, the leading standard

for higher wirdless dataratesis 802.11a; it provides 54 Mbpsin the 5-GHz
band. 802.11a products are on the market now, though it'sredly too early to say
anything subgtantia about them. Some vendors are announcing that their access
points can be upgraded to 802.11a by purchasing anew card and ingtalling new
firmware. Software upgrades may be helpful, but only if the hardwareis ready
for 802.11a. Some vendors have boasted about the easy software upgrade to the
54-Mbps performance of 802.11a, but the access point in question had only a
10-Mbps Ethernet port. Any access points you consder software upgrades for
should have Fast Ethernet ports. 802.11ais somewhat more expensive than 11b,
though prices should begin to drop soon.

Because 802.11a uses the same MAC layer as 802.11b, with the OFDM PHY
layer discussed in Chapter 12, | expect the ingdlation and adminigtration of
products to be essentidly the same asit isfor 802.11b products. In short, just
about everything discussed in this book il applies. | am guessing thet the

range should be smilar; OFDM looks like a superior modulation technique, but
at the higher frequency, there should be greater problems with path loss,
multipath fading, reflections, etc. One estimation was that the radius of 802.11a
access points would be 20-25% shorter. Because the 5GHz band is much larger
than the ISM band and isn't already occupied by microwave ovens and other
devices, there should be fewer problems with interference.

Another gandard waiting in the wingsis 802.11g. 11g isa 2.4-GHz standard,
like 11b, but it uses the OFDM modulation technique of 11a. It o operates at
54 Mbps. The stlandard isn't findlized vet, and it's hard to imaaine products
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appearing before the end of 2002. The upgrade path from 11b to 11g might be
easer than that from 11b to 11a; because both standards use the same frequency
band, you should be &ble to upgrade your access points without worrying about
changing their coverage. (For better or worse, the RF characteristics of your Site
will be different at 2.4 and 5 GHz, so you may find you need to move or add
access points if you migrate to the higher-frequency band.) 802.11g aso
promises to be less expensive than 11a, though in practice this probably means
only that the existence of 11g will drive down the price of 11a products.

15.2.1.3 Security

The security trade-offswere discussed in Section 15.1.2. In many cases, an | PSec-based
VPN isthelogica choice. IPSec was designed for precisaly the environment that wirdess
LANSs typify. Intruders can easily capture traffic and perform extensive offline attacks
with stored data. Now that IPSec is evolving to support remote clients connecting to
centra gtes, it can adso be used to provide strong authentication without a difficult PKI
rollout. Many products now support one of the various standards to allow an 1PSec
termination device to perform user authentication through RADIUS, which dlows
adminigrators to take advantage of existing authentication databases. The new 802.1x
standard incorporates RADIUS; unlesstheres acritica problem in 802.1x (as there was
in WEP), future wireless security is likely to be based on the 1x standard.

15.2.1.4 Coverage and physical installation restrictions

Part of the end user requirement is adesired coverage area, and possbly some physica
redrictions to go dong with it. Physicd redtrictions, such as alack of available dectrica
power and network connections, can be mundane. Some ingtitutions may aso require that
access points and antennas are hidden; this may be to maintain the physical security of

the network infrastructure, or it may be smply to preserve the aesthetic apped of the
building.

Some organizations may want to provide coverage outdoors as well, though thisis
confined to mild climates. Any equipment placed outdoors should be sturdy enough to
work there, which is largely amatter of waterproofing and weather resstance. One
solution isto ingtal access points ingde and run antennas to outdoor locations, but
externa antenna cables that are long enough are not aways available. Outdoor network
extensons can be difficult because most 802.11 equipment is not suited to outdoor use,
and even if it was, power and Ethernet connections are not readily available outdoors.
The best approach to providing outdoor coverage isto keep the access pointsinside and
use externad weatherproof antennas on the roof.

15.2.2 The Building

It isagreat help to get blueprints or floor plans and take atour of the inddlation Ste as
early as possiblein the process. Based on a walk-through with the floor plans, you can
note where coverage must be provided, nearby network and power drops, and any
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relevant environmenta factors. Most importantly, you can correct the blueprints based on
any changes made to the structure since the blueprints were drawn. Many minor changes
will not be reflected on the blueprints.

Different materials have different effects on the radio link. Signd power is most affected
by meta, so devator shafts and air ducts cause significant disruption of communications.
Tinted or coated windows frequently cause severe disruption of radio signas. Some
buildings may have meta- coated cellings or Sgnificant amounts of meta in the floor.
Wood and mogt glass panes have only smdl effects, though bulletproof glass can be quite
bad. Brick and concrete have effects somewhere between metal and plain untreated glass.
To alarge extent, though, the expected drop in sgna qudity due to building construction
isajudgment call that improves with experience.

During a pre-survey wak-though, also note any potentia sources of interference. The
2.4-GHz 1SM band is unlicensed, so many types of devices using the band can be
deployed without centra coordination. Newer cordless phones operate in the 2.4-GHz
band, as well as Bluetooth-based devices and a number of other unlicensed radio devices.
Depending on the qudity and amount of shidding, microwave ovens may aso emit
enough radiation to disrupt 802.11 communications. If you anticipate alarge amount of
interference, testing tools caled spectrum analyzer s can identify the amount of rediation
in the wirdless LAN frequency band. If your organization does RF testing, it may be
necessary to shied any labs where testing is done to avoid interference with the wirdess
LAN. Asarule of thumb, keep access points at least 25 feet away from any strong
interference sources. End user devices dso suffer if they are located too close to sources
of interference, but only end user communications are interrupted in that case.

15.2.3 The Network

There are two components to network planning. The first, physica planning, islargely
legwork. In addition to the building map, it helpsto obtain a physical network map, if one
exigs. It ismuch eader to indal wirdless LAN hardware when no expengve and time-
consuming wiring needs to be done. Knowing the location and contents of al the wiring
closetsis an important first step.

The second component of network planning is the plan for changesto the logica
network. How will mobile stations be addressed? How will access points be reconnected
to their firewal or router?

15.2.3.1 Network addressing

802.11 provides mobility between access points as long as both access points are part of
the same ESS. Roaming works only when mobile stations can transfer from one access
point to another and keep the same IP address. All access points of the same ESS must
therefore be connected to the same | P subnet so that wireless stations can keep addresses
as they associate with different access points.
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To get the I P space dlocated, you will probably need to work with a network
adminigrator. The adminigtrator will want to know how many addresses you need and
why. In addition to the planned number of wireless stations, be sure to include an address
for each access point and any servers and security devices on the wirel ess subnet.

After tentatively locating access points on a blueprint or sketch of the area, work with the
physica network map to plug the access pointsinto the nearest wiring clost. If the

access device isaswitch with VLAN capability, the access point can probably be placed
on the access point backbone VLAN. If not, it may be necessary to patch the access point
back to aswitch capable of VLAN connections or replace the access device with a smdll
multi-VVLAN switch.

15.2.4 Preliminary Plan

Based on the floor plans, use the map to come up with apreiminary plan. The
preliminary plan is based on the coverage arearequired and the typica coverage radius
from an access point. At this point, detailed radio channed use planning is not yet
necessary. The main use of the prdiminary plan isto come up with trid access point
locations to begin sgna quaity measurements as part of the detalled Site survey. Table
15-2 isbased on the best-case coverage radius from a typical omnidirectiona antenna.

Table 15-2. "Rule-of-thumb" coverage radius for different types of space
Type of space Maximum cover age radius
Closed office up to 50-60 feet
Open office (cubicles) up to 90 feet
Hallways and other large rooms up to 150 feet
Outdoors up to 300 feet

15.3 The Site Survey

After coming up with the preliminary plan, it is time to move on to the heart of the
deployment routine: the Site survey. Severa options exist for performing a site survey.
Vendors may provide Site surveysto early adopters who agree to be reference accounts.
Vdue-added resdllers may dso have the skills to perform detailed site surveys, resdlers
may sdll Ste survey consulting services or use Site surveys as away of coming up with a
wirdess LAN deployment bid. Some companies that specidize in technical education
a0 offer classes on performing Site surveys.

Refining the preliminary design is the purpose of the Site survey. Radio trangmissonis
complicated, and some things must be done by experiment. All steswill require
adjusments to the preliminary design as part of the site survey. In many cases, use of Ste
survey tools can help diminate access points from a network design and result in
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substantia cost savings. The mgor god of aste survey isto discover any unforeseen
interference and redesign the network accordingly. In most cases, interference problems

can be repaired by relocating an access point or using a different antenna.
The gte survey should assess the following:

The actua coverage of the access points and the optimum location of access
pointsin the find network

Actud bit rates and error ratesin different locations, especidly locations with a
large number of users

Whether the number of access points is sufficient—more or fewer may be
required, depending on the characteristics of the building with respect to radio
waves

The performance characteristics of customer gpplications on the wirdess LAN

15.3.1 Tools

Site survey work conssts mosily of seemingly endless sgna quaity measurements.
Depending on the tool used, the sgna quality measurements may be any of the
falowing:

Packet Error Rate (PER)

The fraction of frames received in error, without regard to retransmissons. A
common rule of thumb is that the PER should be less than 8% for acceptable
performance.

Received Sgnal Srength Indication (RSS)

A vaue derived from the underlying mathematics. Higher vaues correspond to
stronger (and presumably better) sgnals.

Multipath time dispersion

Some software or instruments may be able to measure the degree to which a
sgnd is spread out in time by path differences. Higher delay spreads make the
correlation of the wideband signas more difficult. Devices need to accept ether a
higher error rate at high delay spreads or fal back to amore conservative coding
method. Either way, throughput goes down. The higher the delay spread, the more
throughput suffers.

Signa quality measurements can be carried out by a dedicated hardware device or a
software program running on alaptop with the card vendor's site survey tool. Severa
wireless LAN vendors, such as Intel, Proxim, and 3Com, bundle Site survey tools with
their access points. Handheld site survey tools designed specificaly for 802.11 networks
aso exig.
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Patience and comfortable shoes are among the most important itemsto bring to aste
survey. Measuring signd qudity in an areais a paingtaking process, requiring many
measurements, often taken after making minor changes to the antenna or access point
configuration. Y ou will spend alot of time walking, so wear shoes that you can walk dl
day in.

Particularly stubborn interference may require the use of a spectrum analyzer to locate
the source of interference from anon-802.11 network. Devices that can scan awide
frequency band to locate transmissions are not cheap. Expect to pay severd thousand
dollars, or you can hire a consultant. In either case, a spectrum andyzer isthe tool of last
resort, necessary for only the most stubborn problems.

15.3.2 Antenna Types

Wireless cards dl have built-in antennas, but these antennas are, a best, minimaly
adequate. If you were planning to cover an office—or an even larger areg, such asa
campus—yYyou will dmogt certainly want to use externa antennas for your access points.
When considering speciaized antennas, there are only a few specifications that you need
to pay attention to:

Antenna type

The antenna type determines its radiation pattern—isit omnidirectiond,
bidirectiond, or unidirectional? Omnidirectional antenas are good for covering
large areas; bidirectiond antennas are particularly good at covering corridors,
unidirectional antennas are best a setting up point-to-point links between
buildings, or even different stes.

Gain

The gain of the antenna is the extent to which it enhancesthe signd in its
preferred direction. Antenna gain is measured in dBi, which stands for decibels
relative to an isotropic radiator. An isotropic radiator is atheoretica beast that
radiates equdly in al directions. To put some stakes in the ground: I've never
seen a pecification for the gain of the built-in antenna on awireless card, but |
would guess that it's negetive (i.e., worse than an isotropic radiator). Smple
externd antennas typicaly have gains of 3 to 7 dBi. Directiond antennas can
have gains as high as 24 dBi [

®l'1f you want one more stake, the radio telescope at Arecibo has a
gain in excess of 80 dBi.

Half-power beam width

Thisisthe width of the antennas radiation pattern, measured in terms of the
points at which the antennas radiation drops to half of its pesk vaue.
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Understlanding the haf- power beam width isimportant to understanding your
antennas effective coverage area. For avery high-gain antenna, the haf-power
beam width may be only a couple of degrees. Once you get outside the haf-power
beam width, the sgnd typicaly drops off fairly quickly, though that dependson

the antenna's design. Don't be fooled into thinking that the haf-power beam width
isirrdevant for an omnidirectiond antenna. A typica omnidirectiona (vertica)
antennaiis only omnidirectiond in the horizontal plane. Asyou go above or below
the plane on which the antennais mounted, the Sgnal decreases.

Weve discussed antennas entirely in terms of their properties for transmitting, largely
because most people find that easier to understand. Fortunately, an antennas receiving
properties are identicd to its transmitting properties—an antenna enhances areceived
Sgnd to the same extent that it enhances the transmitted signd. Thisresult is probably
what you would expect, but proving it is beyond the scope of this book.

Now, let'stak about some of the antenna types that are available; Figure 15-5 shows a
number of different antennatypes:

Figure 15-5. Antennatypes
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Vertical

Thisisagarden variety omnidirectiond antenna. Most vendors sal severd
different types of vertical antenna, differing primarily in their gain; you might see
avertica antennawith a published gain as high as 10 dBi or aslow as 3 dBi. How
does an omnidirectiona antenna generate gain? Remember that a verticd antenna
isomnidirectiona only in the horizontal plane. In three dimengons, its radiation
paitern looks something like adonut. A higher gain means that the donut is
squashed. It aso means that the antennais larger and more expensive, though no
antennas for 802.11 service are particularly large.
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If you want to cover a confined outdoor area—for example, a courtyard between
severd buildings of a corporate campus—note that the haf-power beam width
means that a roof-mounted verticad antenna might be lessthan ided, particularly

if the building is tall. Vertica antennas are good &t radiating out horizontally;
they're not good at radiating down. In astuation like this, you would be better off
mounting the antenna outsde afirg- or second-story window.

Dipole

A dipole antenna has a figure eight radiation pattern, which meansit'sided for
covering ahalway or some other long, thin area. Physicdly, it won't look much
different from a vertica—in fact, some verticd antennas are amply verticaly
mounted dipoles.

Yagi

A Yagi antennaisamoderatdy high-gain unidirectiond antenna. It looks
somewhat likeaclassic TV antenna. There are anumber of pardld meta
elements at right angles to aboom. However, you are not likely to seethe
eementson aYagi for 802.11 service; the commercidly mede Yagisthet | have
seen are dl enclosed in aradome, which isaplastic shell that protects the antenna
from the dements in outdoor deployments. Y agi antennas for 802.11 service have
gains between 12 and 18 dBi; aming them is not as difficult as aiming a parabolic
antenna, though it can be tricky.

Parabolic

Thisisavery high-gain antenna. Because parabolic antennas have very high gains
(up to 24 dBi for commercialy made 802.11 antennas), they aso have very
narrow beam widths. Y ou would probably use a parabolic antenna only for alink
between buildings, because of the narrow beam width, they are not very useful for
providing services to end users. Vendors publish ranges of up to 20 milesfor their
parabolic antennas. Presumably, both ends of the link are usng asmilar antenna.
Do not underestimate the difficulty of aiming a parabolic antenna properly—one
commercid product has a published beam width of only 6.5 degrees. If you
decide to ingal a parabolic antenna, make sure that you have it mounted firmly.

Y ou do not want a bad storm to nudge it a bit and take down your connection.

Some vendors make an issue of the digtinction between "mesh” or "grid"
parabolas (in which the antennas reflector looks like a bent barbecue grill) and
solid parabolas. Don't sweat it—if the antennais well-designed, the differencein
performance between a mesh and a solid reflector is not worth worrying about. A
mesh does have an advantage, though, in areas subject to high winds.

Parabolic and Y agi antennas are useful primarily for links between buildings. The biggest
problem is aming them properly. If the two Stes are visble to each other, you can play
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some tricks with gunsghts—though if you can see one site from the other, you probably
don't need such a sophisticated antenna system. Otherwise, buy agood compass and a
topographica map from the U.S. Geologica Survey, and compute the heading from one
dite to the other. Remember to correct for magnetic north. If you can spend some extra
money, you might be able to smplify the setup by ingdling ahigh-gain vertica antenna
at one Site; then you need to am only one antenna. If the Sgnd is margind, replace the
vertica with a parabolic antenna once you have the firgt antenna aimed correctly.

Hight gain antennas can become a regulatory problem, particularly in Europe (where
power limits are lower than in the U.S.). Lucent notes that their high-gain parabolic
antenna cannot be used legdly on channels 1, 2, 10, and 11 in the U.S,, though it can be
used on channels 3 through 9. But that limitation probably assumesthat you're usng a
Lucent wirdless card, and Lucent's transceiver produces less output power than the
Intersi| chip set used by most other vendors. If you connect the Lucent parabolic antenna
to a Nokiawireess card, you'll be be way beyond the maximum legal effective radiated
power.

15.3.2.1 Cabling

Having put so much effort into thinking about antennas, we have to spend sometime
thinking about how to connect the antennas to the access points or wirdless cards. Most
vendors 1l two kinds of cable: rdatively inexpengve thin cable (typicaly 0.1 inchin
diameter) and "low-loss cable” that's subgtantidly thicker (typicdly 0.4 inch) and much
more expensve. Thethin cableis usudly avalable only in lengths of a couple of fest,

and that's asit should be: it is very lossy, and more than afew feet can easly egt up your
entiresgnd. It'sintended for connecting awireess card in algptop to a portable antenna
on your desktop, and that's al. To put numbers behind this: one vendor specifiesaloss of
2.5 dB for a 2-meter cable. That means that close to haf of your Sgnd strength is
disappearing in just two meters of cable. One cable vendor, for a cable that would
typicaly be used in this application, specifiesaloss of 75 dB per 100 feet at 2.4 GHz.
That means that your signal strength will drop by afactor of 22° (roughly 33 million),
clearly not something you want to contemplate. I know of one vendor that recommends
using RG58 cable with medium-gain antennas. RG58 is better than the redly thin cable
intended for portable use, but not much better (35 dB per 100 feet); if you use RG58
cable, keep the cable run as short as possible. Better yet, ditch the RG58 and seeif you
can replace it with LMR-200 (a high-quality equivdent with haf the loss).

What does the picture look like when you're using areal low-loss cable? Sgnificantly
better, but maybe not as better as you would like. A typica cable for this gpplication—
used by at least one 802.11 vendor—is Times Microwave LMR-400. LMR-400 isavery
high-quaity cable, but it still has aloss of 6.8 dB per 100 feet at 2.4 GHz. This means
that, in a 100-foot length of cable, over three quarters of your signd islost. The mord of
the story is clear: keep your access points as close as possible to your antennas. Minimize
the length of the transmission line. If you want a roof-mounted antenna, perhaps to cover

a courtyard where people frequently have lunch, don't stick your access point in awiring
dost in the basement and run a cable to the roof. If possible, put your access point in a
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westherproof enclosure on the roof. If that's not possible, at least put the access point in
an dtic or crawlspace. There is no subgtitute for kegping the transmission line as short as
possible. Also, keep in mind that tranamission lines have a strange ability to shrink when
they are routed through walls or conduits. I've never understood why, but even if you
measure carefully, you're certain to find that your cable is two feet short. Moreto the
point: the Sraight-line distance from your access point to the antennamay be only 20
feet, but don't be surprised if it takes a 50-foot cable to make the trip. The cable will
probably have to go around corners and through conduits and al sorts of other
misdirections before it arrives a its destination.

If you decide to use an 802.11a product, which operates at 5-GHz, be aware that cable
loss will be an even more significant issue. Losses increase with frequency, and coaxid
cable isn't particularly effective at 2.4 GHz, let done 5 GHz.

Finaly, there's the matter of antenna connectors. All wirdess vendors sell cablesin
various length with the proper connectors and adapters. | strongly recommend taking the
easy way out and buying cables with the connectors preingtalled. Connector failureis one
of the most common causes for outages in radio systems, particularly if you don't have a
lot of experience ingtdling RF connectors.

15.3.2.2 Antenna diversity

One common method of minimizing multipath fading isto have antenna diversity. Rather
than making the antenna larger, radio systems can use multiple antennas and choose the
sgnd from the antennawith better reception. Using multiple antennas does not require
sophisticated maethematicd theory or Sgna-processing techniques.

Severd wirdess LAN vendors have built multiple antennas into wireless network cards.
Some vendors even offer the ability to connect multiple externd antennas to network
cardsintended for access points. Antenna diversity is recommended by the 802.11
gtandard, but it is not required. For environments with large amounts of interference,
antenna diversity is aworthwhile option to consider when selecting vendors.

15.3.2.3 Bring on the heat

Amplifiers are avalable for increasing your transmitting power. Tranamitting amplifiers
often incorporate preamplifiers for recaiving, heping to improve your week sgna
sengtivity. Isan amplifier in your future? It depends. The basic problem isthat, as you
cover alarger and larger territory, there are more and more stations that can potentialy
join your network. However, the number of stations that can be handled by any given
access point isfarly limited (see the following section). All in dl, more low-power
access points provide better service than a smaller number of access points with high-
power amplifiers. There may be some applications that are exceptions to the rule
(community networks or 1SPsin remote aress, for example), but in most Stuations, high
power sounds like a better ideathanit redly is.
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However, if you want to check around and see what's available, SSB Electronics
(http:/mww.sshusa.com/wirel esshtml) and HyperLink Technologies
(http:/Amww.hyperlinktech.com/web/amplifiers 2400.html) sdll high- power amplifiers
for 802.11b service. However, remember:

To stay within the legd power limit, both for absolute power and ERP.

That 802.11 is an unlicensed service. If you interfere with another service, it's
your problem, by definition. And if alicensed service interferes with you, it's your
problem, by definition. Interference is more likely to be a problem if your
network covers alarge service areaand if you are using high power.

To use equipment that is gpproved for 802.11 service. Other amplifiersare
available that cover the frequency range, but using themisillegd.

] The FCC does enforce their rules, and their fines are large. If youre
— in violation of the regulaions, they won't be amused, particularly if
you're in excess of the power limit or using unapproved equipment.

15.3.2.4 A word about range

It'stempting to think that you can put up a high-gain antenna and a power amplifier and
cover a huge territory, thus economizing on access points and serving alarge number of
users a once. Thisisn't aparticularly good idea. The larger the area you cover, the more
users arein that area—users your access points must serve. Twenty to 30 users for each
wireless card in your access points looks like a good upper bound. A single access point
covering alarge territory may look like agood idea, and it may even work well while the
number of users remains smal. But if your network is successful, the number of users
will grow quickly, and you'll soon exceed your access point's capacity.

15.3.3 Conducting the Site Survey

When working on the Ste survey, you must duplicate the actua ingtalation as much as
possible. Obstacles between wirdless LAN users and access points decrease radio
srength, so make an effort to replicate exactly the ingdlation during the Site survey.

If access points need to beingaled in wiring closets, make sure the door is closed while
testing so the survey accounts for the blocking effect of the door on radio waves.
Antennas should be ingtaled for the test exactly as they would be ingaled on a
completed network. If office dwellers are part of the user base, make sure that adequate
coverage is obtained in offices when the door is closed. Even more important, close any
metal blinds, because metd is the most effective radio screen.

Signd measurements should be identical to the expected use of the network users, with
one exception. Mogt Site survey tools attempt to determine the Sgnd qudity & asingle
Spatia point throughout a sequence of severa pointsin time, and thus it isimportant to
keep the lgptop in one location as the measurement is carried out. Taking large numbers
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of measurements is important because users will move with untethered laptops, and dso
because the multipath fading effects may lead to pronounced signd qudity differences
even between nearby locations.

Have severd copies of the map to mark sgnal quality measurements at different tentetive
access point locations, and note how the antennamust be ingtalled at the location. If
multiple antennas were used, note the type and location of each antenna.

15.3.4 Direct-Sequence Channel Layout

Most locations are deploying 802.11 products based on direct- sequence technol ogy
because the high-data rate products are based on direct- sequence techniques. Direct
sequence underlies both the 2-Mbps DS PHY and the 11-Mbps HR/DSSS PHY . Both
standards use identica channels and power transmission requirements.

Direct-sequence products transmit power across a 25-MHz band. Any access points must
be separated by five channd s to prevent inter-access point interference. Selecting
frequencies for wireless LAN operation is based partly on the radio spectrum alocation
wherethe wirdess LAN isingaled. See Table 15-3.

Table 15-3. Radio channel usage in different regulatory domains

Channe number Channd frequency (GH2) US/Canada™ | ETSIE | France
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(1 802.11 allows different rules regarding the use of radio spectrum in the

U.S. and Canada, but the U.S. Federal Communications Commission and
Industry Canada have adopted identical rules

! Not all of Europe has adopted the recommendations of the European
Telecommunications Standards Institute (ETSI). Spain, which does not
appear in the table, allows the use of only channels 10 and 11.
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) Channel 10 is allowed by all regulatory authorities and is the default
channel for most access points when they are initially powered on.

Access points can have overlapping coverage areas with full throughput, provided the
radio channds differ by at least five. Only wirdess LANsin the U.S,, Canada, and
Europe that have adopted the ETS recommendations can operate access points with
overlapping coverage aress a full throughpuit.

After locating the access points, make sure that any access points with overlapping
coverage are separated by at least five channds. The cellular-telephone industry uses the
"hex pattern” shown in Figure 15-6 to cover large aress.

Figure 15-6. Frequency planning

Part of the Ste survey isto establish the boundaries of access point coverage to prevent
more than three access points from mutualy overlapping, unless certain areas use
multiple channdsin asngle areafor greater throughput.

15.3.4.1 Limitations of direct-sequence channel layout

One of the problems with 802.11 direct- sequence networks and 802.11b Direct-sequence
networks is that there are only three nonoverlapping channels. Four channels are required
for nonoverlapping coverage in two dimensons, and more channels are required for three
dimensions. When laying out frequency channdsin three dimensions, dwayskeep in

mind that radio Sgnals may penetrate the floor and celling.

15.3.5 Application Performance Characterization

As part of the site survey, take some time to work with the "power users' to ensure that
the application performance is adequate. Most applications use web frontends and are
relatively tolerant with respect to long delays or coverage dropouts because web browsers
retry connections. Termina emulation and other state-oriented client/server applications
may be lesstolerant of poor coverage. Part of the engineering in ingdling awireess

LAN isto tailor the areas of overlgpping coverage to offer denser coverage when the
gpplications are less tolerant of momentary drops.

15.3.6 The End of the Site Survey: The Report

After the completion of the Ste survey, the technica details must be provided to ingdlers
to complete the network build-out. Consultants may use the Site survey in different ways.
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Some consultants charge for the Site survey and dlow the customer or athird party to
finish the inddlation. Vaue-added resdllers may take the same approach or use the site
survey to put together an ingtdlation bid for the customer.

Depending on the customer's requirements, some or dl of the following details may be
included in a Site survey report:

1. A summary of the requirements from the initid prdiminary work.

2. Edimated coverage areas based on the Site survey measurements. This may be
divided into areas with good coverage, marginal coverage, and weak coverage. It
may aso Ste potentid trouble spots if the Sgnd strength measurements dlow for
it.

3. A destription of the locations of al access points, long with their configuration.
Some dements of this configuration are the following:

a. Theaccess point name

b. Itsoperating channe

c. Approximate coverage area

d. IPconfiguraion

e. Antennatype and configuration (including direction for directiond
antennas)

f.  Any other vendor-specific information

4. If the customer supplied detailed floor plans or physica network maps, those
maps can be returned with detailed access point placement information. Estimated
coverage areas can be noted on the map and serve as the basis for frequency reuse
planning. Any antenna requirements (externa antennas, antenna types, and
adjustments to default transmission power) for achieving the noted coverage area
should be recorded as well.

5. Many customers gppreciate an estimate of the work necessary to ingtal drivers
onto any affected laptops. The scope of thisitem depends a great dedl on the
sophigtication of the management tools used by the customer. For many, it will be
aufficient merdly to incdlude a copy of the driver inddlation ingtructions as an
gppendix to the report. Some clients may require low-level details on the driver
ingalation so that the driver ingtdlation can be completely automated down to
any necessary registry changes on Windows systems.

15.4 Installation and the Final Rollout

After the Ste survey isfinished, there should be enough information available to inddl a
wirdess LAN. Actud cabling and physical ingtdlation may be contracted out or
performed by internd staff.

15.4.1 Recordkeeping

RED HAT 1052
331 RED HAT V. CAS



Careful documentation is an important part of any network build-out, but it is especidly
important for wirdess LANSs because the network medium isinvisble. Finding network
componentsis not dways a smple matter of cable tracing! To document awireess LAN,
keep the following list in a safe place with the rest of the network maps.

The Ste survey report.

The annotated building blueprints with access point locations, names, and their
associated coverage aress. If possible, the blueprints should also indicate areas of
margind or no coverage.

A separate ligt of information about the access pointsin tabular form, which
includes the location, name, channd, IP network information, and any other
adminidgrative information.

15.4.2 On the Naming of Access Points

Many inditutions have naming policies that may dictate DNS names for wirdess LAN
access points. Device names should be as descriptive as possible, within reason.
Companies that provide network service to other users, such asa"hot spot” provider,
may wish to keep information about the detailed |location of access points secret from
usersto keep the physicd location of access points secret. Figure 15-7 illustratesa DNS
naming convention in which the secrecy of access point locationsis not a particular
concern, so each name includes the geographic ste location, the building name and floor,
and the access point number and location on that floor. It aso includesthe wirdess LAN
name (SSID).

Figure 15-7. Wireless LAN naming convention for access points

sife nelwork name
(580

Mose g:eneral wilan wian - lasgiatas - luminiferous - bldg1 - firt - ap1
AN
{sle} Iu-s-g.atﬂ! &
PAARS
{nmme) lumindferous =
AR
bldg1 =
AN
flr] =
r VAR
More specific apl =

All names are prefixed with wian- to indicate clearly that they are associated with an
802.11 network. The next level of hierarchy is the geographic location of the wirdess
network; it can often be derived from exigting Site codes in large companies. Each Site
may compose a campus and have severd buildings, but a single extended service area
may offer coverage throughout the entire Site at anything up through even midsized
ingalations. The next leve of hierarchy isthe building identifier, which is often dear
from exigting conventions. Within a building, the floor number and the location of an
access point within the floor can be used to further identify an access point. Figure 15-8
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shows how the DN'S name can be structured for an access point on the luminiferous
network on the second floor of building one a astein Los Gatos, Cdifornia (wlan-
losgatos-luminiferous-bldgl-flr2-apl). In very large buildings, the access point number
might even be replaced by a description of the location of the access point on the floor,
such as -ap-nw-4 for the fourth access point in the northwest corner.

Figure 15-8. Convention for naming wireless LAN stations

st melwerk name
(S50

Nhore general wilan wilan - basgatos - luminiferous - IF address
AN
{site} losgatos =
{iame] buminifercus +
PEARN
More speqific 192-168-200-37 =

To make troubleshooting easier, follow a convention for the naming of wirdess LAN
gations. A station on the same network as the access point described previoudy might be
wlan-losgatos-luminiferous-192-168-200-37, in which the last set of numbersisthe IP
address.

15.4.3 Security

After ingdlation is complete, you should execute a second test solely for security.
Configuring access points can be time-consuming, detail-oriented work, and it is possible
to forget to set a software option here and there. Check the following itemsto be sure
your network is as secure as possible:

If desired, WEP is enabled on dl access points to prevent unauthorized
association with the network.

Lists of MAC addresses alowed to associate with the network have been
distributed to each access point.

Any access controllersin place are properly configured to block initial
connections, and they can reach authentication serversto alow user access,

Any VPN softwareis properly configured to accept connections from associated
stations.

Access points enforce restrictions on stations allowed to connect for management,
and passwords are set.

Some vendors are advertisng products that support 802.1x security, particularly in high-
end access points. 802.1x requires that you set up a RADIUS authentication server, but
the additiond security iswell worth the effort. On the other hand, 1x products are only
just appearing as this book goes to press. Because 802.1x is a standard, products should
interoperate, in theory—but we don't yet know whether they interoperate in practice. If
you're not comfortable buying al your equipment from one vendor, you may want to stay
away from 802.1x for awhile. It's hard to make predictions that mean anything, but here's
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aguess given the amount of attention that security hasreceived lately, | expect that the
802.1x dtuation will be stabilized by the middie of 2002.

Severd vendors have proprietary security solutions to replace or supplement WEP—
some gppear to be preiminary versons of 802.1x. | do not recommend locking yoursdf
into a proprietary solution when a standard solution is available, or nearly available.
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Chapter 16. 802.11 Network Analysis

In the 1990s, computer professionasjoined doctors as People With Answers. Just as
doctors are asked medica questions by complete strangers, computer professionas are
asked a bewildering variety of technical questions by complete strangers. When these
strangers learn that | work with networks, | am often asked, "Why does the Internet break
50 often?' The more | contemplate the question, the more | believe that the question
should be, "Why doesn't the Internet break mor e often?’

While | could never hope to answer either question in asingle chapter of abook, it is
obvious that network problems are afact of life. Networks break, and wireless networks
are no exception. Wireless LANs can improve productivity, but they also carry alarger
risk of complete outage, and the limited bandwidth is amost sure to be overloaded. After
building awirdess LAN, network engineers must be ready to investigate any problems
that may arise.

Asin many other network types, the trusty network andyzer is akey component in the
engineer's toolbox. Network anayzers already exist for the wired backbone side of the
wireless network and can be used productively in many troubleshooting scenarios.
Wirdess network troubleshooting depends on having a network andyzer for exactly the
same reason. Sometimes, you just need to have away of seeing what is on the airwaves.
This chapter is devoted to tools that alow network engineersto do just that. Severa
commercid analyzers are available, and there are free tools that run on Linux. Before
diving into the tools, though, it may help to consder why wirdess network andyzers are
apractica requirement for the network administrator.

16.1 Why Use a Network Analyzer?

In spite of the shared heritage, 802.11 is not Ethernet. It has a number of additional
protocol features, each of which can cause problems. Fixing problems on 802.11
networks sometimes requires that a network administrator get down to the low-leved
protocol details and see what is happening over the airwaves. Network analyzers have
long been viewed as a useful component of the network administrator's toolkit on wired
networks for their ability to report on the low-level detalls. Andyzers on wirdess
networks will be just as useful, and possibly even more important. More things can go
wrong on an 802.11 network, so agood anayzer isavitd tool for quickly focusng
troubleshooting on the likely culprit.

Avoiding problems begins at the planning stages. Some andyzers can report detailed
gatistics on RF signa strength, which can help place access points. Analyzers can help
network administrators avoid creating dead zones by ensuring that thereis enough
overlap at the edges of BSSsto alow for timely trangtions. As wireless networks grow in
popularity, they may need to support more users. To avoid performance problems,
adminigrators may consder shrinking the size of access point coverage areas to get more
aggregate throughput in a given area. In the process of shrinking the coverage aress,
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network adminigirators may go through large parts of the deployment plan al over again
and depend once again on their andyzer.

With the limited bit rates of wireless networks, performanceislikely to be aproblem
sooner or later. Performance problems can be caused by cramming too many usersinto
too few access points, or they can be related to problems happening at the radio layer.
The designers of 802.11 were aware of the problems that could be caused by the radio
transmisson medium. Frame transmissions succeed rdiably. Maost implementations will
aso retranamit frames with smpler (and dower) encoding methods and fragment frames
in the presence of persistent interference.

Interferenceisamaor problem for 802.11 network performance. In addition to the direct
effect of trashing tranamitted frames that then require retransmission, interference has

two indirect effects. Poor transmission quaity may cause a station to step down to a
lower bit rate in search of more reliable radio link quaity. Even if dower tranamissons
usually succeed, some measure of throughput islost at the lower bit rates. 802.11 stations
may dso attempt to fragment pending frames to work around interference, which reduces
the percentage of transmissionsthat carry end user data. 802.11 headers are quite large
compared to other LAN protocols, and fragmentation increases the amount of header
information transmitted for a fixed amount of data

On many networks, however, only afew applications are used. Do performance
complaints indicate a generd network problem, or a problem with a specific application?
Network andyzers can help you find the cause of the problem by examining the
digtribution of packet sizes. More small packets may indicate excessve use of
fragmentation in the face of interference. Some anayzers can aso report on the

digtribution of frames transmission rates on awireess network. 802.11b networks are
capable of tranamitting at 11 Mbps, but frames may be transmitted at dower rates (5.5
Mbps, 2 Mbps, or even 1 Mbps) if interference is a problem. Stations capable of high-rate
operation but nonetheless tranamit at lower rates may be subject to alarge amount of
interference.

To solve interference problems, you can atempt to reorient the access point or its
antenna, or place a new access point in azone with poor coverage. Rather than waiting
for usersto report on their experience with the changesin place, you can use an andyzer
to get aquick idea of whether the changes will help aleviate the problem. Some
andyzers can provide extengve reports on the RF Sgnd qudlity of received frames,
which can help you place hardware better the first time around. Avoiding repested
experimentation directly with end users makes you look better and makes users happier.
Shortening troubleshooting cycles has dways been a strength of network andyzers.

Andyzers dso help network adminigrators check on the operation of unique features of
the 802.11 MAC. Whileit is possible to capture traffic once it has been bridged onto a
wirdess backbone network and andyze it there, the problem could dways be on the
wireless link. Are frames being acknowledged? If they are not, there will be
retransmissions. Are the direct-sequence bits set correctly? If they are not, then address
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fidldswill be misinterpreted. If amalformed packet is seen on the wired side of an access
point, it could be mangled at severa points. A wirdess andyzer can look at frames as
they travel through the air to help you pin down the source of the mangled packet.
Malformed frames may be transmitted by the client or mangled by the access point, and it
is helpful to pin down the problem before requesting assistance from the vendor.

Security isamagor concern for wireless networks, and wireless analyzers can be used to
monitor wireless networks for security problems. They can look at the MAC addresses of
al gationsto look for unknown addresses, though this may or may not be dl that useful

in practice. It is probably impossible to know dl the MAC addresses used on your
network, though it might be possible to spot cards from manufacturers of hardware thet is
not part of astandard build. It may be more effective to look for failed attempts to
authenticate to your access points.

Someingdlations will rely on WEP for security, ether totdly or in part. Some
commercid andyzers offer the ability to decrypt frames processed by WEP, provided
they are given the shared WEP key. 802.11 frames have enough information to enable a
sniffer in possession of the key to do red-time decryption. This ability alows network
adminigtrators to peer into frames protected by WEP to perform higher-leve protocol
andysis and to check that WEP processing is not mangling frames. Redl-time decryption
isabyproduct of the poor design of WEP. Once WEP is replaced by ared security
system, real-time decryption may become much more complicated.

16.2 802.11 Network Analyzers

802.11 network analyzers are now quite common and should be a part of any wirdess
LAN administrator's toolbox. Most 802.11 network analyzers are software packages that
use an 802.11 network card. No specia hardware is required because commodity 802.11
network cards supply al the RF hardware needed to grab packets. The only catch isthat
each software package usudly only works with alimited number of cards on the market.

16.3 Commercial Network Analyzers

With the stunning growth of wireless networks, commercia software vendors rushed to
introduce wireless versons of successful wired network andyzers. Thetwo main
commercia wirdess network andyzers are Sniffer Wireless from Network Associates
(http://mww.sniffer.com) and AiroPeek from WildPackets (http:/Aww.wildpackets.com).
Sniffer Wirdess requires the use of wirdess LAN cards from either Cisco or Symbol.
AiroPeek supports a much broader range, including cards made by 3Com, Cisco, Nortel,
Intel, Symbol, and Lucent.

Like their wired rdatives, the commercid wirdess LAN anayzers have ahost of

features. In addition to decoding captured frames, they can filter the captured frames
based on anything in the 802.11 header, report Satistica data on the packet size and
speed digtributions, monitor the real-time network utilization, and quickly scan al the
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available channd s to detect dl networksin the area. If given the key, both can decrypt
frames protected by WEP.

A network anayzer should be part of the deployment budget for any wireless network.
The choice to buy or build is up to you, though | anticipate that mogt inditutions will rely
primarily on commercid products and leave development and bug fixes to the network

andyzer vendors, especidly because commercia anayzers can be purchased, indalled,
and made useful much more quickly.

16.4 Ethereal

Ethered isthe standard open source network analyzer. Like the proprietary analyzers, it
supportsalong list of protocols and can capture live data from avariety of network
interfaces. Unlike the proprietary andyzers, Etheredl comes complete with adogan
("Sniffing the glue that holds the Internet together™).

Ethered runs on most Unix platforms as well as Windows. Source code isfredy
available for both, but modifications are easier to make on Unix because of the
avallability of free compilersfor the Unix programming environment. Like many open
source projects, Ethered is distributed under the terms of the GNU Public License.
Protocol decodes are included for many common networking protocols. For the purpose
of this section, the important protocols are IEEE 802.11 and LL C, both of which are used
on every 802.11 frame. Of course, the TCP/IP suite isincluded as well.

For 802.11 network andysis with Ethered, Linux isthe platform of choice. The linux-
wlan-ng driver can be modified to feed raw 802.11 packets to Etheredl, and Ethered can
be modified to decode them in red time. For data capture on Linux, only Intersil-based
cards are supported. Of course, Intersil cards can be used to monitor any 802.11 network,
including those that use other chipsets.

16.4.1 Compilation and Installation

Binary packages are avallable from the main project web site at http://www.ethered .com.
Because of the required modifications to the code, a binary package is not sufficient.

16.4.1.1 Prerequisites

Before compiling Ethered, both libpcap and the GTK+ library must be ingtdled. libpcap
is the packet capture library from tcpdump, and the GTK+ library isthe GIMP toal kit.
For 802.11 network analysis, libpcap must be modified, so it needs to be built from
source. GTK+ is used unmodified, however, and can typicaly beingdled from a
package that came with your Linux digtribution. GTK+ source is available from
http://mww.gtk.org/ and is built with the slandard ./configure, make, and make install
sequence familiar to most open source software users. If you opt to go the package route,
it is necessary to ingd| both the libraries themsdves and the -devel versonsto ingdl the
required header files.
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Severd utility programs must be ingaled on the system for Ethered to build properly.
Ethered depends on GNU make, which is the default make program on Linux systems.
Perl is usad to assemble the manpages. The modified libpcap that grabs raw 802.11
frames needs to build a parser, which requires the flex lexica scanner and ether yacc or
bison. Usersintending to do NetWare Core Protocol (NCP) analysis must have Python
ingtalled ™

M Network administrators who deal with NCP also have my sympathy.

Etherea depends on one kernd function. Because it interfaces directly with the kernd to
grab packets, it requires that the kernel be built with Packet Socket support
(CONFIG_PACKET).

16.4.1.2 Compiling the modified libpcap

The next gep isthe inddlation of the dightly modified libpcap library. libpcap is
availablefrom hittp://Aww.tcpdump.org. Tim Newsham's monitoring patch isintended to
be gpplied againgt 0.6.2, the latest version as of the writing of this book. At dightly over
200 lines, the patch isfairly lightweight. Its main purpose is to add another type of packet
capture to the libpcap library for 802.11-specific captures. Essentidly, it adds the
functiondity of prismdump to libpcap, which makesit much easier to write programs that
manipulate raw 802.11 frames. The patch aso defines a data structure that holds
miscellaneous data of interest to network analyzers, such asthe received signd strength
and information on the Sgna-to-noise ratio.

Firg, fetch the wirdess LAN monitoring patches from
http:/Aww.lava.net/~newsham/wlar/. Get the wlan-mods.tgz package, which includes
the patch for libpcap, the patch for Ethereal, and a new system header file to describe the

PRISM capture type:

$ patch -pl < ../w an-nods/|ibpcap. patch
patching file Makefile.in

pat ching file gencode.c

patching file pcap-Ilinux.c

patching file pcap-prismc

patching file pcap-prismh

The newly modified libpcap depends on the 802.11h file induded in the wlan-mods
package. 802.11h includes definitions for the raw PRISM monitoring. Copy it to the main
system include file location (probably /usr/include). After applying the patch, building
libpcap fallows the usud routine of configuration, building, and ingaling:

$ ./configure
creating cache ./config.cache
checki ng host systemtype... i686-pc-Iinux-gnu
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(many |lines of configuration output omtted)

updati ng cache ./config.cache

creating ./config.status

creating Makefile

creating config.h

$ nmake

gcc -2 -1. -DHAVE CONFIG H -c¢ ./pcap-linux.c

(many lines of conpilation output omtted)

ar rc |libpcap.a pcap-linux.o pcap.o inet.o gencode.o
optim ze. o nanetoaddr. o

etherent.o savefile.o bpf filter.o bpf _inmage.o

bpf _dunp. o pcap-pri smo scanner.o

granmmar. o version.o

ranlib Iibpcap.a

Findly, run make install to put libpcap in its place. With the ingtalation complete, you
can proceed to link the modified libpcap with Ethered, which gives Ethered the ability
to work with 802.11 frames.

16.4.1.3 Building Ethereal itself
Y ou can build Ethered after ingaling the modified libpcap and the associated header

file. Grab the source code for Ethered from http://www.ethereal.com and uncompress it
into aworking directory:

$ tar -xzvf ../ethereal-0.8. 17-a.tar.gz
et hereal -0. 8. 17/

ethereal -0.8. 17/ Makefile.in

et hereal -0. 8. 17/ debi an/

et hereal -0. 8. 17/ debi an/ READVE. debi an

(many other filenanmes omtted)

Next, goply Tim's monitoring patch, which iswritten againgt Ethered Verdon 0.8.17.
The patch does not gpply cleanly againgt later versons, though with some effort it could
undoubtedly be made to do so.

$ patch -pl < ../w an-nods/ et hereal . pat ch
patching file Makefile.am

patching file capture.c

patching fil e packet-ieee80211.c
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patching file packet-prismc
pat ching file packet-prismh
patching file wiretap/libpcap.c
patching file wretap/wtap.h

Y ou're now ready to begin building the source code. Ethered shipswith an
autoconfiguration script that you run from the root directory of the source tree. The
autoconfiguration script performs a series of teststo assist in the compilation process. On
one of my systems, the configure script had trouble finding the GLIB library, so | had to
point it a the correct location. On Mandreke 7.2, GLIB isingdled in /ust/lib. The GTK
prefix is used to find the gtk-config script. | specified /usr because /bin will be appended
to the specified path. Asaresult of my configuration, the Ethered configuration script
looked in /usr/bin for gtk-config and found it:

$ ./configure --with-gtk-prefix=/usr/lib --wth-gtk-
exec- prefi x=/usr

creating cache ./config.cache

checking for a BSD conpatible install...
/fusr/bin/install -c

checki ng whet her build environnent is sane... yes

(many other test results omtted)

creating ./config.status
creating Makefile
creating config.h

The Et hereal package has been configured with the
foll owi ng opti ons.
Buil d ethereal : yes
Build tethereal : yes
Build editcap : yes
Bui Il d randpkt : no
Build dftest : no

Install setuid : no

Use pcap library : yes

Use zlib library : yes

Use | Pv6 nane resolution : no
Use SNWP library : no

Note the summary at the end of the configuration script. When | failed to identify the
location of the GLIB library, Ethered was perfectly happy to configure for termind-only
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andysis. Check the summary to be sure you are building the features you want. After
configuration, run make, which builds

Ethereal
The X-based graphica andyzer described in the rest of this section.
tethereal
A termind-based analyzer that uses the same core packet-analysis code.
editcap
A program that manipulates capture files and can trand ate between severd
common capture formats. By defaullt, it usesthe file format used by libpcap,
though it aso supports snoop, Sniffer traces, NetXray, and Microsoft Network
Monitor captures. For acomplete list of the supported file types, see the manud
page for editcap.
Findly, ingal the executables usng make ingtall, which puts the executable in the
location specified by the Makefile. If no ingdl directory is explicitly specified in the

configuration step, Ethered isingdled in the /usr/local hierarchy, with executablesin
/usr/local/bin and man pages in /usr/local/man.

Ethereal on Windows

Binary packages are more important in the Windows world because of the lack
of ahigh-qudlity, free-development environment. Though Ethereal does not
provide the same level of 802.11 support under Windows, it can till be a

va uable program to have, especidly in aday job that requires use of Windows
sysems. Binary versons of Ethered for Windows are available from
http://mwww.ethered.com. They require the WinPcap library to provide the

libpcap-type support on Windows. WinPcap can be downloaded from
http://netgroup- serv.polito.it/winpcap/. WinPcap is supported only on 32-bit

Windows systems (95, 98, ME, NT, and 2000) and is licensed under a BSD-
ylelicense. Interestingly enough, WinPcap was supported in part by Microsoft
Research.

16.4.2 Running Ethereal

To start Ethered, run it from the command line. Any user may start Ethered, but root
privileges are required to capture packets. Other users may load Ethereal to analyze
capture files and perform andysis, though.

[ gast @Il oodhound et hereal -0.8.17]$ ethereal &
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Starting Ethered pops up the main window, which isshown in Figure 16-1. Themain
window has three panes. The top pane, caled the packet list pane, gives ahigh-levd view
of each packet. It displays each packet's capture time, source and destination address, the
protocol, and a basic decode of the packet. The Protocol fidd isfilled in with the fina
decode, or dissector, used to anadyze the frame. On 802.11 networks, the final decode
may be |EEE 802.11 for management frames, or it may go dl the way to the find TCP
protocol for analyss, asin the case of an 802.11 frame holding an LLC-encapsulated 1P
packet with a TCP segment carrying HTTP.

Figure 16-1. Main Ethereal window
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The middle pane, cdled thetree view pane, is adetailed view of the packet sdlected in
the packet ligt. All the mgjor headers in a packet are shown and can be expanded for more
detall. All packets have the basic "Frameé" tree, which contains details on arriva time and
capture length. On 802.11 networks, al frames have the Prism Monitoring header, which
contains radio-link data. Data packets on 802.11 networks also have aLogica Link
Control (LLC) header. From there, the LLC may contain ARP packets, IP packets, TCP
segments, and so on. Ethered includes dissectors for al the commonly used protocols, so
802.11 frames are fully decoded most of the time. The bottom paneis caled the data
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view pane. It shows the raw binary datain the sdlected packet. It aso highlights the field
selected in the tree view pane.

At the bottom of the Ethered window is abar with four important eements. The leftmost
button, Filter:, isused to create filters that reduce the captured packet list to the packets
of interest. The text box just to theright alows you to enter filters without going through
the condruction process. Ethered maintains afilter history list that enables easy

switching between filters. At theright isatext field that displays severd kinds of
information, depending on what Ethered isdoing. It may indicate that Etheredl is
currently capturing data, display the name of the capture file loaded, or display the fidd
name currently highlighted in the tree view.

16.4.2.1 Capturing data

Capturing data is straightforward. Go to the Capture menu and choose Start. The
Capture Preferences window, shown in Figure 16-2, opens. Thefirgt thing to do is select
the interface you want to monitor. Interface selection has one smdl wrinkle. Naturdly,
Ethered can use any interface it detects, even wian0. However, dl Ethernet driversin the
Linux kernd present Ethernet frames. If you choose wian0, you miss out on al 802.11

control and management frames, and the Data frames lose the 802.11 headers by the time

they get to Etheredl's capture engine. The reason for applying the patch to Etheredl during

compilation isthat it creates a pseudo-interface, prism, which alows Ethered to read data

directly from the hardware. That way, Ethered uses the same capture code that

prismdump does and can display dl the 802.11 traffic in the ar. prism does not appear as

an interface in the drop-down box, but it can be typed into the field directly, asin Figure
16-2.

Figure 16-2. Selecting the prism pseudo-interface
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Ethereal acceptsthe -i command-line option to specify an interface. If you plan to do dl
of your andyss on oneinterface, you can define ashell mapping of ethereal to ethereal -
i prism.
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Capture Length iswhat tcpdump cals the snap length. It is the amount of data from each
packet that will be captured. tcpdump uses a short snap length and saves only IP and TCP
headers. By default, Ethered grabs the entire packet, which facilitates much more

detalled offline andyss

| typicdly turn on "Update list of packetsin red time' and "Automatic scralling in live
capture”. If the former isleft unselected, the trace appears only when the capture stops. If
the latter is left unsdected, the trace does not scroll to the bottom. Speed isimportant to
real-time andyss. Disabling name resolution diminates overhead for every packet
captured and may dlow adaion to avoid missing framesin the air.

16.4.2.2 Saving data to afile

To save data for offline andyss, use the File —* Save As option from the menu bar.
Sdecting it displays the didog box shown in Figure 16-3.

Figure 16-3. Save As dialog box
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Choogng afilename is sraightforward. The red power of Ethered is that extraneous
packets can be eiminated by using the two checkboxes below the file chooser. " Save
only packets currently being displayed” saves only the packets that made it through the
display filter, greetly reducing the amount of datain the capture file. "Save only marked
packets' saves only packets that you have selected. If neither option is checked, Ethered
saves the entire trace. Saving an entire trace may be necessary at times, but it'sworth
avoiding; an entire trace could include all the packets that have crossed your network
over an extended period. Using adisplay filter and saving only the displayed packets
makes the trace far more managesble.
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Thefile type selection alows the file to be saved to alibpcap file formet. To imply that
there is only one libpcap file format would be wrong, though. Four choices are available,
including one that dlows you to read capture files collected from tcpdump on Nokias

| PSO-based network appliances.

16.4.3 Data Reduction

Raw captures can be quite large, and extraneous packets can make finding wheet among
the chaff achalenge. One of the keys to successful use of anetwork andyzer isto
winnow the torrent of packets down to the few packets at the heart of the matter. Etheredl
provides three ways to reduce the amount of data captured to a manageable amount:
capture filters, digplay filters, and marking packets.

16.4.3.1 Capture filters

Capture filters are the most efficient way to cut down on the amount of data processed by
Ethered because they are pushed down into the packet sniffing interface. If the packet
capture interface discards the packet, that packet does not make it to Ethered for further
processing.

Ethered useslibpcap, so the capture filter language is exactly the same as the language
used by tcpdump. A number of primitives are available, which can be grouped into
arbitrarily long expressons. These primitives dlow filtering on Ethernet and IP
addresses, TCP and UDP ports, and IP or Ethernet protocol numbers. Many can be
applied to source or degtination numbers.

All in dl, though, capture filters are less powerful than display filters for asmple reason:
capture filters must operate in red time (i.e, as the packets are arriving over the network
interface). A good approach to filtering isto use the capture filters to make arough cui,
then fine-tune the selection using the display filters.

16.4.3.2 Display filters

Display filters can be used on any field that Ethered identifies, which makes them far
more powerful than capture filters. Display filters inherit the knowledge of dl the
dissectors compiled into Etheredl, so it is possible to filter on any of the fidldsin any of
the protocols that Etheredl is programmed to recognize. Wirdess LAN administrators can
filter frames based on anything in the 802.11 or LLC headers. Examples specific to
802.11 are presented later in this chapter.

16.4.3.3 Marking packets

Y ou can mark any packet by pressing Ctrl-M. Marking is essentialy amanud filter.
Marked packets are highlighted in the packet view pane. The only reason to mark a
packet isto perform amanua reduction of atrace to afew interesting packets. When
eliminating large amounts of data, automated filters are faster.
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16.4.4 Analysis Tools

Severa additiona tools are available for Ethered users. Packets can be colorized
according to protocol. This chapter does not take advantage of the feature because the
traces presented in the case study sections are short, and colorization doesn't help much.

Ethereal can reconstruct a TCP stream. For example, areconstructed HT TP transaction
would likely show severad objects being fetched from aweb page, aswell asthe HTML
text used to create the page.

Summary detigtics are available for each capture loaded into Ethered aswell.
Adminigtrators can view the details of the capture file, which includes information such
asthe length of time the capture covers and the amount of traffic on the network. It is
aso possible to see how much data falsinto each leve of the protocol hierarchy.

16.4.5 Using Ethereal for 802.11 Analysis

Severd Ethered features are handy when applied to 802.11 networks. This section lists
severd tips and tricks for usng Etheredl on wireless networks, in no particular order.

16.4.5.1 Display filters

Ethered dlowsfiltering on dl fiddsin the 802.11 header. Frame fidlds are structured
hierarchically. All 802.11 fields begin with wian. Two subcategories hold information on
the Frame Control field (wlan.fc) and the WEP Information (wlan.wep) field. Figure 16-4
shows the variable names for 802.11 header components; in the figure, eech fidd is
labeled with a data type. Boolean fidlds are labeled with a B, MAC addresses with MA,
and unsgned integers with U plus the number of bits. Table 16-1 showsthe same
information, omitting the Ethered digplay fidds that are unlikely to be useful for

filtering.

Figure 16-4. Header component variables
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Table 16-1. Ethereal fields for 802.11 header components

802.11 header field Ethereal field
Header fields
Duration wlan.duration
Asociation ID wlan.aid
Transmitter address wlan.ta
Source address wlan.sa
Receiver address wlan.ra
Dedtination address wlan.da
BSSID wlan.bssid
Fragment number wlan.frag
Sequence number wlan.seq
Frame control subfields
Verson wlan.fc.version
Frame type wlan.fc.type
Frame subtype wian.fc.subtype
ToDSflag wlan.fc.tods
FromDS flag wlan.fc.fromds
Fragment flag wlan.fc.frag
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Table 16-1. Ethereal fields for 802.11 header components
802.11 header field Ethereal field
Retry flag wlan.fc.retry
Power management flag wilan.fc.pwrmgt
More Dataflag wlan.fc.moredata
WEP flag wlan.fc.wep
Order flag wlan.fc.order
WEP fidds
Initidization vector wlan.wep.iv
Key identifier wlan.wep.key

Fields can be combined using operators. Ethereal supports a standard set of comparison
operators. == for equdity, ! = for inequality, > for greater than, >= for greater than or
equal to, < for lessthan, and <= for less than or equa to. An example of adisplay filter
wouldbewl an. f c. t ype==1 to match Control frames.

Logical operatorsand and or are supported; asin many programming languages, the
exclamation point is used for logical negation. Boolean fields can be tested for existence,
s0 Control frames with WEP enabled would be matched by the display filter

w an. fc.type==1 and w an. f c. wep.

Figure 16-5 shows a complete 802.11 header in the tree view. Sdecting the 802.11
header in the tree view highlights the bits that comprise the 802.11 header in the ASCI|
view at the bottom. Expanding the 802.11 header tree decodes dl the fields in the 802.11
header.

Figure 16-5. An 802.11 header in tree view
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Compared to Control and Data frames, 802.11 Management frames have a great dedl of
structure. Ethereal decodes Management frames into two parts. Fixed Parametersin the
tree view pane correspond to the fixed fields of 802.11 management frames. Tagged
Parameters are the variable fields and are decoded in the tree view pane. Table 16-2
shows the fixed fields that can be searched on in Etheredl, as well as the capability flags.

Table 16-2. Fixed Management frame components

802.11 management field

Ethereal field

Fixed fields

Authentication Algorithm Number

wlan_mgt.fixed.auth.alg

Authentication Transaction Sequence Number

wlan_mgt.fixed.auth_seq

Beacon Interval

wlan_mgt.fixed.beacon

Current AP address

wlan_mgt.fixed.current_ap

Ligen Interva wlan_mgt.fixed.listen ival
Association ID wlan_mgt.fixed.aid
Timestamp wlan_mgt.fixed.timestamp

Reason Code

wlan_mgt.fixed.reason_code

Status Code

wlan_mgt.fixed.status_code
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Table 16-2. Fixed Management frame components

802.11 management field Ethereal fied
Capability info
ESSflag (isthe BSS part of an ESS?) wlan_mgt.fixed.capabilties.ess

IBSSflag (is the BSS independent?)

wlan_mgt.fixed.capabilities.ibss

Contention-free sation polling bit

wlan_mgt.fixed.capabilities.cfpoll.sta

Contention-free AP palling bit

wlan_mgt.fixed.capabilities.cfpoll.ap

Privacy flag (is WEP implemented?)

wlan_mgt.fixed.capabilities.privacy

Preamble (is 802.11b short preamble
implemented?)

wlan_mgt.fixed.capabilities.preamble

PBCC (is802.11b PBCC coding implemented?)

wlan_mgt.fixed.capabilities.pbcc

Channd Agility (is802.11b Channd Agility
implemented?)

wlan_mgt.fixed.capabilties.agility

In the tree view pane, the fixed and varidble fields show up in different trees. Variable
information eements are decoded under the tagged tree item according to thelr type.
Figure 16-6 shows the decoding of the information elementsin a Beacon frame. The
access point generating the Beaconsis indeed an access point for the Hack Me network
on direct-sequence channel 11. It supports both the older 1-Mbps and 2-Mbps encodings

in addition to the faster 802.11b encoding schemes.

Figure 16-6. Beacon frame decode

351

RED HAT 1052
RED HAT V. CAS



Flle Edt  Capdure Display  Tools Heln

Nu.l'l'lme |S-3urce Drestinafiomn |Frubo:u| Irifa | [
11 0,998 O e U H e LR IEEE Bl i1 Boodh Fr-ii 1
13 1082252 O0deDt0Te05:68:TH FRLFFLFFFFLfRLrf IEEE &ir2.11  Bescon Frows
AT 1 A0ADTd AT e O e T L R o T ST T R ICOC Owv 4 L ] £

TorAtIon: 0 &
Tectination addresss FFoEFFETFFoRFoRF CRFFESFFDRFoEFFIIE)

Sowrce sdfidreser 00:000T10526F2TF (O00e0: 0305266 17F)
B55 [d: G03ebcd3i05:060 T (M0oelz03:00:6017F)
Frageent nurber: 14
Sagemncs memhers 2304
El JEEE 202,11 wireless LEN ransgement Frams
B Fized parasstacs (13 bytas)
Terestana: (00000002EFETEL 38
Bracon Imterwal; O, 102400 [Seconds]
B Capability Informstion: 020000
ssan 44sl = E55 copabilitizs: Transmiktber is an RBP
e walle = [B35 gtatuss Trongaitte- belongs to @ BSS
eaald saee ® Frivacy® APSSTH canrck sopssrt LEP
oM saee = Short Preasble: Short preasble rot alloved
Dan awe ® PELD PHL rodulabion oot sl | oy
Poce wans = Charrel Fgiliky: Dhannel agiliby not in wss
CF® participation cagpabilities; Mo podnt coordirakor abt AP (Gwi0n0)
O Tagead parawters (58 buteg)
Tag Sxhers O (5500 parssater seb)
Tag length: 7
Tas irteprabatioe: Hack He
Tag Sumber: 1 (Supported Rakes)

Tag langthy 4

Tag interpretstiont Supported retes: 100E) 2.00B) 5.5 11.0 [Mbitszec]
Tag Mueher; 3 (05 Paramster set)

Taey length: 1

Tag irterpretationd Currert Channeli 11

Tag Mmbep 5 ({TIHD TraFfic Indication Hapl

Taz langth: 4

Tag irterpretstion: DTIH count 0, ETIM period 6. Bitssp control Oul, (Fitmap suppressed)
Tagy Mmhser 153 (Rassrund Uag nusbar)

Tae length: 32

Tag interpratation: Mot irtecpretes

e = =
303 07 0 i O sl B Ga FF FF FF £ T T
1 09 O 0T &F TR T4 T ES B4 BB 08 0 T B " o
e el a 3 e R ....|.|.. 109, . 8 _|‘l

Fitter | ﬂ Rieset Jlepratalion of 15g fzn_mgtieg insrpretation)

At the end of the Beacon is a variable field with areserved tag number that the wireless
card's vendor uses to hold the access point's name, and possibly the access point's load
factor. The ASCII dump displays the word Outside clearly, whichiis, in fact, the name of
this access point.

16.4.5.2 Excluding Beacon frames

Beacon frames can get in the way when working with araw 802.11 trace. The sheer
number of frames obscures patternsin the data. Therefore, it's common to exclude those
frames from display. Frame type information is carried in the Frame Control field of the
802.11 header. Beacon frames are identified by a Type code of 0 for Management
frames, with a subtype of 8 for Beacon. The filter matching the Type codeis

wl an. f c. t ype==0, and the filter matching the Subtype code is

wl an. f c. subt ype==8. Therefore, to discard frames that match both these
conditions, one possiblefilteris! (w an. fc. t ype==0 and

w an. f c. subt ype==8).

16.4.5.3 PRISM monitoring header
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The modificationsto libpcap add a PRISM pseudo-header to any captured frames. Some
of the information in this header corresponds to the information that would be kept in the
PLCP header. Figure 16- 7 shows the pseudo-header on aframe.

Figure 16-7. PRISM monitoring header
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Four fields of note are reported by the PRISM capture:
MAC Time
A timestamp added by the MAC counter to each received frame.
Sgnal
Indicates the signa strength of the received packet.
Noise

Quantifies background noise during the packet time. Caculating the Sgna-to-
noise ratio is sraightforward from these two fields.

Rate

Encoded according to the MAC framing conventions described in Chapter 4. In
Figure 16-7, the network is operating at 2 Mbps because the rate field is Ox04.

16.4.5.4 Understanding the LLC header
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To multiplex higher-level protocol data over the wirdlesslink, 802.11 usesthe LLC

SNAP encapsulation. (SNAP encapsulation was described at the end of Chapter 3.)
802.11 does not include a protocol field, so receivers cannot discriminate between
different types of network protocols. To alow multiple protocols, an 8-byte SNAP header
is added. The SNAP header is decoded in Ethered's tree view, as shown in Figure 16-8.

Figure 16-8. LLC SNAP header
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Highlighting the LLC header in the tree view shows the corresponding 8-byte header in
the packet dump. The eight bytesin the SNAP header are clearly visible in the dataview
pane. Five fields make up the header:
The destination service access point (DSAP)
Thisis dways set to OXAA for SNAP encapsulation.
The source service access point (SSAP)
Thisis dways set to OXAA for SNAP encapsulation.
Control
Thisis derived from HDLC. Like dl datatransfer usng HDLC, it [abels the data
following the LLC header as unnumbered information. Unnumbered information
indicates the use of a connectionless data transport and that the data need not be
sequenced or acknowledged.

An organizationally unique identifier (OUI)
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Thisis used to determine how to interpret the following bytes. IP is encapsulated
in LLC using the stlandard in RFC 1042, which specifies the use of the OUI 0x00-
00-00. (Some vendors may use an assigned OUI for proprietary communications.)

Protocol Type

Thisis copied from the corresponding Ethernet frame. The Type field matches the
Ethernet type codes. On IP networks, it will be either 0x0800 for |P or 0x0806 for
ARP.

LLC encapsulation is required by the 802.11 specification because it savesthe 802.11
frame from having to carry protocol information directly.

16.5 802.11 Network Analysis Examples

To illustrate how a network analyzer can aid network engineersin looking at wireless
LAN traffic, this section presents three detailed examples network analyzers to answer
questions about awirdess LAN. The examples are contrived, but nonetheless show the
types of operations that are common with network analyzers. The examples are described
specificdly for Ethered but can be carried out with any of the commercid dternatives
described earlier.

16.5.1 Case Study 1: Access Point Name and Workload Information

As an example of how to use Ethered, consder the typica driver display on Windows.
Usudly, there isafunction within the driver that dlows a card to display the name of an
access point supplied by the same vendor. As an example, consider the transmission of
access point name and workload information by the Nokia A032. The trace in Figure 16-
9 was takenin the vicinity of a Nokia A032 with no stations associated with it. Naturaly,
there are many Beacon frames announcing the A032's existence.

Figure 16-9. Trace of idle 802.11 network
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At this point, it is best to get rid of the Beacon frames because they are getting in the way
of what we actualy want to see. The easiest way to do thisisto use the filter expression
thet excludes Beacon frames. ! (Wl an. fc. t ype==0 and

wl an. f c. subt ype==8) . After adding thefilter, afew stray Data frames are | ft;
Figure 16-10 shows the remaining Data frames in couplets gpproximately every three
seconds.

Figure 16-10. The leftover Data frames
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With afilter active, the 802.11 Data frames are fully decoded, and the Protocol field is
given the value of the protocol dissector for the highest possible layer. In this case, the
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Protocol fidd in Ethered is set to LLC because the datais contained as raw data within
an LLC header. After sdlecting one of the Data frames for further analys's, the tree view

displays Figure 16-11.

Figure 16-11. One of the random 802.11 Data frames and its LLC data
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The data is encgpsulated in araw LLC frame using the Unnumbered Information header.
The OUI used is assgned to Nokia Wireless Business Communications, the wireess
LAN product unit of Nokia. (The listing of assigned OUIs can be found at
http://standards.ieee.org/regauth/oui/oui .txt.) In the LLC data, the name of the access
point, Outside, isplainly clear.

The other Data frame, shown in Figure 16-12, also encapsulates a blob of data. | can only
assume that this Data frame encapsul ates workload information, though the data doesn't
make obvious which protocol isin use.

Figure 16-12. The second random 802.11 Data frame and its LLC data
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16.5.2 Case Study 2: Joining a Network

Joining a network is a more complicated affair than many people ever need to think

about. Stations wishing to access network services must locate a desirable network, prove

their identity, and connect to the network to start using its services. On awired network,
the joining process seems smple because the location and identification Seps are
performed by the network administrators. The network has been built out to network
jacks throughout the building, so locating a network consists of looking around for a jack.
Proving identity is based on physica access cortrol and persona interaction. Connecting
to the network conssts of plugging in the cable. Joining an 802.11 network conssts of
the same steps, but the elimination of the cable means the steps take a different form. To
find the network, you must actively scan for other stations to link up with. Authentication
cannot be based on physica access control but on cryptographic authentication. Finaly,
the connection to the network is not based on establishing a physica connection but on
thelogica connection of an association. The second case study examines the trace of a
dation joining a network after filtering out extraneous frames to present a clear picture of
the exchange.

16.5.2.1 Scanning

Scanning may be active or passve. Passive scans are carried out by listening to Beacon
framesin the area and are not be displayed on a network anayzer because the analyzer
cannot tell whether a given Beacon was heard by awirdless station. Active scansrely on
Probe Request and Probe Response frames, which are recorded by an andyzer.
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Figure 16-13 shows a Probe Request frame sent by a station seeking access to a network.
Probe Request frames carry only two variable information eements in the frame body:

the desired SSID and the supported data rates. Probe Requests are broadcast in two
senses. Fird, they are sent to the dl-1sdestination addressf f @ ff: ff: ff:ff:ff.
However, the frame filtering rulesin 802.11 would prevent such aframe from being

passed to higher protocol layersif the BSSID did not match. Therefore, the frameisadso
abroadcast inthesensethatitissenttoBSSID ff: ff: ff:ff: ff:ff.Ethered has
a so decoded the information elements to determine that the SSID parameter was st to
Lum ni f erous Et her . Probe Requests frequently use a zero-length SSID to
indicate that they are willing to join any available network, and any receiving network is
respongible for sending a Probe Response. However, this Probe Request is sent
specificaly to one network. Findly, the Probe Request indicates that the station supports
1-Mbps, 2-Mbps, 5.5-Mbps, and 11-Mbps operation, which iswhat is expected from an
802.11b card.

Figure 16-13. Probe Request frame
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In response to the probe request, access pointsin the SSID named Lum ni f er ous
Et her should respond with a Probe Response. Indeed, that is the next framein the
trace. Figure 16-14 shows the expanded view of the Probe Response framein Ethered's
tree view pane. Probe Response frames contain three fixed fidds. Timestamps are
included so that the probing station can synchronize its timer to the access point timer.
The Beacon interva isincluded because it is abasic unit of time for many power-saving
operations. It is expressed in time units, though later versions of Ethered convert it to
seconds. The third fixed fied is cgpability information. The access point tranamitting the
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frame does not implement WEP and is not an 802.11b access point, so most of the
Capability fidd flags are set to 0. The CFP capabilities are set to 0 because this access
point, like dl access points | am aware of, does not implement contention-free service.
After the fixed-length fidds, the variable-length fields describe the network. Parameters
are the same as in the Probe Request frame, with the addition of the DS Parameter Set to
identify the current operating channel.

Figure 16-14. Expanded view of Probe Response frame
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Probe Responses are unicast frames and must be acknowledged by the receiver.
Following the Probe Response, the receiver sends an acknowledgment to the access
point. No source addressis listed because the only address included in an 802.11
acknowledgment frame is the recelver address.

16.5.2.2 Authentication

After finding a network, the next sep isto authenticate to it. The network in this example
Isusng Smple open-system authentication. This greatly smplifies interpreting the trace
because open-system authentication requires exchanging only two authentication frames.

Fird, the station requests authentication with the first frame in the authentication

sequence, shown in Figure 16-15. Authentication requests occur only after the station has
matched parameters with the network; note that the BSSID now matches the source on
the Beacon frames. The firgt frame specifies authentication agorithm O for open system.
(Ethered decodes the field improperly; when highlighted, the deta pane clearly shows
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that the dgorithm number is set to 0.) Findly, the status code indicates success because it
istoo early in the sequenceto fall. Thereisabig time gap between the fourth and fifth
frames in the sequence because the driver on the client station was configured to prompt
the user to determine which ESS should be joined.

Figure 16-15. First authentication frame
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Authentication requests are unicast Management frames and must be acknowledged

under the rules of the DCF. The access point sends an acknowledgment immediaely after
receiving the first Authentication frame. The access point may then choose to dlow or
deny the request. Open systems are supposed to accept any authentication request, as this
one does (Figure 16-16). The second frame concludes the open system authentication
exchange, and, as expected, the result is successful. Once again, the sequence number is
highlighted in the data view pane. Like the previous Management frame, the second
Authentication frame is a unicast management frame and must be acknowledged.

Figure 16-16. Second authentication frame
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16.5.2.3 Association

After authentication is complete, the Sation is free to attempt association with the access
point. Figure 16-17 shows the frame expanded in the tree view. Mot of the parametersin
the association request are familiar by this point. Capability information is present, dong
with the SSID and supported rates of the station.

Figure 16-17. Association request
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Association Request frames must be acknowledged. Following the 802.11
acknowledgment, the access point decides whether to allow the association. The main
reason for regjecting an association isthat abusy access point may not have sufficient
resources to support an additional node. In this case, the association was successful. As
part of the response, which is shown decoded in Figure 16-18, the access point assgns an
Asociation ID.

Figure 16-18. Association response
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16.5.3 Case Study 3: A Simple Web Transaction

Now well look at a higher-level operation: atrace of amachine browsing the Web. If you
ask most network engineers how a connection to aweb server works, the reply woud go
something likethis

1. Beforeit can make an HTTP request, ahost must locate the HTTP server by

making a DNS request. Because the DNS server is probably not attached to the
same | P subnet as the hog, the host issues an ARP request to find its default
gateway.

Once it receives the ARP reply, the host sends a DNS query to resolve the name
of the web server (www.orellly.com). It receives areply with the IP address of the
web server (209.204.146.22).

The client opens a standard TCP connection to port 80 on the web server and
sends an HT TP request for the specified page.

On an 802.11 network, this smple, well-understood process requires 24 frames. Figure
16-19 shows these frames in the packet summary pane. A display filter has been gpplied
to remove SSH traffic that wasin the air at the same time, as wdll as the vendor- specific
access point name advertisements using the raw LLC encapsulation. References to frame
numbers throughout this section use the frame numbers from Figure 16-19.

Figure 16-19. Full web site trace
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16.5.3.1 The ARP request

The fird step in the processis an ARP request to get the MAC address of the default
router, 192.168.200.1. ARP requests are normally broadcast to the loca network. On a
wireless network, though, different procedures apply. To start with, the ARP request
takes more than one frame on the wirdess network. Thefirst frame, shown in Figure 16-
20, kicks off the exchange. The 802.11 header has severa expected fields. Theframeisa
Data frame because it is carrying a higher-layer packet. It is bound for the distribution
system in the AP, so the ToDS bit is s&t, and the FromDS bit is clear. Like dl ARP
requests, it is sent to the broadcast address. However, the BSSID keeps the broadcast
from being replicated to wirdess stations attached to other BSSsin the area.

Figure 16-20. Initial ARP request
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Although the frame is destined for a broadcast address, the wirdess LAN station has no
way of sending a broadcast directly onto the wired network. The access point converts
the frame into a broadcast on the wired network. Like any packet on the wired network,
the access point checks to see whether the broadcast must be relayed to the wireless
network. Frame 3 isthe ARP request after it is processed by the access point. Note that
the FromDS hit is st to indicate that the frame originated on the digtribution system. In
this case, the frame originated on the wired network (the digtribution system medium).

16.5.3.2 The ARP reply

Once the frame reaches the wired network, the default router can reply. The ARP reply of
Frame 4 isshown in Figure 16-21. The Reply frame originates from the wired network,
30 the FromDS hit is set. The frame retains its source address from the wired network.

Figure 16-21. ARP reply
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16.5.3.3 The DNS request

The DNS request of Frame 5 is shown in Figure 16-22. It is sent using the same BSSID
used throughout this example, with a source address of the wireless LAN sation and a
degtination of the default router. The frame originates on the wireless network and must
be bridged to the wired side, so the ToDS bit is s&t. Etheredl's tree view shows summary
decodes on the source and destination | P addresses and UDP ports. Finally, the DNS
decode is called, which shows the request for the address of www.oreilly.com

Figure 16-22. DNS request
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Frame 6 is an 802.11 acknowledgment of the DNS request. It is a Control frame of type
Acknowledgment. Acknowledgment frames are extraordinarily smple, containing only
the address of the sender of the previous frame. It is shown in Figure 16-23.

Figure 16-23. ACK of DNS request
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16.5.3.4 The DNS reply

The DNS system queried in the previous step responds with Frame 7, which is shown in
Figure 16-24. The frame comes from the distribution system, so the FromDS bit is set.
The source MAC address of the frameisthe default router and is transmitted using the
BSSID of the network. Like al unicast Data frames, the DNS reply must be
acknowledged by the 802.11 MAC layer. Frame 8 is the required acknowledgment.
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Figure 16-24. DNS reply
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16.5.3.5 The TCP three-way handshake

The TCP three-way handshake is shown in the packet view panein Figure 16-25. Note
that each TCP segment involved is embedded in a unicast 802.11 data and must be
acknowledged, so the exchange requires Six frames.

Figure 16-25. TCP three-way handshake
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16.5.3.6 The TCP data transfer

The HTTP connection itself lasts much longer than everything weve seen so far, but
everything past the three-way TCP handshake is boring. Figure 16-26 illugtrates the
exchange, which consists of aseries of packetsin the following pattern:

1. An 80211 Data frame containing amaximum-sized TCP segment from the web
server, carrying data from TCP port 80 on the server to the random high-
numbered port chosen by the client. The frame's source address is the default
router, but its transmitter address is the access point.

2. An 802.11 acknowledgment from the client to the access point to acknowledge
receipt of the framein step 1.
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3. An802.11 Dataframe carrying a TCP acknowledgment from the client to the
server acknowledges the receipt of the datain the framein step 1. However, the
acknowledgment in this step is a TCP segment, which is higher-layer datato the
MAC layer. The source MAC address of thisframe isthe client, and the
destination MAC address is the default router. However, the default router ison a
wired Ethernet, and an access point is required for bridging, so the receiver
addressisthe MAC address of the wirdess interface in the access point.

4. The access point sends an 802.11 acknowledgment for the framein step 3 to the
client.

Figure 16-26. Frames corresponding to the bulk transfer of an HTTP connection
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16.6 AirSnort

Technicdly, AirSnort is not anetwork analysistoal. It isatool that every wirdess
network adminigtrator should be familiar with, though, because it dlows amdicious
attacker to retrieve the WEP keys from an active network smply by collecting enough
traffic. AirSnort was released with some fanfare in August 2001 as the first public
implementation of the Fuhrer/Mantin/Shamir attack aganst WEP.

16.6.1 Prerequisites

Before attempting to configure AirSnort, you need to have a configured kernel source
tree, a configured PCMCIA source tree, and a compiled linux-wlan-ng driver capable of
raw packet captures. If you have dready built Ethereal for use with a PRISM-2 card, dl
the prerequisites should be met. Download and unpack the code from
http://airsnort.sourceforge.net; the current verson as this chapter was written was 0.0.9.
Unlike Adam Stubblefield's attack, the code for AirSnort is publicly available under the
GPL.

AirSnort can be used to recover either standard 40-bit keys or what it refers to as 128-hit
keys. However, as noted in Chapter 5, the label of 128-bit WEP isadight misnomer
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because it refers to the size of the RC4 key. After subtracting the 24-bit initidization
vector, only 104 hits are secret. To be accurate, then, AirSnort can be used to recover 40-
bit secret keys and 104-hbit secret keys, which correspond to the two most common WEP
implementations currently on the market. Some vendors have WEP implementations that
use longer keys, for example, Nokia uses 128 secret bits in addition to the 24-hit IV, and
this vendor's long key-length WEP cannot currently be attacked with AirSnort. However,
the longer key length doesn't provide any red protection againg this attack. If the history
of open source development isaguide, future versons of AirSnort will be able to attack
longer keys.

16.6.2 Compiling

AirSnort iswritten in C++. Some Linux digtributions do not ingtal a C++ compiler by
default, s0 you may need to fetch the C++ compiler package before proceeding. Smply
run make in the top-leve directory to build the package:

$ make

make -C src

make[ 1] : Entering directory " /hone/gast/w an/airsnort -
0.0.9/src'

g++ -g -Cc -0 capture.o capture.cc

gt+ -g -c -0 Packet Source.o Packet Source. cc

g++ -0 capture capture.o Packet Source.o -I|ncurses
gt+ -g -c -0 crack.o crack.cc

gt+ -g -c -0 RC4.0 RCA.cc

gt+ -g -c -0 crc-32.0 crc-32.cc

g++ -0 crack crack.o RC4.0 crc-32.0

g++ -g -C -0 gencases.0 gencases.ccC

g++ -0 gencases gencases.o RC4.0 crc-32.0

gt+ -g -c -0 decrypt.o decrypt.cc

gt+ -g -c -o utils.o utils.cc

g+t+ -0 decrypt decrypt.o RC4.0 crc-32.0 utils.o
make[ 1] : Leaving directory "/home/gast/w an/airsnort -
0.0.9/src'

Thefind product of the compilation is two executable files:

capture
A program that interfaces with low-leve device driversto capture raw packets as
they come in. The sole argument to capture is the filename used to store
"interesting” packetsfor later processing.

crack
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A program that takes the interesting packets saved by capture and runsthem
through the cryptographic attack.

16.6.3 Running AirSnort

AirSnort depends on promiscuous capture, o start by usng wianctl-ng to enable
promiscuous mode capture on the channel you want to monitor:

# w anctl-ng w anO | nxreq_w ansni ff channel =5
enabl e=true
nmessage=l nxreq_wW ansni ff

enabl e=true

channel =5

resul t code=success

Next, fire up AirSnort's capture program. capture grabs al the incoming frames and
looks for frames with awesk initialization vector. Those frames are saved for further
andyds. capture takes one argument: the name of the file for saving captured frames.
capture aways gppends data to the saved file, so afile can collect the traces from severa
sniffing sessions before attempting andyss. The - option displays Satigtics on the
number of packets captured, the number of encrypted packets andyzed, and the number
of weak |Vssaved. It dso displaysthelast 1V received, which alows you to check for
vulnerability to the "IV increments from zero" design flaw identified by the Berkeley

team. capture won't run if the driver is nat in sniffing mode.

$ ./capture -c 40bits.1

AirSnort Capture v0.0.9
Copyright 2001, Jereny Bruestle and Bl ake Hegerle

Tot al Packet s: 70550
Encrypt ed Packet s: 22931
I nteresting Packets: 5
Last IV = 8f:1b: 1e

To attempt key recovery, run the crack program against the capture output file. crack
takes one argument, which is the name of the capture file. There are two options. The -b
option controls the breadth of the analysis and ranges from 1 to 5. Wider breadths take
more CPU time but may be able to guess the key earlier. The second option isthe key
length, specified as-|. crack can attempt to recover 40-bit keys and 128-bit keys (with
104 secret bits), which are specified with -1 40 and -1 128, respectively. Note that higher
breadths can require vastly more CPU time at long key lengths. As a practical matter, all
breadths are fine for 40-bit keys. For 128-bit keys, a breadth of 2 requires about 30
seconds of run time, and a breadth of 3 takes so long to complete, it'simpracticd.
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When crack is unsuccesstul, it amply prints the number of samplesreceived. Each IV is
associated with the key byte it is used to attack. crack categorizes the samples against
each key byte; the authors of AirSnort suggest that gpproximately 115 samples are
needed for each key byte to mount a successful key recovery:

[ gast @] oodhound airsnort-0.0.9]$% tinme ./crack -b 5
40bits. 1

Readi ng packets

Perform ng crack, keySize=40 bit, breadth=5

Key Byte 0: 8 sanples

Key Byte 1. 12 sanples

Key Byte 2: 9 sanples

Key Byte 3. 8 sanples

Key Byte 4: 11 sanples

Check sanples: 10

FAILED r=1

0. 29user 0. 14system 0: 00. 42el apsed 100%CPU

(Oavgt ext +0avgdat a Omaxr esi dent) k

Oi nput s+0out puts (152maj or +16m nor ) pagef aul ts Oswaps

When acrack runissuccesstul, it printsthe key at the end of the run. Some vendors
samply take an ASCII string and use the ASCII representation for the WEP key, so crack
prints both the hexadecima and textud representations of the key string:

[ gast @Il oodhound airsnort-0.0.9]% tine ./crack -b 5
40bits. 1

Readi ng packets

Perform ng crack, keySize=40 bit, breadth=5
Key Byte 0: 143 sanpl es

Key Byte 1. 149 sanpl es

Key Byte 2: 132 sanpl es

Key Byte 3: 127 sanpl es

Key Byte 4: 128 sanpl es

Check sanples: 10

GOT KEY!
Hex = 9c: 3b: 46: 20: 97
String ="'.;F .'

0. OOuser 0. 0l1lsystem 0: 00. Olel apsed 62%PU
(Oavgt ext +0avgdat a Omaxr esi dent) k
Oi nput s+0out puts (153maj or +21m nor) pagef aul ts Oswaps
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(Although it is probably meaningless to do o, | have changed the key on my wireess
LAN from 9c:3b:46:20:97.)

16.6.4 Key Recovery Time Estimates

There are two components to recovering akey. First, enough frames with weak 1Vs must
be gathered to mount an attack, which | refer to asthe gathering time Second, a
successful attack must be run againgt the stored frames, which | refer to asthe analysis
time.

In my experience, the time required to gather enough data to mount the attack dominates
the CPU time required to run the attack. With enough samples to successfully attack, the
andysstime isonly afew seconds. The andysistime scaeslinearly, so the protection

afforded by longer keysis only afew seconds. By doubling the key length, the CPU time
required for the attack will double, but doubling afew secondsis till only afew seconds.

In my red-world trids againgt my home network, only afew hours of gathering time
were required, and longer keys did not draméticaly increase the gathering time. While
longer keys require more weak 1Vs, more Vs are weak at longer key lengths. WEP 1Vs
are three bytes long and are often written in the byte-delimited, colonseparated format
commonly used for MAC addresses. Weak |Vshave amiddle bytethat isal 1s; that is,
they can be written in the form B+3:FF.N, in which B and N may take on differert
vaues. In the Fluhrer/Mantin/Shamir attack, N may be any vaue from 0 to 255 and is not
congtrained. Each weak key helps recover a particular byte in the secret portion of the
key. B isthe byte number, starting from O, of the secret portion of the key. Thus, aweak
IV of theform 4:FF.N helps recover key byte 1. The number of week 1Vsisthe product
of the key length in bytes multiplied by 256; Table 16-3 shows how the fraction of weak
keys increases with key size. Asthe fraction of weak keys increases, the requisite number
of weak keys may be gathered more quickly.

Table 16-3. Number of weak packets as a function of key length
Secret key Valuesof B+3in weak |V Number of weak | Fraction of IV
length (B+3:FF:N) Vs space

3<=B+3<8

40 bits 1,280 0.008%
(0<=B<Y)
3<=B+3<16

104 bits 3,328 0.020%
(0<=B <13
3<=B+3<19

128 bits 4,096 0.024%
(0<=B<16)

Two opposing forces work on the gathering time. Longer keys require more samples of
weak 1Vs but dso expose more 1Vs as weak. In my experience, these two effects offset
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for the mogt part, though longer keys may dightly increase the gathering time. In theory,
the two effects should offset each other. In fact, the number of weak 1Vsthat need to be
collected is directly proportiond to the key size. In my testing, about 100 wesk 1Vs per
key byte were necessary before the key recover could be successful. The fraction of wesk
IVsisdso adirect function of the key size in bytes, so thereisreason to bdieve that the
gathering timeis independent of key Sze.

In my experimental runs, | generated a 30% load on an 11-Mbps 802.11b network. | was
aways able to recover keysin eight hours, though | could occasiondly recover shorter
keysin asfew asfive. Many production wirdess LANs may run a higher loads, which
would certainly decrease the required gathering time. If the network 1oad was 60%,

which would not be outrageous for an 11-Mbps shared medium, keys could easily be
recovered within asingle working day. AirSnort conclusvely demondtrates that any
information flowing over awireless LAN and protected with standard WEP shoud be
treated as fully exposed.
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Chapter 17. 802.11 Performance Tuning

Until now, wirdless network administrators have probably received a bit of afreeride.
Wirdessis new and cool, and people do not know what sort of service they should
expect. Users are happy that it works at dl, and it is both easy and correct to tell them
that they should not expect the same performance they would see on a 100BaseT
Ethernet. Mogt wirdessingdlations do not have large user communities and therefore do
not have dozens or hundreds of stations trying to associate with asmal number of access
points. Furthermore, most wireless networks are logically subordinate to existing wired
networks. 802.11 was designed to complement existing LANS, not replace them. When
thewired LAN is the primary network, people can sill get the job done without the
wireless network, and it is seen asless critica. Most likely, your biggest problems are
positioning your access points So you have coverage everywhere you warnt it, ingaling
drivers, and keeping your WEP keys up to date.

However, networks have away of growing, and users have away of becoming more
demanding. Y our network's performance "out of the box" is probably fairly poor, even if
no one but you notices. Changing the physical environment (by experimenting with

access point placement, externa antennas, etc.) may aleviate some problems, but others
may best be resolved by tuning adminigtrative parameters. This chapter discusses some of
the administrative parameters that can tuned to improve the behavior of your wireless
network.

17.1 Tuning Radio Management

Aswith other types of wireless networks, the most precious resource on an 802.11
network is radio bandwidth. Radio spectrum is congtrained by regulatory authority and
cannot be easily enlarged. Severd parameters dlow you to optimize your network's use
of the radio resource.

17.1.1 Beacon Interval

Beacon frames serve severd fundamental purposes in an infrastructure network. At the
most basic level, Beacon frames define the coverage area of abasic service st (BSS). All
communication in infrastructure networks is through an access point, even if the frameis
sent between two stations in the same BSS. Access points are stationary, which means
that the distance a Beacon frame can trave rdliably won't vary over time! Stations
monitor Beacon frames to determine which Extended Service Sets (ESSs) offer coverage
a ather physcd location and use the received sgnd strength to monitor the sgnd

qudity.

M Multipath interference may cause odd time-dependent interference
patterns. A particular spot may be within range of an access point at one
instant in time and subject to multipath fading seconds later. However, such a
spot has marginal coverage and should not be considered a part of a basic
service area.
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Transmitting Beacon frames, however, egts up radio capacity. Decreasing the Beacon
interval makes passve scanning more reliable and faster because Beacon frames
announce the network to the radio link more frequently. Smaller Beacon intervas may
aso make mobility more effective by increasing the coverage information available to
mobile nodes. Rapidly moving nodes benefit from more frequent Beacon frames because
they can update signa strength information more often.’2 Increasing the Beacon interval
indirectly increases the power-saving capability of attached nodes by dtering the listen
interva and the DTIM intervd, both of which are discussed in Section 17.2. Increasing
the Beacon interva may add an incrementa amount of throughput by decressing
contention for the medium. Time occupied by Beacon frames is time that can't be used
for tranamitting data.

1 802.11 is not designed to support high-speed mobility, though. Cellular-
based, wide-area technologies are more effective.

17.1.2 RTS Threshold

802.11 includes the RTS/CTS clearing procedure to help with large frames. Any frame
larger than the RTS threshold must be cleared for departure from the antenna by
transmission of an RTS and reception of a CTS from the target. RTS/CTS exigtsto
combat interference from so-caled hidden nodes. The RTS/CTS exchange minimizes
interference from hidden nodes by informing dl stationsin the immediate areathat a
frame exchange is about to take place. The standard specifies that the RTS threshold
should be st to 2,347 bytes. If network throughput is dow or there are high numbers of
frame retransmissions, enable RTS clearing by decreasing the RTS threshold.

In Chapter 3, | said that a hidden node was a node that wasn't visible to dl the stations on
the network. Under what sorts of Situations can you expect hidden nodes? Just about any,
redly. In dmost any network, there are bound to be places where two nodes can reach the
access point but not each other. Let's consider the smplest network imaginable: one
access point in the middle of alarge fiddd with nothing to cause reflections or otherwise
obgtruct the signd. Take one mobile station, start at the access point, and move east until
the Sgnal degrades so that communication is just barely possible. Now take another

gation and move west. Both stations can communicate with the access point, but they are
invisible to each other.

The previous thought experiment should convince you that invisble nodes are afact of
life. I would expect invisble nodes to be common in buildings with agreat ded of metd
inthewalls and floors, lots of surfaces capable of reflecting radio waves, and lots of

noise sources. In generd, the harsher the radio environment, the greeter the probability
that a sgnificant number of nodes are invisible to each other. All environments have
hidden nodes. The question is how many there are and how many collisons result.
Hidden nodes are likely to be more of a problem on highly populated networks, where
more stations have the opportunity to transmit and cause unwanted collisons, and on
busy networks, where there are more network communications that can be interrupted by
unintended collisons.
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17.1.3 Fragmentation Threshold

MAC-layer fragmentation is controlled by the fragmentation threshold varigble. Any
frames longer than the fragmentation threshold are diced into smaller units for
transmisson. The default fragmentation threshold is the smdler of 2,346 or the maximum
MAC frame length permitted by the physica layer. However, the RF-based physica
layers usudly have amaximum MAC frame length of 4,096 bytes, so this parameter
generdly defaults to 2,346. The common vaue immediately implies that fragmentation
and RTS/CTS clearing are often used in tandem.

In environments with severe interference, encouraging fragmentation by decreasing this
threshold may improve the effective throughput. When single fragments are logt, only the
lost fragment must be retranamitted. By definition, the lost fragment is shorter than the
entire frame and thus takes a shorter amount of time to transmit. Setting thisthreshold is
addicate balancing act. If it is decreased too much, the effective throughput falls because
of the additiona time required to acknowledge each fragment. Likewise, setting this
parameter too high may decrease effective throughput by alowing large framesto be
corrupted, thus increasing the retransmission load on the radio channdl.

17.1.4 Retry Limits

Every gation in anetwork has two retry limits associated with it. A retry limit isthe
number of times a station will attempt to retranamit a frame before discarding it. The long
retry limit, which gpplies to frames longer than the RTS threshold, is set to 4 by defaullt.
A frame requiring RTS/CTS clearing is retranamitted four times before it is discarded and
reported to higher-leve protocols. The short retry limit, which applies to frames shorter
than the RTS threshold, is set to 7 by default.

Decreasing the retry limit reduces the necessary buffer space on the locd system. If
frames expire quicker, expired frames can be discarded, and the memory can be
reclaimed quicker. Increasing the retry limits may decrease throughput due to interactions
with higher-layer protocols. When TCP segments are logt, well-behaved TCP
implementations perform adow dart. Longer retry limits may increase the amount of
time it takes to declare a segment logt.

17.2 Tuning Power Management

From the outset, 802.11 was designed for mobile devices. To be useful, though, mobile
devices cannot be congtrained by a power cord, so they usudly rely on an internal

battery. 802.11 includes a number of parameters that alow stations to save power, though
power saving is accomplished at the expense of the throughput or latency to the station.

17.2.1 Listen Interval
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When dtations associate with an access point, one of the parameters specified isthe listen
interval, which is the number of Beacon intervas between instances when the station
wakes up to received buffered traffic. Longer listen intervals enable a station to power
down the transceiver for long periods. Long power-downs save a great ded of power and
can dramdticaly extend bettery life. Each station may have its own listen interval.

Lengthening the listen interval has two drawbacks. Access points must buffer frames for
desping gations, so along ligen interval may require more packet buffer space on the
access point. Large numbers of clients with long listen interva's may overwhem the
limited buffer gpace in access point hardware. Second, increasing the listen Interval
delays frame ddlivery. If agation is degping when its access point receives aframe, the
frame must be buffered until the deeping Sation is avake. After powering up, the station
must receive a Beacon frame advertising the buffered frame and send a PS-Poll to
retrieve the frame. This buffering and retrieval process can dday the time the frame
spendsin trangt. Whether thisis acceptable depends on the traffic requirements. For
asynchronous communications such as email, lengthening the ligten Interva ian't likely to
be a problem. But in other gpplications that require synchronous, time-sendtive
communications (such as securities market data feeds today or an I P phone with an
802.11 interface in the future), alonger interval might not be acceptable. Certain
applications may aso have trouble with the increased latency. Database applications, in
particular, are Sgnificantly affected by increased latency. A task group isworking on
MAC enhancements to provide qudlity of service for transmissions on 802.11 networks,
but no standard has emerged yet.

17.2.2 DTIM Period

The DTIM period is a parameter associated with an infrastructure network, shared by all
nodes associated with an access point. It is configured by the access point administrator
and advertised in Beacon frames. All Beacon frames include a traffic indication map
(TIM) to describe any buffered frames. Unicast frames buffered for individud stations
are ddivered in response to a query from the station. This polled gpproach is not suitable
for multicast and broadcast frames, though, because it takes too much capacity to
transmit multicast and broadcast frames multiple times. Instead of the polled approach,
broadcast and multicast frames are delivered after every Ddlivery TIM (DTIM).

Changing the DTIM has the same effect as changing the listen Intervd. (That should not
be a surprise, given that the DTIM acts like the listen Interva for broadcast and multicast
frames.) Increasing the DTIM dlows mobile sations to conserve power more effectively
at the cost of buffer space in the access point and delaysin the reception. Before
increasing the DTIM, be sure that al applications can handle the increased delay and that
broadcasts and multicasts are not used to distribute data to dl stations synchronoudly. If
the gpplication uses broadcast or multicast frames to ensure that all mobile sations
receive the same blob of data smultaneoudy, as would be the case with ared-time data
feed, increasing the DTIM will likely have adverse effects.

17.2.3 ATIM Window
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In an infrastructure network, access points provide most of the power-saving support
functions. In an independent or ad hoc 802.11 network, many of those functions move
into the network interface driver. In ad hoc networks, stations are required to power up
for every Beacon transmission and remain powered up for the duration of the
Announcement TIM (ATIM) window, which is measured in time units (TUS).

Decreasing the ATIM window increases the power savings because the required power-
on time for the mobile sations is reduced. Stations can power down quickly and are not
required to be active during a large fraction of the time between Beacons. Increasing the
ATIM window increases the probability a power-saving station will be avake when a
second station has aframe. Service qudity isincreased, and the required buffer spaceis
potentidly smadller.

Decreasing or disabling the ATIM window would probably have the same effect on
synchronous or redl-time gpplications as incressing the DTIM timer on an infrastructure
network—thet is, it islikely to cause problems with less reliable communications or
gpplications that depend on red-time data. One of the most obvious examples of ared-
time gpplication of ad hoc networking is gaming, but it is far more likely that ad hoc
gaming networks would be tuned for low delay and high throughput than for low- power
operation.

17.3 Timing Operations

Timing is akey component of 802.11 network operations. Several management
operations require multistep processes, and each has its own timer.

17.3.1 Scan Timing

To determine which network to join, a station must first scan for available networks.
Some products expose timers to alow customization of the scanning process. In products
that expose timers, both an active scan timer and a passive scan timer may be exposed.
The active timer isthe amount of time, in TUS, that a Sation waits after sending a Probe
Reguest frame to solicit an active response from access points in the area. Passve
scanning issSmply listening for Beacon frames and can take place on severd radio
channels, the passve scan timer pecifies the amount of time the receiver spends

listening on each channd before switching to the next.

17.3.2 Timers Related to Joining the Network

Once a gation has located an infrastructure network to join, it authenticates to an access
point and associates with it. Each of these operations has a timeout associated with it. The
authentication timeout isreset at each stage of the authentication process; if any step of
the process exceeds the timeout, authentication fails. On busy networks, the timeout may
need to be increased. The association timeout servesasmilar function in the association
process.
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17.3.3 Dwell Time (Frequency-Hopping Networks Only)

The amount of time that an FH PHY spends on asingle hop channd is cdled the dwell
time. It isset by loca regulatory authorities and is generdly not tunable, except by
changing the network card driver to a different regulatory domain.

17.4 Physical Operations

Most wirdless LAN hardware on the market includes antenna diversity and user-
selectable power levels, though neither option is Strictly required by the specification.
Some products implementing these features offer configuration options to control them.

17.4.1 Antenna Diversity

Multiple antennas are a common way of combating multipath fading. If the Sgnd levd a
one antennaiis bad due to multipath effects, a second antenna a short distance avay may
not be subject to the same fade. Some products that implement antenna diversity dlow it
to be disabled, though there is little reason to do so in practice.

17.4.2 Transmit Power Levels

All common 802.11 products implement multiple transmisson power levels. Boogsting
the power can overcome fading because the power does not fall below the detection
threshold. Power level sdection may not be available in dl products and may depend on
the country in which you use the product; the transmitted power must comply with loca
regulatory requirements. Consult your manufacturer's documentation or support
organization for details.

Lower power can be used to intentionally increase the access pont dengity. Increasing the
access point dendty can increase the aggregate wirel ess network throughput in agiven
area by dhrinking the size of the BSSs providing coverage and dlowing for more BSSs.
Depending on the number of access points required by 802.11a equipment, reducing the
transmit power on access points might also be useful in reducing the coverage area as
part of amoveto 802.11a

17.5 Summary of Tunable Parameters

For quick reference, Table 17-1 summarizes the contents of this chapter, including the
effect of changing each of the tuning parameters.

Table 17-1. Summary of common tunable parameters
Meaning and Effect when Effect when
Parameter units decr eased increased
Beaconinterva Number of TUs Passive scans Smdl increesein
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Table 17-1. Summary of common tunable parameters

Par ameter M eaning and Effect when Effect when
units decr eased increased
between complete more availableradio
trangmission of quickly, and mobile capacity and
Beacon frames. dationsmay beable  |throughput and
to movemorerapidly  |increased battery life.
while maintaining
network connectivity.
Frameslarger than |Grester effective mra)q n;]um tir;eoretlcd
thethreshold are  |throughput if there are inc(:ug putl but an

RTS Threshold preceded by alarge number of — ’ will be
RTS/CTS hidden node situations |10 ovement

redized only if there
exchange. . )

isno interference.
Frameslarger than |Interference corrupts :R%E E;E fsrg(:rjggggt

Er ion thethresholdare  |only fragments, not redu ¥

Tr?rg&dqol d trangmittedusing  \whole frames, so fr mg?t ~fion
thefragmentation  |effective throughput o
procedure may increase. acknowledgment

' overhead.
Number .Of. Frames are discarded Re”?“?“' ting upto
retransmisson more auickly. o the limit takes longer

Long Retry Limit attempts for frames b ufferq Y and may cause TCPto
longer than the reqi reml ot is lower throttle back on the
RTS threshold. < " |datarate.

Number of
retransmisson

Short Retry Limit attempts for frames measlong retry meas long retry
shorter than the ' i
RTS threshold.

Number of Beacon |Latency of unicast Power savings are
intervasbetween  [framesto dation is increased by keeping

Ligen Interva awakenings of reduced. Also reduces |transceiver powered
power-saving buffer load on access  |off for alarger
gations. points. fraction of thetime.
Number of Beacon .
intervals between Latency of multicast Power savings are

and broadcast datato |. .
DTIM ; : increased by keeping
, . power-saving stetions .

DTIM Window trangmissons . transceiver powered
(appliesonly to Irsecrlsdc;sciduf?elrslo oad on off for alarger
infrastructure 200655 DOINES. fraction of thetime.
networks). PO

ATIM Window Amount of time I ncreases power Latency to power-
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Table 17-1. Summary of common tunable parameters

Par ameter M eaning and Effect when Effect when
units decr eased incr eased
each gation savings by dlowing saving dationsis
remains awake mobile gationsto reduced, and the
after aBeacon power down more buffer load may be
trangmissoninan  |quickly after Beacon  |decreased for other
independent transmission. gationsin the
network. network.
Amount of time a
dation walits after Station moves auickl Scan takes longer but
Active Scan Timer sendingaProbe | ISy is more likely to
in its scan.
Response frame to succeed.
receive aresponse.
Amount of timea  |Station may not find
Passive Scan Timer dtation moni torsa Fhe intende_d network Zcr?:osze: Sr;ger out
channd looking if the scan istoo
) succeed.
forasgnd. short.
Maximum amount  |Authentications must
of time between proceed fagter; if the
AuthenticationTimeout  |successve frames  (timeout istoo low, No sgnificant effect.
in authentication there may be more
sequence. retries.
Maximum amount  |Associations must
of time between proceed fagter; if the
Asociaion Timeout successveframes  |timeout istoo low, No sgnificant effect.
in association there may be more
seguence. retries.
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Chapter 18. The Future, at Least for 802.11

It's hard to make predictions, especially about the future.
—Yogi Bera

This completes our picture of the current state of 802.11 networks. In this chapter, well
get out acrystd ball and look at where things are heading. First, well look at sandards
that are currently in the works and close to completion. Then well take a somewhat
longer-term look and try to draw conclusions about where wireless local networks are
heading.

18.1 Current Standards Work

Publication of the 802.11 standard was only the beginning of wirdess LAN
standardization efforts. Severa compromises were made to get the standard out the door,
and agreat deal of work was deferred for later. The 802.11 working group conducts its
business publicly, and anybody can view their web Ste a
http://grouper.ieee.org/groups/802/11/ to get an update on the progress of any of these
revisonsto 802.11.

Revisonsto the standard are handled by Task Groups. Task Groups are lettered, and any
revisons inherit the letter corresponding to the Task Group. For example, the OFDM
PHY was standardized by Task Group A (TGa), and their revison was called 802.11a.

18.1.1 Task Group D

802.11 was written with only North American and European regulatory agenciesin mind.
Expanding the wirdess LAN market beyond these two continents required that the
802.11 working group study regulatory requirements for other locations. TGd was
chartered for this purpose, and the required revisions were gpproved in June 2001 as
802.11d.

18.1.2 Task Group E: Quality of Service

TGe works on generic MAC enhancements, including both quality of service (QoS) and
security. Security issuestook on alife of their own, though, and were eventualy split off
into TG, leaving only qudity of service revisons for TGe. Work on the draft is currently
being letter balloted; once any outstanding issues are worked out, the draft will be sent to
the IEEE Standards Association for review.

18.1.3 Task Group F: A Standard IAPP

Right now, roaming between access pointsis possble only if al the access pointsin the
BSS come from the same vendor. Before roaming between access points supplied by

RED HAT 1052
383 RED HAT V. CAS



different vendors can become aredity, a sandardized Inter- Access Point Protocol (IAPP)
is required. With most of the bugs worked out of existing wireless LAN products on the
market, cusomers are now turning to the challenge of expanding existing networks. Lack
of avendor-neutral IAPP is hindering these efforts and isamagor driver behind the
standardization work.

18.1.4 Task Group G: Higher ISM Data Rates

Now that we have reached the third millenium, data rates of 2 Mbps or even 11 Mbps can
be considered "dow" for LAN gpplications. Many customers have invested in site
surveysto identify potentia problems with the RF environment on an 1SM-band wireless
LAN. Building awirdess LAN in the 2.4-GHz spectrum is reasonably well understood.
Customers would like to take advantage of this existing work in understanding the ISM
band with even higher datarates. The project authorization request that set up TGg
specifies atarget datarate of at least 20 Mbps.

The encoding mechanisms used by 802.11b are more sophigticated than the initial 802.11
draft, but they <till leave agreat ded of room for improvement. In May 2001, the Texas
Instruments proposal to use Packet Binary Convolution Coding (PBCC) was removed
from congderation; the surviving proposa to use OFDM in the ISM band made by
Intersil looks likely to succeed, dthough it has not yet attained enough support to reach
draft status.

18.1.5 Task Group H: Spectrum Managed 802.11a

Spectrum Managed 802.11a (SMa) incorporates two additiona featuresinto the 802.11a
standard: dynamic channel selection and transmit power control. Both features are
designed to enhance 802.11a networks, additiondly, both are required to obtain
regulatory approva for 802.11a devicesin Europe. Dynamic channd sdlection improves
the ability to coexist with other users of the 5-GHz bands because devices can select
channels based on redl-time feedback. One likely gpplication of dynamic channd

sdection is selecting lower-powered channels for short-range indoor stuations while
transparently switching to a higher-power channd when longer ranges are required.
Transmit power control enables dense network deployments by alowing adminigtrators

to control the area that an access point services by tuning the power to achieve the desired
size. Prliminary implementations of TGh enhancements have dready been developed by
vendors and will likely be revised to comply with the find standard.

18.1.6 Task Group I: Improving 802.11 Security

Security has been the most visble flaw in current 802.11 implementations and, asa

result, has grabbed the headlines. Weak security was long suspected, and these suspicions
became redity with the successful attempt to break WEP's cryptosystems. Initidly, TGi
had contemplated smply lengthening the key, but the success of the
Fluhrer/Mantin/Shamir attack means that such an approach isadso doomed to fail. TGi

has refused to mandate any authentication protocols or key digtribution mechanisms but
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has adopted the 802.1x framework and is moving forward.*! Several proposals that have
been made involve the use of PPP's Extensible Authentication Protocol (EAP) to
authenticate users, EAP is specified in RFC 2284, which wasin turn updated by RFC
2484. 1t is unclear what will come out of TGi, but the possibility that manua keying will
remain the only method for key didtribution leaves a great ded of room for third-party
security products, especidly if TGi does not finish standardization before 802.11a
products are produced in volume.

™ The recent discovery of flaws in 802.1x makes it seem likely that this story
is far from over.

18.2 The Longer Term

What does the picture look like over the longer term? 802.11 has dready killed off other
wirdess efforts amed at the home market (such as HomeRF), and it seemslikely to
severdly congtrain deployment of Bluetooth as well—which is unfortunate, because
Bluetooth and 802.11 can coexist and serve different needs.

Thelarger issues for thelong term are in areas such as wirdless mobility and security,
both of which present problems that aren't easily solved.

18.2.1 Mobility

Wirdess networks are fundamentally about mobility. 802.11 deployments have
successfully demondrated that users are interested in mohility and that mobile
connectivity isalong-fdt need in the networking world. After dl, users move, but
network jacks do not.

However, 802.11 offers only link-layer mobility, and thet is possble only when the
access points can al communicate with each other to keep track of mobile stations.
Standardization of the IAPP by Task Group F should make it easier to deploy networks
by facilitating interoperability between multiple vendors. Standardizetion of the IAPP
will dso make it eesier to merge multiple digtinct wirdess networks into each other.

A lot of planning isrequired if you want to deploy awirdess LAN with asubstantia
coverage areg, epecidly if seamless mobility through the entire coverage arealis a
requirement. In most deployments, the requirement for centralized planning is not in and

of itsdlf a hurdle. With community networks, however, loose cooperation isthe

watchword, and centralized command-and-control planning makes it hard to build a
functiona network. Furthermore, community networking groups do not have the

resources to purchase big Ethernet switches, extend VL ANS between houses, and create a
neighborhood fiber backbone. Community networks are typicaly afederation of access
points that offer Internet access through NAT. Without centralized addressing, mobile
users will need to obtain new DHCP addresses when roaming throughout a network.
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It's easy to overlook the problems that mobility causes at the IP levd. It's easy to say that
awirdess node should receive a new IP address when it moves from one part of alarger
network to another, but in practice, it isnt smple. How do you get the node to notice that
it should abandon its current address and ask for a new one? What happens to network
connections that are open when the node's IP address changes?

Avoiding the NAT requirement and the need to periodicaly change addresses requires
mohility at the network layer. Mobile IP has been standardized to a reasonable degree,
but an open source Mobile IP implementation of choice has yet to emerge. Barring a
large commercid driving force, it islikely that community networking will drive future
open source Mohile IP implementation. WWhen Mobile IP can be deployed without
sgnificant headaches, there may be another burst in the market as network managers
discover that deployment of wirdess networks can happen without painful readdressing
or Ethernet switching games.

Wirdess LANs are likely to borrow afew concepts from mobile telephony. When
European telephony experts wrote the standards on which modern second-generation
cdlular networks are built, it was explicitly recognized that no single tdecommunications
carrier had the resources to build a pan- European cdlular network. Wirdess telephony
had previoudy been held back by a plethora of incompatible standards that offer
patchwork coverage throughout parts of Europe. Experts redized that the vaue of
carrying amobile telephone was proportiond to the areain which it could be used. Asa
result, the GSM standards that were eventudly adopted emphasized roaming functions
that would enable a subscriber to use severa networks while being billed by one network
company. As public-access wirdess LANSs become larger, authentication and roaming
functions are likely to be alarger focus in both the 802.11 working group and the IETF.
Network sharing is another concept that will likely be borrowed from the cdlular world.
The incredible cost of third-generation licenses has pushed a number of cdlular carriers
to the brink of bankruptcy. In reponse, groups of carriers are now planning to share the
data-carrying infrastructure to share the cost and risk of an expensive third-generation
network build-out. The high cogts of building awide-scale 802.11 network are likely to
have the same effect, with the surviving "hot zone" players regrouping around one et of
multitenant access pointsin the coverage area.

18.2.2 Security

Wirdess networks have all been tarred with the brush of poor security. Weaknessesin the
Wired Equivaent Privacy (WEP) standard made the news with agreat ded of regularity
in 2001, culminating with atota bresk partway through the year. Even againg this
backdrop, though, the market for 802.11 network equipment has exploded. Better
security mechanisms are needed to usher in centrally coordinated rollouts at large,
Security-conscious indtitutions, but the gpparent security wesknesses in current equipment
have not prevented the market from forming and growing rapidly.

Many observers long suspected that WEP was fundamentally broken. (It was humoroudy
derided as "Wiretap Equivaence, Pleasg" by severd commentators.) WEP suffers from
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severd fad design flaws, and it is now clear that something far better is needed. One
common tactic to address the shortfals of WEP isto require the use of stronger
encryption technology over the wirdesslink. Unfortunately, this only shifts the problem
elsawhere. Adding VPN client software moves the problem from security wesknessesin
the wirdesslink to managing desktop software images. System integration of VPN client
software is difficult on the best of days. Integration so far has proven too large ahurdle
for most users. Moving forward, 802.11 will need to incorporate public-key mutud
authentication of stations and access points and random session keys. Nether isanew
idea, and both have been used for yearsin both ssh and |PSec.

Most importantly, though, different access controls are needed for the future. Right now,
most wireless LANs are used to extend corporate LANS throughout the office. Existing
authentication concepts were designed for aknown, static user group, such as agroup of
employees. Jugt asin cdlular telephony, the promise of wirdess networksisingalation

in hard-to-reach spots or places where users are on the move. Designing an 802.11
network for an arport or train station requires dedling with the question of who is

alowed to use the network. These problems aren't trivial; service providers need to think
about how to protect users from each other and how to authenticate users to access points
and other services on the network.

18.2.3 Radio Resources

So far, wirdess networks have had afreeride. They arefairly exotic, and wirdless cards
dill aren't common (though they're sdling quickly and, as a result, becoming less
expensve), 0 wireless networks tend to have rlatively few users, and the networks
themsalves are physicdly reativey far gpart. What happens when they're stressed? What
would awirdess network be like if it had, say, 1,000 users (which can easly be
supported by awell-designed wired network)? What would it be like in alarge office
building, where you might have haf a dozen companies, each with its own network, in
the space of two or three floors?

We don' redly have the answers to these questions yet. Aswireless becomes more
common, well be forced to answer them. It is clear, though, that there are resource
condraints. Current technologies will suffer from overcrowding within the unlicensed
2.4-GHz band. 802.11a and other technologies will move to the 5-GHz band, but
crowding will eventualy become an issue there, too. Meanwhile, commercid users are
fighting for additional frequency space, and it's not likely that governments will alocate
more spectrum to unlicensed users.

There are afew ways out of this problem. Improved encoding techniques will hdp; the
use of directiond antennas may make it possible for more devices to coexist within a
limited space. Directiona antennas aren't without cost: the more effective a directiond
antennaiis, the harder itisto am. It'sal very nice to imagine dtting a apicnic tablein
front of your company's office with your portable antenna amed at the access point on
the roof; but what if somebody else sits down and knocks over the antenna? How much
of apanwill it beto reorient it?
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Other solutions have dready been mentioned in the discussion of continuing standards
work. Well certainly see cards that can switch between high-power and low-power
transmisson, possibly even changing channels on the fly as power requirements change.

18.2.4 Deployment

One of the mgor problems faced by the architects of public-access wirdess networksis
that the service is quite generic. In the absence of any congraints, anybody can put up an
antenna and offer Internet access via 802.11 equipment. Mobile telephony coped with
this problem by licensing the pectrum 0 that only one carrier had the right to tranamit in
agiven frequency band. A smilar solution is not possible with 802.11 because it
explicitly uses the unlicensed bands. Competition between network providers therefore
shiftsto the politica layer of the OSl modd; an example is a network provider that leases
gpace from the building owner for the exclusive right to deploy awirdess network in a
given area. Airports are aleading proponent of this new gpproach, though many
observers beieve that dlowing genuine competition would better serve the interests of
users.

Other deployment problems faced by wirdess LAN builders are common throughout the
industry: obtuse command lines, the need for extensve attention to individual desktops,
and the lack of large-scae automation. Vendors are concentrating on large-scae
management frameworks to ease the pain of network administrators stuck with managing
tens or hundreds of access points. Better analysistools, both for the site survey phase and
the troubleshooting/deployment phase, are required by network engineers.

18.3 The End

And that'sit. The future of wireless networking isn't without its problems, but that's no
different from any other technology. The price of network cardsis dropping rapidly—
they now cost about half what they did when | started writing, and it wouldn't be
aurprising if they were eventudly little more expensve than the typica Ethernet card.
Whileit's probably true that equipment that stays fixed will benefit from afixed
network—it's hard to imagine backing up alarge database over awirdess network, for
example—we will certainly see more and more computer users accessing their networks
through wirdess links, leaving their desks and working in the park, the library, or
wherever they're most comfortable.
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Appendix A. 802.11 MIB

802.11 contains extensive management functions to make the wireless connection appear
much like aregular wired connection. The complexity of the additiond management
functions resultsin a complex management entity with dozens of variables. For ease of
use, the variables have been organized into a management information base (M1B) so that
network managers can benefit from taking a structured view of the 802.11 parameters.
Theforma specification of the 802.11 MIB is Annex D of the 802.11 specification.

A.1 The Root of the Matter

The 802.11 MIB is designed by the 802.11 working group. Like other MIBs, it is based
on agloba tree structure expressed in Abstract Syntax Notation 1 (ASN.1) notation.
Unlike SNMP MIBs, though, the 802.11 MIB has a different root: .iso.member-
body.us.ieee802dot11 (.1.2.840.10036). (For smplicity, the prefix will be omitted from
any objects described in this gppendix, much as .iso.org.dod.internet isomitted from
SNMP object names.)

The basic structura overview of the 802.11 MIB isshown in Figure A-1. Four main
branches compose the MIB:

dotllsmt
Contains objects related to station management and loca configuration
dotllmac

Composed of objects that report on the status of various MAC parameters and
alow configuration of them.

dotllres

Contains objects that describe available resources
dot11lphy

Report on the status of the various physical layers

Figure A-1. The 802.11 MIB root and its main branches
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member body (2)

ieeeB02dot]1 (10036)

I [
[dot1tsme(1}|  [dotlimac(2)|  [dotilres(3)]  |dotllphy(4)]

A.2 Station Management

Station management is the term used to describe the globa configuration parameters that
are not part of the MAC itsdf. Figure A-2 shows ahigh-leve view of the gation
management branch of the MIB. Six subtrees organize information on globa
configuration, authentication, and privacy, and provide a means for automated
notification of sgnificant events.

Figure A-2. Main branches of the station management (SMT) tree

— dot11smt (1) ————
| dot115tationConfigTable (1) | | dat115MTnatification () |

| dot11 Authentication AlgorithmsTable (2) | dot1 1Privacy Table (5)

|dot11 WEPDefaultKeysTable (3)| | dot11WEPKeyMappingTable (4) |

A.2.1 The Station Configuration Table

The main table in the gtation management tree is the globa configuration table,
dot11SationConfigTable, whichisshownin Figure A-3.

Figure A-3. The station configuration table dotl1StationConfigTable
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| dot115tationConfigTable (1)|
I

[ dot115tationConfiglable (1)] IFindex

- dat 17 StatianiD (1)

- dat 11 MediumOccupancylimit (2)

- e 17 CFPodlabiie {3)

— cot T TCFPPeriod {4)

-l 17 CFP¥mrPuration (5)

- dlot 11 AuthenticationResponse TimeOut &)
- dlat 17 Privacydptionimplemented 7]

- dot 1T PowerManagementiade (8

- dlat 17 DesiredSSI0 (9

- dot 11Desired8 55 Type 10)

= dlat 11 OpertionalBateser (11)

~dot 11 BeaconPeriod (12}

it 17 0TI Period [13)

— dot 11 AssociationfesponseTimedut (14)
- dat 17 DissodateReason {15

- ot 11 ssocrateSation {16

- dat 17 DeauthenticationBeasan (17)

= ot 11 DeawthenticationStation { 18)

- dat 1 1 AutenticateFallSratus (19}

- dot 11 AutfventicareFaiSation (20)

All entries in the station configuration table start with the prefix
dot1lsmt.dotl1StationConfigTable.dot11SationConfigEntry (1.1.1):

dot11SationID (MacAddress)

The bit tring in this object is usad to identify the Sation to an external manager.
By default, it is assigned the value of the station's globaly unique programmed
address.

dot11MediumOccupancyLimit (integer, range 0-1,000)

This object has meaning only for stations that implement contention-free access

using the point coordination function. It measures the number of continuous time
units (TUs) that contention-free access may dominate the medium. By defaullt, it
is st to 100 TUs, with a maximum vaue of 1,000 (1.024 seconds).

Making this value larger increases the capacity alocated to contention-free
service. Decreasing it reduces the amount of time available for contention-free
sarvice. Network managers can tune this value appropriately once products
implementing contention-free service are produced.

dot11CFPollable (TruthValue: a defined type set to 1 for true or 2 for false)
This object reports whether a station can respond to contention-free palling
messages. Because the ability to respond to CF-Poll messagesis afunction of the
software ingtaled, this object is read-only.

dot11CFPPeriod (integer, range 0-255)
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Contention-free periods aways begin on aDTIM message. This object isthe
number of DTIM intervals between contention-free periods. DTIM messages are
aways a part of a Beacon frame, so the time between contention-free period starts
can be obtained by multiplying the CFP period vaue in this object by the DTIM
interval.

dot11MaxDuration (integer, range 0-65,535)

This object describes the maximum duration of the contention-free period when a
new BSSis created. The reason for the difference in the dlowed range of vaues
between this object and the dot11MediumOccupancyLimit isamygery.

dot11AuthenticationResponseTimeout (integer, range 1-4,294,967,295)

At each gep of the station authentication process, the station will wait for a
timeout period before considering the authentication to have failed. This object
contains the number of TUsthat each step is dlowed to take before failing the
authentication.

dot11PrivacyOptionlmplemented (TruthValue)

If the gation implements WEP, this object will betrue (1). By default, it isfalse
(2). It isread-only because a software update to the station is required to
implement WEP. This object does not report whether WEP isin use, only whether
itisavalable

dot11Power ManagementMode (enumerated type)

This object reports whether atation is active (1) or in a power save (2) mode.
When queried by an externa manager, it will always return active because a
station must be powered up to send the response frame. This object isfar more
useful for alocad management entity, which can poll the object periodicaly to
determine how often a gtation is active,

dot11DesiredSSI D (string, maximum length 32)
During the scan procedure, stations may be configured to look for a particular
network, which isidentified by its service set ID (SSID). Management entities
may et this vaue to modify the scanning process to preferentidly associate with
acertain network.

dot11DesiredBSSType (enumer ated)

Like the previous object, this object is dso used to configure the scanning
procedure. By setting this object, a manager can force association with an
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infrastructure (1) network, an independent (2) BSS, or any (3) BSS.
dot11Operational RateSet (string, maximum length 126)

Initidly, this described the data rate as a number that was the number of 500-kbps
increments for the data rate. Recent sandardization work is likely to make them
simple labels because the range of 1-127 dlows only a maximum rate of 63.5
Mbps.

dot11BeaconPeriod (integer, range 1-65,535)

This object contains the length of the Beacon intervd, in TUs. Once aBSS has
been established with the Beacon intervd, the value may be changed. However, it
will not take effect until anew BSSis crested.

dot11DTIMPeriod (integer, range 1-255)

This object contains the number of Beacon intervas between DTIM
transmissions.

dot11AssociationResponseTimeOut (integer, range 1-4,294,967,295)

At each gtep of the association process, the station will wait for atimeout period
before cong dering the association attempt to have failed. This object containsthe
number of TUsthat each step is dlowed to take before failing the association.

dot11DisassociateReason and dotl1DeauthenticateReason (integer, range 0-65,535)

This object contains the reason code from the most recently transmitted
Disassociation or Deauthentication frame. If no such frame has been transmitted,
thevalueis 0. For acomplete list of reason codes, see Chapter 3 or clause 7.3.1.7
of 802.11.

dot11DisassociateStation and dot11DeauthenticateStation (MacAddress)

This object contains the MAC address of the station to which the most recently
Disassociation or Deauthentication frame was transmitted. If thereisno such
frame, the vdue is 0. By using ether of these objects in combination with the
corresponding Reason object described previoudy, a manager can track which
station was kicked off the network and why.

dot11AuthenticateFail Status (integer, range 0-65,535)

This object contains the status code from the most recently transmitted
Authentication Failure frame. If no such frame has been tranamitted, the valueis
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0. For acomplete list of status codes, see Chapter 3 or clause 7.3.1.9 of 802.11.
dot11AuthenticateFail Sation (MacAddress)
This object contains the MAC address of the station to which the most recent
Authentication Failure frame was trangmitted. If there is no such frame, the vdue
isO.
A.2.2 Authentication Algorithms Table
The authenti cation agorithms table reports on which authentication agorithms are
supported by the station on each interface. It is best thought of as the three-dimensiond
array shownin Figure A-4.

Figure A-4. The authentication algorithms table

Fa Fad

L
| dot11Awthentication AlgorithmsTable (2) | / / / ¢§E§j
dot1 TAuthenticationAlgorithm (2) /@2@
dor? TAuthenticationAlgorithmsEnable (3] N

@. L
IF index RS

In addition to the ifindex index varidble, an auxiliary index varigble is used. The reason
for the auxiliary variable is that multiple authentication agorithms exist, and the table
should report on al of them. For each index, the auxiliary index dlows severd cdllsto
report on one authentication algorithm each. Each cell has two component objects:

dot11AuthenticationAlgorithm (enumerated type)

This object is set ether to openSystem (1) or sharedKey (2) to report on the
authentication agorithm.

dot11AuthenticationAlgorithmsEnable (TruthVal ue)

This object reflects whether the corresponding authentication algorithm noted by
the previous object is supported by the interface that indexes the table. By defaullt,
it isset to true (1) for opensystem authentication and fal se (2) for shared-key
authentication.

A.2.3 WEP Key Tables

Two tables report on the status of WEP key information. Both use the WEPK eytype
defined data type, which is amply a40-bit string. The WEP key tables are shown in
Figure A-5. WEP key tables are supposed to be write-only, but a security advisory was
issued in June 2001 againgt one vendor who exposed the keys to queries usng SNMP.
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Figure A-5. WEP key tables

dot11smt (1)
5 — Fal
[ det11WEPDefaultkeysTable (3)| ﬁ?; // [dot1 1WEPKeyMappingsTable {4)] @3} /
I—dnfiIH'EPDefml'!qu.Fnuﬂﬂ dot ] TWEPKeyMappingduthars (2)
1234 dot 1 TWERKeyMappimgAddress (1)
dot] TWEPDefaultKeylndex dot] 1WEPReyMappingValue (4)

dat1TWEPKyMappinglndex

A.2.3.1 WEP default key table

The default key tableis quite smple. Each interface has a maximum of four default keys
associated with it because the WEP specification alows for four default keys per
network. When transmitted in frames over the air, the WEP key ID for the default key
runs from 0-3. In this table, however, the index runs from 1-4. Each cdll in the table has
just one object:

dot11WEPDefaultKeyValue (WEPKeytype)

A 40-hit gring that holds the default key for the interface and default key ID
Specified by the location in the table.

A.2.3.2 WEP key-mapping table

WEP supports using a different key for every MAC addressin the world. Keys can be
mapped to the unique pair of (transmitter address, receiver address). For each interface on
the system, an arbitrary number of address and key pairs can be associated with that
interface. Each interface uses an auxiliary index to identify al the MAC addresses
associated with keys, plusinformation about each address. The following three objects
are used to describe a key-mapping rdationship. A fourth object in the row givesthe row
Satus, but the row status indicator is used only when creating or deleting table rows.

dot11WEPKeyMappingAddress (MacAddress)

Thisisthe "other" address of the address pair for which a key-mapping
relationship exids.

dot11WEPKeyMappingWEPON (TruthValue)

This object is st to true (1) when WEP should be used when communicating with
the key-mapping address. If WEP should not be used, this object is set to false (2).

dot11WEPKeyMappingValue (WEPKeytype)

Thisisthe 40-bit keying information used as the shared secret for WEP.
Logicdly, this cdl in the table should be write-only, but not dl implementations
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will obey that convention.

A.3 MAC Management

The MAC branch of the 802.11 MIB provides access to objects that alow administrators
to tune and monitor MAC performance and configure multicast processing. It is divided
into three main groups as shown in Figure A-6.

Figure A-6. The MAC attributes subtree

| dot1Tmac (2] |
[ dot110perationTable (1] Iﬁﬁ\ [ dot11GroupAddressTable (3) |
|- et 7 TRACA it (7] - dlot 1 Tramsmitted FragmentCoung (1) dot ) 1Grouipd ddressesinder (1)
- diat 1 TRTS Threshoid {2) - ot T IMudticast TrarsmittedFrameCaw(2) [dﬂ!l TAddress (2}
- et § 1 5hortRetryLimif [2) - ot 1 1 FailedCGawnt [2) ot TGroupddiressesSiatus (2]
- dot TomgRetrylimit {4) - dot T IRetryCount (4]
et § T Fragmentation Theeshald (3} - dot 1 IMultipleRetryConne (5)
I dort | Tl Transimit SO0 Lfetime {6) - dot 1 VFrameDuplicateCount (6)
|- daot § TMecRecenee Lifetime (77 - dorT 18T SuecessCoumt (7)
I dert § TdamufacturartD (5 - dot T BTSFaiureCouwnt (8)
-t TProductl (9 = ot 1 1ACKFaifureCount (9}
- dot T 1 RecefvedFragment Count {10}
ot T IMulticast@eceivedFrameCount (17)
+ ot TIFCSErrarCount (12)
= ot ) I TransmittealFramedaunt (13)
- dot T IWEFUnedecryprobleCount (14)

A.3.1 The dotllOperationsTable

The main table in the station management tree is the globa configuration table,
dot11OperationTable, whichisshown in Figure A-6. All entriesin the Sation
configuration table sart with the prefix
dotl1lmac.dot11OperationTable.dot11OperationEntry (2.1.1) and are indexed by a
system interface:

dot11MACAddress (MacAddress)

This object isthe MAC address of the station. By defaullt, it isthe globaly unique
address assigned by the manufacturer. It may, however, be overridden by aloca
manager.

dot11RTSThreshold (integer, range 0-2,347; default value is 2,347)

Any unicast data or management frames larger than the RTS threshold must be
transmitted using the RTS/CTS handshake exchange. By default, the vaueis
2,347, which has the effect of deactivating RTS/CTS clearing before
transmission. Setting the object to O activates the RTS/CTS handshake before
every trangmisson.
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dot11ShortRetryLimit (integer, range 1-255; default valueis 7)

The short retry limit is gpplied to frames that are shorter than the RTS threshold.
Short frames may be retransmitted up to the short retry limit before they are
abandoned and reported to higher-layer protocols.

dot11LongRetryLimit (integer, range 1-255; default value is 4)

Thelong retry limit is analogous to the short retry limit but appliesto frames
longer than the RTS threshold.

dot11FragmentationThreshold (integer, range 256-2,346; default value is vendor-
specific)

When aunicast frame exceeds the fragmentation threshold, it is broken up. MAC
headers and trailers count againgt the threshold limits.

dotl1MaxTransmitMSDULifetime (integer, range 1-4,294,967,295; default valueis 512)

This object isthe number of TUs that the station will attempt to transmit aframe.
If the frameis held by the MAC longer than the lifetime, it is discarded, and the
falureis reported to higher-leve protocols. By defaullt, it is set to 512 TUS, or
about 524 ms.

dot11MaxReceiveLifetime (integer, range 1-4,294,967,295; default is512)

When MAC-layer fragmentation is used, the receiver uses atimer to discard "old"
fragments. After the reception of the first fragment of aframe, the clock starts
running. When the timer expires, al fragments buffered for reessembly are
discarded.

A.3.2 dotll1CountersTable

Counters alow aloca or externd management entity to monitor the performance of a
wireless interface. One of the mgjor uses of data from the countersis to make informed
performance-tuning decisons. All entriesin thistable begin with
dot11mac.dot11CountersTable.dot11CountersEntry (2.2.1):

dot11TransmittedFragmentCount (Counter32)
This counter isincremented for al acknowledged unicast fragments and multicast
management or multicast data fragments. Frames that are not broken up into
pieces but can be transmitted without fragmentation also cause this counter to be
incremented.

dot11MulticastTransmittedFrameCount (Counter 32)
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This counter isincremented every time amulticast frameis sent. Unlike the
previous counter, acknowledgement is not necessary.

dot11FailedCount (Counter32)

When frames are discarded because the number of transmission attempts has
exceeded either the short retry limit or the long retry limit, this counter is
incremented. It isnorma for this counter to rise with increasing load on a
particular BSS.

dot11RetryCount (Counter32)

Frames that are received after requiring aretransmisson will increment this
counter. Any number of retransmissonswill cause the counter to incremern.

dot11MultipleRetryCount (Counter 32)

Frames that require two or more retransmissions will increment this counter. As
such, it will aways be lesser than or equd to the retry count.

dot11FrameDuplicateCount (Counter32)
Duplicate frames arise when acknowledgements are [ost. To provide an estimate
of the number of lost acknowledgements from the gtation, this counter is
incremented whenever aduplicate frame is recaived.
dot11RTSSuccessCount (Counter 32)
Reception of a CTS in response to an RTS increments this counter.
dot11RTSFailureCount (Counter32)
When no CTSisreceived for atransmitted RTS, this counter isincremented.
dot11ACKFailureCount (Counter32)
This counter directly tracks the number of inbound acknowledgements lost.
Whenever aframeis transmitted that should be acknowledged, and the
acknowlegment is not forthcoming, this counter is incremented.
dot11ReceivedFragmentCount (Counter 32)

This counter tracks al incoming data and management fragments. Full frames are
consdered fragments for the purpose of incrementing this counter.

dot11MulticastReceivedFrameCount (Counter 32)
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This counter tracks incoming multicast frames.
dot11FCSErrorCount (Counter32)

If the frame check caculation fails, this counter isincremented. Thisis one of the
main counters that give network adminigtrators an idea of the hedth of aBSS.

dot11TransmittedFrameCount (Counter32)

The tranamitted frame count is the number of successfully transmitted frames.
Part of the definition of successful transmission is that an expected
acknowledgement is received.

dot11WEPUndecryptableCount (Counter 32)

This counter isincremented when an incoming frame indicates thet it is encrypted
using WEP, but no decryption is possible. Naturdly, this number will increment
rapidly on sations that do not implement WEP when WEP frames are used on the
network. It can dso increment rapidly when the key mapping key isinvdid or the
default key isincorrect.

A.3.3 Group Addresses Table

The group addresses table maintains alist of multicast addresses from which the station
will accept frames. Thetableisalist of dot11Address objects of type MacAddress,
indexed by an auxiliary variable and the interface index. The tableis shown in Figure A-
6.

A.4 Physical-Layer Management

Physica-layer management is divided into 11 tables, as shownin Figure A-7. Certain
tables are specific to a certain product, or the implementation highly vendor-dependent,
S0 those tables are not described in this gppendix. There isatable for the infrared
physicd layer, but that table is omitted as well because no products on the market
implement the infrared physicd layer.

Figure A-7. Physical-layer MIB branches
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dot11Phy (4) |
| dat11PhyOFDMTable (11}

| dot11PhyOperationTable (1)

| dot11PhyAntennaTable (2) | | dot 15upportedDataRatesRuTable (10) |

[ dot 11Phy TxPowerTable (3] [dot115upportedDataRatesTaTable (9)

dot11PhyFHSSTable (4) [ dot1 1 AntennasListTable (8) |

[dot11PhyDSSSTable(5)| | [dot11RegDomainsSupportedTable (7)]

dot] 1PhylRTable (6)

A.4.1 Physical-Layer Operations Table

Overall operationa statusis reported by the physica-layer operationstable,
dot11phy.dot11PhyOperationTable (4.1) (Figure A-8). Each interface creates
corresponding entries in the operation table, which alows a manager to determine the
physca-layer type and access the appropriate related branch in the physica-layer
subtree. All entries in the physica-layer operation table begin with
dot11phy.dot11PhyOperationTable.dot11PhyOperationEntry (4.1.1):

Figure A-8. Physical-layer operations table

[ dot1 1PhyOperationTable (1)
anmrmm

dot] TCurrentfegDomain (2)
deit? TTempType (3)

dot11PHYType (enumerated)

This object is st to fhss (1) for frequency-hopping radio systems and dsss (2) for
direct-sequence radio systems. It may also be set to irbaseband (3) if IR systems
are ever implemented and will be st to ofdm (4) for the OFDM PHY specified in
802.11a.

dot11CurrentRegDomain (enumerated)

This object is st to the current regulatory domain of the system. Severd values
arepossble, asshownin Table A-1.

Table A-1. Regulatory domains in the 802.11 MIB

Value Regulatory authority Regulatory area
fcc (16) |U.S. Federd Communications Commission United States
doc (32) |Industry Canada Canada
etsi (48) Eurppeen Telecommunications Standards Eurppe, excluding France and

Indtitute Spain

ain .

(@9 span
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Table A-1. Regulatory domains in the 802.11 MIB

Value Regulatory authority Regulatory area
france France
(50)
Radio Equipment | ion and Certification
mkk (64) |nstituteq pmentinsped Japan
dot11TempType (enumerated)

This object is set to tempTypel (1) for acommercia operating temperature range
of 0-40 degrees Cesius and tempType2 (2) for an industrid operating temperature
range of 0-70 degrees Celsius.

A.4.2 FHSS Table

The MIB table for FH PHY sis shown in Figure A-9. Entries in the frequency-hopping
table begin with dot11phy.dot11PhyFHSSTable.dot11PhyFHSSENtry (4.4.1):

dot11HopTime (integer, set to 224)
The time, in microseconds, required for the frequency-hopping PMD to change
from channd 2 to channel 80. Thisisfixed by the specification, so the
corresponding MIB definition is aso fixed.

dot11CurrentChannelNumber (integer, range 0-99)

This object is set to the current operating channd. In a frequency-hopping system,
the operating channd changes frequently.

dotl1MaxDwell Time (integer, range 1-65,535)

The maximum amount of time the tranamitter is permitted to use aSngle channd,
inTUs.

dot11CurrentSet (integer, range 1-255)

The number of the hop pattern set currently employed by the station.
dot11CurrentPattern (integer, range 0-255)

The current hopping pattern in use by the station.
dot11Currentlndex (integer, range 1-255)

The index in the current hop pattern that determines the current channel number.
Thisindex will sdect the hop frequency in dot11CurentChannel Number .
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Figure A-9. Physical-layer attribute tables

dot11Phy (4)
dot11PhyFHSS Table (4) [ dat11PhyOFDMTable (11}| dat11PhyDSS5Table (5)
dot T HapTime {1} dar] 10rentFrequency (1) el 1 Iurrert Cheanned (1)
dot 71 CurrentChanneiumber (2) dat] TTiThreshold (2) dot1 1CCAModeSupported (2)
dot 11 MaxDwellTime (3) dat1 1FrequencyBandsSupparted (3) dot1 1CurrentCCAMode (3)

dot 17 CurrentDwellTime i4)
dot 11 (urrentiet(5)

dot 11 CurrentPattem &)
ot 11 Currentindex (7

A.4.3 DSSS Table

The direct-sequence table is dso shown in Figure A-9. All entries in the direct-sequence
table are indexed by the interface number and begin with
dot11phy.dot11PhyDSSSTable.dot11PhyD SSSEntry (4.5.1):

dot11CurrentChannel (integer, range 1-14)
This object reports the current operating channd. Vdid channds range from 1-14.
dot11CCAModeSupported (integer, 1-7)

Three main clear-channel assessment options can be used to determine the status
of adirect-sequence operating channel: energy detection (ED), carrier sense (CS),
or acombination of both. The three options are assigned numericd vaues and
added up to produce the value reported by this object. Only energy detection is
assigned the value 1. Only carrier senseis assigned the value 2. Using both in
combination is assigned the value 4. A system that supports dl three modes
reports avaue of 7 in this object.

dot11CurrentCCAMode (enumerated)
This object is set to edonly (1) if only energy detection is used to assess channd

clarity. If only the MAC carrier sense functions are used, the object is set to
csonly (2). If both are employed, the object is set to edandcs (4).

A.4.4 OFDM Table

When the OFDM PHY was standardized in 802.11a, a corresponding table was added in
the MIB to report on its status. All entriesin the OFDM table, which isdso shownin
Figure A-9, begin with dot11phy.dot11PhyOF DMTable.dot11PhyOFDMEntry (4.11.1).
The table isindexed by interface number.

dot11CurrentFrequency (integer, range 0-99)

Thisis the current operating-frequency channel number of the OFDM PHY .
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dot11TIThreshold (Integer32)

This medium will report as busy if areceived Sgnd strength is above this
threshold.

dot11FrequencyBandsSupported (integer, range 1-7)

The OFDM PHY isdesigned for the U-NII frequency bands. The lowest band
(5.15-5.25 GHz) is assgned the vaue 1, the midband (5.25-5.35 GHz) is assigned
the value 2, and the high band (5.725-5.825 GHz) is assgned the vdlue 4. The
values corresponding to the supported frequency bands are added to produce the
vaue returned by a query to this object.
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Appendix B. 802.11 on the Macintosh

Apple Computer has been akey player in establishing the market for 802.11 equipment.
Most companiesin the 802.11 market saw their contributionsin terms of standards
committee activity and technology development. Apple contributied by distilling

complex technology into an easy-to-use form factor and gpplying its mass-marketing

expertise.

In 1999, 802.11 was a promising technology that had demongirated its valuein afew
narrow markets. 802.11 interfaces cost around $300, and access points were around
$1,000. Apple saw the promise in the technology and moved aggressively, releasing $300
access points and $99 interfaces. With a new competitor suddenly pricing the gear a a
third of the prevailing price, other vendors were forced to drop prices dramatically, and
the market took off. Prices have been dropping over the last year. 802.11 will probably
never be as cheap as Ethernet, but it's easy to imagine 802.11 interfaces under $50 and
access points under $100.

This gppendix was made possible by a generous equipment loan from Apple. Apple
loaned me an iBook running Mac OS X 10.1, the dua Ethernet version of the AirPort
Base Station, and their software tools for configuration and management. Unfortunately,

it arrived too late for meto include in the discusson of Appl€es hardware; that will have

to wait for the second edition. The late ddivery aso prevented me from presenting the
Software Base Station, a MacOS 9 application that turns any Macintosh with an AirPort
card into a base gation. (It was not available for MacOS X as this book went to press, so
time congtraints prevented itsincluson.)

B.1 The AirPort Card

Apple offerstightly integrated systems because the hardware and the software are
designed in tandem. Unlike the chaotic IBM-competible world, with Apple one company
is responsible for both the hardware and software, and it shows. Y ou can ingdl the
hardware and software and connect to an exigting network in only afew minutes. If an
AirPort card is plugged in during system ingalation, this can be done as part of the initia
configuration

B.1.1 Hardware Installation

AirPort interface cards are specialized 802.11 interfaces designed to be inserted into an
AirPort dot, afeature on every machine Apple has introduced since 2000. AirPort-
capable Macintoshes contain an antennain the machine's case, o the AirPort card can
use amuch larger antenna than most PCMCIA interfaces in the PC world. With the
antennaintegrated into the case, it aso diminates the hazard of a protruding antenna. |
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have aso found that the integrated antenna has better range than many PCMCIA-based
802.11 interfaces used with Windows.

Ingtdling the AirPort card into an iBook is ardatively smple procedure. TheiBook
should be powered down, unplugged, and have its battery removed. The AirPort dot is
undernegath the keyboard. Lift up the keyboard, dide the card in, and connect the
computer's built-in antenna cable to the card. Other machines are just as straightforward.
PowerBooks work the same asiBooks. The AirPort dot on iMacs is under the bottom
pand; tower machines have a dot readily available under the cover. The externd antenna
connector is the same connector used by Lucent products, so users who realy want an
externa antenna can use Lucent gear.

B.1.2 Software Installation

Driversfor the AirPort are included in OS 9.1 and later, so there is no need to download
and ingdl drivers. If the AirPort card isingtaled before the system first boots, the firgt-
time boot configuration utility will alow you to configure the AirPort interface out of the
box by sdlecting a network name and choosing how to configure TCP/IP. For a network
that uses DHCP, the configuration ingructions are only afew screens long.

AirPort cards added after the system first boots can be configured by the AirPort Setup
Assistant.Z! After inserting the card, run the Setup Assigtant. When it starts, you will see
thedidog box in Figure B-1.

8] Cards can also be configured with the System Preferences application. For
completeness, this appendix discusses the Setup Assistant first and the
System Preferences application later in terms of monitoring and changing the
configuration. However, there is no reason why you cannot configure the
card straight from the System Preferences application.

Figure B-1. Initial AirPort Setup Assistant screen

AjrPart Setup Assistant

Introduction

This Assistant heldps you get set up to use AlrPart for wirelass
networking and Enternet access

Do you want to

& Ser up yOur Compuler 10 joim an existing AirPor netsork

S81 Up an ASrPart Base STation

£ Continue
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Choose to configure the AirPort card and click Continue. The next step, shown in Figure
B-2, isto sdlect the network you wish to join. Every network within rangeis displayed in
the pop-up menu. Figure B-2 shows the user sdlecting the Little Green Men network.

Figure B-2. AirPort card network selection

AirPart Setup As sistant

Select an AirPort network

Please select the AlrPort network you would like to join

Available AirPort nemwarks:  Lictle Sreen Men
W the AirPort network that you would like 1a jam i nat
availabe make sure thar your computer is in the range of an
AirPort Base Station and that the base station is turned on.
Then choose “Scan Again” 1o fee if the nerwork becames
awallable

Go Back " Contirue ¥

Once the network is selected, you can move on to the third step: entering the network
password. Thisisthe WEP configuration. To make matters easier for users, Apple has
alowed adminigtrators to input WEP keys as variable-length passwords. The ASCII text
of the password is then hashed into a WEP key of the gppropriate length. WEP keys can
aso be entered in hexadecimd by prefacing them with adollar sign, such as
$EB102393BF. Hex keys are either 10 hex digits (40-hbit) or 26 hex digits (104-bit).
Interpretation of the input string can be forced to ASCII by enclosing the key in double
quotes® Input the key, if any, into the box in Figure B-3, then move on by dicking the
Continue button.

®l For more information, see article 106250 in Apple's Knowledge Base at
http://kbase.info.apple.com.

Figure B-3. AirPort network password entry
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AirPart Setup Assistant

Enter Network Password

The AlrPort Metwork “Litile Creen Men® |5 profected by a
password, Please enter the password.,
Password: sssesss |
I yau set up your own AirPort network, use the passward you
created when you ser up the base station. If you are trying o
access a different neteork, check with the nebwork system
administrator Lo alilain the passward for the netwaork.
= - N
Go Back £ Comtinue

After these three steps are performed, the setup is complete, and you will be joined to the
wireless network. Subsequent screens inform the user that the network configuration is
complete.

B.1.3 Configuring and Monitoring an AirPort Interface

Y ou may need to change the AirPort configuration from time to time. Y ou may move

between different 802.11 networks (ESSs) or need to change the WEP keys or |P settings.

Oncethe card isingdled, you can change its configuration with the configuration tools
provided with OS X. Appl€'s configuration programs do not alow usersto change any of
the more complex 802.11 parameters. All the information needed to join a network, for
example, is broadcast in the Beacon frames. Apple decided that in most cases, itis
sufficient to smply present the user with network names and prompt for a password if
needed.

B.1.3.1 Basic configuration with the AirPort status icon

Once configuration is complete, the AirPort satusicon is displayed in the upper-right
corner of the screen, next to the speaker volume, battery, and clock icons, provided you
haven't turned off those icons. The AirPort icon aso indicates radio strength. In Figure B-
4, there are severd solid wavefronts on theicon. As you move farther from the access
point and the signal degrades, the number of bars decreases. When it is clicked, adrop-
down command list offers the option of turning the power to the AirPort card on or off,
selecting or creating networks, and opening the Internet Connect application to monitor
theradio interface. It is quite handy for usersto be able to turn off the card at will. When
you are out of range of a network, or just not using it, the card can easily be powered
down to save battery power.

Figure B-4. AirPort status icon
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d A @ Ridls Fri 6:49 PM

Turn AirPart Off

Luminiferaus Ether
Other...

Create Metwork..

Dpen Internet Connect...

In Figure B-4, there are two networks within range: Little Green Men and Luminiferous
Ether. The checkmark by Little Green Men indicates that it is the network to which the
user is currently connected, though the user can switch between the two networks smply
by sdecting a preference. Any other network can be sdected by using the Other... option
and entering the name of the network.

An IBSS can be created by going to the Create Network option and selecting the basic
radio parameters shown in Figure B-5. The computer is set to create an IBSS with the
network name of Very Independent BSS; the radio channel defaultsto 11 but can be
changed to any of the 11 channdls acceptable in North America and Europe. Every
computer taking part in the IBSS must use the same channd.

Figure B-5. IBSS parameter setup

Computer o Cemputer

Flease enter the folfowing information to Create a
Computer to Computer Nebwork

Mame. Very Independent B35

Channel: | Default (110

e o |'_'|I{ —

After you've set up an independent network, the system adds a new section titled
"Computer to Computer Networks' to the drop-down ligt, as shown in Figure B-6. The
AirPort status icon aso changes to a computer in the pie wedge shape to indicate that the
network is an IBSS rather than an infrastructure network.

Figure B-6. Network preferences panel of the System Preferences
application
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B A iew Fri 6:58 PM

Turn &krPart O i

Little Green Men Maciniosh HO
Luminiferous Ether

] ¥ Nery Independen I:Ir:kTE;p [Mac 0% 9)
Create Nebwork..

Open Internet Connect...

B.1.3.2 Configuration with the System Preferences application

If you move between different ESSs, you can creste a"location” for each and usethisto
configure the ESS/password pair, which you can then pick from amenu asyou moveto a
different location. Y ou can also preconfigure an ESS/password pair if you're not currently
on the network for which you are setting up.

The System Preferences gpplication alows you to configure many system attributes,
including those that are network-related. Figure B-7 shows the network pand of the
System Preferences application. The Show pop-up list can be set to any of the network
interfaces in the system. Naturdly, when set to AirPort, it enables the fourth tab, as

shown in the figure. The default tab is TCP/IP (Eigure B-7), which can be set to configure
interfaces manudly or with the assistance of DHCP or BootP. When set to DHCP, asin
thefigure, the leased address is shown. Although the DHCP server on my network
provided DNS servers, the server | P addresses are not shown. (They are, however, placed
in/etc/resolv.conf, as with any other common Unix system.)

Figure B-7. TCP/IP preferences tab of the Network Preferences settings
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8o

i1 faad Q @ i

Shizw Al Dhaplins Sourd  Metwork  Startup Dk
Location.  Automatic %)
Sy AlrPort ?
TCRAPFY AppleTalk ! Prowies | AirPan
Configure:  Using DHCP =
Drormasn Name Servers
IP Address: 192 168200223

Metwork

Frovided by DHCP Server)

Subnet Mask

Router

DHCP Clhient i

192 1658.200.1

255.255.255.0

Search Damains

e0ptianaly

Adrpart ID

ICxrriaen al)

Cpdicaall

Example: apple.com, san®link.net

DO0:30:65:01:¢9:99

o Chek the lock 1o prevent further changes.

The other network panel worthy of note is the AirPort tab (Figure B-8), which can set the
network and password, though it involves more pointing and clicking than the menu

associated with the AirPort status icon.

Figure B-8. AirPort preferences tab of the Network Preferences settings

8o

Metwork

Shiw A Diaplis Sourd  Miebwork  Startup Dak
LoCatnon
Shgeay AlrPort
TCR/IP
MAirPart 1D

Preferred Mebwork

MNetwork Password

Autarmatic |
Tl
AppleTalk | prowies [ AlcPar
D0 30ES:01-£9:09

Little Green Men v

B Shonw AirPort status in menu bar

o Chok the lock 1o prevent further changes.

B.1.3.3 Monitoring the wireless interface
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The wirdess-interface status can be monitored with the Internet Connect gpplication. The
Internet Connect gpplication can be launched from ether the Applications folder on the
hard disk or from the AirPort status icon. It can be used to display the signd strength of
the nearest access point, as well as change the network with which the gation is
associated.

B.2 The AirPort Base Station

The AirPort Base Station isamodd of indudtrid design. It looks like aflying saucer.
There are three lights: for power, wirdless activity, and Ethernet activity. The most recent
AirPort Base Station model has two Ethernet ports: a 56-KB modem port and a built-in
wirdessinterface. On fird-generation AirPort Base Stations, the wirdess interface was a
Lucent-branded card, complete with a Lucent label; second-generation AirPort Base
Stations use Apple-branded AirPort cards.Z! The AirPort Base Station has a built-in
antennathat is good, though not as good as some of the external antennas used with other
access points.

I Although the AirPort card is an Apple-branded product, a lookup of the
FCC ID, IMRWLPC24H, indicates that it was made by Agere (Lucent). In
first-generation AirPort Base Stations, the wireless interface was a Lucent
Silver card (64-bit WEP). Several web pages show how to dismantle the
AirPort Base Station to replace the Silver card with the Gold card (128-bit
WEP) for improved security. Many of the same sites also show how to hook
up an external antenna by drilling through the AirPort's plastic case. That is
not likely to be as big a deal with the second-generation AirPort, since it uses
the external antenna connector to use a larger antenna just under the top of
the external case.

In addition to bridging between awirdless and awired network, the Airport Base Station
Isdesigned to connect al network users to the Internet via a cable modem, DSL modem,
or astandard 56-KB modem. One of the Ethernet portsis a 10baseT port designed for a
connection to a cable modem or DSL modem. The second Ethernet port is a Fast Ethernet
port that can be used to connect to an existing LAN.

The AirPort Base Station was developed with assistance from Lucent, and it shows. The
configuration of the two access points is quite Smilar to the configuration of Lucent

access points. The AirPort Setup Assigtant is used for basic out-of-the-box configuration.
The AirPort Utility can then be used to set additiond parameters. (Both applications were
available only on Mac OS as | wrote this appendix, though Apple announced a Windows
configuration gpplication after the submission of the manuscript.) The Lucent access

point hardware is commonly used, and there are configuration tools available for both
Windows and Linux.

The low price of the AirPort has led many observersto classfy it as a consumer device.

Cetanly, it hasagreat ded in common with the generic profile of aconsumer access
point: the priceisreatively low, and it isasingle unit with an integrated antenna.
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However, it is more capable than a number of consumer devices and support roaming
users. From that standpoint, the AirPort would not be out of place in asmall office.

B.2.1 First-Time Setup

Thefirg-time setup is done with the same AirPort Setup Assistant application that
configures new wirdess interfaces. AirPort Base Stations fresh out of the shrink wrap
broadcast their existence to the world so that a MacOS client can be used for
configuration. Mac OS X 10.1 shipped with older versons of the configuration utilities,
and they required an upgrade. The process is a Straightforward software ingtdlation from
the included CD-ROM. With the release of OS X 10.1.1, the new uitilities should be
included with the base operating-sysem ingtdlation.

Thefirgt step after launching the AirPort Setup Assigtant isto select the method by which
the AirPort will connect to the Internet. The four choices are shown in Figure B-9. For
illustrative purposes, | show the configuration of an AirPort on an existing LAN. The
questions asked by the assistant, however, are quite smilar for each method.

Figure B-9. Network selection methods

AjrPart Setup Assistant

Internet Access
Select b your base station will cannact 1o the Internet

Telephone Modem
) Local Area Metwork (LAMN)
Cable Modem or DL using static IF or DHCP
i Cable Modem or DSL using FPP over Ethernet (FPPOE)

PPF aver Ethernet (PPPal) is A methad of conmecting e the
nternet used by some cable and D50 Internet service

praviders. if wou cannect to the Intéermnet wsing a cable moedem
or D51, and wour Internet service provider does nat use PFP
over Ethernet, select "Cable Modem or DAL using static IP or
DHCP.
- ]
GoBack - Continue

After selecting the connection type, the next step isto configure the Ethernet interface for
the AirPort. It can be configured automatically with DHCP, or manualy. Setting these
parameters should be familiar to anyone who has set up a network.

After configuring the Ethernet interface, you proceed to configuring the wirdess

interface. Y ou must supply the network name and a password. The password isan ASCI|
seed for the WEP key and can be left blank to run an open network that does not require
WEP authentication. Figure B-10 shows the configuration screen for the network name
and password.
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Figure B-10. Network name and password

AjrPart Setup Assistant

Network Name and Password

Yiou no need 19 give your AlrPort netwark a name and
password that others will use when they want 1o e yoar
network
Network Mame:  Litthe Groen Men
Nenwork Password. sesssss
Yerily Password.  sssssas |

Top: For maxbmum protection, create a pasoword that is 8
characters ar greater in length and containg a combination of
numbers, leiters and punciuation

Go Back " Continue

The AirPort Base Station itself can use the same password as the network, or a different
password. Asthe Setup Assistant itself notes, keeping the passwords separate isa
practical requirement for network administrators who must maintain security separate
from users. A didog box lets you make this choice. If a separate password is configured,
there is one additiona screen in which to enter the base station password before the Setup
Assgtant terminates.

B.2.2 The Management Interface

Once the bootstrap configuration is done with the Setup Assstant, the AirPort Base
Station is on the network and must be configured with the AirPort Utility (Figure B-11).
Thisis a separate configuration utility that will fed vagudy familiar after seeing Lucent's
AP Manager. When it is started, the AirPort Admin Utility seerches dl the AirPort base
gations on the network and digplaysthem in aligt. Individua base stations can be
selected for further configuration. When changes are made, the base station must be
restarted for the changes to take effect. The Other button &t the top alows configuration
of any AirPort Base Station that the manager can send | P packets to. Far-away base
gtations may not gppear on the browse ligt, but by clicking on Other and entering an IP
address, the Manager can configure any base station to which it has IP connectivity.

Figure B-11. AirPort Admin Utility main screen
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Select Base Station

Caher Rescam  Confgure
Hamni W Adkdrees

Little Gream Men 192.168.200.180

Name: Litthe Greem Men
Ethernet 0. 00 03 93 1E BA B4

Descrigtion: Base Station V4.0

Restarted: 01;10/02, 1% 10:37

B.2.2.1 Configuring the wireless interface

When a base gation is selected for configuration, the configuration screen will pop up.
Severa tabs are used to group configuration information into logical subsets, and the
wireless interface configuration is available by default. Across the top, there are buttons
to restart the access point, upload new firmware, return the base station to factory
defaults, and change the password. (New firmwareis didributed as part of the Admin

Utility package.)

The AirPort configuration is shown in Figure B-12. The "AirPort Network" settings are
comparable to the Lucent settings of the same name, with the exception of the WEP
configuration. Only one password is supported by the AirPort Base Station.

Figure B-12. Wireless interface configuration

@ C Litthe Green Men

Restart Upload Delpull Passwsnd

Y -
[ Rirrart ntermet | Network Port Mapping | Access Contra Authentication

Infarmatian in thes sectson is used 1o identify the bave stativn and configure the wireless nelwork
bl by the 5

Base Stanbomn
Mame:  Little Gréen Men
Contadt
Lacation
Change password
AIrPort Metwork
Mame: Little Green Men

Creare a closed nemwork

R .
Channel- | & . Enabbe interferénce robustness
Station densiny Loy 0] 'V" Enable encryprlon (using WEF)
PMulticast rate ¥ b Change password

Updare
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AirPorts were designed to be compatible with other vendors 802.11 equipment. Most
other vendors, however, require that users enter WEP keys as hexadecimd gtrings. The
Password icon at the top of the toolbar will print out the raw WEP key for use in other
products. Figure B-13 shows the WEP key that results from entering an ASCII string of
Book Key asthetext seed.®

I Chally Microsolutions (http://www.chally.net) distributes a tool called WEP

Key Maker that will generate a WEP key of a specified length from a long
pass phrase.

Figure B-13. Printing out the WEP key in hexadecimal for use by non-Apple
802.11 stations

To connect to the AlrPort network created

i by this base station from a computer not
uging AirPort sofvware, you should use
the following equivalent netwaork
password (WEP keylk

cehAd Ia L GG A B2 32 TEa

B.2.2.2 Configuration of the WAN interface

The Internet configuration tab presents no surprises. When set to Etherngt, it usesthe
"WAN'" Ethernet port to connect to the outside world. Y ou can configure the standard
network settings (1P address, network mask, DNS server, router) manualy, or you can
select automatic configuration via DHCP. The AirPort is compatible with cable modems
that use the Point to Point Protocol over Ethernet (PPPoOE) and DSL. modems. PPPoE
configuration requires a username and password supplied by your 1SP. Modem access
can be st up using either ageneric did-in or ascript provided by Apple to make the
AirPort Base Station compatible with America Online.

B.2.2.3 Configuration of the LAN interface

The AirPort can be used as the central connection device in ahome network by

connecting the 10-Mbps Ethernet port to a broadband connection and using the 100-Mbps
Ethernet port to connect other LAN sations. Client computers can be statically addressed
by the network administrator, or the built-in DHCP server can be turned on and assigned
arange of addressesto assign to clients. When NAT is used to hide several computers
behind one I P address, the address specified in the Internet propertiesis used asthe

public address. The wired LAN interface is given the private address 10.0.1.1, and DHCP
Is used to lease out addresses from 10.0.1.2 to 10.0.1.200 (in this case, you can't select the
range of addresses for the DHCP server to give out). The AirPort base station can be
connected to wired networks by its Fast Ethernet LAN port if the DHCP server is
disabled.

B.2.2.4 Inbound NAT configuration
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The Port Mapping tab, shown in Figure B-14, can be used to add inbound static port
mappings. The public port istrandated to the private | P address and port number listed in
the mapping. The figure illusirates an address trandation for inbound web servicesto port
80 on host 10.0.1.201. No external address is specified in the Port Mapping tab because
the externd address can be assigned in different ways depending on the type of Internet
connection used.

Figure B-14. Port Mapping tab

Restart Uplosd Delpult  Passworsl

ArPort nternek Network | Pors Mapping ' Access Contra Austhentication

Export
Impore

Revert

Update

B.2.2.5 Access control

Like most other products, the AirPort Base Station supports filtering by client MAC
address. The Access Control tab lets you identify clients by their AirPort ID (MAC
address) and add them to alist of alowed clients, together with a description.

B.2.2.6 Authentication

The AirPort dlows a RADIUS server, which can provide an externd authentication
mechanism for MAC addresses. When authentication of aclient MAC isrequired, the
base station will pass the request on to the RADIUS servers defined in the tab shown in

Figure B-15.
Figure B-15. RADIUS authentication tab

RED HAT 1052
416 RED HAT V. CAS



Litthe Green Men

Reslart Uplosd Ow it Passward

- i i
AprPart nternet | Network Port Mapping | Access Contral | fusthentication

Tt ethan B uped o define the i B, FALHLS 15 pid anty chents with vabd

ocation af RADIUS demv
Al 10°5 will be allowsd 10 wCoiss The AlrPort netwark
5 Use RADIUS Authentication
frimary server
IP Address |
Port: 1812 v
Shared Secret
Secondary server
IP Address
Port 1812

Shared Secret

Upsdate

B.3 Links to More Information
Official sites

http://www.apple.com/airport/ (sdes and marketing)

http://www.info.apple.com/usen/airport/ (support; registration required)

Repairing first-generation AirPorts

http:/AMmww.vonwentzd .net/ ABSRepair.html

Firg-generation AirPort Base Stations tend to fal due to capacitor failure. This
Site explains the problem and shows how to repair the base station, though the
procedure almost certainly voids the warranty.

AirPort hardware hacking

http://mmww.msrl.com/airport-gold/

Older AirPort base stations use Lucent cards. By changing the card from the stock
Silver card to a Gold card, longer WEP keys can be used.

http://jim.chronomedia.con/Airportmod/
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First-generation AirPort Base stations run hot. This site shows how to add a
cooling fan to the case.

Linux on AirPort Base Sations

http:/AMmww-hft.ee.tu-berlin.de/~strauman/airport/a rport.html

Early versons of the AirPort firmware did not support PPPoOE. One response to thiswas
to run Linux on the AirPort Base Station and use the Linux PPPoE driver. Although
recent enhancements to the firmware now support PPPoE, the project may be interesting

for some readers.
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Glossary

A
access point

See AP.

ACK

Abbreviation for "Acknowledgment." ACKs are used extensvely in 802.11 to
provide rdligble data transfers over an unrdiable medium. For more details, see
Section 3.7 in Chapter 3.

Acknowledgment

See ACK.

ad hoc

A network characterized by temporary, short-lived relationships between nodes.
Seedso IBSS.

AlID

Association Identifier. A number that identifies data structuresin an access point
dlocated for a specific mobile node.

AP

Access Point. Bridge-like device that attaches wireless 802.11 stationsto awired
backbone network. For more information on the generd structure of an access

point, see Chapter 14.
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ASN

Abgtract Syntax Notation. The formal description of the grammar used to write
MIB files.

association identifier

See AID.

ATIM

Announcement Traffic Indication Message. ATIMs are used in ad hoc
(independent) 802.11 networks to announce the existence of buffered frames. For
more details, see Chapter 7.

B

basic service set

See BSS.

BER

Bit Error Rate. The number of bitsreceived in error. Usudly, the number is quite
low and expressed as aratio in scientific notation. 10 means one hit in 100 is
received in error.

BPSK

Binary Phase Shift Keying. A modulation method that encodes bits as phase
shifts. One of two phase shifts can be selected to encode a single hit.

BSS
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Basic Service Set. The building block of 802.11 networks. A BSSisaset of
dationsthat are logicdly associated with each other.

BSSID
Basic Service Set Identifier. A 48-hit identifier used by dl dationsinaBSSin
frame headers.

C

CCITT
Comité Consultatif Internationd Téle graphique et TéEphonique. A UN body
responsible for telephone standardization. Due to a reorganization, it isnow cdled
the Internationa Telecommunication Union-Telecommunication Standardization
Sector (ITU-T).

CCK
Complementary Code Keying. A modulation scheme that transforms data blocks
into complex codes and is capable of encoding severa bits per block.

CF
Contention Free. Servicesthat do not involve contention for the medium are
contention-free services. Such services are implemented by a Point Coordinator
(PC) through the use of the Point Coordination Function (PCF). Contention-free
sarvices are not widely implemented.

CFP

Contention-Free Period. Even when 802.11 provides contentionfree services,
some contention-based access to the wireless medium is alowed. Periods
controlled by a central authority are caled contention-free periods (CFP).
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CRC

Cyclic Redundancy Check. A mathematical checksum that can be used to detect
data corruption in transmitted frames.

CSMA

Carrier Sense Multiple Access. A "listen before talk™ scheme used to mediate the
access to atransmission resource. All stations are allowed to access the resource
(multiple access) but are required to make sure the resource is not in use before
tranamitting (carrier sense).

CSMA/CA

Carrier Sense Multiple Access with Collison Avoidance. A CSMA method that
tries to avoid smultaneous access (collsions) by deferring access to the medium.
802.11 and AppleTak's Loca Talk are two protocols that use CSMA/CA.

CTS
Clear to Send. The frame type used to acknowledge receipt of a Request to Send
and the second component used in the RTS-CTS clearing exchange used to
prevent interference from hidden nodes.

D

DA
Dedtination Address. The MAC address of the station the frame should be
processed by. Frequently, the destination addressis the receiver address. In
infrastructure networks, however, frames bridged from the wirdess sde to the
wired side will have a destination address on the wired network and a receiver
address of the wirdless interface in the access point.

DBPSK
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DCF

DHCP

DIFS

Differentid Binary Phase Shift Keying. A modulation method in which bits are
encoded as phase shift differences between successve symbol periods. Two phase
shifts are possible for an encoding rate of one data bit per symbol.

Didiributed Coordination Function. The rules for contention-based access to the
wireless medium in 802.11. The DCF is based on exponentidly increasing
backoffs in the presence of contention aswell as rules for deferring access, frame
acknowledgment, and when certain types of frame exchanges or fragmentation
may be required.

Dynamic Host Configuration Protocol. An IETF standard used by network
adminigtrators to automatically configure hosts. Hosts needing configuration
information may broadcast arequest that is responded to by a DHCP server.
DHCP was the Internet community's admission that the Internet was growing so
fast that network adminigtrators had lost control over what was plugged into
networks.

Digtributed Inter-Frame Space. The inter- frame space used to separate atomic
exchangesin contention-based services. See dso DCF.

digtributed coordination function

See DCF.

digtributed inter-frame space

See DIFS.

DQPSK
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DS

DSSS

DTIM

EIFS

EIRP

Differentid Quadrature Phase Shift Keying. A modulation method in which bits
are encoded as phase shift differences between successve symbol periods. Four
phase shifts are possible for an encoding rate of two data bits per symboal.

Digtribution System. The set of services that connects access points together.
Logicaly composed of the wired backbone network plus the bridging functionsin
most commercia access points. See Figure 2-6

Direct- Sequence Spread Spectrum. A transmission technique that spreads asignal
over awide frequency band for transmission. At the receiver, the widespread
sgnd is correlated into a stronger Sgnd; meanwhile, any narrowband noise is
spread widely. Mot of the 802.11-installed base & 2 Mbps and 11 Mbpsis
composed of direct-sequence interfaces.

Ddlivery Traffic Indication Map. Beacon frames may contain the DTIM eement,
which is used to indicate that broadcast and multicast frames buffered by the
access point will be ddivered shortly.

Extended Inter- Frame Space. The longest of the four inter-frame spaces, the EIFS
is used when there has been an error in transmission.

Effective |sotropic Radiated Power. An antenna system will have afootprint over
which the radio waves are digtributed. The power ingde the footprint is called the
effective isotropic radiated power.
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ERP

Effective Radiated Power. Used to describe the strength of radio waves
transmitted by an antenna.

ESS

Extended Service Set. A logicd collection of access points dl tied together. Link-
layer roaming is possible throughout an ESS, provided dl the dations are
configured to recognize each other.

ETS

European Teecommunications Standards Inditute. ETSI is amultinationa
standardization body with regulatory and standardization authority over much of
Europe. GSM standardization took place under the auspices of ETSI. ETS| has
taken the lead role in standardizing awirdess LAN technology competing with
802.11 cdled the High Performance Radio LAN (HIPERLAN).

extended inter-frame space

See EIFS.

FCC

Federd Communications Commission. The regulatory agency for the United
States. The FCC Rulesin Title 47 of the Code of Federal Regulations govern
telecommunications in the United States. Wireless LANs must comply with Part
15 of the FCC rules, which are written specificaly for RF devices.

FCS
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Frame Check Sequence. A checksum appended to frames on IEEE 802 networks
to detect corruption. If the receiver caculates a different FCS than the FCSin the
frame, it is assumed to have been corrupted in trangit and is discarded.

FH
Frequency Hopping. See FHSS.

FHSS
Frequency Hopping Spread Spectrum. A technique that uses atime-varying
narrowband signal to spread RF energy over awide band.

G

GFSK
Gaussan Frequency Shift Keying. A modulation technique that encodes data
based on the frequency of the carrier sgnd during the symbol time. GFSK is
relatively immune to analog noise because most andog noise is amplitude-
modulated.

H

HR/DSSS
High- Rate Direct- Sequence Spread Spectrum. The abbreviation for sgnas
transmitted by 802.11b equipment. Although smilar to the earlier 2-Mbps
transmissions in many respects, advanced encoding enables a higher detarate.

I

IAPP

Inter- Access Point Protocol. The protocol used between access points to enable
roaming. In late 2001, each vendor used a proprietary 1APP, though work on a
standardized | APP was underway.
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IBSS

ICV

|IEEE

Independent Basic Service Set. An 802.11 network without an access point. Some
vendors refer to IBSSs as ad hoc networks; see adso ad hoc.

Integrity Check Vaue. The checksum caculated over aframe before encryption
by WEP. The ICV isdesigned to protect aframe against tampering by dlowing a
receiver to detect aterations to the frame. Unfortunately, WEP uses a flawed
agorithm to generate the ICV, which robs WEP of a great ded of tamper-
resistance.

Ingtitute of Electrica and Electronics Engineers. The professiona body that has
standardized the ubiquitous | EEE 802 networks.

Infrared. Light with alonger wavelength and lower frequency than visble red
light. The wavelength of red light is gpproximately 700 nm.

Inter-Symbol Interference. Because of delays over multiple paths, transmitted
symbols may interfere with each other and cause corruption. Guarding againgt ISl
iIsamgor consderation for wirdess LANS, especidly those based on OFDM.

Industrid, Scientific, and Medical. Part 15 of the FCC Rules sets aside certain
frequency bands in the United States for use by unlicensed Indugtrid, Scientific,
and Medica equipment. The 2.4-GHz I1SM band was initidly set aside for
microwave ovens S0 that home users of microwave ovens would not be required
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ITU

LLC

MAC

MIB

to go through the burdensome FCC licensing process smply to reheet eftover
food quickly. Becauseit is unlicensed, though, many devices operate in the band,
including 802.11 wireless LANSs.

Internationa Telecommunications Union. The successor to the CCITT.
Technicaly spesking, the ITU issues recommendations, not regulations or
sandards. However, many countries give I TU recommendations the force of law.

Initidization Vector. Generdly used as aterm for exposed keying materid in
cryptographic headers, most often used with block ciphers. WEP exposes 24 bits
of the secret key to the world in the frame header, even though WEP isbased on a
stream cipher.

Logica Link Control. An |EEE specification that alows further protocol
multiplexing over Ethernet. 802.11 frames carry LL C-encapsulated data units.

Medium Access Control. The function in |EEE networks that arbitrates use of the
network capacity and determines which stations are allowed to use the medium
for tranamisson.

M anagement Information Base. An ASN specification of the operationd and
configuration parameters of a device; frequently used with SNMP or other
network management systems.
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M PDU

MAC Protocol Data Unit. A fancy name for frame. The MPDU does not,
however, include PLCP headers.

MSDU

NAV

OFDM

(ON

MAC Service Data Unit. The data accepted by the MAC for ddlivery to another
MAC on the network. MSDUSs are composed of higher-level deta only. For
example, an 802.11 management frame does not contain an MSDU.

Network Allocation Vector. The NAV is used to implement the virtua carrier
sengng function. Stations will defer access to the medium if it is busy. For
robustness, 802.11 includes two carrier-senang functions. Oneisaphysical
function, which is based on energy thresholds, whether a gation is decoding a
legd 802.11 sgnd, and smilar things that require a physicd measurement. The
second functionisavirtual carrier sense, which is based on the NAV. Most
framesinclude a nonzero number inthe NAV fidd, which isused to ask all
gationsto politdy defer from accessing the medium for a certain number of
microseconds after the current frame is trangmitted. Any recaiving sations will
process the NAV and defer access, which prevents collisons. For more detail on
how the NAV is used, see Section 3.7 in Chapter 3.

Orthogona Freguency Divison Mutiplexing. A technique that splitsawide
frequency band into anumber of narrow frequency bands and inverse multiplexes
data across the subchannels. Both 802.11a and the forthcoming 802.11g standards
are based on OFDM.
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Open Systems Interconnection. A baroque compendium of networking standards
that was never implemented because | P networks actudly existed.

F)

PBCC
Pecket Binary Convolution Coding. An dternative method of encoding datain
802.11b networks that has not been widely implemented. PBCC was also
proposed for consideration for 20+ Mbps networks, but was rejected.

PC
Point Coordinator. A function in the access point responsible for centra
coordination of access to the radio medium during contention-free service.

PCF
Point Coordination Function. The set of rulesthat provides for centraly
coordinated access to the medium by the access point.

PCMCIA
Persond Computer Memory Card Internationa Association. An industry group
that standardized the ubiquitous "PCMCIA card” form factor and made it possible
to connect awide variety of peripherasto notebook computers. 802.11 interfaces
are avallable dmost exclusvely in the PCMCIA form factor. Also expanded
humoroudy as People Who Can't Manage Computer Industry Acronyms because
of its unwiddy length and pronunciation.

PDU
See protocol data unit.

PER
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Packet Error Rate. Like the bit error rate, but measured as a fraction of packets
with errors.

PHY

Common |EEE abbreviation for the physicd layer.

physical-layer conver gence procedure

The upper component of the PHY in 802.11 networks. Each PHY hasits own
PLCP, which provides auxiliary framing to the MAC.

PIFS

PCF Inter- Frame space. During contention-free service, any daion isfreeto
transmit if the medium isidle for the duraion of one PCF inter-frame space.

PLCP

See physicd-layer convergence procedure.

PMD

Physica Medium Dependent. The lower component of the MAC, responsible for
transmitting RF signas to other 802.11 stations.

PPDU

PLCP Protocol Data Unit. The complete PLCP frame, including PLCP headers,
MAC headers, the MAC datafield, and the MAC and PLCP trailers.

protocol data unit
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Layers communicate with each other using protocol data units. For example, the
IP protocol data unit is the familiar |P packet. |P implementations communicate
with each other using IP packets. See also sarvice data unit.

PS
Power Save. Used as a generic prefix for power-saving operationsin 802.11.

PSDU
PLCP Service Data Unit. The datathe PLCP is responsible for ddlivering, i.e., one
MAC frame with headers.

PSK
Phase Shift Keying. A method of transmitting data based on phase shiftsin the
transmitted carrier wave.

Q

QPSK
Quadrature Phase Shift Keying. A modulation method that encodes bits as phase
shifts. One of four phase shifts can be selected to encode two hits.

R

RA
Recelver Address. MAC address of the station that will receive the frame. The
RA may aso be the destination address of aframe, but not ways. In
infragtructure networks, for example, aframe destined for the distribution system
isreceived by an access point.

RC4
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RF

RTS

SDuU

A proprietary cipher agorithm developed by RSA Data Security and licensed for
agreat ded of money. Also used asthe basis for WEP and prevents open source
WEP implementations from existing because of the fear of lawsuits by RSA.

Radio Frequency. Used as an adjective to indicate that something pertains to the
radio interface ("RF modulator,” "RF energy," and so on).

Request to Send. The frame type used to begin the RTS-CTS clearing exchange.
RTS frames are used when the frame that will be tranamitted is larger than the
RTS threshold.

Source Address, as disinct from TA. Station that generated the frame. Different
when frame originates on the distrbution system and goes to the wireless segment.

See sarvice data unit.

Service Data Unit

SFD

When a protocol layer recelves data from the next highest layer, it is sending a
service data unit. For example, an |P service data unit can be composed of the
datain the TCP segment plus the TCP header. Protocol layers access service data
units, add the appropriate header, and push them down to the next layer. See also
protocol data unit.
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SFS

SYNC

TA

TIM

WEP

Start of Frame Ddimiter. The component of the frame header that indicates when
synchronization has concluded and the actud frameis about to start.

Short Inter-Frame Space. The shortest of the four inter-frame spaces. The SIFSis
used between frames in an atomic frame exchange.

Service Set Identity. A string used to identify a service s&t. Typicaly, the SSID is
arecognizable character string for the benefit of users.

Short for Synchronize. Bits transmitted by the PLCP to alow senders and
recelvers to synchronize bit timers.

Transmitter Address. Station that actualy put the framein the air. Often the
access point in infrastructure networks.

Traffic Indication Map. A field transmitted in Beacon frames used to inform
associated stations that the access point has buffered. Bits are used to indicate
both buffered unicast frames for each associated station as well as the presence of
buffered multicast frames.
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Wired Equivaent Privacy. Derided as Wiretgp Equivalence Protocol by its critics.
A standard for ciphering individua data frames. It was intended to provide
minima privacy and has succeeded in this respect. In August 2001, WEP was
soundly defeated, and public code was released.

Wi-Fi and Wi-Fi5

The Wirdess Ethernet Compatibility Alliance sarted the Wi-Fi ("wirdess
fiddlity") certification program to ensure that equipment claiming 802.11
compliance was genuinely interoperable. Wi- Fi- certified equipment has
demondrated standards compliance in an interoperability |ab. Origindly, the term
was gpplied to devices that complied with 802.11b (11-Mbps HR/DSSS). The
newer term, Wi-Fi5, is applied to 802.11a (54-Mbps OFDM) equipment that
passes asSmilar certification test suite.

Colophon

Our look isthe result of reader comments, our own experimentation, and feedback from
digtribution channels. Didtinctive covers complement our distinctive gpproach to
technical topics, bresthing personality and life into potentially dry subjects.

Theanimd on the cover of 802.11 Wireless Networks: The Definitive Guide isa
horseshoe bat (Rhinolophus hipposideros). This rare and globaly endangered speciesis
the smallest of the European horseshoe bats, they typically weigh only 4-10 grams and
have awingspan of 19-25 centimeters. Horseshoe bats get their name from the horseshoe-
shaped, lesflike plate of skin around the nose. This nose-leaf helps modify and direct the
ultrasonic sounds they emit through their nogtrils (a method of sensory perception known
as echolocation) to orient themselves to their surroundings, detect obstacles,

communicate with each other, and find food. Bats echolocation systems are so accurate
that they can detect insects the Size of gnats and objects as fine as a human hair.

Lesser horseshoe bats are found in avariety of habitats, ranging from the British Idesto
the Arabian Peninsulaand Centrd Asia, and from Morocco to Sudan. The lesser
horseshoe bat was origindly a cave-roogting bat, but many summer maternity colonies
now occupy the roofs of old rurd houses and farm buildings. These bats dso sometimes
roost in hedgerows and hollow trees. Maternity colonies of 30 to 70 are normal, but
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roosting mothers have been known to form colonies of as many as 200 bats. Lesser
horseshoe bats hibernate, sometimes in large groups, from October until |ate April or
early May. Their winter roosts are usudly underground, in caves or tunnels. They hang
by their feet with their wings wrapped around their bodies, often in open and exposed
positions but rarely in large clusters.
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