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Chapter 1 

Understanding TCPnP Basics 
In This Chapter 
► Pronouncing TCP /IP 

► Defining a protocol and a transport 

► Understanding how TCP /IP fits with open systems 

flu bought this book (or maybe you're just flipping through it) to find ¥ ~ut about TCP /IP. TCP /IP stands for 

Transmission Control Protocol I Internet Protocol 

As you work through this book, you discover all kinds of cool stuff about 
TCP/IP - including what the terms Transmission Control Protocol and 
Internet Protocol mean. But we start with something simple: how to pro­
nounce it! 

Pronunciation Guide 
You wouldn't believe how some people say "TCP/IP," but pronouncing this 
acronym correctly is easy - you just say the name of each letter. Oh yeah, 
ignore the slash ( / ). Ready? Go. Say 

TCP IP 

Good! That didn't hurt, did it? What you said should have sounded like this: 

Tee See Pee Eye Pee 

(Now, now, none of those off-color jokes.) And don't emphasize any of the 
letters, unless you're commenting about your bathroom habits. Got it? 
You're off to a great start. Occasionally you may hear someone cut corners 
and say just 

Tee See Pee 

RED HAT 1030 
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10 Part I: Basics and Buzzwords ________________ _ 

That's okay. The computer industry uses lots of three-letter acronyms, or 
TLAs. You may also hear someone say simply 

Eye Pee 

(Here, too, you want to refrain from making any silly jokes. Really. Please.) 
As you find out in later chapters, sometimes it's technically correct to say 
just "TCP" or just "IP." 

Dear Emilu Post: What's a Protocol? 
A protocol is basically a set of rules for behavior. These rules may be unwrit­
ten, but the people using them accept them as correct. For example, in the 
1970s, when friends met on the street they gave each other the peace sign 
and said "Right on!" When Siamese citizens met their King, ( at least in The 
King and/), everyone kneeled and bowed, and they spoke Siamese (but 
only when spoken to). And when Scarlett O'Hara insisted on that off-the­
shoulder green and white gown for the barbecue at Twelve Oaks, Mammy 
said no - "It ain't fittin'! It just ain't fittin'!" 

Where do these behavior rules come from? How is it that they are so well 
known and understood? They aren't always written down, yet we standard­
ize on certain acceptable behaviors. You can find some minor differences 
due to circumstances and cultures, but here are some examples of situations 
when certain behavior is expected: 

1" When a commoner meets royalty 

1" When people meet and greet, as in "Enchante de faire votre 
conaissance" or "Hey dude!" 

1" On the Titanic, as in "Ladies first" or "Women and children first" (or is it 
"Every man for himself" nowadays?) 

These examples are parts of the formality of communication. 

Sometimes the rules are written down - the rules for driving, for example. 
Still, they can vary widely from country to country or region to region. The 
United States consists of 50 states, each with its own driving laws. For 
example, you can turn right at a red light almost everywhere in the U.S., but 
not in New York City. In the United States, a yellow traffic light means 
"Caution, prepare to stop," but in Germany, that same yellow light means 
"Get ready - the light is going to turn green." 

Similarly, when two or more computers need to communicate, they need 
rules of behavior and conventions for both writing and sending their 
messages. ("After you." "No, after you.") Just as the people of the world 
speak different languages in different regions, computers may need to 
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"speak" particular network protocols. (When in Rome .... ) If a computer 
isn't able to speak a certain protocol, it can't communicate with the comput­
ers that speak only that protocol. 

Thus, in the world of computers, a protocol is the collection of designated 
practices, policies, and procedures - often unwritten but agreed upon 
between its users - that facilitates electronic communication between 
those users. So, if computers that are linked into a network are the basis of 
the Information Superhighway, the TCP/IP protocols are the rules of the 
road. 

The Protocol of Open S1J.stems 
!::>•ALE/II' 

f TCP/IP is often called the protocol of open systems. Here's the world's 
-. • ; shortest definition of open systems: 

Open systems provide a standards-based computing environment. 

These standards for open systems normally include the following: 

I 
Y' Application programming interfaces (APis) such as MAPI (the Microsoft 

Messaging API specification) 

Y' Networking protocols such as TCP/IP 

Y' Database access methods such as SQL 

The term open systems is one of those computer-industry buzzwords. Many 
of the concepts of open systems began with the UNIX operating system, and 
some people still believe that UNIX means "open." That's because when you 
move from one vendor's implementation of UNIX to another vendor's 
implementation of UNIX, most of the commands are the same. 

Remember the scene in Jurassic Park when Lex realizes she's looking at a 
UNIX system? "I know this!" she hollers, staring at the monitor and begin­
ning to press some keys. It's the beginning of the end for the raptors! Thank " 
goodness it was a UNIX system. Otherwise, Lex would be lunch. UNIX exists 
on all major hardware platforms, even the PC and the Macintosh. A PC UNIX 
user can move to a mainframe and get around with ease because the basic 
commands are the same. UNIX is like the McDonald's of operating systems -
wherever you are in the world, you have a good idea of what you're going 
to get. 

When you extend this concept to network protocols, you can understand 
why TCP /IP is the industry standard for open networking. With TCP /IP 
networks, users perform the Big Four network tasks - electronic mail, file 
transfer, signing on to remote computers, and browsing the World Wide 
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Web - in the same way, regardless of the computer hardware. And if your 
company gets you a brand-new computer system that you've never even 
heard of, the mail, file transfer, Web browsing, and remote logon all still 
work in familiar ways, compliments of TCP/IP. 

The fact that TCP /IP is an internationally-accepted standard for networking 
makes it an excellent choice for building the network piece of open systems. 
However, although TCP/IP is the most widely used, it isn't the only protocol 
that is considered a standard. In Chapter 2, you see how TCP/IP grew into a 
standard and take a look at TCP/IP's competition. 

What1s a Transport? 
When you need to travel from Boston to New York for a business meeting, it 
doesn't really matter how you travel, as long as you get there on time. You 
may choose to go by car, taxi, bus, plane, train, bicycle, foot, or snowmobile. 
Certainly, you will notice differences in the length of the trip, the cost, your 
comfort level, and the exact route. But you really just want to get there, and 
for that you need transportation. 

Depending on your destination and your personal requirements, some 
transportation choices may be unwise, illegal, or impossible. If you need to 
get to the moon, would you ride your bicycle? If you had $1 million dollars 
and a hot date in the middle of the Golden Gate Bridge in 30 days, how 
would you proceed? If you had one French franc and needed to get to the 
observation level of the Eiffel Tower in ten minutes during rush hour, could 
you make it? 

Now, consider transporting information. For example, how many different 
ways can you tell your mother that you'll be home for the holidays? 

v Telephone call. 

v Postcard or letter. 

v Telegram. 

v Fax (if she has a fax machine). 

v E-mail (if she has an account somewhere). 

v Homing pigeon. 

v Tell your father and let him tell her. 

v Tie a note to a rock and throw it through the front window. 

v Rely on mother's radar to know that you're coming. 

Did you think of others? Does the method matter as long as she gets the 
message? Probably not. 
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You may be used to thinking of a transport as the way you move yourself or 
your things around. But computer networks move information from one 
place to another. Many times you don't care exactly how the data gets where 
it's going, as long as it arrives 

1"' On time 

1"' Safely 

1"' Intelligibly 

1"' Affordably 

1"' Intact 

1"' Uncorrupted 

TCP /IP is both a transport for carrying your data and a protocol with rules 
for how your data should move. And there's one more piece: TCP/IP also has 
a set of applications, or programs, for chatting with other people on a 
network, for sharing files, for signing on to other computers, and more. The 
chapters in Part II explore these services and applications. 
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Chapter 2 

TCPAP and lnternets, lntranets, 
and Extranets 

In This Chapter 
► Looking into the Internet and an internet 

► Investigating intranets, extranets, and Virtual Private Networks (VPNs) 

► Checking who's in charge of TCP/IP and the Internet 

► Questioning whether you need 1Pv6, the new version of TCP /IP 

~is chapter gives you facts about the origin of the species (TCP/IP f ~pecies, that is), and a look into its future. It's also loaded with 
buzzwords. 

The Internet flersus an internet 
The Internet is the worldwide collection of interconnected computer 
networks that use the TCP /IP protocol. These networks reach every conti­
nent - even Antarctica - and nearly every country. So, if your favorite 
penguin has an Internet address, you can invite him to your formal dinner 
party via electronic mail! (He'll already have a black tie.) 

The Internet is also much more than its network connections. It's all of the • 
individual computers connected to those individual networks, plus all of the 
users of those computers, all of the information accessible to those users, 
and all of the knowledge those people possess. The Internet is just as much 
about people and information as it is about computers and computer 
networks. 

The Internet links universities, companies, governments, cities, countries, 
organizations, students, researchers, parents, kids, personal computers, 
supercomputers, weather stations - even candy and soda machines (see 
Chapter 22)! 
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The Internet is a hot topic these days, so you may hear people refer to it 
using other names. The terms Information Superhighway, the Net, and the 
Web are some of the most popular. The network hardware is the road 
surface itself. And the rules of the road are TCP /IP. 

When you look up the word "internet" in the dictionary, you find that 

I ,_,, inter means between, among, or in the midst of 

,_,, net is a group of communications stations operating under 
unified control 

So, an internet is what goes on between, among, and within communications 
stations that are on a network. Many organizations ( companies, universities, 
and so forth) have their own internets. An internet is also how you link one 
network to another - for example, to extend a local area network (LAN) so 
that it becomes a wide area network (WAN) - see Chapter 3. 

One way we distinguish "the Internet" from "an internet" is by capitalizing 
the "I" in "Internet." ' 

The Internet is 
,_,, The one and only international network of networks using TCP /IP, and 

the home of the World Wide Web. 

,_,, A network that has evolved over the last 30 years. 

,_,, Public (not free, but open to everyone). 

,_,, A carrier of your electronic mail ( e-mail) to people all over the world, 
including the President of the United States and fictional characters, 
such as Sherlock Holmes. 

,_,, A place to get free software. 

,_,, A place where the U.S. government published sexually-explicit material 
(the Starr Report). 

,_,, Where you can hear a live Webcast of the Spice Girls. 

,_,, Thousands of networks, hundred of thousands of computers, millions 
of people, and enough information to fill your hard disk ( and ours) 
thousands of times over. 

,_,, Where you can write to Santa Claus (at s a nta@northpo le. net) and 
he'll send you a button that says "I e-mailed Santa." 

,_,, Tens of millions of users with too much time on their hands. 
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An internet is 
Y' A network of networks, normally set up for one organization. 

Y' A network that uses TCP /IP protocols. It may or may not run other 
network protocols. 

Y' Private. Only you and the other members of your organization are 
allowed to use it. It works like a private version of the Internet. 

Y' A carrier of your e-mail to the other people in your organization. 

Y' Perhaps connected to the Internet, perhaps not. If your organization 
has an internet that's not connected to the Internet, you can't send 
e-mail to Marshall and Candace, your authors, because we don't have 
access to your private internet and you don't have access to the 
Internet, where we are. 

Y' A system that runs TCP/IP, if it's connected to the Internet. 
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Nets, Nets, and More Nets 
An intranet is a private network within an organization or department - a 
university on the East coast, for example, may have an intranet for its 
medical school, another one for its college of liberal arts, and a different one 
for the business school. That university may also network those intranets 
together into an internet so that people from different academic areas can 
share data. When that university needs to share data with a different 
university on.the West coast, the two universities can link their respective 
internets together to create an extranet. Virtual Private Networks, defined in 
this section, are used for both intranets and extranets. 

An intranet is 
1"' A kind of internet. 

1"' A cool name for your organization's private network. Purists say that an 
intranet must use TCP /IP networking. If it uses some other network 
protocol, it's just a plain old network. 

1"' Perhaps connected to the Internet (or even an internet). If part of your 
intranet is available to people outside your company (such as custom­
ers and suppliers), that part is called an extranet. 

1"' Behind your firewall, if the intranet is connected to the Internet or an 
internet. At least we hope that it's behind a firewall. See Chapter 19, 
which is all about security, to find out what a firewall is and how it 
protects your intranet. 

An extranet is 

1

1"' Multiple, interconnected intranets and inte'rnets. 

1"' The organization's extended family of business partners, vendors, suppli­
ers, customers, and research partners that all collaborate electronically. 

1"' Something that may not exist physically- it's a virtual network. 

A Virtual Priflate Network is 
1"' A private network that runs over public facilities, such as the Internet. 

1"' Safe and secure because it 

• Uses a special tunneling protocol on the public network - see 
Chapter 1 7 for more information. 

• Can scramble data before sending on the public lines. 
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I 
v A money-saver for large organization's networks, because sharing 

public telecommunications lines is usually cheaper than leasing private 
lines. 

v Used for both intranets and extranets. 

The TCP/IP Declaration of Independence 
When in the course of network events ... to form a more perfect union .... 

You can find many different kinds of network designs and hardware tech­
nologies, ranging from circles to stars, from telephone wire to signals 
bounced off satellites into the ether. (If you're interested - and you don't 
have to be - Chapter 3 explains some of the characteristics of these 
technologies.) And new technologies are emerging to enhance or replace the 
existing ones. One of the biggest strengths of TCP/IP is that it's independent 
of all the available alternatives: 

I 
v The network design. Circles or stars -TCP/IP doesn't care. 

v The transmission medium. Wire or satellite - no problem. 

v Specific vendors. Take your choice. 

v The operating system and computer hardware. Pick your favorite. 

TCP /IP ties networks and the Internet together, regardless of the hardware 
and software used to build those networks. TCP/IP runs on and connects 
just about everything. You may have heard about other network protocols, 
such as IBM's SNA or Novell's SPX/IPX. But no protocol connects as many 
different hardware and software platforms as TCP /IP. This versatility is the 
reason that TCP/IP is the world's most popular network protocol. 

Dedicated to the proposition that all 
(lendors are created et(ual 
From the beginning, TCP/IP was designed to link computers from different 
vendors, such as IBM and Hewlett Packard, to name just two. Other network 
protocols aren't this flexible. With TCP/IP, you can buy the computer that 
you want or need and know that it can communicate with all of the others. 
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Because all implementations of TCP /IP must work together, or interoperate, 
regardless of who created them, you may have several implementations from 
which to choose. The various products may differ in price, number of fea­
tures, performance, or in any number of other ways. Investigate your options 
carefully and make the right choice for your circumstances. 

Dedicated to the proposition that all 
operatin<J SIJStems are created equal 
Some computers are capable of running several operating systems. For 
example, you can install Microsoft Windows 98, Microsoft Windows NT, and 
UNIX, all on one PC. Not to worry - you can run any or all of these operat­
ing systems and still have TCP/IP working for you - just use the operating 
system that best meets your needs. 

In fact, although the UNIX operating system was the first to come with 
TCP/IP "built in," most operating systems come with TCP/IP these days. 

This widespread incorporation of TCP/IP is one indication of its popularity. 
Other vendors' TCP/IP implementations are still important, though, because 
they may have features that the bundled implementations don't have. For 
example, the TCP /IP that Microsoft includes in Windows 95 and Windows 98 
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only contains network client capabilities. If you need server capabilities, you 
must buy a TCP/IP product with more features. (See Chapter 4 for defini­
tions of client and server.) 

Today, more than 25 million computers run TCP/IP. From this statistic, you 
can see that, although TCP/IP is bundled on many operating systems, 
individudal TCP/IP vendors have plenty of business. 

Who's in Char9e of TCP/JP and the 
Internet, Anuwau? 

"The only thing constant is change," as the saying goes, and TCP/IP is no 
exception. New capabilities are regularly added. Additional organizations 
connect every day, bringing more users on line every minute. Here are a few 
important members of the team watching over this rapid growth: 

/,' InterNIC: Network Services, Inc. (NSI) is responsible for the Internet 
Network Information Center, known as the lnterNIC (pronounced "inter • 
nick"). The InterNIC assigns IP addresses to computers and networks. 
Your organization must register with the InterNIC in order to connect to 
the Internet. NSI plans to offer WorldNIC Services, a new set of Internet 
registration services for businesses. You can contact the InterNIC at 
www.internic.net. 

21 
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Y6 The Internet Assigned Numbers Authority (IANA): The Internet 
Assigned Numbers Authority (IANA, pronounced by saying the letters I 
AN A) has been the central control for Internet addresses, domain 
names, and protocol parameters. The IANA has been run by the Univer­
sity of Southern California's Information Sciences Institute and was 
funded by the U.S. government. Contact the I AN A at www . i an a . or g. 

Y6 The Internet Corporation for Assigned Names and Numbers (ICANN): 
The Internet Corporation for Assigned Names and Numbers (ICANN), 
(ICANN, pronounced by saying the letters IC ANN, or as "eye can") is 
a nonprofit corporation run by an international board of directors and 
funded by the Internet community. ICANN was incorporated on Septem­
ber 30, 1998, and is taking over IANA's work. You can contact the ICANN 
at www. i ca nn. o rg. 

Y6 Internet Activities Board (IAB): The Internet Activities Board (IAB, 
pronounced by saying the letters I A B) oversees the Internet and its 
protocols (TCP/IP). The IAB has subcommittees of volunteers who set 
standards and work on new solutions to Internet growth problems. The 
!AB works with the following committees to set the direction for research 
and development of the Internet. Contact the IAB at www. i ab. org. 

Y6 Internet Engineering Task Force (IETf): The Internet Engineering Task 
Force (IETF, pronounced by saying the letters I E T F) is responsible for 
keeping the Internet up and running every day. Over 70 working groups 
make up the IETF. Members of these groups draft and develop stan­
dards for TCP /IP. One of these standards is the new generation of IP 
protocols, 1Pv6 (discussed in the "1Pv6, the Next Generation of TCP/IP" 
section, later in this chapter). 

IETF meetings are open to anyone willing to pay the reasonable fee. If 
you want to participate in guiding the Internet and TCP /IP, this is the 
place to start. Nonjoiners can subscribe to free monthly reports about 
the Internet by sending an e-mail to i mr- reques t@i s i . edu. If you're 
interested in participating in discussions of cosmic importance to the 
IETF, send an e-mail to i etf- request@cn ri . res ton. va. us. You'll 
receive information about how the IETF is run and a schedule of 
upcoming meetings. Contact the IETF at www. i etf. org. 

Check out RFC 1718, The Tao of the IETF -A Guide for New Attendees 
of the IETF. 

Y6 Internet Engineering Steering Group (IESG): The Internet Engineering 
Steering Group ( IESG, pronounced by saying the letters I E S G) sets 
strategic directions and goals for the Internet. The IESG coordinates 
creating a much larger TCP/IP addressing scheme so that the Internet 
won't become "full." The IETF makes recommendations to the IESG 
about standardizing TCP /IP protocols for the Internet. You can contact 
the IESG at www. i etf. org/i esg. html. 
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Y' Internet Research Task Force (IRTF): The Internet Research Task Force 
(IRTF) manages research into network protocols, such as TCP/IP. (This 
group's name, too, is pronounced by saying the letters IR T F.) The 
IETF moves the IRTF's research into the practical world of TCP/IP and 
the Internet. Contact the IRTF at www . i rt f . or g . 

Y' The Internet Society: The IAB, IETF, and IRTF are part of the Internet 
Society, which guides the future of the Internet. The Internet Society 
publishes two electronic magazines: the /SOC Forum (www. is oc. o rg / 
in forum) and On The Internet (www. i soc. org/i soc/publications/ 
ot i / i nte rim. html), which are included with your membership. 
Contact the ISOC at www. i soc. org. 

IPfl6, the Next Generation of TCP/IP 
The Internet is close to reaching the limits of the current address numbering 
system. How close is close? Well, although the estimates vary depending on 
the panic level of the estimator, addresses for small networks will probably 
run out sometime around 2010. That's not far away. 

If the Internet is close to running out of addresses, does that mean that soon 
it won't be able to accept new companies or individuals? Not at all. The IESG 
created a task force to determine how best to enhance TCP /IP to deal with 
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this problem. 1Pv6 to the rescue! (You pronounce 1Pv6 by saying the indi­
vidual letters and the number - IP V 6 - or by saying "IP version 6.") 

1Pv6 is the next generation version of IP. It offers millions more addresses 
than we have now, which ought to satisfy the world for the foreseeable 
future. Software vendors must develop products that understand the new 
addressing scheme - a few products are already in place, but as of this 
writing, most people still use version 4 ( called v4) of TCP /IP. 

The current version of IP is known as 1Pv4. So what happened to IP version 
5? It was a research version that never made it to production. 

In order to offer more addresses on the Internet, 1Pv6 changes the address 
format. Does this mean that all travelers on the Internet have to figure out a 
new way to access the Internet or that network hardware and operating 
systems have to change to accommodate 1Pv6? The 1Pv6 task force man­
dates that old-style IP addresses and new 1Pv6 addresses must coexist. Stay 
tuned - and check out Chapters 13 and 15 for more information about 
addresses today and tomorrow. 

If you're worried about these future events in cyberspace, don't be. We're 
just trying to get you thinking about possible future directions for your 
network. The transition from 1Pv4 to 1Pv6 will be slow and gradual, phased 
in over the next few years. And you can be sure that the Internet will under­
stand both forms of IP addresses for years to come. 

Besides increasing the address space on the Internet, 1Pv6 has additional 
goodies: 

i, If you manage a network, 1Pv6 makes it easier to assign addresses, 
leaving time for long lunches. 

For everyone concerned with security (and who isn't these days?), 1Pv6 
provides new ways to encrypt data (use a secret code) so that the bad 
guys can't snatch your stuff off a network. 

i, If you want lots of technical detail about 1Pv6, read RFC 1883, the 1Pv6 
specification. Chapter 24 shows how to get an RFC. 

Now the down side: While 1Pv6 solves the Internet addressing problem, this 
version is more complicated to implement, and in real life, people tend to 
put off hard work that's not absolutely necessary - the way your authors 
put off writing this chapter until we absolutely had to. Classless InterDomain 
Routing (CIDR) technology and the Dynamic Host Configuration Protocol 
(DHCP) make existing IP addresses go further without converting to 1Pv6. 
Read Chapter 13 to find out how to use CIDR and DHCP to work around 
limited IP address space. 
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Chapter 3 

What You Need to Know 
about Networks 

In This Chapter 
► Figuring out what makes up a network 

► Understanding the advantages of being connected to a network 

► Watching out for problems if you're sharing resources across a network 

► Finding out whether TCP /IP works better on a LAN or a WAN 

► Understanding what you need to know about Ethernet or token ring network 
technologies to use TCP /IP 

► Discovering TCP/IP's relationship to network services 

~mputer networking is rapidly becoming a part of life - not just at 
\.--~ork, but at home, too. So, we think you should understand some 
basic terminology and fundamental concepts concerning this important 
technology. 

TCP/IP provides connectivity for networked computers. (Connectivity is just 
a fancy way of saying communication.) Because it's hard to describe just the 
TCP /IP piece without introducing how the machines are organized and 
cabled together in the network, this chapter discusses just that. 

What's a Netu/orkJ 
A network is a combination of computers (and other devices) along with the 
cabling, the network interface controllers that are inside the computer, and 
the network software (such as TCP/IP protocols). Figure 3-1 illustrates some 
of the pieces that make up a network. (You can find out more about net­
worked toasters in Chapter 22.) 

The protocol software governs how information moves around on the 
network hardware, and TCP /IP is the most widely used protocol on the 
largest variety of hardware. 
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Figure 3-1: 
A network 
and a few 

of its 
compo­

nents. 

What kinds of detlices 
can be on a network? 
Any device that sends or receives data can be part of a network. Here are 
some typical components: 

~ Computers: This includes PCs, Net PCs, palmtops, workstations, comput­
ers acting as clients (that is, borrowing resources from other comput­
ers), and computers acting as servers (that is, lending resources to other 
computers). Chapter 4 tells you much more about clients and servers. 

~ Printers: Most people think of printers as being attached to computers, 
but you can also put certain kinds of printers directly on the network. 

~ Cash registers and those fancy point-of-sale (POS) devices: These 
devices help retail stores with inventory control. The bar code scan­
ners in modern grocery stores are good examples. 

~ Connection media: This includes cables and wires, fiber-optics, 
microwaves, even signals beamed to or from a satellite. 

~ Other hardware: This category is quite broad and includes hubs, 
routers, gateways, terminal servers, and modems (some special 
modems can be attached directly to the network). You can find more 
information about these devices in Chapter 18. 

~ Things you may not expect to find on a network: You won't believe 
what some people have connected to a network - we've seen soda and 
candy machines and toilets, to name a few. Your next new car may be a 
network device. Read Chapter 22 if you're interested in weird and wild 
things that people have turned into network devices. 

How does TCP/IP fit into the network.? 
With all these hardware possibilities for a network, you can see why you 
need a set of rules for how data should be transmitted across the connection 
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media among all those components. These rules are the network protocols, 
such as TCP /IP. Some of the other network protocols available are IPX from 
Novell and SNA from IBM. 

Networks and protocols are inseparable: Without networks, protocols have 
no reason to exist. Without protocols, a network would be a useless collec­
tion of expensive machinery. And without TCP /IP, the Internet would be an 
idea in search of an implementation - kind of like the wall before Humpty 
Dumpty decided to sit down. 

The pieces of the TCP/IP protocol "suite" are described in terrifically techie 
detail in Chapter 6. 

What a Network Does for You 
(Oool,f Al,l,l,f More Stuff!) 

A network provides many conveniences and services to its users. 

~ You can move information and files from one computer to another. 

~ Without copying them, you can access shared objects such as directories 
and files on other computers. (You must pay a price to share resources, 
however - more about this in the "What a Network Does to You" section.) 

~ You can share a printer attached to some other computer. 

~ You can use applications that take advantage of the network. For 
example, groupware applications run across networks, letting cowork­
ers communicate and share data - a salesperson can create expense 
reports and forward th~m across the network to a manager for an 
electronic signature. The network's users may never hear of network 
protocols, but TCP/IP provides the network communications part of 
these applications. 

~ You can send e-mail to other people who are also connected to your 
network. Via the Internet, you can send mail to famous people, includ­
ing Santa Claus and the President of the United States, or to not-yet­
famous people - including your authors! In Chapter 2, we give you a 
couple of Internet addresses for sending mail to Internet committees, 
and you can find others as you read this book. 

~ You can participate in electronic discussion groups. For example, are 
you thinking of going to Disney World? You can go to a discussion 
group on the Internet at rec . arts . di s n ey and get hotel and restau­
rant recommendations and find out about the rides and attractions in 
the park. If you're planning to spend your vacation finding out more 
about TCP/IP, check out comp.protocols. tcp- i p. For more details on 
discussion groups, read about Usenet news in Chapter 7. 
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What a Network Does to You (There's 
No Such Thin9 as a Free Lunch J 

So you want to take advantage of shared resources? Okay, but keep in mind 
that to share resources across the network, you must make sure you have 
enough resources to share. (By the way, when we say resources, we're 
talking about things on your computer that network users can share, such 
as hard disks, printers, and even the internal processing power of your 
computer.) 

A network can consume your resources. For example, if you allow other 
users on the network to use the hard disks connected to your computer, will 
you still have enough room for your own files? Or if you have a printer 
connected to your machine, will someone else from across the network 
always be using it when you want to print? 

If you plan to share your disk and printer resources, you should decide who 
can share with you and how much of your resources they can share. After 
all, you wouldn't hand your entire paycheck over to your friendly govern­
ment tax service every month, would you? Hmmm, bad example. How about 
this example: You parents out there wouldn't hand over your entire pay­
check to your child week after week, would you? Although it may seem like 
you do, most likely your child gets an allowance, which is a piece of your 
paycheck resource. 

On the other hand, if you're thinking, "Well, I won't get into trouble if I don't 
share my resources with other users. I'll just use their disks and printers," 
think again. That would make you dependent on resources that are beyond 
your control. For example, if another computer on the network lets you 
store some of your files there (called remote file-sharing), what happens if 
that computer is offline for a while? Your files are incommunicado. You'd 
better hope that the system administrator for that machine has plans in 
place to guarantee its availability, before problems arise. Or, if you use a 
printer that's connected to another computer and the computer's owner 
turns it off and goes on vacation, how do you print your stuff? (We hope you 
have access to another printer!) 

You have to decide your level of network participation. If you choose not to 
use or provide network resources, you have complete control of your 
environment, but you have to live with limited resources and will have 
difficulty working and playing well with others. If you choose to use or to 
provide network resources, you're codependent with others on the network. 
Either way, you pay a price. 
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Figure 3-2: 
Using a file 

server to 
share disks 

among 
networked 

users. 

How to make it work 
To make resource-sharing useful and reliable, your organization should 
install special computers that are dedicated wholly to sharing disks or 
printers with many other users. These computers are managed so that 
they're always available unless there's a hardware problem. These comput­
ers are called file servers or print servers or simply servers. 

For more information about using servers to share disks and printers across 
the network, take a look at Chapter 4 on client/server computing, as well as 
the section on the Network File System in Chapter 10. 

Figure 3-2 shows people sharing disks and files located on a file server 
somewhere on the network. Depending on how the file server is set up, 
users may not even know that they are getting files from the network. 

File server 
Network interface cards inside 

Software inside 

Watch out for fliruses! 
In addition to all those files, a network can also transport a virus to your 
computer. Of course, floppy disks can, too. Think carefully about accessing a 
file server that's unfamiliar to you. We strongly recommend that you regu­
larly and faithfully scan your computer's disks and diskettes for viruses. And 
always scan any software that you copy - before you use it. 

29 

RED HAT 1030 
RED HAT V. CAS



30 Part I: Basics and Buzzwords --------------------

Protocols and Packets and HumptlJ. 
DumptlJ.'s Fall off the Wall 

Protocols aren't really tangible "things" on the network. Instead, they 
specify how tangible things (the network devices and computers) talk to one 
another. J(ing TCP/IP tells the network devices what to do with Humpty 
Dumpty - your data. Each time a network device manipulates your data, it 
obeys the rules set down by TCP/IP. 

One rule stipulates that your data may have to be transferred in smaller 
chunks - Humpty Dumpty may get pushed off his wall. TCP/IP makes sure 
your data doesn't get ruined in the process of getting put back together again: 

All the Kin91s horses and 
all the Kin9 1s men ... 
The data that you send and receive over the network is packaged into one 
or more packets. Each packet holds 

I ~ The data that it has to transmit 

~ Control information, which tells the network what to do with the 
packets 

The network protocol - TCP /IP in this case - determines the format for 
each packet. And all of this is transparent to the user. If we hadn't told you, 
you may never have known that your messages are split into pieces for 
transmission and then reassembled, just like Mr. Dumpty. 

. . . can put IJ.OUr packets to9ether 
a9ain ( with the help of TCP/IP) 
After the packets are sent, they may not arrive at their destination in order. 
In Figure 3-3, an e-mail message is split into packets. If your data gets spread 
over several packets, King TCP /IP tells his horses and soldiers how to put it 
together again so that the message makes sense. 
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Figure 3-3: 
TCP/IP 

sequences 
packets 

correctly. 

0 
0 

L.B.P 

What1s a LANJ 
LAN stands for local area network. (It's usually pronounced as a word, LAN, 
not as the letters LAN.) The computers and other devices in a LAN commu­
nicate over small geographical areas, such as the following: 

I 
Y' One wing of one floor in a building 

Y' Maybe the whole floor, if it's a small building 

Y' Several buildings on a small campus 

LANs can run over various network architectures, such as Ethernet and 
token ring. These network architectures are ways for data to move across 
wires and cables. The following sections describe Ethernet and token ring. 
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Figure 3-4: 
An Ethernet 

LAN. 

How Ethernet works - would IJ.OU 
send me a packet of pastrami) 
With Ethernet, any device on the network, from the mainframe computer at 
the company headquarters to a cash register in the local delicatessen, can 
send data in a packet to any other location on the network, at any time. 
Often lots of machines are on a network, and they'll undoubtedly be sending 
data at the same time. When the packets of data collide, Ethernet makes the 
devices stop transmitting, wait a little while, and try again. The wait time 
interval is random and is different each time that a collision happens. 

The Ethernet architecture is called CSMA/CD (Carrier Sense Multiple 
Access/Collision Detection), meaning that the devices realize when a 
collision has occurred, so they wait and retry. With Ethernet, the data from 
the small deli's cash register is equal to anything that the headquarters' 
mainframe has to send. All of the devices on the network are peers. Figure 
3-4 illustrates an Ethernet LAN. 

File server 
Network interface cards inside 

Software inside 

With this rin9 ... 
In a token ring network, the network devices are connected in a circle (ring), 
and a token is passed among the devices on the ring. When a device has 
data to send, it must first wait to get the token. Possession of the token 
ensures that the sending device will not compete with any other device. If a 
device has nothing to send, or when it is finished sending, it passes the 
token. In a token ring, everyone gets an equal turn, unimpeded. Figure 3-5 
shows a token ring LAN. 
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Figure 3-5: 
A token 

ring LAN. 

Token rinlJ. tlersus Ethernet 
Whether your network runs on token ring or Ethernet technology, your data 
will go where it's supposed to go. The advantage of token ring is that 
Ethernet-style collisions don't occur, no matter how busy the network gets. 
On the other hand, all devices must take a turn with the token, even if they 
have nothing to send. So, on a not-so-busy network, the devices with data to 
send have to wait for devices that aren't doing much besides taking the 
token and passing it on. 

TCP /IP has nothing to do with Ethernet or token ring. In addition to all the 
good features of TCP/IP that are described in Chapter 2, here's another one: 
TCP /IP runs on both of these popular network schemes. Ethernet and token 
ring are all about hardware. But TCP /IP is mostly about software, and works 
on almost all hardware. 

33 

RED HAT 1030 
RED HAT V. CAS



Part I: Basics and Buzzwords --------------------

Fast Ethernet and Faster Ethernet 
satisfu the need for speed 
Information moves at a theoretical rate of 10 Mbps (mega, or million, bits per 
second) on Ethernet. Each character you type is usually 8 or 16 bits. Do the 
math - 10,000,000 + 8 - and that seems like a lot of data speeding over 
your network. We use the term "theoretical rate," because plenty of things 
happen on Ethernet that slow down your data. 

A new version of Ethernet, called Fast Ethernet, moves data at a rate of 100 
Mbps, ten times faster than regular Ethernet! Still, collisions act like elec­
tronic friction - they keep your data from reaching top theoretical speed. 
At 100 Mbps, even slowed down, your data will burn rubber. 
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Imagine your data whizzing by on the net at 1 Gbps. The "G" stands for giga, 
so 1 Gbps is 1 billion bits per second. That's Gigabit Ethernet. Be prepared to 
spend giga-units of money if your information craves this kind of speed. 

The Institute of Electrical and Electronics Engineers (IEEE), another group 
that designs and champions standards, is currently developing the standard 
for how Gigabit Ethernet devices should work. The final standard is due 
sometime in 1998. Equipment you purchase today (such as switches, hubs, 
and network cards) to run Gigabit Ethernet, may not to conform to the 
standard's final requirements. 

What's a WAN? 
What if your company has several buildings in different towns and states, or 
even in different countries? Does that mean that all the people who work in 
the company can't be on the same network because a LAN is limited by 
distance? Of course not. The Internet is worldwide, so you can even space 
out with your network by bouncing data off satellites in outer space. 

A WAN (wide area network) spans geographical distances that are too large 
for LANs. LANs can be joined together by special-purpose hardware, such as 
routers, hubs, and gateways (see Chapter 18), to form a WAN. See Figure 3-6. 

35 

RED HAT 1030 
RED HAT V. CAS



36 Part I: Basics and Buzzwords ----------------------

Figure 3-6: 
Using a 

router, hub, 
or gateway 
to connect 
two LANs 

into a WAN. 

Hub, router, 
or gateway 

Mother Goose Network Sert/ices, Inc. 
A network service is a special function that is available to people on the 
network and their computers. (You may already be familiar with typical 
network services, such as shared printers and e-mail.) The original design of 
TCP /IP defined three categories of services that operate at specific levels of 
the network hierarchy. (You can find out more about this hierarchy in 
Chapter 5.) 

/,6 Connection services. These services, operating at the lowest level of 
the network's hierarchy, determine how information gets from one 
computer onto the network cable ( or other connection medium) and 
how that information moves from the network cable to the next com­
puter. The connection services don't guarantee that the information 
will arrive at the destination in the right order or that it will even arrive 
at all. As strange as it seems, this unreliable communication between 
the computers is perfectly adequate for some applications. 
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Y' Transport services. These services, operating at the middle level of the 
network's hierarchy, augment the connection services to provide 
completely reliable communication between the computers. The 
packets are numbered to make sure that the data can be placed in the 
right order even when the packets arrive out of sequence. The comput­
ers then perform error checking to make sure that no packets are lost 
or damaged. 

Y' Application services. These services are the functions that you're 
probably most interested in. Application services let an application on 
one computer talk to a similar application on another computer in 
order to perform tasks, such as copying files. Application services, 
operating at the highest level of the network hierarchy, depend on 
connection services and transport services for reliable, efficient 
communication. 

Protocols define network services. We use e-mail as an example: When Ms. 
L. Bo Peep sends her message to Humpty Dumpty, TCP/IP has to tell the 
network devices how to do all of the following: 

I. Translate Mr. Dumpty's name (actually, the name of Humpty's com­
puter, but we're trying to keep this simple) to a TCP/IP format 
address. This is the connection service at work. 

2. Create the packets and mark them "From L. Bo Peep to Humpty 
Dumpty." This is the transport service at work. 

3. Send the packets across the network. This is the connection service 
at work. 

4. Make sure that the message gets to Humpty ungarbled and in one 
piece (well, it's not really one piece until after the packets are 
reassembled into the message). This is the transport service at work. 

5. Deliver the mail message to Mr. Dumpty himself. This is the applica-
tion service at work. 

Even in our elementary Mother Goose example, you can see that TCP/IP is 
responsible for many different network activities. That's why TCP/IP is 
actually a collection of many protocols, each with a specialized task to 
perform. You can find out more about these tasks in Part II. 
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Chapter 4 

Client/Server - Buzzword of the 
Century (The 20th or the 21st?) 

In This Chapter 
► Looking into client/server computing 

► Exploring how TCP/IP enables client/server computing and takes advantage of it 

► Finding out how client/server interacts with the Internet and the World Wide Web 

► Investigating server "push" technology 

r,ient/server may be the computer industry buzzword of the century 
\.-, ( although "Web" is giving it a run for its money). Only time will tell 
whether it's the buzzword for the 20th century or the 21st! We may not see 
really successful client/server solutions for a few more years, or client/ 
server computing may turn out to be just a fad and fizzle out. So far, though, 
client/server has provided a lot of activity with a lot of promise. 

As you take a look at what client/server means to a network computer user, 
you see that TCP/IP is an excellent protocol choice for client/server comput­
ing. That's because TCP/IP allows so many different computers and network 
devices to communicate as both clients and servers. 

What ExactllJ Is Client/Sert/er, An1Jula1JJ 
You won't find one single, straightforward definition of client/server. The 
computer industry has wavered here, and client/server has come to mean 
different things to different people in different situations and at different 
times. 

To some organizations, client/server is part of a hardware "rightsizing" plan. 
But does that mean downsizing from mainframe computers to smaller 
computers or upsizing from personal computers to larger computers? To 
some other organizations, client/server is part of a software engineering 
plan. But is it for building applications or buying them? 
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Client/server computing combines traditional styles of computing into a 
different, distributed way of working. These traditional styles include 
mainframe computers and departmental minicomputers located in a central 
data center, non-networked PCs on peopl~'s desks, enterprise-wide data­
bases, application programs, networking, and more. 

Client/server is defined by software, not hardware. In the client/server 
game, a client application on one computer requests services from a com­
puter running server software. (You can find definitions of these players 
later in the "The Server Part of Client/Server" section, later in this chapter.) 
The client and server can be any kind of hardware. You may even use a 
gigantic Cray supercomputer client to request services from a tiny little PC 
via some network protocol, such as TCP /IP. 

So the key element in client/server computing isn't hardware or even 
software - it's figuring out how to divide up your work and information 
across the network in the most appropriate way. 

What client/serf/er is 
v A style of computing. To be more specific, it comprises various sepa­

rate technologies working together to provide a solution. These tech­
nologies include the applications, the hardware, the operating systems, 
and the network technologies that provide communication between the 
clients and the servers. 

v Very popular right now. Every day, organizations are building, deploy­
ing, and evaluating client/server solutions. 

v Something that people think they have to have, even though they 
don't know what it is. That's one of the curious things about fads -
the excitement is catching. (Gee, where did we put our Pet Rock? It was 
here a minute ago.) 

What client/serf/er isn't 
v The only style of computing. Individual, stand-alone computers still 

have their uses. Just because client/server is popular doesn't mean that 
older styles are extinct. 

v The best solution for everything. Sometimes people get so excited 
about a hot trend that they fail to determine whether the trend suits 
their needs. (Remember leisure suits? Back in the 1970s, most men -
regardless of height, weight, or dignity- simply had to have a pastel 
polyester leisure suit.) 
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I 
,,,, Dead. Some industry analysts are planning the funeral for client/server 

computing. They grieve, "It never fulfilled its potential. It used too many 
computer resources. RIP." Don't believe it. What's one of the hottest 
applications in use today? Web browsing. And what do you need to 
browse the Web? A Web CLIENT that accesses Web SERVER software. 

The Serf/er Part of Client/Serf/er 
Even though the word dient comes first in client/server, we need to start 
with the definition of the server. 

In a client/server system, a server is a computer that has a resource it can 
share with other computers or a service it can perform on behalf of other 
computers and their users. 
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Often a server is dedicated to one task only. In some explicit configurations, 
the server must be dedicated for that purpose, either for performance or 
security reasons or because certain software requires it. For example, if you 
install Novell NetWare server software on a PC, that PC becomes a dedicated 
file server. 

Web serf/ers - spun across the Internet 
A web server accepts requests from browser clients to deliver web objects, 
such as home pages and documents. The World Wide Web server finds the 
requested information on the Internet and ships it back to the browser for 
you to see. Flip to Chapter 12 for more on the World Wide Web. (Note that a 
web server on a private intranet is called an internal information server.) 

Web application serflers - collaboration 
across space and time 
Most web servers simply deliver information and files to browsers, a 
function that can be incredibly useful and has become amazingly popular. 
But there's more to life than just raw information. A web application server, 
such as Lotus Domino, lets groups of users interact through browsers to 
generate collaborative results that aren't possible otherwise. The applica­
tions are in all kinds of industries including banking and financial services, 
healthcare, customer service, advertising, and entertainment. 

Commerce serflers - malJ. I please hafle 
IJ.OUr credit card information? 
A commerce server is a type of web application server that lets you conduct 
business over the Web. The server software includes security features such 
as the Secure Socket Layer (SSL) so that you can use your credit card 
without worrying about security. You still have to worry about your bills, 
though. Check out Chapter 19 for information on commerce servers. 

File serf/ers - from Timbuktu to 
Kalamazoo 
A file server shares its disk space with other computers. One advantage of 
having a file server, besides being able to borrow another computer's disk 
space, is that the shared files still look like they're on your own computer. 
You don't have to do anything special or different to use the files stored on a 
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file server in your network - even if that file server is thousands of miles 
away in Timbuktu. Most users don't even realize that they use files that 
aren't on their own computers. 

The computers that borrow the file server's disk space are the clients. 
These clients may use an operating system that's different from the server's 
and from one another's. And when you have various operating systems, you 
have various file formats. The server's job is to hide those format differ­
ences from the clients. 

Print serflers - closer to home 
Theoretically, you can use the printer on a print server that's set up in 
Kalamazoo, but unless you like long commutes, it would be a pretty long 
walk to retrieve your printed documents. So it makes sense that print 
servers are most convenient if they are located geographically close to the 
people who use them. The print servers on a network allow many people to 
share a printer, as opposed to each user's computer having its own dedi­
cated printer. 

In many offices, the printer on a print server is a fancy and powerful laser 
printer. The quality of personal printers, on the other hand, may range from 
the CEO's laser to your pathetic dot-matrix printer that jams and prints 
reports too faint to read even under 1,000 watts of halogen light. 

Compute.serflers- both near and far 
The idea behind compute servers has actually been with us since the 
development of the first computers, but the term itself has only been in use 
a short time. A compute server is a computer that runs a program for you. 

When computers were dinosaurs that filled an entire room and ran only one 
program at a time, you requested an appointment and physically went to the 
computer to run your program. Even though today's computers come in a 
wide variety of sizes and capabilities and most of us have one at our dis­
posal 24 hours a day, sometimes you still need to use a computer with 
special capabilities. 

The compute server may have that expensive program you can't afford or 
those secret data that you must not copy, or it may simply have more disk 
space and power to run your program more efficiently. Traveling to the 
compute server is still necessary, but nowadays you can do that over the 
network. See Chapter 8 for more information on compute servers and "cycle 
stealing." 
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The Client Part of Client/Sert/er 
~~ALEIIJ-

f It's this simple: A client is a computer that borrows a resource or service 
.., ' ' f h v rom anot er computer. 

Clients do all sorts of work - anything they want. It's not the type of work 
done that makes a computer a client; it's the fact that the computer is 
borrowing some sort of resource. 

Thin clients 
The question often comes up: Can you run that cool new client application 
on your current computer system or do you need to add more memory and 
another disk drive, or do you have to get a whole new computer? 

Before you spend a lot of money on a new computer, though, see if a thin 
client may help. A thin client is the smallest, simplest, least expensive 
combination of hardware and software configured to perform the exact tasks 
that you need - and nothing else. Users of thin clients run their applica­
tions on servers across the network. 

The new Net PCs are examples of hardware that run thin client software. 
(Some people joke that the VTI00 and 3270 fixed-function terminals at­
tached to minicomputers and mainframes are thin clients. Who's to say that 
they're wrong?) See Chapter 8 for information on a new thin technology, 
called Microsoft Windows NT Terminal Server Edition. 
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Thin clients mean fat servers. Don't forget to increase the processing power 
of the servers that support thin clients - you need more power on servers 
because most of the work occurs there. Using thin clients also can increase 
network utilization. Don't forget to upgrade the network so that it can 
handle the heavier usage. If you need your network to go faster, check out 
Chapter 18 for some tips on network wiring and hardware. 

Browsers 
A browser is client software that receives services from a web server. The 
browser lets you navigate the files and information on a web, including the 
World Wide Web. For a full-function browser, you need a graphical browser. 
Text-based browsers, however, usually work faster than graphical ones and 
provide access to web data for people who don't have a graphical interface 
the way that a Windows or the Macintosh operating system does. To see 
examples of browsers, check out Chapter 12. 

Are You 8ein9 Sertled? 
Any computer can be 

1 
v Either a client or a server 

v Both a client and a server 

v Neither a client nor a server 

and can change as often as necessary to provide and access any number of 
services. 

Figure 4-1 shows an example of multiple roles. One computer provides a 
shared printer and is thus a print server. The same computer also shares 
some of its disk space and files and is thus a file server, and it's also a client 
of a file server because it accesses some files from another computer. 
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Figure 4-1: 
A computer 

can be a 
client and a 

server at 
the same 

time. 

----------------------

Print Client 

Print Server 
File Client 

File Server 

What Does All This Hafle to 
Do with TCP/JP? 

Client/server and TCP/IP may seem unrelated to you - after all, client/ 
server is a style and TCP /IP is a technology, right? Why, then, does the 
computer industry link the two together? Because TCP/IP is a key element of 
many, but not all, client/server solutions. 

TCP/IP is one of the major enablers of client/server computing, and also one 
of the biggest users of it. TCP/IP's layered and modular design makes it easy 
to design and implement new network services. But one of the biggest 
advantages of TCP /IP compared to some other network protocols is that all 
of the computers on the network are peers. 

In a peer-to-peer network, no computer is better than any other, or different 
from any other, at least until the system managers and users make them 
different. A peer-to-peer network doesn't require dedicated servers; how­
ever, a peer-to-peer network does benefit from having dedicated servers. 

The Microsoft Windows NT Workstation is an excellent example of peer-to­
peer networking - all of the machines on the workgroup network are 
equals. They all may (and probably do) function as either clients or servers. 
In fact, most computers in a peer-to-peer network work simultaneously as 
both client and server. While this environment is convenient, you may find 
that it's not practical. What happens when your colleagues are using so 
much of your computer's shared disk space that there's no space left for 
you? Do you turn off disk sharing or disconnect the network cable? You 
could. It's your computer, right? Before your group disintegrates into a 
collection of separate PCs, though, your group should look into getting a 
dedicated file server. 
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Sert/er Push 
When you're browsing the Web, your browser (the client) pulls information 
down from the server. Server push technology (often called push technology) 
is just the opposite - the server initiates information delivery to the client. 
Pointcast, an example of server push, is an Internet news service that 
broadcasts news to your client. You need to download a Pointcast client (it's 
free!), that shows you how to push information based on your interests. One 
neat Pointcast feature is that it displays news headlines as a screen saver. 

Here's the difference between push and pull: With pull technology, you must 
ask for the news. With push technology, you get the news as it happens. 

Oh ... Now I Get It! 
In the other chapters in this book, you investigate many more client/server 
topics - including TCP/IP's own components and some popular services, 
and the basics of programming your own applications. Until then, remember 
that client/server is like sex: 

1"' It's on everyone's mind most of the time. 

1"' Everyone's talking about it. 

1"' Everyone thinks that everyone else is doing it. 

1"' Everyone thinks that he or she is the only one not getting any. 

1"' Everyone brags about his or her success. 
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In This Chapter 

Chapter 5 

Luscious Layers 

► Introducing OSI- the International Standards Organization's protocols for open 
systems interconnection 

► Exploring the OSI protocol's layered architecture 

► Comparing OSI and TCP/IP layers 

► Understanding why TCP /IP beat OSI in the standards race 

Before you can really understand the components of TCP/IP, we need 
to show you the basis for their design. To do this, we compare them 

with the components of another standard for network architecture and 
protocols: OSI. 

ISO OSI - More Than a Palindrome? 
ISO, the International Standards Organization, specifies worldwide stan­
dards for different types of computing. (ISO is pronounced eyeso - eyesore 
without the ore.) ISO sets standards for networking, database access, and 
character sets, among other things. 

In order to support the idea of open systems, the products of major hard­
ware and software vendors must comply with standards. As far as networks 
and protocols are concerned, ISO wants all vendors to use a standard 
network architecture for their hardware and software products, thereby 
making all network users able to communicate happily and easily with each 
other, regardless of what computer products they happen to use. 

ISO's most visible effort in this network and protocol compatibility dream is 
OSI, Open Systems Interconnect, which defines a network architecture and a 
full set of protocols. (OSI is pronounced as the letters O S I. Often, it's 
referred to as ISO OSI; pronounced eyeso O S I. We know it's not consistent, 
but don't blame us.) 
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The lmpOSlble Dream! 
Not surprisingly, attaining this dream of overall compatibility has been 
somewhat difficult to bring about. Maybe ISO should have named itself 
ParadlSO, after its goal! 

ISO isn't the first organization to define a network architecture- sometimes 
called a model- and protocols to go with it. Table 5-1 lists three propri­
etary network models and protocols. 

Table 5-1 Some Vendor-Defined Protocols 
Vendor Architecture/Protocol 

IBM System Network Architecture (SNA) 

IPX/SPX Novell Corporation 

Apple Computer Apple Talk 

The difference between the vendor-defined models in Table 5-1 and those of 
the ISO is that the ISO OSI (have your eyes crossed yet?) enables 
interoperability between vendors. ISO's interoperability standards have 
been designed to allow all parts of your network to work together, regard­
less of which suppliers you bought them from. Toward this goal, OSI divides 
network functions into layers and specifies how those layers should inter­
act. Theoretically, then, OSI is blissful paradise for network users. 

Okay. So far this makes sense. Even the United States government liked OSI. 
(Maybe we should have worried when we heard that.) In fact, the U.S. 
government first became interested in using OSI to connect government 
installations. 

But in the late 1970s, when ISO was just beginning to recommend the 
development of OSI as a standard for multivendor networking, TCP /IP had 
already been in use for years (for the federal government as well as others) 
as a standard on the ARPANET and the other networks around the world 
that evolved into the Internet. 

Today, little of OSI is in production, as compared to TCP/IP. One reason is 
that the OSI specification is extremely complicated and it's taking too long 
to implement all the functionality. Another reason is that TCP /IP is already 
here and in use. During the long (and seemingly never-ending) trip to 
ParadISO, people realized that their computers could work together by 
using TCP /IP's set of already existing protocols. 

The United States government was one of the last groups to figure this out, 
but now - having communicated via TCP /IP for years - the government 
recommends TCP /IP as an alternative to the OSI network protocols. The 
government has decided to let TCP /IP be a standard as well. 
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Takin9 a Modular Approach 
to Netu/orkin9 

Chapter 5: Luscious Layers 

The best things to come out of OSI, so far, are its aim to support large 
networks without running out of addresses and the idea of a structured, 
layered network model. We can thank ISO for clearly delineating network 
layers and services through which applications, especially client/server 
applications, can communicate. When the OSI model was born, it defined 
the "right" way to design network protocols and applications, and in this 
case, "right" meant modular. 

TCP /IP, as well, uses the concept of layers. Actually, the TCP /IP notion of five 
layers predates the ISO OSI Reference Model (see the next section) by nearly 
ten years, but TCP/IP's concept wasn't firmly entrenched. Today, new 
developments in TCP/IP follow the OSI example of modular layers and clean 
interfaces. Internet committees that direct the evolution of TCP/IP watch 
ISO's efforts and the OSI Reference Model's layered approach. 1Pv6 borrows 
some of OSI's goals and plans. 

The ISO OSI setlen-latJ.er cake 
There are seven layers in what's officially called the ISO OSI Reference 
Model. We, however, are predisposed to more satisfying things like desserts 
and snacks, so we call it a seven-layer cake. 

Each layer of the cake depends on the layers below it; that is, each layer 
provides services to the layer above it. When two peer computers are 
communicating, each computer has its own set of layers. When you send 
a message to another computer on the network, your information starts at 
the top layer of your computer, travels down all the layers to the bottom of 
the cake, and jumps across to the other computer. When your information 
gets to the other computer, it starts at the bottom layer and moves up the 
cake to the application in the top layer. Technically, the seven layers are 
called a stack. Figure 5-1 illustrates these layers. 

Creamy white cake, raspberry filling, sugary frosting - mmmmmm - er, 
sorry. You want to know what the layers are for, don't you? Here we go: Each 
layer has a special function. The lower layers are hardware oriented. The 
highest layer does user stuff, such as e-mail and file transfers. Starting with 
Layer 1 at the bottom of the cake, we examine each layer. 
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Figure 5-1: 
In the ISO 

OSI 
Reference 

Model, 
messages 

eat their 
way 

through the 
seven-layer 

cake. 

---------------------

LatJ.er 1: The phtJ.sical latJ.er 
The physical layer is pure hardware, including the cable, satellite, or other 
connection medium and the network interface card. This is where electrical 
signals move around, and we try not to think too hard about how it works. 

LatJ.er 2: The data link latJ.er 
This is another layer we don't want to strain our brains trying to figure out. 
Again, hardware is involved. This is the layer that splits your data into 
packets to be sent across the connection medium. Here's where wiring, such 
as Ethernet or token ring (see Chapter 3), gets involved. After the informa­
tion is on the wire, the data link layer handles any interference. If there is 
heavy sunspot activity, the data link layer works hard to make sure the 
interference doesn't garble the electric signals. 

Sunspot activity and solar flares tend to disturb all sorts of transmissions, 
not just network signals. Your cellular telephone and television reception, 
for example, can degrade during solar episodes. Even cable TV is affected. 
Wouldn't it be nice if television broadcasts had a data link layer like ISO 
OSI's and TCP/IP's to fix poor reception? 
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lalJ.er 3: The network lalJ.er 
Here's the first place on the OSI Model where a TCP/IP protocol fits into the 
equation. IP is the TCP /IP protocol that works at this layer. This layer gets 
packets from the data link layer (Layer 2) and sends them to the correct 
network address. If more than one possible route is available for your data 
to travel, the network layer figures out the best route. Without this layer, 
your data would never get to the right place. 

lalJ.er f.J: The transport lalJ.er 
Although the network layer routes your information to its destination, it 
can't guarantee that the packets holding your data will arrive in the correct 
order or that they won't have picked up any errors during transmission. 
That's the transport layer's job. TCP is one of the TCP/IP protocols that 
work at the transport layer; UDP is another one. (Chapter 6 explains what 
these protocols do.) The transport layer makes sure that your packets have 

· no errors and that all the packets arrive and are reassembled in the correct 
order. Without this layer, you couldn't trust your network. 

LalJ.er 5: The session lalJ.er 
The other protocols that make up TCP /IP sit on Layer 5 and above. This 
layer establishes and coordinates a session, which is simply the name for a 
connection between two computers. You have to have a session before two 
computers can even think about actually moving data between themselves. 

LalJ.er 6: The presentation lalJ.er 
The presentation layer works with the operating system and file system. 
Here's where files get converted from one format to another, if the server 
and client use different formats. Without the presentation layer, file transfer 
would be restricted to computers with the same file format. 

lalJ.er 7: The application lalJ.er 
This is the layer where you do your work, such as sending e-mail or request­
ing to transfer a file across the network. Without the application layer, you 
couldn't create any messages or data to send, there would be no Web 
browsers, and your computer wouldn't know what to do with any data that 
someone else sent you. 
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Fittin9 TCP/IP into the Seflen-LalJ.er Cake 

Figure 5-2: 
TCP/I P's 

five-layer 
cake. 

The protocols of TCP/IP stack up in layers, too, similar to the OSI Reference 
Model. But TCP/IP has fewer layers. As you can see in Figure 5-2, the TCP/IP 
cake is five layers high. Notice that the fifth (top) layer is a rich one. Al­
though it's called the application layer, it combines OSI's session, presenta­
tion, and application layers. TCP/IP's third layer is the Internet layer - it's 
analogous to OSI's network layer. 

The ISO OSI's physical and data link layers are included in the TCP/IP layer 
cake in Figure 5-2, even though they are hardware and have nothing to do 
with TCP/IP. TCP/IP is software that's independent of the underlying hard­
ware, but we don't want you to forget that the hardware is still part of the 
total solution. 

We know that cake alone is yummy but not very nutritious. For the main 
course, from soup to nuts, read Part II, where we explain the set of TCP/IP 
protocols and show the many applications that run over those protocols. 
That way you'll have a healthy, balanced meal. 
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Do You Have a Complete Set 
of TCPnP Dinnerware? 

In This Chapter 
► Discovering that TCP/IP is so much more than two protocols 

► Finding out the difference between TCP/IP protocols, services, and applications 

► Investigating the major protocols that make up TCP /IP ( and what they do) 

► Discovering some of TCP/IP's newest protocols, including security protocols 

1 you read Chapter 1, you know that a protocol is the set of agreed-upon 
practices, policies, and procedures used for communication. In this book, 

we're concerned with TCP/IP as the protocol for communication between 
two or more computers. Remember that TCP/IP is actually a large suite of 
pieces that work together. 

The TCP/IP Protocol Suite 
What's a suite, you ask? In a hotel, a suite is a collection of rooms that are 
treated as a single unit. Similarly, the TCP/IP suite is a collection of proto­
cols, named after two of the original pieces, TCP and IP. 

Now you may say, "A suite is too big. Can I just rent a room?" Nope. Sorry. 
The protocols in the TCP /IP suite move the data from one network layer to 
another and interact with one another. You can't really have a functional 
network with just one of the TCP/IP protocols. 

In Chapter 5, we talk about layer cakes - Figure 6-1 shows the TCP/IP five­
layer cake with some of the protocols drawn on the layers. You don't need 
every protocol on the .cake to run a network application, but you need at 
least a taste from each layer. So even though you may not use all the rooms 
in the suite, you definitely need more than one. 
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Figure 6-1: 
Here's what 
you're in for 

in this 
chapter. 

RPC, SNMP, SMTP, FTP, TFTP, 
DNS, DHCP, NFS, telnet 

TCP, UDP 

IP, 1Pv6, ICMP, ARP, RARP 

Getting the picture? Good, but this is as far as we're going in comparing 
TCP/IP to a hotel room. That's because you need to know that there's more 
to TCP/IP than just TCP and IP. To help you understand, we're going for an 
analogy that lets you compare all the pieces to something more familiar. 
Read on. 

Many people try to compare the TCP/IP protocol to a Swiss Army knife, 
which has cutting blades of various sizes, a corkscrew, scissors, a nail file, 
and so on. The analogy works pretty well except for one thing. The really 
cool Swiss Army knives, with all those clever and handy pieces, are too big 
to have with you all the time. They'll poke a hole in your pocket! 

So we have a different analogy for you. TCP /IP is like a complete set of 
dinnerware: plates, bowls, glasses, forks, spoons, and yes, even knives. And 
TCP /IP continues to expand, which means we can also include cups and 
saucers, wine glasses, the cream pitcher, finger bowls, and matching salt 
and pepper shakers. When we say complete, we mean complete! Okay, okay. 
We're getting carried away with the dinnerware idea, maybe. We suspect you 
probably eat off paper plates as often as we do. But TCP/IP doesn't know or 
care whether your plates are paper, stoneware, or bone china. A plate is a 
plate. 
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TCP/IP bowls lJ.OU of/er 
Many pieces of the TCP/IP suite function as protocols, applications, and 
services. In this and the next six chapters, as we talk about all the great 
things you can do with TCP/IP, we'll keep you well informed of whether 
you're using a TCP/IP protocol, a network service, or an application - and 
highlight the places where the same name applies to one or more of these 
things. 

To kick off the TCP/IP dinnerware analogy, imagine a large bowl. You can use 
that one bowl in various roles, in more than one room: 

1

,,-. To mix a cake batter (a mixing bowl in the kitchen) 

,,-. To hold Seinfeld-sized portions of your favorite cereal, or tonight's 
soup, or the dog's breakfast (a serving bowl in the dining room) 

,,-. To hold flowers (when you don't have a vase in the living room) 

TCP/IP's modular, layered design makes it easy to innovate and add new 
components. If you envision a new network service, as you go about design­
ing the server and client applications you can simultaneously design a new 
protocol to add to the TCP /IP suite. The protocol enables the server applica­
tion to offer the service and lets the client application consume that service. 
This simplicity is a key advantage of TCP/IP. 

If you create a new protocol/application/service combination for the 
Internet, be sure to follow the RFC (Request For Comments) process 
described in Chapter 2. Follow the instructions in Chapter 24, and get a copy 
of RFC 1543, "Instructions to RFC Authors." 

Protocol, application, or serf/ice? 
In the fabric of a network, you find the protocol/application/service relation­
ship so tightly woven together that it may be very difficult to. distinguish the 
threads in the cloth. We use FTP as an example. FTP stands for file transfer 
protocol, but it's not only a protocol - FTP is also a service and an applica­
tion. (Don't worry about FTP itself at this point - it's just an example. If you 
need to find out how to use FTP, check out Chapter 9.) In this section, we 
show you how the FTP service, application, and protocol work together to 
move files around the network. 

1
,,-. FTP is a service for copying files. You connect to a remote computer 

offering this servic.e, and you can "pull" or "push" files from or to that 
computer. 
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1' FTP is also an application for copying files. You run a client application 
on your local computer to contact the FTP server application on the 
remote computer. Your client application is either FTP, the file transfer 
program, or your Web browser, which uses the FTP protocol behind-the­
scenes for downloads. The server application is often called FTPD, the 
file transfer protocol daemon. (The term "daemon" comes from UNIX. 
Think of friendly demons haunting the computer to act on your behalf.) 
You tell the client what you want to do - pull or push files - and it 
works with the server to copy the files. 

" Finally, FTP is a protocol for copying files. The client and server appli­
cations both use it for communication to ensure that the new copy of 
the file is, bit for bit and byte for byte, identical to the original. 

FTP is three, three, three things at once - application, service, and proto­
col. Suppose you need to copy a file from a remote computer. Without the 
application, your computer doesn't know that you want to copy. Without the 
service, you don't get a connection to the remote computer that has the files 
you need. Without the protocol, the client and server can't communicate. 

Most of the time, you know from the context whether someone is referring 
to the service, the application, or the protocol. If you can't quite tell, maybe 
it doesn't really matter. 

And now, on to the protocols! 

The Protocols ( And You Thou9ht 
There Were OnllJ Two!) 

Hold on tight - here come the pieces in the TCP /IP protocol suite, listed in 
no particular order. 

IP: Internet Protocol 
The Internet Protocol, IP, is responsible for basic network connectivity. IP is 
the plate in a basic place setting. When you're eating, you need a plate to 
hold your food. When you're networking, you need a place to put (send and 
receive) data- that place is a network address. 

The core of IP works with Internet addresses (you can find the details about 
these addresses in Chapters 13 and 16). Every computer on a TCP/IP 
network must have a numeric address. The IP on your computer under­
stands how and where to send messages to these addresses. 
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While IP can take care of addressing, it can't do everything to make sure that 
your information gets to where it's going correctly and in one piece. IP 
doesn't know or care when a packet gets lost and doesn't arrive. So you 
need some other protocols to ensure that no packets and data are lost and 
that the packets are in the right order. 

All of this is true for both IP version 4 and the new version 6 (1Pv6, originally 
called /Png for "next generation"). IPv6 is just bigger and better. So if IP is a 
plate, IPv6 is a serving platter. 

Refer to RFCs 791 and 1883 for more information. 

TCP: Transmission Control Protocol 
After the food is on your plate, you need something to get it into your mouth 
without dropping it all over your lap. In your place setting, this is the spoon. 
Yeah, sure, you could use a fork, and some of you can probably even eat 
your peas from a knife without losing any, but a spoon is the most reliable 
implement for most foods. Try eating soup with a fork! 

TCP, the Transmission Control Protocol, is our network spoon. No matter 
what kind of data you have, TCP makes sure that nothing is dropped. TCP 
uses IP to deliver packets to those upper-layer applications and provides a 
reliable stream of data among computers on the network. Error checking 
and sequence numbering are two of TCP's more important functions. After a 
packet arrives at the correct IP address, TCP goes to work. On both the 
sending and receiving computers, it establishes a dialog to communicate 
about the data that's being transmitted. TCP is said to be "connection 
oriented" because it tells the network to resend lost data. 

Theoretically, you can have TCP without IP. Some other network mechanism 
besides IP can deliver the data to an address, and TCP can still verify and 
sequence that data. But in practice, TCP is always used with IP. 

Check out RFC 793 for TCP information. 

UDP: User Data9ram Protocol 
As just mentioned, your TCP network spoon does the best job on that 
homemade cream of mushroom soup. In contrast, the User Datagram 
Protocol, UDP, is like your fork. You can do a pretty good job of cleaning 
your plate with a fork, and although it's not as reliable as TCP, UDP never­
theless gets a lot of data across the network. 
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Figure 6-2: 
TCP and 

UDP pass 
IP packets 

to the 
applications. 

UDP uses IP to deliver packets to upper-layer applications and provides a 
flow of data among computers. UDP provides neither error checking nor 
sequence numbering, although these features can be added by the applica­
tion that has chosen to use UDP. This protocol is said to be "connectionless" 
because it doesn't provide for resending data in case of error. 

NFS (Network File System), DNS (Domain Name System), and RPC (Remote 
Procedure Call) application programming interfaces use UDP. The protocols, 
applications, and services for NFS and DNS are discussed in detail in Chap­
ters 10 and 11 respectively. 

Figure 6-2 shows the relationship between IP, TCP, and UDP, and the applica­
tions at the upper layers. All the applications shown are provided with 
T.CP /IP. If you write your own TCP /IP applications, you can draw those in on 
the picture, too. 

See RFC 768 for more information on UDP. 

Layer 

Application 

Transport 

Internet 

Physical & 
Data Link 

Applications 

ARP: Address Resolution Protocol 
When all you know is the TCP /IP address of the remote computer, the 
Address Resolution Protocol, ARP, finds that computer's network interface 
card hardware address. ARP is like your salad plate. With its load of ad­
dresses for the devices on the network, ARP is closely allied with IP, the 
dinner plate. (See Chapter 13 for more on TCP/IP addresses.) 
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Refer to RFC 826 for more on ARP. 

RARP: Retlerse Address 
Resolution Protocol 
When all you know is the network interface card ( NIC) hardware address of 
a remote computer, the Reverse Address Resolution Protocol, RARP, finds 
the computer's TCP/IP address. RARP is your salad fork because it goes with 
your salad, plate. We don't mean to suggest any relationship to the UDP 
dinner fork, however. Hey, there are places where we have to stretch the 
analogy a little, okay? 

Check out RFC 903 for more on RARP. 
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ICMP: Internet Control Messa9e Protocol 
The Internet Control Message Protocol, ICMP, reports problems and relays 
other network specific information, such as an error status, from some 
network device. IP detects the error and passes it to ICMP. A very common 
use of ICMP is the echo request generated by the 'pi n g command. ICMP is 
like your crystal water glass, the one that "pings" so nicely when you 
accidentally hit it with the fork you're waving around to emphasize your 
point in that argument about the greenhouse effect. 

See RFCs 1256 and 1885 for the scoop on ICMP. 

FTP: File Transfer Protocol 
The File Transfer Protocol, FTP, is like your knife. Not a special steak knife or 
a little butter knife, just the regular dinner knife. It's FTP that helps you copy 
files between two computers. You use your FTP knife to either "pull" the files 
from the remote computer (known as downloading) or "push" them to the 
remote computer (known as uploading). As described earlier in this chapter, 
FTP is also the name of an application and a service, so we'll be looking at it 
again (and again). (Check out Chapter 9 for lots more on FTP.) 

See RFC 959 for more on FTP. 

Telnet 
The telnet protocol lets you connect to a remote computer and work as if 
you were sitting in front of that computer, no matter how far away that 
computer may be. With telnet, you can lounge around in Tahiti and work on 
a remote computer in Antarctica as if you were there surrounded by pen­
guins - without even a shiver. Besides being a protocol, telnet is also a 
service and an application - three for the price of one. Telnet is the "lazy 
Susan" that helps you reach the mango chutney that would otherwise be out 
of reach. 

Check out Chapter 8 for lots more on telnet. If you want to do more with 
penguins, check out www. a i . mi t. edu/peop le/pa ul fi tz/p lank/ 
horde. doi t. 

See RFCs 854 and 855 for more on telnet. 
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TFTP: Triflial File Transfer Protocol 
The Trivial File Transfer Protocol, TFTP, is a specialized FTP. One common 
use of TFTP is to install a computer's operating system from a TFTP server's 
files. TFTP is your butter knife, a smaller version of the FTP dinner knife. You 
can see why we needed to be a little specific about your FTP knife. 

Refer to RFC 1350 for more on TFTP. 

SNMP: Simple Network 
Mana9ement Protocol 
SNMP is the protocol that's used to monitor and manage networks and the 
devices connected to them, and to collect information about network 
performance. If you want to write a network management application, you 
read SNMP messages called protocol data units (PDUs) to see when devices 
connect or disconnect from the network and whether everything is okay on 
the network. 

But wait! Don't waste your time. Why should you write a network manage­
ment application that uses SNMP when you can buy one from your choice of 
vendors? IBM's Netview, HP's Open View, and other network management 
products show the state of your entire network with some neat graphics. So 
watch the pretty pictures and go have a long lunch on your boss. 

SNMP is the head waiter who makes sure that every part of your dining 
experience is meeting your needs and expectations. 

RFC 2272 has more on SNMP. 

SMTP: Simple Mail Transfer Protocol 
The Simple Mail Transfer Protocol, SMTP, is the protocol for Internet e-mail. 
It transfers e-mail messages among computers. The messages may go 
directly from the sender's computer to the recipient's, or the messages may 
proceed through intermediary computers in a process known as store and 
forward. 

SMTP is like your wine goblet. Again, a disclaimer is in order: We don't mean 
to suggest any relationship to the ICMP water glass, which you managed to 
knock over anyway as that discussion heated up. 

E-mail, of course, is one of the Big Four network applications ( along with file 
transfer, signing on to remote computers, and Web browsing), and many 
vendors have their own mail protocols. SMTP is the mail transfer protocol 
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for the Internet. UNIX mail understands SMTP, but some other operating 
systems don't. When users of SMTP-ignorant computers need to get out to 
the outside world (in other words, get to the Internet), a special SMTP 
gateway must be established for that communication. Chapter 7 tells you 
more about SMTP gateways and e-mail in general. 

RFC 821 also has information on SMTP. 

POP3: Post Office Protocol, <13 
The latest version of the Post Office Protocol (version 3), POP3, provides 
basic client/server features that help you download your e-mail from a POP3 
mail server to your computer. POP3 is like the corkscrew that helps you get 
the e-mail wine out of the bottle and into your wine goblet. If your computer 
has an SMTP connection to a neighboring computer, you don't need to use 
POP3. 

POP3 was designed to allow home users to move their e-mail off their 
Internet Service Provider's (ISP's) computers and onto their own. You need 
a POP3 mail client to communicate with a POP3 mail server. See Chapter 7 
for more information about POP3 clients and servers. 

RCF 1939 has more on POP3. 

IMAP!.,: Internet Messa9e 
Access Protocol, <It., 
The latest version of the Internet Message Access Protocol (version 4, 
revision 1), IMAP4, provides sophisticated client/server capabilities that 
give you choices about how you handle your e-mail. IMAP4 provides a richer 
set of features than POP3. IMAP4 is like a fancy decanter that holds the wine 
better than the bottle does but still helps you get the e-mail wine into your 
wine goblet. If your computer has an SMTP connection to a neighboring 
computer, you don't need to use IMAP4. You still may choose to use IMAP4, 
however, because of its sparkling functionality. You need an IMAP4 client to 
communicate with an IMAP4 mail server. 

POP3 and IMAP4 don't interoperate. You can't use a POP3 client with an 
IMAP4 server or an IMAP4 client with a POP3 server, but you can find clients 
and servers that speak both protocols. 

See RFC 2060 for more on IMAP4. 
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LDAP: Li9htu1ei9ht Direetoru 
Access Protocol 
LDAP (pronounced as L-dap, which rhymes with cap) is the way to look up 
information such as user names and e-mail addresses in an X.500-compatible 
directory service. Whew! That's a mouthful. Think of the directory service 
as a big set of telephone books containing all of the information you may 
need. The problem is, there isn't just one set of phone books. Each organiza­
tion has several. 

LDAP helps applications get what they need from any or all sets of phone 
books. LDAP reminds us of the condiment tray filled with pickles, olives, 
capers, relishes, a little bit of this, a little bit of that, each in its own separate 
compartment. 

X.500, part of ISO OSI, had its own Directory Access Protocol (DAP), but 
neither X.500 or OAP became popular. LDAP capitalizes on the work done by 
X.500 and DAP's visionary designers. 

Check out RFC 2251 for more on LDAP. 

NTP: Network Time Protocol 
The time-of-day clocks that computers maintain are synchronized by the 
Network Time Protocol, NTP. Time-stamping is important in all sorts of 
applications, providing everything from document creation dates to network 
routing date/time information. NTP gets the time data from a time-server 
computer, which gets it from an official source, such as the United States 
National Institute of Standards and Technology. In continental Europe, ISO 
provides a time service used with banking transactions and stock transfers. 

NTP is like your seafood fork. You know, the tiny one you use (or try to, 
anyway) to get the lobster meat out. NTP is a special-purpose tool, just right 
for the job it's made for. 

RFC 1305 has more on NTP. 

HTTP: HuperText Transfer Protocol 
The HyperText Transfer Protocol ( HTTP) transfers HyperText Markup 
Language (HTML) and other components from the servers on the World 
Wide Web to your browser client. (You can find lots more about the World 
Wide Web in Chapter 12.) 
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HTTP is like a large pitcher filled with sangria - a lot of delicious ingredi­
ents that are combined to make something even better. (Candace makes the 
world's best sangria, but in a sick twist of fate she's allergic to red wine.) 
The HTTP pitcher brings the various Web ingredients to you. It's similar to 
the wonders of e-mail brought to you by the SMTP wine goblet. 

See RFC 2068 for more on HTTP. 

S-HTTP: Secure HTTP 
S-HTTP is a secure version of HTTP that encrypts (codes) sensitive data, 
such as credit card transactions. Think of it as a hidden flask that discreetly 
holds your sangria. No one knows what you're drinking. 

BOOTP: Boot Protocol 
Not all computers come with the operating system pre-installed - some­
times you have to install the operating system yourself. If the computer has 
no disks for storage (horrors!, but it happens mostly in large organizations 
where people share resources), you can download the operating system into 
your computer's memory from another computer on the network. When you 
do, your diskless computer uses the Boot Protocol, BOOTP, to load its 
operating system (or other stand-alone application) via the network. Booting 
means loading the operating system. 

RFC 2132 has more information on BOOTP. 

If you do have disk storage on your new computer, you should install your 
own local operating system. Some operating system vendors let you per­
form a remote installation from another computer on the network. The 
remote installation copies all the operating system files to your computer's 
disk; from that point on, you can boot the operating system locally. 

RIP, OSPF: GateUlalJ. (Router) Protocols 
Under your network place settings are a tablecloth made of gateways and 
routers, which have various gateway and router protocols that allow them 
to exchange network topology and status information. Routing is the process 
of moving packets between networks. 

Here are the some of the most popular ones, along with RFCs with more 
information: 

I 1" Routing Information Protocol ( RIP) - RFCs 1723 and 2080 (for RIP with 
I IPv6) 
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I 
Y' Open Shortest Path First (OSPF) - RFC 2328 

Y' Inter Domain Routing Protocol (something rescued from the OSI effort)­
RFC 1479 

Chapter 18 has more information on the gateways, routers, and other 
hardware devices that use these protocols. 

PPTP: Point to Point Tunnelin9 Protocol 
The Point to Point Tunneling Protocol ( PPTP) lets you create a Virtual 
Private Network (VPN) on the public Internet. Using PPTP you can have a 
secure link to your organization's network- as if you were inside the 
building and on the LAN - even though you're actually connected to the 
Internet via an Internet Service Provider (ISP). Your communication traffic 
can even be encrypted to ensure that no miscreants can see your data. You 
get all of the benefits of a global private network without any of the hassles 
of launching your own satellites, laying your own undersea cables, or 
working with any of the boring pieces in Chapter 3. 

PPTP is like your napkin because it augments the tablecloth provided by the 
router protocols. The encryption is like an optional napkin ring. 

DHCP: Dvnamic Host 
Confi9uration Protocol 
We couldn't forget about you housekeeping haters out there when putting 
together the TCP/IP dinnerw<1re. We knew you'd want a recyclable paper 
plate. DHCP, the Dynamic Host Configuration Protocol, is that paper plate. 
This protocol is a client/server solution for sharing numeric IP addresses. The 
DHCP paper plate (a DHCP server) maintains a pool of shared addresses -
and those addresses are recyclable. When a DHCP client computer wants to 
use a TCP/IP application, that client must first request an IP address from 
the DHCP server. The server checks the shared supply; if all the addresses 
are in use, the server notifies the client that it must wait until another client 
finishes its work and releases an IP address. If an address is available, the 
DHCP server sends a response to the client that contains the address. 

This shared-supply approach makes sense in environments in which com­
puters don't use TCP/IP applications all the time or in which there aren't 
enough addresses available for all the computers that want them. 

Refer to RFC 2131 for more on DHCP. 
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SSL: Secure Sockets Lauer 
SSL (the Secure Sockets Layer) version 2 provides security by allowing 
applications to encrypt data that go from a client, such as a Web browser, to 
the matching server. (Encrypting your data means converting to a secret 
code. Chapter 7 discusses encrypting your e-mail.) In other words, when 
you buy that Lamborghini over the Web, no one but the dealer can read your 
credit card number. SSL version 3 allows the server to authenticate that the 
client is who it says it is. 

SSL is like the engraved invitation you must show at the front door before 
you're allowed to see your glorious dining table set with all this wondrous 
TCP/IP dinnerware. It's the way you convince the big brute of a bouncer to 
let you in. 

SET: Secure Electronic Transaction 
When the Web-based Lamborghini dealer checks with the bank to make sure 
your credit card is good, you don't want any Internet snoops stealing a peek 
at your credit card number. SET is the protocol that protects your credit 
card on the dealer's end of the sale. 

I PSec: IP SecuritlJ. Protocol 
As the security protocol for VPNs (Virtual Private Networks), IPSec includes 
some very strong encryption ( coding) techniques to protect your data in the 
public/private world of VPNs. IPSec also makes sure that the computer 
accessing your private network across the very public Internet is really a 
part of your network and not a pretender trying to sneak into your VPN. 
We describe VPNs in Chapter 1 7, and you can read more about IPSec in 
Chapter 18. 

And manu, manu more • • • 
You can find many more existing pieces of TCP/IP, and new ones are being 
developed this very minute! The ones described in this chapter are the most 
important, the most visible, and the most common. All of the protocols that 
use an IP address must be updated so that they understand the IPv6 ad­
dress. Aren't you glad you're not a TCP/IP programmer? 

The changes in IPv6 also affect services such as DNS. You can read about 
IPv6 details in Chapter 15. 
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Chapter 8 

Over There, Over There, Do Some 
Stuff, Do Some Stuff, Over There 

In This Chapter 
► Using someone else's computer from a distance - a 1-o-o-n-n-g-g distance 

► Understanding telnet versus rlogin - the same, but different 

► Figuring out how to be trustworthy in a network environment 

► Using the X graphical user interface (note that we did not say X-rated!) 

1s your computer working too hard? Is it hungry for power? Is it low on 
disk space? (Whose computer isn't at some time or other?) Well, worry 

no more. Thanks to TCP/IP applications such as telnet and rlogin (remote 
login), you can connect to another computer and work remotely. Do you 
need to edit files stored on that other computer? This chapter shows you 
how to telnet or rlogin to the remote computer to read and edit files across 
the network. 

Still worried? If all those characters streaming over the network between the 
server and your client affect network performance and make reading a file 
too slow, take a look at Chapter 9, which shows you how to bring a file to 
your own computer and then read and edit the file locally. 

The Crepe Place • -.- In Paris= TCP/IP? 
Suppose you're hungry, craving a big, juicy burger, but for some reason, you 
aren't going to use your own stove to grill it. Maybe you're out of meat, or 
maybe your studio apartment only has a pathetic little hot plate without the 
necessary heat to charbroil half a pound of prime ground beef. No problem -
you can get what you want from your favorite neighborhood burger place. 
It's not far away, and it's no big deal to walk over and place your order. 

You can do that with computers, too. If you're lucky, when your computer is 
too weak to do what you want (not enough memory, speed, or software), you 
can wander down the hall and borrow a colleague's computer for a while. 

RED HAT 1030 
RED HAT V. CAS



96 Part II: TCP/IP from Soup to Nuts to Dessert 

But what if it's not a burger that you crave? What if you want some of those 
fabulous crepes suzettes that you can only get in Paris? In that case your 
favorite restaurant is slightly less accessible! And it's the same with comput­
ers. It's not always easy or convenient to find a computer that you can 
borrow to do what you need for as long as you need to do it. 

So what do you do if the computer you need to access is in Paris, and you're 
in Scranton, PA? It's time to order in. And here's where TCP/IP is a lot more 
accommodating than the best restaurant in Paris. If you ask that restaurant 
to deliver your crepes to Scranton, probably the best you can do, at great 
expense, is overnight delivery- and you'd have to reheat them, which 
would ruin them, anyway. 

But with TCP /IP, accessing that big, powerful computer in Paris is just as easy 
as if it were at your desk, and you can do it in fractions of a second. And 
better yet, if your colleagues need to use the Paris computer as well, lots of 
you can share it at the same time without even getting up from your desks. 

Sharin9 Other People's Computers 
In a network environment, the computers within your organization are often 
shared resources. In Chapter 4, we introduce the client/server concept of a 
compute server, a computer willing to share its CPU power. In this section, we 
look at some of the TCP /IP tools that you can use to access a compute server. 

You salJ IJOU want me to steal a Harle1Jl 
Sharing a computer's CPU resources is called cycle stealing. No, we're not 
talking about going out to a biker bar and committing a felony. In this case, 
we're talking about stealing computer processing cycles. The computer 
component that does the processing is called the central processing unit 
(CPU). A CPU cycle occurs each time a computer's internal clock ticks. 
(Those clocks tick a lot faster than your alarm clock, by the way.) So when 
you cycle steal, you use the CPU power of another computer. 

To handle the distribution of computer power in an organized way, many 
businesses set up compute servers for you to steal from or share with. A 
compute server is a powerful computer that's configured especially for 
sharing among many users. When you steal CPU cycles from a compute 
server, you don't have to feel guilty. 

In this chapter, you discover how you can cycle steal with TCP /IP, but 
computer etiquette requires that you always do it with permission. After all, 
if you cycle steal from a computer that has an underpowered CPU, you're 
stealing from someone who can't afford to share, and processing for both of 
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you is slower as a result. Besides, if your victim is a techie, she knows how 
to detect your theft, and you may wind up in worse shape than if you had 
tried to steal some big biker's Harley. 

You can't steal a moped 
Not every computer can be a compute server. Some operating systems can't 
provide this service - others are set up so that they don't. Neither the 
Macintosh (when it runs the Macintosh operating system) nor personal 
computers running DOS and Microsoft Windows 95 or Windows 98 can 
provide compute services for other network users. They're designed to be 
used by only one person at a time. (Why do you think they're called "per­
sonal computers?") 

A multiuser operating system, regardless of the computer running it, is 
designed to be used by more than one person at a time. Most multiuser 
timesharing systems, such as UNIX and IBM's AS/400, are capable of providing 
compute services, although they may not offer them. The person responsible 
for keeping the computers running (the system manager) may have purposely 
set up a particular computer in that way. You have many techniques for doing 
that, and the choices depend on the operating system itself. 

Microsoft Windows NT is an interesting operating system example because 
it's a hybrid. Only one user can log in interactively to a computer running 
Windows NT, but many users can still share the CPU power by using TCP /IP 
applications. 

But let's deal with the positive. You know that you have a computer some­
where on your network that you can use to steal more power. Luckily, for 
you to borrow some compute cycles from another computer, that computer 
doesn't need to have the same operating system you have. In fact, this is 
one of the big benefits of telnet and rlogin, two TCP /IP applications for cycle 
stealing. You can see them in action a bit later in this chapter. 

Wh1J. did the huntJ.rlJ. user steal CIJ.cles? 
To 9et to the restaurant on the 
other side of the network 
You can put your stolen cycles to various uses. Suppose you have a 
Macintosh without much CPU power and you need to do some major 
calculations about weather systems. You don't want to tie up your Mac by 
making it grind out the calculations. Instead, you can telnet to the big 
supercomputer at the central office and use the remote CPU to do your 
math in seconds rather than minutes or hours. 
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Does your organization maintain a large database? Or even several? Say you 
have access to one that tracks restaurants. To use it, you don't need to 
install a database management system on your PC. When you're hungry, you 
telnet over to the computer and read through the information on restau­
rants in your area. (You didn't think we'd let you get away without a food 
example in this section, did you?) 

Many people also use telnet to do research. Public telnet sites give you 
access to libraries around the world. Chapter 7 shows you how to telnet to 
the lnterNlC to search for e-mail addresses. 

But even if you're not interested in supercalculations or researching exotic 
butterflies in the rainforests, don't forget that telnet can help you with your 
everyday life. Instead of having your e-mail forwarded to you while you're 
on a business trip, you can use telnet or rlogin to connect to your home 
office and read your mail remotely. 

Usin9 Telnet or tn3270 to 
Borrow Processin9 Pou/er 

Telnet is both a TCP /IP application and a protocol for connecting to a 
remote computer and using it interactively. The computer you use - maybe 
you're sitting in front of it right now - is the local computer. The remote 
computer is the other one, the one farther away from you. 

The telnet application acts as a terminal emulator, making your expensive, 
high-powered computer act just like an old-style computer terminal. What­
ever commands you type on your local keyboard are sent across the net­
work for execution by the remote computer. 
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What IJ.OU need to know 
before startin9 telnet 
Before using telnet to grab those cycles, you need the name of the computer 
to which you want to connect, or at least its numeric TCP /IP address. If you 
only use e-mail addresses, the computer name is the part right after the@ 
sign. For example, in smith@abc. university. edu, the computer name is 
ab c . uni v er s ity . e du. See Chapter 13 for the full discussion of TCP /IP 
names and addresses. 

Next, because you're connecting to a multiuser operating system, you need 
to know a username and password for the remote computer. A system 
manager can restrict access to a compute server or prevent a computer 
from acting as a compute server in the first place by not disclosing any valid 
username and password for the computer. 

On the Internet, you can find public telnet sites (that is, remote sites acces­
sible via telnet) that publish their usernames and passwords. And some 
really public sites (see the InterNIC example in Chapter 7) don't even 
require usernames and passwords. 

After you have the computer name (or numeric address) and a username 
and password, or know that you're connecting to a public site, you're ready 
to start. 

Whenever you're asked for a computer's name, you can supply that 
computer's numeric TCP/IP address instead. From now on in this book, we 
just say "computer name," but you can give either the name or the numeric 
address. (For more about computer name-and-address translation, see 
Chapter 11.) 

Master telnet by following these steps: 

1. Run the telnet program on your local computer. 

This usually means typing the command telnet, followed by the com­
puter name that you're accessing. After you type the name, telnet 
opens a connection to the remote machine for you. 

Or, if you're on a Mac or running some form of Windows, click on the 
icon to start telnet. Connect to the remote computer by selecting other 
commands, for example, the Open command in the File menu. Then 
enter the remote computer's name. 

2. Pay attention to the telnet messages about your connection that 
appear on your screen. 

You should see the numeric address of the remote computer and its 
name as TCP /IP tries to make your connection. 
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Figure 8-1: 
Here, we're 
connecting 
to a remote 

computer 
using telnet. 

When you read the telnet connection messages, take special note of 
what the telnet application tells you about the Escape character (you 
can see examples in Figures 8-1 and 8-2). You may need to use this 
character later, if you want to interrupt your remote computer session 
temporarily and issue some additional commands to telnet itself. More 
on this in "The great escape" section, later in this chapter. 

Let's "borrow" computer frodo We started on bilbo 

ogin: student9 
assword: 

(ttypa) 

ast login: Tue Aug 12 13 :31: 02 from bilbo 
opyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994 

The Regents of the University of California. All rights reserued. 

reeBSD 2.2.2-RELEASE (FRODO) 111: Sat Mai, 24 11:25:34 EDT 1997 
................ ********** ........................................................ . 

UNAUTHORIZED USE PROHIBITED! 
This si,stem is for the use of authorized users onli,. 

Indiuiduals using this co.,puter system llithout authority, or in excess 
f their authoriti,, are subject to hauing all of their actiuities on this 
ystem monitored and recorded by system personnel. 

In the course of Mnitoring indiuiduals improperly using this s9ste01, 
r in the course of systeOI maintenance, the activities of authorized users 

!I also be Mnitored. 

Ani,one using this systeOI expressly consents to such 1>onitoring and is 
dvised that if such Mnitoring reveals possible evidence of cril>inal 
ctivity, si,stem personnel mai, provide the evidence of such 1>onitoring to 
aw enforce1>ent officials. 
•---*************** ... *iHl********__.IHl-* ..... *************IHHl*** .... *** .. ***** 

.aliases 

.. CSht"C 

.login 

closed b 

.logout 

.RWlllrC 

.xinitrc 

.xinitrc .. 111w111 notes 
Hotes notes • tRp 
jbigra1>.id 

Security 
warning 
message 

When you log out of the remote computer, telnet automatically closes the connection 

Frodo is a UNIX system. Use the UNIX command to list the directory 

3. Log on to the remote computer using the uw mame and password 
that you have determined in advance. 

You may then see some messages from the remote computer. In 
Figure 8-1, the messages are from a UNIX operating system on a Sun 
Microsystems computer. Here, the system manager has chosen to 
display a security warning message as part of the log-on process. In 
Figure 8-2, we use a PC running Microsoft Windows 98. 
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Figure 8-2: 
Here, we're 
connecting 
to a remote 

computer 
using telnet 

and a 
graphical 

user 
interface. 

""""""'"' J._candk __ d _____ --11 HnMli 
5hortcuts: llfflllW 

llilJ Highlight This Shortcut on Stonup 

IIMiii 
ID~Wt 

4. Start typing the commands that you want to use in your remote work 
session. 

In Figure 8-1, the commands appear preceded by a percent sign(%), the 
UNIX operating system's command prompt. 

In our sample telnet session in Figure 8-1, our computer has taken care of 
the terminal emulation mode automatically by setting us to be a VTI00. 
Terminal emulation tells the remote computer how we need to see data 
displayed on our local computer. (VTI00 is the most common terminal 
emulation mode.) On some computers, however, you may have to set your 
own terminal emulation mode. If all you see on your screen when you type 
are nonsense characters, you're probably in an incorrect terminal emulation 
mode. If everything looks fine on the screen, you can enter any command 
that works on the remote computer's operating system. 

Pay careful attention to any security messages that the remote computer 
displays. It is a federal offense to break ("hack") into a computer you aren't 
allowed to share. All kinds of law enforcement agencies will track you 
down - people have gone to jail for hacking. 

The 9reat escape 
By pressing the key( s) that represent the Escape character in your telnet 
application, you can switch from issuing operating system commands to 
issuing telnet commands. Table 8-1 contains some useful telnet commands. 
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Table 8-1 
Telnet Command 

open 

close 

quit 

set echo 

Some Useful Telnet Commands 
Function 

Initiates a connection to a remote computer. 

Terminates your connection to a remote computer. If 
you started telnet with a computer address, cl o s e 
also quits telnet. If you used the open command to 
start your remote connection, the cl o s e command 
closes the connection, but telnet remains active so 
that you can open a connection to another computer. 

Terminates your connection and quits telnet. 

If the characters you're typing aren't appearing on 
screen, set echo may help fix the problem. 

The IBM mainframe connection 
If you need to connect to an IBM 3270-type mainframe computer, tn3270 is 
the TCP /IP application for you. It works like telnet but sets the terminal 
emulation mode to work with your mainframe. 

R IJ.OU ReadlJ. foR moRe Remote l09,.-ins? 
An alternative to telnet is rlogin. Although it's not available on every operat­
ing system, many systems have it. Although they provide the same kind of 
functionality, telnet and rlogin were implemented by separate groups of 
people, and each works differently at the bit and byte levels. 

The rlogin application is one of the r utilities, a group of network utilities 
developed at the University of California at Berkeley for accessing remote 
computers. The utilities in the group all start with the letter r. 

When you rlogin to the remote computer, you may or may not be prompted 
for a username and password. You aren't prompted for this information if 
the remote computer trusts you or the computer from which you're logging 
on. The notion of trust in this discussion comes from UNIX and the TCP /IP 
environment that grew up with it. When two UNIX computers are set up so 
that they trust each other, all the users on one computer .are allowed to use 
the other computer. The concept of trust has spread to other operating 
systems, such as Microsoft Windows NT Server. 

Trust isn't automatically reciprocal. Just because computer A trusts com­
puter B (and all of computer B's users) that doesn't mean that computer B 
trusts computer A and all its users. Nevertheless, it is quite common for 
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Figure 8-3: 
Here, we're 
accessing a 

remote 
computer 

with rlogin. 

trust to be defined in both directions. Figure 8-3 shows an rlogin session on 
an untrusted computer, so the user has to type a password. After the 
password is entered, the user can list the files in the remote computer's 
directory and send e-mail. 

$ rl ogi n max - rlogin to computer "max" 
Password: -----------rlogin assumes my username and asks for my password 
Last login: Tue Aug 12 13:25:22 from 207.60.16.16 
Copyright (C) 1980, 1983, 1986, 1988, 1990, 1991. 1993, 1994 

The Regents of the University of California. All rights reserved. 

FreeBSD 2.2.2-RELEASE (SHELL2) //0: Sat May 24 11:25:34 EDT 1997 
You have mail. 
$ 1 s -- Get a directory listing 
??? 

. bash-re 

. bash_profil e 

. bash re 

. gopherrc 

. pl an 

. profile 

bob_watson -------- He helped me with IPV6 
ca 10627. txt 
dbi_pi 1 ot. txt. Z 
draft-i etf-pppext-pptp-00. txt 
ftp.example.Z 
fyi 3. txt. Z 

rfcl816 · txtJ We've been getting RFCs rfcl834.txt t-------

$ mail---------------- Check my mail (still borrowing "max") 
Mail version 8.1 6/6/93. Type? for help. . 
"/var/mail /1 eiden": 199 messages 199 unread -------lime to read some mail 
>U 1 jones@broke.ENET.dec Wed Sep 6 20:52 126/4253 "Input ... Training co" 

U 2 espic.christian@alle Mon Sep 11 12:17 33/1261 "Re: A: Course Hardwar" 
U 3 Marshall_Wilensky/CA Fri Nov 10 13:51 27/1333 "Re: error in tcp/ip f" 
U 20 Marshall_Wilensky/CA Thu Jun 27 13:53 133/5732 "Seminar abstracts" 

$ mai 1 fay@cooki e .enet.dec. com------- Send some mail (still borrowing "max") 
Subject: Hi. This is from an rlogin session. I am stealing cycles from a 
computer named max. 

Stealin9 CIJ.cles with rsl, 
Sometimes you need to connect to a remote computer and work interac­
tively to perform a variety of tasks, as with rlogin or telnet. At other times, 
you simply have just one thing to accomplish. The University of California at 
Berkeley's r utilities include rsh, short for remote shell. With rsh, you can tell 
a remote computer to execute one command. 

When you use rsh, the command you enter must include the following three 
elements, separated by spaces: 

I 
Y" The rsh command itself 

Y" The name of the remote computer you want to use 

Y" The command to perform on the remote computer 

Here is the syntax: 
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So a sample command to list files residing on the UNIX computer max looks 
like this: 

For rsh to work smoothly, the remote system must trust you. (See the 
description of trust in the previous section.) 

If you can rlogin to a remote computer without being prompted for a 
username or password, you can use rsh. 

What? Thev Don1t Trust You? No Problem. 
lt1s rexec to the Rescue! 

Another r application, rexec, is like rsh - it allows you to connect to a 
remote computer to issue one command at a time. Rexec is different from 
rsh because you must know a valid username and password for the remote 
computer. 

Before it attempts to execute your command, rexec always prompts you for 
a username and password. Your password is encrypted before it is sent 
"across the wire" to the server (see Chapter 19 for more information about 
encryption and other security issues). Rexec uses the TCP/IP service rexe7d. 

Although rsh is quicker because it doesn't involve thorough log-in process­
ing, rexec is more secure because it does. Take your pick. 

Multiheaded Beast 
The Microsoft Windows Terminal Server is server software that runs on the 
Windows NT (version 4 or 5) operating system. The Terminal Server soft­
ware lets thin clients, such as low-cost Net PCs, share its 32-bit Windows 
applications and graphical user interface services (the Windows desktop). 
Just as in telnet and rlogin, you can't tell that the applications are running 
on some remote computer. 

During development, the Windows Terminal Server was code-named "Hydra" 
after the mythical beast with many heads. The server software is the beast's 
body, and the clients connected to it are its heads. The neat thing about this 
Hydra is that the heads can be all over the world. 

Because the Microsoft Terminal Server also services Windows 3.11 and DOS 
clients, you can run new Windows applications on your older PC. The 
Windows Terminal Server also serves clients that run UNIX and Macintosh 
operating systems, as well as Windows 95 and Windows 98. 
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Chapter 9 

Share and Share Alike 
In This Chapter 
►Discovering various ways to get files from the Internet and Web 

►Finding good stuff on the Internet and Web, using FTP or a browser 

► Using rep to copy files 

► Deciding whether or not to trust rep - and figuring out if it trusts you 

Jn Chapter 8, we show you some ways to access remote computers with 
telnet, rsh, or rlogin. After you sign on to a remote computer, you can 

look at files on that computer. But in many cases, you may not be trusted 
enough to sign on to the remote computer in the first place. 

In this chapter, you see ways to share files on remote computers, with and 
without explicitly logging on across the network. 

Usin9 Web Browsers to Get Good Stuff 
The World Wide Web, also called the Web, the W3, and the WWW, is the 
multimedia part of the Internet. (Chapter 12 has lots more about the Web.) 
You need software, called a browser, to use the Web. 

All of the information on the Web is good stuff to someone, and you may 
want or need to copy some of it onto your very own computer by using a 
Web browser to copy files. It's easy. No commands to remember.~~ardly any 
typing at all. Just direct your browser to the appropriate site, pQint the 
mouse at what you want, and click. Figure 9-1 shows your hungry authors 
browsing the Web for recipes. Those dog biscuits sound interesting, espe­
cially washed down with eggnog! 
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Figure 9-1: 
Fido fetches 

biscuits 
from the 

Web. 

lpubfrecipes/cookies-pb 11101187 3k !pub/recipes/com-chowder 08/10/87 3k /pub/recipeslcom-chowder-2 11/01187 2k 
/publrecipes/combread-1 20/11/86 8k. /pub/recipeslcombread-stuf 05/07186 3k /pub/recipes/crab-butter 11112/86 5k 
/pub/recipes/cranb-bread-1 10/06/86 3k /pub/recipes/cranb-chicken 29/10187 3k /pub/recipes/cranb-cookies 14/12187 3k 
/pub/recipeolcranb-quiche 20/11186 3k /publrecipes/cranb-relish 11101/87 4k /pub/recipes/cranb-relish-2 03/07/88 2k 
/pub/recipes/cranb-relish-3 20/11/86 2k lpub/recipes/cranb-sauce-1 18109/86 2k lpub/recipes/cnn-spinach 05102/87 3k 
/publrecipeslcnn-spinach-212/06/86 3k/pub/recipes/cuban-beans 27111/86 2k /pub/recipes/cucumber-sauce 10/09/87 3k 
/pub/recipeolcuke-chunks 19102/87 3k/pub/recipes/curried-fruit 04/02188 3k/pub/recipes/curried-rice 01/12186 2k 
lpub/recipes/cuny-sala~~~.~~ /;~~•~=~ ~k/pub/recipes/dandelions 15111187 3k 
/pub/recipes/dark-roll~'/ 4:)~fomub req,,esldp :bJscufa; 2k /pub/recipes/<lill-dip 26/03/87 3k 
/pub/recipes! QI&; 05/08/88 2k /pub/recipes/drunk-leeks 01/12/86 2k/publrecipeo/egg-mousse 19106/87 2k 
/pub/recipes/eggnog 1 l 8/ 12/86 3k /publrecipeoleggnog2 15111186 6k /pub/recipes/eggnog3 01/05/86 3k 
/pub/recipes/eggplant-1 01/05186 3k /pub/recipes/eggplant-2 01/05/86 2k /publrecipes/eggplant-3 0l/05/86 2k 
/publrecipesleggplant-4 l 4/07/88 2k /pub/recipes/eggs-scotch 16/04/87 3k /pub/recipes/eggs-shrooms 11101/87 4k 
/pub/recipes/enchiladas-1 13111186 5k /pub/recipes/enchiladas-2 25109186 4k /pub/recipes/fajitas 0511 l/87 3k 
/pub/recipes/fish-chowder 27102/87 3k /pub/recipes/flan 08110/87 4k /pub/recipes/fondue-! 17103/88 3k 
lpub/recipes/frango-pie 19/03187 5k/pub/recipeslfruit-cake-122/10/873k/pub/recipes/fruit-cake-2 19102/87 5k 
/publrecipeolfruit-sruad 07/08/86 5k /pub/recipes/fruit-soup 27111/86 2k /pub/recipes/fruit-tart 26/04/86 3k 
/pub/recipes/fudge-10l/121862k/pub/recipeslgarlic-bread 01/04/87 2k/pub/recipeslgarlic-bread-219/02/87 4k 
/pub/recipes/garlic-scampi 10/09187 3k lpublrecipes/gateaux-pim 29101187 2k /pub/recipes/ginger-cookies 21108/87 3k 
/pub/recipes/git\gerbread l l/01187 3k /pub/recipes/git\gerbread-2 l 5111/86 3k /pub/recipeslgoulash-1 26/1 l/87 3k 
/pub/recipeo/g;aham-crack 12112/87 3k /pub/recipes/granola l 8/03/88 3k /pub/recipes/grape-pie 14104/88 5k 
/pub/recipes/gravlax 12/06186 3k/pub/recipeslgumdrop-cake 05/02187 3k/pub/recipeslhalvas 01/12/86 2k 
/pub/recipes/ham-bananas 03108/86 3k /pub/recipes/hamantashen 09/03/88 3k /pub/recipes/hamburger-pie 13/11/86 5k 
/pub/recipes/hens-tarragon 17107/88 2k /pub/recipes/herb-blend-1 22108/86 3k /pub/recipes/herb-steak-1 05109/86 3k 
/pub/recipes/hiker-bars 18/02/87 2k /pub/recipes/hobbit-pie 16/07/87 4k /pub/recipeslhollandaise-118/05/86 3k 

' . 

I 

But guess what? After you click your mouse button, the Web browser uses a 
protocol called FTP (File Transfer Protocol) behind the scenes to copy the 
files to your computer. (This process of copying files from a server to your 
client computer is called downloading.) Figure 9-2 shows using FTP to fetch 
the same dog-biscuit recipe that we showed with the Web. 

We prefer to use an FTP client to get files. The Web is yummy, but it's the 
high-fat portion of the Internet diet. It's a lot quicker and more efficient to 
skip the slick Web interface and go directly to FTP. So, we devote the rest of 
this chapter to discussing FTP. 

Usin9 FTP to Share Files 
across a Network 

Making a copy of a file is often the simplest way to share it. With a personal 
computer, you can copy a file onto a floppy disk ( also called a diskette) and 
easily share it that way. 

After you copy the file, you can take it to any compatible computer any­
where in the universe. This method of sharing files is called Sneakernet. It's 
not very efficient and it doesn't work if you want to copy a file between two 
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Figure 9-2: 
You can use 

FTP to get 
a recipe 
for dog 

biscuits! 

'C:\WINDOWS>ftp gatekeeper.dee.com 
Connected to gatekeeper.dee.com. 

Chapter 9: Share and Share Alike 

Warning from the FTP site. 
Gatekeeper.DEC.COM is an unsupported service of Digital Corporate Research. 

Use entirely at your own risk - no warranty is expressed or implied. 
Complaints and questions should be sent to <gw-archives@pa.dec.com>. 

EXPORT CONTROL NOTE: Non-U.S. ftp users are required by law to follow U.S. 
export control restrictions. which means that if you see some DES or 
otherwise controlled software here, you should not grab it. Look at the 
file OOREADME-Legal-Rules-Regs (in every directory, more or less) to learn 
more. (If the treaty between your country and the United States did not 
require you to respect U.S. export control restrictions, then you would 
not have Internet connectivity to this host. Check with your U.S. embassy 
if you want to verify this.) 

User (gatekeeper.dee.com: (none)): anonymous --Anonymous FTP 
331 Guest login ok, send ident as password. 
Password: --------------Type your e-mail address. 
230 Guest login ok, access restrictions apply. 
Remote system type is UNIX. 
Lisi ng bi nary mode to transfer fi 1 es. -----Interesting - FTP assumes binary. 
ftp> dir 
total 54357 -------------This is a huge site with lots of direction. 

ftp> cd pub -------------Move to the public directory. 
250 CWD command successful. 
******************************* 

--~~----------------See what's in it. ftp> dir 
dr-xr-xr-x 
lrwxrwxrwx 
dr-xr-xr-x 
dr-xr-xr-x 
dr-xr-xr-x 
dr-xrwxr-x 
dr-xr-xr-x 
lrwxrwxrwx 
dr-xr-xr-x 
dr-xr-xr-x 
dr-xr-xr-x 
dr-xr-xr-x 
dr-xr-xr-x 
dr-xr-xr-x 
dr-xr-xr-x 
dr-xr-xr-x 
dr-xr-xr-x 
dr-xr-xr-x 
dr-xr-xr-x 
dr-xr-xr-x 

78 0 
1 0 

14 0 
5 0 
2 0 
4 0 
5 0 
1 0 

10 0 
2 0 
4 0 
5 0 
7 0 
4 0 
7 0 

18 0 
12 0 
3 21 
3 0 
8 0 

0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
8 
0 
0 

8192 Oct 12 13:42 DEC 
3 Apr 14 1995 Digital -> DEC 

40960 Oct 26 08:11 GNU 
8192 Apr 14 1995 Mach 
8192 Apr 14 1995 conferences 
8192 Apr 14 1995 data 
8192 Apr 14 1995 database 

3 Nov 28 1995 digital -> DEC 
8192 Oct 15 1996 doc 
8192 Apr 14 1995 editors 
8192 Apr 14 1995 forums How about some 
8192 Oct 13 1996 games-- ? 
8192 Sep 1 1995 graphics new games. 
8192 Oct 17 1996 l i nux -- There's a free 
8192 May 3 1995 multimedia operating system 
8192 Apr 14 1995 net 
8192 Oct 23 1995 news in here. 

16384 Apr 14 1995 recipes -
8192 Nov 18 1996 sysadm 
8192 Apr 14 1995 usenet - Go there. 

ftp> cd recipes----------------------' 
250 CWD command successful. 
ftp> di r -----------~-- What recipes are available? 
200 PORT command successful. 
150 Opening ASCII mode data connection for /bin/ls. 
-r--r--r-- 1 21 8 2064 Mar 31 1988 advokaat 
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-r--r--r-- 21 8 2322 Aug 21 1987 african-stew 

-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
-r--r--r--
ftp> a sci i 

21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 
1 21 

200 Type set to A. 

8 
8 
8 
8 
8 
8 
8 
8 
8 
8 
8 
8 
8 
8 
8 
8 
8 
8 
8 
8 
8 
8 
8 
8 

1631 Jan 28 
1791 Jan 11 
3361 Mar 25 
2652 Feb 27 
3491 May 18 
3020 Mar 6 
2758 Feb 18 
2015 Jun 9 
2948 May 22 
1990 Mar 10 
3287 Nov 15 
3924 Jan 11 
3164 Apr 26 
1923 Apr 26 
2623 Jun 5 
2297 Feb 11 
3291 Feb 11 
4620 Mar 19 
2682 Sep 24 
2570 Nov 15 
3325 Jan 3 
1576 Aug 21 
2773 Mar 26 
1721 Aug 4 

1988 armenian-rice 
1987 artichoke-cass 
1988 asparag-soup-1 A very 
1987 autumn-hens International 
1986 avgolemono 
1988 barmi-goreng 
1987 basmati-rice-1 
1987 berlinerkranz 
1986 berry-cobbler 
1988 cheese-grits 
1987 cheese-soupl 

selection. 

1987 cheesecake-1} 
1986 cheesecake-2 
1986 cheesecake-3 You can never 
1986 cheesecake-4 have too many 
1987 cheesecake-5 ofthese. 
1987 cheesecake-6 
1987 cheesecake-? 
1987 dandelions - Green's, anyone? 
1987 dark-rolls 
1987 delmonicos 
1987 dill-dip 
1987 dog-biscuits - Aha! Here's the 
1988 drunk-leeks one we want. 

ftp> get dog-biscuits-------------- Nothing's too good for Fido. 
200 PORT command successful. 
150 Opening ASCII mode data connection for dog-biscuits (2773 bytes). 
226 Transfer complete. 
2853 bytes received in 1.21 seconds (2.36 Kbytes/sec) 
ftp> quit 
221 Goodbye. 

Before we get it, let's use ascii mode. 

different operating systems, such as IBM's OS400 and Windows 98. So, in the 
following sections, we take a look at the better ways TCP/IP supplies for 
copying files over a network. 

The FTP Blue Plate Special 
In Chapter 6, we first tell you about FTP, the protocol/service/application for 
copying files to and from a remote computer. (Keep in mind that the com­
puter where you're sitting is the local computer. The remote computer is the 
other one farther away from you.) Recall that you use the FTP client applica­
tion to connect to a remote computer that's providing the FTP service. The 
FTP protocol comes into play when you actually (finally) ask the application 
to transfer the files. 
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Suppose it's dinnertime, and you're hungry for egg rolls, Hungarian goulash, 
and crepes suzette, with an Alka Seltzer chaser. You have some choices: 

~ Travel around the world to China, Hungary, and France to assemble 
your meal. If the egg rolls are cold and greasy before you get to eat 
them, well, that's life in the multicultural world. We hope you have the 

' Alka Seltzer to get you through the night. 

~ Order in. Get on the phone or fax to China, Hungary, and France and 
talk to the best restaurant in each country. Have everything shipped to 
you at the same time by the fanciest messenger service you can find. 
The egg rolls may even still be warm when your doorbell rings. 

It works the same way with computers and files. If you want files from three 
different computers, you can travel to each one and get what you need. Or 
you can stay put and use FTP. It's the next best thing to being there. 

With FTP, you don't have to care what operating system is on those remote 
computers, because they all have TCP /IP. This ability to transfer files to and 
from computers running different operating systems is one of the best 
benefits of FTP. For example, suppose your local computer runs DOS with 
Microsoft Windows, and you need a file that's on a UNIX system. No prob­
lem. Start up the FTP client application on your PC, connect to that UNIX 
system, and get or put your files. 

"Get? Put? What are we talking about?" you ask. Relax - these are FTP 
commands, and you'll see them in action shortly. 

Usin9 FTP to Trans( er Files 
You're about to get the lowdown on using one of the handiest TCP/IP 
goodies around. But first, here are a few things you must have ready before 
you start the FTP client application: 

I 
~ The name of the remote computer or its TCP/IP address. 

~ Your account name and password - these are what get you access to 
the remote computer, unless you're using Anonymous FTP, which we 
describe in the "Using Anonymous FTP to Get Good Stuff" section, later 
in this chapter. 

If possible, you should also know in advance 

~ The names of the files that you're interested in. 

~ The locations of the files. If you aren't sure what directory or folder 
holds your files, you can always browse around to find them. 

~ Whether the files contain anything besides plain text. If they do, you 
must transfer them in binary mode rather than the default ASCII mode. 
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Figure 9-3: 
Clicking on 

the FTP icon 
starts the 
FTP client 

application 
on a PC. 

Figure 9-4: 
Type ftp 
and the 

address of 
the remote 
computer. 

By the way, be sure to scan every file you transfer for viruses. You never 
know what's contagious. 

You must follow six basic steps if you want to transfer files using FTP: 

I. Start your Ff P client application. 

If you have a graphical user interface, such as Microsoft Windows, this 
step may be as simple as clicking .. yotu:mouse on an FTP icon (see Figure 
9-3). Without a graphical'rntefiact:!, you need to type the ftp command. In 
Figure 9-4, someone starts an FTP session from a command line. 

41 
Ae!ea,eNot .. 

2. Tell the FfP client application the name (or numeric address) of the 
remote computer that's holding the files you want. 

)'ou can type the computer name as part of the ftp command, as shown 
in Figure 9-4. Or you can use the FTP open command at the ftp> prompt 
to connect with the remote computer, as shown here: 

% ftp frodo 
Connected to frodo. 
220 frodo FTP server (Sun0S 4.1) ready. 
Name (bilbo:wilensky): student9 
331 Password required for student9. 
Password: 
230 User student9 logged in. 

RED HAT 1030 
RED HAT V. CAS



F' 

_______________ Chapter 9: Share and Share Alike 

3. When !?!1're ~rompted, tell the remote computer your aooou11rname 
®40PASSWord. · 

The prompt from FTP lists your computer name followed by a colon 
and your username in parentheses. If you have an account on the 
remote system with that name, just confirm the prompt by pressing 
Enter. Otherwise, type a valid username. As an extra security precau­
tion, when you type the password, nothing appears. Here's what all this 
looks like: · 

If you don't know a valid account name for the r~mote"£QH1PUter, you 
can try entering the username anonymous. Anonymous FTP is dis­
cussed in the "Using Anonymous FTP to Get Good Stuff" section, later 
in this chapter. 

4. At the ftp> prompt, typ~~ or ls. (both commands work the same) to 
find the files you want: ·· · '""''" 

5. If you need to move to another directory on the server, type cd (the 
change directory command) followed by the name of the directory. 

If you're not sure where you're on the remote computer, use the pwd 
command to .print the working directory on the screen. 

6. Now you can transfer the files you want by using the g 
copy files from the remote computer to your computer 

and to 

Use the put command to copy files from your computer to the remote 
compJter~~· , 

If you want the new copy of the file to have a different name, add it to 
the end of the get or put command, like this: 

Fi/el, file2, newfilel, and so on, stand for the real names of the files that 
you enter. Be sure you enter the filenames in the correct case. Under 
DOS and Windows, filel, Filel, FILEl, FiLel, and fllEl are all the same 
file. But under UNIX, those are five different files! 

111 

RED HAT 1030 
RED HAT V. CAS



112 Part II: TCP/IP from Soup to Nuts to Dessert 

Figure 9-5: 
Using the 

help(?) 
command 
to see the 
valid FTP 

commands. 

In fact, you may have to rename files when you copy files between two 
different operating systems that have different file-naming capabilities. 
For example: 

7. Exit from FfP when you're done by entering 

If you've spent any time at all working on a UNIX or MS-DOS system, some of 
the previous commands should look familiar to you. DOS stole some com­
mands, such as cd, from UNIX, so some of the commands are the same on 
both operating systems and have been used by many applications, including 
FTP. There are some differences; for example, dir will be familiar to you DOS 
folks, but only UNIX people will recognize pwd. If you're not sure what FTP 
command to use in any situation, type help or ? at the ftp> prompt to get a 
list of FTP commands, as shown in Figure 9-5. 

debug 
dir 
disconnect 
get 
glob 
hash 
help 
led 
literal 

Co11U1ands are: 

ls 
Rdelete 
Rdir 
qget 
lllkdir 
RlS 
qput 
open 
proqpt 

put 
plld 
quit 
quote 
recu 
re111tttehelp 
rena111e 
rlldir 
send 

status 
trace 
type 
user 
verbose 

BelJ.ond the Basics (Just a Little) 
What if you want to move more than one file? You can always do multiple 
gets or puts - not too bad if you only need a couple of files, but downright 
painful if you want to transfer a bunch of files. 

And how about specifying file types? So far, we've shown you how to trans­
fer ASCII text files. If you want that neat new computer game, it's going to be 
stored as a binary file. Binary files are made up of Os and ls instead of letters 
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so they can be executed by your computer, but to us they look like transmis­
sions from outer space. 

A file's filename extension gives you a clue as to whether the file contains 
ASCII text or binary code. ASCII files usually have names that end with the 
extension .TXT. Files in binary have names that end with various extensions 
such as .EXE, .DOC, .ZIP, and .TIF. 

The following sections take a look at how to manage these tasks with FTP. 

ASCII and IJ.e shall receifle 
Unless you tell it otherwise, FTP assumes that you're moving plain old ASCII 
text files. But if you want to transfer something a bit more exotic, like that 
new game or maybe a zipped file with a special format, FTP has the binary 
option to take care of that. ("Zipping" is one form of file compression; see 
"Smart FTP Tricks," later in this chapter.) 

To switch to binary mode, type binary at the ftp> prompt any time before 
you type get or put. Then, after transferring your binary file, you can easily 
switch back to ASCII transfer mode by typing ascii. 

If you transfer a file in the "wrong" mode, you may not be able to use it, 
especially if you copy an application in ASCII mode. You'll have to redo the 
copying operation in the correct mode. The FTP client application doesn't 
warn you when you're doing it wrong because it doesn't know that some­
thing may be wrong. It can only do what you tell it to do. 

Shortcuts for multiple files 
If you want lots of files, you can use mget and mput (for multiple get and 
multiple put) to transfer groups of files. Just name the files right after the 
command, like this: * 

Here file!, file2, and so forth stand for the names of the files you want. The 
only catch is that the list of files has to fit on one line. 

You can't rename the files you copy with mget and mput, so you may have 
to use multiple get and put commands. 

If you want to copy a group of files so large that all of their names don't fit 
on the command line, you can use wildcard characters to condense the 
string of names. 
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For example, to copy the files that contain account records for multiple 
customers whose names start with smit, you would use an asterisk (*) 
wildcard, attached to a partial filename, like this: 

This tells FTP to get all the files whose names start with the characters 
preceding the *. 

If you want to copy every file in the directory, it's even easier: Just use a 
single * with the mget or mput command. For example, to put all the files 
from your local directory into the remote computer's directory, type 

To see all this in action, take a look at the sample FTP session in Figure 9-6. 

Just lookin<J. at a file 
Want to check out the contents of a file without actually transferring it? Just 
specify an output filename of hyphen (-): 

This command transfers the README file to your screen. It doesn't matter 
which operating system you're using; the hyphen always means "the screen." 
The file isn't saved in any way. If you like the contents of the file and want a 
copy of your own, get it again without the hyphen. 

Usin9 Anon11mous FTP to Get Good Stu( f 
The Internet has a large"num,J:>~r of P,:~l?Jiib1'l1_,,~ssibleF~~~rvers. These 
are known as An,pqymous FTP sites 9,!'t!i;f;';{l!f!J, because when you connect to 
them, you specifyanonymous as"tlie account name. When you're challenged 
for a password, enter your own e-mail address. Actually, you can enter 
anything here, except nothing (you have to enter something)- but the 
right thing to do is provide your e-mail address. 

Companies such as Microsoft, Lotus, and IBM provide some Anonymous FTP 
sites. In fact, we once used Anonymous FTP to get a copy of TCP /IP from 
Microsoft. (The catch-22 in this was that we had to use a computer already 
set up with TCP/IP and connected to the Internet.) Universities and numer­
ous other good-deed doers provide the other sites. 
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Figure 9-6: 
A user 

transfers 
files with 

FTP. 

Chapter 9: Share and Share Alike 

% ftp frodo 
Connected to frodo. 
220 frodo FTP server (Sun0S 4.1) ready. 
Name (bilbo:wilensky): student9 
331 Password required for student9. 
Password: 

1----- You already know 
this signing-on part. 

230 User s tudent_9_l_o-'-gg.c...e_d_i_n_. _________ ....J 

ftp> di r-------------------Your first command. 
200 PORT command successful. 
150 ASCII data connection for /bin/ls (130.103.40.225,1109) CO bytes). 
total 36 
-rw-- 1 student9 users 0 Mar 1 1994 .Xauthority 
-rw-r-r- 1 student9 users 579 Feb 18 1994 .Xdefaults 
rw-r-r- 1 student9 users 13888 Jan 26 1994 .Xpdefaults 

-rw-r-r- 1 student9 users 449 Feb 18 1994 .aliases 
-rw-r-r- 1 student9 users 793 Jan 26 1994 .cshrc 
-rw-r-r- 1 student9 users 790 Feb 18 1994 .1 ogin UNIX 
-rw-r-r- 1 student9 users 6 Dec 13 1993 . 1 ogout directory 
-rw-r-r- 1 student9 users 4340 Dec 13 1993 .mwmrc - listing of 
lrwxrwxrwx 1 student9 users 27 Feb 18 1994 .xinitrc -> files on 
/usrl/student9/.xinitrc.twm the server. 
-rw-r-r- 1 student9 users 1221 Jan 26 1994 .xinitrc.mwm 
-rw-r-r- 1 student9 users 459 Feb 18 1994 Notes 
-rw-r-r- 1 student9 users 3027 Jan 27 1994 jbigram.id 
drwxr-xr-x 4 student9 users 3072 Jan 27 1994 notes 
-rw-r-r- 1 student9 users 1490 Jan 10 1994 notes.tmp 
226 ASCII Transfer complete. I 
939 bytes received in 0.074 seconds 02 Kbytes/s) r--- rechie message from ftp. 
ftp> bin ----------------- Your command to do a binary transfer. 
200 Type set to I. --- Another FTP message. 
ftp> get jbigram.id Finally, the transfer of the file from frodo to bilbo. 
200 PORT command successful. 
150 Binary data connection for 
226 Binary Transfer complete. 

jbigram.id (130.103.40.225,1110) (3027 bytes). 

local: jbigram. id remote: jbigram. id 
3027 bytes received in 0.0014 seconds (2.le+03 Kbytes/s) I 
ftp> asci i 

200 Type set to A_.'-------------------~ 
ftp> put dead.letter 

Your command to do an ASCII file transfer. M I ore messages. 

200 PORT command successful. Transfer a file 
150 ASCII data connection for dead.letter (130.103.40.225,1111).~frombilboto 
226 ASCII Transfer complete. frodo. 
local: dead. letter remote: dead. letter 
1097 bytes sent in 0.0022 seconds (5e~02 Kbytes/s) 
ftp> quit 
221 Goodbye. 
% 
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Anonymous FTP sites are like snowflakes - no two are identical - but ALL 
of the sites contain files that you can retrieve for free. Some have megabytes 
and megabytes of public-domain software and shareware. Others hold 
graphics, music, and movies, and still others contain weird and wonderful 
things too numerous to mention. (Did that get your interest?) 

Although all Anonymous FTP sites are "publicly readable," only a very small 
percentage are "publicly writeable." You can connect to any of them and 
retrieve all the files you want, but you can't place files on most of them. 

In any case, Anonymous FTP is both fun and valuable. Let's all say a great 
big thank you to the wonderful people who provide Anonymous FTP sites. 
THANK YOU! 

If you're one of the people we're thanking, be sure to protect your FTP sites 
so that some scoundrel doesn't load it up with objectionable or even illegal 
content. 

Hou/ to use Anonumous FTP 
Start your FTP client application just as you did before for any regular FTP 
session. After you log in as anonymous, go ahead and use the cd and dir 
commands to discover what's available at the remote site. Many directories 
have files named README or some variation thereof, such as READMEFI RST. If 
you spot those files, use them as needed for help in navigating through the 
archives of directories and files. 

If you see a directory named "pub" in an anonymous site, look there first. 
Many sites put the good public stuff in pub. 

When you log in as anonymous, you may see a message from the site's 
manager asking you to copy files only during evening hours. This is because 
each FTP request chews up system resources on the remote computer, and 
if lots of people are connecting to that remote computer, it slows down the 
people who work there. So, be nice. 

Anonumous isn't ubit[uitous 
Don't assume that you can copy files from just anywhere on the Internet or 
on your organization's internet. The system or network administrator at the 
remote site must have configured the system to allow the use of Anonymous 
FTP. If the remote system doesn't accept Anonymous FTP, you're out of luck. 
In that situation, you need a valid account username and password if you 
want to use FTP to copy files to and from that computer. 
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Watch out - that naked ladu 
has no PG ratin9 
If you're the parents of cyberkids, you need to monitor what they retrieve 
via Anonymous FTP. They can get great stuff, such as a copy of a U.S. 
Supreme Court decision to use in a school report. Dream on, you say? Okay, 
let's be more realistic - they can get lots of Beanie Baby information and 
free computer games. But watch out for those games. Some of them are 
more violent than what you may want your kids to see. More significantly, be 
aware that, although Anonymous FTP is a great source for just about 
anything, among that "anything" is a wide selection of pornography. 

Protect your children with safety software that lets you block out Internet 
content that you determine is objectionable. Some of these programs, such 
as Net Nanny, also let you block outgoing information, such as credit card 
numbers, home addresses, and phone numbers. 

Smart FTP Tricks 
FTP, transferring files, get and put - sounds pretty basic, doesn't it? But 
what if you copy a compressed file - can you use it? And what about those 
people out there who would love to use FTP but whose connection to the 
outside world provides only e-mail? Are they out of luck? 

You can use these smart FTP tricks to make life on the Internet easier. 

I 
Y6 Decompress compressed files 

Y6 Work around your connectivity problems to receive files from FTP 
archives when you can't open an FTP connection 

Disk space is nearly always a problem for almost everyone. The unwritten 
rule is: The more you have, the more you fill it up - and you never have 
enough. To save space and make even more files available to you, many FTP 
sites compress their files. After you find the file you want, you need to 
decompress it so you can use it. Here's where you have to get smart. 

Unfortunately, there's no neat little utility called FTP Unzip to get you by. So, 
your first task is to determine what compression method was used on the 
file. You have literally dozens of (and maybe more) ways to compress files. 
That's why we think dir will become one of your favorite FTP commands -
because you use dir to find the README files. We're not kidding. Read the 
README first, and it will probably tell you how the files were compressed and 
where to get the decompression utility. Most compression/decompression 
programs are in the public domain (which means that they're free or very 
cheap). 
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Sometimes you can tell what compression software was used by looking at 
the file type. The file type is represented by a period and some letters 
following the filename. You DOS users know this as a filename extension. 
Table 9-1 lists some of the most widely used file types and the compression 
method used. 

Table 9-1 Popular File Compression/Decompression Methods 
File Type Operating System Compression Utility 

.zip MS-DOS PKZIP/PKUNZIP 

. z or . Z UNIX compress/uncompress 

.tar UNIX and many others Actually this is a personal 
backup utility that groups 
one or more files into an 
archive. Tar stands for "tape 
archive," but you frequently 
find tar archives on disk 
(that's UNIX for you ... ). 

. sit Macintosh Stufflt 

Usin9 rep (Not Just Another 
CoplJ. Pro9ram) 

An alternative to FTP is rep (pronounced by saying the letters RC P), 
another of the Berkeley UNIX r utilities for remote access. (rep is available 
on many, but not all computers that use TCP/IP.) 

The rep utility is a little more lightweight than FTP, and therefore faster. For 
one thing, you don't explicitly log in with a username and password. For 
another, there's no Anonymous rep variation. 

Here are the three ways to use rep, with the syntax and a sample command 
for each. 

1

1"' To copy a file from your compu .. ter to a remote computer across the 
network: 

,. . .... 
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Y' To copy a file from a remote computer on the network to your local 
computer: 

Y' To copy a file from one remote computer to another: 

If you haven't already read the discussion of trust in Chapter 8, you should 
check it out. Trust is essential for rep. 
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Chapter 11 

Fishing in a Really Big Pond 
In This Chapter 
► Uncovering how DNS keeps the Internet's (or your intranet's) computers organized 

► Understanding why your e-mail address has so many parts (the DNS version of 
domains) 

► Finding names and addresses on the Internet using who i s and n s l o o k up 

► Understanding why WINS, the Microsoft version of name and address translation, may 
be going away 

1n Chapter 10, you fish for information with NIS, which lets computers that 
are grouped fairly close together on a network share system and user 

information. Well, that's small fry. That's an appetizer, a sardine, compared 
to the main course in this chapter. 

Here you discover another service: the Domain Name System (DNS, pro­
nounced by saying the letters D N S). But when you fish for information with 
the DNS rod and reel, you're fishing around not just on your own intranet 
but also on the Internet. 

By the way, at this point in our journey writing this book, we got full. We lost 
our appetites. We gained 10 pounds and decided to go on a diet. Actually, we 
ran out of food metaphors as the technical pace of our subject matter 
picked up. So, although we promise to keep you entertained right on 
through the glossary, you won't find any more references to chocolate, 
cherries, cheesecake, or china - for a while anyway. 

Gettin9 to Knoul DNS 
A name service translates (or resolves) a computer name into a numeric 
address. The Domain Name System, DNS, is the name service for the 
Internet, and it translates computer names into TCP /IP numeric addresses. 
(You find out more about computer names and addresses in Chapters 13 
and 15.) 
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If your organization's network is connected to the Internet, you must use 
DNS. If your organization has a private internet, you may use DNS to provide 
the name service for your network. 

DNS was created specifically to handle the requirement that each computer 
needs to be uniquely named on the network. By adding some pieces to your 
computer name to make it unique, DNS solves the problem of duplicate 
computer names. 

People like names. Computers like numbers. 

DNS = Does Ni~IJ. Searches 
DNS is a way for computers to share information about computer names and 
addresses over a TCP/IP network. On a large network (such as the Internet), 
that's a lot of information. 

In techie terms, DNS is the name-and-address resolution service used on the 
Internet. In more straightforward terms, DNS is a kind of directory service. It 
searches for and finds the numeric Internet address for a computer name, 
and vice versa. (Of course, if we could remember those complicated nu­
meric addresses, we wouldn't need a name-and-address resolution service, 
but brain cells being what they are .... ) 

Unlike NIS, which is primarily used by computers running the UNIX operat­
ing system, DNS is used by all operating systems. 

Computers on a TCP/IP network- and that includes the Internet - have 
both a name and a numeric address. Most of us mere mortals prefer to call 
our computers by name, and the network is nice enough to accept either 
names or numbers. When you use a name, the network translates the name 
into numbers behind the scenes. 
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To be unique, a computer name has multiple parts separated by periods -
that is, the . character. Although it looks like a period, the computer world 
calls it "dot." Take the e-mail address 

You pronounce it "candace at max dot teeack dot net." 

Remember that the first piece of this address, max, is the computer's name; 
and the last piece of the computer name on the right, net, represents a 
domain name - a DNS domain name. The intermediate pieces represent 
things like company names. 

Client/Serf/er A9ain - You Can't Get 
Awav from It 

DNS is a client/server environment. Queries are issued by the clients 
(application programs such as telnet, FTP, and so on), asking a name server 
for a computer name-to-numeric address translation. If the name server can 
answer the query, it responds with the requested information, and all is well. 

If the name server can't supply the information, two things may occur, 
based on whether the name server is or is not responsible for the informa­
tion (more on this in the next section). 

1"' If the name server is responsible for the information, it responds with 
message that indicates that the information doesn't exist. (Do you have 
any fives? Go fish!) 

1"' If the name server isn't responsible for the information, it forwards the 
query to, or at least toward, the name server that's responsible. (The 
name server knows to do this based on how the system manager has 
set things up.) When the answer comes back, it travels all the way back 
down the chain to the client. 

1"' If the client "times out" - gets tired of waiting for a response - that's 
the same as receiving a "No Information" answer from the queried name 
server. 

1"' If at this point you have timed out, too, hang in there. We explain this 
"responsibjlity" thing next. 
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Who's responsible? 
So what does it mean to be "responsible for" the name and address informa­
tion? The DNS term for responsibility is authority. Several different types of 
name servers may be deployed in your environment. In the DNS world, there 
is no single master server, as there is with NIS. Instead, primary name 
servers know, via the DNS database, the names and addresses of the com­
puters in your organization. These name servers are responsible for this 
information, and the answers they give to client queries are said to be 
authoritative. 

Because DNS is distributed (that is, decentralized), no one computer has to 
have all the information about all the addresses. Can you imagine the size of 
the disk you'd need to hold the addresses of all the computers on the 
Internet? Not practical, even if it were possible. Therefore, multiple name 
servers work together to translate a name to an address. 

Name serflers and resolflers 
The name server program that responds to queries for a resolution of a 
name to an address is one of the pieces of the DNS puzzle. The name server 
program may or may not be included in your TCP/IP product. If you need to 
set up and run your own name server, make sure you have the program. 

Another piece of DNS is a library of programs called a resolver, which takes 
the client program's request to get address information and converts it into 
a query to the name server. (The resolver is part of every TCP/IP product. 
You need it. You have it. Don't worry.) More specifically, when a programmer 
writes an application that needs to know a computer's address, the applica­
tion contains a call to the resolver routines. For example, this request in a 
program, "Open an FTP connection to computer X," generates a DNS query 
for the address of computer X. 

Figure 11-1 shows the resolver communicating with the name server on 
behalf of a client application. 

DNS's pieces and parts 
Lots of bits and pieces that work together for DNS, including hardware, 
software (programs and some TCP/IP protocols), data files, and people. 
Here is a summary: 
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Figure 11-1: 
The 

resolver 
asks the 

name 
server to 

answer an 
address 

query. 

Here's the address 

Please translate 

Let me look in 
the database 

Name Server 

Y' The distributed database holds information about computers in 
domains on the Internet or on your internet. 

Y' Domains are logical collections of computers whose requests for 
network address lookups are all handled by the same server(s). 

Y' Name servers are programs that access information from the database 
and respond to client queries. 

Y' Clients are programs that request network address information from 
the name servers. 

Y' The resolver works on behalf of the client applications to get network 
address information from the name server. 

Y' System managers and network administrators set everything up and 
maintain the databases. 

In the next few sections, we take a closer look at these pieces. 
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The Internet's Definition of Domain 

Figure 11-2: 
Internet 

domains are 
hierarchical. 

In the discussion of NIS in Chapter 10, we show you that the term domain is 
used by various products and applications to mean different things. Here we 
go with a new one. Because domain is the first word in the DNS name, it's a 
good place to start. 

The Internet is so huge that it organizes its participating computers into 
groups of administrative units; these units are called domains. The domains 
themselves are organized hierarchically into a tree structure, as illustrated 
in Figure 11-2. 

The Internet's tree structure has branches extending from the top-level 
domains. Your computer sits in the leaves, at the edge of this hierarchy of 
domains. The InterNIC establishes and maintains the domain at the root of 
this tree. Just above the root is the set of top-level domains, the kingfishes 
of the Internet. 
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In the United States, the top-level domains have the generic organization 
types listed in Table 11-1. (You may recognize the three-character designa­
tors in the first column as the last part of many Internet addresses.) 

Table 11-1 Top-Level Domain Names in the United States 
Organization Type . Definition 

com Commercial enterprise 

edu Educational institution 

gov United States government 

org Organization 

mil Military service 

net Network services provider 

In the United States, if you want your organization to be on the Internet, you 
must register it at a registry, such as the InterNIC. Most Internet Service 
Providers (ISPs such as AT&T's worldnet.att.net and RCN's erols.com) are 
empowered to do this for you. When you register, either directly with the 
InterNIC or via the ISP, your organization is assigned to live in one of the top­
level domains listed in Table 11-1. 

For information on other registries and registration activities around the 
world, browse Yahoo's index at www.yahoo.com/ 
Computers_and_Internet/lnternet/Domain_Registration/. 
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The InterNIC (www. rs. i nterni c. net) charges $70.00 (U.S.) to register a 
domain name in some of the top level domains shown in Figure 11-2 (.com, 
.org, .net, .edu). The Internic's annual maintenance fee is $35.00 (U.S.). You 
can call the InterNIC 7 days a week, 24 hours a day, at Network Solutions, 
Inc., for information on registration services. The telephone number is 888-
771-3000 for calls originating in the US, Canada, Puerto Rico, and the Virgin 
Islands, or 402-496-9798 elsewhere. 

Go to www. registration.fed. gov to register a site in the .gov domain. To 
register a US military agency, go to the registry at www. n i c. mi l. 

Subdomains 
The top-level domains branch out into subdomains, which are usually named 
after your organization. A subdomain is any subdivision of a domain. So a 
subdomain of a top-level domain is a second-level domain. If your organiza­
tion is large, it may further create its own subdomains for administrative 
purposes; these subdomains are third-level, fourth-level, and so forth. Refer 
to Figure 11-2 to see a few second-level domains ( such as mi t . e du and 
lotus. com), as well as a third-level domain (enet. dee. com). 

The internationalization of the Internet 
Outside the United States, the rightmost piece of the Internet address is the 
two-character country code specified by ISO standard 3166; a few of these 
top-level domains are listed in Table 11-2. 

Table 11-2 
Country Code 

ca 

in 

uk 

us 

International Domain Names 
Country 

Canada 

India 

United Kingdom (Actually, the ISO code is gb, but it's 
hard to make a long story short about whether a 
country is in Great Britain or the UK.) 

United States 

When you communicate with someone outside the United States, be aware 
that the subdomains may (or may not) have different names. In Australia, 
they use the same style as in the U.S. (com. au, edu. au, and so on). But in 
the UK, administrative domains are named differently, as in co . u k 
( corporation) and a c. u k (academic community). So don't assume anything 
about subdomain names outside the U.S.; always look them up. As world 
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geography changes rapidly in the 1990s, the Internet has been unable to 
keep pace. For example, the top-level domain y u still exists on the Internet, 
even though Yugoslavia no longer exists on the world map. 

FulltJ. t(ualified domain names 
You have already seen some DNS domain names used in this book. (They 
can be part of e-mail addresses.) For example, when you send mail to 
mwi lens ky@a be.university. edu, the uni ve rs ity. ed u part of this 
address is the domain name. Each DNS domain has a unique name. This 
name is so important that it actually becomes part of each computer's 
name. The result is called a fully qualified domain name, or FQDN, pro­
nounced by saying the letters F Q D N. 

Here are some examples: 

I 
i, The computer named h b s is part of the DNS domain named 

ha rv a rd. edu, yielding the FQDN hbs. ha rva rd. edu. 

i, The mythical computer named viper is part of the mythical DNS 
domain named support.lotus. com, yielding the FQDN 
viper.support.lotus.com. 

Figure 11-3 shows what these two FQDNs look like on the Internet tree. 

You may wonder why FQDNs are so long. You may be able to use some 
shortcuts - depending on where you're sending e-mail from. If you send 
mail to mwi lens ky@a be.uni ve rs ity. edu, the mail reaches him no matter 
where you are when you send it. However, that's a pretty long address to 
have to type. To make things easier, you don't always have to use an FQDN. 
If you don't, TCP/IP assumes the domain is the same as yours. 

So if you, too, are on computer abc, you can simply send mail to the 
username mwi lens ky and save some typing. If you're on a different ma­
chine, say computer xyz, but your computer is also in the university. edu 
domain, you can leave out the domain name and just send to 
mwi l ensky@abc. 

These shortcuts aren't limited to e-mail. 
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Figure 11-3: 
An FODN 

(fully 
qualified 
domain 
name) 

spans the 
DNS tree 

from leaf to 
root. 

Serf/ers, AuthoritlJ,, and Other Techie Stuff 
You can have three types of servers in your DNS domain: 

I 
~ The primary name server 

~ The secondary name server(s) 

~ The caching name server(s) 

Before we examine their roles in the scheme of things, be sure you know 
your authority figures. Read on. 

Who's in char9e herel 
In the DNS environment, a name server - any kind of name server - can be 
in one of three different states when queried by the client: 
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Y" It knows the answer authoritatively. That means it has the answer in its 
data files. This is the same as being responsible for the data. 

Y" It knows the answer, but not authoritatively. That means it has stored 
( cached) the data in memory from some previous query. 

Y" It doesn't know the answer and has to ask another server. 

Primary name servers are the authority for their zone. A zone is often the 
same as a domain, but not always - a primary name server can delegate 
authority to a secondary name server, to lessen the primary's workload and 
to give it a backup. (Is this starting to sound like life at the office? To relieve 
stress, delegate!) 

When the primary name server delegates authority, it ships the truth, in the 
form of the database, to the secondary name server. The more the primary 
can delegate, the more stress relief it gets. Each domain should have a 
primary and at least one secondary name server. 

Caching name servers also help relieve stress, but they're not entirely 
trustworthy because they don't have the real truth in the form of database 
files on disk. Caching name servers have what they "believe" to be the truth, 
in the cache. (It's sort of like an office intern or apprentice - they're eager 
to help out, but do you trust them to do the tough stuff?) 

All servers do caching, especially of the data for which they're not respon­
sible. Caching servers do only caching because they have no data files and 
aren't responsible for any information. 

The primarlJ. is master of the domain 
The primary name server is the "big" one. It has authority for its whole 
domain. That means the in.aster stores the databases for its zone. It can also 
delegate authority to secondary name servers. The primary server is the 
ultimate repository of truth - at least as far as the names and addresses in 
the domain are concerned. 

Please don't confuse the DNS primary name server with an NIS master 
server. (NIS is covered in Chapter 10.) 

The secondarlJ. name sertlers 
In school, the little kids in primary school look up to the big kids in second­
ary school. But on the Internet, it's just the opposite: Secondary name 
servers download copies of name/address information from a primary or 
another secondary name server. 
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The more secondary name servers your organization has, the less chance 
there is of clogging up the primary name server, and the better protected 
you are from a failure of the primary. Secondary name servers are the 
backups for the primaries, and if the primary delegates authority, the second­
ary can answer address queries from any other name server in its zone. 

The big difference between a primary name server and a secondary name 
server is where they get their information. The primary gets it from the 
database files; the secondary gets it from a primary or another secondary 
name server. 

Cachin9 serf/ers 
Caching servers have no authority in a DNS arrangement and don't store any 
databases on their disks. They depend on the kindness of other name 
servers for information. The caching servers query other servers for name 
address information and keep (that is, "cache") it in memory for users who 
are geographically close. 

If Katherine sends mail to ken@beacon.com, her local caching server looks 
up beacon. com in the DNS and holds on to the information. When Katherine 
sends Ken another mail message, beacon. corn's IP address is now quickly 
available from the caching server, and her request for the name-to-address 
translation is spared a long trip across the network. 

If beacon. com is renumbered, Katherine's caching server may still hold the 
old address information. To avoid this problem, the cached data in a name 
server expires periodically. 

To manage this expiration procedure, the administrator of the authoritative 
name servers (the ones responsible for knowing the truth) sets a Time To 
Live, or TTL, value for the name/address data. Think of the TTL as a timer 
that limits how long any name server can cache the data. When the timer 
runs out, the cached data must be discarded. Without the TTL, no updates 
would ever replace old information. Remember that the resolver issues a 
query for computer name-to-address translation every time you go out on 
the network, regardless of the application you're using. 

Smaller TTL values mean that the data cached by nonauthoritative name 
servers (including the caching servers) is updated more often. The trade-off 
is that those name servers must query more frequently. Larger TTL values 
reduce network traffic but increase the likelihood that old, possibly incor­
rect, data are still alive. 
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Serflers, lies, and tlideotapes 
We lied. There are no videotapes. And there are more than three name 
server types. 

Now that you're a name server expert, you should know about two more 
types: slave name servers and forwarding name servers. Although they're 
not as widely used as primary, secondary, and caching name servers, they 
have their uses. 

A slave name server can function as a primary, secondary, or caching name 
server. The difference is that the slave has no direct contact with the 
Internet. If a slave name server doesn't have the information it needs to 
resolve an address query, it sends the query to a forwarding server. The 
slave server contains a list of the numeric addresses of the forwarding 
servers to use. It queries the forwarding servers in the list, in order, until it 
receives an answer or reaches the end of the list. 

A forwarding name server is any server except a slave. The server (primary, 
secondary, or caching) that receives the slave's query is the forwarding 
server. 

DNS tlersus NIS 

Figure 11-4: 
Ain't it a 

butte? 

Both DNS and NIS are naming services. Both provide lookup services for 
groups of computers called domains. DNS provides name/address lookups 
and translation. NIS works with smaller groups of computers, providing 
name/address lookups and UNIX system and account information. 

DNS butte NIS pyramid 
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DNS has a strategic advantage over NIS. Although both use a tree structure, 
NIS is a mountain with a pointy top and DNS is a butte with a flat top, as 
shown in Figure 11-4. The top of the NIS mountain is the single master server 
in the domain and thus the single point of failure. pNS's "flattened" top is 
formed by a set of name servers, where no one server can be a single point 
of failure. That makes the DNS environment extremely robust - robust 
enough to serve the Internet. 

Use DNS in the following circumstances 

Y' If your own computers are connected to the Internet 

Y' If you're a system manager or network administrator responsible for 
more than a few computers 

Y' If many of your computers run an operating system other than UNIX, 
which means that NlS won't help you 

When you have a large private internet, DNS is the best choice because it 
eases your maintenance burden. Manually updating and synchronizing local 
hosts files on all your computers is tedious, time-consuming, and risky. 
Moreover, those local hosts files can be enormous if your organization has 
thousands of computers, and each one needs its own copy. With DNS, if and 
when you do attach your organization to the Internet, your domain is ready 
to go. 

RED HAT 1030 
RED HAT V. CAS



_____________ Chapter 11: Fishing in a Really Big Pond 

Findin9 Information about Domains and 
Name Serflers 

Figure 11-5: 
The wh_oi s 

command 
tells you 

about 
domains 

and 
servers. 

Two tools can help you find information about DNS domains and name 
servers: whois and nslookup. 

Where is whois? 
Chapter 7 explains how to look up domains and servers in the Whois 
databases. The key to using whoi sis "If you don't succeed at first, try, try 
another whois database". 

Figure 11-5 shows the results of asking for who i s information about the 
domain lotus.com. 

% fllllois -h rs .internic .net lotus .co111 
Lotus Deuelop111ent (LOTUS-DOM) 

55 Callllwidge Parkway 
Callllll'idge, MA 02142 

DO111ain Ha111e: LOTUS.COM 

Adlllinistratiue Contact, Technical Contact, Zone Contact: 
Sanderson, Willia111 J. (WJS2) wsandersacc1119.lotus.co111 
617-693-1115 

Record last updated on 211-Oct-94. 

Do111ain seruers in listed order: 

NIC.NEAR.NET 
BU.EDU 
NOC.CERF .HET 

192.52.71.4 
128.197.27.7 
192.153.156.22 

The lnterNIC Registration Seruices Host contains OHL Y Internet Infor111ation 
(Networks, RSN's, Do111ains, and POC's). 
Please use the whois seruer at nic .ddn .11111 for MILNET Information. 

~ 

Your fishin9 pole: nsf ookup 
To query a DNS server manually, you can use the nslookup utility (pro­
nounced by saying NS lookup). Most TCP/IP products include this program. 
Because nslookup calls the same resolver routines as every other TCP /IP 
application, it's also a basic troubleshooting tool. 

So why would you want to query a DNS server manually (that is, instead of 
from some application)? You say your applications take care of that for you? 
Okay - but inquiring minds want to know. And if you want to, you can use 
nsl ookup to 
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Figure 11-6: 
These are 

the only 
nslookup 
commands. 

Anything 
else is a 

DNS query. 

I 
~ Troubleshoot network connections 

~ See if the data in the name server's cache are current 

~ See how mail messages actually get where they're going 

All the n s l o o k up commands that you use for manually querying a name 
server are shown in Figure 11-6. 

Be careful as you enter nsl ookup commands. Any typographical error is 
treated as a request for DNS information, so watch those typos. For ex­
ample, if you want to set a timeout value, but you type sit timeout=5 instead 
of set timeout=5, nslookup asks the name server for information about a 
computer named sit. 

% nsl ookup ---------- Manually query a DNS server. 
Default Server: dnsp.l~ 
Address: 130 .103 .48 .124_J-The server we're querying announces itself. 

-----------Ask for online help. > l 
Commands: 

NAME 
NAMEl NAME2 
help or? 
exit 
set OPT! ON 

all 
[no]debug 
[no]d2 

(identifiers are shown in uppercase, [] means optional) 

print info about the host/domain NAME using default server 
as above, but use NAME2 as server 

- print help information 
- exit the program 
- set an option 
- print options, current server and host 

print debugging information 
- print exhaustive debugging information 

[no]defname - append domain name to each query 
[no]recurse - ask for recursive answer to query 
[no]vc always use a virtual circuit 
domain=NAME set default domain name to NAME 
root=NAME - set root server to NAME 
retry=X - set number of retries to X 
timeout=X 
querytype=X 
type=X 

server NAME 
lserver NAME 
finger [NAME] 

- set time-out interval to X 
set query type to one of A;CNAME,HINFO,MB,MG,MINFO,MR,MX 
set query type to one of A,CNAME,HINFO,MB,MG,MINFO,MR,MX 

- set default server to NAME, using current default server 
set default server to NAME, using initial server 

- finger the optional NAME 
root set current default server to the root 
ls NAME [> FILE]- list the domain NAME, with output optionally going to FILE 
view FILE 
> 

- sort an 'ls' output file and view it with more 
I 

> exit --- All done! 
% 

These are the commands. Anything else you 
type (that means typos!) is interpreted as a 
query an address to be resolved. 
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When you start nslookup, it connects to a default name server - the same 
one your computer normally uses for DNS queries. You can explicitly switch 
to another server any time you need to, using the server and l server 
commands. 

By default, nslookup only asks for address information. To find other kinds of 
information, use the set type= command, followed by a record type listed in 
Table 11-3. Figure 11-7 shows a real-life nslookup session. 

Table 11-3 DNS Record Types to Use with Set Type= Command 
DNS Record Type 

A 

CNAME 

HINFO 

MX 

any 

Description 

Address information (the default) 

Canonical name, also known as common name or alias 

Host information, such as computer model and 
operating system 

Mail eXchanger, a computer that receives mail on 
behalf of a computer and/or forwards it further on 

I don't care; give me any and all information 

% nsl ookup -------- Manually query DNS server. 
Default Server: dnsp.lotus.com I 
Address: 130 .103. 48 .124 ___ ~1 Server we're querying announces itself. 

> 
> set type=any -------- Report any kind of data you know about. 
> 
>mail. lotus.com. 
Server: dnsp. lotus.com 

Address: 130.103.48.124 

mail . lotus. com internet address 130 .103. 46. 2 

> 
Figure 11-7: > 

A sample > hp. com 

nslookup Server: dnsp. lotus. com 

session. Address: 130.103.48.124 

First query (mail.lotus.com) 

has authoritative response, 
even though it's not 

announced that way. 

(continued) 
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(continued) 

Non-authoritative answer: 
hp.com inet address= 15.255.152.4 
hp.com origin= relay.hp.com 

mail addr = hostmaster.hp.com 
serial=1002204, refresh=10800, retry=3600, expire=604800, min=86400 

Authoritative answers can be found from: 
NS.INTERNIC.NET inet address= 198.41.0.4 
AOS.ARL.ARMY.MIL inet address 128.63.4.82 
AOS.ARL.ARMY.MIL inet address= 192.5.25.82 
AOS.ARL.ARMY.MIL inet address= 26.3.0.29 
NSl.ISI.EDU inet address 128.9.0.107 
C.PSI.NET inet address 192.33.4.12 
TERP. UMD. EDU 

NS.NASA.GOV 
NS.NASA.GOV 
> 
> 

inet address 128.8.10.90 

inet address 128.102.16.10 
inet address 192.52.195.10 

> hp l . hp. com --------- Query to resolve this address. 
Server: dnsp. lotus~ . 
Address: 130 .103. 4~This server··· 

Non-authoritative answer: 
hpl .hp.com nameserver hplns3.hpl .hp.com 
hpl .hp.com 
hpl .hp.com 
hpl .hp.com 
hpl .hp.com 
hpl .hp.com 
hpl .hp.com 
hpl .hp.com 
hpl .hp.com 
hpl .hp.com 

nameserver hplabs.hpl .hp.com 
nameserver hplns26.hpl .hp.com 
nameserver pub.hpl .hp.com 
nameserver hplb.hpl .hp.com 
nameserver hplms26.hpl .hp.com 
preference 20, mail exchanger 
preference 23, mail exchanger 
preference 25, mail exchanger 
preference 30, mail exchanger 

hpl.hp.com preference 35, mail exchanger 
hpl .hp.com origin= hplns3.hpl .hp.com 

hplms2.hpl .hp.com 
mlhub26.hpl .hp.com 
hplms26.hpl .hp.com 
hplabs.hpl .hp.com 
hplb.hpl .hp.com 

/ 

... delivers 
this 
infor-mail addr = ns-admin.hplabs.hpl .hp.com 

serial=854, refresh=l0800, retry=3600, expi re=604800. mi n=86400 mation. 
Authoritative answers can be 
hplns3.hpl .hp.com inet 
hplabs.hpl .hp.com inet 
hplns26.hpl .hp.com inet 
pub.hpl .hp.com inet address 
hplb.hpl .hp.com inet address 
hplms26.hpl .hp.com inet 
hplms2.hpl .hp.com inet 
> 
> hpl .hpl .hp.com 
Server: 
Address: 

dnsp.lotus.com 
130.103.48.124 

found from: 
address 15.0.48.4 
address= 15.255.176.47 
address= 15.9.144.4 
= 15.255.176.10 
= 15.255.59.2 
address 15.255.168.31 
address = 15.0.152.33 

Another query. 
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@ dnsp. lotus.com can't find hpl .hpl .hp.com: Non-existent 

> 
domain 

7 > hplms2.hpl .hp.com 
Server: 
Address: 

dnsp.lotus.com 
130.103.48.124 

There is no information 
for this address. 

Non-authoritative answer: 
hplms2.hpl .hp.com inet address= 15.0.152.33 
Authoritative answers 
hplns3.hpl .hp.com 
hplabs.hpl .hp.com 
hplns26.hpl .hp.com 

can be found from: 
inet address 15.0.48.4 
inet address 15.255.176.47 
inet address 15.9.144.4 

pub.hpl .hp.com inet address = 15.255.176.10 
hplb.hpl .hp.com inet address = 15.255.59.2 
hplms26.hpl .hp.com inet address= 15.255.168.31 
> 
> set type=mx 

> 
-------Report only Mail Exchange data. 

> hpl .hp.com 
Server: 
Address: 

dnsp.lotus.com 
130.103.48.124 

Non-authoritative answer: 
hpl .hp.com preference 
hpl .hp.com preference 
hpl .hp.com preference 
hpl .hp.com preference 
hpl .hp.com preference 

20, mail exchanger 
23, mail exchanger 
25, mail exchanger 
30. mail exchanger 

= 35, mail exchanger 
Authoritative answers can be found from: 

= hplms2.hpl .hp.com 
= mlhub26.hpl .hp.com 

hplms26.hpl .hp.com 
hplabs.hpl .hp.com 
hplb.hpl .hp.com 

hplms2.hpl .hp.com inet address 15.0.152.33 
mlhub26.hpl .hp.com inet address 15.9.144.132 
hplms26.hpl .hp.com inet address 15.255.168.31 
hplabs.hpl .hp.com inet address 15.255.176.47 
hplb.hpl .hp.com inet address = 15.255.59.2 
hplns3.hpl .hp.com inet address = 15.0.48.4 
hplns26.hpl .hp.com inet address = 15.9.144.4 
pub.hpl .hp.com inet address= 15.255.17_6_._l_0 _________ __, 

> 
> exit 
% 

NOTE: This 
is a subset 
of the data 
returned in 
earlier 
response. 
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WINS (Windows Internet Name Sert/ice): 
Name Resolution Accordin9 to Microso~ 

Microsoft provides WINS as an alternative to DNS for resolving naines to IP 
addresses. WINS replaces the need for local hosts files, DNS databases, and 
DNS servers. WINS is designed to be easier to set up and manage than DNS 
databases. 

Although two RFCs (RFC 1001 and 1002) describe WINS and how WINS 
cooperates with TCP/IP, WINS isn't actually part of the TCP/IP protocol 
suite. It's a proprietary protocol from Microsoft. 

WINS client and server services work only on computers that run Microsoft 
operating system software. You can run a WINS server only on the Microsoft 
Windows NT operating system. Why does anyone want to use WINS if it's so 
restrictive? Well, one use of WINS is to convert Microsoft's old (very ancient) 
proprietary NetBEUI protocol names to DNS names. 

Windows NT 5.0 doesn't use Microsoft's proprietary protocol NetBEUI. It 
uses a native DNS to correlate all those ugly IP addresses with the names we 
like to use, so you can forget about WINS. In Windows NT 5, Microsoft uses a 
new service, Active Directory, to manage Windows NT resources, users, and 
groups. Active Directory uses Internet standards (DNS and LDAP), rather 
than proprietary technology (WINS) to manage resources. 

WINS is fine for Microsoft-based networks that aren't connected to the 
Internet. WINS can work together with DNS, but if you're going to DNS 
anyway, for example, to run a name server that's connected to the Internet, 
why use both? You would need to maintain databases for both and monitor 
both for performance. We recommend that you make your life easier, and 
just use DNS for name resolution within your intranet and to the outside 
Internet. 
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Feasting on Information 
In This Chapter 
► Exploring hypertext and hypermedia 

► Discovering the latest browser technologies 

► Browsing the World Wide Web - quickly 

► Finding meals on the Internet: Gopher Goulash, Web Wingdings, and malts with Archie 
and Betty 

► Searching out search engines to find what you want on the Web 

~ere is an absolute glut of information and files available on the Inter-I ~et - so much that you may feel overwhelmed. Even when you know what 
you want, it can be really hard to find. The information services described in 
this chapter help you navigate the Net, including the World Wide Web. 

Get ready to take your raw Internet data and bake them into succulent 
tidbits of information, using all of the latest tools in your information 
management repertoire - outlining, cross-referencing, indexing, summariz­
ing, and condensing - all without having to copy the files to your own host. 
Here's even more good news; You don't need a Web browser to do these 
wonderful things. Even if you' do have a graphical browser, it may pay off for 
you to read about some of the non-graphical tools in this chapter. When you 
get frustrated with how slowly your graphical Web access is going, you can 
speed up with Archie, Gopher, and WAIS. 

TCP/IP applications give you more than one way of doing things. The applica­
tions described in this chapter give you options. There is no "best" way - only 
the way that you prefer. We don't recommend one way of finding information 
over another. It all depends on what suits your personal preference. 
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Hou/ Do Information Serf/ices Help Me.> 
In the last few years, a number of new information services have been 
developed and deployed on the Internet. When you go to that big TCP /IP 
banquet at Internet Hall, the tools introduced in this chapter represent-the 
frills of the dinnerware set: the lobster picks, fruit knives, and demitasse 
cups that you don't even know you need until you sit down to eat. 

Like most of the applications and services we talk about in this book, the 
Internet information services are client/server environments. You use a 
client application - either as software on your own computer or by con­
necting to a host that's running the client application - to communicate 
with a server. 

Some of these information exploration tools have a GUI (graphical user 
interface), so to take full advantage of their features you need to run them 
from a Windows, Macintosh, or Motif-equipped computer. Other tools have 
only a plain-character interface that you can run from a DOS PC or even a 
dumb terminal connected to a minicomputer or mainframe. But whatever 
the user interface, there's usually a TCP/IP protocol in there somewhere. 
And the information you can access is much more than just plain text. 
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What Are Hupertext and Hupermedial 
You may have heard the terms hypertext and hypermedia used in conjunc­
tion with the latest and greatest Internet tools. However, both hypertext and 
hypermedia have been around for a long time and are used not only for 
Internet tools such as Gopher and browsers, but also for applications not 
related to TCP /IP and the Internet, such as Hypercard on the Macintosh. 

Y' Hypertext is text that contains 'in-line pointers to other text in the same 
file or another file. A common example of hypertext is the Microsoft 
Windows help system, in which you click a highlighted word or icon or 
button and you receive more information about what you clicked on. 
The linked, multipage information you click around in is hypertext. 

Y' Hypermedia extends the hypertext concept beyond just text and into 
multimedia. In hypermedia applications, a pointer can take you to a 
sound byte, or a graphic image, or even a video clip. These days, 
there's much more to life on the Internet than just text! 

You may already be familiar with the most common use of hypermedia on 
the Internet - the World Wide Web. Later in this chapter you can read 
about Archie, Gopher, and WAIS, all of which help you handle the enormous 
amounts of information available on the Net. 

The World Wide Web (WWW) 
The World Wide Web (also called "the Web," "WWW," "W3," or "W cubed") is 
the worldwide hypermedia information service on the Internet, and it's 
amazingly hot these days. A common misconception among newcomers to 
the Information Superhighway is that the Web and the Internet are two 
different things. Actually, the Web is a subset of the computers and informa­
tion on the Internet. 

Netscape Navigator, Lotus Notes, and Microsoft Internet Explorer are 
popular Web clients. Lynx is another Web client, but it's completely text 
based. Web clients, which are also called browsers, communicate with the 
servers via HTTP, or HyperText Transfer Protocol. 

A Web browser is an HTTP client that sends requests to web server soft­
ware. When you type a URL (Uniform Resource Locator) or click on a 
hypertext link, your browser creates an HTTP request and sends it to the IP 
address that's represented by the URL (or Web address). 
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Thanks, hut l1m just lookin9 
To use the Web, you need a browser (client) and a TCP/IP connection to a 
web server. The browser is a TCP/IP application that comes with either 
graphical or text-based interfaces. 

Many operating systems, such as Microsoft Windows 95, 98, and NT, come 
with browsers. Additionally, certain communication products have built-in 
browsers. Some examples include Lotus Notes and Netscape Navigator, which 
you can purchase separately or bundled with Netscape Communicator. 
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Rush to the 

Opera for 
speedy Web 

access. 

Chapter 12: Feasting on Information 

If you want a really efficient graphical browser, try Opera, from the Norwe­
gian company, Opera Software. The program code is small enough to fit on 1 
floppy. Program size is often an indicator of efficiency. Figure 12-1 shows 
Opera's interface. Opera is shareware, and you can get it from the Web at 
www. opera software. com. Because Opera is shareware, you get to use it 
for 30 days. If you want to keep Opera, you should pay them $35 U.S. Opera 
runs on Windows and OS/2, and a Macintosh version in the works. 

A"'"" Wtllllame To 011111'1 loftwlre 

OPERA 3.50 FINAL RELEASE! 
Oownlrn1d now? R Rt\>td more ffl)Ol4 OU' newest verston of Opera! 

NEWS 10 NOVEMBER 

• Opera Announces OperaMail: Secure on line FREE web based e-mail. 
And Announcing Peoplelink: Online Instant massaging and communil)I 
building. Click 1fie images above to receive your free accounts. Reed 
more,., 

• qnet declares Opera "Best Internet Software" in The Class of 98 Read 
more ... 

• latest Project Magic Update and first BeOpera screenshoL 
• Opera wins .NET's Best Thing Award, denoting a special accolade for 
r;:;_sr~~::,:NET thinks operate above and beyond the call of digital dul)I. 

Tired of 1 0MB+ downloads, megabY!es of updates, sluggish pertormance, HTML standard 
violations. des domination, mslabili , the seductive word 'free'. and a browser war that left you 

If you're concerned about security on the Web, S-HTTP (Secure HTTP) is 
undergoing the Internet's Request For Comments process and should 
become an international standard. S-HTTP is basically HTTP with extensions 
for secure client/server communications. Chapter 19 has more information 
onS-HTTP. 
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Mousin9 across the Web 
Graphical browsers bring the Web to life. To get started, just double-click on 
the icon for your browser and you get a home page - the Web term for a 
"welcome" screen. Typically, the home page explains what the Web site is all 
about and points you in the right direction for the information that you're 
looking for. 

We talk a lot about the Internet in this book because TCP /IP and the Internet 
are really a package deal. You can't have the Internet without TCP/IP; nor 
would the world have had TCP /IP without the Internet. But in the greater 
scheme of things, this book is only skimming the general characteristics of 
the Internet in order to show you the relationship between the Net and its 
protocols and services. So if you think you're turning into an Internet junkie 
(or already are and always will be), the best place to find out more about the 
Internet is on the Internet itself. 

The Netscape home page (www. net scape. com) is a great place to start. Just 
follow the links by clicking on topics that interest you. You don't have to use 
a Netscape browser to access this Web page. Any browser can get you here. 

The Internet is emerging as an unlimited commercial site. In the future, you 
may wind up spending more time at an Internet mall than you do walking 
through the traditional kind - the ones with hard floors, recycled air, and 
salespeople who spray you with perfume. The Internet mall even has a food 
court! It has all kinds of restaurants to which you can e-mail an order, and 
they deliver. We have purchased airline tickets on the Internet and sent 
flowers to our niece, Sarah. 

How Does Information Get on the Web) 
Web authors use Web authoring technologies to write the text, place the 
pictures, and interact with you on the Web. Because a Web language isn't a 
protocol, service, or application, it's not part of TCP/IP. However, the Web 
wouldn't be the Web without all the creative, exciting pages created by the 
following languages and tools. The following sections discuss these Web 
authoring technologies and tools. 

HTML (HIJ.pertext Markup Lan9ua9e) 
and dlJ.namic HTML 
HTML tells a Web browser how to display a Web page's text and graphics. 
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You can use dynamic HTML (sometimes called HTML 4.0) to create snazzier 
Web pages than with HTML - with more animations and more response to 
user interaction than with HTML. For example, when you move your mouse 
over a graphic, the graphic speaks and changes color. 

XML (eXtensible Markup Lan9ua9e) 
The latest language to hit the Web is XML, and more and more companies 
are creating new Web languages and products based on XML. XML is more 
powerful than HTML, because it describes the Web data as well as how the 
data should look. This description makes Web searching more efficient. 
Because XML is more descriptive than HTML, Web searches are able to filter 
out the irrelevant topics that you often see in today's HTML-based world. If 
you use Internet Explorer 4.0 (IE4) from Microsoft, you have already used 
XML without even realizing it - it's the first browser to support XML. The 
Channel Definition Format (CDF) that IE4 uses to define channels is based on 
XML. Netscape plans for Navigator 5.0 to use XML technology. 

Jal/a and Jaf/aScript 
Java is a programming language specially created by Sun Microsystems 
for use on the Internet. A Java applet is a small program that's part of a 
Web page. A Java application can run on any operating system platform 
without having to be built specifically for it. 

JavaScript is the Netscape scripting language. A scripting language is a mini­
programming language. If you're creating Web pages, you can include 
JavaScript in HTML pages. The Web browser knows how to interpret the 
JavaScript code, which makes the browser act more like a Web application 
client. You can also run JavaScript on the server side with the Microsoft 
Active Server Pages (ASPs). 

ASP ( Actifle Serf/er Pa9e) 
ASPs are HTML pages that include scripts (small programs) written by Web 
developers. The scripts are processed on a Microsoft Web server, which 
sends the HTML Web page to any browser. These pages are called active 
because you can use scripts to customize the pages for different users. 
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ActifleX 
ActiveX, a set of object-oriented technologies, is the Microsoft answer to 
Java. An ActiveX control is a program that runs in the ActiveX environment, 
and is conceptually similar to a Java applet. ActiveX controls run on Win­
dows 95, 98, and NT, and on Macintosh products. Microsoft also plans to 
support ActiveX controls for UNIX. 

Lotus Domino 
Domino is Lotus Development Corporation's Web application server pro­
gram. In addition to all of its other messaging and groupware features, you 
can use Domino as a Web server with or without Lotus Notes as the Web 
client, on your intranet or over the Internet. 

The Web Is a Hi9h--Calorie Feast 
Yes, it is. And sometimes, it has a lot of empty calories. If you know what 
you want to see on the Web but not where it is, you need a search engine. A 
search engine is a site with specialized software that maintains a database of 
Internet sites. You tell the search engine what you want to look for, and it 
hunts through its database to give you links to the sites that match the word 
or words that you asked for. We had a lot of fun searching for our names. 
There were only a few matches, so it wasn't bad. When we searched for the 
name "Gates," we got 100,000 matches. Our favorite search engines are Alta 
Vista (www. al tavi sta. com) and Hotbot (www. hot bot. com). 

A search engine includes a program that compares your search request to 
the entries in the index, and then returns results to you. A search engine 
also includes a component called spider, crawler, or bot that searches every 
searchable page on the Web and reads it to see if it contains the information 
that you requested. 

Check out the Easy Searcher site (www. ea sys ea rcher. com/index. html) to 
find the locations of hundreds of specialized search engines, including an 
index of other search engines. 

Structured directories of topics are often miscategorized as search engines. 
Yahoo! (www. yahoo. com) is an example of a popular directory on the Web. 
Several Web portals, including Yahoo, combine both the search engine and 
directory approach to finding information. A portal is a Web site that's 
meant to be a starting site for users. A portal often contains content similar 
to an online service, such as America Online (AOL). 
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Reducin9 the Web's Wait 
Some people think that WWW really means World Wide Wait. Web speed 
ranges from tortoise speed to warp speed. All of those fancy graphics that 
you see on Web pages are high fat and take a long time to get to you. 

If you would like things to go faster, here are a few tips. 

v Use faster hardware. A 56 Kbps modem or a cable modem should 
help - see Chapter 18 for the details. 

v Try a Web accelerator. This is a program that pre-fetches Web pages 
and caches them on your local computer. So, while you're looking at 
that first recipe for cheesecake, the Web accelerator program brings 
the page with the next recipe to your local computer. You see the next 
recipe more quickly when you click to see it because it has already 
been moved from the Web site to your computer. We've seen Web 
accelerator programs at our local discount warehouse store for $40 to 
$50 U.S. 

v Automatically download files. You don't have to sit in front of your 
computer to download Web pages and files. You can exercise and work 
off the junk food that this book makes you crave by using download 
scheduling software. You can use the software to download Web pages 
and files automatically on schedule. These scheduler programs discon­
nect from the Internet when your download successfully finishes. 
NetAttache (www. tympani . com) is one example of this kind of software. 

v Use Lynx. Little known Lynx saves lots of time. When surfing for text, 
use the Lynx browser for speed. Lynx outperforms Netscape Navigator 
and Microsoft Internet Explorer when reading pages of text and FAQ 
files. You can get a free copy of Lynx for Windows 95 or Windows NT at 
www.fdisk.com/doslynx/lynxport.htm. 

v Multitask. Let your Internet connection do two things at the same time. 
Contrary to popular belief, you can surf while you download, or perform 
a couple of downloads at the same time and get good performance. 

v Avoid Web rush hour congestion. Check MAE West's traffic report 
before you start browsing (www. mf st. com/MAE/west. ds3. overlay. 
html). MAE helps you pick the best times to surf and download files. 

v Upgrade to Windows 98. Windows 98 automatically optimizes TCP /IP 
transmissions if you set the IP Packet Size to Automatic, by doing the 
following: 

I. From the Start Bar, choose Settingsc::>Control Panel. 

2. In the Control Panel dialog box, click the Network icon, click on 
Dial-Up Adapter, and then click on the Properties button. 

3. Click on the Advanced tab. 
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4. Look at the list of Properties. The IP Packet Size entry should 
say "Automatic." 

If not, click to list the IP Packet Sizes, and click on Automatic. 
Setting the IP Packet Size to Automatic allows the MTU size to 
match the connection speeds. By the way, Windows NT also has 
an automatic MTU adjustment feature. 

MTU (Maximum Transmission Unit) defines how many bytes are 
in each packet that flows across a network. The ideal packet size 
depends on the kind of network and network hardware that's 
handling your packet. If a packet is too large for your kind of 
hardware, TCP /IP automatically breaks up the packet into smaller 
quantities. This slows down your network performance. The 
automatic setting in Windows 98 adjusts the packet size before it · 
goes out from your PC onto the network. 

Who's in Char9e of the Web? 
Well, the Web is part of the Internet. A fairly new group, the W3C (World 
Wide Web Consortium), develops protocols for the Web. The W3C consists 
of industry members from all over the world. 

The W3C provides several practical services, including 

I 
" Sample applications that demonstrate technology that's coming to the 

Web. 

i, A library of information about the Web and its specifications. The 
library is useful for both application developers and users. 

The W3C isn't part of the IETF - the Internet Engineering Task Force that 
researches Internet issues for the Internet Society ( check out Chapter 2) -
rather, it has a more commercial orientation. However, many members of 
the W3C also belong to the IETF working groups. W3C research and propos­
als can be put on the IETF track to become standards. The W3C and the IETF 
work together on the HTTP protocol. W3C specifications undergo a review 
and finalization process similar to RFCs. W3C members approve specifica­
tions in a process that goes through stages: working draft, proposed recom­
mendation, and recommendation. 
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A Few Blasts From the Past 
Are Still Useful 

Figure 12-2: 
An Archie 

client asks 

the server 

to search 

for 

information 

on the 1Pv6 

The Web isn't all that's available to you. The following sections describe a 
few older, but still useful, tools. 

Usin9 Archie to search FTP archifles 
Archie is a client/server environment that helps you find out which Anony­
mous FTP archives hold the things you're looking for on the Internet. Archie 
is like a card catalog to the world's FTP libraries. 

Archie is just a finder. After you find the location of what you're looking for, 
you have to go get it. So, you have to use Anonymous FTP to transfer the 
files you want to your own computer. Figure 12-2 shows a UNIX client 
accessing an Archie server on the Internet. 

You can also telnet to an Archie server and log in as user arch i e , as our 
friend Betty has done in the session illustrated in Figure 12-3. Betty isn't 
asked for a password. That's because Archie servers are public. 

$ arc hie -h arc hie. i nterni c. net I Pv6---Show user Betty articles and files about 1Pv6. 

-Host ftp.library.uwa.edu.au 

Location: /pub 
FILE -r--r--r-- 22 Aug 19 1996 1Pv6 

,-Host sunsite.cnlab-switch.ch ):I h Th , h UNIXf'I · 
gnore t ese. ey re t e I e protections. 

Location: /MIRROR/RIPE 
OIRECTORY drwxr-xr-x 512 Mar 4 06:33 1Pv6 

Location: /MI RROR/1 i nux/Networki ng 
FILE -rw-rw-r-- 37884 Feb 7 18:06 1Pv6 

Location: /MIRROR/1 i nux/Networki ng/sunacm 
FILE -rw-rw-r-- 930 Jan 4 14:15 1Pv6 

,-Host thumper.bellcore.com 

Location: /pub/gja 
DIRECTORY drwxr-xr-x 

-Host ftp. fh-rosenheim.de 

1536 Mar 8 1996 1Pv6 

Location: /pub/ systems/ 1 i nux/ Kerne 1 
FILE -r--r--r-- 8796 Jun 18 1996 1Pv6 

protocol. - Here are four locations. You can use ftp to retrieve files from them. 
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Figure 12-3: 
Betty 

telnets to 
an Archie 

server and 
logs in as 

user archie. 

Gophers 90-fer Internet 90/d 
Gopher is a menu-based client/server rodent for burrowing through the 
Internet. Gopher menus allow you to work your way around, up, down, 
across, and through the Internet feast. Gopher works harder than Archie. 
When you want to bring the information that you've found into your own 
computer, Gopher displays the information and then automatically starts 
telnet or FTP or whatever TCP /IP application that you need to deliver the 
information (see Figure 12-4). 

% telnet archie. rutgers.edu ----------- Betty telnets to an Archie server. 
Trying 128.6.21.13 ... 
Connected to arc hie. rutgers. edu. 
Escape character is '')'. 
Solaris 2 (dogbert.rutgers.edu) (pts/3) 

login: archie------------------- She logs in as archie. 
Last login: Thu Jun 19 21:03:06 from 206.25.35.10 
Sun Microsystems Inc. Sun0S 5. 5 .1 Generic May 1996 
- - - - - -- - - - - - - -- - - - -- - -- -- - -Network Services - - -- - - - -- - - -- -- - -

Welcome to Archie! 
Vers 3.5 

II Bunyip Information Systems. Inc., 1993, 1994, 1995 

/1 Terminal type set to · vtl00 24 80'. 
II ·erase' character is ''?'. 

~exact 1
• II ·search' (type string) has the value 

archie> servers-------------- She used the servers command. 
-------------------< List of active archie servers >----------

archie.au 
archi e. uni vie. ac. at 
archie.belnet.be 
archie.cs.mcgill .ca 
archi e. fun et. fi 
archie.cru. fr 
archie. th-darmstadt.de 
archie.ac. il 
archie.unipi. it 
archi e. wide. ad. jp 
archie.hana.nm.kr 
archie.nz 
arc hie. uni nett. no 
archie. icm.edu.pl 
archie.rediris.es 
archie. luth.se 
archi e. switch. ch 
archie.ncu.edu.tw 
archie.doc. ic. ac. uk 
archie.sura.net 
archie. internic.net 

security 

Last Update: Jun 21 1996 

139 .130. 23. 2 
131.130 .1. 23 
193.190.248.18 
132. 206. 51. 250 
128. 214. 6 .102 
129.20.254.2 
130.83.22.1 
132.65.208.15 
131.114. 21.10 
133.4.3.6 
128. 134. 1. 1 
140.200.128.13 
128.39.2.20 
148.81.209.5 
130.206.1.5 
130.240.12.23 
130.59.1.40 
192.83.166.12 
146.169.16.11 
192.239.16.130 
192. 20. 239 .132 

Australia 
Austria 
Belgium 
Canada 
Finland 
France 
Germany 
Israel 
Italy 
Japan 
Korea 
New Zeal and 
Norway 
Pol and 
Spain 
Sweden 
Switzerland 
Taiwan 
UK 
USA (MD) 
USA (NJ) 

We edited out many 
Archie servers. Try 
Archie for yourself 
to see the rest. 

Greenberg, B.: Keene, S. NFILE 
December: 86 p. RFC 1038 

archi e> whati s 
RFC 1037 
protocol. 1987 
St. Johns, M. 
Draft revised IP 

a file access 

cops 
forktest 
kerberos 
safe-mkdi r 

security option. 1988 January; 7 p. 
System Security analysis tool 
Find security holes in shel 1-escapes 
Host security package 
mkdi r() and security hole *****FIX**** 
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Figure 12-4: 
Gopher 

burrows 
around the 
Internet to 

find and get 
what you're 
looking for. 

% gopher 

Chapter 12: Feasting on Information 

Internet Gopher Information Client v2.l.3 

Other Gopher and Information Servers 

> 1. All the Gopher Servers in the World/ 
2. Search All the Gopher Servers in the World <?> 
3. Search titles in Gopherspace using veronica/ 
4. Africa/ 
5. Asia/ 
6. Europe/ 
7. International Organizations/ 
8. Middle East/ 
9. North America/ 
10. Pacific/ 
11. Russia/ 
12. South America/ 
13. Terminal Based Information/ 
14. WAIS Based Information/ 
15. Gopher Server Registration <??> 

Press ? for Help, q to Quit, u to go up a menu 

1. 
2. 
3. 

> 4. Music/ 
5. 

Internet Gopher Information Client v2.l.3 

Fun & Games 

Games/ 
Humor/ 
Movies/ 

Recipes/ 

Page: 1/1 

Get into Gopher by using Gopher client software on your computer (the 
most efficient choice, after you have the software) or by telnetting to a 
Gopher server and logging in as user gopher. 

Gopher menus differ from server to server, but you navigate through the 
menus the same way. The up arrow and down arrow keys are the most 
convenient way to move through Gopher's menus. When something you 
want is highlighted, you press Enter, or you can type the number of your 
choice and then press Enter. 

Figure 12-5 shows the top Gopher menu at the University of Minnesota. 

You can use Gopher to ferret out everything from poetry to the CIA World 
Fact Book to song lyrics to - well, you get the idea. 

Gopher a WAIS down the Internet 
The Wide Area Information Service (WAIS), pronounced like the word 
"ways," is yet another client/server environment. WAIS searches the wide 
range of databases available across the Internet for the topics of your 
choice, from computers and networking to aeronautics to soupe de poisson. 
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Figure 12-5: 
The 

University 
of 

Minnesota's 
Gopher 

menu. 

$ gopher gopher2.tc.umn.edu 
Press? for Help. q to Quit Retrieving Directory .. \ 
Internet Gopher Information Client v2.l.3 

Home Gopher server: gopher2. tc. umn. edu 

1. Information About Gopher/ 
2. Computer Information/ 
3. Discussion Groups/ 
4. Fun & Games/ 
5. Internet file server (ftp) sites/ 
6. Libraries/ 
7. News/ 

--> 8. Other Gopher and Information Servers/ 
9. Phone Books/ 
10. Search Gopher Titles at the University of Minnesota<?> 
11. Search lots of places at the University of Minnesota <?> 
12. University of Minnesota Campus Information/ 

Internet Gopher Information Client v2.l.3 
Other Gopher and Information Servers 

1. All the Gopher Servers in the World/ 
2. Search All the Gopher Servers in the World<?> 
3. Search titles in Gopherspace using veronica/ 
4. Africa/ 
5. Asia/ 
6. Eu rope/ 
7. International Organizations/ 
8. Middle East/ 
9. North America/ 
10. Pacific/ 
11. Russia/ 
12. South America/ 
13. Terminal Based Information/ 

--> 14. WAIS Based Information/ 
15. Gopher Server Registration<??> 
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In This Chapter 

Chapter 13 

Nice Names and 
Agonizing Addresses 

► Using a new name for computers: hosts 

► Understanding why you need both names and addresses 

► Using TCP/IP network addresses - classy things or classless? 

► Recognizing the parts and fields of IP addresses 

► Figuring out how to get an IP address and an address on the Internet 

► Comprehending subnets and supernets and why they wear masks 

► Tasting 1Pv6 

► Drinking CIDR to relieve Internet address space disorder (for now) 

"1 your computer is already on a network, and you always call computers 
,~y name, and you don't give a fig what TCP/IP is doing to your computer's 
name behind the scenes, you can breathe easy in this chapter. The only 
thing you really need to know here is another term for a computer - a 
host- and what it means. In other words, you can go look up the term host 
in this book's Glossary and move on to Chapter 14 or some other chapter. 
This whole chapter is techno-geekism for you. 

However, if you need to get your computer on the network or the Internet, 
or you want to know the meaning of all those strings of numbers and dots 
(not to mention 1Pv6's letters and colons and CIDR's slashes) that you see 
when you use an application such as FTP or telnet, stay right here. Most of 
the information in this chapter is aimed at you - especially if you're a 
beginning network administrator. 

1Pv6 is designed to expand greatly the numbering system used for the 
Internet, without changing the names we use for the computers. Some infor­
mation about 1Pv6's impacts are sprinkled in the appropriate places, but 
most of it is together in Chapter 15. But don't head to Chapter 15 yet, unless 
you already understand 1Pv4 addresses because: 
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~ IPv6 addressing builds on the IPv4 foundation. 

~ IPv4 and IPv6 will exist together for a long time to come. 

~ IPv6 isn't yet widely used. 

~ If you're not ready for Ipv6, you can use a workaround to the IP address 
shortage. 

What Did You Sau Your Computer's 
Name Was A9ain? 

You have a name. When you were born, your parents gave it to you. They 
did this for several reasons: to fill in the big space on your birth certificate, 
to give them something interesting to yell when they call you for dinner, and 
because "Hey you!" is sorta rude (not to mention unspecific). Ultimately, 
though, your name uniquely identifies you. Sometimes it takes your entire 
name to identify you: Alfred E. Newman, Smokey the Bear, Thurston Howell 
III. Sometimes it only takes part of your name: Einstein, Gandhi, Gilligan. 

You also have a number. You probably have more than one: 

I 
~ A driver's license number 

~ Credit card number(s) 

~ A social security ( or other government identification) number 

You can change your name if you want. You may acquire a nickname, 
slapped on by one of your friends or maybe even chosen by you yourself. 
Maybe you write books under a pen name. If you're working as a spy, you 
probably assume a number of "covers." When you get married, you may 
elect to take your spouse's last name. You can even go to court and change 
your name legally. 

Changing your numbers is a little harder. In most cases, you have to get some 
corporation or official agency to approve and make the change for you. 

If your computer uses TCP/IP, your computer must have a name, too. If 
you're lucky, you may get to choose it yourself. Most likely, though, your 
organization has a naming policy that helps you select a name or limits your 
choices. In some cases, a system manager or network administrator gets to 
have all the fun and assign a name to your computer for you. 
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Gettin<J. to know lJ.OU . . . 
Your computer has a number, as well. That number is called the computer's 
IP address, and we spend the greater part of this chapter studying it. 
(Throughout much of this book, we call it a numeric address - now you 
know the correct technical term.) Your computer may have more than one 
IP address, depending on how many networks it's connected to. 

Your computer's name and IP address can change, too. It may never write a 
book under a pseudonym or take a married name, but it can take on nick­
names, change names, and have multiple identities. (If you use it for espio­
nage, maybe your computer has a "cover," too - would you believe Agent 
80586?) 

A computer needs a name for several reasons. 

,,- You need to be able to connect to a particular computer and the ser­
vices it offers. Knowing that computer's name makes it easier to link up. 

,,- You want your e-mail delivered to a specific place. Without computer 
names and addresses, e-mail would be impossible. 

,,- Humans like naming things (dogs, cats, goldfish) and can remember 
names. Computers like dealing with numbers. 

What happens if the computer name isn't unique on the network? In Chapter 
11, we compare two Lotus companies - one makes cars; the other makes 
software. If you try to connect via FTP to a computer named just lotus, 
would you find files about cars or software? 

Unit{uellJ. lJ.OUrs ... 
TCP/IP and the Internet require that each and every computer on the 
network, in the organization, in the world, in the solar system, be uniquely 
identified by both name and address. To identify computer lotus, then, we 
need more names - kind of like first, middle, last, and maybe more. 

A computer's full name is called a fully qualified domain name, FQDN. (Go 
ahead, just try to say it three times fast.) So, for computer lotus, its FQDN 
maybe 

Computer name = lotus; organization name = lotus; and Internet top-level 
domain = com (short for commercial organization). Here's another example: 
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The computer name = h b s; organization name = ha r v a rd; and Internet top­
level domain= edu (short for educational institution). 

What's the Local Hosts Fi/el 

Figure 13-1: 
A local 

hosts file 
identifies 

each host 
by name 

and 
number. 

You may usually call a computer on the network a "computer," or sometimes 
a "system," but now we get more technical and start calling it a host. Substi­
tute the term host for computer, and you can then say that every host on a 
TCP/IP network has a name and a number. 

In Chapter 11, we introduce you to the concept of a local hosts file. This file, 
residing on your own computer, lists by both name and number the hosts 
(computers) you want to communicate with. 

~ On UNIX, the hosts file is /etc/hosts. 

~ On the version of TCP /IP that we use with Microsoft Windows NT, the 
hosts file is c: \wi nnt\system32\dri vers\etc\hosts. 

~ On non-UNIX systems, the hosts file's location varies with the TCP/IP 
product you're using. 

Figure 13-1 shows the names and addresses in a small local hosts file. 

# Copyright (c) 1993-1995 Microsoft Corp. 
# This is a sample HOSTS file used by Microsoft TCP/IP for Windows NT. 
# 
# This file contains the mappings of IP addresses to host names. Each 
# entry should be kept on an individual line. The IP address should 
# be placed in the first column followed by the corresponding host name. 
# The IP address and the host name should be separated by at least one 
ff space. 
# . 
# Additionally, comments (such as these) may be inserted on individual 
# lines or following the machine name denoted by a '#' symbol. 
ft 
ff For example: 
ft 
# 102.54.94.97 rhino.acme.com # source server 
ft 38.25.63.10 x.acme.com ff x client host 

127.0.0.1 local host 
# Cardinal Consulting, Inc. LAN 
130.103.40.55 redbird 
130.103.40.56 bluebird 
130.103.40.61 oldbird 
130.103.40.63 toughbird 
130.103.40.64 mazarin 
130.103.40.65 macbird 
130.103.40.66 topbird 
130.103.40.52 woodpkr 
130.103.40.53 oriole 

#candace's computer 
ftma rsha 11 's computer 
ftVMS server 
#big UNIX server 
#Windows NT server 
#the Mac 
#admin mainframe 
#library computer 
#ancient 386 laptop 
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If you're part of a large network, you probably want to use a naming service 
to replace or supplement your local hosts file. See Chapter 11 for informa­
tion on the Domain Name System (DNS) to resolve (translate) host names 
into addresses. 

The Man~ Faces of IP Addresses 
Hosts on a network are identified by their numeric IP address. Yes, you 
usually type in the host's name, but somewhere along the way, TCP/IP 
resolves that name into an IP address. That's why you have a local hosts file, 
along with NIS and DNS. In the case of big networks ( and can you get any 
bigger than the Internet?), DNS does the name/address resolution. 

Wl11J bother with a number if the 
computer has a name) 
People like names. Computers like numbers. 

What's in an IP address) 
The address where you live is made up of several parts. It may include any 
of many elements that identify you - your street name, post office box, city, 
region (province, state, canton, county), country, postal code, and so forth. 
The same is true of your computer (host). The difference is that you know 
your address, and it is mostly text with a few numbers; but you may or may 
not know your computer's address, which is all numbers and dots. 

The IP address (to be specific, the 1Pv4 address) is a set of numbers sepa­
rated by dots. (1Pv6 addresses are described later in this chapter.) It 
identifies one network interface on a host. Every device on the TCP /IP 
network - that is, every network interface on the network, because some 
devices may have more than one - needs a unique IP address. If your host 
is on a TCP/IP network, that host has an IP address, even if you've always 
called your computer by name. 

You may have noticed this numeric address showing up in messages and 
wondered what it was. For example, telnet reports the IP address as it tries 
to connect to the remote host. Here's a code fragment that shows it. You 
connect to frodo by name, and telnet responds with frodo's IP address. 
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Figure 13-2: 
Here are 

some legal 
combinations 

of network 
and host 

numbers. 

An 1Pv4 address is a 32-bit number. It is divided into two sections: the 
network number and the host number. (You can't see the division. Wait for 
the section on subnet masks later in this chapter.) Addresses are written as 
4 fields, 8 bits each, separated by dots. Each field can be a number ranging 
from O to 255. This style of writing an address is called dotted decimal 
notation. 

All hosts on the same network must use the same network number. Each 
host/network interface on the same network must have a unique host number. 

Figure 13-2 shows some legal combinations of network and host numbers. 

A 

B 

C 

Class A address 1.1.1.1 
Class B address 130.103.40.210 
Class C address 192.9.200.15 

Host • 

How Do I Get an IP Address! 
Can you just pick any IP address that's unique on your network? Most of the 
time, the answer is no, unless you're the network administrator. If your 
organization uses DHCP, the DHCP server software can automatically assign 
an IP address to you. 

Most organizations have network administrators ( known affectionately as 
the network police) who tell you what to use for an address so that yours 
doesn't conflict with anyone else's. After all, you can't just pick any ol' house 
on the block and move in - someone else probably already lives there, right? 
So, your network police officer is there to make sure nobody squats at a 
network address that's already in use. If the police don't do their jobs and you 
set up your computer to use an existing address, don't come complaining to 
us that you never receive your e-mail or that you're receiving someone else's 
junk mail. Some implementations of TCP/IP check on the network to make 
sure the address your computer is about to start using is available. 

Only if your network isn't connected to any other network is it okay for you 
or your network police to pick a host address out of the blue. If your net­
work is connected, your address must be unique across the combination of 
linked networks. 
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On the Internet, where many thousands of networks are interconnected, no 
one person actually polices to make sure each and every address is unique. 
The assignment of the network number portion of the IP address keeps the 
organizations clearly identified and separate. 

To connect your network to the Internet, you need an official block of 
addresses. The official bestower of IP addresses is the InterNIC. Regional 
Internet Service Providers also can give you your official addresses. 

How do you find out who these Internet Service Providers are? The best way 
is by looking at lists on the Internet, but that's kind of a catch-22. One of the 
next best ways is to ask neighboring organizations that are already on the 
Internet whom they use. You can also look at the ads in almost any com­
puter-related magazine. Many Internet starter kits in bookstores are 
preconfigured to link you to an Internet Service Provider. 

If you think you want to connect your network to the Internet some day, you 
can save yourself a lot of work down the line by applying for IP addresses 
ahead of time. You can start using them locally as soon as you get them, and 
when you finally connect to the Internet, you won't have to renumber your 
network and all your hosts. 

The Four Sections of the IPt1!, Address 
An 1Pv4 address looks like this: 

The meaning of these fields depends on your network class. There are four 
classes of networks in TCP /IP. While only three classes are widely used 
today, the fourth is up and coming for a special purpose. Whether your 
organization connects to the Internet or is a private intranet, the first three 
classes work the same way. 

As an example, we use the biggest internet we can think of - the Internet -
to examine how network classes work. 

Class A is for a few enormous networks 
Theoretically, there can only be 127 class A networks on the Internet, but 
each one of those 127 can have a huge number of hosts: about 17 million 
each (16,777,216 to be exact). Only a few very large organizations need class 
A networks. (By the way, there is no class A network that starts with the 
number 0, and the entire class A network numbered 127 is reserved. This 
leaves only 126 class A networks.) 
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Class 8 is for lots of bi(J networks 
Although they're nowhere near as enormous as class A networks, class B 
networks are hefty, as well. Each class B network can have about 65,000 
hosts - the size needed by some universities and larger companies. The 
Internet can support up to 16,384 class B networks. 

Class C is for the thousands 
of small networks 
Class C networks are much smaller, and the Internet has over 2 million 
(2,097,152) of these. Most of the networks connected to the Internet are 
class C. Each one can have only 256 hosts. (Actually, each class C network 
can have only 254 hosts; the numbers 0 and 255 are reserved.) 

Class D is for multicastintJ 
Class D networks are completely different from the other classes - they're 
used for multicasting, which is a special way of transmitting information 
from a server to a set of clients all at the same time. Multicasting is the 
technology that supports such cool applications as audio- and video­
conferencing and radio and television stations that exist only on the 
Internet. 

Days or weeks prior to the "broadcast," the sponsoring organization an­
nounces (via e-mail or Usenet news) the class D network address that the 
server is going to use for the transmission. (Radio and television stations 
are assigned permanent addresses so they can transmit constantly if they 
choose to.) There are plenty of available channels, because class D ad­
dresses go from 224.0.0.0 to 239.255.255.255. At the assigned date and time 
for the broadcast, you tune - that is, configure - your client software to 
the proper class D address. The broadcast works just like ordinary radio 
and television, but it's on the Internet. 

Real-time applications require special purpose, multicast-aware routers (see 
Chapter 18 for more on those) so that the packets always arrive in the 
proper order and none are missing. These routers on the Internet form the 
MBone, or IP Multicast Backbone. 

Take a look at Chapter 15 for more on multicasting, especially about its new 
uses in IPv6. 
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For Math Nerds OnllJ.: 8itin9 
Down on Bits and 81J.tes 

Who decided how many hosts are in class A, B, and C networks? And why 
can there only be 127 class A networks when there can be a zillion (well, 
almost) of class C? 

It all has to do with the arrangement of the bits inside the addresses. For 
example, class A addresses use the first field as the network section, and the 
next three fields as the host section. The more fields in a section, the bigger 
number you get. Because class A only has one field in the network section, it 
can only have a small number of networks. But the three fields in the hosts 
part allow each of those 127 networks to have a ton of computers. 

Table 13-1 shows how the four fields of the IP address are assigned to the 
network section and host section. 

Table 13-1 The Two Sections of the IP Address 
Network Class Network Section of IP Address Host Section of IP 

Address 

A field1 field2. fi el d3. field4 

B field1 .field2 field3.field4 

C field1 .field2.field3 field4 

Danger! There's math ahead. If you already understand binary numbers and 
how to convert from decimal to binary, skip ahead to the next section. If you 
don't understand binary, this section takes you back to high school. Get 
ready to look at place values in a whole new way. 

Figure 13-3 takes the number 127 apart to show how it's constructed in 
binary. A computer looks at the number 127 as an arrangement of Os and ls. 
Computers ultimately do everything in binary, or base 2. So if you look at the 
place value columns in Figure 13-3, you don't see the familiar ls, 10s, 100s, 
and so on, from the decimal system. Rather, you see the ls, 2s, 4s, 8s, 16s, 
32s, 64s, 128s, and so on. (Remember, in binary, the only possible values in 
a column are O or 1. Also remember that a byte contains 8 bits.) In the 
decimal system, it takes three columns - the ls column, the 10s column, 
and the 100s column - to represent the number 127. To get to 127, then, a 
binary number has 7 columns: the ls, 2s, 4s, 8s, 16s, 32s, and 64s. 
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Figure 13-3: 
Binary 

numbers 
are as easy 

as 1, 2, 3. 
Oops, make 
that 0 and 1. 

Class A Network 

128 64 32 16 8 4 2 

0 

High I.ow 
order----------- order 

bit bit 

127 = 1 + 2 + 4 + 8 + 16 + 32 + 64 

Place value columns 

Bit values (either 1 or 0) 
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Administerin9 Subnets and Subnet Masks 
Subnets divide one network into multiple smaller networks. The separate 
networks are normally interconnected by network devices called routers. 
(Routers, hubs, and more are explained in Chapter 18.) 

Not every environment requires subnets. For example, if your organization's 
class C network has 254 or fewer hosts and the network lives entirely in one 
building, there's no reason to subnet it. But if your organization's network 
does expand into multiple locations, the network administrator has a couple 
of options. 

One option is to ask for another entire network number for each new facility, 
but this is sorta greedy if your existing network still has enough unassigned 
host numbers for future growth. The other option is to take your existing 
network and split it into pieces, one piece for each location. 

When subnets are necessary, and the network administrator (this may mean 
you!) uses good common sense to subdivide the network, subnets do yield 
some advantages over one large network: 

v Smaller networks are easier to manage and troubleshoot, even though 
there are more pieces. 

v Network traffic overall is reduced, and performance may improve 
because most traffic is local to its subnet. 

v Network security can be applied more easily at the interconnections 
between the subnets. For some mind-numbing details about network 
security, read Chapter 19. 

Figure 13-4 shows a main network with two subnets. Each network and each 
host has an address. Look carefully at field3 in each address; can you find 
some subtle differences? 

The address for a subnet uses the address for the main network and bor­
rows some bits from the host part to extend the network section. The 
borrowed bits enable each subnet to have its own unique network address. 
Because the subnet addresses are derived from the main network's address, 
you don't have to ask the InterNIC for them. These addresses already belong 
to your organization; you've just decided to deploy them differently. 

Mask-eradintJ. subnets 
When the network administrator borrows bits from the main network 
address's host section, TCP/IP must be told which bits of the host section 
are borrowed to be used as the network address. The administrator uses a 
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Figure 13-4: 
Each 

subnetwork 
has its own 

address. 

subnet mask to borrow those host bits. A subnet mask is 32 bits, just like 
the IP address. The bits for the network address are all set to 1, and the bits 
for the host address are all set to 0. 

Before defining a subnet mask, the network administrator needs to figure 
out how many subnets to create and how many hosts will be in each subnet. 
This determines how many bits should be set to 1. 

The more bits used for the subnet mask, the fewer hosts can be on the 
subnet. 
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Wh1J. do I halle a mask if 
it's not Halloween? 
Your network has a subnet mask even if it doesn't have subnets. Most 
TCP/IP implementations supply a default subnet mask, which says, "Hi. I'm a 
network that's not subnetted." Figure 13-5 shows the default subnet mask for 
each class of network. Some TCP/IP vendors (Microsoft, for example) 
automatically configure the default subnet mask for you. 

A 255.0.0.0 

Vi:tf1~:~.<N.'.ir:~'I o o o o o o o o I o o o o o o o o Io o o o o o o o 

B 255.255.0.0 

00000000 00000000 

C 255.255.255.0 

00000000 

The subnet mask must be the same for each computer on the network; 
otherwise, the computers don't understand that they're on the same 
network. 

The subnet mask is applied to the IP address in every message in order to 
separate the network number and the host number. For example, when your 
computer examines the class C address 192.9.200.15 and applies the default 
subnet mask of 255.255.255.0, it sees the network number 192.9.200 and the 
host number 15. 

How do you know that this works? Hold on to your techie hats. It's done by 
converting nice decimal numbers like 255 to not-so-nice binary numbers like 
11111111. And then, after all the numbers are converted to binary, they get 
ANDed. AND is a binary mathematical operation. If you aren't fed up AND 
bored by now, read the upcoming sidebar "Boolean arithmetic: AND." Just 
remember, although this stuff may seem incomprehensible to you, your 
computer lives, breathes, and eats binary and thinks this is Really Fun! 

p.s. The authors can't be held responsible for any medical or mental compli­
cations that result from reading beyond this point! 
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Subnettin9 101 
We're going to split one class C network with 256 hosts into two equal 
subnets of 128 hosts each. We must change the class C default subnet mask 
of 255.255.255.0. 

Let's use network number 192.9.202, which means the 256 hosts are num­
bered 192.9.202.0 through 192.9.202.255. To split the network into two parts, 
with one part getting addresses Oto 127 and the other getting addresses 128 
to 255, you need the custom subnet mask 255.255.255.128. The O becomes 
128 because you borrow the high-order bit from field4. (In binary, 128 is 
10000000. Refer to the "Classy bits" sidebar if you need help with the math.) 

In the 192.9.202 network, there are 128 addresses that happen to have the 
high-order bit of field4 set to 0, and another 128 addresses thathappel:_l to 
have the high-order bit set to 1. If you thought the custom subnet mask 
would be 255.255.255.1, you were close, but that mask borrows the low-order 
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bit of field4. It puts all the even-numbered hosts (0, 2, 4, 6, and so on up to 
254) in one subnet and all the odd-numbered hosts (1, 3, 5, 7, and so on up 
to 255) in the other. 

Before subnetting this example network, it was easy to say that all of the 
hosts were in the 192.9.202 network. They still are. 

Probably the most common use of subnetting is when an organization splits 
its class B network into 256 class C networks. To accomplish this, every host 
sets its subnet mask to 255.255.255.0. 

If you hate this math, read about IPv6 in Chapter 15. The expanded address 
size removes the need for subnetting. 

Expandin9 with Supernets 
and Supernet Masks 

If your organization has grown, you may need to link two or more class C 
networks together. The result is one larger network, although it won't be as 
large as a class B network. In this supernet, the network number part of the 
address lends bits to the host number part - just the opposite of what 
happens in a subnet. 

The networks being linked into a supernet should be "numerically adjacent." 
The meaning of "numerically adjacent" depends on whether you're using 
decimal or binary numbers. Adjacent binary numbers may well have nonad­
jacent decimal equivalents. For example, decimal 3 is adjacent to decimal 4, 
but their binary equivalents, 011 and 100, aren't adjacent. In this first 
supernet example, the two network numbers are "adjacent" in both their 
binary and decimal values. In the later examples, they're not. 

Supernet Example 1: Suppose you link 192.9.200 and 192.9.201. You can 
skip over the 192 and 9 because they're the same in both addresses and 
concentrate on the 200 and 201. Your computer already stores the decimal 
number 200 as the binary number 11001000 and the decimal number 201 as 
the binary number 11001001. Notice that the only difference is the last bit. 
That means you only need to borrow the low-order bit of field3. To link 
these two networks together, you simply change from the default subnet 
mask of 255.255.255.0 to the custom supernet mask of 255.255.254.0. 

Supernet Example 2: This next one is harder and points out the nasty side 
of the "adjacent" requirement. Here, you link 192.9.199 and 192.9.200. Once 
again, you can skip over the 192 and 9 and concentrate on the 199 and 200. 
Your computer already stores the decimal number 199 as the binary number 
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11011000, and decimal 200 as binary 11001000. Uh-oh, these binary numbers 
differ in all of the last four bits! The supernet mask that links them is 
255.255.240.0 (240 in decimal is 11110000 in binary) - but that supernet 
mask actually links together the 16 networks 192.9.192 through 192.9.207. 
(Do the math yourself or just trust us. We know our binary.) So, if the other 
14 networks don't belong to your organization, you've just created a mess, 
and this isn't the right answer for you. If all of the networks were yours, this 
may be okay, depending on what you really need to do. 

Supernet Example 3: Okay, one last example and we're done. This one 
shows how two networks can be adjacent in their binary numbers even 
though they don't look adjacent in their decimal numbers. This time, you 
link 192.9.200 and 192.9.216. As usual, you can skip over the 192 and 9 and 
concentrate on the 200 and 216. Your computer already stores decimal 200 
as binary 11001000, and decimal 216 as binary 11011000. Wow, the only 
difference is one bit, although it's in the middle - which means you only 
need to borrow that bit in fie l d3. To link these two networks together, you 
use the supernet mask 255.255.239.0. It looks strange, but has been properly 
calculated. 

A bit makes more than a bit of difference 
It's more important that two supernet network numbers vary by one bit 
than it is for them to be plus or minus one decimal value. That's why 200 
and 216 are "adjacent," but 199 and 200 aren't. Table 13-2 shows how many 
bits of supernet mask it takes to link networks together. 

Table 13-2 Bits and Network Linkages 
To Link This Many Networks The Network Numbers Must Differ In 

2 networks Only 1 bit position 

4 networks 2 bit positions 

8 networks 3 bit positions 

16 networks 4 bit positions 

32 networks 5 bit positions 

64 networks 6 bit positions 

128 networks 7 bit positions 

256 networks 8 bit positions 

If you're a network administrator and need to configure subnets, a calcula­
tor that converts between binary and decimal is one of your most valuable 
tools. (Or if you're a seasoned IBM mainframer, you can look up binary-to­
decimal conversions on your tattered old IBM 370 green card.) 
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Supernets - the bottom line 
The supernet mask really links together separate networks into one net­
work. By using the supernet mask value of 255, you can link together the 256 
networks numbered from O to 255. 

DHCP Git/es Network Administrators 
Time to Rest 

DHCP is the TCP /IP protocol that automatically assigns and keeps track of IP 
addresses while the network administrator takes a stroll on the beach. 

One administrator's ni9htmare 
is another's f antaSIJ. 
Imagine you're the person in charge of/he White Pages of the telephone 
book. What a hard job it must be! Yoo/have to be sure that everyone's name 
and number are in the book correctly and in alphabetical order. When 
people move into your area, you have to assign them a number and list it in 
the directory. If people discontinue service, you have to remove their names 
and numbers. If you live where people move frequently, you spend all your 
time keeping that directory up-to-date. 

Now imagine that the telephone company gets a new system. Whenever 
someone needs to be assigned a telephone number, you don't do anything. 
The telephone system magically assigns a number automatically. If someone 
no longer needs a number, the telephone system automatically removes it 
and later recycles the number to someone else. And forget about keeping 
the telephone book up-to-date. The telephone system magically does that, 
too. In fact, there's no permanent telephone book. If someone wants to call 
Emily, she picks up the telephone and says, "Please connect me to Emily's 
telephone, wherever that is." This system would make your life as a tele­
phone administrator so easy that you could work at the beach with a novel 
in one hand and a cold drink in the other. 

Fantasy? Yes, for telephone administrators, but not necessarily for network 
administrators. People communicate on an internet or intranet via computer 
names and IP addresses. The network administrator keeps these up-to-date 
in a hosts file or a DNS database. Maintaining this information is tedious and 
time consuming in a volatile environment, such as the international OOPS 
Corporation in Chapter 10. The salespeople constantly need to change IP 
addresses on their portable computers as they travel around the world 
selling those octopus pies and sushi. 
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Here's how it works - it's 
client/serf/er a9ain 

I 

When you turn on your computer (a DHCP client), it contacts your 
network's DHCP server and asks to lease an address. The client and server 
negotiate the lease and - voila! You have an IP address to use for the 
duration of the lease. 

Here's how it works: 

I. You turn on your computer. 

TCP/IP starts, but remember, you're a traveler. You have no permanent 
IP address. 

2. Your DHCP client software asks to lease an IP address. 

This request is called a DHCP discover message. The DHCP discover 
message contains the name of your computer and its hardware ad­
dress. Your hardware address comes on your NIC (network interface 
card). 

You can read about your hardware address in the ARP section of 
Chapter 15. 

3. Your computer keeps broadcasting its lease request until a DHCP 
server responds. 

If there's no DHCP server - maybe an earthquake destroyed it - your 
computer keeps trying, but never gets its address. That means you 
can't use any TCP/IP applications or services. 

4. All the available DHCP servers answer your message by offering 
your proposed IP address, the servers' IP address, a subnet mask, 
and the duration of the lease in hours. 

Your computer grabs an IP address so that no one else can take it while 
you're negotiating. 

5. Your DHCP client takes the first offer and broadcasts its acceptance. 

The other servers cancel their offers. 
\ 

6. Your selected DHCP server makes your IP address permanent and 
sends you an "acknowledged" message (DHCPACK). 

7. You have an IP address. 

You can use TCP /IP applications and services as long as you want - or 
until your lease expires. 
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Oh no! M~ lease expired. Am I eflicted} 
Usually a DHCP server renews your lease with no problem. In fact, you don't 
have to do anything. The entire process is automatic and doesn't interfere 
with what you're doing. 

If the DHCP server dies during your lease, you won't be able to renew. 
When your lease expires, so does your ability to use TCP/IP services and 
applications. 

Because any DHCP server on the network can renew your lease, your 
network administrator should configure more than one server. 

Is the Internet Gettin9 Lou/ on Addresses? 
Yes. 

Will the Internet Etier Run 
Out of Addresses? 

No. Read all about 1Pv6, the next generation of IP, in Chapters 2 and 15. If 
you're not ready for lpv6, read on about CIDR. 

CIDR (Classless lnter--Domain Routin9) 
Juices up the Internet 

Have you heard about CIDR (Classless Inter-Domain Routing)? You pro­
nounce it the same as cider, the drink made from apples. The key word if 
you're a class expert is "classless!" With the enormous growth of the 
Internet, everyone needs to accept that IP addresses are an endangered 
resource that must be managed for the good of the many. CIDR's goal is to 
create a strategy for allocating IP addresses in the Internet in a way that lets 
the Internet grow without getting obese. 
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What's CIDR? 
CIDR is an addressing and routing scheme that enables routing decisions to 
be made more efficiently- CIDR reduces the size of routing tables. Reduc­
ing the size of anything in the Internet is a good thing. (Too bad TCP/IP 
doesn't have a protocol for reducing the size of our waists - excuse the 
digression.) If you're an Internet user who doesn't need to configure TCP/IP 
on your computer, you now know all you need to know about CIDR. Stop 
here if you don't want to read too many stressful techie details. If you're a 
network administrator, try to read on. 

In late 1990, there were 2,190 routes to be managed by routing tables. In 
early 1999, that number exceeds 40,000 routes. It takes almost 64MB of 
computer memory and a powerful CPU to store 60,000 routes. If you use 
CIDR, you can save lots of computer memory and CPU power too. 

How can CIDR offer a solution to the growing demand for IP addresses 
without making the Internet address space too hefty to manage? CIDR 
replaces a Class B address with a group of contiguous Class C addresses. 
This technique is called address space aggregation. It keeps the routing table 
size nice and slim. CIDR specifies that every IP address include a network 
prefix that identifies either one gateway or an aggregation of network 
gateways. The length of the prefix is also part of the IP address. 
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A CIDR network address looks like this: 

"130.103.40.03" represents the network address."/18" declares that the first 
18 bits are the network part of the address. The last 14 bits represents host 
addresses. 

CIDR works with the OSPF and BGP routing protocols. You can read about 
these routing protocols in Chapter 18. 

The Internet is a network of networks. Corporate and campus networks 
attach to transit networks (such as regional networks). Most of these 
corporate and campus networks consist of subnetworks. These subnet­
works are interconnected by routers to form the corporate or campus 
network. 

You sav. subnet, NEToRAMA sav.s supernet 
Consider the example of a fictional Internet Service Provider (ISP) named 
NEToRAMA. NEToRAMA is allowed to give out addresses 192.9. *. * (where * 
represents O to 255). When you sign up with NEToRAMA, you get a piece of 

the their address space, which is a subnet of its address space (numeric IP 
address range). From the NEToRAMA's perspective, it's supernetting your 
address space into 192.9.*.*. For example, company a.com gets 192.9.200.* 
and your company gets 192.9.201.*. 

NEToRAMA has 100 customers. Before using CIDR, NEToRAMA's routing 
table had 100 entries - one for each customer's address. But what if 
NEToRAMA could somehow use only one entry to be shared among all 100 
clients? That would be a much smaller and therefore more efficient routing 
table. This is what CIDR does. Now, apply this theoretical routing efficiency 
across the entire Internet address space. The efficiency savings are impres­
sive! We wanted to say staggering, but maybe we're getting carried away­
or maybe we drank too much hard CIDR. 

Back to the Comfort Zone 
Congratulations. You stuck with it and made it to the end of this arduous 
odyssey of agonizing addresses. If you're a network administrator, you need to 
work with numbers occasionally to set up IP addresses and possibly subnets, 
so you may be used to this stuff anyway. If you're an end user of TCP/IP and 
the Internet, you've just acquired a store of valuable mathematical trivia. We 
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doubt that you need to use it, however, unless you become a contestant on 
Jeopardy, the Network Edition. (Don't laugh. Digital Equipment 
Corporation's Users Society has actually sponsored "Network Jeopardy" at 
its conventions.) 

In any event, no matter what your role in network fun and games, for the 
rest of the book, you can relax. Well, you can relax if you don't need to know 
any technical stuff about 1Pv6. That's in Chapter 15. Sorry about that. But if 
you gotta know, you gotta know. 
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Configuring TCPnP -
Will Someone Please Set 

the Network Table? 
In This Chapter 
► Previewing network security 

► Looking at TCP /IP network administration 

► Understanding what network files can do 

► Peaking inside network files 

I I ( begin Part II by comparing the TCP/IP protocol suite to a dinner­W:are set, with enough pieces to serve a banquet from soup to nuts to 
_ dessert. If you're going to use all those serving pieces, you need someone 
who understands etiquette to set your table. (Does the seafood fork go on 
the left?) With TCP/IP, the network administrator or system manager usually 
sets the TCP/IP "table" by configuring files to work with the protocols. 

This chapter describes the contents of the basic files needed to support 
TCP/IP. 

Are the Files AlreadlJ on the Table) 
Some of the basic files are supplied with TCP/IP. Others must be created by 
the rietwork administrator (who is probably you). How you do this is up to 
you: A text editor works just fine. Or if you have a graphical interface to 
TCP /IP, you point your mouse, click, and type some text. --

If you're really lucky, you have a tool that steps you through network setup 
in much the same way a tutorial would. Some operating systems provide 
tools that prompt you for all the required network configuration informa- ' 
tion. The tool then creates and maintains the files for you. 
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If you're using an operating system or TCP/IP product that's different from 
the ones we have on our networks, your files may vary slightly from the 
figures in this book. Don't worry. The files may be in a slightly different 
location, but the general content and the purpose of those files are the 
same, regardless of what directory they're stored in. If your local hosts file 
(covered in the upcoming section called "The Local Hosts File") isn't in one 
of the locations that we show, search your disks for something with the 
word "host" in it, and then go off and look at the file. "RTFM" also applies -
"Read the Fabulous Manual" that came with your TCP/IP product. 

Confi9urin9 TCP/IP 

Figure 14-1: 
The Control 

Panel is a 
treasure 

chest full of 
loot, such 

as the 
Network 

applet. 

We use the Microsoft Windows client and Windows NT Server as examples. 
Microsoft gives you a Network applet in the Control Panel on Windows 95, 
Windows 98, and Windows NT. The applets (mini programs) are slightly 
different, but perform essentially the same function: helping you configure 
TCP/IP on the computer. Okay, okay, it also helps you configure any other 
network stuff you may need or want. As Figure 14-1 shows, the Control Panel 
applets are listed in alphabetical order. 

32bitODBC Accessibility Options Add New Hardware Add/Remove Client Access Date/Time 
Programs 

• • ~ ~ u•I 4-
Display Fonts Game Controllers IBM ViaVoice Infrared Internet 

Options 

- 0 !ill a. ~ ., 
Keyboard Mail Microsoft Mail Modems Mouse Multimedia 

Postoffice 

I.I I\ ... Ji • • - Passwords PC Card (PCMCIA) Power Printers Regional Settings 

• • ' .. , • tP 
Sounds System ThinkPad TrackPoint TweakUI Users 

Configuration 
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Confi9urin9 TCP/IP on a Windows 95 
or Windows 98 Client 
Start by opening the Control Panel and double-click the Network applet to 
display the Network dialog box and the Configuration tab. (We don't discuss 
the other tabs in that dialog box - the Identification and Access Control 
tabs - in this book.) The first thing that you see is the list of network 
components installed on the computer, similar to the one shown in Figure 
14-2. The exact number and type of entries that you see depend on your 
unique situation, but include 

Figure 14-2: 
Components 

ahoy! 
There's the 

one we 
want. 

Y'6 Clients: Software that lets you use file and print servers. 

Y'6 Adapters: Hardware, such as your NIC (Network Interface Card) or 
modem. 

Y'6 Protocols: TCP /IP and other software for communicating on the network. 

Y'6 Services: Software that lets your computer be a file or print server. 

Right now, we're only concerned with configuring TCP/IP, so scroll down the 
list until you find a line with an icon of a network cable and TCP /IP, followed 
by the name of the adapter. Select it and click the Properties button ( or just 
double-click on it) to open the TCP/IP Properties Configuration dialog box to 
the IP Address tab. 
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Figure 14-3: 
Enter the 

numeric IP 
address 

hook, line, 
and subnet 

mask. 

The default selection of Obtain an IP address automatically means that you 
want the computer to request a numeric IP address from a DHCP (Dynamic 
Host Configuration Protocol) server. See Chapter 13 for the scoop on DHCP. 
If you're lucky enough to work in a DHCP environment, you may be done 
with the Network applet. Click OK twice to exit. (You usually have to restart 
the operating system after making changes in the Network applet.) 

Figure 14-3 shows you how to specify an IP address and subnet mask 
manually. Of course, you can't just use the numbers from the figure. You 
have to get your own numbers from your network administrator. 

While you can't simply copy the sample information from Figures 14-4 and 
14-5, they show examples of supplying information on the DNS Configuration 
tab and Gateway tab. The Internet uses DNS (Domain Name System - see 
Chapter 11) to find domains, such as l o tu s . com, and translate their names 
into numerical IP addresses. 

Make sure that your network administrator gives you of all the configuration 
data you need, such as: 

I 
v DNS Domain name and the numeric IP addresses of any DNS servers 

(for the DNS Configuration tab). 

v Numeric IP addresses of the routers (for the Gateway tab). 
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Figure 14-4: 
We christen 

thee the 
Jolly.Roger 
.com. Send 

the DNS 
lookouts to 
the crow's 

nest! 

Figure 14-5: 
Avast 

maties! 
There be 
routers in 

these 
waters. 

I 
i, Numeric IP addresses of any optional WINS servers (for the WINS 

Configuration tab). WINS (Windows Internet Naming Service) is part of 
the Microsoft Windows NT Server - see Chapter 11. WINS is an alterna­
tive to DNS for associating workstation names with IP addresses in a 
strictly Microsoft environment. 

9.95.48.3 
9.95.4.6 

Domain Suff,x Saarch Order 

D.o.main: lotus.com 

The first gateway in the lhstalled Gateway list will be the default. The 
address order in the list will be the order in which these machines 
ere used. 

t:lew ge1teway: 

I . 1',dd 

OK cancel 
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Figure 14-6: 
Follow the 

map to 
the buried 

TCP/IP 
treasure. 

Those are the essential steps for configuring TCP /IP for Windows 95 and 
Windows 98. 

Confi9urin9 TCP/IP on a Windows NT Serf/er 
To configure TCP /IP on a Windows NT Server, begin by logging in as Admin­
istrator. When you open the Control Panel and double-click the Network 
applet, the first thing you see is information in the Identification tab, similar 
to what's shown in Figure 14-6. Don't change anything there! 

!iii Windows use, tho folowi,,g inlo,motion lo ideotiy this 
/!fff!!j con,pule1onlhenelW01k. Yo« moy ohonge thenan,e fc,, 

'"" this compute, or the name of !he dcimain that M manages. 

Compute, Name: ,,,/,:CA=:R=al :======:!! 
Oomoin: IEPAIZE 

You can find separate tabs for configuring services, protocols, adapters, and 
bindings. Wow, it sure looks different from Windows 95 and 98! That's partly 
because they're clients, while Windows NT is a server that can provide 
network services. Because you're interested in configuring TCP/IP, click on 
the Protocols tab. You should see a list of installed protocols, similar to 
what you see in Figure 14-7. 

Choose TCP /IP Protocol from the list, and click the Properties button ( or 
just double-click on TCP/IP Protocol) to get to the IP Address tab, as shown 
in Figure 14-8. If this computer is going to offer services to other computers, 
you won't be able to choose to Obtain an IP address from a DHCP server. 
Instead, you have to assign it a numeric IP address, subnet mask, and 
gateway address (see Figure 14-8). Remember that you can't use the values 
from our examples for your computer. 

Figures 14-9 shows how you set the host name, DNS domain name, and the 
numeric IP addresses of the DNS servers. 
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.... 

Figure 14-7: ' 
Go two 

paces East, 
five paces 
South, and 

start 
digging. 

Figure 14-8: 
Look 

maties, 
three 

pieces of 
eight. 

l:lel..,,k Protocols: 

'li' OLC P1otocol 
"ii NelBE UI Protocol 
<1 NWL,\k IPX/SPI< Compatille T,.nspo1l 
'rNWLinkNelBIOS 
'I Hl@li@MI 

r AckL 

Desctir,lion: 
Transpoit CowotP1otb<;o!n11emel P1otocol Thi, defoul y.;ije 
area oetWOfk protocol t~ p,ovide-$: commtmication eoross 
dve1se i'lterconnected nelWOfRs.. 

II OK 

AA IP odd,.., cOll be •utomalicaliy as,jgt,ed to this nell'J<l!k catd 
by a DHCP sefver. If your nelwork does not have a OHCP setvet, 
~ Y0lff netwotk e.&ninistrato, for an addi:_ess, and then l,ype A in 
the space bfrow. 

Qbtain on IP oddiest from• DHllP""""' 

~pecify enlP'•ddir•" =~===~=::aMnt 

JP Adckes,: 

The Local Hosts File 

Chapter 14: Configuring TCP/IP 

We start with the most fundamental file that you need for communicating 
with other computers on your network - the local hosts file. 

In Chapter 11, we add the word host to your vocabulary - that's host as in a 
computer on the network. If you think it's host as in "Be our guest," take a 
look ahead at Chapter 19, about security. 
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Figure 14-9: 
We christen 

thee the 
Solemn. 
Roger . 

co m. Send 
the DNS 
lookouts 

aloft! 

When you access another host by name on the Internet or any other 
internet, your computer needs to know the remote host's IP address. You 
can get remote host addresses from DNS (see Chapter 11) or from your 
computer's local hosts file. This file lists the names and addresses of other 
computers (hosts) known by your computer. 

When you need to know about thousands of hosts on the Internet, maintain­
ing the local hosts file is really too cumbersome a mechanism. Imagine 
having to spend all that time updating it as computers come and go or 
relocate on the Internet! In that case, you need DNS to locate remote hosts. 

The location and name of the local hosts file depend on the operating 
system and version of TCP/IP you use. Table 14-1 lists the local hosts file 

· ®>~~~~l~o~ca~t~io~n~s~fo~r~a~fe~w~im~pl~e~m~e~n~t~a~ti~o~n~s~o~f ~T~C~P~/l~P~. ~~~~~~~~~~~~ 

Performance: Let DNS and a 
local· hosts file share the job 

Many versions of TCP/IP allow you to use a 
combination of DNS and a local hosts file 
to find remote hosts by putting the most 
frequently accessed hosts into your local file. 
That way, you ·won't have the performance 
overhead of accessing a DNS name server on 

the network to get an address for the hosts 
that you connect to on a regular basis. 
Let DNS help you find addresses for hosts that 
you access only occasionally. This is really 
the best of both worlds: performance and 
accessibility. 

RED HAT 1030 
RED HAT V. CAS



_______________ Chapter 14: Configuring TCP/IP 205 

Table 14-1 Popular Locations for Local Hosts Files 
Location Operating System Vendor 

/etc/hosts UNIX Various 

c : \w in dows\ Microsoft Windows 95 FTP Software, Inc. 
ftpt cp96\ hosts 

c:\wi nnt \system32\ Microsoft Windows NT Microsoft 
drivers\etc\hosts 

c : \tc pip \etc\ ho sts OS/2 IBM 
,, 

How to maintain a local hosts file 
Your operating system or TCP /IP product provides a local hosts file to get 
you started. You, the network administrator, the system manager, or who­
ever is in charge of network configuration maintains the local hosts file . As 
you add host names and addresses, you need to update the file. If your 
vendor did not include a network configuration tool, you get to use a plain 
old text editor to type in two columns of information - column 1 for the 
host's IP addresses and column 2 for its names. 

What's in the local hosts file? 
Figures 14-10 and 14-11 show the contents of two different local hosts files, 
one taken from a computer running UNIX and one from a PC running FTP 
Software's TCP/IP stack on Microsoft Windows 95. The files have exactly the 
same type of information, despite their origins. One was created with a 
simple text editor. The other was created with a GUI that allowed the 
network administrator to click to open windows and then fill in the blanks. 

Looking at Figure 14-10, you may think there are several host names on a 
line. But the first name is the host name, and the following name(s) are nifty 
host name aliases. Look carefully at the entry for the host spiderman. Do 
you see a host ~e <!lias, peterparker? You can send mail to Peter on either 
spiderman or peterparker. Anything preceded by a # character is a free-form 
comment about things like the computer's owner, location, operating 
system, and whatever else you think is meaningful. 

In Figure 14-11, can you tell whether the file was created with a text editor or 
with a GUI? Look carefully at the local hosts file. The software we used is 
called Secure Client, from FTP Software Inc., one of the few commercially 
available TCP/IP stacks that understand both 1Pv4 and 1Pv6. 
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Figure 14-10: 
This local 
hosts file, 

created with 
a text editor, 
contains the 

IP address 
and the host 

name. 

Figure 14-11: 
A local hosts 

file created 
with a 

GUI-based 
TCP/IP that 

understands 
1Pv6. 

ti 
# Sun Host Database 
Ir 
ti 
127.0.0.1 local host 
ti 
129.103.40.1 spiderman peterparker # M Wilensky 
129.103.40.3 reddwarf # Marshall Wilensky 
129.103.40.6 giacomo Ir Netware server 
129.103.40.7 grape leaf # 0S/2 Notes server 
129.103.40.17 kerwien # Erica Kerwien 
129.103.40.24 vogon # Notes NLM Server 
129.103.40.53 zugspitz # SparcStation 

ti 
# Copyright (C) 1993-1996 by FTP Software, Inc. All rights reserved. 
ti 
# This file contains a local host table used to resolve host names 
ti 
Ir Format: 
#<host address> <hostname(s)> <aliases> 
ti 
# Sample: 
ti 
# This is an !Pv4 Sample Address 
Ir 
# 10.216.146.lchocolate.abc.com choc 

ti 
# This is an !Pv6 Sample Link Layer Address based on 
# this Hardware Address: 0x12 34 56 78 90 12 
Ir 
# fe80: :1234:5678:9012chocolate.abc.com choc 
Ir 

5F00:2100:1024:9000:2580:800:2C37:7802 emmy.cardinalci.net casper 

lmproflin9 TCP/IP's di9estion 
of the local hosts file 
Without an up-to-date local hosts file, you may not be able to find other 
computers on the network, so it's important to update the file whenever a 
computer changes its name or address or joins or leaves the network. It's a 
good idea to list the computers in most frequently-used order. TCP /IP 
searches the local hosts file sequentially from top to bottom until it finds the 
computer it's looking for, so on a big network with a large local hosts file, 
ordering the computers appropriately gives you a performance advantage. 

RED HAT 1030 
RED HAT V. CAS



_______________ Chapter 14: Configuring TCP/IP 20 7 

The Trusted Hosts File 

Figure 14-12: 
The hosts 
. equiv file 
lists trusted 

hosts. 

On UNIX, the file /etc/hosts . e qui v lists the other hosts on the network 
that your computer trusts; this is your trusted hosts file. This file is easy to 
create. It has only one column, which contains the host name of each 
computer you trust (see Figure 14-12). 

vogon 
grape leaf 
spiderman 
reddwarf 

Be very careful with this file. Any remote computer listed here is a trusted 
host, and all of its users can log in to your computer without knowing a 
password. 

Some operating systems implement trust using other methods besides a 
trusted hosts file. Microsoft Windows NT Server, for example, doesn't use 
the hosts . e qui v file. Instead, you set up trust relationships when you set 
up security policies for your computer. Trust relationships are between 
NT domains (groups of computers) as opposed to individual hosts. See 
Figure 14-13. 

The Trusted Hosts Print File 
On UNIX you can use the /etc/hosts . l pd file to list the remote hosts that 
can print on the printer attached to your computer. The simplest 
hos ts. l pd file possible contains just one asterisk(*) character, which 
means that any host on the network can share your printer. If you don't have 
a hosts . l pd file, it's the same as having the file with an asterisk in it. So, if 
you aren't prepared to be supergenerous with your printer, you'd better 
create one of these hosts. l pd files. 

Speaking of generosity, how generous can you afford to be with your 
printer? If you share your printer with all of the hosts on your network, will 
the volume of remote print jobs mean that you always have to wait before 
you can print your own stuff? Will this same print job traffic clog up the 
network connection media (the cables)? You should ask yourself these 
questions before editing your hosts . l pd file. 

RED HAT 1030 
RED HAT V. CAS



2 0 8 Part Ill: TCP/IP Stew - a Little of This, a Pinch of That . _______ _ 

Figure 14-13: 
The entire 

cardinal 
domain 

(Windows 
NT Server 
4.0) trusts 
the entire 

Archbishops 
domain. 

leiden 
SOLExecutiveCmdExe lrwted Dom61r\t: SOLSe,ver ,....... _______ _ 

wilensky 

Account Operators 
Administrators 
Backup Operators 
Domain Admins 
Dome.in Guests 
Domain Users 
Guests 

Members can administer domain user and group accounts 
Members con fulty administer the computer/domain 
Members can bypass fi le security to back up fi les 
Designated administrators of the domain 
All domain guests 
All domain users 
Users granted guest access to the computer/domain 
Members cen administer domain printers 
Supports file replication in a domain 
Members can administer domain seivers 

Freddie's Ni9htmare: Your 
Personal Trust File 

You should be aware of a special (and dangerous) file that exists on a "per 
user" basis. This means that you and all the other users on a computer can 
create a personal trust file in your home directory. In UNIX environments, 
this file is named . rhosts, pronounced "dot are hosts." And yes, the dot is 
part of the filename. 

The . rhos ts file holds two pieces of information: the host name and the 
account name. Here are the contents of our niece Sarah's . rh osts file in her 
home directory on computer elmst. The file allows her sister, Emily (from 
computer mainst), to have the run of computer elmst without a password. If 
you live on Elm Street or elsewhere in cyberspace, don't let personal trust 
become a nightmare. Please be careful about letting evil players like Freddie 
into your . rho sts file. 

#Local host 
mainst 

user 
emily 

comment 
# Let in Emily from mainst 
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Most network administrators, like Freddie, consider . rhos ts files to be 
potential security problems. These files list trusted remote users - those 
who are permitted to log in to your local account without entering a pass­
word. Logging in without a password allows users to copy any files from 
your directories with rep and to remotely execute any command on your 
computer with rsh. 

This is scarlJ.. Wh1J. would I et/er 
want .rhostsl 
If you do a lot of work on various hosts, it's quite convenient to rlogin as 
yourself on all the computers on which you have accounts. Your account 
may be Marshall on one computer, Wilensky on another, and Mwil on a 
third - with three different passwords. If all of these computers have a 
. rhosts file that lets you in from anywhere, you can skip remembering all 
those passwords. 

Surprise! The curse of the network 
administrator lit/es 
If Emily has been wandering all over computer elmst because Sarah lets her, 
Emily may get a big surprise one day when she tries to log in remotely and 
permission is denied. Network administrators frequently hunt down and kill 
these . rhosts files. After Sarah's . rhosts file is gone, Emily needs to know 
a valid password in order to log in. 

The Networks File 
Not only do you need a local hosts file ( or DNS) to list the individual hosts 
with which you plan to communicate, along with their IP addresses, you also 
need a networks file to hold the network numbers and names with which you 
plan to communicate. Listing the network names lets you refer to all of the 
hosts on the same network ( or subnet) as one group. The networks file 
supplied with the operating system or TCP/IP product rarely needs editing. 

Figure 14-14 shows a networks file. On UNIX, the network file is /etc/ 
networks. The file can be at different locations, depending on the operating 
system. For example, Microsoft Windows NT Server stores the _file in 
\wi nnt \sys tem32\d rive rs \etc\ networks, rather than in the traditional 
UNIX location. 
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Figure 14-14: 
The 

networks file 
lists the 
network 

name and its 
address. 

ff 
# Sun customer networks 
# This file is never consulted when the NIS are running 
# 
loopback 127 
sun-ether 192.9.200 
sun-oldether 125 
# 
# Internet networks 
# 
arpanet 
ucb-ether 

10 
46 

sunether ethernet localnet 
sunoldether 

arpa 
ucbether 

When you create your networks file, be sure to list only the network section 
and not the host piece of the numeric IP address. If you're not sure about 
this, read about IP addresses in Chapter 13. In the file illustrated in Figure 
14-14, some of the network addresses only have one piece, such as arpanet 
10. The ending Os are assumed. You can leave them out for convenience or 
you can list them explicitly, as in 10.0.0. 

The Internet Daemon Confi9uration File 
What a mouthful! The file named /etc/ i net d . con f on UNIX systems lists 
all of the things you want the internet daemon, inetd (see the "Daemons -
are we in hell again?" sidebar), to do. The name of this file is pronounced 
"eye net dee dot conf." Now try it three times fast. 

The i netd. cont file shown in Figure 14-15 is nearly identical to the original 
copy supplied with the UNIX operating system. The TFTP lines were modi­
fied slightly and the bootp line was added to allow down-line loading of X 
Window terminals. 

You don't have this file on Windows 95, Windows 98, or Windows NT. The 
configuration registry maintains this information for you. 
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Figure 14-15: 
The inetd 

configuration 
file lists 
TCP/IP 

services 
directed by 
the internet 

daemon. 

Chapter 14: Configuring TCP/IP 

II @<lllinetd. conf 1. 24 92/04/14 SM! - This file comes with TCP/IP. Usually you don't 
II touch it except for good reasons. 
II Configuration file for inetd(8). See inetd.conf(5). 
II 
II To re-configure the running inetd process. edit this file, then 
II send the inetd process a SIGHUP. 
II 
II 

II Internet services syntax: 
II <service_name> <socket_type> <proto> <flags> <user> <server_pathname> <args> 
II 

II ftp and telnet are standard Internet services. 
II 

ftp stream tcp nowait root /usr/etc/in.ftpd in.ftpd 
telnet stream tcp nowait root /usr/etc/in.telnetd in.telnetd 
II 

II Tnamed serves the obolete IEN-116 name server protocol. 
II 
name dgram udp wait root /usr/etc/in.tnamed in.tnamed 
II 
II Shell, login, exec, comsat and talk are BSD protocols. 

II 
shell stream tcp nowait root /usr/etc/in.rshd in.rshd 
login stream tcp nowait root /usr/etc/in.rlogind in.rlogind 
exec stream tcp nowait root /usr/etc/in.rexecd in.rexecd 
comsat dgram udp wait root /usr/etc/in.comsat in.comsat 
talk dgram udp wait root /usr/etc/in.talkd in.talkd 

II 
II Run as user "uucp" if you don't want uucpd's wtmp entries. 

II Network 
uucp stream tcp nowait root /usr/etc/in.uucpd in.uucpd 

II 
II Tftp service is provided primarily for booting. 

administrator 
updated this 

Most sites run this entry. Top of the 
II only 
II 
Ill/I/I/II 
lll/111/11 
Ill/Ill/II 
1/tftp 
tftp 
bootps 

II 

on machines acting as "boot servers." 
directory tree 

Security note: for downloading 
This is the files.--~ Enabled specifically for NCO X-terminals. 

Marshall Wilensky Fri Feb 4 17:50:55 EST 1994 original entry. l 
dgram udp wait root /usr/etc/in.tftpd in.tftpd -s /tftpboot 

dgram udp wait root /usr/etc/in.tftpd in.tftpd -s /usrl/ncd-install/tftpboot 
dgram udp wait root /etc/bootpd bootpd 

Security note: 
II Finger, systat and netstat give out user information which may be Here's where 

you can disable 
finger. Remove 

this entry or use 

II valuable to potential "system crackers." Many sites choose to disable 
II some or all of these services to improve security. 

II 

finger 
llsystat 

stream 
stream 

tcp 
tcp 

no·wait 
nowait 

nobody 
root 

/usr/etc/in.fingerd in.fingerd #tomakeita 
/usr/bin/ps ps -auwwx 7 L_ comment. 

A daemon for 
performance 
monitoring (continued) 
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(continued) 

llnetstat stream tcp nowait root /usr/ucb/netstat netstat -f inet 

II 

II Time service is used for clock syncronization. 

II 
time stream tcp nowait root internal 
time dgram udp wait root internal 

II 
II Echo, discard, daytime, and chargen are used primarily for testing. 

II 
echo stream tcp nowait root internal 
echo dgram udp wait root internal 
discard stream tcp nowait root internal 
discard dgram udp wait root internal 
daytime stream tcp nowait root internal 
daytime dgram udp wait root internal 
chargen stream tcp nowait root internal 
chargen dgram udp wait root internal 

II 
II 
II RPC services syntax: · Programmer's note: Don't forget to read Chapter 19. 
II <rpc_prog>l<vers> <socket_type> rpc/<proto> <flags> <user> <pathname> <args> 

II 
II The mount server is usually started in /etc/re.local only on machines that 
II are NFS servers. It can be run by inetd as well. 

II 
llmountd/1 dgram rpc/udp wait root /usr/etc/rpc.mountd rpc.mountd 

II 
II The rexd server provides only minimal authentication and is often not run 
II by sites concerned about security. 
II 
llrexd/1 
II 

stream rpc/tcp wait root /usr/etc/rpc.rexd rpc.rexd 

II Ypupdated is run by sites that support NIS updating. 

II 
llypupdated/1 stream rpc/tcp wait root /usr/etc/rpc.ypupdated rpc.ypupdated 

II 

II Rquotad serves UFS disk quotas to NFS clients. 

II 
rquotad/1 dgram rpc/udp wait root /usr/etc/rpc.rquotad rpc.rquotad 

II 
II Rstatd is used by programs such as perfmeter. 

II 
rstatd/2-4 dgram rpc/udp wait root /usr/etc/rpc.rstatd rpc.rstatd 

II 
II The rusers service gives out user information. Sites concerned 
II with security may choose to disable it. 

II 
rusersd/1-2 dgram rpc/udp wait root /usr/etc/rpc.rusersd rpc.rusersd 
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II 

II The spray server is used primarily for testing. 

II 

sprayd/1 dgram rpc/udp wait root /usr/etc/rpc.sprayd rpc.sprayd 
II 
II The rwall server lets anyone on the network bother everyone on your machine. 
II 

walld/1 
II 
II 

dgram rpc/udp wait root /usr/etc/rpc.rwalld rpc.rwalld 

II TL! services syntax [not yet implemented]: 
II <service_name> tli <proto> <flags> <user> <server_pathname> <args> 
II 
II 
II TCPMUX services syntax [not yet implemented]: 
II tcpmux/<service_name> stream tcp <flags> <user> <server_pathname> <args> 

II 
II 
II rpc.cmsd is a data base daemon which manages calendar data backed 
II by files in /usr/spool/calendar 
100068/2-3 dgram rpc/udp wait root /usr/etc/rpc.cmsd rpc.cmsd 
II Sun ToolTalk Database Server 
100083/1 stream rpc/tcp wait root /usr/etc/rpc.ttdbserverd rpc.ttdbserverd 

For each service, the i net d . con f file contains a line with the following fields: 

v Service name: The service must also have a corresponding entry in the 
/etc/services file. 

v Socket type: An interprocess communication mechanism that's a bit 
too techie for this chapter. This field usually specifies stream if the 
service uses TCP, and d gm or d gram for datagram if the service uses the 
UDP protocol. You may also see raw in this column. 

v Protocol: The protocol used by the service. 

v Rags: Another technoid. Flags are set to either w a i t or now a i t to 
specify whether inetd can accept another connection without waiting 
for the current server to finish. 

v User: This field holds the account name that's the owner of the service. 
On UNIX systems, it's usually the username of the privileged user, root. 

v Server path: This is the directory and filename for the daemon program. 

v Arguments (args): The name of the daemon or the command that runs 
a tool and any other command arguments. 
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The Protocols File 

Figure 14-16: 
On UNIX, the 

/etc/ 
protocols 
file lists TCP/ 
IP protocols 
used on the 

network. 

Figure 14-17: 
On Microsoft 
Windows NT 

Server, the 
protocol file 
is located in 

/wi nnt/ 
system32/ 
drivers/ 

etc/ 
protocols. 

The protocols file lists the TCP/IP protocols. You may need to update this 
file if you add protocols to your TCP /IP configuration. 

Figure 14-16 shows an example of a UNIX protocols file, /etc/protocols. 
Look at Figure 14-1 7 for a similar example from a Microsoft Windows NT 
Server protocol file. On Microsoft Windows NT, the file is named protocol, 
with no s at the end. 

If @(#)protocols 1.9 90/01/03 SM! 
If 

If Internet (IP) protocols 
If This file is never consulted when the NIS are running 
If 

IP 0 IP If internet protocol, pseudo protocol 
icmp ICMP If internet control message protocol 
igmp 2 IGMP If internet group multicast protocol 
ggp 3 GGP If gateway-gateway protocol 
tcp 6 TCP If transmission control protocol 
pup 12 PUP If PARC universal packet protocol 
udp 17 UDP If user datagram protocol 

If Copyright (c) 1993-1994 Microsoft Corp. 
If 

number 

If This file contains the Internet protocols as defined by RFC 1060 
If (Assigned Numbers). 
If 

If Format: 
If 

If <protocol name> <assigned number> [aliases ... ] [#<comment>] 

ip 0 IP If Internet protocol 
icmp ICMP # Internet control message protocol 
ggp 3 GGP If Gateway-gateway protocol 
tcp 6 TCP If Transmission control protocol 
egp 8 EGP If Exterior gateway protocol 
pup 12 PUP If PARC universal packet protocol 
udp 17 UDP If User datagram protocol 
hmp 20 HMP If Host monitoring protocol 
xns-idp 22 XNS- !DP If Xerox NS !DP 
rdp 27 RDP # "reliable datagram" protocol 
rvd 66 RVD #. MIT remote virtual disk 
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Any port in a network 
With so many services, how does an applica­
tion know which one it should use? Well, cer­
tainly not by name - that would be too easy, 
even though many applications, services, and 
protocols are named the same. Take FTP, for 
example, which is the name of an application, 
a service, and a protocol. · 

Applications communicate with services via 
an object called a port id number. ID numbers 
1 through 255 are reserved for the most com­
monly used services, such as telnet and FTP. 

The Serf/ices File 

Port numbers can also be created, as needed. 
If you write your own TCP/IP application and 
service, you simply use a port number greater 
than 255. 

When an application says to TCP/IP, "Here I 
am, ready to work," TCP/IP doesn't really care 
about the application's name. Instead, TCP/IP 
sees only the numbers: the Internet address of 
the host that provides the service and the port 
number through which the application intends 
to communicate. 

The I etc/ s er vi c es file lists the network services being used on your 
computer. You don't usually have to maintain this file yourself. TCP/IP does 
it automatically when you enable or disable new services. 

Each line in the file has the following columns: 

I 
,.,,,, Service name 

,.,,,, Port number 

,.,,,, Protocol (separated from the port number by a /) 

,.,,,, Aliases (other, optional names for the service) 

Figure 14-18 is a services file from a UNIX system, and Figure 14-19 is a 
services file from a Microsoft Windows NT Server system. Pop quiz: Can you 
see the difference? Answer: It's a trick question. Although the computers in 
the examples run specific services to support their users (Ingres on the 
UNIX system, for example), and although the file is located in different 
directories on the two operating systems, the basic file format is the same. 
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Figure 14-18: 
AUNIX 

services file, 
/etc/ 

services. 

# @(#)services 1.16 90/01/03 SM! 
# 
# Network services, Internet style 
# This file is never consulted when the NIS are running 
# 
tcpmux 1/tcp 
echo 7/tcp 
echo 7/udp 
discard 
discard 
systat 
daytime 
daytime 
netstat 
chargen 
chargen 
ftp-data 
ftp 
telnet 
smtp 
time 
time 
name 
whois 
domain 
domain 
hostnames 
sunrpc 
sunrpc 
# 

9/tcp 
9/udp 
11/tcp 
13/tcp 
13/udp 
15/tcp 
19/tcp 
19/udp 
20/tcp 
21/tcp 
23/tcp 
25/tcp 
37/tcp 
37/udp 
42/udp 
43/tcp 
53/udp 
53/tcp 
101/tcp 
111 / udp 
111/tcp 

# Host specific functions 
# 
tftp 69/udp 
rje 77/tcp 
finger 
link 
supdup 
iso-tsap 
x400 
x400-snd 
csnet-ns 
pop-2 
uucp-path 
nntp 
ntp 
NeWS 
11 

79/tcp 
87/tcp 
95/tcp 
102/tcp 
103/tcp 
104/tcp 
105/tcp 
109/tcp 
117 /tcp 
119/tcp 
123/tcp 
144/tcp 

11 UNIX specific services 
II 

sink null 
sink null 
users 

ttytst source 
ttytst source 

mail 
timserver 
timserver 
nameserver 
ni cname 

hostname 

ttylink 

usenet 

news 

11 these are NOT officially assigned 

11 rfc-1078 

11 usually to sri-nic 

# usually to sri-nic 

11 ISO Mail 

11 Post Office 

11 Network News Transfer 
11 Network Time Protocol 
II Window System 
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Figure 14-19: 
A Microsoft 

Windows NT 
Server 

services file, 
\winnt\ 

system32\ 
drivers\ 

etc\servi ces. 

Chapter 14: Configuring TCP/IP 217 
If 
exec 512/tcp 
login 513/tcp 
shell 514/tcp cmd II no passwords used 
printer 515/tcp spooler II line printer spooler 
courier 530/tcp rpc If experimental 
uucp 540/tcp uucpd II uucp daemon 
biff 512/udp comsat 
who 513/udp whod 
syslog 514/udp 
talk 517/udp 
route 520/udp router routed 
new-rwho 550/udp new-who II experimental 
rmonitor 560/udp rmonitord II experimental 
monitor 561/udp if experi mental 
pcserver 600/tcp II ECO Integrated PC board srvr 
ingreslock 1524/tcp 

You may notice some interesting security services, including Kerberos, in 
Figure 14-19. Check out Chapter 18 to see what that dog of a service is all 
about. Speaking of dogs, look for a UNIX service named biff. According to 
UNIX mythology, this service is named after a dog who barked at the letter 
carrier. Biff is, of course, the mail notification service (chuckle). 

If 
II This file contains port numbers for well-known services as defined by 
II RFC 1060 (Assigned Numbers). 
II 

II Format: 
II 

II <service name> <port number>l<protocol> [aliases ... ] [//<comment>] 
II 

echo 
echo 
discard 
discard 
systat 
systat 
daytime 
daytime 
netstat 
qotd 

7/tcp 
7/udp 
9/tcp 
9/udp 
11/tcp 
11/tcp 
13/tcp 
13/udp 
15/tcp 
17/tcp 

sink null 
sink null 

users 

quote 

(continued) 
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(continued) 

qotd 17/udp quote 
chargen 19/tcp ttytst source 
chargen 19/udp ttytst source 
ftp-data 20/tcp 
ftp 21/tcp 
telnet 23/tcp 
smtp 25/tcp mail 
time 37/tcp timserver 
time 37/udp timserver 
rlp 39/udp resource # resource location 
name 42/tcp nameserver 
name 42/udp nameserver 
whois 43/tcp ni cname # usually to sri-nic 
domain 53/tcp nameserver # name-domain server 
domain 53/udp nameserver 
nameserver 53/tcp domain # name-domain server 
name server 53/udp domain 
mtp 57/tcp # deprecated 
bootp 67/udp # boot program server 
tftp 69/udp 
rje 77 /tcp net r j s 
finger 79/tcp 
link 87/tcp ttylink 
supdup 95/tcp 
hostnames 101/tcp hostname # usually from sri-nic 
iso-tsap 102/tcp 
dictionary 103/tcp webster 
x400 103/tcp # ISO Mail 
x400-snd 104/tcp 
csnet-ns 105/tcp 
pop 109/tcp postoffice 
pop2 109/tcp # Post Office 
pop3 110/tcp postoffice 
portmap 111/tcp 
portmap 111/udp 
sunrpc 111/tcp 
sunrpc 111 / udp 
auth 113/tcp authentication 
sftp 115/tcp 
path 117 /tcp 
uucp-path 117/tcp 
nntp 119/tcp usenet # Network News Transfer 
ntp 123/udp ntpd ntp # network time protocol (exp) 
nbname 137/udp 
nbdatagram 138/udp 
nbsession 139/tcp 
NeWS 144/tcp news 
sgmp 153/udp sgmp 
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tcprepo 158/tcp 
snmp 161/udp 
snmp-trap 162/udp 
print-srv 170/tcp 
vmnet 175/tcp 
load 315/udp 
vmnetO 400/tcp 
sytek 500/udp 
biff 512/udp 
exec 512/tcp 
login 513/tcp 
who 513/udp 
shell 514/tcp 
syslog 514/udp 
printer 515/tcp 
talk 517/udp 
ntalk 518/udp 
efs 520/tcp 
route 520/udp 
timed 525/udp 
tempo 526/tcp 
courier 530/tcp 
conference 531/tcp 
rvd-control 531/udp 
netnews 532/tcp 
netwall 533/udp 
uucp 540/tcp 
klogin 543/tcp 
ks he 11 544/tcp 
new-rwho 550/udp 
remotefs 556/tcp 
rmonitor 560/udp 
monitor 561/udp 
garcon 600/tcp 
maitrd 601/tcp 
busboy 602/tcp 
acctmaster 700/udp 
acctslave 701/udp 
acct 702/udp 
acct login 703/udp 
acctprinter 704/udp 
elcsd 704/udp 
acctinfo 705/udp 
acctslave2 706/udp 
acctdisk 707/udp 
kerberos 750/tcp 
kerberos 750/udp 
kerberos _master 751/tcp 

repository 
snmp 
snmp 

comsat 

whod 
cmd 

spooler 

router routed 
timeserver 
newdate 
rpc 
chat 
MIT disk 
readnews 

uucpd 

cmd 
new-who 

Chapter 14: Configuring TCP/IP 

II PC MAIL 

II network Postscript 

II no passwords used 

II line printer spooler 

II for LucasFilm 

II -for emergency broadcasts 
II uucp daemon 
II Kerberos authenticated rl ogi n 
II and remote shell 
II experimental 

rfs_server rfsll Brunhoff remote filesystem 
rmonitord 

kdc 
kdc 

II experimental 
II experimental 

II errlog 

II Kerberos authentication-tcp 
II Kerberos authentication-udp 
II Kerberos authentication 

(continued) 
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(continued) 

kerberos_master 
passwd_server 
userreg_server 
krb_prop 
erlogin 
kpop 
phone 
ingreslock 
maze 
nfs 
knetd 
eklogin 
rmt 
mtb 
man 
w 
mantst 
bnews 
rscsO 
queue 
rscsl 
poker 
rscs2 
gateway 
rscs3 
remp 
rscs4 
rscs5 
rscs6 
rscs7 
rscs8 
rscs9 
rscsa 
rscsb 
qmaster 
qmaster 

751/udp 
752/udp 
753/udp 
754/tcp 
888/tcp 

1109/tcp 
1167 /udp 
1524/tcp 
1666/udp 
2049/udp 
2053/tcp 
2105/tcp 
5555/tcp rmtd 
5556/tcp mtbd 
9535/tcp 
9536/tcp 
9537/tcp 

10000/tcp 
10000/udp 
10001/tcp 
10001/udp 
10002/tcp 
10002/udp 
10003/tcp 
10003/udp 
10004/tcp 
10004/udp 
10005/udp 
10006/udp 
10007/udp 
10008/udp 
10009/udp 
10010/udp 
10011/udp 
10012/tcp 
10012/udp 

# Kerberos authentication 
# Kerberos passwd server 
# Kerberos userreg server 
# Kerberos slave propagation 
# Login and environment passing 
# Pop with Kerberos 

# sun nfs 
# Kerberos de-multiplexor 
# Kerberos encrypted rlogin 

# mtb backup 
# remote man server 

# remote man server, testing 

Test yourself by trying to recognize some familiar services in these ex­
amples. Can you find telnet and SMTP? 

On Microsoft Windows NT, you can open the Control Panel and use the 
Services applet to get information about services, such as whether they're 
running and whether they start automatically. Figure 14-20 shows the 
Control Panel running the Services applet. Do you recognize any TCP /IP 
services? 
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, Cont ,ol Panel f!ll~ J!:3 \ 
file ~ck \!iew Jjelp 

[I] rm ii ~ ~ ,i;. . . 

Accessibility Add/Remove Console Dale/Time Devices 

1· P,DR'ams 

~ e ~ ~ 
Display Fonls lntemet Keyboaid Licensing 

0 ~ ~ '"'"'Ci 
. ~ 

Ma~ Mic,osoft Mai Modems Mouse MSDTC 
Posloffice • ' . , q ""' ~ 

Multimedia Network OOBC PCCo,d Ports 

~ • ~ (PCMCIA) 

~ ' P1inte1s SCSI Adapte,s 

Figure 14-20: S!alus 

You can get 
Oi1ecto1y Replicalo, 

services Eventlog Sta,ted 

information FTP Pubhhing Se1vice Sta,ted 

from the License Logging Se,vice Sta1ted 

Windows 
Messenge1 Sta,ted 
MSOTC 

NT Control MSSQLServer 
Net Logon 

Panel. 
!llilSto,t 

Dealin9 with the Deflil 
Earlier in this chapter, we tell you that inetd is the father of all daemons. The 
following sections give you descriptions of a few other TCP/IP daemons that 
you should know about. 

routed (here u/e 90 a9ain) 
The routed daemon manages routing tables (explained in Chapter 18). No, 
don't say "row-ted" or even "roo-ted." It's either "rowt dee" or "root dee." 
The routed daemon uses RIP, the Routing Information Protocol (also ex­
plained in Chapter 18). 

named 
The named daemon is p:ronounced "name dee" (are you getting the hang of 
it yet?). This handy daemon is the one that runs on your name server to 
manage DNS and to do the host name/IP address resolution covered in 
Chapter 11. 
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Figure 14-21: 
This 

computer 
has some of 
our favorite 

daemons 
running. 

More handlJ.-dandlJ. daemons 
There are lots more daemons. All have names that ends with d and are pro­
nounced by saying the name of the service followed by "dee." Some of the more 
famous daemons are listed in Table 14-2 along with the services that they 
provide. Figure 14-21 shows some popular daemons running on a UNIX 
system. 

Table 14-2 Popular Services and Their Daemons 
Service Daemon 

finger fingerd 

ftp ftpd 

telnet telnetd 

Service Daemon 

rlogin rlogind 

rsh rshd 

rexec rexecd 

talk talkd 

NFS client nfsiod 

NFS server nfsd 

$ ps auwx 
USER PID %CPU %MEM vsz RSS TT STAT STARTED TIME COMMAND 

root 65 0.0 0.0 1160 992 ?? Ss Thul2PM 1:31.58 named 
root 68 0.0 0.0 52 108 ?? Ss Thul2PM 0:08.83 rwhod 
root 70 0.0 0.0 60 108 ?? Is Thul2PM 5:13.29 nfsiod 4 
root 77 0.0 0.0 56 16 ?? I Thul2PM 1:47.96 nfsiod 4 
root 78 0.0 0.0 56 16 ?? I Thul2PM 0:48.53 nfsiod 4 
root 79 0.0 0.0 56 16 ?? I Thul2PM 0:20.84 nfsiod 4 
root 80 0.0 0.0 444 132 ?? Ss Thul2PM 0:17.39 inetd 
root 22947 0.0 0.0 96 72 ?? I 10:28PM 0:00.48 rlogind 
root 15491 0.0 0.0 120 172 ?? I 1:00PM 0:00.35 telnetd 
root 20008 0.0 0.0 224 556 ?? s 3:03PM 0:00.40 ftpd 
root 20033 0.0 0.0 28 232 ?? s 3:03PM 0:00.07 ntalkd 
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If you have a problem using one of the services in Table 14-2, a quick 
troubleshooting technique is to check and see whether the daemon is 
started. On Windows NT, use the Services applet to see if it's running. On 
UNIX you can do this with ps, one of the tools covered in Chapter 16. In the 
ps output, check the last column of each entry and look for the name of the 
daemon (ending ind). If you don't see the daemon required for the service, 
that's the problem. To use the service, you need to get the daemon started 
in whatever way your operating system allows. You may simply have to click 
on an icon, or you may have to type in a command. 

/I Copyright (Cl 1993-1996 by FTP Software, Inc. All rights reserved. 
fl 
/I This file contains port numbers for well-known services 
fl 
/I Format: 
fl 
ff <service name> 
ftp 
telnet 
smtp 
domain 
tftp 
gopher 
finger 
WWW 

f 

<port number>l<protocol> [aliases ... ] [//<comment>] 
21/tcp /I File Transfer [Control] 
23/tcp /I Telnet 
25/udp mail ff Simple Mail Transfer 
53/tcp /I Domain Name Server 
69/udp /I Trivial File Transfer 
70/tcp /I Gopher 
79/tcp whois /I Finger 
80/tcp /I World Wide Web HTTP 

/I Note, the official port for kerberos is 88, however, a large portion 
/I of the installed base of Kerberos V4 is using port 750. The PC/TCP 
fl V4 KINIT.EXE will use port 750 by default. To override this default, 
/I uncomment the following lines for kerberos: 
fl 
ff kerberos 
/I kerberos 
pop3 
pop3 
nntp 

88/tcp 
88/udp 

110/tcp 
110/udp 
119/tcp 
161/tcp 
512/udp 
520/udp 

/I Kerberos 
ff Kerberos 
/I Post Office Protocol - Version 3 
/I Post Office Protocol - Version 3 
/I Network News Transfer Protocol 
/I SNMP 
/I notify user of mail delivery 
route routed /I local routing process 
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Chapter 15 

1Pv6 - IP on Steroids 
In This Chapter 
► Uncovering which 1Pv4 issues 1Pv6 is fixing 

► Using a new name for computers: Nodes 

► Recognizing formats of 1Pv6 addresses 

► Living the good life provided by autodiscovery, autoconfiguration, and 
autoregistration 

► Highlighting the new goodies on the 1Pv6 network platter 

► Discovering how 1Pv4 and 1Pv6 coexist 

1 you're interested in the new 1Pv6 protocols and addresses, this chapter 
s for you. Take a deep breath, count to ten, and know that 1Pv6 can make 

your life a lot easier. But first, here are the reasons why Internet sites can 
benefit from implementing 1Pv6: 

Y6 The Internet is in danger of running out of network numbers within the 
next decade. 

Y6 Large, cumbersome rou!ing tables of addresses slow down the Internet. 

Y6 The Internet may possibly run out of addresses because it connects 
over 200 million computers and other devices. (The exact number isn't 
nearly as important as the fact that the number of computers and 
devices is growing by leaps and bounds.) 

1Pv4's 32-bit numbering already provides for 4 billion addresses. How many 
networks? The Internet probably won't run out before 2010. (That's a wild 
guess. If we could predict the future, do you think we would be authors?) 

If you're a network manager, don't wait until December 31, 2009. Start 
planning your migration path to 1Pv6 now! In the meantime, 1Pv4 and 1Pv6 
can coexist. 

Some analysts believe that everyone in the world should be connected to 
the Internet. Predictions estimate the world population to exceed 10 billion 
by 2020. Does that mean 10 billion computers on the Internet? Not really, 
because people have more than one computer. Think about it. Do you think 
you have only one computer? How about: 
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// Your car 

// Your sewing machine 

// Your home's alarm system 

// Your pacemaker 

// Your video game 

Now how many computers do you have? But, you say, these computers 
aren't on the Internet. Not yet, anyway. Think of the possibilities. You're 
driving along when your car's computer detects a failing fuel pump. It 
transmits a message via TCP /IP to your service station to have a replace­
ment ready, uses the Global Positioning System to determine the location of 
the nearest towing service, and calls for a tow truck. This isn't a fantasy- a 
concept car like this already exists. 

Chapter 13 urges you to call your computer a "host," but in this chapter, we 
change the name of computers again. We're not trying to drive you crazy, we 
promise! In the 1Pv6 world, a computer is now called a node. Actually, we're 
not talking just about computers. Any device, such as a router, on an 1Pv6 
network is called a node. 

If It Ain't Broke, Don't Fix It - Welt 
lmprofle It Just a Little 

1Pv6 retains most of 1Pv4's characteristics - especially for the stuff that 
works. For example, fully qualified domain names (FQDN) stay the same. 
Thank goodness! 

Some things do change, though. Every piece of TCP /IP is affected by a new, 
longer address format. While the name resolution services ( local hosts file, 
NIS, WINS, and DNS) still exist, there should be less need for them in the 
future thanks to autodiscovery, autoconfiguration, and autoregistration 
(more about these in this chapter). 

Some other things can ·go away (such as supernet masks and ARP), while 
still other things could simply stand some improvements (such as switching 
to a different network number). In this chapter, we highlight the key topics. 

If you need a refresher course on 1Pv4 addressing, see Chapter 13. 
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Wow! 8 Sections in an IPt16 Address? 
A 32-bit 1Pv4 address provides 4 billion addresses. Every 1Pv6 address is 128 
bits long, or four times longer than an 1Pv4 address. That doesn't mean that 
there are only four times as many address; it means there are an ENOR­
MOUSLY HUGE number of 1Pv6 addresses because we're talking about 
exponential growth! The number is so big we broke three calculators trying 
to figure it out. 

An 1Pv6 128-bit address is taken as 8 groups of 16 bit numbers, separated by 
colons. Each number is written as 4 hexadecimal (hex) digits. This means 
that 1Pv6 addresses range from 

to 

Here's a sample 1Pv6 address EFDC:BA62:7654:3201:EFDC:BA72:7654:3210. 
(Hey, these are even more agonizing than v4 addresses.) Aren't you glad 
that fully qualified domain names are still valid? 

WhlJ. use hexadecimal? 
Hexadecimal is very compact inside a computer, saving memory and disk 
space. It's also easier to write large numbers in hex than it is in decimal. 

The Microsoft Windows 95 calculator can convert decimal to hex and vice 
versa. The calculator is in the Accessories folder in the Start menu. 

There's 900d news and there's bad news 
The good news is that if you're what the computer industry calls an end 
user, you don't really need to worry about this. You still send e-mail to 
Candace by typing her address, l e i de n@t i a c . net. 

The bad news is that if you're a system manager or network administrator, 
you may have to type these awkward addresses into files to set up the 
network for the lucky end users. 

RED HAT 1030 
RED HAT V. CAS



2 2 8 Part Ill: TCP/IP Stew - a Little of This, a Pinch of That 

/~ . . 

~~.'~============================~ 
· Reading hexadecimal, or since when is Fa number? 

Everyone knows that digits are 0 through 9. That's true for decimal (or base 10) numbers, but 
other numbering bases also use letters. In hexadecimal (also called hex and base 16), the 
allowable digits are 0 through 9 plus A through F. Zero through nine are the same as good old 
decimal, but then there's 

" A= decimal 10 

" B = decimal 11 

. " C = decimal 12 

i,,' And so on 

So the decimal value 15 can also be written as hex F. 

Fact of life: People love decimal. Computers love hex. 

Here's where we get advanced: hex 10 = decimal 16. Yikes! We're talking place value here. Take 
a look at a decimal example. Remember the 1s, 10s, and 100s columns. 

100s 10s ls 
1 3 0 = one 100s pl us th ree 10 s pl us zero l s = 130 

In hex, the columns are 1s, 16s, 256s, 4096s, and so on. Try the hex number 101. What number 
is it in decimal? 

256s 16s l s 
1 0 1 one 256s plus zero 16 s plus one ls 

256 plu s 1 
257 

Here's another hex number to test yourself, AC4. 

256s 16 s ls 
A C 4 A 256s plus C 16 s plus four ls 

For fun, try FFF. That's 

25 6s 16 s ls 

ten 256s plu s twelve 16s plu s four l s 
2,56 0 plus 192 plu s 4 
2,756 

F F F F 256s plus F 16s plu s F ls 
fifte en 256s + fifteen 16 s + fifte en l s=?? 

Now is a good time to get our your calculator and figure it out. Don't call us if it breaks, though. 
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Shorthand For Non-Steno9raphers 
We know it seems like a lot of work to read and write these addresses. Thank 
goodness 1Pv6 has some shortcuts to make these addresses easier to 
handle. 

The leadin9 zero (0000) shortcut 
When you write an 1Pv6 address you can omit any leading zeros - and there 
may be lots of them - in each group of 4 hex digits. For example, you can 
write 

as 

The double colon () shortcut 
Then there's the double-colon (: : ) shortcut. In an address, you can replace 
one sequence of single zeros and colons with a double colon. You can only 
use the double-colon shortcut once in an address, though. For example, you 
can write 

as 

To re-expand a double-colon address, you have to figure out how many 
colons are missing and which ones. You may want to draw an address 
template with *s instead of any hex digits and with all seven colons in place, 
like this: 

Then look at the address you need to expand and find the : : - everything 
to the left of it must start at the beginning of the address. Line up any colons 
you can. Everything to the right of the : : must end at the end of the ad­
dress. Again, line up any colons you can. Insert spaces or leading zeros to 
help yourself. Now you can tell which colons are missing, and how many! 
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For example, to re-expand 1060:: 6: 600: 200C: 3268, the 1060 (before the 
: :) must start at the beginning of the address, and the 6: 600: 200C: 3268 
(after the : :) must come at the end, like this: 

This means that O: 0: 0 is what's missing. Don't worry about the leading 
zeros before the 6 and 600. They're optional. 

Be careful. Sometimes - as in : : 8267: 2805 or FECO: 1: AO:: -the double­
colon appears at the start or end of the address. 

The ll'tlt, coexistence shortcut 
1Pv4 addresses are a subset of the 1Pv6 address space. You can convert 
an 1Pv4 address into an 1Pv6 address by inserting zeros at the beginning. 
All of 1Pv4 fits in 

which can also be written as 

For example, the 1Pv4 address 130 .103. 40. 5 is also the 1Pv6 address 

or 

There's also a hybrid notation called IPv4 mapped addresses in which you 
can still use dotted decimal notation. It looks like this: 

or this: 

Thanks to mapped addresses, you can reduce the risk of typos caused by 
broken calculators. 
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What about Subnet and Supernet Masks! 
IPv6 addresses maintain the notion of a network part and a host part, but 
it's much harder to say where the division is. Subnet masks, discussed 
thoroughly in Chapter 13, aren't completely eliminated in IPv6, but they're 
much less visible. The systems know what to do and that's what matters. 
Don't worry about it. Supernet masks are completely obsolete. We're 
absolutely positive that it will be years before anyone will need to link 
together multiple chunks of IPv6 address space. (At least we hope so.) 

In fact, subnets, masks, and supernets have been designed to work around 
the fact that Class A, B, and C networks are different sizes. This means that 
these networks are typically either too large or too small. 

Several proposals are being debated regarding how to allocate chunks of 
IPv6 addresses. Right now, the winner is provider-based distribution, in which 
Internet service providers get whole chunks to assign to their customers. 
The distribution is designed to facilitate the routing of packets. Provider­
based distribution of addresses consumes only one-eighth of the total 
IPv6 address space, so plenty of room is left for experiments with other 
allocations. 

Special JP(l6 Addresses 
IPv6 reserves certain addresses for special purposes. These special ad­
dresses include the unspecified address, the loopback address; site-local 
addresses, link-local addresses, and multicast and unicast addresses. 

The unspecified address 
The unspecified address is O: 0: 0: 0: 0: 0: 0: 0 (or just : :). It can be used by 
a system that needs to send a packet for broadcasting or DHCP client 
requests but hasn't yet received an address. It can't be used as a destination 
address. 

The loopback address 
The loopback address is O: 0: 0: 0: 0: 0: 0: 1 (or just : : 1). It lets a system 
send a message to itself for testing. 
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Site-local addresses 
Site-local addresses begin with FE CO : - they're designed for use within an 
organization's intranet and can't be routed on the Internet. 

Link~local addresses 
Link-local addresses begin with FEBO: - they're designed for use on a single 
network segment and aren't forwarded by any router. Link-local addresses 
permit communication with only those neighboring systems directly con­
nected to the same part of the network (link). They allow a system to learn 
about its neighbors and their services without having a router get involved. 
(Feeling brave? Read all about routers in Chapter 18.) This kind of address 
saves time and has a side security benefit. A system can automatically 
generate a IPv6 address for itself from the link-local address prefix (FEBO), 
the double-colon shortcut (: : ), and the 48-bit hardware address from its 
Network Interface Card (NIC). The NIC is the network controller hardware 
for your computer. The NIC may be inside your computer or you may have 
an external NIC. For example, your link-local address may be 
FEBO:: 0800: 2BBE: 1124. You can find out more about hardware addresses 
in Chapter 16. 

Multicast addresses 
Multicast addresses begin with FF**: - while a unicast address identifies one 
NIC, a multicast address identifies a group of NICs for a group of computers. 
If a packet is sent to a multicast address, all the members in the group 
receive that packet. 

AnlJcast addresses 
Anycast addresses also identify a group of NICs. The difference between 
anycast and multicast is that a packet sent to an anycast address goes only 
to the nearest member of the group. Anycast addressing is new in IPv6 and 
is designed to help you find the servers closest to you. For example, you can 
use anycasting to find the closest DHCP server. 

IPt16 - And the Usin9 Is EaslJ 
Suppose you receive a new computer that you need to connect to your 
organization's IP network or you take your laptop computer to the branch 
office and want to connect to the intranet. How does your computer get an 
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IP address? In the IPv4 environment, you have to contact your network 
administrator. He or she configures your laptop with an IP address and 
updates the appropriate network management files (see Chapter 14). In two 
or three days (assuming the network administrator isn't on holiday and not 
swamped with requests), your IP address is ready, and you can get on to the 
network and work. If your site uses OHCP, you may be able to plug your 
laptop into your intranet and request an address from the OHCP server. 

How does your computer get an IPv6 address? The answer is autodiscovery, 
autoconfiguration, and autoregistration. Together they provide easier 
management of a dynamic network with no manual intervention. The next 
sections are pretty technical and more than a little boring, but we spent a lot 
of time on them, so humor us. Give them a try. 

IP is your dinner plate and IPv6 is the platter. You can fill up with lots more 
tasty network dishes if you have the platter. 

Checkin9 out the network buffet 
with autodiscoflerlJ. 
Autodiscovery, also called Neighbor Discovery, uses the link-local addresses 
and the new Neighbor Discovery Protocol (NOP) to find out about the 
network and the nearby systems. NOP uses ICMPv6 informational messages. 
The routers on the network segments use Router Advertisement (RA) 
multicast packets to 

I 
Y' Advertise the routers' existence 

Y' Announce the on-link prefix (the "network part" of an IPv6 address) 

Y' Signal whether systems should perform stateless or stateful -
configuration 

Hosts hear these advertisements and can generate their own addresses 
(stateless) or request an address from a OHCPv6 server (stateful), as 
directed. (See the discussion of autoconfiguration in the next section.) 

So how does your computer exchange address information with the other 
coll,lputers on the network? We're so glad you asked - although you may 
regret it. The following process isn't just for computers, but also for routers 
and every other network-attached device. 

Whenever your computer creates an IPv6 address for itself, it transmits a 
Neighbor Solicitation (NS) query to that address and waits for a response. If 
your computer doesn't receive a response, the address is available. If 
another system responds with a Neighbor Advertisement (NA), the address 
is already in use. Try again. Your system caches the address for that neigh­
bor in case it needs to use it later. 
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Your computer listens to all of the NA confirmations and all the data commu­
nication traffic on the network to learn that the neighbors are still alive and 
what addresses they're using. Your computer caches this information so it's 
available whenever it's needed. 

In the absence of NA confirmations and data traffic, your computer periodi­
cally transmits an NS query. An NA response is a "Yes, I'm here" confirma­
tion that includes the hardware address. If there's no response, the neighbor 
is unreachable. Address information can be deleted when it expires this way. 
We could call this "autoforgetfulness," and it's an important piece because it 
supports the renumbering of systems. 

NS, NA, and this Duplicate Address Detection ( DAD) process totally replace 
the Address Resolution Protocol (ARP). Take a look at Chapter 16 to find out 
about ARP. 

Let someone else fill 1J.our platter -
use autoconfi9uration 
Autoconfiguration is a kind of IP address "plug-and-play" process. It automati­
cally assigns an IPv6 address to a NIC. As we describe in the preceding 
section, the Router Advertisement (RA) packets contain the on-link prefix and 
indicate whether systems should perform stateless or stateful configuration. 

Autore9istration salJ.S "Let us serfle IJ.OU
11 

If your computer is just acting as a client of the services on your organ­
ization's network, it should be completely satisfied by autodiscovery and 
autoconfiguration. But what about the servers - the computers responsible 
for the services on the network? How do they make sure that the clients can 
find them? Autoregistration! 

Autoregistration refers to the automatic, dynamic adding or updating of a 
computer's hostname and address information in DNS. You need 
autoregistration so that the new IPv6 address that a server receives via 
autoconfiguration is available to the clients as soon as they need it. So 
maybe there won't be that many typos and broken calculators after all. Even 
now, we can hear the contented sighs of network managers everywhere. Too 
bad they have to wait for more IPv6 deployment. 
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Other Delicious IPt16 Morsels 
1Pv6 delivers other features, too. Some are continuations of stuff that works 
under 1Pv4 while others are new concepts. While we won't go into detail 
here, we thought you should hear a little about them. 

SecuritlJ. for all 
Security services such as packet authentication, integrity, and confidential­
ity are part of the design of 1Pv6. These capabilities can guarantee that 
packets are actually from the indicated sender, haven't been altered in 
transit, and can't be seen by hackers. Because the security services are built 
into 1Pv6, they're available to all of the TCP/IP protocols, not just specific 
ones such as SSL, PPTP, and S-HTTP. This means your organization's net­
work can be easily made more secure, but don't assume that you can relax 
completely. Governmental restrictions against exporting or importing 
security technology may limit the availability of some capabilities, and 
hackers can be amazingly crafty. 

The new IPSec protocol, a component of 1Pv6, adds an additional level of 
security for 1Pv6 and creates a secure, TCP/IP-level, point-to-point connec­
tion. In fact, 1Pv6 offers security to applications that currently lack built-in 
security and adds security to applications that already have minimal 
security features. 
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Faster, better multimedia 
IPv6 provides new capabilities for high-quality, streaming, multimedia 
communications, such as real time audio and video. Huge opportunities for 
research and experimentation exist in this area of communication, espe­
cially as the Internet continues to grow and evolve. 

Sharin9 the Planet- lPt16 
and IPtlt., Can Coexist 

Now that it's here, do you have to use IPv6? No, not for decades. First of all, 
only a few vendors sell the lPv6 protocol stack yet. Also, IPv6 is built to 
manage both v4 and v6 addresses. If your server has the latest and greatest 
IPv6, your client computer with IPv4 doesn't have to change.1Pv6 server 
software is backward compatible. That means it understands both IPv4 and 
IPv6 dialects. Your server knows what to do. 

Don't bother upgrading your client computer to v6 until your network 
administrator upgrades your servers and routers. Your client won't have 
anyone who understands its dialect if other network devices are still at v4. 
IPv4 software isn't forward compatible. 

A key reason to upgrade your routers is to enable the autos -
autodiscovery, autoconfiguration, and autoregistration, thereby enabling 
network administrators to have a well-deserved week at the beach. 

Whew ... You Made It! 
Wow, are we ever impressed! You made it all the way here. Or do you just 
jump to the end of each chapter to read our clever summaries and segues? 
In any case, if you're interested in more details regarding IPv6 and its 
advanced features and capabilities, you can find many RFCs, articles, and 
books. Or you can get on the Internet and see what's happening on the 
6-Bone, the real world deployment of IPv6. 

Although there are more than 15 RFCs about IPv6, we recommend that you 
start with these two: 

I 
Y' RFC1924, by R. Elz, "A Compact Representation of 1Pv6 Addresses" 

Y' RFC1883, by S. Deering and R. Hinden, "Internet Protocol, Version 6 
(IPv6) Specification" 
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Is Anyone There? 
In This Chapter 
► Finding out who and what are on your network 

► Recognizing who and what are on the Internet 

► Figuring out if someone is "borrowing" your computer from across your n~twork or 
the Internet 

► Deciphering if the other users on your computer are accessing the network 

► Uncovering what TCP/IP services and applications are running on a computer 

~w do you find someone to "talk" to? How can you look up someone's n ~-mail address? How many people are on your network and what hosts 
are available? If you want to use telnet or browse the Web (see Chapters 8 
and 12), how can you determine if the server is up and running? The 
answers to these and other questions about checking out what's happening 
on the network are in this chapter. 

Information, Please 
Perhaps you just need to verify an e-mail address. Maybe you're a network 
administrator who needs to see how many people and machines are slowing 
down your network and why. Whatever your reason for looking around an 
internet or the Internet, you can find TCP/IP tools to help you. 

We didn't have to work very hard on the humor in this chapter. For that, ·we 
have the names of the tools themselves. Many of them originated in UNIX 
(which is a pretty funny name itself, especially the first time you hear it 
pronounced without seeing the spelling). Take a look at Figure 16-1. It shows 
a Microsoft Windows for Workgroups program group with the icons for 
TCP/IP services and tools, and some of them are real giggles. 
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Figure 16-1: 
A set of 

graphica l 
TCP/IP 

services 
and tools. 

• • D ti} g • !> • ~ LWPCON PING Rapid Filer RCP Remote REXEC RPO RPR RPS 
Shell 

~ 11 ll ~ • \\ ~ 
RSH Se1ving Talk TNVT220 TSU XPC Edit Hosts 

FTP file 

If you don't have a graphical user interface (GUI), such as Windows or Mac, 
you can use most of the same tools represented in Figure 16-1, but you have 
to do more typing because you have to start them with commands. Some of 
the examples in this chapter are from UNIX systems without a GUI, and 
some are from GUI-equipped computers, so you can see for yourself the 
difference in the interfaces. 

When you use TCP /IP at work, keep in mind that it's not the interface that's 
giving you network information, it's TCP /IP. All the tools and services 
described in this chapter are TCP /IP - regardless of the plain or fancy 
wrapping. 

Fin9erin9 Your Friends and Enemies 
Take it easy- this isn't what you may be thinking. Nevertheless, prepare 
yourself for some strange-looking terms: fingering, for example. Finger is a 
client/server environment for getting information about the users on a 
computer. It's the first application we tackle in this chapter because of the 
wealth of information it provides. 

You use a finger client application to ask for information about one or more 
users on a computer - the computer you're on or a remote host. If you're 
fingering a remote computer and the finger server is running there, it 
answers your query. If the finger server isn't running on the remote 
computer, you get an error message such as 

connection refused 

When you use finger, it looks in the file that holds user account information 
for the operating system. Finger searches this file for a match on any 
keywords you supply. If you don't offer any keywords, finger looks in the 
user account file and returns information about every user currently using 
the computer. 
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This section gives you several examples showing the kind of information 
you can get with various uses of the finger command. Most of these 
examples were done on a UNIX system, but, to show the difference, we 
include a few from a graphical version of finger running on Microsoft 
Windows. TCP/IP doesn't care about your interface. Whether you point and 
click or type commands, it looks at your request and returns the information 
you've requested. 

Some system managers disable the finger server because they feel the 
information it provides may be used to break into the computer in question. 
In this situation, you can still run the finger client application, but there's no 
server to answer your request. (You get a connection refused message.) 
You find more about finger and security in Chapter 18. 

Fin9erin9 a user 
Example I: In this example, the unadorned finger command (that is, the 
command without any keywords) asks finger to look for everyone on the 
computer. 
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Example 2: Here, we ask finger to look for a particular user, so we get more 
(and more specific) information: 

% finger wilensky 
Login name: wilensky 

Marshall Wilensky 
Directory: /usrl/wilensky 

1 On sin,ce Aug 20 17:40:09 on console 
Mail last read Fri Aug 22 17:14:24 1998 
No Plan. 

In r·e al l if e: ]• 

Shell: /bin/csh 

Example 3: In this example, we ask finger to look for Marshall by entering 
Marsh al l as the keyword. Although w i l ens ky is actually the correct 
account name for Marshall's user account, finger encounters Marshall in a 
documentation field and therefore returns the information from that record. 
If Candace's account record had Ma rs hall somewhere in it, finger would 
find her, as well. 

~ finger marshall 
Login name: wilensky 

Ma rs hall W i l ens ky 
Directory: /usrl/wilensky 
On since Aug 22 17:40:09 on console 
Mail last read Fri Aug 22 17:14:24 1998 
No Plan. 

Fin9erin9 a user who has 
projects and plans 

In real life: 

Shell: /bin/csh 

Normally, finger lists just the basic user information, such as login name, 
home directory, real name, and when mail was last read. However, if a user 
has created project and plan files, finger tells you more. 

If you want to provide more information about yourself to someone who 
fingers you, you can create a project file and/or a plan file. In these files you 
can describe the projects you're working on (if they're not Top Secret), your 
plans for the future, or anything else you want other people to see. 

Consult the finger utility's documentation for your version of TCP /IP to find 
out where to put project and plan information. 

Example 4: In this example, we ask finger to look for one of your authors, 
who happens to have created both a project file and a plan file. Notice the 
additional information finger displays in this case. 

---RED HAT 1030 
RED HAT V. CAS



$ f ing er leiden 
Login: l eiden 

Le id en 
Dir ectory : /home/l eid en 
On since Fri Aug 22 14:53 (EST) on 
New mail received Fri Aug 22 12: 25 

Unr ead since Thu Aug 21 19:10 
Project: 
Get a li fe . 
Plan: 

Chapter 16: Is Anyone There? 2 {,, ] 

Name : Ca nda ce 

Shell: /bin/bash 
ttyq7 from bed - lp3 
1998 ( EST) 
1998 (EST) 

Get awa y from the snow . Visit Morocco. 

Fin9erin9 the users on a host 
You can also ask finger to look for the information for all users on a 
particular host. 

Example 5: Here we ask finger to find out about everyone currently on the 
computer frodo: 

% finger @frodo 
[frodoJ 
Login Name TTY Idl e 
wil ensky Mar shall Wil ensky No co 
leiden Candace Leid en pO 

Wh en 
Fri 17:40 
Fri 17:22 

Wh ere 

Example 6: In Figure 16-2 we use a GUI-based finger to look for everyone on 
a host, but instead of specifying the host name, we give the IP address. 

_Edit .tielp 

HostH.ome: 1130.103.40.Z 

User Name : Marshall Wilensky 
Department : Notes Support 
Phone Number: 3-1818 

IJ.serNome: 

In Real Life: 

Figure 16-2: Office Hours , s ometimes 
If you don't Office Location: LN/0 4530 E 

knowthe Email address : mwi l ens ky@lotus .com 

host name, 
you can use 

the IP 
address. 

Other Information: 
r · m planning to make a real plan fi l e s omeday . 
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UsintJ. a Fin9er GateUlttlJ. 
If you're browsing the Web, you don't have to exit to a command window to 
look at a finger site - there are many finger gateways on the Web. Finger 
gateways are Web sites that connect to a finger server for you. The following 
section shows finger fun sites via a gateway, and some of the results of 
searching the Web for locations of finger gateways. Try one or two and 
have fun. 

TCP - The Cola Protocol? 
Once upon a time there were some students at Carnegie Mellon University 
who really liked cola. And they liked it cold. If they made a trip to the soda 
machine and it was out of cola, or if the cola had recently been refilled and 
wasn't cold enough yet, the students were beside themselves with disap­
pointment. To spare themselves the anguish of arriving at a below-par soda 
machine, they connected the machine to their network! 

The students set up finger so that they could check up on the availability 
and temperature of the soda. And then, because they were enterprising 
students, they put the machine on the Internet so that, today, everyone in 
the world can check on the status of this particular soda machine. You 
never know, after all, when you're going to be in Pittsburgh and thirsty. So, if 
you want to know how many colas are in that machine ( or you just want to 
find out if we're pulling your leg), you can finger the machine. And if you're 
hungry, you can find out about these students' favorite kind of candy, as 
well. 

Figure 16-3 contains our fingering of that soda machine - believe it or not. 
You'd better grab a diet soda before they're all gone. Too bad there's no 
information about the candy machine. 

Oh, by the way, this isn't the only soda machine on the Internet. There are 
dozens (see Chapter 22 for more information)! 

Fun with fin9er 
It turns out that you can find out a lot about a lot of things with finger. You 
can discover more about earthquakes, space, the Space Shuttle - just by 
fingering computers on the Internet. The next few examples illustrate some 
of the more interesting uses of finger. 
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Figure 16-3: 
I need a 

soda, a co ld 
soda, and I 

need it 
now! 

Figure 16-4: 
Use finger 
to find out 

more about 
earthquakes 

in the 
United 
States. 
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\111) file !;;di! ~ew .t,le.vigation l,ists Mail N~ Ef8f8f8l\ces ~ndow l:!elp 

[1. gp . cs. cm.u. edu] 
Login: coke Name: Drink Coke 
Directory: / us i:/coke Shell: /usr./local/bin/tcsh 
Le.st login Wed Nov 18 20:09 (EST) on ttypO from gs77.sp . cs.c.lllu.e 
Me.11 came on Mon Nov 23 02: 15, last tead on Mon Nov 23 02: 15 
Pl an: 

M & M 
/-----\ 
I ????? I 
I ????:> I 
I ????? I 
I ???'1? 1 
\-----/ 

I 
I 
I 
I 

Coke Buttons 
C: CCCCCCCCCCCCCCCC ••.••••• 

C: CCCCCCCC.... D: CCCCCCCCCCC. 
C: CCCCCCCCCCC. D: CC •••••••••• 
C: CCCCCC.. .... D: CCCCCCCCC •.• 

C: CCCC •••••• . • 
S: CCCC • ••••••• 

l<ey: 
O II wan.; 9 .. 90% cold; c .. cold; . .. empty 
Bevet:e.ges: C II Coke, D ,. Diet Coke, S II Spt:ite 
Left.most soda/pop will be dispensed next 
M&H scacus gt1essed. 
Coke status heuristics fit data. 

@\QMIWiiiiuMW■IMIWU•t#IWiMM 

iiliil\llilwlMiii 
[Rttum to CMU F1ont Dool] 
Carnegie Mellon lM1if11 Pag11s Gata11,aylwebmasti1r~m1udu 

TCP Tremor Control Protocof J 
Take a look at Figure 16-4. There you find the result of fingering an 
earthquake information system. If you live in quake country, you may be 
especially interested in this one. 

<HEAD> 
<TIT LE>Finger Gateway -- quake@scec .gps.caltech.edu</TITLE> 
</HEAD> 
<BODY> 
This page generated by the <A HREF="http://www.cs.indiana.edu/finger"> IU finger 

gateway<IA><HR> 
<Hl> 
quake@scec.gps.caltech .edu 
<!MG ALT="" 

SRC=" http: / /ww1< . cs . i ndi ana. edu/faces/doma i ns/edu/ca l tech/gps/unknown/face .gi f "> 
< !MG ALT="• SRC =" http:/ /ww1<. cs. i ndi ana . ed u/f aces/doma i ns/edu/ca 1 tec h/unkno1<n/ face. gi f "> 
<IHl> 
<PRE> 
Login name: quake In real life : SCSN Data Access 
Di rectory: /export/scec/userl/quake She ll: /usr/ 1 oca l /bi n/tcsh 
Last login Wed Nov 4 07:32 on ttyp8 from redhot.1<r .usgs .g 
No unread mail 
Pl an : 

WELCOME TO THE SOUTHERN CA LIFORNI A EARTHQUAKE CENTER DATA CENTER (SCEC DC) 
AUTOMATED LOCATIONS OF THE CALTECH/ USGS SOUTHERN CALIFORNIA SEISMIC NETWORK 

This is a list of automated l ocations for earthquakes of magnitude 2.0 or 
greater, an RMS less then 0. 5 and at least 8 phases in the solut ion, 
recorded by the CA LTE CH/ USGS Southern California Seismic Network (SCSN) 
in the past 7 days . All times are Greenwich Mean Time. 
Subtract 8 hours for Pacific Standard time, and 7 hours for Pacific 
Daylight time. Depths are in km. 

(con tinued) 

243 
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(continued) 

* Entries marked with a "*" are PRELIMINARY and have NOT BEEN HUMAN REVIEWED* 
Entries may contain ERRORS and may be UPDATED or DELETED at any time. 
Entries with origin times within 30 second•s may represent a single event. 

MAGNITUDE TYPES: 
MGN = empirically calibrated ML based on readings from high-gain components 
MLG = ML based on synthetic Wood-Anderson response from low-gain components 
ML = ML based on synthetic Wood-Anderson response from TerraScope stations 

(0) - EVENT LOCATION QUALITY 
The quality of the location is specified by the "O" designation. with 
"A" representing the best quality, and "D" representing the worst. 

=============================================================================== 
DATE UTC TIME LAT. LON. DEPTH MAG. a COMMENT 

yy-mm-dd hh:mm:ss (deg.) (deg.) (km) typ 
-------------- ---------------------------

98/11/16 07:34:33 32. 94N 116.23W 6.0 2.lML C 16 mi. SSW of Ocot ill o Wells. CA 
98/11/16 08:12:38 34.15N 116. 42W 2.8 2.lML A 3 mi. NNE of Yucca Valley. CA 
98/11/16 11:19:35 32. 41N 115.33W 6.0 2.6ML C 20 mi. SSE of Calexico. CA 
98/11/16 12:23:14 32. 39N 115.33W 6. 0 2. OMC C 21 mi. SSE of Calexico, CA 
98/11/16 15:27:13 33. 70N 116.82W 17.8 2.lML A 7 mi. WSW of Idyllwild, CA 
98/11/16 18:41:29 34.15N 116. 43W 7.6 2.3ML B 2 mi. N of Yucca Valley, CA 
98/11/16 19:10:43 35.17N 119 .18W 26. 3 2. OMC B 15 mi. E of Taft, CA 
98/11/17 00:41:26 32. 42N 115.33W 6.0 2.2MC C 20 mi. SSE of Calexico. CA 
98/11/17 16:13:57 34. 64N 116. 53W 4.2 2.2ML A 27 mi. ENE of Lucerne Valley. CA 
98/11/17 18:14:17 34.15N 116.43W 9.2 2.2ML A 2 mi. N of Yucca Valley, CA 
98/11/17 20:44:17 36. 07 N 118. OlW 3. 0 2. OMC A 5 mi. WNW of Coso Junction. CA 
98/11/17 21:44:07 32.0lN 116.30W 6.0 3.0MC C 53 mi. SSW of Ocot ill o. CA 
98/11/17 22:58:54 31.98N 116.32W 6. 0 2. BMC C 56 mi. SSW of Ocot ill o. CA 
98/11/17 23: 44: 53 33.36N 115. 71W 1.6 2.0MC A 2 mi. ENE of Bombay Beach. CA 
98/11/18 00:29:57 33. 66N 117. 06W 0.0 2.0MC A 8 mi. SW of Hemet, CA 
98/11/18 02:29:30 34. 32N 119. 27W 10.5 2.4ML A 3 mi. NNE of Ventura, CA 
98/11/18 06:27:15 36. 04N 117.72W 1. 3 2. IMC A 12 mi. E of Caso Junction. CA 
98/11/18 06:46:34 33 .47N 116.50W 6.0 2.0ML C 11 mi. ESE of Anza. CA 
98/11/18 07:14:51 32. 66N 117 .35W 6.0 2.lMC C 10 mi. SW of Mission Beach. CA 
98/11/18 15:49:02 34.33N 116.84W 5.8 2.9ML A 4 mi. N of Big Bear City, CA 
98/11/18 16:50:09 34. 29N 118. 76W 15.9 2.0ML A 3 mi. w of Simi Valley. CA 
98/11/18 18:19:17 31.BON 115.99W 6.0 2.4MC D 65 mi. s of Ocot ill o. CA 
98/11/18 18:38:25 34. 32N 116. 84W 5.8 2.3ML A 4 mi. N of Big Bear City, CA 
98/11/18 20:13:12 34. 32N 118.47W 4.3 2.BML A 3 mi. NW of San Fernando, CA 
98/11/18 20:30:21 34. 33N 116.85W 6.1 2.2ML A 4 mi. N of Big Bear City, CA 
98/11/18 22:37:28 33. 92N 118. 74W 15.3 2.lMC C 6 mi. SSE of Pt. Dume. CA 
98/11/18 22:41:38 31. 90N 115.77W 6. 0 2. 5MC D 56 mi. SSW of Calexico, CA 
98/11/18 23:39:35 35.98N 117 .83W 6. 3 2. OMC A 7 mi. SE of Coso Junction, CA 
98/11/19 00:15:40 33. 68N 117 .02W 0.0 2.4ML A 6 mi. SSW of Hemet. CA 
98/11/19 01:03:13 32. llN 115.42W 6.0 2.5MC D 39 mi. s of Calexico. CA 
98/11/19 02:20:58 33.68N 116. BOW 16.9 2.0ML A 7 mi. SW of Idyllwild, CA 
98/11/19 04:29:01 33. 79N 118.60W 6.0 2.0MC C 10 mi. w of Palos Verdes Point, 
98/11/19 06:24:58 32. OlN 115. 42W 6.0 2.9MC D 45 mi. s of Calexico. CA 
98/11/19 06:33:20 32. 08N 115 .44W 6.0 2.6ML D 41 mi. s of Calexico, CA 
98/11/19 07:08:33 35. 98N 117.83W 6.6 2.lMC A 7 mi. SE of Caso Junction, CA 
98/11/19 10: 21: 14 34. 33N 116.84W 6.1 2.lML A 4 mi. N of Big Bear City, CA 
98/11/19 11:39:21 31. 93N 115.77W 6.0 2.lMH D 54 mi. SSW o! ~alexic~, CA 

98/11/20 10:33:45 34.28N 118.52W 3. 7 2.0ML A 1 mi. WNW of Granada Hills. CA 
98/11/20 11:13:48 34.17N 116. 43W 5.3 2.2MC A 3 mi. N of Yucca Valley, CA 
98/11/20 18:28:18 34. 34N 118. 26W 6.0 2.0MC C 6 mi. NNE of Sunland, CA 
98/11/20 23:58:09 34. 22N 117 .44W 8.0 3.3ML A 3 mi. w of Devore. CA 
98/11/21 09:39:17 32. 05N 115.43W 6.0 3.0ML D 43 mi. s of Calexico, CA 
98/11/21 15:39:40 32,61N 117 .27W 6. 0 2. lMGN C* 10 mi. SW of San Diego, CA 
98/11/22 12:33:34 33.24N 116.79W 5. 5 2. lMGN C* 2 mi. w of Lake Henshaw, CA 
98/11/23 03:30:40 35.97N 117. 90W 4.4 2.3MGN A* 6 mi. SSE of Coso Junction. CA 
98/11/23 04:42:57 34. lON 116. 93W 6.6 2.lMGN C* 6 mi. w of Mt. San Gorgonio, CA 
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -- - - - - - - - -
&lt;&gt; Last update was on 23-NOV-1998 04:44 gmt 

(List is updated when catalog is modified, not at regular intervals) 

The SCEC_DC. Cal tech. and USGS are members of the Council of the National 
Seismic System. 
<!PRE> 
<!BODY> 

CA 
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Figure 16-5: 
Finger 

takes you 
to space. 
Here's a 

small piece 
of NASA's 

newsletter. 

Chapter 16: Is Anyone There? 

Spaced out 
You can find out what's going on in space (outer space, not cyberspace) by 
fingering a host at the Massachusetts Institute of Technology (see Figure 
16-5). 

This page generated by the JU finger gateway 

nasanews@space. mi t. edu 
nasanews: [space] Mon Nov 23 02:12:13 1998 

MIT Center for Space Research 

This NasaNews service is brought to you by the Microwave Subnode of 
NASA's Planetary Data System. It is also available via World Wide Web 
at "http://space.mit.edu/nasanews.html". AOL users can receive this 
bulletin as: keyword "Gopher" > Aerospace and Astronomy > Nasa News. 

We also maintain an email listserver for planetary microwave inform­
ation at "pds-listserver@space.mit.edu". an anonymous ftp server at 
"delcano.mit.edu", and a WWW home page at "http://delcano.mit.edu/". 
If you have any suggestions for how we might imerove our services, 
please mail them to "pds-requests@space.mit.edu . 

Similarly. Kennedy Space Center status reports and press releases are 
available by sending a message to "domo@news.ksc.nasa.gov". In the 
body of the message, type "subscribe shuttle-status" or "subscribe 
ksc-press-release" (no quotes). To remove yourself from the list. send 
a message to the same address with a line "unsubscribe shuttle-status" 
or "unsubscribe ksc-press-release". 

NASA bull et ins a re al so frequently posted to the "sci. space. news" 
Usenet newsgroup, and are also available via anonymous ftp from the 
"NASA.News" directory of "spacelink.msfc.nasa.gov", or via World Wide 
Web from "http://spacelink.msfc.nasa.gov/". 

1 Thu Nov 19 14:39 
2 Fri Nov 20 07:07 
3 Fri Nov 20 14:04 

Date: Nov 19 14:39 UTC 

C O N T E N T S 

GSFC Landsat-? Launch Scheduled 
STScl Hubble Status Report 
DFRC NASA Aircraft Sets New Record 

Subject: Landsat-? Launch Scheduled 

LANDSAT-7 LAUNCH SCHEDULED FOR APRIL 15 

NASA has selected a new launch date of April 15, 1999, for the 
Landsat-7 Earth science satellite. The launch, originally scheduled for 
December 1998, will take place from Vandenberg Air Force Base, CA, on a 
Delta II launch vehicle. 

Date: Nov 20 07:07 UTC 
Subject: Hubble Status Report 

HUBBLE SPACE TELESCOPE DAILY REPORT #2255 

PERIOD COVERED: OOOOZ (UTC) 11/19/98 - OOOOZ (UTC) 11/20/98 

The WF/PC-2 was used to make observations of a high-Z supernova in 
order to determine the cosmological parameters Omega and Lamda. The 
observations were executed as scheduled, and no anomalies were noted. 

Date: Nov 20 14:04 UTC 
Subject: NASA Aircraft Sets New Record 

NASA Al RC RAFT SETS NEW· WORLD ALTITUDE RECORD 

A NASA ER-2 al rcraft set a new world altitude record for medium weight 
aircraft on Nov. 19, 1998, reaching 68,700 feet, almost twice the 
cruising altitude of most airliners. 
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Knock, Knock - Who's There? 
The who utility is a UNIX program that shows all interactive users on a host. 
If the fourth column ( after the date and time) is filled in, the user has logged 
in to the computer from a remote host - in other words, IT'S HARLEY TIME! 
( For cycle stealing, that is.) You can use who to find out if someone is 
stealing cycles from your computer. 

Although it's not a part of the TCP/IP stack, the who program returns 
information about who (literally) is using TCP/IP, and from what remote 
host. In the following example, look for the FQDN or the numeric IP 
addresses (the ones with four fields separated by dots). On this host, 1 p 
stands for local port, so the users who are designated by the letters 1 p in 
the right-hand column are local users. 

w-ant to Know More? 
Thew utility is similar to who. (And please don't send us grammar lessons 
on who versus whom. This is TCP/IP For Dummies, not English For Dummies.) 
Not only does w tell you who (literally) on your host is using TCP/IP ser~ 
vices, it also tells you what they're doing - for example, running Gopher or 
telnet. In Figure 16-6, w reveals that most users on the host computer are 
running network applications and exactly which network applications 
they're using. 
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$ w 

3: 07 PM up 1 day. 2: 19, 36 users, load averages: 0.32, 0.76, 1.00 More UNIX 
USER TTY FROM LOGIN@ IDLE WHAT I Network location to ignore 
sui xcco pO bed-lp3 3: 02PM 0 tel net main. com 4444 

Bri anc p2 lwl-lp5 1: 23PM 0 ire (irc-2.6) 

frowni g p4 lwl-lp5 2: 18PM 0 ire (irc-2.6) 

bl nk p5 bed-1 p9 3: 03PM 0 rlogin -1 jolea 199.232.40.10 

nifte p7 bed-1 p3 2 :34PM 0 ftp 

chrispx pb lwl-lp5 2: 18PM 0 telnet lerret.cs.ohiou.edu 4000 
mlspeake pf bed-lpll 3: 03PM 0 gopher marvel. loc.gov 

el ectra qO bed-1 p3 1: 26PM 0 telnet realms.dorsai .org 1501 

Figure 16-6: mcmah q4 bed-1 p3 2: 10PM 0 te 1 net btech. netaxs. com 3056 

On this 1 ei den q7 bed-1 p3 2: 53PM 0 script tools.txt 

computer, dirienzo q8 bed-lpll 2: 35PM 0 telnet infosoc.com 

people shephrdr qc 143.251.97.106 1:51PM 3 tin 

really use aerie qe bed-1 p8 2: 12PM 10 telnet 134.2.62.161 4252 
~ 

telnet a lot, J IMH qf bed-1 p6 2: 51PM O telnet infosoc 

but some 
rrestyn r5 bed-1 p6 8: 58AM O telnet 

people like 
dogerb rd redpanties.gradi 2: 29PM 0 gopher 

teeny s7 bed-lpl2 2: 40PM 0 telnet alumni .caltech.edu 
to chat. 

kaf s8 bed-lp12 2:41PM 0 mail baker-j@pix.netway.com 

rwho There, You Detlill 
You've seen who and w show the users on one host. Now take a look at 
rwho, another Berkeley r utility, which shows all the users on the network -
that is, all users on computers whose system administrators allow the rwho 
daemon to run. 

The rwho daemon creates a packet that lists users on the computer on 
which the daemon runs and broadcasts this across the network every few 
minutes. The program is called a daemon because the UNIX programmers 
who created it were devils - at least, that's the opinion of some system and 
network administrators, because of the way rwho's broadcast packets can 
clog up a network. 

The broadcasts aren't a problem when just a few computers are on the 
network, but as that number rises, so does the number of packets. Soon the 
network is so clogged with rwho broadcast packets that there's no room for 
yours. Together, the rwho daemons on all the network's computers keep all 
that data from all those broadcasts, ready to display for anyone who enters 
the rwho command! 

Some system managers and network administrators may refuse to run the 
rwho daemon at all, so don't be surprised if you get no information back 
from your rwho command. 
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Here is a sample of output from rwho. The second column tells you where 
the user is signed on. 

ruptime, Cousin of rulho 
The ruptime utility (that's right, it's another Berkeley r utility) displays a list 
of the computers that are up and running on the network and some bonus 
data about them. 

Like rwho, ruptime uses the rwho daemon's broadcast packets, so ruptime, 
too, can rupture your network in terms of performance. As in the case of 
rwho, system managers and network administrators may choose not to 
configure the rwho daemon, so you may not see every host on your network 
(or any information at all). 

Here's a sample of output from rupt i me. In the left-hand column is the 
computer name; the next column is the computer's status; next is how long 
it's been up and how many users are logged on. You can ignore the UNIXy 
techno-data on the right; it's about the load average on each computer. 

The World Accordin9 to ARP 
The arp utility displays the TCP /IP Address Resolution Protocol (ARP) 
tables. The tables are cached in memory and are maintained automatically, 
for the most part. Only rarely does a system manager or network adminis-
. trator have to modify a table entry manually. 
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The ARP 

tables 
show a 

computer's 
"other" 

address­
the physical 

address. 
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The arp utility learns the physical (hardware) address of a computer's 
network interface card by means of an arp request. Your computer issues 
the arp request when it discovers that the ARP table doesn't have the 
physical address of the computer with which yours wants to communicate. 
The arp request is a broadcast message asking the computer with a specific 
IP address to respond with its physical address, and the response is loaded 
into the table for future use. Each computer on the network maintains its 
own ARP table, cached in memory, and benefits from the responses to all 
arp requests, even the ones it didn't issue.Without the ARP tables, this 
process would have to be done each time you access a host. For example, if 
you send frequent mail messages every day to 
wi lens ky@frodo. lotus. com, you don't want to have to go out across the 
network for every message to find out the physical address of frodo's 
network interface card. By keeping frodo's physical address in the ARP 
tables, the computer can speed up performance and reduce network traffic. 

To find out what IP addresses are listed in the ARP tables for your computer, 
use the arp utility. Figure 16-7 shows sample arp output, listing the 
frequently accessed IP addresses and their corresponding hardware 
addresses. 

On the Internet, routers and gateways use routing protocols such as RIP 
(Routing Information Protocol) and OSPF (Open Shortest Path First) to 
supplement ARP. (See Chapter 18.) 

IP address 
I 

Hardware address 
I 

t arp -a I I 
cisco.tiac.net (199.0.65.1) at O:O:c:O:a2:94 
zork.tiac.net (199.0.65.2) at O:B0:29:e3:95:92 
kickoff.tiac.net (199.0.65.3) at O:li0:33:21:d6:9a 
lit-lp16.tiac.net (199.0.65.7) at O:c0:5:1:13:7d 
111vy.tiac.net (199.0.65.8) at 8:0:20:f:20:fa 
sundog.tiac.net (199.0.65.9) at 8:0:20:b:bb:94 
bed-lp13.tiac.net (199.0.65.10) at O:c0:5:1:10:88 
bed-lp1.tiac.net (199.0.65.12) at U:c0:5:1:2:5e 
bed-lp2.tiac.net (199.0.65.13) at O:c0:5:1:li:9a 
bed-lp3.tiac.net (199.0.65.11!) at U:c0:5:1:7:eS 
bed-lpli.tiac.net (199.0.65.15) at O:c0:5:1:9:e9 
1 .. 1-lp5.tiac.net (199.0.65.16) at 0:80:ad:li:d8:d3 
bed-lp6.tiac.net (199.0.65.17) at O:c0:5:1:d:ea 
111uy-lp7.tiac.net (199.0.65.18) at O:c0:5:1:1a:a9 
bed-lp8.tiac.net (199.0.65.19) at O:c0:5:1:b:d8 
bed-lp9.tiac.net (199.0.65.20) at O:c0:5:1:c:b7 
boris.tiac.net (199.0.65.21) at 0:40:33:28:bc:df 
lllilleniu111.tiac.net (199.0.65.24) at 0:40:33:25:c7:48 
toybox.tiac.net (199.0.65.25) at 0:40:33:28:b6:51 
bed-lp12.tiac.net (199.0.65.26) at o:c0:5:1:10:6a 
zi111a.co111 (199.0.65.27) at 0:40:33:21:9a:7d 
bed-lp11.tiac.net (199.0.65.29) at o:c0:5:1:10:81 
bobafet.tiac.net (199.0.65.32) at 0:40:33:29:43:eb 
wor-Ip10.tiac.net (199.0.65.55) at o:c0:5:1:e:db 
laraby.tiac.net (199.0.65.80) at 0:40:33:2b:35:77 
111ar-lp15.tiac.net (199.0.65.102) at o:c0:5:1:12:f4 
t1-1.Bedford.llA.tiac.net (199.0.65.111) at O:c0:5:0:f:c6 
l"l-lp19.tiac.net (199.0.65.114) at O:c0:5:1:17:c7 
bed-lp17.tiac.net (199.0.65.121) at O:c0:5:1:15:dS 
kin-lp18.tiac.net (199.0.65.171) at O:c0:5:1:13:96 
t1-2.Bedford.NA.tiac.net (199.0.65.225) at O:c0:5:0:13:bO 
dauros.tiac.net (199.0.65.235) at 0:40:33:2d:40:cc 
? (199.0.65.255) at (incofflplete) 
% 
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The nslookup UtilitlJ. 
~~ALEIIJ" 

f · Look in Chapter 11 for examples of using nslookup to look up IP addresses 
-. • ; from a name server, as well as a list of nslookup commands. 

The showmount UtilitlJ. 
To see which NFS clients have mounted shared disk space from an NFS 
server, run the showmount utility on the NFS server. Showmount is also an 
important tool for system managers and network administrators who 
are responsible for network security. You find more about this utility in 
Chapter 19. 

Reach Out and Touch Somethin91 

with pin9 
The ping utility, which we introduce you to in Chapter 9, lets you find out if a 
remote computer is available. It uses the network "sonar" - the Internet 
Control Message Protocol (ICMP). Ping bounces a message off a computer; if 
there is a reply, the computer is alive and well. 

Ping is one of the first troubleshooting commands a system manager or 
network administrator uses when investigating system and network 
problems. After all, if there's a problem, you need to know if the wounded 
computer is dead or alive. 
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Figure 16-8: 
A GUI 

version of 
ping is fun, · 

too. 

Chapter 16: Is Anyone There? 2 51 
Here is an example of ping checking a computer named "millenium" to see if 
it's alive. At the end are some summary statistics about packets sent, 
packets lost, and how long the ping round trip took. Also, Figure 16-8 shows 
a use of a GUI version of ping on a PC and ping's output. Notice that the PC 
version doesn't show the packet traffic data. 

$ ping mill enium 
PING mill en ium .tiac.net (199.0.65.24): 56 data bytes 
64 bytes from 199.0 . 65.24 : i cmp_seq=O tt l =255 time=l.518 ms 
64 byt es from 199.0.65.24: i cmp_seq=l ttl =255 time=l.624 ms 
--- millenium.tiac.net ping statistics ---
2 packets trans mi tted, 8 packets received, 0% packet l oss 
round - tr i p min /avg/max= l. 581/1.624/2 . 57 1 ms 

Figure 16-9 shows an example of ping from a computer that's running 1Pv6. 
This time we use the 1Pv6 address instead of the host name. 
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Figure 16-9: 
Notice how 
long the IP 
addresses 

are. 

% ping 5F00:2100:1024:9000:2490:800:2837:7802 
PING ( 5F00: 2100: 1024: 9000: 2490: 800: 2B37: 7802): 56 data bytes 
64 bytes from 5F00:2!00:1024:9000:2490:800:2B37:7802: icmp6_seq=0 hlim=64 time=0 ms 
64 bytes from 5F00: 2100: 1024: 9000: 2490: 800: 2B37: 7802: i cmp6_seq=l hl i m=64 ti me=0 ms 
64 bytes from 5F00:2100:1024:9000:2490:800:2B37:7802: icmp6_seq=2 hlim=64 time=0 ms 
5F00:2100:1024:9000:2490:800:2B37:7802 PING Statistics----
3 packets transmitted, 3 packets received, 0% packet loss 
round-trip (ms) min/avg/max= 0/0/0 ms 

Did you notice that the 1Pv4 version of ping has TTL information, while the 
1Pv6 version uses hlim instead? 1Tl means "time to live" - how long this 
packet should be allowed to survive before being discarded. It sounds like it 
is measured in units of time, such as milliseconds, but TTL is actually 
measured in hops from computer to computer across the network. Hlim 
means hop limit. It means about the same thing as TTL, but is a more 
accurate term. 

ps, We Lotle You 
No, we're not hitting on you. The ps utility is often thought of as a UNIX 
performance monitoring tool, but it also lets you see what kinds of network 
processes, including daemons, are running on your computer. For example, 
if a network administrator decides to disable the rwho daemon, ps can be 
used to make sure it is no longer running. Figure 16-10 shows ps output from 
a host with lots of network processes. 

In this chapter, we describe the most commonly used tools for finding out 
many network-related facts about your computer and about what's going on 
across your network. Depending on what TCP /IP product you have, you may 
be able to use additional tools for these information-gathering tasks. 
Microsoft Windows NT, for example, includes arp, finger, and ping, in 
addition to supplying its own graphical Performance Monitor that tracks 
users and processes such as daemons and supplies dozens of network 
utilization statistics. Other vendors, as well, support most of the basic 
lookup-style tools along with their own additions and extensions. 

Afraid to Ask for Directions? Traceroute 
Tells You Where You're GointJ 
~~A.LEI/)'-
~ 
~ 

Traceroute is a TCP/IP utility for deciphering the route that packets follow 
on their way to a destination. You can use traceroute to test and measure 
transmissions on the network. 
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With ps, you 
find that this 

computer 
has lots of 

TCP/IP 
networking 

going on. 
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Neat! The $ ps auwx 
USER 
leiden 
root 

PID %CPU %MEM vsz RSS TT STAT STARTED TIME COMMAND rwho 
20113 3.0 0.0 348 172 p3 R+ 3:06PM 0:00.04 ps auwx daemonis 

65 0.0 0.0 1160 992 ?? Ss Thul2PM 1:31.58 named running. 
root 68 0.0 0.0 52 108 ?? Ss Thu12PM 0:08.83 rwhod_____J 
root 
root 
root 
root 
root 
root 

70 0.0 0.0 
76 0.0 0.0 
77 0.0 0.0 
78 0.0 0.0 
79 0.0 0.0 
80 0.0 0.0 

60 108 ?? Is 
56 16 ?? S 
56 16 ?? 
56 16 ?? 
56 16 ?? 

444 132 ?? Ss 
accepting connections (sendmail) 
root 83 0.0 0.0 76 100 ?? Ss 
root 
patt 
WiseGuy 
root 

22947 0.0 0.0 
22948 0.0 0.0 
27152 0.0 0.0 

5542 0.0 0.0 

96 
468 
312 

96 

I 72 ?? 
76 pl Is+ 

I+ 
88 ?? I 
72 r6 

sylvan 6137 0.0 0.0 148 112 rO I+ 
netcom.com 

Thu12PM 
Thu12PM 
Thu12PM 
Thu12PM 
Thu12PM 
Thu12PM 

Thu12PM 
10:28PM 
10:28PM 
12:36AM 
8:26AM 
8:36AM 

0:00.09 portmap 
5:13.29 nfsiod 4 Users 
1:47.96 nfsiod 4 might 
0:48.53 nfsiod 4 come in 
0:20.84 nfsiod 4 . 

d 
.
1 

Via 
0:39.04 sen ma1 : 

1 
• 

rogm. 

0:17.39 inetd / 
0:00.48 rlogind 
0:00.53 -bash (bash) 
0:01.55 ncftp -Looks 
0:23.60 rlogind likea 
0: 30. 77 tel net version 

offtp. 
anmary 6792 0.0 0.0 568 476 p6 S+ 8:52AM 0:35.11 ire (irc-2.6) 
root 7004 0.0 0.0 84 88 ?? S 8:58AM 0:38.18 rlogind 
root 15491 0.0 0.0 120 172 ?? 1:00PM 0:00.35 telnetd 
Bryant 16380 0.0 0.0 452 480 p2 S+ 1:23PM 0:21.04 ire (irc-2.6) 
root 16444 0.0. 0.0 84 196 ?? S 1:26PM 0:15.52 rlogind 
ellend 16534 0.0 0.0 156 260 qO S+ 1:29PM 0:07.03 telnet 
realms.dorsai .org 1501 They're both using IRCto chat, butprobablynotto each other. -
root 16936 0.0 0.0 120 200 ?? I 1:41PM 0:03.15 telnetd 
shepherd 17449 0.0 0.0 2940 372 qc I+ 1:53PM 0:18.34 tin 
el lend 17573 0.0 0.0 156 260 qO T 1:56PM 0:00.47 telnet main.com 
4444 
root 17891 0.0 0.0 28 196 ?? S 
deepwatr 18126 0.0 0.0 5408 592 s3 I+ 
root 18127 0.0 0.0 96 216 ?? I 
shift 18943 0.0 0.0 276 372 p7 S+ 
rdf 19827 0.0 0.0 152 260 s8 I+ 
batsoid@xx.netcom.com 
root 19833 0.0 0.0 
server relay3.UU.NET cmd 
whitehed 20008 0.0 0.0 
dip27n8.drc.com: whitehd: 
root 20033 0.0 0.0 
mlspeake 20060 0.0 0.0 

484 168 ?? 
read C sendma i l ) 

224 556 ?? S 
RETR pgp262.zip\r\n 

28 232 ?? S 
440 356 pf I+ 

2:05PM 
2: 11 PM 
2:12PM 
2:34PM 
2:58PM 

2:58PM 

3:03PM 
(ftpd) 
3:03PM 
3:04PM 

0:00.46 comsat I 
1: 08. 44 trn Someone's 
0:04.62 rlogind . using 
0:02.70 ftp I t 
0:00.13 mail te ne · 

0:00.06 sendmail: 

o: 00. 40 ftpd: Someone's 

getting a file 
0:00.07 ntal kd via FTP. 
0:00.42 gopher__J 

RED HAT 1030 
RED HAT V. CAS



2 5 t,, Part Ill: TCP/IP Stew -a Little of This, a Pinch of That _______ _ 

Traceroute sends three UDP packets called probes out onto the network. 
Traceroute works by counting the hops that your probes make as they 
move from host to host across the network. In fact, it counts each packet 
three times - that's why the report lists three times in the last three 
columns. Traceroute uses two retry hops, and shows the round trip times 
for all three hops. 

The following lines of code show a successful traceroute command to 
"mazarin". Notice that traceroute shows both the name and the IP address 
of the router. On the Internet, the router is a fully qualified domain name. 

The following code is from a UNIX system. When using a Microsoft Windows 
operating system, you spell the command "tracert". 

RED HAT 1030 
RED HAT V. CAS



Chapter 17 

Mobile-IP, Dialup Networking, 
and IP Telephony 

In This Chapter 
► Understanding how to get mobile 

► Networking by phone 

► Securing mobile and dialup communications 

► Using PPTP (Point to Point Tunneling Protocol) to implement a VPN (Virtual Private 
Network) over the Internet 

► Reducing telephone charges by faxing and making phone calls over IP 

f lu may have. full network access from your office, but what about from ¥_ !our home or when you travel? Dialup networking and mobile com put 
ing give you access to remote computers, network services, and the 

entire Internet. You can even use your computer to make long distance 
phone calls at local rates. This chapter describes three recent developments 
for TCP /IP internetworking: 

Y' Mobile-IP: Roam freely across the Internet without worrying about 
changing your IP address. 

Y' Dialup connections: Dial the Internet or your corporate network from 
any telephone line. 

Y' IP telephony: Telephone and fax without incurring any telephone 
company charges. 

Mobile-JP for Hassle-Free Trett/el 
Mobile-JP, a special version of IP, is the heart of mobile computing. Mobil IP 
makes it possible to use hardware that ranges from those as common as a 
laptop computers and personal digital assistants (PDAs) to handheld 
computers and strange devices, such as the wearable computer shown in 
Figure 1 7-1. 
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Figure 17-1: 
Is it a 

computer or 
a belt 

buckle? 

• Bookmaiks 

Belt Oq~nputer 

Mobile-IP is an enhancement to IP that allows a computer to roam an 
intranet or the Internet without changing its IP address. This is a neat trick 
because every IP address includes a network number. Imagine that your 
office network number is 226, and this is where you work on your notebook 
computer four days a week. Every Friday, you take your laptop to a 
customer's site, where the network number is 103. It would seem that if you 
want to connect your laptop to your customer's network, you need to 
change your IP address so it says that you're on network 103. The DHCP 
(Dynamic Host Control Protocol, described in Chapters 6 and 13) could help 
you by giving you a new address just for Friday. In fact, every Friday, if you 
use DHCP, you receive a different IP address. 

Mobile-IP differs from DHCP because even when you carry your laptop from your 
home office to a customers's office, your laptop can keep its original IP address. 
You don't have to reconfigure your TCP/IP settings on the laptop or use DHCP. 
Your IP address is your IP address wherever you go, and your laptop computer 
(or any other portable computing device) becomes a mobile host (MH). 

RFC 2002 defines IP Mobility Support. RFC 2005 is the Applicability State­
ment for IP Mobility Support. 

Mobile-JP - too 9-ood to be trueJ 
The Mobile-IP architecture, developed by the IETF, defines two components: 

1 ~ Home agent (HA) 

I ~ Foreign agent (FA) 
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The HA and the FA cooperate to allow your mobile host (MH) to move 
anywhere on your internet or the Internet without changing its IP address. A 
network that has mobility support needs a computer to act as a mobility 
agent - that's a computer that serves as either the HA, the FA, or both. 

Think of mobility support as the U.S. Postal Service. When you move to a 
new home, you notify the post office of your new address. The post office 
captures mail that comes to your old address and pastes a new address 
label over your old address. Then, the post office forwards the mail to your 
new home. 

In the same way, Mobile-IP allows your MH to move around by pasting new 
address labels on your packets. Your MH is affiliated with one home network 
that's part of your MH's permanent IP address. IP always delivers packets 
for the MH to this network. When a MH is traveling, the network's home 
agent (HA), intercepts and forwards your packets to whatever exotic 
Internet spot you're visiting. 

Whenever you move your MH from your home network to a foreign network, 
your MH tells a foreign agent (FA) on the new network to notify your HA 
where you've gone. If you're jet-setting with your MH, packets always arrive 
for you on your home network. Then, the HA and sends the packets to the 
FA on the network you're visiting. 

The post office occasionally has problems when you move. A letter may get 
lost in the process of forwarding it to your new home. Unfortunately, the 
post office doesn't have a TCP working for it. 

With Mobile-IP, if you move your MH, it's possible that some packets get lost 
as the HA and FA adjust to your travels. Remember, however, that IP doesn't 
live alone. Connections maintained by TCP are able to survive packet losses 
and resend them. 

MobilizintJ securitlJ. 
Security is always an issue in computing, and even more so when you're 
moving your computer all over the Internet. With Mobile-IP computing, your 
home network depends on advanced firewall technologies to protect you 
wherever you may go. Firewalls protect mobile access by using secure logon 
procedures and Digital Certificates for authentication (see Chapter 19) so 
that no one else can try to put a portable on your corporate network and 
say it's you. 
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Connectin9 with Dia/up Protocols 
Your dialup choice depends on what you want to do from your "other" 
locations and what capabilities are available at the site you're dialing in to. 
Will you be connecting to a UNIX system, a Windows NT system, or some­
thing else? Can you manage with limited services - just e-mail and Usenet 
news, for example? Or do you need all of the network services that you have 
at work (telnet, FTP, NFS, DNS, Web browsing)? 

Depending on what you're looking for, the answer may be UUCP, SLIP, CSLIP, 
or PPP. If you need to connect to your organization's private network via the 
Internet, you need PPTP. What do all these mean? The next sections tell you. 

SLIP IJ.Our ulalJ. onto the network 
SLIP, Serial Line Internet Protocol, is TCP /IP over direct connections and 
modems. It's also known as dialup TCP/IP. You pronounce the acronym SLIP 
just as you do the word "slip." 

In Chapter 3, we introduce Ethernet and token ring, two types of networks 
on which TCP /IP runs. After all the years of experience making it work over 
all those networks, TCP /IP developers found it pretty easy to get TCP /IP to 
work over low-speed serial links. SLIP was the result. The bulk of the 
changes made were at the physical and data link layers (see Chapter 5). A 
serial port and a modem take the place of a network interface card (NIC). 

With SLIP, one computer can connect to another computer or to a whole 
network, or two networks can connect to each other with the help of a 
network device such as a router or terminal server or one of the other 
devices described in Chapter 18. 

PPP (no, not "the bathroom 
protocol, 11 sill1J,!) 
Just a year or two ago, SLIP was the most commonly used dialup protocol, 
although there was a brand new protocol just starting to be used. PPP, the 
Point-to-Point Protocol (pronounced by saying the letters PPP), is that 
"new" dialup network solution. Today, PPP has overtaken SLIP in popularity 
with good reason. PPP isn't limited to carrying TCP/IP traffic. It can be used 
to carry other network protocols, such as SPX and AppleTalk, and can 
transport them all simultaneously. 
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The point-to-point part of PPP's name is a little misleading because this 
connection method can be used to link one computer to another computer, 
one computer to a network, and/or one network to another network. 

Usin9 PPTP to create f/PNs 
(Virtual Priflate Networks) 

A VPN (Virtual Private Network) is a restricted communications environ­
ment carried on the (very public) Internet. A VPN is secure because it runs 
through a private tunnel on the Internet. That tunnel uses a new TCP /IP 
protocol, PPTP (Point to Point Tunneling Protocol). 

PPTP lets you work remotely - at home or in a hotel room - and connect 
to your organization's intranet via the Internet. You dial and connect to your 
local Internet Service Provider (ISP). PPTP is the protocol that lets you 
connect (via a secure "tunnel") from there to a private intranet. Why 
wouldn't you simply dial directly into your organization? Two main reasons 
involve cost. The third reason is security. 

i, Telephone charges: If it's a long distance call, you save your company a 
lot of money if you can dial a local number. If your organization consists 
of lots of telecommuters, local calls can be a big savings. 

i, Easier (and cheaper) management: In a VPN, the major investment is 
in modems for the telecommuters. Plain old analog modems are cheap. 
Also, the network administrator at your site doesn't have to spend time · 
configuring large dialup environments. The telecommuting employees 
use the Internet Service Provider's resources. 
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I 
~ Security: PPTP allows the network administrator to set up filtering. 

Filtering allows the administrator to say what kinds of network mes­
sages are allowed into the intranet, such as TCP only, IP only, UDP only, 
or some combination. The administrator can also deny all communica­
tions except through PPTP. 

In UUCP, the U lies and the C misleads 
UUCP is a dialup communication protocol that's not actually part of TCP/IP 
but is still worth your attention in this chapter. If you need only a few basic 
remote functions, such as e-mail, Usenet News, and file copy, UUCP can be a 
very inexpensive networking solution. UUCP stands for UNIX to UNIX CoPy 
(pronounced by saying the letters UUCP). But check it out: The U lies and 
the C deceives! 

Don't let the UNIX word scare you off - implementations of UUCP exist for 
other operating systems, too. That's what we mean when we say that the U 
lies. For example, one version of UUCP for personal computers is called 
UUPC. (Yes, we know, UUPC is only a typo away from UUCP, but we didn't 
pick the name, so don't blame us. Dyslexics, untie!) 

And how does the C mislead? By underrating UUCP's role. UUCP allows you 
to do more than copy files. 

Think back - w-a-a-a-y back - to your first phone. Perhaps it was two tin 
cans strung together with a long string, used by you and the neighbor kids 
for many a private conversation through a hedge or across a creek. UUCP is 
the network equivalent of that homemade "telephone." Two computers use 
UUCP to establish a temporary point-to-point network between them. Either 
computer can initiate the two-way communication by calling the other. 

How does UUCP work) 
In a modern system using UUCP, the system manager (who is also the UUCP 
administrator in this case) configures the UUCP software to establish dial up 
connections with many other computers. The connections are scheduled for 
regular, periodic intervals, but the UUCP administrator can also force a 
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connection at any time. Two computers often share the connection initiation 
responsibilities in order to share any telephone charges. The connection 
lasts only as long as needed to perform the work. Then, the computers 
disconnect and hang up the phones. 

So, what's UUCP 900d for! 
The ability to copy files from one computer to another is certainly useful, 
but most network users need additional services, so UUCP also has the 
following capabilities: 

I 
Y' E-mail 

Y' Remote printing 

Y' Usenet News 

For the file transfers and remote command executions to work properly in 
the services described here, UUCP must be installed and running on both 
computers. 

The 900d, the bad, and the UUCP 
First the good news: UUCP is inexpensive and secure. 

The UUCP software is included free on UNIX systems, and public domain 
(free) versions exist for other operating systems, too. The only communica­
tions charges involved are for the phone calls. However, if you can find a 
UUCP site close by, you only make local phone calls. 

Even if the site you do find is a toll call away, there are ways to cut costs. 
Get the computer you're communicating with to make some of the calls; 
then you can split the charges. You can also schedule the connections to 
take advantage of lower telephone rates. It's truly wonderful how many 
UUCP sites are willing to help you out with connection charges as much as 
possible. 

Now the bad news: UUCP is hard to manage and hard to find. 

Getting UUCP set up and keeping it running smoothly can be difficult for 
the system manager. As more and more sites use real TCP /IP and real 
connections to the Internet, UUCP is fading away. Over time, the number of 
sites with which to link is shrinking. If you need to connect to an outside 
network but aren't ready to deploy TCP/IP, UUCP can be an interim solution. 
It has been popular and quite useful, and it may be around for a long time to 
come - but it's no TCP/IP. 
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Which dialup solution is for IJ.OU} 
Use the dialup connection that best balances the features and functionality 
you need, the availability of the protocol for your operating system, and the 
cost you're willing to pay. Use the best solution that's available, but sure you 
balance your capabilities against the remote site's. PPP is more flexible than 
SLIP and, because it piggybacks other protocols, can share the dialup line 
with protocols such as AppleTalk. PPP also includes error correction for 
packet transmission. Although PPP is perhaps the better overall protocol, if 
you need to communicate with a computer that only has SLIP, you need SLIP. 

If you're able to choose from several alternatives, try to make your selection 
based on the following order of priority: 

1

1-' Mobile IP, so you can use a real network connection at full bandwidth 
(the rate at which information can be transferred over a network). 

I-' PPP, used over the fastest modems you can afford. 

I-' SLIP, used over the fastest modems you can afford. 

If you need to connect to an organization's intranet, let the Internet be part 
of your VPN by using PPTP. 

Dia/up securitlJ. 
Protect your dialup communications in the same way you protect your 
network. Some of the dialup security features that you may run into include 
the following: 

• 1-' Username and password challenges: When you dial in to your net­
work, you should be challenged for a valid username and password 
before you're allowed to connect. Usernames and passwords are 
security controls that you may already be familiar with because you 
need them to log in to many computers. 

I-' Dial-back modems: A modem is the device that connects your tele­
phone and your computer (see Chapter 18). When you call your 
network, you go through the username/password challenge. If you're 
using a dial-back modem, the network disconnects you, and its modem 
calls you back at an authorized phone number that the network admin­
istrator set up. Even if an intruder has stolen your username and 
password, he or she can't get into your network (unless he or she can 
get into your home or remote office). 

I-' Encryption: Is anyone listening in on your phone line? Ecryption is 
standard with PPTP and optionally available for SLIP and PPP. Encryp­
tion puts your data into a secret code before it goes over the wires. 
Eavesdroppers can't understand the code. Check out Chapter 19 for 
more information on encryption. , 
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Understandin9 IP TelephonlJ. 
Telephony refers to carrying voice, fax, and other information over connec­
tions provided by the public switched telephone network (PSTN) -what 
people usually call "the phone company." IP telephony is telephony without 
the telephone. Calls travel as packets of data on the Internet instead of 
over the telephone lines. What a way to avoid telephone charges! The 
challenge for IP telephony is to deliver the voice, fax, video, and other 
packets reliably and with high quality. 

Who proflides IP telephonlJ. serflices? 
Internet Service Providers most commonly offer IP telephony services, but 
watch for local and long distance telephone companies and cable TV 
companies to participate much more in the future. 

Who's in char9e of IP telephonlJ.J 
Whereas traditional telephone service is regulated by the government in 
most countries, IP telephony is not. In the United States, the Federal Com­
munications Commission ( FCC) regulates telephone connections. The FCC 
doesn't plan to regulate connections between a telephone user and an IP 
telephony service provider. Might that change in the future? Your guess is as 
good as ours, but it will be interesting to see what agencies get involved as 
more and more people take advantage of the Internet for phone and fax. 

VoIP - Voice information in packets 
VoIP, pronounced Vee Oh Eye P, is a major part of IP telephony. To deliver 
voice using IP means sending voice information in packets rather than using 
telephone technology. Like other forms of IP telephony (IP Fax, for example) 
VoIP avoids the charges of ordinary telephone service. 
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Hou/ can I use VoIP? 
Using IP to send voice communications over the Internet gives you a lot of 
calling flexibility. Here are some of the services you can take advantage of: 

Y6 Computer-to-computer calling: If both you and the person you're 
calling have compatible software, you can speak to each other through 
the microphone connected to your computer. 

Y6 Computer-to-phone calling: You can start the call on the computer and 
make the phone ring at the other end. If the person you're calling is 
home, you have a conversation. If your "callee" isn't home, you may be 
able to leave voice mail. 

Y6 Computer-to-fax-calling: You can send long distance fax transmissions 
through a fax gateway on the Internet for the cost of a local call to your 
Internet Service Provider (ISP). 

You need a microphone to send your voice and speakers to hear people 
talking. These may be built in to your computer, or you may need to buy 
them. Luckily, they're not too expensive. You can also add telephone 
features to your computer by adding a telephony card that combines the 
functions of a modem, a sound board, a speakerphone, and a voicemail 
system. 

RED HAT 1030 
RED HAT V. CAS



Chapter 18 

The Dreaded Hardware Chapter 
In This Chapter 
► Arranging all your pots and pans for the network banquet 

► Understanding the marriage between hardware and software 

► Speeding up your network connections 

► Taking a look at modems and things that are called modems (but are something else) 

~day's world is divided into two kinds of people: hardware people and f ~oftware people. Although very few mutants exist - people who have 
combined hardware and software traits - successful marriages have been 
known to occur between hardware and software people. Their differences, 
thank goodness, are complementary. 

If you're reading this book, you're probably a software person (after all, 
network protocols are software). Or, you may be a hardware person who 
wants to see how the other half lives. If you're a hardware person, you 
probably already know what's in this chapter and can go on to some other 
one if you want. And if you're wondering why a software book includes a 
hardware chapter at all, remember that software runs on hardware. Software 
can't work without hardware, and there's no point in having hardware if 
there's no software for it. 

Network administrators usually have to configure both the hardware and 
the software for a network. This chapter covers the most commonly used 
network hardware devices - how they work to extend your network and 
enable it to communicate with other networks - and offers a little advice on 
making choices. 
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Caterin9 a Network Bant(uet 
Ever been to a big wedding reception? With separate tables for adults and 
children? With cocktails, the salad bar, sit-down tables, and the dessert 
buffet all in different, but connected, rooms? With lots of round and rectan­
gular tables, big and small, holding all kinds of foods from soup to nuts? 

Are IJ.OU in char9e or did 
IJ.OU just come to eat? 
Whoever organizes the banquet has a lot of planning to do. How many tables 
in how many rooms? What's the traffic pattern going to be? Will the hallways 
connecting the rooms be long and crowded? Or will guests be able to move 
smoothly from one room into another so everyone can chow down before 
the food gets cold? And what about the kitchen? A banquet this size needs 
more than just regular dinnerware. You have to have hardware - ranging 
from small saute pans to huge kettles, soup tureens, deep fryers, roasting 
pans, and so forth. It's a lot of stuff that you and your guests don't want to 
have to think about, let alone wash up when it's over. 

Like wedding receptions, networks vary in size. Maybe you're just having a 
party with two tables of four, and serving an appetizer, main course, salad, 
and dessert - nothing fancy. And you can use your everyday dishes. In 
network parlance, what you have there is a small local area network (LAN) 
with a few hosts and some cable but no fancy network devices or special­
ized hardware. But consider the Internet and all its miscellaneous intercon­
nected pieces and network hardware all over the world - now, there's a 
shindig! 

If you're not a system manager or network administrator, you're probably 
just interested in eating from the salad bar ( e-mail, storing and copying files, 
and so on), so you can skip this chapter. But you system managers and net­
work administrators out there are the caterers, so stay with us. Whether big 
or small, a network banquet has to be organized so that everyone gets 
enough to eat. That's your job. And if you're supervising the system manag­
ers and network administrators, you should definitely stay with us. Getting 
to know a little about network hardware will help you understand why your 
employees are always asking for faster, more powerful stuff. 

What1sl1ardware 9ot to do with it? 
', ,_ 

Even though TCP /IP is software, it has to run over hardware. Like love and 
marriage, TCP /IP and hardware go together like a horse and carriage. And if 
you're responsible for a network, you can't be just "a software person" - no 
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matter now hard you try. You need to pick up a little hardware knowledge 
and jargon to do your job right. Part of having a good marriage is under­
standing and appreciating each other's differences. 

So, the answer to the question "What has hardware to do with doing a good 
job in network management?" is this: Network cables (and other media), 
along with TCP/IP software, link computers together so that they can 
provide communication for and among your users. Computers are just 
hardware devices that happen to run some software - often, too slowly. If 
you're the caterer and the hot buffet is cold, your guests are unhappy. If 
you're the network manager and the software runs too slowly, your users 
complain. And the problem may not be with the software. Just as the caterer 
needs enough pots, pans, kettles, and chafing dishes, you need network 
hardware to satisfy guests at the TCP/IP banquet. Your network needs some 
other hardware devices to create the infrastructure, too - unless it runs 
across the dining room table the way ours does. 

Keep LalJ.ers in Mind 
Chapter 5 lists a major benefit of TCP /IP software - that it is independent of 
the underlying hardware. TCP /IP protocols do, however, work with hardware. 

Some of the hardware discussed in this chapter communicates only with the 
physical (bottom) layer of the TCP/IP network layer cake, and protocols 
aren't an issue. Nevertheless, we have included information on these 
hardware devices. When designing or paying for a network, you may need to 
choose between a simple hardware device that has nothing to do with the 
middle (transport/internet) and upper (session/presentation/application) 
layers of the cake where TCP/IP is located, and, a more complicated solution 
consisting of both hardware and TCP/IP software. We include descriptions of 
some physical layer devices so that you can compare their features to the 
devices that work with TCP /IP protocols. 

All of this information helps you organize your network wedding banquet 
with confidence, and that means you can build your network with the most 
appropriate components. 

Packets Chew throu9h Network LalJ.ers 
Your network message is put into packets (see Chapter 3) along with some 
control information and sent out onto the network. We use the life of a 
packet to explain the layers in the network model. 
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Figure 18-1: 
Packets 
can eat 
TCP/IP 

wedding 
cake all 

day. 

A packet's life begins when an application creates it. Each packet travels 
down through the layers of the sending host, out across the network cables, 
up through the layers of the destination host, and into the appropriate 
application. 

As the packets travel down through the layers of the sending host, control 
and formatting information and directions are added. When the packets 
reach the destination host, that information is read and stripped out as the 
packets move upward through each layer. For example, if you FTP a file from 
computer A to computer B, the data in the file is "packetized" at the applica­
tion layer and sent through all the layers on computer A. By the time the 
packets are sent out across the wire, they have gained some weight - it's all 
that added network information. After the roly-poly packets reach the 
destination host, they start to slim down, and when they arrive at the top 
layer and deposit your file, they're positively svelte again. 

Figure 18-1 shows an FTP put operation; a packet travels from the applica­
tion layer on computer A out on to the network wire and up to the applica­
tion layer on computer B. You can see how the packet gains weight at each 
of computer Ns layers and then goes on a diet as it moves up through 
computer B's layers. Yo-yo dieting may be unhealthy for humans, but it 
works great for packets on the network. 

The rest of this chapter helps you understand some of the devices that you 
can use to extend your network, how they're different, and how to decide 
whether you need one on your network or internet. 

Application Application 

Transport Transport 

■ 
Network Network 

Data Link Data Link 

Physical Physical 

Control + User data + Control = Packet 
Ill I I Ill Ill Ill 
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Modem Munchies 
A computer likes digital data. Your regular telephone line likes analog data. 
This is a Latin/Pig Latin communication problem. You need a translator. A 
modem translates a computer's digital data into analog signals that tele­
phone lines understand. This process is called modulation/demodulation -
modem for short. In the olden days (the early 1990s), the simplest way to 
connect to the Internet or any network was to connect a modem into your 
computer and dial the network's or the ISP's (Internet service provider's) 
telephone number. Your big decision was how fast you wanted the modem 
to transmit data versus how much you wanted to pay. 

These days, you may be faced with a huge number of choices in modems 
that can communicate at many thousands of bits per second (Kbps), but 
consider yourself fortunate to be living in such speedy times. Both of your 
doddering authors have actually done work dialed in at a rate of 300 bps. 
Notice there's no K! (Windows hadn't even been invented yet, although 
UNIX had. And DOS was an IBM mainframe operating system.) 

A "plain old" modem is still the simplest way to connect to a network, short 
of being permanently wired to it. The latest international standard for 
modems is known as V.90 (pronounced vee-dot-ninety) and it specifies data 
rates up to 56 Kbps. Your telephone wires may keep you from ever zooming 
along at top speed, though. 

If V.90 still isn't fast enough for you, check with your ISP to find out if you 
can use two modems and two phone lines simultaneously to increase your 
speed limit to 112 Kbps. (Ask them if they support "multilink PPP.") Some 
companies now make cards with two modems and two telephone jacks. That 
may be a good choice if you're going to upgrade your internal modem, but 
not as appealing if you already have a high-speed modem card inside your 
computer. 

SatisflJ Your Need for Speed with Other 
Thin9s That People Call Modems 

Some new connection devices, also commonly called modems, give you 
even more speed, although they may add layers of complexity as well. These 
newfangled "modems" include cable, ISDN, and satellite dishes. 

Why do we say these devices aren't really modems? The term modem comes 
from the modulating and demodulating of a digital signal into an analog one, 
and vice versa. While cable modems and ISDN terminal adapters connect 
you to a network, they don't do the same modulation/demodulation as 
conventional modems. (Motorola makes a device that combines an ordinary 
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modem and an ISDN terminal adapter.) So, although they. may seem to 
function like modems, electronically, they do something else. It may seem 
like a fine point to you, but think how superior you can feel to all those folks 
who haven't got a clue. 

Cable me up 
A cable "modem" connects your computer to your coaxial TV cable, which, 
in addition to letting you watch the sci-fi channel 'ti! all hours, becomes 
your Internet connection medium. Accessing the Internet over cable TV 
cables is fassssssst, up to 27 Mbps (million bits per second). The actual 
speed you get may be closer to 1.5 Mbps, depending on the capacity of the 
link between your ISP and the Internet and the number of other cable 
modem users in your neighborhood. That's still a lot faster than normal 
analog modem connections and it's available 24 hours per day. 

A cable modem replaces a traditional modem, but before you buy a cable 
modem, make sure your cable TV provider offers Internet access. Cable 
modem access is a fairly new service, and not all cable companies offer it. 
With a cable modem, your cable TV provider becomes your Internet service 
provider as well. The monthly fee varies, depending on your cable TV 
provider. Our cable company, Media One, charges $39.95 U.S., per month as 
of this writing. Check with your cable company for promotional prices and 
savings. And if you're thinking of setting up a server for other people to use, 
ask if you can have a permanently assigned TCP /IP address instead of a 
periodically changing DHCP address. (See Chapter 6 for the basics of DHCP 
and Chapter 12 for details of numeric addresses.) 

ISDN: lmmediate SurfintJ 
Down the Net) 
ISDN (Integrated Services Digital Network) connects you to the Internet 
over a telephone line. Did we hear you ask, "So what's the big deal? My 
modem does that now." We forgot to mention that the telephone line isn't a 
regular voice line. An ISDN line is a special super-speedy phone line. 

ISDN, pronounced by saying the letters ISDN, allows you to stay home and 
connect to the Internet or your organization'.s intranet as efficiently as if you 
signed on to a powerful mainframe computer. Instead of transmitting data at 
modem speeds, you can use ISDN to zoom along at up to 128 Kbps. That's 
more than twice as fast as 56 Kbps. V you do a lot of downloading, think of 
the time you can save. Instead of surfing the slow, gentle wavelets of the 
Web, you get to accelerate as if you were cresting the Wedge at top speed on 
the slickest fiberglass surfboard. 
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Although ISDN has been around for a decade, it is just starting to heat up as 
a popular network connection medium. ISDN has languished for almost ten 
years for several reasons: 

1" Most telephone companies did not provide the service, or if they did, 
the price was outrageous. 

1" Communications standards organizations couldn't get together on 
developing a common standard. 

1" The equipment was incompatible from one installation to the next (see 
the preceding bullet). 

Thankfully, these problems have lessened over time. ISDN has finally 
become more practical for a few reasons: 

1" The exploding use of the Internet by home users, telecommuters, and 
small businesses is driving demand for ISDN. 

1" Standards groups have agreed on interfaces that make it practical for 
phone companies to link ISDN services to the other services on their 
networks. 

1" Most major ISDN hardware vendors have solved equipment compatibil-
ity problems. 

You get ISDN from your telephone company. You usually have to pay an 
installation charge plus a monthly charge. Bell Atlantic, our telephone 
company, also has a data usage charge. 

Try to get your telephone company to install ISDN service at a special 
promotional rate. If your phone company isn't currently running the rate, 
ask if it plans to have a "sale" any time soon. These promotional rates are 
almost as common as cable TV's promotions. 
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We live in New England, which is Bell Atlantic country. As of this writing, 
their Web site (www. be l l at l anti c . com) estimated a $67 .07 installation fee, 
a monthly fee of $24.90, and up to $0.08 per connection minute. Your phone 
company's rates may be better - or worse. There's a wide variation in rates 
across the United States. 

Besides the telephone charges, you need an ISDN terminal adapter 
(ISDN TA). Many people incorrectly call it an ISDN modem. However, when 
we say "ISDN modem," everyone seems to understand what we're talking 
about. The sales representative offered to sell us an ISDN TA for $199.00. Not 
awful, but a lot more expensive than our new 56 Kbps modem. 

Before you get too excited about ISDN, remember that not every telephone 
company office has the equipment to provide ISDN service. 

In some of its service areas, Bell Atlantic offers another high speed network 
service based on a technology called ADSL (Asymmetrical Digital Subscriber 
Line). With ADSL, you can have voice and data activity at the same time over 
your ordinary telephone wires. After you pay for the specialized modem and 
the network connection/installation, you pay a monthly fee based on the 
speed you crave: 640 Kbps costs $59.95 per month, 1.5 Mbps costs $99.95 
per month, and 7.3 Mbps costs $189.98 per month. You receive data at that 
speed but transmit at something slower, hence the "asymmetrical" nature of 
the communication. 

Beam me down, Scottlj.! 
Another high speed connectivity option is a satellite dish. Now, don't start 
cutting down trees to make room for a concrete base underneath a huge 
earth station dish. We're talking about devices such as the Hughes Network 
Systems DirecPC dish. It's less than 36 inches across. You receive data from 
the satellite at 400 Kbps, but you transmit data over an ordinary modem 
connection. The incoming data gets a free trip into outer space and back -
the satellite is in orbit 22,300 miles above the Earth - but the second half of 
the trip is downhill all the way. 

With DirecDuo dish from Hughes, you can also receive TV programming at 
the same time as your Internet data. This isn't the same as WebTV, though. 
(See the sidebar "Surf the Web from your couch" for more on WebTV.) The 
television signals are delivered to your TV and the network traffic is deliv­
ered to your PC. 

For more information, check out www. Di rec PC. com or www. Di rec Duo. com. 
( Because the TV portion is available only within the continental United 
States, DirecDuo is limited.) 
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Serf/e Your Guests with Terminal Serflers 
The terminal servers discussed in this section have absolutely, positively 
nothing to do with the Microsoft Windows NT Terminal Server that we tell 
you about in Chapter 8. 

Even in this age of networked PCs, Macintoshes, and workstations, the 
majority of guests at most network weddings are terminals needing to attach 
to hosts. The most common terminal type is a "dumb" VTlOO-compatible 
terminal. A dumb terminal doesn't have any processing power. All of the 
brain power comes from the computer that it connects to. Not all terminals 
are as dumb as a VTlOO, however. Certain terminals have small computer 
"brains" inside them. The more powerful the computer brain inside it, the 
smarter a terminal is. IBM terminals are smarter, and X Window system 
terminals are really quite bright. 

Regardless of how smart your terminals are, the users of those terminals 
need to connect to the network in order to communicate with their host 
computers. A terminal server is a special device that helps terminals connect 
to any computer on the network. 

Figure 18-2 illustrates three different uses for terminal servers: 

Y" Without a terminal server, each terminal must be attached directly to a 
single computer. In Figure 18-2, the terminals attached to Terminal 
Server 1 can connect to host A, host B, and host C. 

Y" Terminal servers can also be used to create modem pools for dial-up 
arrangements between remote terminals and a host. The modems and 
telephone lines attached to Terminal Server 2 help remote terminals 
dial in to host A, host B, and host C. Terminal Server 2 also lets the 
hosts dial out to remote computers. 

Y" When a terminal server is used "backwards" - that is, with its ports 
facing a host computer - the terminal server can be used to provide a 
network interface for a computer. Terminal Server 3 provides host C's 
network interface.- Notice that the terminal server's serial ports face the 
host and not the users. The number of users that can connect to host C 
is determined by the number of serial ports linking the host and the 
terminal server. 

Do you need terminal servers? If you already have a large number of termi­
nals attached to your computer, you probably already have terminal serv­
ers. If you're designing a network and people work at terminals, terminal 
servers are a valuable asset. And when you need a modem pool or a creative 
solution for a network interface, terminal servers really shine. If your 
organization is using personal computers, you don't need these terminal 
servers, but you may want to investigate the Microsoft Windows NT 
Terminal Server. 
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Figure 18-2: 
Some 

terminal 
servers are 
born great, 

some 
achieve 

greatness, 
and others 

have 
greatness 

thrust upon 
them. 

Host A Host B HostC 

Stretchin9 the Network Dinner 
PartlJ, into a Bant{uet 

Networks come in all sizes, shapes, and media. No matter what media your 
network runs on, each type has its own distance limitations. Take a look at 
Table 18-1 and examine Ethernet's cable limits. 

Table 18-1 Ethernet Cable Maximums 
for Best Signal Transmission 

Cable Type Description Maximum Limit, in Feet /Meters 

10Base5 Thick.coaxial cable 1640/500 
(Ethernet originally ran on this) 

10Base2 Thinwire cable 606/185 

10BaseT Twisted-pair wire 328/100 

l0BaseF Fiber optic cable 6560/2000 

100BaseT Twisted-pair wire 1351/412 

1000BaseT Twisted-pair wire 328/100 
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You may be able to exceed these maximums (for example, by using thinwire 
cable that's 620 feet long) and get by; the limits usually have a small amount 
of play built in. But reme_mber that your data is transmitted as an electronic 
signal across a cable. The longer that signal has to travel, the weaker it gets. 
The maximums in Table 18-1 indicate the point when the signal starts to 
weaken. 

Think about the banquet. If the kitchen is up two flights from the bar and 
you plan to serve the appetizers in the bar, you'd better not count on hot 
appetizers unless you have a dumbwaiter. Likewise, if you need to "exceed" 
the recommended limits for your cable type, you must use a hardware 
solution - the network equivalent of a dumbwaiter - to deliver your signal 
on time and while it's still hot. 

The hardware options for extending your network beyond the cabling limits 
in Table 18-1 include the following (all covered in the following sections): 

I
,_,, Hubs 

Y' Switches 

Y' Routers 

Y' Gateways 

Hubba, Hubba 
Suppose Table 18-1 shows that your twisted-pair wires, though cheap, aren't 
long enough to extend across your building as planned. Think twice before 
you throw away the wire and buy some expensive optical cable, which could 
extend your network not just across the building but across the county. 
Optical cable may extend your network, but it will also seriously shrink your 
budget. 

Don't panic. There are other answers, including a device called a hub that 
ties multiple segments of wire or cable together. The hub also retransmits 
the signal so that it can travel longer distances, despite the limitations of the 
wires and cables. When you extend a cable with a hub, you can put more 
physical devices, such as computers, on the cable. Most people think hubs 
are the things under their desks for easily connecting multiple computers to 
the network - and they're right - but a hub also helps extend your net­
work cable. 

You can use huhs to extend a LAN by linking multiple network segments. 
These segments must be of the same type. In other words, all Ethernet is 
fine, but mixed Ethernet and token ring is not fine (see Chapter 3). The hub 
takes the electronic signals from one network segment and retransmits them 
on the other segments. It never thinks about packet formats or network 
protocols. 
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Although the hub can be a potential point of failure within the network 
configuration, a hub is a simple device and doesn't usually fail on its own. If 
you're thinking of using hubs to extend the distance your network wires 
span, be sure to consider the history of power outages in your area. Hubs 
don't have built-in power-failure features, such as battery backup. They're 
simple and inexpensive, and they do the job - but they don't have a lot of 
advanced options. 

Keep large animals away from your network wiring! Although hubs are 
durable and reliable network devices, if your pet elephant steps on one, it 
breaks. If you have a hub under your desk, try not to kick it too often. 

There1s Ethernet and there1s Fast Ethernet 
If Ethernet isn't fast enough at 10 Mbps, you can get Fast Ethernet at 100 Mbps. 
Fast Ethernet is called lO0BaseT, and is part of the original IEEE 802.3 stan­
dard. If Fast Ethernet isn't fast enough, you can try Gigabit Ethernet at 1 Gbps 
(that's 1,000 Mbps). Wow! Things just keep getting faster by factors of 10. 

Fast Ethernet uses twisted-pair wire, like that in your house, or it can use 
fiber-optic cable. You also need a NIC (Network Interface Card) and other 
hardware, such as hubs and routers, that understand the speed of Fast 
Ethernet. The nice thing for network administrators is that your knowledge 
of Ethernet (is it slow Ethernet now or regular Ethernet?) is transferable. 
You don't need extra training or new books. 

Gigabit Ethernet is an extension to the IEEE Ethernet standard. After two 
and a half years of work, the IEEE 802.3z standard (Gigabit Ethernet over 
fiber optic cable, also known as 1 000BaseSX and 1 000BaseLX) was formally 
approved in June of 1998. The Gigabit Ethernet Alliance is now working for 
the approval of IEEE 802.3ab (also known as lO00BaseT) for Gigabit Ethernet 
over twisted-pair wire. You can keep track of their efforts by monitoring 
www.gigabit-ethernet.organdstandards.ieee.org/catalog/ 
I EEE802. 3. html. If standards groups moved as fast as these new 
Ethernets, the standards would be done in a matter of hours. 

Gigabit Ethernet is still pretty new. Not every vendor can supply what you 
need. 

Fast hardware is one way to speed Web access. But just because you have 
fast hardware doesn't mean that you will see a miraculous increase in speed. 
You need faster hardware not just on your desk, but at your ISP and through­
out the Internet. These lessons apply to your intranet, too. 
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Who real/lJ. needs to 90 that f astJ 
You may be surprised. Fast Ethernet is becoming popular for connecting 
servers and powerful desktops, such as the high-end graphics stations that 
create the animated movie Antz. If desktops and servers run at such high 
speeds, there must be a need for the backbone network or superserver to 
run even faster. And there's probably someone out there on a Mac who's 
saying "I need to go even faster," right now. 

A Switch in Time Saf/es 
Nine Intranet Hassles 

A switch is a network device that extends a LAN by linking multiple network 
segments. Gee, that sounds like a hub, doesn't it? Well there are similarities, 
but there are many differences: 

i, Switches normally live in wiring closets and computer rooms, rather 
than under desks. 

i, A switch increases the available network bandwidth by connecting 
network segments together only when a packet needs to pass between 
them. 

i, A switch makes connection decisions based on address information 
inside the packet. The address information is either a NIC's hardware 
address (from layer 2, the data link layer) or a numeric IP address (from 
layer 3, the network layer). (Flip to Chapter 5 for a discussion of 
TCP/IP's layers.) 

I' A packet may pass through several switches on its journey from the 
sending computer to the receiving. Each switch must make its own 
connection decision, because switches don't talk among themselves. 

A switch is designed to be very fast, but not super-intelligent. While it's 
great for your intranet, it doesn't support WANs, so you can't use one on the 
Internet. For that you need routers. 

Rou/ter or Rooter l Doesn't Matter 
In the original work on TCP/TP, the designers wanted to be able to move 
data across the network even if parts of the network became disrupted. For 
example, if a network link were taken out by enemy attack, the traffic on that 
link would automatically be rerouted to a different link. This reliable scheme 
is call dynamic rerouting, but your system doesn't have to be a victim of an 
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enemy attack for dynamic rerouting to be valuable. If a forklift cuts a cable 
in a warehouse, for example, dynamic rerouting means that inventory data 
can still be sent across a network via a different route. 

According to Webster's, a router ("rowter") is a woodworking tool. A router 
("rooter") is a sports fan with a bet on the Big Game; it's also a horse that's 
trained for distance races. In network parlance, however, you can pronounce 
it any way you want, so pick a side and join the battle. People pronounce it 
both ways and some are willing to fight for their choice. We prefer to remain 
nootral. 

If your network suffers an identity crisis when its segments are linked 
together, a router may be the therapy it needs. A router extends a LAN by 
linking two or more network segments that may or may not use the same 
media type. The router permits each connected network to maintain its 
independent identity and address. 

What makes routers special is that they're intelligent enough to understand 
IP addresses. In fact, the decisions the router makes about directing the 
packets of your data are based on the network portion of the IP address. A 
router contains a network interface card for each segment of the network 
that it connects. Each network interface card has a different IP address 
because the router itself is a member of each network. 

Hou/ does routin9 work, anlJ.UltflJ.? 
Routers work at the internet, data link, and physical layers of the TCP /IP 
structure. 

A router resembles an octopus whose tentacles represent all of your cabling 
types. Routers are aware of multiple paths your data packets can take 
across the network to their final destination. The router knows about other 
routers on the network and can choose the most efficient path for the data 
to follow. This efficient path may change as network devices change and 
traffic comes and goes. 

For example, on Monday, the most efficient path may be from network A to 
network C to network B. On Tuesday, however, the most efficient path may 
be from network A to network D to network B, because network C is broken. 
Because it knows about any problems on the network path, the router can 
detour your data when necessary. 

Routers use a routing protocol to learn about the entire network and to 
determine the optimal path for sending a packet on to its destination. 
What's optimal? Is it the shortest path (fewest hops from one host to 
another)? Or the fastest path (more hops on speedier links)? Or the least­
congested path? 
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Suppose you want to go from Boston to New York City to visit the World 
Trade Center. Your top three choices are probably these: 

v Drive to NYC on Interstate 95 and use a city map to find the World 
Trade Center. 

v Drive to Boston's Logan Airport. Fly to JFK Airport in NYC. Take a taxi 
to the World Trade Center. 

v Drive to Boston's South Station. Take a train to Penn Station in NYC. 
Take the subway to the World Trade Center. 

Which way do you think would get you there fastest? If you've never driven 
to Logan Airport during rush hour, most of you would guess that flying from 
Logan to JFK is the fastest route. However, depending on city traffic, flying 
may actually be the slowest way. Trust us on this - we've had the experi­
ence to prove it over and over again. 

The shortest way isn't always the fastest way. Nor is the most direct route 
always the fastest way. And if you never go to New York City even once in 
your life, these facts are rules to live by on the network, as well. 

Routin9 protocols 
When you buy a router, your purchase includes proprietary software that 
functions as a mini-operating system, which the network manager - prob­
ably you - must install and configure. The router also includes an installa­
tion guide. If you have to configure router software yourself, be sure to 
follow the instructions. Many routers load their "operating system" software 
from a server on the network via the BOOTP or TFTP protocols described in 
Chapter 6. 

When you configure the router, you also need to select the appropriate 
routing protocol(s); these protocols, too, come with the router. There are 
several, but the three most prevalent routing protocols are discussed in the 
following sections. 

RIP (Routin9 Information Protocol) 
RIP was developed by Xerox, which was way ahead of its time as a computer 
company- so ahead of its time, in fact, that it didn't catch on as a com­
puter company. But the legacy of Xerox lives on in networking, especially in 
Ethernet. RIP has been part of UNIX TCP /IP since the beginning and is also a 
part of almost every TCP /IP product on the market today. Because RIP was 
developed before the corresponding RFC (RFC 1058), you find differences in 
the various implementations. 
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Are you getting the point by now that RIP is old? Some people think it's old 
as in Old Reliable. Some people think it's old as in Rest In Peace. Though RIP 
is intelligent and routes your packets to their destinations just fine, it's a 
slow learner when it comes to network changes, such as the appearance of 
new routers and faster paths. RIP is one of the Interior Gateway Protocols, 
which means that, if it's in use at all, RIP is used within an organization and 
not on the wider Internet. 

OSPF (Open Shortest Path First) 
The Open in OSPF isn't a verb; in this case, it's open as in open systems (see 
Chapter 1). OSPF is a descendant of and supersedes older protocols such as 
IS-IS (Intermediate System w Intermediate System). OSPF is built on the 
concept of designated routers - that is, all routers are created equal, but 
some get elected to positions of importance. OSPF is the most common 
Interior Gatevr .y Protocol. 

BGP (Border GateUlalJ. Protocol) 
BGP is the protocol the Internet's routers use to exchange routing table 
information. Because it is used between organizations, BGP is an Exterior 
Gateway Protocol - in fact, it replaced a protocol with that name. 

CIDR (Classless Inter-Domain Routin9) 
CIDR is the key technology that has kept the world from running out of IP 
addresses and it helps routers do their job as efficiently as possible. (Check 
out Chapter 13 for the essential information.) These days, every ISP is 
required to use CIDR. Because it isn't exactly a protocol itself, CIDR works 
with OSPF (for intranets) and with BGP (for the Internet). 

For all the gory details of CIDR and the conservation of IP addresses, check 
out RFC 2050, Internet Registry IP Allocation Guidelines. 

Confi9urin9 a router on 
Windows NT Sert/er 
While most routers are dedicated hardware devices running specialized 
software, you can use a general purpose computer to perform the same 
function. The computer must have two or more NICs and must be connected 
to two or more network segments. The TCP/IP implementation must include 
routing capabilities. Figures 18-3 and 18-4 show a Windows NT system that's 
in the process of being configured as a router. Notice that one NIC has 
already been installed, and a second NIC is in the process of being installed. 
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Figure 18-3: 
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Here's what you do: 

I. From the Start menu, choose Settingsc:>Control Panel. 

2. Click on the Network icon. 

This brings up the Network dialog box, shown in Figure 18-3. 

3. In the Network dialog box, click the Adapters tab to configure 
the NIC. 

4. Click the Add button. 

A list of Network Adapters appears in the Select Network Adapter 
dialog box. 

5. Click on your NIC from the list displayed. 

If your NIC isn't on the list, you need a disk with the software driver for 
that NIC. 

To configure a NIC for TCP /IP, follow these steps. You need to do this for 
each NIC installed in your router. 

I. After configuring your NIC, click the Protocols tab in the Network 
dialog box. 

2. Click on TCP /IP to open the Microsoft TCP /IP Properties dialog box. 

3. Click the IP Address tab. 

4. In the Adapter drop-down menu, fill in the address numbers as 
shown in Figure 18-4. 

5. Click the Routing tab and click on the Enable IP Forwarding 
check box. 

6. You're done! 

GateuletlJ.S: The Ultimate Interpreters 
When the wine list is all French, most people need a knowledgeable maftre d' 
or a sommelier to ·help out. Similarly, to do translations on the network, you 
need a gateway. Gateways work at all the TCP/IP layers, from the bottom 
physical layer right up to the top application layer, to move data across 
networks of any type. They translate and repackage information from one 
application to another - even from one protocol to another. 

Chapter 7 talks all about the SMTP gateway, which sends and receives mail 
between non-SMTP sources and destinations. When a gateway does a 
translation, it looks at the addressing and routing information and the data 
being sent and converts it all into the format of the protocols and data on 
the receiving network. 
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Because of all the translation involved, a gateway has more work to do than 
the other network devices in this chapter. You can go down to a computer 
store and buy a hub, and then go home or to work and clamp it on your 
cables and put it right to work. A gateway, on the other hand, is usually a 
computer with two or more network interface cards, one for each different 
network being connected. And like most computers, a gateway has to be 
configured with an operating system and network protocols before you can 
put it to work. 

The PartlJ.'s Of/er~ It's Decision Time 
Table 18-2 summarizes the capabilities and features of the network devices 
described in this chapter. 

Table 18-2 Network Devices Compared 

Intelligence 

Relative Cost 

Co nfi g u ration 
Complexity 

Hub 

None 

Very Low 

Simple 

Network Model Layer Physical 

Addresses Understood N/A 

Switch Router 

Moderate High 

Medium High 

Average High 

Physical, Physical, 
data link, data link, 
internet internet 

Hardware, Hardware, 
IP IP 

Gateway 

Genius 

Very High 

High 

All 

Hardware, 
IP 

Don't just blindly add devices to the network without doing any planning. 
Suppose you decide that all you need is a hub. Before you write the check, 
consider whether that hub will still meet your needs in a month, in six 
months, or in a year. If your network is growing, in just a few months you 
many need to divide it with a switch or router. In that case, even though all 
you need today is a hub, you probably should go ahead and purchase a 
more complex device that will still work for you later. 
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Chapter 19 

Security - Will the Bad Guys 
Please Stand Up? 

In This Chapter 
► Putting together all the pieces of the network security puzzle 

► Running through some new terminology - encryption, authentication, public and 
private keys, and digital signatures 

► Getting a digital certificate to protect your Internet transactions 

► Discovering firewalls 

► Using SSL and SET to keep e-commerce secure 

► Guarding your network with Kerberos - Microsoft Windows NT bites the dog 

~curity, especially network security, is a hot topic. Being connected to a 
~~etwork, especially the Internet, comes with some security risks. Is it 
worth it? For most people and organizations, the answer is yes, but a few 
important precautions are usually necessary. 

Some of the topics in this chapter aren't strictly related to TCP/IP, but are 
general security topics that apply to all computers and every network 
protocol. Before you even think about securing your network, you must 
secure the computers on it. As classic wisdom says, "A chain is only as 
strong as its weakest link." And sometimes your network is the weak link. 

The information in this chapter is intended for everyone, but the tips are 
targeted at system managers and network administrators, for the most part. 
And we pose some questions without answering them. We do this on pur­
pose, to get you thinking about certain issues - especially the ones that 
don't have easy answers. Chapter 23 lists some more real life, practical tips 
for keeping party crashers from feasting on your internet, intranet, extranet, 
or Virtual Private Network. 
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In the Good-Of' Da1J,s 
ARPANET security depended on the physical isolation of the network and 
the fact that the hosts and users were trustworthy. IP didn't have much in 
the way of built~in security. Back then, the concepts of encryption, authenti­
cation, and secure transactions were totally alien. As the network grew into 
the Internet, minimal security features were bolted onto TCP /IP. The world 
isn't such a friendly place now, and most sites need more than those early 
minimal security features. 

What's lnflolfled in Network Securit1J,J 
~\\\\\TY 

4J 
1 
/, Network security involves everything: 

Y' Hardware: the computers and other devices on the network 

Y' Operating systems to provide security features such as user accounts 
and passwords 

Y' Software: the applications themselves 

Y' The file system, offering mechanisms for protecting directories and files 

Y' Network design: the whole kit and caboodle 

Y' Organizational policies and procedures 

Y' Training and education for users 

Y' Rules and regulations, including punishments for breaking the rules 

Y' Physical security, such as locks on computer room doors 

Everyone involved in setting up security must consider a variety of ques­
tions. What are you protecting and from whom? Are the regular users on 
your network a greater threat than outsiders trying to break in? How much 
are you willing to pay, and for how much protection? How much inconve­
nience will legitimate users tolerate? 

RFC 1173, "Responsibilities of Host and Network Managers: A Summary of 
the 'Oral Tradition' of the Internet," describes the security responsibilities 
of system managers and network administrators. 

RFC 2196, "Site Security Handbook" contains good information to help your 
organization establish security policies and about the security risks of 
connecting to the Internet. 

RFC 1470, "FYI on a Network Management Tool Catalog: Tools for Monitoring 
and Debugging TCP/IP Internets and Interconnected Devices" (also known as 
FYI 2), is-a catalog of tools available to network administrators and system 
managers. 
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Who's responsible for network securit1J.l 
Everyone is responsible for network security: 

Y" Users, who must not reveal their passwords 

Y" System managers, who configure the services and monitor the 
computers 

Y" Network administrators, who implement and manage the connections 

Y" Organization management, which establishes policies and procedures 
regarding unacceptable behavior as well as punishments for breaking 
the rules (We could tell you what these are, but then we'd have to kill 
you!) 

Y" Information management security staff, who enforce everything 

Don't practice "security by obscurity;" that is, don't assume that users are 
stupid. Some users are smarter than your assumptions, and others make the 
most amazing mistakes. 

Here's a simple example: Leo configures his organization's Anonymous FTP 
server so that it is publicly writable and assumes that no one will find out 
simply because he doesn't announce the change. Leo is attempting to 
practice security by obscurity. 

What's the worst that can happenl 
Four main categories of security problems put networks at risk: 

Y" Software bugs that allow outsiders to damage network and Web servers. 

Y" Outsiders finding out how to break into your server (this overlaps the 
first risk). 

Y" Confidential data (such as your password or credit card number and 
expiration date) being intercepted and stolen. 

Y" Confidential documents (such as your company's plan to market a 
unique new product) being stolen. 

IPSec (IP SecuritlJ. Protocol) 
The IETF working group for IPSec ( see Chapter 2 to review what the Internet 
Engineering Task Force does) has so far produced 28 Internet drafts on the 
way to creating a security standard for VPNs (Virtual Private Networks). 
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There's iJ.OOd news ... 
Using Internet resources to create corporate VPNs can save large organiza­
tions lots of money, especially in hardware costs. Saving money - that 
sounds great! 

... and bad news 
If your company's VPN can't infallibly authenticate the users and networks 
that connect to the VPN, all kinds of unauthorized spies and spooks will find 
their way into your corporate data and resources. 

IPSec is a work in progress. The goal is to develop a standard for securing 
VPNs. As of this writing, work needs to be done to flesh out IPSec. For 
example, IPSec provides very strong encryption for data, but still needs a 
standard method for authenticating users. 

The TCP/JP Bant(uet Is 8~ lnflitation Ont~ 
Every layer in the TCP /IP layer cake offers, and needs, different security 
components. (Take a look at Chapter 5 to find out about layers.) The 
following sections explores some layer-specific security steps. 

Tales from the crlJ.pt 
At the bottom of the TCP /IP structure, in the physical and data link layers, 
you can encrypt the data on the wire. This is one of the most common 
security techniques used in communications. Encryption, and some of the 
other terminology used for computer security, comes straight out of the 
world of secret agents. Here are definitions of some of these concepts. 

Cr1J,pto9raph1J, 
This is the process of scrambling (encrypting) and deciphering (decrypting) 
messages in secret code. We have seen some authors use the term 
cryptology, but as far as we know, that's the study of crypts. 

Encr1J,ption 
Encryption is the process of scrambling a message into code to conceal its 
meaning. A common method of encryption is to use a pair of keys - a 
public key and a private key to encode data so that only the person who is 
intended to see it can read it. If Marshall sends a message to Helen, 
Candace's mother, he encodes the message with Helen's public key. She 
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decodes the message with her private key. Only Helen's private key can 
decode the message. Candace can't peek at what Marshall and Helen are 
saying about her. 

EncrtJ.ption ketJ. 
The encryption key is the essential piece of information - a word or number 
or combination - used in encrypting and decrypting the message, but it 
isn't the algorithm (process) used for encryption. 

IPv6 allows applications to encrypt an entire packet (maximum security) or 
just the data portion using various mathematical methods (more on IPv6 in 
Chapter 15). 
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Public ketJ.lpri,Jate ketJ. cr1J.pto9raph1J. 
In the public key/private key coding process, one encryption key is used to 
encrypt the message, and another key is used to decrypt the message. 
There's a relationship, usually mathematical, between the two keys. The 
public and private keys are very long prime numbers that are numerically 
related (factors of another, larger number). Possession of one isn't enough 
to translate the message, because anything encrypted with one can only be 
decrypted with the other. 

Every user gets a unique pair of keys, one that's made public and the other 
kept secret. Public keys are stored in common areas, mailed among users, 
and may even be printed in newspapers. Private keys must be stored in a 
safe place and protected. Anyone can have your public key, but only you 
should have your private key. 

It works something like this: "You talkin' to me? I won't listen unless you 
encrypt the message using my public key, so I know no one else is eaves­
dropping. Only my private key, which no one else has, can decrypt the 
message, so I know no one else can read the message. I don't care that lots 
of other people have my public key because it can't be used to decrypt the 
message." 

PGP, which stands for Pretty Good Privacy, is an exportable, public-domain 
(free) software package for public key/private key cryptography. PGP is the 
_technical underpinning for adding security to applications. 

The X-Files - tales of authentication 
In the middle of the layer cake, in the internet and transport layers, there's a 
security measure for authentication of computer names and addresses that 
an application may use. Authentication goes beyond identifying yourself. 
You have to prove that you are who you say you are. 

Knock,knock. 

"Who's there?" 

"Special agent Fox Mulder, FBI." 

Do you believe the breathy voice on the other side of the door and open up? 
Or do you authenticate him by looking at his ID? Can you really believe his 
ID? Do you even know what an FBI ID should look like? Do you call the 
Federal Bureau of Investigation headquarters and try to verify his identity? 
What if he's really a space alien in disguise? 

In TCP /IP, the process of authentication must be built into the applications. 
For example, an Anonymous FTP server does only very basic authentication. 
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To interact with the FTP server, you need an FTP client program, a user 
account name (anonymous), and a password (just your e-mail address). 
Username/password authentication is the easiest kind to crack. Encrypting 
the username and password makes cracking them much more difficult. 
Certain applications, such as Lotus Notes and electronic commerce Web 
sites, use much more stringent authentication controls, such as certificates 
and signatures. 

What's a certificate and how do IJ.OU 9et onel 
Just as your passport proves that you are who you say you are to an immi­
gration official, network authentication proves that you are who you say you 
are to an application or server. Sometimes your passport is sufficient to 
allow you to enter a country, but not always. Some countries require a visa, 
an additional piece of identification, for security purposes. Network and 
computer security works the same way. Sometimes an application or server 
accepts your simple authentication by itself and you're allowed to access 
the application and server resources. Sometimes, however, the application 
or server requires additional electronic identification for security purposes. 
That "electronic visa" is called a certificate and it contains your encryption 
keys. 

In real life, you have separate forms of identification for specific purposes: 
passport, driver's license, employee ID, and so on. For these identification 
papers to be trustworthy, they must come from a recognized authority, such 
as the government or your employer. On a network, you may need a sepa­
rate certificate for each application or server that you need to use. For these 
certificates to be trustworthy, they must come from a Certification Authority. 

To obtain a certificate, submit a certificate request to a Certificate Authority, 
an organization that issues certificates. If your certification authority is a 
vendor, you must pay a service fee, because the certifier verifies that all 
requesters are who they claim to be. This validation process protects you 
and your organization. For example, when you get a certificate for your 
server, your certificate protects you in the following ways: 

~ People who communicate with your server are assured that your 
server really belongs to your organization, not to an imposter's. 

~ You're legally set up to conduct transactions on the Internet. 

~ Your server is able to establish secure connections with other servers 
and clients such as Web browsers via SSL (TCP/IP's Secure Sockets 
Layer). 

Your organization acts as the Certification Authority when it issues the 
certificate you need to access intranet resources. The Web has trusted third­
party Certification Authorities that issue electronic IDs only after verifying 
the identities of the requesters. You can get a personal certificate from a 
company called Verisign to use with your Web browser by completing an 
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application at www. v er i s i g n . com. Some applications and software are 
responsible for creating certificates. For example, when you're registered as 
a Lotus Notes user, Notes creates a user ID that contains your certificate and 
public key/private key pair. 

Authentication on the World Wide Web isn't just about you proving who you 
are to a Web server. It's also about the reverse. Are you sure that the Web 
site you've reached is really the site it says it is? Could it be a fake site 
created by an evildoer who wants to steal your credit card information? 
Certificates to the rescue! A Web server that has a certificate proves that it 
is the site it says it is and can encrypt the data communications traffic 
between itself and your browser. 

Are di9ital si9natures as le9al as "rea/11 si9natures 
and how do IJ-OU 9et one1 
Sometimes you must sign a document in the presence of a witness. When 
the witness is a notary public, he or she can emboss the document with a 
seal. The signed and sealed original document is then obviously different 
than a photocopy or facsimile, and is more difficult for a forger to counter­
feit. As part of an network application, a digital signature is even more 
reliable than a notary's seal. (Just in case you were wondering, a digital 
signature isn't a graphical representation of your handwriting.) 

Digitally signed documents are even harder to counterfeit than handwritten, 
signed papers because the digital signature and the document are bound 
together and the document is certified to be exactly the same as the original. 
However, no one has challenged the validity of digital signatures in the 
courts yet, so who really knows if they're legal. 

A network application that supports digital signatures creates one for you 
each time you want or need one. For example, when you sign an e-mail 
message, the application uses a certificate to create a digital signature and 
then binds it to the message. 

RFC 1422, "Privacy Enhancement for Internet Electronic Mail: Part II: Certifi­
cate-Based Key Management," explains more about certificates and e-mail 
privacy. 

To catch a thief 
At the top of the TCP/IP layer cake, in the application/presentation/session 
layer, the applications can have their own security features. 

Some network applications (FTP, rexec) employ passwords, which are a 
good safeguard, but the use of passwords can open up other vulnerabilities. 
For example, someone may try to break into your system by telnet, and 
guess passwords. You can run some kind of accounting or system-auditing 
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utility that can help alert you when your system is under attack, but most 
Bad Guys are wise to that scheme. To get around it, they may use FTP to test 
out their guesses instead of using telnet to log in directly. Because different 
implementations of FTP may or may not provide the same level of auditing 
that logging in does, make sure the ones you use link to the accounting/ 
auditing system so you know you're under attack. 

Tunnelin9 tl,rou9I, the Internet 
IP tunneling ensures secure, private communication for your online activi­
ties. If you telecommute, IP tunneling lets you connect to your office via the 
Internet without worrying that hackers can read your organization's data. IP 
tunneling software encrypts your data before sending it over the Net. You 
need software on your computer that supports tunneling, and your organiza­
tion needs matching software as well - usually as part of its firewall. You 
can read about firewalls in the "What's a Firewall?" section, later in this 
chapter. Chapter 17 introduces you to VPNs and the PPTP protocol. 

If all you want to do is surf the Web, you absolutely don't need tunneling. If 
you want to surf your intranet's web, you may need tunneling. 

Be Aware of SecuritlJ. Pitfalls 
in Your Applications 

Now, we look at some of the additional security precautions that you can 
apply to specific applications, protocols, and services. 

Put limits on TFTP 
The Trivial File Transfer Protocol, TFTP, provides down-line loading and 
remote booting. Imagine the damage if people were using TFTP not just to 
download an operating system to a diskless computer but also to grab your 
password file. So make a careful decision about whether you really need 
TFTP. If you do, configure it properly and carefully so that you limit which 
files can be fetched and by whom. 

Test TFTP yourself - but only on your own computers. Testing other 
people's systems is probably illegal. Try fetching your system's critical files. 
If you've secured things properly, the transfer fails. 

If you don't need TFTP, don't run the daemon that enables it. 
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Be careful of what's anontJmous 
Because anyone from anywhere can use Anonymous FTP, configure it 
carefully so that you limit the files that can be fetched. As with TFTP, 
Anonymous FTP could be used by an evildoer to grab your password file. 

When you configure Anonymous FTP, you specify the topmost directory 
holding the files that you're offering. But that makes any subdirectories 
under the specified directory automatically accessible (normal file and 
directory permissions should still apply). So, after you configure Anony­
mous FTP, test it to make sure you aren't making critical files available. You 
also need to make sure that users aren't able to change to a directory 
outside the tree you specify. 

Consider dedicating a computer to Anonymous FTP, and don't put anything 
on it that you're not willing to share. 

Don't belie(le e(ler1Jthin9 IJOU read, 
Part One: E-mail 
You can never be sure that an e-mail message came from the person it says 
it's from. Anyone who wants to send fraudulent e-mail messages can change 
the name of his or her computer and even his or her username. When the 
message goes through, SMTP doesn't verify the username, computer name, 
or even the sender's e-mail address. It just passes the message through with 
the counterfeit information. Figure 19-1 shows the SMTP dialog between the 
sending and receiving computers. 

On many computers, you can't change your username or the computer's 
name (unless you're the system manager), but on a personal computer you 
don't have such limitations. It's your machine and you can call it anything 
you want-even whi tehouse. gov! 

PEM, Privacy Enhanced Mail, is a more secure mail environment imple­
mented by means of a new mail user agent (MUA) in conjunction with good 
old SMTP. (For more information on SMTP, MUAs, and MTAs, flip to Chapter 
7.) PEM knows how to send and receive mail in a secure fashion, but both 
you and your correspondent must agree to use PEM's privacy functions. 
Specifically, you both must have public key/private key pairs as well as 
access to each other's public keys. 

For example, a user named Ben can't send his sister Rachel an encrypted 
message unless both the following requirements are met: 
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Figure 19-1: 
The 

receiving 
SMTP 

computer 
believes 
what the 
sending 

computer 
tells it. 

it Mil -iv 111Wilensky8lotus.co111 
Subject: file to put on floopy 
"'rtools.txt 
"tools .txt" 623/34384 

Cc: leiden 
leiden... Sent 
111Wilensky8lotus.co111 ••. Connecting to crd.lotus.co111. (s111tp) ... 
11111ilenskyfilotus.co111 .•. Connecting to lotus.co111. (s111tp) ... 
220 lotus.co111 Send111ail 4.1/SHl-4.18801.1994 ready at Wed, 31 Hay 95 09:49:27 EDT 

>» HELO lllllX.tiac.net------·sMTP trust that you are who you say you are. 
258 lotus.co111 Hello 111ax.tiac.net, pleased to 111eet you 
»> HAIL Fro111:<leiden&lllax.tiac.net> , 
250 (leiden&lllax. tiac .net>... Sender ok-----SMTP doesn task to see your ID. 
»> RCPT To:<•ilenskyQlotus.colll> 
250 <lllllilenskyfilotus .colll>... Recipient ok 
>» DATA 
354 Enter 111ail, end with "." on a line by itself 
»> • 
250 Hail accepted 
lllllilenskyQlotus .co111 ••. Sent (Hail accepted) 
Closing connection to lotus.co111. 
»> QUIT 
221 lotus.co111 delivering Mil 
You have 111ail in /usr/spool/Mil/leiden 
% 

1

1"' Rachel has a public key that Ben can access. He may find it in a central 
repository, or she could e-mail it to him. 

1"' Ben has software ( especially an MUA) that can use a public key for 
encryption, and he knows how to use it. 

Even if both these requirements are met, that's not good enough. Suppose 
Ben could create a public key/private key pair for Rachel and use the brand­
new public key to encrypt the mail message he's sending her. After she 
receives the message, how does she decrypt it? Ben not only would have to 
give Rachel her public key but also would have to be sure that Rachel knows 
how to decrypt and encrypt mail. Did he keep a copy of her private key? Can 
Rachel trust Ben? As Johnny Carson used to say, "Who do you trust?" 

Privacy Enhanced Mail may be useful, but you and your correspondents 
must be synchronized. 

Don't belief/e ef/er1J.thin9 IJ.OU read, 
PartTwo:Usenetnews 
When you're reading Usenet news articles, you have the same lack of 
assurance about their authors as you do about e-mail senders. It's not 
impossible for a clever villain to generate deceitful news articles. To help 
you here, NNTP, the Network News Transfer Protocol (see Chapter 7), 
provides some optional authentication features. 
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The NNTP server can be configured so that it only accepts news articles if it 
can authenticate the source computer and author. For this to work, both the 
NNTP server and the client must use the authentication features. Most 
clients today aren't using them, however. 

Because NNTP authentication only works with the cooperation of the users 
(at properly configured NNTP clients), it only ensures that the good guys are 
who they say they are. The villains aren't going to use software that inhibits 
their misdeeds - at least, not voluntarily. 

Usenet news articles can be trusted only if all the authentication pieces are · 
properly coordinated. 

We trust onllJ. JohnnlJ. Carson and 
Walter Cronkite 
The trust-based services (rsh, rep, rlogin) know which computers and which 
users to trust, but only because of the contents of an ASCII text file. Are 
these files and their directories protected so only authorized users can 
change the contents? (On UNIX systems these include/ etc/ hos ts.equiv 
and the . rhos ts files in users' home directories.) 

The security of your trusted TCP/IP network services is, in reality, a function 
of operating system security. Any user of rsh, rep, and rlogin, including the 
system manager, can open holes in security - accidentally or on purpose. 

Whenever you state a computer's name when you're using rsh, rep, and 
rlogin, always specify the FQDN. Otherwise, if you say you trust lotus, you're 
trusting every computer named lotus everywhere on the Internet, not just 
the one at the car company. 

NFS= No File Stealin9! 
On UNIX systems, the file named /etc/ exports lists the disk space that 
your NFS (Network File System) server is willing to share. It also allows you 
to limit access to only the NFS clients you name, as well as to restrict the 
actions of the privileged users on those NFS clients. 

Here are some tips for keeping your NFS servers safe and secure: 

1

1" Be specific about the disk space you're sharing. Only list the directories 
that need to be shared. 

1" Be specific about the NFS clients you support. Put their FQDNs in the 
file. 

RED HAT 1030 
RED HAT V. CAS



______ Chapter 19: Security-Will the Bad Guys Please Stand Up? 29 7 

I Y' Don't allow privileged users on NFS clients to have privileged access to 
your disk space. State (in /etc/exports) that those clients aren't 
allowed privileged access. 

Use the sh owmo u n t command on the NFS server to see the disk space that 
the NFS clients are using. Here's an example: 

If you ever see a numeric IP address instead of the name of the NFS client, ~t 
could indicate a security problem. It means the NFS server was unable to 
look up the name of the client in the local hosts file, the NIS, or the DNS. 

If you want to review NIS and NFS, look in Chapter 10; we explain DNS 
(Domain Name System) in Chapter 11. 

Sweat the small stuff! 
Don't get so involved in security complexities that you forget the basics. 
Without the following simple practices, all the fancy network security tips in 
the world are useless. 

Y' Require users to change their passwords on a regular basis. Use a 
password-checking program to discover if users have selected pass­
words that are too easy for evildoers to guess. 

Y' Deploy virus-scanning applications widely and use them regularly. 

Y' Back up your systems regularly and store the backup media (tapes, 
disks, floppies, or whatever) offsite. 

How Promiscuous Is Your 
Network Controller l 

Normally your network controller is only interested in looking for packets 
addressed to it - it ignores all the rest. Some network monitoring and 
management software, however, is able to place the network interface card 
in "promiscuous mode," making it keep and display every packet. These 
kinds of tools are useful for debugging network problems, but they should 
be available to and used by authorized network administrators only. 
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Anyone using this software, or any network analyzer, can see the contents 
of any packet - perhaps even an unencrypted password or an e-mail 
message - as it travels by. This network monitoring and management 
software is easy to get for personal computers; perhaps too easy. It may be 
difficult to protect yourself and your network. 

Credit Card Shoppin9 on the 
World Wide Web 

More and more, World Wide Web surfers want to do more than just browse 
published data. The Web's clients and servers need two-way communication 
in order to provide more sophisticated services. Corporations need this 
interchange in order to conduct business over the Internet. The goal is for a 
consumer to be able to browse a product offering, fill out an order form, and 
supply credit card information (or a checking account number for electronic 
funds transfer, or the like). Both parties need to be sure that the transaction 
is done in a secure manner. 

How does the S-HTTP (Secure HTTP) 
protocol help] 
Secure HTTP ( HTTP with security enhancements) addresses the issue of 
moving data securely across a public environment such as the Web. HTTP is 
HyperText Transfer Protocol (check out Chapter 12), which is how browsers 
communicate with servers on the Web. 

RFC 2069, "An Extension to HTTP: Digest Access Authentication" describing 
S-HTTP, is on the Internet standards track. 

S-HTTP provides transaction security services and confidentiality as well as 
authentication. It builds encryption into the application level before you 
even get to the Web server. HTTP, on the other hand, makes the client try to 
access the Web server before issuing a username and password challenge, if 
needed. Secure HTTP doesn't require any changes to HTML, the language 
that makes the Web's pages look so good. (Although HTML is also getting 
new features, they're driven by other requirements.) 

If you need S-HTTP, upgrade to new versions of World Wide Web browsers 
and servers as soon as they're available. By the way, S-HTTP also supports 
Kerberos security. You can browse www. commerce. net for S-HTTP informa­
tion and demonstrations. Or, you can use Anonymous FTP to get the S-HTTP 
specification(/ pub/standards/drafts/ s http. txt) from 
ftp.commerce.net. 
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Hou/ does the SSL (Secure Socket Laver) 
protocol help? 
The SSL protocol ensures privacy between a client and server by using 
certificates to authenticate the server and optionally the client, and it 
ensures confidentiality by encrypting the data they exchange. No one can 
put a computer on the network and fool SSL into believing the spoofing 
server should receive the client's confidential credit card information. If 
you're shopping on the Web, you want the commerce server to prove that it 
is who it claims to be. Do you remember the alien impersonating Fox Mulder 
earlier in this chapter? SSL won't let that happen. SSL also has an option to 
authenticate the client so a server can be sure you're who you claim to be. 
SSL requires a reliable protocol for the transport - TCP, not UDP. 

SSL isn't tied to a particular application. This is a great advantage. You can 
layer any application or protocol, such as HTTP or FTP, over SSL. SSL sits on 
top of TCP/IP, taking care of encryption, security keys, authenticating the 
server, and - possibly - authenticating the client before the application 
sends or receives any data. 

To ensure complete Internet privacy, be sure that SSL is implemented on 
both your client and the server. 

Security software that's based on SSL can't protect you from disreputable 
people. In TCP /IP, as in life, security makes it much harder for the bad guys 
to take advantage of you, but in networking (as in real life), you have to trust 
someone. Even special agent Mulder trusts his partner, Scully. 

For example, when you buy something over the telephone, you trust the 
person who takes your order with your credit card information. When you 
buy something over the Internet, you trust the server administrator at the 
site with your credit card information. The server administrator maintains 
the security software, the physical security of the computers, and the 
security of passwords and private keys. 

Do You Ha tie Anv IDJ A Di9ital 
Certificate Will Do 

A Digital Certificate verifies the connection between who a server claims to 
be and the server's public key. Your passport works like a Digital Certificate 
by connecting who you are (your photograph) with your identification 
(name, age, birthplace, citizenship). 
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Netscape Navigator and Netscape Commerce Server deliver server authenti­
cation using signed Digital Certificates issued by trusted third parties known 
as Certificate Authorities (CAs). Other client and server products can do the 
same thing. 

A Digital Certificate is an encrypted, password-protected file that contains 

v The name of the certificate holder 

v The holder's e-mail address 

v The public key for verifying the digital signature of a message sender by 
matching the sender's private key 

v The name of the issuing certification authority (CA), for example, 
Verisign or RSA Certificate Services 

v The certificate's validity period 

The CA digitally "signs" and guarantees the file (certificate). 

How Di9ital Certificates are used 
Digital Certificates secure communications between Web browsers and 
servers (for example, via SSL or SET) or between two e-mail clients using 
S/MIME (Security-enhanced Multipurpose Internet Mail Extensions). 

RFC 2312 describes how certificates and S/MIME work together. By the way, 
as of this writing, there are currently nine Internet drafts about S/MIME. 

Organizations on the Internet use Digital Certificates to establish mutual 
trust so that the participants can trust other's identity during transactions 
such as 

I 
v Internet credit card purchases 

v Internet banking and investing 

v Enrolling and checking benefits with healthcare organizations 

v Communication between employees on private corporate information 

How to 9et a Di9ital Certificate 
Here's how to get a signed Digital Certificate: 

1. Submit a request to a Certificate Authority (a company that checks 
that your server and organization are who they say they are). 
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For example, Netscape Communications gets the certificates for the 
secure product, Netscape Commerce Server, from RSA Certificate 
Services, a division of RSA Data Security, Inc. 

2. Pay the service fee to cover the necessary investigation. 

E~Commerce - a Shopper's Dream} 
E-commerce, electronic commerce, is high-volume and hopefully high-speed 
shopping over the Internet's Web. It can also be over an intranet's web. 

Watch out, 8i9 Four! 
If e-mail, FTP, telnet, and browsing are the most widely used Internet/ 
intranet applications, e-commerce is the fastest-growing application area. 
Many Fortune 500 companies, as well as thousands of medium-sized and 
small companies and individual entrepreneurs, are on the Web. 

What kind of business can IJ.OU 
do of/er the lnternetl 
There's no limit to the potential. As an end user you can 

Y" Browse through a company's catalog. 

Y" Look at price lists. 

Y" Place secure credit card orders using SET, the Secure Electronic Trans­
action protocol. (See Chapter 6 for a description of SET.) 

Y" Check your order status. 

You can do all of these 24 hours a day, 7 days a week, 365 days a year (24 x 7 
x 365 in computer lingo). 

If you're a corporation, you provide electronic shopping and ordering 
services for end users. To offer a full range of e-commerce functions, corpo­
rations need servers with the following Internet capabilities: 

I 
Y" Continuous availability: You don't have to close your store because 

the front door of the mall is broken. 

Y" High reliability: If Marshall buys a new Lamborghini over the Internet, 
he may be upset if he receives a Kia. By the way, is that for Candace's 
birthday? 
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1 
v' Secure transactions that use appropriate encryption and authentica­

tion: When Marshall purchases the car, the "store" has a responsibility 
to protect the credit card information. For more information on secure 
transactions, flip though the SET protocol section in Chapter 6. 

CommerceNet is a non-profit organization comprising over 500 companies 
and organizations. Its goal is to promote the Internet as an international 
electronic marketplace. Give it a look at www. commerce. net. Other 
organizations have similar goals. 

CommonllJ. Held M1J.ths about 
Network SecuritlJ. 

It's amazing, the things that some people say and believe about network 
security! Here's a random and scary sample. We don't believe these and 
neither should you. 

v No evil people are connected to computer networks. 

v Only evil people connect to networks. 

v There are no security concerns about putting your computer on a 
network. 

v It is impossible to have a secure network. 

v After your network is secure, you don't have to worry it about 
anymore. 

v Accounting and auditing utilities have too much overhead to be worth 
the expense. 
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Protectin9 Your Network 
When you think about securing your network, you need to look at it from the 
bottom up, in this order: 

I 
Y' Connection media 

Y' Computers and network devices 

Y' Users 

Can IJOU protect the cables? 
Are you the person who decides what devices are and aren't attached to 
your network? Could someone illicitly attach to a network cable and "tap in" 
to your network? 

The security of your network depends primarily on the network design and 
physical installation. The efforts you need to make to keep illegal devices off 
the network will vary with the media you employ. Here are some things to 
keep in mind: 

Y' The cable on a traditional token ring network is shielded twisted-pair. 
The cable and connectors, plus the circular nature of the network, 
make it difficult to tap in illicitly. 

Y' Traditional Ethernet coaxial cable (10Base5) can be tapped without 
cutting through it, but you need special tools and a transceiver to make 
the illicit connection. 

Y' Thinwire Ethernet cable (10Base2) is extremely easy to tap, especially 
at the tee connectors and terminators. It's virtually impossible to pre­
vent additional connections on active network segments. 

Y' Twisted-pair Ethernet (lOBaseT and lOOBaseT) cable is regular wire 
that you can buy in any hardware store. So to make your wiring secure, 
be sure to run the wires into locked communications closets. 

Y' In all wiring closets, unused ports on hubs should be deactivated, as 
should the jacks in unused offices. 

Y' Fiber-optic cable is extremely difficult to tap. The network fails com­
pletely when the cable is cut, so illicit taps announce themselves pretty 
clearly. 

Y' Wireless links - including infrared, radio frequency, lasers, micro­
waves, and satellite dishes - are all interceptible broadcasts. How do 
radio and TV stations know how many people are listening/watching, 
you ask? And how do you know if someone is eavesdropping on your 
radio waves? The answer is that you don't, so you need to encrypt the 
data so that eavesdroppers can't use it. 
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Can lJ.OU detect an unauthorized host or 
def/ice on lJ.OUr netulorkl 
To locate an unauthorized host or device on your network, you could try to 
ping every network address, but that's impractical on most networks -
hard to automate and really boring to do manually. Plus, you're looking for 
things that shouldn't be there, and you may be distracted by things that 
should be there and aren't. What if one node is broken or down on purpose? 

In one common security attack - called a spoof - an evildoer replaces a 
valid, known host with an impostor. The evildoer turns off or otherwise 
disables the valid system and brings up the impostor (Ms. Evildoer's own 
PC, possibly) with the valid system's name and IP address. 

Wiring hubs may have some management controls, but you need a real net­
work management solution based on TCP /IP's SNMP, the Simple Network 
Management Protocol (pronounced by saying the letters SN MP). Here are 
a few SNMP network management products: 

I ,;, Hewlett-Packard's OpenView 

I ,;, IBM's SystemView 

You can also get free (public domain) SNMP based network management 
software. Here are two locations: 

I
,;, C<!r!!~gi~-Mellon University ftp from ftp://ftp.net. emu. edu/pub/ 

snmp 

,;, Massachusetts Institute of Technology ftp from ftp: //thyme. l cs . 
mit.edu/pub.snmp 
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Can IJ.OU keep unauthorized 
users off IJ.OUr computers} 
Unauthorized tapping into your physical network may be less of a problem 
for you than protecting your network and your computers from improper 
use by authorized and semiauthorized users. If your organization's network 
is linked to the Internet, that means anyone linked to the network - legally 
or illegally - can potentially reach one of your computers or any network 
device. 

So how do you protect yourself? Don't give them access. See the sidebar 
"Fort Knox is on the Internet - is our gold at risk?" and the upcoming 
section on firewalls. 

What1s a Firewall? 
Make sure you read Chapter 18 before diving into this section - don't say 
we didn't warn you! 

Webster'.s Ninth New Collegiate Dictionary defines a firewall as "a wall con­
structed to prevent the spread of fire." Notice it doesn't say anything about 
putting out the fire. A real firewall actually only slows the fire's movement 
through a building. 

A network firewall is more like a dam with a hydroelectric power plant. The 
dam has a specific number of very carefully built openings and spillways 
that allow some of the water through in a controlled way. And "damn!" is 
what you may say while you try to set up a network firewall, and what your 
users may say when they try to do work through one. We can also compare 
a network firewall to the passport control and customs at an international 
airport. Before you're allowed into or out of a country, you must pass a 
series of checkpoints. In a network firewall, every packet has to pass certain 
checks before it's allowed to continue on its way. 

In terms of network traffic, normally you're more concerned with inbound 
traffic (from the Internet to your network) than with outbound. Letting your 
users out onto the Internet is more or less essential these days. Some 
people you simply have to trust to behave responsibly - and others you 
don't. You have some control over the people in your own organization, but 
you have much less control over the outsiders. 

How can you identify the Medusa Evildoers? You can't, and there's no easy 
way to look in every packet and find out "what the heck is this for?" You 
have to use what's there - the source address, the destination address, and 
the port (the service that's being used) - to determine which services are 
allowed through the firewall and which aren't. 
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Hou/ a firewall works 
The firewall examines every packet and decides whether it's allowed in or 
out. If the firewall refuses to let it pass, the packet is thrown away. The 
sending system gets the idea when there's no response. Most applications 
take the lack of response as bad news; they may try again or give up and go 
away. (What does a caller do if you don't answer your phone when it rings?) 

TIJ.pes of firewalls 
You can take many approaches to establish a firewall. The following sections 
describe some solutions for minimal, good, and better protection against 
undesirable traffic, and offer suggestions for setting them up. We aren't 
particularly recommending any of these; we are simply introducing you to 
the basic concepts so you can decide for yourself. 

If you're connected to the Internet via a commercial Internet Service Pro­
vider, ask your provider about its own security precautions and the services 
it can extend to you. You can also hire a network consultant to help you with 
customized solutions. 

Minimal protection: "No default route" 
The most common way to tell your computer how to send a message to a 
network number different than its own - including the Internet - is to 
establish a default route value. If you don't designate the default route, your 
computer can't send packets to a different network. This inability to send 
outbound traffic also offers some protection from inbound traffic because 
almost all TCP /IP services need two-way communication. 

Here's an example: If Internet users try to obtain one of your files with FTP, 
they won't be able to - because their FTP requests need your computer to 
answer. But your computer can't send anything out, either. Of course, this 
also means you can't use FTP to get a file from another computer on the 
Internet because your computer can't send your request to the destination. 

So, with "no default route" you get protection from undesired access, but at 
the cost of services. Sure, boarding up the doors and windows in your house 
makes it more difficult for someone to break in, but you'll soon be dead 
because you can't go out for groceries. 

This basic approach, then, isn't really a true firewall, but it's cheap. 

Good protection: Packet filterin<J. bu routers 
You can establish a typical and more effective firewall using a router on your 
network. A router looks at the destination address in each packet to deter­
mine where the packet goes. You build your firewall by,establishing filters. A 
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filter is a rule that you establish on the router to train the router to drop 
certain packets on purpose. Nothing less intelligent than a router can do 
this be-cause of the software required. 

The three fields that can trigger the filters are the source address, the 
destination address, and the port number: 

,,,.,, The source address answers the question, "Where did this packet come 
from?" Remember that Medusa Evildoer can set her computer's IP 
address to anything she wants. Depending on how her computer is 
attached to the network and how its packets reach your computer, you 
can't necessarily trust the validity of that source address. The DNS helps 
her by telling her what IP address to use for spoofing attacks. But your 
filter can say, "I don't trust this computer at all and will not talk to it." 

,,,.,, The destination address answers the question, "Where is this packet 
going?" When the destination is one of your computers, you can decide 
whether any packet is allowed to go there at all. Your filter can say, 
"Look, this computer doesn't receive packets directly from outside. 
Forget it. No way." Sometimes you may choose to redirect the packet to 
a special server. In this case your filter can say, "The packet is okay, but 
send it over there instead." E-mail is a good example of a service that 
you may want to redirect. You can disallow receipt of e,.mail directly 
from outside, arranging for all e-mail to be routed instead through a 
single point of contact. The DNS mail exchange records, known as MX 
records, are designed specifically for this. 

,,,.,, The port number answers the question, "What service is this packet 
destined for?" If you're not running a particular server, why should you 
accept any packets of that protocol? For example, if you're not running 
a World Wide Web server, you can freely and safely ignore any HTTP 
packets. Your filter can say, "I refuse to talk about that subject." 

Better protection: A 9ateUla1J. 
Like a router, a gateway is a combination of hardware and software, but a 
gateway is even smarter than a router because it has a whole computer for a 
brain. Anything that a router can do, a gateway can do better. The problem 
is, someone has to build the gateway software, and each one is a custom 
solution. 

Network mana9ement considerations 
when settin9 up a firewall 
A simplistic firewall is a single router that links the internal and external 
networks, examines every packet, and decides whether or not to let each 
one pass. A single router offers some protection, but is it enough? In this 
most basic approach, there may also be a question of ownership and 
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control: Who owns the router, you or your Internet Service Provider? Where 
is the router installed, on your premises or the service provider's? 

Some organizations choose to add another router and another network 
segment. The Internet Service Provider owns one router and you own the 
other. Fortunately, routers are invisible to the network users. In this 
arrangement, you must decide carefully how the network's computers are 
arranged - the computers need to be placed on the correct network 
segment, based on their function within the network. 

This intermediate approach has one major advantage: If you decide to 
disconnect from the Internet by turning off your own router, your organiza­
tion still appears to be on the network, because some of your computers are 
still active, even though no traffic is coming in. E-mail can be queued for 
later delivery inside; external users can still get to the Anonymous FTP 
server; and the World Wide Web server can still be browsed. On the other 
hand, if the service provider must turn off its router, your organization is off 
the network! 

Some computers, such as your Anonymous FTP server and your World Wide 
Web server, need to be accessible from outside your organization (that is, 
from the Internet side of the firewall). But do they have to be directly 
accessible from inside your organization (that is, from your side of the 
firewall) as well? You can always move files onto the servers by floppy or 
other external media, but how inconvenient would that be? Is the trouble 
worth the benefit of the extra level of security? 

Some computers and services must be accessible from both inside and 
outside your organization in order to be useful. E-mail and telnet are prime 
examples. 

Sometimes the firewall's protection interferes with services your own 
users need, such as Anonymous FTP and the World Wide Web. One easy 
solution is to add a compute server on the network segment with your 
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Figure 19-2: 
A proxy 

server 
helps with 

Anonymous 
FTP. 

externally accessible servers. To surf the Net, your users must connect to 
this system first. This arrangement is somewhat annoying, however, both for 
the users and for the system manager, who has to create user accounts on 
this doorway computer. Another solution is to establish a proxy server, 
which redirects packets toward their real destination. Figure 19-2 demon­
strates using Anonymous FTP with a nearby proxy server. 

% ftp door Connect to the proxy server 
Connected to Door .1 otus .com. 

22D-Welcome to the Lotus FTP Proxy Server. 

22D-This FTP Service will allow you to access external Internet 

22D-Host. without the need of a direct login to host Door. 

220-********************************************************* 

220-At the prompt following the last 1 ine of this message ~***************~, 
Enter your userid and complete hostname you wish to make a FTP connection. 

220-

220-Exampl e: To FTP into Internet Host ftp.uu.net via a anonymous login 

220-

220-Enter: anonymous@ftp. uu. net 

220-Then press Enter. this wi 11 connect you vi a FTP to your requested Host. 

220-

220-( Notice: The login prompt you may receive at the end of this message 

Welcome 
message 
and 
instruc-

220-depends on the FTP software you are running on your desktop. 
tions 

220-Some users will see if using a UNIX system 'Name(Door.lotus.com:yourloginname): 

' or if using a DOS/Windows system with FTP's PCTCP, you will from th e 
220-see · Useri d for 1 ogi ng in on Door ( YourName): ·) proxy server. 
220-

220-After either of these two prompts. is were you enter your ftp host 

220-useri d and hostname. 

220-

220- If you have problems, please report them to the IS 

22D-Hel p Desk at Ext. 31767. 

220-

220-THIS SERVICE IS FOR LOTUS BUSINESS USE ONLY 

220 *************************************_**_*_*_*_**_*_*_**_*_*_*_**_*_*_*_* ________ _, 
Name ( door :wi 1 en sky): anonymous@gatekeeper. dee. com 

331-(-GATEWAY CONNECTED TO gatekeeper. dee. com-) 

331- ( 220- *** / etc/motd. ftp ***) 

--- Proxy server prompts you. You respond 
with the FTP archive to access. 

331-( Original by: Paul Vixie, 1992) 

331-( Last Revised: Richard Schedler, April 1994) 

331-( 

331-( 

Research.) 

331-( 

331-( 

331-( 

Gatekeeper.DEC.COM is an unsupported service of Digital Corporate 

Use entirely at your own risk - no warranty is expressed or implied.) 

Comp 1 a i nts and que$t ions should be sent to <gw-a rchi ves@pa. dee. com>. ) 

Welcome 
message 

...__ from the 
Anonymous 
FTP server. 

(continued) 
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(continued) 

331-( EXPORT CONTROL NOTE: Non-U.S. ftp users are required by law to follow U.S.) 

331-( export control restrictions, which means that if you see some DES or) 

331-( otherwise controlled software here, you should not grab it. Look at the) 

331-( file OOREADME-Legal-Rules-Regs (in every directory, more or less) to learn 

331-( more. (If the treaty between your country and the United States did not ) 

331-( require you to respect U.S. export control restrictions, then you would) 

331-( not have Internet connectivity to this host. Check with your U.S. embassy) 

331-( if you want to verify this.)) 

33H 

331-( This FTP server is based on the 4.3BSD-Reno version. Our modified sources) 

331-( are in /pub/DEC/gwtools.) 

331-( ) 

331-(220 gatekeeper.dee.com FTP server (Version 5.97 Fri May 6 14:44:16 PDT 1994) ready.) 

331 Guest login ok, send ident as password. 

Password:------------- You enter your e-mail address, but it doesn't display. 
230 Guest login ok, access restrictions apply. 

ftp> di r------------------- Your normal FTP session starts here. 
200 PORT command successful. 

150 Opening ASCII mode data connection for /bin/ls. 

total 27639 

-r-r-r- 1 root system 858 Dec 11 1992 OOREADME -Legal-Rules-Regs 

-r-r-r- 1 root system 33298 Apr 28 1994 GATEWAY .DOC 

-r-r-r- root system 211 Sep 6 1989 GATEWAY. DOC; 1 

-r-r-r- root system 51925 Apr 28 1994 GATEWAY.PS 

-r-r-r- root system 10B94531 Jan 20 05:04 Index-byname 

-r-r-r- root system 1974469 Jan 20 05:03 Index-byname.Z 

-r-r-r- root system 10894531 Jan 20 05:15 Index-bytime Files in 
-r-r-r- root system 2207675 Jan 20 05:21 Index-bytime.Z the top-
-r-r-r- root system 4037 Jan 20 1994 README. ftp level 
-r-r-r- root system 4156 Nov 12 15: 35 README. nfs directory. 
-r-r-r- root system 4152 Apr 13 1994 README. nfs~ 

-r-r-r- root system 6002 Jan 20 1994 README.www 

-r-r-r- root system 647 Aug 5 1993 US-Legal-Regs !TAR-NOTICE 

l rwxr-xr-x 1 root system 30 Jan 16 01:18 gatekeeper.home.html 

-> hypertext/gatekeeper.home.html 

system 512 Jan 16 01 :41 hypertext dr-xrwxr-x 8 root 

dr-xr-xr-x 2 root system 1024 Dec 28 12:58 ,_p_ub __________ __, 

226 Transfer complete. 

3483 bytes received in 18 seconds (0.19 Kbytes/s) 

ftp> cd pub Move down the directory tree. 
250 CWD command successful. 

ftp> di r 

200 PORT command successful. 

150 Opening ASCII mode data connection 

total 38 

l rwxr-xr-x root system 

l rwxr-xr-x root system 

l rwxr-xr-x root system 

Look at files in the pub directory. 

for /bi n/1 s. Berkeley 
UNIX 

11 Dec 28 12: 58 Alpha -> .. /.b/Alpha informa-
9 Dec 28 12: 58 8SD -> . . / .0/8SD tion here . 
9 Dec 28 12:58 DEC -> .. / .2/DEC 
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l rwxr-xr-x root system 3 Dec 28 12:58 Digital -> DEC 

l rwxr-xr-x root system 9 Dec 28 12:58 GNU -> .. /.8/GNU 

l rwxr-xr-x root system 10 Dec 28 12:58 Mach-> .. I. b/Mach 
1 rwxr-xr-x root system 10 Dec 28 12: 58 NI ST -> .. /.b/NIST 
l rwxr-xr-x root system 12 Dec 28 12:58 athena -> .. /.b/athena 
l rwxr-xr-x root system 10 Dec 28 12:58 case -> .. /.b/case 
l rwxr-xr-x root system 10 Dec 28 12: 58 comm - > . . I .bl comm 
l rwxr-xr-x root system 17 Dec 28 12: 58 conferences -> .. I. 81 conferences 
l rwxr-xr-x root system 10 Dec 28 12:58 data -> .. I. b/data 
l rwxr-xr-x root system 14 Dec 28 12:58 database -> .. / .8/database 
l rwxr-xr-x root system 9 Dec 28 12:58 doc -> .. l.bldoc 

l rwxr-xr-x root system 13 Dec 28 12:58 editors -> .. I. b/edi tors 

1 rwxr-xr-x root system 12 Dec 28 12:58 forums -> .. I. b/forums 

l rwxr-xr-x root system 11 Dec 28 12:58 games -> .. / .b/games 

l rwxr-xr-x root system 13 Dec 28 12:58 recipes -> .. I. 2/reci pes 

226 Transfer complete. 

2916 bytes received in 2 seconds O.4 Kbytes/s) Move down to the NIS (National Institute 
ftp> cd NIST ---------------of Standards and Technology) directory. 
250 CWD command successful. 

ftp> di r ------------------------List the files 
200 PORT command successful. 

150 Opening ASCII mode data connection for /bin/ls. 

total 21 

l rwxr-xr-x 1 root system 31 Jan 19 06:37 00README - Leg a 1-Rul es-Regs 

-> .. I . . /00README - Leg a 1-Rul es-Regs 

-r-r-r- 1 root system 14352 Sep 26 1991 G0SIP .README 

dr-xr-xr-x 2 root system 512 Jan 19 06:37 eval_guide 

dr-xr-xr-x 2 root system 512 Ja.n 19 06: 37 gnmp 

dr-xr-xr-x 2 root system 512 Jan 19 06:37 gosip 

dr-xr-xr-x 2 root system 512 Jan 19 06:37 gug 

dr-xr-xr-x 5 root system 512 Jan 19 06:37 oiw 

226 Transfer complete. 

499 bytes received in 0. 34 seconds O. 4 Kbytes/ s) 

that relate to 
standards. 

ftp> get GOS IP. README gosip. txt ------------ Copy information about OSI. 
200 PORT command successful. 

150 Opening ASCII mode data connection for GOS IP. README (14352 bytes). 

226 Transfer complete. 

local: gosip.txt remote: GOSIP.README 

14996 bytes received in 0. 97 seconds 05 Kbytes/s) 

ftp> cd gos i p ---------------- Go down to the GOSIP directory. 
250 CWD command successful. 

ftp> di r ------------------ List the files. 
200 PORT command successful. 

150 Opening ASCII mode data connection for /bin/ls. 

total 2072 

lrwxr-xr-x 1 root system 34 Jan 19 06:37 00README-Legal-Rules-Regs 

-> .. / .. / .. /00README-Legal-Rules-Regs 

-r-r-r- 1 root system 47067 Sep 26 1991 gosip_cover.ps 

(continued) 
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(continued) 

-r-r-r- 1 root system 20852 Sep 26 1991 gosi p_cover. ps. Z. 

- r-r-r- 1 root system 2649 Sep 26 1991 gosi p_cover. txt 

-r-r-r- 1 root system 1613 Sep 26 1991 gosip_cover.txt.Z 

-r-r-r- 1 root system 958466 Sep 26 1991 gosip_v2.ps Lots of OSI 
-r-r-r- 1 root system 215753 Sep 26 1991 gosip_v2.ps.Z information 
-r-r-r- root system 255271 Sep 26 1991 gosip_v2. txt here. 
-r-r-r- 1 root system 80603 Sep 26 1991 gosip_v2.txt.Z 

-r-r-r- 1 root system 2327 48 Sep 26 1991 gosip_v2.w50 

- r-r-r- 1 root system 2327 44 Sep 26 1991 gosip_v2.wp5 

226 Transfer complete. 

827 bytes received in O. 46 seconds ( 1. 8 Kbytes/ s) 

ftp> cd /pub/doc ---------------- Change to another directory. 
250 CWD command successful. 

ftp> di r 

200 PORT command successful. 

150 Opening ASCII mode data connection for /bin/ls. 

total 643 

l rwxr-xr-x 1 root system 31 Jan 19 06:39 OOREADME-Legal-Rules-Regs -> 

.. I . . /OOREADME -Legal-Rules-Regs 

drwxr-xr-x 3 root system 512 Jan 19 06:39 DECUS 

-r-r-r- 1 root system 75 Jun 24 1990 README 

dr-xr-xr-x 3 root system 512 Jan 19 06:39 security 

-r-'r-r- 1 root system 67113 Nov 26 1989 telecom.glossary.txt 

226 Transfer complete. 

1221 bytes received in O. 58 seconds ( 2 Kbytes/ s) 

ftp> get telecom.glossary.txt telecom.txt ------Getanotherfile. 
200 PORT command successful. 

150 Opening ASCII mode data connection for telecom.glossary,txt (67113 bytes). 

226 Transfer complete. 

local: telecom.txt remote: telecom.glossary.txt 

68700 bytes received in 2. 6 seconds ( 26 Kbytes/ s) 

ftp> quit ---------- Done at last! 

When you 
leave the 
Anonymous 
FTP server, 
you are 
automatically 
disconnected 
from the 

221 Goodbye. ------------------------proxy server. 

Firewall protection any more sophisticated than what we cover in this 
section is beyond the scope of this book. For additional solutions, consult 
your Internet Service Provider or a network security consultant. For more 
information, look at these resources: 

1

1"'6 The document titled "Thinking About Firewalls" on the Web at 
www.tis.com/docs/products/gauntlet/ThinkingFirewalls.html. 

Y6 The "Internet Firewalls Frequently Asked Questions" list at 
www.clark.net/pub/mjr/pubs/fwfaq/index.htm. 

I Y6 The Internet firewalls mailing list. To subscribe, send an e-mail message 
I to maj ordomo@greatci rel e. com. The subject doesn't matter, but the 
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I 
body must contain subscribe firewalls. You can get the back issues 
by Anonymous FTP from ftp. greatci rel e. com. 

~ The newsgroup comp. security. firewalls. 

Approachin9 Secure Enflironments 
Vendors and researchers in network technology are aware of today's secu­
rity issues and are trying to find ways to address them. There are two 
dominant approaches to secure communications between separate systems. 

~ Allow only specific activities between cooperating computers and 
ensure that they've agreed on all the details. Add security (such as 
encrypted data traffic), to which both sides must agree. For example, a 
Lotus Notes client communicates with a Lotus Domino server. Both 
ends have agreed on exactly how to communicate in a secure manner. 
For another example, think of a primitive network consisting of two 
cans connected by a string. For security purposes, the kids on that 
network decide to speakonly in Pig Latin so that their parents can't 
understand the conversation. 

~ Allow two computers to do whatever the heck they want, "safe" in the 
knowledge that they're who they say they are. This approach is in 
conflict with publicly accessible computers. If you allow open access 
by any random computer to a publicly accessible service (such as 
Anonymous FTP), how can you be sure you can trust the random 
computer to be who it says it is? 
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Kerberos - Guardian or Fiend? 
Project Athena at the Massachusetts Institute of Technology was dedicated 
to research into very large computing environments - "very large" meant 
thousands of computers. Kerberos was the security part of that research. 
Kerberos is also a protocol used by the component parts of a secured 
computing environment. It's a client/server environment (but isn't every­
thing these days)? See Chapter 4 for more on client/server. 

The Kerberos master server - there's only one in your secure network -
provides an authentication service used for security in an internet environ­
ment. Encrypted user-account information is stored in a database on the 
Kerberos master server rather than in a local password file or an NIS map. 

The secured computing environment needs coordinated time services so 
that all computers synchronize their ticket expirations properly. (Aha, that's 
a new piece of the pie: tickets. More about tickets shortly.) 

RFC 1510 describes the Kerberos Network Authentication Service. 

Pla1J,in9 at Casino Kerberos 
Suppose we walk through what happens when you're running under 
Kerberos. Meet Barry, who likes to play roulette. One fine day, Barry knocks 
on the special door at the back of Casino Kerberos. (Barry types his user­
name at a Kerberos-enabled computer.) 

Barry asks the bouncer for permission to enter the secret inner casino. 
(Barry's computer asks the Kerberos master server for a ticket-granting 
ticket, which is permission to talk to the ticket-granting server.) The 
bouncer then asks Barry for the casino password. Barry gives the right 
response and is allowed in. (Barry's computer asks him for his password 
and uses it to verify the response from the Kerberos master server.) 

Barry is happy. He goes to the cashier window and buys some gaming chips. 
He has a choice; the casino games all require different chips. The chips are 
only valid for a short time. When that time is up, his chips are worthless. 
(Barry's computer sends a request to the ticket-granting server requesting 
an application service ticket. These tickets have a limited lifetime.) 

Barry is ready to play. He can now lose money at the casino game of his 
choice, as long as he uses the correct chips at the gaming table he chooses. 
If he wants to move to a different gaming table, he must have the correct 
chips or he must return to the cashier window to get them. (Barry's com­
puter can now present the application service ticket to an application 
server, as permission to use the service.) 
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By the way, everyone in the casino speaks Pig Latin. (All communications -
between Barry's computer and the Kerberos master server, between Barry's 
computer and the ticket-granting server, and between Barry's computer and 
the desired application - are encrypted.) 

When all of this is in place and operating properly, Barry can be sure he's at 
the right table and that everyone else standing around the table is playing 
by the rules. (Barry knows he's talking to the computers and services that 
he wants to talk to, and the computers and services can be sure that Barry 
is who he says he is.) Everybody's happy, right? 

Catch-22 at Casino Kerberos 
Here's the bad news. There aren't very many wheelers and dealers (applica­
tions) that work in Casino Kerberos. If you want or need this level of secu­
rity, you need Kerberos-ed applications. But these days you won't find any 
in the local software store. 

Kerberos is all about a secure environment in which you can trust the 
computers and the users on them. The reason it hasn't taken off is because 
most environments aren't closed that way. Most are linked to other environ­
ments. Kerberos is complicated and saddled with the catch-22 typical of 
computer science: Kerberos isn't widely deployed because there aren't 
many Kerberos-ed applications, and there aren't many applications because 
Kerberos isn't widely deployed. 

In Greek mythology, Kerberos was a three-headed dog with the tail of a 
snake and snakes wrapped around his neck; he guarded the entrance to 
Hades. If you got past/t<erberos, you were in hell. For the time being, we 
have to wonder if this is what MIT intended. 

Microsoft is using Kerberos in its security model for Windows NT v5.0. 

Trainin9 the do9 - one step per head 
A system or network administrator has a lot of work to do before Kerberos 
is ready to protect a network. Here are the basic steps to configure 
(Kerberize) the computers and applications on your network: 

I. Start the Kerberos server. 

Attention network administrators! Forget about sleep and regular meals 
until you finish this step. You have to install software, edit files, create a 
database, and insert records for people and computers. 

2. Register principals . 

. A Kerberos principal works like a regular computer account. The name 
of the principal looks like this: 
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If you love chocolate, you probably love chocolate brownies frosted 
with more dark chocolate. If you love security, you will love the idea of 
a Kerberos principal. The encrypted principal is the frosting on the 
Kerberos security brownie. (Gotcha - we bet you thought there would 
be no food in this chapter!) A principal looks something like an e-mail 
address, but the resemblance ends there. Kerberos knows just how to 
use it in a secure environment. You get to choose the part before the 
"@". A typical choice is your regular account name. The part after the 
@ sign is the name of the realm. It may look like your computer name for 
convenience. Each principal is encrypted with a Kerberos master key so 
that not just anyone can examine it and is stored in the Kerberos data­
base. The principal includes the name, password, and some techie stuff. 

3. Get programmers to Kerberize applications. 

Kerberizing involves checking to see who is using the application, 
validating that user's identity, checking to make sure that the user has 
the right ticket, and getting the user the appropriate ticket. 

We're CERTainllJ, Interested in SecuritlJ, 
CERT, the Computer Emergency Response Team, is an independent agency 
that helps organizations defend themselves from attacks. CERT's mission 
includes helping members of the Internet community deal with computer 
security incidents and researching ways to improve computer systems 
security. The people at CERT also maintain information on the security 
weaknesses of operating systems and applications and how to repair them. 
CERT doesn't publicize security vulnerabilities without telling you how to 
work around the problem or how to get a patch to fix it. 

You have your choice of ways to sample CERT security advisories: 

,_,,, Browse the CERT Web site, www. cert. org. 

,,-, Look through their Anonymous FTP archive at ftp. cert. org. 

,_,,, Subscribe to CERT's mailing list by sending e-mail to cert-advisory­
request@ce rt. org with the word SUBSCRIBE in the subject line. 

,_,,, Read their Usenet news group, comp.security. announce, for security 
alerts. 

,_,,, Telephone 412-268-7090, CERT's 24-hour emergency hotline in the U.S. 

Are you a security glutton? If you need more security tidbits, flip to Chapter 
23 for ten juicy security tips. 
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Chapter 20 

Ten Reasons to Use TCP/IP 
In This Chapter 
► Making money on the Web 

►' Preventing e-mail withdrawal 

► Finding gaming buddies 

► Traveling the world without leaving your house 

Tcp /IP provides the broadest level of network connectivity you can get. f ~his is reason enough for many organizations to use TCP/IP. If you're 
looking for a concise list of convincing arguments, though, for deploying 
TCP /IP throughout your organization and connecting to the Internet, start 
with the list in this chapter. 

You Want to Sell Your Wares on the Web 
Are you a photographer? Do you provide consulting services? Do you have a 
part-time home business making soap? We know people who do. All of these 
people advertise and sell their products on the Web. They like the exposure 
they get on the Web and the low overhead of doing business. If you have a 
product or service, or a hobby that you would like to turn into a product, look 
into getting started on the Web. It reaches millions of potential customers. 

You Need E-Mail 
For many of us, a day without electronic mail is a day without sunshine. For 
others, a day without e-mail nowadays is a miracle, or a clue that some­
thing's wrong with the network. Of course, some people still believe that "no 
news is good news." 

Why do you need e-mail? Professor Irwin Corey (a famous humorist) always 
said that these complex questions require multipart answers. Why? Because! 
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Do you need e-mail? Sure you do - so that you can do the following: 

1' Keep in touch with your friends who Jive far away- but for much less 
than the price of a telephone call. 

1' Tell your boss that you're taking vacation in the middle of a big project 
because you don't have the nerve to tell her face-to-face. 

1' Correspond with an electronic pen pal. Some e-mail acquaintances fall 
in love before they ever meet in person. 

1' Order a deli platter when you don't have time to go out for lunch. 

1' Contact the President of the United States. 

i, Send your Christmas wish list to Santa Claus. 

All sorts of interesting people have e-mail addresses. Try fingering the stars 
to see whose e-mail addresses you can find. (See Chapter 16.) 

You Litle to Shop 
The Internet mall. It's really here - 24 hours a day, 7 days a week, and 
worldwide. We'd tell you more, but we'd be tempted to pick up a few things 
after we log on. 

You Want to Run Pro9rams on Other 
People's Computers 

Here's a significant TCP/IP bonus! If you have a pathetically powered com­
puter without enough disk space to hold all the programs, games, and tools 
that you want, rlogin and telnet are an answer to your prayers. They let you 
steal computer power from all over the world (see Chapter 8). 

You Want Someone to PlalJ. With 
Life shouldn't be all work and no play. Although the Internet offers innumer­
able ways for people to work together, it also gives you lots of opportunities 
to play - by yourself and with others. For example, network-enabled 
versions of the latest computer games let you compete against other players 
rather than just against your computer. Multiplayer gaming services on the 
Internet such as www. mp 1 ayer. com help you locate worthy and not-so­
worthy adversaries. Because the players can interact aggressively as well as 
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cooperatively, the dynamics of the game change constantly as players arrive 
and depart. 

Sneakernet Is Wearin9 You Out 
Have you ever used Sneakernet? That's when you copy files from a com­
puter onto a floppy disk or tape and run down the hall to another computer 
and load them up. Then you realize you brought the wrong floppy disk or 
copied the wrong file, so you run back to the other office, where you realize 
you left the . . . well . . . you get the picture. 

If you don't have all the computers in your workplace or other environment 
linked together by TCP/IP, this runaround may be the aerobic portion of 
your day. Who needs Jazzercise? But after you have TCP/IP on all the 
computers, you can relax, get comfortable in your chair, and transfer files to 
your heart's content - and only get up to go to the junk food machine or to 
the Jazzercise class that you now need! 

But you can also find soda and candy machines on the Internet. (See Chap­
ter 22.) If you network your vending machines with TCP/IP, you can check 
whether they're loaded up with your favorite brand before you lift yourself 
out of the chair. 

You Halle Files to Procure 
While you were in the bookstore to purchase TCP/IP For Dummies, 3rd 
Edition, you may have accidentally looked at some other computer books. 
(We forgive you.) Did you notice that some books come with diskettes or 
CD-ROMs? Much of that software is available for free on the Internet. You get 
it via Anonymous FTP (flip to Chapter 9). 

You Dream of Untan9lin9 the Web 
Face it - the World Wide Web is the place to be. The price of admission is 

/,' A good connection to the Internet - a dialup network connection, at 
least. 

/,' A Web browser. Netscape Communicator and Microsoft Internet Explorer 
are the front-runners, but you can find many more to choose from. 

/,' Lots of spare time. 
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Your browser has some built-in starting points for getting caught up in the 
Web, and we suggest others in Chapter 12. Web pages come and go, so don't 
get angry when you find some changed or gone. That's part of the fun. 

After you get started, you may have trouble stopping. But please don't 
forget to bathe and eat periodically. 

You 1'1e Alu!alJ.S Wanted to 
Hear a Free Concert 

Figure 20-1: 
TCP/IP 

helps you 
tune in 

to hip 
concerts. 

On November 18, 1994, the Rolling Stones became the first major rock band 
to broadcast part of a concert on the Internet. Both audio and video signals 
were transmitted to over 60,000 sites. These days, you can see and hear 
much more than concerts. We like to go to www. broadcast. com to see the 
schedule of live events, such as concerts, sports, horse racing, and radio 
and television broadcasts from the BBC and Voice of America. Figure 20-1 
shows the announcement for a Tony Bennett concert broadcast on Decem­
ber 7, 1998. Who knows, maybe you'll find the date for the next Stones 
concert! 

• • , • 1 ; : • I: 

8:00 PM CT 

Tony Bern1ett Web Site 

Live By Request is a Registered Trademark and is used by permission. Tony Bennett's image is used by permission. 
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Chapter 21 

Ten Frequently Asked Questions 
about TCP/IP and the Internet 

In This Chapter 
► Finding the right TCP /IP software 

► Looking for the best Web browsers for every operating system 

► Worrying about security on the Web 

► Devouring cookies and HotJava - yummy! 

► Flipping through the Web's card catalog 

► Obtaining a Usenet news feed 

~is chapter contains straightforward answers to some common ques­f ~~ons. In some cases, the discussion is a summary of chapters you may 
have already read - unless you're still standing in the bookstore and 
haven't bought this book yet! (If that's you and you like what you see here, 
just wait until you spend some time in the other chapters!) 

What So~uJare Do I Need 
to Get on the Internet? 

TCP/IP - that's all you need to navigate and work on the Net. The TCP/IP 
protocol suite always includes FTP and telnet client applications. If you want 
some of the fancier tools, such as Archie or Gopher and a Web browser, 
check with your operating system and TCP /IP vendors - most operating 
systems with TCP /IP include browsers, but you may need to download free 
copies of Lynx, Archie, and Gopher to do text-based searching. 

If you plan to use Archie and Gopher only occasionally (see Chapter 12), you 
can also telnet to a public site that provides Archie and Gopher services. 
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A protocol suite is a set of protocols, services, and applications that work 
together. 

If you don't get the tools that you want from your vendor, Chapters 9 
and 12 show you how to find them and use Anonymous FTP to transfer 
them from other Internet sites. Most of the newer computer systems come 
with an Internet browser, but if yours didn't, skip ahead to "How Can I 
Get a Browser?" or use Anonymous FTP to get one from Netscape 
(ftp. nets cape. com) or Microsoft (ftp. mi c rosoft. com). 

Do I Need UNIX to Run TCPIJPJ 
Absolutely not. The reason TCP /IP supports the Internet is that TCP /IP runs 
on practically any operating system. Yes, it started out on UNIX back in the 
early days, but it has migrated everywhere. You can count on UNIX to 
include TCP /IP, and many other operating systems are starting to include it 
as well. Flip through the examples throughout this book - there are more 
examples from Windows operating systems than from UNIX. 

Can I Hafle a Web Serf/er 
and Still Hafle SecuritlJJ I 

Yes, but be cautious. When you install a Web server that connects to the 
outside world, you turn your own intranet into a free buffet for Internet 
grazers. Most visitors just taste what you display, but some may try to 
consume things that aren't meant for the public. Others may attempt to 
force their way into the kitchen (your organization's information system 
structure). Be sure that all CGI scripts installed at your site are written by 
careful programmers and are bug free. Bugs in your Web programs and CGI 
scripts are potential security holes. See Chapter 19 for tips on protecting 
your Web site. 

How Can I Get a Browser J 
Here's a Catch-22. Use a brows.er to get a browser: Read the document at 
www. boute l l . com/ f aq Ii ndex. htm. It tells you how to obtain and use a 
browser for almost every operating system - even strange or old ones such 
as Amiga, Acorn RISCOS, and NeXt. The document also tells you how to get 
batch-mode browsers and where to find browsers accessible by telnet. Don't 
forget that you can use Anonymous FTP or Gopher to get a browser. 
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Does the Web hatle a Card Catalo9l 
You can find plenty of catalogs or indexes of information on the Web. Were 
you hoping to hear a definitive answer here? Sorry, there is none. The Web 
has no built-in mechanism to create a single Web-wide catalog of subjects. 
Yahoo (www. yahoo. com) is a complete index of Web sites, listed by subject. 
It also has a search facility. The original catalog of the web is the WWW 
Virtual Library (www. w3. org / hype rt ext/ Oa ta Sources/ by Subject/ 
Overview. html), created at CERN in Switzerland and now maintained by 
the W3 Consortium - it's a good place to find resources on a particular 
subject. 

What's a Cookie! 
To us, it's got chocolate chips and nuts in it, but on the Internet's table, a 
cookie is information that a Web server sends to your browser when you 
connect to a site for the first time. Thereafter, the browser returns a copy of 
the cookie to the server each time it connects. Because cookies aren't part 
of the standard HTTP specification, only some browsers (such as recent ver­
sions of Microsoft Internet Explorer and Netscape Navigator) support them. 

Cookies can't invade your computer system. Cookie lovers claim that 
cookies allow Web servers to serve you better by knowing your preferences. 
For example, if you say that you like to travel in an airplane window seat, a 
server puts your preference into a cookie and sends it to your browser. The 
next time you contact the site, your browser returns the cookie, showing 
you the flights that have window seats available. 

Your browser may ask if you want to accept a cookie. Your authors usually 
say, "No thanks," because you leave behind some information about your­
self, such as the name and IP address of your computer, your brand of 
browser, your operating system, and the URL, each time you visit a Web 
page. It may be difficult for someone to follow your trail of bread crumbs, 
but dastardly spies may be able to find out way too much about you from 
cookies. 

If you want to know more about cookies, read the file cookies. txt, found 
in the following places: 

,,-, Netscape users on Windows can find this file in the 
C: \Programs \Netscape\ Navigator directory. 

,,-, Macintosh users should look in their System Folder under 
Preferences\Netscape. 

,,-, Microsoft Internet Explorer users can find the file in 
C:\Windows\Cookies. 
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What's a Robot? 
A robot is a program that automatically navigates the Web, looking for things 
you tell it to. Robots can be quite useful, but they can also make a mess of 
things and clog up Internet traffic. 

Read the document, "World Wide Web Robots, Wanlers, and Spiders" 
(web. nexor. co. u k/ma k/ doc/ robots/ robots. html) to read about 
robots and to keep up with emerging standards for keeping of robots out of 
areas where they're not wanted. 

What's CGIJ 
While browsing the Web, have you ever noticed a URL that had "CGI" in it? 
CGI stands for Common Gateway Interface. CGI programs (also called scripts) 
automate things a Web page needs to do, such as opening a connection to a 
database. If you've spent much time on the Web, you've probably run a CGI 
script, probably without even knowing it. 

Can I Catch a Virus blJ. 
Lookin9 at a Web Pa9eJ 

Probably not. The Web page itself doesn't pass on a virus. The executable 
programs that you download from an untrustworthy Web site are what can 
infect your computer. This is the same risk you run when downloading 
programs from bulletin board systems or Anonymous FTP. 

What's f/RMLJ 
VRML, the Virtual Reality Modeling Language, extends Web graphics into the 
world of 3-D. VRML "worlds" depict realistic or fantasy environments. For 
more information about VRML, including where to find VRML browsers, 
consult the VRML site (vrml. wired. com) for general information and the 
WebSpace site (www. sg i . com/ Products /WebFORC E/WebSpace) for the first 
VRML viewer to become available. 
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What's ]at/al 
Java is a language developed by Sun Microsystems that allows Web pages to 
contain code that runs on your browser. Java programs are portable and 
interoperable because they run on any system that has a version of Java. A 
steaming application is called HotJava - it's a Web browser written to 
showcase Java language. Check it out at the HotJava home page 
(java.sun.com/). 

Hou/ Do I Get a Usenet News Feed? 
Keep in mind that you may not need a Usenet feed if you read news from 
your Web browser. One of our favorite sites for doing this is 
www. deja news. com. This site not only lets you read news, it also includes a 
search tool to search all newsgroups or to search a single category for 
keywords. This is how we decided on a kitty litter pan and toys for Sybil, 
Hank, and Hannah, the cutest and the baddest kitties we know. We went to 
dejanews with our browser and searched for "litter pan." We were able to 
see the various kinds of doodads that cats in the real world use, before we 
spent tons of real money. You can use dejanews to search for "TCP/IP" to see 
what hints and tips other people have discovered. In fact, if you search 
enough, you can see this book and many others mentioned in informal 
reviews. 

If your system manager or network administrator has already set up a 
Usenet news feed, you just need a newsreader client, like the ones we 
mention in Chapter 7. 

If you don't have access to a Usenet news feed, you have a little more work 
to do. First, get Usenet server software, which is available for many operat­
ing systems via Anonymous FTP. You also need to find an existing Usenet 
site that's willing to support a connection to your computer. Often, this 
"connection" is nothing more than some extra traffic over existing Internet 
access channels. 

One well-known Anonymous FTP archive site that has the software you 
need, as well as more information about Usenet, is ftp.uu.net. Look for a 
news directory that contains subdirectories for the software. 

News.announce.newusers is a good newsgroup to start with because it helps 
new users get oriented to the Internet. 
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Chapter 24 

Ten Ways to Get RFCs 
In This Chapter 
► Finding RFCs through an index 

► Using the Web to find RFCs 

► Using Anonymous FTP to find RFCs 

Figure 24-1: 
ThelETF 

RFC Editor 
maintains 

all kinds of 
RFCs. 

~e most common and easiest way to get an RFC (Request For Com-f ~ents) is to find it online on the World Wide Web. If you need or want 
your own copy, you can get it with Anonymous FTP. RFCs are available from 
many sites around the world, but especially from the lETF's RFC Editor 
( www . r f c - e di tor . or g ) . Figure 24-1 shows the RFC Editor's home page. 

Request for Comments 

A td>ute to Jon Poste-J, THE RFC Editor. 

• Overview 

(bdbl'ltlatioJt ahoutllte RFC series ""'1 Ifs process). 

• Requests for Co1mnents 

(links to: lite RFCs, 18 searcltfhr RFCS ""'1 sites related 18 lite RFC serios). 

• Administration 

(..tndnlsirallve docwm,nts regardb,g Issues like: lite use ofPestScript !hr RFCs, ""'1 lite Full Copyright Stalement). 

• Other Documents 

(RAREle<luw:alreports). 

Go to JAU>t'.s Ju,m!l pagd 
Go badr:io JSJ's home pafffe 0$1!. 

All RFCs have titles, but their numbers are the key to finding the documents, 
especially if you use Anonymous FTP. After you find the number of the RFC 
you want, you can just go after it. (Skip ahead to either the "Using the Web to 
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Get an RFC" or the "Using Anonymous FTP to Get an RFC" section if you 
know the number of the RFC you want.) Unless you've memorized all the 
RFCs by number - there are over 2,400 as of this writing! - your first task 
is finding an RFC Index. 

Findin9 an RFC Index 
An RFC Index is a list of all the RFCs, usually with both their numbers and 
their names. Several RFC Indexes are available on the Web and as text files 
that you can copy with Anonymous FTP. 

See the section "Using Anonymous FTP to Get an RFC," later in this chapter 
to find out how to get your own copy of the RFC Index. 

Understandin9 entries in an RFC Index 
The contents of an entry in an RFC Index vary depending on who's maintain­
ing the index. The entries in the IETF's RFC Index contain the following · 
information: 

Y" RFC number 

Y" Author 

Y" Title 

Y" Date issued 

Y" Number of pages 

Y" Format - text (. t x t) or Postscript (. p s) 

Y" Type - whether the RFC is also an FYI or STD 

Y" Relationship of this RFC to any others - whether this RFC is an update 
of an existing RFC, has made a previous RFC obsolete, or has been 
rendered obsolete by another RFC 

For example, the entry for RFC 1129 contains the following information: 

This entry tells you RFC 1129 is authored by D. Mills and titled "Internet 
time synchronization: The Network Time Protocol." It was issued October 1, 
1989, and contains 29 PostScript pages. It hasn't been updated or replaced 
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by any other RFC. It isn't an FYI or a STD. (Remember, this is an example. 
Things may have changed by the time you're reading this.) 

RFC name format 
RFC filenames use these naming conventions, where the iffHI# represents the 
RFC number without leading zeros: 

The . txt extension indicates a text file; the . ps extension indicates a 
Postscript file. The Postscript version often contains figures and graphics 
that can't be represented in plain text, but you need a Postscript printer or 
Postscript previewer software to use the file. 

So a Postscript version of RFC 1291 is located in the file named rte 1291. ps. 

When you fetch a copy of an RFC with Anonymous FTP, make sure that you 
copy the file that's in the format you want. 

Usin9 the Web to Get an RFC 
When you read an RFC on the Web, you don't have to worry about the file 
format because HTML takes care of everything. Reading RFCs on the World 
Wide Web is easy- just surf to www. rfc-edi tor. org /categories. The 
RFC Editor groups the RFCs into categories to make them easier to find. 
Figure 24-2 shows the RFC Editor's categories page, showing seven Web sites 
that hold RFCs. 

RFCs are stored on many Web servers around the world. To find a server 
near you, use a Web search engine to find the sites that have the RFC Index 
or the specific RFC that you want. 

Other people and organizations have Web sites that hold RFCs. Figure 24-3 
show a favorite of ours, www. garlic. com/~ l ynn / rf c i etf. html. Besides 
the RFCs, Lynn Wheeler's site includes links to a useful set of references 
about TCP/IP and the Internet. Philippe Dax also has a Web site that in­
cludes RFCs and user guides (in French) for TCP/IP protocols, including 1Pv6 
(see www. i nfres. ens t. fr /~dax/ services/ rf c /). Figure 24-4 shows the 
RFC page from his Web site. When you're done reading RFCs, browse up a 
level to M. Dax's home page to see an abundance of information in French. 

LEO-Link Everything onLine is another well organized site to find RFCs 
Cwww.leo.org/pub/comp.doc/standards/rfc). 
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Figure 24-2: 
Pick a 

category. 
The RFCs 

are so close 
you can 

almost 
touch them. 

Figure 24-3: 
Lynn 

Wheeler's 
Web site is 

nifty for 
RFCs and 

more. 

Request for Comments 

•RFCSemhhgt, 

Oi"om, US). Sttnh byM:mbtt,t.itlt orktywwi. Hu:-t list with ill RFC',wilh liril<sbyRFCrrombu-. WillftWl.for lllt;)'Pts-of~ (ASCll,PI>F,PM.Sa;,t,tt<,) 

Seatd\byC''flttgW:y 

STAND.ARDS TRACKRFCS 

http://w,vw.rfc-editor.org/categories/rtc-standard.htmO 

• - - http://www.rtc-editor.ar9/cate9ories/rfc-draft.htmj 

• _.,., - ihttp://www.rfc-editor.org/categories/rfc-proposed.htmj 
0111ERRFCS 

• Bffl tumnt•'™"" http://www.rtc-editor.org/cateqories/rfc-besthtmj 

• For Ywr Inf"'"""" h,://venera.isi.edu/in-notes/fyi/i 

• """"""""'1 1http://www.rfc-editor.org/categories/rfc-experimental.htmj 

• IEl F HFC Indexes with frames - Lynn Wheeler 1!111[£1 l!:s 

St.nd 

STD 
BCP 
FYI 
RTR 

Author 
Date 
Protoco 
Tenn 
Keyw 

Intro 
-Misc 
-OverV 
-Obsol 
,QtlierR 
-Files 

2443E 

lntroduclioa 

This is"" HTML presentatiohofthe illfonoation in IETF STD-!, and RFC-INDEX m., (11119198). 

JonPost,lD~d, 10/16198 

Fw-.., wr,ion (CUCK HERE). By delault all infonoation (,.,.pt the RFC sununarie,) will ,how up in the upper frame. C~ on a RFC 
numborwilldisplayils suinnia,yentiyin the lower frame (saa misc. note,). It is also possible to clickon,omethinglib the "keywo!d" index 
filllt (lo put ii in another window) befure c~ "frames version". Comment, to lynn@garlic.com 

Section,: 

• Recent lETF Starulelds (since lelesl STD!) 
• IF.TF Sta1v:IJ!lds (from STD!) 

Sta.tv:latd- Network.Specific - Te:lnet • Diaft • Proposed- Experimental- Infonnational- HWtoric - Obsoleted 
• RFC. listed by 

Author • Date • Protocol - Term (te,m.>RFCI~ (300k) Keyworo (RFC/1->tem,) (300k) 
• RFCs that 61'$ also 

• Starulelds (STD) 
• Best Current P1actkes (BGP) 
• For Yourlnfonnation.(FYI) 
• RARE Technic<!Reports (RTR) 

• Reque:'>t For Conu.n.ents (RFC) summary 

Fonne.t of Request For Comment (RFC) SUll\J.\WY enhie.s: 

l1JT1MSTIO 

A Distd:mtedMARSSeivice UsmgSCSP, Gallo A., LucialliJ., 1998ill/16(18pp) (.1>1•41451) (was d1"fl,ietf-ion-scsp-1..,...02.txt) 

24411 
WorkingwithJon, Tribute delivmdat UCLA, Octobor30, 1998,CohehD., 1998/ll/10(6pp)(.lxt•1199:l) 
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Figure 24-4: 
After 

reading 
RFCs, try 
browsing 

around this 
site. 

RFC Index/ Index 1les RFC 

(updatede\'cryweek Inds 3.jourchaque u1mdnc) 
Philipp,nu 

• Wt known RFC / demier RFC comm : 2,160 
• RFCs il\dexed(~: -400Kb) 

• RF Cs not yet indexed or never issued 
• To improve your search and limil bandwidth select one item in the following menus: 

Valid (not obsolelod} i,• 

Shu1daid .~'-: undnods: .~::~~J 
2000-2099 

not 1900-1999 7 
P1..:lice ····11800-1899 ······ 

L.....:.c.;;,;.;,;,..,...,J: .. _ _,.,._ !IQQ-1799 

• RFCbynwnber/parnllllUlro:~ ~ tit lifyouk:nowilsnurnber 

• Olirnt>seHTTP Sce.rch-

• RFC index reference 

Pags maintained bJ Philipps Dax• 111111 visitors - La.sf updated: Wtild Aug 28 1996 

f_ □ X 
Ii' 

Usin9 Anonvmous FTP to Get an RFC 

@) 

If you want your own copy of an RFC Index, or if you have the number of the 
RFC you want to copy, you're ready to fire up your Anonymous FTP client. If 
necessary, read Chapter 9 to brush up on your knowledge of Anonymous FTP. 

1. Connect to an Anonymous Ff P site that maintains a list of RFCs. 

Figure 24-5 shows a useful Web site, www. ti 1 e . net/ ftp/ rf cs. html, 
that lists Anonymous FTP sites that store RFCs. It sounds a little 
strange - going to the Web to find FTP archives, but believe us, it's 
worth it to get such a comprehensive list. 

2. Move into the directory where the RFCs are stored by using the ftp 
command cd / rfc. 

3. Use the ftp get command to transfer the files you want to your 
computer. 

For example, you should use get rf c - index. txt. 

In Figure 24-6, we retrieve RFC 1077 in plain text format. 

RFCs are stored on many Anonymous FTP sites around the world. Here's a 
list of some of them: 

I Y6n i s.garr.it 

I Y6 src.doc.ic.ac .uk 
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Figure 24-5: 
Go to 

the Web 
before you 

Anonymous 
FTP. 

-----------------------------------

vftp. isi . ed u 

v wu arc hiv e .wu st l .e du 

v ni sc . j vn c .n et 

vs un site .u nc . edu (inthe /p ub / docs/rfc directory) 

v f tp.ta . jc u. cz 

v ftp . s unet . se (in the / pu b/ i nte rn et_doc um e nts / rf c directory) 

S.areh 
D iscu.\'sionl.islsl:" 

New.1-i1vupsr 
1/en<lorsr 
l11tem'ltr 

FIJ>' 
111r 

TILE.NE[ Wormation:U 
A.lmotlntemenu CJsts 

TKHNOLOOV . 
f' c.oq,,.,«N 
r ,fl<.,.uM-v,.,,,u 
r lc'"'4' 14, T«~•.:loi, 
r\VcbA<l>"t1U•· 
r:wcl'oll!U:ff'J 

r:w,.~,,rn~-

1u-s1tn :i.1 
,- ... 1"<<'11••· 
, - l\114f:ll 

r fllaua a • -.u.-J 
r:~a,fu 
f't~O)'UA......-0 
r·. , ,u,m1 
,::,,.,..,cct..r,•·u114 
1: MUlt• l C•'IIM'1hoo4(/J l /l.t) 
' •:111ixt-off<n,v 

RFCs 

•t11fb1ill>"J~r..pt 
• MCJ,l'.M;.s.:.litu(mil 

• &.1izomedu 
• asyluni. sf.ca.u::; 
♦ b1olza l't;.1.J.q.02 au 
• b1'Clnd:ur.l .nw1msh t<lu ..1u 

•bu.ed\l 

• bushwi.re.e..p"-fia.org.au 
• chhlnu>rs .se 
• Cl:" c,hio-Shltl'J .t.dll 

• co1al.;;;:1 jciadu.au 

• cso1st.ed11 
• c:; rnl~'n:...edu 
• fs.11dJr..uk 

• cs,::./. ,urn vdu.uu 
• d()wd.rop.Wdh:r.ca.gov 
• <lflnk .gGfo.l\-1.Sii.g_,:r,1 

• d.1,,:l'.0ry.s&.:u.edu 
• din◊ C<"t1ir:1! .ve 
• eMS.n,;;h ~u 
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Figure 24-6: 
It's easy to get 

a copy of an 
RFC. 

C:\WINDOWS>ftp cs.ucl.ac.uk 
Connected to cs.ucl.ac.uk. 
220 cs.ucl.ac.uk FTP server (SunOS 4.0) ready. 
User (cs.ucl.ac.uk:(none)): anonymous 
331 Guest login ok, send ident as password. 
Password: 
230 Guest login ok, access restrictions apply. 
ftp> dir 
dr-xr-xr-x 2 0 0 512 Mar 1 1996 mmanela 
dr-xr-xr-x 4 0 0 512 Apr 19 1996 osisec 
dr-xr-xr-x 9 0 0 512 Nov 23 14:54 papagena 
dr-xr-xr-x 7 0 0 1536 Jun 5 1997 pyggy 
dr-xr-xr-x 3 0 0 512 Nov 24 09:47 rbordini 
dr-xr-xr-x 2 0 0 512 May 29 1996 relate 
dr-xr-xr-x 3 0 0 512 Oct 13 1994 research 
dr-xr-xr-x 2 0 0 31232 Dec 8 17:42 rfc 
dr-xr-xr-x 6 0 0 512 Nov 11 13:55 toast 
dr-xr-xr-x 9 0 0 512 Mar 5 1998 vr 
226 ASCII Transfer complete. 
4393 bytes received in 1.64 seconds (2.68 Kbytes/sec) 
ftp> cd rfc 
250 CWD command successful. 
ftp> dir rfc1077* 
200 PORT command successful. 
150 ASCII data connection for /bin/ls (32.100.56.23,2170). 
-r--r--r-- 1 0 0 113877 Jun 23 1989 rfc1077.txt 
226 ASCII Transfer complete. 
67 bytes received in 0.05 seconds (1.34 Kbytes/sec) 
ftp> get rfc1077.txt 
200 PORT command successful. 
150 ASCII data connection for rfc1077.txt (32.100.56.23,2171) (113877 bytes). 
226 ASCII Transfer complete. 
116449 bytes received in 13.51 seconds (8.62 Kbytes/sec) 
ftp>' quit 
221 Goodbye. 

C:\WINDOWS> 
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Chapter 25 

Ten RFCs Worth Tasting 
In This Chapter 
► Discovering what Martians think of TCP /IP 

► Getting answers to commonly asked questions about the Internet 

► Understanding the RFC process 

► Finding out how to use TCP /IP applications and tools 

► Uncovering all sorts of security pointers 

~e RFC process that we describe in Chapter 2 is the cornerstone of f ~CP/IP and of Internet development and growth. You can find over 2,400 
RFCs (Requests For Comments), and many of them function as excellent 
sleep aids - but the ones we list in this chapter are of at least marginal 
interest. 

Because the Internet and TCP/IP are so closely intertwined, many RFCs refer 
not only to the protocols, but also to the Net and its Web. 

Chapter 24 tells you how to get the current list of all the RFCs that are 
available. For some strange and funny ones, get the RFC index and look for 
the RFCs dated April 1. 

A View from Mars 
RFC 1607: A View from the 21st Century. This RFC is really entertaining. 
It's written by Vinton Cerf (Big Daddy of the Internet) as a series of letters 
from someone working on Mars, circa 2023. It's a humorous treatment of the 
history of Internet growth as it may appear to people in the not-so-distant 
future. Some of Cerf's comments about the Internet running out of addresses 
are very funny, especially in light of the work being done on 1Pv6 (see 
Chapter 15) and the new IP address space. 
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You Need the Ri9ht Tool to Do the Job 
RFC2151: A Primer on Internet and TCP/IP Tools and Utilities. This RFC 
is a guide to TCP/IP applications, utilities, and tools, including nslookup, 
ping, finger, telnet, ftp, whois, Archie, Veronica, WAIS, Gopher, and many 
others. It also lists newsgroups and mailing lists and includes a guide to 
perusing the Internet. 

The Hitchhiker's Guide 
RFC 1118: The Hitchhiker's Guide to the Internet. This RFC was written to 
help new Internaunts understand how the Internet came to be and where it's 
going. You also find guidance on how to find online information about using 
the Internet and being a good Interneighbor. It's an excellent introduction for 
newcomers to TCP /IP, as well, because the development of the Internet and 
TCP/IP are joined at the hip. 

How Do I ... J 
RFC 1594: FYI On Questions and Answers -Answers to Commonly 
Asked "New Internet User" Questions. If you're new to the Internet and 
you have a question, read this RFC. Odds are good that your question has 
already been asked and answered. 

RFC 1594 is a special type of RFC called an FYI (For Your Information). 
Instead of proposing a standard or commenting on a proposal, the purpose 
of an FYI is to inform and educate. RFC 1594 is also known as FYI 4. 

The Whole RFC Catalo9 
RFC 1000: The Request for Comments Reference Guide. This RFC is 
historical - it tells a tale of the birth of the protocols and how the RFC 
process came to be. It also lists the various categories in which an RFC may 
be classified, because not all RFCs define standards - some are informa­
tional (FYls), while others are humorous. 
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It's Official 
RFC 2400: Internet Official Protocol Standards. This RFC describes the 
IAB's (Internet Advisory Board) process for standardizing protocols. This 
RFC is itself an Internet Standard. RFC 2400 also lists the protocols by the 
following categories: 

v Standards 

v Draft standards 

v Proposed standards 

v Experimental protocols 

v Informational protocols 

v Historic protocols 

v Obsolete protocols 

Are You Feelin9 Insecure? 
RFC 2084: Considerations for Web Transaction Security. This RFC lists 
requirements for Web transaction security that should be provided either by 
extensions to HTTP or as a separate security protocol. The services include 
confidentiality, transaction integrity, user and server authentication, and 
proxy servers. 

Trust No One? 
RFC 1244: Site Security Handbook. This RFC has some guidelines in 
managing security for computers on the Internet. It's a good beginning for 
network administrators and security officers to help create the policies and 
procedures of an organization. 

This RFC is oriented toward security practices in the United States. If you're 
managing a network elsewhere, the ideas and concepts in this RFC are 
useful, but many of the resources listed are only available in the U.S. 

Here are some of the topics discussed in RFC 1244: 

I 
v Understanding the need for security policies 

v Instituting security policies and procedures 

v Deciding what resources need to be protected 
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I 
Y" Securing your system when policies are violated 

Y" Monitoring unauthorized activity and break-ins 

Y" Responding to unauthorized activity and break-ins 

The Truth Is Out There 
RFC 1462: What Is the Internet? This is another FYI-type RFC, also known 
as FYI 20. It's written by the User Services Working Group of the Internet 
Engineering Task Force (IETF) - this group comprises more of the good­
hearted people that we mention in Chapter 2. This RFC includes information 
from the book The Whole Internet User's Guide and Catalog, by Ed Krol. 

This RFC also discusses commercial opportunities on the Internet. Commer­
cialization of the Net is one of the hottest Internet topics today, and this RFC 
has some information about the origins and directions of com,mercial use. 

The Cookbook 
RFC 1180: A TCP /IP Tutorial. This is a technical tutorial explaining the 
step-by-step path followed by an IP datagram as it moves from the source 
host to the destination via a router. If you're writing a TCP/IP application or 
implementation, this RFC is invaluable. 

Separate Tables - Adflice for Subnetters 
RFC 1219: On the Assignment of Subnet Numbers. Unless you're 
subnetting (breaking a network into smaller, interconnected pieces), don't 
bother with this RFC. However, if you're managing subnetted networks, you 
may find RFC 1219 useful - it suggests procedures for assigning subnet 
numbers within your organization's main network. 

RFC 1219 is a commentary on RFC 950, the standard for subnet masks. A 
subnet mask helps a computer know how the network is split up. See Chap­
ter 13 for the scoop on subnets and subnet masks. 
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Ten Web Sites for TCP~P 
Information 

In This Chapter 
► Finding some great sites on the Web 

► Exploring the ins and outs of TCP /IP 

~e Web is one of the best places to find more of TCP /IP to chew on -f i~om the basic ingredients (protocols) to the utensils (applications) to 
the recipes (standards and procedures for the Internet). This chapter lists 
some other favorite TCP /IP and networking sites. We list commercial sites 
that are fun, as well as informative. We deliberately don't include any of the 
Internet Society sites, such as IANA and IETF, because you can find them 
yourself if you read enough of this book. 

While we can't vouch for the technical accuracy of each item on each link 
that you may follow from these Web sites, we have recently visited each site 
and were impressed by the materials that we sampled. 

Nibblin9 'on NetGuide1s Net Newbie 
The Net Newbie site, www. netgui de. com/Internet/Netnewbi e/, is a fun 
place to sample Internet and TCP /IP morsels without a lot of fat. Some of the 
tidbits we tasted at this site include Web performance information, how to 
fight SPAM, tips for communicating online, and ways to chat online. We like 
their links to other sites too, especially "The History of the Internet" and 
"The Internet Privacy Coalition." 
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Gobblin9 Up Et1ervthin9 at ZDNet 
We love this Ziff Davis site, www. zdnet. com. It includes a lot more than 
TCP /IP, but the sections on the Internet, TCP /IP, and networking are excel­
lent. It's a good place to follow breaking news not just about the Internet, 
but about the computer world in general. You can also read articles from ZD 
magazines, such as PC Week, PC Computing, and PC Magazine, and you can 
even get a free e-mail account at ZDNet. The only problem with this site is 
that if you try to digest all the information, your brain may explode. 

Noshin9 at Netscape 
Because the Netscape Netcenter at www. net scape. com is a portal, you can 
find everything there from soup to nuts. We like the "Computing and 
Internet" category for researching Internet issues, such as security. You can 
also download browsers and tools, subscribe to Internet news (as in all the 
news that's fit to print, not Usenet). You can even find out how to create 
Web pages by building a Web site there and linking to live demos. 

Chewin9 on CNET 
CNET, www. cnet. com, is one of those giant sites with something for every­
one. We recommend that you sample their "Beginner's Guide to Computing." 
Please don't get insulted, if you aren't a beginner. We recommend this guide 
because it includes 

I 
Y' The beginner's guide to downloading 

Y' E-mail tips for (almost) everyone 

Y' CNET's ultimate ISP guide 

Y' 20 questions: how the Net works 

Samplin9 lnterNIC 
Visit the InterNIC Web site (www. i nterni c. net) to find out almost every­
thing about TCP/IP and networks. The InterNIC provides: 

I 
Y' Internet documentation: All the technical documentation for TCP/IP 

protocols. 

Y' What's New listings: Keeps you up-to-date on the latest Internet 
technologies. 
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~ The 15-Minute series: Online training on Internet topics. 

~ WebFinder: The InterNIC's special Internet search engine that searches 
for Web servers. 

~ Internet Service Provider (ISP) search engines and directories: Helps 
you find a local Internet Service Provider. 

~ White and Yellow Pages directories: Helps you find people and 
businesses on the Internet . 

. ~ World Wide Web subject directories: Allows you to browse and search 
directories of Internet information by subject. 

~ Mailing lists directories: Helps you find e-mail discussion groups or 
Usenet newsgroups. 

~ Online libraries: Allows you to search library catalogs and resources 
all over the world. 

~ Usenet Search Engines: Searches Usenet news archives. 

Tr1J.in9 the AlterNIC 
Although AlterNIC is a young site (in business since 1995), it's been in the 
news recently for promoting new top level domain names. When you visit 
this company's site, you find a lot more there than just domain registration 
information. The AlterNIC home page, www. a lterni c. net, points you to 
RFCs, information about SPAM and privacy issues, security, and encryption 
services. 

What's WhatisJ 
Whatis, www. what i s . com, is a super glossary for computing terms, includ­
ing TCP/IP and internetworking terms. Besides providing definitions, whatis 
includes links to other sources that supplement the excellent definitions. 
Anyone can suggest a term and a definition to be included. Why not connect 
to whatis and see if they've missed any terms that you need to know? If so, 
follow their instructions and suggest that they include the term. 

Toastin9 Web ProForums 
Presented by the International Engineering Consortium, this site 
(www. web prof o rum. com/wpf _internet. html) includes links to tutorials 
presented by various organizations. We downloaded the "Internet Security 
Tutorial" from Sun Microsystems. It only took a couple of minutes to 
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download on our 56 Kbps modem. The tutorial even comes with a little self­
test so you can check your level of understanding. You can also find point­
ers to other tutorials. 

Tastin9 the Dot Com Series 
Online training at this site (networ kso l ut ions. com/ D0TC0M/) helps you 
get your business set up on the Internet, including explaining about domains 
and electronic commerce basics. 

Sat1orin9 Spectral 
If you comb through this book and decide to get even more technical, the 
TCP/IP training here (spectral. mscs. mu. edu) is a good place to start. This 
university site also includes Java and HTML training. 

Tr1J.in9 NetulorkDNA 
This site (at networkdna. com) includes a collection of tutorials and FAQs 
about TCP/IP in general and on Windows NT and Linux (the hottest free 
version of UNIX today). Be sure to visit the link to the Linux Resource Kit -
don't let the "Linux" in the title frighten you, because this site contains a lot 
of general TCP/IP training materials and tutorials. 

Sippin9 Secret A9ent~ Netu/orkin9 Pa9e 
This techie site (www. secret agent. com/networking/ i p. html) includes a 
set of how-to's on various parts of TCP/IP, including routing, subnets, and 
SNMP network management. 

Flippin9 throu9h Cisco S1J,stems' 
lnternetu/orkin9 Technolo91J. Otlerflieu/ 

This site (at www. ci sco. com/uni vercd / cc/td / doc/ ci s i ntwk/ i to_doc/ 
index. htm) contains a complete online book. You may not want to read the 
entire book, but if you need to go into depth on TCP /IP, start with the "Introduc­
tion to Internetworking" chapter. Then, try the "Internet Protocols" chapter. 
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10Base2: The coaxial cable used for 
thin wire Ethernet. Over 10Base2 Ethernet, 
the maximum network transmission rate is 
10 megabits of data per second. 

10Base5: The thick coaxial cable used for 
the original thickwire Ethernet. Over 
10Base5 Ethernet, the maximum network 
transmission rate is 10 megabits of data 
per second. 

IOBaseT: Twisted-pair Ethernet cable. 
Over l0BaseT Ethernet, the maximum 
network transmission rate is 10 megabits 
of data per second. 

IOOBaseT: Twisted-pair wire for Fast 
Ethernet. The maximum network transmis­
sion rate is 100 megabits of data per second. 

ACK (acknowledgment): The response 
from the recipient back to the sender that 
data was successfully received. TCP uses 
ACKs as part of its reliable transmission 
scheme. If an ACK is not received, data 
is retransmitted. See ~!so NAK and 
retransmission. 

Active Server Page: See ASP. 

Active X: A set of object-oriented tech­
nologies from Microsoft. An ActiveX 
control is conceptually similar to a Java 
applet. See also applet and Java. 

address mask: The set of bits used to 
mask an Internet address to create a 
subnetwork. See also subnet mask. 

address resolution: The translation of an 
Internet address into the physical (hard­
ware) address of your network interface 
card. The Address Resolution Protocol 
(ARP) does the address resolution. 

Address Resolution Protocol: See ARP. 

Anonymous Ff P: See FI'P. 

ANSI (American National Standards 
Institute): The organization that defines 
standards for the United States, including 
network standards. 

API (Application Programming Interface): 
The routines that an application program 
uses to interface with lower operating 
system services. 

applet: A small program. Some examples of 
applets include Java enhancements to Web 
pages and the items found in the Control 
Panel of Windows 95, Windows 98, and 
Windows NT. 

Archie: A program and a group of network 
servers that help you locate files on the 
Internet. Archie is strictly a file finder; after 
locating the file you want, you can use FTP 
to copy the file to your own computer. 

ARP (Address Resolution Protocol): The 
TCP /IP protocol that translates an Internet 
address into the hardware address of a 
network interface card. 

ARPA (Advanced Research Projects 
Agency): The United States government 
agency that funded the ARPANET, predeces­
sor to the Internet. ARPA is now called 
DARPA, Defense Advanced Research 
Projects Agency. 

ARPANET (Advanced Research Projects 
Agency Network): The U.S. government­
funded network that evolved into the 
Internet. 
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article: A message posted in a Usenet 
news newsgroup. 

ASP (Active Server Page): HTML pages 
that include scripts that are processed by 
the Microsoft web server. The pages are 
called "active" because the scripts cus­
tomize the pages for different users. 

authority zone: The part of a DNS domain 
for which a name server has responsibil­
ity. Authority is sometimes called "know­
ing the truth" about network name/ 
address translation. 

backbone: The physical cable in a build­
ing from which network segments radiate. 
10Base5 (thickwire Ethernet) and fiber 
optic cable are two popular backbone 
media. 

bandwidth: The range from highest to 
lowest frequencies transmitted on a 
network. Bandwidth measures network 
capacity. 

batch browser: A kind of Web browser. 

baud rate: The speed rating of network 
transmissions. Theoretically, baud rate is 
equal to the number of bits transmitted 
per second; however, transmission 
overhead reduces the actual data transfer 
rate, and data compression increases it. 

Berkeley UNIX: The UNIX operating 
system developed by the University of 
California at Berkeley. It was the first 
version of UNIX that included TCP/IP. 

binary: A number system based on 2. The 
place columns of the number are based on 
powers of 2: 1, 2, 4, 8, 16, 32, 64, 128, 256, 
and so on. A network administrator who 
creates subnet masks must understand 
binary-to-decimal conversion ( or have a 
calculator that understands it). 

bit: Each unit of binary data. A bit's value 
is either 1 or 0. 

BOOTP (Bootstrap Protocol): The TCP /IP 
protocol for remote booting of diskless 
computers and other network devices. 

bps: Bits per second. A unit for measuring 
data transmission speed. You don't want to 
work at bps speed. See also Kbps and Mbps. 

bridge: A network device that connects 
two networks that use the same protocols. 
The bridge forwards packets between the 
connected networks, if necessary. 

broadcast: The transmission of packets to 
all hosts attached to a network. 

brouter: A network device that combines 
bridge and router functions. 

browser: A client program for navigating 
the hypermedia information on the World 
Wide Web. The latest browsers are 
graphical (such as Netscape and Internet 
Explorer), but text-only browsers (such as 
Lynx) are also useful, especially on low­
speed dialup links. 

browser cache: A directory ( or directo­
ries) that stores files of recently browsed 
Web pages. Look in these directories if 
your hard disk suddenly fills up and you 
have no idea why. See also cache. 

CA (Certificate Authority): A trusted third 
party that issues Digital Certificates. 

cable modem: A device for connecting 
your computer to the Int~t via coaxial 
cable lines provided by your ~le-TV 
company. 

cache: An area of memory where disk data 
is stored for faster access. Also a direc­
tory ( or directories) that stores files of 
recently browsed Web pages. See also 
browser cache. 
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caching server: A DNS name server that 
stores in memory the information it 
receives from other servers. See also DNS 
and DNS domain. 

Cello: A World Wide Web browser. See 
also browser. 

Certificate Authority (CA): See CA. 

chat: See /RC. 

CGI (Common Gateway Interface): A CGI 
script or program automates things that a 
web server needs to do in order to 
customize a Web page. CGI also stands for 
computer graphics imaging, the visual 
special effects for movies and television. 

client: A program that requests services 
from a server. The DNS resolver is an 
example of a client program. It requests 
name/address resolution services from a 
DNS name server. See also client/server 
and server. 

client/server: A style of computing that 
allows work to be distributed across hosts 
(computers). For example, a PC client can 
request file access from a file server. TCP/ 
IP uses a client/server architecture and 
enables development of client/server 
applications. See also client and server. 

coaxial cable: A kind of wiring used in 
networks and also to transmit cable TV 
signals. 

collision: Occurs on an Ethernet network 
when two hosts transmit packets at the 
same time. See also CSMA/CD. 

Common Gateway Interface: See CG/. 

Communicator: A suite of applications 
from Netscape that includes their Web 
browser, called Navigator. See also 
Navig~tor. 

connection: A link between network 
processes running on different computers. 

connectionless service: An IP delivery 
service that sends each packet (including 
the source and destination addresses) 
across the network without expecting an 
ACK (acknowledgement) to signify that the 
packet was received. Connectionless 
delivery services may lose packets and do 
not guarantee that packets will be deliv­
ered in order. See also ACK. 

cookie: Information stored in a file that a 
web server may want to send to your 
computer, so that a Web site has informa­
tion about you and your preferences. 

CSLIP (Compressed Serial Line Internet 
Protocol): An optimization of SLIP. CSLIP 
reduces the need to transmit redundant 
address information. See also SLIP and PPP. 

CSMA/CD (Carrier Sense Multiple Access/ 
Collision Detection): A network transmis­
sion scheme by which multiple network 
devices can transmit across the cable 
simultaneously, possibly causing colli­
sions. If a collision occurs, both devices 
retransmit after waiting a random amount 
of time. Ethernet is the most well-known 
network type using CSMA/CD technology. 

cyberspace: A virtual world of computers, 
applications, and services. Another term 
for the Internet. 

daemon: A program that runs continually 
to provide a service for a protocol or 
application. TCP /IP daemons include the 
rwho daemon and the inet configuration 
daemon. Similar to a TSR program in DOS. 
Daemons are very common in UNIX. 

DARPA (Defense Advanced Research 
Projects Agency): See ARPA. 
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data link layer: Layer 2 in the ISO OSI 
Reference Model and the TCP /IP network 
model. This layer handles logical connec­
tions between networked computers. See 
also /SO OSI Reference Model. 

DCA (Defense Communication Agency): 
The organization responsible for the DON 
(Defense Data Network) and the Depart­
ment of Defense InterNIC. See also DDN. 

DDN (Defense Data Network): A broader 
term for MILNET and the United States 
military components of The Internet. See 
also MILNET. 

default gateway: The address IP uses when 
the destination address is not on the local 
subnet. It's usually the router's IP address. 

DHCP (Dynamic Host Configuration 
Protocol): The TCP /IP protocol for 
allocating IP addresses dynamically when 
they are needed. 

Digital Certificate: An electronic identifi­
cation card that's issued by a Certificate 
Authority (CA) and used with client 
software, such as a Web browser. A Digital 
Certificate contains your name, encryp­
tion keys, and other information that 
uniquely identifies you to a server. See 
also CA. 

digital signature: An electronic version of 
sealing wax that identifies the author of a 
document or the sender of an e-mail 
message. It also ensures that a message 
hasn't been edited or damaged since it 
was signed. A digital signature is not a 
graphic of your handwriting. See also 
Digital Certificate and CA. 

distributed computing: Programs and/or 
data that function together and are spread 
across networked computers. Client/ 
server computing can be a form of distrib­
uted computing if the client and server are 
on different computers. 

DNS (Domain Name System): The name/ 
address resolution service that uses a 
distributed database containing FQDNs 
and addresses. DNS makes it easy for 
people to refer to computers by name 
rather than by numeric address. DNS is 
the name/address resolution service used 
by the Internet. See also FQDN and name/ 
address resolution. 

DNS domain: A group of computers using 
the same DNS name servers and managed 
within the same administrative unit. 

dog's breakfast: A little of this, a lot of 
that. 

domain: See DNS domain and NIS 
domain. 

domain name server: A program that 
converts FQDNs into their numeric IP 
addresses, and vice versa. The computer 
that runs the program. See also FQDN. 

Domain Name System: See DNS. 

dotted decimal notation: Used to repre­
sent IP addresses. Each part of the ad­
dress is a decimal number separated from 
the other parts by a dot (.). For example, 
130.103.40.4 is an IP address in dotted 
decimal notation. 

dumb terminal: A terminal that has no 
processing capabilities and no graphics 
support, such as a VTI00 terminal. 

Dynamic Host Configuration Protocol: 
SeeDHCP. 

Dynamic HTML (Dynamic HyperText 
Markup Language): Extensions to the 
language used to write pages for the World 
Wide Web (HTML) that allow the pages to 
be customized on-the-fly for each indi­
vidual user. See also HTML. 

-----,,ii 
RED HAT 1030 

RED HAT V. CAS



------------'-______ Glossary 361 
dynamic routing: A way of moving data 
across an internet; when one path is 
unavailable, dynamic routing can use an 
alternate one. Originally designed to 
ensure that the Internet would be avail­
able if a military attack disabled any of the 
network paths. 

e-mail: Electronic mail; also called email 
and mail. 

epoch: The current era, starting January 1, 
1900, as far as the Internet is concerned. 
Many network applications measure time 
as the number of seconds since the start 
of the epoch. 

Ethernet: A LAN technology that uses 
CSMA/CD delivery. Ethernet runs over 
many different media, ranging from thick 
cable (10Base5) to twisted-pair wire 
(l0BaseT). Most Ethernet networks 
operate at 10 megabits per second. Fast 
Ethernet runs at 100 megabits per second. 
Gigabit Ethernet runs at 1000 megabits per 
second. See also LAN and CSMA/CD. 

Ethernet address: The hardware address 
that identifies the Ethernet network 
interface card inside a computer. Also 
called the physical address. No two 
Ethernet addresses are identical. See also 
hardware address. 

eXtensible Markup Language: See XML. 

FA (Foreign Agent): Part of Mobile-IP. 
When you connect your computer at a 
remote site, the site tells an FA on the new 
network to tell your Home Agent (HA) 
where you are. See also HA, Mobile-IP, 
andMH. 

FAQ (frequently asked questions list): A 
FAQ is usually provided as part of each 
Usenet newsgroup to introduce new users 
to the newsgroup and its etiquette. 

FDDI (Fiber Distribution Data Interface): 
A token ring network technology based on 
fiber optic cables made of bundles of glass 
or plastic. Used for high-speed and/or 
long-distance networks. The typical 
network transmission rate is 100 megabits 
per second. See also optical fiber. 

Fiber Distribution Data Interface: See 
FDDI. 

Fiber optics: A data transmission medium 
that uses light sent through glass or 
plastic fibers. 

file server: A computer that provides file­
sharing services to client computers on 
the network. 

file services: Applications and services 
that allow network users to share disk 
space on networked computers. NFS is an 
example of a file service. 

finger: A client/server application that 
displays information about users on the 
network. System administrators may 
disable the finger server for security 
reasons. See also whois. 

firewall: A network security measure that 
works by allowing and preventing receipt 
of certain kinds of network messages. 

Foreign Agent: See FA . .. 

FQDN (Fully Qualified Domain Name): 
The "full" name of a computer, including 
all subdomain and domain names, sepa­
rated by dots. For example, frodo. 
support.lotus. com is an FQDN. 

frequently asked questions list: See FAQ. 

FTP (File Transfer Protocol): A TCP /IP 
application, service, and protocol for 
copying files from one computer to 
another. Before the server will transfer the 
files, it requires the client to provide a 
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valid username and password. Anony­
mous FTP is used at public network sites. 
It allows file transfer using a standard 
username, "anonymous," plus the user's 
e-mail address as the password. 

ftpmail: The process of accessing an FTP 
archive via e-mail, rather than via an FTP 
client. 

FYI: The television newsmagazine on the 
old television show Murphy Brown. Okay, 
not really. An FYI is an RFC that docu­
ments something just For Your Informa­
tion. See RFC. 

gated (gateway daemon): A program that 
must run on a computer using TCP/IP's 
RIP protocol. See RIP. 

gateway: A computer that connects 
multiple networks, and routes packets 
among them. Also, any computer that 
translates information from one format to 
another. See also SMTP gateway. 

Gbps: Gigabits ( billion bits) per second. 

good-deed doers: Volunteers. To name a 
few: RFC authors and reviewers, the 
inventors of MIME, the organizations that 
provide Anonymous FTP sites, and the 
creators of ftpmail and GopherMail. 

Gopher: A client/server system for 
publishing information on the Internet in a 
menu-oriented fashion. To access 
Gopherspace, you use your own Gopher 
client or use telnet to get to a publicly 
accessible system and use its Gopher. See 
also Veronica, a program to help users 
navigate Gopherspace. 

GopherMail: The process of navigating 
Gopherspace via e-mail rather than via 
a Gopher client. 

Gopherspace: The worldwide collection of 
Gopher servers and the information they 
publish on the Internet. 

GOSIP (Government Open Systems 
Interconnect Profile): A government's 
procurement standard that requires the OSI 
network model for networked computers. 

graphical user interface: See GUI. 

GUI (graphical user interface): An 
application or operating system appear­
ance that usually involves windows, icons, 
and a mouse. 

HA (Home Agent): Part of Mobile-IP. An 
organization's HA intercepts and forwards 
packets to your computer when it's 
connected at a remote site. See also FA, 
Mobile-JP, and MH. 

hardware address: The physical address 
for the NIC (network interface card). Used 
by the low-level hardware layer~ of a 
network. TCP/IP's ARP protocol translates 
IP addresses into hardware addresses. The 
NIC vendor gets the address from the IEEE 
and assigns it permanently to the NIC. 
Also called the MAC (Media Access 
Control) address. See also physical 
address. 

Home Agent: See HA. 

host: A computer on a TCP /IP network. 
Sometimes means any device on the 
network. 

hosts file: A text file that lists host names 
and their IP addresses on a network. For 
small networks, the hosts file is an alterna­
tive to DNS. Also called a host table by 
some TCP /IP vendors. 

HotJava: A graphical World Wide Web 
browser from Sun Microsystems that 
demonstrates the benefits of Java. See 
also Java. 
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HTML (HyperText Markup Language): 
The language used to write pages for the 
World Wide Web. See also Dynamic 
HTML. 

HTTP (HyperText Transfer Protocol): The 
TCP /IP protocol for transferring World 
Wide Web pages across the Internet or an 
intranet. 

hub: A network device that ties multiple 
segments of wire or cable together. The 
hub also retransmits the signal so that it 
can travel longer distances, despite the 
limitations of the wires and cables. 

hypermedia: A system for linking related 
multimedia objects, such as a text file and 
sound and video clips, that reside on 
different network sites. 

hypertext: A text system for linking 
related documents, such as a main 
document, an attachment, and footnotes, 
that reside on different network sites. 

IAB (Internet Architecture Board): The 
group of people responsible for research 
into the direction of the Internet and the 
development of TCP /IP. The IAB creates 
task forces to research Internet issues. 

ICMP (Internet Control Message Proto­
col): The TCP /IP protocol used to report 
network errors and to determine whether 
a computer is available on the network. 
The ping utility uses ICMP. 

IEEE (Institute of Electrical and Electron­
ics Engineers): A group of scientists and 
engineers that advises on standards for 
the American National Standards Institute 
(ANSI). The standards committee for LAN 
technologies, such as Ethernet. 

IESG (Internet Engineering Steering 
Group): Group that manages the IETF. 

IETF (Internet Engineering Task Force): 
Part of the IAB; responsible for research 
into Internet issues. RFCs document the 
IETF specifications. 

IGP (Interior Gateway Protocol): A 
protocol used by routers and gateways to 
transfer routing information. RIP is a well­
known IGP. 

IMAP4 (Internet Message Access Protocol 
v4): A client/server protocol that specifies 
how e-mail is held for you by your Internet 
server. 

Interior Gateway Protocol: See /GP. 

internet, an: A group of interconnected 
networks using the TCP /IP protocol suite. 

Internet, the: The international collection 
of internets that use TCP /IP to work 
together as one immense logical network. 
You really didn't have to look this up after 
reading the book, did you? We'll assume 
you just chanced on this entry. 

Internet Activities Board: See JAB. 

Internet address (IP address) v4: A 32-bit 
unique numeric address used by a com­
puter on a TCP /IP network. The IP address 
consists of two parts: a network number 
and a host number. 

Internet address (IP address) v6: A 128-
bit unique numeric address used by a 
node ( computer or other device) on a 
TCP /IP network. 

Internet Control Message Protocol: See 
ICMP. 

Internet Engineering Steering Group: See 
IESG. 

Internet Engineering Task Force:. See 
IETF. 
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Internet Explorer: A graphical World Wide 
Web browser from Microsoft. 

internet layer: Layer 3 of the TCP /IP 
network model. 

Internet Message Access Protocol v4: See 
IMAP4. 

Internet Research Task Force: See /RTF. 

InterNIC (Internet Network Information 
Center): The Internet administration 
center that registers networks as part of 
the Internet. RFCs are available from the 
InterNIC. The InterNIC is sometimes called 
the NIC for short, but an organization may 
run its own NIC for its internet. A 
computer's network interface card is also 
called a NIC. You have to tell from the 
context which NIC is which. 

interoperability: The capability of diverse 
hardware and software from different 
vendors to cooperate and communicate. 
For example, a Macintosh can share a file 
that's on a UNIX computer. 

IP (Internet Protocol): One of the two 
main parts of the TCP /IP protocol suite. IP 
delivers TCP and UDP packets across a 
network. IP works at the network layer. 
Currently, IP is either v4 or v6 (also called 
IPng). 1Pv6 also understands 1Pv4 ad­
dresses. 1Pv4 can not understand 1Pv6 
adresses. 

IP address: See Internet address v4 and 
Internet address v6. 

IPX: A Novell Netware protocol. TCP /IP 
allows IPX packets to be transmitted over IP. 

IRC (Internet Relay Chat): A way for many 
people on the Internet to "chat" electroni­
cally, unlike the talk program, which 
allows only two people to converse. IRC 
conversations are live, as compared to 
Usenet news, which is not. 

IRTF (Internet Research Task Force): The 
part of the IAB that is responsible for 
research and development of TCP /IP. 

ISDN (Integrated Services Digital Net­
work): A high-speed digital telephone line 
for high-speed network communications. 

ISDN TA: An ISDN terminal adapter, often 
called an ISDN modem by those not in the 
know. 

ISO (International Standards Organiza­
tion): A group that defines international 
standards, including network standards. 
ISO defined the seven-layer network model 
for network protocols, called the ISO OSI 
Reference Model. 

ISO OSI Reference Model: The ISO­
defined seven-layer network model for 
network protocols. From the bottom up, 
the layers are: physical, data link, network, 
transport, session, presentation, and 
application. 

Java: A programming language developed 
by Sun Microsystems for writing portable 
programs. 

JavaScript: A programming language 
developed by Netscape for executing 
programs inside a Web browser. 

Kbps: Kilobits (thousands of bits) per 
second. 

Kerberos: A TCP /IP security scheme 
developed at MIT for authenticating log­
ins and passwords and for accessing 
Kerberosed network services in a secure 
fashion. 

LAN (local area network): A network that 
spans small distances, for instance, 
between buildings in an office park. 
Ethernet is a well-known example of LAN 
technology. 
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link: A general term referring to a network 
connection between two processes or 
computers. 

local area network: See LAN. 

Lotus Domino: A Web application server, 
messaging server, and groupware server 
from Lotus Development Corporation ( an 
IBM company). 

mail: In this book, mail means electronic 
mail, or e-mail. 

mail transfer agent: See MTA. 

mail user agent: See MUA. 

Mbps: Megabits (million bits) per second. 

MAN (metropolitan area network): A large 
LAN or set of connected LANs, operating 
over metropolitan-size areas at high 
speeds. 

MH (Mobile Host): A computer that's 
configured for Mobile-IP. See also Mobile­
IP, HA, and FA. 

MlLNET (Military Network): A spin-off 
from the ARPANET. 

MIME (Multipurpose Internet Mail Exten­
sions): Extensions to the standard SMTP 
e-mail message body to support attach­
ments and other nontext data. See also 
SMTP, MTA, and MUA. 

MIT: Massachusetts Institute of Technology. 

Mobile Host: See MH. 

Mobile-IP: An enhancement to IP that 
allows a computer to roam an iqtranet or 
the Internet without changing its_ IP ad­
dress. See also HA, FA, and MH. 

modem (modulator/demodulator): A 
device for connecting to networks and 
other computers across telephone lines. 
Modems may be internal or external to the 
computer. 

modem pool: A set of modems established 
for shared use. 

Mosaic: A graphical World Wide Web 
browser. 

MTA (mail transfer agent): The TCP /IP 
application that uses SMTP to move an 
e-mail message to another MTA until the 
message reaches the addressee's com­
puter, where the message is delivered. See 
alsoMUA. 

MUA (mail user agent): The mail program 
used by the end-user to create and read 
e-mail messages. The MUA passes the 
message to the local MTA. 

NAK: The response from the recipient 
back to the sender that data was not 
successfully received. A NAK says that 
the data almost arrived, but there was 
some kind of error. See also ACK and 
retransmission. 

name server: See domain name server. 

name/address resolution: Translation of a 
computer name or FQDN (for instance, 
bi 1 bo. support. 1 otus .. com) into a 
numeric address (for instance, 
130. 103. 140. 12). Local hosts files or 
domain name servers do the name 
resolution. 

Navigator: A graphical World Wide Web 
browser from Netscape. See also 
Communicator. 

Network File System: See NFS. 
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network information center: See 
InterNIC. 

Network Information Service: See NIS. 

network interface card: See NIC. 

Network News Transfer Protocol: See 
NNTP. 

network number: The section of the IP 
address that is the same for a group of 
computers on the same network. 

network operations center: See NOC. 

network throughput: The amount of data 
that can be transferred across the network 
medium in a fixed time period. 

news server: See NNTP server. 

newsgroup: A "category" for a set of 
articles written by users of the Internet's 
Usenet news. Each Usenet newsgroup is 
about one general topic, and the articles 
are on related subtopics. Internet users 
can use newsgroups to share information, 
opinions, and feelings without actually 
meeting. 

newsreader: A program for reading and 
responding to Usenet news articles. 
Examples are tin and rn. Newsreaders 
communicate with a news server via 
NNTP. 

NFS (Network File System): A protocol 
and service that allows networked com­
puters remote, transparent access to 
directories and files. The remote files 
appear to a user to be local. 

NIC (Network Interface Card): A 
computer's network controller board 
(network adapter), required for transmit­
ting and receiving signals on a network. A 
computer, especially a laptop, may have 

an external network adapter rather than 
an internal one. The electrical connection 
to the network is done at the NIC level. 
NIC is also a nickname for the InterNIC. 
See also InterNIC. 

NIS (Network Information Service): A 
service for networked computers, provid­
ing a single, shareable copy of common 
system and configuration files. Developed 
by Sun Microsystems and licensed to all 
UNIX vendors. Formerly called Yellow 
Pages. See also YP. 

NIS domain: A group of UNIX computers 
that share a single copy of system admin­
istration files such as the passwd file. 

NNTP (Network News Transfer Protocol): 
The TCP /IP protocol used to transfer 
Usenet news articles between two NNTP 
servers and between a newsreader and an 
NNTP server. 

NNTP server: The computer and/or 
program that sends and receives Usenet 
news articles to and from other NNTP 
servers and newsreaders. 

NOC (network operations center): The 
"nerve center" for monitoring and manag­
ing a network. For many organizations, the 
network administrators and SNMP man-

, agement stations are located in the NOC. 
See also SNMP. 

NSFnet (National Science Foundation 
Network): The backbone for a collection of 
networks started with funds from the 
United States National Science Foundatiofi. 

open systems: Open systems provide a 
standards-based computing environment, 
possibly including but not limited to UNIX, 
TCP /IP, APls, and GUis. 

Open Systems Interconnect: See OSI. 
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Opera: A graphical World Wide Web 
browser from Opera Software. 

optical fiber: Plastic or glass network 
medium. Theoretical maximum transmis­
sion speed is the speed of light. 

OSI (Open Systems Interconnect): A set 
of protocols specified by ISO for inter­
connecting networks. 

OSI Reference Model: See ISO OSI 
Reference Model. 

packet: A network message that includes 
data, a header, error control data, and 
addressing information. When data is 
sent, each network layer adds informa­
tion to the packet before passing the 
packet to the next layer down. When data 
is received on a computer, each layer 
strips off the data added by the sending 
layer before passing the packet up one 
layer. 

physical address: The hardware address 
for the NIC (network interface card). See 
also hardware address. 

ping (Packet Internet Groper): A pro­
gram that sends an ICMP echo request to 
a remote computer and waits for the 
computer to reply that it is reachable 
across the network. Tests the network 
availability of a remote host. 

Point-to-Point Protocol: See PPP. 

Point-to-Point Tunneling Protocol: See 
PPTP. 

POP3 (Post Office Protocol version 3): 
The protocol that you use to download 
your e-mail from a POP3 mail server to 
your computer, which must be a POP3 
client. See also client, server, and 
client/server. 

port: A number used by TCP and UDP to 
indicate which application is sending or 
receiving data. See also socket. 

portal: A Web site that's meant to be a 
starting site for users. A portal contains 
content similar to an online service, such 
as America Online (AOL). Some popular 
portal sites include Netscape, Yahoo!, 
Excite, Lycos, and Alta Vista. 

PPP (Point-to-Point Protocol): A protocol 
that provides serial line connectivity (that 
is, dialup with a modem) between two 
computers, between a computer and a 
network, or between two networks. PPP 
can handle several protocols simulta­
neously. (Compare to SLIP, which handles 
only TCP/IP.) See also SLIP and CSLIP. 

PPTP (Point-to-Point Tunneling Proto­
col): A protocol that allows private 
communications to be carried on the 
Internet. See also VPN. 

print server: The software that allows a 
printer on one computer to be shared by 
computers across a network; and/or the 
computer to which the shared printers are 
attached and on which the software is 
running. Printers that are attached 
directly to the network allow sharing, too, 
although technically they are not called 
print servers. 

protocol: Rules and message formats for 
communication between computers in a 
network. 

protocol layers: The divisions of a hierar­
chical network model. Each layer per­
forms a service on behalf of the layer 
directly above it. Each layer receives 
services from the layer directly below it. 

protocol stack: A group of protocols that 
work together across network layers. 
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proxy server: A server that sits be­
tween a user's client and the Internet. 
Working with a firewall and a gateway 
server (which separates an 
organization's intranet from the 
Internet), the proxy server helps ensure 
security and provides caching of Web 
pages for quicker access. See also 
firewall, gateway, and cache. 

ps: The UNIX program for seeing what 
programs and daemons are running on 
the computer. 

r utilities: Berkeley UNIX and TCP /IP 
programs including rep, rlogin, and rsh. 

rep: One of the Berkeley UNIX r utili­
ties. The rep utility allows users to copy 
files between computers on their 
internet and the Internet. It's function­
ally similar to FTP. 

reference model: See ISO OSI Refer­
ence Model. 

remote: Describes other computers, 
disks, directories, and files that are 
across a network from your computer. 

Remote Procedure Call: See RPC. 

repeater: A network device, operating 
at the physical layer, that amplifies and 
repeats electrical signals from one 
network segment to another, thereby 
allowing the network segment to be 
lengthened. 

Request for Comments: See RFC. 

resolver: The client that queries DNS 
name servers for computer name/IP 
address resolution on a TCP /IP network 
on behalf of an application such as 
telnet or ftp. 

resources: System and network compo­
nents, such as memory, disk space, 
and CPU. 

retransmission: Resending a packet that 
was not received at the destination 
computer. The sending computer knows 
to retransmit because it receives a NAK or 
it does not receive an ACK from the 
remote computer. See also ACK and NAK. 

RFC (Request for Comments): The 
documentation for the Internet, TCP /IP, 
and other networking standards. RFCs are 
maintained by the IETF and are publicly 
available from the InterNIC and numerous 
Anonymous FTP sites. Among other 
things, RFCs describe network and TCP/IP 
protocol standards, answer questions 
about TCP/IP and the Internet, and 
propose changes to TCP /IP. Some RFCs are 
also FYls or STDs. See also FYI and STD. 

RIP (Routing Information Protocol): 
Nope, it's not Rest In Peace. RIP is one of 
the TCP /IP protocols for dynamically 
routing information along a LAN. RIP 
requires routed (the route daemon) to be 
running. 

rlogin: One of the Berkeley UNIX r utili­
ties. The rlogin utility allows users to log 
in to remote computers on an internet or 
the Internet. Functionally similar to telnet. 

route: The path that network data follows 
from the source computer to the destina­
tion computer. Each packet in a message 
may or may not follow the same route 
before arriving at the destination. 

routed (route daemon): The program that 
is a prerequisite for RIP to route network 
data. 

router: A network device that intercon­
nects multiple network segments and 
forwards packets from one network to 
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another. The router must determine how 
to forward a packet based on addresses, 
network traffic, and cost. 

/ 
Routing Information Protocol: See RIP. 

routing table: A table that lists all the 
possible paths data can take to get from 
source to destination. The routing table is 
stored ih memory on routers, gateways, 
and computers. 

RPC (Remote Procedure Call): A program­
ming mechanism for clients to call routines 
over the network. RPC was originated by 
Sun Microsystems and is defined by RFC 
1057. RPCs are often used to create 
distributed applications. 

rsh: One of the Berkeley UNIX r utilities. 
The rsh utility allows users to run pro­
grams on remote computers on an internet 
or the Internet. 

RTFM: Read the Fabulous Manual. 

S-HTTP: Secure HTTP, the TCP /IP protocol 
for transferring World Wide Web pages 
across the Internet, with extensions for 
secure electronic transactions. 

Serial Line IP: See SLIP. 

server: A computer program that provides 
services to clients, and/or the computer 
that runs the server program. The FTP 
client, for example, requests file transfer 
services from the FTP server. In a net­
worked environment, the server may be 
on a different computer from the client. 

shielded twisted-pair: See STP. 

Simple Mail Transfer Protocol: See SMTP. 

Simple Network Management Protocol: 
SeeSNMP. 

SLIP (Serial Line IP): The TCP /IP protocol 
that enables dialup networking from a 
computer equipped with a modem. RFC 
1055 describes SLIP. See also CSLIP 
andPPP. 

SMTP (Simple Mail Transfer Protocol): 
The TCP /IP protocol for sending and 
receiving e-mail across a network. SMTP 
specifies that all messages must be text. 
SMTP is specified in RFC 821. See also 
MIME, MTA, and MUA. 

SMTP gateway: A computer program that 
translates e-mail messages from one 
format to another to interconnect two 
different e-mail systems when one system 
uses SMTP and the other does not. May 
also refer to the computer that runs the 
SMTP gateway program. 

SNA (System Network Architecture): 
IBM's proprietary network architecture 
and protocols. You need an SNA gateway 
to move data between the Internet and an 
SNA network. 

SNMP (Simple Network Management , 
Protocol): The protocol used by manage­
ment stations ( computers that monitor 
network activity and performance) to 
communicate with one another and the 
computers (agents) they are monitoring. 
RFCs 1065 through 1067 describe SNMP. 

socket: A data structure that allows 
programs on an internet to communicate. 
A socket is an API (Application Program­
ming Interface) used by programmers 
who are writing network applications. It 
works as a pipeline between the commu­
nicating programs. The socket consists of 
an address and a port number. 

STD: An RFC that documents a standard 
component of TCP/IP. See also RFC 
and FY/. 
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STP (shielded twisted-pair): Shielded 
twisted-pair cable. Most token ring 
networks use STP. 

subnet: A piece of an internet. The act of 
splitting an IP network range into pieces 
by means of a subnet mask. For example, 
an organization may subnet its class B 
network into 256 class C networks. See 
also subnet mask, supernet, and 
supernet mask. 

subnet mask: A 32-bit number used to 
separate the network and host sections of 
an IP address. A custom subnet mask 
subdivides an IP networt ;nto smaller 
pieces. See also subnet, supernet, and 
supernet mask. 

supernet: An internet formed by combin­
ing two subnets into one network. See also 
supernet mask, subnet, and subnet 
mask. 

supernet mask: A custom subnet mask 
used to link together two or more IP 
networks into a supernet. See also 
supernet, subnet, and subnet mask. 

System Network Architecture: See SNA. 

talk: A program that lets two users 
"converse" on an internet. See also /RC. 

TCP (Transmission Control Protocol): One 
of the two principal components of the 
TCP /IP protocol suite. TCP puts data into 
packets and provides reliable packet 
delivery across a network ( packets arrive 
in order and are not lost). TCP is at the 
transport layer in the network model, just 
above the internet layer and the IP proto­
col. RFC 793 is the specification for TCP. 

TCP /IP (Transmission Control Protocol/ 
Internet Protocol): A set of network 
protocols that connect the Internet. This 

whole book is about TCP/IP. You didn't 
really expect to get a complete answer 
here in the Glossary, did you? 

telnet: The TCP /IP protocol, service, and 
application for logging in to remote 
computers. Telnet provides VTIOO termi­
nal emulation for PCs and workstations. 
RFC 854 is the specification for telnet. See 
also tn3270. 

terminal server: A network device that 
connects dumb terminals to a host. Can 
also provide a modem pool for dial-in or 
dial-out use. Can act as a network inter­
face card when used "backward." 

TFfP (Trivial File Transfer Protocol): The 
TCP /IP protocol used for downloading 
software and remote booting for diskless 
computers. TFTP is a subset of the FTP 
protocol, but it does not require a valid 
username and password. TFTP depends 
on another TCP/IP protocol, UDP (User 
Datagram Protocol). RFC 783 is the 
specification for TFTP. 

thickwire: See 10Base5. 

thinwire: See 10Base2. 

throughput: See network throughput. 

time to live: See TTL. 

timeout: Occurs when a timer expires, 
usually because data was sent, but not 
acknowledged. When a timeout occurs, 
the protocol usually retransmits the data. 

tn3270: A version of telnet that provides 
IBM 3270 terminal emulation. See also 
telnet. 

token: A set of bits that permits a com­
puter on a token ring network to transmit 
messages. Computers on a token ring wait 
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to receive a token before transmitting on 
the network. The token controls the 
transmission of all traffic on the network. 

token ring: A LAN technology that runs 
over various network media, most often 
shielded twisted-pair cable. Most token 
ring networks operate at 16 megabits per 
second, but some older ones run at only 4 
megabits per second. 

traffic: The data on the network. 

Transmission Control Protocol: See TCP. 

transport layer: Layer 4 in the ISO OSI 
Reference Model and TCP/IP network 
model. The TCP and UDP protocols reside 
at the transport layer. 

Trivial File Transfer Protocol: See TFI'P. 

TTL (time to live): The amount of time a 
network object remains valid. For ex­
ample, the amount of time a DNS server 
can store information in the cache. 

UCB (University of Californiaat Berke­
ley): The site where BSD UNIX and some of 
the early components of TCP /IP were 
developed. 

UDP (User Datagram Protocol): A TCP /IP 
protocol found at the network (internet) 
layer, along with the TCP protocol. UDP 
sends data down to the internet layer and 
to the IP protocol. Unlike TCP, UDP does 
not guarantee reliable, sequenced packet 
delivery. If data does not reach its destina­
tion, UDP does not retransmit as TCP 
does. RFC 768 is the specification for UDP. 

Uniform Resource Locator: See URL. 

unshielded twisted-pair: See UTP. 

URL (Uniform Resource Locator): The 
standard notation for referencing informa­
tion on the Internet and especially the 

World Wide Web; for example, http:// 
www. lotus. com. The first part of a URL, 
before the colon, specifies the protocol for 
accessing the information. The rest of the 
URL, after the colon, specifies the location 
of the information. 

Usenet news: A TCP /IP service consisting 
of a worldwide collection of online 
newsgroups. Each newsgroup is an 
electronic conversation group about a 
particular topic. 

User Datagram Protocol: See UDP. 

UTP (unshielded twisted-pair): 
Unshielded twisted-pair cable. Telephone 
wire and lOBaseT are examples of UTP. 

UUCP (UNIX-to-UNIX Copy Program): 
Older, non-TCP/IP dialup networking. SLIP 
and PPP, both TCP /IP protocols, are better 
choices. 

Veronica: A program that helps users 
navigate Gopherspace; stands for Very 
Easy Rodent Oriented Network-wide Index 
to Computerized Archives. It lets you 
know which of Gopher's many menus have 
information on topics you request. 
Veronica does for Gopher what Archie 
does for FTP. 

Virtual Private Network: See VPN. 

VPN (Virtual Private Network): A private 
communications environment carried on 
the Internet using PPTP. See PPTP. 

VRML (Virtual Reality Modeling Lan­
gu~ge): A language that extends Web 
graphics into the world of 3-D. 

VTIOO: The industry-standard dumb 
terminal ( except for IBM's 3270 terminal), 
created by Digital Equipment Corporation. 
Many Internet hosts and programs (such 
as telnet) communicate in VTl00 mode. 
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WAIS (Wide Area Information Services): 
A program for keyword searching through 
libraries on the Internet. 

WAN (wide area network): A network 
spanning large geographical distances, 
often consisting of interconnected LANs. 

WebTV: A service for browsing the Web 
by using your TV monitor as the display. 
You must pay a monthly connect fee in 
addition to the cost of the equipment. A 
keyboard is optional. 

whois: A TCP /IP protocol and service that 
requests information about network sites. 
The whois utility is well known for its 
former role, finding users at Internet sites. 
Recently, when the volume of Internet 
users became too large to manage, whois 
information became restricted to network 
sites rather than individual users. See 
also finger. 

wide area network: See WAN. 

WinSock (Windows Sockets): An API 
(application programming interface) for 
Microsoft Windows programs to commu­
nicate with TCP /IP. Based on the Berkeley 
UNIX socket specification. 

World Wide Web: See WWW. 

WWW (World Wide Web): A hypermedia 
information system on the Internet. Also 
known as "the Web" or "W3". See also 
browser. 

X Window System: The graphical user 
interface (GUI) software developed at 
MIT. Uses TCP as its transport protocol. 

X.500 Directory Service: An OSI-standard 
way to build an electronic directory of an 
organization's personnel. Using X.500, the 
organization's directory can be part of a 
global directory that's available on the 
Internet. 

XML (eXtensible Markup Language): A 
language for creating Web pages that 
describes the data as well as how the data 
should look. The description makes Web 
searching more efficient. 

XOR: Stands for the binary mathematical 
operation eXclusive OR. The result of 
XORing two bits is 1 if and only if the 
value of both bits is 1; otherwise the 
result is 0. 

Yellow Pages: See YP and NIS. 

YP (Yellow Pages): The original name for 
NIS. British Telecom owns the trademark 
for Yellow Pages but not the initials YP. 
See also NIS. 

zone: The group of computer names for 
which a name server has authority. 
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