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Document Description: Certification of Micro Entity Status (Education Basis) PTOiSB/"15B (07-·14) 

CERTIFICATION OF MICRO ENTITY STATUS 
(INSTITUTION OF HIGHER EDUCATION BASIS) 

Application Number or Control Number (if applicable): Patent Number (if applicable): 

TBD 
First Named Inventor: Title of Invention: 

Paulo Shakarian, et al. SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEOHETIC CYBE.R THREAT rvl!TIGATION 

CERTIFICATION ON THE BASIS OF EMPLOYMENT BY AN INSTITUTION OF HIGHER EDUCATION 

The applicant hereby certifies U1e following-

The applicant qualifies as a small entity as defined in 37 CFR 1 .27. 

Tt1e applicant's employer, from wt1ict1 the applicant obtains U1e majority of tt1e applicant's income, is an 
institution of t1igt1er education as defined in section 101(a) of the Higher Education Act of 1965 (20 U.S.C. 
1001 (a)). 

SIGNATURE by an authodzed part~ set forth in 37 CFR 1.33(b} 

Signature /Ari M. Bai/ 

Name Ari M. Bai 

Date November 28, 2orn I Telephone I 602-650-2000 I Registration No. I 38726 

□ 
There is more than one inventor and I am one of the inventors who are jointiy identified as the applicant The required 
additional certification form(s) signed by the other joint inventor(s) are included with this form. 

CERTIFICATION ON THE BASIS OF ASSIGNMENT OR OBLIGATION TO ASSIGN TO AN INSTITUTION OF HIGHER 
EDUCATION 

The applicant t1ereby certifies the following-

Tt1e applicant qualifies as a small entity as defined in 37 CFR 1 .27. 

The applicant has assigned, granted, conveyed, or is under an obligation by contract or law, to assign, grant, or 
convey, a license or other ownership interest in the patiicular application to an institution of higher education as 
defined in section 101 (a) of the Higher Education Act of 1965 (20 U.S.C. 1001 (a)). 

SIGNATURE by an authorized Qarl:}'. set forth in 37 CFR 1.33{b} 

Signature /Ari M. Bai/ 

Narne Ari M. Bai 

Date November 28, 20161 Telephone I 602-650-2000 I Registration No. I 38726 

□ 
There is more than one inventor and I am one of the inventors who are jointiy identified as the applicant The required 
additional certification form(s) signed by the other joint inventor(s) are included with this form. 

NOTE: A signed copy of this "institution of higher education basis" micro entity certification form 
(PTO/SB/15B) filed together with a signed copy of the "gross income basis" micro entity certification 
form (PTO/SB/15A) will be taken to be a representation that any inventor or person applying for a 
patent as provided in 37 CFR 1.46 not qualifying on the "gross income basis" qualifies on the "institution 
of higher education basis." 

IPR2025-01397 
CrowdStrike EX1002 Page 1



Privacy Act Statement 

The Privacy Act of 1974 (P.L 93-579) requires tt1at you be given certain information in connection with your 
submission of the attached form related to a patent application or patent Accordingly, pursuant to the requirements of 
the Act, please be advised that: (1) the general authority !or the collection of this information is 35 U.S.C. 2(b)(2); (2) 
furnishing of Hie information solicited is voluntary; and (3) the principal purpose for whict1 the information is used by the 
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or 
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or abandonment of the 
application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from 
the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract Recipients of information shall be required to comply 
witt1 the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of Hie World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system o! records may be disclosed, as a routine use, to another federal agency !or purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system o! records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority of 
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing 
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record 
was filed in an application which became abandoned or in which the proceedings were terminated and which 
application is referenced by either a published application, an application open to public inspection or an issued 
patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware o! a violation or potential violation of law or regulation. 
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Electronic Patent Application Fee Transmittal 

Application Number: 

Filing Date: 

Title of Invention: 
SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER 
THREAT MITIGATION 

First Named Inventor/Applicant Name: Paulo Shakarian 

Filer: Ari M. Bai/Janelle Wiggins 

Attorney Docket Number: 055743-555439 

Filed as Micro Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

BASIC UTILITY PATENT FILING FEE-MCRO-ENT 3011 1 70 70 

UTILITY SEARCH FEE 3111 1 150 150 

UTILITY EXAMINATION FEE 3311 1 180 180 

Pages: 

Claims: 

Miscellaneous-Filing: 

LATE FILING FEE FOR OATH OR DECLARATION 3051 1 35 35 

Petition: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 435 

IPR2025-01397 
CrowdStrike EX1002 Page 4



Electronic Acknowledgement Receipt 

EFSID: 27629350 

Application Number: 15362730 

International Application Number: 

Confirmation Number: 5936 

Title of Invention: 
SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER 
THREAT MITIGATION 

First Named Inventor/Applicant Name: Paulo Shakarian 

Customer Number: 27148 

Filer: Ari M. Bai/Janelle Wiggins 

Filer Authorized By: Ari M. Bai 

Attorney Docket Number: 055743-555439 

Receipt Date: 28-NOV-2016 

Filing Date: 

Time Stamp: 20:58:00 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type DA 

Payment was successfully received in RAM $435 

RAM confirmation Number 112916INTEFSW00007516501662 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1823190 

1 Application Data Sheet 055743-555439-ADS.pdf no 9 
c9d5092ad 182677fcfad7d4 7cf9ca54dcde2 

2b9f 

Warnings: 

Information: 

386414 

2 
055743-555439-Specification. 

yes 25 
pdf 

6d 80a3d 9eaa4055 6ed 08e 3146c025 6664 2a 
4f32a 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Specification 1 20 

Claims 21 24 

Abstract 25 25 

Warnings: 

Information: 

580991 

3 
Drawings-only black and white line 

055743-555439-Drawings.pdf no 9 
drawings 

8edb3692fe69bd633f5e4d61283cee096c9 
1bbfd 

Warnings: 

Information: 

97121 

4 
Certification of Micro Entity (Education 055743-555439-Cert-Micro-

2 
Basis) Entity-Status_fi nal.pdf 

no 
6ab2e361681 52884f8eefd4bb031 e86d08e 

bd2f1 

Warnings: 

Information: 

36703 

5 Fee Worksheet (SB06) fee-info.pdf no 2 
4356b 180ed529ad59cf45054c049ec28569 

41703 
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Warnings: 

Information: 

Total Files Size (in bytes)~ 2924419 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/AIN14 (11-15) 
Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 0557 43-555439 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER THREAT MITIGATION 

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2: 

D Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Inventor Information: 

Inventor 11 I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

I El !='aulo I l3hakarian I El 
Residence Information (Select One) • US Residency Non US Residency Active US Military Service 

City J:handler I State/Province I t',z I Country of ResidencJ I f.Js 

Mailing Address of Inventor: 

Address 1 3932 West Rene Drive 

Address 2 

City I J:;handler I State/Province I~ 
Postal Code I ~5226 I Countryi I 1us 
Inventor b I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

I El ~ohn I ~obertson I El 
Residence Information (Select One) @ US Residency Non US Residency Active US Military Service 

City !='rescott I State/Province I t',z I Country of ResidencJ I 1-Js 

Mailing Address of Inventor: 

Address 1 3170 Shalom Drive 

Address 2 

City I f"rescott I State/Province I~ 
Postal Code I ~6301 I Countryi I 1us 
Inventor b I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

I El ~ana I '3hakarian I El 
Residence Information (Select One) @ US Residency Non US Residency Active US Military Service 

EFSWeb2.2.12 
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PTO/AIN14 (11-15) 
Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 0557 43-555439 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER THREAT MITIGATION 

City I J:;handler I State/Province I t',z I Country of ResidencJ I 1-Js 

Mailing Address of Inventor: 

Address 1 3932 West Rene Drive 

Address 2 

City I J:;handler I State/Province I~ 
Postal Code I ~5226 I Countryi I 1us 
Inventor ~ I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name 

I El J.tivin I !='aliath 

Residence Information (Select One) @ US Residency Non US Residency Active US Military Service 

City J:;handler I State/Province I t',z I Country of ResidencJ I 1-Js 

Mailing Address of Inventor: 

Address 1 5960 South Pearl Drive 

Address 2 

City I J:;handler I State/Province I~ 
Postal Code I ~5249 I Countryi I 1us 
Inventor b I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name 

I El J'l.manda I lfharl 

Residence Information (Select One) @ US Residency Non US Residency Active US Military Service 

City ~collsdale I State/Province I J'.z I Country of ResidencJ I 1-Js 

Mailing Address of Inventor: 

Address 1 7 602 East Aster Drive 

Address 2 

City I J,cottsdale I State/Province I~ 
Postal Code I ~5260 I Countryi I 1us 
All Inventors Must Be Listed - Additional Inventor Information blocks may be 
generated within this form by selecting the Add button. I 

Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

D An Address is being provided for the correspondence Information of this application. 

EFS Web 2.2.12 

Add I 

Suffix 

I El 

Suffix 

I El 
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CrowdStrike EX1002 Page 9



PTO/AIN14 (11-15) 
Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 0557 43-555439 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER THREAT MITIGATION 

Customer Number )7148 

Email Address uspt@polsinelli.com I I Add Email I I Remove Email I 

Application Information: 

Title of the Invention JI v I t:.IVI.:> ANU IVIL I .-1uu.:, 1 1, UA I A U~1 v Ll'I \JMIVIL I Ht:.U~L I IL, L, T ULI"- I H1,LM. I 

lnlTIGATION 

Attorney Docket Number 0557 43-555439 I Small Entity Status Claimed ~ 
Application Type Non provisional 

Subject Matter Utility 

Total Number of Drawing Sheets (if any) I~ I Suggested Figure for Publication (if any) 11 
Filing By Reference: 
Only complete this section when filing an application by reference under 35 U.S.C. 111 (c) and 37 CFR 1.57(a). Do not complete this section if 
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be 
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information" and "Foreign Priority Information"). 

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this 
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). 

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country 
filed application 

I 

Publication Information: 
□ 

□ 

Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

Request Not to Publish. I hereby request that the attached application not be published under 

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the 
subject of an application filed in another country, or under a multilateral international agreement, that requires 
publication at eighteen months after filing. 

Representative Information: 

T 

T 

,_ 

Representative information should be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer 
Number will be used for the Representative Information during processing. 

Please Select One: • Customer Number I US Patent Practitioner lo Limited Recognition (37 CFR 11.9) 

Customer Number ~7148 

EFS Web 2.2.12 
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PTO/AIN14 (11-15) 
Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 0557 43-555439 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER THREAT MITIGATION 

Domestic Benefit/National Stage Information: 
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate 
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes 
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78. 
When referring to the current application, please leave the "Application Number" field blank. 

Prior Application Status !='ending IT I Remove I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

I ~laims benefit of provisional IT 62261200 ~015-11-30 

Additional Domestic Benefit/National Stage Data may be generated within this form 
I Add I by selecting the Add button. 

Foreign Priority Information: 

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet 

constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application 

that is eligible for retrieval under the priority document exchange program (Poxi the information will be used by the Office to 

automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the POX program, applicant bears the ultimate 

responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual 

property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1 ). 

I Remove I 
Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable) 

I I I 
Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. I Add I 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition 
Applications 

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also 
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March 

□ 16,2013. 
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March 
16, 2013, will be examined under the first inventor to file provisions of the AIA. 

EFS Web 2.2.12 
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PTO/AIN14 (11-15) 
Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

0557 43-555439 Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER THREAT MITIGATION 

Authorization or Opt-Out of Authorization to Permit Access: 

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written 
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see 
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant 
application (see paragraph Bin subsection 1 below). 

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the 
authorization by checking the corresponding box A or B or both in subsection 2 below. 

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an 
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind 
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate. 

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s) 

A. Priority Document Exchange (PDXl - Unless box A in subsection 2 (opt-out of authorization) is checked, the 
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office 
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People's Republic of 
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office 
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign 
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed 
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the 
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h) 
(1 ). 

B. Search Results from U.S. Application to EPO - Unless box Bin subsection 2 (opt-out of authorization) is checked, 
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search 
results from the instant patent application when a European patent application claiming priority to the instant patent 
application is filed. See 37 CFR 1.14(h)(2). 

The applicant is reminded that the EPO's Rule 141(1) EPC (European Patent Convention) requires applicants to submit a 
copy of search results from the instant application without delay in a European patent application that claims priority to 
the instant application. 

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s) 

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with 

any documents and information identified in subsection 1A above. 

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent 
D application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant 

application. 

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the 
application in accordance with 37 CFR 1.14. 

EFS Web 2.2.12 
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PTO/AIN14 (11-15) 
Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 0557 43-555439 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER THREAT MITIGATION 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Tille 37 of CFR 
to have an assignment recorded by the Office. 

Applicant 11 I Remove I 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person 
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient 
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section. 

I Clear I 
Assignee 

I 
Legal Representative under 35 U.S.C. 117 

I 
Joint Inventor 

• Person to whom the inventor is obligated to assign . I Person who shows sufficient proprietary interest 

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is: 

1~1 
Name of the Deceased or Legally Incapacitated Inventor: I 

If the Applicant is an Organization check here. ~ 
Organization Name I ~RIZONA BOARD OF REGENTS ON BEHALF OF ARIZONA STATE UNIVERSITY 

Mailing Address Information For Applicant: 

Address 1 599 South Mills Avenue 

Address 2 $uite 601, Room 691AA 

City T"empe State/Province AZ 

Country I 1-Js Postal Code 85281 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button. I Add I 

Assignee Information including Non-Applicant Assignee Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 
37 of CFR to have an assignment recorded by the Office. 

EFS Web 2.2.12 
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PTO/AIN14 (11-15) 
Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 0557 43-555439 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER THREAT MITIGATION 

Assignee 11 

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent 
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application 
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the 
patent application publication. 

I Remove I 
If the Assignee or Non-Applicant Assignee is an Organization check here. □ 
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CROSS REFERENCE TO RELATED APPLICATIONS 

[0001] This is a non-provisional application that claims benefit to U.S. 

provisional application serial number 62/261,200 filed on November 30, 2015, which 

is herein incorporated by reference in its entirety. 

FIELD 

[0002] The present disclosure relates to a security game framework, 

and in particular to a data-driven security game framework that models an attacker 

based on exploit market data actively mined from the "darknet" or other overlay 

communication networks to develop strategies for the defender. 

BACKGROUND 

[0003] Many corporations rely on extensive penetration testing to 

assess the security of their computer networks. In a penetration test, a red team is 

hired to expose major flaws in the firm's security infrastructure. Recently, however, 

the market for exploit kits has continued to evolve and what was once a rather hard­

to-penetrate and exclusive market - whose buyers were primarily western 

governments -- has now become more accessible to a much wider population. 

Specifically, the darknet or other overlay network portions of the Internet accessible 

through anonymization protocols (such as Tor and i2p) have become populated with 

a variety of markets specializing in such products. In particular, 2015 saw the 

introduction of darknet markets specializing in zero-day exploit kits - exploits 

designed to leverage previously undiscovered vulnerabilities. These exploit kits are 

difficult and time-consuming to develop - and often are sold at premium prices. A 

survey of 8 marketplaces shows the price ranges of exploit kits for common software 

in Table 1 - these prices range from 0.0126-8.4 Bit-coin (2.88-1919.06 U.S. dollars 

at the time of this writing). 

[0004] The widespread availability of zero-day exploits in the darknet 

represents a potential game changer for penetration testers - specifically posing the 

following questions: 

• What exploits will an attacker likely purchase if he targets my 

organization? 

• What software used in the organization pose the biggest risk to new 

threats? 
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[0005] Unfortunately, the high cost of a variety of exploits available 

through the darknet may preclude a penetration tester from obtaining such exploits 

at a reasonable price to perform an effective penetration testing that accurately 

accesses the security of a computer network being tested. While criminal activity on 

the darknet has been extensively studied over the past decade for issues such as 

drug trade and terrorism, the markets for exploits existing on the darknet are much 

less well-understood. 

i i'tQ(h1~1 l i~e I~ ffl'C ! Frtoo m $,;, ' 
l""'""""""""""""""""""""""""""""""""'"""""-l----·----------------·--·----t--·--------·------------

l Q(l\'RAl'(Sw.m:!t Ctick + l Q'de Slgninil l ~tOOO i $45tt 9~ 
~ ~, I i. t.'ertifit~tt~ In>:::1~~~J , ~ 
··--------------------+---------------------------------, 
~ l'ktay -~v~1ipt't:S~ ~1U Rt~I~Q(t~ Sh.-rlJ ~ l-rt1'00 ~ $342).}l) 
l••·······'······································································l·····························-'························· ! A5H En,-:ryplioo fti.ti,1bo,v 'l1lbl;.<;: l U}Q{} l $3,{2. tlS 

l UnJ}m1~-!$ Cll~e ~igntng C~mfl.:ilre l J.~lID l $J74 .. W 
' ·------------------------------------------------------------·--·······················,.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.··1· .. _----------------·--
l Res.ll)·"tln® .um1i1 botntt 600 SRRVf.-RS l 1. 200 l iz·; 4, 1 {i 
.... .,.,.,-,-,-,-,-,-,-,-,-,..,..,-.-.-,-,-,-,-,-,-,-.-.-.-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,-,.,., ................................ , .................................... ..,.., ............ ~.•,•,v,,,..,..,..,..,..,..,..,..,..,..,..,..,..,..,..,.., 
l FUD Vl!fslm:i ~,r A,Mx, F!asb < '" !6J}.O.Z%7 l 14.1~.fii:l l $tiOO,on 
] {CVB2-JJ:'i.Q31l) j j 

*Price in U.S. Dollar as of Sep. 1, 2015 [1 BTC = $228.46] 

Table 1: Example of Products offered on Darknet Markets 

[0006] There has been related work on malicious hacker forums which 

did not focus on the purchase and sale of specific items. Markets of malicious 

products relevant to cyber security have been previously studied, but none of these 

works gathered data on specific exploits (or other products) from either the darkweb 

or open Internet; nor did they examine the markets through the lens of security 

games. 

[0007] In recent years, "security games" where attacker-defender 

models are used to inform the actions of defenders in military, law-enforcement, and 

homeland security applications have gained much traction. With regard to cyber­

security, there have been many contributions including intrusion detection, attack 

graph based games, and honey-pot placement. However, there does not appear to 

be a game theoretic approach to host-based defense where the activities of the 

attacker are informed from an "un-conventional" source (information not directly 

related to the defender's system) - specifically information from darknet markets in 

this case. Further, the very recent emergence of darknet markets specializing in 

zero-day exploits allow for the integration of information that was previously 

55065464.3 3 
IPR2025-01397 

CrowdStrike EX1002 Page 19



unknown. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1 is a schematic of a real-time exploit analysis system; 

[0009] FIG. 2 is a graph showing the distribution of Exploits with 

respect to platform; 

[0010] FIG. 3A is a graph showing DHAP Payoff vs. Budget for a 

Windows server and FIG. 38 is a graph showing the DHAP Payoff vs. Budget for a 

Linux server; 

[0011] FIG. 4A is a graph showing Defender Best Response, Payoff vs. 

katkfor Windows server and FIG. 48 is a graph showing Defender Best Response, 

Payoff vs. katk tor Linux server; 

[0012] FIG. 5 is a simplified block diagram illustrating one embodiment 

of a game-theoretic framework; 

[0013] FIG. 6 is a simplified block diagram of a computer system; and 

[0014] FIG. 7 is a flowchart of a method for applying a game theoretic 

cyber threat mitigation to a network. 

[0015] Corresponding reference characters indicate corresponding 

elements among the view of the drawings. The headings used in the figures do not 

limit the scope of the claims. 
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DETAILED DESCRIPTION 

[0016] Given a system configuration (or a distribution of system 

configurations within an organization), the present disclosure models an attacker 

who, given a budget, will purchase exploits to maximize his level of access to the 

target system. Likewise, a defender will look to adjust system configurations in an 

effort to minimize the effectiveness of an attacker while ensuring that necessary 

software dependencies are satisfied. 

[0017] The present system introduces a rigorous and thoroughly 

analyzed framework for addressing penetration testing that is fed with real-world 

exploit market data, mined from the darknet. FIG. 1 provides a schematic diagram 

100 of our framework. In one embodiment, a new security game framework 100 is 

designed to model an attacker with access to exploit markets and a defender of 

information technology infrastructure; theoretical analysis of the framework leading to 

the development of algorithms to find near-optimal strategies for both players; and 

an implementation of the system and the results of a thorough suite of experiments 

on real-world data. 

[0018] In some embodiments, the framework 100 includes a security 

game where the attacker 102 is a malicious hacker with access to a darknet exploit 

markets 104 and the defender 106 is tasked with host-based defense of either a 

single or group of systems. The notation Vis used herein to represent the entire set 

of vulnerabilities within a given computer system. Though there may be 

vulnerabilities not yet detected by the system administrator, information on new 

vulnerabilities can be mined through an examination of darknet hacking markets. In a 

real-world organization, system administrators are not able to patch all vulnerabilities 

for a variety of reasons. Software dependencies, use of legacy systems, and non­

availability of patches are some examples. To model this, a "constraint set" (denoted 

C) is defined as a subset of V. The vulnerabilities in a constraint set represent the 

vulnerabilities required for some system functionality. When each vulnerability in a 

constraint set C is in the presented attack surface (i.e. externally accessible), C is 

then said to be satisfied and the system supports the functionality modeled by C. 

[0019] In particular, let C represent the set of all possible constraint 

sets. This idea is extended with an "application constraint set" which, for an arbitrary 
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application, i, denoted C;, is a set of constraint sets (i.e. C; ~ C). Each constraint set 

in C; represents a set of vulnerabilities that together will provide complete 

functionality of application i. C; is said to be satisfied if any single constraint set in C; 

is satisfied. If C; is satisfied by a system configuration, and hence at least one 

constraint set in C; is satisfied, application i will properly operate on the system. C is 

the set of all application constraint sets for a given system configuration and 

represents all of the applications to be run on the system. So, in this framework, for a 

given system, a system administrator selects which vulnerabilities may be present in 

order to allow each application i to function. This begs the question as to how to 

make this selection. As such, the process is begun by defining some concepts 

relevant to the adversary. 

[0020] The term ex is used to denote a particular exploit - a technique 

used to take advantage of a given vulnerability. Let Ex denote the set of all possible 

exploits and Ex denote the set of all possible exploit sets (i.e. Ex = 2Ex). For each ex 

e: Ex, Cex is the associated cost of exploit ex - and this is specified directly on a 

darknet market 104 (normally in Bitcoin). Associated with the set of exploits is the 

Exploit Function, ExF, which takes a set of exploits as input and returns a set of 

vulnerabilities (i.e. ExF: Ex-> 2v). The set of vulnerabilities produced by ExF(A), 

for a given set of exploits A, represents the vulnerabilities that are exploited by the 

exploits in A. While many possible variations of an exploit function are possible, in 

this paper, we will use a straightforward definition that extends the exploit function 

from singletons (whose associated vulnerabilities can be taken directly from the 

online marketplaces) to sets of exploits: ExF(A) = Ua£A ExF({a}). For use in proving 

complexity results, we shall denote the special case where Ex= V, ExF(A) = A, and 

Vex e: Ex, Cex = 1 as the "Identity Exploit Model". 

[0021] Player Strategies and Payoff. An attacker 102 will use a set of 

exploits to attempt to gain access to a system, and will do so within a budget. 

Likewise, the defender 106 identifies a set of vulnerabilities that he is willing to 

expose (often referred to as the "presented attack surface"). Strategies for the two 

players formally defined as follows. 

[0022] Definition 2.1. (Attack Strategy). Given budget katk e: R+, an 

Attack Strategy, denoted A is a subset of Ex s.t. La£A ca:::: katk• 

[0023] Definition 2.2. (Defense Strategy). Given a family of application 

constraint sets C= {Co, C1, ... , Cn}, a Defense Strategy, denoted Dis a subset of V 
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s.t. for each C; e: C, there exists Ce: C;where C ~ D. 

[0024] Note that when a defense strategy D meets the requirements of 

C, as per Definition 2.2, we say D satisfies C. We will use the notation A, D to denote 

the set of all attack and defense strategies, respectively, and refer to an attacker­

defender pair of strategies as a "strategy profile." We will also define a mixed 

strategy tor both players in the normal manner. For the attacker (resp. defender) a 

mixed strategy is a probability distribution over A (resp. D). Mixed strategies as PrA, 

Pro are normally denoted for each player and use the notation IPrAI (resp. IProl) to 

denote the number of strategies in A (resp. D) that are assigned a nonzero 

probability by the mixed strategy. The payoff function may be defined formally as 

follows: 

[0025] Definition 2.3. (Payoff Function). A payoff function, p, is any 

function that takes a strategy profile as an argument and returns a positive real. 

Formally, p : AX o~ R+ 

[0026] Unless noted otherwise, the payoff function will be treated as 

being computable in polynomial time. Also, the payoff function is underspecified -

which is designed to allow flexibility in the framework. The following "payoff function 

axioms" are contemplated: 

[0027] Axiom 1 states that if the vulnerabilities generated by an attack 

strategy's exploits and the vulnerabilities in a defense strategy are disjoint sets, the 

payoff function must return 0. A consequence of axiom 1 is that if either the attack 

strategy or the defense strategy is the empty set, the payoff function will return 0. 

Axioms 2 and 3 require the payoff function to be monotonic in the size of the attack 

and defense strategies. Axioms 4 and 5 require the payoff function to be sub­

modular with respect to the attack and defense strategies. 

[0028] The present disclosure focuses on the "over-lap payoff function" 

which is defined as follows: p(A,D) = I ExF(A) n 01. Intuitively, this is simply the 

number of vulnerabilities exploited by the attacker. Further, when dealing with mixed 

strategies, payoff in terms of expectation will be discussed. Expected payoff can be 
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formally defined as follows: 

[0029] 

E:~:rp(f·trA.:,~r)r.nJ :::: L _L rs.r_:=i{ii)t··irv(I!}p(.A.~ ff) 
f}~~n .·\f .. \ 

Using the overlap function, the expected payoff can be 

interpreted as the "expected number of exploited vulnerabilities." 

[0030] Best Response Problems. A pair of decision problems dealing 

with the best response for the players will now be described below. These problems 

are the deterministic host attacker problem (DHAP) and deterministic host defender 

problem (DHDP), respectively, and are defined as follows: 

DHAP. 
-;r -~- 1CT' -:~- -~--~- -~-

I N PUT: Ko-11, ~::. i:,:.' , tr ~:: ,tt ', mixed defense strategy Pro, and [0031] 

payoff function p. 

[0032] 

DHDP. 

-- ,n,+ 
[0033] INPUT: X t:: ir::;. • , application constraints C, mixed attack 

strategy PrA, and payoff function p. 

[0034] 

satisfies C. and "No" otherwise. 

[0035] The natural optimization variants for these two problems will 

deal with maximizing the payoff in DHAP and minimizing the payoff in DHDP. 

Analysis and Algorithms 
[0036] The complexity and limits of approximation for both DHAP and 

DHDP will now be analyzed. The "Identity Exploit Model" is used for the complexity 

results. Unfortunately, both problems are NP-Complete in the general case. 

[0037] Theorem 1. DHAP is NP-Complete, even when IProl and the 

payoff function adheres to the submodularity and monotonicity axioms. 

[0038] Proof Sketch. Membership in NP is trivial if the payoff is PTIME 

computable. The hardness result relies on an embedding of the well-known 

budgeted set cover. Here, the defender's strategy is treated as a set of elements to 

cover and the exploits are treated as subsets of D (by virtue of the exploit function). 

Exploit costs are set as 1 and the attacker's budget is the value budget from the 

embedded problem. So, the attacker must pick exploits to meet the budget and 
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cover the determined number of the defender's vulnerabilities.a 

[0039] 

[0040] 

Theorem 2. When ICI > 1 and IPrAI = 1, DHDP is NP-Complete. 

Proof Sketch. Again, membership in NP is trivial if the payoff is 

PTIME computable. Hardness is shown by embedding the hitting set problem. In this 

reduction, the attacker plays all exploits and each exploit corresponds with 

preciselyone vulnerability. This has the effect of imposing a unit cost on each 

vulnerability. Here, each C; must be covered by a vulnerability. Hence, the defender 

must pick a set of all vulnerabilities to meet the cost requirement of DHDP while 

covering each C;_ 

[0041] The hardness of approximation is also analyzed for the 

optimization variants of DHAP and DHDP. Due to the fact that the above 

embeddings used set cover and hitting set, we can draw upon the known past 

results to obtain the following corollaries: 

[0042] Corollary 3. DHAP cannot be approximated where the payoff is 
/-,, ·i' 

within a factor of ' 1 
"" ; .l unless P = NP 

[0043] Corollary 4. DHDP cannot be approximated where the payoff is 

within a factor of (1 - o(1 ))/n(n) unless P = NP 

[0044] With the limits of approximation in mind, several algorithms are 

introduced to solve the optimization variants of DHAP and DHDP. The optimization 

variant of DHAP under the overlap payoff function is a special case of sub-modular 

maximization with the distinction that we are not simply picking k discrete objects, 

but instead picking items that each have a unique cost associated with them. 

Understanding this, several different approaches are examined to this problem 

based on the literature on submodular maximization. DHDP, on the other hand, can 

be readily approximated using the traditional set-cover algorithm (under some 

realistic assumptions), as cost does not affect DHDP. 
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Algorithm 1 Lazy Greedy Algorithn1 (Cosr-Benetit Variant) 

luput; kau., f:.: It+. Pr_o, and payuff hll'Ktion p. 
Out1lut; A ,:;; L>r s.t. Y"«;=_ 4 <\,. -s· k,-,11, 

l. li ~---(,); cost ~--" 0; priority queue q ~---O; itc1'aUon ~---
1 

3· r:c.k-c;y -,, ... .::1;,J';::· ,:,,!ll}: c.i ~'--· 1-

4: insel1 e into Q •'>'1th •-'f.::ey'" as the key 
5: ftnd for 
6: whifo {a';: E';c\.:l: c,, +cost<~; k<-<,d :/ %Jdo 
7: extra-ct top (11u1.x) element e of (J 
8· if(:'.{,,,= der.af:,'on. then 
9: ~•t ·<:···· ~4 i .. ) fe} ~ flcratio·r} -:; ... ·itr_·raiioJ~ ·{·· l 

l U: coM: \"" co,-;;l +· C,: 

1 l: else 

13: re-in:-;ert c into CJ 
14: end ff 
l:5: end "'bile 
!6: return .A 

Algorithms for DHAP 

[0045] Greedy Approaches. As mentioned earlier, the non-unit cost of 

exploits mean that DHAP can be considered as a submodular maximization problem 

subject to knapsack constraints. Two versions of the traditional greedy algorithm can 

be applied: a cost-benefit variant and uniform-cost variant, both of which will also use 

the lazy-greedy optimization to further enhance performance while maintaining the 

approximation guarantee. It was independently noted that the uniform-cost and the 

cost-benefit algorithms can perform arbitrarily badly. However, by extending a result 

from either the cost-benefit or the uniform-cost algorithm will provide a solution within 

a factor of ½(1 - 1/e) for a given set of input parameters. By applying both algorithms 

to a given problem instance and returning the attack strategy which produces the 

larger payoff, the ½(1 - 1/e) approximation factor is achieved for DHAP. A cost-

benefit lazy approximation algorithm is shown in Algorithm 1. By removing "ce" from 

the denominator in thee.key assignment in lines 3 and 12, the cost benefit lazy 

approximation algorithm is transformed into a uniform cost lazy approximation 

algorithm. 

[0046] Multiplicative Update Approach. An improved approximation 

ratio, when compared with the ½( 1 - 1 /e) ratio for the greedy algorithms, can be 

obtained by adapting Algorithm 1 for DHAP. This is shown as Algorithm 2 in this 

disclosure. For some value e (a parameter), this algorithm provides a (1 - e:)(1 - 1/e) 
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approximation of the optimal solution (Theorem 1.2), which, by providing an 

exceedingly small e: value, can get arbitrarily close to the ½(1 - 1/e) optimal 

approximation limit we discussed earlier. 

Algorithm 2 Mulfrpfo.~,ttive Update 

Input: k;,u..,, (: c m:+ sJ,. 0 < t '.; l, Pru, and payoff func~ 
twnp. 

(~~tt:~: ,;~: J~.,.;'; ~~;: ~-~:·::~~,·l/'i,:~},t''.~ 
LA {ss•H 

3~ ll/ -:;~~· :n1h\,:·:;i~; E ~}:::r:'' j k;,t}~/ (~"':',.J:; 

4: 'U) <;-----· 1 /kHJh; A ':'-------:;:t:t-1-:"_/,l 

5: while k,,H, w '.; .\ and E/ i \1 do 
fr 

7: 

8: 

t I . ·1•f , • .,. 1'~•-r ... ( n 'y· i ·"1 L'") I ,·••' (., " •·1•«·11 
, ' • ~,f}f: PT f_;: > .i} , .......... /1-l'.._ ..:•i.~ } -~-~ f,.,.~~t~-~ 'i: in:,.· 

11: return A 
n dse if Y"".i.•:i:Prn PrD(D)p( A.\ { }, D) ?. 
~ ['"'·· {n\--'i- .. ·,,.) {),t.h"'-l 
L-,lJ~:_}-'.•,;·D 1 !')\_L/}}}l_l{:.,.•,·j J:,x-) 1'.:.:I 

•14: retnrn A\{c:r;; J 
15: dse 
16: return {c:r;1} 
17: end ff 

[0047] Algorithm for DHDP. When using the overlap payoff function, 

DHDP can be modeled as a weighted set cover problem. Because the overlap payoff 

function is a modular function, the associated cost of a given vulnerability v, is simply 

the payoff produced by the singleton set {v} with a mixed attack strategy. In the 

common case where each constraint set is a singleton set, if the overlap payoff 

function is used, an adaptation on the standard greedy weighted set cover algorithm 

can be used for DHDP (Algorithm 3), providing a ln(n) + 1 approximation, 

Evaluation and Discussion 

[0048] Darknet Market Data. Eight marketplaces located on the Tor 

network were scraped and parsed during the month of May 2015. Each of these 

markets host vendors offering "hacking tools", including malware, botnets, exploits 

and other means serving to breach, steal and otherwise manipulate virtual targets. 

The product list is comprised of 235 such hacking tools, 167 of which were distinct. 
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Algorithm 3 \Veighted Greedy DHDP Algorithm for Sin­
gleton ConS<traint Set and Overlap Payffff FmH.,tion Case 

Input: Vulnen1bifrtiei, V, Pr,i, ,md applic,1tion ,·o:nstnrints 
(;_ 

Output.: D ':.::: l' s.t. the applkatlnn constni:ints C ,m~ s,itis­
fied. 

I: D ~'"· ~1 
2: S <"" ~-i;'t s.t. 8-;. "" {) : i-: <i C1 ·where T·: is hh vulnern-

blfay in V 1 
3: Ci:,, {»• L_:\,:,=Pri Pr.4(A./E:.rF[/1) n {VT 
.a• c~l .i:· •••. :{c:: 
;. : \~'bile ~'.:1

• 'f. {) do 

6~ 5~i ·f------arg:In.B.X}f\ l: ,.~: L.'-:~:/~;(:-' \ 

·7: (:l ~ ... ("':·:\5\ 
" r•. ,--,."-.n.>t ~: V ,--------_L,;, ~-) 'i ·i· ·i J 

9: f.md while 
IO: return JJ 

[0049] It found several identical products being sold on more than one 

market usually by the same seller (using an identical online handle). The products 

targeted 21 specific platforms, such as different versions of Adobe Flash, Linux, 

MSWindows and OS X as well as online presences such as Facebook, Wordpress 

and others. Hardware-related software such as those associated with Point-of-Sale 

machines, routers, and servers are also reflected in this number. FIG. 2 illustrates 

the variety of products in the markets and Table 2 illustrates exemplar exploits. 

[0050] System Configurations. As noted in FIG. 2, a variety of 

platforms were represented in our darknet market data.Results are described using 

application constraints based on common configurations for Windows and Linux 

servers - as these were the most prominent targets of exploits found on the darknet. 

In our experiments, software was mapped such as media players, databases, and 

FTP server software to application constraint sets to model the functional 

requirements of a system. Experiments were conducted with models for Android, 

Point-of-Sale, and Apple systems - though qualitatively the results differed little from 

the Windows and Linux Server experiments. 

[0051] DHAP Results. Both the greedy and multiplicative update 

approaches were implemented to address the DHAP problem. For the greedy 

algorithm, three variants of greedy (cost-benefit, uniform cost, and combination of 

the the two) were studied while we varied the parameter e: for the multiplicative 

update approach. Attacker payoff was examined as a function of budget (in Bitcoin). 

FIGS. 3A and 38 display this result. Though the cost-benefit greedy algorithm has 
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the potential to perform poorly, it was, in general, the best performing approach -

despite the multiplicative update approach achieving the better approximation 

guarantee. Further, the multiplicative update algorithm (Algorithm 2) was consistently 

the slowest in terms of runtime, taking much longer than the lazy greedy algorithms, 

particularly for high values of katk• Despite the multiplicative update algorithm having 

a better theoretical approximation ratio when compared to the tandem of greedy 

algorithms, namely (1 - e:) (1-1/e) compared to ½(1-1/e), as shown in FIGS. 3A and 

38 that the greedy algorithms performed as good as or better than the multiplicative 

update very consistently. In all algorithms, as expected, runtime grew with budget 

(not pictured) - though the relationship was not strict, as an increase in budget does 

not necessarily mean that more exploits will be selected. In the experiments (on a 

commodity computer equipped with a 3.49 GHz i7 CPU and 16 GB of memory), the 

runtimes never exceeded ten minutes. 

[0052] DHDP Results. FIGS. 4A and 48 demonstrate a defender's 

best response to an attack strategy against a Windows Server and Linux Server, 

respectively, for varying values of katk• Though similar trends are shown in FIGS. 3A 

and 38 as are shown in FIGS. 4A and 48, the payoff is generally lower, meaning 

that the defender can lower the expected payoff by enacting a best response 

strategy to an attack strategy produced by DHAP - which in the framework translates 

to fewer exploited vulnerabilities. 

[0053] Exploit Payoff Analysis. Instead of altering the software that 

appears on the host system in an attempt to avoid exploits, such as in the best 

response approach, in exploit payoff analysis, the defender will identify which 

specific exploits are increasing the payoff the most, with a hope that the defender 

can reverse-engineer the exploit, or patch the vulnerability himself. To identify which 

exploits should be reverse-engineered, the defender first runs DHAP against his host 

system to identify what payoff an attacker could expect to produce. Then, for each 

exploit ex, the defender runs DHAP against the host with the set of exploits Ex\ {ex}. 

The exploit ex that, when removed from the universe of exploits Ex, produces the 

largest drop in payoff for the attacker is the exploit that the defender should attempt 

to reverse-engineer. More formally, let A be the attack strategy produced by DHAP 

when using Ex as the universe of exploits and let Aex be the attack strategy that is 

produced when DHAP is run against the host when using Ex\{ex} as the universe of 

exploits. The defender will attempt to reverse-engineer the exploit, where Dis the 
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defense strategy representing the host. To account for exploits that, though they 

greatly reduce payoff when removed from Ex, may be too expensive for the defender 

to purchase, a cost-benefit analysis is also considered where the decrease in payoff 

is normalized by the cost of the exploit. The top exploits to reverse-engineer to 

defend a Windows Server host when considering an attacker budget of katk = 5, are 

shown in Table 3 with columns for both maximum payoff reduction and maximum 

cost-benefit analysis. 

Table 2: Examples of Exploits from Darknet Markets 

Table 3: Defender Exploit Analysis for katk = 5 

Game Theoretic Framework 

In some embodiments, to leverage the data collected from the darknet, a 

game theoretic framework is disclosed to 

reason about a defender facing an 

attacker sourced through the communities 

on the darknet. The paradigm used for this 

is based on the framework of a "security 

game". Such a framework 500 is designed 

from the ground-up to consider 

marketplace information a simplified block 

diagram is shown in FIG. 5. In this 

framework, an attacker has a strategy 

Market data 

Str.:itegie::: m rrntigoto:: 
r.~hc-r-;}-::tack-: 

Thr~c1t i~~te!l;gern:e 
i.::----i.i oxxerning h:gh" 

-:::~re;}-:: exp:nit :,;:ts 

FIG. 5 

(denoted A) that consists of a set of exploits he must purchase within a given budget. 

An exploit function (denoted Ex) maps the attacker's strategy to a set of vulnerable 

software applications, which can be easily obtained from darknet marketplace data. 
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Meanwhile, the set of applications on a defender's system D is treated as his 

strategy. While the payoff function is defined in terms of axioms, a simple payoff 

function can be the cardinality of the overlap-- p(A.D) = 1Ex(1l) nDI. The NP-hard 

problems of finding optimal strategies for both players and developed approximation 

algorithms are disclosed. A mixed strategy of attack and defense is disclosed that 

provides a natural extension for populations of computer systems as opposed to a 

single host as well as the modeling of multiple attackers. 

[0054] Referring to FIG. 6, a detailed description of an example 

computing system 600 having one or more computing units that may implement 

various systems and methods discussed herein is provided. The computing system 

600 may be applicable to the system described herein. For example, the computing 

system 600 may form a portion of the theoretical game engine 504 of FIG. 5 

discussed above. It will be appreciated that specific implementations of these 

devices may be of differing possible specific computing architectures not all of which 

are specifically discussed herein but will be understood by those of ordinary skill in 

the art. 

[0055] The computer system 600 may be a computing system is 

capable of executing a computer program product to execute a computer process. 

Data and program files may be input to the computer system 600, which reads the 

files and executes the programs therein. Some of the elements of the computer 

system 600 are shown in FIG. 6, including one or more hardware processors 602, 

one or more data storage devices 604, one or more memory devices 606, and/or one 

or more ports 608-612. Additionally, other elements that will be recognized by those 

skilled in the art may be included in the computing system 600 but are not explicitly 

depicted in Fig. 6 or discussed further herein. Various elements of the computer 

system 600 may communicate with one another by way of one or more 

communication buses, point-to-point communication paths, or other communication 

means not explicitly depicted in FIG. 6. 

[0056] The processor 602 may include, for example, a central 

processing unit (CPU), a microprocessor, a microcontroller, a digital signal processor 

(DSP), and/or one or more internal levels of cache. There may be one or more 

processors 602, such that the processor comprises a single central-processing unit, 

or a plurality of processing units capable of executing instructions and performing 
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operations in parallel with each other, commonly referred to as a parallel processing 

environment. 

[0057] The computer system 600 may be a conventional computer, a 

distributed computer, or any other type of computer, such as one or more external 

computers made available via a cloud computing architecture. The presently 

described technology is optionally implemented in software stored on the data stored 

device(s) 604, stored on the memory device(s) 606, and/or communicated via one or 

more of the ports 608-612, thereby transforming the computer system 600 in FIG. 6 

to a special purpose machine for implementing the operations described herein. 

Examples of the computer system 600 include personal computers, terminals, 

workstations, mobile phones, tablets, laptops, personal computers, multimedia 

consoles, gaming consoles, set top boxes, and the like. 

[0058] The one or more data storage devices 604 may include any non-

volatile data storage device capable of storing data generated or employed within the 

computing system 600, such as computer executable instructions for performing a 

computer process, which may include instructions of both application programs and 

an operating system (OS) that manages the various components of the computing 

system 600. The data storage devices 604 may include, without limitation, magnetic 

disk drives, optical disk drives, solid state drives (SSDs), flash drives, and the like. 

The data storage devices 604 may include removable data storage media, non­

removable data storage media, and/or external storage devices made available via a 

wired or wireless network architecture with such computer program products, 

including one or more database management products, web server products, 

application server products, and/or other additional software components. Examples 

of removable data storage media include Compact Disc Read-Only Memory (CD­

ROM), Digital Versatile Disc Read-Only Memory (DVD-ROM), magneto-optical disks, 

flash drives, and the like. Examples of non-removable data storage media include 

internal magnetic hard disks, SSDs, and the like. The one or more memory devices 

606 may include volatile memory (e.g., dynamic random access memory (DRAM), 

static random access memory (SRAM), etc.) and/or non-volatile memory (e.g., read­

only memory (ROM), flash memory, etc.). 

[0059] Computer program products containing mechanisms to 

effectuate the systems and methods in accordance with the presently described 

technology may reside in the data storage devices 604 and/or the memory devices 
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606, which may be referred to as machine-readable media. It will be appreciated 

that machine-readable media may include any tangible non-transitory medium that is 

capable of storing or encoding instructions to perform any one or more of the 

operations of the present disclosure for execution by a machine or that is capable of 

storing or encoding data structures and/or modules utilized by or associated with 

such instructions. Machine-readable media may include a single medium or multiple 

media (e.g., a centralized or distributed database, and/or associated caches and 

servers) that store the one or more executable instructions or data structures. 

[0060] In some implementations, the computer system 600 includes 

one or more ports, such as an input/output (1/0) port 608, a communication port 610, 

and a sub-systems port 612, for communicating with other computing, network, or 

vehicle devices. It will be appreciated that the ports 608-612 may be combined or 

separate and that more or fewer ports may be included in the computer system 600. 

[0061] The 1/0 port 608 may be connected to an 1/0 device, or other 

device, by which information is input to or output from the computing system 600. 

Such 1/0 devices may include, without limitation, one or more input devices, output 

devices, and/or environment transducer devices. 

[0062] In one implementation, the input devices convert a human-

generated signal, such as, human voice, physical movement, physical touch or 

pressure, and/or the like, into electrical signals as input data into the computing 

system 600 via the 1/0 port 608. Similarly, the output devices may convert electrical 

signals received from computing system 600 via the 1/0 port 608 into signals that 

may be sensed as output by a human, such as sound, light, and/or touch. The input 

device may be an alphanumeric input device, including alphanumeric and other keys 

for communicating information and/or command selections to the processor 602 via 

the 1/0 port 608. The input device may be another type of user input device 

including, but not limited to: direction and selection control devices, such as a 

mouse, a trackball, cursor direction keys, a joystick, and/or a wheel; one or more 

sensors, such as a camera, a microphone, a positional sensor, an orientation sensor, 

a gravitational sensor, an inertial sensor, and/or an accelerometer; and/or a touch­

sensitive display screen ("touchscreen"). The output devices may include, without 

limitation, a display, a touchscreen, a speaker, a tactile and/or haptic output device, 

and/or the like. In some implementations, the input device and the output device 

may be the same device, for example, in the case of a touchscreen. 
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[0063] In one implementation, a communication port 610 is connected 

to a network by way of which the computer system 600 may receive network data 

useful in executing the methods and systems set out herein as well as transmitting 

information and network configuration changes determined thereby. Stated 

differently, the communication port 610 connects the computer system 600 to one or 

more communication interface devices configured to transmit and/or receive 

information between the computing system 600 and other devices by way of one or 

more wired or wireless communication networks or connections. For example, the 

computer system 600 may be instructed to access information stored in a public 

network, such as the Internet. The computer 600 may then utilize the 

communication port to access one or more publicly available servers that store 

information in the public network. In one particular embodiment, the computer 

system 600 uses an Internet browser program to access a publicly available website. 

The website is hosted on one or more storage servers accessible through the public 

network. Once accessed, data stored on the one or more storage servers may be 

obtained or retrieved and stored in the memory device(s) 606 of the computer 

system 600 for use by the various modules and units of the system, as described 

herein. 

[0064] Examples of types of networks or connections of the computer 

system 600 include, without limitation, Universal Serial Bus (USB), Ethernet, Wi-Fi, 

Bluetooth®, Near Field Communication (NFC), Long-Term Evolution (LTE), and so 

on. One or more such communication interface devices may be utilized via the 

communication port 610 to communicate one or more other machines, either directly 

over a point-to-point communication path, over a wide area network (WAN) (e.g., the 

Internet), over a local area network (LAN), over a cellular (e.g., third generation (3G) 

or fourth generation (4G)) network, or over another communication means. Further, 

the communication port 610 may communicate with an antenna for electromagnetic 

signal transmission and/or reception. 

[0065] The computer system 600 may include a sub-systems port 612 

for communicating with one or more additional systems to perform the operations 

described herein. For example, the computer system 600 may communicate 

through the sub-systems port 612 with a large processing system to perform one or 

more of the calculations discussed above. 
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[0066] The system set forth in FIG. 6 is but one possible example of a 

computer system that may employ or be configured in accordance with aspects of 

the present disclosure. It will be appreciated that other non-transitory tangible 

computer-readable storage media storing computer-executable instructions for 

implementing the presently disclosed technology on a computing system may be 

utilized. 

[0067] FIG. 7 is a flowchart of a method for applying game theoretic 

cyber threat mitigation to a network. In one particular embodiment, the operations of 

the method 700 may be executed by the computing device described above in 

relation to FIG. 6. Thus, the computing device may utilize a network connection to a 

public network to obtain a set of exploits to attack a device or network, such as in 

operation 702. In some instances, the set of exploits may be obtained from the 

darknet portion of the Internet. In operation 704, the computing device creates a 

constraint set of vulnerabilities of a network under attack. In general, the constraint 

set of vulnerabilities includes those vulnerabilities in the attacked device or network 

that are required for some system functionality. In operation 706, the computing 

device applies the set of exploits to the constraint set of vulnerabilities of the 

attacked network to determine a success on attacking the network. In operation 708, 

the computing device may reverse engineer one or more of the set of exploits 

applied to the attacked network to develop a patch to the exposed vulnerability to the 

network. 

[0068] It should be understood from the foregoing that, while particular 

embodiments have been illustrated and described, various modifications can be 

made thereto without departing from the spirit and scope of the invention as will be 

apparent to those skilled in the art. Such changes and modifications are within the 

scope and teachings of this invention as defined in the claims appended hereto. 
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CLAIMS 

What is claimed is: 

1. A system for protecting a computer system from attack, the system 

comprising: 

a network connection for communicating with a public network; 

a processing device; and 

a computer-readable medium connected to the processing device 

configured to store instructions that, when executed by the 

processing device, performs the operations of: 

obtaining a set of exploits from the public network through 

the network connection, the set of exploits 

configured to penetrate the computer system; 

creating a constraint set of vulnerabilities of the computer 

system comprising a minimum set of 

dependencies to operate the computer system; 

applying the set of exploits to the computer system; 

analyzing the application of the set of exploits on the 

computer system to detect a particular vulnerability 

of the computer system; and 

altering a configuration of the computer system in 

response to the analysis of the application of the 

set of exploits. 

2. The system of claim 1, wherein analyzing the application of the set of exploits 

on the computer system comprises quantifying a risk level posed to the 

computer system related to a cost to obtain the set of exploits. 

3. The system of claim 2, wherein the public network is the Internet and the 

processing device further performs the operation of: 
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aligning Internet data with the constraint set of vulnerabilities based on 

information obtained about the set of exploits. 
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4. The system of claim 3, wherein obtaining a set of exploits from the public 

network through the network connection comprises: 

applying one or more algorithms to obtain the set of exploits based on 

the constraint set of vulnerabilities of the computer system from 

one or more darknet marketplaces on the Internet. 

5. The system of claim 4, wherein the one or more algorithms determine the cost 

to obtain the set of exploits to create a budget and obtains the set of exploits 

constrained by the determined cost to obtain the set of exploits. 

6. The system of claim 5, wherein obtaining the set of exploits is based on 

maximizing the quantifying of the risk level posed to the computer system 

related to the cost to obtain the set of exploits 

7. The system of claim 1, wherein altering the configuration of the computer 

system comprises removing a software component of the computer system 

that is utilized by the set of exploits to attack the computer system. 

8. A method for improving a computing device, the method comprising: 

obtaining a set of exploits from a public network, the set of exploits 

configured to bypass a security feature of the computer system; 

analyzing an application of the set of exploits on the computer system 

to detect a particular vulnerability of the computer system; and 

altering a configuration of the computer system in response to the 

analysis of the application of the set of exploits. 

9. The method of claim 8 further comprising: 
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creating a constraint set of vulnerabilities of the computer system 

comprising a minimum set of dependencies to operate the 

computer system; and 
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wherein the application of the set of exploits on the computer system 

comprises determining the effect of the set of exploits on the 

constraint set of vulnerabilities of the computer system. 

10. The method of claim 9, wherein analyzing the application of the set of exploits 

on the computer system comprises quantifying a risk level posed to the 

computer system related to a cost to obtain the set of exploits from the public 

network. 

11. The method of claim 10, further comprising: 

aligning public network data with the constraint set of vulnerabilities 

based on information obtained about the set of exploits. 

12. The method of claim 11, wherein obtaining a set of exploits from the public 

network comprises: 

applying one or more algorithms to obtain the set of exploits based on 

the constraint set of vulnerabilities of the computer system from 

one or more darknet marketplaces on the Internet. 

13. The method of claim 12, wherein the one or more algorithms determine the 

cost to obtain the set of exploits to create a budget and obtains the set of 

exploits constrained by the determined cost to obtain the set of exploits. 

14. The method of claim 13, wherein obtaining the set of exploits is based on 

maximizing the quantifying of the risk level posed to the computer system 

related to the cost to obtain the set of exploits. 

15. The method of claim 8, wherein altering the configuration of the computer 

system comprises removing a software component of the computer system 

that is utilized by the set of exploits to attack the computer system. 
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16. The method of claim 8, wherein altering the configuration of the computer 

system comprises installing a patch to a software component of the computer 

system that is exposed by the set of exploits to attack the computer system. 

17. One or more non-transitory tangible computer-readable storage media storing 

computer-executable instructions for performing a computer process on a 

machine, the computer process comprising: 

obtaining a set of exploits from a public network, the set of exploits 

configured to bypass a security feature of the computer system; 

analyzing an application of the set of exploits on the computer system 

to detect a particular vulnerability of the computer system; and 

altering a configuration of the computer system in response to the 

analysis of the application of the set of exploits. 

18. The one or more non-transitory computer-readable storage media of claim 17, 

wherein the computer process further comprises: 

creating a constraint set of vulnerabilities of the computer system 

comprising a minimum set of dependencies to operate the 

computer system; and 

wherein the application of the set of exploits on the computer system 

comprises determining the effect of the set of exploits on the 

constraint set of vulnerabilities of the computer system. 

19. The one or more non-transitory computer-readable storage media of claim 17, 

wherein analyzing the application of the set of exploits on the computer 

system comprises quantifying a risk level posed to the computer system 

related to a cost to obtain the set of exploits from the public network. 

20. The one or more non-transitory computer-readable storage media of claim 17, 

wherein obtaining a set of exploits from the public network comprises applying 

one or more algorithms to obtain the set of exploits from one or more darknet 

marketplaces on the Internet. 
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ABSTRACT 

System and methods for a data-driven security game framework that models 

an attacker based on exploit market data actively mined from the darknet to develop 

strategies for the defender are disclosed. 
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37l(c)DATE 

11/28/2016 

900 WEST 48TH PLACE 
SUITE 900 

GRPART 

UNIT 

2431 

KANSAS CITY, MO 64112-1895 

FIL FEE REC'D 

435 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

055743-555439 20 3 
CONFIRMATION NO. 5936 

FILING RECEIPT 

1111111111111111111111 m~mmmm,~~1111111111111111111111111111111 

Date Mai led: 12/09/2016 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 

Applicant( s) 

Paulo Shakarian, Chandler, AZ; 
John Robertson, Prescott, AZ; 
Jana Shakarian, Chandler, AZ; 
Vivin Paliath, Chandler, AZ; 
Amanda Thart, Scottsdale, AZ; 

ARIZONA BOARD OF REGENTS ON BEHALF OF ARIZONA STATE UNIVERSITY, Tempe, 
AZ 

Power of Attorney: None 

Domestic Priority data as claimed by applicant 
This appln claims benefit of 62/261,200 11/30/2015 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: Yes 

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 
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If Required, Foreign Filing License Granted: 12/07/2016 
The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 15/362, 730 
Projected Publication Date: 06/01/2017 
Non-Publication Request: No 
Early Publication Request: No 
** MICRO ENTITY** 
Title 

SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER THREAT 
MITIGATION 

Preliminary Class 

726 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 

page 2 of 3 

IPR2025-01397 
CrowdStrike EX1002 Page 53



GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 15/362,730 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A N/A 70 (37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A N/A 150 (37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A N/A 180 (37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 20 (37 CFR 1.16(i)) 
minus 20= OR X 20 = 0.00 

INDEPENDENT CLAIMS 3 minus 3 = X 105 = 0.00 (37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 O ($155 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL TOTAL 400 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR ~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "O" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

15/362,730 

27148 
POLSINELLI PC 
900 WEST 48TH PLACE 
SUITE 900 

FILING OR 3 71 (C) DATE 

11/28/2016 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Paulo Shakarian 055743-555439 
CONFIRMATION NO. 5936 

INFORMAL NOTICE 

1111111111111111111111 ll]~!l]!~l!~l!~Uilf !111!111111111111111111 IIII IIII 

KANSAS CITY, MO 64112-1895 

Date Mai led: 12/09/2016 

INFORMATIONAL NOTICE TO APPLICANT 

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for 
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's 
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute 
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the 
expiration of the time period set in the "Notice of Allowability" to avoid abandonment. See 37 CFR 1.53(f). 

The item(s) indicated below are also required and should be submitted with any reply to this notice to avoid 
further processing delays. 

• A properly executed inventor's oath or declaration has not been received for the following inventor(s): 
Paulo Shakarian 
John Robertson 
Jana Shakarian 
Vivin Paliath 
Amanda Thart 

/mhaile/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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PTOiAIAi01 (06-12) 
Approved for use through 01i31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF CONlNlERCE 
UnrJer the Paperwork Reduction Act of 1995, no persons are required to respond to a co!lection of information uniess it dispiays a va!id 0MB contro! number. 

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 
APPLICATION DATA SHEET (37 CFR 1.76) 

Title of SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER 
Invention THREAT MITIGATION 

As the below named inventor, I hereby declare that: 

This declaration 
is directed to: □ The attached application, or 

[i] United States application or PCT international application number 15/362, 730 

filed on November 28, 2016 

The above-identified application was made or authorized to be made by me. 

I believe that I am the original inventor or an original joint inventor of a claimed invention in the application. 

I hereby acknowledge that any willful false statement made in this deciaration is punishable under 18 U.S.C. 1001 
by fine or imprisonment of not more than five (5) years, or both. 

WARNING: 
Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may 
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO 
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO, 
petitionersiapplicants should consider redacting such personal information from the documents before submitting them to the 
USPTO. Petitioner/app!icant is advised that the record of a patent application is available to the public after publication of the 
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a 
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is 
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms 
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available. 

LEGAL NAME OF INVENTOR 

Inventor: John F obertS0.Q Date (Optional) . __________ _ 

Signature: i-11'. AA.1 V JJ.J A.~~,/ 

Note: An application data sheet {PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have 
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor. 

This col!ection of information is required by 35 U.S.C. 115 and 37 CFR ·1 .63. The information is required to obtain or retain a benefit by the public which is io file (and 
by U1e USPTO io process) an application. Confidentia!ity is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1 .14. This collection is estimated to take 1 minute to 
complete, inciuding gathering, preparing, and submitting Hie compieterJ appiication form to the USPTO. Time wiil vary depending upon the individual c.ase. Any 
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Paieni and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-·1450. DO NOT SEND FEES OR COMPLETED FORMS TO 
THiS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, cal! 1-800-PTO-9199 and select option 2 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L 93-579) requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent. Accordingly, 
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the 
collection oft11is information is 35 U.S.C. 2(b)(2); (2) furnishing oft11e information solicited is voluntary; 
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark 
Office is to process and/or examine your submission related to a patent application or patent. If you do 
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or 
abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from 
this system of records may be disclosed to the Department of Justice to determine whether 
disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject matter of the 
record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 197 4, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.Ca 21 B(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part of that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall 
be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not 
be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U .S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 
or local law enforcement agency, if the US PTO becomes aware of a violation or potential 
violation of law or regulation. 
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PTO/AIA/01 (06-12) 
Approved for use through 01/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 
APPLICATION DATA SHEET (37 CFR 1.76) 

Title ot SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER 
Invention THREAT MITIGATION 

As the below named inventor, I hereby declare that: 

This declaration 
is directed to: 

The attached application, or □ 
[i] United States application or PCT international application number 15/362, 730 

filed on November 28, 2016 

The above-identified application was made or authorized to be made by me. 

I believe that I am the original inventor or an original joint inventor of a claimed invention in the application. 

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001 
by fine or imprisonment of not more than five (5) years, or both. 

WARNING: 
Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may 
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO 
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO, 
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the 
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the 
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a 
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is 
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms 
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available. 

LEGAL NAME OF INVENTOR 

Inventor: Paulo Shakarian Date (Optional) : _________ _ 
,/') .,:-_:: _,,__ _____ _ 
,-....__...,, f 

Signature: _____ ____.\-" .• _,•-=--.,.._·----------------------------------

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have 
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor. 

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and 
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to 
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any 
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO 
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent. Accordingly, 
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the 
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; 
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark 
Office is to process and/or examine your submission related to a patent application or patent. If you do 
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or 
abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from 
this system of records may be disclosed to the Department of Justice to determine whether 
disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject matter of the 
record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part of that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall 
be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant ( i.e., GSA or Commerce) directive. Such disclosure shall not 
be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1 .14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 
or local law enforcement agency, if the USPTO becomes aware of a violation or potential 
violation of law or regulation. 
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PTO.:\S.t,:\/0~ f(:6-· ~ ~·} 
A~,i4ft)~'f3dfl)fUS(3 thf\)UOh Q~l31/20i4. 0MB n~tt-;~nn:J;: 

U. $. Pa-h~jnf arid lr;.,i:tie~nar:>; ·r,)mr.;t:r U.S. i)fPARn .. 1:r:Nl OF COMMiJ~C[ 
U:Xl<;":•· t:-..~ P~"'lp&.~rk R:e-:.iueti:.-:-n Ac~ •~-1 ~ 005. ~-:o:c:i P'-,Jfs,;:,ns ~t·,::t r~"t)uic-{3-d ~,:,, n~spon-ti i-o ~ ,;:_nit~1..:~:nn uf ·::r:r~nn-:nat{fJ~ tm~e.s.s ~~ '.i:i:&r,:!ay~ ~ ~~::tU GMa -t.~m~~ •~1;-mb,e;r 

DECLARATION (37 CFR 1.63) FOR UTIUTY OR DESIGN APPUCAT!ON USING AN 
APPUCAHON DATA SHEET (37 CFR 1.16) 

Title of 
!nv11moon 

SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER 
THREAT MfflGATl0N 

This declaration 
is directed to: 

15/362,730 United States applicat,on or PCT intermnional application numb-er ___________ _ 

fi;oo 
011 

November 28, 2016 

I believe that I am the original inven!or or an origina! Joint ir.¥entor of a claimed invention m the ;;ipplication. 

I !JetE!by &c!<nowledge that any ~\~llful false statement made in this dedaralion is ptmisJiab!e under 18 U.S.C 1001 
by fi-nei or imprisonment of not more tM11 five {5.) years, or bo!h. 

WARNING: 
Petitioner/applicant is eo1ut1one.._1 to avoid subrm!ting personal mformation 111 docurnents filed in a patent application that may 
conM01Jte lo identity theft Person,111 information such as social security numb~rs, bank accounl nurnb-ers. or credit card rmmt:<>'ml 
(other 11la11 a c!Jec.~ or credit can:! authorization form PT0-2038 submittHd for pa~'mem purposes.) is never required by !he USPTO 
t(J support a pe:mon or an application !f this type of personal mformfltion is included in docurnen!s submi!!ed to the USP-TO, 
pet1tioners/applrcant.s sMou!d conskler rectactif!g s,ich personal infomwiion from the doc:wnents before sut:,mittmg them to the 
USPTO. Petilionerfapplican! is adv1sed t~1at the record of a pa!ef!! appiic-at1on ,s ava1iable to the public after pubhca!ion of the 
app!1cation {Unless a non-publication request in c:c~mp!iancE? with 37 CFR 1.213(a) ,s made ;n !he application) or issuance of ,1 

patent Furthermore, the record from an abarn:loned application may also be availabie to the public If the application is 
refumnced in a published application or an issued pa!en! (see 37 CFR 1.14} C!lec;.:s Md o-ed1t card authorization forms 
PT0-203.8 stibmi!ted fot payment plirpcws are not retained in the applicaticm fl!-€, Bnd therefors are not publicly available. 

LEGAL NAME OF INVENTOR 

Signature: 

' 

~Jote· An a:ppfic.abo-r~ i~ta sheet {PTOlSBil4 or •e:.1tJNatent). mc;t1,:li.ng naming thr:: iSnt.ite in~·entive enuty, n:ust aocurr,pa:n~· :J~is fi .. 1:n-:n or :must have 
t>o1en p~"l>'i<:n,s!y liled Use a,1 ami1t1on,'l! PTOU\!Ai01 fi:.~m1 for e.ac/1 additional inventor. 

:h)S ($>~0::tK~" of •:n:f,;::~'"~hori ts r~q~~n:xi by 35 U.S.C. ~ 15 3r1d .:);· CFH 1.6.:1. n~ ~~1r~~nqJ1-..~1 i~ r~\.(~d t<l (l:t:,t&~~ (ti~ r~~K~ a Dene~ I>)' u~,: publ:k': 1..~ti::-ctl ~st~ f~f! {,~·Kl 
b:,; t~~ IJSPTO ~-::t ptt► :.~-e,r;:...::';) an ;.,;ppliu1t:<Jn. C.<;rifi:::16ri~tai;t~• :~ t}l1'~'6ffi~i ti,~· 3~ U.S G ~22 .:.:en~ :r; C~R ·; 11 and~ i:i.i. n~.:~ c,::Q:¢<."))o-n ~~ es~rn${$•;:; tt) -tab~~ ft:i:iiui~ t<; 
c.c<np:leie .. m:::~~~n~ ~tne-r:-ng. prl-1p-ar"i~g. a:~ ~ib:-:-~ng ~rff~ t~V"rn~&t6t3 ~lpp~at\f}n i-t.'i:rm ~ ·rh~ VSPTO. nw~ 'A-'.t~t ~•a:)' <l-e~1ixir,J i~P<,,··-n ;:i'1~ ~•;-Jh~•;:.;ua: Qls« Atis· 
f.;,e.mrru.~nts c--n the a:~u-:rt <tf tl-:lt-e yt)U req~:frt1 ~{> (A~l':l:P~~.1."r: t~"~;~ fu~m ~r~1/t1~ sugc.}es~1~ ~r,i.r n-"}..1.t,:ci~g t~i~ tKw~n, s~)wki th,. s~~ ro the Ch~ef /i)tc-rrn~on Offl<x~r. tl ~­
P-at~!1i ~mJ lr;s~m*rlt Off~:e. U.S. [h.~pa-rt:-n,efj:t of G1)ffn':1G:r<». P.f) 8-3;:. vtSO. Af~x6''ndr~. V/.1, z~:3-;a-.1~tK,1 :00 NDT SEND i:EES ,OR C(':MPLETED: FORMS T1.) 

THlS ADDRESS. SEND TO, Commiss!•,mef for P>11tenw. P.O, SO:< 1450, Aleundrla, VA 22313-14.50. 
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P"fO/Al.410: (M-12) 
Approved for use thm~gh 01/3,/2014. OMS 0551-0032 

U.S. l''ale"-l ;,;r;d Tr;,dern,;r~ O!:ir.'.'; U.S. DEPARTM!:NT OF COMMERCE 

~;~:;;;;~:,;:7~~~~1"ii~i ~~;~;:T:(;;;g;::::~:;~;~ ~;;;::::: "~ 
' "_,/ 

Title of SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER 
Invention THREAT MITIGATION 

As the below named inventor, i hereby dedare that: 

This dec,aration 
is directed to: 

The attached applic~iticm, or 

United States application or PCT intemational app!ication number_ 1 S/362, ?30 '"""""""" ...... . 

flied on November_28, 2016 ···---------------

T~,e above-identified application 'Nas made o, authorized to be made by me. 

I believe that I am the original Inventor or an original joint inventor of a claimeo invention in the appncation. 

I hereby acknowledge that any willful false statement made in this declaration is punishable unoer 18 LLS.C. '!001 
by fine or imprisonment of not more thi,n five (5) years. or both. 

WARNING: 
Pet1tione,tapp!lcant is cautioned to avoid submitting personal infonnat:on in documents filed ir; a pa!ent applicator: that may 
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or'credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO 
to support a petition or an application. ,f this type of personal information is included in documents submitted to the US PTO. 
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the 
USPTO. Petit,one,iapplicant is advised that the record of a patent application is available to the public Jfter ptIb!ication of the 
application (w%ss a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a 
patent. Furthermore, the record from an abandoned application may also be av;,ilable to the public it the ;,pplication is 
referenced i:, a pubiished application or an Issued patent (see 37 CFR 1.14). Checks and credit card authorization forms 
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly ava:lable. 

LEGAL NAME OF INVENTOR 

'\.°", 
,, ' 

Note: Afl application ail~ sh<::et (P,0188114 or equ,valenl), inc!uding nam,ng the en:i,e inventive enlily, rr,tml accomp;my this form or mu:il have 
been previous,y fi:ed. Use an additicnal PTDiAIAfO·; torm for each Mdition::11 iflventor. 

Th,s collec;t1on of :nformalIor, Is reqwed by 35 U.S.C. 115 ,md 37 c;::R 1.63. TM mform,rnon Is requiro,,d :o cb!Bi:, or :<3!;;,r. a b»nefit by th» publ:c which i~ to file (and 
by !Ii<> USPTO to proc<1B$) an ~rmlioatior.. Cr;r:fiden!iality :$ govr,rr:'-'d by 35 U :S.C. 12?. 2.r.d :,7 CFR , .11 ;me 1 ,4. Tt:is wllectior, is estimated tc ti.l~e 1 r:;inul<1 to 
ccmp:,;,!'.l, includi~g gathering, preparir.g, and ~ubmitting lh<.S wmpleted applica::cn fo,m ,,:, the USPTO. Time will vmy •:lilpendin~ upon !l;e individu:al case. ,"-.11y 
ccmm,rnl$ r,1, the amou:1, of tim;, you cequ:re :o com;"J:ete !his form endicr suggestions fer rnd:Jcir,g thi~ bur,ien, Bt:r;uld be $<:l'll ,v the C~:et ln:orrnatioe Office,, U.S 
;oaten! mid Trndernark Offlce. U.S. Department of Cor,,rr-errn, P.O. Box 1450, Alexar.dri;,, VA 22313~1450. DO NOT SEND FEES OR COMPLETED FORMS TO 
THIS ADDRESS. SEND TO: Commlss!on!3r for Patsints, P.O. Box 1460, Aie1mndrla, VA 22J13·1450, 

If you need BSl'!is/ance in co;npletir;g Iha f:;;m, c~r! 1-8Ct1-PT0-!!1:n "n:J ~el;;r:I oprion z. 
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Electronic Acknowledgement Receipt 

EFSID: 27870110 

Application Number: 15362730 

International Application Number: 

Confirmation Number: 5936 

Title of Invention: 
SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER 
THREAT MITIGATION 

First Named Inventor/Applicant Name: Paulo Shakarian 

Customer Number: 27148 

Filer: Ari M. Bai/Janelle Wiggins 

Filer Authorized By: Ari M. Bai 

Attorney Docket Number: 055743-555439 

Receipt Date: 21-DEC-2016 

Filing Date: 28-NOV-2016 

Time Stamp: 17:37:17 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

922356 

1 Oath or Declaration filed 
055743-555439-Executed-

1 
Declaration-Thart.pdf 

no 
add a6be 7 b9d 61 e962be34a c9aa6a03 c54e~ 

803df 

Warnings: IPR2025-01397 
CrowdStrike EX1002 Page 64



Information: 

96886 

2 Oath or Declaration filed 
055743-555439-Executed-

2 
Declaration-Robertson.pdf 

no 
aed26f8ae71 d4c7a348af7d 1 bf14406ff22at 

372 

Warnings: 

Information: 

134737 
055743-555439-Executed-

3 Oath or Declaration filed Declaration-Paulo-Shakarian. no 2 
pdf 9c42a41df5acaeb3604977164e07c16f456c 

4076 

Warnings: 

Information: 

94565 

4 Oath or Declaration filed 
055743-555439-Executed-

1 
Declaration-Paliath.pdf 

no 
641 5991 f8534Sf050278c01 fbbbe1 8db859 

264e3 

Warnings: 

Information: 

188684 

5 Oath or Declaration filed 
055743-555439-Executed-

1 
Declaration-Jana-Shakarian.pdf 

no 
724 2a 1 ce4 b9d 6d 9d 7 6d e4b92884 Sd cd 214 

189973 

Warnings: 

Information: 

Total Files Size (in bytes) 1437228 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Doc Code: PA.. 
Document Description: Power of Attorney PTO/AIA/82A (07-13) 

Approved for use through 11/30/2014. 0MB 0651-0051 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE 
REGISTERED PRACTITIONERS 

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIN82B) to identify the application to which the 
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of 
Attorney by Applicant form. If neither form PTO/AIN82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is 
directed, the Power of Attorney will not be recognized in the application. 

Application Number 15/362,730 

Filing Date November 28, 2016 

First Named Inventor Paulo Shakarian, et al. 

Title SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC 
CYBER THREAT MITIGATION 

Art Unit 2431 

Examiner Name ZECHER, CORDELIA PK 
Attorney Docket Number 0557 43-555439 

SIGNATURE of Applicant or Patent Practitioner 

Signature /Ari M. Bai/ Date (Optional) 

Name Ari M. Bai Registration 38726 
Number 

Title (if Applicant is a 
juristic entity) 

Applicant Name (if Applicant is a juristic entity) 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If 
more than one aoolicant, use multiple forms. 

l✓ I "Total of forms are submitted. 

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by 
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require 
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
IPR2025-01397 
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-~OWER OF.ATTORNEY BY APPLICANT ] 
I hereby revoke au preVious powers of attorney given in the application identified in either the attached transmittal letter or 
the boxes below. 

: ~ 

I Applieation Number i! Filing Date 

-1 ;m~"""""""'~''~.....,_,,.,.,,.,.,.,.,,.,.,.,.,__,.,.,_,.,.,.,.,.,.~,...-~-,,,,.,,,,,,,,,,,,,,,,,,,,.,.,.,~,,,,,,,,~,,,u,, ,,,,,,,,,,,,,~ ...... ,,.,.,.,.,.,.,.,,H 

i 15/362,730 .. . ..... .. . L~ovember28, 2016 

(Note: The boxes above may be left blank if informa!ion 1s provtded on form PIO/AIN82A.) 

[l] ! hereby appoint the Patent Prac!it:ciner(s} <3SSt}c1ah~d with th€, foliow:ng Customer Number as my/our attorney(s) or agent(s}. and 
to transact all business in tiw United States Patent and Trademark Office connected therewith for the application referenced in 
the attached transmittal letter {form PTO!AIN82A) or idantifled above: f 21.14·a··· ...................................................... l 
OR 

□ I herei::'>' appoint Practitioner(s) narned ln the attaci1.ed Ust (form PTO/A!Al82C} as my/our attorney(s) or agent(s), and to transact 
all business in ihe United Sli.3tes PatEmt and Tradernark Office conrnx:ted therewith for !he Pl:ltent application rnforenced in th,, 
attached transmittal letter (form PTO/AI.Al82A} or iden@ed above, (Note: Complete form PTO/A!A/82C.) 

Please recognize or change the correspondence address for th~ application identified In the attached transmittal 
letter or the boxes above to: 

[Z] Th~i address associated ,vitM tMe above-mentioned Customer Number 

OR 

□ The address associated wi!h Customer Number: j 
OR 
Finn or 
lnchvidua! Name 

Address 

City ! State ! 1 7' ,,.Ip I 
Country 

Telephone l Email I 
I am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box): 

l .. ~RIZONA BOARD OF REGENTS ON BEHALF OF ARIZONA STATE UNIVERSITY I 
□ Inventor or Joint Inventor {title not required below) 

□ Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below) 

0 Assignee or Person to Whom the lnvenior is Under an Obi:gation to Assign (provide signer's tiile d ;;ipplicant 1s a juristic entity) 

□ Person Whi) Otherwise Shows Sufficii~nt Proprietary Interest (e.g., a petition under 37 CFR 1A6(b)(2) was granted in the 
application or is concun-en!ht bein~ filed with this docurnent) (provide siqner's title if applicant is a i,:ristic entitv} 

SIGNATURE of Applicant for Pat~nt 

The undersigned {whose mle is supplied be!~-s authorized to act on behalf of the applicant (e.g., where ti-1e applicant is a juristic en tty), 

Signature /tfL'. ¼ '~'· ' .-,~,.., I Date (Optionai} ! L{ t (7 i i Lj. \~:ft·. {tfd .. 1<&·. •f • 'U~l i ' 
Name Tamara De,iser 1 ' 
Tit!e Associate Vice President fur Operations at OKED, Arizona Board d Regents <)fl Behalf cif Arizona State University 

NOTE; Signature • This form rnust be signed by ihe appHcan! in accordance with 37 CFR 1 ,33, See 37 CFR 1 A for signature requirements 
and Ct!rtifrcaiio11s .. !f more than one applicant_ use multiple fonns. 

0rotal of 1 forms are submitted. 
.. , .. .. 

Th:r;. cdi€r:ton -ot mfon-n~t:un :s :-f:.qu:red ·by 3 ( CF R 1 .. 1 "Si, 1. :S2, ~nd 1 .33 Tn0 rntorms:.!:bn :~ :'\":lqi.::tr~d to oota:n o:-t re~ln & be~ent by' the pvo.h•~ w~w~h :s t-:i t:.:e ~-ar:a by i.he 
USPTO i..c pscr.:e:~s} an Q:~,i--~:cai..lrJn. Gc-r1:fa.:t",-:1nt:~t:ty is go',.t:7:i:"rmd hy :?.S· U . .S. C. ·1 ~~~":5nd JJ CFR ':.ii ~nti ".: :l4 'fhi~ .co-:fot-1k)f} .:~ e,>:~t~:~2Hict: tD t~ke J min1..;tes to c~mptt)te. 
m~!m.fo"1~ g~therins~ piep;;,-vip9, and Sl:bmH::m~ the ct1mpt~ted, ?.pp!,~.,,.~ti,11, fv·nn {J; the iJ'SP·ro. T!rnt~ ~~-m '.Jt$Clf 1.i::!fi~nq:r~g up,{(ii th:e.: u1dlvid:.ia~ ~$e. l~ilY commi':?.nts: on the ~m-;:(wr,t 
of time you n,,qwa I!> r:omplete this !mm and/<;.< olJ(J(Jf;stkms for ;<,dudng ,hfa. buni,~n, sh<,uld be s6fit l<, the: Ch;,::f ln!orinuli<ln Officer LI.S, Patent and l'radema;i; Qttice. U.;l. 
P•epsrtrr.~nt pf C:o::r.inerce, P .. 0. Sex 14:50, f~~x~ndria. Vl-: 22~1~~-l4~W. DO NOT SENO F:;E:s OR -COM?LETEtl FORMS TO THlS f\ODRESS. SEJJ:O TO; Commf!;$kmer 
for P.it1:nm, f'.O, Box 1450, A!exa11.:ltia, VA 22:H:M450, 

ff you ni,ed assistance in campfi::firsg Ifie fotm, ca/11,SOO•PT0,9199 and select o,otion Z 
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PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 
Applicant!Patent Owner: Arizona Board of Regents on Behalf of Arizona State University 

Application No./Patent No.: 151362,73° Filed/Issue Date: November 28, 2016 

Titled: SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER THREAT MITIGATION 

Anzona Board of Regents on Beha!f of Arizona State University , a university 
---------------------------

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

LJ The extent (by percentage) of its ownership interest is ______ %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below): 

A. GJ An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel 041165 , Frame 0676 , or for which a copy 
thereof is attached. 

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

2. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U .S.C. 122 and 37 CFR 1 .11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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STATEMENT UNDER 37 CFR 3.73(c) 

3. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

4. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

5. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

6. From: __________________ To: _________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

D As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

iAri M. Bai/ February 15, 2017 
Signature Date 

Ari M. Bai Reg. No. 38726 
Printed or Typed Name Title or Registration Number 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the 
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark 
Office may not be able to process and/or examine your submission, which may result in termination of proceedings 
or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Publication No.US-2017-0155677-A 1 
Publication Date:06/01 /2017 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
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in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's Office of 
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Electronic Business Center at 1-866-217-9197. 
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Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
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DETAILED ACTION 

The present application, filed on or after March 16, 2013, is being examined under the first 

inventor to file provisions of the AIA. 

Information Disclosure Statement 

Page 2 

The information disclosure statement (IDS) submitted by applicant dated 02/01/2018 has been 

considered by the examiner. 

Drawings 

The drawings are objected to as failing to comply with 37 CFR 1.84(p)(5) because they do not 

include the following reference sign(s) mentioned in the description: 100, 102, 104, 106, 500, 504. 

Corrected drawing sheets in compliance with 37 CFR 1.121 (d) are required in reply to the Office action to 

avoid abandonment of the application. Any amended replacement drawing sheet should include all of the 

figures appearing on the immediate prior version of the sheet, even if only one figure is being amended. 

Each drawing sheet submitted after the filing date of an application must be labeled in the top margin as 

either "Replacement Sheet" or "New Sheet" pursuant to 37 CFR 1.121 (d). If the changes are not 

accepted by the examiner, the applicant will be notified and informed of any required corrective action in 

the next Office action. The objection to the drawings will not be held in abeyance. 

Claim Objections 

Claim 1 is objected to because of the following informalities: the claim recites a computer­

readable medium. It is suggested to amend the limitation to a non-transitory computer-readable medium. 

Appropriate correction is required. 

Claim Rejections - 35 USC§ 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or 
composition of matter, or any new and useful improvement thereof, may obtain a patent 
therefor, subject to the conditions and requirements of this title. 
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Claims 1-20 are rejected under 35 U.S.C. 101 because the claimed invention is directed to a 

judicial exception (i.e., a law of nature, a natural phenomenon, or an abstract idea) without significantly 

more. Claims 1-7 are directed to a machine, Claims 8-16 are directed to a process, and Claims 17-20 are 

directed to a manufacture. Claims 1-20 are directed to an abstract idea (An Idea 'Of Itself) of "collecting 

and comparing known information", "Comparing information regarding a sample or test subject to a 

control or target data", "Comparing new and stored information and using rules to identify options", 

"Diagnosing an abnormal condition by performing clinical tests and thinking about the results" and 

"Obtaining and comparing intangible data" (e.g. obtaining step, creating step, applying step, analyzing 

step and altering step, etc). Claims 1-20 are also directed to an abstract idea of "Comparing data to 

determine a risk level", "Offer-based price optimization", "Budgeting" (e.g. quantifying risk level, determine 

cost, create budget, etc). Additional elements or combination of elements in the claims other than the 

abstract idea amount to no more than: mere instructions to implement the abstract idea on generic 

computer components, and/or recitation of generic computer structure(s). Viewed as a whole and as an 

ordered combination, the additional claim elements do not provide meaningful limitations to transform the 

abstract idea such that the claims amount to significantly more than the abstract idea itself. Therefore, 

Claims 1-20 are rejected under 35 U.S.C. 101 as being directed to non-statutory matter. 

Claim Rejections - 35 USC§ 103 

In the event the determination of the status of the application as subject to AIA 35 U.S.C. 102 and 

103 (or as subject to pre-AIA 35 U.S.C. 102 and 103) is incorrect, any correction of the statutory basis for 

the rejection will not be considered a new ground of rejection if the prior art relied upon, and the rationale 

supporting the rejection, would be the same under either status. 

The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness rejections 

set forth in this Office action: 

A patent for a claimed invention may not be obtained, notwithstanding that the claimed 
invention is not identically disclosed as set forth in section 102, if the differences between the 
claimed invention and the prior art are such that the claimed invention as a whole would have 
been obvious before the effective filing date of the claimed invention to a person having 
ordinary skill in the art to which the claimed invention pertains. Patentability shall not be 
negated by the manner in which the invention was made. 
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Claims 1, 7-9 and 15-18 are rejected under 35 U.S.C. 103 as being unpatentable over 

Page 4 

Norman et al. US2004/0088565 hereinafter referred to as Norman, in view of Wolff US2013/0198848, 

and Martinez et al. US2014/0137257 hereinafter referred to as Martinez. 

As per claim 1, Norman teaches a system for protecting a computer system from attack, the 

system comprising: a network connection for communicating with a public network; a processing device; 

and a computer-readable medium connected to the processing device configured to store instructions 

that, when executed by the processing device, performs the operations of: obtaining a set of exploits 

through the network connection, the set of exploits configured to penetrate the computer system (Norman 

paragraph [0013], [0052], [0055], [0058], [0061 ], [0067], [0068], obtain and apply exploits); 

applying the set of exploits to the computer system (Norman paragraph [0013], [0052], [0055], 

[0058], [0061], [0067], [0068], apply exploits); 

analyzing the application of the set of exploits on the computer system to detect a particular 

vulnerability of the computer system (Norman paragraph [0013], [0052], [0055], [0058], [0061 ], [0067], 

[0068]-[0070], detect vulnerability); and 

altering a configuration of the computer system in response to the analysis of the application of 

the set of exploits (Norman paragraph [0050], [0055], [0059], [0064], [0067], [0069]-[0070], apply 

remediation). 

Norman does not explicitly disclose obtaining a set of exploits from public network through 

network connection. 

Wolff teaches obtaining a set of exploits from public network through network connection (Wolff 

paragraph [0018]-[0021], [0023]-[0027], obtain exploits). 

Thus it would have been obvious to one of ordinary skill in the art before the effective filing date of 

the claimed invention to modify the invention of Norman with the teachings of Wolff to include obtaining 

exploits from the public network such as the darknet in order to obtain, analyze and better understand the 

threats that exists and the vulnerabilities of the system in order to remediate those vulnerabilities. 

Norman in view of Wolff does not explicitly disclose creating a constraint set of vulnerabilities of 

computer system comprising a minimum set of dependencies to operate the computer system. 
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Martinez teaches creating a constraint set of vulnerabilities of computer system comprising a 

minimum set of dependencies to operate the computer system (Martinez paragraph [0048], [0083], 

[0088], [0095], [0109], [0113]-[0114], [0116], [0120], set of vulnerabilities). 

Thus it would have been obvious to one of ordinary skill in the art before the effective filing date of 

the claimed invention to modify the invention of Norman in view of Wolff with the teachings of Martinez to 

include creating a constraint set of vulnerabilities in order to prioritize the vulnerabilities of the system and 

to perform security testing and remediation of high risk vulnerabilities. 

As per claim 7, Norman in view of Wolff and Martinez teaches the system of claim 1, wherein 

altering the configuration of the computer system comprises removing a software component of the 

computer system that is utilized by the set of exploits to attack the computer system (Norman paragraph 

[0050], [0055], [0059], [0064], [0067], [0069]-[0070]; Wolff paragraph [0028]). 

As per claims 8, 15 and 17, claims 8, 15 and 17 claim a method and a non-transitory tangible 

computer-readable storage media essentially corresponding to the system claims 1 and 7 above, and 

they are rejected, at least for the same reasons. 

As per claim 9, Norman in view of Wolff and Martinez teaches the method of claim 8 further 

comprising: creating a constraint set of vulnerabilities of the computer system comprising a minimum set 

of dependencies to operate the computer system; and wherein the application of the set of exploits on the 

computer system comprises determining the effect of the set of exploits on the constraint set of 

vulnerabilities of the computer system (Norman paragraph [0013], [0052], [0055], [0058], [0061], [0067], 

[0068]; Martinez paragraph [0048], [0083], [0088], [0095], [0109], [0113]-[0114], [0116], [0120], [0124]; 

Wolff paragraph [0018]-[0021 ], [0023]-[0027]). 

As per claim 16, Norman in view of Wolff and Martinez teaches the method of claim 8, wherein 

altering the configuration of the computer system comprises installing a patch to a software component of 
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the computer system that is exposed by the set of exploits to attack the computer system (Norman 

paragraph [0050], [0055], [0059], [0064], [0067], [0069]-[0070]; Wolff paragraph [0028]). 

Page 6 

As per claim 18, claim 18 claims a non-transitory tangible computer-readable storage media 

essentially corresponding to the method claim 9 above, and is rejected, at least for the same reasons. 

Claims 2-6, 9-14, 19 and 20 are rejected under 35 U.S.C. 103 as being unpatentable over 

Norman in view of Wolff and Martinez, and further in view of Frei et al. "International Vulnerability 

Purchase Program" hereinafter referred to as Frei. 

As per claim 2, Norman in view of Wolff and Martinez teaches the system of claim 1, wherein 

analyzing the application of the set of exploits on the computer system comprises quantifying a risk level 

posed to the computer system (Norman paragraph [0013], [0052], [0055], [0058], [0061 ], [0067], [0068]­

[0070]; Martinez paragraph [0048], [0083], [0088]-[0090], [0095], [0109], [0113]-[0114], [0116], [0120], 

[0129]). 

Norman in view of Wolff and Martinez does not explicitly disclose quantifying a risk level posed to 

computer system related to a cost to obtain set of exploits. 

Frei teaches quantifying a risk level posed to computer system related to a cost to obtain set of 

exploits (Frei page 2, 8, 9, 11-13, risk vs. cost of exploits). 

Thus it would have been obvious to one of ordinary skill in the art before the effective filing date of 

the claimed invention to modify the invention of Norman in view of Wolff and Martinez of obtaining 

exploits from the darknet with the teachings of Frei to include quantifying a cost of the risk of the 

vulnerabilities to the cost of purchasing the exploit in order to determine to purchase relevant exploits and 

to purchase the exploits when the cost of the exploits is less than the cost of the risk. 

As per claim 3, Norman in view of Wolff, Martinez and Frei teaches the system of claim 2, 

wherein the public network is the Internet and the processing device further performs the operation of: 

aligning Internet data with the constraint set of vulnerabilities based on information obtained about the set 

of exploits (Norman paragraph [0013], [0052], [0055], [0058], [0061], [0067], [0068]; Wolff paragraph 
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[0018]-[0021 ], [0023]-[0027], [0044]-[0045]; Martinez paragraph [0048], [0083], [0088], [0095], [0109], 

[0113]-[0114], [0116], [0120]-[0121 ]). 

As per claim 4, Norman in view of Wolff, Martinez and Frei teaches the system of claim 3, 

wherein obtaining a set of exploits from the public network through the network connection comprises: 

applying one or more algorithms to obtain the set of exploits based on the constraint set of vulnerabilities 

of the computer system from one or more darknet marketplaces on the Internet (Wolff paragraph [0018]­

[0021], [0023]-[0027], [0044]-[0045]; Martinez paragraph [0048], [0083], [0088], [0095], [0109], [0113]­

[0114], [0116], [0120], [0189], [0207]; Frei page 2, 8, 9, 11-13). 

As per claim 5, Norman in view of Wolff, Martinez and Frei teaches the system of claim 4, 

wherein the one or more algorithms determine the cost to obtain the set of exploits to create a budget and 

obtains the set of exploits constrained by the determined cost to obtain the set of exploits (Wolff 

paragraph [0018]-[0021], [0023]-[0027]; Frei page 2, 8, 9, 11-13). 

As per claim 6, Norman in view of Wolff, Martinez and Frei teaches the system of claim 5, 

wherein obtaining the set of exploits is based on maximizing the quantifying of the risk level posed to the 

computer system related to the cost to obtain the set of exploits (Norman paragraph [0013], [0052], 

[0055], [0058], [0061 ], [0067], [0068]-[0070]; Martinez paragraph [0048], [0083], [0088]-[0090], [0095], 

[0109], [0113]-[0114], [0116], [0120], [0129]; Wolff paragraph [0018]-[0021 ], [0023]-[0027]; Frei page 2, 8, 

9,11-13). 

As per claims 10-14, 19 and 20, claims 10-14, 19 and 20 claim a method and a non-transitory 

tangible computer-readable storage media essentially corresponding to the system claims 2-6 above, and 

they are rejected, at least for the same reasons. 

Conclusion 
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Any inquiry concerning this communication or earlier communications from the examiner should 

be directed to HENRY TSANG whose telephone number is (571 )270-7959. The examiner can normally 

be reached on M-F 8am - 5pm EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Farid 

Homayounmehr can be reached on (571) 272-3739. The fax phone number for the organization where 

this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be obtained from 

either Private PAIR or Public PAIR. Status information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 

at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service Representative 

or access to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-

1000. 

/HENRY TSANG/ 
Primary Examiner, Art Unit 2495 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant(s): Paulo Shakarian Examiner: Henry Tsang 

Serial No.: 15/362,730 Group Art Unit: 2495 

Filed: November 28, 2016 Confirmation No.: 5936 

For: SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER 
THREAT MITIGATION 

AMENDMENT & RESPONSE UNDER 37 C.F.R. §1.111 

TO THE COMMISSIONER FOR PATENTS 

Sir: 
This paper is responsive to the non-final Office Action mailed on October 15, 

2018. Please enter the following amendments and consider the remarks below in 

accordance with the Rules of Practice. 

No fees are believed to be due in connection with the filing of this paper; 

however, should any fees be deemed necessary, the commissioner is hereby 

authorized to deduct any such fees from Deposit Account No. 50-1662 referencing the 

above docket number. 

Amendments to the claims are reflected in the listing that begins at page 2 of 

this paper. 

Remarks begin at page 7 of this paper. 
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CLAIM AMENDMENTS 

Please amend the claims as follows: 

1. (Original) A system for protecting a computer system from attack, the system 

comprising: 

65918209.1 

a network connection for communicating 1Nith a public network; 

a processing device; and 

a non-transitory computer-readable medium connected to the processing 

device configured to store instructions that, when executed by the 

processing device, performs the operations of: 

accessing data through the network connection, the data 

comprising dark net information associated with 

exploits of a computer system, comprising: 

obtaining a set of exploits from the dark net information 

public neti.ii.iork through the net1Nork connection, the 

set of exploits configured to penetrate the computer 

system; 

applying an exploit function which takes the set of exploits as 

input and returns a set of vulnerabilities; 

creating a constraint set of vulnerabilities of the computer 

system from the set of vulnerabilities, the constraint 

set comprising a minimum set of 

dependencies to operate the computer system; 

applying the set of exploits to the computer system; 

analyzing the application of the set of exploits on the 

computer system to detect a particular vulnerability of 

the computer system; and 

altering a configuration of the computer system in response 

to the analysis of the application of the set of exploits 

to reduce potential damage of a cyberattack. 
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2. (Original) The system of claim 1, wherein analyzing the application of the set of 

exploits on the computer system comprises quantifying a risk level posed to the 

computer system related to a cost to obtain the set of exploits. 

3. (Currently amended) The system of claim 2, wherein the public net11.1ork is the 

Internet and the processing device further performs the operation of: 

aligning Internet data with the constraint set of vulnerabilities based on 

information obtained about the set of exploits. 

4. (Currently amended) The system of claim 3, wherein obtaining a set of exploits 

from the public netv.iork through the network connection comprises: 

applying one or more algorithms to obtain the set of exploits based on the 

constraint set of vulnerabilities of the computer system from one or 

more darknet marketplaces on the Internet. 

5. (Original) The system of claim 4, wherein the one or more algorithms determine 

the cost to obtain the set of exploits to create a budget and obtains the set of 

exploits constrained by the determined cost to obtain the set of exploits. 

6. (Original) The system of claim 5, wherein obtaining the set of exploits is based 

on maximizing the quantifying of the risk level posed to the computer system 

related to the cost to obtain the set of exploits. 

7. (Original) The system of claim 1, wherein altering the configuration of the 

computer system comprises removing a software component of the computer 

system that is utilized by the set of exploits to attack the computer system. 
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8. (Currently amended) A method for improving a computing device, the method 

comprising: 

accessing data comprising dark net information associated with a 

computer system; 

obtaining a set of exploits from the dark net information a public net11.iork, 

the set of exploits configured to bypass a security feature of the 

computer system; 

applying an exploit function which takes the set of exploits as input and 

returns a set of vulnerabilities; 

analyzing an application associated with [[of]] the set of exploits on the 

computer system to detect a particular vulnerability of the set of 

vulnerabilities of the computer system; and 

altering a configuration of the computer system in response to the analysis 

of the application of the set of exploits to reduce potential damage 

of a cyberattack. 

9. (Original) The method of claim 8 further comprising: 

creating a constraint set of vulnerabilities of the computer system 

comprising a minimum set of dependencies to operate the 

computer system; and 

wherein the application of the set of exploits on the computer system 

comprises determining the effect of the set of exploits on the 

constraint set of vulnerabilities of the computer system. 

10. (Currently amended) The method of claim 9, wherein analyzing the application 

of the set of exploits on the computer system comprises quantifying a risk level 

posed to the computer system related to a cost to obtain the set of exploits from 

the public network. 

11. (Canceled) 

4 
65918209.1 

IPR2025-01397 
CrowdStrike EX1002 Page 121



Attorney Docket No. 055743-555439 M16-040P 

12. (Currently amended) The method of claim 11, wherein obtaining a set of exploits 

from the public net1Nork comprises: 

applying one or more algorithms to obtain the set of exploits based on the 

constraint set of vulnerabilities of the computer system from one or 

more darknet marketplaces on the Internet. 

13. (Original) The method of claim 12, wherein the one or more algorithms 

determine the cost to obtain the set of exploits to create a budget and obtains the 

set of exploits constrained by the determined cost to obtain the set of exploits. 

14. (Original) The method of claim 13, wherein obtaining the set of exploits is based 

on maximizing the quantifying of the risk level posed to the computer system 

related to the cost to obtain the set of exploits. 

15. (Original) The method of claim 8, wherein altering the configuration of the 

computer system comprises removing a software component of the computer 

system that is utilized by the set of exploits to attack the computer system. 

16. (Original) The method of claim 8, wherein altering the configuration of the 

computer system comprises installing a patch to a software component of the 

computer system that is exposed by the set of exploits to attack the computer 

system. 

17. (Currently amended) One or more non-transitory tangible computer-readable 

storage media storing computer-executable instructions for performing a 

computer process on a machine, the computer process comprising: 

65918209.1 

obtaining a set of exploits from dark net information a public net1Nork, the 

set of exploits configured to bypass a security feature of the 

computer system; 
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analyzing an application of the set of exploits on the computer system 

to detect a particular vulnerability of the computer system; and 

altering a configuration of the computer system in response to the analysis 

of the application of the set of exploits to reduce potential damage of a 

cyberattack. 

18. (Original) The one or more non-transitory computer-readable storage media of 

claim 17, wherein the computer process further comprises: 

creating a constraint set of vulnerabilities of the computer system 

comprising a minimum set of dependencies to operate the 

computer system; and 

wherein the application of the set of exploits on the computer system 

comprises determining the effect of the set of exploits on the 

constraint set of vulnerabilities of the computer system. 

19. (Currently amended) The one or more non-transitory computer-readable storage 

media of claim 17, wherein analyzing the application of the set of exploits on the 

computer system comprises quantifying a risk level posed to the computer 

system related to a cost to obtain the set of exploits from the public net1Nork. 

20. (Currently amended) The one or more non-transitory computer-readable storage 

media of claim 17, wherein obtaining a set of exploits from the public net1Nork 

comprises applying one or more algorithms to obtain the set of exploits from one 

or more darknet marketplaces on the Internet. 
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REMARKS 

This paper responds to the Examiner's Non-Final Office Action mailed on 

October 15, 2018. Reconsideration and continued examination in view of the foregoing 

response is respectfully requested. 

Status of Claims 

Claims 1-20 were originally filed in the instant application, with claims 1, 8, and 

17 being independent. By the present document, claims 1-10 and 12-20 are now 

pending, with claims 1, 8, and 17 being independent. Claim 11 has been cancelled. 

Claims 3, 4, 8, 10, 12, 17, 19, and 20 have been amended. No new subject matter has 

been added. 

Drawings Objections 

The Office Action objects to the drawings based on missing reference umbers. 

In response the Applicants present herewith replacement sheets for the drawings to 

notate the reference numbers identified by the Examiner as being absent from the 

drawings. 

Claims Objections 

The Office Action objects to the drawings based on the language of a computer­

readable medium and the Applicants have amended this term to recite a "non-transitory 

computer-readable medium." 

§101 Rejections 

The Examiner rejected claims 1-20 under U.S.C. Section 101 because the 

claimed invention is allegedly directed to a judicial exception (i.e., a law of nature, a 

natural phenomenon, or an abstract idea) without significantly more. Applicants 

respectfully traverse these rejections. 

Section 101 of the Patent Act establishes that "[w]hoever invents or discovers 

any new and useful process, machine, manufacture, or composition of matter, or any 
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new and useful improvement thereof, may obtain a patent therefor, subject to the 

conditions and requirements of this title." 35 U.S.C. §101. The claims as presently 

amended are directed to improvements in cyber security using a novel framework 

for addressing penetration testing that is fed with real-world exploit market data, 

mined from the darknet. 

More particularly, as presently amended, independent claim 1 recites the claim 

features of: 

a computer-readable medium connected to the processing device configured to 
store instructions that, when executed by the processing device, 
performs the operations of: 

accessing data through the network connection, the data 
comprising dark net information associated with 
exploits of a computer system, comprising: 

obtaining a set of exploits from the dark net information, the 
set of exploits configured to penetrate the computer 
system; 

applying an exploit function which takes the set of exploits as 
input and returns a set of vulnerabilities; 
creating a constraint set of the computer 

system from the set of vulnerabilities, the constraint 
set comprising a minimum set of 
dependencies to operate the computer system ... 

applying the set of exploits to the computer system; 
analyzing the application of the set of exploits on the 

computer system to detect a particular vulnerability of 
the computer system; and 

altering a configuration of the computer system in response 
to the analysis of the application of the set of exploits 
to reduce potential damage of a cyberattack. 

Independent claims 8 and 17 as presently amended recite similar features. 

The Applicants submit the subject matter of these newly amended claims is 

within one of the enumerated statutory classes. Accordingly, the Office bears the 

burden of making a prima facie case of unpatentability by showing that the claimed 

subject matter falls within one of the exceptions to statutory subject matter. See Alice 

Corp. Pty. Ltd. v. CLS Bank Int'/, 134 S. Ct. 2347, 2354 (2014); In re Bilski, 130 S.Ct. 

3218 (201 O); MPEP § 2106. 
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To meet this burden, the Office must present supporting evidence that the claims 

are directed to ineligible subject matter to satisfy the first prong of the Alice test for 

maintaining subject matter rejections under 101. Alice, 134 S.Ct. at 2355. Further, 

even if the Office demonstrates that the claims are directed to an abstract idea, the 

Office must satisfy the second prong of the Alice test and has the burden of providing 

evidence that the claim as a whole, including all elements or combination of elements, is 

not directed to significantly more than the abstract idea itself. Id. 

In addition, the USPTO recently released the following updated information. 

US PTO Updated 101 Instructions 

The USPTO recently released a set of further instructions entitled, "2019 Revised 

Patent Subject Matter Eligibility Guidance" (hereinafter "Revised Instructions"). These 

Revised Instructions: 

• define three categories of subject matter the Office deems to be abstract 

ideas: (1) mathematical concepts, (2) certain methods of organizing 

human activity, and (3) mental processes; and 

• states that where a claim integrates a recited judicial exception (e.g., 

abstract idea) into a practical application of that exception, the claim is not 

"directed to" to a judicial exception, and is patent eligible. 

Respectfully, the Applicant submits the Office Action does not meet the burden or 

requirements to show that the claimed subject matter is directed to a judicial exception, 

especially in view of the present amendments to the claims, and the 101 rejections must 

therefore be withdrawn. As set forth herein, the claims have been amended to clarify 

that data is accessed through the dark net. The claims have further been amended to 

clarify that a set of exploits is obtained from the dark net information, and then an exploit 

function is implemented to return a set of vulnerabilities. The claims further clarify that 

the claimed subject matter is implemented to reduce potential damage of a cyberattack. 

The Applicant submits these claim amendments clarify that any recitation of an alleged 

judicial exception in the claims is integrated into a practical application of that exception. 
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The claims do not simply recite the recitation of a mathematical concept or 

mental process. To the contrary, the claims recite a practical application of e.g., an 

exploit function to alter a configuration of a computer system in response to the analysis 

of the application of the set of exploits, in order to reduce potential damage of a 

cyberattack. Further, as discussed in, e.g., paragraphs [0055]-[0058] of the subject 

application, the claims recite an improvement in technology associated with cyber 

security including threat mitigation and response. 1 

Moreover, the Applicants submit that the present claim amendments satisfy the 

machine or transformation test, which is sufficient for showing "significantly more" than 

any abstract idea allegedly recited within the claimed methods. 

For at least the reasons set forth above, the Applicant respectfully requests the 

101 rejections be withdrawn. 

§103 Rejections (Norman, Wolff, Martinez) 

The Examiner rejected claims 1, 7-9 and 15-18 under pre-AIA 35 U.S.C. §103(a) 

as being unpatentable over U.S. Patent Application Publication No. 2004/0088565 to 

Norman et al. ("Norman"), in view of U.S. Patent Application Publication No. 

2013/0198848 to Wolff ("Wolff") and U.S. Patent Application Publication No. 

2014/0137257 to Martinez et al. ("Martinez"). The Examiner further rejected claim 2-6, 

9-14, 19 and 20 under pre-AIA 35 U.S.C. §103(a) as being unpatentable over Norman 

in view of Wolff and Martinez, and further in view of the article titled "International 

Vulnerability Purchase Program" by Frei et al. ("Frei"). Applicants respectfully traverse 

this rejection. 

As set forth above, independent claim 1 as presently amended recites the 

following claim features: 

accessing data through the network connection, the data comprising dark 
net information associated with exploits of a computer system, 
comprising: 

1 As set forth in MPEP 2106.05(a), claims that recite improvements to the tuncto1tng ct a cornputer or to 
any other technoloay_ or technica! field must be found patent e!igible under Section 1 Oi. 
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obtaining a set of exploits from the dark net information, the set of exploits 
configured to penetrate the computer system; 

applying an exploit function which takes the set of exploits as input and 
returns a set of vulnerabilities; 

creating a constraint set of the computer 
system from the set of vulnerabilities, the constraint set comprising 
a minimum set of 
dependencies to operate the computer system ... 

applying the set of exploits to the computer system; 
analyzing the application of the set of exploits on the computer system to 

detect a particular vulnerability of the computer system; and 
altering a configuration of the computer system in response to the analysis 

of the application of the set of exploits to reduce potential damage 
of a cyberattack. 

Independent claims 8 and 17 as presently amended recite similar features. 

The claims have been amended to clarify that data is accessed through the dark 

net. The claims have further been amended to clarify that a set of exploits is obtained 

from the dark net information, and then an exploit function is implemented to return a 

set of vulnerabilities. The claims further clarify that the claimed subject matter is 

implemented to reduce potential damage of a cyberattack. The Applicants respectfully 

submit that the Norman, Wolff, and Martinez references fail to disclose alone or in 

combination all of the features of claim 1 as presently amended. 

Accordingly, the Applicants respectfully request the 103 rejections be withdrawn. 
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CONCLUSION 

By the present response, the Applicants respectfully submit that the claims are in 

a condition for allowance, and notification to that effect is earnestly requested. The 

Examiner is invited to telephone Applicants' representative at (602) 650-2061 to 

facilitate prosecution of this application. If necessary, please charge any additional fees 

or credit overpayment to Deposit Account No. 50-1662. 

Date: February 15, 2019 

65918209.1 

Respectfully submitted, 

POLSINELLI PC 

By: /Ari M. Bai/ 
Ari M. Bai, Reg. No.: 38,726 
One E. Washington Street, Suite 1200 
Phoenix, AZ 85004 
Direct Phone: (602) 650-2061 
E-Mail: uspto@polsinelli.com 
Attorney for Applicants 
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Notice of Allowability 
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15/362,730 
Examiner 
HENRY TSANG 

Applicant(s) 
Shakarian et al. 
Art Unit I AIA (FITF) Status 
2495 Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.0 This communication is responsive to 02/15/2019. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.0 The allowed claim(s) is/are See Continuation Sheet. As a result of the allowed claim(s), you may be eligible to benefit from the 
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more 
information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to 
PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) □All b) 0 Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file areply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PT0-892) 

2.0 Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date . 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material __ . 

4.0 Interview Summary (PT0-413), 
Paper No./Mail Date. 03/07/2019. 

/HENRY TSANG/ 
Primary Examiner, Art Unit 2495 

U.S. Patent and Trademark Office 

5. 0 Examiner's Amendment/Comment 

6. 0 Examiner's Statement of Reasons for Allowance 

7. D Other 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20190308 
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DETAILED ACTION 

The present application, filed on or after March 16, 2013, is being examined under the first 

inventor to file provisions of the AIA. 

EXAMINER'S AMENDMENT 

An examiner's amendment to the record appears below. Should the changes and/or additions be 

unacceptable to applicant, an amendment may be filed as provided by 37 CFR 1.312. To ensure 

consideration of such an amendment, it MUST be submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with Timothy 

Fontes on 03/07/2019. 

By this examiner's amendment Claims 1, 8, 10, 12 and 17 have been amended, and Claims 

9 and 18 have been canceled as the following: 

1. (Currently amended) A system for protecting a computer system from attack, the system 

comprising: 

a network connection; 

a processing device; and 

a non-transitory computer-readable medium connected to the processing device 

configured to store instructions that, when executed by the processing device, performs 

the operations of: 

accessing data through the network connection, the data comprising 

dark net information associated with exploits of a computer 

system, comprising: 

obtaining a set of exploits from the dark net information, the set of 

exploits configured to penetrate the computer system; 

applying an exploit function which takes the set of exploits as input and 

returns a set of vulnerabilities; 

creating a constraint set of the computer 

system from the set of vulnerabilities, the constraint set 

comprising a minimum set of 

dependencies to operate the computer system; 

applying the set of exploits to the constraint set of the computer system; 
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analyzing the application of the set of exploits on the computer system to 

detect a particular vulnerability of the computer system; and 

altering a configuration of the computer system in response to the 

analysis of the application of the set of exploits to reduce 

potential damage of a cyberattack. 

8. (Currently amended) A method for improving a computing device, the method comprising: 

accessing data comprising dark net information associated with a computer system; 

obtaining a set of exploits from the dark net information, the set of exploits configured to 

bypass a security feature of the computer system; 

applying an exploit function which takes the set of exploits as input and returns a set of 

vulnerabilities; 

creating a constraint set of vulnerabilities of the computer system from the set of 

vulnerabilities comprising a minimum set of dependencies to operate the 

computer system, wherein application of the set of exploits on the computer 

system comprises determining the effect of the set of exploits on the constraint 

set of vulnerabilities of the computer system: 

analyzing an application associated with the set of exploits on the computer system to 

detect a particular vulnerability of the constraint set of vulnerabilities of the 

computer system; and 

altering a configuration of the computer system in response to the analysis of the 

application of the set of exploits to reduce potential damage of a cyberattack. 

9. (Canceled) 

10. (Currently amended) The method of claim 9 §_, wherein analyzing the application of the set of 

exploits on the computer system comprises quantifying a risk level posed to the computer system 

related to a cost to obtain the set of exploits. 

12. (Currently amended) The method of claim 4-+ 1Q, wherein obtaining a set of exploits comprises: 

applying one or more algorithms to obtain the set of exploits based on the constraint set 

of vulnerabilities of the computer system from one or more darknet marketplaces 

on the Internet. 

17. (Currently amended) One or more non-transitory tangible computer-readable storage media 

storing computer-executable instructions for performing a computer process on a machine, the 

computer process comprising: 
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obtaining a set of exploits from dark net information, the set of exploits configured to 

bypass a security feature of [[the]] 2 computer system; 

applying an exploit function which takes the set of exploits as input and returns a set of 

vulnerabilities: 

creating a constraint set of vulnerabilities of the computer system from the set of 

vulnerabilities comprising a minimum set of dependencies to operate the computer system: 

applying the set of exploits to the constraint set of vulnerabilities of the computer system: 

analyzing [[an]] the application of the set of exploits on the computer system to detect a 

particular vulnerability of the computer system; and 

altering a configuration of the computer system in response to the analysis of the 

application of the set of exploits to reduce potential damage of a cyberattack. 

18. (Canceled) 

Allowable Subject Matter 

Claims 1-8, 10, 12-17, 19 and 20 are allowed. 

Reasons for Allowance 

Examiner's statement of reasons for allowance for claims 1-8, 10, 12-17, 19 and 20 are stated 

below. 

Regarding independent Claims 1, 8 and 17, the Examiner found neither prior art cited in its 

entirety, nor based on the prior art, found any motivation to combine any of said prior art that teaches 

"obtaining a set of exploits from the dark net information, the set of exploits configured to penetrate the 

computer system; applying an exploit function which takes the set of exploits as input and returns a set of 

vulnerabilities; creating a constraint set of the computer system from the set of vulnerabilities, the 

constraint set comprising a minimum set of dependencies to operate the computer system; applying the 

set of exploits to the constraint set of the computer system; analyzing the application of the set of exploits 

on the computer system to detect a particular vulnerability of the computer system; and altering a 

configuration of the computer system in response to the analysis of the application of the set of exploits to 
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reduce potential damage of a cyberattack" in combination with all the elements of the independent claims 

respectively. 

The dependent claims 2-7, 10, 12-16, 19 and 20 are allowable due to their dependence on 

independent claims 1, 8 and 17 respectively. 

The closest prior art made of record are: 

Norman (US2004/0088565) teaches a system and method for identifying a software vulnerability 

on a computer system. Applying an interrogation program to the software, the interrogation program 

being capable of exploiting a known software vulnerability if it is present in the software to which the 

interrogation program is applied; in the event that the software vulnerability is exploited by the 

interrogation program, operating the interrogation program to generate a set of management information 

from which can be derived the identification of the computer system; and sending the management 

information to the management system. 

Martinez et al. (US2014/0137257) teaches a system and method for assessing a risk of one or 

more assets within an operational technology infrastructure by providing a database containing data 

relating to the one or more assets, calculating a threat score for the one or more assets using one or 

more processors communicably coupled to the database, calculating a vulnerability score for the one or 

more assets, calculating an impact score for the one or more assets, and determining the risk of the one 

or more assets based on the threat score, the vulnerability score and the impact score. 

Wolff (US2013/0198848) teaches a method and system for vulnerability remediation. A CSVRS 

client includes software having a security vulnerability, which vulnerability may be known to malicious 

actors who develop an exploit. A RSP receives information about the exploit and vulnerability from a 

team of remediation experts. The RSP may prepare a remedial exploit, which carries a self-healing pay 

load. The remedial exploit may be delivered either through the vulnerability itself, or through credentials 

granted by the CSVRS client to the RSP. The self-healing pay-load takes appropriate action, such as 

closing ports or disabling scripts, to prevent the vulnerability from being further exploited. 
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Any comments considered necessary by applicant must be submitted no later than the payment 

of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. Such 

submissions should be clearly labeled "Comments on Statement of Reasons for Allowance." 

Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner should 

be directed to HENRY TSANG whose telephone number is (571 )270-7959. The examiner can normally 

be reached on M-F 8am - 5pm EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Farid 

Homayounmehr can be reached on (571) 272-3739. The fax phone number for the organization where 

this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be obtained from 

either Private PAIR or Public PAIR. Status information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 

at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service Representative 

or access to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-

1000. 

/HENRY TSANG/ 
Primary Examiner, Art Unit 2495 
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Application No. 

15/362,730 

Examiner 

HENRY TSANG 

All participants (applicant, applicant's representative, PTO personnel): 

(1) HEN RY TSANG. (3) __ . 

(2) Timothy Fontes. (4) __ . 

Date of Interview: 07 March 2019. 

Type: ~ Telephonic D Video Conference 
D Personal [copy given to: D applicant D applicant's representative] 

Exhibit shown or demonstration conducted: D Yes ~ No. 
If Yes, brief description: __ . 

Issues Discussed D 101 0 112 0 102 0 103 ~ Others 
(For each of the checked box(es) above. please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1-20. 

Identification of prior art discussed: N/A. 

Substance of Interview 

Applicant(s) 

Shakarian et al. 

Art Unit 

2495 

AIA (FITF) Status 

Yes 

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a reference 

or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Applicant's representative agreed to the changes as shown in the examiner's amendments. 

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the general 
thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the general results or 
outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

D Attachment 

/HENRY TSANG/ 
Primary Examiner, Art Unit 2495 

U.S. Patent and Trademark Office 
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00 Specification document coded SPEC dated 11/28/2016, page(s) _li. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant(s): Paulo Shakarian Examiner: Henry Tsang 

Serial No.: 16/362, 730 Group Art Unit: 2495 

Filed: November 28, 2016 Confirmation No.: 5936 

For: SYSTEMS AND METHODS FOR DATA DRIVEN GAME THEORETIC CYBER 
THREAT MITIGATION 

RESPONSE TO NOTICE TO FILE CORRECTED APPLICATION PAPERS 
UNDER 37 C.F.R. §1.136(a) 

TO THE COMMISSIONER FOR PATENTS 

Sir: 

This paper is responsive to the Notice to File Corrected Application Papers 

mailed on April 8, 2019. Amendments to the specification are to correct minor 

typographical errors. The specification has been updated to provide legible text for 

tables, algorithms, and equations on pages 3, 8-13, and 15. Additionally, Applicant has 

attached hereto a Marked-Up Specification and a Substitute Specification. Applicant 

avers that no new matter has been introduced by virtue of these text clarifications. 

No fees are believed to be due in connection with the filing of this paper; 

however, should any fees be deemed necessary, the Commissioner is hereby 

authorized to deduct any such fees from Deposit Account No. 50-1662 referencing the 

above docket number. 

Amendments to the Specification are reflected in the listing that begins at 

page 2 of this paper. 

Remarks begin at page 4 of this paper. 

1 
68148766.1 

IPR2025-01397 
CrowdStrike EX1002 Page 167



AMENDMENTS TO THE SPECIFICATION 

Please amend the Specification as follows: 
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[0040] Proof Sketch. Again, membership in NP is trivial if the payoff is PTIME 

computable. Hardness is shown by embedding the hitting set problem. In this reduction, 

the attacker plays all exploits and each exploit corresponds with preciselyone precisely 

one vulnerability. This has the effect of imposing a unit cost on each vulnerability. Here, 

each Ci must be covered by a vulnerability. Hence, the defender must pick a set of all 

vulnerabilities to meet the cost requirement of DHDP while covering each Ci. 

[0050] System Configurations. As noted in FIG. 2, a variety of platforms were 

represented in our darknet market data._Results are described using application 

constraints based on common configurations for Windows and Linux servers - as these 

were the most prominent targets of exploits found on the darknet. In our experiments, 

software was mapped such as media players, databases, and FTP server software to 

application constraint sets to model the functional requirements of a system. 

Experiments were conducted with models for Android, Point-of-Sale, and Apple systems 

- though qualitatively the results differed little from the Windows and Linux Server 

experiments. 

[0051] DHAP Results. Both the greedy and multiplicative update approaches 

were implemented to address the DHAP problem. For the greedy algorithm, three 

variants of greedy (cost-benefit, uniform cost, and combination of the ~two) were 

studied while we varied the parameter e: for the multiplicative update approach. Attacker 

payoff was examined as a function of budget (in Bitcoin). FIGS. 3A and 38 display this 

result. Though the cost-benefit greedy algorithm has the potential to perform poorly, it 

was, in general, the best performing approach - despite the multiplicative update 

approach achieving the better approximation guarantee. Further, the multiplicative 

update algorithm (Algorithm 2) was consistently the slowest in terms of runtime, taking 

much longer than the lazy greedy algorithms, particularly for high values of katk-Despite 

2 
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the multiplicative update algorithm having a better theoretical approximation ratio when 

compared to the tandem of greedy algorithms, namely (1 - e:) (1-1/e) compared to ½(1-

1/e), as shown in FIGS. 3A and 38 that the greedy algorithms performed as good as or 

better than the multiplicative update very consistently. In all algorithms, as expected, 

runtime grew with budget (not pictured) - though the relationship was not strict, as an 

increase in budget does not necessarily mean that more exploits will be selected. In the 

experiments (on a commodity computer equipped with a 3.49 GHz i7 CPU and 16 GB of 

memory), the runtimes never exceeded ten minutes. 

3 
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CONCLUSION 
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Based on the foregoing, Applicants believe that the informalities noted in the 

Notice of Incomplete Reply have been resolved in compliance with the Notice, and by 

the present response, Applicant respectfully submits that the application is now in 

condition for issuance. The Office is invited to telephone Applicants' representative at 

(602) 650-2000 to facilitate prosecution of this application if there are any further 

clarifications necessary. If necessary, please charge any additional fees or credit 

overpayment to Deposit Account No. 50-1662. 

Date: April 17, 2019 

68148766.1 

Respectfully submitted, 

POLSINELLI PC 

By: /Ari M. Bai/ 
Ari M. Bai, Reg. No.: 38,726 
One E. Washington Street, Suite 1200 
Phoenix, AZ 85004 
Direct Phone: (602) 650-2000 
E-Mail: uspto@polsinelli.com 
Attorney for Applicants 
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CROSS REFERENCE TO RELATED APPLICATIONS 

[0001] This is a non-provisional application that claims benefit to U.S. 

provisional application serial number 62/261,200 filed on November 30, 2015, which 

is herein incorporated by reference in its entirety. 

FIELD 

[0002] The present disclosure relates to a security game framework, 

and in particular to a data-driven security game framework that models an attacker 

based on exploit market data actively mined from the "darknet" or other overlay 

communication networks to develop strategies for the defender. 

BACKGROUND 

[0003] Many corporations rely on extensive penetration testing to 

assess the security of their computer networks. In a penetration test, a red team is 

hired to expose major flaws in the firm's security infrastructure. Recently, however, 

the market for exploit kits has continued to evolve and what was once a rather hard­

to-penetrate and exclusive market - whose buyers were primarily western 

governments -- has now become more accessible to a much wider population. 

Specifically, the darknet or other overlay network portions of the Internet accessible 

through anonymization protocols (such as Tor and i2p) have become populated with 

a variety of markets specializing in such products. In particular, 2015 saw the 

introduction of darknet markets specializing in zero-day exploit kits - exploits 

designed to leverage previously undiscovered vulnerabilities. These exploit kits are 

difficult and time-consuming to develop - and often are sold at premium prices. A 

survey of 8 marketplaces shows the price ranges of exploit kits for common software 

in Table 1 - these prices range from 0.0126-8.4 Bit-coin (2.88-1919.06 U.S. dollars 

at the time of this writing). 

[0004] The widespread availability of zero-day exploits in the darknet 

represents a potential game changer for penetration testers - specifically posing the 

following questions: 

• What exploits will an attacker likely purchase if he targets my 

organization? 

• What software used in the organization pose the biggest risk to new 

threats? 

68131598.1 2 
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[0005] Unfortunately, the high cost of a variety of exploits available 

through the darknet may preclude a penetration tester from obtaining such exploits 

at a reasonable price to perform an effective penetration testing that accurately 

accesses the security of a computer network being tested. While criminal activity on 

the darknet has been extensively studied over the past decade for issues such as 

drug trade and terrorism, the markets for exploits existing on the darknet are much 

less well-understood. 

I Pr~t1ct ___ '"" _ _ _ • • • • ••• • • • • ________ j __ Ptkefo ij'fC_ 1 • • Prnil~ 1;_ j 
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Product Price in BTC 
GovRAT (Source Code+ l Code Signi n~: Certificate 2.000 
Included)_ 

Odav Won.trress fvIU Remote SheH 1,500 
A5il Encrygtion Rainbmv Tabies 1,500 
Unliroited Code Signing Certificate 1,200 
Ready-made Linux botnet 600 SERVERS 1,200 
FUD version of Adobe Flash < = 16.0.0.287 1414.68 
(CVE 2015-0311 l 

*Price in U.S. Dollar as of Sep. 1, 2015 [1 BTC = $228.46] 

Table 1: Example of Products offered on Darknet Markets 

Price in ji* 
$456.92 

S342.69 
S342.69 
S274.l6 
S274.l6 
$600.00 

[0006] There has been related work on malicious hacker forums which 

did not focus on the purchase and sale of specific items. Markets of malicious 

products relevant to cyber security have been previously studied, but none of these 

works gathered data on specific exploits (or other products) from either the darkweb 

or open Internet; nor did they examine the markets through the lens of security 

games. 

[0007] In recent years, "security games" where attacker-defender 

models are used to inform the actions of defenders in military, law-enforcement, and 

homeland security applications have gained much traction. With regard to cyber-
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security, there have been many contributions including intrusion detection, attack 

graph based games, and honey-pot placement. However, there does not appear to 

be a game theoretic approach to host-based defense where the activities of the 

attacker are informed from an "un-conventional" source (information not directly 

related to the defender's system) - specifically information from darknet markets in 

this case. Further, the very recent emergence of darknet markets specializing in 

zero-day exploits allow for the integration of information that was previously 

unknown. 
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[0008] FIG. 1 is a schematic of a real-time exploit analysis system; 

[0009] FIG. 2 is a graph showing the distribution of Exploits with 

respect to platform; 

[0010] FIG. 3A is a graph showing DHAP Payoff vs. Budget for a 

Windows server and FIG. 38 is a graph showing the DHAP Payoff vs. Budget for a 

Linux server; 

[0011] FIG. 4A is a graph showing Defender Best Response, Payoff vs. 

katk tor Windows server and FIG. 48 is a graph showing Defender Best Response, 

Payoff vs. katk tor Linux server; 

[0012] FIG. 5 is a simplified block diagram illustrating one embodiment 

of a game-theoretic framework; 

[0013] FIG. 6 is a simplified block diagram of a computer system; and 

[0014] FIG. 7 is a flowchart of a method for applying a game theoretic 

cyber threat mitigation to a network. 

[0015] Corresponding reference characters indicate corresponding 

elements among the view of the drawings. The headings used in the figures do not 

limit the scope of the claims. 
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Given a system configuration (or a distribution of system 

configurations within an organization), the present disclosure models an attacker 

who, given a budget, will purchase exploits to maximize his level of access to the 

target system. Likewise, a defender will look to adjust system configurations in an 

effort to minimize the effectiveness of an attacker while ensuring that necessary 

software dependencies are satisfied. 

[0017] The present system introduces a rigorous and thoroughly 

analyzed framework for addressing penetration testing that is fed with real-world 

exploit market data, mined from the darknet. FIG. 1 provides a schematic diagram 

100 of our framework. In one embodiment, a new security game framework 100 is 

designed to model an attacker with access to exploit markets and a defender of 

information technology infrastructure; theoretical analysis of the framework leading to 

the development of algorithms to find near-optimal strategies for both players; and 

an implementation of the system and the results of a thorough suite of experiments 

on real-world data. 

[0018] In some embodiments, the framework 100 includes a security 

game where the attacker 102 is a malicious hacker with access to a darknet exploit 

markets 104 and the defender 106 is tasked with host-based defense of either a 

single or group of systems. The notation Vis used herein to represent the entire set 

of vulnerabilities within a given computer system. Though there may be 

vulnerabilities not yet detected by the system administrator, information on new 

vulnerabilities can be mined through an examination of darknet hacking markets. In a 

real-world organization, system administrators are not able to patch all vulnerabilities 

for a variety of reasons. Software dependencies, use of legacy systems, and non­

availability of patches are some examples. To model this, a "constraint set" (denoted 

C) is defined as a subset of V The vulnerabilities in a constraint set represent the 

vulnerabilities required for some system functionality. When each vulnerability in a 

constraint set C is in the presented attack surface (i.e. externally accessible), C is 

then said to be satisfied and the system supports the functionality modeled by C. 

[0019] In particular, let C represent the set of all possible constraint 

sets. This idea is extended with an "application constraint set" which, for an arbitrary 
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application, i, denoted C;, is a set of constraint sets (i.e. C;~ C). Each constraint set 

in C; represents a set of vulnerabilities that together will provide complete 

functionality of application i. C; is said to be satisfied if any single constraint set in C; 

is satisfied. If C; is satisfied by a system configuration, and hence at least one 

constraint set in C; is satisfied, application iwill properly operate on the system. C is 

the set of all application constraint sets for a given system configuration and 

represents all of the applications to be run on the system. So, in this framework, for a 

given system, a system administrator selects which vulnerabilities may be present in 

order to allow each application ito function. This begs the question as to how to 

make this selection. As such, the process is begun by defining some concepts 

relevant to the adversary. 

[0020] The term ex is used to denote a particular exploit - a technique 

used to take advantage of a given vulnerability. Let Ex denote the set of all possible 

exploits and Ex denote the set of all possible exploit sets (i.e. Ex= 2Ex). For each ex 

e: Ex, Cex is the associated cost of exploit ex - and this is specified directly on a 

darknet market 104 (normally in Bitcoin). Associated with the set of exploits is the 

Exploit Function, ExF, which takes a set of exploits as input and returns a set of 

vulnerabilities (i.e. ExF: Ex-> 2v). The set of vulnerabilities produced by ExF(A), 

for a given set of exploits A, represents the vulnerabilities that are exploited by the 

exploits in A. While many possible variations of an exploit function are possible, in 

this paper, we will use a straightforward definition that extends the exploit function 

from singletons (whose associated vulnerabilities can be taken directly from the 

online marketplaces) to sets of exploits: ExF(A) = Ua£A ExF({a}). For use in proving 

complexity results, we shall denote the special case where Ex= V, ExF(A) = A, and 

Vex e: Ex, Cex = 1 as the "Identity Exploit Model". 

[0021] Player Strategies and Payoff. An attacker 102 will use a set of 

exploits to attempt to gain access to a system, and will do so within a budget. 

Likewise, the defender 106 identifies a set of vulnerabilities that he is willing to 

expose (often referred to as the "presented attack surface"). Strategies for the two 

players formally defined as follows. 

[0022] Definition 2.1. (Attack Strategy). Given budget katk e: R+, an 

Attack Strategy, denoted A is a subset of Ex s.t. La£A ca:::: katk-

[0023] Definition 2.2. (Defense Strategy). Given a family of application 

constraint sets C = {Co, C1, ... , Cn}, a Defense Strategy, denoted Dis a subset of V 
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s.t. for each C; e: C, there exists Ce: C;where C ~ D. 

[0024] Note that when a defense strategy D meets the requirements of 

C, as per Definition 2.2, we say D satisfies C. We will use the notation A, D to denote 

the set of all attack and defense strategies, respectively, and refer to an attacker­

defender pair of strategies as a "strategy profile." We will also define a mixed 

strategy tor both players in the normal manner. For the attacker (resp. defender) a 

mixed strategy is a probability distribution over A (resp. D). Mixed strategies as PrA, 

Pro are normally denoted for each player and use the notation IPrAI (resp. IProl) to 

denote the number of strategies in A (resp. D) that are assigned a nonzero 

probability by the mixed strategy. The payoff function may be defined formally as 

follows: 

[0025] Definition 2.3. (Payoff Function). A payoff function, p, is any 

function that takes a strategy profile as an argument and returns a positive real. 

Formally, p : AX o~ R+ 

[0026] Unless noted otherwise, the payoff function will be treated as 

being computable in polynomial time. Also, the payoff function is underspecified -

which is designed to allow flexibility in the framework. The following "payoff function 

axioms" are contemplated: 

[0027] 

OJ 
(2) 

(3) 

(4) 

(5) 

Axiom 1 states that if the vulnerabilities generated by an attack 

strategy's exploits and the vulnerabilities in a defense strategy are disjoint sets, the 

payoff function must return 0. A consequence of axiom 1 is that if either the attack 

strategy or the defense strategy is the empty set, the payoff function will return 0. 

Axioms 2 and 3 require the payoff function to be monotonic in the size of the attack 

and defense strategies. Axioms 4 and 5 require the payoff function to be sub-modular 
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[0028] The present disclosure focuses on the "over-lap payoff function" 

which is defined as follows: p(A,D) = I ExF(A) n 01. Intuitively, this is simply the 

number of vulnerabilities exploited by the attacker. Further, when dealing with mixed 

strategies, payoff in terms of expectation will be discussed. Expected payoff can be 

formally defined as follows: 

[0029] 

___ f::rp{.P f~ ~-. _P·r n \_ ~--L--I: _},:;}'\ (jl \ Pt n ( f) }J,{_4::D) m 

P:c,O ,\(;\ 

Rrp(P.rA, Pru) '''" L L Pr,,1 (A.)PrD(D)p(A., D) 
D ED A r::.'-4 

Using the overlap function, the expected payoff can be 

interpreted as the "expected number of exploited vulnerabilities." 

[0030] Best Response Problems. A pair of decision problems dealing 

with the best response for the players will now be described below. These problems 

are the deterministic host attacker problem (DHAP) and deterministic host defender 

problem (DHDP), respectively, and are defined as follows: 

DHAP. 

[0031] 

defense strategy Pro, and payoff function p. 

[0032] OUTPUT: "Yes" if 

aA--E--As.L--E<'i~:·.4:·f'1r~--k,-i-rk __ ~~~---~---~---~~!~----~ 0, EA __ ~::n. ___ ~---~:at k_ and 

E·u1,"ff'P""D{D)~F(-A-,-lJj--~·-,F·,I:nED Prn (D)p(.A_, D) 2 :r "No" otherwise. 

DHDP. 

[0033] INPUT: :r·---e ---ffi~+_f( ... ~----~-:~:, application constraints C, mixed 

attack strategy PrA, and payoff function p. 

[0034] 

:,,{.JD ED s.t. LA.EA Pr_4(A)p(A, D) s; J: and Osatisfies C. and "No" otherwise. 

[0035] The natural optimization variants for these two problems will 

deal with maximizing the payoff in DHAP and minimizing the payoff in DHDP. 

Analysis and Algorithms 
[0036] The complexity and limits of approximation for both DHAP and 
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DHDP will now be analyzed. The "Identity Exploit Model" is used for the complexity 

results. Unfortunately, both problems are NP-Complete in the general case. 

[0037] Theorem 1. DHAP is NP-Complete, even when IProl and the 

payoff function adheres to the submodularity and monotonicity axioms. 

[0038] Proof Sketch. Membership in NP is trivial if the payoff is PTIME 

computable. The hardness result relies on an embedding of the well-known 

budgeted set cover. Here, the defender's strategy is treated as a set of elements to 

cover and the exploits are treated as subsets of D (by virtue of the exploit function). 

Exploit costs are set as 1 and the attacker's budget is the value budget from the 

embedded problem. So, the attacker must pick exploits to meet the budget and 

cover the determined number of the defender's vulnerabilities.a 

[0039] 

[0040] 

Theorem 2. When ICI > 1 and IPrAI = 1, DHDP is NP-Complete. 

Proof Sketch. Again, membership in NP is trivial if the payoff is 

PTIME computable. Hardness is shown by embedding the hitting set problem. In this 

reduction, the attacker plays all exploits and each exploit corresponds with 

~-~-r~,,else1-y.;::;i-negrecisely one vulnerability. This has the effect of imposing a unit cost on 

each vulnerability. Here, each C; must be covered by a vulnerability. Hence, the 

defender must pick a set of all vulnerabilities to meet the cost requirement of DHDP 

while covering each C;_ 

[0041] The hardness of approximation is also analyzed for the 

optimization variants of DHAP and DHDP. Due to the fact that the above 

embeddings used set cover and hitting set, we can draw upon the known past 

results to obtain the following corollaries: 

[0042] Corollary 3. DHAP cannot be approximated where the payoff is 
1 

within a factor of H-------±/
1
_-__ ? unless P = NP 

[0043] Corollary 4. DHDP cannot be approximated where the payoff is 

within a factor of (1 - o(1 ))ln(n) unless P = NP 

[0044] With the limits of approximation in mind, several algorithms are 

introduced to solve the optimization variants of DHAP and DHDP. The optimization 

variant of DHAP under the overlap payoff function is a special case of sub-modular 

maximization with the distinction that we are not simply picking k discrete objects, 

but instead picking items that each have a unique cost associated with them. 

Understanding this, several different approaches are examined to this problem 
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based on the literature on submodular maximization. DHDP, on the other hand, can 

be readily approximated using the traditional set-cover algorithm (under some 

realistic assumptions), as cost does not affect DHDP. 

Alg(Wit:htn l Luy Greedy AJgodthm iOJst-Bene-fit Variant,! 
lntlot: A;:-ii'i ,C:: )ff+, Prv, and pay,;:itf hmctkni.p. 
Output; A ;: E;;-:: sJ,. '5~, .. ,: 4_ c .. _, ~:~ k,dt 

1: .. A ''" 0; C.)8f. ~---(I; pri;iity queue Q ,, __ 0; Hcndi<;>n , .... 
l 

1: for cc E:tdo 
"" . ~~ :--. ... }'•• l,:. .. ~~1) 3: C ,t-;:~-=-'t! -'.••» • {:~. : t, { ~rn 1 

4: in"ert c into O \.Y!th "kc-,,1" as the kev " ,. ' ,.. 

:5: end for 
.... fr ... !tl(h.ih.~ .. {.a.J;:, .. Er:\J..;..t:,,, .. ,~~, . .::o.$Li;J~,f:k} .. / .. l1.dtL .................. .. 

68131598.1 

7: exm,z:t tqcp {n'l:ax) eleinr:nt e of q 
8: if ci ,,,, Uerntion then 
9: A 1--- A t) { c} ~ Ur,Ni.t:'ion <---ifrraNon + l 

H!: o:,-,<;{ ~-" e<:,1d +· c," 
H: ~ISe 
l.2: fci ~--- itcrrdion; c)~Cil ~--· _d.,,_,.,:::,:fri-=n 
13: r~,~in:.~ert f .int.o (} 
14; end if 
! 5: ~nd whih,! 
16: rl.'!t\ffn .A 
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Algorithm l Lazy Greedy Algorithm (Cost-Benefit Variant) 
Input: katk E !!«.+, Pro, and payoff function p, 

Output: A c Ex such that La EA Ca:::; tfa.t~· 

1. A f-- 0; cost+-- O; priority queue Q +-- 0; iter +-- 1 
2. for e E Ex do 

3, 

4. 
5, 
6. 

8, 

9. 
10. 
11. 

12. 

ti p ,~ '·~'· 
e. key +-- P, 'D'" '"''·'; e. i f-- 1 

Ce 

Insert e into Q \·vith gJgy as its key 
end for 
while {a E Ex\A : Ca+ cost :;; katkl * 0 do 

extract top (max) elernent e of Q 
if e. i = iter and Ce+ cost< katk then 

A ~ A u {e}; iter ~ iter· + 1 
cost +-- cost + Ce 

else if Ce + cost ::; ka:a then 

k 
t.p,PrDie !.4) e. i +- iter; e. ·ey +-- ---=---

ce 

13. re-insert e into Q 

14. end if 
15. end while 
16. return A 

Algorithms for DHAP 

[0045] Greedy Approaches. As mentioned earlier, the non-unit cost of 

exploits mean that DHAP can be considered as a submodular maximization problem 

subject to knapsack constraints. Two versions of the traditional greedy algorithm can 

be applied: a cost-benefit variant and uniform-cost variant, both of which will also use 

the lazy-greedy optimization to further enhance performance while maintaining the 

approximation guarantee. It was independently noted that the uniform-cost and the 

cost-benefit algorithms can perform arbitrarily badly. However, by extending a result 

from either the cost-benefit or the uniform-cost algorithm will provide a solution within 

a factor of ½(1 - 1/e) for a given set of input parameters. By applying both algorithms 

to a given problem instance and returning the attack strategy which produces the 

larger payoff, the ½(1 - 1 /e) approximation factor is achieved for DHAP. A cost-

benefit lazy approximation algorithm is shown in Algorithm 1. By removing "ce" from 

the denominator in the e.key assignment in lines 3 and 12, the cost benefit lazy 
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approximation algorithm is transformed into a uniform cost lazy approximation 

algorithm. 

[0046] Multiplicative Update Approach. An improved approximation 

ratio, when compared with the ½(1 - 1 /e) ratio for the greedy algorithms, can be 

obtained by adapting Algorithm 1 for DHAP. This is shown as Algorithm 2 in this 

disclosure. For some value e (a parameter), this algorithm provides a (1 - e:)(1 - 1 /e) 

approximation of the optimal solution (Theorem 1.2), which, by providing an 

exceedingly small e: value, can get arbitrarily close to the ½(1 - 1/e) optimal 

approximation limit we discussed earlier. 

68131598.1 

Output; .A ~ L>r :,;.t.. Y,_.cJ c,.,. S k,,H., 
L l~~/~'

1 

~ ... ·{ ~\t ).:~ £\•:: ~ f~~~:z: ~ kfft.l} 

2: A~-" tel 
3: ll>' {~~~ .nJhl~-:--< ~ i J::~:···· ~ k~y}.~_,l (:~":~~::. 

4: ·w ''" l./'k,,1A,; .. \ ~"- r"\f/--1 

5; while km;k w :::_: A and E~,,i /- ~) do 

! ....... :.'.':~~;';'!1~:~r ''"''". ~w/ ~,,,,,, (,o; A] 

9: E'_,)/ ~"' B:r!\{c:,":i} 
rn: end while 
!. l: if l~n,:p,.,,-Prv(D)p(A, D) ~\ kaH, then 
12: retuii1 A·· 
l 1.· ~'"'<> 1'f -.;~ Pr· { ry,,i{}; f -,•.•r .·t f)\ ~, 
.... ,. .~~,... L-Jtt:1),.::· t:? .·L.' .l?_> L Ir,__'~~-\ 1. ~-: .. ~··2 J '= l.,_,. J .:·:_ 

LDo'',·,, Prn(D)p\1cr:1 LD1 Hien 

:1; et:t~ni .4\ {1'ct.1} 

lb: r~t1_i:n1 { u:_ 1} 
l7: endif 
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Input: kau.,, t: E JR+ such that O < E < 1, Prn, and payoff function p. 
Output: A £;; Ex s.t LaEACa :5 kark 

1. Ex' f- {ex E Ex : Cex ::S katk} 

2. A f- 0 
3, tV +- min.""'FIE,.fi k~njC.n-' 

"·'1 -: A : c •• , l 

l 
1 

et·Y 

4. W f- - ; A f- e 4 
katk 

5. Vfhile katkH' ::SA and Ex' * 0 do 

6, 

7. 
, C-~ ,, . lk 2 

-~ 
8, W <:-- 1-V/:. "·'·i' atk 

9. Ex'+- Ex\(exj} 

10. end while 
1 L if LA; EAC.4, :5 katkthen 

\. !,. ' 

12. rehtrn A 

13. else if Im,Prv Pr 0 (D)p(A\{exj},D) ~ LvEPi·vPrD(D)p({exj},D) then 

14. return A\{exj} 

15. else 
16. return {exj} 
17. end if 

[0047] Algorithm for DHDP. When using the overlap payoff function, 

DHDP can be modeled as a weighted set cover problem. Because the overlap payoff 

function is a modular function, the associated cost of a given vulnerability v, is simply 

the payoff produced by the singleton set {v} with a mixed attack strategy. In the 

common case where each constraint set is a singleton set, if the overlap payoff 

function is used, an adaptation on the standard greedy weighted set cover algorithm 

can be used for DHDP (Algorithm 3), providing a ln(n) + 1 approximation, 

Evaluation and Discussion 

[0048] Darknet Market Data. Eight marketplaces located on the Tor 

network were scraped and parsed during the month of May 2015. Each of these 

markets host vendors offering "hacking tools", including malware, botnets, exploits 

and other means serving to breach, steal and otherwise manipulate virtual targets. 

The product list is comprised of 235 such hacking tools, 167 of which were distinct. 
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Algt)rithm 3 \Veighted Greedy DHDP Alg<:Jrlthm fr.tr Sin­
gleton Constraint Set and Overfap Payoff hmctio.n Case 
lnJmt: Vulnerabilities V. Pr,.,, and app!i.cation czmstrni.ms 

C. 
Output: D <;:: V s.t. the apphcutkm cmi'>trnints Care satis-

fied. 
I: D ,, ... €') 
•). <.:: ' "''t ., t fa:' ., .. r .: . r( C ,·, ·l ., . {o" • •• ·'ti .. ] .,.,,,. 
'"· ·:···, ~--- ~<;:- :,,: -~ ;_.,.,, .... i:_.'l • ~-, •..:. Iv j \\ 1,;;Xt:. 1·· -£ l.:,; L l 'HJ. l.1,;; .... ,1-

··········h1!1ly 1 n J> --J----------------------------------------------------------------------------------------------------
3: cs, {--· LAE'!-',·,., Pr,,.(.4}!E;r_f'(A) f': n•;}! 
4: C-' ,, ... [!Ci] 
'.\; while C i O do 
6: S'i {··· a.rgm,:1xH,ES' :S{~:C': 

IO: ret1im D 

Algorithm 3 \Veighted Greedy DHDP Algorithm for Singleton Constraint Set 
and Overlap Payoff Case 

Input: Vulnerabilities V, PCs., and application constraints e 
Output: D ~ V s.t. the application constraints Care satisfied 
1. D ~ 0 
2. S .- set such that Si = (j : Vi E (~i where Vi is the ith vulnerability in V} 

3. c5 i +- LAEPrAh:iA)IExF(A) n {Vi}I 
4. e' ~ [!Cl] 
5. while e-' * 0 do 

6. 

7. 
8. 
9. 

:5.f1P-'l 
S, +- argmax5 .. cs ! ' ,~ 

1 
~- t.''- Csi 

C' ~ C'\S1 

D +-Du [VJ 
end while 

10. return D 

[0049] It found several identical products being sold on more than one 

market usually by the same seller (using an identical online handle). The products 

targeted 21 specific platforms, such as different versions of Adobe Flash, Linux, 

MSWindows and OS X as well as online presences such as Facebook, Wordpress 

and others. Hardware-related software such as those associated with Point-of-Sale 

machines, routers, and servers are also reflected in this number. FIG. 2 illustrates 

the variety of products in the markets and Table 2 illustrates exemplar exploits. 

[0050] System Configurations. As noted in FIG. 2, a variety of 

platforms were represented in our darknet market data._Results are described using 

application constraints based on common configurations for Windows and Linux 
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servers - as these were the most prominent targets of exploits found on the darknet. 

In our experiments, software was mapped such as media players, databases, and 

FTP server software to application constraint sets to model the functional 

requirements of a system. Experiments were conducted with models for Android, 

Point-of-Sale, and Apple systems - though qualitatively the results differed little from 

the Windows and Linux Server experiments. 

[0051] DHAP Results. Both the greedy and multiplicative update 

approaches were implemented to address the DHAP problem. For the greedy 

algorithm, three variants of greedy (cost-benefit, uniform cost, and combination of 

the t-r-,e--two) were studied while we varied the parameter e: for the multiplicative 

update approach. Attacker payoff was examined as a function of budget (in Bitcoin). 

FIGS. 3A and 38 display this result. Though the cost-benefit greedy algorithm has 

the potential to perform poorly, it was, in general, the best performing approach -

despite the multiplicative update approach achieving the better approximation 

guarantee. Further, the multiplicative update algorithm (Algorithm 2) was consistently 

the slowest in terms of runtime, taking much longer than the lazy greedy algorithms, 

particularly for high values of katk• Despite the multiplicative update algorithm having 

a better theoretical approximation ratio when compared to the tandem of greedy 

algorithms, namely (1 - e:) (1-1/e) compared to ½(1-1/e), as shown in FIGS. 3A and 

38 that the greedy algorithms performed as good as or better than the multiplicative 

update very consistently. In all algorithms, as expected, runtime grew with budget 

(not pictured) - though the relationship was not strict, as an increase in budget does 

not necessarily mean that more exploits will be selected. In the experiments (on a 

commodity computer equipped with a 3.49 GHz i7 CPU and 16 GB of memory), the 

runtimes never exceeded ten minutes. 

[0052] DHDP Results. FIGS. 4A and 48 demonstrate a defender's 

best response to an attack strategy against a Windows Server and Linux Server, 

respectively, for varying values of katk-Though similar trends are shown in FIGS. 3A 

and 38 as are shown in FIGS. 4A and 48, the payoff is generally lower, meaning 

that the defender can lower the expected payoff by enacting a best response 

strategy to an attack strategy produced by DHAP - which in the framework translates 

to fewer exploited vulnerabilities. 

[0053] Exploit Payoff Analysis. Instead of altering the software that 

appears on the host system in an attempt to avoid exploits, such as in the best 
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response approach, in exploit payoff analysis, the defender will identify which 

specific exploits are increasing the payoff the most, with a hope that the defender 

can reverse-engineer the exploit, or patch the vulnerability himself. To identify which 

exploits should be reverse-engineered, the defender first runs DHAP against his host 

system to identify what payoff an attacker could expect to produce. Then, for each 

exploit ex, the defender runs DHAP against the host with the set of exploits Ex\ {ex}. 

The exploit ex that, when removed from the universe of exploits Ex, produces the 

largest drop in payoff for the attacker is the exploit that the defender should attempt 

to reverse-engineer. More formally, let A be the attack strategy produced by DHAP 

when using Ex as the universe of exploits and let Aex be the attack strategy that is 

produced when DHAP is run against the host when using Ex\{ex} as the universe of 

exploits. The defender will attempt to reverse-engineer the exploit, where Dis the 

defense strategy representing the host. To account for exploits that, though they 

greatly reduce payoff when removed from Ex, may be too expensive for the defender 

to purchase, a cost-benefit analysis is also considered where the decrease in payoff 

is normalized by the cost of the exploit. The top exploits to reverse-engineer to 

defend a Windows Server host when considering an attacker budget of katk = 5, are 

shown in Table 3 with columns for both maximum payoff reduction and maximum 

cost-benefit analysis. 

Proo, Vuln. USO 
Kernel Panic X-dispJay svstem Linux< = 3.13.0-48 $471.56 
IE<=11 memory corr. IE on 'Windows <::: 7 $35.00 
RemoteShdl vqxonfig. php vVordpress l\tIU Sl.500.00 
Odav_RCE vVeb View_ memory _corr, Androld_4._l,_ 4.2 $36.50 
WirniowsLPE \Vin32k elev. ofpdv. Windmvs < :::c 8. l S ! 2.f)0--48.17 
MS 15-034 RCE http.sys Windows<"" 1U $311.97 

unspec. FlashPJayer < = 16J)J).287 $600.00 

_Table 2: Examples of Exploits from Darknet Markets 
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ExDloit Ivfax. Pavo ff Reduction 
SMTP Mail Cracker 1 
SlJPEE-5433 l 
Hack lCQ l 
Plasma 0.6677 
vVordgress E:•q;,loiter n.6n77 
CVE-2014-0160 0.6677 

Table 3: Defender Exploit Analysis for katk = 5 

Game Theoretic Framework 
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Max. Cos1--Benefit Expkiit Cost CBTC) 
4.757 0.2102 
l.190 0.8404 
79.089 0.01264 
l.582 0.2563 
2.6467 0.2102 
3.178 0.2101 

In some embodiments, to leverage the data collected from the darknet, a 

game theoretic framework is disclosed to reason about a defender facing an attacker 

sourced through the communities on the darknet. The paradigm used for this is 

based on the framework of a "security game". Such a framework 500 is designed 

from the ground-up to consider marketplace information a simplified block diagram is 

shown in FIG. 5. In this framework, an attacker has a strategy (denoted A) that 

consists of a set of exploits he must purchase within a given budget. An exploit 

function (denoted Ex) maps the attacker's strategy to a set of vulnerable software 

applications, which can be easily obtained from darknet marketplace data. 

Meanwhile, the set of applications on a defender's system D is treated as his 

strategy. While the payoff function is defined in terms of axioms, a simple payoff 

function can be the cardinality of the overlap -- p(A .. D) = iEx(A) n D!. The NP-hard 

problems of finding optimal strategies for both players and developed approximation 

algorithms are disclosed. A mixed strategy of attack and defense is disclosed that 

provides a natural extension for populations of computer systems as opposed to a 

single host as well as the modeling of multiple attackers. 

[0054] Referring to FIG. 6, a detailed description of an example 

computing system 600 having one or more computing units that may implement 

various systems and methods discussed herein is provided. The computing system 

600 may be applicable to the system described herein. For example, the computing 

system 600 may form a portion of the theoretical game engine 504 of FIG. 5 
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discussed above. It will be appreciated that specific implementations of these 

devices may be of differing possible specific computing architectures not all of which 

are specifically discussed herein but will be understood by those of ordinary skill in 

the art. 

[0055] The computer system 600 may be a computing system is 

capable of executing a computer program product to execute a computer process. 

Data and program files may be input to the computer system 600, which reads the 

files and executes the programs therein. Some of the elements of the computer 

system 600 are shown in FIG. 6, including one or more hardware processors 602, 

one or more data storage devices 604, one or more memory devices 606, and/or one 

or more ports 608-612. Additionally, other elements that will be recognized by those 

skilled in the art may be included in the computing system 600 but are not explicitly 

depicted in Fig. 6 or discussed further herein. Various elements of the computer 

system 600 may communicate with one another by way of one or more 

communication buses, point-to-point communication paths, or other communication 

means not explicitly depicted in FIG. 6. 

[0056] The processor 602 may include, for example, a central 

processing unit (CPU), a microprocessor, a microcontroller, a digital signal processor 

(DSP), and/or one or more internal levels of cache. There may be one or more 

processors 602, such that the processor comprises a single central-processing unit, 

or a plurality of processing units capable of executing instructions and performing 

operations in parallel with each other, commonly referred to as a parallel processing 

environment. 

[0057] The computer system 600 may be a conventional computer, a 

distributed computer, or any other type of computer, such as one or more external 

computers made available via a cloud computing architecture. The presently 

described technology is optionally implemented in software stored on the data stored 

device(s) 604, stored on the memory device(s) 606, and/or communicated via one or 

more of the ports 608-612, thereby transforming the computer system 600 in FIG. 6 

to a special purpose machine for implementing the operations described herein. 

Examples of the computer system 600 include personal computers, terminals, 

workstations, mobile phones, tablets, laptops, personal computers, multimedia 

consoles, gaming consoles, set top boxes, and the like. 
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The one or more data storage devices 604 may include any non-

volatile data storage device capable of storing data generated or employed within the 

computing system 600, such as computer executable instructions for performing a 

computer process, which may include instructions of both application programs and 

an operating system (OS) that manages the various components of the computing 

system 600. The data storage devices 604 may include, without limitation, magnetic 

disk drives, optical disk drives, solid state drives (SSDs), flash drives, and the like. 

The data storage devices 604 may include removable data storage media, non­

removable data storage media, and/or external storage devices made available via a 

wired or wireless network architecture with such computer program products, 

including one or more database management products, web server products, 

application server products, and/or other additional software components. Examples 

of removable data storage media include Compact Disc Read-Only Memory (CD­

ROM), Digital Versatile Disc Read-Only Memory (DVD-ROM), magneto-optical disks, 

flash drives, and the like. Examples of non-removable data storage media include 

internal magnetic hard disks, SSDs, and the like. The one or more memory devices 

606 may include volatile memory (e.g., dynamic random access memory (DRAM), 

static random access memory (SRAM), etc.) and/or non-volatile memory (e.g., read­

only memory (ROM), flash memory, etc.). 

[0059] Computer program products containing mechanisms to 

effectuate the systems and methods in accordance with the presently described 

technology may reside in the data storage devices 604 and/or the memory devices 

606, which may be referred to as machine-readable media. It will be appreciated 

that machine-readable media may include any tangible non-transitory medium that is 

capable of storing or encoding instructions to perform any one or more of the 

operations of the present disclosure for execution by a machine or that is capable of 

storing or encoding data structures and/or modules utilized by or associated with 

such instructions. Machine-readable media may include a single medium or multiple 

media (e.g., a centralized or distributed database, and/or associated caches and 

servers) that store the one or more executable instructions or data structures. 

[0060] In some implementations, the computer system 600 includes 

one or more ports, such as an input/output (1/0) port 608, a communication port 610, 

and a sub-systems port 612, for communicating with other computing, network, or 
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vehicle devices. It will be appreciated that the ports 608-612 may be combined or 

separate and that more or fewer ports may be included in the computer system 600. 

[0061] The 1/0 port 608 may be connected to an 1/0 device, or other 

device, by which information is input to or output from the computing system 

600. Such 1/0 devices may include, without limitation, one or more input devices, 

output devices, and/or environment transducer devices. 

[0062] In one implementation, the input devices convert a human-

generated signal, such as, human voice, physical movement, physical touch or 

pressure, and/or the like, into electrical signals as input data into the computing 

system 600 via the 1/0 port 608. Similarly, the output devices may convert electrical 

signals received from computing system 600 via the 1/0 port 608 into signals that 

may be sensed as output by a human, such as sound, light, and/or touch. The input 

device may be an alphanumeric input device, including alphanumeric and other keys 

for communicating information and/or command selections to the processor 602 via 

the 1/0 port 608. The input device may be another type of user input device 

including, but not limited to: direction and selection control devices, such as a 

mouse, a trackball, cursor direction keys, a joystick, and/or a wheel; one or more 

sensors, such as a camera, a microphone, a positional sensor, an orientation sensor, 

a gravitational sensor, an inertial sensor, and/or an accelerometer; and/or a touch­

sensitive display screen ("touchscreen"). The output devices may include, without 

limitation, a display, a touchscreen, a speaker, a tactile and/or haptic output device, 

and/or the like. In some implementations, the input device and the output device 

may be the same device, for example, in the case of a touchscreen. 

[0063] In one implementation, a communication port 610 is connected 

to a network by way of which the computer system 600 may receive network data 

useful in executing the methods and systems set out herein as well as transmitting 

information and network configuration changes determined thereby. Stated 

differently, the communication port 610 connects the computer system 600 to one or 

more communication interface devices configured to transmit and/or receive 

information between the computing system 600 and other devices by way of one or 

more wired or wireless communication networks or connections. For example, the 

computer system 600 may be instructed to access information stored in a public 

network, such as the Internet. The computer 600 may then utilize the 

communication port to access one or more publicly available servers that store 

68131598.1 21 
IPR2025-01397 

CrowdStrike EX1002 Page 191



055743-555439 M16-040P 
MARKED-UP SPECIFICATION 

information in the public network. In one particular embodiment, the computer 

system 600 uses an Internet browser program to access a publicly available website. 

The website is hosted on one or more storage servers accessible through the public 

network. Once accessed, data stored on the one or more storage servers may be 

obtained or retrieved and stored in the memory device(s) 606 of the computer 

system 600 for use by the various modules and units of the system, as described 

herein. 

[0064] Examples of types of networks or connections of the computer 

system 600 include, without limitation, Universal Serial Bus (USB), Ethernet, Wi-Fi, 

Bluetooth®, Near Field Communication (NFC), Long-Term Evolution (LTE), and so 

on. One or more such communication interface devices may be utilized via the 

communication port 610 to communicate one or more other machines, either directly 

over a point-to-point communication path, over a wide area network (WAN) (e.g., the 

Internet), over a local area network (LAN), over a cellular (e.g., third generation (3G) 

or fourth generation (4G)) network, or over another communication means. Further, 

the communication port 610 may communicate with an antenna for electromagnetic 

signal transmission and/or reception. 

[0065] The computer system 600 may include a sub-systems port 612 

for communicating with one or more additional systems to perform the operations 

described herein. For example, the computer system 600 may communicate 

through the sub-systems port 612 with a large processing system to perform one or 

more of the calculations discussed above. 

[0066] The system set forth in FIG. 6 is but one possible example of a 

computer system that may employ or be configured in accordance with aspects of 

the present disclosure. It will be appreciated that other non-transitory tangible 

computer-readable storage media storing computer-executable instructions for 

implementing the presently disclosed technology on a computing system may be 

utilized. 

[0067] FIG. 7 is a flowchart of a method for applying game theoretic 

cyber threat mitigation to a network. In one particular embodiment, the operations of 

the method 700 may be executed by the computing device described above in 

relation to FIG. 6. Thus, the computing device may utilize a network connection to a 

public network to obtain a set of exploits to attack a device or network, such as in 

operation 702. In some instances, the set of exploits may be obtained from the 
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CROSS REFERENCE TO RELATED APPLICATIONS 

[0001] This is a non-provisional application that claims benefit to U.S. 

provisional application serial number 62/261,200 filed on November 30, 2015, which 

is herein incorporated by reference in its entirety. 

FIELD 

[0002] The present disclosure relates to a security game framework, 

and in particular to a data-driven security game framework that models an attacker 

based on exploit market data actively mined from the "darknet" or other overlay 

communication networks to develop strategies for the defender. 

BACKGROUND 

[0003] Many corporations rely on extensive penetration testing to 

assess the security of their computer networks. In a penetration test, a red team is 

hired to expose major flaws in the firm's security infrastructure. Recently, however, 

the market for exploit kits has continued to evolve and what was once a rather hard­

to-penetrate and exclusive market - whose buyers were primarily western 

governments -- has now become more accessible to a much wider population. 

Specifically, the darknet or other overlay network portions of the Internet accessible 

through anonymization protocols (such as Tor and i2p) have become populated with 

a variety of markets specializing in such products. In particular, 2015 saw the 

introduction of darknet markets specializing in zero-day exploit kits - exploits 

designed to leverage previously undiscovered vulnerabilities. These exploit kits are 

difficult and time-consuming to develop - and often are sold at premium prices. A 

survey of 8 marketplaces shows the price ranges of exploit kits for common software 

in Table 1 - these prices range from 0.0126-8.4 Bit-coin (2.88-1919.06 U.S. dollars 

at the time of this writing). 

[0004] The widespread availability of zero-day exploits in the darknet 

represents a potential game changer for penetration testers - specifically posing the 

following questions: 

• What exploits will an attacker likely purchase if he targets my 

organization? 

• What software used in the organization pose the biggest risk to new 

threats? 
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[0005] Unfortunately, the high cost of a variety of exploits available 

through the darknet may preclude a penetration tester from obtaining such exploits 

at a reasonable price to perform an effective penetration testing that accurately 

accesses the security of a computer network being tested. While criminal activity on 

the darknet has been extensively studied over the past decade for issues such as 

drug trade and terrorism, the markets for exploits existing on the darknet are much 

less well-understood. 

Product Price in BTC 
GovRAT (Source Code+ 1 Code Signing Certificate 2,000 
Included) 

Oday Wordpress MU Remote Shell 1,500 
AS/1 Encryption Rainbow Tables 1,500 
Unlimited Code Signing Certificate 1,200 
Ready-made Linux botnet 600 SERVERS 1,200 
FUD version of Adobe Flash<= 16.0.0.287 1414.68 
(CVE 2015-0311) 

*Price in U.S. Dollar as of Sep. 1, 2015 [1 BTC = $228.46] 

Table 1: Example of Products offered on Darknet Markets 

Price in$* 
$456.92 

$342.69 
$342.69 
$274.16 
$274.16 
$600.00 

[0006] There has been related work on malicious hacker forums which 

did not focus on the purchase and sale of specific items. Markets of malicious 

products relevant to cyber security have been previously studied, but none of these 

works gathered data on specific exploits (or other products) from either the darkweb 

or open Internet; nor did they examine the markets through the lens of security 

games. 

[0007] In recent years, "security games" where attacker-defender 

models are used to inform the actions of defenders in military, law-enforcement, and 

homeland security applications have gained much traction. With regard to cyber­

security, there have been many contributions including intrusion detection, attack 

graph based games, and honey-pot placement. However, there does not appear to 

be a game theoretic approach to host-based defense where the activities of the 

attacker are informed from an "un-conventional" source (information not directly 

related to the defender's system) - specifically information from darknet markets in 

this case. Further, the very recent emergence of darknet markets specializing in 

zero-day exploits allow for the integration of information that was previously 
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[0008] FIG. 1 is a schematic of a real-time exploit analysis system; 

[0009] FIG. 2 is a graph showing the distribution of Exploits with 

respect to platform; 

[0010] FIG. 3A is a graph showing DHAP Payoff vs. Budget for a 

Windows server and FIG. 38 is a graph showing the DHAP Payoff vs. Budget for a 

Linux server; 

[0011] FIG. 4A is a graph showing Defender Best Response, Payoff vs. 

katk tor Windows server and FIG. 48 is a graph showing Defender Best Response, 

Payoff vs. katk tor Linux server; 

[0012] FIG. 5 is a simplified block diagram illustrating one embodiment 

of a game-theoretic framework; 

[0013] FIG. 6 is a simplified block diagram of a computer system; and 

[0014] FIG. 7 is a flowchart of a method for applying a game theoretic 

cyber threat mitigation to a network. 

[0015] Corresponding reference characters indicate corresponding 

elements among the view of the drawings. The headings used in the figures do not 

limit the scope of the claims. 
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Given a system configuration (or a distribution of system 

configurations within an organization), the present disclosure models an attacker 

who, given a budget, will purchase exploits to maximize his level of access to the 

target system. Likewise, a defender will look to adjust system configurations in an 

effort to minimize the effectiveness of an attacker while ensuring that necessary 

software dependencies are satisfied. 

[0017] The present system introduces a rigorous and thoroughly 

analyzed framework for addressing penetration testing that is fed with real-world 

exploit market data, mined from the darknet. FIG. 1 provides a schematic diagram 

100 of our framework. In one embodiment, a new security game framework 100 is 

designed to model an attacker with access to exploit markets and a defender of 

information technology infrastructure; theoretical analysis of the framework leading to 

the development of algorithms to find near-optimal strategies for both players; and 

an implementation of the system and the results of a thorough suite of experiments 

on real-world data. 

[0018] In some embodiments, the framework 100 includes a security 

game where the attacker 102 is a malicious hacker with access to a darknet exploit 

markets 104 and the defender 106 is tasked with host-based defense of either a 

single or group of systems. The notation Vis used herein to represent the entire set 

of vulnerabilities within a given computer system. Though there may be 

vulnerabilities not yet detected by the system administrator, information on new 

vulnerabilities can be mined through an examination of darknet hacking markets. In a 

real-world organization, system administrators are not able to patch all vulnerabilities 

for a variety of reasons. Software dependencies, use of legacy systems, and non­

availability of patches are some examples. To model this, a "constraint set" (denoted 

C) is defined as a subset of V The vulnerabilities in a constraint set represent the 

vulnerabilities required for some system functionality. When each vulnerability in a 

constraint set C is in the presented attack surface (i.e. externally accessible), C is 

then said to be satisfied and the system supports the functionality modeled by C. 

[0019] In particular, let C represent the set of all possible constraint 

sets. This idea is extended with an "application constraint set" which, for an arbitrary 
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application, i, denoted C;, is a set of constraint sets (i.e. C;~ C). Each constraint set 

in C; represents a set of vulnerabilities that together will provide complete 

functionality of application i. C; is said to be satisfied if any single constraint set in C; 

is satisfied. If C; is satisfied by a system configuration, and hence at least one 

constraint set in C; is satisfied, application iwill properly operate on the system. C is 

the set of all application constraint sets for a given system configuration and 

represents all of the applications to be run on the system. So, in this framework, for a 

given system, a system administrator selects which vulnerabilities may be present in 

order to allow each application ito function. This begs the question as to how to 

make this selection. As such, the process is begun by defining some concepts 

relevant to the adversary. 

[0020] The term ex is used to denote a particular exploit - a technique 

used to take advantage of a given vulnerability. Let Ex denote the set of all possible 

exploits and Ex denote the set of all possible exploit sets (i.e. Ex= 2Ex). For each ex 

e: Ex, Cex is the associated cost of exploit ex - and this is specified directly on a 

darknet market 104 (normally in Bitcoin). Associated with the set of exploits is the 

Exploit Function, ExF, which takes a set of exploits as input and returns a set of 

vulnerabilities (i.e. ExF: Ex-> 2v). The set of vulnerabilities produced by ExF(A), 

for a given set of exploits A, represents the vulnerabilities that are exploited by the 

exploits in A. While many possible variations of an exploit function are possible, in 

this paper, we will use a straightforward definition that extends the exploit function 

from singletons (whose associated vulnerabilities can be taken directly from the 

online marketplaces) to sets of exploits: ExF(A) = Ua£A ExF({a}). For use in proving 

complexity results, we shall denote the special case where Ex= V, ExF(A) = A, and 

Vex e: Ex, Cex = 1 as the "Identity Exploit Model". 

[0021] Player Strategies and Payoff. An attacker 102 will use a set of 

exploits to attempt to gain access to a system, and will do so within a budget. 

Likewise, the defender 106 identifies a set of vulnerabilities that he is willing to 

expose (often referred to as the "presented attack surface"). Strategies for the two 

players formally defined as follows. 

[0022] Definition 2.1. (Attack Strategy). Given budget katk e: R+, an 

Attack Strategy, denoted A is a subset of Ex s.t. La£A ca:::: katk-

[0023] Definition 2.2. (Defense Strategy). Given a family of application 

constraint sets C = {Co, C1, ... , Cn}, a Defense Strategy, denoted Dis a subset of V 
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s.t. for each C; e: C, there exists Ce: C;where C ~ D. 

[0024] Note that when a defense strategy D meets the requirements of 

C, as per Definition 2.2, we say D satisfies C. We will use the notation A, D to denote 

the set of all attack and defense strategies, respectively, and refer to an attacker­

defender pair of strategies as a "strategy profile." We will also define a mixed 

strategy tor both players in the normal manner. For the attacker (resp. defender) a 

mixed strategy is a probability distribution over A (resp. D). Mixed strategies as PrA, 

Pro are normally denoted for each player and use the notation IPrAI (resp. IProl) to 

denote the number of strategies in A (resp. D) that are assigned a nonzero 

probability by the mixed strategy. The payoff function may be defined formally as 

follows: 

[0025] Definition 2.3. (Payoff Function). A payoff function, p, is any 

function that takes a strategy profile as an argument and returns a positive real. 

Formally, p : AX o~ R+ 

[0026] Unless noted otherwise, the payoff function will be treated as 

being computable in polynomial time. Also, the payoff function is underspecified -

which is designed to allow flexibility in the framework. The following "payoff function 

axioms" are contemplated: 

VD ED, V . .4 EA s.L E~rF(A) n D :::: M: p(A 1 D) :::: 0 
\--'D ··-l) \"0' r·· D v 4 .- :\ --1 A D1' ,- «1·· 4 D) v' t:= , . • ,_ .'.::c ___ • :, -./ ; <:: ,_ _ , _l}\ , __ , _, ) .. ::0 f- \ ·' , - - _. 

(1) 

(2} 

(3} 

(4) 

(5) 

[0027] Axiom 1 states that if the vulnerabilities generated by an attack 

strategy's exploits and the vulnerabilities in a defense strategy are disjoint sets, the 

payoff function must return 0. A consequence of axiom 1 is that if either the attack 

strategy or the defense strategy is the empty set, the payoff function will return 0. 

Axioms 2 and 3 require the payoff function to be monotonic in the size of the attack 

and defense strategies. Axioms 4 and 5 require the payoff function to be sub-modular 

with respect to the attack and defense strategies. 

[0028] The present disclosure focuses on the "over-lap payoff function" 

which is defined as follows: p(A,D) = I ExF(A) n 01. Intuitively, this is simply the 

number of vulnerabilities exploited by the attacker. Further, when dealing with mixed 
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strategies, payoff in terms of expectation will be discussed. Expected payoff can be 

formally defined as follows: 

[0029] 

E:rp(Pr.4,PtD) ,:::, I: I: PrA(A)Prv(D)p(A, D) 
DEDAEA 

Using the overlap function, the expected payoff can be 

interpreted as the "expected number of exploited vulnerabilities." 

[0030] Best Response Problems. A pair of decision problems dealing 

with the best response for the players will now be described below. These problems 

are the deterministic host attacker problem (DHAP) and deterministic host defender 

problem (DHDP), respectively, and are defined as follows: 

DHAP. 

[0031] INPUT: ko.tk E IR+~ ;r> E R_+, mixed defense strategy Pro, 

and payoff function p. 

[0032] OUTPUT: "Yes" if 3il E .A. S.L Lat.: A Ca < k(i.tk and 

~L)·-o PrD(' D);of,· ""4, DJ > :.r "N ,, th . L..,, · 1:.: - • , ,. - , o o erw1se. 

DHDP. 

[0033] INPUT: [f E JR+, application constraints C, mixed attack 

strategy PrA, and payoff function p. 

[0034] OUTPUT: "Yes" if 3D E D s.t. I:A EA PrA ( A)p( Ai D) < x 

and O satisfies C. and "No" otherwise. 

[0035] The natural optimization variants for these two problems will 

deal with maximizing the payoff in DHAP and minimizing the payoff in DHDP. 

Analysis and Algorithms 
[0036] The complexity and limits of approximation for both DHAP and 

DHDP will now be analyzed. The "Identity Exploit Model" is used for the complexity 

results. Unfortunately, both problems are NP-Complete in the general case. 

[0037] Theorem 1. DHAP is NP-Complete, even when IProl and the 

payoff function adheres to the submodularity and monotonicity axioms. 

[0038] Proof Sketch. Membership in NP is trivial if the payoff is PTIME 

computable. The hardness result relies on an embedding of the well-known 

budgeted set cover. Here, the defender's strategy is treated as a set of elements to 

68125504.1 9 
IPR2025-01397 

CrowdStrike EX1002 Page 201



055743-555439 M16-040P 
SUBSTITUTE SPECIFICATION 

cover and the exploits are treated as subsets of D (by virtue of the exploit function). 

Exploit costs are set as 1 and the attacker's budget is the value budget from the 

embedded problem. So, the attacker must pick exploits to meet the budget and 

cover the determined number of the defender's vulnerabilities.a 

[0039] 

[0040] 

Theorem 2. When ICI > 1 and IPrAI = 1, DHDP is NP-Complete. 

Proof Sketch. Again, membership in NP is trivial if the payoff is 

PTIME computable. Hardness is shown by embedding the hitting set problem. In this 

reduction, the attacker plays all exploits and each exploit corresponds with precisely 

one vulnerability. This has the effect of imposing a unit cost on each vulnerability. 

Here, each C; must be covered by a vulnerability. Hence, the defender must pick a 

set of all vulnerabilities to meet the cost requirement of DHDP while covering each 

C;_ 

[0041] The hardness of approximation is also analyzed for the 

optimization variants of DHAP and DHDP. Due to the fact that the above 

embeddings used set cover and hitting set, we can draw upon the known past 

results to obtain the following corollaries: 

[0042] Corollary 3. DHAP cannot be approximated where the payoff is 
1 

within a factor of (l - ;) unless P = NP 

[0043] Corollary 4. DHDP cannot be approximated where the payoff is 

within a factor of (1 - o(1 ))ln(n) unless P = NP 

[0044] With the limits of approximation in mind, several algorithms are 

introduced to solve the optimization variants of DHAP and DHDP. The optimization 

variant of DHAP under the overlap payoff function is a special case of sub-modular 

maximization with the distinction that we are not simply picking k discrete objects, 

but instead picking items that each have a unique cost associated with them. 

Understanding this, several different approaches are examined to this problem 

based on the literature on submodular maximization. DHDP, on the other hand, can 

be readily approximated using the traditional set-cover algorithm (under some 

realistic assumptions), as cost does not affect DHDP. 

68125504.1 10 
IPR2025-01397 

CrowdStrike EX1002 Page 202



055743-555439 M16-040P 
SUBSTITUTE SPECIFICATION 

Algorithm 1 Lazy Greedy Algorit11m (Cost-Benefit Variant) 
Input: katk E ff«.+, Prn, and payoff function p. 

Output~ A c Ex such tlrnt LaEA Ca:::;· lsa:.k 

1. A ,f,- 0; cast+---O; priority queue Q +---0; iter +---1 
2. fore E Ex do 

3, 

4. 
5, 
6. 

8, 

9. 
10. 
11. 

12. 

Insert e into Q \·vith e,key as its key 
e-nd for 
while {a E Ex\A : Ca+ cost < katkl =I= 0 do 

extract top (max} elernent e of Q 
if e. i = iter and Ce+ cost < katk then 

A+--- Au {e}; iter +---iter + 1 
cost +---cost + Ce 

else if Ce + cost :::; katk then 
. . 8 p,Pr 0 {e IA) 

e. l +.-- 1.ter; e. key +------=--­
ce 

13. re-insert e into Q 

14. end if 
15. end while 
16. return A 

Algorithms for DHAP 

[0045] Greedy Approaches. As mentioned earlier, the non-unit cost of 

exploits mean that DHAP can be considered as a submodular maximization problem 

subject to knapsack constraints. Two versions of the traditional greedy algorithm can 

be applied: a cost-benefit variant and uniform-cost variant, both of which will also use 

the lazy-greedy optimization to further enhance performance while maintaining the 

approximation guarantee. It was independently noted that the uniform-cost and the 

cost-benefit algorithms can perform arbitrarily badly. However, by extending a result 

from either the cost-benefit or the uniform-cost algorithm will provide a solution within 

a factor of ½(1 - 1/e) for a given set of input parameters. By applying both algorithms 

to a given problem instance and returning the attack strategy which produces the 

larger payoff, the ½(1 - 1 /e) approximation factor is achieved for DHAP. A cost-

benefit lazy approximation algorithm is shown in Algorithm 1. By removing "ce" from 

the denominator in the e.key assignment in lines 3 and 12, the cost benefit lazy 
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approximation algorithm is transformed into a uniform cost lazy approximation 

algorithm. 

[0046] Multiplicative Update Approach. An improved approximation 

ratio, when compared with the ½(1 - 1 /e) ratio for the greedy algorithms, can be 

obtained by adapting Algorithm 1 for DHAP. This is shown as Algorithm 2 in this 

disclosure. For some value e (a parameter), this algorithm provides a (1 - e:)(1 - 1 /e) 

approximation of the optimal solution (Theorem 1.2), which, by providing an 

exceedingly small e: value, can get arbitrarily close to the ½(1 - 1/e) optimal 

approximation limit we discussed earlier. 

Algorithm 2 l\foltiplicative Update 
Input: kau.,, t= f~ R+ such that O < E < 1, Prv, and payoff function p, 

Output: A £;; Ex s.t LaEACa :5 kark 

1, Ex
1 

+- {ex E Ex : Cex :5 katk.} 

2. A+- 0 
3. i-v f--- minex;E!Ex'i k~tklce,.r; 

1 . c;-v 

4. w +- -. -; .rl f- e4 
Katk 

5. while katki.,v :5 ,land Ex'* 0 do 

6, 
Cev ~ 

ex1 - aramine~· EEx 1, 4 ( ___::::_r w l Ap P•n (ex, IA)) } (.__, -· .! • ':.: .ilo.tk :> ., • _i • 

7 '. ,4 f- .4 u {exJ 
8, 

9. Ex'<:- Ex\{exj} 

10. end while 
1·1. ·t·" < k ti I L,AtEAC.41 - atk • 1en 

12. rehtrn A 

13. else if Im,Prv Pr 0 (D)p(A\{exJ,D) ~ LDEPrvPrD(D)p({exJ,D) then 

14. rehirn A\{ex1} 

15. else 

16. return [exf} 
17. end if 

[0047] Algorithm for DHDP. When using the overlap payoff function, 

DHDP can be modeled as a weighted set cover problem. Because the overlap payoff 

function is a modular function, the associated cost of a given vulnerability v, is simply 

the payoff produced by the singleton set {v} with a mixed attack strategy. In the 

common case where each constraint set is a singleton set, if the overlap payoff 
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function is used, an adaptation on the standard greedy weighted set cover algorithm 

can be used for DHDP (Algorithm 3), providing a ln(n) + 1 approximation, 

Evaluation and Discussion 

[0048] Darknet Market Data. Eight marketplaces located on the Tor 

network were scraped and parsed during the month of May 2015. Each of these 

markets host vendors offering "hacking tools", including malware, botnets, exploits 

and other means serving to breach, steal and otherwise manipulate virtual targets. 

The product list is comprised of 235 such hacking tools, 167 of which were distinct. 

Algorithm 3 Weighted Greedy DHDP Algorithm for Singleton Constraint Set 
and Overlap Payoff Case 

Input: Vulnerabilities V. f[A, and application constraints e 
Output: D ~ V s.t the application constraints e are satisfied 
1. D f- tµ 

2, S t- set such that Si = {J : Vi E CJ 'Nhere Vi is the ith vulnerability in V} 

3. Cs; r- IAc:Pr_,.Pr,,;(A)IExF(A) n {VJI 

4. e' f- [ICIJ 
5. while e' -=t=-0 do 

6. 

7. e' f- c\si 
8. D t- D U {l--\} 
9. end while 
10. return D 

[0049] It found several identical products being sold on more than one 

market usually by the same seller (using an identical online handle). The products 

targeted 21 specific platforms, such as different versions of Adobe Flash, Linux, 

MSWindows and OS X as well as online presences such as Facebook, Wordpress 

and others. Hardware-related software such as those associated with Point-of-Sale 

machines, routers, and servers are also reflected in this number. FIG. 2 illustrates 

the variety of products in the markets and Table 2 illustrates exemplar exploits. 

[0050] System Configurations. As noted in FIG. 2, a variety of 

platforms were represented in our darknet market data. Results are described using 

application constraints based on common configurations for Windows and Linux 

servers - as these were the most prominent targets of exploits found on the darknet. 

In our experiments, software was mapped such as media players, databases, and 
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FTP server software to application constraint sets to model the functional 

requirements of a system. Experiments were conducted with models for Android, 

Point-of-Sale, and Apple systems - though qualitatively the results differed little from 

the Windows and Linux Server experiments. 

[0051] DHAP Results. Both the greedy and multiplicative update 

approaches were implemented to address the DHAP problem. For the greedy 

algorithm, three variants of greedy (cost-benefit, uniform cost, and combination of 

the two) were studied while we varied the parameter e: for the multiplicative update 

approach. Attacker payoff was examined as a function of budget (in Bitcoin). FIGS. 

3A and 38 display this result. Though the cost-benefit greedy algorithm has the 

potential to perform poorly, it was, in general, the best performing approach - despite 

the multiplicative update approach achieving the better approximation guarantee. 

Further, the multiplicative update algorithm (Algorithm 2) was consistently the 

slowest in terms of runtime, taking much longer than the lazy greedy algorithms, 

particularly for high values of katk-Despite the multiplicative update algorithm having 

a better theoretical approximation ratio when compared to the tandem of greedy 

algorithms, namely (1 - e:) (1-1/e) compared to ½(1-1/e), as shown in FIGS. 3A and 

38 that the greedy algorithms performed as good as or better than the multiplicative 

update very consistently. In all algorithms, as expected, runtime grew with budget 

(not pictured) - though the relationship was not strict, as an increase in budget does 

not necessarily mean that more exploits will be selected. In the experiments (on a 

commodity computer equipped with a 3.49 GHz i7 CPU and 16 GB of memory), the 

runtimes never exceeded ten minutes. 

[0052] DHDP Results. FIGS. 4A and 48 demonstrate a defender's 

best response to an attack strategy against a Windows Server and Linux Server, 

respectively, for varying values of katk• Though similar trends are shown in FIGS. 3A 

and 38 as are shown in FIGS. 4A and 48, the payoff is generally lower, meaning 

that the defender can lower the expected payoff by enacting a best response 

strategy to an attack strategy produced by DHAP - which in the framework translates 

to fewer exploited vulnerabilities. 

[0053] Exploit Payoff Analysis. Instead of altering the software that 

appears on the host system in an attempt to avoid exploits, such as in the best 

response approach, in exploit payoff analysis, the defender will identify which 

specific exploits are increasing the payoff the most, with a hope that the defender 
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can reverse-engineer the exploit, or patch the vulnerability himself. To identify which 

exploits should be reverse-engineered, the defender first runs DHAP against his host 

system to identify what payoff an attacker could expect to produce. Then, for each 

exploit ex, the defender runs DHAP against the host with the set of exploits Ex\ {ex}. 

The exploit ex that, when removed from the universe of exploits Ex, produces the 

largest drop in payoff for the attacker is the exploit that the defender should attempt 

to reverse-engineer. More formally, let A be the attack strategy produced by DHAP 

when using Ex as the universe of exploits and let Aex be the attack strategy that is 

produced when DHAP is run against the host when using Ex\{ex} as the universe of 

exploits. The defender will attempt to reverse-engineer the exploit, where Dis the 

defense strategy representing the host. To account for exploits that, though they 

greatly reduce payoff when removed from Ex, may be too expensive for the defender 

to purchase, a cost-benefit analysis is also considered where the decrease in payoff 

is normalized by the cost of the exploit. The top exploits to reverse-engineer to 

defend a Windows Server host when considering an attacker budget of katk = 5, are 

shown in Table 3 with columns for both maximum payoff reduction and maximum 

cost-benefit analysis. 

Prod. Vuln. Target 
Kernel Panic X-display system Linux< = 3.13.0-48 
IE<=ll memory corr. IE on Windows < = 7 
RemoteShell wpconfig.php W ordpress MU 
0dayRCE Web View memory corr. Android 4.1, 4.2 
WindowsLPE Win32k elev. of priv. Windows < = 8.1 
MS15-034 RCE http.sys Windows < = 8.1 
FUD Flash Exp. unspec. FlashPlayer < = 16.0.0.287 

Table 2: Examples of Exploits from Darknet Markets 

Exploit Max. Payoff Reduction 
SMTP Mail Cracker 1 
SUPEE-5433 1 
HackICQ 1 
Plasma 0.6677 
W ordpress Exploiter 0.6677 
CVE-2014-0160 0.6677 

Table 3: Defender Exploit Analysis for katk = 5 

Game Theoretic Framework 

Max. Cost-Benefit 
4.757 
1.190 
79.089 
1.582 
2.6467 
3.178 

USD 
$471.56 
$35.00 
$1,500.00 
$36.50 
$12.00-48.17 
$311.97 
$600.00 

Exploit Cost (BTC) 
0.2102 
0.8404 
0.01264 
0.2563 
0.2102 
0.2101 

In some embodiments, to leverage the data collected from the darknet, a 

game theoretic framework is disclosed to reason about a defender facing an attacker 
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sourced through the communities on the darknet. The paradigm used for this is 

based on the framework of a "security game". Such a framework 500 is designed 

from the ground-up to consider marketplace information a simplified block diagram is 

shown in FIG. 5. In this framework, an attacker has a strategy (denoted A) that 

consists of a set of exploits he must purchase within a given budget. An exploit 

function (denoted Ex) maps the attacker's strategy to a set of vulnerable software 

applications, which can be easily obtained from darknet marketplace data. 

Meanwhile, the set of applications on a defender's system D is treated as his 

strategy. While the payoff function is defined in terms of axioms, a simple payoff 

function can be the cardinality of the overlap -- p(A .. D) = iEx(A) n D!. The NP-hard 

problems of finding optimal strategies for both players and developed approximation 

algorithms are disclosed. A mixed strategy of attack and defense is disclosed that 

provides a natural extension for populations of computer systems as opposed to a 

single host as well as the modeling of multiple attackers. 

[0054] Referring to FIG. 6, a detailed description of an example 

computing system 600 having one or more computing units that may implement 

various systems and methods discussed herein is provided. The computing system 

600 may be applicable to the system described herein. For example, the computing 

system 600 may form a portion of the theoretical game engine 504 of FIG. 5 

discussed above. It will be appreciated that specific implementations of these 

devices may be of differing possible specific computing architectures not all of which 

are specifically discussed herein but will be understood by those of ordinary skill in 

the art. 

[0055] The computer system 600 may be a computing system is 

capable of executing a computer program product to execute a computer process. 

Data and program files may be input to the computer system 600, which reads the 

files and executes the programs therein. Some of the elements of the computer 

system 600 are shown in FIG. 6, including one or more hardware processors 602, 

one or more data storage devices 604, one or more memory devices 606, and/or one 

or more ports 608-612. Additionally, other elements that will be recognized by those 

skilled in the art may be included in the computing system 600 but are not explicitly 

depicted in Fig. 6 or discussed further herein. Various elements of the computer 

system 600 may communicate with one another by way of one or more 
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communication buses, point-to-point communication paths, or other communication 

means not explicitly depicted in FIG. 6. 

[0056] The processor 602 may include, for example, a central 

processing unit (CPU), a microprocessor, a microcontroller, a digital signal processor 

(DSP), and/or one or more internal levels of cache. There may be one or more 

processors 602, such that the processor comprises a single central-processing unit, 

or a plurality of processing units capable of executing instructions and performing 

operations in parallel with each other, commonly referred to as a parallel processing 

environment. 

[0057] The computer system 600 may be a conventional computer, a 

distributed computer, or any other type of computer, such as one or more external 

computers made available via a cloud computing architecture. The presently 

described technology is optionally implemented in software stored on the data stored 

device(s) 604, stored on the memory device(s) 606, and/or communicated via one or 

more of the ports 608-612, thereby transforming the computer system 600 in FIG. 6 

to a special purpose machine for implementing the operations described herein. 

Examples of the computer system 600 include personal computers, terminals, 

workstations, mobile phones, tablets, laptops, personal computers, multimedia 

consoles, gaming consoles, set top boxes, and the like. 

[0058] The one or more data storage devices 604 may include any non-

volatile data storage device capable of storing data generated or employed within the 

computing system 600, such as computer executable instructions for performing a 

computer process, which may include instructions of both application programs and 

an operating system (OS) that manages the various components of the computing 

system 600. The data storage devices 604 may include, without limitation, magnetic 

disk drives, optical disk drives, solid state drives (SSDs), flash drives, and the like. 

The data storage devices 604 may include removable data storage media, non­

removable data storage media, and/or external storage devices made available via a 

wired or wireless network architecture with such computer program products, 

including one or more database management products, web server products, 

application server products, and/or other additional software components. Examples 

of removable data storage media include Compact Disc Read-Only Memory (CD­

ROM), Digital Versatile Disc Read-Only Memory (DVD-ROM), magneto-optical disks, 

flash drives, and the like. Examples of non-removable data storage media include 
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internal magnetic hard disks, SSDs, and the like. The one or more memory devices 

606 may include volatile memory (e.g., dynamic random access memory (DRAM), 

static random access memory (SRAM), etc.) and/or non-volatile memory (e.g., read­

only memory (ROM), flash memory, etc.). 

[0059] Computer program products containing mechanisms to 

effectuate the systems and methods in accordance with the presently described 

technology may reside in the data storage devices 604 and/or the memory devices 

606, which may be referred to as machine-readable media. It will be appreciated 

that machine-readable media may include any tangible non-transitory medium that is 

capable of storing or encoding instructions to perform any one or more of the 

operations of the present disclosure for execution by a machine or that is capable of 

storing or encoding data structures and/or modules utilized by or associated with 

such instructions. Machine-readable media may include a single medium or multiple 

media (e.g., a centralized or distributed database, and/or associated caches and 

servers) that store the one or more executable instructions or data structures. 

[0060] In some implementations, the computer system 600 includes 

one or more ports, such as an input/output (1/0) port 608, a communication port 610, 

and a sub-systems port 612, for communicating with other computing, network, or 

vehicle devices. It will be appreciated that the ports 608-612 may be combined or 

separate and that more or fewer ports may be included in the computer system 600. 

[0061] The 1/0 port 608 may be connected to an 1/0 device, or other 

device, by which information is input to or output from the computing system 600. 

Such 1/0 devices may include, without limitation, one or more input devices, output 

devices, and/or environment transducer devices. 

[0062] In one implementation, the input devices convert a human-

generated signal, such as, human voice, physical movement, physical touch or 

pressure, and/or the like, into electrical signals as input data into the computing 

system 600 via the 1/0 port 608. Similarly, the output devices may convert electrical 

signals received from computing system 600 via the 1/0 port 608 into signals that 

may be sensed as output by a human, such as sound, light, and/or touch. The input 

device may be an alphanumeric input device, including alphanumeric and other keys 

for communicating information and/or command selections to the processor 602 via 

the 1/0 port 608. The input device may be another type of user input device 

including, but not limited to: direction and selection control devices, such as a 
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mouse, a trackball, cursor direction keys, a joystick, and/or a wheel; one or more 

sensors, such as a camera, a microphone, a positional sensor, an orientation sensor, 

a gravitational sensor, an inertial sensor, and/or an accelerometer; and/or a touch­

sensitive display screen ("touchscreen"). The output devices may include, without 

limitation, a display, a touchscreen, a speaker, a tactile and/or haptic output device, 

and/or the like. In some implementations, the input device and the output device 

may be the same device, for example, in the case of a touchscreen. 

[0063] In one implementation, a communication port 610 is connected 

to a network by way of which the computer system 600 may receive network data 

useful in executing the methods and systems set out herein as well as transmitting 

information and network configuration changes determined thereby. Stated 

differently, the communication port 610 connects the computer system 600 to one or 

more communication interface devices configured to transmit and/or receive 

information between the computing system 600 and other devices by way of one or 

more wired or wireless communication networks or connections. For example, the 

computer system 600 may be instructed to access information stored in a public 

network, such as the Internet. The computer 600 may then utilize the 

communication port to access one or more publicly available servers that store 

information in the public network. In one particular embodiment, the computer 

system 600 uses an Internet browser program to access a publicly available website. 

The website is hosted on one or more storage servers accessible through the public 

network. Once accessed, data stored on the one or more storage servers may be 

obtained or retrieved and stored in the memory device(s) 606 of the computer 

system 600 for use by the various modules and units of the system, as described 

herein. 

[0064] Examples of types of networks or connections of the computer 

system 600 include, without limitation, Universal Serial Bus (USB), Ethernet, Wi-Fi, 

Bluetooth®, Near Field Communication (NFC), Long-Term Evolution (LTE), and so 

on. One or more such communication interface devices may be utilized via the 

communication port 610 to communicate one or more other machines, either directly 

over a point-to-point communication path, over a wide area network (WAN) (e.g., the 

Internet), over a local area network (LAN), over a cellular (e.g., third generation (3G) 

or fourth generation (4G)) network, or over another communication means. Further, 
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the communication port 610 may communicate with an antenna for electromagnetic 

signal transmission and/or reception. 

[0065] The computer system 600 may include a sub-systems port 612 

for communicating with one or more additional systems to perform the operations 

described herein. For example, the computer system 600 may communicate 

through the sub-systems port 612 with a large processing system to perform one or 

more of the calculations discussed above. 

[0066] The system set forth in FIG. 6 is but one possible example of a 

computer system that may employ or be configured in accordance with aspects of 

the present disclosure. It will be appreciated that other non-transitory tangible 

computer-readable storage media storing computer-executable instructions for 

implementing the presently disclosed technology on a computing system may be 

utilized. 

[0067] FIG. 7 is a flowchart of a method for applying game theoretic 

cyber threat mitigation to a network. In one particular embodiment, the operations of 

the method 700 may be executed by the computing device described above in 

relation to FIG. 6. Thus, the computing device may utilize a network connection to a 

public network to obtain a set of exploits to attack a device or network, such as in 

operation 702. In some instances, the set of exploits may be obtained from the 

darknet portion of the Internet. In operation 704, the computing device creates a 

constraint set of vulnerabilities of a network under attack. In general, the constraint 

set of vulnerabilities includes those vulnerabilities in the attacked device or network 

that are required for some system functionality. In operation 706, the computing 

device applies the set of exploits to the constraint set of vulnerabilities of the 

attacked network to determine a success on attacking the network. In operation 708, 

the computing device may reverse engineer one or more of the set of exploits 

applied to the attacked network to develop a patch to the exposed vulnerability to the 

network. 

[0068] It should be understood from the foregoing that, while particular 

embodiments have been illustrated and described, various modifications can be 

made thereto without departing from the spirit and scope of the invention as will be 

apparent to those skilled in the art. Such changes and modifications are within the 

scope and teachings of this invention as defined in the claims appended hereto. 
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Response to Rule 312 Communication 

Application No. 

15/362,730 

Examiner 

Applicant(s) 

Art Unit 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -

1.181 The amendment filed on 17 April 2019 under 37 CFR 1.312 has been considered, and has been: 

a) 181 entered. 

b) D entered as directed to matters of form not affecting the scope of the invention. 

c) D disapproved because the amendment was filed after the payment of the issue fee. 

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1) and 

the required fee to withdraw the application from issue. 

d) D disapproved. See explanation below. 

e) D entered in part. See explanation below. 
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(application filed on or after May 29, 2000) 

CONFIRMATION NO. 

5936 

The Patent Term Adjustment is 220 day(s). Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office 
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments 
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at 
(571)-272-4200. 
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