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AUTONOMOUS REASONING SYSTEM FOR 
VULNERABILITY ANALYSIS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This patent application claims the benefit of and 
priority to U.S. Provisional Patent Application No. 62/128, 
932 filed Mar. 5, 2015, which is incorporated herein by ref. 
erence in its entirety. 

FIELD 

0002. The embodiments discussed herein are related to an 
autonomous reasoning system for Vulnerability analysis. 

BACKGROUND 

0003 Current practice in software development may 
involve testing and verification of software during the devel 
opment phase. However, many bugs and corner cases may not 
be resolved satisfactorily. The testing during the development 
phase may not resolve all of the bugs or corner cases because 
testing for complete coverage is generally intractable and 
may take far more time and resources than economically 
viable. 
0004 Current practice may also involve security consult 
ants and companies that specialize in security detecting soft 
ware vulnerabilities in software. After Vulnerabilities are 
detected, the security consultants may submit them to the 
original software developers. The original software develop 
ers may then be relied upon to develop a patch. However, 
original Software developers may no longer exist or may 
avoid expending resources patching the Vulnerability. Even if 
a patch is developed, redeploying the patch for a majority of 
users of the Software may involve substantial time and expen 
ditures of resources and may depend on a user(s) diligence in 
applying updates. 
0005. Another approach to remedy software vulnerabili 

ties is to develop signatures for exploits and block them via 
anti-virus and anti-malware scanners deployed on client sites. 
However, this approach may only be effective for known 
threats. As a result, the anti-virus Scanners do not fix unknown 
software vulnerabilities that allow viruses or malware to be 
effective. 
0006. The subject matter claimed herein is not limited to 
embodiments that solve any disadvantages or that operate 
only in environments such as those described above. Rather, 
this background is only provided to illustrate one example 
technology area where some embodiments described herein 
may be practiced. 

SUMMARY 

0007 According to an aspect of an embodiment, a method 
of Vulnerability analysis of a deployed program may include 
inputting a binary program under analysis (BPUA) derived 
from the deployed program. The method may include analyZ 
ing input/output (I/O) behavior of the deployed program. The 
method may include discovering inputs to the deployed pro 
gram based on application of two or more exploration tech 
niques to the BPUA and analysis of the I/O behavior. The 
method may include determining which of the inputs are 
negative inputs. The negative inputs may include a portion of 
the inputs that trigger a response that includes a Vulnerability 
of the deployed program. Based on the negative inputs and 
triggered responses, the method may include developing a 
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patch for the deployed program that modifies the deployed 
program to process at least some of the negative inputs with 
out triggering a response that includes the Vulnerability. The 
method may include automatically dispatching the patch to 
the deployed program. 
0008. The object and advantages of the embodiments will 
be realized and achieved at least by the elements, features, and 
combinations particularly pointed out in the claims. 
0009. It is to be understood that both the foregoing general 
description and the following detailed description are exem 
plary and explanatory and are not restrictive of the invention, 
as claimed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

00.10 Example embodiments will be described and 
explained with additional specificity and detail through the 
use of the accompanying drawings in which: 
0011 FIG. 1 is a block diagram of an example system in 
which one or more embodiments may be implemented; 
0012 FIG. 2 illustrates an example computing system that 
may be implemented in the system of FIG. 1; 
0013 FIG.3 illustrates an example autonomous reasoning 
system (ARS) module that may be implemented in the system 
of FIGS. 1 and 2: 
0014 FIG. 4 illustrates an example embodiment of the 
ARS module of FIG. 3; 
0015 FIG. 5 illustrates an example input discovery pro 
cess that may be implemented in the ARS module of FIG. 4; 
and 
(0016 FIGS. 6A and 6B depict a flow chart of a method to 
analyze Vulnerabilities of a deployed program, 
0017 all arranged in accordance with at least one embodi 
ment described herein. 

DESCRIPTION OF EMBODIMENTS 

0018. As the complexity of software grows, the complex 
ity of systems for testing Such software comprehensively also 
grows. Current software testing practice may include testing 
Software before release and fixing bugs following release as 
the bugs are found. Due to increasing cybercrime, fixing bugs 
following release is problematic as it may lead to constant 
“0-day attacks that exploit previously unknown vulnerabili 
ties. 
0019. Accordingly, in some embodiments disclosed 
herein, an autonomous reasoning system (ARS) may be 
deployed. The ARS may be deployed apart from a deployed 
program that the ARS is implemented to test. The ARS may 
constantly monitor the deployed program for Vulnerabilities, 
and fixes the deployed program without or with minimal 
human intervention. The ARS may run along with the 
deployed program, and may detect Vulnerabilities outside of 
the normal testing and Verification flows in a Software release 
cycle of the deployed program. The ARS may work autono 
mously as it may be deployed on client sites, far away from 
the development teams that built the deployed program. Fur 
thermore, the ARS may autonomously execute and patch 
detected threats and fixes in “machine time' rather than 
“human time.” 
0020. In some embodiments, the ARS may continuously 
test the deployed program for Vulnerabilities using both pro 
gram analysis techniques and I/O behavioral analysis. The 
ARS may continuously search for inputs that may trigger a 
software vulnerability resulting in a crash. The ARS may 
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develop patches that automatically fix the deployed program 
so that future crashes may not occur on the particular input 
that triggered the Vulnerability. 
0021. The ARS may combine several types of software 
analysis for finding software vulnerabilities. For example, the 
ARS may analyze input/output (I/O) behavior as gleaned 
from console interactions and/or network traffic that are 
applied to the deployed program while running. The ARS 
collects the information (both for inputs that trigger crashes 
and for inputs that do not), develops patches for the inputs that 
trigger crashes, and applies patches as necessary. This and 
other embodiments are described with reference to the 
appended drawings. 
0022 FIG. 1 is a block diagram of an example system 100, 
in which some embodiments may be implemented. The sys 
tem 100 may include a local ARS module 110 implemented in 
a computing system 102 and/or a cloud ARS module 111 
implemented in a cloud server 106. The local ARS module 
110 and the cloud ARS module 111 are referred to together as 
the ARS module 110/111. The ARS module 110/111 may be 
configured for Vulnerability analysis of a deployed program 
112. The Vulnerability analysis may be performed continu 
ously, Substantially continuously, periodically, or at Some 
interval. 
0023. In general, the Vulnerability analysis performed by 
the ARS module 110/111 may include discovery of inputs to 
the deployed program 112. The inputs may include a set or 
string of data, a type of data, a sequence of data, a particular 
datum Such as a number, symbol, etc., or Some combination 
thereof. Responses of the deployed program 112 to the inputs 
may be ascertained. In some embodiments, the responses 
may be ascertained from exploration technique and/or from 
analysis of input output (I/O) behavior of the deployed pro 
gram 112. The ARS module 110/111 may determine which of 
the inputs result in a response that includes a vulnerability of 
the deployed program 112 (negative inputs). The ARS mod 
ule 110/111 may then develop and/or dispatch a patch that 
modifies the deployed program 112 Such that the negative 
input no longer results in the response that includes the Vul 
nerability. 
0024. The deployed program 112 may include any soft 
ware program. In the depicted embodiment, the deployed 
program 112 may have been released by its manufacturer for 
general dissemination to the public. For example, the ARS 
module 110/111 may be implemented following release of 
the deployed program 112 without coordination between the 
manufacturer of the deployed program 112 and another entity 
overseeing the ARS module 110/111. Generally, the deployed 
program 112 may not be related to the ARS module 110/111. 
as previous knowledge regarding of the deployed program 
112 may not be involved in the Vulnerability analysis per 
formed by the ARS module 110/111. 
0025. In the system 100, the computing system 102, the 
cloud server 106, and an external computing system 104 may 
communicate via a network 140. Each of the computing sys 
tem 102, the cloud server 106, the external computing system 
104, and the network 140 are discussed briefly below. 
0026. The network 140 may include a wired and/or wire 
less network, and may have any Suitable configuration, Such 
as a star configuration, a token ring configuration, or other 
configurations. Furthermore, the network 140 may include a 
local area network (LAN), a wide area network (WAN) (e.g., 
the Internet), and/or other interconnected data paths across 
which multiple devices may communicate. In some embodi 
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ments, the network 140 may include a peer-to-peer network. 
The network 140 may also be coupled to or include portions 
of a telecommunications network that may enable communi 
cation of data in a variety of different communication proto 
cols. 

0027. In some embodiments, the network 140 includes 
BLUETOOTHR) communication networks and/or cellular 
communications networks for sending and receiving data 
including via short messaging service (SMS), multimedia 
messaging service (MMS), hypertext transfer protocol 
(HTTP), direct data connection, wireless application protocol 
(WAP), e-mail, etc. The network 140 may enable communi 
cation via a standard-based protocol or another Suitable pro 
tocol (e.g., Wi-Fi). 
0028. The external computing system 104 may include 
any computing devices such as a hardware server, a personal 
computer, mobile computer, mobile devices, and the like. The 
external computing system 104 may include memory, one or 
more processors, and hardware used to communicate via the 
network 140. 
0029. The external computing system 104 may interface 
with the computing system 102 and the deployed program 
112. For example, the deployed program 112 may receive 
input via the network 140 from the external computing sys 
tem 104 and/or provide responses to the external computing 
system 104 via the network 140. The communication of input 
and responses from the external computing system 104 and 
the computing system 102 may be an example of network 
traffic, which may be used by the ARS module 110/111. In 
Some embodiments, a user may operate a console on the 
external computing system 104. Operation of the console 
may provide input to the deployed program 112. 
0030 The cloud server 106 may include a hardware server 
with memory, one or more processors, and a capability to 
communicate via the network 140. The cloud server 106 may 
have loaded thereon the cloud ARS module 111. The cloud 
ARS module 111 may be configured to operate substantially 
similarly to the local ARS module 110. The cloud ARS mod 
ule 111 may be loaded remotely to the computing system 102 
on which the deployed program 112 is loaded. In embodi 
ments implementing the cloud ARS module 111, the comput 
ing system 102 may not have the local ARS module 110. 
Instead, the cloud ARS module 111 may remotely access the 
computing system 102 and/or the deployed program 112 to 
perform the Vulnerability analysis or some portions thereofas 
discussed elsewhere in this disclosure. 
0031. The computing system 102 may include any com 
puting devices Such as a hardware server, a personal com 
puter, mobile computer, mobile devices, and the like. The 
computing system 102 may include memory, one or more 
processors, and hardware used to communicate via the net 
work 140. Some additional details of the computing system 
102 are provided with reference to FIG. 2. 
0032. The computing system 102 may have loaded 
thereon the local ARS module 110 and the deployed program 
112. The local ARS module 110 may interact with the 
deployed program 112 to perform the Vulnerability analysis 
of the deployed program 112. While deployed on the com 
puting system 102, a user may interact with the deployed 
program 112 using some hardware component such as a 
console. For example, the user may provide input to the 
deployed program 112 via the console and receive responses 
via the console or another hardware component of the com 
puting system 102. The local ARS module 110 and/or the 
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cloud ARS module 111 may use the console interaction to 
find Vulnerabilities in the deployed program 112. 
0033. The ARS module 110/111 may include code and 
routines configured for vulnerability analysis of the deployed 
program 112. The Vulnerability analysis may include finding 
and patching Vulnerabilities in the deployed program 112. In 
some embodiments, the ARS module 110/111 may be imple 
mented using hardware including, for example, a field-pro 
grammable gate array (FPGA) oran application-specific inte 
grated circuit (ASIC). In some other instances, the ARS 
module 110/111 may be implemented using a combination of 
hardware and software. 

0034) Implementation in software may include rapid acti 
Vation and deactivation of one or more transistors or transistor 
elements such as may be included in hardware of the com 
puting system 102 and/or the cloud server 106. Additionally, 
Software defined instructions may operate on information 
within transistor elements. Implementation of software 
instructions may at least temporarily reconfigure electronic 
pathways and transform computing hardware. 
0035. In the depicted embodiment, the ARS module 110/ 
111 may be configured to analyze the deployed program 112 
for vulnerabilities. The Vulnerabilities might include a 
memory corruption error, a buffer overflow, a software crash, 
and arithmetic errors (e.g., divide by 0), for example. Addi 
tionally, the ARS module 110/111 may be configured to ana 
lyze I/O behavior of the deployed program 112. The I/O 
behavior may be based on the console interactions and/or the 
network traffic described elsewhere in this disclosure. In 
Some embodiments, analyzing the deployed program 112 for 
the Vulnerabilities and analyzing the I/O behavior may occur 
while the deployed program 112 is running. 
0036. The ARS module 110/111 may analyze input/output 
(I/O) behavior of the deployed program 112. In some embodi 
ments, the I/O behavior may include console interactions of a 
user with the deployed program and/or network traffic com 
municated with the deployed program 112. The network traf 
fic may be captured by the ARS module 110/111. To find the 
Vulnerabilities of the deployed program 112, the ARS module 
110/111 may be configured to discover and/or collect inputs 
and responses that result from processing the inputs. The ARS 
module 110/111 may discover inputs to the deployed pro 
gram 112 and determine which of the inputs trigger a 
response that includes a vulnerability of the deployed pro 
gram 112 (negative inputs) and which of the inputs trigger a 
response that does not include a vulnerability of the deployed 
program 112 (positive inputs). 
0037. The inputs may be discovered using multiple explo 
ration techniques and/or the I/O behavior. In some embodi 
ments, the multiple exploration techniques may include two 
or more exploration techniques, which may include symbolic 
execution process of the BPUA, side-channel input genera 
tion process for unknown program behavior, and Stateful 
model generation process configured to capture a state 
machine of the deployed program 112 at an abstract level. 
0038 Based on the negative inputs, the positive inputs, 
and responses triggered by the negative inputs and the posi 
tive inputs, the ARS module 110/111 may develop a patch for 
the deployed program 112. The patch may modify the 
deployed program 112 to process at least Some of the negative 
inputs without triggering a response that includes the Vulner 
ability. The ARS module 110/111 may automatically dispatch 
the patch to the deployed program 112. 
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0039. In some embodiments, the inputs and the responses 
may be stored as test cases in a test database. The test cases 
may include positive test cases and negative test cases. The 
positive test cases may be based on the positive inputs and 
associated responses. The negative test cases may be based on 
the negative inputs and associated responses. The ARS mod 
ule 110/111 may test and develop the patch based on the test 
CaSCS. 

0040 Modifications, additions, or omissions may be made 
to the system 100 without departing from the scope of the 
present disclosure. For example, the present disclosure may 
apply to systems that may include one or more of the external 
computing systems 104, one or more cloud servers 106, one 
or more computing systems 102 with one or more deployed 
programs 112, or any combination thereof. 
0041 Moreover, the separation of various components in 
the embodiments described herein is not meant to indicate 
that the separation occurs in all embodiments. It may be 
understood with the benefit of this disclosure that the 
described components may be integrated together in a single 
component or separated into multiple components. 
0042 FIG. 2 illustrates an example computing device 200. 
The computing device 200 may be configured for vulnerabil 
ity analysis of the deployed program 112. The computing 
device 200 may include one or more processors 224, a 
memory 222, a data storage 202 that includes the ARS mod 
ule 110/111 and may include the deployed program 112, a 
communication unit 226, and a console 201. The computing 
device 200 may correspond to the computing system 102 of 
FIG. 1. Additionally, the computing device 200 may be sub 
stantially similar to the external computing system 104 and/or 
the cloud server 106 of FIG. 1. 
0043. The processor 224 may include any suitable special 
purpose or general-purpose computer, computing entity, or 
processing device including various computer hardware or 
Software modules and may be configured to execute instruc 
tions stored on any applicable computer-readable storage 
media. For example, the processor 224 may include a micro 
processor, a microcontroller, a digital signal processor (DSP), 
an ASIC, an FPGA, or any other digital or analog circuitry 
configured to interpret and/or to execute program instructions 
and/or to process data. 
0044 Although illustrated as a single processor in FIG. 2, 

it is understood that the processor 224 may include any num 
ber of processors configured to perform individually or col 
lectively any number of operations described in the present 
disclosure. Additionally, one or more of the processors 224 
may be present on one or more different electronic devices. In 
Some embodiments, the processor 224 may interpret and/or 
execute program instructions and/or process data stored in the 
memory 222, the data storage 202, or the memory 222 and the 
data storage 202. In some embodiments, the processor 224 
may fetch program instructions from the data storage 202 and 
load the program instructions in the memory 222. After the 
program instructions are loaded into the memory 222, the 
processor 224 may execute the program instructions. 
0045. The memory 222 and data storage 202 may include 
computer-readable storage media for carrying or having com 
puter-executable instructions or data structures stored 
thereon. Such computer-readable storage media may include 
any available media that may be accessed by a general-pur 
pose or special-purpose computer, Such as the processor 224. 
By way of example, and not limitation, Such computer-read 
able storage media may include tangible or non-transitory 
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computer-readable storage media including Random Access 
Memory (RAM), Read-Only Memory (ROM), Electrically 
Erasable Programmable Read-Only Memory (EEPROM), 
Compact Disc Read-Only Memory (CD-ROM) or other opti 
cal disk storage, magnetic disk storage or other magnetic 
storage devices, flash memory devices (e.g., Solid state 
memory devices), or any other storage medium which may be 
used to carry or store desired program code in the form of 
computer-executable instructions or data structures and that 
may be accessed by a general-purpose or special-purpose 
computer. Combinations of the above may also be included 
within the scope of computer-readable storage media. Com 
puter-executable instructions may include, for example, 
instructions and data configured to cause the processor 224 to 
perform a certain operation or group of operations. 
0046. The communication unit 226 may include one or 
more pieces of hardware configured to receive and send com 
munications. In some embodiments, the communication unit 
226 may include one or more of an antenna, a wired port, and 
modulation/demodulation hardware, among other communi 
cation hardware. In particular, the communication unit 226 
may be configured to receive a communication from outside 
the computing device 200 and to present the communication 
to the processor 224 or to send a communication from the 
processor 224 to another device or network (e.g., the network 
140 of FIG. 1). 
0047. The console 201 may include one or more pieces of 
hardware configured to input information to the computing 
device 200 and to display or otherwise notify a user of the 
computing device 200 of a communication. In some embodi 
ments, the console 201 may include one or more of a speaker, 
a microphone, a display, a keyboard, and a touch screen, 
among other hardware devices. In these and other embodi 
ments, the console 201 may be configured to receive input 
from a user of the computing device 200. 
0048. The ARS module 110/111 may include program 
instructions stored in the data storage 202. The processor 224 
may be configured to load the ARS module 110/111 into the 
memory 222 and execute the ARS module 110/111. When 
executing the ARS module 110/111, the processor 224 may 
be configured to perform operations of a Vulnerability analy 
sis that may include finding and patching Software Vulner 
abilities as described elsewhere in this disclosure. 
0049 Similarly, the deployed program 112 may include 
program instructions stored in the data storage 202. The pro 
cessor 224 may be configured to load the deployed program 
112 into the memory 222 and execute the deployed program 
112. When executing the ARS module 110/111, the processor 
224 may be configured to perform operations as dictated by 
the deployed program 112. In some embodiments of the com 
puting device 200, the deployed program 112 may not be 
included in the data storage 202. In these and other embodi 
ments, the ARS module 110/111 may be configured to inter 
face with the deployed program 112 using the communica 
tion unit 226, the processor 224, the memory 222, the console 
201, or some combination thereof. 
0050. In view of this disclosure, it will be appreciated that 
modifications, additions, or omissions may be made to the 
computing device 200 without departing from the scope of 
the present disclosure. For example, in some embodiments, 
the computing device 200 may not include the console 201. In 
Some embodiments, the different components of the comput 
ing device 200 may be physically separate and/or may be 
communicatively coupled via any Suitable mechanism. For 
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example, the data storage 202 may be part of a storage device 
that is separate from a server, which includes the processor 
224, the memory 222, and the communication unit 226, that is 
communicatively coupled to the storage device. 
0051 FIG. 3 illustrates an example architecture 300 for 
the ARS module 110/111 that may be implemented in the 
system 100 of FIGS. 1 and 2. The ARS module 110/111 may 
be configured to discover negative inputs and to develop 
patches that modify the deployed program 112 such that the 
negative inputs do not result in a response that includes a 
Vulnerability. The ARS module 110/111 may then dispatch 
the patch, which may be implemented in the deployed pro 
gram 112. 
0052. In the embodiment of FIG.3, the depicted architec 
ture 300 may include a binary analysis module 350, a coor 
dinator 340, a patch module 352, and a test case database (in 
FIG. 3, “test case DB)354. The binary analysis module 350 
may be configured to discover the inputs, which may include 
the negative inputs and positive inputs. The patch module 352 
may be configured to develop, test, and dispatch a patch. The 
coordinator 340 may be configured to perform coordination 
operations and control operations that may synchronize and 
otherwise control the binary analysis module 350 and/or the 
patch module 352. 
0053. The binary analysis module 350 may be configured 
to analyze I/O behavior of the deployed program 112. The I/O 
behavior may include console interactions of a user received 
from the console 201 with the deployed program 112 and/or 
network traffic 360 (in FIG.3 “traffic”) that may be commu 
nicated between the external computing system 104 and the 
deployed program 112. In some embodiments, the console 
interactions may be included in the network traffic 360. 
0054 The analysis of the I/O behavior may include dis 
covery of inputs and associated responses. The inputs may 
include positive inputs and negative inputs. In addition, the 
I/O behavior may be used by one or more exploration tech 
niques implemented in the binary analysis module 350 to 
discover more of the inputs. 
0055. The binary analysis module 350 may be further 
configured to analyze a binary program under analysis 
(BPUA) 314. The BPUA 314 may be derived from the 
deployed program 112. The BPUA314 may include a binary 
representation of the deployed program 112. Through use of 
the BPUA 314 e.g., the deployed program 112 in a binary 
form, the ARS module 110/111 may be implemented regard 
less of the programming language in which the deployed 
program 112 is written. 
0056. The BPUA 314 may include a local copy of the 
deployed program 112. For example, the ARS module 110/ 
111 may include the local ARS module 110 loaded on the 
computing system 102. The deployed program 112 may also 
be loaded and operating locally, e.g., on the computing sys 
tem 102. In embodiments in which the ARS module 110/111 
includes the cloud ARS module 111, the ARS module 110/ 
111 may be operating on the cloud server 106 while the 
deployed program 112 is operating on the computing system 
102. 

0057 The BPUA314 may be received by the binary analy 
sis module 350. The binary analysis module 350 may then 
analyze the BPUA314 to discover the inputs to the deployed 
program 112 that are negative inputs and positive inputs. The 
ARS module 110/111 may be configured to infer the correct 
and incorrect behavior using input-discovery and fuZZing. 
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The fuZZing is a type of random testing that may include 
providing invalid, unexpected, or random data as inputs. 
0058. Additionally, the ARS module 110/111 may build a 
corpus of input/output maps based on the responses. For 
example, in response to an input causing the deployed pro 
gram 112 to crash, the ARS module 110/111 may construct a 
negative test case. Similarly, in response to an input not caus 
ing the deployed program 112 to crash, ARS module 110/111 
may construct a positive test case. The negative test cases and 
the positive test cases may be provided to the patch module 
352 via the test case database 354. 

0059. The negative inputs and a response that results from 
processing the negative inputs may be stored in the test case 
database 354 as negative test cases. The positive inputs and a 
response that results from processing the positive inputs may 
be stored in the test case database 354 as positive test cases. 
The negative test cases and the positive test cases may com 
bine to form an input-output test Suite. 
0060. The test case database 354 may include any suitable 
electronic storage medium such as the memory 222 discussed 
with reference to FIG. 2. The test case database 354 and 
information (e.g., the test cases) stored thereon may be acces 
sible by the ARS module 110/111. In the depicted embodi 
ment, the test case database 354 is included in the computing 
system 102 or the cloud server 106. In some embodiments, 
the test case database 354 may include a remote database that 
is accessible via the network 140. 

0061 The patch module 352 may be configured to develop 
patches for one or more of the negative inputs. The patch 
module 352 may develop the patch based on the test cases 
stored in the test case database 354. In some embodiments, a 
fitness function may be generated based on the positive test 
cases and the negative test cases. The fitness function may 
include an objective function that Summarizes how close the 
deployed program 112 is to achieving an aim (e.g., not 
responding with one or more vulnerabilities). Based on the 
fitness function the patch may be developed. For instance, the 
patch may include a mutation to the deployed program 112 
based on the fitness function and genetic programming. The 
genetic programming may include an evolutionary-type 
methodology analogous to biological evolution that modifies 
the deployed program 112. 
0062. The patch module 352 may test a developed patch 
using the negative test cases and/or the positive test cases in 
the test case database 354. In some embodiments, the patch 
module 352 may use the test cases generated by the binary 
analysis module 350 to develop patches for the deployed 
program 112 while preserving existing functionality to the 
best extent possible based on the test cases. For example, the 
patch module 352 may ensure or reduce a likelihood that the 
patch does not modify the deployed program 112 Such that 
new negative inputs are not created or positive inputs become 
negative inputs. 
0063. The patch module 352 may dispatch the patch to the 
deployed program 112. In the depicted embodiment, the 
patch may include a patched BPUA 364. The patched BPUA 
364 may be incorporated in the deployed program 112. A new 
BPUA (e.g., BPUA 314) may be derived from the deployed 
program 112 that incorporates the patched BPUA 364. The 
binary analysis module 350 may perform a vulnerability 
analysis of the new BPUA314. The patch may be dispatched 
on the local copy of the deployed program 112 without human 
interaction or in some cases even knowledge of a user. 

Sep. 8, 2016 

0064. The coordinator 340 may be configured to perform 
housekeeping functions. For example, the coordinator 340 
may check components (e.g., 342, 304,306, 400, 310,302, 
308, 326, 320, 400, and 324, discussed below) of the archi 
tecture 300, which may involve periodic synchronization sig 
nals such as heartbeats. The coordinator 340 may reboot the 
components as necessary. In some embodiments, the coordi 
nator 340 may coordinate the ARS module 110/111 or com 
ponents thereof via scripts. In the depicted embodiment, the 
ARS module 110/111 is depicted in a box with a dashed line 
303. In embodiments in which the ARS module 110/111 is the 
cloud ARS module 111, the ARS module 110/111 may be 
loaded on the cloud server 106 and the deployed program 112, 
the BPUA 314, and the patched BPUA 364 may be loaded 
and/or communicated to the computing system 102. Accord 
ingly, in these and other embodiments, the dashed line 303 
may represent a physical separation between the cloud server 
106 and the computing system 102. 
0065. In embodiments, in which the ARS module 110/111 
includes the local ARS module 110, the cloud server 106 may 
be omitted from the system 100. The BPUA, the deployed 
program 112, and the patched BPUA 364 may be loaded to 
the computing system 102. Accordingly, in these and other 
embodiments, the dashed line 303 may not represent a physi 
cal separation. 
0.066 FIG. 4 illustrates a detailed view of the example 
architecture 300 of the ARS module 110/111 of FIG. 3. The 
embodiment of FIG. 4 includes examples of the binary analy 
sis module 350, the patch module 352 along with the coordi 
nator 340, and the test case database 354. The binary analysis 
module 350 may use two or more different exploration tech 
niques to understand the input space of the BPUA314 and to 
discover inputs that result in Vulnerabilities of the deployed 
program 112. In addition, the binary analysis module 350 
may develop an input-output state machine model (stateful 
model) that represents, at an abstract level, the I/O behavior of 
the BPUA314 that has been learned to that point. The stateful 
model may be continuously updated as new information is 
inferred or discovered. The binary analysis module 350 deter 
mines whether the inputs are negative inputs or positive 
inputs and stores the positive test cases and negative test cases 
in the test case database 354. Fitness functions are generated 
based on the test cases, which are used to develop the patches. 
The patch module 352 may use the stateful model and/or the 
fitness functions to develop patches for the deployed program 
112 while preserving existing functionality to the best extent 
possible. 
0067. The binary analysis module 350 may include a con 
trol flow graph (CFG)7.data module 308 (in FIG. 4 “CFG/. 
data'), a packet capture module 302, a symbolic execution 
engine 310, a valid input generator 400, a state machine 
generator 306, an input finder 304, fuzzers 312, and a vulner 
ability generator 342. 
0068. The input space may be explored at least partially 
using the input finder 304 and the symbolic execution engine 
310. The input finder 304 may implement an input discovery 
technique that uses side-channel information to discover the 
inputs that the BPUA 314 accepts. For example, in some 
embodiments, the input finder 304 may substantially operate 
as described in U.S. application Ser. No. 14/620,106, which is 
incorporated herein by reference in its entirety. Additionally 
or alternatively, the input finder 304 may substantially oper 
ate as described in U.S. application Ser. No. 14/792,507, filed 
Jul. 6, 2015, which is incorporated herein by reference in its 
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entirety. The input finder 304 may communicate the inputs 
and responses to the state machine generator 306 and/or the 
valid input generator 400. 
0069. The symbolic execution engine 310 may implement 
a symbolic execution framework. The symbolic execution 
framework may use white box fuZZing or Smart fuZZing tech 
niques and taintanalysis to discover inputs, for example. The 
symbolic execution engine 310 may be configured to receive 
the BPUA314, a control flow graph (CFG), an analysis of the 
.data field, or some combination thereof. The CFG and/or the 
analysis of the data field may be used to determine which 
parts of the inputs to the BPUA 314 to make symbolic. The 
symbolic execution engine 310 may execute a symbolic 
execution of the BPUA 314. The symbolic execution may be 
used to determine path constraints and inputs that drive the 
deployed program 112 along certain paths. Additionally, the 
symbolic execution engine 310 may execute the BPUA 314 
concolic mode. In concolic mode, the symbolic execution 
engine 310 may generate one or more test cases. 
0070 The symbolic execution engine 310 may output 
inputs and/or responses. For example, symbolic execution of 
the BPUA 314 may discover negative inputs and positive 
inputs with associated responses. The symbolic execution 
engine 310 may be configured to communicate the inputs and 
the associated responses to the valid input generator 400 
and/or the state machine generator 306. The state machine 
generator 306 may update the stateful model based on the 
inputs and responses. The valid input generator 400 may use 
the input and the associated responses to drive the deployed 
program into deeper states to explore additional inputs that 
may result in Vulnerabilities. Some additional details of the 
state machine generator 306 and the valid input generator 400 
are provided below. 
0071. In some embodiments, symbolic execution may be 
used for taint analysis. For example, by marking program 
inputs symbolic/concolic and concolically executing the 
deployed program 112, the input data may be propagated 
down to a potential program location. The ARS module 110/ 
111 may check whether the variables/registers at the potential 
program location are symbolic or not symbolic, which may 
determine whether the variables/registers are tainted. If the 
variables/registers are symbolic and tainted, the symbolic 
execution engine 310 may discover a taint source through 
analysis of the symbolic expression of the variable/register. 
With this information, heuristics may be applied to guide the 
fuzzers 312 to fuzz the deployed program 112 to trigger 
Vulnerabilities. 
0072. In some implementations, the heuristics or other 
add-on plugins may be built on top of a selective symbolic 
execution engine Such as S2E. The selective symbolic execu 
tion engine may support the fuZZers 312 and perform targeted 
search Strategies to guide path exploration towards potential 
Vulnerability locations, to trigger crashes, and to produce 
negative inputs. 
0073. The packet capture module 302 may parse packet 
capture (PCAP) files to discover inputs from I/O behavior 
such as the network traffic 360. The packet capture module 
302 may be configured to capture network packets and/or 
read packet capture file. Based on the capture network pack 
ets and/or the read a packet capture file, the packet capture 
module 302 may generate packet information. The packet 
information may be communicated to the state machine gen 
erator 306. The state machine generator 306 may incorporate 
the packet information into the stateful model. 
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0074. In some embodiments, the packet capture module 
302 may analyze the provided PCAP files for I/O behavior of 
the BPUA314, and may construct the initial stateful model of 
the BPUA 314. If the implementation includes real-time 
interaction with the BPUA 314 over the network (e.g., 140 of 
FIG. 1), the packet capture module 302 may invoke a frame 
work Such as wireshark to perform real-time capture of pack 
ets and infer behavior from the real-time capture. 
(0075. The CFG/.data module 308 may be configured to 
receive the BPUA 314. The CFG/data module 308 may be 
configured to analyze the data field in the BPUA 314. Based 
on the analysis of the data field, the CFG/.data module 308 
may be configured to generate the CFG. The CFG may 
include information Such as memory locations, variables, etc. 
of the BPUA 314. The CFG/data module 308 may commu 
nicate the data analysis and/or the CFG to the state machine 
generator 306 and/or the symbolic execution engine 310. 
0076. The state machine generator 306 may be configured 
to generate the stateful model from the CFG, the analysis of 
the data field, the inputs and the responses from the input 
finder 304, the inputs and the responses from the symbolic 
execution engine 310, and the packet information. For 
example, the state machine generator 306 may be configured 
to generate the Stateful model that captures a state machine of 
the deployed program at an abstract level. The State machine 
generator 306 may be configured to generate the stateful 
model incrementally as the inputs and the responses are dis 
covered and/or as the patches are developed and dispatched. 
0077. In some embodiments, the state machine generator 
306 may include or be used to discover one or more of the 
inputs and/or responses to the inputs. The inputs and the 
responses may be accessible by or communicated to the valid 
input generator 400. 
0078. Additionally, in some embodiments, the state 
machine generator 306 may generate the stateful model that 
represents the protocol of the BPUA 314. The stateful model 
may be generated from the information produced by the 
packet capture module 302 or from provided network traces 
in the form of PCAP files. For example, the state machine 
generator 306 argument may include a ReverX tool, which is 
discussed in João Antunes, N. F. (2011). ReverX: Reverse 
Engineering of Protocols. Lisbon: LASIGE, University of 
Lisboa, Portugal, which is incorporated herein by reference in 
its entirety. 
007.9 The state machine generator 306 may infer the state 
ful model that may capture both input and output messages. 
Because the packets may be captured dynamically during 
execution, the state machine generator 306 may continuously 
refine the stateful model. In addition, the CFG may be lever 
aged to Support the generation of the Stateful model. As a 
result, both the inferred State machine and a program structure 
of the stateful model may be used to guide the fuzzers 312. 
0080 A function of the state machine generator 306 may 
include updating the stateful model with the inputs discov 
ered by the input finder 304, the symbolic execution engine 
310, the state machine generator 306, and the packet capture 
module 302. In some embodiments, the State machine gen 
erator 306 may choose between inputs discovered by the 
input finder 304, the symbolic execution engine 310, the state 
machine generator 306, or the packet capture module 302. 
The state machine generator 306 may choose the input to add 
more detail to the stateful model that has been built up to that 
point. The symbolic execution engine 310 may in turn be 
provided with the discovered inputs by the valid input gen 
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erator 400 so that program execution may be driven into 
deeper states via white box fuZZing. 
0081. Additional negative inputs and vulnerabilities may 
be discovered in the deeper program state. Additionally, a 
function of the state machine generator 306 may include 
providing the input finder 304 with input information to allow 
the input finder 304 traverse to new program state and to learn 
new inputs in the new program states. 
0082. The valid input generator 400 may be configured to 
receive the inputs and associated responses from the input 
finder 304, the symbolic execution engine 310, and the state 
machine generator 306. The inputs and the responses from 
each of the input finder 304, the symbolic execution engine 
310, and the state machine generator 306 may differ. For 
example, a first input and response discovered by the input 
finder 304 may not have been included in the stateful model 
generated by the state machine generator 306 or vice versa. 
Accordingly, the valid input generator 400 may communicate 
one or more messages to the input finder 304, the symbolic 
execution engine 310, and the state machine generator 306 
based on any differences. Some additional details of the valid 
input generator 400 are provided with reference to FIG. 5. 
0083. In some embodiments, one of the messages commu 
nicated by the valid input generator 400 may include a mes 
sage to the fuzzers 312. The fuzzers 312 may be configured to 
generate random mutations of the positive and/or negative 
inputs. The particular additional inputs may be based on the 
type of input. For example, ifa positive input is a numeric type 
input such as 191, then the fuzzers 312 may generate addi 
tional inputs such as -191, 0, 191.000, 191x1010, and the 
like. The additional input may be communicated to the BPUA 
314 and introduced therein to explore whether the additional 
input results in a response that includes a Vulnerability Such as 
a crash response. 
0084. The fuzzers 312 may be used for partial inputs. For 
example, if an input includes a command "GET.” The ARS 
module 110/111 may use the fuzzers 312 to discover some 
argument to go with command "GET Accordingly, the fuZZ 
ers 312 may be given "GET aaaa’ and be instructed to fuzz the 
“aaaa' part while not fuzzing the 'GET' part. Thus, the 
fuzzers 312 may be used to discover vulnerable mutations of 
input strings. Rather than using fuZZers blindly, the valid 
input generator 400 may have driven the deployed program 
112 to appropriate states where fuZZing explorations may 
begin. 
0085. The Vulnerability generator 342 may be configured 
to use negative test cases to generate a particular fitness func 
tion that includes an object function that Summarizes how 
close aparticular Solution is to achieving aparticular aim. The 
particular fitness function may be based on a specific negative 
test case, which may be accessed from the test case database 
354. The particular fitness function may be communicated to 
an overall fitness function generator 324 of the patch module 
352. 
I0086. The patch module 352 may include a dispatcher 
326, a patch tester 320, GenProg instances 322, and the over 
all fitness function generator 324. The Vulnerability generator 
342 may interface with the overall fitness function generator 
324. The overall fitness function generator 324 may be con 
figured to use the particular fitness function of the Vulnerabil 
ity generator 342 and one or more positive test cases stored in 
the test case database 354 to generate an overall fitness func 
tion 388 (in FIG.4, “overall FF). The overall fitness function 
388 may be used with a patch generation tool (GenProg) to 
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develop one or more patches. In the ARS module 110/111, the 
particular fitness function may Summarize one or more posi 
tive test cases and one or more negative test cases related to a 
specific vulnerability. 
I0087. For example, in the depicted architecture 300, the 
patch module 352 may use the open-source framework "Gen 
Prog to generate the patches. Generally, GenProg is a genetic 
programming tool that produces patches based on a Suite of 
tests of the deployed program. The suite of tests provides 
correct and incorrect behavior for the deployed program. In 
the ARS module 110/111, however, no such suite exists. 
Instead, the ARS module 110/111 may be configured to infer 
the correct and incorrect behavior using input discovery and 
fuzzing described above to develop the suit of tests for use by 
the patch module 352. 
I0088. The overall fitness function 388 provides guidance 
for the GenProg instances 322. The GenProg instances 322 
may develop the patch from the overall fitness function 388 
for one or more Vulnerabilities. GenProg uses genetic pro 
gramming in order to mutate the deployed program 112 into 
new programs. The overall fitness function 388 determines 
which of these mutations are fitter than others. A goal of the 
ARS 110/111 may include having a deployed program 112 
that polls correctly for all of the positive inputs, and does not 
result in a response that includes the Vulnerability on one or 
more of the negative inputs. 
I0089. In the embodiment of FIG. 4, multiple GenProg 
instances 322 are included in the patch module 352. The 
multiple GenProg instances 322 may operate in parallel to 
generate multiple patches based on the overall fitness func 
tion 388. In some embodiments, one GenProg instances 322 
may be included in the patch module 352. 
0090 The GenProg instances 322 may communicate the 
patch(es) to the patch tester 320. The patch tester 320 may be 
configured to test the patch(es) for correctness. For example, 
the patch tester 320 may be configured to test fault tolerance, 
compatibility with the dispatched program 112, timeouts, etc. 
In response to the patch(es) passing the test, the patch tester 
320 may communicate the patch to the dispatcher 326. 
0091. In some embodiments, the patch tester 320 may 
continuously evaluate the patches that have been generated 
against new test cases that have been logged to the test case 
database 354. Because a patch generated on some inputs may 
fail on inputs seen later, it may be desirable to update the patch 
as new test cases become available, even if the new inputs are 
positive inputs. An updated patch may then be generated. The 
updated patch may retain more functionality than a previous 
patch and thus may be dispatched via the dispatcher 326. In 
response to the GenProg instances 322 failing the test(s), the 
patch tester 320 may communicate a message to the overall 
fitness function generator 324 that more test cases may be 
needed to develop the overall fitness function 388 and the 
GenProg instances 322. In some embodiments, another over 
all fitness function 388 may be generated. 
0092. Additionally or alternatively, the patch tester 320 
may implement a testing strategy to predict the quality of the 
patch(es). Generally, the only constraint on the GenProg is the 
test suite that is provided. In the ARS module 110/111, the test 
case database 354 is substituted for the test suite. Giving the 
GenProg instances 322 the test case database 354 may result 
in the patched program failing on inputs not yet seen. Accord 
ingly, the ARS module 110/111 may use cross-validation or 
holdout techniques in which a subset of the test cases of the 
test case database 354 is used for generating the patch. The 
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patch may then be tested using the unseen/unused test cases. 
If the patch Succeeds on these unseen test cases, then it may 
indicate that the patch was highly localized and is thus 
unlikely to affect behavior on other unseen inputs. Other 
techniques, including code comparison techniques, may be 
used to determine a quality Score for the patch. 
0093. The dispatcher 326 may be configured to dispatch or 
field the patched BPUA (364 in FIG.3). As mentioned above, 
the ARS module 110/111 develops patches and dispatches the 
patched BPUA. The deployed program 112 and the BPUA 
314 may be updated based on the BPUA. The updated BPUA 
becomes the BPUA 314. Thus, the updated BPUA is sym 
bolically executed, a CFG of the updated BPUA is generated, 
new vulnerabilities of the updated BPUA are discovered, etc. 
Accordingly, the ARS module 110/111 continues to improve 
the deployed program 112 through iterations of patching and 
analysis of the BPUA 314. The patch may be dispatched on 
the local copy of the deployed program 112 without human 
interaction or in some cases even knowledge of a user. 
0094. In some applications, there may an issue of time 
budgeting when using the overall fitness function generator 
324. For example, discovering inputs may take time. Gener 
ating a patch for Vulnerability already discovered may also 
take time. If the patch is generated before more inputs are 
discovered, then the patch may fail on the new inputs. There 
fore, it may be desirable to wait until a sufficiently large 
number of inputs have been discovered before attempting to 
generate the patch. An initial time for input discovery may be 
set aside, and patches may be generated after the initial time 
for input discovery has past. During the patch generating 
time, input and Vulnerability discovery may proceed, and new 
patches may be attempted but may fail due to lack of time. In 
Some embodiments, heuristics may determine the manner in 
which time is budgeted for patch development as it may be 
advantageous to develop a patch immediately even at the 
expense of losing functionality that may be regained later as 
more inputs are learned, and a patch that retains more func 
tionality is developed. 
0095 FIG. 5 illustrates an example input discovery pro 
cess 550 that may be implemented in the ARS module 110/ 
111 FIGS. 1-4. In some embodiments, the input discovery 
process 550 may be implemented at least in part by the valid 
input generator 400. The input discovery process 550 may 
increase an ability to understand an unknown binary program 
(e.g., the BPUA 314 of FIG. 3) and to find its vulnerabilities. 
0096. As discussed with reference to FIG. 5, the input 
finder 304, the symbolic execution engine 310, and the state 
machine generator 306 may discover or otherwise implicate 
sets of inputs 510A-510C (generally, sets of inputs 510). 
Some of the inputs included in the sets of inputs 510 may be 
negative inputs and some of the inputs included in the sets of 
inputs 510 may be positive inputs. By discovering or other 
wise implicating the sets of inputs 510 in multiple ways, (e.g., 
the input finder 304, the symbolic execution engine 310, and 
the state machine generator 306) multiple types of vulner 
abilities of the dispatched program (e.g., the deployed pro 
gram 112 of FIGS. 1-4) may be found and patches may be 
developed for the Vulnerabilities. For example, using only the 
input finder 304 may result in a limited understanding of the 
dispatched program, and thus a limited number of the inputs. 
However, using the input finder 304 and the state machine 
generator 306, a more complete understanding of the dispatch 
program may be obtained and more of the Vulnerabilities may 
be found and patched. 
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0097. Additionally, inputs of the sets of inputs 510 discov 
ered by one of the input finder 304, the symbolic execution 
engine 310, and the state machine generator 306 may be used 
in another of the input finder 304, the symbolic execution 
engine 310, and the state machine generator 306 to discover 
more inputs, which are referred to as derived inputs. The 
derived inputs may be included in Subsequent sets of inputs. 
0098. For example, the valid input generator 400 may 
receive a first set of inputs 510A discovered in the symbolic 
execution engine 310 during a symbolic execution process. In 
addition, the valid input generator 400 may receive a second 
set of inputs 510B discovered in the input finder 304 during a 
side-channel input generation for unknown program behavior 
identification process and may receive a third set of inputs 
510C implicated by the state machine generator 306 from a 
stateful model generation process. The valid input generator 
400 may compare the sets of inputs 510 to determine which of 
the inputs are not included in all of the sets of inputs 510. The 
valid input generator 400 may then forward the inputs not 
included in all the sets of inputs 510 to the state machine 
generator 306, the input finder 304, or the symbolic execution 
engine 310 where derived inputs may be discovered. 
0099 For example, for any of the inputs omitted from the 
second set of inputs 510B, a set of prefixes 502 may be 
generated. The set of prefixes 502 of the inputs may be com 
municated to the input finder 304. The input finder 304 may 
use the set of prefixes 502 in the side-channel input generation 
as bases to discover one or more derived inputs. For example, 
the input may include “compararglarg2. If the input has not 
been found by the input finder 304, the valid input generator 
400 may generate the set of prefixes 502 that may include 
"com”, “com par”, “com par arg1”, “com par arg1 arg2}. 
The set of prefixes 502 may be communicated to the input 
finder 304. 
0100. The input finder 304 may communicate input types 
512 to the symbolic execution engine 310. One or more of the 
input types 512 may be based on the set of prefixes 502. 
0101 Additionally, one or more of the inputs omitted from 
the first set of inputs 510A (omitted input 504) may be com 
municated to the state machine generator 306 where the omit 
ted input 504 may be incorporated in the stateful model. The 
state machine generator 306 may additionally communicate 
one or more inputs 511 to the symbolic execution engine 310. 
One or more of the inputs 511 may be based on the stateful 
model. 
0102 Additionally, the valid input generator 400 may 
determine which of the inputs of the sets of inputs 510 to 
include in the fuzzer inputs 520. The valid input generator 400 
may communicate the fuzzer inputs 520 to the fuzzers 312. As 
discussed with reference to FIG. 4, the fuzzers 312 may then 
generate additional inputs, which may be explored. The addi 
tional inputs and responses resulting from the additional 
inputs may be stored as test cases (e.g., positive or negative) 
in the test case database 354. The fuzzer inputs 520 may be 
partial inputs as discussed above. The valid input generator 
400 may also interact directly with the BPUA 314. 
(0103 FIGS.6A and 6B depictaflow chartofa method 600 
of Vulnerability analysis of a deployed program, arranged in 
accordance with at least one embodiment described herein. 
The method 600 may be performed by the computing system 
102 described with reference to FIGS. 1 and 2 or some com 
ponent thereof such as the ARS module 110/111. In some 
embodiments, the computing system 102 or another comput 
ing device may include or may be communicatively coupled 
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to a non-transitory computer-readable medium (e.g., the 
memory 222 of FIG. 2) having stored thereon programming 
code or instructions that are executable by a processor (Such 
as the processor 224 of FIG. 2) to cause a computing device 
and/or the computing system 102 to perform method 600. 
Additionally or alternatively, the computing system 102 may 
include the processor 224 described above that is configured 
to execute computer instructions to cause the computing sys 
tem 102 or another computing device to perform the method 
600. Although illustrated as discrete blocks, various blocks 
may be divided into additional blocks, combined into fewer 
blocks, or eliminated, depending on the desired implementa 
tion. 

0104. With reference to FIG. 6A, the method 600 may 
begin at block 602 in which a BPUA may be received. The 
BPUA may be derived from the deployed program. At block 
604, I/O behavior of the deployed program may be analyzed. 
The I/O behavior may include console interactions of a user 
with the deployed program and captured network traffic com 
municated with the deployed program. At block 606, a state 
ful model may be developed. The stateful model may repre 
sent, at an abstract level, the I/O behavior of the BPUA that 
has been learned to that point. The stateful model may be a 
basis of patch development using a genetic programming 
based repair framework. 
0105. At block 608, inputs to the deployed program may 
be discovered. The inputs may be discovered based on appli 
cation of two or more exploration techniques to the BPUA 
and analysis of the I/O behavior. In some embodiments, 
inputs may be discovered by receiving a first set of inputs 
discovered during the symbolic execution process, a second 
set of inputs discovered during the side-channel input gen 
eration, and a third set of inputs from the stateful model 
generation process. The first set of inputs, the second set of 
inputs, and the third set of inputs may be compared to deter 
mine which of the inputs are not included in all of the first set 
of inputs, the second set of inputs, and the third set of inputs. 
For one or more of the inputs omitted from the second set of 
inputs, the method 600 may include generating a set of pre 
fixes of the omitted inputs. The set of prefixes may be used in 
the side-channel input generation as bases to discover one or 
more other inputs. For one or more of the inputs omitted from 
the first set of inputs, the method 600 may include incorpo 
rating the omitted inputs in the stateful model. 
0106. At block 610, additional inputs may be discovered 
using one or more fuzzers. At block 612, it may be determined 
which of the inputs are negative inputs. At block 614, it may 
be determined which of the additional inputs are negative 
inputs. At block 616, it may be determined which of the inputs 
are positive inputs. In some embodiments, Vulnerability may 
include a memory corruption error, a buffer overflow, a soft 
ware crash, and an arithmetic error. 
0107. In some embodiments, the exploration techniques 
may include symbolic execution process of the BPUA: side 
channel input generation process for unknown program 
behavior, and stateful model generation process configured to 
capture a state machine of the deployed programatanabstract 
level, or some example thereof. The state machine may be 
representative of the I/O behavior of the BPUA learned to that 
point at an abstract level. The state machine model is a basis 
of patch development using a genetic programming-based 
repair framework. 
0108. At block 618, the negative inputs and the positive 
inputs may be associated with the response that is triggered in 
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the deployed program. The responses may be ascertained 
through introduction of the negative inputs and the positive 
inputs are introduced to the exploration techniques. At block 
620, one or more of the negative inputs and associated 
response may be stored as negative test cases in a test data 
base. At block 622, one or more of the positive inputs and 
associated response may be stored as positive test cases in the 
test database. 
0109 At block 624, a fitness function may be generated. 
The fitness function may be based on the positive test cases 
and negative test cases. At block 626, a patch may be devel 
oped for the deployed program. The patch may be developed 
for the deployed program based on the negative inputs and 
triggered responses. The patch may be configured to modify 
the deployed program to process at least some of the negative 
inputs without triggering a response that includes the Vulner 
ability. The patch may include a mutation to the deployed 
program based on the fitness function and genetic program 
ming. At block 628, the patch may be tested. For example, the 
patch may be tested using the positive test cases and negative 
test cases. At block 630, automatically dispatching the patch 
to the deployed program occurs. In some embodiments, 
before automatically dispatching the patch to the deployed 
program the patch may be tested. In some embodiments, the 
analyzing the I/O behavior, the discovering inputs, the intro 
ducing the inputs, the determining, the developing the patch, 
and the dispatching may occur while the deployed program is 
running. 
0110. One skilled in the art will appreciate that, for this 
and other procedures and methods disclosed herein, the func 
tions performed in the processes and methods may be imple 
mented in differing order. Furthermore, the outlined steps and 
operations are only provided as examples, and some of the 
steps and operations may be optional, combined into fewer 
steps and operations, or expanded into additional steps and 
operations without detracting from the disclosed embodi 
mentS. 

0111. The embodiments described herein may include the 
use of a special-purpose or general-purpose computer includ 
ing various computer hardware or software modules, as dis 
cussed in greater detail below. 
0112 Embodiments described herein may be imple 
mented using computer-readable media for carrying or hav 
ing computer-executable instructions or data structures 
stored thereon. Such computer-readable media may be any 
available media that may be accessed by a general-purpose or 
special-purpose computer. By way of example, and not limi 
tation, such computer-readable media may include tangible 
or non-transitory computer-readable storage media including 
RAM, ROM, EEPROM, CD-ROM or other optical disk stor 
age, magnetic disk storage or other magnetic storage devices, 
or any other non-transitory storage medium that may be used 
to carry or store desired program code in the form of com 
puter-executable instructions or data structures and that may 
be accessed by a general-purpose or special-purpose com 
puter. Combinations of the above may also be included within 
the scope of computer-readable media. 
0113 Computer-executable instructions comprise, for 
example, instructions and data, which cause a general-pur 
pose computer, special-purpose computer, or special-purpose 
processing device to perform a certain function or group of 
functions. Although the subject matter has been described in 
language specific to structural features and/or methodologi 
cal acts, it is to be understood that the subject matter defined 
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in the appended claims is not necessarily limited to the spe 
cific features or acts described above. Rather, the specific 
features and acts described above are disclosed as example 
forms of implementing the claims. 
0114. As used herein, the terms “module.” “component.” 
and/or “engine' may refer to software objects or routines that 
execute on the computing system. The different components, 
modules, engines, and services described herein may be 
implemented as objects or processes that execute on the com 
puting system (e.g., as separate threads). While the system 
and methods described herein are preferably implemented in 
Software, implementations in hardware or a combination of 
Software and hardware are also possible and contemplated. In 
this description, a "computing entity” may be any computing 
system as previously defined herein, or any module or com 
bination of modules running on a computing system. 
0115 Terms used herein and especially in the appended 
claims (e.g., bodies of the appended claims) are generally 
intended as “open terms (e.g., the term “including should 
be interpreted as “including, but not limited to the term 
“having should be interpreted as “having at least, the term 
“includes should be interpreted as “includes, but is not lim 
ited to, etc.). 
0116. Additionally, if a specific number of an introduced 
claim recitation is intended, such an intent will be explicitly 
recited in the claim, and in the absence of Such recitation no 
Such intent is present. For example, as an aid to understand 
ing, the following appended claims may contain usage of the 
introductory phrases “at least one' and “one or more' to 
introduce claim recitations. However, the use of such phrases 
should not be construed to imply that the introduction of a 
claim recitation by the indefinite articles “a” or “an limits 
any particular claim containing such introduced claim recita 
tion to embodiments containing only one such recitation, 
even when the same claim includes the introductory phrases 
“one or more' or “at least one' and indefinite articles such as 
“a” or “an” (e.g., “a” and/or “an' should be interpreted to 
mean “at least one' or “one or more'); the same holds true for 
the use of definite articles used to introduce claim recitations. 

0117. In addition, even if a specific number of an intro 
duced claim recitation is explicitly recited, those skilled in the 
art will recognize that such recitation should be interpreted to 
mean at least the recited number (e.g., the bare recitation of 
“two recitations, without other modifiers, means at least two 
recitations, or two or more recitations). Furthermore, in those 
instances where a convention analogous to “at least one of A, 
B, and C, etc.' or "one or more of A, B, and C, etc. is used, in 
general Such a construction is intended to include A alone, B 
alone, C alone, A and B together, A and C together, B and C 
together, or A, B, and C together, etc. For example, the use of 
the term “and/or” is intended to be construed in this manner. 
0118. Further, any disjunctive word or phrase presenting 
two or more alternative terms, whether in the description of 
embodiments, claims, or drawings, should be understood to 
contemplate the possibilities of including one of the terms, 
either of the terms, or both terms. For example, the phrase “A 
or B should be understood to include the possibilities of 'A' 
or “B” or “A and B. 
0119) All examples and conditional language recited 
hereinare intended for pedagogical objects to aid the reader in 
understanding the invention and the concepts contributed by 
the inventor to furthering the art, and are to be construed as 
being without limitation to Such specifically recited examples 
and conditions. Although embodiments of the present inven 
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tion have been described in detail, it should be understood that 
the various changes, Substitutions, and alterations could be 
made hereto without departing from the spirit and scope of the 
invention. 
What is claimed is: 
1. A method of Vulnerability analysis of a deployed pro 

gram, the method comprising: 
receiving a binary program under analysis (BPUA) derived 

from the deployed program; 
analyzing input/output (I/O) behavior of the deployed pro 

gram, 
discovering inputs to the deployed program based on appli 

cation of two or more exploration techniques to the 
BPUA and analysis of the I/O behavior; 

determining which of the inputs are negative inputs, the 
negative inputs including a portion of the inputs that 
trigger a response that includes a Vulnerability of the 
deployed program; 

based on the negative inputs and triggered responses, 
developing a patch for the deployed program that modi 
fies the deployed program to process at least some of the 
negative inputs without triggering a response that 
includes the Vulnerability; and 

automatically dispatching the patch to the deployed pro 
gram. 

2. The method of claim 1, further comprising: 
determining which of the inputs are positive inputs, the 

positive inputs including a portion of the inputs that 
trigger responses that do not include a vulnerability of 
the deployed program; 

associating each of the negative inputs and each of the 
positive inputs with the response that is triggered in the 
deployed program; 

storing each of the negative inputs and associated response 
as negative test cases in a test database; and 

storing each of the positive inputs and associated response 
as positive test cases in the test database. 

3. The method of claim 2, further comprising generating an 
overall fitness function based on the positive test cases and 
negative test cases, wherein the patch includes a mutation to 
the deployed program based on the fitness function and 
genetic programming. 

4. The method of claim 2, further comprising testing the 
patch using the positive test cases and negative test cases 
before automatically dispatching the patch to the deployed 
program. 

5. The method of claim 1, further comprising: 
further discovering additional inputs using one or more 

fuZZers; and 
determining which of the additional inputs are negative 

inputs. 
6. The method of claim 1, wherein the Vulnerability 

includes a memory corruption error, a buffer overflow, a soft 
ware crash, and an arithmetic error. 

7. The method of claim 1, wherein: 
the exploration techniques include symbolic execution of 

the BPUA and a side-channel input generation process 
for unknown program behavior; and 

the I/O behavior includes console interactions of a user 
with the deployed program and captured network traffic 
communicated with the deployed program. 

8. The method of claim 1, wherein the discovering inputs 
includes: 
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receiving a first set of inputs discovered during a symbolic 
execution process; 

receiving a second set of inputs discovered during a side 
channel input generation; 

receiving a third set of inputs from an input-output state 
machine model (stateful model) generation process; 

comparing the first set of inputs, the second set of inputs, 
and the third set of inputs to determine which of the 
inputs are not included in all of the first set of inputs, the 
second set of inputs, and the third set of inputs; 

for one or more of the inputs omitted from the second set of 
inputs, generating a set of prefixes of omitted inputs and 
using the set of prefixes in the side-channel input gen 
eration as bases to discover one or more other inputs; and 

for one or more of the inputs omitted from the first set of 
inputs, incorporating the omitted inputs in the stateful 
model. 

9. The method of claim 1, further comprising developing 
an input-output state machine model (stateful model) that 
represents, at an abstract level, the I/O behavior of the BPUA 
that has been learned to that point, wherein the stateful model 
is a basis of patch development using a genetic programming 
based repair framework. 

10. The method of claim 1, wherein the analyzing the I/O 
behavior, the discovering inputs, the determining, the devel 
oping the patch, and the dispatching occur while the deployed 
program is running. 

11. One or more non-transitory computer-readable media 
having encoded therein programming code executable by one 
or more processors to perform operations, the operations 
comprising: 

receiving a binary program under analysis (BPUA) derived 
from the deployed program; 

analyzing input/output (I/O) behavior of the deployed pro 
gram, 

discovering inputs to the deployed program based on appli 
cation of two or more exploration techniques to the 
BPUA and analysis of the I/O behavior; 

determining which of the inputs are negative inputs, the 
negative inputs including a portion of the inputs that 
trigger a response that includes a Vulnerability of the 
deployed program; 

based on the negative inputs and triggered responses, 
developing a patch for the deployed program that modi 
fies the deployed program to process at least Some of the 
negative inputs without triggering a response that 
includes the Vulnerability; and 

automatically dispatching the patch to the deployed pro 
gram. 

12. The non-transitory computer-readable media of claim 
11, wherein the operations further comprise: 

determining which of the inputs are positive inputs, the 
positive inputs including a portion of the inputs that 
trigger responses that do not include a Vulnerability of 
the deployed program; 

associating each of the negative inputs and each of the 
positive inputs with the response that is triggered in the 
deployed program; 

storing each of the negative inputs and associated response 
as negative test cases in a test database; and 
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storing each of the positive inputs and associated response 
as positive test cases in the test database. 

13. The non-transitory computer-readable media of claim 
12, wherein the operations further comprise generating an 
overall fitness function based on the positive test cases and 
negative test cases, wherein the patch includes a mutation to 
the deployed program based on the fitness function and 
genetic programming. 

14. The non-transitory computer-readable media of claim 
12, wherein the operations further comprise testing the patch 
using the positive test cases and negative test cases before 
automatically dispatching the patch to the deployed program. 

15. The non-transitory computer-readable media of claim 
11, wherein the operations further comprise: 

further discovering additional inputs using one or more 
fuZZers; and 

determining which of the additional inputs are negative 
inputs. 

16. The non-transitory computer-readable media of claim 
11, wherein the Vulnerability includes a memory corruption 
error, a buffer overflow, a software crash, and an arithmetic 
eO. 

17. The non-transitory computer-readable media of claim 
11, wherein: 

the exploration techniques include symbolic execution of 
the BPUA and a side-channel input generation process 
for unknown program behavior; and 

the I/O behavior includes console interactions of a user 
with the deployed program and captured network traffic 
communicated with the deployed program. 

18. The non-transitory computer-readable media of claim 
11, wherein the discovering inputs includes: 

receiving a first set of inputs discovered during a symbolic 
execution process; 

receiving a second set of inputs discovered during a side 
channel input generation; 

receiving a third set of inputs from an input-output state 
machine model (stateful model) generation process; 

comparing the first set of inputs, the second set of inputs, 
and the third set of inputs to determine which of the 
inputs are not included in all of the first set of inputs, the 
second set of inputs, and the third set of inputs; 

for one or more of the inputs omitted from the second set of 
inputs, generating a set of prefixes of omitted inputs and 
using the set of prefixes in the side-channel input gen 
eration as bases to discover one or more other inputs; and 

for one or more of the inputs omitted from the first set of 
inputs, incorporating the omitted inputs in the stateful 
model. 

19. The non-transitory computer-readable media of claim 
11, wherein the operations further comprise developing an 
input-output state machine model (stateful model) that rep 
resents, at an abstract level, the I/Obehavior of the BPUA that 
has been learned to that point, wherein the stateful model is a 
basis of patch development using a genetic programming 
based repair framework. 

20. The non-transitory computer-readable media of claim 
11, wherein the analyzing the I/O behavior, the discovering 
inputs, the determining, the developing the patch, and the 
dispatching occur while the deployed program is running. 
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