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I. INTRODUCTION

CrowdStrike, Inc. (“Petitioner”) respectfully requests inter partes review
(“IPR”) of Claims 1-17 (““Challenged Claims”) of U.S. Patent No. 10,313,385 (*“’385
Patent™).

II. THE °385 PATENT
A.  The ’385 Patent’s Alleged Invention

Generally directed to a framework for “addressing penetration testing” “fed
with real-world exploit market data,” the *385 Patent purports to improve the “game
theoretic approach to host-based defense where activities of the attacker are
informed from an ‘un-conventional’ source...specifically information from darknet
markets[.]”’385 Patent (Ex. 1001), 2:20-30, 3:4-6; '385 File History (Ex. 1002),
125. The 385 Patent describes a game-theoretic model where an attacker purchases
exploits to maximize her access to a target system, and a defender adjusts her
targeted system to minimize the effect of the attack. '385 Patent, 2:63-3:3. The
model operates on a cost-optimization basis, requiring the attacker to purchase
exploits within a budget. Id., 2:63-66, 4:7-8.

The claims broadly recite a typical penetration test using real-world exploit
information mined from the darknet. /d., 2:30-31, 3:4-7. The claimed penetration
test comprises: (1) accessing dark net information associated with exploits, (2)
obtaining a set of exploits from that dark net information, (3) applying an exploit

function to the set of exploits to identify a set of vulnerabilities, (4) creating a
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constraint set of vulnerabilities from the returned set of vulnerabilities, (5) applying
the set of exploits to the constraint set, (6) analyzing the previous step to identify a
particular vulnerability, and (7) patching the computer system based on the analysis
to reduce the effect of a future attack. /d., claim 1; see also id., 3:16-4:5, 9:5-33,

13:3-18. This test is depicted below in Figure 7:

5 700

Utilize public network connection to obtain set of exploits
from network within a given budget 202

Y

Create constraint set of vuinerabilities of attacked network)
704

Apply set of exploits to constraint set of vulnerabilities of
attacked network
706 4

A4

the exposed vulnerability in attacked network  _
708 J

C{everse engineer one or more of the set of exploits to patch

FIG. 7

Id., Fig. 7.
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B. The °385 Patent’s Prosecution

The 385 Patent claims priority to a provisional application filed on November
30, 2015. For purposes of this Petition only, Petitioner applies November 30, 2015,
as the priority date for the Challenged Claims.

The originally presented claims faced a single rejection. 385 Patent File
History (Ex. 1002), 87-93, 118-129. In response, Applicant amended the claims “to
clarify that data is accessed through the dark net[,]” “to clarify that a set of exploits
is obtained from the dark net information,” that “an exploit function is implemented
to return a set of vulnerabilities[,]” and to “further clarify that the claimed subject
matter is implemented to reduce potential damage of a cyberattack.” Id., 126-128. A
Notice of Allowance 1ssued thereafter. Id., 131-141.

As explained in the Grounds below, Vallone, Oberheide, Patsos, Roytman,
Juels, and Wolff expressly disclose the allegedly patentable system and methods for
using exploit data mined from the dark net to exploit vulnerabilities in a computer
system and then remediate those vulnerabilities. Infra.

C. A Person of Ordinary SKkill in the Art

A POSITA at the time of the *385 Patent would have had a bachelor’s degree
in computer science, electrical or computer engineering, or an equivalent degree;

and 2-3 years of work or research experience in computer security and networking.
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Dec., 9953-55.! Additional education (e.g., MS degree) might substitute for less
experience and vice versa. /d.

III. REQUIREMENTS UNDER 37 C.F.R. § 42.104
A.  Grounds for Standing Under 37 C.F.R. § 42.104(a)

Petitioner certifies the *385 Patent is eligible for IPR and Petitioner is not
barred or estopped from requesting IPR challenging the claims of the 385 Patent.
Petitioner is not the owner of the 385 Patent, has not filed a civil action challenging
the validity of any claim of the *385 Patent, and this Petition is filed less than one
year after Petitioner was served with a complaint alleging infringement of the 385
Patent.

B. Identification of Challenge Under 37 C.F.R. § 42.104(b)

Petitioner requests the Challenged Claims be found unpatentable on the

following grounds:

Proposed Grounds of Unpatentability Exhibits
Ground 1: Claims 1, 8, 14, and 15 are obvious under AIA Ex. 1004
35 U.S.C. § 103 over Vallone
Ground 2: Claims 1, 8, 14, and 15 are obvious under AIA Ex. 1005; Ex.
35 U.S.C. § 103 over Oberheide in view of Patsos and 1006; Ex. 1007
Roytman
Ground 3: Claims 2-6, 9-12, 16, and 17 are obvious under Ex. 1005; Ex.
AIA 35 U.S.C. § 103 over Oberheide in view of Patsos, 1006; Ex. 1007;
Roytman, and Juels Ex. 1008

U All citations to “Dec.” are to paragraph numbers in Ex. 1003, Declaration of Dr.

Erez Zadok.
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Ground 4: Claims 7 and 13 are obvious under AIA 35 Ex. 1005; Ex.
U.S.C. § 103 over Oberheide in view of Patsos, Roytman, 1006; Ex. 1007;
and Wolff Ex. 1009

C. Claim Construction Under 37 C.F.R. § 42.104(b)(3)

In this proceeding, claims are interpreted under the same standard applied by
Article III courts (the Phillips standard). 37 C.F.R. § 42.100(b); Phillips v. AWH
Corp., 415 F.3d 1303, 1312 (Fed. Cir. 2005) (en banc). Petitioner applies the
ordinary and customary meaning of the claim terms as understood by a POSITA .2

IV. PRIOR ART SUMMARY
A. Vallone

Vallone was filed on November 11, 2014, and published on May 12, 2016,
qualifying as prior art to the *385 Patent under 35 U.S.C. § 102(a)(2). Vallone (Ex.
1004).

Vallone teaches a “device...for assessing a target network’s vulnerability to a
real cyberthreat [using] synthetic tests configured to model the behavior of the

cyberthreat.” Vallone, Abstract. Vallone’s device “access[es] cyberthreat

2 Petitioner’s challenge is not a waiver of any argument in litigation that any claim
term in the *385 Patent is indefinite or invalid. Petitioner does not waive its rights to
seek to construe claim terms in litigation, including in the pending district-court

litigation.
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intelligence networks...[such as] the dark net, etc.” to determine cyberthreat
objectives, obtains “threat characteristics” including the cyberthreat’s sequence of
actions, executes instructions at a host computer “with the intent of generating the

99 ¢

threat’s characteristics into the target environment,” “monitors target network 300
activity during [the] synthetic test,” and provides “feedback data” to “increase the
efficiency at which [the] target network 300 can heal any vulnerabilities to one or

more cyberthreats.” Vallone, Abstract, [0016], [0019], [0039], [0040]. This method

is illustrated in Figure 6:

600

602 ;
Start

604

Threat Intelligence Received

l 606

Synthetic Test(s) Determined

! 608

Test Policy Determined

! 610

Provision Resources

l 612
Execute Synthetic Test(s)

t 614
Gather Results

616

NO| 18

FIG. 6
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1d., Fig. 6. Vallone’s synthetic penetration test is performed by “agents” installed on
“host” computers for testing the vulnerabilities on the target network. /d., [0015]-
[0017]. In this way, Vallone’s system is “able to synthesize the cyberthreat...so that
the ultimate objective of the cyberthreat...is not committed, while still providing an
administrator with knowledge...regarding the depth of vulnerability of the target
network 300 to an actual attack.” /d., [0038].

Vallone, like the 385 Patent, discloses systems and methods for exploiting
vulnerabilities and patching vulnerabilities. Compare 385 Patent, 3:4-15, 3:61-64,
13:12-18, Figs. 5 and 7 with Vallone, Abstract, [0021]-[0022], [0038]-[0040], Fig.
6. Thus, Vallone is in the same field of endeavor as the *385 Patent. Dec., 988.

Vallone is also reasonably pertinent to certain problems addressed by the *385
Patent, including developing patches for system vulnerabilities. Compare ’385
Patent, 2:63-3:3, 13:15-18 with Vallone, Abstract, [0020]-[0022]. Vallone is
therefore analogous art to the 385 Patent. Dec., 9989-90.

B. Oberheide

Oberheide was filed on February 24, 2014, and published on August 28, 2014,
qualifying as prior art to the 385 Patent under 35 U.S.C. §§ 102(a)(1) and 102(a)(2).
Oberheide (Ex. 1005).

Oberheide teaches a “system and method that includes identifying a

vulnerability in a computing device; accessing a vulnerability exploitation mapped
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to the identified vulnerability; at the computing device, executing the vulnerability
exploitation and...updating the system with a vulnerability resolution.” Oberheide,

Abstract, [0013], [0019]. This process is depicted below in Figure 6:

Vulnerability Tool

‘I

VAC Identified vunerabiliies , * o nerability

i { Analysis Service

1 System Info

Accessing Exploit

Vulnerability
Exploit Engine Vulnerability Exploit| ~ Exploitation
Secured
Resources

Patch request
Update Component Patching Update

Update Data
Resource

| A

Activate Ref. Escalated Privilege
Monitor privileges usage

Reference Monitor

FIGURE 6

Id., Fig. 6. Oberheide teaches a “vulnerability tool” downloadable to a device for
performing the described functions. Id., [0014], Fig. 6. Oberheide’s vulnerability
tool includes a “vulnerability assessment component (VAC)” that identifies
vulnerabilities using “any suitable approach,” including “malware detection
approaches.” Id., [0015], [0020]. The vulnerability tool also includes an exploit

engine that accesses “exploitation scripts” to exploit vulnerabilities. /d., [0017]. An
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update component then applies “a patch or system update to resolve or reduce an
existing vulnerability.” Id., [0018], [0024], [0026].

Oberheide, like the *385 Patent, discloses systems and methods for exploiting
vulnerabilities and patching vulnerabilities. Compare 385 Patent, 3:4-15, 3:61-64,
13:12-18, Figs. 5 and 7 with Oberheide, Abstract, [0013], [0017], [0019], [0026],
Figs. 5-8. Thus, Oberheide is in the same field of endeavor as the 385 Patent. Dec.,
1164.

Oberheide is also reasonably pertinent to certain problems addressed by the
’385 Patent, including developing patches for system vulnerabilities. Compare 385
Patent, 2:63-3:3, 13:15-18 with Oberheide, Abstract, [0003], [0013], [0019].
Oberheide is therefore analogous art to the *385 Patent. Dec., §165.

C. Patsos

Patsos published in October 2010, qualifying as prior art to the *385 Patent
under 35 U.S.C. § 102(a)(1). Patsos (Ex. 1006); Munford Dec. (Ex. 1031), 996-9.

Patsos teaches an “incident response intelligence system (IRIS)” that is a
security-management platform that “models the context of discovered
vulnerabilities, calculates their significance, finds and analyzes potential exploit
code and defines the necessary intrusion detection signatures that combat possible
attacks, using standardized techniques.” Id., 291, 293. To accomplish this, IRIS

“collects security information related to vulnerabilities,” including real world exploit



IPR2025-01397
Patent No. 10,313,385

information from various sources including “underground web sources” and
“hacking web sites[.]” Id., 295-297 (“[1]nformation related to exploits (and actual
exploit code) can be obtained from hacking web sites” using an “exploit gathering
module”). IRIS then uses a “vulnerability exploit correlation module (VECM)” to
correlate exploits to vulnerabilities and countermeasures. Id., 298 (describing
“providing a full correlation between all attack components, 1i.e.[,] the
vulnerabilities, the exploits that can potentially realize these vulnerabilities and the
associated countermeasures”).

Patsos, like the *385 Patent, discloses systems and methods for exploiting
vulnerabilities and patching vulnerabilities. Compare 385 Patent, 3:4-15, 3:61-64,
13:12-18, Figs. 5 and 7 with Patsos, 292, 295, 300. Thus, Patsos is in the same field
of endeavor as the 385 Patent. Dec., §169.

Patsos 1s also reasonably pertinent to certain problems addressed by the 385
Patent, including improving the security of a computer system or device. Compare
’385 Patent, 2:63-3:3, 13:15-18 with Patsos, 292, 293, 296, 303. Patsos is therefore
analogous art to the *385 Patent. Dec., §170.

D. Roytman

Roytman was filed on March 9, 2015, and published on August 20, 2015,
qualifying as prior art to the 385 Patent under 35 U.S.C. §§ 102(a)(1) and 102(a)(2).

Roytman (Ex. 1007).

10
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Roytman teaches techniques for “ranking a set of vulnerabilities of a
computing asset and set of remediations for a computing asset[.]” Roytman,
Abstract. “In one technique, vulnerabilities...are received at a vulnerability
intelligence platform” along with “[b]reach data indicating set of breaches that
occurred[.]” Id. Then, a “subset of the set of vulnerabilities that are most vulnerable
to a breach is identified[,]” a “risk score is generated[,]” and “remediations are
ordered based on the remediations that would reduce the risk score the most[.]” /d.;
see also id., [0025], Fig. 3.

Specifically, in Roytman, vulnerabilities are identified from one or more
computing assets in a customer network. /d., [0025], Fig. 3. The computing asset
may be one that is “absolutely critical” for day-to-day operations. Id., [0044]. A
server then receives data on breaches (e.g., successful exploits) to determine ““[a]
subset of the set of vulnerabilities that are most vulnerable to the breach[.]” Id.,
[0025], [0032]. A risk score is assigned to the vulnerabilities. /d., [0026]-[0027],
[0034]. Using the vulnerabilities and their corresponding risk scores, remediations
are selected to “reduc[e] the risk posed by one or more vulnerabilities of a computing
asset or a group of computing assets.” Id., [0092]-[0093], [0100].

Roytman, like the *385 Patent, discloses systems and methods for exploiting
vulnerabilities and patching vulnerabilities. Compare 385 Patent, 3:4-15, 3:61-64,

13:12-18, Figs. 5 and 7 with Roytman, [0027], [0038], [0060]-[0061], [0069],

11
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[0092]. Thus, Roytman is in the same field of endeavor as the *385 Patent. Dec.,
1174.

Roytman 1is also reasonably pertinent to certain problems addressed by the
’385 Patent, such as improving the security of a computer system or device.
Compare ’385 Patent, 2:63-3:3, 13:15-18 with Roytman, [0002], [0027], [0038],
[0100]. Roytman is therefore analogous art to the 385 Patent. Dec., §175.

E. Juels

Juels was filed on February 24, 2012, qualifying as prior art to the 385 Patent
under 35 U.S.C. § 102(a)(2). Juels (Ex. 1008).

Juels teaches using a game-theoretic model to protect a processing system
from security threats. Juels, 1:7-10, 2:7-10. The model may include both “attacker
and defender entities [that] can take actions at any time, with the actions having
associated costs[.]” Id., 2:34-38. The processing system identifies “a plurality of
defensive security actions to be taken to address a persistent security threat to a
system comprising information technology infrastructure[.]” Id., 2:19-22. Optimal
defensive security actions are decided based on the actions taken in the game-
theoretic model, such as “key update operations, virtual machine refresh operations,
cloud service auditing operations, password reset operations, and many others.” /d.
2:41-43, 15:24-27 (describing password reset based on attacker purchasing

password in “underground forum”). Juels, like the 385 Patent, discloses systems

12
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and methods for exploiting vulnerabilities and patching vulnerabilities. Compare
’385 Patent, 3:4-15, 3:61-64, 13:12-18, Figs. 5 and 7 with Juels, 2:39-43, 12:60-63,
13:6-11, 13:25-34. Thus, Juels is in the same field of endeavor as the 385 Patent.
Dec., 9q273.

Juels 1s also reasonably pertinent to certain problems addressed by the 385
Patent, such as improving the security of a computer system or device. Compare
’385 Patent, 2:63-3:3, 13:15-18 with Juels, Abstract, 1:7-10, 2:7-10, 2:39-47. Juels
is therefore analogous art to the *385 Patent. Dec., 4274.

F.  Wollf

Wolff was filed on October 17, 2011, and published on August 1, 2013,
qualifying as prior art to the 385 Patent under 35 U.S.C. §§ 102(a)(1) and 102(a)(2).
Wolff (Ex. 1009).

Wolffteaches an approach to remediating “security vulnerabilities in computer
software[.]” Id., [0015]. Wolff describes a “computer security vulnerability
remediation system (CSVRS)” that includes a CSVRS client coupled to a
remediation server over a network, the CSVRS being a “computer or computing
device.” Id., [0014], [0029]. “The CSVRS client includes software having a security
vulnerability” that may be exploited by a malicious actor. /d. Figure 7 below depicts

an exemplary method for this vulnerability remediation:

13
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Wolff, Fig. 7.

In Wolff’s method, a Remediation Service Provider (RSP), which operates the
remediation server, receives information on an exploit that may attack the identified
vulnerability in the CSVRS client and “may modify the exploit to create a remedial
exploit, including a self-healing payload.” Id., [0014], [0027]; see also id., [0019]
(describing buying exploits on sale on “black market ‘underground economy
servers’”). The self-healing payload is deployed on the CSVRS client to take actions

such as “downloading programs, executing programs, downloading software
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updates, installing patches, removing software, modifying privileges,” and many
others. Id., [0028]. If the actions are adequate, the self-healing payload will
ameliorate the effects of an incoming malicious attack on the CSVRS client. /d.,
[0028], [0047]. Wolff, like the 385 Patent, discloses systems and methods for
exploiting vulnerabilities and patching vulnerabilities. Compare 385 Patent, 3:4-15,
3:61-64, 13:12-18, Figs. 5 and 7 with Wolff, Abstract, [0014]-[0016], [0028], [0033].
Thus, Wolff'is in the same field of endeavor as the *385 Patent. Dec., 328.

Wolff is also reasonably pertinent to certain problems addressed by the *385
Patent, such as improving the security of a computer system or device. Compare
’385 Patent, 2:63-3:3, 13:15-18 with Wolff, Abstract, [0014], [0021] [0047]. Wolffis
therefore analogous art to the *385 Patent. Dec., 4329.

V. GROUND 1: CLAIMS 1, 8,14, AND 15 ARE OBVIOUS OVER VALLONE
A. Claim 1

1. Claim 1(Pre): “A system for protecting a computer system from
attack, the system comprising:”

To the extent the preamble is limiting, Vallone teaches systems for
“modeling risk of cyber-attacks[.]” Vallone, [0001]. Vallone’s system “assess[es]
a target network’s vulnerability to a real cyberthreat” and uses feedback “to find
patches for known wvulnerabilities[.]” Id., Abstract. This process is used to

“dynamically update the target network’s security capabilities to, e.g., protect
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against the same and/or an other vulnerability.” Id., [0020]-[0021]. Patching
vulnerabilities protects a computer system from attack. Dec., §993-94.

2. Claim 1(a): “a network connection;”

Vallone’s system is connected to a network. Vallone, [0037]. Specifically,
“[t]hreat simulation technology 500 is configured to communicate to external
network 250 to...receive information regarding cyberthreats” by ‘“access[ing]
cyberthreat intelligence networks, local and/or remote data repositories (e.g.,
data 520), the dark net, etc. to determine whether a new cyberthreat has been
released[.]” Id. [0037], [0040]?; see also, Fig. 2B.

3. Claim 1(b): “a processing device; and”

Vallone’s system includes a processing device. Vallone, [0028]. Vallone
teaches its system includes “routines executed by a general- or special-purpose
data processing device (e.g., a server or client computer).” Vallone, [0028].
Vallone’s “threat simulation technology...includes data 520 and server(s) 510[.]”
1d., [0040], Figs. 2B, 5. The server (i.e., processing device) of Vallone’s threat
simulation technology performs the claimed steps, as described below. Dec., §997-

98.

4. Claim 1(c): “a non-transitory computer-readable medium
connected to the processing device configured to store

3 All emphasis added unless otherwise noted.
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instructions that, when executed by the processing device,
performs the operations of:”

29 ¢

Vallone teaches “computer executable instructions” “stored on a machine-
readable storage medium [that are] executed by one or more general-purpose or
special-purpose programmable microprocessors.” Id., [0028], [0045]. Vallone

b

provides example “non-transitory” machine-readable storage media, including
ROM, RAM, magnetic disc storage, optical storage, and flash memory devices. /d.;
Dec., 9999-100. With respect to Vallone’s specific embodiments, Vallone’s threat
simulation technology includes “data 520” connected to “server 510[.]” Vallone,
Figs. 2B, 5. Vallone’s ROM with data 520 is “a non-transitory computer-readable
medium connected to the processing device [i.e., server 510] configured to store
instructions” that are executed by server 510. Dec., §999-101.
5. Claim 1(d): “accessing data through the network connection, the

data comprising dark net information associated with exploits of
a computer system, comprising:”

Vallone teaches its threat simulation technology “fetch[es]...information
regarding the existence and details regarding cyberthreats.” Vallone, [0040].
“Cyberthreats” include “viruses, Trojans, rootkits, zero-day exploits[.]” Id.,
[0005]. Vallone teaches that “threat intelligence component 513 can access” “the
dark net [] to determine whether a new cyberthreat has been released and, if so,
what its capabilities and objectives are[.]” Id., [0040]. Threat simulation

technology “receive[s] information regarding [dark net] cyberthreats” over
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network connection 250. /d.; see also id., [0037]. This process is depicted below in

Figure 2B:
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Threal(s)
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1d., Fig. 2B (annotated).
6. Claim 1(e): “obtaining a set of exploits from the dark net

information, the set of exploits configured to penetrate the
computer system;”

In litigation, Skysong accuses CrowdStrike’s Falcon Platform and
specifically the Falcon Adversary Intelligence module of infringing this limitation.
Ex. 1030, 45-46 (further accusing older modules including “Falcon Platform
Falcon Intelligence” and ‘“False Intelligence Recon+”). To “obtain[] a set of
exploits from the dark net information,” Skysong alleges these modules
“implement ‘dark web monitoring’ to ‘develop a more comprehensive

understanding of attackers and their methods’.” Id., 45 (citing CrowdStrike’s
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website that states “[d]ark web monitoring continuously searches the dark web and
pulls in raw intelligence in near real time... The data captured by the dark web
monitoring solution can be fed into automated threat intelligence systems and used
to enrich that data”).

For application of alleged exploit code, Skysong accuses the CrowdStrike
Falcon Sandbox that “‘establishes a space where potentially harmful code can be
safely executed’...in which ‘investigators can ensure the rest of the system remains
unaffected, thereby minimizing the risk of a security breach’.” Id., 53-60. That is,
Skysong alleges CrowdStrike’s Falcon Platform obtains exploit code/script from
the dark web and applies it in a sandboxed environment. Dec., §107. To the extent
the claims are interpreted such that “obtaining a set of exploits” includes crawling
the net for exploit code, Vallone teaches this limitation.*

99 ¢¢

Vallone teaches “obtain[ing]” “a threat characteristic,” which “is a threat’s
signature, action, sequence of actions or other consequence of the real threat being
executed.” Vallone, [0016]. These “[c]haracteristics are mapped to instructions via

logic...that when executed by an agent would achieve...an objective of the

cyberthreat.” Id., [0017] (“synthetic characteristics” are “intended to exhibit, via an

* CrowdStrike does not waive its right to construe this limitation or contest

Skysong’s interpretation in litigation, including in pending district court litigation.
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agent, the real threat’s characteristics”). For example, Vallone receives threat
intelligence from, e.g., the dark net, “defin[ing] a series of instructions (e.g., a
script or program) that, when carried out by one or more agents, will exhibit the
malware’s threat characteristics.” Id., [0019], [0038]. By obtaining threat
characteristics, such as scripts or programs regarding multiple cyberthreats from
the dark net, Vallone’s system “obtain[s] a set of exploits from the dark net
information[.]” Dec., 108-110.

These exploits are “configured to penetrate the computer system[.]” Dec.,
9111-112. Specifically, Vallone’s threat simulation technology includes a
synthetic test generator that “determines, for at least a portion of a cyberthreat’s
objective, one or more steps of an instruction for emulating that...objective.”
Vallone, [0040]. These objectives may penetrate a computer system to, e.g., “steal
usernames and passwords[.]” Id. (teaching determining multiple steps for an
exploit, including creating files, opening communication tunnels, etc., for
penetrating a host computer).

7. Claim 1(f): “applying an exploit function which takes the set of
exploits as input and returns a set of vulnerabilities;”

Vallone teaches applying an exploit function which takes the set of exploits
as input and returns a set of vulnerabilities by determining the ‘“sequence of
actions” an exploit takes to penetrate the computer system. Vallone, [0016], [0040];

Dec., §9115-121. Vallone’s synthetic test generator inputs exploits and determines
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“one or more steps of instructions” for emulating the exploits in synthetic tests.
Vallone, [0041] (“synthetic tests are determined by mapping the exploit’s
characteristics (e.g., any files created/accessed, communications spawned) into
one or more steps of instructions”).

For example, Vallone teaches obtaining sets of cyberthreats (i.e., exploits).
Id., [0037] (“receive information regarding cyberthreats”), [0040]. “With this
information, the synthetic test generator component 514...determines...one or
more steps of an instruction for emulating that portion of the objective.” Id., [0040],
Fig. 5. A POSITA would have understood that the steps for emulating each exploit
would return one or more vulnerabilities associated with the application of each
exploit. Dec., §Y117-118. Vallone describes an example exploit attack path,
including instructions that require both execution of a malicious Flash script and
the establishment of a data exfiltration tunnel. Vallone, [0040]. This example
involves exploitation of a client-side vulnerability (e.g., a Flash Player exploit) and
a separate network-level wvulnerability enabling unauthorized outbound
communication. /d. (describing multiple steps of an exploit, including “infiltrating
a network via running a Flash browser-based script ‘badscript.fl’ and creating a
tunnel between data 520 and an Internet server”). Vallone’s system thus inputs an
exploit and returns one or more vulnerabilities. Dec., q119.

Vallone’s teachings are consistent with the 385 Patent’s description of its
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“exploit function,” which maps the attacker’s strategy. See, e.g., 385 Patent, 3:61-
63 (“The set of vulnerabilities produced by [exploit function] ExF(A), for a given
set of exploits A, represents the vulnerabilities that are exploited by the exploits in
A”), 4:9-11 (“identifies a set of vulnerabilities that he is willing to expose (often
referred to as the ‘presented attack surface’)”), 4:53-54 (“vulnerabilities generated
by an attack strategy’s exploits”), 10:6-9 (“An exploit function (denoted Ex) maps
the attacker’s strategy to a set of vulnerable software applications, which can be
easily obtained from darknet marketplace data™); see also id., 3:59-4:5 (“many
possible variations of an exploit function are possible”). Similarly, Vallone maps
an attack path of an exploit with instructions for emulating the attack in a synthetic
test, where this attack path identifies the vulnerable components and/or software
exploited by the vulnerability. Dec., 4120.
8. Claim 1(g): “creating a constraint set of the computer system

from the set of vulnerabilities, the constraint set comprising a
minimum set of dependencies to operate the computer system;”

In litigation, Skysong accuses CrowdStrike’s Falcon Platform and
specifically the Falcon Sandbox module of infringing this limitation. Ex. 1030, 53-
58. To “creat[e] a constraint set of the computer system from the set of
vulnerabilities,” Skysong alleges Falcon Sandbox “establishes a space where
potentially harmful code can be safely executed.” Id., 53. Skysong contends that

by “creat[ing] a controlled and isolated environment” such that “sandboxes restrict
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an application’s access to certain system resources,” Falcon Sandbox’s alleged
“constraint set compris[es] a minimum set of dependencies to operate the computer
system.” Id. (accusing sandboxes that “provide enough resources for testing
malicious code while still preventing that code from causing wider damage”). That
is, Skysong accuses constraining harmful code in a controlled environment as the
claimed “creating a constraint set.” To the extent the claims are interpreted such
that “creating a constraint set” where “the constraint set comprises a minimum set
of dependencies to operate the computer system” includes testing malicious code
against computer vulnerabilities in an environment with enough resources to test
the malicious code while preventing wider damage, Vallone teaches this
limitation.’

Vallone’s system “creat[es] a constraint set of the computer system from the
set of vulnerabilities” by “synthesiz[ing] the cyberthreat (e.g., harvest.pl) as
executable instructions that can be limited so that the ultimate objective of the
cyberthreat...is not committed[.]” Vallone, [0038]; see also, id., [0014] (teaching
“methods, devices, and systems ... related to generating synthetic security events,

representative of actual cyberthreat activity, for testing the effectiveness of a

> CrowdStrike does not waive its right to construe this limitation or contest

Skysong’s interpretation in litigation, including in pending district court litigation.
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network’s detective and preventative information security controls”). To
accomplish this, Vallone’s threat simulation technology’s server 510 instantiates
agents on host computers and instructs the agents to “executes steps of the
instructions as if the agent 350 were the actual cyberthreat (e.g., a malware agent
will mimic the characteristics/actions of real malware).” Vallone, [0038]. In other
words, by mimicking the sequence of events of an attack on the host computer,
Vallone is “creating a constraint set of the computer system[.]” Dec., §9124-126.

Vallone’s constraint set “compris[es] a minimum set of dependencies to
operate the computer system” because the “executable instructions [] can be limited
so that the ultimate objective of the cyberthreat (e.g., posting stolen credit card
numbers for sale on the Internet) is not committed[.]” Vallone, [0038]; see also,
id., [0040] (teaching emulating a cyberthreat “without the hazard of the objective
actually being achieved[,]” such as “steal[ing] usernames and passwords”); Dec.,
127. Accordingly, Vallone’s system is restricting access at the host for, e.g.,
posting credit card information on the Internet in the same way that Skysong
accuses testing malicious code while preventing wider damage. Infringement
Contentions (EX1030), 53-54; Dec., §127.

Vallone’s system forms a controlled and isolated environment with the
agents on the host computer (i.e., “creating a constraint set of the computer system

from the set of vulnerabilities™) that allows for testing potentially harmful code up
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until completion such that the ultimate objective is not committed (i.e., “the
constraint set comprising a minimum set of dependencies to operate the computer

system”). Dec., §9122-128.

9. Claim 1(h): “applying the set of exploits to the constraint set of
the computer system;”

Once the instructions are compiled for simulating the exploit, the synthetic
test is executed (i.e., applying the set of exploits to the constraint set of the computer
system). See, e.g., Vallone, [0041] (“a test is executed, at step 612”), Fig. 6.

99 ¢

Vallone’s ‘“‘synthetic test” “synthesize[s] the cyberthreat (e.g., harvest.pl) as
executable instructions that can be limited so that the ultimate objective of the
cyberthreat (e.g., posting stolen credit card numbers for sale on the Internet) is not
committed, while still providing an administrator with knowledge (e.g., via
feedback from agent(s) 350 and/or network equipment 340) regarding the depth of
vulnerability of the target network 300 to an actual attack.” Id., [0038]. For
example, “synthetic test generator component 514, in various embodiments,
determines, for at least a portion of a cyberthreat’s objective, one or more steps of
an instruction for emulating that portion of the objective.” Id., [0040]. “[I]f a
cyberthreat’s objective is to steal usernames and passwords and includes steps for
infiltrating a network via running a Flash browser-based script ‘badscript.fl’ and

creating a tunnel between data 520 and an Internet server, then synthetic test

generator 514 can determine corresponding instructions for execution by an agent
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350 at a host 320 of a target network 300 for simulating that objective, without the
hazard of the objective actually being achieved.” Id.

In this way, Vallone’s threat simulation technology “appl[ies] the set of
exploits to the constraint set of the computer system” by installing and instructing
an agent to execute the instructions at the host computer. Dec., 9129-134.
Specifically, threat simulation technology 500 “installs and/or instantiates one or
more agents 350 on a host 320.” Vallone, [0038]. These agents “are configurable
by the technology to execute instructions on a host 320 for performing
characteristics of a cyberthreat[.]” Id. (agents “contain[] features that when
configured with instructions can synthesize the characteristics of the cyberthreat™).
This includes running “several simultaneous synthetic tests at a [] time” for
multiple exploits. Vallone, [0041]; Dec., 9131-133.

10.  Claim 1(i): “analyzing the application of the set of exploits on the

computer system to detect a particular vulnerability of the
computer system; and”

Vallone’s system includes “sensor component 416 which “monitors target
network 300 activity during a synthetic test and passes feedback data back
to...threat simulation technology 500. Vallone, [0039]. The “[f]eedback data (e.g.,
real-time and/or post-instruction data) from the agent(s) 350 and/or network
equipment 340...1s sent to and/or accessed by the threat simulation technology

[500], which can further analyze the data[.]” Id., [0038]. To this end, Vallone’s
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threat simulation technology includes “validation feedback component 516 which
“receives the feedback data...from the target network 300. The feedback data can
be stored as data 520 and used by the other components 512 (e.g., the synthetic test
policy component 515) to improve the efficiency of detecting, assessing,
responding to, and fixing vulnerabilities.” Vallone, [0040]. Vallone specifies that
“if an instruction has multiple steps...each step can send feedback regarding its
progress (e.g., whether the step was successful, failed, was interrupted, etc.).” Id.,
[0019]. As such, Vallone’s threat simulation technology analyzes the application
of the exploits by analyzing the feedback data and detects a particular vulnerability
if execution of a certain step was successful. Dec., §9136-137.
11.  Claim 1(j): “altering a configuration of the computer system in

response to the analysis of the application of the set of exploits to
reduce potential damage of a cyberattack.”

Vallone teaches that “[b]ased on the analysis of the validation feedback
data...the technology can dynamically update the target network’s security
capabilities to, e.g., protect against the same and/or an other vulnerability.”
Vallone, [0020]. Vallone calls these dynamic updates “self-healing process[,]” and
provides examples such as “downloading and/or installing updates, firmware, new
releases, antivirus rules, etc.” /d. Based on feedback data, “the target networks 300
can be (re)provisioned (e.g., by updating servers 310 and hosts 320 with recent

security updates)[.]” Id., [0040] (“[t]he feedback data can be stored as data 520
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and used by the other components 512 (e.g., the synthetic test policy component
515) to improve the efficiency of detecting, assessing, responding to, and fixing
vulnerabilities”). Thus, Vallone’s system updates “hosts” (i.e., “altering a
configuration of the computer system”) based on the feedback data from the
synthetic test (i.e., “in response to the analysis of the application of the set of
exploits”) which protects the computer system from future cyberattacks (i.e.,
“reduce[s] potential damage of a cyberattack™). Dec., §9139-140.

B. Claim 8

1. Claim 8(Pre): “A method for improving a computer device, the
method comprising:”

To the extent the preamble is limiting, Vallone teaches “[a] method for
improving a computer device[.]” Vallone, [0020]-[0021] (teaching its process
“dynamically update[s] the target network’s security capabilities to, e.g., protect
against the same and/or an other vulnerability), Claims 1-23 (teaching “[a]
method,” and more specifically “a computer-implemented method”); see also,
Claim 1(Pre). Protecting a computer device from vulnerabilities improves the
computer device. Dec., 9992-93, 141.

2. Claim 8(a): “accessing data comprising dark net information
associated with a computer system;”

Vallone teaches “accessing data comprising dark net information[.]” Vallone,
[0005] (teaching accessing “the dark net [] to determine whether a new cyberthreat

has been released and, if so, what its capabilities and objectives are”); supra, Claim
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1(d). The cyberthreats (i.e., dark net information) are “associated with a computer
system[.]” Vallone, [0015] (describing “[h]osts” as “laptops” that “‘can be affected
by a cyberthreat”).

3. Claim 8(b): “obtaining a set of exploits from the dark net

information, the set of exploits configured to bypass a security
feature of the computer system;”

Vallone teaches “obtaining a set of exploits from the dark net information][.]”
See Claim 1(e). These “set of exploits [are] configured to bypass a security feature
of the computer system|[.]” Vallone, [0040] (describing exemplary scenarios in
which the cyberthreat bypasses a security system, such as “steal[ing] usernames
and passwords”); supra, Claim 1(e).

4. Claim 8(c): “applying an exploit function which takes the set of
exploits as input and returns a set of vulnerabilities;”

Vallone applies an exploit function which takes the set of exploits as input
and returns a set of vulnerabilities (i.e., vulnerable components and/or software in
an exploit attack path).). Supra, Claim 1(f).

5. Claim 8(d)(1): “creating a constraint set of vulnerabilities of the

computer system from the set of vulnerabilities comprising a
minimum set of dependencies to operate the computer system,”

Vallone teaches “creating a constraint set of vulnerabilities of the computer
system from the set of vulnerabilities comprising a minimum set of dependencies
to operate the computer system” by testing malicious code against computer

vulnerabilities in an environment with enough resources to test the malicious code
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while preventing wider damage. Supra, Claim 1(g) (comparing Vallone to
Skysong’s infringement allegations in litigation); compare Ex. 1030 (infringement
contentions) 53-58 with 120-127 (alleging Falcon Sandbox infringes Claims 1(g)
and 8(d)(1) in the same way).
6. Claim 8(d)(2): “wherein application of the set of exploits on the
computer system comprises determining the effect of the set of

exploits on the constraint set of vulnerabilities of the computer
system;”

Vallone teaches applying the set of exploits. Supra Claims 1(h). Vallone
further teaches “determining the effect of the set of exploits on the constraint set of
vulnerabilities of the computer system[.]” See, e.g., Vallone, [0038]-[0039]
(teaching a sensor for monitoring the network activity during the synthetic test and
passing feedback data to threat simulation technology for analysis); Dec., 4148.

7. Claim 8(e): “analyzing an application associated with the set of
exploits on the computer system to detect a particular

vulnerability of the constraint set of vulnerabilities of the
computer system; and”

Vallone teaches “analyzing an application associated with the set of exploits
on the computer system to detect a particular vulnerability of the constraint set of
vulnerabilities of the computer system[.]” Supra, Claim 1(1). “[I]f an instruction
has multiple steps...each step can send feedback regarding its progress (e.g.,
whether the step was successful, failed, was interrupted, etc.)” such that Vallone

analyzes the feedback data and detects a particular vulnerability if execution of a
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certain step was successful. Vallone, [0019]; Dec., §9136-138, 149; supra, Claim

1(1).
8. Claim 8(f): “altering a configuration of the computer system in

response to the analysis of the application of the set of exploits to
reduce potential damage of a cyberattack.”

Vallone alters a configuration of the computer system in response to the
analysis of the application of the set of exploits to reduce potential damage of a
cyberattack by “updating...hosts 320 with recent security updates” based on
feedback data. Vallone, [0040]; supra, Claim 1(j).

C. Claim 14

1. Claim 14: “The method of claim 8, wherein altering the
configuration of the computer system comprises installing a
patch to a software component of the computer system that is
exposed by the set of exploits to attack the computer system.”

Vallone teaches altering the configuration of the computer system. Vallone,
[0040] (teaching, based on feedback, “updating...hosts 320 with recent security
updates”); Claims &(f), 1(j). This includes “downloading and/or installing updates,
firmware, new releases, antivirus rules, etc....[which] alleviates the time-
consuming measures...when there are hundreds of computing devices|.]” Vallone,
[0020]; see also, id., [0022] (teaching healing the network includes “addressing the
vulnerability”). As such, Vallone teaches “installing a patch [i.e., updates,
firmware, new releases] to a software component of the computer system that is

exposed by the set of exploits to attack the computer system.” Dec., 9151-152.
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D. Claim 15

1. Claim 15(Pre): “One or more non-transitory tangible computer-
readable storage media storing computer-executable instructions
for performing a computer process on a machine, the computer
process comprising:”

To the extent the preamble is limiting, Vallone teaches “[o]ne or more non-
transitory tangible computer-readable storage media storing computer-executable
instructions for performing a computer process on a machine[.]” Vallone, [0028]
(teaching “computer-executable instructions, such as routines executed by

29 ¢¢

a...processing device” “stored...on tangible computer-readable media™), Claims
10-23 (teaching “[a] computer-readable storage device having instructions that,
when executed by at least one processor, causes the at least one processor to
perform a computer-implemented method”); supra, Claim 1(c).

2. Claim 15(a): “obtaining a set of exploits from dark net

information, the set of exploits configured to bypass a security
feature of a computer system;”

Vallone teaches obtaining exploits from dark net information which are
configured to bypass a security feature. Supra, Claims 1(e), 8(b).

3. Claim 15(b): “applying an exploit function which takes the set of
exploits as input and returns a set of vulnerabilities;”

Vallone teaches applying an exploit function as claimed. Supra, Claims 1(f),

8(c).
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4. Claim 15(c): “creating a constraint set of vulnerabilities of the
computer system from the set of vulnerabilities comprising a
minimum set of dependencies to operate the computer system;”

Vallone teaches creating a constraint set of vulnerabilities of the computer
system from the set of vulnerabilities comprising a minimum set of dependencies to
operate the computer system. Supra, Claims 8(d)(1), 1(g).

5. Claim 15(d): “applying the set of exploits to the constraint set of
vulnerabilities of the computer system;”

Vallone teaches applying the set of exploits to the constraint set of
vulnerabilities of the computer system. Supra, Claim 1(h).

6. Claim 15(e): “analyzing the application of the set of exploits on
the computer system to detect a particular vulnerability of the
computer system; and”

Vallone teaches analyzing the application of the set of exploits as claimed.
Supra Claims 1(1), 8(e).

7. Claim 15(f): “altering a configuration of the computer system in
response to the analysis of the application of the set of exploits to
reduce potential damage of a cyberattack.”

Vallone teaches altering a configuration of the computer system as claimed.
Supra Claims 1(j), 8(f).

VI. GROUND 2: CLAIMS 1, 8, 14, AND 15 ARE OBVIOUS OVER
OBERHEIDE, PATSOS, AND ROYTMAN

A. Claim 1

1. Claim 1(Pre): “A system for protecting a computer system from
attack, the system comprising:”

To the extent the preamble is limiting, Oberheide discloses a system for
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protecting a computer system from attack. Oberheide, [0013] (disclosing “a system
for patching a device”). Oberheide’s system is used to “reduce the vulnerabilities
of a system” and “apply a persistent fix on a computer system[.]” Id. A vulnerability
is “a flaw or weakness” of a system that risks exploitation in an attack. Oberheide,
[0003]. By reducing weaknesses and applying persistent fixes to a computer
system, Oberheide teaches “[a] system for protecting a computer system from
attack[.]” Dec., §q177-178.

2. Claim 1(a): “a network connection;”

Oberheide teaches its system is connected to a network. Oberheide, [0016],
Fig. 1. For example, an “analysis cloud service may communicate with the VAC
using any variety of protocols using any type of network interface deemed
appropriate.” Oberheide, [0016] (“Such a network may be public or private in
nature”).

3. Claim 1(b): “a processing device; and”

Oberheide teaches “a general or application specific processor” that executes
instructions for performing Oberheide’s embodiments. Oberheide, [0031]
(specifying that the instructions are “executed by computer-executable components
preferably integrated with the vulnerability tool” of the computing device, such that
the “computer-executable component is preferably a general or application specific

processor’).
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4. Claim 1(c): “a non-transitory computer-readable medium
connected to the processing device configured to store
instructions that, when executed by the processing device,
performs the operations of:”

Oberheide teaches its “system and methods of the preferred embodiment and
variations thereof can be embodied and/or implemented at least in part as a machine
configured to receive a computer-readable medium storing computer-readable
instructions.” Oberheide, [0031]. “The instructions are preferably executed by
computer-executable components” and the “computer-executable component is
preferably a general or application specific processor[.]” Id., Dec., q9184-185.

5. Claim 1(d): “accessing data through the network connection, the

data comprising dark net information associated with exploits of
a computer system, comprising:”

As above, Oberheide teaches its system is connected to a network. Supra,
Claim 1(a); Oberheide, [0016], Fig. 1. Oberheide also teaches a process for
“access[ing] a resource storing a collection of exploitation scripts or routines.”
Oberheide, [0017]. While Oberheide does not expressly state it accesses dark net
exploit data over a network connection, Patsos teaches this.

Patsos teaches a security management system that “collects security

information related to...exploits®...from a large number of sources” for local

6 Patsos defines an “exploit” as a “piece of code that realizes the existence of a

particular vulnerability and takes some action[.]” Patsos, 295.
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storage, including “underground web sources” such as “hacking web sites[.]”
Patsos, 295 (“Information regarding exploits can be found [] directly in a large
number of underground web sources”), 296 (“hacking web sites”). A POSITA
would have understood hacking web sites on underground web sources include
“dark net information associated with exploits[.]” Dec., §190. Namely, the dark net
is an “underground web source[,]” and hacking web sites on the dark net include
information associated with exploits of a computer system. Dec., §190.

It would have been obvious to modify Oberheide to update its local repository
of exploit scripts with exploits from the dark net as taught by Patsos for several
reasons. Adding dark net information associated with exploits of a computer system
to Oberheide’s local repository of exploits would enhance Oberheide’s security
coverage. Dec., §191-192. Oberheide’s system would beneficially access the latest
exploits being developed and marketed by malicious actors on the dark net to patch
vulnerabilities associated with those exploits. Dec., 192. Enhancing access to a
broader selection of exploits would have provided additional tools (i.e., exploits) to
gain the necessary privileges for patching vulnerabilities. Dec., §193. Moreover,
Oberheide recognizes many “different approaches™ are necessary to patch certain
vulnerabilities, and with that different “exemplary exploits” are used. Oberheide,
[0025] (providing list of exemplary exploits). Updating Oberheide’s exploit

repository with dark net exploits expands the range of approaches Oberheide’s
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system may choose from, allowing it to resolve more vulnerabilities. Dec., §9194-
196 (describing standards for using real-world exploit data and noting triviality to
process dark net exploits compared to exploits from other sources).

A POSITA would have appreciated a reasonable expectation of success
making this modification. Oberheide already teaches a network connection (see
Claim 1(a)) through which Oberheide’s modified system would interface with the
dark net, as taught by Patsos, to obtain exploits. Dec., §197. To obtain exploits,
Patsos utilizes known dark net crawlers to locally store exploit data. Dec., 99198-
200. It would have been a simple addition well within the skill of a POSITA to
implement known crawlers into Oberheide’s system to update Oberheide’s local
exploit repository. Dec., §9201-204.

6. Claim 1(e): “obtaining a set of exploits from the dark net

information, the set of exploits configured to penetrate the
computer system;”

Oberheide-Patsos teaches obtaining a set of exploits from the dark net
information. Supra, Claim 1(d). Namely, Oberheide’s modified system utilizes a
dark net crawler to obtain exploits to update its local exploit repository. Id.;
Oberheide, [0017], Fig 6; Patsos, 295-296 (“[i]nformation related to exploits (and
actual exploit code) can be obtained from hacking web sites™), 299 (providing
“direct link to the actual exploit”).

These exploits are configured to penetrate the computer system. Oberheide’s
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system “identif[ies] vulnerabilities and exploit[s] such vulnerabilities to enable
capabilities to fix the vulnerabilities.” Oberheide, [0013]. To accomplish this,
Oberheide uses the exploits to “[e|nter[] an operating mode of escalated
privileges[,]” which will “grant[] the vulnerability tool the necessary privileges to
patch the vulnerability.” Id., [0024]-[0025]. In other words, Oberheide uses its
stored exploits to penetrate its computer system to force a patch. Dec., 9207

7. Claim 1(f): “applying an exploit function which takes the set of
exploits as input and returns a set of vulnerabilities;”

Oberheide teaches a vulnerability assessment component (VAC) that returns
a set of vulnerabilities using “any suitable approach to identifying a vulnerability][,]”
such as “anti-virus and/or malware detection approaches as would be known by
those skilled in the art.” Oberheide, [0015]; see also id., [0019]-[0021], Fig. 6. While
Oberheide teaches returning sets of vulnerabilities using known malware approaches
(e.g., exploitation of known weaknesses), Oberheide does not expressly discuss
using an exploit function to return a set of vulnerabilities. Dec., §210.

[3

Patsos teaches a “vulnerability exploit correlation module (VECM)” that
correlates exploits to vulnerabilities. Patsos, 295-298 (“the correlation of exploits to
vulnerability identifiers is performed by the vulnerability exploit correlation module
VECM?”). The VECM correlation module is “part[] of the system’s correlation

engine.” Id., 298. “This engine...provid[es] a full correlation between all attack

components, i.e.[,] the vulnerabilities, the exploits that can potentially realize these
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vulnerabilities and the associated countermeasures[.]” Id. (describing taking an
exploit and correlating the exploit to vulnerabilities using vulnerability identifiers).

An example of this process is shown below in Figure 1:

Patsos, 295. Patsos’s system creates a “sample attack path (a;)” and correlates
exploits (ej) with vulnerabilities (vk). Id., 295-296. In other words, Patsos’s VECM
takes exploits as input and returns a set of vulnerabilities that correlate to those
exploits. Dec., 9211-212.

Patsos’s teachings are consistent with the 385 Patent’s description of its
“exploit function[.]” See, e.g., ‘385 Patent, 10:6-9 (“An exploit function (denoted
Ex) maps the attacker’s strategy to a set of vulnerable software applications, which
can be easily obtained from darknet marketplace data); see also id., 3:59-4:5
(“many possible variations of an exploit function are possible” including associating

vulnerabilities with exploits listed in online marketplaces). Similarly, Patsos maps

39



IPR2025-01397
Patent No. 10,313,385

an attack path and correlates exploits with vulnerabilities. Dec., 4213.

It would have been obvious to modify Oberheide’s VAC to implement
Patsos” VECM exploit function to identify the vulnerabilities associated with newly
acquired exploits for patching. Dec., 49215-221. Oberheide teaches its “VAC may
use any suitable approach to identify[] a vulnerability.” Oberheide, [0015]. Patsos’
VECM correlation engine employs an exemplary “suitable approach to identifying
a vulnerability” that constructs attack paths and correlates vulnerabilities to exploits.
Dec., q9216-217. More specifically, Oberheide teaches several vulnerability
assessment techniques, including leveraging a remote analysis cloud service or using
a “local analysis engine” to identify vulnerabilities locally. Oberheide, [0016]. A
POSITA would have understood Patsos’ VECM exploit function would facilitate
this local analysis using known and reliable correlation techniques. Dec., §217.
(explaining benefits of computer-based correlation where Patsos explains this
process was often a “human-oriented task” “performed by high-skilled security
analysts™).

Moreover, a POSITA would have been motivated to modify Oberheide with
Patsos to enhance patching vulnerabilities. Dec., §9218-219. Oberheide aims to
provide a variation of exploits to gain device privileges to patch vulnerabilities.
Dec., 9218; see generally, Oberheide, [0025]. A POSITA would have understood

that correlating vulnerabilities to exploits using Patsos’s VECM exploit function
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would improve Oberheide’s process for gaining the different types of privileges
needed for patching. Dec., 4219. And a POSITA would have appreciated success
making this modification because Oberheide already teaches using “any suitable
approach” to identify vulnerabilities and Patsos’ VECM exploit function is a
known suitable approach. Dec., 4220.

8. Claim 1(g): “creating a constraint set of the computer system

from the set of vulnerabilities, the constraint set comprising a
minimum set of dependencies to operate the computer system;”

Oberheide-Patsos teaches identifying sets of vulnerabilities in the computer
system. Supra, Claim 1(f); Oberheide, [0015], [0019]-[0021], Fig. 6. As detailed
below, Oberheide creates a “constraint set” by constraining its vulnerability analysis
to specific vulnerabilities based on: (1) vulnerabilities associated with a specific
component of the system; or (2) system capabilities after exploitation of a
vulnerability. While Oberheide does not expressly discuss how it constrains its
analysis to these specific vulnerabilities, Roytman teaches a ranking technique to
identify a subset of vulnerabilities most vulnerable to exploitation.

Oberheide teaches that “[p]referably, vulnerabilities are identified for an
entire system, but the vulnerabilities may alternatively be a set of vulnerabilities for
a particular component or set of components of a device such as for a service or an
application within an operating system of a computing device.” Oberheide, [0020].

For example, the constrained set of vulnerabilities may be a particular application in
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the system, such as “a browser, communication framework, or any suitable
component[.]” Oberheide, [0020]. Moreover, Oberheide teaches constraining to
specific vulnerabilities “based on the...enabled capabilities after the exploitation|[.]”
Id., [0024]. In other words, Oberheide constrains its vulnerability analysis to
vulnerabilities associated with a particular computer component or vulnerabilities
that significantly alter the computer’s capabilities after exploitation. Dec., §9222-
227.

Oberheide therefore teaches or suggests creating a constraint set comprising
“a minimum set of dependencies to operate the computer system” such that its
vulnerability analysis may be constrained to vulnerabilities that shut down the
computer system through successful exploitation and/or to vulnerabilities that render
facets of the computer system inoperable. Dec., §9225-227 (describing exploited
vulnerabilities that cause a user to lose operation of some or all of the computer
system).

Oberheide teaches or suggests constraining its analysis to specific subsets of

vulnerabilities from the set of system vulnerabilities (i.e., constraint set’), including

" The >385 Patent describes a “constraint set” as, for example, a “subset” of the total

vulnerabilities such that the “vulnerabilities in a constraint set represent the
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to vulnerabilities that would shut down the computer system. Should Patent Owner
argue Oberheide does not teach an express process for “creating” this constraint set,
Roytman teaches this.

Roytman teaches a “vulnerability threat management platform” that “rank[s]
a set of vulnerabilities of a computing asset” and identifies “[a] subset of the set of
vulnerabilities that are most vulnerable to the breach[.]” Roytman, Abstract, [0025],
[0032]-[0033], [0064]-[0068], Fig. 3. A “breach is a successful exploit[,]” that is, “a
breach is a successful attack on a computing asset by successfully exploiting a
vulnerability of the computing asset.” Id., [0032]. To identify the subset of
vulnerabilities most vulnerable to exploitation, Roytman’s threat management
platform receives vulnerability data, receives breach data, correlates vulnerability
and breach data, and then constructs a “ranked or ordered list of vulnerabilities.” 1d.,
[0025], [0033]. Roytman may “identify one or more of the most important
vulnerabilities of a customer (based on breach data associated with the
vulnerabilities). For example, the top five vulnerabilities with the highest number of
breaches (or the vulnerabilities that are associated with at least a threshold number

of breaches) in a most recent time interval are identified[.]” Id., [0059].

vulnerabilities required for some system functionality.” >385 Patent, 3:29-32, 13:7-

12.
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310
Receive, from a first source, vulnerability data that
indicates a set of vulnerabilities of one or more
computing assets in a customer network

|

320
Receive, from a second source, breach data that
indicates a set of breaches that occurred outside the
customer network
330
Identify, based on the breach data, a subset of the

set of vulnerabilities that are most vulnerable to a
breach

|

340
Cause result data that identifies the subset to be
displayed on a screen of a computing device

FIG. 3

Id., Fig. 3. “FIG. 3 illustrates an example method for identifying a subset of

vulnerabilities from a set of vulnerabilities that are most vulnerable to a breach based

on breach data.” Id., [0064]. “In step 330, a subset of the set vulnerabilities that are

most vulnerable to a breach are identified based on the breach data received.” 1d.,

[0067], [0068].

44



IPR2025-01397
Patent No. 10,313,385

A POSITA would have been motivated to modify Oberheide to rank
vulnerabilities correlated with an exploit pursuant to Roytman to create “[a] subset
of the set of vulnerabilities that are most vulnerable to the breach[.]” Dec., 49234-
238. Roytman’s ranking techniques would effectuate and improve Oberheide’s
process to constrain its vulnerability analysis to specific vulnerabilities based on
“enabled capabilities after the exploitation[.]” Dec., §9235-236. It would have
therefore been obvious to modify Oberheide to analyze and patch a subset of the
highest ranked vulnerabilities ranked according to which vulnerabilities are most
vulnerable to successful exploitation. Dec., §9235-236. Further, Roytman’s rankings
include both risk score and optionally how important the component being exploited
is. Roytman, [0044] (ranking accounting for whether a particular computing asset is
“absolutely critical for...day-to-day operations”), [0050] (discussing “risk
assessment unit”). Based on this, Roytman suggests creating a subset of
vulnerabilities with the highest rankings, including vulnerabilities with the highest
risks or that would render inoperable critical components in the system and/or the
system as a whole. Dec., 99237-238. Roytman’s subset of highest ranked
vulnerabilities thus includes vulnerabilities associated with “a minimum set of
dependencies to operate the computer system|[.]” Dec., 4238.

A POSITA would have had a reasonable expectation of success modifying

Oberheide to rank vulnerabilities to create a subset of the set of vulnerabilities that
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are most vulnerable to the breach. Dec., 9239. Such a modification would have
required simple programming changes well within the skill of a POSITA to a
system that already constrains analysis to specific vulnerabilities. Dec., 4239.

9. Claim 1(h): “applying the set of exploits to the constraint set of
the computer system;”

Oberheide’s system applies exploits to the identified subset of vulnerabilities
to determine which exploit will provide the necessary privileges for patching.

Oberheide, [0017]-[0019], [0024]-[0025]. This process is illustrated below in

Figure 6:
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Oberheide, Fig. 6. Namely, after Oberheide’s modified system identifies the
constraint set of vulnerabilities, Oberheide teaches an “exploit engine” that
“functions to execute an exploitation process.” Id., [0017]. “The exploit engine
preferably uses at least one of the vulnerabilities identified by the VAC to grant the
vulnerability tool heightened permissions within the operating system” to facilitate
a patch. 1d.; see also id., [0025] (“The exploit preferably grants the vulnerability
tool the necessary privileges to patch the vulnerability”). To accomplish this, the
“exploit engine may access a resource storing a collection of exploitation scripts or
routines” such that an “exploitation routine preferably targets at least one
vulnerability...identified by the analysis engine.” Id., [0017]; see also id., [0019]
(describing a “method for patching a device through exploitation”); [0024]
(“Entering an operating mode of escalated privileges preferably includes selecting
an appropriate vulnerability exploitation and executing the wvulnerability
exploitation™).

In other words, Oberheide’s modified system selects sets of dark net exploits
that will grant the vulnerability tool heightened permissions within the operating
system to patch the vulnerabilities identified in its constraint set. Dec., 9243.
Oberheide applies these sets of exploits against critical vulnerabilities in its
constraint set to patch those vulnerabilities (i.e., applying the set of exploits to the

constraint set of the computer system). Dec., §9241-244.
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10.  Claim 1(i): “analyzing the application of the set of exploits on the
computer system to detect a particular vulnerability of the
computer system; and”

Oberheide’s modified system teaches analyzing the application of the set of
exploits on the computer system to detect a particular vulnerability to patch, such as
the highest ranked vulnerability. Supra, Claims 1(g)-1(h); Oberheide, [0024]-
[0025].

As above, Oberheide exploits the vulnerabilities in its constraint set to gain
access to privileges necessary to patch those vulnerabilities. Supra, Claim 1(h).
Oberheide’s system is therefore “analyzing the application of the set of exploits on
the computer system” by analyzing which exploits provide the system with the
requisite privileges for patching a specific vulnerability. Dec., 4246. As modified by
Roytman, Oberheide’s system would analyze and apply exploits to identify the
highest ranked wvulnerability to patch. Dec., 9247; Roytman, [0033] (“the
vulnerability threat management platform may then provide a ranked or ordered list
of vulnerabilities which represent the order in which the vulnerabilities should be
addressed, such that the vulnerability that poses the most significant threat is
addressed first and the one that poses the least significant threat is addressed last™).
Oberheide’s system thus “detect[s] a particular vulnerability of the computer
system’ by analyzing the exploitation of those vulnerabilities to identify the highest

ranked vulnerability for patching. Dec., §9245-248.
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11.  Claim 1(j): “altering a configuration of the computer system in
response to the analysis of the application of the set of exploits to
reduce potential damage of a cyberattack.”

Oberheide’s vulnerability tool includes an “update component” that applies
“a patch or system update to resolve or reduce an existing vulnerability.” Oberheide,
[0018], [0019]. A “patch” or “system update” alters a configuration of the computer
system. Dec., 9249. The computer system is altered in response to the analysis of
the application of the set of exploits. Id. Oberheide teaches the applied exploits
“grant[] the vulnerability tool the necessary privileges to patch the vulnerability.”
Oberheide, [0025]. For instance, after applying exploits, Oberheide’s system enters
an escalated privileges mode and updates the system with a ‘“vulnerability
resolution” to resolve or reduce vulnerabilities. /d., [0026]. “Updating the system
preferably includes downloading, accessing, and/or selecting a patch or software
update that can be applied to the system.” Id. And “at least the vulnerability that is
exploited is patched.” Id. Fixing, updating, or reducing vulnerabilities reduces the
potential damage of a cyberattack. Dec., 4250.

B. Claim 8

1. Claim 8(Pre): “A method for improving a computer device, the
method comprising:”

To the extent the preamble is limiting, Oberheide teaches “[a] method for
improving a computer device[.]” Supra, Claim 1(Pre); Oberheide, [0019]

(disclosing “a method for patching a device™); Oberheide, claims 1, 11, 19.
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Protecting a computer device from vulnerabilities improves the computer device.
Dec., 19177, 252.

2. Claim 8(a): “accessing data comprising dark net information
associated with a computer system;”

Oberheide-Patsos teaches “accessing data comprising dark net information
associated with a computer system[.]” Supra, Claim 1(d); Patsos, 295-296
(describing collecting security information related to exploits from underground web
sources such as “hacking web sites™).

3. Claim 8(b): “obtaining a set of exploits from the dark net

information, the set of exploits configured to bypass a security
feature of the computer system;”

Oberheide-Patsos teaches obtaining a set of exploits from the dark net
information using a dark net crawler. Supra, Claim 1(e). These dark net exploits are
“configured to bypass a security feature of the computer system” to “grant|[] the
vulnerability tool the necessary privileges to patch the vulnerability.” Oberheide,
[0024]-[0025]; Dec., 99254-255 (explaining Claim 8(b)’s “bypass” and Claim 1(e)
“penetrate”: both refer to exploits that circumvent security features or break into
computer systems and software).

4. Claim 8(c): “applying an exploit function which takes the set of
exploits as input and returns a set of vulnerabilities;”

Oberheide-Patsos teaches applying an exploit function which takes the set of

exploits as input and returns a set of vulnerabilities. Supra, Claim 1(f).
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5. Claim 8(d)(1): “creating a constraint set of vulnerabilities of the
computer system from the set of vulnerabilities comprising a
minimum set of dependencies to operate the computer system,”

Oberheide-Patsos teaches “creating a constraint set of vulnerabilities of the
computer system” by ranking and constraining its vulnerability analysis to specific
vulnerabilities. Supra, Claim 1(g). This “constraint set” comprises “a minimum set
of dependencies to operate the computer system” such that Oberheide-Patsos’
vulnerability analysis may be constrained to vulnerabilities that shut down the
computer system through successful exploitation and/or to vulnerabilities that render
facets of the computer system inoperable. Supra, Claim 1(g).

6. Claim 8(d)(2): “wherein application of the set of exploits on the
computer system comprises determining the effect of the set of

exploits on the constraint set of vulnerabilities of the computer
system;”

Oberheide’s system applies exploits to the identified subset of vulnerabilities
to determine which exploit will provide the necessary privileges for patching. Supra,
Claim 1(h); Oberheide, [0017]-[0019], [0024]-[0025]. Oberheide determines the
effect of the set of exploits on the constraint set of vulnerabilities of the computer
system by determining which exploit provides privileges for patching. Id.; Dec.,

9241-244, 258.
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7. Claim 8(e): “analyzing an application associated with the set of
exploits on the computer system to detect a particular
vulnerability of the constraint set of vulnerabilities of the
computer system; and”

Oberheide’s modified system teaches analyzing the application of the set of
exploits on the computer system to detect a particular vulnerability to patch, such as
the highest ranked vulnerability. Supra, Claim 1(1).

8. Claim 8(f): “altering a configuration of the computer system in

response to the analysis of the application of the set of exploits to
reduce potential damage of a cyberattack.”

Oberheide’s vulnerability tool includes an “update component” that applies

“a patch or system update to resolve or reduce an existing vulnerability” such that

fixing, updating, or reducing vulnerabilities reduces the potential damage of a
cyberattack. Supra, Claim 1(j); Oberheide, [0018], [0019].

C. Claim 14: “The method of claim 8, wherein altering the configuration

of the computer system comprises installing a patch to a software

component of the computer system that is exposed by the set of
exploits to attack the computer system.”

As above in Claim 1(j), Oberheide installs patches to a software component
of the computer system which alter the configuration of the computer system. See
Claim 1(j). Oberheide teaches installing patches for the vulnerable component that
was exploited. Oberheide, [0026] (“us[ing] the privileges granted through the
exploit to resolve or reduce vulnerabilities[,]” and ““at least the vulnerability that
is exploited is patched”). Particularly, “[u]pdating the system preferably includes

downloading, accessing, and/or selecting a patch or software update that can
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be applied to the system...The updating can target only the identified
vulnerability[.]” Oberheide, [0026]; Dec., 4261.

D. Claim 15

1. Claim 15(Pre): “One or more non-transitory tangible computer-
readable storage media storing computer-executable instructions
for performing a computer process on a machine, the computer
process comprising:”

To the extent the preamble is limiting, Oberheide teaches one or more non-
transitory tangible computer-readable storage media storing computer-executable
instructions for performing a computer process on a machine. Supra, Claim 1(c).

2. Claim 15(a): “obtaining a set of exploits from dark net
information, the set of exploits configured to bypass a security
feature of a computer system;”

Supra, Claims 1(e), 8(b) (identical language).

3. Claim 15(b): “applying an exploit function which takes the set of
exploits as input and returns a set of vulnerabilities;”

Supra, Claims 1(f), 8(c) (identical language).

4. Claim 15(c): “creating a constraint set of vulnerabilities of the
computer system from the set of vulnerabilities comprising a
minimum set of dependencies to operate the computer system;”

Supra, Claims 1(g), 8(d)(1) (identical language).

5. Claim 15(d): “applying the set of exploits to the constraint set of
vulnerabilities of the computer system;”

Oberheide’s modified system teaches applying the set of exploits to the

constraint set of vulnerabilities of the computer system. Supra, Claim 1(h).
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6. Claim 15(e): “analyzing the application of the set of exploits on
the computer system to detect a particular vulnerability of the
computer system; and”

Oberheide’s modified system teaches analyzing the application of the set of
exploits on the computer system to detect a particular vulnerability to patch, such as
the highest ranked vulnerability. Supra, Claims 1(i), 8(e).

7. Claim 15(f): “altering a configuration of the computer system in

response to the analysis of the application of the set of exploits to
reduce potential damage of a cyberattack.”

Supra, Claims 1(j), 8(f) (identical language).

Vil. GROUND 3: CLAIMS 2-6, 9-12, 16, AND 17 ARE OBVIOUS OVER
OBERHEIDE, PATSOS, ROYTMAN, AND JUELS

A.  Claim 2: “The system of claim 1, wherein analyzing the application
of the set of exploits on the computer system comprises quantifying a
risk level posed to the computer system related to a cost to obtain the
set of exploits.”

Oberheide-Patsos-Roytman analyzes and applies exploits against the highest
ranked vulnerabilities. Supra, Claim 1(i); Dec., 99245-248, 275. To rank
vulnerabilities, Roytman teaches that its “vulnerability threat management platform
may provide a quantified measure, known as a risk score herein, to indicate how
vulnerable a particular asset may be of being successfully exploited or breached.”
Roytman, [0034]. For the reasons above, it would have been obvious to implement
Roytman’s ranking process, including calculating risk scores, into Oberheide’s

system. Supra, Claim 1(1); Dec., 49245-248, 276. However, Oberheide’s modified
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system does not expressly quantify risk level related to a cost to obtain exploits. It
would have been obvious to include a cost metric for exploits as taught by Juels,
when generating a risk score in Oberheide’s modified system.

Juels teaches a game-theoretic model where an attacker acts to compromise
a target computing device, and a defender acts to protect the target device. Juels,
2:32-38, 13:6-16. Because “[a]n action by either side carries a cost[,]” the actions
taken must be cost-effective. Juels, 13:12-24. In one example, the attacker chooses
between 1) a less expensive, yet less effective published exploit; or 2) a more
expensive, yet more effective zero-day exploit. Juels, 13:25-29. A POSITA would
have recognized, as taught by Jules, the well-known link between the effectiveness
of the exploit (i.e., a risk level posed to the computer system) is related to a cost to
obtain the set of exploits. Dec., §277.

A POSITA would have been motivated to further modify Oberheide to
consider exploit cost, as taught by Juels, when generating a risk score. Juels, 13:21-
34 (teaching zero-day exploits cost more but are more effective than less-expensive
published exploits); Dec., §9279-284. This modification would increase efficiency
of identifying, exploiting, and patching the highest priority vulnerabilities in
Oberheide’s system. Dec., §9280-281. For example, the modified system would
distinguish a more effective, but cost-prohibitive exploit, from a slightly less

effective, but cheap exploit. Dec., §9280-281. This would enhance selectivity of
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the vulnerabilities to be patched, leading to an overall enhanced security process.
Dec., q281.

A POSITA would have appreciated a reasonable likelihood of success
modifying Oberheide-Patsos-Roytman to generate a risk score for a vulnerability
that accounts for the cost to exploit that vulnerability. Dec., 9283. Roytman’s risk
score already accounts for how likely the vulnerability may be exploited and how
important the system component is that could be exploited. Dec., 4283. Modifying
this risk score to account for a third metric, cost to exploit, would be well within
the skill of a POSITA at the time. Dec., 9283.

B. Claim 3: “The system of claim 2, wherein the processing device

further performs the operation of: aligning Internet data with the

constraint set of vulnerabilities based on information obtained about
the set of exploits.”

As above, Oberheide-Patsos-Roytman teaches creating a “constraint set” by
constraining its vulnerability analysis to specific vulnerabilities, including by
ranking vulnerabilities, as taught by Roytman, to identify a subset of vulnerabilities
most vulnerable to exploitation. Supra, Ground 2, Claim 1(g). Roytman ranks
vulnerabilities in part by receiving “breach data, sourced from across the internet,
and correlating that data with vulnerabilities discovered in computing assets|[.]”
Roytman, [0030], [0032] (“a breach is a successful exploit™). Breach data “indicates
a set of breaches that occurred outside the customer network™ and is used to

determine “the likelihood that an exploit of a particular vulnerability of a particular
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asset will be successful.” Id., [0025], [0030]. Breach data therefore includes
“Internet data” that is “based on information obtained about the set of exploits” (i.e.,
breaches), and is aligned with the vulnerabilities such that breach data is used to
determine, in part, the vulnerability’s rank. Dec., 4285 (understanding plain meaning
of “aligning Internet data” to at least include correlating Internet data with the
vulnerabilities based on information obtained about the set of exploits).

A POSITA would have been motivated to modify and would have appreciated
a reasonable expectation of success in modifying Oberheide with Roytman for the
same reasons above. Supra, Claim 1(g); Dec. §234-240, 288.

C. Claim 4: “The system of claim 3, wherein obtaining a set of exploits

through the network connection comprises: applying one or more
algorithms to obtain the set of exploits.”

Oberheide’s modified system obtains exploits through a network connection
using, e.g., a dark net crawler. Supra, Claim 1(d) (describing Patsos’ techniques
for obtaining exploit code from underground websites); Dec., §9197-200. An
automated crawler includes one or more algorithms for obtaining exploits from
various dark net websites. Dec., 99290-292. Internet crawlers operate
algorithmically; they require a defined set of logical instructions to systematically
navigate web content and extract data. Dec., §9290-292. Indeed, dark net crawling
algorithms were well known in the art. Ex. 1015 (Olston), 230; Ex. 1018 (Fu),

1218; Dec.,9293. A POSITA would have understood Oberheide s modified system
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would have implemented known algorithms to crawl the dark net and obtain
exploits as taught by Patsos. Dec., 4293.
D. Claim 5: “The system of claim 4, wherein the one or more algorithms
determine the cost to obtain the set of exploits to create a budget and

obtains the set of exploits constrained by the determined cost to
obtain the set of exploits.”

As discussed above, Oberheide’s modified system benefits from updating its
local repository of exploit scripts with exploits from the dark net. Supra, Claim
1(d). Moreover, Oberheide’s modified system determines the cost to obtain the set
of exploits, as taught by Juels, for ranking vulnerabilities (e.g., by likelihood of
exploitation). Supra, Claim 2. Cost information would have been collected by the
dark net crawler (i.e., one or more algorithms) while obtaining the set of exploits.
Supra, Claims 1(e), 2; Dec., 9295. As such, Oberheide would have similarly
benefitted from buying exploits based on collected cost information to update its
repository and creating a budget to regulate this system. Dec., 4295.

It would have been obvious to create a budget and obtain the set of exploits
constrained by the determined cost to obtain the set of exploits. Juels’ “Host
Takeover” version of its game-theoretic model involves an attacker trying to
“compromise [a] device by exploiting a software vulnerability[.]” Juels, 13:5-34.
The compromises available to the attacker for exploitation have “varying costs[,]”
such as a “zero-day exploit” costing more than “a published exploit,” forcing the

players to “choose among a set of actions with varying costs and effectiveness.” /d.
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Juels specifies the players have certain “[bJudgets” they can’t exceed, providing an
“upper bounds...on the players’ respective move rates.” Id., 36:28-33. For
example, a player may be limited in their play rate by a “financial budget[.]” 1d.,
37:4-9. In other words, Juels’s model links the cost of an exploit to a financial
budget that constrains the player’s ability to obtain exploits. Dec., §9296-297.

A POSITA would have understood, based on Juels’s teachings, that for
obtaining costly exploits in Oberheide’s modified system, it would be beneficial to
have a budget constraining the system from purchasing all exploits it found. Dec.,
9300-302. Such a system would otherwise suffer from runaway purchasing
power, spending an unforeseen amount on updating exploits in its repository. Dec.,
4300-302. Moreover, by constraining the system by cost, Oberheide would only
purchase exploits it knew would substantially benefit the system. Dec., §4300-302.
For example, in ranking exploits, Oberheide may identify two top exploits
providing nearly the same privilege level, or risk level, required for patching a
subset of vulnerabilities. However, Oberheide’s system, including cost, determines
the top-ranked exploit was much more expensive than the second-ranked exploit.
In this example, Oberheide’s system would benefit by purchasing and reranking
the second-ranked exploit over the top-ranked exploit. Dec., §302.

A POSITA would have had a reasonable likelihood of success in modifying

Oberheide in this way for the same reasons above. Supra, Claim 2.
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E. Claim 6: “The system of claim S, wherein obtaining the set of exploits
is based on maximizing the quantifying of the risk level posed to the
computer system related to the cost to obtain the set of exploits.”

Oberheide’s system, as modified by Juels, teaches obtaining the set of
exploits based on maximizing the quantifying of the risk level posed to the
computer system related to the cost to obtain the set of exploits. Supra, Claim 5
(providing example of maximizing the quantifying of the risk level of two exploits
as related to the cost to obtain the set of exploits); Dec., §305.

More specifically, Oberheide-Patsos-Roytman-Juels teaches quantifying a
risk level posed to the computer system related to the cost to obtain the set of
exploits. Supra, Claim 2. For example, the risk level “indicates how vulnerable a
particular asset may be of being successfully exploited or breached.” Roytman,
[0069]. “[T]he risk score may represent a value between 0 and 1000, where the
higher the number, the more at risk that particular computing asset or group
of assets 1s of being successfully exploited or breached.” Roytman, [0034].

The attacker in Juels ’ game-theoretic model is best able to exploit a software
vulnerability by obtaining exploits that will be “more effective” against the targeted
vulnerability. Juels, 13:6-15, 13:21-34. Thus, quantifying the risk level is
“maximized” by obtaining exploits, as permitted by cost, that may most effectively

exploit the computer system.
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As discussed in Claim 2, a POSITA would have found it obvious to modify
Oberheide, Roytman, and Juels. Supra, Claim 2. The “more effective” an exploit
is against a targeted vulnerability, such as a computer system or asset, the more
vulnerable that target is to being “successfully exploited or breached” by that
exploit. Juels, 13:25-29; Roytman, [0034]. This, in turn, means a higher risk level
is assigned to that targeted vulnerability. Dec., 49308-309. As discussed above in
Claims 2 and 5, however, obtaining exploits from the dark net comes at a cost, and
the budget is not limitless. See Claims 2 and 5. With that backdrop, a POSITA
would have understood that “maximizing [. . .] the risk level posed to the computer
system” 1s limited by the effectiveness of the exploits the POSITA may obtain
based on the exploit budget. Dec., §310.

A POSITA would have appreciated a reasonable expectation of success
further modifying Oberheide’s modified system to maximize the risk level versus
costs. Roytman’s ‘“risk score” i1s determined “based upon several contextual
factors[.]” Roytman, [0070]. Roytman’s factors are non-exhaustive, but include
“the prevalence (or number) of available exploits for each vulnerability, popularity
of the computing asset or [. . .] difficulty of exploiting the vulnerability[.]” Id. It
would have required simple programming changes to consider exploit cost as a
factor. Dec., 99311-312. This cost may limit the number and/or type of exploits

purchased, as well as the effectiveness of the exploits available based on the budget.
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A POSITA under these constraints would also understand that these factors directly
impact the risk level assigned to the target computer system. Supra, Claim 2.
F. Claim 9: “The method of claim 8, wherein analyzing the application
of the set of exploits on the computer system comprises quantifying a

risk level posed to the computer system related to a cost to obtain the
set of exploits.”

Oberheide’s modified system teaches quantifying a “risk score” related to a

cost to obtain a set of exploits. Supra, Claim 2.
G. Claim 10: “The method of claim 9, wherein obtaining a set of exploits
comprises: applying one or more algorithms to obtain the set of

exploits based on the constraint set of vulnerabilities of the computer
system from one or more darknet marketplaces on the Internet.”

Oberheide’s modified system teaches applying one or more algorithms to
obtain the set of exploits. Supra, Claim 4. To the extent Claim 10 is interpreted to
require the constraint set of vulnerabilities of the computer system to be determined
before obtaining the set of exploits, Oberheide teaches this. Oberheide teaches
“vulnerabilities are identified...for a particular component or set of components”
(i.e., constraint set of vulnerabilities). Oberheide, [0020]. Oberheide’s method then
“select[s] an appropriate vulnerability exploitation and execut[es] the vulnerability
exploitation” to gain “escalated privileges” through the vulnerability to “fix or lessen
the threat.” Id., [0024] (teaching a situation with multiple vulnerabilities where an
exploit is selected from a group of exploits “based on the...enabled capabilities after

the exploitation[.]”). Oberheide therefore obtains a set of exploits from its repository
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based on the constraint set of vulnerabilities of the computer system. Dec., §9315-
316.
As modified by Patsos, Oberheide obtains the vulnerabilities “from one or
more darknet marketplaces on the Internet.” Supra, Claim 1(d); Dec., §9189-204,
312 (describing how “hacking web sites” in Patsos would be equivalent to a “darknet
marketplace” as claimed). To the extent that Patent Owner alleges a “hacking web
site” providing “exploits (and actual exploit code)” is not a darknet marketplace, a
POSITA would have found it obvious to modify Oberheide to obtain exploits based
on cost from a dark web “marketplace[.]” Supra, Claim 5; Dec., §9317-318. Indeed,
dark net marketplaces were widely known repositories for exploit data with well-
understood algorithms available in the industry to obtain exploits from those
marketplaces. Dec., §318; Ex. 1021 (Miller), 2; Ex. 1042 (Kumar).
H. Claim 11: “The method of claim 10, wherein the one or more
algorithms determine the cost to obtain the set of exploits to create a

budget and obtains the set of exploits constrained by the determined
cost to obtain the set of exploits.”

Oberheide’s modified system teaches crawling exploits from the dark net
based on risk and cost and therefore teaches the method of Claim 11. Supra, Claim

5.
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Claim 12: “The method of claim 11, where obtaining the set of
exploits is based on maximizing the quantifying of the risk level posed
to the computer system related to the cost to obtain the set of
exploits.”

Oberheide’s modified system teaches the method of Claim 12. See Claim 6.

J.

Claim 16: “The one or more non-transitory computer-readable
storage media of claim 15, wherein analyzing the application of the
set of exploits on the computer system comprises quantifying a risk
level posed to the computer system related to a cost to obtain the set
of exploits.”

Oberheide’s modified system teaches one or more non-transitory computer-

readable storage media storing instructions for performing this process. Supra,

Claim 2.

K.

Claim 17: “The one or more non-transitory computer-readable
storage media of claim 15, wherein obtaining a set of exploits
comprises applying one or more algorithms to obtain the set of
exploits from one or more darknet marketplaces on the Internet.”

Oberheide’s modified system teaches applying one or more algorithms to

obtain the set of exploits from one or more darknet marketplaces on the Internet.

Supra, Claims 1(e), 4, 10; Dec., 99290-294, 315-319, 323.

VIII. GROUND 4: CLAIMS 7 AND 13 ARE OBVIOUS OVER OBERHEIDE,
PATSOS, ROYTMAN, AND WOLFF

A.

Claim 7: “The system of claim 1, wherein altering the configuration
of the computer system comprises removing a software component of
the computer system that is utilized by the set of exploits to attack the
computer system.”

Oberheide teaches “altering the configuration of the computer system” by

applying a patch or software update to a software component of the computer
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system that is utilized by the set of exploits to attack the computer system. Supra,
Claim 1(j); Oberheide, [0026] (“[p]referably at least the vulnerability that is
exploited is patched” and “patch[ing] the vulnerable software component”).
While Oberheide’s system “enable[s] capabilities to fix, update, and/or reduce the
vulnerabilities[,]” (Oberheide, [0013]) Oberheide does not expressly teach removal
of the exploited software component during patching. It would have been obvious
to modify Oberheide pursuant to Wolff to remove the exploited software
component.

Wolff teaches remediating a client computer by applying a remedial exploit
to a software vulnerability. Wolff, [0014]-[0015], [0028]. The remedial exploit
carries a self-healing payload, which “inserts itself into the client computer [and]
take[s] steps to remedy the vulnerability[.]” Id., [0016], [0027] (“[t]he remedial
exploit may rely on the same vulnerability that is the intended target of the original
malicious exploit”). Remedies include “removing software[.]” Id., [0028]
Removing a software component alters the computer system to “ameliorate or
eliminate the malicious exploit’s ability to cause harm([.]” /d., [0028], [0047].

A POSITA would have been motivated to modify Oberheide in light of
Wolff’s teaching to remove the software to prevent future exploitation. Dec., §9333-
337. This modification enhances Oberheide’s options to facilitate remediation by

including other actions such as removing the exploited software. Wolff, [0028].
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Moreover, Oberheide’s preferred actions to “resolve or reduce vulnerabilities”
include “downloading, accessing, and/or selecting a patch or software update that
can be applied to the system.” Oberheide, [0026], [0013] (teaching employing either
“a persistent fix [or] a non-persistent computing system patch”). Merely reducing a
vulnerability or applying a temporary patch may not ultimately resolve the issue.
Dec., 99334-335. A POSITA would thus have been motivated to add an option to
remove a vulnerable software component, as taught by Wolff, in scenarios where a
simple patch will not fully resolve the issue. Dec., 49334-335.

A POSITA would have had a reasonable expectation of success making this
modification because both Oberheide and Wolff provide methods of exploiting
vulnerabilities for self-healing purposes. Oberheide, Abstract, [0013], [0019], Fig.
6; Wolff, [0014]-[0016], [0027]-[0028]. As such, modifying Oberheide’s method of
self-healing to include the ability to remove the vulnerable software component
would have required simple programming techniques known to a POSITA (e.g.,
invoking existing OS tools used to uninstall a software package). Dec., 4336. This
modification would have used known techniques for removing exploited software
components to improve Oberheide’s system and yield predictable results. Dec.,

1336.
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B. Claim 13: “The method of claim 8, wherein altering the configuration
of the computer system comprises removing a software component of
the computer system that is utilized by the set of exploits to attack the
computer system.”

Oberheide as further modified by Wolff teaches altering the configuration of
the computer system by removing a software component of the computer system
that 1s utilized by the set of exploits to attack the computer system. Supra, Claim 7.

IX. CONCLUSION

For the foregoing reasons, Petitioner respectfully requests inter partes review
of the Challenged Claims.

Respectfully submitted,

BY: /s/Paul R. Hart
Paul R. Hart, Reg. No. 59,646

COUNSEL FOR PETITIONER
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CLAIM LISTING APPENDIX
U.S. Patent No. 10,313,385 for Claims 1-17

Claim
Designation

Claim Language

Claim 1(Pre)

A system for protecting a computer system from attack, the
system comprising:

Claim 1(a)

a network connection;

Claim 1(b)

a processing device; and

Claim 1(c)

a non-transitory computer-readable medium connected to the
processing device configured to store instructions that, when
executed by the processing device, performs the operations of:

Claim 1(d)

accessing data through the network connection, the data
comprising dark net information associated with exploits of a
computer system, comprising:

Claim 1(e)

obtaining a set of exploits from the dark net information, the
set of exploits configured to penetrate the computer system;

Claim 1(f)

applying an exploit function which takes the set of exploits as
input and returns a set of vulnerabilities;

Claim 1(g)

creating a constraint set of the computer system from the set of
vulnerabilities, the constraint set comprising a minimum set of
dependencies to operate the computer system,;

Claim 1(h)

applying the set of exploits to the constraint set of the
computer system;

Claim 1(1)

analyzing the application of the set of exploits on the computer
system to detect a particular vulnerability of the computer
system; and

Claim 1(j)

altering a configuration of the computer system in response to
the analysis of the application of the set of exploits to reduce
potential damage of a cyberattack.

Claim 2

The system of claim 1, wherein analyzing the application of
the set of exploits on the computer system comprises
quantifying a risk level posed to the computer system related
to a cost to obtain the set of exploits.

Claim 3

The system of claim 2, wherein the processing device further
performs the operation of: aligning Internet data with the
constraint set of vulnerabilities based on information obtained
about the set of exploits.
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Claim
Designation

Claim Language

Claim 4

The system of claim 3, wherein obtaining a set of exploits
through the network connection comprises: applying one or
more algorithms to obtain the set of exploits.

Claim 5

The system of claim 4, wherein the one or more algorithms
determine the cost to obtain the set of exploits to create a
budget and obtains the set of exploits constrained by the
determined cost to obtain the set of exploits.

Claim 6

The system of claim 5, where obtaining the set of exploits is
based on maximizing the quantifying of the risk level posed to
the computer system related to the cost to obtain the set of
exploits.

Claim 7

The system of claim 1, wherein altering the configuration of
the computer system comprises removing a software
component of the computer system that is utilized by the set of
exploits to attack the computer system.

Claim 8(Pre)

A method for improving a computer device, the method
comprising:

Claim 8(a)

accessing data comprising dark net information associated
with a computer system,;

Claim &(b)

obtaining a set of exploits from the dark net information, the
set of exploits configured to bypass a security feature of the
computer system,

Claim 8(c)

applying an exploit function which takes the set of exploits as
input and returns a set of vulnerabilities;

Claim 8(d)(1)

creating a constraint set of vulnerabilities of the computer
system from the set of vulnerabilities comprising a minimum
set of dependencies to operate the computer system,

Claim 8(d)(2)

wherein application of the set of exploits on the computer
system comprises determining the effect of the set of exploits
on the constraint set of vulnerabilities of the computer system;

Claim 8(e)

analyzing an application associated with the set of exploits on
the computer system to detect a particular vulnerability of the
constraint set of vulnerabilities of the computer system; and

Claim 8(f)

altering a configuration of the computer system in response to
the analysis of the application of the set of exploits to reduce
potential damage of a cyberattack.




IPR2025-01397
Patent No. 10,313,385

Claim
Designation

Claim Language

Claim 9

The method of claim 8, wherein analyzing the application of
the set of exploits on the computer system comprises
quantifying a risk level posed to the computer system related
to a cost to obtain the set of exploits.

Claim 10

The method of claim 9, wherein obtaining a set of exploits
comprises: applying one or more algorithms to obtain the set
of exploits based on the constraint set of vulnerabilities of the
computer system from one or more darknet marketplaces on
the Internet.

Claim 11

The method of claim 10, wherein the one or more algorithms
determine the cost to obtain the set of exploits to create a
budget and obtains the set of exploits constrained by the
determined cost to obtain the set of exploits.

Claim 12

The method of claim 11, where obtaining the set of exploits is
based on maximizing the quantifying of the risk level posed to
the computer system related to the cost to obtain the set of
exploits.

Claim 13

The method of claim 8, wherein altering the configuration of
the computer system comprises removing a software
component of the computer system that is utilized by the set of
exploits to attack the computer system.

Claim 14

The method of claim 8, wherein altering the configuration of
the computer system comprises installing a patch to a software
component of the computer system that is exposed by the set
of exploits to attack the computer system.

Claim 15(Pre)

One or more non-transitory tangible computer-readable
storage media storing computer-executable instructions for
performing a computer process on a machine, the computer
process comprising:

Claim 15(a)

obtaining a set of exploits from the dark net information, the
set of exploits configured to bypass a security feature of a
computer system;

Claim 15(b)

applying an exploit function which takes the set of exploits as
input and returns a set of vulnerabilities;

Claim 15(c)

creating a constraint set of vulnerabilities of the computer
system from the set of vulnerabilities comprising a minimum
set of dependencies to operate the computer system;
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Claim
Designation

Claim Language

Claim 15(d)

applying the set of exploits to the constraint set of
vulnerabilities of the computer system;

Claim 15(e)

analyzing the application of the set of exploits on the computer
system to detect a particular vulnerability of the computer
system; and

Claim 15(f)

altering a configuration of the computer system in response to
the analysis of the application of the set of exploits to reduce
potential damage of a cyberattack.

Claim 16

The one or more non-transitory computer-readable storage
media of claim 15, wherein analyzing the application of the set
of exploits on the computer system comprises quantifying a
risk level posed to the computer system related to a cost to
obtain the set of exploits.

Claim 17

The one or more non-transitory computer-readable storage
media of claim 15, wherein obtaining a set of exploits
comprises applying one or more algorithms to obtain the set of
exploits from one or more darknet marketplaces on the
Internet.
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