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Doc Code: MES.IHEB
Document Description: Certification of Micro Entity Status (Education Basis) PTO/SB/15B (07-14)

CERTIFICATION OF MICRO ENTITY STATUS
(INSTITUTION OF HIGHER EDUCATION BASIS)

Application Number or Control Number (if applicable): Patent Number (if applicable):
First Named Inventor: Title of Invention:
R evan th P ati I SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN ON|

CERTIFICATION ON THE BASIS OF EMPLOYMENT BY AN INSTITUTION OF HIGHER EDUCATION
The applicant hereby certifies the following—
The applicant qualifies as a small entity as defined in 37 CFR 1.27.

The applicant’s employer, from which the applicant obtains the majority of the applicant’s income, is an
institution of higher education as defined in section 101(a) of the Higher Education Act of 1965 (20 U.S.C.
1001(a)).

SIGNATURE by an githorized party set forth in 37 CFR 1.33(b)

Signature

Name

Date Telephone Registration No.

D There is more than one inventor and | am one of the inventors who are jointly identified as the applicant. The required
additional certification form(s) signed by the other joint inventor(s) are included with this form.

CERTIFICATION ON THE BASIS OF ASSIGNMENT OR OBLIGATION TO ASSIGN TO AN INSTITUTION OF HIGHER
EDUCATION

The applicant hereby certifies the following—

The applicant qualifies as a small entity as defined in 37 CFR 1.27.

The applicant has assigned, granted, conveyed, or is under an obligation by contract or law, to assign, grant, or
convey, a license or other ownership interest in the particular application to an institution of higher education as
defined in section 101(a) of the Higher Education Act of 1965 (20 U.S.C. 1001(a)).

SIGNATURE by an authorized party set forth in 37 CFR 1.33(b)

Signature /Timothy Fontes/
Name Timothy Fontes
Date 2019-05-07 Telephone |602-650-2000 Registration No. | 70801

D There is more than one inventor and | am one of the inventors who are jointly identified as the applicant. The required
additional certification form(s) signed by the other joint inventor(s) are included with this form.

NOTE: A signed copy of this “institution of higher education basis” micro entity certification form
(PTO/SB/15B) filed together with a signed copy of the “gross income basis” micro entity certification
form (PTO/SB/15A) will be taken to be a representation that any inventor or person applying for a
patent as provided in 37 CFR 1.46 not qualifying on the “gross income basis” qualifies on the “institution
of higher education basis.”

IPR2025-01398
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

IPR2025-01398
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE
LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK

WEB

First Named Inventor/Applicant Name:

Revanth Patil

Filer:

Timothy D. Fontes/Rebecca Endsley

Attorney Docket Number:

055743-621457 (M18-191P)

Filed as Micro Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
BASIC FILING FEE-UTILITY 3011 1 75 75
UTILITY SEARCH FEE 3111 1 165 165
UTILITY EXAMINATION FEE 331 1 190 190
Pages:
Claims:
Miscellaneous-Filing:
LATE FILING FEE FOR OATH OR DECLARATION 3051 1 40 40

Petition:

IPR2025-01398
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Sub-Total in

Description Fee Code Quantity Amount USD($)
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 470

IPR2025-01398
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Electronic Acknowledgement Receipt

EFS ID: 35944420
Application Number: 16405612
International Application Number:
Confirmation Number: 4562

Title of Invention:

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE
LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK
WEB

First Named Inventor/Applicant Name:

Revanth Patil

Customer Number:

27148

Filer:

Timothy D. Fontes/Rebecca Endsley

Filer Authorized By:

Timothy D. Fontes

Attorney Docket Number:

055743-621457 (M18-191P)

Receipt Date: 07-MAY-2019
Filing Date:
Time Stamp: 17:12:22

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes
Payment Type DA
Payment was successfully received in RAM $470

RAM confirmation Number

050819INTEFSW00004567501662

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

IPR2025-01398
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
147340
1 Application Data Sheet WebADS.pdf no 8
10094e044dcfc5ad258f837€919025¢1 e493]
1767
Warnings:
Information:
1371053
5 Drawmgs—onlg bIaFk and white line 621457 _Figures.pdf o 1
rawi ng 5 €79447e76925a23699%a7ee52a201fffoel1b)
b0a6
Warnings:
Information:
373397
621457 _Specification_Claims
3 - . - yes 33
AbStraCt.pdf 0000fed2486a157bbfd6ce4562128a4cof68]
6dee
Multipart Description/PDF files in .zip description
Document Description Start End
Abstract 33 33
Claims 28 32
Specification 1 27
Warnings:
Information:
121434
4 Certification of Micro Entity (Education | 621457_Certification_of_Micro o 2
BaSIS) _Entlty_Status.pdf 38e00c6dbad3c97760966766c5aec7b7832)
64af3
Warnings:
Information:
37085
5 Fee Worksheet (SB06) fee-info.pdf no 2
8ba871281e9a5f3f31d09b4e2ec48b97999
41cea -
IPR2025-01398
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Warnings:

Information:

Total Files Size (in bytes): 2050309

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

IPR2025-01398
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PTO/AIA/4
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Attorney Docket Number 055743-621457 (M18-191P)

Application Data Sheet37 CFR 1.76

Application Number

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MCRE LABELS TO DISCUSSION TOPICS SHOWN IN

Title of Invention | 5 N FORUMS ON THE DARK WEB

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
biblicgraphic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the document
may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 37
CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

[

Inventor Information:

Inventor 1

Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Revanth Patil
Residence Information (Select One) (®) US Residency (O Non USResidency (O Active US Military Service
City | Tempe State/Province AZ Country of Residence i us
Mailing Address of Inventor:
Address 1 699 S. Mills Avenue
Address 2 Suite 601, Room 691AA
City | Tempe | State/Province | AZ
Postal Code 85281 Country i us
Inventor 2
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Paulo Shakarian
Residence Information (Select One) (®) US Residency (O Non US Residency (O Active US Military Service
City | Tempe State/Province AZ Country of Residence i us
Mailing Address of Inventor:
Address 1 699 S. Mills Avenue
Address 2 Suite 601, Room 691AA
City | Tempe | State/Province | AZ
Postal Code 85281 Country i us

Inventor 3

Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Ashkan Aleali IPR2025-013906
WEB ADS 1.0 CrowdStrike EXT002 Page 9



PTO/AIA/14 (08-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.5. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it contains a valid OMB control number.

Attorney Docket Number 055743-621457 (M18-191P)

Application Data Sheet37 CFR 1.76
Application Number

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN

Title of Invention | 50\ NF FORUMS ON THE DARK WEB

Residence Information (Select One) (®) USResidency (O Non USResidency (O Active US Military Service

City Tempe State/Province AZ Country of Residence i us

Mailing Address of Inventor:

Address 1 699 S. Mills Avenue
Address 2 Suite 601, Room 691AA
City | Tempe | State/Province | AZ
Postal Code | 85281 | Country i | us
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Ericsson Marin
Residence Information (Select One) (®) US Residency (O Non US Residency (O Active US Military Service
City | Tempe State/Province AZ Country of Residence i us

Mailing Address of Inventor:

Address 1 699 S. Mills Avenue

Address 2 Suite 601, Room 691AA

City Tempe | State/Province | AZ
Postal Code | 85281 | Country i | us

All Inventors Must Be Listed - Additional Inventor Information blecks may be generated

within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] AnAddress is being provided for the correspondence Information of this application.

Customer Number 27148

Email Address uspt@polsinellicom | Add Email | | Remove Email

Application Information:

Title of the Invention g‘:lso'l'vla!:sl hll\gg I{\:\:gl:ggj;g)gﬁl#ﬁéﬂg{gﬁ%é‘é ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS
Attorney Docket Number | 055743-621457 (M18-191P) Small Entity Status Claimed X

Application Type Nonprovisional

Subject Matter Utility

Total Number of Drawing Sheets (if any) 1 Suggested Figure for Publication {if any)}

IPR2025-01398
WEB ADS 1.0 CrowdStrike EX1002 Page 10



PTO/AIA/14 (08-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.5. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it contains a valid OMB control number.

.. Attorney Docket Number 055743-621457 (M18-191P)
Application Data Sheet37 CFR 1.76

Application Number

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN

Title of Invention | 50\ NF FORUMS ON THE DARK WEB

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S.C. 111(c} and 37 CFR 1.57{a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section{s) below (i.e., "Domestic Benefit/National Stage Information” and “Foreign Priority Information®).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previcusly Filing date {YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:

[ ] Request Early Publication {Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under 35US5.C
] 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of an
application filed in another country, or under a multilateral international agreement, that requires publication at eighteen
PP ry g q p g
months after filing.

Representative Information:

Representative informaticn should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer Number
will be used for the Representative Information during processing.

Please Select One: (® Customer Number (O) US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number 27148
Prefix Given Name Middle Name Family Name Suffix

Remove

Registration Number

Prefix Given Name Middle Name Family Name Suffix

Remove

Registration Number

Additional Representative Information blocks may be generated within this form by
selecting the Add button.

IPR2025-01398
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PTO/AIA/14 (08-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.5. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it contains a valid OMB control number.

Attorney Docket Number 055743-621457 (M18-191P)

Application Data Sheet37 CFR 1.76
Application Number

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN

Title of Invention | 50\ NF FORUMS ON THE DARK WEB

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e}, 120, 121, 365(c), or 386(c) or indicate National
Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes the specific
reference required by 35 U.5.C. 119(e} or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
Claims benefit of provisional 62668878 2018-05-09

Additional Domestic Benefit/National Stage Data may be generated within this form by
selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for pricrity as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application that is eligible
for retrieval under the priority document exchange program {PDX) the information will be used by the Office to automatically attempt retrieval
pursuant to 37 CFR 1.55(i){1) and (2). Under the PDX program, applicant bears the ultimate responsibility for ensuring that a copy of the foreign
application is received by the Office from the participating foreign intellectual property office, or a certified copy of the foreign priority
application is filed, within the time period specified in 37 CFR 1.55(g){1).

Application Number CountryI Filing Date (YYYY-MM-DD) Access Codel(if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the Add
button.

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16,2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

IPR2025-01398
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PTO/AIA/14 (08-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.5. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it contains a valid OMB control number.

Attorney Docket Number 055743-621457 (M18-191P)

Application Data Sheet37 CFR 1.76

Application Number

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN

Title of Invention | 50\ NF FORUMS ON THE DARK WEB

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written authority to
permit a participating foreign intellectual property (IP) office access to the instant application-as-filed {see paragraph A in
subsection 1 below) and the European Patent Office (EPO} access to any search results from the instant application {see
paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an application.
After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind authorization for access
by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX)} - Unless box A in subsection 2 (opt-out of authorization) is checked, the undersigned
hereby grants the USPTO authority to provide the European Patent Office {EPQO), the Japan Patent Office (JPO), the Korean
Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’s Republic of China (SIPO), the World
Intellectual Property Organization (WIPQ), and any other foreign intellectual property office participating with the USPTO in a
bilateral or multilateral priority document exchange agreement in which a foreign application claiming priority to the instant
patent application is filed, access to: (1} the instant patent application-as-filed and its related bibliographic data, (2) any foreign
or domestic application to which priority or benefit is claimed by the instant application and its related bibliographic data, and
(3) the date of filing of this Authorization. See 37 CFR 1.14(h)(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search results from
the instant patent application when a European patent application claiming priority to the instant patent application is filed. See
37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a copy of
search results from the instant application without delay in a European patent application that claims priority to the instant
application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with any
documents and information identified in subsection 1A above.

u B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant application.

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the application in
accordance with 37 CFR 1.14.

IPR2025-01398
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PTO/AIA/14 (08-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.5. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it contains a valid OMB control number.

.. Attorney Docket Number 055743-621457 (M18-191P)
Application Data Sheet37 CFR 1.76

Application Number

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN

Title of Invention | 50\ NF FORUMS ON THE DARK WEB

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR to have
an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. The
information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 1.43; or the
name and address of the assighee, person to whom the inventor is under an obligation to assign the invention, or person who otherwise shows
sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an applicant under 37 CFR 1.46 {assignee,
person to whom the inventor is obligated to assign, or person who otherwise shows sufficient proprietary interest) together with one or more
joint inventors, then the joint inventor or inventors who are also the applicant should be identified in this section.

() Assignee (O Legal Representative under 35 US.C. 117 (O JointInventor

Q Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix

Mailing Address Information For Applicant:

Address 1

Address 2

City State/Province
CountryI Postal Code
Phone Number Fax Number
Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

IPR2025-01398
WEB ADS 1.0 CrowdStrike EX1002 Page 14




PTO/AIA/14 (08-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.5. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it contains a valid OMB control number.

Attorney Docket Number 055743-621457 (M18-191P)

Application Data Sheet37 CFR 1.76

Application Number

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN

Title of Invention | 50\ NF FORUMS ON THE DARK WEB

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of
CFR to have an assignment recorded by the Office.

Assignee 1
Complete this section if assignee information, including non-applicant assignee infermation, is desired to be included on the patent application
publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application publication as an

applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the patent application
publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. X

Organization Name Arizona Board of Regents on Behalf of Arizona State University

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1 699 S. Mills Avenue

Address 2 Suite 601, Room 691AA

City Tempe State/Province AZ
Country i us Postal Code 85281
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

IPR2025-01398
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PTO/AIA/14 (08-15)
Approved for use through 04/30/2017. OMB 0651-0032
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ABSTRACT
Embodiments of a computer-implemented system for improving classification

of data associated with the deep web or dark net are disclosed.
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CLAIMS
What is claimed is:

1. A computer-implemented system for improving classification of criminal
activities arising from cyber environments, comprising:
a processor configured to:
access a ground truth dataset generated from deep web forum
information, the ground truth dataset defining a predetermined
tag hierarchy including predetermined tag labels corresponding
topics of the deep web forum information;
access data related to a discussion topic for classification from a deep
web forum;
extract a set of features from the data by assigning word vectors or
paragraph vectors to the data; and
apply a machine classifier to the set of features to generate a
prediction list of tags for classifying the discussion topic,
wherein the machine classifier is trained to maintain the predetermined
tag hierarchy by regulating modification to parent and child tags
associated with a predicted tag of the prediction list of tags
based on a prediction probability of the predicted tag and
predetermined tag thresholds assigned to the parent and child

tags.

2. The computer-implemented system of claim 1, wherein the predetermined tag
hierarchy is divided into parent tags and child tags, wherein a topic
represented by a child tag is representative of a subset of a topic represented
by a parent tag, wherein each child tag corresponds to a particular parent tag,

and each tag is assigned a corresponding probability value.

3. The computer-implemented system of claim 1, wherein the processor is
configured to remove a child tag of the prediction list of tags corresponding to

a parent tag from the prediction list of tags where a probability value

oRTeTe2 28 IPR2025-01398
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associated with the child tag is below a predetermined threshold value.

The computer-implemented system of claim 1, wherein the processor is
configured to add a parent tag corresponding to a child tag if a probability
value associated with the parent tag is above a predetermined threshold

value.

The computer-implemented system of claim 1, wherein the set of features are
extracted using textual feature extraction to identify tags associated with topic
titles of the data.

The computer-implemented system of claim 1, wherein a set of synthetic data
samples are created for addition to the ground truth dataset to address class
imbalance by creating a set of synthetic sample points along a line defined
between a first minority feature vector and a second feature vector and adding

the set of synthetic sample points to the ground truth dataset.

The computer-implemented system of claim 1, wherein the ground truth
dataset is supplemented by, for every sample of the ground truth dataset in a
minority class, adding top similar documents from the deep web forum
information, as identified using an elastic search similarity score, and adding

them to the ground truth dataset.

The computer-implemented system of claim 1, wherein the data is parsed and
segmented into tokens, and predetermined characters and predetermined

common words are removed from the data.

The computer-implemented system of claim 1, wherein words within the data

are reduced to their root form using stemming and lemmatization procedures.

The computer-implemented system of claim 1, wherein the set of features are
extracted from the data using a neural network, wherein the neural network is
configured to learn a continuous distributed vector representation for

documents and words within the data.

68376746.2 29 IPR2025-01398
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11.  The computer-implemented system of claim 1, further comprising:

a crawler in operable communication with the processor and operable
to traverse a plurality of deep web websites to retrieve Internet
documents forming at least a portion of the deep web forum
information.

12. A method, comprising:
configuring a processor for executing operations including:

accessing a plurality of documents from deep web forums, each of the
plurality of documents defining a topic;

generating a ground truth dataset from the data, the ground truth
dataset defining a predetermined tag hierarchy including
predetermined tag labels corresponding to the topic of each of
the plurality of documents;

modifying the ground truth dataset in view of a minority class to
address class imbalance; and

generating a machine classifier to classify additional documents from
the deep web forums, the machine classifier configured to
maintain the predetermined tag hierarchy defined by the ground
truth dataset.

13.  The method of claim 12, further comprising modifying the ground truth dataset
by introducing an additional document topically similar to the minority class,
the additional document found by assigning an elastic search similarity score

to each of the plurality of documents.

14.  The method of claim 12, wherein a line is defined between a minority class

feature vector and a nearest neighbor feature vector.

15.  The method of claim 14, wherein a synthetic minority sample is added to the
ground truth dataset by selecting a random point along the line defined
between the minority class feature vector and the nearest neighbor feature

vector is chosen and adding the random point to the minority class feature

oRTeTe2 30 IPR2025-01398
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vector.

16. The method of claim 12, further comprising generating the ground truth
dataset by leveraging a spider program to crawl one or more deep web

forums and retrieve HTML pages.

17.  The method of claim 12, further comprising parsing the data to extract
predetermined information related to the deep web forums including a topic
title, a topic content, a post content, a topic author, a post author, an author

reputation, and a posted date.

18. A method, comprising:
configuring a processor for executing operations including:

accessing data associated with a deep web forum, the data defining a
topic for classification;

extracting a set of features from the data as inputs for a machine
classifier; and

apply a machine classifier to the set of features to generate a
prediction list of tags for classifying the topic,

wherein the machine classifier is configured to maintain a
predetermined tag hierarchy by regulating modification to parent
and child tags associated with a predicted tag of the prediction
list of tags based on a prediction probability of the predicted tag
and predetermined tag thresholds assigned to the parent and

child tags.

19.  The method of claim 18, further comprising:
outputting an update to the prediction list of tags, a total number of the
tags of the prediction list of tags being different from the update
to the prediction list of tags to maintain the predetermined tag

hierarchy.

oRTeTe2 31 IPR2025-01398
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20.  The method of claim 18, further comprising generating the predetermined tag

hierarchy based on a ground truth dataset, and leveraging semi-supervised

learning to address class imbalance and increase accuracy of the machine
classifier.
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SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE
OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE

FORUMS ON THE DARK WEB
CROSS REFERENCE TO RELATED APPLICATIONS
[0001] This is a U.S. non-provisional patent application that claims
benefit to U.S. provisional patent application serial number 62/668,878 filed on May

9, 2018, which is incorporated by reference in its entirety.

FIELD
[0002] The present disclosure generally relates to systems and
methods for automatically assigning one or more labels or tags related to various

discussion forum topics on the dark web or deep web.

BACKGROUND

[0003] The ability to traverse the Internet with complete anonymity
provides online platforms for illegal activities such as credit card fraud, identity theft,
leaks of sensitive information and sharing hacking information. One of the most
prevalent cyber environments that emerged in the last decade and contributed to the
achievement of those criminal tasks are dark web forums, since these forums
include encryption technology to prevent monitoring and also provide protection from
unauthorized users. Table 1 provides the details of thirteen broad categories of data
seen in web based hidden services on the dark web, having discussion forums as
the main supplier platform for the spread of criminal activities. For example, the deep
web data can be classified into different domains such as hacking, whistle-blowing,

financial-fraud, drugs, counterfeit, books, pornographic materials, etc.

Category Percentage
Violence 0.3
Arms 0.8
Social 1.2
Hacking 1.8
68376746.2 2 IPR2025-01398
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lllegitimate pornography 2.3
Nexus 23
Extremism 27
Unknown 3.0
Other illicit 3.8
Finance 6.3
Drugs 8.1
Other 19.6
None 47.7

Table 1: Web Based Hidden Services in February 2016

[0004] Considering the enormity of the data in those environments,
there is an impending need to go beyond this broad categorization, thereby providing
to security researchers a more granular, structural and interdependent classification
of the available information.

[0005] The dark web forms a small part of the deep web that is not
indexed by web search engines. Dark web websites provide underground
communication and are accessible by special software like Tor (The Onion Router)
and [12p Invisible Internet Project. Tor software uses “onion routing” protocol to
provide anonymity for both the service user and the service provider. Onion routing
is a technique where messages are repeatedly encrypted and then sent through
several network nodes, called onion routers. Like someone peeling an onion, each
onion router removes a layer of encryption to uncover routing instructions, and sends
the message to the next router where the process is repeated. This technique
prevents intermediary nodes from knowing the origin, destination, and contents of
the message.

[0006] Current technologies use learning models and techniques that
do not address the issues of labeled data scarcity, nor do they address imbalanced
data classes in the training set. Training sets are labeled by hand, which is a time-
consuming and typically un-scalable process. A more thorough and versatile learning

method is desired.

o83TOT 3 IPR2025-01398
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[0007] It is with these observations in mind, among others, that various

aspects of the present disclosure were conceived and developed.

oRTeTe2 4 IPR2025-01398
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BRIEF DESCRIPTION OF THE DRAWINGS

[0008] FIG. 1 is a graphical representation showing frequency tags in a
training set, according to aspects of the present disclosure;

[0009] FIG. 2 is a simplified illustration showing a simple Word2vec
CBOW Model in the Only One Word in the Context, according to aspects of the
present disclosure;

[0010] FIG. 3 is a simplified illustration showing a Word2vec CBOW
framework for Learning Word Vectors, according to aspects of the present
disclosure;

[0011] FIG. 4 is a simplified illustration showing a Doc2vec Pv-dm
framework for Learning Vectors, according to aspects of the present disclosure;

[0012] FIGS 5A-5C are simplified illustrations showing a sample of a
tag-hierarchical structure, according to aspects of the present disclosure;

[0013] FIG. 6 is a simplified block diagram of a system overview,
according to aspects of the present disclosure;

[0014] FIG. 7 is a graphical representation of a tag-wise precision
scores for each experiment, according to aspects of the present disclosure;

[0015] FIG. 8 is a graphical representation of a tag-wise recall scores
for each experiment, according to aspects of the present disclosure;

[0016] FIG. 9 is a graphical representation of a tag-wise F1 scores for
each experiment, according to aspects of the present disclosure;

[0017] FIG. 10 is a graphical representation of a combination of adding
parent tags and removing child tags with threshold, according to aspects of the
present disclosure;

[0018] FIG. 11 is a graphical representation of a change in precision
and recall scores for each tag vs. frequency of each tag in a training set for a Smote
technique, according to aspects of the present disclosure;

[0019] FIG. 12 is a graphical representation of a change in precision
and recall scores for each tag vs. frequency of each tag in a training set for Es
(elastic search) based on semi-supervised technique, according to aspects of the
present disclosure; and

[0020] FIG. 13 is a simplified block diagram of an exemplary computer
system for effectuating the functions of the framework for security strength and

performance analysis, according to aspects of the present disclosure.

o83TOT 5 IPR2025-01398
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[0021] Corresponding reference characters indicate corresponding
elements among the view of the drawings. The headings used in the figures do not

limit the scope of the claims.

o83TOT 6 IPR2025-01398
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DETAILED DESCRIPTION

[0022] The present disclosure is related to dark web-deep web (d2web)
forums that are anonymously hosted and are identified by the domain ‘.onion’.
Forums are online discussion sites where like-minded individuals can hold
conversations. These anonymous hosting forums discuss various cyber-security
related topics such as worms, botnet, zero-days, hacking tools, backdoor services
and etc.

[0023] Aspects of the present disclosure include an inventive computer-
implemented system (hereinafter “system” or “present system”) that involves
automatically assigning one or more labels (tags), in a hierarchical structure, to
discussion topics seen in d2web forums. In some embodiments, the present system
is formed by four main modules. In one method, the present system crawls various
d2web sites and extracts important information from html pages, storing itin a
database. Specialized crawlers automatically connect and authenticate the d2web
sites through Tor. The important information is then parsed from these sites, such as
discussion topics, user related information, discussion posts, etc., and the
information stored on a database as well as on an elastic search data store. Data
preprocessing and feature extraction is then performed over the forum discussion
topics. This may be accomplished by eliminating all non-English words and
irrelevant characters, conducting tokenization and stop word removal, stemming, and
lemmatization. The present system then extracts features from every topic on the
forum using Doc2vec. Finally, in the fourth module, different machine classifiers are
used to assign multiple tags to each topic, so that their performances can be
compared. A further description of the present system for automatically assigning

one or more labels to d2web discussion topics is described in greater detail below.

Problem Statement

[0024] Classification of d2web forum discussions is a multiclass, multi-
label classification problem, where the goal is to automatically assign one or more
labels to each discussion topics. Formally, let X be a set of forum topics, y = {0, 1}¥,
let k be possible tags and D be an unknown distribution on the product space X x
Y . Each element (x,y) in this space is composed of an instance x and a label vector
y, which is a vector of indicators y = [y,,..... , ¥i] that specifies classes associated

with x. A classifier is a function h: X — Y, that maps instance x to a label vectory =

o83TOT 7 IPR2025-01398
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h(x). For example, the sample forum topic “warning enigma badlock - upcoming
smb/cifs and samba vulnerability” belongs to three classes — “vuln”, “smb” and “file-
share”.

[0025] The present system leverages data crawled from a dataset of
283 cyber security related online forums. From the collected html pages or
documents of the dataset, the present system parses predetermined important fields
from the data such as topic title, posts, user name, title posted date, user ratings,
number of replies, etc. The dataset includes discussions related to 486,996 different
topics with 4,188,345 posts and 748,698 users participating in those topics.

[0026] The ground truth to build a machine learning model may be
hand labeled by field experts. The present system has 2,046 labeled topics as a
training set and they belong to 226 unique tags. FIG. 1 shows the tag frequency in
the training set. Some tags have more than 400 topics in the training set while some
have just one topic. Table 2 provides the sample ground truth topics and the tags

associated.

Feature Extraction

[0027] Textual feature extraction was performed on topic title using a
Doc2vec vectorization technique. Doc2vec is an extension of Word2vec that relies
on the idea that words which appear in the similar context have the same semantic
meaning. Word2vec is computationally-efficient predictive model that uses shallow
two layer neural network for learning word embeddings. A Distributed Memory Model
of Paragraph Vectors (PV-DM) Doc2vec architecture was used which is based on
Continuous Bag Of Words (CBOW) Word2vec architecture. PV-DM architecture is

faster to train and has better accuracy for frequent words.

Topic titles Tags

enigma badlock - upcoming smb cifs and

samba vulnerability. vuin, smb, file-share

u nessus vulnerability scan vuln, pentest, network

warning enigma badlock - upcoming

smb/cifs and samba vulnerability. vuin, smb, file-share

question about school-sponsored wifi? wifi, inquiry

oRTeTe2 8 IPR2025-01398
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technical question about wifi cards wifi, inquiry

financial-fraud, darkweb product,
paypal, payment-services,
market

(b) paypal unchecked accounts (s) btc ac-
count

there are phishing attempts reported! phishing

[U[payload] sharing some payloads!’] malware, payload, hack

Table 2: Sample Ground Truth

[0028] Word2vec CBOW. In this architecture, the model implemented
by the system predicts the current word from a sliding window of context words. FIG.
2 shows a CBOW architecture with just one word considered per context. Consider
the settings with V as vocabulary size and N as hidden layer size. The input is a one-
hot encoded vector (i.e. for a given input context word, only one of the V units, {x1,
X2,...., Xv}, is 1). Weights between the input and the hidden layer are represented by
W which is of dimensions ¥V x N. The activation function for the hidden layer is
linear. Formally, row i of W and for a given context word w,

[0029] Equation: 1

h=Wl'xx:= v}

v, IS the the vector representation of the input word w. From the hidden layer to the
output layer, there is different weight matrix W' which is of dimensionN x V. A

score u; is computed for each word in the vocabulary,

— T
u] = ijh

where vv’\?j is the j-th column of the matrix W’. A log-linear softmax function is applied
to obtain posterior distribution of words. Formally, y; is the output of jth unit in the
output layer.

exp(u;)

y. T ———
T XY exp(y;)

oRTeTe2 9 IPR2025-01398
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[0030] The weights (W andW’) are updated using a logarithmic loss
function with a back propagation method. After updating the weights, v,, is used for
word w from Equation 1 as the ‘input vector word embedding.

[0031] Doc2vec PV-DM. A paragraph vector is a supervised
framework that may be implemented by the system that learns continuous distributed
vector representations for documents instead of words. The text in the documents
can be of variable length. As shown in FIG. 4, every paragraph is mapped to a
unique vector, represented by a column matrix D and every word is also mapped to
a unique vector, represented by a column in matrix W. The paragraph vector and
word vectors are averaged or concatenated to predict the next word in a context.
The only difference between this Doc2vec PV-DM model compared to the Word2vec
framework is the addition of a paragraph vector along with the word vectors.

Tags and the Hierarchy among Tags

[0032] In the ground truth, each topic is associated with multiple tags.
It was observed that there is a natural hierarchical structure in the set of tags. There
are group tags (parent tags) that can be seen as the “broader term” for its set of
specific tags (child tags). Nesting specific tags under group tags creates a hierarchy
of tags. FIGS. 5A-6C show an example of the hierarchical structure in the training
dataset. In the illustrated case (FIG. §B), external-world tag is the more generic
parent tag for social-realm and health tag. Similarly social-realm and health tags are
child tags to external-world tag.

[0033] Formally, a hierarchy constraint is given by a set H =
{Hi, H,,....H,} where H; is atree. Forallthe tags T, a setof tags S (S c T) are said
to be consistent if every tag t (t c S) satisfies either of the two conditions:

1. p; = ti.etis arootnode
2. p. IS consistent with respect to H

where p; tag is parent of tag t.

Baseline Approach

[0034] For the baseline approach, Support Vector Machine, decision
tree, and random forest classifiers are used to perform multi-class and multi-label
classification.

[0035] A Support Vector Machine (SVM) is a supervised learning

method that finds a hyper-plane that may differentiate two classes in a multi-
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dimensional feature space. In addition to performing linear classification, SVM can
efficiently perform a non-linear classification using kernel function, implicitly mapping
their inputs into high-dimensional feature spaces. The SVM radial basis function (rbf)
kernel is used with “one-vs-the-rest” strategy to perform multi-class multi-label
classification.

[0036] Decision trees are a non-parametric supervised learning method
used for classification and regression. These decision trees learn the simple
decision rules from the data features to predict the target label. The decision tree
method is a recursive partitioning algorithm that is widely used for classification
problems. This algorithm aims to maximize the information gain at every step.

[0037] Random Forest classifier is an ensemble algorithm that creates
different decision trees by randomly selecting a subset of a training set and a subset
of features. The number of features that are searched at each split point is specified
as the parameter. To reduce memory consumption, the total number of trees and
size of the trees is controlled. Random Forest then aggregates the votes from

different decision trees to decide the final class of the test object.

Overview of Problem Specific Challenges

[0038] Ensuring Consistency in Results Based on Hierarchy. In the
ground truth, it is observed that the tags had natural hierarchy. As the original
ground truth is hand labeled, it cannot expect all of the ground truth entries to
respect the tag hierarchy due to human error. Therefore, an automation script was
developed that establishes the hierarchy in topic titles in the ground truth. Now, with
hierarchy established in the tags, the classifier provided detailed tag prediction for all
the documents.

[0039] Ideally, the classifier should predict the hierarchical
representation of tags, for example, for a predicted child tag every parent tag should
also be predicted. However it is observed that for some tags returned by the
classifier function, the corresponding parent tags is not returned. This happens
when either the tag is wrongly predicted (false positive) or when some of the correct
tags (false negatives) are not predicted.

[0040] Class Imbalance: The class imbalance problem typically occurs
when, in a classification problem, there are many more instances of some classes

than the others. In such cases, classifiers tend to be overwhelmed by the majority
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classes and ignore the minority classes. These minority classes usually have lesser
precision and recall scores in the baseline approach.

[0041] Semi-supervised learning techniques are usually used to over-
sample and under-sample the minority or majority class for adjusting the class

distribution of a dataset.

Leveraqging Taq Hierarchy

[0042] Three approaches are used (adding parent tag, removing child
tag, and a combination of adding parent and removing child tag) to ensure that tag
hierarchy is maintained in the prediction list.

[0043] Adding Parent Tag. If a child tag is predicted by the classifier
and if the corresponding parent tags in the hierarchy are not predicted, then all the
parent tags are added to the prediction list. In FIG. 5B, with the tag hierarchy —
“‘external-world”, “social-realm”, “health” — if a “health” tag is predicted without
“‘external-world” and “social-realm”, then “external-world” and “social-realm” tags are
added to the prediction list.

[0044] Removing Child Tag. In this approach, all predicted child tags
are removed that do not have all the hierarchical parent tags. In FIG. 6B, with the
tag hierarchy — “external-world”, “social-realm”, “health” - if “external world” and
“health” tags are predicted without “social-realm”, then the “health” tag is removed

from the prediction list, keeping only “external-world”.

Algorithm 1 Combination of Adding Parent Tags and Removing Child Tags (T)
Input: Prediction list of tags (T) for each document.

Output: Prediction list of tags that respect the tag hierarchy for each document.

1. B < remove child threshold value
2. a < add parent threshold value

3. fortt=1to T do

B

p(t) < prediction probability of tag t.

o

if p(t) < g then remove all child tags of tag t from prediction list

6;: fort=1t0T do
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7 p(t) < prediction probability of tag t.
8: if p(t) > a then add all parent tags of tag t from prediction list

return updated prediction list

[0045] Combination of Adding Parent Tag and Removing Child Tag
In this approach, the present system regulates the way parent tags are added and
child tags are removed, based on the probability of the predicted tag. The following
threshold values are used - ‘add parent threshold’ («¢) and ‘remove child threshold’
(B) - to decide whether to add parent tag or remove child tag. The procedure for this

approach is described in Algorithm 1.

Dealing with Class Imbalance

[0046] The discussions in the dark forums are based on various topics
which are unequally distributed. Therefore, class imbalance is observed in the
ground truth. In the dataset, the ratio of the minority to the majority classes is usually
around 1:400, which is quite drastic. To deal with the class imbalance problem,
semi-supervised learning methods are utilized. Semi-supervised learning is a class
of supervised learning techniques that also make use of additional unlabeled data to
better capture the shape of the underlying data distribution and generalize new

samples more effectively.

Synthetic Over-Sampling Technique
[0047] Synthetic Minority Over-Sampling Technique (SMOTE) is used

as a baseline approach to solve the class imbalance problem. Oversampling is to

correct for a bias in the original dataset. In SMOTE, the minority class is over-
sampled by taking each minority class sample and introducing synthetic examples
along the line segments joining all of the k minority class nearest neighbors.
Depending upon the amount of over-sampling required, neighbors from the k nearest
neighbors are randomly chosen.

[0048] For each minority class sample synthetic examples are
introduced along the line segments joining any/all of the k minority class nearest
neighbors. Depending upon the amount of over-sampling required, neighbors from
the k nearest neighbors are randomly chosen. The present system currently uses

five nearest neighbors. Synthetic samples are generated in the following way:
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1) Take the difference between the feature vector under consideration and its
nearest neighbor.

2) Multiply this difference by a random number between zero and one.

3) Add it to the feature vector under consideration.

In this manner, a random point is synthetically introduced along the line

segment between two specific features.

Leveraging Document Similarity through Elastic Search

[0049] One way to solve the class imbalance problem is by increasing
the ground truth size, but that is difficult as a human-labeled data-set is used.
Therefore, a semi-supervised method is used to increase the sample size of the
minority classes. Semi-supervised learning methods also make use of unlabeled
data for training — typically a small amount of labeled data with a large amount of
unlabeled data. For every sample in the minority class, we find the top similar
documents from the database using the elastic search similarity score and add them
to the training data.

[0050] Elastic search is a high-performance, full-featured text search
engine library. Its ranking function is applied to determine how relevant a retrieved
document is to a given query. The ranking function is based on a combination of
Vector Space Model and a Boolean model of Information Retrieval. The main idea
behind this approach is the more times a query term appears in a document relative
to the number of times the term appears in the whole collection, the more relevant
that document will be to the query. The elastic search uses BM25 as the default
ranking function to provide the relevance score to a given search query. BM25 is not
a single function, rather, a family of TF-IDF like retrieval functions. One of the most
commonly used scoring functions is described below. Given a query Q, containing

keywords q1,..,qn, the BM25 score of a document D is

fQquD). (ks +1)

score(D,Q) = Z IDF(g;).
=1

Flas, D+l (L= b+ b2
[0051] where f(q;, D) is g;'s term frequency in document D, |D| is the

length of the document D in words and avgdl is the average document length in the

text collection from which documents are drawn. k, and b are free parameters,
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usually chosen, in absence of an advanced optimization, as k, € [1.2, 2.0l and b =
0.75. IDF(q;) is the Inverse document frequency weight of the query term g;. IDF(q;)

is usually computed as:

N —-n(g;) +05
n(g;) + 05

IDF(q;) = log
where N is the total number of documents in the collection, and n(g;) is the number
of documents containing g;. The semi-supervised relevance score based is

described by algorithm 2.

Algorithm 2 Semi-Supervised Learning with Document Similarity (T, Tr (T;, T,,), F)
Input: Tags in training set T, Training set Tr with tuple (document titles T;, tag
predictions T, Frequency of tags in training set F.

Output: Increased minority class samples from untrained dataset, Ims.

1. T, < array of minority classes

2: fortinT do

w

if F(f) <150 then
4. Tin < a@dd tag t
5. fortiinTido

6: th < T,(ti)

7 if {p in T,,,;,, then

8: sd « use relevance score and find top similar documents from untrained
data

9 Ims < add tuple(sd, tp)

10:Ims <« add Tr

return /ms
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EXPERIMENTS
[0052] FIG. 6 shows the overview of the present system 100. As

shown, the present system 100 consists of four main modules - data collection 102,
data-preprocessing 104, feature extraction 106, and classification 108. Spider
programs are used to crawl dark web forums and human analysts filter these forums
that are relevant to cyber security domain. On these forum sites, Tor-based
specialized crawlers are used to traverse the website and retrieve Internet
documents and related information, such as HTML pages. Each site has a parser
program that extracts important information, such as fields including a topic title,
topic content, post content, topic author, post author, author reputation, posted date
for each title and posts, etc., from HTML pages, all of which is stored on a database.
In some embodiments, expert analysts use a fraction of this data to prepare ground
truth by labeling tags to topic titles. In some embodiments, this ground truth may
form the basis for the next 3 modules to develop the machine learning model.

[0053] In addition, FIG. 6 shows the data preprocessing 104 steps -
eliminating duplicates in the ground truth, eliminating non-English content in both the
ground truth and the test data, tokenizing the data, removing stop words, and
applying stemming and lemmatization processes on the data.

[0054] Tokenization. Given a sequence of characters, tokenization is
the task of chopping it up into pieces, called tokens, at the same time throwing away
certain characters, such as punctuation and non-asci characters. In the meanwhile,
the useful characters are kept, such as currency symbols, question mark etc. that
add semantic meaning to the features.

[0055] Stop Word Removal. Extremely common words that appear in
most of the documents are of little value in feature extraction. Therefore, these
common words are removed from the topic titles.

[0056] Stemming and Lemmatization. Stemming is the process for
reducing inflected or derived words to their stem, base or root form. Lemmatization
is the process of grouping together the different inflected forms of a word so they can
be analyzed as a single item. Lemmatization and stemming are closely related. The
small difference is that lemmatization uses the context, whereas stemming operates
on a single word. For example, stemming process reduces the derived words —

»ou »ou

“caresses”, “ponies” and “cats” to “caress”, “poni”, and “cat’ respectively. On the
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other hand, lemmatization reduces the derived word “saw” to “see” or “saw”

depending on whether the use of token was a verb or a noun.

Description of Software

[0057] Table 3 provides a summary of a software application 150 that
may be developed and implemented to perform aspects of the system 100 described
herein, and version description for each of the possible modules used in the
application 150. In one embodiment, for data-preprocessing, a module textblob with
version‘0.12.0° was used for part-of-speech tagging and natural language toolkit
(nltk) library with version ‘3.2.4’ for tokenization, stemming and lemmatization. For
vectorization, scikit-learn and sklearn version ‘0.19.0’ were used for Tf-IDF feature
extraction and gensim module version ‘2.3.0° for doc2vec vectorization. For
supervised classification, svm was used, decision tree and random forest classifiers
built in sklearn ‘0.19.0°. For SMOTE technique, an imblearn module version ‘0.3.0’
was used. All the above modules of the application 150 may be developed using
python ‘2.7.13 programming language, but the present disclosure is not limited in
this regard. To find similar documents using ES, the elastic search version ‘5.3.2’
with backend lucene search engine version ‘6.4.2" was used. All the systems were

implemented in Linux based Ubuntu 16.04 LTS operating system.

Module Software

Data preprocessing textblob ‘0.12.0°
Tokenization, Stemming and Natural language
Lemmatization toolkit(nltk) ‘3.2.4’
Doc2vec Gensim 2.3.0°

SVM, the decision tree and|scikit-learn ‘0.19.0’
random forest classifications

SMOTE imblearn ‘0.3.0°

Table 3: Software Description of the Modules
(for application 150 shown in FIG. 13).

Description of Metrics

[0058] The performance of the classifier models is evaluated based on

four metrics - precision, recall, F1 score, and percentage of documents titles with at
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least one correct prediction tag. Precision, recall and F1 scores are calculated for
each of the tags and for all the tags put together. Table 4 lists the formal definitions
of precision, recall and F1 scores. Precision score is defined as the fraction of
correctly predicted document titles from all the predicted document titles. Recall
score is defined as the fraction of correctly predicted document titles from the total
number of document titles. F1 measure is the harmonic mean of precision and recall
score. The precision, recall, and F1 scores were calculated for individual tags and

for the cumulative of all the tags.

Metric Formula
Precision o
Recall o
Ft o gl

Table 4: EVALUATION METRICS. True Positives (TOP), False Positives (FP),
False Negatives (FN).

[0059] The results of different experiments; baseline classifiers,
classifiers with tag hierarchy considered, and classifiers with semi supervised

learning technique are described below.

Results of Baseline Classifier

[0060] In all the experiments, a training set with topic titles to perform
10-fold cross validation is used to validate the models. With 10-fold cross validation,
the ground truth data is randomly partitioned into 10 equal subsample buckets. Out
of 10 buckets, one bucket is used for testing the model and the rest of the ground
truth is used for training the model. Each of the 10 bucket subsamples are used for
testing the model in cross validation. The aggregate of the accuracy scores of k
scores is used as the final accuracy score. As the ground truth data contains 2,046
titles, each of the 10 buckets consists of 204 samples for testing and 1,842 for

training the model.
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Experiment Preci | Recal | F1 Percentage of documents
sion | 1% |score| with at least one correct
% % prediction

Baseline Decision trees 58.3 |6.41 11.54 |24

Baseline SVM 67.2 |851 |156.1 |27.9

Baseline Random Forest |71.1 11.3 [19.7 |31.37

Add parent 71.9 (202 |31.5 |46.07
Remove Child 74 11.4 |19.47 436
SMOTE 40.3 |30.1 |344 |61.76

Semi-supervised learning |78.4 |21.2 |33.1 |54.9
based on Elastic Search
relevance score

Table 5. Experimental Results

[0061] Decision Tree, SVM, and Random Forest were used to perform
multi-class and multi-label classification. For the decision tree classifier, pruning to
avoid overfitting was used, by setting the minimum number of samples required at a
leaf node to 5%. For SVM kernel, a ‘one-vs-the-rest’ strategy was used with radial
basis function (rbf) kernel. For the random forest, the number of estimators of the
tree parameter was tuned and found optimal results when number of estimators is
200. In the above mentioned setting, the Random Forest performed best with the
71.1% precision score and 11.3% recall score. Therefore, Random Forest was used

as the default classifier for all the experiments.

Change in Precision and Recall Scores for Each Tag Vs Frequency of Each Tag in
Training Set for ES Based Semi-supervised Technique

[0062] Three different approaches were used - adding Parent tag,
removing child tag, combination of adding parent and removing child tag - to

preserve the tag hierarchy in all tag predictions.

Adding Parent Tags

[0063] In every iteration of the K-fold cross validation, if a child tag is

predicted by the classifier and if the corresponding parent tags in the hierarchy are
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not predicted, then all the parent tags are added to the prediction list. Adding parent
tags decreases false negatives and increases true positives. Hence, the recall score
would increase, but if the child tag is wrongly predicted then the error is propagated
and increases the false positives, thereby decreasing the precision score. This
observation reveals that there is a slight decrease in the precision score, but the

recall score improved significantly from 11.3% to 20.2%.

Removing Child Tags

[0064] In every iteration of K-fold cross validation, all predicted child
tags that did not have all the corresponding hierarchical parent tags are removed.
This experiment reduces the false positives, thereby increasing the precision. The
observation from this experiment revealed that the precision increased from 71.1%

to 74%, and the recall score did not change from the baseline.

Combination of Adding Parent Tags and Removing Child Tags (CAR)

[0065] In this approach, the desire was to regulate the way parent tags
were added and child tags removed based on the probability of the predicted tag.
The “add parent threshold” (a) or the “remove child threshold values” (8) are used in
order to decide on whether to add or remove a particular tag, respectively.

[0066] Removing child tags reduces false positives, increasing the
precision score, while adding parent tags reduces false negatives, increasing the
recall score. The above experiment was repeated for different “remove child
threshold” (B) and “add parent threshold” (a) values. As shown in FIG. 10, with an
increase in “add parent threshold” («) value, the recall score increased and precision
score decreased. Conversely, with an increase in “remove child threshold” value (B),
the precision score increased and recall score decreased. The aim was to find an
optimum increase in F1 score without drastically affecting the precision score by
tuning the (a) and (£) values. The best F1 score was achieved when g = 0.5 and «
=0.9. The corresponding F1 score is 31.9%, precision score is 73.43% and recall
score is 20.4%.

Results for Experiments on Class Imbalance
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[0067] Semi-supervised learning methods were used to solve class
imbalance problem by making use of unlabeled data for training. For both SMOTE
and elastic search, we use the ground truth with tag hierarchy and preserve the tag
hierarchy in prediction list by using a ‘combination of adding parent tags and

removing child tags’ method with ¢ = 0.5 and § = 0.9.

SMOTE Semi-Supervised Technique

[0068] In SMOTE, synthetic samples are introduced along the line
segments joining all of the k minority class nearest neighbors. For experimental
data, the number of nearest neighbors to construct synthetic samples used is 5. The
targeted minority classes will be over-sampled to achieve an equal number of
samples across all classes. With the introduction of synthetic classes, a reduction in
false negatives and an increase in false positives are observed. Therefore, recall for
SMOTE increased from 11.3% to 30.1% and precision decreased from 71.1% to
40%. The overall F1 score increased from 19.7% to 34.4%.

[0069] As shown in FIG. 11, SMOTE technique was most effective in
increasing the recall score for the tags that have frequencies between 95 to 300 in
the ground truth. For this range, the average increase in recall for a tag is 23.35%.
However, this technique is not very useful for the tags that have a frequency fewer
than 95 or for the tags that have a frequency higher than 300. For these ranges, the
average increase in recall is just 8.33%. As shown in the Table 5, the percentage of
documents with at least one correct prediction increased from 31.37% to 61.76%

with SMOTE semi-supervised learning.

Elastic Search Based Semi-Supervised Technique

[0070] During experimental testing, the training samples were extended
of the each minority class by using document similarity score.

[0071] Using the above procedure, the training samples of each of the
minority classes is extended to have 500 document titles each. With this approach,
precision increases from 71.1% to 78.4%, recall increases from 11.3% to 21.1%, and
F1 increases from 19.7% to 33.1%. Compared to SMOTE, precision increases from
40% to 78.4% but there is a dip in recall from 30.1% to 21.1%. When augmenting

synthetic samples with the training set using SMOTE technique, it was observed that
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false negatives decrease and false positives increase with the introduction of
synthetic samples. However with Elastic Search-based technique, the false
negatives decrease and true positives increase.

[0072] As shown in FIG. 12, precision and recall increase for most of
the tags. This technique is most effective for the tags that had frequencies between
86 to 318. For this range the average increase in precision is 52% and average
increase in recall is 12%. For the tags having frequencies below 86, the increase in
precision and recall is just 2.86% and 5.6% respectively. As shown in Table 5, the
percentage of documents with at least one correct prediction increases from 31.37%

to 54.9% with this approach.

Computer-implemented System

[0073] FIG. 13 illustrates an example of a suitable computing and
networking environment (computer system 200) which may be used to implement
various aspects of the present disclosure, such as the application 150. Example
embodiments described herein may be implemented at least in part in electronic
circuitry; in computer hardware executing firmware and/or software instructions;
and/or in combinations thereof. Example embodiments also may be implemented
using a computer program product (e.g., a computer program tangibly or non-
transitorily embodied in a machine-readable medium and including instructions for
execution by, or to control the operation of, a data processing apparatus, such as, for
example, one or more programmable processors or computers). A computer
program may be written in any form of programming language, including compiled or
interpreted languages, and may be deployed in any form, including as a stand-alone
program or as a subroutine or other unit suitable for use in a computing environment.
Also, a computer program can be deployed to be executed on one computer, or to
be executed on multiple computers at one site or distributed across multiple sites
and interconnected by a communication network.

[0074] Certain embodiments are described herein as including one or
more modules. Such modules are hardware-implemented, and thus include at least
one tangible unit capable of performing certain operations and may be configured or
arranged in a certain manner. For example, a hardware-implemented module may
comprise dedicated circulitry that is permanently configured (e.g., as a special-

purpose processor, such as a field-programmable gate array (FPGA) or an
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application-specific integrated circuit (ASIC)) to perform certain operations. A
hardware-implemented module may also comprise programmable circuitry (e.g., as
encompassed within a general-purpose processor or other programmable processor)
that is temporarily configured by software or firmware to perform certain operations.
In some example embodiments, one or more computer systems (e.q., a standalone
system, a client and/or server computer system, or a peer-to-peer computer system)
or one or more processors may be configured by software (e.g., an application or
application portion) as a hardware-implemented module that operates to perform
certain operations as described herein.

[0075] Accordingly, the term “hardware-implemented module”
encompasses a tangible entity, be that an entity that is physically constructed,
permanently configured (e.g., hardwired), or temporarily configured (e.g.,
programmed) to operate in a certain manner and/or to perform certain operations
described herein. Considering embodiments in which hardware-implemented
modules are temporarily configured (e.g., programmed), each of the hardware-
implemented modules need not be configured or instantiated at any one instance in
time. For example, where the hardware-implemented modules comprise a general-
purpose processor configured using software, the general-purpose processor may
be configured as respective different hardware-implemented modules at different
times. Software, in the form of the application 150 or otherwise, may include a
hardware-implemented module and may accordingly configure a processor 202, for
example, to constitute a particular hardware-implemented module at one instance of
time and to constitute a different hardware-implemented module at a different
instance of time.

[0076] Hardware-implemented modules may provide information to,
and/or receive information from, other hardware-implemented modules. Accordingly,
the described hardware-implemented modules may be regarded as being
communicatively coupled. Where multiple of such hardware-implemented modules
exist contemporaneously, communications may be achieved through signal
transmission (e.g., over appropriate circuits and buses) that connect the hardware-
implemented modules. In embodiments in which multiple hardware-implemented
modules are configured or instantiated at different times, communications between
such hardware-implemented modules may be achieved, for example, through the

storage and retrieval of information in memory structures to which the multiple
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hardware-implemented modules have access. For example, one hardware-
implemented module may perform an operation, and may store the output of that
operation in a memory device to which it is communicatively coupled. A further
hardware-implemented module may then, at a later time, access the memory device
to retrieve and process the stored output. Hardware-implemented modules may also
initiate communications with input or output devices.

[0077] As illustrated, the computing and networking environment 200
may be a general purpose computing device 200, although it is contemplated that
the networking environment 200 may include other computing systems, such as
personal computers, server computers, hand-held or laptop devices, tablet devices,
multiprocessor systems, microprocessor-based systems, set top boxes,
programmable consumer electronic devices, network PCs, minicomputers,
mainframe computers, digital signal processors, state machines, logic circuitries,
distributed computing environments that include any of the above computing
systems or devices, and the like.

[0078] Components of the general purpose computing device 200 may
include various hardware components, such as a processing unit 202, a main
memory 204 (e.g., a system memory), and a system bus 201 that couples various
system components of the general purpose computing device 200 to the processing
unit 202. The system bus 201 may be any of several types of bus structures
including a memory bus or memory controller, a peripheral bus, and a local bus
using any of a variety of bus architectures. For example, such architectures may
include Industry Standard Architecture (ISA) bus, Micro Channel Architecture (MCA)
bus, Enhanced ISA (EISA) bus, Video Electronics Standards Association (VESA)
local bus, and Peripheral Component Interconnect (PCI) bus also known as
Mezzanine bus.

[0079] The general purpose computing device 200 may further include
a variety of computer-readable media 207 that includes removable/non-removable
media and volatile/nonvolatile media, but excludes transitory propagated signals.
Computer-readable media 207 may also include computer storage media and
communication media. Computer storage media includes removable/non-removable
media and volatile/nonvolatile media implemented in any method or technology for
storage of information, such as computer-readable instructions, data structures,
program modules or other data, such as RAM, ROM, EPSOM, flash memory or other
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memory technology, CD-ROM, digital versatile disks (DVD) or other optical disk
storage, magnetic cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other medium that may be used to store the
desired information/data and which may be accessed by the general purpose
computing device 200. Communication media includes computer-readable
instructions, data structures, program modules, or other data in a modulated data
signal such as a carrier wave or other transport mechanism and includes any
information delivery media. The term "modulated data signal" means a signal that
has one or more of its characteristics set or changed in such a manner as to encode
information in the signal. For example, communication media may include wired
media such as a wired network or direct-wired connection and wireless media such
as acoustic, RF, infrared, and/or other wireless media, or some combination thereof.
Computer-readable media may be embodied as a computer program product, such
as software stored on computer storage media.

[0080] The main memory 204 includes computer storage media in the
form of volatile/nonvolatile memory such as read only memory (ROM) and random
access memory (RAM). A basic input/output system (BIOS), containing the basic
routines that help to transfer information between elements within the general
purpose computing device 200 (e.g., during start-up) is typically stored in ROM.
RAM typically contains data and/or program modules that are immediately
accessible to and/or presently being operated on by processing unit 202. For
example, in one embodiment, data storage 206 holds an operating system,
application programs, and other program modules and program data.

[0081] Data storage 206 may also include other removable/non-
removable, volatile/nonvolatile computer storage media. For example, data storage
206 may be: a hard disk drive that reads from or writes to non-removable, nonvolatile
magnetic media; a magnetic disk drive that reads from or writes to a removable,
nonvolatile magnetic disk; and/or an optical disk drive that reads from or writes to a
removable, nonvolatile optical disk such as a CD-ROM or other optical media. Other
removable/non-removable, volatile/nonvolatile computer storage media may include
magnetic tape cassettes, flash memory cards, digital versatile disks, digital video
tape, solid state RAM, solid state ROM, and the like. The drives and their associated

computer storage media provide storage of computer-readable instructions, data
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structures, program modules and other data for the general purpose computing
device 200.

[0082] A user may enter commands and information through a user
interface 240 or other input devices 245 such as a tablet, electronic digitizer, a
microphone, keyboard, and/or pointing device, commonly referred to as mouse,
trackball, or touch pad. Other input devices 245 may include a joystick, game pad,
satellite dish, scanner, or the like. Additionally, voice inputs, gesture inputs (e.g., via
hands or fingers), or other natural user interfaces may also be used with the
appropriate input devices, such as a microphone, camera, tablet, touch pad, glove,
or other sensor. These and other input devices 245 are often connected to the
processing unit 202 through a user interface 240 that is coupled to the system bus
201, but may be connected by other interface and bus structures, such as a parallel
port, game port or a universal serial bus (USB). A monitor 260 or other type of
display device is also connected to the system bus 201 via user interface 240, such
as a video interface. The monitor 260 may also be integrated with a touch-screen
panel or the like.

[0083] The general purpose computing device 200 may operate in a
networked or cloud-computing environment using logical connections of a network
Interface 203 to one or more remote devices, such as a remote computer. The
remote computer may be a personal computer, a server, a router, a network PC, a
peer device or other common network node, and typically includes many or all of the
elements described above relative to the general purpose computing device 200.
The logical connection may include one or more local area networks (LAN) and one
or more wide area networks (WAN), but may also include other networks. Such
networking environments are commonplace in offices, enterprise-wide computer
networks, intranets and the Internet.

[0084] When used in a networked or cloud-computing environment, the
general purpose computing device 200 may be connected to a public and/or private
network through the network interface 203. In such embodiments, a modem or other
means for establishing communications over the network is connected to the system
bus 201 via the network interface 203 or other appropriate mechanism. A wireless
networking component including an interface and antenna may be coupled through a
suitable device such as an access point or peer computer to a network. In a

networked environment, program modules depicted relative to the general purpose
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computing device 200, or portions thereof, may be stored in the remote memory
storage device.

[0085] It should be understood from the foregoing that, while particular
embodiments have been illustrated and described, various modifications can be
made thereto without departing from the spirit and scope of the invention as will be
apparent to those skilled in the art. Such changes and modifications are within the

scope and teachings of this invention as defined in the claims appended hereto.
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16/405,612 05/07/2019 Revanth Patil 055743-621457 (M18-191P)
CONFIRMATION NO. 4562
27148 INFORMAL NOTICE

POLSINELLI PC

900 WEST 48TH PLACE ORI A
SUITE 900 000000108278675

KANSAS CITY, MO 64112-1895

Date Mailed: 05/20/2019

INFORMATIONAL NOTICE TO APPLICANT

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the
expiration of the time period set in the "Notice of Allowability” to avoid abandonment. See 37 CFR 1.53(f).

The item(s) indicated below are also required and should be submitted with any reply to this notice to avoid
further processing delays.

+ A properly executed inventor's oath or declaration has not been received for the following inventor(s):
Revanth Patil
Paulo Shakarian
Ashkan Aleali
Ericsson Marin

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/hmarzi/
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/405,612
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR 1.16(a), (b), or (c)) N/A N/A N/A N/A 75
SEARCH FEE
e o N/A N/A N/A N/A 165
EXAMINATION FEE
it ey N/A N/A N/A N/A 190
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 20 minus 20= OR |« 25 - 0.00
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 3 minus 3 = x 115 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 430
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus = OR |« =
% Independent * Minus | *** = _ OR M _
i (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR |x =
% Independent * Minus | *** = = OR |x =
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

APPLICATION FILING or GRP ART

NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
16/405,612 05/07/2019 2144 470 055743-621457 (M18-191P) 20 3
CONFIRMATION NO. 4562

27148 FILING RECEIPT

POLSINELLI PC

900 WEST 48TH PLAGE ROk A VAU

SUITE 900

KANSAS CITY, MO 64112-1895
Date Mailed: 05/20/2019

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
Revanth Patil, Tempe, AZ;
Paulo Shakarian, Tempe, AZ;
Ashkan Aleali, Tempe, AZ;
Ericsson Marin, Tempe, AZ;
Applicant(s)
Revanth Patil, Tempe, AZ;
Paulo Shakarian, Tempe, AZ;
Ashkan Aleali, Tempe, AZ;
Ericsson Marin, Tempe, AZ;
Assignment For Published Patent Application
Arizona Board of Regents on Behalf of Arizona State University, Tempe, AZ

Power of Attorney: None

Domestic Priority data as claimed by applicant
This appln claims benefit of 62/668,878 05/09/2018

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.
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Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 05/17/2019

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/405,612

Projected Publication Date: 11/14/2019
Non-Publication Request: No

Early Publication Request: No
** MICRO ENTITY **
Title

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO
DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK WEB

Preliminary Class
715
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the

section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
page 2 of 4
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patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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Doc Code: PA..

Document Description: Power of Attorney

PTO/AIA/82A (07-13)

Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE

REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is

directed, the Power of Attorney will not be recognized in the application.

Application Number

16/405,612

Filing Date

05/07/2019

First Named Inventor

Revanth Patil

Title SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR
MORE LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS
ON THE DARKWEB

Art Unit TBA

Examiner Name

TBA

Attorney Docket Number

055743-621457 (M18-191P)

SIGNATURE of Applicant or Patent Practitioner

Signature JIAri. M. Bai/

Date (Optional)

2019-07-18

Name Ari M. Bai

Registration
Number

Title (if Applicant is a
juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

/ *Totalof 1 of 5 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Doc Code: PA.. PTOAINERR (07-13)
Document Description: Power of Alomey Approvad for se through 83/31/2021. OMB 0651-0035

U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE
Linder the Paperwork Reduction Act of 1885, no persons are required {o respend to a collection of Information unless it displays a valild OMB contret numbear

P@WER CSF" ATT@RNEY BY APPLICANT

[ hereby revoke all previous powers of attorney given in the application identified in either the atached transmittal letter or
the boxas balow,

Appiicaﬁinn Number Filing Date

16/405612 | 05/07/2019

{Note: The boxss above may be lsft blank if Information Is provided on form F’TO/A?A/SQA.}

i' (V¢ i { heraby appoint the Patent Practitioner(s) assoclated with the following Customer Number as my/our attorney(s) or agent(s), and
T to ransact all business in the United States Patent and Trademark Office scnnastad tnesrathh far the application referenced in
the attached transmittal letter {form PTO/AIA/B2A) or Identifled above: 571 48

OR

E‘ ] i hereby appoint Pratitioner(s) named In the attached list {form PTO/AIA/B2C) as mylour atiornay(s) or agent(s), and to iransact
gl business in the United Siates Palent and Trademark Office connacted therewith for the patent application referenced in the
attached transmiﬁa! Eetter (form PTO/AIAB2A) or identifled above, (Note; Complete form PTO/AIARZC.)

Please recognize or change the correspondence address for the application identified in the attached transmsttai
istter or the boxes above fo:

The address assoclated with the sbove-mentionad Customer Number

ORrR
Ej The addrass assoclated with Customer Number: ]r A
OR .........................
D Firmor
L B B  d o e—————eteeeeebieeeesoseceeeebee e —————————————
Addrass _
City | State ! fzp |
chr
Talephcne , . f Email , [ ‘

{ am the Applicant (if the Applicant is a juristic entity, llst the Apglicant name In the box):

inventor or Joint inventor (lite not regquived below)
[{ Legat Representative of a Deceased or Legally Incapacitated Inventor {iitle not required below)
E:l Asslgnes or Person to Whom the Inventor is Under an Qbligation to Assign (provida signer's title If applicant Is & juristic sntity}

Person Who Otherwise Shows Sufficlent Proprietary Interest {e.g.. & petmc;m under 37 CFR 1.48(h){2) was granted in the
application-or is conourrstliy txg\vg flod with s csammﬂn“; ooy i \1§‘?€‘f 5 title W apnlicant s a jurist © 91 m

SiGNATURE of Appﬁcarsﬁ for Patent

The undersagned (wnose fitls is supplied baksw) is authorized fo act on behalf of the applicant (&Q., whers the a;')'piii:‘aﬁt i3 & Jurlstic entity).

Slgnature Qy )3,\{}\,\»,\, §§ [ Date (Qp???ﬁ?ﬁ i
MName Ravanth Patil
Tille inventor

NOTE: Signaturs - This form must be signed by the applicant in asoardance with 37 CFR 1.33. See 37 GFR 1.4 for signature requlrements
and certifications. |f more than one appiicam. usg multiple forms,

E:ET'H:?J of forms are suﬂm“?ad
"Ms sofaaiicon s«s intanmtion iy maulied hed?, "‘E SERRETIE BV T RN ‘”‘m .n?‘m"mimﬂ IR FHTRS 10 R OF ralain N Lamﬁﬂ By the pitdicwtioh st g dend Ue tha

WSFTE o 3 3 w&y%‘ 2: 3 ARR and AT OER LA aad BId e o bk Taninting 10 now

InoiGding @hng mmmg anﬁ 3 mhﬁ*g e cemmmd spptiosion fem Tt UBPT. T il wiaryy g HSS: :\nv SOt sepount
of Mg VU EegY ¢ ; suggrations fx  bindet, a*wwsae Zani e iy S, Patant sew Ve Bma Y
ngmuss of Sorimay BRI RONOT E‘E‘N FESHOR OURMPLETE .GFEM& TG mmssc SEND YO Cumimissiongr

o ¥
for Fatents, P. G. Box 1450 A!exandr!a, W\ 223134-’355
if you need assistance In completing the form, cali 1-800-PT0O-8198 and safsct option 2.
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Doc Code:r PAL,

it : FTG/AIARER (07-13
Bocument Description: Power of Altorney aporoved for use trough G201, OME 9657 0%
us p ¢ ;
toa

ntand Trademark O U8 DEPARTMENT OF COMMERCE

ala
Under the Papsrwork Reduction Act of 1985, no parsons are requirad to respond celisction of information unless it displays a valid OB control numbier

POWER OF ATTORNEY BY APPLICANT

[ hereby revoke all previous powers of attorney given in the application identified in gither the attached transmittal letter or
the boxes below,

Application Number Filing Date

16/405.612 05/07/2019

(Noté: The boxes above may be laft blank if information is provided on form PTO/AIABZAL)

E | hereby appoint the Patent Practitioner(s) associated with the following Customer Number as myfour gtiormey(s) or agent(s), and
to transact all business in the Uniled States Patent and Trademark Office connectad tharewith for the application referenced in
the attached transmittal letter (form PTOAIA/B2A) or identified above: B
oR 27148

I:] } hereby appoint Practitioner{s) named in the attached list {form PTO/AIA/B2C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office cornected therewith for the patent application referenced in the
atizched transmiital letier (form PTO/AIA/S2A) or identifled above. (Note: Complete form PTG/AIAB2C)

Fiease recogmze or change the correspondence address for the application ademsfsed in the attached {ransmittal
letter or the boxes above {o:

The address associated with the above-mentioned Customer Number
OR

Ei:] The address associated with Cusiomer Number:
OR

D Firm or
1 individual Name

Address

oty o1 | State { fzip
(,ountr"\/
'ireiephone' o ' I Email i

I am the Applicant {if the Apglicant is a juristic entity, list the Applicant name in the box);

Inventor or Joint Inventor (title not required below)

Legal Representative of 3 Deceased or Legally incapacitated Inventor {title not required below)

Agsignee or Person to Whom the inventor is Under an Obligation to Assign (provide signer’s title if applicant is a juristic entity)

GCIDE

Person Who Otherwise Shows Sufficient Propristary Interest (e.g., a petitson under 37 CFR 1.48(b)}(2) was granted in the
application or is concurrently being filed with this document) {provide ssc;‘n‘e.r s title if applicant is a juristic entity)

SIGNATURE of Applicant for Patent
The undersigned (whose title is supplied below) Is authorized to act on pehalf of the app&icamr {e.g., where the applicant Is a juristic entity).

Signature e i Date {Optional) ¥
Nama Paulo Shakarian
Title inventor

V NGTE Signature - Thxs form must be signed by the applitant in accordance with 37 CFR 1.33. Ses 37 CFR 1.4 for signature requirements
and e;tmr‘atxom i more than one applicant, use multipis forms.

E:}Tatai of forms are submitted.

This Solleation sf midnmation 5 tamhund fw e 1431, 1.82, and 1.33. The information i reguirsd By obiain or retain s banelitby the public which is to R dard b

L8PTO to piodess) an applicat Confidentisiity is gavemec‘ by 35 11.8.C. 122 and ’3! CFR 111 and 1,14, This coliection is astimated to take & mindes 10 compials;
inclusding gathering, preparing, submitting the compieted application form to the USPTO. Time wiil vary depanding upon the individual case. Any commants on the amount
of thma you require to complate this form andor suggestions for reducing this burden, «hauid b» sent fc the Chief in ation Officer, U8, Patent and Trademaric Office, US,
Depariment of Commerca, 8.0, Box 1450, Alexandris, VA 223131450, DO NOT SEND FEES OR COMPLETED FORMS TO TH!S ADDRESS. BEND TG: Ccmmissioner
for Patents, P.O, Box 1458, Alexandria, VA 223131450,

if you need assistance In completing the form, cal 1-800-PT0-813838 and select option 2.
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Doc Code: PAL.

™ intl . F o PTCAIARZE (G713}
Documant Dascriplion: Power of Attorney Aoproved for uss thioigh 933 2021, OMB SR
LS, Patent and T3 HERS

S, DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1955, no persans are required o respand te a collection of inf on uniess i maplon avalid OMB conbrol number

POWER OF ATTORNEY BY APPL GANT

| hereby revoke all previcus powers of attorney given in the application identified in either the attached transmittal etter or
the boxes below.

Application Number Filing Datle

16/405,612 056/07/20189

{Note: The boxes above may be left blank if information is provided on form PTO/A!A:’éZA.)

| hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s} or ageni{s}), and
o transact alf business in the United States Patent and Trademark Office connected therewith for the application referenced in
the attached transmittal letter (form PTO/AIABZA) or identified above: [

oR 27148

E § | hereby appoint Practitioner(s) named in the attached list (form PTO/AIABZC) as mylour attorney(s) or agent{s), and to transact
: ali business in the United States Patent and Trademark Office connected therawith for the gatent application referenced in the
aitached transmittal letter (form PTO/AIA/BZA) or identified above. {Note: Compiete form PTO/AIAIB2C.)

'Piease recognize or change the correspondence address for the application identified in the attached transmitial
letter or the boxes above to:

@ The address associated with the above-mentioned Customer Number
- OR

j The address associated with Customer Number:

QR ,,,,,,,,,,,

Firm or

individual Name

Addresas
[ ] N
Country

Telephone ] o I

EV’I inventor or Joint Inventor {titte not required below)

Jeeccece

Legal Representative of a Deceased or Legally Incapacitaied Inventor (litle not required below)
LI Assignee or Person to Whom the Inventor s Under an Obligation to Assign {provide signer's title if applicant is a juristic entity}

i Person Who Otherwise Shows Sufficient Proprietary Interest (e.q., petit'on undar 37 CFR 1.48{b}2} was granted in the
application or is concurrently being filed with this document) (pm\iide signer's title if applicant ss a juristic entity)

SIGNATURE of Applicant for Patent
ippliad belggts fighorized to act on behalf of the apgiicant (.., whare the soplicsatis & juristic entity).

The undersigned { 'vhose ‘i‘k‘;&

Signature T L { Date (Optional) |
Name  Ashkan Aieali
Title inventor

NOTE: Signature - This form must be signad by the applicant in accordanse with 37 CFR 1.33. See 37 CFR 1.4 for signature requiremeants
and r*emf;cations If more than one applicant, use multiple forms.

DTotai of forms are subm--ted

'*n cofintion af wonnalicn & required B T3, L8% and 1.33. The information s required to oblain or retain @ benelil by the pulsio wiiel & 1o fnd §
LBPYQ 10 arocess) an apd s governed by 35 U.8.0. 122 and 47 GF 1 11 and 114, This colisction is :‘-xw‘atm to take 3 minuies i sompiRty.
including gathering, preparing, and submitling the comploted application form to tha USFETO. Tims will vary depending upon the ind ai case. Any comments oft the amount
of time you requirs v complata this form and/or suggestions for reducing this burden, shouid bﬁ sent {o the Chiaf Information Qfficer, ULS, Patent and Trademark Office, U.5.
epariment of Commerce, P:O. Sox 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SERD T0: Commissioner
Yar Fatants, PO, Box 1450, Alexandria, VA 223131450,

if you need assistance In compieting tha form, call 1-800-FTQ-0198 and salect oplion 2.
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Doc Code: PAL
Doosument Dascription: Powar of Atlorey A
LLS. Patent and T
Under the Papenyork Reduction Aci of 1995, no perscns are required to respond (o @ cailection of infur

POWER OF ATTORNEY BY APPLICANT

PTOMIAMR2E (0713}
/e for use through 03/31/2021, OMB 0681-0038
¢ Offies; LS, DEPARTMENT OF COMMERCE
an unless | displays a valid OME contred number

| hereby ravoke all previous powers of attorney given in the application identified in gither the attached transmittal letter or
tha boxes below.

- Application Number Filing Date

16/405,612 | 05/07/2019

(Noié: The boxes above may be lefi blank if information is provided on form PTO/A&A}'BEEA.)

| hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney{s) or agent{s}, and
fo transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in
the altached transmitial letter {form PTO/AIAIBZA) or identified above:
27148

OR

i E | hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/B2C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therawith for the patent application referenced in the
attached tranamitial letter (form PTO/AIABZA) or identified above. (Note: Complete form PTO/AIABRE.)

Plaase recognize or change the correspondence address for the application identified in the attached transmitial
lstter or the boxes above to!
iy’] The address associated with the above-menticned Customer Number

OR
B~ The address associated with Custorner Number;
N ) GR ......................
U Firm or
INGIVIUBLNGITIE  F et soesoeemssmmmsemme
Address
 City | State | bzip L
- Country
Telephone ] Email §

M inventor or Joint Inventor (title not required below)
U Legal Representative of a Deceased or Legally incapacitaied Inventor (title not required below)
m Assignee or Person to Whom the [nventor is Under an Obligation to Assign (provide signer's title if applicant is a juristic entity)
E::[ Person Who Otherwise Shows Sufficient Proprietary Interest {e.g., a petition under 37 CFR 1.468(b)2} was granted in the
application or is consurrently being filed with this document) (provide signer's &itle if applicant is & juristic anlity)
SIGNATURE of Appilicant for Patent

The undersigned (whose title is supplied below) is authorized to act on behalf of the appiicant (e.g., where the applicant is a juristic entity).

SRRy o g Y L AME” ANSARAMIL ISR SRS SRCR RS St S — : oy
Sighature Crscaaen et Sl { Date {Gptianaly | 05/23/2019
Name Ericsson Marin
Title inventor

NQTE: Signature - This form must be signad by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

[jTO‘Ia! of forms are submiited.
E i 3 LAFE T, w3 The inkennetivn s required 16 o8laln o retaln a heasfi By e poin whinh i e by i
USPTS to procass) an anpiicat! 5 governed by 35 1080 122 and 37 OFR 1411 and 1.14. This collection’i ted iy take 3 minutas b e,
including gathering, preparing, and submitling ihe campleied appticalion form to the USFTO: Time will vary depending upon the ind al casa: Any commenis an the amount
of tire vou require bo complete this form and/or suggestions for reducing this burden, should be senlio the Chief Information Officer, U.S. Patent and Trademark Office, US.
Cepartment of Commaerce, P2, Box 1450, Alexandria, VA 23315-1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, PO, Box 1458, Alexandria, VA 2231314548,

if you need assistance in compieting the form, call 1-800-PTG-818¢ and select oplion 2.

Tiig volinctior of Bitoomation fs ra
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PTO/AIALT (06-12)
Approvad for use through 11/30/2020. OMB 0851-0032
U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Undar the Paperwork Reduction Act of 1885, nio persons are required to respond to a coliection of information unlees i dispiays e valid OMB conirol numbar,

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76}

 site of SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE
invention | L ABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK

| WEB

As the balow named Invanior, | hereby declare that

This declaration {7 ; i .
ia diracted fo: L“} The attached application, or

16/405,612

E@ United States application or PCT international application number

05/07/2019

filad on

The above-identified application was mads or authorlzed to be mads by me.

| betieve that | am the original inventor or an original joint inventor of a claimed invention in the application.
PR

{ hereby acknowledge that any willful falss statement made In this declaration is punishable under 18 U.8.C. 1081
by fine or imprisonment of not mors than five (5) years, or both.

WARNING:

Petitioner/applicant Is cautionad to avold submitting personal Information In documents filed in a patsnt application that may
contribute to [dentity theft. Personal information such as soslal security numbers, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never raquired by the USPTO
to support a petition or an application. f this type of personal information is Included In documents submitted to the USFTO,
petitioners/applicants should consider redacting such personal Informatlon from the documents before submitting them to the
USPTO. Patitioner/applicant Is advised that the record of a patent application is avallable to the public after publication of the
application {unless a non-publication reguest in compliance with 37 CFR 1,213(a) is mads in ths application} or issuance of a
patert. Furthermors, the record from an abandoned appilcation may also be avallable to the public if the application is
raferanced In g published application or an issued patent {see 37 CFR 1.14). Chacks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retalned In the application file and thersfore are not publicly avallable,

LEGAL NAME OF INVENTOR

inventor: Reva,ﬁ?h Pati . Date {Optional)

Signature: ‘%,\,h@wij&h Q} ,,,,,,,,

Note: An applicstion data shast (FTO/SB/14 or squlvalent), including naming the entire Inventive enlity, must accompany this form or must have
been previcu&iy fllsd. Use an additional PTO/AIADY form for sach additional invantor,

Thin sotegion ot mmrm*m. o £y
by e LSFTS 3*
"(\mrimﬁs i
SRR Nl N ¢ im ¥ i
Petgny i Traden i LR IR ER: 3 3
THIS ADDRESE, SEND TO: Cammissianer for F&ﬁenﬁs P 0 Eax “}459 Aiaxanﬁria 17 22313 1456

if you need assistance in complsiing the form, vall 1-800-PT0-3168 and seiset option 2.

IPR2025-01398
CrowdStrike EX1002 Page 72



FTOIANO (06-12)
20 OMB 0881-0032

Approved tor use thr wg

U.5. Paient and Trade OMMERCE

Under the Paparwork Paduction Act of 1888, no parsons are requirad to 'esncnd w g solection of information unlses it dispirys a valid ORMB zontrol number:

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN

APPLICATION DATA SHEET (37 CFR 1.76)

oo | SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE
invention | LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK

|WEB

As the below named inventor, | hereby declare that:

This declaration . atinchad analinatin
is diracted to: D The attached application, or
United States application or PCT international application numbers 1 6/405’61 2

05/07/2019

filed on

The above-identified application was made or authorized to be made by me.

{ belisve that  am the original inventor or an origina! joint inventor of a claimed invention in the application.
g 1Y

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fing or imprisonment of mt more than five (§) years, or both.

WARNING:

Petitioner/applicant is cauticned to avoid submitting personal information in documents filed in a patent application that may
contribute to ideniity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
{other than a check or cradit card authorization form PTO-2038 submitted for payment purposes) is never requirad by the USPTO
to support a petition or an application. {f this type of personal information is included in documents submitied to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them 10 the
USPTO. Petilivner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication reguest in compliance with 37 CFR 1.213(a} is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
 referenced in a published apglication or an issued patent {see 37 CFR 1.14). Checks and credit card autharization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

EGAL NAME OF INVENTOR

I'"

j
inventor, P8UI0 Shakarian Date (Optional) :

‘x‘*‘“)/‘""”

\

Signature:

Note: An application data sheet {PTO/SB/14 or equivalent), inciuding naming the entire inventive entity, must accompany this form or must have
been previcusly filed. Use an additional PTO/AIAGT form for each additional inventor.

The infarmation is reguired o cbiain or refain a banefit by the public which s fo file {and

This cottection of nformation i reguired by 35 U.8.C, 115 and 37 CFR 4,
i ed [0 fake 1 minuts i

by the USPTO to procass) an application. Confidentiality is governed by 35 U.8.C. 122 ang 37 OFR 1,41 and 1.14, Thig collection is estirr
complets, inchuding gathering, preparing, and submilting the completed application form to the USPTD. Tims will vary dapending upont ividual cage, Any
comments on the amount of ime vou require to completa this form ana/or suggestions for reducing this burden, should e sent to the Chisf information Cfficer, U5,
Patont and Trademark Cffice, U5 Deparlinent of Commerse, P.O, Box 1450, Alexandria, VA 223131450, IO NOT BEND FEES OR COMPLETED FORME TO
THIS ADDRESS, SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

¥ you need assistance in compleling the form, call 1-806-PT(-8199 and seloct option 2,
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PTOMAIADT {08128}
Approved for use through 11/20/2020, OME 0881-0032

U8 Patant and Trademark Ofice; U5 DEPARTMENT OF COMMERCE

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

rigeof | OYSTEMS AND METHODS FOR AUTOMATICALLY ASSGIGNING ONE OR MORE
nvention | LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK

| WEB

As the below named inventor, | hereby declare that:

This daclaration {1 attachod fevaatic
is directed fo: {1 The attachaed application, or
fyeeeerd i
“ i United Stales application or PCT international application number 1 6{405’61 2 .
e on 05/07/2019

| The above-identifiad application was made or authorized to be made by me.

i belisve that | am the origina! inventor or an original joint Inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.5.C. 1001
by fine or imprisonment of not more than five {8} years, or both.

WARNING:

Patitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application thal may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
 (other than a check or credit card authorization form PT0-2038 submifled for payment purposes) is never required by the USPTO
| to support a petition or an application. if this type of personal information is included in documenis submitted o the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTGO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application} or issuance of a
patent. Furthermore, the record from an abandoned appiication may alsc be available o the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
FTO-2038 submitted for paymant purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

inventor:_AShka}? f‘aeah & F . Date (Optional) :

Signature:

Noie: A application data sheest (FTO/SB/14 or squivalent), inciuding naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additiona! PTO/AIADT form for each addiiional inventor,

Ly the LUSPTO to process) an application. Confidentialily is governed by 38 U.8.C. 122 and 37 CFR 1,11 and 1.14. This collection is estimated o take 1 minute io
complete, inciuding gathering, preparing, and submitting the compleled application form to the USPTO. Time will vary depending upon the individua! case. Any
comments on the amount of fime you requirs ki complsts this form andfor suggestions for reducing this burden, should be sant to the Shisf informalion Offi [RA
Patent ang Tradamark Office, U8, Department of Commerce, P.Q. Sox 1450, Alexandria, VA 223131450, DO NOT SEND FEES OR COMPLETED FORMS
THIS ADDRESS: SEND TO: Commissionsr for Patents, P.O. Box 1450, Alexandriz, VA 223131450,

if you nesd assistance in compialing the forr, call 1-800-FTQ-B198 and seiect oplicn 2.
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FTOIAIAIDT (0512}
rrough TUS2020, OME G881-0032
3. DEPARTMENT OF COMMERCE
{ displays » valid QMB conirol number,

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN N
APPLICATION DATA SHEET (37 CFR 1.76) J

AN SR S

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE
LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK
WEB

Ag the below namad inventor, | hereby deciars that

Title of
invention

This declaration

is directed fo: m The attached application, or
\@ United States application or PCT international application number 16!4@5’61 2
o o 0B/07/2019

The above-identiiied application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any wiliful false statermnent made in this declaration is punishable under 18 U.8.C. 1001
by fine or imprisonment of not more than five (8} vears, or hoth.

WARNING:

| Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may

' contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PT(0-2038 submitted for payment purposes) is never required by the USPTO
e support a petition or an application. If this type of personal information is included in documents submiited to the USRTQ,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is availabie to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) orissuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

inventor: E-HCSS0ON Marin  Date (Optional) 05/23/201¢

MNote: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accomgpany this form or must have
heen previously filed, Use an additional PTC/AIA/D form for each additional inventor.

! an application. Confideniiality is governed by 35 U.5.C. 122 and 37 CFR 111 and 1.74, Thiz colisction s eslimaled to lakg 1 minute to
dete, including gathering, preparing, and submiting the completed application form to the USPTO. Time wili vary depending upen ina individual cass. Any
manis on ey amouni of ime you reguire tc sompiete this form andfor suggestions for reducing this burden, shouid be sent lo the Chief information Officer, U3,
Falent and Tradsmark Office, U.S, Denanmant of Commerce, PO, Box 1450, Alexandria, VA 22813-1480, 3O NOT SEND FEES OR COMPLETED FORMS TQ
THIS ADDRESS. BEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1456.

if you need sssistance I compoling the form, call 1-800-PT3-9198 end selos! nption 2.
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Electronic Acknowledgement Receipt

EFS ID: 36627598
Application Number: 16405612
International Application Number:
Confirmation Number: 4562

Title of Invention:

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE
LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK

WEB

First Named Inventor/Applicant Name:

Revanth Patil

Customer Number:

27148

Filer:

Ari M. Bai/Rebecca Endsley

Filer Authorized By:

Ari M. Bai

Attorney Docket Number: 055743-621457 (M18-191P)
Receipt Date: 18-JUL-2019
Filing Date: 07-MAY-2019
Time Stamp: 16:11:04

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
360727
1 Power of Attorney 621457_Transrcr;fittal_of_POA. o 1
p d3ff6580e3b86ef40925edcalcS 561355741
8566
Warnings: IPR2025-01398
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Information:

425061
2 Power of Attorney 621457_POA.pdf no 4
b2e57a17a52c95bc592737560ddd4690a29
fe3ab
Warnings:
Information:
322079
3 QOath or Declaration filed 621457 _Declarations.pdf no 4
97522bbae4d252580b420169dbfg17988c2)
3f978
Warnings:
Information:
Total Files Size (in bytes): 1107867

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/405,612 05/07/2019 Revanth Patil 055743-621457 (M18-191P)
CONFIRMATION NO. 4562
27148 POA ACCEPTANCE LETTER
POLSINELLI PC

900 WEST 48TH PLACE ORI 0 R
SUITE 900

KANSAS CITY, MO 64112-1895

Date Mailed: 07/23/2019

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 07/18/2019.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/zabraha/
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/405,612 05/07/2019 Revanth Patil 055743-621457 (M18-191P)
CONFIRMATION NO. 4562
27148 PUBLICATION NOTICE
POLSINELLI PC
900 WEST 48TH PLACE O O TR
SUITE 900 000000112625479

KANSAS CITY, MO 64112-1895

Title:SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO
DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK WEB

Publication No.US-2019-0347327-A1
Publication Date:11/14/2019

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Doc code: IDS
Doc description: Information Disclosure Statement (IDS) Filed
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

PTO/SB/08a (03-15)
Approved for use through 07/31/2016. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 16405612
Filing Date 2019-05-07
First Named Inventor | Revanth Patil

Art Unit 2658
Examiner Name Richemond Dorvil

Attorney Docket Number 055743-621457 M18-191P

U.S.PATENTS
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
- Patent Number Issue Date . Relevant Passages or Relevant
Initial No Codet of cited Document .
Figures Appear

1 10176438 B2 2019-01-08 Shakarian et al.

2 10313385 B2 2019-06-04 Shakarian et al.

3 10437945 B2 2019-10-08 Shakarian et al.

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
- Cite No . Relevant Passages or Relevant
Initial Number Codet| Date of cited Document .
Figures Appear
1 20190349393 A1 2019-11-14 Nunes et al.
2 20200036743 A1 2020-01-30 Almukaynizi et al.

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Examiner
Initial*

Cite
No

Foreign Document
Number3

Country
Codez2j

Kind
Codet

Pages,Columns,Lines
L Name of Patentee or
Publication . . where Relevant
Applicant of cited TS
Date Passages or Relevant
Document .
Figures Appear

EFS Web 2.1.17

IPRZ2025-U15Y906
CrowdStrike EX1002 Page 80



Application Number 16405612

Filing Date 2019-05-07

INFORMATION DISCLOSURE

First Named Inventor | Revanth Patil

STATEMENT BY APPLICANT 55

( Not for submission under 37 CFR 1.99)

Examiner Name Richemond Dorvil

Attorney Docket Number 055743-621457 M18-191P

1 2019089389 WO A1l 2019-05-09 Shakarian et al. |:|
2 2019157335 WO A1l 2019-08-15 Shaabani et al. |:|
If you wish to add additional Foreign Patent Document citation information please click the Add button
NON-PATENT LITERATURE DOCUMENTS
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite o . . -
e (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
Initials No . . .
publisher, city and/or country where published.
1 U.S. Application No. 16/424,929, Shakarian et al., filed 2016-11-28. |:|
2 U.S. Application No. 16/548,329, Tavabi et al., filed 2019-08-22. |:|
3 U.S. Application No. 16/640,878, Shakarian et al., filed 2018-10-26. |:|
4 U.S. Application No. 16/653,899, Sarkar et al., filed 2019-10-15. |:|
5 U.S. Application No. 16/875,540, Nunes et al., filed 2020-05-15. |:|
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SYSTEMS AND METHODS FOR PRIORITIZING SOFTWARE
VULNERABILITIES FOR PATCHING

CROSS REFERENCE TO RELATED APPLICATIONS
§0001] This is a PCT application that claims benefit to U5, provisional
appiication serial number 62/581,123 filed on November 3, 2017 which is

incorporated by reference in its entirety.

GOVERNMENT SUPPORT
[06002] This invention was made with government support under
Coniract No. NOGO14-15-1-2742 from the Office of Naval Ressarch and Contract No.
FAB750-16-C-0012 from the Inielligence Advanced Research Projecis Activity

(IARPA). The Government has certain rights in the invention.

FIELD
[6003] The present disclosure generally relates 1o assessing the
kelihood of exploitation of software vulnerabilities, and in particular (o systems and
methods for predicting which software vulnerabilities will be exploited by malicious

hackers and hence prioritized by patching.

BACKGROUND

[0004] An increasing number of software vulnerabilifies are discoverad
and publicly disclosed every year. In 2018 glone, more than 10,000 vulnerability
identifiers were assigned and at ieast 6,000 were publicly disclosed by the National
Institute of Standards and Technology (NIST). Once the vuinerabilities are disclosed
publicly, the likelihood of those vulnerabilities being exploited increases, With Himited
resources, organizations often look to prioritize which vulnerabilities to paich by
assessing the impact it will have on the organization if exploited. Standard risk
assessment systems such as Common Vulnerability Scoring Systam (CVES),
Microsoft Exploitability Index, Adobe Pricrity Rating report many vulnerabilities as
severe and will be exploited to e on the side of caution. This does not alieviate the
problem much since the majority of the flagged vulnerabilities will not be atiacked.

[6008] Further, current methods for prioritizing patching vulnerabilities
appear 1o fall short. Verizon reported that over 99% of breaches are caused by
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exploils io known vulnerabilities. Cisco also reported that “The gap between the
availability and the actual implementation of such patches is giving attackers an
opportunity to launch exploits.” For some vuinerabilities, the time window to patch
the system is very small. For instance, expioits targeting the Heartbleed bug in
OpenS5L were detected in the wild 21 hours after the vuinerability was publicly
disclosed. Hence, organizations need to efficiently assess vulnerabilities that will be
exploited in the wild while keeping the false alarm rate low.

[6606] NIST provides the National Vulnerability Daiabase (NVD) which
comprises of a comprehensive list of vulnerabilities disclosed, but only a small
fraction of those vulnerabilities {less than 3%) are found to be exploited in the wild - a
result confirmed in the present disclosure. Further, previous work has found that the
CVSS score provided by NIST is not an effective predictor of vuinerabilities being
expioited. it has previously been proposed that other methods such as the use of
social media, darkweb markets and certain white-hat websites wouid be suitable
alternatives. However, this previous work has its limitations. For instance,
methodical concerns on the use of social media for exploit prediction were recently
raised; daia feeds for proactive exploif prediction were limited to single sites that
provided a relatively small number of predictions; and other work demonstrates the
viability of data collection but does not quantify the results of prediction.

(00071 It is with these observations in mind, among cthers, that various

aspects of the present disclosure were conceived and developed.

BRIEF DESCRIPTION OF THE DRAWINGS

[6608] FIG. 1A is a network diagram illustrating an exemplary
computer-implemented system for implementing vulnerability prediction as described
herein, according to aspects of the present disclosure,

[6003] FIG. 1B is a simplified block diagram showing a first
embodiment (embodiment A) of the exploit prediction model, according 10 aspecis of
the present disclosure;

18610] FIG. 2 is a graphical representation showing the vulnerabilities
disclosed per month, according to data examined by embodiment A and aspects of
the present disclosure;

[6011] FIG. & is a graphical representation of the day difference

between Common Vulnerabilities and Exposures (CVE) first published in the
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National Vulnerability Database (NVD) and Symantec attack signature date vs. the
fraction of exploited CVE’s on NVD reported, according io data examined by
embodiment A and aspects of the present disclosure;

[6012] FIG. 4 is a graphical representation of a day difference between
proof-of-concept CVE first mentioned and Symantec attack signature date vs. the
fraction of exploited CVE's on ExploitDB (EDB) reported, according to data
examined by embodiment A and aspects of the present disclosure;

10813] FiG. & is a graphical representation of the day differance
between CVE first mentioned in darkweb and deepweb and Symantec atfack
signature date vs. the fraction of exploited CVE's on darkwsb and deepweb reportad,

according to data examinasd by embodiment A and aspects of the present disclosure;

[0014] FIG. 8 is & graphical representation of the most exploited
vendors, according to data examined by embodiment A and aspecis of the present
disclostre;

[5015] FIG. 7 is a graphical representation showing the percentage of

vulnerabilities mentions in sach language and the percentage of the exploited
vuinerabilities mentioned in each language, according {0 data examined by
embodiment A and aspects of the present disclosure;

[0016] FIG. 8 is g graphical representation of a precision-recall curve
for proposed features for Microsoft-Adobe vulnerabilities, according to data
examined by embodiment A and aspects of the present disclosure;

(00171 FiG. 8 is a graphical representation of a pracision and recall for
classification based on CV3S base score version 2.0 threshold, according to data
examined by embodiment A and aspects of the present disclosure;

[0618] FIG. 16 is a graphical representation of a precision-recall curve
for classification based on CVSS score threshold (RF), according (o data examined
by embodiment A and aspects of the present disclosure;

[0019] FIG. 11 is a graphical representation of a ROC curve for
clagsification based on Random Forest classifier, according to data examinad by
embodiment A and aspects of the present disclosure;

(66201 FIGS. 124 and 12B are graphical reprasentations of an ROC
curve using strategy 1 and strategy 2, respectively, according {o data examined by

embodiment A and aspects of the present disclosure;
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[6021] FIG. 13 is an overview of the prediction model, according to
aspects of the present disclosure;

[0022] FIG. 14 s a simplified block diagram that llustrates g second
embodiment {embodiment B) of the exploit prediction model, according to aspects of
the present disclosure;

[0023] FiG. 18 is a histogram showing vuinerabilities represented per
vear from NVD, DW and Symantec, acoording to aspects of the present disclosurg;

10624] FiGa. 16 is a graphical representation showing an ablation {est,
according to aspects of the present disclosure,

[0025] FIG. 17 is a graphical representation showing test results on
individual feature sets, according to aspects of the present disclosure; and

[0028] FI1G. 18 is a simplified biock disgram showing an example of 2
computing system that may implement various services, systems, and methods
discussed herein.

(66271 Corresponding reference characters. indicate corresponding
slements among the view of the drawings. Ths headings used in the figures do not

limit the scope of the claims.

DETALED DESCRIPTION

16628] In the present disclosure, the ability to predict exploits in the wild
is examined using cyber threat intelligence feeds comprised from a variety of data
sources or data feeds. This problem is of direct relevance to patch prioritization.
Referencing data gathered or otherwise accessed from darkweb and despweb (DW)
and conducting much analysis on data fesds collectad from varicus online sources
{e.g., SecurityFocus, Talog), and after over one hundrad interviews with
professionals working for managed securily servics providers (MSSP's), firms
specializing in cyber risk assessment, and security specialisis working for managed
{IT) service providers (MSHs), many sources of data were identified that were
representative of current threat intelligence used for vulnerability prioritization —
examples being presented in FIG. 13. Amongst those, three are examinad in
embodiment A (1) ExploitDB (EDB) contains information on proof-of-concepts for
vulnerabilities provided by security researchers from various blogs and security
reports, (2} Zere Day Initiative {(ZDI) is curated by a commercial firm called

TippingPoint and uses a varisty of reported sources focused on disclosures by
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various software vendors and their security researchers, and (3) a collection of
information scraped from over 120 sites on the darkweb and deepweb (VW) sites.
The intuition behind each of these feeds was to not only utilize information that was
aggregated over numerous related sources, but also to represent feeds commoniy
used by cvbersecurity professionals.

(00287 The present disclosure demonstrates the utility of the deveioped
machine leaming models described herein in predicting exploits in the wild with True
Positive Rate (TPR) of 90% while maintaining the False Positive Rate (FPR) Iess
than 15% for a sample data examined by embodiment A. The present disclosure
also compares the present system embodiment A to recent benchmarks for exploit
prediction, demonstrating the achievement of significant high precision while
maintaining the recall under the assumptions made in the present disclosure. The
performance of variants of the present embodiment A was aiso examined in the case
when temporal mixing is controlled, and in the case where only a single source is
used. Robusiness against adversarial data manipulation is also discussed.

(08301 Using vuinerability mentions on EDB, ZD1, and DV, the present
disclosure further describes the increase in the vulnerability exploitation iikelihood
over vuinerabilities only disclosed on NVD. In addition, the present disclosure
provides results that demonstrate the likelihcod of being exploiled given vulnerability
mention on EDB is 9%, ZDI is 12% and DW is 14% as compared 1o NVD, which is
2.4%, and explains the availability of such information relative to the time an exploit
is found in the wild.

[6831] The present disclosurs also analyzes exploited vulnerabilities
based on various other features derived from these data sources such as language
used. It is specifically noted that Russian language sites on the darkweb discuss
vulnerabilities that are 19 times more likely to be exploited than random, which was
greater than other languages examinad. Further research was made regarding the
probability of exploitation with regard to both data sources and the vendor of the
vulrierable soffware.

[0632] The present disclosure also presents an embodiment
{fembodiment B) that leverages machine leaming techniques on features derived
from the social network of users pariicipating in darkweb/deepweb (DW) forums, as
well as features derived from the Mational Vulnerabilily Database. U specifically

demonstrates the viability of user connectivity metadata in predicling the likelihood of
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vulnerability exploitation with an F1 measure of 0.67 for a subset of soflware

viuinerabilities mentioned in DVW.

Vuinerability and Exploils

[0033] Yulnerability is a weakness in a software system that can be
exploited by an attacker to compromise the confidentiality, integrity or availability of
the system fo cause harm. The National Institute of Standards and Technology
{NIST) maintains a comprehensive list of publicly disclosed vuingrabilities in its
National Vulnerability Database (NVD). NVD also provides information regarding the
target softwares (CPE), severity rating (CVSS) in terms of exploftability and impact
and the date the vulnerability was published.

[0034] An exploit is defined as a piece of code that modifies the
functionality of a system using an existing vulnerability. We term the exploits that
have been usad 1o target systems in real-world by an attacker as real-world exploits.
On the other hand, proof-of-concept exploits are developed to verify a disclosed
vulnerahility and might require addition of functionalities o be used in a real-world
attack. Proof-of-concept exploits that are identified in the wild {(real-world attacks) fall
under real-world exploits. Although the chances of detecting real-worid exploits if
proof-of-concepl is already present is high since atiackers have g template assisting
on implementing exploits, presence of proof-of-concept does not imply that it has
been used in the wild.

Technical Challenges

[0035] There are known technical challenges including methodological
issues with previous exploit prediction methods and studies. 1t is also noted that
there is a balance between ensuring an evaluation is conducted under real-world
conditions and conducting an evaluation on an adeguate sample size. A review of
some of these challengss is discussed below.

[6636] Class imbalance. As described hersin, around 2 4% of the
reported vulnerabilities are exploited in real world attacks. This skews the
distribution towards one class i.e. not exploifed in the prediction problem. In such
cases, standard machine leamning approaches favor the majority class leading to
poor performance on the minority class. The present disclosure examines over-

sampling technigues (namely SMOTE) only on the training dataset {o account for
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data with sever class imbalance and aveid making the classifier always favor the
majority class. Only a marginal improvement is observed for some clgssifiers, while
other classifiers have been negatively affected when tested on unsampled data.

[0037] Evaluating Models on Temporal Data. Machine leaming
maodels are evaluated by training the model on one set of data and then testing the
model on another set that is assumed to be drawn from the same distribution. The
data split can be done randomly or in g stratified manner where the class ratio is
maintained in both training and festing. Yet, exploit prediction is a fime dependent
prediction problem. Hence splitting the data randomly, violates the temporal aspect
of the data as evenis that happen in the future will now be used to predict events that
happen in the past, which violates the sequential nature of vulnerability disclosure
events. This leads to temporal intermixing of the data. In the resuits described and
related 10 the embodiment systems presented in this disclosure, this temporal mixing
was reduced or gvoided in most experiments. However, in cerfain experiments,
where sample size is very small, experiments were included where this is not
controlled (as one of our ground-truth sources does not have date/time information).
it was explicilly noted when this was the case.

[0038] VYuilnerabilities Expioited Before Risclosure. For exploit
pradiction, the goal is to predict whether a disclosed vulnerability will be exploited in
the future or nol. Few vulneratilities are exploited before they are disclosed, hence
prediction for such vulnerabilities does not add any value to the goal of the problem.
That being said, predicting exploits that have already been used in attacks is
important because not gll vuinerabilities are paiched in a timely manner. Knowing
what vulnerabilities are exploited in the wild can help organizations with their cyber
defense strategies.

[6038] Limitations of Ground Truth. Aflack signatures identified for
exploits that were detected in the wild are reported by a well-known cyber defense
firm, called Symantec. These are used as ground truth for the expleited
vulrierabilities when evaluating the present embodiments described hersin. This
ground truth is not comprehensive as the distribution of the exploited vulnerabilities
over software vendors is found to differ from that for overall vulnerabilities (i.e.,
vulnerabilities affect products run on Microsoft have well coverage as compared to
other OF vendors). Although this source has coverage limitations, it was found io be

the most reliable source for exploited vulnerabilities since it reports attack signatures
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for known vulnerabilities. To avoid over-filting the machine learning model on this
not-so-representative ground truth, the software vendor was omitted from the set of

features that wers examined in gl experiments.

EXPLOIT PREDICTION MODEL

(00401 FPredicting the likelihood of vuinerability exploitation through the
usage of machine learning technigues has interesting security implications in terms
of prioritizing which vulnerabilities need to be patched first o minimize rigk of
cyberattack. FiG. 13 provides an overview of an expioit prediction mode! proposed
by the present disclosure; while FiG. 1B gives an overview of g first embodiment A
of the exploit prediction model, and FIG. 14 gives an overview of a second
embodiment B of the exploit prediction model.

[6041] Referting to FiGG. 14, an exemplary computer-implemsnted
system (hereinafter “system”) 100 for implementing functionality associated with
expioit prediction is shown. The system 100 may be utilized 1o implement the
embodiment A described herein, and/or the embodiment B described hersin, or sther
such embodiments or modsis for expioit prediction. In general, the system 160
describes the configuration of at least one computing device for implementing the
functionality associated with the explioit pradiction embodiments described hersin.

[6042] Specifically, in some embodiments, the system 480 may include
and/or generally support functionality defined by an application 102, defining
functionality asscciated with features of the exploit prediction model described
herein. The application 102 may be hosted on or otherwise implemented using one
or more of a computing device 184, which may include a server, controlier, a
personal computer, a terminal, & workstation, & portabie computer, @ mobile device,
a tablet, a mainframe, or other such computing device.

[0043] By installing, execuiing, or otherwise implementing the
application 102, the computing device 184 is configured for administering,
processing, and providing access {0 aspects of the application 182 via a network
406, which may include the internet, an intranet, a virtual private network (VPN), and
the like. In some embodiments, a cloud (not shown) may be implementad to execute
one or more components of the system 108, In addition, aspects of the system 100

and/or the application 102 may be provided using platform as g service (Paas),
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and/or software as a service (SaalS) using e.g., Amazon Web Services, or other
distributed systems.

[0044] As further indicated in FIG. 1A and described herein, the
computing device 104 and the application 102 may access information from one or
more data sources 110 or data feeds. The application 102 may further implement
functionality associated with the expioit prediction modesl defined by various modules;
namely, a fealure sets 112 module, an algorithms module 114, a class labels module
$186, a classification model module 117, an exploitation outputs module 118 and an
estimation cutputs module 119. The aforementioned modules are merely exemplary
and it is contemplated that the application 102 may define any number of related
maodules or features for implementing the funclionality of the exploit prediction model
described herein. Further, at least some features of the application 102 may be
made available {0 a plurality of user devices 120 in communication with the
computing device 104 of the system 100 and/or the local computing device 168 via
the network 1086.

(00457 The embodiments present in this disclosure consist of the

following four phases, illustrated in FIG. 13

«  Obtaining Data {202): Three of the daia sources 110 are utilized in addition
to NVD in embodiment A of this disclosure. These data sources include EDB
{(ExploitDB), ZDI (Zero Day Initiative) and data mined from DW (darkweb and
deepnet) markets and forums focusing on malicious hacking. On the other
hand, only a sample of DW sites may be used o show the viability of features
derived from the properties of social network of users discussing
villnerabilities in DW as presented in embodiment B of this disclosure,

«  Computing Features and Class Labels {Generating Classification Models
{204})}); Features are exitracted from each of the data sources 1108, The
features include, but are not imied to, bag of words features for vulnerability
description and discussions on the DW, binary features which checks for the
presence of proof-of-concept exploits in EDB, vulnerability disclosures in ZDi
and DW. Additional features are included from NVD namely, CVSS score,
CVSS vector, and CWE. The class labels are determined based on a ground

truth data, which comprise a sel of atlack signatures of exploits detecied in
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the wild, along with description of vulnerabilities leveraged by these exploits.
This data may be obiained from Symantec.

+  Training the Classification Models {208}

« Computing the Likelihood of Exploitation {208} In all embodiments
presented in this disclosure, the problem is viewed as a binary classification
problem, and several standard supervised maching learming approaches were
evaluated and may be implemented.

«  Generating Estimation QOutputs {208} Different algorithms can be used {o
present the results of the likelihood of exploitation. Among which are
rescaling the results, ranking vulnerabilities, categorizing vulnerabilities under

pre-determine categories.

Data Scurces (110}

[3048] The present disciosurs contemplates the combination of
vuinerability and expicit information from muitiple open source databases, namely:
The National VYulnerability Database (NVD), The Exploit Database (EDB), Zero Day
Initiative (ZD1), Darkweb database collected from mining darknet marketplaces and
forums. For sxperiments related o the described model examined with respect to
embodiment A, efforts were concentrated towards vulnerabilities disclosed in 20158
and 2016, Table 1 shows the vulnerabilities identified from each of the data sources
between 2015 and 2016 a5 well as the number of vulnerabilities that were exploiied
in real-world attacks. The exploited vulnerabilities are used as ground truth for the
described prediction experiments. A brief overview of each of the data sources used

in embodiment A, including ground truth, is provided.

Table L Number of Yilnerabilities (0153018

>>>>>>>>> 2 HEppdoiied | % Exploited
T ws ] uem
pw gs L om paaw
[0047] NVYD. The National Vulnerability Datsbase maintains &

database of publicly disciosed vulnerabilities each one identified using a unique
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CVE-ID. Vulnerabiliies were collecied as disclosed between 2015 and 2016, The
resulting dataset is comprised of 12588 vulnerabilities. FIG. 2 shows the month wise
disclosure of vulnerabilities. At the time of data collection there were only 30
vuinerabilities disclosed in December 2016, hence the small bar at the end of 2018,
For each vuingrability, its description, CVEE score and vector are gathered.
Crganizations often use the CVSE scores o prioritize which vulnerabiiities to patch.
The CVSS vector lists the components from which the score is computed. The
components of the vector include Access Complexity, Authentication, Confidentiality,
Integrity and Availability. Access complexity indicates how difficult is to exploit the
vulnerability once the atiacker has gained access o the target system. It is defined
in terms of three levels: High, Medium and Low. Authentication indicates whether
authentication is required by the altacker to exploit the vulnerability. tis & binary
identifier taking the values Required and Not Required. Confidentiality, Integrity and
Availability indicate what loss the system would incur if the vuinerability is exploited.
it takes the values None, Partial and Complete.

[0048] EDE (white-hat community}. bxploit Database is 2 collection
of proof-of-concept exploits maintained by Offensive Security Training that has
CVE’s associated with available exploits. Using the unigue CVE-ID’s from the NVD
database for the time period between 2015 and 2018, the EDE was queried to find
whether a proof-of-concept exploit was available. The date the procof-of-concept
expioit was also recorded and posted for these experiments. Using the CVE 1)s
from NVD, we gquery £DB {o find 799 vulnerabilities with verified proof-of-concepts.

[06438] ZO {(vulnerability detection comymnunity). Zero Day initiative
launched by TippingPoint maintaing a database of vulnerabilities submitted by
security researchers. The submitted vulnerability is first verified before it is added to
the database. Monstary incentive is provided if the vulnerability is verified 10 the
researcher. ZDI then notifies the vendor to develop patches for the vuinerabhility
betore public disclosure. The ZDi database was queried 1o collect information
regarding vulnerabiiities that might have been disclosed by ZDI. Betwesn 2015 and
2018, the query returned 824 vuinerabilifies common between NVD and ZD1. The
disclosed vulnerabilities were alsc made of note,

(00567 W {black-hat community). The data coliection infrastructure
was summarized. In the present disclosure, the exploit prediction model may be

implemented to craw! websites on DW, both markeiplaces and forums, to collect
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daia relating to malicious hacking. Sites are first identified before developing scripts
for automatic data coliection. A site is being put forward {o script deveiopment after
it has been established that the content is of interest {(hacking-related) and relatively
stable. The population size of the site is being observed, though not much decisive
power is assigned to it While a large pepulation is an indicator for the age and
stability of the site, a small population number can be associated with higher-vaiueg
information {closed forums). While it would be incorrect {o {abel forum users as
criminals, there are clearly users communicating malicious intent and sometimes
malicious code is exchanged.

[0051] Users in DW advertise and sell their wares on marketplaces,
Hence, DW marketplaces provide a new avenue to gather information about
vulnerabilities and exploits. Forums on the other hand, feature discussions on newly
discoverad vulnerabilities and exploits kits. Data related to malicious hacking is
fillered from the noise and added to a database using 2 machine learning approach
with high precision and recall. Not ail exploits or vuinerability items in the database
have a CVE number associated with them. First, the subject database may be
queried fo extract all tems with CVE mentions. Some vulnerabilities are mentioned
in DW using Microsoft Security Bulletin Number (& ¢g., MS18-008) every bulletin
number was mapped o its corresponding CVE 1D, making ground truth assignment
easy. These items can be both products sold on markets as well as posts extracted
from forums discussing topics relating o malicious hacking. 378 unigue CVE
mentions were found between 2015 and 2016 from more than 120 DW websites.
This numberis a ot more than previous works have discoverad {(n = 103}). The
posting date and descriptions associated with all the CVE mentions were also
gueried including product title and description, vendor information, entire discussion
with the CVE mention, author of the posts, topic of the discussion.

[0052] Analyzing a sample of the DW items with CVE mentions, it was
found that all items are posted with item names (& mandatory field for the majority of
marketplaces) while only half of them are with description. The item names are
mostly short (median number of words = 7). Additionally, almost all of the items
seem 0 advertise exploits — though in many ¢ases it is implicit, and about 88.5% of
these vuinerabilities are not reported by Symantec; aithough 16% of them {arget
products run on Microsoft. The inventors chose not to label these samples as

positives since thera is no evidence supporting that these are functional exploits nor
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were used in the wild, From all items vulnerabilities, only 2% appeared in DW before
reported by Symantec while 8.5% are either reported by Symantec without date (7%
of the total items vulnerabilities) or with date before they appeared in DWW (2.5%).
This implies that early predicting what vulnerabilities will be expioited is a non-lrivial
task when only using events in the past when predicting future. Further discussions
on more observations arg presented below.

[6053] Attack Signatures {Ground truth). For our ground truth,
vuinerabiiities that were exploited in the wild were identified using Symanted’s anti-
virus atiack signaiures and Intrusion Detection Systems’ (IDS) aitacks signatures.
The altack signatures were associated with the CVE-ID of the vulnerability that was
exploited. These CVE’s were mapped {o the CVE’s mined from NVD, EDB, ZDl and
DW. This ground truth indicates actual exploits that were used in the wild and not
just proof-of-concept exploits used as ground truth in related work. Table 1 shows
the number of vulnerabilities exploited as compared t¢ the ones disclosed in 2015
and 2016 for all the data sources considered. For NVD, around 2.4% of the
disclosed vulnerabilities were exploited, which is consistent with previous literature.
On the other hand for EDB, ZDI and DW there is a significant percent increase in
exploited vulnerabilities to 9%, 12% and 14% respectively. This shows that it was
more likely 1o identify a vulnerability that will be exploited in the fulure ifithas a
proof-of-concept available in EDB or mentions in ZD! or DW. For this research,
there was no data regarding the volume and frequency of the attacks carried by
expioiis; hence all exploited vulnerabilities were considered 1o have equal
imporiance and deserve the same amount of consideration. Additionally, the ex-
ploitation dafe of a vulnerability was defined as the date it was first detecied in the
wild. Symantec IDS atlack signatures are reported without recoding the dates when
they were first detected, but anti-virus attacks signatures are reported with their
explofiation dafe. Within 2015 and 2016, the attack signatures reported without
dates are 112 while those reported with their discovery dates are 194,

[0054] The second embodiment of the present disclosure {embodiment
B) is evaluated on a database of 48 darkwelb and deepweb forums collected from the
same data collection infrastructure used by embodiment A, However, a longar time
period of data is considersd in embodiment B, All postings between January 2010

and March 2017 are analyzed or otherwise considered. FIG. 18 is a histogram
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showing the vulnerability reported per year from NVD, DW, and Symantec.

Additionally, the same ground truth data is used fo label exploited vulnerabilities.

Feature Descriplion

[0058] Features used by embodiment A were combined from all the
data sources 1140 discussed herain. Table 2 gives a summary of the features with
their type. Each of the features shall be discussed below.

24

Table 3 Suwomery of festures,

oo

- Foubure Typs

HYI and DWW

T
¥
&

| Yulnerakdty mentionon | Sary

Yulnsrahdllly mention on | Blnaey
FREEY
[0056] NVD and DW description. NVD description provides informa-

tion on the vulnerability and what it allows hackers o do when they exploit it. DW
description often provides rich context on what the discussion is about (mostly in
forums rather than marketplaces since items are described in fewer words).
Patterns can be learned based on this textual content. The description of published
vuinerabilities was obtained from NVD between 2015 and 2016, The inventors also
gueried the DW database for CVE mentions between 2015 and 2016, This
description was appended o the NVD description with the corresponding CVE. It
was abserved that some of the descriptions on DW are in a foreign language as
discussed herein. The forsign text was translated to English using Google Translate
AP . The text features were vectorized using term freguency-inverse document
frequency (TF-IDF) model, which creates a vocabulary of all the words in the
description. The importance of a word feature increase the more times it ocours but
is normalized by the total number of words in the description. This eliminales

common words from being important features. The TF-IDF modse! was limited to
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1000 most frequent words (there was no benefit in the performance by using more
word features, it just adds to the computational cost).

[0057] CVESE. NVD provides a CVSES score and the CVSES vector from
which the score is computed indicating the severity of each of the disclosed
vuinerability  CVSS version 2.0 was used as a feature for a classifier {numeric type)}
implementad with the described exploitation prediction model. The CVSS vector lists
the components from which the score is computed. The components of the vecior
include Access Complexity, Authentication, Confidentiality, Integrily and Availability.
Access compilexity indicates how difficult is to exploit the vuinerability once the
attacker has gained access. [t is defined in terms of three levels: High, Medium and
Low. Authentication indicates whether authentication is required by the attacker to
expioit the vulnerability. It is a binary identifier taking the values Required and Not
Required. Confidentiality, Integrity and Availability indicate what loss the sysiem
would incur if the vulnerability is exploited. |t {akes the values None, Partial and
Complete. All the CVSS vector features are calegorical. The inventors vectorized
these features by building a vector with all possible categories. Then if that category
is present we insert “1” otherwise 0.

[0058] Language. DW feeds are posted in different languages. Four
languages were found that are used in DW posts referencing vuinerabilities. These
languages are English, Chinese, Russian, and Swedish. Since the numbaer of
samples was limited from avery language, the text translation was used as
dgescribed. However, transiation can result in a loss of important information, but the
impact of knowing the language is retained by using it as feature. The analysis on
the languages of DWW fees are shown and their variation in the exploitation rate.

(00597 Presence of proof-of-concept. The presence of proof-of-
concept exploits in EDB increases the likelihood of a vulnerability being exploited. i
was treated as a binary feature indicating whether proof-of-concept is present for a
vulnerability or not.

[0060] Vulnerability mention on ZDI. Vulnerability mention on ZDi
also increases the likelihood of it being exploited. Similar to proci-of-concept explait
a binary featurs was used fo denote whether a vulnerability was mentionsd
{disclosed) in ZDI before it is exploited. Vulnerability mention on DVW. Vuinerability
mention on DW also increases the likelihood of it being exploited. Binary feature

indicating vulnerability mention on DW is considered as a feature.

15

IPR2025-01398
CrowdStrike EX1002 Page 102



WO 2019/08938% PCY/US2018/057812

[0061] On the other hand, a subset of the mentioned features
comprising NVD and DWW description, CVSS base score, and the language of DW
posts are also used in embodiment B. In addition to those features, iwo more sets of
features may be added. Those features inciude: (1) Common Weakness
Enumeration (CWE), and {2) a set of fealures computed from the social network
structure of users posting in a forum. A summary of each of these two sets of
features is provided below.

10662} CWE . It is a community-effort project comprising enumerating
common software security weaknesses (categorical). These are categories of flaws
that can be made during the softwars development and can exist in the software
architecture, design, or code.

[0063] DW Social Network Features. This set of fealures contains
measures computed from the social connections of users posting hacking-related
content. The basic social network features (g.g., in-degree, cul-degree} indicates
how active a user is in the social graph. More advanced features measure the
centrality of users in the social graph. Highly central users are more important; thus
the vulnerability mentions should take more consideration. The features were
computed for the set of users who explicitly mentioned one or more CVE-IDs in their

pOStS.

VUINERABILITY ANALY SIS

[0064] For vulnerabilities used for evaluating embodiment A, the
likelihood that a given vulnerability mentioned in a data source 110 will be exploited
is analyzed. Time-based analysis is then provided based on the dates the exploited
CVE's were mentioned in the data sources, and the exploifation date found in
Symantec data. This analysis shows us how many of the vulnerability mentions
onling preceded their exploitation date. As mentioned herein, the vuinerabilities that
were reported by Symantsc without the explioitation date are 112; while those
reported with their exploitation dates are 194. Al exploited vulnerabiiities are used
as ground truth for the first analysis (likelihood of expleitation). However, in the time-
based analysis the exploited vuinerabilities without reported dates were ignored
since it cannot make any assumptions if they were detected before or after the
vuinerability disclosed. Furthermore, we analyze our ground truth and compare it

with other sources to identify the highly vulnerable software and system vendors.
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Symantac reports attack signatures for wuinerabilities existing in ceriain products.
The distribution of the affected vendors in every data source was studied {o show the
variation in vendor coverage attained from our data sources. This analysis was
based on the vendor mentions by CPE data from NVD. A vuinerability can exist in
variant software versions that run on different operating systems. Finally, a
language-based analysis on the DVW data was provided to shed light on some
socioculiural factors present in darkweb and appear to have implications on the
exploitability likelihood.

[0068] Likelihood of Exploltation. Before the likelihood of
vuinerability mentions online is computed in the data sources 110 are exploited, it is
imporiant fo undersiand the variability between these data sources 148 in covering
exploited vulnerabilities. Higher variability between data sources 1180 implies higher
information gain and less redundancy. COnthe other hand, if an online mention of a
vulnerability in a data source 110 does not increase the likelihood of heing exploited
as compared to NVD, the inclusion of that data source 118 adds no vaius to the
pradiction model. Tabie 3 shows the vulnerabiiity expioiigtion probabilities for the
vulnerabilities mentioned in & given data source 148, This analysis emphasizes the
value of overf data sources 118 in supplementing NVD data. As mentioned herein,
around 2.4% of the vulnerabilities disclosed in NVD are exploited in the wild. Hence,
including other sources can increase the likelihood of correctly predicting the
vulnerability that will be exploited.

[3068] Time-Based Analysis. Most software sysiems receive
repeated attacks to vulnerabilities known in the system long time after an sxploit has
been detected in the wild. According o a recent empirical study on exploit data
recorded by Symantec, more than half of the attacked sofiware and systems
received the same attacks repeatedly over more than two years. Vuinerability may
take long time between the date they are disclosed to the date patch is deploved. To
deveiop sound metrics that assesses the vuinerability importance i.e. detecis
vuinerabilities before they are expioiled in real world attack, vuinerability mantions
are considered that appear before the exploitation dafe, or a short-lime after the
exploitation date such that the vulnsrability is still not paiched by many system
administrators. Here, only the population of exploited vulnerabilities that are

reported are analyzed with their exploftation dafe (n = 184).
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[6087] FIG. 3 shows that more than 80% of cases, vulnerabilities are
disclosed by NIST before any real-world altack is detected. In the other few caszes,
the attacks were launched in the wild before NIST published the vuinerabiiities. This
phenomena is attributed to three reasons: 1) the vulnerability information is
sometimes leaked before the disclosure, 2) by the time NIST disclosed a
vuinerability in NVD, other sources have glready validated and disclosed it, then
exploits are rapidly used it in real-world attacks, or 3} the attacker knew that what
they were doing was successful and continued to exploit their targets until
discovered. Additionally, ZDI and NVD have limited variation on the vulnerability
disclosure dates (median is O days). ltis important io note that as ZDi disclosures
come from industry, that reserved CVE numbers are shown earlier here than in other
SOUrCes.

Table 3: Number of vuloerabilities exploited, the number of explotted vuluerabilities, the
fraction of exploited valnerabibities that appeared 1o each source, and the fraction of total
vulnerabilitics that appeared in cach source. Results are reported for vulnerabilities and
exploited valnerabilitics appeared w EDB, ZDL DW (distinct CVEs), CVEs in ZDI or DW,
and results for interseotion of the three sources.

EDH D DwW ZIv EDBvZDIv

DW DW

Number of vulnerabilitics 799 824 378 1180 1791

Number of exploited 74 95 52 140 164

vulnerabilities

Percentage of exploited 21% 31% 179 46% 34%

vulnerabililies

Percentage of tolal 63% 6.5% 3.0% 9.3% 14.2%

vulnerabilities

[0668] in case of EDB database, almost ali of the exploited vulnera-

bilities (with exploitation dafe) from the vulnerabilities that have proof-of-concept
exploits archived in EDB were found in the wild within the first 100 days of proof-of-
concept availability. Such short fime period between proof-of-concept availability
and actual attack in the real-world indicates that having a template for vuinerability
exploitation {in this case proof-of-concept) makes it easier {0 be deployed in real
world aitacks. FIG. 4 shows difference in days between the availability of proof-of-
concepts exploits and exploitation date. in case of DW databass, more than 60% of
the first-time mentions to the exploited CVE’'s are within 100 days before or 100 after
the exploitation dates. The ramaining mentions are within the 18 month time frame
after the vulnerability exploitalion date (see FIG. 8).
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(66891 Vendor-Based Analysis. ltis important to note that Symantec
reports vulnerabilities that altack the systems and software configurations used by
their customers. In the time period studied, more than 84% and 36% of the exploiied
vuinerabilities reported by Symantec existin products solely from, or run on,
Microsoft and Adobe’s products, respectively; whereas less than 16% and 8% of
vuinerabilities published in NVD are related o Microscefl and Adobe, receplively.
FIG. 6 shows the percentage from the exploited vulnerabilities thaf can affect each of
the top five vendors in every data source. it is important to note that a vuinerability
may affect more than a vendor (e.g., CVE-2016-4272 exists in Adobe Flash Player,
and it allows attackers to execute arbitrary code via unspecified vectors and can
affect products from all five vendors). Additionally, the absence of vulnerabilities
detected in other important systems and software vendors from Symanted's dataset
does not imply that they have not been exploited; rather, they are not delectad by
Symantec (false positives). Furthermore, the prasence of some operating systems
vendors {(e.g., Linux)} in the exploited vulnerabilities does not necessarily imply good
coverage of Symantec’s data to these systems; however, other exploited products
can run on these operating systems.

[00740] DW data appears to have more uniform vendor coverage. Only
30% and 6.2% of the vuinerabilities mentioned in DW during the time period are
related to Microsoft and Adobe, receptively. Additionally, ZD1 favors products from
these two vendors (Microsoft is 57 8%, and Adobe 35.2%), as well as Apple’s
products {(40.6%). This providées evigence that each dala source covering
vulnerabilities targeting varying sets of software vendors.

[6071] Language-Based Analysis. The users posting in DW hacking
forums, and the vendors selling in markeiplaces, are found to be discussing
technical details about disclosed vulnerabilities, and trading real-world exploiis.
Interestingly, it was found that notable variations on the exploitation likelihood
conditionad on the language used in DW data feeds are referencing CVE's. In DW
feads, fourlanguagses are detected with different vuinerability posts and items
distributions. FIG. 7 shows the percentage of vuinerability mentions and the fraction
of exploited vulnerabilities given it is mentioned by each language. Expectadly,
English and Chinase, have the highest numbers of vulnerabilities (n = 242, and n=
112, respectively). However, vulnerability posts in Chinese exhibit the lowest

exploitation rate (about 10%) followed by English {(about 13%). The other two
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languages are Russian and Swedish with few vuinerability mentions, but both exhibit
very high exploitation rates. About 46% of the vulnerabilities mentioned in Russian
where expioited (n = 6), and about 18% for vuinerabiliies mentioned in Swedish {(n =
2). Even though languages imply the likelihood of exploitation, they can be viewed
as a double-edged sword since the language-dependent sets of texiual features
need considerable size of training corpus, and DWW data feeds are insufficient for
fraining classifiers for each language. As mentioned herein, the translation of the
DW text is used after preprocessing (special character removal, stemming and bag
of word) as well as the vulnerability description from NVD {0 train and test our model.
This helps in capturing valuable textual features related to hacking and exploiting
vulnerabilities, but other cultural-dependent features may go uncaptured. To
account for any lose from the limitation of training samples, we use the DW mention

languages as features.

EXPERIMENTAL SETUP {embodiment A)

[6672] Three experiments were performed with the models to
determine effectiveness in prediction of exploitability. First, the model was compared
to a benchmark done under conditions very close to work previously presented. For
present modsl, it was found that Random Forest (RF) gives us the best F1 measure.
Random forest is an ensemble method proposed by Breiman. It is based on the idea
of generating multiple predictors {decision trees in this case) which are then used in
combination to classify a new disclpsed vulnerability. The strength of the random
forest lies in infroducing randomness to build each classifier and using random low
dimensional subspaces to classify the data at each node in a classifier. A random
forest was used that combines bagging for each tree with random feature selection
at each node to split the data. The final result is therefore an ensembile of decision
trees each having their own independent opinion on ¢lass labels (exploited or not
expioited) for a given disclosed vulnerability. A new vuinerability is classified
independently by each free and assigned a class label best fit for it. Multiple
decision frees may resull in having multiple class labels for the same data sample;
hence, to take the final decision a majority vote is taken and the class labsl with most

votes is assigned to the vulnerability.
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Performance Evalualion (embodiment A}

[0073] The classifiers were evaluated based on two classes of metrics
that have been used in previous work. The first class is ussd o demonstrate the
performance achieved on the minority class {in our case here 1.2%). The metrics
under this class are precision and recall. They are computad as reported in Table 4.
Precision is defined as the fraction of vulnerabilities that were exploited from all
vuinerabilities predicied 10 be exploited by the present model. it highlights the effect
of mistakenly flagging nen-exploited vulnerabilities. Recall is defined as the fraction
of correctly predicted exploited vulnerabilities from the total number of exploited
vulnerabilities. [t highlights the effect of unflagging important vulnerabilities that were
used later in attacks. For highly imbalanced data, these metrics give an infuition
regarding how well the classifier performed on the minority class (exploited
vulnerabilities). The F1 measure is the harmonic mean of precision and recall. |
summarizes the precision and recall in a common metric. The F1 measure can be
varied based on the trade-off between precision and recall. This trade-off is
dependent an the priority of the applications. If keeping the number of incorrectly
flagged vuinerabilities to a minimum is a priority, then high precision is desired. To
keap the number of undetected vulnerabiiitiss that are later exploitad minimum, high
recall is desired. We further report Receiver Operating Characteristics (ROC) curve
as well as Area Under Curve (AUC) of the classifier, which is close 1o perfect (95%).
ROC graphically illustrates the performance of our classifier by plotting the true
positive rate (TPR) against the false positive rate (FFR) at various threshelds of the
confidence scores the classifier outputs. In binary classification problems, the
overaill TPR is always squivaient to recall for the positive class while FPR is the
number of rof exploited vuinerabilities that are incorrectly classified as exploited from
all not exploited samples. ROC is a curve; thus, AUC is the area undsr ROC. The
higher, the better (i.e., a classifier with AUC =1 is a perfect classifier).
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Table 4 Bvalugtion melnies, TP - true positives, FP - false posibiveg,

EN - false negatives, TH - ae negative,

Bletei

results (embodiment A)

[0074] Benchimark Test. The present model was compared o recent
works on using vulnerabilities mentioned on twitter to predict if such vulnerabilities
would be exploited or not. They use Support Vector machine (SVM) as their
classifier, the present model works best with Random Forest classifier. Although it
would be straighiforward to think that cur approach would achisve better
performance than previous work, this work is only compared because: (1) to the best
of our knowledge, there is no existing work on predicting exploits in the wild using
DW data, and (2) it is compared with all major approaches, and using feeds from
social media currently is the best one. The inventors restrict the training and
evaluation of their classifier {¢ vuinerabilities targeting Microsoft and Adobe products
as Symantec does not have attack signatures for gll the targeted platforms. They
perform a 10-fold stratified cross validation, where the data is partitioned into 10
parts while maintaining the class ratio in each part, they train on @ parts and {est on
the remaining one. The experiment is repeated for all 10 parts. Hence, each sample
gets tested at least once.

[0075] For comparison, the same experiment is performed, under
highly simitar assumptions. Exploited vuinerabilities are all used regardiess of
whether the date is reporied by Symantec or not. In the present case, 2056
vuinerabilities target Microsoft and Adobe products. QOut of 2056 vulnerabilities, 261
are expioited, fraction that is consistent with previous work. A 10-fold stratified
cross-validation is performed. The precision-recall curve is plotted for the present

model (see FiG. 8). The precision-recall curve shows us the trade-off hetween
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precision and recall for different decision threshold. Since F1 measure is not
reporied, the precision-recall curve reported is used to draw comparison. By
maintaining the recall value constant, how the precision varies are compared. Table
5 shows the comparison between the two models by comparing precision for
different values of recall. For a threshold of 0.5 we get an F1 measure of 0.44 with
precision 0.53 and recall 0.3. Maintaining the recall, the predision displayed in the
graph is 0.3 significantly lower than 0.4. The same experiment is performed on
different recall values to compare the precision. At each point, higher precision is

obtained than the previous approach.

Talde §y Precision commrison bebween ¥ snd gropossd

o by 3 5o
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[30786] Avoiding temporal intermixing. It should be undersiood that
the temporal sequencing of expioit waming could lead to future events being used to
predict past ones. This could lead to inaccurate results, especially in the case where
there is strong femporal dependencies in the data - which argues is the case for
social media. In this experiment we sort the vulnerabiliies according to their
disclosed dales on NVD. The first 70% was reserved for tfraining and the rest for
testing.

[G077] For a baseling comparison we use the CVSS version 2.0 scorg
o classify whether a vulnerability will be expioiled or not based on the severity score
assigned to it The CVSS score has been used as a baseling in previous studies.
CVSE tends to classify on the side of caution i.e. it tends to predict more
vuinerabilities that will be exploited resulting in false positives. FI5. 8 shows the
precision-recall curve for the CVSS score. Itis compuled by varying the dacision
threshold that decides whether to predict a vuinerability as exploited or not. CVES
gives high recall with very low precision which is not desired for real-world exploit
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detection. The best F1 measure thal could be obtained was 0.15. The experiment is
now performed using our proposed model.

[0078] FiG. 18 shows the performance comparison between the pro-
posed mode! using the random forest classifier and the CVSS score. The best F1
meaasure for the CVES score is 80.15. The model oulperforms the CVSES score with
an F1 measure of 0.4 with precision 0.45 and recali 0.35.

[0678] The performance on the minority class is promising when real-
izing that the class imbalance is very severe and the ground fruth is not perfect. The
randon forest classifier is able to score an average of F1 of 0.89 for 10 runs of
randomly under-sampled training and testing datasets. However, thisis not
considered io reflect the actual performance for real-world deployment. Additionally,
our classifier show very high TPR (90%) at low FPR {13%) and AUC of 95% as
depicted in FIG. 11. This is comparable to previous work in predicting cyber threats,
though in different prediction tasks, (TPR: 80%, and FPR: 10%), results reported in
[AO9[(TFR: 66%, and FPR: 17%), as well as reported resulls in [31}{TPR: 70%, and
FPR: 35%).

[6080] Evaluation with Individual Data Sources. What this effect
does was studied infroducing each data source has on the prediction of
vulnerabilities mentioned in thaf source. This is an important o see if adding a
particular data source benefits the vulinerabilities that have been mentioned in that
data source. It was found that time based split used in the previous experiment
leaves very Tew vulnerabiliies mentioned in these data sources in the {est set (LD
18, DW. 4, EDB: 2). Hence the increase the numbers by (1) performing a 10-ioid
cross validation without sorting the vulnerabilities (2) the ground fruth was increased
by considering the exploited vulnerabilities that did not have exploit date {these were
removed from earlier experiments since it was not clear whether these were
exploited before or after the vulnerability was exploited). Using these two
fechniguss, we have 84 vulnerabilities mentionead in ZDi that have been exploited, 57
in EDB, and 32 in DW. The resuits (precision, recall and F1) were reporied for the
vuinerabilities mentionad in each data source, Also, the prediction of these
vulnerabilities was mentioned by using only NVD features. For the vulnerabilities
mentioned in DW, DW features were only considered along with NVD, The model
predicts 12 vulnerabilities as exploited with a precision of 0.87 and recall of 0.375.

By only considering the NVD features, predicts 12 vulnerabilities as exploited with a
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precision of 0.23 and recall of 0.38. Hence using the DW features, the precision
improved significantly from 0.23 to 0.67. Table & shows the precision-recal] with
corresponding F1 measure. DW information was thus able to correctly identify the
positive sample mentioned in DW with higher precision.

Tabde & Precizion, ¥eeall F1 weasure for valnevabilities mentionsd

o W, S, asgd BDR

Bouste Lase FL meusure
NV 4237
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NV« DAW RN
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VT e JEd 32
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BV o« B8 #.38 - 40 AN
[0081] For ZDI, 84 vulnerabilities were mentioned in if. By just utilizing

NVD features, we get an F1 measure of 0.25 (precision: .18, recall: 0.54) as
compared to addition of ZDi feature with F1 measure of 0.32 (precision: 0.48, recail:
0.24), a significant improvement in precision. Table 8 also shows the precision-recall
with corresponding FF1 measure for samples menticned on ZDi,

[0082] A similar analysis was performed for the vulnerabilities that have
proof-gf-concept available on EDB. For EDB we have 57 vulnerabilities with proof-
of-concept. By just utilizing NVD features an F1 measure of 0.24 {precision: 0.15,
recall: 0.58) was oblained as compared to addition of EDB feature with F1 measure
of 0.35 {precision: 0.31, recall: 0.40), a significant improvement in precision as
shown in Table &.

[0083] Feature importance. To betier explain the choices to the
features that were examinaed and provide an understanding on where the prediction
power most attributed to, the features that have the most contribution to the
prediction performance were reporied. A feature vector for a sample has 28 features
compuited from the non-textual data (summarized in Table 2) as well as the textual
features - TF-IDF computed from the bag of words for the 1000 words that have the

highest frequency in NVD description and DW. For each of the features, the Mutual
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Information (M) was computed, which computes how much a variable (here a
feature x)) tells about another variable (here the class label v © fexploited, not
exploited}). The features that contribute the most from the non-textual data are
flanguage Russian = frue, has_DW = frue, has_FoC =false}. In addition, the
features that contribute the most from the texiual data are the words {demonsirate,
faunch, network, xen, zdi, binary, aftempt}. All of these features received Ml scores
over 0.02.

ADVERSARIAL DATA MANIPULATION (embodiment A)

[0084] The effects of adversarial data manipulation on DW data were
studied. For EDB, we only consider vuinerabilities that have verified proof-of-
concepts. ZD1 aiso publishes only verified vuinerabilities; hence there is a very small
chance of manipulating these data sources. On the other hand, the public nature of
DW marketplaces and forums gives an adversary the ability 1o poison the data used
by the classifier. They can achigve it by adding vulnerability discussions on these
platforms with the intent of deceiving the classifier to predict exploitation by that
vuinerability and having high false positives. Frevicus work discusses how an
adversary can influence a classifier by manipulating the training data.

[0088&] in the present prediction model, we use the presence of the
vulrierability in darkweb, language of the marketforum it was mentioned and the
vulnerability description as features. An adversary could gasily nost discussions
regarding vulnerabilities he does not intent or has information that they will not be
exploited. To study the influence of such noise on the performance of the model was
conducted in two strategies:

[0088] 1. Adversary adding random vulnerability discussion.
in this strategy, the adversary initiates random vulnsrability discussions on DW and
reposts them with a different CVE number. 5o the CVE mentions on DW increases.
For the present experiment, two cases were considered with different amounts of
noise added. in case (1), il is assumead that the noise is present in both training and
testing data. Varying fractions of noise (8%, 10%, 20% of the total data samples)
randomly disiributed in training and testing data were considerad. The experimental
setup follows conditions discussed herain. Vulnerabilities are first sorted according
to time, and the first 70% are reserved for training and the remaining for festing.

FIG. 12A shows the ROC curve showing the false positive rate (FFR) ve the true
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positive rate (TPR). For different amount of noise introduced, the present model still
maintains a high TPR with low FPR and AUC 2 0.94, & performance zimilar io the
experiment without adding noise. Thig shows that the model is highly robust against
noise such thal it learns good representation of the noise in the training dataset then
can distinguish themn in the testing dataset.

(00877 For case {2), we randomiy add vuinerability discussion found on
DWW with different CVE number o only the {est data and repeat the same experiment.
FIG. 124 shows the ROC plot. In the case, aven though there is a slight increase in
the FPR, the performance is still on par with the experiment without noise (AUC
0.87). Hence, noisy sample affect the prediction model slightly, if no noise was
introduced in the training data.

[0088] 2. Adversary adding vulnerability discussion similar to
NVD. Inthe previous strategy, the adversary was adding vuinerability discussions
randomly without taking into account the actual capability of the vulnerability. For
instance, CVE-2016-3350 is a vulnerability in Microsoft Edge as reporied by NVD. if
the vuinerability is mentioned on DW as noiss by an adversary but targeting Google
Chrome, then it might be easy for the prediction model to delect it as seen in
previous experments. But, what if the adversary crafis the vulnerability discussion
such that it is a copy of the NVD description or consistent with the NVD description?
In this strategy, the adversary posts the NVD description with the CVE number on
DW. For case (1), this noise is considered 1o be randomly distributed in both training
and testing. Figure 12({b) shows the ROC curves for different levels of noise. The
performance decreases as the number of noisy samples increases, but there is no
significant decline (AUC £.88).

[008%] The experiment was repeated with adding noise only in the test
data for case (2. In this sxperiment the most performance was observed with AUC
of 0.78 for 20% noise (see FiG. 12B). This shows that adding correct vuinerability
discussions does affect the pradiction model but with iarge number of such samples.
Also, effect can e countered by adding such noisy samples in the training data as
well far the model to learn from.

(66901 An important point to consider is an adversary would nead to
add a targe number of noisy samples to drive down the performance of the prediction
model. Previous research on using data feeds like Twilter for exploit prediction

mention that an adversary can purchase large number of twitter accounts and flood
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twitter with vulnerability mentions. In DW markets and forums, creation of accounts
needs verification and in some cases demonstration of skills fo gat in. While fake
accounts are often themselves sold on the darkweb, it is difficult to purchase and
maintain thousands of such fake accounis to post in them. Also, if one person is
posting a large volume of discussions with CVE mentions, he/she can be identified
from their dsername or can be removed from the marketforum if many of their posts
get down voted as being not relevant. 1t is alsc imporiant to note that such forums
also function as a merifocracy — where users who contribute more are held in higher

regard (which also makes it difficult to flood discussions with such information).

DISCUSSION tembodiment A)
(00917 Viabifity of the Model and Cost of Misclassification The per-

formance achieved by the model as a firsl-line defense layer is very promising.

Recail that random forest classifier oulputs a confidence score for every festing
sample. A threshold can be sel fo identify the decigion boundary. it should be noted
that all the resuits reported in this disclosure are achieved based on hard-cut
thresholds such that all samples that are assigned confidence score greater than a
threshold thr are predictad as exploited. Blindly relying on a hard-cut threshold may
not be a good practice in real-world exploits prediction; rather, thr should be varied in
accordance fo other variables within the organization such that different thresholds
can be set to different vendors (L.e., thrven, thrvesz). Orinformation systems (i.e.,
thisyst, thisess). Forinstance, if an organization hosts an important website on an
Apache server, and the availahility of that site is of the top priority for that
organization, then any vulnerability in Apache server should receive high atiention
and put forward 1o remediation plan regardless of other measures. Other
vuinerabilities, tens of which are disclosaed in daily bases, may exist in many other
systems within the organization. Since itis very expensive {0 be responsive to that
many security advisories (e.q., some pafches may be unavailable, some systems
may need to be taken offline to apply paiches), exploitation assessment measures
can help in quaniifying the risk and planning mitigations. Risk is always thought of
as a function of likelihood (exploitation) and impact. The cost of clagsifying negative
samples as exploifed is the effort made 1o have i fixed. This mostly involves
patching, or other remediation such as controlling access or blocking network ports.

Similarly, the cost of misclassification depends on the impact incurs. For example, if
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two companies run the same database management system g, and one hosis a
database with data about all business transactions for that company while the other
host a database with data of that is of ittle value to the company, then the resulting
cost of a daia breach is significantly different.

[0092] Model Success and Failure Cases. By analyzing the false
negatives and false positives, an undersianding is gained as to why and where our
model performs well as well as why and where if suffers. The 10 exploited
vulnerabilities (about 18% of the exploifed samples in the testing dataset) that
received the lowest confidence scores seem 1o have common features, For exampie
9 of these 10 exist in producis from Adobe, namely Flash Player (5 vulnerabilities)
and Acrobat Reader (4 vulnerabilities). Flash Player’s vulnerabilities ook o have
very similar description from NVD, and the same thing is observed for Acrobat
Readers product. i was alsc observed that they were assigned CVE-IDs at the
same date (April 27th, 2018}, and 7 out of these 9 were published at the same data
as well (July 12th, 2016), and assigned a CV58 base score = 10 (except for one,
which is 7). The other vulnerability exist in Windows Azure Active Directory (CVSS
score = 4.3). Qui of these 10 vulnerabilities, only one had a verified PoC archived on
EDB before it was detected in the wild, and another one had a ZDI mention, while
none was mentioned in DW. Misclassifying these vulnerabilities are attributed to the
limited representation of these samples in the training data set. This observation
signifies the importance of avoiding experiments on time-intermixed data, a point
discussed herein.

(00937 The false positive samples were looked into that receive high
confidence — samples where the model predicted as exploifed while they are not.
For the random forest classifier, with F1 = 0.4, all the false positives (about 40 out of
about 3600 vulnerabilities) exist in products from Microsoft although the model does
not use the vendor as feature. The model seems o be ghle to infer the vendor from
otheriextual fegtures. The inventors posit that this level of overfiting is unavoidable
and marginal, and atiribute this largely 10 the limitations on the ground truth. Though
the model is highly generalizable, examples of vulnsrabilities were found from other
vendors with confidence scores close o #ir that was set; however, it cannct be
assumed that they are exploited.
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Hacker Social Network (embodiment B)

(00841 Embodiment B of present disclosure, adopis the same
assumption made in much of the current literature related to DW data, in which that
the same usernames (case insensitive) across different DW sites is assumed {o
belong to the same person(s). This assumption allows for generating one network
comprising a large number of DW siles as opposed to a social network for each site,

[0085] Users’ Social Graph. Formally, the userg’ social graph G={V.E}
is a weighted, directed graph with no seif-loops (i.e., every edge has g weight; every
edge points away from one node to another node; there exists at most one edge
batween any pair of nodes). Vis the set of vertices (DW users) and £ is the set of
edges.

[0088] Then, an edge is created (with weight = 1) from user ;1o vJ,- and

labeled with the date of v;'s posting date only if: (1) v; v {2) both v; and v have

posts in /,, and v; has posted after v, (3) the number of posts between v/'s post and
! 4

vjfs postin /, is less than thr (it is set to be 10 in all experiments in this disclosure),

and (4) there is no existing edge originating from v; to vj and iabeled with the same

date. Once the edges are created, they ars added to a niuiti-directed graph with
paraliel edges of weighis = 1. The multi-graph is then transformed o a directed

graph & by summing the weights of the paraliel edges pointing at the same direction.

Social Network Measures {(embodiment B)

[0097] After creating the social network, measures are compuled
derived from the network structure. In this disclosure, three categories of social
network measures are considered:

[0098] MNetwork Structure Measures: the meaasures under this
categery are: (1) in-degree: the number of edges pointing to the user, (2) Out-
degree: the numbser of edges originated from the user, (3} Sum of In-degree weights:
the sum of the weights for all edges pointing (o the user, (4) Sum of oul-degree
weights: the sum of the weights for all edges pointing away from the user. These
measures describe the type of aclivities in which the user engages. For example,
higher in-degres than out-degres may indicate the user tendency towards creating

new topics or posting under topics short time after they are created.
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(66991 Centrality Measuras: three measures are computed: (1) in-

degree centrality. it measures the popularity of a user v; by normalizing v;s in-degree

by the maximum possible in-degree, (2} Qui-degree centralify. measures how

actively g user v; replies to others by normalizing v;'s out-degree measure by the
maximum possible out-degree, (3) Betweenness centraliy: for a user v,
Betweenness centrality measures the importance of v; by computing the fraction of
shortest paths between all pairs of users that pass through v;.

[00100] importance Measures: the number of conneclions user v; has
with other users, by itself, may not be indicative of importance; rather, v; is important

if his/her posts make other important users reply. Hence, influence meltrics

incorporate the centrality of users with outgoing edges to v; into v/'s centrality (i.e., if
an important user v; replies to v; then the importance of v; increases). Two

measures are computed under this category. (1) Eigenvector cenirality. measures

the importance of v; by assigning a centrality proportional to the sum of in-neighbors’

centralities. Eigenvector centrality of v;is the M value of the eigenveactor Ce

coresponding 1o the largest eigenvalus of the nstwork adjacency matnix Af, and (2)
Pagerank cenirality, measures the cantrality of v; by incorporating fractions of the

centralities of in-neighbors, such that each of vi’s; in-neighbors passes the value of

his/her centrality divided by the number of outgoing edges.

EXPERIMENTAL SETUPR {embodiment 8)

[00101] in the present embodiment, only the vulnerabilitiss mentioned
on the considerad DW forums are considered. Additionally, the same experimental
setup as used in embodiment A is used {o examine the present embodiment.
However, two additional steps are taken here; (1) the vulnerabilities that were
mentioned by users with no communication history are removed, and (2) in each of
the experiments, reported an average performance of five runs. The resuliant
dataset contains 157 distinct vulnerahilities, 24 of which have the class labsl
exploited. Additionally, embodiment B of the present disclosure is evaluated on the

exact same performance metrics as in embodiment A,
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Results (embodimeni B)

[00102] Experiments under Real-World Conditions. In this set of
experiments, the vuinerabilities were sorted by their DW date, then we train our
classifiers on the vulnerabilities mentioned before Juns 2016 (125 vulnerabilitiss),
and test on the vulnerabilities from June 2016 to March 2017 (32 vuinerabilities, only
3 are exploited. The classification performance achieved by our RF model has an
average precision of 0.57, recall of 0.93, and F1 of 0.67. The same classifier is able
o achieve on average AUC of 0.95. We note that the results of 5 runs show
relatively high variance due to the small number of samples on which the models are
tested. The lower score of precision is aftributed to the fact that Symantec’'s data is
biased towards reporting exploits targeting vuinerabilities that exist in software
products front certain software vendors as discussed earlier. Since our model is
found to predict vulnerabilities as being exploited from other vendors as well, we
believe that some false positives were aciually exploited in the wild but never
detected by Symantsc.

[60103] Ablation Test and Cross-Validation. Since the number of
vuinerabilities in the testing dataset in the previocus experiment is relatively small,
stratified 5-fold cross-validation was applied on the whole dataset. In this experiment,
the samples are intermixed; hence these conditions do not reflect the conditions of
real-world streaming prediction (i.e., predicting the likelihood of exploitation at the
time of the vulnerability mention). The average F1 achievad is 0.72, with a precision
of 0.61, a recall of 0.89, and an AUC of 0.88.

[68104] To measure the impact of individual feature sets on the overall
classification performancs, two tests were applied: (1) an ablation fest (depicted in
FIG. 18) where the change in precision, recall, F1, and AUC is recorded when each
set of features is removed from the prediction model, and (2} a test on individual
feature sets (depicted in FIG. 17) where the classification performance is reported for
models trained on only one sei features at a ime. In the abiation test, when the set
of social network features were removed from the model, some decreaase in
performance was recorded as depicted in FIG. 18, in the individual feature lests, the
social network measures resuitad in an improvement in performance that is
significantly higher than the improvement recorded from the inclusion of other fealure

sets. 1 was noted that the simple classifier, which labels all vulnerabilities as being
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exploited, results in a precision of 016, arecall of 1, at an F1 of 0.27 and an AUC of
0.5.

CONCLUSION

[00108] A study of aggregating sarily signs from online vulnerability
mentions was conducted for predicting whether a particular disclosed vulnerability
will be exploited. The present prediction model is robust and useful as compared
against previously introduced models that combine information from social media
sites like twitter for exploit prediction. The resulis show that while maintaining recall

significantly high precision was achieved in predicting exploits.

PERFORMANCE

[00406] The performance of several standard supervised machins

learning approaches was compared for exploit prediction models examined in the
first embodiment. Paramisiers or all approachss were set in a mannerto provids the
best performance. The scikit-learn Python package was used. Other approaches

for comparison will now be discussed.

Supervised L earmning Approaches

[00467] Support Vector Machine [8YM}L Support vector maching
(SVM) was proposed by Vapnik . SVM works by finding a separating margin that
maximizes the geomeilric distance between classas (in the instant case, exploited
and not exploited). The separating margin is termed as hyperplane. When a
separating plans cannot be found {o distinguish between the two classes, the SVM
cost function includes a regularization penalty and a slack variable for the
misclassified sampies. Varying these parameters, trade-off between precision and
recali can be observed.

[36408] Naive Bayes Classifier {NB). Naive Bayes is a probabilistic
clagsifier which uses Bayes theorem with independent atiribute assumption. During
fraining we compuie the conditional probabilities of a sample of a given class having
a certain attribute. The prior probabilities for each class i.e. fraction of the training
data belonging to each class was computed. Naive Bayes assumes that the

attributes are statistically independent hence the likelihood for a sample 8
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represenied with a set of atlributes a associated with a class ¢ is given as,

Pric]§) = Plo) % ﬂf j }.Pr (e

[G0109] Bayesian Network (BN}, BN is a generalized form of NE such
that not all features are assumed 10 be independent. Rather, variable dependencies
are modeled in a graph leaned from the fraining data.

(004167 Becision Tree (DT} Decision tree is a hierarchical recursive
partitioning algorithm. We buiid the decision free by finding the best split attribute i.e.
the atiribule that maximizes the information gain at each split of a node. in order to
avoid over-fiiting, the terminating criteria is set to leas than 5% of {otal samples.

[ooi11] Logistic Regression (LOG-REG). Logistic regression
classifies samples by computing the odds ratio. The odds ratio gives the strength of

association hetween the atiribufes and the class.

Results

[66412] The temporal information for all the classifiers was maintained.
The disclossd vulnerabilities ware sorted according to the time they were posted on
NVD. The first 70% was reserved for training and the remaining for testing.
Yable ¥ Precision, Recall Vi measure T BE, 8VAL, LOG-REG, 1Y

e NG s NN FRTTORRIG .S STTRAPRII:S 3 [ TTOREERas S Rt e
w predicting whether a valuerabiliny will bo expioileg o

o,
| Claaaifler | Preciddon | Neeall | FI svvugore

R¥ DAE €33 ZA%

D42 $.8

RN .33
43 g2y | oBay 5
WY 87 N 8a7

[00113] Table 7 shows the comparison between the classifiers with re-

spect to precision, recall and F1 measure. Random forest (RF) performs the best
with F1 measure of 0.4 as compared to SYM: 0.34, BN: 0.34, LOG-REG: 0.33, DT
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0.25, and NB: 0.27. An interesting point to note, even though RF has the best F1
measure it does not have the best recall, NB does. RF was chosen as having high
precision makes the model reliable as compared o low precision which resulis in a
ot of false positives. The approach going forward that might improve recall without
significantly affecting precision is {o use an ensembie of different classifiers, where
one approach helps the other approach 1¢ make the right decision. This way the

strength of different classifiers can be combined and aveid their weaknesses.

Addressing Class imbalance

[06114] The problem of class imbalancs has gained lot researchers’
atteniion because it exists in many real-world applications. This has resulied in large
number of proposed approacheas. Since our dataset is highly imbaianced (the
percentage of minority class is only 1.2%), SMOTE is used to measure the
improvement in classification performance. SMOTE over-samples the exploited vul-
nerabilities by creating synthetic samples with features similar to the exploited
vulnerahilities. This dala manipulating is only applied to the training set. Applying
SMOTE, no performance improvement is achieved for our RF classifier. However,
SMOTE introduces a considerable improvement with Bayesian Network (BN) classi-
fier. Table & reporis different over-sampling sizes and the change in performance.
Over exaggerating in creating synthétic positive samples can overpower the real

samples leading to reduction in the model performance,

~

foTanos Hnrey

7 iflerent over-sanyi

548 .39
34 e
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[60415] FIG. 18 is an example schematic diagram of a computing device
700 that may implement various methodologies and functions discussed herein. For
example, the computing device 7808 may be configured by the application 102 to
implement any embodiments of the described exploit prediction model. The
computing device 708 includes a bus 701 (e, interconnect), at least one processor
702 or other computing element, at least one communication port 783, a main
mamory 784, a removable storage media 708, a read-only memory 706, and a mass
storage device 787. Processor(s) 782 can be any known processor, such as, but not
limited to. an Intel® itanium® or Itanium 2% processor(s), AMD® Cpteron® or Athlon
MP® processor(s), or Motorola® lines of processors. Communication port 703 can be
any of an RS-232 port for use with a modem based dial-up connection, a 10/100
Ethernet port, a Gigabit port using copper or fiber, or a USB port. Communication
port(s) 783 may be chosen depending on a network such as a Local Area Network
(LAN}, a Wide Area Network (WAN), or any network {o which the computer device
788 connects. Computing device may further include a transport and/or transit
network 788, a display screen 788, an /O port 748, and an input device 748 such as
a mouse or keyboard.

[001186] Main memory 704 can be Random Access Memory (RAM) or
any other dynamic storage device(s) commonly known in the art. Read-only memory
706 can be any stalic storage device(s) such as Programmable Read-Only Memory
{PROM) chips for storing static information such as instructions for processor 702,
Mass storage device 707 can be used to store information and insfructions. For
example, hard disks such as the Adaptec® family of Small Computer Serial Interface
(SCSI) drives, an optical disc, an array of disks such as Redundant Array of
independent Disks (RAID), such as the Adaptec® family of RAID drives, or any other
mass storage devices, may be used.

[001417] Bus 701 communicatively couples processor(s) 702 with the
other memory, storage, and communications blocks. Bus 701 can be a PCl/ PCI-X,
SCS, or Universal Serial Bus (USRE) based system bus (or other} depending on the
storage devices used. Remaovable storage media 785 can be any kind of extermnal
hard drives, thumb drives, Compact Disc — Read Only Memory (CD-ROM), Compact
Disc — Re-Writable (CD-RW), Digital Video Disk — Read Only Memory (DVD-ROMj,

efc.
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[00418] Embodiments herein may be provided as a computer program
product, which may include a maching-readable medium having stored thereon
instructions which may be used to program a computer (or other electronic devices)
to perform a process. The machine-readable meadium may include, but is not limited
o optical discs, CD-ROMs, magneto-optical disks, ROMs, RAMs, erasable
programmable read-only memories (EPROMs), slectrically erasable programmable
read-only memories (EEFRCMs), magnetic or optical cards, flash memory, or other
type of media/machine-readable medium suitable for storing electronic instructions.
Moreover, embodiments herein may also be downipaded as a computer program
product, wherein the program may be transferred from a remote computerto a
reqguesting computer by way of data signals embodied in a carrier wave or other
propagation medium via a communication link {2.¢., modem or network connection).

[00119] Ag shown, main memory 704 may be encoded with the
application 182 that supports functionality discussed above. In other words, aspecis
of the application 102 {and/or other resources as described herein) can be embodied
as software code such as data and/or logic instructions (8.g., code stored in the
memory or an another computer readable medium such as a disk) that supporis
functionality according to differant embodiments described herein. During operation
of one embodiment, procassor(s) 702 accesses main mamory 784 via the use of bus
701 in order to launch, run, execute, inferpret, or otherwise perform processes, such
as through logic instructions, executing on the processor 702 and based on the
application 102 stored in main memory or otherwise tangibly stored.

(001287 The description above includes example systems, methods,
techniques, instruction sequences, and/or computer program products that embody
techniques of the present disclosure. However, it is understood that the described
disclosure may be practiced without these specific details. In the present disclosurg,
the methods disclosed may be implemented as sets of instructions or software
readable by & device. Further, i is Undersiood that the specific order or hierarchy of
steps in the methods disclosed are instances of example approaches. Based upon
design preferences, it is understood that the specific crder or hierarchy of steps in
the method can be rearrangsd while remaining within the disclosed subject matier,
The accompanying method claims present elements of the various steps in a sample
order, and are not necessarily meant to be limited to the specific order or hierarchy

presented.
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[00421] The described disclosure may be provided as a computer
program product, or software, that may include a machine-readable medium having
stored thereon instructions, which may be used o program a computer system (or
other electronic devices) (o perform a process according to the present disclosure. A
machine-readable medium includes any mechanism for storing information in a form
{e.g., sCftware, processing application) readable by a machine {&.g., a computer).
The machine-readable medium may include, butl is not iimited to optical storage
medium {e.g., CO-ROM); magneto-optical storage medium, read only memory
{ROWM); random access memory (RAM), erasable programmable memory (.9,
EPROM and EEPROM); flash memory; or other types of medium suitable for sioring
electronic instructions.

[00422] Certain embodimenis are described herein as including one or
more modules. Such modules are hardware-implemented, and thus include at least
one tangible unit capable of performing certain operations and may be configured or
arranged in a certain manner. For example, a hardware-implemented module may
comprise dedicated circuitry that is permanently configured (e.g., as a special-
purpose processor, such as a field-programmable gate array (FPGA) or an
application-specific integrated circuit (ASIC)) to perform certain operations. A
hardwars-implemented module may also comprise programmable circuitry (.., as
encompassed within a general-purpoese processor or other programmable processor)
that is temporarily configured by software or firmware to perform certain operations.
In some example embodiments, one or more computer systems (€.g., a standaiong
system, a client and/or server computer system, or g peer-ig-pesr computer sysiem}
or one or more processors may be configured by software (& ¢., an application or
application portion) as a hardware-implementad module that operates to perform
certain operations as described hergin.

[40423] Accordingly, the term “hardware-implemented module” or
"module” encompasseas a tangibie entity, be that an entily that is physically
constructed, permanently configured {e.q., hardwired), or temporarily configured
{e.g., programmed} {o operate in a certain manner and/or o perform certain
operations described herein. Considering embodiments in which hardwars-
implemented modules are temporarily configured {(e.q., programmed), each of the
hardware-implemented modules need not be configured or instantiated at any one

instance in time. For example where the hardware-implemented modules comprizse

38

IPR2025-01398
CrowdStrike EX1002 Page 125



WO 2019/08938% PCY/US2018/057812

a general-purpose processor configured using software, the general-purpose
processor may be configured as respective different hardware-implemented modules
at different times. Software may accordingly configure a processor, for example, (o
constitute a particular hardware-implemented module at one instance of time and to
constitute a different hardware-implemented module at a different instance of time.

[80424] Hardware-implemented moduies may provide information 1o,
and/or receive information from, other hardware-implemenied modules. Accordingly,
the described hardware-implemented modules may be regarded as being
communicatively coupled. Where multiple of such hardware-implementad modules
exist contemporaneocusly, communications may be achieved through signal
transmission (e.g., over appropriate circuits and buses) that connect the hardware-
implemented modules. In embodiments in which mulliple hardware-implemented
modules are configured or instantiated at different times, communications between
such hardware-implemented modules may be achieved, for example, through the
storage and retrieval of information in memory structures to which the multiple
hardware-impiementied modules have access. For example, ong hardware-
implemented module may perform an operation, and may store the output of that
operation in a memory device to which it is communicatively coupled. A further
hardwars-implemented module may then, at a later time, access the memory device
to retrieve and process the stored output. Hardware-implemented modules may also
initiate communications with input or output devices.

§001 25] While the present disclosure has been described with reference
o various embodiments, it should be undersiood that these embodiments are
fustrative and that the scope of the disclosure is not imiled to them. Many
varigtions, modifications, additions, and improvements are possible. More generally,
embodiments in accordance with the present disclosure have been described in the
context of particular implementations. Functionality may be separated or combined
in biocks differently in various embodiments of the disciosure or desoribed with
different terminology. These and other variations, modifications, additions, and
improvements may fall within the scope of the disclosure as defined in the claims
that follow.

[00128] it should be understood from the foregoing that, while particular
embodiments have been illustrated and described, various modifications can be

made thereto without departing from the spirit and scope of the invention as will be
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appareni to those skilled in the art. Such changes and modifications are within the

scope and teachings of this invention as defined in the claims appended hereto.
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CLAIMS
What is claimed is:

1. A method for assessing a likelihood of exploiiation of software
vulnerabilities, comprising:
utilizing @ processor in operable communication with at ieast one memory for
storing instructions that are execufed the processor to perform
operations of:
accessing a plurality of datasets associated with a predetermined set of
data sources;
accessing training data comprising features and class labels
associated with the features from the plurality of datasets;
applying leaming algorithms to the training data o generate
classification models that are configured {o predict class labels
defining a likelihood of exploitation of respective software
vulnsrabilities;
accessing one or more features associated with a software
villnerability; and
computing, by applying the one or more features to the classification
model, a class label defining one or more values defining &
likelihood of exploitation associated with the software

vuinerability.

2. The method of claim 1, further comprising generating a plurality of estimation
outputs based on the one or more values 1o derive an overall quantitative

£Core.

3. The method of claim 1, wherein the plurality of datasets include vulnerability
data for vuinerabilities that are publically disclosed and obtaining exploits data

for exploits that were used in real world attacks.

4 The method of claim 3, further comprising:
aligning the exploits data with the vulnerability data; and
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~j

10,

cleaning the exploiis data of noise and predetermined poriions of the
exploits data that is irrelevant to associated software
vulnerabilities.

The method of claim 1, wherein ceriain features correspond o a known

vuinerability obtained from the plurality of datasetis.

The method of claim 1, further comprising testing the classification modeis by
applying additional training data and ong or more algorithms and evaluation
metrics to oplimize the classification models until the classification models

compute the likelihood of exploitation according to a predefined error rate.

The method of claim 1, further comprising vectorizing text features derived
from the plurality of datasels using term freguency-inverse document

frequency o creale a vocabulary of associated words.

The method of claim 1, further comprising:
sorting vuinerabilities associated with the plurality of datasets
according to time;
training the classification model using the training data, the training
data defining a first subset of the plurality of datasets associated
with a predetermined period of time; and
testing the classification model using a second subset of the pluraiity of

datasets associated with the predetermined period of time.

The method of claim 1, further comprising computing muiual information from
the plurality of datasets informative as to what information a given feature

provides about another feature.

A eomputer-readable medium comprising instructions that cause a
programmable processor to:
generate a learned function referencing features associated with a
plurality of datasets defining software vulnerabilities and at least

oine machine learning algorithm, and
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1.

12

14

18,

evaluate accuracy of the learmed function by applying a portion of the
plurality of datasets associated with software vulnerabilities o
the learned function,

The computer-readable medium of claim 10 comprising additional instructions
that cause the programmable processor to:
implement a random forest as part of the at least one machine learming
algorithm that combines bagging for each tree with random
feaiure selection at each node {0 split data utilized by the
random forest, such that a result of implementing the random
forest is an ensemble of decision trees each having their own
independent opinion on class iabels for a given disclosed

vuinerability.

The computer-readable medium of claim 10 comprising additional instructions
that cause the programmable processor to:
detect, from the plurality of datasets, vulnerabilities that appear before

an associated exploitation date.

The computer-readable medium of claim 10 comprising additional instructions
that cause the programmable processor to
access featuras from the plurality of datasets that contain measurss
computed from social connections of users posting hacking-

related content.

The computerreadable medium of claim 13 comprising additional instructions
ihat cause the programmable processor to:
gccess features from the plurality of datasets that measure a centrality

of the uysers in a social graph.

A computing device, configured via machine leaming 1o apply a learned
function derived from at least one machineg learing algorithm and a plurality
of datasets associated with sofiware vulnerabilities to data associated with &
software vuinerability to estimaie a likelihood of exploitation of the softwareg

vulnerability.
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SYSTEMS AND METHODS FOR DETECTING PATHOGENIC SOCIAL
MEDIA ACCOUNTS WITHOUT CONTENT OR NETWORK
STRUCTURE

CROSS REFERENCE TO RELATED APPLICATIONS
[06061] This is a PCT application that claims benefit to U.5. provisional
application sarial number 62/628,1986 filed on February 8, 2018 which is incorporated

by reference in its entirely.

FIELD
18062] The present disclosure generally relates to identifying
pathogenic social media accounts, and in particular to systems and methods for
detecting pathcgenic social media accounts without leveraging network structure,

cascade path information, content, or user's information.

BACKGROUND

[0061] The spread of harmful misinformation in social media is a
prassing problem. Social media accounts that have the capahbility of spreading such
information to viral proportions are referrad to as “Pathogenic Social Media” (PSM)
accounts. These accounts can include terrorist supporter accounts, water armias,
and fake news writers. In addition, these organized groups/accounts spread
messages regarding certain topics. Such accounts might be operated by multiple
paople that tweel/retweet through multiple accounts to promote/degrade an idea,
which can influence public opinion. As such, identifving PSM accounts has important
applications {0 countering extremism, the detection of water armies, and fake news
campaigns. In Twitler, many of these accounts have been found to be social bots.
The PS8M accounts that propagate information are key to a malicious information
campaign and detecting such accounts is critical {o understanding and stopping such
campaigns. However, this is difficult in practice. Existing methods rely on social
media message content {e.g. text, image, video, audio, hashiag, URL, or user
mentions, efc.}, social media user profile information {e.g. user name, photo, URL,
number of tweels/retweels, location, efc.), social or network structure {e.g. numbsr of
followers, number of followees, actual list of followers, actual list of followses,

number of friends, actual friends list, betweenness ceniralily, pagerank centralily,

IPR2025-01398
CrowdStrike EX1002 Page 149



WO 2019/157333 PCE/US203%/017287

closeness cenirality, and in-degree and oul-degree centralities, star and clique
networks associated with users, average clustering coefficients of each user, elc.), or
combinations thereof. However, reliance on information of this type leads to two
challenges. First, collection, storage, and processing of message content, user
profile, and/or network structure requires significantiy more computing CPU,
memory, and network bandwidth, Second, the use of content often necessitates the
training of a new mode! for previously unobserved topics. For example, PSM
accounts faking part in elections in the U.S. and Europe will likely leverage different
types of content. Third, network structure information is not always available. For
example, the FACEBOOK® APl does not make this information available without
permission of the users {which is likely a non-starter for identifying PSM accounts).

106662] Early detection of PSM accounts is crilical as these accounis
are likely to be key users related {o the formation of harmful malicious information
campaigns. This is a challenging task for social media authorities for three reasons.
First, it is not always easy to manually shut down these accounts. Despite efforis {o
suspend these accounts, many of them simply return to social media with different
accounts. Second, for the most part, the available data is imbalanced and social
network structure, which is at the core of many techniques are not readily available.
Third, PSM accounts often seek to utilize and cultivate large number of online
communities of passive supporters to spread as much harmful information as they
can. Conseguently, exira efforts need to be dedicated to proposing capabilities that
could be deployed by social network firms o counter PSM accounts, regardlass of
the underlying social network platform.

[0001] it is with these observations in mind, among others, that various

aspacis of the present disclosure were concsived and developed.

BRIEF DESCRIPTION OF THE DRAWINGS
[0G02] FIGS. 1A-1D show a hypergraph of three cascades, according
to aspects of the present disclosure;
[66063] FIGS. 2&4-28 are graphical representations of the number of
cascades vs. cascade size, according {o aspsacts of the present disclosurs;
[6004] FIGS. 3A-3C are graphical representations showing the
cumulative distribution of the number of times a user has participated in cascades,

according to aspects of the present disclosure;
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[0065] FIGS. 4A-4D are graphical representations showing the
distribution befween active and inactive users, according to aspects of the present
disclosurs;

{8066] FiG. 8 shows a log-iog distribution of cascades vs. cascade size

{fop) and cumuiative distribution of duration of cascades (bottom);

[0007] FIG. & shows the total number of inactive users in each
cascade;
[0808] FIG. 7 shows the number of paired URLs posted by the PSM

and normal users in the dalaset. Nole that the normal users in the dataset are higher
than the PSM accounts.

[06069] FIG. 8 illustrates the Hawkes Process. Events induce impulse
on ather processes and cause child events. Background event in gy induces impulse
O responseEs on processes g7 and e;.

166106] FIG. 8 is a graphical representation showing a comparison
between threshold-based and label propagation selection approaches, according to
aspects of the present disclosure;

[0011] FIG. 10 shows the estimated weights for all paired URLs for
{top) PSM accounts, and (bottom)} normal users. Among all social media platferms
and mainstream and altermnative news scurces, URLs shared from facebook.com and
alternative news media had largest impact on dissemination of malicious messages.

[0612] FIG. 11 is an illustration of a proposed mestric, according to
aspects of the present disclosurs;

(66131 FIGS. 12A-12D are illusirations of bax plots of the distributions
of the decay-based metrics for aclive and inaclive users, according o aspects of the

present disclosure;

[6014] FIGS. 13A~13D are graphical representations showing plots of
distributions of users using decay-based metrics according o aspects of the present
disclosure;

18015} FIGS. 14A-14B are graphical representations showing the

pracision and recall for each classifier, according to aspects of the present
disclosure;

[6016] FIGS. 15A-158B are graphical representalions showing the F1
score and AUC results for each classifier, according to aspects of the present

disciosure.
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[8017] . FIGE. 18A-18B show cumulative frue positives and false
positives hased on the available training data.

[0018] FIG. 17 compares diskspace requirements from existing
approaches due fo content storage as opposed {o spacifications according o
embodimeants of the present novel concent, which primarily uses action logs.

(8019} FIG. 18 is a network diagram for illustrating generation of the
sacial media data described herein, according to aspects of the present disclosure.

[0020] FIG. 19 is a sysiem diagram ilusirating one possible non-limiting
smbodiment for transforming the social media data generated in FIG. 18 o causality
values for delecting PSM accounts using the novel methods and funclionality
described herein, according to aspects of the present disclosure.

[0021] FIG. 28 is a process flow illustrating possible steps of
implementing the funclionality describad herein and shown in FIG. 18, according to
aspecits of the present disclosure.

[0022] FIG. 21 is a schemalic diagram of a non-limiting computing
systern for implementing the functionalily described herein, according {o aspects of
the present disclosure.

16623] Corresponding reference characters indicate corresponding
slements among the view of the drawings. The headings used in the figures do not

limit the scape of the claims.

DETAILED DESCRIPTION
GENERAL DESCRIPTION OF INVENTION

(60241 As described herein, addressing the viral spread of
misinformation poses various technical problems. For example, some fechnoiogiss
may rely upon social media message content, social media user profile information,
social structure, or combinations thereof and therefore require excess computing
power, memory, and network bandwidth. The present novel concept provides a
technical soiution to these technical problems by defining a sophisticated
computational framework that determines how causal & user is with respectic a
cascade by comparison to others using historical cascade event data. The concept
further differs from previous approaches by focusing on malicious social media
accounis that make messages “go viral”. The framework may supplement but does

not require the analysis of social media message content, social media user profile
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information, or social to identify PSM accounts. Rather, the concept relies primarily
an the evaluation of how likely a given social media account is (o cause a message
to spread virally. Thus, the present disclosure involves significantly less CPU,
memaory, and network bandwidth, and at the same fime, provides a more accurate
and efficient system for detecting malicious accounts. Further, because the concept
does not rely upon social media content, it can potentially detect pathogenic social
media accounis used {o spread new types of malicious information whers the
content has differed greatly from iraining data. This approach is potentially

complementary {o content based methods.

TECHNICAL APPROACH

Technical Preliminaries

[6025] Throughout this disclosure cascades shall be represented as an
“action log” (Actions) of tuples whers each tuple {u, m, ) € Actions corresponds with
a user u € {J posting message me Mattime I € 7. itis assumed that set M includes
posts/repest of a certain original twest or message. For & given message, the first
occurrence of each user is only considered. The present disclosure defines Actions,,
as a subset of Acfions for a specific message m. Formally, it is defined as Acfions,, =

{u', m', Uy € Aclions s.t. m’ = m}.

Definition 1. {m-participant). For a given m € M, user i/ is an m-parficipant if there

exists t such that (i, m, t} € Aclions.

18026} Mote that the users posting tweet/retwest in the early stage of
cascades are the most important ones since they play a significant role in adverlising
the message and making it viral. For a given m € M, an m-participant / "precedes” m-
participant jif there exists < Fwhere (i, m, 1), {j, m, ') € Actions. Thus, key users are
defined as a set of users adopting a message in the early stage of its life span.
These users appear in the “beginning” of a cascade, before specified users join the

cascade. The present disclosure defines key user as follows:

Definition 2. (Key User). For a given message m, m-participant i, and Aclionsy,

wherein user { is a key user iff user i precedes at least ¢ fraction of m-participanis

(€31
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{formally: |Actions,| = ¢ S {31 - (1, m, 1) € Actions, A F > |, (i, m, I} € Actions,,),
where ¢ € (0, 1}

80271 The notation | - | denoles the cardinality of a sel. All messages
are not eqgually important. That is, only a small portion of them hecome popular.

These viral messages are defined as follows:

Definition 3. {Viral Messages). For a given threshold 8, a message m € M is viral

iff |Actionsm| 2 6. My, is used to denote the set of viral messages.

(60281 The Befinition 3 allows the computation of the prior probability of

a message {cascade) going viral as follows:

f (1)
160297 The probability of a cascade m going viral given some user |
was involved is defined as:

LR @ ey uwser

{2)
[8030] The present disciosure is also concernad with two other
measures. Firsi, the probability that two users / and j tweet or retweet viral post m
chronologically, and both are key users. In other words, these two users are making

post m viral.

(3)
6031 Second, the probability that key user f twesls/retwests viral post
m and user | does not tweet/retweet earlier than 4. In other words, only user jis

making post m viral,

[060632] Kriowing the aclion log, the aim is to find a set of pathogenic

sacial media (PSM) accourts. These users are associaled with the early stages of
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large information cascades and, once detecied, are often deactivaled by a social
media firm. In the causal framework disclosed herein, a series of causality-based

metrics is introduced for identifying PSM users.

Causal Framework

[6033] The present disciosure adopts a causal inference framework. In
particular, the present disclosure expands upon the causal inference framework in
two ways: (1) the casua! framework addresses the proeblem of identifying PSM
accounts; and (2) the present disclosure exiends this single causal metric to a set of
metrics. Multiple causality measurements provide a stronger determination of
significant causality relationships. For a given viral cascade, the casual framework
seeks to identify potential users who likely caused the cascade {o go viral. An initial
set of criteria is first required for such a causal user. This is done by instantiating the

notion of Prima Facie causes o our particular use case below:

Definition 4. {Prima Facie Causal User). A user v /s a prima facie causal user of

cascade mifl: User v is a key userof m, m € My, and ppy > p.

[0034] For a given cascade m, the language prima facie causal user
will often be used o describe user / as a prima facie cause for m to be viral. In
determining if a given prima facie causal user is causal, other “related” users must
be considered. In this disclosure, fand j are m-related if (1.} fand J are hoth prima
facie causal users for m, (2.) i and j are both key users for m, and (3.} / precedes /.

Hence, the set of “related users” for user | {denoted R{))) are defined as follows:

(3)
[0038] Therefore, pi;in (3) is the probability that cascade m goes viral
given both users { and j, and p~; in {4) is the probability that cascade m goes viral
given key user j tweelis/retweets it while key user / does not tweet/retwest m or
precedes j. The idea is that if pi; — p-; > 0, then user | is more likely a cause than J for
m to become viral. The Kisinberg-Mishra causalily (Sus) is measured as the average

of this quantity to determine how causal a given user { is as follows:

TR EIY

{6)
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[0036] Intuitively, S measures the degree of causality exhibited by
useri. In addition, it was found useful to include a few other measures. The relafive

iikelihood causality { €. is introduced as follows:

(8}
where a is infinitesimal. Relative likelihood causality meiric assesses the relative
difference between p;; and p~;. This assists in finding new users that may not be
prioritized by S H was also found that if a user is mostly appearing after those with
the high value of &, then it is likely to be a PSM account. One can consider all

possible combinations of avents to capture this situation. However, this approach is

computationaily expensive. Therefore, Q) is defined as follows:

QT e, G .
(9}

Consider the following example:

Example 1. Consider fwo cascades (actions)y = {A, B, C, D, E, F, G, H} and 7, = {N,
M, C, A H, V., 8, T} where the capital lelters signify users. The aim is to relale key
ysers while & = 0.5 (Definition 2). Table | shows the related users R{) for each
cascade. Note that the final set R{) for each user, is the union of all sefs from the

cascades. Sef Q) for the users of Table | are presented in Table ii.

TABLE | Relaled users R{) (5)of cascades r; ={A, B, C, D, E,F, G, H} and ro = {N,
M, CAHVY ST}

User R, Rty R
A {B,C,D,E F} {H, Vi {B,C,D.E F H V}
B {C.D.E, F} {} {C,D,E, Fi
C {0 B, F) {A,H, V} {ADE F H VY
D {E.F} & {E.F}
E F i {Fl
N it M, C, A H, V 1A, C, H, M, Vi
M it 1C, A H, V! {A,C,H, V)

8
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| H 4 l V3 (Vi

TABLE I Set Q(.} of users Table 1 in (9)

Usey Total

A {C, N, M}
B 1AL

C 1A, B, N, M}
D {A, B, C}
E {AB,C, D}
N 1

M 1N}

H 1A, C, N, M}

[0037] Accordingly, the neighborhood-based causalily (€} is defined

as the average €y () Tor all i € Q) as foliows:

(o)
16638} The intuition behind this melric is that accounis who are
retweeting a message that was tweeted/retweeted by several causal users are
potential for PSM accounts. Weighfed neighborhood-based causality (€,np) i
defined as follows:
{11
[8638] The intuition behind the metric €, is that the users in Q may

not have the same impact on user j and thus different weights w; are assigned fo

each user f with €xam (7).

Problem Sitatemenis

[66G40] The goal is to find the potential PSM accounts from the
cascades. Assigning a score to each user and applying threshold-based algorithm is
one way of selecting users. As discussed above, causality melrics were defined
where each of the metrics or combination of metrics can be a strategy for assigning
scores. Users with high values for causality metrics are more likely (o be PSM
accounts — this relationship is demonstrated between these measurements and the

real world by identifying accounts deactivated eventually.
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M

Problem 1. (Threshold-Based Problem). Given a causality metric €, where k

m

{KE&M, ref nb, wnbl, parameter 8, sef of users U, we wish o identify set {u s.f. Yu
U, e{u) = 8\

[6641] it was found that considering a set of cascades as a hypergraph
where users of each cascade are connected to each other can better model the PSM
accounts. The intuition is that densely conneclsed users with high values for causality
are the most poltential PSM accounts. In other words, the interest is in selecting a
user if (1.} it has a score higher than a specific threshold or (2.} it has & lower score
but cccurs in the cascades where high score users occur. Therefore, the label

propagation problem is defined as follows:

Problem 2. {Label Propagation Problem). Given a causalily melric &, where kK €
{K&M, rel, nb, wnb), parameters 6, A, set of cascades T = {ry, 14, ..., Tny, and set of
users U, we wish fo identify set S : 51, Sa, ..., 5p ..., Sy where Sy = {ujvr € TWu €

(NS=1), € (u) 2 (H, - Ayand H, = {min €u)) st.vueraue U Shrey

(8042} in another problem statement, the framework seeks o
determine if causal or decay-based metrics could be leveraged for identifying PSM
accounts at early stage of their life span. Note each user can now be represented by
a causality vector ¥ & ¥7, which is computed by any of the causality metrics
(summarized in Table 3 below} over a period of time. The problem of early

identification of PSM accounts is formally defined as follows.

Wi
(b

10
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Problem 3 {Early Identification of PSM Accounts)

[6043] Given an action log &, and user y where 3t st (u, m, {} € A, and
A et leon ' € A 23 our goal is to determine if u’s account shall be
suspended given ifs corresponding causality vector x computed fill some fime point

Y welerr 8 S

ALGORITHMS

Algorithm for Threshold-based Problems

[0044] With respect to Problem 1 discussed above, the framework uses
a map-reduce programming model o calculate causality metrics. In this approach,
users are sslecied with causality valus greater than or equal o a specific threshold.

This approach is referred {0 as the Threshold-Based Selection Approach.
L.abel Propagation Algorithms

[6045] With respect to Problem 2, label propagation algorithms
iteratively propagate labels of a seed set to their neighbors. All nodes or a subset of
nodes in the graph are usually used as a seed sel. A Label Propagation Algorithm
{Algorithm 1} is proposed to solve problem 2. First, users with a causality value
greater than or equal to a specific threshold (i.e. 0.8) are taken as the seed set.
Then, in each iteration, every selected user u can activate user &' if the following two
conditions are satisfied: (1.) v and v have at least ona cascade (action} in common
and (2.} edu}) 2 €{u) - A, A€ {0, 1). Note that a minimum threshold, such as 0.7, is
set so that all users are supposed to satisfy il. In this algorithm, inputs are a set of
cascades (actions) 7, causality metric €, and two parameters 8, A in (0, 1). This

algorithm is illustrated by a foy example:

Example 2. Consider three cascades {A, B, GL {AB, C B E G H 1L {E, H I}} as
shown in hypergraph of FIGS. 1A-1D.

[0046] Assuming the minimum acceptable vaiue is sel as 0.7; in this
case, users C and E would not be activated in this algorithm. Assuming two
parameters 8 = 0.9, A = §.1, both users A and G get activated (FIG. 14). Note that an
active useris able to activale inactive ones if (1.} it is connected o the inactive user
in the hypergraph, (2.} score of the inactive user meets the threshold. In the next

step, only user B will be influenced by G (0.82 20.92 - 0.1) as it is shown in FIG. 18.

"
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Then, user D will be influenced by user B (0.73 2 0.82 - 0.1). In the next step (FIG.
1D}, the algorthm terminale since no new user is adopted. As it is shown, usert and

H are not influenced although they have larger values off in comparison with user D,

[06647] Proposition 1. Given a sef of cascades 7, a threshold 6,
parameter A, and causality values &, where k € {K&M, rel, nb, wnb}, ProSel refurns a
sgtofusers R={ule . (W z28or3u' st u, ue T gz &) —Aanduispicked].

Set R is equivalent to the sef 8 in Problem 2.

[0048] Proposition 2. The fime complexity of Algorithm ProSel is O{T |
x avgllog(| T])} x 1U])

[0049] FPravious causal metrics do not take into account tims-decay
effect while computing causality scores. In other words, they assume a steady trend
for computing causality of users. This is considered an unraalistic assumption since
causal effect of users may change over time. Here, a generic decay-based metric is
introduced, which essentially addresses the time-decay effect problem by assigning
different time points of a given time inferval, different weights, inversely proportional
to their distance from {. In more details, this metric does the followings: (1) breaks
down the given time interval into sharter time periods, using a sliding time window,
(2) deploys an exponential decay function of the form 7 = &7 (g account for the

time-decay effect, and (3) takes average between the causalily values compulad

using the sliding time window. We formally define ¥ gg follows, which by varying k

e {K&M ,rel .nb, wnb} could be used to compute sach of the pravious causal metrics.

{13)

[0050] Here ois a scaling paramater of the exponential decay function,
T 8l =y s S iy € Baf 208 §is 3 small fixed amount of ime, which is used as
ihe fength of the sliding time window & = & - &7 In FIG. 11, an illustration of the

proposed metric is shown.

18651] Similar to the previous cbservations, FIGS. 12A-12D depict box
plots of the distributions of the decay-bassd metrics for aclive and inactive users.

Likewise, we use a threshold of 0.7 for all metrics except for & for which we used a

12
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threshold of 7. Table 5 shows Fl-scores for the metrics. As before, the melrics

5

together perform the best while the next best one is L. Improvements over the

causal metrics discussed before were observed.

A el o
\mi(‘iﬁ-\.}:‘ig LTI

REO

Leveraging Community Structure Aspects of Causality

[0052] Having defined the problem of early identification of PSM
accounts, the question of whether leveraging community structure of P3M accounts
could boost the classification performance by checking if users in a given community
establish stronger causal-based relationships with each other compared o the rest
of the communities is examined.

[6653] To answer this question, since network siructure and its
undertying graph are not available, a hypergraph &G = (¥, E) from A is built by
connecting any pairs of users who have posted same message chronologically. In
this hypergraph, V is a set of vertices (i.e. users) and E is a sel of directed edges
between users. For sake of simplicity and without loss of generality, we make the
edges of this hypergraph, undirectad. Nex!, the Louvain algorithm is utilized to find
the partitions C = {Cy, Cy,..., G} of k communities over G. Louvain is chosen due (o
its fast runtime and scalability. After detecting the communities, the following two-

sample t-test is performed to answer the question:

13
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(14}

where the null hypothesis is: users in a given communily esfabiish weak causal
relations with each other as opposed to the ofher users in other communities. To
work this oul, two vectors v, and v, are constructed as follows. v, is generaled by

computing Eudclidean distances belween each pair of users (i, )} who are from

2

same community C; e €. Therefore, v, contains exactly 3 2. L1 elements

in total. Likewise, v; is constructed of size S by computing Euclidean distance
between each user u; in communily Cy & €, and a random user u, chosen from the
rest of the communities, i.e., € \ C4. The null hypothesis is rejected at significance
level a = 0.01 with the p-value of 4.9452-17. Thus, it is concluded that users in same
communities are more likely to establish stronger causal relationships with each
other than other users in rest of the communities. The answer o the posed question
is thus positive. Note for brevily, Hest resulis for 10% of the training set were only
reported, while making similar arguments for other percentages is straight-forward.
[0054] FIGS. 13A-13D shows box plots of the distributions of users

using the decay-based mefrics and the communities. A clearer distinction was

observed between aclive and suspended accounts, using these new metrics. Again,

a threshold of 7 for « was used and 0.7 for the rest. Table 8 shows Fi-scores for

the metrics. The metrics together reach the best performance while the nexi best

¢ The resuits show improvements over previous resuits.

[06055] Next, a causal community detection-based classification

algorithm, namely C?pe, is utilized that takes into account causality scores of users

14
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and their underlying community structure to perform early detection of PSM
accounts. First step of the algorithm involves finding the communities of the
hypergraph. The LOuvaiN algorithm is used to find the partitions of the hypergraph.
Then, in the second step of our algorithm, each user is classified as either FSM or
not based on the available labels of her nearby peers in the same community.
Specifically, to determine the {abel of an unseen user, we first find the community
she belongs to. Then, we use the K-NearesT NEIGHRORS (KNN) algorithm to compute
her k nearest neighbors in the same community as hers, based on Euclidean
distances between their causality vectors. Finally, the unseen user is laheled based
on the majority label of her k nearest neighbors in the community. Note the merit of
using community structure over merely using Knn is that, communities can give finer-
grained and more accurate seis of neighbors sharing similar causality scores, The

proposed framework is shown in Algorithm 1.

ISIS DATASET

[6056] A dataset was coliected from Feb. 2016 to May 2016, consisting
of ISIS related tweels/retweets in Arabic. . The dataset contains different fields
including tweeis and the associated information such as user ID, re-tweet 1D,
hashtags, content, date and time. The dataset also contains user profile information,
including name, number of followers/followeses, description, location, sic. About 53M
tweets are collected based on the 290 hashiags such as Tarrorism, State of the
iIslamic-Caliphate, Rebels, Burga Stale, and Bashar-Assad, Ahrar Al-Sham, and
Syrian Army. In this dataset, about 600K tweets have at least one URL (i.e., svent}
referencing one of the social media platforms or news outlets. There are about 1.4M
of paired URLs which are denoted by —H: and indicates a retweet {(with the URL
uz} of the original tweeti (with the URL w4 ). in this paper, we only use tweeis (more
than 9M) associated with viral cascades. The statistics of the dalaset are presenied

irn Table i discussed in details below.

TABLE Hi: Siatistics of the datasst

Name Yalues

Tweets 9,092,878

Cascades 35,251

Users 1,248,293

Generator users 8,056
15
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[8057] Cascades. The present disclosure aims to identify PSM
accounts - which in this dataset are mainly social bots or terrorism-supporting
accounts that participate in viral cascades. The tweets that have been retweeted
from 102 {o 18,892 times. This leads to more than 35k cascades which are tweeted
or retweeted by more than 1M users. The distribution of the number of cascades vs
cascade size is illustrated in FIG. 2A. There are users that retweet their own tweet or
retweel a post several times; however, only the first tweet/retweest of each user for a
given cascade is considered. In olher words, duplicate users are removed from the
cascades, which make the size of the viral cascades from 20 to 18,7809 gs shown in
FIG. 2B. The distribution of the cascades over the cascade life span is illustrated in

FIG. 3A. Cascades took from 18 seconds te more than 84 days to complete.

[6058] Users. Thare are more than 1M users that have participated in
the viral cascades. FIG. 3B demonstrates the cumulative distribution of the number
of times a user have participated in the cascades. As i is shown, the larger the
support value is, the less number of users exists. Marecover, users have tweetsd or
ratweeied posts from 1 {o 3,804 times and on average each user has participated

more than 7 imes.

TABLE IV: Status of a subset of the users in the dataset.

MName Agctive Inactive | Total
Users 723727 93,770 | 817,497
Generator users 7,243 813 8,056
[0059] User's Current Status. Key users are selecled that have

tweeted or refwested a post in its early ife span - among first half of the users
{according to Definilion 2, ¢ = 0.5), and check whether they are aclive or not
Accounts are not active if they are suspended or deleted. More than 88% of the
users are active as shown in Table IV, The slatistics of the generator users are also
reported. Generalor users are those that have initiated a viral cascade. As shown,
90% cof the generator users are active as well. Moreover, there are a significant
number of cascades with hundreds of inactive users. The number of inactive users in
every cascade is illustrated in FIG. 3C. Inactive users are representalive of
automatic and terrorism accounts aiming to disseminate their propaganda and

manipulate the statistics of the hashitags of their interest.

16
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[0060] Generator Users. In this part, users that have generated the
virgl tweels are only considered. According to Table 1V, there are more than 7k
active and 800 inactive generator users. That is, more than 10% of the generator
users are suspended or deleted, which means they are potentially automated
accounis. The distribution of the number of tweeis generated by generator users
shows that most of the users (no matter active and inactive) have generated a few
posts {(less than or equal 1o 3} while only a limited number of users are with a large

number of tweets..

[0061] impact of gy on yy In this part, the impact of the URL yq on pais
investigated. Accordingly, the dataset contains 35K cascades (i.e., sequences of
events) of different sizes and durations, some of which contain paired URLs in the
aforementioned form. After pre-processing and removing duplicate users from
cascades (those who retweet themselves muiltiple times), cascades sizes (i.e.
number of associated postings) vary between 20 1o 8,571 and take from 10 seconds
to 85 days to finish. The log-log distribution of cascades vs. cascade size and the
cumulative distribution of cascades are depicted in FIG. 5.

The statistics of the datasel are presented in Table V. For labeling, the Twilter APl is
chacked o examine whether the users have been suspended {labeled as PSM) or
they are still active (labeled as normal). According to Table V, 11% of the users in
the dataset are PSMs and others are normal. The total number of PSM accounts that
have been suspended by Twilter is depicled in each cascade in FIG. 6. Finally, it
should be noted that these accounts mostly get suspended manually by Twitter

based on reports the platform receives from its own users.

Table V: Description of the dataset

Nare Vahue

F ot Caseades 35K

258
PSM T Marmad
#at Single URLs | ads
# of Palred LRLs 12008
Social Media Platiorms and News QOulfiels
60621 Twitter deploys a URL shortener technique fo leave more space
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for content and protect users from malicious sites. To obtain the original URLs, a
URL unshortening lool is used. This tool oblains the original links contained in the
twaets of the dataset.

18063} A number of major and well known social media platforms are
considered, including Facebook, Instagram, Google, and YouTube. About the
dichotomy of mainstream and altemative media, it is notable {8 mention that most
criteria for determining whether a news source counts as either of them are based on
a number of faciors including but not limited 1o the content and whether or not it is
corporate owned. However, a key difference between these two sources of media
comes from the fact that all of mainstream media is profit oriented, in contrast to
alternative media. It is further noted that, for the most parl, mainstream media is
considered a more credible source than alternative media, although the reputation
has been recently lainted by the fake news.

[6064] Popuiar news outlets such as The New York Times and The
Wall Street Journal are considered as mainstream and less popular ones as
alternatives. In Table Vi, the total number of paired URLs (i.e. pi—uy in which the
original URL {i.e. y4) corresponds o each social media platform with at least cne
event in the dataset is summarized. In Table VH, the totai number of paired URLs
whoss original URL belongs fo the mainsiream and slternalive news sources is
summarized. Table VIl shows the breakdown of the number of paired URLs for the
PSM and normal users. Table DX further demonsirates some examples of the

mainstream and alternative news URLs occurrence used in the work.

Table VH: News sources’ tolal paired URLs (us— ;) with at least one event in
the dataset for the PSM and normal users.

Platferms | FSM Normal
“lwitier T TI30.9407 018,803
Fucebook 878 4017
Instagram 6 5 N7
Google 3 ¢ 132

Youwbe | 24734 7IRO0

Table VIil: Total number of paired URLs of the form -, with at least one event in
the dataset {or the PSM/normal users and for all platforms.

18
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NMNews Bouree PaM Mormal

Muainstream {1 2EA
Allernatives 5ART | 124,449

Table: X Examples of mainstream and aliernative news used in this waork. Popular
news outlets are assigned to mainstream and the rest to alternatives.

aschook <+ Yondube

[H
[N
{a2/312
&1
1457767

Table VI Social media platforny's total number of paired URLs of the form g—pp with
at least one event in the dataset for the PSM and normal users

Mainstream Alternatives
: ; SO0 Bitps:/fwww.rt.oom

hgpssfiww
ftp s wenwows)
hitpeddwwwnbopowi com
nipsdiwww iteom

Temporal Analysis

[0065] Here, the differences between PSM accounts with their
counterparts, normal users, through lemporal analysis of their posted URL's are
presented.

(6688} In FIG. 7, the daily occurrence of the paired URL’s over the span
of 43 days for both PSM and normal users is depicted. The datasel has a larger
number of normal users and higher number of the posted URLU's compared to PSM
accounts. Therefore, it is reasonable to observe maore activity from normal users than
PSMs. For both groups of users, a similar trend in spikes and their duration is
observed. As it is ssen, distinguishing between PSMs and normal users merely
based on the cccurrence of URLs and their patlerns is not rsliable. Therefore,
experimenis are conducied using a more sophisticated statistical technigue known

as “‘Hawkes Process”.
Framawork
[06087] in the previous seclion, a data analysis {0 demonstrate

differences between PSM accounts and normal users in lerms of URLs they usually
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post on Twitter was presented. The next step is to assess their impact via a well
known mathematical process called "Hawkes Process”. A Hawkes process is used
since the platforms introduced are dependent and thus not disjcint, meaning that

they are affected by each other, while they have their own background events.

A. Hawkes Process

[6G68] in many scenarios, one has {o deal with timestamped events
such as the activity of users on a social network recorded in continucus time. An
important task then is to estimate the influence of the nodes based on iheir
limestamp patterns. Point process is a principled framewaork for modeling such event
data, where the dynamic of the point process can be captured by its conditional

intensity function as follows:

10663] Where SONENH is the expectation of the number of events which

happened in the interval 7+ Toiven the historical observations 7, and V' records the
number of events before time £ Point process can be equivalently represented as a counting

A o TNEA =
‘[}T\)CGSS iy oET {;\t i("”f b

5T over the time interval 71,

The Hawkes process framework has been used in many problems that reguire
maodeling complicated event seguences where historical evenis have impact on
future ones. Examples include but are not limited to financial analysis, ssismic
analysis, and social network modeling. One-dimensicnal Hawkes process is a point

process ¥ with the following particular form of intensity function:

i

# -
Aty =+ } alt — 83N, =y +a "*« alf — &)

o

8o70] where!t U is the exogenous hase intensity {i.e. the background
rate of evenis), §; are the time of evenis in the point process before time { and git} is
the decay kernel.

N .
{t} — we ™

[0071] Here, the exponential kernal of the form ot is used,

but adapting to the other positive terms is straightforward. The second part of the
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above formulation caplures the self exciling nature of the point processes — the

occurrence of evenis in the past has a positive impact on future ones. Given a
TSy . . .

saguence of evenis Uiticobserved in [G, T} and generaied from the above intensity

function, the log-likelihood funclion can be obtained as foliows:

Here, the focus is on multi-dimensional Hawkes processes which is defined by U -
dimensional point process V5w = 1. U in other words, U Hawkes processes are
coupled with each other — each Hawkes process corresponds 0 one of the platforms
and the influence between them is modeled using the mutually exciting property of
the muilti-dimensional Hawkes processes. The following formulation to model the

influence of different evenis on each other is formally defined:

A {t) = fay + \:‘jw £ 53
ityeld
[0072] wherets = ¥ ig the base intensity for  the wu-th Hawkes
process. The coefficient %ra = U captures the muliually-exciting property

between the u-th and wur-th dimension are more likely to trigger an event in u-th
dimension in the fulure. More intuitively, an event on one point process can cause an
impulse response on other processes, which increases the probability of an event
ococurring above the processes’ background rates. To reiterate, each URL is
atiributed to an event, i.e. if the URL u triggers the URL up (e, %1 72 H2) then

A Y
Eapyany =7 d

[0073] in FIG. 8, a multivariate example of three different streams of

WY
avants, gg, &y, and &, As illustrated, e, is caused by the background rats Mrt-"“and

At

has an incluence on itself and e;. On the other hand, e+is caused by *and has
an infuence on e, Simply put, a background event in g Induces impulse on
responses on processes &, and ey, Accordingly, the caused child event in g4 leads to
another child event in e..

o Epdd
A = E‘i‘i‘mu} o RV

106674] Consider an infectivity matrix thich collects
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the self triggering coefficients between Hawkes processes, and 0 = 7 is the number
of processes {l.e. platforms). kach entry in this malrx indicates the strength of

influence each platform has on other platforms.

B. Methodology
18075} The goal is 1o assess the influence of the PSM accounts in the

dataset via their posted URLs. The URLs posted by two groups of users are
considered: (1) PSM accounts and {2} normal users. For both groups, a Hawkes
madei with K = 7 point processes each is fitted for each category of social media and
news outlets.

[6078] in each of the Hawkes models, every process is able o
influence all the others including itself, which allow for the estimation of the strength
of connections between each of the seven calegories for both groups of users, in
terms of how likely an event {i.e. the posted URL) can cause subsequent events in
each of the groups.

The Aglgarithm is used and the methodology presented for filting the Hawkes
processes for both PSM and normal users is used. AP¥4ig an efficient optimization

that estimates the parameters 4 and y by maximizing the regularized log-likelihoed

ﬁ‘l{Aﬂy’}:
min —O0A, p) - A A
AXoure s ST
[oorT where £ 1) can be obtained by substituting __ from Equation
i4

into Equation . Also, (¥ is the nuclear form of matrix 4, and is defined as the

sum of its singular value.

[6678] Two different sats of URLs posted by the PSM account and
normal users are considered by selected URLs that have at least one event in
Twitter {i.e. posted by a user). For each group, a matrix W ¢ NT"F with D =7,
whose entries are sequences of events (i.e. posted URLs) observed during time

period T are consiructed. Each sequence of evenls is of the form

P

S fit. u \:\ ?.;" a . . n . .
R b where 7 is the number of events occurring at the wi-th dimension {i.e,,

URLs posted containing one of the 7 platiorms).

C. Settings

22

IPR2025-01398
CrowdStrike EX1002 Page 170



WO 2019/157333 PCE/US203%/017287

[0079] The AoME glgorithm is adopted, which implementis parametric
interference for Hawkes processes with an exponential kemel and a mix of Lasso
and nuclear regularization. The infectivity matrix A, base inlensities y,and decays
H € Ragre initialized randomly.

180807 The number of nodes is set to D=7 to reflect the 7 platforms
used in this analysis. Level of penalization is set to C = 1000, and the ratio of Lasso-
Nuclear regularization mixing paramster is set to 0.5, Finally, he maximum number
of iterations for solving the optimization is set to 50 and the folerance of solving

algorithm is set {o 1e - 5.

CAUSALITY ANALYSIS

[0081] The behavior of the caussality metrics is examined. Users are

analyzed based their current account status in Twilter. A user is labeled as active
{inactive) if the account is still aclive (suspended or deleted).

(8082} Kleinberg-Mishra Causality. Users were studied that had a
causality value of exgy greater than or equal o 0.5. As expecied, inaclive users
exhibit different distribution from active users (FIG. 4A). It was noled that significant
differences are present - more than 75% of the aclive users are distributed between
0.5 and 0.62, while more than 50% of the inactive users are distributed from 0.75 {o
1. Also, inactive users have larger values of mean and median than active ones.
MNote that number of active and inaclive users is 404,536 and 52,452, This confirms
that this metric is a good indicator o discriminate PSM users from the normal users.
Additionally, several related causality measures and a label-propagation algorithm
for finding "slave PSM accounts” have been developed. Relative Likelihood
Causality. This metric magnifies the interval between every pairs of the probabilities
that measures the causality of the users; therefore, the values vary in a wide range.
FiG. 4B displays the distribution of users having relative likelihcod causalidy of
greater than or equal 1o two. In this metric, 1,274 users get very large valuss. For the
sake of readability, very large values are replaced with 34.0 in FIG. 4B. More than
50% of the inactive users get values greater than 32, while the median of actlive
users is 2.48. More than 75% of the aclive users are distributed in the range of (2, 4).
MNote that number of active and inactive users in this figure is 3,563 and 1,041,

respectively, That is, using this metric and fillering users with the relative likelihood
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greater than a threshold, leads to the good precision. For example, the thrashold in
FIG. 4B is set to 2 - the precision is more than 0.22 for inactive class. Considering
users with a very large value can lead to s precision of more than 0.5 and
uncavering a significant number of PSMs - 638 inactive users.

(60831 MNeighborhood-Based Causality. The users having a causality
value of €, greatar than or egqual (o 0.5 were studied. As expecied, inaclive users
exhibit different distribution from aclive users as shown in FIG. 4C€. Alsg, inactive
users are mostly distributed in the higher range and have larger values of mean and
median than active ones. More than 75% of the active users are distributed between
0.5 and 0.6, while more than 50% of the inactive users are distributed from 0.6 to 1.
Therefore, increasing the threshold results in the higher precision for the PSM users.

Note that the number of active and inachive users is 85,864 and 10,165.

[0084] Weighted Neighborhood-Based Causality. This metric is the
weighted version of the previous metric (€,). A weight is assigned to each user in
proportion to her participation rate in the viral cascades. FIG. 4D shows the
distribution of users with €,,4 grealer than or equal 1o 0.5, This metric also displays
different distribution for active and inactive users. More than 75% of the active users
are distributed between 0.5 and 0.6, while more than 50% of the inactive users are
distributed from 0.6 to 1. Note that the number of active and inactive users of €, I8
52,348 and 16,412, In cther words, this metric achisves the largest precision
compared {o other msirics, 0.24. Clearly, increasing the threshold resulis in the

higher precision for the PSMs.

RESULTS AND DISCUSSION

[0085] The Scala Spark and Python 2.7x were run on an intel Xeon
CPU (1.6 GHz) with 128 GB of RAM running Windows 7. The parameler g was set o
label key users 0.5 (Definition 2). Thus, for the users thatl pariicipaie in the action
before the number of participants gets twice.

[6086] In the following sections, two proposed approaches are
considered: (1) Threshoid-Based Selection Approach - selecling users based on a
specific threshold, (2) Label Propagafion Selection Approach - selecting by applying
Algorithm 1. The intuition behind this approach is to select a user if it has a score

higher than a threshold or has a lowsr score but occurs in the cascades that high
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score users exist. The methods are evaluated based on true positive (True Pos),
false positive {False Pos), precision, the average (Avg CS8) and median (Med CS5) of
cascade size of the detected PSM accounts. Note that in our problem, precision is
the most important metric. The main reason is labsling an account as PSM means it
should be deleted. However, removing a real user is costly. Therefore, it is important

to have a high precision o prevent removing real user.

EXISTING METHOD

(6087} in the proposed methad, all features that could be extracied

from the dataset include tweet syntax (average number of hashlags, average
number of user mentions, average number of links, average number of special
characters), tweet semantics (LDA topics), and user behavior (tweet spread, tweet
frequency, tweet repeats). Three existing methods were o detect PSM accounts: 1)
Random selection: This method achieves the precision of 0.11. This also presenis
ihat the data is imbalanced and less than 12% of the users are PSM accounts. 2)
Sentimelrix (Sentimet.): The data was clustered by DBSCAN algorithm. The labels
wers then propagated from 40 initial users {o the users in each cluster based on the
similarity metric. Support Vector Machines (SVM) were used to classify the
remaining PSM accounts [101. 3) Classification methods: In this experiment, the
same labeled accounts were used as the previous axperiment and different machine
learning algorithms were applied to predict the {abel of other samples. Features
based on the limitations of access o data into three categories were then grouped
together. First, only content information {Confent} is used to detect the PSM
accounts. Second, content independent features (NoCont.) is used 1o classify users.
Third, all features (All feal.) are applied to discriminate PSM accounts. The best
result for each setting is when we apply Random Forest using all features. According
to the resulls, this method achieves the highest precision of 0.16. Note that, most of
the features used in the previous work and our baseline take advantage of both
content and network structure. However, there are situations that the network
information and content do not exist. in this situation, the best baseline has the
precision of 0.15. The average (Avg CS) and median (Mad C8) of the sizs of the
cascades were studied in which the selecled PSM accounts have participated. Table

X also illustrates the false positive, true positive and precision of different methods.
TABLE X Existing Methods — number of selected users as PSM
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Method False Pos True Pos Precision Avg CS Med CS
Random 80,700 10,346 g1 289.99 184
Sentimel. 640,552 77,584 0.11 261.37 171
Content 292,038 43,483 0.13 267.66 174
NoCont. 357,027 53,025 0.15 262.97 172
Alifeat. 164,012 31,131 0.18 273.21 176

THEESHOLD-BASED SELECTION APPROACH

{0088]

In this experiment, all the users were selected that satisfied the

thresholds and checked whether they were aclive or not. A user is inactive if the

account is suspended or closed. Since the dataset is not labeled, inaclive users were

labeled as PSM accounts. The threshold for all metrics was set to 0.7 except for

relative likelihcod causality (€rer), which is sel to 7. Two types of experiments were

conducted: first, user selection for a given caussality metric was studied. This

approach was further studied using the combinations of metrics.

[0089]

Single Metric Selection. in this experiment, users were

selected based on each individual metric. As expected, these metrics can assist in

filtering a significant amount of aclive users and overcome the data imbalance issus.

Metric Exp achiaves the largest recall in comparison with other metrics. However, it

has a maximum number of false positives. Table X1 shows the performance of each

metric. The precision value varies from 0.43 to 0.66 and metric €, achieves the

best value. Metric €, finds the more important PSM accounts with average cascade

size of 567.78 and median of 211, In genersl, the delected PSM accounts have

participated in the larger cascades in comparison with baseling methods. It was also

observed that these melrics cover different regions of the search area. In other

waords, they select different user sets with little overlap between sach other. The

common users between any two pairs of the features are illustrated in Table XiL

Considering the union of all metrics, 36,983 and 30,383 active and inaclive users are

salected, respectivaly.

TABLE XI: Threshold-based selsction approach - number of sslected users
using single metric

Method False Pos True Pos Precision Ave Ch Med C5
Allfeat. 164,012 31,131 .16 273.21 176
NoCont. 357,027 63,025 0.15 262.97 172
SR 36,139 27,192 1.43 383.99 178
= 693 641 .48 567.78 211
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Enp 2,268 2,827 8.56 369.46 183.5

E ot 7463 14,409 0.66 311.84 164

TABLE XII: Threshold-based selection approach - number of common
selected users using single metric

Status Active Inactive

Method E ol Ean E b (S Cp Enb

Eran 404 1,903 $5,992 338 2,340 11,748

Era 231 173 248 229

ot 1,358 1,911
[06690] Combination of Metrics Selection. According o Table Xii,

most of the metric pairs have more inactive users in common than active users. The
experiment atternpted to select users that satisfy the threshold for at least three
metrics. it was determined that 1,636 inactive users were obtained cut of 2,887
selected ones, which works betler than Exeu and €,y while worse than &, and Eume.
in brief, this approach achieves precision of 0.57. Moreover, the number of false

positives {1,251) was lower than maost of the ather metrics.

LABEL PROPAGATION SELECTION APPROACH

86091 In label propagation selection, a sat of users were selected that
propag

have a high causalily score as seeds, then ProSel selects users that ocour with
those seeds and have a score higher than a threshold ieratively. Also, the seed set
in each iteration is the selected users of the previous iteration. The intuition behind
this approach is to select a user if it has a score higher than a threshold or has a
lower score but occurs in the cascades that high score users occur. The parameters
of ProSel Algorithm are set as follows: A = 0.1, 8= 0.9, except for relative likelihocd
causality, where we set A = 1, 8 = 9. Table Xlii shows the performance of each
meiric. Precision of these meirics varies from 0.47 0 0.75 and €, achieves the
highest precision. Metrics €,y with average cascade size of §12.04 and €, with
median of 230 find the more important PSM accounts. Moreover, detecled PSM
accounts have participated in the larger cascades compared with threshold-based
selection. This approach also produces much lower number of false positives
compared to threshold-based selection. The comparison between this approach and
threshold-based selection is illustrated in FIG. 8. From the precision perspeciive,

label propagation method outperforms the threshold-based one.

27

IPR2025-01398
CrowdStrike EX1002 Page 175



WO 2019/157333

PCE/US203%/017287

TABLE Xiil: Label propagation selection approach - number of selected users

Method Faise Pos True Pos Precision Avg T8 Med CS
Altfeat, 164,012 31,1314 0.16 273.21 176
NoCont. 357,027 63,025 0.15 262.97 172
Exat 9,305 14,176 (.60 390.52 179
Erf 561 498 0.47 612.04 216
Enp 1,101 1,768 g.62 4033.55 230
Evwnts 1,318 4,600 0.75 355.24 183.5
(60921 The number of commaon users selectad by any pair of two

metrics is also Hlustrated in Table XV, It shows that our metrics are covering

different regions of the search arsa and ideniifying different sets of users. In total,

10,254 distinct aclive users and 16,096 inactive ones are selecled.

selected users

TABLE XIV: Label propagation selection approach - numbsr of common

Status Active Inactive

Method € ref Enp Ewnb Erei Erp Emd

Exem 289 581 1,122 168 1,019 2,788
= 15 6 180 102

Ewnb 151 833

Hawkes Process Approach

[6093]

The infectivity matrix for both PSM and normal users is

estimated by fitling the Hawkes model described earlier. In this study, this matrix

characterizes the strength of the connections between platforms and news sources.

More specifically, each weight value represents the connection strength from one

platform to another. in other words, sach entry in this mairix can be interpreted as

the expected number of subsequent events that will cccur on the second group after

each event on the first,

[0094]

in FIG. 18 the estimated weights for all paired URLs for both

PSM and normal users are depicted. The weights in both plots show that greater

weights belong to processes that have impact on Twitter, [.e. " Twilfer”, This implies
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that bath of the groups in the Twitter dataset often post URLs that ultimately have

greater impact on Twitter.

[8085] Overall, the following observations can be made:

s+ URLs references all platforms and posted by the PSMs and regular users
mostly irigger URLs that contain the Twitter domain.

¢ Among all platforms studied here, URLs shared from facebook.com and
allernative news meadia contributed the most to the dissemination of malicious
information from PSM accounis. In other words, they had the largest impact
on making a message viral and causing the subseguent events.

s Posis that were tweeted by the PSM accounts and contained URLs from
facebook.com demonstrated more influence on the subsequent retweels
containing URLs from youtube.com, in contrary 1o the other way around. This
means that ultimately tweets with URLs from Facebook will likely end up
inducing external impulse on youtube.com. In contrast, URLs posted by the
normal users have nearly the same impact on subseguent events regardless
of the social media or news outlet used.

18086} The above mentioned ohservations demonstrate the
effectiveness of leveraging Hawkes process to guantify the impact of URLs posted
by PSMs and regular users on the dissemination of content on Twitter. The
observations we make here show that PSM accounts and regular users behave
differently in terms of the URLs they post on Twilter, in that they have different tastes
while disseminating URL links. Accordingly their impact on the subsequent events

significantly differ from each other.

ADDITIONAL EXPERIMENTS

[0897] Additional experiments were conducied to gauge the effectiveness and

efficiency {timeliness) of the above approaches thai use the causalily metrics as
features in (1) supervised setling, and (2) for compuling proximity scores between
users in community detection-based framework.

[0098] Experimental Settings

[8088] To assess the effecliveness and efficiency of the metrics and the
proposed framework in early detection of PSM accounts, we use different subsets of
size x% of the entire time-line {(from Feb 22, 2016 to May 27, 2016} of the action log
A, by varying x as in {10, 20, 30, 40, 50}. Nexi, for each subset and each user | in the
subset, we compute feature vectior x; of the corresponding 4 causality scores. The
feature vectors are then fed inlo supervised classifiers and the proposed community

delection-based algorithm to perform classification. For the sake of fair comparison,
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both standard and decay-based melrics were performed. For both metrics, we
empirically found that p = 0.1 and a2 = 0.001 work well. For the decay-based causalily
metric a sliding window of size of 5 days (i.e. § = 5) and set o= 0.001 was assumed
which were found o work well in the experiments. Note that only results for PSM
(suspended} accounis were presented. Among many other supervised classifiers
such as ADABOOST, LOGISTIC REGRESSION and SUPPORT VECTOR MACHINES (SvM),
RaNDOM FOREST (RF} with 200 estimators and ‘eniropy’ criterion, achisved the best
performance. Therefore, for brevily only results when RF is used as the classifier
was reported. This aligns well with previous resuiis on related probiems such as the
identification of viral cascades.

[66100] The resulis for the proposed community detection-based
framework and both causal and decay-based metrics are presented herein. As
siated sarlier, for communily detection the LouvaiN algorithm was implemented since
it was fasi, scaled well and it did not require any parameter tuning. For the second
part of the proposed algorithm, i.e., computing K nearest neighbors of each instance
and the final labeling procedure, we set k = 10 as it was found to work well for our
problem. It must be stressed that using KNN alone does not vield a good
performance by reporting the results of KNN frained on the decay-basad causality
features.

[60101] For the sake of fair comparison, all approaches were
implementad and run in Python 2.7, using scikit-learn package. For the Louvain
algorithm, we used the Python community detection package was used. For any
approaches that required special funing of parameters, a grid search was conducted

to choose the best set of paramesters.

Baseline Methods
[00102] To validate the performance of the proposed metrics and
framework, the metrics and framework were compared against the following state-of-

the-art baselines:

[60103] CausalL (Anonymous 2017). The proposed decay-based
metlrics was benchmarked against causal metrics (Anonymous 2017) via both

supervised and communily detection-based settings.

[00104] SeniiMetrix-Dascan (Subrahmanian et al. 2016}. This method

was the winner of the DARPA Twitter bot challenge contest (Subrahmanian et al.
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2016). This baseline deploys several featuras including twest syntax (average
number of hashiags, average number of user mentions, average number of links,
average number of spacial characters), tweet semantics (LDA topics), and user
behavior (tweet spread, tweet frequency, tweet repaats). For this baseline, a 10-fold
cross validation was performed and use a held-out test set Tor evaluating the
baseline. This baseline then uses a seed sst of 100 aclive and 100 inactive
accounis, and then use Descan clustering algorithm to find the associated clusters of
users. The availabie labels are then propagated to nearby unlabeled users in each
cluster based on the Euclidean distance metric, and the labels of the remaining

accounis are predicted using Svm.

[60105] SentiMetrix-RF. This is a variant of the previous baseline where
we excluded the Dascan part and instead trained RF classifier using only the above

features to evaluate the feature set.

identification of PSM Accounts
[00108] For evalualing how accuwraile different approaches are in

identifying PSM accounts, we use different melrics including precision, recall and F-1

measure and area under curve (AUC) for the PSM accounts. Precision, recall, Fi-

score and AUC resulls for each methed are shown in FIGS. 14A-14B and 153A-15B.

Note for each subsel, indepandent from other subsets, a 10-Told cross validation was

performed. The foliowing observations were made.

»  Community detection-based framework achieved the best performance in terms
of several metrics used. This aligns well with the f-lest results discussed earlier,
meaning that taking into account community structure of PSM accounis can
boost the performances.

e For the most parl, the causal and decay-based melrics achieved higher
classification performance than other approaches via both setlings.

« Decay-based melrics are effective al identifving PSM accounts al different time
points via supervised and community delection-hased settings. It is posited that
this lies at the inherent difference belween decay-based and causal metrics—
decay-based melrics take into account lime-decay effect while computing the
causality scorss.

» Although SentiMETRIX-DBsCAN and SentiMeTrix-RF take advantage of several

features, they weare unable to defeat our approach. i is noted that most of the
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features used in these baselines are bhased on content of hweels which is not

always readily availabie.

Timeliness of PSM Accounts Identification

[6G107] The following experiment was conducted o gauge the ability of
different approaches in identifying PSM accounts around their activity. For each
approach, it was determined how many of the PSM accounis were active in the first
10 days of the dataset, were correcily classified (i.e., true positives) over time. Also,
the framework needed (o keep track of false positives o ensure a given approach
does not merely label each instance as positive — otherwise a trivial approach that
always would label each instance as PSM would achieve the highest performance.
In addition, fo figure how many days were needed {o find these PSM accounts each
classifier was trained using 50% of the first portion of the dataset. A held-out set
was used for the rest for evaluation. Nexd, the misclassified PSM accounts were
passed on to the next portions to see how many of them can be captured over time.
The process was repeated until reaching 50% of the action log — each time the

fraining sset was increased by adding new instances from each portion.

[60108] There are 14,841 users in the first subset from which 3,358
users are PSM. Table XV below shows the number of users from the first portion that
{1} are correctly classified as PSM (out of 3,3588), {2) are incorrectly classified as
PSM (out of 29,617}, over tims. According to this table, community detection-based
approaches were able to detect all PSM accounts who were active in the first 10
davys of our daiaset, in about a month since their first aclivity. In particular, DECAY-
C*pe, identified all of these PSM accounts in about 20 days since the first time they
posted a message. Also, both causal and decay-based melrics when fed o RF
classifier, identified all of the PSM accounts in the first pericd. SENTIMETRIX-DBSCAN
and SENTIMETRIX-RF failed to detect all PSM accounts from the first portion, around
the first 50 days of their activity. Furthermore, these two baselines generated much

higher rates of false positives compared to all of the causality-based approaches.
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Table XV:

[60109] The observaiions that were made aligned well with previous
observations; suggesting that the community detection-based framework vields
higher classification performance than cther frameworks. Finally, it should be noted
that t¢ make the computations and discussion less complicated, a period of 10 days
was used, therefore, the exact number of days that should pass were not known,
although this will still give a good approximation of the efficiency of the given

approach in early identification of P3M accounts.

Biind Validation Tests for PSM Account Detection

[60119] Biind validation {ests were conducted by a third party using real
sacial media data that the third party used for other products and services. In the
test, the third party provided data without ground fruth, for which resulis were
provided in return. The third party provided performance metrics comparsd with an
existing approach for identifying social bots. it should be noted that the evaluated
version of the PSM Account Detection software was the initial version. The version
disclosed has shown improved performance.

Table XVl Results of the blind validation tesis

PEM Account Detsclion Existing approach from
third party
Accounts identified as 51 10
social bot, suspended or
offline
False positives identifiad & {not reported)
as “self-promoters”
Other false positives 10 {not reported)
8o111] Further comparisens with existing methods were made o

to evaluate for tfrue positives and false positives over time. FIGS. 184 and 16B show
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cumulative frue positives and false positives based on the available training data.
True positives (FIG. 16A) are more rapidly identified by the PSM Account Detection
compared to existing approaches, and is the only approach to identify all pathogenic
accounts. Likewise, it also maintains the lowest false positive rate by a significant
margin (FIG. 168).

[00112] Finally, as discussed, exdsting approaches for detecting
socialbots and other malicious aclors on social media are highly dependent upon
content — which leads {o a dramatic increase in disk space and RAM requirements.
FIG. 17 compares diskspace requirements from existing approaches due o content
sicrage as opposed o requirements o this invention, which primarily uses aclion
logs. The substantial reduction in slorage requirements enables a significant
reduction in computing machinery overhead enabling the approach to be scaled in
order {o detsct a larger number of malicious actors on social media. The reductions
are by an order of magnitude and highly significant by any standard statistical
measure.

[606113] Turning to FIG. 18, an example network environment 100 for
generating the social media data ultimately utilized to detect PSM accounts as
described herein is shown. The network snvironment 108 may include a plurality of
user devices 102, and a plurality of social media computing devices, designated
1044 and 1048, User devices 182 may be associated with users of social media
focated throughout the world, and the social media computing devices 104A-1048
may be associated with social madia providers such as e.g. Twitter, Facsbook, naws
websites, and the like. The user devices 182 may request and submit content to the
social media compuiing devices 104A-104B using a network 186 {e.g. the Internet)
as indicated. Specifically, the user devices 182 may adopt various messages as
defined herein hosted or otherwise provided by the social media computing devices
104A-1048. For example, any one of the user devices 182 may log on o a sccial
media application hosted by the social media application server 1044, and broadcast
or re-broadcast a message such as a video, text massage, audio file, or the like.

[60114] The user devices 132 may be generally any form of computing
device capable of inferacting with the natwork 188 {o access a social media website,
such as a mobile device, a personal computer, a laplop, a fablet, a workstation, a
smariphone, or other Internet- communicable device. The social media computing

devices 104A-104B may include computing devices configured for providing social
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media websites or aspecis thereof and/or any applications or websites where a user
may adopt a sccial media message, and may be implementad in the form of servers,
workstations, terminals, mainframes, storage devices, or the like.

[00115] As further shown, a computing device 108 may be
communicably coupled fo the network 106. The computing device 108 may be
implementad o provide the functionality described herein, and may include a laplop,
deskiop computer, server, or other such computing device. Any one of the social
media compuling devices 134A&-B or the computing device 188 may include at least
ane server hosting a website or providing an application. Such a server {not shown}
may be a single server, a plurality of servers with each such server being a physical
server of a virtual machine, or a collection of both physical servers and virtual
machines. in ancther implementation, a cloud hosis one or more components of the
network environment 188, In this implementation, the user devices 102, any servers,
and other resources connecied o the network 106 may access one or more servers
o access websiles, applications, web services, interfaces, sltorage devices,
compuling devices, or the like.

[001186] Referring to FiG. 18, with reference to the process flow 308,
further details regarding the implementation of the functionality described herein
relative to the network environment 100 are illustrated. In the sysiem diagram 288, a
computing device 202 is shown which may be similar {o the computing device 108 of
the network envirgnment 100 such that the computing device 202 may access user
devices 102 and social media computing devices 104A-B. In particular, the
computing device 282 is configured to access social media data in the form of
activity logs 208A&-208C from one or more social media data sources 204A-204C.
The computing device 202 may access such information via e.g. the network 108, or
locally, and may access the data directly from social media providers (2.g. the social
media computing devices 104A-B) or third party providers of such information. in
other words, the social media data sources 204A-204C may include databases or
storage devices associated with the social media computing devices 104A-B, or may
include third party storage repositories. For example, the social media data source
284A may include Twitler data purchased through a third party, or, the social media
data source 204A may include a slorage device associated with Twitter directly.

[00117] The process flow 300 of FIG. 20 shall now be described {o

Hlustrate further aspects of FIG. 18. Referring to block 362, in order {o delermine the
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causality of one or more key users with respect (o cascades, social media data
associated with cascades, in the form of the activity logs 208A-206C or other such
historical cascade event data, may be accessed by the computing device 282 from
any one or more of the social media data sources 2084A-204C. The social media
data may define a message associated with a cascade, which may inciude a video, a
tweet, a news posting, a Facebook like, or any other form of social media that a user
may adopt, broadcast/rebroadcasi, or otherwise interact with. The data from the
activity logs 208A-248C may define tuples, which may be used as input parameters
to be applied to causality metrics as described herein. In some embodiments, the
activity logs 206A-206C include a User ID, a message 1D, and a timestamp.

180118} Referring to block 384, one or more Key users may be identified
for analysis. Key users may be defined as users of social media that interact with a
cascade or adopt a social media message at an early siage; e.g., within a
predetermined timeframe. Key users may be associated with social media user
profiles that include at least a name, a possible pholo, a2 URL, and a number of
posts/twests/retwests or other information indicating adoplion behavior associated
with the user profile, and location.

180119] Referring to block 388, with continuing reference to diagram
200, a subset of the social media daia accessed in block 302, associated with the
key users, may be applisd to one or more causality melrics. Specifically, in soms
embodiments, the computing device 202 may be configured with at least one
application 288, which may define a plurality of modules as defined herein suitable
for executing the functionality described herein, i.e. applying causality metrics 210
{as described in Table 3 above) lo the data. Using the social media data, the
application 208 generates a set of causality values for one or more key users. As
shown in block 388, a PSM account may be delected where the causality vaiue of a
given key user exceeds a predefined threshold. As further shown, and referenced in
block 310, the application 288 may include or otherwise be configured o implement
time-decay extensions 2%2, hyper-graph based machine learning (ML} 214, and
fabel propagation 216 to further define the data.

[00120] FIG. 21 is an example schematic diagram of a computing
systemn 700 that may implement various methodologies discussed herein. For
example, the computing system 780 may comprise a server used to execule aspecis

of the application 208. The computing system 708 includes a bus 701 {i.e.,
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interconnect), at least one processor 742 or other compuling element, at least one
communication port 783, a main memory 784, a removable storage media 705, a
read-only memory 706, and a mass storage device 707, Processor(s) 702 can be
any known processor, such as, but not limited to, an Intel® ltanium® or ltanium 2°
processor{s), AMD® Opteron® or Athlon MP® processor(s), or Motorola® fines of
processors. Communication port 703 can be any of an R8-232 port for use with a
modem based dial-up connection, a 10/100 Ethernet port, a Gigabii port using
copper or fiber, or a USBE port. Communication pori(s) 703 may be chosen
depending on a network such as a Local Area Network (LAN), a Wide Area Network
(WAN), or any network o which the computer system 780 connecls. Computing
systern may further include a transpert and/or transit network 785, a display screen
780, an VO port 740, and an input device 745 such as a mouse or keyboard.

[80121] Main memory 784 can bs Random Access Memoary (RAM) or
any other dynamic siorage device(s) commonly known in the art. Read-only memory
706 can be any static storage device(s) such as Programmable Read-Only Memory
{PROM) chips for storing static information such as insiructions for processor 702.
Mass storage device 707 can be used fo store information and instructions. For
example, hard disks such as the Adaptec® family of Small Computer Serial interface
(SCSI) drives, an optical disc, an array of disks such as Redundant Array of
independent Disks (RAID), such as the Adaptec® family of RAID drives, or any other
mass siorage devices, may be used,

60t22] Bus 781 communicatively couples processor{s) 702 with the
other memory, storage, and communications blocks. Bus 701 can be a PCH/ PCI-X,
SCS, or Universal Serial Bus (USB) based system bus {or other) depending on the
storage devices used. Removable storage media 783 can be any kind of external
hard drives, thumb drives, Compact Disc — Read Only Memaoary (CD-ROM), Compact
Disc — Re-Writable (CD-RW), Digital Video Disk — Read Only Memory (DVD-ROM),
aic.

[80123] Embodiments herein may be provided as a computer program
product, which may include a machine-readable medium having siored thereon
instructions which may be used to program a computer (or other slectronic devices)
to perform a process. The machine-readable medium may include, but is not limiled
to optical discs, CD-ROMs, magnelo-optical disks, ROMs, RAMs, erasable

programmable read-only memeries (EPROMs), electrically erasable programmabie
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read-only memories (EEPROMs), magnetic or optical cards, flash memory, or other
type of media/machine-readable medium suitable for storing electronic instructions.
Morsover, embodiments herein may alsc be downloaded as a computer program
product, wherein the program may be transferred from a remote computerto g
requesting computer by way of data signals embodied in a carrier wave or other
propagation medium via a communication link {e.g., modem or network connection).

[606124] As shown, main memory 704 may be encoded with the
application 208 that supports funclionalily discussed herein. In other words, aspecis
of the application 208 (and/or other resources as described hersin) can bs embodied
as software code such as data and/or logic instructions (e.g., code stored in the
memory or on ancther computer readable medium such as a disk) that supporis
processing functionality according to different embodiments described herein.

During cperation of one embodiment, processor(s) 782 accesses main memory 704
via the use of bus 701 in order to launch, run, execute, interpret or otherwise perform
processes, such as through Iogic insiructions, executing on the processor 702 and
based on the application 208 stored In main memory or otherwise tangibly stored.

[60125] The description above includes sxample systems, methods,
technigues, instruction sequences, and/or computer program products that embody
techniques of the present disclosure. However, it is understood that the described
disclosure may be practiced without these specific details. In the present disclosure,
the methods disclosed may be implemented as sets of instructions or software
readabie by a device. Further, it is understood that the specific order or hierarchy of
steps in the methods disclosed are instances of example approaches. Based upon
design preferences, it is understoad that the specific order or hierarchy of steps in
the method can be rearrangad while remaining within the disclosed subject matter.
The accompanying method claims present elements of the various steps in a sample
order, and are not necessarily meant to be limited to the specific order or hierarchy
presented.

[80126] The described disclosure may be provided as a computer
program product, or software, that may include a machine-readable medium having
stored thereon instructions, which may be used to program a computer system (or
other electronic devices) io perform a process according 1o the present disclosure. A
machine-readable medium includes any mechanism for storing information in a form

{e.g., scftware, processing application) readable by a machine (e.g., & computer).
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The machine-readable medium may include, but is not limited to oplical storage
medium {e.g., CO-ROM}, magnetc-oplical storage medium, read only memaory
(ROM); random access memory (RAM); srasable programmable memory (8.4.,
EPROM and EEPROM]); flash memory, or other types of medium suitable for storing
electronic instructions.

[60127] Certain embodimenis are described hersin as being
implemented via one or more applications that include melrics which may collectively
define modules. Such modules may be hardware-implemented, and may thus
include at icast one tangible unit capable of performing certain operations and may
be configured or arranged in a certain manner. For example, a hardware-
implementad module may comprise dedicated circuitry that is permanently
configured {e.g., as a special-purpose processor, such as a field-programmable gate
array (FPGA) or an application-specific integrated circuit (ASIC)) to perform certain
operations. A hardware-implemented module may also comprise programmable
circuitry {e.q., as encompassed within a general-purpose processor or other
programmable processor) thatl is temporarily configured by software or firmware o
parform certain operations. In some example embodimants, one or more computer
systems (e.¢., a standalone system, a client and/or server computer sysiem, or a
peer-to-peer computer system) or one or more processors may be configured by
software (e.q., an application or application portion} as a hardware-implemented
module that operates o perform certain operations as described herein,

[60128] Accordingly, the term “hardware-implsmented module” or
“moduie” encompasses a tangible entity, be that an entity that is physically
constructed, permanently configured (e.g., hardwired), or temporarily configured
{8.q., programmed) 1o operale in a certain manner and/or {o parform certain
operations described herein. Considering embodiments in which hardware-
implemented modules are temporarily configured {e.g., programmed), each of the
hardwarg-implemented modules nesd not be configured or instantiated at any one
instance in time. For example, where the hardware-implementad modules comprise
a general-purpose processor configured using software, the general-purpose
processor may be configured as respective different hardware-implemented modules
at different imes. Software may accordingly configure a processor, for example, to
constitute a particular hardware-implemented module at one instance of time and {o

constitute a different hardware-implemented module at a different instance of time.
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[060129] Hardware-implementad modules may provide information to,
and/or receive information from, other hardware-implemented modules. Accordingly,
the described hardware-implemented modules may be regarded as being
communicatively coupled. Where multiple of such hardwars-implemented modules
exist contemporaneously, communications may be achigved through signal
fransmission {g.g., over appropriate circuits and buses) that connect the hardwars-
implemented modules. In embodiments in which multiple hardware-implemented
modules arg configured or instantiated at different times, communications between
such hardware-implemented modules may be achieved, for example, through the
storage and reirieval of information in memory structures to which the multiple
hardware-implemented modulss have access. For example, one hardware-
implementaed module may perform an operation, and may store the output of that
operation in a memory device {o which it is communicalively coupled. A further
hardware-implemented module may then, at a later time, access the memaory device
io retrieve and process the stored ouipul. Hardware-implemented modules may also
initiate communications with input or oulput devices.

[60130] It should be understood from the foregoing that, while particular
embodiments have been Hllustrated and described, various modifications can be
made thereto without departing from the spirit and scope of the invention as will be
apparent {o those skilled in the art. Such changes and modifications are within the

scope and teachings of this invention as defined in the claims appended hereto.
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CLAIME
What is claimed is:

1. A method of detecting pathogenic social media accounts, comprising:
utilizing a processor in communication with a tangible storage medium
storing instructions that are executed by the processor o perform
operations comprising:
accessing data associated with 2 social media message
adopled by a plurglily of users during a predeiermined
time period, the data defining a cascade associated with
the social media message;
identifying one or more key users from the plurality of users, the
one or more key users having adopted the social media
message before a predeterminad number of the plurality
of users; and
applying at least one causality metric 1o a subset of the data
associated with the one or more key users to generale a
set of causality values, wharein the set of causality values
reflect causality associated with the cascade as exhibited
by the one or more key users and further indicate
whethar the one or more key usars are associated with a

pathogenic social media account.

2. The method of claim 1, further comprising:
identifying a first user from the one or more key users, the first user
having adopted the social media message before a
predetermined number of the plurality of users; and
identifying a second user from the one or more key users, the second
user having adopted the social media message subsequent o

the first user and the second user being related o the first user.

3. The method of claim 2, wherein the cascade defines an actionlog of a

plurality of tuples associaled with the plurality of users where each of the
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plurality of tuples represents when the social media message is adopted such
that (u, m, §) € Actions corresponds with a respective user of the plurality of
users designated v adopting the social media message designated me M

within the predetermined time period designated f& 7.

4. The method of claim 3, further comprising determining that the first user
designated / precedes the second user designated [ in the cascade where I <

fandwhere (i, m, ), {j, m, ') € Action.

5, The method of claim 3, further comprising determining that the second user is
relaled to the first user where:

H) ={7sf 44 3m & M st i jare m—reluted}

J D

wherein R denctes relatedness.

8. The method of claim 2, further comprising:

{iy measuring a first probability that a size of the cascade meets a
predetermined threshold given the first user adopis the social
media message before the second user,

(i) measuring a probability that the size of the cascade mests the
nredetermined threshold where the first user does not adopt the
social media message before the second user, and

computing an average value of difference between (i) and (il ).

7. The method of claim 2, further comprising analyzing the cascade without
influence by the first user o further assess causality for the cascade as
exhibited by the first user.

8. The method of claim 1, wherain the at least one causality metric includes a
Kleinberg-Mishra causality metric.

9. The method of claim 1, wherein the social media message was adopted when

a user tweeted the social media messags, retwested the social media
message, posted the social media message, liked the social media message,

or viewed the social media messags, and further wherein the social madia
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message includes one or mare of a texi, a picture, a video, audio, a URL or

link to a websile, or a hashiag.

10. The msthad of claim 1, further wherein the social media message is adopted

by the plurality of users a predetermined number of times.

11.  The method of claim 1, further comprising:
wherein the processor is configured to determine if a pathogenic social
media account is active, wherein active indicates that the
pathogenic sccial media account has not been suspended or
deleted.

12.  The mesthod of claim 1, wherein the predetermined number of the plurality of
users’ actions is 10%, 20%, 30%, 40%, or 50%.

13. The method of claim 1, wherein the predetermined time period is al least 2

weeks.

14.  The method of claim 1, further comprising representing each of the ane or
more key users by a causality vector ¥ & ¥, computed by the at least one

causality metric.

15.  The method of claim 1, further comprising:
assigning different time poinis to the predetermined time period; and
assigning different weights to the set of causality values computed for
the one or more key users, the different weights inversely
proportional to distances from a given time { associated with the

predetermined time period.

16.  The method of claim 15, further comprising:
utilizing a sliding-time window to divide the predelermined tims period

into intervals;

deploying an exponential decay function of a form ¢

account for a time-decay effect; and
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computing an average between the set of causalily values computed

using the sliding-time window.

7. A system, comprising:
a computing device, configured to:

accass data associated with a social media message, the data
defining a cascade,

identify one or more key users from a plurality of users, the one
or more key users having adopted the sccial media
message before a predetermined number of the plurality
of users; and

apply at least one causality meiric to a subset of the data
associated with the one or more key users to generale 3
set of causality values, whersain the set of causality values
reflect causalily associated with the cascade as exhibited
by the one or more key users and further indicale
whether the one or more key users are associated with a

pathogenic sccial media account.

18.  The system of claim 17, wherein the computing device is further configured {o
access a set of URLs associated with an action {og of the plurality of users

asscciated with cascades.

19.  The system of claim 18, wherein the computing device is further configured to
apply a form of multi-dimensional point process 1o the set of URLs to estimale

an influence of nodes associated with the plurality of users.

20.  The system of claim 19, whersin the multi-dimensional point processis a

Hawkes process.
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Application/Control Number: 16/405,612 Page 2
Art Unit: 2656

DETAILED ACTION

1. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AIA.

Information Disclosure Statement
1. The information disclosure statements (IDS) submitted on 17 August 2020 is in
compliance with the provisions of 37 CFR 1.97. Accordingly, the information disclosure

statement is being considered by the examiner.

Claim Rejections - 35 USC § 103
1. The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis
for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically
disclosed or described as set forth in section 102 of this title, if the
differences between the subject matter sought to be patented and the
prior art are such that the subject matter as a whole would have been
obvious at the time the invention was made to a person having ordinary
skill in the art to which said subject matter pertains. Patentability shall not
be negatived by the manner in which the invention was made.

1. Claims 1-4 and 10-11 are rejected under pre-AlA 35 U.S.C. 103(a) as being
obvious over “Hierarchical Classification of Web Content”, hereinafter referred to as
Dumais et al., in view of “Criminal motivation on the dark web: A categorization model
for law enforcement”, hereinafter referred to as Dalins et al., and further in view of US

20080189316, hereinafter referred to as Otsuka.

IPR2025-01398
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Application/Control Number: 16/405,612 Page 3
Art Unit: 2656

HMegarding claim 1, Dumais et gl discloses g compulsr-implemenied system for
improving classification ef-eriminal-activities arising from cyber environments,

comprising:

access a ground truth dataset generated from deep web forum information, the ground
truth datase! defining g predetermined {ag higrarchy including predetermined tag labels

corresponding topics of the deep web forum information {"The basic idea behind owr

work is o use classification technicues o automabcsily organize search results info

axisting hierarchical structures, Classification models are leamed offiine using a fraining

sel of human-labeled documents and web calegaries,” Bumais e al, p. 258, Web Bata

Set and Application section. Also, "During the tralning phase, alarge sl of web pages

with known calegory labels are used o rain a classifier,” Dumals et al, p. 258, Text

Classification Using SVMs section, 1¥ para. The labeled raining documents are a

ground truth dataset.);

access datg relgted 1o a discussion topic for classiication from a desp web forum

{"During the lesting or operalional phase, the leamed classilier is used io classify naw

web pages,” Dumais et al, p. 258, Text Classification Using SYMs section, 1% para);

extract a set of features from the data by assigning word vectors or paragraph vectors

o the data (See Dumals ef al, g, 1. And, “Afler preprocessing, a binary veclor was

IPR2025-01398
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Art Unit: 2656

oroated {or each page indicaling whether each term appeared in the paas summary or

not” Bumais et al, p.259, vght col, 27 para.}; and

a3
s

apply 8 machine classifier o the sei of fegtures {0 generate 3 prediction list of tags for

classifying the discussion topic (A support veclor machine (SVAM algorthm was used

as the classifier, because i has been shown I previous work o be both very fast and

eifective for text classificalion problems.” Dumais et al, p. 253, Text Classitication Using

SWNE section, 209 paral,

wherein the machine classifier is trained to maintain the predetermined tag hierarchy by
regulating modification to parent and child tags associated with a predicted tag of the
prediction list of tags based on a prediction probability of the predicted tag and
predetermined tag thresholds assigned to the parent and child tags (“For the

hierarchical models, p=0.2 for the mulliplicative decision rule, and p1=0.2 tlirst level and

pz=0.5 {second leved) for the Boolean decision rule” Dumals et al, p. 260, SVM

Parameters section, 27 para. Herg, first level is the parent levelthreshold
corresponding 1o a first probability and second leval is the child levelithreshold

corresponding 1o a second prebability. ).

Dumais et al., though, does not disclose classification of criminal activities arising from

dark/deep web environments or a processor.

Dalins et al. is cited to disclose classification of criminal activities arising from dark/deep

web environments (“In_this paper we deploy the TMM by manually labelling a corpus of

over 4000 unique Tor pages. We found a network impacted (but not dominated) by illicit

IPR2025-01398
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Application/Control Number: 16/405,612 Page 5
Art Unit: 2656

commerce and money laundering, bur almost completely devoid of violence and

extremism. In short, criminality on this 'dark web' is based more upon greed and desire,

rather than any particular political motivations,” Dalins et al., Abstract. Also, “We

labelled 2419 uniqgue documents (by SHA-1 value) from the crawl, using the TMM. Due

to the presence of excessively large (in terms of page count - refer Fig. 3) domains

within Tor, we chose to report and measure the occurrences of categories on a per

domain basis. Fig. 5 shows the relative occurrence of categories within Tor,” p. 68, left

col. See also Dalins et al., fig. 4 and 5.). Dalins et al. benefits Dumais et al. by
expanding the document classification techniques described in Dumais to classification
of criminal activity on the dark web (Dalins et al., Abstract), thereby better tracking and
anticipating criminal activities. Therefore, it would be obvious for one skilled in the art to
combine the teachings of Dumais et al. with those of Dalins et al. to extend the

application of the web classification method of Dumais to the law enforcement arena.

Otsuka is cited to disclose a processor (Cisuka, para [0010], [0015], and [0023]. The
sxaminer noles thal a working computer, such as a workstation, PDE, ele. comprises &
processor.). Olsuka benefits Dumais et al. by providing a web crawler/spider for
browsing the Web for suitable websites for classification (Otsuka, para [0023]).
Therefore, it would be obvious for one skilled in the art to combine the teachings of
Dumais et al. with those of Otsuka to more efficiently classify the web content of Dumais

et al.

Hegarding claim 2, Dumais et al, as modified by Dalins of al. and Otsukg, discloses the

computer-implamented system of claim 1, wherein the predetermined {ag hierarchy is

IPR2025-01398
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divided into parert tags and ohild tags, whereint a {opic represented by a child tag is
representative of a subset of a topic represented by a parent tag (“In the hierarchical
case, a model is learned to distinguish a second-level category from other categories
within the same top level,” Dumais et al., Abstract, 1 para. Also, “By utilizing known
hierarchical structure, the classification problem can be decomposed into a set of
smaller problems corresponding to hierarchical splits in the tree. Roughly speaking, one
first learns to distinguish among classes at the top level, then lower level distinctions are
learned only within the appropriate top level of the tree,” Dumais et al., Introduction sec.,
3 para.), wherein each child tag corasponds 1o a particular parent tag, and each tag is

assigned a corresponding probability value (“For the hierarchical models, p=0.2 for the

multiplicative decigion rule, and pi1=0.2 dirst levell and pe=0.5 {second level) Jor the

Boolean decision rule” Dumais st al, p 260, SVYM Paramesiers section, 2° para. Herg,
first level is the parertt levelthreshold corresponding 1o a first probability and second

tevel iz the child levelitweshold corresponding {0 a second probability. ).

Hegarding claim 3, Dumais et gh, as modified by Dalins ef al. and Otsuka, disclgses the
computer-imptemented system of claim 1, wherein the processor i configured o
remove a child tag of the prediction list of tags corresponding to a parent tag from the
prediction list of tags where a probability value associated with the child tag is below a

predetermined threshold value (“... The former allows for matches that fall below

individual thresholds, and the latter requires that the threshold be exceeded at every

level. Both scoring rules allow items i bie classified inlo multiple glasses ” Dumals et al.,

o, 261, teft col, Second Level, Hisrarchical sec.).

IPR2025-01398
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Hegarding claim 4, Dumals et al, as moditied by Dalins et al. and Otsuka, discloses the
computer-implamented system of claim 1, wherein the processor is configured to add a
parent tag corresponding to a child tag if a probability value associated with the parent

tag is above a predetermined threshold value (“... The former allows for matches that fall

below individual thresholds, and the latter requires that the threshold be exceeded at

every level. Both scoring rules allow items 1o be classified into multinle classes.” Dumails

et oal, p 261, kel col, Second Level, Hisrarchical sec.).

Regarding olaim 10, Dumals ef al, as modifisd by Daling ol al and Olsuks, discloses

the computer-implemented systam of claim 1, wherein the sel of fealures are exdracied
from the data using a neural nebwork, wherain the neural network is configured o leam
a continuous distributed vecior representgtion for documents and words within the data

{"The efliciency of SYMg for both initial leaming and real-ime classification make them

applicable io large dynamic collections ke web conient,” Dumais & al, p 258, lefl ool

tast para. ).

Hegarding claim 11, Dumals ef al, as modifiad by Daling of al and Olsuka, discloses

the computer-implementad system of claim 1, further comprising:

a crawler in operable communication with the processor and operable to traverse a
plurality of deep weab websiies {0 refrisve lerngt documents forming at least a porlion

of the deep wel forum information ("Referring to FIG. 1, a noise word cleansing module

10 is configured to cleanse noise words from training data for a language.

IPR2025-01398
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Representative embodiments of this module include a text collector 11 configured to

receive and/or retrieve text from any of a variety of sources... Additionally, or in the

alternative, text collector 11 may include a web collection module 12 (shown in

phantom) configured to collect web pages from websites of various categories. These

web pages may be manually uploaded to text collector 11, or may be automatically

uploaded, such as by use of one or more conventional web crawlers (also known as

Web spiders or Web robots) that browse the Web for suitable websites,” Otsuka, para

[0023].}.

2. Claim 5 is rejected under pre-AlA 35 U.S.C. 103(a) as being obvious over
“Hierarchical Classification of Web Content”, hereinafter referred to as Dumais et al., in
view of “Criminal motivation on the dark web: A categorization model for law
enforcement”, hereinafter referred to as Dalins et al., further in view of US
20080189316, hereinafter referred to as Otsuka., further in view of US 20070250501,

hereinafter referred to as Grubb et al.

FRegarding claim 5, Dumals et al, as modiied by Dalins f 8l and Glsuka, discloses the
computer-implemented system of ¢laim 1, but not wherein the set of features are
extracted using textual fealure extraction {o identify tags associated with topic titles of
the data. Grubb et al. is cited to disclose whergir: the set of fsatures are extracied using
texiual fealure exiracton io identify tags associated with topic titles of the data (“All

users, for each item that is saved, can specify metadata about the items including, but

not limited to: title, tags, cateqories, topics, keywords, date, URL, referring URL, rating,

comments, quotations from the item, author, publication, date, source, ISBN or ISSN,

IPR2025-01398
CrowdStrike EX1002 Page 227



Application/Control Number: 16/405,612 Page 9
Art Unit: 2656

library cataloging data, date stamps and/or_bibliographic data,” Grubb et al., [0032].).

Grubb et al. benefits Dumais et al. by tagging web content according to topic titles
(Grubb et al., [0032]), thereby allowing a user to quickly ascertain a distribution of
relevant topics. Therefore, it would be obvious to one skilled in the art to combine the
teachings of Dumais et al. with those of Grubb et al. to improve the web content

classification of Dumais et al.

3. Claim 6 is rejected under pre-AlA 35 U.S.C. 103(a) as being obvious over
“Hierarchical Classification of Web Content”, hereinafter referred to as Dumais et al., in
view of “Criminal motivation on the dark web: A categorization model for law
enforcement”, hereinafter referred to as Dalins et al., further in view of US
20080189316, hereinafter referred to as Otsuka., further in view of US 20070250501,

hereinafter referred to as Grubb et al.

Regarding claim &, Dumals et al, as modified by Daling et al. and Otsula, discloses the
computer-implemenied system of claim 1, but not wherein g set of synthetic data
samples are created for addition to the ground truth dataset to address class imbalance
by creating a set of synthetic sample points along a line defined between a first minority
feature vector and a second feature vector and adding the set of synthetic sample
points to the ground truth dataset. Chawla et al. is cited to disclose whersin a sei of
synihetic data samples are created for addition to the ground truth dataset to address
class imbalance by creating a set of synthetic sample points along a line defined
between a first minority feature vector and a second feature vector and adding the set of

synthetic sample points to the ground truth dataset (“We generate synthetic examples in
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a less application-specific manner by operating "feature space" rather than "data

space”. The minority class is over-sampled by taking each minority class sample and

infroducing synthetic examples along the line segments joining any/ all of the kminority

class nearest neighbors,” Chawla et al., sec. 4.2, 1% para. See also Chawla et al., fig.

3.). Chawia et al. benefits Dumais et al. by performing a biased sampling of clusters to
obtain a diverse balanced sample (Chawa et al., sec. 4.2, 15t para). Therefore, it would
be obvious for one skilled in the art to combine the teachings of Dumais et al. with those

of Chawla et al. to improve the classification scheme of Dumais et al.

4. Claim 7 is rejected under pre-AlA 35 U.S.C. 103(a) as being obvious
“Hierarchical Classification of Web Content”, hereinafter referred to as Dumais et al., in
view of “Criminal motivation on the dark web: A categorization model for law
enforcement”, hereinafter referred to as Dalins et al., further in view of US
20080189316, hereinafter referred to as Otsuka., further in view of A Task Level Metric
for Measuring Web Search Satisfaction and its Application on Improving Relevance

Estimation, hereinafter referred to as Hassan et al.

Regarding olaim 7, Dumais et al, as modified by Daling &t &l and Otsuka, discloses the
compuisr-implemenied systern of claim 1, but not wherein the ground ruth datagsel s
supplemented by, for every sample of the ground truth dataset in a minority class,
adding top similar documents from the desp web forum information. Hassan et gl is
ciled o disclose whergin the ground truth dataset is supplemented by, for every sample
of the ground truth dataset in a minority class, adding o similar documents from the

deep web forum information ("More than 83% of our data was for goals where users
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ended up being satisfied with their search experiment. Hence the class distribution was

not balanced. Imbalance in the class distribution often causes machine learning

algorithms to perform poorly on the minority class [25]. In our case, we are more

interested in the minority (DSAT) class. Hence, the cost of misclassifying the minority

class is usually higher than the cost of misclassifying the majority class. Several

researchers have experimentally evaluated the benefit of using sampling to artificially

balance imbalanced data [4, 18, 26]. A common way of addressing class imbalance is

to artificially rebalance the training data,” Hassan et al., p. 131, left col., 2" para.), as

identified using an elastic search similarity score, and adding them to the ground truth
dataset (Hassan et al., fig. 5 shows use of BM25, an elastic similarity metric, as
described in the applicant’s specification, para [0050].). Hassan et al. benefits Dumais
et al. by providing a metric to measure the relevance of search results (Hassan et al.,
sec. 7.2). Therefore, it would be obvious for one skilled in the art to combine the
teachings of Dumais et al. with those of Hassan et al. to improve the web content

classification method of Dumais et al.

5. Claims 8 and 9 are rejected under pre-AlA 35 U.S.C. 103(a) as being obvious
over “Hierarchical Classification of Web Content”, hereinafter referred to as Dumais et
al., in view of “Criminal motivation on the dark web: A categorization model for law
enforcement”, hereinafter referred to as Dalins et al., further in view of US
20080189316, hereinafter referred to as Otsuka., further in view of US 20170193060,

hereinafter referred to as Khanzode et al.
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HRegarding claim 8, Dumals et al, as modified by Dalins ef 8l and Glsuka, discloses the
computer-implemented system of claim 1, but not wherein the data is parsed and
segmented into tokens, and predetermined characters and predetermined common
words are removed from the data. Khanzode et al. is cited to disclose wherein the data
is parsed and segmented into tokens, and predetermined characters and predetermined

common words are removed from the data (“In some embodiments, an analyzer may

also include one or more filters that transform a search gquery before, during, and/or

after tokenization. For example, an analyzer may transform a string entirely into lower-

case, perform stemming and/or lemmatization (e.q., replacing "ran" or "running" with

"run" and/or using synonyms), remove common words (e.g., “the,” “is,” and/or “of”),

and/or remove markup (e.d., removing hypertext markup language characters),

Khanzode et al., para [0034].}. Khanzode et al. benefits Dumais et al. by analyzing
search queries with a tokenizer that separates out tokens (i.e., strings) from a search
query and correlates those tokens with the appropriate fields or portions of fields
(Khanzode et al., para [0034]). Therefore, it would be obvious for one skilled in the art to
combine the teachings of Dumais et al. with those of Khanzode et al. fo improve the

web content search of Dumais et al.

Regarding claim 9, Dumais et al., as modified by Dalins et al. and Otsuka, discloses the
computer-implemented system of claim 1, but not wherein words within the data are
reduced to their root form using stemming and lemmatization procedures. Khanzode et
al. is cited to disclose wherein words within the data are reduced to their root form using

stemming and lemmatization procedures (“In_some embodiments, an analyzer may also
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include one or more filters that transform a search query before, during, and/or after

tokenization. For example, an analyzer may transform a string entirely into lower-case,

perform stemming and/or lemmatization (e.q., replacing "ran" or "running" with "run"

and/or using synonyms), remove commonwords (e.g., “the,” “is,” and/or “of”), and/or

remove markup (e.q., removing hypertext markup language characters), Khanzode et

al., para [0034].;. Khanzode et al. benefits Dumais et al. by analyzing search queries
with a tokenizer that separates out tokens (i.e., strings) from a search query and
correlates those tokens with the appropriate fields or portions of fields (Khanzode et al.,
para [0034]). Therefore, it would be obvious for one skilled in the art to combine the
teachings of Dumais et al. with those of Khanzode et al. to improve the web content

search of Dumais et al.

6. Claims 12, 14, and 15 are rejected under pre-AlA 35 U.S.C. 103(a) as being
obvious over “Hierarchical Classification of Web Content”, hereinafter referred to as
Dumais et al., in view of “SMOTE: Synthetic Minority Over-sampling Technigue”,
hereinafter referred 1o as Chawla et al., and further in view of US 20180246983,

hereinagfler referred to as Hathod.

Regarding claim 12, Dumals e al discloses g method, comprising:

accessing a plurality of documents from deep web forums, each of the plurality of

documents defining a topic ("During the testing or operational phase, the learned

classiier is used o classily new web pages,” Dumais et al, p. 2588, Text Classification

Lising SVMs section, 19 para);
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generating a ground fruth dataset from the dals, the ground bruth dataseat debning a
predetermined tag hisrarchy including predetermined fag labels comesponding iothe

wopic of each of the plurality of documents {("The basic idea behind our work s io use

claasificalion lechnicues o avlomalically organize search resulls inlo oxdsiing

hierarchical struciures, Classification models are leamed offline using a8 raining set of

human-laheled documeants and web cateqories,” Dumals et al, p. 258, Web Data Set

and Application section. Also, "During the raining phase, g large set of webl pages with

known calegory labels are used 1o frain a clagsiier” Dumails et al, p. 254, Text

Classification Using BYMs section, 19 para. The labeled training documents are a

ground truth dataset.);

gengrating a machine classifier io classify additional documents from the deep web

forums (A support vector machine (SYM algorithm was used as the classiier, because

it has been shown in provious work (o be both very fast and effective for texd

classification problems,” Bumais ef al, p. 259, Text Classification Using SV section,

279 para.l, the machine classifier configured o maintain the predelermined tag hisrarchy

defined by the ground truth datase! ("For the hierarchical models. p=0.2 for tha

muitiplicative decision rule, and pi1=0.2 (firs! levell and pe=0.5 (second level for the

Boolean decizion rule,” Dumais et al, p. 260, SVYM Parameters seclion, 2% para. Here,

first level is the parert levelthveshold corresponding o a first probability and second

tevel is the child lavelihveshold corresponding to a second probability. ).
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Dumais el gl though, does not disclose modifving the ground truth dataset inview of a
minority class to address class imbalance a deep web forum, or a processor for

periorming the above steps.

Chawla et al. is cited to disclose modifying the ground truth dataset in view of a minority

class to address class imbalance (“An_approach to t he construction of classifiers from

imbalanced datasets is described,” Chawla et al., Abstract. Also, “We generate

synthetic examples in a less application-specific manner by operating "feature space”

rather than "data space". The minority class is over-sampled by taking each minority

class sample and introducing synthetic examples along the line segments joining any/

all of the k minority class nearest neighbors,” Chawla et al., sec. 4.2, 15t para. See also

Chawla et al., fig. 3.). Chawa et al. benefits Dumais et al. by performing a biased
sampling of clusters to obtain a diverse balanced sample (Chawla et al., sec. 4.2, 1
para). Therefore, it would be obvious for one skilled in the art to combine the teachings
of Dumais et al. with those of Chawia et al. to improve the classification scheme of

Dumais et al.

Neither Dumais et al. nor Chawla et al., though, disclose a minority class to address

class imbalance a deep web forum, or a processor for performing the above steps.

Hathod iz cited to disclose a deep web torum (Internet_content that is not capable of

being searched by a web search engine is generally described as the deep web. Web

search engine,” Rathod, para [0326].} and a processor for performing the above sieps

{Rathod, para [0208]). Rathod benefits Dumais et al. by expanding the document
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classification techniques described in Dumais to deep web forums (Rathod, para
[0326]). Therefore, it would be obvious for one skilled in the art to combine the
teachings of Dumais et al. with those of Rathod to extend the application of the

hierarchical classification of Dumais to deep web content.

Regarding claim 14, Dumais et al., as modified by Chawla et al. and Rathod, discloses
the method of claim 12, wherein a line is defined between a minority class feature

vector and a nearest neighbor feature vector (“We generate synthetic examples in a

less application-specific manner by operating "feature space" rather than "data space".

The minority class is over-sampled by taking each minority class sample and

infroducing synthetic examples along the line segments joining any/ all of the kminority

class nearest neighbors,” Chawla et al., sec. 4.2, 1% para. See also Chawla et al., fig.

3.5,

Regarding claim 15, Dumais et al., as modified by Chawla et al. and Rathod, discloses
the method of claim 14, wherein a synthetic minority sample is added to the ground
truth dataset by selecting a random point along the line defined between the minority
class feature vector and the nearest neighbor feature vector is chosen and adding the

random point to the minority class feature vector (“We generate synthetic examples in a

less application-specific manner by operating "feature space" rather than "data space".

The minority class is over-sampled by taking each minority class sample and

infroducing synthetic examples along the line segments joining any/ all of the kminority

class nearest neighbors... This causes the selection of a random point along the line
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segment between two specific features. This approach effectively forces the decision

region of the minority class to become more general,” Chawla et al., sec. 4.2, 1¢ para.

See also Chawla et al., fig. 3.).

7. Claim 13 is rejected under pre-AlA 35 U.S.C. 103(a) as being obvious over
“Hierarchical Classification of Web Content”, hereinafter referred to as Dumais et al., in
view of “SMOTE: Synthetic Minority Over-sampling Technique”, hereinafter referred to
as Chawla et al., further in view of US 20180246983, hereinafter referred to as Rathod,
and further in view of “A Task Level Metric for Measuring Web Search Satisfaction and
s Application on improving Relevance Estimation?”, hereinafter referred 10 as Hassan &t

al.

Regarding claim 13, Dumals et al, as modified by Chawla et al. and Rathod, discioses
the method of claim 12, but not further compriging modifying the ground truth datasst by
introducing an additional document topically similar to the minority class, the additional
document found by assigning an elastic search similarity score to each of the plurality of
documents. Hassan ef al. is cited o disclose modifying the ground truth dataset by
introducing an additional document topically similar to the minority class (“More_than

83% of our data was for goals where users ended up being satisfied with their search

experiment. Hence the class distribution was not balanced. Imbalance in the class

distribution often causes machine learning algorithms to perform poorly on the minority

class [25]. In our case, we are more interested in the minority (DSAT) class. Hence, the

cost of misclassifying the minority class is usually higher than the cost of misclassifying

the majority class. Several researchers have experimentally evaluated the benefit of
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using sampling to artificially balance imbalanced data [4, 18, 26]. A common way of

addressing class imbalance is to artificially rebalance the training data,” Hassan et al,,

p. 131, left col., 2nd para.), the additional document found by assigning an elastic search
similarity score to each of the plurality of ducusnents {Hassan et al., fig. 5 shows use of
BM25, an elastic similarity metric, as described in the applicant’s specification, para
[0050].). Hassan et al. benefits Dumais et al. by providing a metric to measure the
relevance of search results (Hassan et al., sec. 7.2). Therefore, it would be obvious for
one skilled in the art to combine the teachings of Dumais et al. with those of Hassan et

al. to improve the web content classification method of Dumais et al.

8. Claim 16 is rejected under pre-AlA 35 U.S.C. 103(a) as being obvious over

“Hierarchical Classification of Web Content”, hereinafter referred to as Dumais et al., in
view of “SMOTE: Synthetic Minority Over-sampling Technigue”, hereinafter referred to
as Chawla et al,, further in view of US 20180246983, hereinafter referred 1o as Rathod,

and further in view of US 20080189316, hereinafter refarred 1o as Otsuka.

Regarding claim 16, Dumais i al., as modified by Chawla et al. and Rathod, discloses
the method of claim 12, but not further comprising generating the ground truth dataset
by leveraging a spider program to crawl one or more deep web forums and retrieve
HTML pages. Otsuka is cited to disclose generating the ground truth dataset by
leveraging a spider program to crawl one or more deep web forums and retrieve HTML

pages (“Referring to FIG. 1, a noise word cleansing module 10 is configured to cleanse

noise words from training data for a language. Representative embodiments of this

module include a text collector 11 configured to receive and/or retrieve text from any of
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a variety of sources... Additionally, or in the alternative, text collector 11 may include a

web collection module 12 (shown in phantom) configured to collect web pages from

websites of various categories. These web pages may be manually uploaded to text

collector 11, or may be automatically uploaded, such as by use of one or more

conventional web crawlers (also known as Web spiders or Web robots) that browse the

Web for suitable websites,” Otsuka, para [0023].). Otsuka benefits Dumais et al. by

providing a web crawler/spider for browsing the Web for suitable websites for
classification (Otsuka, para [0023]). Therefore, it would be obvious for one skilled in the
art to combine the teachings of Dumais et al. with those of Otsuka to more efficiently

classify the web content of Dumais et al.

9. Claim 16 is rejected under pre-AlA 35 U.S.C. 103(a) as being obvious over
“Hierarchical Classification of Web Content”, hereinafter referred to as Dumais et al., in
view of “SMOTE: Synthelic Minority Over-sampling Technique”, hereinafter referred to
as Chawla et al., further in view of US 20070250501, hereinafter referred 10 as Grubb et

al.

Regarding claim 17, Dumais et al, as modified by Chawla et al. and Rathod, discloses
the method of claim 12, but not further comprising parsing the data to extract
predetermined information related to the deep web forums including a topic title, a topic
content, a post content, a topic author, a post author, an author reputation, and a posted
date. Grubb et al. is cited to disclose parsing the data to extract predetermined
information related to the deep web forums including a topic title, a topic content, a post

content, a topic author, a post author, an author reputation, and a posted date (“All
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users, for each item that is saved, can specify metadata about the items including, but

not limited to: title, tags, categories, topics, keywords, date, URL, referring URL, rating,

comments, quotations from the item, author, publication, date, source, ISBN or ISSN,

library cataloging data, date stamps and/or bibliographic data,” Grubb et ab, [0032].5.

Grubb et al. benefits Dumais et al. by tagging web content according to topic titles
(Grubb et al., [0032]), thereby allowing a user to quickly ascertain a distribution of
relevant topics. Therefore, it would be obvious to one skilled in the art to combine the
teachings of Dumais et al. with those of Grubb et al. to improve the web content

classification of Dumais et al.

10. Claims 18 and 19 are rejected under pre-AlA 35 U.S.C. 103(a) as being obvious

over “Hierarchical Classification of Web Content”, hereinafter referred to as Dumais et

al., in view of US 20180246983, hereinafter referred to as Rathod.

Regarding clgim 18, Dumails et al discloses a method, comprising:

accessing data associated with a deep web forum, the data defining a topic for

classification {"Dluring the testing or operational phase, the learned classifier is used o

classily new web pages,” Bumais et al, p. 259, Texd Classification Using SVMs section,

19 para.);

extracting a set of fealures from the data as inputs for a machine classitier (See Dumais

et ab, fig. 1. And, “Aller preprocessing, a binary vecior was creagted for each page
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indicating whether each lorm appearsd in the page summary or not” Dumais & sl

p.25%, right col, 279 pargl); and

apply 8 machine classifier o the sei of fegtures {0 generate 3 prediction list of tags for

classifving the topic (A support vector machine (SVYM algonithm was used as the

classifior. bhecause it has been shown in oravious work 1o be both very fast and effective

for texi classification problems.” Dumais et al, p. 253, Text Classificgtion Using SVMs

section, 20 para.), wherein the machine classifier is configured to mainiain a
pradetermined {ag hierarchy by reguiating modificalion o parent and child tags
associated with a predicted tag of the prediction hst of tags based on a prediction
probability of the predicted tag and predetermined lag thresholds assigned o the parert

and child tags (“For the hisvarchical models, =02 for the mulliplicative decision rule,

and =02 {first leveld and 00=0.5 {second level for the Boolean decision rule” Dumnals

et al., p. 260, BVM Parameters section, 27¢ para. Here, first level is the parent
levelithreshold corresponding 1o a first probability and second level is the child

levelthreshold corresponding o a second probability. ).

Cumais et gl though, does not specificslly disclose a desp web forum or 3 processor

for performing the above steps.

Hathod is cited to disclose a deep web forum ("Internet_content that is not capable of

being searched by a web search engine is generally described as the deep web. Web

search engine,” Rathod, para [0326].) and a processor for performing the above steps

(Rathod, para [0206]). Rathod benefits Dumais et al. by expanding the document

classification techniques described in Dumais to deep web forums (Rathod, para
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[0326]). Therefore, it would be obvious for one skilled in the art to combine the
teachings of Dumais et al. with those of Rathod to extend the application of the

hierarchical classification of Dumais to deep web content.

Hegarding olaim 18, Dumais e al, as maodilied by Rahod, discloses the method of

claim 18, further comprising:

outputting an update to the prediction list of tags, a total number of the tags of the
prediction list of tags being different from the update to the prediction list of tags to

maintain the predetermined tag hierarchy (“FIGS. 9-10 discuss in detail about creation,

updating, previewing and managing structured pages and categories 707,” Rathod, para

[0289].}.

11.  Claim 20 is rejected under pre-AlA 35 U.S.C. 103(a) as being obvious over
“Hierarchical Classification of Web Content”, hereinafter referred to as Dumais et al., in
view of US 20180246983, hereinafter referred to as Rathod, and further in view of US

20130097103, hereinafter referred to as Chari et al.

Hegarding olaim 20, Dumasais e al, as modified by Rathod, discloses the method of
claim 18, but not further comprising genserating the predetermined tag hierarchy based
on a ground truth dataset, and leveraging semi-supervised learning to address class
imbalance and increase accuracy of the machine classifier. Chari et al. is cited to
disclose generating the predetermined tag hierarchy based on a ground truth dataset,

and leveraging semi-supervised learning to address class imbalance and increase
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accuracy of the machine classifier (“Now presented is an overview of the process which
provides a high level intuitive guide through the methodology 100 (FIG. 1) for obtaining
balanced training sets. The present techniques provide a solution where there is an
unlabeled data set with unknown class distribution, and the goal is to produce balanced
labeled samples for training predictive models. If one assumes that the labels of the
samples in the data set are known a priori, one can use over and under-sampling to
draw a balanced sample set. See, for example, Liu et al., "Exploratory under-sampling
for class-imbalance learning," IEEE Trans. On Sys. Man. And Cybernetics (2009)
(hereinafter "Liu"); Chawla et al., "Smote: Synthetic minority over-sampling technique,”
Journal of Artificial Research (JAIR), vol. 16, pgs. 321-357 (2002) (hereinafter
"Chawla"); Wu et al., "Data selection for speech recognition," in IEEE workshop on
Automatic Speech Recognition and Understanding (ASRU) (2007) (hereinafter "Wu"),
the contents of each of which are incorporated by reference herein. In practice,
however, the class labels are not known and instead a series of approximations must be
used to approach the results of this ideal solution. An iterative method is applied herein,
where, in each iteration, the present method draws (selects) a batch of samples (B),

and domain experts provide the labels of the selected samples. Information embedded

in the labeled sample is used to group together data elements which are very similar to

the labeled sample using semi-supervised clustering. The class distribution in the

clusters can then be estimated and used to perform a biased sampling of clusters to

obtain a diverse balanced sample. Within each cluster, a diverse sample is obtained by

using a maximum entropy sampling. The sample obtained at each iteration is then

labeled and used in subsequent iterations,” Chari et al., para [0028].). Chari et al.
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benefits Dumais et al. by performing a biased sampling of clusters to obtain a diverse
balanced sample (Chari et al., para [0028]). Therefore, it would be obvious for one
skilled in the art to combine the teachings of Dumais et al. with those of Chari et al. to

improve the classification scheme of Dumais et al.

Conclusion

1. Other prior art is noted on attached PTO-892. In particular, the examiner notes
Huillier et al. which, like Dumaias et al., described classification of topics on the Dark
Web.

2. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ANNE L THOMAS-HOMESCU whose telephone
number is (571)272-0899. The examiner can normally be reached on Mon-Fri 8-6.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Bhavesh M Mehta can be reached on 5712727453. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.
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Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see https://ppair-
my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).
If you would like assistance from a USPTO Customer Service Representative or access
to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-

272-1000.

/ANNE L THOMAS-HOMESCU/

Primary Examiner, Art Unit 2656
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:JPO;

- DERWENT;
:IBM_TDB

- (dark$1net ((dark deep) near3 (web
. internet cyber network$1))) and
(criminal$3 illegal$3 fraud faudulent$3)
- same (classification classif$4
- categori$lation categor$3 label$4 tag
- tagging tagged) NOT S94

- US-PGPUB;
- USPAT;

USOCR;

. FPRS; EPO;
1 JPO;

- DERWENT;
IBM_TDB

- (dark$1net ((dark deep) near3 (web
. internet cyber network$1))) and
(criminal$3 illegal$3 fraud faudulent$3)
- same (classification classif$4
. categori$1lation categors$3 label$4 tag
-tagging tagged) same (forums$1
- discuss$4 blog$4 meeting$1

.conferences$1 panel$4 media) NOT S%4:

- US-PGPUB;
- USPAT;

USOCR;

. FPRS; EPO;
- IPO;

. DERWENT;
- IBM_TDB

- US-PGPUB;

12021/02/16
13:55

12021/02/16
1358

12021/02/16
14:02 :

‘(dark$1net ((dark deep) near3 (web

12021/02/16

_internet cyber))) and (criminal$3 - USPAT;
illegal$3 fraud faudulent$3) same : USOCR;
(classification classif$4 categori$lation : FPRS; EPO;
- categor$3 label$4 tag tagging tagged) : JPO;

- same (forum$1 discuss$4 blog$4 - DERWENT;
- meeting$1 conferences$l panel$4 - IBM_TDB
-media) NOT S94 :

:S99 53  (dark$lnet ((dark deep) near3 (web :US-PGPUB; OR :OFF . 2021/02/16:
internet cyber))) and (criminal$3 : USPAT; - 14:08 :
illegal$3 fraud faudulent$3) same - USOCR; : ? ?

(classification classif$4 categori$lation : FPRS; EPO;

. categor$3 label$4 tag tagging tagged  : JPO;
identifier$1 identification$1 identif$4) - DERWENT;
- same (forum$1 discuss$4 blog$4 :IBM_TDB

- meeting$1 conference$l panel$4 '

- media page$1 site$1 web$1site$1)

‘N

14:05

SlOO 55 -US-PGPUB; . OR :OFF 2021/02/16
- USPAT; 14:24
illegal$3 fraud faudulent$3) same : USOCR; %

 (classification classif$4 categori$iation : FPRS; EPO;

categor$3 label$4 tag tagging tagged : JPO;

_identifier$1 identification$1 identif$é4 : DERWENT;

! cluster$3 group$4) same (forum$l | IBM_TDB
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SlOl 46

5102 166

51o3§ 1,092

SlO4 36

- conference$1 panel$4 media page$1

- (web internet cyber$4) and (forum$1

- discuss$4 blog$4 meeting$1

. conference$l panel$4 media page$l
site$1 webs$1site$1 web$1page$1)

- same (topic$1 subject$1 title$l
theme$1) near7 (label$4 tag$4 mark$4 -
- flag$4 classif$4 class$2 classification
 categori$lation categori$4 group$3
 cluster$3) same (probabilit$ 3

- US-PGPUB;

- USPAT;

- USOCR;

. FPRS; EPO;

:JPO;
DERWENT;

- IBM_TDB

: US-PGPUB;
USPAT;
USOCR;
_FPRS; EPO;
:JPO;
DERWENT;
:IBM_TDB

- US-PGPUB;

. USPAT;

: USOCR;

. FPRS; EPO;

- JPO;
DERWENT;

IBM_TDB

- (web internet cyber$4) and (forum$1
- discuss$4 blog$4 meeting$1

- conference$1 panel$4 media page$1
site$1 web$1site$1 web$1lpage$l)

- same (topic$1 subject$1 title$1

- themes$1) near7 (label$4 tag$4 markg4 -
flag$4) same (probabilit$3 confidence
- rank$3 best certaint$3 threshold$3

- scor$3) same (hierarch$3 parent ch|Id
- subset$4 tree leaf leaves) same
(train$3 adaptation adapt$3 adjust$4
- learn$3) and (vector$1 word2vec)

OR OFF 2021/02/16
1 % 16:48 f

- (web internet cyber$4) and (forum$1
- discuss$4 blog$4 meeting$1

- conference$1 panel$4 media page$l
site$1 web$1site$1 web$1lpage$l)

- same (topic$1 subject$1 title$1
themes$1) near7 (label$4 tag$4 markg4 :
- flag$4 classif$4 class$2 classification
 categori$lation categori$4 group$3
 cluster$3) same (probabilit$3
 confidence rank$3 best certaint$3 :
- threshold$3 scor$3) same (hierarch$3

- parent child subset$4 tree leaf leaves)
- same (train$3 adaptation adapt$3

- adjust$4 learn$3) and (vector$1

- word2vec)

- (web internet cyber$4) and (forum$1

- discuss$4 blog$4 meeting$1

- conference$1 panel$4 media page$1

- site$1 web$1site$1 web$1page$l)

- same (topic$1 subject$1 title$1
_theme$1) near7 (label$4 tag$4 markg4
flag$4 classif$4 class$2 classification

_ categori$lation categori$4 group$3
 cluster$3) same (probabilit$3

. confidence rank$3 best certaint$3
threshold$3 scor$3) same (train$3 :
- adaptation adapt$3 adjust$4 Iearn$3)
-and (vector$1 word2vec)

: US-PGPUB;

USPAT;

- USOCR;

. FPRS; EPO;

:JPO;
DERWENT;

IBM_TDB

OR OFF 2021/02/16
~ 16:57 f

OR OFF 2021/02/16
' 17:18 :

OR OFF 2021/02/16
: 17:22 f
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 confidence rank$3 best certaint$3

- threshold$3 scor$3) same (train$3 :
- adaptation adapt$3 adjust$4 learn$3)
- and (vector$1 word2vec) and (ground
-near3 truth)

5105 941  (webinternet cyber$4) and (forum$l  US-PGPUB; OR ‘OFF 2021/02/16
- discuss$4 blog$4 meeting$1 { USPAT; 117:52 :
- conference$l panel$4 media page$l : USOCR; : ?

site$1 webs$1site$1 web$1page$l) : FPRS; EPO;

- same (topic$1 subject$1 title$l :JPO;

- theme$1) near7 (label$4 tag$4 marké4 : DERWENT;

flag$4 classif$4 class$2 classification  IBM_TDB

 categori$lation categori$4 group$3

. cluster$3) same (probabilit$3

- confidence rank$3 best certaint$3

threshold$3 scor$3) same (train$3

- adaptation adapt$3 adjust$4 learn$3)

-and (vector$1 word2vec) and ((ground

- near3 truth) training)

S106:7 - (web internet cyber$4) and (forum$l  US-PGPUB; : OR ‘OFF 2021/02/16
- discuss$4 blog$4 meeting$1 { USPAT; 118:03 f
- conference$l panel$4 media page$l : USOCR; : ?
site$1 web$1site$1 web$1page$l) : FPRS; EPO;
- same (topic$1 subject$1 title$1 :JPO;
- theme$1) near? (label$4 tag$4 mark$d . DERWENT;
flag$4 classif$4 class$2 classifiation - IBM_TDB
. categori$lation categori$4 group$3
 cluster$3) same (hierarch$3
- sub$1categor$3 sub$iclass$3) same
- (probabilit$3 confidence rank$3 best
. certaint$3 threshold$3 scor$3) same
(train$3 adaptation adapt$3 adjust$4
learn$3) and (vector$1 word2vec) and
- (ground near3 truth)

SlO7 48 (web internet cyber$4) and (forum$l : US-PGPUB; :OR ‘OFF 2021/02/16
- discuss$4 blog$4 meeting$1 - USPAT; 1 18:04 '
_conference$l panel$4 media page$l : USOCR; ' :
site$1 webs$1site$1 web$1page$1) : FPRS; EPO;

- same (topic$1 subject$1 title$l :JPO;
- theme$1) near7 (label$4 tag$4 mark$4 | DERWENT;
flag$4 classif$4 class$2 classification  IBM_TDB
- categori$lation categori$4 group$3
- cluster$3) same (hierarch$3
- sub$lcategor$3 sub$lclass$3) same
. (probabilit$3 confidence rank$3 best
- certaint$3 threshold$3 scor$3) same
(train$3 adaptation adapt$3 adjust$4
learn$3) and (vector$1 word2vec) and
- ((ground near3 truth) training)
5108 52 web internet cyber$4) and (forum$1l : US-PGPUB; OR OFF 2021/02/16

discuss$4 blog$4 meeting$1 - USPAT; 118:07
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5109 77

§5111 110

§5112 51

(

- conference$l panel$4 media page$l
- site$1 web$1site$1 web$lpage$l)

- same (topic$1 subject$1 title$1
- themes$1) near7 (label$4 tag$4 marks4 -
flag$4 classif$4 class$2 classification

. categori$lation categori$4 group$3

- cluster$3) same (hierarch$3
- subg$lcategor$3 subslclass$3) same
(probabilit$3 confidence rank$3 best

- certaint$3 threshold$3 scor$3) same
(train$3 adaptation adapt$3 adjust$4
- learn$3) and (vector$1 word2vec) '

7349917").PN.

USOCR;
FPRS; EPO;
:JPO;

DERWENT;

IBM_TDB

‘US-PGPUB; OR - OFF
- USPAT; : %
- USOCR;

- FPRS; EPO;

:JPO;

DERWENT;

- IBM_TDB

- US-PGPUB; :OR OFF
- USPAT; 1 %

- USOCR;

. FPRS; EPO;

- JPO;

. DERWENT;

- IBM_TDB

- (dark$1net crime$1net ((dark deep)

- near3 (web internet cyber))) and
(criminal$3 illegal$3 fraud faudulent$3) -
- same (classification classif$4
- categori$lation categor$3 label$4 tag
- tagging tagged group$3) NOT S111

‘US-PGPUB; OR . OFF
- USPAT; 1 :

USOCR;

. FPRS; EPO;
1 JPO;

. DERWENT;
‘IBM_TDB

web internet cyber$4) and (forum$1
- discuss$4 blog$4 meeting$1
_ conference$1 panel$4 media page$l
site$1 web$1site$1 web$1page$l)

- same (topic$1 subject$1 title$1
- themes$1) near7 (label$4 tag$4 markg4 -
flag$4 classif$4 class$2 classification
 categori$lation categori$4 group$3

- cluster$3) same (hierarch$3
- sub$lcategor$3 sub$lclass$3 parent
- child) same (probabilit$3 confidence
- rank$3 best certaint$3 threshold$3

- scor$3) same (train$3 adaptation

- adapt$3 adjust$4 learn$3) and
(vector$1 word2vec)

"US-PGPUB;  OR ‘OFF
: USPAT; 1 ?

- USOCR;

. FPRS; EPO;

JPO;

- DERWENT;

IBM_TDB

2021/02/16

18 10

12021/02/16
1825

- (dark$1net ((dark deep) near3 web))
-and (criminal$3 illegal$ 3 fraud
- faudulent$3) same (classification

 classif$4 categori$lation categor$3
- label$4 tag tagging tagged)

12021/02/17.
1322

12021/02/17
1322

(dark$1net crime$lnet ((dark deep)
: near3 (web internet cyber))) and
(criminal$3 illegal$3 fraud faudulent$3) - USOCR;

US-PGPUB;  OR . OFF
USPAT; : %

12021/02/17
113:25 5
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- same (classification classif$4

. categori$lation categor$3 label$4 tag
tagging tagged group$3) same
(title$1) and (process$3) NOT S111

- (dark$1net crime$1net ((dark deep)
- near3 (web internet cyber))) and ,
- (criminal$3 illegal$3 fraud faudulent$3):
- same (classification classif$4 :
- categori$lation categors$3 label$4 tag
- tagging tagged group$3) and
(process$3) NOT S111

- (dark$1net crime$1net ((dark deep)
- near3 (web internet cyber))) and :
(criminal$3 illegal$3 fraud faudulent$3):
- same (classification classif$4 '
. categori$lation categor$3 label$4 tag
- tagging tagged cluster$3) NOT S111

- (dark$1net crime$1net ((dark deep)

- near3 (web internet cyber))) and
(crime$1 criminal$3 illegal$3 fraud
faudulent$3 theft$1) same
 (classification classif$4 categori$lation
. categor$3 label$4 tag tagging tagged
cluster$3) NOT S111

(dark$1net crime$1net ((dark deep)

- near3 (web internet cyber))) and
(crime$1 criminal$3 illegal$3 fraud
faudulent$3 theft$1) same
(classification classif$4 categori$ation
- categor$3 label$4 tag tagging tagged
cluster$3) near7 (topic$1 title$1) NOT
:S111

| - (classification classif$4 categori$lation
- categor$3 label$4 tag tagging tagged
cluster$3) near7 (topic$1 title$1) NOT
S111

1S118 63,54

- (classification classif$4 categori$lation :
- categor$3 label$4 tag tagging tagged
cluster$3) near7 (topic$l subject$l)
- same (title$1) NOT S111

1S119 3,622

- (web$1site$1 webpage$l) and
: (classification classif$4 categori$lation :
. categor$3 label$4 tag tagging tagged

1$120 1,690

USOCR;

. FPRS; EPO;
- IPO;

. DERWENT;
IBM_TDB

- US-PGPUB;
USPAT;

USOCR;

FPRS; EPO;
- JPO;

: DERWENT;
IBM_TDB

: US-PGPUB;
 USPAT;

. USOCR;

. FPRS; EPO;
:JPO;

. DERWENT;
:IBM_TDB

. US-PGPUB;
. USPAT;
USOCR;

. FPRS; EPO;
:JPO;

. DERWENT;
IBM_TDB

US-PGPUB;

- USPAT;

- USOCR;

. FPRS; EPO;
:JPO;

- DERWENT;
- IBM_TDB

US-PGPUB;

- USPAT;

- USOCR;

- FPRS; EPO;
1 JPO;

- DERWENT;
- IBM_TDB

- US-PGPUB;

USPAT;

USOCR;

. FPRS; EPO;
:JPO;

- DERWENT;
IBM_TDB

- US-PGPUB;
- USPAT;

OR OFF  2021/02/17
g 113:26 :
‘OR ‘OFF  2021/02/17:
s 13:32 f
‘OR 'OFF  2021/02/17:
g 113:33 :
OR OFF  2021/02/17
é 14:37 :
OR OFF  2021/02/17
14:44 :
OR OFF  2021/02/17
% 14:45 :
OR OFF  2021/02/17

115:25
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_cluster$3) near7 (topic$1 subject$1)
same (title$1) NOT S111

5121 575  (web$1site$1l webpages$l) and

: (classification classif$4 categori$lation :
- USOCR;

. FPRS; EPO;
:JPO;

- DERWENT;
IBM_TDB

2021/02/17
115:26 :

categor$3 label$4 tag tagging tagged
 Cluster$3) near7 (topic$1 subject$1)
_near7 (title$1) NOT S111

5122 40 (web$1site$1 webpage$l) and

- (classification classif$4 categori$lation :
categor$3 label$4 tag tagging tagged

- cluster$3) near7 (topic$1 subject$1)

- near7 (title$1) same (vector$1

- feature$1 word2vec) NOT S111

- (web internet cyber$4) and (forum$1
- discuss$4 blog$4 meeting$1

_ conference$1 panel$4 media page$l
site$1 web$1site$1 web$1lpage$l)

- same (topic$1 subject$1 title$1

- themes$1) near7 (label$4 tag$4 markg4 -
flag$4 classif$4 class$2 classification
 categori$lation categori$4 group$3
 cluster$3) same (probabilit$3
 confidence rank$3 best certaint$3

- threshold$3 scor$3) same (train$3

- adaptation adapt$3 adjust$4 learn$3)

- same ((ground near3 truth) training)
-same (imbalance$1 minorit$3)

‘(web internet cyber$4) and (topic$1

- subject$1 title$1 theme$1) near?

- (label$4 tag$4 mark$4 flag$4 classif$4
- class$2 classification categori$1ation
. categori$4 group$3 cluster$3) same

- (probabilit$3 confidence rank$3 best
. certaint$3 threshold$3 scor$3) same
(train$3 adaptation adapt$3 adjust$4
learn$3) same ((ground near3 truth)
training) same (imbalance$1

- minorit$3)

5125 435 :(webinternet cyber$4) and (label$4

- tag$4 marks$4 flag$4 classif$4 class$2
- classification categori$1ation

. categori$4 group$3 cluster$3) same

- (probabilit$3 confidence rank$3 best
. certaint$3 threshold$3 scor$3) same
- ((ground near3 truth) training) same
mbalance$1 minorit$3)

. FPRS; EPO;
:JPO;

- DERWENT;
IBM_TDB

2021/02/17
115:25 :

- US-PGPUB;

USPAT;

- US-PGPUB;

USPAT;

USOCR;
FPRS; EPO;
- JPO;

: DERWENT;
IBM_TDB

2021/02/17
116:27 :

: US-PGPUB;
- USPAT;

: USOCR;
FPRS; EPO;
:JPO;

DERWENT;

1BM_TDB

USOCR;

. FPRS; EPO;
:JPO;

- DERWENT;
IBM_TDB

- US-PGPUB;
USPAT;

2021/02/17‘

16:28

. US-PGPUB;

. USPAT;

. USOCR;

. FPRS; EPO;
:JPO;

. DERWENT;
IBM_TDB

2021/02/18
08 47 :
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S126:1 - (webinternet cyber$4) and (label$4  : US-PGPUB; :OR "OFF  2021/02/18
? tag$4 mark$4 flag$4 classif$4 class$2 - USPAT; ? 108:50 :
 classification categori$1ation - USOCR; %
. categori$4 group$3 cluster$3) same  : FPRS; EPO;
- (probabilit$3 confidence rank$3 best  : JPO;
. certaint$3 threshold$3 scor$3) same | DERWENT;
- ((ground near3 truth) training) same  IBM_TDB
. (imbalance$1 minorit$3) same %
- (elastic$4)
S127:1 - (webinternet cyber$4) and ‘US-PGPUB; :OR ‘OFF  2021/02/18:
(probabilit$3 confidence rank$3 best - USPAT; - 08:51 f
. certaint$3 threshold$3 scor$3) same  : USOCR;
((ground near3 truth) training) same  : FPRS; EPO;
- (imbalance$1 minorit$3) same :JPO;
- (elastic$4) - DERWENT;
% IBM_TDB
S128:1 (probabilit$3 confidence rank$3 best  : US-PGPUB; :OR ‘OFF  :2021/02/18:
? - certaint$3 threshold$3 scor$3) same USPAT; 108:51 :
- ((ground near3 truth) training) same  USOCR; %
- (imbalance$1 minorit$3) same :FPRS; EPO;
(elastic$4) :JPO;
 DERWENT;
:IBM_TDB
S129:1 - (webinternet cyber$4) and (label$4  : US-PGPUB; : OR :OFF  2021/02/18:
: tag$4 mark$4 flag$4 classifé4 class$2 - USPAT; : 109:13 :
 classification categori$1ation - USOCR;
_ categori$4 group$3 cluster$3) same  : FPRS; EPO;
- (probabilit$3 confidence rank$3 best  : JPO;
. certaint$3 threshold$3 scor$3 : DERWENT;
- metric$4) same ((ground near3 truth)  IBM_TDB
training) same (imbalance$1
- minorit$3) same (elastic$4)
:5130:1,030 :(webinternet cyber$4) and (label$4  :US-PGPUB; :OR ‘OFF  2021/02/18:
tag$4 mark$4 flag$4 classif$4 class$2 - USPAT; ? 110:19 :
 classification categori$1ation : USOCR; ?
- categori$4 group$3 cluster$3) and : FPRS; EPO;
- (pars$4 segmentation segments$3) :JPO;
- same (tokeni$1ation token$4 label$4 - DERWENT;
tag$4) same (character$l word$l) IBM_TDB
: -near?7 (remov$3 delet$3 ignors4) :
S131:855  (G1OL.cpcl. GO6F.cpcl.) and (web ‘US-PGPUB; :OR ‘OFF  2021/02/18:
_internet cyber$4) and (label$4 tag$4 | USPAT; 110:25 f

- marks$4 flag$4 classif$4 class$2
 classification categori$1ation

. categori$4 group$3 cluster$3) and

- (pars$4 segmentation segment$3)

- same (tokeni$ 1ation tokens$4 label$4
- tag$4) same (character$1 word$1)

- USOCR;

' FPRS; EPO;
:JPO;

- DERWENT;
IBM_TDB

_near7 (remov$3 delet$3 ignor$4)
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©S132:118  (G10L.cpcl. GO6F.cpcl.) and (web :US-PGPUB; OR "OFF  2021/02/18
internet cyber$4) and (label$4 tag$4  USPAT; : 110:26 :
- marks$4 flag$4 classif$4 class$2 - USOCR; ?
 classification categori$1ation : FPRS; EPO;
- categori$4 group$3 cluster$3) and : JPO;
- (pars$4 segmentation segments$3) : DERWENT;
- same (tokeni$1ation token$4 label$4  IBM_TDB
. tag$4) same (character$l) same :
(word$1) near7 (remov$3 delet$3
: 3 _ignor$4)
:S133:315  (G10L.cpcl. GO6F.cpcl.) and (web -US-PGPUB; : OR :OFF  2021/02/18:
_internet cyber$4) and (label$4 tag$4  : USPAT; :10:27 :
- marks$4 flag$4 classif$4 class$2 : USOCR;
. classification categori$1ation :FPRS; EPO;
- categori$4 group$3 cluster$3) and : JPO;
- (pars$4 segmentation segment$3) : DERWENT;
- same (tokeni$1ation token$4 label$4 : IBM_TDB
tag$4) same (character$l) same :
- (word$1) same (removs$3 delet$3
: : nor$4)
'S134 50  (GL0L.cpcl. GO6F.cpcl.) and (web ~ US-PGPUB;  OR OFF  2021/02/18
5 _internet cyber$4) and (label$4 tag$4 - USPAT; 110:31 :
: - mark$4 flag$4 classif$4 class$2 : USOCR;
 classification categori$1ation : FPRS; EPO;
- categori$4 group$3 cluster$3) and :JPO;
- (pars$4 segmentation segment$3) - DERWENT;
- same (tokeni$1ation token$4 label$4 : IBM_TDB
tag$4) same ((character$1) same :
- (words$1)) near?7 (remov$3 delet$3
_ignor$4)
S135:1 - (G10L.cpcl. GO6F.cpcl.) and (web :US-PGPUB; OR ‘OFF 2021/02/18:
_internet cyber$4) and (label$4 tag$4 - USPAT; : 110:35 :
- marks$4 flag$4 classif$4 class$2 ‘USOCR; 5
 classification categori$1ation - FPRS; EPO;
- categori$4 group$3 cluster$3) and : JPO;
- (pars$4 segmentation segment$3) - DERWENT;
- same (tokeni$lation token$4 label$4  IBM_TDB
tag$4) same ((character$1) same :
- (word$1)) near?7 (remov$3 delet$3 :
_ignor$4) and (root$1) same (stem$4)
‘same (lemmati$lation lemmas$1) '
S136:1 - (G10L.cpcl. GO6F.cpcl.) and (pars$4 US-PGPUB; :OR "OFF  2021/02/18
- segmentation segment$3) same : USPAT; 5 110:37 5
- (tokenig1ation token$4 label$4 tag$4) - USOCR;
. same ((character$1) same (word$1)) : FPRS; EPO;
- near?7 (remov$3 delet$3 ignor$4)and : IPO;
- (root$1) same (stem$4) same : DERWENT;
: : (lemmati$1ation lemmas$1) - IBM_TDB
:S137:131  (G10L.cpcl. GO6F.cpcl.) and (web -US-PGPUB; :OR :OFF . 2021/02/18:
_internet cyber$4) and (label$4 tag$4  : USPAT; 110:38 :

- marks$4 flag$4 classif$4 class$2 - USOCR;
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 classification categori$1ation

. categori$4 group$3 cluster$3) and
(root$1) same (stem$4) same
(lemmati$lation lemmas$1)

:5138:28,160. (G10L.cpcl. GO6F.cpcl.) and (web
_internet cyber$4) and (label$4 tag$4
- marks$4 flag$4 classif$4 class$2
 classification categori$1ation

- categori$4 group$3 cluster$3) and
(crawl$3)

:5139:6,829  (G10L.cpcl. GO6F.cpcl.) and (web
_internet cyber$4) and (label$4 tag$4
- marks$4 flag$4 classif$4 class$2

. classification categori$1ation

. categori$4 group$3 cluster$3) and
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant(s): Revanth Patil Examiner: Anne L. Thomas-Homescu
Serial No.:  16/405,612 Group Art Unit: 2656

Filed: May 7, 2019 Confirmation No.. 4562

For: SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR

MORE LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS
ON THE DARKWEB

AMENDMENT & RESPONSE UNDER 37 C.F.R. §1.111

TO THE COMMISSIONER FOR PATENTS

Sir:

This paper is responsive to the non-final Office Action mailed on February 24,
2021. Please enter the following amendments and consider the remarks below in
accordance with the Rules of Practice. A three-month extension of time including the
fee for extending the deadline to August 24, 2021 is included.

No further fees are believed to be due in connection with the filing of this paper,
however, should any fees be deemed necessary, the commissioner is hereby
authorized to deduct any such fees from Deposit Account No. 50-1662 referencing the
above docket number.

Amendments to the claims are reflected in the listing that begins at page 2 of
this paper.

Remarks begin at page 7 of this paper.

’ IPR2025-01398
766670371 CrowdStrike EX1002 Page 278



Electronic Patent Application Fee Transmittal

Application Number: 16405612

Filing Date: 07-May-2019

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE

Title of Invention: LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK
WEB

First Named Inventor/Applicant Name: Revanth Patil

Filer: Timothy D. Fontes/Rebecca Endsley

Attorney Docket Number: 055743-621457 (M18-191P)

Filed as Micro Entity

Filing Fees for Utility under 35 USC 111(a)

Sub-Total in

Description Fee Code Quantity Amount USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

IPRZ20Z25-U15Y0
CrowdStrike EX1002 Page 279



.. . Sub-Total in
Description Fee Code Quantity Amount USD($)
Extension - 3 months with $0 paid 3253 1 370 370
Miscellaneous:
Total in USD ($) 370

IPR2025-01398
CrowdStrike EX1002 Page 280



Electronic Acknowledgement Receipt

EFS ID: 43510921
Application Number: 16405612
International Application Number:
Confirmation Number: 4562

Title of Invention:

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE
LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK
WEB

First Named Inventor/Applicant Name:

Revanth Patil

Customer Number:

27148

Filer:

Timothy D. Fontes/Rebecca Endsley

Filer Authorized By:

Timothy D. Fontes

Attorney Docket Number: 055743-621457 (M18-191P)
Receipt Date: 13-AUG-2021
Filing Date: 07-MAY-2019
Time Stamp: 18:48:22

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $370

RAM confirmation Number E20218C148364936

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

IPR2025-01398

CrowdStrike EX1002 Page 281



File Listing:

Document . . . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
231995
055743_621457_Response_to
1 - - - yes 12
OApdf 6122e278928e%ebbc82ad1€0328d2eb7d 1
78473
Multipart Description/PDF files in .zip description
Document Description Start End
Amendment/Req. Reconsideration-After Non-Final Reject 1 1
Claims 2 6
Applicant Arguments/Remarks Made in an Amendment 7 12

Warnings:

Information:
38748

2 Fee Worksheet (SB06) fee-info.pdf no 2
aaa544761eb915a457e080d611f50d76698]
Warnings:
Information:
Total Files Size (in bytes): 270743

IPR2025-01398
CrowdStrike EX1002 Page 282




This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

IPR2025-01398
CrowdStrike EX1002 Page 283




Attorney Docket No. 055743-621457
M18-191P-US1-b

CLAIM AMENDMENTS

Please amend the claims as follows:

1. (Currently Amended) A computer-implemented system for improving
classification of criminal activities arising from cyber environments, comprising:
a processor configured to:

access a ground truth dataset generated from deep web forum
information, the ground truth dataset defining a predetermined tag
hierarchy including predetermined tag labels corresponding topics
of the deep web forum information;

access data related to a discussion topic for classification from a deep
web forum;

extract a set of features from the data by assigning word vectors or
paragraph vectors to the data; and

apply a machine classifier to the set of features to generate a prediction
list of tags for classifying the discussion topic, wherein the

prediction list includes a prediction probability value for each tag of

the plurality of tags: and

add all parent tags associated with a tag of the plurality of tags to the

prediction list based on a comparison between the prediction

probability value for the tag and a first predetermined threshold

value.

2. (Currently Amended) The computer-implemented system of claim 1, wherein the

a predetermined tag hierarchy is divided into parent tags and child tags, wherein
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a topic represented by a child tag is representative of a subset of a topic
represented by a parent tag, wherein each child tag corresponds to a particular

parent tag, and each tag is assigned a corresponding probability value.

3. (Currently Amended) The computer-implemented system of claim 1, wherein the

processor is configured to remove all a-child tags of the plurality of tags efthe

prediction-list-oftags corresponding to a parent tag from the prediction list of tags
where a probability value associated with the child tag is below a second

predetermined threshold value.

4. (Currently Amended) The computer-implemented system of claim 1, wherein the

processor is configured to add all a-parent tags of the plurality of tags

corresponding to a child tag if a probability value associated with the parent tag is

above the first a predetermined threshold value.

5. (Original) The computer-implemented system of claim 1, wherein the set of
features are extracted using textual feature extraction to identify tags associated

with topic titles of the data.

6. (Original) The computer-implemented system of claim 1, wherein a set of
synthetic data samples are created for addition to the ground truth dataset to
address class imbalance by creating a set of synthetic sample points along a line
defined between a first minority feature vector and a second feature vector and

adding the set of synthetic sample points to the ground truth dataset.

7. (Original) The computer-implemented system of claim 1, wherein the ground
truth dataset is supplemented by, for every sample of the ground truth dataset in
a minority class, adding top similar documents from the deep web forum
information, as identified using an elastic search similarity score, and adding

them to the ground truth dataset.
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8. (Original) The computer-implemented system of claim 1, wherein the data is
parsed and segmented into tokens, and predetermined characters and

predetermined common words are removed from the data.

9. (Original) The computer-implemented system of claim 1, wherein words within
the data are reduced to their root form using stemming and lemmatization
procedures.

10.  (Original) The computer-implemented system of claim 1, wherein the set of
features are extracted from the data using a neural network, wherein the neural
network is configured to learn a continuous distributed vector representation for
documents and words within the data.

11.  (Original) The computer-implemented system of claim 1, further comprising:

a crawler in operable communication with the processor and operable to
traverse a plurality of deep web websites to retrieve Internet
documents forming at least a portion of the deep web forum
information.

12. (Canceled)

13.  (Canceled)

14.  (Canceled)

15.  (Canceled)

16. (Canceled)

17.  (Canceled)
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18.  (Currently Amended) A method, comprising:
configuring a processor for executing operations including:
accessing data associated with a deep web forum, the data defining a
topic for classification;
extracting a set of features from the data as inputs for a machine
classifier; and
apply a machine classifier to the set of features to generate a prediction

list of tags for classifying the topic, wherein the prediction list

includes a prediction probability value for each tag of the plurality of

tags: and
adding all parent tags associated with a tag of the plurality of tags to the

prediction list based on a comparison between the prediction

probability value for the tag and a first predetermined threshold

value.

19.  (Currently Amended) The method of claim 18, further comprising:
outputting an update to the prediction list of tags, a total number of the
tags of the prediction list of tags being different from the update to
the prediction list of tags to maintain a the predetermined tag

hierarchy.

20.  (Currently Amended) The method of claim 18, further comprising generating_a
the predetermined tag hierarchy based on a ground truth dataset, and leveraging
semi-supervised learning to address class imbalance and increase accuracy of

the machine classifier.
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REMARKS
This paper responds to the Examiner’'s Non-Final Office Action mailed on
February 24, 2021. Reconsideration and continued examination in view of the foregoing

response is respectfully requested.

Status of Claims

Claims 1-20 were originally filed in the instant application, with claims 1, 12, and
18 being independent. By the present document, claims 1-11 and 18-20 are pending.
Claims 1-4 and 18-20 have been amended for discussion with the Examiner to possibly
overcome the rejections to the recent Office action dated February 24, 2021. Claims 12-

17 have been cancelled.

8103 Rejections (Dumais, Dalins, Otsuka, Grubb, Hassan, Khanzode, Chawla,
Otsuka, Rathod, Chari)
The Examiner rejected claims 1-4 and 10-11 under pre-AlA 35 U.S.C. §103(a) as

being obvious over the article titled Hierarchical Classification of Web Content by

Dumais et al. (“Dumais”) in view of the article titled Criminal Motivation on the Dark
Web: A Categorization Model for Law Enforcement by Dalins et al. (“‘Dalins”) and further
in view of U.S. Patent Application Publication No. 2008/0189316 to Otsuka (“Otsuka”).
The Examiner further rejected claim 5 under pre-AlA 35 U.S.C. §103(a) as being
obvious over Dumais in view of Dalins, further in view of Otsuka, and further in view of
U.S. Patent Application Publication No. 2007/0250501 to Grubb et al. (“Grubb”). The
Examiner rejected claim 6 under pre-AlA 35 U.S.C. §103(a) as being obvious over
Dumais in view of Dalins, further in view of Otsuka, and further in view of Grubb. The
Examiner further rejected claim 7 under pre-AlA 35 U.S.C. §103(a) as being obvious
over Dumais in view of Dalins, further in view of Otsuka, and further in view of the article
titled A Task Level Metric for Measuring Web Search Satisfaction and Its Application on
Improving Relevance Estimation by Hassan et al. (*Hassan”). The Examiner further
rejected claims 8 and 9 under pre-AlA 35 U.S.C. §103(a) as being obvious over Dumais

in view of Dalins, further in view of Otsuka, and further in view of U.S. Patent Application
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Publication No. 2008/0189316 to Khanzode et al. (*Khanzode”). The Examiner further
rejected claims 12, 14, and 15 under pre-AlA 35 U.S.C. §103(a) as being obvious over
Dumais in view of the article titled SMOTE: Synthetic Minority Over-sampling Technique
by Chawla et al. (“Chawla”), and further in view of U.S. Patent Application Publication
No. 2018/0246983 to Rathod (“‘Rathod”). The Examiner rejected claim 13 under pre-AlA
35 U.S.C. §103(a) as being obvious over Dumais in view of Chawla, further in view of
Rathod, and further in view of Hassan. The Examiner rejected claim 16 under pre-AlA
35 U.S.C. §103(a) as being obvious over Dumais in view of Chawla, further in view of
Rathod, and further in view of Otsuka. The Examiner rejected claim 16 under pre-AlA
35 U.S.C. §103(a) as being obvious over Dumais in view of Chawla, and further in view
of Grubb. The Examiner rejected claims 18 and 19 under pre-AlA 35 U.S.C. §103(a) as
being obvious over Dumais in view of Rathod. The Examiner further rejected claim 20
under pre-AlA 35 U.S.C. §103(a) as being obvious over Dumais in view or Rathod, and
further in view of U.S. Patent Application Publication No. 2013/0097103 to Chari et al.

(“Chari”). Applicants respectfully traverse these rejections.

Independent claim 1 as presently amended recites the following features

(emphasis added in bold):

A computer-implemented system for improving classification of criminal activities arising
from cyber environments, comprising:
a processor configured to:

access a ground truth dataset generated from deep web forum
information, the ground truth dataset defining a predetermined tag
hierarchy including predetermined tag labels corresponding topics
of the deep web forum information;

access data related to a discussion topic for classification from a deep
web forum;

extract a set of features from the data by assigning word vectors or

paragraph vectors to the data; and
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apply a machine classifier to the set of features to generate a prediction
list of tags for classifying the discussion topic, wherein the

—

prediction list includes a prediction probability value for each tag of

the plurality of tags: and

add all parent tags associated with a tag of the plurality of tags to the

prediction list based on a comparison between the prediction

probability value for the tag and a first predetermined threshold

value.

The features of claim 1 as amended are supported at least by [0048]-[0054] of
the present application. The present amendments clarify features of the claims and
emphasize that the system adds all parent tags associated with a tag of the
plurality of tags to the prediction list based on a comparison between the prediction
probability value for the tag and a first predetermined threshold value. The additional
independent claim recites the same or similar features.

The Office Action states that Dumais discloses “wherein the machine classifier is
trained to maintain the predetermined tag hierarchy by regulating modification to parent
and child tags associated with a predicted tag of the prediction list of tags based on a
prediction probability of the predicted tag and predetermined tag thresholds assigned to
the parent and child tags”. Specifically, the Office Action refers to p. 260, SVM
Parameters section, 2" paragraph of Dumais et al. that discusses two methods of
combining hierarchical results using a Boolean approach and a multiplicative approach.
Additional discussion about the methods of combining hierarchical results can be found
in p. 261, Second Level, Hierarchical, first and second paragraph of Dumais et al. As
shown, the multiplicative scoring function P(L1)*P(L2) is used to combine results from a
first tag level and a second level, with a requirement for classification being that the
product of a first prediction probability corresponding with a first tag at the first tag level
and a second prediction probability corresponding with a second tag at the second tag
level meets or exceeds a single threshold p=0.2. As long as P(L1)*P(L2) > p = 0.2, even
if the matches individually exceed only one level, then the item can be classified as

having both the first tag and the second tag. The Boolean scoring function
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P(LN&&P(L2) is used to combine results from a first tag level and the second tag level,
with a requirement for classification being that the first prediction probability
corresponding with a first tag at the first tag level must meet or exceed a first threshold
p1= 0.2, and that the second prediction probability corresponding with a second tag at
the second tag level must meet or exceed a second threshold p2 = 0.5.

The Applicants respectfully submit the present claim amendments distinguish
from the cited references. Specifically, independent claim 1 as present amended recites
the claim features of “add all parent tags associated with a tag of the plurality of
tags to the prediction list based on a comparison between the prediction probability
value for the tag and a first predetermined threshold value”. The step of adding all
parent tags according to the claim feature outlined above aims to solve the problem
outlined in [0044] of the present application, which states “ldeally, the classifier should
predict the hierarchical representation of tags, for example, for a predicted child tag
every parent tag should also be predicted. However it is observed that for some tags
returned by the classifier function, the corresponding parent tags [are] not returned. This
happens when either the tag is wrongly predicted (false positive) or when some of the
correct tags (false negatives) are not predicted.” In particular, as discussed in Algorithm
1 and [0048]-[0054], for a predicted child tag, if a prediction probability for the child tag
exceeds a first threshold (a, which in [0082] was found to return favorable results when
set at a = 0.9), then the system adds all parent tags associated with the child tag are
added to the prediction list.

In contrast, Dumais does not disclose, teach or suggest adding all parent tags
associated with a tag of the plurality of tags to the prediction list based on a comparison
between the prediction probability value for the tag and a first predetermined threshold
value. When utilizing the multiplicative approach P(L1)*P(L2) >p, Dumais evaluates
inclusion of a parent tag or a child tag on a case-by-case basis by comparing the
product of the first prediction probability and the second prediction probability with a
threshold value and adding both tags if the product meets or exceeds the threshold
value. However, the system of Dumais compares each parent tag with each child tag,

which can be computationally expensive and in some cases, unnecessary. In contrast,
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the present system adds ALL parent tags associated with a child tag if the child tag has
a high enough probability prediction.

Applicant recognizes that using the system of Dumais, the second prediction
probability of the child tag can be high enough to cause the product of the first
prediction probability and the second prediction probability to exceed the threshold
value even Iif the first prediction probability associated with the parent tag is low.
However, in some cases, the system of Dumais can still fail to properly add parent tags

if the prediction probability is too low. An example scenario is outlined below:

Suppose there is a tag hierarchy that includes parent tags class#1 and class#2,
and a child tag example#1 that belongs to both parent tags class#1 and class#2. A first
discussion post about example#1 is correctly tagged by the classifier as belonging to
child tag example#1 with a probability of 0.93. The classifier also tags the first
discussion post with class#1 with a 0.9 probability and belonging to class#1 with a 0.05
probability due to the nature of the discussion in the post. According to [0044], the
discussion post should ideally be classified under both parent tags class#1 and class#2.
Given the multiplicative rule of Dumais:

P(L1)*P(L2) = 0.93 x 0.1=0.093
which is below the allowable threshold of p = 0.2. Thus, Dumais would not add class#2
as the parent tag, which is inconsistent with the problem outlined in [0044] or the
solution outlined in lines 2 and 6-8 of Algorithm 1 and [0050] of the present application.

In contrast, with the evaluation in Algorithm 1, the present application would
determine:

P(L2) =0.93 > (a =0.9)
which is above the allowable “add parent” threshold of a = 0.9. Thus, the present
application would add class#2 as the parent tag, which is consistent with the problem
outlined in [0044] and the solution outlined in lines 2 and 6-8 of Algorithm 1 and [0050]
of the present application.

Further, suppose that a second discussion post is included in the same dataset
and the second discussion post about example#1 is correctly tagged by the classifier as

belonging to parent tag class#2. The system, having previously recognized that the
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child tag example#2 also belongs to parent tag class#2 based on the first discussion
post, will add all known parent tags of example#1 to the second discussion post
including both parent tags class#1 and class#2. In contrast, the system of Dumais will
only add a parent tag to a discussion post if the combined product of the probabilities of
the parent tag and the child tag meet or exceed the threshold value, even if the parent

tag is correctly identified as related to the child tag for another discussion post.

The Applicants respectfully submit that the combination of Dumais, Dalins,
Otsuka, Grubb, Hassan, Khanzode, Chawla, Otsuka, Rathod, and Chari do not teach or
suggest all of the claimed elements of the present invention.

In sum, claim 1 is presently amended to clarify wherein the prediction list
includes a prediction probability value for each tag of the plurality of tags; and
wherein the system adds all parent tags associated with a tag of the plurality of
tags to the prediction list based on a comparison between the prediction
probability value for the tag and a first predetermined threshold value. Further,
dependent claims 3 and 4 have been amended to provide further clarification that all
parent tags are added if the child tag exceeds a first probability threshold, and that all
child tags are removed if the parent tag falls below a second probability threshold. Claim
2 has been amended for antecedent basis. Independent claim 18 has been amended
similarly to independent claim 1 and claims 19 and 20 have been amended for
antecedent basis. The features of independent claims 1 and 18 including the present
clarifying claim amendments are respectfully absent from Dumais, Dalins, Otsuka,
Grubb, Hassan, Khanzode, Chawla, Otsuka, Rathod, and Chari and are non-obvious in
view of these references. Claims 12-17 have been cancelled.

Accordingly, in view of the foregoing, the Applicants respectfully submit the
system as recited in independent claims 1 and 18 as presently amended is not taught or
suggested by Dumais, Dalins, Otsuka, Grubb, Hassan, Khanzode, Chawla, Otsuka,
Rathod, and Chari, the claims are believed to be non-obvious, and withdrawal of the

103 rejections is respectfully requested.
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CONCLUSION

By the present response, the Applicants respectfully submit that the claims are in

condition for allowance, and notification to that effect is earnestly requested. The
Examiner is invited to telephone Applicants’ representative at (602) 650-2096 to
facilitate prosecution of this application. If necessary, please charge any additional fees
or credit overpayment to Deposit Account No. 50-1662.

Respectfully submitted,

POLSINELLI PC

Date: 13 August 2021 By: _ /Timothy D. Fontes
Ari M. Bai, Reg. No.: 70,801
One E. Washington Street, Suite 1200
Phoenix, AZ 85004
Direct Phone: (602) 650-2096
E-Mail: uspt@polsinelli.com
Attorney for Applicants
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DETAILED ACTION
1. This communication is in response to the claims filed on 13 August 2021.
2. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.
3. Claims 1-11 and 18-20 are pending and have been examined, and the Examiner

determines that this action is in condition for Allowance.

Reasons for Allowance
1. The following is a statement of reasons for the indication of allowable subject

matter:

The closest prior art of record includes over “Hierarchical Classification of Web Content”
(Dumais et al.), “Criminal motivation on the dark web: A categorization model for law
enforcement” (Dalins et al.), and further in view of US 20080189316, hereinafter
referred to as Otsuka. Dumais et al. discloses a computer-implemented system for
improving classification arising from cyber environments, comprising: access a ground
truth dataset generated from web forum information, the ground iruth datasel defining a
predetermined iag hierarchy including predetermined tag iabels corresponding lopics of
the web forum information (Dumais et al, p. 258, Web Data Set and Application section.
Cumals et al, p. 258, Text Classification Using SVMs section, 19 para.); access data
redated (o a discussion topic for classification from a web forum (Dumais et al, p. 259,
Text Classification Using SVMs section, 1% para.); extract a set of features from the

data by assigning word vectors or paragraph vectors i the data (See Dumais ef gl fig.
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1. Dumais et al., p.2589, right colb., 2™ para.); and apply & machine classifier (o the set of
features 1o generate a prediclion fist of tags for classiiving the discussion topic {(Dumais
et al., p. 258, Text Classification Using SVMs section, 27 parg.}, wherein the machine
classifier is trained to maintain the predetermined tag hierarchy by regulating
modification to parent and child tags associated with a predicted tag of the prediction list
of tags based on a prediction probability of the predicted tag and predetermined tag
thresholds assigned to the parent and child tags (Bumais et al., p. 260, SVM
Parameters saction, 279 para.).

Dumais et al., though, does not disclose classification of criminal activities arising
from dark/deep web environments or a processor. Dalins et al. is cited to disclose
classification of criminal activities arising from dark/deep web environments (Dalins et
al., p. 68, left col. See also Dalins et al., fig. 4 and 5.).

However, none of the prior art, either alone or in combination, teaches:

‘apply a maching classifier (o the set of leatures 10 generale a predicion list of

tags for classitying the discussion opic, wherein the prediction list includes a prediction

nrohability value for each tag of the plurality ol tags; and

add all parent tags associated with 2 {ag of the plurality of tags o the predichion list

based on a comparnson between the prediction probability value for the tag and a first

oredetarmined thrashold value”

Conclusion
1. The prior art made of record and not relied upon is considered pertinent to the

Applicant’s disclosure. See PTO 892 from previous office action(s).

IPR2025-01398
CrowdStrike EX1002 Page 301
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Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ANNE L THOMAS-HOMESCU whose telephone
number is (571)272-0899. The examiner can normally be reached on Mon-Fri 8-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Bhavesh Mehta can be reached on 5712727453. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ANNE L THOMAS-HOMESCU/
Primary Examiner, Art Unit 2659
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‘flag$4 classif$4 class$2 classification  :IBM_TDB
-categori$lation categori$4 group$3

:cluster$3) same (probabilit$3

:confidence rank$3 best certaint$3

‘threshold$3 scor$3) same (train$3

:adaptation adapt$3 adjust$4 learn$3)

‘and (vector$l word2vec)

5104 36 :(web internet cyber$4) and (forum$l  US-PGPUB;  OR -OFF 32021/02/16
: ‘discuss$4 blog$4 meeting$1 ‘USPAT; :17:22 ‘
-conference$l panel$4 media page$l : USOCR; 5 ?
‘site$1 web$1site$1 web$lpages$l) :FPRS; EPO;
:same (topic$1 subject$1 title$1 -JPC;
‘theme$1) near7 (label$4 tag$4 mark$4 | DERWENT;
-flag$4 classif$4 class$2 classification  : IBM_TDB
i categori$lation categori$4 group$3 :
- cluster$3) same (probabilit$3
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:confidence rank$3 best certaint$3
‘threshold$3 scor$3) same (train$3
-adaptation adapt$3 adjust$4 learn$3)
:and (vector$1 word2vec) and (ground :

o omeardguth)

s105 941 (web internet cyber$4) and (forum$l  US-PGPUB; ~ OR ‘OFF %2021/02/16

, , ~discuss$4 blog$4 meeting$1 “USPAT; :17:52 :
‘conference$l panel$4 media page$l USOCR; i ?

:site$1 web$1site$l web$lpage$l) :FPRS; EPO;
‘same (topic$1 subject$l titlel -JPC;
‘theme$1) near7 (label$4 tag$4 mark$4 : DERWENT;
‘flag$4 classif$4 class$2 classification  : IBM_TDB

: categori$1ation categori$4 group$3 :

cluster$3) same (probabilit$3

:confidence rank$3 best certaint$3

‘threshold$3 scor$3) same (train$3

‘adaptation adapt$3 adjust$4 learn$3)

‘and (vector$1 word2vec) and ((ground

:near3 truth) training)

15106 7 (web internet cyber$4) and (forums$1 §us -PGPUB;  OR OFF %2021/02/16
-discuss$4 blog$4 meeting$1 - USPAT; :18:03 :
:conference$l panel$4 media page$l  USOCR; f ?

‘site$1 web$1site$1 web$lpages$l) :FPRS; EPO;
:same (topic$1 subject$l title$1 -JPO;
‘theme$1) near7 (label$4 tag$4 mark$4 : DERWENT;
-flag$4 classif$4 class$2 classification  : IBM_TDB

i categori$lation categori$4 group$3 :

‘cluster$3) same (hierarch$3

‘sub$1categor$3 sub$iclass$3) same

: (probabilit$3 confidence rank$3 best

‘certaint$3 threshold$3 scor$3) same

(train$3 adaptation adapt$3 adjust$4

‘learn$3) and (vector$l word2vec) and

:(ground near3 truth) :

s107 48 (web internet cyber$4) and (forum$l US-PGPUB;  OR OFF %2021/02/16
v : -discuss$4 blog$4 meeting$1 - USPAT; :18:04 :
conference$l panel$4 media page$l  USOCR; : : :

‘site$1 web$1site$1 web$lpages$l) :FPRS; EPO;
:same (topic$1 subject$l title$1 -JPC;
‘theme$1) near7 (label$4 tag$4 mark$4 : DERWENT;
-flag$4 classif$4 class$2 classification  : IBM_TDB

i categori$lation categori$4 group$3 :

‘cluster$3) same (hierarch$3

‘sub$lcategor$3 subslclass$3) same

: (probabilit$3 confidence rank$3 best

‘certaint$3 threshold$3 scor$3) same

(train$3 adaptation adapt$3 adjust$4

‘learn$3) and (vector$1 word2vec) and

:((ground near3 truth) training) :

5108 52 :(web internet cyber$4) and (forum$l US-PGPUB;  OR . OFF %2021/02/16
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, discuss$4 blogg4 meetingsl  USPAT; 1807
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CrowdStrike EX1002 Page 316



:conference$l panel$4 media page$l USOCR;
‘site$1 web$1site$1 web$1pagesl) :FPRS; EPO;
‘same (topic$1 subject$1 title$1 -JPC;
:theme$1) near7 (label$4 tag$4 mark$4 : DERWENT;
‘flag$4 classif$4 class$2 classification  :IBM_TDB
.categori$lation categori$4 group$3 -

:Cluster$3) same (hierarch$3

:sub$1categor$3 sub$1class$3) same

‘(probabilit$3 confidence rank$3 best

certaint$3 threshold$3 scor$3) same

: (train$3 adaptation adapt$3 adjust$4

‘learn$3) and (vector$l word2vec)

.5109:77 :(web internet cyber$4) and (forum$l  US-PGPUB; OR ‘OFF  :2021/02/16
-discuss$4 blog$4 meeting$1 - USPAT; :18:10 :
:conference$l panel$4 media page$l : USOCR; ?
:site$1 web$1site$sl web$lpagesl) :FPRS; EPO;
‘same (topic$1 subject$l titlel :JPO;
‘theme$1) near7 (label$4 tag$4 mark$4 : DERWENT;
:flag$4 classif$4 class$2 classification  :IBM_TDB
: categori$1ation categori$4 group$3 :
cluster$3) same (hierarch$3
:sub$1categor$3 sub$iclass$3 parent
i child) same (probabilit$3 confidence
‘rank$3 best certaint$3 threshold$3
‘scor$3) same (train$3 adaptation
‘adapt$3 adjust$4 learn$3) and
: (vector$1 word2vec)
:5110:2 :("7349917").PN. {US-PGPUB; OR ‘OFF  :2021/02/16
 USPAT; 118:25
:USOCR; i :
'FPRS; EPO;
:JPO;
DERWENT;
: :IBM_TDB
:S111:110  :(dark$1net ((dark deep) near3 web)) :US-PGPUB;  OR ‘OFF  :12021/02/17
‘and (criminals$3 illegal$3 fraud :USPAT; 113:22
-faudulent$3) same (classification - USOCR; 5 ? ?
:classif$4 categori$lation categor$3 :FPRS; EPO;
‘label$4 tag tagging tagged) :JPO;
‘DERWENT;
:  IBM_TDB
'S112:51  (dark$lnet crime$lnet ((dark deep) US-PGPUB;  OR ‘OFF  :2021/02/17
:near3 (web internet cyber))) and : USPAT; 113:22 ?
‘(criminal$3 illegal$3 fraud faudulent$3) : USOCR; 5 :
§same (classification classif$4 FPRS; EPO;
:categori$lation categor$3 label$4 tag :JPO;
‘tagging tagged group$3) NOT S111 :DERWENT;
5 ‘IBM_TDB
51130 ‘(dark$1net crime$inet ((dark deep)  :US-PGPUB;  OR ‘OFF . 2021/02/17
% % ‘near3 (web internet cyber))) and - USPAT; :13:25 '
- (criminal$3 illegal$3 fraud faudulent$3) : USOCR; : 3 5
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:same (classification classif$4
‘categori$1ation categor$3 label$4 tag
‘tagging tagged group$3) same
(title$1) and (process$3) NOT S111

i (dark$1net crime$1net ((dark deep)
‘near3 (web internet cyber))) and ,
(criminal$3 illegal$3 fraud faudulent$3) :
:same (classification classif$4

: categori$lation categor$3 label$4 tag
‘tagging tagged group$3) and
(process$3) NOT S111

(dark$1net crime$inet ((dark deep)
:near3 (web internet cyber))) and :
‘(criminal$3 illegal$3 fraud faudulent$3) ¢
-same (classification classif$4 '
:categori$lation categor$3 label$4 tag
‘tagging tagged cluster$3) NOT S111

:FPRS; EPO;
:JPO;
DERWENT;
:IBM_TDB

- US-PGPUB;
- USPAT;

USOCR;

: FPRS; EPO;
:JPO;
:DERWENT;
-1IBM_TDB

 US-PGPUB;
_USPAT;

USOCR;

:FPRS; EPO;
:JPO;

: DERWENT;
‘IBM_TDB

‘(dark$1net crime$1net ((dark deep)
‘near3 (web internet cyber))) and

i (crime$1 criminal$3 illegal$3 fraud
‘faudulent$3 theft$1) same

- (classification classif$4 categori$1ation
:categor$3 label$4 tag tagging tagged
‘cluster$3) NOT S111

‘(dark$1net crime$1net ((dark deep)
‘near3 (web internet cyber))) and
(crime$1 criminal$3 illegal$3 fraud
‘faudulent$3 theft$1) same
‘(classification classif$4 categori$iation
-categor$3 label$4 tag tagging tagged
:cluster$3) near7 (topic$1 title$1) NOT
5111

%(classification classif$4 categori$lation
‘categor$3 label$4 tag tagging tagged
.Cluster$3) near7 (topic$1 title$1) NOT
S111

- US-PGPUB;
- USPAT;
-USOCR;

. FPRS; EPO;
-JPC;

. DERWENT;
.IBM_TDB

:US-PGPUB;
_USPAT;

- USOCR;
_FPRS; EPO;
:JPO;
DERWENT;
:IBM_TDB

:US-PGPUB;
_USPAT;

- USOCR;
'FPRS; EPO;
:JPO;
DERWENT;
:IBM_TDB

i (classification classif$4 categori$lation
‘categor$3 label$4 tag tagging tagged
cluster$3) near7 (topic$1 subject$1)
:same (title$1) NOT S111

: US-PGPUB;
{USPAT;
‘USOCR;
.FPRS; EPO;
:JPO;
:DERWENT;
IBM_TDB

(web$1site$1 webpage$1) and
i (classification classif$4 categori$lation
categor$3 label$4 tag tagging tagged

 US-PGPUB;
_USPAT;
'USOCR;

12021/02/17
113:26 é

12021/02/17
113:32 |

:2021/02/17
113:33 5

12021/02/17
14:37 |

12021/02/17
14144 |

12021/02/17
14:45 |

12021/02/17
115:25 ’
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cluster$3) near7 (topic$1 subject$1)
‘same (title$1) NOT S111

FPRS; EPO;
:JPO;
DERWENT;
:IBM_TDB

5121 575

i (web$1site$1 webpage$1) and
‘(classification classif$4 categori$lation
-categor$3 label$4 tag tagging tagged
.Cluster$3) near7 (topic$l subject$1)
‘near? (title$1) NOT S111

: US-PGPUB;
{USPAT;
‘USOCR;
_FPRS; EPO;
:JPO;
:DERWENT;
IBM_TDB

OR OFF 2021/02/17
115:25 |

5122 40

-(web$1site$1 webpage$1) and

i (classification classif$4 categori$lation
‘categor$3 label$4 tag tagging tagged
cluster$3) near7 (topic$1 subject$1)
:near7 (title$1) same (vector$l
‘feature$1 word2vec) NOT S111

- US-PGPUB;
. USPAT;
-USOCR;
.FPRS; EPO;
-JPO;

. DERWENT;
-IBM_TDB

OR OFF 2021/02/17
115:26 :

-(web internet cyber$4) and (forum$1
-discuss$4 blog$4 meeting$1

i conference$l panel$4 media pages$l
‘site$1 web$1site$1 web$1pages$l)
‘same (topic$1 subject$1 title$1
:theme$1) near7 (label$4 tag$4 mark$4 :
:flag$4 classif$4 class$2 classification
-categori$lation categori$4 group$3
:Cluster$3) same (probabilit$3

i confidence rank$3 best certaint$3
‘threshold$3 scor$3) same (train$3
‘adaptation adapt$3 adjust$4 learn$3)
:same ((ground near3 truth) training)
:same (imbalance$1 minorit$3)

- US-PGPUB;
- USPAT;
-USOCR;
. FPRS; EPO;
-JPC;

. DERWENT;
.IBM_TDB

OR OFF 2021/02/17
s 116:27 '

:(web internet cyber$4) and (topic$l
‘subject$1 title$1 theme$1) near?
:(label$4 tag$4 mark$4 flag$4 classifé4
i class$2 classification categori$lation
‘categori$4 group$3 cluster$3) same
(probabilit$3 confidence rank$3 best
:certaint$3 threshold$3 scor$3) same
i (train$3 adaptation adapt$3 adjust$4
‘learn$3) same ((ground near3 truth)
:training) same (imbalance$1
‘minorit$3)

- US-PGPUB;
USPAT;

- USOCR;

'FPRS; EPO;
:JPO;
DERWENT;
:IBM_TDB

5125 435

:(web internet cyber$4) and (label$4
‘tag$4 mark$4 flag$4 classif$4 class$2
§c|assification categori$lation

: categori$4 group$3 cluster$3) same
‘(probabilit$3 confidence rank$3 best
certaint$3 threshold$3 scor$3) same
:((ground near3 truth) training) same
i (imbalance$1 minorit$3)

:US-PGPUB;
{USPAT;
'USOCR;
FPRS; EPO;
:JPO;
‘DERWENT;
IBM_TDB

OR . OFF 2021/02/17

16 28 :

OR OFF 2021/02/18

08 47 :
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S126:1 :(web internet cyber$4) and (label$4 US-PGPUB;  OR ‘OFF  :2021/02/18
? ‘tag$4 mark$4 flag$4 classif$4 class$2  USPAT; 5 :08:50 :
- classification categori$1ation - USOCR; ?
:categori$4 group$3 cluster$3) same  :FPRS; EPO;
: (probabilit$3 confidence rank$3 best  :JPO;
certaint$3 threshold$3 scor$3) same  : DERWENT;
:((ground near3 truth) training) same :IBM_TDB
i (imbalance$1 minorit$3) same :
v , - (elastic$4)
S127 1 ‘(web internet cyber$4) and ‘US-PGPUB;  OR "OFF  :2021/02/18
(probabilit$3 confidence rank$3 best  : USPAT; ' :08:51 ?
i certaint$3 threshold$3 scor$3) same  :USOCR;
:((ground near3 truth) training) same :FPRS; EPO;
-(imbalance$1 minorit$3) same -JPC;
 (elastic$4) : DERWENT;
: -IBM_TDB
51281 : (probabilit$3 confidence rank$3 best  US-PGPUB;  OR ‘OFF  :2021/02/18
? -certaint$3 threshold$3 scor$3) same  : USPAT; ? :08:51 :
-((ground near3 truth) training) same  : USOCR; :
i (imbalance$1 minorit$3) same :FPRS; EPO;
i (elastic$4) :JPO;
DERWENT;
:IBM_TDB
S129:1 :(web internet cyber$4) and (label$4 US-PGPUB;  OR ‘OFF  :2021/02/18
tag$4 mark$4 flag$4 classifé4 class$2 | USPAT; 109:13
- classification categori$1lation ‘USOCR; f
categori$4 group$3 cluster$3) same  : FPRS; EPO;
i (probabilit$3 confidence rank$3 best  :JPO;
‘certaint$3 threshold$3 scor$3 :DERWENT;
-metric$4) same ((ground near3 truth) :IBM_TDB
:training) same (imbalance$1 :
:minorit$3) same (elastic$4)
$130:1,030 :(web internet cyber$4) and (label$4  :US-PGPUB;  OR ‘OFF  :2021/02/18
: ‘tag$4 mark$4 flag$4 classif$4 class$2 : USPAT; 5 :10:19 ?
. classification categori$lation :USOCR; :
i categori$4 group$3 cluster$3) and : FPRS; EPO;
‘(pars$4 segmentation segment$3) :JPO;
‘same (tokeni$lation token$4 label$4 : DERWENT;
:tag$4) same (character$l word$1) :IBM_TDB
‘near?7 (remov$3 delet$3 ignor$4) f
15131:855 (G10L.cpcl. GO6F.cpcl.) and (web :US-PGPUB; OR ‘OFF  :2021/02/18
' ‘internet cyber$4) and (label$4 tag4  : USPAT; ' :10:25 '
-mark$4 flag$4 classif$4 class$2 - USOCR;
: classification categori$lation :FPRS; EPO;
‘ categori$4 group$3 cluster$3) and :JPO;
(pars$4 segmentation segment$3) - DERWENT;
:same (tokeni$1lation token$4 label$4 :IBM_TDB
‘tag$4) same (character$l word$1)

‘near7 (remov$3 delet$3 ignor$4)
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5132 118

§s133§315

:(G10L.cpcl. GO6F.cpcl.) and (web
‘internet cyber$4) and (label$4 tag$4
‘mark$4 flag$4 classif$4 class$2

: classification categori$lation

‘ categori$4 group$3 cluster$3) and
-(pars$4 segmentation segment$3)
:same (tokeni$lation token$4 label$4
:tag$4) same (character$l) same
‘(word$1) near7 (remov$3 delet$3
‘ignor$4)

-(G10L.cpcl. GO6F.cpcl.) and (web
‘internet cyber$4) and (label$4 tag$4
‘mark$4 flag$4 classif$4 class$2
§c|assification categori$lation
:categori$4 group$3 cluster$3) and

: (pars$4 segmentation segment$3)
‘same (tokeni$lation token$4 label$4
‘tag$4) same (character$l) same

i (word$1) same (remov$3 delet$3
‘ignor$4)

:US-PGPUB;
{USPAT;
'USOCR;
FPRS; EPO;
:JPO;
‘DERWENT;
IBM_TDB

US-PGPUB;
_USPAT;
 USOCR;
'FPRS; EPO;
PO,
 DERWENT;
 IBM_TDB

12021/02/18
10:26

12021/02/18
110:27 :

5134 50

:(G10L.cpcl. GO6F.cpcl.) and (web
‘internet cyber$4) and (label$4 tag$4
:mark$4 flag$4 classif$é4 class$2

: classification categori$lation

- categori$4 group$3 cluster$3) and

: (pars$4 segmentation segment$3)
:same (tokeni$lation token$4 label$4
‘tag$4) same ((character$1) same
-(word$1)) near7 (remov$3 delet$3
;ignor$4)

:US-PGPUB;
_USPAT;
_USOCR;
.FPRS; EPO;
:JPO;
DERWENT;
IBM_TDB

12021/02/18
110:31 f

:(G10L.cpcl. GO6F.cpcl.) and (web
‘internet cyber$4) and (label$4 tag$4
-mark$4 flag$4 classif$4 class$2

. classification categori$lation

i categori$4 group$3 cluster$3) and

: (pars$4 segmentation segment$3)
-same (tokeni$ lation token$4 label$4
:tag$4) same ((character$1) same
:(word$1)) near7 (remov$3 delet$3
‘ignor$4) and (root$1) same (stem$4)
:same (lemmati$lation lemmas$1)

- US-PGPUB;
- USPAT;
-USOCR;
-FPRS; EPO;
:JPO;

. DERWENT;
. IBM_TDB

2021/02/18
110:35 :

-(G10L.cpcl. GO6F.cpcl.) and (pars$4
:segmentation segment$3) same :
(tokeni$1lation token$4 label$4 tag$4)
‘same ((character$1) same (word$1))
:near7 (remov$3 delet$3 ignor$4) and
‘(root$1) same (stem$4) same

- (lemmatig1lation lemma$1)

 US-PGPUB;
_USPAT;

USOCR;

'FPRS; EPO;
JPO;
 DERWENT;
IBM_TDB

12021/02/18
110:37 5

(G10L.cpcl. GO6F.cpcl.) and (web
.internet cyber$4) and (label$4 tag$4
:mark$4 flag$4 classif$4 class$2

US-PGPUB;
_USPAT;
 USOCR;

12021/02/18 |
10:38 5
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: classification categori$lation

- categori$4 group$3 cluster$3) and
:(root$1) same (stem$4) same

: (lemmati$lation lemma$1)

:(G10L.cpcl. GO6F.cpcl.) and (web
‘internet cyber$4) and (label$4 tag$4
-mark$4 flag$4 classif$4 class$2

. classification categori$lation

: categori$4 group$3 cluster$3) and
(crawl$3)

FPRS; EPO;
:JPO;
DERWENT;
:IBM_TDB

: US-PGPUB;
{USPAT;
‘USOCR;
_FPRS; EPO;
:JPO;
:DERWENT;
IBM_TDB

-(G10L.cpcl. GO6F.cpcl.) and (web
‘internet cyber$4) and (label$4 tag$4
‘mark$4 flag$4 classif$4 class$2

- classification categori$1ation
:categori$4 group$3 cluster$3) and
:(crawl$3) same (forums$1 discuss$4
-blog$4 meeting$1 conferences$l

. panel$4 media)

-(G10L.cpcl. GO6F.cpcl.) and (label$4
tag$4 mark$4 flag$4 classif$4 class$2
‘ classification categori$1ation

- categori$4 group$3 cluster$3) and

i (crawl$3) same (forum$1 discuss$4
:blog$4 meeting$1 conference$l
-panel$4 media site$1 web$1site$1)

-(G10L.cpcl. GO6F.cpcl.) and (label$4
-tag$4 mark$4 flag$4 classif$4 class$2
i classification categori$lation

‘ categori$4 group$3 cluster$3) and
(crawl$3) same (forum$1 discuss$4
:blog$4 meeting$1 conference$1

: panel$4 media) same (internet web
-site$1 web$1site$1)

-(G10L.cpcl. GO6F.cpcl.) and (label$4
-tag$4 mark$4 flag$4 classif$4 class$2
i classification categori$lation

‘ categori$4 group$3 cluster$3) and
(crawler) same (forum$1 discuss$4
:blog$4 meeting$1 conference$1
‘panel$4 media) same (internet web
-site$1 web$1site$1)

-(G10L.cpcl. GO6F.cpcl.) and (label$4
-tag$4 mark$4 flag$4 classif$4 class$2
: classification categori$lation
‘categori$4 group$3 cluster$3) same
(crawler) same (forum$1 discuss$4
:blog$4 meeting$1 conference$l
‘panel$4 media) same (internet web
‘site$1 web$1site$1)

- US-PGPUB;
. USPAT;
-USOCR;
.FPRS; EPO;
-JPO;

. DERWENT;
-IBM_TDB

- US-PGPUB;
. USPAT;
-USOCR;
.FPRS; EPO;
-JPO;

. DERWENT;
-IBM_TDB

- US-PGPUB;
- USPAT;
-USOCR;

' FPRS; EPO;
-JPC;

. DERWENT;
.IBM_TDB

- US-PGPUB;
- USPAT;
-USOCR;

' FPRS; EPO;
-JPC;

. DERWENT;
'IBM_TDB

- US-PGPUB;
- USPAT;

' USOCR;

' FPRS; EPO;
-JPC;

- DERWENT;
'IBM_TDB

12021/02/18
1148

12021/02/18
111:49 |

12021/02/18
111:49 |

12021/02/18
11:51 |

12021/02/18 |
111:53 5

12021/02/18
11:54 |
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15144 :354  {(G10L.cpcl. GO6F.cpcl.) and (classif$4 :US-PGPUB; OR ‘OFF  :2021/02/18
‘class$2 classification categori$lation :USPAT; :11:57 i
- categori$4) same (crawler) same - USOCR; ?
i (forum$1 discuss$4 blog$4 meeting$l :FPRS; EPO;
:conference$1 panel$4 media) same :JPO;
‘(internet web site$1 web$1site$1) ‘DERWENT;
:  IBM_TDB

15145 :56 -(G10L.cpcl. GO6F.cpcl.) and (classif$4 :US-PGPUB;  OR ‘OFF  2021/02/18
.class$2 classification categori$lation  USPAT; 112:25 ?
‘categori$4) same (crawl$3) same {USOCR; ? % %
(spider$4) same (forum$1 discuss$4  : FPRS; EPO;

:blog$4 meeting$1 conference$l :JPO;

‘panel$4 media) same (internet web ~ : DERWENT;

-site$1 web$1site$1 html) 'IBM_TDB
15146110  (dark$lnet ((dark deep) near3 web)) :US-PGPUB;  OR ‘OFF . 2021/02/18
% % :and (criminal$3 illegal$3 fraud : USPAT; 113:29 ?

‘faudulent$3) same (classification :USOCR; i :

classif$4 categori$lation categor$3 :FPRS; EPO;

:label$4 tag tagging tagged) -JPO;

: DERWENT;

'IBM_TDB

51470 : (web$1site$1 webpage$1) and :US-PGPUB; OR ‘OFF  :2021/02/18
- (classification classif$4 categori$lation : USPAT; :13:30 ?

:categor$3 label$4 tag tagging tagged : USOCR,; i :

Cluster$3) near7 (topic$l subject$1)  :FPRS; EPO;
‘near? (title$1) same (date$1) same -JPC;
‘(reputation$1 review$4 comment$4)  DERWENT;

isame (author$1 writer$l) same :IBM_TDB
‘(vector$1 feature$l word2vec) NOT ¢
5146
15148 7 -(web$1site$1 webpage$1) and ‘US-PGPUB;  OR ‘OFF  2021/02/18
% % (classification classif$4 categori$lation : USPAT,; 113:32 5
:categor$3 label$4 tag tagging tagged : USOCR; i

cluster$3) near7 (topic$l subject$l)  FPRS; EPO;
‘near7 (title$1) same (date$l) same IPO;
(reputation$1 review$4 comment$4)  DERWENT;

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, same (author$1 writersl) IBMTDB

5149 20 (web$lsite$1 webpage$l) and US-PGPUB;  OR OFF 1 2021/02/18

 (classification classif$4 categori$lation :USPAT; 113:36 ?
:categor$3 label$4 tag tagging tagged : USOCR,; i :

%cluster$3) same (topic$1 subject$l) FPRS; EPO;
“near? (title$1) same (date$1) same -JPO;
: (reputation$1 review$4 comment$4)  DERWENT;

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV same (author$1 writer$1) IBMTDB

15150 3 |(G10L.cpcl. GO6F.cpcl.) and (classifé4 US-PGPUB;  OR OFF  2021/02/18

-class$2 classification categori$lation  : USPAT; :13:56 '
: categori$4) same (crawl$3) same :USOCR; f ?

(spider$4) same (forum$1 discuss$4  : FPRS; EPO;
-blog$4 meeting$1 conference$l -JPC;
: panel$4 media) same (internet web :
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‘site$1 web$1site$1 html) same
(train$3 (ground near3 truth))

OR OFF  2021/02/18
| 1623

11,785

‘(label$4 tag$4 mark$4 flag$4 classifé4
class$2 classification categori$lation

i categori$4 group$3 cluster$3) same
:(train$3 adaptation adapt$3 adjust$4
‘learn$3) same ((ground near3 truth)
:training) same (imbalance$1

inorit$3)

‘(label$4 tag$4 marks$4 flag$4 classif$4 :
class$2 classification categori$lation
. categori$4 group$3 cluster$3) same

i (train$3 adaptation adapt$3 adjust$4
‘learn$3 updat$3) same ((ground near3
‘truth) training) same (imbalance$1
:minorit$3)

:US-PGPUB;
USPAT;
 USOCR;
:FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

-USOCR;
.FPRS; EPO;
:JPO;

. DERWENT;
-1IBM_TDB

OR OFF  2021/02/18
1624

:(label$4 tag$4 mark$4 flag$4 classifé4
i class$2 classification categori$lation

- categori$4 group$3 cluster$3) same
:(train$3 adaptation adapt$3 adjust$4
‘learn$3 updat$3) same ((ground near3
‘truth) training) same (imbalance$1
-minorit$3) same (semi$1supervis$4)

- US-PGPUB;
- USPAT;
-USOCR;
-FPRS; EPO;
:JPO;

. DERWENT;
{IBM_TDB

(label$4 tag$4 mark$4 flag$4 classif$4
:class$2 classification categori$lation
:categori$4 group$3 cluster$3) same
(train$3 adaptation adapt$3 adjust$4
‘learn$3 updat$3) same ((ground near3
itruth) training) same (imbalance$1
‘minorit$3) same (semi$1supervis$4)
-same (synthetic$4 synthes$4
:artificial$4) near7 (sampl$3)

US-PGPUB;
USPAT;
USOCR;
-FPRS; EPOQ;
-JPO;

: DERWENT;
‘IBM_TDB

OR OFF  2021/02/18
: 116:26 5
OR OFF  12021/02/18

17:57

:(label$4 tag$4 mark$4 flag$4 classifé4
i class$2 classification categori$lation
-categori$4 group$3 cluster$3) same
:(train$3 adaptation adapt$3 adjust$4
‘learn$3 updat$3) same ((ground near3
‘truth) training) same (imbalance$1
-minorit$3) same (nearest near3
:neighbor$1)

: US-PGPUB;
‘USPAT;

- USOCR;
.FPRS; EPO;
:JPO;
‘DERWENT;
IBM_TDB

OR OFF  2021/02/18
: 118:50 f

i (label$4 tag$4 mark$4 flag$4 classif$é4
i class$2 classification categori$lation
-categori$4 group$3 cluster$3) same
:(train$3 adaptation adapt$3 adjust$4
‘learn$3 updat$3) same ((ground near3 :
‘truth) training) same (imbalance$1
-minorit$3) same (nearest near3
‘neighbor$1) same (elastic$4)

: US-PGPUB;
{USPAT;
‘USOCR;
.FPRS; EPO;
:JPO;
:DERWENT;
IBM_TDB

OR OFF  2021/02/18
121:08 ?

(label$4 tag$4 marks$4 flag$4 classif$4
i class$2 classification categori$lation

- US-PGPUB;
USPAT;

OR OFF  2021/02/18
' 1 :21:13 '
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:categori$4 group$3 cluster$3) same USOCR;
‘(train$3 adaptation adapt$3 adjust$4 :FPRS; EPO;
‘learn$3 updat$3) same ((ground near3 : JPO;
‘truth) training) same (imbalance$1 : DERWENT;

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, minorit$3) same (elastics4) ~ ®BMTB

S159 4 (label$4 tag$4 mark$4 flags4 classifg4 US-PGPUB;  OR OFF  2021/02/18

i % “class$2 classification categori$lation USPAT; :21:33 :
-categori$4 group$3 cluster$3) same  :USOCR; i :

i (train$3 adaptation adapt$3 adjust$4 : FPRS; EPO;
‘learn$3 updat$3) same ((ground near3 :JPO;
‘truth) training) same (imbalance$1 - DERWENT;
minorit$3) same (elastic$4 BM25) :IBM_TDB

.5160: 25 :((ground near3 truth) training) same  US-PGPUB;  OR ‘OFF  :12021/02/18
: (imbalance$1 minorit$3) same :USPAT; 121:35 5
(elastic$4 BM25) - USOCR; | % %

? .FPRS; EPO;
:JPO;
:DERWENT;
% : "IBM_TDB
1S161:3,029 :(imbalance$l minorit$3) same ‘US-PGPUB;  OR ‘OFF  2021/02/18
? ?  (elastic$4 BM25) : USPAT; :21:44 5
-USOCR;
'FPRS; EPO;
1JPO;
: DERWENT;
:IBM_TDB
5162 303 (label$4 tag$4 mark$4 flags4 classifs4 US-PGPUB;  OR OFF  2021/02/18
.class$2 classification categori$lation USPAT; :21:44 ?
i categori$4 group$3 cluster$3) same  : USOCR; i ?
‘(imbalance$1 minorit$3) same ‘FPRS; EPO;
‘ (elastic$4 BM25) -JPC;
: : DERWENT;
. IBM_TDB
15163 :3 :(G10L.cpcl. GO6F.cpcl.) and (label$4 US-PGPUB; OR ‘OFF  :2021/02/18
‘tag$4 mark$4 flag$4 classif$4 class$2 : USPAT; :21:45 ?
. classification categori$lation :USOCR; 5 ?
i categori$4 group$3 cluster$3) same  : FPRS; EPO;
‘(imbalance$1 minorit$3) same :JPO;
(elastic$4 BM25)  DERWENT;
: :IBM_TDB
15164 :108  (dark$1net ((dark deep) near3 web)) :US-PGPUB;  OR ‘OFF  :12021/02/19
-and (criminal$3 illegal$3 fraud - USPAT; - 09:07
-faudulent$3) same (classification - USOCR; ? ? ?
.classif$4 categori$lation categor$3 :FPRS; EPO;
‘label$4 tag tagging tagged) and :JPO;
‘(process$3) ‘DERWENT;
% IBM_TDB
15165:1,898 (dark$lnet ((dark deep) near3 web)) :US-PGPUB;  OR ‘OFF  2021/02/19
-and (classification classif$4 - USPAT; :09:20 :
: :USOCR; : : 5
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categori$lation categor$3 label$4 tag : FPRS; EPO;

‘tagging tagged) and (process$3) :JPO;
DERWENT;
:IBM_TDB

5166 :287  (dark$1net ((dark deep) near3 web)) :US-PGPUB;  OR ‘OFF  :12021/02/19
-and (classification classif$4 - USPAT; - 09:59

categori$lation categor$3 label$4 tag : USOCR; ? ? ?

-tagging tagged) near7 (updat$3 : FPRS; EPO;

‘adjust$4 adaptation adapt$3) and :JPO;

‘(process$3) ‘DERWENT;

% 'IBM_TDB
15167:292  (dark$lnet ((dark deep) near3 web)) US-PGPUB;  OR :OFF  :2021/02/19
-and (classification classif$4 - USPAT; £10:30 ?

-categori$lation categor$3 label$4 tag : USOCR; :

‘tagging tagged) near7 (updat$3 -FPRS; EPO;

:adjust$4 adaptation adapt$3) :JPO;

: DERWENT;

:IBM_TDB

/5168 9,971 (G10L.cpcl. GO6F.cpcl.) and (label$4  US-PGPUB;  OR ‘OFF  :2021/11/04
% : ‘tag$4 mark$4 flag$4 classif$4 class$2 : USPAT; :15:42 :

i classification categori$lation :USOCR; : ?

: categori$4 group$3 cluster$3) same i FPRS; EPO;

(list$3 rank$4 table$l) same -JPC;

: (probabilit$3 likelihood$1) same : DERWENT;

i (threshold$1 limit$4 confidence$1 :IBM_TDB

‘bounds$1 value$1 level$1) ?
15169 :4,580 (G10L.cpcl. GO6F.cpcl.) and (label$4  :US-PGPUB; ~ OR ‘OFF . 2021/11/04
-tag$4 mark$4 flag$4 classif$4 class$2  USPAT; :15:53 ?

- classification categori$lation - USOCR; : :

‘categori$4 group$3 cluster$3) same  :FPRS; EPO;

(list$3 rank$4 table$l) same -JPC;

: (probabilit$3 likelihood$1) near7 : DERWENT;

i (threshold$1 limit$4 confidence$1 :IBM_TDB

‘bounds$1 value$1 level$1) ?
S170 1,780 %(GlOL.cpcI. GO6F.cpcl.) and (label$4 §US-PGPUB; OR :OFF :2021/11/04 .
% % -tag$4 mark$4 title$1) same (list$3 - USPAT; :15:55 ?

‘rank$4 table$1) same (probabilit$3 :USOCR; i ?

‘likelihood$1) near7 (threshold$1 ‘FPRS; EPO;

limit$4 confidence$1 bound$1 value$l : JPO;

level$1) . DERWENT;

: -IBM_TDB
:S171:143  (G10L.cpcl. GO6F.cpcl.) and (label$4  :US-PGPUB; OR %OFF %2021/11/04
‘tag$4 mark$4 title$1) near7 (list$3 - USPAT; :15:55 ?

-rank$4 table$1) near7 (probabilit$3 - USOCR; i ?

:likelihood$1) near? (threshold$1 :FPRS; EPO;

:limit$4 confidence$1 bound$1 value$l :JPO;

level$1) DERWENT;

f . IBM_TDB
:5172:145  (G10L.cpcl. GO6F.cpcl.) and (label$4  :US-PGPUB; :OR ‘OFF :2021/11/04 -
? f ‘tag$4 marks$4 title$1) near7 (list$3 ~  USPAT; 116:06 :
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‘rank$4 table$1) near?7 (probabilit$3
‘likelihood$1) near7 (threshold$1

limit$4 confidence$1 bound$1 value$l
‘level$1 range$1 ranging)

' USOCR;

' FPRS; EPO;
“JPO;

- DERWENT;
'IBM_TDB

5173 540

:(G10L.cpcl. GO6F.cpcl.) and (label$4
‘tag$4 mark$4 title$1 mark$4 flags4
. classif$4 class$2 classification

: categori$lation categori$4 group$3
“cluster$3 subject$1) near7 (list$3
rank$4 table$1) near7 (probabilit$3
‘likelihood$1) near7 (threshold$1
limit$4 confidence$1 bound$1 value$l
level$1 range$1 ranging) %

:US-PGPUB;
‘USPAT;

- USOCR;
FPRS; EPO;
:JPO;
DERWENT;
IBM_TDB

12021/11/04
116136 f

5174 395

-(G10L.cpcl. GO6F.cpcl.) and (label$4
:tag$4 mark$4 title$1 mark$4 flag$4
i classif$4 class$2 classification
-categori$lation categori$4 group$3
:Cluster$3 subject$1) near7 (list$3
‘rank$4 table$1) near?7 (probabilit$3
:likelihood$1) near? (threshold$1
limit$4 confidence$1 bound$1 value$l
‘level$l range$1 ranging) NOT S172 ¢

- US-PGPUB;
USPAT;
:USOCR;
:FPRS; EPO;
-JPO;

: DERWENT;
IBM_TDB

12021/11/04
17:04 :

5175 1,201

:(G10L.cpcl. GO6F.cpcl.) and (label$4
tag$4 mark$4 title$1 mark$4 flag$4
- classif$4 class$2 classification

. categori$lation categori$4 group$3
i cluster$3 subject$1) near7 (list$3
‘rank$4 table$1) near?7 (probabilit$3
likelihood$1 weight$4) near7

i (threshold$1 limit$4 confidence$1
‘bound$1 value$l level$l range$l
‘ranging) NOT S172

- US-PGPUB;
- USPAT;
-USOCR;
-FPRS; EPO;
:JPO;

. DERWENT;
. IBM_TDB

2021/11/04
:17:29 ‘

S176 16

-(G10L.cpcl. GO6F.cpcl.) and (label$4
‘tag$4 mark$4 title$1 mark$4 flags4
i classif$4 class$2 classification
‘categori$1ation categori$4 group$3
cluster$3 subject$1) near7 (list$3
‘rank$4 table$1) near7 (probabilit$3
:likelihood$1) near? (threshold$1
limit$4 confidence$1 bound$1 value$l
‘level$1 range$1 ranging) same f
i (hierarchic$4 hierarch$3 parents$l
‘child$4) NOT S172

- US-PGPUB;
- USPAT;
-USOCR;

' FPRS; EPO;
-JPC;

. DERWENT;
.IBM_TDB

12021/11/04
18:49 :

5177 30

“(G10L.cpcl. GO6F.cpcl.) and (label$4
‘tag$4 mark$4 title$1 mark$4 flage4
:subject$1) near7 (list$3 rank$4
‘table$1) near7 (probabilit$3
‘likelihood$1) near7 (threshold$1
limit$4 confidence$1 bound$1 value$l
‘level$1 range$1 ranging) NOT S172

:US-PGPUB;
USPAT;
USOCR;
:FPRS; EPO;
:JPO;
DERWENT;
IBM_TDB

12021/11/04
19:11 f
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5178 38

(G10L.cpcl. GO6F.cpcl.) and (label$4  :US-PGPUB;
‘tag$4 mark$4 title$1 marks4 flagg4  USPAT;

- classif$4 class$2 classification - USOCR;
:categori$lation categori$4 group$3 :FPRS; EPO;
-cluster$3 subject$1) near7 (list$3 -JPO;
‘rank$4 table$1) near7 (probabilit$3 ‘DERWENT;
-likelihood$1) near7 (threshold$1 - IBM_TDB
-limit$4 confidence$1 bound$1 value$l

‘level$1 range$1 ranging) same :
(hierarchic$4 hierarch$3 parent$1

:child$4 root$1 node$1) NOT S172

$179 145

-(G10L.cpcl. GO6F.cpcl.) and (label$4  : US-PGPUB;
‘tag$4 mark$4 title$1) near7 (list$3 - USPAT;
rank$4 table$1) near7 (probabilit$3 -USOCR;

‘likelihood$1) near7 (threshold$1 'FPRS; EPO;
:limit$4 confidence$1 bound$1 value$l :JPO;
‘level$1 range$1 ranging) :DERWENT;
: IBM_TDB

-(G10L.cpcl. GO6F.cpcl.) and (label$4  : US-PGPUB;
tag$4 mark$4 title$1 marks$4 flag$4 :USPAT;

i classif$4 class$2 classification :USOCR;
-categori$lation categori$4 group$3 -FPRS; EPO;
:cluster$3 subject$1) near7 (list$3 :JPO;
‘rank$4 table$1) near?7 (probabilit$3 : DERWENT;
‘likelihood$1) near7 (threshold$1 :IBM_TDB
limit$4 confidence$1 bound$l value$l

‘level$1 range$1 ranging) same f
‘(hierarchic$4 hierarch$3 parents$1 ;

child$4 root$1 node$1 first) NOT S179

OR OFF  2021/11/04
% 119:20 :
OR OFF  2021/11/04
% % 120:52 s
OR "OFF  :2021/11/04
120:52

Ref

#

(G10L.cpcl. GOBF.cpcl.) and ((labels4 tags4 ~ US-
‘mark$4 title$1 mark$4 flag$4 classif$4 class2  PGPUB;

Hits

- classification categori$1ation categori$4 ‘USPAT
.group$3 cluster$3 subject$1) near7 (list$3 '
.rank$4 table$1) near7 (probabilit$3

likelihood$1) near7 (threshold$1 limit$4 :
‘confidence$1 bound$1 value$l level$l range$l
-ranging) same (hierarchic$4 hierarch$3 5
‘parent$1 child$4 root$1 node$1 first)).clm.

11/6/2021 11:05:22 AM
C:\Users\athomashomescu\Documents\EAST\Workspaces\16405612 - assigning labels to discussion
topics shown in online forums on the dark web.wsp

 Default Plurals Time
- Operator . Stamp

110:57
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Doc Code: IFEE PTOL/85B-EFS

Document Description: Issue Fee Payment (PTO-85B)

Issue Fee Transmittal Form

Application Number Filing Date First Named Inventor Atty. Docket No. Confirmation No.

16405612 07-May-2019 Revanth Patil 055743-621457 (M18-191P (4562

TITLE OF INVENTION :

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS
ON THE DARK WEB

Entity Status Application Type Art Unit [Class - Subclass EXAMINER
Micro Utility under 35 USC111(a) [2656 009000
Issue Fee Due Publication Due Total Fee(s) Due Date Due Prev. Paid Fee
$300 $0 $300 14-Feb-2022 $0

1.Change of Correspondence Address and/or Indication Of Fee Address (37 CFR 1.33 & 1.363)

Current Correspondence Address: Current Indicated Fee Address:

27148
POLSINELLI PC

PO Box 140310
KANSAS CITY MO 64114-0310

UNITED STATES
816-753-1000

pnfnnfr‘lnrl{nfing@pnlcinnlli com

[ Change of correspondence address requested, system [ Fee Address indication requested, system generated SB/47-EFS
generated AIA/122-EFS form attached form attached

2.Entity Status

Change in Entity Status

Applicant certifying micro entity status; system generated Micro Entity certification form attached. See 37 CFR 1.29.

Note: Absent a valid certification of micro entity status, issue fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
@ If this box is checked, you will be prompted to choose a micro entity status on the gross income basis (37 CFR 1.29(a)) or the institution of higher education basis

(37 CFR 1.29(d)), and make the applicable certification online.

O Applicant asserting small entity status. See 37 CFR 1.27.

Note: If the application was previously under micro entity status, checking this box will be taken to be a notification of loss of entitlement to micro entity status.

O Applicant changing to regular undiscounted fee status.

Note: Checking this box will be taken to be a notification of loss of entitlement to small or micro entity status, as applicable.
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Doc Code: IFEE PTOL/85B-EFS

Document Description: Issue Fee Payment (PTO-85B)

3.The Following Fee(s) Are Submitted:

[ | authorize USPTO to apply my previously paid issue fee to the

Issue Fee
IZ current fees due

The Director is hereby authorized to apply my previously paid
[ ] Publication Fee [] issue fee to the current fee due and to charge deficient fees to
Deposit Account Number

If in addition to the payment of the issue fee amount submitted
with this form, there are any discrepancies in any amount(s) due,
the Director is authorized to charge any def%ei%%)é or credit any
overpayment, to Deposit Account Number

X The issue fee must be submitted with this form. If payment of
the issue fee does not accompany this form, checking this box
and providing a deposit account number will NOT be
effective to satisfy full payment of the fee(s) due.

[] Advance Order - # of copies

4.Firm and/or Attorney Names To Be Printed

NOTE: If no name is listed, no name will be printed
For printing on the patent front page, list to be displayed as entered

1. POLSINELLI PC

5.Assignee Name(s) and Residence Data To Be Printed

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

Name City State Country Category

Arizona Board of Regents on Behalf of Arizona State University Tempe ARIZONA  UNITED STATES corporation

6.Signature

| certify, in accordance with 37 CFR 1.4(d)(4) that | am an attorney or agent registered to practice before the Patent and Trademark Office who has filed and has been granted
power of attorney in this application. | also certify that this Fee(s) Transmittal form is being transmitted to the USPTO via EFS-WEB on the date indicated below.

Signature /Ari M. Bai/ Date 02-04-2022

Name Ari M. Bai Registration Number | 38726
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Electronic Patent Application Fee Transmittal

Application Number:

16405612

Filing Date:

07-May-2019

Title of Invention:

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE
LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK

WEB

First Named Inventor/Applicant Name:

Revanth Patil

Filer:

Ari M. Bai/Rebecca Endsley

Attorney Docket Number:

055743-621457 (M18-191P)

Filed as Micro Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
UTILITY ISSUE FEE 3501 1 300 300
PUBL. FEE- EARLY, VOLUNTARY, OR NORMAL 1504 1 0 0
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:
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Description Fee Code Quantity Amount Sub-Total in

UsD($)
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 300
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Electronic Acknowledgement Receipt

EFS ID: 44910326
Application Number: 16405612
International Application Number:
Confirmation Number: 4562

Title of Invention:

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE
LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK
WEB

First Named Inventor/Applicant Name:

Revanth Patil

Customer Number:

27148

Filer:

Ari M. Bai/Rebecca Endsley

Filer Authorized By:

Ari M. Bai

Attorney Docket Number: 055743-621457 (M18-191P)
Receipt Date: 04-FEB-2022
Filing Date: 07-MAY-2019
Time Stamp: 15:20:33

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $300

RAM confirmation Number E202224F20310222

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document . . . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
62785
1 Issue Fee Payment (PTO-85B) Web85b.pdf no 2
e15d421ad35fe6b9641d74c15949336a151
aa250
Warnings:
Information:
40371
2 Fee Worksheet (SB06) fee-info.pdf no 2
e3f9bdae2d6529e0eac784fc2d518a4d0d6
a40%e
Warnings:
Information:
Total Files Size (in bytes): 103156

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/405,612 03/15/2022 11275900 055743-621457 (M18-191P) 4562
27148 7590 02/23/2022
POLSINELLI PC

PO Box 140310
KANSAS CITY, MO 64114-0310

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 151 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

INVENTORC(S) (Please see PAIR WEB site http://pair.uspto.gov for additional inventors):

Revanth Patil, Tempe, AZ;
Paulo Shakarian, Tempe, AZ;
Ashkan Aleali, Tempe, AZ;
Ericsson Marin, Tempe, AZ;

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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