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• Drawing 

At the time of document entry (noted above): 
• USPTO employees may access SCORE content via DAV or via the SCORE web page. 
• External customers may access SCORE content via PAIR using the Supplemental Content 

tab. 

Form Revision Date: March 1, 2019 
IPR2025-01398 

CrowdStrike EX1002 Page 1



Doc Code: MES.IHEB 
Document Description: Certification of Micro Entity Status (Education Basis) PTO/SB/15B (07-14) 

CERTIFICATION OF MICRO ENTITY STATUS 
(INSTITUTION OF HIGHER EDUCATION BASIS) 

Application Number or Control Number (if applicable): Patent Number (if applicable): 

First Named Inventor: Title of Invention: 
Revanth Patil SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN ON 

CERTIFICATION ON THE BASIS OF EMPLOYMENT BY AN INSTITUTION OF HIGHER EDUCATION 

The applicant hereby certifies the following-

The applicant qualifies as a small entity as defined in 37 CFR 1 .27. 

The applicant's employer, from which the applicant obtains the majority of the applicant's income, is an 
institution of higher education as defined in section 101 (a) of the Higher Education Act of 1965 (20 U.S.C. 
1001 (a)). 

SIGNATURE by an authorized !)art!!! setforth in 37 CFR 1.33(b) 

Signature 

Name 

Date I Telephone I I Registration No. I 

□ 
There is more than one inventor and I am one of the inventors who are jointly identified as the applicant. The required 
additional certification form(s) signed by the other joint inventor(s) are included with this form. 

CERTIFICATION ON THE BASIS OF ASSIGNMENT OR OBLIGATION TO ASSIGN TO AN INSTITUTION OF HIGHER 
EDUCATION 

The applicant hereby certifies the following-

The applicant qualifies as a small entity as defined in 37 CFR 1 .27. 

The applicant has assigned, granted, conveyed, or is under an obligation by contract or law, to assign, grant, or 
convey, a license or other ownership interest in the particular application to an institution of higher education as 
defined in section 101 (a) of the Higher Education Act of 1965 (20 U.S.C. 1001 (a)). 

SIGNATURE by an authorized Qarty set forth in 37 CFR 1.33(b) 

Signature /Timothy Fontes/ 

Name Timothy Fontes 

Date 2019-05-07 I Telephone I 602-650-2000 I Registration No. I 70801 

□ 
There is more than one inventor and I am one of the inventors who are jointly identified as the applicant. The required 
additional certification form(s) signed by the other joint inventor(s) are included with this form. 

NOTE: A signed copy of this "institution of higher education basis" micro entity certification form 
(PTO/SB/15B) filed together with a signed copy of the "gross income basis" micro entity certification 
form (PTO/SB/15A) will be taken to be a representation that any inventor or person applying for a 
patent as provided in 37 CFR 1.46 not qualifying on the "gross income basis" qualifies on the "institution 
of higher education basis." 

IPR2025-01398 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of 
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) 
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the 
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or 
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or abandonment of the 
application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from 
the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority of 
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing 
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record 
was filed in an application which became abandoned or in which the proceedings were terminated and which 
application is referenced by either a published application, an application open to public inspection or an issued 
patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Electronic Patent Application Fee Transmittal 

Application Number: 

Filing Date: 

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE 
Title of Invention: LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK 

WEB 

First Named Inventor/Applicant Name: Revanth Patil 

Filer: Timothy D. Fontes/Rebecca Endsley 

Attorney Docket Number: 055743-621457 (M 18-191 P) 

Filed as Micro Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

BASIC FILING FEE-UTILITY 3011 1 75 75 

UTILITY SEARCH FEE 3111 1 165 165 

UTILITY EXAMINATION FEE 3311 1 190 190 

Pages: 

Claims: 

Miscellaneous-Filing: 

LATE FILING FEE FOR OATH OR DECLARATION 3051 1 40 40 

Petition: 
IPR2025-01398 

CrowdStrike EX1002 Page 4



Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 470 

IPR2025-01398 
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Electronic Acknowledgement Receipt 

EFSID: 35944420 

Application Number: 16405612 

International Application Number: 

Confirmation Number: 4562 

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE 
Title of Invention: LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK 

WEB 

First Named Inventor/Applicant Name: Revanth Patil 

Customer Number: 27148 

Filer: Timothy D. Fontes/Rebecca Endsley 

Filer Authorized By: Timothy D. Fontes 

Attorney Docket Number: 055743-621457 (M 18-191 P) 

Receipt Date: 07-MA Y-2019 

Filing Date: 

Time Stamp: 17:12:22 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type DA 

Payment was successfully received in RAM $470 

RAM confirmation Number 050819INTEFSW00004567501662 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

IPR2025-01398 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

147340 

1 Application Data Sheet WebADS.pdf no 8 
10094e044dcfc5ad258f837e919025c1 e493 

1767 

Warnings: 

Information: 

1371053 

2 
Drawings-only black and white line 

621457 _Figures.pdf no 11 
drawings 

c7944 7e76925a236999a7ee52a201 fff6e1 b 
b0a6 

Warnings: 

Information: 

373397 

3 
621457 _Specification_Claims_ 

yes 33 
Abstract.pdf 

0000fed2486a 1 57bbfd6ce4562128a4c9f68 
6dee 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Abstract 33 33 

Claims 28 32 

Specification 1 27 

Warnings: 

Information: 

121434 

4 
Certification of Micro Entity (Education 621457 _Certification_of_Micro 

no 2 
Basis) _Entity _Status.pdf 

38e00c6dbad3c97760966766c5aec7b7832 
64af3 

Warnings: 

Information: 

37085 

5 Fee Worksheet (SB06) fee-info.pdf no 2 
8ba871281 e9a5f3f31 d09b4e2ec48b97999 

41cea 

IPR2025-01398 
CrowdStrike EX1002 Page 7



Warnings: 

Information: 

Total Files Size (in bytes)~ 2050309 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 

IPR2025-01398 
CrowdStrike EX1002 Page 8



PTO/AIA/14 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Attorney Docket Number 055743-621457 (Ml 8-191 P) 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention 
SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN 
ONLINE FORUMS ON THE DARK WEB 

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the document 
may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2: 

□ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 37 

CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Inventor Information: 

Inventor 1 

Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Revanth Patil 

Residence Information (Select One) @ US Residency 0 Non US Residency O Active US Military Service 

City Tempe I State/Province I AZ I Country of Residence i I US 

Mailing Address of Inventor: 

Address 1 699 5. Mills Avenue 

Address2 Suite 601, Room 691 AA 

City I Tempe I State/Province I AZ 

Postal Code I 85281 I Country i I US 

Inventor 2 

Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Paulo Shakarian 

Residence Information (Select One) @ US Residency O Non US Residency O Active US Military Service 

City Tempe I State/Province I AZ I Country of Residence i I US 

Mailing Address of Inventor: 

Address 1 699 5. Mills Avenue 

Address2 Suite 601, Room 691 AA 

City I Tempe I State/Province I AZ 

Postal Code 1 85281 I Country i I US 

Inventor 3 

Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Ashkan Aleali 

WEB ADS 1.0 

IPR2025-01398 
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PTO/AIA/14 (08-15) 

Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 055743-621457 (Ml 8-191 P) 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention 
SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN 
ONLINE FORUMS ON THE DARK WEB 

Residence Information (Select One) @ US Residency 0 Non US Residency 0 Active US Military Service 

City I Tempe I State/Province I AZ I Country of Residence i I US 

Mailing Address of Inventor: 

Address 1 699 5. Mills Avenue 

Address2 Suite 601, Room 691 AA 

City I Tempe I State/Province I AZ 

Postal Code I 85281 I Country i I us 

Inventor 4 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Ericsson Marin 

Residence Information (Select One) @ US Residency 0 Non US Residency 0 Active US Military Service 

City Tempe I State/Province I AZ I Country of Residence i I US 

Mailing Address of Inventor: 

Address 1 699 5. Mills Avenue 

Address2 Suite 601, Room 691 AA 

City I Tempe I State/Province I AZ 

Postal Code I 85281 I Country i I us 
All Inventors Must Be Listed - Additional Inventor Information blocks may be generated 

I Add I within this form by selecting the Add button. 

Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

D An Address is being provided for the correspondence Information of this application. 

Customer Number 27148 

Email Address uspt@polsinelli.com I I Add Email I I Remove Email I 

Application Information: 

Title of the Invention SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS 
SHOWN IN ONLINE FORUMS ON THE DARK WEB 

Attorney Docket Number 055743-621457 (Ml 8-191 P) I Small Entity Status Claimed [81 

Application Type Non provisional 

Subject Matter Utility 

Total Number of Drawing Sheets (if any) I , , I Suggested Figure for Publication (if any) I 

WEBADS 1.0 

IPR2025-01398 
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PTO/AIA/14 (08-15) 
Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 055743-621457 (Ml 8-191 P) 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention 
SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN 
ONLINE FORUMS ON THE DARK WEB 

Filing By Reference: 
Only complete this section when filing an application by reference under 35U.S.C.111 (c) and 37 CFR 1 .57(a). Do not complete this section if 
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be 
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information" and "Foreign Priority Information"). 

For the purposes of a filing date under 37 CFR 1 .53(b), the description and any drawings of the present application are replaced by this 
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1 .57(a). ;_ 

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country 
filed application 

Publication Information: 
D Request Early Publication (Fee required at time ofRequest 37 CFR 1.219) 

Request Not to Publish. I hereby request that the attached application not be published under 35 u.s.c. 

□ 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of an 
application filed in another country, or under a multilateral international agreement, that requires publication at eighteen 
months after filing. 

Representative Information: 

Representative information should be provided for all 
.. 

pract1t1oners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1 .32). 
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer Number 
will be used for the Representative Information during processing. 

Please Select One: @ Customer Number I O US Patent Practitioner 10 Limited Recognition (37CFR11 .9) 

Customer Number 27148 

Prefix Given Name Middle Name Family Name Suffix 

I Remove I 

Registration Number 

Prefix Given Name Middle Name Family Name Suffix 

I Remove I 

Registration Number 

Additional Representative Information blocks may be generated within this form by 
selecting the Add button. 

WEB ADS 1.0 

IPR2025-01398 
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PTO/AIA/14 (08-15) 
Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 055743-621457 (Ml 8-191 P) 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention 
SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN 
ONLINE FORUMS ON THE DARK WEB 

Domestic Benefit/National Stage Information: 
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e}, 120, 121, 365(c}, or 386(c) or indicate National 
Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes the specific 
reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1 .78. 
When referring to the current application, please leave the "Application Number" field blank. 

Application Number Continuity Type Prior Application Number 

Claims benefit of provisional 62668878 

Additional Domestic Benefit/National Stage Data may be generated within this form by 
selecting the Add button. 

Foreign Priority Information: 

Filing or 371 (c) Date 
(YYYY-MM-DD) 

2018-05-09 

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet 

constitutes the claim for priority as required by 35U.S.C.119(b) and 37 CFR 1 .55. When priority is claimed to a foreign application that is eligible 

for retrieval under the priority document exchange program (POX) the information J,ill be used by the Office to automatically attempt retrieval 

pursuant to 37 CFR 1 .55(i)(l) and (2). Under the PDX program, applicant bears the ultimate responsibility for ensuring that a copy of the foreign 

application is received by the Office from the participating foreign intellectual property office, or a certified copy of the foreign priority 

application is filed, within the time period specified in 37 CFR 1.55(g)(l). 

Application Number Country 1 Filing Date (YYYY-MM-DD) 

Additional Foreign Priority Data may be generated within this form by selecting the Add 
button. 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition 
Applications 

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also 
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March 

0 16,2013. 
NOTE: By providing this statement under 37 CFR 1 .55 or 1 .78, this application, with a filing date on or after March 
16, 2013, will be examined under the first inventor to file provisions of the AIA. 

WEB ADS 1.0 

IPR2025-01398 
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PTO/AIA/14 (08-15) 
Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

055743-621457 (Ml 8-191 P) Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention 
SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN 
ONLINE FORUMS ON THE DARK WEB 

Authorization or Opt-Out of Authorization to Permit Access: 

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written authority to 
permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see paragraph A in 
subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant application (see 
paragraph Bin subsection 1 below). 

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the 
authorization by checking the corresponding box A or B or both in subsection 2 below. 

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an application. 
After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind authorization for access 
by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate. 

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s) 

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the undersigned 
hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office (JPO), the Korean 
Intellectual Property Office (KIPO), the State Intellectual Property Office of the People's Republic of China (SIPO), the World 
Intellectual Property Organization (WIPO), and any other foreign intellectual property office participating with the USPTO in a 
bilateral or multilateral priority document exchange agreement in which a foreign application claiming priority to the instant 
patent application is filed, access to: (1) the instant patent application-as-filed and its related bibliographic data, (2) any foreign 
or domestic application to which priority or benefit is claimed by the instant application and its related bibliographic data, and 
(3) the date offiling of this Authorization. See 37 CFR l.14(h)(l ). 

B. Search Results from U.S. Application to EPO- Unless box Bin subsection 2 (opt-out of authorization) is checked, the 
undersigned herebv grants the USPTO authority to provide the EPO access to the bibliographic data and search results from 
the instant patent application when a European patent application claiming priority to the instant patent application is filed. See 
37 CFR l.14(h)(2). 

The applicant is reminded that the EPO's Rule 141 (1) EPC (European Patent Convention) requires applicants to submit a copy of 
search results from the instant application without delay in a European patent application that claims priority to the instant 
application. 

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s) 

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with any 

documents and information identified in subsection 1 A above. 

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent 
D application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant application. 

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the application in 
accordance with 37 CFR 1.14. 

WEB ADS 1.0 

IPR2025-01398 
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PTO/AIA/14 (08-15) 

Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 055743-621457 (Ml 8-191 P) 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention 
SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN 
ONLINE FORUMS ON THE DARK WEB 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR to have 
an assignment recorded by the Office. 

Applicant 1 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. The 
information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 1.43; or the 
name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person who otherwise shows 
sufficient proprietary interest in the matter who is the applicant under 37 CFR 1 .46. If the applicant is an applicant under 37 CFR 1 .46 (assignee, 
person to whom the inventor is obligated to assign, or person who otherwise shows sufficient proprietary interest) together with one or more 
joint inventors, then the joint inventor or inventors who are also the applicant should be identified in this section. 

I Clear I 

0 Assignee lo Legal Representative under 35 U.S.C. 117 lo Joint Inventor 

0 Person to whom the inventor is obligated to assign. lo Person who shows sufficient proprietary interest 

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is: 

I 
Name of the Deceased or Legally Incapacitated Inventor: I 
If the Applicant is an Organization check here. □ 

Prefix Given Name Middle Name Family Name Suffix 

Mailing Address Information For Applicant: 

Address 1 

Address 2 

City State/Province 

Country 1 I Postal Code 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button. 

WEB ADS 1.0 

IPR2025-01398 
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PTO/AIA/14 (08-15) 

Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 055743-621457 (Ml 8-191 P) 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention 
SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN 
ONLINE FORUMS ON THE DARK WEB 

Assignee Information including Non-Applicant Assignee Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 ofTitle 37 of 
CFR to have an assignment recorded by the Office. 

Assignee 1 
Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent application 
publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application publication as an 
applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the patent application 
publication. 

If the Assignee or Non-Applicant Assignee is an Organization check here. ~ 
Organization Name I Arizona Board of Regents on Behalf of Arizona State University 

Mailing Address Information For Assignee including Non-Applicant Assignee: 

Address 1 699 5. Mills Avenue 

Address 2 Suite 601, Room 691AA 

City I Tempe State/Province AZ 

Country i I us Postal Code 85281 

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 
selecting the Add button. 

WEBADS 1.0 

IPR2025-01398 
CrowdStrike EX1002 Page 15



PTO/AIA/14 (08-15) 
Approved for use through 04/30/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

055743-621457 (Ml 8-191 P) Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention 
SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN 
ONLINE FORUMS ON THE DARK WEB 

Signature: 
NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1 .33(b). However, if this Application Data Sheet 
is submitted with the INITIAL filing of the application and either box A or B is not checked in subsection 2 of the 
"Authorization or Opt-Out of Authorization to Permit Access" section, then this form must also be signed in accordance 
with 37 CFR 1.14(c). 

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic entity (e. 
g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a patent practitioner, 
all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given power of attorney (e.g., 
see USPTO Form PTO/AIA/81) on behalfofalljoint inventor-applicants. 

See 37 CFR 1.4(d) for the manner of making signatures and certifications. 

Signature /Timothy Fontes/ Date (YYYY-MM-DD) 

First Name Timothy I Last Name I Fontes I Registration Number 70801 

Additional Signature may be generated within this form by selecting the Add button. 

WEB ADS 1.0 

IPR2025-01398 
CrowdStrike EX1002 Page 16



1/11 

l!J 
u.. 

IPR2025-01398 
CrowdStrike EX1002 Page 17



2/11 

N 

l!J 
u.. 

IPR2025-01398 
CrowdStrike EX1002 Page 18



C
la

ss
ifi

er
 

on
 

A
ve

ra
ge

/C
on

ca
te

na
te

 
C

O
JO

IJ
 

/. 
-

W
or

d 
M

at
rix

 
~

:! 
I~

 
IW

 

·th
e 

ca
t 

sa
t 

F
IG

. 3
 

w
 -..I,, ..I

,, 

IPR2025-01398 
CrowdStrike EX1002 Page 19



C
la

ss
ifi

er
 

I 
A

ve
ra

ge
/C

on
ca

te
na

te
 

nu
nn

 

~/
1·

, 
11

1 f
l1

11
 

1J
11

1f
f1

 ~
 
~
 

P
ar

ag
ra

ph
 M

at
nx

.-
.. 

" 
~
 

1{
 I 
~
 

Pa
ra

gr
ap

h 
th

e 
ca

t 
sa

t 
id

 

F
IG

. 
4 

.,:
:..

 -..I,, ..I
,, 

IPR2025-01398 
CrowdStrike EX1002 Page 20



<( 
L/') 

l!J 
u.. 

co 
L/') 

l!J 
u.. 

5/11 

u 
L/') 

l!J 
u.. 

IPR2025-01398 
CrowdStrike EX1002 Page 21



10
0 

\ 
C

nw
·A

bg
 

[ 
P~

P,
ki

g 
J 

D
at

a 
co

lie
ct

fo
n 

(1
02

) 

D
t.i

pl
R

.J
tt!

 
i?

i.i
rM

n;
,iN

o.
n Jt

td
 

&
it

.i 
,d

~
t¥

1i
ng

 

r

""
"'"

"'.
 

"'.
'".

 
-.

 ""
""

" .. ""
. """

""
'>

, 
lfi

1(
¢n

ira
N

on
 

' 

an
d 

st
.o

p w
vr

d 
. 

r:
e:

rm
:t,

t~
l 

.. , 

:S
tH

nr
N

ng
 .

m
x:

l 

i.f
im

rn
at

ii:
af

a:
m

 

D
at

a 
pr

ep
ro

ce
ss

in
g 

(1
04

) 

F
IG

. 
6 

( 
oo

c.
2v

er
 )

 

F
ea

tu
re

 E
xt

ra
ct

%
on

 
(1

06
) 

(' 
!' 

0,
,'b

e m
e 

H
an

do
m

 fo
re

st
 

"'i
an

tlo
rn

'lo
rii

f"
'· 

•N
lth

 t~
g 

hl
fe

r~
rr

.::
l'!

'<
 

t'l
:i:

1.
N

l{
,$

m
 fo
r-

ei
t 

~l
i~

t.
h 5

.!
!r

f)
:~

 
,,.

, 

sv
i;

1t
:r

vi
~d

 E
S

 

C
fa

ss
ifi

ca
H

on
 

(1
08

) 
en

 -..I,, ..I
,, 

IPR2025-01398 
CrowdStrike EX1002 Page 22



:=~ ~~ ,.. ::;. ~:: 
~i1i'ii'i!i!i!i!:::!\t=?::,:::::· /::::/::{~ 

r-,.. 

l!J 
u.. 

" :-:, ~.,'. 

~'''!i!i::::!if}:/,:,:;:::: 

7/11 

'?•' 
,:.:-

;:;:}::=:::=:::=:::'~ 

00 

l!J 
u.. 

0) 

l!J 
u.. 

IPR2025-01398 
CrowdStrike EX1002 Page 23



IPR2025-01398 
CrowdStrike EX1002 Page 24



9/11 

l!J 
u.. 

IPR2025-01398 
CrowdStrike EX1002 Page 25



:.:.::. 

: .............. : 

l ................. :: ................ T ..... . 

® 

·~ *$ 
$ 

10/11 

l!J 
u.. 

IPR2025-01398 
CrowdStrike EX1002 Page 26



C
om

pu
te

r 
S

ys
te

m
 

20
0 

M
al

n 
M

em
or

y 
2f

M
 

••
 ..

. 
.,.

. .
...

...
...

 
.c

!. 

R
em

ov
ab

le
 

S
to

ra
ge

 M
ed

ia
 

20
5 

(\
 IM

H
•-

--
--

' 

4 P
ro

ce
ss

oc
r 

·"
>

tV
"!

 
~
 

A
P

P
L

IC
A

T
IO

N
 

15
0 F

IG
. 

13
 

D
at

a 
S

to
ra

ge
 

2C
f6

 

j' 
C

 
B

us
 

2f
il 

N
et

w
or

k 
In

te
rla

ce
 

2Q
J 

26
0 

C
.o

m
pu

te
r~

R
ea

da
b!

e 
M

em
or

y 
20

7 

,· 
✓
r
 -- 1 . .,.,,_.,.,.,.,~ ./ 1 U

se
r 

In
te

rf
ac

e 
24

0 

__
__

__
 

. 
.,.

.,,
.,,

., 
h-

...
.. 
~
 

I 

24
5 

...
I,,

 

...
I,,

 -...I,, ...
I,,

 

IPR2025-01398 
CrowdStrike EX1002 Page 27



055743-621457 (M18-191P) 

ABSTRACT 

Embodiments of a computer-implemented system for improving classification 

of data associated with the deep web or dark net are disclosed. 
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CLAIMS 

What is claimed is: 

1. A computer-implemented system for improving classification of criminal 

activities arising from cyber environments, comprising: 

a processor configured to: 

access a ground truth dataset generated from deep web forum 

information, the ground truth dataset defining a predetermined 

tag hierarchy including predetermined tag labels corresponding 

topics of the deep web forum information; 

access data related to a discussion topic for classification from a deep 

web forum; 

extract a set of features from the data by assigning word vectors or 

paragraph vectors to the data; and 

apply a machine classifier to the set of features to generate a 

prediction list of tags for classifying the discussion topic, 

wherein the machine classifier is trained to maintain the predetermined 

tag hierarchy by regulating modification to parent and child tags 

associated with a predicted tag of the prediction list of tags 

based on a prediction probability of the predicted tag and 

predetermined tag thresholds assigned to the parent and child 

tags. 

2. The computer-implemented system of claim 1, wherein the predetermined tag 

hierarchy is divided into parent tags and child tags, wherein a topic 

represented by a child tag is representative of a subset of a topic represented 

by a parent tag, wherein each child tag corresponds to a particular parent tag, 

and each tag is assigned a corresponding probability value. 

3. The computer-implemented system of claim 1, wherein the processor is 

configured to remove a child tag of the prediction list of tags corresponding to 

a parent tag from the prediction list of tags where a probability value 

68376746.2 28 IPR2025-01398 
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associated with the child tag is below a predetermined threshold value. 

4. The computer-implemented system of claim 1, wherein the processor is 

configured to add a parent tag corresponding to a child tag if a probability 

value associated with the parent tag is above a predetermined threshold 

value. 

5. The computer-implemented system of claim 1, wherein the set of features are 

extracted using textual feature extraction to identify tags associated with topic 

titles of the data. 

6. The computer-implemented system of claim 1, wherein a set of synthetic data 

samples are created for addition to the ground truth dataset to address class 

imbalance by creating a set of synthetic sample points along a line defined 

between a first minority feature vector and a second feature vector and adding 

the set of synthetic sample points to the ground truth dataset. 

7. The computer-implemented system of claim 1, wherein the ground truth 

dataset is supplemented by, for every sample of the ground truth dataset in a 

minority class, adding top similar documents from the deep web forum 

information, as identified using an elastic search similarity score, and adding 

them to the ground truth dataset. 

8. The computer-implemented system of claim 1, wherein the data is parsed and 

segmented into tokens, and predetermined characters and predetermined 

common words are removed from the data. 

9. The computer-implemented system of claim 1, wherein words within the data 

are reduced to their root form using stemming and lemmatization procedures. 

10. The computer-implemented system of claim 1, wherein the set of features are 

extracted from the data using a neural network, wherein the neural network is 

configured to learn a continuous distributed vector representation for 

documents and words within the data. 

68376746.2 29 IPR2025-01398 
CrowdStrike EX1002 Page 30



055743-621457 (M18-191P) 

11. The computer-implemented system of claim 1, further comprising: 

a crawler in operable communication with the processor and operable 

to traverse a plurality of deep web websites to retrieve Internet 

documents forming at least a portion of the deep web forum 

information. 

12. A method, comprising: 

configuring a processor for executing operations including: 

accessing a plurality of documents from deep web forums, each of the 

plurality of documents defining a topic; 

generating a ground truth dataset from the data, the ground truth 

dataset defining a predetermined tag hierarchy including 

predetermined tag labels corresponding to the topic of each of 

the plurality of documents; 

modifying the ground truth dataset in view of a minority class to 

address class imbalance; and 

generating a machine classifier to classify additional documents from 

the deep web forums, the machine classifier configured to 

maintain the predetermined tag hierarchy defined by the ground 

truth dataset. 

13. The method of claim 12, further comprising modifying the ground truth dataset 

by introducing an additional document topically similar to the minority class, 

the additional document found by assigning an elastic search similarity score 

to each of the plurality of documents. 

14. The method of claim 12, wherein a line is defined between a minority class 

feature vector and a nearest neighbor feature vector. 

15. The method of claim 14, wherein a synthetic minority sam pie is added to the 

ground truth dataset by selecting a random point along the line defined 

between the minority class feature vector and the nearest neighbor feature 

vector is chosen and adding the random point to the minority class feature 

68376746.2 30 IPR2025-01398 
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vector. 

16. The method of claim 12, further comprising generating the ground truth 

dataset by leveraging a spider program to crawl one or more deep web 

forums and retrieve HTML pages. 

17. The method of claim 12, further comprising parsing the data to extract 

predetermined information related to the deep web forums including a topic 

title, a topic content, a post content, a topic author, a post author, an author 

reputation, and a posted date. 

18. A method, comprising: 

configuring a processor for executing operations including: 

accessing data associated with a deep web forum, the data defining a 

topic for classification; 

extracting a set of features from the data as inputs for a machine 

classifier; and 

apply a machine classifier to the set of features to generate a 

prediction list of tags for classifying the topic, 

wherein the machine classifier is configured to maintain a 

predetermined tag hierarchy by regulating modification to parent 

and child tags associated with a predicted tag of the prediction 

list of tags based on a prediction probability of the predicted tag 

and predetermined tag thresholds assigned to the parent and 

child tags. 

19. The method of claim 18, further comprising: 

68376746.2 

outputting an update to the prediction list of tags, a total number of the 

tags of the prediction list of tags being different from the update 

to the prediction list of tags to maintain the predetermined tag 

hierarchy. 
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20. The method of claim 18, further comprising generating the predetermined tag 

hierarchy based on a ground truth dataset, and leveraging semi-supervised 

learning to address class imbalance and increase accuracy of the machine 

classifier. 
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SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE 

OR MORE LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE 

FORUMS ON THE DARK WEB 

CROSS REFERENCE TO RELATED APPLICATIONS 

[0001] This is a U.S. non-provisional patent application that claims 

benefit to U.S. provisional patent application serial number 62/668,878 filed on May 

9, 2018, which is incorporated by reference in its entirety. 

FIELD 

[0002] The present disclosure generally relates to systems and 

methods for automatically assigning one or more labels or tags related to various 

discussion forum topics on the dark web or deep web. 

BACKGROUND 

[0003] The ability to traverse the Internet with complete anonymity 

provides online platforms for illegal activities such as credit card fraud, identity theft, 

leaks of sensitive information and sharing hacking information. One of the most 

prevalent cyber environments that emerged in the last decade and contributed to the 

achievement of those criminal tasks are dark web forums, since these forums 

include encryption technology to prevent monitoring and also provide protection from 

unauthorized users. Table 1 provides the details of thirteen broad categories of data 

seen in web based hidden services on the dark web, having discussion forums as 

the main supplier platform for the spread of criminal activities. For example, the deep 

web data can be classified into different domains such as hacking, whistle-blowing, 

financial-fraud, drugs, counterfeit, books, pornographic materials, etc. 

Category Percentage 

Violence 0.3 

Arms 0.8 

Social 1.2 

Hacking 1.8 

68376746.2 2 IPR2025-01398 
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Illegitimate pornography 2.3 

Nexus 2.3 

Extremism 2.7 

Unknown 3.0 

Other illicit 3.8 

Finance 6.3 

Drugs 8.1 

Other 19.6 

None 47.7 

Table 1: Web Based Hidden Services in February 2016 

Considering the enormity of the data in those environments, 

there is an impending need to go beyond this broad categorization, thereby providing 

to security researchers a more granular, structural and interdependent classification 

of the available information. 

[0005] The dark web forms a small part of the deep web that is not 

indexed by web search engines. Dark web websites provide underground 

communication and are accessible by special software like Tor (The Onion Router) 

and I2p Invisible Internet Project. Tor software uses "onion routing" protocol to 

provide anonymity for both the service user and the service provider. Onion routing 

is a technique where messages are repeatedly encrypted and then sent through 

several network nodes, called onion routers. Like someone peeling an onion, each 

onion router removes a layer of encryption to uncover routing instructions, and sends 

the message to the next router where the process is repeated. This technique 

prevents intermediary nodes from knowing the origin, destination, and contents of 

the message. 

[0006] Current technologies use learning models and techniques that 

do not address the issues of labeled data scarcity, nor do they address imbalanced 

data classes in the training set. Training sets are labeled by hand, which is a time­

consuming and typically un-scalable process. A more thorough and versatile learning 

method is desired. 

68376746.2 3 IPR2025-01398 
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[0007] It is with these observations in mind, among others, that various 

aspects of the present disclosure were conceived and developed. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1 is a graphical representation showing frequency tags in a 

training set, according to aspects of the present disclosure; 

[0009] FIG. 2 is a simplified illustration showing a simple Word2vec 

CBOW Model in the Only One Word in the Context, according to aspects of the 

present disclosure; 

[0010] FIG. 3 is a simplified illustration showing a Word2vec CBOW 

framework for Learning Word Vectors, according to aspects of the present 

disclosure; 

[0011] FIG. 4 is a simplified illustration showing a Doc2vec Pv-dm 

framework for Learning Vectors, according to aspects of the present disclosure; 

[0012] FIGS 5A-5C are simplified illustrations showing a sample of a 

tag-hierarchical structure, according to aspects of the present disclosure; 

[0013] FIG. 6 is a simplified block diagram of a system overview, 

according to aspects of the present disclosure; 

[0014] FIG. 7 is a graphical representation of a tag-wise precision 

scores for each experiment, according to aspects of the present disclosure; 

[0015] FIG. 8 is a graphical representation of a tag-wise recall scores 

for each experiment, according to aspects of the present disclosure; 

[0016] FIG. 9 is a graphical representation of a tag-wise F1 scores for 

each experiment, according to aspects of the present disclosure; 

[0017] FIG. 10 is a graphical representation of a combination of adding 

parent tags and removing child tags with threshold, according to aspects of the 

present disclosure; 

[0018] FIG. 11 is a graphical representation of a change in precision 

and recall scores for each tag vs. frequency of each tag in a training set for a Smote 

technique, according to aspects of the present disclosure; 

[0019] FIG. 12 is a graphical representation of a change in precision 

and recall scores for each tag vs. frequency of each tag in a training set for Es 

(elastic search) based on semi-supervised technique, according to aspects of the 

present disclosure; and 

[0020] FIG. 13 is a simplified block diagram of an exemplary computer 

system for effectuating the functions of the framework for security strength and 

performance analysis, according to aspects of the present disclosure. 
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[0021] Corresponding reference characters indicate corresponding 

elements among the view of the drawings. The headings used in the figures do not 

limit the scope of the claims. 
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DETAILED DESCRIPTION 

[0022] The present disclosure is related to dark web-deep web (d2web) 

forums that are anonymously hosted and are identified by the domain '.onion'. 

Forums are online discussion sites where like-minded individuals can hold 

conversations. These anonymous hosting forums discuss various cyber-security 

related topics such as worms, botnet, zero-days, hacking tools, backdoor services 

and etc. 

[0023] Aspects of the present disclosure include an inventive computer-

implemented system (hereinafter "system" or "present system") that involves 

automatically assigning one or more labels (tags), in a hierarchical structure, to 

discussion topics seen in d2web forums. In some embodiments, the present system 

is formed by four main modules. In one method, the present system crawls various 

d2web sites and extracts important information from html pages, storing it in a 

database. Specialized crawlers automatically connect and authenticate the d2web 

sites through Tor. The important information is then parsed from these sites, such as 

discussion topics, user related information, discussion posts, etc., and the 

information stored on a database as well as on an elastic search data store. Data 

preprocessing and feature extraction is then performed over the forum discussion 

topics. This may be accomplished by eliminating all non-English words and 

irrelevant characters, conducting tokenization and stop word removal, stemming, and 

lemmatization. The present system then extracts features from every topic on the 

forum using Doc2vec. Finally, in the fourth module, different machine classifiers are 

used to assign multiple tags to each topic, so that their performances can be 

compared. A further description of the present system for automatically assigning 

one or more labels to d2web discussion topics is described in greater detail below. 

Problem Statement 

[0024] Classification of d2web forum discussions is a multiclass, multi-

label classification problem, where the goal is to automatically assign one or more 

labels to each discussion topics. Formally, let X be a set of forum topics, y = {O, 1 }k, 

let k be possible tags and D be an unknown distribution on the product space X x 

Y. Each element (x,y) in this space is composed of an instance x and a label vector 

y, which is a vector of indicators y = [y1, ..... , Yk] that specifies classes associated 

with x. A classifier is a function h: X ~ Y, that maps instance x to a label vector y = 

68376746.2 7 IPR2025-01398 
CrowdStrike EX1002 Page 40



055743-621457 (M18-191P) 

h(x). For example, the sample forum topic "warning enigma badlock - upcoming 

smb/cifs and samba vulnerability" belongs to three classes - "vuln", "smb" and "file­

share". 

[0025] The present system leverages data crawled from a dataset of 

283 cyber security related online forums. From the collected html pages or 

documents of the dataset, the present system parses predetermined important fields 

from the data such as topic title, posts, user name, title posted date, user ratings, 

number of replies, etc. The dataset includes discussions related to 486,996 different 

topics with 4, 188,345 posts and 748,698 users participating in those topics. 

[0026] The ground truth to build a machine learning model may be 

hand labeled by field experts. The present system has 2,046 labeled topics as a 

training set and they belong to 226 unique tags. FIG. 1 shows the tag frequency in 

the training set. Some tags have more than 400 topics in the training set while some 

have just one topic. Table 2 provides the sample ground truth topics and the tags 

associated. 

Feature Extraction 

[0027] Textual feature extraction was performed on topic title using a 

Doc2vec vectorization technique. Doc2vec is an extension of Word2vec that relies 

on the idea that words which appear in the similar context have the same semantic 

meaning. Word2vec is computationally-efficient predictive model that uses shallow 

two layer neural network for learning word embeddings. A Distributed Memory Model 

of Paragraph Vectors (PV-DM) Doc2vec architecture was used which is based on 

Continuous Bag Of Words (CBOW) Word2vec architecture. PV-DM architecture is 

faster to train and has better accuracy for frequent words. 

Topic titles Tags 

enigma badlock - upcoming smb cifs and 
vuln, smb, file-share samba vulnerability. 

u nessus vulnerability scan vuln, pentest, network 

warning enigma badlock - upcoming 
vuln, smb, file-share smb/cifs and samba vulnerability. 

question about school-sponsored wifi? wifi, inquiry 

68376746.2 8 IPR2025-01398 
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technical question about wifi cards wifi, inquiry 

(b) paypal unchecked accounts (s) btc ac- financial-fraud, darkweb product, 
paypal, payment-services, 

count market 

there are phishing attempts reported! phishing 

[u'[payload] sharing some payloads!'] malware, payload, hack 

Table 2: Sample Ground Truth 

[0028] Word2vec CBOW. In this architecture, the model implemented 

by the system predicts the current word from a sliding window of context words. FIG. 

2 shows a CBOW architecture with just one word considered per context. Consider 

the settings with V as vocabulary size and N as hidden layer size. The input is a one­

hot encoded vector (i.e. for a given input context word, only one of the V units, {x1, 

x2, .... , xv}, is 1 ). Weights between the input and the hidden layer are represented by 

W which is of dimensions V x N. The activation function for the hidden layer is 

linear. Formally, row i of Wand for a given context word w, 

[0029] Equation: 1 

vw is the the vector representation of the input word w. From the hidden layer to the 

output layer, there is different weight matrix W' which is of dimensionN x V. A 

score u1 is computed for each word in the vocabulary, 

ITh 
Uj = Vwj 

where v;J. is the j-th column of the matrix W'. A log-linear softmax function is applied 
J 

to obtain posterior distribution of words. Formally, y1 is the output of jth unit in the 

output layer. 

YJ = V 
LJ'=l exp(u 1,) 
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[0030] The weights (W andW') are updated using a logarithmic loss 

function with a back propagation method. After updating the weights, vw is used for 

word w from Equation 1 as the 'input vector' word embedding. 

[0031] Doc2vec PV-DM. A paragraph vector is a supervised 

framework that may be implemented by the system that learns continuous distributed 

vector representations for documents instead of words. The text in the documents 

can be of variable length. As shown in FIG. 4, every paragraph is mapped to a 

unique vector, represented by a column matrix O and every word is also mapped to 

a unique vector, represented by a column in matrix W. The paragraph vector and 

word vectors are averaged or concatenated to predict the next word in a context. 

The only difference between this Doc2vec PV-DM model compared to the Word2vec 

framework is the addition of a paragraph vector along with the word vectors. 

Tags and the Hierarchy among Tags 

[0032] In the ground truth, each topic is associated with multiple tags. 

It was observed that there is a natural hierarchical structure in the set of tags. There 

are group tags (parent tags) that can be seen as the "broader term" for its set of 

specific tags (child tags). Nesting specific tags under group tags creates a hierarchy 

of tags. FIGS. 5A-5C show an example of the hierarchical structure in the training 

dataset. In the illustrated case (FIG. 58), external-world tag is the more generic 

parent tag for social-realm and health tag. Similarly social-realm and health tags are 

child tags to external-world tag. 

[0033] Formally, a hierarchy constraint is given by a set J£ = 

{H1, H2 , .... Hn} where Hi is a tree. For all the tags T, a set of tags S (S ~ T) are said 

to be consistent if every tag t (t c S) satisfies either of the two conditions: 

1. Pt = ti.et is a root node 
2. Pt is consistent with respect to J£ 

where Pt tag is parent of tag t. 

Baseline Approach 

[0034] For the baseline approach, Support Vector Machine, decision 

tree, and random forest classifiers are used to perform multi-class and multi-label 

classification. 

[0035] A Support Vector Machine (SVM) is a supervised learning 

method that finds a hyper-plane that may differentiate two classes in a multi-
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dimensional feature space. In addition to performing linear classification, SVM can 

efficiently perform a non-linear classification using kernel function, implicitly mapping 

their inputs into high-dimensional feature spaces. The SVM radial basis function (rbf) 

kernel is used with "one-vs-the-rest" strategy to perform multi-class multi-label 

classification. 

[0036] Decision trees are a non-parametric supervised learning method 

used for classification and regression. These decision trees learn the simple 

decision rules from the data features to predict the target label. The decision tree 

method is a recursive partitioning algorithm that is widely used for classification 

problems. This algorithm aims to maximize the information gain at every step. 

[0037] Random Forest classifier is an ensemble algorithm that creates 

different decision trees by randomly selecting a subset of a training set and a subset 

of features. The number of features that are searched at each split point is specified 

as the parameter. To reduce memory consumption, the total number of trees and 

size of the trees is controlled. Random Forest then aggregates the votes from 

different decision trees to decide the final class of the test object. 

Overview of Problem Specific Challenges 

[0038] Ensuring Consistency in Results Based on Hierarchy. In the 

ground truth, it is observed that the tags had natural hierarchy. As the original 

ground truth is hand labeled, it cannot expect all of the ground truth entries to 

respect the tag hierarchy due to human error. Therefore, an automation script was 

developed that establishes the hierarchy in topic titles in the ground truth. Now, with 

hierarchy established in the tags, the classifier provided detailed tag prediction for all 

the documents. 

[0039] Ideally, the classifier should predict the hierarchical 

representation of tags, for example, for a predicted child tag every parent tag should 

also be predicted. However it is observed that for some tags returned by the 

classifier function, the corresponding parent tags is not returned. This happens 

when either the tag is wrongly predicted (false positive) or when some of the correct 

tags (false negatives) are not predicted. 

[0040] Class Imbalance: The class imbalance problem typically occurs 

when, in a classification problem, there are many more instances of some classes 

than the others. In such cases, classifiers tend to be overwhelmed by the majority 
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classes and ignore the minority classes. These minority classes usually have lesser 

precision and recall scores in the baseline approach. 

[0041] Semi-supervised learning techniques are usually used to over-

sample and under-sample the minority or majority class for adjusting the class 

distribution of a dataset. 

Leveraging Tag Hierarchy 

[0042] Three approaches are used (adding parent tag, removing child 

tag, and a combination of adding parent and removing child tag) to ensure that tag 

hierarchy is maintained in the prediction list. 

[0043] Adding Parent Tag. If a child tag is predicted by the classifier 

and if the corresponding parent tags in the hierarchy are not predicted, then all the 

parent tags are added to the prediction list. In FIG. 58, with the tag hierarchy -

"external-world", "social-realm", "health" - if a "health" tag is predicted without 

"external-world" and "social-realm", then "external-world" and "social-realm" tags are 

added to the prediction list. 

[0044] Removing Child Tag. In this approach, all predicted child tags 

are removed that do not have all the hierarchical parent tags. In FIG. 58, with the 

tag hierarchy - "external-world", "social-realm", "health" - if "external world" and 

"health" tags are predicted without "social-realm", then the "health" tag is removed 

from the prediction list, keeping only "external-world". 

Algorithm 1 Combination of Adding Parent Tags and Removing Child Tags (T) 

Input: Prediction list of tags (T) for each document. 

Output: Prediction list of tags that respect the tag hierarchy for each document. 

1: /3 ~ remove child threshold value 

2: a ~ add parent threshold value 

3: fort:= 1 to T do 

4: p(t) ~ prediction probability of tag t. 

5: if p(t) < f3 then remove all child tags of tag t from prediction list 

6: fort:= 1 to T do 
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7: p(t) ~ prediction probability of tag t. 

8: if p(t) > a then add all parent tags of tag t from prediction list 

return updated prediction list 

[0045] Combination of Adding Parent Tag and Removing Child Tag 

In this approach, the present system regulates the way parent tags are added and 

child tags are removed, based on the probability of the predicted tag. The following 

threshold values are used - 'add parent threshold' (a) and 'remove child threshold' 

(/3) - to decide whether to add parent tag or remove child tag. The procedure for this 

approach is described in Algorithm 1. 

Dealing with Class Imbalance 

[0046] The discussions in the dark forums are based on various topics 

which are unequally distributed. Therefore, class imbalance is observed in the 

ground truth. In the dataset, the ratio of the minority to the majority classes is usually 

around 1 :400, which is quite drastic. To deal with the class imbalance problem, 

semi-supervised learning methods are utilized. Semi-supervised learning is a class 

of supervised learning techniques that also make use of additional unlabeled data to 

better capture the shape of the underlying data distribution and generalize new 

samples more effectively. 

Synthetic Over-Sampling Technique 

[0047] Synthetic Minority Over-Sampling Technique (SMOTE) is used 

as a baseline approach to solve the class imbalance problem. Oversampling is to 

correct for a bias in the original dataset. In SMOTE, the minority class is over­

sampled by taking each minority class sample and introducing synthetic examples 

along the line segments joining all of the k minority class nearest neighbors. 

Depending upon the amount of over-sampling required, neighbors from the k nearest 

neighbors are randomly chosen. 

[0048] For each minority class sample synthetic examples are 

introduced along the line segments joining any/all of the k minority class nearest 

neighbors. Depending upon the amount of over-sampling required, neighbors from 

the k nearest neighbors are randomly chosen. The present system currently uses 

five nearest neighbors. Synthetic samples are generated in the following way: 
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1) Take the difference between the feature vector under consideration and its 

nearest neighbor. 

2) Multiply this difference by a random number between zero and one. 

3) Add it to the feature vector under consideration. 

In this manner, a random point is synthetically introduced along the line 

segment between two specific features. 

Leveraging Document Similarity through Elastic Search 

[0049] One way to solve the class imbalance problem is by increasing 

the ground truth size, but that is difficult as a human-labeled data-set is used. 

Therefore, a semi-supervised method is used to increase the sample size of the 

minority classes. Semi-supervised learning methods also make use of unlabeled 

data for training - typically a small amount of labeled data with a large amount of 

unlabeled data. For every sample in the minority class, we find the top similar 

documents from the database using the elastic search similarity score and add them 

to the training data. 

[0050] Elastic search is a high-performance, full-featured text search 

engine library. Its ranking function is applied to determine how relevant a retrieved 

document is to a given query. The ranking function is based on a combination of 

Vector Space Model and a Boolean model of Information Retrieval. The main idea 

behind this approach is the more times a query term appears in a document relative 

to the number of times the term appears in the whole collection, the more relevant 

that document will be to the query. The elastic search uses BM25 as the default 

ranking function to provide the relevance score to a given search query. BM25 is not 

a single function, rather, a family of TF-IDF like retrieval functions. One of the most 

commonly used scoring functions is described below. Given a query Q, containing 

keywords q1, .. ,qn, the BM25 score of a document Dis 

n f (q;, D). (k1 + 1) 
score(D,Q) = L IDF(q;). IDI 

i=l f(q;, D + k1 • (1 - b + b. avgdl) 

[0051] where[(% D) is q/s term frequency in document D, IOI is the 

length of the document D in words and avgdl is the average document length in the 

text collection from which documents are drawn. k 1 and b are free parameters, 
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usually chosen, in absence of an advanced optimization, as k1 E [1.2, 2.0] and b = 

0.75. IDF(qd is the Inverse document frequency weight of the query term qi. IDF(qd 

is usually computed as: 

N-n(q;) + 0.5 
IDF(q;) = log ( ) S n q; +o. 

where N is the total number of documents in the collection, and n(qd is the number 

of documents containing qi. The semi-supervised relevance score based is 

described by algorithm 2. 

Algorithm 2 Semi-Supervised Learning with Document Similarity (T, Tr (h Tp), F) 

Input: Tags in training set T, Training set Tr with tuple (document titles h tag 

predictions Tp, Frequency of tags in training set F. 

Output: Increased minority class samples from untrained dataset, lms. 

1: Tmin f- array of minority classes 

2: fort in T do 

3: if F(t) < 150 then 

4: T min f- add tag t 

5: for ti in Ti do 

6: tp f- Tp(ti) 

7: if tp in Tmin then 

8: sd f- use relevance score and find top similar documents from untrained 

data 

9: /ms f- add tuple(sd, tp) 

10: /ms f- add Tr 

return /ms 
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FIG. 6 shows the overview of the present system 100. As 

shown, the present system 100 consists of four main modules - data collection 102, 

data-preprocessing 104, feature extraction 106, and classification 108. Spider 

programs are used to crawl dark web forums and human analysts filter these forums 

that are relevant to cyber security domain. On these forum sites, Tor-based 

specialized crawlers are used to traverse the website and retrieve Internet 

documents and related information, such as HTML pages. Each site has a parser 

program that extracts important information, such as fields including a topic title, 

topic content, post content, topic author, post author, author reputation, posted date 

for each title and posts, etc., from HTML pages, all of which is stored on a database. 

In some embodiments, expert analysts use a fraction of this data to prepare ground 

truth by labeling tags to topic titles. In some embodiments, this ground truth may 

form the basis for the next 3 modules to develop the machine learning model. 

[0053] In addition, FIG. 6 shows the data preprocessing 104 steps -

eliminating duplicates in the ground truth, eliminating non-English content in both the 

ground truth and the test data, tokenizing the data, removing stop words, and 

applying stemming and lemmatization processes on the data. 

[0054] Tokenization. Given a sequence of characters, tokenization is 

the task of chopping it up into pieces, called tokens, at the same time throwing away 

certain characters, such as punctuation and non-asci characters. In the meanwhile, 

the useful characters are kept, such as currency symbols, question mark etc. that 

add semantic meaning to the features. 

[0055] Stop Word Removal. Extremely common words that appear in 

most of the documents are of little value in feature extraction. Therefore, these 

common words are removed from the topic titles. 

[0056] Stemming and Lemmatization. Stemming is the process for 

reducing inflected or derived words to their stem, base or root form. Lemmatization 

is the process of grouping together the different inflected forms of a word so they can 

be analyzed as a single item. Lemmatization and stemming are closely related. The 

small difference is that lemmatization uses the context, whereas stemming operates 

on a single word. For example, stemming process reduces the derived words -

"caresses", "ponies" and "cats" to "caress", "poni", and "cat" respectively. On the 
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other hand, lemmatization reduces the derived word "saw" to "see" or "saw" 

depending on whether the use of token was a verb or a noun. 

Description of Software 

[0057] Table 3 provides a summary of a software application 150 that 

may be developed and implemented to perform aspects of the system 100 described 

herein, and version description for each of the possible modules used in the 

application 150. In one embodiment, for data-preprocessing, a module textblob with 

version'0.12.0' was used for part-of-speech tagging and natural language toolkit 

(nltk) library with version '3.2.4' for tokenization, stemming and lemmatization. For 

vectorization, scikit-learn and sklearn version '0.19.0' were used for Tf-lDF feature 

extraction and gensim module version '2.3.0' for doc2vec vectorization. For 

supervised classification, svm was used, decision tree and random forest classifiers 

built in sklearn '0.19.0'. For SMOTE technique, an imblearn module version '0.3.0' 

was used. All the above modules of the application 150 may be developed using 

python '2. 7.13' programming language, but the present disclosure is not limited in 

this regard. To find similar documents using ES, the elastic search version '5.3.2' 

with backend lucene search engine version '6.4.2' was used. All the systems were 

implemented in Linux based Ubuntu 16.04 LTS operating system. 

Module Software 

Data preprocessing textblob '0.12.0' 

Tokenization, Stemming and Natural language 

Lem matization toolkit(nltk) '3.2.4' 

Doc2vec Gensim '2.3.0' 

SVM, the decision tree and scikit-learn '0.19.0' 
random forest classifications 

SMOTE imblearn '0.3.0' 

Table 3: Software Description of the Modules 
(for application 150 shown in FIG. 13). 

Description of Metrics 

[0058] The performance of the classifier models is evaluated based on 

four metrics - precision, recall, F1 score, and percentage of documents titles with at 
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least one correct prediction tag. Precision, recall and F1 scores are calculated for 

each of the tags and for all the tags put together. Table 4 lists the formal definitions 

of precision, recall and F1 scores. Precision score is defined as the fraction of 

correctly predicted document titles from all the predicted document titles. Recall 

score is defined as the fraction of correctly predicted document titles from the total 

number of document titles. F1 measure is the harmonic mean of precision and recall 

score. The precision, recall, and F1 scores were calculated for individual tags and 

for the cumulative of all the tags. 

Metric Formula 

Precision TP 
--
TP+FP 

Recall TP 
--
TP+FN 

F1 2 * 
precision * recall 

precision + recall 

Table 4: EVALUATION METRICS. True Positives (TOP), False Positives (FP), 

False Negatives (FN). 

[0059] The results of different experiments; baseline classifiers, 

classifiers with tag hierarchy considered, and classifiers with semi supervised 

learning technique are described below. 

Results of Baseline Classifier 

[0060] In all the experiments, a training set with topic titles to perform 

10-fold cross validation is used to validate the models. With 10-fold cross validation, 

the ground truth data is randomly partitioned into 10 equal subsample buckets. Out 

of 10 buckets, one bucket is used for testing the model and the rest of the ground 

truth is used for training the model. Each of the 10 bucket subsamples are used for 

testing the model in cross validation. The aggregate of the accuracy scores of k 

scores is used as the final accuracy score. As the ground truth data contains 2,046 

titles, each of the 10 buckets consists of 204 samples for testing and 1,842 for 

training the model. 
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Experiment Preci Recal F1 Percentage of documents 
sion 1% score with at least one correct 

% % prediction 

Baseline Decision trees 58.3 6.41 11.54 24 

Baseline SVM 67.2 8.51 15.1 27.9 

Baseline Random Forest 71.1 11.3 19.7 31.37 

Add parent 71.9 20.2 31.5 46.07 

Remove Child 74 11.4 19.47 43.6 

SMOTE 40.3 30.1 34.4 61.76 

Semi-supervised learning 78.4 21.2 33.1 54.9 
based on Elastic Search 
relevance score 

Table 5: Experimental Results 

[0061] Decision Tree, SVM, and Random Forest were used to perform 

multi-class and multi-label classification. For the decision tree classifier, pruning to 

avoid overfitting was used, by setting the minimum number of samples required at a 

leaf node to 5%. For SVM kernel, a 'one-vs-the-rest' strategy was used with radial 

basis function (rbf) kernel. For the random forest, the number of estimators of the 

tree parameter was tuned and found optimal results when number of estimators is 

200. In the above mentioned setting, the Random Forest performed best with the 

71.1 % precision score and 11.3% recall score. Therefore, Random Forest was used 

as the default classifier for all the experiments. 

Change in Precision and Recall Scores for Each Tag Vs Frequency of Each Tag in 
Training Set for ES Based Semi-supe,vised Technique 

[0062] Three different approaches were used - adding Parent tag, 

removing child tag, combination of adding parent and removing child tag - to 

preserve the tag hierarchy in all tag predictions. 

Adding Parent Tags 

[0063] In every iteration of the K-fold cross validation, if a child tag is 

predicted by the classifier and if the corresponding parent tags in the hierarchy are 
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not predicted, then all the parent tags are added to the prediction list. Adding parent 

tags decreases false negatives and increases true positives. Hence, the recall score 

would increase, but if the child tag is wrongly predicted then the error is propagated 

and increases the false positives, thereby decreasing the precision score. This 

observation reveals that there is a slight decrease in the precision score, but the 

recall score improved significantly from 11.3% to 20.2%. 

Removing Child Tags 

[0064] In every iteration of K-fold cross validation, all predicted child 

tags that did not have all the corresponding hierarchical parent tags are removed. 

This experiment reduces the false positives, thereby increasing the precision. The 

observation from this experiment revealed that the precision increased from 71.1 % 

to 74%, and the recall score did not change from the baseline. 

Combination of Adding Parent Tags and Removing Child Tags (CAR) 

[0065] In this approach, the desire was to regulate the way parent tags 

were added and child tags removed based on the probability of the predicted tag. 

The "add parent threshold" (a) or the "remove child threshold values" (/3) are used in 

order to decide on whether to add or remove a particular tag, respectively. 

[0066] Removing child tags reduces false positives, increasing the 

precision score, while adding parent tags reduces false negatives, increasing the 

recall score. The above experiment was repeated for different "remove child 

threshold" (/3) and "add parent threshold" (a) values. As shown in FIG. 10, with an 

increase in "add parent threshold" (a) value, the recall score increased and precision 

score decreased. Conversely, with an increase in "remove child threshold" value (/3), 

the precision score increased and recall score decreased. The aim was to find an 

optimum increase in F1 score without drastically affecting the precision score by 

tuning the (a) and (/3) values. The best F1 score was achieved when f3 = 0.5 and a 

= 0.9. The corresponding F1 score is 31.9%, precision score is 73.43% and recall 

score is 20.4%. 

Results for Experiments on Class Imbalance 
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[0067] Semi-supervised learning methods were used to solve class 

imbalance problem by making use of unlabeled data for training. For both SMOTE 

and elastic search, we use the ground truth with tag hierarchy and preserve the tag 

hierarchy in prediction list by using a 'combination of adding parent tags and 

removing child tags' method with a= 0.5 and f3 = 0.9. 

SMOTE Semi-Supe,vised Technique 

[0068] In SMOTE, synthetic samples are introduced along the line 

segments joining all of the k minority class nearest neighbors. For experimental 

data, the number of nearest neighbors to construct synthetic samples used is 5. The 

targeted minority classes will be over-sampled to achieve an equal number of 

samples across all classes. With the introduction of synthetic classes, a reduction in 

false negatives and an increase in false positives are observed. Therefore, recall for 

SMOTE increased from 11.3% to 30.1 % and precision decreased from 71.1 % to 

40%. The overall F1 score increased from 19.7% to 34.4%. 

[0069] As shown in FIG. 11, SMOTE technique was most effective in 

increasing the recall score for the tags that have frequencies between 95 to 300 in 

the ground truth. For this range, the average increase in recall for a tag is 23.35%. 

However, this technique is not very useful for the tags that have a frequency fewer 

than 95 or for the tags that have a frequency higher than 300. For these ranges, the 

average increase in recall is just 8.33%. As shown in the Table 5, the percentage of 

documents with at least one correct prediction increased from 31.37% to 61.76% 

with SMOTE semi-supervised learning. 

Elastic Search Based Semi-Supe,vised Technique 

[0070] During experimental testing, the training samples were extended 

of the each minority class by using document similarity score. 

[0071] Using the above procedure, the training samples of each of the 

minority classes is extended to have 500 document titles each. With this approach, 

precision increases from 71.1 % to 78.4%, recall increases from 11.3% to 21.1 %, and 

F1 increases from 19.7% to 33.1 %. Compared to SMOTE, precision increases from 

40% to 78.4% but there is a dip in recall from 30.1 % to 21.1 %. When augmenting 

synthetic samples with the training set using SMOTE technique, it was observed that 
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false negatives decrease and false positives increase with the introduction of 

synthetic samples. However with Elastic Search-based technique, the false 

negatives decrease and true positives increase. 

[0072] As shown in FIG. 12, precision and recall increase for most of 

the tags. This technique is most effective for the tags that had frequencies between 

86 to 318. For this range the average increase in precision is 52% and average 

increase in recall is 12%. For the tags having frequencies below 86, the increase in 

precision and recall is just 2.86% and 5.6% respectively. As shown in Table 5, the 

percentage of documents with at least one correct prediction increases from 31.37% 

to 54.9% with this approach. 

Computer-implemented System 

[0073] FIG. 13 illustrates an example of a suitable computing and 

networking environment (computer system 200) which may be used to implement 

various aspects of the present disclosure, such as the application 150. Example 

embodiments described herein may be implemented at least in part in electronic 

circuitry; in computer hardware executing firmware and/or software instructions; 

and/or in combinations thereof. Example embodiments also may be implemented 

using a computer program product (e.g., a computer program tangibly or non­

transitorily embodied in a machine-readable medium and including instructions for 

execution by, or to control the operation of, a data processing apparatus, such as, for 

example, one or more programmable processors or computers). A computer 

program may be written in any form of programming language, including compiled or 

interpreted languages, and may be deployed in any form, including as a stand-alone 

program or as a subroutine or other unit suitable for use in a computing environment. 

Also, a computer program can be deployed to be executed on one computer, or to 

be executed on multiple computers at one site or distributed across multiple sites 

and interconnected by a communication network. 

[0074] Certain embodiments are described herein as including one or 

more modules. Such modules are hardware-implemented, and thus include at least 

one tangible unit capable of performing certain operations and may be configured or 

arranged in a certain manner. For example, a hardware-implemented module may 

comprise dedicated circuitry that is permanently configured (e.g., as a special­

purpose processor, such as a field-programmable gate array (FPGA) or an 
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application-specific integrated circuit (ASIC)) to perform certain operations. A 

hardware-implemented module may also comprise programmable circuitry (e.g., as 

encompassed within a general-purpose processor or other programmable processor) 

that is temporarily configured by software or firmware to perform certain operations. 

In some example embodiments, one or more computer systems (e.g., a standalone 

system, a client and/or server computer system, or a peer-to-peer computer system) 

or one or more processors may be configured by software (e.g., an application or 

application portion) as a hardware-implemented module that operates to perform 

certain operations as described herein. 

[0075] Accordingly, the term "hardware-implemented module" 

encompasses a tangible entity, be that an entity that is physically constructed, 

permanently configured (e.g., hardwired), or temporarily configured (e.g., 

programmed) to operate in a certain manner and/or to perform certain operations 

described herein. Considering embodiments in which hardware-implemented 

modules are temporarily configured (e.g., programmed), each of the hardware­

implemented modules need not be configured or instantiated at any one instance in 

time. For example, where the hardware-implemented modules comprise a general­

purpose processor configured using software, the general-purpose processor may 

be configured as respective different hardware-implemented modules at different 

times. Software, in the form of the application 150 or otherwise, may include a 

hardware-implemented module and may accordingly configure a processor 202, for 

example, to constitute a particular hardware-implemented module at one instance of 

time and to constitute a different hardware-implemented module at a different 

instance of time. 

[0076] Hardware-implemented modules may provide information to, 

and/or receive information from, other hardware-implemented modules. Accordingly, 

the described hardware-implemented modules may be regarded as being 

communicatively coupled. Where multiple of such hardware-implemented modules 

exist contemporaneously, communications may be achieved through signal 

transmission (e.g., over appropriate circuits and buses) that connect the hardware­

implemented modules. In embodiments in which multiple hardware-implemented 

modules are configured or instantiated at different times, communications between 

such hardware-implemented modules may be achieved, for example, through the 

storage and retrieval of information in memory structures to which the multiple 
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hardware-implemented modules have access. For example, one hardware­

implemented module may perform an operation, and may store the output of that 

operation in a memory device to which it is communicatively coupled. A further 

hardware-implemented module may then, at a later time, access the memory device 

to retrieve and process the stored output. Hardware-implemented modules may also 

initiate communications with input or output devices. 

[0077] As illustrated, the computing and networking environment 200 

may be a general purpose computing device 200, although it is contemplated that 

the networking environment 200 may include other computing systems, such as 

personal computers, server computers, hand-held or laptop devices, tablet devices, 

multiprocessor systems, microprocessor-based systems, set top boxes, 

programmable consumer electronic devices, network PCs, minicomputers, 

mainframe computers, digital signal processors, state machines, logic circuitries, 

distributed computing environments that include any of the above computing 

systems or devices, and the like. 

[0078] Components of the general purpose computing device 200 may 

include various hardware components, such as a processing unit 202, a main 

memory 204 (e.g., a system memory), and a system bus 201 that couples various 

system components of the general purpose computing device 200 to the processing 

unit 202. The system bus 201 may be any of several types of bus structures 

including a memory bus or memory controller, a peripheral bus, and a local bus 

using any of a variety of bus architectures. For example, such architectures may 

include Industry Standard Architecture (ISA) bus, Micro Channel Architecture (MCA) 

bus, Enhanced ISA (EISA) bus, Video Electronics Standards Association (VESA) 

local bus, and Peripheral Component Interconnect (PCI) bus also known as 

Mezzanine bus. 

[0079] The general purpose computing device 200 may further include 

a variety of computer-readable media 207 that includes removable/non-removable 

media and volatile/nonvolatile media, but excludes transitory propagated signals. 

Computer-readable media 207 may also include computer storage media and 

communication media. Computer storage media includes removable/non-removable 

media and volatile/nonvolatile media implemented in any method or technology for 

storage of information, such as computer-readable instructions, data structures, 

program modules or other data, such as RAM, ROM, EPSOM, flash memory or other 
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memory technology, CD-ROM, digital versatile disks (DVD) or other optical disk 

storage, magnetic cassettes, magnetic tape, magnetic disk storage or other 

magnetic storage devices, or any other medium that may be used to store the 

desired information/data and which may be accessed by the general purpose 

computing device 200. Communication media includes computer-readable 

instructions, data structures, program modules, or other data in a modulated data 

signal such as a carrier wave or other transport mechanism and includes any 

information delivery media. The term "modulated data signal" means a signal that 

has one or more of its characteristics set or changed in such a manner as to encode 

information in the signal. For example, communication media may include wired 

media such as a wired network or direct-wired connection and wireless media such 

as acoustic, RF, infrared, and/or other wireless media, or some combination thereof. 

Computer-readable media may be embodied as a computer program product, such 

as software stored on computer storage media. 

[0080] The main memory 204 includes computer storage media in the 

form of volatile/nonvolatile memory such as read only memory (ROM) and random 

access memory (RAM). A basic input/output system (BIOS), containing the basic 

routines that help to transfer information between elements within the general 

purpose computing device 200 (e.g., during start-up) is typically stored in ROM. 

RAM typically contains data and/or program modules that are immediately 

accessible to and/or presently being operated on by processing unit 202. For 

example, in one embodiment, data storage 206 holds an operating system, 

application programs, and other program modules and program data. 

[0081] Data storage 206 may also include other removable/non-

removable, volatile/nonvolatile computer storage media. For example, data storage 

206 may be: a hard disk drive that reads from or writes to non-removable, nonvolatile 

magnetic media; a magnetic disk drive that reads from or writes to a removable, 

nonvolatile magnetic disk; and/or an optical disk drive that reads from or writes to a 

removable, nonvolatile optical disk such as a CD-ROM or other optical media. Other 

removable/non-removable, volatile/nonvolatile computer storage media may include 

magnetic tape cassettes, flash memory cards, digital versatile disks, digital video 

tape, solid state RAM, solid state ROM, and the like. The drives and their associated 

computer storage media provide storage of computer-readable instructions, data 
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structures, program modules and other data for the general purpose computing 

device 200. 

[0082] A user may enter commands and information through a user 

interface 240 or other input devices 245 such as a tablet, electronic digitizer, a 

microphone, keyboard, and/or pointing device, commonly referred to as mouse, 

trackball, or touch pad. Other input devices 245 may include a joystick, game pad, 

satellite dish, scanner, or the like. Additionally, voice inputs, gesture inputs (e.g., via 

hands or fingers), or other natural user interfaces may also be used with the 

appropriate input devices, such as a microphone, camera, tablet, touch pad, glove, 

or other sensor. These and other input devices 245 are often connected to the 

processing unit 202 through a user interface 240 that is coupled to the system bus 

201, but may be connected by other interface and bus structures, such as a parallel 

port, game port or a universal serial bus (USB). A monitor 260 or other type of 

display device is also connected to the system bus 201 via user interface 240, such 

as a video interface. The monitor 260 may also be integrated with a touch-screen 

panel or the like. 

[0083] The general purpose computing device 200 may operate in a 

networked or cloud-computing environment using logical connections of a network 

Interface 203 to one or more remote devices, such as a remote computer. The 

remote computer may be a personal computer, a server, a router, a network PC, a 

peer device or other common network node, and typically includes many or all of the 

elements described above relative to the general purpose computing device 200. 

The logical connection may include one or more local area networks (LAN) and one 

or more wide area networks (WAN), but may also include other networks. Such 

networking environments are commonplace in offices, enterprise-wide computer 

networks, intranets and the Internet. 

[0084] When used in a networked or cloud-computing environment, the 

general purpose computing device 200 may be connected to a public and/or private 

network through the network interface 203. In such embodiments, a modem or other 

means for establishing communications over the network is connected to the system 

bus 201 via the network interface 203 or other appropriate mechanism. A wireless 

networking component including an interface and antenna may be coupled through a 

suitable device such as an access point or peer computer to a network. In a 

networked environment, program modules depicted relative to the general purpose 
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computing device 200, or portions thereof, may be stored in the remote memory 

storage device. 

[0085] It should be understood from the foregoing that, while particular 

embodiments have been illustrated and described, various modifications can be 

made thereto without departing from the spirit and scope of the invention as will be 

apparent to those skilled in the art. Such changes and modifications are within the 

scope and teachings of this invention as defined in the claims appended hereto. 
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1JSPTO !l.l ~N~ce<l~). ~m.appilca!im,. Qor1f~i&<1.!~!ily 1s l}o:,'i'amed b't $ u,S.C; 1U ,1nd 'M Cf:'~ 'l,11 ,m::i ·1,H, i'hls ,:oli~:\.\m !s a~\1maiG;Jto!a~.<s J 1)\ir1Jt<'!Sc (c ~omi::;:~fo, 
fr,c:otlin,\l y<ltl'>E>f!:1g, ~<lMrln,i, $n,:i :iuom1\Un!l ~\o com~!E>~«o a1wltn"1fan l,mll in:th« U$f'1\1. Tir)lfl Wi~ ;,;;;y dapen<Jf~il uQ<tn t~a in~'ll/~ilai ®&e, All~ c<i11i,11,m,\$ I'!! lh<l ~m::,tini 
of ~,)1a \'<l\J iaq,,,.·,no c<tmWrt<I !M~fe.,,,m si1,;,i,-,r.su~f11>~!k>1,,1: fy)i-roduei~!l lhl~ hllri:la;;, ;;noo,~ M ~~nt m ~'1:i, Cl'll,:,f ln!c1m,.,~on onic<lt, .iJJl, Pellmt i>'m:l 1·Mt1am;ii~ Oll"'l., ttS, 
Q!$W,r(m~';\l cf CNitt:;t'it~(;, P.O. a;;~ i,mi, N<'li<.<lMf:$, VA 2231:J·Htitt 0() N(X ~~NI) ffEfr()f{ (X.,MPU\lf.;:tH'ORMS TO TI--!!$ At;tlRSSS. Sf::NO '1'{1: C;:imml\i'sioiier 
for l"at,mts, P.O. Box 1450, Alexandria, VA 22313•1'150, • 

If you need asslslanr:m In completing tr;e form, call 1-BOO-PT0--9199 and select option 2. 

IPR2025-01398 
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Doc Code: PA,. 
Document Description: Power of Attorney 

PTOiAIA/82B (07•'13) 
Approved for lloe through 03/31/2021. 0MB 065HJ025 

U.S. Pate,;t and Trademmi< Offir,e; U.S. DEPARTMENT OF COMMERCE 
UnrJ;,r lhe Paperwo:k Re:ducti,m Ac, of 1995, no pernons are requirnd to respond to a ccl:;.;ct:cn of informatkm unl;,ss i! ,1isplays a ·,;alid 0MB control numb;;r 

••••••••• I hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or 
the boxes below, 

I Appi;oatlon Numbe, Filing Date 
... 

I 16/405i612 05/07/2019 . ..~~~~~~~~~~~~~ 

(Note: The boxes above may be left blank if information is provided on form PT0/AIN82A.) 

0 I hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and 
to transact all business in the United States Patent and Trademark Office connected therewith ior the application referenced in 
the attached transmittal letter (form PT0/AIN82A) or identified above: i 
OR j27148 ...... ~~~~~~~ .... •• -_ •• -· .. -~--•••• :.J 

□ I hereby appoint Practitioner(s) named in the attached !isl (form PT0/AiN82C) as my/our attorney(s) or agent(s), ,rnd to transact 
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the 
attached transmittal letter (form PT0/AIN82A) or identified above. (Note: Complete form PT0/AIN82C.) 

Please recognize or change the correspondence address for the application identified in the attached transmittal 
letter or the boxes above to: 

~ The address associated with the above-mentioned Customer Number 

OR 

□ :t: address associated with Customer Number:[ ............................................... ] 
u Firm or 

Individual Name 

Address 

City I State I I Zip I 
Country 

Telephone I Emaii I 
I am Hie Applicant (if Hie Applicant is a juristic entity, list the Applicant name in the box): 

r»··--
... 

l 
~~~~~ 

0 Inventor or Joint inventor (tit!e not required below) 

□ legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below) 

□ Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer's title if applicant is a juristic entity) 

□ Person Who Otherwise Shows Sufficient Proprietaty interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in the 
application or is concurrentlv beina filed with this documenti (provide siqner's title if applicant is a iuristic entity) 

SIGNATURE of Applicant for Patent 
' ---

The undersigned (whose tiile is supplied below) is authorizecj to act on behalf of ti1e applicant (e.g., where the applicant is a juristic entity). 

Signature f~ .. ,/ ~'{y""'-•'•"' .... ~· I Date (Optional) f 
Name Paulo Shakarian 

Title Inventor 

~ Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33, See 37 CFR 1 .4 for signature requirements 
ana certifications, !f more than m10 applicant, use multipie forms, 

Orotai of forms are submitted, 
- . 
: h!s -..~·q{let;t~<;fi .~·Jf. ~nkXrrt~t;,r;;~ ~~ •~~~~tl~nxi t:'!· .3! ci-~{ 1~ 131: 1.32 1 and ~-.33. : he mforrrn.,tiori ~s r<:ew.Jh·f11°J h.) t~ht&tt) or ;etaJri a b~n~t:t by the publ;c which !$ to n~~l {:t~~rl tJy· H~~ 
USPTO to prcm,ss) an ~pplicalior,: Confidentiality i, governed by :35 U.S.C. 122 emi 37 CFR 1.-11 Bnd '1.14. This mliect;on is s1stirraied to take ~1 min"!es to coff,jl><i\<l, 
includir,g gathering, preparing, and· submitting lhe oorr.pieled application form to the USPTO. Time wi!I vary depending upon ms; indiv:rJu;,I case. Any commec,ts on the amount 
oftima you require to complete t~,is form and/or sugges,:ons for reduc:ng !t,is burden, should be sent to the Chief lnfor:m,tion Off:cer, U.S. Patent and Trndemilfi( Office, U .. S, 
Department cf Commerce, P.O, Sox 1450, .lislexandriB, VA 22313-1450. 00 NOT SEND FEES O:~ COMPL::.TED FORMS TO THIS ADDRESS. :SEND TO: Commissioner 
for Patents, P.O. Box 1450, Alexandria, VA 22:113-1450. 

if you need assistance in completing the form, call ·r-800-PT0-9199 ilnd seiect option 2. 

) 
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Doc Code: PA .. 
Document Description: Power of Attorney P"f0iAIN3213 (07-13) 

Approved ror use through 03/3112021. 0MB 0651-0035 
U.S. Patent and Trademark OffiGe; U S. DEPARTMENT OF COMMERCE 

Under the Paperm,rk Reduction Act of 1995, no persom are required to re,pond to a ml!ection cf i~fc,r,;-;,;tion unie% it displays a val:,1 0MB CCJ:1l1Y,I number 

[ POWER OF ATTORNEY BY APPLICANT 
-· ----
I t1ereby revoke all previous powers of attorney given in the application identified in either the attached transmittal ietter or 
the boxes below. 

Application Number Filing Date 

16/405,612 05/07/2019 
(Note: The boxes above may be left blank if information is provided on form PT0/AIA/82A.) 

I hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and 
to transact all business in the United States Patent and Trademark Office connected therewith for the applicalion referenced in 

:: attached transmittal letter (form PTO/AIA/82A) or identified above: t~·71•4•8----------, .... " ............ :::::::::::::::::::::::::] 

□ I hereby appoint Practitioner(s) named in the attached list (form PT0iAIA/82C) as my/our attorney(s) or agent(s), and to transact 
ali business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the 
attached transmittal letter (form PT0/AIA/82A) or identified above. (Note: Compiete form PT0iAiA/82C.) 

Please recognize or change the correspondence address for the application identified in the attached transmittal 
letter or the boxes above to: 
~ The address associated with the above-mentioned Customer Number 

OR 

□ T~ie address associated vvith Customer Nurnber: ~ ·····················------················· I 
\ t 
t ___________ ---.. ----------------..................................... ~.! 

Address 

City ! State ! ! 
Country 

Telephone ! 
I am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box): 

I I 
[;2] Inventor or Joint Inventor (title not required below) 

0 Legal Representative of a Deceased or Legally incapacitated Inventor (title not required below) 

0 Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer's title if applicant is a juristic entity) 

D Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1 A6(b)(2) was granted in the 
application or is concurrently beinq filed with this document) (eroviq~ s[~ner's tit~_if apoiicant is a juristic entity) 

SIGNATURE of Applicant for Patent 

The undersigned (whose.~i/!s k< w.ipplied \xi!~"'is ,fknqri,imd to act on behalf of the appiicant (e.,g,, where the .,pp!icani. is a juristic ent!ty). 
Tl 6 11.jjj ~ i 4 .. ,#, ... Jt s .I! I I Signature ;,,, j fi. 1m--.. Date (Optional) 

Name Ashkan Aim:1li 

Title Inventor 
NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR ·1 .4 for signature requirements 
and certifications. If more than one applicant, use multiple forms. 

Orotal of forms are submitted. 
·-· .. 

1"1'1i$ ccl!~i~t~Gn ~f ~nh)tffmt~-cn :~ re-qu:re<d.~~·· -3? CFH t. i<H~ i .J~\ and ~ .33. The 1nformat10ri :s rnq,.med ta obh.w1 or rf3ta1n ~ benef:t ~JY the pvt:tir~·'-"-t~·:.tt~~ ~& to-:~i~~ ~;''lrtd ny ~r-'.{t:! 
USP TO t,J prn,:ess) an appiicBt!on, Confidentiality is governed by :35 U,S.C. 122 and 37 CFR 1, 11 BnfJ 1. 4~. Thi$ :-;o!:ect:nn is eslirr.atecl to take 3 minutes to tompt~~~1 .. 
including gathsring. preparing, and submiting the co•~pls!ed applicafon form le th~ USPTO T:rna wil! vary d;,oemiing upon ltit, indiv'duai case. Any m111msnts on ths amount 
of time you requ;m \o complete this fo,m and/or 5uggeslions fer redcc,r,g !hi, burden, shm1:u be senl to ,r,a Chief l:1formetirn1 Ol!':cer, U.S. P;;itent and Trademark Office, U.S. 
Department cf Commerce, P.O. 8cx 1450, Alexandria. I/A 2231~1-1,>50 DO NOT SEND FEES OR COMPLETED FORMS TO THIS 1\DDRESS, SEND TO: Commissioner 
for Piit~nts, P.O. Sr;>< 1450, Alax~ndri<1, VA 22313-145!!. 

If you need ilSsislilnc0 in compieling the form, caii 1-BOO-PT0-9199 and .select opl/011 2. 

l 
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Doc Code: PA.. 
PTOIAINB2B (0/-13) 

Docu rnen t Description: Power of Attorney Approved for use through 03i31l2021. OMB 0651-0035 
U.S. Pa!snt and Trademar~ O!!ics: U.S. DEPARTMENT OF COMMERCE 

Under the Papm,vork RerJuction Act of., 995, no perscns are required to ,espond to a co:lect:on o! infor,,;ati,m cnle.$S il display$ a ,,alid 0MB cc,,,tff,I number 

c:::::::::::: POWER OF ATTORNEY BY APPLICANT ••• J 
I hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or 
the boxes below. 

,-------------------------,--------·---........., 
[ Filing Date 
I 

Application Number 
-----------------~--.~~~~~~~,~~,-~-~-------, 

1514os,612 I os1011201g 
..,._. __________________ ....... .,_.""""""''-'"""''''''''·············-········ 

(Note: The boxes above may be left blank if information is provided on form PT0/AIA/82A.) 

i hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and 
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in 
the attached 1ransmittai letter (form PT0/AIA/82A\ or identified above: r········• .................. .s •••• " .. "··"""" ....................... 1 

OR ' 1_27148 ________ ........................... l 
I hereby appoint Practitioner(s) named in the attached list (form PT0/AIA/82C) as my/our attorney(s) or agent(s), and to transact 
all business in the United States Patent and Trademark Office connected therewith for ihe patent appiication referenced in the 
attached transmittal letter (form PT0/AIAJ82A) or identified above. (Note: Complete form PT0iAl,'V82C.) 

Please recognize or change the correspondence address for the application identified in the attached transmittal 
letter or the boxes above to: 

~ The address associated with the above-mentioned Customer Number 

OR 

□ :t: address associated with Customer Number: L ........ :::::::: ... :::: .............................................. ..I 
·□·"·"· · Firm or 

Individual Name 

Address 

City 

Country 

Telephone 

I State ! 

! Email I 
i am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box): 

I Zip ! 

....-----------------------------------------------~~----------

1~------·----------·I 0 Inventor or Joint Inventor (title not required below) 

0 Legal Representative of a Deceased or Legally lncapacita1ed Inventor (title not required below) 

0 Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer's title if applicant is a juristic entity) 

0 Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1 A6(b)(2) was granted in the 
application or is concurrentlv being filed with this document) (provide si9ner's title if a;:mlicant is a iuristic eniitvi 

SIGNATURE of Applicant for Patent 

The undersigned (whose title is supplied below) is authorized to act on behalf of the appiicant (e.g., where the applicant is a juristic entity). 

Name Ericsson Marin 

Title Inventor 

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements 
and certifications. If more than one applicant. use multiple forms. 

OTotal of forms are submitted. 
Thi~ (,;,t'~~i,<~tK.';~ cf !f:H:m1«ho:~ )~. mq:U~~d 0)~ sr <:rR.· 1~ '13-1~ 1.~~r ,;l?W t·.:t.t "fhs-lC~i~JfHJ~tj,)~ :s rnqu:r8d to fmt2.1n Gf iC\81fl ~ m•":rt~fi( by thf+ ~1;;.~~~(;: wt3:{~n )~ .. ~rd::ij l»i"iti ~~ m;:;: 
USPTO to precess:, an app;ic;,tim;. Ccnfi-:len!iaf;ty is governed by :35 U.S.C. 122 and 37 CFR 1 .11 ;,nrJ 1.14. This collect;nn is r,,timated it, take 3 mir,utes to compi<ilt>. 
including gatr,ering, preparing, amf submitt:ng the co,nple!ed applicalir;ri form ID the US PTO. T:rne w:I! va:y deper1<~ing i;pon th,, individual case .. Ar,y comments m !he amount 
of tlme yau requ!rn to camptete this farm and/or suggestlor\S fer reducw;g this bvrdcr;, ~hc:ukJ be sent :.o the Chief lnfon-r,ation Officer, U.S. Patent and Trade!-Park Office, U,S. 
Department er Commerce, P.O. Box 14~,0. Alexandria. VA 22:11 ~-1,>50 DO NOT SF.ND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner 
for Patents .. P.O. Box 145!), Al,;i!~11drla, VA 22313-145(), 

it'you need assistance in compieting the form, cai! 1-800-PT0-9199 and select option 2. 
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PTOIAIA/01 (06-12) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Palen\ ;;nd Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under tha Paperwork Reduc!!on Act of 1985, no persons are required lo respond to a coliectlon of lnlormatlon unless it displays a valid 0MB control number .. 

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 
APPLICATION DATA SHEET (37 CFR 1,76) 

Title of 
Invention 

SYSTEMS AND METHODS FOR AUTOMAT!CALL Y ASSIGNING ONE OR MORE 
LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK 
WEB 

As the below named Inventor, I hereby declare that 

This declaration 
is directed to: 

The attached application, or 

United States application or PCT International application number 
16l405,612 ------------------------­

filed on 05/07/2019 -~------~·------
The above-identified application was made or authorized to be made by me. 

I berieve that I arn the original inventor or an original Joint inventor of a claimed invention In the application. 

I hereby acknowledge that any willful false statement mads In this declaration Is punishable under 18 U,S,C. 1001 
by fine or Imprisonment oi not more than five (5) years, or both. 

WARNING: 
Petitioner/applicant Is cautioned to avoid submlttlng personal information In documents filed in a patent application that may 
contribute to identity theft. Personal Information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by thei USPTO 
ta support a petition or an application, If this type of personal Information is Included in documents submitted to the USPTO, 
petitioners/applicants should consider redacting such personal Information from the documents before submitting them to the 
USPTO. Petitioner/applicant Is advised that the record of a patent application is available to the public after publication of the 
application (unless a non-publication raqmist In compliance with 37 CFR 1,213(a) is made In the application) or issuance of a 
patent. Furthermore, !he record from an abandoned appilcatlon rnay also be available to the public If the application is 
raferenced in a published application or an issued patent (see 37 CFR 1. 14). Checks and credit card authorization forms 
PTO-2038 submitted for payment purposes are not retained In the application file and therefore are not pubiicly available. 

LEGAL NAME OF INVENTOR 

Note: An application data sheet (PTO/SBi14 or equlvaleni), Including naming ihe entire inventive entity, must accompany tt1ls form or mus! have 
been previously filed. Use an additional PTOIAIA/01 form for aaoh additional Inventor. 

'fr.i~ ~();Jr.-cs;m ot i:i,f(ltm_c,\iw; ls rw.;u!,i;~ ~t J~ µ_s,c, )Hi ;m::l SJ CFR 1,est Tim lnf,;;mmt,en ls 1e::i~~r!.ldk' '1'>llilm w iell.ll!! a lwr;,m t>>' tho p@!k~wn.,~.tt m !.:. l:11qon-0 
l),, Ill» tJSPTO 1,:; prt}<c/S".~} sm &~'t,'sC~lS<ft, C;:mR<.1.,r,ll3lfi>' i~ (lQ~G1;ie,:i Ii}' :.it, 0.$,C, 1n ~r,~ ;i;• CPR 1J 1 l)llt) 1J4. ''fhl~ t.«ti;,d:;.;r; iH<~l~)lil\,~t! .l◊ l;l~~ 1 mim:(<i ~~ 
c~1mpi>lW; m~i,,11ng t,~lll-Min\), pmps.t!f!I), &llil <1:.icmiltil'l,) mll c-0m;.,lolec ap~!iCillk:1> ~'ltm to 11)1,S ~!<.>'Pl(!, Hrnll W!ll "'~I'>' d'<llffi,'.l<llll,)U!)"'n ([11, iil<l.M!l,u&I ~-&S!l; A~ 
~immenw ,m ifiiy ,~mc,mi ~,nim&. )'f.!\l ~~lro le aomj)*t!! till~ w011 ~i,,j/,~<f .~1,'!,g\!c~li<ir<:1_tcn~l.!a~ln9 t~l$ ~l/M,,n, s}Rl\ikl !l,; 1>~"lt lu 11;1> Chi«! 1,,t,;;rm,-,1l:):1 O!ll<ll:tlJ.:S, 
P~ll)>ll ~~,1 Tttidt)n,~rk Oll:i(;.&, tHt f.,ej)<l/1,l'<ll'<r:tn! co-~1<)!<.l,'~$, P,O. H:i~ H!lll, ,'\!<l~llfldna, VA l~$1;MitSt!.. PO NOT m,Ntl fl':6':S CH COMri:.i,;tJ,,'O !'O~MS 'HJ 

THfS ADDRESS. SEND TO: Commlssh:mer for Patentlil, P.O. Box 1450, Alexandria, VA 22313-1450, 
lfyau need i.ssistanm, lri cornpiellng Ifie fvrrn, oall 1-BOO-PT0·9199 ~nd ae/eot option 2. 
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C 

PTO;Al/\101 (06--12) 
/\ppccved tor Llse !h,c,19" 11/~r:;2020. 0MB 0651-0032 

U.S Pater.t and Tradmr,~r, Office; U.S. Dl:YA:~ rMf:NT CF COMMf=RCE' 
Ur.der thG Pap~rwo:-k R.t;oduct:on Act ot H:385: nc per3c:,ns are requ:r::.(.,; to :-es0cnd ~o a celledinn of inff;t·rn;:fa.in ~r.l~ss it dlspL3ys s valid OMl:J ,:.:untro: r.uiWJer 

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 
APPLICATION DATA SHEET (37 CFR 1.76) 

Title of 
Invention 

SYSTEMS AND METHODS FOR AUTOMATICALl Y ASSIGNING ONE OR MORE 
LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK 
WEB 

As the below named inventor, I hereby declare that: 

This declaration 
is directed to: □ 

[I 

The attached application, or 

United States application or PCT international application number, 
161

~-~~-~~-!-~----------------------····••» 

fiied on 05i07/2019 ............................... .. 

Tile above-identified application was made or authorized to be made by me. 

I believe that I am the originai inventor or an originai joint inventor of a claimed invention in tile application. 

i hereby acknowledge that any willful faise statement made in this declaration is punishable under 18 U.S.C. 1001 
by fine or imprisonment of not more than five (5) years, or both. 

WARNING: 
Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may 
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never requirnd by the USPTO 
to support a petition or an application. If this type of personai information is included in documents submitted to tile USPTO, 
petitioners/applicants should consider redacting such persona! information from the documents before submitting them to the 
USPTO. Petitioner/applicant is advised that the record of a patent appiication is available to the public after publication of the 
appiication (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a 
patent Furthermore, the record from an abandoned application may also be available to the public if the appiication is 
referenced in a published application or an issued patent {see 37 CFR 1.14). Checks and credit card authorization forms 
PTO-2038 submitted for payment purposes are not retained in !he application file and therefore are not pubiicly available. 

LEGAL NAME OF INVENTOR 

Note: An application data sheet (PTO/SB/14 or equivalent), inciuding naming the entire inventive entity, must accompany this form or must have 
been previousiy fiied. Use an additionai PTO/AlAi01 form for each additional inventor. 

Th,s co'iection ,Jf :nrorrna!:cn is required bf 35 U .S.C. : 15 B:id 37 CFR 1.53. The i1°1or0reatior. is required lo cb!tFP or rr;tBir. a ,10:;r,fi: r;y the pub'ic which ,s tc file (and 
by t~e USPTO to proc~ss) an application, C:cnf:r;rmtiali,y is g,m,rr:ed r,y 35 U.S.C, 122 Bnd 37 CFR 1.11 and , ,.,.:. Th:s ctillec!ir.irds es:irn8tet1 to take ·1 rnir.ute ,c, 

wmple\;,, ineludi,,g gath0rir.g, pcepBring, and sutimitlir.g !he wrr:pieted <lppl:e;;t.if,r. forr:-: tu ;he USPTO. Tim;i will vary d~~Emdir.g upon ,"e ir.dividual cw«;. Ar.y 
com"'Emts or. the amo1;r,t of time you rr;q:J:re tn ccmplete this form B,,ulor scggestians fo, rndudng thi~ bumr;r,, shucld ,,,-, se1nt le the Chief ;c,formal:cn Office,, U.S. 
;.>atsnt sr.d rrademark Office, U.S [iepar!:110r:t r;f Cc>m:nerce, P.O. Sex 1450, AlexBm,r,a, V/\ 2231:3-14~-0. [10 NOT SENO ffES OR COivWLE.fEO l'rn~,1,:s re 
THIS ADDRESS, SEND TO: Commissioner for Patents, P,O, Box 1450, Alexandria, VA 22313-1450. 

Jf'you need assistance in completing the form, call 1-B00-PTO-9199 and select option 2, 
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PTO/fl:NO·J (06·'12) 
Apr,rm,eci io: use thrcutih 11/30i2020. 0MB 0651-0032 

U.S.. Pa!e~t and Trademark Office; U.S DEPARTMENT OF COMMERCE 
Under !h;: Paper,11ork Reduction Act of 1995. no persons are reqwired to rnspond !o a col;,;ct:cn of information unless it displays a valid 0MB co~t,o: number. 

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 
APPLICATION DATA SHEET (37 CFR 1,76} 

Title of 
Invention 

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE 
LABELS TO DISCUSSION TOPICS SHOWN IN ONLINE FORUMS ON THE DARK 
WEB 

As ihe t;eiow named inventor, I hereby declare that: 

This declaration 
is directed to: 

[] The attached application, or 

[IJ United States application or PCT international application number . 1.6/405,61.2 ........................... . 

fiied on 05/07/2019 

The above-identified application was made or authorized to be made by me. 

I believe that i am the original inventor or an original joint inventor of a claime;j invention in the application. 

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001 
by fine or imprisonment of not more than five (5) years, or both. 

WARNING: 
Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent applk:ation ihai may 
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authorization form PT0-2038 submitted for payment purposes) is never required by the USPTO 
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO, 
petitioners/applicants should consider redacting such personal information from tt;e documents before submitting them to the 
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the 
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a 
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is 
referenced in a pubiished application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms 
PT0-2038 submitted for payment purposes are not retained in t~,e application file and H1erefore are not publiciy available. 

LEGAL NAME OF INVENTOR 

Date (Optional) : ............... ,, .................................... .. 

Note. An application data sheet (PTO/SB/14 or equivalent). inciuding naming the entire itwertive entity. must acccrnpany this form or must have 
been previously flied. Use an additional PTO/Ai/V01 form for each additional inventor. 

This coliect't,n of :nformat'on :s rnqu;,·;,,i by 35 U.S.C. 115 and 37 CFR 1 .. 62-.. The information i, requi,ed to cbta'n '" retain a benefit by the pubiic which is to file (and 
by the US PTO to procasB) ar, applicatit1:i Confidentia;ity is govr;rrir;d by 35 U.S.C. 122 and 37 CFR 1.11 and 1 :14. This co;\ectiori is estimated lo take 1 m;nuts to 
complete, ir,r;biing gathering, preparing, and ~t1b111itting the completed ;ipplita;;tinn form lo liie liSPTO. Tirne wi!I vary d;,r,ending upon t>,e individual case. Any 
comments or; the amount of t;n1e you requ'r8 to complete t~,is form ar,dlor suggestions for redu~ing thi, burden. snould be sent to the C>1ief lnfennalitrn Ofi:cer, U,S. 
Pat.;r,t and Trndemark Office, U.S. Department of Commecce, P.O. Sox ':450, ,'\lexaMr'a, VA 22313-1460. DO NOT SEND l'EES Of~ CO!V:PLETED FORMS TO 
THIS ADDRESS. SEND TO: Commissioner for Patents, P,O, Box 1450, Alsxam:lria, VA 2231:M450. 

Jf you nesri m;sfstemca in comp/Gtirrg the form, cBlJ 1-BQO-PTO-fH99 and s~iaei' opric.-n 2. 
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DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN 
APPLICATION DATA SHEET (37 CFR 1.76) 

Title of 
Invention 

SYSTEMS AND METHODS FOR AUTOMATICALLY ASSIGNING ONE OR MORE 
LABELS TO DISCUSSION TOPICS SHOWN IN ONUNE FORUMS ON THE DARK 
WEB 

As !he below named inventor. I hereby deciare that: 

This declaration 
is directed to: 

[] The attached application, or 

lll United States application or PCT international application number .16l40S,612 

filed on_ 05/07_/_2_0_19 ______________ "" 

The above-identified application was made or authorized to be made by me. 

i believe that I am t~;e original inventor or an original joint inventor of a c!aimed invention in the application. 

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001 
by fine or imprisonment of not more than five (5) years, or both. 

WARNING: 
Petitioneriapplicant is cautioned to avoid submitting personal information in documents filed in a patent application that may 
contribute to identity theft. Persona! information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO 
to support a petition or an appiicatior.. If this type of personal information is inciuded in documents submitted to the US PTO, 
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the 
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the 
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a 
patent. Furthermore, the record from an abandoned application may also be available to the pubiic if the application is 
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms 
PTO-2038 submitted for payment purposes are not retained in the application me and therefore are not publicly available. 

LEGAL NAME OF INVENTOR 

Inventor:, Ericsson __ Marin______________ __ ... .. ................................................ Date (Optional):. 05/23/2019 

Signature: C~n, S~ ~ 

Note: An application data sheet (PTO/88/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have 
been previously filed. Use an additional PTO/AIN01 form for each additional inventor. 
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Pa,0rat Brid TrarJr,rns,:k O::b,, U.S. D,,;,r,rt,,,;;;;t of Ccic,,msroe. PD. Box ·J4SG, Alexar.dri;i, VA. 2231J-s,:50. DO !·,OT SF.:1·,D Ff.F.S OR COMPLETED FORMS TO 
n,:s .S.DDRf.SS SEND TO: Commission0r for P;itant$, P.O. Sox 1450, Alei<<1ndria, VA 22313,1450. 
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applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set 
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Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 
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EFS Web 2.1.17 

IPR2025-01398 
CrowdStrike EX1002 Page 81



Application Number 16405612 

Filing Date 2019-05-07 

INFORMATION DISCLOSURE First Named Inventor I Revanth Patil 
STATEMENT BY APPLICANT 

Art Unit 2658 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Richemond Dorvil 

Attorney Docket Number 055743-621457 M18-191P 

8 Breiman, et al., "Random forests-classification description", Department of Statistics, Berkeley 2 (2007). □ 

9 
Chawla, et al., "Smote: synthetic minority over-sampling technique", Journal of artificial intelligence research 16, 321-

□ 357 (2002). 

10 Chertoff, et al., "The impact of the dark web on internet governance and cyber security'', (2015). □ 

11 Dekel, et al., "Multiclass-multilabel classification with more classes than examples", Proceedings of the Thirteenth 
□ International Conference on Artificial Intelligence and Statistics, pp. 137-144 (2010). 
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1 See Kind Codes of USPTO Patent Documents at 'NWw.USPTO,GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
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CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
D from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 

information disclosure statement. See 37 CFR 1.97(e)(1 ). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

D See attached certification statement. 

D The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

[!] A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4( d) for the 
form of the signature. 

Signature /Ari M. Bai/ Date (YYYY-MM-DD) 2020-08-17 

Name/Print Ari M. Bai Registration Number 38726 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 
U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, 
magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request 
involving an individual, to whom the record pertains, when the individual has requested assistance from the Member with 
respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the 
information in order to perform a contract. Recipients of information shall be required to comply with the requirements of 
the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may 
be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to 
the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of Nationa 
Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/ 
her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to recommend 
improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such 
disclosure shall be made in accordance with the GSA regulations governing inspection of records for this purpose, and 
any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the 
application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be 
disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an applicatior 
which became abandoned or in which the proceedings were terminated and which application is referenced by either a 
published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement 
agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

EFS Web 2.1.17 

IPR2025-01398 
CrowdStrike EX1002 Page 85



-;;;;;;;;;;;;; 
iiiii,ii; 

-
----

-
= -

(12) lNTl.'.RNAHONAl. APPLICATION PURl.lSHJ'.lJ CNDER THI'. PATENT COOPt~RAHON TRKATY (PCT) 

(19) World inteilectua! Property 
Organization 

International Bureau ~ 
~ 

1111111111111111 lillll lllll 11111 lllil 111111111111111 lllil 11111111111111111111111111 ill! 11111111 

(10) International Publication Number 

\VO 2019/089389 Al (43) International Publication Date 
09 May 2019 (09.05.2019) WIPOI PCT 

(51) International Patent Cla~sifirntion: 
G06F 11100 (2006.0l) G06F 12114 (2006 01) 
G06F 12/Ui (2006 01) 

(21) International Application Numbe1·: 
PCT/lJ S2018/057812 

(22) lntenrntional Filing Date: 
26 Ocloher 2018 (26.10.2018) 

(25) ]<'iling Language: English 

(26) Publication Language: English 

(30) Priority Data: 
62/581. 123 03 Novcmbu 2017 (03.ll.20l7) [JS 

(71) Applicant (for alt designated Slates except US); ARl-
2'.0NA BOARD O.F REGJ~NTS ON REHALJ' OF ARI­
ZONA STATE UNlVERSITY [US/US], 699 S Milis Av­
enue. Suite 601. Room 691AA. Tempe, Arizona 85281 
(US). 

('72) inventors; and 
(71) A11plic:mt, (for W,onM: SHAKARIAN,Pau!o [US/USJ; 

c/o AR.lZONA BOAJ1D OF REGENTS ON BEHALF 
OF ARlZOI\A STATE UNIVERSITY, 699 S. 1'vlills Av­
enue, Suite 601, Room 691AA, Tempe, Arizona 85281 

(US). ALMUKAYNTZI, Mohammed [SA/US]; c/o ARI­
ZONA BOARD OF REGENTS ON BEHALF OF ARI­
ZONA STATE 1:NTVERSITY. 699 S. :viills lwenue. 
Suite 601, Room 69lAA, Tempe, Arizona 85281 (lJS). 
SHAKARL.\N, Jana [US/CS]; c/o ARIZONA BOARD 
OF REGENTS ON BEHALF OF ARlZONA STATE 
UNIVERSITY, 699 S. Mills Avenue, Suite 601, Room 
(j9JAA, Tempe, Arizona 85281 (US). NUNES, Erk 
[IN/l;SJ; c/o f,JUZONA BOARD OF REGENTS ON BE­
HALF OF ARIZONA STATE UNIVERSrIY 699 S. Mills 
Avenue, Suite 60L Room 69lAA, Tempe, Arizona 85281 
(US}. DHARAIYA, Krishna llN/USJ; c/o ARIZONA 
BOARD OF REGENTS OK BEHALF OF ARIZONA 
STATE (;NIV13RSlTY, 699 S. Milis Avenue. Suite 60L 
Room 69!AA, Tempe, Arizona 852Xl tUS). SENGIJT­
TUVAN, Mano.i Balasuhram:miam [IN/CSL c/o ARI­
ZONA BOARD OF REGENTS ON BEHALF OF ARI­
ZONA ST ATE Ul\TVERSTTY, 699 S. Mills Avenue, Suite 
601, Room691AA, Tempe. A1iwna85281 (l:S). GRllWIW, 
Alexander [USiUSJ: c/o ARIZONA BOARD OF REGEN­
TS ON BEHALF OF AR[ZONA STATE UNIVERSITY, 
699 S. Mills Avenue, Snite 601, Room 691 AA, Tempe, Ari­
zona 85281 (US). 

(54) Title: SYSTEMS AND l\llETHODS FORPRlORITIZil\G SOFTWAI?E VTJLNERABILITIES FOR PATCHING 

100\ 

APPLICATION 
12< 

FIG.1A 

110 

(57) Abstract: Various embodiments for predicting which software vulnerabilities will be exploited by malicious hackers and hence 
prionti.zed by patching are disclosed. 

[C~ontinued on next page] 
IPR2025-01398 

CrowdStrike EX1002 Page 86



\Vo 2 o 19 /08 9 38 9 A I 11111111111111 Ii llllil lllil 11111 lilll llll I Ii Ill 111111111111111 ilill illll illl 11111111111 illl 1111 

(74) Agrnt: BAI, Ari et al.; POLSINELU PC l 00 South Fourth 
SttC(;l. Suite 1000, St Louis, Missoun 63102- [825 ([JS). 

(81) Designated States (unless ulherwise mdicaled, fiJJ' ever:v 
kind of 1/alional prorection available): AE, AG, AL, Al\11, 
AO, AT, AU. AZ. BA, BB, BG, BH, BN, BR, BW, BY, BZ, 
CA. CH. CL. CN. CO, CR CU, CZ. DE. DJ, DK, DM, DO. 
DZ, EC, EE, EG, ES, FJ, GB, GD, GE, GH, GM, GT, HN, 
HR, HU, m, [L, IN, IR., IS, JO, JP, KE, KG, KH, KN, KP, 
KR. KW: KZ, LA, LC. LK. LR, LS, LU, LY. :'viA, IYID, ME, 
MG, MK, MN, MW, MX. MY, l'v1Z, NA, NG, NT, NO, NZ. 
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, Rll, R\V, SA, 
SC. SD, SE. SG, SK, SL, SM, ST, SY, SY. TH, TJ. TM, TN, 
TR, TT. TZ, UA. lJG, US, UZ, VC. VN, ZA, ZM, ZW 

(84) Designated States (unless otherwise indicated, jbr cvcrv 
kind of regional 1-wotection available): A .. RL?O (B-V{: GR, 
(3M, KE, LR. LS, MW, \1Z, NA. RW, SD, SL, ST, SZ. TZ, 
UG, ZM, Z\V). Eurasian (AM, AZ. BY, KG, KZ, RU. TJ, 
TM), European (AL, AT, BE, BG, CH, CY, CZ. DE, DK. 
EE. ES. FI, FR GB, GR. HR, HU. IE, lS. IT, LT, LU, LV, 
IVlC, MK. ,\1T, NL, NO, PL, PT, RO, RS, SE. Sl, SK, SM, 
TR). OAPI (BF. BJ, CF, CG, CI, CM, C,A. GN, GQ, GW, 
KJ\.{ ML. !-.TR. NE. SN. TD. TG). 

Published: 
- with intematio11al search report (Art. 21 (3)! 

IPR2025-01398 
CrowdStrike EX1002 Page 87



WO 2019/089389 PCTIUS2018/057812 

SYSTEMS AND METHODS FOR PRIORITIZING SOFTWARE 
VULNERABILITIES FOR PATCHING 

CROSS REFERENCE TO RELATED APPLICATIONS 

[0001] This is a PCT application that claims benefit to U.S. provisional 

application serial number 62/581, 123 filed on November 3, 20i 7 which is 

incorporated by reference in its entirety. 

GOVERNMENT SUPPORT 

[0002] This invention was made with government support under 

Contract No. N00014-15-1-2742 from the Office of Naval Research and Contract No. 

FA8750-16-C-0012 from the Intelligence Advanced Research Projects Activity 

(IARPA). The Government has certain rigtlts in the invention. 

FIELD 

[0003] The present disclosure generally relates to assessing the 

likelihood of exploitation of software vulnerabilities, and in particular to systems and 

methods for predicting which software vulnerabilities will be exploited by malicious 

hackers and hence prioritized by patching. 

BACKGROUND 

[0004] An increasing number of software vulnerabilities are discovered 

and publicly disclosed every year. In 2016 alone, more than 10,000 vulnerability 

identifiers were assigned and at least 6,000 were publicly disclosed by the National 

Institute of Standards and Technology (NIST). Once the vulnerabilities are disclosed 

publicly, the likelihood of those vulnerabilities being exploited increases. With limited 

resources, organizations often look to prioritize which vulnerabilities to patch by 

assessing the impact it will have on the organization if exploited. Standard risk 

assessment systems such as Common Vulnerability Scoring System (CVSS), 

Microsoft Exploitability Index, Adobe Priority Rating report many vulnerabilities as 

severe and will be exploited to be on the side of caution. This does not alleviate the 

problem much since the majority of the flagged vulnerabilities will not be attacked. 

[0005] Further, current methods for prioritizing patching vulnerabilities 

appear to fall short. Verizon reported that over 99% of breaches are caused by 
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exploits to known vulnerabilities. Cisco also reported that "The gap between the 

availability and the actual implementation of such patches is giving attackers an 

opportunity to launch exploits." For some vulnerabilities, the time window to patch 

the system is very small. For instance, exploits targeting the Heartbleed bug in 

OpenSSL were detected in the wild 21 hours after the vulnerability was publicly 

disclosed. Hence, organizations need to efficiently assess vulnerabilities that will be 

exploited in the wild while keeping the false alarm rate low. 

[OOOG] NIST provides the National Vulnerability Database (NVD) which 

comprises of a comprehensive list of vulnerabilities disclosed, but only a small 

fraction of tl1ose vulnerabilities (less than 3%) are found to be exploited in the wild - a 

result confirmed in the present disclosure. Further, previous work has found that the 

CVSS score provided by NIST is not an effective predictor of vulnerabilities being 

exploited. It has previously been proposed that other methods such as the use of 

social media, darkweb markets and certain white-hat websites would be suitable 

alternatives. However, this previous work has its limitations. For instance, 

methodical concerns on the use of social media for exploit prediction were recently 

raised; data feeds for proactive exploit prediction were limited to single sites that 

provided a relatively small number of predictions; and other work demonstrates the 

viability of data collection but does not quantify the results of prediction. 

[0007] It is with these observations in rnind, among ott1ers, that various 

aspects of the present disclosure were conceived and deveioped. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1A is a network diagram illustrating an exemplary 

computer-implemented system for implementing vulnerability prediction as described 

herein, according to aspects of the present disclosure; 

[0009] FIG. 18 is a simplified block diagram showing a first 

embodiment (embodiment A) of the exploit prediction model, according to aspects of 

the present disclosure; 

[0010] FIG. 2 is a graphical representation showing the vulnerabilities 

disclosed per month, according to data examined by embodiment A and aspects of 

the present disclosure; 

[0011] FIG. 3 is a graphical representation of the day difference 

between Common Vulnerabiiities and Exposures (CVE.) first published in the 

2 

IPR2025-01398 
CrowdStrike EX1002 Page 89



WO 2019/089389 PCT/US2018/057812 

National Vulnerability Database (NVD) and Symantec attack signature date vs. the 

fraction of exploited CVE's on NVD reported, according to data examined by 

embodiment A and aspects of the present disclosure; 

[0012] FIG. 4 is a graphical representation of a day difference between 

proof-of-concept CVE first mentioned and Symantec attack signature date vs. the 

fraction of exploited CVE's on ExploitDB (EDB) reported, according to data 

examined by embodiment A and aspects of the present disclosure; 

[0013] FIG. 5 is a graphical representation of the day difference 

between CVE first mentioned in darkweb and deepweb and Symantec attack 

signature date vs. the fraction of exploited CVE's on darkweb and deepweb reported, 

according to data examined by embodiment A and aspects of the present disclosure; 

[0014] FIG. 6 is a graphical representation of the most exploited 

vendors, according to data examined by embodiment A and aspects of the present 

disclosure; 

[0015] FIG. 7 is a graphical representation showing the percentage of 

vulnerabilities mentions in each language and the percentage of the exploited 

vulnerabilities mentioned in each language, according to data examined by 

embodiment A and aspects of the present disclosure; 

[0016] FIG. 8 is a graphical representation of a precision-recall curve 

for proposed features for Microsoft-Adobe vulnerabilities, according to data 

examined by embodiment A and aspects of the present disclosure; 

[0017] FIG. 9 is a graphical representation of a precision and recall for 

classification based on CVSS base score version 2.0 threshold, according to data 

examined by embodiment A and aspects of the present disclosure; 

[0018] FIG. 10 is a graphical representation of a precision-recall curve 

for ciassification based on CVSS score threshold (RF), according to data examined 

by embodiment A and aspects of the present disclosure; 

[0019] FIG. 11 is a graphical representation of a ROC curve for 

classification based on Random Forest classifier, according to data examined by 

embodiment A and aspects of the present disclosure; 

[0020] FIGS. 12A and 128 are graphical representations of an ROC 

curve using strategy 1 and strategy 2, respectively, according to data examined by 

embodiment A and aspects of the present disclosure; 
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[0021] FIG. 13 is an overview of the prediction model, according to 

aspects of the present disclosure; 

[0022] FIG. 14 is a simplified block diagram that illustrates a second 

embodiment (embodiment B) of U1e exploit prediction model, according to aspects of 

the present disclosure; 

[0023] FIG. 15 is a histogram showing vulnerabilities represented per 

year from NVD, DW and Symantec, according to aspects of the present disclosure; 

[0024] FIG. 16 is a graphical representation showing an ablation test, 

according to aspects of the present disclosure; 

[0025] FIG. 17 is a graphical representation showing test results on 

individual feature sets, according to aspects of the present disclosure; and 

[0026] FIG. 18 is a simplified block diagram showing an example of a 

computing system that may implement various services, systems, and methods 

discussed herein. 

[0027] Corresponding reference characters indicate corresponding 

elements among the view of the drawings. The headings used in the figures do not 

limit the scope of the claims. 

DETAILED DESCRIPTION 

[0028] In tt1e present disclosure, the ability to predict exploits in H1e wild 

is examined using cyber threat intelligence feeds comprised from a variety of data 

sources or data feeds. This problem is of direct relevance to patch prioritization. 

Referencing data gathered or othervvise accessed from darkweb and deepweb (DW) 

and conducting much analysis on data feeds collected from various online sources 

(e.g., SecurityFocus, Talas), and after over one hundred interviews with 

professionals working for managed security service providers (MSSP's), firms 

specializing in cyber risk assessment, and security specialists working for managed 

(IT) service providers (MS P's), many sources of data were identified that were 

representative of current threat intelligence used for vulnerability prioritization -

examples being presented in FIG. 13. Amongst those, three are examined in 

embodiment A: (1) Exploit.DB (EDB) contains information on proof-of-concepts for 

vulnerabilities provided by security researchers from various biogs and security 

reports, (2) Zero Day Initiative (ZDI) is curated by a commercial firm called 

Tipping Point and uses a variety of reported sources focused on disclosures by 
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various software vendors and their security researct1ers, and (3) a collection of 

information scraped from over 120 sites on the dari<web and deepweb (OW) sites. 

The intuition behind each of these feeds was to not only utilize information that was 

aggregated over numerous related sources, but also to represent feeds commonly 

used by cybersecurity professionals. 

[0029] The present disclosure demonstrates the utility of the developed 

machine learning models described herein in predicting exploits in the wild with True 

Positive Rate (TPR) of 90'Yo while maintaining the False Positive Rate (FPR) less 

than 15% for a sample data examined by embodiment A. The present disclosure 

also compares the present system embodiment A to recent benchmarks for exploit 

prediction, demonstrating the achievement of significant high precision whiie 

maintairnng the recall under the assumptions made in the present disclosure. The 

performance of variants of the present embodiment A was also examined in the case 

wl1en temporal mixing is controlled, and in the case where only a single source is 

used. Robustness against adversarial data manipulation is also discussed. 

[0030] Using vulnerability mentions on EDB, ZDI, and OW, the present 

disclosure further describes the increase in tl1e vulnerability exploitation likelit1ood 

over vulnerabilities only disclosed on NVD. In addition, the present disclosure 

provides results that demonstrate the likelihood of being exploited given vulnerability 

mention on EDB is 9%, ZDI is 12% and DW is 14% as compared to NVD, wt1ict1 is 

2.4%, and explains the availability of such information relative to the time an exploit 

is found in the wild. 

[0031] The present disclosure also analyzes exploited vulnerabilities 

based on various other features derived from these data sources such as language 

used. It is specifically noted that Russian language sites on the darkweb discuss 

vulnerabilities that are 19 times more likely to be exploited than random, which was 

greater than other languages examined. Further research was made regarding the 

probability of exploitation with regard to both data sources and the vendor of the 

vulnerable software. 

[0032] The present disclosure also presents an embodiment 

(embodiment B) that leverages machine learning techniques on features derived 

from the social network of users participating in darkweb/deepweb (OW) forums, as 

well as features derived from the National Vulnerability Database. It specifically 

demonstrates the viability of user connectivity metadata in predicting the likelihood of 
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vulnerability exploitation wiH1 an F1 measure of 0.67 for a subset of software 

vulnerabilities ment,oned in OW. 

Vulnerability and Exploits 

[0033] Vulnerability is a weakness in a software system that can be 

expioited by an attacker to compromise the confidentiality, integrity or availability of 

the system to cause harm. The National Institute of Standards and Technology 

(NIST) maintains a comprehensive list of publicly disclosed vu!nerabilities in its 

National Vulnerability Database (NVD). NVD also provides information regarding the 

target softwares (CPE), severity rating (CVSS) in terms of expioitability and impact 

and the date the vulnerability was published. 

[0034] An exploit is defined as a piece of code that modifies the 

functionality of a system using an existing vulnerability. We term the exploits that 

have been used to target systems in real-world by an attacker as real-wortd exploits. 

On the other hand, proot-of--concept exploits are developed to verify a disclosed 

vulnerability and migl1t require addition of functionalities to be used in a real-world 

attack. Proof-of-concept exploits that are identified in the wild (real-world attacks) fall 

under real-world exploits. Although the chances of detecting real-world exploits if 

proof-of-concept is already present is r1igh since attackers have a template assisting 

on implementing exploits, presence of proof-of-concept does not imply that it has 

been used in U1e wild. 

Technical Challenges 

[0035] There are known technical challenges including mett1odolog,cal 

issues with previous exploit prediction rnett1ods and studies. It is also noted that 

there is a balance between ensuring an evaluation is conducted under real-world 

conditions and conducting an evaluation on an adequate sample size. A review of 

some of these challenges is discussed below. 

[0036] Class Imbalance. As described herein, around 2.4% of the 

reported vulnerabilities are exploited in real world attacks. This skews the 

distribution towards one class i.e. not exploited in the prediction prob!em. In such 

cases, standard machine learning approad1es favor the majority class leading to 

poor performance on the minority class. The present disclosure examines over­

sampling techniques (namely SMOTE) only on the training dataset to account for 
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data with sever class imbalance and avoid making H1e classifier always favor the 

majority class. Only a marginal improvement is observed for some classifiers, while 

other classifiers have been negatively affected when tested on unsampled data. 

[0037] Evaluating Models on Temporal Data. Macl1ine learning 

models are evaluated by training the model on one set of data and then testing the 

model on another set that is assumed to be drawn from the same distribution. The 

data split can be done randomly or in a stratified manner where the class ratio is 

maintained in both training and testing. Yet, exploit prediction is a time dependent 

prediction problem. Hence splitting the data randomly, violates the temporal aspect 

of the data as events that happen in the future will now be used to predict events that 

happen in the past, wt1ich violates the sequential nature of vulnerability disclosure 

events. This leads to temporal intermixing of the data. In the results described and 

related to the embodiment systems presented in this disclosure, this temporal mixing 

was reduced or avoided in most experiments. However, in certain experiments, 

where sample size is very small, experiments were included where this is not 

controlled (as one of our ground-truth sources does not have date/time information). 

It was explicitly noted when U1is was the case. 

[0038] Vulnerabilities Exploited Before Disclosure. For exploit 

prediction, the goal is to predict whether a disclosed vulnerability will be exploited in 

tt1e future or not. Few vulnerabilities are exploited before they are disclosed, r1ence 

prediction for such vulnerabilities does not add any value to the goal of the problem. 

That being said, predicting exploits that have already been used in attacks is 

important because not all vulnerabilities are patched in a timely manner. Knowing 

what vulnerabilities are exploited in the wild can help organizations with their cyber 

defense strategies. 

[0039] Limitations of Ground Truth. Attack signatures identified for 

exploits that were detected in the wild are reported by a well-known cyber defense 

firm, called Symantec. These are used as ground truth for the exploited 

vulnerabilities when evaluating the present embodiments described herein. This 

ground truth Is not comprehensive as the distribution of tl1e exploited vulnerabilities 

over software vendors is found to differ from that for overall vulnerabilities (i.e., 

vulnerabilities affect products run on Microsoft have well coverage as compared to 

other OS vendors) Although this source has coverage limitations, it was found to be 

the most reliable source for exploited vulnerabilities since it reports attack signatures 
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for known vulnerabilities. To avoid over-fitting the machine learning model on this 

not-so-representative ground truth, the software vendor was omitted from the set of 

features that were examined in all experiments. 

EXPLOIT PREDICTION fAODEL 

[0040] Predicting the likelit1ood of vulnerability exploitation U1rough the 

usage of machine learning techniques has interesting security implications in terms 

of prioritizing which vulnerabilities need to be patched first to minimize risk of 

cyberattack. FIG. 13 provides an overview of an exploit prediction model proposed 

by the present disclosure; while FIG. 1 B gives an overview of a first embodiment A 

of the exploit prediction model, and FIG. 14 gives an overview of a second 

embodiment B of the exploit prediction model 

[0041] Referring to FIG. 1A, an exemplary computer-implemented 

system (hereinafter "system") 100 for implementing functionality associated with 

exploit prediction is shown. The system 100 may be utilized to implement the 

embodiment A described herein, and/or the embodiment B described l1erein, or other 

such embodiments or models for exploit prediction. In general, the system 100 

describes the configuration of at least one computing device for implementing the 

functionality associated with the exploit prediction embodiments described l1erein. 

[0042] Specifically, in some embodiments, the system 100 may include 

and/or generally support functionality defined by an application 102, defining 

functionality associated witr1 features of the exploit prediction model described 

herein. The application 102 may be hosted on or othervvise implemented using one 

or more of a computing device 104, which may include a server, controller, a 

personal computer, a terminal, a workstation, a portable computer, a mobile device, 

a tablet, a mainframe, or other such computing device. 

[0043] By installing, executing, or otherwise impiementing the 

application 102, the computing device 104 is configured for administering, 

processing, and providing access to aspects of the application 102 via a network 

106, which may include the Internet, an intra net, a virtual pnvate network (VPN), and 

the like. In some embodiments, a cloud (not shown) may be implemented to execute 

one or more components of the system 100, In addition, aspects of tt1e system 100 

and/or the application 102 may be provided using platform as a service (PaaS), 
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and/or software as a service (SaaS) using e.g., Amazon Web Services, or other 

distributed systems. 

[0044] As further indicated in FIG. 1A and described !1erein, the 

computing device 104 and ti1e application 102 may access information from one or 

more data sources 11 O or data feeds. The application 102 may further implement 

functionality associated with the expioit prediction model defined by various modules: 

narnely, a feature sets 112 module, an algoriU1ms module 114, a class labels module 

116, a classification model moduie 117, an exploitation outputs module 118 and an 

estimation outputs module 119. The aforementioned modules are merely exemplary 

and it is contemplated that the application 102 may define any number of related 

modules or features for implementing the functionality of the exploit prediction model 

described herein. Further, at least some features of the application 102 may be 

made available to a plurality of user devices 120 in communication witt1 tt1e 

computing device 104 of the system 100 and/or the local computing device 108 via 

the network 106. 

[0045] The embodiments present in this disclosure consist of the 

following four phases, illustrated in FIG. 13: 

• Obtaining Data (202}: Three of the data sources 110 are utilized in addition 

to NVD in embodiment A of t~1is disclosure. n1ese data sources include EDB 

(ExploitDB), ZDI (Zero Day Initiative) and data mined from DW (darkweb and 

deepnet) markets and forums focusing on malicious hacking. On the other 

hand, only a sample of DW sites may be used to show the viability of features 

derived from the properties of social network of users discussing 

vulnerabilities in DW as presented in embodiment B of this disclosure. 

• Computing Features and Class labels (Generating Classification Models 

{204)}: Features are extracted from each of the data sources 110. The 

features include, but are not limited to, bag of words features for vulnerability 

description and discussions on the DW, binary features which checks for the 

presence of proof-of-concept exploits in EDB, vulnerability disclosures in ZDI 

and DW. Additional features are included from NVD namely, CVSS score, 

CVSS vector, and CWE. The class labels are determined based on a ground 

truth data, which comprise a set of attack signatures of exploits detected in 

9 

IPR2025-01398 
CrowdStrike EX1002 Page 96



WO 2019/089389 PCT/US2018/057812 

tt1e wild, along with description of vulnerabilities leveraged by these exploits. 

This data may be obtained from Symantec. 

• Training the Classification Models (205) 

• Computing the likelihood of Exploitation (206): In all embodiments 

presented in this disclosure, the problem is viewed as a binary classification 

problem, and several standard supervised machine learning approaches were 

evaluated and may be implemented. 

• Generating Estimation Outputs (208): Different algorithms can be used to 

present the results of the likelihood of exploitation. Among which are 

rescaling the results, ranking vulnerabilities, categorizing vulnerabilities under 

pre-determine categories. 

Data Sources (110) 

[0046] The present disclosure contemplates the combination of 

vulnerability and exploit information from multiple open source databases, namely: 

The National Vulnerability Database (NVD), The Exploit Database (EDB), Zero Day 

Initiative (ZDI), Darkweb database collected from mining darknet marketplaces and 

forums. For experiments related to the described model examined with respect to 

embodiment A, efforts were concentrated towards vulnerabilities disclosed in 2015 

and 2016. Table 1 shows the vulnerabilities identified from each of the data sources 

between 2015 and 2016 as well as the number of vulnerabilities that were exploited 

in real-world attacks The exploited vulnerabilities are used as ground truth for the 

described prediction experiments. A brief overview of each of the data sources used 

in embodiment A, including ground truth, is provided. 

· ·························x··············--·······-·.···-·-·-·-·-·-·.·.· .. ·.·.·.·-·-r--"'"""•"•"••·-. .. , . :• 

D;!;tahMli" ! Vi,h:.~rnhiH:H11;:~ \ :E::a:pfoit<lld j % lh;:_pki!.fod ! 
·""'m:::~?::~ ····~ rn.598 ______ ..... J""' '.!M • •• J ..... "2A% __ J 
~ ~;::-- + :: j ~~] 
, .. -----~,~~~-"- :1~/11 __ ....... " L__ 1rn ! __________ :~Y~~ ___ .. ____ j 

[0047] NVD. The National Vulnerability Database maintains a 

database of publicly disclosed vulnerabilities each one identified using a unique 
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CVE-ID. Vulnerabilities were collected as disclosed between 2015 and 2016. The 

resulting dataset is comprised of 12598 vulnerabilities. FIG. 2 shows the mont!1 wise 

disclosure of vulnerabilities. At the time of data collection there were only 30 

vulnerabilities disclosed in December 2016, hence the small bar at tr1e end of 2016 

For each vulnerability, its description, CVSS score and vector are gathered. 

Organizations often use the CVSS score to prioritize which vulnerabilities to patch. 

The CVSS vector lists the components from which the score is computed. The 

components of the vector include Access Complexity, Authentication, Confidentiality, 

Integrity and Availability. Access complexity indicates how difficult is to exploit the 

vulnerability once the attacker has gained access to the target system. It is defined 

in terms of three levels· High, Medium and Low. Authentication indicates whether 

authentication is required by the attacker to exploit the vulnerability. It is a binary 

identifier taking the values Required and Not Required. Confidentiality, Integrity and 

Availability indicate what loss the system would incur if the vulnerability is exploited. 

It takes the values None, Partial and Complete. 

[0048] EDB (white-hat community}. Exploit Database is a collection 

of proof-of-concept exploits maintained by Offensive Security Training that t1as 

CVE's associated with available exploits. Using the unique CVE-ID's from the NVD 

database for the time period between 2015 and 2016, the EDB was queried to find 

whether a proof-of-concept exploit was avaiiable. Tt1e date the proof-of-concept 

expioit was also recorded and posted for these experiments. Using the CVE ID's 

from NVD, we query EDB to find 799 vulnerabilities with verified proof--of.-concepts. 

[0049] ZDI (vulnerability detection community}. Zero Day Initiative 

launched by Tipping Point maintains a database of vulnerabilities submitted by 

security researchers. n1e submitted vulnerability is first verified before it is added to 

the database. Monetary incentive is provided if the vulnerability is verified to the 

researcher. ZDI then notifies the vendor to deveiop patches for the vuinerability 

before public disclosure. The ZDI database was queried to collect information 

regarding vulnerabiiities that might have been disclosed by ZDI. Between 2015 and 

2016, the query returned 824 vulnerabilities common between NVD and ZDI. The 

disclosed vulnerabilities were also made of note. 

[0050] DW (black-hat community}. The data collection infrastructure 

was summarized. In the present disclosure, tt1e exploit prediction model may be 

implemented to crawl websites on DW, both marketpiaces and forums, to collect 
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data relating to malicious hacking. Sites are first identified before developing scripts 

for automatic data collection. A site is being put forvvard to script development after 

it has been established that the content is of interest (hacking-related) and relatively 

stable Tt1e population size of tt1e site is being observed, H1ougl1 not much decisive 

power is assigned to it. While a large population is an indicator for the age and 

stability of the site, a small population number can be associated with higher-value 

information (closed forums). While it would be incorrect to label forum users as 

criminals, there are clearly users communicating malicious intent and sometimes 

malicious code is exchanged. 

[0051] Users in DW advertise and sell their wares on marketplaces. 

Hence, DW marketplaces provide a new avenue to gather information about 

vulnerabilities and exploits. Forums on the other hand, feature discussions on newly 

discovered vulnerabilities and exploits kits. Data related to malicious hacking is 

filtered from the noise and added to a database using a machine learning approach 

with high precision and recalL Not all exploits or vulnerability items in the database 

l1ave a CVE number associated with them. First, the subject database may be 

queried to extract ail items with CVE mentions. Some vulnerabilities are mentioned 

in OW using Microsoft Security Bulletin Number (e.g., MS16-006) every builetin 

number was mapped to its corresponding CVE ID, making ground truth assignment 

easy. These items can be both products sold on markets as well as posts extracted 

from forums discussing topics relating to malicious hacking. 378 unique CVE 

mentions were found between 2015 and 2016 from more than 120 OW websites. 

This number is a lot more than previous works have discovered (n = 103). The 

posting date and descriptions associated with all the CVE mentions were also 

queried including product titie and description, vendor information, entire discussion 

with the CVE mention, author of the posts, topic of the discussion. 

[0052] Analyzing a sample of the DW items with CVE mentions, it was 

found that all items are posted with item names (a mandatory field for the majority of 

marketplaces) while only half of them are with description. The item names are 

mostly short (median number of words= 7). Additionally, almost all of the items 

seem to advertise exploits - though in many cases it is implicit, and about 88.5% of 

these vuinerabilities are not reported by Symantec; aithough 16% of them target 

products run on Microsoft. The inventors chose not to label these samples as 

positives since there is no evidence supporting that these are functional exploits nor 
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were used in the wiid. From all items vulnerabilities, only 2% appeared in OW before 

reported by Symantec wr1ile 9.5% are either reported by Symantec without date (7% 

of the total items vulnerabilities) or with date before they appeared in OW (2.5%). 

This impiies that early predicting what vulnerabilities will be exploited is a non-trivial 

task when only using events in the past when predicting future. Further discussions 

on more observations are presented below. 

[0053] Attack Signatures (Ground truth). For our ground truth, 

vulnerabilities that were exploited in the wild were identified using Symantec's anti­

virus attack signatures and Intrusion Detection Systems' (IDS) attacks signatures. 

The attack signatures were associated with the CVE-10 of the vulnerability that was 

exploited. These CVE.'s were mapped to the CVE's mined from NVD, EDB, ZDI and 

DW. This ground truth indicates actual exploits that were used in the wild and not 

just proof-of-concept exploits used as ground trutr1 in related work. Table 1 s~1ows 

the number of vulnerabilities exploited as compared to the ones disclosed in 2015 

and 2016 for all the data sources considered. For NVD, around 2.4% of the 

disclosed vulnerabilities were exploited, which is consistent with previous literature. 

On the other t1and for EDB, ZDI and DW there is a significant percent increase in 

exploited vulnerabilities to 9%, 12% and 14% respectively. This shows that it was 

more likely to identify a vulnerabiiity that will be exploited in the future if it has a 

proof-of-concept available in EDB or mentions in ZDI or DW" For this research, 

there was no data regarding the volume and frequency of the attacks carried by 

exploits: hence all exploited vulnerabilities were considered to have equal 

importance and deserve the same amount of consideration. Additionally, the ex­

ploitation date of a vulnerability was defined as the date it was first detected in the 

wild. Symantec IDS attack signatures are reported witl1out recoding the dates when 

they were first detected, but anti-virus attacks signatures are reported with their 

exploitation date. Within 2015 and 2016, the attack signatures reported without 

dates are 112 while those reported with their discovery dates are 194. 

[0054] The second embodiment of the present disclosure (embodiment 

B) is evaluated on a database of 46 darkweb and deepweb forums collected from the 

same data collection infrastructure used by embodiment A. However, a longer time 

period of data is considered in embodiment B. All postings between January 201 O 

and March 2017 are analyzed or otherwise considered. FIG. 15 is a l1istogram 
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showing U1e vulnerability reported per year from NVD, OW, and Symantec. 

Additionally, the same ground truth data is used to label exploited vulnerabilities. 

Feature Description 

[0055] Features used by embodiment A were combined from ail the 

data sources 11 O discussed r1erein. Table 2 gives a summary of the features with 

their type. Each of the features shall be discussed below. 

[0056] 
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NVD and DW description. NVD description provides informa--

tion on the vulnerability and what it allows hackers to do when they exploit it. OW 

description often provides rich context on what tl1e discussion is about (mostly in 

forums rather than marketplaces since items are described in fewer words)" 

Patterns can be learned based on this textual content The description of published 

vulnerabilities was obtained from NVD between 2015 and 2016. The inventors also 

queried the DW database for CVE mentions between 2015 and 2016. This 

description was appended to the NVD description with the corresponding CVE. It 

was observed that some of the descriptions on DW are in a foreign language as 

discussed herein. The foreign text was translated to English using Google Translate 

API . The text features were vectorized using term frequency-inverse document 

frequency (TF-IDF) model, which creates a vocabulary of all tl1e words in the 

description. The importance of a word feature increase the more times it occurs but 

is normalized by the total number of words in the description. This eliminates 

common words from being important features. The TF-IDF model was limited to 
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1000 most frequent words (there was no benefit in tt1e performance by using more 

word features, it just adds to the computational cost). 

[0057] CVSS. NVD provides a CVSS score and the CVSS vector from 

which the score is computed indicating the severity of each of tt1e disclosed 

vulnerability CVSS version 2.0 was used as a feature for a classifier (numeric type) 

implemented with the described exploitation prediction model. The CVSS vector lists 

the components from which the score is computed. The components of the vector 

include Access Complexity, Authentication, Confidentiality, Integrity and Availability. 

Access complexity indicates how difficult is to exploit the vulnerability once the 

attacker has gained access. It is defined in terms of three levels: High, Medium and 

Low. Authentication indicates whether authentication is required by the attacker to 

exploit the vulnerability. It is a binary identif,er taking the values Required and Not 

Required. Confidentiality, Integrity and Availability indicate what loss the system 

would incur if the vulnerability is exploited. It takes tl1e values None, Partial and 

Complete. All the CVSS vector features are categorical. The inventors vectorized 

these features by building a vector with all possible categories. Then if that category 

is present we insert 'T ott1erwise "O". 

[0058] Language. DW feeds are posted in different languages. Four 

languages were found that are used in OW posts referencing vulnerabilities Tt1ese 

languages are English, Chinese, Russian, and Swedish. Since U1e number of 

samples was limited from every language, the text translation was used as 

described. However, translation can result in a loss of important information, but the 

impact of knowing the language is retained by using it as feature. The analysis on 

the languages of OW fees are shown and their variation in the exploitation rate 

[0059] Presence of proof-of-concept. The presence of proof-of-

concept exploits in EDB increases the likelihood of a vulnerability being exploited. It 

was treated as a binary feature indicating whether proof-of-concept is present for a 

vulnerability or not. 

[0060] Vulnerability mention on ZDI. Vulnerability mention on ZDI 

also increases the Hkelil10od of it being exploited. Similar to proof-of-concept exploit 

a binary feature was used to denote whether a vulnerability was mentioned 

(disclosed) in ZDI before it is exploited. Vulnerability mention on OW. Vulnerability 

mention on DW also increases tt1e likelihood of it being exploited. Binary feature 

indicating vulnerability mention on DW is considered as a feature. 
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[0061] On the other r1and, a subset of the mentioned features 

comprising NVD and OW description, CVSS base score, and the language of DW 

posts are also used in embodiment B. In addition to those features, two more sets of 

features may be added. Tt1ose features include: (1) Common Weakness 

Enumeration (CWE), and (2) a set of features computed from the social network 

structure of users posting in a forum. A summary of each of these two sets of 

features is provided below. 

[0062] CWE. It is a community-effort project comprising enumerating 

common software security weaknesses (categorical). These are categories of flaws 

that can be made during the software development and can exist in the software 

architecture, design, or code. 

[0063] DW Social Network Features. This set of features contains 

measures computed from the social connections of users posting hacking-related 

content. The basic social network features (e.g., in-degree, out-degree) indicates 

how active a user is in the social graph. More advanced features measure the 

centrality of users in the social graph. Highly central users are more important; thus 

the vulnerability mentions should take more consideration. The features were 

computed for the set of users who explicitly mentioned one or more CVE-IDs in their 

posts. 

VULNERABILITY ANALYSIS 

[0064] For vulnerabilities used for evaluating embodiment A, Hie 

likelihood that a given vulnerability mentioned in a data source 110 will be exploited 

is analyzed. Time-based analysis is then provided based on the dates the exploited 

CVE's were mentioned in the data sources, and the exploitation date found in 

Symantec data. This analysis sl1ows us l1ow many of the vulnerability mentions 

online preceded their exploitation date. As mentioned herein, the vulnerabilities that 

were reported by Symantec without the exploitation date are 112; while those 

reported witt1 tt1eir exploitation dates are "194. Ali exploited vulnerabi!ities are used 

as ground truth for the first analysis (likelihood of exploitation). However, in the time­

based analysis the exploited vulnerabilities without reported dates were ignored 

since it cannot make any assumptions if they were detected before or after the 

vulnerability disclosed. Furthermore, we analyze our ground truth and compare it 

with other sources to identify the highly vulnerable software and system vendors. 
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Symantec reports attack signatures for vulnerabi!it1es existing in certain products. 

The distribution of the affected vendors in every data source was studied to show the 

variation in vendor coverage attained from our data sources. This analysis was 

based on t!1e vendor mentions by CPE data from NVD. A vulnerability can exist in 

variant software versions that run on different operating systems. Finally, a 

language--based analysis on the OW data was provided to shed light on some 

sociocultural factors present in darkweb and appear to have implications on the 

exploitability likelihood. 

[0065] Likelihood of Exploitation. Before the likelihood of 

vulnerability mentions on line is computed in the data sources 110 are exploited, it is 

important to understand the variability between these data sources 110 in covering 

exploited vulnerabilities. Higher variability between data sources 11 O implies higher 

information gain and less redundancy. On the other hand, if an onUne mention of a 

vulnerability in a data source 110 does not increase the likelihood of being exploited 

as compared to NVD, the inclusion of that data source 11 O adds no value to the 

prediction model. Table 3 shows the vulnerability exploitation probabilities for the 

vulnerabilities mentioned in a given data source 110. Tl1is analysis empl1asizes the 

value of overt data sources 11 O in supplementing 1\JVD data. As mentioned herein, 

around 2.4% of the vulnerabilities disclosed in NVD are exploited in the wild. Hence, 

including other sources can increase tr1e likelit10od of correctly predicting the 

vulnerability that will be exploited. 

[0066] Time-Based Analysis. Most software systems receive 

repeated attacks to vulnerabilities known in the system long time after an exploit has 

been detected in the wild . .According to a recent empirical study on exploit data 

recorded by Symantec, more than half of the attacked software and systems 

received the same attacks repeatedly over more than two years. Vulnerability may 

take long time between the date they are disclosed to the date patch is deployed. To 

develop sound metrics that assesses the vulnerability importance i.e. detects 

vulnerabilities before they are exploited in real world attack, vulnerability mentions 

are considered that appear before the exploitation date, or a short-time after the 

exploitation date such that the vulnerability is still not patched by many system 

administrators. Here, only the population of exploited vulnerabilities that are 

reported are analyzed witt1 their exploitation date (n = i 94). 
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[0067] FIG. 3 shows that more tl1an 90% of cases, vulnerabilities are 

disclosed by NIST before any real-world attacic is detected. In the other few cases, 

the attacks were launched in the wild before NIST published the vulnerabilities. This 

phenomena is attributed to three reasons: 1) the vulnerability information is 

sometimes leaked before the disclosure, 2) by the time NIST disciosed a 

vulnerability in NVD, other sources have already validated and disclosed it, then 

expioits are rapidly used it in real-world attacks, or 3) the attacker knew that what 

they were doing was successful and continued to exploit their targets until 

discovered Additionally, ZDI and NVD have limited variation on the vulnerability 

disclosure dates (median is 0 days). It is important to note that as ZDI disclosures 

come from industry, tJ1at reserved CVE numbers are shown earlier here than in other 

sources. 

Table 3: Number of vulnerabilities exploited. the number of exploited vulnerabilities, the 
fraction of exploited vulnerabilities 1ha1 appeared in each source, and the frac:1ion of total 
vulnerabilities that appeared in each somcc. Results arc reported for vulnerabilities and 
exploited vulnerabilities appeared in EDB, ZDL D\V (distinct CVEs), CVEs in ZD! or DW. 
and results for intersection ofthc three sources. 

EDB ZDI DW ZDiv EDB v ZDfv 
DW DW 

Number of vulnerabilities 799 824 378 1180 1791 
Number of e;,,;ploited 74 95 'i" .. L 140 164 
vulnerabilities 
Percentage of exploited 21% 3]~·~, 1'"70/ 

I IO 46% 54% 
vulnerabilities 
Percentage of total 6.31:10 6.5% ..... {'-01 

.J.,/ lo 9.3'% 14.2% 
vulnerabilities 

[0068] In case of EDB database, almost all of the exploited vulnera-

bilities (with exploitation date) from the vulnerabilities that have proof-of-concept 

expioits archived in EDB were found in the wild within tl1e first 100 days of proof-of­

concept availability. Such short time period between proof-of-concept availability 

and actual attack in the real-world indicates that having a template for vulnerabiiity 

expioitation (in tt1is case proof-of-concept) makes it easier to be deployed in real 

world attacks. FIG. 4 shows difference in days between the availability of proof-of­

concepts exploits and exploitation date. In case of DW database, more than 60% of 

the first-time mentions to the expioited CVE's are within 100 days before or 100 after 

the exploitation dates. The remaining mentions are within the 18 month time frame 

after the vulnerability exploitation date (see FIG. 5). 
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[0069] Vendor~Ba.sed Analysis. It is important to note that Symantec 

reports vulnerabilities that attack the systems and software configurations used by 

their customers. In the time period studied, more than 84% and 36% of the exploited 

vulnerabilities reported by Symantec exist in products solely from, or run on, 

Microsoft and Adobe's products, respectively; whereas less than i 6% and 8% of 

vulnerabilities published in NVD are related to Microsoft and Adobe, receptively. 

FIG. 6 shows tr1e percentage from U1e exploited vulnerabilities U1at can affect eacr1 of 

the top five vendors in every data source. It is important to note that a vulnerability 

may affect more than a vendor (e.g., CVE-2016-4272 exists in Adobe Flash Player, 

and it allows attackers to execute arbitrary code via unspecified vectors and can 

affect products from all five vendors). Additionally, the absence of vulnerabilities 

detected in otr1er important systems and software vendors from Symantec's dataset 

does not imply that they have not been exploited: rather, they are not detected by 

Symantec (false positives). Furthermore, the presence of some operating systems 

vendors (e.g., Linux) in the exploited vulnerabilities does not necessarily imply good 

coverage of Symantec's data to these systems; however, other exploited products 

can run on U1ese operating systems. 

[0070] OW data appears to have more uniform vendor coverage Only 

30% and 6.2% of the vulnerabilities mentioned in DW during the time period are 

related to Microsoft and Adobe, receptively. Additionally, ZDI favors products from 

these two vendors (Microsoft is 57.8%, and Adobe 35.2%), as well as Apple's 

products (40.6%). This provides evidence that each data source covering 

vulnerabilities targeting varying sets of software vendors. 

[0071] Language~Based Analysis. The users posting in DW hacking 

forums, and the vendors selling in mar!rntplaces, are found to be discussing 

technical details about disclosed vulnerabilities, and trading real-world exploits. 

Interestingly, it was found that notable variations on the exploitation likelihood 

conditioned on the language used in DW data feeds are referencing CVE's. In DW 

feeds, four languages are detected with different vulnerability posts and items 

distributions. FIG. 7 shows the percentage of vulnerability mentions and the fraction 

of exploited vulnerabilities given it is mentioned by each language. Expectedly, 

English and Chinese, !:ave the highest numbers of vulnerabilities (n = 242, and n = 

112, respectively). However, vulnerability posts in Chinese exhibit the lowest 

exploitation rate (about 10%) followed by English (about 13°/41). The other tvvo 
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languages are Russian and Swedish wit!1 few vulnerability mentions, but boti1 exhibit 

very high exploitation rates. About 46% of the vulnerabilities mentioned in Russian 

where exploited (n = 6), and about 19% for vulnerabilities mentioned in Swedish (n = 

2). Even though languages imply the likelit1ood of exploitation, they can be viewed 

as a double-edged sword since the language-dependent sets of textual features 

need considerable size of training corpus, and OW data feeds are insufficient for 

training classifiers for each language . .As mentioned herein, the translation of the 

OW text is used after preprocessing (special character removal, stemming and bag 

of word) as well as the vulnerability description from NVD to train and test our mode!. 

This helps in capturing valuable textual features related to hacking and exploiting 

vulnerabilities, but other cultural-dependent features may go uncaptured. To 

account for any lose from the limitation of training samples, we use the DW mention 

languages as features. 

EXPERIMENTAL SETUP (embodiment A) 

[0072] Three experiments were performed with the models to 

determine effectiveness in prediction of exploitability. First, the model was compared 

to a benchmark done under conditions very close to work previously presented. For 

present model, it was found t11at Random Forest (RF) gives us the best Fi measure. 

Random forest is an ensemble method proposed by Breiman. It is based on the idea 

of generating multiple predictors (decision trees in this case) which are then used in 

combination to classify a new disclosed vulnerability. The strengtt1 of the random 

forest lies in introducing randomness to build each classifier and using random low 

dimensional subspaces to classify the data at each node in a classifier. A random 

forest was used that combines bagging for eacl1 tree with random feature selection 

at eacl1 node to split the data. The final result is therefore an ensemble of decision 

trees each having their own independent opinion on class labels (exploited or not 

expioited) for a given disclosed vulnerability, A new vulnerability is classified 

independently by each tree and assigned a class label best fit for it Multiple 

decision trees may result in having multiple class labels for the same data sample; 

hence, to take the final decision a majority vote is taken and the class label with most 

votes is assigned to the vulnerability. 
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Performance Evaluation (embodiment A) 

[0073] The classifiers were evaluated based on two classes of metrics 

that have been used in previous work. The first class is used to demonstrate t11e 

performance achieved on the minority class (in our case here 1.2%). The metrics 

under this class are precision and recall. Tt1ey are computed as reported in Table 4. 

Precision is defined as the fraction of vulnerabilities that were exploited from all 

vulnerabilities predicted to be exploited by the present model. It highlights the effect 

of mistakenly flagging non-exploited vulnerabilities. Recall is defined as the fraction 

of correctly predicted exploited vulnerabilities from the total number of exploited 

vulnerabilities. It highlights the effect of unflagging important vulnerabilities that were 

used later in attacks. For highly imbalanced data, these metrics give an intuition 

regarding how well t.t1e classifier performed on Hie minority class (exploited 

vulnerabilities). The F1 measure is the harmonic mean of precision and recall. It 

summarizes the precision and recall in a common metric. The F1 measure can be 

varied based on t11e trade-off between precision and recali. Tl1is trade-off is 

dependent on the priority of the applications. If keeping the number of incorrectly 

flagged vulnerabilities to a minimum is a priority, then high precision is desired. To 

keep tl1e number of undetected vulnerabilities that are later exploited minimum, high 

recall is desired. We further report Receiver Operating Characteristics (ROC) curve 

as well as Area Under Curve (AUC) of the classifier, which is close to perfect (95%). 

ROC grapt1ically illustrates the performance of our classifier by plotting tt1e true 

positive rate (TPR) against the false positive rate (FPR) at various thresholds of the 

confidence scores the classifier outputs. In binary classification problems, the 

overall TPR is always equivalent to recall for the positive class while FPR is the 

number of not exploited vulnerabilities that are incorrectly classified as exploited from 

all not exploited samples. ROC is a curve; thus, AUC is the area under ROC The 

higher, the better (i.e., a classifier with AUC =1 is a perfect c!assifier). 
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Results (embodiment A) 

[0074] Benchmark Test. The present model was compared to recent 

works on using vulnerabilities mentioned on twitter to predict if such vulnerabilities 

would be exploited or not. They use Support Vector machine (SVM) as their 

classifier, the present model works best with Random Forest classifier. Although it 

would be straightforward to think that our approach would achieve better 

performance than previous work, this work is only compared because: (1) to the best 

of our knowledge, there is no existing work on predicting exploits in the wild using 

DW data, and (2) it is compared with all major approaches, and using feeds from 

social media currently is the best one. The inventors restrict the training and 

evaiuation of their classifier to vulnerabilities targeting Microsoft and ;\dobe products 

as Symantec does not have attack signatures for all the targeted platforms. They 

perform a 10-fold stratified cross validation, where the data is partitioned into 10 

parts while maintaining the class ratio in each part, they train on 9 parts and test on 

the remaining one. The experiment is repeated for all 1 O parts. Hence, each sample 

gets tested at least once. 

[0075] For comparison, the same experiment is performed, under 

highly similar assumptions. Exploited vulnerabilities are all used regardless of 

wl1ether the date is reported by Symantec or not. In the present case, 2056 

vulnerabilities target Microsoft and Adobe products. Out of 2056 vulnerabilities, 261 

are exploited, fraction tl1at is consistent witl1 previous work. A 10-fold stratified 

cross-validation is performed. The precision-recall curve is plotted for H1e present 

model (see FIG. 8). The precision-recall curve shows us tl1e trade-off between 
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precision and recall for different decision tt1reshold. Since F1 measure is not 

reported, the precision-recall curve reported is used to draw comparison. By 

maintaining the recall value constant, how the precision varies are compared. Table 

5 shows the comparison between the two models by comparing precision for 

different values of recall. For a threshold of 0.5 we get an Fi measure of 0.44 with 

precision 0.53 and recall 0.3. Maintaining the recall, the precision displayed in the 

graph is 0.3 significantly lower than 0.4. The same experiment is performed on 

different recall values to compare the precision. At each point, higher precision is 

obtained than the previous approach. 
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[0076] Avoiding temporal intermixing. It should be understood that 

the temporal sequencing of exploit warning could lead to future events being used to 

predict past ones. This could lead to inaccurate results, especially in tl1e case where 

there is strong temporal dependencies in the data - which argues is the case for 

social media. In this experiment we sort the vulnerabilities according to their 

disclosed dates on NVD. The first 70% was reserved for training and the rest for 

testing. 

[0077] For a baseiine comparison we use the CVSS version 2.0 score 

to classify whether a vulnerability will be exploited or not based on the severity score 

assigned to it. The CVSS score has been used as a baseline in previous studies. 

CVSS tends to classify on the side of caution i.e. it tends to predict more 

vulnerabilities that will be exploited resulting in false positives. FIG. 9 shows the 

precision-recall curve for the CVSS score. It is computed by varying the decision 

threshold that decides whether to predict a vulnerability as exploited or not. CVSS 

gives high recall with very low precision which is not desired for real-world exploit 

23 

IPR2025-01398 
CrowdStrike EX1002 Page 110



WO 2019/089389 PCT/US2018/057812 

detection. The best F1 measure that could be obtained was 0.15. The experiment is 

now performed using our proposed modeL 

[0078] FIG. 10 shows the performance comparison between the pro-

posed model using the random forest classifier and the CVSS score. The best F1 

measure for the CVSS score is 0.15. The model outperforms the CVSS score with 

an F1 measure of 0.4 with precision 0.45 and recall 0.35. 

[0079] The performance on the minority class is promising when real-

izing that the class imbalance is very severe and the ground truth is not perfect. The 

random forest classifier is able to score an average of F1 of 0.89 for 1 0 runs of 

randomly under-sampled training and testing datasets. However, this is not 

considered to reflect the actual performance for real-world deployment. Additionally, 

our classifier show very high TPR (90%) at low FPR (13%) and AUC of 95% as 

depicted in FIG. 11. This is comparable to previous work in predicting cyber tt1reats. 

though in different prediction tasks, (TPR: 90%, and FPR: 10%), results reported in 

[49](TPR: 66%, and FPR: 17%), as well as reported results in [31](TPR: 70%, and 

FPR: 35%). 

[0080] Evaluation with Individual Data Sources. What this effect 

does was studied introducing each data source has on ti1e prediction of 

vulnerabilities mentioned in that source. This is an important to see if adding a 

particular data source benefits U1e vulnerabilities tt1at have been mentioned in that 

data source. It was found that time based split used in the previous experiment 

leaves very few vulnerabilities mentioned in these data sources in the test set (ZDI: 

18, DW: 4, EDB: 2). Hence the increase the numbers by (1) performing a 10-fold 

cross validation without sorting the vulnerabilities (2) the ground truth was increased 

by considering the exploited vulnerabilities that did not have exploit date (these were 

removed from earlier experiments since it was not clear whether these were 

exploited before or after the vulnerability was exploited). Using these two 

techniques, we have 84 vulnerabilities mentioned in ZDI that have been exploited, 57 

in EDB, and 32 in DVV. The results (precision, recall and Fi) were reported for the 

vulnerabilities mentioned in each data source. Also, the prediction of these 

vulnerabilities was mentioned by using only NVD features. For the vulnerabilities 

mentioned in DW, DW features were only considered along with NVD, The model 

predicts 12 vulnerabilities as exploited with a precision of 0.67 and recall of 0.375. 

By only considering the NVD features, predicts 12 vulnerabilities as exploited with a 
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precision of 0.23 and recall of 0.38. Hence using H1e DW features, U1e precision 

improved significantly from 0.23 to 0.67. Table 6 shows the precision-recail with 

corresponding Fi measure. DW information was thus able to correctly identify the 

positive sample mentioned in OW with higher precision. 

[0081] For ZDI, 84 vulnerabilities were mentioned in it. By just utilizing 

NVD features. we get an F1 measure of 0.25 (precision: 0.16, recall: 0.54) as 

compared to addition of ZDI feature with F1 measure of 0.32 (precision: 0.49, recall: 

0.24), a significant improvement in precision. Table 6 also shows the precision-recall 

with corresponding F1 measure for samples mentioned on ZDI, 

[0082] A similar analysis was performed for the vulnerabilities that have 

proof-of-concept available on EDB. For EDB we t1ave 57 vulnerabilities with proof­

of-concept By just utilizing NVD features an F1 measure of 0.24 (precision: 0.15. 

recall: 0.56) was obtained as compared to addition of EDB feature with F1 measure 

of 0.35 (precision: 0.31, recall: 0.40), a significant improvement in precision as 

shown in Table 6. 

[0083] Feature Importance. To better explain the choices to the 

features that were examined and provide an understanding on where the prediction 

power most attributed to, the features that have the most contribution to the 

prediction performance were reported. A feature vector for a sample has 28 features 

computed from the non-textual data (summarized in Table 2) as well as the textual 

features - TF-1 DF computed from the bag of words for the 1000 words that have the 

highest frequency in NVD description and DW. For each of the features, the Mutual 
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Information (Ml) was computed, which computes how much a variable (here a 

feature xi) tells about another variable (here the class label y E {exploited, not 

exploited)). The features that contribute the most from the non-textual data are 

{language_Russian = true, has_DW = true, has_PoC =false}. In addition, the 

features that contribute the most from the textual data are the words {demonstrate, 

launch, network, xen, zdi, binary, attempt}. All of these features received Ml scores 

over 0.02, 

ADVERSARIAL DATA l\/!ANIPULATION (embodiment A) 

[0084] The effects of adversarial data manipulation on DW data were 

studied. For EDB, we only consider vulnerabilities that have verified proof-of­

concepts. ZDI also publishes only verified vulnerabilities; hence there is a very small 

chance of manipulating these data sources. On the other hand, the public nature of 

DW marketplaces and forums gives an adversary the ability to poison the data used 

by the classifier They can achieve it by adding vulnerability discussions on these 

platforms with the intent of deceiving the classifier to predict exploitation by that 

vulnerability and r1aving higt1 false positives, Previous work discusses how an 

adversary can influence a classifier by manipulating the training data. 

[0085] In the present prediction model, we use the presence of the 

vulnerability in darkweb, language of the market/forum it was mentioned and the 

vulnerability description as features. An adversary could easily post discussions 

regarding vulnerabilities he does not intent or has information that they will not be 

exploited. To study the influence of such noise on the performance of the model was 

conducted in two strategies: 

[0086] 1. Adversary adding random vulnerability discussion. 

In this strategy, the adversary initiates random vulnerability discussions on DW and 

reposts them with a different CVE number. So the CVE mentions on DW increases. 

For the present experiment, two cases were considered with different amounts of 

noise added. In case (1), it is assumed that the noise is present in both training and 

testing data. Varying fractions of noise (5%, i 0%, 20% of the total data samples) 

randomly distributed in training and testing data were considered. The experimentai 

setup follows conditions discussed herein, Vulnerabilities are first sorted according 

to time, and tt1e first 70% are reserved for training and the remaining for testing. 

FIG. 12A shows the ROC curve showing the false positive rate (FPR) vs the true 
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positive rate (TPR). For different amount of noise introduced, the present model still 

maintains a high TPR with low FPR and AUC <= 0.94, a performance similar to the 

experiment without adding noise. This shows that the model is highly robust against 

noise such that it learns good representation of the noise in the training dataset t!1en 

can distinguish them in the testing dataset 

[0087] For case (2), we randomly add vulnerability discussion found on 

DW with different CVE number to only the test data and repeat the same experiment. 

FIG. 12A shows the ROC plot. In the case, even though there is a slight increase in 

the FPR, the performance is stiil on par with the experiment without noise (AUC 

0.87). Hence, noisy sample affect the prediction model slightly, if no noise was 

introduced in tile training data. 

[0088] 2. Adversary adding vulnerability discussion similar to 

NVD. In the previous strategy, tt1e adversary was adding vulnerability discussions 

randomly witl1out taking into account the actual capability of the vulnerability. For 

instance, CVE-2016-3350 is a vulnerability in Microsoft Edge as reported by NVD. If 

the vulnerability is mentioned on OW as noise by an adversary but targeting Google 

Chrome, tt1en it migt1t be easy for the prediction model to detect it as seen in 

previous experiments. But, what if the adversary crafts the vulnerability discussion 

such that it is a copy of the NVD description or consistent with the NVD description? 

In this strategy, the adversary posts U1e NVD description witt1 the CVE number on 

DW. For case ( 1 ), this noise is considered to be randomly distributed in both training 

and testing. Figure 12(b) shows the ROC curves for different levels of noise. The 

performance decreases as the number of noisy samples increases, but there is no 

significant decline (AUC 0.88). 

[0089] The experiment was repeated with adding noise only in the test 

data for case (2). In this experiment the most performance was observed with AUC 

of 0.78 for 20% noise (see FIG. 128). This shows that adding correct vulnerability 

discussions does affect the prediction model but with large number of such samples. 

,~lso, effect can be countered by adding such noisy samples in the training data as 

well for the model to learn from. 

[0090] An important point to consider is an adversary wouid need to 

add a large number of noisy samples to drive down the performance of the prediction 

model. Previous researcl1 on using data feeds like Twitter for exploit prediction 

mention that an adversary c-..an purchase large number of twitter accounts and flood 
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twitter with vulnerability mentions. In DW markets and forums, creation of accounts 

needs verification and in some cases demonstration of skills to get in. While fake 

accounts are often themselves sold on the darkweb, it is difficult to purchase and 

maintain thousands of such fake accounts to post in them. Also, if one person is 

posting a large volume of discussions with CVE mentions, he/she can be identified 

from their username or can be removed from the market/forum if many of their posts 

get down voted as being not relevant. It is also important to note that such forums 

also function as a meritocracy - where users who contribute more are held in higher 

regard (which also makes it difficult to flood discussions with such information). 

DISCUSSION (embodiment A) 

[0091] Viability of the Model and Cost of Misclassification The per-

formance achieved by t11e model as a first-line defense layer is very promising. 

Reca!I that random forest classifier outputs a confidence score for every testing 

sample. A threshold can be set to identify the decision boundary. It should be noted 

t11at all the results reported in tl1is disclosure are achieved based on hard-cut 

thresholds such that all samples that are assigned confidence score greater than a 

threshold thr are predicted as exploited. Blindly relying on a hard-cut threshold may 

not be a good practice in real-world exploits prediction; ratl1er, thr should be varied in 

accordance to other variables within the organization such that different thresholds 

can be set to different vendors (i.e., tt1rven1, thrven2), or information systems (Le., 

thrsys1, thrsys2). For instance, if an organization ~1osts an important website on an 

Apache server, and the availability of that site is of the top priority for that 

organization, then any vulnerability in Apache server should receive high attention 

and put forward to remediation plan regardless of other measures. Other 

vulnerabilities, tens of whicl1 are disclosed in daily bases, may exist in many otl1er 

systems within the organization. Since it is very expensive to be responsive to that 

many security advisories (e.g , some patches may be unavailabie, some systems 

may need to be taken offline to apply patches), exploitation assessment measures 

can help in quantifying the risk and planning mitigations. Risk is always thought of 

as a function of likeiihood (exploitation) and impact. The cost of classifying negative 

samples as exploited is the effort made to have it fixed. This mostly involves 

patching, or other remediation such as controlling access or blocking network ports. 

Simiiariy, the cost of misclassification depends on the impact incurs. For example, if 
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two companies run the same database management system s, and one hosts a 

database with data about ali business transactions for that company while the other 

host a database with data of that is of little value to the company, then the resulting 

cost of a data breact1 is significantly different. 

[0092] Model Success and Failure Cases. By analyzing the faise 

negatives and false positives, an understanding is gained as to why and where our 

model performs well as well as why and where it suffers. The 1 O exploited 

vulnerabilities (about 18% of the exploited samples in the testing dataset) that 

received the lowest confidence scores seem to have common features. For example 

9 of tl1ese 10 exist in products from Adobe, namely Flash Player (5 vulnerabilities) 

and Acrobat Reader (4 vulnerabilities). Flash Player's vulnerabilities look to have 

very similar description from NVD, and the same thing is observed for Acrobat 

Reader's product. It was also observed that they were assigned CVE-1 Os at the 

same date (April 27th, 2016), and 7 out of these 9 were published at tl1e same data 

as well (July 12th, 2016), and assigned a CVSS base score= 1 0 (except for one. 

which is 7). The other vulnerability exist in Windows Azure Active Directory (CVSS 

score= 4.3). Out of tt1ese 10 vulnerabilities, only one had a verified PoC archived on 

EDB before it was detected in the wild, and another one had a ZDl mention, while 

none was mentioned in OW. Misclassifying these vulnerabilities are attributed to the 

limited representation of U1ese samples in U1e training data set. Tt1is observation 

signifies the importance of avoiding experiments on time-intermixed data, a point 

discussed herein. 

[0093] The false positive samples were looked into that receive high 

confidence - samples where the model predicted as exploited while they are not. 

For the random forest classifier, with Fi = DA, all the faise positives (about 40 out of 

about 3600 vulnerabilities) exist in products from Microsoft although the mode! does 

not use the vendor as feature. The model seems to be able to infer the vendor from 

other textual features. The inventors posit that this level of overfitting is unavoidable 

and marginal, and attribute this largely to the !imitations on the ground truth. Though 

the model is highly generalizable, examples of vulnerabilities were found from other 

vendors with confidence scores close to thr that was set; however, it cannot be 

assumed that they are exploited. 
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Hacker Sociai Network (embodiment B) 

[0094] Embodiment B of present disclosure, adopts the same 

assumption made in much of tl1e current literature related to DW data, in which tl1at 

the same usernames (case insensitive) across different DW sites is assumed to 

belong to the same person(s). This assumption allows for generating one network 

comprising a large number of DW sites as opposed to a social network for each site. 

[0095] Users' Socia! Graph. Formally, the users' social graph G=(V.E) 

is a weighted, directed graph with no self.-loops (i.e., every edge has a weight; every 

edge points away from one node to another node; there exists at most one edge 

between any pair of nodes). Vis the set of vertices (DVV users) and Eis the set of 

edges. 

[0096] Then, an edge is created (with weight = '1) from user vi to vi and 
J 

labeled with the date of v/s posting date only if: (1) vp v1, (2) botl1 vi and v1 have 

posts in /x, and vi has posted after vi (3) the number of posts between v/s post and 

vjs post in Ix is less than thr (it is set to be 10 in all experiments in this disclosure), 

and ( 4) there is no existing edge originating from vi to v1 and labeled with the same 

date. Once the edges are created, they are added to a multi-directed graph with 

parallel edges of weights= '1. The multi-graph is ti1en transformed to a directed 

graph G by summing the weights of the parallel edges pointing at the same direction. 

Social Network Measures {embodiment B) 

[0097] After creating the social network, measures are computed 

derived from the network structure. In this disclosure, tt1ree categories of social 

network measures are considered: 

[0098] Network Structure Measures: the measures under this 

category are: (1) In-degree: the number of edges pointing to the user, (2) Out­

degree: the number of edges originated from the user, (3) Sum of In-degree weights: 

the sum of tl1e weights for all edges pointing to the user, (4) Sum of out-degree 

weights: the sum of the weights for all edges pointing away from the user. These 

measures describe the type of activities in wt1ict1 Hie user engages. For example, 

higher in-degree than out-degree may indicate the user tendency towards creating 

new topics or posting under topics short time after they are created. 
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[0099] Centrality Measures: tl1ree measures are computed: (1) In-

degree centrality: it measures U1e popularity of a user vi by normalizing v/s in-degree 

by the maximum possible in-degree, (2) Out-degree centrality: measures how 

actively a user v; replies to others by normalizing v/s out-degree measure by tl1e 

maximum possible out-degree, (3) Betweenness centrality: for a user v1, 

Betweenness centrality measures the importance of v1 by computing the fraction of 

shortest paths between ail pairs of users that pass through v;-

[00100] Importance Measures: the number of connections user v1 l1as 

with other users, by itself, may not be indicative of importance; rather, vi is important 

if his/t1er posts make ott1er important users reply. Hence. influence metrics 

incorporate the centraiity of users with outgoing edges to vi into v/s centrality (i.e., if 

an important user vj replies to v1, then the importance of vi increases). Two 

measures are computed under this category: (1) Eigenvector centrality: measures 

the importance of V; by assigning a centrality proportional to the sum of in-neighbors' 
I 

centralities. Eigenvector centrality of v1 is Hie /h value of the eigenvector C
8 

corresponding to the largest eigenvalue of the network adjacency matrix At, and (2) 

Pagerank centrality: measures the centrality of V; by incorporating fractions of the 
I 

centralities of in-neighbors, such that each of v/s in-neighbors passes the value of 

his/her centrality divided by the number of outgoing edges. 

EXPERIMENTAL SETUP (embodiment B) 

[00101] 111 the present embodiment, only the vulnerabilities mentioned 

on the considered DW forums are considered. Additionally, the same experimental 

setup as used in embodiment A is used to examine the present embodiment. 

However, two additional steps are taken here; (i) the vulnerabilities that were 

mentioned by users with no communication history are removed, and (2) in each of 

the experiments, reported an average performance of five runs, The resultant 

dataset contains 157 distinct vulnerabilities, 24 of which have the class label 

exploited. Additionally, embodiment B of the present disclosure Is evaluated on the 

exact same performance metrics as in embodiment A. 

31 

IPR2025-01398 
CrowdStrike EX1002 Page 118



WO 2019/089389 PCT/US2018/057812 

Results {embodiment B) 

[00102] Experiments under Real-World Conditions. In this set of 

experiments, the vulnerabilities were sorted by tl1eir OW date, then we train our 

classifiers on the vulnerabilities mentioned before June 2016 (125 vulnerabilities), 

and test on the vulnerabilities from June 2016 to March 2017 (32 vulnerabi!ities, only 

3 are exploited. Tt1e classification performance act1ieved by our RF model has an 

average precision of 0.57, recall of 0.93, and F1 of 0.67. The same ciassifier is able 

to achieve on average /.\UC of 0.95. We note that the results of 5 runs show 

relatively high variance due to the small number of samples on which the models are 

tested. The lower score of precision is attributed to the fact that Symantec's data is 

biased towards reporting exploits targeting vulnerabilities that exist in software 

products from certain software vendors as discussed earlier. Since our model is 

found to predict vulnerabilities as being exploited from other vendors as well, we 

believe that some false positives were actually exploited in the wild but never 

detected by Symantec. 

[00103] Ablation Test and Cross-Validation. Since the number of 

vulnerabilities in the testing dataset in the previous experiment is relatively small, 

stratified 5-fold cross-validation was applied on the whole dataset. In this experiment, 

the samples are intermixed; hence these conditions do not reflect the conditions of 

real-world streaming prediction (ie., predicting the likelihood of exploitation at the 

time of the vulnerability mention). The average F1 achieved is 0.72, with a precision 

of 0"61, a recall of 0.89, and an ,£\UC of 0.88. 

[00104] To measure the impact of individual feature sets on the overall 

classification performance, two tests were applied: (1) an ablation test (depicted in 

FIG. 16) where the change in precision, recall, F1, and AUC is recorded when each 

set of features is removed from the prediction model, and (2) a test on individual 

feature sets (depicted in FIG. 17) where the classification performance is reported for 

models trained on only one set features at a time. In the ablation test, when the set 

of social network features were removed from the model, some (iecrease in 

performance was recorded as depicted in FIG. Ht in the individual feature tests, the 

social network measures resulted in an improvement in performance that is 

significantly higl1er than the improvement recorded from the inclusion of ot11er feature 

sets. It was noted that the simple classifier, which labels all vulnerabilities as being 

32 

IPR2025-01398 
CrowdStrike EX1002 Page 119



WO 2019/089389 PCT/US2018/057812 

exploited, results in a precision of 0.16, a recall of 1, at an F1 of 0.27 and an AUC of 

05 

CONCLUSION 

[00105] A study of aggregating eariy signs from online vulnerability 

mentions was conducted for predicting wt1ett1er a particular disclosed vulnerability 

will be exploited. The present prediction model is robust and useful as compared 

against previously introduced models that combine information from social media 

sites like twitter for exploit prediction. The results show that while maintaining recall 

significantly high precision was achieved in predicting exploits. 

PERFORMANCE 

[00106] T!1e performance of several standard supervised machine 

learning approaches was compared for exploit prediction models examined in the 

first embodiment. Parameters for all approaches were set in a manner to provide the 

best performance. The sci kit-learn Python package was used. Other approaches 

for comparison will now be discussed. 

Supervised Learning Approaches 

[00107] Support Vector Machine {SVM}. Support vector machine 

(SVM) was proposed by Vapnik . SVM works by finding a separating margin that 

maximizes the geometric distance between classes (in the instant case, exploited 

and not exploited). The separating margin is termed as hyperplane. When a 

separating plane cannot be found to distinguish between the two classes, the SVM 

cost function includes a regularization penalty and a slack variable for the 

misclassified samples. Varying these parameters, trade-off between precision and 

recall can be observed. 

[00108] Naive Bayes Classifier (NB). Naive Bayes is a probabilistic 

classifier which uses Bayes theorem with independent attribute assumption. During 

training we compute the conditional probabi!ities of a sample of a given class having 

a certain attribute. The prior probabilities for each class i.e. fraction of the training 

data belonging to each class was computed. Naive Bayes assumes that the 

attributes are statistically independent hence the likelihood for a sample S 
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represented with a set of attributes a associated with a class c is given as, 

d 
Pr (c ! S) = P(c) X ni. = l Pr (adc) 

[00109] Bayesian Network (BN). BN is a generalized form of NB such 

that not all features are assumed to be independent Rather, variable dependencies 

are modeled in a graph leaned from the training data. 

[0011 O] Decision Tree (DT}. Decision tree is a hierarchical recursive 

partitioning algorithm. We build the decision tree by finding the best split attribute i.e. 

the attribute that maximizes U1e information gain at each split of a node. In order to 

avoid over-fitting, the terminating criteria is set to less than 5% of total samples. 

[00111] Logistic Regression (LOG-REG). Logistic regression 

classifies samples by computing the odds ratio. The odds ratio gives the strength of 

association between the attributes and the class. 

Results 

[00112] The temporal information for all the classifiers was maintained. 

The disclosed vulnerabilities were sorted according to the time they were posted on 

NVD. The first 70% was reserved for training and the remaining for testing. 

not 

[00113] Table 7 shows the comparison between the classifiers with re-

spect to precision, recall and F1 measure. Random forest (RF) performs t11e best 

with F1 measure of OA as compared to SVM: 0.34, BN: 0.34, LOG-REG: 0.33, OT: 
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0.25, and NB: 0.27. An interesting point to note, even thougt1 RF has the best F1 

measure it does not have the best recall, NB does. RF was chosen as having high 

precision makes the model reliable as compared to low precision which results in a 

lot of false positives. The approach going forward that might improve recall without 

significantly affecting precision is to use an ensemble of different classifiers, where 

one approach helps the other approach to make the right decision. This way the 

strength of different classifiers can be combined and avoid their weaknesses. 

Addressing Class Imbalance 

[00114] The problem of class imbalance has gained lot researchers' 

attention because it exists in many real-world applications This has resulted in large 

number of proposed approaches. Since our dataset is l1ighiy imbalanced (the 

percentage of minority class is only 1.2%), SMOTE is used to measure the 

improvement in classification performance. SMOTE over-samples the exploited vul­

nerabilities by creating synthetic samples with features similar to the exploited 

vulnerabilities. Tl1is data manipulating is only applied to the training set. Applying 

SMOTE, no performance improvement is achieved for our RF classifier. However, 

SMOTE introduces a considerable improvement with Bayesian Network (BN) classi­

fier. Table 8 reports different over-sampling sizes and the change in performance. 

Over exaggerating in creating synthetic positive samples can overpower the real 

samples leading to reduction in the model performance. 

Tib-l*.t a~ E\~rf0Irua11rt~ it11_prtJ~t\;tr1tr1.t r~ttr:tint~{i hy· ar~p=tyit:~g S.!\~1fJTt 
,;

4 
•• n·~,r ,.-.l ~c.sf'·c,r' o,!,,,·~ 1:,:r,.",>.llf ')''"''-""'!1"'"'11'·>r< ,.-,wr,"·"''·'"<,<>',<>,<; ft,;< th," ;OJ .. }.;,.-li.i; ?, .. ia::.::~~'~ .;;:ii.., .. ~J.n,t~-..I?Jt (h.~K{.,J .•. J -~' i!r·L.i ~~:x1l.. AY .. :..!j:~, t'~ .X._,·l,._,a:.:H·~--~ .. ;, •.• .r.vH .... ._:,;_..,,,, 

e~~12lcdtt-=::tl 1i(tU"tfJ}e,1 

()'ftr-S,unpH.ng 
.Pfl'1:!$Ht~g,:, 

35 

IPR2025-01398 
CrowdStrike EX1002 Page 122



WO 2019/089389 PCT/US2018/057812 

[00115] FIG. 18 is an example schematic diagram of a computing device 

700 that may implement various methodologies and functions discussed herein. For 

example, the computing device 700 may be configured by the application 102 to 

implement any embodiments of the described exploit prediction model. The 

computing device 700 includes a bus 701 (Le., interconnect), at least one processor 

702 or other computing element, at least one communication port 703, a main 

memory 704, a removable storage media 705, a read-only memory 706, and a mass 

storage device 707. Processor(s) 702 can be any known processor. such as, but not 

limited to, an Intel® ltanium® or ltanium 2® processor(s), AMO® Opteron® or Athlon 

MP(© processor(s), or Motorola® lines of processors. Communication port 703 can be 

any of an RS-232 port for use with a modem based dial-up connection, a 10/100 

Ethernet port, a Gigabit port using copper or fiber, or a USB port. Communication 

port(s) 703 may be chosen depending on a network such as a Local Area Network 

(LAN), a Wide Area Network (WAN), or any network to which the computer device 

700 connects. Computing device may further include a transport and/or transit 

network 755, a display screen 760. an 1/0 port 740, and an input device 745 such as 

a mouse or keyboard. 

[00116] Main memory 704 can be Random Access Memory (RAM) or 

any other dynamic storage device(s) commonly known in the art. Read-only memory 

706 can be any static storage device(s) such as Programmable Read-Only Memory 

(PROM) chips for storing static information such as instructions for processor 702. 

Mass storage device 707 can be used to store information and instructions" For 

example, hard disks such as the Adaptec® family of Small Computer Serial Interface 

(SCSI) drives, an optical disc, an array of disks such as Redundant Array of 

Independent Disks (RAID), such as the Adaptec® family of RAID drives, or any other 

mass storage devices, may be used. 

[00117] Bus 701 communicatively couples processor(s) 702 with the 

other memory, storage, and communications blocks. Bus 701 can be a PCI / PCI-X, 

SCSI, or Universal Serial Bus (USB) based system bus (or other) depending on the 

storage devices used. Removable storage media 705 can be any kind of external 

hard drives, thumb drives, Compact Disc- Read Only Memory (CD-ROM), Compact 

Disc - Re-Writable (CD-RW), Digital Video Disk - Read Only Memory (DVD-ROM), 

etc. 
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[00118] Embodiments t1erein may be provided as a computer program 

product, which may include a machine-readable medium having stored thereon 

instructions which may be used to program a computer (or other electronic devices) 

to perform a process. Tt1e machine-readable medium may include, but is not limited 

to optical discs, CD-ROMs, magneto-optical disks, ROMs, RAMs, erasable 

programmable read--only memories (EPROMs), electrically erasable programmable 

read-only memories (EEPROMs), magnetic or optical cards, flash memory, or other 

type of media/machine-readable medium suitable for storing electronic instructions. 

Moreover, embodiments herein may also be downloaded as a computer program 

product, wherein the program may be transferred from a remote computer to a 

requesting computer by way of data signals embodied in a carrier wave or other 

propagation medium via a communication link (e.g., modem or network connection). 

[00119] As shown, main memory 704 may be encoded wiU1 U1e 

application 102 that supports functionality discussed above. In other words, aspects 

of the application 102 (and/or other resources as described herein) can be embodied 

as software code such as data and/or logic instructions (e.g., code stored in the 

memory or on another computer readable medium such as a disk) tt1at supports 

functionality according to different embodiments described herein. During operation 

of one embodiment, processor(s) 702 accesses main memory 704 via the use of bus 

701 in order to launch, run, execute, interpret, or ott1erwise perform processes, such 

as through logic instructions, executing on the processor 702 and based on the 

application 102 stored in main memory or otherwise tangibly stored. 

[00120] The description above includes example systems, methods, 

techniques, instruction sequences, and/or computer program products that embody 

techniques of the present disclosure. However, it is understood tl1at the described 

disclosure may be practiced without these specific details. In the present disclosure, 

the methods disclosed may be implemented as sets of instructions or software 

readable by a device. Further, it is understood that the specific order or hierarchy of 

steps in the methods disclosed are instances of example approaches. Based upon 

design preferences, it is understood that the specific order or hierarchy of steps in 

the method can be rearranged while remaining within the disclosed subject matter. 

The accompanying method claims present elements of the various steps in a sample 

order, and are not necessarily meant to be limited to the specific order or hierarchy 

presented. 
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[00121] Tl1e described disclosure may be provided as a computer 

program product, or software, U1at may include a machine-readable medium having 

stored thereon instructions, which may be used to program a computer system (or 

other electronic devices) to perform a process according to the present disclosure. A 

machine-readable medium includes any mechanism for storing information in a form 

(e.g., software, processing application) readable by a machine (e.g., a computer). 

The machine-readable medium may include, but is not limited to optical storage 

medium (e.g., CD-ROM); magneto-optical storage medium, read only memory 

(ROM); random access memory (RAM); erasable programmable memory (e.g., 

EPROM and EE PROM); flash memory; or other types of medium suitable for storing 

electronic instructions. 

[00122] Certain embodiments are described herein as including one or 

more modules. Such modules are hardware-implemented, and thus include at least 

one tangible unit capable of performing certain operations and may be configured or 

arranged in a certain manner. For example, a hardware-implemented module may 

comprise dedicated circuitry that is permanently configured (e.g., as a special­

purpose processor, such as a field-programmable gate array (FPGA) or an 

application-specific integrated circuit (ASIC)) to perfom1 certain operations. A 

hardware-implemented module may also comprise programmable circuitry (e.g., as 

encompassed within a general-purpose processor or other programmable processor) 

that is temporarily configured by softv,rare or firmware to perform certain operations. 

In some example embodiments, one or more computer systems (e.g., a standalone 

system, a client and/or server computer system, or a peer-to-peer computer system) 

or one or more processors may be configured by software (e.g., an application or 

application portion) as a hardware-implemented module that operates to perform 

certain operations as described herein. 

[00123] Accordingly, the term ''hardware-implemented module" or 

"module" encompasses a tangible entity, be that an entity that is physically 

constructed, permanently configured (e.g., hardwired), or temporarily configured 

(e.g., programmed) to operate in a certain manner and/or to perform certain 

operations described herein. Considering embodiments in which hardware­

implemented modules are temporarily configured (e.g., programmed), each of the 

hardware-implemented modules need not be configured or instantiated at any one 

instance in time. For example, where the hardware-implemented modules comprise 
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a general-purpose processor configured using software, the general-purpose 

processor may be configured as respective different l1ardware-implemented modules 

at different times. Software may accordingly configure a processor, for example, to 

constitute a particular hardware-implemented module at one instance of time and to 

constitute a different hardware-implemented module at a different instance of time. 

[00124] Hardware--implemented moduies may provide information to, 

and/or receive information from, other hardware-implemented modules. Accordingly, 

the described hardware-implemented moduies may be regarded as being 

communicatively coupled. Where multiple of such hardware-implemented modules 

exist contemporaneously, communications may be achieved through signal 

transmission (e.g., over appropriate circuits and buses) that connect t.t1e hardware­

implemented modules. In embodiments in which multiple hardware-implemented 

modules are configured or instantiated at different times, communications between 

such hardware-implemented modules may be achieved, for example, through the 

storage and retrieval of information in memory structures to which the multiple 

l1ardware-implemented modules have access. For example, one hardware­

implemented module may perform an operation, and may store the output of that 

operation in a memory device to which it is communicatively coupled. A furti1er 

hardware-implemented module may then, at a later time. access the memory device 

to retrieve and process tt1e stored output. Hardware-implemented modules may aiso 

initiate communications with input or output devices. 

[00125] While the present disclosure has been described with reference 

to various embodiments, it should be understood that these embodiments are 

illustrative and that the scope of the disclosure is not limited to them. Many 

variations, modifications, additions, and improvements are possible. More generally, 

embodiments in accordance with the present disclosure have been described in the 

context of particular implementations. Functionality may be separated or combined 

in blocks differently in various embodiments of the disclosure or described with 

different terminology. These and other variations, modifications, additions, and 

improvements may fall within the scope of the disclosure as defined in the claims 

that follow. 

[00126] It should be understood from the foregoing that, while particular 

embodiments have been illustrated and described, various modifications can be 

made thereto without departing from the spirit and scope of the invention as will be 
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apparent to those skilled in the art Such changes and modifications are within the 

scope and teachings of this invention as defined in the c!aims appended hereto, 
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CLAIMS 

What is claimed is: 

1. A method for assessing a likelihood of exploitation of software 

vulnerabilities, comprising: 

utilizing a processor in operable communication with at least one memory for 

storing instructions that are executed the processor to perform 

operations of: 

accessing a plurality of datasets associated with a predetermined set of 

data sources; 

accessing training data comprising features and class labels 

associated with the features trorn the plurality of datasets; 

applying learning algorithms to the training data to generate 

classification models that are configured to predict class labels 

defining a likelihood of exploitation of respective software 

vulnerabilities; 

accessing one or more features associated witt1 a software 

vulnerability; and 

computing, by applying the one or more features to the classification 

model, a class label defining one or more values defining a 

likelihood of exploitation associated with the software 

vulnerability. 

2. The method of claim 1, further comprising generating a plurality of estimation 

outputs based on the one or more values to derive an overall quantitative 

score. 

3. The method of claim 1, wherein the plurality of datasets include vulnerabil,ty 

data for vulnerabilities that are publically disclosed and obtaining exploits data 

for exploits that were used in real world attacks. 

4. The method of claim 3, further comprising: 

aligning the exploits data with the vulnerability data; and 
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cleaning the exploits data of noise and predetermined portions of tt1e 

exploits data that is irrelevant to associated software 

vulnerabilities. 

5. The method of claim 1, wherein certain features correspond to a known 

vulnerability obtained from the plurality of datasets. 

6. The method of claim 1, further comprising testing the classification models by 

applying additional training data and one or more algorithms and evaluation 

metrics to optimize the classification models until the classification models 

compute the likelihood of exploitation according to a predefined error rate. 

7. The method of claim 1, further comprising vectorizing text features derived 

from U1e plurality of datasets using term frequency-inverse document 

frequency to create a vocabulary of associated words. 

8. The method of claim 1, further comprising: 

sorting vulnerabilities associated with the plurality of datasets 

according to time; 

training the classification model using the training data, tl1e training 

data defining a first subset of the plurality of datasets associated 

with a predetermined period of time: and 

testing the classification model using a second subset of the plurality of 

datasets associated with the predetermined period of time. 

9. The method of claim 1, further comprising computing mutual information from 

the plurality of datasets informative as to what information a given feature 

provides about another feature 

10. A computer-readable medium comprising instructions that cause a 

programmable processor to: 

generate a learned function referencing features associated with a 

plurality of datasets defining software vulnerabilities and at least 

one machine learning algorithm; and 
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evaluate accuracy of the learned function by applying a portion of the 

plurality of datasets associated with software vulnerabilities to 

the learned function. 

11. The computer-readable medium of claim 1 O comprising additional instructions 

that cause the programmable processor to: 

implement a random forest as part of the at least one machine learning 

algorithm that combines bagging for each tree with random 

feature selection at each node to split data utilized by the 

random forest, suct1 that a result of implementing tt1e random 

forest is an ensemble of decision trees each having their own 

independent opinion on class labels for a given disclosed 

vuinerability. 

12. The computer-readable medium of claim 1 O comprising additional instructions 

that cause the programmable processorto: 

detect, from the plurality of datasets, vulnerabilities that appear before 

an associated exploitation date. 

13. The computer-readable medium of claim 10 comprising additional instructions 

that cause the programmable processor to: 

access features from the plurality of datasets that contain measures 

computed from social connections of users posting hacking­

related content. 

14. Tt1e computer-readable medium of claim 13 comprising additional instructions 

that cause the programmable processorto: 

access features from the plurality of datasets that measure a centrality 

of the users in a social graph. 

15. A computing device, configured via machine learning to apply a learned 

function derived from at least one machine learning algorithm and a plurality 

of datasets associated with software vulnerabiiities to data associated with a 

software vulnerability to estimate a iike!ihood of exploitation of the software 

vulnerability. 
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SYSTEMS AND METHODS FOR DETECTING PATHOGENIC SOCIAL 

MEDIA ACCOUNTS WITHOUT CONTENT OR NETWORK 

STRUCTURE 

CROSS REFERENCE TO RELATED APPLICATIONS 

[0001] This is a PCT application that claims benefit to U.S. provisional 

application serial number 62/628, 196 filed on February 8, 2018 which is incorporated 

by reference in its entirety. 

FIELD 

[0002] The present disdosure generally relates to identifying 

pathogenic social media accounts, and in particular to systems and methods for 

detecting pathogenic social media accounts without leveraging network structure, 

cascade path information, content, or user's information. 

BACKGROUND 

[0001] The spread of harmful misinformation in social media is a 

pressing problem. Social media accounts that have the capability of spreading such 

information to viral proportions are referred to as "Pathogenic Social Media" (PSM) 

accounts. These accounts can include terrorist supporter accounts, water armies, 

and fake news writers. In addition, these organized groups/accounts spread 

messages regarding certain topics. Such accounts might be operated by multiple 

people that tweet/retweet through multiple accounts to promoteidegrade an idea, 

which can influence public opinion. As such, identifying PSM accounts has important 

applications to countering extremism, the detection of water armies, and fake news 

campaigns. In Twitter, many of these accounts have been found to be social bots. 

The PSM accounts that propagate information are key to a malicious information 

campaign and detecting such accounts is critical to understanding and stopping such 

campaigns. However, this is difficult in practice. Existing methods rely on social 

media message content (e.g. text, image, video, audio, hashtag, URL, or user 

mentions, etc.), social media user profile information (e.g. user name, photo, URL 

number of tweets/retweets, location, etc.), social or network structure (e.g. number of 

followers, number of followees, actual list of followers, actual list of followees, 

number of friends, actual friends iist, betweenness centrality, page rank centrality, 
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doseness centrality, and in-degree and out-degree centralities, star and clique 

networks associated with users, average clustering coefficients of each user, etc.), or 

combinations thereof. However, reliance on information of this type leads to two 

challenges. First, collection, storage, and processing of message content, user 

profile. and/or network structure requires significantiy more computing CPU, 

memory, and network bandwidth. Second, the use of content often necessitates the 

training of a new model for previously unobserved topics. For example, PSM 

accounts taking part in elections in the U.S. and Europe will likely leverage different 

types of content. Third, network structure information is not always available. For 

example, the FACEBOOK@ API does not make this information available without 

permission of the users (which is likely a non-starter for identifying PSM accounts). 

[0002] Early detection of PSM accounts is critical as these accounts 

are likely to be key users related to the formation of harmful malicious information 

campaigns. This is a chal!enging task for social media authorities for three reasons. 

First, it is not always easy to manually shut down these accounts. Despite efforts to 

suspend these accounts, many of them simply return to social media with different 

accounts. Second, for the most part, the available data is imbalanced and social 

network structure, which is at the core of many techniques are not readily available. 

Third, PSM accounts often seek to utilize and cultivate large number of online 

communities of passive supporters to spread as much harmful information as they 

can. Consequently, extra efforts need to be dedicated to proposing capabilities that 

could be deployed by social network firms to counter PSM accounts, regardless of 

the underlying social network platform. 

[0001] it is with these observations in mind, among others, that various 

aspects of the present disclosure were conceived and developed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0002] FIGS. 1.A-1 D show a hypergraph of three cascades, according 

to aspects of the present disclosure; 

[0003] FIGS. 2.A-28 are graphical representations of the number of 

cascades vs. cascade size, according to aspects of the present disclosure; 

[0004] FIGS. 3A-3C are graphical representations showing the 

cumulative distribution of the number of times a user has participated in cascades, 

according to aspects of the present disclosure; 

2 
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[0005] FIGS. 4A-4D are graphical representations showing the 

distribution between active and inactive users, according to aspects of the present 

disclosure; 

[0006] FIG. 5 shows a log-log distribution of cascades vs. cascade size 

(top) and cumulative distribution of duration of cascades (bottom); 

[0007] FIG. 6 shows the total number of inactive users in each 

cascade; 

[0008] FIG. 7 shows the number of paired URls posted by the PSM 

and normal users in the dataset. Note that the normal users in the dataset are higher 

than the PSM accounts. 

[0009] FIG. 8 illustrates the Hawkes Process. Events induce impulse 

on other processes and cause child events. Background event in e0 induces impulse 

on responses on processes e1 and e2. 

[0010] FIG. 9 is a graphical representation showing a comparison 

between threshold-based and label propagation selection approact1es, according to 

aspects of the present disclosure; 

[0011] FIG. 10 shows the estimated weights for all paired URL.s for 

(top) PSM accounts, and (bottom) normal users. Among all social media platforms 

and mainstream and alternative news sources, URLs shared from facebook.com and 

alternative news media had largest impact on dissemination of malicious messages. 

[0012] FIG. 11 is an illustration of a proposed metric, according to 

aspects of the present disclosure; 

[0013] FIGS. 12A-12D are illustrations of box plots of the distributions 

of the decay-based metrics for active and inactive users, according to aspects of the 

present disclosure; 

[0014] FIGS. 13A-13D are graphical representations showing plots of 

distributions of users using decay-based metrics according to aspects of the present 

disclosure; 

[0015] FIGS. 14A-14B are graphical representations showing the 

precision and recall for each classifier, according to aspects of the present 

disclosure; 

[0016] FIGS. 15A-15B are graphical representations showing the F1 

score and AUC results tor each classifier, according to aspects of the present 

disclosure. 
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[0017] . FIGS. 16A-16B show cumulative true positives and false 

positives based on the available training data. 

[0018] FIG. 17 compares diskspace requirements from existing 

approaches due to content storage as opposed to specifications according to 

embodiments of the present novel concept, which primarily uses action logs. 

[0019] FIG. 18 is a network diagram for Hlustrating generation of the 

social media data described herein, according to aspects of the present disclosure. 

[0020] FIG. 19 is a system diagram illustrating one possible non-limiting 

embodiment for transforming the social media data generated in FIG. 18 to causality 

values for detecting PSM accounts using the novel methods and functionality 

described herein, according to aspects of the present disclosure. 

[0021] FIG. 20 is a process flow illustrating possible steps of 

implementing the functionaiity described herein and shown in FIG. 19, according to 

aspects of the present disclosure. 

[0022] FIG. 21 is a schematic diagram of a non-limiting computing 

system for implementing the functionality described herein, according to aspects of 

the present disclosure. 

[00:23] Corresponding reference characters indicate corresponding 

elements among the view of the drawings. The headings used in the figures do not 

limit the scope of the claims. 

DETAILED DESCRIPTION 

GENERAL DESCRIPTION OF INVENTION 

[0024] As described herein, addressing the viral spread of 

misinformation poses various technical problems. For example, some technologies 

may rely upon social media message content, social media user profile information, 

social structure, or combinations thereof and therefore require excess computing 

power, memory, and network bandwidth. The present novel concept provides a 

technical solution to these technical problems by defining a sophisticated 

computational framework that determines how causal a user is with respect to a 

cascade by comparison to others using historical cascade event data. The concept 

further differs from previous approaches by focusing on malicious social media 

accounts that make messages "go viral". The framework may supplement but does 

not require the analysis of social media message content, social media user profile 
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information, or social to identify PSM accounts. Rather, the concept relies primarily 

on the evaluation of how likely a given social media account ls to cause a message 

to spread virally. Thus, the present disclosure involves significantly less CPU, 

memory, and network bandwidth, and at the same time, provides a more accurate 

and efficient system for detecting malicious accounts. Further, because the concept 

does not rely upon social media content, it can potentially detect pathogenic social 

media accounts used to spread new types of malicious information where the 

content has differed greatly from training data. This approach is potentially 

complementary to content based methods. 

TECHNICAL APPROACH 

Technical Preliminaries 

[0025] Throughout this disclosure cascades shail be represented as an 

''action log" (Actions) of tuples where each tuple (u, m, t) E Actions corresponds with 

a user u E U posting message m E Mat time IE T. Ii is assumed that set M includes 

postsirepost of a certain original tweet or message. For a given message, the first 

occurrence of each user is only considered. The present disclosure defines Actionsm 

as a subset of Actions for a specific message m. Formally, it is defined as Actionsm = 

{(u', m', t') E Actions s.t. m' = m}. 

Definition 1. (m-participant). For a given m EM, user i is an m-participant if there 

exists t such that (1: m, t) E Actions. 

[0026] Note that the users posting tweet/retweet in the early stage of 

cascades are the most important ones since they play a significant role in advertising 

the message and making it viral. For a given m E M, an m-participant i "precedes" m­

participantj if there exists t < t' where (i, m, t), (j, m, t') E Actions. Thus, key users are 

defined as a set of users adopting a message in the early stage of its life span. 

These users appear in the "beginning" of a cascade, before specified users join the 

cascade. The present disclosure defines key user as follows: 

Definition 2. {Key User). For a given message m, m-participant 1~ and Actionsm, 

wherein user i is a key user iff user i precedes at leas/. ¢ fraction of m-participants 
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(forma!fy: IActionsmi x ¢ ::;; lu'l=:it': (}, m, t') E Actionsm I\ t' > t}I, (i, m, t) E Actionsm), 

where¢ E (0, 1 ). 

[0027] The notation I · ! denotes the cardinality of a set. All messages 

are not equally important. That is, only a small portion of them become popular. 

These viral messages are defined as follows: 

Definition 3. (Viral Messages). For a given threshold e, a message rn E Mis viral 

iff IActionsml ~ e. Mvir is used to denote the set of viral messages. 

[0028] The Definition 3 allows the computation of the prior probability of 

a message (cascade) going viral as follows: 

p :-

(1) 
[0029] The probability of a cascade m going viral given some user i 

was involved is defined as: 

If •ni 1;;: Al:::•ir s.t... i t.s a . 
• o. -----------~ 

(2) 

[0030] The present disdosure is also concerned with two other 

measures. First, the probability that two users i and j tweet or retweet viral post m 

chronologically, and both are key users. In other words, these two users are making 

post m viral. 

!{tn. (~ J:t.pf;,~ t·H.·fie-r·ct ·< {o:n.d 

( ,: . l'N, f), (i, !H, 

[0031] 

(3) 

Second, the probability that key user j tweets/retweets viral post 

m and user f does not tweet/retweet earlier than j. In other words, only user j is 

making post m viral. 

_ -j( -~J -rn~ :~ .,4r::{·.t,-o:n.,~ aJuJ 

u.d~r·:'T f < (, (L -n?.: f) :::: .-1(:f ir,;·ri:.~s·} 
_i:i . ._~ .. ~ ;,_;,_;,_; ----~---~--~----

j-{ff,'.. ::::· Ji f~-t' 8.L (}, rn,, .. () <~ _.-iicLi.D-rL':! u·nd 
tdu.:·tf f- •< t'. (-i: H't,. t) ;:- ~.:·~c-t{o-t!.~~} 

[0032] Knowing the action log, the aim is to find a set of pathogenic 

social media (PSM) accounts. These users are associated with the early stages of 
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large information cascades and, once detected, are often deactivated by a social 

media firm. In the causal framework disclosed herein, a series of causality-based 

metrics is introduced for identifying PSM users. 

Causal Framework 

[0033] The present disciosure adopts a causal inference framework. In 

particular, the present disclosure expands upon the causal inference framework in 

two ways: (1) the casual framework addresses the problem of identifying PSM 

accounts; and (2) the present disclosure extends this single causal metric to a set of 

metrics. Multiple causality measurements provide a stmnger determination of 

significant causality relationships. For a given viral cascade. the casual framework 

seeks to identify potential users who likely caused the cascade to go viral. An initial 

set of criteria is first required for such a causal user. This is done by instantiating the 

notion of Prima Facie causes to our particular use case below: 

Definition 4. (Prima Facie Causal User). A user u is a prima fade causal user of 

cascade m ift:-User u is a key user of m, m E Mvir, and Pm!u > p. 

[0034] For a given cascade m, the language prima facie causal user 

will often be used to describe user i as a prim a facie cause for m to be viral. In 

determining if a given prima facie causal user is causal, other "related" users must 

be considered. In this disclosure, i and j are m-related if ( 1.) i and j are both prim a 

facie causal users for m, (2.) i and j are both key users for m, and (3.) i precedes j. 

Hence, the set of "related users" for user i (denoted R(i)) are defined as follows: 

[0035] 

(5) 

Therefore, PiJ in (3) is the probability that cascade m goes viral 

given both users i and j, and P~iJ in (4) is the probabiiity that cascade m goes viral 

given key user j tweets/retweets it while key user ! does not tweet/retweet m or 

precedes j. The Idea Is that if PiJ - P~iJ > 0, then user i is more likely a cause than j for 

m to become viral. The Kleinberg-Mishra causality (EK&M) is measured as the average 

of this quantity to determine how causal a given user i is as foliows: 

(6) 
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[0036] Intuitively, eK&M measures the degree of causaiit.y exhibited by 

user i. In addition, it was found useful to include a few other measures. The relative 

likeiihood causality ( E1ei) is introduced as follows: 

( 7) , / 

:' P---:<,) 't 
:. '~ 

(8) 

where a is infinitesimal. Relative likelihood causality metric assesses the relative 

difference between PiJ and P~iJ• This assists in finding new users that may not be 

prioritized by eK&M• It was also found that if a user is mostly appearing after those with 

the high value of EK&rv1, then it is likely to be a PSM account. One can consider all 

possible combinations of events to capture this situation. However, this approach is 

computationaily expensive. Therefore, Q(j) is defined as follows: 

(9) 

Consider the following example: 

Example 1. Consider two cascades (actions) r1 = {A, B, C, D, E, F, G, H} and r2 = {N, 

M, C, A, H, V, S, T} where the capital fetters signify users. The aim is to relate key 

users while $ ::: 0.5 (Definition 2). Table I shows the related users R(.) for each 

cascade. Note that the final set R(.) for each user, is the union of a!J sets from the 

cascades. Set Q(.) for the users of Table I are presented in Table II. 

TABLE I: Re1ated users R(.) (5) of cascades r1 = {A, B, C, D, E, F, G, H} and r2 = {N, 
M, C, A, H, V, S, T} 

User R r 1 RT 2 R 
A {B, C, D, E, F} {H,V} {B,C,D,E,F,H,V} 
B {C, D, E, F} {} {C, D, E, F} 
C {D, E, F} {A,H,V} {A,D, E, F, H, V} 
D {E,F} (} {E,F} 
E {F} {} {F} 
N {} {j\,11, C, A, H, V} {A, C, H, M, V} 
M {} {C,A,H,V} {A,C,H,V} 
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IH {} {V} {V} 

TABLE I!: Set Q(.) of users Table I in (9) 

User Total 
A {C, N, M} 
B {A} 
C {A, B, N, M} 
D {A,B.C} 
E {AB,C,D} 
N fl 

l.f 
_M {N} 
H {1\, C, N, M} 

[0037] Accordingly, the neighborhood-based causality (€nb) is defined 

as the average €.«&M (i) for all i E OU) as follows: 

[0038] The intuition behind this metric is that accounts who are 

retweeting a message that was tweeted/retweeted by several causal users are 

potential for PSM accounts. Weighted neighborhood-based causality (€Nnb) is 

defined as follows: 

(10) 

(11) 

[0039] The intuition behind the metric €wnb is that the users in Q may 

not have the same impact on user j and thus different weights W; are assigned to 

each user i with €K&M (1). 

Problem Statements 

[0040] The goal is to find the potential PSM accounts from the 

cascades. Assigning a score to each user and applying threshold-based algorithm is 

one iNay of selecting users. As discussed above, causality metrics were defined 

where each of the metrics or combination of metrics can be a strategy for assigning 

scores. Users with high values for causality rnetrics are rnore likely to be PSM 

accounts - this relationship is demonstrated between these measurements and the 

real world by identifying accounts deactivated eventually. 
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Problem 1. (Threshold~Based Problem). Given a causality metric Ek where k E 

{K&M. ref, nb. wnb}, parameter e. set of users U, we wish to identify set {u s.t. vu E 

U, Ek(u) ~ e}. 

[0041] It was found that considering a set of cascades as a hypergraph 

where users of each cascade are connected to each other can better model U1e PSM 

accounts. The intuition is that densely connected users with high values for causality 

are the most potential PSM accounts. In other words, the interest is in selecting a 

user if ( 1.) it has a score higher than a specific threshold or (2.) it has a lower score 

but occurs in the cascades where high score users occur. Therefore, the label 

propagation problem is defined as foliows: 

Problem 2. {Label Propagation Problem). Given a causality metric Ek where k E 

{K&M, rel, nb, wnb}, parameters e, A, set of cascades T == {r 1, 11, ... , Tn}, and set of 

users U, we wish to identify set S : S1, S2, ... , S1, ... , S
1
u

1 
where S, = {ul'v'r E T,'v'u E 

(1\Sn), Ek (u) ~ (H1r - ;\)} and H\ = {min Ek(u)) s.t. Vu Er/\ u E U S;}.n[1,1J 

[0042] In another problem statement, the framework seeks to 

determine if causal or decay-based metrics could be leveraged for identifying PSM 

accounts at early stage of their life span. Note each user can now be represented by 

a causality vector x"' E:t-•1, which is computed by any of the causality metrics 

(summarized in Table 3 below) over a period of time. The problem of early 

identification of PSM accounts is formally defined as follows. 
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Problem 3 (Early Identification of PSM Accounts) 

[0043] Given an action log A, and user u where =it s.t. (u, m, t) '= A, and 

$-m, ,.,. ,,,, i") (~ A ,\ /' > l, our goal is to determine if u's account shall be 

suspended given its corresponding causality vector x computed tiff some time point 

ALGORITHMS 

Algorithm for Threshold-based Problems 

[0044] With respect to Problem 1 discussed above, the framework uses 

a map-reduce programming model to calculate causality metrics. In this approach, 

users are selected with causality value greater than or equal to a specific threshold. 

This approach is referred to as the Threshold-Based Selection Approach. 

Label Propagation Algorithms 

[0045] With respect to Problem 2, label propagation algorithms 

iteratively propagate labels of a seed set to their neighbors. All nodes or a subset of 

nodes in the graph are usualiy used as a seed set. A Label Propagation Algorithm 

(Algorithm 1) is proposed to solve problem 2. First, users with a causality value 

greater than or equal to a specific threshold (i.e. 0.9) are taken as the seed set. 

Then, in each iteration, every selected user u can activate user u' if the following two 

conditions are satisfied: (1.) u and u' have at least one cascade (action) in common 

and (2.) Ek(u?) c: Ek(u) - A, A E (0, 1 ). Note that a minimum threshold, such as 0. 7, is 

set so that all users are supposed to satisfy it. In this algorithm, inputs are a set of 

cascades (actions) T, causality metric E1, and two parameters e, )>.. in (0, 1 ). This 

algorithm is illustrated by a toy example: 

Example 2. Consider three cascades {{A, B, G}, {A, B, C, D, E, G, H, I}, {E, H, !}} as 

shown in hypergraph of F!Gg 1A-1D. 

[0046] Assuming the minimum acceptable value is set as 0. 7; in this 

case, users C and E would not be activated in this algorithm. Assuming two 

parameters e = 0.9, 'A::: 0.1, both users A and G get activated (FIG. 1A). Note that an 

active user is able to activate inactive ones if ( 1.) it is connected to the inactive user 

in the hypergraph, (2.) score of the inactive user meets the threshold. In the next 

step, only user B will be influenced by G (0.82 ~ 0.92 - 0.1) as it is shown in FIG. 1 B. 

11 

IPR2025-01398 
CrowdStrike EX1002 Page 159



WO 2019/157335 PCT/US2019/017287 

Then, user D will be influenced by user B (0. 73 2:: 0,82 - 0.1 ). in the next step (FIG. 

1D), the algorithm terminate since no new user is adopted. As ii is shown, user I anci 

H are not influenced although they have larger values off in comparison with user D. 

[0047] Proposition 1. Given a set of cascades T, a threshold B, 

parameter A, and causality values Ek where k E {K&M, rel, nb, wnb}, ProSe! returns a 

set of users R = {ulEk (u) ~ e or 3u' s.t. u', u E T, Ek (u) ~ Ek (u1 -A and u' is pickea}. 

Set R is equivalent to the set S in Problem 2. 

[0048] Proposition 2. The time complexity of Algorithm ProSel is 0(1 TI 

x avg(/og(l77)) x IUI) 

[0049] Previous causal metrics do not take into account time-decay 

effect while computing causality scores. In other words, they assume a steady trend 

for computing causality of users. This is considered an unrealistic assumption since 

causal effect of users may change over time. Here, a generic decay-based metric is 

introduced, which essentially addresses the time-decay effect problem by assigning 

different time points of a given time interval, different weights, inversely proportional 

to their distance from t. In more details, this metric does the followings: (1) breaks 

down the given time interval into shorter time periods, using a sliding time window, 

(2) deploys an exponential decay function of the form '" f--r,., to account for the 

time-decay effect, and (3) takes average between the causality values computed 

using the sliding time window. We formally define as follows, which by varying k 

E {K&M ,ref ,nb, wnb} could be used to compute each of the previous causal metrics. 

1 \'= 
••• t.:,.r,i 

[0050] Here cr is a scaling parameter of the exponential decay function, 

T .,. 1<, + J ",j.;; '° .'. .I' '.:; 1 ••• n, 8 is a small fixed amount of time, which is used as 

the length of the sliding time window t:.. .-,, \ -- ,i, In FIG. 11, an illustration of the 

proposed metric is shown. 

[0051] Slmilar to the previous observations, FIGS. 12A~12D depict box 

plots of the distributions of the decay-based metrics for active and inactive users. 

Likewise, we use a threshold of 0.7 for all metrics except for for which we used a 
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threshold of 7. Table 5 shows Fl-scores for the metrics. As before, the metrics 

together perform the best while the next best one is 

causai metrics discussed before were observed. 

Improvements over the 

Td:ifo 6: Fl ":;cone ,~~;;;ult; fox PSM H{oC(mH(3 u~i::ig e,id, 
de~it~r-h~.$t?.d trh~tdc. by cot~0id£~d~1g colnn11).nitie:;, 'Tb(~ b~.st 
p1;-rfbmlaJ1~e i~ in h<?kL 

Leveraging Community Structure Aspects of Causality 

[0052] Having defined the problem of early identification of PSM 

accounts, the question of whether leveraging community structure of PSM accounts 

could boost the classification performance by checking if users in a given community 

establish stronger causal-based relationships with each other compared to the rest 

of the communities is examined. 

[0053] To answer this question, since network structure and its 

underlying graph are not available, a hypergraph G = (V, E) from A is built by 

connecting any pairs of users who have posted same message chronologically. In 

this hypergraph, Vis a set of vertices (i.e. users) and E is a set of directed edges 

between users. For sake of simplicity and without loss of generality, we make the 

edges of this hypergraph, undirected. Next, the LouvAIN algorithm is utilized to find 

the partitions C = {C1, C2, ... , Ck} of k communities over G. Louv1>.1N is chosen due to 

its fast runtime and scalability. After detecting the communities, the following two­

sample t-test is performed to answer the question: 
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(14) 

where the null hypothesis is: users in a given community establish weak causal 

relations with each other as opposed to the other users in other communities. To 

work this out, two vectors Va and vb are constructed as follows. Va is generated by 

computing Euclidean distances between each pair of users (ui, uj) who are from 

same community C1 E: C. Therefore, Va contains exactly :i ••• n elements 

in total. Likewise, vb is constructed of size :::<:i 1c,1 by computing Euclidean distance 

between each user ui in community C1 E C, and a random user uk chosen from the 

rest of the communities, i.e., C \ C1. The null hypothesis is rejected at significance 

level a= 0.01 with the p-value of 4.945e-17. Thus, it is concluded that users in same 

communities are more likely to establish stronger causal relationships with each 

0U1er than other users in rest of the communities. The answer to the posed question 

is thus positive. Note for brevity, t-test results for 10% of the training set were only 

reported, while making similar arguments for other percentages is straight-forvvard. 

[0054] FIGS. 13A-13D shows box plots of the distributions of users 

using the decay-based metrics and the communities. A clearer distinction was 

observed between active and suspended accounts, using these new metrics. Again, 

a threshold of 7 for was used and 0.7 for the rest. Table 6 shows Fl-scores for 

the metrics. The metrics together reach the best performance while the next best 

one is . . The results show improvements over previous resuits. 

[0055] 

:~ig~~rlths:~} C»mml CmnrnimHy n•:kttim;,h,sz~:d1)';';;f" 
ft*~""tmn ,:t.·'DG} 

lti!qt:s$r,t~~ Tr.;:Jnh-~g__ , 

l'.n,;:N·1:; ,.·,,""'n,•·c, ·; 

6: 
X: ( (:, d;, 

ii,, ,,, .. ! !x'. · ·"·•· !b 
D'-DU ,;' 

10: ;=r; ~ 
l 1 .: ,mtl fot' 

Next, a causal community detection-based classification 

algorithm, nameiy C2oc, is utilized that takes into account causality scores of users 
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and their underlying community structure to perform early detection of PSM 

accounts. F"irst step of the algorithm involves finding the communities of the 

hypergraph. The LouvAIN algorithm is used to find the partitions of the hypergraph. 

Then, in the second step of our algorithm, each user is classified as either PSM or 

not based on the available labels of her nearby peers in the same community. 

Specifically, to determine the label of an unseen user, we first find the community 

she belongs to. Then, we use the K-NEAREST NEIGHBORS (KNN) algorithm to compute 

her k nearest neighbors in the same community as hers, based on Euclidean 

distances between their causality vectors. Finally, the unseen user is labeled based 

on the majority label of her k nearest neighbors in the community. Note the merit of 

using community structure over merely using KNN is that, communities can give finer­

grained and more accurate sets of neighbors sharing similar causality scores, The 

proposed framework is shown in Algorithm 1. 

!SIS DA TA SET 

[0056] A dataset was collected from Feb. 2016 to May 2016, consisting 

of ISIS related tweetsiretweets in Arabic .. The dataset contains different fields 

including tweets and the associated information such as user ID, re-tweet ID, 

hashtags, content, date and time. The dataset also contains user profile information, 

including name, number of followers/followees, description, location, etc. About 53M 

tweets are collected based on the 290 hashtags such as Terrorism, State of the 

Islamic-Caliphate, Rebels, Burqa State, and Bashar-Assad, Ahrar Al-Sham, and 

Syrian Army. In this dataset, about 600K tweets have at least one URL (i.e., event) 

referencing one of the social media piatforms or news outlets. There are about 1 AM 

of paired URLs which are denoted by µr--,µ 2 and indicates a retweet (with the URL 

µ2) of the original tweet (with the URL µ1 ). In this paper, we only use tweets (more 

than 9M) associated with viral cascades. The statistics of the dataset are presented 

in Table Ill discussed in details below. 

TABLE Ill: Statistics of the dataset 

Name Values 
Tweets 9,092,978 
Cascades 35,251 
Users 1,249,293 
Generator users 8,056 
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[0057] Cascades. The present disclosure aims to identify PSM 

accounts - which in this dataset are mainly social bots or terrorism-supporting 

accounts that participate in viral cascades. The tweets that have been retweeted 

from 102 to 18,892 times. This leads to more than 35k cascades which are tweeted 

or retweeted by more than 1 M users. The distribution of the number of cascades vs 

cascade size is illustrated in FIG. 2A. There are users that retweet their own tweet or 

retweei a post several times; however, only the first tweet/retweet of each user for a 

given cascade is considered. In other words, duplicate users are removed from the 

cascades, which make the size of the viral cascades from 20 to 18,789 as shown in 

FIG. 28. The distribution of the cascades over the cascade life span is illustrated in 

FIG. 3A. Cascades took from 16 seconds to more than 94 days to complete. 

[0058] Users. There are more than 1 M users that have participated in 

the viral cascades. FIG. 38 demonstrates the cumulative distribution of the number 

of times a user have participated in the cascades. As it is shown, the larger the 

support value is, the less number of users exists. Moreover, users have tweeted or 

retweeted posts from 1 to 3,904 times and on average each user has participated 

more than 7 times. 

TABLE IV: Status of a subset of the users in the dataset. 

Name Active Inactive Total 
Users 723,727 93,770 817,497 
Generator users 7,243 813 8,056 

[0059] User's Current Status. Key users are selected that have 

tweeted or retweeted a post in its early life span - among first half of the users 

(according to Definition 2, ¢ ::: 0.5), and check whether they are active or not 

Accounts are not active if they are suspended or deleted. More than 88% of the 

users are active as shown in Table IV. The statistics of the generator users are also 

reported. Generator users are those that have initiated a viral cascade. As shown, 

90°/rJ of the generator users are active as well. Moreover, there are a significant 

number of cascades with hundreds of inactive users. The number of inactive users in 

every cascade is illustrated in FIG. 3C. Inactive users are representative of 

automatic and terrorism accounts aiming to disseminate their propaganda and 

manipulate the statistics of the hashtags of their interest. 
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[0060] Generator Users. In this part, users that have generated the 

viral tweets are only considered. According to Table IV, there are more than 7k 

active and 800 inactive generator users. That is, more than 10% of the generator 

users are suspended or deleted, which means they are potentially automated 

accounts. The distribution of the number of tweets generated by generator users 

shows that most of the users (no matter active and inactive) have generated a few 

posts (less than or equal to 3) while only a limited number of users are with a large 

number of tweets .. 

[0061] Impact of µ1 on µ2_ In this part, the impact of the URL µ1 on µ2 is 

investigated. Accordingly, the dataset contains 35K cascades (i.e., sequences of 

events) of different sizes and durations, some of which contain paired URLs in the 

aforementioned form. After pre-processing and removing duplicate users from 

cascades (those who retweet themselves multiple times), cascades sizes (i.e. 

number of associated postings) vary between 20 to 9,571 and take from 10 seconds 

to 95 days to finish. The log-log distribution of cascades vs. cascade size and the 

cumulative distribution of cascades are depicted in FIG. 5. 

The statistics of the dataset are presented in Table V. For labeling, the Twitter API is 

checked to examine whether the users have been suspended (labeled as PSM) or 

they are still active (labeled as normal). According to Table V, 11 % of the users in 

the dataset are PSMs and others are normal. The total number of PSM accounts that 

have been suspended by Twitter is depicted in each cascade in FIG. 6. Finally, it 

should be noted that these accounts mostly get suspended manually by Twitter 

based on reports the platform receives from its own users. 

Table V: Description of the dataset 

-················································ PSI\t -····· ······1~·(iiiiiiif----
# of Usi.:~n; 64,484 5}6.609 
~, , .. ,.{' c· ;,,,,r., 1 'RI ,· : • io ·l CJ ;x·· ;:;v::y_u_ f,\, 'f: ·-.: ... ~~. }.:)10..1:;:,i;,:. ~--: _J~"J..· I ~ -~+-~.---'-•h. ,.. __ .\.(_., ..... 

# of Paired tJl<Ls • 200.892 ]J23,434 

Social Media Platforms and News Outlets 

[0062] Twitter deploys a URL shortener technique to !eave more space 
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for content and protect users from malicious sites. To obtain the original URLs, a 

URL unshortening tool is used. This tool obtains the original links contained in the 

tweets of the dataset. 

[0063] A number of major and well known social media platforms are 

considered. including Facebook, lnstagram, Google, and YouTube. About the 

dichotomy of mainstream and alternative media, it is notable to mention that most 

criteria for determining whether a news source counts as either of them are based on 

a number of factors including but not limited to the content and whether or not it is 

corporate owned. However, a key difference between these two sources of media 

comes from the fact that all of mainstream media is profit oriented, in contrast to 

alternative media. It is further noted that, for the most part, mainstream media is 

considered a more credible source than alternative media, although the reputation 

has been recent!y tainted by the fake news. 

[0064] Popular news outlets such as The New York Times and The 

Wall Street Journal are considered as mainstream and less popular ones as 

alternatives. In Table VI, the total nurnber of paired URLs (i.e. µ1--,µ2) in which the 

original URL (i.e. µ1) corresponds to each social media platform with at least one 

event in the dataset is summarized. In Table VII. the total number of paired URls 

whose original URL belongs to the mainstream and alternative news sources is 

summarized. Table VIII shows the breakdown of the number of paired URls for the 

PSM and normal users. Table IX further demonstrates some examples of the 

mainstream and alternative news URls occurrence used in the work. 

Table VII: News sources' total paired URls (µ1----,µ2) with at least one event in 
the dataset for the PSM and normal users. 

Pladhnu : PSl\I : Norn1~i -
•• "I\vim:fr l 139,940 t 918J{Ol ____ _ 

878 4J}l7 
0 2)357 

163 132 
24,724 72,890 ___________ ,_ 

Table VIII: Total number of paired URLs of the form µ1---~1-12 with at least one event in 
the dataset for the PSM/nonnal users and for all platforms. 
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Normal 
Mainstream 0 286 
Aht~rnatives 124A49 

Table: IX: Examples of mainstream and alternative news used in this work. Popular 
news outlets are assigned to mainstream and the rest to alternatives . 

•--> Twitti;:r .. ;;. f'ac-::hovj,; 
Y·.{-l1?,t4~ 

.. ~ 1\:f(l1n:..tri:at.:i 
9ll!6~R 

.. ,:.. /\11trn:1tl\•~;~ 
J 7.S57/81,9..:l T~<.1!:tl'~l ·-·· il19.>~•i4/70l),(.l 7 

nm tJ.'t I 

LlWl------f 

171-i _________ _ 

(},'! 0/0 
59/64 

Table VI: Social media platform's total number of paired URLs of the form µ1---->µ2 with 
at least one event in the dataset for the PSM and normal users 

Temporal Analysis 

[0065] 

htipc;J,'\v\.:vv,,:.nytlrne~.con1 
tB.l-pJ.;.://\"t.:'V,:\V_ff.'U'::CfS.-C(HH 

tn1~p~://w\V\V,\v:-,_j.con1 
11 ttp:, ://)...,'\\' y;,.-. nbcnt~\.V;<c .con1 

https:// 1,i_,-,_;;;w. ft.c,n_n 

hHps://w\>i. .. tvxLcon.1 
ht1p~:/A;.:\v\v.arahl_2 l _c:Jrn 

hHp.0;: il'NWV.'.7 adr:irnonl. net 
http~ .. !/v,;\V\\•.addi:•./.ar.c.r>rn 

https:/.lzainnprt~~,(·orn 

Here, the differences between PSM accounts with their 

counterparts, normal users, through temporal analysis of their posted URL's are 

presented. 

[0066] In FIG. 7, the daily occurrence of the paired URL's over the span 

of 43 days for both PSM and normal users is depicted. The dataset has a larger 

number of normal users and higher number of the posted URL's compared to PSM 

accounts. Therefore, it is reasonable to observe more activity from normal users than 

PSMs. For both groups of users, a similar trend in spikes and their duration is 

observed. As it is seen, distinguishing between PSMs and normal users merely 

based on the occurrence of URLs and their patterns is not reliable. Therefore, 

experiments are conducted using a more sophisticated statistical technique known 

as "Hawkes Process". 

Framework 

[0067] In the previous section, a data analysis to demonstrate 

differences between PStvl accounts and normal users in terms of URLs they usually 
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post on Twitt.er was presented. The next step is to assess their impact via a weli 

known mathematical process called "Hawkes Process". A Hawkes process is used 

since the platforms introduced are dependent and thus not disjoint, meaning that 

they are affected by each other, while they have their own background events. 

A. Hawkes Process 

[0068] In many scenarios, one has to deal with timestamped events 

such as the activity of users on a social network recorded in continuous time. An 

important task then is to estimate the influence of the nodes based on their 

timestamp patterns. Point process is a principled framework for modeling such event 

data, where the dynamic of the point process can be captured by its conditional 

intensity function as follows: 

~ = Hru 
,• :._':._\[-.. (! 

[0069] Where 

E:(J\/(f-+, l~\t) --- ~v·(t.)j .. h\_:) 
..:1t. 

:\'IJ) Hi} is the expectation of the number of events vvhich 

happened in the interval (!. 1 + ritJgiven the historical observations ·u1, and records the 

number of events before iirne t. Point process can be equivalently represented as a counting 

process A' "" { 

The Hawkes process framework has been used in many problems that require 

modeling complicated event sequences where historical events have impact on 

future ones. Examples include but are not limited to financial analysis, seismic 

analysis, and social network modeling. One-dimensional Hawkes process is a point 

process N,, with the following particular form of intensity function: 

[0070] whereli > 0 is the exogenous base intensity (i.e. the background 

rate of events), ( are the time of events in the point process before time t, and g(t) is 

the decay kernel. 

[0071] Here, the exponential kemal of the form g(f) --- we "
1 

is used, 

but adapting to the other positive terms is straightforward. The second part of the 
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above formulation captures the self exciting nature of the point processes - the 

occurrence of events in the past has a positive impact on future ones. Given a 

sequence of events observed in [O, T] and generated from the above intensity 

function, the log-likelihood function can be obtained as follows: 

Here, the focus is on multi--dimensional Hawkes processes which is defined by U --­

dimensional point process h/. u = L ••• • • U. In other words, U Hawkes processes are 

coupled with each other ---each Hawkes process corresponds to one of the platforms 

and the influence between them is modeled using the mutually exciting property of 

the multi-dimensional Hawkes processes. The following formulation to model the 

influence of different events on each other is formaliy defined: 

/\,(ti= /iu + 2: a,,,,g(f- t:d 
r!.,<! 

[0072] wherel 1
u ?' D is the base intensity for the u-lh Hawkes 

process. The coefficient 01w. ~:o: 0 captures the mutually-exciting property 

between the u-th and urth dimension are more iikely to trigger an event in u-th 

dimension in the future. More intuitively, an event on one point process can cause an 

impulse response on other processes, which increases the probability of an event 

occurring above the processes' background rates. To reiterate, each URL is 

attributed to an event, i.e. if the URL u1 triggers the URL u2 (i.e. u 1 ----► H2), then 

[0073] In FIG. 8, a multivariate example of three different streams of 

events, e0, e1, and e2. As il!ustrated, e0 is caused by the background rate ;,(f )o and 

has an incluence on itself and e1. On the other hand, e1 is caused by .\(t 1 and has 

an infuence on e2. Simply put, a background event in e0 induces impulse on 

responses on processes e1 and e2. Accordingly, the caused child event in e1 leads to 

another child event in e2. 

[0074] Consider an infectivity matrix A 
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the self triggering coefficients bet.ween Hawkes processes, and D = 7 is the number 

of processes (i.e. platforms). Each entry in this matrx indicates the strength of 

influence each platform has on other platforms. 

B. Methodology 

[0075] The goal is to assess the influence of the PSM accounts in the 

dataset via their posted URLs. The URLs posted by two groups of users are 

considered: ('1) PSM accounts ancl (2) normal users. For both groups, a Hawkes 

model with K = 7 point processes each is fitted for each category of social media and 

news outlets. 

[0076] In each of the Hawkes models, every process is able to 

influence all the others including itself, which allow for t.he estimation of the strength 

of connections between each of the seven categories for both groups of users, in 

terms of how likely an event (i.e. the posted URL) can cause subsequent events in 

each of the groups. 

The Amt 4 algorithm is used and the methodology presented for fitting the Hawkes 

processes for both PSM and normal users is used. ,.\nw+is an efficient optimization 

that estimates the parameters A and µ by maximizing the regularized log-likelihood 

[0077] where l(A Jl) can be obtained by substituting _ from Equation 

_______ into Equation ______ . Also, ii\!i' is the nuclear form of matrix A, and is defined as the 

sum of its singular value. 

[0078] Two different sets of URLs posted by the PSM account and 

normal users are considered by selected URls that have at least one event in 

Twitter (i.e. posted by a user). For each group, a matrix VF c D with D :::7, 

whose entries are sequences of events (i.e. posted URLs) observed during time 

period T are constructed. Each sequence of events is of the form 

S '" {It,. Jtctwhere ni is the number of events occurring at the ui-th dimension (i.e., 

URls posted containing one of the 7 platforms). 

C. Settings 
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[0079] The ADM 4 algorithm is adopted, which implements parametric 

interference for Hawkes processes with an exponential kernel and a mix of Lasso 

and nuclear regularization. The infectivity matrix A, base intensities µ,and decays 

f➔ f li:i:are initialized randornly. 

[0080] The number of nodes is set to 0=7 to reflect the 7 platforms 

used in this analysis. Level of penalization is set to C = 1000, and the ratio of Lasso-­

Nuclear regularization mixing parameter is set to 0.5. Finally, he maximum number 

of iterations for solving the optimization is set to 50 and the tolerance of solving 

algoriU1m is set to 1 e - 5. 

CAUSALITY ANALYSIS 

[0081] The behavior of the causality metrics is examined. Users are 

analyzed based their current account status in Twitter. A user is labeled as active 

(inactive) if the account is still active (suspended or deleted). 

[0082] Kleinberg-Mishra Causality. Users were studied that had a 

causality value of E1<&,1,;1 greater than or equal to 0.5. As expected, inactive users 

exhibit different distribution from active users (FIG. 4A). It was noted that significant 

differences are present -· more than 75% of the active users are distributed between 

0.5 and 0.62, while more than 50% of the inactive users are distributed from 0.75 to 

1. Also, inactive users have larger values of mean and median than active ones. 

Note that number of active and inactive users is 404,536 and 52,452. This confirms 

that this metric is a good indicator to discriminate PSM users from the normal users. 

Additionally, several related causality measures and a label-propagation algorithm 

for finding "slave PSM accounts" have been developed. Relative Likelihood 

Causality. This metric magnifies the interval between every pairs of the probabilities 

that measures the causality of the users; therefore, the values vary in a wide range. 

FIG. 48 displays the distribution of users having relative likelihood causality of 

greater than or equal to two. In this metric, 1,274 users get very large values. For the 

sake of readability, very large values are replaced with 34.0 in FIG. 4B. More than 

50'1/o of the inactive users get values greater t11an 32, while the median of active 

users is 2.48. More than 75% of the active users are distributed in the range of (2, 4 ). 

Note that number of active and inactive users in this figure is 3,563 and 1,041, 

respectiveiy. That is, using this metric and filtering users with the relative likelihood 
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greater than a threshold, leads to the good precision. For example, the threshold in 

FIG. 48 is set to 2 - the precision is more than 0.22 for inactive class. Considering 

users with a very large value can lead to a precision of more than 0.5 and 

uncovering a significant number of PSMs - 638 inactive users. 

[0083] Neighborhood-Based Causality. The users having a causality 

value of EntJ greater than or equal to 0.5 were studied. As expected, inactive users 

exhibit different distribution from active users as shown in FIG. 4C. Also, inactive 

users are mostly distributed in the higher range and have larger values of mean and 

median than active ones. More than 75% of the active users are distributed between 

0.5 and 0.6, while more than 50% of the inactive users are distributed from 0.6 to 1. 

Therefore, increasing the threshold results in the higher precision for the PSM users. 

Note that the number of active and inactive users is 85,864 and 10,165. 

[0084] Weighted Neighborhood-Based Causality. This metric is the 

weighted version of the previous metric (EnbJ· A weight is assigned to each user in 

proportion to her participation rate in the viral cascades. FIG. 4D shows the 

distribution of users with Ewnb greater than or equal to 0.5. This rnetric also displays 

different distribution for active and inactive users. More than 75% of the active users 

are distributed between 0.5 and 0.6, while more than 50% of the inactive users are 

distributed from 0.6 to 1. Note that the number of active and inactive users of Ewnb is 

52,346 and 16,412. In other words, this metric achieves the largest precision 

compared to other metrics, 0.24. Clearly, increasing the threshold results in the 

higher precision for the PSMs. 

RESULTS AND DISCUSSION 

[0085] The Scala Spark and Python 2. 7x were run on an Intel Xeon 

CPU (1.6 GHz) with 128 GB of RAM running Windows 7. The parameter¢ was set to 

label key users 0.5 (Definition 2). Ti1us, for the users that participate in the action 

before the number of participants gets twice. 

[0086] In the following sections, two proposed approaches are 

considered: (1) Threshold-Based Selection Approach - selecting users based on a 

specific threshold, (2) Label Propagation Selection Approach -· selecting by applying 

Algorithm 1. The intuition behind this approach is to select a user if it has a score 

higher than a threshold or has a lo-.Ner score but occurs in the cascades that high 
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score users exist. The methods are evaluated based on true positive (True Pos), 

false positive (False Pos), precision, the average (Avg CS) and median (Med CS) of 

cascade size of the detected PSM accounts. Note that in our problem, precision is 

the most important metric. The main reason is labeling an account as PSM means it 

should be deleted. However, removing a real user is costly. Therefore, it is important 

to have a high precision to prevent removing real user. 

EXISTING METHOD 

[0087] In U1e proposed method, all features that could be extracted 

from the dataset include tweet syntax (average number of hashtags, average 

number of user mentions, average number of links, average number of special 

characters), tweet semantics (LOA topics), and user behavior (tweet spread, tweet 

frequency, tweet repeats). Three existing methods were to detect PSM accounts: 1) 

Random selection: This method achieves the precision of 0.11. This also presents 

that the data is imbalanced and less than 12% of the users are PSM accounts. 2) 

Sentimetrix (Sentimel.): The data was clustered by DBSCAN algorithm. The labels 

were then propagated from 40 initial users to the users in each cluster based on the 

similarity metric. Support Vector Machines (SVM) were used to classify the 

remaining PSM accounts [1 0]. 3) Classification methods: In this experiment, the 

same labeled accounts were used as the previous experiment and different machine 

learning algorithms were applied to predict the label of other samples. Features 

based on the limitations of access to data into three categories were then grouped 

together. First, only content information ( Content) is used to detect the PSM 

accounts. Second, content independent features (NoCont.) is used to classify users. 

Third, all features (All feat.) are applied to discriminate PSM accounts. The best 

resuit for each setting is when we apply Random Forest using all features. According 

to the results, this method achieves the highest precision of 0.16. Note that, most of 

the features used in the previous work and our baseline take advantage of both 

content and network structure. However, there are situations that the network 

information and content do not exist. In this situation, the best baseline has the 

precision of 0.15. The average (Avg CS) and median (Med CS) of the size of the 

cascades were studied in which the selected PSM accounts have participated. Table 

X also illustrates the fa!se positive, true positive and precision of different methods. 

TABLE X: Existing Methods - number of seiected users as PSM 
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Method False Pos True Pos Precision Avg CS Med CS 
Random 80,700 10,346 0:11 289.99 184 
Senti met. 640,552 77,984 0.11 261.37 171 
Content 292,039 43,483 0.13 267.66 174 
NoCont 357,027 63,025 0.15 262.97 172 
Al/feat. 164,0'12 31,131 0.16 273.21 176 

THRESHOLD-BASED SELECTION APPROACH 

[0088] In this experiment, all the users were selected that satisfied the 

thresholds and checked whether they were active or not. A user is inactive if the 

account is suspended or closed. Since the dataset is not labeled, inactive users were 

labeled as PSrv1 accounts. The threshold for all metrics was set to 0.7 except for 

relative likelihood causality (Ere1), which is set to 7. Two types of experiments were 

conducted: first. user selection for a given causality metric was studied. This 

approach was further studied using the combinations of metrics. 

[0089] Single Metric Selection. In this experiment, users were 

selected based on each individual metric. As expected, these metrics can assist in 

filtering a significant amount of active users and overcome the data imbalance issue. 

Metric EK&M achieves the largest recall in comparison with other metrics. Ho·wever, it 

has a maximum number of false positives. Table XI shows the performance of each 

metric. The precision value varies from 0.43 to 0.66 and metric Ewnb achieves the 

best value. Metric Ere/ finds the more important PSM accounts with average cascade 

size of 567.78 and median of 211. In general, the detected PSM accounts have 

participated in U1e larger cascades in comparison with baseline methods. It was also 

observed that these metrics cover different regions of the search area. In other 

words, they select different user sets with iittle overlap between each other. The 

common users between any two pairs of the features are illustrated in Table XII. 

Considering the union of all metrics, 36,983 and 30,353 active and inactive users are 

selected, respectively. 

TABLE XI: Threshold-based selection approach - number of selected users 
using single metric 

Method _False Pos True Pos Precision Avg CS Med CS 
Al(feat. 164,012 31,131 IJ.16 273.21 176 
NoCont. 357,()27 63,025 0.15 262.97 172 
E1(&Af 36,159 27.,192 0.43 383.99 178 

Ere/ 693 641 0.48 567.78 211 
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Enh 2,268 2,927 369.46 183.5 
7,463 14,409 31 l.84 164 

TABLE XII: Threshold-based selection approach - number of common 
selected users using single metric 

Status Active Inactive 
Method Eret Enh EH·nh E,.e1 Ent; Ewnh 

EK&;\1 404 1,903 6,992 31'.i< ~,, 2,340 11,748 
Erel 231 175 248 229 
Ewnh l ,358 1,911 

[0090] Combination of Metrics Selection. According to Table XII, 

most of the metric pairs have more inactive users in common than active users. The 

experiment attempted to select users that satisfy the threshold for at least three 

metrics. It was determined that 1,636 inactive users ·were obtained out of 2,887 

selected ones, which works better than EK&M and Ere1 while worse than Enb and Ewnb• 

In brief, this approach achieves precision of 0.57. Moreover, the number of false 

positives (1,251) was lower than most of the other metrics. 

LABEL PROPAGA T!ON SELECTION APPROACH 

[0091] In label propagation selection, a set of users were selected that 

have a high causality score as seeds, then ProSel selects users that occur with 

those seeds and have a score higher than a threshold iteratively. Also, the seed set 

in each iteration is the selected users of the previous iteration. The intuition behind 

this approach is to select a user if it has a score higher than a threshold or has a 

lower score but occurs in the cascades that high score users occur. The parameters 

of ProSel Algorithm are set as follows: A = 0.1, e = 0.9, except for relative likelihood 

causality, where we set A ::: 1, 8 = 9. Table XIII shows the performance of each 

metric. Precision of these metrics varies from 0.47 to 0.75 and EwntJ achieves the 

highest precision. rv1etrics Eret with average cascade size of 612.04 and Ent, with 

median of 230 find the more important PSM accounts. Moreover, detected PSM 

accounts have participated in the larger cascades compared with threshold-based 

selection. This approach also produces much lower number of false positives 

compared to threshold-based selection. The comparison between this approach and 

threshold-based selection is illustrated in FIG. 9. From the precision perspective, 

label propagation method outperforms the threshold-based one. 
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TABLE XIII: Label propagation selection approach - number of selected users 

Method False Pos True Pos Precision Avg CS Med CS 

Al/feat. 164,012 31,131 0.16 273.21 176 

NoCont. 357,027 63,025 0.15 262.97 172 

EK&.lvl 9,305 14,176 0.60 390.52 179 

Erei 561 498 0.47 612.04 216 

Enb 1,101 1,768 0.62 403.55 230 

Ewnb 1,318 4,000 0.75 355.24 183.5 

[0092] The number of common users selected by any pair of two 

metrics is also illustrated in Table XIV. It shows that our metrics are covering 

different regions of the search area and identifying different sets of users. In total, 

10,254 distinct active users and 16,096 inactive ones are selected. 

Status 

TABLE XIV: Label propagation selection approach - number of common 
selected users 

Active Inactive 

Method Ere! Enb Ewnb Erei Enb Ewnb 

EK&.lv1 289 581 1,122 168 1,019 2,788 

Erei 15 6 180 102 

Ewnb 151 833 

Hawkes Process Approach 

[0093] The infectivity matrix for both PSM and normal users is 

estimated by fitting the Hawkes model described earlier. In this study, this matrix 

characterizes the strength of the connections between platforms and news sources. 

More specifically, each weight value represents the connection strength from one 

platform to another. In other words, each entry in this matrix can be interpreted as 

the expected number of subsequent events that will occur on the second group after 

each event on the first. 

[0094] In FIG. 10 the estimated weights for all paired URLs for both 

PSM ancl normal users are depicted. The weights in both plots show that greater 

weights belong to processes that have impact on Twitter, i.e. " > Twitter". This implies 
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that both of the groups in the Twitter dataset often post URL.s that ultimately have 

greater impact on Twitter. 

[0095] Overall, the following observations can be made: 

• URls references all platforms and posted by the PSMs and regular users 
mostly trigger LJRLs that contain the Twitter domain. 

• Among all platforms studied here, URls shared from facebook.com and 
alternative news media contributed the most to the dissemination of malicious 
information from PSM accounts. In other words, they had the largest impact 
on making a message viral and causing the subsequent events. 

• Posts that were tweeted by the PSM accounts and contained URLs from 
facebook.corn demonstrated more influence on the subsequent retweets 
containing URLs from youtube.com, in contrary to the other way around. This 
means that ultimately tweets with URLs from Facebook will likely end up 
inducing external impulse on youtube.corn. In contrast, URLs posted by the 
normal users have nearly the same impact on subsequent events regardless 
of the social media or news outlet used. 

[0096] The above mentioned observations demonstrate the 

effectiveness of leveraging Hawkes process to quantify the impact of URLs posted 

by PSMs and regular users on the dissemination of content on Twitter. The 

observations we make here show that PSM accounts and regular users behave 

differently in terms of the URls they post on Twitter, in that they have different tastes 

while disseminating URL links. Accordingly their impact on the subsequent events 

significantly differ from each other. 

ADDITIONAL EXPERIMENTS 

[0097] Additional experiments were conducted to gauge the effectiveness and 

efficiency (timeliness) of the above approaches that use the causality metrics as 

features in (1) supervised setting, and (2) for computing proximity scores between 

users in community detection-based framework. 

[0098] Experimental Settings 

[0099] To assess the effectiveness and efficiency of the metrics and the 

proposed framework in early detection of PSM accounts, we use different subsets of 

size x% of the entire time-line (from Feb 22, 2016 to May 27, 2016) of the action log 

A, by varying x as in {10, 20, 30, 40, 50}. Next, for each subset and each user i in the 

subset, we compute feature vector Xi of the corresponding 4 causality scores. The 

feature vectors are then fed into supervised classifiers and the proposed community 

detection-based algorithm to perform classification. For the sake of fair comparison, 
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both standard and decay-based metrics were performed. For both metrics, we 

empirically found that p = 0.1 and a= 0.001 work welL For the decay-based causaiity 

metric a sliding window of size of 5 days (i.e. 8 = 5) and set er= 0.001 was assumed 

which were found to work well in the experiments. Note that only results for PSM 

(suspended) accounts were presented. Among many other supervised classifiers 

such as ADABOOST, LOGISTIC REGRESSION and SUPPORT VECTOR MACHINES (SVM), 

RANDOM FOREST (RF) with 200 estimators and 'entropy' criterion, achieved the best 

performance. Therefore, for brevity only results when RF is used as the classifier 

was reported. This aligns wen with previous results on related problems such as the 

identification of viral cascades. 

[00100] The results for the proposed community detection-based 

framework and both causal and decay-based metrics are presented herein. As 

stated earlier, for community detection the LouvAIN algorithm was implemented since 

it was fast, scaled well and it did not require any parameter tuning. For the second 

part of the proposed algorithm, i.e., computing k nearest neighbors of each instance 

and the final labeling procedure, we set k ::: 10 as it was found to work well for our 

problem. It must be stressed that using KNN alone does not yield a good 

performance by reporting the results of KNN trained on the decay-based causality 

features. 

[00101] For the sake of fair comparison, all approaches were 

implemented and run in Python 2.7x, using scikit-learn package. For the Louvain 

algorithm, we used the Python community detection package was used. For any 

approaches that required special tuning of parameters, a grid search was conducted 

to choose the best set of parameters. 

Baseline Methods 

[00102] To validate the performance of the proposed metrics and 

framework, the metrics and framework were compared against the following state-of­

the-art baselines: 

[00103] CAUSAL (Anonymous 2017). The proposed decay-based 

metrics was benchmarked against causal metrics (Anonymous 2017) via both 

supervised and community detection-based settings. 

[00104] SentiMetrix-DBSCAN {Subrahmanian et al. 2016). This meU-1od 

was the winner of the DARPA Twitter bot challenge cont.est (Subrahmanian et. aL 
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2016). This baseline deploys several features including tweet syntax (average 

number of hashtags, average number of user mentions, average number of links, 

average number of special characters), tweet semantics (LDA topics), and user 

behavior (tweet spread, tweet frequency, tweet repeats). For this baseline, a 10-fold 

cross validation was performed and use a held-out test set for evaluating the 

baseline. This baseline then uses a seed set of 100 active and 100 inactive 

accounts, and then use DBSCAN clustering algorithm to find the associated clusters of 

users. The available labels are then propagated to nearby unlabeled users in each 

duster based on the Euclidean distance metric, and the labels of the remaining 

accounts are predicted using SvM. 

[00105] SentiMetrix-RF. This is a variant of the previous baseline where 

we exciuded the DssCAN part and instead trained RF ciassifier using only the above 

features to evaluate the feature set 

Identification of PSM Accounts 

[00106] For evaluating how accurate different approaches are in 

identifying PSM accounts, we use different metrics including precision, recall and F-1 

measure and area under curve (AUC) for the PSM accounts. Precision, recall, Fl­

score and AUC results for each method are shown in FIGS. 14A-14B and 15A-15B. 

Note for each subset, independent from other subsets, a 10-fold cross validation was 

performed. The following observations were made. 

1111 Community detection-based framework achieved the best performance in terms 

of several metrics used. This aligns well with the t-test results discussed earlier. 

meaning that taking into account community structure of PSM accounts can 

boost the performance. 

• For the most part, the causal and decay-based metrics achieved higher 

classification performance than other approaches via both settings. 

1111 Decay-based metrics are effective at identifying PSM accounts at different time 

points via supervised and community detection-based settings. It is posited that 

this lies at the inherent difference between decay-based and causal rnetrics­

decay-based metrics take into account time-decay effect while computing the 

causality scores. 

<II> Although SENnMETRIX-DBSCAN and SENTIMETRiX-RF take advantage of several 

features, they were unable to defeat our approach. It is noted that most of the 
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features used in these baselines are based on content of tweets which is not 

always readily availabie. 

Timeliness of PSM Accounts Identification 

[00107] The following experiment was conducted to gauge the ability of 

different approaches in identifying PSM accounts around their activity. For each 

approach, it was determined how many of the PSM accounts were active in the first 

10 days of the dataset. were correctly classified (i.e., true positives) over time. Also, 

the framework needed to keep track of faise positives to ensure a given approach 

does not merely label each instance as positive - other.ivise a trivial approach that 

always would label each instance as PSM would achieve the highest performance. 

In addition, to figure how many days were needed to find these PSM accounts each 

ciassifier was trained using 50% of the first portion of the dataset. A held-out set 

was used for the rest for evaluation. Next, the misclassified PSM accounts were 

passed on to the next portions to see how many of them can be captured over time. 

The process was repeated until reaching 50% of the action log ---each time the 

training set was increased by adding new instances from each portion. 

[00108] There are 14,841 users in the first subset from which 3,358 

users are PSM. Table XV be!ow shows the number of users from the first portion that 

(1) are correctly classified as PSM (out of 3,358), (2) are incorrectly classified as 

PSM (out of 29,617), over time. According to this table, community detection-based 

approaches were able to detect all PSM accounts who were active in the first 10 

days of our dataset, in about a month since their first activity. In particular, DECAY­

C2oc, identified all of these PSM accounts in about 20 days since the first time they 

posted a message. Also, both causal and decay-based metrics when fed to RF 

ciassifier, identified all of the PSM accounts in the first period. SENTIMETRIX-DBSCAN 

and SENTIMETRIX·-RF failed to detect all PSM accounts from the first portion, around 

the first 50 days of their activity. Furthermore, these two baselines generated much 

higher rates of false positives compared to all of the causality-based approaches. 
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Table XV: 

[00109] The observations that were made aligned well with previous 

observations; suggesting that the community detection-based framework yields 

higher classification performance than other frameworks. Finally, it should be noted 

that to make the computations and discussion less complicated, a period of 10 days 

was used, therefore, the exact number of days that should pass were not known, 

although this will stiil give a good approximation of the efficiency of the given 

approach in early identification of PSM accounts. 

Blind Validation Tests for PSM Account Detection 

[00110] Blind validation tests were conducted by a third party using real 

social media data that the third party used for other products and services. In the 

test, the third party provided data without ground truth, for which results were 

provided in return. The third party provided performance metrics compared with an 

existing approach for identifying social bots. It should be noted that the evaluated 

version of the PSM Account Detection software was the initial version. The version 

disclosed has shown improved performance. 

Table XVII: Results of the blind validation tests 

PSM Account Detection Existing approach from 

third party 

Accounts identified as 51 10 

social bot, suspended or 

offline 

False positives identified 6 (not reported) 

as "self-promoters" 

Other false positives 10 (not reported) 

[00111] Further comparisons with existing methods were made to 

to evaluate for true positives and false positives over time. FIGS. 16A and 16B show 
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cumulative true positives and false positives based on the available training data. 

True positives (FIG. 16A) are more rapidly identified by the PSM Account Detection 

compared to existing approaches, and is the only approach to identify all pathogenic 

accounts. Likewise, it also maintains the lowest false positive rate by a significant 

margin (FIG. 168). 

[00112] Finally, as discussed, existing approaches for detecting 

socialbots and other malicious actors on social media are highly dependent upon 

content - which leads to a dramatic increase in disk space and RAM requirements. 

FIG. 17 compares diskspace requirements from existing approaches due to content 

storage as opposed to requirements to this invention, which primarily uses action 

logs. The substantial reduction in storage requirements enables a significant 

reduction in computing machinery overhead enabiing the approach to be scaled in 

order to detect a larger number of malicious actors on social media. The reductions 

are by an order of magnitude and highly significant by any standard statistical 

measure. 

[00113] Turning to FIG. 18, an example network environment 100 for 

generating the social media data ultimately utilized to detect PSM accounts as 

described herein is shown. The network environment 100 may include a plurality of 

user devices 102, and a plurality of social media computing devices, designated 

104A and 104B. User devices 102 may be associated with users of social media 

located throughout the world, and the social media computing devices 104A-104B 

may be associated with social media providers such as e.g. Twitter, Facebook, news 

websites, and the like. The user devices 102 may request and submit content to the 

social media computing devices 104A-104B using a network 106 (e.g. the Internet) 

as indicated. Specifically, the user devices 102 may adopt various messages as 

defined herein hosted or othervvise provided by the social media computing devices 

104A-104B. For example, any one of the user devices 102 may log on to a social 

media application hosted by the social media application server 104A, and broadcast 

or re-broadcast a message such as a video, text message, audio file, or the like. 

[00114] The user devices 102 may be generally any form of computing 

device capable of interacting with the network 106 to access a socia1 media website, 

such as a mobile device, a personal cornputer, a laptop, a tablet, a workstation, a 

smartphone, or other Internet- communicable device. The social media computing 

devices 104A-104B may include computing devices configured for providing social 
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media websites or aspects thereof andior any applications or websites where a user 

may adopt a social media message, and may be implemented in the form of servers, 

workstations, terminals, mainframes, storage devices, or the like. 

[00115] As further shown, a computing device 108 may be 

communicably coupled to the network 106. The computing device 108 may be 

implemented to provide the functionality described herein, and may include a laptop, 

desktop computer, server, or other such computing device. Any one of the social 

media computing devices 104A-B or the computing device 108 may include at !east 

one server hosting a website or providing an application. Such a server (not shown) 

may be a single server, a plurality of servers with each such server being a physical 

server or a virtual machine, or a collection of both physical servers and virtual 

machines. In another implementation, a cloud hosts one or more components of the 

network environment 100. In this implementation, the user devices 102, any servers, 

and other resources connected to the network 106 may access one or more servers 

to access websites, applications, web services, interfaces, storage devices, 

computing devices, or the like. 

[00116] Referring to FIG. 19, with reference to the process flow 300, 

further details regarding the implementation of the functionality described herein 

relative to the network environment 100 are illustrated. In the system diagram 200, a 

computing device 202 is shown which may be similar to the computing device 108 of 

the network environment 100 such that the computing device 202 may access user 

devices 102 and social media computing devices 104A-B. In particular, the 

computing device 202 is configured to access social media data in the form of 

activity logs 206A-206C from one or more social media data sources 204A-204C. 

The computing device 202 may access such information via e.g. the network 106, or 

locally, and may access the data directly from social media providers (e.g. the social 

media computing devices 104A-B) or third party providers of such information. In 

other words, the social media data sources 204A-204C may include databases or 

storage devices associated with the social media computing devices 104A-B, or may 

include third party storage repositories. For example, the social media data source 

204A may include Twitter data purchased through a third party, or, the socia1 media 

data source 204A may include a storage device associated with Twitter directly. 

[00117] The process flow 300 of FIG. 20 shall now be described to 

illustrate further aspects of FIG. 19. Referring to block 302, in order to determine the 
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causality of one or more key users with respect to cascades, social media data 

associated with cascades, in the form of the activity logs 206A-206C or other such 

historical cascade event data, may be accessed by the computing device 202 from 

any one or more of the socia! media data sources 204Am204C. The social media 

data may define a message associated with a cascade, which may include a video. a 

tweet, a news posting, a Facebook like, or any other form of social media that a user 

may adopt, broadcast/rebroadcast, or otherwise interact with. The data from the 

activity logs 206A-206C may define tuples, which may be used as input parameters 

to be applied to causality metrics as described herein. In some embodiments, the 

activity logs 206A-206C include a User ID, a message ID, and a tirnestamp. 

[00118] Referring to block 304, one or more key users may be identified 

for analysis. Key users may be defined as users of social media that interact with a 

cascade or adopt a social media message at an early stage; e.g., within a 

predetermined timeframe. Key users may be associated with social media user 

profiles that include at least a name, a possible photo, a URL, and a number of 

posts/tweets/retweets or other information indicating adoption behavior associated 

with the user profiie, and location. 

[00119] Referring to block 306, with continuing reference to diagram 

200, a subset of the social media data accessed in block 302, associated with the 

key users, may be applied to one or more causality metrics. Specifically, in some 

embodiments, the computing device 202 may be configured with at least one 

application 208, which may define a plurality of modules as defined herein suitable 

for executing the functionality described herein, i.e. applying causality metrics 210 

(as described in Table 3 above) to the data. Using the social media data, the 

application 208 generates a set of causality values for one or more key users. As 

shown in block 308, a PSM account rnay be detected where the causality value of a 

given key user exceeds a predefined threshold. As further shown, and referenced in 

block 310, the application 208 may include or othervvise be configured to implement 

time-decay extensions 212, hyper-graph based machine learning (ML) 214, and 

label propagation 216 to further define the data. 

[00120] FIG. 21 is an example schematic diagram of a computing 

system 700 that may implement various methodologies discussed herein. For 

example, the computing system 700 may comprise a server used to execute aspects 

of the application 208. The computing system 700 includes a bus 701 (i.e., 
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interconnect), at least one processor 702 or other computing element, at 1east one 

communication port 703, a main memory 704, a removable storage media 705, a 

read-only memory 706, and a mass storage device 707. Processor(s) 702 can be 

any known processor, such as, but not limited to, an Intel® ltanium® or ltanium 2® 

processor(s), Al\/10@ Opteron® or Athlon MP® processor(s), or Motorola® lines of 

processors. Communication port 703 can be any of an RS-232 port for use with a 

modern based dial-up connection, a 10/100 Ethernet port, a Gigabii port using 

copper or fiber, or a USB port. Communication port(s) 703 may be chosen 

depending on a network such as a Local Area Network (LAN), a Wide Area Network 

(WAN), or any network to which the computer system 700 connects. Cornputing 

system may further inciude a transport and/or transit network 755, a display screen 

760, an 1/0 port 740, and an input device 745 such as a mouse or keyboard. 

[00121] Main memory 704 can be Random Access Memory (RAM) or 

any other dynamic storage device(s) commonly known in the art. Read-only memory 

706 can be any static storage device(s} such as Programmable Read-Only Memory 

(PROM) chips for storing static information such as instructions for processor 702. 

Mass storage device 707 can be used to store information and instructions. For 

example, hard disks such as the Adaptec® family of Small Computer Serial Interface 

(SCSI) drives, an optical disc, an array of disks such as Redundant Array of 

Independent Disks (RAID), such as the Adaptec'D family of RAID drives, or any other 

mass storage devices, may be used. 

[00122] Bus 701 communicatively couples processor(s) 702 with the 

other memory, storage, and communications blocks. Bus 701 can be a PCI / PCI-X, 

SCSI, or Universal Serial Bus (USB) based system bus (or other) depending on the 

storage devices used. Removable storage media 705 can be any kind of external 

hard drives, thumb drives, Compact Disc - Read Only Memory (CD-ROM), Compact 

Disc - Re-Writable (CD-RW), Digital Video Disk - Read Only Memory (DVD-ROM), 

etc. 

[00123] Embodiments herein may be provided as a computer program 

product, which may include a machine-readable medium having stored thereon 

instructions which may be used to program a computer (or other electronic devices) 

to perform a process. The machine-readable rnedium may include, but is not limited 

to optical discs, CD-ROMs, magneto-optical disks, ROMs, RAtvls, erasable 

programmable read-only memories (EPROMs), electrically erasable programmable 
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read-only memories (EEPROMs), magnetic or optical cards, flash memory, or other 

type of mediaimachine-readable medium suitable tor storing electronic instructions. 

Moreover, embodiments herein may also be downloaded as a computer program 

product, wherein the program may be transferred from a remote computer to a 

requesting computer by way of data signals embodied in a carrier wave or other 

propagation medium via a communication link (e.g., modem or nehNork connection). 

[00124] As shown, main memory 704 may be encoded with the 

application 208 that supports functionality discussed herein. In other words. aspects 

of the application 208 (and/or other resources as described herein) can be embodied 

as software code such as data and/or logic instructions (e.g., code stored in the 

memory or on another computer readable medium such as a disk) that supports 

processing functionality according to different embodiments described herein. 

During operation of one embodiment, processor(s) 702 accesses main memory 704 

via the use of bus 701 in order to launch, run, execute. interpret or othervvise perform 

processes, such as through logic instructions, executing on the processor 702 and 

based on the application 208 stored in main memory or otherwise tangibly stored. 

[00125] The description above includes example systems, methods, 

techniques, instruction sequences, and/or computer program products that embody 

techniques of the present disclosure. However, it is understood that the described 

disclosure may be practiced without these specific details. In the present disclosure, 

the methods disclosed may be implemented as sets of instructions or software 

readable by a device. Further, it is understood that the specific order or hierarchy of 

steps in the methods disclosed are instances of example approaches. Based upon 

design preferences, it is understood that the specific order or hierarchy of steps in 

the method can be rearranged while remaining within the disclosed subject matter. 

The accompanying method claims present elements of the various steps in a sample 

order, and are not necessarily meant to be limited to the specific order or hierarchy 

presented. 

[00126] The described disclosure may be provided as a computer 

program product, or software, that may include a machine-readable medium having 

stored thereon instructions, which may be used to program a computer system (or 

other eiectmnic devices) to perform a process according to the present disclosure. A 

machine-readable medium inciudes any mechanism for storing information in a form 

(e.g., software, processing application) readable by a machine (e.g., a computer). 
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The machine-readable medium may include, but is not. limited to optical storage 

medium (e.g., CD-ROM); magneto-optical storage medium, read only memory 

(ROM); random access memory (RAM); erasable programmable memory (e.g., 

EPROM and EEPROM); flash memory; or other types of medium suitable for storing 

electronic instructions. 

[00127] Certain embodiments are described herein as being 

implemented via one or more applications that include metrics which may collectively 

define modules. Such modules may be hardware-implemented, and may thus 

include at least one tangible unit capable of performing certain operations and may 

be configured or arranged in a certain manner. For example, a hardware­

implemented module may comprise dedicated circuitry that is permanently 

configured (e.g., as a special--purpose processor, such as a field--programmable gate 

array (FPGA) or an application-specific integrated circuit (ASIC)) to perform certain 

operations. A hardware-implemented module may also comprise programmable 

circuitry (e.g., as encompassed within a general-purpose processor or other 

programmable processor) that is temporarily configured by software or firmware to 

perform certain operations. In some example embodiments, one or more computer 

systems (e.g., a standalone system, a client andior server computer system, or a 

peer-to-peer computer system) or one or more processors may be configured by 

software (e.g., an application or application portion) as a hardware-implemented 

module that operates to perform certain operations as described herein. 

[00128] Accordingly, the term "hardware-implemented module" or 

"module" encompasses a tangible entity, be that an entity that is physically 

constructed, permanently configured (e.g., hardwired), or temporarily configured 

(e.g., programmed) to operate in a certain manner and/or to perform certain 

operations described herein. Considering embodiments in which hardware­

implemented modules are temporarily configured (e.g., programmed), each of the 

hardware-implemented modules need not be configured or instantiated at any one 

instance in time. For example, where the hardware-implemented modules comprise 

a general-purpose processor configured using software, the general-purpose 

processor may be configured as respective different hardware-implemented modules 

at different times. Software may accordingly configure a processor, for example, to 

constitute a particular hardware-implemented module at one instance of time and to 

constitute a different hardware-implemented module at a different instance of time. 
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[00129] Hardware-impiemented modules may provide information to, 

andior receive information from, other hardware-implemented modules. Accordingly, 

the described hardware-implemented modules may be regarded as being 

communicatively coupled. Where multiple of such hardware-implemented modules 

exist contemporaneously, communications may be achieved through signal 

transmission (e.g., over appropriate circuits and buses) that connect the hardware­

implemented modules. In embodiments in which multiple hardware-implemented 

modules are configured or instantiated at different times, communications between 

such hardware-implemented modules may be achieved, for example, through the 

storage and retrieval of information in memory structures to which the multiple 

hardware-implemented modules have access. For example, one hardware­

implemented module may perform an operation, and may store the output of that 

operation in a memory device to which it is communicatively coupled. A further 

hardware-implemented module may then, at a later time, access the memory device 

to retrieve and process the stored output. Hardware-implemented modules may also 

initiate communications with input or output devices. 

[00130] It should be understood from the foregoing that, while particular 

embodiments have been illustrated and described, various modifications can be 

made thereto without departing from the spirit and scope of the invention as will be 

apparent to those skilled in the art. Such changes and modifications are within the 

scope and teachings of this invention as defined in the claims appended hereto. 
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CLAIMS 

What is claimed is: 

1, A method of detecting pathogenic social media accounts, comprising: 

utilizing a processor in communication with a tangible storage medium 

storing instructions that are executed by the processor to perform 

operations comprising: 

accessing data associated with a social media message 

adopted by a plurality of users during a predetermined 

time period, the data defining a cascade associated with 

the social media message; 

identifying one or more key users from the plurality of users, the 

one or more key users having adopted the social media 

message before a predetermined number of the plurality 

of users; and 

applying at least one causality metric to a subset of the data 

associated with the one or more key users to generate a 

set of causality values, wherein the set of causality values 

reflect causality associated with the cascade as exhibited 

by the one or more key users and further indicate 

whether the one or more key users are associated with a 

pathogenic social media account. 

2. The method of claim 1, furtr1er comprising: 

identifying a first. user from the one or more key users, the first user 

having adopted the social media message before a 

predetermined number of the plurality of users; and 

identifying a second user from the one or more key users, the second 

user having adopted the social media message subsequent to 

the first user and the second user being related to the first user. 

3. The method of claim 2, wherein the cascade defines an action log of a 

plurality of tuples associated with the plurality of users where each of the 
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plurality of tuples represents when the social media message is adopted such 

that (u, m, t) E Actions corresponds with a respective user of the plurality of 

users designated u adopting the social media message designated m E M 

within the predetermined time period designated t E T 

4. The method of claim 3, furU1er comprising determining that the first user 

designated i precedes the second user designated j in U1e cascade where t < 

t' and where (i, m, t), (j, m, t') E Action. 

5. The method of claim 3, further comprising determining that the second user is 

related to the first user where: 

wherein R denotes relatedness. 

6. The method of claim 2, furU1er comprising: 

(i) measuring a first probability that a size of the cascade meets a 

predetermined threshold given the first user adopts the social 

media message before the second user, 

(ii) measuring a probability that the size of the cascade meets the 

predetermined threshold where the first user does not adopt the 

social media message before the second user, and 

computing an average value of difference between (i) and (ii ). 

7. The method of claim 2, furU1er comprising anaiyzing the cascade without 

influence by the first user to further assess causality for the cascade as 

exhibited by the first user. 

8. The method of claim 1, wherein the at least one causality metric includes a 

Kleinberg-Mishra causality metric. 

9. The method of claim 1, wherein the social media message was adopted when 

a user tweeted the social media message, retweeted the social media 

message, posted the social media message, liked the social media message, 

or viewed the social media message, and further wherein the social media 
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message inciudes one or more of a text, a picture, a video, audio, a URL or 

link to a website, or a hashtag. 

10. The method of claim 1, further wherein the social media message is adopted 

by the plurality of users a predetermined number of times. 

11. The method of claim 1, further comprising: 

;,•;herein the processor is configured to determine if a pathogenic social 

media account is active, wherein active indicates that the 

pathogenic social media account has not been suspended or 

deleted. 

12. The method of claim 1, wherein the predetermined number of the plurality of 

users' actions is 10%, 20%, 30%, 40%, or 50%. 

13. The method of claim 1, wherein the predetennined time period is at least 2 

weeks. 

14. The method of claim 1, further comprising representing each of the one or 

more key users by a causality vector x f tl:", computed by the at least one 

causality metric. 

15. The method of claim 1, further comprising: 

assigning different time points to the predetermined time period; and 

assigning different weights to the set of causality values computed for 

the one or more key users, the different weights inversely 

proportional to distances from a given time t associated with the 

predetermined time period. 

16. The method of claim 15, further comprising: 

utilizing a sliding-time window to divide ti1e predetermined time period 

into intervals; 

deploying an exponential decay function of a form 

account for a time-decay effect; and 
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computing an average between the set of causality values computed 

using the sliding-time window. 

17. A system, comprising: 

a computing device, configured to: 

access data associated with a social media message, the data 

defining a cascade, 

identify one or more key users from a plurality of users, the one 

or more key users having adopted the social media 

message before a predetermined number of the plurality 

of users; and 

apply at least one causality metric to a subset of the data 

associated with the one or more key users to generate a 

set of causality values, wherein the set of causality values 

reflect causality associated with the cascade as exhibited 

by the one or more key users and further indicate 

whether the one or more key users are associated with a 

pathogenic social media account. 

18. The system of claim 17, wherein the computing device is further configured to 

access a set of URls associated with an action log of the plurality of users 

associated with cascades. 

19. The system of claim 18, wherein the computing device is further configured to 

apply a form of multi-dimensional point process to the set of URLs to estimate 

an influence of nodes associated with the plurality of users. 

20. The system of claim 19, wherein the multi-dimensional point process is a 

Hawkes process. 
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Application/Control Number: 16/405,612 
Art Unit: 2656 

DETAILED ACTION 

1. The present application, filed on or after March 16, 2013, is being examined 

under the first inventor to file provisions of the AIA. 

Information Disclosure Statement 

Page 2 

1. The information disclosure statements (IDS) submitted on 17 August 2020 is in 

compliance with the provisions of 37 CFR 1.97. Accordingly, the information disclosure 

statement is being considered by the examiner. 

Claim Rejections - 35 USC § 103 

1. The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the basis 

for all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the 
prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not 
be negatived by the manner in which the invention was made. 

1. Claims 1-4 and 10-11 are rejected under pre-AIA 35 U.S.C. 103(a) as being 

obvious over "Hierarchical Classification of Web Content", hereinafter referred to as 

Dumais et al., in view of "Criminal motivation on the dark web: A categorization model 

for law enforcement", hereinafter referred to as Dal ins et al., and further in view of US 

20080189316, hereinafter referred to as Otsuka. 
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Regarding claim 1, Dumais et aL discloses a computer-implemented system for 

irnproving classification of eriminal aetivities arising from cyber environments, 

comprising: 

a processor ( ) configured to: 

Page 3 

access a ground truth dataset generated from~ web forum information, the ground 

truth dataset defining a predetermined tag hierarchy including predetermined tag labels 

corresponding topics of t!1e OOOf3 web torum information ("T!1e basic idea behind our 

work is to use classification tec!migues to automatically organize searci1 results into 

existing hierarchical structures. Classification models are !earned offline using a training 

set of human~labeled documents and web categories," Dumais et aL, p. 258, Web Data 

Set and Application section. Also, "During t!1e training ghase, a large set of web g_ages 

with knmvn category !abe!s are used to train a classifier," Dumais et aL, p. 259, Text 

Classification Using SVMs section, i~j para. The labeled training documents are a 

ground truth dataset.); 

access data related to a discussion topic for classification from a~ web forum 

("During the testing or operational phase, the !earned classifier is used to classify new 

web paqes,'' Dumais et aL, p. 259, Text Classification Using SViv'ls section, 1st para.); 

extract a set of features from the data by assigning word vectors or paragraph vectors 

to the data (See Dumais et aL, fig. 1. And, "After preprocessing, a binary vector was 

IPR2025-01398 
CrowdStrike EX1002 Page 222



Application/Control Number: 16/405,612 
Art Unit: 2656 

Page 4 

created for each paqe indicating \Nhether each terrn appeared in the gage sumrnary or 

not," Dumais et al., p.259, right coL, 2rl(j para.); and 

apply a machine classifier to the set of features to generate a prediction list of tags for 

classifying the discussion topic (" A suggort vector machine lSVM) algorithrn was used 

as the classifier, because it has been shown in grevious work to be both very fast and 

etfective for text classification t,2roblems,'' Dumais et aL, p. 259, Text Classification Using 

SVfV1s Section, 2nd para.), 

wherein the machine classifier is trained to maintain the predetermined tag hierarchy by 

regulating modification to parent and child tags associated with a predicted tag of the 

prediction list of tags based on a prediction probability of the predicted tag and 

predetermined tag thresholds assigned to the parent and child tags ("For the 

hierarchical models. p=0.2 for the multiplicative decision rule, and p1 =0.2 (first level) and 

p2:cc0.5 (second level} for the Boolean decision rule," Dumais et al., p. 260, SVM 

Parameters section, 2nd para. Here, first level is the parent level/threshold 

corresponding to a first probability and second level is the child level/threshold 

corresponding to a second probability.). 

Dumais et al., though, does not disclose classification of criminal activities arising from 

dark/deep web environments or a processor. 

Dalins et al. is cited to disclose classification of criminal activities arising from dark/deep 

web environments ("In this paper we deploy the TMM by manually labelling a corpus of 

over 4000 unique Tor pages. We found a network impacted (but not dominated) by illicit 
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commerce and money laundering, bur almost completely devoid of violence and 

Page 5 

extremism. In short, criminality on this 'dark web' is based more upon greed and desire, 

rather than any particular political motivations," Dalins et al., Abstract. Also, "We 

labelled 2419 unique documents (by SHA-1 value) from the crawl, using the TMM. Due 

to the presence of excessively large (in terms of page count - refer Fig. 3) domains 

within Tor, we chose to report and measure the occurrences of categories on a per 

domain basis. Fig. 5 shows the relative occurrence of categories within Tor," p. 68, left 

col. See also Dalins et al., fig. 4 and 5.). Dalins et al. benefits Dumais et al. by 

expanding the document classification techniques described in Dumais to classification 

of criminal activity on the dark ltt-€b (Dalins et al., Abstract), thereby better tracking and 

anticipating criminal activities. Therefore, it wuld be obvious for one skilled in the art to 

combine the teachings of Dumais et al. with those of Dalins et al. to extend the 

application of the ltt-€b classification method of Dumais to the law enforcement arena. 

Otsuka is cited to disclose a processor (Otsuka, para [001 0], [0015], and [0023]. The 

examiner notes that a working cornputer, such as a workstation, PDS, etc. comprises a 

processor.). Otsuka benefits Dumais et al. by providing a ltt-€b crawler/spider for 

brovvsing the Web for suitable ltt-€bsites for classification (Otsuka, para [0023]). 

Therefore, it wuld be obvious for one skilled in the art to combine the teachings of 

Dumais et al. with those of Otsuka to more efficiently classify the ltt-€b content of Dumais 

et al. 

Regarding claim 2, Dumais et aL, as modified by Da!ins et aL and Otsuka, discloses the 

computer~imp!emented system of claim 1, wherein the predetermined tag hierarchy is 
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divided into parent tags and child tags, wherein a topic represented by a child tag is 

representative of a subset of a topic represented by a parent tag (" In the hierarchical 

case, a model is learned to distinguish a second-level category from other categories 

within the same top level," Dumais et al., Abstract, 1st para. Also, "By utilizing known 

hierarchical structure, the classification problem can be decomposed into a set of 

smaller problems corresponding to hierarchical splits in the tree. Roughly speaking, one 

first learns to distinguish among classes at the top level, then lower level distinctions are 

learned only within the appropriate top level of the tree," Dumais et al., Introduction sec., 

3rd para.), wherein each child tag corresponds to a particular parent tag, and each tag is 

assigned a corresponding probability value ("For the hierarchical models, p=0.2 for t!1e 

multiplicative decision rule, and p1 ~0.2 (first level} and p2:cc0.5 (second !even for the 

Boolean decision rule," Dumais et aL, p. 260, SVM Parameters section, 2nd para. Here, 

first !eve! is the parent leve!/thresho!d corresponding to a first probability and second 

!eve! is t11e ci1i!d !eve!/ttlrestlold corresponding to a second probability,). 

Regarding claim 3, Dumais et aL, as modified by Da!ins et aL and Otsuka, discloses the 

computer-implemented system ot claim i, wherein the processor is contigured to 

remove a child tag of the prediction list of tags corresponding to a parent tag from the 

prediction list of tags where a probability value associated with the child tag is below a 

predetermined threshold value (" ... The former allows for matches that fall below 

individual thresholds, and the latter requires that the threshold be exceeded at every 

level. Both scoring rules allow items to be classified into multiple classes," Dumais et al., 

p. 26i, left col., Second Level, Hierarchical sec.). 
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Regarding claim 4, Dumais et aL, as moditied by Da!ins et a!. and Otsuka, discloses tile 

computer~imp!emented system of claim 1, wherein the processor is configured to add a 

parent tag corresponding to a child tag if a probability value associated with the parent 

tag is above a predetermined threshold value (" ... The form er allows for matches that fall 

below individual thresholds, and the latter requires that the threshold be exceeded at 

every level. Both scoring rules allow items to be classified into mu!tiQ!e classes," Dumais 

et aL, p. 261, left coL, Second Leve!, Hierarchical sec.). 

Regarding claim 10, Dumais et aL, as rnodified by Da!ins et aL and Otsuka, discloses 

the computer-implemented system of claim "1, wherein the set of features are extracted 

from the data using a neural network, wherein the neural network is configured to learn 

a continuous distributed vector representation for documents and words within the data 

("The efficiency of SVMs for both initial !earninq and reaHirne classification rnake them 

applicable to larqe dynamic coHections !ike web content," Durnais et aL, p. 258, left col., 

!ast para. ), 

Regarding claim 11, Dumais et aL, as modified by Da!ins et aL and Otsuka, discloses 

the computer-implemented system of claim "1, further comprising: 

a crawler in operable communication with the processor and operable to traverse a 

plurality of 009f3 \Neb websites to retrieve !ntemet documents forrning at !east a portion 

of the fiBep web forurn information ("Referring to FIG. 1, a noise word cleansing module 

10 is configured to cleanse noise words from training data for a language. 
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Representative embodiments of this module include a text collector 11 configured to 

receive and/or retrieve text from any of a variety of sources ... Additionally, or in the 

alternative, text collector 11 may include a web collection module 12 (shown in 

phantom) configured to collect web pages from websites of various categories. These 

web pages may be manually uploaded to text collector 11, or may be automatically 

uploaded, such as by use of one or more conventional web crawlers (also known as 

Web spiders or Web robots) that browse the Web for suitable websites," Otsuka, para 

[0023].). 

2. Claim 5 is rejected under pre-AIA 35 U.S.C. 103(a) as being obvious over 

"Hierarchical Classification of Web Content", hereinafter referred to as Dumais et al., in 

view of "Criminal motivation on the dark web: A categorization model for law 

enforcement", hereinafter referred to as Dalins et al., further in view of US 

20080189316, hereinafter referred to as Otsuka., further in view of US 20070250501, 

hereinafter referred to as Grubb et al. 

Regarding claim 5, Dumais et aL, as modified by Dalins et al. and Otsuka, discloses the 

computer~imp!emented system of claim 1, but not wherein the set of features are 

extracted using textual feature extraction to identify tags associated with topic titles of 

the data. Grubb et al. is cited to disclose wherein the set of features are extracted using 

textual feature extraction to identify tags associated with topic titles of the data ("All 

users, for each item that is saved, can specify metadata about the items including, but 

not limited to: title, tags, categories, topics, keywords, date, URL, referring URL, rating, 

comments, quotations from the item, author, publication, date, source, ISBN or ISSN, 
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library cataloging data, date stamps and/or bibliographic data," Grubb et al., [0032].). 

Grubb et al. benefits Dumais et al. by tagging ltt.€b content according to topic titles 

(Grubb et al., [0032]), thereby allowing a user to quickly ascertain a distribution of 

relevant topics. Therefore, it wuld be obvious to one skilled in the art to combine the 

teachings of Dumais et al. with those of Grubb et al. to improve the ltt.€b content 

classification of Dumais et al. 

3. Claim 6 is rejected under pre-AIA 35 U.S.C. 103(a) as being obvious over 

"Hierarchical Classification of Web Content", hereinafter referred to as Dumais et al., in 

view of "Criminal motivation on the dark web: A categorization model for law 

enforcement", hereinafter referred to as Dalins et al., further in view of US 

20080189316, hereinafter referred to as Otsuka., further in view of US 20070250501, 

hereinafter referred to as Grubb et al. 

Regarding claim 6, Dumais et aL, as modified by Dalins et a!. and Otsuka, discloses t11e 

computer-implemented system of claim 1, but not wherein a set of synthetic data 

samples are created for addition to the ground truth dataset to address class imbalance 

by creating a set of synthetic sam pie points along a line defined between a first minority 

feature vector and a second feature vector and adding the set of synthetic sam pie 

points to the ground truth dataset. Chawla et al. is cited to disclose wherein a set of 

synthetic data sam pies are created for addition to the ground truth dataset to address 

class imbalance by creating a set of synthetic sample points along a line defined 

between a first minority feature vector and a second feature vector and adding the set of 

synthetic sample points to the ground truth dataset ("We generate synthetic examples in 
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space". The minority class is over-sampled by taking each minority class sample and 

introducing synthetic exam pies along the line segments joining any/ all of the km inority 

class nearest neighbors," Chawla et al., sec. 4.2, 1st para. See also Chawla et al., fig. 

3.). Chawla et al. benefits Dumais et al. by performing a biased sampling of clusters to 

obtain a diverse balanced sample (Chawla et al., sec. 4.2, 1st para). Therefore, it wuld 

be obvious for one skilled in the art to combine the teachings of Dumais et al. with those 

of Chawla et al. to improve the classification scheme of Dumais et al. 

4. Claim 7 is rejected under pre-AIA 35 U.S.C. 103(a) as being obvious 

"Hierarchical Classification of Web Content", hereinafter referred to as Dumais et al., in 

view of "Criminal motivation on the dark web: A categorization model for law 

enforcement", hereinafter referred to as Dalins et al., further in view of US 

20080189316, hereinafter referred to as Otsuka., further in view of A Task Level Metric 

for Measuring Web Search Satisfaction and its Application on Improving Relevance 

Estimation, hereinafter referred to as Hassan et al. 

Regarding claim 7, Dumais et aL, as modified by Da!ins et aL and Otsuka, discloses the 

computer-irnp!emented system of claim 1, but not wherein the ground truth dataset is 

supplemented by, for every sample of the ground truth dataset in a minority class, 

adding top similar documents from the~ web torum information, Hassan et aL is 

cited to disclose wherein the ground truth dataset is supplemented by, for every sample 

of the ground truth dataset in a minority class, adding top similar documents from the 

~ web torum information ("More than 83% of our data was for goals where users 
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ended up being satisfied with their search experiment. Hence the class distribution was 

not balanced. Imbalance in the class distribution often causes machine learning 

algorithms to perform poorly on the minority class [25]. In our case, we are more 

interested in the minority (DSAT) class. Hence, the cost of misclassifying the minority 

class is usually higher than the cost of misclassifying the majority class. Several 

researchers have experimentally evaluated the benefit of using sampling to artificially 

balance imbalanced data [4, 18, 26]. A common way of addressing class imbalance is 

to artificially rebalance the training data," Hassan et al., p. 131, left col., 2nd para.), as 

identified using an elastic search similarity score, and adding them to the ground truth 

dataset (Hassan et al., fig. 5 shows use of BM25, an elastic similarity metric, as 

described in the applicant's specification, para [0050].). Hassan et al. benefits Dumais 

et al. by providing a metric to measure the relevance of search results (Hassan et al., 

sec. 7.2). Therefore, it wuld be obvious for one skilled in the art to combine the 

teachings of Dumais et al. with those of Hassan et al. to improve the i,i.eb content 

classification method of Dumais et al. 

5. Claims 8 and 9 are rejected under pre-AIA 35 U.S.C. 103(a) as being obvious 

over "Hierarchical Classification of Web Content", hereinafter referred to as Dumais et 

al., in view of "Criminal motivation on the dark web: A categorization model for law 

enforcement", hereinafter referred to as Dalins et al., further in view of US 

20080189316, hereinafter referred to as Otsuka., further in view of US 20170193060, 

hereinafter referred to as Khanzode et al. 
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Regarding claim 8, Dumais et aL, as modified by Dalins et al. and Otsuka, discloses the 

computer-implemented system of claim 1, but not wherein the data is parsed and 

segmented into tokens, and predetermined characters and predetermined common 

words are removed from the data. Khanzode et al. is cited to disclose wherein the data 

is parsed and segmented into tokens, and predetermined characters and predetermined 

common words are removed from the data ("In some embodiments, an analyzer may 

also include one or more filters that transform a search query before, during, and/or 

after tokenization. For example, an analyzer may transform a string entirely into lower-

case, perform stemming and/or lemmatization (e.g., replacing "ran" or "running" with 

"run" and/or using synonyms), remove common words (e.g., "the," "is," and/or "of'), 

and/or remove markup (e.g., removing hypertext markup language characters), 

Khanzode et al., para [0034],), Khanzode et al. benefits Dumais et al. by analyzing 

search queries with a tokenizer that separates out tokens (i.e., strings) from a search 

query and correlates those tokens with the appropriate fields or portions of fields 

(Khanzode et al., para [0034]). Therefore, it wuld be obvious for one skilled in the art to 

combine the teachings of Dumais et al. with those of Khanzode et al. to improve the 

i,i.eb content search of Dumais et al. 

Regarding claim 9, Dumais et al., as modified by Dalins et al. and Otsuka, discloses the 

computer-implemented system of claim 1, but not wherein words within the data are 

reduced to their root form using stemming and lemmatization procedures. Khanzode et 

al. is cited to disclose wherein words within the data are reduced to their root form using 

stemming and lemmatization procedures ("In some embodiments, an analyzer may also 
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include one or more filters that transform a search query before, during, and/or after 

tokenization. For example, an analyzer may transform a string entirely into lower-case, 

perform stemming and/or lemmatization (e.g., replacing "ran" or "running" with "run" 

and/or using synonyms), remove common words (e.g., "the," "is," and/or "of"), and/or 

remove markup (e.g., removing hypertext markup language characters), Khanzode et 

al., para [0034].). Khanzode et al. benefits Dumais et al. by analyzing search queries 

with a tokenizer that separates out tokens (i.e., strings) from a search query and 

correlates those tokens with the appropriate fields or portions of fields (Khanzode et al., 

para [0034]). Therefore, it wuld be obvious for one skilled in the art to combine the 

teachings of Dumais et al. with those of Khanzode et al. to improve the ltt-€b content 

search of Dumais et al. 

6. Claims 12, 14, and 15 are rejected under pre-AIA 35 U.S.C. 103(a) as being 

obvious over "Hierarchical Classification of Web Content", hereinafter referred to as 

Dumais et al., in view of "SMOTE: Synthetic Minority Over-sampling Technique", 

!1ereinafter referred to as C!1aw!a et aL, and further in view of US 20180246983, 

hereinafter referred to as Rathod. 

Regarding claim 12, Dumais et aL discloses a method, comprising: 

accessing a plurality of documents from €leej3 web forums, each of the plurality of 

documents defining a topic (''During the testinq or operational phase, the !earned 

classifier is used to classify new web pages,'' Dumais et aL, p. 259, Text Classification 

Using SVMs section, i st para.); 
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generating a ground truth dataset from the data, the ground truth dataset defining a 

predetermined tag hierarchy including predetermined tag labels corresponding to the 

topic of each of the plurality of documents ("The basic idea bei1ind our work is to use 

c!assiffcalion techniques to automatically organize search results into existing 

hierarchical structures. Classification models are !earned amine using a training set of 

!1uman-labeled documents and web cateaories," Dumais et aL, p. 258, Web Data Set 

and Application section. Also, "During the trainin9 phase, a large set of web pages with 

known category labels are used to train a classifier," Dumais et aL, p. 259, Text 

Classification Using S\/Ms section, P para. The labeled training documents are a 

ground truth dataset); 

modifying the ground truth dataset in vie11.i of a minority Glass to address Glass 

imbalance; and 

generating a machine classifier to classify additional documents from Hie OO€f.) web 

rorums ("A sup_gort vector machine (SVM) algorithrn was used as the classifier., because 

it has been shown in previous work to be both very fast and effective for text 

classification groblems," Dumais et a!., p. 259, Text Classification Using SVrvls section, 

2nd para.), the machine classifier configured to maintain Hie predetermined tag hierarci1y 

defined by the ground truth dataset ("For the hierarchical models 1 p=0.2 for the 

multiplicative decision rule, and p1 =0.2 (tirst level) and p2=0.5 (second !eve!} for the 

Boolean decision rule,'' Dumais et a!., p. 260, SVM Parameters section, 2nd para. Here, 

rirst !eve! is the parent level/threshold corresponding to a first probability and second 

!eve! is the child level/threshold corresponding to a second probability.). 
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Dumais et al., though, does not disclose modifying the ground truth dataset in view of a 

minority class to address class imbalance a deep web forum, or a processor for 

performing the above steps. 

Chawla et al. is cited to disclose modifying the ground truth dataset in view of a minority 

class to address class imbalance ("An approach tot he construction of classifiers from 

imbalanced datasets is described," Chawla et al., Abstract. Also, "We generate 

synthetic examples in a less application-specific manner by operating "feature space" 

rather than "data space". The minority class is over-sampled by taking each minority 

class sample and introducing synthetic examples along the line segments joining any/ 

all of the k minority class nearest neighbors," Chawla et al., sec. 4.2, 1st para. See also 

Chawla et al., fig. 3.). Chawla et al. benefits Dumais et al. by performing a biased 

sampling of clusters to obtain a diverse balanced sample (Chawla et al., sec. 4.2, 1st 

para). Therefore, it wuld be obvious for one skilled in the art to combine the teachings 

of Dumais et al. with those of Chawla et al. to improve the classification scheme of 

Dumais et al. 

Neither Dumais et al. nor Chawla et al., though, disclose a minority class to address 

class imbalance a deep web forum, or a processor for performing the above steps" 

Rathod is cited to disclose a deep web forum ('' Internet content that is not capable of 

being searched by a web search engine is generally described as the deep web. Web 

search engine," Rathod, para [0326].) and a processor for perforrning the above steps 

(Rathod, para [0206]). Rathod benefits Dumais et al. by expanding the document 
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[0326]). Therefore, it wuld be obvious for one skilled in the art to combine the 

teachings of Dumais et al. with those of Rathod to extend the application of the 

hierarchical classification of Dumais to deep ltt.€b content. 
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Regarding claim 14, Dumais et al., as modified by Chawla et al. and Rathod, discloses 

the method of claim 12, wherein a line is defined between a minority class feature 

vector and a nearest neighbor feature vector ("We generate synthetic exam pies in a 

less application-specific manner by operating "feature space" rather than "data space". 

The minority class is over-sampled by taking each minority class sample and 

introducing synthetic exam pies along the line segments joining any/ all of the km inority 

class nearest neighbors," Chawla et al., sec. 4.2, 1st para. See also Chawla et al., fig. 

3.). 

Regarding claim 15, Dumais et al., as modified by Chawla et al. and Rathod, discloses 

the method of claim 14, wherein a synthetic minority sample is added to the ground 

truth dataset by selecting a random point along the line defined between the minority 

class feature vector and the nearest neighbor feature vector is chosen and adding the 

random point to the minority class feature vector ("We generate synthetic examples in a 

less application-specific manner by operating "feature space" rather than "data space". 

The minority class is over-sampled by taking each minority class sample and 

introducing synthetic exam pies along the line segments joining any/ all of the km inority 

class nearest neighbors ... This causes the selection of a random point along the line 
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segment between two specific features. This approach effectively forces the decision 

region of the minority class to become more general," Chawla et al., sec. 4.2, 1st para. 

See also Chawla et al., fig. 3.). 

7. Claim 13 is rejected under pre-AIA 35 U.S.C. 103(a) as being obvious over 

"Hierarchical Classification of Web Content", hereinafter referred to as Dumais et al., in 

view of "S!'v10TE: Synthetic Minority Over-sampling Technique", hereinafter referred to 

as Chawla et aL, further in view of US 20180246983, hereinafter referred to as Rathod, 

and further in view of "A Task Level Metric for Measuring Web Search Satisfaction and 

its Application on Improving Relevance Estimation", hereinafter referred to as Hassan et 

aL 

Regarding claim 13, Dumais et aL, as modified by Chawla et al. and Rathod, discloses 

the method of claim 12, but not further comprising modifying the ground truth dataset by 

introducing an additional document topically similar to the minority class, the additional 

document found by assigning an elastic search similarity score to each of the plurality of 

documents" Hassan et aL is cited to disclose modifying the ground truth dataset by 

introducing an additional document topically similar to the minority class ("fvlore than 

83% of our data was for goals where users ended up being satisfied with their search 

experiment. Hence the class distribution was not balanced. Imbalance in the class 

distribution often causes machine learning algorithms to perform poorly on the minority 

class [25]. In our case, we are more interested in the minority (DSAT) class. Hence, the 

cost of misclassifying the minority class is usually higher than the cost of misclassifying 

the majority class. Several researchers have experimentally evaluated the benefit of 
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using sampling to artificially balance imbalanced data [4, 18, 26]. A common way of 

addressing class imbalance is to artificially rebalance the training data," Hassan et al., 

p. 131, left col., 2nd para.), the additional document found by assigning an elastic search 

similarity score to each of the plurality of docurnents (Hassan et al., fig. 5 shows use of 

BM25, an elastic similarity metric, as described in the applicant's specification, para 

[0050].). Hassan et al. benefits Dumais et al. by providing a metric to measure the 

relevance of search results (Hassan et al., sec. 7.2). Therefore, it wuld be obvious for 

one skilled in the art to combine the teachings of Dumais et al. with those of Hassan et 

al. to improve the i,i.eb content classification method of Dumais et al. 

8. Claim 16 is rejected under pre-AIA 35 U.S.C. 103(a) as being obvious over 

"Hierarchical Classification of Web Content", hereinafter referred to as Dumais et al., in 

view of "Stv"lOTE: Synthetic Minority Over-sampling Technique", hereinafter referred to 

as Chawla et aL, further in view of US 20180246983, hereinafter referred to as Rathod, 

and further in view of US 20080189316, hereinafter referred to as Otsuka. 

Regarding claim 16, Dumais et aL, as modified by Chawla et al. and Rathod, discloses 

the method of claim 12, but not further comprising generating the ground truth dataset 

by leveraging a spider program to crawl one or more~ web forums and retrieve 

HTML pages. Otsuka is cited to disclose generating the ground truth dataset by 

leveraging a spider program to crawl one or more~ web forums and retrieve HTML 

pages ("Referring to FIG. 1, a noise word cleansing module 10 is configured to cleanse 

noise words from training data for a language. Representative embodiments of this 

module include a text collector 11 configured to receive and/or retrieve text from any of 
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a variety of sources ... Additionally, or in the alternative, text collector 11 may include a 

web collection module 12 (shown in phantom) configured to collect web pages from 

websites of various categories. These web pages may be manually uploaded to text 

collector 11, or may be automatically uploaded, such as by use of one or more 

conventional web crawlers (also known as Web spiders or Web robots) that browse the 

Web for suitable websites," Otsuka, para [0023].). Otsuka benefits Dumais et al. by 

providing a ltt-€b crawler/spider for brovvsing the Web for suitable ltt-€bsites for 

classification (Otsuka, para [0023]). Therefore, it wuld be obvious for one skilled in the 

art to combine the teachings of Dumais et al. with those of Otsuka to more efficiently 

classify the ltt-€b content of Dumais et al. 

9. Claim 16 is rejected under pre-AIA 35 U.S.C. 103(a) as being obvious over 

"Hierarchical Classification of Web Content", hereinafter referred to as Dumais et al., in 

view of "S!'v10TE: Synthetic Minority Over-sampling Technique", hereinafter referred to 

as Chawla et al., further in view of US 20070250501, hereinafter referred to as Grubb et 

a!. 

Regarding claim 17, Dumais et aL, as modified by Chawla et al. and Rathod, discloses 

the method of claim 12, but not further comprising parsing the data to extract 

predetermined information related to the €leej3 web forums including a topic title, a topic 

content, a post content, a topic author, a post author, an author reputation, and a posted 

date. Grubb et al. is cited to disclose parsing the data to extract predetermined 

information related to the €leej3 web forums including a topic title, a topic content, a post 

content, a topic author, a post author, an author reputation, and a posted date ("All 
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users, for each item that is saved, can specify metadata about the items including, but 

not limited to: title, tags, categories, topics, keywords, date, URL, referring URL, rating, 

comments, quotations from the item, author, publication, date, source, ISBN or ISSN, 

library cataloging data, date stamps and/or bibliographic data," Grubb et aL, [0032].). 

Grubb et al. benefits Dumais et al. by tagging ltt.€b content according to topic titles 

(Grubb et al., [0032]), thereby allowing a user to quickly ascertain a distribution of 

relevant topics. Therefore, it wuld be obvious to one skilled in the art to combine the 

teachings of Dumais et al. with those of Grubb et al. to improve the ltt.€b content 

classification of Dumais et al. 

10. Claims 18 and 19 are rejected under pre-AIA 35 U.S.C. 103(a) as being obvious 

over "Hierarchical Classification of Web Content", hereinafter referred to as Dumais et 

al., in view of US 20180246983, hereinafter referred to as Rathod. 

Regarding claim 18, Dumais et aL discloses a method, comprising: 

ooniiguring a prooocsor for rnmouting opora~ions inoluding: 

accessing data associated with a OOBf3 web forum, the data defining a topic for 

c!assitication ("During t!1e testinq or ot,2erational Qhase, the learned classifier is used to 

classify new web gages," Dumais et aL, p. 259, Text Classification Using SVivls section, 

1 s1 para.); 

extracting a set ot teatures from the data as inputs for a machine classifier (See Dumais 

et a!., fig. 1. And, "After preprocessing, a binary vector was created for each page 
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indicating whether each term appeared in the page surnmary or not," Dumais et aL, 

p.259, right coL, 2nd para.); and 

apply a machine classifier to the set of features to generate a prediction list of tags for 

classifying the topic ("A support vector machine (SVM) algorithrn was used as the 

classifier, because it has been shown in previous work to be both very fast and effective 

for text classification Qroblems," Dumais et aL, p. 259, Text Classification Using SVMs 

section, 2nd para,), wherein the machine classifier is configured to maintain a 

predetermined tag hierarchy by regulating modification to parent and chi!d tags 

associated with a predicted tag of the prediction !ist of tags based on a prediction 

probability ot the predicted tag and predetermined tag thresholds assigned to the parent 

and child tags ("For the hierarchical models_ p""0.2 for the multiplicative decision rule, 

and p, =0.2 (first !eve!} and p~·,=0.5 (second !eve!} for the Boolean decision rule," Dumais 

et aL, p, 260, SVM Parameters section, 2r.~, para. Here, first level is the parent 

!eve!/thresho!d corresponding to a first probability and second !eve! is the child 

level/threshold corresponding to a second probability.). 

Dumais et a!., though, does not specifically disclose a deep web forum or a processor 

for performing the above steps, 

Rathod is cited to disclose a deep web forum (" Internet content that is not capable of 

being searched by a web search engine is generally described as the deep web. Web 

search engine," Rathod, para [0326].) and a processor for performing the above steps 

(Rathod, para [0206]). Rathod benefits Dumais et al. by expanding the document 

classification techniques described in Dumais to deep ltt.€b forums (Rathod, para 
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Regarding claim 19, Dumais et aL, as modified by Rahod, discloses the method of 

claim 18, turt!1er comprising: 

outputting an update to the prediction list of tags, a total number of the tags of the 

prediction list of tags being different from the update to the prediction list of tags to 

maintain the predetermined tag hierarchy ("FIGS. 9-10 discuss in detail about creation, 

updating, previewing and managing structured pages and categories 707 ," Rathod, para 

[0289].). 

11. Claim 20 is rejected under pre-AIA 35 U.S.C. 103(a) as being obvious over 

"Hierarchical Classification of Web Content", hereinafter referred to as Dumais et al., in 

view of US 20180246983, hereinafter referred to as Rathod, and further in view of US 

20130097103, hereinafter referred to as Chari et al. 

Regarding claim 20, Dumais et a!., as modified by Rathod, discloses the method ot 

claim 18, but not further comprising generating the predetermined tag hierarchy based 

on a ground truth dataset, and leveraging semi-supervised learning to address class 

imbalance and increase accuracy of the machine classifier. Chari et al. is cited to 

disclose generating the predetermined tag hierarchy based on a ground truth dataset, 

and leveraging semi-supervised learning to address class imbalance and increase 
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accuracy of the machine classifier ("Now presented is an overview of the process which 

provides a high level intuitive guide through the methodology 100 (FIG. 1) for obtaining 

balanced training sets. The present techniques provide a solution where there is an 

unlabeled data set with unknown class distribution, and the goal is to produce balanced 

labeled samples for training predictive models. If one assumes that the labels of the 

samples in the data set are known a priori, one can use over and under-sampling to 

draw a balanced sample set. See, for example, Liu et al., "Exploratory under-sampling 

for class-imbalance learning," IEEE Trans. On Sys. Man. And Cybernetics (2009) 

(hereinafter "Liu"); Chawla et al., "Smote: Synthetic minority over-sampling technique," 

Journal of Artificial Research (JAIR), vol. 16, pgs. 321-357 (2002) (hereinafter 

"Chawla"); Wu et al., "Data selection for speech recognition," in IEEE workshop on 

Automatic Speech Recognition and Understanding (ASRU) (2007) (hereinafter "Wu"), 

the contents of each of which are incorporated by reference herein. In practice, 

however, the class labels are not known and instead a series of approximations must be 

used to approach the results of this ideal solution. An iterative method is applied herein, 

where, in each iteration, the present method draws (selects) a batch of samples (B), 

and domain experts provide the labels of the selected samples. Information embedded 

in the labeled sample is used to group together data elements which are very similar to 

the labeled sample using semi-supervised clustering. The class distribution in the 

clusters can then be estimated and used to perform a biased sampling of clusters to 

obtain a diverse balanced sample. Within each cluster, a diverse sample is obtained by 

using a maximum entropy sampling. The sample obtained at each iteration is then 

labeled and used in subsequent iterations," Chari et al., para [0028].). Chari et al. 
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benefits Dumais et al. by performing a biased sampling of clusters to obtain a diverse 

balanced sample (Chari et al., para [0028]). Therefore, it wuld be obvious for one 

skilled in the art to combine the teachings of Dumais et al. with those of Chari et al. to 

improve the classification scheme of Dumais et al. 

Conclusion 

1. Other prior art is noted on attached PTO-892. In particular, the examiner notes 

Huillier et al. which, like Dumaias et al., described classification of topics on the Dark 

Web. 

2. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to ANNE L THOMAS-HOMESCU whose telephone 

number is (571 )272-0899. The examiner can normally be reached on Mon-Fri 8-6. 

Examiner interviews are available via telephone, in-person, and video 

conferencing using a USPTO supplied web-based collaboration tool. To schedule an 

interview, applicant is encouraged to use the USPTO Automated Interview Request 

(AIR) at http://www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Bhavesh M Mehta can be reached on 5712727453. The fax phone number 

for the organization where this application or proceeding is assigned is 571 -273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 
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Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see https://ppair­

my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private 

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

If you would like assistance from a USPTO Customer Service Representative or access 

to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-

272-1000. 

/ANNE L THOMAS-HOMESCU/ 

Primary Examiner, Art Unit 2656 
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(dark$1net crime$1net ((dark deep) 
near3 (web internet cyber))) and 
(criminal$3 illegal$3fraud faudulent$3) 
same ( classification classif$4 
categori$1ation categor$3 label$4 tag 
tagging tagged group$3) and 
(process$3) NOT 5111 

(dark$1net crime$1net ((dark deep) 
near3 (web internet cyber))) and 
(criminal$3 illegal$3fraud faudulent$3) 
same (classification classif$4 
categori$1ation categor$3 label$4 tag 
tagging tagged cluster$3) NOT 5111 

(dark$1net crime$1net ((dark deep) 
near3 (web internet cyber))) and 
(crime$! criminal$3 illegal$3 fraud 
faudulent$3 theft$!) same 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) NOT 5111 

(dark$1net crime$1net ((dark deep) 
near3 (web internet cyber))) and 
(crime$! criminal$3 illegal$3 fraud 
faudulent$3 theft$!) same 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) near? (topic$! title$!) NOT 
5111 

( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) near? (topic$! title$!) NOT 
5111 

( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) near? (topic$! subject$!) 
same (title$!) NOT 5111 
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(web$1site$1 webpage$1) and 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) near? (topic$! subject$!) 
near? (title$!) NOT 5111 

(web$1site$1 webpage$1) and 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) near? (topic$! subject$!) 
near? (title$!) same (vector$! 
feature$! word2vec) NOT 5111 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media page$! 
site$! web$1site$1 web$1page$1) 
same (topic$! subject$! title$! 
theme$!) near? (label$4 tag$4 marl<$4 
flag$4 classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3) same (probabilit$3 
confidence rank$3 best certaint$3 
threshold$3 scor$3) same (train$3 
adaptation adapt$3 adjust$4 learn$3) 
same ((ground near3 truth) training) 
same (imbalance$! minorit$3) 

(web internet cyber$4) and (topic$! 
subject$! title$! theme$!) near? 
(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3) same ((ground near3 truth) 
training) same (imbalance$! 
minorit$3) 

(web internet cyber$4) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) same 
(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3) same 
((ground near3 truth) training) same 
(imbalance$! minorit$3) 
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(web internet cyber$4) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) same 
(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3) same 
((ground near3 truth) training) same 
(imbalance$! minorit$3) same 
( elastic$4) 

(web internet cyber$4) and 
(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3) same 
((ground near3 truth) training) same 
(imbalance$! minorit$3) same 
( elastic$4) 

(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3) same 
((ground near3 truth) training) same 
(imbalance$! minorit$3) same 
( elastic$4) 

(web internet cyber$4) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) same 
(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3 
metric$4) same ((ground near3 truth) 
training) same (imbalance$! 
minorit$3) same (elastic$4) 

(web internet cyber$4) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) and 
(pars$4 segmentation segment$3) 
same (tokeni$1ation token$4 label$4 
tag$4) same (character$! word$!) 
near? (remov$3 delet$3 ignor$4) 

(GlOL.cpcl. G06F.cpcl.) and (web 
internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) and 
(pars$4 segmentation segment$3) 
same (tokeni$1ation token$4 label$4 
tag$4) same (character$! word$!) 
near? (remov$3 delet$3 ignor$4) 
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(GlOL.cpcl. G06F.cpcl.) and (web 
internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) and 
(pars$4 segmentation segment$3) 
same (tokeni$1ation token$4 label$4 
tag$4) same (character$!) same 
(word$!) near? (remov$3 delet$3 
ignor$4) 

(GlOL.cpcl. G06F.cpcl.) and (web 
internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) and 
(pars$4 segmentation segment$3) 
same (tokeni$1ation token$4 label$4 
tag$4) same (character$!) same 
(word$!) same (remov$3 delet$3 
ignor$4) 

(GlOL.cpcl. G06F.cpcl.) and (web 
internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) and 
(pars$4 segmentation segment$3) 
same (tokeni$1ation token$4 label$4 
tag$4) same ((character$!) same 
(word$!)) near? (remov$3 delet$3 
ignor$4) 

(GlOL.cpcl. G06F.cpcl.) and (web 
internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) and 
(pars$4 segmentation segment$3) 
same (tokeni$1ation token$4 label$4 
tag$4) same ((character$!) same 
(word$!)) near? (remov$3 delet$3 
ignor$4) and (root$!) same (stem$4) 
same (lemmati$1ation lemma$!) 

(GlOL.cpcl. G06F.cpcl.) and (pars$4 
segmentation segment$3) same 
(tokeni$1ation token$4 label$4 tag$4) 
same ((character$!) same (word$!)) 
near? (remov$3 delet$3 ignor$4) and 
(root$!) same (stem$4) same 
(lemmati$1ation lemma$!) 

(GlOL.cpcl. G06F.cpcl.) and (web 
internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
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I ■ ■ ■ ■ 

internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) and 
(crawl$3) 

(GlOL.cpcl. G06F.cpcl.) and (web 
internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) and 
(crawl$3) same (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media) 

(GlOL.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) and 
(crawl$3) same (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media site$! web$1site$1) 

(GlOL.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) and 
(crawl$3) same (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media) same (internet web 
site$! web$1site$1) 

(GlOL.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) and 
(crawler) same (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media) same (internet web 
site$! web$1site$1) 

(GlOL.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) same 
(crawler) same (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media) same (internet web 
site$! web$1site$1) 
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(GlOL.cpcl. G06F.cpcl.) and (classif$4 
class$2 classification categori$1ation 
categori$4) same (crawler) same 
(forum$! discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(internet web site$! web$1site$1) 

(GlOL.cpcl. G06F.cpcl.) and (classif$4 
class$2 classification categori$1ation 
categori$4) same (crawl$3) same 
(spider$4) same (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media) same (internet web 
site$! web$1site$1 html) 

(dark$1net ((dark deep) near3 web)) 
and (criminal$3 illegal$3 fraud 
faudulent$3) same ( classification 
classif$4 categori$1ation categor$3 
label$4 tag tagging tagged) 

(web$1site$1 webpage$1) and 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) near? (topic$! subject$!) 
near? (title$!) same (date$!) same 
(reputation$! review$4 comment$4) 
same (author$! writer$!) same 
(vector$! feature$! word2vec) NOT 
5146 

(web$1site$1 webpage$1) and 
( classification classif$4 categori$ lation 
categor$3 label$4 tag tagging tagged 
cluster$3) near? (topic$! subject$!) 
near? (title$!) same (date$!) same 
(reputation$! review$4 comment$4) 
same (author$! writer$!) 

(web$1site$1 webpage$1) and 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) same (topic$! subject$!) 
near? (title$!) same (date$!) same 
(reputation$! review$4 comment$4) 
same (author$! writer$!) 

(GlOL.cpcl. G06F.cpcl.) and (classif$4 
class$2 classification categori$1ation 
categori$4) same (crawl$3) same 
(spider$4) same (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media) same (internet web 
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site$! web$1site$1 html) same 
(train$3 (ground near3 truth)) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3) same ((ground near3 truth) 
training) same (imbalance$! 
minorit$3) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3 updat$3) same ((ground near3 
truth) training) same (imbalance$! 
minorit$3) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3 updat$3) same ((ground near3 
truth) training) same (imbalance$! 
minorit$3) same (semi$1supervis$4) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3 updat$3) same ((ground near3 
truth) training) same (imbalance$! 
minorit$3) same (semi$1supervis$4) 
same ( synthetic$4 synthes$4 
artificial$4) near? (sampl$3) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
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(train$3 adaptation adapt$3 adjust$4 FPRS; EPO; 
learn$3 updat$3) same ((ground near3 JPO; 
truth) training) same (imbalance$! DERWENT; 
minorit$3) same (nearest near3 IBM_ TDB 
neighbor$!) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3 updat$3) same ((ground near3 
truth) training) same (imbalance$! 
minorit$3) same (nearest near3 
neighbor$!) same (elastic$4) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
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categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3 updat$3) same ((ground near3 
truth) training) same (imbalance$! 
minorit$3) same (elastic$4) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3 updat$3) same ((ground near3 
truth) training) same (imbalance$! 
minorit$3) same (elastic$4 BM25) 

((ground near3 truth) training) same 
(imbalance$! minorit$3) same 
( elastic$4 BM25) 

(imbalance$! minorit$3) same 
( elastic$4 BM25) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(imbalance$! minorit$3) same 
( elastic$4 BM25) 

(GlOL.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) same 
(imbalance$! minorit$3) same 
( elastic$4 BM25) 

(dark$1net ((dark deep) near3 web)) 
and (criminal$3 illegal$3 fraud 
faudulent$3) same ( classification 
classif$4 categori$1ation categor$3 
label$4 tag tagging tagged) and 
(process$3) 
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(dark$1net ((dark deep) near3 web)) 
and ( classification classif$4 
categori$1ation categor$3 label$4 tag 
tagging tagged) near? (updat$3 
adjust$4 adaptation adapt$3) and 
(process$3) 

(dark$1net ((dark deep) near3 web)) 
and ( classification classif$4 
categori$1ation categor$3 label$4 tag 
tagging tagged) near? (updat$3 
adjust$4 adaptation adapt$3) 
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Sir: 

This paper is responsive to the non-final Office Action mailed on February 24, 

2021. Please enter the following amendments and consider the remarks below in 

accordance with the Rules of Practice. A three-month extension of time including the 

fee for extending the deadline to August 24, 2021 is included. 

No further fees are believed to be due in connection with the filing of this paper; 

however, should any fees be deemed necessary, the commissioner is hereby 

authorized to deduct any such fees from Deposit Account No. 50-1662 referencing the 

above docket number. 

Amendments to the claims are reflected in the listing that begins at page 2 of 

this paper. 

Remarks begin at page 7 of this paper. 
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CLAIM AMENDMENTS 

Attorney Docket No. 055743-621457 
M18-191P-US1-b 

Please amend the claims as follows: 

1. (Currently Amended) A computer-implemented system for improving 

classification of criminal activities arising from cyber environments, comprising: 

a processor configured to: 

access a ground truth dataset generated from deep web forum 

information, the ground truth dataset defining a predetermined tag 

hierarchy including predetermined tag labels corresponding topics 

of the deep web forum information; 

access data related to a discussion topic for classification from a deep 

web forum; 

extract a set of features from the data by assigning word vectors or 

paragraph vectors to the data; and 

apply a machine classifier to the set of features to generate a prediction 

list of tags for classifying the discussion topic, wherein the 

prediction list includes a prediction probability value for each tag of 

the plurality of tags; and 

add all parent tags associated with a tag of the plurality of tags to the 

prediction list based on a comparison between the prediction 

probability value for the tag and a first predetermined threshold 

value. 

v,herein the machine classifier is trained to maintain the predetermined tag 

hierarchy by regulating modification to parent and child tags 

associated with a predicted tag of the prediction list of tags based 

on a prediction probability of the predicted tag and predetermined 

tag thresholds assigned to the parent and child tags. 

2. (Currently Amended) The computer-implemented system of claim 1, wherein -tAe 

.§. predetermined tag hierarchy is divided into parent tags and child tags, wherein 

2 
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Attorney Docket No. 055743-621457 
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a topic represented by a child tag is representative of a subset of a topic 

represented by a parent tag, wherein each child tag corresponds to a particular 

parent tag, and each tag is assigned a corresponding probability value. 

3. (Currently Amended) The computer-implemented system of claim 1, wherein the 

processor is configured to remove .§.!La-child tags of the plurality of tags ef--t.Ae 

prediction list of tags corresponding to a parent tag from the prediction list of tags 

where a probability value associated with the child tag is below a second 

predetermined threshold value. 

4. (Currently Amended) The computer-implemented system of claim 1, wherein the 

processor is configured to add .§.!La-parent tags of the plurality of tags 

corresponding to a child tag if a probability value associated with the parent tag is 

above the first a predetermined threshold value. 

5. (Original) The computer-implemented system of claim 1, wherein the set of 

features are extracted using textual feature extraction to identify tags associated 

with topic titles of the data. 

6. (Original) The computer-implemented system of claim 1, wherein a set of 

synthetic data samples are created for addition to the ground truth dataset to 

address class imbalance by creating a set of synthetic sample points along a line 

defined between a first minority feature vector and a second feature vector and 

adding the set of synthetic sample points to the ground truth dataset. 

7. (Original) The computer-implemented system of claim 1, wherein the ground 

truth dataset is supplemented by, for every sample of the ground truth dataset in 

a minority class, adding top similar documents from the deep web forum 

information, as identified using an elastic search similarity score, and adding 

them to the ground truth dataset. 
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8. (Original) The computer-implemented system of claim 1, wherein the data is 

parsed and segmented into tokens, and predetermined characters and 

predetermined common words are removed from the data. 

9. (Original) The computer-implemented system of claim 1, wherein words within 

the data are reduced to their root form using stemming and lemmatization 

procedures. 

10. (Original) The computer-implemented system of claim 1, wherein the set of 

features are extracted from the data using a neural network, wherein the neural 

network is configured to learn a continuous distributed vector representation for 

documents and words within the data. 

11. (Original) The computer-implemented system of claim 1, further comprising: 

12. 

13. 

14. 

15. 

16. 

17. 

a crawler in operable communication with the processor and operable to 

traverse a plurality of deep web websites to retrieve Internet 

documents forming at least a portion of the deep web forum 

information. 

(Canceled) 

(Canceled) 

(Canceled) 

(Canceled) 

(Canceled) 

(Canceled) 
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18. (Currently Amended) A method, comprising: 

configuring a processor for executing operations including: 

accessing data associated with a deep web forum, the data defining a 

topic for classification; 

extracting a set of features from the data as inputs for a machine 

classifier; and 

apply a machine classifier to the set of features to generate a prediction 

list of tags for classifying the topic, wherein the prediction list 

includes a prediction probability value for each tag of the plurality of 

tags; and 

adding all parent tags associated with a tag of the plurality of tags to the 

prediction list based on a comparison between the prediction 

probability value for the tag and a first predetermined threshold 

value. 

v,herein the machine classifier is configured to maintain a predetermined 

tag hierarchy by regulating modification to parent and child tags 

associated with a predicted tag of the prediction list of tags based 

on a prediction probability of the predicted tag and predetermined 

tag thresholds assigned to the parent and child tags. 

19. (Currently Amended) The method of claim 18, further comprising: 

outputting an update to the prediction list of tags, a total number of the 

tags of the prediction list of tags being different from the update to 

the prediction list of tags to maintain a tAe predetermined tag 

hierarchy. 

20. (Currently Amended) The method of claim 18, further comprising generating...§ 

tAe predetermined tag hierarchy based on a ground truth dataset, and leveraging 

semi-supervised learning to address class imbalance and increase accuracy of 

the machine classifier. 
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This paper responds to the Examiner's Non-Final Office Action mailed on 

February 24, 2021. Reconsideration and continued examination in view of the foregoing 

response is respectfully requested. 

Status of Claims 

Claims 1-20 were originally filed in the instant application, with claims 1, 12, and 

18 being independent. By the present document, claims 1-11 and 18-20 are pending. 

Claims 1-4 and 18-20 have been amended for discussion with the Examiner to possibly 

overcome the rejections to the recent Office action dated February 24, 2021. Claims 12-

17 have been cancelled. 

§103 Rejections (Dumais, Dal ins, Otsuka, Grubb, Hassan, Khanzode, Chawla, 

Otsuka, Rathod, Chari) 

The Examiner rejected claims 1-4 and 10-11 under pre-AIA 35 U.S.C. §103(a) as 

being obvious over the article titled Hierarchical Classification of Web Content by 

Dumais et al. ("Dumais") in view of the article titled Criminal Motivation on the Dark 

Web: A Categorization Model for Law Enforcement by Dalins et al. ("Dalins") and further 

in view of U.S. Patent Application Publication No. 2008/0189316 to Otsuka ("Otsuka"). 

The Examiner further rejected claim 5 under pre-AIA 35 U.S.C. §103(a) as being 

obvious over Dumais in view of Dalins, further in view of Otsuka, and further in view of 

U.S. Patent Application Publication No. 2007/0250501 to Grubb et al. ("Grubb"). The 

Examiner rejected claim 6 under pre-AIA 35 U.S.C. §103(a) as being obvious over 

Dumais in view of Dalins, further in view of Otsuka, and further in view of Grubb. The 

Examiner further rejected claim 7 under pre-AIA 35 U.S.C. §103(a) as being obvious 

over Dumais in view of Dalins, further in view of Otsuka, and further in view of the article 

titled A Task Level Metric for Measuring Web Search Satisfaction and Its Application on 

Improving Relevance Estimation by Hassan et al. ("Hassan"). The Examiner further 

rejected claims 8 and 9 under pre-AIA 35 U.S.C. §103(a) as being obvious over Dumais 

in view of Dalins, further in view of Otsuka, and further in view of U.S. Patent Application 
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Publication No. 2008/0189316 to Khanzode et al. ("Khanzode"). The Examiner further 

rejected claims 12, 14, and 15 under pre-AIA 35 U.S.C. §103(a) as being obvious over 

Dumais in view of the article titled SMOTE: Synthetic Minority Over-sampling Technique 

by Chawla et al. ("Chawla"), and further in view of U.S. Patent Application Publication 

No. 2018/0246983 to Rathod ("Rathod"). The Examiner rejected claim 13 under pre-AIA 

35 U.S.C. §103(a) as being obvious over Dumais in view of Chawla, further in view of 

Rathod, and further in view of Hassan. The Examiner rejected claim 16 under pre-AIA 

35 U.S.C. §103(a) as being obvious over Dumais in view of Chawla, further in view of 

Rathod, and further in view of Otsuka. The Examiner rejected claim 16 under pre-AIA 

35 U.S.C. §103(a) as being obvious over Dumais in view of Chawla, and further in view 

of Grubb. The Examiner rejected claims 18 and 19 under pre-AIA 35 U.S.C. §103(a) as 

being obvious over Dumais in view of Rathod. The Examiner further rejected claim 20 

under pre-AIA 35 U.S.C. §103(a) as being obvious over Dumais in view or Rathod, and 

further in view of U.S. Patent Application Publication No. 2013/0097103 to Chari et al. 

("Chari"). Applicants respectfully traverse these rejections. 

Independent claim 1 as presently amended recites the following features 

(emphasis added in bold): 

A computer-implemented system for improving classification of criminal activities arising 

from cyber environments, comprising: 

76667037.1 

a processor configured to: 

access a ground truth dataset generated from deep web forum 

information, the ground truth dataset defining a predetermined tag 

hierarchy including predetermined tag labels corresponding topics 

of the deep web forum information; 

access data related to a discussion topic for classification from a deep 

web forum; 

extract a set of features from the data by assigning word vectors or 

paragraph vectors to the data; and 
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apply a machine classifier to the set of features to generate a prediction 

list of tags for classifying the discussion topic, wherein the 

prediction list includes a prediction probability value for each tag of 

the plurality of tags; and 

add all parent tags associated with a tag of the plurality of tags to the 

prediction list based on a comparison between the prediction 

probability value for the tag and a first predetermined threshold 

value. 

The features of claim 1 as amended are supported at least by [0048]-[0054] of 

the present application. The present amendments clarify features of the claims and 

emphasize that the system adds all parent tags associated with a tag of the 

plurality of tags to the prediction list based on a comparison between the prediction 

probability value for the tag and a first predetermined threshold value. The additional 

independent claim recites the same or similar features. 

The Office Action states that Dumais discloses "wherein the machine classifier is 

trained to maintain the predetermined tag hierarchy by regulating modification to parent 

and child tags associated with a predicted tag of the prediction list of tags based on a 

prediction probability of the predicted tag and predetermined tag thresholds assigned to 

the parent and child tags". Specifically, the Office Action refers top. 260, SVM 

Parameters section, 2nd paragraph of Dumais et al. that discusses two methods of 

combining hierarchical results using a Boolean approach and a multiplicative approach. 

Additional discussion about the methods of combining hierarchical results can be found 

in p. 261, Second Level, Hierarchical, first and second paragraph of Dumais et al. As 

shown, the multiplicative scoring function P(L 1 )*P(L2) is used to combine results from a 

first tag level and a second level, with a requirement for classification being that the 

product of a first prediction probability corresponding with a first tag at the first tag level 

and a second prediction probability corresponding with a second tag at the second tag 

level meets or exceeds a single threshold p=0.2. As long as P(L 1 )*P(L2) > p = 0.2, even 

if the matches individually exceed only one level, then the item can be classified as 

having both the first tag and the second tag. The Boolean scoring function 
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P(L 1 )&&P(L2) is used to combine results from a first tag level and the second tag level, 

with a requirement for classification being that the first prediction probability 

corresponding with a first tag at the first tag level must meet or exceed a first threshold 

p1 = 0.2, and that the second prediction probability corresponding with a second tag at 

the second tag level must meet or exceed a second threshold p2 = 0.5. 

The Applicants respectfully submit the present claim amendments distinguish 

from the cited references. Specifically, independent claim 1 as present amended recites 

the claim features of "add all parent tags associated with a tag of the plurality of 

tags to the prediction list based on a comparison between the prediction probability 

value for the tag and a first predetermined threshold value". The step of adding all 

parent tags according to the claim feature outlined above aims to solve the problem 

outlined in [0044] of the present application, which states "Ideally, the classifier should 

predict the hierarchical representation of tags, for example, for a predicted child tag 

every parent tag should also be predicted. However it is observed that for some tags 

returned by the classifier function, the corresponding parent tags [are] not returned. This 

happens when either the tag is wrongly predicted (false positive) or when some of the 

correct tags (false negatives) are not predicted." In particular, as discussed in Algorithm 

1 and [0048]-[0054], for a predicted child tag, if a prediction probability for the child tag 

exceeds a first threshold (a, which in [0082] was found to return favorable results when 

set at a= 0.9), then the system adds all parent tags associated with the child tag are 

added to the prediction list. 

In contrast, Dumais does not disclose, teach or suggest adding all parent tags 

associated with a tag of the plurality of tags to the prediction list based on a comparison 

between the prediction probability value for the tag and a first predetermined threshold 

value. When utilizing the multiplicative approach P(L 1 )*P(L2) >p, Dumais evaluates 

inclusion of a parent tag or a child tag on a case-by-case basis by comparing the 

product of the first prediction probability and the second prediction probability with a 

threshold value and adding both tags if the product meets or exceeds the threshold 

value. However, the system of Dumais compares each parent tag with each child tag, 

which can be computationally expensive and in some cases, unnecessary. In contrast, 
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the present system adds ALL parent tags associated with a child tag if the child tag has 

a high enough probability prediction. 

Applicant recognizes that using the system of Dumais, the second prediction 

probability of the child tag can be high enough to cause the product of the first 

prediction probability and the second prediction probability to exceed the threshold 

value even if the first prediction probability associated with the parent tag is low. 

However, in some cases, the system of Dumais can still fail to properly add parent tags 

if the prediction probability is too low. An example scenario is outlined below: 

Suppose there is a tag hierarchy that includes parent tags class#1 and class#2, 

and a child tag example#1 that belongs to both parent tags class#1 and class#2. A first 

discussion post about example#1 is correctly tagged by the classifier as belonging to 

child tag example#1 with a probability of 0.93. The classifier also tags the first 

discussion post with class#1 with a 0.9 probability and belonging to class#1 with a 0.05 

probability due to the nature of the discussion in the post. According to [0044], the 

discussion post should ideally be classified under both parent tags class#1 and class#2. 

Given the multiplicative rule of Dumais: 

P(L 1 )*P(L2) = 0.93 x 0.1 = 0.093 

which is below the allowable threshold of p = 0.2. Thus, Dumais would not add class#2 

as the parent tag, which is inconsistent with the problem outlined in [0044] or the 

solution outlined in lines 2 and 6-8 of Algorithm 1 and [0050] of the present application. 

In contrast, with the evaluation in Algorithm 1, the present application would 

determine: 

P(L2) = 0.93 > (a= 0.9) 

which is above the allowable "add parent" threshold of a= 0.9. Thus, the present 

application would add class#2 as the parent tag, which is consistent with the problem 

outlined in [0044] and the solution outlined in lines 2 and 6-8 of Algorithm 1 and [0050] 

of the present application. 

Further, suppose that a second discussion post is included in the same dataset 

and the second discussion post about example#1 is correctly tagged by the classifier as 

belonging to parent tag class#2. The system, having previously recognized that the 
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child tag example#2 also belongs to parent tag class#2 based on the first discussion 

post, will add all known parent tags of example#1 to the second discussion post 

including both parent tags class#1 and class#2. In contrast, the system of Dumais will 

only add a parent tag to a discussion post if the combined product of the probabilities of 

the parent tag and the child tag meet or exceed the threshold value, even if the parent 

tag is correctly identified as related to the child tag for another discussion post. 

The Applicants respectfully submit that the combination of Dumais, Dalins, 

Otsuka, Grubb, Hassan, Khanzode, Chawla, Otsuka, Rathod, and Chari do not teach or 

suggest all of the claimed elements of the present invention. 

In sum, claim 1 is presently amended to clarify wherein the prediction list 

includes a prediction probability value for each tag of the plurality of tags; and 

wherein the system adds all parent tags associated with a tag of the plurality of 

tags to the prediction list based on a comparison between the prediction 

probability value for the tag and a first predetermined threshold value. Further, 

dependent claims 3 and 4 have been amended to provide further clarification that all 

parent tags are added if the child tag exceeds a first probability threshold, and that all 

child tags are removed if the parent tag falls below a second probability threshold. Claim 

2 has been amended for antecedent basis. Independent claim 18 has been amended 

similarly to independent claim 1 and claims 19 and 20 have been amended for 

antecedent basis. The features of independent claims 1 and 18 including the present 

clarifying claim amendments are respectfully absent from Dumais, Dalins, Otsuka, 

Grubb, Hassan, Khanzode, Chawla, Otsuka, Rathod, and Chari and are non-obvious in 

view of these references. Claims 12-17 have been cancelled. 

Accordingly, in view of the foregoing, the Applicants respectfully submit the 

system as recited in independent claims 1 and 18 as presently amended is not taught or 

suggested by Dumais, Dalins, Otsuka, Grubb, Hassan, Khanzode, Chawla, Otsuka, 

Rathod, and Chari, the claims are believed to be non-obvious, and withdrawal of the 

103 rejections is respectfully requested. 
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By the present response, the Applicants respectfully submit that the claims are in 

condition for allowance, and notification to that effect is earnestly requested. The 

Examiner is invited to telephone Applicants' representative at (602) 650-2096 to 

facilitate prosecution of this application. If necessary, please charge any additional fees 

or credit overpayment to Deposit Account No. 50-1662. 

Date: 13 August 2021 

76667037.1 

Respectfully submitted, 

POLSINELLI PC 

By: /Timothy D. Fontes 
Ari M. Bai, Reg. No.: 70,801 
One E. Washington Street, Suite 1200 
Phoenix, AZ 85004 
Direct Phone: (602) 650-2096 
E-Mail: uspt@polsinelli.com 
Attorney for Applicants 
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directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number's legal significance in accordance with 5 CFR 1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 
is referenced by either a published application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notice of Allowability 

Application No. 
16/405,612 
Examiner 
ANNE L THOMAS-HOMESCU 

Applicant(s) 
Patil et al. 
Art Unit 
2656 I AIA (FITF) Status 

Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.~ This communication is responsive to 13 August 2021. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.~ The allowed claim(s) is/are 1-11 and 18-20 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent 
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information 
, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) □All b) 0 Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 
2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 5. D Examiner's Amendment/Comment 

2.0 Information Disclosure Statements (PTO/SB/08), 6. ~ Examiner's Statement of Reasons for Allowance 
Paper No./Mail Date . 

3. D Examiner's Comment Regarding Requirement for Deposit 7. □ Other __ 
of Biological Material . 

4.0 Interview Summary (PTO-413), 
Paper No./Mail Date. __ . 

/ANNE L THOMAS-HOMESCU/ 
Primary Examiner, Art Unit 2656 

U.S. Patent and Trademark Office 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20211106 
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DETAILED ACTION 

1. This communication is in response to the claims filed on 13 August 2021. 

2. The present application, filed on or after March 16, 2013, is being examined 

under the first inventor to file provisions of the AIA. 

3. Claims 1-11 and 18-20 are pending and have been examined, and the Examiner 

determines that this action is in condition for Allowance. 

Reasons for Allowance 

1. The following is a statement of reasons for the indication of allowable subject 

matter: 

The closest prior art of record includes over "Hierarchical Classification of Web Content" 

(Dumais et al.), "Criminal motivation on the dark web: A categorization model for law 

enforcement" (Dalins et al.), and further in view of US 20080189316, hereinafter 

referred to as Otsuka. Dumais et aL discloses a computer~imp!emented system tor 

improving classification arising from cyber environments, comprising: access a ground 

truth dataset generated from web forum information, the ground truth dataset defining a 

predetermined tag hierarchy including predetermined tag labels corresponding topics of 

the web forum information (Dumais et a!., p, 258, Web Data Set and Application section. 

Dumais et aL, p. 259, Text Classification Using SVMs section, r,t para.); access data 

related to a discussion topic for classification from a web forum (Dumais et aL, p. 259, 

Text Classification Using SVMs section, 1st para.); extract a set of features from the 

data by assigning word vectors or paragraph vectors to the data (See Dumais et aL, fig. 

IPR2025-01398 
CrowdStrike EX1002 Page 300



Application/Control Number: 16/405,612 
Art Unit: 2656 

Page 3 

1. Dumais et aL, p.259, right coL, 2nd para.); and apply a machine classifier to the set of 

features to generate a prediction list of tags for classifying Hie discussion topic (Dumais 

et a!., p, 259, Text Classification Using SVMs section, 2nd para.), wherein the machine 

classifier is trained to maintain the predetermined tag hierarchy by regulating 

modification to parent and child tags associated with a predicted tag of the prediction list 

of tags based on a prediction probability of the predicted tag and predetermined tag 

thresholds assigned to the parent and child tags (Dumais et a!., p, 260, SVM 

Parameters section, 2r:d para.). 

Dumais et al., though, does not disclose classification of criminal activities arising 

from dark/deep web environments or a processor. Dalins et al. is cited to disclose 

classification of criminal activities arising from dark/deep web environments (Dalins et 

al., p. 68, left col. See also Dalins et al., fig. 4 and 5.). 

However, none of the prior art, either alone or in combination, teaches: 

"apply a machine classifier to the set of reatures to generate a prediction list of 

tags tor classifying the discussion topic, wherein the prediction list includes a prediction 

grobabi!ity value for each taq of the glura!ity of taqs; and 

add all parent tags associated with a tag of the plurality of tags to the prediction list 

based on a comparison between the prediction probability value for Hie tag and a first 

predetermined threshold value." 

Conclusion 

1. The prior art made of record and not relied upon is considered pertinent to the 

Applicant's disclosure. See PTO 892 from previous office action(s). 
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Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to ANNE L THOMAS-HOMESCU whose telephone 

number is (571 )272-0899. The examiner can normally be reached on Mon-Fri 8-6. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Bhavesh Mehta can be reached on 5712727453. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ANNE L THOMAS-HOMESCU/ 
Primary Examiner, Art Unit 2659 
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((deep dark) near3 (web internet)) and 
(forum$! discuss$4 blog$4) 

((deep dark) near3 (web internet)) and 
(forum$! discuss$4 blog$4 meeting$! 
conference$!) same (topic$! subject$! 
title$! theme$!) near? (label$4 tag$4 
mark$4 flag$4) 

US-PGPUB; 
USPAT; 
USOCR; 
FPRS; EPO; 
JPO; 
DERWENT; 
IBM_TDB 
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((deep dark) near3 (web internet)) and 
(forum$! discuss$4 blog$4 meeting$! 
conference$! panel$4) same (topic$! 
subject$! title$! theme$!) near? 
(label$4 tag$4 mark$4 flag$4) 

((deep dark) near3 (web internet) 
D2web) and (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4) same (topic$! subject$! 
title$! theme$!) near? (label$4 tag$4 
mark$4 flag$4) 

((deep dark) near3 (web internet) 
D2web) and (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media) same (topic$! 
subject$! title$! theme$!) near? 
(label$4 tag$4 mark$4 flag$4) 

11,294 (web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(topic$! subject$! title$! theme$!) 
near? (label$4 tag$4 mark$4 flag$4) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(topic$! subject$! title$! theme$!) 
near? (label$4 tag$4 mark$4 flag$4) 
same (parent child hierarch$3) same 
(train$3 learn$3 adapt$4 adjust$4) and 
(criminal$3 illegal$4) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(topic$! subject$! title$! theme$!) 
near? (label$4 tag$4 mark$4 flag$4) 
same (parent child hierarch$3) same 
(train$3 learn$3 adapt$4 adjust$4) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media chat$4) 
same (topic$! subject$! title$! 
theme$!) near? (label$4 tag$4 mark$4 
flag$4) same (parent child hierarch$3) 
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(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(topic$! subject$! title$! theme$!) 
near? (label$4 tag$4 mark$4 flag$4) 
and (index$4 (dark near3(web internet 
cyber))) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(topic$! subject$! title$! theme$!) 
near? (label$4 tag$4 mark$4 flag$4) 
same (probabilit$3 confidence rank$3 
best certaint$3 threshold$3 scor$3) 
and (index$4 (dark near3(web internet 
cyber))) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(topic$! subject$! title$! theme$!) 
near? (label$4 tag$4 mark$4 flag$4) 
same (probabilit$3 confidence rank$3 
best certaint$3 threshold$3 scor$3) 
same (hierarch$3 parent child) and 
(index$4 (dark near3(web internet 
cyber))) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(topic$! subject$! title$! theme$!) 
near? (label$4 tag$4 mark$4 flag$4) 
same (probabilit$3 confidence rank$3 
best certaint$3 threshold$3 scor$3) 
same (hierarch$3 parent child 
subset$4 tree leaf leaves) and 
(index$4 (dark near3 (web internet 
cyber))) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(topic$! subject$! title$! theme$!) 
near? (label$4 tag$4 mark$4 flag$4) 
same (probabilit$3 confidence rank$3 
best certaint$3 threshold$3 scor$3) 
same (hierarch$3 parent child 
subset$4 tree leaf leaves) and 
(index$4 (dark near3 (web internet 
cyber))) NOT 582 
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(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(topic$! subject$! title$! theme$!) 
near? (label$4 tag$4 mark$4 flag$4) 
same (probabilit$3 confidence rank$3 
best certaint$3 threshold$3 scor$3) 
same (hierarch$3 parent child 
subset$4 tree leaf leaves) and (deep 
near3 web) NOT 582 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(topic$! subject$! title$! theme$!) 
near? (label$4 tag$4 mark$4 flag$4) 
same (probabilit$3 confidence rank$3 
best certaint$3 threshold$3 scor$3) 
same (hierarch$3 parent child) and 
(deep near3 web) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(topic$! subject$! title$! theme$!) 
near? (label$4 tag$4 mark$4 flag$4) 
same (probabilit$3 confidence rank$3 
best certaint$3 threshold$3 scor$3) 
same (hierarch$3 parent child 
subset$4 tree leaf leaves) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(topic$! subject$! title$! theme$!) 
near? (label$4 tag$4 mark$4 flag$4) 
same (probabilit$3 confidence rank$3 
best certaint$3 threshold$3 scor$3) 
same (hierarch$3 parent child 
subset$4 tree leaf leaves) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(topic$! subject$! title$! theme$!) 
near? (label$4 tag$4 mark$4 flag$4) 
same (probabilit$3 confidence rank$3 
best certaint$3 threshold$3 scor$3) 
same (hierarch$3 parent child 
subset$4 tree leaf leaves) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3) and (vector$! word2vec) 
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(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(topic$! subject$! title$! theme$!) 
near? (label$4 tag$4 mark$4 flag$4) 
same (probabilit$3 confidence rank$3 
best certaint$3 threshold$3 scor$3) 
same (hierarch$3 parent child 
subset$4 tree leaf leaves) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media post$3) 
same (topic$! subject$! title$! 
theme$!) near? (label$4 tag$4 mark$4 
flag$4) same (probabilit$3 confidence 
rank$3 best certaint$3 threshold$3 
scor$3) same (hierarch$3 parent child 
subset$4 tree leaf leaves) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media post$3) 
same (topic$! subject$! title$! 
theme$! classification classif$4 class$2 
categor$3 categori$1ation group$4) 
near? (label$4 tag$4 mark$4 flag$4) 
same (probabilit$3 confidence rank$3 
best certaint$3 threshold$3 scor$3) 
same (hierarch$3 parent child 
subset$4 tree leaf leaves) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media post$3) 
same (topic$! subject$! title$! 
theme$! classification classif$4 class$2 
categor$3 categori$1ation group$4) 
near? (label$4 tag$4 mark$4 flag$4) 
same (probabilit$3 confidence rank$3 
best certaint$3 threshold$3 scor$3) 
same (train$3 adaptation adapt$3 
adjust$4 learn$3) 

(dark$1net ((dark deep) near3 web)) 
and (criminal$3 illegal$3 fraud 
faudulent$3) same (classification 
classif$4 categori$1ation categor$3 
label$4 tag tagging tagged) 
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(dark$1net ((dark deep) near3 (web 
internet cyber network$!))) and 
(criminal$3 illegal$3 fraud faudulent$3) 
same ( classification classif$4 
categori$1ation categor$3 label$4 tag 
tagging tagged) 

(dark$1net ((dark deep) near3 (web 
internet cyber network$!))) and 
(criminal$3 illegal$3 fraud faudulent$3) 
same ( classification classif$4 
categori$1ation categor$3 label$4 tag 
tagging tagged) NOT 594 

(dark$1net ((dark deep) near3 (web 
internet cyber network$!))) and 
(criminal$3 illegal$3 fraud faudulent$3) 
same ( classification classif$4 
categori$1ation categor$3 label$4 tag 
tagging tagged) same (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media) NOT 594 

(dark$1net ((dark deep) near3 (web 
internet cyber))) and (criminal$3 
illegal$3 fraud faudulent$3) same 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged) 
same (forum$! discuss$4 blog$4 
meeting$! conference$! panel$4 
media) NOT 594 

(dark$1net ((dark deep) near3 (web 
internet cyber))) and (criminal$3 
illegal$3 fraud faudulent$3) same 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
identifier$! identification$! identif$4) 
same (forum$! discuss$4 blog$4 
meeting$! conference$! panel$4 
media page$! site$! web$1site$1) 
NOT 594 

(dark$1net ((dark deep) near3 (web 
internet cyber))) and (criminal$3 
illegal$3 fraud faudulent$3) same 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
identifier$! identification$! identif$4 
cluster$3 group$4) same (forum$! 
discuss$4 blog$4 meeting$! 
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(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media page$! 
site$! web$1site$1 web$1page$1) 
same (topic$! subject$! title$! 
theme$!) near? (label$4 tag$4 mark$4 
flag$4) same (probabilit$3 confidence 
rank$3 best certaint$3 threshold$3 
scor$3) same (hierarch$3 parent child 
subset$4 tree leaf leaves) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3) and (vector$! word2vec) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media page$! 
site$! web$1site$1 web$1page$1) 
same (topic$! subject$! title$! 
theme$!) near? (label$4 tag$4 mark$4 
flag$4 classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3) same (probabilit$3 
confidence rank$3 best certaint$3 
threshold$3 scor$3) same (hierarch$3 
parent child subset$4 tree leaf leaves) 
same (train$3 adaptation adapt$3 
adjust$4 learn$3) and (vector$! 
word2vec) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media page$! 
site$! web$1site$1 web$1page$1) 
same (topic$! subject$! title$! 
theme$!) near? (label$4 tag$4 mark$4 
flag$4 classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3) same (probabilit$3 
confidence rank$3 best certaint$3 
threshold$3 scor$3) same (train$3 
adaptation adapt$3 adjust$4 learn$3) 
and (vector$! word2vec) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media page$! 
site$! web$1site$1 web$1page$1) 
same (topic$! subject$! title$! 
theme$!) near? (label$4 tag$4 mark$4 
flag$4 classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3) same (probabilit$3 
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confidence rank$3 best certaint$3 
threshold$3 scor$3) same (train$3 
adaptation adapt$3 adjust$4 learn$3) 
and (vector$! word2vec) and (ground 
near3 truth) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media page$! 
site$! web$1site$1 web$1page$1) 
same (topic$! subject$! title$! 
theme$!) near? (label$4 tag$4 mark$4 
flag$4 classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3) same (probabilit$3 
confidence rank$3 best certaint$3 
threshold$3 scor$3) same (train$3 
adaptation adapt$3 adjust$4 learn$3) 
and (vector$! word2vec) and ((ground 
near3 truth) training) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media page$! 
site$! web$1site$1 web$1page$1) 
same (topic$! subject$! title$! 
theme$!) near? (label$4 tag$4 mark$4 
flag$4 classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3) same (hierarch$3 
sub$1categor$3 sub$1class$3) same 
(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3) and (vector$! word2vec) and 
(ground near3 truth) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media page$! 
site$! web$1site$1 web$1page$1) 
same (topic$! subject$! title$! 
theme$!) near? (label$4 tag$4 mark$4 
flag$4 classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3) same (hierarch$3 
sub$1categor$3 sub$1class$3) same 
(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3) and (vector$! word2vec) and 
((ground near3 truth) training) 
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conference$! panel$4 media page$! 
site$! web$1site$1 web$1page$1) 
same (topic$! subject$! title$! 
theme$!) near? (label$4 tag$4 mark$4 
flag$4 classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3) same (hierarch$3 
sub$1categor$3 sub$1class$3) same 
(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3) and (vector$! word2vec) 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media page$! 
site$! web$1site$1 web$1page$1) 
same (topic$! subject$! title$! 
theme$!) near? (label$4 tag$4 mark$4 
flag$4 classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3) same (hierarch$3 
sub$1categor$3 sub$1class$3 parent 
child) same (probabilit$3 confidence 
rank$3 best certaint$3 threshold$3 
scor$3) same (train$3 adaptation 
adapt$3 adjust$4 learn$3) and 
(vector$! word2vec) 

("7349917").PN. 

(dark$1net ((dark deep) near3 web)) 
and (criminal$3 illegal$3 fraud 
faudulent$3) same (classification 
classif$4 categori$1ation categor$3 
label$4 tag tagging tagged) 

(dark$1net crime$1net ((dark deep) 
near3 (web internet cyber))) and 
(criminal$3 illegal$3 fraud faudulent$3) 
same ( classification classif$4 
categori$1ation categor$3 label$4 tag 
tagging tagged group$3) NOT 5111 
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(dark$1net crime$1net ((dark deep) 
near3 (web internet cyber))) and 
(criminal$3 illegal$3 fraud faudulent$3) 
same ( classification classif$4 
categori$1ation categor$3 label$4 tag 
tagging tagged group$3) and 
(process$3) NOT 5111 

(dark$1net crime$1net ((dark deep) 
near3 (web internet cyber))) and 
(criminal$3 illegal$3 fraud faudulent$3) 
same ( classification classif$4 
categori$1ation categor$3 label$4 tag 
tagging tagged cluster$3) NOT 5111 

(dark$1net crime$1net ((dark deep) 
near3 (web internet cyber))) and 
(crime$! criminal$3 illegal$3 fraud 
faudulent$3 theft$!) same 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) NOT 5111 

(dark$1net crime$1net ((dark deep) 
near3 (web internet cyber))) and 
(crime$! criminal$3 illegal$3 fraud 
faudulent$3 theft$!) same 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) near? (topic$! title$!) NOT 
5111 

63,544 ( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) near? (topic$! title$!) NOT 
5111 

( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) near? (topic$! subject$!) 
same (title$!) NOT 5111 
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(web$1site$1 webpage$1) and 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) near? (topic$! subject$!) 
near? (title$!) NOT 5111 

(web$1site$1 webpage$1) and 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) near? (topic$! subject$!) 
near? (title$!) same (vector$! 
feature$! word2vec) NOT 5111 

(web internet cyber$4) and (forum$! 
discuss$4 blog$4 meeting$! 
conference$! panel$4 media page$! 
site$! web$1site$1 web$1page$1) 
same (topic$! subject$! title$! 
theme$!) near? (label$4 tag$4 mark$4 
flag$4 classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3) same (probabilit$3 
confidence rank$3 best certaint$3 
threshold$3 scor$3) same (train$3 
adaptation adapt$3 adjust$4 learn$3) 
same ((ground near3 truth) training) 
same (imbalance$! minorit$3) 

(web internet cyber$4) and (topic$! 
subject$! title$! theme$!) near? 
(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3) same ((ground near3 truth) 
training) same (imbalance$! 
minorit$3) 

(web internet cyber$4) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) same 
(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3) same 
((ground near3 truth) training) same 
(imbalance$! minorit$3) 
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(web internet cyber$4) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) same 
(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3) same 
((ground near3 truth) training) same 
(imbalance$! minorit$3) same 
( elastic$4) 

(web internet cyber$4) and 
(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3) same 
((ground near3 truth) training) same 
(imbalance$! minorit$3) same 
( elastic$4) 

(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3) same 
((ground near3 truth) training) same 
(imbalance$! minorit$3) same 
( elastic$4) 

(web internet cyber$4) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) same 
(probabilit$3 confidence rank$3 best 
certaint$3 threshold$3 scor$3 
metric$4) same ((ground near3 truth) 
training) same (imbalance$! 
minorit$3) same (elastic$4) 

(web internet cyber$4) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) and 
(pars$4 segmentation segment$3) 
same (tokeni$1ation token$4 label$4 
tag$4) same (character$! word$!) 
near? (remov$3 delet$3 ignor$4) 

(GlOL.cpcl. G06F.cpcl.) and (web 
internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) and 
(pars$4 segmentation segment$3) 
same (tokeni$1ation token$4 label$4 
tag$4) same (character$! word$!) 
near? (remov$3 delet$3 ignor$4) 
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(GlOL.cpcl. G06F.cpcl.) and (web 
internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) and 
(pars$4 segmentation segment$3) 
same (tokeni$1ation token$4 label$4 
tag$4) same (character$!) same 
(word$!) near? (remov$3 delet$3 
ignor$4) 

(GlOL.cpcl. G06F.cpcl.) and (web 
internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) and 
(pars$4 segmentation segment$3) 
same (tokeni$1ation token$4 label$4 
tag$4) same (character$!) same 
(word$!) same (remov$3 delet$3 
ignor$4) 

(GlOL.cpcl. G06F.cpcl.) and (web 
internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) and 
(pars$4 segmentation segment$3) 
same (tokeni$1ation token$4 label$4 
tag$4) same ((character$!) same 
(word$!)) near? (remov$3 delet$3 
ignor$4) 

(GlOL.cpcl. G06F.cpcl.) and (web 
internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) and 
(pars$4 segmentation segment$3) 
same (tokeni$1ation token$4 label$4 
tag$4) same ((character$!) same 
(word$!)) near? (remov$3 delet$3 
ignor$4) and (root$!) same (stem$4) 
same (lemmati$1ation lemma$!) 

(GlOL.cpcl. G06F.cpcl.) and (pars$4 
segmentation segment$3) same 
(tokeni$1ation token$4 label$4 tag$4) 
same ((character$!) same (word$!)) 
near? (remov$3 delet$3 ignor$4) and 
(root$!) same (stem$4) same 
(lemmati$1ation lemma$!) 

(GlOL.cpcl. G06F.cpcl.) and (web 
internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
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■ ■ ■ ■ 

ternet cyber$4) and (label$4 tag$4 
ark$4 flag$4 classif$4 class$2 

lassification categori$ lation 
tegori$4 group$3 cluster$3) and 
rawl$3) 

(GlOL.cpcl. G06F.cpcl.) and (web 
internet cyber$4) and (label$4 tag$4 
mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) and 
(crawl$3) same (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media) 

14,864 (GlOL.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) and 
(crawl$3) same (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media site$! web$1site$1) 

(GlOL.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$1ation 
categori$4 group$3 cluster$3) and 
(crawl$3) same (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media) same (internet web 
site$! web$1site$1) 

(GlOL.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) and 
(crawler) same (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media) same (internet web 
site$! web$1site$1) 

(GlOL.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) same 
(crawler) same (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media) same (internet web 
site$! web$1site$1) 
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(Gl0L.cpcl. G06F.cpcl.) and (classif$4 
class$2 classification categori$1ation 
categori$4) same (crawler) same 
(forum$! discuss$4 blog$4 meeting$! 
conference$! panel$4 media) same 
(internet web site$! web$1site$1) 

(Gl0L.cpcl. G06F.cpcl.) and (classif$4 
class$2 classification categori$1ation 
categori$4) same (crawl$3) same 
(spider$4) same (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media) same (internet web 
site$! web$1site$1 html) 

(dark$1net ((dark deep) near3 web)) 
and (criminal$3 illegal$3 fraud 
faudulent$3) same (classification 
classif$4 categori$1ation categor$3 
label$4 tag tagging tagged) 

(web$1site$1 webpage$1) and 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) near? (topic$! subject$!) 
near? (title$!) same (date$!) same 
(reputation$! review$4 comment$4) 
same (author$! writer$!) same 
(vector$! feature$! word2vec) NOT 
5146 

(web$1site$1 webpage$1) and 
( classification classif$4 categori$ lation 
categor$3 label$4 tag tagging tagged 
cluster$3) near? (topic$! subject$!) 
near? (title$!) same (date$!) same 
(reputation$! review$4 comment$4) 
same (author$! writer$!) 

(web$1site$1 webpage$1) and 
( classification classif$4 categori$1ation 
categor$3 label$4 tag tagging tagged 
cluster$3) same (topic$! subject$!) 
near? (title$!) same (date$!) same 
(reputation$! review$4 comment$4) 
same (author$! writer$!) 

(Gl0L.cpcl. G06F.cpcl.) and (classif$4 
class$2 classification categori$1ation 
categori$4) same (crawl$3) same 
(spider$4) same (forum$! discuss$4 
blog$4 meeting$! conference$! 
panel$4 media) same (internet web 
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site$! web$1site$1 html) same 
(train$3 (ground near3 truth)) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3) same ((ground near3 truth) 
training) same (imbalance$! 
minorit$3) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3 updat$3) same ((ground near3 
truth) training) same (imbalance$! 
minorit$3) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3 updat$3) same ((ground near3 
truth) training) same (imbalance$! 
minorit$3) same (semi$1supervis$4) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3 updat$3) same ((ground near3 
truth) training) same (imbalance$! 
minorit$3) same (semi$1supervis$4) 
same (synthetic$4 synthes$4 
artificial$4) near? (sampl$3) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3 updat$3) same ((ground near3 
truth) training) same (imbalance$! 
minorit$3) same (nearest near3 
neighbor$!) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3 updat$3) same ((ground near3 
truth) training) same (imbalance$! 
minorit$3) same (nearest near3 
neighbor$!) same (elastic$4) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
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categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3 updat$3) same ((ground near3 
truth) training) same (imbalance$! 
minorit$3) same (elastic$4) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(train$3 adaptation adapt$3 adjust$4 
learn$3 updat$3) same ((ground near3 
truth) training) same (imbalance$! 
minorit$3) same (elastic$4 BM25) 

((ground near3 truth) training) same 
(imbalance$! minorit$3) same 
( elastic$4 BM25) 

(imbalance$! minorit$3) same 
( elastic$4 BM25) 

(label$4 tag$4 mark$4 flag$4 classif$4 
class$2 classification categori$1ation 
categori$4 group$3 cluster$3) same 
(imbalance$! minorit$3) same 
( elastic$4 BM25) 

(GlOL.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) same 
(imbalance$! minorit$3) same 
( elastic$4 BM25) 

(dark$1net ((dark deep) near3 web)) 
and (criminal$3 illegal$3 fraud 
faudulent$3) same (classification 
classif$4 categori$1ation categor$3 
label$4 tag tagging tagged) and 
(process$3) 
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(dark$1net ((dark deep) near3 web)) 
and ( classification classif$4 
categori$1ation categor$3 label$4 tag 
tagging tagged) near? (updat$3 
adjust$4 adaptation adapt$3) and 
(process$3) 

(dark$1net ((dark deep) near3 web)) 
and ( classification classif$4 
categori$1ation categor$3 label$4 tag 
tagging tagged) near? (updat$3 
adjust$4 adaptation adapt$3) 

(GlOL.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) same 
(list$3 rank$4 table$!) same 
(probabilit$3 likelihood$!) same 
(threshold$! limit$4 confidence$! 
bound$! value$! level$!) 

(GlOL.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 flag$4 classif$4 class$2 
classification categori$ lation 
categori$4 group$3 cluster$3) same 
(list$3 rank$4 table$!) same 
(probabilit$3 likelihood$!) near? 
(threshold$! limit$4 confidence$! 
bound$! value$! level$!) 

(GlOL.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 title$!) same (list$3 
rank$4 table$!) same (probabilit$3 
likelihood$!) near? (threshold$! 
limit$4 confidence$! bound$! value$! 
level$!) 

(GlOL.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 title$!) near? (list$3 
rank$4 table$!) near? (probabilit$3 
likelihood$!) near? (threshold$! 
limit$4 confidence$! bound$! value$! 
level$!) 
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rank$4 table$!) near? (probabilit$3 
likelihood$!) near? (threshold$! 
limit$4 confidence$! bound$! value$! 
level$! range$! ranging) 

(Gl0L.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 title$! mark$4 flag$4 
classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3 subject$!) near? (list$3 
rank$4 table$!) near? (probabilit$3 
likelihood$!) near? (threshold$! 
limit$4 confidence$! bound$! value$! 
level$! range$! ranging) 

(Gl0L.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 title$! mark$4 flag$4 
classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3 subject$!) near? (list$3 
rank$4 table$!) near? (probabilit$3 
likelihood$!) near? (threshold$! 
limit$4 confidence$! bound$! value$! 
level$! range$! ranging) NOT 5172 

(Gl0L.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 title$! mark$4 flag$4 
classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3 subject$!) near? (list$3 
rank$4 table$!) near? (probabilit$3 
likelihood$! weight$4) near? 
(threshold$! limit$4 confidence$! 
bound$! value$! level$! range$! 
ranging) NOT 5172 

(Gl0L.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 title$! mark$4 flag$4 
classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3 subject$!) near? (list$3 
rank$4 table$!) near? (probabilit$3 
likelihood$!) near? (threshold$! 
limit$4 confidence$! bound$! value$! 
level$! range$! ranging) same 
(hierarchic$4 hierarch$3 parent$! 
child$4) NOT 5172 

(Gl0L.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 title$! mark$4 flag$4 
subject$!) near? (list$3 rank$4 
table$!) near? (probabilit$3 
likelihood$!) near? (threshold$! 
limit$4 confidence$! bound$! value$! 
level$! range$! ranging) NOT 5172 
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(Gl0L.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 title$! mark$4 flag$4 
classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3 subject$!) near? (list$3 
rank$4 table$!) near? (probabilit$3 
likelihood$!) near? (threshold$! 
limit$4 confidence$! bound$! value$! 
level$! range$! ranging) same 
(hierarchic$4 hierarch$3 parent$! 
child$4 root$! node$!) NOT 5172 

(Gl0L.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 title$!) near? (list$3 
rank$4 table$!) near? (probabilit$3 
likelihood$!) near? (threshold$! 
limit$4 confidence$! bound$! value$! 
level$! range$! ranging) 

(Gl0L.cpcl. G06F.cpcl.) and (label$4 
tag$4 mark$4 title$! mark$4 flag$4 
classif$4 class$2 classification 
categori$1ation categori$4 group$3 
cluster$3 subject$!) near? (list$3 
rank$4 table$!) near? (probabilit$3 
likelihood$!) near? (threshold$! 
limit$4 confidence$! bound$! value$! 
level$! range$! ranging) same 
(hierarchic$4 hierarch$3 parent$! 
child$4 root$! node$! first) NOT 5179 

EAST Search History (Interference) 
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(Gl0L.cpcl. G06F.cpcl.) and ((label$4 tag$4 
mark$4 title$! mark$4 flag$4 classif$4 class$2 
classification categori$1ation categori$4 
group$3 cluster$3 subject$!) near? (list$3 
rank$4 table$!) near? (probabilit$3 
likelihood$!) near? (threshold$! limit$4 
confidence$! bound$! value$! level$! range$! 
ranging) same (hierarchic$4 hierarch$3 
parent$! child$4 root$! node$! first)).clm. 
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