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UNITED STATES DISTRICT COURT 

NORTHERN DISTRICT OF CALIFORNIA 

GOOGLE LLC, 

Plaintiff, 

v. 

K.MIZRA LLC,

Defendant. 

Case No. 

COMPLAINT FOR 
DECLARATORY JUDGMENT OF 
NON-INFRINGEMENT OF 
U.S. PATENT NO. 8,144,717 AND 
U.S. PATENT NO. 8,438,120 

JURY TRIAL DEMANDED 
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Plaintiff Google LLC (“Google”) files this Complaint for Declaratory Judgment of Non-

Infringement against Defendant K.Mizra LLC (“K.Mizra”) and in support of its Complaint alleges 

as follows: 

NATURE OF THE ACTION 

1. This action against K.Mizra for declaratory judgment of non-infringement of U.S. 

Patent Nos. 8,144,717 (“the ’717 Patent”) (Ex. 1) and 8,438,120 (“the ’120 Patent”) (Ex. 2) 

(collectively, “Patents-in-Suit”) is pursuant to the Declaratory Judgment Act, 28 U.S.C. §§ 2201–

2202, and arises under the patent laws of the United States, Title 35 of the United States Code. 

2. Google seeks a declaration that it and its products do not infringe any claim of the 

Patents-in-Suit under the patent laws of the United States, 35 U.S.C. § 1 et seq.  Google also seeks 

any other remedy or relief that this Court deems just and proper. 

3. K.Mizra is a non-practicing entity.  K.Mizra does not innovate, make, or sell any 

products.  Instead, K.Mizra buys patents, identifies companies as potential targets for licensing, and 

threatens potential targets with the option to become K.Mizra’s licensees or otherwise face 

litigation.  See Who Are We?, K.Mizra, available at https://kmizra.com/who-we-are (last visited 

September 24, 2025).  K.Mizra sues potential targets who do not submit readily to K.Mizra’s 

licensing demands.  See id.  As K.Mizra’s website states: “K.Mizra is very proactive.  We are 

currently engaged in patent litigation in the US and Europe.  We also provide technical discussions 

surrounding our portfolio and a potential licensees’ [sic] products or services prior to enforcement.  

We offer licenses to our patents. . . .”  Id.  K.Mizra’s solicitation and word-of-mouth marketing of 

its licenses are directly tied to threats of litigation.  See id. 

4. K.Mizra has two primary endeavors: (1) patent licenses; and (2) patent litigation 

suits.  Last year, K.Mizra’s CEO, Chuck Hausman, stated that “companies fight the idea of taking 

a licence until we litigate[.]”  Meet K.Mizra, The NPE With a Seasoned CEO at the Helm, IAM 

(Dec. 11, 2024), available at https://www.iam-media.com/article/meet-kmizra-the-npe-seasoned-

ceo-the-helm.  The threat of a lawsuit is K.Mizra’s tactic to obtain revenue. 

5. K.Mizra describes its litigation strategy on its website.  For example, the website’s 

menu bar includes a tab titled “Litigation Current” that lists K.Mizra’s currently pending patent 
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litigation against various companies. 

 

See Home, K.Mizra, available at https://kmizra.com/.  Under the tab “Archives,” K.Mizra identifies 

its past patent litigations. 

6. K.Mizra sued Google in the United States District Court for the Western District of 

Texas.  In that case, K.Mizra sued Google for alleged infringement of U.S. Patent Nos. 8,234,705 

(“the ’705 Patent”) and 9,516,048 (“the ’048 Patent”) (collectively “Texas Asserted Patents”).  See 

K.Mizra LLC v. Google LLC, No. 1:25-cv-00236 (W.D. Tex. Feb. 18, 2025) (“the Texas action”).  

K.Mizra lists the Texas action on its website.  See Litigation Current: K.Mizra LLC v. Google LLC, 

K.Mizra, available at https://kmizra.com/k-mizra-v-google-1 (last visited September 24, 2025). 

7. The Texas Asserted Patents are not the Patents-in-Suit.  This declaratory judgment 

action relates to the ’717 and ’120 Patents, which are listed under K.Mizra’s North American patent 

portfolio (“Patent Portfolio”).  See North America, K.Mizra, available at https://kmizra.com/north-

america (last visited September 24, 2025) (listing the Patents-in-Suit among others). 

FACTUAL ALLEGATIONS 

8. K.Mizra directed communications to a first Google employee located in Northern 

California three years ago.  On or about June 6, 2022, K.Mizra’s CEO directed communications to 
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that Google employee, soliciting the employee’s availability to schedule a call to discuss an issue 

potentially relevant to Google. 

9. The next day, on or about June 7, 2022, a second Google employee located in 

Northern California confirmed receipt of K.Mizra’s CEO’s correspondence inviting Google to 

discuss a K.Mizra matter on a call.  The second Google employee also provided K.Mizra’s CEO 

with a proposed non-disclosure agreement to help facilitate the discussions. 

10. From June 2022 to February 2023, K.Mizra continued directing communications to 

Google employees located in California.  On or about March 7, 2023, K.Mizra’s CEO directly 

communicated to a third Google employee that K.Mizra sought Google to take a license to 

K.Mizra’s Patent Portfolio.  During this time, K.Mizra’s Patent Portfolio already included the 

Patents-in-Suit. 

11. Nearly two years later, on or about March 6, 2025, K.Mizra’s CEO again sent 

correspondence to the first Google employee located in Northern California, stating that K.Mizra 

filed a lawsuit against Google a few weeks before, and that K.Mizra was open to a discussion with 

Google.  K.Mizra’s CEO was expressly referring to the Texas action, which was filed in February 

2025. 

12. From April 2025 until present, K.Mizra’s CEO and a fourth Google employee, who 

is located in Northern California, have discussed K.Mizra’s license demand for its Patent Portfolio 

several times. 

13. On May 23, 2025, in the Texas action, K.Mizra’s counsel sent an email to Google’s 

outside counsel requesting leave to amend K.Mizra’s complaint.  K.Mizra’s outside counsel stated 

that K.Mizra “recently completed its factual investigation concerning Google’s infringement of” 

the ’717 and ’120 Patents and “[f]or the sake of efficiency, would like to assert those claims in [the 

Texas] action.”  Ex. 3. 

14. On May 28, 2025, K.Mizra’s counsel provided a draft amended complaint setting 

forth K.Mizra’s infringement allegations accusing Google’s Vertex AI Studio of infringing 

the ’120 Patent and various Google Nest products of infringing the ’717 Patent.  See Ex. 4 (draft 

amended complaint); Ex. 5 (complaint redline provided by K.Mizra).  K.Mizra expressed its plan 
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to assert the Patents-in-Suit (which are different from and unrelated to the Texas Asserted Patents) 

against Google products that are entirely different from the accused products in the Texas action.  

15. On Monday, June 9, 2025, K.Mizra’s counsel emailed Google’s counsel, explaining 

that K.Mizra “decided against amending their complaint at this time.”  Ex. 6. 

16. During the same time, K.Mizra’s CEO continued directing correspondence to the 

fourth Google employee located in Northern California, seeking to discuss a license for K.Mizra’s 

Patent Portfolio, including the Patents-in-Suit. 

17. On June 16, 2025, K.Mizra’s CEO emailed Google’s fourth employee located in 

Northern California, offering a license that included the Patents-in-Suit. 

18. Given K.Mizra’s current lawsuit against Google (the Texas action), K.Mizra’s 

recent threats of further pursuing an infringement action against Google for allegedly infringing the 

Patents-in-Suit, and K.Mizra’s business practice of suing companies, including companies located 

in California, that do not agree to K.Mizra’s terms for a patent license, there exists a substantial 

controversy between K.Mizra and Google that involves adverse legal interests and is of sufficient 

immediacy and reality. 

19. K.Mizra’s actions place a cloud of uncertainty on the commercial use of Google’s 

products; threaten Google’s business and relationships with its customers and partners; and create 

a justiciable controversy between Google and K.Mizra.  Google thus brings this action to obtain a 

declaratory judgment that Google does not infringe any claim of the Patents-in-Suit, directly or 

indirectly, literally, or under the doctrine of equivalents. 

PARTIES 

20. Google is a limited liability company organized and existing under the laws of the 

state of Delaware, with its principal place of business at 1600 Amphitheatre Parkway, Mountain 

View, California 94043. 

21. On information and belief, K.Mizra is a Delaware limited liability company with its 

principal place of business at 777 Brickell Avenue, #500-96031, Miami, Florida 33131. 

JURISDICTION AND VENUE 

22. This action arises under the Federal Declaratory Judgment Act, 28 U.S.C. § 2201 et 
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seq., and under the patent laws of the United States, Title 35 of the United States Code. 

23. The Court has subject matter jurisdiction over the claims alleged in this action under 

28 U.S.C. §§ 1331, 1338(a), and 2201(a), because this action involves claims arising under the 

patent laws of the United States, 35 U.S.C. § 1 et seq.  For the reasons stated herein, K.Mizra has 

created a real, live, immediate, and justiciable case or controversy between K.Mizra and Google 

with regard to alleged infringement of the claims in the Patents-in-Suit. 

24. This Court has personal jurisdiction over K.Mizra, pursuant to due process and/or 

the California Long Arm Statute because K.Mizra has had continuous and systematic business 

contacts in this District, has purposely directed its business activities at residents of this District, 

and has conducted business activities in this District relating to the Patents-in-Suit.  On information 

and belief, K.Mizra has purposefully directed its patent licensing and enforcement activities with 

respect to the Patent Portfolio, which includes the Patents-in-Suit, to companies having principal 

places of business and/or operations in this judicial district, including at least Google, Broadcom, 

Cisco, Epson America, Forescout, Fortinet, HP Inc., and SonicWall, including alleging the 

infringement of one or more patents in K.Mizra’s Patent Portfolio across the United States 

including in this District.  The claims asserted herein arise out of or relate to activity by K.Mizra 

within and directed at this forum.  K.Mizra’s minimum contacts with this forum allow this Court 

to exercise personal jurisdiction over K.Mizra and do not offend any traditional notions of fair play 

and substantial justice. 

25. On information and belief, K.Mizra has conducted business in this District through 

its commercial, licensing, and enforcement activities relating to its Patent Portfolio, which includes 

the Patents-in-Suit.  For example, since at least 2022, K.Mizra’s CEO has directed numerous 

communications to Google, which resides in this District, as well as specifically to its employees 

located in this District.  See, e.g., supra, ¶¶ 8–18.  K.Mizra was and remains aware that Google 

maintains its headquarters in Mountain View, California, and averred as such in the Texas action.  

Ex. 4 ¶ 14. 

26. On information and belief, K.Mizra has intentionally directed activities and 

licensing communications relating to its Patent Portfolio, which includes the Patents-in-Suit, to the 
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State of California.  In the draft amended complaint it provided to Google’s counsel, K.Mizra 

alleged that each of the Patents-in-Suit have “previously been licensed to various industry 

participants.”  Ex 4 ¶¶ 50, 70.  On information and belief, K.Mizra’s portfolio licenses (including 

the Patents-in-Suit) have been realized for numerous California residents, including Broadcom,1 

Cisco,2 Epson America,3 Forescout,4 Fortinet,5 HP,6 and SonicWall.7  See, e.g., Meet K.Mizra, The 

NPE With a Seasoned CEO at the Helm, IAM (Dec. 11, 2024), available at https://www.iam-

media.com/article/meet-kmizra-the-npe-seasoned-ceo-the-helm (“Hausman learned at Philips that 

 
1 See generally Complaint, K.Mizra LLC v. Broadcom Inc., No. 2:21-cv-00247 (E.D. Tex. July 8, 
2021), available at https://kmizra.com/k-mizra-v-broadcom-inc (last visited September 24, 2025); 
see also Contact Us, Broadcom, available at 
https://www.broadcom.com/company/contact/locations (“California, Palo Alto (Corporate 
Headquarters)”) (last visited September 24, 2025). 
2 Complaint, ¶ 6, K.Mizra LLC v. Cisco Sys., Inc., No. 6:20-cv-01031 (W.D. Tex. Nov. 6, 2020), 
available at https://kmizra.com/k-mizra-v-cisco-systems (“Defendant Cisco is a California 
Corporation. . . .”) (last visited September 24, 2025); see also Facts and information, Cisco, 
available at https://www.cisco.com/c/en/us/about.html (Legal mailing address[:] “Cisco Systems, 
Inc.[,] 170 West Tasman Dr.[,] San Jose, CA 95134 USA”) (last visited September 24, 2025). 
3 Complaint for Patent Infringement, ¶ 9, K.Mizra LLC v. Epson Am., Inc., No. 8:25-cv-00027 
(C.D. Cal. Jan. 7, 2025), available at https://kmizra.com/k-mizra-v-epson (“Defendant Epson 
America, Inc. is a company organized and existing under the laws of the state of California. . . .”) 
(last visited September 24, 2025). 
4 Complaint, ¶ 5, K.Mizra LLC v. Forescout Technologies, Inc., No. 2:21-cv-00248 (E.D. Tex. July 
8, 2021), available at https://kmizra.com/k-mizra-v-forescout-tech (“Defendant Forescout is a 
California Corporation. . . .”) (last visited September 24, 2025); see also Global Presence, 
Forescout, available at https://www.forescout.com/company/contact-us/ (indicating with a blue 
star on a world map the Northern California address of “300 Santana Row[,] Suite 400[,] San Jose, 
CA 95128”) (last visited September 24, 2025). 
5 See generally Complaint, K.Mizra LLC v. Fortinet, Inc., No. 2:21-cv-00249 (E.D. Tex. July 8, 
2021), available at https://kmizra.com/k-mizra-v-fortinet (last visited September 24, 2025); see 
also Fortinet Global Offices, Fortinet, available at https://www.fortinet.com/corporate/about-
us/global-offices (“US Headquarters[,] 909 Kifer Road[,] Sunnyvale, CA 94086”) (last visited 
September 24, 2025). 
6 See generally Complaint for Patent Infringement, K.Mizra LLC v. HP Inc., No. 2:21-cv-00226 
(E.D. Tex. June 22, 2021), available at https://kmizra.com/k-mizra-v-hp-inc-3 (last visited 
September 24, 2025); see also The company that literally started Silicon Valley is moving to Texas, 
CNN (Dec. 2, 2020, 11:45 AM), available at https://www.cnn.com/2020/12/02/tech/silicon-
valley-hpe-to-texas (“In 2015, the company split into HPE and hardware maker HP Inc. (HPQ), 
which is not heading to Texas.” (emphasis added)) (last visited September 24, 2025); Press Release, 
HP Inc. Reports Fiscal 2025 Second Quarter Results, HP.com (May 28, 2025), available at 
https://www.hp.com/us-en/newsroom/press-releases/2025/hp-inc-reports-fiscal-2025-second-
quarter-results.html (“PALO ALTO, Calif., May. 28, 2025 – (GlobeNewswire) – HP (NYSE: 
HPQ)” (emphasis added)) (last visited September 24, 2025). 
7 Complaint for Patent Infringement, ¶ 9, K.Mizra LLC v. SonicWall Inc., No. 1:25-cv-00047 
(D. Del. Jan. 10, 2025), available at https://kmizra.com/k-mizra-v-sonicwall (“SonicWall is a 
corporation organized and existing under the laws of the state of Delaware with a principal place 
of business at 1033 McCarthy Boulevard, Milpitas, California, 95035.”) (last visited September 24, 
2025). 
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defendants want certainty—that if they settle with a company, they are getting a licence to the 

entire portfolio instead of just one set of patents.  He wanted to incorporate that at K.Mizra and 

started purchasing a wide range of patents.” (emphasis added)). 

27. Upon information and belief, K.Mizra has directed numerous communications to 

California including but not limited, to the companies identified in paragraph 26 for purposes of 

licensing K.Mizra’s Patent Portfolio, which includes the Patents-in-Suit. 

28. K.Mizra’s business involves suing companies located in this District, including 

Google, and leaving them either the choice to expend significant resources defending themselves 

in court or submit to a licensing agreement.  If K.Mizra is successful in its threat, a California 

resident, such as Google, transforms from a potential licensee to K.Mizra’s customer.  K.Mizra 

seeks Google’s business, in one fashion or another: carrot or stick.  During subsequent 

communications, K.Mizra’s CEO reiterated that K.Mizra had a draft amended complaint against 

Google ready for filing.   

29. K.Mizra has also voluntarily commenced actions in California courts as recently as 

January of this year, availing itself of the benefits of the California federal courts and demonstrating 

that California is not an inconvenient venue in which K.Mizra would litigate.  See, e.g., K.Mizra 

LLC v. Epson Am., Inc., No. 8:25-cv-00027 (C.D. Cal. Jan. 7, 2025), available at 

https://kmizra.com/k-mizra-v-epson. 

30. Because of its continuous and systematic contacts within the State of California and 

this District, K.Mizra has purposefully directed its commercial, licensing, and enforcement 

activities surrounding its Patent Portfolio, including the Patents-in-Suit, at California, and has 

voluntarily availed itself of courts in this District thereby subjecting itself to personal jurisdiction 

in this District.  K.Mizra does business in the State of California. 

31. Venue in this District is proper under 28 U.S.C. §§ 1391(b) and (c) at least because 

K.Mizra is subject to personal jurisdiction in this District, a substantial part of the events or 

omissions giving rise to the claims occurred in this District, and K.Mizra purposefully directed 

activities to this District. 

32. An actual and justiciable controversy exists under 28 U.S.C. §§ 2201–2202 between 
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Google and K.Mizra as to whether the claims in the Patents-in-Suit are infringed by Google’s 

products. 

INTRADISTRICT ASSIGNMENT 

33. Pursuant to Civil L.R. 3-2(c) and 3-5(b), this is an Intellectual Property Rights 

Action subject to assignment on a district-wide basis. 

COUNT I: 

DECLARATORY JUDGMENT OF NON-INFRINGEMENT OF THE ’717 Patent 

34. Google repeats and realleges Paragraphs 1 through 33 of this Complaint as if fully 

set forth herein. 

35. K.Mizra claims to own all right, title, and interest in the ’717 Patent by assignment. 

36. During communications with Google’s counsel in the Texas action, K.Mizra 

asserted that Google infringes at least claim 11 of the ’717 Patent and provided infringement 

allegations thereto. 

37. Claim 11 of the ’717 Patent recites: 

A station for use in a wireless communication network, the station 
comprising a transmitter arrangement, a receiver arrangement and a 
processor circuit coupled to the transmitter arrangement and the 
receiver arrangement, the processor circuit being configured to start 
up in a not-associated state and to cause the transmitter arrangement 
to transmit association request messages in the not-associated state, 
the processor circuit being configured to switch to an associated state 
upon reception at the receiver arrangement of an association grant in 
response to one of the association request messages, the processor 
circuit being configured to establish an associated route for 
communication with an association unit during subsequent 
communication of operating messages to an association unit, the 
associated route including a source of the association grant, and, if 
the source of the association grant is not the association unit, the 
operating route between the source of the association grant and the 
association unit previously established for the source of the 
association grant in response to association request messages and/or 
the association grants for intermediate stations, the processor circuit 
being configured to cause the transmitter arrangement to initiate and 
transmit association grants in response to association request 
messages, but only after switching to the associated state. 

38. In its draft amended complaint, K.Mizra accused Google’s Nest line of products 

including Nest Hub, Hub Max, Wifi Pro, and Google TV Streamer, among others, that support the 

Thread networking protocol (“Accused Thread Products”) of infringing claim 11 of the ’717 Patent.  
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Ex. 4 ¶¶ 81–94, 134–62.  K.Mizra’s draft amended complaint treats claim 11 as a representative 

claim.  See, e.g., id. ¶¶ 79, 93, 135, 138.  Google’s Accused Thread Products do not infringe any 

claim of the ’717 Patent because they do not include or practice multiple limitations required by 

claim 11 and any other independent claim, including, but not limited to “the processor circuit being 

configured to establish an associated route for communication with an association unit during 

subsequent communication of operating messages to an association unit, the associated route 

including a source of the association grant, and, if the source of the association grant is not the 

association unit, the operating route between the source of the association grant and the association 

unit.” 

39. Google, including its Accused Thread Products, has not, and does not, infringe any 

claims of the ’717 Patent either directly, contributorily, or by inducement, literally or under the 

doctrine of equivalents.  Google does not induce infringement of any claims of the ’717 Patent for 

at least the reasons stated above with respect to no underlying direct infringement of the claims of 

the ’717 Patent, and because Google has not acted with specific intent necessary for induced 

infringement.  Google does not contributorily infringe any claims of the ’717 Patent for at least the 

reasons stated above with respect to no underlying direct infringement of the claims of 

the ’717 Patent, and because Google has not acted with specific knowledge of infringement. 

40. As set forth above, there exists an actual controversy between Google and K.Mizra 

with respect to whether Google allegedly infringes any claims of the ’717 Patent of sufficient 

immediacy and reality to warrant the issuance of a declaratory judgment.  A judicial declaration is 

necessary and appropriate so that the parties may ascertain their respective rights regarding the 

claims of the ’717 Patent. 

41. Google seeks a judicial determination that Google has not directly infringed, 

induced others to infringe, or contributed to the infringement of the claims of the ’717 Patent. 
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COUNT II: 

DECLARATORY JUDGMENT OF NON-INFRINGEMENT OF THE ’120 Patent 

42. Google repeats and realleges Paragraphs 1 through 41 of this Complaint as if fully 

set forth herein. 

43. K.Mizra claims to own all right, title, and interest in the ’120 Patent by assignment. 

44. During communications with Google’s counsel in the Texas action, K.Mizra 

asserted that Google infringes at least claim 1 of the ’120 Patent and provided detailed infringement 

allegations thereto. 

45. Claim 1 of the ’120 Patent recites: 

A method of determining hyperparameters of a classifier in a 
machine learning system by iteratively producing an estimate of a 
target hyperparameter vector, each iteration comprising the steps of: 

drawing a random sample of hyperparameter vectors from a set of 
possible hyperparameter vectors, 

updating the estimate of the target hyperparameter vector by using 
the random sample, and 

selecting, from the random sample of hyperparameter vectors, a 
hyperparameter vector producing a best result in the present and any 
previous iterations, and wherein the step of updating the estimate of 
the target hyperparameter vector uses said hyperparameter vector 
producing the best result. 

46. In its draft amended complaint, K.Mizra accuses Google’s Vertex AI Studio 

including its Vizier offering (“Vertex AI”) of infringing claim 1 of the ’120 Patent.  Ex. 4 ¶¶ 65–

66, 115–31.  K.Mizra draft amended complaint treats claim 1 as a representative claim.  See, e.g., 

id. ¶¶ 116, 117.  Google Vertex AI does not infringe any claim of the ’120 Patent because it does 

not include or practice multiple limitations required by claim 1 and any other independent claim, 

including, but not limited to: “updating the estimate of the target hyperparameter vector by using 

the random sample, and [s]electing, from the random sample of hyperparameter vectors, a 

hyperparameter vector producing a best result in the present and any previous iterations, and 

wherein the step of updating the estimate of the target hyperparameter vector uses said 

hyperparameter vector producing the best result.” 

47. Google, including its Vertex AI, has not, and does not, infringe any claims of 
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the ’120 Patent either directly, contributorily, or by inducement, literally or under the doctrine of 

equivalents.  Google does not induce infringement of any claims of the ’120 Patent for at least the 

reasons stated above with respect to no underlying direct infringement of the claims of 

the ’120 Patent, and because Google has not acted with specific intent necessary for induced 

infringement.  Google does not contributorily infringe any claims of the ’120 Patent for at least the 

reasons stated above with respect to no underlying direct infringement of the claims of 

the ’120 Patent, and because Google has not acted with specific knowledge of infringement. 

48. As set forth above, there exists an actual controversy between Google and K.Mizra 

with respect to whether Google allegedly infringes any claims of the ’120 Patent of sufficient 

immediacy and reality to warrant the issuance of a declaratory judgment.  A judicial declaration is 

necessary and appropriate so that the parties may ascertain their respective rights regarding the 

claims of the ’120 Patent. 

49. Google seeks a judicial determination that Google has not directly infringed, 

induced others to infringe, or contributed to the infringement of the claims of the ’120 Patent. 

PRAYER FOR RELIEF 

WHEREFORE, Google respectfully requests that judgment be entered: 

A. Declaring that Google does not infringe, either directly, contributorily, or by 

inducement, any claim of the Patents-in-Suit; 

B. Declaring that judgment be entered in favor of Google and against K.Mizra on each 

of Google’s claims; 

C. Finding this to be an exceptional case under 35 U.S.C. § 285; 

D. Awarding Google its attorneys’ fees and costs incurred in connection with this 

action; and 

E. Awarding Google any other remedy or relief that the Court deems just and proper. 

JURY DEMAND 

Google hereby demands a trial by jury on all claims and issues so triable. 
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Dated: September 24, 2025 
 

JONES DAY 

By: /s/ Tharan Gregory Lanier 
Tharan Gregory Lanier (Lead Counsel) 
Evan M. McLean 
Michael A. Lavine 
Sachin M. Patel 
Peter Young Kim 

Attorneys for Plaintiff Google LLC 
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1

IVITIAI,IIATIOV OF A WIRI&I.ESS
COMMIJVICATIOI& NETWORK

FIL'LD OF THE INVENTION
1

The invennon relates to a method of operating a wireless
communication ac&work. to a uirelcss communimition sys-
tem that uses such a method and to stations for use in such a

network.
Ia

BACKCiROUND

US patent ap pl&cation No. 2003 f0151513 describes a w&re-

less sensor station network. In opcratiim oars from thc sensor
stations is tnu&smit ted in multiple hops to u central pm&el and
v&ce versa. This is becmise the sensor stations are not able to
transmit directly to tlm central panel. Each sensor station is

g&ven its oun, lixed route f&&r lransmitlu&g and race&vin. data
to and fmm the centml pm&el. fypically, the data is first sent to
m&other sensor stati&m and from thereto another sensor stati&m o

and so on unt&1 a cluster head is reached. Then the data is sent
through a nenvork of cluster heads to the central panel.

Alter installation of the sensor

stat &ons

at venous locations
&n a sensing area a network topology is dynamically formed.
That is. thc routes for each of tlm sensor stations are automati- "

callyy

selected and progranuned into the sensor stat&ons. In US
patent application No. 2003/0) 51513 describes a mlmber of
mellmds ol dynamically forn&ing Ihe routes from lhe sensor
stations to cluster head &u&its tlmt clmnnel commun&cat&on
I'rmn groups of sensor stations Tlm initiative is taken by thc so

cluster hwid umt. which tranwmts lu&k d&scovery n&essages,

wluch alert nearby sensor stations about the ave ila

bi 

&ty of the
c his&i:l I&cad. Tlicscscllsol stations forward thc link discovery
messages I'urther sensor statioi&s may receive and fonvmd
the forwarded link discovery messages m&d so on. The link "»

disco&wry packets I'unction to synchr&mize nimmunicauon
clocks of fi&e cluster head and the sensor stat&ons.

Next the routes fi&r transmitting messages from the sensor
stations to the a~sociation unit ale dclined In one cn&bod&-

ment this is done by transmitting and fonvarding route dis- ao

mlvery packets fron& the association unit The fonvarded route
d&scovery packets &nd&cate the number of hops over wluch
they have bheen fbni arded. In tlfis embodiment each sensor
static&&s picks &i unite bv'clcctll&g thc assoclatlo&1 Uilli ol
sensor stauon from which it race&ved a route discovery packet as

over least hops. The sensor stations record m& indication of
these routes for later use &n normal operation. Subsequently,
the sensor stat&ons send route reg is tmti on packers to the a sso-
ciation unit to indicate the route tlun they have selected

In another embod&ment the sensor stations send lmk regis- o

tration messages v;ithout waiting for route discovery mes-
sages These link registration messages may rwmh the asso-
c&anon un&t via each available route. In tlus embod&ment the
association unit ac)acts routes for thc sensor stations from
wluch it hns reck)Sext link re istration massa hs Aller mak- s

ing tl&e selcection the association unit sends route definition
nwssagcs to thc sensor staiioiw for recording an indicatimlol'hese

routes for inter use in normal operation.
A problem with these techniques is that tlmy require trans-

miasion ol'uil'onnation via sensor stations bcl'ork thc routing a&

topology has been defined, i.e. &vhen plural routes are st&11

possible. This complicates the (sensor) stations, becmise tlmy
have to support d&fferent modes of co&a&nun&cat&a&1 while
operating in low-poiv er mode. if forwarding of information is

only done using the definite routing topology, a central &

approach is slow (each stat&on has to ua&t unt&l its upward
station has centrally ben& ass&gned a route) and a decentral

approach is inefficien (a routing topology v;ith m& unneces-
sary amount of branches has been created)

Another problem tlmt may occur &s that the w&reless Imks
betwhcen nodes are hindercst by barners and Ilmi using the
sanw. I'requency fi&r upward mid dowmvard link routes
requires synchronization. Tlus complicates the (sensor) sta-

tionn.

because they have to support synchronization m&d pou.-

erful RF s&goals.

A mobile conm&unications protocol is Io&own from an

article t&tied "TBONE: A Mob&le-Backbone Protocol for Ad
lloc Wireless Networks" by Izhak Rubu& et al, and published
in thc IFEE Aemspace Conference procei:dinge 2002 (P&s-

cataway N.J., Mar. 9-I&i, 2002) page 2727-2740. The mobile
protocol of this article uses two types of nenvork: a hib&&&

pou er network termed the BNET. or backbone. and a plural-
ity of low pou:er networks called ANFTs In mich lo&v power
nctivork (ANI',1') lou power nodes comnnmicate under con-
trol of a central node of that ANET. L'ach of the centn1 nodes
also I'unctions as backbone a&vie. i e. as a &vide in lhe high
po&& el'lkl bulla l&ctu ork

1&evices are pmvided that are capable ofop emting as back-
bone nodes. Init&ally. each of these dev&ces dec &des whether &t

w&ll sw&tch to operation as backbone node, dependent on
whether &t hns a higher qualilications to do so than neighbor-

ing devices that are capable ofoperating as backbone nodes.

Subsequently, those devices thar have switched to operation
as blickboilc Inxlcs Ickclvc Jo&11 rcq&lcsts flola re&nil&Ill&lg

nodes that uant ul become part of n lou power network
(ANET) centred on a particular backbone node. The loiv

pou er nenvorks (ANLTs) are formed by grant&ng these jo&n

requests. Join requests can come from both rema&n&ng back-
bone capable devices ihat have not dccidcd to operate as
backbone devices, and from low power nodes that are not
capable of operating as backbone devices at all.

The article also describes the poss&b&lity that remaimng
backbone capable devices (that have not initially dec)devi ro

operate as backbone devices) can be conunanded to beconw.

backbone nodes by existin backbone nodes. Tlus happens
u hen a remnuiu&g backbone capable device tluit is part ol'

low power network (ANFT) receives and rdays a j oil& rcqll&vl

from a requesting node that cannot be accepted by m&y exist-

u&g backbone node. When th&s happens the central backbone
node of the low poiver natu ork (ANET) conunands the
remaining backbo&m capable device to switch to operation as
a backbone node and to grant the join request of the request-
ing node. In tlus case the renn&ning backbone capable dev&ce

jou&s the high poucr network (BNI',T). acts up a low poller
network (ANF T) of its own and ceases to use thc paths in the
low power network (ANET) of the commanding backbone
node. The remaiiun backbone capable device uses the lugh
power network lo relay fi&rlher messages to or lrom the
requesting node. No provision is maCk fi&r routing through
successive previously established low pou er network
(ANL'1) nodes and assoc&ation for this form of routiiig.

This system addresses lhe use ol'vo types ot'etwork
links: links in the loiv power networks and links in tlm high
power networks Direct comnmnication links (not via other
assoc&ated nodes) are used in the low pov er networks. The
selection of cmnn&unication paths in the high power network
is not described. but ns high power communication is used

longer mage paths can be used in this network than in the low
power networks As tlm system is intended to provide com-
municat&on in a dynanuc env&rotunent rather than control of
dkwices in the system there is m& single central backbone
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node The use ol'two types of network withnur central lulit
makes this system complex mid inefhcient in bandwidth use

SUMMARY OF THI', INVFNTION
1

Among others. it is desirable to provide for a wireless
network whereul routes for conununication can be deter-
minodl without the need hl lorward information via stations
for which the routes have not yet been defined.

Among others, it is desirable to provide for a method of '"

operating a u &reless network u.herein routes for conun&uuca-

tion cnn bc dea:nnincd without the need to forward informa-
tion via stnti(ms for which rnutes have not yet boon dctined.

Among others it is desimble to provide for stations for
flexible use in lvlrelcss networks

The invention provides for a wireleas communicatinn net-

work according to claim 1. This nenvork allows routes
between stations and an association stanon to be set up for
further use. usuig mutes that have already been delined in „,
response to earlier associations Each route is cstablislmd
when an association request from a station is grmited. Estab-
lislunent of a route is effected by the association unit for
ex uuple by sto&sng information tlrat defiles the route lo the
&lssoc&Blcd six&Kill ill a lllclllory lhB& lhc assoc&BI&011 llilll llscs
to select the route each time when a message has to be sent to
the associated station. Routes are established upon an asso-
mauon grant from the association &uut or lmm a station that
has switched to the associated state directly or indirectly
basvd on an association grant I'rom thc associn&inn unik in a sn

wave ofassomalmn lha& radultcs froin nodes lo nodes slarlulg
from the association unit. Only the association unit and sta-
tions that have an established route to thc associafion unit,
lvluch has been esiabllshed ln tins way ul response to asso-
ciation rcxfucsts and corresponding association grants by "»

nodes along ihc route. arc alba&cd tn grant assomaiion
requests. Therefore their routes can immediately be used for
the station that is associnted.

In an embodiment B a&anon is configural lo transmit asso-
ciation requests hrst for association via an acnve frequency sn

channel Bnd subsequently, il'the first transmitted association
request is not granted, for association via an as yet unused
frequency channel. The latter request may be transmincxf for
cxamplc directly to the association unit. Bccausc the route
that is to be used to the station is estabhshed only upon s.

association it is prevented that inconsistent multiple routes
are assi@&ed when such different assoc&anon requests are
tmnsmitted.

More generally. in an embodiment the station tfi«t issues
lllc Issociatloll p'Bnt to a spcclflc ala&loll Is co&Iflgmcd to n

make issue of the association grant dependent on whether the
specific stauon indimilcs that a i)unction thai is active in that
specific station orant. Iliis means that a specific station may
associate with difli.rent other stntiims. dependent on whether
lhe lunction ls active In the specific station or nom As a result 1

the specific station Iias the opportunity to issue a plurality of
association requests: without activating the function and afier
the fiulction is aciivated, for ex nnple with a request directly
to thc association unit. fhus, for example, if the fnnction
consumes a scarce resource fsuch as function that uses a al
frequency channel for conununication between the stations.
thereby excluding use nf the frequmicy channel by otlmr
stations). It can be pre~anted that the resource Is consumed
needlessly by gmnting the assoc ianon request before activat-

ing the function Because the routes to stations are established (

only upon association It is prevented that inconsistent station
addresses are assigned.

In an mnbodiment assnciation is preceded by a discovery
stage, ulmrein no mutes are yet established but station dis-

cover other stanons, that can fi&nction to relay messages.
Thus. stations may be enabled fir't Bl discover addresses of
available other stations lo ivhich association requests cml bc
scab or stations that may send association requests before a

route is established. In a fi&r&her embodiment discovery adver-
nscm&uit messages are used that &dcnlify stations that are
enabled to grant discovery requests. Thus. it is made possible
lo avex! w Blate o fc&lcrgv or bandwidth CI I assoc&at&oil fcqilcsts
ihat cannot be granted

In another embodiment pan of the stations are dual func-
tion stations. which start to send association grlnt niessagcs
only after r&ceivul approval fr(mi lhe association unit lo do
so. 1 Inis, tile association unit has control over the selection of
stations that act as relay statinn, even after the dual function
station has obtained a route for its "own" mesmges fe.g.
sensor messages from a built in sensor station). In an embodi-
ment the dual function station c olmpn sea units that function as
a beacon fmnie transmitter and as a station lvith sensor sta-
tion-like communication abilities respectively. The associa-
uon urut may follow a strategy ofenablln such dual lunctlon
stations selectively ul avoid enabling many stations that act as
relay for only a I'eu slaiinus each, or to avoid selecting sta-

tions when these v,ill become a relay for messages for too
Iua&tly statlollS.

In mother embodiment dual funcuon stations are used that
comprises a meclmnlcally fiexible connection between sepa-
rate units tint each luivc an antenna or mllenrras for tnmsmis-
sion uid reception. Thus such stations c m be used &o connect
different spaces "around the corner".

In another cmbodimcm &hml function siatinns mc usvd ihat
operate concurrently in different frequency chmuiels that are
periodically active in time slots that repeat with different
asynchronous periods. This simplifies co&ndination bctwccn
different nenvork parts.

BRIE'F DESCRIPTION OF THE DRAIVINC&S

These und other oblects and advantageous aspects &vill be
described for exemplary examples, using the following fi-
gure

FICI. 1 shov;s a wireless network
FICi. 2 shov, s a station
FICi. 3 shou s a state dlagr un of a sensor station
FICI. 4 shows a state diagram of a beacon frame tmnnsmitter
FICi. 5B shows nlcsw& cs ilul Big B discovery plll&sc

FIG. 56 shov, s messages duruig ul association phase
FIC&. 6 shows an embodiment ofa beacon frmue transmitter
FICI. 7 shows a slate diagram of a beacon I'r ane transmitter

DETAII.FD DESC'RIPTION OF THE DRAWINGS

FICi. I shows n wireless network The network comprises
an assocuition unit 10, a plurality of beacon frame transmit-
ters 12 and a plumlity of sensor stations 14 (only some num-
bcr&d explicitly) Fixed communicatiml rimtcs arc defined
between. association umt 10 and sensor stations 14. usuig
wireless comnnuficatinn links (sholvn by dashed lines)
bctu(s:n association unit 10, beacon frmne transmitters 12

and sensor stations 14. The conununication routes form a tree
structure v;ith assnciation unit 10 at its root and beacon frmnc
trmis nut ters 12 at its nodes. F sch beacon fmsme transmitter 12
is coupled la a star topology to a n&unber of the sensor stations
14

I'ICi. 2 sholvs a station. At the level of detail shown. the
figure applies to beacon frame tmnsmitters 12 as well as
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5
sensor stations 14. Tlm station contains a receiver circuir 20,
a transm&tter circu&t 22, a processor circu&t 24. a n&emory 26
and. at least in case of sensor stations. a sens&ng circuit 20.
Processor circuit 24 is coupled to receiver circuit 20, trans-
nutter circuit 22, memory 26 and opt&onally to seas&ng circuit 1

20 koch of receiver circuit ZU and tmnsmitter circuit 2Z

u&elude an antenna (not shown) Prelhrably, the antennas of
rece&ver circu&t 20 and transmitter circuit 22 are fom&ed by a
shared antenna ol'rcceivcr circuit 20 and transmitter circuit
22. io

Preferably the stations are battery operated, with on board
batteries (not shown) or supphed by other on board power
suppl&es such as solar cells. Tlus means that &t is des&rable to
reduce power consumption as much as possible

In operauon, dale is exchm&gcd between sensor siations 14
and association unit 10 via tl&e links tl&at are shown in Pl(I. 1.

Bccm&sc tlm links fom& a tree structure, a single n&utc to and
from associalion uni110 &s defined for each sensor station 12.

It should be appreciated tlmt the communication routes are
arcsultofsclectionfromagreatcrnumberol'possiblcroulcs o

In principle. each sensor station 14 could conununicate
directly with association unit 10 and each beacon frame trans-
nutter 12. In pmct&ce, a number of these d&rect commu&uca-

tion routes are not possible. because of &nsufficient signal
strength. But direct vvireless conm&unication from a sensor "

st'1(toil 14 to st&ll more than one beacon frame transmitters 12
and/or to association unit 10 may be possible. Sunilarly. each
baicon fiame transmiuer 12 may be able to comnnu&icate
d&rectly w&th association umt 10 and/or a number of beacon
Iranm Irai&smillers 12. "o

The v ireless connecuons sho&vn u& FIG I are the result of
a select&on from these poas&ble routes. A number of open&ble
wi&vices conuuuniciilhlil links between sensor stations 14,

beacon frame transmitters 12 aud assoc&at&on unit 10 is not
used. These links are not shown in PI(I 1. Sensor stations 14 "»

transmit messages u& assocuuion unit 10 via fixed routes and
conversely assoc&anon uni& 10 transmits messages to sensor
stations via the fixed routes The routes arc defined by infor-
inalion in memory 26.

bach sensor station 14 stores at least information that is sr&

selective for thc beacon franw. transmirter 12 at the start ol'its
route to associat&on un&t 10; tlus address information &s used
to foun messages that the sensor station 14 sends to associa-
tion unit 10 Typically, each beacon fismc transmitter 12

stores at least information&hat is selecnve for the next beacon s.

frame transmitter 12 in the route or for association unit 10.
This u&fornuit&on is used to fo&ward messages fnm& the sensor
station 14 sends to association un&t IU. Alternatively. each
svnsor station 14 mav store infi&rmati&m that is selective fbr
the ennreroutetoassociation umt lga&withe sensorstat&on 14 o

may use tl&is u&formation to form messages, from w luch bea-
con frame transnnlters 12 mm detenuu&e hoiv to forward lhc
message.

( onversely, association unit 10 preferably stores infi&rnm-

lion for each sensor station 14 that &s selective for the beacon 1

frame transmitter 12 at the smrt of the route to that sensor
station 14 Association unit 10 uses this information to fi&nn

messages thai assoc&al&on unit 10 &masm&ts to the sensor
station 14 Typically, association unit 10 stores information
thai identifies the cn(irc roun: lo each sensor station 14 The so

assoc&at&on unit IU may use this information to form mes-
sages. from which beacon frame trm&smitters 12 can deter-
mine how: to forward the message to the sensor stat&on 14.
Alten&atively, each beacon frame transmitter IZ stores. for
each sensor station 14 for which it can rivci&m message~, at r
least &nfom&at&on that is select&ve for the next beacon fmme
transmitter IZ in the route to that sensor station 14. This

inforn&ation is used to fonvard messages for the sensor station
14 from assoc&anon un&t 10 to the sensor stat&on 14.

An embodiment of the part ofoperation wherein the routes
are established will now be dcscribcd. Basically this embodi-
ment includes two stages;

a discovery stage wherein beacon frame transmitters 12
m&d sensor st annus 14 become "aware" ofstations (asso-
cmtion unit 10 or beacon frame transm&tters 12 in the
case ol sensor stations and assomation unit 10, other
beacon frame tmnsm&iters 12 mui sensor stanons 14 u&

the case ofbeacon frame transnutters 14) that are 11 ithu&

reception &dug&.'nil

an assoc&ation stage whereu& sensor

stat &ons

14 and beacon
frame transmitters 14 (or sensor stations tlmt arc fixidly
coupled k& these beacon (buna tnmsm&(ters) send
requests to associate to association unit 10 or beacon
framctransmitters12.i c toeslablishamulethroughthe
assomation unit 10 or bmicou frame tru&smiuer 12 lor
subsequent use.

The assimialion stage fi&r a sc&1sor ala(lou 14 (or bmicon
frame tmnsmitter 12) is completed when an associat&on

request is granted by thc as so" i ation unit I U or a beacon frmne
trm&sm&tter 12. The route v&a the yanting stat&on &s thereby
established for subsequent use. In one embodunent each bea-
con fra&uc transmitter 12 is cnabhxf to grm&t association
requests inuned&ately after &t has rece&ved a yant ofan asso-
ciation request itself. but preferably the beacon frame trm&s-

nuuer 12 is enabled to grant association requests only after
receivin secondary yant messa e. tlus tune from the asso-
ciation unit 14 that ~flows tlm beacon I'rmne transmitter 12 to

grani associal&on requesm Associatum unit 10 may for
example make issuance of the secondary grant message
di7cndent on inlornuilion about tlm nun&bcr of as yci unas-
socuited stations tlmt the beacon frune transm&tter 12 has
discovered Thus, association unit 10 can control netvvork

topology
Preferably. the assomation requests are addressed specdi-

cally to beacon franw. transmitters IZ or thc associarim& unit
10. usu&g addresses (or more generally &my &om&lifier of these
stations) tlmt have been discovered in tl&e discovery stage.
Thus, it is excluded that confiicting association grants can bc
received in response to an associat&on requests. IIowever,
addressing may be made unnsccessa&y, fi&r example when
stations address all subsequent mcssavcs to onc station that
has sent a grant, or if some con(I&ct resolut&on scheme & s used.

In the embodiment the discovery stage comprises use of
d&scovery messages from sensor stat &ons 14 and beacon fr uue
trm&sm&tters 12 (or sensor stations that are fixedly coupled to
these beacon lrame transmitters 12) m&d respmtses ui rmictmn
to these d&scovery messages. Alternat&vely or &n add&uon,

stations may be discovered fiom unsolic&ted messages. The
disco&ery stage nnd lheassociation siege may overlap. the
stations continuing to collect identifiers of d&scovered sta-
tions bet&scen tnmsn&is sion ofassociation requests during flm

association stage. Altermit&vely non-overlapping consecutive
stages may be used. In another embodiment the discovery
stage may even be eliminated, f'or example il'ssociation
requests are used tluil are noi spec&lically addressed. or if
association requests are used to discover smtions.

When lhc discovery stage and tlm association stay: may
overlap, &t is preferred tint beacon frame transmitters 12
include information in their messages to indicate whetlmr
they have been enabled to rant assoc&at&on requests (prefer-
ably in general. i.e. not limited to requests from specific
sensor stations 14, but in a further embodiment specific sen-
sor stations 14 or beacon frame tmsnsm&tters 12 from wluch
association requests may be accepticd may be indicated).
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Thus, sensor stations 14 and/or beacon frame tmnsmitters 12

can avoid tmnsmission of association requests to discovered
beacon frame transnutters 12 that are not enabled to grant
«ssoclat«ul)LqUcsts

FN)' shows a state diag)(in) of opLI'Bfioll of Ii sclisoi

station 14 before a route is established. FIOS. 5u,h shows
messages exchanged with sensor station 14 during discovery
and assocuitiou respectively. Innially the sensor station 14 Is

in a first smte 31. In tlfis first state 31 processor circuit 24

causes transmitter 22 to transmit discovery messages 50U. for
example once every minute, every two muiutas or e~ery hour.
When proivssor circuit 24 detects that receiver 20 has
received a beacnn frame 52U from a beacon frmne transmitter
12 or association Iuiit IU. processor circuit 24 sv itches sensor
station 14 to a second state 32. In this way. the beacon frame
52u acts as a discovery confirm niessagc

Prel'erably. sensor station 14 switches to second stats 32 in

response indiscriminately to both beacon fmmes 52U that are

Uiulsnliucd Ul I'espouse 10 thc discovery lucssagP. 01'o iuiy
other bencon I'rame tlrat is received spontaneously In an
embodiment sensor station 14 switches to second state 32 in
response only to beacon frames 52a w.herein It Is uidicated
that the transmitting station is prepared to grant association
requests and not to optional other beacon fnunes 52U that do
not contain such an indication.

In second state 32 processor circuit 24 causes transmitter
22 10 transmit association request messages 54U fi)r cxmuple
once every nunute. e~ery two minutes or every hour. Prefer-
ably each association reqimst message 54a includes an iden-
tification of tlm sensor stauon 14 that allo(vs messages spe-
cifically directed at the sensor station 14 to be sent in
rcsponsc. Also pref'crably, processor 24 raids mi identifica-
tion of the beacon frame transmitter 12 or association umt 10
from a previously received discovery confirm message and
u)cludcs that identification in fiic «ssociation request mes-

sage. This may be done for example v;hen it Is desirable to
avoid collisions bctwecn association grant messages in
response «) tbc ussociation request inessage

When processor circuit 24 detects that receiver 20 has
received mi association grant message 56a from a beacon
frame tmnsnutter 12 or association uiut 10 directed at the
sensor station 14 of the processor circuit 24 in response to an
association request message 54u, processor circuit 24
sv;itches sensor station 14 to B tlurd state 33 and records
information for reaching this beacon frame transmitter 12 or
the association unit 10 ui memory 26 to define mute to asso-
ciation Unit 10 for use during normal opemtion. Optionally
svnsor stat(mt sends mi ackuowledgnmnt 50 of 1 1m Bssoma i i on
rant message back to the beacon frmue transmitter 12 or

assocmtion unit IU.

In third state 33 sensor stauon 14 slops transmit tui asso-
c)Buon request messages 54U, In one embodiment sensor
station 14 stops tmnsmitting disco(vry messages 50U already
when II a~itches to second state 32 Alternatively sensor
station 14 may be arm aged to continue transmitting discovery
nmssagcs 50U in second state 32, only to stop after switching
to third state 33 or after a predetermined tmie uiterval has
elapsed after switching to second state 32, if this occurs
earlier than the switch to third state 33

In an embodiment a station is configured to tmnsmit asso-
ciation requests hrst li)r association via nn active frequency
channel and subsequently, if the first tmnsmitted association
request is not granted, for association via an as yet unused
frequency channel. Tlm latter request may bc transmittixl ti)r
exmnple directly to the association unit. Because the route
that is to be used to the station is established only upon

association it is prevented that inconsistent multiple rnutes
are ass)@ted when such different association requests are
U'nnsullttc(L

More gcncrally, in m) embodiment the smtion that issues
I the association rant to a specific station is configured to

make issue of the association gmnt dependent on w hether the
specific am)lion uidicates Ihat a fiinction that is active in that
specific station or not. Tlfis means that a specific station may
associate with di lfi:rm)t oi her stauon«depm)dent on ivhether

UI tllc fiulctIOU Is act)Pc ul tllc spec)Ilc stiItiou 01'ot. As II rcsUlt
the specific station has the opportunity to issue B plunnlity of
association requests: without act(Csun the funct«mand after
the fuuct«m Is activated, lor example with a request directly
to the association unit. Thug for example, if the function
consunlcs a scamc rcsoUrce fsucll Ils lilac(ion flu(1 UBPB a

frcqUcilcy chan(tel for conlnuuucution bctwccu 11'Ic stations,
thoreby excluding usc of tlm frcxiuci)cy cham)el by otlmr
sIationsi, 11 wnn be prevenIed Ihat the resource Is mmsumed
nieedlessly by granting the association request befi)re activat-

n ing the functim). Bivausc tfic routos to stations are ( stabfishcd
only upon association it is prevented that inconsistent station
addresses are assigned

FIO. 4 sho(vs a state dia ram of operation of a beacon
frame transmitter 12 before a route is established. Initially the
beacon franw. transmitter 12 is in a first state 41. In this first
state 41 processor circuit 24 causes transnutter 22 to tmnsnut
discovery messages 50h, for example once every minute,
every two minutes or every hour When processor circuit 24
detects that receiver 20 has received a beacon fmnie 52h from

in Soother beacon frame transmitter 12 or association uiut 10,
pmcessor cirmnt 24 switches beacon fr une tr uismitter 12 to

a second state 42. In tlus way, the beacon frame 52h acts as a
discovery confirm message. In an embodiment discovciy
confirm messages may also be transmitted unsohcited. I.e. not

"» in response ro a discovery message, in this sense discovery
messages could also be calledl "lmllo" messages Tlm term
"(bscovery advertisement message" is used herein both for
nwssagcs in response to disco(vry rcqucsts and unsolicited
(hello) messages I)xamples nf usc of discovery advcrtise-

Bn ment messages will be given in terms of discovery confir
nmssagcw but Uilh'.Ns hidicated otherwisc these cxalnples
apply generally for discovery advertisement messn es. In a

further embodiment stations need not transmit discovery
niessagcs 50n,h at all In this case the smtions listen only tn
unsohcited messages. The discovery confirm niessage does
not need to be addressed to any station in particular: any
sIation may react to any dtscovery confirm message.

Preferably. beacon frame transmitter 12 switches to second
state 42 in response indiscriminntely IO both a beacon frmue

U 52h that Is transmitted m response to the discovery message
or to any other beacon frame that is recmved spontaneously.
ln an emboduncnt sensor station 14 switches to second state
42 in response only to beacon frames 52h (vherein it is ind)-
catcd that the transniittinn station is prLT)ared to grant asso-

I cist)on requests and not to opuonal other beacon fnnmes 52h
that do not contain such an indication

In sivond state 42 processor circuit 24 causes transmitter
22 to tr msnut associauon request messages 54h. for example
once every minute, every two minutes or every hour. Prcfer-

0) ably each i(ssociation request message 54h includes mi iden-
tification of the beacon fmme transmitter 12 that allows mes-
sages specifically directed nt the beacon frame transmitter to
be sent in response. Also preferably. processor 24 reads an
identification of the beacon frame transmitter 12 or associa-
tion unit 10 from a previously rivni(vd disco(vry contlrm
message Bnd uicludes that identification ui the association
request message. This may be dune for example when it is
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desirable tu avoid collisions bctwecn association gnmt mes-

sages &n response to the Bssociat&on request messs e.

When processor circuit 24 detects that receiver 20 has
received an associatim& grant messnge 56h from another bea-
con frame transmitter 12 or association un&t 10 &n response to
an association request message 54h, processor circuit 24
sv itches beacon I'r une tnuwsnutter 12 to a tlurd state 43 and
records information fiir reaching tlus other beacon fnsme
transmitter 12 or the association unit 10 in memory 26 to
define a route to associat&on uiut 10 for use dunng normal
operation. Optionally frame transnutter 12 sends an acknowl-
edgement 59 ol'he associati&u& grm&t mmssagc back to the
beacon fmme transmitter 12 or assoc&at&on umt 10

In third state 43 I'rrm&e rransmitter 12 stops tnmsn&ittiug
assncuunm request n&essa es 54b In one emboduuent frame
transmitter IZ stops transmiuing discovery messages 3 Uh

when it sv itches to second state 42 sdtcmativcly frnme trans-
miuer 12 may stop after sw &tching to th&rd state 43. or aficr a
predetermined time interval Ims elapsed after switching to
scvond stato 42, il'this occurs cartier tluin the switch to third
state 42.

Preferably beacon fmme trm&smitter 12 trm&smits discov-
ery contirm messages &n at least when u& second m&d third
state 42, 43. More preferably beacon frame transmitter 12
includes m& indication in the disrxivery confirm messages
u&dicatin whetherthebeaconframetransnutter12isreadyto
respond to association gant messages w&th association
requests. This allows stat&ons ui avo&d using bandwidth for
transmiss&onofuseless assoc&at&onrequests. h&prmciplebea-
con frunc transmitter 12 nuiy also be anangcd to transmit
d&scovery contirm messmgis in the lira& state 41 Preferably,
when beacon frmne transnutter 12 receives a d&scovery

request mcssagc fmm a sensor station 14 or miother bcacmi
frame transmitter 12 beacon frame transmiuer 12 records an
identification of the sm&sor station 14 or other beacon frame
transmitter 12 I'rom which the discovery request was
rece&ved. Opt&one fly beacon frame trans nutter 12 also records
identifications of stations that have transmitted association
requests tlmt the beacon I'ranic transmitier 12 did not respond
to. if any.

In first state 41 and second state 42 bmicon frame tusnsmit-
ter 12 does not respond to assoc&at&on request messages 54a.
However, in third state 43 beacon frame transmitter IZ does
respond to association mques& nwssages 54a In this state

processor circuit 24 causes trans nutter 22 to transmit an a sso-

ciationn

y ant message 56a in response to each received assn-
c&at&on request message 54a, d&rected at the station that has
sent associauon request message 54a, using the station iden-
tification in &he association request mesmige 54a Processor
c&rmiit 24 includes informat&on for reachuig the beacon frame
t&'iu&s&t&incr 12 hl thc Bssiic&at&on g'ant fiicssagc 56a anil
opiionally alan I'urther &nlonuation Ibr reach&ng assomat&on
unit 10.

Furthermore, bmicon Iranm tunnsinittcr 12 traimmits an
update message 59 w &th infom&ation that the sensor stnt&on 14

has been associated to association unit 10 after sending the
&&sancta&ion grant mcssagc 56a (mxl sifter receiving an
optional acknowledgment 58 of that message).

11&is response of beacon frame transmitter 12 tn associa-
ti&m mp&cst messages 54a is nnt limitedl to such m&.ssagcs
from sensor stations 14. but applies also to association request
u&cssr&gcs 54h fran& otl'Ic&'cBcou fran&c ffansu'» tte&'s 12.

It should be noted that beacon frame transnutter 12 and
sensor station 14 become stations of the network with mell
dctined routes only w:hcn reaching their respective third states
33. 43. Furthermore &t should be noted that beacon frame
transmittem IZ respond to association request messages

54a.h only once tlmy have entcrixf tlmir third smtc 43. that is,

only when the beacon frame tmnsm&tter 12 lms a well defined
route to association unit 10. 'Il&us, the information about
association cnn be trans&uittixf along tlm route that will be

s used duru&g normal operat&on. Tins route may also be used as
part of the route to the newly associated sensor station 14.
Assoc»&t&on &uut 10 may use informat&on I'rom its memory,
about the route to the beacon fmme transmitter 12 to define
thi route to thc sensor station 14 In ma&ther mnboduncnt, thc

in beacon frmne transmitters 12 along the route may add the&r

ident&ty to inform association unit 10 of the mute. or &n yet
another cmboduncnt thc beacon frame trmisnutter 12 that
assoc&ates to the sensor

stat &on

14 may insert this &oformatiot&.

It may be nuticd that not all beacon frame transmitters 12

&xwd ui become part nf the network ms beacon I'rame trmis-
mitters. If a beacon frame transmitter 1Z receives no associa-
tion grant signal 56b or grants no association grant requests
from other bmic on frame tom am in era 12 or sensor s tatmus 14
the beacon frame transmitter 12 does not become a functioiml

n beacon frmne transmitter in the network
In an embodiment assoc&at&on un&t 10 decides on v hether a

beacon frmne tmnsmittcr 12 becomes a functional beacon
frame tru&smitter. In this embod&ment funcuonal beacon
frame transnutters 1Z in third state 43 forward associat&on
requests 54a from other beacon frame transmitters 12 (and

opt &onally

also from sensor stations 14) to as sociation unit 10
before sendu&g an association grant message 56b. (Altema-
t&vely a further message denved from th&s nssociation request
&s forwarded).

sn In this embodiment nssociation unit 10 is arranged to grant
or deny the liorwarded assoc&ation rcxfuest in respm&se to

forward&ng (or to the fi&rther message). When the associat&on
request is granted association unit sends back a grant mes-
sage. v,hick is used to enerate the assoc&at&on gr mt s&gnat

"» 56h to tlm original association request 546 Thus association
un&t 10 (and/ore bmicon I'mmc transmitter 12) is enablcxf to

control genemstion of the netv, ork topologi. for example by
tirst grm&ting association to selected prefbrrcd beacon frame
trmisn»&ters and grmiting associ&&tiou requests to nthcrs later

sn only if this is still ncxessa&y to complete connections to all
sensor stathifls 14

In a fi&rther embod&ment beacon frame transmitters 12 are
arranged to supply information about tl&e number Bud/or iden-
tity of the sensor stations 14 and or beacon frmne tmusu&i&ters

12 from wh&ch &t has rece&ved beacon frame request messages
and/or association rcxfuest messages. The identity may be
pmvided by u&eluding &dent&ty informauon u& beacon fr&uue

request messages and/or assoc&at&on request messages. The
beacon I'rmne tmnsmit ters 12 may supply this infiinuation liir

n example &n the&r own beacon frmue request messages and/or
assoc ist&on request messages. In this funher embodiment the
associat&on unit 10 (and/or a bmicon frmnc tr u&smitter) is
pmvided with uiformat&on wluch &t may use to select beacon
frame transmitters 12 I'nr granting association This mny bc

s usedforexampletodistnbutelinksoverseveralbeuconf'rmue
uansmitters 12, or on the contrary to avoid distribution by
concentrating links on one beacmi fr&mic transmitter 12

In a fiuther embod&ment beacon I'rame iransm&tters 12
return grants of in response tn association rex)nests only after

Bi receiving a grant ol'a secondary associatmn request. distin-
guished, at least u& function, &f not u& format, from the previ-
ously described association request. For this purpose option-
ally an add&t&onal fourth state 44 may be added to the states of
FIO. 4. When in third state 43 (after receiv&ng the previously
described grant to one of the previously described association
requests. mluch w&ll be termed prutmry assoc&ation requests
beacon fmme transnutter 12 tmnsmits a secondary associa-
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12
tion requesr to association unit 10 Upon receiving a grant of
this secondary association request beacon frame transmitter
1Z switches to the fourth state 44. In this embodimait the
blmlcon franw. Imnsmitter 12 is enabled to begin to return
association grant messages to requesting stations only in 1

fourth state 44. Optionally the beacon fiame transmitter indi-
cates tlus m discovery coniimi messages.

preferably beacon frame transmitter 12 ls configured to
include a lisi of stations from lihich beacon lrmnc transmitter
12 has received discovery request messages (anth'or not- ul

granted association request) in the seamdary association
request As an altcmatilm baicon franw. trmismltter 12 may
optionally be configured to tmnsmlt one or more accompa-
nying nmssages to provide such a list to association unit 10.

This enables association unit 10 to select to which oi'he
beacon frame transmitters 12 it will grant association requests
of the second type. In this lvay association unit 10 can control
lhe nenvork topology. after adnulting beacon lr une lransnni-
ters 12 to the network by granting a primary association
rcqULst "(1

In a preferred embodunent each functional beacon frame
transmitter 12 (and association unit 10, ishich acts as a beacon
fnsme transmitter ln tins respect) opemites in a time slot
scheme during normal operation, penodically transmitting a

beacon signal to which the sensor stations 14 that are associ- "

ated v;ith that beacon fmme tmnsnutter may syncluomze.
After the beacon signal the beacon frame transmitter 12 and
its associntcd slntions exchange messages I'or a linuted
period

This allows thc beacon I'rsme lransmitmrs 12 nnd the smn- io

sor stations 14 to switch between a lou pou sr sleep mode and
a normal operating mode. After exchanging messasges the
baicon I'raum transmitters 12 and lhc sensor stations 14

siv itch to the sleep mode wherein poiver supply andror clock
signals to at least part of tlm beacon fianie transmitter 12 and "»

lhc salsor staiion 14 ls swiichcd olT Al'ter counting olT a

predetennuied lime-inierval the beacon franc tmnsnut ters 12
and the sensor stations 14 switch back to the normal opcmti ng
inode. With a preslctemtiucd delay sfler suitchuig to thc
nomial operating mode the beacon frame transmitter IZ sn

lfalusfnlts thL beacon ffanlc Bnd the sensor stations 14 receive
this beacon frame.

In this embodiment the association unit 10 andlor the bea-
con franie trmismittcrs proferably select the timing of the iirst
of the periodic beacon frames so that the time slots of diiTer- ss
ent beacon frame transmitters 12 that are within range to
receive each others messages do not overlap. In tlus embodi-
ment the infonuation ln the sensor stations 14 afier associa-
tion de lines tbe time slot ui u luch the sensor station 14 should
sv, itch to fiie normal operatin niode. (1

In one embodiment each beacon frame trmismitter 12 also
switches to a foruardulg mode in lhe umc slot defined by thc
further beacon frame transmitter 12 thmuJt uluch the ongi-
nal beacon frame translnittcr 12 transmits messages to tlm

association unit 10 (or ut the time slot of the association unit 1

10). %rhea in the forwarding mode the original beacon frame
transmitter 12 exchanges messages with thc further beacon
frame transmitter 12.

1his embodiment has the disadvantage that overlap of the
lime slots of ncighborin beacon frame transmitlcrs 12 must Bl

be avoided. This means that beacon frame transmitters 12
Blast fixit'll tot till'u'. slots ofother beacon ffaum tl lnsn'llltcr 12

In turn tlus means that the beacon fmme trmismltters 12
cannot operate in the sleep mode as much as desimble.

In an alternative embodiment thc beacon fmmc transnliuer r
12 are designed to tninsnut and receive in a selectable one of
a plurality of frequency channels. In this embodiment the

frequency clmnnels filr different functional beacon frmne
transmitters 12 are selected during uutiahzation. for example
by the beacon frame transmitters themselves afier detectuig
that no niessagcs are received in thc frequency channel during
a predetermined time penod. or by the association unit 10 so
that beacon frame uansmitters IZ that have been detected to
receive each other get difierent Ibequency channels lo avoid
colhsions, In an embodiment the beacon frame transmitters
12 and their associated sensor stations 14 slvltch to thc
selected frequency channel uhen they start nornial opemtion.
hi tlus embodiment the information in the sensor stations 14
after mssoaalion deiinlw the lrequency channel for conunu-
mcating with the beacon frame transnutter 12. Use of dliTer-
ent frequency channels has the advantace that no extensive
synchronization between time slots of beacon frame trmis-
mitters 12 is needed. Therefore beacon fiame transmitters IZ
can slvitch to the sleep mode morc often

In this further embodiment one frequeucy channel may be
used during initialization Alternatively a plumlity of the fre-

ililoncv'hannels nlay'c Used in parallel As Bn Bltcnmtivc thc
beacon frame tmnsmltters 12 themselves may select a fre-

quency clmnncl during initialization afier detecting that no
messa es are received ln the frequency channel dunn a

predetermined ume period. Subsequently each beacon frame
umismitter 12 performs all of its operations towards sinsor
stations 14 usuig the selected frequency ch uuiel. Bnd uses
another frequency clmnnel to make upstremn connections
tolvard association unit 10

FICi. 6 shov,s a further embodunent of a beacon franc
transniitter. The beacon franw, transinilter cimlains two uuil
60. 62 as shown in I'ICi. 2. plus a message exchange memory
64 coupled between the processor circuits 24 of the nvo ututs.
ln ouc cmbodimcni mutimlly diffi:rent aliis 60, 62 arc used, a

first iuut 60 arranged to perform the lunctions ol a beacon
frame transmitter (having a higher power transmitter 22 Bnd/

or a difli:rattly progrmnmcdi processor arcuil I'or cxmnple
than the other uiut) and a second unit 62 of a type used ln
sensor stations 14 A mechanically ficxible connection 66 is

pmvided between ihe unils 60, 62 (c g between message
exchange memory 64, it hich may be part of the first unit 60
and second unit 62) Flexible connection 66 is for example at

least & centimetre long.
In this embodiment a first unit 60 acts as beacon frmue

transniit ter. except filr tlm transmission of discolmry requests
506, association requests 546 and any conuuunicatlon
towards association unit (e.g. update message 59). The sec-
ond unit 62 performs the remmning functions of the beacon
frame tmnsnutter. It may be noted that tlus second umt per-
fbrms much like a sensor station 14, except that it doms noi
generate or receive its own messages. Instead it forwards
messages to or fnmi the other unit. brlessages to and from the
associauon unit 10 or other beacon franie transniitters 12 (or
duta from such messages) are placed in message exchan e
nmluorv 64.

In normal opeuulon units 60, 62 switch between the sleL7
mode and normal active mode in time slots defined by respec-
tive beacon frames Thc unit 01st acts as beacmi fnmic trans-
nutter transmlts its own beacon sisal, pre l'erably in the select
frequency channel for the beacon frame transmitter. The unit
that acus ms sensor station slvitchcs to thc normal operation
nxlde in the time slot defined by the beacon frames of the
further beacon franc trmismittez to which the beacon frame
trmis nut ter 60, 62, 64 is associated. Thus. no pov er expensive
1)'nchi'olu ZBtloll 1 s lleeded.

FICi. 7 shows a state diagrmn of operation of the paired
uiuts of I lfib 6 during discovery and association. The paired
units 60, 62 start in a first state 71 wherein a second unit 62 of
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14
the pair 60. 62 that acts like 8 sensor station trmismits discov-
ery messages. When the second unit 62 detects tlmt a beacon
frame from a beacon frame transmitter 12 or association luiit
10 has been received, ihe paired units switch to second stale
72. In second state 72 the first uiut 60 of the pair tlmt acts as s

a beacon fiume transmitter starts transmitting beacon frames
ui response to received discovery messages by trmlsmittmg a

discovery confirm message. In these beacon frames the first
unit 60 includes infonuation 10 indicate tlmt the lirst unit 60 is

not yet associated. 10

Also ui second state 72 the second unit 62 starts monitoring
whether it receives beacon frames lvith inlhrnration that indi-
cates that the station that transnut s the beacon fr une has been
associated (or Is tls soclatioil ullil)

When Ihe second unit 62 detects a bewon frame with i.

information that indicates that the unit that transmits the
beacon frmue luis been associated, the paired units 60, 62
swiich I'rom second state 72 to 8 third state 73 llerein the
second luiit 62 starts transmitting association requests. When
the surmmd unit 62 receives mi association conlirmalimi in 0

response, the paired units 60, 62 sw itch to a fourth state 74. In
second, third and fourth state 72, 73 and 74 first unit 60 stans
and restarts countuig 8 time out interval. Tile time out interval
Is restaned each time when first unit 6U receives a discovery
message from a nev source (sensor station or other beacon "

frame tninsnutter). The time out interval expires after a pre-
determined duration (e.g. 8 minute or more) wherein first luiit
60 ills Ipclived no discovery nicssagc froul anv llclvsoiilcix
After expiration of the tune out interval utut 60 stops tnins-
mitting beacon frames in respimsv Io received discovery mes- "0

SllgC8

From fourth state 74, after expiry of the time out interval
the paired umu 60, 62 switch to 8 liflh state 75 whercill
second unit 60 tmnsmits a beacon frame transmitter assoma-
tion request for the first unit 62, listing the sources from which "»

flic first unit has received 8 discovery message This beacon
frame tmnsmiuer association request is Ioiwarded to associa-
t ion unit 10, which grants or denies thc request, dependmu on
Ihe list (gmnting the request fiir example il'iorc than 8

threshold number of sources are listed that imve not yet been sn

associated). When the beacon frame transmitter association
request Is denied. new beacon frame tninsmitter association
requests may be sent Association unit IU may be configured
to lower tlm threshold tvitfi tinw. so that the sumo request may
be granted later If a source that is mentioned in the request ss
cannot be reached in any other v;ay even after an extended
peuod of tune.

Association unit 1U sends a gmnt message with a grant
signal Io the lirst unii 60 via the second unit 62 When the
rant message is received the paired units 60. 62 switch to a 0

sixth state 76. Wherein first umt 62 starts transmitting beacon
1'nunes uidicating that It has been associiucxl, aller lvhich 11

can cause other units to switch from the lirst state 72 to the
third state 73

Although completely separate units 60, 62 are shown, it 1

should be appreciated that part or all of these units may use
slmrcd circuits Ilse of vuparam circuits has thc advantage that
a standard sensor station umt may be used. The use of a
flexible connection has the advantage that the different units
may be Iocauxl "around a comer'rmu mich other. so that one ai
081 I has c oil tact wlfll 81 sp i Ice

tli which fllc ofllcl'l as llo co lit ale I.
Thus. a system in a building cnn be realized very easily with
this type of beacon frame transnutter.

Althougli the network has been described with beacon
franw. transmitters 12, it should bc appreciated that instead of I
beacon signal synchronized transmission other forms ofmes-
sage exchange may be used. In tlfis case beacon fmme trans-

mittcrs 12 act simply as stations. In tluit case beacon frmne
requests are only discovery requests and beacon frame trans-
nussions responses to discovery requests.

I'urthcrmorc, although nn example hns been discussed
wherein the beacon frame transnutters 12 merely act to relay
sensor data, it should be appreciated that the beacon frmue
transn»tters 12 themselves may also be equipped with sen-

sors, so that the beacon frame tmnsnutters 12 can also trans-
mit ifmir own sensor data

Although a nettw ork of sensor stations has been descnbed
(each provided with a temperature sensor, andior a smoke
sensor and,'or a light mtcnsity sensor and/ore moisture sensor
and/or a as sensor etc.) lms been descnbed it should be

appreciated that the descnbed techniques can also be applied
to non-sensor or part-sensor iwtw orks 0 herein sensor stations
14 are simply information handling stations.

Although an association process ivith a discovery phase
(FI(). 58) aixl m association phase has been described, 11

should be appreciatcxl that the tlvo phases can be integrated
parfly or wholly ln one cmbodinwnt beacon frame requests
500 double as association requests 54a. In another embodi-
ment association grant messages 56a double as beacon trmis-
nusstons 52a Both enibodiments may be combuied. Iiow-
ever. the use of separate phases has the advmitage that the
whole process nuis more quickly.

Tile hlvcnfion claimed la:

I A wlrclcss collllllililllaltlon llcuvlirk fllat coiupnscs all
associauon unit and a plurahty of stations, each station being

configured Io start lip Ill 8 Oct.associated sidle slid ui tl aixsuillt

assomation request massa es ui the not-issociated state. each
station being configured to switch to an associated state upon
reception ol'n rwssociation grant in respmise io onc of its

associauon request messages. the association request mes-
sage anrb'or thc association gmnt in response thereto estab-
hsfiing mi operating route associated wiih the station liir
exchanging op erat uig nies sages with the association uiut dur-

ing subsequent operation, thc operating route associated with
thc station running thmugh n source of the ussocimion gr uit ui
response to said one of the association request messages and,
il'he source of the association grant is not thc association
uiut. the operating route betwleen the source of the association
gmnt and the association unit previously established for the
source of the association grant in response to association
request messages andior the association yants for interme-
diate smtions. in which network

the association unit Is configured Io tr ulsnut assocuition

pants as responses to received ones of the association
request messages,

at least part of the stations Is conligured to become active to

transmit as sociation grants as responses to received ones
of flle association request meswiges. but only after
switclun to the associated state upon mi association
grant from the association unit or one of tlm nt least part
ol'the stations sw Itchexl to the nssocuited state directly or
indirectly based on an association grant from the asso-
ciation unit

2 A wireless communicntion network accordulg to claim
1, wherein said part of the stations comprises at least one dual
function station, said dual function station being configured
to transnut association grants only after recewing a secondary
association gmnt. the dual function station being configured
to transnut one or more secondary association request mes-
s Igcs to 0'lc assoclafion illllt alollg Ill opcfatlllg route whcil hl
the associated state, only tlm association unit being config-
ured to originate the secondary associauon grant in response
ui the secondary association request message.
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3. A wireless conununicatinn nctw:ork nccording to clnim

2. wherein the dual fi&ncnon station is configured to transmit
information to the association unit indicating from 1&hich of
the stations said dual function station has received transmis-
sions, the association unit being configured to select whether
to grant the secondary association request dependent on said
uiformat&on.

4. A wireless conumufication network according to claim
3. wherein the stations Ble cOnfigurCd Io irmismit discovery
niessages before swltchuig to the associated state, s ud trans-
missions comprising at least the discovery messages.

5 A wireless cominuiucation network according t&i clmm
2. wherein the dual liuiction station coiupnses 8 first and
second unit, each with at least 8 respective mitcnna, coupled
via n mech unmilly flexible connection. Ihe lirst unit being
configurixl to transmit first ones of the association request
messages and to receive first ones of the association granLS,

Ihe second unit bein conf&gurcxf to receii e second ones o I Ihe
association request messages and to the transmit second ones
ol'he associntimi grants in response to tlm firsi ones ol'hc
association request messages.

6. A wireless conununication network according to claim
2. wherein the dual function station is configured to operate
using respective. mutually distinct first and second frequency
chmmels, using thc first friqucncy channel for trmlsmitting
ilss(le&at&on I'cq&lcsl Bless'Igcs Bnd rccclvlllg Bss(&el&it&(in

grants. and using the second frequency channel for receiving
BSS&iclilil&ill ICql&CSI lnCSwlgCS ilixl Irallsilllulllg &ISSOC&all&ill

mnnts.

7. A wireless munmunicdtion network nccording to claim
I. ~herein each station from sn&d at least pari of the stations &s

configured to transmit disco~cry advertisement messages
includin mi identification of)he station frmn said at led(&pari
of tile stations, lllc sllitlolls If&It &ra&Is&ill& Bss(icl'itl(111 I'cqucst
messages being configured to address tlm association request
mcssagcs using identifications Ibnm the disco&wry ixlvcriise-
ment messages.

II. A wireless communication network nccording to claim
7. wherein each siatnm in said at least pari ol'ihe stations is
configurixf to indicate, in the discovery advenisement mes-
sagcm v;hcther the station is enabled to transmit association
rants. the stations tlmt tmnsmit association requests being

c(snfigurixf to transmit association requests addressed to sta-

tions from said nt feast part nf thc stations only if the
addressed station has indicated in at least one of the discovery
advertisement messages that it is enabled to transmit associa-
tion gl illltS,

9. A wireless conununication network accordulg to claim
l. wherein said at least pari of'Ihc stations are conli ured Io

u nnsmlt route information toward the association unit after
transmitting an as sociation grant. the route information defin-
uig the nssocinied route for the stati&m to wluch the associn-
tion grant has been sent.

10 A wireless communication network acconiing to claim
9. wherein said at least part of the stations is conligured to
foiward at least part of the route information towards the
associafion unit, lo store at least a furtlmr part of tlm route
uiforniation and to mute subsequem mess iges from the asso-
c &81 tl (in &in l I to the stat I0 il for wh Ich t hi'. Io ll tc Info fln8110 il wa 8

svnt according In said stored at lent further part
l1. A station for use in a wireless communication nen& ork.

the station comprising a trmlsmitter nrrangcment. a receiver
arrangement and a processor circuit coupled to the transmitter
arrangement and tile recewer arrangement, the processor cir-
cuit being configured to start up in a not-associnted state and
to cause the transnutter armnngement to transuiit association
request messages in the not-associated state, the processor

S(i

circuit being cimtigurcd to switch to ml associated arete upon
reception at the receiver arrangement ofan association grant
in response to one of the association request messages. the
processor circuit being configured to establish an nssociated

s route for comnnuiication with an association unit dunng sub-

sequent conununication of operating messages to an associa-
tion umL the associated route Includmg a source of the asso-
cll tin&i gmnt, 'ind, If thc soli&'cc of Illc 8ssoc&8t1on pant Is not
thi association unit, tlm operating route between the souriv of

ui the assocuition grant and the association umt previously
established for the source of the association grant in response
l(i;is sec&nfl&ill I'.'9u&.'sl lllCSSBgCs Blul/01 &hi: BS SOCIB&1011 glanLS

for uitermediate stations, the processor circuit bein conli-
ured to c misc the transmitter arrangement to initiate mid trans-
lllli i&sane&ill&011 gl ilnis 1&l lisp(i&lac to assoc&&I&&oil ref&&ca& nlcs
sages, but only afier switching to the associated state.

12 A station according to claim 11. wherein the processor
circu&1 is configured, when sw itched lo Ihe associatcxl state, Io

cause the tmnsmitter arrangement to tmnsmit a secondary
s(i dsBoc181&oll rcqucst incssdgc to tile associall&ill nllit. dlld In

cause the transmitter arrangement to transmit the association
gmnts only after receiving a secondary association grmit in
response to said secondary association request message.

13. A station according to claim 11. whereui the processor
circuit is configured to send information to the association
uiut uidicating from wluch one of the stations said dual finic-
tlon station has receiv&xf messages prior to receiving the sec-
ondaiy assocuii&on grant

14. A method of operatuig 8 wireless communication net-
sn work that comprises an Bssociatinn unit nnd a plurality of

stations, the nietluxl compnsing
lnstalbnng the stations in 8 not-associated state;
transmiiling i&ssociation request mcssagcs Irom siaiimls in

the not-associated state:
trailsluittll'Ig thc 'i&sile&81&oil grants ill rcspollsc to thc ass(i-

ciiliion rcqucst tlicssagcs,
swiichuig each station to an associated state when the

station has received an nssociation grant in response to
onc of its nssociabon request mess i is,

dn storing route infomiation dehning a route between the
station tlmt has switched to dm associated state and tlm
association unit, the route including the station that has
sent the associated yant and. if the source of the asso-
ciation grmit is not thc association unit, the operating
route between the source of the assoc mtion gmnnt and the
association unit previously established for the source of
the association grant &n response lo association request
meaaaneea and/Or the aSSOCiatiOn ~nan&S fOr intermediate
staiiolls. w farci&1

0 each association ynnt is transnutted only from the asso-
ciation unit or from an intermediate station, the latter
only afier said inicnnediaie station has sivitchcd to the
associated state upon an association gmnnt from the

associa-

tioninn unit or one nf thc nt least part of the stations
s switched to the associatcx! state directly or uxlirectly

bnsed on an association grant from the association unit.
15 A nmtluxl according to claim 14, wherein Ihe intcrnlc-

duite station &s n dual fi&nction slation, the method comprisuig
transmitting a secondary association rsxfuest message from

&hc dual function station when the dunl fiinct ion is in the
associated state;

I&a&Is(ill&ting (I secondtlfv assocmtlol'I grallt orlglflatltlg
from the association umt in response to the secondary
association request message:

enabling the dual function stntion to transmit thc associa-
tion pants only upon receiving the secondary associa-
tion grant.
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16. A method according to clnim 15, comprising
trmismitting inforniation from the imennediatc station to

the association unit about from which one of the stations
the intcrmcdiati d siauon luis rcccivcd transmissions:

selecting, in thc association unit, wbetlmr to grmlt tlm sec-
onder&'lssocbil lou I'cquiml dcpc&ldclil on sltid ulfonna-
tion

17 A method according io claim 16. liuthcr comprising
transmitting discovery nwssages from the stntions before
s&vitching to lbc associated state, said transinissions rompris-
ing the discovery niessages

1 g A method nccording to claim15, further compri sin llm
steps of:

lransnlitting disrinmry advertisenmill messages frotll al
feast part of the stations. including an identification of
llm station that luis transmitted thc &hscolmry advcrtisc-
nlcflt inca&age;

addressing the association request messages usin ident&-

fications from the discovery advertisement messnges.

19. A method according to claim 1 g. furtlmr coniprising the
steps of:

including on indication in the discovery advertisement
messages, wlmtber thc station that transmits the discov-

S ery advertisement message ls enabled to transnut asso-
ciation gmnts.

lransmlttuig association requests addressed to stauons
only if the addressed stanon lms indicated that lt is
enabfcsf lo lrmismit association grmits.

ul 20 A method according to claim 15, funher compnsln
switching the intermediate station to operate at a first and
sccomg mutually different trmsmission frcqumicy after
switching to the associated state, for directly or indirectly
connnunicating with the association unit nnd for communi-
cating with its assoctlitesf staiions respectively
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MACHINE LEARNING HYPERPARAMETER
ESTIMATION

FIELD OF THE INVENTION

The present invention relates to hyperparameter estima-
tion. More in particular, the present invention relates to a
method and device for determining hyperparameters of clas-
sifiers in machine learning systems and applications.

BACKGROUND

Classifiers are used in machine learning systems to classify
physical objects and/or their (typically digital) representa-
tions. Machine learning systems may, for example, be used to
assist fruit picking robots. The classifier of the machine learn-

ing system is trained to distinguish ripe fruit (e.g. tomatoes)
from unripe fruit. For each fruit item, the classifier determines
a set of parameters which are compared with stored param-
eters in order to classify the items as "ripe" or "unripe". The
classification process is, in turn, controlled by hyperparam-
eters which determine, for example, decision criteria such as
threshold values.

Classifiers are typically trained using a training set pre-
pared on the basis of human input: an operator indicates the
correct classification for the items of the training set. On the
basis of these training data, the correct hyperparameters of the
classifier can be estimated.

Hyperparameters may be determined using various meth-
ods, for example heuristic or statistical optimi sation methods.
However, many heuristic methods are ad hoc methods, while
not all statistical optimisation methods are suitable for deter-
mining hyperparameters.

A particularly efficient yet relatively simple method for
estimating parameters in general is the cross-entropy (CE)
method. This iterative method comprises the repeated steps of
drawing, in a parameterised way, a random sample of candi-
date solutions, and updating the parameters on the basis of the
random sample. At the time of writing, the paper "A Tutorial
on the Cross-Entropy Method" by P. T. de Boer et al. could be
found at http: //iew3. technion. ac.il/CE/tutor. php, said paper is
herewith incorporated in this document in its entirety.

The paper "The cross-entropy method for classification"
by S.Mannor, D. Peleg and R. Rubinstein, Proceedings of the
22 International Conference on Machine Learning, 2005,
discloses an application of the CE algorithm for searching the
space of support vectors. Hyperparameter values are deter-
mined by using a simple grid search, not by using the CE
algorithm, for the reasons discussed below.

The cross-entropy method as described in the above-men-
tioned papers is unfortunately not suitable for determining
hyperparameters. Determining optimal sets of hyperparam-
eter values is a difficult problem due to the extremely large
size ofthe search space: the optimal solution typically is a rare
event. While the cross-entropy method is geared towards
sampling rare event spaces, it is not a priori clear how the
process of drawing hyperparameter values can be parameter-
ised, as the hyperparameter samples are not classical param-
eterised probability density functions.

SUMMARY OF THE INVENTION

It is an object of the present invention to overcome these
and other problems of the Prior Art and to provide a method
and device for determining hyperparameters which allow
efficient methods similar to the cross-entropy method to be
utilized.
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Accordingly, the present invention provides a method of
determining hyperparameters of a classifier in a machine
learning system by iteratively producing an estimate of a
target hyperparameter vector, each iteration comprising the
steps of:

drawing a random sample ofhyperparameter vectors from
a set of possible hyperparameter vectors, and

updating the estimate of the target hyperparameter vector

by using the random sample,

the method being characterised in that each iteration com-
prises the step of:

selecting from the random sample a hyperparameter vector
producing the best result in the present and any previous
iterations,

and in that the step of updating the estimate of the target
hyperparameter vector involves said selected hyperparameter
vector.

By selecting from the random sample a or the hyperparam-

eter vector producing the best result in the present and any

previous iterations, and using said selected hyperparameter

vector to update the estimate of the target hyperparameter

vector, the properties of the best performing hyperparameters

are used to guide the next iteration. In this way, a method

similar to the cross-entropy method can be used effectively

for determining hyperparameters, even when the hyperpa-

rameters are not continuous and their effects are not transpar-

ent. By using the method according to the present invention,

an improved classification accuracy is achieved.

In the method of the present invention, hyperparameter

vectors obtained through randomly sampling a set of hyper-

parameter vectors are used to estimate a desired (that is,

target) hyperparameter vector to be used in the classifier. Each
hyperparameter vector preferably comprises two or more ele-

ments, that is hyperparameters, but it is also possible for a

hyperparameter vector to contain only a single hyperparam-

eter Althoughthe samples are preferably completely random,

pseudo-random samples may be used instead.

In a preferred embodiment, the method according to the
present invention further comprises the steps of:

selecting from the random sample a further hyperparam-
eter vector producing the best result in any previous
iterations, and

restricting the random sample of hyperparameter vectors
by using the further selected hyperparameter vector.

The step ofrestricting the random sample preferably involves
the use of an interval surrounding the further selected hyper-
parameter vector which produces the best result in any pre-
vious iteration.

It is preferred that the step ofrestricting the random sample
is carried out prior to the step ofdetermining the hyperparam-
eter vector producing the best result in the present and any
previous iterations. However, in alternative embodiments, the
step of restricting the random sample is carried out during the
step of updating the estimate of the target hyperparameter
vector.

In a preferred embodiment, E'is the hyperparameter vector
X', at iteration t producing the best result S(X',) in the present
iteration t and all previous iterations (if any). The random
sample X', has elements X', , while the step of updating the
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hyperparameters comprises the step of determining the (tar-

get) hyperparameter v', where

n

g l(s(x') o y') w(x', E')x'

V
n

pl(S(X ) o yt)W(X Et)
~=1

wherein) ' is a threshold value, W is a weighting function and

I(S(X,)~)'1 is an indicator function which is equal to I if
S(X,') greater than or equal to the threshold value ) ', and else
is equal to 0.The weighting function W is preferably given by

10

in that the step of updating the estimate of the target hyper-
parameter vector involves said selected hyperparameter vec-
tor.

The processor may be arranged for carrying out the steps
mentioned above by providing a suitable software program in
the memory associated with the processor. Alternatively, or
additionally, the processor may be designed specifically to
carry out the steps mentioned above.

A machine learning system comprising a device as defined
above and/or arranged for carrying out the method as defined
above is also provided by the present invention. The machine
learning system may comprise hardware and/or software
components.

BRIEF DESCRIPTION OF THE DRAWINGS

g (x,' —E)
g=l

W(X,', E') = 1—

Z (x„') Z (&)
J=1 J=l

Accordingly, the step of updating the hyperparameters may
involve a weighting function based upon a distance function,

preferably a Euclidean distance function. It is noted that when
the Euclidean distance between E'and X', is zero, the weight-
ing function W is equal to one.

The method according to the present invention is typically
carried out by computer apparatus, for example a general
purpose computer system comprising a processor and an
associated memory, one part of the memory storing a soft-
ware program for instructing the processor to carry out the
method steps of the present invention, and another part of the
memory storing data, said data comprising the hyperparam-
eter values referred to above.

The present invention also provides a computer program
product for carrying out the method as defined above. A
computer program product may comprise a set of computer
executable instructions stored on a data carrier, such as a CD
or a DVD. The set ofcomputer executable instructions, which
allows a programmable computer to carry out the method as
defined above, may also be available for downloading from a
remote server, for example via the Internet.

The present invention additionally provides a classifier for
use in a machine learning system, the classifier being
arranged for using hyperparameters as control parameters,
wherein the hyperparameters have been determined by the
method according to any of the preceding claims. The clas-
sifier is preferably embodied in software, but may also be
embodied in hardware, or in a combination of hardware and
software.

The present invention still further provides a device for
determining hyperparameters of a classifier in a machine
learning system, the device comprising a processor arranged
for iteratively producing estimates of a target hyperparameter
vector, each iteration comprising the steps of:

drawing a random sample of hyperparameter vectors from
a set of possible hyperparameter vectors, and

updating the estimate of the target hyperparameter vector
by using the random sample,

the device being characterised in that the processor is
arranged such that each iteration comprises the step of:

selecting from the random sample a hyperparameter vector
producing the best result in the present iteration and any
previous iterations, and
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The present invention will further be explained below with
reference to exemplary embodiments illustrated in the
accompanying drawings, in which:

FIG. 1 schematically shows a classifier having hyperpa-
rameters as input control variables.

FIG. 2 schematically shows a device for determining
hyperparameters according to the present invention.

FIG. 3 schematically shows a machine learning system
according to the present invention.

DETAILED DESCRIPTION OF THE DRAWINGS

The classifier (C) 1 shown schematically in FIG. 1 receives
feature data FD and hyperparameters HP, and produces clas-
sification data CD. The feature data FD may include image
data produced by a CCD (Charge Coupled Device) array or
other light-sensitive device. Additionally, the feature data FD
may include sound data or data concerning database items,
such as library data (book numbers and titles). The classifier
may be constituted by an apparatus (hardware embodiment),
but is preferably constituted by a software program running
on a computer apparatus, for example a general purpose com-
puter ("personal computer"), a dedicated computer, or other
suitable apparatus.

The classifier 1 is capable of classifying the items repre-
sented by the input feature data FD. The feature data FD
typically comprise parameters of the items, for example their
size and/or colour in the case of fruit or machine parts. Under
control of the hyperparameters HP the items are each
assigned to a class, for example "ripe" in the case of fruit. At
least two different classes are used, and typically an item is
assigned to one class only.

The hyperparameters HP determine the decision function
of the classifier that classifies items. For example, when this
function is based upon thresholding, items producing an
aggregate value (derived from the feature values) equal to or
greater than the threshold are assigned to class A, while items
producing a value smaller than the threshold are assigned to
class B.It is noted that other classification techniques may be
used as well.

Applications of the classifier 1 include picking fruit, sort-

ing parts (e.g. machine parts), classifying books, selecting
songs, recognising adult video material, detecting damage,
etc.

The present invention allows a method similar to the cross-
entropy (CE) method to be used for estimating and determin-
ing hyperparameters. To this end, the present invention pro-
poses to include a memory facility into the algorithm by
preserving samples which produce a good result (the result
being defined by a suitable function, such as a loss function).
Additionally, or alternatively, the sampling of candidate
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hyperparameter settings is made dependent on the (hyper)
parameter vector updated by the algorithm, and/or a suitably
weighting function (also known as "change of measure" or
"likelihood ratio" in the CE algorithm) guiding the search
process should be provided.

The method of the present invention uses parameters N, p
and )1which are typically predetermined. It is noted that these
parameters may be thought of as hyperparameters of the
method but are distinct from the hyperparameters to be deter-

mined by the method. The parameter N represents the number
of random draws; the parameter N may for example be equal
to 10, 100 or 1000.

In the iterations a parameter n is used which represents the
size of each data vector, that is, the number of elements X, of
each hyperparameter vector X, of the set of possible hyper-
parameter vectors. The parameter n may for example be equal
to 5, 10or 100, although other numbers are also possible. The
parameter p represents a fraction and may have a value rang-
ing from 0.2 to 0.01, although other values may also be used.
The width parameter )1, which will be explained in more detail
below, indicates a preferred sampling interval.

The initial set of target hyperparameters, the hyperparam-
eter vector u, can typically be chosen arbitrarily. Each esti-
mated (target) hyperparameter vector v' at point in time (or
iteration number) t consists of hyperparameters v'.

In the present invention, the "best" hyperparameter vector
v of iterations I. . . t is kept for use in the next iteration and is
denoted E'. This "best" (or "elitist" ) hyperparameter vector is
found using a function S(Xg which may be a loss function or
any other suitable function producing a result value based
upon X'. The value of S(Xg may also be viewed as an impor-
tance measure. The value ofX' corresponding with the maxi-
mum value of S(Xg is denoted argmax S(Xg. In addition, the
values of S(Xg are ranked and are used to determine a thresh-
old) ', involving p and N to determine the ((I—p)N)' value of
the ranked values of S(Xg. It is noted that the number ((I—p)
N) is not necessarily an integer and is therefore rounded up,
expressed mathematically as i((I —p)N].

Subsequently, the (target) hyperparameters are determined
using an expression involving indicator functions
I(S(X',)))'1 and weighting functions W(X, ; Eg. The indica-
tion functions are equal to I when S(X',)~) ' and equal to 0
when S(X',)()'. The weighting functions W(X, ; Eg, also
known as "change ofmeasure" functions, have the data vector
elements X, (actually X',) and E' as input variables. This
implies that the best data vector E' of the present iteration is
used to determine the (target) hyperparameters.

The weighting function W(X', ; Eg is preferably defined as:

Q (x,' —E)
g=l

W(X,', E') = 1—

Z lx,'1 Z (&1
J=1 J=l

This function produces a value of I when the Euclidean
distance between a sample and the "best" sample is 0.

Accordingly, a preferred embodiment of the method
according to the present invention comprises the following
steps:
1.Choose initial parameters N, p and )1and generate an initial

(target) hyperparameter vector u.
2. Let v =E ~ and set iteration number t=l.
3.Generate a random sample X'„.. . , X' ofhyperparameters

drawn from a (given) set ofpossible hyperparameters. The
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random sample preferably is restricted by v' '. Compute
the performance S(X',) for every value of i and rank the
results: Sl»=. . . =S11.Compute)'=S „,„andcom-
pute E'=argmax v. .

4. For every (target) hyperparameter v' let

n

g l(s(x'1 ) y') w(x', E')x'

V
n

g l(S(X ) o yt)W(X Et)
~=1

(21

5. Let t:M+I, repeat from step 3 until the stopping condition
is met.

The final set v ofj (target) hyperparameters v is the desired
optimal set.

By using the best sample E' in hyperparameter estimation/
update formula (2), the better results are reinforced, leading
to a more efficient convergence of the method. In addition,
discontinuity problems associated with hyperparameters are
overcome by the method of the present invention.

The stopping criterion (or condition) is preferably a non-

changing value of the parameter )
' during a number of itera-

tions, but could also be a threshold value. The value S„,
is determined using the ((I—p)N)' value of S in the ranking

Sl»~. . . (Sl 1, where rounding up may be used if this value
is not an integer. The weighting function W(X', ; Eg used in
formula (2) is preferably defined by formula (I) above.

The method ofthe present invention may be summarized as
deriving a target hyperparameter vector from a random
sample of hyperparameter vectors while taking the perfor-
mance of the hyperparameters of the random sample into
account.

The restriction which may be applied when generating a
random sample at time t in step 3 may be defined by the
interval:

[v', *tt-) l,v', *(1+)ll (31

where )1 is a width parameter and "*"denoted multiplication.
If the sample X', lies within this interval, its distance relative
to the best sample E' of the previous iteration is limited to the
value of )r. It is noted that the use of this interval is preferred
but not essential as the method of the present invention could
be carried out without using this interval.

The device 2 for determining hyperparameters comprises a
processor ()rP) 21 and an associated memory (M) 22. The
memory stores both instructions for the processor and data.
The device 2 receives parameters P (more in general: feature
data), such as the parameters p and )1 mentioned above, and
outputs hyperparameters HP. The stored instructions allow
the processor to carry out the method according to the present
invention.

The machine learning system 10 shown merely by way of
non-limiting example in FIG. 3 comprises a classifier (C) 1
and a device (H) 2 for determining hyperparameters. The
machine learning system 10may further comprise at least one
sensor (S)3 and a display screen (D) 4. The sensor 3 serves to
collect data while the display screen 4 serves to display clas-
sification result and other data.

The present invention is based upon the insight that meth-
ods similar to the cross-entropy method can be adapted for
hyperparameter estimation by adding a best performance
preservation feature. The present invention benefits from the
additional insight that the best performance in a particular
iteration may be preserved by restricting the sample using the
best performance of the previous iterations.
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It is noted that any terms used in this document should not
be construed so as to limit the scope of the present invention.
In particular, the words "comprise(s)" and "comprising" are
not meant to exclude any elements not specifically stated.
Single (circuit) elements may be substituted with multiple
(circuit) elements or with their equivalents.

It will be understood by those skilled in the art that the
present invention is not limited to the embodiments illustrated
above and that many modifications and additions may be

10
made without departing from the scope of the invention as
defined in the appending claims.

n

g l(S(X') o y') W(X,', E')X„'

V
n

g l(S(X ) o yt)W(X Et)
~=1

wherein 7' is a threshold value and W is a weighting function.
10.The method according to claim 9, wherein the weight-

ing function W is given by

The invention claimed is:
1.A method ofdetermining hyperparameters ofa classifier

in a machine learning system by iteratively producing an
estimate of a target hyperparameter vector, each iteration
comprising the steps of:

drawing a random sample of hyperparameter vectors from
a set of possible hyperparameter vectors, 20

updating the estimate of the target hyperparameter vector

by using the random sample, and

selecting, from the random sample ofhyperparameter vec-
tors, a hyperparameter vector producing a best result in
the present and any previous iterations, and wherein the 23

step of updating the estimate of the target hyperparam-
eter vector uses said hyperparameter vector producing
the best result.

2. The method according to claim 1, further comprising the
30

steps of:
selecting a further hyperparameter vector producing the

best result in any previous iterations, and
restricting the random sample of hyperparameter vectors

by using the further selected hyperparameter vector.
3. The method according to claim 2, wherein the step of

restricting the random sample of hyperparameter vectors
involves using an interval surrounding the further selected
hyperparameter vector.

4. The method according to claim 3, wherein the step of 40

restricting the random sample of hyperparameter vectors is
carried out prior to the step of selecting the hyperparameter
vector producing the best result in the present and any previ-
ous iterations.

5. The method according to claim 3, wherein the step of 43

restricting the random sample of hyperparameter vectors is
carried out during the step of updating the estimate of the
target hyperparameter vector.

6. The method according to claim 2, wherein the step of
SO

restricting the random sample of hyperparameter vectors is
carried out prior to the step of selecting the hyperparameter
vector producing the best result in the present and any previ-
ous iterations.

7. The method according to claim 2, wherein the step of ss
restricting the random sample of hyperparameter vectors is
carried out during the step of updating the estimate of the
target hyperparameter vector.

S. The method according to claim 1, wherein the step of
updating the estimate of the hyperparameter vector uses a 60

weighting function.
9. The method according to claim 1, wherein E' is the

selected hyperparameter vector X', at iteration t producing the
best result S(X',), the selected hyperparameter vector X', hav-

ing elements X', , wherein the step ofupdating the estimate of 6s

the target hyperparameter vector comprises the step of deter-
mining the hyperparameter v', where

g (X,~
—E~ )

g=l

W(X,', E') = 1—

Z 1X,') Z (&)
g=1 g=l

11.The method according to claim 1,wherein the steps are
carried out by a programmed computer apparatus including a
processor and a computer readable medium including com-
puter executable instructions.

12.A classifier for use in a machine learning system, the
classifier using hyperparameters as control parameters,
wherein the hyperparameters are determined according to the
set of steps recited in claim 1.

13.A non-transitory computer readable medium product
including computer-executable instructions for carrying out a
method of determining hyperparameters of a classifier in a
machine learning system by iteratively producing an estimate
of a target hyperparameter vector, each iteration comprising
the steps of:

drawing a random sample ofhyperparameter vectors from
a set of possible hyperparameter vectors,

updating the estimate of the target hyperparameter vector
by using the random sample, and

selecting, from the random sample ofhyperparameter vec-
tors, a hyperparameter vector producing a best result in
the present and any previous iterations, and wherein the
step of updating the estimate of the target hyperparam-
eter vector uses said hyperparameter vector producing
the best result.

14.A device for determining hyperparameters of a classi-
fier in a machine learning system, the device comprising a
processor arranged for iteratively producing an estimate of a
target hyperparameter vector, each iteration comprising the
steps of:

drawing a random sample ofhyperparameter vectors from
a set of possible hyperparameter vectors,

updating the estimate of the hyperparameter vector by
using the random sample, and

selecting, from the random sample ofhyperparameter vec-
tors, a hyperparameter vector producing a best result in
the present and any previous iterations, and wherein the
step of updating the estimate of the target hyperparam-
eter vector uses said hyperparameter vector producing
the best result.

15.The device according to claim 14, wherein the proces-
sor is further arranged for:

selecting a further hyperparameter vector producing the
best result in any previous iterations, and

restricting the random sample by using the hyperparameter
vector producing the best result in any previous iteration.

16.A machine learning system, comprising the device for
determining hyperparameters of a classifier defined in claim
14.
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DRAFT 
5/28/2025 

IN THE UNITED STATES DISTRICT COURT 
FOR THE WESTERN DISTRICT OF TEXAS 

AUSTIN DIVISION 
 

 
K.MIZRA LLC, 
 
 Plaintiff, 
 
v. 
 
GOOGLE LLC, 
 
 Defendant. 
 

 
Civil Action No.: 1:25-cv-00236-ADA 

 
 
 

Jury Trial Demanded  

 
FIRST AMENDED COMPLAINT FOR PATENT INFRINGEMENT 

 
Plaintiff K.Mizra LLC ("K.Mizra") files this First Amended Complaint for patent 

infringement against Defendant Google LLC ("Google"), alleging as follows: 
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38 https://openthread.io/guides/thread-primer/router-selection 
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I. INTRODUCTION 

1. K.Mizra is a patent licensing company run by experienced management. The 

company focuses on high-value, high-quality patents and owns patent portfolios originating from 

a wide array of inventors, including patents and patent portfolios developed by well-known 

multinational corporations such as IBM, Intel, Rambus and others, as well as from research 

institutes such as Nederlandse Organisatie voor Toegespast Natuurwetenschappelijk Onderzoek 

(Netherlands Organization for Applied Scientific Research). By focusing on high-quality patents, 

K.Mizra provides a secondary market that enables inventors to recoup their research and 

development investments and to continue their innovations. K.Mizra offers licenses to its patents 

on reasonable terms and, in this way, plays an important role in the development of technologies 

that improve businesses and lives. 

A. The Asserted Zero Trust Network Security Patent 

2. K.Mizra is the owner by assignment of United States Patent No. 8,234,705 ("the 

'705 Patent") ("the Asserted Zero Trust Network Security Patent"). The Patent wase involved in 

unsuccessful Inter Partes Review proceeding ("IPRs"), several now-resolved federal court 

litigations, and was originally invented by two highly-respected and prolific inventors—James A. 

Roskind and Aaron T. Emigh.  

3. The Asserted Zero Trust Network Security Patent was originally owned by Dr. 

Roskind's and Mr. Emigh's company, Radix Labs, LLC. Dr. Roskind and Mr. Emigh were then, 

and remain today, focused on innovation, conducting new research, developing new technologies, 

and creating new and innovative computer products and systems.  

4. Dr. Roskind, a co-inventor of these Patents, has bachelors, masters, and doctorate 

degrees from MIT in both electrical engineering and computer science and is a named inventor of 

Case 3:25-cv-08107-JCS     Document 1-4     Filed 09/24/25     Page 6 of 78

K.Mizra LLC, Ex. 2001, p. 44 
Google LLC v. K.Mizra LLC 

IPR2025-01436



2 

over 300 U.S. patents. He has worked for Netscape as the Chief Architect and as the Netcenter 

Security Architect and was a co-founder of Infoseek, a company acquired by Disney for $770 

million. Dr. Roskind also was a key developer of Google's "transport protocol" that provides the 

tech giant billions of dollars in value every year. 

5. Mr. Emigh, also a co-inventor of the Asserted Zero Trust Network Security Patents, 

graduated from the University of California, Santa Cruz with degrees in linguistics and computer 

and information sciences and is a named inventor of over 140 patents. Before working with Dr. 

Roskind, Mr. Emigh worked in various software-development positions, including software 

manager, architect, and engineer for Unicom and manager for the software development and 

technical marketing groups of Philips TriMedia. He has founded or co-founded many companies 

in addition to Radix Labs, LLC, including CommerceFlow, Inc., which was acquired by eBay for 

the technology that Mr. Emigh helped develop. 

6. After the Asserted Zero Trust Network Security Patent was issued, Dr. Roskind and 

Mr. Emigh recouped their research and development investment by selling certain technology 

rights and continued to work independently on their individual technological pursuits. K.Mizra 

ultimately acquired the Asserted Zero Trust Network Security Patent and licensed it to many major 

companies operating in the computer technology space. Some of those companies, including 

previously accused infringers, chose to test the validity of the Asserted Zero Trust Network 

Security Patent before accepting a license to the Patent.  

7. For example, accused infringers of the Asserted Zero Trust Network Security 

Patent previously sought IPRs by the Patent Trial and Appeal Board ("PTAB") of both of the 

Asserted Zero Trust Network Security Patents. A Final Written Decision ("Decision") issued in 

the IPR for the '705 Patent concluded that the petitioners had not shown by a preponderance of the 
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evidence that the claims at issue were unpatentable.  The '705 Patent IPR Decision was appealed 

to the U.S. Court of Appeals for the Federal Circuit ("CAFC"), resulting in a procedurally-focused 

remand back to the PTAB. The PTAB recently dismissed the IPR Petition with prejudice.  

8. The Asserted Zero Trust Network Security Patent was previously asserted by 

K.Mizra in this District against Cisco Systems, Inc. in K.Mizra v. Cisco Systems, Inc. (Civil Action 

No. 6:20-cv-01031-ADA), a case assigned to Judge Albright which resolved in September 2024, 

only a few weeks prior to trial being scheduled to commence. In that action, Judge Albright not 

only conducted a claim construction hearing and issued several important constructions of disputed 

claim terms, he also ruled on numerous summary judgment and Daubert motions as part of a final 

pretrial conference. As such, Judge Albright is well-versed in the technology involved with the 

Asserted Zero Trust Network Security Patent, K.Mizra and other issues here likely to be involved. 

B. The Asserted Hyperparameter Tuning Patent 

9. K.Mizra is also the owner by assignment of United States Patent No. 8,438,120 

("the '120 Patent" or "the Asserted Hyperparameter Tuning Patent"). The '120 Patent has not 

previously been asserted or involved in any post issuance proceedings and was invented by 

Stephan Alexander Raaijmakers of the Nederlandse Organisatie Voor Toegepast-

Natuurwetenschappelijk Onderzoek TNO, a well-known and widely respected technology 

research institution (“TNO”).  

C. The Asserted Mesh Networking Patent  

10. K.Mizra is also the owner by assignment of United States Patent No. 8,144,717 

("the '717 Patent" or "the Mesh Networking Patent"). The '717 Patent has also not previously been 

asserted or involved in any post issuance proceedings and was invented by Marinus Johannes 

Blange and Miodrag Djurica of the TNO.  
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D. K.Mizra's Licensing Model 

11. The '705 Patent, '120 Patent and '717 Patents are collectively referred herein as "the 

Asserted Patents". K.Mizra remains ready, willing, and able to provide commercially reasonable 

licenses for its various patented technologies, including its Asserted Patents, to all entities who 

wish or need to use its covered technologies internally or in connection with products or services 

offered to others. As outlined below, Google is one such entity. 

II. THE PARTIES 

12. K.Mizra is a Delaware limited liability company with a mailing address of 777 

Brickell Avenue, #500-96031, Miami, Florida 33131, and operates in Florida. 

13. K.Mizra is the owner by assignment of the Asserted Patents. 

14. Upon information and belief, Google is a corporation organized and existing under 

the laws of the state of Delaware, with a principal place of business at 1600 Amphitheatre Parkway, 

Mountain View, California 94043. 

15. Upon information and belief, Google maintains an office in this District at 500 West 

Second Street, Austin, Texas 78701. 

16. Upon information and belief, Google employs hundreds of people in its Austin, 

Texas office, including persons with knowledge of the Google products and technology at issue in 

this case. 

17. Upon information and belief, Google is also registered to do business in Texas and 

may be served with process by serving Corporation Service Company, Google's registered agent 

in Texas located at 211 East Seventh Street, Suite 620, Austin, Texas 78701-3218. 
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III. JURISDICTION AND VENUE 

18. This is an action for patent infringement under the patent laws of the United States, 

35 U.S.C. §§ 1 et seq., including 35 U.S.C. §§ 271, 281, and 284, among others. The Court has 

subject-matter jurisdiction over the claims raised in this action pursuant to 28 U.S.C. §§ 1331 and 

1338(a). 

19. This Court has personal jurisdiction over Google by virtue of, inter alia, its conduct 

of business in this District, its registration to do business in Texas, its appointment of a registered 

agent in Texas, its employment of hundreds of persons in its Austin office located in this District, 

and its substantial, continuous, and systematic contacts with the state of Texas and this District. 

Google intentionally markets and sells its infringing products directly and through agents to 

residents of Texas, enjoys substantial income from its business activities in the state of Texas and 

this District, and/or directly, by its own actions, and/or in combination with actions of customers 

and others under its control, has committed acts of patent infringement in this District at least by 

selling infringing products in this District. 

IV. GENERAL ALLEGATIONS 

A. The Zero Trust Network Security Patent and Google's Infringement  

20. K.Mizra is the sole owner by assignment of the Asserted Zero Trust Network 

Security Patent with the full and exclusive right to enforce the Patent. K.Mizra is also entitled to 

sue to collect damages for all past infringement of the Asserted Zero Trust Network Security 

Patent. 

21. The '705 Patent, titled "Contagion Isolation and Inoculation," was issued by the 

USPTO to Inventors Roskind and Emigh on July 31, 2012. A true and correct copy of the '705 

Patent is attached hereto as Exhibit 1 and incorporated by reference. 
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22. The Asserted Zero Trust Network Security Patent claims priority to U.S. 

Provisional Application No. 60/613,909, filed on September 27, 2004 (the "Provisional 

Application") and is entitled to that priority date. 

1. Prior Licensing and Litigation Concerning  
the Asserted Zero Trust Network Security Patent 
 

23. The Asserted Zero Trust Network Security Patent has been owned by several 

entities, in addition to Radix and K.Mizra, with some of those entities issuing to third parties 

certain rights to the technologies covered thereby. 

24. K.Mizra has been involved in several actions it was required to institute to protect 

its patent rights, including actions involving the Asserted Zero Trust Network Security Patent. 

Most of those actions resulted in the execution of confidential patent license agreements. 

25. Google is not and has never been a licensee of the Asserted Zero Trust Network 

Security Patent nor had any rights to use technologies covered by the Patent. Google thus has no 

right (and is entitled to no right) to use technology covered by the Asserted Zero Trust Network 

Security Patent. 

2. Computer Network Security Problems In 2004 Solved  
by the Asserted Zero Trust Network Security Patents 

 
26. The technology described in the Asserted Zero Trust Network Security Patent was 

invented by Dr. Roskind and Mr. Emigh, two colleagues living in the same area who had similar 

interests in innovating computer-related technologies. In 2003, the inventors decided to create a 

business—Radix Labs, LLC—which focused on developing intellectual property related to 

various computer technologies, including computer network security technologies. The inventors 

focused on conceiving and reducing to practice inventions that they knew were needed (or soon 

Case 3:25-cv-08107-JCS     Document 1-4     Filed 09/24/25     Page 11 of 78

K.Mizra LLC, Ex. 2001, p. 49 
Google LLC v. K.Mizra LLC 

IPR2025-01436



7 

would be needed) in the computer networking industry and then on drafting patent applications to 

capture and protect their technological innovations.  

27. In September of 2004, the inventors filed the Provisional Application to which the 

Asserted Zero Trust Network Security Patent claims priority. The Provisional Application 

described technology that focused on securing a computer network against the threats to which it 

was exposed when computer endpoints (e.g., laptop computers, smart phones, tablets, etc.,) were 

connected to a computer network. The Provisional Application, and by natural extension the 

Asserted Zero Trust Network Security Patent, also focus on remedying and/or quarantining those 

threats to mitigate any damage to the secured network. 

28. Claims of the Asserted Zero Trust Network Security Patent are directed to 

technological solutions that address specific challenges grounded in computer network security. 

Maintaining the security of computer systems and networks is a tremendous concern for modern 

enterprises, since a breach of an internal network can have severe repercussions, including major 

financial losses, data theft, disclosure of sensitive information, network disruptions, data 

corruption, etc. The inventors of the Asserted Zero Trust Network Security Patent understood that 

while a network security appliance or hardware can be adept at keeping out unwanted external 

intrusions from the network, the most exploitable vulnerabilities of most networks are the end-user 

computers that roam throughout various public and private network domains, potentially exposing 

those computers to infection and then accessing and potentially infecting the entire and presumably 

secure computer network. 

29. For example, the '705 Patent explains that 

Laptop and wireless computers and other mobile systems pose a threat to elements 
comprising and/or connected to a network service provider, enterprise, or other 
protected network to which they reconnect after a period of connection to one or 
more networks and/or systems that are not part of the service provider, enterprise, 
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or other protected network. By roaming to unknown domains, such as the Internet, 
and/or connecting to such domains through public, wireless, and/or otherwise less 
secure access nodes, such mobile systems may become infected by computer 
viruses, worms, backdoors, and/or countless other threats and/or exploits and/or 
have unauthorized software installed; have software installed on the mobile system 
by an operator of the protected network for the protection of the mobile system 
and/or the protected network removed or altered without authorization and/or have 
configurations, settings, security data, and/or other data added, removed, and/or 
changed in authorized ways and/or by unauthorized person. 
 

See, e.g., Ex. 1 at 1:14–31. 

30. The solution to these problems—as specified and claimed in the Asserted Zero 

Trust Network Security Patent—was an advanced departure from the conventional network access 

control solutions then in use and was then, as it remains today, patent eligible, highly valuable, 

novel, and non-obvious technology. 

3. K.Mizra's Asserted Zero Trust Network  
Security Patent Claims Are Presumed Valid 

 
31. K.Mizra asserts that Claims 12, 13, 16 and 19 of the '705 Patent have been directly 

infringed, either literally or under the doctrine of equivalents by Google. These claims are referred 

to herein as the "Asserted Zero Trust Network Security Claims."  

32. None of the Asserted Zero Trust Network Security Claims are directed to abstract 

ideas, and each employs inventive concepts and is directed to patent-eligible subject matter. All 

claims of the Asserted Zero Trust Network Security Patent are also presumed to be valid and 

enforceable against Google and others. 

33. Indeed, the Asserted Zero Trust Network Security Patent's specification and claims 

demonstrate that the need satisfied by the inventions of the Asserted Zero Trust Network Security 

Claims was long-felt in the industry and thus unconventional. As one example, the '705 Patent 

explains that mobile end user devices such as laptops and wireless computers pose a threat to 

protected network elements because those devices may access unsecure systems and thereby 

Case 3:25-cv-08107-JCS     Document 1-4     Filed 09/24/25     Page 13 of 78

K.Mizra LLC, Ex. 2001, p. 51 
Google LLC v. K.Mizra LLC 

IPR2025-01436



9 

“become infected by computer viruses, worms, backdoors, and/or countless other threats and/or 

exploits and/or have unauthorized software installed; have software installed on the mobile system 

by an operator of the protected network for the protection of the mobile system and/or the protected 

network removed or altered without authorization; and/or have configurations, settings, security 

data, and/or other data added, removed, and/or changed in unauthorized ways and/or by 

unauthorized person[s].”  Ex. 1 at 1:23-31. Similarly, stationary systems such as desktop 

computers “may become infected, e.g., due to receipt and execution of malicious code via a 

network or other communication and/or a diskette and/or other removable media.” Ex. 1 at 1:31-

34. This poses a danger to a protected network because, when the user device connects to the 

protected network, “a system may infect or otherwise harm resources associated with the protected 

network before measures can be taken to detect and prevent the spread of such infections or harm. 

Ex. 1 at 1:34-38. The Asserted Zero Trust Network Security Patent's specification further provides 

that "[t]herefore, there is a need for a reliable way to ensure that a system does not infect or 

otherwise harm other network resources when connected to a protected network." Id. at 1:38-41. 

34. The specification (including the provisions quoted above), the figures (including 

those included below), and the text related to the figures further illustrate the complex, tiered 

network system architecture of the inventions captured by the Asserted Zero Trust Network 

Security Claims. These figures include the following:  
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See Ex. 1 at Fig. 2B. 
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See id. at Fig. 10A. 

35. The Asserted Zero Trust Network Security Claims focus on being able to receive, 

understand and act upon information provided by specific tamperproof hardware that must interact 

with unique software to improve network access control technology and protect a secure computer 

network and the data stored thereon from infected devices. As such, the Asserted Zero Trust 

Network Security Claims are eligible as a matter of law for patent protection under step one of 

Alice Corp. v. CLS Bank Int'l, 573 U.S. 208, 216 (2014). 

36. All actions and steps recited in the Asserted Zero Trust Network Security Claims, 

including the act of quarantining endpoints or other computers, if necessary, require the 

involvement of various hardware components running dedicated software both before, during, and 

after the selection and isolation of an endpoint device. Said another way, claims directed to 

allowing a machine to automatically and dynamically select and isolate an unsafe device 
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attempting to access a secure network is not simply adding a generic computer component to a 

fundamentally human process. Rather, it is removing the once-necessary human intervention from 

a fundamentally mechanical process, an "improvement in the functioning of a" networked system 

that simply cannot be considered directed to an abstract concept. Enfish LLC v. Microsoft Corp., 

822 F.3d 1327, 1339 (Fed. Cir. 2016).  These technological acts were unconventional and unknown 

in the art existing in 2004. 

37. As the specification confirms, the improvement captured by the Asserted Zero 

Trust Network Security Claims is not simply quarantining an infected device, but it is instead a 

multi-faceted network system involving multiple interrelated software and hardware components 

to protect a network from known and unknown threats. Specifically, the Asserted Zero Trust 

Network Security Patent discloses that to reduce the burdens of having to manually identify, 

connect to, isolate, and remove malicious software from an infected endpoint, the networked 

system can direct an unclean endpoint (referred to in the Patent as a “host computer”) attempting 

to connect to the secure network to a form of remediation, such as downloading a software patch 

or a software update, removing material from, enabling certain settings, etc. present on the 

endpoint.  See Ex. 1 at 1:14–41.  

38. Indeed, the inventions of the Asserted Zero Trust Network Security Claims are each 

tethered to these advances, none of which, individually, and certainly not as an ordered 

combination, was conventional in the computer network security field in 2004.  Indeed, these 

claims recite then-unconventional systems and technology that automatically and dynamically 

detect an insecure condition by contacting a trusted computing base located on an endpoint, 

receiving a response therefrom, determining if that response contains a valid identification of 

cleanliness, and configuring and implementing any needed remediation action upon. See, e.g., Ex. 
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1, Claim 19. More specifically, the Asserted Zero Trust Network Security Claims require a system 

to communicate with a "trusted computing base" to determine when a response includes a valid 

digitally signed attestation of cleanliness, and to control access to the network accordingly. These 

Asserted Zero Trust Network Security Claims are thus directed to a machine-implemented solution 

resolving a machine-specific problem, i.e. a machine's difficulty in detecting, isolating, and 

remediating infected endpoint devices (e.g., host computers) to prevent contagion of and damage 

to the larger computer network.  These technological acts were completely unconventional in the 

relevant field in 2004.   

4. Failed IPRs Brought Against the  
Asserted Zero Trust Network Security Patents 

 
39. Fortune 100 companies accused of infringing the Asserted Zero Trust Network 

Security Patent previously filed petitions for IPRs against it, alleging that the claims thereof should 

be held invalid as either anticipated or obvious considering art not previously considered. 

Ultimately, the PTAB instituted an IPR against the '705 Patent, with similar third party IPRs that 

were subsequently filed being joined to the first-filed and instituted IPR. 

40. The PTAB eventually issued its decision holding that no claims of the '705 Patent 

were unpatentable, finding that no asserted prior art reference alone or in combination satisfied the 

limitation of "providing . . . an IP address of a quarantine server configured to serve the quarantine 

notification page" that was present in all claims of the '705 Patent. 

41. The '705 Patent IPR Decision was then appealed to the CAFC, which reversed the 

PTAB's Decision on a few narrow procedural issues involving proof that the asserted prior art 

references would be combined by a person having ordinary skill in the art, as alleged by the 

petitioners. 

42. The IPRs have now all dismissed with prejudice by the PTAB. 
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5. Google's Infringing Chrome Enterprise Premium Product 

43. Google has been and continues to make, sell, use, offer to sell, import into and/or 

export out of the United States a product known as Chrome Enterprise Premium ("CEP"), a 

computer network access and security product.  These actions directly infringe the Asserted Zero 

Trust Network Security Patent in violation of 35 U.S.C. § 271(a).  (Attached as Exhibit 2 and 

incorporated herein by this reference, is a preliminary claim chart explaining Google's infringing 

conduct.) 

44. CEP is a secure enterprise solution that provides integrated threat and data 

protection and offers scalable context-aware access controls for software-as-a-service (SaaS) and 

Web Apps, helping to mitigate data exfiltration from secure networks.  CEP achieves these goals 

by being designed to operate within an environment of endpoint that include a trusted computing 

base ("TCB") with a trusted platform module ("TPM") and a Chrome browser.  When such a 

configured endpoint seeks to enter a protected network, the CEP running on Google’s cloud 

obtains posture information stored in the TCB’s TPM of the endpoint.  CEP, which integrates 

several security features and functions that Google offers in CEP and in other products, such as 

Endpoint Verification, Context-Aware Access, certificate-based access, Verified Access, Policy 

Remediation, and others, then uses the provided information to make decisions about whether the 

requesting endpoint should be granted access to the protected network, if it should be remediated, 

quarantined, etc., and then sends to the endpoint appropriate information, etc. 

45. As Google has explained it:   

Browsers are more than just a portal to the Internet: They are the new endpoint where 

almost every high-value activity and interaction in the enterprise takes place. 

Authentication, access, communication and collaboration, administration, and even coding 

are all browser-based activities in the modern enterprise.  
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Endpoint security is growing more challenging due to remote work, reliance on an 

extended workforce, and the proliferation of new devices that aren't part of an 

organization's managed fleet. As these trends continue to accelerate and converge, it's clear 

that the browser is a natural enforcement point for endpoint security in the modern 

enterprise. GartnerⓇ research predicts "enterprise browsers will be the core platform for 

delivering workforce productivity and security software on managed and unmanaged 

devices for a seamless hybrid work experience." 

 

Get advanced security with Chrome Enterprise Premium 

 

Users around the world already use Chrome on their digital devices to access information 

and get work done safely across Windows, macOS, ChromeOS, Android, and iOS. As a 

leader in browser security, Chrome has built features and best practices that have disrupted, 

and then established, industry norms.  

 

For example, we introduced advanced security sandboxing and novel exploit mitigations, 

and we lead the industry in our response time to zero-day vulnerabilities. We also continue 

to advance security, and recently announced work that uses AI to do privacy-preserving, 

real-time checks of websites to help protect users from increasingly sophisticated attacks. 

Chrome Enterprise Premium builds on the core capabilities available in Chrome 

Enterprise, which gives organizations the secure, reliable browser their employees prefer 

to use with management tools for IT and security teams built in. 

 
 

Chrome Enterprise Premium offers additional advanced security capabilities, including: 
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• Enterprise controls enforce policies, manage software updates and extensions to 

align with enterprise policies, and support RDP, SCP, SSH and other TCP 

protocols; 

• Security insights and reporting support event reporting, device reporting, and 

forensic capabilities for enterprise-wide visibility, and can integrate with other 

Google and third-party security solutions; 

• Context-aware access controls can be scaled for web applications, can help 

enforce continuous Zero Trust access to SaaS and web-based apps with context-

aware access control, and can mitigate data exfiltration risks for sanctioned and 

unsanctioned applications; and  

• Threat and data protection delivers content inspection and data loss prevention, 

anti-malware, and anti-phishing using frontline intelligence and AI, dynamic URL 

filtering, and site categorization. 

Organizations using Chrome Enterprise Premium benefit from Google's threat intelligence, 

security features, and Zero Trust access via Google's secure global network. See 

https://cloud.google.com/blog/products/identity-security/introducing-chrome-enterprise-

premium, attached as Exhibit 3 and incorporated herein by this reference.   

46. CEP is based on Google's "BeyondCorp" product. See, e.g., 

https://cloud.google.com/beyondcorp-enterprise/docs/access-

protection#:~:text=Based%20on%20the%20BeyondCorp%20security,SSH%20access%20to%20

virtual%20machines, attached as Exhibit 4 and incorporated herein by this reference; see also 

https://cloud.google.com/beyondcorp?hl=en, attached as Exhibit 5 and incorporated herein by this 

reference.  Google refers to BeyondCorp in some CEP-related documents and website pages.  

BeyondCorp currently is not an accused product, but K.Mizra reserves the right to allege 

infringement by BeyondCorp if discovery dictates and provides support for such an allegation.  
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https://cloud.google.com/beyondcorp-enterprise/docs/access-protection#:%7E:text=Based%20on%20the%20BeyondCorp%20security,SSH%20access%20to%20virtual%20machines
https://cloud.google.com/beyondcorp-enterprise/docs/access-protection#:%7E:text=Based%20on%20the%20BeyondCorp%20security,SSH%20access%20to%20virtual%20machines
https://cloud.google.com/beyondcorp-enterprise/docs/access-protection#:%7E:text=Based%20on%20the%20BeyondCorp%20security,SSH%20access%20to%20virtual%20machines
https://cloud.google.com/beyondcorp-enterprise/docs/access-protection#:%7E:text=Based%20on%20the%20BeyondCorp%20security,SSH%20access%20to%20virtual%20machines
https://cloud.google.com/beyondcorp?hl=en
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B. The Asserted Hyperparameter Tuning Patent  

47. K.Mizra is the sole owner by assignment of the Asserted Hyperparameter Tuning 

Patent with the full and exclusive right to bring suit to enforce the Patent. K.Mizra is also entitled 

to sue to collect damages for all past infringement of the Asserted Hyperparameter Tuning Patent. 

48. The '120 Patent, titled "Machine Learning Hyperparameter Estimation," was issued 

by the USPTO to Inventor Stephen Alexander Raaijmakers on May 7, 2013. A true and correct 

copy of the '120 Patent is attached hereto as Exhibit 6 and incorporated by reference. 

49. The Asserted Hyperparameter Tuning Patent is a U.S. National Phase filing of 

PCT/NL2008/050247 and claims priority to European Application Nos. 07106963.7 filed April 

25, 2007 and 07112037.2 filed July 9, 2007. 

1. Prior Licensing and Litigation Concerning  
the Hyperparameter Tuning Patent  

 
50. The Asserted Hyperparameter Tuning Patent has previously been licensed to 

various industry participants but has not been involved in any prior litigation.   

51. Google is not and has never been a licensee of the Asserted Hyperparameter Tuning 

Patent nor has it had nor does it have any rights to use technologies covered by the Patent. Google 

thus has no ownership or other rights (and is entitled to no rights) relating to the Asserted 

Hyperparameter Tuning Patent. 

52. No party licensed to the Asserted Hyperparameter Tuning Patent has used the 

technology claimed by the Asserted Hyperparameter Tuning Patent in a manner that requires 

marking under 35 U.S.C. § 287. K.Mizra is therefore not barred from seeking past damages for 

infringement of the Asserted Hyperparameter Tuning Patent under 35 U.S.C. § 287(a). 
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2. Problems in 2007 Solved By the  
Asserted Hyperparameter Tuning Patent  

 
53. The technology described in the Asserted Hyperparameter Tuning Patent was 

invented by Stephen Raaijmakers and generally relates to improving the operation of Artificial 

Intelligence ("AI") through the improved automatic, systematic and computer implemented 

training techniques.  More specifically, AI typically uses models to perform specific tasks, and, at 

its most basic level, an AI model is a program that has been "trained" on a set of data to recognize 

certain patterns or to make certain decisions without further human intervention.  For example, an 

AI model could be used to automatically detect spam or other unwanted emails in a user's email 

inbox or distinguish between ripe and unripe fruit to be picked, etc. The '120 Patent uses the term 

"classifier" to refer to these types of AI models, as they are used to separate inputs (emails or fruit) 

into different classifications (spam or not spam/ripe or unripe).   

54. AI models use variables called "parameters" to determine what result it should 

produce (e.g., to determine whether to classify an email as spam or not spam). These parameters 

are not set manually. Instead, they are learned automatically during the training process. During 

training, the model may be exposed to a labeled dataset and the parameters can be adjusted to 

minimize prediction errors. For instance, in the spam email example, the AI model may be trained 

by exposing the model to a large number of emails that have been labeled as either spam or not 

spam.  The model identifies and thus learns the traits and characteristics found in these various 

emails that are indicative of a spam email or not spam email. Automatically adjusting the 

parameters of the model to minimize the times when a spam email is marked as not spam, or vice 

versa, is the goal of parameter-based training.  

55. AI models are generally trained for a specific purpose.  However, training a full 

model is time consuming and, in some cases, has given way to the use of foundational models, 
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which are models that are pre-trained on large, genericized datasets. These foundational models 

can later be fine-tuned for use in addressing a particular problem or issue by, for example, feeding 

it a set of additional relevant data and training upon that dataset. By way of example, a foundational 

AI model for diagnosing medical conditions could be fine-tuned by training it using various 

medical records. Similarly, a foundational large language model ("LLM") like ChatGPT could be 

fine-tuned to adjust its conversational tone by training it on sample texts representing a desired 

communication style.  Using a foundational AI model is like getting a shirt and later tailoring it to 

fit your body, rather than starting with fabric, thread, and a needle.  

56. As AI models become more advanced and versatile, they also demand more data 

and computing power to be properly trained. One of the main challenges in this exploding field of 

technology is efficiently training these models, which typically is done by configuring variables 

in a model's learning process.  These variables are known as hyperparameters. The 

hyperparameters may, for example, define the architecture (and thus the size) of the model, as well 

as, how the model changes based on the training data it digests and that will effect how efficiently 

and effectively the model is trained. For example, a hyperparameter called the learning rate may 

be used to control how much a model adjusts its parameters during training. If the learning rate of 

the model is too low, it will take a long time for the model to reach an acceptable result. On the 

other hand, if the learning rate is too high, the model may overreact to each training round, 

bouncing around an optimum result instead of converging on that result. Different hyperparameters 

may be used depending on whether a user is training a brand-new model or fine-tuning a 

foundational model. In either case, though, identifying the right hyperparameters and their values 

during the model training process improves the model's efficiency and thus the predictions or 

decisions to be output by the model. 
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57. Claims of the Asserted Hyperparameter Tuning Patent are directed to technological 

solutions that address specific challenges grounded in the systematic and automatic tuning of 

hyperparameters so that efficient and effective AI models can be computer generated.  Creating 

these models is a tremendous concern for modern enterprises, since they are now being used in all 

manner of human endeavor, from drug discovery, to providing banking efficiencies, etc.   

58. The inventor of the Asserted Hyperparameter Tuning Patent understood that while 

basic models that trained on parameters existed prior to 2007, as the data to be analyzed become 

more and more voluminous and complex, the use of just parameters in developing a model would 

not be enough.  Rather, the additional use of hyperparameters, that could automatically and 

systematically be optimized by the computing system that was training the model was needed.  

The inventor also realized that the existing methods for estimating and selecting hyperparameters 

were unsuitable in many cases.  For example, the '120 Patent discloses: 

Hyperparameters may be determined using various methods, for example heuristic 
or statistical optimization methods. However, many heuristic methods are ad hoc 
methods, while not all statistical optimization methods are suitable for determining 
hyperparameters. 

The inventor thus recognized that a new paradigm needed to be developed.  That paradigm was 

then well before its time invented and is disclosed in the '120 Patent. 

59. For example, the '120 Patent explains that a method of determining 

hyperparameters in a machine learning system is disclosed.  The method is iterative, and with each 

computer implemented iteration, a random or pseudorandom sample of hyperparameter vectors 

selected from a set of possible hyperparameter vectors must be considered, updating the estimate 

of the target hyperparameter vector by selecting for use the best vector in the present and previous 

iterations.  The '120 Patent specification further explains that:  

By selecting from the random sample a or the hyperparameter vector 
producing the best result in the present and any previous iterations, and using said 
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selected hyperparameter vector to update the estimate of the target hyperparameter 
vector, the properties of the best performing hyperparameters are used to guide the 
next iteration [of the hyperparameter selection process]. In this way, a method 
similar to the cross-entropy method [used for selection of parameters] can be used 
effectively for determining hyperparameters, even when the hyperparameters are 
not continuous and their effects are not transparent. By using the method according 
to the present invention, an improved classification [i.e. model] accuracy is 
achieved. 

 
… 
 
In a preferred embodiment, the method according to the Present invention 

further comprises the steps of: 
selecting from the random sample a further hyperparameter vector 

producing the best result in any previous iterations, and 
restricting the random sample of hyperparameter vectors by using the 

further selected hyperparameter vector. 
The step of restricting the random sample preferably involves the use of an interval 
surrounding the further selected hyperparameter vector which produces the best 
result in any previous iteration. 
 
… 

 
In a preferred embodiment, Et is the hyperparameter vector Xt, at iteration t 

producing the best result S(Xt
i) in the present iteration t and all previous iterations 

(if any). The random sample Xt
i, has elements Xt

ij, while the step of updating the 
hyperparameters comprises the step of determining the (target) hyperparameter vt

j, 
where 

 
wherein γt is a threshold value, W is a weighting function and  is an 
indicator function which is equal to 1 if S(Xi

t) greater than or equal to the threshold 
value γt, and else is equal to 0. The weighting function W is preferably given by 

 
 
Accordingly, the step of updating the hyperparameters may involve a weighting 
function based upon a distance function, preferably a Euclidean distance function. 
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It is noted that when the Euclidean distance between Et and Xt
ij, is zero, the 

weighting function W is equal to one. 
 
The method according to the present invention is typically carried out by 

computer apparatus, for example a general purpose computer system comprising a 
processor and an associated memory, one part of the memory storing a soft ware 
program for instructing the processor to carry out the method steps of the present 
invention, and another part of the memory storing data, said data comprising the 
hyperparameter values referred to above. 

 
See, e.g., Ex. 6 at 2:1–4:14. 

60. The solution to the problems identified in the '120 Patent—as specified and claimed 

in the Asserted Hyperparameter Tuning Patent—was an advanced departure from the conventional 

tuning of hyperparameters in AI models in use in 2007 and was then, as it remains today, patent-

eligible, highly valuable, novel, and non-obvious technology. 

3. K.Mizra's Asserted Hyperparameter  
Tuning Patent Claims Are Presumed Valid 

 
61. None of the Asserted Hyperparameter Tuning Patent Claims are directed to abstract 

ideas, and each employs inventive concepts and is directed to patent-eligible subject matter. All 

claims of the Asserted Hyperparameter Tuning Patent are also presumed to be valid and 

enforceable against Google and others. 

62. The subject matter of the Asserted Hyperparameter Tuning Patent is focused on 

problems in machine learning systems. See, e.g., Ex. 6 at 1:6-9, 1:13-23, 2:1-19, 3:46-53, 4:9-13. 

Indeed, hyperparameters are used by machine learning systems to determine the parameters for a 

classifier in a machine learning system. In other words, the solution described by the claims of the 

Asserted Hyperparameter Tuning Patent is necessarily rooted in computer technology.  

63. Moreover, selecting the appropriate hyperparameters is vital to the speed and 

efficiency of the training computer and the machine learning system. Selecting inappropriate 

hyperparameters can lead to myriad problems in training the AI model, including underfitting or 
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overfitting, which in turn could lead to a training system that is inefficient, takes too long to 

determine the parameters, and/or consumes massive amounts of power; or a resulting machine 

learning system with a poorly-trained classifier (because the model never converged) which thus 

misclassifies a significant amount of data.   

64. The Asserted Hyperparameter Tuning Patent Claims are directed to a machine-

implemented, iterative process for locating, selecting and utilizing in a model an optimized 

hyperparameter. As such, the Asserted Hyperparameter Tuning Patent Claims recite inventions 

with specific applications or improvements to technologies in the marketplace and cannot be 

considered abstract or patent ineligible under relevant law. 

4. Google's Infringing Vertex AI Studio Product 

65. Google's Vertex AI Studio is part of the Google Cloud Platform and is a complete 

system for building, training, and using AI models. It offers a range of tools and APIs (Application 

Programming Interfaces) that let users either create and train their own models from scratch, or 

work with Google's foundation models, like Gemini, Imagen, Codey, and Chirp, and tailor them 

for specific needs.  As is here relevant, Vertex AI provides several options for training all manner 

of models. One of the most powerful of these provides a user with complete control over the model 

development process by allowing them access to powerful hyperparameter tuning and optimization 

options. These can be implemented using Google's Vertex AI Vizier. It is Google's provision of 

this computer implemented hyperparameter tuning ability that takes advantage of iterative, 

randomized/pseudo-randomized hyperparameter tuning techniques, that makes Google's Vertex 

AI so valuable to its customers.  Google's usurpation of the critical '120 Patent's patented 

technology without K.Mizra's authorization allows Google to provide to its customers highly tuned 
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and effective AI models, generating significant revenues and reputational prestige for Google, all 

to the injury of K.Mizra.    

66. Google has been making, selling, using and offering for sale AI products and 

services that infringe the Asserted Hyperparameter Tuning Patent in violation of 35 U.S.C.  § 271 

(collectively, "the Accused Hyperparameter Tuning Instrumentalities"). These Accused 

Hyperparameter Tuning Instrumentalities include, but are not limited to, Google's Vertex AI 

system, the sale, offer for sale, use, and/or manufacture in the United States of which constitutes 

infringement of at least claim 1 of the Accused Hyperparameter Tuning Patent, either literally or 

under the doctrine of equivalents.   

C. The Asserted Mesh Networking Patent 

67. K.Mizra is the sole owner by assignment of the Asserted Mesh Networking Patent 

with the full and exclusive right to enforce the Patent. K.Mizra is also entitled to sue to collect 

damages for all past infringement of the Asserted Mesh Networking Patent. 

68. The '717 Patent, titled "Initialization of a Wireless Communication Network," was 

issued by the USPTO to Inventors Blange and Djurica on March 27, 2012. A true and correct copy 

of the '717 Patent is attached hereto as Exhibit 7 and incorporated by reference. 

69. The Asserted Mesh Networking Patent is a U.S. National Phase filing of 

PCT/NL2007/0000001, filed on December 2, 2007, and is entitled to that priority date. The 

Asserted Mesh Networking Patent further claims priority to European Patent Application No. EP 

05078044, filed December 30, 2005, and is entitled to that priority date.   

1. Prior Licensing and Litigation Concerning  
the Mesh Networking Patent  

 
70. The Mesh Networking Patent has previously been licensed to various industry 

participants but has not been involved in any prior litigation.   
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71. Google is not and has never been a licensee of the Asserted Mesh Networking 

Patent nor has it had nor does it have any rights to use technologies covered by the Patent. Google 

thus has no ownership or other rights (and is entitled to no rights) relating to the Asserted Mesh 

Networking Patent. 

72. No party licensed to the Asserted Mesh Networking Patent has used the technology 

claimed by the Asserted Mesh Networking Patent in a manner that requires marking under 35 

U.S.C. § 287. K.Mizra is therefore not barred from seeking past damages for infringement of the 

Asserted Mesh Networking Patent under 35 U.S.C. § 287(a). 

2. Problems in 2007 Solved By the  
Mesh Networking Patent  

 
73. The technology described in the Mesh Patent was invented by Marinus Johannes 

Blange and Miodrag Djurica and generally relates to creation of a flexible mesh wireless network.  

74. Although wireless communications networks were known in the art prior to the 

invention, the known networks had several drawbacks. For example, there existed known 

techniques for routing messages in wireless networks. See generally Ex. 7 at 1:13-58. However, 

as explained in the ‘717 Patent, these techniques “require[d] transmission of information via sensor 

stations before the routing topology [of the network] has been defined.” Id. at 1:59-62. “This 

complicates the (sensor) stations, because they will have to support different modes of 

communication while operating in a low-power mode.” Id. at 1:62-64. As further explained in the 

‘717 Patent, the existing techniques also resulted in either slow or inefficient networks: 

If forwarding of information is only done using the definite routing topology, a 
central approach is slow (each station has to wait until its upward station has been 
centrally assigned a route) and a decentral approach is inefficient (a routing 
topology with an unnecessary amount of branches has been created). 

Id. at 1:64-2:2.   
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75. Another known protocol was a mobile communications protocol which uses two 

types of networks: a high power network and a low power network. See generally Ex. 7 at 2:9-57. 

However, the ‘717 Patent notes that “[t]he use of two types of network without central unit makes 

this system complex and inefficient in bandwidth use.” Id. at 3:1-2. 

76. The solution to these problems—as specified and claimed in the Asserted Mesh 

Networking Patent—was an advanced departure from the conventional networking solutions then 

in use and was then, as it remains today, patent eligible, highly valuable, novel, and non-obvious 

technology. 

3. K.Mizra's Asserted Mesh Networking  
Patent Claims Are Presumed Valid 

 
77. None of the Asserted Mesh Networking Patent Claims are directed to abstract ideas, 

and each employs inventive concepts and is directed to patent-eligible subject matter. All claims 

of the Asserted Mesh Networking Patent are also presumed to be valid and enforceable against 

Google and others. 

78. The subject matter of the Asserted Mesh Networking Patent is focused on problems 

in wireless mesh networks, and in particular problems related to creating a new wireless mesh 

network and/or attaching a new station to an existing wireless mesh network. See, e.g., Ex. 7 at 

1:59-2:8, 2:58-3:2, 3:6-15, 3:59-67, 5:11-14. The solution described by the claims of the Asserted 

Mesh Networking Patent is necessarily rooted in wireless mesh networking technology and 

presumptively patent eligible.   

79. Moreover, the techniques specified and claimed in the Asserted Mesh Networking 

Patent Claims provides various technical benefits to the network. For example, Claim 11 of the 

Asserted Mesh Networking Patent is directed to, among other things, a “processor circuit being 

configured to switch to establish an associated route for communication with an association unit 
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during subsequent communication of operating messages to an association unit, the associated 

route including a source of the association grant, and, if the source of the association grant is not 

the association unit, the operating route between the source of the association grant and the 

association unit previously established for the source of the association grant in response to 

association request messages and/or the association grants for intermediate stations.” Use of the 

claimed technique improves the speed of the network by providing the associated route to each 

station that joins a network, allowing the source of the association grant to provide the route 

information directly rather than retrieving it from the association unit, improving the speed with 

which the network can heal/form itself. It further eliminates unnecessary communications between 

the source of the association grant and the association unit, conserving bandwidth (and thus 

allowing more bandwidth for other communications) and conserving power of the various stations 

located within the associated route. As noted in the Asserted Mesh Networking Patent, power 

consumption is a key consideration in low power devices often found in mesh networks. Ex. 7 at 

5:11-14; see also id. at 11:30-42.   

80. The Asserted Mesh Networking Claims are directed to wireless networks and 

stations within wireless networks that implement the techniques described for allowing new 

stations to efficiently and effectively join the network. As such, the Asserted Mesh Networking 

Claims recite inventions with specific applications or improvements to technologies in the 

marketplace and cannot be considered abstract or patent ineligible under relevant law.  

4. Google's Infringing Nest Devices 

81. Google Nest is a line of products for home networking, allowing a user to control 

various Google and third-party smart devices throughout the Google Home app. On information 

and belief, Google Nest was previously known as Google Home.   
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82. Google offers a wide variety of home networking devices under the Google Nest 

brand. Many of these devices use a networking protocol called Thread. 

83. Thread is a networking protocol designed for low-power Internet of Things devices 

operating in an IEEE 802.11.15.4 wireless mesh network. It may be used alongside other networks, 

such as a Wi-Fi network, in a user’s home. Thread was developed by the Thread group, which 

Google founded with other member companies in 2014. 

84. Thread is built into many new smart devices such as smart bulbs, locks, sensors, 

and the like. Thread is used to create a mesh network in which each new smart device connects to 

the next nearest smart device, giving users more networking coverage and making the entire 

network more robust. If one device in the network fails, another can step in to maintain the signal, 

allowing the network to heal itself rapidly, effectively and efficiently. 

85. A device in a Thread network may be either a router, which may forward data 

packets for other network devices and provides commissioning for devices trying to join the 

Thread network, or an end device, which communicates with a single router and does not forward 

packets for other network devices. An end device may convert itself into a router when a new 

device joins the network.  

86. A special case of a router is a border router, which can forward information between 

a Thread network and a non-Thread network. For example, a border router may allow a user to 

control the devices on a Thread network through the Wi-Fi network via a border router. 

87. An exemplary Thread network including a border router, routers, and end devices 

is shown below: 
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Ex. 8, “Thread Play Services APIs,” (available at 

https://developers.home.google.com/matter/thread (accessed May 12, 2025) and incorporated by 

reference) (annotated).   

88. Google offers a wide range of products that use the Thread networking protocol.  

For example, Google offers several hubs for Google home that include a built-in Thread router, 

including the Nest Hub, Nest Hub Max, Nest Wifi Pro, and Google TV Streamer.  
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Id.; see also Ex. 9, “Connect Thread smart devices with Google TV Streamer (4K),” (available at 

https://support.google.com/chromecast/answer/15178609 (accessed May 21, 2025) and 

incorporated by reference). 

89. In addition, Google hub products such as the Google TV Streamer, Nest Hub (2nd 

Gen), Hub Nest Max Fuchsia, Nest Wi-Fi Point, and Nest Wi-Fi Router are certified as Built on 

Thread by the Thread Group.   

90. As another example, Google offers a routing device called the Nest Connect. 

 

Ex. 10, Nest Connect – Range Extender for Detect & Guard – Google Store,” (available at 

https://store.google.com/product/nest_connect (accessed May 13, 2025) and incorporated by 

reference)). The Nest Connect includes a Thread radio that allows communication between a 

Thread border router and a peripheral device such as the Nest x Yale Lock. 
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Ex. 11, “Nest debuts Nest Secure home system and has a Thread router called Nest Connect,” 

(available at https://staceyoniot.com/nest-debuts-nest-secure-home-system-and-has-a-thread-

router-called-nest-connect/ (accessed May 13, 2025) and incorporated by reference).    

91. Yet another example, Google offers various peripheral devices that include a 

Thread radio such as the Nest x Yale Lock. 

 

Ex. 12, “Nest x Yale Lock – Key-Free Smart Deadbolt – Google Store,” (available at 

https://store.google.com/product/nest_x_yale_lock (accessed May 13, 2025) and incorporated by 

reference).  

92. Additional peripheral devices offered by Google that include a Thread radio include 

the Google Nest Learning Thermostat and the Google Nest Protect and CO alarm. 

93. Google has been making, selling, using and offering for sale products including 

Thread radios that infringe the Asserted Mesh Networking Patent in violation of 35 U.S.C. § 271 
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(collectively, "the Accused Mesh Networking Instrumentalities"). These Accused Mesh 

Networking Instrumentalities include, but are not limited to, Google's Nest home networking 

products identified above, the sale, offer for sale, use, and/or manufacture in the United States of 

which constitutes infringement of at least claim 11 of the Accused Mesh Networking Patent, either 

literally or under the doctrine of equivalents. 

94. K.Mizra expects that discovery will reveal additional products that include Thread 

radios and infringe the Asserted Mesh Networking Patents, which may include additional Google 

Nest products and/or products that are not marketed under the Google Nest brand. For example, 

there are reports that at least some Google Pixel 9 devices may include a Thread radio. See, e.g., 

Ex. 13, “Pixel 9 series arrives at the FCC, includes Thread,” (available at 

https://9to5google.com/2024/07/12/pixel-9-fcc/ (accessed May 23, 2025) and incorporated by 

reference).  

V.  FIRST CLAIM FOR RELIEF 
(Patent Infringement Under 35 U.S.C. § 271 of the '705 Patent) 

 
95. K.Mizra incorporates paragraphs 1 through 94 as though fully set forth herein. 

96. Claim 19 of the '705 Patent states: 

[preamble] A computer program product for protecting a network, 
the computer program product being embodied in a non-transitory 
computer readable medium and comprising computer instructions 
for: 
 
[A] detecting an insecure condition on a first host that has connected 
or is attempting to connect to a protected network,  
 
[B] wherein detecting the insecure condition includes: 
 

[B1] contacting a trusted computing base associated with a 
trusted platform module within the first host,  
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[B2] receiving a response, and determining whether the 
response includes a valid digitally signed attestation of 
cleanliness,  
 

[C] wherein the valid digitally signed attestation of cleanliness 
includes at least one of an attestation that the trusted computing base 
has ascertained that the first host is not infested, and an attestation 
that the trusted computing base has ascertained the presence of a 
patch or a patch level associated with a software component on the 
first host; 
 
[D] when it is determined that the response does not include a valid 
digitally signed attestation of cleanliness, quarantining the first host, 
including by preventing the first host from sending data to one or 
more other hosts associated with the protected network, 
 
[E] wherein preventing the first host from sending data to one or 
more other hosts associated with the protected network includes  
 

[E1] receiving a service request sent by the first host, serving 
a quarantine notification page to the first host when the 
service request comprises a web server request,  
 
[E2] and in the event the service request comprises a DNS 
query, providing in response an IP address of a quarantine 
server configured to serve the quarantine notification page if 
a host name that is the subject of the DNS query is not 
associated with a remediation host configured to provide 
data usable to remedy the insecure condition; and 

 
[F] permitting the first host to communicate with the remediation 
host. 

 
Ex. 1 at 22:14–49. 

97. The preamble of Claim 19 is nonlimiting.  But if it is interpreted to be otherwise, 

CEP is a "computer program product for protecting a network." For example, Google touts that 

CEP is "Google Cloud's zero-trust solution that enables an organization's workforce to access web 

applications securely from anywhere, without the need for VPN and without fear of malware, 

phishing, and data loss": 
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See Ex. 14, p. 1 (available at https://cloud.google.com/beyondcorp-enterprise/docs) (last accessed 

mid Jan. 2025 and incorporated by reference). Additionally, CEP provides endpoint (e.g., "host" 

computer,) posture assessments and ensure that endpoints meet security and compliance policies 

before they are allowed to access a protected network. See id. Accordingly, and to the extent the 

preamble of Claim 19 is deemed limiting, CEP meets the limitation. 

98. CEP also meets the requirements of limitation A of Claim 19, which requires 

"detecting an insecure condition on a first host that has connected or is attempting to connect to a 

protected network." For example, CEP delivers endpoint posture assessments and ensures that 

endpoints meet security and compliance policies before they are allowed to connect to secure 

resources, i.e. network, housed on the Google Cloud: 
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See Ex. 15, Endpoint Verification Overview, p. 1 (available at https://cloud.google.com/endpoint-

verification/docs/overview) (last accessed mid Jan. 2025 and incorporated by reference). 
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See Ex. 16, Chrome Enterprise Premium Overview, pp. 1–2 (available at 

https://cloud.google.com/beyondcorp-enterprise/docs/overview) (last accessed mid Jan. 2025 and 

incorporated by reference). Endpoint Verification is a Google webapp that is integrated into and 

used by various Google products, including CEP. 

99. CEP further meets limitation B1 of Claim 19, which requires that "detecting [an] 

insecure condition includes . . . contacting a trusted computing base associated with a trusted 

platform module within the first host."  For example, CEP uses "strong key protection" such as 

"secure cryptographic storage such as TPMs and OS keystores." See Ex._17, How To Prevent 

Account Takeovers With New Certificate-Based Access, p. 1 (available at 

https://cloud.google.com/blog/products/identity-security/how-to-prevent-account-takeovers-

with-new-certificate-based-access) (last accessed mid Jan. 2025, annotated to show where in the 

architecture CEP and the First host reside, and incorporated by reference).  As the below annotated 

Google produced figure establishes, many products, including CEP, are integrated into Google 

Cloud.  In operation, what Google calls a Trusted Device (top red box below) and the ‘705 Patent 

calls a “first host” or “endpoint” (noted in top green box below),  includes a TCB/TPM (see bottom 

red box below) and uses a Chrome browser, working with other Google Software installed on the 

Trusted Device, for contact between applications, web apps, virtual machines, etc., operating 

within the Google Cloud Platform, including CEP.   
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See id. at 2 (annotated).   Some of the information CEP requests from the Trusted Device, i.e. the 

first host, are digitally-signed certificates housed in the TCB/TPM to determine whether the first 

host is secure and can be trusted to access protected resources, i.e. networks, also housed within 

the Google Cloud:  
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See id. at 4 (annotated).  As the above Google produced system architecture description establishes, 

CEP works with CBA to detect a possible insecure condition on a Trusted Device by contacting a 

trusted computing base associated with a trusted platform module that is located within the Trusted 

Device and meets the requirements of limitation B1 of Claim 19 of the ‘705 Patent.   

100. To be clear, the "first host," i.e. the Trusted Device in Google’s vernacular, is not 

an active element of the Asserted Clams.  Rather, it is a component of the "environment" in which 

the active claim elements must function. Recently, the Federal Circuit explained "environmental" 

claiming and the role it plays in determining direct infringement. INVT SPE LLC v. Int'l Trade 

Comm'n, 46 F.4th 1361 (Fed. Cir. 2022). As explained in INVT:  

[t]he base station is part of "the environment" in which the [actively claimed] user 
device must function. Advanced Software Design Corp. v. Fiserv, Inc., 641 F.3d 
1368, 1374 (Fed. Cir. 2011). The claims have specific requirements for the data 
signal that the user device's receiving section and data obtaining section handle and 
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process when the device is activated and put into operation. . . . To understand 
whether a user device can ever receive a data signal with the particularized 
characteristics set forth in the claim, it is necessary to know whether the base station 
(i.e., the communicating party) is capable of transmitting that particular type of data 
signal to the user device. Therefore, although the recited base station is not "a 
limitation on the claimed invention itself," Nazomi Communs., Inc. v. Nokia 
Corp., 739 F.3d 1339, 1345 (Fed. Cir. 2014), in the sense that an infringer would 
not need to, for instance, use, make, or sell the base station, the base station's 
operation affects whether the claims are met, see, e.g., Advanced Software Design, 
641 F.3d at 1373-74. 
 
In Advanced Software, the claimed invention was for validating a check, to prevent 
check fraud, and involved either decrypting or encrypting information on the check. 
The preamble of the claim set out that the check included "selection information 
[that] is encrypted" to generate a control code and a "control code [which] is printed 
on the [check]." We held that these steps in the preamble "define[d] the financial 
instrument that the claimed system validates" as opposed to setting forth steps that 
would have to be performed by the accused infringer. Advanced Software, 641 F.3d 
at 1373-74 & 1374 n.1. Nevertheless, the accused infringer would infringe "only 
by validating checks that [had] been encrypted and printed in accordance with steps 
described in the preamble." Id. at 1374. 
 
Like in Advanced Software, the claimed device of the [INVT] patent operates in an 
environment that involves actions of another device (the communicating party, i.e., 
the base station). The claimed device's capability of performing the recited 
functions depends on being supplied a certain modulated and encoded signal, 
which, in turn, requires the supplier (the communicating party) to actually supply 
that signal. Because the communicating party (base station) generates the necessary 
environment, its operations must be known to determine whether the accused 
device infringes, i.e., is capable of performing the claimed functions. 

 
Id. at 1375 (emphasis added); see also Uniloc USA, Inc. v. Microsoft Corp., 632 F.3d 1292, 1308-

09 (Fed. Cir. 2011) (holding that claimed "station forming part of a registration system . . . 

including local licensee unique ID generating means," only "define[d] the environment in which 

that [remote] registration station must function."). 

101. Claim 19 of the asserted '705 Patent recites a "computer program product for 

protecting a network . . ." and that product performs the following active functions: 

Receiving a service request from a first host; 
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Contacting a trusted computing base (TCB) associated with a trusted platform 

module (TPM) located within the first host; 

Receiving a response from the TCB; 

Determining from that response whether the first host is infested or clean; 

Quarantining, if infestation is detected, the first host; and  

Permitting the first host to communicate with a remediation host.1 

102. CEP is a computer program product that protects resources found on Google Cloud 

and performs each active recited function of the claims, i.e., the bolded terms, as explained herein, 

specifically including in the exhibits hereto, which are incorporated herein by this reference. The 

rest of the claim language, specifically including the "first host," is environment within which the 

active verbs of the claim must operate.  K.Mizra thus need not establish that Google supplies the 

"first host" for it to prove that Google directly infringes the asserted claims.  That said, though, 

 
1 Claim 19, with the active verbs highlighted, is here provided for ease of reference: 
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Google does supply all relevant portions of the first host and created a secure network architecture 

in which that first host is to operate.   

103. Limitation B2 requires that "detecting the insecure condition" also includes 

"receiving a response and determining whether the response includes a valid digitally signed 

attestation of cleanliness." CEP meets this limitation as it receives from the first host computer, 

i.e. the Trusted Device, requested information and then determines, based on the information 

received, whether the Trusted Device that is attempting to access secure resources housed in the 

Google Cloud (i.e., a protected network) is secure and trusted. See, e.g., id. This process requires 

back-and-forth communication between CEP and the Trusted Device concerning the cleanliness 

of the first host computer/endpoint device: 
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See Ex. 18, Understand Mutual TLS at Google Cloud, p. 1 (available at 

https://cloud.google.com/beyondcorp-enterprise/docs/understand-mtls) (last accessed mid Jan. 

2025 and incorporated by reference). Additionally, CPE checks digital signatures to determine the 

cleanliness of the host computer: 
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See Ex. 19 (annotated), Deploy Endpoint Verification To Use With Certificate-Based Access, p. 1 

(available at https://cloud.google.com/beyondcorp-enterprise/docs/deploy-cba-endpoint-

verification) (last accessed mid Jan. 2025 and incorporated by reference). Thus, CPE meets 

limitation B2 of Claim 19. 

104. Limitation C requires that "the valid digitally signed attestation of cleanliness 

includes at least one of an attestation that the trusted computing base has ascertained that the first 

host is not infested, and an attestation that the trusted computing base has ascertained the presence 

of a patch or a patch level associated with a software component on the first host." CEP checks the 

compliance of each endpoint device, i.e. Trusted Device, attempting to connect to protected 

resources housed in the Google Cloud by performing an endpoint control check that involves 

matching the endpoint’s configuration parameters received from the endpoint device with specific 

device profile attributes, such as antimalware programs, applications, etc.: 

 

See Ex. 20 (annotated), New Google API Will Securely Verify Chrome Devices, p. 2 (available at 

https://securityintelligence.com/news/new-google-api-will-securely-verify-chrome-devices/) (last 

accessed mid Jan. 2025 and incorporated by reference).  As already explained and will be further 
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detailed below, Verified Access is a Google API that is used by numerous Google products to help 

keep data safe and secure and one of these is CEP. 

105. Exhibit 16 provides the following explanation of some CEP functions/features as 

compared to those offered by the less secure Google Cloud product: 

 

https://cloud.google.com/beyondcorp-enterprise/docs/overview. What this Google document 

relevantly conveys is that Google Cloud and CEP (formerly called BeyondCorp Enterprise) both 

provide Access control to Google Cloud Platform APIs (see yellow highlighted box above). 

K.Mizra's reliance on a Google Cloud document to explain how Access Control and Verified 

Access works in both CEP and Google Cloud, more generally, is not an allegation of infringement 

against Google Cloud, but rather an explanation of how CEP infringes Claim 19 by calling 

Google's Verified Access API and thus determining whether the "first host" is "clean" or 

"infested." 
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106. More specifically, a Google produced document updated October 16, 2024 and 

found at https://developers.google.com/chrome/verified-access/overview and attached as Exhibit 

21 shows how the Verified Access API is called by Chrome and thus also CEP:  

 

CEP, operating in Google Cloud, calls Google’s Verified Access API, also operating in the Google 

Cloud, determining whether the "first host" is "clean" or "infested." If it is the latter, the "first host" 

is not allowed to access secure resources also stored in the Google Cloud. These functions satisfy 

the requirements of limitation C of claim 19.  

107. Limitation D requires that "when it is determined that the response does not include 

a valid digitally signed attestation of cleanliness, quarantining the first host, including by 

preventing the first host from sending data to one or more other hosts associated with the protected 

network." CEP meets these requirements by quarantining noncompliant, i.e., unclean, endpoint 
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devices, i.e. Trusted Devices, attempting to connect to protected resources found in the Google 

Cloud: 

 

See Ex. 22, Context Aware Access Insights and Recommendations Are Now Generally Available, 

p. 3 (available at https://workspaceupdates.googleblog.com/2024/10/context-aware-access-

insights-and-recommendations.html) (last accessed mid Jan. 2025 and incorporated by reference).  

 

See Ex. 23, Block Compromised Mobile Devices Using Context-Aware Access, p. 2 (available at 

https://workspaceupdates.googleblog.com/2024/05/block-compromised-mobile-devices-using-

context-aware--access.html) (last accessed mid Jan. 2025 and incorporated by reference).  

Context-Aware Access is another Google product that is housed in the Googler Cloud that can be 

used by many other Google products.  One of those is CEP, which uses Context-Aware Access to 
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facilitate quarantining of first hosts," i.e. Trusted Devices.  To put a finer point in it, the following 

Google produced content specifically shows that Context-Aware Access is a security feature of 

CEP:  
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CEP meets limitation D of Claim 19. 

108. Limitation E1 requires that "preventing the first host from sending data to one or 

more other hosts associated with the protected network includes . . . receiving a service request 

sent by the first host [and] serving a quarantine notification page to the first host when the service 

request comprises a web server request." CEP determines if an endpoint, i.e. Trusted Device, 

posture information stored in the TMP/TCB matches the profile designated for such a device.  If 

that endpoint information does not match, it is quarantined and restricted from accessing the 

protected network housed on the Google Cloud, preventing the Trusted Device from sending data 

to or receiving data from the Google Cloud housed protected resources until problems causing the 

Trusted Device to be blocked are remediated: 

 

See Ex. 24, Allow Users to Unblock Apps With Remediation Messages in Context Aware Access, 

p. 1 (available at https://support.google.com/a/answer/11560430?sjid=18176077754207218303-

EU) (last accessed mid Jan. 2025 and incorporated by reference). A quarantine message is also 

delivered to the unclean endpoint device notifying its user of the quarantine.  
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See id. Accordingly, CEP meets limitation E1 of Claim 19. 

109. Limitation E2 requires that "preventing the first host from sending data to one or 

more other hosts associated with the protected network includes…in the event the service request 

comprises a DNS query, providing in response an IP address of a quarantine server configured to 

serve the quarantine notification page if a host name that is the subject of the DNS query is not 

associated with a remediation host configured to provide data usable to remedy the insecure 

condition." CEP meets these requirements by providing to the Trusted Device a quarantine 

notification page containing links, or IP address(es), with resources (i.e. quarantine servers) 

configured to resolve the issue causing the quarantine. In other words, CEP provides remediation 

information to bring the Trusted Device into system security compliance so that it can access 

protected resources housed in the Google Cloud: 
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See id. Accordingly, CEP meets limitation E2 of Claim 19. 

110. Limitation F requires "permitting the first host to communicate with the 

remediation host." CEP meets these requirements by allowing a quarantined endpoint, i.e. Trusted 

Device, to access remediation resources to help make the device complaint with system safety 

requirements. See id.  

111. Google's acts of infringement have occurred within this District and elsewhere 

throughout the United States. 

112. As a result of Google's infringing conduct, K.Mizra has suffered damages. Google 

is liable to K.Mizra in an amount that adequately compensates K.Mizra for Google's infringement 

in an amount that is no less than a to-be-calculated fully paid-up, lump-sum, reasonable royalty, 

together with interest and costs as fixed by this Court under 25 U.S.C. § 284. 

VI. SECOND CLAIM FOR RELIEF 
(Patent Infringement Under 35 U.S.C. § 271 of the '120 Patent) 

 
113. K.Mizra incorporates paragraphs 1 through 112 as though fully set forth herein. 

Case 3:25-cv-08107-JCS     Document 1-4     Filed 09/24/25     Page 55 of 78

K.Mizra LLC, Ex. 2001, p. 93 
Google LLC v. K.Mizra LLC 

IPR2025-01436



51 

114. The '120 Patent includes 16 claims. 

115. Google has directly infringed one or more claims of the '120 Patent by making, 

importing, using, offering for sale, and/or selling the Accused Hyperparameter Tuning 

Instrumentalities, in violation of 35 U.S.C. § 271(a). 

116. Based on publicly available information, the Accused Hyperparameter Tuning 

Instrumentalities satisfy every limitation of at least Claim 1 of the '120 Patent. 

117. Claim 1 of the '120 Patent states: 

[preamble] A method of determining hyperparameters of a classifier in a machine 
learning system by iteratively producing an estimate of a target hyperparameter 
vector, each iteration comprising the steps of: 
 
[A] drawing a random sample of hyperparameter vectors from a set of possible 
hyperparameter vectors, 
 
[B] updating the estimate of the target hyperparameter vector by using the random 
sample, and 
 
[C] Selecting, from the random sample of hyperparameter vectors, a 
hyperparameter vector producing a best result in the present and any previous 
iterations, and wherein the step of updating the estimate of the target 
hyperparameter vector uses said hyperparameter vector producing the best result. 

 
Ex. 6 at 7:14–28. 

118. Regarding the preamble of Claim 1, and to the extent the preamble is determined 

to be limiting, the Asserted Hyperparameter Tuning Instrumentalities provide the features 

described in the preamble, which recites "A method of determining hyperparameters." For 

example, Google touts that its Vertex AI Platform is a "fully-managed, unified AI development 

platform for building and using generative AI."; "Custom training gives you complete control over 

the training process, including using your preferred ML framework, writing your own training 

code, and choosing hyperparameter tuning options."; and "Hyperparameter tuning jobs run 

multiple trials of your training application using different hyperparameter values." 

Case 3:25-cv-08107-JCS     Document 1-4     Filed 09/24/25     Page 56 of 78

K.Mizra LLC, Ex. 2001, p. 94 
Google LLC v. K.Mizra LLC 

IPR2025-01436



52 

 

 

See Ex. 25, “Innovate faster with enterprise-ready AI, enhanced by Gemini models,” (available at 

https://cloud.google.com/vertex-ai?hl=en (accessed May 21, 2025) and incorporated by 

reference). 

 

See Ex. 26, “Vertex AI custom training overview,” (available at https://cloud.google.com/vertex-

ai/docs/training/overview (accessed May 21, 2025) and incorporated by reference). Accordingly, 

and to the extent the preamble of Claim 1 is deemed limiting, the Accused Hyperparameter Tuning 

Instrumentalities meet the limitation.   

119. The preamble also includes "of a classifier in a machine learning system".   
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See Ex. 27, “Vertex AI documentation,” (available at https://cloud.google.com/vertex-ai/docs 

(accessed May 21, 2025) and incorporated by reference).   

 

 

 

See screenshot above of page at https://www.youtube.com/watch?v=8hZ_cBwNOss (last accessed 

mid-May 2025) and incorporated by reference).  Thus, and again only to the extent that this portion 

of the preamble of Claim 1 is deemed limiting, the Accused Hyperparameter Tuning 

Instrumentalities meet the limitation.   

120. The preamble further includes "by iteratively producing an estimate of a target 

hyperparameter vector": 
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See Ex. 28, "Overview of hyperparameter tuning," (available at https://cloud.google.com/vertex-

ai/docs/training/hyperparameter-tuning-overview (accessed May 21, 2025) and incorporated by 

reference).   

 

 

See screenshot above of page at https://www.youtube.com/watch?v=8hZ_cBwNOss (last accessed 

mid-May 2025) and incorporated by reference).  Accordingly, and to the extent this portion of the 

preamble of Claim 1 is deemed limiting, the Accused Hyperparameter Tuning Instrumentalities 

meet the limitation.   

121. The preamble further also includes "each iteration comprising the steps of:" 

 

Id.  Again, then, to the extent this portion of the preamble of Claim 1 is deemed limiting, the 

Accused Hyperparameter Tuning Instrumentalities meet the limitation.   
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122. Accordingly, the Accused Hyperparameter Tuning Instrumentalities meet 

limitation of the preamble of Claim 1. 

123. Limitations A and B of Claim 1 require:  

[A] drawing a random sample of hyperparameter vectors from a set of possible 
hyperparameter vectors, 
 
[B] updating the estimate of the target hyperparameter vector by using the random 
sample, and 

 
Ex. 6 at 7:19–22.  Google has disclosed: 

 

See Ex. 28.   

 

 

See screenshot above of page at https://www.youtube.com/watch?v=8hZ_cBwNOss (last accessed 

mid-May, 2025) and incorporated by reference).   

124. Limitation A requires "drawing a random sample of hyperparameter vectors from 

a set of possible hyperparameter vectors" and the Google system meets this requirement: 
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See Ex. 29, "Create a hyperparameter tuning job for python package," (available at 

https://cloud.google.com/vertex-ai/docs/samples/aiplatform-create-hyperparameter-tuning-job-

python-package-sample?hl=en (accessed May 21, 2025) and incorporated by reference).   

125. Accordingly, the Accused Hyperparameter Tuning Instrumentalities meet 

Limitation A of Claim 1. 

126. Limitation B requires "updating the estimate of the target hyperparameter vector by 

using the random sample".  Google has stated:   
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See Ex. 30, excerpts of “Intro to Model Tuning: Grid and Random Search,” (available at 

https://www.kaggle.com/code/willkoehrsen/intro-to-model-tuning-grid-and-random-search (last 

accessed mid mid-May, 2025) and incorporated by reference).   

 

See Ex. 31, “Comparing Randomized Search and Grid Search for Hyperparameter Estimation in 

Scikit Learn,” (available at https://www.geeksforgeeks.org/comparing-randomized-search-and-

grid-search-for-hyperparameter-estimation-in-scikit-learn/ (accessed May 21, 2025) and 

incorporated by reference).   

127. Accordingly, the Accused Hyperparameter Tuning Instrumentalities also meet 

Limitation B of Claim 1. 
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128. Limitation C requires "selecting, from the random sample of hyperparameter 

vectors, a hyperparameter vector producing a best result in the present and any previous iterations, 

and wherein the step of updating the estimate of the target hyperparameter vector uses said 

hyperparameter vector producing the best result."  Google describes: 

 

See Ex. 28.   

129. Accordingly, the Accused Hyperparameter Tuning Instrumentalities meet 

Limitation C of Claim 1. 

130. Google's acts of infringement have occurred within this District and elsewhere 

throughout the United States. 

131. As a result of Google's infringing conduct, K.Mizra has suffered damages. Google 

is liable to K.Mizra in an amount that adequately compensates K.Mizra for Google's infringement 

in an amount that is no less than a to-be-calculated fully paid-up, lump-sum, reasonable royalty, 

together with interest and costs as fixed by this Court under 25 U.S.C. § 284. 

VII. THIRD CLAIM FOR RELIEF 
(Patent Infringement Under 35 U.S.C. § 271 of the '717 Patent) 

 
132. K.Mizra incorporates paragraphs 1 through 131 as though fully set forth herein. 

133. The '717 Patent includes 20 claims. 

134. Google has directly infringed one or more claims of the '717 Patent by making, 

importing, using, offering for sale, and/or selling the Accused Mesh Networking Instrumentalities, 

in violation of 35 U.S.C. § 271(a). 
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135. Based on publicly available information, the Accused Mesh Networking 

Instrumentalities satisfy every limitation of at least Claim 11 of the '717 Patent. 

136. Open Thread is an open-source implementation of the Thread networking protocol 

released by Google. A description of Open Thread is provided at www.openthread.io. On 

information and belief, openthread.io is owned and operated by Google.  

137. On information and belief, Open Thread is an implementation of the Thread 

networking technology used in Google Nest products. 

 

 

See Ex. 32, Homepage of openthread.io (available at https://openthread.io/ (accessed May 23, 

2025) and incorporated by reference). 

138. Claim 11 of the '717 Patent states: 

[preamble] A station for use in a wireless communication network, the station 
comprising: 
 
[A] a transmitter arrangement, a receiver arrangement, and a processor circuit 
coupled to the transmitter arrangement and the receiver arrangement,  
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[B] the processor configured to start up in a not-associated state and to cause the 
transmitter arrangement to transmit association request messages in the not-
associated state, 
 
[C] the processor circuit being configured to switch to an associated state upon 
reception at the receiver arrangement of an association grant in response to one of 
the association request messages, 
 
[D] the processor circuit being configured to establish an associated route for 
communication with an association unit during subsequent communication of 
operating messages to an association unit, 
 
[E] the associated route including a source of the association grant and, if the source 
of the association grant is not the association unit, the operating route between the 
source of the association grant and the association unit previously established for 
the source of the association grant in response to association request messages 
and/or association grants for intermediate stations, 
 
[F] the processor circuit being configured to cause the transmitter arrangement to 
initiate and transmit association grants in response to association request messages, 
but only after switching to the associated state.  
 
139. Regarding the preamble of Claim 11, and to the extent the preamble is determined 

to be limiting, the Accused Mesh Networking Instrumentalities provide the features described in 

the preamble, which recites "A station for use in a wireless communication network." For example, 

Google devices including the Nest WiFi, the Nest Hub Max, and the Nest Hub (2nd Gen) are 

stations configured for use in a wireless network implementing the Thread networking protocol. 
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Ex. 33, “Nest Hub Smart Displays for your Home – Google Store," (available at 

https://store.google.com/category/nest_hubs_displays (accessed May 12, 2025) and incorporated 

by reference). 

 

Ex. 8. 

140. Similarly, the Nest Connect is a station configured for use in a Thread wireless 

network. 

 

Ex. 11. 
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141. Accordingly, and to the extent the preamble of Claim 11 is deemed limiting, the 

Accused Mesh Networking Instrumentalities meet the limitation. 

142. Limitation A of Claim 11 of the Asserted Mesh Networking Patent requires a 

transmitter arrangement, a receiver arrangement, and a processor circuit coupled to the transmitter 

arrangement and the receiver arrangement. 

143. The Accused Mesh Networking Instrumentalities include a Thread radio with a 

transmitter arrangement and a receiver arrangement, as well as a processor circuit coupled to the 

transmitter arrangement and receiver arrangement that processes transmissions and receptions. For 

example, Google’s documents confirm that each of the Nest WiFi, the Google Hub Max, and the 

Google Nest Hub (2nd Gen) include Thread radios. 

 

Ex. 8. Similarly, a statement from the Thread Group (of which Google is a member) confirms that 

the Nest Connect is a Thread router.  

 

Ex. 11. Indeed, in order to communicate with other devices, each Thread device (including the 

Accused Mesh Networking Instrumentalities) must necessarily include a transmitter arrangement 
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(to transmit messages from the Thread device to other devices in the Thread network) and a 

receiver arrangement (to receive communications, including responses to its transmitted messages, 

from other devices in the Thread network). Thread devices, including the Accused Mesh 

Networking Instrumentalities, must also include a processor coupled to both the transmitter 

arrangement and the receiver arrangement to, among other things, initiate transmissions, respond 

to messages sent by other devices in the Thread network, and process received messages. The 

operations of the processor are described in further detail in connection with Limitations B through 

F. 

144. Accordingly, the Accused Mesh Instrumentalities meet Limitation A of Claim 11. 

145. Limitation B of Claim 11 of the Asserted Mesh Networking Patent requires the 

processor is configured to start up in a not-associated state and to cause the transmitter arrangement 

to transmit association request messages in the not-associated state. 

146. The Accused Mesh Networking Instrumentalities include this feature. For example, 

Thread devices, such as the Accused Mesh Networking Devices, have a Detached state when the 

Thread device has not yet attached to a Thread network.   

 

 

Ex. 34, “Developing with OpenThread APIs, (available at 

https://openthread.io/codelabs/openthread-apis#1 (accessed May 23, 2025) and incorporated by 

reference). 

147. In order to attach to a Thread network, a Thread device such as the Accused Mesh 

Networking Instrumentalities goes through the Attach process. 

Case 3:25-cv-08107-JCS     Document 1-4     Filed 09/24/25     Page 68 of 78

K.Mizra LLC, Ex. 2001, p. 106 
Google LLC v. K.Mizra LLC 

IPR2025-01436

https://openthread.io/codelabs/openthread-apis#1
https://openthread.io/codelabs/openthread-apis#1


64 

 

Ex. 35, “Network Discovery and Formation,” (available at https://openthread.io/guides/thread-

primer/network-discovery (accessed May 20, 2025) and incorporated by reference). As the first 

step in this process, an attaching device sends a Parent Request message to find neighboring 

devices that are part of the Thread network. 

 

 

Id. Upon receiving a response, the Thread device sends a message called the Child ID Request to 

a particular device in the Thread network for the purpose of establishing a link with that device to 

join the network. 
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Id. The attaching device may also be referred to as the Child, and the router with which the 

attaching device is seeking to establish a link may be referred to as the Parent.  

148. Accordingly, the Accused Mesh Networking Instrumentalities meet Limitation B 

of Claim 11. 

149. Limitation C of Claim 11 of the Asserted Mesh Networking Patent requires the 

processor circuit being configured to switch to an associated state upon reception at the receiver 

arrangement of an association grant in response to one of the association request messages. 

150. Thread devices, such as the Accused Mesh Networking Instrumentalities, become 

attached to a Thread network through the MLE Attach process. As described above in connection 

with Limitation B, the attaching device begins the process by sending a Parent Request and then 

exchanges further messages in order to establish a link with a device in the existing Thread 

network. 
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Id. When the link has been established, the Thread device has attached to the network and thus is 

in an Attached state. The establishment of the link between the attaching device and the Thread 

device in the existing Thread network is confirmed by the Child ID Response. 

 

Id. Notably, Thread devices such as the Accused Mesh Networking Instrumentalities may 

exchange information about how long they have been in certain states or roles, suggesting that 

these devices track their current state/role and when each state/role is entered. 
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Ex. 36, “otNetworkDiagMleCounters,” (available at https://openthread.io/reference/struct/ot-

network-diag-mle-counters (accessed May 23, 2025) and incorporated by reference).  

151. Accordingly, the Accused Mesh Networking Instrumentalities meet Limitation C 

of Claim 11. 

152. Limitation D of Claim 11 of the Accused Mesh Networking Instrumentalities 

requires the processor circuit being configured to establish an associated route for communication 

with an association unit during subsequent communication of operating messages to an association 

unit. 

153. Each of the Accused Mesh Networking Instrumentalities is configured to operate 

in a Thread network. A Thread network includes a device designated as the Leader.  

 

Ex. 37, "Node Roles and Types," (available at https://openthread.io/guides/thread-primer/node-

roles-and-types (accessed May 20, 2025) and incorporated by reference). The processors of the 

Accused Mesh Networking Devices are configured to store information about the route between 

the attaching device and the Leader as further discussed below in connection with Limitation E of 

Claim 11. 

154. Accordingly, the Accused Mesh Networking Instrumentalities meet Limitation D 

of Claim 11. 

155. Limitation E of Claim 11 requires the associated route includes a source of the 

association grant and, if the source of the association grant is not the association unit, the operating 

route between the source of the association grant and the association unit previously established 
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for the source of the association grant in response to association request messages and/or 

association grants for intermediate stations. 

156. Upon joining a Thread network, Thread devices such as the Accused Mesh 

Networking Devices receive a Child ID Response which provides information about the route 

between the Leader and the Thread device. For example, the Child ID Response includes the 

Source Address (i.e., the address for the Parent Thread device), the Leader RLOC (i.e., the address 

for the Leader of the Thread network), Network Data such as “more-specific routes,” and Route 

information. 

 

Ex. 35. K.Mizra further expects that discovery, including review of source code, will provide 

further information and confirm this understanding.  

157. Accordingly, the Accused Mesh Networking Instrumentalities meet Limitation D 

of Claim 11. 

158. Limitation E of Claim 11 of the Asserted Mesh Networking Patent requires the 

processor circuit being configured to cause the transmitter arrangement to initiate and transmit 

association grants in response to association request messages, but only after switching to the 

associated state. 
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159. Thread devices such as the Accused Mesh Networking Instrumentalities can send 

Parent Response and Child ID Response communications once attached to the Thread network, 

but will not send such responses if the device is disconnected from the network. For example, upon 

joining a Thread network, Router Eligible End Devices (or REEDs) can upgrade to become 

routers.  

  

Ex. 38, “Router Selection,” (available at https://openthread.io/guides/thread-primer/router-

selection (accessed May 27, 2025 and incorporated by reference).   

 

Ex. 37. Upon upgrading to a router, the Thread device is capable of accepting a request from an 

attaching device to join the Thread network. 
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Ex. 35. 

160. Accordingly, the Accused Mesh Networking Instrumentalities meet limitation of 

the Limitation E of Claim 11. 

161. Google's acts of infringement have occurred within this District and elsewhere 

throughout the United States. 

162. As a result of Google's infringing conduct, K.Mizra has suffered damages. Google 

is liable to K.Mizra in an amount that adequately compensates K.Mizra for Google's infringement 

in an amount that is no less than a to-be-calculated fully paid-up, lump-sum, reasonable royalty, 

together with interest and costs as fixed by this Court under 25 U.S.C. § 284. 

VIII. REQUEST FOR RELIEF 

WHEREFORE, K.Mizra respectfully requests the Court find in its favor and against 

Google, and that the Court grant K.Mizra at least the following relief: 

A. Judgment that Google has infringed, literally and/or under the doctrine of 

equivalents, one or more claims of the Asserted Patents; 

B. Awarding damages to K.Mizra in an amount to be proven at trial and in the form 

of a fully paid-up, lump sum, reasonable royalty that considers and runs through expiration of all 

the Asserted Patents; 

C. Awarding enhanced damages, as appropriate, under 35 U.S.C. § 284; 

D. Awarding K.Mizra's costs (including internal and external costs and disbursements) 

and declaring this an exceptional case and awarding K.Mizra its attorneys' fees in accordance with 

35 U.S.C. § 285; 

Case 3:25-cv-08107-JCS     Document 1-4     Filed 09/24/25     Page 75 of 78

K.Mizra LLC, Ex. 2001, p. 113 
Google LLC v. K.Mizra LLC 

IPR2025-01436



71 

E. Pre-judgment and post-judgment interest at the maximum rate permitted by law on 

the damages caused by reason of Google's infringing activities and other conduct complained of 

herein; and 

F. Awarding such other and further relief as this Court deems just and proper under 

the circumstances. 

IX. DEMAND FOR JURY TRIAL 

Pursuant to Fed. R. Civ. P. 38(b), K.Mizra hereby demands a trial by jury on all issues so 

triable. 

Dated: ____________ Respectfully submitted, 
 
By: /s/ DRAFT     

Michael C. Smith 
Texas Bar No. 18650410 
michael.smith@solidcounsel.com 
Scheef & Stone, LLP 
113 E. Austin Street 
Marshall, TX 75670 
(903) 938-8900 
 
Robert R. Brunelli (admitted pro hac vice) 
CO State Bar No. 20070 
 rbrunelli@sheridanross.com 
Bart A. Starr (admitted pro hac vice) 
CO State Bar No. 50446 

bstarr@sheridanross.com 
Brian S. Boerman (admitted pro hac vice) 
CO State Bar No. 50834 
 bboerman@sheridanross.com 
Gene Volchenko (admitted pro hac vice) 
IL State Bar No. 6342818 
 gvolchenko@sheridanross.com 

SHERIDAN ROSS P.C. 
1560 Broadway, Suite 1200 
Denver, CO 80202 
Telephone: 303-863-9700 
Facsimile: 303-863-0223 
litigation@sheridanross.com 
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Of Counsel: 
Claire A. Henry 
Texas Bar No. 24053063 
Miller Fair Henry PLLC 
1507 Bill Owens Parkway 
Longview, TX 75604 
Telephone: (903) 757-6400 
Facsimile: (903) 757-2323 
claire@millerfairhenry.com 

 
Attorneys for Plaintiff K.Mizra LLC 
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CERTIFICATE OF SERVICE 

I hereby certify that a true and correct copy of the above and foregoing document has been 

served on ____________ upon all counsel of record who are deemed to have consented to 

electronic service via the Court's CM/ECF system. 

 
 
/s/ DRAFT  
Lori R. Brown 
lbrown@sheridanross.com 
SHERIDAN ROSS P.C. 
1560 Broadway, Suite 1200 
Denver, CO 80202 
Telephone: 303-863-9700 
Facsimile: 303-863-0223 
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1 

DRAFT 
5/28/2025 

IN THE UNITED STATES DISTRICT COURT 
FOR THE WESTERN DISTRICT OF TEXAS 

AUSTIN DIVISION 
 

 
K.MIZRA LLC, 
 
 Plaintiff, 
 
v. 
 
GOOGLE LLC, 
 
 Defendant. 
 

 
Civil Action No.: __________1:25-cv-

00236-ADA 
 
 
 

Jury Trial Demanded  

 
FIRST AMENDED COMPLAINT FOR PATENT INFRINGEMENT 

 
Plaintiff K.Mizra LLC ("K.Mizra") files this First Amended Complaint for patent 

infringement against Defendant Google LLC ("Google"), alleging as follows: 
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I. INTRODUCTION 

1. K.Mizra is a patent licensing company run by experienced management. The 

company focuses on high-value, high-quality patents and owns patent portfolios originating from 

a wide array of inventors, including patents and patent portfolios developed by well-known 

multinational corporations such as IBM, Intel, Rambus and others, as well as from research 

institutes such as Nederlandse Organisatie voor Toegespast Natuurwetenschappelijk Onderzoek 

(Netherlands Organization for Applied Scientific Research). By focusing on high-quality patents, 

K.Mizra provides a secondary market that enables inventors to recoup their research and 

development investments and to continue their innovations. K.Mizra offers licenses to its patents 

on reasonable terms and, in this way, plays an important role in the development of technologies 

that improve businesses and lives. 

A. The Asserted Zero Trust Network Security PatentsPatent 

2. K.Mizra is the owner by assignment of United States Patent NosNo. 8,234,705 ("the 

'705 Patent") and 9,516,048 ("the '048 Patent") (collectively, "the Asserted Zero Trust Network 

Security Patents"). These Patents werePatent"). The Patent wase involved in unsuccessful Inter 

Partes Review proceedingsproceeding ("IPRs"), several now-resolved federal court litigations, 

and werewas originally invented by two highly-respected and prolific inventors—James A. 

Roskind and Aaron T. Emigh.  

3. The Asserted Zero Trust Network Security Patents werePatent was originally 

owned by Dr. Roskind's and Mr. Emigh's company, Radix Labs, LLC. Dr. Roskind and Mr. Emigh 

were then, and remain today, focused on innovation, conducting new research, developing new 

technologies, and creating new and innovative computer products and systems.  
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4. Dr. Roskind, a co-inventor of these Patents, has bachelors, masters, and doctorate 

degrees from MIT in both electrical engineering and computer science and is a named inventor of 

over 300 U.S. patents. He has worked for Netscape as the Chief Architect and as the Netcenter 

Security Architect and was a co-founder of Infoseek, a company acquired by Disney for $770 

million. Dr. Roskind also was a key developer of Google's "transport protocol" that provides the 

tech giant billions of dollars in value every year. 

5. Mr. Emigh, also a co-inventor of the Asserted Zero Trust Network Security Patents, 

graduated from the University of California, Santa Cruz with degrees in linguistics and computer 

and information sciences and is a named inventor of over 140 patents. Before working with Dr. 

Roskind, Mr. Emigh worked in various software-development positions, including software 

manager, architect, and engineer for Unicom and manager for the software development and 

technical marketing groups of Philips TriMedia. He has founded or co-founded many companies 

in addition to Radix Labs, LLC, including CommerceFlow, Inc., which was acquired by eBay for 

the technology that Mr. Emigh helped develop. 

6. After the Asserted Patents wereZero Trust Network Security Patent was issued, Dr. 

Roskind and Mr. Emigh recouped their research and development investment by selling certain 

technology rights and continued to work independently on their individual technological pursuits. 

K.Mizra ultimately acquired the Asserted Zero Trust Network Security PatentsPatent and licensed 

themit to many major companies operating in the computer technology space. Some of those 

companies, including previously accused infringers, chose to test the validity of the Asserted Zero 

Trust Network Security PatentsPatent before settling their lawsuits involving those Patents. 

accepting a license to the Patent.  
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6.7. For example, accused infringers of the Asserted Zero Trust Network Security 

PatentsPatent previously sought IPRs by the Patent Trial and Appeal Board ("PTAB") of both of 

the Asserted Zero Trust Network Security Patents. A Final Written Decision ("Decision") issued 

in the IPR for the '705 Patent concluded that the petitioners had not shown by a preponderance of 

the evidence that the claims at issue were unpatentable. Based on the results of the '705 Patent IPR, 

an IPR for the similar '048 Patent was never instituted. The '705 Patent IPR Decision was appealed 

to the U.S. Court of Appeals for the Federal Circuit ("CAFC"), resulting in a procedurally-focused 

remand back to the PTAB. The PTAB recently dismissed the IPR Petition with prejudice.  

7.8. The Asserted Patents wereZero Trust Network Security Patent was previously 

asserted by K.Mizra in this District against Cisco Systems, Inc. in K.Mizra v. Cisco Systems, Inc. 

(Civil Action No. 6:20-cv-01031-ADA), a case assigned to Judge Albright which resolved in 

September 2024, only a few weeks prior to trial being scheduled to commence. In that action, 

Judge Albright not only conducted a claim construction hearing and issued several important 

constructions of disputed claim terms, he also ruled on numerous summary judgment and Daubert 

motions as part of a final pretrial conference. As such, Judge Albright is well-versed in the 

technology involved with the Asserted Zero Trust Network Security PatentsPatent, K.Mizra and 

other issues here likely to be involved. 

B. The Asserted Hyperparameter Tuning Patent 

9. K.Mizra is also the owner by assignment of United States Patent No. 8,438,120 

("the '120 Patent" or "the Asserted Hyperparameter Tuning Patent"). The '120 Patent has not 

previously been asserted or involved in any post issuance proceedings and was invented by 

Stephan Alexander Raaijmakers of the Nederlandse Organisatie Voor Toegepast-
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Natuurwetenschappelijk Onderzoek TNO, a well-known and widely respected technology 

research institution (“TNO”).  

C. The Asserted Mesh Networking Patent  

10. K.Mizra is also the owner by assignment of United States Patent No. 8,144,717 

("the '717 Patent" or "the Mesh Networking Patent"). The '717 Patent has also not previously been 

asserted or involved in any post issuance proceedings and was invented by Marinus Johannes 

Blange and Miodrag Djurica of the TNO.  

D. K.Mizra's Licensing Model 

8.11. The '705 Patent, '120 Patent and '717 Patents are collectively referred herein as "the 

Asserted Patents". K.Mizra remains ready, willing, and able to provide commercially- reasonable 

licenses for its various patented technologies, including its Asserted Patents, to all entities who 

wish or need to use its covered technologies internally or in connection with products or services 

offered to others. As outlined below, Google is one such entity. 

II. THE PARTIES 

9.12. K.Mizra is a Delaware limited liability company with a mailing address of 777 

Brickell Avenue, #500-96031, Miami, Florida 33131, and operates in Florida. 

10.13. K.Mizra is the owner by assignment of the Asserted Patents. 

11.14. Upon information and belief, Google is a corporation organized and existing under 

the laws of the state of Delaware, with a principal place of business at 1600 Amphitheatre Parkway, 

Mountain View, California 94043. 

12.15. Upon information and belief, Google maintains an office in this District at 500 West 

Second Street, Austin, Texas 78701. 
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13.16. Upon information and belief, Google employs hundreds of people in its Austin, 

Texas office, including persons with knowledge of the Google products and technology at issue in 

this case. 

14.17. Upon information and belief, Google is also registered to do business in Texas and 

may be served with process by serving Corporation Service Company, Google's registered agent 

in Texas located at 211 East Seventh Street, Suite 620, Austin, Texas 78701-3218. 

III. JURISDICTION AND VENUE 

15.18. This is an action for patent infringement under the patent laws of the United States, 

35 U.S.C. §§ 1 et seq., including 35 U.S.C. §§ 271, 281, and 284, among others. The Court has 

subject-matter jurisdiction over the claims raised in this action pursuant to 28 U.S.C. §§ 1331 and 

1338(a). 

16.19. This Court has personal jurisdiction over Google by virtue of, inter alia, its conduct 

of business in this District, its registration to do business in Texas, its appointment of a registered 

agent in Texas, its employment of hundreds of persons in its Austin office located in this District, 

and its substantial, continuous, and systematic contacts with the state of Texas and this District. 

Google intentionally markets and sells its infringing products directly and through agents to 

residents of Texas, enjoys substantial income from its business activities in the state of Texas and 

this District, and/or directly, by its own actions, and/or in combination with actions of customers 

and others under its control, has committed acts of patent infringement in this District at least by 

selling infringing products in this District. 
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IV. GENERAL ALLEGATIONS 

A. The Asserted Zero Trust Network Security PatentsPatent and Google's 

Infringement  

17.20. K.Mizra is the sole owner by assignment of the Asserted Zero Trust Network 

Security PatentsPatent with the full and exclusive right to bring suit to enforce themthe Patent. 

K.Mizra is also entitled to sue to collect damages for all past infringement of the Asserted Zero 

Trust Network Security PatentsPatent. 

18.21. The '705 Patent, titled "Contagion Isolation and Inoculation," was issued by the 

USPTO to Inventors Roskind and Emigh on July 31, 2012. A true and correct copy of the '705 

Patent is attached hereto as Exhibit 1 and incorporated by reference. 

19. The '048 Patent, titled "Contagion Isolation and Inoculation Via Quarantine," was 

issued by the USPTO to Inventors Emigh and Roskind on December 6, 2016. A true and correct 

copy of the '048 Patent is attached hereto as Exhibit 2 and incorporated by reference. 

20.22. The Asserted Zero Trust Network Security Patents share similar (and in some 

respects, identical) specifications andPatent claims, with both claiming priority to U.S. Provisional 

Application No. 60/613,909, filed on September 27, 2004 (the "Provisional Application").") and 

is entitled to that priority date. 

1. Prior Licensing Andand Litigation Of TheConcerning  
the Asserted PatentsZero Trust Network Security Patent 
 

21.23. The Asserted Zero Trust Network Security Patents havePatent has been owned by 

several entities, in addition to Radix and K.Mizra, with some of those entities issuing to third 

parties certain rights to the technologies covered thereby. 

22.24. K.Mizra has been involved in a number ofseveral actions it was required to institute 

to protect its patent rights, including actions involving the Asserted Zero Trust Network Security 
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PatentsPatent. Most of those actions resulted in the execution of confidential patent license 

agreements. 

23.25. Google is not and has never been a licensee of the Asserted Zero Trust Network 

Security PatentsPatent nor had or has any rights to use technologies covered by themthe Patent. 

Google thus has no ownership or other rightsright (and is entitled to no rights) relating toright) to 

use technology covered by the Asserted Zero Trust Network Security PatentsPatent. 

2. Computer Network Security Problems In 2004 Solved  
By Theby the Asserted Zero Trust Network Security Patents 

 
26. The technology described in the Asserted Zero Trust Network Security 

PatentsPatent was invented by Dr. Roskind and Mr. Emigh, two colleagues living in the same area 

who had similar interests in innovating computer-related technologies. In 2003, the inventors 

decided to create a business—Radix Labs, LLC—which focused on developing intellectual 

property related to various computer technologies, including computer network security 

technologies. The inventors focused on conceiving and reducing to practice inventions that they 

knew were needed (or soon would be needed) in the computer networking industry and then on 

drafting patent applications to capture and protect their technological innovations.  

24.27. In September of 2004, the inventors filed the Provisional Application to which 

boththe Asserted Zero Trust Network Security Patents claimPatent claims priority. The Provisional 

Application described technology that focused on securing a computer network against the threats 

to which it was exposed when computer endpoints (e.g., laptop computers), smart phones, tablets, 

etc.,) were connected to a computer network. The Provisional Application, and by natural 

extension the Asserted Zero Trust Network Security PatentsPatent, also focus on remedying 

identified threats and/or quarantining those threats to mitigate any damage to the secured network. 
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25.28. Claims of the Asserted Zero Trust Network Security PatentsPatent are directed to 

technological solutions that address specific challenges grounded in computer network security. 

Maintaining the security of computer systems and networks is a tremendous concern for modern 

enterprises, since a breach of an internal network can have severe repercussions, including major 

financial losses, data theft, disclosure of sensitive information, network disruptions, data 

corruption, etc. The inventors of the Asserted Zero Trust Network Security PatentsPatent 

understood that while a network security appliance or hardware can be adept at keeping out 

unwanted external intrusions from the network, the most exploitable vulnerabilities of most 

networks are the end-user computers that roam throughout various public and private network 

domains, potentially exposing those computers to infection and then accessing and potentially 

infecting the entire and presumably secure computer network. 

26.29. For example, the '705 Patent explains that 

Laptop and wireless computers and other mobile systems pose a threat to elements 
comprising and/or connected to a network service provider, enterprise, or other 
protected network to which they reconnect after a period of connection to one or 
more networks and/or systems that are not part of the service provider, enterprise, 
or other protected network. By roaming to unknown domains, such as the Internet, 
and/or connecting to such domains through public, wireless, and/or otherwise less 
secure access nodes, such mobile systems may become infected by computer 
viruses, worms, backdoors, and/or countless other threats and/or exploits and/or 
have unauthorized software installed; have software installed on the mobile system 
by an operator of the protected network for the protection of the mobile system 
and/or the protected network removed or altered without authorization and/or have 
configurations, settings, security data, and/or other data added, removed, and/or 
changed in authorized ways and/or by unauthorized person. 
 

See, e.g., Ex. 1 at 1:14–31. 

27.30. The solution to these problems—as specified and claimed in the Asserted Zero 

Trust Network Security PatentsPatent—was an advanced departure from the conventional network 
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access control solutions then in use and was then, as it remains today, patent eligible, highly 

valuable, novel, and non-obvious technology. 

3. K.Mizra's Asserted Zero Trust Network  
Security Patent Claims Are Presumed Valid 

 
28.31. K.Mizra asserts that at least,Claims 12, 13, 16 and without limitation, Claim 19 of 

the '705 Patent and Claim 17 of the '048 Patent have been directly infringed, either literally or 

under the doctrine of equivalents. K.Mizra reserves the right to assert additional claims of the 

Asserted Zero Trust Network Security Patents, including both independent and dependent claims, 

pursuant to the Court's (and other applicable) rules and procedures and as discovery progresses. 

by Google. These claims are referred to herein as the "Asserted Zero Trust Network Security 

Claims."  

29.32. None of the Asserted Zero Trust Network Security Claims are directed to abstract 

ideas, and each employs inventive concepts and is directed to patent-eligible subject matter. All 

claims of the Asserted Zero Trust Network Security PatentsPatent are also presumed to be valid 

and enforceable against Google and others. 

30.33. Indeed, the Asserted Zero Trust Network Security Patents' similar commonPatent's 

specification and claims demonstrate that the need satisfied by the inventions of the Asserted Zero 

Trust Network Security Claims was long-felt in the industry and thus unconventional. As one 

example, the '048'705 Patent providesexplains that "[u]nwantedmobile end user devices such as 

laptops and wireless computers pose a threat to protected network elements because those devices 

may access unsecure systems and thereby “become infected by computer viruses, worms, 

backdoors, and/or countless other threats and/or exploits and/or have unauthorized software 

installed; have software installed on the mobile system by an operator of the protected network for 

the protection of the mobile system and/or the protected network removed or altered without 
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authorization; and/or have configurations, settings, security data, and/or other data added, 

removed, and/or changed in unauthorized ways and/or by unauthorized person[s].”  Ex. 1 at 1:23-

31. Similarly, stationary systems such as desktop computers “may become infected, e.g., due to 

receipt and execution of malicious network communications, such as spam, phishing, work 

propagation, etc., hamper productivity and the use and enjoyment of computer and network code 

via a network or other communication and/or a diskette and/or other removable media.” Ex. 1 at 

1:31-34. This poses a danger to a protected network because, when the user device connects to the 

protected network, “a system may infect or otherwise harm resources by end users, burden affected 

networksassociated with unauthorizedthe protected network before measures can be taken to detect 

and/or undesired traffic, and expose recipients to the risk prevent the spread of theft, fraud, 

etc."such infections or harm. Ex. 21 at 1:22–2734-38. The Asserted Zero Trust Network Security 

Patents'Patent's specification further provides that "[t]herefore, there is a need for an effectivea 

reliable way to intercept and take corrective action with respect to unauthorized, unwanted, and/or 

otherwise malicious electronic mail and/or other network communicationsensure that better 

protects the network and provides protection to destination hosts that area system does not 

protected by destination or destination mail or messaging server-based filtering softwareinfect or 

otherwise harm other network resources when connected to a protected network." Id. at 1:46–

5238-41. 

31.34. The specification (including the provisions quoted above), the figures (including 

those included below), and the text related to the figures further illustrate the complex, tiered 

network system architecture of the inventions captured by the Asserted Zero Trust Network 

Security Claims. These figures include the following:  
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See Ex. 1 at Fig. 2B. 
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See id. at Fig. 10A. 

32.35. The foregoing demonstrates that the inventions of theThe Asserted Zero Trust 

Network Security Claims focus on being able to receive, understand and act upon information 

provided by specific tamperproof hardware that must interact with unique software to improve 

network access control technology and protect a secure computer network and the data stored 

thereon from infected devices. As such, the Asserted Zero Trust Network Security Claims are 

eligible as a matter of law for patent protection under step one of Alice Corp. v. CLS Bank Int'l, 

573 U.S. 208, 216 (2014). 

33.36. All actions and steps recited in the Asserted Zero Trust Network Security Claims, 

including the act of quarantining endpoints or other computers, if necessary, require the 

involvement of various hardware components running dedicated software both before, during, and 

after the selection and isolation of an object.endpoint device. Said another way, a claimclaims 
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directed to allowing a machine to automatically and dynamically select and isolate an unsafe 

device attempting to access a secure network is not simply adding a generic computer component 

to a fundamentally human process. Rather, it is removing the once-necessary human intervention 

from a fundamentally mechanical process, an "improvement in the functioning of a" networked 

system that simply cannot be considered directed to an abstract concept. Enfish LLC v. Microsoft 

Corp., 822 F.3d 1327, 1339 (Fed. Cir. 2016).  These technological acts were unconventional and 

unknown in the art existing in 2004. 

37. As the specification confirms, the improvement captured by the Asserted Zero 

Trust Network Security Claims areis not simply quarantining an infected device, but it is instead 

a multi-faceted network system involving multiple interrelated software and hardware components 

to protect a network from known and unknown threats. Specifically, the similar specifications of 

the Asserted Patents discloseZero Trust Network Security Patent discloses that to reduce the 

burdens of having to manually identify, connect to, isolate, and remove malicious software from 

an infected deviceendpoint, the networked system can direct an unclean endpoint (referred to in 

the Patent as a “host computer”) attempting to connect to the secure network, known as the host 

computer, to a form of remediation, such as downloading a software patch or a software update, 

removing material from the host computer and/or, enabling certain settings, etc. present on the 

host computer.endpoint.  See Ex. 1 at 1:14–41.  

34.38. Indeed, the inventions of the Asserted Zero Trust Network Security Claims are each 

tethered to these advances over the art in the 2005 time frame, reciting methods and systems, none 

of which, individually, and certainly not as an ordered combination, was conventional in the 

computer network security field in 2004.  Indeed, these claims recite then-unconventional systems 

and technology that automatically and dynamically detect an insecure condition by contacting a 
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trusted computing base located on an endpoint, receiving a response therefrom, determining if that 

response contains a valid identification of cleanliness, and configuring and implementing aany 

needed remediation action based on what is discovered about the state of an endpoint or "host" 

computer.upon. See, e.g., Ex. 1, Claims 12 andClaim 19; Ex. 2, Claims 10 and 17. More 

specifically, the Asserted Zero Trust Network Security Claims require a system to communicate 

with a "trusted computing base" to determine when a response includes a valid digitally signed 

attestation of cleanliness, and to control access to the network accordingly. These Asserted Zero 

Trust Network Security Claims are thus directed to a machine-implemented solution resolving a 

machine-specific problem, i.e. a machine's difficulty in detecting, isolating, and remediating 

infected endpoint devices (e.g., host computers) to prevent contagion of and damage to the larger 

computer network.  These technological acts were completely unconventional in the relevant field 

in 2004.   

35. The Asserted Zero Trust Network Security Claims are thus directed to a machine-

implemented process for (1) determining whether the host computer is required to be quarantined, 

(2) isolating and inoculating the contagions (including directing the host to software programs 

and/or code designed to identify undesirable and/or unauthorized states) by quarantining the host, 

(3) limiting access to the network by the host computer so that the unsafe condition thereof can be 

remedied, and (4) allowing for remediation of an unsafe or infected host computer. As such, the 

Asserted Zero Trust Network Security Claims recite inventions with specific applications or 

improvements to technologies in the marketplace and cannot be considered abstract or patent 

ineligible under relevant law. 
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4. Failed IPRs Brought Against the  
Asserted Zero Trust Network Security Patents 

 
36.39. Fortune 100 companies accused of infringing the Asserted Zero Trust Network 

Security Patents havePatent previously filed petitions for IPRs against each of the Asserted 

Patentsit, alleging that the claims of the Asserted Patentsthereof should be held invalid as either 

anticipated or obvious considering art not previously considered. Ultimately, the PTAB instituted 

an IPR against the '705 Patent, with similar third party IPRs that were subsequently filed being 

joined to the first-filed and instituted IPR. 

37.40. The PTAB eventually issued its decision holding that no claims of the '705 Patent 

were unpatentable, finding that no asserted prior art reference alone or in combination satisfied the 

limitation of "providing . . . an IP address of a quarantine server configured to serve the quarantine 

notification page" that was present in all claims of the '705 Patent. 

38. Similarly, petitions for IPR were filed against the '048 Patent, but the PTAB denied 

institution of those, stating that the '048 Patent IPRs were "closely related" to the '705 Patent IPR 

petitions, that the petitions were based on and cited the same prior art and that "the challenged 

claims [were] materially the same" as those recited in the '705 patent's claims. The PTAB then 

offered that it had already "issued a Final Written Decision in [the '705 Patent's IPR], finding no 

claims of the '705 patent unpatentable" and that the '048 Patent IPR petitions were being denied 

institution for the same reasons. 

39.41. The '705 Patent IPR Decision was then appealed to the CAFC, which reversed the 

PTAB's Decision on a few narrow procedural issues involving proof that the asserted prior art 

references would be combined by a person having ordinary skill in the art, as alleged by the 

petitioners. 
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40.42. A motion to dismiss the IPR was subsequently filed and the IPR has beenThe IPRs 

have now all dismissed with prejudice by the PTAB. 

5. Google's Accused Instrumentalities And ServicesInfringing Chrome 

Enterprise Premium Product 

43. Google has been making, selling, using, and offering for sale Google has been and 

continues to make, sell, use, offer to sell, import into and/or export out of the United States a 

product known as Chrome Enterprise Premium ("CEP"), a computer network access and security 

products, systems, and services thatproduct.  These actions directly infringe the Asserted Zero 

Trust Network Security PatentsPatent in violation of 35 U.S.C. § 271(a).  (Attached as Exhibit 2 

and incorporated herein by this reference, is a preliminary claim chart explaining Google's 

infringing conduct.) 

44. CEP is a secure enterprise solution that provides integrated threat and data 

protection and offers scalable context-aware access controls for software-as-a-service (SaaS) and 

Web Apps, helping to mitigate data exfiltration from secure networks.  CEP achieves these goals 

by being designed to operate within an environment of endpoint that include a trusted computing 

base ("TCB") with a trusted platform module ("TPM") and a Chrome browser.  When such a 

configured endpoint seeks to enter a protected network, the CEP running on Google’s cloud 

obtains posture information stored in the TCB’s TPM of the endpoint.  CEP, which integrates 

several security features and functions that Google offers in CEP and in other products, such as 

Endpoint Verification, Context-Aware Access, certificate-based access, Verified Access, Policy 

Remediation, and others, then uses the provided information to make decisions about whether the 

requesting endpoint should be granted access to the protected network, if it should be remediated, 

quarantined, etc., and then sends to the endpoint appropriate information, etc. 
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45. As Google has explained it:   

Browsers are more than just a portal to the Internet: They are the new endpoint where 

almost every high-value activity and interaction in the enterprise takes place. 

Authentication, access, communication and collaboration, administration, and even coding 

are all browser-based activities in the modern enterprise.  

Endpoint security is growing more challenging due to remote work, reliance on an 

extended workforce, and the proliferation of new devices that aren't part of an 

organization's managed fleet. As these trends continue to accelerate and converge, it's clear 

that the browser is a natural enforcement point for endpoint security in the modern 

enterprise. GartnerⓇ research predicts "enterprise browsers will be the core platform for 

delivering workforce productivity and security software on managed and unmanaged 

devices for a seamless hybrid work experience." 

 

Get advanced security with Chrome Enterprise Premium 

 

Users around the world already use Chrome on their digital devices to access information 

and get work done safely across Windows, macOS, ChromeOS, Android, and iOS. As a 

leader in browser security, Chrome has built features and best practices that have disrupted, 

and then established, industry norms.  

 

For example, we introduced advanced security sandboxing and novel exploit mitigations, 

and we lead the industry in our response time to zero-day vulnerabilities. We also continue 

to advance security, and recently announced work that uses AI to do privacy-preserving, 

real-time checks of websites to help protect users from increasingly sophisticated attacks. 

Chrome Enterprise Premium builds on the core capabilities available in Chrome 

Enterprise, which gives organizations the secure, reliable browser their employees prefer 

to use with management tools for IT and security teams built in. 
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Chrome Enterprise Premium offers additional advanced security capabilities, including: 

 Enterprise controls enforce policies, manage software updates and extensions to 

align with enterprise policies, and support RDP, SCP, SSH and other TCP 

protocols; 

 Security insights and reporting support event reporting, device reporting, and 

forensic capabilities for enterprise-wide visibility, and can integrate with other 

Google and third-party security solutions; 

 Context-aware access controls can be scaled for web applications, can help 

enforce continuous Zero Trust access to SaaS and web-based apps with context-

aware access control, and can mitigate data exfiltration risks for sanctioned and 

unsanctioned applications; and  

 Threat and data protection delivers content inspection and data loss prevention, 

anti-malware, and anti-phishing using frontline intelligence and AI, dynamic URL 

filtering, and site categorization. 

Organizations using Chrome Enterprise Premium benefit from Google's threat intelligence, 

security features, and Zero Trust access via Google's secure global network. See 

https://cloud.google.com/blog/products/identity-security/introducing-chrome-enterprise-

premium, attached as Exhibit 3 and incorporated herein by this reference.   
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46. CEP is based on Google's "BeyondCorp" product. See, e.g., 

https://cloud.google.com/beyondcorp-enterprise/docs/access-

protection#:~:text=Based%20on%20the%20BeyondCorp%20security,SSH%20access%20to%20

virtual%20machines, attached as Exhibit 4 and incorporated herein by this reference; see also 

https://cloud.google.com/beyondcorp?hl=en, attached as Exhibit 5 and incorporated herein by this 

reference.  Google refers to BeyondCorp in some CEP-related documents and website pages.  

BeyondCorp currently is not an accused product, but K.Mizra reserves the right to allege 

infringement by BeyondCorp if discovery dictates and provides support for such an allegation.  

B. The Asserted Hyperparameter Tuning Patent  

47. K.Mizra is the sole owner by assignment of the Asserted Hyperparameter Tuning 

Patent with the full and exclusive right to bring suit to enforce the Patent. K.Mizra is also entitled 

to sue to collect damages for all past infringement of the Asserted Hyperparameter Tuning Patent. 

48. The '120 Patent, titled "Machine Learning Hyperparameter Estimation," was issued 

by the USPTO to Inventor Stephen Alexander Raaijmakers on May 7, 2013. A true and correct 

copy of the '120 Patent is attached hereto as Exhibit 6 and incorporated by reference. 

49. The Asserted Hyperparameter Tuning Patent is a U.S. National Phase filing of 

PCT/NL2008/050247 and claims priority to European Application Nos. 07106963.7 filed April 

25, 2007 and 07112037.2 filed July 9, 2007. 

1. Prior Licensing and Litigation Concerning  
the Hyperparameter Tuning Patent  

 
50. The Asserted Hyperparameter Tuning Patent has previously been licensed to 

various industry participants but has not been involved in any prior litigation.   

51. Google is not and has never been a licensee of the Asserted Hyperparameter Tuning 

Patent nor has it had nor does it have any rights to use technologies covered by the Patent. Google 
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thus has no ownership or other rights (and is entitled to no rights) relating to the Asserted 

Hyperparameter Tuning Patent. 

52. No party licensed to the Asserted Hyperparameter Tuning Patent has used the 

technology claimed by the Asserted Hyperparameter Tuning Patent in a manner that requires 

marking under 35 U.S.C. § 287. K.Mizra is therefore not barred from seeking past damages for 

infringement of the Asserted Hyperparameter Tuning Patent under 35 U.S.C. § 287(a). 

2. Problems in 2007 Solved By the  
Asserted Hyperparameter Tuning Patent  

 
53. The technology described in the Asserted Hyperparameter Tuning Patent was 

invented by Stephen Raaijmakers and generally relates to improving the operation of Artificial 

Intelligence ("AI") through the improved automatic, systematic and computer implemented 

training techniques.  More specifically, AI typically uses models to perform specific tasks, and, at 

its most basic level, an AI model is a program that has been "trained" on a set of data to recognize 

certain patterns or to make certain decisions without further human intervention.  For example, an 

AI model could be used to automatically detect spam or other unwanted emails in a user's email 

inbox or distinguish between ripe and unripe fruit to be picked, etc. The '120 Patent uses the term 

"classifier" to refer to these types of AI models, as they are used to separate inputs (emails or fruit) 

into different classifications (spam or not spam/ripe or unripe).   

54. AI models use variables called "parameters" to determine what result it should 

produce (e.g., to determine whether to classify an email as spam or not spam). These parameters 

are not set manually. Instead, they are learned automatically during the training process. During 

training, the model may be exposed to a labeled dataset and the parameters can be adjusted to 

minimize prediction errors. For instance, in the spam email example, the AI model may be trained 

by exposing the model to a large number of emails that have been labeled as either spam or not 
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spam.  The model identifies and thus learns the traits and characteristics found in these various 

emails that are indicative of a spam email or not spam email. Automatically adjusting the 

parameters of the model to minimize the times when a spam email is marked as not spam, or vice 

versa, is the goal of parameter-based training.  

55. AI models are generally trained for a specific purpose.  However, training a full 

model is time consuming and, in some cases, has given way to the use of foundational models, 

which are models that are pre-trained on large, genericized datasets. These foundational models 

can later be fine-tuned for use in addressing a particular problem or issue by, for example, feeding 

it a set of additional relevant data and training upon that dataset. By way of example, a foundational 

AI model for diagnosing medical conditions could be fine-tuned by training it using various 

medical records. Similarly, a foundational large language model ("LLM") like ChatGPT could be 

fine-tuned to adjust its conversational tone by training it on sample texts representing a desired 

communication style.  Using a foundational AI model is like getting a shirt and later tailoring it to 

fit your body, rather than starting with fabric, thread, and a needle.  

56. As AI models become more advanced and versatile, they also demand more data 

and computing power to be properly trained. One of the main challenges in this exploding field of 

technology is efficiently training these models, which typically is done by configuring variables 

in a model's learning process.  These variables are known as hyperparameters. The 

hyperparameters may, for example, define the architecture (and thus the size) of the model, as well 

as, how the model changes based on the training data it digests and that will effect how efficiently 

and effectively the model is trained. For example, a hyperparameter called the learning rate may 

be used to control how much a model adjusts its parameters during training. If the learning rate of 

the model is too low, it will take a long time for the model to reach an acceptable result. On the 
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other hand, if the learning rate is too high, the model may overreact to each training round, 

bouncing around an optimum result instead of converging on that result. Different hyperparameters 

may be used depending on whether a user is training a brand-new model or fine-tuning a 

foundational model. In either case, though, identifying the right hyperparameters and their values 

during the model training process improves the model's efficiency and thus the predictions or 

decisions to be output by the model. 

57. Claims of the Asserted Hyperparameter Tuning Patent are directed to technological 

solutions that address specific challenges grounded in the systematic and automatic tuning of 

hyperparameters so that efficient and effective AI models can be computer generated.  Creating 

these models is a tremendous concern for modern enterprises, since they are now being used in all 

manner of human endeavor, from drug discovery, to providing banking efficiencies, etc.   

58. The inventor of the Asserted Hyperparameter Tuning Patent understood that while 

basic models that trained on parameters existed prior to 2007, as the data to be analyzed become 

more and more voluminous and complex, the use of just parameters in developing a model would 

not be enough.  Rather, the additional use of hyperparameters, that could automatically and 

systematically be optimized by the computing system that was training the model was needed.  

The inventor also realized that the existing methods for estimating and selecting hyperparameters 

were unsuitable in many cases.  For example, the '120 Patent discloses: 

Hyperparameters may be determined using various methods, for example heuristic 
or statistical optimization methods. However, many heuristic methods are ad hoc 
methods, while not all statistical optimization methods are suitable for determining 
hyperparameters. 

The inventor thus recognized that a new paradigm needed to be developed.  That paradigm was 

then well before its time invented and is disclosed in the '120 Patent. 
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59. For example, the '120 Patent explains that a method of determining 

hyperparameters in a machine learning system is disclosed.  The method is iterative, and with each 

computer implemented iteration, a random or pseudorandom sample of hyperparameter vectors 

selected from a set of possible hyperparameter vectors must be considered, updating the estimate 

of the target hyperparameter vector by selecting for use the best vector in the present and previous 

iterations.  The '120 Patent specification further explains that:  

By selecting from the random sample a or the hyperparameter vector 
producing the best result in the present and any previous iterations, and using said 
selected hyperparameter vector to update the estimate of the target hyperparameter 
vector, the properties of the best performing hyperparameters are used to guide the 
next iteration [of the hyperparameter selection process]. In this way, a method 
similar to the cross-entropy method [used for selection of parameters] can be used 
effectively for determining hyperparameters, even when the hyperparameters are 
not continuous and their effects are not transparent. By using the method according 
to the present invention, an improved classification [i.e. model] accuracy is 
achieved. 

 
… 
 
In a preferred embodiment, the method according to the Present invention 

further comprises the steps of: 
selecting from the random sample a further hyperparameter vector 

producing the best result in any previous iterations, and 
restricting the random sample of hyperparameter vectors by using the 

further selected hyperparameter vector. 
The step of restricting the random sample preferably involves the use of an interval 
surrounding the further selected hyperparameter vector which produces the best 
result in any previous iteration. 
 
… 

 
In a preferred embodiment, Et is the hyperparameter vector Xt, at iteration t 

producing the best result S(Xt
i) in the present iteration t and all previous iterations 

(if any). The random sample Xt
i, has elements Xt

ij, while the step of updating the 
hyperparameters comprises the step of determining the (target) hyperparameter vt

j, 
where 
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wherein γt is a threshold value, W is a weighting function and  is an 
indicator function which is equal to 1 if S(Xi

t) greater than or equal to the threshold 
value γt, and else is equal to 0. The weighting function W is preferably given by 

 
 
Accordingly, the step of updating the hyperparameters may involve a weighting 
function based upon a distance function, preferably a Euclidean distance function. 
It is noted that when the Euclidean distance between Et and Xt

ij, is zero, the 
weighting function W is equal to one. 

 
The method according to the present invention is typically carried out by 

computer apparatus, for example a general purpose computer system comprising a 
processor and an associated memory, one part of the memory storing a soft ware 
program for instructing the processor to carry out the method steps of the present 
invention, and another part of the memory storing data, said data comprising the 
hyperparameter values referred to above. 

 
See, e.g., Ex. 6 at 2:1–4:14. 

60. The solution to the problems identified in the '120 Patent—as specified and claimed 

in the Asserted Hyperparameter Tuning Patent—was an advanced departure from the conventional 

tuning of hyperparameters in AI models in use in 2007 and was then, as it remains today, patent-

eligible, highly valuable, novel, and non-obvious technology. 

3. K.Mizra's Asserted Hyperparameter  
Tuning Patent Claims Are Presumed Valid 

 
61. None of the Asserted Hyperparameter Tuning Patent Claims are directed to abstract 

ideas, and each employs inventive concepts and is directed to patent-eligible subject matter. All 
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claims of the Asserted Hyperparameter Tuning Patent are also presumed to be valid and 

enforceable against Google and others. 

62. The subject matter of the Asserted Hyperparameter Tuning Patent is focused on 

problems in machine learning systems. See, e.g., Ex. 6 at 1:6-9, 1:13-23, 2:1-19, 3:46-53, 4:9-13. 

Indeed, hyperparameters are used by machine learning systems to determine the parameters for a 

classifier in a machine learning system. In other words, the solution described by the claims of the 

Asserted Hyperparameter Tuning Patent is necessarily rooted in computer technology.  

63. Moreover, selecting the appropriate hyperparameters is vital to the speed and 

efficiency of the training computer and the machine learning system. Selecting inappropriate 

hyperparameters can lead to myriad problems in training the AI model, including underfitting or 

overfitting, which in turn could lead to a training system that is inefficient, takes too long to 

determine the parameters, and/or consumes massive amounts of power; or a resulting machine 

learning system with a poorly-trained classifier (because the model never converged) which thus 

misclassifies a significant amount of data.   

64. The Asserted Hyperparameter Tuning Patent Claims are directed to a machine-

implemented, iterative process for locating, selecting and utilizing in a model an optimized 

hyperparameter. As such, the Asserted Hyperparameter Tuning Patent Claims recite inventions 

with specific applications or improvements to technologies in the marketplace and cannot be 

considered abstract or patent ineligible under relevant law. 

4. Google's Infringing Vertex AI Studio Product 

65. Google's Vertex AI Studio is part of the Google Cloud Platform and is a complete 

system for building, training, and using AI models. It offers a range of tools and APIs (Application 

Programming Interfaces) that let users either create and train their own models from scratch, or 
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work with Google's foundation models, like Gemini, Imagen, Codey, and Chirp, and tailor them 

for specific needs.  As is here relevant, Vertex AI provides several options for training all manner 

of models. One of the most powerful of these provides a user with complete control over the model 

development process by allowing them access to powerful hyperparameter tuning and optimization 

options. These can be implemented using Google's Vertex AI Vizier. It is Google's provision of 

this computer implemented hyperparameter tuning ability that takes advantage of iterative, 

randomized/pseudo-randomized hyperparameter tuning techniques, that makes Google's Vertex 

AI so valuable to its customers.  Google's usurpation of the critical '120 Patent's patented 

technology without K.Mizra's authorization allows Google to provide to its customers highly tuned 

and effective AI models, generating significant revenues and reputational prestige for Google, all 

to the injury of K.Mizra.    

41.66. Google has been making, selling, using and offering for sale AI products and 

services that infringe the Asserted Hyperparameter Tuning Patent in violation of 35 U.S.C.  § 271 

(collectively, "the Accused Zero Trust Network SecurityHyperparameter Tuning 

Instrumentalities"). These Accused Zero Trust Network SecurityHyperparameter Tuning 

Instrumentalities include, but are not limited to, Google Chrome Enterprise PremiumGoogle's 

Vertex AI system, the sale, offer for sale, use, and/or manufacture in the United States of which 

constitutes infringement of at least claim 1 of the Asserted Zero Trust Network Security 

ClaimsAccused Hyperparameter Tuning Patent, either literally or under the doctrine of 

equivalents.   

42. Upon information and belief, Google's Chrome Enterprise Premium product was 

based upon and formerly known as Google's "BeyondCorp Enterprise" product. 

C. The Asserted Mesh Networking Patent 
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67. K.Mizra is the sole owner by assignment of the Asserted Mesh Networking Patent 

with the full and exclusive right to enforce the Patent. K.Mizra is also entitled to sue to collect 

damages for all past infringement of the Asserted Mesh Networking Patent. 

68. The '717 Patent, titled "Initialization of a Wireless Communication Network," was 

issued by the USPTO to Inventors Blange and Djurica on March 27, 2012. A true and correct copy 

of the '717 Patent is attached hereto as Exhibit 7 and incorporated by reference. 

69. The Asserted Mesh Networking Patent is a U.S. National Phase filing of 

PCT/NL2007/0000001, filed on December 2, 2007, and is entitled to that priority date. The 

Asserted Mesh Networking Patent further claims priority to European Patent Application No. EP 

05078044, filed December 30, 2005, and is entitled to that priority date.   

1. Prior Licensing and Litigation Concerning  
the Mesh Networking Patent  

 
70. The Mesh Networking Patent has previously been licensed to various industry 

participants but has not been involved in any prior litigation.   

71. Google is not and has never been a licensee of the Asserted Mesh Networking 

Patent nor has it had nor does it have any rights to use technologies covered by the Patent. Google 

thus has no ownership or other rights (and is entitled to no rights) relating to the Asserted Mesh 

Networking Patent. 

72. No party licensed to the Asserted Mesh Networking Patent has used the technology 

claimed by the Asserted Mesh Networking Patent in a manner that requires marking under 35 

U.S.C. § 287. K.Mizra is therefore not barred from seeking past damages for infringement of the 

Asserted Mesh Networking Patent under 35 U.S.C. § 287(a). 
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2. Problems in 2007 Solved By the  
Mesh Networking Patent  

 
73. The technology described in the Mesh Patent was invented by Marinus Johannes 

Blange and Miodrag Djurica and generally relates to creation of a flexible mesh wireless network.  

74. Although wireless communications networks were known in the art prior to the 

invention, the known networks had several drawbacks. For example, there existed known 

techniques for routing messages in wireless networks. See generally Ex. 7 at 1:13-58. However, 

as explained in the ‘717 Patent, these techniques “require[d] transmission of information via sensor 

stations before the routing topology [of the network] has been defined.” Id. at 1:59-62. “This 

complicates the (sensor) stations, because they will have to support different modes of 

communication while operating in a low-power mode.” Id. at 1:62-64. As further explained in the 

‘717 Patent, the existing techniques also resulted in either slow or inefficient networks: 

If forwarding of information is only done using the definite routing topology, a 
central approach is slow (each station has to wait until its upward station has been 
centrally assigned a route) and a decentral approach is inefficient (a routing 
topology with an unnecessary amount of branches has been created). 

Id. at 1:64-2:2.   

75. Another known protocol was a mobile communications protocol which uses two 

types of networks: a high power network and a low power network. See generally Ex. 7 at 2:9-57. 

However, the ‘717 Patent notes that “[t]he use of two types of network without central unit makes 

this system complex and inefficient in bandwidth use.” Id. at 3:1-2. 

76. The solution to these problems—as specified and claimed in the Asserted Mesh 

Networking Patent—was an advanced departure from the conventional networking solutions then 

in use and was then, as it remains today, patent eligible, highly valuable, novel, and non-obvious 

technology. 
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3. K.Mizra's Asserted Mesh Networking  
Patent Claims Are Presumed Valid 

 
77. None of the Asserted Mesh Networking Patent Claims are directed to abstract ideas, 

and each employs inventive concepts and is directed to patent-eligible subject matter. All claims 

of the Asserted Mesh Networking Patent are also presumed to be valid and enforceable against 

Google and others. 

78. The subject matter of the Asserted Mesh Networking Patent is focused on problems 

in wireless mesh networks, and in particular problems related to creating a new wireless mesh 

network and/or attaching a new station to an existing wireless mesh network. See, e.g., Ex. 7 at 

1:59-2:8, 2:58-3:2, 3:6-15, 3:59-67, 5:11-14. The solution described by the claims of the Asserted 

Mesh Networking Patent is necessarily rooted in wireless mesh networking technology and 

presumptively patent eligible.   

79. Moreover, the techniques specified and claimed in the Asserted Mesh Networking 

Patent Claims provides various technical benefits to the network. For example, Claim 11 of the 

Asserted Mesh Networking Patent is directed to, among other things, a “processor circuit being 

configured to switch to establish an associated route for communication with an association unit 

during subsequent communication of operating messages to an association unit, the associated 

route including a source of the association grant, and, if the source of the association grant is not 

the association unit, the operating route between the source of the association grant and the 

association unit previously established for the source of the association grant in response to 

association request messages and/or the association grants for intermediate stations.” Use of the 

claimed technique improves the speed of the network by providing the associated route to each 

station that joins a network, allowing the source of the association grant to provide the route 

information directly rather than retrieving it from the association unit, improving the speed with 
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which the network can heal/form itself. It further eliminates unnecessary communications between 

the source of the association grant and the association unit, conserving bandwidth (and thus 

allowing more bandwidth for other communications) and conserving power of the various stations 

located within the associated route. As noted in the Asserted Mesh Networking Patent, power 

consumption is a key consideration in low power devices often found in mesh networks. Ex. 7 at 

5:11-14; see also id. at 11:30-42.   

80. The Asserted Mesh Networking Claims are directed to wireless networks and 

stations within wireless networks that implement the techniques described for allowing new 

stations to efficiently and effectively join the network. As such, the Asserted Mesh Networking 

Claims recite inventions with specific applications or improvements to technologies in the 

marketplace and cannot be considered abstract or patent ineligible under relevant law.  

4. Google's Infringing Nest Devices 

81. Google Nest is a line of products for home networking, allowing a user to control 

various Google and third-party smart devices throughout the Google Home app. On information 

and belief, Google Nest was previously known as Google Home.   

82. Google offers a wide variety of home networking devices under the Google Nest 

brand. Many of these devices use a networking protocol called Thread. 

83. Thread is a networking protocol designed for low-power Internet of Things devices 

operating in an IEEE 802.11.15.4 wireless mesh network. It may be used alongside other networks, 

such as a Wi-Fi network, in a user’s home. Thread was developed by the Thread group, which 

Google founded with other member companies in 2014. 

84. Thread is built into many new smart devices such as smart bulbs, locks, sensors, 

and the like. Thread is used to create a mesh network in which each new smart device connects to 
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the next nearest smart device, giving users more networking coverage and making the entire 

network more robust. If one device in the network fails, another can step in to maintain the signal, 

allowing the network to heal itself rapidly, effectively and efficiently. 

85. A device in a Thread network may be either a router, which may forward data 

packets for other network devices and provides commissioning for devices trying to join the 

Thread network, or an end device, which communicates with a single router and does not forward 

packets for other network devices. An end device may convert itself into a router when a new 

device joins the network.  

86. A special case of a router is a border router, which can forward information between 

a Thread network and a non-Thread network. For example, a border router may allow a user to 

control the devices on a Thread network through the Wi-Fi network via a border router. 

87. An exemplary Thread network including a border router, routers, and end devices 

is shown below: 
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Ex. 8, “Thread Play Services APIs,” (available at 

https://developers.home.google.com/matter/thread (accessed May 12, 2025) and incorporated by 

reference) (annotated).   

88. Google offers a wide range of products that use the Thread networking protocol.  

For example, Google offers several hubs for Google home that include a built-in Thread router, 

including the Nest Hub, Nest Hub Max, Nest Wifi Pro, and Google TV Streamer.  
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Id.; see also Ex. 9, “Connect Thread smart devices with Google TV Streamer (4K),” (available at 

https://support.google.com/chromecast/answer/15178609 (accessed May 21, 2025) and 

incorporated by reference). 

89. In addition, Google hub products such as the Google TV Streamer, Nest Hub (2nd 

Gen), Hub Nest Max Fuchsia, Nest Wi-Fi Point, and Nest Wi-Fi Router are certified as Built on 

Thread by the Thread Group.   

90. As another example, Google offers a routing device called the Nest Connect. 

 

Ex. 10, Nest Connect – Range Extender for Detect & Guard – Google Store,” (available at 

https://store.google.com/product/nest_connect (accessed May 13, 2025) and incorporated by 

reference)). The Nest Connect includes a Thread radio that allows communication between a 

Thread border router and a peripheral device such as the Nest x Yale Lock. 
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Ex. 11, “Nest debuts Nest Secure home system and has a Thread router called Nest Connect,” 

(available at https://staceyoniot.com/nest-debuts-nest-secure-home-system-and-has-a-thread-

router-called-nest-connect/ (accessed May 13, 2025) and incorporated by reference).    

91. Yet another example, Google offers various peripheral devices that include a 

Thread radio such as the Nest x Yale Lock. 

 

Ex. 12, “Nest x Yale Lock – Key-Free Smart Deadbolt – Google Store,” (available at 

https://store.google.com/product/nest_x_yale_lock (accessed May 13, 2025) and incorporated by 

reference).  

92. Additional peripheral devices offered by Google that include a Thread radio include 

the Google Nest Learning Thermostat and the Google Nest Protect and CO alarm. 

Case 3:25-cv-08107-JCS     Document 1-5     Filed 09/24/25     Page 39 of 89

K.Mizra LLC, Ex. 2001, p. 155 
Google LLC v. K.Mizra LLC 

IPR2025-01436



 

35 

93. Google has been making, selling, using and offering for sale products including 

Thread radios that infringe the Asserted Mesh Networking Patent in violation of 35 U.S.C. § 271 

(collectively, "the Accused Mesh Networking Instrumentalities"). These Accused Mesh 

Networking Instrumentalities include, but are not limited to, Google's Nest home networking 

products identified above, the sale, offer for sale, use, and/or manufacture in the United States of 

which constitutes infringement of at least claim 11 of the Accused Mesh Networking Patent, either 

literally or under the doctrine of equivalents. 

94. K.Mizra expects that discovery will reveal additional products that include Thread 

radios and infringe the Asserted Mesh Networking Patents, which may include additional Google 

Nest products and/or products that are not marketed under the Google Nest brand. For example, 

there are reports that at least some Google Pixel 9 devices may include a Thread radio. See, e.g., 

Ex. 13, “Pixel 9 series arrives at the FCC, includes Thread,” (available at 

https://9to5google.com/2024/07/12/pixel-9-fcc/ (accessed May 23, 2025) and incorporated by 

reference).  

V.  FIRST CLAIM FOR RELIEF 
VI.V.  

(Patent Infringement Under 35 U.S.C. § 271 of the '705 Patent) 
 

43.95. K.Mizra incorporates paragraphs 1 through 4294 as though fully set forth herein. 

44. The '705 Patent includes 19 claims. 

45. Google has infringed and is infringing one or more claims of the '705 Patent by 

making, importing, using, offering for sale, and/or selling the Accused Zero Trust Network 

Security Instrumentalities, in violation of 35 U.S.C. § 271(a). 
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46. Upon information and belief, and based upon publicly-available information, the 

Accused Zero Trust Network Security Instrumentalities meet each element of at least Claim 19 of 

the '705 Patent. 

47.96. Claim 19 of the '705 Patent states: 

[preamble] A computer program product for protecting a network, 
the computer program product being embodied in a non-transitory 
computer readable medium and comprising computer instructions 
for: 
 
[A] detecting an insecure condition on a first host that has connected 
or is attempting to connect to a protected network,  
 
[B] wherein detecting the insecure condition includes: 
 

[B1] contacting a trusted computing base associated with a 
trusted platform module within the first host,  
 
[B2] receiving a response, and determining whether the 
response includes a valid digitally signed attestation of 
cleanliness,  
 

[C] wherein the valid digitally signed attestation of cleanliness 
includes at least one of an attestation that the trusted computing base 
has ascertained that the first host is not infested, and an attestation 
that the trusted computing base has ascertained the presence of a 
patch or a patch level associated with a software component on the 
first host; 
 
[D] when it is determined that the response does not include a valid 
digitally signed attestation of cleanliness, quarantining the first host, 
including by preventing the first host from sending data to one or 
more other hosts associated with the protected network, 
 
[E] wherein preventing the first host from sending data to one or 
more other hosts associated with the protected network includes  
 

[E1] receiving a service request sent by the first host, serving 
a quarantine notification page to the first host when the 
service request comprises a web server request,  
 
[E2] and in the event the service request comprises a DNS 
query, providing in response an IP address of a quarantine 
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server configured to serve the quarantine notification page if 
a host name that is the subject of the DNS query is not 
associated with a remediation host configured to provide 
data usable to remedy the insecure condition; and 

 
[F] permitting the first host to communicate with the remediation 
host. 

 
Ex. 1 at 22:14–49. 

48.97. Regarding theThe preamble of Claim 19, and to the extent the preamble is 

determinednonlimiting.  But if it is interpreted to be limiting (which it is not), the Accused 

Instrumentalities provide the features described in the preamble, which recitesotherwise, CEP is a 

"computer program product for protecting a network." For example, Google touts that its Chrome 

Enterprise productCEP is "Google Cloud's zero-trust solution that enables an organization's 

workforce to access web applications securely from anywhere, without the need for VPN and 

without fear of malware, phishing, and data loss": 

 

See Ex. 3, Chrome Enterprise Premium documentation14, p. 1 (available at 

https://cloud.google.com/beyondcorp-enterprise/docs) (last accessed mid Jan. 2025 and 

incorporated by reference). Additionally, Google's Chrome Enterprise products deliverCEP 

provides endpoint (e.g., "host" computer),) posture assessments and ensure that endpoints meet 

security and compliance policies before they are allowed to access a protected network. See id. 

Accordingly, and to the extent the preamble of Claim 19 is deemed limiting, the Accused Zero 

Trust Network Security Instrumentalities meetCEP meets the limitation. 
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49.98. LimitationCEP also meets the requirements of limitation A of Claim 19, which 

requires "detecting an insecure condition on a first host that has connected or is attempting to 

connect to a protected network." The Accused Zero Trust Network Security Instrumentalities also 

meet all the requirements of limitation A of Claim 19. For example, Google's Chrome Enterprise 

products deliverCEP delivers endpoint posture assessments and ensureensures that endpoints meet 

security and compliance policies before they are allowed to connect to thesecure resources, i.e. 

network, housed on the Google Cloud: 

 

See Ex. 415, Endpoint Verification Overview, p. 1 (available at 

https://cloud.google.com/endpoint-verification/docs/overview) (last accessed mid Jan. 2025 and 

incorporated by reference). 
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See Ex. 516, Chrome Enterprise Premium Overview, pp. 1–2 (available at 

https://cloud.google.com/beyondcorp-enterprise/docs/overview) (last accessed mid Jan. 2025 and 

incorporated by reference). Accordingly, the Accused Instrumentalities meet limitation A of Claim 

19Endpoint Verification is a Google webapp that is integrated into and used by various Google 

products, including CEP. 

50.99. LimitationCEP further meets limitation B1 of Claim 19, which requires that 

"detecting [an] insecure condition includes . . . contacting a trusted computing base associated with 

a trusted platform module within the first host." The Accused Zero Trust Network Security 

Instrumentalities meet these requirements through, for example, the Google's Chrome Enterprise 

product which For example, CEP uses "strong key protection" such as "secure cryptographic 

storage such as TPMs and OS keystores." See Ex. 6._17, How To Prevent Account Takeovers 

With New Certificate-Based Access, p. 1 (available at 

https://cloud.google.com/blog/products/identity-security/how-to-prevent-account-takeovers-

with-new-certificate-based-access) (last accessed mid Jan. 2025 and incorporated by 
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reference).2025, annotated to show where in the architecture CEP and the First host reside, and 

incorporated by reference).  As the below annotated Google produced figure establishes, many 

products, including CEP, are integrated into Google Cloud.  In operation, what Google calls a 

Trusted Device (top red box below) and the ‘705 Patent calls a “first host” or “endpoint” (noted in 

top green box below),  includes a TCB/TPM (see bottom red box below) and uses a Chrome 

browser, working with other Google Software installed on the Trusted Device, for contact between 

applications, web apps, virtual machines, etc., operating within the Google Cloud Platform, 

including CEP.   
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See id. at 2. The Accused Zero Trust Network Security Instrumentalities obtain  (annotated).   

Some of the information CEP requests from the Trusted Device, i.e. the first host computer 
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through, are digitally-signed certificates housed in the TCB/TPM to determine whether the first 

host computer is secure and can be trusted to access the protected network:resources, i.e. networks, 

also housed within the Google Cloud:  

 

See id. at 4. Therefore, the Accused Zero Trust Network Security Instrumentalities meet limitation 

B1 of Claim 19.at 4 (annotated).  As the above Google produced system architecture description 

establishes, CEP works with CBA to detect a possible insecure condition on a Trusted Device by 

contacting a trusted computing base associated with a trusted platform module that is located 

within the Trusted Device and meets the requirements of limitation B1 of Claim 19 of the ‘705 

Patent.   

100. To be clear, the "first host," i.e. the Trusted Device in Google’s vernacular, is not 

an active element of the Asserted Clams.  Rather, it is a component of the "environment" in which 
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the active claim elements must function. Recently, the Federal Circuit explained "environmental" 

claiming and the role it plays in determining direct infringement. INVT SPE LLC v. Int'l Trade 

Comm'n, 46 F.4th 1361 (Fed. Cir. 2022). As explained in INVT:  

[t]he base station is part of "the environment" in which the [actively claimed] user 
device must function. Advanced Software Design Corp. v. Fiserv, Inc., 641 F.3d 
1368, 1374 (Fed. Cir. 2011). The claims have specific requirements for the data 
signal that the user device's receiving section and data obtaining section handle and 
process when the device is activated and put into operation. . . . To understand 
whether a user device can ever receive a data signal with the particularized 
characteristics set forth in the claim, it is necessary to know whether the base station 
(i.e., the communicating party) is capable of transmitting that particular type of data 
signal to the user device. Therefore, although the recited base station is not "a 
limitation on the claimed invention itself," Nazomi Communs., Inc. v. Nokia 
Corp., 739 F.3d 1339, 1345 (Fed. Cir. 2014), in the sense that an infringer would 
not need to, for instance, use, make, or sell the base station, the base station's 
operation affects whether the claims are met, see, e.g., Advanced Software Design, 
641 F.3d at 1373-74. 
 
In Advanced Software, the claimed invention was for validating a check, to prevent 
check fraud, and involved either decrypting or encrypting information on the check. 
The preamble of the claim set out that the check included "selection information 
[that] is encrypted" to generate a control code and a "control code [which] is printed 
on the [check]." We held that these steps in the preamble "define[d] the financial 
instrument that the claimed system validates" as opposed to setting forth steps that 
would have to be performed by the accused infringer. Advanced Software, 641 F.3d 
at 1373-74 & 1374 n.1. Nevertheless, the accused infringer would infringe "only 
by validating checks that [had] been encrypted and printed in accordance with steps 
described in the preamble." Id. at 1374. 
 
Like in Advanced Software, the claimed device of the [INVT] patent operates in an 
environment that involves actions of another device (the communicating party, i.e., 
the base station). The claimed device's capability of performing the recited 
functions depends on being supplied a certain modulated and encoded signal, 
which, in turn, requires the supplier (the communicating party) to actually supply 
that signal. Because the communicating party (base station) generates the necessary 
environment, its operations must be known to determine whether the accused 
device infringes, i.e., is capable of performing the claimed functions. 

 
Id. at 1375 (emphasis added); see also Uniloc USA, Inc. v. Microsoft Corp., 632 F.3d 1292, 1308-

09 (Fed. Cir. 2011) (holding that claimed "station forming part of a registration system . . . 

including local licensee unique ID generating means," only "define[d] the environment in which 
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that [remote] registration station must function."). 

101. Claim 19 of the asserted '705 Patent recites a "computer program product for 

protecting a network . . ." and that product performs the following active functions: 

Receiving a service request from a first host; 

Contacting a trusted computing base (TCB) associated with a trusted platform 

module (TPM) located within the first host; 

Receiving a response from the TCB; 

Determining from that response whether the first host is infested or clean; 

Quarantining, if infestation is detected, the first host; and  

Permitting the first host to communicate with a remediation host.1 

102. CEP is a computer program product that protects resources found on Google Cloud 

and performs each active recited function of the claims, i.e., the bolded terms, as explained herein, 

 
1 Claim 19, with the active verbs highlighted, is here provided for ease of reference: 
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specifically including in the exhibits hereto, which are incorporated herein by this reference. The 

rest of the claim language, specifically including the "first host," is environment within which the 

active verbs of the claim must operate.  K.Mizra thus need not establish that Google supplies the 

"first host" for it to prove that Google directly infringes the asserted claims.  That said, though, 

Google does supply all relevant portions of the first host and created a secure network architecture 

in which that first host is to operate.   

51.103. Limitation B2 requires that "detecting the insecure condition" also includes 

"receiving a response and determining whether the response includes a valid digitally signed 

attestation of cleanliness." The Accused Zero Trust Network Security Instrumentalities also meet 

all the requirements ofCEP meets this limitation B2, as the Chrome Enterprise products receiveit 

receives from the first host computer, i.e. the Trusted Device, requested information and then 

determines, based on the information received, whether a user (i.e., a first "host") the Trusted 

Device that is attempting to access cloudsecure resources housed in the Google Cloud (i.e., a 

protected network) is secure and trusted. See, e.g., id. This process requires back-and-forth 

communication between a host computerCEP and the Chrome Enterprise products aboutTrusted 

Device concerning the cleanliness of the first host computer/endpoint device: 
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See Ex. 718, Understand Mutual TLS at Google Cloud, p. 1 (available at 

https://cloud.google.com/beyondcorp-enterprise/docs/understand-mtls) (last accessed mid Jan. 

2025 and incorporated by reference). Additionally, Google's Chrome Enterprise Premium products 

checkCPE checks digital signatures to determine the cleanliness of the host computer: 
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See Ex. 8,19 (annotated), Deploy Endpoint Verification To Use With Certificate-Based Access, p. 

1 (available at https://cloud.google.com/beyondcorp-enterprise/docs/deploy-cba-endpoint-

verification) (last accessed mid Jan. 2025 and incorporated by reference). Thus, the Accused Zero 

Trust Network Security Instrumentalities meetThus, CPE meets limitation B2 of Claim 19. 

52.104. Limitation C requires that "the valid digitally signed attestation of 

cleanliness includes at least one of an attestation that the trusted computing base has ascertained 

that the first host is not infested, and an attestation that the trusted computing base has ascertained 

the presence of a patch or a patch level associated with a software component on the first host." 

The Accused Zero Trust Network Security Instrumentalities meet these requirements as the 

Chrome Enterprise products checkCEP checks the compliance of each endpoint device, i.e. 

Trusted Device, attempting to connect to the protected networkresources housed in the Google 

Cloud by performing an endpoint control check that involves matching the endpointendpoint’s 

configuration parameters received from the endpoint device with specific device profile attributes, 

such as antimalware programs and, applications:, etc.: 

 

See Ex. 9,20 (annotated), New Google API Will Securely Verify Chrome Devices, p. 2 (available 

at https://securityintelligence.com/news/new-google-api-will-securely-verify-chrome-devices/) 
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(last accessed mid Jan. 2025 and incorporated by reference). Accordingly, the Accused Zero Trust 

Network Security Instrumentalities meet limitation C of Claim 19 As already explained and will 

be further detailed below, Verified Access is a Google API that is used by numerous Google 

products to help keep data safe and secure and one of these is CEP. 

105. Exhibit 16 provides the following explanation of some CEP functions/features as 

compared to those offered by the less secure Google Cloud product: 

 

https://cloud.google.com/beyondcorp-enterprise/docs/overview. What this Google document 

relevantly conveys is that Google Cloud and CEP (formerly called BeyondCorp Enterprise) both 

provide Access control to Google Cloud Platform APIs (see yellow highlighted box above). 

K.Mizra's reliance on a Google Cloud document to explain how Access Control and Verified 

Access works in both CEP and Google Cloud, more generally, is not an allegation of infringement 

against Google Cloud, but rather an explanation of how CEP infringes Claim 19 by calling 

Google's Verified Access API and thus determining whether the "first host" is "clean" or 
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"infested." 

106. More specifically, a Google produced document updated October 16, 2024 and 

found at https://developers.google.com/chrome/verified-access/overview and attached as Exhibit 

21 shows how the Verified Access API is called by Chrome and thus also CEP:  

 

CEP, operating in Google Cloud, calls Google’s Verified Access API, also operating in the Google 

Cloud, determining whether the "first host" is "clean" or "infested." If it is the latter, the "first host" 

is not allowed to access secure resources also stored in the Google Cloud. These functions satisfy 

the requirements of limitation C of claim 19.  

53.107. Limitation D requires that "when it is determined that the response does not 

include a valid digitally signed attestation of cleanliness, quarantining the first host, including by 

preventing the first host from sending data to one or more other hosts associated with the protected 
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network." The Accused Zero Trust Network Security Instrumentalities further meetCEP meets 

these requirements by quarantining noncompliant, i.e., unclean, endpoint devices, i.e. Trusted 

Devices, attempting to connect to the protected networkresources found in the Google Cloud: 

 

See Ex. 1022, Context Aware Access Insights and Recommendations Are Now Generally 

Available, p. 3 (available at https://workspaceupdates.googleblog.com/2024/10/context-aware-

access-insights-and-recommendations.html) (last accessed mid Jan. 2025 and incorporated by 

reference).  

 

See Ex. 1123, Block Compromised Mobile Devices Using Context-Aware Access, p. 2 (available 

at https://workspaceupdates.googleblog.com/2024/05/block-compromised-mobile-devices-using-

context-aware--access.html) (last accessed mid Jan. 2025 and incorporated by reference). 
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Accordingly, the Accused Zero Trust Network Security Instrumentalities meet Context-Aware 

Access is another Google product that is housed in the Googler Cloud that can be used by many 

other Google products.  One of those is CEP, which uses Context-Aware Access to facilitate 

quarantining of first hosts," i.e. Trusted Devices.  To put a finer point in it, the following Google 

produced content specifically shows that Context-Aware Access is a security feature of CEP:  
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CEP meets limitation D of Claim 19. 

54.108. Limitation E1 requires that "preventing the first host from sending data to 

one or more other hosts associated with the protected network includes . . . receiving a service 
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request sent by the first host [and] serving a quarantine notification page to the first host when the 

service request comprises a web server request." The Accused Zero Trust Network Security 

Instrumentalities meet these requirements because the Chrome Enterprise products are configured 

to determineCEP determines if an endpoint device, i.e. Trusted Device, posture information stored 

in the TMP/TCB matches the profile designated for such a device and if the.  If that endpoint 

deviceinformation does not match, it is quarantined and restricted from accessing the protected 

network. The quarantine prevents housed on the Google Cloud, preventing the user (i.e. first 

host)Trusted Device from sending data to or receiving data from the Google Cloud housed 

protected network by blocking the userresources until the user fixes the problemproblems causing 

the userTrusted Device to be blocked are remediated: 

 

See Ex. 1224, Allow Users to Unblock Apps With Remediation Messages in Context Aware 

Access, p. 1 (available at 

https://support.google.com/a/answer/11560430?sjid=18176077754207218303-EU) (last accessed 

mid Jan. 2025 and incorporated by reference). A quarantine message is also delivered to the 

unclean endpoint device notifying its user of the quarantine.  
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See id. Accordingly, the Accused Zero Trust Network Security Instrumentalities meetCEP meets 

limitation E1 of Claim 19. 

55.109. Limitation E2 requires that "preventing the first host from sending data to 

one or more other hosts associated with the protected network includes" "…in the event the service 

request comprises a DNS query, providing in response an IP address of a quarantine server 

configured to serve the quarantine notification page if a host name that is the subject of the DNS 

query is not associated with a remediation host configured to provide data usable to remedy the 

insecure condition." The Accused Zero Trust Network Security Instrumentalities also meet all the 

requirements of limitation E2 of Claim 19. For example, Chrome Enterprise provides the user 

withCEP meets these requirements by providing to the Trusted Device a quarantine notification 

page containing links, or IP address(es), with resources (i.e. quarantine servers) configured to 

resolve the issue causing the quarantine. In other words, Chrome EnterpriseCEP provides 

remediation information to bring the deviceTrusted Device into system security compliance so that 

it can access the protected network.resources housed in the Google Cloud: 
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See id. Accordingly, the Accused Zero Trust Network Security Instrumentalities meetCEP meets 

limitation E2 of Claim 19. 

56.110. Limitation F requires "permitting the first host to communicate with the 

remediation host." The Accused Zero Trust Network Security Instrumentalities meetCEP meets 

these requirements as the Chrome Enterprise products allowby allowing a quarantined endpoint 

device, i.e. Trusted Device, to access remediation resources to help make the device complaint. 

with system safety requirements. See id. Accordingly, the Accused Zero Trust Network Security 

Instrumentalities meet limitation F of Claim 19. 

57.111. Google's acts of infringement have occurred within this District and 

elsewhere throughout the United States. 

58.112. As a result of Google's infringing conduct, K.Mizra has suffered damages. 

Google is liable to K.Mizra in an amount that adequately compensates K.Mizra for Google's 

infringement in an amount that is no less than a to-be-calculated fully paid-up, lump-sum, 

reasonable royalty, together with interest and costs as fixed by this Court under 25 U.S.C. § 284. 
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VII. SECOND CLAIM FOR RELIEF 
VIII.VI.  

(Patent Infringement Under 35 U.S.C. § 271 of the '048'120 Patent) 
 

59.113. K.Mizra incorporates paragraphs 1 through 58112 as though fully set forth 

herein. 

60.114. The '048'120 Patent includes 2016 claims. 

61.115. Google has directly infringed one or more claims of the '048'120 Patent by 

making, importing, using, offering for sale, and/or selling the Accused Zero Trust Network 

SecurityHyperparameter Tuning Instrumentalities, in violation of 35 U.S.C. § 271(a). 

62.116. Based on publicly available information, the Accused Zero Trust Network 

SecurityHyperparameter Tuning Instrumentalities satisfy every limitation of at least Claim 171 of 

the '048'120 Patent. 

63.117. Claim 171 of the '048'120 Patent recites the followingstates: 

[preamble] A computer program product, the computer program 
product being embodied in a non-transitory computer readable 
medium and comprising computer instructions for: 
 
[A] detecting an insecure condition on a first host that has connected 
or is attempting to connect to a protected network,  
 
[B] wherein detecting the insecure condition includes  
 

[B1] contacting a trusted computing base associated with a 
trusted platform module within the first host,  
 
[B2] receiving a response, and method of determining 
whether the response includes a valid digitally signed 
attestation of cleanliness,  

 
[C] wherein the valid digitally signed attestationhyperparameters of cleanliness 
includes at least one attestation selected from the group consistinga classifier in a 
machine learning system by iteratively producing an estimate of an attestation that 
the trusted computing base has ascertained that the first host is not infested, and an 
attestation that the trusted computing base has ascertained the presencea target 
hyperparameter vector, each iteration comprising the steps of a patch or a patch 
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level associated with a software component on the first host;: 
 

[D] when it is determined that the response does not include a valid 
digitally signed attestation of cleanliness, quarantining the first host, 
including by preventing the first host from sending data to one or 
more other hosts associated with the protected network,  
 
[E] wherein preventing the first host from sending data to one or 
more other hosts associated with the protected network includes  
 

[E1] receiving a service request sent by the first host, 
determining whether the service request sent by the first host 
is associated with a remediation request, and when it is 
determined that the service request sent by the first host is 
not associated with a remediation request, serving a 
quarantine notification page that provides remediation 
information to the first host if the service request sent by the 
first host comprises a web server request,  
 
[E2] wherein serving the quarantine notification page to the 
first host includes re-routing by responding to the service 
request sent by the first host with a redirect that causes a 
browser on the first host to be directed to a quarantine server 
configured to serve the quarantine notification page; and 

 
[F] permitting the first host to communicate with the remediation 
host configured to provide data usable to remedy the insecure 
condition. 
 

Ex. 2 at 22:35–23:9. 
 

64. Claim 19 of the '705 Patent and its preamble and limitations are addressed above in 

Paragraphs 47-56. 

65. The limitations of claim 17 of the '048 Patent are identical in many, if not most, 

respects to the limitations of Claim 19 of the '705 Patent. 

66. The preamble and limitations [A] through [D] of the '048 Patent are met for the 

same reasons that the preamble and limitations [A] through [D] of the '705 Patent are met.  
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67. The preambles and the identical, common limitations of the Asserted Patents (e.g., 

limitations [A] through [D]) are addressed above, and Paragraphs 48-53 above are therefore 

incorporated herein by reference with respect to Claim 17 of the '048 Patent. 

68. Limitations [E1] and [E2] of the '705 Patent differ in some respects from limitations 

[E1] and [E2] of the '048 Patent, as seen above.  

69. Limitation [E1] of claim 17 the '048 Patent provides for "receiving a service request 

sent by the first host, determining whether the service request sent by the first host is associated 

with a remediation request, and when it is determined that the service request sent by the first host 

is  not associated with a remediation request, serving a quarantine notification page that provides 

remediation information to the first host if the service request sent by the first host comprises a 

web server request[.]" 

70. Limitation [E1] of claim 17 of the '048 Patent is met by the Accused Zero Trust 

Network Security Instrumentalities, as demonstrated (for example) by the publicly-available 

information below: 

 

See Ex. 12 at 1. 
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See Ex. 13, Remediate Denied Access With the Policy Remediator, p. 1 (available at 

https://cloud.google.com/beyondcorp-enterprise/docs/policy-

remediator?utm_source=chatgpt.com) (last accessed mid Jan. 2025 and incorporated by 

reference). 

 

 

See Ex. 14, Video entitled "Enable Zero Trust Access Controls for your Web Apps, Infrastructure, 

and APIs (available at https://www.youtube.com/watch?v=2jz5FQpGWQ4 at approx. 13:22) (last 

accessed mid Jan. 2025 and incorporated by reference).    

71. The Accused Zero Trust Network Security Instrumentalities determine that when a 

device (e.g., a first host computer) is non-compliant, the device is placed into a quarantined zone. 
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The quarantined device may be allowed to make web service requests associated with remediation 

(e.g., a helpful link to click) while blocking service request associated with accessing protected 

network resources, and the Accused Zero Trust Network Security Instrumentalities can determine 

whether a request sent by the first host is associated with a remediation request. 

72. Limitation [E2] of claim 17 of the '048 Patent provides that "wherein serving the 

quarantine notification page to the first host include re-routing by responding to the service request 

sent by the first host with a redirect that causes a browser on the first host to be directed to a 

quarantine server configured to serve the quarantine notification page[.]" 

Limitation [E2] of claim 1 of the '048 Patent is met by the Accused Zero Trust 
Network Security Instrumentalities, as demonstrated (for example) by the publicly-
[A] drawing a random sample of hyperparameter vectors from a set of possible 
hyperparameter vectors, 
 
[B] updating the estimate of the target hyperparameter vector by using the random 
sample, and 
 
[C] Selecting, from the random sample of hyperparameter vectors, a 
hyperparameter vector producing a best result in the present and any previous 
iterations, and wherein the step of updating the estimate of the target 
hyperparameter vector uses said hyperparameter vector producing the best result. 

 
Ex. 6 at 7:14–28. 

118. Regarding the preamble of Claim 1, and to the extent the preamble is determined 

to be limiting, the Asserted Hyperparameter Tuning Instrumentalities provide the features 

described in the preamble, which recites "A method of determining hyperparameters." For 

example, Google touts that its Vertex AI Platform is a "fully-managed, unified AI development 

platform for building and using generative AI."; "Custom training gives you complete control over 

the training process, including using your preferred ML framework, writing your own training 

code, and choosing hyperparameter tuning options."; and "Hyperparameter tuning jobs run 

multiple trials of your training application using different hyperparameter values." 
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See Ex. 25, “Innovate faster with enterprise-ready AI, enhanced by Gemini models,” (available at 

https://cloud.google.com/vertex-ai?hl=en (accessed May 21, 2025) and incorporated by 

reference). 

 

See Ex. 26, “Vertex AI custom training overview,” (available at https://cloud.google.com/vertex-

ai/docs/training/overview (accessed May 21, 2025) and incorporated by reference). Accordingly, 

and to the extent the preamble of Claim 1 is deemed limiting, the Accused Hyperparameter Tuning 

Instrumentalities meet the limitation.   

119. The preamble also includes "of a classifier in a machine learning system".   
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See Ex. 27, “Vertex AI documentation,” (available at https://cloud.google.com/vertex-ai/docs 

(accessed May 21, 2025) and incorporated by reference).   

 

 

 

See screenshot above of page at https://www.youtube.com/watch?v=8hZ_cBwNOss (last accessed 

mid-May 2025) and incorporated by reference).  Thus, and again only to the extent that this portion 

of the preamble of Claim 1 is deemed limiting, the Accused Hyperparameter Tuning 

Instrumentalities meet the limitation.   

120. The preamble further includes "by iteratively producing an estimate of a target 

hyperparameter vector": 
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73. See Ex. 28, "Overview of hyperparameter tuning," (available information below: 

 

See Id.  
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See Ex. 15, Screenshot of page at https://drive.google.com/drive/home (last accessed early Dec. 

2024 and incorporated by reference). 
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See Ex. 16, Screenshot of page at https://admin.google.com/caa/access-denied?pli=1 (last accessed 

early Dec.  2024at https://cloud.google.com/vertex-ai/docs/training/hyperparameter-tuning-

overview (accessed May 21, 2025) and incorporated by reference).   

74. As seen above, a user can be blocked from accessing network resources. In such an 

instance, a notification page stating "You don't have access," accompanied by a remediation 

message, is displayed. A remediation message and guidance on how to bring the device into 

compliance is provided. As depicted above, serving a quarantine page to a first host computer 

includes re-routing by responding to a service request with a redirect that causes a browser on the 

first host to be directed to a quarantine server configured to serve a quarantine notification page. 

75. Limitation [F] of claim 17 of the '048 Patent is met for the same reasons as 

described in Paragraph 56 above (addressing limitation [F] of claim 19 of the '705 Patent). 

 

 

See screenshot above of page at https://www.youtube.com/watch?v=8hZ_cBwNOss (last accessed 

mid-May 2025) and incorporated by reference).  Accordingly, and to the extent this portion of the 

preamble of Claim 1 is deemed limiting, the Accused Hyperparameter Tuning Instrumentalities 

meet the limitation.   

121. The preamble further also includes "each iteration comprising the steps of:" 
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Id.  Again, then, to the extent this portion of the preamble of Claim 1 is deemed limiting, the 

Accused Hyperparameter Tuning Instrumentalities meet the limitation.   

122. Accordingly, the Accused Zero Trust Network SecurityHyperparameter Tuning 

Instrumentalities meet all limitation of the limitationspreamble of Claim 1. 

123. Limitations A and therefore infringeB of Claim 1 require:  

[A] drawing a random sample of hyperparameter vectors from a set of possible 
hyperparameter vectors, 
 
[B] updating the estimate of the target hyperparameter vector by using the random 
sample, and 

 
Ex. 6 at 7:19–22.  Google has disclosed: 

 

See Ex. 28.   
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See screenshot above of page at least Claim 17 of the '048 

Patenthttps://www.youtube.com/watch?v=8hZ_cBwNOss (last accessed mid-May, 2025) and 

incorporated by reference).   

124. Limitation A requires "drawing a random sample of hyperparameter vectors from 

a set of possible hyperparameter vectors" and the Google system meets this requirement: 

 

See Ex. 29, "Create a hyperparameter tuning job for python package," (available at 

https://cloud.google.com/vertex-ai/docs/samples/aiplatform-create-hyperparameter-tuning-job-

python-package-sample?hl=en (accessed May 21, 2025) and incorporated by reference).   

125. Accordingly, the Accused Hyperparameter Tuning Instrumentalities meet 

Limitation A of Claim 1. 

126. Limitation B requires "updating the estimate of the target hyperparameter vector by 

using the random sample".  Google has stated:   
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See Ex. 30, excerpts of “Intro to Model Tuning: Grid and Random Search,” (available at 

https://www.kaggle.com/code/willkoehrsen/intro-to-model-tuning-grid-and-random-search (last 

accessed mid mid-May, 2025) and incorporated by reference).   

 

See Ex. 31, “Comparing Randomized Search and Grid Search for Hyperparameter Estimation in 

Scikit Learn,” (available at https://www.geeksforgeeks.org/comparing-randomized-search-and-

grid-search-for-hyperparameter-estimation-in-scikit-learn/ (accessed May 21, 2025) and 

incorporated by reference).   

127. Accordingly, the Accused Hyperparameter Tuning Instrumentalities also meet 

Limitation B of Claim 1. 
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128. Limitation C requires "selecting, from the random sample of hyperparameter 

vectors, a hyperparameter vector producing a best result in the present and any previous iterations, 

and wherein the step of updating the estimate of the target hyperparameter vector uses said 

hyperparameter vector producing the best result."  Google describes: 

 

See Ex. 28.   

76.129. Accordingly, the Accused Hyperparameter Tuning Instrumentalities meet 

Limitation C of Claim 1. 

77.130. Google's acts of infringement have occurred within this District and 

elsewhere throughout the United States. 

78.131. As a result of Google's infringing conduct, K.Mizra has suffered damages. 

Google is liable to K.Mizra in an amount that adequately compensates K.Mizra for Google's 

infringement in an amount that is no less than a to -be -calculated fully paid-up, lump-sum, 

reasonable royalty, together with interest and costs as fixed by this Court under 25 U.S.C. § 284. 

VII. THIRD CLAIM FOR RELIEF 
(Patent Infringement Under 35 U.S.C. § 271 of the '717 Patent) 

 
132. K.Mizra incorporates paragraphs 1 through 131 as though fully set forth herein. 

133. The '717 Patent includes 20 claims. 

134. Google has directly infringed one or more claims of the '717 Patent by making, 

importing, using, offering for sale, and/or selling the Accused Mesh Networking Instrumentalities, 

in violation of 35 U.S.C. § 271(a). 
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135. Based on publicly available information, the Accused Mesh Networking 

Instrumentalities satisfy every limitation of at least Claim 11 of the '717 Patent. 

136. Open Thread is an open-source implementation of the Thread networking protocol 

released by Google. A description of Open Thread is provided at www.openthread.io. On 

information and belief, openthread.io is owned and operated by Google.  

137. On information and belief, Open Thread is an implementation of the Thread 

networking technology used in Google Nest products. 

 

 

See Ex. 32, Homepage of openthread.io (available at https://openthread.io/ (accessed May 23, 

2025) and incorporated by reference). 

138. Claim 11 of the '717 Patent states: 

[preamble] A station for use in a wireless communication network, the station 
comprising: 
 
[A] a transmitter arrangement, a receiver arrangement, and a processor circuit 
coupled to the transmitter arrangement and the receiver arrangement,  
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[B] the processor configured to start up in a not-associated state and to cause the 
transmitter arrangement to transmit association request messages in the not-
associated state, 
 
[C] the processor circuit being configured to switch to an associated state upon 
reception at the receiver arrangement of an association grant in response to one of 
the association request messages, 
 
[D] the processor circuit being configured to establish an associated route for 
communication with an association unit during subsequent communication of 
operating messages to an association unit, 
 
[E] the associated route including a source of the association grant and, if the source 
of the association grant is not the association unit, the operating route between the 
source of the association grant and the association unit previously established for 
the source of the association grant in response to association request messages 
and/or association grants for intermediate stations, 
 
[F] the processor circuit being configured to cause the transmitter arrangement to 
initiate and transmit association grants in response to association request messages, 
but only after switching to the associated state.  
 
139. Regarding the preamble of Claim 11, and to the extent the preamble is determined 

to be limiting, the Accused Mesh Networking Instrumentalities provide the features described in 

the preamble, which recites "A station for use in a wireless communication network." For example, 

Google devices including the Nest WiFi, the Nest Hub Max, and the Nest Hub (2nd Gen) are 

stations configured for use in a wireless network implementing the Thread networking protocol. 

Case 3:25-cv-08107-JCS     Document 1-5     Filed 09/24/25     Page 76 of 89

K.Mizra LLC, Ex. 2001, p. 192 
Google LLC v. K.Mizra LLC 

IPR2025-01436



 

72 

 

Ex. 33, “Nest Hub Smart Displays for your Home – Google Store," (available at 

https://store.google.com/category/nest_hubs_displays (accessed May 12, 2025) and incorporated 

by reference). 

 

Ex. 8. 

140. Similarly, the Nest Connect is a station configured for use in a Thread wireless 

network. 

 

Ex. 11. 
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141. Accordingly, and to the extent the preamble of Claim 11 is deemed limiting, the 

Accused Mesh Networking Instrumentalities meet the limitation. 

142. Limitation A of Claim 11 of the Asserted Mesh Networking Patent requires a 

transmitter arrangement, a receiver arrangement, and a processor circuit coupled to the transmitter 

arrangement and the receiver arrangement. 

143. The Accused Mesh Networking Instrumentalities include a Thread radio with a 

transmitter arrangement and a receiver arrangement, as well as a processor circuit coupled to the 

transmitter arrangement and receiver arrangement that processes transmissions and receptions. For 

example, Google’s documents confirm that each of the Nest WiFi, the Google Hub Max, and the 

Google Nest Hub (2nd Gen) include Thread radios. 

 

Ex. 8. Similarly, a statement from the Thread Group (of which Google is a member) confirms that 

the Nest Connect is a Thread router.  

 

Ex. 11. Indeed, in order to communicate with other devices, each Thread device (including the 

Accused Mesh Networking Instrumentalities) must necessarily include a transmitter arrangement 
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(to transmit messages from the Thread device to other devices in the Thread network) and a 

receiver arrangement (to receive communications, including responses to its transmitted messages, 

from other devices in the Thread network). Thread devices, including the Accused Mesh 

Networking Instrumentalities, must also include a processor coupled to both the transmitter 

arrangement and the receiver arrangement to, among other things, initiate transmissions, respond 

to messages sent by other devices in the Thread network, and process received messages. The 

operations of the processor are described in further detail in connection with Limitations B through 

F. 

144. Accordingly, the Accused Mesh Instrumentalities meet Limitation A of Claim 11. 

145. Limitation B of Claim 11 of the Asserted Mesh Networking Patent requires the 

processor is configured to start up in a not-associated state and to cause the transmitter arrangement 

to transmit association request messages in the not-associated state. 

146. The Accused Mesh Networking Instrumentalities include this feature. For example, 

Thread devices, such as the Accused Mesh Networking Devices, have a Detached state when the 

Thread device has not yet attached to a Thread network.   

 

 

Ex. 34, “Developing with OpenThread APIs, (available at 

https://openthread.io/codelabs/openthread-apis#1 (accessed May 23, 2025) and incorporated by 

reference). 

147. In order to attach to a Thread network, a Thread device such as the Accused Mesh 

Networking Instrumentalities goes through the Attach process. 
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Ex. 35, “Network Discovery and Formation,” (available at https://openthread.io/guides/thread-

primer/network-discovery (accessed May 20, 2025) and incorporated by reference). As the first 

step in this process, an attaching device sends a Parent Request message to find neighboring 

devices that are part of the Thread network. 

 

 

Id. Upon receiving a response, the Thread device sends a message called the Child ID Request to 

a particular device in the Thread network for the purpose of establishing a link with that device to 

join the network. 
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Id. The attaching device may also be referred to as the Child, and the router with which the 

attaching device is seeking to establish a link may be referred to as the Parent.  

148. Accordingly, the Accused Mesh Networking Instrumentalities meet Limitation B 

of Claim 11. 

149. Limitation C of Claim 11 of the Asserted Mesh Networking Patent requires the 

processor circuit being configured to switch to an associated state upon reception at the receiver 

arrangement of an association grant in response to one of the association request messages. 

150. Thread devices, such as the Accused Mesh Networking Instrumentalities, become 

attached to a Thread network through the MLE Attach process. As described above in connection 

with Limitation B, the attaching device begins the process by sending a Parent Request and then 

exchanges further messages in order to establish a link with a device in the existing Thread 

network. 
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Id. When the link has been established, the Thread device has attached to the network and thus is 

in an Attached state. The establishment of the link between the attaching device and the Thread 

device in the existing Thread network is confirmed by the Child ID Response. 

 

Id. Notably, Thread devices such as the Accused Mesh Networking Instrumentalities may 

exchange information about how long they have been in certain states or roles, suggesting that 

these devices track their current state/role and when each state/role is entered. 
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Ex. 36, “otNetworkDiagMleCounters,” (available at https://openthread.io/reference/struct/ot-

network-diag-mle-counters (accessed May 23, 2025) and incorporated by reference).  

151. Accordingly, the Accused Mesh Networking Instrumentalities meet Limitation C 

of Claim 11. 

152. Limitation D of Claim 11 of the Accused Mesh Networking Instrumentalities 

requires the processor circuit being configured to establish an associated route for communication 

with an association unit during subsequent communication of operating messages to an association 

unit. 

153. Each of the Accused Mesh Networking Instrumentalities is configured to operate 

in a Thread network. A Thread network includes a device designated as the Leader.  

 

Ex. 37, "Node Roles and Types," (available at https://openthread.io/guides/thread-primer/node-

roles-and-types (accessed May 20, 2025) and incorporated by reference). The processors of the 

Accused Mesh Networking Devices are configured to store information about the route between 

the attaching device and the Leader as further discussed below in connection with Limitation E of 

Claim 11. 

154. Accordingly, the Accused Mesh Networking Instrumentalities meet Limitation D 

of Claim 11. 

155. Limitation E of Claim 11 requires the associated route includes a source of the 

association grant and, if the source of the association grant is not the association unit, the operating 

route between the source of the association grant and the association unit previously established 
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for the source of the association grant in response to association request messages and/or 

association grants for intermediate stations. 

156. Upon joining a Thread network, Thread devices such as the Accused Mesh 

Networking Devices receive a Child ID Response which provides information about the route 

between the Leader and the Thread device. For example, the Child ID Response includes the 

Source Address (i.e., the address for the Parent Thread device), the Leader RLOC (i.e., the address 

for the Leader of the Thread network), Network Data such as “more-specific routes,” and Route 

information. 

 

Ex. 35. K.Mizra further expects that discovery, including review of source code, will provide 

further information and confirm this understanding.  

157. Accordingly, the Accused Mesh Networking Instrumentalities meet Limitation D 

of Claim 11. 

158. Limitation E of Claim 11 of the Asserted Mesh Networking Patent requires the 

processor circuit being configured to cause the transmitter arrangement to initiate and transmit 

association grants in response to association request messages, but only after switching to the 

associated state. 
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159. Thread devices such as the Accused Mesh Networking Instrumentalities can send 

Parent Response and Child ID Response communications once attached to the Thread network, 

but will not send such responses if the device is disconnected from the network. For example, upon 

joining a Thread network, Router Eligible End Devices (or REEDs) can upgrade to become 

routers.  

  

Ex. 38, “Router Selection,” (available at https://openthread.io/guides/thread-primer/router-

selection (accessed May 27, 2025 and incorporated by reference).   

 

Ex. 37. Upon upgrading to a router, the Thread device is capable of accepting a request from an 

attaching device to join the Thread network. 

Case 3:25-cv-08107-JCS     Document 1-5     Filed 09/24/25     Page 85 of 89

K.Mizra LLC, Ex. 2001, p. 201 
Google LLC v. K.Mizra LLC 

IPR2025-01436



 

81 

 

Ex. 35. 

160. Accordingly, the Accused Mesh Networking Instrumentalities meet limitation of 

the Limitation E of Claim 11. 

161. Google's acts of infringement have occurred within this District and elsewhere 

throughout the United States. 

162. As a result of Google's infringing conduct, K.Mizra has suffered damages. Google 

is liable to K.Mizra in an amount that adequately compensates K.Mizra for Google's infringement 

in an amount that is no less than a to-be-calculated fully paid-up, lump-sum, reasonable royalty, 

together with interest and costs as fixed by this Court under 25 U.S.C. § 284. 

IX.VIII. REQUEST FOR RELIEF 

WHEREFORE, K.Mizra respectfully requests the Court find in its favor and against 

Google, and that the Court grant K.Mizra at least the following relief: 

A. Judgment that Google has infringed, literally and/or under the doctrine of 

equivalents, one or more claims of the Asserted Patents; 

B. Awarding damages to K.Mizra in an amount to be proven at trial and in the form 

of a fully paid-up, lump sum, reasonable royalty that takes into accountconsiders and runs through 

expiration of all the Asserted Patents; 

C. Awarding enhanced damages, as appropriate, under 35 U.S.C. § 284; 
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D. Awarding K.Mizra's costs (including internal and external costs and disbursements) 

and declaring this an exceptional case and awarding K.Mizra its attorneys' fees in accordance with 

35 U.S.C. § 285; 

E. Pre-judgment and post-judgment interest at the maximum rate permitted by law on 

the damages caused by reason of Google's infringing activities and other conduct complained of 

herein; and 

F. Awarding such other and further relief as this Court deems just and proper under 

the circumstances. 

X.IX. DEMAND FOR JURY TRIAL 

Pursuant to Fed. R. Civ. P. 38(b), K.Mizra hereby demands a trial by jury on all issues so 

triable. 

Dated: February 18, 2025____________ Respectfully submitted, 
 
By: /s/ Michael C. SmithDRAFT   
  

Michael C. Smith 
Texas Bar No. 18650410 
michael.smith@solidcounsel.com 
Scheef & Stone, LLP 
113 E. Austin Street 
Marshall, TX 75670 
(903) 938-8900 
 
Robert R. Brunelli* (admitted pro hac vice) 
CO State Bar No. 20070 
 rbrunelli@sheridanross.com 
Scott R. Bialecki* 
CO State Bar No. 23103 
 sbialecki@sheridanross.com 
Bart A. Starr* (admitted pro hac vice) 
CO State Bar No. 50446 

bstarr@sheridanross.com 
Brian S. Boerman* (admitted pro hac vice) 
CO State Bar No. 50834 
 bboerman@sheridanross.com 
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Gene Volchenko* (admitted pro hac vice) 
IL State Bar No. 6342818 
 gvolchenko@sheridanross.com 
SHERIDAN ROSS P.C. 
1560 Broadway, Suite 1200 
Denver, CO 80202 
Telephone: 303-863-9700 
Facsimile: 303-863-0223 
litigation@sheridanross.com 
 
Of Counsel: 
Claire A. Henry 
Texas Bar No. 24053063 
Miller Fair Henry PLLC 
1507 Bill Owens Parkway 
Longview, TX 75604 
Telephone: (903) 757-6400 
Facsimile: (903) 757-2323 
claire@millerfairhenry.com 

 

*Pro hac vice pending 
Attorneys for Plaintiff K.Mizra LLC 
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CERTIFICATE OF SERVICE 

I hereby certify that a true and correct copy of the above and foregoing document has been 

served on ____________ upon all counsel of record who are deemed to have consented to 

electronic service via the Court's CM/ECF system. 

 
 
/s/ DRAFT  
Lori R. Brown 
lbrown@sheridanross.com 
SHERIDAN ROSS P.C. 
1560 Broadway, Suite 1200 
Denver, CO 80202 
Telephone: 303-863-9700 
Facsimile: 303-863-0223 
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From: Michael Smith <Michael.Smith@Solidcounsel.com>
Sent: Monday, June 9, 2025 9:46 AM
To: Shaun Hassett
Cc: Mike Jones
Subject: Re: Mizra - amended pleadings 

Shaun, 
 
Update.  K. Mizra has decided against amending their complaint at this time - so we can go forward with 
getting the schedule on file under the extended schedule.  Let me know if you have any questions or need 
anything else on the existing schedule proposal. 
 
Michael C. Smith  PARTNER 

 
Michael.Smith@solidcounsel.com    |  903.938.8900 
 
Marshall office: 113 East Austin Street, Marshall, Texas 75670 
Dallas office: 500 N. Akard Street, Suite 2700, Dallas, Texas 75201 
Frisco office: 2600 Network Boulevard, Suite 400, Frisco, Texas 75034 
 
Eastern District Texas Blog - www.EDTexweblog.com 
Texas IP Law Blog - www.TexIPLawBlog.com 
Texas Business Courts Blog - www.TexasBusinessCourtsBlog.com 
 

      
 
Important:  This email and any attached files contain information intended for the exclusive use of the person(s) to whom it is addressed and may 
contain information that is confidential.  If you are neither the intended recipient nor responsible for delivering this email to the recipient, any 
dissemination or copying of this communication is strictly prohibited.  Please notify the sender of any unintended recipients and delete the original 
message without making any copies. 
 

From: Michael Smith <Michael.Smith@Solidcounsel.com> 
Sent: Friday, June 6, 2025 6:31 PM 
To: Shaun Hassett <shaunhassett@potterminton.com> 
Cc: Mike Jones <mikejones@potterminton.com> 
Subject: Re: Mizra - amended pleadings  
  
Shaun, 
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