
IN THE UNITED STATES DISTRICT COURT 

FOR THE WESTERN DISTRICT OF TEXAS 

AUSTIN DIVISION 

K.MIZRA LLC,

Plaintiff, 

v. 

GOOGLE LLC, 

Defendant. 

Civil Action No.: __________ 

Jury Trial Demanded 

COMPLAINT FOR PATENT INFRINGEMENT 

Plaintiff K.Mizra LLC ("K.Mizra") files this Complaint for patent infringement against 

Defendant Google LLC ("Google"), alleging as follows: 

I. INTRODUCTION

1. K.Mizra is a patent licensing company run by experienced management. The

company focuses on high-value, high-quality patents and owns patent portfolios originating from 

a wide array of inventors, including patents and patent portfolios developed by well-known 

multinational corporations such as IBM, Intel, Rambus and others, as well as from research 

institutes such as Nederlandse Organisatie voor Toegespast Natuurwetenschappelijk Onderzoek 

(Netherlands Organization for Applied Scientific Research). By focusing on high-quality patents, 

K.Mizra provides a secondary market that enables inventors to recoup their research and

development investments and to continue their innovations. K.Mizra offers licenses to its patents 

on reasonable terms and, in this way, plays an important role in the development of technologies 

that improve businesses and lives. 
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A. The Asserted Zero Trust Network Security Patents 

2. K.Mizra is the owner by assignment of United States Patent Nos. 8,234,705 ("the 

'705 Patent") and 9,516,048 ("the '048 Patent") (collectively, "the Asserted Zero Trust Network 

Security Patents"). These Patents were involved in unsuccessful Inter Partes Review proceedings 

("IPRs"), several now-resolved federal court litigations, and were originally invented by two 

highly-respected and prolific inventors—James A. Roskind and Aaron T. Emigh.  

3. The Asserted Zero Trust Network Security Patents were originally owned by Dr. 

Roskind's and Mr. Emigh's company, Radix Labs, LLC. Dr. Roskind and Mr. Emigh were then, 

and remain today, focused on innovation, conducting new research, developing new technologies, 

and creating new and innovative computer products and systems.  

4. Dr. Roskind, a co-inventor of these Patents, has bachelors, masters, and doctorate 

degrees from MIT in both electrical engineering and computer science and is a named inventor of 

over 300 U.S. patents. He has worked for Netscape as the Chief Architect and as the Netcenter 

Security Architect and was a co-founder of Infoseek, a company acquired by Disney for $770 

million. Dr. Roskind also was a key developer of Google's "transport protocol" that provides the 

tech giant billions of dollars in value every year. 

5. Mr. Emigh, also a co-inventor of the Asserted Zero Trust Network Security Patents, 

graduated from the University of California, Santa Cruz with degrees in linguistics and computer 

and information sciences and is a named inventor of over 140 patents. Before working with Dr. 

Roskind, Mr. Emigh worked in various software-development positions, including software 

manager, architect, and engineer for Unicom and manager for the software development and 

technical marketing groups of Philips TriMedia. He has founded or co-founded many companies 
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in addition to Radix Labs, LLC, including CommerceFlow, Inc., which was acquired by eBay for 

the technology that Mr. Emigh helped develop. 

6. After the Asserted Patents were issued, Dr. Roskind and Mr. Emigh recouped their 

research and development investment by selling certain technology rights and continued to work 

independently on their individual technological pursuits. K.Mizra ultimately acquired the Asserted 

Zero Trust Network Security Patents and licensed them to many major companies operating in the 

computer technology space. Some of those companies, including accused infringers, chose to test 

the validity of the Asserted Zero Trust Network Security Patents before settling their lawsuits 

involving those Patents. For example, accused infringers of the Asserted Zero Trust Network 

Security Patents previously sought IPRs by the Patent Trial and Appeal Board ("PTAB") of both 

of the Asserted Patents. A Final Written Decision ("Decision") issued in the IPR for the '705 Patent 

concluded that the petitioners had not shown by a preponderance of the evidence that the claims 

at issue were unpatentable. Based on the results of the '705 Patent IPR, an IPR for the similar '048 

Patent was never instituted. The '705 Patent IPR Decision was appealed to the U.S. Court of 

Appeals for the Federal Circuit ("CAFC"), resulting in a procedurally-focused remand back to the 

PTAB. The PTAB recently dismissed the IPR Petition with prejudice.  

7. The Asserted Patents were previously asserted by K.Mizra in this District against 

Cisco Systems, Inc. in K.Mizra v. Cisco Systems, Inc. (Civil Action No. 6:20-cv-01031-ADA), a 

case assigned to Judge Albright which resolved in September 2024, only a few weeks prior to trial 

being scheduled to commence. In that action, Judge Albright not only conducted a claim 

construction hearing and issued several important constructions of disputed claim terms, he also 

ruled on numerous summary judgment and Daubert motions as part of a final pretrial conference. 
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As such, Judge Albright is well-versed in the technology involved with the Asserted Zero Trust 

Network Security Patents, K.Mizra and other issues here likely to be involved. 

8. K.Mizra remains ready, willing, and able to provide commercially-reasonable 

licenses for its various patented technologies to all entities who wish or need to use its covered 

technologies internally or in connection with products or services offered to others. As outlined 

below, Google is one such entity. 

II. THE PARTIES 

9. K.Mizra is a Delaware limited liability company with a mailing address of 777 

Brickell Avenue, #500-96031, Miami, Florida 33131, and operates in Florida. 

10. K.Mizra is the owner by assignment of the Asserted Patents. 

11. Upon information and belief, Google is a corporation organized and existing under 

the laws of the state of Delaware, with a principal place of business at 1600 Amphitheatre Parkway, 

Mountain View, California 94043. 

12. Upon information and belief, Google maintains an office in this District at 500 West 

Second Street, Austin, Texas 78701. 

13. Upon information and belief, Google employs hundreds of people in its Austin, 

Texas office, including persons with knowledge of the Google products and technology at issue in 

this case. 

14. Upon information and belief, Google is also registered to do business in Texas and 

may be served with process by serving Corporation Service Company, Google's registered agent 

in Texas located at 211 East Seventh Street, Suite 620, Austin, Texas 78701-3218. 
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III. JURISDICTION AND VENUE 

15. This is an action for patent infringement under the patent laws of the United States, 

35 U.S.C. §§ 1 et seq., including 35 U.S.C. §§ 271, 281, and 284, among others. The Court has 

subject-matter jurisdiction over the claims raised in this action pursuant to 28 U.S.C. §§ 1331 and 

1338(a). 

16. This Court has personal jurisdiction over Google by virtue of, inter alia, its conduct 

of business in this District, its registration to do business in Texas, its appointment of a registered 

agent in Texas, its employment of hundreds of persons in its Austin office located in this District, 

and its substantial, continuous, and systematic contacts with the state of Texas and this District. 

Google intentionally markets and sells its infringing products directly and through agents to 

residents of Texas, enjoys substantial income from its business activities in the state of Texas and 

this District, and/or directly, by its own actions, and/or in combination with actions of customers 

and others under its control, has committed acts of patent infringement in this District at least by 

selling infringing products in this District. 

IV. GENERAL ALLEGATIONS 

A. The Asserted Zero Trust Network Security Patents 

17. K.Mizra is the sole owner by assignment of the Asserted Zero Trust Network 

Security Patents with the full and exclusive right to bring suit to enforce them. K.Mizra is also 

entitled to sue to collect damages for all past infringement of the Asserted Zero Trust Network 

Security Patents. 

18. The '705 Patent, titled "Contagion Isolation and Inoculation," was issued by the 

USPTO to Inventors Roskind and Emigh on July 31, 2012. A true and correct copy of the '705 

Patent is attached hereto as Exhibit 1 and incorporated by reference. 
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19. The '048 Patent, titled "Contagion Isolation and Inoculation Via Quarantine," was 

issued by the USPTO to Inventors Emigh and Roskind on December 6, 2016. A true and correct 

copy of the '048 Patent is attached hereto as Exhibit 2 and incorporated by reference. 

20. The Asserted Zero Trust Network Security Patents share similar (and in some 

respects, identical) specifications and claims, with both claiming priority to U.S. Provisional 

Application No. 60/613,909, filed on September 27, 2004 (the "Provisional Application"). 

B. Prior Licensing And Litigation Of The Asserted Patents 

21. The Asserted Zero Trust Network Security Patents have been owned by several 

entities, in addition to Radix and K.Mizra, with some of those entities issuing to third parties 

certain rights to the technologies covered thereby. 

22. K.Mizra has been involved in a number of actions it was required to institute to 

protect its patent rights, including actions involving the Asserted Zero Trust Network Security 

Patents. Most of those actions resulted in the execution of confidential patent license agreements. 

23. Google is not and has never been a licensee of the Asserted Zero Trust Network 

Security Patents nor had or has any rights to use technologies covered by them. Google thus has 

no ownership or other rights (and is entitled to no rights) relating to the Asserted Zero Trust 

Network Security Patents. 

C. Computer Network Security Problems In 2004 Solved  

By The Asserted Zero Trust Network Security Patents 

 

24. The technology described in the Asserted Zero Trust Network Security Patents was 

invented by Dr. Roskind and Mr. Emigh, two colleagues living in the same area who had similar 

interests in innovating computer-related technologies. In 2003, the inventors decided to create a 

business—Radix Labs, LLC—which focused on developing intellectual property related to 

various computer technologies, including computer network security technologies. The inventors 
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focused on conceiving and reducing to practice inventions that they knew were needed (or soon 

would be needed) in the computer networking industry and then on drafting patent applications to 

capture and protect their technological innovations. In September of 2004, the inventors filed the 

Provisional Application to which both Asserted Zero Trust Network Security Patents claim 

priority. The Provisional Application described technology that focused on securing a computer 

network against the threats to which it was exposed when computer endpoints (e.g., laptop 

computers) were connected to a computer network. The Provisional Application, and by natural 

extension the Asserted Zero Trust Network Security Patents, also focus on remedying identified 

threats and quarantining those threats to mitigate any damage to the secured network. 

25. Claims of the Asserted Zero Trust Network Security Patents are directed to 

technological solutions that address specific challenges grounded in computer network security. 

Maintaining the security of computer systems and networks is a tremendous concern for modern 

enterprises, since a breach of an internal network can have severe repercussions, including major 

financial losses, data theft, disclosure of sensitive information, network disruptions, data 

corruption, etc. The inventors of the Asserted Zero Trust Network Security Patents understood that 

while a network security appliance or hardware can be adept at keeping out unwanted external 

intrusions from the network, the most exploitable vulnerabilities of most networks are the end-user 

computers that roam throughout various public and private network domains, potentially exposing 

those computers to infection and then accessing and potentially infecting the entire and presumably 

secure computer network. 

26. For example, the '705 Patent explains that 

Laptop and wireless computers and other mobile systems pose a threat to elements 

comprising and/or connected to a network service provider, enterprise, or other 

protected network to which they reconnect after a period of connection to one or 

more networks and/or systems that are not part of the service provider, enterprise, 
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or other protected network. By roaming to unknown domains, such as the Internet, 

and/or connecting to such domains through public, wireless, and/or otherwise less 

secure access nodes, such mobile systems may become infected by computer 

viruses, worms, backdoors, and/or countless other threats and/or exploits and/or 

have unauthorized software installed; have software installed on the mobile system 

by an operator of the protected network for the protection of the mobile system 

and/or the protected network removed or altered without authorization and/or have 

configurations, settings, security data, and/or other data added, removed, and/or 

changed in authorized ways and/or by unauthorized person. 

 

See, e.g., Ex. 1 at 1:14–31. 

27. The solution to these problems—as specified and claimed in the Asserted Zero 

Trust Network Security Patents—was an advanced departure from the conventional network 

access control solutions then in use and was then, as it remains today, patent eligible, highly 

valuable, novel, and non-obvious technology. 

D. K.Mizra's Asserted Patent Claims Are Presumed Valid 

28. K.Mizra asserts that at least, and without limitation, Claim 19 of the '705 Patent and 

Claim 17 of the '048 Patent have been directly infringed, either literally or under the doctrine of 

equivalents. K.Mizra reserves the right to assert additional claims of the Asserted Zero Trust 

Network Security Patents, including both independent and dependent claims, pursuant to the 

Court's (and other applicable) rules and procedures and as discovery progresses. These claims are 

referred to herein as the "Asserted Zero Trust Network Security Claims." 

29. None of the Asserted Zero Trust Network Security Claims are directed to abstract 

ideas, and each employs inventive concepts and is directed to patent-eligible subject matter. All 

claims of the Asserted Zero Trust Network Security Patents are also presumed to be valid and 

enforceable against Google and others. 

30. Indeed, the Asserted Zero Trust Network Security Patents' similar common 

specification and claims demonstrate that the need satisfied by the inventions of the Asserted 
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Claims was long-felt in the industry and thus unconventional. As one example, the '048 Patent 

provides that "[u]nwanted and/or malicious network communications, such as spam, phishing, 

work propagation, etc., hamper productivity and the use and enjoyment of computer and network 

resources by end users, burden affected networks with unauthorized and/or undesired traffic, and 

expose recipients to the risk of theft, fraud, etc." Ex. 2 at 1:22–27. The Asserted Zero Trust 

Network Security Patents' specification further provides that "[t]herefore, there is a need for an 

effective way to intercept and take corrective action with respect to unauthorized, unwanted, and/or 

otherwise malicious electronic mail and/or other network communications that better protects the 

network and provides protection to destination hosts that are not protected by destination or 

destination mail or messaging server-based filtering software." Id. at 1:46–52. 

31. The specification (including the provisions quoted above), the figures (including 

those included below), and the text related to the figures further illustrate the complex, tiered 

network system architecture of the inventions captured by the Asserted Zero Trust Network 

Security Claims. These figures include the following:  
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See Ex. 1 at Fig. 2B. 
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See id. at Fig. 10A. 

32. The foregoing demonstrates that the inventions of the Asserted Zero Trust Network 

Security Claims focus on specific tamperproof hardware that must interact with unique software 

to improve network access control technology and protect a secure computer network and the data 

stored thereon from infected devices. As such, the Asserted Zero Trust Network Security Claims 

are eligible as a matter of law for patent protection under step one of Alice Corp. v. CLS Bank Int'l, 

573 U.S. 208, 216 (2014). 

33. All actions and steps recited in the Asserted Zero Trust Network Security Claims, 

including the act of quarantining endpoints or other computers, if necessary, require the 

involvement of various hardware components running dedicated software both before, during, and 

after the selection and isolation of an object. Said another way, a claim directed to allowing a 

machine to automatically and dynamically select and isolate an unsafe device attempting to access 
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a secure network is not simply adding a generic computer component to a fundamentally human 

process. Rather, it is removing the once-necessary human intervention from a fundamentally 

mechanical process, an "improvement in the functioning of a" networked system that simply 

cannot be considered directed to an abstract concept. Enfish LLC v. Microsoft Corp., 822 F.3d 

1327, 1339 (Fed. Cir. 2016). 

34. As the specification confirms, the improvement captured by the Asserted Zero 

Trust Network Security Claims are not simply quarantining an infected device, but it is instead a 

multi-faceted network system involving multiple interrelated software and hardware components 

to protect a network from known and unknown threats. Specifically, the similar specifications of 

the Asserted Patents disclose that to reduce the burdens of having to manually identify, connect 

to, isolate, and remove malicious software from an infected device, the networked system can 

direct an unclean computer attempting to connect to the secure network, known as the host 

computer, to a form of remediation, such as downloading a software patch or a software update, 

removing material from the host computer and/or enabling certain settings, etc. present on the host 

computer. See Ex. 1 at 1:14–41. Indeed, the inventions of the Asserted Zero Trust Network 

Security Claims are each tethered to these advances over the art in the 2005 time frame, reciting 

methods and systems that automatically and dynamically detect an insecure condition by 

contacting a trusted computing base, receiving a response therefrom, determining if that response 

contains a valid identification of cleanliness, and configuring and implementing a remediation 

action based on what is discovered about the state of an endpoint or "host" computer. See, e.g., Ex. 

1, Claims 12 and 19; Ex. 2, Claims 10 and 17. More specifically, the Asserted Zero Trust Network 

Security Claims require a system to communicate with a "trusted computing base" to determine 

when a response includes a valid digitally signed attestation of cleanliness, and to control access 
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to the network accordingly. These Asserted Zero Trust Network Security Claims are thus directed 

to a machine-implemented solution resolving a machine-specific problem, i.e. a machine's 

difficulty in detecting, isolating, and remediating infected endpoint devices (e.g., host computers) 

to prevent contagion of and damage to the larger computer network. 

35. The Asserted Zero Trust Network Security Claims are thus directed to a machine-

implemented process for (1) determining whether the host computer is required to be quarantined, 

(2) isolating and inoculating the contagions (including directing the host to software programs 

and/or code designed to identify undesirable and/or unauthorized states) by quarantining the host, 

(3) limiting access to the network by the host computer so that the unsafe condition thereof can be 

remedied, and (4) allowing for remediation of an unsafe or infected host computer. As such, the 

Asserted Zero Trust Network Security Claims recite inventions with specific applications or 

improvements to technologies in the marketplace and cannot be considered abstract or patent 

ineligible under relevant law. 

E. Failed IPRs 

36. Fortune 100 companies accused of infringing the Asserted Zero Trust Network 

Security Patents have previously filed petitions for IPRs against each of the Asserted Patents, 

alleging that the claims of the Asserted Patents should be held invalid as either anticipated or 

obvious considering art not previously considered. Ultimately, the PTAB instituted an IPR against 

the '705 Patent, with similar third party IPRs that were subsequently filed being joined to the first-

filed and instituted IPR. 

37. The PTAB eventually issued its decision holding that no claims of the '705 Patent 

were unpatentable, finding that no asserted prior art reference alone or in combination satisfied the 
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limitation of "providing . . . an IP address of a quarantine server configured to serve the quarantine 

notification page" that was present in all claims of the '705 Patent. 

38. Similarly, petitions for IPR were filed against the '048 Patent, but the PTAB denied 

institution of those, stating that the '048 Patent IPRs were "closely related" to the '705 Patent IPR 

petitions, that the petitions were based on and cited the same prior art and that "the challenged 

claims [were] materially the same" as those recited in the '705 patent's claims. The PTAB then 

offered that it had already "issued a Final Written Decision in [the '705 Patent's IPR], finding no 

claims of the '705 patent unpatentable" and that the '048 Patent IPR petitions were being denied 

institution for the same reasons. 

39. The '705 Patent IPR Decision was then appealed to the CAFC, which reversed the 

PTAB's Decision on a few narrow procedural issues involving proof that the asserted prior art 

references would be combined by a person having ordinary skill in the art, as alleged by the 

petitioners. 

40. A motion to dismiss the IPR was subsequently filed and the IPR has been dismissed 

with prejudice by the PTAB. 

F. Google's Accused Instrumentalities And Services 

41. Google has been making, selling, using, and offering for sale computer network 

access and security products, systems, and services that infringe the Asserted Zero Trust Network 

Security Patents in violation of 35 U.S.C. § 271 (collectively, "the Accused Zero Trust Network 

Security Instrumentalities"). These Accused Zero Trust Network Security Instrumentalities 

include, but are not limited to, Google Chrome Enterprise Premium, the sale, offer for sale, use, 

and/or manufacture in the United States of which constitutes infringement of the Asserted Zero 

Trust Network Security Claims, either literally or under doctrine of equivalents. 
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42. Upon information and belief, Google's Chrome Enterprise Premium product was 

based upon and formerly known as Google's "BeyondCorp Enterprise" product. 

V. FIRST CLAIM FOR RELIEF 

(Patent Infringement Under 35 U.S.C. § 271 of the '705 Patent) 

 

43. K.Mizra incorporates paragraphs 1 through 42 as though fully set forth herein. 

44. The '705 Patent includes 19 claims. 

45. Google has infringed and is infringing one or more claims of the '705 Patent by 

making, importing, using, offering for sale, and/or selling the Accused Zero Trust Network 

Security Instrumentalities, in violation of 35 U.S.C. § 271(a). 

46. Upon information and belief, and based upon publicly-available information, the 

Accused Zero Trust Network Security Instrumentalities meet each element of at least Claim 19 of 

the '705 Patent. 

47. Claim 19 of the '705 Patent states: 

[preamble] A computer program product for protecting a network, 

the computer program product being embodied in a non-transitory 

computer readable medium and comprising computer instructions 

for: 

 

[A] detecting an insecure condition on a first host that has connected 

or is attempting to connect to a protected network,  

 

[B] wherein detecting the insecure condition includes: 

[B1] contacting a trusted computing base associated with a 

trusted platform module within the first host,  

 

[B2] receiving a response, and determining whether the 

response includes a valid digitally signed attestation of 

cleanliness,  

 

[C] wherein the valid digitally signed attestation of cleanliness 

includes at least one of an attestation that the trusted computing base 

has ascertained that the first host is not infested, and an attestation 

that the trusted computing base has ascertained the presence of a 
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patch or a patch level associated with a software component on the 

first host; 

 

[D] when it is determined that the response does not include a valid 

digitally signed attestation of cleanliness, quarantining the first host, 

including by preventing the first host from sending data to one or 

more other hosts associated with the protected network, 

 

[E] wherein preventing the first host from sending data to one or 

more other hosts associated with the protected network includes  

 

[E1] receiving a service request sent by the first host, serving 

a quarantine notification page to the first host when the 

service request comprises a web server request,  

 

[E2] and in the event the service request comprises a DNS 

query, providing in response an IP address of a quarantine 

server configured to serve the quarantine notification page if 

a host name that is the subject of the DNS query is not 

associated with a remediation host configured to provide 

data usable to remedy the insecure condition; and 

 

[F] permitting the first host to communicate with the remediation 

host. 

 

Ex. 1 at 22:14–49. 

48. Regarding the preamble of Claim 19, and to the extent the preamble is determined 

to be limiting (which it is not), the Accused Instrumentalities provide the features described in the 

preamble, which recites a "computer program product for protecting a network." For example, 

Google touts that its Chrome Enterprise product is "Google Cloud's zero-trust solution that enables 

an organization's workforce to access web applications securely from anywhere, without the need 

for VPN and without fear of malware, phishing, and data loss": 
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See Ex. 3, Chrome Enterprise Premium documentation, p. 1 (available at 

https://cloud.google.com/beyondcorp-enterprise/docs) (last accessed mid Jan. 2025 and 

incorporated by reference). Additionally, Google's Chrome Enterprise products deliver endpoint 

(e.g., "host" computer) posture assessments and ensure that endpoints meet security and 

compliance policies before they are allowed to access a protected network. See id. Accordingly, 

and to the extent the preamble of Claim 19 is deemed limiting, the Accused Zero Trust Network 

Security Instrumentalities meet the limitation. 

49. Limitation A of Claim 19 requires "detecting an insecure condition on a first host 

that has connected or is attempting to connect to a protected network." The Accused Zero Trust 

Network Security Instrumentalities also meet all the requirements of limitation A of Claim 19. For 

example, Google's Chrome Enterprise products deliver endpoint posture assessments and ensure 

that endpoints meet security and compliance policies before they connect to the network: 
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See Ex. 4, Endpoint Verification Overview, p. 1 (available at https://cloud.google.com/endpoint-

verification/docs/overview) (last accessed mid Jan. 2025 and incorporated by reference). 

 

See Ex. 5, Chrome Enterprise Premium Overview, pp. 1–2 (available at 

https://cloud.google.com/beyondcorp-enterprise/docs/overview) (last accessed mid Jan. 2025 and 

incorporated by reference). Accordingly, the Accused Instrumentalities meet limitation A of Claim 

19. 

50. Limitation B1 of Claim 19 requires that "detecting [an] insecure condition 

includes . . . contacting a trusted computing base associated with a trusted platform module within 

the first host." The Accused Zero Trust Network Security Instrumentalities meet these 

requirements through, for example, the Google's Chrome Enterprise product which uses "strong 

key protection" such as "secure cryptographic storage such as TPMs and OS keystores." See Ex. 

6, How To Prevent Account Takeovers With New Certificate-Based Access, p. 1 (available at 

https://cloud.google.com/blog/products/identity-security/how-to-prevent-account-takeovers-

with-new-certificate-based-access) (last accessed mid Jan. 2025 and incorporated by reference). 
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See id. at 2. The Accused Zero Trust Network Security Instrumentalities obtain information from 

the host computer through digitally-signed certificates to determine whether the host computer is 

secure and can be trusted to access the protected network:  
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See id. at 4. Therefore, the Accused Zero Trust Network Security Instrumentalities meet limitation 

B1 of Claim 19. 

51. Limitation B2 requires that "detecting the insecure condition" also includes 

"receiving a response and determining whether the response includes a valid digitally signed 

attestation of cleanliness." The Accused Zero Trust Network Security Instrumentalities also meet 

all the requirements of limitation B2, as the Chrome Enterprise products receive from the host 

computer requested information and then determines, based on the information received, whether 

a user (i.e., a first "host") attempting to access cloud resources (i.e., a protected network) is secure 

and trusted. See, e.g., id. This process requires back-and-forth communication between a host 

computer and the Chrome Enterprise products about the cleanliness of the host computer/endpoint 

device: 
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See Ex. 7, Understand Mutual TLS at Google Cloud, p. 1 (available at 

https://cloud.google.com/beyondcorp-enterprise/docs/understand-mtls) (last accessed mid Jan. 

2025 and incorporated by reference). Additionally, Google's Chrome Enterprise Premium products 

check digital signatures to determine the cleanliness of the host computer: 
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See Ex. 8, Deploy Endpoint Verification To Use With Certificate-Based Access, p. 1 (available at 

https://cloud.google.com/beyondcorp-enterprise/docs/deploy-cba-endpoint-verification) (last 

accessed mid Jan. 2025 and incorporated by reference). Thus, the Accused Zero Trust Network 

Security Instrumentalities meet limitation B2 of Claim 19. 

52. Limitation C requires that "the valid digitally signed attestation of cleanliness 

includes at least one of an attestation that the trusted computing base has ascertained that the first 

host is not infested, and an attestation that the trusted computing base has ascertained the presence 

of a patch or a patch level associated with a software component on the first host." The Accused 

Zero Trust Network Security Instrumentalities meet these requirements as the Chrome Enterprise 

products check the compliance of each endpoint device attempting to connect to the protected 

network by performing an endpoint control check that involves matching the endpoint 

configuration parameters received from the endpoint device with specific device profile attributes, 

such as antimalware programs and applications: 

 

See Ex. 9, New Google API Will Securely Verify Chrome Devices, p. 2 (available at 

https://securityintelligence.com/news/new-google-api-will-securely-verify-chrome-devices/) (last 
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accessed mid Jan. 2025 and incorporated by reference). Accordingly, the Accused Zero Trust 

Network Security Instrumentalities meet limitation C of Claim 19. 

53. Limitation D requires that "when it is determined that the response does not include 

a valid digitally signed attestation of cleanliness, quarantining the first host, including by 

preventing the first host from sending data to one or more other hosts associated with the protected 

network." The Accused Zero Trust Network Security Instrumentalities further meet these 

requirements by quarantining noncompliant, i.e., unclean, endpoint devices attempting to connect 

to the protected network: 

 

See Ex. 10, Context Aware Access Insights and Recommendations Are Now Generally Available, 

p. 3 (available at https://workspaceupdates.googleblog.com/2024/10/context-aware-access-

insights-and-recommendations.html) (last accessed mid Jan. 2025 and incorporated by reference).  

Case 1:25-cv-00236     Document 1     Filed 02/18/25     Page 23 of 36

K.Mizra LLC, Ex. 2019, p. 23 
Google LLC v. K.Mizra LLC 

IPR2025-01437

https://workspaceupdates.googleblog.com/2024/10/context-aware-access-insights-and-recommendations.html
https://workspaceupdates.googleblog.com/2024/10/context-aware-access-insights-and-recommendations.html
https://workspaceupdates.googleblog.com/2024/10/context-aware-access-insights-and-recommendations.html
https://workspaceupdates.googleblog.com/2024/10/context-aware-access-insights-and-recommendations.html


 

24 

 

See Ex. 11, Block Compromised Mobile Devices Using Context-Aware Access, p. 2 (available at 

https://workspaceupdates.googleblog.com/2024/05/block-compromised-mobile-devices-using-

context-aware--access.html) (last accessed mid Jan. 2025 and incorporated by reference). 

Accordingly, the Accused Zero Trust Network Security Instrumentalities meet limitation D of 

Claim 19. 

54. Limitation E1 requires that "preventing the first host from sending data to one or 

more other hosts associated with the protected network includes . . . receiving a service request 

sent by the first host [and] serving a quarantine notification page to the first host when the service 

request comprises a web server request." The Accused Zero Trust Network Security 

Instrumentalities meet these requirements because the Chrome Enterprise products are configured 

to determine if an endpoint device matches the profile designated for such a device and if the 

endpoint device does not match, it is quarantined and restricted from accessing the protected 

network. The quarantine prevents the user (i.e. first host) from sending data to the protected 

network by blocking the user until the user fixes the problem causing the user to be blocked: 
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See Ex. 12, Allow Users to Unblock Apps With Remediation Messages in Context Aware Access, 

p. 1 (available at https://support.google.com/a/answer/11560430?sjid=18176077754207218303-

EU) (last accessed mid Jan. 2025 and incorporated by reference). A quarantine message is also 

delivered to the unclean endpoint device notifying its user of the quarantine.  

 

See id. Accordingly, the Accused Zero Trust Network Security Instrumentalities meet limitation 

E1 of Claim 19. 
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55. Limitation E2 requires that "preventing the first host from sending data to one or 

more other hosts associated with the protected network includes" "in the event the service request 

comprises a DNS query, providing in response an IP address of a quarantine server configured to 

serve the quarantine notification page if a host name that is the subject of the DNS query is not 

associated with a remediation host configured to provide data usable to remedy the insecure 

condition." The Accused Zero Trust Network Security Instrumentalities also meet all the 

requirements of limitation E2 of Claim 19. For example, Chrome Enterprise provides the user with 

a quarantine notification page containing links, or IP address(es), with resources (i.e. quarantine 

servers) configured to resolve the quarantine. In other words, Chrome Enterprise provides 

remediation information to bring the device into compliance so that it can access the protected 

network. 

 

See id. Accordingly, the Accused Zero Trust Network Security Instrumentalities meet limitation 

E2 of Claim 19. 
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56. Limitation F requires "permitting the first host to communicate with the 

remediation host." The Accused Zero Trust Network Security Instrumentalities meet these 

requirements as the Chrome Enterprise products allow a quarantined endpoint device to access 

remediation resources to help make the device complaint. See id. Accordingly, the Accused Zero 

Trust Network Security Instrumentalities meet limitation F of Claim 19. 

57. Google's acts of infringement have occurred within this District and elsewhere 

throughout the United States. 

58. As a result of Google's infringing conduct, K.Mizra has suffered damages. Google 

is liable to K.Mizra in an amount that adequately compensates K.Mizra for Google's infringement 

in an amount that is no less than a to-be-calculated fully paid-up, lump-sum, reasonable royalty, 

together with interest and costs as fixed by this Court under 25 U.S.C. § 284. 

VI. SECOND CLAIM FOR RELIEF 

(Patent Infringement Under 35 U.S.C. § 271 of the '048 Patent) 

 

59. K.Mizra incorporates paragraphs 1 through 58 as though fully set forth herein. 

60. The '048 Patent includes 20 claims. 

61. Google has directly infringed one or more claims of the '048 Patent by making, 

importing, using, offering for sale, and/or selling the Accused Zero Trust Network Security 

Instrumentalities, in violation of 35 U.S.C. § 271(a). 

62. Based on publicly available information, the Accused Zero Trust Network Security 

Instrumentalities satisfy every limitation of at least Claim 17 of the '048 Patent. 

63. Claim 17 of the '048 Patent recites the following: 

[preamble] A computer program product, the computer program 

product being embodied in a non-transitory computer readable 

medium and comprising computer instructions for: 
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[A] detecting an insecure condition on a first host that has connected 

or is attempting to connect to a protected network,  

 

[B] wherein detecting the insecure condition includes  

 

[B1] contacting a trusted computing base associated with a 

trusted platform module within the first host,  

 

[B2] receiving a response, and determining whether the 

response includes a valid digitally signed attestation of 

cleanliness,  

 

[C] wherein the valid digitally signed attestation of cleanliness 

includes at least one attestation selected from the group consisting 

of an attestation that the trusted computing base has ascertained that 

the first host is not infested, and an attestation that the trusted 

computing base has ascertained the presence of a patch or a patch 

level associated with a software component on the first host; 

 

[D] when it is determined that the response does not include a valid 

digitally signed attestation of cleanliness, quarantining the first host, 

including by preventing the first host from sending data to one or 

more other hosts associated with the protected network,  

 

[E] wherein preventing the first host from sending data to one or 

more other hosts associated with the protected network includes  

 

[E1] receiving a service request sent by the first host, 

determining whether the service request sent by the first host 

is associated with a remediation request, and when it is 

determined that the service request sent by the first host is 

not associated with a remediation request, serving a 

quarantine notification page that provides remediation 

information to the first host if the service request sent by the 

first host comprises a web server request,  

 

[E2] wherein serving the quarantine notification page to the 

first host includes re-routing by responding to the service 

request sent by the first host with a redirect that causes a 

browser on the first host to be directed to a quarantine server 

configured to serve the quarantine notification page; and 

 

[F] permitting the first host to communicate with the remediation 

host configured to provide data usable to remedy the insecure 

condition. 
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Ex. 2 at 22:35–23:9. 

 

64. Claim 19 of the '705 Patent and its preamble and limitations are addressed above in 

Paragraphs 47-56. 

65. The limitations of claim 17 of the '048 Patent are identical in many, if not most, 

respects to the limitations of Claim 19 of the '705 Patent. 

66. The preamble and limitations [A] through [D] of the '048 Patent are met for the 

same reasons that the preamble and limitations [A] through [D] of the '705 Patent are met.  

67. The preambles and the identical, common limitations of the Asserted Patents (e.g., 

limitations [A] through [D]) are addressed above, and Paragraphs 48-53 above are therefore 

incorporated herein by reference with respect to Claim 17 of the '048 Patent. 

68. Limitations [E1] and [E2] of the '705 Patent differ in some respects from limitations 

[E1] and [E2] of the '048 Patent, as seen above.  

69. Limitation [E1] of claim 17 the '048 Patent provides for "receiving a service request 

sent by the first host, determining whether the service request sent by the first host is associated 

with a remediation request, and when it is determined that the service request sent by the first host 

is  not associated with a remediation request, serving a quarantine notification page that provides 

remediation information to the first host if the service request sent by the first host comprises a 

web server request[.]" 

70. Limitation [E1] of claim 17 of the '048 Patent is met by the Accused Zero Trust 

Network Security Instrumentalities, as demonstrated (for example) by the publicly-available 

information below: 
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See Ex. 12 at 1. 

 

See Ex. 13, Remediate Denied Access With the Policy Remediator, p. 1 (available at 

https://cloud.google.com/beyondcorp-enterprise/docs/policy-

remediator?utm_source=chatgpt.com) (last accessed mid Jan. 2025 and incorporated by 

reference). 
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See Ex. 14, Video entitled "Enable Zero Trust Access Controls for your Web Apps, Infrastructure, 

and APIs (available at https://www.youtube.com/watch?v=2jz5FQpGWQ4 at approx. 13:22) (last 

accessed mid Jan. 2025 and incorporated by reference).    

71. The Accused Zero Trust Network Security Instrumentalities determine that when a 

device (e.g., a first host computer) is non-compliant, the device is placed into a quarantined zone. 

The quarantined device may be allowed to make web service requests associated with remediation 

(e.g., a helpful link to click) while blocking service request associated with accessing protected 

network resources, and the Accused Zero Trust Network Security Instrumentalities can determine 

whether a request sent by the first host is associated with a remediation request. 

72. Limitation [E2] of claim 17 of the '048 Patent provides that "wherein serving the 

quarantine notification page to the first host include re-routing by responding to the service request 

sent by the first host with a redirect that causes a browser on the first host to be directed to a 

quarantine server configured to serve the quarantine notification page[.]" 
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73. Limitation [E2] of claim 1 of the '048 Patent is met by the Accused Zero Trust 

Network Security Instrumentalities, as demonstrated (for example) by the publicly-available 

information below: 

 

See Id.  
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See Ex. 15, Screenshot of page at https://drive.google.com/drive/home (last accessed early Dec. 

2024 and incorporated by reference). 

 

See Ex. 16, Screenshot of page at https://admin.google.com/caa/access-denied?pli=1 (last accessed 

early Dec.  2024 and incorporated by reference). 

74. As seen above, a user can be blocked from accessing network resources. In such an 

instance, a notification page stating "You don't have access," accompanied by a remediation 

message, is displayed. A remediation message and guidance on how to bring the device into 

compliance is provided. As depicted above, serving a quarantine page to a first host computer 

includes re-routing by responding to a service request with a redirect that causes a browser on the 

first host to be directed to a quarantine server configured to serve a quarantine notification page. 

75. Limitation [F] of claim 17 of the '048 Patent is met for the same reasons as 

described in Paragraph 56 above (addressing limitation [F] of claim 19 of the '705 Patent). 

76. Accordingly, the Accused Zero Trust Network Security Instrumentalities meet all 

the limitations of and therefore infringe at least Claim 17 of the '048 Patent. 
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77. Google's acts of infringement have occurred within this District and elsewhere 

throughout the United States. 

78. As a result of Google's infringing conduct, K.Mizra has suffered damages. Google 

is liable to K.Mizra in an amount that adequately compensates K.Mizra for Google's infringement 

in an amount that is no less than a to be calculated fully paid-up, lump-sum, reasonable royalty, 

together with interest and costs as fixed by this Court under 25 U.S.C. § 284. 

VII. REQUEST FOR RELIEF 

WHEREFORE, K.Mizra respectfully requests the Court find in its favor and against 

Google, and that the Court grant K.Mizra at least the following relief: 

A. Judgment that Google has infringed, literally and/or under the doctrine of 

equivalents, one or more claims of the Asserted Patents; 

B. Awarding damages to K.Mizra in an amount to be proven at trial and in the form 

of a fully paid-up, lump sum, reasonable royalty that takes into account and runs through expiration 

of the Asserted Patents; 

C. Awarding enhanced damages, as appropriate, under 35 U.S.C. § 284; 

D. Awarding K.Mizra's costs (including internal and external costs and disbursements) 

and declaring this an exceptional case and awarding K.Mizra its attorneys' fees in accordance with 

35 U.S.C. § 285; 

E. Pre-judgment and post-judgment interest at the maximum rate permitted by law on 

the damages caused by reason of Google's infringing activities and other conduct complained of 

herein; and 

F. Awarding such other and further relief as this Court deems just and proper under 

the circumstances. 
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VIII. DEMAND FOR JURY TRIAL 

Pursuant to Fed. R. Civ. P. 38(b), K.Mizra hereby demands a trial by jury on all issues so 

triable. 

Dated: February 18, 2025 Respectfully submitted, 

 

By: /s/ Michael C. Smith     
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CONTAGON SOLATION AND 
NOCULATION 

CROSS REFERENCE TO OTHER 
APPLICATIONS 

This application claims priority to U.S. Provisional Patent 
Application No. 60/613,909 entitled CONTAGION ISOLA 
TION AND INOCULATION filed Sep. 27, 2004, which is 
incorporated herein by reference for all purposes. 

BACKGROUND OF THE INVENTION 

Laptop and wireless computers and other mobile systems 
pose a threat to elements comprising and/or connected to a 
network service provider, enterprise, or other protected net 
works to which they reconnect after a period of connection to 
one or more networks and/or systems that are not part of the 
service provider, enterprise, or other protected network. By 
roaming to unknown domains, such as the Internet, and/or 
connecting to such domains through public, wireless, and/or 
otherwise less secure access nodes, such mobile systems may 
become infected by computer viruses, worms, backdoors, 
and/or countless other threats and/or exploits and/or have 
unauthorized software installed; have software installed on 
the mobile system by an operator of the protected network for 
the protection of the mobile system and/or the protected net 
work removed or altered without authorization; and/or have 
configurations, settings, security data, and/or other data 
added, removed, and/or changed in unauthorized ways and/or 
by unauthorized person. Similarly, a stationary system may 
become infected, e.g., due to receipt and execution of mali 
cious code via a network or other communication and/or a 
diskette and/or other removable media. Upon connecting to a 
protected network, a system may infect or otherwise harm 
resources associated with the protected network before mea 
Sures can be taken to detect and prevent the spread of Such 
infections or harm. Therefore, there is a need for a reliable 
way to ensure that a system does not infect or otherwise harm 
other network resources when connected to a protected net 
work. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Various embodiments of the invention are disclosed in the 
following detailed description and the accompanying draw 
1ngS. 

FIG. 1 is a flow diagram of a method for reducing an 
anti-contagion update interval during periods of Suspicious 
network activity according to Some embodiments. 

FIG. 2A is a flow diagram of a method for cooperatively 
scheduling an anti-contagion update interval according to 
Some embodiments. 

FIG. 2B is a block diagram of a network environment in 
which anti-contagion updates are distributed according to 
Some embodiments. 

FIG. 3A is a flow diagram of a method for contacting an 
anti-contagion Source and optionally getting an update 
according to some embodiments. 

FIGS. 3B-3D illustrate distributed update distribution as 
implemented according to some embodiments. 

FIG. 4A is a flow diagram of a method for acquiring an 
update according to Some embodiments. 

FIG. 4B is a block diagram of a client system configured to 
obtain an update according to some embodiments. 
FIG.4C is a block diagram of a system used to distribute an 

update according to Some embodiments. 
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2 
FIG. 5 is a flow diagram of a method for distributing 

updates according to some embodiments. 
FIG. 6 is a flow diagram of a method for establishing a 

redistribution policy according to Some embodiments. 
FIG. 7 is a flow diagram of a method for redistributing 

content such as updates according to Some embodiments. 
FIG. 8 is a flow diagram of a method for using peers or 

other indirect data sources to acquire content Such as updates 
according to some embodiments. 

FIG. 9 is a flow diagram of a method for redistributing 
content such as updates according to Some embodiments. 

FIG. 10A is a flow diagram of a method for identifying and 
remedying problems according to some embodiments. 

FIG. 10B is a block diagram illustrating a network envi 
ronment in which infected hosts and/or networks are quaran 
tined according to some embodiments. 

FIG. 11 is a flow diagram of a method for identifying 
Vulnerabilities according to Some embodiments. 

FIG. 12 is a flow diagram of a method for identifying an 
infestation according to Some embodiments. 

FIG. 13 is a flow diagram of a method for monitoring one 
or more computers for infestation according to Some embodi 
mentS. 

FIG. 14 is a flow diagram of a method for quarantining a 
computer according to some embodiments. 

FIG. 15 is a flow diagram of a method for quarantining a 
computer according to some embodiments. 

FIG. 16 is a flow diagram of a method for a quarantine 
server to respond to requests according to some embodi 
mentS. 

FIG. 17 is a flow diagram of a method for scanning back 
doors and inoculating according to some embodiments. 

FIG. 18 is a flow diagram of a method for categorizing 
messages according to some embodiments. 

FIG. 19A is a flow diagram of a method for notifying 
possible sources of infection according to some embodi 
mentS. 

FIG. 19B is a block diagram illustrating a network envi 
ronment in which Suspicious messages are identified and/or 
one or more notifications are sent when a malicious message 
is detected. 

DETAILED DESCRIPTION 

The invention can be implemented in numerous ways, 
including as a process, an apparatus, a system, a composition 
of matter, a computer readable medium Such as a computer 
readable storage medium or a computer network wherein 
program instructions are sent over optical or electronic com 
munication links. In this specification, these implementa 
tions, or any other form that the invention may take, may be 
referred to as techniques. A component such as a processor or 
a memory described as being configured to perform a task 
includes both a general component that is temporarily con 
figured to perform the task at a given time and a specific 
component that is manufactured to perform the task. In gen 
eral, the order of the steps of disclosed processes may be 
altered within the scope of the invention. 
A detailed description of one or more embodiments of the 

invention is provided below along with accompanying figures 
that illustrate the principles of the invention. The invention is 
described in connection with such embodiments, but the 
invention is not limited to any embodiment. The scope of the 
invention is limited only by the claims and the invention 
encompasses numerous alternatives, modifications and 
equivalents. Numerous specific details are set forth in the 
following description in order to provide a thorough under 
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standing of the invention. These details are provided for the 
purpose of example and the invention may be practiced 
according to the claims without some or all of these specific 
details. For the purpose of clarity, technical material that is 
known in the technical fields related to the invention has not 
been described in detail so that the invention is not unneces 
sarily obscured. 

Contagion isolation and inoculation is disclosed. In some 
embodiments, a request is received from a host, e.g., via a 
network interface, to connect to a protected network. It is 
determined whether the host is required to be quarantined. If 
the host is required to be quarantined, the host is provided 
only limited access to the protected network. In some 
embodiments, a quarantined host is permitted to access the 
protected network only as required to remedy a condition that 
caused the quarantine to be imposed, such as to download a 
Software patch, update, or definition; install, remove, and/or 
configure Software and/or settings as required by a policy; 
and/or to have a scan or other diagnostic and/or remedial 
operation performed. In various embodiments attempts to 
communicate with hosts not involved in remediation are redi 
rected to a quarantine system, Such as a server, that provides 
information, notices, updates, and/or instructions to the user. 

Contagion refers herein to Software programs and/or code, 
data values, configurations, and settings, that expose a com 
puter or other system to security threats, such as unauthorized 
access and/or use of the system and/or data stored thereon; 
corruption or loss of data; and/or damage, loss, and/or unau 
thorized reconfiguration of system software and/or hardware 
components. Examples of contagion include Software pro 
grams and/or code designed to perform undesirable and/or 
unauthorized actions from the perspective of the (authorized) 
user of a computer, and at the same time perform desired 
actions from the perspective of the creator or controller of 
Such contagion. Examples of contagion include computer 
worms, viruses, and Trojan horses. Anti-contagion Software 
refers hereinto software that prevents, impedes or remediates 
contagion, such as Norton Antivirus from Symantec, or 
VirusScan from McAfee, which identifies and/or removes 
contagion from a users computer. Another example of anti 
contagion Software is Software that repairs a security Vulner 
ability through which contagion may spread. Many anti-con 
tagion methods rely on contagion descriptions, such as virus 
signatures, to identify the contagion, and must be updated 
regularly to be effective. 

FIG. 1 is a flow diagram of a method for reducing an 
anti-contagion update interval during periods of Suspicious 
network activity according to some embodiments. An update 
interval refers herein to a period of time between acquisition 
of updates, such as security updates, virus signature file 
updates, or virus Scanner updates. In this example, network 
traffic statistics may be monitored (101). An example of traf 
fic statistics is latency experienced by email. Such as average 
latency, or median latency. Another example of traffic statis 
tics is the rate of unacceptable attempted TCP/IP traffic, such 
as attempts to connect to blocked or restricted ports, or insuf 
ficiently authenticated (or authorized) connections to ports, 
or connections that provided invalid or illegal content such as 
extraordinarily long strings, or specific content detected to be 
malicious. Recent activity may be evaluated (102) to see if it 
is anomalous. Examples of anomalous activity include 
median email latency in mail queues beyond some threshold, 
for example above a 4 hour median queuing delay, and rates 
of unacceptable attempted TCP/IP traffic beyond some 
threshold, for example greater than two attempts per minutes 
over a one hour period. Another example of a threshold for 
anomalous activity is a comparison with recent historical 
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4 
statistics, such as unacceptable attempted TCP/IP traffic at a 
rate greater than ten times the expected rate over a 30 minute 
period. The expected rate may for example bean average over 
a recent historic period, Such as an average rate over the last 
week of connectivity. If activity is not deemed anomalous 
(103), then in this example, processing continues with no 
change (104) in the next update interval. If the activity is 
deemed anomalous (103), then in this example, the next 
update interval is reduced, for example reduced to Some pro 
portion of the planned update interval, for example reduced to 
25% of the previous or default update interval. Another 
example of reducing the next update interval is to reduce the 
currently remaining time until an update, for example reduc 
ing by a proportion, such as 50%, the remaining time until an 
update is requested. 

FIG. 2A is a flow diagram of a method for cooperatively 
scheduling an anti-contagion update interval according to 
Some embodiments. In this example, the planned time for 
contacting an anti-contagion source may arrive (201). An old 
version identifier may be retrieved (202), such as a checksum 
or hash for a file, or a version number for software stored in a 
file system or registry, or a version number for an anti-virus 
signature file stored in a file system or registry. An update may 
be requested from an anti-contagion source (203), for 
example as is discussed in conjunction with FIG. 3A, which 
may include updating or concluding that an update is not 
needed. A time for next contacting an anti-contagion Source is 
decided upon (204). In some embodiments, the scheduled 
time may be made Sooner when the Source of the update, Such 
as a vendor of Software to which the update pertains, antici 
pates the impending release of a fully tested update. Such as 
scheduling a next contact time in a few hours, or a few days. 
If the current computer's version of anti-contagion Software 
contains resolutions to all known problems and otherwise 
anomalous traffic patterns then, in this example, the update 
interval may be made longer, such as the full default interval 
for a computer, for example one week. In some embodiments, 
the selection of the next update interval may be dependent on 
the specific product. For example, a "pro version' may have a 
short default interval, such as one day, and a “home version” 
may have a relatively long default interval, such as two weeks 
or one month. 

FIG. 2B is a block diagram of a network environment in 
which anti-contagion updates are distributed according to 
some embodiments. A plurality of clients 1 to “n”, repre 
sented in FIG. 2B by clients 220, 222, and 224, are connected 
to the Internet 226. An update server 228 also is connected to 
the Internet 226. In various embodiments, one or more of the 
clients 220-224 is configured to request and obtain updates, if 
any, from update server 228 via the Internet, e.g., as described 
above in connection with FIG. 2A. 

FIG. 3A is a flow diagram of a method for contacting an 
anti-contagion source and optionally getting an update 
according to some embodiments. In this example, an old 
version identifier may be retrieved (301), for example as was 
discussed in 202 of FIG. 2A. Contact may be made with an 
anti-contagion source (302) via a network Such as the Inter 
net. The old version identifier may be provided, for example 
using a transport protocol Such as TCP/IP, and a data encap 
Sulation format Such as XML, or using a higher level protocol 
and format such as SOAP. A decision may be made as to 
whether an update is needed (303). In some embodiments, 
this update decision may be made by a server, upon review of 
the old version identifier. In some embodiments, this update 
decision may be made by the user's computer. In some 
embodiments, the update decision may be made by incorpo 
rating preferences held on a user's computer. Such as a pref 
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erence to always have the newest updates, or preferences to 
avoid updates that have been available for less than a thresh 
old length of time (for example, 2 weeks), or preferences that 
accept an additional update when the Source indicates 
urgency associated with the update. In some embodiments, 
the update decision may be made based on considerations 
Such as the size of the potential update, for example by avoid 
ing the overhead of Small updates, and only performing an 
update when a threshold amount of change has taken place, or 
when a threshold length of time has elapsed since an actual 
update was made. An example of a threshold amount of 
change taking place is the addition of a prescribed number of 
viral signatures, such as 2 new signatures. An example of a 
threshold length of time is 3 weeks. If the update is not needed 
(303) then the process of contacting the source is complete 
(304) in this example. If an update is needed (303) then an 
update is acquired in this example via director indirect chan 
nels (305), for example as further described in conjunction 
with FIG. 4A. After the update has been acquired (305), the 
contact may be complete (306). 

Distributed update distribution is disclosed. In some 
embodiments, at least some users receive an update indi 
rectly, e.g., from another user that received it previously, 
either directly from the original source or indirectly from a 
source that had itself earlier received it, again either directly 
or indirectly, and so on. FIGS. 3B-3D illustrate distributed 
update distribution as implemented according to some 
embodiments. In the example shown in FIGS. 3B-3D, it is 
assumed for expository purposes that each host that receives 
the update will serve as a redistribution node, each recipient 
has the ability to redistribute at the same rate as the original 
source, and there is continuous demand for the update from 
all sources. As shown in FIG. 3B, at a time t1 a first direct 
recipient of the update D1 (332) downloads the update from 
the original source S (330). As shown in FIG. 3C, at a time t2 
a second direct recipient D2 (334) downloads the update from 
the original source and an indirect recipient R11 (336) down 
loads the update from the first direct recipient D1 (332), 
which in this case acts as a redistribution node. As shown in 
FIG. 3D, at a time t3 a third direct recipient D3 (338) down 
loads the update from original source S (330), a second indi 
rect recipient R12 (340) downloads the update from the first 
direct recipient D1 (332), a third indirect recipient R21 (342) 
downloads the update from the second direct recipient D2, 
and a fourth indirect recipient R111 (344) downloads the 
update from first indirect recipient R11 (336). In this 
example, in the three download cycles shown in FIGS.3B-3D 
on its own the original source would only have been able to 
download the update to the three direct recipients, but by 
using previous recipients to redistribute, in the example 
shown in FIGS. 3B-3D a total of seven recipients have been 
able to obtain the update. In a generalized case, under the 
assumptions used in this example in “n” download cycles/ 
periods a total of 2n-1 recipients are able to obtain the update, 
whereas only 'n' recipients, i.e., one per cycle, would other 
wise have been able to obtain the update if it were only 
available directly from the original source. In an even more 
generalized case, under an assumption that each server may 
download roughly k copies in a time interval, for example 
where more than one download is provided by a server at a 
time, then in “n” download cycles (or periods) a total of 
roughly (k+1)n-1 recipients are able to obtain the update, 
where as only kin recipients, i.e., k per cycle, would other 
wise have been able to obtain the update if it were only 
available directly from the original source. 

FIG. 4A is a flow diagram of a method for acquiring an 
update according to Some embodiments. In this example, an 
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6 
update Source is contacted (401), Such as via an Internet 
connection, for example via TCP/IP. An offer to serve as a 
redistribution source is made (402). In some embodiments, a 
redistribution source may be contacted by other computers to 
acquire an update. An example of an offer to be a redistribu 
tion server is described in conjunction with FIG. 6. In various 
embodiments, 402 is optional, performed only if a criterion or 
test is satisfied, or omitted. An update or an update identifier 
is acquired (403). An example of an update identifier is a 
version number for an update. Another example of an update 
identifier is a checksum for an update. Another example of an 
update identifier is a set of checksums (such as MD5, SHA-1, 
or CRC-32) for a corresponding set of byte ranges that form 
the update. Another example of an update identifier is a com 
bination two or more identifiers, such as the identifiers enu 
merated above. If the update was completed (404) then the 
user confirms redistribution sourcing status (408) in this 
example. In some embodiments, confirmation includes 
asserting that the client is prepared to redistribute copies of 
the received data to one or more recipients. If the update was 
not completed (404), then a list of peer or other sources is 
acquired (405) in this example. In some embodiments, the list 
is or may be explicit. In some embodiments, the list is or may 
be implicit, for example represented by an iterator or acces 
Sor, which may retrieve elements on an as needed basis. In 
Some embodiments, implicitlists are dynamic, and calculated 
or created in part on an as needed or as requested basis. In 
Some embodiments, the list of other sources contain 
addresses that may be contacted to acquire an update, such as 
a list of IP addresses and ports, as well as optionally some 
authentication information to be used when contacting a 
listed source. In some embodiments, a requesting host that 
agrees to serve as a redistribution source is provided with a list 
of sources from which the update is available immediately, or 
at least sooner than it will be made available to hosts that will 
not redistribute. One or more attempts may be made to 
acquire the update from a listed Source (406), for example as 
exemplified in FIG. 8. If the update is completed via a listed 
source (407), then redistribution status is confirmed (408) in 
this example. If the update is not complete (407) then a 
reservation is optionally negotiated and/or acquired (409) in 
this example. In some embodiments, a reservation may 
include a time and/or a specific source or IP address. In some 
embodiments, a reservation address may be selected from a 
collection of source addresses, for example in order to dis 
tribute the load across more than one server, or to provide a 
server that is closer to a recipient. An example of selecting a 
server close to a recipient is to select a server having relatively 
lower latency during a download, or relatively lower cost, for 
example by selecting a source within a recipient’s ISP com 
plex or within a recipients intranet or home network. If a 
reservation time was acquired, then await for that reservation 
time (410) is performed in this example. At the reservation 
time, a further attempt to acquire an update or update identi 
fier from the source (403) is made, and the flow proceeds as 
described earlier. This flow may continue until an acquisition 
is complete (408), as also described earlier. In various 
embodiments, one or more of confirming redistribution 
Sourcing status (408), attempting to obtain the update from a 
redistribution source (405-407), and/or acquiring and/or 
waiting for a reservation time (409-410) is/are optional, con 
ditional, or omitted. 

FIG. 4B is a block diagram of a client system configured to 
obtain an update according to some embodiments. In some 
embodiments, the client system shown in FIG. 4B is used to 
implement one or more of clients 220-224 of FIG. 2B. The 
client system 420 includes a communication interface 422, 
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Such as a network interface card, configured to send/receive 
communications via a network, Such as the Internet. The 
client system 420 further includes an update agent and/or 
browser 424. In some embodiments, the update agent/ 
browser 424 comprises browser software used to navigate the 
World WideWeb, e.g., to send/receive data to/from a website 
from which an update is available for download. In some 
embodiments, update agent/browser 424 includes an agent 
associated with anti-contagion Software installed on the client 
system 420. In various embodiments, the update agent/ 
browser 424 comprises one or more components and is imple 
mented as one or more software programs running on a pro 
cessor and/or one or more hardware components. A settings 
data store 426 stores one or more settings and/or other data 
associated with the software with which an update and/or 
Software to which the update does or may pertain, Such as 
periodicity or next scheduled (e.g., reservation) time to check 
for updates, a list of update identifiers, locators, and/or redis 
tribution sources from which an update is or may be available, 
policies for whether and/or under what terms, conditions, 
circumstances, etc. the client system 420 may be used redis 
tribute an update, a last update time, an old version identifier 
(see, e.g., 202 of FIG. 2A), etc. 
FIG.4C is a block diagram of a system used to distribute an 

update according to some embodiments. In some embodi 
ments, the system of FIG. 4C is used to provide an update 
server, such as update server 228 of FIG.2B. In this example, 
the distribution system 440 includes a communication inter 
face 442 configured to send/receive data via a network, Such 
as the Internet. An update distribution engine 444 is config 
ured to receive and service requests for updates. For updates 
provided directly to a request source, the update distribution 
engine 444 obtains the update from an update storage location 
446 and provides the update to the request source via the 
communication interface 442. In some embodiments, if data 
included in the request indicates the source of the request is or 
may be willing to serve as a redistribution source, the update 
distribution engine 444 hands the request off to a redistribu 
tion coordinator 448, which negotiates with the request 
Source, e.g., based on policies, settings, rules, etc. Stored in a 
policies and lists data store 450, through communications 
sent/received via communication interface 442, to determine 
if the requesting source will serve as a redistribution Source 
and, if so, to determine the terms and conditions of Such 
service and data, such as an address, locator, or identifier, that 
can be provided to other requesting systems and/or users to 
enable them to attempt to obtain the update from the redistri 
bution source. In some embodiments, if update distribution 
engine 444 determines that it is notable to provide the update 
to the request source directly (e.g., due to capacity limits or 
because a policy applicable to the request and/or the request 
Source indicates the request Source should be directed to a 
redistribution source, e.g., because the request source has a 
less expensive version of the software or is not willing to serve 
as a redistribution Source), the update distribution engine 444 
hands the request off to redistribution coordinator 448, which 
provides to the request source an update identifier and a list of 
one or more redistribution sources from which the update is or 
may be available to the request source. 

FIG. 5 is a flow diagram of a method for distributing 
updates according to some embodiments. In this example, a 
source prepares to supply updates to recipients (501), for 
example by starting up a server, for example an HTTP or FTP 
server, or a multicast server, such as an RTP multicast server. 
The server waits for an event (502), such as a contact on a 
predefined port, or a notification that the server should start a 
multicast. If a multicast-time event appears (503) then an 
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update is multicast (504) in this example. In some embodi 
ments, a multicast time event may be generated internally or 
externally to the server to start a multicast. In some embodi 
ments, a multicast-time event may be automatically gener 
ated at predetermined times, such as hourly, weekly, or daily, 
or on individually specified dates and times. In some embodi 
ments, a multicast-time event may include a specific identifier 
for the multicast. If an event of the form of an update request 
arrives (503) then a test for authenticity is optionally per 
formed (505) in this example. An example of determining 
whether a request is authentic is to check a credential. 
Examples of credentials include a provided shared secret, 
Such as a secret used by all requestors to this server, or a 
different secret used by each requestor Such as a user serial 
number, or a cryptographically signed authentication, Such as 
credentials or a certificate issued to users that had paid for an 
update service, for example, by inclusion in a purchased 
Software package. In some embodiments, all requests are 
assumed to be authentic without the use of any authenticator. 
If the request was not authentic (505) then, in this example, 
the server continues to wait for an event (502). If the request 
was authentic (505) then the server may determine a neces 
sary update (506) in this example. In some embodiments, 
determination of an update may be made based on the 
requestors state, which in Some embodiments may be indi 
cated in a received request for update. A redistribution con 
tract may be negotiated (507). In some embodiments, some 
requestors may agree to redistribute updates to other request 
ors. In some embodiments, some requestors may decline to 
redistribute updates. In some embodiments, a source may 
decline redistribution proposals from a requestor. An example 
ofa redistribution contract is an agreement not to redistribute. 
Another example of a redistribution contract is an agreement 
to redistribute a fixed number of copies, such as five copies. 
Another example of a redistribution contract is an agreement 
to redistribute for a fixed period of time, such as one day. 
Another example of a redistribution contract is an agreement 
to redistribute within a specified geographic region within a 
fixed period of time. Another example of a redistribution 
contract is an agreement to redistribute indefinitely, for 
example until a replacement update is provided. A redistribu 
tion contract may be made with terms that are combinations 
of the above mentioned exemplary term limitations. An 
update may be provided directly or indirectly (508). A direct 
update may for example be provided by allowing an FTP 
download, or by encapsulating the transmission in an HTTP 
transfer, for example using XML and/or an appropriate cod 
ing, such as uuencode. An indirect update may be provided by 
directing the requestor to an alternate source, such as a redis 
tribution server, or a server at a different address, or a server 
at a different time, Such as a future time, or a combination of 
two or more Such specifications. In some embodiments, a 
decision to provide direct VS. indirect updates may be based in 
part on the redistribution contract, for example a requestor 
that is willing to redistribute may be updated sooner or more 
directly. An example of a redistribution contract is a promise 
by a user to provide redistribution in exchange for purchase 
price concession, such as a reduced initial purchase price, or 
a quantity discount price. In some embodiments, a decision to 
provide direct VS. indirect updates may be based in part on 
previous agreements, such as prepayment for expedited Ser 
vice. Such as may be included in a more expensive version of 
a product that utilizes the updates. The server may wait for an 
event (502). In some embodiments, events may be processed 
in parallel with previous events, or may be sequentially pro 
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cessed, or some combination, for example up to a threshold 
number of events in parallel. Such as a maximum of 32 events 
in parallel. 

FIG. 6 is a flow diagram of a method for establishing a 
redistribution policy according to Some embodiments. In this 
example, a computer may prepare to offer to be a redistribu 
tion Source (601). In some embodiments, preparations may 
include retrieving preferences, such as the number of redis 
tributions that may be done, or the duration of time that the 
computer is willing to act as a redistribution Source. In some 
embodiments, preferences may be defaults, or may be con 
figured by a user and stored persistently, Such as in a registry 
or file system. A contact address may be proposed to the 
Source and a policy may be negotiated (602). A contact 
address may for example be a globally routable IP address 
and a port, or a local IP address (reachable from a LAN behind 
a firewall) and port that can be accessed by other computers 
on the LAN, such as computers that shared a common NAT 
address in their contact with the original source. In some 
embodiments, negotiation may include proposing a policy. In 
Some embodiments, negotiations may involve a counter pro 
posal in response to a proposal. An example of a counter 
proposal criterion is to require a minimum duration for redis 
tribution. If terms were not acceptable (603) then, in this 
example, the computer does nothing (604). If the terms were 
acceptable (603) then, in this example, the computer prepares 
to service redistribution requests (605), for example by estab 
lishing a server to respond at the agreed contact address, 
reserving storage to hold the content for redistribution, etc. In 
some embodiments, redistribution policy may be a broader 
contractual matter, where an update is provided more quickly 
or more directly in exchange for a promise to redistribute. In 
Some embodiments, an auditing mechanism may be used to 
measure compliance and penalize contract breakers, such as 
failure to accept connections for redistribution, where penal 
ties may for example include refusal to accept future similar 
contracts. As another example, a lower purchase or Subscrip 
tion price may be offered for operators of a software product, 
Such as antivirus Software, who agree to act as redistribution 
points. In some embodiments such purchase agreements may 
be configured into the software, for example by establishing 
agreements to act as a redistribution point for updates as 
defaults that a user cannot modify. 

FIG. 7 is a flow diagram of a method for redistributing 
content Such as updates according to some embodiments. In 
this example, a redistribution computer is contacted and con 
firms its sourcing status (701), for example by accepting a 
TCP/IP connection on a predefined port, and processing a 
request for content. The redistribution computer may option 
ally contact another computer, for example a more original 
source, and affirm its redistribution sourcing status (702). A 
more original source may be a source that has provided con 
tent in the past to the redistribution computer, directly or 
indirectly. In some embodiments, contacting a more original 
Source demonstrates that the redistribution computer is per 
forming redistribution. In some embodiments, contacting a 
more original source allows the redistribution computer to 
further authenticate the computer that requested the content, 
for example by getting confirmation from a more original 
Source that a specific computer was authorized to request the 
content. An authentication to be used to authenticate requests 
is negotiated (703). In some embodiments, authentication 
includes providing a shared secret to the redistribution com 
puter. In some embodiments, authentication includes present 
ing an authorization cryptographically signed by a more 
original Source. Such as a certificate. In some embodiments, 
all requests are presumed authentic. If the request is not 
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authentic (704), then nothing further is done (705) in this 
example. If the request is authentic (704), then the requested 
update is supplied (706) in this example. The updates may be 
supplied for example via a transport protocol TCP/IP, or a 
higher level protocol such as FTP, HTTP, or HTTPS, etc. 

FIG. 8 is a flow diagram of a method for using peers or 
other indirect data sources to acquire content Such as updates 
according to some embodiments. In this example, a list of one 
or more peers or other indirect Sources for acquiring updates 
is obtained (801), for example as was discussed in conjunc 
tion with 405 of FIG. 4A. In one example, an indirect source 
may be a peer, Such as another computer that has downloaded 
the content. In another example, an indirect source may be a 
computer configured to redistribute content without other use 
of the content, such as an ISP server established to redistribute 
content to Subscribers. In another example, an indirect source 
may be a server created or authorized by the original source to 
perform additional distributions. In some embodiments, an 
obtained list of indirect sources may be implicit, for example 
by referring to a list using an iterator or accessor construct that 
can itemize entries in the list when requested, for example 
using a query to a service when an additional item in the list 
is required, which may for example dynamically complete the 
list on an as requested basis. A next address and (optional) 
authenticator in the list of sources is retrieved (802). Any 
order may be used. In some embodiments, an order of pro 
cessing may correspond to the original list order. In some 
embodiments, an order of processing may be such that the 
earlier processed addresses would be expected to have lower 
latency and/or higher bandwidth, for example by first pro 
cessing a local address on a LAN. In some embodiments, 
elements of the list are or may be processed in parallel, and 
portions (such as byte ranges) of the content may be acquired 
from different addresses in the list. An address on the list may 
be contacted to request content (803), which may in some 
embodiments be performed as described in conjunction with 
FIG. 7. In one example, a source address may consist of an 
identifier for abroadcast with optional time(s) for abroadcast, 
and contact with the source may include receiving the broad 
cast. In another example, contact with the Source may include 
making a connection such as a TCP/IP connection with the 
Source. If the acquisition is complete (804), then the process 
ing is complete (805) in this example. If the acquisition was 
not completed (804) then additional sources in the list are 
considered in this example. If there are more sources in the list 
(806) then, in this example, a next source is retrieved along 
with an optional authenticator (802) and the processing con 
tinues. If there are no more sources (806) then the attempted 
acquisition from source(s) is unsuccessful (807) in this 
example. 

FIG. 9 is a flow diagram of a method for redistributing 
content Such as updates according to Some embodiments. In 
this example, a computer prepares to Supply content (or 
updates) to a requestor/recipient (901), for example by start 
ing up one or more servers. Examples of a server include an 
HTTP server, an FTP server, and a multicast server. A server 
waits for an event (902), such as a contact on a predefined 
port, or a notification that the server should be terminated, or 
a notification that a time for a multicast has arrived. If a 
service expiration event appears (904) then the supply service 
is terminated (905) in this example. A service expiration event 
may be automatically generated, for example after a prede 
termined duration of service, or after a predetermined number 
of copies of an update have been redistributed. If a request 
event arrives (904), then a test for authenticity is performed 
(906) in this example. Authenticity may be established in the 
request, for example by receiving and validating, or perform 
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ing a mutual proof of possession of a shared secret, Such as a 
secret used by all requestors to this server, or a different secret 
used by each requestor of this service and held in a list of 
single-use secrets by this server, or by providing a crypto 
graphically signed authentication. In some embodiments, all 
requests are considered authentic without the use of any 
authenticator. If the request was not authentic (906) then, in 
this example, the server continues to wait for an event (902) as 
described earlier. If the request was authentic (906) then, in 
this example, the server transmits a copy of the content to the 
requestor (907), for example by allowing an FTP download, 
or by encapsulating the transmission in an HTTP transfer, for 
example using XML and/or an appropriate coding, Such as 
uuencode. 

FIG. 10A is a flow diagram of a method for identifying and 
remedying problems according to Some embodiments. A 
problem may be identified as some event or status that may 
cause direct or potential harm. Exemplary problems include 
Vulnerability or infestation. In this example, a problem such 
as a vulnerability or infestation is detected (1001). Infestation 
herein refers to the current presence and/or execution of con 
tagion. In some embodiments, detection may be made by a 
router, firewall, or other network component, separately or in 
concert, using techniques such as those illustrated by FIGS. 
11, 12, and 13. In some embodiments, detection may be made 
by a computing device, for example a computing device oper 
ated by an ISP. After a detection of a problem, a computer or 
network containing the problem is quarantined (1002). In 
Some embodiments, quarantining includes preventing unau 
thorized communications from being sent from the quaran 
tined computer, Such as efforts to infect, probe, or harass other 
computers, or efforts to communicate data without authori 
Zation, including for example file contents and keyboard 
entry logs. In some embodiments, no communications are 
authorized. In some embodiments, quarantining includes pre 
venting undesired communications from reaching the quar 
antined computer, Such as control messages or infectious 
messages. Examples of quarantining activities are illustrated 
in FIGS. 14 and 15. In this example, the quarantined com 
puter is provided access to remediation services (1003). In 
Some embodiments, access to remediation includes or may 
include allowing connections to servers providing security 
patches or advisories, for example allowing connections to a 
Vendor's server, or providing virus and worm disinfecting 
tools, such as focused removal tools, or data updates for 
previously installed repair tools. In some embodiments, 
access to remediation includes allowing direct access to ven 
dor sites known to provide remediation assistance, Such as to 
Microsoft's Windows Update service, where security patches 
may be obtained. In some embodiments, access to Vendor 
sites is restricted by the quarantine to certain classes of traffic, 
such as HTTP requests, certain port access, such as port 80 or 
port 443, certain content requests, such as specific URLs or 
specific file downloads. In some embodiments, remediation 
content may be substituted for other requested content, for 
example as discussed in conjunction with FIG. 14. 

FIG. 10B is a block diagram illustrating a network envi 
ronment in which infected hosts and/or networks are quaran 
tined according to Some embodiments. A plurality of hosts 1 
to “m', represented in FIG. 10B by hosts 1020, 1022, and 
1024, connect via a router 1026 and a gateway 1028 to the 
Internet 1030. In various embodiments the router 1026 is 
omitted or included in the gateway 1028. In various embodi 
ments, gateway 1028 comprises a gateway, router, firewall, or 
other device configured to provide and control access 
between a protected network and the Internet and/or another 
public or private network. In various embodiments, the pro 
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cess of FIG.10A is implemented, in the event of quarantine of 
one or more of hosts 1020-1024, for example, on the affected 
(quarantined) host, router 1026, and/or gateway 1028. In 
Some embodiments, a quarantined host (or a host associated 
with a quarantined network or Sub-network) is permitted to 
access a remediation server 1032, e.g., to download a patch, 
more current threat definition, etc. In some embodiments, 
requests to connection to a host other than the remediation 
server 1032 are redirected to a quarantine server 1034 con 
figured to provide a notice and/or other information and/or 
instructions to a user of the quarantined host. In various 
alternative embodiments the quarantine server 1034 is omit 
ted or resides on the router 1026 and/or gateway 1028. 

FIG. 11 is a flow diagram of a method for identifying 
Vulnerabilities according to Some embodiments. In this 
example, preparation is made to Scan for one or more Vulner 
abilities (1101), for example by retrieving one or more IP 
addresses of computers that need to be scanned. For example, 
an IP address may be provided by a DHCP sever hosted in an 
ISP network complex, to identify current subscriber IP 
addresses. As another example, a Subnet range may be 
scanned, for example by taking an address of the form 
A.B.C.X., and using some or all values of X in the range 0 to 
255 to enumerate distinct IP addresses. A scan of one or more 
IP addresses may optionally be performed to detect an open 
port (1102). An example of Scanning an IP address is scan 
ning to detect openTCP/IP ports (1102). An open port may be 
identified by attempting to form a connection, such as a 
TCP/IP connection to that port. In some embodiments, only 
open ports on a given computer will provide acknowledgment 
messages needed to establish a TCP/IP connections, which 
for example causes a success code to be returned by Unix 
“connect() and a closed port will provide no response to the 
attempt to connect, which for example would cause an error 
code to be returned by the Unix function call “connect(). If 
no open ports are detected (1103), then the Scanning is com 
plete (1106) in this example. If open ports are detected (1103) 
then those ports are tested for vulnerabilities (1104) in this 
example. In some embodiments, an open port is assumed 
(1103) and a test for vulnerability is performed or attempted 
(1104), for example by communicating a vulnerability test 
without independently testing to see if one or more requisite 
ports are open. In some embodiments, a Vulnerability test of 
a port may include sending data that is known to create a 
discernable response when a Vulnerability is present, such as 
sending a long string known to induce a buffer overflow with 
a consequent errant response, where the errant response may 
for example include a characteristic communication, prema 
ture termination of the connection, or other erroneous 
response(s). In some embodiments, a test for a Vulnerability is 
an attempt to exercise a service. Such as a sendmail oran RPC 
service, in search of a misconfiguration of that service that 
creates a Vulnerability. One example of a misconfiguration of 
a service is provision of any such service. Another example of 
a misconfigured service is one where a password should be 
required for security purposes, but no password is required by 
the misconfiguration. Another example of a misconfiguration 
is the use of an easily guessable password, Such as the default 
installation password, when resulting access creates a secu 
rity Vulnerability. Another example of a misconfigured Ser 
Vice is Support for a service provided by an unauthorized 
agent, such as a worm or virus. If no Vulnerabilities are 
detected (1105) then scanning is complete (1106) in this 
example. If Vulnerabilities are detected (1105) then an asso 
ciated IP address is flagged as vulnerable (1107) in this 
example. In the case of a subscriber to an ISP, an IP address 
may be translated to a particular subscriber identity, for 
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example by checking in DHCP or static IP allocation tables 
for the subscriber's identity, or for example by extracting a 
MAC address from traffic associated with the IP address, and 
Such identity may be appropriately flagged or recorded. In 
some embodiments, the record of the Vulnerability may addi 
tionally include the port, and the details of the Vulnerability 
that was detected, such as which buffer overrun was vulner 
able, or which service was misconfigured to create a Vulner 
ability. 

FIG. 12 is a flow diagram of a method for identifying an 
infestation according to some embodiments. In this example, 
a device near a computer, Such as a firewall on a LAN or an 
ISP's router, is used in some embodiments to monitor a com 
puter for infestation (1201). Network traffic is monitored for 
anomalous traffic volume, port, or IP destination (1202), for 
example by detecting large Volumes of outbound traffic. Such 
as email traffic or instant messaging traffic. Another example 
of anomalous traffic is a TCP/IP connection to a server that is 
known to control a collection of infested machines, in a way 
that suggests the connecting machine is controlled by the 
server, such as connecting and transmitting an assertion that it 
is controlled or available to comply. Another example of 
anomalous traffic is a connection to a computer that is a 
current target of a denial of service attack, with a pattern that 
is consistent with the attack, Such as a connection to a targeted 
port, or the use of a falsified return IP address. In some 
embodiments, a falsified return address may be detected by a 
router, such as an ISP router, that is aware that the return 
address is not on the Sourcing Subnet, or not associated with 
the MAC address that has supplied the corresponding pack 
ets. If an anomaly is detected (1203) then an apparent infes 
tation is noted (1204) in this example. In some embodiments, 
a response to infestation may include quarantining of the 
computer or network containing the computer, for example as 
discussed in conjunction with FIGS. 14, 15, and 16. In some 
embodiments, a response to infestation may include an 
attempt to remediate the problem, for example by inocula 
tion, such as discussed in conjunction with FIG. 17. If no 
anomaly is detected (1203) then monitoring is complete 
(1205) in this example. In some embodiments, monitoring for 
anomalous traffic may be continuous. In some embodiments, 
monitoring for anomalous traffic may be periodic. For 
example, periodic monitoring may consist of monitoring 
Some number of computers, such as 1 computer, for some 
period of time. Such as 2 minutes, and then not monitoring 
those computers again for another period of time. Such as 1 
hour. As another example, periodic monitoring may be ran 
domized, for example by changing the duration of monitor 
ing, pattern of selecting computers to monitor, and/or the 
unmonitored duration, to be difficult or impossible to predict, 
for example by being driven by a pseudo random number 
generator, Subject to restrictions of available monitoring com 
puters. 

FIG. 13 is a flow diagram of a method for monitoring one 
or more computers for infestation according to some embodi 
ments. In this example monitoring of a computer for infesta 
tion begins (1301), for example by retrieving a list of one or 
more addresses of computers, such as addresses of participat 
ing Subscribers. In some embodiments, this list may be a list 
of addresses for some or all subscribers for a given ISP. In 
some embodiments, the list may be a list of IP addresses 
issued by a DHCP server, such as on a LAN, or a list of IP 
addresses observed by a router, such as a router on a LAN, or 
a complete list of IP addresses in a given Subnet. A computer 
associated with an address identified in a list is queried for a 
cleanliness assertion (1302), for example by contacting a 
trusted computing base within a computer, and requesting an 
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14 
authenticated infestation scan by trusted Software. An 
example of a trusted computing base within a computer is the 
Paladium security initiative under development by Microsoft 
and supported by Intel and American Micro Devices. Another 
example of a trusted computing base is described in various 
TCG specifications, such as the TCG Architecture Overview, 
published by the Trusted Computing Group. Trusted code 
bases may for example execute antivirus scans of the remain 
der of the computer, including untrusted portions of the disk 
and/or operating system. In some embodiments, trusted code 
bases may digitally sign assertions about the cleanliness (e.g. 
infestation status) and/or state of their computers. In some 
embodiments, the query for cleanliness (1302) may be 
responded to by anti-contagion software, such as antivirus 
Software, with assertions about the currency of a Scan, such as 
the last time a scan was performed, or a version associated 
with a current anti-contagion Software or definition file in use, 
wherein a sufficiently updated Software and/or scan may act 
as a cleanliness assertion. In some embodiments, an operating 
system may respond with information associated with its 
patch level, wherein a sufficiently recent patch level may be 
interpreted as an assertion of cleanliness. If a computer 
asserts it is clean (1303) then monitoring is complete (1305) 
in this example. If a cleanliness assertion is not provided 
(1303) then an infestation or vulnerability is presumed (1304) 
in this example. 

FIG. 14 is a flow diagram of a method for quarantining a 
computer according to Some embodiments. In this example, a 
decision has been made to quarantine a computer (1401), 
Such as an ISP deciding to quarantine a Subscriber, or a 
firewall or router for a LAN deciding to quarantine a local 
computer. In some embodiments, a decision to quarantine 
may be made based on apparent infestations or apparent 
Vulnerabilities, for example as illustrated in conjunction with 
FIG. 11, 12, or 13. In some embodiments a decision to quar 
antine may be based on the accumulation of evidence above a 
threshold, such as a threshold of one such piece of evidence, 
or a threshold of two such pieces of evidence. In some 
embodiments, a decision to quarantine may be made based on 
configuration rules, for example all new computers must be 
quarantined until they have contacted their OS vendor and 
been updated, or by user specification, such as a user request 
ing a quarantine for a specific computer. In some embodi 
ments, requests for a quarantine may be made on an indi 
vidual computer via settings, such as control panel in 
Microsoft Windows, or through a user interface to a firewall 
or router, for example by specifying an IP address, name, or 
MAC address to quarantine, or a list of addresses that are not 
to be quarantined (where other addresses may be quaran 
tined). During a quarantine period outboundtraffic is detected 
(1402), for example by a device such as a router, or by a 
Software network Stack on the quarantined computer, or by an 
upstream device, such as a device at an ISP. Outbound traffic 
is tested in this example to see if it is associated with a 
remediation request (1403), such as contact with an appro 
priate anti-contagion Software distributor, or contact with a 
security patch update provider, such as Microsoft Windows 
Update, or contact with a verified remediation site, such as an 
internal ISP site. If outbound traffic is deemed to be associ 
ated with a remediation request (1403), then the traffic is 
routed or forwarded to its destination (1404) in this example. 
If outbound traffic is not associated with a remediation 
request (1403), then, in this example, it is tested to see if it is 
an approved service request (1405), Such as a request for a 
web page. If the request was for an approved service (1405) 
then, in this example, the request is re-routed to a special 
quarantine server (1407), such as an ISP web server that 
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provides information and links to assist in remediation. Re 
routing of request traffic may be accomplished in numerous 
ways, for example by providing an alternate DNS service that 
consistently returns a fixed IP address of a quarantine server 
in response to all DNS requests. Another example of re 
routing a web page request is to respond with a redirect 
message, which would direct a browser on a quarantined 
computer to contact a quarantine server that provides reme 
diation information. If the request was not for an approved 
service (1406), then the outbound traffic is discarded or 
responded to with in indication that the desired traffic desti 
nation is unreachable (1406) in this example. 

FIG. 15 is a flow diagram of a method for quarantining a 
computer according to Some embodiments. In this example, a 
decision has been made to quarantine a computer (1501), for 
example as described in conjunction with 1401 of FIG. 14. 
Inbound traffic originally destined for a quarantined com 
puter is detected (1502), for example by a network device 
Such as by a router. An example of detecting inbound traffic 
destined for a quarantined computer is to have a list of quar 
antined IP addresses, and filter or provide additional process 
ing on traffic destined for an address on the list. Detected 
inbound traffic is tested in this example to see if it is reme 
diation related (1503), such as a response to a remediation 
request. Direct responses to remediation requests may for 
example be identified using stateful packet inspection firewall 
techniques known to those skilled in the art. In various 
embodiments, at least certain types of traffic from approved 
sites such as anti-contagion vendors, security update provid 
ers, and/or internal ISP sites are deemed remediation related. 
If traffic is remediation related (1503) then it is forwarded to 
the quarantined computer (1504) in this example. If traffic is 
not remediation related (1503) then, in this example, it is 
discarded or responded to with a message indicating that the 
destination is unreachable (1507). 

In some embodiments, a configuration based quarantine 
during an installation of an operating system, such as 
Microsoft Windows, may be automatically setup, for example 
by a default installation setting up restrictions in a firewall 
installed with the OS or by an installation setting defaults for 
use when network connectivity is enabled, that establishes a 
quarantine, for example restricting internet connections, for 
example allowing internet connections only to a security 
update site such as Microsoft Windows Update. In some 
embodiments, settings that may establish a quarantine, Such 
as default settings in an operating system installation, may be 
altered programmatically to remove the quarantine in 
response to a remediation site. Such as a security update 
service such as Microsoft Windows Update, asserting that 
there are no other security updates pending. In some embodi 
ments, configuration settings that may establish a quarantine 
may be altered programmatically to enable a quarantine in 
response to the presence of one or more security updates, such 
as provided by an operating system update service Such as 
Microsoft Windows Update, that are available for installation 
on a computer. 

FIG. 16 is a flow diagram of a method for a quarantine 
server to respond to requests according to Some embodi 
ments. In this example, a quarantine server is started (1601), 
for example by starting a web server, or DNS server, or proxy 
server, or ftp server, or some combination server. The server 
waits for a request (1602), for example by listening on a port 
and waiting for a connection. In some embodiments, a device 
Such as a router may forward outbound traffic from a quaran 
tined computer to a quarantine server, for example as illus 
trated in conjunction with 1407 of FIG. 14. If a received 
connection is a web server request (1603), such as an HTTP 
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request, then the server responds with a quarantine notifica 
tion page (1604) in this example. An example of a quarantine 
notification page is a web page that provides notification that 
the computer is quarantined, and/or provides links to reme 
diation sites appropriate to the quarantine, Such as a link to a 
site that provides anti-contagion Software for removing a 
virus that the quarantined computer is believed to contain. 
The links on the quarantine notification page may be 
examples of HTTP addresses that are for use in remediation. 
Another example of a quarantine notification page is a page 
that redirects to a quarantine notification page. If the request 
is not a web server request (1603), then it is tested to see if it 
is a DNS inquiry (1605) in this example. A DNS inquiry may 
for example appear on port 53 using TCP/IP or UDP. If the 
request is not a DNS inquiry (1605) then it may be discarded 
or responded to as “unreachable' (1606) in this example. If 
the request is a DNS inquiry (1605) then, in this example, the 
inquiry is tested to see if it is a DNS request for a remediation 
host name (1608). A remediation host name may include a 
host name as appropriate to the reason for a quarantine. Such 
as a host providing anti-contagion Software, or a host provid 
ing security updates, or a host internal to (or partnered with) 
an ISP. If the DNS inquiry was for a remediation host name 
(1608) then the request is proxied to an external DNS service 
provider (1609) in this example. A proxy to a DNS service 
(1609) may return a stored or cached response, such as the 
actual IP address of the host name, or it may contact an 
external DNS service to relay back the proposed IP address. If 
the DNS inquiry was not for a remediation host name (1608) 
then an IP address for a quarantine server is provided (1607) 
in this example. In some embodiments, when a redirected IP 
address is provided, such as that of a quarantine server, the 
DNS response may include a short time to live, for example O 
seconds. A short time to live ensures that a further DNS query 
will be sent prior to Subsequent communications being sent 
from the quarantined computer to the host that was the Subject 
of the DNS query, aiding a return to normal routing of traffic 
once the computer is no longer under quarantine. In some 
embodiments, the server(s) in this example may continue to 
wait for a service request (1602) in parallel with the process 
ing of the requests as described above, or may wait for a 
service request again after disposition of the previous request 
as described above. 

FIG. 17 is a flow diagram of a method for scanning back 
doors and inoculating according to Some embodiments. In 
this example, preparations are made for Scanning a computer 
for a backdoor inoculation path (1701), for example by iden 
tifying the computer to be scanned, and enumerating or 
retrieving a list of one or more backdoors. In one example, an 
IP address to be scanned may be selected by an ISP from a list 
of Subscribers. In one example, a list of backdoors may 
include information associated with preloaded software 
approved by the computer owner for access and inoculation 
purposes, such as an ISP provided utility that is installed by 
the subscriber. In some embodiments, an ISP defined back 
door may have an authentication protocol to preclude control 
by unauthorized parties, such as restrictions on IP address(es) 
that may contact the backdoor, or shared secrets Such as a 
password required by the sender, or cryptographic authenti 
cation Such as client authentication on an SSL connection. In 
Some embodiments, a user is requested and/or required to 
authorize in advance use of an authorized and/or any unau 
thorized backdoor for purposes of inoculation. As another 
example, a list of backdoors may include virus or worm 
installed backdoors, such as those installed by a SubSeven 
virus or Back Orifice. As another example, backdoors may 
include exploitable security Vulnerabilities, such as a weak 
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ness in a web server, or a weakness in an RPC service. A scan 
may optionally be conducted to detect openTCP/IP backdoor 
ports (1702) similarly to the scan discussed in conjunction 
with FIG. 11. If none of the backdoors are open (1703), for 
example there is no response on any of the ports, then the scan 
is complete (1706) in this example. If one or more backdoor 
ports are open (1703) then they are tested for usability (1704) 
in this example. In some embodiments, a backdoor port may 
be assumed open (1703) and may be tested for usability 
(1704) without an independent test to see if the port is open. 
An example of a usability test is no test at all, with the 
conclusion that a specific port is usable any time it is open. 
Another example of a usability test is based on the receipt of 
confirmation of a functional installation of ISP provided 
backdoor Software, such as a confirmation that may be pro 
vided by the installed software. Another example of a usabil 
ity test involves the use of a less invasive test of vulnerabilities 
such a buffer overrun exploit that does not have a permanent 
impact but provides observable validation (such as a dropped 
connection). If a backdoor is usable (1705) then the computer 
is inoculated via a backdoor (1707) in this example. One 
example of Such an inoculation is the remotely controlled 
download of one or more remedy files into one or more 
directories, such as an operating system directory, Such as the 
“\windows\System' directory in Microsoft Windows 2000. 
Another example of an inoculation is the download of an 
executable file to the computer, followed by the execution of 
that file. Another example of an inoculation is the download 
of a data file, such as an anti-contagion signature file, that is 
interpreted or processed by another executable already on the 
computer. Another example of an inoculation is the deletion 
of one or more files from the computer. Another example of an 
inoculation is the editing of one or more registry entries, or of 
one or more files, such as deleting, appending or rewriting 
entries in a registry or file. Another example of inoculation 
includes a combination of one or more of above techniques, 
optionally in conjunction with one or more remotely insti 
gated reboot operations. Another example of inoculation 
includes a combination of one or more of the above tech 
niques, along with an optional dialog box requesting a user's 
permission to proceed with the inoculation. Another example 
of inoculation is the use of a dialog box in conjunction with a 
timer that causes the inoculation to proceed if no user 
response is given in a prescribed period of time, Such as 1 
hour. 

FIG. 18 is a flow diagram of a method for categorizing 
messages according to Some embodiments. In this example, a 
message is received (1801), Such as an email message or 
instant message. The purported sender's identity is extracted 
(1802), for example by examining the “From: header line in 
an email message, or by examining the envelope information 
conveying an email message, or by examining the sender's ID 
in an instant message. A check is performed to see if the 
sender has sent any prior messages (1803), for example by 
scanning an inbox of prior email, or by checking for the 
sender in a buddy list. If there were no prior messages from 
the sender (1803) then the message is processed (1804) in this 
example. Processing the message may for example include 
presenting the message to the user, and/or recording routing 
information for comparison and categorization of future mes 
sages. If there were prior messages from the sender (1803) 
then routing information used in prior messages is retrieved 
(1805) in this example. Routing information may for example 
be extracted from the header in email. Routing information 
may for example be obtained during an instant message ses 
sion by retrieving the IP address of the party being commu 
nicated with, for example as is done when an instant message 
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session coordinates a peer-to-peeractivity Such as a direct file 
transfer with a remote party. In some embodiments, routing 
information may be stored implicitly, Such as in headers of a 
previously received message, or explicitly, for example by 
extracting routing information and storing it in a database or 
file system. Routing information for the current message is 
compared to prior messages (1806), for example by checking 
that the IP address for the party being communicated with is 
in a similar Subnet, or allocated within the same geographical 
region, for example the same continent, as a previous IP 
address for the same party. IP address to geographical loca 
tion may be estimated by various software applications and 
services, such as services provided by MaxMind and 
described on http://www.maxmind.com. In some embodi 
ments, routing information for an email message may be 
deduced by examining header information related to mail 
transfer agents. In some embodiments, similarity in IP 
addresses for mail transfer agents may be interpreted as 
implying similar routing. If routing is similar to previous 
messages from the same sender (1806), then the message is 
processed as legitimate (1808) in this example. If the routing 
information for a message purporting to be from a sender is 
not similar to previous messages from the same sender (1806) 
then the message is processed as suspicious (1807) in this 
example. In some embodiments, processing as Suspicious 
may include contributing to a scoring that labels the message 
as an undesirable message, Such as spam, viral, orphishing. In 
Some embodiments, higher probability Suspicious messages 
may be scrutinized further, or may be restricted to some 
extent in their impact on the computer. An example of restrict 
ing impact of a message may include discarding the message. 
Another example of restricting impact or further scrutiny of a 
message may include placing a message in a spam inbox. 
Another example of a restricting impact of a message may 
include preventing execution of content contained in the mes 
sage, and/or requiring additional user interactions to bypass 
the restriction, for example by having a user agree to ignore 
warnings which describe the Suspicious circumstances. In 
various embodiments, the process of FIG. 18 is implemented 
on a mail, messaging, or other server associated with the 
sender and/or the senders ISP, a mail, messaging, or other 
server associated with the recipient and/or the recipient’s ISP; 
and/or one or more intermediate nodes. 

FIG. 19A is a flow diagram of a method for notifying 
possible sources of infection according to some embodi 
ments. In this example, an infected message is received 
(1901). An example of an infected message is a message 
classified as such by anti-contagion Software. Routing infor 
mation is extracted from the message (1902). An example of 
extracting routing information in an email message is to 
extract header lines inserted by mail transfer agents that 
propagated the message. Another example of extracting rout 
ing information is to acquire an IP address of a party making 
contact via instant messaging, for example as is provided by 
AOL's instant message infrastructure for a peer-to-peer file 
transfer. Routing information from previously received mes 
sages is retrieved (1903). An example of retrieving email 
routing information from prior messages is scanning all 
received messages, such as messages in an email inbox, and 
extracting routing information. Another example of retriev 
ing routing information is to query a database or file system 
where routing information from previous messages has been 
gathered. Routing information for the infected message is 
compared with the retrieved routing information (1904). If no 
similarity with previous messages is found (1904) then in this 
example a third party notification is made (1906). An example 
of a third party notification is sending notification to the ISP 
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that provides network access to the message source. Another 
example of notifying a third party is notifying a viral clear 
inghouse of the apparent source of a viral message. Another 
example of a notifying a third party is notifying a service that 
determines the credibility of a report, such as a collaborative 
filter service, that accumulates accusations of viral dissemi 
nations. In some embodiments, similarity of routing of an 
infected message with a previous message may include hav 
ing a previous message from the IP address of the infected 
message source. If a similarity is found with previous mes 
sages (1904) then in this example a notification is sent (1905). 
In some embodiments, notification may be sent (1905) to one 
or more sources of the prior message(s) that best match the 
infected message, and/or to third parties. As an example, 
notification may be sent to an email source that had the same 
originating IP address as the infected message. In some 
embodiments, a user may be asked to approve notification(s), 
for example via a pop-up dialog. In some embodiments, noti 
fication may be automatically sent without user intervention. 

FIG. 19B is a block diagram illustrating a network envi 
ronment in which Suspicious messages are identified and/or 
one or more notifications are sent when a malicious message 
is detected. A message source 1920 sends a message via the 
Internet 1922 to a message processing system 1926 for deliv 
ery via the Internetto one or more message destinations 1924. 
In various embodiments, the message processing system 
1926 comprises a mail or messaging server associated with 
the message source 1920, a mail or messaging server associ 
ated with the destination(s) 1924, and/or an intermediate 
processing node. In some embodiments, the message source 
1920 is connected directly and/or via a local network, and not 
via the Internet 1922 as shown in FIG. 19B, to message 
processing system 1926. In some embodiments, message pro 
cessing system 1926 is configured to identify Suspicious mes 
sages using current and historic routing information, e.g., as 
described above in connection with FIG. 18. In some embodi 
ments, the process of FIG. 19A is implemented on message 
processing system 1926. For example, in some embodiments 
if message processing system 1926 determines that a message 
sent by message source 1920 is infected, message processing 
system 1926 compares routing information associated with 
the malicious message with corresponding information for 
one or more messages received previously from the message 
source 1920. If the routing information is similar, in some 
embodiments the message processing system 1926 notifies 
the message source 1920. If the routing information is not 
similar, in various embodiments the message processing sys 
tem 1926 notifies the message source 1920, the sender's ISP 
1928, and/or a clearinghouse or similar applicable service 
1930, as described above. 

Although the foregoing embodiments have been described 
in Some detail for purposes of clarity of understanding, the 
invention is not limited to the details provided. There are 
many alternative ways of implementing the invention. The 
disclosed embodiments are illustrative and not restrictive. 
What is claimed is: 
1. A method for protecting a network, comprising: 
detecting an insecure condition on a first host that has 

connected or is attempting to connect to a protected 
network, wherein detecting the insecure condition 
includes contacting a trusted computing base associated 
with a trusted platform module within the first host, 
receiving a response, and determining whether the 
response includes a valid digitally signed attestation of 
cleanliness, wherein the valid digitally signed attesta 
tion of cleanliness includes at least one of an attestation 
that the trusted computing base has ascertained that the 
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first host is not infested, and an attestation that the 
trusted computing base has ascertained the presence of a 
patch or a patch level associated with a software com 
ponent on the first host; 

when it is determined that the response does not include a 
valid digitally signed attestation of cleanliness, quaran 
tining the first host, including by preventing the first host 
from sending data to one or more other hosts associated 
with the protected network, wherein preventing the first 
host from sending data to one or more other hosts asso 
ciated with the protected network includes receiving a 
service request sent by the first host, serving a quarantine 
notification page to the first host when the service 
request comprises a web server request, and in the event 
the service request comprises a DNS query, providing in 
response an IP address of a quarantine server configured 
to serve the quarantine notification page if a host name 
that is the subject of the DNS query is not associated 
with a remediation host configured to provide data 
usable to remedy the insecure condition; and 

permitting the first host to communicate with the remedia 
tion host. 

2. A method as recited in claim 1, wherein detecting an 
insecure condition further includes at least one of the follow 
ing: Scanning for a Vulnerability, Scanning formalicious data, 
determining whether a security Software is installed, and 
detecting anomalous network traffic. 

3. A method as recited in claim 1, wherein detecting an 
insecure condition includes determining that the first host 
should be quarantined until an update to an operating system 
has been installed. 

4. A method as recited in claim 1, wherein detecting an 
insecure condition includes configuring an operating system 
to quarantine the first host upon initial startup after installa 
tion of the operating system. 

5. A method as recited in claim 1, wherein permitting the 
first host to communicate with the remediation host includes: 

detecting an outbound communication from the first host; 
and 

forwarding the outbound communication if it is addressed 
to the remediation host. 

6. A method as recited in claim 1, wherein preventing the 
first host from sending data to the one or more other hosts 
includes: 

detecting an outbound communication from the first host; 
and 

redirecting the outbound communication to a quarantine 
server if it comprises a request for an approved service 
and is not addressed to a remediation host. 

7. A method as recited in claim 1, wherein quarantining the 
first host further includes preventing the first host from receiv 
ing via the protected network data not related to remediation 
of the insecure condition. 

8. A method as recited in claim 1, performed at an Internet 
service provider. 

9. A method as recited in claim 1, wherein the software 
component on the first host is an operating system. 

10. A method as recited in claim 1, wherein determining 
that the response does not include a valid digitally signed 
attestation of cleanliness includes determining that the Soft 
ware component on the first host is not sufficiently updated. 

11. A method as recited in claim 1, wherein determining 
that the software component on the first host is not sufficiently 
updated includes determining that a patch level associated 
with the software component on the first host is not suffi 
ciently recent. 
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12. A system for protecting a network, comprising: 
a processor configured to: 

detect an insecure condition on a first host that has con 
nected or is attempting to connect to a protected net 
work, wherein detecting the insecure condition 
includes contacting a trusted computing base associ 
ated with a trusted platform module within the first 
host, receiving a response, and determining whether 
the response includes a valid digitally signed attesta 
tion of cleanliness, wherein the valid digitally signed 
attestation of cleanliness includes at least one of an 
attestation that the trusted computing base has ascer 
tained that the first host is not infested, and an attes 
tation that the trusted computing base has ascertained 
the presence of a patch or a patch level associated with 
a software component on the first host; 

when it is determined that the response does not include 
a valid digitally signed attestation of cleanliness, 
quarantine the first host, including by preventing the 
first host from sending data to one or more other hosts 
associated with the protected network, wherein pre 
venting the first host from sending data to one or more 
other hosts associated with the protected network 
includes receiving a service request sent by the first 
host, serving a quarantine notification page to the first 
host when the service request comprises a web server 
request, and in the event the service request comprises 
a DNS query, providing in response an IP address of a 
quarantine server configured to serve the quarantine 
notification page if a host name that is the subject of 
the DNS query is not associated with a remediation 
host configured to provide data usable to remedy the 
insecure condition; and 

permit the first host to communicate with the remedia 
tion host; and 

a memory coupled to the processor and configured to pro 
vide instructions to the processor. 

13. A system as recited in claim 12, wherein the processor 
is configured to detect an insecure condition at least in part by 
performing one or more of the following: scanning for a 
Vulnerability, Scanning for malicious data, determining 
whether a security Software is installed, and detecting anoma 
lous network traffic. 

14. A system as recited in claim 12, wherein the processor 
is configured to detect an insecure condition at least in part by 
determining that an initial startup after installation of an oper 
ating system is being performed. 

15. A system as recited in claim 12, wherein the processor 
is configured to quarantine the first host at least in part by 
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preventing the first host from receiving via the protected 
network data not related to remediation of the insecure con 
dition. 

16. A system as recited in claim 12, wherein the software 
component on the first host is an operating system. 

17. A system as recited in claim 12, wherein determining 
that the response does not include a valid digitally signed 
attestation of cleanliness includes determining that the Soft 
ware component on the first host is not sufficiently updated. 

18. A system as recited in claim 17, wherein determining 
that the software component on the first host is not sufficiently 
updated includes determining that a patch level associated 
with the software component on the first host is not suffi 
ciently recent. 

19. A computer program product for protecting a network, 
the computer program product being embodied in a non 
transitory computer readable medium and comprising com 
puter instructions for: 

detecting an insecure condition on a first host that has 
connected or is attempting to connect to a protected 
network, wherein detecting the insecure condition 
includes contacting a trusted computing base associated 
with a trusted platform module within the first host, 
receiving a response, and determining whether the 
response includes a valid digitally signed attestation of 
cleanliness, wherein the valid digitally signed attesta 
tion of cleanliness includes at least one of an attestation 
that the trusted computing base has ascertained that the 
first host is not infested, and an attestation that the 
trusted computing base has ascertained the presence of a 
patch or a patch level associated with a software com 
ponent on the first host; 

when it is determined that the response does not include a 
valid digitally signed attestation of cleanliness, quaran 
tining the first host, including by preventing the first host 
from sending data to one or more other hosts associated 
with the protected network, wherein preventing the first 
host from sending data to one or more other hosts asso 
ciated with the protected network includes receiving a 
service request sent by the first host, serving a quarantine 
notification page to the first host when the service 
request comprises a web server request, and in the event 
the service request comprises a DNS query, providing in 
response an IP address of a quarantine server configured 
to serve the quarantine notification page if a host name 
that is the subject of the DNS query is not associated 
with a remediation host configured to provide data 
usable to remedy the insecure condition; and 

permitting the first host to communicate with the remedia 
tion host. 
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1. 

CONTAGON SOLATION AND 
INOCULATION VIA QUARANTINE 

CROSS REFERENCE TO OTHER 
APPLICATIONS 

This application is a continuation of co-pending U.S. 
patent application Ser. No. 1 1/237,004, entitled Detecting 
and Processing Suspicious Network Communications, filed 
Sep. 27, 2005, which is incorporated herein by reference for 
all purposes, which claims priority to U.S. Provisional 
Patent Application No. 60/613,909 entitled CONTAGION 
ISOLATION AND INOCULATION filed Sep. 27, 2004, 
which is incorporated herein by reference for all purposes. 

This application is related to U.S. patent application Ser. 
No. 1 1/237,003, entitled Contagion Isolation and Inocula 
tion, filed Sep. 27, 2005, now U.S. Pat. No. 8,234,705. 

BACKGROUND OF THE INVENTION 

Unwanted and/or malicious network communications, 
Such as spam, phishing, Worm propagation, etc., hamper 
productivity and the use and enjoyment of computer and 
network resources by end users, burden affected networks 
with unauthorized and/or undesired traffic, and expose 
recipients to the risk of theft, fraud, etc. Current technologies 
for dealing with Such unauthorized and/or unwanted com 
munications focus on filtering messages at a point in the 
communication path close to the recipient system, such as 
anti-spam and/or other security Software installed on the 
destination host and/or a local mail (or other messaging) 
server to which communications to the destination host are 
directed for delivery to the destination host, e.g., by detect 
ing messages sent by blacklisted senders and/or messages 
containing header or other content that indicates the message 
is suspicious. While this approach can be an effective way to 
protect an individual host or a group of destination hosts 
served by a local server, it does not address the network 
congestion problem and leaves Vulnerable hosts not pro 
tected by destination (or destination mail or messaging 
server) based filtering software. In addition, in many cases 
an attacker causes each of one or more compromised hosts 
to send multiple instances of a malicious communication, 
often simultaneously or nearly so, magnifying the effect on 
the network. Therefore, there is a need for an effective way 
to intercept and take corrective action with respect to 
unauthorized, unwanted, and/or otherwise malicious elec 
tronic mail and/or other network communications that better 
protects the network and provides protection to destination 
hosts that are not protected by destination or destination mail 
or messaging server based filtering Software. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Various embodiments of the invention are disclosed in the 
following detailed description and the accompanying draw 
ings. 

FIG. 1 is a flow diagram of a method for reducing an 
anti-contagion update interval during periods of Suspicious 
network activity according to some embodiments. 

FIG. 2A is a flow diagram of a method for cooperatively 
scheduling an anti-contagion update interval according to 
Some embodiments. 

FIG. 2B is a block diagram of a network environment in 
which anti-contagion updates are distributed according to 
Some embodiments. 
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2 
FIG. 3A is a flow diagram of a method for contacting an 

anti-contagion source and optionally getting an update 
according to some embodiments. 

FIGS. 3B-3D illustrate distributed update distribution as 
implemented according to some embodiments. 

FIG. 4A is a flow diagram of a method for acquiring an 
update according to Some embodiments. 

FIG. 4B is a block diagram of a client system configured 
to obtain an update according to some embodiments. 

FIG. 4C is a block diagram of a system used to distribute 
an update according to some embodiments. 

FIG. 5 is a flow diagram of a method for distributing 
updates according to some embodiments. 

FIG. 6 is a flow diagram of a method for establishing a 
redistribution policy according to Some embodiments. 

FIG. 7 is a flow diagram of a method for redistributing 
content Such as updates according to Some embodiments. 

FIG. 8 is a flow diagram of a method for using peers or 
other indirect data sources to acquire content Such as updates 
according to some embodiments. 

FIG. 9 is a flow diagram of a method for redistributing 
content Such as updates according to Some embodiments. 

FIG. 10A is a flow diagram of a method for identifying 
and remedying problems according to some embodiments. 

FIG. 10B is a block diagram illustrating a network envi 
ronment in which infected hosts and/or networks are quar 
antined according to some embodiments. 

FIG. 11 is a flow diagram of a method for identifying 
Vulnerabilities according to some embodiments. 

FIG. 12 is a flow diagram of a method for identifying an 
infestation according to Some embodiments. 

FIG. 13 is a flow diagram of a method for monitoring one 
or more computers for infestation according to some 
embodiments. 

FIG. 14 is a flow diagram of a method for quarantining a 
computer according to some embodiments. 

FIG. 15 is a flow diagram of a method for quarantining a 
computer according to some embodiments. 

FIG. 16 is a flow diagram of a method for a quarantine 
server to respond to requests according to Some embodi 
mentS. 

FIG. 17 is a flow diagram of a method for scanning 
backdoors and inoculating according to some embodiments. 

FIG. 18 is a flow diagram of a method for categorizing 
messages according to some embodiments. 

FIG. 19A is a flow diagram of a method for notifying 
possible sources of infection according to some embodi 
mentS. 

FIG. 19B is a block diagram illustrating a network envi 
ronment in which Suspicious messages are identified and/or 
one or more notifications are sent when a malicious message 
is detected. 

DETAILED DESCRIPTION 

The invention can be implemented in numerous ways, 
including as a process, an apparatus, a system, a composition 
of matter, a computer readable medium Such as a computer 
readable storage medium or a computer network wherein 
program instructions are sent over optical or electronic 
communication links. In this specification, these implemen 
tations, or any other form that the invention may take, may 
be referred to as techniques. A component such as a pro 
cessor or a memory described as being configured to per 
form a task includes both a general component that is 
temporarily configured to perform the task at a given time 
and a specific component that is manufactured to perform 
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the task. In general, the order of the steps of disclosed 
processes may be altered within the scope of the invention. 
A detailed description of one or more embodiments of the 

invention is provided below along with accompanying fig 
ures that illustrate the principles of the invention. The 
invention is described in connection with such embodi 
ments, but the invention is not limited to any embodiment. 
The scope of the invention is limited only by the claims and 
the invention encompasses numerous alternatives, modifi 
cations and equivalents. Numerous specific details are set 
forth in the following description in order to provide a 
thorough understanding of the invention. These details are 
provided for the purpose of example and the invention may 
be practiced according to the claims without some or all of 
these specific details. For the purpose of clarity, technical 
material that is known in the technical fields related to the 
invention has not been described in detail so that the 
invention is not unnecessarily obscured. 

Analyzing routing information to identify and intercept 
unauthorized, unwanted, and/or otherwise malicious com 
munications is disclosed. In some embodiments, routing 
information associated with a message currently being pro 
cessed is checked against corresponding information asso 
ciated with a message from the same source that was 
processed previously. In some embodiments, a message 
processing system that handled and/or otherwise has access 
to routing information for both messages performs the 
check, Such as a network messaging and/or access service 
provider with which the sender is associated, performs the 
check. If the routing information for the current message 
does not match the corresponding information observed in 
the previous message, responsive action is taken. 

Contagion refers herein to Software programs and/or 
code, data values, configurations, and settings, that expose a 
computer or other system to security threats, such as unau 
thorized access and/or use of the system and/or data stored 
thereon; corruption or loss of data; and/or damage, loss, 
and/or unauthorized reconfiguration of system Software and/ 
or hardware components. Examples of contagion include 
Software programs and/or code designed to perform unde 
sirable and/or unauthorized actions from the perspective of 
the (authorized) user of a computer, and at the same time 
perform desired actions from the perspective of the creator 
or controller of Such contagion. Examples of contagion 
include computer worms, viruses, and Trojan horses. Anti 
contagion software refers herein to Software that prevents, 
impedes or remediates contagion, Such as Norton Antivirus 
from Symantec, or VirusScan from McAfee, which identi 
fies and/or removes contagion from a user's computer. 
Another example of anti-contagion Software is software that 
repairs a security Vulnerability through which contagion 
may spread. Many anti-contagion methods rely on contagion 
descriptions, such as virus signatures, to identify the conta 
gion, and must be updated regularly to be effective. 

FIG. 1 is a flow diagram of a method for reducing an 
anti-contagion update interval during periods of Suspicious 
network activity according to some embodiments. An update 
interval refers herein to a period of time between acquisition 
of updates, such as security updates, virus signature file 
updates, or virus scanner updates. In this example, network 
traffic statistics may be monitored (101). An example of 
traffic statistics is latency experienced by email. Such as 
average latency, or median latency. Another example of 
traffic statistics is the rate of unacceptable attempted TCP/IP 
traffic, Such as attempts to connect to blocked or restricted 
ports, or insufficiently authenticated (or authorized) connec 
tions to ports, or connections that provided invalid or illegal 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
content Such as extraordinarily long strings, or specific 
content detected to be malicious. Recent activity may be 
evaluated (102) to see if it is anomalous. Examples of 
anomalous activity include median email latency in mail 
queues beyond some threshold, for example above a 4 hour 
median queuing delay, and rates of unacceptable attempted 
TCP/IP traffic beyond some threshold, for example greater 
than two attempts per minutes over a one hour period. 
Another example of a threshold for anomalous activity is a 
comparison with recent historical statistics, such as unac 
ceptable attempted TCP/IP traffic at a rate greater than ten 
times the expected rate over a 30 minute period. The 
expected rate may for example be an average over a recent 
historic period. Such as an average rate over the last week of 
connectivity. If activity is not deemed anomalous (103), then 
in this example, processing continues with no change (104) 
in the next update interval. If the activity is deemed anoma 
lous (103), then in this example, the next update interval is 
reduced, for example reduced to some proportion of the 
planned update interval, for example reduced to 25% of the 
previous or default update interval. Another example of 
reducing the next update interval is to reduce the currently 
remaining time until an update, for example reducing by a 
proportion, Such as 50%, the remaining time until an update 
is requested. 

FIG. 2A is a flow diagram of a method for cooperatively 
scheduling an anti-contagion update interval according to 
Some embodiments. In this example, the planned time for 
contacting an anti-contagion source may arrive (201). An 
old version identifier may be retrieved (202), such as a 
checksum or hash for a file, or a version number for software 
stored in a file system or registry, or a version number for an 
antivirus signature file stored in a file system or registry. An 
update may be requested from an anti-contagion source 
(203), for example as is discussed in conjunction with FIG. 
3A, which may include updating or concluding that an 
update is not needed. A time for next contacting an anti 
contagion source is decided upon (204). In some embodi 
ments, the scheduled time may be made Sooner when the 
source of the update, such as a vendor of software to which 
the update pertains, anticipates the impending release of a 
fully tested update, such as scheduling a next contact time in 
a few hours, or a few days. If the current computer's version 
of anti-contagion Software contains resolutions to all known 
problems and otherwise anomalous traffic patterns then, in 
this example, the update interval may be made longer, Such 
as the full default interval for a computer, for example one 
week. In some embodiments, the selection of the next update 
interval may be dependent on the specific product. For 
example, a “pro version may have a short default interval, 
Such as one day, and a "home version” may have a relatively 
long default interval. Such as two weeks or one month. 

FIG. 2B is a block diagram of a network environment in 
which anti-contagion updates are distributed according to 
some embodiments. A plurality of clients 1 to “n”, repre 
sented in FIG. 2B by clients 220, 222, and 224, are con 
nected to the Internet 226. An update server 228 also is 
connected to the Internet 226. In various embodiments, one 
or more of the clients 220-224 is configured to request and 
obtain updates, if any, from update server 228 via the 
Internet, e.g., as described above in connection with FIG. 
2A. 

FIG. 3A is a flow diagram of a method for contacting an 
anti-contagion source and optionally getting an update 
according to some embodiments. In this example, an old 
version identifier may be retrieved (301), for example as was 
discussed in 202 of FIG. 2A. Contact may be made with an 
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anti-contagion source (302) via a network Such as the 
Internet. The old version identifier may be provided, for 
example using a transport protocol Such as TCP/IP, and a 
data encapsulation format Such as XML, or using a higher 
level protocol and format such as SOAP. A decision may be 
made as to whether an update is needed (303). In some 
embodiments, this update decision may be made by a server, 
upon review of the old version identifier. In some embodi 
ments, this update decision may be made by the user's 
computer. In some embodiments, the update decision may 
be made by incorporating preferences held on a user's 
computer, Such as a preference to always have the newest 
updates, or preferences to avoid updates that have been 
available for less than a threshold length of time (for 
example, 2 weeks), or preferences that accept an additional 
update when the Source indicates urgency associated with 
the update. In some embodiments, the update decision may 
be made based on considerations such as the size of the 
potential update, for example by avoiding the overhead of 
Small updates, and only performing an update when a 
threshold amount of change has taken place, or when a 
threshold length of time has elapsed since an actual update 
was made. An example of a threshold amount of change 
taking place is the addition of a prescribed number of viral 
signatures. Such as 2 new signatures. An example of a 
threshold length of time is 3 weeks. If the update is not 
needed (303) then the process of contacting the source is 
complete (304) in this example. If an update is needed (303) 
then an update is acquired in this example via direct or 
indirect channels (305), for example as further described in 
conjunction with FIG. 4A. After the update has been 
acquired (305), the contact may be complete (306). 

Distributed update distribution is disclosed. In some 
embodiments, at least some users receive an update indi 
rectly, e.g., from another user that received it previously, 
either directly from the original source or indirectly from a 
source that had itself earlier received it, again either directly 
or indirectly, and so on. FIGS. 3B-3D illustrate distributed 
update distribution as implemented according to some 
embodiments. In the example shown in FIGS. 3B-3D, it is 
assumed for expository purposes that each host that receives 
the update will serve as a redistribution node, each recipient 
has the ability to redistribute at the same rate as the original 
Source, and there is continuous demand for the update from 
all sources. As shown in FIG. 3B, at a time t1 a first direct 
recipient of the update D1 (332) downloads the update from 
the original source S1 (330). As shown in FIG. 3C, at a time 
t2 a second direct recipient D2 (334) downloads the update 
from the original source and an indirect recipient R11 (336) 
downloads the update from the first direct recipient D1 
(332), which in this case acts as a redistribution node. As 
shown in FIG. 3D, at a time t3 a third direct recipient D3 
(338) downloads the update from original source S (330), a 
second indirect recipient R12 (340) downloads the update 
from the first direct recipient D1 (332), a third indirect 
recipient R21 (342) downloads the update from the second 
direct recipient D2, and a fourth indirect recipient R111 
(344) downloads the update from first indirect recipient R11 
(336). In this example, in the three download cycles shown 
in FIGS. 3B-3D on its own the original source would only 
have been able to download the update to the three direct 
recipients, but by using previous recipients to redistribute, in 
the example shown in FIGS. 3B-3D a total of seven recipi 
ents have been able to obtain the update. In a generalized 
case, under the assumptions used in this example in “n” 
download cycles/periods a total of 2'-1 recipients are able 
to obtain the update, whereas only 'n' recipients, i.e., one 
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6 
per cycle, would otherwise have been able to obtain the 
update if it were only available directly from the original 
Source. In an even more generalized case, under an assump 
tion that each server may download roughly k copies in a 
time interval, for example where more than one download is 
provided by a server at a time, then in “n” download cycles 
(or periods) a total of roughly (k+1)"-1 recipients are able 
to obtain the update, where as only kin recipients, i.e., k per 
cycle, would otherwise have been able to obtain the update 
if it were only available directly from the original source. 

FIG. 4A is a flow diagram of a method for acquiring an 
update according to Some embodiments. In this example, an 
update Source is contacted (401), Such as via an Internet 
connection, for example via TCP/IP. An offer to serve as a 
redistribution source is made (402). In some embodiments, 
a redistribution source may be contacted by other computers 
to acquire an update. An example of an offer to be a 
redistribution server is described in conjunction with FIG. 6. 
In various embodiments, 402 is optional, performed only if 
a criterion or test is satisfied, or omitted. An update or an 
update identifier is acquired (403). An example of an update 
identifier is a version number for an update. Another 
example of an update identifier is a checksum for an update. 
Another example of an update identifier is a set of check 
sums (such as MD5, SHA-1, or CRC-32) for a correspond 
ing set of byte ranges that form the update. Another example 
of an update identifier is a combination two or more iden 
tifiers, such as the identifiers enumerated above. If the 
update was completed (404) then the user confirms redis 
tribution sourcing status (408) in this example. In some 
embodiments, confirmation includes asserting that the client 
is prepared to redistribute copies of the received data to one 
or more recipients. If the update was not completed (404), 
then a list of peer or other sources is acquired (405) in this 
example. In some embodiments, the list is or may be 
explicit. In some embodiments, the list is or may be implicit, 
for example represented by an iterator or accessor, which 
may retrieve elements on an as needed basis. In some 
embodiments, implicit lists are dynamic, and calculated or 
created in part on an as needed or as requested basis. In some 
embodiments, the list of other sources contain addresses that 
may be contacted to acquire an update, such as a list of IP 
addresses and ports, as well as optionally some authentica 
tion information to be used when contacting a listed source. 
In some embodiments, a requesting host that agrees to serve 
as a redistribution source is provided with a list of sources 
from which the update is available immediately, or at least 
sooner than it will be made available to hosts that will not 
redistribute. One or more attempts may be made to acquire 
the update from a listed source (406), for example as 
exemplified in FIG. 8. If the update is completed via a listed 
source (407), then redistribution status is confirmed (408) in 
this example. If the update is not complete (407) then a 
reservation is optionally negotiated and/or acquired (409) in 
this example. In some embodiments, a reservation may 
include a time and/or a specific source or IP address. In some 
embodiments, a reservation address may be selected from a 
collection of Source addresses, for example in order to 
distribute the load across more than one server, or to provide 
a server that is closer to a recipient. An example of selecting 
a server close to a recipient is to select a server having 
relatively lower latency during a download, or relatively 
lower cost, for example by selecting a source within a 
recipient’s ISP complex or within a recipient’s intranet or 
home network. If a reservation time was acquired, then a 
wait for that reservation time (410) is performed in this 
example. At the reservation time, a further attempt to acquire 
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an update or update identifier from the source (403) is made, 
and the flow proceeds as described earlier. This flow may 
continue until an acquisition is complete (408), as also 
described earlier. In various embodiments, one or more of 
confirming redistribution sourcing status (408), attempting 
to obtain the update from a redistribution source (405-407), 
and/or acquiring and/or waiting for a reservation time (409 
410) is/are optional, conditional, or omitted. 

FIG. 4B is a block diagram of a client system configured 
to obtain an update according to some embodiments. In 
some embodiments, the client system shown in FIG. 4B is 
used to implement one or more of clients 220-224 of FIG. 
2B. The client system 420 includes a communication inter 
face 422. Such as a network interface card, configured to 
send/receive communications via a network, such as the 
Internet. The client system 420 further includes an update 
agent and/or browser 424. In some embodiments, the update 
agent/browser 424 comprises browser software used to 
navigate the World Wide Web, e.g., to send/receive data 
to/from a website from which an update is available for 
download. In some embodiments, update agent/browser 424 
includes an agent associated with anti-contagion software 
installed on the client system 420. In various embodiments, 
the update agent/browser 424 comprises one or more com 
ponents and is implemented as one or more software pro 
grams running on a processor and/or one or more hardware 
components. A settings data store 426 stores one or more 
settings and/or other data associated with the software with 
which an update and/or software to which the update does or 
may pertain, such as periodicity or next scheduled (e.g., 
reservation) time to check for updates, a list of update 
identifiers, locators, and/or redistribution sources from 
which an update is or may be available, policies for whether 
and/or under what terms, conditions, circumstances, etc. the 
client system 420 may be used redistribute an update, a last 
update time, an old version identifier (see, e.g., 202 of FIG. 
2A), etc. 

FIG. 4C is a block diagram of a system used to distribute 
an update according to Some embodiments. In some embodi 
ments, the system of FIG. 4C is used to provide an update 
server, such as update server 228 of FIG. 2B. In this 
example, the distribution system 440 includes a communi 
cation interface 442 configured to send/receive data via a 
network, such as the Internet. An update distribution engine 
444 is configured to receive and service requests for updates. 
For updates provided directly to a request source, the update 
distribution engine 444 obtains the update from an update 
storage location 446 and provides the update to the request 
Source via the communication interface 442. In some 
embodiments, if data included in the request indicates the 
Source of the request is or may be willing to serve as a 
redistribution source, the update distribution engine 444 
hands the request off to a redistribution coordinator 448, 
which negotiates with the request source, e.g., based on 
policies, settings, rules, etc. Stored in a policies and lists data 
store 450, through communications sent/received via com 
munication interface 442, to determine if the requesting 
Source will serve as a redistribution source and, if so, to 
determine the terms and conditions of Such service and data, 
Such as an address, locator, or identifier, that can be provided 
to other requesting systems and/or users to enable them to 
attempt to obtain the update from the redistribution source. 
In some embodiments, if update distribution engine 444 
determines that it is not able to provide the update to the 
request source directly (e.g., due to capacity limits or 
because a policy applicable to the request and/or the request 
Source indicates the request Source should be directed to a 
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redistribution Source, e.g., because the request Source has a 
less expensive version of the software or is not willing to 
serve as a redistribution source), the update distribution 
engine 444 hands the request off to redistribution coordina 
tor 448, which provides to the request Source an update 
identifier and a list of one or more redistribution sources 
from which the update is or may be available to the request 
SOUC. 

FIG. 5 is a flow diagram of a method for distributing 
updates according to Some embodiments. In this example, a 
source prepares to supply updates to recipients (501), for 
example by starting up a server, for example an HTTP or 
FTP server, or a multicast server, such as an RTP multicast 
server. The server waits for an event (502), such as a contact 
on a predefined port, or a notification that the server should 
start a multicast. If a multicast-time event appears (503) then 
an update is multicast (504) in this example. In some 
embodiments, a multicast time event may be generated 
internally or externally to the server to start a multicast. In 
Some embodiments, a multicast-time event may be auto 
matically generated at predetermined times, such as hourly, 
weekly, or daily, or on individually specified dates and 
times. In some embodiments, a multicast-time event may 
include a specific identifier for the multicast. If an event of 
the form of an update request arrives (503) then a test for 
authenticity is optionally performed (505) in this example. 
An example of determining whether a request is authentic is 
to check a credential. Examples of credentials include a 
provided shared secret. Such as a secret used by all request 
ors to this server, or a different secret used by each requestor 
Such as a user serial number, or a cryptographically signed 
authentication, such as credentials or a certificate issued to 
users that had paid for an update service, for example, by 
inclusion in a purchased software package. In some embodi 
ments, all requests are assumed to be authentic without the 
use of any authenticator. If the request was not authentic 
(505) then, in this example, the server continues to wait for 
an event (502). If the request was authentic (505) then the 
server may determine a necessary update (506) in this 
example. In some embodiments, determination of an update 
may be made based on the requestor's state, which in some 
embodiments may be indicated in a received request for 
update. A redistribution contract may be negotiated (507). In 
Some embodiments, some requestors may agree to redistrib 
ute updates to other requestors. In some embodiments, some 
requestors may decline to redistribute updates. In some 
embodiments, a source may decline redistribution proposals 
from a requestor. An example of a redistribution contract is 
an agreement not to redistribute. Another example of a 
redistribution contract is an agreement to redistribute a fixed 
number of copies, such as five copies. Another example of 
a redistribution contract is an agreement to redistribute for a 
fixed period of time. Such as one day. Another example of a 
redistribution contract is an agreement to redistribute within 
a specified geographic region within a fixed period of time. 
Another example of a redistribution contract is an agreement 
to redistribute indefinitely, for example until a replacement 
update is provided. A redistribution contract may be made 
with terms that are combinations of the above mentioned 
exemplary term limitations. An update may be provided 
directly or indirectly (508). A direct update may for example 
be provided by allowing an FTP download, or by encapsu 
lating the transmission in an HTTP transfer, for example 
using XML and/or an appropriate coding, such as uuencode. 
An indirect update may be provided by directing the 
requestor to an alternate source. Such as a redistribution 
server, or a server at a different address, or a server at a 
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different time, such as a future time, or a combination of two 
or more such specifications. In some embodiments, a deci 
sion to provide direct vs. indirect updates may be based in 
part on the redistribution contract, for example a requestor 
that is willing to redistribute may be updated sooner or more 
directly. An example of a redistribution contract is a promise 
by a user to provide redistribution in exchange for purchase 
price concession, such as a reduced initial purchase price, or 
a quantity discount price. In some embodiments, a decision 
to provide direct vs. indirect updates may be based in part on 
previous agreements, such as prepayment for expedited 
service. Such as may be included in a more expensive 
version of a product that utilizes the updates. The server may 
wait for an event (502). In some embodiments, events may 
be processed in parallel with previous events, or may be 
sequentially processed, or some combination, for example 
up to a threshold number of events in parallel. Such as a 
maximum of 32 events in parallel. 

FIG. 6 is a flow diagram of a method for establishing a 
redistribution policy according to some embodiments. In 
this example, a computer may prepare to offer to be a 
redistribution source (601). In some embodiments, prepara 
tions may include retrieving preferences, such as the number 
of redistributions that may be done, or the duration of time 
that the computer is willing to act as a redistribution source. 
In some embodiments, preferences may be defaults, or may 
be configured by a user and stored persistently, such as in a 
registry or file system. A contact address may be proposed 
to the source and a policy may be negotiated (602). A contact 
address may for example be a globally routable IP address 
and a port, or a local IP address (reachable from a LAN 
behind a firewall) and port that can be accessed by other 
computers on the LAN. Such as computers that shared a 
common NAT address in their contact with the original 
Source. In some embodiments, negotiation may include 
proposing a policy. In some embodiments, negotiations may 
involve a counter proposal in response to a proposal. An 
example of a counter proposal criterion is to require a 
minimum duration for redistribution. If terms were not 
acceptable (603) then, in this example, the computer does 
nothing (604). If the terms were acceptable (603) then, in 
this example, the computer prepares to service redistribution 
requests (605), for example by establishing a server to 
respond at the agreed contact address, reserving storage to 
hold the content for redistribution, etc. In some embodi 
ments, redistribution policy may be a broader contractual 
matter, where an update is provided more quickly or more 
directly in exchange for a promise to redistribute. In some 
embodiments, an auditing mechanism may be used to mea 
Sure compliance and penalize contract breakers, such as 
failure to accept connections for redistribution, where pen 
alties may for example include refusal to accept future 
similar contracts. As another example, a lower purchase or 
subscription price may be offered for operators of a software 
product, Such as antivirus Software, who agree to act as 
redistribution points. In some embodiments such purchase 
agreements may be configured into the Software, for 
example by establishing agreements to act as a redistribution 
point for updates as defaults that a user cannot modify. 

FIG. 7 is a flow diagram of a method for redistributing 
content Such as updates according to some embodiments. In 
this example, a redistribution computer is contacted and 
confirms its sourcing status (701), for example by accepting 
a TCP/IP connection on a predefined port, and processing a 
request for content. The redistribution computer may option 
ally contact another computer, for example a more original 
source, and affirm its redistribution sourcing status (702). A 
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10 
more original source may be a source that has provided 
content in the past to the redistribution computer, directly or 
indirectly. In some embodiments, contacting a more original 
Source demonstrates that the redistribution computer is 
performing redistribution. In some embodiments, contacting 
a more original source allows the redistribution computer to 
further authenticate the computer that requested the content, 
for example by getting confirmation from a more original 
Source that a specific computer was authorized to request the 
content. An authentication to be used to authenticate 
requests is negotiated (703). In some embodiments, authen 
tication includes providing a shared secret to the redistribu 
tion computer. In some embodiments, authentication 
includes presenting an authorization cryptographically 
signed by a more original Source, such as a certificate. In 
Some embodiments, all requests are presumed authentic. If 
the request is not authentic (704), then nothing further is 
done (705) in this example. If the request is authentic (704), 
then the requested update is supplied (706) in this example. 
The updates may be supplied for example via a transport 
protocol TCP/IP or a higher level protocol such as FTP, 
HTTP, or HTTPS, etc. 

FIG. 8 is a flow diagram of a method for using peers or 
other indirect data sources to acquire content Such as updates 
according to Some embodiments. In this example, a list of 
one or more peers or other indirect sources for acquiring 
updates is obtained (801), for example as was discussed in 
conjunction with 405 of FIG. 4A. In one example, an 
indirect source may be a peer. Such as another computer that 
has downloaded the content. In another example, an indirect 
Source may be a computer configured to redistribute content 
without other use of the content, such as an ISP server 
established to redistribute content to subscribers. In another 
example, an indirect Source may be a server created or 
authorized by the original source to perform additional 
distributions. In some embodiments, an obtained list of 
indirect sources may be implicit, for example by referring to 
a list using an iterator or accessor construct that can itemize 
entries in the list when requested, for example using a query 
to a service when an additional item in the list is required, 
which may for example dynamically complete the list on an 
as requested basis. A next address and (optional) authenti 
cator in the list of sources is retrieved (802). Any order may 
be used. In some embodiments, an order of processing may 
correspond to the original list order. In some embodiments, 
an order of processing may be such that the earlier processed 
addresses would be expected to have lower latency and/or 
higher bandwidth, for example by first processing a local 
address on a LAN. In some embodiments, elements of the 
list are or may be processed in parallel, and portions (such 
as byte ranges) of the content may be acquired from different 
addresses in the list. An address on the list may be contacted 
to request content (803), which may in some embodiments 
be performed as described in conjunction with FIG. 7. In one 
example, a source address may consist of an identifier for a 
broadcast with optional time(s) for a broadcast, and contact 
with the source may include receiving the broadcast. In 
another example, contact with the source may include mak 
ing a connection such as a TCP/IP connection with the 
source. If the acquisition is complete (804), then the pro 
cessing is complete (805) in this example. If the acquisition 
was not completed (804) then additional sources in the list 
are considered in this example. If there are more sources in 
the list (806) then, in this example, a next source is retrieved 
along with an optional authenticator (802) and the process 
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ing continues. If there are no more sources (806) then the 
attempted acquisition from source(s) is unsuccessful (807) 
in this example. 

FIG. 9 is a flow diagram of a method for redistributing 
content Such as updates according to some embodiments. In 5 
this example, a computer prepares to Supply content (or 
updates) to a requestor/recipient (901), for example by 
starting up one or more servers. Examples of a server 
include an HTTP server, an FTP server, and a multicast 
server. A server waits for an event (902), such as a contact 10 
on a predefined port, or a notification that the server should 
be terminated, or a notification that a time for a multicast has 
arrived. If a service expiration event appears (904) then the 
supply service is terminated (905) in this example. A service 
expiration event may be automatically generated, for 15 
example after a predetermined duration of service, or after 
a predetermined number of copies of an update have been 
redistributed. If a request event arrives (904), then a test for 
authenticity is performed (906) in this example. Authenticity 
may be established in the request, for example by receiving 20 
and validating, or performing a mutual proof of possession 
of a shared secret, such as a secret used by all requestors to 
this server, or a different secret used by each requestor of this 
service and held in a list of single-use secrets by this server, 
or by providing a cryptographically signed authentication. In 25 
Some embodiments, all requests are considered authentic 
without the use of any authenticator. If the request was not 
authentic (906) then, in this example, the server continues to 
wait for an event (902) as described earlier. If the request 
was authentic (906) then, in this example, the server trans- 30 
mits a copy of the content to the requestor (907), for example 
by allowing an FTP download, or by encapsulating the 
transmission in an HTTP transfer, for example using XML 
and/or an appropriate coding, such as uuencode. 

FIG. 10A is a flow diagram of a method for identifying 35 
and remedying problems according to some embodiments. A 
problem may be identified as some event or status that may 
cause direct or potential harm. Exemplary problems include 
Vulnerability or infestation. In this example, a problem such 
as a vulnerability or infestation is detected (1001). Infesta- 40 
tion herein refers to the current presence and/or execution of 
contagion. In some embodiments, detection may be made by 
a router, firewall, or other network component, separately or 
in concert, using techniques such as those illustrated by 
FIGS. 11, 12, and 13. In some embodiments, detection may 45 
be made by a computing device, for example a computing 
device operated by an ISP. After a detection of a problem, a 
computer or network containing the problem is quarantined 
(1002). In some embodiments, quarantining includes pre 
venting unauthorized communications from being sent from 50 
the quarantined computer, such as efforts to infect, probe, or 
harass other computers, or efforts to communicate data 
without authorization, including for example file contents 
and keyboard entry logs. In some embodiments, no com 
munications are authorized. In some embodiments, quaran- 55 
tining includes preventing undesired communications from 
reaching the quarantined computer. Such as control mes 
sages or infectious messages. Examples of quarantining 
activities are illustrated in FIGS. 14 and 15. In this example, 
the quarantined computer is provided access to remediation 60 
services (1003). In some embodiments, access to remedia 
tion includes or may include allowing connections to servers 
providing security patches or advisories, for example allow 
ing connections to a vendor's server, or providing virus and 
worm disinfecting tools, such as focused removal tools, or 65 
data updates for previously installed repair tools. In some 
embodiments, access to remediation includes allowing 

12 
direct access to vendor sites known to provide remediation 
assistance, such as to Microsoft's Windows Update service, 
where security patches may be obtained. In some embodi 
ments, access to vendor sites is restricted by the quarantine 
to certain classes of traffic, such as HTTP requests, certain 
port access, such as port 80 or port 443, certain content 
requests, such as specific URLs or specific file downloads. 
In some embodiments, remediation content may be substi 
tuted for other requested content, for example as discussed 
in conjunction with FIG. 14. 

FIG. 10B is a block diagram illustrating a network envi 
ronment in which infected hosts and/or networks are quar 
antined according to Some embodiments. A plurality of hosts 
1 to “m”, represented in FIG. 10B by hosts 1020, 1022, and 
1024, connect via a router 1026 and a gateway 1028 to the 
Internet 1030. In various embodiments the router 1026 is 
omitted or included in the gateway 1028. In various embodi 
ments, gateway 1028 comprises a gateway, router, firewall, 
or other device configured to provide and control access 
between a protected network and the Internet and/or another 
public or private network. In various embodiments, the 
process of FIG. 10A is implemented, in the event of quar 
antine of one or more of hosts 1020-1024, for example, on 
the affected (quarantined) host, router 1026, and/or gateway 
1028. In some embodiments, a quarantined host (or a host 
associated with a quarantined network or Sub-network) is 
permitted to access a remediation server 1032, e.g., to 
download a patch, more current threat definition, etc. In 
Some embodiments, requests to connection to a host other 
than the remediation server 1032 are redirected to a quar 
antine server 1034 configured to provide a notice and/or 
other information and/or instructions to a user of the quar 
antined host. In various alternative embodiments the quar 
antine server 1034 is omitted or resides on the router 1026 
and/or gateway 1028. 

FIG. 11 is a flow diagram of a method for identifying 
Vulnerabilities according to Some embodiments. In this 
example, preparation is made to scan for one or more 
Vulnerabilities (1101), for example by retrieving one or more 
IP addresses of computers that need to be scanned. For 
example, an IP address may be provided by a DHCP sever 
hosted in an ISP network complex, to identify current 
Subscriber IP addresses. As another example, a Subnet range 
may be scanned, for example by taking an address of the 
form A.B.C.X., and using some or all values of X in the range 
0 to 255 to enumerate distinct IP addresses. A scan of one or 
more IP addresses may optionally be performed to detect an 
open port (1102). An example of scanning an IP address is 
scanning to detect open TCP/IP ports (1102). An open port 
may be identified by attempting to form a connection, Such 
as a TCP/IP connection to that port. In some embodiments, 
only open ports on a given computer will provide acknowl 
edgment messages needed to establish a TCP/IP connec 
tions, which for example causes a Success code to be 
returned by Unix “connect()' and a closed port will provide 
no response to the attempt to connect, which for example 
would cause an error code to be returned by the Unix 
function call “connect(). If no open ports are detected 
(1103), then the scanning is complete (1106) in this example. 
If open ports are detected (1103) then those ports are tested 
for vulnerabilities (1104) in this example. In some embodi 
ments, an open port is assumed (1103) and a test for 
Vulnerability is performed or attempted (1104), for example 
by communicating a Vulnerability test without indepen 
dently testing to see if one or more requisite ports are open. 
In some embodiments, a Vulnerability test of a port may 
include sending data that is known to create a discernable 
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response when a Vulnerability is present, such as sending a 
long string known to induce a buffer overflow with a 
consequent errant response, where the errant response may 
for example include a characteristic communication, prema 
ture termination of the connection, or other erroneous 
response(s). In some embodiments, a test for a Vulnerability 
is an attempt to exercise a service. Such as a sendmail or an 
RPC service, in search of a misconfiguration of that service 
that creates a Vulnerability. One example of a misconfigu 
ration of a service is provision of any Such service. Another 
example of a misconfigured service is one where a password 
should be required for security purposes, but no password is 
required by the misconfiguration. Another example of a 
misconfiguration is the use of an easily guessable password, 
Such as the default installation password, when resulting 
access creates a security Vulnerability. Another example of 
a misconfigured service is Support for a service provided by 
an unauthorized agent, Such as a worm or virus. If no 
Vulnerabilities are detected (1105) then scanning is complete 
(1106) in this example. If vulnerabilities are detected (1105) 
then an associated IP address is flagged as vulnerable (1107) 
in this example. In the case of a subscriber to an ISP, an IP 
address may be translated to a particular Subscriber identity, 
for example by checking in DHCP or static IP allocation 
tables for the subscriber's identity, or for example by 
extracting a MAC address from traffic associated with the IP 
address, and Such identity may be appropriately flagged or 
recorded. In some embodiments, the record of the Vulner 
ability may additionally include the port, and the details of 
the Vulnerability that was detected, such as which buffer 
overrun was Vulnerable, or which service was misconfigured 
to create a vulnerability. 

FIG. 12 is a flow diagram of a method for identifying an 
infestation according to some embodiments. In this example, 
a device near a computer, Such as a firewall on a LAN or an 
ISP's router, is used in some embodiments to monitor a 
computer for infestation (1201). Network traffic is moni 
tored for anomalous traffic volume, port, or IP destination 
(1202), for example by detecting large volumes of outbound 
traffic, such as email traffic or instant messaging traffic. 
Another example of anomalous traffic is a TCP/IP connec 
tion to a server that is known to control a collection of 
infested machines, in a way that Suggests the connecting 
machine is controlled by the server, Such as connecting and 
transmitting an assertion that it is controlled or available to 
comply. Another example of anomalous traffic is a connec 
tion to a computer that is a current target of a denial of 
service attack, with a pattern that is consistent with the 
attack, such as a connection to a targeted port, or the use of 
a falsified return IP address. In some embodiments, a falsi 
fied return address may be detected by a router, Such as an 
ISP router, that is aware that the return address is not on the 
sourcing subnet, or not associated with the MAC address 
that has Supplied the corresponding packets. If an anomaly 
is detected (1203) then an apparent infestation is noted 
(1204) in this example. In some embodiments, a response to 
infestation may include quarantining of the computer or 
network containing the computer, for example as discussed 
in conjunction with FIGS. 14, 15, and 16. In some embodi 
ments, a response to infestation may include an attempt to 
remediate the problem, for example by inoculation, Such as 
discussed in conjunction with FIG. 17. If no anomaly is 
detected (1203) then monitoring is complete (1205) in this 
example. In some embodiments, monitoring for anomalous 
traffic may be continuous. In some embodiments, monitor 
ing for anomalous traffic may be periodic. For example, 
periodic monitoring may consist of monitoring some num 
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14 
ber of computers, such as 1 computer, for some period of 
time, such as 2 minutes, and then not monitoring those 
computers again for another period of time. Such as 1 hour. 
As another example, periodic monitoring may be random 
ized, for example by changing the duration of monitoring, 
pattern of selecting computers to monitor, and/or the 
unmonitored duration, to be difficult or impossible to pre 
dict, for example by being driven by a pseudo random 
number generator, Subject to restrictions of available moni 
toring computers. 

FIG. 13 is a flow diagram of a method for monitoring one 
or more computers for infestation according to some 
embodiments. In this example monitoring of a computer for 
infestation begins (1301), for example by retrieving a list of 
one or more addresses of computers, such as addresses of 
participating Subscribers. In some embodiments, this list 
may be a list of addresses for some or all subscribers for a 
given ISP. In some embodiments, the list may be a list of IP 
addresses issued by a DHCP server, such as on a LAN, or a 
list of IP addresses observed by a router, such as a router on 
a LAN, or a complete list of IP addresses in a given subnet. 
A computer associated with an address identified in a list is 
queried for a cleanliness assertion (1302), for example by 
contacting a trusted computing base within a computer, and 
requesting an authenticated infestation scan by trusted Soft 
ware. An example of a trusted computing base within a 
computer is the Paladium security initiative under develop 
ment by Microsoft and supported by Intel and American 
Micro Devices. Another example of a trusted computing 
base is described in various TCG specifications, such as the 
TCG Architecture Overview, published by the Trusted Com 
puting Group. Trusted code bases may for example execute 
antivirus scans of the remainder of the computer, including 
untrusted portions of the disk and/or operating system. In 
Some embodiments, trusted code bases may digitally sign 
assertions about the cleanliness (e.g. infestation status) and/ 
or state of their computers. In some embodiments, the query 
for cleanliness (1302) may be responded to by anti-conta 
gion software, such as antivirus Software, with assertions 
about the currency of a scan, Such as the last time a scan was 
performed, or a version associated with a current anti 
contagion Software or definition file in use, wherein a 
Sufficiently updated Software and/or scan may act as a 
cleanliness assertion. In some embodiments, an operating 
system may respond with information associated with its 
patch level, wherein a sufficiently recent patch level may be 
interpreted as an assertion of cleanliness. If a computer 
asserts it is clean (1303) then monitoring is complete (1305) 
in this example. If a cleanliness assertion is not provided 
(1303) then an infestation or vulnerability is presumed 
(1304) in this example. 

FIG. 14 is a flow diagram of a method for quarantining a 
computer according to some embodiments. In this example, 
a decision has been made to quarantine a computer (1401), 
Such as an ISP deciding to quarantine a Subscriber, or a 
firewall or router for a LAN deciding to quarantine a local 
computer. In some embodiments, a decision to quarantine 
may be made based on apparent infestations or apparent 
Vulnerabilities, for example as illustrated in conjunction 
with FIG. 11, 12, or 13. In some embodiments a decision to 
quarantine may be based on the accumulation of evidence 
above a threshold, such as a threshold of one such piece of 
evidence, or a threshold of two such pieces of evidence. In 
Some embodiments, a decision to quarantine may be made 
based on configuration rules, for example all new computers 
must be quarantined until they have contacted their OS 
vendor and been updated, or by user specification, such as a 
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user requesting a quarantine for a specific computer. In some 
embodiments, requests for a quarantine may be made on an 
individual computer via settings, such as control panel in 
Microsoft Windows, or through a user interface to a firewall 
or router, for example by specifying an IP address, name, or 
MAC address to quarantine, or a list of addresses that are not 
to be quarantined (where other addresses may be quaran 
tined). During a quarantine period outbound traffic is 
detected (1402), for example by a device such as a router, or 
by a Software network Stack on the quarantined computer, or 
by an upstream device, such as a device at an ISP. Outbound 
traffic is tested in this example to see if it is associated with 
a remediation request (1403), Such as contact with an 
appropriate anti-contagion Software distributor, or contact 
with a security patch update provider, such as Microsoft 
Windows Update, or contact with a verified remediation site, 
such as an internal ISP site. If outbound traffic is deemed to 
be associated with a remediation request (1403), then the 
traffic is routed or forwarded to its destination (1404) in this 
example. If outbound traffic is not associated with a reme 
diation request (1403), then, in this example, it is tested to 
see if it is an approved service request (1405), such as a 
request for a web page. If the request was for an approved 
service (1405) then, in this example, the request is re-routed 
to a special quarantine server (1407), such as an ISP web 
server that provides information and links to assist in 
remediation. Re-routing of request traffic may be accom 
plished in numerous ways, for example by providing an 
alternate DNS service that consistently returns a fixed IP 
address of a quarantine server in response to all DNS 
requests. Another example of re-routing a web page request 
is to respond with a redirect message, which would direct a 
browser on a quarantined computer to contact a quarantine 
server that provides remediation information. If the request 
was not for an approved service (1406), then the outbound 
traffic is discarded or responded to with in indication that the 
desired traffic destination is unreachable (1406) in this 
example. 

FIG. 15 is a flow diagram of a method for quarantining a 
computer according to Some embodiments. In this example, 
a decision has been made to quarantine a computer (1501), 
for example as described in conjunction with 1401 of FIG. 
14. Inbound traffic originally destined for a quarantined 
computer is detected (1502), for example by a network 
device Such as by a router. An example of detecting inbound 
traffic destined for a quarantined computer is to have a list 
of quarantined IP addresses, and filter or provide additional 
processing on traffic destined for an address on the list. 
Detected inbound traffic is tested in this example to see if it 
is remediation related (1503), such as a response to a 
remediation request. Direct responses to remediation 
requests may for example be identified using Stateful packet 
inspection firewall techniques known to those skilled in the 
art. In various embodiments, at least certain types of traffic 
from approved sites such as anti-contagion vendors, security 
update providers, and/or internal ISP sites are deemed 
remediation related. If traffic is remediation related (1503) 
then it is forwarded to the quarantined computer (1504) in 
this example. If traffic is not remediation related (1503) then, 
in this example, it is discarded or responded to with a 
message indicating that the destination is unreachable 
(1507). 

In some embodiments, a configuration based quarantine 
during an installation of an operating system, such as 
Microsoft Windows, may be automatically setup, for 
example by a default installation setting up restrictions in a 
firewall installed with the OS or by an installation setting 
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defaults for use when network connectivity is enabled, that 
establishes a quarantine, for example restricting internet 
connections, for example allowing internet connections only 
to a security update site such as Microsoft Windows Update. 
In some embodiments, settings that may establish a quar 
antine, such as default settings in an operating system 
installation, may be altered programmatically to remove the 
quarantine in response to a remediation site, such as a 
security update service such as Microsoft Windows Update, 
asserting that there are no other security updates pending. In 
Some embodiments, configuration settings that may estab 
lish a quarantine may be altered programmatically to enable 
a quarantine in response to the presence of one or more 
security updates, such as provided by an operating system 
update service such as Microsoft Windows Update, that are 
available for installation on a computer. 

FIG. 16 is a flow diagram of a method for a quarantine 
server to respond to requests according to Some embodi 
ments. In this example, a quarantine server is started (1601), 
for example by starting a web server, or DNS server, or 
proxy server, or ftp server, or some combination server. The 
server waits for a request (1602), for example by listening on 
a port and waiting for a connection. In some embodiments, 
a device such as a router may forward outbound traffic from 
a quarantined computer to a quarantine server, for example 
as illustrated in conjunction with 1407 of FIG. 14. If a 
received connection is a web server request (1603), such as 
an HTTP request, then the server responds with a quarantine 
notification page (1604) in this example. An example of a 
quarantine notification page is a web page that provides 
notification that the computer is quarantined, and/or pro 
vides links to remediation sites appropriate to the quaran 
tine. Such as a link to a site that provides anti-contagion 
Software for removing a virus that the quarantined computer 
is believed to contain. The links on the quarantine notifica 
tion page may be examples of HTTP addresses that are for 
use in remediation. Another example of a quarantine noti 
fication page is a page that redirects to a quarantine notifi 
cation page. If the request is not a web server request (1603), 
then it is tested to see if it is a DNS inquiry (1605) in this 
example. A DNS inquiry may for example appear on port 53 
using TCP/IP or UDP. If the request is not a DNS inquiry 
(1605) then it may be discarded or responded to as “unreach 
able” (1606) in this example. If the request is a DNS inquiry 
(1605) then, in this example, the inquiry is tested to see if it 
is a DNS request for a remediation host name (1608). A 
remediation host name may include a host name as appro 
priate to the reason for a quarantine, Such as a host providing 
anti-contagion software, or a host providing security 
updates, or a host internal to (or partnered with) an ISP. If the 
DNS inquiry was for a remediation host name (1608) then 
the request is proxied to an external DNS service provider 
(1609) in this example. A proxy to a DNS service (1609) 
may return a stored or cached response, such as the actual IP 
address of the host name, or it may contact an external DNS 
service to relay back the proposed IP address. If the DNS 
inquiry was not for a remediation host name (1608) then an 
IP address for a quarantine server is provided (1607) in this 
example. In some embodiments, when a redirected IP 
address is provided, such as that of a quarantine server, the 
DNS response may include a short time to live, for example 
0 seconds. A short time to live ensures that a further DNS 
query will be sent prior to Subsequent communications being 
sent from the quarantined computer to the host that was the 
Subject of the DNS query, aiding a return to normal routing 
of traffic once the computer is no longer under quarantine. In 
Some embodiments, the server(s) in this example may con 
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tinue to wait for a service request (1602) in parallel with the 
processing of the requests as described above, or may wait 
for a service request again after disposition of the previous 
request as described above. 

FIG. 17 is a flow diagram of a method for scanning 5 
backdoors and inoculating according to some embodiments. 
In this example, preparations are made for scanning a 
computer for a backdoor inoculation path (1701), for 
example by identifying the computer to be scanned, and 
enumerating or retrieving a list of one or more backdoors. In 10 
one example, an IP address to be scanned may be selected 
by an ISP from a list of subscribers. In one example, a list 
of backdoors may include information associated with pre 
loaded software approved by the computer owner for access 
and inoculation purposes, such as an ISP provided utility 15 
that is installed by the subscriber. In some embodiments, an 
ISP defined backdoor may have an authentication protocol to 
preclude control by unauthorized parties, such as restrictions 
on IP address(es) that may contact the backdoor, or shared 
secrets such as a password required by the sender, or 20 
cryptographic authentication Such as client authentication on 
an SSL connection. In some embodiments, a user is 
requested and/or required to authorize in advance use of an 
authorized and/or any unauthorized backdoor for purposes 
of inoculation. As another example, a list of backdoors may 25 
include virus or worm installed backdoors, such as those 
installed by a SubSeven virus or Back Orifice. As another 
example, backdoors may include exploitable security Vul 
nerabilities, such as a weakness in a web server, or a 
weakness in an RPC service. A scan may optionally be 30 
conducted to detect open TCP/IP backdoor ports (1702) 
similarly to the scan discussed in conjunction with FIG. 11. 
If none of the backdoors are open (1703), for example there 
is no response on any of the ports, then the scan is complete 
(1706) in this example. If one or more backdoor ports are 35 
open (1703) then they are tested for usability (1704) in this 
example. In some embodiments, a backdoor port may be 
assumed open (1703) and may be tested for usability (1704) 
without an independent test to see if the port is open. An 
example of a usability test is no test at all, with the 40 
conclusion that a specific port is usable any time it is open. 
Another example of a usability test is based on the receipt of 
confirmation of a functional installation of ISP provided 
backdoor software, Such as a confirmation that may be 
provided by the installed software. Another example of a 45 
usability test involves the use of a less invasive test of 
Vulnerabilities such a buffer overrun exploit that does not 
have a permanent impact but provides observable validation 
(such as a dropped connection). If a backdoor is usable 
(1705) then the computer is inoculated via a backdoor 50 
(1707) in this example. One example of such an inoculation 
is the remotely controlled download of one or more remedy 
files into one or more directories, such as an operating 
system directory, such as the “\windows\System directory 
in Microsoft Windows 2000. Another example of an inocu- 55 
lation is the download of an executable file to the computer, 
followed by the execution of that file. Another example of an 
inoculation is the download of a data file. Such as an 
anti-contagion signature file, that is interpreted or processed 
by another executable already on the computer. Another 60 
example of an inoculation is the deletion of one or more files 
from the computer. Another example of an inoculation is the 
editing of one or more registry entries, or of one or more 
files, such as deleting, appending or rewriting entries in a 
registry or file. Another example of inoculation includes a 65 
combination of one or more of above techniques, optionally 
in conjunction with one or more remotely instigated reboot 

18 
operations. Another example of inoculation includes a com 
bination of one or more of the above techniques, along with 
an optional dialog box requesting a user's permission to 
proceed with the inoculation. Another example of inocula 
tion is the use of a dialog box in conjunction with a timer that 
causes the inoculation to proceed if no user response is given 
in a prescribed period of time. Such as 1 hour. 

FIG. 18 is a flow diagram of a method for categorizing 
messages according to some embodiments. In this example, 
a message is received (1801), such as an email message or 
instant message. The purported sender's identity is extracted 
(1802), for example by examining the “From: header line 
in an email message, or by examining the envelope infor 
mation conveying an email message, or by examining the 
sender's ID in an instant message. A check is performed to 
see if the sender has sent any prior messages (1803), for 
example by scanning an inbox of prior email, or by checking 
for the sender in a buddy list. If there were no prior messages 
from the sender (1803) then the message is processed (1804) 
in this example. Processing the message may for example 
include presenting the message to the user, and/or recording 
routing information for comparison and categorization of 
future messages. If there were prior messages from the 
sender (1803) then routing information used in prior mes 
sages is retrieved (1805) in this example. Routing informa 
tion may for example be extracted from the header in email. 
Routing information may for example be obtained during an 
instant message session by retrieving the IP address of the 
party being communicated with, for example as is done 
when an instant message session coordinates a peer-to-peer 
activity such as a direct file transfer with a remote party. In 
some embodiments, routing information may be stored 
implicitly, Such as in headers of a previously received 
message, or explicitly, for example by extracting routing 
information and storing it in a database or file system. 
Routing information for the current message is compared to 
prior messages (1806), for example by checking that the IP 
address for the party being communicated with is in a similar 
Subnet, or allocated within the same geographical region, for 
example the same continent, as a previous IP address for the 
same party. IP address to geographical location may be 
estimated by various Software applications and services, 
such as services provided by MaxMind and described on 
http://www.maxmind.com. In some embodiments, routing 
information for an email message may be deduced by 
examining header information related to mail transfer 
agents. In some embodiments, similarity in IP addresses for 
mail transfer agents may be interpreted as implying similar 
routing. If routing is similar to previous messages from the 
same sender (1806), then the message is processed as 
legitimate (1808) in this example. If the routing information 
for a message purporting to be from a sender is not similar 
to previous messages from the same sender (1806) then the 
message is processed as Suspicious (1807) in this example. 
In some embodiments, processing as Suspicious may include 
contributing to a scoring that labels the message as an 
undesirable message, such as spam, viral, or phishing. In 
Some embodiments, higher probability Suspicious messages 
may be scrutinized further, or may be restricted to some 
extent in their impact on the computer. An example of 
restricting impact of a message may include discarding the 
message. Another example of restricting impact or further 
scrutiny of a message may include placing a message in a 
spam inbox. Another example of a restricting impact of a 
message may include preventing execution of content con 
tained in the message, and/or requiring additional user 
interactions to bypass the restriction, for example by having 
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a user agree to ignore warnings which describe the Suspi 
cious circumstances. In various embodiments, the process of 
FIG. 18 is implemented on a mail, messaging, or other 
server associated with the sender and/or the sender's ISP; a 
mail, messaging, or other server associated with the recipi 
ent and/or the recipient’s ISP; and/or one or more interme 
diate nodes. 

FIG. 19A is a flow diagram of a method for notifying 
possible sources of infection according to Some embodi 
ments. In this example, an infected message is received 
(1901). An example of an infected message is a message 
classified as such by anti-contagion Software. Routing infor 
mation is extracted from the message (1902). An example of 
extracting routing information in an email message is to 
extract header lines inserted by mail transfer agents that 
propagated the message. Another example of extracting 
routing information is to acquire an IP address of a party 
making contact via instant messaging, for example as is 
provided by AOL's instant message infrastructure for a 
peer-to-peer file transfer. Routing information from previ 
ously received messages is retrieved (1903). An example of 
retrieving email routing information from prior messages is 
Scanning all received messages, such as messages in an 
email inbox, and extracting routing information. Another 
example of retrieving routing information is to query a 
database or file system where routing information from 
previous messages has been gathered. Routing information 
for the infected message is compared with the retrieved 
routing information (1904). If no similarity with previous 
messages is found (1904) then in this example a third party 
notification is made (1906). An example of a third party 
notification is sending notification to the ISP that provides 
network access to the message source. Another example of 
notifying a third party is notifying a viral clearinghouse of 
the apparent source of a viral message. Another example of 
a notifying a third party is notifying a service that determines 
the credibility of a report, such as a collaborative filter 
service, that accumulates accusations of viral dissemina 
tions. In some embodiments, similarity of routing of an 
infected message with a previous message may include 
having a previous message from the IP address of the 
infected message source. If a similarity is found with pre 
vious messages (1904) then in this example a notification is 
sent (1905). In some embodiments, notification may be sent 
(1905) to one or more sources of the prior message(s) that 
best match the infected message, and/or to third parties. As 
an example, notification may be sent to an email source that 
had the same originating IP address as the infected message. 
In some embodiments, a user may be asked to approve 
notification(s), for example via a pop-up dialog. In some 
embodiments, notification may be automatically sent with 
out user intervention. 

FIG. 19B is a block diagram illustrating a network envi 
ronment in which Suspicious messages are identified and/or 
one or more notifications are sent when a malicious message 
is detected. A message source 1920 sends a message via the 
Internet 1922 to a message processing system 1926 for 
delivery via the Internet to one or more message destinations 
1924. In various embodiments, the message processing 
system 1926 comprises a mail or messaging server associ 
ated with the message source 1920, a mail or messaging 
server associated with the destination(s) 1924, and/or an 
intermediate processing node. In some embodiments, the 
message source 1920 is connected directly and/or via a local 
network, and not via the Internet 1922 as shown in FIG. 19B, 
to message processing system 1926. In some embodiments, 
message processing system 1926 is configured to identify 
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Suspicious messages using current and historic routing infor 
mation, e.g., as described above in connection with FIG. 18. 
In some embodiments, the process of FIG. 19A is imple 
mented on message processing system 1926. For example, 
in some embodiments if message processing system 1926 
determines that a message sent by message source 1920 is 
infected, message processing system 1926 compares routing 
information associated with the malicious message with 
corresponding information for one or more messages 
received previously from the message source 1920. If the 
routing information is similar, in some embodiments the 
message processing system 1926 notifies the message source 
1920. If the routing information is not similar, in various 
embodiments the message processing system 1926 notifies 
the message source 1920, the sender's ISP 1928, and/or a 
clearinghouse or similar applicable service 1930, as 
described above. 

Although the foregoing embodiments have been 
described in some detail for purposes of clarity of under 
standing, the invention is not limited to the details provided. 
There are many alternative ways of implementing the inven 
tion. The disclosed embodiments are illustrative and not 
restrictive. 
What is claimed is: 
1. A method, comprising: 
detecting an insecure condition on a first host that has 

connected or is attempting to connect to a protected 
network, wherein detecting the insecure condition 
includes contacting a trusted computing base associ 
ated with a trusted platform module within the first 
host, receiving a response, and determining whether the 
response includes a valid digitally signed attestation of 
cleanliness, wherein the valid digitally signed attesta 
tion of cleanliness includes at least one attestation 
Selected from the group consisting of an attestation that 
the trusted computing base has ascertained that the first 
host is not infested, and an attestation that the trusted 
computing base has ascertained the presence of a patch 
or a patch level associated with a software component 
on the first host; 

when it is determined that the response does not include 
a valid digitally signed attestation of cleanliness, quar 
antining the first host, including by preventing the first 
host from sending data to one or more other hosts 
associated with the protected network, wherein pre 
venting the first host from sending data to one or more 
other hosts associated with the protected network 
includes receiving a service request sent by the first 
host, determining whether the service request sent by 
the first host is associated with a remediation request, 
and when it is determined that the service request sent 
by the first host is not associated with a remediation 
request, serving a quarantine notification page that 
provides remediation information to the first host if the 
service request sent by the first host comprises a web 
server request, wherein serving the quarantine notifi 
cation page to the first host includes re-routing by 
responding to the service request sent by the first host 
with a redirect that causes a browser on the first host to 
be directed to a quarantine server configured to serve 
the quarantine notification page; and 

permitting the first host to communicate with a remedia 
tion host configured to provide data usable to remedy 
the insecure condition. 

2. A method as recited in claim 1, wherein detecting the 
insecure condition further includes at least one of the group 
consisting of Scanning for a Vulnerability, Scanning for 
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malicious data, determining whether a security Software is 
installed, and detecting anomalous network traffic. 

3. A method as recited in claim 1, wherein detecting the 
insecure condition includes determining that the first host 
should be quarantined until an update to an operating system 
has been installed. 

4. A method as recited in claim 1, wherein permitting the 
first host to communicate with the remediation host 
includes: 

detecting an outbound communication from the first host; 
and 

forwarding the outbound communication if it is addressed 
to the remediation host. 

5. A method as recited in claim 1, wherein quarantining 
the first host further includes preventing the first host from 
receiving via the protected network data not related to 
remediation of the insecure condition. 

6. A method as recited in claim 1, performed at an Internet 
service provider. 

7. A method as recited in claim 1, wherein the software 
component on the first host is an operating system. 

8. A method as recited in claim 1, wherein determining 
that the response does not include a valid digitally signed 
attestation of cleanliness includes determining that the Soft 
ware component on the first host is not sufficiently updated. 

9. A method as recited in claim 8, wherein determining 
that the software component on the first host is not suffi 
ciently updated includes determining that a patch level 
associated with the software component on the first host is 
not sufficiently recent. 

10. A system, comprising: 
a processor configured to: 

detect an insecure condition on a first host that has 
connected or is attempting to connect to a protected 
network, wherein detecting the insecure condition 
includes contacting a trusted computing base asso 
ciated with a trusted platform module within the first 
host, receiving a response, and determining whether 
the response includes a valid digitally signed attes 
tation of cleanliness, wherein the valid digitally 
signed attestation of cleanliness includes at least one 
attestation selected from the group consisting of an 
attestation that the trusted computing base has ascer 
tained that the first host is not infested, and an 
attestation that the trusted computing base has ascer 
tained the presence of a patch or a patch level 
associated with a software component on the first 
host; 

when it is determined that the response does not include 
a valid digitally signed attestation of cleanliness, 
quarantine the first host, including by preventing the 
first host from sending data to one or more other 
hosts associated with the protected network, wherein 
preventing the first host from sending data to one or 
more other hosts associated with the protected net 
work includes receiving a service request sent by the 
first host, determining whether the service request 
sent by the first host is associated with a remediation 
request, and when it is determined that the service 
request sent by the first host is not associated with a 
remediation request, serving a quarantine notifica 
tion page that provides remediation information to 
the first host if the service request sent by the first 
host comprises a web server request, wherein serving 
the quarantine notification page to the first host 
includes re-routing by responding to the service 
request sent by the first host with a redirect that 
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causes a browser on the first host to be directed to a 
quarantine server configured to serve the quarantine 
notification page; and 

permit the first host to communicate with a remediation 
host configured to provide data usable to remedy the 
insecure condition; and 

a memory coupled to the processor and configured to 
provide instructions to the processor. 

11. A system as recited in claim 10, wherein the processor 
is configured to detect an insecure condition at least in part 
by performing one or more of the following: Scanning for a 
Vulnerability, Scanning for malicious data, determining 
whether a security Software is installed, and detecting 
anomalous network traffic. 

12. A system as recited in claim 10, wherein the processor 
is configured to detect an insecure condition at least in part 
by determining that an initial startup after installation of an 
operating system is being performed. 

13. A system as recited in claim 10, wherein the processor 
is configured to quarantine the first host at least in part by 
preventing the first host from receiving via the protected 
network data not related to remediation of the insecure 
condition. 

14. A system as recited in claim 10, wherein the software 
component on the first host is an operating system. 

15. A system as recited in claim 10, wherein determining 
that the response does not include a valid digitally signed 
attestation of cleanliness includes determining that the Soft 
ware component on the first host is not sufficiently updated. 

16. A system as recited in claim 15, wherein determining 
that the software component on the first host is not suffi 
ciently updated includes determining that a patch level 
associated with the software component on the first host is 
not sufficiently recent. 

17. A computer program product, the computer program 
product being embodied in a non-transitory computer read 
able medium and comprising computer instructions for: 

detecting an insecure condition on a first host that has 
connected or is attempting to connect to a protected 
network, wherein detecting the insecure condition 
includes contacting a trusted computing base associ 
ated with a trusted platform module within the first 
host, receiving a response, and determining whether the 
response includes a valid digitally signed attestation of 
cleanliness, wherein the valid digitally signed attesta 
tion of cleanliness includes at least one attestation 
Selected from the group consisting of an attestation that 
the trusted computing base has ascertained that the first 
host is not infested, and an attestation that the trusted 
computing base has ascertained the presence of a patch 
or a patch level associated with a software component 
on the first host; 

when it is determined that the response does not include 
a valid digitally signed attestation of cleanliness, quar 
antining the first host, including by preventing the first 
host from sending data to one or more other hosts 
associated with the protected network, wherein pre 
venting the first host from sending data to one or more 
other hosts associated with the protected network 
includes receiving a service request sent by the first 
host, determining whether the service request sent by 
the first host is associated with a remediation request, 
and when it is determined that the service request sent 
by the first host is not associated with a remediation 
request, serving a quarantine notification page that 
provides remediation information to the first host if the 
service request sent by the first host comprises a web 
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server request, wherein serving the quarantine notifi 
cation page to the first host includes re-routing by 
responding to the service request sent by the first host 
with a redirect that causes a browser on the first host to 
be directed to a quarantine server configured to serve 
the quarantine notification page; and 

permitting the first host to communicate with a remedia 
tion host configured to provide data usable to remedy 
the insecure condition. 

18. A computer program product as recited in claim 17. 
wherein the software component on the first host is an 
operating system. 

19. A computer program product as recited in claim 17, 
wherein determining that the response does not include a 
valid digitally signed attestation of cleanliness includes 
determining that the Software component on the first host is 
not sufficiently updated. 

20. A computer program product as recited in claim 19, 
wherein determining that the software component on the 
first host is not sufficiently updated includes determining 
that a patch level associated with the Software component on 
the first host is not sufficiently recent. 
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Related resources

Explore self-paced training from Google Cloud Skills Boost, use cases, reference architectures, and

code samples with examples of how to use and connect Google Cloud services.

Securing on-premises apps and

resources with IAP

(/beyondcorp-

enterprise/docs/securing-on-

premises)

Securing App Engine apps with

IAP

(/beyondcorp-

enterprise/docs/securing-app-

engine)

Securing non-Google Cloud

applications using the app

connector

(/beyondcorp-

enterprise/docs/enable-app-

connector)
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Related videos

TRAINING

Security in Google

Cloud

In this training course, you will

learn about a variety of Google

Cloud security controls and

techniques. You'll explore the

components of Google Cloud

and deploy a secure solution on

the platform. You'll also learn

how to mitigate attacks at

several points in a Google

Cloud-based infrastructure,

including distributed denial-of-

service attacks, phishing

attacks, and threats involving

content classification and use.

Lear

n

mor

e

arrow_forward

(/training/course/sec

urity-in-google-cloud-

platform)

YOUTUBE

Securing

development

environments with

Google Cloud

(https://www.youtube.com/watch?

v=hVTnW-rH5Vc)

(https://www.youtube.com/watch?

v=hVTnW-rH5Vc)

YOUTUBE

What's new in zero

trust

(https://www.youtube.com/watch?

v=KaeL0C39jDQ)

(https://www.youtube.com/watch?

v=KaeL0C39jDQ)

YOUTUBE

Google Cloud

Security Summit

(https://www.youtube.com/watch?

v=3kMKKaVGQZk)

(https://www.youtube.com/watch?

v=3kMKKaVGQZk)
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More

Except as otherwise noted, the content of this page is licensed under the Creative Commons Attribution 4.0 License

(https://creativecommons.org/licenses/by/4.0/), and code samples are licensed under the Apache 2.0 License

(https://www.apache.org/licenses/LICENSE-2.0). For details, see the Google Developers Site Policies (https://developers.google.com/site-policies).

Java is a registered trademark of Oracle and/or its affiliates.

Last updated 2025-01-09 UTC.
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Endpoint Verification overview

This document describes the basic concepts of Endpoint Verification.

Endpoint Verification lets security administrators or security operations professionals secure

Google Cloud, on-premises apps and resources, and Google Workspace apps.

Endpoint Verification is part of Google Cloud Chrome Enterprise Premium

(/beyondcorp-enterprise/docs/overview) and is available to all Google Cloud, Cloud Identity, Google

Workspace for Business, and Google Workspace for Enterprise customers.

When to use Endpoint Verification

Use Endpoint Verification when you want an overview of the security posture of the devices that are

used to access your organization's resources, such as laptops and desktops.

As a security administrator or security operations professional, your goal is to manage secure

access to your organization's resources. The employees of your organization can use either the

company-owned devices or their unmanaged personal devices to access the organization's

resources. When Endpoint Verification is installed on the devices that access your organization's

resources, it collects and reports device inventory information. You can use this device inventory

information to manage secure access to your organization's resources.

When paired with the other offerings of Chrome Enterprise Premium, Endpoint Verification helps

enforce fine-grained access control on your Google Cloud resources.

How Endpoint Verification works

Endpoint Verification consists of a Chrome extension that collects and reports device inventory

information by constantly syncing with Google Cloud. Endpoint Verification creates an inventory of

devices with Chrome browser that access your organization's data.

For example, after Endpoint Verification is deployed on devices that are used to access Google

Cloud resources, Endpoint Verification populates information about those devices. As an

administrator, you can review the device information including encryption status, OS, and other

details, and use this information to manage access control.

Endpoint Verification overview  |  Endpoint Verification Documentation  |  Google Cloud

https://cloud.google.com/endpoint-verification/docs/overview 1/3
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For more information, see Device attributes collected by Endpoint Verification

(/endpoint-verification/docs/device-information).

How Endpoint Verification works with Access Context Manager

Access Context Manager (/access-context-manager/docs), which is part of Google Cloud Chrome

Enterprise Premium (/beyondcorp-enterprise/docs/overview), lets security administrators or security

operations professionals define fine-grained and attribute-based access control for projects and

resources in Google Cloud and resources in Google Workspace.

Access Context Manager references the device attributes collected by Endpoint Verification to

enforce fine-grained access control with access levels

(/access-context-manager/docs/overview#access-levels).

The following diagram shows how Endpoint Verification works with Access Context Manager:

How Endpoint Verification works with third-party clients

In Chrome Enterprise Premium and third-party client integrations

(/beyondcorp-enterprise/docs/integration-docs), third-party clients such as CrowdStrike and Microsoft

Intune collect real-time device information. Endpoint Verification communicates with these third-

party clients to collect their device information and makes them available for Access Context

Manager (/access-context-manager/docs).

Endpoint Verification overview  |  Endpoint Verification Documentation  |  Google Cloud

https://cloud.google.com/endpoint-verification/docs/overview 2/3
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Access Context Manager references the device attributes collected by Endpoint Verification and

third-party clients to enforce fine-grained access control with access levels

(/access-context-manager/docs/overview#access-levels).

The following diagram shows how Endpoint Verification and third-party clients work with Access

Context Manager:

What's next

Quickstart: Set up Endpoint Verification on your devices (/endpoint-verification/docs/quickstart)

Device attributes collected by Endpoint Verification (/endpoint-verification/docs/device-information)

Deploy Endpoint Verification (/endpoint-verification/docs/deploying-with-admin-console)

Except as otherwise noted, the content of this page is licensed under the Creative Commons Attribution 4.0 License

(https://creativecommons.org/licenses/by/4.0/), and code samples are licensed under the Apache 2.0 License

(https://www.apache.org/licenses/LICENSE-2.0). For details, see the Google Developers Site Policies

(https://developers.google.com/site-policies). Java is a registered trademark of Oracle and/or its affiliates.

Last updated 2025-01-30 UTC.
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Chrome Enterprise Premium overview

Today's enterprises are moving to a model of security where secured networks aren't enough. A modern approach is required

to truly protect a company's most secure assets and allow for your employees to be productive under the right circumstances.

Chrome Enterprise Premium is Google's tooling meant to empower organizations to enable this new approach. By tying

together a user's information with device and location context, an enterprise can make rich access decisions and enforce

security policy.

Chrome Enterprise Premium has two key goals:

Threat and data protection brings security to your enterprise devices by working to protect users from exfiltration risks

such as copy and paste, extending DLP protections into the browser, and helping to prevent malware from getting onto

enterprise-managed devices.

Richer access controls protect access to secure systems (applications, virtual machines, APIs, and so on) by using the

context of an end-user's request to ensure each request is authenticated, authorized, and as safe as possible.

Bene ts to users

Chrome Enterprise Premium presents a security model that allows for greater security posturing and policy for both

applications and devices, while providing end users a better user experience no matter where they access from or what type of

device they use to do so:

For administrators:

Strengthen security posture to account for dynamic changes in a user's context.

Shrink the access perimeter to only those resources that an end user should be accessing.

Chrome Enterprise Premium overview  |  BeyondCorp Enterprise  |  Google Cloud
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Enforce device security postures for employees, contractors, partners, and customers for access, no matter who

manages the devices.

Extend security standards with per-user session management and multifactor authentication.

For end users:

Allow all end users to be productive everywhere without compromising security.

Allow the right level of access to work applications based on their context.

Unlock access to personally-owned devices based on granular access policies.

Access internal applications without being throttled by segmented networks.

Common use cases

As end users work outside of the office more often and from many different types of devices, enterprises have common

security models they are looking to extend to all users, devices, and applications:

Allow non-employees to access a single web application deployed on Google Cloud or other cloud services platforms

without requiring the use of a VPN.

Allow non-employees to access data from their personal or mobile devices as long as they meet a minimum security

posture.

Ensure employees are prevented from copying and pasting sensitive data into email or saving data into personal storage

such as Google Drive.

Only allow enterprise-managed devices to access certain key systems.

Provide DLP protections for corporate data.

Gate access based on a user's location.

Protect applications in hybrid deployments that use a mix of Google Cloud, other cloud services platforms, or on-

premises resources.

Common signals

Chrome Enterprise Premium offers common signals enterprises can take into account when making a policy decision,

including:

User or group information

Location (IP or geographic region)

Device

Enterprise-managed devices

Personally-owned devices

Mobile devices

Third-party device signals from partners in the BeyondCorp Alliance.

Check Point

Chrome Enterprise Premium overview  |  BeyondCorp Enterprise  |  Google Cloud
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CrowdStrike

Lookout

Tanium

VMware

Note: Google is not responsible for the accuracy of device data generated by third-party partners. Data provided to Google by the third-party

partner is stored as-is. Any inaccuracies or personally identifiable information (PII) reported by the third party partner are the sole responsibility

of the partner.

Risk scores

How to get Chrome Enterprise Premium

Complete this form (https://inthecloud.withgoogle.com/beyondcorp/contact.html) to get more information about upgrading to

Chrome Enterprise Premium.

Chrome Enterprise Premium compared with Google Cloud

Chrome Enterprise Premium provides enterprise security features in addition to the basic protections, focused on protecting

applications with authentication and authorization, that are baseline features of Google Cloud. Chrome Enterprise Premium

extends those protections to applications and data running everywhere, with end-user protections and rich access policy

protections.

The following table shows the differences between the baseline features available to Google Cloud customers and what is

available with Chrome Enterprise Premium:

Applications and Resources Access GCP Baseline BeyondCorp Enterprise Essentials BeyondCorp Enterprise

Access control to web applications on Google Cloud Platform done done
Access control to SSH, RDP and TCP ports for VMs on GCP done done
Access control to Google Cloud Platform APIs done done
Access control to Google Cloud console done done
Access control to web applications on GCP internal load balancing done done
Access control to web applications on customer premises done
Access control to thick client / client-server applications done
Access control to web applications on AWS and Azure done
Access control to SAML-based applications (login time) done done
Access control to Google Workspace Admin Console done done

Access Policies and Advanced Settings GCP Baseline BeyondCorp Enterprise Essentials BeyondCorp Enterprise

Chrome Enterprise Premium overview  |  BeyondCorp Enterprise  |  Google Cloud
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Access levels using users done done done
Access levels using IP addresses and geolocations done done done
Access levels using time and date restrictions done done
Access levels using login credential strength done done
Access levels using enterprise certificates done done
Access levels using device security postures done done
Access levels using Chrome security postures done done
Access levels using third party partner signals done done
Access levels using advanced expression language done done
Same-origin policy configuration in HTTP OPTIONS done N/A done
Custom authentication domain and 403 pages N/A done

User, Threat, and Data Protection GCP Baseline BeyondCorp Enterprise Essentials BeyondCorp Enterprise

Data loss prevention w/ predefined or custom detectors (Chrome) done done
Malware protection w/ advanced sandboxing (Chrome) done done
Phishing and malicious URL protection (Chrome) done done
Threat and data protection alerting and reporting (Chrome) done done

What's next

Learn more about access protection controls (/beyondcorp-enterprise/docs/access-protection)

Learn more about threat and data protections (https://support.google.com/a/answer/10104463)

Except as otherwise noted, the content of this page is licensed under the Creative Commons Attribution 4.0 License

(https://creativecommons.org/licenses/by/4.0/), and code samples are licensed under the Apache 2.0 License

(https://www.apache.org/licenses/LICENSE-2.0). For details, see the Google Developers Site Policies (https://developers.google.com/site-policies).

Java is a registered trademark of Oracle and/or its affiliates.

Last updated 2025-01-08 UTC.
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Security & Identity

How to prevent account takeovers with new

certificate-based access
September 17, 2024

Ratan Nalumasu
Director, Engineering, Google Cloud

Christopher Altman
Sr. Product Manager, Google Cloud

Stolen credentials are one of the top attack vectors used by attackers to gain unauthorized
access to user accounts and steal information. At Google, we’re continually evolving security
capabilities and practices to make our cloud the most trusted cloud. To help protect your
organization from stolen credentials, cookie theft, and accidental credential loss, we’re
excited to announce the general availability of certificate-based access in our Identity and
Access Management portfolio. 

Certificate-based access (CBA) uses mutual TLS (mTLS) to ensure that user credentials are
bound to a device certificate before authorizing access to cloud resources. CBA provides
strong protection requiring X.509 certificates as device identifiers, and verifies devices with
user context for every access request to cloud resources. Even if an attacker compromises a
user's credentials, account access will remain blocked as they do not have the
corresponding certificate. This renders the stolen credentials useless. 

Mitigating account takeovers with certificate-

based access

Certificate-based access can help you build a multi-layered defense against account
takeovers, bolster data security, and maintain user trust. At Google, we have used this
unique Zero Trust approach for many years as a strong defense to protect our technical
infrastructure and employees. Now with CBA, we are extending this same level of security to
our Google Cloud customers. Here are the key attributes of this approach:

Certificate-based access control: Granular access policies with X.509 device
certificates ensures only legitimate users with the correct certificate can access cloud
resources.

Protections beyond initial login: In contrast to using mTLS only for authentication, CBA
also evaluates every authorization request to help safeguard resource access.  

Strong key protection: CBA’s use of mTLS leverages secure cryptographic storage
such as TPMs and OS keystores. Tooling such as Enterprise Certificate Proxy (ECP) are
offered to users that empower them to safeguard private keys helping to ensure keys
remain inaccessible to attackers without physical device access.

CBA allows you to enforce certificate-based authentication for all of Google Cloud, including
specific resources (VM, Console, API), individual groups or organizations, across multiple
end user vectors from browser to gcloud and terraform command-line-interfaces. It is
integrated with many services in Google Cloud for effective access enforcement to cloud
resources. For example, Context-Aware Access for Google APIs and the Cloud Console,
Identity Aware Proxy (IAP) for web apps and workloads, and VPC Service Controls (VPC-SC)
for network enforcement.

Contact sales Get started for freeCloud Blog

How to prevent account takeovers with new certificate-based access | Google Cloud Blog
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Certificate-based access (CBA) architecture overview.

How to implement Certificate-based access

Certificate-based access operates on two core pillars:

Access Levels: These act as the foundation for defining granular access control policies
within Google Cloud. Access levels include a set of users and the access requirements
necessary; an access level  can require Certificates, but users can also define access
levels using a wide variety of alternative signals. 

Certificate Identification: CBA relies on X.509 certificates as robust device identifiers.
Google Cloud offers its own Certificate Authority Service, but most external Certificate
Authority service providers are compatible as well.

Step 1: Certificate provisioning 
Choose the certificate options that work for you. We support customers’ Certificate
Authority providers (CA) and existing certificates on the devices. You can use Endpoint
Verification certificates or Google’s Certificate Authority Services for a fully-managed
private CA. 

We recommend the certificates to be stored securely in OS keystores or TPM and never
expose the associated private keys to applications. CBA supports offloading private key
operations to these secure storage via ECP and browser for applications built using  Google
Cloud SDK or web.

Contact sales Get started for freeCloud Blog

How to prevent account takeovers with new certificate-based access | Google Cloud Blog

https://cloud.google.com/blog/products/identity-security/how-to-prevent-account-takeovers-with-new-certificate-based-access 2/4

Case 1:25-cv-00236     Document 1-7     Filed 02/18/25     Page 3 of 5

K.Mizra LLC, Ex. 2019, p. 131 
Google LLC v. K.Mizra LLC 

IPR2025-01437

https://cloud.google.com/certificate-authority-service/docs
https://cloud.google.com/certificate-authority-service/docs
https://cloud.google.com/certificate-authority-service/docs
https://cloud.google.com/certificate-authority-service/docs
https://cloud.google.com/beyondcorp-enterprise/docs/cba-endpoint-verification-certs
https://cloud.google.com/beyondcorp-enterprise/docs/cba-endpoint-verification-certs
https://cloud.google.com/beyondcorp-enterprise/docs/cba-endpoint-verification-certs
https://cloud.google.com/beyondcorp-enterprise/docs/cba-endpoint-verification-certs
https://cloud.google.com/beyondcorp-enterprise/docs/cba-endpoint-verification-certs
https://cloud.google.com/beyondcorp-enterprise/docs/cba-endpoint-verification-certs
https://cloud.google.com/beyondcorp-enterprise/docs/cba-endpoint-verification-certs
https://cloud.google.com/beyondcorp-enterprise/docs/cba-endpoint-verification-certs
https://cloud.google.com/certificate-authority-service
https://cloud.google.com/certificate-authority-service
https://cloud.google.com/certificate-authority-service
https://cloud.google.com/certificate-authority-service
https://github.com/googleapis/enterprise-certificate-proxy
https://github.com/googleapis/enterprise-certificate-proxy
https://github.com/googleapis/enterprise-certificate-proxy
https://github.com/googleapis/enterprise-certificate-proxy
https://cloud.google.com/sdk?e=48754805
https://cloud.google.com/sdk?e=48754805
https://cloud.google.com/sdk?e=48754805
https://cloud.google.com/sdk?e=48754805
https://cloud.google.com/sdk?e=48754805
https://cloud.google.com/sdk?e=48754805
https://cloud.google.com/sdk?e=48754805
https://cloud.google.com/sdk?e=48754805
https://cloud.google.com/contact/
https://cloud.google.com/contact/
https://cloud.google.com/contact/
https://cloud.google.com/contact/
https://console.cloud.google.com/freetrial/
https://console.cloud.google.com/freetrial/
https://console.cloud.google.com/freetrial/
https://console.cloud.google.com/freetrial/
https://cloud.google.com/
https://cloud.google.com/
https://cloud.google.com/
https://cloud.google.com/
https://cloud.google.com/blog
https://cloud.google.com/blog
https://cloud.google.com/blog
https://cloud.google.com/blog


View Endpoint Verification Certificate in Mac Keychain

Step 2: Certificate registration 
Administrators can configure an organization policy via the Google Admin console and
instruct their corporate managed Chrome devices to register the chosen certificates to be
accepted by CBA policy enforcement and use them in mTLS handshakes. The certificate
registration is performed by the Endpoint Verification Chrome extension.

Certificate Registration using Endpoint Verification.

Step 3: Policy definition and enforcement
Last, admins will write CBA policies and enforce mTLS for accessing Google Cloud
resources. The policy is implemented depending on the types of resources they want to
protect. These policies apply to Google Cloud Console, gcloud CLI, Terraform, and third-
party applications.

Protecting access to Cloud Console and Google Cloud APIs 

Protecting access to Web Apps

Protecting access to VMs

Create CBA Policy Enforcing mTLS

What’s next

Contact sales Get started for freeCloud Blog

How to prevent account takeovers with new certificate-based access | Google Cloud Blog
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Certificate-based access is a powerful identity-centric security control that helps protect
your business against credential loss and cookie theft. Using CBA provides a reliable, strong
means of identifying your users. To learn more about implementing CBA as part of your
overall security strategy for Google Cloud, please refer to our documentation. 
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Understand mutual TLS at Google Cloud

Mutual TLS (mTLS) is an industry standard protocol for mutual authentication between a client and a server. The mTLS

protocol ensures that both the client and server, at each end of a network connection, are who they claim they are by verifying

that both possess the private key associated with the client certificate.

What is a client certificate?

A client certificate, also called a Transport Layer Security (TLS) certificate, is a file that contains important information for

verifying a device's identity. The certificate information includes the public key, a statement of who issued the certificate

(certificates can be issued by certificate authorities or self- signed), and the certificate's expiration date.

How the Google APIs validate device identity

The TLS protocol uses a technique called public key infrastructure (PKI), which relies on a pair of asymmetric keys: a public

key and a private key. Anything encrypted with the private key can be decrypted only with the public key. The Google Cloud

APIs use the TLS protocol to verify the identity of a device by decrypting the message encrypted by the private key using the

public key of the certificate during the mTLS handshake. The successful decryption proves the possession of the private key

which is only available from trusted devices.

To enable the mTLS handshake and validation process, a client must do the following:

Establish an mTLS connection with the Google APIs by using mTLS-specific API endpoints. The mTLS-specific endpoints

have the following format: [service].mtls.googleapis.com

Discover and use the device certificate during the mTLS handshake. If you are using Endpoint Verification for certificate

deployment, this type of certificate is automatically discovered and used by the supported clients.

The following diagram illustrates the mTLS handshake between a client and a Google API server:

What's next

Set up certificate-based access (/beyondcorp-enterprise/docs/set-up-cba)

1/14/25, 3:09 PM Understand mutual TLS at Google Cloud  |  BeyondCorp Enterprise
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Except as otherwise noted, the content of this page is licensed under the Creative Commons Attribution 4.0 License
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Java is a registered trademark of Oracle and/or its affiliates.
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Deploy Endpoint Veri cation to use with certi cate-based

access

As part of a Chrome Enterprise Premium solution, Endpoint Verification provides critical device trust and security-based

access control, and can help enforce fine-grained access control on your Google Cloud resources.

For more information about Endpoint Verification, including how to install it, see Endpoint Verification overview

(/endpoint-verification/docs/overview).

If you are installing Endpoint Verification for the first time, we recommend installing the latest version. The following versions

of Endpoint Verification are required to use certificate-based access:

Endpoint Verification Chrome Extension: 1.0.38 or later

Native helper: 0.4.40.0 or later for Mac, 0.4.36.0 or later for Windows, and 20191007 or later for Linux

Except as otherwise noted, the content of this page is licensed under the Creative Commons Attribution 4.0 License

(https://creativecommons.org/licenses/by/4.0/), and code samples are licensed under the Apache 2.0 License

(https://www.apache.org/licenses/LICENSE-2.0). For details, see the Google Developers Site Policies (https://developers.google.com/site-policies).

Java is a registered trademark of Oracle and/or its affiliates.

Last updated 2025-01-08 UTC.

Deploy Endpoint Verification to use with certificate-based access  |  BeyondCorp Enterprise  |  Google Cloud
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New Google API Will Securely
Verify Chrome Devices

Light Dark

September 19, 2016

By Larry Loeb

2 min read

1/31/25, 11:20 AM New Google API Will Securely Verify Chrome Devices

https://securityintelligence.com/news/new-google-api-will-securely-verify-chrome-devices/ 1/7
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Google announced a new feature and administration serverside API for the
Chrome OS called Verified Access. This API will cryptographically validate the
identity of any Chrome OS device that has connected to an enterprise’s network.
Additionally, it will allow the enterprise to verify that any connected devices
conform to the company’s security policies.

The new Google API uses digital certificates stored in the hardware-based
Trusted Platform Modules (TPMs) that are found in every Chrome OS device. The
TPM creates a way to ensure the correct security state of the devices has not been
altered.

Normal security policy checks will look for inconsistencies and red flags, but the
results of the check may be invalid if the device has been compromised. That’s
the problem Verified Access is trying to address.

The Magic of Google API
The cloud-based Google Admin console can help enterprises assess networks,
servers and intranet pages that use mutual TLS-based authentication through the
Verified Access API. The API is designed to allow a network service, such as a
VPN gateway or an enterprise certificate authority (CA), to obtain a hardware-
backed cryptographic guarantee of the identities of the device and user trying to
access it.

The API doesn’t do its magic for free, however. A Google page said the network
service endpoint must be configured specifically for the API to be valid. End users
will need to install a special extension on their Chrome OS devices to start.

Network services that need to be protected must also understand the Verified
Access protocol. Their services must change how they work to allow for the new
API. For this reason, Google encouraged security services to integrate their
products with the API.

Through the proper use of the API, enterprises will be able to assure that Chrome
OS users have the proper verified boot mode device policy or user policy, since
they are specified by the domain’s admin.

New Smart Card Authorization

1/31/25, 11:20 AM New Google API Will Securely Verify Chrome Devices

https://securityintelligence.com/news/new-google-api-will-securely-verify-chrome-devices/ 2/7
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Google also brought Smart Vard Authentication support to Chrome devices. This is
the standard way of authenticating employees in many security-sensitive
organizations.

It plays off Citrix Receiver for Chrome 2.1. Users can now authenticate to
virtualized Citrix apps using smart cards. They can use single sign-on, login once
to their Chromebooks, and then be authenticated across Citrix and virtualized
Windows apps.

Application Programming Interface (API)  |  Google  |  Google
Chrome  |  Identity  |  Identity and Access Management (IAM)  |
  Operating System (OS)

Larry Loeb
Principal, PBC
Enterprises

POPULAR

CLOUD SECURITY | January 22, 2025

2024 Cloud Threat Landscape Report: How
does cloud security fail?

4 min read - Organizations often set up security rules to
help reduce cybersecurity vulnerabilities and risks. The
2024 Cost of a Data Breach Report discovered that 40% of
all data breaches involved data distributed across multipl…
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RISK MANAGEMENT | January 24, 2025

How cyberattacks on grocery stores could
threaten food security

4 min read - Grocery store shoppers at many chains
recently ran into an unwelcome surprise: empty shelves
and delayed prescriptions. In early November, Ahold
Delhaize USA was the victim of a cyberattack that…

RISK MANAGEMENT | October 25, 2024

Addressing growing concerns about
cybersecurity in manufacturing

4 min read - Manufacturing has become increasingly reliant
on modern technology, including industrial control systems
(ICS), Internet of Things (IoT) devices and operational
technology (OT). While these innovations boost productivi…
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AI decision-making: Where do
businesses draw the line?

4 min read - "A computer can never be held
accountable, therefore a computer must never
make a management decision."- IBM Training
Manual, 1979Artificial intelligence (AI) adoptio…

When ransomware kills: Attacks on
healthcare facilities

4 min read - As ransomware attacks continue to
escalate, their toll is often measured in data loss
and financial strain. But what about the loss of
human life? Nowhere is the ransomware threat…

January 29, 2025

AI and cloud vulnerabilities aren’t
the only threats facing CISOs today

6 min read - With cloud infrastructure and, more
recently, artificial intelligence (AI) systems
becoming prime targets for attackers, security
leaders are laser-focused on defending these…
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This official feed from the Google Workspace team provides essential information about new

features and improvements for Google Workspace customers.

Updates

1/31/25, 11:57 AM Google Workspace Updates: Context Aware Access insights and recommendations are now generally available

https://workspaceupdates.googleblog.com/2024/10/context-aware-access-insights-and-recommendations.html 1/5
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Thursday, October 31, 2024

We’re making it easier to apply context-aware access (CAA) policies with new

insights and recommendations. We’ll proactively surface potential security gaps

and suggest pre-built CAA levels which admins can deploy to remediate the

security gaps. These insights will be surfaced to customers, if they have not

deployed any CAA policies to their users. When you deploy a recommendation, it

will first be placed in Monitor Mode, so you can understand how the policy will

block user access over time, and can be reviewed in the CAA audit logs. 

With this release, we’ve also added the ability for admins to customize the

recommendations as they see fit before they’re applied broadly. Additionally, we’ll

send primary admins an email on a quarterly basis with insights and actionable

recommendations.

Context Aware Access insights and recommendations are

now generally available

What’s changing

1/31/25, 11:57 AM Google Workspace Updates: Context Aware Access insights and recommendations are now generally available

https://workspaceupdates.googleblog.com/2024/10/context-aware-access-insights-and-recommendations.html 2/5
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Admins

Using Context-Aware Access, admins can set up different access levels based on

a user’s identity and the context of the request (location, device security status, IP

address). This can help provide granular access controls without the need for a

VPN, and give users access to Google Workspace resources based on

organizational policies. Insights and recommendations help admins improve the

cybersecurity posture of their organization by proactively identifying areas that

need attention, significantly reducing the need for admins to identify these risks

themselves. For example, if we detect devices with outdated operating system

versions  accessing corporate Workspace data, we can surface this as an Insight

& pair it with a recommendation to block such devices from accessing Workspace

data with a few clicks.

Who’s impacted

Why it’s important

1/31/25, 11:57 AM Google Workspace Updates: Context Aware Access insights and recommendations are now generally available

https://workspaceupdates.googleblog.com/2024/10/context-aware-access-insights-and-recommendations.html 3/5
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Admins: Visit the Help Center to learn more about protecting your

business with Context-Aware Access and applying recommended

access levels. 

End users: There is no end user impact or action required.

Rapid Release and Scheduled Release domains: Available now.

Available to Google Workspace

Enterprise Standard and Plus

Education Standard and Plus

Enterprise Essentials Plus

Also available to Cloud Identity Premium customers

Google Workspace Admin Help: Protect your business with Context-

Aware Access

Labels: Admin console , Rapid Release , Scheduled Release , Security and Compliance

Getting started

Rollout pace

Availability

Resources

  
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This official feed from the Google Workspace team provides essential information about new

features and improvements for Google Workspace customers.

Updates
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Monday, May 6, 2024

Using context-aware access, you now have the option to automatically block

access to Google Workspace data from compromised Android and iOS devices. A

device may be counted as compromised if certain unusual events are detected,

including devices that are jailbroken, bypassing of security controls, modification

of restricted settings, and more.

Creating a new rule to block compromised mobile devices

Block compromised mobile devices using context-aware

access

What’s changing 
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Blocking message for compromised iOS and Android devices

Admins: Visit the Help Center to learn more about how to create

context conditions and apply rules with compromised device signals,

and our Developer documentation regarding custom access level

specification. Compromised device events reports can be viewed in

the security center by going to Security > Security center > dashboard >

compromised device events.

Getting started

Rollout pace

1/31/25, 12:00 PM Google Workspace Updates: Block compromised mobile devices using context-aware access

https://workspaceupdates.googleblog.com/2024/05/block-compromised-mobile-devices-using-context-aware--access.html 3/5

Case 1:25-cv-00236     Document 1-12     Filed 02/18/25     Page 4 of 6

K.Mizra LLC, Ex. 2019, p. 156 
Google LLC v. K.Mizra LLC 

IPR2025-01437

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgGq776P-Jwg-jJss3lP-wsN9npoqJC26Kwi25pD1RBmqZ3eKet1CC5jJsWy2DzgL8Em5V0ww-NZPYXvoX5SPOgbi5Kp3eq9Spigx9KsqG1fZf8n3YMNtdY7VOvGGVrCvRuy7WNtGsiYn9tmh11Aqd5XZcE461eVRi8808m4KNSEvuuge0BRzsgrfRm4WE/s1500/unnamed.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgGq776P-Jwg-jJss3lP-wsN9npoqJC26Kwi25pD1RBmqZ3eKet1CC5jJsWy2DzgL8Em5V0ww-NZPYXvoX5SPOgbi5Kp3eq9Spigx9KsqG1fZf8n3YMNtdY7VOvGGVrCvRuy7WNtGsiYn9tmh11Aqd5XZcE461eVRi8808m4KNSEvuuge0BRzsgrfRm4WE/s1500/unnamed.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgGq776P-Jwg-jJss3lP-wsN9npoqJC26Kwi25pD1RBmqZ3eKet1CC5jJsWy2DzgL8Em5V0ww-NZPYXvoX5SPOgbi5Kp3eq9Spigx9KsqG1fZf8n3YMNtdY7VOvGGVrCvRuy7WNtGsiYn9tmh11Aqd5XZcE461eVRi8808m4KNSEvuuge0BRzsgrfRm4WE/s1500/unnamed.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgGq776P-Jwg-jJss3lP-wsN9npoqJC26Kwi25pD1RBmqZ3eKet1CC5jJsWy2DzgL8Em5V0ww-NZPYXvoX5SPOgbi5Kp3eq9Spigx9KsqG1fZf8n3YMNtdY7VOvGGVrCvRuy7WNtGsiYn9tmh11Aqd5XZcE461eVRi8808m4KNSEvuuge0BRzsgrfRm4WE/s1500/unnamed.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgGq776P-Jwg-jJss3lP-wsN9npoqJC26Kwi25pD1RBmqZ3eKet1CC5jJsWy2DzgL8Em5V0ww-NZPYXvoX5SPOgbi5Kp3eq9Spigx9KsqG1fZf8n3YMNtdY7VOvGGVrCvRuy7WNtGsiYn9tmh11Aqd5XZcE461eVRi8808m4KNSEvuuge0BRzsgrfRm4WE/s1500/unnamed.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgGq776P-Jwg-jJss3lP-wsN9npoqJC26Kwi25pD1RBmqZ3eKet1CC5jJsWy2DzgL8Em5V0ww-NZPYXvoX5SPOgbi5Kp3eq9Spigx9KsqG1fZf8n3YMNtdY7VOvGGVrCvRuy7WNtGsiYn9tmh11Aqd5XZcE461eVRi8808m4KNSEvuuge0BRzsgrfRm4WE/s1500/unnamed.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgGq776P-Jwg-jJss3lP-wsN9npoqJC26Kwi25pD1RBmqZ3eKet1CC5jJsWy2DzgL8Em5V0ww-NZPYXvoX5SPOgbi5Kp3eq9Spigx9KsqG1fZf8n3YMNtdY7VOvGGVrCvRuy7WNtGsiYn9tmh11Aqd5XZcE461eVRi8808m4KNSEvuuge0BRzsgrfRm4WE/s1500/unnamed.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgGq776P-Jwg-jJss3lP-wsN9npoqJC26Kwi25pD1RBmqZ3eKet1CC5jJsWy2DzgL8Em5V0ww-NZPYXvoX5SPOgbi5Kp3eq9Spigx9KsqG1fZf8n3YMNtdY7VOvGGVrCvRuy7WNtGsiYn9tmh11Aqd5XZcE461eVRi8808m4KNSEvuuge0BRzsgrfRm4WE/s1500/unnamed.png
https://apps.google.com/supportwidget/articlehome?hl=en-GB&article_url=https%3A%2F%2Fsupport.google.com%2Fa%2Fanswer%2F9262032%3Fhl%3Den-GB&assistant_id=generic-unu&product_context=9262032&product_name=UnuFlow&trigger_context=a&fragment=advanced_mode
https://apps.google.com/supportwidget/articlehome?hl=en-GB&article_url=https%3A%2F%2Fsupport.google.com%2Fa%2Fanswer%2F9262032%3Fhl%3Den-GB&assistant_id=generic-unu&product_context=9262032&product_name=UnuFlow&trigger_context=a&fragment=advanced_mode
https://apps.google.com/supportwidget/articlehome?hl=en-GB&article_url=https%3A%2F%2Fsupport.google.com%2Fa%2Fanswer%2F9262032%3Fhl%3Den-GB&assistant_id=generic-unu&product_context=9262032&product_name=UnuFlow&trigger_context=a&fragment=advanced_mode
https://apps.google.com/supportwidget/articlehome?hl=en-GB&article_url=https%3A%2F%2Fsupport.google.com%2Fa%2Fanswer%2F9262032%3Fhl%3Den-GB&assistant_id=generic-unu&product_context=9262032&product_name=UnuFlow&trigger_context=a&fragment=advanced_mode
https://apps.google.com/supportwidget/articlehome?hl=en-GB&article_url=https%3A%2F%2Fsupport.google.com%2Fa%2Fanswer%2F9262032%3Fhl%3Den-GB&assistant_id=generic-unu&product_context=9262032&product_name=UnuFlow&trigger_context=a&fragment=advanced_mode
https://apps.google.com/supportwidget/articlehome?hl=en-GB&article_url=https%3A%2F%2Fsupport.google.com%2Fa%2Fanswer%2F9262032%3Fhl%3Den-GB&assistant_id=generic-unu&product_context=9262032&product_name=UnuFlow&trigger_context=a&fragment=advanced_mode
https://apps.google.com/supportwidget/articlehome?hl=en-GB&article_url=https%3A%2F%2Fsupport.google.com%2Fa%2Fanswer%2F9262032%3Fhl%3Den-GB&assistant_id=generic-unu&product_context=9262032&product_name=UnuFlow&trigger_context=a&fragment=advanced_mode
https://apps.google.com/supportwidget/articlehome?hl=en-GB&article_url=https%3A%2F%2Fsupport.google.com%2Fa%2Fanswer%2F9262032%3Fhl%3Den-GB&assistant_id=generic-unu&product_context=9262032&product_name=UnuFlow&trigger_context=a&fragment=advanced_mode
https://cloud.google.com/access-context-manager/docs/custom-access-level-spec
https://cloud.google.com/access-context-manager/docs/custom-access-level-spec
https://cloud.google.com/access-context-manager/docs/custom-access-level-spec
https://cloud.google.com/access-context-manager/docs/custom-access-level-spec
https://cloud.google.com/access-context-manager/docs/custom-access-level-spec
https://cloud.google.com/access-context-manager/docs/custom-access-level-spec
https://cloud.google.com/access-context-manager/docs/custom-access-level-spec
https://cloud.google.com/access-context-manager/docs/custom-access-level-spec
https://support.google.com/a/answer/7562165
https://support.google.com/a/answer/7562165
https://support.google.com/a/answer/7562165
https://support.google.com/a/answer/7562165
https://support.google.com/a/answer/7562165
https://support.google.com/a/answer/7562165
https://support.google.com/a/answer/7562165
https://support.google.com/a/answer/7562165


Block access to Google Workspace data: available immediately for

both Android and iOS.

Remediation message: available immediately for Android, available

on May 9, 2024 for iOS. 

Available to Google Workspace

Enterprise Standard and Plus

Education Standard and Plus

Frontline Standard

Enterprise Essentials Plus

Cloud Identity Premium

Google Workspace Admin Help: Set up Context-Aware Access

Access Context Manager Help: Custom access level specification

Google Workspace Admin Help: Compromised device events report

Labels: Admin console , MDM , Rapid Release , Scheduled Release , Security and Compliance

Availability

Resources

  
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Control access to apps based on user & device context

Allow users to unblock apps with remediation messages in
Context Aware Access

•

•

•

Use remediation messages to help users unblock themselves

Using remediation messages and custom messages in Context-Aware Access, you can help users
unblock themselves when a policy prevents them from accessing an app. These optional (but
recommended) messages can help get users back to productivity and reduce support calls for
admins.

For example, say that a user on a mobile device is using Gmail in the office successfully during the
day, but is blocked when they try to access Gmail at home in the evening. When remediation
messages are enabled, they will see guidance on how to address the reason they are blocked.

Remediation and custom messages are supported for access levels created in both Basic mode and
Advanced mode. Also, they are supported for both Core Services and SAML apps.

Use remediation messages and custom messages to help your users
unblock themselves
When blocked, your users can encounter:

Default message—Displays if you have not added remediation messages or custom messages. An
example default message is: Your organization's policy is blocking access to this app.

Remediation messages—Replaces the default message. The messages are system generated,
and correspond to the specific policy violation that blocked the user.
Remediation messages can present several remediation options to the user, which they can expand
by clicking Show more options. In the case of several remediation options, the user needs to
complete the steps for any one of the available options to unblock themselves.

Custom message—Adds specific help for the user, such as additional advice on getting unblocked
or a helpful link to click. You add custom messages as needed. A custom message can appear in
conjunction with the default message, or with remediation messages. 

This table shows the interactivity of these messages:

Remediation
messages turned on?

Custom
message
added?

Messages the user sees

No No Default message only

Yes No Remediation messages only. In some cases the default
message might display if the remediation messages can’t be
generated.

No Yes Default message and custom message

Yes Yes Remediation messages and custom message

Understand remediation messages

Each remediation action corresponds to an attribute which is causing access to be denied. The
following table summarizes possible remediation messages that the user might see. The messages are

Next: Use Context-Aware Access with configuration groups
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created systematically depending on the policy that was violated.

Note that different messages can be shown for the same attribute according to the expectation in the
access level. For example, if the access level is device.screen_lock_enabled == true, the message is
Set a screen password on your device. If access level is device.screen_lock_enabled == false, the
message is Remove the screen password from your device. Removing a screen password could be
less secure, so the user should confirm this action with the admin.

Actual messages might differ from the messages displayed below.

Attribute Message

Admin approval Switch to a device approved by your organization. Contact your admin if you don’t have
access to one.

Switch to a device that’s not associated with your organization. Note, this could be less
secure, so you may want to confirm this with your admin.

Company owned
device

Switch to a device owned by your organization. Contact your admin if you don’t have
access to one.

Switch to a device that’s not owned by your organization.

CTS profile match Reset your device to factory settings.

Your device can't access this app with an OEM Android installation. Contact your admin
for more info.

Encryption Switch to a device that has one of the following encryption statuses: [status1, status2].

Switch to a device that doesn’t have the following encryption status: [status]

Has potentially
harmful apps

Uninstall any apps listed by Google Play Protect as potentially harmful.

Your device can't access this app with currently installed apps. Contact your admin for
more info.

IP address You can't access this app from your current IP subnetwork. Contact your admin to learn
more.

OS type Switch to a device that uses one of the following: [os1, os2]

Switch to a device that doesn’t use: os1

OS version Update your device to [OS version X] or higher

Update your device to an OS version lower than [OS version X]

Partner Attributes Install [PARTNER NAME] on your device. 

Your device isn't meeting some requirements, based on information from [PARTNER
NAME]. 

Region code You can't access this app from your current location. Contact your admin to learn more.

Screen lock Set a screen password on your device.

Remove the screen password from your device. Note, this could be less secure, so you
may want to confirm this with your admin.

Verify apps Enable Google Play Protect on your device.

Disable Google Play Protect on your device.

Verified boot Follow your device manufacturer's instructions to lock the bootloader.

Follow your device manufacturer's instructions to unlock the bootloader.

Verified Chrome OS Install a verified Chrome OS on your device.

You can’t access this app with a verified Chrome OS.

 Make sure the partner security app (for example, Lookout) is installed on the device. If it’s installed
but the user is still seeing this message, the device might not be properly enrolled into the partner
MDM. Check the partner dashboard to verify if this is the case. If required, contact the partner to
resolve the issue.

1

2

1
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•

•

•

•

•

 Check the partner app on the device for more details. If required, contact the partner to resolve the
issue.

Understand remediation messages and third-party partner integrations

As an administrator, you can integrate supported third-party partners (those that are part of the
BeyondCorp Alliance ) with Google endpoint management in Google Admin console. This
informational text displays in the remediation message interface to explain that partner messages can
be available to users:

i

For example, from Lookout:

For details, go to Set up third-party partner integrations.

Common errors to resolve before remediation or custom messages
can be seen by the user
These errors must be cleared before users can view remediation messages:

Your device can’t be recognized. There may be different steps depending on your device type.

Google doesn’t recognize the login device. The remediation step depends on the platform.

Desktop devices—Users must use a Chrome profile with the Endpoint Verification extension
installed. Users can’t login to Google Workspace apps through incognito, guest, or personal profiles.
Note that this error message can display when a user tries to sign in to a new device for the first
time. In that case, the user must sync with the Endpoint Verification extension and refresh the
browser.

Mobile devices—For devices to be recognized by CAA, they need to be managed by Google
endpoint management (basic or advanced management). For details, go to Manage devices with
Google endpoint management.  Additionally, devices might need to sync before Google can
recognize where the login occurred. For details, see Sync your device.

Sync your device

Desktop devices—Users must sync with the Endpoint Verification extension.

Desktop devices—Devices under advanced management can sync with the device policy app.
Devices under basic management can wait for the device to sync automatically,  or the user can re-
login into any Google app. Let the user know that device sync can take some time.

iOS devices—Google sessions across different applications are tracked with sessions or tokens in
Safari. If the Safari tokens are deleted (manually by the user or Apple ITP), the subsequent logins
cannot be mapped to the original logged in device. This can cause the new logins to be blocked
with “Your device can’t be recognized. There may be different steps depending on your device
type” message if remediation is enabled. This issue can occur both on basic and advanced
managed devices.

The user needs to complete the following steps to unblock themselves: 

2
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1. Remove the Google enterprise account from all Google applications.
Log out the Google account from Safari and remove it from any non-Google application which
might be using it.

2. Delete Safari cookies and cache .

3. Log into any Google first-party application, such as Drive or Gmail.

4. Access all of the remaining Google first-party applications to verify that you have access.

5. If access to non-Google applications is needed, sign in to the applications within a few days of
logging into the Google applications.
If you do not sign in within 30 days of step 3 and the application is blocked, restart from step 1.

Implement remediation or custom messages

Turn on remediation messages

1. Sign in  with an administrator account to the Google Admin console.

If you aren’t using an administrator account, you can’t access the Admin console.

2. From the Admin console Home page, go to Security Access and data control Context-Aware
Access.

3. Select User message.
4. Under Remediation messages, click OFF and slide right to turn the messages ON. You’ll see a check

mark.

5. Click Save.
You can also add a custom message at this point.

Add a custom message

1. Sign in  with an administrator account to the Google Admin console.

If you aren’t using an administrator account, you can’t access the Admin console.

2. From the Admin console Home page, go to Security Access and data control Context-Aware
Access.

3. Select User message.

4. Under Additional custom message, enter your message.

5. Click Preview to see what the user will see.

6. Click Save.

User experience for remediation and custom messages

Default message only

This is an example of a message the user sees if no remediation messages or custom message is
configured.
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Default message and custom message

This is an example of a message the user sees if no remediation messages are configured, but the
custom message is provided.

Remediation message only

This is an example of a message the user sees if remediation messages are configured with no custom
message. The user clicks Show more options to expand the remediation steps.

Can’t access this app

Remediation and custom message

This is an example of a message the user sees if both remediation messages and the custom message
are configured. The user clicks Show more options to expand the remediation steps.
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Need more help?
Try these next steps:

Context-Aware Access remediation and custom messages FAQ
Expand all  |  Collapse all

Can remediation cause any additional Access Denied cases?

Why don’t the remediation messages reflect the current policies?

How long does it take for the user to get access after completing the remediation actions?

Why do Users still see the same remediation options after completing the remediation action?

Why do remediation message options change without any action on the device?

Why are remediation messages missing even though they are enabled?

Do users see the custom user message if remediation is enabled?

How do I enable remediations for Device policies?

Why does the Your device can’t be recognized remediation message display if the Endpoint
Verification extension is syncing?

Google, Google Workspace, and related marks and logos are trademarks of Google LLC. All other company and product names are

trademarks of the companies with which they are associated.

Next: Use Context-Aware Access with configuration groups

Post to the help community
Get answers from community members
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Contact us
Tell us more and we’ll help you get there
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Remediate denied access with the Policy

Remediator

Preview — Policy Remediator

This feature is subject to the "Pre-GA Offerings Terms" in the General Service Terms section of the Service

Specific Terms (/terms/service-terms#1). Pre-GA features are available "as is" and might have limited

support. For more information, see the launch stage descriptions (/products#product-launch-stages).

This page shows you how to enable and use the Chrome Enterprise Premium Policy

Remediator.

When users attempt to access a Google Cloud resource but aren't compliant with the access

policy for the resource, they are denied access and receive a general 403 error message. You

can use the Policy Remediator to provide users with actionable steps that they can take to

remediate their issue before reaching out to an admin for additional help. The specific

remediation actions depend on the access policies, but can include things such as enabling

screen lock, updating the operating system (OS) version, or accessing an app from a network

allowed by your company.

Enable Policy Remediator

1. Grant your organization admin the

roles/policyremediatormanager.policyRemediatorAdmin role at the organization

level by running the following commands in the Google Cloud CLI:

Replace the following:

ORGANIZATION_ID: the Google Cloud organization ID.

gcloud organizations add-iam-policy-binding 'organizations/

--member  \

--role roles/policyremediatormanager.policyRemediatorAdmin

ORGANIZATION_ID edit

PRINCIPAL edit

Save page
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PRINCIPAL: the identifier for the principal, or member, which usually has the

following form: PRINCIPAL_TYPE:ID. For example, user:my-user@example.com.

2. Enable the Policy Remediator Manager API by running the following command:

3. Call the Policy Remediator Manager to enable Policy Remediator for the projects in an

organization, this creates a service agent (/iam/docs/service-agents).

Replace the following:

ORGANIZATION_ID: the Google Cloud organization ID.

ACCESS_TOKEN: use the following command to generate the access token.

PROJECT_ID: the Google Cloud project ID.

Following is an example response, which contains the service agent details:

gcloud services enable policyremediatormanager.googleapis.com

curl -X POST \

"https://policyremediatormanager.googleapis.com/v1alpha/organizations/

--header 'Authorization: Bearer ' \

--header 'X-Goog-User-Project: '

ORGANI

ACCESS_TOKEN edit

PROJECT_ID edit

gcloud auth print-access-token

{

"name": "organizations/ /locations/global/operations/",

"metadata": {

  "@type":

"type.googleapis.com/google.cloud.policyremediatormanager.remediatorservicem

a.OperationMetadata",

   "createTime": "",

ORGANIZATION_ID edit

Save page
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Where ORGANIZATION_ID is the Google Cloud organization ID.

4. In the Google Cloud CLI, run the following command to access the service agent that you

created:

Replace the following:

ORGANIZATION_ID: the Google Cloud organization ID.

ACCESS_TOKEN: use the following command to generate the access token.

PROJECT_ID: the Google Cloud project ID.

You should receive the service agent email in the following format:

   "target": "organizations/ /locations/global/remediatorSe

   "verb": "update",

   "requestedCancellation": false,

   "apiVersion": "v1alpha"

 },

 "done": false

}

ORGANIZATION_ID edit

curl -X GET \

"https://policyremediatormanager.googleapis.com/v1alpha/organizations/

--header 'Authorization: Bearer ' \

--header 'X-Goog-User-Project: '

ORGANI

ACCESS_TOKEN edit

PROJECT_ID edit

gcloud auth print-access-token

{

"name": "organizations/ /locations/global/remediatorService

"state": "ENABLED",

ORGANIZATION_ID edit

Save page
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Where ORGANIZATION_ID is the Google Cloud organization ID.

Assign the service agent role in the Google Admin console

1. Log in to the Google Admin console.

Go to the Google Admin console (https://admin.google.com/ac/devices/list)

2. Go to Account > Admin roles, and then click Create new role.

Enter a name and a description (optional) for the role, and then click Continue.

In Admin console privileges, go to Services > Mobile and Device Management and

select the Manages Devices and Settings permission.

In Admin API privileges, go to Groups, and then select the Read permission.

Click Continue, confirm your entries, and complete creating the role.

Go to Assign Service Accounts and enter the email address of the newly created

service agent (#service-acct-email).

Click Add > Assign Role.

3. In the Google Cloud CLI, run the following commands to grant the Service Agent

(policyremediator.serviceAgent) role to the service agent at the organization level.

This gives the service agent permission to read the Identity and Access Management

and other access policies for your organization.

Replace ORGANIZATION_ID with the Google Cloud organization ID.

"serviceAccountEmail": "service-org- @gcp-sa-v1-remediator.

}

ORGANIZATION_ID edit

gcloud organizations add-iam-policy-binding 'organizations/' \

   --member='serviceAccount:service-org- @gcp-sa-v1-remedia

   --role='roles/policyremediator.serviceAgent'

ORGANIZATION_ID edit

Save page
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Enable Policy Remediator for an IAP resource

You must have a Chrome Enterprise Premium license to use this feature.

1. Go to the Identity-Aware Proxy (IAP) page.

Go to IAP (https://console.cloud.google.com/security/iap)

2. Select a resource, and then click Settings.

3. Go to Remediate access, and then select Generate remediation actions.

Grant the remediator role

To give users permission to remediate denied access to IAP resources, run the following

command in the Google Cloud CLI:

Replace PRINCIPAL with an identifier for the principal, or member, which usually has the

following form: PRINCIPAL_TYPE:ID. For example, user:my-user@example.com.

For additional information, see gcloud iap web add-iam-policy-binding

 (/sdk/gcloud/reference/iap/web/add-iam-policy-binding).

To give users permission to remediate access to IAP resources at a project level, run the

following command in the Google Cloud CLI:

Replace the following:

gcloud iap web add-iam-policy-binding \

    --member=' ' \

    --role='roles/iap.remediatorUser'

PRINCIPAL edit

gcloud projects add-iam-policy-binding  \

    --member  \

    --role roles/iap.remediatorUser

PROJECT_ID edit

PRINCIPAL edit

Save page
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PROJECT_ID: the Google Cloud project ID.

PRINCIPAL: the identifier for the principal, or member, which usually has the following

form: PRINCIPAL_TYPE:ID. For example, user:my-user@example.com.

Remediate with the Help Desk

When end users are denied access, they are redirected to a Chrome Enterprise Premium page

that contains troubleshooting information, including a troubleshooting URL and a remediation

token. If users don't have permission to open the remediation token, they can copy the

remediation token and send it to the Help Desk for additional help.

Policy attributes and associated messages

The following table provides the list of attributes that are supported by the Policy Remediator.

Attribute Default message

ip_address You`re accessing the app from a network

not allowed by your company.

region_code Access this app from a region

allowed by your company.

is_secured_with_screenlock Set a screen password on your device.

Turn off the screen password on your device.

verified_chrome_os Use a device with verified [OS type].

Use a device without verified [OS type].

is_admin_approved_device Use a device approved by your organization administrator.

Use a device not approved by your organization administrator.

is_corp_owned_device Use a device owned by your organization.

Use a device not owned by your organization.

encryption_status Use an encrypted device.

Use an unencrypted device.

Save page
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Attribute Default message

os_type Switch to a [OS type] device.

[OS type] devices cannot access this app.

os_version Update to an OS version that is at least [version].

Downgrade your OS to a version less than [version].

Troubleshooting

The Policy Remediator cannot generate remediations when any of the following occur:

A resource has conflicting policies, such as a user must connect using Windows and

macOS.

The attribute is not supported by the Policy Remediator.

The service agent does not have permission to remediate.

Except as otherwise noted, the content of this page is licensed under the Creative Commons Attribution 4.0 License

 (https://creativecommons.org/licenses/by/4.0/), and code samples are licensed under the Apache 2.0 License

 (https://www.apache.org/licenses/LICENSE-2.0). For details, see the Google Developers Site Policies

 (https://developers.google.com/site-policies). Java is a registered trademark of Oracle and/or its affiliates.

Last updated 2025-01-30 UTC.
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