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(7) ABSTRACT

A fiber optic security sensor cable and system for using the
cable. The cable includes a optical fiber encased in a first
jacket, a power cable encased in a second jacket, and an
overjacket encasing both the first jacket and the second
jacket where the fiber is utilized to securely transmit data
and provide a response to a sensed disturbance to the sensor
cable. The system provides secure data transmission and
power distribution via the sensor cable where one optical
sensing fiber along the path of a data fiber responds to a
sensed disturbance to the sensor cable. The system’s sensor
cable is enabled to detect disturbances at a processing unit
where the sensor cable is either physically routed adjacent to
the processing unit or within the processing unit. The system
can further include more than one processing unit in the
form of auxiliary units such as repeaters, power amplifiers,
power outlets, data routers, and any similar electronic
device. The system can also include a plurality of processing
units which are arranged along the data path, wherein the
sensor cable is physically routed within at least one of the
processing units. The system’s processing units may include
at least one that is a microprocessor based signal processor.
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FIBER OPTIC SECURITY SENSOR AND SYSTEM
WITH INTEGRATED SECURE DATA
TRANSMISSION AND POWER CABLES

BACKGROUND TO THE INVENTION
[0001] 1. Field of Invention

[0002] The present invention relates to a fiber optic sensor
cable and a security sensor system. More particularly, the
present invention relates to a security sensor cable having
both optical sensing fiber, as well as power cables, within a
secure cable jacket.

[0003] 2. Discussion of the Prior Art

[0004] In the field of security sensor systems, outdoor
sensors face challenges not found in indoor security situa-
tions. Environmental conditions, such as temperature
extremes, rain, snow, animals, blowing debris, seismic
effects, terrain and traffic, must all be taken into account.
When functioning under these adverse conditions, the sys-
tem must continue to maintain a high probability of detec-
tion while minimizing false alarms (alarms with unknown
causes) and nuisance alarms (environment-related alarms),
both of which may compromise and reduce the performance
of the security system.

[0005] Fence and wall-associated sensors are above-
ground detection sensors that are attached to an existing
fence or wall. They detect intrusion when an intruder
disturbs the detection field, or when strain or vibration due
to cutting or climbing on a metal fabric fence triggers an
alarm. INTELLIFIBER™ is a fiber-optic based fence-dis-
turbance sensor for outdoor perimeter security applications
from Senstar-Stellar Corp., of Carp, Ontario, Canada. This
prior art fiber optic sensor can detect intruders cutting,
climbing, or lifting fence fabric, and it provides protection
circuitry against electromagnetic interference, radio fre-
quency interference, and lightning. The system includes a
programmable microprocessor that processes signals based
on the changes in optical parameters generated as a result of
disturbances in proximity to the fiber optic sensor cable. The
microprocessor allows the user to calibrate and set operating
parameters for specific zones/environments. Alarm process-
ing optimizes detection and minimizes nuisance alarms from
wind, rain, snow, fog, animals, debris, seismic activity, and
the like.

[0006] There are various applications of INTELLIFI-
BER™ and similar fiber optic based security sensor systems.
For example, one possible application is as an intrusion or
disturbance detection system for communication centers. As
security and disturbance detection systems at communica-
tion centers are crucial and must have a high probability of
detection, certain environmental characteristics specific to
the communication centers require that the system be
uniquely calibrated to optimize detection. Due to the intense
electromagnetic field environment that exists at these com-
munications centers, security systems must also be able to
operate without interference and also must avoid interfering
with the on-site communication equipment. If the distur-
bance detection system were operating near a power station,
similar environmental characteristics would be a consider-
ation.

[0007] FIG. 1, in the Drawings, is a block diagram of a
security sensor system 1 of the prior art. The security sensor
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system 1 includes a first fiber optic sensor cable 2 and a
second fiber optic sensor cable 3. Both cables 2 and 3 are
shown in a loop back configuration. Each cable 2 and 3 is
connected, at both end of the loops, to a first processing unit
4 and a second processing unit 5, respectively. Each of these
processors may be connected to a central processing system
(not shown). As such, each processing unit 4, 5 receives its
power supply independent of the other processing units, and
furthermore data signals are not transmitted between, or
routed through, the processing units 4, 5. The prior art, for
example, does not conceive of a first processing unit 4
providing power to the second processing unit 5 by utilizing
a power cable coupled to both processing units 4 and 5,
where the power cables and sensor cables form a single
cable unit. Rather, in the prior art, the power cables would
be run in parallel with the sensor cables but not coupled to
the sensor cables.

[0008] In addition, a security sensor system must have
intelligent processing means in order to optimize detection
and minimize nuisance alarms, as well as being physically
robust. The security system, and more particularly the fiber
optic sensor cable, must be protected from adverse environ-
mental conditions. Furthermore, the security system requires
power conductor cables to provide power to the signal
generation, detection, and data signal processing at the
processing means of the security system. Accordingly, both
the fiber optic sensor cables and the power conductor cables
require protective layers that do not interfere with the
disturbance detection function.

[0009] The Arroyo patent, U.S. Pat. No. 5,913,003, dis-
closes a composite fiber optic cable having at least one
optical fiber and at least one electrical power cable. Arroyo
teaches that the power cables extend alongside a core
containing the fiber optic cables. Arroyo requires that a
strength jacket surround the core between the power cables
and the fiber optic cables. The power cables and the fiber
optic cables are both protected by an outer jacket. While
Arroyo does teach distribution cables intended for use with
remote terminals and an optical network unit, a security
sensor system is not shown or suggested by Arroyo. Fur-
thermore, Arroyo does not provide a primary jacket and a
secondary jacket for the fiber optic cables and the power
cables respectively.

[0010] The Keller patent, U.S. Pat. No. 6,169,834, dis-
closes a slotted composite cable having a housing which
encases a ribbon slot for optical fibers and a tubular slot for
power cables, such as copper pairs. Keller teaches that the
copper pairs provide central strength to the composite cable
and effectively protect the optical fiber slots. Keller further
teaches a composite cable for the purposes of communicat-
ing data, voice and power signals, however, there is no
discussion of distributed networks or sensor systems. Still
further, the discussion of the Keller prior art does not teach
utilizing the cable composite for the purposes of security
sensor systems.

[0011] The present invention seeks to provide a secure
overjacket structure that is useful in preventing intruder
tampering with the power cables. The present invention
further seeks to provide a secure overjacket structure that
protects both the fiber optic cabling and the power conductor
cables, and ensures secure data transmission within a secu-
rity sensor system. It is further advantageous to have both
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the fiber optic cabling and the power cables within a single
protective jacket to eliminate the installation of both cables
separately.

SUMMARY OF THE INVENTION

[0012] The present invention relates to a security sensor
cable for a security sensor system, the security sensor cable
having both optical sensing fiber, as well as power conductor
cables within a secure cable jacket. By providing power
conductor cables within a common secure cable jacket, the
power conductor cables provide distributed power through-
out the security sensor system along side the optical sensing
fiber. According to the present invention, at least one optical
sensing fiber is located in a primary jacket while the power
conductor cables are located in a secondary jacket. The
primary jacket may further encase fiber optic cables that are
utilized for secure data transmission purposes rather than
sensing purposes. An overjacket is provided to couple both
the primary jacket with the secondary jacket. The overjacket
further provides a protection layer from possible mechanical
or environmental abrasion. A processing unit, attached to the
optical sensing fiber, is provided to monitor the periphery of
the overjacket and sense any tampering, by an intruder, to
the power cables. The processing unit further provides signal
generation, detection, analog-to-digital conversion, micro-
processing means, signal processing, alarm output, and
many other functions.

[0013] Previously in the prior art, the power conductor
cables were located in the ground or mounted on structures
either shared or separate from the sensor cables of the
detection system while running in parallel with the sensor
cables. The present invention is advantageous over the prior
art in that the security sensor system can detect intruders
cutting or tampering with the power conductor cables, as
well as further detecting any other disturbance within prox-
imity of the cabling. The present invention eliminates the
necessity to monitor both the surroundings and the power
cables using separate sensor means. While additional fiber
optic cables may distribute some level of power optically, it
is not practical for security sensor systems over large dis-
tributed networks. In distributed network applications, the
use of power cables enables adequate power to be supplied
throughout. The positioning of power cables, such as copper
cables, within an overjacket enables processing units to
monitor extensive fencing while providing adequate power
distribution and detecting potential intruder tampering.

[0014] In a first aspect, the present invention provides a
fiber optic security sensor cable including at least one optical
sensing fiber encased in a first jacket, the optical sensing
fiber providing detection and optionally secure data trans-
mission; a power cable encased in a second jacket, the power
cable providing power to the fiber sensor processing means;
and an overjacket encasing both the first jacket and the
second jacket; wherein the fiber is utilized to detect distur-
bances to the sensor cable. The sensor cable can include at
least one data transmission cable within the overjacket. The
data transmission cable can be a copper twisted pair, a single
strand copper wire, an optical fiber ribbon cable, a coaxial
cable, or any similar transmission medium. The sensor cable
can be jacketed with an ultraviolet resistant material and can
include more than one power cable within the second jacket.

[0015] In a second aspect, the present invention provides
a security sensor system for providing secure data transmis-
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sion and power distribution, the system including at least
one processing unit having optical signal generation means,
detection means, and signal processing means; and at least
one sensor cable, each sensor cable including an optical fiber
encased in a first jacket, a power cable encased in a second
jacket, the power cable receiving power from a power
supply and delivering it to the processing unit and hence
providing optical power to the optical sensing fiber, and an
overjacket encasing both the first jacket and the second
jacket; a data path formed along at least one sensor cable to
said processing unit; at least one optical sensing fiber is
utilized to detect disturbances to said sensor cable; and at
least one processing unit transmits data signals along said
data path. The system’s sensor cable is also configured to
detect disturbances at the processing unit. The system’s
sensor cable can be either physically routed adjacent to the
processing unit or within the processing unit. The system
can further include more than one sensor cable, processing
unit, or component selected from repeaters, power amplifi-
ers, power outlets, data routers, and any similar electronic
device. The system can also include that the processing units
are arranged along the data path and the sensor cable is
physically connected to or routed within at least one of the
processing units. The system’s processing units may include
at least one that is a microprocessor based signal processor.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] FIG. 1 is a block diagram of a security sensor
system of the prior art;

[0017] FIG. 2 is a schematic diagram of the security
sensor cable according to the present invention;

[0018] FIG. 3 is a block diagram of a security sensor
system having a fiber optic sensor cable according to a first
embodiment of the present invention;

[0019] FIG. 4 is a schematic diagram of a security sensor
cable coupled to a processing unit according to a second
embodiment of the present invention; and

[0020] FIG. 5 is a block diagram of a security sensor
system implemented in a distributed data network according
to a second embodiment of the present invention.

DETAILED DESCRIPTION

[0021] The present invention will now be described with
reference to the drawings.

[0022] Referring now to FIG. 2, a security sensor cable 10
of the present invention is illustrated. The security sensor
cable 10 consists of a primary jacket 20, a secondary jacket
30, and an overjacket 40 in which the primary jacket 20 and
the secondary jacket 30 are positioned collinearly, or coaxi-
ally. The primary jacket contains two fiber optic cables 504,
50b. While only two fiber optic cables 50a, 50b are shown,
the skilled artisan will understand that the fiber optic cables
may be in the form of cabling bundles with multiple indi-
vidual fibers in the primary jacket 20, or fiber optic cable
ribbon, or the like. At least one of the two fiber optic cables
50a, 50b is an optical sensing fiber. For the purposes of this
document, an optical sensing fiber is utilized to generate a
response to a sensed disturbance in proximity of the sensor
cable 10. It should be noted that the optical sensing fiber may
further utilized in transmitting secure data signals, i.e. both
optical sensing signals and secure data signals are multi-
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plexed along a single optical sensing fiber. The secondary
jacket 30 contains power conductor cables 60a, 60b, and an
auxiliary data cable 60c. The overjacket 40 defines a secure
area having a diameter that is wide enough to contain both
the primary jacket 20 and the secondary jacket 30.

[0023] The utilization of a bundled jacket structure, as in
FIG. 2, permits security sensor systems that do not require
separate installation of sensor power and communication.
The cable material chosen may further increase the advan-
tages of utilizing an overjacket 40 according to the present
invention. If the sensor system were intended for under-
ground applications, the overjacket 40 may require a water-
proof layer. Materials, such as polyethylene, polyvinyl chlo-
ride or stainless steel, or any similarly suitable waterproof
layer may be used in the overjacket 40. Depending on the
environment, the diameter of the overjacket 40, and inher-
ently the secure area, may need to be enlarged or reduced.
The coaxial nature of the overjacket requires that its cir-
cumferential thickness vary to accommodate the installation
and environment wear and tear of a particular material and
application. Alternatively, the overjacket 40 may be form fit
around jackets 20, 30 by any method or manner such as, but
not limited to, heat shrinking depending upon the material
used, or may contain tensile or filler members such as
Kevlar™.

[0024] 1t should be mentioned that security sensor cable
10 of the present invention may be buried in the ground.
Accordingly, the security sensor cable 10 would require a
rodent resistant layer along the overjacket 40. It is conceiv-
able that the same security sensor cable may be buried partly
in the ground and partly above ground on a given structure.

[0025] According to one embodiment of the present inven-
tion, the fiber optic cables 504, 50b, may be a standard
commercial fiber optic cables selected for their detection or
data communications properties. The entire security sensor
cable 10, which would include the ultraviolet resistant
overjacket, may be further attached to a fence by means of
ultraviolet resistant cable ties (not shown). One or more of
the fiber optic cables 50a, 50b will communicate optical
signal changes, based on minute flexing of it, when an
attempt is made to cut, climb, or lift fence fabric for
example, or more particularly to disturb the security sensor
cable 10. In this embodiment, the secondary jacket 30, of
FIG. 2, may alternatively enclose solely a plurality of power
conductor cables.

[0026] The combination of both power conductor cables
and auxiliary data cables provide both power and data
transmission respectively along the sensor cable. The pos-
sible use of the secondary jacket 30, and the data cables
therein, provides additional or alternative data transmission
means through the sensor cable 10. As such, the sensor cable
10 may provide multiple functions if implemented in a
security sensor system. For example, the data cable 60c may
provide audio or video detection throughout a security
system while the fiber optic cables 50a, 50b would transmit
data signals.

[0027] FIG. 3 is a block diagram of a security sensor
system 85 having a security sensor cable equivalent to 10, of
FIG. 2, according to a first embodiment of the present
invention. The security sensor system 85 includes a plurality
of security sensor cables 90a, 90b, 90c and 90d, as detailed
in FIG. 2, a main processing unit 110, and three secondary
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processing units 120a, 1205, 120c. The main processing unit
110 is in communication either directly or indirectly with the
secondary processing units. While the main processing unit
receives overall system security data, the secondary pro-
cessing units may be required to perform certain functions in
response to activities in their local sensing cables. Each of
the secondary processing units 120a, 1205, 120c may pro-
cess data signals received from security sensor cables 90a,
90b, 90c and 90d directly coupled to a given processing unit.

[0028] Two of the secondary processing units 120b and
120c are optionally coupled to video surveillance camera
125a and 125b, respectively. Either of the cameras 1254,
125b may be activated by the corresponding processing
units 1205, 120c, or the main processing unit if a disturbance
is detected in proximity of the sensor cables 905, 90c¢, 90d.
As mentioned earlier in FIG. 2, a data cable similar to the
data cable 60c, located in the secondary jacket 30, may be
selected to communicate video data signals in response to
detection of a disturbance by a given processing unit 120q,
120b, 120c¢, or for monitoring purposes.

[0029] Alternatively, various data signals may be multi-
plexed with optical signals along a common optical sensing
fiber forming part of the security sensor cables. The data
signals and the optical signals may be multiplexed along a
single optical sensing fiber based on time division or fre-
quency.

[0030] In FIG. 4, the sensor cable 90d of FIG. 3 is
illustrated, in which the physical connections between the
various fiber optic, power, and data cables 50c, 50d, 60d,
60e, and 60f and a given processing unit 120c are further
detailed, according to the present invention. The fiber optic
cable ends 50c¢, 50d are similar to the two fiber optic cables
50a, 50b of FIG. 2 in that the fiber optic cable ends 50c¢, 504
are encased in a primary jacket 20 outlined in dashed lines.
Also, the power conductor and data cables 60d, 60e, 60f,
illustrated in FIG. 4, are similar to the power conductor and
data cable 60a, 60b, 60c of FIG. 2. The power conductor
cables and the data cables are encased in a secondary jacket
30 outlined in dashed lines. In FIG. 4, the power conductor
cables 60d, 60e are connected to the processing unit 120c,
whereas the data cable 60f is terminated elsewhere. While
the data cable 60f may be further connected to the processing
unit 120c, it is not required Both the primary jacket 20 and
the secondary jacket 30 are further encased in an overjacket
40 similar to that of FIG. 2. The fiber optic cable ends 50c,
50d are connected in a loop back 50e, as outlined by the
dashed box. While some fiber optic cables may be connected
on either end to independent processing units, the loop back
50¢ illustrates that detection may be provided through use of
a single fiber optic cable strand, comprised of fiber optic
cable ends 50c, 50d and a loop back 50e linked solely to a
single processing unit 120c. By utilizing the loop back
arrangement 50e within the primary jacket 20, the security
sensor system 85 of FIG. 3 may monitor certain areas with
a single processing unit 120c and sensor cable 90d. As
shown in FIG. 3, the loop back arrangement 50e of the
sensor cable 90d protects the end line/zone of the security
system. Accordingly, an additional processing unit, attached
to the other end of sensor cable 904, would not be required.

[0031] At the processing unit 120c, one fiber optic cable
end 50c is attached to an optical light source (not shown),
such as a laser diode, and the other fiber optic cable end 504
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is attached to a light source detection means (not shown).
The light source detection means converts an optical signal,
detected by the light source detection means, to a voltage
value. This voltage value is then processed by a microcon-
troller within the processing unit 120c. Within a given
security system, the voltage values may either be processed
at the corresponding processing unit or transmitted along the
data transmission cables for further processing at a main
processing unit.

[0032] FIG. 5 is a block diagram of a security sensor
system 85, of FIG. 3, within distributed data network 100
according to a second embodiment of the present invention.
The distributed data network 100 is an example of one
implementation of the security sensor cable 10 of FIG. 2. In
FIG. 5, the security sensor cable 10 is shown in the form of
a plurality of security sensor cables 90a, 90b, 90c, 904, 90¢,
90f, and 90g, hereinafter termed security sensor data paths.
Although the security sensor cables 90c, 90d, 90¢e, 90f, and
90g, are illustrated as separate security sensor cables they
may be formed of a single security cable. To further clarify,
the security sensor cables 90a, 90b, 90c, 904, 90¢, 90f, and
90g may be placed along the periphery of, or within, the
various units 120a, 120b, 120c¢, 120d, 1304, and 1305. It is
not necessary to break the security sensor cable at each unit
120a, 1206, 120c, 1204, 1304, and 130b in the data network
100. Only a few fiber optic cables, for data or sensing
purposes, along with power conductor cables, are required
from the sensor cable to sense disturbances or provide power
to a particular unit. Accordingly, the necessary cables may
be removed from the sensor cable at a particular unit without
forming a break in the sensor cable. Hereinafter, the plurality
of security sensor cables 90a, 905, 90c, 90d, 90e, 90f, and
90g are termed security sensor data paths.

[0033] While it is discussed herein below that the security
sensor cable 10 is utilized to securely transmit signals and
generate a response to a sensed disturbance, it should be
understood what is meant is that flexing, breaking, or any
sort of physical movement to the sensor cable 10 results in
a distortion of the signal within at least one of the fiber optic
sensor cables 50a, 505 and it is such distortion that is sensed
and can be used to generate a signal that can be processed
to indicate a security breach. This generated signal can be
analyzed to detect patterns such as climbing of a fence
protected by the invention while ignoring patterns such as
rain falling upon the fence. It should be understood that one
skilled in the art of signal processing would be able to
program the main processing unit for differentiating patterns
within the intended scope of the present invention.

[0034] The distributed data network 100 consists of a main
processing unit 110 and four secondary processing units
120a, 1205, 120c, 120d. The data network 100 also includes
a plurality of auxiliary units 1302 and 130b. Along the
security sensor data paths 90a, 905, 90c, 904, 90¢, 90f, 90g,
the secondary processing units 120a, 1205, 120c¢, 1204
detect breaks, intruders, tampering, or any other activity
which would jeopardize the security of the auxiliary units
130a, 130b. According to the present invention, the auxiliary
units 1304, 1305 may be, for example, repeaters to boost
sensing signals within the data network, power amplifiers,
power outlets, data routers, or other electronic components.
Furthermore, it is not necessary that the auxiliary units 130a,
130b, 130c, 130d be identical to one another.
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[0035] In an alternative embodiment, the secondary pro-
cessing units 120a, 1205, 120c, 120d may have auxiliary
functions, in addition to data processing, such as data
routing or data switching. For example, a data router would
be capable of performing certain additional processing func-
tions, such as data compression, on the data prior to trans-
mission main processing unit 110. The processing units
distributed within the data network 100 may further receive
and/or process the optical data signals from the sensor. The
failure of one processing unit does not affect the optical data
signal processing of the other processing unit within the data
network 100. This can be accomplished by routing the
sensor data paths 90a, 90b, 90c¢, 904, 90¢, 90f, 90g, adjacent
to each auxiliary unit 130a, 130b rather than physically
through each auxiliary unit 130a, 1305 such that each sensor
data path 90a, 90b, 90c, 904, 90e, 90f, 90g is electronically
independent from the auxiliary units 130a, 1305.

[0036] The data network 100 is capable of supporting dual
redundant data paths. Dual redundant data paths allow
network communications to continue in the event that either
of the data paths fails. In FIG. 5, a redundant data path 90j
is located in the data network 100 to provide an alternate
data path from the secondary processing unit or in combi-
nation with at least one of the data paths 905, 90c, 90d, 90e,
90f, 90g. In the event of a sensor cable being cut or damaged,
and as such a data path is compromised, using additional
sensor cable along a given data path may repair the sensor
cable. The sensor cable would be similar to the sensor cable
10 of FIG. 2.

[0037] Within the data network 100, data signals from the
security sensor cables may be received at a main processing
unit via one or more of the security data paths 90b, 90c, 90d,
90e, 90f, and 90g. The data network 100 may also deliver
test, maintenance, control and alarm response signals
through use of the auxiliary data cables that form part of the
security sensor cables. The main processing unit 110, as well
as the secondary processing units 120a, 1205, 120c, 1204
may process this type of data. Units, for processing 120a,
120b, 120c¢, 120d, or otherwise 130a, 1305, located through-
out the data network 100, are protected by placing the
security sensor cables through the given unit. Such sensor
cable installations not only protect against cable tampering
but also against tampering with the essential system units.

[0038] For example, the security system may function as
an electronic perimeter intrusion detector. Accordingly, the
security sensor system would be used in conjunction with
fences to protect the perimeter of a site. The security sensor
system would consist of a security sensor cable 10 as in FIG.
2, and a microprocessor based signal processor. In this case,
the system would be capable of monitoring different styles
of metal fabric fencing such as chain-link, expanded-metal
or welded-mesh fence. The security sensor system would
detect intruders by processing optical signals modified by
the minute flexing of the fiber optic sensor cable, caused by
attempting to cut, climb, or raise the fence fabric. The fiber
optic sensor cable may also be buried in the ground or in a
wall to detect vibration or tampering (e.g. cut through a wall,
building ceiling etc.). As stated previously, the fiber optic
sensor cables detect optical signal changes, based on minute
flexing of any one of the fiber optic sensor cables, when an
attempt is made to cut, climb, or lift the fence fabric, or more
particularly to disturb the security sensor cable.
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[0039] The signal processing means within a particular
processing unit of the sensor security system utilizes the
optical signals generated in response to a sensed disturbance
to the fiber optic sensor cable. The signal processing means
further analyses the data signals that are in response to
minute vibrations in the fabric of the fence. Through utili-
zation of adaptive algorithms, ambient signal compensation
and selectable common-mode rejection, the system discrimi-
nates between actual disturbances and false nuisance alarms,
without lowering the probability of detection. For instance,
a cut intrusion and a climb intrusion would be distinguished
by the signal processing means. Furthermore, the signal
processing means may have independent adjustments and
thresholds for each type of intrusion and detection, and may
have the capability to completely mask or cut alarms. These
digital signal-processing techniques may be employed in
adaptive algorithms to enable the system to adapt to specific
fence types and various environmental conditions.

[0040] The security sensor system is also capable of
creating site-specific maps and databases that include the
equipment and features of individual sites and security
systems. Based on the requirements of each individual site,
the security sensor may be customized to provide any
number of security sensor data paths, redundant or critical,
to form a data network.

[0041] A person understanding the above-described inven-
tion may now conceive of alternative designs, using the
principles described herein. All such designs that fall within
the scope of the claims appended hereto are considered to be
part of the present invention.

What is claimed is:

1. A fiber optic security sensor cable forming part of a
fiber optic security sensor system comprising:

at least one optical sensing fiber encased in a first jacket,
said fiber providing detection of intrusion;

a power cable encased in a second jacket, said power
cable providing power to said fiber optic security
sensor system, and

an overjacket encasing both said first jacket and said
second jacket;

wherein said at least one optical sensing fiber is utilized
to generate a response to a sensed disturbance to said
sensor cable.

2. A fiber security sensor cable as claimed in claim 1,
further including at least one data transmission cable within
said primary jacket

3. A fiber security sensor cable as claimed in claim 2,
wherein said at least one data transmission cable is selected
from the group consisting of fiber optic cable, fiber optic
cable ribbon, and fiber optic cable bundles.

4. The sensor cable as claimed in claim 1, further includ-
ing more than one said power cable within said second
jacket.

5. The sensor cable as claimed in claim 1, further includ-
ing at least one data transmission cable within said second
jacket.

6. The sensor cable as claimed in claim 5, wherein said at
least one data transmission cable is selected from the group
consisting of copper coaxial cable, copper twisted pairs,
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single strand copper wire, fiber optic cable, fiber optic
ribbon cable, multi-conductor copper cable, and fiber optic
cable bundles

7. The sensor cable as claimed in claim 1, wherein said
overjacket is formed from an ultraviolet resistant material.

8. A security sensor system for providing secure data
transmission and power distribution, said system compris-
ing:

at least one processing unit having data signal processing
means; and

at least one sensor cable, each said sensor cable including
at least one optical sensing fiber encased in a first
jacket, a power cable encased in a second jacket, said
power cable receiving power from a power supply
means and providing power to said processing unit, and
an overjacket encasing both said first jacket and said
second jacket; and

a data path formed along said at least one sensor cable to
said processing unit;

wherein said at least one optical sensing fiber is utilized
to generate an optical signal in response to a sensed
disturbance to said sensor cable.
9. A security sensor system for providing secure data
transmission and power distribution, said system compris-
ing:

at least one processing unit having data signal processing
means; and

at least one sensor cable, each said sensor cable including
at least one optical sensing fiber encased in a first
jacket, a power cable encased in a second jacket, said
power cable receiving power from a power supply
means and providing power to said processing unit, and
an overjacket encasing both said first jacket and said
second jacket; and

a data path formed along said at least one sensor cable to
said processing unit;

wherein said at least one optical sensing fiber is utilized
to generate an optical signal in response to a sensed
disturbance to said sensor cable; and

wherein said at least one processing unit transmit data

signals along said data path.

10. The system as claimed in claim 9, wherein said data
path is a data transmission cable selected from the group
consisting of copper coaxial cable, copper twisted pairs,
single strand copper wire, fiber optic cable, fiber optic
ribbon cable, multi-conductor copper cable, and fiber optic
cable bundles.

11. The system as claimed in claim 9, wherein said data
signals are multiplexed with said optical signal along said at
least one optical sensing fiber.

12. The system as claimed in claim 8 and 9, wherein said
sensor cable is enabled to detect disturbances at said pro-
cessing unit.

13. The system as claimed in claim 12, wherein said
sensor cable is physically routed adjacent to said processing
unit.

14. The system as claimed in claim 12, wherein said
sensor cable is physically routed within said processing unit.

15. The system as claimed in claim 12, further including
more than one said processing unit.
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16. The system as claimed in claim 14, wherein said
processing units are arranged along said data path and said
sensor cable is physically routed within at least one of said
processing units.

17. The system as claimed in claim 15, wherein at least
one of said processing units is a microprocessor based signal
Processor.

18. The system as claimed in claim 16, wherein at least
one of said processing units is a microprocessor based signal
Processor.

19. The system as claimed in claim 17, wherein at least
one of said processing units is an auxiliary unit selected from
the group consisting of signal repeaters, power amplifiers,
power outlets, splitters, transponders, and data routers.

20. The system as claimed in claim 18, wherein at least
one of said processing units is an auxiliary unit selected from
the group consisting of signal repeaters, power amplifiers,
power outlets, splitters, transponders, and data routers.

21. A security sensor system for providing detection and
power distribution, said system comprising:

at least two processing units; and

at least one sensor cable forming a detection data path
between said at least two processing units, each of said
at least one sensor cable including at least one optical
sensing fiber and a power cable encased in an over-
jacket; and

wherein said at least one optical sensing fiber is utilized
to generate an optical signal in response to a sensed
disturbance to said sensor cable.
22. A security sensor system for providing detection and
power distribution, said system comprising:

at least two processing units; and

at least one sensor cable forming a detection data path
between said at least two processing units, each of said
at least one sensor cable including at least one optical
sensing fiber and a power cable encased in an over-
jacket; and
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a secure data path formed along said at least one sensor
cable;

wherein said at least one optical sensing fiber is utilized
to generate an optical signal in response to a sensed
disturbance to said sensor cable.

23. A security sensor system as in claim 22, wherein said
secure data path is a data transmission cable is selected from
the group consisting of copper coaxial cable, copper twisted
pairs, single strand copper wire, fiber optic cable, fiber optic
ribbon cable, multi-conductor copper cable, and fiber optic
cable bundles.

24. A security sensor system for providing secure data
transmission and power distribution, said system compris-
ing:

at least two processing units; and

at least one sensor cable forming a detection data path
between said at least two processing units, each of said
at least one sensor cable including at least one optical
sensing fiber and a power cable encased in an over-
jacket; and

a secure data path formed along said at least one sensor
cable between said at least two processing units;

wherein said at least one optical sensing fiber is utilized
to generate an optical signal in response to a sensed
disturbance to said sensor cable; and

wherein said at least two processing units securely trans-

mit data signals along said secure data path.

25. A security sensor system as in claim 24, wherein said
secure data path is a data transmission cable is selected from
the group consisting of copper coaxial cable, copper twisted
pairs, single strand copper wire, fiber optic cable, fiber optic
ribbon cable, multi-conductor copper cable, and fiber optic
cable bundles.
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