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PTO/AIA/15 (10-17)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number.

UTILITY Attorney Docket No. 190072

PATENT APPL'CATION First Named Inventor Joseph L. Vilella
TRANSMITTAL Title Mutually secure optical data ...

Priority Mail Express® . .
\ (Only for new nonprovisional applications under 37 CFR 1.53(b)) Label xo_ P Filed via EFS-Web /
Appk|_|CAT|QN ELEMENTS Commissioner for Patents
See MPEP chapter 600 concerning utility patent application contents. ADDRESS TO: P.O. Box 1450
Alexandria, VA 22313-1450
1.[_] ree Transmittal Form ACCOMPANYING APPLICATION PAPERS

{PTO/SB/17 or equivalent)
2. Applicant asserts small entity status. 10. D Assignment Papers

See 37 CFR1.27 (cover sheet & document(s}))
Name of Assignee

3. D Applicant certifies micro entity status. See 37 CFR 1.29.
Applicant must attach form PTO/SB/15A or B or equivalent.

4. Specification {Total Pages 16 1|1
Both the claims and abstract must start on a new page.
(See MPEP § 608.01(a) for information on the preferred arrangement) 12

s.[7] Drawing(s) (35US.C.113)  [Total sheets © ]

6. Inventor’s Oath or Declaration [Total Pages 1 . 1] 13
{including substitute statements under 37 CFR 1.64 and assignments
serving as an oath or declaration under 37 CFR 1.63(e))

a. Newly executed (original or copy) 14
b. D A copy from a prior application (37 CFR 1.63(d}))

37 CFR 3.73(c) Statement Power of Attorney

{when there is an assignee)

English Translation Document
{if applicable)

Information Disclosure Statement
(PTO/SB/08 or PTO-1449)

D Copies of citations attached
Preliminary Amendment

O00Q0 OO0

15. Return Receipt Postcard
7. Application Data Sheet  * See note below. (MPEP § 503) (Should be specifically itemized)
See 37 CFR 1.76 (PTO/AIA/14 or equivalent) 16 Certified Copy of Priority Document(s)
8. CD-ROM or CD-R (if foreign priority is claimed)
in.duplicate, large table, or Computer Program (Appendix) 17 Nonpublication Request

[] vandscape Table on cD Under 35 U.5.C. 122(b)(2)(B)(). Applicant must attach form PTO/SB/35
or equivalent.

9. Nucleotide and/or Amino Acid Sequence Submission ! . .
Other: Request for First Action Interview

(if applicable, items a. —c. are required) 18.

a. D Computer Readable Form (CRF)

b. D Specification Sequence Listing on:
i. D CD-ROM or CD-R {2 copies); or
ii‘D Paper .

C D Statements verifying identity of above copies

[+]

Certification and Request for Priaritized Examination

*Note: (1) Benefit claims under 37 CFR 1.78 and foreign priority claims under 1.55 must be included in an Application Data Sheet (ADS).
(2) For applications filed under 35 U.S.C. 111, the application must contain an ADS specifying the applicant if the applicant is an
assignee, person to whom the inventor is under an obligation to assign, or person who otherwise shows sufficient proprietary
interest in the matter. See 37 CFR 1.46(b).

19. CORRESPONDENCE ADDRESS

The address associated with Customer Number: 24243 OR I:] Correspondence address below
Name
Address
City State Zip Code
Country Telephone Email
N N
signature | /John Buchaca/ Date 2019-10-11
Name Registration No.
print/yoe) | JONN D. Buchaca (Attorney/Agent) | 37289 )

This coliection of information is required by 37 CFR 1.53{b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commaerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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PTO/AIA/14 (02-18)
Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 190072

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Mutually secure optical data network and method

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

R
Inventor (1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
| [ posern L Vilella | [
Residence Information (Select One) e US Residency Non US Residency Active US Military Service

City | San Diego State/Province | [CA | Country of Residencd | S

Mailing Address of Inventor:

Address 1 Bpada Innovations, Inc.

Address 2 M660 La Jolla Village Dr., Suite 500

City ‘ ISan Diego | State/Province | ICA
Postal Code | ’92122 ‘ Country i ‘ |US

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[] An Address is being provided for the correspondence Information of this application.

Customer Number 04243

Email Address ochn@charmasson.com | AddEmail | |Remove Email

Application Information:

Title of the Invention utually secure opfical data network and method
Attorney Docket Number| (190072 Small Entity Status Claimed [X]

Application Type Nonprovisional v

Subject Matter tility -

Total Number of Drawing Sheets (if any) 6 Suggested Figure for Publication (if any)

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 190072

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Mutually secure optical data network and method

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this

reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). .
1-

Application number of the previously Filing date {YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:

[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. | hereby request that the attached application not be published under

] 35 U.5.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: e Customer Number US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number DA243

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386{c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

[Continuation of 16431602 P019-06-04

4

EFS Web 2.2.13
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

180072

Application Number

Title of Invention

Mutually secure optical data network and method

Prior Application Status lt\bandoned - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

16431602

[Continuation in part of

4

15351315

016-11-14

Prior Application Status | [Abandoned -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

15351315

[Continuation in part of

-] 14419092

P015-02-02

Prior Application Status | [Expired - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
14419092 B 371 of international ~j PCT/US2013/053389 013-08-02
Prior Application Status | [Expired -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
PCT/US2013/053389 Claims benefit of provisional |~] 61678977 2012-08-02
Additional Domestic Benefit/National Stage Data may be generated within this form Aad

by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this informaticon in the application data sheet
constitutes the claim for priority as required by 35 U.8.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Application Number

Countryi

Filing Date (YYYY-MM-DD)

Remove

Access Codé (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the

Add button.

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition

Applications

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 190072

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Mutually secure optical data network and method

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

EFS Web 2.2.13

Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142
Page 6 of 235



PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

o Attorney Docket Number | 190072
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Mutually secure optical data network and method

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below)} and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’'s Republic of
China (SIPO), the World Intellectual Property Organization (WIPQ), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

().

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 {opt-out of authorization} is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 190072

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention | Mutually secure optical data network and method

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant {1

If the applicant is the inventor {or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

Assignee Legal Representative under 35US.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

-

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. ]

Prefix Given Name Middle Name Family Name Suffix

] | -

Mailing Address Information For Applicant:

Address 1

Address 2

City State/Province
Countnf ‘ Postal Code
Phone Number Fax Number
Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 190072

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Mutually secure optical data network and method

Assignee |1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information™ section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. ]
Prefix Given Name Middle Name Family Name Suffix

] | ]

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City I State/Province
Countryi I Postal Code
Phone Number ‘ Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by

selecting the Add button. Add

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity {e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or ohe or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature [/John Buchaca/ Date (YYYY-MM-DD)| [2019-10-11
First Name )John Last Name | Puchaca Registration Number 7289
Additional Signature may be generated within this form by selecting the Add button. Add

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 190072

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention | Mutually secure optical data network and method

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the US.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of informaticn shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

6.  Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8.  Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an applicaticn cpen to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potenitial violation of law or regulation.
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PTOJ/AIA/01 (06-12)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Title of | Mutually secure optical data network and method
Invention

As the below named inventor, I'hereby declare that:

This declaration ot
is directed to: [i] The attached application, or

D United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
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Mutually secure optical data network and method

Prior Application

This is a continuation of copending US Patent Application Serial No. 16431602, filed
2019-06-04, which is a continuation-in-part of US Patent Application Serial No. 15351315, filed
2016-11-14, which is a continuation-in-part of US Patent Application Serial No. 14419092, filed
2015-02-02, which is a 371 of International Application Serial No. PCT/US2013/053389, filed
2013-08-02, which claims the benefit of U.S. Provisional Patent Application Serial No.
61678977, filed 2012-08-02 all of which are incorporated herein by reference.

Field of the Invention

The instant invention relates to computer networks and more particularly to optical data

network traffic routing to multiple users in a local area.

Background

Nowadays a wide variety of entities are moving towards the use of Passive Optical
Networks (“PON”) and benefit from the interconnectivity provided by local and wide area
networks, and connection to the Internet. Many entities depending on their purpose have many
types of devices connected to the network including personal computers, wireless controllers,
application servers, printers, scanners, ambient control systems, security cameras and sensors,
phone systems, gaming consoles and television sets. The digital signals carried by the PON
include converged voice, data and video signal content traffic.

Many individual and business users send and receive digital information which is
intended to remain private and can be confidential to the individual users. Such users can be
businesses located in the same office building as co-tenants, guests located in a hotel, users
located in a commercial, local, state, federal or similar entity, subscribers in a residential entity
such as owners or tenants. In the past, reasonable privacy and security can be accomplished by
each user connecting directly to a secure service provider carrier using a dedicated headend
located in the entity space including a modem, workgroup switches and routing equipment.
This equipment typically requires its own cooling equipment. Often the connection throughout
the local network and to the carrier is through copper wiring which, due to its electrical

resistance, can generate additional heat requiring cooling. All this equipment and cooling
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capability is often multiplied by the number of individual tenants in a building, leading to high
power consumption.

A typical limiting factor using copper wiring for digital connection lines is bandwidth.
Thus, a particular business tenant may elect to upgrade its individual local network and its
connection to the carrier using high bandwidth equipment. Increasing the bandwidth often
requires additional copper wiring, and more air conditioning.

With the development of optical fiber technology, photonic networks which are typically
referred to a Passive Optical Networks can deliver significantly higher bandwidth and lower
power consumption. This need for increased speed and sustainability by reduced power
consumption has promoted the accelerated adoption of PON in most commercial and residential
sectors.

The higher available bandwidth has led to network designs where one or more PON
interface routers can distribute data streams to a multiplicity of users through an Optical Line
Terminal (“OLT”). Further, this can eliminate the need for a dedicated router for each user.
Unfortunately however, this creates an increased cyber-security risk for all those users
connected to the PON interface routers since the global routing table can be surreptitiously
accessed by a nefarious user, or some cyber-entity mimicking a user on the PON.

The instant invention results from efforts to provide an improved passive optical

networking system that addresses one or more of the above problems.

Summary

The primary and secondary objects of the invention are to provide an improved optical
networking system. These and other objects are achieved by providing an optical network
interface router including at least one virtual routing table for each of a plurality of optical
network units to which the interface router is connected.

In some embodiments there is provided a multi-user optical data network apparatus
comprises: a plurality of network service carrier lines connected to a passive optical network
interface router; at least one uplink connecting said interface router to an optical line terminal;
said optical line terminal being connected to a number of passive optical network feeds for
carrying a common data feed to a plurality of optical network units each supporting at least one
of a plurality of private user devices; said interface router being configured to have at least one

virtual routing table for each one of said plurality of optical network units; and, wherein each of
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said optical network units is adapted to extract data packets intended for a supported one of said
devices.

In some embodiments said interface router is a premise router.

In some embodiments said interface router is further configured to have a routing table
routine generating said at least one virtual routing table for each one of said plurality of optical
network units.

In some embodiments each of said optical network units provides service to a separate
number of private users.

In some embodiments said uplink carries data including digitized voice and video data.

In some embodiments there is provided a multi-user optical data network apparatus
comprises: a plurality of network service carrier lines connected to a plurality of passive optical
network interface routers; a plurality of uplinks connecting said interface routers to an optical
line terminal; said optical line terminal being connected to a number of passive optical network
feeds for carrying a common data feed to a plurality of optical network units each supporting at
least one of a plurality of private user devices; wherein each of said interface routers is
configured to have at least one virtual routing table for each one of said plurality of optical
network units to which said each of said interface routers is connected; and, wherein each of
said optical network units is adapted to extract data packets intended for a supported one of said
devices.

In some embodiments there is provided a digital data network communication method
comprises: accepting a plurality of private data streams into a passive optical network interface
router serving a plurality of private users through a plurality of optical network units;
aggregating said private data streams into a combined data feed; routing said data feed to at least
two of said plurality of optical network units; extracting from said data feed a first one of said
private data streams; wherein said routing comprises: generating an independently unique
virtual routing table for each of said plurality of optical network units; tagging ethernet frames
intended for a first one of said plurality of optical network units according to entries in a first
one of said virtual routing tables associated with a first one of said optical network units;
distributing said tagged ethernet frames according to said first one of said virtual routing tables.

In some embodiments said distributing comprises associating destinations listed in said
first one of said virtual routing tables with said first one of said optical network units.

In some embodiments each of said optical network units provides service to a separate

number of private users.
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In some embodiments said accepting comprises: interfacing a plurality of service
provider data lines through a single headend.

In some embodiments said interfacing comprises: utilizing at least one premise router
and a radio frequency video converter; and, feeding an output of said at least one premise router
through an optical line terminal.

In some embodiments said interfacing further comprises: feeding an output of said
converter through said optical line terminal.

In some embodiments said aggregating comprises using an enterprise aggregating
switch.

The text of the original claims is incorporated herein by reference as describing features

in some embodiments.

Brief Description of the Drawings

Fig. 1 is a functional block diagram of several data service providers supplying multi-
tenant building through a single headend according to an exemplary embodiment of the
invention.

Fig. 2 is a functional block diagram of main point of entry room for the data network
servicing a multi-tenant building according to an exemplary embodiment of the invention.

Fig. 3 is a functional block diagram for a premise router according to an exemplary
embodiment of the invention.

Fig. 4 is a functional block diagram of an optical line terminal servicing multiple tenant
users with a common data feed according to an exemplary embodiment of the invention.

Fig. 5 is a functional block diagram of an optical line terminal aggregating data and
video streams into a common optical data feed according to an exemplary embodiment of the
invention.

Fig. 6 is a functional block diagram of an optical network unit interfacing a tenant
private network with a common optical data feed according to an exemplary embodiment of the

invention.

Description of the Exemplary Embodiments

Referring now to the drawing, there is illustrated in Figs. 1 - 6 the components of a
system 1 used to provide a mutually secure, shared Local Area Network (“LAN”)

implementation which can supply a multi-tenant site such as an office building 100 with
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converged voice, data and video signal content traffic at gigabit speeds to a plurality of mutually
secure end point users such as building tenants having multiple end user devices such as
computers, access points and wireless controllers, application servers and printers, and
television sets.

As shown in Figure 1, a single building 100 can have multiple tenants 102, 104, 106
such as individual companies, each potentially having multiple digital network devices. The
system offers each tenant the ability to specify and use their own private address space even if
the data feed overlaps with neighboring tenant on the same network, and the transmission of
converged content traffic over the shared infrastructure while maintaining the separation and
security of the individual tenant content traffic.

The system relies upon a collection of standards-based technologies that are designed
and implemented to provide a point-to-multipoint networking through a single aggregation
switch that is capable of providing thousands of IP voice, data, and video connection ports.

In a basic configuration, the aggregate downstream rate can be 2.5 Gbps, while the
upstream rate can be 1.25 Gbps. Each of the connections can be adapted to support
high-bandwidth multimedia applications on a single optical fiber over a distance of 20km or
more. Telecommunications service traffic that includes Internet, public switched telephone
networks, and broadcast/cable television 108, 110, 112 for the building are provided by one or
more commercial carriers 114, 116, 118. The telecommunications services carrier lines
120,122,124 enter the building 100 at a Main Point Of Entry (MPOE) room 126 and terminate
into headend equipment 128. From the headend equipment, the voice, video and data content
traffic can distributed to each of the tenants 102, 104, 106 over data feeds carried by fiber optic
cabling 130, 132, 134.

As shown in Figure 2, the secure, shared multi-tenant LAN architecture can include a
Passive Optical Network (“PON”) interface router, which for clarity in this embodiment is a
single premise router 140, an aggregation switch referred to as an Optical Line Terminal (OLT)
146, a plurality of end user terminal devices such as computers, telephones and televisions
located within the physically separate tenant 102, 104, 106 spaces, and an optical distribution
network that consists of splitters and fiber cabling infrastructure. It shall be understood that a
plural number of interface routers such as premise routers can be used.

The headend equipment 128 receives the plurality of telecommunications service carrier
lines 120,122,124 from the separate carrier providers 114, 116, 118. An RF-based video signal

can be supplied by one or more of the carriers to the headend equipment via a broadband coaxial

Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142
Page 21 of 235



-6-

cable 130. The interface to the carrier lines within the headend equipment is the premise router
140.

The premise router 140 can be configured with Virtual Routing and Forwarding (VRF)
as described in RFC 4381 and RFC 4382, and utilizes Virtual Local Area Network (VLAN)
tagging to separate and manage the distribution of the voice, video and data content traffic to
each of the users. The VLAN-tagged voice, video, and data content traffic is connected to the
Optical Line Terminal (OLT) 146 through an uplink 142 that provides primary communication.
Optionally, a secondary uplink 144 may be employed as a backup communication path.

The OLT 146 can be powered by dual 48 VDC power feeds 148, 150 from rectifier
modules 152, 154 that are attached to separate AC Mains 156, 158 through an uninterruptible
power supply 160. The OLT has a minimum of eight optical ports, but can have well over fifty
such ports. Each port delivers a beam of light that contains the aggregated data for a
multiplicity of users. The aggregated data may or may not be encrypted based on the type of
PON.

The OLT 146 takes the VLAN-tagged voice, video, and data content traffic 142, 144 and
processes each of the ethernet frames by first optionally encrypting them, then converting them
into light, and outputting them as a photonic broadcast stream to the appropriate initial passive
optical network feeds 162, 164, 166, 168, 170 that connects to an optical distribution patch panel
172. The optical distribution patch panel 172 is used to provide the ability for cross-connecting
the initial feeds 162, 164, 166, 168, 170 to the distribution feeds 174, 176, 178, 180 that traverse
the distance to the remotely located tenants 102, 104, 106. A tenant 106 requiring larger
bandwidth can accept multiple distribution feeds 178, 180.

In the case where a carrier provider 114 supplies an RF-based video signal 130, the
headend equipment 128 receives the RF-based video signal and converts it into light by
processing the electrical analog signal and using it to modulate a laser which outputs the
equivalent video photonic stream. This new video photonic stream is then combined with an
initial feed 162 which results in a modified initial feed 164 that contains a photonic broadcast
stream that contains the voice, video and data content traffic that is then fed into the optical
distribution patch panel 172. Of course in some instances the initial feed can contain digitized
voice, video and data in which case no bypass of the OLT is necessary.

As shown in Figure 3, the premise router 140 can be the interface to each of the
commercial carrier providers 114, 116,118 through either a packet-switched or a leased-line

Wide Area Network (WAN) interface in order to utilize the telecommunications services
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provided over carrier lines 120,122,124, Logical circuits can make connections between the
premise router 140 and carrier providers 114, 116, 118, utilizing a shared-bandwidth connection
that may be shared with other carrier customers and could potentially affect quality of service
and bandwidth availability. The leased-line connection provides a direct interface access to the
carrier and eliminates the possibility of being affected by other carrier customers. The premise
router 140 can be configured to run a routing table routine 412 that accesses the virtual routing
table instantiations to create virtual routing tables 420, 422, 424, 426 for each Optical Network
Unit (ONU) serving a tenant. This configuration provides for creation of multiple routing
tables, one for each ONU, within the single premise router 140. This capability supports the
overlapping of IP addresses for any of the tenants because the routing instances are independent.
In this way, data traffic intended for one tenant is automatically isolated from traffic intended
for other tenants. Furthermore, queries emanating from one tenant are identified so that one
tenant cannot mimic the identity of another. In other words, unique routing for each tenant
effectively isolates its traffic from other tenants, vastly improving the networks defense against
cyber-attack.

Thus, the premise router processor 410 gets and puts the tenant-specific routing
information through the routing table routine 412 into the appropriate virtual routing tables 420,
422424, 426. The updated virtual routing tables are used to uniquely VLAN-tag the voice,
video, and data content traffic that is sent and received through the uplinks 142, to the OLT 146.

In this way, the overlapping IP address on a single PON infrastructure allows each tenant
connected to the infrastructure to transmit and receive information to any of the carriers. Thus
all the tenants in a building can simply connect to the PON infrastructure without the need for
their own dedicated headend.

A configuration file loaded into the premise router contains the commands to implement
the virtual routing tables for each of the ONUs providing service to the tenant users. By way of
example, the following pseudo-code implements independent virual routing tables for two
ONUs serving two users, namely “Tenant A” and “Tenant B”. Comment lines begin with an

exclamation point (“!”):

1--- Begin gateway configuration and programming
1--- Configure gateway identity

1--- Establish express forwarding to optimize network performance and
scalability
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1--- For each tenant (1..n) Do

I--- Instantiate virtual route table for the Tenant

1--- Enable VPN (Virtual Private Network) for the Tenant

1--- Establish routing and forwarding for the virtual routing table

1--- Creates lists of import and export route-target extended communities
1---End Do

1--- Set IP (Internet Protocol) address, netmask and enable 1S-IS routing

1--- For each tenant (1..n) Do

1--- Establish loopback identifier for the Tenant

1--- Enable VRF (Virtual Routing and Forwarding) for the Tenant

1--- Associate the VRF instance with an interface or sub-interface.

1--- Loopbacks use the same IP address because they belong to different
Tenant VRF's

1--- Broadcast to all hosts on the subnet

1---End Do

1--- Define and configure the gateway ingress interface
1--- Set bandwidth

1--- Config IP address and netmask

1--- Enable MPLS (MultiProtocol Label Switching)

1--- Enables logging of BGP (Border Gateway Protocol) neighbor resets.

1--- Adds an entry to the BGP or multiprotocol BGP neighbor table

1--- Enables BGP sessions to use a specific operational interface for TCP
(Transmission Control Protocol) connections

1--- Enter address family configuration mode
1--- Sends the community attribute to a BGP neighbor

1--- For each tenant (1..n) Do
1--- Set the address family for the tenant
1--- End Do

1--- Use longest prefix matching or default route

1--- end gateway configuration and programming

The above example shows that the premise router 140 can be programmed to create an
independent virtual routing table for each user ONU. Thus, each user is effectively encased
within its own separate routing environment, vastly restricting access by cyber attackers to the
PON.

Figure 4 represents the Passive Optical Network infrastructure which is an optical

distribution network used to convey the photonic broadcast stream feeds that contain the
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encrypted data packets such as VLAN-tagged ethernet frames 300, 302, 304, 306 that are
distributed back and forth between the various tenant spaces 102, 104, 106 and the OLT 146.
Essentially, the OLT can broadcast the combined encrypted VLAN-tagged ethernet frames 300,
302, 304, 306 over the distribution feeds 174, 176, 178, 180 to a number of splitters 308, 310,
312, 314.

Each splitter 308 can replicate the incoming photonic broadcast stream equally over each
of it's drop lines 320, 322, 324. The splitter 308 can attach to the simplex, single-mode fiber
from the OLT 146 and can passively redistribute the incoming light stream up to 64 times. The
splitter is a Planar Lightwave Circuit (PLC) that is constructed using silica glass waveguide
circuits and aligned fiber optic pigtails that are all integrated inside of a single package. The
attenuation of the light signal through the PLC of the splitter 308 is symmetrical in both
directions. The signal loss from a 1x8 PLC splitter is expected to be less than one dB greater
than what would be expected from a perfect splitter, approximately 10 dB. A typical 1x32 PLC
splitter shall have approximately 17 dB or less.

Each of the outputs from the optical splitter can be an individual simplex, single-mode
fiber called a drop line 320, 322, 324. The drop lines can be routed and fed into the appropriate
tenant physical space 102, 104, 106 and terminated into the tenant's dedicated Optical Network
Unit (ONU) 330, 332, 334.

Each ONU 330, 332, 334 is operated so that it utilizes the VLAN-tagging to select those
of the incoming ethernet frames assigned to the particular tenant, and then removes the
encryption from the selected ethernet frames. Thus, each ONU strips out or extracts only those
incoming frames that are intend for the particular tenant. The decrypted ethernet frames 301,
303, 305 are then made available 340, 342, 344 for the tenant's IP/ethernet end-user equipment.
Those frames not assigned to the particular tenant are ignored and cannot be decrypted by the
particular tenant. In other words, a first subset of the frames can be associated a first piece of
end-user equipment and a second subset of the frames is associated with a second piece of end-
user equipment. The first and second pieces of equipment can be common to a single tenant or
can be split among separate tenants.

In other words, for example, tenant A 102 gets supplied to its ONU 330 all incoming
encrypted frames 300, 302, 304, 306 via its drop line 320 including those frames that are
intended for it 300,306 and those frames that are unintended for it 302, 304. The ONU strips out
its intended encrypted frames 300, and 306 and decrypts them to form its intended decrypted
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frames 301 which it makes available to Tenant A’s dedicated, private data line 340. The ONU
also encrypts outgoing frames.

As shown in Figure 5, the OLT 146 that typically resides in the MPOE room 126 can be
a key component of the headend equipment 128. The OLT 146 can perform as the Layer-2
workgroup switching mechanism for voice, video and data content traffic that is sent and
received from the individual tenants.

The OLT 146 equipment can be a chassis having multiple slots used to host circuit
boards that perform various functions. Operations of the OLT are managed and controlled by a
processor 500. A backplane 502 of the OLT can provide the communication path for all of the
control, management, and data signals between the circuit boards installed within the OLT. A
network interface 504 provides the interface to/from the primary uplink 142 and backup uplink
144 connections to the premise router 140. A switching fabric component 506 can be used to
encrypts the VLAN-tagged ethernet frames using the appropriate symmetric key for a specific
tenant and sends the result to an optical conversion component 508 for transmission to the
tenant. The content traffic on the switching fabric component 506 is encrypted for each tenant
location before being transmitted over the shared optical distribution network. Encryption of the
layer-2 ethernet frames is used to provide the confidentiality of each tenant's signal traffic.

A symmetric-key algorithm can be used for the encryption of the ethernet frame data
packets. This particular implementation utilizes a fixed block size of 128-bits and a key size of
128-bits that operate on a 4x4 column-major order matrix of bytes. It performs 10 cycles of
transformation rounds that convert the input plaintext into the final output of ciphertext. Each
round can consists of:

a. First, a byte substitution function is performed where each byte in the state matrix is
replaced using an 8-bit substitution.

b. Next, each of the rows of the state are shifted by a certain number of steps. The first
row is left unchanged. Each byte of the second row is shifted one to the left. Similarly, the third
and fourth rows are shifted by offsets of two and three respectively. Row n is shifted left
circular by n-1 bytes.

c. Finally, the columns of the state are mixed by combining the four bytes in each
column. The four bytes of each column of the state are combined using linear transformation.
Encryption is used to specifically prevent man-in-the-middle attacks. Additionally, the PON

configuration also supports IEEE 802.1x authentication in order to provide provide port based
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Network Access Control to limit network access, with features like IP//MAC address limiting to
secure the network from unauthorized/malicious users.

The optical conversion component 508 of the OLT 146 can convert the electrical signals
of the encrypted VLAN-tagged ethernet frames and output them over the initial feeds 162, 166,
168, 170 as modulated optical signals.

In the case where a carrier provider 114 supplies an RF-based video signal 130 to the
headend equipment 128, the signal is connected to a laser transmitter 520 where the input
broadband signal is used to modulate a laser. The modulated output of the laser is a low-level
photonic light stream. The photonic light stream is sent to an erbium-doped fiber amplifier 522,
where the signal is increased to approximately 30 dBmV. The resulting amplified video signal
is then overlayed on an initial feed 162 through the use of a wave division multiplexor combiner
524. The output from the wave division multiplexor combiner 524 is a feed line 164 that
contains encrypted VLAN-tagged ethernet frames and a laser-modulated, RF-based video
signal.

As shown in Figure 6, each tenant can have one or more of an ONU 330 that accepts
drop line 320 connections. The ONU 330 terminates optical fibers from a splitter 308 and
sends/receives decrypted ethernet frames 340 to the tenant's IP/ethernet equipment, and RF
video signals 656 to the tenant's television. The ONU has a processor 600 which controls and
manages all activity of the ONU by directly communicating all of the control and management
signals 602, 604, 606 to/from its internal components 610, 612, 640. The ONU receives the
photonic light stream transmitted over the drop line 320. The optical converter 610 examines
the encrypted photonic light stream that enters the component. If the VLAN-tagged ethernet
frame has been encrypted with the same symmetric key, it indicates that the VLAN-tagged
frame belongs to the tenant of that ONU. After the optical converter 610 performs the
decryption, the VLAN-tagged ethernet frame is sent to the network interface 612 of the ONU
via the direct communication path 608. The network interface 612 demultiplexes the electrical
signal to divide out baseband telephony/data signals from broadband video channels. The
network interface sends/receives the VLAN-tagged ethernet frames to the appropriate physical
connection interface 622, 632, 652. The ONU can supply a basic 802.3 ethernet interface 622,
or an 802.3 ethernet interface that include power-over-ethernet (PoE) capability 632, or an
RF-based video F-Type interface 652 to transmit the RF-based video signal 656. The PoE port
injector 640 implements the Power-Over-Ethernet and Power-Over-Ethernet Plus based upon

the IEEE 802.3af-2003 and IEEE 802.3at-2009 standards respectively.
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In this way, the above described system empowers a multi-tenant building 100 with an
environment to securely host individual tenant data traffic with overall network flexibility. This
ability of the system allows it to leverage the high bandwidth and energy efficiency of passive
optical network equipment for the entire building. Because optical bandwidth is comparatively
unlimited, existing systems often do not utilize this capacity. Thus, the high bandwidth
capability of optical fiber can be leveraged to route all traffic optically and uniformly throughout
the building on an aggregated feed. Each tenant can extract its share of the traffic from the feed.
In this way, a single headend having reduced air conditioning requirements can be located at the
building’s main pint of entry, and no additional air conditioning is needed at the individual
tenant spaces for what would have been headend-type network equipment.

While the preferred embodiment of the invention has been described, modifications can
be made and other embodiments may be devised without departing from the spirit of the
invention and the scope of the appended claims.

What is claimed is:
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CLAIMS

1. A multi-user optical data network apparatus comprises:

at least one network service carrier line connected to a passive optical network interface
router;

at least one uplink connecting said interface router to an optical line terminal;

said optical line terminal being connected to a number of passive optical network feeds
for carrying a common data feed to a plurality of optical network units each supporting at least
one of a plurality of private user devices;

said interface router being configured to have at least one virtual routing table for each
one of said plurality of optical network units; and,

wherein each of said optical network units is adapted to extract data packets intended for

a supported one of said devices.

2. The apparatus of Claim 1, which further comprises each of said optical network units being
prevented from extracting data packets intended for alternate ones of said devices supported by

others of said optical network units.

3. The apparatus of Claim 2, wherein said interface router is further configured to have a
routing table routine generating said at least one virtual routing table for each one of said

plurality of optical network units.

4. The apparatus of Claim 3, wherein said at least one virtual routing table supports generation

of uniquely tagged ethernet frames for each one of said plurality of optical network units .

5. The apparatus of Claim 4, wherein each of said optical network units provides service to a

separate number of private users.

6. The apparatus of Claim 5, wherein said uplink carries data including digitized voice and

video data.

7. The apparatus of Claim 6, wherein said optical line terminal comprises an enterprise

aggregating switch.
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8. A multi-user optical data network apparatus comprises:

at least one network service carrier line connected to a plurality of passive optical
network interface routers;

a plurality of uplinks connecting said interface routers to at least one optical line
terminal;

said at least one optical line terminal being connected to a number of passive optical
network feeds for carrying a common data feed to a plurality of optical network units each
supporting at least one of a plurality of private user devices;

wherein at least one of said interface routers is configured to have at least one virtual
routing table for each one of said plurality of optical network units connected to said at least one
optical line terminal; and,

wherein each of said optical network units extracts data packets intended for a supported
one of said devices, and does not extract data packets intended for others of said devices

supported by others of said optical network units.

9. A digital data network communication method comprises:
accepting a plurality of private data streams into at least one passive optical network
interface router serving a plurality of private users through a plurality of optical network units;
aggregating said private data streams into a combined data feed;
routing said data feed to at least two of said plurality of optical network units;
wherein said routing comprises:
generating an independently unique virtual routing table for each of said plurality
of optical network units; and,
uniquely tagging ethernet frames intended for a first one of said plurality of
optical network units according to entries in a first one of said virtual routing tables associated
with a first one of said optical network units; and,
wherein said method further comprises:
distributing said tagged ethernet frames according to said first one of said virtual
routing tables; and,

extracting from said data feed a first one of said private data streams.

10. The method of Claim 9, wherein said distributing comprises associating destinations listed

in said first one of said virtual routing tables with said first one of said optical network units.
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11. The method of Claim 9, wherein each of said optical network units provides service to a

separate number of private users.

12. The method of Claim 9, wherein said accepting further comprises:

interfacing a plurality of service provider data lines through a single headend.

13. The method of Claim 9, wherein said aggregating further comprises using an enterprise

aggregating switch.
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Mutually secure optical data network and method
ABSTRACT
A digital optical data network system for improving information security in Passive
Optical Networks (“PON”) by providing virtual information separation in the router, such as a
premise router, or routers interfacing the entire PON, such as by utilizing virtual routing and
forwarding, thus allowing safe data traffic between multiple carriers, service providers accessing
the PON and multiple end users on the PON such as tenants in a building, employees of a

business entity, or subscribers in a residential community.

190072
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Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 10/28/2019

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/600,302

Projected Publication Date: 02/06/2020
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

Mutually secure optical data network and method
Preliminary Class
398
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/600,302
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE(S) FEE($)
BASIC FEE
(7 CFR 1.16(a), (5), or (c) N/A N/A N/A 75 N/A
SEARCH FEE
(37 CFR 116, 6), or (m)) N/A N/A N/A 330 N/A
EXAMINATION FEE
(37 CFR 1.16(0). (5), or (@) N/A N/A N/A 380 N/A
TOTAL CLAIMS
(37 CFR 1.16(i)) 13 S x 50 - 0.00 OR
INDEPENDENT CLAIMS .
(37 CFR 1.16(h)) 3 minus 3 = x 230 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 785 TOTAL
APPLICATION AS AMENDED - PART II
OTHER THAN
(Column 1) (Column 2) (Golumn 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(®) FEE($)
E AMENDMENT PAID FOR
L Total * i - =
= (37 CF; ?.ls(i)) Minus x = OR -
2 Independent * Minus | *** =
5 (37 iy 1.16(h)) x = OR =
g Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16())) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
aa} AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE(®) FEE(S)
E AMENDMENT PAID FOR
L Total * Minus | ** = =
= (37 CF; ?.15(0) X OR -
% Independent Minus h = X _ OR _
w (37 CFR 1.16(h)) = =
E Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

Www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/600,302 10/11/2019 Joseph L. Vilella 190072 7123
24243 7590 10/31/2019 | AVINER |

CHARMASSON, BUCHACA & LEACH, LLP
2635 Camino Del Rio South

Suite 102

SAN DIEGO, CA 92108 | ART UNIT | PAPER NUMBER |

2491

| NOTIFICATION DATE | DELIVERY MODE |

10/31/2019 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

john@charmasson.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

16/600,302 Vilella, Joseph L.

Decision Granting Request for

Prioritized Examination (Track /) Examiner Art Unit AIA (FITF) Status
BRIAN W BROWN OPET No

1. THE REQUEST FILED 11 October 2019 IS GRANTED .

The above-identified application has met the requirements for prioritized examination
A. for an original nonprovisional application (Track ).
B. (J for an application undergoing continued examination (RCE).

2. The above-identified application will undergo prioritized examination. The application will be
accorded special status throughout its entire course of prosecution until one of the following occurs:

A. filing a petition for extension of time to extend the time period for filing a reply;

B. filing an amendmen mend th lication ntain more than four in
claims, more than thirty total claims , or a multiple dependent claim;

filing a request for continued examination ;
filing a notice of appeal;

filing a request for suspension of action;
mailing of a notice of allowance;

mailing of a final Office action;

I O mmo o

completion of examination as defined in 37 CFR 41.102; or

abandonment of the application.

Telephone inquiries with regard to this decision should be directed to BRIAN BROWN at (571)272-5338.
In his/her absence, calls may be directed to Petition Help Desk at (571) 272-3282.

/BRIAN W BROWN/
Petitions Examiner, OPET

U.S. Patent and Trademark Office
PTO-2298 (Rev. 02-2012)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

Www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/600,302 10/11/2019 Joseph L. Vilella 190072 7123
24243 7590 12/19/2019 | XAMINER |
CHARMASSON, BUCHACA & LEACH, LLP
2635 Camino Del Rio South COHEN, HARVEY I
Suite 102
SAN DIEGO, CA 92108 | ART UNIT | PAPER NUMBER |
2439
| NOTIFICATION DATE | DELIVERY MODE |
12/19/2019 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

john@charmasson.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
) ) ) ) 16/600,302 Vilella, Joseph L.
First Action Interview Pilot Program
Pre-Interview Communication Examiner ArtUnit | AIA (FITF) Status
HARVEY | COHEN 2439 No

-The MAILING OR NOTIFICATION DATE of this communication appears on the cover sheet with the correspondence address -

THE SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ONE MONTH OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING OR NOTIFICATION DATE OF THIS COMMUNICATION.

This time period for reply is extendable under 37 CFR 1.136(a) for only ONE additional MONTH.

This communication constitutes notice under 37 CFR 1.136(a)(1)(i).

Applicant must, within the time period for reply, file: (1) A letter requesting not to have a first action interview; (2) A reply under 37 CFR
1.111 waiving the first action interview and First Action Interview Office Action; or (3) An Applicant Initiated Interview Request Form (PTOL-
413A) electronically via EFS-Web, accompanied by a proposed amendment or arguments, and schedule the interview within 2 months from
the filing of the request. A failure to respond to this communication will be treated as a request not to have an interview. If applicant waives
the First Action Interview Office Action, the instant Pre-Interview Communication is deemed the first Office Action on the Merits. The next
subsequent Office action may be made final if appropriate. See MPEP 706.07(a).

Status
1) ¥ Responsive to communication(s) filed on 10/11/2019 .
O A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

Disposition of Claims
2) M Claim(s) 1-13 is/are pending in the application.
2a) Of the above claim(s) _____is/are withdrawn from consideration.
3) U Claim(s) ____is/are allowed.
4) M Claim(s) 1-13 is/are rejected.
5) J Claim(s) _____is/are objected to.
6) [J Claim(s)
Application Papers

7) O The specification is objected to by the Examiner.
8) W The drawing(s) filed on 10/11/2019 is/are: a) accepted or b) (J objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

are subject to restriction and/or election requirement.

Priority under 35 U.S.C. § 119
9) OJ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)J Allb) 3 Some *c¢) J None of:
1. O Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No.

3. [J Copies of the certified copies of the priority documents have been received in this National
Stage application from the International Bureau (PCT Rule 17.2(a)).

*See the attached detailed Office action for a list of the certified copies not received.

Contact Information
Examiner's Telephone Number: (571)270-0526

Examiner's Typical Work Schedule: 7:30-5:00 pm, Alt Fri off

Supervisor's Name: Luu Pham Supervisor's Telephone Number:
571-270-5002
Attachment(s)
1) M) Notice of References Cited (PTO-892) 3) (J Interview Summary (PTO-413)
Paper No(s)/Mail Date. .
2) [ Information Disclosure Statement( ) (PTO/SB/08)
Paper No(s)/Mail Date 4) (J Other:

U.S.Patent and Trademark Office
PTOL-413FP (Rev. 08-13)  First Action Interview Pilot Program - Prédpeetwiéw Communication Part of Paper No./Mail Date 20191209
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Application No. Applicant(s)

; ; . : 16/600,302 Vilella, Joseph L.
First Action Interview Pilot Program
Pre-Interview Communication Examiner Art Unit AIA (FITF) Status
HARVEY | COHEN 2439 No

Notification of Rejection(s) and/or Objection(s)

# Claim(s) (I;:eafg;)e"rz:gi(lsg) Sta?l?tlgfyflggsis Brief Explanation of Rejection
Dupont(A) teaches (abstract, par. 9) (Dupont: par. 66; multiple customers are provided with a
1 1-4and 9-10 | AB 103 customer port ("CP") 68 at the customer's physical location through the use of Ethernet
equipment 70; Ethernet Equipment 70 includes multiple customer physical to CPs 68)
Dupont (A): par. 10; high speed communication system such as a fiber optic network or
2 1-4and 9-10 | AB 103 SONET/SDH network to transmit data between the user equipment and the WAN access
device.
3 1-4and 9-10 | AB 103 Kolli teaches virtual routing tables
5-7 and 11- Dupont(A) and Koli(B) as above; Sanderson(C) teaches voice and video; private user
4 ABC 103 e ; ; ; 2
13 communication; plurality of service providers / customers / corporate entities

Expanded Discussion/Commentary

Claim 1: multi-user optical data; service provider (Dupont: par. 29; internet access device such as an internet backbone router 5 ("BR") [e.g.,
service carrier]. The BR 5 has a number of ports (not shown) with internet protocol ("IP") addresses assigned thereto. Internet access is
achieved through accessing the ports on the BR 5; par. 10; high speed communication system such as a fiber optic network or SONET/SDH
network to transmit data between the user equipment and the WAN access device)

Claim 1: uplink to optical terminal; plurality of user devices (Dupont: par. 66; multiple customers are provided with a customer port ("CP") 68 at
the customer's physical location through the use of Ethernet equipment 70; Ethernet Equipment 70 includes multiple customer physical to CPs
68; : par. 53; the Ethernet input stream [e.g., feeds] and sends them to the appropriate agents within protocol engine; par. 10; high speed
communication system such as a fiber optic network or SONET/SDH network to transmit data between the user equipment [user devices] and
the WAN access device)

Claim 1: virtual routing table for each one of said plurality of optical network units (Kolli: par. 563; one or more virtual routing tables maintained by
the transparent virtual router 510; par. 49; transparent virtual router is also in communication with one or more IP router (s) 452 of one or more
ISP(s) through a high-speed connection 448 (e.g., a fiber optical gigabit Ethernet connection)

Claim 1: extract packets for supported devices (Dupont: par. 11; operable to frame the received downstream data packet into a format
compatible [e.g., supported] for receipt by the user network; par. 48; MAC filter 47 filters Ethernet messages passing over the user LAN based
on the destination MAC address in each Ethernet packet. The MAC filter 47 only accepts packets destined to the MAC address associated with
the protocol engine 30 and broadcast/multicast packets; par. 53; protocol demux demultiplexes [e.g., extracts] packets from the Ethernet input
stream and sends them to the appropriate agents within protocol engine)

Claim 2: Extract for indended recipient only (Dupont: par. 41; accept all Ethernet encapsulation types from the user LAN 3 and only provide one
encapsulation type to the user LAN 3)

10

Claim 3: generate virtual routing tables (Kolli: par. 53; one or more virtual routing tables maintained by the transparent virtual router 510; par. 49;
transparent virtual router is also in communication with one or more IP router (s) 452 of one or more ISP(s) through a high-speed connection 448
(e.g., a fiber optical gigabit Ethernet connection)

DATE:

/HARVEY | COHEN/ /LUU T PHAM/

12 December 2019 Examiner, Art Unit 2439 Supervisory Patent Examiner, Art Unit 2439

U.S.Patent and Trademark Office
PTOL-413FP (Rev. 08-13)  First Action Interview Pilot Program - Pre-Interview Communication Part of Paper No./Mail Date 20191209
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Application No. Applicant(s)

; ; . : 16/600,302 Vilella, Joseph L.
First Action Interview Pilot Program
Pre-Interview Communication Examiner Art Unit AIA (FITF) Status
HARVEY | COHEN 2439 No

Notification of Rejection(s) and/or Objection(s)

# | Claim(s) Reference(s) Rejection

(if applicable) Statutory Basis Brief Explanation of Rejection

Expanded Discussion/Commentary

11

Claim 4: generation of uniquely tagged frames (Dupont: par. 67; a VLAN to the router port extension; each customer [user] has its own VLAN Id
and is provided with a CP [customer port]; each CP is mapped to a VP [virtual port] and a RPE [router port extension]. Standard "VLAN tagging,"
as defined by IEEE802.1 Q, and virtual channels are preferably used to map each particular customer traffic flow; each VP is addressable by a
unique Ethernet MAC address for reaching the RPE service)

12

Claim 5: Each opt network unit to a separate number of users (Sanderson: par. 84; interfaces in the CE router may be configured as a member
of a local VRF [VPN-specific routing and forwarding table]. Members of the same VRF can exchange packets with each other. A separate
routing table is created with each new VRF. Traffic is not exchanged between two local VRFs unless specifically configured to do so: this
naturally separates the traffic into secure domains)

13

Claim 6: digitized voice and video (Sanderson: par. 86; customer edge interface; bi-directionally and provides traffic in both directions; transport
of each subscribed service voice, video and Internet/private data network; par. 180; VOIP [e.qg., digitized voice] devices from different customer
organizations into one voice VPN)

14

Claim 7: enterprise aggregating switch (Sanderson: par. 48; figs. 4, 5; customers A, B, C, and D may be different corporate entities [e.g.,
enterprises]. Customer A has three sites at different physical locations, A1, A2 and A3. Customer B has one site, B1. Customer C has two sites,
C1 and C2; refer to fig. 4, which schematically shows physical connectivity in one particular embodiment of a converged network; par. 62;
customer is defined as an entity, for example a corporate entity, that uses the network. A user is an individual who uses services on the network;
par. 49; par. 52; different customer sites are connected to the network through the PE routers [e.g., enterprise aggregating switch])

15

Claim 8: plurality of routers (Dupont: par. 0009; high speed network multiple users or LANs with a high speed data communication path to a
WAN access device via a high speed access medium, such as a fiber optic network; par. 29; fiber optic system 4 provides a connection between
the user LAN 3 and an internet access device such as an internet backbone router 5 ("BR"). The BR 5 has a number of ports with internet
protocol ("IP") addresses assigned thereto. Internet access is achieved through accessing the ports on the BR 5; par. 66; multiple customers are
provided with a customer port ("CP") 68 at the customer's physical location)

16

Claim 8: plurality of uplinks (Sanderson: par. 48; figs. 4, 5; customers A, B, C, and D may be different corporate entities. Customer B has one
site, B1. Customer C has two sites, C1 and C2; refer to fig. 4, which schematically shows physical connectivity in one particular embodiment of a
converged network; par. 62; customer is defined as an entity, for example a corporate entity, that uses the network. A user is an individual who
uses services on the network; par. 49; par. 52; different customer sites are connected to the network through the PE routers [e.g., enterprise
aggregating switchl)

DATE:

/HARVEY | COHEN/ /LUU T PHAM/

12 December 2019 Examiner, Art Unit 2439 Supervisory Patent Examiner, Art Unit 2439

U.S.Patent and Trademark Office
PTOL-413FP (Rev. 08-13)  First Action Interview Pilot Program - Pre-Interview Communication Part of Paper No./Mail Date 20191209
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Application No. Applicant(s)

; ; . : 16/600,302 Vilella, Joseph L.
First Action Interview Pilot Program
Pre-Interview Communication Examiner Art Unit AIA (FITF) Status
HARVEY | COHEN 2439 No

Notification of Rejection(s) and/or Objection(s)

# Claim(s)

Reference(s) Rejection

(if applicable) Statutory Basis Brief Explanation of Rejection

Expanded Discussion/Commentary

17

Claim 8: common data supporting user devices (Dupont: par. 66; multiple customers are provided with a customer port ("CP") 68 at the
customer's physical location through the use of Ethernet equipment 70; Ethernet Equipment 70 includes multiple customer physical to CPs 68)

18

Claim 8: virtual routing tables (Kolli: par. 53; one or more virtual routing tables maintained by the transparent virtual router 510; par. 49;
transparent virtual router is also in communication with one or more IP router (s) 452 of one or more ISP(s) through a high-speed connection 448
(e.g., a fiber optical gigabit Ethernet connection)

19

Claim 8: does not extract data intended for other devices (Dupont: par. 11; operable to frame the received downstream data packet into a format
compatible [e.g., supported] for receipt by the user network; par. 48; MAC filter 47 filters Ethernet messages passing over the user LAN based
on the destination MAC address in each Ethernet packet. The MAC filter 47 only accepts [e.g., does not extract others] packets destined to the
MAC address associated with the protocol engine 30 and broadcast/multicast packets; par. 53; protocol demux demultiplexes [e.g., extracts]
packets from the Ethernet input stream and sends them to the appropriate agents within protocol engine)

20

Claim 9: plurality of private data streams serving plurality of users (Dupont: par. 0009; high speed network ... multiple users or LANs with a high
speed data communication path to a WAN access device via ... a fiber optic network; par. 29; fiber optic system 4 provides a connection
between the user LAN 3 and an internet access device such as an internet backbone router 5 ("BR"). The BR 5 has a number of ports [e.g.,
plurality of streams] (not shown) with internet protocol ("IP") addresses assigned thereto; par. 66; multiple customers provided with a customer
port at the customer's physical location through the use of Ethernet equipment 70; includes multiple customer physical connections.

21

Claim 9: aggreggating (Dupont: par. 66; Ethernet Equipment 70 multiplexes multiple customers)

22

Claim 9: routing to at least two (Dupont: par. 48; MAC filter 47 filters Ethernet messages passing over the user LAN based on the destination
MAC address in each Ethernet packet. The MAC filter 47 only accepts packets destined to the MAC address associated with the protocol engine
30 and broadcast/multicast packets [e.g., broadcast to more than one destination]; par. 53; protocol demux demultiplexes [e.g., extracts] packets
from the Ethernet input stream and sends them to the appropriate agents within protocol engine
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Application No. Applicant(s)

; ; . : 16/600,302 Vilella, Joseph L.
First Action Interview Pilot Program
Pre-Interview Communication Examiner Art Unit AIA (FITF) Status
HARVEY | COHEN 2439 No

Notification of Rejection(s) and/or Objection(s)

# | Claim(s) Reference(s) Rejection

(if applicable) Statutory Basis Brief Explanation of Rejection

Expanded Discussion/Commentary

23

Claim 9: virtual routing table (Kolli: par. 53; one or more virtual routing tables maintained by the transparent virtual router 510; par. 49;
transparent virtual router is also in communication with one or more IP router (s) 452 of one or more ISP(s) through a high-speed connection 448
(e.g., a fiber optical gigabit Ethernet connection)

24

Claim 9: uniquely tagging frames (Dupont: par. 67; a VLAN to the router port extension; each customer [user] has its own VLAN Id and is
provided with a CP [customer port]; each CP is mapped to a VP [virtual port] and a RPE [router port extension]. Standard "VLAN tagging," as
defined by IEEE802.1 Q, and virtual channels are preferably used to map each particular customer traffic flow; each VP is addressable by a
unique Ethernet MAC address for reaching the RPE service)

25

Claim 9: distributing tagged frames per routing table (Dupont: par. 44; source MAC address is fixed to the one associated with the protocol
engine 30. The destination MAC address is dynamically resolved; par. 48; accepts packets destined to the MAC address associated with the
protocol engine 30 and broadcast/multicast packets; par. 65; each RPE [router port extension] has an associated Virtual Port ("VP"))

26

Claim 9: extracting (Dupont: par. 11; operable to frame the received downstream data packet into a format compatible [e.g., supported] for
receipt by the user network; par. 48; MAC filter 47 filters Ethernet messages passing over the user LAN based on the destination MAC address
in each Ethernet packet. The MAC filter 47 only accepts packets destined to the MAC address associated with the protocol engine 30 and
broadcast/multicast packets; par. 53; protocol demux demultiplexes [e.g., extracts] packets from the Ethernet input stream and sends them to
the appropriate agents within protocol engine)

27

Claim 10: associating destination in vrt (Dupont: par. 44; source MAC address is fixed to the one associated with the protocol engine 30. The
destination MAC address is dynamically resolved; par. 48; accepts packets destined to the MAC address associated with the protocol engine 30
and broadcast/multicast packets; par. 65; each RPE [router port extension] has an associated Virtual Port ("VP"))

28

Claim 11: ONU support a separate number of users (Sanderson: par. 84; interfaces in the CE router may be configured as a member of a local
VRF [VPN-specific routing and forwarding table]. Members of the same VRF can exchange packets with each other. A separate routing table is
created with each new VRF. Traffic is not exchanged between two local VRFs unless specifically configured to do so: this naturally separates the
traffic into secure domains)
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/HARVEY | COHEN/ /LUU T PHAM/

12 December 2019 Examiner, Art Unit 2439 Supervisory Patent Examiner, Art Unit 2439

U.S.Patent and Trademark Office
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Application No. Applicant(s)

; ; . : 16/600,302 Vilella, Joseph L.
First Action Interview Pilot Program
Pre-Interview Communication Examiner Art Unit AIA (FITF) Status
HARVEY | COHEN 2439 No

Notification of Rejection(s) and/or Objection(s)

# Claim(s)

Reference(s) Rejection

(if applicable) Statutory Basis Brief Explanation of Rejection

Expanded Discussion/Commentary

29

Claim 12: plurality of service providers (Sanderson: par. 48; figs. 4, 5; customers A, B, C, and D may be different corporate entities. Customer A
has three sites at different physical locations, A1, A2 and A3. Customer B has one site, B1. Customer C has two sites, C1 and C2; refer to fig. 4,
which schematically shows physical connectivity in one particular embodiment of a converged network; par. 62; customer is defined as an entity,
for example a corporate entity, that uses the network. A user is an individual who uses services on the network; par. 49; par. 52; different
customer sites are connected to the network through the PE routers){Dupont: par. 26; BR 5 a number of ports)

30

Claim 13: enterprise aggregating switch (Sanderson: par. 48; figs. 4, 5; customers A, B, C, and D may be different corporate entities. Customer
A has three sites at different physical locations, A1, A2 and A3. Customer B has one site, B1. Customer C has two sites, C1 and C2; refer to fig.
4, which schematically shows physical connectivity in one particular embodiment of a converged network; par. 62; customer is defined as an
entity, for example a corporate entity, that uses the network. A user is an individual who uses services on the network; par. 49; par. 52; different
customer sites are connected to the network through the PE routers [e.g., enterprise aggregating switch])

DATE:

/HARVEY | COHEN/ /LUU T PHAM/

12 December 2019 Examiner, Art Unit 2439 Supervisory Patent Examiner, Art Unit 2439

U.S.Patent and Trademark Office
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Applicant Initiated Interview Request Form

Application No.; 16600302 First Named Applicant: Joseph L. Vilella
Examiner: Cohen, Harvey | Art Unit: 2439 Status of Application: Pending

Tentative Participants:
p
(1) Cohen, Harvey | (2) Joseph L. Vilelia {personally)

John D. Buchaca (telephonically 619-294-2922)
&) C))

Proposed Date of Interview: 92 March 2020 Proposed Time: 11:00 (®AMOPM)
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(@) O O I
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@ O O (.
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Brief Description of Arguments to be Presented: Non-obviousness of claims in light of Declarations of Joseph L. Vilella
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Applicant/Applicant’s Representative Signature Examiner/SPE Signature
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
WASHINGTON, D.C.

In re application of:

Examiner: Cohen, Harvey |

Joseph L. Vilella

Serial No: 16600302 Art Unit: 2439

Filed: 2019-10-11

For:  Mutually secure optical data
network and method

DECLARATION OF JOSEPH L. VILELLA

"I, JOSEPH L. VILELLA, declare that:

I am the sole inventor in the above referenced instant application.

I am the Chief Executive Officer of SPADA INNOVATIONS, INC. of San Diego,
California (hereinafter “SPADA™) specializing in information technology and the
development of optical data network systems. Part of my duties included the evaluation

of various systems used to communicate data on computer networks.

From 2008 to 2010 I was Director of Engineering and Operations of the Intelligence and
Information Security Business Unit of Science Applications International Corporation
(hereinafter “SAIC”) of San Diego, CA. [ was a high technology technical advisor to
government and commercial entities in the information technology industry. My current

curriculum vitae is attached as Exhibit A.

Background

The following is my understanding of the state of knowledge in the Information

Technology (hereinafter “IT”) community in the United States (hereinafter “US™) up to
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2012 as it relates to my development and implementation of virtual information
separation through or across a Passive Optical Network (hereinafter “PON” or plural

“PONs”) which is the subject of the present application.

Some time before 2008, SAIC had successfully deployed Motorola's PON technology in
a local network operated by the Federal Government in Maryland. The network did not

include users who needed separated information.

Some time before 2008, Motorola Mobility had successfully deployed its version of a
PON into a multi-story, single tenant corporate building in Seattle, Washington. The
network did not include users who nceded separated information such as separate

companies occupying the same building.

In 2008, a concerted effort was launched by SAIC to introduce PONSs into the
commercial sector of the US. Heretofore, the commercial sector had been totally

dominated by copper networks and Cisco-based networking products.

On or about 2008, as part of my duties with SAIC, I requested and was given the task to
introduce PONs in the commercial sector in the western United States. After two years
of hard work with very little progress, it became clear to me and the company that SAIC
was not properly set up to adequately support the PON commercialization initiative.
Specifically, SAIC could not adequately respond to the accelerated bidding process and
the rapid decision making required by the commercial sector. Further, in my opinion, it
lacked the will to engage the strong opposition to PONs by the copper networking, Cisco-

based IT establishment.

It is important to note that the Cisco dominated IT establishment in the US at the time
clearly understood the threat PONs presented to the Cisco-biased status quo. A PON
drastically simplified IT networking and did not require any Cisco certified personnel to

deploy, operate, and manage it. In particular, many Cisco certified technicians had a
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reasonable fear for their job security. Many had little interest in PONs, arguing strongly
against its adoption and, to my knowledge, even blocking some PON deployment efforts.
In essence, there was a US-wide IT industry bias against the adoption of PON technology

and absolutely no interest to learn about it.

In or about 2010, due to the above-described circumstances, I left SAIC to establish
SPADA which would seek to establish PON in the commercial sector with help from
SAIC. As anew venture, SPADA would be free from any reluctance to implement PONs
because of the powerful Cisco-based status quo. Further, SPADA would be nimble
enough to rapidly address any problems that might be encountered during initial
development, and overcome any encountered resistance. And, SPADA would have the

fundamental expertise in both PONs and Cisco-based IT.

For the next several years, SPADA was considered the only outfit in the Western US with
PON technical expertise. We at SPADA strived to secure PON projects for commercial

entities such as corporations, hospitals and universities, along with government facilities.

Although SPADA achieved modest progress in implementing PON commercially, it
remained difficult to market PON to the target entities and overcome the strong
commitment of their IT departments to continue to use Cisco products and protect their

Cisco-based status quo.

In or about late 2011, SPADA's sales and marketing team then decided to approach the
developers and owners of commercial buildings, assuming that a PON would work well
for them. In this way, the developers/owners could act as partners by introducing the
PON technology to the commercial tenant entities, many of which were small
corporations that did not have any IT bias or even care about Cisco products. SPADA
would discuss the specific technical features with the tenant entities and thus excite them

to embrace and use the PON technology.
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While establishing this new marketing strategy, we at SPADA came to the technical
realization that the PON technology, as it was currently designed and used, was not
purposefully meant to provide legal information separation within the PON. Such
information separation would be demanded by corporate tenants who had no relationship
with one another other than renting space within the same building. This created a
serious technical problem because all of those tenants would ostensibly be served by a
single PON head-end called an Optical Line Terminal (hereinafter “OLT”) which was not
intended to provide such information separation. That was something that conventional
copper networks easily solved by physically separating entities/users by using a dedicated
router located within the private space of each entity/user. PONs, on the other hand, by
their very nature were not intended to support the use of entity/user located routers to

. physically separate information. With a PON, every user on the network was expected to
have optical end point devices called Optical Network Units (hereinafter “ONUSs”) that
would provide the necessary voice, video and data communication. In essence, the
accidental sharing of information across legally separated entities presented a huge risk

with PON.

I struggled to find a solution this problem. Out of desperation and thinking totally out of
the box, I investigated using a process that was available but rarely used in copper
networks, namely Virtual Routing and Forwarding (hereinafter “VRF”) as a way of
somehow creating discrete, separated virtual routers on the PON. Because of its rare,
limiting and infrequent use, few people in the IT community clearly understood the VRF
process. At that time, neither [ nor my SPADA partner James Reynante, who was a Cisco
certified IT professional that had worked for me at SAIC, had enough knowledge about

the VRF mechanisms to know whether the process held any potential for success.

In addition, upon contacting Motorola Mobility, who was our PON equipment provider,
we found that they had not intended to use VRF operationally with their OLT and thus
had not tested it for that purpose. Specifically, it was unknown whether their OLT would
properly process the VRF tagged information packets being distributed to and from the
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destinations on the PON. Thus, Motorola Mobility could give no assurances that VRF

tagged information packets would work within their PON system.

Therefore, SPADA faced two huge challenges, namely, an apparent lack of general
knowledge in the IT community of virtual information separation via the PON router, and
the even less known capability of an OLT to accept and distribute the virtually separated
information to and from the PON router. This was not a trivial matter because in order to
virtually separate the information, the standard way of addressing the source and
destination of each Ethernet frame had to be changed to a unique labeling scheme that
had to be accepted by the OLT of the PON. I was not aware of any experts in the PON
community that had any confidence that the change of addressing would work.
Furthermore, the virtual separation of information was also counter-intuitive to the
precious few IT experts who understood VRF because such processing completely
eliminated direct information sharing between entities/users within the network they
shared. This would prevent such commonly used functions such as calendar sharing,
virtual meetings, and sharing financial data among users on the PON. Such a restriction
was likely to be dismissed outright by those attempting to implement PON in the

commercial setting.

In or about the second quarter of 2012, SPADA enlisted the help of SAIC to program a
router to virtually separate information using VRF and to send the specially tagged
Ethernet frames through the PON OLT. Representing SAIC, Mr. Jay McGuerty brought
an SAIC owned router to SPADA, and configured it to properly perform the virtual
information separation using VRF. James R. Reynante prepared our PON OLT to
receive the virtually separated information generated by the router and pass it via an
optical splitter to two ONUs. If the information was received successfully in its entirety,
the capability of PON to accept and maintain legally separated information would have
been proven. If the information would have been partially received (frames were

missed), or not received at all, the process would have failed. In that case, SPADA
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would have had to request that Motorola Mobility undertake the daunting task of

adapting their OLT operational programming to try to accommodate the process.

The results were positive and the process of virtually separating information and
accepting it in its entirety across the PON was a proven and replicable reality. Such a

positive initial result was not generally expected.

SPADA then requested that SAIC provide a written summary of the test activities (See
Exhibit B).

Thereafter, our initial patent application was filed from which the present application

derives its priority.

Satisfying a Long Felt Need

It has been known since at least 2006 when PONs were being developed that they held
out great promise for significantly increasing bandwidth over copper-based networks and
generally requiring less power. Therefore, the desirability of PON had been foreseen by
visionary high technology innovators many years ago. However, implementation of
PON, especially in the commercial sector where individual users on a network needed

protection from other users was not considered as a priority.

Some PON manufacturers added encryption to their PON equipment capabilities in order
to enhance information protection to the end users through the PON. However, that still
did not prevent the accidental provisioning of information by the router to the wrong end
user. If the information was accidentally comingled at the router and thus shared
between legally separate entities, encrypting it at the OLT was useless since it would

become decrypted and accidentally shared by the end users.

Configuring a router to generate virtual routing tables for the legally separated users on

the PON in such a way that the OLT can properly direct frames tagged according to those
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virtual routing table, fulfilled the need for sharing a PON between legally separated users

in the commercial sector.

Failurc of Others to Find a Solution

As stated above in the Background, in 2008 SAIC realized that implementing a PON in
the commercial sector was valid endeavor. However, two years were spent trying to
implement PON as designed for single, non-legally separated entities, which was too

expensive for many smaller businesses.

Copyving by Others

As of the date of this Declaration, I am aware of several companies who have
implemented PON in the commercial sector in which one or more routers are configured
to run VRF so that a separate, unique virtual routing table is generated for each ONU on
their PON. Those companies include internet service providers such as‘ AT&T, Cox
Communications, and many others. Further, I believe many hotels and other hospitality-
based entities have implemented my invention in their buildings to provide virtual

information separation to selected ONUs on their PON.

Skepticism of Experts

I believe I would be considered to be an expert in the field of information technology as it
relates to the installation of data networks and particularly optical data network systems.
As I have explained within this document, the prevailing acceptance of Cisco-based IT
equipment and processes, the novelty of PON technology, my lack of knowledge of the
details of VRF, would have led me to be skeptical that a PON router could be configured
to tag Ethernet frames according to virtual routing tables, and that an OLT would be able
to properly direct those frame to and from destinations on the PON. Indeed, up until the
success of the test the VRF enabled PON system, [ was skeptical that the system would

work.
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Counter-intuitiveness

I am familiar with IT engineers and professionals. Any idea which tends to hinder shared
information efficiency, increases complexity, utilizes unfamiliar functions in new ways,
utilizes unfamiliar functions developed for copper networks in an optical network, and

disrupts the status quo would be seen as counter-intuitive.

My claimed apparatus and method can prevent direct information sharing within a

network and thus creates added complexity and networking inefficiency.

My claimed apparatus and method increases the complexity of installing a PON since the
router interfacing the PON, often implemented as a so-called premise router using 2012
technology, must be configured to provide independent virtual routing tables for some or

all of ONUs on the PON.

My claimed apparatus and method uses VRF which is a function unfamiliar to the typical
IT technician. Further, VRF was developed for copper-based network routers that
interacted with access layer switches, not for copper-based network routers that interacted

with passive optical switches such as OLTs,

My claimed apparatus and method allows PON to be implemented in, for example, multi-
tenant buildings which heretofore had been disfavored due to the potential for hacking.

It can also be implemented by internet service providers that provide connectivity to
tenants within apartment and condominium buildings as well as houses within residential
neighborhoods. It can also be implemented by corporations using PON that want to
virtually separate and secure critical information, with or without encryption, for greater

security. This disrupts the status quo which is generally a counter-intuitive notion.

I further declarc that all statements made herein of my own knowledge are true and that
all statements made on information and belief are believed to be true; and further that
these statements were made with the knowledge that willful false statements and the like

so made are punishable by fine or imprisonment, or both, under section 1001 of Title 18
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of the United States Code, and that such willful false statements may jeopardize the , -

validity of the application or any patent issuing thereon.

Date: Q;f /O) 20/ Ci

7/
.e

“E0, SPADA INNOVATIONS, INC.
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EXHIBIT A

JOSEPH L. VILELLA

San Diego, CA | (619) 884-8360 | joevilella@gmail.com

High technology executive with a proven track record in leading initiatives, founding and managing companies,
developing new technologies, managing, consolidating and migrating projects, designing and configuring
environments and the automation of high-performance systems. Have extensive experience the development and
management of sustainability programs and initiatives. Have performed critical function as program level Design
Requirements Architect and Final Approval Authority. Overarching management experience in functionality,
usability, reliability, performance and regression testing. Detail oriented with the ability to rapidly learn and take
advantage of new concepts, business models, and technologies. Have worked collaboratively to isolate problems and
implement simple and repeatable solutions.

*  Pioneer in the field of Passive Optical Networks {PON) with emphasis in encrypted GPON systems,

¢ ldentified and corrected critical design requirements problems, thus preventing the cancellation of a major US
Navy Foreign Military Sales, Geographic Wide Network Centric Warfare System Program.,

¢ Successfully developed and implemented the “first of its kind” PC based, sub-sonic real-time data acquisition and
graphics display system. It was developed and implemented for the Air Force Stealth Cruise Missile flight
simulator.

*  Successfully developed the “first of its kind” biometric laser based fingerprint scanner “proof of concept” for the
Central Intelligence Agency (CIA).

¢ Successfully developed and implemented the “first of its kind” Parametric, High Resolution-Digital Colour,
Automated Optical Inspection System for printed circuit boards Inspection. Applied and received Patent for it.

¢« Developed the “first of its kind” SMT Cost of Quality Model to provide accurate analysis of the cost of
manufacturing quality of the Surface Mount Technology process.

* Developed and assisted in the implement a California Title 24 energy reduction initiative related to the use of
Gigabit Passive Optical Networks. This was done for the California Energy Commission under the auspices of
Sempra Energy. This effort included the development of the analytics required for entities to achieve energy
reduction credits.

I became the primary and sole caretaker of my dear wife Betty as she underwent the final stages of her battle with
ALS. Betty passed away in July 1, 2017 and following her passing, | dedicated the appropriate period of time to
bereavement, re-locating and getting back to Engineering Management. | currently do systems engineering and
management consulting and I'm actively seeking an executive of position in the workforce.

EVEO and Gigabi;c Passive Opt’ical Networks System Architect

¢ Pioneer in the field of Passive Optical Networks with emphasis the encrypted PON Systems (GPON). Was a
fundamental contributor to the technical enhancements of the Motorola GPON system, which was the most
advanced GPON technology of its time. With a strong tactical and strategic mind, ideally suited to plan and
direct corporate wide moves towards the adoption of this essential next step in high bandwidth fiber optics
IT infrastructure.

* Corporate President and CEO: Successfully led SPADA to the development of a fundamental Patent Pending
IP in the field of Passive Optical Networks. The company is currently

* Program Manager for SPADA GPON Initiatives: Responsible for developing detailed technical studies and
proposals. Negotiating, finalizing and managing contracts with customers and subs. Identifying and detailing
design, deployment, integration and sell-off activities. Establishing and managing customer required
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EXHIBIT A

Joseph L. Vilella (619) 884-8360 | joeviiella@gmail.com

schedules and budgets. Sub-contractors management and oversight. Developing customer reports.
Supporting sub-contractors and customer meetings. Supporting final integration and sell off activities at the
job sites. Developing and managing long-term GPON service and support contracts.

* Lead and managed the negotiations of a potential SPADA acquisition of the Motorola GPON Fiber to the
Desk technology.

* lLeading Gigabit Passive Optical Networks (GPON) technology Subject Matter Expert in the Western United
States.

*  Chief designer of GPON networks topology for SPADA Projects

¢ Lead the implementation, verification and patent application of a fundamental information separation
process in the field of Gigabit Passive Optical Networks. Managed all levels of the Patent Pending process.
Pending Patent US20170063542A1 ~ Mutually Secure Optical Data Network and Method

*  Provided GPON Implementation Advisory to Sempra Energy, Time Warner Cable, Qualcomm, LEIDOS, the
City of San Diego and the other high-profile companies.

¢ Supported Sempra Energy to implement GPON as a mandatory technology within the Title 24 Construction
Code across the State of California.

Engmeermg Durector & Senior Techmcal Adv:sor (2007 2010)

* Managing Director of Engineering & Operations for advanced sustainability efforts related to the Greening of
new and existing data center and critical infrastructure of Federal and commercial clients. Responsible for
the successful development of key initiatives in this area and the overarching management of efforts related
to this critical endeavor.

¢« Senior Technical Advisor to a Green power generation entity with a fundamental breakthrough in the area of
geothermal and reclaimed power production. Responsible for in-depth technology validation and the
development of the entity’s overall tactical and strategic business model required to position the company
for its most critical round of financing.

*  Senior Technical Advisor reporting to the ClO and the Vice President of IT Operations of the Zenith Insurance
Corporation in support of critical software migration of their core enterprise/multistate Oracle-based
application. Responsible for providing technical advisory related the overall management activities,
integration, and test processes related to this high-priority effort.

Senior Technical Advisor and Chief USG Design Requirements Architect (2005-2007)

* Senior Technical Advisor to US Government (USG) and its Prime Contractor in the areas of System Design,
Integration, and Test. In that capacity performed high priority third-party evaluation of the
subsystem/system design, integration, and test processes. Provided the recommendations required to
prevent program cancellation and achieve successful completion of the Early Operational Capabilities {EOC)
Phase of the geographic scale Network Centric Warfare System for the island of Taiwan.

¢ Upon providing such recommendations, was appointed Chief USG Design Requirements Architect
responsible for the restructuring, management and control of the design requirements process throughout
its EOC Integration and Test activities. Also managed the restructuring of design requirements developed for
the follow-on phase of the project and established a solid path toward their successful operational
validation.

¢ Final Approval Authority for the acceptance of validated design requirements and determination of
qualification methods and Chief Advocate for requirements addition, modification, or deletion. Interfaced
and negotiated issues involving design requirements with the military representatives of the Taiwan
Government.

¢ Senior Technical Advisor to the US Government Program Manager responsible for the coordination of
technical and management activities related to the deployment of highly specialized Tactical Command and
Control systems to the surface fleet of the US Navy. Advisory role specifically related to the technical and
management processes optimization in support of that critical effort.
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Joseph L. Vilella (619) 884-8360 | joevilella@gmail.com

e Held a Secret Clearance.

Vectroninc. | San Diego, €A 994 - 2005
Chief Executive Officer/Chief Technology Officer

* Asfounder and CEO, operated Vectron through all its years of technology development, implementation and
go to market efforts. Led it through the .Com crash, while successfully fending a hostile takeover as well as
other challenges. Was also successful in raising 14 million dollars in capital through its years of operation.
Ultimately, the wholesale move of the US SMT manufacturing industry to China and the lack interest of our
main investors and VCs to follow that move by funding the pursuit of a China venture, lead to the closure of
the company.

* Conceptual developer and sole patent holder of the original Parametric PC Boards Automated Optical
Inspection (AOI) System (International Patent EP1032912B1 ~ Electronic Assembly Video Inspection System).

* Led the design, development, integration, and test of the Parametric PC Board AOI System.

*  The Parametric AOI process provided a quantum technology leap for the global electronics industry in
detection and analysis. It utilized a 4megapixel aerial photography color camera in conjunction with a
numerical database defining the inspection parameters. Under his technical leadership, artificially intelligent
software was developed in-house to perform the detection, measurement and pass or fail decision related
to the type and placement of all the components within a printed circuit board. This inspection technology
became a highly publicized industrial breakthrough and the gold standard worldwide for the automated
inspection of printed circuit boards. It essentially rendered all previous Automated Optical Inspection
processes obsolete.

* Managed the process of application, defense, and successful adjudication of the Parametric AO! Patent that

today has had massive global usage implications.

Developer, SMT Cost Quality Model & Global AOI Standard

* Developed the first SMT Cost of Quality Model that provided accurate analysis of the cost of manufacturing
quality of the SMT process as it relates to the deployment of automated inspection technologies - over 150
companies worldwide use the Cost of Quality Model

*  Chairman of Automated Inspection Technologies of the Institute of Printed Circuits responsible for leading
the development of the Automated Optical Inspection Standard.

*  Technical Advisor on automated inspection technologies to the Governments of Puerto Rico and the Peoples
Republic of China.

Owner - Projecfs Mahager
* Led the design of specialized equipment required to support complex manufacturing processes.
¢ Designed equipment for Qualcomm, Inc., Hewlett Parckard, Inc., Nelcor-Puritan Bennet, Inc., Encad, Inc.,
Medtronics Interventional Vascular, Inc., Kaigai Seiyaku Pharmaceuticals, Disease Detection International,
Inc., and Trinity Biotech, PLC.

General Dynamics, Convair Division | San Die
SIL Department Manager, Principal In
¢ Led the avionics design verification, systems integration, and testing of the Advanced Cruise Missile (ACM)
program. The ACM was the US’s stealth cruise missile, a strategic nuclear weapon system.
+ Designed, integrated and coordinated test efforts of the B-52 component of the Missile in the'Loop Flight
Simulator, the SIL Systems Test Set (SSTS).
*  Managed the Systems Integration Laboratory (SIL, a 15 million dollars facility) and was responsible for the
operations of the Missile in the Loop Simulator.
* Developed and implemented the first ever PC based real-time data acquisition and graphics display system
for the Missile in the Loop Flight simulator. It was known as the Advanced Data Display System (ADDS}.
* Directed the box level design verification tests, sub-system and system level tests, hardware and software
integration tests, and flight events demonstrations.
* Responsible for performing the W-80 Nuclear Warhead Integration tests.
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*  Project Manager for the integration of the Aerodynamics Loads Simulation System to the Missile in the Loop
Simulator.
* Held a Secret Clearance.

Education

B.S. Management| University of Phoenix

Minors (145 credit units) in Electrical Engineering and Chemistry | University of Puerto Rico, College of Engineering
Languages (Full Fluency)

English & Spanish

Extracurricular Interests

Pedaling Mechanics Cycling Coach, Indoor Cycling Instructor, Chess.com

Marital Status

Widowed

Technical Manual of the MM11L - 8k Memory System — Digital Equipment Corporation

Principles and Concepts of Modern Chemistry — School Textbook and Lab Manual in Spanish, Published by
Editoriales de Armas in and used in the Junior High Schools of Puerto Rico

A Breakthrough in 0201 Components Inspection - SMT Magazine

Revolutionizing the Industry with High Resolution Digital Color AOI — Co Authored with Robert Kane — SMT
Magazine

SMT Council Interview on Automated Optical Inspection — SMT Magazine

Closing the Digital Color AOIl Loop — SMT Magazine

Advances in the Digital Color Camera Technology — SMT Magazine

Developed the Surface Mount Technology Cost of Quality Model — February of 2003

The High Cost of Quality in Global SMT Manufacturing- Electronics Business

The Inherent Lack of Quality in SMT Products — SMT Magazine

Can You Credibly Assess Your First Pass Yields? — SMT China

First Draft of the Global AOI Standard - Co Authored with Martin Kane - Institute of Printed Circuits
The Fundamental Reality of an AOI Seal - SMT Magazine

AOI and AXI: One Powerful Combination — SMT Magazine

Vectron and the Government of Puerto Rico (Spanish) ~ EMS Editors
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EXHIBIT B

Friday, November 1, 2013 10:50:54 AM Pacific Daylight Time

Subject: Re: SPADA Multi-Tenant Solution Summary

Date:  Friday, November 1, 2013 10:39:20 AM Pacific Daylight Time
From: Joseph Vilella

To: Jay McGuerty

From: Jay McGuerty <JAY.S.MCGUERTY@saiccom>
Date: Monday, October 22, 2012 4:55 PM
To: Joseph Vilella <joseph.vilella@spadainnovations.com>, James Reynante

<james.reynante@spadainnovations.com>
Subject: SPADA Multi-Tenant Solution Summary

Mr Vilella,

This is a summary of the multi-tenant testing SAIC performed at SPADA's lab
in La Jolla.

SPADA was seeking a multi-tenant solution that provided secure isolation at
layer-2 (VLAN) and Layer-3 (virtualized routing tables) up to and including
an ISP cloud.

Cisco routers support Multi-Protocol Label Switching (MPLS)/Virtual Routing
Forwarding (VRF) integrated with Border Gateway Protocol (BGP}). These
features used together can provide a secure multi-tenant network isolation
solution.

The question was would these components work with the Motorolla's GPON
technology. When Dr. Reynante contacted Motorolla regarding interoperability
with Cisco MPLS/VRF their response was that they believed it would but that
Motorolla had never tested this configuration.

SPADA contracted with SAIC to create a multi-tenant technology demonstrator
solution consisting of two Cisco 2800's configured as an ISP cloud peering

with BGP and four Cisco 2600's acting as tenant routers i.e. tenant "A" and
tenant "B" at two physical sites.

A multi-tenant site-1 was created by connecting one of each tenant's routers

to separate Motorolla ONT terminal in turn connected to a Motorola AX51800.
Each tenant router was configured with basic dynamic routing i.e. no special
support for/knowledge of VRF, MPLS or BGP was required for customer premise
equipment (CPE).

The Motorolla ONT terminals were configured to place each tenants traffic in
different VLANs which were trunked transparently through the Motorolla
AXS1800 to one side of the MPLS/VRF/BGP clould (Cisco 2800). The traffic was
demonstrated to be isolated and not able to interact or have any knowledge

of the other (note: this requires that only SPADA have administrative rights

to the onsite ISP/clould router). Traffic from each tenant was observed to
travel successfully to the other end of the clould (site-2 for tenant "A"

Page 10f2
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EXHIBIT B

and "B").

This demonstrates that the Motorolla AXS1800 successfully and transparently
worked with the Cisco MPLS/VRF/BGP multi-tenant features. This was a small
technology demonstrator but could be scaled up support much larger sites.

Additional development is required to provide a full suite of enterprise class
services such as a high security caching DNS server, IDS/Firewall and Security
Operations Center. Such an architecture could also support a multi-tenant
VolP solution as well.

v/r

lay McGuerty

Principal Security Engineer

Science Application International Corporation
10260 Campus Point Drive

San Diego, CA 92121

858.826.7309 w

858.663.5209 ¢

This communication may contain information that is legally privileged, confidential or exempt from
disclosure. If you are not the intended recipient, please do not read, disseminate, distribute or copy this
communication. Anyone who receives this message in error should notify the sender immediately by

telephone or by return e-mail and delete it from his or her computer.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
WASHINGTON, D.C.

In re application of:

Examiner: Cohen, Harvey [

Joseph L. Vilella

Serial No: 16600302 Art Unit: 2439

Filed: 2019-10-11

For:  Mutually secure optical data
network and method

R T N N

DECLARATION OF MICHAEL ZEGARSKI

I, Michael Zegarski, declare that:

I was familiar with many aspects of Passive Optical Networks and Information
Technology as they existed in 2012. As of 2005, and through 2013, I worked for
Motorola Mobility in support of its Gigabit Passive Optical Network (hereinafter
“GPON™) technology in the position of Senior Systems Engineer. I was a Subject Matter
Expert on Passive Optical Networks (hereinafter “PON™). My position also required me
to be extremely familiar and conversant with the most current IP Routing and Switching
processes. This was the case because the Optical Line Terminal (hereinafter “OLT™)
offered by us at Motorola Mobility, which was a layer-2 optical switch, had to be
properly interfaced with any of the existing brands of routers in the US marketplace and

replaced all existing brands of access layer switches within the US marketplace.

In 2012, Mr. James Reynante, an employee of SPADA Innovations, Inc. (hereinafter
“SPADA™). reached out to me to ask if it was possible for our OLT to accept virtually
separated information via the use of the Virtual Routing and Forwarding (hereinafter

“VRF™) process. The reason he was interested in finding out about this was because
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SPADA wanted to be able to use our OLT to provide information to legally separated

entities, users or tenants within a building managed by a single OLT.

Skepticism
1 was very skeptical about this different way of using our OLT for two reasons:

Reason 1: Our OLT had been specifically designed to provide shared information to end
users existing under the umbrella of a single entity such as a corporation, a government
agency or similar organization. At the time of its development, it was not anticipated that
our OLT was going to be used to provide virtually and thus absolutely separated
information to its end users within any entity. In view of this, I had to advise Mr.
Reynante that I was skeptical that this could be accomplished because to my knowledge,
this specific application was not an operational consideration of our OLT and as such, it

had not been tested and verified to be possible by our organization.

Reason 2: The existence of a method by which information could be virtually and
absolutely separated within a router was, to my knowledge, definitively not a mainstream
routing set up process. Through my previous years supporting IT experts programming
routers to interface with our OLTs, I had never heard or experienced the use of VRF-
labeled Ethemet frames going through a layer-2 OLT. In my mind, VRF was a hardly
used, very specialized and little known information routing configuration and as such,
and without understanding how it was accomplished and tested, I was very skeptical that

it would work with our OLT or any PON OLT for that matter.

I further declare that all statements made herein of my own knowledge are true and that
all statements made on information and belief are believed to be true; and further that
these statements were made with the knowledge that willful false statements and the like
so made are punishable by fine or imprisonment, or both, under section 1001 of Title 18
of the United States Code, and that such willful false statements may jeopardize the

validity of the application or any patent issuing thereon.
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Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142
Page 84 of 235



Electronic Acknowledgement Receipt

EFS ID: 38335187
Application Number: 16600302
International Application Number:
Confirmation Number: 7123

Title of Invention:

Mutually secure optical data network and method

First Named Inventor/Applicant Name:

Joseph L. Vilella

Customer Number:

24243

Filer:

John David Buchaca

Filer Authorized By:

Attorney Docket Number: 190072
Receipt Date: 17-JAN-2020
Filing Date: 11-0CT-2019

Time Stamp: 18:53:11

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes Multi Pages

u Document Description File Name ile Size( y M Y I. . 9

Number Message Digest | Part/.zip| (if appl.)
157074
1 Transmittal Letter 2020-01-17_190072_Transmitt no 1
al.pdf
6f0885ae128c05a8ff34e0819485337d3111
béa

Warnings:

Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142
Page 85 of 235




Information:

98579
Amendment/Req. Reconsideration-After] 2020-01-17_190072_Response.
2 . - no 3
Non-Final Reject pdf
aaef72fcl4aa2ccd28721a2e133f466b3d3c|
Warnings:
Information:
137452
3 Letter Requesting Interview with 2020-01-17_190072_Applicantl no 1
Examiner nitiatedInterviewRequest.pdf
d0aba28934cfa95cc260d 17fe40ead63609d
Warnings:
Information:
1704837
— - - . 2020-01-17_190072_Declaratio|
4 Affidavit-traversing rejectns or objectns nOfJosephvilella_withExhibits no 15
rule 132
AandB.pdf dd10c80930cf72aab9c2eedaf433b41adf1¢]
45e9
Warnings:
Information:
128675
Affidavit-traversing rejectns or objectns| 2020-01-17_190072_Declaratio|
5 . - no 3
rule 132 nOfMichaelZegarski.pdf
3321c45d0c53bcf81fc9d18ddeaa3b38e3ad
a7de
Warnings:
Information:
Total Files Size (in bytes):| 2226617

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

WASHINGTON, D.C.
In re application of: )
) Examiner: Cohen, Harvey I
Joseph L. Vilella )
) Art Unit: 2439
Serial No: 16600302 )
)
Filed: 2019-10-11 )
)
For:  Mutually secure optical data )
network and method )
)

RESPONSE

Commissioner for Patents
Mail Stop Amendment
via EFS-Web

In response to the First Action Interview Pilot Program Pre-Interview
Communication mailed 2019-12-19, please find the attached Applicant Initiated
Interview Request Form (PTOL-413A), the Declaration of Joseph L. Vilella including
attached Exhibits A and B, the Declaration of Michael Zegarski, and the following

REMARKS comprising a summary of the proposed arguments for the interview.
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REMARKS

Claims 1-13 remain pending in this application. Claims 1, 8, and 9 are
independent.

The claims have been rejected for obviousness in light of: Dupont, US Pub. No.
20020141421; Kolli, US Pub. No. 20080212598; and, Sanderson, US Pub. No.
20040223500.

Applicant contends that the cited references do not render the pending claims
obvious because the combination of the cited references do not result in the invention as
claimed, and because of the secondary non-obviousness considerations raised by the
Declarations of Joseph L. Vilella and Michael Zegarski. These include ample evidence
of the apparent satisfaction of a long-felt need in the optical data networking industry, the
failure of others to find a solution, subsequent copying by others, skepticism of experts,
and the counter-intuitiveness of the claimed invention in light of the relevant skill in the
art.

The Declarations of Joseph L. Vilella and Michael Zegarski show that at the time
of the claimed invention, configuring a passive optical network interface router to have at
least one virtual routing table with the understanding that data processed through such a
configuration would be accepted by an optical line terminal was not obvious. Indeed, it
appears that a person of expertise in the industry, namely Mr. Zegarski, had serious
misgivings about whether it would even work. Those of ordinary skill in the art would
therefore likely have even less confidence. Mr. Vilella’s Declaration shows that there
were very good reasons for those of ordinary skill in the art to NOT pursue any
implementation of a virtual routing table on a passive optical network interface router
feeding data to an optical line terminal, and to dismiss a suggestion of such
implementation outright. This is strong evidence of non-obviousness.

Applicant is unaware of any teaching in the cited references that would suggest
the effectiveness of configuring a passive optical network interface router to use a virtual

routing table to process data passing through an optical line terminal.
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Respectfully submitted,

2020-01-17
John D. Buchaca (Reg. No. 37, 289)
2635 Camino Del Rio South, Suite 102
San Diego, California 92108

190072 Telephone: (619) 294-2922

I hereby certify that this correspondence is being transmitted electronically via the United
States Patent and Trademark Office EFS-Web system to: Mail Stop Amendment,
Commissioner for Patents, on 2020-01-17, by John D. Buchaca, Reg. No. 37,289.

Signature: g;; l ;ﬁé e Date: ;0,200/ 77
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Suite 102

SAN DIEGO, CA 92108

Title:Mutually secure optical data network and method

Publication No.US-2020-0045390-A1
Publication Date:02/06/2020

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTQO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.
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applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
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Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
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be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

WASHINGTON, D.C.

In re application of: )
) Examiner: Cohen, Harvey I
Joseph L. Vilella )
) Art Unit: 2439
Serial No: 16600302 )
)
Filed: 2019-10-11 )
)
For:  Mutually secure optical data )
network and method )
)
AMENDMENT

Commissioner for Patents
Mail Stop Amendment
via EFS-Web

In response to the First Action Interview conducted 2020-03-02, please amend

that application as indicated below.
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In the Specification

On page 5, lines 14-23, please amend the paragraph as indicated below.

In a basic configuration, the aggregate downstream rate can be 2.5 Gbps, while
the upstream rate can be 1.25 Gbps. Each of the connections can be adapted to support
high-bandwidth multimedia applications on a single optical fiber over a distance of 20km
or more. Telecommunications service traffic that includes Internet, public switched
telephone networks, and broadcast/cable television 198;3110;1H2-for the building are
provided by one or more commercial carriers 114, 116, 118. The telecommunications
services carrier lines 120,122,124 enter the building 100 at a Main Point Of Entry
(MPOE) room 126 and terminate into headend equipment 128. From the headend
equipment, the voice, video and data content traffic can distributed to each of the tenants

102, 104, 106 over data feeds carried by fiber optic cabling 130, 132, 134.
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On page 9, lines 6-14, please amend the paragraph as indicated below.

Each splitter 308, 310. 312, 314 can replicate the incoming photonic broadcast
stream equally over each of it's drop lines 320, 322, 324. The splitter 308 can attach to
the simplex, single-mode fiber from the OLT 146 and can passively redistribute the
incoming light stream up to 64 times. The splitter is a Planar Lightwave Circuit (PLC)
that is constructed using silica glass waveguide circuits and aligned fiber optic pigtails
that are all integrated inside of a single package. The attenuation of the light signal
through the PLC of the splitter 308 is symmetrical in both directions. The signal loss
from a 1x8 PLC splitter is expected to be less than one dB greater than what would be
expected from a perfect splitter, approximately 10 dB. A typical 1x32 PLC splitter shall

have approximately 17 dB or less.
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In the Claims
1. (Currently Amended) A multi-user optical data network apparatus comprises:

at least one network service carrier line connected to a passive optical network
interface router;

at least one uplink connecting said interface router to an optical line terminal;

said optical line terminal being connected to a number of passive optical network
feeds for carrying a common data feed to a plurality of optical network units each
supporting at least one of a plurality of private user devices;

said interface router being configured to have at least one virtual routing table for
each one of said plurality of optrealnetwork—units_private user devices, whereby said

common data feed comprises data packets uniquely tagged for each one of said plurality

of private user devices; and,

wherein each of said optical network units is adapted to extract those of said data

packets intended for a supported one of said private user devices, and ignore those of said

data packets not intended for said supported one of said private user devices, thereby

virtually isolating said private user devices from one another.

2. Cancelled.

3. Cancelled.

4. (Currently Amended) The-apparatus—of-Claim3,—wherein—satd—atteast-one—virtuat

ot g-tao uppo gencratronorumquery-tagged a O a O O ard
pluratity-ofoptrecatnetwork—units The apparatus of Claim 1, wherein said data packets

comprise ethernet frames.

5. (Currently Amended) The apparatus of Claim 4, wherein each of said plurality of

optical network units provides service to a separate number of private users.

6. (Original) The apparatus of Claim 5, wherein said uplink carries data including

digitized voice and video data.
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7. Cancelled.

8. (Currently Amended) A digital data network communication method comprises:
accepting a plurality of private data streams into at least one passive optical
network interface router serving a plurality of private [[users]] user devices through a
plurality of optical network units;
aggregating said private data streams into a combined data feed;
routing said data feed to atteasttwoofsaid plurality of optical network units;
extracting from said data feed a first one of said private data streams_intended for

a first one of said plurality of private user devices;

wherein said routing comprises:
generating an independently unique virtual routing table for each of said
plurality of epticalnetworkunits private user devices;
uniquely tagging ethernet frames intended for [[a ]] said first one of said
plurality of epticatnetwork-units private user devices according to entries in a first one of
said virtual routing tables associated with [[a]] said first one of said opticalnetworkunits

private user devices;

9. Cancelled.

10. (Original) The method of Claim 8, wherein each of said optical network units

provides service to a separate number of private users.

11. (Original) The method of Claim 8, wherein said accepting further comprises:

interfacing a plurality of service provider data lines through a single headend.

12. (Original) The method of Claim 8, wherein said aggregating further comprises using

an enterprise aggregating switch.
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13. (New) A digital data network communication method comprises:
creating a common data feed between an optical line terminal and a plurality of
optical network units;
connecting a plurality of private user devices to said plurality of optical network
units;
virtually isolating said plurality of private user devices from one another;
wherein said isolating comprises:
uniquely tagging data packets intended for each one of said plurality of
private user devices connected to said plurality of optical network units;
wherein said uniquely tagging comprises providing a unique virtual

routing table for said each one of said plurality of private user devices.
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REMARKS

Claims 1, 4-6, 8, and 10-13 remain pending in this application. Claims 2,3, 7, and
9 have been cancelled. Claims 1, 8, and 13 are independent.

The specification has been amended to correct some typographical errors.
Specifically, reference characters 108, 110, and 112 have been removed since they do not
appear in the drawing. Reference characters 310, 312, 314 have been added to the
specification to refer to the splitters so identified in the drawing.

The claims have been rejected for obviousness in light of: Dupont, US Pub. No.
20020141421; Kolli, US Pub. No. 20080212598; and, Sanderson, US Pub. No.
20040223500.

It is believed the amendments made to the claims support their allowance over the
teachings of the cited references.

Therefore, reconsideration of the pending claims is earnestly solicited.

Applicant hereby reserves the right to further prosecute the original claims or any
other broad claims supported by the disclosure in one or more continuing applications.

Respectfully submitted,

2020-03-09 SEZ :;_5 4__\_/

John D. Buchaca (Reg. No. 37, 289)
2635 Camino Del Rio South, Suite 102
San Diego, California 92108

190072 Telephone: (619) 294-2922

I hereby certify that this correspondence is being transmitted electronically via the United
States Patent and Trademark Office EFS-Web system to: Mail Stop Amendment,
Commissioner for Patents, on 2020-03-09, by John D. Buchaca, Reg. No. 37,289.

s
Signature: S% ;5 Z Date:_<020-073- OF
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

WASHINGTON, D.C.
In re application of: )
) Examiner: Tolentino, Roderick
Joseph L. Vilella )
) Art Unit: 2439
Serial No: 16600302 )
)
Filed: 2019-10-11 )
)
For:  Mutually secure optical data )
network and method )
)

RESPONSE TO INTERVIEW

Commissioner for Patents
Mail Stop Amendment
via EFS-Web

In response to the Interview conducted 2020-07-13, please find the attached
Second Declaration of Joseph L. Vilella.
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REMARKS

Claims 1-13 remain pending in this application. Claims 1, 8, and 9 are
independent.

Based on the exchange of information during the Interview conducted 2020-07-13
it is believed the attached Second Declaration of Joseph L. Vilella will help the examiner

in his analysis of the pending claims.

Respectfully submitted,

2020-07-23
/John Buchaca/
John D. Buchaca (Reg. No. 37, 289)
2635 Camino Del Rio South, Suite 102
San Diego, California 92108
190072 Telephone: (619) 294-2922

I hereby certify that this correspondence is being transmitted electronically via the United
States Patent and Trademark Office EFS-Web system to: Mail Stop Amendment,
Commissioner for Patents, on 2020-07-23, by John D. Buchaca, Reg. No. 37,289.

Signature: /John Buchaca/ Date: 2020-07-23
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

WASHINGTON, D.C.
In re application of: )
) Examiner: Tolentino, Roderick
Joseph L. Vilella )
)
Serial No: 16600302 ) Art Unit: 2439
)
Filed: 2019-10-11 )
)
For: Mutually secure optical data )
network and method )
)

SECOND DECLARATION OF JOSEPH L. VILELLA

1, JOSEPH L. VILELLA, declare that:

Maintaining critical/legal information separation at all networking levels is of
paramount importance in a world so dominated by online services and so susceptible to
highly sophisticated hacking attacks. As of the turn of the century, this became especially
critical in the Internet Service Providers (ISP) arena, where voice, video and data services
were provided to multiple subscribers across a unified ISP network system (e.g. AT&T,
Verizon, Cox, Time Warner, Comcast and others). ISPs were then and still are today

providing those services to commercial and residential clients.

Virtual separation of the voice, video and data communications for each client,
often referred to as virtual circuits or virtual private networks (VPNs), was accomplished
within the converged services network This was achieved via the use of X.25, Frame
Relay and Asynchronous Transfer Mode (ATM) processes. Though extremely capital
intensive and limited in scalability, these processes were highly relied upon by the ISPs

to legally segregate their clients.

However, with the eventual and increased utilization of the highly scalable and

cost effective Internet Protocol (IP), a new method of creating VPNs via IP packet
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encapsulation arose. This method was disclosed by Sanderson et al. in US Patent
Publication No. 2004/0223500 Al (hereinafter “Sanderson”). As is the case with most
new processes, the Sanderson VPN method, though more efficient, took many years to be
widely utilized by the large ISPs. The main reason was that they were heavily invested in
the capital equipment required to put in place and maintain the previous information

separation methods.

The Sanderson method created virtual and effective legally separated information
VPNs within a converged [P-based communications signal environment. At its core, this
separation is created and maintained within the routers transporting the data across the
length of the ISP services provisioning network. Typically, after the final ISP router,
referred to by Sanderson as the Customer Edge (CE) router, the information is delivered
via access layer switches to its intended subscribers. This is a point-to-point distribution
scheme originated and managed at the access layer switch level. From there the point-to-
point distribution was additionally supported at each subscriber premise via the use of a
subscriberowned router which would distribute the voice, video, and data signals as
required.  Through all that path, each VPN maintained its virtual information
characteristics via the use of a then novel way of tagging the IP packets called Multi
Protocol Label Switching (MPLS) which is at the core of the Virtual Routing and

Forwarding process described by Sanderson.

The Sanderson method of virtual information separation, though not fully utilized
at the time, could support all existing copper-based point-to-point distribution networks.
However, in 2010, when my company SPADA INNOVATIONS, INC. (hereinafter
“SPADA”) brought the Passive Optical Network (PON) technology to California, PON
did met support the point-to-point distribution scheme that could be virtually segregated
using the Sanderson method. Instead, it required and mainfained the converged
information of the CE router via the use of its Optical Line Terminal all the way to the
subscriber’s premises, where it would be properly segregated and disseminated to its

intended IP devices (computers, VoIP phones, digital TVs, etc.). This also applies to any

8]
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end user of the PON that requives virtnal information sesparatifm. Therefore, beyond this

o8

point, we will use the term “end user™ fnstead of “subseriber’

Therefore, when SPADA was challenged with providing virtual  privaie
communication 1 end users, none of the router experts of SAN or the PON experts of
¢ equipment mamnfacturer could warrant that the PON Optical Line Tenminal would
succeasfully accept and convey to the end users such information vi.rmaié,}: separated
according to the Sanderson method. Please vefer to my earlier Declavation and the
Declaration of Michael Jegarckd, Thus, SPADA needed o delormine whether the
instantiation and validation of the use of the Sanderson method to wanspost mformation

successtully through the PON Optical Line Torminal 1o i intended end ustrs was gven

possible. Thig is the basis of the present Apphication. I is boportant 10 note sgain that

the success of that determination could not be warranted by any of the 1T providess, PON

ormation Seourtty Experts th fime,

1 further declare that all statements made herein of my own knowledge are true

and that alf statements made on fnformation and belief are believed to be true; and Turther

that these statements were made with the knowledpe that willful false statements and the

ke so made are punishable by fine or émpriscmneni, or both, under section 1001 of Titde
18 of the United States Code, and that such will

validity of

("I

{the application orany patent issuing iheram;

Ny
e
v o

fox

L

v
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3) W Claim(s) 1,4-6,8 and 10-13 is/are pending in the application.
3a) Of the above claim(s) is/are withdrawn from consideration.

4y Claim(s) ____is/are allowed.
5) ¥ Claim(s) 1,4-6,8 and 10-13 is/are rejected.
6) [J Claim(s) ____is/are objected to.

7) O Claim(s)

are subject to restriction and/or election requirement.

Application Papers
8) [J The specification is objected to by the Examiner.
9) L] The drawing(s) filed on is/are: a) ] accepted or b) [J objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

10) OJ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
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1. O Certified copies of the priority documents have been received.

2. 0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

*See the attached detailed Office action for a list of the certified copies not received.
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Examiner's Telephone Number: (571)272-2661
Examiner's Typical Work Schedule: Mon- Fri 8am-4pm

Supervisor's Name: Luu Pham Supervisor's Telephone Number:
571-270-5002
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1) [M]Notice of References Cited (PTO-892) 3) [MInterview Summary (PTO-413)
Paper No(s)/Mail Date. 7/13/2020 .
2) {Jinformation Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) )
Paper No(s)/Mail Date 4)Jother: .
U.S. Patent and Trademark Office i i i i i Part of Paper No./Mail Date 20200714
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Application No. Applicant(s)
. . . 16/600,302 Vilella, Joseph L.
First Action Interview
Office Action Summary Examiner Art Unit AIA (FITF) Status
RODERICK TOLENTINO 2439 No

Notification of Rejection(s) and/or Objection(s)

# Claim(s) Reference(s) Rejection

(if applicable) Statutory Basis Brief Explanation of Rejection

1,4-6,8 and Kolli, Suvakovic,
10-13 Homer Homer teaches the use of Ethernet and tagging packets

103 Kolii teaches plurality of virtual route tables. Suvakovic addresses plurality of PONs and

Expanded Discussion/Commentary

Claim 1: virtual routing table for each one of said plurality of optical network units (Kolli: par. 53; one or more virtual routing tables maintained by
the transparent virtual router 510; par. 49; transparent virtual router is also in communication with one or more IP router (s) 452 of one or more
ISP(s) through a high-speed connection 448 (e.g., a fiber optical gigabit Ethernet connection)

Claim 1: at least one network service carrier line connected to a passive optical network interface router; at least one uplink connecting said
interface router to an optical line terminal; said optical line terminal being connected to a number of passive optical network feeds for carrying a
common data feed to a plurality of optical network units each supporting at least one of a plurality of private user device (Suvakovic, Para 0037,
teaches plurality of PONs network architecture and Para 0041 teaches the use of routing tables.) Would be obvious to combine with Kolli by
implementing a more secure virtual routing table

Claim 1: said interface router being configured to have at least one virtual routing table for each one of said plurality of optical-network units
private user devices, whereby said common data feed comprises data packets uniquely tagged for each one of said plurality

of private user devices; wherein each of said optical network units is adapted to extract those of said data packets intended for a supported one
of said private user devices, and ignore those of said data packets not intended for said supported one of said private user devices, thereby

DATE: /RODERICK TOLENTINO/
14 July 2020 Primary Examiner, Art Unit 243
U-S. Patent and Trademark Office First Action Interview Office Action Summary Part of Paper No./Mail Date 20200714

PTOL-413FA (Rev. 11-13)
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Application No. Applicant(s)

16/600,302 Vilella, Joseph L.
Applicant-Initiated Interview Summary Examiner Art Unit AIA (FITF) Status

RODERICK 2439 No

TOLENTINO

All participants (applicant, applicants representative, PTO personnel):

(1) RODERICK TOLENTINO. (3) John Vilella.

(2) John Buchaca. (4) Scott Burnett.

Date of Interview: 13 July 2020.

Type: Telephonic  [J Video Conference
U Personal [copy given to:  [J applicant [ applicant's representative]

Exhibit shown or demonstration conducted: ] Yes No.
If Yes, brief description:
Issues Discussed (J101  (J112 ([J102 (J103 MOthers
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)
Claim(s) discussed: 1.

Identification of prior art discussed: Sanderson.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

Examiner, Applicant and Applicant's representatives discussed potential claim amendments, in the interest of compact
prosecution. However, no agreement was reached regarding allowability..

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the
interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

(J Attachment

/RODERICK TOLENTINO/
Primary Examiner, Art Unit 2439

U.S. Patent and Trademark Office
PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20200714
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C.
132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to any
alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiners responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing out
typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the conclusion of
the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicants correspondence address either with or prior
to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other circumstances dictate, the
Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

- Application Number (Series Code and Serial Number)

- Name of applicant

- Name of examiner

- Date of interview

- Type of interview (telephonic, video-conference, or personal)

- Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

- An indication whether or not an exhibit was shown or a demonstration conducted

- An identification of the specific prior art discussed

- Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

Itis desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview unless
it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the substance of the
interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,-
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on
the Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,
(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)
6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed
by the examiner.

Examiners are expected to carefully review the applicants record of the substance of an interview. If the record is not complete and accurate,

the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiners version of the statement
attributed to him or her. If the record is complete and accurate, the examiner should place the indication, Interview Record OK on the paper recording
the substance of the interview along with the date and the examiners initials.
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In the Claims
1. (Currently Amended) A multi-user optical data network apparatus comprises:

at least one network service carrier line connected to a passive optical network
interface router;

at least one uplink connecting said interface router to an optical line terminal,

said optical line terminal being connected to a number of passive optical network
feeds for carrying a common data feed to a plurality of optical network units each
supporting at least one of a plurality of private user devices;

said interface router being configured using Virtual Routing and Forwarding

(VRF) commands to have at least one virtual routing table for each one of said plurality

of private user devices, whereby said common data feed comprises data packets uniquely
tagged using Multi Protocol Label Switching (MPLS) for each one of said plurality of
private user devices; and,

wherein each of said optical network units is adapted to extract those of said data
packets intended for a supported one of said private user devices, and ignore those of said
data packets not intended for said supported one of said private user devices, thereby

virtually isolating said private user devices from one another.

2. Cancelled.

3. Cancelled.

4. (Previously presented) The apparatus of Claim 1, wherein said data packets comprise

ethernet frames.

5. (Previously presented) The apparatus of Claim 4, wherein each of said plurality of

optical network units provides service to a separate number of private users.

6. (Original) The apparatus of Claim 5, wherein said uplink carries data including

digitized voice and video data.
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7. Cancelled.

A digital data network communication method comprises:

accepting a plurality of private data streams into at least one passive optical

network interface router serving a plurality of private user devices through a plurality of

optical network units (ONUs):

configuring said at least one passive optical network interface router to virtually

separate information intended for each of said plurality of private user devices, wherein

said configuring comprises:

generating an independently unique virtual routing table for each of said

plurality of private user devices using Virtual Routing and Forwarding (VRF);

uniquely tagging ethernet frames contained in said plurality of private data

streams and intended for said first one of said plurality of private user devices according

to entries in a first one of said virtual routing tables associated with said first one of said

private user devices using Multi Protocol Label Switching (MPLS) to form MPLS tagged
data packages;
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sending said MPLS tagged data packages to a passive optical networks optical
line terminal (OLT);

aggregating within said OLT said MPLS tagged data packages into a common

data feed;

distributing said common data feed to said plurality of ONUs;

wherein said distributing comprises:

replicating said common data feed using at least one optical splitter

connected to said plurality of ONUs;

extracting, at each of said plurality of ONUs, from said common data feed those

MPLS tagged data packages intended for a specific one of said plurality of private user

devices.

9. Cancelled.

10. (Original) The method of Claim 8, wherein each of said optical network units

provides service to a separate number of private users.

11. (Original) The method of Claim 8, wherein said accepting further comprises:

interfacing a plurality of service provider data lines through a single headend.

12. (Original) The method of Claim 8, wherein said aggregating further comprises using

an enterprise aggregating switch.

13. (Previously presented) A digital data network communication method comprises:

creating a common data feed between an optical line terminal and a plurality of
optical network units;

connecting a plurality of private user devices to said plurality of optical network
units;

virtually isolating said plurality of private user devices from one another;

wherein said isolating comprises:
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uniquely tagging data packets intended for each one of said plurality of
private user devices connected to said plurality of optical network units using Multi
Protocol Label Switching (MPLS) to form MPLS tagged data packets;

wherein said uniquely tagging comprises [[providing]] configuring a

premise router using Virtual Routing and Forwarding commands to provide a unique

virtual routing table for said each one of said plurality of private user devices;

distributing, via a common data feed through at least one optical splitter, those

MPLS tagged data packets intended for each one of a said plurality of private user

devices connected to said plurality of optical network units.
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REMARKS

Claims 1, 4-6, 8, and 10-13 remain pending in this application. Claims 2, 3, 7,
and 9 are cancelled. Claims 1, 8, and 13 are independent.

The changes to the language of the claims are supported by the specification as
originally filed. Attention has been made to avoid the introduction of any new matter.
Specifically, in Claim 1 support for the use of Virtual Routing and Forwarding (VRF)
commands can be found at page 6, lines 3-4 and page 8, lines 12-15. The language
involving using Multi Protocol Label Switching (MPLS) is supported at page 8, line 22.

As for Claim 8, the entirety of the claim has been replaced in order to maintain
clarity, however, much of the language is supported by the earlier construction of the
claim. Support for newer language involving VRF and MPLS is the same as for Claim 1.
As for other newer language, it is supported as follows. Support for “configuring” can be
found at page 7, line 24. Support for “sending” can be found in the drawing at figures 3-
6 and at page 6, lines 6-8. Support for “aggregating” can be found in the original claim
language, in the drawing at figures 4-5. Support for “distributing” can be found in the
drawing at figure 4 and at page 8, line 46 to page 9, line 5. Support for “replicating” can
be found at page 9, line 6.

The above listed support also applies to the language now used in Claim 13.

Summary of actions to date

This amendment is being made in response to the Office Action dated 2020-08-
06. In that Action in the First Action Interview Summary section it is noted that the
check box for “Applicant’s request to not have a first-action interview is acknowledged
(or the time period for reply set for the in the Pre-Interview Communication has expired
and the Office did not receive any reply)” has been checked. This is at best misleading.
What follows is a recounting of the actions taken in the present Application so far.

The present Application was filed on 2019-10-11 including a First-Action
Interview Enrollment Request and the TrackOne Request. The TrackOne Request was
Granted on 2019-10-31. The Application was assigned to Examiner Harvey 1. Cohen
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who conducted a search and prepared a Pre-Interview Communication mailed 2019-12-
19 detailing his initial determination that the claims were obvious. Applicant replied on
2020-01-17 including the Interview Request Form and the Declarations of Mr. Vilella
and Mr. Zegarski in support of non-obviousness, with no changes to the claims being
made. An in-person interview was conducted on 2020-03-02 between Examiner Cohen,
Mr. Vilella, Mr. Bernet of Spada Innovations, Inc., an entity closely involved in the
development of the invention, and Mr. Buchaca, the attorney of record, attending
telephonically. During the interview it was agreed that Applicant would submit an
amendment to place the claims in better condition for allowance. An Amendment was
filed a week after the interview on 2020-03-09 where the limitations of original Claim 4
involving the unique tagging of Ethernet frames according to a unique virtual routing
table for each of the private user devices on a passive optical network was incorporated
into Claim 1, and a new independent Claim 13 was added to more broadly claim this
feature. On 2020-06-09 it was learned that the Application was being transferred to
another examiner, Mr. Roderick Tolentino. A telephonic interview attended by Mr.
Tolentino, Mr. Vilella, Mr. Bernet, and Mr. Buchaca was conducted 2020-07-13 in the
hope that the status of the Application could be quickly addressed and an allowance
would be forthcoming. That telephonic interview resulted in Mr. Tolentino advising that
he would review the Application further and prepare an action. On 2020-07-23 Applicant
submitted a Second Declaration of Mr. Vilella in further support of non-obviousness.
Examiner Tolentino then generated the most recent Office Action dated 2020-08-06
rejecting the claims in light of some new prior art.

The claims have been rejected for obviousness in light of:

Kolli et al. — System and Method for Transparent Virtual Routing — US
2008/0212598 A1l — Sep. 4, 2008 (hereinafter “Kolli”);

Suvakovic et al. — Low-Energy Optical Network Architecture — US 2011/0206370
Al — Aug. 25, 2011 (hereinafter “Suvakovic”); and,

Homer — System for Tracking Files Transmitted Over the Internet — US 7,500,004
B1 — Mar. 3, 2009 (hereinafter “Homer™).
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I. The combined references do not result in the invention as now claimed.

None of these references alone or in combination are concerned with configuring
a Passive Optical Network (hereinafter “PON”) premise router to use Virtual Routing and
Forwarding (hereinafter “VRF”) to uniquely tag data packets using Multi Protocol Label
Switching (hereinafter “MPLS”) so that those packets can successfully pass through an
optical line terminal (hereinafter “OLT”) in a PON without begin corrupted or otherwise
misdirected. None of the cited references discuss the passage of MPLS tagged data
through an OLT. Thus the combined references do not teach the invention as now

claimed.

II. The combination of the references is not suggested by the references
themselves

The examiner suggests that because Kolli teaches the use of virtual routing tables,
which applicant admits is known in the copper networking world, and Suvakovic teaches
the use of routing tables by a PON, which applicant admits is well-known since that’s
what routers use, that somehow the combination of those two things is obvious.
Applicant disagrees.

First, there would be no motivation for Suvakovic to utilize VRF in its network.
Suvakovic describes a classic unified, monolithic-type PON in a secure setting where all
the end user devices are intended to receive all the information available on the network
and every user is published within the router. Ultimately, there would be no reason for a
Suvakovic-type optical network to provide information separation as accomplished by
VREF. Further, the energy saving method that Suvakovic teaches deals with selectively
shutting down OLTs that are not being actively addressed to save energy, and relies on
published routing information. A virtual routing table carries the private information of a
user and is not published or visible within the router. Thus, when the OLT shuts off
communication to unpublished routes due to inactivity, those routes would be lost when
activity starts up again. In other words, the use of VRF in a Suvakovic-type optical
network would result in some of the routes being unpublished and potentially lost,

defeating the operation of the network.
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Similarly, there would be no motivation for Kolli to send its data concerning
digital communication across phone lines (DSL) through an OLT with the inherent
unpredictability such an act would entail. The Declarations of Mr. Vilella and Mr.
Zegarski make clear that the intermingling of PON and copper networking strategies
would not have been undertaken, especially by those exhibiting ordinary skill.

Homer addresses the tagging of data packets in the TCP/IP context to include
additional information regarding their source. This essentially provides expanded
header-type information, becoming part of the data being routed, and is not involved in
routing or separating information between end users. Thus the teachings of Homer would

be of little use to someone attempting to route data in a PON.

ITI. Those of ordinary skill in the networking arts would not have made the
combination
The Declarations of Mr. Vilella and Mr. Zegarski strongly suggest that the
combination of the cited references would be beyond the level of expert skill, and thus
well beyond ordinary skill, in the digital networking industry at the time the invention
occurred. Indeed, the Declarations suggest the combination would have been avoided.
MPEP section 2141 details the requirements for supporting a determination of
obviousness where a combination of prior art references is being made. When
considering obviousness of a combination of known elements, the operative question is
thus "whether the improvement is more than the predictable use of prior art elements
according to their established functions." citing KSR International Co. v. Teleflex Inc.
(KSR), 550 U.S. 398, 82 USPQ2d 1385 (2007).
Here the unpredictability and lack of any expectation of success of the result as
supported by the Declarations strongly indicates that the improvement in this case is non-

obvious.

IV. The examiner must acknowledge the pertinence of secondary non-
obviousness considerations in this case
MPEP section 2141 also makes clear that the examiner must take secondary non-

obviousness considerations into account in the present obviousness inquiry. “While each
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case is different and must be decided on its own facts, these factual inquiries, including
secondary considerations when present, are the controlling inquiries in any obviousness
analysis.” MPEP 2141 part II (italics emphasis added).

Since such an inquiry into the considerations raised by the Declarations of Mr.
Vilella and Mr. Zegarski are controlling, the Examiner must recognize their probative
value. The Declarations of Mr. Vilella and Mr. Zegarski provide ample support for the
proposition that the claimed invention is non-obvious due to considerations such as
satisfying a long felt need in the industry, failure by others, copying by others, and
unexpected results in the form of skepticism by experts and counter-intuitiveness, any
one of which could overcome an obviousness determination given the circumstances of

this case.

It is believed the amendments made to the claims support their allowance over the
teachings of the cited references.

Therefore, reconsideration of the pending claims is earnestly solicited.

Applicant hereby reserves the right to further prosecute the original claims or any
other broad claims supported by the disclosure in one or more continuing applications.

Respectfully submitted,
2020-10-06 /John Buchaca/

John D. Buchaca (Reg. No. 37, 289)
2635 Camino Del Rio South, Suite 102
San Diego, California 92108

190072 Telephone: (619) 294-2922

I hereby certify that this correspondence is being transmitted electronically via the United
States Patent and Trademark Office EFS-Web system to: Mail Stop Amendment,
Commissioner for Patents, on 2020-10-06, by John D. Buchaca, Reg. No. 37,289.

Signature: /John Buchaca/ Date:  2020-10-06
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Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are reguired to respond to a collection of information unless it displays a valid OMB control number.
REQUEST FOR WITHDRAWAL | Fiing pate 20191011
AS ATTORNEY OR AGENT AND First Named Inventor Joseph L. Vilella
CHANGE OF Art Unit 2439
CORRESPONDENCE ADDRESS | Examiner Name Tolentino, Roderick
\ zlj::;)t;c:ner Docket 190072 )
To: Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450
Please withdraw me as attorney or agent for the above-identified patent application, and

D all the practitioners of record;
D the practitioners {with registration numbers) of record listed on the attached paper{s); or

E] the practitioners of record associated with Customer Number: 24243

NOTE: The immediately preceding box should only be marked when the practitioners were appointed using the listed
Customer Number.

The reason(s) for this request are those described in 37 CFR:

[]11.116(a)(1) [[]11.116(3)(2) [[]11.116(a)(3)
[ ]11.116(b)(1) [ ]11.116(b)(2) [ ]11.116(b)(3)
[ ]11.116(b)(4) [ ]11.116(b)(5) [ ]11.116(b)(6)

El 11. 116(b)(7) Please explain below:

Because of the Covid-19 pandemic and the associated burdens it places on my family,
I am unable to devote the time necessary to further represent the Applicant in this case.

Certifications

Check each box below that is factually correct. WARNING: If a box is left unchecked, the request will likely not be
approved.

1. E] I/We have given reasonable notice to the client, prior to the expiration of the response period, that the
practitioner(s)
intend to withdraw from employment.

2. |§] |/We have delivered to the client or a duly authorized representative of the client all papers and property {including
funds) to which the client is entitled.

3. EI I/We have notified the client of any responses that may be due and the time frame within which the client must
respond.

Please provide an explanation, if necessary:

| have spoken with the client, and the client approves of my withdrawal.

[Page 1 of 2]

This collection of information is required by 37 CFR 1.36. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 15 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Approved for use through 03/31/2021. OMB 0651-0035

U.S. Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

REQUEST FOR WITHDRAWAL AS ATTORNEY OR AGENT
AND CHANGE OF CORRESPONDENCE ADDRESS

Complete the following section only when the correspondence address will change. Changes of address will only be accepted to an applicant.

Change the correspondence address and direct all future correspondence to:

A. I:l The address of the applicant associated with Customer Number:

OR

B. [m] Applicant

address 2031 Second Avenue

City San D|eg0 State CA Zip 921 01 Country US
reesnone 61 9-884-8360 = joevilella@gmail.com

| am authorized to sign on behalf of myself and all withdrawing practitioners.

signature /John Buchaca/

name John D. Buchaca Registration No. 37289

address 2635 Camino Del Rio South, Suite 102

City San D|ego State CA Zip 921 08 Country US

bate 2020-10-08 Telephone No. §19-294-2922

NOTE: Withdrawal is effective when approved rather than when received.

[Page 2 of 2]

This collection of information is required by 37 CFR 1.36. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 15 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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This is in response to the Power of Attorney filed 10/12/2020.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
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Application No. Applicant(s)

16/600,302 Vilella, Joseph L.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
RODERICK TOLENTINO 2439 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 10/6/2020.
O A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)lv) This action is FINAL. 2b) [J This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parfe Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1,4-6,8 and 10-13 is/are pending in the application.
5a) Of the above claim(s) is/are withdrawn from consideration.

6) Claim(s) 8 and 10-12 is/are allowed.

7) Claim(s) 1,4-6 and 13 is/are rejected.

8) [ Claim(s) ____is/are objected to.

9) (J Claim(s) _____are subject to restriction and/or election requirement

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
Application Papers
10)(J The specification is objected to by the Examiner.
11)& The drawing(s) filed on 10/11/2019 is/are: a)& accepted or b)[7] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)J All b)(J Some** ¢)d None of the:
1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) Notice of References Cited (PTO-892) 3) [J Interview Summary (PTO-413)
Paper No(s)/Mail Date
4) [J Other: .

2) [ Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b)
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Application/Control Number: 16/600,302 Page 2
Art Unit: 2439

Notice of Pre-AIA or AIA Status
1. The present application is being examined under the pre-AlA first to invent
provisions.
2. Office Action is in response to the reply by Applicant filed on 10/6/2020. Claims

1, 4-6, 8 and 10-13 are pending. This Office Action is Final.

Claim Rejections - 35 USC § 103
3. The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patentmay not be obtained though the invention is notidenticallydisclosed or described
as setforth in section 102, ifthe differences between the subject matter soughtto be patented
and the priorart are such thatthe subjectmatter as a whole would have been obvious atthe
time the invention was made to a person having ordinaryskill in the art to which said subject
matter pertains. Patentabilityshall notbe negatived by the mannerin which the inventionwas
made.

4, Claims 1, 4-6 and 13 is/are rejected under pre-AlA 35 U.S.C. 103(a) as being
unpatentable over Mitsunaga etal. (US 2012/0128349) in view of Daruwalla et al.

(US 6,693,878).

As per claim 1, Mitsunaga teaches a multi-user optical data network apparatus
comprises: at least one network service carrier line connected to a passive optical
network interface router (Mitsunaga, Paragraph 0053 recites “The PON system has an
OLT 4 that is a station side apparatus installed in a station house of a carrier, for
example, and plural ONUs 2 installed in subscriber's homes, for example, which are

connected via an optical fiber and an optical splitter 3.”);
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at least one uplink connecting said interface router to an optical line terminal
(Mitsunaga, Paragraph 0053 recites “The ONU 2 has a UNI interface, to which a
terminal or communication apparatus such as a personal computer, a router or a
terminal adaptor within the user home is connected. In FIG. 1, terminals 1 are shown.
On the upper-level side of the OLT 4, there is a Network Node Interface (NNI), in which
the PON system is connected through this interface via a core network of the carrier to
an upper-level network such as internet.”);

said optical line terminal being connected to a number of passive optical network
feeds for carrying a common data feed to a plurality of optical network units each
supporting at least one of a plurality of private user devices (Mitsunaga, Paragraph
0053 recites “In FIG. 1, terminals 1 are shown. On the upper-level side of the OLT 4,
there is a Network Node Interface (NNI), in which the PON system is connected through
this interface via a core network of the carrier to an upper-level network such as
internet. As shown in FIG. 1, the OLT 4 and the ONUs 2 are connected at 1 to N in the
PON system. Between the OLT 4 and the ONUs 2, plural logical links are set on one
physical link, and a path to each ONU 2 is set by this logical link.”).

But fails to teach said interface router being configured using Virtual Routing and
Forwarding (VRF) commands to have at least one virtual routing table for each one of
said plurality of private user devices, whereby said common data feed comprises data
packets uniquely tagged using Multi Protocol Label Switching (MPLS) for each one of
said plurality of private user devices; and, wherein each of said optical network units is
adapted to extract those of said data packets intended for a supported one of said

private user devices, and ignore those of said data packets not intended for said
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supported one of said private user devices, thereby virtually isolating said private user
devices from one another.

However, in an analogous art Daruwalla teaches said interface router being
configured using Virtual Routing and Forwarding (VRF) commands to have at least one
virtual routing table for each one of said plurality of private user devices, whereby said
common data feed comprises data packets uniquely tagged using Multi Protocol Label
Switching (MPLS) for each one of said plurality of private user devices; and, wherein
each of said optical network units is adapted to extract those of said data packets
intended for a supported one of said private user devices, and ignore those of said data
packets not intended for said supported one of said private user devices, thereby
virtually isolating said private user devices from one another (Daruwalla, Col. 15 Lines
17-34 recites “Next, the CMTS examines the packet's routing information in order to
determine the destination IP address of the packet. Once the destination IP is obtained,
the CMTS then consults the VRF Table associated with VPNT (e.g. Table 800 of FIG.
8), in order to determine whether the packet's destination IP address falls within any of
the recognized destination IP address ranges specified by the VPN1 VRF Table 800.
Presumably, in the example of FIG. 3A, the packet's destination IP address will fall
within one of the recognized destination IP address ranges specified in the VPN1 VRF
Table (e.g. IP address range [Rangel]), and the CMTS will route the packet, using an
MPLS protocol, to the specified next hop (e.g. Next Hop1). The packet will eventually
travel from the CMTS 324 to the VPN1 CE device 352 along a MPLS VPN
communication path 311. Once the packet is received at CE device 352, it will be

processed and routed to the appropriate destination node at Enterprise A.”).
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It would have been obvious to a person of ordinary skill in the art to use
Daruwalla’s Technique and apparatus for using node ID as virtual private network
(VPN) identifiers with Mitsunaga’s Passive optical network system, station side
apparatus and power consumption control method because it offers the advantage of
Network functionality is improved because network paths can be segmented without

requiring multiple routers.

As per claim 4, Mitsunaga in combination with Daruwalla teaches the apparatus
of Claim 1, Mitsunaga further teaches wherein said data packets comprise ethernet
frames (Mitsunaga, Paragraph 0053 recites “ In the case of a GE -PON, an identifier
called a Logical Link ID, logical link identifier (LLID) is embedded in a preamble part of

Ethernet frame, whereby data multiplexing of ONUs is realized with this identifier.”).

As per claim 5, Mitsunaga in combination with Daruwalla teaches the apparatus
of Claim 4, Mitsunaga further teaches wherein each of said plurality of optical network
units provides service to a separate number of private users (Mitsunaga, Paragraph
0053 recites “In FIG. 1, terminals 1 are shown. On the upper-level side of the OLT 4,
there is a Network Node Interface (NNI), in which the PON system is connected through
this interface via a core network of the carrier to an upper-level network such as
internet. As shown in FIG. 1, the OLT 4 and the ONUs 2 are connected at 1 to N in the
PON system. Between the OLT 4 and the ONUs 2, plural logical links are set on one
physical link, and a path to each ONU 2 is set by this logical link.” See also Paragraph

0005 which recites “In this way, the PON system is suitable for inexpensively providing
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an internet connection service or a company oriented private line service to users
distributed over a service area, because the equipment can be shared among the plural
subscribers by multiplexing plural subscriber signals to make the one-to-multiple

connection.”).

As per claim 6, Mitsunaga in combination with Daruwalla teaches the apparatus
of Claim 5, Daruwalla further teaches wherein said uplink carries data including digitized
voice and video data (Daruwalla, Col. 1 Lines 11-18 recites “Broadband access
technologies such as cable, fiber optic, and wireless have made rapid progress in
recent years. Recently there has been a convergence of voice and dalta networks which
is due in part to US deregulation of the telecommunications industry. In order to stay
competitive, companies offering broadband access technologies need to support voice,
video, and other high-bandwidth applications over their local access networks.”).

It would have been obvious to a person of ordinary skill in the art to use
Daruwalla’s Technique and apparatus for using node ID as virtual private network
(VPN) identifiers with Mitsunaga’s Passive optical network system, station side
apparatus and power consumption control method because it offers the advantage of
Network functionality is improved because carries multiple types of communications

data.

Regarding claim 13, claim 13 is directed to a similar method associated with the
apparatus of claim 1 respectively. Claim 13 is similar in scope to claim 1, respectively,

and are therefore rejected under similar rationale.
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Allowable Subject Matter

5. Claims 8 and 10-12 are allowed.
6. The following is an examiner’s statement of reasons for allowance:
7. The present invention is directed to A digital optical data network system for

improving information security in Passive Optical Networks ("PON") by providing virtual
information separation in the router, such as a premise router, or routers interfacing the
entire PON, such as by utilizing virtual routing and forwarding, thus allowing safe data
traffic between multiple carriers, service providers accessing the PON and multiple end
users on the PON such as tenants in a building, employees of a business entity, or
subscribers in a residential community.

A search was conducted and the closest prior art of Mitsunaga et al. (US
2012/0128349) in view of Daruwalla et al. (US 6,693,878) and Kolli et al. (US
2008/0212598) which are directed towards inventions with optical networking, fail to
disclose, teach or even suggest the particular combination of steps or elements as
recited in independent claim 8.

Mitsunaga in view of Daruwalla and Kolli fail to teach “sending said MPLS tagged
data packages to a passive optical networks optical line terminal (OLT); aggregating
within said OLT said MPLS tagged data packages into a common data feed; distributing
said commondata feed to said plurality of ONUs: wherein said distributing comprises:
replicating said common data feed using at least one optical splitter connected to said
plurality of ONUs: extracting, at each of said plurality of ONUs, from said common data
feed those MPLS tagged data packages intended for a specific one of said plurality of

private user devices.” Applicant’s inventive steps listed above is deemed novel for its
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distribution and replication of a feed in an optical network. As a result this claim is in
condition for Allowance.

Any comments considered necessary by applicant mustbe submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”
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Conclusion
8. Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the date of this final action.

9. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to RODERICK TOLENTINO whose telephone number is
(5671)272-2661. The examiner can normally be reached on Mon- Fri 8am-4pm.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Luu Pham can be reached on 571-270-5002. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see https://ppair-
my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).
If you would like assistance from a USPTO Customer Service Representative or access
to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-

272-1000.

RODERICK . TOLENTINO
Examiner
Art Unit 2439

/RODERICK TOLENTINO/
Primary Examiner, Art Unit 2439

Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142
Page 148 of 235



Notice of References Cited

Application/Control No.

Applicant(s)/Patent Under

16/600,302 Reexamination
Vilella, Joseph L.
Examiner Art Unit
RODERICK TOLENTINO 2439 Page 1 of 1

U.S. PATENT DOCUMENTS

* oty e et code | MMpvYY Name GPC Classification US Classification
* A | US-20020141421-A1 10-2002 Dupont, Jean-Lou H04Q11/0478 370/403
* B | US-20080212598-A1 09-2008 Kolli; Raja H04L29/12933 370/409
* | ¢ | US-20040223500-A1 11-2004 Sanderson, David M. H04L63/0272 370/395.53
* | D | US-20110206370-A1 08-2011 Suvakovic; Dusan H04Q11/0067 398/25
* E | US-20130010640-A1 01-2013 HIGUCH]I; Hidemitsu HO04L12/4641 370/254
* F | US-20120128349-A1 05-2012 MITSUNAGA,; Daiji H04J14/0268 398/25
* [ G | US-6693878-B1 02-2004 Daruwalla; Feisal Y. H04L12/2801 370/235

H

|

J

K

L

M

FOREIGN PATENT DOCUMENTS

* Countgogg;z_e’\?l}n:lbgﬁig Code MI\/ID— ?}\e(YY Country Name CPC Classification

N

(6]

P

Q

R

S

T

NON-PATENT DOCUMENTS

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

U

\

w

X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

Notice of References Cited

Part of Paper No. 20201024

Nokia Exhibit No. 1006

Nokia v. SPADA
IPR2025-01442, U.S. Patent No. 11,589,142
Page 149 of 235




Application/Control No. Applicant(s)/Patent Under Reexamination
Index of Claims 16/600,302 Vilella, Joseph L.
H““H“m ““ “W“ ““ ““ - o
RODERICK TOLENTINO 2439
v | Rejected - | Cancelled N | Non-Elected A Appeal
= Allowed + | Restricted | | Interference O | Objected
CLAIMS
(J Claims renumbered in the same order as presented by applicant O cPA O T1.D. (OJ R.1.47
CLAIM DATE
Final Original | 12/09/2019 | 10/26/2020
1 7 7
2 7 B
3 v -
4 7 7
5 7 v
6 7 v
7 7 -
8 v =
9 7 -
10 7 =
11 v =
12 7 =
13 7 7
U.S. Patent and Trademark Office Part of Paper No.: 20201024
Page 1 of 1

Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142
Page 150 of 235



Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Notes 16/600,302 Vilella, Joseph L.
RODERICK TOLENTINO 2439

CPC - Searched*
Symbol Date Examiner
H04Q11/0067 H04B10/27 H04L63/0414 12/09/2019 HC
H04Q2011/0073 H04Q2011/0086 12/09/2019 HC
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

Search Notes

Search Notes Date Examiner
Performed inventor search in PALM 12/09/2019 HC
Performed inventor search in EAST 12/09/2019 HC
Performed inventive search terms in EAST 12/09/2019 HC
Updated EAST Keyword Search 07/13/2020 RT
Updated EAST Keyword Search 10/26/2020 RT
Interference Search

US Class/CPC US Subclass/CPC Group Date Examiner
Symbol

/RODERICK TOLENTINO/

Primary Examiner, Art Unit 2439

U.S. Patent and Trademark Office

Page 1 of 1

Part of Paper No.: 20201024

Nokia Exhibit No. 1006
Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142

Page 151 of 235



EAST Search History

EAST Search History (Prior Art)

' Ref  Hits Search Query ~ DBs | Default Plurals  Time
CO# ? . Operator : Stamp

11 13,030,025 @ad<"20120802" _US-PGPUB; OR 'OFF  2020/10/26
: _USPAT; 107:26 ;
EPO : : :

L2 566 L1 and (splitter with replicat$3) ~ US-PGPUB; OR ON  2020/10/26
: - USPAT; : :07:26 :
: EPO : ' '

3 37 L1 and (splitter with replicat$3  US-PGPUB; : OR 'ON  2020/10/26
: : - with (stream feed traffic)) : USPAT; ; :07:26 :
: EPO f ' '

4 2 L1 and (splitter with replicat$3 ~ US-PGPUB; - OR 'ON  2020/10/26
: : ‘with (stream feed traffic)) and ~  USPAT; : - 07:27 :
“"passive optical network" :EPO ? :

S1 13,029,23% @ad<'20120802" US-PGPUB; | |
USPAT; ; 16:11
EPO : : '

:S2 974 i (virtual near2 "routing table™) - US-PGPUB; ' OR :ON - 2020/07/09

: _USPAT; ; 16:11 :

o |

'S3 14 - (virtual near2 "routing table" with - US-PGPUB; : OR :ON 12020/07/09

5 : ‘ packets with (tag tagged Id USPAT; : 16:12 :
‘identifier)) EPO : : 1

'S4 8 (virtual near2 "routing table" with US-PGPUB; | OR 'ON  2020/07/09 :
: : : packets with (tag tagged Id : USPAT; : :16:16 '
-identifier) with destination) . EPO 3 ‘ '

S5 9 (virtual near2 "routing table” with - US-PGPUB; - OR ON  2020/07/09
: : - packets with extract$3) : USPAT; 16:22 :

EPO

S6 3 S il near2 "routing table with US-PGPU OR S N 2020/07/09
: ? - packets with common near4 feed) USPAT; . ; 116:23 :

- (virtual near2 "routing table” wit
-packets near3 ignor$3)

12020/07/09
116:24 ‘

'S8 3 (virtual near2 "routing table" with - US-PGPUB; | OR 'ON 2020/07/09
2 : . packets near3 intended) _USPAT; ; -16:24 :
5 - EPO : ' :

'S9 1,478 'S1and (ethernet with frame with - US-PGPUB; - OR 'OFF  2020/07/09
‘MAC same packet) : USPAT; § :16:39 .

Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142
Page 152 of 235



12,351 Sland (ethernet with frame with -

MAC same packet)

US-PGPUB; -
_USPAT;
_EPO

12020/07/09
16:39 :

13

1,016 :S1 and (ethernet with frame with
o - ("80115221").PN.
1 o ("8011522").PN.

1974 (virtual near2 "routing table" )

11 (virtual near2 "routing table”

-"MAC address" same packet)

- with "MAC address" same packet)

US-PGPUB; -
USPAT;
“EPO

US-PGPUB;

USPAT;

EPO
- US-PGPUB;
USPAT;
_USOCR
US-PGPUB; -
USPAT;

USOCR

3 el near2 routing e with

‘optical )

-same optical )

- US-PGPUB;
USPAT;
-EPO
US-PGPUSB;
USPAT;
_EPO

- US-PGPUB;
USPAT;
_EPO

R

OFF

ON

12020/07/09
116:39 5

12020/07/09
16:40 '
| 2020/07/13
-11:44 :

©2020/07/13
11:44 |

12020/07/13
13:21 :

12020/07/13
1322

©2020/07/13
113:22 -

s19

254 - (virtual near2 "routing table" with -

-routers)

41 (virtual near2 "routing table" with

-routers)

US-PGPUB; -
_USPAT;
EPO
US-PGPUB;
USPAT;
EPO

12020/07/13
113:22 :

2020/07/13
13:23 '

520

113,029,234 @ad<"20120802"

0 :$20 and ("Passive optical

US-PGPUB; -
_USPAT;

. EPO

-network") with "virtual routers”

US-PGPUB;
_USPAT;
‘EPO

14:33

12020/07/13
:14:33 :

S35 S20and(‘Passiveoptical

0 :S20 and ("Passive optical

‘network™) same "virtual routers"
“network™) and "virtual routers”

‘network" PON) same "virtual
‘routers”

US-PGPUB;
USPAT;
_EPO
US-PGPUB;
USPAT;
- EPO
- US-PGPUB; -
USPAT;
:EPO

OFF

12020/07/13
14:36 5

2020/07/13
14:36 :

~2020/07/13

:14:38

Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142

Page 153 of 235



:S20 and ("Passive optical US-PGPUB; - OR ‘ON  2020/07/13 :
:network" PON) same (virtual : USPAT; : :14:41 :
:near3 routing near3 table) .EPO '

-S20 and ("Passive optical US-PGPUB; | OR ON  2020/07/13
-network” PON) same "MAC (USPAT; |  14:56 |
‘address" _EPO |

T G e e e RGBT T
? % _USPAT; é

‘network" PON) same "MAC ‘
_.FO

jaddress"wihtable S e P
1520 and ("Passive optical (US-PGPUB; OR o
network" PON) same "MAC (USPAT; |
‘address" with routing near2 table = EPO

12020/07/13
14:57 |

| 2020/07/13

s8 0
: : :15:16

~S20and ("Passive optical
‘network" PON) with routing near2 : USPAT;
‘table _EPO

:520 and ("Passive optical
“network” PON) with routing near2 ' USPAT;
‘tables

{520 and ("Passive optical
‘network" PON) same packets
‘near4 routing near2 tables EPO

© S20and("Passiveoptical  US-PGPUB; -
-network” PON) and packets near4 . USPAT;
‘routing near2 tables EPO

:520 and (virtual near2 "routing
‘tables” same ethernet)

EPO

. USPAT;

- USPAT;
_EPO

- US-PGPUB;

~ US-PGPUB;

- US-PGPUB;

S A T

OFF

12020/07/13
1521

12020/07/13
- 15:22 :

12020/07/13
1532

~2020/07/13

115:33

12020/07/13
15:34 :

©2020/07/13

© S20and (virtual near2 "routing  US-PGPUB;
: 15:36

‘tables" same MAC) : USPAT;
: EPO

S35 5 S20and(virtualnear2"routing  US-PGPUB; OR  OFF  2020/07/13 "
5 f ‘tables" near4 devices) : USPAT; i
: EPO

'S20 and ("Passive optical US-PGPUB; OR 'OFF  2020/07/13 -
- network") same routing near3 : USPAT; : : £ 15:49 :
- tables same virtual EPO '

:S20 and ("Passive optical US-PGPUB; | OR "OFF  2020/07/13
network™" PON) same routing . USPAT; i f :15:50 5
-near3 tables same virtual _EPO '

s 3  US-PGPUB; OR  OFF

S34

15:44

'S20 and ("Passive optical
-network” PON) same tables same - USPAT;

. virtgal oo FPO 5 ‘

1S39 13,029,289 @ad<"20120802" 'US-PGPUB; OR (OFF

: : USPAT; ‘

| 2020/07/13
15:51 :

- 2020/07/14
:10:46

Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142
Page 154 of 235



-S40 100 139 and ("virtual routing table" )  US-PGPUB; - OR ON  2020/07/14
: : USPAT; : :10:46 :
‘EPO : : '

1S41 49 :$39 and ("virtual routing tables” ) - US-PGPUB; | OR 'OFF  2020/07/14
é _USPAT; : 110:47 é
EPO % f :

T St v Ry PR o oR oaioia

2 5 -and "mac address" USPAT; 110:50 -

e BPO

'S43 0 'S$39 and ("virtual routing tables”  US-PGPUB; | OR OFF  2020/07/14

: ? -same (PON optical)) USPAT; : 110:51 :
é EPO : : :

S44 0 S39and(virtualroutingtables”) US-PGPUB; OR  OFF  2020/07/14
o ‘and PON (USPAT; 10:51 |
e 'EPO : | 1

545 0 :S39 and ("virtual routing tables”) - US-PGPUB; : OR :OFF  2020/07/14 :

% “and (passive near3 optical) : USPAT; § :10:51 ‘

L EPO : :

'S46 0 :S39 and ("virtual routing tables") - US-PGPUB; ' OR 'ON -2020/07/14 .

: ‘and PON - USPAT; : :10:52 :
% EPO : : '

'S47 16 S39and('virtual routingtables”  US-PGPUB; OR  OFF  2020/07/14
L with router) (USPAT; | 10:53 |
: 'EPO % | |

S48 13,030,025 @ad<"20120802" US-PGPUB; ' OR OFF  2020/10/23
L USPAT; : 108:34 :
0 -

'S49 22 S48and(‘virtual routingtables”) US-PGPUB; OR  OFF  2020/10/23
: “and MPLS USPAT; ; 108:34 '
f EPO 1 : '

S50 0 S48and('virtual routing tables”  US-PGPUB; OR OFF  2020/10/23
5 : ‘same MPLS with traffic) : USPAT; i - 08:36 :
f EPO : : :

S51 75 /S48 and (("virtual routing tables”  US-PGPUB; ' OR OFF  2020/10/23
: : : VRF) same MPLS with traffic) : USPAT; : - 08:37 '
: ‘EPO 5 : :

'S52 79 ‘S48 and (("virtual routing tables”  US-PGPUB; - OR ON  2020/10/23
i {VRF) same MPLS with traffic) . USPAT; : - 08:38 5
EPO :
1S53 49 ' S48and (("virtual routing tables” - US-PGPUB; - OR ON  2020/10/23
: : : VRF) with MPLS with traffic) USPAT; 08:38 :
e PO |
1S54 114 'S48 and (("virtual routing tables"  US-PGPUB; | OR ON  2020/10/23
: {VRF) with MPLS with (packets - USPAT; : - 08:38
-traffic)) "EPO : ; '

Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142
Page 155 of 235



S48 and (("virtual routing tables"
“VRF) with MPLS with (packets

S8

S64

1S65

13,030,025

traffic) same ethernet)

‘traffic) with route) and ONU

@ad<"20120802"

23 S62and (MPLS with OLT same

ONU)

packages))

- US-PGPUB;
_USPAT;
_EPO

:S48 and (("virtual routing tables"
- VRF) with MPLS with (packets
“traffic) same supported)
S48 and (("virtual routing tables"
“VRF) with MPLS with (packets
wafficywithroute)
:S48 and (("virtual routing tables"
- VRF) with MPLS with (packets
-traffic) with private)
S48 and (("virtual routing tables™
:VRF) with MPLS with (packets

US-PGPUB; -
_USPAT;
_EPO

- US-PGPUB;
USPAT;
PO
US-PGPUB;
USPAT;
EPO
US-PGPUB;
_USPAT;
EPO

S48 and (("virtual routing tables"
:VRF) with MPLS with (packets
-traffic) with route) rand opticalr B
:S48 and (("virtual routing tables"
- VRF) with MPLS with (packets ‘
traffic) with route) and uplink
- US-PGPUB;
USPAT;
EPO

:562 and (MPLS with OLT and
- ONU)

- US-PGPUB;
_USPAT;
EPO.
US-PGPUB;
USPAT;

EPO

US-PGPUB; -
_USPAT;
EPO

US-PGPUB;
_USPAT;
'EPO

S65 0 S62and(MPLSwithOLTsame  US-PGPUB; OR  ON  2020/10/24 "
:ONU same splitter) : USPAT; ?

. EPO

:S62 and (MPLS with OLT same

US-PGPUB; |
“ONU same (traffic packet :

- USPAT;
‘EPO

:S62 and (MPLS with OLT same
-ONUs same (traffic packet
packages)) .
:S62 and (MPLS with OLT same
: ONU same (traffic packet

. packages) same destinatino)
:$62 and (MPLS with OLT same
:ONU same (traffic packet

- US-PGPUB; -
USPAT;
EPO
US-PGPUB;
USPAT;
_EPO

US-PGPUB; |
USPAT;

R

ON

12020/10/23
- 08:46 '

12020/10/23
108:49 :

12020/10/23
108:50 |

| 2020/10/23

- 08:59

©2020/10/23

£ 09:42

12020/10/23
:09:44 :

12020/10/23
:09:45 :

©2020/10/24 |

107:31

12020/10/24
107:31 :

- 2020/10/24

07:32

107:32

12020/10/24 -
107:41 '

12020/10/24
107:44 z

' 2020/10/24
107:45 :

©2020/10/24

:07:46

- packages) same destination) EPO

Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142
Page 156 of 235



73

162 and (MPLS with OLT same
:ONU same (traffic packet

- packages) same aggregat$4)

13,030,025

©$62 and (MPLS with OLT same
-combin$3 with (feed stream))

1562 and (MPLS with OLT same
:ONU same aggregat$4)

~ S62and (MPLS with OLT same
-aggregat$4)

@ad<"20120802"

US-PGPUB; |

- USPAT;
:EPO

US-PGPUB; -

USPAT;
EPO

USPAT;

__EPO
- US-PGPUB;

- USPAT;
EPO

© US-PGPUB; |

- USPAT;

R

ON

12020/10/24
:07:48 :

12020/10/24
107:48 é

12020/10/24
07:49 .
200710124
- 07:50 |

©2020/10/25
108:23 |

S76

S74 and ((PON "passive optical
:network™) same uplink same
:router same users)

13,030,025

@ad<"20120802"

576 and optical near3 sptter
-with replicat$3)

- US-PGPUB;

- USPAT;
,E,EPO

~ US-PGPUB;

. USPAT;
_EPO

~ US-PGPUB;

USPAT;

OFF

12020/10/25
108:23 :

12020/10/25
1200

~2020/10/25

579

13,030,025

:576 and (optical near3 splitter
-with replicat$3 with (feed traffic
stream))

@ad<"20120802"

- US-PGPUB;

- USPAT;

LEPO
US-PGPUB; -

USPAT;
'EPO

12020/10/25
12:12 :

©2020/10/26
06:51

1S80

$79 and (MPLS with ONUs with
- splitter with common)

- US-PGPUB;

USPAT;
_EPO

1 06:51

'S79 and (MPLS with ONUs with
splitter with (stream feed traffic)) | USPAT;

US-PGPUB;

12020/10/26
- 06:52 '

:S79 and (MPLS with ONUs with
-splitter same (stream feed traffic)). USPAT;

" 579 and (splitter with common
-with (stream feed traffic))

US-PGPUB;

EPO

~ S79.and (MPLS same ONUs with  US-PGPUB;
splitter with (stream feed traffic)) USPAT;

EPO

~ US-PGPUB;

USPAT;

12020/10/26
06:58 é

' 2020/10/26
106:59 |

- 2020/10/26
06:59

Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142
Page 157 of 235



S79 and (splitter with common
:with (stream feed traffic) with
replicat$3)

- US-PGPUB; :
USPAT;
EPO

12020/10/26
1 06:59 :

s88

:S79 and (splitter with common
‘with (stream feed traffic) with
tags)

S79 and (optical near3 splitter

- with (stream feed traffic) with
:S79 and (optical near3 splitter
%with MPLS with extract$3)

© $79.and (optical near3 splitter
-with MPLS with ONUs)

US-PGPUB; -
_USPAT;
_EPO

ST
USPAT;
_EPO
US-PGPUB;
USPAT;
EPO
US-PGPUB;
CUSPAT;
EPO

R

ON

12020/10/26
07:01 5

12020/10/26
107:03 '
| 2020/10/26
:07:05 :

©2020/10/26
07:08 |

S79 and (optical near3 splitter
with replicat$3 with ONUSs)

~ S79.and (optical near3 splitter -
‘near6 MPLS)

~ S79and (optical near3 splitter
near6 ONUS)

- US-PGPUB;
USPAT;
7 ,?,EPO
US-PGPUB;
USPAT;
_EPO
- US-PGPUB;
USPAT;
EPO

ON

12020/10/26
07:10 :

12020/10/26
:07:11 :

©2020/10/26
107:12 -

594

:579 and (optical near3 splitter
-near6 ONUS with MPLS)

579 and (optical near3 splitter
-near6 ONUS same MPLS)

US-PGPUB; -
USPAT;
_EPO
US-PGPUB;
USPAT;
_EPO

12020/10/26
107:12 :

2020/10/26
07:12 :

1595

'MPLS)

$79 and (splitter near6 ONUS with  US-PGPUB;
_USPAT;
EPO

107:12

:S79 and (splitter near6 ONUS
-same MPLS)

US-PGPUB;
_USPAT;
‘EPO

12020/10/26
107:12 '

:S79 and (splitter with MPLS)

US-PGPUB;

_USPAT;

; - EPO

|S79 and (splitter with ONUs with  US-PGPUB;

- (stream feed traffic)) - USPAT;
:$79 and (splitter with ONUs with ~ US-PGPUB;
i (stream feed traffic) with
-extract$3)

USPAT;
:EPO

12020/10/26
07:13 5

' 2020/10/26
07:14 :

©2020/10/26

-07:14

Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142

Page 158 of 235



5100 0 579 and (splitter with ONUs with  US-PGPUB;

- (stream feed traffic) with tag) - USPAT;
: - EPO

12020/10/26
107:14 '

15101 32 S79 and (splitter with ONUs with  US-PGPUB; -

- (stream feed traffic) with filter$3) | USPAT;
: -EPO

5102 0 S S79and(sp||tterw|th MPLS near3US-PGPUB, ,

(tag tagged)) - USPAT;
? EPO.

51030  S79and(splitter same MPLS  US-PGPUB;

-near3 (tag tagged)) - USPAT;
5 EPO

5104 8140 S79and (splitter same users)  US-PGPUB;

USPAT;
"EPO

R

ON

12020/10/26
107:15 :

12020/10/26
07:18 :
| 2020/10/26
:07:18 ‘

©2020/10/26
107:19 |

1S105 0 :$79 and (splitter same MPLS same US-PGPUB; -

-users) : USPAT;
? ‘EPO

5106 0 S79and (ONUS with (tag tagged)  US-PGPUB;

USPAT;

with MPLS) ,
; 'EPO

51070 S79and (ONU with (tag tagged) ~ US-PGPUB; -

- with MPLS) USPAT;
: "EPO

12020/10/26
07:19 :

12020/10/26
:07:22 :

2020/10/26
107:22

EAST Search History (Interference)
<This search history is empty>

10/26/2020 8:02:34 AM

C:\Users\rtolentino\Documents\EAST \Workspaces\Case 16600302.wsp

Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142

Page 159 of 235



Nov 0520 01:58p Bernet 6192379499 p.1
RECEIVED
\ CENTRAL FAX CENTER
= .

) NOV 05 2020
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
WASHINGTON, D.C.

In re application of: )
) Examiner: Tolentino, Roderick
Joseph L. Vilella )
) Art Unit: 2439
Serial No: 16600302 )
)
Filed: 2019-10-11 )
)
For:  Mutually secure optical data )
network and method )
)

AMENDMENT AFTER FINAL

Commissioner for Patents
Mail Stop AF
Fax No. (571) 273-8300

In response to the Officc Action dated 2020-10-28, plecase amend the application

as indicated below.

PAGE 1/3 * RCVD AT 11/5/2020 4:42:13 PM [Eastern Standard Time] * SVR:W-PTOFAX-002/9 * DNIS:2738300 * CSID:619 237 9499 * ANI:6192379499 * DURATION (mm-ss):01-15

Nokia Exhibit No. 1006

Nokia v. SPADA

IPR2025-01442, U.S. Patent No. 11,589,142
Page 160 of 235



Nov 0520 0t:59p Bernet 619237 9499 p.2

In the Claims
Please cancel Claims 1, 4-6, and 13.

t.—7. Cancelled.

8. (Previously presented) A digital data network communication method comprises:
accepting a plurality of private data streams into at least one passive optical
network interface router serving a plurality of private user devices through a plurality of
optical network units (ONUs);
configuring said at least one passive optical network interface router to virtually
separate information intended for each of said plurality of private user devices, wherein
said configuring comprises:
generating an independently unique virtual routing table for each of said
plurality of private user devices using Virtual Routing and Forwarding (VRF);
uniquely tagging ethemnet frames contained in said plurality of private data
streams and intended for said first one of said plurality of private user devices according
to entries in a first one of said virtual routing tables associated with said first one of said
private user devices using Multi Protocol Label Switching (MPLS) to form MPLS tagged
data packages;
sending said MPLS tagged data packages to a passive optical networks optical
line terminal (OLT);
aggregating within said OLT said MPLS tagged data packages into 2 common
data feed;
distributing said common data feed to said plurality of ONUs;
wherein said distributing comprises:
replicating said common data feed using at least onc optical splitter
connected 1o said plurality of ONUs;
extracting, at each of said plurality of ONUs, from said common data feed those
MPLS tagged data packages intended for a specific one of said plurality of private user

devices.
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9. Cancelled.

10. (Original) The method of Claim 8, wherein each of said optical network unirs

Providas aapulag €0 5 Qapara( wimBar o7 AL LA,

11. (Original) The method of Claim 8, wherein said accepting further comprises:

interfacing a plurality of service provider data lines through a single headend.

12. (Original) The method of Claim 8. wherein said aggregating further comprises using

an enterprise aggregating switch.

13. Cancelled.
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In the Claims

Please cancel Claims 1, 4-6, and 13.
1.—7. Cancelled.

3. (Previously presented) A digital data network communication method comprises:
accepting a plurality of private data streams into at least one passive optical
network interface router serving a plurality of private user devices through a plurality of
optical network units (ONUs);'
configuring said at least one passive optical network interface router to virtually
separate information intended for each of said plurality of private user devices, wherein
said configuring comprises:
generating an independently unique virtual routing table for each of said
plurality of private user devices using Virtual Routing and Forwarding (VRE);
uniquely tagging ethernet frames contained in said plurality of private data
streams and intended for said first one of said plurality of private user devices according
to entries in a first one of said virtual routing tables associated with said first one of said
private user devices using Multi Protocol Label Switching (MPLS) to form MPLS tagged
data packages:
sending said MPLS tagged data packages to a passive optical networks optical
line terrninal (OLT);
aggregating within said OLT said MPLS tagged data packages into a common
data feed;
distributing said common data feed to said plurality of ONUs;
wherein said distributing comprises:
replicating said common data feed using at least one optical splitter
connected to said plurality of ONUs;
extracting, at each of said plurality of ONUs, from said common data feed those
MPLS tagged data packages intended for a specific one of said plurality of private user

dcvices.
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9. Cancelled.

10. (Orginal) The method of Claim 8, wherein each of said optical network units

provides service to a separate number of private users.

11. (Original) The method of Claim 8, wherein said accepting further comprises:

interfacing a plurality of service provider data lines through a single headend.

12. (Original) The method of Claim 8, wherein said aggregating further comprises using

an enterprise aggregating switch.

13. Cancelled.
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REMARKS

Claims 8 and 10-12 remain pending in this application. Claims 1-7. 9, and 13 are
cancelled. Claim 8 is the only independent claim.

All the pending claims have been allowed by the examiner. Therefore, a formal
Notice of Allowance is earnestly solicited.

Applicant hereby reserves the right to further prosecute the priginal claims, the
cancelled claims or any other broad claims supported by the disclosure in one or more

continuing applications.

Respectful ly submitted,
2020-11-05

Joseph L. Vilella

2031 Second Avenue

San Diego, California 92101
190072 Telephone: (619) 884-8360

Certificate of Facsimile Transmission
1 hereby certify that this correspondence is being facsimile transmitted to the U.S. Patent
and Trademark Office (Fax No. (571) 273-8300) on 2020-11-05.

Typed or printed name of person signing this certificate:
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ired to respond to a collection of information unless it displays a valid OMB control number.

APPLICATION AS FILED - PART |

Application or Docket Number Filing Date
PATENT APPLICgﬂgmggiggﬁgﬂ;\lAﬂoN RECORD 16/600.302 1012010 3o be Maled
ENTITY: LARGE [JsmaLL (J micro

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
(] Basic FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
) sEaRcH FEE
(37 GFR 1.16(K), (i), or (m)) N/A N/A N/A
L] EXAMINATION FEE
(37 GFR 1.16(0), (p), or (q)) N/A NiA N/A
TOTAL CLAIMS ) .
(37 GFR 1.16(i)) minus 20 = x $100 -
INDEPENDENT CLAIMS . .
(37 GFR 1.16(h)) minus 3 = x $460 -
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
DST:';L'??EON SIZE FEE (37 for small entity) for each additional 50 sheets or
-16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
[J MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
- 11/05/2020 ;{Eyé\F'{N'NG gggﬁ%ﬁsw PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
ﬁ AMENDMENT PAID FOR
Total * ; *x - _
E (3(7)CaFR1.1£ﬂj)) 4 Minus 20 =0 x $100 = 0
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< | U Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))
TOTAL ADD'L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
RE/!\\"FAT'E"':{NG PRNELi/'\l"gS:LY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
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= | ©7cFR 1.16() Minus ~ X $ 0 -
2 | Independent B ; nx -
E 370FpR 11600 Minus = x s0 -
5 (] Application Size Fee (37 CFR 1.16(s))
[ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))
TOTAL ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. SLIE
= [f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /SHANDA E ROSS/
*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

/f you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWwWw.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

7590 11/30/2020 | EXAMINER |
SPADA INNOVATIONS, INC. TOLENTINO, RODERICK
JOSEPH L. VILELLA
2031 SECOND AVENUE | ARTUNIT PAPERNUMBER _ |
SAN DIEGO, CA 92101 2439

DATE MAILED: 11/30/2020
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
16/600,302 10/11/2019 Joseph L. Vilella 190072 7123

TITLE OF INVENTION: Mutually secure optical data network and method

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $600 $0.00 $0.00 $600 03/01/2021

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.
If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

7590 11/30/2020 Certificate of Mailing or Transmission
SPADA INNOVATIONS. INC I hereby certify that this Fee(s) Transmittal is being deposited with the United
’ : States Postal Service with sufficient postage for first class mail in an envelope
JOSEPH L. VILELLA addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
2031 SECOND AVENUE the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
SAN DIEGO, CA 92101 (Typed or printed name)
(Signature)|
(Date)|
I APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
16/600,302 10/11/2019 Joseph L. Vilella 190072 7123
TITLE OF INVENTION: Mutually secure optical data network and method

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |

nonprovisional SMALL $600 $0.00 $0.00 $600 03/01/2021

I EXAMINER | ART UNIT | CLASS-SUBCLASS |
TOLENTINO, RODERICK 2439 726-027000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys

or agents OR, alternatively, 1

(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of upto 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

M| Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Fee Address" indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

|o5]

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. Fees submitted: [Jissue Fee [IPublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

[ Electronic Payment via EFS-Web [ Enclosed check (] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

| Applicant certifying micro entity status. See 37 CFR 1.29

M | Applicant asserting small entity status. See 37 CFR 1.27

| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWwWw.uspto.gov

I APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/600,302 10/11/2019 Joseph L. Vilella 190072 7123
7590 11302020 | EXAMINER |
SPADA INNOVATIONS, INC. TOLENTINO, RODERICK
JOSEPH L. VILELLA
2031 SECOND AVENUE | ART UNIT PAPER NUMBER |
SAN DIEGO, CA 92101 2439

DATE MAILED: 11/30/2020

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
16/600,302 Vilella, Joseph L.

Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
RODERICK TOLENTINO 2439 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.
1.4} This communication is responsive to 11/5/2020.

O A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2 An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3.V} The allowed claim(s) is/are 8 and 10-12 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information
, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAn b) JSome  *c) (J None of the:
1. [O Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No.
3. [JJ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.(J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.4 Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.0 Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. Other .

of Biological Material
4. Interview Summary (PTO-413),
Paper No./Mail Date.

/RODERICK TOLENTINO/
Primary Examiner, Art Unit 2439

U.S. Patent and Trademark Office ]
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20201117
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Application/Control Number: 16/600,302 Page 2
Art Unit: 2439

Notice of Pre-AIA or AIA Status
1. The present application is being examined under the pre-AlA first to invent
provisions.
2. Notice of Allowability is in response to the reply by Applicant filed on 11/5/2020.

Claims 1, 4-6, and 13 have been canceled. Claims 8 and 10-12 are pending.

Allowable Subject Matter

3. Claims 8 and 10-12 are allowed.
4, The following is an examiner’s statement of reasons for allowance:
5. The present invention is directed to A digital optical data network system for

improving information security in Passive Optical Networks ("PON") by providing virtual
information separation in the router, such as a premise router, or routers interfacing the
entire PON, such as by utilizing virtual routing and forwarding, thus allowing safe data
traffic between multiple carriers, service providers accessing the PON and multiple end
users on the PON such as tenants in a building, employees of a business entity, or
subscribers in a residential community.

A search was conducted and the closest prior art of Mitsunaga et al. (US
2012/0128349) in view of Daruwalla et al. (US 6,693,878) and Kolli et al. (US
2008/0212598) which are directed towards inventions with optical networking, fail to
disclose, teach or even suggest the particular combination of steps or elements as
recited in independent claim 8.

Mitsunaga in view of Daruwalla and Kolli fail to teach “sending said MPLS tagged

data packages to a passive optical networks optical line terminal (OLT); aggregating
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Application/Control Number: 16/600,302 Page 3
Art Unit: 2439

within said OLT said MPLS tagged data packages into a common data feed; distributing
said commondata feed to said plurality of ONUs: wherein said distributing comprises:
replicating said common data feed using at least one optical splitter connected to said
plurality of ONUs: extracting, at each of said plurality of ONUs, from said common data
feed those MPLS tagged data packages intended for a specific one of said plurality of
private user devices.” Applicant’s inventive steps listed above is deemed novel for its
distribution and replication of a feed in an optical network. As aresult this claim is in
condition for Allowance.

Any comments considered necessary by applicant mustbe submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion
6. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to RODERICK TOLENTINO whose telephone number is
(671)272-2661. The examiner can normally be reached on Mon- Fri 8am-4pm.
Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request

(AIR) at http://www.uspto.gov/interviewpractice.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Luu Pham can be reached on 571-270-5002. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see https://ppair-
my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).
If you would like assistance from a USPTO Customer Service Representative or access
to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-

272-1000.
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ARTICLE

i service reliability. full protection in
nca of 3 single favit in the network, and no pro

the pr tien 3t 3l This siuation refiects
tha hi cal duality that has s roots in the once

Absiract
Extant { opticsd netwaorks nermslly offer bwo degirees of service reliabiiity: full
nrotection in the presance of 2 single fault in the setwork, and no pro at afl,

The dalagram orented senvice rgh won resiovation, Le., dynamic search for and
reaflocation of affactad resources via actions such as rou iable updates.Tha
current trend in networking. however, is gradually driving the design of networks
taward 3 unified solution that will intly support traditional voice and data
3 vaiety of novel multimedia applications.

: refiabiity degree chosen for a given sonnectian is thus determined by the
application requirements, and not by the ol ciwnik wopekogy. design constraints,
rohustness of the network componenis, and span of the connaction An efficiant
gigorithm is proposed o mally design the wavelength division multiplaxing

WM Iyer of a ring and ilfustrate the advantages of the DIR conaept.

Full Text

DHgital Ohject identifier 10 1108/TNET 2005.888708 possibie to employ protection
mechanisms1 at either the WM tayer 1] or the 2 layer {2} By means of mulii-
pretoced iabel switching (MPLS).

Zven within the same network architacture it may be advisable 0 provids multipls
degraas of reilabiliy, thus supporting virtual private nelvorks with muitiple reliabilty
degrs
The route ciated with ab this stepis chosen 1o be the rou
ander consideration.

5.

i for the demand

Subject

Network services
Netwark types
Metwarks
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ARTICLE

A new generat theary about resforahion of network paths is first introduced. Tha theory
pedains to resioration of shoitest paths in & network Rilowing faurg, e g, we prove that 3
shoriest path i a network afier removing k edges is the ..

Highiights

Abstract
A new ganeral theory about restoration of nebwork paths is first infrod: The

oty pedains to restoration of shoiest paths in & network &l
nrove that a sherlest path in a network aftar removing K e
at st i+ 1 shotest paths in the onginal network. The
etficient path concatenation fechnigues in MPLS (mult- protocol izbel switching), to
achieve powerful schames for resioration in MPLS based nalwaorks. W this
wransform: MPLS into 2 Hexinle and robust mathod for furwarding packets in 3
astwork. Finslly, the different schemes suggested sre evaluatad gxperimeantally on
rge networks {a tange I8P, the AS graph of the Intamet, and tha full intemat
sapokagys.

swing fallurg, e 6., we
25 i@ tha concatenation of
eary is ihen comsined with

Fall Text
The thaory is then combinad with efficient path concatenation technigues in MPLES

{muith protoont labet switehing), to achieve powerful schemes for restoration in MPRLS
nasad networks,

Muith- protocol lambda switching: Combining MPLS 7¢ 'EdgeBypa-cost' BO 0 o 201 8
Cost streteh {actor 32 5 3s Edge-Bynass: Weight 3.F.

Vitualpath routing for sunvivabile ATM netwo Z4 O Transaction 8 on
Netwaorking, 4{1}22-33, February 1998, {131 A,

Subject
Network archite
Netwarks
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Gpe a1 consolidate muitiple low-speed
Tratftic grooming of dynamic traffic over a dyns:

Falf Toxt
The current WD opticad networks utilize wavelengih routing o provision apticsi

ks,
5, in this paper, which

ted tight 13 interconneact client natw
> x sisting of raffc flows, or
can be ATM virtuat ¢ nannels (VP/VCs), or Label Switched Paths (L5Ps) in 1P
natworks with the M Protacol Label Switching technoiogy.

The shortest pain routing for fighipaths and firsi-iit wavelength assignment are used
W the optical network,

A

Subject
Network architectures
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ARTICLE

Y developed 2 Hexible network node that is tuned for high-speed and multilayer packe
manipuiation. The key idea is a dynamic functisn 2ssignment mechanisny

nachkat

i

Absiract
We developed 3 flaxible network node that is wuned for high-speed and muitiayer
packet manipuistion,

Fudf Text

The opticai signal is tarminaied, and Ethemet packets are exdractad with a netwark
card on 3 computer,

Anplication As 3 first application of our profolype nods system, w
prctocol label switch (MPLEN 5] based router with four 1 Ghps Ethamet
sually, the label represents 3 virtual path/channe! identifier (VPINCH on
asynchronous ransfer mode (ATM) aetworks.

=t a multi-

HG I

Subiject

Network types

Metwaorks

Metwaork performance evahistion
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REPORT

The workshop FutuireMath

ETOGeNnadus
erder in
e Scate Networking Coorginating

Metwarking™ was held o Mar
hMountain View, Califorma, it
Group (LM ..

ed by the La

Highlighis
Abstract

w35 sponscred by the Large Scale Networking Coordinagting Group (.8N) of the

Networking and Information Technelogy Research and Developrment (NITRD)
ntersgency communily, and supporied by the National Scignce Foundation (NSF)
and NASA.

rspecially those
stams, 3nd explore
solutions for the realization of an

architectyre consiucts that may provide re
integrated heterogenesys nebwark.

Device technslogias and hardware subsystems are malurs epocugh to provids gt least
wie orders of magnitude inorease i3 network speeds.

Fulf Text

Network types a. Packet switching b. Ciroult switching: carrder olass Ethemnet (2
190GERs) ¢ Hynrids: Muiti- Protocol L abal Swilching (MPLS), Generalized Multi-
frotocel Label Switching (GRPLE) 4.
VWhere the division occurs and how many
fulure networks. Each network segmient |
communication modalities such as
Metwarks Today core natworks &
high data capacities associsted with fraffic thatt
This is especially true for optical physical layer
inpiemnent. A targe virtusl distributed testbed
COMONER:,

aments gre used is an opan question for
thermse may include muliiple

i . ar sateifita. 4.1 2 Core

e upon dber optics due o ihe
135 heen sggregated

1, which i so costly e

could Be designed, with GENI as one

Subiject

Netwark progerties
Metwark range
Networks
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ol org/ 10,1148

Today's natworks typically handle fraffis angineering (2.4., ning e routing-pros
parsmetars to sptimize the dow of traffic) and feifire recovery (2.9, pre-instatied
paths) independently. in this paper, we propose & unified way to ..

Abstract
Today's networks typically handle traffic engineesring {e.g., bining ihe routing-protoco!
parameters o optimize the fiow of traffic) snd failure recovary (8.g.. pre-instailed
packup paths) independantly.
Qur experiments with traffic me

siogy data (nciuding shared risks
izrge I8P dentify a "sweet spot” that
variety of failure scenarios, with a

relatively srnall amount
trafiic engineering and failure recovery wilf appes! fo Inlemst Se
well as i

Hs gperators of data-cemar networks.

: Providers as

Fudt Text

Routing tables can be comprassad by using the same MPLE routes with &
comman paih to the destination. Specifically, i two routas 1o destination t pass
ough rouler £, and these routes share the same paih between the rouler r snd the
i i, the same cutbaund [zbel shouid be usad in tha routing talde of router v,
These functions oz be implemented in the hypervisor, such as the virtugh swilch that
oftan runs on server mash ¢ata centers.

Subject

Metwork services
Metwaork management
Networks
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RESEARCH-ARTICLE

parameters 1o optirnize the fow of traffic) and fadurs Wwary {e.g., pre-instatied backup
paihs) indenandenily. in ihis paper, we propose a unified way fo ..

Absiract
Today's netwaorks typicslly nandie traffic engineering {e g., tuns
parameters 1 optimize the fiow of trahic) and
nackup paths) independantly.
experiments with bafiic measurements and topology data {nciuding
o) rom & large 1B ideniily 3 "sweet spot” that

i fture scanarics, with a3
=y i3t our solution for joint
o Internet Service Providars as

G the routing-proioco!

e recovery (2.9, pre-inatailed

¢ rigks

wel as the aperators of data-center nebworks,

Full Text
Rauting tables can be compressad Dy using the same MPLS fanels far routes with a
comimon path o the destination. Specifically, if two rouies o destinstion | pas
wrough rauter r, and these routes share the same e
dastination {, the same cutbound izbe! g
These function be implemented int
Qflen runs o senR Mashin

the

i Dehween the roater s
i De used in the routing {able of roster v
yoenvisar, such as the virtual switch that
S i dalg centers,

Subject

Metwark senvices
Network
Networks
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ARTICLE

Absiract

Resigration of disiugted raffic is oritical in today's high-speed seif-healing
iatecommunication networks.

The {offfine) spare cspacity planning probiern desls with the aliccation of spare
capacity fo each iink in the network, such that the spare capacity ement is
mitinized, while guaranteeing the desired level of restorgtion in the avenl of g fink
faiture.

The exparimental analysis shows that netwaik opoiegy and demand pattens have a

significant impact op the spars capacit vings ciiared by one scheme aver the
aiher.
Fall Text

Snared Rist Croup (SRLGY is proposed as the fundamenial concept to ressurce
managerment in the Generalized Multh- Protocol Label Switching (GMPLS) coniral

{1 .
His research interests include mobile ad-hoe and sensor natwok protocols, body
networking, survivatle telecommunicstion natworks, mobile computing and
soghitive radios.

His interests ars i distrinuted systems, fauit-lolerant network design, mobiie
computing, system and netwaik forensics and mohile and sensor netwerks. 144
EER/ACKM TRANSACTIONS ON NETWORKING, VOL. 15, NQL 1, FEZRUARY 20603
PATEL et al: IMPROVED QUASEPATH RESTORATION IN MESH NETWORKS 145
145 IE NETWORKING, VOL. 16, NG 1, FEBRUARY
PATH RESTORATION 1N MESH

N MESH METWORKS 149 180 IZEZ/ACM TRANSACTIONS ON NETWORKING,
VOL. 18, Q. 1, FEBRUARY 2008 PATEL o sl IMPROVED QUASHIPATH
RESTORATICN 1M MESH NETWORKS 151 152 [EEE/ACKH TRANSACTIONS ON
NETWORKING, VOL. 18, NG 1, FEBRUARY 2008 PATEL ef al.: IMPROVED
CUASIFATH RESTORATION IN MESH NETWORKS 183 154 IEEEACM
TRANSACTIONS ON NETWORKING, VOL. 18, NQ. 1, FEBRUARY 2008 PATEL at
3 IMPROVED QUASIE-PATH RESTORATION IMN MESH NETWORKS 155 158

ACK TRANSATTIONS O NETWORKING, VOL. 18, NO. 1, FEBRUARY 2008
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RESEARCH-ARTICLE

This paper presents the daigil
based high capacily service providers 1o provide batter performancs suitable for Nexi-
¥ The service provider configuration exploits the latest

Absiract
This paper prasants the detaiis of intern

ai architactiyre of backbone nelwok of
BMPLS Based high capacity service providers to provide bell
tor Next-Generation Metwarks.

Authors have prasented s sample CISCO, Juniper and Ciena tased deployment of
e servica provider (reuting, swi nd transpor) considering the support of
iatest protocois, securily, power optin N and future axiensibility.

The presented network service provider s 3 general puipose service provider and the
core can be modifizd to provide any services that need high capacity Next Generation
packhone netwark.

tabie

T parionmna

Faif Toxt

The border routers in the four comers between the o
maintain both r and optical fopoiogy nformiat:
APz that imports an RT instalis that route in is routing table. The import route targer
each VRF and identifies the VPNV rautes fo be imporied infe the
S customer.

"Generatized Multi- Protocol Labet Switching (GMPLS) Architecture ™ n.d,
Aipyiocis et orgrhtanl/ido3845. 21 0

st network and the 7 netwark

Subject
Network properties
Metwork stiucture

Matwaorks

g
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RESEARCH-ARTICLE

Deploving and mansging wide-srea ngtwork services is exceptionally chailenging. Despite
having servers &t many focatians, 3 senice provider must rely on an underlyving bast-efort
wiwork; ] network provider oan offer services over its own custormized L.

Absiract
Daploying and managing wide-ares nelwork services is exceptionally chaitenging.
Despite having servers at many locations, a service provider must rely on an
ng best-effert network; 2 netwark provider can offer senvices over s own
customnized network, but only within fimited footprnt.

cduce the conng y igyer, which uses viftua! links purchgsed from
wtirastruciure providers o run virtua! netwarks with tha necessary geographic
5, veliabifity, and perforn e for the servicg providers. As gn example, we
oresent 3 sast-eiective way 13 support IPTV delivery through wide-ares P multicast
il runs on o of a reliable virtual network,

Fall Text

irited by the opiics! finer footprint. 2) The widely used Multi-
g (MPLSY can provide virtual links dunnels) belween two

tunnels with

pestetfon sanvioe.

L can also offer virtusl netwaorks with customized routing 1o select paths with o8
sonpstraints, using reactive rowting protocels simiar § fib 13 RON {11, 12].

We desaribe how to instan rtual networks gt ¢ 3

nodes and present the run-time suppoi for the
insiantiaiing Virtuai Networks A connectivity or service viriual network is composed of
3 netwark topolegy, a contral plane to compute routes, and & daia plane to forward
DACKEtS.

Subject

Network services
Netwark architectures
Metwarks
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ARTICLE

compiicated tasks & anced
ieation of pacikets. Advanced classification requires the NP 1o {ook beyond the layer
3-4 header of the prooad, deep inte the session and appiication layer pavicad, .

Fuff Text
THE NETWORK PROCESSING CHALLENGE To deliver anhanced, next gen
s like converged voice and data, stroar
secure vidual privaie nebworks, and differentisiad Quality of Service
system designers must address the ¢ha of buiding a natwork processing
architecture that efficiently executes gach peiwork processing function.
NETWORK PROCESTING N NEXT GENERATION NETWD
networks have evolved s g nua-hormogel 3
communication devices ¢

r d3ta
vers and

ere PUUs are ofien eno <4 i protocols
stich as L2TR, PR E . with MPLS shivs-camplex parsing operations are
reguirad in order 1o get o desired fields in the POU.
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ARTICLE

Ye compars imnple tion of Raw and Interme proto Ton e
programmabie HiPPE host-interface calied the Netwark Interface Unit. Tha netwark
iterface unit connecis Pixel-Planes 5, & message-based gra
wide araa ..

g nulticompiier 1o &

Abstract

We compars implemeniation of Raw and irtemet protacais (Y0P, UDPyoa 3
srogramimable HIFP hostinterface called the Netwark interfaee Unit, The netwark
interface unt ©
awide grea gig g
SONET ¢ cannect switch and an ATM switch. We discuss the tradew
geoioonis for our tgrgel appiioation and gresen: a comparison of end-to-end
throughput based on empiical messurements.

Full Text
i arder to supporn the VISTAnet application, this srogramiming paradigm extended
across ihe network. 2.3 The Nelwork is The VISTAnet network is basad on the
sandards and uses SGNET (Synchronous Qplica! Network) framing
nohrancus Tra - hade (ATW) cafis,

Spa iy, sinos his runs on top of 3 source- routed network, the
impiementing routing are unn
4 To Froun Pixel- Network PlanesRi g. A NI hardware and pro
architesture The mufti- protocel stack is implemeniad as a
few wali-defined entry points thal oan be called from severs

jith 3
freads as appropriate.

Subject
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and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PQ. Box 1450

Alexandria, Virginia 22313-1450
Www.uspto.gov

| APPLICATION NUMBER | PATENT NUMBER | GROUP ART UNIT | FILE WRAPPER LOCATION |

16/600,302 2439

RO LA UL AN

Correspondence Address/Fee Address Change

The following fields have been set to Customer Number 175346 on 12/02/2020
« Correspondence Address
« Maintenance Fee Address

The address of record for Customer Number 175346 is:

175346

Joseph L. Vilella
2031 Second Avenue
San Diego, CA 92101

PART 1 - ATTORNEY/APPLICANT COPY
page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

Www.uspto.gov

| APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NO.
16/600,302 10/11/2019 Joseph L. Vilella 190072 7123
175346 5% 12/21/2020 | EXAMINER
Joseph L. Vilella
2031 Second Avenue TOLENTINO, RODERICK

San Diego, CA 92101

| ART UNIT | paperNUMBER
2439
| MAIL DATE | peLvERY MoODE
12/21/2020 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
16/600,302 Vilella, Joseph L.

Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
RODERICK TOLENTINO 2439 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to Printer Rush12/9/2020.
O A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2 An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3.V} The allowed claim(s) is/are 8 and 10-12 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information
, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAn b) JSome  *c) (J None of the:
1. [O Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No.
3. [JJ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.(J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. [V} Examiner's Amendment/Comment

2.0 Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. Other .

of Biological Material
4.7 Interview Summary (PTO-413),
Paper No./Mail Date. 12/17/2020.

/RODERICK TOLENTINO/
Primary Examiner, Art Unit 2439

U.S. Patent and Trademark Office ]
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20201217
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Application/Control Number: 16/600,302 Page 2
Art Unit: 2439

Notice of Pre-AlA or AIA Status

1. The present application is being examined under the pre-AlA first to invent
provisions.
2. Corrected Notice of Allowability is in response to fixing minor errors authorized by

Applicant. Claims 1, 4-6, 13 and 14 have been canceled. Claims 8 and 10-12 are

pending.

EXAMINER'S AMENDMENT
3. An examiner's amendment to the record appears below. Should the changes
and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be
submitted no later than the payment of the issue fee.
Authorization for this examiner's amendment was given in an interview with
Joseph Vilella on 12/17/2020.

The application has been amended as follows:

10. (Currently Amended) The method of Claim 8 8, wherein said distributing
comprises associating destinations listed in said first one of said virtual routing tables
with said first one of said optical network units.

11. (Currently Amended) The method of Claim 8 8, wherein each of said optical

network units provides service to a separate number of private users.
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Application/Control Number: 16/600,302 Page 3
Art Unit: 2439

12. (Currently Amended) The method of Claim 9 8, wherein said accepting
further comprises: interfacing a plurality of service provider data lines through a single

headend.

14. (Canceled)

Allowable Subject Matter

4. Claims 8 and 10-12 are allowed.
5. The following is an examiner’s statement of reasons for allowance:
6. The present invention is directed to A digital optical data network system for

improving information security in Passive Optical Networks ("PON") by providing virtual
information separation in the router, such as a premise router, or routers interfacing the
entire PON, such as by utilizing virtual routing and forwarding, thus allowing safe data
traffic between multiple carriers, service providers accessing the PON and multiple end
users on the PON such as tenants in a building, employees of a business entity, or
subscribers in a residential community.

A search was conducted and the closest prior art of Mitsunaga et al. (US
2012/0128349) in view of Daruwalla et al. (US 6,693,878) and Kolli et al. (US
2008/0212598) which are directed towards inventions with optical networking, fail to
disclose, teach or even suggest the particular combination of steps or elements as
recited in independent claim 8.

Mitsunaga in view of Daruwalla and Kolli fail to teach “sending said MPLS tagged
data packages to a passive optical networks optical line terminal (OLT); aggregating
within said OLT said MPLS tagged data packages into a common data feed; distributing

said common data feed to said plurality of ONUs: wherein said distributing comprises:
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Application/Control Number: 16/600,302 Page 4
Art Unit: 2439

replicating said common data feed using at least one optical splitter connected to said
plurality of ONUs: extracting, at each of said plurality of ONUs, from said common data
feed those MPLS tagged data packages intended for a specific one of said plurality of
private user devices.” Applicant’s inventive steps listed above is deemed novel for its
distribution and replication of a feed in an optical network. As a result this claim is in
condition for Allowance.

Any comments considered necessary by applicant mustbe submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion

7. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to RODERICK TOLENTINO whose telephone number is
(671)272-2661. The examiner can normally be reached on Mon- Fri 8am-4pm.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Luu Pham can be reached on 571-270-5002. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 16/600,302 Page 5
Art Unit: 2439

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see https://ppair-
my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).
If you would like assistance from a USPTO Customer Service Representative or access
to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-

272-1000.

RODERICK . TOLENTINO
Examiner
Art Unit 2439

/RODERICK TOLENTINO/
Primary Examiner, Art Unit 2439
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Application No. Applicant(s)
16/600,302 Vilella, Joseph L.
. ppr . i A AlA (First Inventor P
Exarminer-Initiated Interview Summary Ea)éac?;;?crm frt | toFile) Status age
TOLENTINO 2439 | No 1of1

RODERICK TOLENTINO Primary Examiner Telephonic
Joseph Viella Applicant

Date of Interview: 17 December 2020

Issues Discussed:

Proposed Amendmenti(s)

Examiner contacted Applicant to propose amendments to fix minor errors. Applicant authorized the
amendments

/RODERICK TOLENTINO/
Primary Examiner, Art Unit 2439

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions:It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office
PTOL-413/413b (Rev. Oct. 2019) Interview Summary Paper No. 20201217
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Application/Control No. Applicant(s)/Patent Under Reexamination
Index of Claims 16/600,302 Vilella, Joseph L.
H““H“m ““ “W“ ““ ““ - o
RODERICK TOLENTINO 2439
v | Rejected - | Cancelled N | Non-Elected A Appeal
= Allowed = | Restricted | | Interference 0o Objected
CLAIMS
(J Claims renumbered in the same order as presented by applicant O cPA O T1.D. (OJ R.1.47
CLAIM DATE
Final Original 12/09/2019 | 10/26/2020 | 11/17/2020
1 7 7 -
2 7 - -
3 7 - B
4 7 7 B
5 7 v
6 7 7 -
7 7 n -
1 8 v = =
9 7 B -
2 10 \/ = =
3 11 v = =
4 12 v = =
13 7 7 -
14
U.S. Patent and Trademark Office Part of Paper No.: 20201217
Page 1 of 1
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | 500 302 Vilella, Joseph L.
H H “ “” Examiner Art Unit
RODERICK TOLENTINO 2439
CPC
Symbol Type Version
H04Q 0067 F 2013-01-01
HO4L 0414 | 2013:01-01
HO04B 27 | 2013-01-01
H04Q 0086 A 2013-01-01
HO4Q 0073 A 2013:01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 4
/RODERICK TOLENTINO/ 17 December 2020 . . -
Primary Examiner, Art Unit 2439 O.G. Print Claim(s})| O.G. Print Figure
(Primary Examiner) (Date) 8 1
U.S. Patent and Trademark Office Part of Paper No.: 20201217
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/600,302 Vilella, Joseph L.
Examiner Art Unit
RODERICK TOLENTINO 2439

INTERNATIONAL CLASSIFICATION

CLAIMED

H04Q

HO4L

NON-CLAIMED

US ORIGINAL CLASSIFICATION

CLASS

SUBCLASS

CROSS REFERENCES(S)

CLASS

SUBCLASS (ONE SUBCLASS PER BLOCK)

NONE

(Assistant Examiner)

(Date)

Total Claims Allowed:

4

/RODERICK TOLENTINO/
Primary Examiner, Art Unit 2439

(Primary Examiner)

17 December 2020

(Date)

O.G. Print Claim(s})| O.G. Print Figure
8 1

U.S. Patent and Trademark Office

Page 2 of 3

Part of Paper No.: 20201217
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Issue Classification

Application/Control No. Applicant(s)/Patent Under Reexamination

16/600,302 Vilella, Joseph L.
Examiner Art Unit
RODERICK TOLENTINO 2439

(O Claims renumbered in the same order as presented by applicant (J CPA (O T.D. O R.1.47

CLAIMS
Final |Original|Final |Original|Final |Original|Final |Original|Final OriginallFinaI OriginallFinaI Original|Final |Original
1 2 10
3 11
4 12
13
14

Ol |IN|o|O|A~wN

NONE

(Assistant Examiner)

Total Claims Allowed:

(Date) 4

/RODERICK TOLENTINO/
Primary Examiner, Art Unit 2439

(Primary Examiner)

17 December 2020 O.G. Print Claim(s})| O.G. Print Figure

(Date) 8 1

U.S. Patent and Trademark Office

Part of Paper No.: 20201217

Page 3 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O.Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/600,302 01/26/2021 10904649 190072 7123
175346 7590 01/06/2021

Joseph L. Vilella
2031 Second Avenue
San Diego, CA 92101

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 48 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http:/pair.uspto.gov for additional applicants):

Joseph L. Vilella, San Diego, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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