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(57) ABSTRACT 

A method and system for auto discovery of authenticator for 
network login is described. The system includes an authenti 
cator discovery controller of a packet forwarding device that 
helps a user discover the IP address of the packet forwarding 
device and directs the user to a network login page. The 
method includes intercepting a request for a web page from a 
user who is connected to a packet forwarding device that 
prevents the user from accessing a network, directing the user 
to a network login page, authenticating the user, and allowing 
the user to access the network when the user is authenticated. 
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User Connects to a port and obtains a temporary layer-3 
address from an address server accessible to the packet 

forwarding device 

User initiates a request for a web page 

User is directed to a network login page 

FIG. 6 
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/7 
User accesses the network login controller user interface and 

enters a user identification data 

Network login controller sends a user authentication request 
to the authentication server using the user identification 

data supplied by the user 

Not Authentic 
Authentication Server determines whether 
the user identification data is authentic 

Authentic 

Authentication 
Server responds 740 

With uSer Authentication server responds with 
authentication user authentication reply granting 
reply denying permission to access the network 
permission to 
access the 
network 

FIG. 7 
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810 

Granted 

by placing the port into an 

Permission granted or denied? 

Network login controller unblocks the port 

authorized/forwarding state 

830 / 

permanent layer-3 address 

840 

Network login controller assigns the port to a 
permanent VLAN and the port obtains a 

Packet forwarder commences sending and 
receiving packets for the authorized port 

850 

an unauthorized State 

non-forwarding state 

FIG. 8 

User logs out using the network login controller; Link 
from user to the port is lost; No port activity for a 

period of time, Network administrator places port into 

Network login controller blocks the port by 
returning the port to an unauthorized/ 
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1. 

METHOD AND SYSTEM FOR AUTO 
DISCOVERY OF AUTHENTCATOR FOR 

NETWORKLOGIN 

BACKGROUND 

1. Technical Field 
Embodiments of the invention relate to the field of network 

security, and more specifically to auto discovery of an authen 
ticator for web-based network login. 

2. Copyright Notice/Permission 
A portion of the disclosure of this patent document con 

tains material which is Subject to copyright protection. The 
copyright owner has no objection to the facsimile reproduc 
tion by anyone of the patent document or the patent disclosure 
as it appears in the Patent and Trademark Office patent file or 
records, but otherwise reserves all copyright rights whatso 
ever. The following notice applies to the Software and data as 
described below and in the drawings hereto: CopyrightC) 
2001, Extreme Networks, Inc., All Rights Reserved. 

3. Background Information and Description of Related Art 
In recent history, the architecture of computer network 

topologies has changed dramatically. In the past, computer 
networks were mainly private networks contained within a 
private office. Now, however, an entire building with multiple 
offices of different companies may makeup a single local area 
network (LAN), a user may use a laptop to access a wireless 
LAN in a public place, or a student may plug a laptop into 
network ports in various classrooms. Situations like these 
open a network to potential cyber-attacks that may compro 
mise the security of network resources and also prevent 
access by legitimate users. As a consequence, network 
resource providers are under enormous pressure to provide 
bulletproof security and foolproof access control, so that no 
matter what type of method a user uses to access the network, 
whether it be via a modem, network interface card (NIC), or 
by some other means, private information and network 
resources remain secure. Security mechanisms in the devices 
at the network edge, such as LAN Switches, are particularly 
critical because they grant access to the rest of the network. 
The difficulties associated with securing a network have 

existed ever since computer networks were first introduced. 
Over the years a variety of techniques have been employed to 
provide network security. Generally most of these security 
techniques take place between network nodes (a node is an 
end point for data transmissions. Such as a computer work 
station, network server, CD-ROM jukebox, or some other 
Such device) and not between connection points (a connection 
point is an intermediate point in the network, Such as a router, 
hub, or a switch). Some of those methods include encryption 
techniques to prevent unauthorized access to a network 
resource. Such as a network server or network printer. For 
example, techniques like private key and public key encryp 
tion codes transmit encrypted data between individual 
machines. 
A common network security technique is the login proce 

dure, which occurs when a network node attaches to a net 
work resource. Such as when a user logs into a server. Typi 
cally, the user is prompted for authentication information, 
Such as a username and password or an identification card. 
Once the user inputs the authentication information, an 
authentication system compares the user's input to user 
authentication and authorization information stored in a data 
base. If the user's input is valid, the user is granted access to 
certain administrator-defined network resources. 
An example of an authentication system employed in login 

procedures is the Novell Directory Services database or the 
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2 
Remote Authentication Dial-InUser Service (RADIUS). The 
RADIUS service is actually a protocol for carrying authenti 
cation, authorization, and configuration information between 
an access server and an authentication server. The RADIUS 
protocol has been documented as an Internet standard proto 
col, the most recent version of which is Request For Comment 
(RFC) 2865, Rigney, C., Willens, Rubens, A., Simpson, W., 
RADIUS, June 2000. 
A login procedure using the RADIUS protocol secures 

networks against unauthorized access using a centralized 
authentication server (“the RADIUS server”) in communica 
tion with an access server (“the RADIUS client') using the 
RADIUS protocols. All of the user information necessary for 
authenticating users seeking access to the network and vari 
ous network services resides on the RADIUS server. A net 
work access server operates as a RADIUS client by sending 
authentication requests to the RADIUS server using the client 
protocols. In response the RADIUS server either accepts, 
rejects, or challenges the authentication request, and the 
RADIUS clientacts on that response to permit or deny access 
to the network and various network services, or to request 
more information from the user. 

A drawback to prior art login procedures is that a user who 
plugs a computer into a network port has immediate access to 
the network, although they may not necessarily have access to 
any of the resources on the network (i.e. they have not yet 
Successfully completed the login procedure). 

Other prior art network security techniques have been 
implemented at a connection point (i.e. at the LAN switch 
level) to prevent intruder and hacker attacks. For example, 
algorithms and techniques have been designed and imple 
mented in LAN switches to prohibit cyber-attacks, such as 
access control lists (ACLs), Denial of Service (DoS) attack 
protection as documented in Request for Comments (RFC) 
2267, Network Ingress Filtering: Defeating Denial of Service 
Attacks which employ IP Source Address Spoofing, January 
1998, and Synchronize (SYN) attack protection. 
For example, access lists were developed to combat cyber 

attacks on the LAN Switch by providing an administrator 
controlled list of Internet Protocol (IP) addresses or media 
access control (MAC) addresses that were authorized to 
access the network. DoS and SYN attack protections are 
based on similar concepts. For example, when a hacker over 
loads a targeted connection point Such as a router or a LAN 
switch with incoming data packets, the router or LAN switch 
is prevented from accepting new legitimate requests for Ser 
vices, resulting in a denial of service. When the targeted 
device is behind a firewall, an access list protects against Such 
attacks by explicitly restricting inbound access to the device 
to a select few IP addresses. 

A major drawback to access lists, DoS, and SYN attack 
protections is that access to the network is machine- or hard 
ware-based instead ofuser-based. Therefore, an unauthorized 
user who has access to an authorized machine can still gain 
access to the network, completely bypassing the intended 
security protection. Moreover, publicly accessed network 
resources, e.g. a web server not protected by a firewall, are 
more Susceptible since access to a public resource cannot 
usually be restricted to certain machines or IP addresses. 
Finally, most of the security measures currently in place to 
defend against Such attacks are proprietary and therefore 
expensive to implement. 
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BRIEF DESCRIPTION OF DRAWINGS 

The invention may best be understood by referring to the 
following description and accompanying drawings that are 
used to illustrate embodiments of the invention. In the draw 
ings: 

FIG. 1 is a block diagram illustrating a network configured 
in accordance with one embodiment of the invention. 

FIG. 2 is a block diagram illustrating selected components 
of the authenticator discovery in accordance with one 
embodiment of the invention. 

FIG. 3 is a block diagram illustrating selected components 
of the network login authorization in accordance with one 
embodiment of the invention. 

FIG. 4 is a block diagram illustrating selected components 
of the network login authorization of FIG. 3 in further detail 
in accordance with one embodiment of the invention. 

FIG. 5 is a block diagram illustrating selected components 
of the network login authorization of FIG. 3 in further detail 
in accordance with one embodiment of the invention. 

FIG. 6 is a flow diagram illustrating certain aspects of a 
method to be performed by a computer executing authentica 
tor discovery according to one embodiment of the invention. 

FIG. 7 is a flow diagram illustrating certain additional 
aspects of a method to be performed by a computer executing 
network login authorization according to one embodiment of 
the invention. 

FIG. 8 is a flow diagram illustrating certain additional 
aspects of a method to be performed by a computer executing 
network login authorization according to one embodiment of 
the invention. 

DETAILED DESCRIPTION 

Embodiments of a system and method for auto discovery of 
authenticator for network login are described. In the follow 
ing description, numerous specific details are set forth. How 
ever, it is understood that embodiments of the invention may 
be practiced without these specific details. In other instances, 
well-known circuits, structures and techniques have not been 
shown in detail in order not to obscure the understanding of 
this description. 

Various operations will be described as multiple discrete 
steps performed in turn in a manner that is most helpful in 
understanding the invention. However, the order of descrip 
tion should not be construed as to imply that these operations 
are necessarily performed in the order they are presented, or 
even order dependent. 

Reference throughout this specification to “one embodi 
ment” or “an embodiment’ means that a particular feature, 
structure, or characteristic described in connection with the 
embodiment is included in at least one embodiment of the 
invention. Thus, the appearances of the phrases “in one 
embodiment' or “in an embodiment in various places 
throughout this specification are not necessarily all referring 
to the same embodiment. Furthermore, the particular fea 
tures, structures, or characteristics may be combined in any 
Suitable manner in one or more embodiments. 

It should be noted that while the description that follows 
addresses the method and apparatus as it applies to a Local 
Area Network (LAN), it is appreciated by those of ordinary 
skill in the art that method is generally applicable to any 
Transport Control Protocol/Internet Protocol (TCP/IP)-based 
network including, but not limited to, internetworks, Virtual 
Local Area Networks (VLANs), Metropolitan Area Net 
works (MANs), and Wide Area Networks (WANs), as well as 
networks organized into Subnets. 
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4 
FIG. 1 is a block diagram illustrating a network configured 

in accordance with one embodiment of the invention. As 
illustrated, the network includes virtual local area networks 
VLAN 210 and VLAN 220 (i.e. layer-2 domains), and a 
packet forwarding device 200, connecting VLAN 210 and 
VLAN 220 to the rest of the corporate network 300. In one 
embodiment, the packet forwarding device 200 may be a 
switch device at the edge of the network 300 that provides 
packet-forwarding services. In the illustrated embodiment, 
user devices 211 and 212 connect to packet forwarding device 
200 as part of VLAN 210, and user devices 221 and 222 
connect to packet forwarding device 200 as part of VLAN 
220. Numerous other configurations of user devices and 
VLANs may be employed without departing from the scope 
of the invention. The user devices may be various wired or 
wireless devices, including but not limited to workstations, 
personal computers (PCs), cellular phones, or handheld 
devices. 

In one embodiment, a user device has three states: authen 
ticator discover, unathenticated/unauthorized, and authenti 
cated/authorized. In the authenticator discover state, the 
authenticator discovery controller (ADC) 190 handles packet 
exchanges. In the other two states, the network login control 
ler 110 handles packet exchanges. In the authenticator dis 
cover state, the user device discovers the Internet Protocol 
(IP) address of the packet forwarding device 200. Once the IP 
address of the packet forwarding device is discovered, the 
user device may proceed with network login authorization. 
The network login authorization is handled by the network 
login controller 110 and includes authenticating the user to 
determine if the user should be allowed access to the network 
3OO. 

User devices 211, 212, 221, and 222, connect to network 
300 using packet forwarding device 200, but are prevented 
from accessing network 300 until after successfully using 
network login authorization. The network login authorization 
may include a network login controller 110 which operates in 
conjunction with a login user interface 120 and an authenti 
cation server 140 to block packet forwarding device 200 from 
forwarding packets from user devices 211, 212, 221, and 222 
to network 300 until the identity of the user has been authen 
ticated using data from user authentication database 150. This 
results in preventing the user from accessing the entire net 
work300 until the network login controller 110 authorizes the 
user to do so. 

In one embodiment, the user interface 120 comprises a web 
browser facility, such as the Microsoft Internet Explorer or 
the Netscape browsers, which is resident on the user device 
(e.g. 211). In one embodiment, the user interface 120 is an 
interface compliant with the HyperText Transfer Protocol 
(HTTP). The authenticator discovery controller 190 acts as a 
Domain Name Service (DNS) relay to permit the translation 
of a domain name into an IP address, intercepts a HTTP 
request sent to that IP address, and functions as a web server 
to redirect the users to a Uniform Resource Locator (URL) 
address of a network login page. It further resolves the DNS 
request from the user for the network login page by returning 
the packet forwarding device's IP address. In this way, the 
user discovers the packet forwarding device's IP address and 
accesses the network login page to proceed with network 
login authorization. 
The network login authorization is handled by the network 

login controller 110, which functions as a web server that 
accepts the user identification data 121 and relays it to the 
authentication server 140. The network login controller 110 
also serves informational data regarding the Success or failure 

IPR2025-01468; Citrix
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of the network login authorization as well as reports on status 
inquiries on the authorization state of the port and the like. 
The method and apparatus for network login authorization 

is suitable for operating in a variety of networked environ 
ments. One environment is the “campus environment, where 
the typical user is a roaming user that connects to the network 
at various locations throughout the campus. In the campus 
environment, the port through which the user connects is not 
assigned to a permanent VLAN (i.e. layer-2 domain) until the 
user is authorized through the network login authorization. 
The other environment is the network provider (e.g. an Inter 
net service provider) environment, where the typical user is 
stationary. In the network provider environment, the port and 
VLAN through which the user connects is constant, i.e. the 
port is already assigned to a permanent VLAN. 

In the campus environment, the authentication server 140 
is usually a RADIUS server, and the RADIUS server provides 
the necessary configuration details (e.g. the permanent 
VLAN ID to which the port will be assigned) of what will 
happen to the port once a Successful authentication takes 
place. In both the campus and network provider environ 
ments, prior to authorization through network login authori 
Zation, the user obtains a temporary layer-3 address in order to 
gain access to the authenticator discovery controller 190, the 
network login controller 110, and user interface 120 on 
packet-forwarding device 200. In one embodiment, the net 
work login authorization includes a layer-3 address server 
130 accessible to the packet-forwarding device 200 to 
dynamically assign a temporary layer-3 address to the user 
device (e.g. 211). In an alternate embodiment, a static layer-2 
address, such as the user device's Media Access Control 
(MAC) address may be adequate for purposes of obtaining 
access to the network login controller 110 and user interface 
120 on packet-forwarding device 200. The temporary layer-3 
address is discarded upon Successful authentication through 
network login authorization, after which the user must obtain 
another layer-3 address, this time a permanent one, through 
an address server 130 on the permanent VLAN to which the 
port has been assigned (which may or may not be the same 
address server 130 which assigned the temporary address, as 
long as it is accessible on the permanent VLAN to which the 
port has been assigned). 

FIG. 2 is a block diagram illustrating selected components 
of the authenticator discovery in accordance with one 
embodiment of the invention. Before a user device, e.g. 211, 
can proceed with network login authorization, the user device 
needs to know the IP address of the packet forwarding device 
200. The authenticator discovery controller 190 helps the user 
device to discover this IP address. When the user brings up a 
web browser and initiates a request for a web page, the 
authenticator discovery controller 190 intercepts this request 
and directs the user to a network login page. During this 
process, the authenticator discovery controller 190 may first 
relay a DNS request by the user device to a DNS server to 
translate a domain name into an IP address. In one embodi 
ment, the authenticator DNS server 230 relays the user's DNS 
request to a corporate DNS server 240 to resolve the domain 
name. Authenticator DNS server 230 will transparently proxy 
the DNS responses back to the user device so that to the user 
device, it will appear as if the DNS response is coming from 
a legitimate DNS server. Therefore, when the corporate DNS 
server 240 responds with a DNS-resolved IP address, the IP 
address may be forwarded to the user device in this manner. 
When the user device makes a HTTP request to the DNS 
resolved IP address, the authenticator discovery controller 
190 intercepts this HTTP request and responds with a redirect 
to a URL address of a network login page, e.g. http://network 
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6 
accces.net/login. When the user device sends a DNS request 
to resolve the domain name, e.g. network-access.net, the 
authenticator discovery controller 190 responds with the 
packet forwarding device's IP address. In this way, the user 
device discovers the IP address of packet forwarding device 
200. When the user device sends a HTTP request to the IP 
address of packet forwarding device 200, the authenticator 
discovery controller 190 responds with the network login 
page. The user may then proceed with the network login 
authorization, which includes authenticating, via the HTTP 
authenticator server 140, the user's identification data. 

FIG. 3 is a block diagram illustrating selected components 
of the network login authorization in accordance with one 
embodiment of the invention. As illustrated, the network 
login controller 110 operates in conjunction with the user 
interface 120 to obtain user identification data 121 from a user 
device, e.g. 211 connected through port 205. The initial 
default port state 207 of port 205 is unauthorized. It should be 
noted that not all ports on the packet-forwarding device 200 
need to participate in network login authorization. Rather, the 
network login authorization may be implemented on a per 
port per VLAN (i.e. a layer-2 domain) basis. Thus, for 
example, the network login controller 110 may require users 
connecting to port 205 to be authorized using the network 
login authorization, but not users connecting to port 206. In 
that case, the initial default port state 208 of port 206 would be 
authorized. Similarly, the network login controller 110 may 
require users connecting to port 205 from user devices in 
VLAN 210 to be authorized using the network login autho 
rization (where VLAN 210 is comprised, for example, of 
ordinary network users having restricted access to corporate 
network 300), but not users connecting to port 205 from 
VLAN 220 (where VLAN 220 is comprised, for example, of 
administrative network users having preferred authorization 
privileges in accessing the corporate network 300). Stated 
differently, in one embodiment network login authorization 
may be enabled (i.e. activated) for some ports and some 
VLANs on a given packet-forwarding device 200, but not 
others. This provides flexibility for tagged ports that belong to 
more than one VLAN, since network login authorization may 
be activated on a single tagged port for one VLAN and not the 
other. 

FIG. 4 is a block diagram illustrating the ports 205 and 206 
and their respective port statuses 207/208 in further detail in 
accordance with one embodiment of the invention. As shown, 
each port may be in a different state depending on whether or 
not an authorized user has connected to the port and Success 
fully completed the network login authorization (or depend 
ing on whether network login authorization has been acti 
vated for that port or for the VLAN of the host connected to 
that port). In the example illustrated in FIG.4, port 205 has a 
port state 207 of unauthorized. The unauthorized port state 
207 of port 205 places the port 205 into a non-forwarding 
mode 170. Non-forwarding mode 170 causes the packet for 
warder 160 to block packets to and from the port 205. Con 
versely, the port state 208 of port 206 is authorized, which 
places the port 206 into a forwarding mode 180. Forwarding 
mode 180 causes the packet forwarder 160 to send and receive 
packets to and from the port 206 as it normally would. 

Returning now to FIG.3, after the network login controller 
110 obtains user identification data 121 from a user device, 
e.g. 211, connected through port 205 in conjunction with the 
user interface 120, the network login controller 110 sends a 
user authentication request 111 to an authentication server 
140. The authentication server 140 retrieves the user authen 
tication data151 from a user authentication database 150, and 
compares it to the user identification data 121 provided in the 
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user authentication request 111. If the data compare favor 
ably, then the authentication server 140 returns a positive user 
authentication response 112 to the network login controller 
110, which indicates that the user is authentic. The network 
login controller sends an unblock port command 122 to the 
port 205, which sets the port state 207 to authorized. This 
places the port 205 into forwarding mode 180 so that the 
packet forwarder 160 of packet forwarding device 200 can 
commence forwarding packets to and from the user con 
nected through port 205 on user device 211 of VLAN 210. 

If the data does not compare favorably, then the authenti 
cation server 140 returns a negative user authentication 
response 112 to the network login controller 110 which indi 
cates that the user cannot be authenticated with the provided 
user identification data 121. The user interface 120 continues 
to prompt the user to provide more accurate user identifica 
tion data 121 and port state 207 remains unauthorized. As a 
result, port 205 remains in non-forwarding mode 170, which 
prevents the packet forwarder 160 from forwarding packets 
for the user connected through port 205 on user device 211 of 
VLAN 210. 

In one embodiment, the authentication server 140 is a 
RADIUS server, and the network login controller 110 and/or 
authenticator discovery controller 190 functions as a 
RADIUS client. In that case, the user authentication request 
111 and user authentication response 112 are data packets 
conforming to the RADIUS communication protocol for 
communicating authentication data. The operation of the 
RADIUS server and communication protocol is known in the 
art and will not be further discussed except as it pertains to the 
method and apparatus of the invention. 

In an alternate embodiment, the network login controller 
110 or authenticator discovery controller 190 may use a user 
authentication database 150 directly instead of through an 
authentication server 140. In that case, the user authentication 
database 150 may comprise an internal database stored on the 
packet-forwarding device 200, and the user authentication 
request 111 and user authentication response 112 may be 
handled through internal communication. 

In one embodiment, the user device 211 may need at least 
a temporary IP address to gain access to the authenticator 
discovery controller 190 or network login controller 110 and 
associated user interface 120 on packet-forwarding device 
200. In some cases the user device, e.g. 211, uses its MAC 
address, while in other cases the user device uses a previously 
obtained IP address, such as in the case of an Internet service 
provider environment where the user uses the same port and 
VLAN for authentication each time. Sometimes, the user 
device needs to obtain a temporary IP address from the 
packet-forwarding device 200 before authenticator discovery 
or network login authorization can take place. Such as in the 
case of a campus environment where a roaming user will not 
always be using the same port for authentication. In one 
embodiment, assigning a temporary IP address to user device 
211 is handled by an IP address server 130. One example of an 
IP address server that may be used is a Dynamic Host Control 
Protocol (DHCP) server accessible by the packet-forwarding 
device 200. In an alternate embodiment, the DHCP server 
may be implemented in the packet-forwarding device 200 
itself. The operation of the IP address server is known in the 
art and will not be further discussed except as it pertains to the 
method and apparatus of the invention. 

FIG. 5 is a block diagram illustrating additional selected 
components of the network login authorization in further 
detail inaccordance with one embodiment of the invention. In 
one embodiment, once the network login controller 110 sends 
an unblock port command 122 to the port 205, setting the port 
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8 
state 207 to authorized, the network login controller 110 may 
receive policy configuration data 152 from the authentication 
server 140. Specifically, the authentication server 140 
retrieves a user configuration/policy data 152 from the user 
authentication database 150. The user configuration/policy 
data 152 is typically stored on a RADIUS server, but could 
also be stored on any network management server accessible 
to the packet-forwarding device 200. The configuration 
policy data 152 is sent in a user configuration response 113 to 
the network login controller 110. The network login control 
ler 110 automatically uploads 123 the configuration and 
policy data 152 to the authorized port 205 without network 
administrator intervention. The ability to automatically 
upload the policy and configuration data 152 to the authorized 
port eliminates the need to manually store the policy and 
configuration data 152 on the packet-forwarding device 200 
as well as the need to manually configure the port 205. The 
automatic configuration is especially advantageous in the 
campus environment, where the users are roaming users that 
are notassigned to a permanent port or VLAN. A port that has 
been dynamically configured with user-specific policy each 
time the user connects to the network 300 allows for greater 
control of network resources, as well as the ability to more 
accurately log useractivity and network usage and, as a result, 
to generate more accurate billing information. 

Referring to FIGS. 6-8, certain aspects of the authenticator 
discovery and network login authorization to control access 
to a network are shown. In particular, FIGS. 6-8 illustrate 
Some of the acts to be performed by a computer executing an 
authenticator discovery controller 190 and a network login 
controller 110 on a packet-forwarding device 200 that incor 
porates one embodiment of the invention. The particular 
methods of the invention are described in terms of software 
with reference to a series of flowcharts. In this context, the 
methods to be performed by a packet-forwarding device 200 
incorporating an embodiment of the invention constitute 
computer programs made up of computer-executable instruc 
tions. Describing the methods by reference to a flowchart 
enables one skilled in the art to develop Such programs 
including Such instructions to carry out the methods on Suit 
ably configured computers or devices (i.e. the processor of the 
computer or other device executing the instructions from 
computer-accessible media). The computer-executable 
instructions may be written in a computer programming lan 
guage or may be embodied in firmware logic. If written in a 
programming language conforming to a recognized standard, 
Such instructions can be executed on a variety of hardware 
platforms and for interface to a variety of operating systems 
and network operating systems. In addition, the invention is 
not described with reference to any particular programming 
language. It will be appreciated that a variety of programming 
languages may be used to implement the teachings of the 
invention as described herein. Furthermore, it is common in 
the art to speak of Software, in one form or another (e.g., 
program, procedure, process, application . . . ), as taking an 
action or causing a result. Such expressions are merely a 
shorthand way of saying that execution of the Software by a 
computer causes the processor of the computer to performan 
action or a produce a result. 

FIG. 6 is a flow diagram illustrating certain aspects of a 
method to be performed by a computer executing authentica 
tor discovery according to one embodiment of the invention. 
At processing block 610, a user connects to a port of a packet 
forwarding device 200 from a user device, e.g. 211. In one 
embodiment, the user device may need to obtain a temporary 
IP address from an IP address server 130 accessible to packet 
forwarding device 200. In one embodiment, the IP address 
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server 130 is a DHCP server that may reside on the network 
300, or in the packet forwarding device 200 itself. A tempo 
rary IP address is required in the campus environment where 
a typical user is a roaming user that may connect to the 
network from any number of ports that are available at various 
locations on the campus. 

At processing block 620, the user initiates a request for a 
web page. In one embodiment, the request is a HTTP request 
to a URL address. The request may require DNS resolution. If 
so, the authenticator discovery controller 190 will receive a 
DNS request from the user device and will proxy the DNS 
request to the DNS server. The DNS server responds to the 
request with a DNS-resolved IP address. The authenticator 
discovery controller 190 then forwards the DNS-resolved IP 
address to the user device. The user device then sends a HTTP 
request to the DNS-resolved IP address. 

At processing block 630, authenticator discovery control 
ler 190 responds to the user device with a redirect to a network 
login page. In one embodiment, the response is a URL 
address that requires DNS resolution. In this case, the user 
device will send a DNS request. The authenticator discovery 
controller 190 responds to the DNS request with the packet 
forwarding device's own IP address. In this way, the user 
device discovers the IP address of the packet forwarding 
device 200. The user device then sends a request to the IP 
address of the packet forwarding device. The authenticator 
discovery controller 190 responds with the network login 
page. The user may then proceed with the network login 
authorization. 

FIG. 7 is a flow diagram illustrating certain additional 
aspects of a method to be performed by a computer executing 
network login authorization according to one embodiment of 
the invention. At processing block 710, the user accesses the 
network login controller 110 via the user interface 120 of the 
network login page. The user is prompted to enter user iden 
tification data 121. Such as a user name and password. At 
processing block 720, the network login controller 110 sends 
a user authentication request 111 to the authentication server 
140, using the user identification data 121 entered by the user. 
At block 730, the authentication server 140 compares the user 
identification data 121 entered by the user with user authen 
tication data 151 obtained from the user authentication data 
base 150. If the data compares favorably, then the user is 
authenticated, and at block 740, the authentication server 140 
responds with a user authentication reply 112 granting the 
user permission to access the network. However, if the data 
does not compare favorably, then the user is not authenti 
cated, and at block 750, the authentication server responds 
with a user authentication reply 112 denying the user permis 
sion to access the network. 

Referring to FIG. 8, at processing block 810, the network 
login controller 110 determines from the user authentication 
reply 112 whether the user has been granted or denied per 
mission to access the network. If the user has been denied 
permission to access the network, then processing continues 
at block 820, where the network login controller 110 leaves 
the port in an unauthorized State, or if necessary, unblocks the 
port to which the user is connected by placing it into an 
unauthorized State. If the user has been granted permission to 
access the network, then processing continues at block 830, 
where the network login controller 110 unblocks the port to 
which the user connected by placing it into an authorized 
state. Then, at processing block 840, the network login con 
troller 110 assigns the port to a permanent VLAN using port 
configuration data that has been obtained from the authenti 
cation server 140 and authentication database 150, or from 
Some other network management server accessible to the 
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10 
packet-forwarding device, or even from configuration data 
stored in the packet forwarding device itself. In one embodi 
ment, such as in the campus environment, the permanent port 
configuration is obtained from a RADIUS server. Once the 
port has been assigned to a permanent VLAN, the port obtains 
a permanent layer-3 address using an address server 130 that 
is accessible on the permanent VLAN. In one embodiment, 
the permanent layer-3 address is obtained from a DHCP 
server that resides on the permanent VLAN to which the port 
has been assigned. In one embodiment, the authentication 
server 140 responds further with user policy configuration 
data 152 obtained from the user authentication database 150 
for downloading to the network login controller 110. Then, 
the network login controller 110 uploads the port configura 
tion in accordance with the user policy configuration data 152 
provided by the authentication server 140. 
At processing block 850, the packet forwarder recognizes 

that the port is in a forwarding mode, and commences sending 
and receiving packets for the authorized port and port user. 
The packet forwarding services provided by the packet for 
warder continue until, at processing block 860, the network 
login controller 110 resets the port back into a unauthorized 
state or non-forwarding mode. In one embodiment, the reset 
ting is performed when a user Successfully logs off the packet 
forwarding device 200 from the user interface 120, when a 
connection from the user to the port is disconnected, when no 
activity from the user occurs on the port for a duration of time, 
or when an administrator forces the port to change its state. 
The resetting is completed at block 870, where the network 
login controller 110, if necessary, blocks the port by placing 
it into an unauthorized State. 

Embodiments of the invention may be represented as a 
Software product stored on a machine-accessible medium 
(also referred to as a computer-readable medium or a proces 
sor-readable medium). The machine-accessible medium may 
be any type of magnetic, optical, or electrical storage medium 
including a diskette, CD-ROM, memory device (volatile or 
non-volatile), or similar storage mechanism. The machine 
accessible medium may contain various sets of instructions, 
code sequences, configuration information, or other data. As 
an example, the procedures described hereinfor authenticator 
discovery controller 190, network login controller 110, the 
user interface 120, the address server 130, DNS server 230, 
and the authentication server 140, and the associated proto 
cols can be stored on the machine-accessible medium. In 
addition, the data for the authentication server 140 and asso 
ciated authentication database 150, or the address server 130 
and associated data may be stored in an internal storage area 
or on an external storage medium that is machine-accessible. 
Those of ordinary skill in the art will appreciate that other 
instructions and operations necessary to implement the 
described invention may also be stored on the machine-ac 
cessible medium. 

While the invention has been described in terms of several 
embodiments, those of ordinary skill in the art will recognize 
that the invention is not limited to the embodiments 
described, but can be practiced with modification and alter 
ation within the spirit and scope of the appended claims. The 
description is thus to be regarded as illustrative instead of 
limiting. 

What is claimed is: 
1. A method of autodiscovery of an authenticator and 

packet forwarding device for network login, the method com 
prising: 

receiving a connection request from an unauthorized user 
device at the packet forwarding device, the unauthorized 
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user device requesting access to a network interfaced to 
the packet forwarding device; 

blocking all packets received from the unauthorized user 
device at the packet forwarding device from accessing 
the network; 

intercepting and redirecting a network login page of a user 
request to access the network by an authenticator dis 
covery controller and returning the packet forwarding 
device's IP address; 

assigning a temporary layer-3 address or a static layer-2 
address to the unauthorized user device to gain access to 
the authenticator discovery controller, the network login 
controller, and user interface on the packet-forwarding 
device; 

proceeding with the network login authentication and 
authorization using the network login controller upon 
receiving the packet forwarding device's IP address 
from the authenticator discovery controller and using 
the temporary layer-3 address or the static layer-2 
address assigned to the user device; 

accessing the network login controller user interface and 
entering a user identification data; 

determining whether the user identification data is authen 
tic by the authentication server; 

if the user has been denied permission to access the net 
work by the authentication server; 
the network login controllerblocks the port to which the 

user is connected and leaves the port in an unautho 
rized State and the packet forwarding device in a non 
forwarding mode; 

if the user has been granted permission to access the net 
work by the authentication server: 
the network login controller unblocks the port to which 

the user connected by placing the port of the packet 
forwarding device into an authorized State and assign 
ing the port to a permanent VLAN, and 

replaces the temporary layer-3 address assigned to the 
user device with a permanent layer-3 address; and 

resetting the port back into an unauthorized State and 
blocking the port, wherein the resetting is performed 
when at least one of the following occurs: 
when a user Successfully logs off the packet forwarding 

device, 
when a connection from the user to the port is discon 

nected, 
when no activity from the user occurs on the port for a 

duration of time, and 
when an administrator forces the port to change its state. 

2. The method of claim 1, wherein intercepting and redi 
recting the network login page comprises: intercepting the 
user request to access the network and redirecting to a web 
page comprising the network login page. 

3. The method of claim 1, wherein the user has been 
granted permission to access the network by the authentica 
tion server comprises the authentication server authenticating 
the user based on at least a user name and a password received 
from the unauthorized computing device. 

4. The method of claim 1, wherein accessing the network 
login controller user interface and entering the user identifi 
cation data comprises the authenticator directing the unau 
thorized computing device to a Uniform Resource Locator 
(URL) address through which to access the user interface at a 
network login page. 

5. The method of claim 1, whereindetermining whether the 
user identification data is authentic by the authentication 
server comprises: 
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12 
sending the user identification data to the authentication 

server; and 
receiving an indication from the authentication server that 

the user identification data is authentic and that the user 
associated with the user identification data is authorized 
to access the network. 

6. The method of claim 5, wherein sending the user iden 
tification data to the authentication server comprises: 

creating a packet comprising the user identification data in 
accordance with a Remote Authentication Dial-In User 
Service (RADIUS) communications protocol; and 

forwarding the packet to a RADIUS server for authentica 
tion. 

7. The method of claim 1, wherein the authenticator and 
packet forwarding device comprises a network Switching 
device located at an edge of the network to provide packet 
forwarding services into the network. 

8. A computer-readable storage medium having instruc 
tions stored thereon that, when executed by a processor in an 
authenticator and packet forwarding device, the instructions 
cause the processor to perform an autodiscovery method 
comprising: 

receiving a connection request from an unauthorized user 
device at the packet forwarding device, the unauthorized 
user device requesting access to a network interfaced to 
the packet forwarding device; 

blocking all packets received from the unauthorized user 
device at the packet forwarding device from accessing 
the network; 

intercepting and redirecting a network login page of a user 
request to access the network by an authenticator dis 
covery controller and returning the packet forwarding 
device's IP address; 

assigning a temporary layer-3 address or a static layer-2 
address to the unauthorized user device to gain access to 
the authenticator discovery controller, the network login 
controller, and user interface on the packet-forwarding 
device; 

proceeding with the network login authentication and 
authorization using the network login controller upon 
receiving the packet forwarding device's IP address 
from the authenticator discovery controller and using 
the temporary layer-3 address or the static layer-2 
address assigned to the user device; 

accessing the network login controller user interface and 
entering a user identification data; 

determining whether the user identification data is authen 
tic by the authentication server; 

if the user has been denied permission to access the net 
work by the authentication server; 
the network login controllerblocks the port to which the 

user is connected and leaves the port in an unautho 
rized State and the packet forwarding device in a non 
forwarding mode; 

if the user has been granted permission to access the net 
work by the authentication server: 
the network login controller unblocks the port to which 

the user connected by placing the port of the packet 
forwarding device into an authorized State and assign 
ing the port to a permanent VLAN, and 

replaces the temporary layer-3 address assigned to the 
user device with a permanent layer-3 address; and 

resetting the port back into an unauthorized State and 
blocking the port, wherein the resetting is performed 
when at least one of the following occurs: 
when a user Successfully logs off the packet forwarding 

device, 
IPR2025-01468; Citrix

Ex. 1010 - Page 16



US 7,568,107 B1 
13 

when a connection from the user to the port is discon 
nected, 

when no activity from the user occurs on the port for a 
duration of time, and 

when an administrator forces the port to change its state. 
9. The computer-readable storage medium of claim 8. 

wherein intercepting and redirecting the network login page 
comprises: intercepting the user request to access the network 
and redirecting to a web page comprising the network login 
page. 

10. The computer-readable storage medium of claim 8, 
wherein the user has been granted permission to access the 
network by the authentication server comprises the authenti 
cation server authenticating the user based on at least a user 
name and a password received from the unauthorized com 
puting device. 

11. The computer-readable storage medium of claim 8, 
whereinaccessing the network login controller user interface 
and entering the user identification data comprises the 
authenticator directing the unauthorized computing device to 
a Uniform Resource Locator (URL) address through which to 
access the user interface at a network login page. 
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12. The computer-readable storage medium of claim 8. 

wherein determining whether the user identification data is 
authentic by the authentication server comprises: 

sending the user identification data to the authentication 
server; and 

receiving an indication from the authentication server that 
the user identification data is authentic and that the user 
associated with the user identification data is authorized 
to access the network. 

13. The computer-readable storage medium of claim 12, 
wherein sending the user identification data to the authenti 
cation server comprises: 

creating a packet comprising the user identification data in 
accordance with a Remote Authentication Dial-In User 
Service (RADIUS) communications protocol; and 

forwarding the packet to a RADIUS server for authentica 
tion. 

14. The computer-readable storage medium of claim 8. 
wherein the authenticator and packet forwarding device com 
prises a network Switching device located at an edge of the 
network to provide packet-forwarding services into the net 
work. 
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