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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF FLORIDA

CASE NO.

K.MIZRA LLC,
Plaintiff,
V.

CITRIX SYSTEMS, INC., AND
CLOUD SOFTWARE GROUP, INC.,

Defendants.
/

COMPLAINT FOR PATENT INFRINGEMENT

Plaintiff K.Mizra LLC ("K.Mizra") files this Complaint for patent infringement against
Defendants Citrix Systems, Inc. ("Citrix Systems") and Cloud Software Group Inc. ("Cloud
Software Group", and collectively with Citrix Systems "Defendants" or "Citrix"), alleging as

follows:

I. INTRODUCTION

1. K.Mizra is a patent licensing company run by experienced management. The
company focuses on high value, high quality patents with a global reach. It owns patent portfolios
originating with a wide array of inventors, including portfolios developed by well-known
multinationals such as IBM, Intel, Rambus and others, as well as from research institutes such as
Nederlandse Organisatie voor Toegespast Natuurwetenschappelijk Onderzoek (Netherlands
Organization for Applied Scientific Research). By focusing on high quality patents, K.Mizra
provides a secondary market for inventors to recoup their research and development investments
and to continue their innovations. K.Mizra offers licenses to its patents on reasonable terms and in

this way plays an important part in the development of the technologies that improve all our lives.
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2. K. Mizra is the owner by assignment of United States Patent No. 8,234,705 ("the
705 Patent" or "the Asserted Patent"). The Asserted Patent was involved in an unsuccessful Inter
Partes Review Proceeding ("IPR") and several now-resolved federal court litigations, and was
originally invented by two highly respected and prolific individual inventors, James A. Roskind
and Aaron T. Emigh.

3. The Asserted Patent was originally owned by Dr. Roskind and Mr. Emigh's
company, Radix Labs, LLC. Dr. Roskind and Mr. Emigh were then, and remain today, focused on
innovation, conducting new research, developing new technologies, and creating new and
innovative computer products.

4, Dr. Roskind, one of the two inventors of the Asserted Patent, has bachelor's,
master's, and doctorate degrees from the Massachusetts Institute of Technology in both electrical
engineering and computer science, and is the named inventor of over 300 U.S. patents. He has
worked for Netscape as the Chief Architect and as the Netcenter Security Architect and was a co-
founder for Infoseek, a company that was eventually acquired by Disney for $770 million. He was
also a key developer of Google's "transport protocol” that provides the tech giant billions of dollars
in value every year.

5. Mr. Emigh, the other named inventor of the Asserted Patent, graduated from the
University of California, Santa Cruz with degrees in linguistics and computer and information
sciences, and is the named inventor of over 140 patents. Prior to working with Dr. Roskind,
Mr. Emigh worked in various positions developing software, including working as a software
manager, architect, and engineer for Unicom and working as a manager for the software

development and technical marketing groups for Philips TriMedia. He has founded or co-founded
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many companies, in addition to Radix Labs, LLC, including CommerceFlow, Inc., which was
acquired by eBay for its technology that Mr. Emigh helped develop.

6. After the Asserted Patent issued, Dr. Roskind and Mr. Emigh recouped their
research and development investment by selling their rights thereto and continued on in their
individual technology development pursuits. K.Mizra ultimately acquired the Asserted Patent and
licensed it to many of the who's-who of the tech world. Some of the accused infringers chose to
test the validity of the Asserted Patent before settling their lawsuits involving the Asserted Patent.
For instance, a few accused infringers of the Asserted Patent previously sought IPR by the Patent
Trial and Appeal Board ("PTAB"). A Final Written Decision ("Decision") in the IPR found that
the petitioners had not shown, by a preponderance of the evidence, that the asserted claims were
unpatentable. The IPR Decision was appealed to the U.S. Court of Appeals for the Federal Circuit
("CAFC"), resulting in a procedurally focused remand to the PTAB. Prior to the issuance of the
mandate that would have sent the IPR back to the United States Patent and Trademark Office
("USPTQO") for further consideration, the parties agreed to move to dismiss the appeal.

7. K.Mizra remains ready, willing, and able to provide commercially-reasonable
licenses for its various patented technologies to all entities who wish or need to use them internally
or in connection with products or services offered to others. As outlined below, Citrix is one such
entity.

II. THE PARTIES

8. K.Mizra is a Delaware limited liability company with a mailing address of 777
Brickell Avenue, #500-96031, Miami, Florida 33131, and operates in Florida. K.Mizra is the

owner by assignment of the Asserted Patent.
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9. Citrix Systems is a corporation organized and existing under Delaware law with a
principal place of business at 851 W. Cypress Creek Road, Fort Lauderdale, Florida 33309. See

https://www.citrix.com/contact/offices.html (last accessed April 23, 2025), a true and correct copy

of which is attached as Exhibit 1. This exhibit, and all other exhibits referenced in this Complaint,
are incorporated by reference in their entireties. On information and belief, Citrix Systems is a
subsidiary and/or business unit of Cloud Software Group.

10. Citrix Systems may be served through its registered agent, Corporation Service
Company, 1201 Hays Street, Tallahassee, Florida 32301-2525.

11. Cloud Software Group is a corporation organized and existing under Delaware law
with a principal place of business at 851 W. Cypress Creek Road, Fort Lauderdale, Florida 33309.
A printout from the website of the Florida Department of State, Division of Corporations, showing
details for Cloud Software Group, Inc., is attached as Exhibit 2.

12. On information and belief, Cloud Service Group operates a sales office for Citrix
products, including products including the Secured Private Access solution, at 851 West Cypress
Creek Road, Fort Lauderdale, Florida 33309.

13.  Cloud Software Group may be served through its registered agent, CT Corporation
System, 1200 S. Pine Island Road, Plantation, Florida 33324.

III. JURISDICTION AND VENUE

14. This is an action for patent infringement under the patent laws of the United States,
35 U.S.C. §§ 1 et seq., including 35 U.S.C. §§ 271, 281, and 284, among others. The Court has
subject-matter jurisdiction over the claims raised in this action pursuant to 28 U.S.C. §§ 1331 and

1338(a).
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15. This Court has personal jurisdiction over Citrix by virtue of, inter alia, its principal
place of business in Fort Lauderdale, Florida; its appointment of a registered agent in Florida; its
conduct of business in this District; its purposeful availment of the rights and benefits of Florida
law; and its substantial, continuous, and systematic contacts with the state of Florida and this
District. Citrix further: (1) intentionally markets and sells its infringing products directly and
through agents to residents of Florida; (2) enjoys substantial income from the state of Florida;
and/or (3) directly, by its own actions, and/or in combination with actions of customers and others
under its control, has committed acts of infringement in this District at least by making and using
infringing systems and using, selling, and offering for sale infringing services.

16. Venue is proper in this District pursuant to 28 U.S.C. § 1400(b) because Citrix has
its principal place of business (which it designates as its corporate headquarters) in the state of
Florida and in this District.

IV. GENERAL ALLEGATIONS

A. The Asserted Patent

17. K.Mizra is the sole owner by assignment of the Asserted Patent with the full and
exclusive right to bring suit to enforce them. (See Ex. 3.) K.Mizra is also entitled to sue to collect
damages for all past infringement of the Asserted Patent.

18. The '705 Patent, titled "Contagion Isolation and Inoculation," was legally issued by
the USPTO to inventors Dr. Roskind and Mr. Emigh on July 31, 2012. A true and correct copy of
the '705 Patent is attached hereto as Exhibit 4.

19. The Asserted Patent claims priority to U.S. Provisional Application

No. 60/613,9009, filed on September 27, 2004 (the "Provisional Application").
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B. Prior Licensing And Litigation Of The Asserted Patent

20. The Asserted Patent has been owned by several entities, in addition to Radix Labs,
LLC and K.Mizra, with some of those entities issuing to third parties certain rights to the
technologies covered thereby.

21. K.Mizra has been involved in a number of actions it had to institute to protect its
patent rights, including actions involving the Asserted Patent. Most of those actions resulted in the
execution of confidential patent license agreements.

22. Citrix is not and has never been a licensee of the Asserted Patent nor had or has any
rights to use technologies covered by the Asserted Patent. Citrix thus has no ownership or other
rights (and is entitled to no rights) relating to the Asserted Patent.

C. Computer Network Security Problems In 2004 Solved By The Asserted Patent

23. The technology described in the Asserted Patent was invented by Dr. Roskind and
Mr. Emigh, two colleagues living in the same area who had similar interests in innovating
computer-related technologies. In 2003, the inventors decided to create a business—Radix
Labs, LLC—which focused on developing intellectual property related to various computer
technologies, including computer network security technologies. The inventors focused on
conceiving and reducing to practice inventions that they knew were needed (or soon would be
needed) in the computer networking industry and then on drafting patent applications to capture
and protect their technological innovations. In September 2004, the inventors filed the Provisional
Application to which the Asserted Patent claims priority. The Provisional Application described
technology that focused on securing a computer network against the threats to which it was
exposed when computer endpoints (e.g., laptop computers) were connected to a computer network.

The Provisional Application, and by natural extension the Asserted Patent, also focuses on
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remedying identified threats and quarantining those threats to mitigate any damage to the secured
network.

24, Claims of the Asserted Patent are directed to technological solutions that address
specific challenges grounded in computer network security. Maintaining the security of computer
systems and networks is a tremendous concern for modern enterprises, since a breach of an internal
network can have severe repercussions, including major financial losses, data theft, disclosure of
sensitive information, network disruptions, data corruption, etc. The inventors of the Asserted
Patent understood that while a network security appliance or hardware can be adept at keeping out
unwanted external intrusions from the network, the most exploitable vulnerabilities of most
networks are the end-user computers that roam throughout various public and private network
domains, potentially exposing those computers to infection and then accessing and potentially
infecting the entire and presumably secure computer network.

25. For example, the '705 Patent explains that "[I]aptop and wireless computers and
other mobile systems pose a threat to elements comprising and/or connected to a network service
provider, enterprise, or other protected network to which they reconnect after a period of
connection to one or more networks and/or systems that are not part of the service provider,
enterprise, or other protected network. By roaming to unknown domains, such as the Internet,
and/or connecting to such domains through public, wireless, and/or otherwise less secure access
nodes, such mobile systems may become infected by computer viruses, worms, backdoors, and/or
countless other threats and/or exploits and/or have unauthorized software installed; have software
installed on the mobile system by an operator of the protected network for the protection of the

mobile system and/or the protected network removed or altered without authorization and/or have
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configurations, settings, security data, and/or other data added, removed, and/or changed in
authorized ways and/or by unauthorized person[s]." (See, e.g., Ex. 4 at 1:14-31.)

26. The solution to these problems—as specified and claimed in the Asserted Patent—
was an advanced departure from the conventional network access control solutions then in use and
was then, as it remains today, patent eligible, highly valuable, novel, and non-obvious technology.

D. K.Mizra's Asserted Patent Claims Are Presumed Valid

217. K.Mizra asserts that at least, and without limitation, Claim 19 of the '705 Patent has
been directly infringed, either literally or under the doctrine of equivalents. K.Mizra reserves the
right to assert additional claims of the Asserted Patent, including both independent and dependent
claims, pursuant to the Court's (and other applicable) rules and procedures and as discovery
progresses. These claims are referred to herein as the "Asserted Claims."

28.  None of the Asserted Claims are directed to abstract ideas, and each employs
inventive concepts and is directed to patent-eligible subject matter. All claims of the Asserted
Patent are also presumed to be valid and enforceable against Citrix and others.

29. Indeed, the Asserted Patent's specification and claims demonstrate that the need
satisfied by the inventions of the Asserted Claims was long-felt in the industry and thus
unconventional. As one example, the '705 Patent explains that mobile end user devices such as
laptops and wireless computers pose a threat to protected network elements because those devices
may access unsecure systems and thereby "become infected by computer viruses, worms,
backdoors, and/or countless other threats and/or exploits and/or have unauthorized software
installed; have software installed on the mobile system by an operator of the protected network for
the protection of the mobile system and/or the protected network removed or altered without

authorization; and/or have configurations, settings, security data, and/or other data added,
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removed, and/or changed in unauthorized ways and/or by unauthorized person[s]." (Ex. 4 at 1:23-
31.) Similarly, stationary systems such as desktop computers "may become infected, e.g., due to
receipt and execution of malicious code via a network or other communication and/or a diskette
and/or other removable media." (/d. at 1:31-34.) This poses a danger to a protected network
because, when the user device connects to the protected network, "a system may infect or otherwise
harm resources associated with the protected network before measures can be taken to detect and
prevent the spread of such infections or harm." (/d. at 1:34-38.) The Asserted Patent's specification
further provides that "[t]herefore, there is a need for a reliable way to ensure that a system does
not infect or otherwise harm other network resources when connected to a protected network." (/d.
at 1:38-41.)

30. The specification (including the provisions quoted above), the figures (including
those included below), and the text related to the figures further illustrate the complex, tiered
network system architecture of the inventions captured by the Asserted Claims. These figures

include the following:
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(See Ex. 4 at Fig. 2B.)
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(See id. at Fig. 10A.)

31.  The foregoing demonstrates that the inventions of the Asserted Claims focus on
specific tamperproof hardware that must interact with unique software to improve network access
control technology and protect a secure computer network and the data stored thereon from
infected devices. Thus, the Asserted Claims are eligible as a matter of law for patent protection
under step one of Alice Corp. v. CLS Bank Int'l, 573 U.S. 208, 216 (2014).

32.  All actions and steps recited in the Asserted Claims, including the act of
quarantining endpoints or other computers, if necessary, requires the involvement of various
hardware components running dedicated software both before, during, and after the selection and
isolation of an object. Said another way, a claim directed to allowing a machine to automatically
and dynamically select and isolate an unsafe device attempting to access a secure network is not
simply adding a generic computer component to a fundamentally human process. Rather, it is
removing the once-necessary human intervention from a fundamentally mechanical process, an
"improvement in the functioning of a" networked system that simply cannot be considered directed

to an abstract concept. Enfish LLC v. Microsoft Corp., 822 F.3d 1327, 1339 (Fed. Cir. 2016).
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33. As the specification confirms, the improvement captured by the Asserted Claims is
not simply quarantining an infected device, but it is instead a multi-faceted network system
involving multiple interrelated software and hardware components to protect a network from
known and unknown threats. Specifically, the specification of the Asserted Patent discloses that to
reduce the burdens of having to manually identify, connect to, isolate, and remove malicious
software from an infected device, the networked system can direct an unclean computer attempting
to connect to the secure network, known as the host computer, to a form of remediation, such as
downloading a software patch or a software update, removing material from the host computer
and/or enabling certain settings, etc. present on the host computer. (See Ex. 4 at 1:14-41.) Indeed,
the inventions of the Asserted Claims are each tethered to these advances over the art in the 2005
time frame, reciting methods and systems that automatically and dynamically detect an insecure
condition by contacting a trusted computing base, receiving a response therefrom, determining
whether that response contains a valid identification of cleanliness, and configuring and
implementing a remediation action based on what is discovered about the state of an endpoint or
"host" computer. (See, e.g., Ex. 4, Claims 12 and 19.) More specifically, the Asserted Claims
require a system configured to communicate with a "trusted computing base" to determine when
a response includes a valid digitally signed attestation of cleanliness, and to control access to the
network accordingly. These Asserted Claims are thus directed to a machine-implemented solution
resolving a machine-specific problem: a machine's difficulty in detecting, isolating, and
remediating infected endpoint devices (e.g., host computers) to prevent contagion of and damage
to the larger computer network.

34. The Asserted Claims are thus directed to a machine-implemented process for (1)

determining whether the host computer is required to be quarantined, (2) isolating and inoculating

11
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the contagions (including directing the host to software programs and/or code designed to identify
undesirable and/or unauthorized states) by quarantining the host, (3) limiting access to the network
by the host computer so that the unsafe condition thereof can be remedied, and (4) allowing for
remediation of an unsafe or infected host computer. As such, the Asserted Claims recite inventions
with specific applications or improvements to technologies in the marketplace and cannot be
considered abstract or patent ineligible under relevant law.

E. Failed IPR

35. Fortune 100 companies accused of infringing the Asserted Patent have previously
filed petitions for IPRs, alleging that the claims of the Asserted Patent should be held invalid as
either anticipated or obvious considering art not previously considered. Ultimately, the PTAB
instituted an IPR against the '705 Patent, with similar third party IPRs that were subsequently filed
being joined to the first-filed and instituted IPR.

36. The PTAB eventually issued its decision holding that no claims of the '705 Patent
were unpatentable, finding that no asserted prior art reference alone or in combination satisfied the
limitation of "providing . . . an IP address of a quarantine server configured to serve the quarantine
notification page" that was present in all claims of the '705 Patent.

37. The IPR Decision was then appealed to the CAFC, which reversed the PTAB's
Decision on a few narrow procedural issues involving proof that the asserted prior art references
would be combined by a person having ordinary skill in the art, as alleged by the petitioners.

38. The IPR involving the '705 Patent has since been dismissed by the PTAB at the

request of the parties.

12
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F. Citrix's Accused Instrumentalities And Services

39. Citrix has been making, selling, using, and offering for sale computer network
security products and services that infringe the Asserted Patent in violation of 35 U.S.C. § 271.
These include, but are not limited to, Citrix's Secure Private Access (SPA) solution (including
native cloud and/or on premises implementations) and/or Citrix products including the SPA
solution (the "Accused Instrumentalities™), the sale, offer for sale, use and/or manufacture in the
United States of which constitutes infringement of at least and without limitation, the Asserted
Claims directly, either literally or under the doctrine of equivalents (DoE).

G. K.Mizra's Efforts To Work With Citrix

40.  K.Mizra has contacted Citrix on several occasions seeking to discuss Citrix's
infringement. For example, K.Mizra contacted Citrix at least as early as August 2022 in a letter
addressing Citrix's potential infringement and directing Citrix to the list of K.Mizra-owned patents
found on its website. K.Mizra followed up on this letter in April 2023.

41. K.Mizra subsequently sent a letter to Citrix which was delivered on January 31,
2025. A copy of the letter is attached as Exhibit 5. The letter was accompanied by a claim chart
showing how the Citrix SPA solution infringes the Asserted Patent. Citrix did not respond to this
letter.

COUNTI
(Patent Infringement under 35 U.S.C. § 271 of the '705 Patent)

42. K.Mizra incorporates paragraphs 1 through 41 as though fully set forth herein.

43. The 705 Patent includes 19 claims.

44.  Citrix has directly infringed one or more claims of the '705 Patent by making,
importing, using, offering for sale, and/or selling the Accused Instrumentalities, all in violation of

35U.S.C. § 271(a).
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45. Based on publicly available information, the Accused Instrumentalities satisfy
every element of at least Claim 19 of the '705 Patent.
46. For example, Claim 19 of the '705 Patent states:

[preamble] A computer program product for protecting a network,
the computer program product being embodied in a non-transitory
computer readable medium and comprising computer instructions
for:

[A] detecting an insecure condition on a first host that has connected
or is attempting to connect to a protected network,

[B] wherein detecting the insecure condition includes:
[B1] contacting a trusted computing base associated with a
trusted platform module within the first host,

[B2] receiving a response, and determining whether the
response includes a valid digitally signed attestation of
cleanliness,

[C] wherein the valid digitally signed attestation of cleanliness
includes at least one of an attestation that the trusted computing base
has ascertained that the first host is not infested, and an attestation
that the trusted computing base has ascertained the presence of a
patch or a patch level associated with a software component on the
first host;

[D] when it is determined that the response does not include a valid
digitally signed attestation of cleanliness, quarantining the first host,
including by preventing the first host from sending data to one or
more other hosts associated with the protected network,

[E] wherein preventing the first host from sending data to one or
more other hosts associated with the protected network includes

[E1] receiving a service request sent by the first host, serving
a quarantine notification page to the first host when the
service request comprises a web server request,

[E2] and in the event the service request comprises a DNS
query, providing in response an IP address of a quarantine
server configured to serve the quarantine notification page if
a host name that is the subject of the DNS query is not

14
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associated with a remediation host configured to provide
data usable to remedy the insecure condition; and

[F] permitting the first host to communicate with the remediation
host.

(Ex. 4 at 22:14-49.)

47. As for the preamble of Claim 19, to the extent that it is determined to be limiting,
the Accused Instrumentalities provide the features described in the preamble, which recites a
"computer program product for protecting a network." Citrix's SPA solution provides for secure

access to protected network resources whether stored in the cloud or in an on-premises datacenter.

(See What is Z€ero trust network access (ZTNA)?, available at

https://www.citrix.com/glossary/what-is-zero-trust-network-access.html (last accessed April 23,

2025).) For example, Citrix touts that its SPA product "offers Adaptive Authentication, single
sign-on support, enhanced security controls for the applications."

Citrix Secure Private Access offers Adaptive Authentication, single sign-on support, enhanced security controls for the applications.
Secure Private Access also provides the capabilities to scan the end user device before establishing a session by using the Device Posture
service. Based on the Adaptive Authentication or Device Posture results, admins can define the authentication methods for the apps.

15
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(See Ex. 6, Secure Private Access (SPA) (available at https://docs.citrix.com/en-us/citrix-secure-

private-access/service/spa-solution-overview.html) (published December 5, 2024) (last accessed

April 23,2025).) The SPA solution includes a Device Posture service that allows the SPA solution

to ensure that the end user device meets certain criteria before connecting to the protected network.

(Id.) Citrix explains that the "Device Posture service is a cloud-based solution that helps admins
to enforce certain requirements that the end devices must meet to gain access to Citrix DaaS
(virtual apps and desktops) or Citrix Secure Private Access resources (SaaS, Web apps, TCP, and

UDP apps)."

devices must meet to gain access to Citrix DaasS (virtual apps and desktops) or Citrix Secure Private Access resources

(SaaS, Web apps, TCP, zlnd UDP apps). Esta_blishing device trust by checking the device's posture is critical to implement
zero-trust-based access, Device Posture service enforces zero trust principles in your network by checking the end devices

for compliance (man BYOD an rit tur fore allowing an en rto login.

(See Ex. 7, Device Posture Overview (available at https://docs.citrix.com/en-us/device-

posture/device-posture-overview) (published March 3, 2025) (last accessed April 23, 2025).)

Citrix's Secure Private Access solution is available as a cloud native service, or can be downloaded

and managed by the customer. (See https://docs.citrix.com/en-us/citrix-secure-private-access (last

accessed April 23, 2025); see also Deployment Guide: Citrix Secure Private Access On-Premises,

available at https://community.citrix.com/tech-zone/build/deployment-guides/secure-private-

access-on-premises/ (last accessed April 23, 2025).) The Secure Private Access solution can be

downloaded through the Citrix website at https:/www.citrix.com/downloads/citrix-secure-

16
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private-access/ (last accessed April 23, 2025). Accordingly, and to the extent that the preamble of
Claim 19 is somehow limiting, the Accused Instrumentalities would meet the limitation.

48.  Limitation A of Claim 19 requires "detecting an insecure condition on a first host
that has connected or is attempting to connect to a protected network." The Accused
Instrumentalities also meet all the requirements of limitation A of Claim 19. Citrix's SPA solution
"gives IT a set of security controls to protect against threats from BYO devices, giving the users
the choice to access their IT-sanctioned applications from any device, whether its managed or
BYO." (Ex. 6 at p. 1.) Among these security controls is that the SPA solution "provides the
capabilities to scan the end user device before establishing a session by using the Device Posture
Service." For example, Citrix's SPA product "provides the capability to scan the end user device

before establishing a session by using the Device Posture service."

Citrix Secure Private Access offers Adaptive Authentication, single sign-on support, enhanced security controls for the applications. Secure
Private Access also provides the capabilities to scan the end user device before establishing a session by using the Device Posture service.
Based on the Adaptive Authentication or Device Posture results, admins can define the authentication methods for the apps.

(Ex. 6 at p. 1.) For example, when the end user initiates a connection with Citrix's workspace,
information is collected about the endpoint user's device parameters to detect an insecure condition

of the endpoint device.

(See id. atp. 2.)
49. Limitation B1 of Claim 19 requires that "detecting [an] insecure condition
includes . . . contacting a trusted computing base associated with a trusted platform module within

the first host." The Accused Instrumentalities meet these requirements by using the Device Posture
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service of the Secure Protected Access solution. For example, the Citrix SPA solution supports
integration of the Device Posture service with Microsoft Intune.

Third-party integration with the Device Posture service

In addition to the native scans offered by the Device Posture service, the service can also be integrated with the following third-

(Ex. 7 at p. 4.) When integrating with Microsoft Intune, the Citrix SPA solution is configured to
contact a trusted computing base associated with a trusted platform module within the end user

device, ensuring that only secure, compliant devices can access network resources.

(See Ex. 8, Getting started with Windows enrollment attestation, p. 1 (available at

https://petervanderwoude.nl/post/getting-started-with-windows-enrollment-attestation/)

(published September 30, 2024) (last accessed April 23, 2025).) The TPM provides a secure
hardware environment to protect the certificates, safeguarding them from tampering and ensuring
that only TPM-validated, certificate-verified devices can connect to sensitive applications and

data.
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The goal of Windows enrollment attestation is to make devices more secure and trustworthy
within the network they join. With this feature, you can check that Windows 10 and 11 devices
meet strict security standards during enrollment, using Trusted Platform Module (TPM)
technology to enhance their defense against threats. The Windows enrollment attestation
feature also confirms and reports on the devices that enroll securely, ensuring the process is
reliable.

Here's how it benefits organizations:

Improved security: TPM attestation helps detect and address security weaknesses or
compromised devices and lowers the chance of unauthorized access or security incidents.

(See Windows enrollment attestation, available at https://learn.microsoft.com/en-us/intune/intune-

service/enrollment/windows-enrollment-attestation (published March 3, 2025) (last accessed

April 23, 2025).) As another example, the Device Posture service may contact a Citrix Device

Posture client, also known as the EPA client, that is installed on an end user device.

= Citrix Device Posture client (EPA client): A lightweight application that must be installed on the endpoint device to run device
posture scans. This application does not require local admin rights to download and install on an endpoint.

(Ex. 7 at p. 2.) Although public information does not confirm whether or not the EPA client uses
Trusted Platform Module technology, use of such technology is a way to accomplish the ends of
the EPA client in a secure manner. Discovery is needed to confirm the detailed operation of the
EPA client in connection with the SPA solution.

50.  Limitation B2 of Claim 19 requires that "detecting the insecure condition" also
includes "receiving a response and determining whether the response includes a valid digitally
signed attestation of cleanliness." The Accused Instrumentalities also meet all the requirements of
limitation B2. For example, when a remote device ("first host") initiates a request to access
corporate resources (i.e., a protected network), the Citrix Secure Private Access solution (in
conjunction with the Device Posture service) determines whether the end user device is complaint

with policy requirements.
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(Ex.6atp. 1))

(Id. atp. 2.) To accomplish this, the SPA solution determines whether the response includes a valid

digitally-signed attestation of cleanliness.

After the device attestation is performed, the results are compiled into a comprehensive report. IT administrators
can view these reports within the Intune portal, providing them with a detailed overview of the attestation status for
all managed devices. The reports highlight which devices have successfully completed attestation and which have
not, allowing administrators to enforce compliance policies effectively.

(See Enhancing Device Security with Windows Enrollment Attestation, available at

https://patchmypc.com/windows-enrollment-attestation-tpm-device-attestation (published

July 16, 2024) (last accessed April 23, 2025).)

20

K.Mizra LLC, Ex. 2001, p. 20
Citrix Systems, Inc. et al. v. K.Mizra LLC
IPR2025-01468



Case 0:25-cv-60803-XXXX Document 1 Entered on FLSD Docket 04/24/2025 Page 21 of 30

(See TCG TPM v2.0 Provisioning Guidance, Version 1.0, Revision 1.0, March 15, 2017, available

at https://trustedcomputinggroup.org/wp-content/uploads/TCG-TPM-v2.0-Provisioning-

Guidance-Published-v1rl.pdf (last accessed April 23, 2025).)

(See TCG Remote Integrity Verification: Network Equipment Remote Attestation System,

Version 1.0, Revision 9b, June 15, 2019, available at https://trustedcomputinggroup.org/wp-

content/uploads/TCG-NetEg-Attestation-Workflow-Outline_v1r9b_pubrev.pdf (last accessed

April 23, 2025).)) Thus, the Accused Instrumentalities meet limitation B2 of Claim 19.

51. Limitation C of Claim 19 requires that "the valid digitally signed attestation of
cleanliness includes at least one of an attestation that the trusted computing base has ascertained
that the first host is not infested, and an attestation that the trusted computing base has ascertained
the presence of a patch, or a patch level associated with a software component on the first host."
The Accused Instrumentalities meet these requirements as the Citrix SPA solution allows
administrators to enforce access controls based on device attributes, such as operating system (OS)

version or app version.
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* The device posture policies must be configured specifically for each platform. For example, for macOS. an admin can allow

access for the devices that have a specific OS version, Similarly, for Windows, the admin can configure policies to include a

specific authorization file, registry settings, and so on,

(See Ex. 7 atp. 3.)

MAC Address

Process (exists)

Microsoft Endpoint Manager

CrowdStrike

Device Certificate

Browser

Antivirus

Non-Numeric Registry (32 Bit)

Non-Numeric Registry (64 Bit)

Numeric Registry (32 Bit)

Numeric Registry (64 Bit)

Windows Update Installation Type

Windows Update Installation Last Update Check

(See id. at pp. 3-4.)

MAC Address

Process (exists)

Microsoft Endpoint Manager
CrowdStrike

Device Certificate

Browser

Antivirus
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(See Ex. 9, Device Posture, p. 14, (available at https://docs.citrix.com/en-us/device-

posture/device-posture.pdf) (published April 22, 2025) (last accessed April 23, 2025).) Citrix's

SPA products allow for conditional access based on a set of configurations that control which
devices have access to various services and data resources:

About Device posture

Conditional access is a set of configurations that control which devices have access to various services and data sources. With

conditional access, you can create device postures which collect security-related device data, such as 08 and browser version, disk

encryption and antivirus status. With this data you can define and enforce application access control policies.

(See Ex. 10, Device Posture check for Citrix Workspace 2021, pg. 3, (available at

https://www.citrix.com/blogs/wp-content/uploads/2023/02/Device-posture-service-

handbook.pdf?srsltid=AfmBO0q08-HS08dPjZ8U6j-6dXC1wSKewGRWTchVPIL-WM-

Jtef9yC26) (last accessed April 23, 2025).) Accordingly, the Accused Instrumentalities meet
limitation C of Claim 19.
52.  Limitation D of Claim 19 requires that "when it is determined that the response

does not include a valid digitally signed attestation of cleanliness, quarantining the first host,
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including by preventing the first host from sending data to one or more other hosts associated with
the protected network." The Accused Instrumentalities further meet these requirements by having
the Citrix SPA products quarantine noncompliant, i.e., unclean, end point devices attempting to

connect to the protected network or access corporate resources to prevent potential security threats:

(See Ex. 7 atp. 3.)

(Ex. 6 at p. 2.) Accordingly, the Accused Instrumentalities meet limitation D of Claim 19.

53. Limitation E1 of Claim 19 requires that "preventing the first host from sending data
to one or more other hosts associated with the protected network includes . . . receiving a service
request sent by the first host [and] serving a quarantine notification page to the first host when the
service request comprises a web server request." The Accused Instrumentalities meet these

requirements because when Citrix's SPA product employs the Conditional Access policy engine
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and it determines that a device ("first host") is non-compliant with security policies, the device is
restricted from authenticating and accessing company resources and is provided with a notification

page ("quarantine notification page").

(See Ex. 10 at p. 5). The quarantine notification page may be customized by the customer.

(See Ex. 11, Configure Device Posture global settings, p. 4 (published February 21, 2025)

(available at https://docs.citrix.com/en-us/device-posture/device-posture-global-settings.html)

(last accessed April 23, 2025).)
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(See id.) Accordingly, the Accused Instrumentalities meet limitation E1 of Claim 19.

54. Limitation E2 of Claim 19 requires that "preventing the first host from sending data
to one or more other hosts associated with the protected network includes" "in the event the service
request comprises a DNS query, providing in response an IP address of a quarantine server
configured to serve the quarantine notification page if a host name that is the subject of the DNS
query is not associated with a remediation host configured to provide data usable to remedy the

insecure condition." The Accused Instrumentalities also meet all the requirements of limitation E2

of Claim 19.
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(Screenshot from YouTube video "Integrate Citrix Device Posture Service with Microsoft Intune,"

available at https://www.youtube.com/watch?v=N85XOxzBtTU (at 1:22) (last accessed April 23,

2025).)
Accordingly, the Accused Instrumentalities meet limitation E2 of Claim 19.

55. Limitation F of Claim 19 requires "permitting the first host to communicate with
the remediation host." For example, the SPA solution provides for continuous monitoring which

allows the SPA solution to dynamically grant or deny access.

(See Zero Trust & Citrix, available at

https://www.citrix.com/content/dam/citrix/en_us/documents/white-paper/zero-trust-and-

citrix.pdf (last accessed April 23, 2025).)
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(See Device Posture logs and events, available at https://docs.citrix.com/en-us/device-

posture/device-posture-logs.html (published December 17, 2024) (last accessed April 23, 2025).)

Accordingly, the Accused Instrumentalities meet limitation F of Claim 19.

56.  Additionally, and/or alternatively, Citrix has indirectly infringed and continues to
indirectly infringe one or more of the claims of the '705 Patent, in violation of 35 U.S.C. § 271(b)
by actively inducing users of the SPA system and/or devices operating in the SPA ecosystem to
directly infringe one or more claims of the '705 Patent. For example, (a) Citrix had actual
knowledge of or was willfully blind to the existence of the '705 Patent no later than January 31,
2025, when it received the letter attached as Exhibit 5, and (b) Citrix intentionally causes, urges,
or encourages users of the Accused Instrumentalities to take action that, when taken, directly
infringe one or more claims of the '705 Patent. Citrix's encouragement is accomplished by
promoting, advertising, and instructing customers and potential customers to use the Accused
Instrumentalities and/or devices utilizing the Accused Instrumentalities, including infringing uses
thereof. Citrix knows (based on the claim chart previously provided by K.Mizra and/or after
reading this Complaint should know) that its actions will induce users of the SPA products and
ecosystem to directly infringe one or more claims of the '705 Patent, and users thereof directly

infringe one or more claims of the '705 Patent. For instance, at a minimum, Citrix has supplied and
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continues to supply the Accused Instrumentalities to customers while knowing that installation
and use thereof will infringe one or more claims of the '705 Patent.

57. Citrix's acts of infringement have occurred within this District and elsewhere
throughout the United States.

58. As a result of Citrix's infringing conduct, K.Mizra has suffered damages. Citrix is
liable to K.Mizra in an amount that adequately compensates K.Mizra for Citrix's infringement in
an amount that is no less than a fully paid-up, lump-sum, reasonable royalty, together with interest
and costs as fixed by this Court under 25 U.S.C. § 284.

REQUEST FOR RELIEF

WHEREFORE, K.Mizra respectfully requests the Court find in its favor and against Citrix,
and that the Court grant K.Mizra at least the following relief:

A. Judgment that Citrix has directly infringed, literally and/or under the DoE,
one or more claims of the Asserted Patent;

B. Awarding damages to K.Mizra in an amount to be proven at trial and in the
form of a fully paid-up, lump sum, reasonable royalty that takes into account and runs
through expiration of the Asserted Patents;

C. Awarding enhanced damages, as appropriate, under 35 U.S.C. § 284;

D. Awarding K.Mizra's costs (including disbursements) and declaring this an
exceptional case and awarding K.Mizra its attorneys' fees in accordance with 35 U.S.C.
§ 285;

E. Pre-judgment and post-judgment interest at the maximum rate permitted by
law on the damages caused to K.Mizra by reason of Citrix's infringing activities and other

conduct complaint of herein; and
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F. Awarding such other and further relief as this Court deems just and proper
under the circumstances.

DEMAND FOR JURY TRIAL

Pursuant to Fed. R. Civ. P. 38(b), K.Mizra hereby demands a trial by jury on all issues so
triable.
Dated: April 24, 2025 Respectfully Submitted,

/s/ Gerald E. Greenberg

GERALD E. GREENBERG

Florida Bar No. 440094
goreenberg@gsgpa.com
ALESSANDRA M. SIBLESZ

Florida Bar No. 1024843
asiblesz@gsgpa.com

GELBER SCHACHTER & GREENBERG, P.A.
One Southeast Third Avenue, Suite 2600
Miami, Florida 33131

Telephone: (305) 728-0950

E-service: efilings@gsgpa.com

ROBERT R. BRUNELLI*

CO State Bar No. 20070
rbrunelli@sheridanross.com
BRIAN S. BOERMAN*

CO State Bar No. 50834
bboerman(@sheridanross.com
GENE VOLCHENKO*

IL State Bar No. 6342818
gvolchenko(@sheridanross.com
SHERIDAN ROSS P.C.

1560 Broadway, Suite 1200
Denver, CO 80202

Telephone: 303-863-9700
E-service: litigation(@sheridanross.com

*To be admitted pro hac vice

Counsel for Plaintiff K. Mizra LLC
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January 30, 2025

Mr. Tony Gomes Robert R. Brunelli
Cloud Software Group, Inc. Direct: 308 Haohoeer
Chief Legal & Administrative Officer rbrunelli@sheridanross.com
Citrix Business Unit '

851 W. Cypress Creek Road Via FedEx

Fort Lauderdale, FL 33309
Re: K.Mizra LLC
Dear Mr. Gomes:

As you may be aware, K.Mizra LLC (“K.Mizra”) is a patent licensing company run by experienced
management. The Company focuses on high value, high quality patents with a global reach. It
owns patent portfolios originating with a wide array of inventors, including portfolios developed by
well-known multinationals such as IBM, Intel, Rambus and others, as well as from research
institutes such as Nederlandse Organisatie voor Toegespast Natuurwetenschappelijk Onderzoek.
By focusing on high quality patents, K.Mizra provides a secondary market for inventors to recoup
their research and development investments and to continue their innovations. K.Mizra offers
licenses to its patents on reasonable terms and in this way plays an important part in the
development of the technologies that improve all our lives.

K.Mizra is the owner by assignment of United States Patent Nos. 8,234,705 (“the 705 Patent”)
(Ex. 1) and 9,516,048 (“the '048 Patent”) (Ex. 2). The '705 Patent, titled “Contagion Isolation and
Inoculation,” was duly and legally issued by the United States Patent and Trademark Office
(“USPTQO”) and expires on November 25, 2029. The '048 Patent, titled “Contagion Isolation and
Inoculation Via Quarantine,” was issued by the USPTO December 6, 2016 and expires on
September 27, 2025.

The technology described and claimed in these Patents was invented by Dr. James Roskind and
Mr. Aaron Emigh, two prolific inventors and colleagues living in the same area who had similar
interests in innovating computer-related technologies. Dr. Roskind has bachelors, masters, and
doctorate degrees from MIT in both electrical engineering and computer science and is the named
inventor of over 300 U.S. patents. He has worked for Netscape as the Chief Architect and as the
Netcenter Security Architect, and was a co-founder for Infoseek, a company that was eventually
acquired by Disney for $770 million. He was also a key developer of Google's “transport protocol”
that provides the tech giant billions of dollars in value every year. Mr. Emigh graduated from the
University of California, Santa Cruz with degrees in linguistics and computer and information
sciences and is the named inventor of over 140 patents. Prior to working with Dr. Roskind, Mr.
Emigh worked in various positions developing software, including working as a software manager,
architect, and engineer for Unicom and working as a manager for the software development and
technical marketing groups for Philips TriMedia. He has founded or co-founded many companies,
including CommerceFlow, Inc., which was acquired by eBay for its technology that Mr. Emigh
helped to develop.

1560 Broadway / Suite 1200 / Denver, Colorado 80202-5141 / P 303.863.9700 / F 303.863.0223 / www.sheridanross.com
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In 2003, the inventors decided to create a business together, Radix Labs, LLC, which focused on
developing intellectual property related to various computer technologies, including network
security technologies. The inventors focused on conceiving inventions they knew were needed
then or soon would be needed in the computer networking industry and then on drafting patent
applications to capture and protect their innovations. In September of 2004, the inventors filed the
Provisional Application to which both Patents claim priority. The Provisional Application described
technology that focused on securing a network against the threats to which it was exposed by the
connections of additional end points to that network. The Provisional Application, and by natural
extension the Patents, also focus on remedying identified threats and quarantining those threats
to mitigate any damage to the secured network.

More specifically, '705 Patent explains that “[lJaptop and wireless computers and other mobile
systems pose a threat to elements comprising and/or connected to a network service provider,
enterprise, or other protected network to which they reconnect after a period of connection to one
or more networks and/or systems that are not part of the service provider, enterprise, or other
protected network. By roaming to unknown domains, such as the Internet, and/or connecting to
such domains through public, wireless, and/or otherwise less secure access nodes, such mobile
systems may become infected by computer viruses, worms, backdoors, and/or countless other
threats and/or exploits and/or have unauthorized software installed; have software installed on
the mobile system by an operator of the protected network for the protection of the mobile system
and/or the protected network removed or altered without authorization and/or have configurations,
settings, security data, and/or other data added, removed, and/or changed in authorized ways
and/or by unauthorized person[s].” See, e.g., Ex. 1 at 1:14-31. The solution provided by and
embodied in the Asserted Patents to these problems was a complete break from the conventional
network access control solutions then in use, required unique hardware to be properly
implemented and was then, as today, patent-subject eligible, highly valuable, novel and non-
obvious technology.

After the Patents issued, Dr. Roskind and Mr. Emigh recouped their research and development
investment by selling their rights thereto, continuing in their individual technology development
pursuits. K.Mizra ultimately acquired these Patents and licensed them to many of the who’s-who
of the tech world. Some of the accused infringers chose to test the validity of the Patents prior to
settling with K.Mizra. For instance, a few accused infringers previously sought inter partes review
(“IPR”) by the Patent Trial and Appeal Board (“PTAB”) of the Patents. A Final Written Decision
(“Decision”) in the 705 Patent IPR found that the petitioners had not shown, by a preponderance
of the evidence, that the asserted claims were unpatentable. Based on the '705 Patent IPR
Decision, the similar ‘048 Patent IPR was not even instituted. The '705 Patent IPR Decision was
appealed to the Court of Appeals for the Federal Circuit (“CAFC”), resulting in a procedurally
focused remand back to the PTAB. That appeal is now concluded and the parties to the IPR have
recently filed with the Board a joint motion to dismiss.

Cloud Software Group Inc. (“CSG”) is in the business of providing VPN-focused security products
and services, among others, to its customers in the U.S. and elsewhere. Included within these
offerings is Citrix Zero Trust Secure Access (“Involved Product”). As can be seen through review
of the attached Notice of Technology Use chart (Ex. 3), the Involved Product meets all the
limitations of several of the Patents’ claims. CSG’s activities now need to be regularized, with
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K.Mizra remaining ready, willing and able to provide CSG a commercially reasonable license to
its various patented technologies, including the Patents. If you are interested in discussing
purchasing such a license, please contact me directly.

Thank you for your attention to this matter.
Very truly yours,
SHERIDAN ROSS P.C.

Coftn.. M.

Robert R. Brunelli
RRB/Irb

Enclosures

C: K.Mizra LLC
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Solution overview

Traditional VPN solutions require end-user devices to be managed, provide access at the network level, and enforce static access
control policies. Citrix Secure Private Access gives IT a set of security controls to protect against threats from BYO devices, giving
users the choice to access their IT-sanctioned applications from any device, whether it's managed or BYO.

Citrix Secure Private Access offers Adaptive Authentication, single sign-on support, enhanced security controls for the
applications. Secure Private Access also provides the capabilities to scan the end user device before establishing a session by
using the Device Posture service. Based on the Adaptive Authentication or Device Posture results, admins can define the
authentication methods for the apps.

g GSulte /

Adaptive security

Adaptive Authentication determines the right authentication flow for the current request. Adaptive Authentication can identify the
device posture, geographical location, network segment, user organization/department membership. Based on the information
obtained, an admin can define how they want to authenticate users to their IT sanctioned apps. This allows organizations to
implement the same authentication policy framework across every resource including public SaaS apps, private web apps, private
client-server apps, and Desktops as a Service (DaaS). For details, see Adaptive Security.
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Application access

Secure Private Access can create a connection to the on-premises web apps without relying on a VPN. This VPN-less connection
uses an on-premises deployed Connector Appliance. The Connector Appliance creates an outbound control channel to the
organization’s Citrix Cloud subscription. From there, Secure Private Access can tunnel connections to the internal web apps
without the need for a VPN. For details, see Application Access.

Single sign-on

With Adaptive Authentication, organizations can provide strong authentication policies to help reduce the risk of compromised user
accounts. The single sign-on capabilities of Secure Private Access use the same Adaptive Authentication policies for all SaaS,
private web, and client-server apps. For details, see Single Sign-On.

Browser security

Secure Private Access enables end users to safely browse the internet with a centrally managed and secured enterprise browser.
When an end user launches a SaaS or private web app, several decisions are dynamically made to decide how best to serve this
application. For details, see Browser Security.

Device posture

Device posture service allows an admin to define policies to check the posture of endpoint devices trying to access corporate
resources remotely. Based on the compliance status of an endpoint, the device posture service can deny access or provide
restricted/full access to corporate applications and desktops.

When an end user initiates a connection with Citrix Workspace, the Device Posture client collects information about the endpoint
parameters and shares this information with the Device Posture service to determine if the posture of the endpoint meets policy
requirements.

The integration of the Device Posture service with Citrix Secure Private Access enables secure access to SaaS, Web, TCP and UDP
apps from anywhere, delivered with the resiliency and scalability of Citrix Cloud. For details, see Device Posture.

Support for TCP and UDP applications

Sometimes remote users need access to private client-server apps that have their front-end on the endpoint and their back-end in
a data center. Organizations can rightfully enforce strict security policies around these internal and private apps, making it difficult
for remote users to access these applications without compromising security protocols.

Secure Private Access service addresses the TCP and UDP security vulnerabilities by enabling ZTNA to deliver secure access to
these apps. Users can now access all private apps including TCP, UDP, and HTTPS apps either using a native browser or a native
client application via the Citrix Secure Access client running on their machines.

Users must install the Citrix Secure Access client on their client devices.

¢ For Windows, the client version (22.3.1.5 and later) can be downloaded from https://www.citrix.com/downloads/citrix-

gateway/plug-ins/citrix-secure-access-client-for-windows.html.
¢ For macOS, the client version (22.02.3 and later) can be downloaded from the App Store.

For details, see Support for client-server apps.

Set up Citrix Secure Private Access

Enable zero trust network access to SaaS apps, internal web apps, TCP, and UDP apps using the Secure Private Access admin
console. This console includes configuration of Adaptive Authentication, applications including user subscription and adaptive
access policies.
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Set up identity and authentication

Select the authentication method for the subscribers to log in to Citrix Workspace. Adaptive Authentication is a Citrix Cloud service
that enables advanced authentication for customers and users logging in to Citrix Workspace.

For details, see Set up identity and authentication.

Enumerate and publish apps

After you have selected the authentication method, configure the Web, Saa$, or the TCP and UDP apps using the admin console.
For details, see Add and manage apps.

Enable enhanced security controls

To protect content, organizations incorporate enhanced security policies within the SaaS applications. Each policy enforces a
restriction on the Citrix Enterprise Browser when using Workspace app for desktop or on Secure Browser when using Workspace
app web or mobile.

¢ Restrict clipboard access: Disables cut/copy/paste operations between the app and the system clipboard.

¢ Restrict printing: Disables the ability to print from within the Citrix Enterprise Browser.

¢ Restrict downloads: Disables the user’s ability to download from within the app.

* Restrict uploads: Disables the user’s ability to upload within the app.

* Display watermark: Displays a watermark on the user’s screen displaying the user name and IP address of the user’s machine.

¢ Restrict key logging: Protects against key loggers. When a user tries to log on to the app using the user name and password, all
the keys are encrypted on the key loggers. Also, all activities that the user performs on the app are protected against key
logging. For example, if app protection policies are enabled for Office 365 and the user edit an Office 365 word document, all
key strokes are encrypted on key loggers.

¢ Restrict screen capture: Disables the ability to capture the screens using any of the screen capture programs or apps. If a user
tries to capture the screen, a blank screen is captured.
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For details, see Configure an access policy.

Enable Citrix Enterprise Browser for application launches

Secure Private Access enables end users to launch their apps using the Citrix Enterprise Browser (CEB). CEB is a chromium-based
browser integrated with the Citrix Workspace app that enables a seamless and secure access experience to access web and SaaS
apps within Citrix Enterprise Browser.

CEB can be configured as preferred browser or as your work browser for all the internally hosted web apps or SaaS apps with
security policies. CEB allows users to open all configured SaaS/web app domains inside a secure and controlled environment.

Enable Citrix Enterprise Browser

Administrators can use Global App Configuration service (GACS) to configure Citrix Enterprise Browser as the default browser to
launch web and SaaS apps from the Citrix Workspace app.

Configuration through API:
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To configure, here is an example JSON file to enable Citrix Enterprise Browser for all apps, by default:

D ©

"name" :

"value": "true"

The default value is true.
Configuration through GUI:

Select the devices for which CEB must be made the default browser for the app launches.

—

For details, see Manage Citrix Enterprise Browser through GACS.

Configure tags for contextual access using Device Posture

After the device posture verification, the device is allowed to log in and the device is classified as compliant or non-compliant. This
classification is made available as tags to the Secure Private Access service and are used to provide contextual access based on
device posture.

1. Sign into Citrix Cloud.
2. 0n the Secure Private Access tile, click Manage.

3. Click Access Policies on the left navigation and then click Create policy.

Ex.6,p.5
K.Mizra LLC, Ex. 2001, p. 92
Citrix Systems, Inc. et al. v. K.Mizra LLC
IPR2025-01468



Case 0:25-cv-60803-XXXX Document 1-6 Entered on FLSD Docket 04/24/2025 Page 7 of 11

4. Enter the policy name and description of the policy.

5. In Applications, select the app or set of apps on which this policy must be enforced.
6. Click Create Rule to create rules for the policy.

7. Enter the rule name and a brief description of the rule, and then click Next.

8. Select the users’ conditions. The Users condition is a mandatory condition to be met to grant access to the applications for the

users.
9. Click + to add device posture condition.
10. Select Device posture check and the logical expression from the drop-down menu.

11. Enter one of the following values in custom tags:

¢ Compliant-For compliant devices
* Non-Compliant-For non-compliant devices

12. Click Next.

13. Select the actions that must be applied based on the condition evaluation, and then click Next.
The Summary page displays the policy details.

14. Verify the details and click Finish.

Any Secure Private Access application which is not tagged as compliant or non-compliant in the access policy is treated as the
default application and is accessible on all the endpoints regardless of device posture.

End-user experience

The Citrix administrator has the power to extend security control with the help of Citrix Secure Private Access. Citrix Workspace
app is an entry point to access all resources securely. End users can access virtual apps, desktops, SaaS apps, and files through
Citrix Workspace app. With Citrix Secure Private Access, administrators can control how a SaaS Application is accessed by the end
user via Citrix Workspace Experience web Ul or native Citrix Workspace app client.

Ex. 6, p. 6
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L, ®

Secure Browser Service

When the user launches the Workspace app on the endpoint, they see their applications, desktops, files, and SaaS apps. If a user
clicks the SaaS application when enhanced security is disabled, the application opens in a standard browser which is locally
installed. If the administrator has enabled enhanced security, then the SaaS apps open on the CEB within the Workspace app.
Accessibility to hyperlinks within SaaS apps and web apps is controlled based on the unsanctioned websites policies. For details on
Unsanctioned websites, see Unsanctioned websites.

Similarly, with the Workspace Web portal, when enhanced security is disabled, SaaS applications are opened in a standard browser
which is natively installed. When enhanced security is enabled, SaaS apps are opened in the secure Remote Browser. Users can
access the websites within SaaS apps based on the unsanctioned websites policies. For details on Unsanctioned websites, see
Unsanctioned websites.

Analytics dashboard

The Secure Private Access service dashboard displays the diagnostics and usage data of the SaaS, Web, TCP, and UDP apps. The
dashboard provides admins full visibility into their apps, users, connectors health status, and bandwidth usage in a single place for
consumption. This data is fetched from Citrix Analytics. The metrics are broadly classified into the following categories.

¢ Logging and troubleshooting
e Users

* Applications

e Access policies

Ex.6,p.7
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For details, see Dashboard.

Troubleshoot app issues

The Diagnostics Logs chart in the Secure Private Access dashboard provides visibility into the logs related to authentication,
application launch, app enumeration, and device posture logs.

¢ Info code: Some log events such as failures have an associated info code. Clicking the info code redirects the users to the
resolution steps or more information about that event.

* Transaction ID: The diagnostic logs also display a transaction ID that correlates all Secure Private Access logs for an access
request. One app access request can have multiple logs generated, starting from authentication, then app enumeration within
the workspace app, and then app access itself. All these events generate their own logs. Transaction ID is used to correlate all of
these logs. You can filter the diagnostic logs using the transaction ID to find all logs related to a particular app access request.
For details, see Troubleshoot Secure Private Access issues.

Sample use cases

¢ Access internal applications (Web/TCP/UDP) using a Zero-Trust approach without opening incoming traffic on the firewall
Ex. 6, p. 8
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* Move to a Zero-Trust approach by discovering applications accessed by users
* Restrict access to SaaS applications to Citrix Enterprise Browser

¢ Restrict access to SaaS applications to company-owned public IP addresses
* Enhanced Security to Azure-managed SaaS Apps

¢ Enhanced Security to Office 365

¢ Enhanced Security to Okta Apps

Reference articles

¢ Introduction to Secure Private Access

¢ Tech brief

¢ Reference Architecture

s Citrix Enterprise Browser

¢ Manage Citrix Enterprise Browser through GACS

¢ Admin-guided workflow for easy onboarding and set up

Reference videos

e Zero trust network access (ZTNA) to apps

* Private Web app access with Citrix Secure Private Access

¢ Public SaaS app access with Citrix Secure Private Access

¢ Private client-server app access with Citrix Secure Private Access

* Keylogger Protection with Citrix Secure Private Access

¢ Screen sharing protection with Citrix Secure Private Access

¢ End-user experience with Citrix Secure Private Access

o ZTNA versus VPN logon experience with Citrix Secure Private Access

o ZTNA versus VPN port scans with Citrix Secure Private Access

What’s new in related products

e Citrix Enterprise Browser: About this release
e Citrix Workspace: What’s new
¢ Citrix DaaS: What’s new

» Citrix Secure Access client NetScaler Gateway Clients

Ex. 6, p. 9
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IN THIS ARTICLE

Prerequisites
How it works
Scans supported by the Device Posture service

Third-party integration with the Device Posture service

VNP Limnitatinma

Citrix Device Posture service is a cloud-based solution that helps admins to enforce certain requirements that the end devices must
meet to gain access to Citrix DaaS (virtual apps and desktops) or Citrix Secure Private Access resources (SaaS, Web apps, TCP, and
UDP apps). Establishing device trust by checking the device’s posture is critical to implement zero-trust-based access. Device
Posture service enforces zero trust principles in your network by checking the end devices for compliance (managed/BYOD and
security posture) before allowing an end user to log in.

Prerequisites

* Licensing requirements: The Device Posture service is available as part of the Universal Hybrid Multi Cloud License (UHMC) and
Platform License (CPL). For more information, see https://www.citrix.com/buy/licensing/product.html.

¢ Supported platforms:
* Windows (10 and 11)
* macOS 13 Ventura
¢ macOS 12 Monterey
¢ i0S
e IGEL

e Linux

Ex.7,p. 1
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NOTE:

¢ A device running on a non-supported platform is marked as non-compliant by default. You can change the classification
from Non-compliant to Denied login from the Settings tab on the Device Posture page. For the definitions of “compliant”
and “non-compliant,” see Definitions.

¢ A device that is running on a supported platform but does not match any pre-defined device posture policy is marked as
non-compliant, by default. You can change the classification from Non-compliant to Denied login from the Settings tab
on the Device Posture page.

¢ For iOS support on Device Posture service, the EPA client is built in as part of the Citrix Workspace app for iOS. For
details on the versions, see Citrix Workspace app for iOS.

¢ For IGEL OS support on the Device Posture service, the EPA client is built in as part of the IGEL OS. Contact the IGEL
support team for installing the EPA client on the IGEL devices.

» Citrix Device Posture client (EPA client): A lightweight application that must be installed on the endpoint device to run device
posture scans. This application does not require local admin rights to download and install on an endpoint.

If you're using a device certificate check, then you must install the EPA client with administrative rights.

e Supported browsers: Chrome, Edge, and Firefox.

¢ Firewall configuration: To allow the Device Posture service to update the EPA clients on an end device, the firewall/proxy must
be configured to allow the following domains:

https://swa-ui-cdn-endpoint-prod.azureedge.net

e https://productioniconstorage.blob.core.windows.net
¢ *netscalergateway.net

* *nssvc.net

e *cloud.com

e *pendo.io

e *citrixworkspacesapi.net

How it works

The admins can create device posture policies to check the posture of endpoint devices and determine whether an endpoint device
is allowed or denied login. The devices, which are allowed to log in are further classified as compliant or non-compliant. Users can
log in from a browser or the Citrix Workspace app.

Following are the high-level conditions used to classify a device as compliant, non-compliant, and denied login.

+ Compliant devices - A device that meets the pre-configured policy requirements and is allowed to log in into the company’s
network with full or unrestricted access to Citrix Secure Private Access resources or Citrix DaaS resources.

* Non-Compliant devices - A device that meets the pre-configured policy requirements and is allowed to log in into the company’s
network with partial or restricted access to Citrix Secure Private Access resources or Citrix DaaS resources based on your DaaS
and Secure Private Access configuration for Device Posture.

Ex.7,p. 2
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* DaaS: Administrators can specify the delivery groups to restrict access for non-compliant devices. For details on how to
configure restricted access to delivery groups, see Citrix DaaS configuration with Device Posture.

* Secure Private Access: Administrators can choose specific applications to restrict access for these devices. For details on
how to restrict access to specific applications, see Citrix Secure Private Access configuration with Device Posture.

* Denied login: - A device that fails to meet the policy requirements is denied login.

The classification of devices as compliant, non-compliant, and denied login is passed onto the Citrix DaaS and Citrix Secure
Private Access service that in turn uses the device classification to provide smart access capabilities.

NOTE:

¢ The device posture policies must be configured specifically for each platform. For example, for macOS, an admin can allow
access for the devices that have a specific OS version. Similarly, for Windows, the admin can configure policies to include a
specific authorization file, registry settings, and so on.

¢ Device posture scans are done only during pre-authentication/before logging in.

¢ For definitions of “compliant” and “non-compliant,” see Definitions.

Scans supported by the Device Posture service

The following scans are supported by the Citrix Device Posture service:

Citrix Workspace App Citrix Workspace App Citrix Workspace App

Version Version Version

OS Version OS Version OS Version - OS Version

File (Exists, Last Modified File (Exists, Last Modified B File (Exists, Last File (Exists, Last
Time, MD5) Time, MD5) Modified Time, MD5) Modified Time, MD5)
Geo Location Geo Location - - -

Network Location Network Location - - -

MAC Address MAC Address - - -

Ex.7,p.3
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Process (Exists, MD5, Process (Exists, MD5, : : Process (Exists, MD5,
SHAT1) SHAT1) SHAT1)

Microsoft Endpoint Microsoft Endpoint } }

Manager Manager

CrowdStrike CrowdStrike - - o

Device Certificate Device Certificate - - o

Web Browser Web Browser - - -

Antivirus Antivirus - - -

Non-Numeric Registry (32
Bit)

Non-Numeric Registry (64
Bit)

Numeric Registry (32 Bit) - - - -
Numeric Registry (64 Bit) - o - -

Windows Update
Installation Type

Windows Update Last
Update Check

External Device
Connected

Network Settings - - - -

- - - - Mount Point

NOTE:

e Starting from EPA library version 24.9.1.1, the Windows Update Last Update scan also includes updates installed through

BigFix, Microsoft Intune, and other third-party tools, in addition to those installed through the Windows Auto Upgrade
service.

¢ The Windows Update Last Update scan is not applicable for manually installed updates where the update patch is
downloaded and installed by the user.

¢ For iOS support on Device Posture service, the EPA client is built in as part of the Citrix Workspace app for iOS. For details
on the versions, see Citrix Workspace app for iOS.

Third-party integration with the Device Posture service

In addition to the native scans offered by the Device Posture service, the service can also be integrated with the following third-
party solutions on Windows and macOS.

¢ Microsoft Intune. For details, see Microsoft Intune integration with Device Posture.

e CrowdStrike. For details, see CrowdStrike integration with Device Posture.
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Known limitations

¢ The time taken for the device posture functionality to be enabled or disabled after the device posture toggle button is turned On
or Off can take a few minutes to an hour.

¢ Any changes in the device posture configuration do not take effect immediately. It might take around 10 minutes for the changes
to take effect.

* |f you have enabled the Service Continuity option in Citrix Workspace and if the Device Posture service is down, users might be
unable to sign in to Workspace. This is because Citrix Workspace enumerates apps and desktops based on local cache on the
user device.

¢ |f you have configured a long-lived token and password on Citrix Workspace, the device posture scan does not work for this
configuration. The devices are scanned only when the users log in to Citrix Workspace.

e Each platform can have a maximum of 10 policies and each policy can have a maximum of 10 rules.
* Role-based access is not supported with the Device Posture service.

e The Device Posture service is not supported in Citrix Cloud Japan.

Quality of service

¢ Performance: Under ideal conditions, the Device Posture service adds an additional 2 seconds of delay during login. This delay
might increase depending on additional configurations such as third-party integrations like Microsoft Intune.

* Resiliency: Device Posture service is highly resilient with multiple POPs to ensure that there’s no downtime.

Definitions

The terms “compliant” and “non-compliant” in reference to the Device Posture service are defined as follows.

¢ Compliant devices - A device that meets the pre-configured policy requirements and is allowed to log into the company’s
network with full or unrestricted access to Citrix Secure Private Access resources or Citrix DaaS resources.

* Non-Compliant devices-A device that meets the pre-configured policy requirements and is allowed to log in into the company’s
network with partial or restricted access to Citrix Secure Private Access resources or Citrix DaaS resources.
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ALL ABOUT MICROSOFT INTUNE

Getting started with Windows
enrollment attestation

September 30, 2024by Peter van der Woude

This week is all about adding an additional layer of protection to the enrollment of Windows devices.
That additional layer of protection is Windows enrollment attestation. Windows enrollment
attestation is focused on making the process of enrolling into Microsoft Intune more secure and
trustworthy for Windows devices. It relies on using the Trusted Platform Module (TPM) to store the
private keys of the MDM certificate from Microsoft Intune and the access token from Microsoft
Entra. That information is attested during the enrollment of Windows devices, making it less prone
to tampering. That should provide better protection against attackers that for example steal an
Intune MDM certificate. This blog post will start with a brief introduction about Windows enrollment
attestation, followed with the central insights and the available remote actions.

Important Windows enrollment attestation is not supported for VMs, not even with
vTPMs. Physical devices only.

Introducing Windows enrollment attestation
https://petervanderwoude.nl/post/getting-started-with-windows-enroliment-attestation/ 113
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When looking at the enrollment of Windows devices, the security of that enrollment process
becomes more and more important. That's exactly where Windows enrollment attestation comes
into play. Windows enrollment attestation adds an additional layer of security to the enrollment
process of Windows devices, with the focus on making it more secure and trustworthy. That
additional security and trustworthiness is achieved by relying on storing the private keys of the
MDM certificate and the access token on the local TPM. That information is retrieved during the
registration with Microsoft Entra, followed with the attest and enrollment with Microsoft Intune.
Attesting the availability of that information in the TPM makes sure that only trusted Windows
devices can perform the enrollment with Microsoft Intune. The great part is that the information can
now also be actually used during the enrollment of Windows devices. A new property is available per
device that can be used to create a filter. That new property is device.IsTpmAttested and that can be
used to create a filter that can be used with enrollment restrictions.

Note: Windows enroliment attestation can be used to prevent enrollment of Windows
devices that are not attested.

Verifying Windows device attestation status

The good thing is that the device attestation status is now also available in a report. That report
provides an overview of the attestation of all Windows devices within the environment and is
available in the Microsoft Intune admin centewia Reports > Device management >Device
attestation status An example is provided below in Figure 1. That example is filtered to show a few
of the most important and most impactful properties, being®evice Model OS Version and Device
Attestation Status The latter is of course pretty obvious as it indicates the status of the device
attestation. The other two properties are important as only physical devices are supported and only
Windows versions after a specific version.

https://petervanderwoude.nl/post/getting-started-with-windows-enroliment-attestation/ 2/13
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Note: Of course the availability of TPM 2.0 is also important, but that's pretty standard
nowadays.

Attesting Windows devices remotely

When devices are showing as not successfully attested, for whatever reason, a remote action can be
triggered to attest the device. That action can be triggered via the Device attestation report, as shown
below in Figure 2, by simply selecting the device and clicking oi\ttest. That will trigger a remote
action similar to any remote action for a device. It will also be visible within the Device actions status
overview of the device, as the initiateMobileDeviceManagementKeyRecovergction. That action will
initiate an MDM key recovery and TPM attestation that basically locally on the device triggers the
InitiateRecoveryaction of the DMClient CSP (and a bit more).

https://petervanderwoude.nl/post/getting-started-with-windows-enroliment-attestation/ 3/13
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Filtering Windows devices based on the attestation

The best part of Windows device attestation is the enrollment part, making it Windows enrollment
attestation. That provides us with the ability to verify before the enrollment of a device, if that device
is attested. For that, the new property IsTpmAttested is available. That property is not yet available,
but can be configured via the rule syntax. That filter rule can then be used to configure specific
enrollment restrictions. The following steps walk through the process of creating a filter rule for
devices that are not attested.

1. Open the Microsoft Intune admin center portal navigate to Devices > Organize devices >
Filters

2. 0On the Devices | Filterspage, click Create > Managed devices

3. On the Basics page, specify a unique name for the filter, selectWindows 10 and later as
platform and clickNext

4. On the Rules page, as shown below in Figure 3, edit the rule syntax, specify
device.lsTpmAttested -eq “False”and click Next

https://petervanderwoude.nl/post/getting-started-with-windows-enroliment-attestation/ 4/13
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Figure 3: Overview of the creation of a filter based on the atte

5. On the Review + create page, verify the configuration and cliciCreate

After the creation of the filter, it can be used to block the enrollment of the devices that match that
filter. In other words, devices that have not successfully attested. That can be achieved by using a
Device enrollment restriction When a device is being enrolled that is not successfully attested, an
error will show similar to the header image.

More information

For more information about Windows enrollment attestation, refer to the following docs.

Windows enrollment attestation | Microsoft Learn
DMClient CSP | Microsoft Learn

initiateMobileDeviceManagementKeyRecovery action - Microsoft Graph beta | Microsoft
Learn

Boost security with Microsoft Intune device attestation | Microsoft Intune blog

Discover more from All about Microsoft Intune

Subscribe to get the latest posts sent to your email.
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Type your email...

B Microsoft Intune, Windows 10, Windows 11, Windows AutoPilotWindows enroliment attestation
W Microsoft Intune, Windows 10, Windows 11, Windows AutoPilotWindows enrollment attestation
< Understanding the local diagnosing and troubleshooting options for Endpoint Privilege
Management

> Easily managing Personal Data Encryption for known Windows folders

18 thoughts on "Getting started with Windows enrollment
attestation”

Thomas B
October 1, 2024 at 08:24

Thanks for the clear write-up Peter!

Reply

Thomas B
October 1, 2024 at 09:00

One part | wasn't able to distill is how the certificates are initially provisioned to the TPM -
e.g. are they doing something nice like ACME with DA or is a cert generated on the infra
side and then somehow either pre-installed or provisioned during autopilot enrolment -
have you found that?

Reply
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Peter van der Woude
October 7, 2024 at 20:23

I would say the latter. It's, however, not really clear documented. | know that Rudy looked
a little bit under the hood and wrote this story:
https://call4cloud.nl/2024/07/istpmattested-enrollment-attestation/

Regards, Peter

Reply

Thomas B
October 8, 2024 at 10:09

Thank you! That does seem to confirm that the cert is initially created outside of the
TPM.

Reply

Pingback: Microsoft Roadmap, messagecenter en blogs updates van 17-10-2024 - KbWorks -
SharePoint & Teams Specialist

Pingback: Microsoft Roadmap, messagecenter en blogs updates van 20-10-2024 - KbWorks -
SharePoint & Teams Specialist

Pingback: Microsoft Roadmap, messagecenter en blogs updates van 21-10-2024 - KbWorks -
SharePoint & Teams Specialist
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Pingback: Microsoft Roadmap, messagecenter en blogs updates van 22-10-2024 - KbWorks -
SharePoint & Teams Specialist

Pingback: Microsoft Roadmap, messagecenter en blogs updates van 23-10-2024 - KbWorks -
SharePoint & Teams Specialist

Pingback: Microsoft Roadmap, messagecenter en blogs updates van 24-10-2024 - KbWorks -
SharePoint & Teams Specialist

Pingback: Microsoft Roadmap, messagecenter en blogs updates van 25-10-2024 - KbWorks -
SharePoint & Teams Specialist

Pingback: Microsoft Roadmap, messagecenter en blogs updates van 26-10-2024 - KbWorks -
SharePoint & Teams Specialist

Pingback: Microsoft Roadmap, messagecenter en blogs updates van 27-10-2024 - KbWorks -
SharePoint & Teams Specialist

Pingback: Microsoft Roadmap, messagecenter en blogs updates van 28-10-2024 - KbWorks -
SharePoint & Teams Specialist

Mathieu Ait Azzouzene
November 19, 2024 at 15:52

It is pretty unclear if Windows Enrollment Attestation occurs during a User Driven Autopilot
provisioning or if it is only triggered during self-deploying and pre-provisioning.

Reply
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Peter van der Woude
November 25, 2024 at 20:14

It's for all physical devices with TPM2.0.
Regards, Peter

Reply

Mathieu Ait Azzouzene
November 25, 2024 at 20:17

My question is not about the type of TPM, but about when this attestation occur. Will a
user will be allowed to perform a user driven Autopilot if this enrollment restriction is in
place? | mean will the TPM will be attested before Intune enrollment kicks in during a
user driven Autopilot provisioning?

Reply

Peter van der Woude
November 25, 2024 at 20:37

It's also for user driven deployments. That's why | mentioned “all devices".
Regards, Peter

Reply
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Device Posture overview

March 3, 2025

Citrix Device Posture service is a cloud-based solution that helps admins to enforce certain require-
ments that the end devices must meet to gain access to Citrix Daa$ (virtual apps and desktops) or Cit-
rix Secure Private Access resources (SaaS, Web apps, TCP, and UDP apps). Establishing device trust
by checking the device’s posture is critical to implement zero-trust-based access. Device Posture ser-
vice enforces zero trust principles in your network by checking the end devices for compliance (man-
aged/BYOD and security posture) before allowing an end user to log in.

Prerequisites

« Licensing requirements: The Device Posture service is available as part of the Universal Hybrid
Multi Cloud License (UHMC) and Platform License (CPL). For more information, see https://ww
w.citrix.com/buy/licensing/product.html.

« Supported platforms:

Windows (10 and 11)
macOS 13 Ventura
macOS 12 Monterey
- i0s

IGEL

Linux

Note:

- Adevicerunningon a non-supported platform is marked as non-compliant by default.
You can change the classification from Non-compliant to Denied login from the Set-
tings tab on the Device Posture page. For the definitions of “compliant”and “non-
compliant,”see Definitions.

- Adevice thatis running on a supported platform but does not match any pre-defined
device posture policy is marked as non-compliant, by default. You can change the clas-
sification from Non-compliant to Denied login from the Settings tab on the Device
Posture page.

- ForiOS support on Device Posture service, the EPA client is built in as part of the Citrix
Workspace app for iOS. For details on the versions, see Citrix Workspace app for iOS.

- For IGEL OS support on the Device Posture service, the EPA client is built in as part of
the IGEL OS. Contact the IGEL support team for installing the EPA client on the IGEL
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devices.

« Citrix Device Posture client (EPA client): A lightweight application that must be installed on the
endpoint device to run device posture scans. This application does not require local admin
rights to download and install on an endpoint.

Note:

If you’re using a device certificate check, then you must install the EPA client with admin-
istrative rights.

+ Supported browsers: Chrome, Edge, and Firefox.

« Firewall configuration: To allow the Device Posture service to update the EPA clients on an end
device, the firewall/proxy must be configured to allow the following domains:

https://swa-ui-cdn-endpoint-prod.azureedge.net

https://productioniconstorage.blob.core.windows.net
- *.netscalergateway.net
*.nssvc.net

- *.cloud.com
- *.pendo.io

* citrixworkspacesapi.net

How it works

The admins can create device posture policies to check the posture of endpoint devices and deter-
mine whether an endpoint device is allowed or denied login. The devices, which are allowed to log
in are further classified as compliant or non-compliant. Users can log in from a browser or the Citrix
Workspace app.

Following are the high-level conditions used to classify a device as compliant, non-compliant, and
denied login.

« Compliant devices—A device that meets the pre-configured policy requirements and is allowed
to log in into the company’s network with full or unrestricted access to Citrix Secure Private
Access resources or Citrix DaasS resources.

+ Non-Compliant devices - A device that meets the pre-configured policy requirements and is
allowed to log in into the company’s network with partial or restricted access to Citrix Secure
Private Access resources or Citrix DaaS resources based on your DaaS and Secure Private Access
configuration for Device Posture.
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- DaaS: Administrators can specify the delivery groups to restrict access for non-compliant
devices. For details on how to configure restricted access to delivery groups, see Citrix
DaaS configuration with Device Posture.

- Secure Private Access: Administrators can choose specific applications to restrict access
for these devices. For details on how to restrict access to specific applications, see Citrix
Secure Private Access configuration with Device Posture.

- Denied login: - A device that fails to meet the policy requirements is denied login.

The classification of devices as compliant, non-compliant, and denied login is passed onto the Citrix
DaaS and Citrix Secure Private Access service that in turn uses the device classification to provide
smart access capabilities.

Note:

« The device posture policies must be configured specifically for each platform. For example,
for macOS, an admin can allow access for the devices that have a specific OS version. Simi-
larly, for Windows, the admin can configure policies to include a specific authorization file,
registry settings, and so on.

« Device posture scans are done only during pre-authentication/before logging in.

« For definitions of “compliant”and “non-compliant,”see Definitions.
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Scans supported by the Device Posture service

The following scans are supported by the Citrix Device Posture service:

Windows

Citrix Workspace
App Version
OS Version

File (Exists, Last
Modified Time,
MD5)

Geo Location

Network Location

macO0S

Citrix Workspace
App Version
OS Version

File (Exists, Last
Modified Time,
MD5)

Geo Location

Network Location

i0S

Citrix Workspace
App Version
OS Version

IGEL

File (Exists, Last
Modified Time,
MD5)

Linux

OS Version

File (Exists, Last
Modified Time,
MD5)

MAC Address MAC Address - - -

Process (Exists, Process (Exists, - - Process (Exists,

MD5, SHA1) MD5, SHA1) MD5, SHA1)

Microsoft Microsoft - - -

Endpoint Endpoint

Manager Manager

CrowdStrike CrowdStrike - - -

Device Certificate  Device Certificate - - -

Web Browser Web Browser - - -

Antivirus Antivirus - - -

Non-Numeric - - - -

Registry (32 Bit)

Non-Numeric - - - -

Registry (64 Bit)

Numeric Registry - - - -

(32 Bit)

Numeric Registry - - - -

(64 Bit)

Windows Update - - - -

Installation Type

Windows Update - - - -

Last Update

Check

© 1999-2025 Cloud Software Group, Inc. All rights reserved. 5
Ex. 9, p. 6

K.Mizra LLC, Ex. 2001, p. 124
Citrix Systems, Inc. et al. v. K.Mizra LLC

IPR2025-01468



Case 0:25-cv-60803-XXXX Document 1-9 Entered on FLSD Docket 04/24/2025 Page 8 of 57

Device Posture

Windows mac0S ioS IGEL Linux

External Device - - - -
Connected
Network Settings - - - -

- - - - Mount Point

Note:

« Starting from EPA library version 24.9.1.1, the Windows Update Last Update scan also in-
cludes updates installed through BigFix, Microsoft Intune, and other third-party tools, in
addition to those installed through the Windows Auto Upgrade service.

« The Windows Update Last Update scan is not applicable for manually installed updates
where the update patch is downloaded and installed by the user.

« ForiOS supporton Device Posture service, the EPA clientis built in as part of the Citrix Work-
space app for iOS. For details on the versions, see Citrix Workspace app for iOS.

Third-party integration with the Device Posture service

In addition to the native scans offered by the Device Posture service, the service can also be integrated
with the following third-party solutions on Windows and macOS.

« Microsoft Intune. For details, see Microsoft Intune integration with Device Posture.
« CrowdStrike. For details, see CrowdStrike integration with Device Posture.

Known limitations

The time taken for the device posture functionality to be enabled or disabled after the device

posture toggle button is turned On or Off can take a few minutes to an hour.

« Any changes in the device posture configuration do not take effect immediately. It might take
around 10 minutes for the changes to take effect.

« If you have enabled the Service Continuity option in Citrix Workspace and if the Device Posture
serviceisdown, users might be unable to sign in to Workspace. Thisis because Citrix Workspace
enumerates apps and desktops based on local cache on the user device.

« Ifyou have configured a long-lived token and password on Citrix Workspace, the device posture

scan does not work for this configuration. The devices are scanned only when the users log in

to Citrix Workspace.
« Each platform can have a maximum of 10 policies and each policy can have a maximum of 10
rules.
© 1999-2025 Cloud Software Group, Inc. All rights reserved. 6
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+ Role-based access is not supported with the Device Posture service.
+ The Device Posture service is not supported in Citrix Cloud Japan.

Quality of service

« Performance: Under ideal conditions, the Device Posture service adds an additional 2 seconds
of delay during login. This delay might increase depending on additional configurations such
as third-party integrations like Microsoft Intune.

+ Resiliency: Device Posture service is highly resilient with multiple POPs to ensure that there’s
no downtime.

Definitions

The terms “compliant”and “non-compliant”in reference to the Device Posture service are defined as
follows.

« Compliant devices—A device that meets the pre-configured policy requirements and is allowed
to loginto the company’s network with full or unrestricted access to Citrix Secure Private Access
resources or Citrix Daa$S resources.

+ Non-Compliant devices - A device that meets the pre-configured policy requirements and is
allowed to log in into the company’s network with partial or restricted access to Citrix Secure
Private Access resources or Citrix DaasS resources.

What’s new

February 24,2025

21 Feb 2025

+ Device compliance with event-driven posture checks

Starting with EPA Library version 24.11.1.1, Device Posture introduces enhanced checks to as-
sess the compliance of your devices.

The following two scans are added to provide more control over device compliance:

- External Device Connected: This scan detects if an external USB storage device is con-
nected to the endpoint.

© 1999-2025 Cloud Software Group, Inc. All rights reserved. 7

Ex. 9, p.8
K.Mizra LLC, Ex. 2001, p. 126
Citrix Systems, Inc. et al. v. K.Mizra LLC
IPR2025-01468



Case 0:25-cv-60803-XXXX Document 1-9 Entered on FLSD Docket 04/24/2025 Page 10 of 57

Device Posture

- Network Settings: This scan determines if the device is connected to a protected Wi-Fi
network.

When any of the following events occur, Device Posture re-evaluates the device’s compliance
status:

- The External Device Connected scan is configured, and an external USB storage device is
inserted or removed.

- The Network Settings scan is configured, and a switch between an open network and a
protected network is detected.

- The Windows Defender Firewall scan is configured, and it’s enabled or disabled.

Access to the resources is updated in accordance with the new compliance status. This ensures
that access to resources is granted or revoked based on the device’s real-time compliance sta-
tus.

For details, see Device compliance with event-driven posture checks.
Note:

This feature is supported only on the Windows platform.

« TCP/UDP active sessions terminated after a downgrade

For TCP/UDP applications launched from the Citrix Secure Access client, if a device posture
scan results in a downgrade (for example from Compliant to Non-compliant or Denied ac-
cess), users receive a notification, and after 5 minutes, the active sessions are terminated. For
details, see Periodic scanning of devices.

Note:

This feature is supported only on the Windows platform and is available from the End Point
Analysis (EPA) client version 24.8.1.19 and library version 24.9.1.1.

« Enhancements to the Windows Update Last Update scan

Starting from EPA library version 24.9.1.1, the Windows Update Last Update scan also includes
updates installed through BigFix, Microsoft Intune, and other third-party tools, in addition to
those installed through the Windows Auto Upgrade service.

04 Dec 2024

« Jamf Pro integration with Device Posture

In addition to the native scans offered by the Device Posture service, the Device Posture service
is also integrated with Jamf Pro. For details, see Jamf Pro integration with Device Posture.
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29 May 2024

« Availability of Device Posture service in test mode

The Device Posture service is also available in test mode wherein admins can test the Device
Posture service before enabling it on their production environment. This enables the admins
to analyze the impact of the device posture scans on the end user devices and then plan their
course of action accordingly before enabling it on production. For details, see Device Posture
service in test mode.

« **Periodic scanning of devices

You can now enable periodic scanning of Windows devices for the configured checks every 30
minutes. For details, see Periodic scanning of devices.

14 May 2024

« Skip device posture checks

Admins can allow the end users to skip the device posture checks on their devices. For details,
see Skip device posture checks.

« Device posture dashboard

The Device Posture service portal now has a dashboard for monitoring and troubleshooting logs.
Admins can now use this dashboard for monitoring and troubleshooting purposes. For details,
see Device posture logs.

« General availability of browser and antivirus checks

The browser and antivirus checks are now generally available. For details, see Scans supported
by device posture.

« General availability of custom messages

The option to add customized messages when access is denied is now generally available. For
details, see Customized messages for access denied scenarios.

26 March 2024

« Custom workspace URLs support

Custom workspace URLs are now supported with the Device Posture service. You can use a URL
that you own in addition to your cloud.com URL to access workspace. Ensure that you allow
access to citrix.com from your network. For details on custom domains, see Configure a custom
domain.
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12 February 2024

« Support for browser and antivirus checks - Preview

Device Posture service now supports browser and antivirus checks. For details, see Scans sup-
ported by device posture.

23 January 2024

« General availability of device certificate check with Device Posture service

Device certificate check with the Device Posture service is now generally available. For details,
see Device certificate check.

- Device Posture service preview features

Device Posture service now supports the following checks:

- Device Posture service is now supported on the IGEL platforms.
- Device Posture service now supports geolocation and network location checks.

For details, see Device Posture.

11 September 2023

+ General availability of Device Posture Integration with Microsoft Intune

Device Posture Integration with Microsoft Intune is now generally available. For details, see Mi-
crosoft Intune integration with Device Posture.

30 August 2023

« Manage Citrix Endpoint Analysis Client for Device Posture service

The EPA client can be used together with NetScaler and Device Posture. Some configuration
changes are required to manage EPA client when used with NetScaler and Device Posture. For
details, see Manage Citrix Endpoint Analysis Client for Device Posture service.

28 August 2023

« Device Posture service support on iOS platforms - Preview

Device Posture service is now supported on iOS platforms. For details, see Device Posture.
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22 August 2023

« Device Certificate check with Citrix Device Posture service - Preview

Citrix Device Posture service can now enable contextual access (Smart Access) to Citrix DaaS
and Secure Private Access resources by checking the end device’s certificate against a corpo-
rate certificate authority to determine if the end device can be trusted. For details, see Device
certificate check.

17 August 2023

« Device Posture events on Citrix DaaS Monitor

Device Posture service events and monitoring logs are now searchable on DaaS Monitor. For
details, see Device posture events on Citrix DaaS Monitor.

23 January 2023

« Device posture service

Citrix Device Posture service is a cloud-based solution that helps admins to enforce certain re-
quirements that the end devices must meet to gain access to Citrix DaaS (virtual apps and desk-
tops) or Citrix Secure Private Access resources (SaaS, Web apps, TCP,and UDP apps). For details,
see Device Posture.

[AAUTH-90]

Microsoft Endpoint Manager integration with Device Posture

In addition to the native scans offered by the Device Posture service, the Device Posture service
can also be integrated with other third-party solutions. Device Posture is integrated with Mi-
crosoft Endpoint Manager (MEM) on Windows and macOS. For details, see Microsoft Endpoint
Manager integration with Device Posture.

[ACS-1399]

Configure Device Posture policies

October 8,2024

Device posture is a combination of policies and rules that a device must meet to gain access to the
resources. Each policy is attached with one of the actions namely compliant, non-compliant, and
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denied login. In addition, each policy is associated with a priority and the policy evaluation stops if a
policy evaluates to true and the associated action is taken.

1. Signin to Citrix Cloud, and then select Identity and Access Management from the hamburger
menu.

2. Click the Device Posture, tab and then click Manage.

Note:

+ Secure Private Access service customers can directly click Device Posture on the left
navigation in the admin user interface.

« For the first-time users, the Device Posture landing page prompts you to create a de-
vice posture policy. Device posture policy must individually be configured for each
platform. Once you create a device posture policy, it gets listed under the appropriate
platforms.

+ A policy comes into effect only after device posture is enabled. To enable device pos-
ture, slide the Device posture is disabled toggle on the right hand top corner to ON.

3. Click Create device policy.

4. In Platform, select the platform for which you want to apply a policy. You can change the plat-
form from Windows to macOS or conversely irrespective of the tab that you selected on the
Device Posture home page.

5. In Policy rules, select the check that you want to perform as part of device posture and select
the conditions that must be matched.

Note:

» Fordevice certificate check, ensure that the issuer certificate exists on the device. Else,
you can import a device certificate while creating the device posture policy or upload
the certificate from Settings on the Device Posture home page. For details, Device
certificate check.

« For the device certificate check, the EPA client on the end device must be installed
with administrative rights.

« The device certificate check with the Device Posture service does not support the Cer-
tificate Revocation check.

6. Click Add another rule to create multiple rules. An AND condition is applied on multiple rules.
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7. In Policy result based on the conditions that you’ve configured, select the type under which
the device scan must classify the user device.

« Compliant
« Non-compliant
+ Denied access

8. Enter a name for the policy.

9. In Priority, enter the order in which the policies must be evaluated.

« You can enter a value between 1 through 100. It’s recommended that you configure deny
policies with higher priority, followed by non-compliant, and finally compliant.

« The priority with the lower value has the highest preference.

« Only the policies that are enabled are evaluated based on the priority.

10. Click Create.
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Important:

You must turn the Enable when created toggle switch to ON for the device posture policies to
take effect. Before you enable the policies, it’s recommended that you ensure that the policies
are correctly configured and you’re performing these tasks in your test setup.

Configure contextual access (smart access) using device posture

After the device posture verification, the device is allowed to log in and classified as compliant or non-
compliant. This information is available as tags to the Citrix DaaS service and Citrix Secure Private
Access service and is used to provide contextual access based on device posture. Therefore, Citrix
DaaS and Citrix Secure Private Access must be configured to enforce access control using device pos-
ture tags.

Citrix DaaS configuration with Device Posture

To restrict access to the DaaS resources, you can specify the delivery groups on which access restric-
tions must be enforced and configure the access control restrictions using the Device Posture tags.

Prerequisites:

Ensure that the Adaptive Access feature is enabled (Citrix Workspace > Access > Adaptive Access).
For details, see Enable the Adaptive Access feature.

1. Sign into Citrix Cloud.

2. Onthe DaaS tile, click Manage.
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3. Goto the Delivery Group section from the left-hand menu.

4. Select the delivery group for which you want to configure access control based on device pos-
ture and click Edit.

5. Inthe Edit Delivery Group page, click Access Policy.

6. Click the edit icon on the Citrix Gateway connections row to edit the gateway connections
policy.

a) Onthe Edit policy page, select Connections meeting the following criteria.

b) Select Match any, and then click Add criterion.

¢) Add criteria for all location tags you configured in Configure network locations: Type
Workspace for Filter and COMPLIANT or NON-COMPLIANT for Value.

© 1999-2025 Cloud Software Group, Inc. All rights reserved. 15

Ex. 9, p. 16
K.Mizra LLC, Ex. 2001, p. 134

Citrix Systems, Inc. et al. v. K.Mizra LLC
IPR2025-01468



Case 0:25-cv-60803-XXXX Document 1-9 Entered on FLSD Docket 04/24/2025 Page 18 of 57

Device Posture

Note:

The syntax for the device classification tags must be entered exactly as captured earlier,
thatis allin uppercase (COMPLIANT and NON-COMPLIANT). Else the device posture poli-
cies do not work as intended.

In addition to the device classification tags, the Device Posture service also returns the
operating system tag and the access policy tag associated with the device. The operating
system tags and the access policy tags must be entered in uppercase only.

« DEVICE_TYPE_WINDOWS
» DEVICE_TYPE_MAC
« Exact policy name (uppercase)

Citrix Secure Private Access configuration with Device Posture

To restrict access to the Secure Private Access resources, you can select the applications on which
access restrictions must be enforced and configure the access control restrictions using the Device
Posture tags.
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=

10.

11.

12.

13.

14.

Sign into Citrix Cloud.

On the Secure Private Access tile, click Manage.

Click Access Policies on the left navigation and then click Create policy.

Enter the policy name and description of the policy.

In Applications, select the app or set of apps on which this policy must be enforced.
Click Create Rule to create rules for the policy.

Enter the rule name and a brief description of the rule, and then click Next.

Select the users’conditions. The Users condition is a mandatory condition to be met to grant
access to the applications for the users.

Click + to add device posture condition.
Select Device posture check and the logical expression from the drop-down menu.

Enter one of the following values in the custom tags:

« Compliant - For compliant devices
« Non-Compliant - For non-compliant devices

Note:

The tags must be entered exactly as captured earlier, using initial caps (Compliant and
Non-Compliant). Otherwise, the device posture policies do not function as intended.

Click Next.

Select the actions that must be applied based on the condition evaluation, and then click Next.
The Summary page displays the policy details.

You can verify the details and click Finish.

For more details on creating access policies, see Configure an access policy with multiple rules.

Note:

Any Secure Private Access application which isn’t tagged as compliant or non-compliant in the

access policyistreated asthe default application and isaccessible on all the endpoints regardless

of device posture.
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Edit a device posture policy

The configured device posture policies are listed under the specific platform in the Device Scans page.
You can search for the policy you want to edit from this page. You can also enable, disable, or delete

a policy from this page.

Configure Device Posture global settings

February 21,2025

The following are some of the global Device Posture settings that you can configure as required.

Device compliance with event-driven posture checks
Periodic scanning of devices

Customized messages for access denied scenarios
Skip device posture checks

Custom workspace URLs support

Session Recording configuration with Device Posture
Device certificate check
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Device compliance with event-driven posture checks

Starting with EPA Library version 24.11.1.1, Device Posture introduces enhanced checks to assess the
compliance of your devices.

The following two scans are added to provide more control over device compliance:

+ External Device Connected: This scan detects if an external USB storage device is connected
to the endpoint.

+ Network Settings: This scan determines if the device is connected to a protected Wi-Fi net-
work.

When any of the following events occur, Device Posture re-evaluates the device’s compliance status:

« The External Device Connected scan is configured, and an external USB storage device is in-
serted or removed.

« The Network Settings scan is configured, and a switch between an open network and a pro-
tected network is detected.

« The Windows Defender Firewall scan is configured, and it’s enabled or disabled.

Access to the resources is updated in accordance with the new compliance status. This ensures that
access to resources is granted or revoked based on the device’s real-time compliance status.
Note:

Event-driven posture checks are currently supported only on Windows platforms. While both
user and administrator installations can utilize the posture scans, real-time re-evaluation of de-
vice compliance based on events requires administrator privileges.

Thefollowingfigure displays the External Device Connected and Network Settings scans configured
in the Device Posture admin console.
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Periodic scanning of devices

You can enable periodic scanning of Windows devices for the configured checks every 30 minutes. The
EPA client on the end device must be installed with administrative rights to enable periodic scanning
of devices. To enable periodic scanning, do the following:

1. Navigate to Device Posture > Device Scans and click Settings.
2. In Periodic device posture scans section, slide the toggle switch ON to enable periodic scan-
ning of devices.

« For HTTP/HTTPS applications, if a device posture scan result changes from Compliant to Non-
compliant or Denied access, access to the resources is updated in accordance with the new
compliance status.

« For TCP/UDP applications launched from the Citrix Secure Access client, if a device posture scan
results in a downgrade (for example from Compliant to Non-compliant or Denied access),
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users receive a notification, and after 5 minutes, the active sessions are terminated.

Customized messages for access denied scenarios

Admins can customize the message that is displayed on the end device when access is denied.

Perform the following steps to add customized messages:

1. Navigate to the Device Posture > Device Scans page.
2. Click Settings.

3. Click Edit and in the Message box, enter the message that must be displayed in access denied
scenarios. You can enter a maximum of 256 characters.

4. Click Enable custom message on save to enforce the option of displaying the custom message.
If you do not select this checkbox, the custom message is created but not displayed on the de-
vices in access denied scenarios.

Alternatively, you can enable the Custom message toggle switch on the Settings page to dis-
play the message on the devices.

5. Click Save.
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The following image displays a sample message added by the admin.

The following image displays the custom message that appears on the end user device when access
is denied.

The message that you have entered appears whenever access is denied for the end device.
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Skip device posture checks

Admins can allow the end users to skip the device posture checks on their devices in the following

scenarios:

« The device posture agent is not installed on the device.
+ The EPA client installed on the device is not the latest version.

When the skip check feature is enabled, the default policy result (non-compliant) is enforced and the
device is classified as non-compliant. End users are provided with partial or restricted access to the
Citrix Secure Private Access or Citrix DaaS resources.

Enable skipping the device posture checks

1. Navigate to Device Posture > Device Scans.
2. Click Settings.

3. In the Skip device posture check section, slide the toggle switch ON to enable skipping of the
device posture checks.

When the Skip device posture check option is enabled and the end user logs on to the Citrix
Workspace, the following message appears when the end user tries to download the client or
upgrade the EPA version.

Alternately, you can continue to Citrix Workspace with restricted access.
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Custom workspace URLs support

Custom workspace URLs are supported with the Device Posture service. You can use a URL that you
own in addition to your cloud.com URL to access workspace. Ensure that you allow access to cit-
rix.com from your network. For details on custom domains, see Configure a custom domain.

Session Recording configuration with Device Posture

Session Recording allows organizations to record on-screen user activity in virtual sessions. You can
specify tags when creating a custom session recording policy, event detection policy, or event re-
sponse policy. For an example, see Create a custom recording policy.

Device certificate check

To configure device certificate checks with the Device Posture service, admins must import an issuer
certificate from their device. Once a valid issuer certificate is present in the Device Posture service,
admins can use device certificate checks as part of device posture policies.

Points to note:

Device Posture service supports only PEM issuer certificate type.

For the device certificate check on Windows, the EPA client on the end device must be in-
stalled with administrative rights. For other checks, you do not require the local adminis-
trative rights. For details on the supported scans, see Scans supported by device posture.

To install the EPA client with administrative rights on Windows, run the following command

in the location where the EPA client plug-in is downloaded.

msiexec /i epasetup.msi

The device certificate check with the Device Posture service does not support the certificate
revocation check.

If a device certificate is signed by an intermediate certificate, then you must upload the

complete chain containing the root and the intermediate certificates in a single PEM file.

Example: chain.pem

KAKKKKKK KKK KK KKK KK KKK KKK KKK KKK
————— END CERTIFICATE
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Upload device certificate

Click Settings on the Device Posture home page.

Click Manage, and then click Import Issue Certificate.

In Certificate Type, select the certificate type. Only the PEM type is supported.
In Certificate File, click Choose Certificate to select the issuer certificate.

o bk w N

Click Open, and then click Import.

The selected certificate is listed in Settings > Issuer Certificates. You can import multiple certifi-
cates.

View imported certificates

1. Click Settings on the Device Posture home page.
2. InIssuer Certificates, click Manage.
3. The Issuer Certificates page lists the imported issuer certificates.
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Install the device certificate on the end device

Windows:

1. From the Start menu, open Computer Certificate manager.

2. Ensurethatthe certificateisinstalledinCertificates - Local Computer\Personal
\Certificates.

« The Intended Purposes must include Client Authentication.
« The Issued By column must match the issuer name configured on the admin GUI.

macOS:
1. Open Keychain Access and then select System.
2. Click File > Import items to import the certificate.

The Issued by field must display the certificate issuer name.
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Third-party integration with device posture

December 3, 2024

In addition to the native scans offered by the Device Posture service, the Device Posture service can
also be integrated with the following third-party solutions on Windows and macOS.

« Jamf Pro
« Microsoft Intune
o CrowdStrike

Jamf Pro integration with Device Posture

Jamf Pro, an Apple mobile device management (MDM) software and security provider, helps organi-
zations configure and secure their Apple devices.
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Important:

For the Jamf Pro integration with Device Posture to work on iOS devices, administrators must
push the Citrix Workspace app from the Jamf Pro portal. For details, see Push the Citrix Work-
space app from the Jamf Pro portal.

Configure Jamf Pro integration

Jamf Pro integration configuration is a two-step process.

1. Establish trust between Citrix Device Posture service and Jamf Pro service.

2. Configure policies to use Jamf Pro information.

Establish trust between Citrix Device Posture service and Jamf Pro service Perform the follow-
ing steps to establish trust between Citrix Device Posture service and Jamf Pro service.

1. Sign into Citrix Cloud, and then select Identity and Access Management from the menu.
2. Click the Device Posture tab, and then click Manage.

3. Click the Integrations tab.

Note:
Alternatively, customers can navigate to the Device Posture option on the left navigation
pane of the Secure Private Access service GUI, and then click the Integrations tab.
4. Click the ellipsis button in the Jamf Pro box, and then click Connect. The Configure Jamf Pro
Integration pane appears.

5. Enter the client ID, client secret, and Jamf Pro URL and then click Save.
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Note:

« You can obtain the API client ID from the Jamf Pro portal.

+ Ensure that you select the Read Computers and Read Mobile Devices scopes with
read permissions for establishing the trust.

« The Jamf Pro URL is provided by Jamf for each customer account. The Jamf Pro URL
isinthe formathttps://<organization name>.jamfcloud.com.

The integration is considered successful after the status changes from Not Configured to Config-
ured.

If the integration is not successful, the status appears as Pending. You must click the ellipsis button,
and then click Reconnect.

Configure device posture policies

1. Clickthe Device Scans tab and select the platform (mac0S/iOS) for which this policy is created.

2. Click Create device policy.
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3. In Policy rules, select Jamf Pro.

4. Select a condition, and then select the values to be matched.

« Auto Enrolled - To checkif the Apple device is automatically enrolled into the Jamf system
during the initial setup.

« Managed - To check if the device is managed by Jamf Pro.

« Time Since Last Contacted - Applicable for macOS only. To check the time (in minutes)
since the device last communicated with the Jamf Pro server.

« Time Since Last Inventory Updated - Applicable for iOS only. To check the time (in min-
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utes) since the device last communicated with Jamf Pro to update its inventory data.
5. Click + to add additional qualifiers.
Note:

You can use this rule with other rules that you configure for Device Posture.

6. In Policy result based on the conditions that you have configured, select one of the following.

« Compliant
+ Non-compliant
+ Denied login

7. Enter the name for the policy and set the priority.

8. Click Create.

Push Citrix Workspace app from Jamf Pro portal to iOS devices

For the Jamf Pro integration to work with Device Posture on iOS devices, admins must push the Citrix
Workspace app from the Jamf Pro portal to the iOS devices. Perform the following steps:

1. Signin to your Jamf Pro MDM.
2. Add the Citrix Workspace app that you want to manage.
3. Link the app in the App store.
4. Create an app configuration policy for the app.
5. Add the following XML to the app configuration.
<dict>
<key>UDID</key>
<string>$UDID</string>

</dict>

Microsoft Intune integration with Device Posture

Microsoft Intune classifies a user’s device as compliant or registered based on its policy configuration.
During user login into Citrix Workspace, device posture can check with Microsoft Intune about the
user’s device status and use this information to classify the devices within Citrix Cloud as compliant,
non-compliant (partial access), or even deny access to the user login page. Services like Citrix DaaS
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and Citrix Secure Private Access in turn use device posture’s classification of devices to provide con-
textual access (Smart Access) to virtual apps and desktops, and SaaS and Web apps respectively.

Important:

The Device Posture administrator must use an Intune account with the “Global Administrator”
role to configure the Intune integration.

Configure Microsoft Intune integration

Intune integration configuration is a two-step process.

1. Integrate device posture with Microsoft Intune service. This is a one-time activity that you do to
establish trust between Device Posture and Microsoft Intune.

2. Configure policies to use Microsoft Intune information.

Integrate device posture with Microsoft Intune

1. To access the Integrations tab, use one of the following methods:

« Access the URL https://device-posture-config.cloud.com on your browser, and then click
the Integrations tab.

« Secure Private Access customers - On the Secure Private Access GUI, on the left side navi-
gation pane, click Device Posture, and then click the Integrations tab.

2. Click the ellipsis button, and then click Connect. The admin is redirected to Azure AD to au-
thenticate.
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The following table lists the Microsoft Intune AP| permissions for integration with the Device Posture
service.
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APl name Claim value Permission name Type

Microsoft Graph DeviceManagementManagedideMicesdathfdhe  Application
devices

Microsoft Graph DeviceManagementServidR€ahfiicdResdfiAlhtune  Application
devices

After the integration status changes from Not Configured to Configured, admins can create a device
posture policy.

If the integration is not successful, the status appears as Pending. You must click the ellipsis, button
and then click Reconnect.

Configure device posture policies

1. Click the Device Scans tab and then click Create device policy.
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2. Enter the name for the policy and set the priority.
3. Select the platform for which this policy is created.
4. In Policy rules, select Microsoft Endpoint Manager.

5. Select a condition, and then select the MEM tags to be matched.

« For Matches any of, an OR condition is applied.
« For Matches all of, an AND condition is applied.

Note:

You can use this rule with other rules that you configure for device posture.

6. In Then the device is: based on the conditions that you have configured, select one of the

following.
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« Compliant (full access is granted)
« Non-compliant (Restricted access is granted)
+ Denied login

For more details about creating a policy, see Configure device posture policy.

CrowdStrike integration with Device Posture

CrowdStrike Zero Trust Assessment (ZTA) delivers security posture assessments by calculating a ZTA
security score from 1 to 100 for each end device. A higher ZTA score means that the posture of the end
device is better.

Citrix Device Posture Service can enable contextual access (Smart Access) to Citrix Desktop as a Service
(DaaS) and Citrix Secure Private Access (SPA) resources by using the ZTA score of an end device.

Device Posture administrators can use ZTA score as part of policies and classify the end devices as
compliant, non-compliant (partial access), or even deny access. This classification can in turn be used
by organizations to provide contextual access (Smart Access) to virtual apps and desktops, and Saa$S
and Web Apps. ZTA score policies are supported for Windows and macOS platforms.

Configure CrowdStrike integration

CrowdStrike integration configuration is a two-step process.

1. Establish trust between Citrix Device Posture service and CrowdStrike ZTA service. Thisis aone-
time activity.

2. Configureaccess policies. The access policies use the CrowdStrike ZTA score as a rule to provide
smart access to Citrix DaaS and Citrix Secure Private Access resources.

Establish trust between Citrix Device Posture service and CrowdStrike ZTA service Perform
the following steps to establish trust between Citrix Device Posture service and CrowdStrike ZTA ser-
vice.

1. Sign into Citrix Cloud, and then select Identity and Access Management from the hamburger
menu.

2. Click the Device Posture tab, and then click Manage.

3. Click the Integrations tab.
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Note:

Alternatively, customers can navigate to the Device Posture option on the left navigation
pane of the Secure Private Access service GUI, and then click the Integrations tab.

4. Clicktheellipsis buttoninthe CrowdStrike box, and then click Connect. The CrowdStrike Falcon
Insight XDR integration pane appears.

5. Enter the client ID and client secret and then click Save.

Note:

» You can obtain the ZTA API client ID and client secret from the CrowdStrike portal
(Support and resources > API clients and keys).

» Ensure that you select the Zero Trust Assessment and Host scopes with read permis-
sions for establishing the trust.

The integration is considered successful after the status changes from Not Configured to Config-
ured.

If the integration is not successful, the status appears as Pending. You must click the ellipsis button,
and then click Reconnect.

Step 2 - Configure device posture policies Perform the following steps to configure policies to use
the CrowdStrike ZTA score as a rule to provide smart access to Citrix DaaS and Citrix Secure Private
Access resources.

1. Click the Device Scans tab and then click Create device policy.
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2. Select the platform for which this policy is created.

3. In Policy Rule, select CrowdStrike.

4. Forthe Risk Score qualifier, select the condition, and then enter the risk score.

5. Click + to add a qualifier that checks if the CrowdStrike Falcon sensor is running.
Note:

You can use this rule with other rules that you configure for device posture.

6. In Policy result based on the conditions that you have configured, select one of the following.

« Compliant
« Non-compliant
+ Denied login
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7. Enter the name for the policy and set the priority.

8. Click Create.

End user flow

August 27,2024

Once the device posture policies are set and device posture is enabled, the following are the end-user
flows based on how the end user is logging into Citrix Workspace.

End-user flow via browser access

Note:

The macOS client and Chrome browser are used as an example for illustration purposes. The
screens and the notifications vary depending on the client and the browser that you use for ac-
cessing the Citrix Workspace URL.

« When an end-user logs on to the Citrix Workspace URL https://<your-workspace-URL
through a browser, the end user is prompted to run the Citrix EndPointAnalysis application.

« When the end user clicks Open Citrix End Point Analysis, the device posture client runs and
scans the endpoint parameters based on device posture policy requirements.

« Ifthe device posture client is not installed on the device, the users are redirected to a page that
displays the Download plug-in option. If the latest device posture client is already installed
on the endpoint, the user must click Check device to confirm the same. Similarly, if the EPA
installed on the device is not the latest version, the users are redirected to a page that displays
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the Update plug-in option. If the EPA client is already updated, then the user must click Check
device to confirm the same.

In both scenarios, if the skip check feature is enabled, the message Alternately, you can continue to
Citrix Workspace with restricted access. is displayed on the Download plug-in or the Update plug-in

pages.

End-user flow via Citrix Workspace application

« When an end-user logs on to the Citrix Workspace URL https:
through the Citrix Workspace application, the device posture client installed on the endpoint
runs and scans the endpoint parameters based on device posture policy requirements.
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« If the latest device posture client isn’t installed on the endpoint, the users are redirected to the
page that displays the options Check again and Download Client. The user must click Down-
load Client.

« Ifthe latest device posture client is already installed on the endpoint, the user must click Check
again.

End-user flow - Device posture results

Based on the device posture policy conditions, three possibilities can occur.
If an endpoint meets the policy conditions such that the device is categorized as;
« Compliant - The end user is allowed to log in with unrestricted access to Secure Private Access
or Citrix DaaS resources.

« Non-compliant-Theend userisallowed to login with restricted access to Secure Private Access

or Citrix DaaS resources.

If an endpoint meets the policy conditions such that the device is categorized as Denied access, the

Access denied message appears.
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Device Posture service in test mode

September 23, 2024

The Device Posture service is also available in test mode wherein admins can test the Device Posture
service before enabling it on their production environment. This enables the admins to analyze the
impact of the device posture scans on the end user devices and then plan their course of action accord-
ingly before enabling it on production. The Device Posture service in test mode collects data of the end
user devices and classifies the devices into the three categories namely, compliant, non-compliant,
and denied. However this classification does not enforce any actions on the end user devices. Instead,
it empowers administrators to evaluate their environments and enhance security. Admins can view
this data on the Device Posture dashboard. Admins can also disable the test mode, if necessary.

Note:

The EPAclient must be installed on the devices. In case an end device does not have the EPA client
installed, the Device Posture service presents a download page to the end user to download and

install the client, without which the end user cannot log on.
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Enable test mode
1. Sign in to Citrix Cloud, and then select Identity and Access Management from the hamburger
menu.
2. Click the Device Posture tab and then click Manage.
3. Slide the Device posture is disabled toggle switch ON.

4, Inthe confirmation window, select both the checkboxes.

5. Click confirm and enable.

When the Device Posture service is enabled in test mode, the Device Posture home page displays a
note confirming the same.
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Admins can configure the policies and rules for device posture scans. For details, see Configure device
posture. Based on the scan results, the end user devices are classified as compliant, non-compliant,
and denied. Admins can view this data on the dashboard.

View the test mode activities on the dashboard

1. Click the Dashboard tab on the Device Posture page.

The Diagnostic logs chart displays the number of devices classified as compliant, non-
compliant, and login denied.

2. Toview the details, click the See more link.

2024-04-0112:19:14 GeoLocation Complia
2024-04-0112:14:09 NoMatchingPolicy Login De
2024-04-0112:14:06 GeoLocation Complia
2024-04-01 12:12:51 DeviceCert Complia

2024-04-0112:12:09 NoMatchingPolicy Login Di

Admins can download the monitoring logs from the UL.

Enable test mode in production

If the Device Posture service is already enabled on production, perform the following steps to enable
the test mode:

1. Onthe home page, slide the Device Posture is enabled toggle switch OFF.
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. Select l understand all device posture checks will be disabled.
. Click confirm and disable.
. Now enable the device posture by sliding the Device Posture is disabled toggle switch ON.

a W N

. In the confirmation window, select both of the following options.

- Enable device posture in test mode
« lunderstand the impact on subscriber experience

6. Click confirm and enable.

Transition from test mode to production

To transition from test mode to production, you must first disable Device Posture in the test mode
and then enable Device Posture again without selecting the option Enable device posture in test
mode.

Important:

« It is important to thoroughly review your policies before transitioning from test mode to
production. Policies that were set up in test mode might behave differently when enforced
in production, potentially impacting user access specifically Deny Access. In test mode,
Deny Access is effectively treated as Non-Compliant, allowing users to continue access-
ing the system without disruption. However, in production, this outcome directly blocks
access, potentially impacting user experience and operations.

« Also, when transitioning from test mode to production, there might be potential downtime.

Itis recommended to plan your transition carefully to minimize disruptions.

Export of Device Posture user events into SIEM systems

December 17,2024

The Device Posture service events are exported to Security Information and Event Management (SIEM).
This allows you to view the following user events associated with the Device Posture service in your
SIEM:

« All event types related to Device Posture service.
« Device Posture evaluation events, which provide information about the evaluation of a device’
s posture against the defined policies.

The following are the benefits of exporting events into SIEM systems:
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Enables your Security Operations teams to correlate, analyze, and search data from disparate
logs.
Helps your Security Operations teams to identify and quickly remediate the security risks.

Visibility of security alerts in a centralized place.
Centralized approach to detect potential security threats for organizational risk analysis capa-

bilities such as risk indicators, user profiles, and risk scores.
Ability to combine and correlate the Citrix Analytics risk intelligence information of a user ac-

count with the external data sources connected within your SIEM.
For more information, see the following topics:

+» Device Posture service events
+ Diagnose Device Posture service events failure
« Security Information and Event Management (SIEM) integration

Troubleshoot Device Posture issues using DaaS Monitor

December 17,2024

You can troubleshoot the Device Posture issues/errors in DaaS Monitor using the transaction ID that
is generated for each session when a user connects through Secure Private Access or DaaS. When you
locate the transaction ID, the DaaS Monitor displays information about the session and the associated
Device Posture policy that was applied. Monitor also displays the policy results, including whether the
device passed or failed the posture checks.

Device posture events on Citrix DaaS Monitor

Perform the following steps to view the events logs for the Device Posture service.

1. Copy the transaction ID of the failed or access denied session from the end user device.
2. Sign into Citrix Cloud.
3. Onthe DaaStile, click Manage, and then click the Monitor tab.

In the Monitor Ul, search for the 32-digit transaction ID and click Details.
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For more information, see the following topics:

» Device Posture service events
« Diagnose Device Posture service events failure

Device Posture logs and events

December 17,2024

You can view the Device Posture logs and events in the Secure Private Access dashboard and in the
Device Posture dashboard in the Identity and Access Management console.

Secure Private Access dashboard

Perform the following steps to view the logs and events for the Device Posture service.

1. Sign into Citrix Cloud.
2. Onthe Secure Private Access tile, click Manage and then click Dashboard.

The Logging and Troubleshooting section displays the diagnostic logs related to the Device
Posture service.

3. Click the See more link to view the details of the logs. You can refine your search based on the
policy results (Compliant, Non-Compliant, and Login Denied).
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Admins can filter the logs and events based on the transaction ID in the Diagnostic logs chart.
The transaction ID is also displayed to the end user whenever access is denied.

If there’s an error or a scan failure, the Device Posture service displays a transaction ID. This
transaction ID is available in the Secure Private Access service dashboard. If the logs do not
help resolve the issue, end users can share the transaction ID with Citrix Support to resolve the
issue.

« The Windows client logs can be found at:

- %localappdata%\Citrix\EPA\dpaCitrix.txt
- %localappdata%\Citrix\EPA\epalib.txt

« The macOS client logs can be found at:

- ~/Library/Application Support/Citrix/EPAPlugin/EpaCloud.log
- ~/Library/Application Support/Citrix/EPAPlugin/epaplugin.log

Device Posture dashboard in Identity and Access Management console

Perform the following steps to view the logs and events for the Device Posture dashboard in Identity
and Access Management console.

1. Signinto Citrix Cloud.
2. From the Citrix Cloud menu, select Identity and Access Management,
3. Click Device Posture > Manage and then click Dashboard.

The Logging and Troubleshooting section displays the diagnostic logs related to the Device
Posture service.

4. Click the See more link to view the details of the logs. You can refine your search based on the
policy results (Compliant, Non-Compliant, and Login Denied).
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Device posture error logs

Thefollowing logs related to the Device Posture service can be viewed on the Citrix Monitor and Secure
Private Access dashboard. For all these logs, it’s recommended that you contact Citrix Support for
resolution.

« Failed to read configured policies

« Failed to evaluate endpoint scans

« Failed to process policies/expression

« Failed to save endpoint details

« Failed to process scan results from endpoints

Manage Citrix Endpoint Analysis client for Device Posture service

December 16, 2024

Citrix Device Posture service is a cloud-based solution that helps admins to enforce certain require-
ments that the end devices must meet to gain access to Citrix DaaS (virtual apps and desktops) or
Citrix Secure Private Access resources (SaaS, Web apps, TCP, and UDP apps).
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To run device posture scans on an end device, you must install the Citrix EndPoint Analysis (EPA) client,
which is a lightweight application, on that device. Device Posture service always runs with the latest
version of the EPA client released by Citrix.

Installation of the EPA client

During runtime, the Device Posture service prompts the end user to download and install the EPA
client during run-time. For details, see End-user flow.

Usually, an EPA client does not require local admin rights to download and install on an endpoint.
However, to run device certificate check scans on an end device, the EPA client must be installed with
administrator access. For details about installing an EPA client with administrator access, see Install
device certificate on the end device.

Upgrade of the EPA client for Windows

When a new version of the EPA client is released, the EPA clients for Windows are upgraded by de-
fault after the first installation. Auto-upgrade ensures that the end-user devices are always running
on the latest version of the EPA client that is compatible with the Device Posture service. For the auto-
upgrade, the EPA client must have been installed with administrator access.

Distribution of the EPA client

EPA clients can be distributed using Global App Configuration service (GACS) or EPA integrated with
Citrix Workspace app installer, or using software deployment tools.

« EPA client installer integrated with Citrix Workspace app: The EPA client installer is inte-
grated with Citrix Workspace app 2402 LTSR for Windows and macOS. This integration elimi-
nates the need for the end users to install EPA client separately after installing Citrix Workspace
app.

- To install the EPA client as part of Citrix Workspace app for Windows, use the command
line option InstallEPAClient. For example, ./CitrixworkspaceApp.exe
InstallEPAClient.

- For macOS, the EPA client installer is installed by default.

Note:

- EPA client installation as part of Citrix Workspace app is disabled by default. It must
be explicitly enabled by using the command line option InstallEPAClient.
- Ifanenddevicealready hasan EPAclientinstalled and the end user installs Citrix Work-

© 1999-2025 Cloud Software Group, Inc. All rights reserved. 50

Ex. 9, p. 51
K.Mizra LLC, Ex. 2001, p. 169
Citrix Systems, Inc. et al. v. K.Mizra LLC
IPR2025-01468



Case 0:25-cv-60803-XXXX Document 1-9 Entered on FLSD Docket 04/24/2025 Page 53 of 57

Device Posture

space app, the existing EPA client is upgraded.

- If an end user uninstalls Citrix Workspace app, then the integrated EPA client is also
removed from the device, by default. However, if the EPA client was not installed as
part of the integrated Citrix Workspace app installation, then the existing EPA client is
retained in the device.

- The EPA client installer integrated with Citrix Workspace app can also be used with
NetScaler. For details, see Manage EPA client when used with NetScaler and Device
Posture.

« Distribute the client using GACS: GACS is a Citrix provided solution to manage the distribution
of client-side agents (plug-ins). The Auto update service available in GACS ensures that the end
devices are on the latest EPA versions without end user intervention. For more information on
GACS, see How to use the Global App Configuration service.

Note:

GACS is supported on Windows devices only for distributing the EPA client.
To manage an EPA client through GACS, install Citrix Workspace Application (CWA) on the

end devices.
If CWA is installed with administrator privileges on an end user device, then GACS installs

the EPA client with the same administrator privileges.
If CWA is installed with user privileges on an end user device, then GACS installs the EPA

client with the same user privileges.

Distribute the client using Software deployment tools: The latest EPA client can be distributed by
admins through software deployment tools like Microsoft SCCM.

Manage EPA client when used with NetScaler and Device Posture

The EPA client can be used together with NetScaler and Device Posture in the following deploy-
ments:

« NetScaler based adaptive authentication with EPA
+ NetScaler based on-premises gateway with EPA

The Device Posture service pushes the latest version of the EPA client to the end devices. However, on
NetScaler, administrators can configure the following version control for the EPA scans on gateway
virtual servers:

« Always: The EPA client on the end device and NetScaler must be on the same version.
« Essential: The EPA client version on the end device must be within the range configured on
NetScaler.
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« Never: The end device can have any version of the EPA client.

For more information, see Plug-in behaviors.

Considerations when EPA client is used with NetScaler and Device Posture

When an EPA client is used together with Device Posture Service and NetScaler, there might be scenar-
ios where the end device is running the latest EPA client version whereas NetScaler is on a different
version of the EPA client. This might result in a mismatch of the EPA client version on NetScaler and
the end device. Asaresult, NetScaler might prompt the end user to install the EPA client version which
is present on NetScaler. To avoid this conflict, we recommend the following configuration changes:

« Ifyou have configured EPA with Adaptive Authentication or on-premises authentication or gate-
way virtual server, it is recommended that you disable version control of the EPA client on
NetScaler. This is done to ensure that the GACS or Device Posture service does not push the
latest version of the EPA client to the end devices.

« The EPA version control can be set to Never by using the CLI or the GUI. These configuration
changes are supported on NetScaler 13.x and later versions.

- CLI: Use the CLI commands for Adaptive Authentication and on-premises authentication
virtual server.
- GUI: Use the GUI for the on-premises gateway virtual server. For details, see Control up-
grade of Citrix Secure Access clients.
Sample CLI commands:
add rewrite action <rewrite_action_name> insert_http_header Plugin-
Upgrade "\"epa_win:Never;epa_mac:Always;epa_Llinux:Always;vpn_win:

Never;vpn_mac:Always;vpn_Llinux:Always;\""

add rewrite policy <rewrite_action_policy> "HTTP.REQ.URL.CONTAINS(\"
pluginlist.xml\")" <rewrite_action_name>

bind authentication vserver <Authentication_Vserver_Name> -policy <
rewrite_action_policy> —-priority 10 -type RESPONSE

Data Governance

December 22,2023

This topic provides information regarding the collection, storage, and retention of logs by the Device
Posture service. Any capitalized terms not defined in the Definitions sections carry the meaning spec-
ified in the Citrix End User Services Agreement.
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Data residency
The Citrix Device Posture customer content data resides in the AWS and Azure Cloud Services. They
are replicated to the following regions for availability and redundancy:

« AWS

- EastUS
- West India
- Europe (Frankfurt)

« Azure

West US
West Europe

Asia (Singapore)
South Central US

The following are the different destinations for the service configuration, runtime logs and events.

« Splunk service for system monitoring and debug logs, in the US location only.

« Citrix Analytics Service for the diagnostics and user access logs, see Citrix Analytics Service Data
Governance for more information.

« Citrix Cloud System Logs service for admin audit logs. For details, see Citrix Cloud Services Cus-
tomer Content and Log Handling and Geographical Considerations.

Data collection

Citrix Device Posture service allows the customer administrators to configure the service through the
Device Posture Ul. The following customer content is collected based on the device posture policy
configuration and the platform:

» Operating system version

« Citrix Workspace app version

« MAC addresses

» Running processes

Device certificate

Registry details

« Windows installation update details

« Last Windows update details

File system —file names, file hashes and modified time

« Domain name

For runtime logs collected by the service components, the key information consists of the following:
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« Customer/tenant ID

« Device ID (Citrix generated unique identifier)
« Device posture scan output

« Public IP address of the endpoint device

Data transmission

Citrix Device Posture service sends logs to destinations protected by transport layer security.

Data control

Citrix Device Posture service does not currently provide options for the customers to turn off sending
logs or prevent customer content from being replicated globally.

Data retention

Based on the Citrix Cloud data retention policy, the customer configuration data are purged from the
service 90 days after subscription has expired.

The log destinations maintain their service-specific data retention policy.

« For details, see Data Governance for the retention policy for the Analytics logs.
« The Splunk logs are archived and eventually removed after 90 days.

Data export

There are different data export options for different types of logs.

« The admin audit logs are accessible from the Citrix Cloud System Log console.
« The Device posture service diagnostics logs can be exported from the Citrix Analytics Service or
Secure Private Access service dashboard as a CSV file.

Definitions

« Customer Content means any data uploaded to a customer account for storage or data in a cus-
tomer environment to which Citrix is provided access to perform Services.

« Logmeans a record of events related to the services, including records that measure perfor-
mance, stability, usage, security, and support.

« Services mean that the Citrix Cloud services outlined earlier for the purposes of Citrix Analytics.
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IN THIS ARTICLE

Device compliance with event-driven posture checks
Periodic scanning of devices
Customized messages for access denied scenarios

Skip device posture checks

Enshla clrinnina tha Aavira nactiira nrhanlie

The following are some of the global Device Posture settings that you can configure as required.
* Device compliance with event-driven posture checks

¢ Periodic scanning of devices

¢ Customized messages for access denied scenarios

* Skip device posture checks

¢ Custom workspace URLs support

¢ Session Recording configuration with Device Posture

¢ Device certificate check

Device compliance with event-driven posture checks

Starting with EPA Library version 24.11.1.1, Device Posture introduces enhanced checks to assess the compliance of your devices.
The following two scans are added to provide more control over device compliance:

¢ External Device Connected: This scan detects if an external USB storage device is connected to the endpoint.

¢ Network Settings: This scan determines if the device is connected to a protected Wi-Fi network.

When any of the following events occur, Device Posture re-evaluates the device’s compliance status:

¢ The External Device Connected scan is configured, and an external USB storage device is inserted or removed.

* The Network Settings scan is configured, and a switch between an open network and a protected network is detected.

¢ The Windows Defender Firewall scan is configured, and it’s enabled or disabled.

Access to the resources is updated in accordance with the new compliance status. This ensures that access to resources is granted
or revoked based on the device’s real-time compliance status.

Ex. 11, p. 1
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Event-driven posture checks are currently supported only on Windows platforms. While both user and administrator

installations can utilize the posture scans, real-time re-evaluation of device compliance based on events requires administrator
privileges.

The following figure displays the External Device Connected and Network Settings scans configured in the Device Posture admin
console.

” Windows

+ Add qualifier

Periodic scanning of devices

You can enable periodic scanning of Windows devices for the configured checks every 30 minutes. The EPA client on the end

device must be installed with administrative rights to enable periodic scanning of devices. To enable periodic scanning, do the
following:

1. Navigate to Device Posture > Device Scans and click Settings.

2. In Periodic device posture scans section, slide the toggle switch ON to enable periodic scanning of devices.

Ex. 11, p. 2
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e For HTTP/HTTPS applications, if a device posture scan result changes from Compliant to Non-compliant or Denied access,
access to the resources is updated in accordance with the new compliance status.

¢ For TCP/UDP applications launched from the Citrix Secure Access client, if a device posture scan results in a downgrade (for
example from Compliant to Non-compliant or Denied access), users receive a notification, and after 5 minutes, the active
sessions are terminated.

Customized messages for access denied scenarios

Admins can customize the message that is displayed on the end device when access is denied.
Perform the following steps to add customized messages:

1. Navigate to the Device Posture > Device Scans page.

2. Click Settings.

3. Click Edit and in the Message box, enter the message that must be displayed in access denied scenarios. You can enter a
maximum of 256 characters.

4. Click Enable custom message on save to enforce the option of displaying the custom message. If you do not select this
checkbox, the custom message is created but not displayed on the devices in access denied scenarios.

Alternatively, you can enable the Custom message toggle switch on the Settings page to display the message on the devices.
5. Click Save.

The following image displays a sample message added by the admin.

Ex. 11, p. 3
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Dashboard Device Scans Integrations

1 testl

The following image displays the custom message that appears on the end user device when access is denied.

The message that you have entered appears whenever access is denied for the end device.

Ex. 11, p. 4
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Skip device posture checks

Admins can allow the end users to skip the device posture checks on their devices in the following scenarios:
* The device posture agent is not installed on the device.
¢ The EPA client installed on the device is not the latest version.

When the skip check feature is enabled, the default policy result (non-compliant) is enforced and the device is classified as non-
compliant. End users are provided with partial or restricted access to the Citrix Secure Private Access or Citrix DaaS resources.

Enable skipping the device posture checks

1. Navigate to Device Posture > Device Scans.

2. Click Settings.

3. In the Skip device posture check section, slide the toggle switch ON to enable skipping of the device posture checks.

When the Skip device posture check option is enabled and the end user logs on to the Citrix Workspace, the following message
appears when the end user tries to download the client or upgrade the EPA version.

Alternately, you can continue to Citrix Workspace with restricted access.

citrix

llmAdatra $laa CNA waliimr i +a Alhaals i $lia '—l - -

Custom workspace URLs support

Custom workspace URLs are supported with the Device Posture service. You can use a URL that you own in addition to your
cloud.com URL to access workspace. Ensure that you allow access to citrix.com from your network. For details on custom domains,

see Configure a custom domain.

Ex.11,p. 5
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Session Recording configuration with Device Posture

Session Recording allows organizations to record on-screen user activity in virtual sessions. You can specify tags when creating a
custom session recording policy, event detection policy, or event response policy. For an example, see Create a custom recording

policy.

Device certificate check

To configure device certificate checks with the Device Posture service, admins must import an issuer certificate from their device.
Once a valid issuer certificate is present in the Device Posture service, admins can use device certificate checks as part of device

posture policies.

POINTS TO NOTE:

* Device Posture service supports only PEM issuer certificate type.

¢ For the device certificate check on Windows, the EPA client on the end device must be installed with administrative rights.
For other checks, you do not require the local administrative rights. For details on the supported scans, see Scans

supported by device posture.

* Toinstall the EPA client with administrative rights on Windows, run the following command in the location where the EPA

client plug-in is downloaded.
msiexec /i epasetup.msi
* The device certificate check with the Device Posture service does not support the certificate revocation check.

¢ |f adevice certificate is sighed by an intermediate certificate, then you must upload the complete chain containing the root
and the intermediate certificates in a single PEM file.

: chain.pem

Upload device certificate

1. Click Settings on the Device Posture home page.

2. Click Manage, and then click Import Issue Certificate.

3. In Certificate Type, select the certificate type. Only the PEM type is supported.
4. In Certificate File, click Choose Certificate to select the issuer certificate.

5. Click Open, and then click Import.

Ex. 11, p. 6
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The selected certificate is listed in Settings > Issuer Certificates. You can import multiple certificates.

View imported certificates
1. Click Settings on the Device Posture home page.
2. In Issuer Certificates, click Manage.

3. The Issuer Certificates page lists the imported issuer certificates.

Install the device certificate on the end device

Windows:

1. From the Start menu, open Computer Certificate manager.

2. Ensure that the certificate is installed in Certificates - Local Computer\Personal\Certificates.
¢ The Intended Purposes must include Client Authentication.

¢ The Issued By column must match the issuer name configured on the admin GUI.

Ex. 11,p.7
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macOS:
1. Open Keychain Access and then select System.
2. Click File > Import items to import the certificate.

The Issued by field must display the certificate issuer name.

otes My Certificates Keys

Was this helpful |

Send us your feedback
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