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Just to reiterate, each function driver knows how to control the functions in a device.

However, a function driver usually uses the facilities of its underlying bus driver to talk to its
device.

Even a virtual device driver like Wdm1 has a device stack. Wdm1 is a function driver and
so its device object is an FDO, There is a bus driver underneath Wdm1, the system Unknown
driver. The Unknown bus driver makes a PDO to represent each Wdm1 device. The
Unknown driver does some important jobs, even though it does not correspond to a hard-

ware bus. The following chapter describes the jobs that even a minimal bus driver like
Unknown must do.

Figure 8.1 A bus driver, two devices, and their function drivers
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Device Stacks

When one driver layers its device over another, it forms a device stack. Each device in the
stack usually plays some part in processing user requests.

Figure 8.2 shows a generic device stack. A bus driver is always at the bottom of the stack.
One or more function drivers do the main device control functions.

Filter drivers are used to modify the behavior of standard device drivers. Rather than
rewrite a whole bus or class driver, a filter driver modifies its actions in the area of interest. As
the figure shows, there are various types of filter driver. A bus filter driver acts on all devices
that attach to a particular bus driver. Class filter drivers are installed in the stack for each
device of the specified class. Finally, a device filter driver is installed for one particular device.
Lower-level filter drivers are below the function driver, while upper-level drivers are above the
function driver in the stack.
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Filter drivers are only installed when a device is first installed, so they cannot be inserted
once a device stack has been built.
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"You said you wanted a device stack."”

Figure 8.2 Bus, function, and filter drivers
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Monolithic and Layered Drivers

When a standard keyboard is found, Windows loads the appropriate driver. This talks
directly to the keyboard through its controller electronics. The keyboard driver is described as
monolithic because it takes over all the processing required to handle the keyboard (i.e., it
does not use other drivers to do its job).
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In contrast, USB drivers use a layered approach. To use a USB keyboard, the keyboard
driver uses the services of the USB class drivers.

As shown in Chapter 21, the USB class drivers expose an upper edge that drivers higher
than it must use. Such drivers can issue USB Request Blocks (URBs), which transmit or
receive information from a USB device. The keyboard driver does not care how the USB class
drivers do their job.

The situation for the USB class drivers themselves is probably slightly different3. They are
told where the USB bus controller electronics live, and they make use of the services of the
PCI bus driver. However, I suspect that the USB class drivers talk directly to their own hard-
ware. Asking the PCI bus driver to write or read memory would be too slow.

A different approach would have been to let each USB driver talk directly to the USB
hardware in a monolithic driver. This would lead to two problems. The first is that each USB
driver would need a large amount of code. Duplicating this code would waste memory and
writing large drivers is decidedly error prone. The second problem is almost of more signifi-
cance: how would all these different drivers coordinate their activities? The answer is, of
course, with difficulty. Using different layers of drivers solves both these problems.

Plug and Play Messages

This section looks at the messages that a PnP driver receives. Its AddDevice routine is called
when a device is added. After that, messages are sent using the PnP IRP. The PnP messages
have the same major function code IRP_MJ_PNP, but each message uses a different minor func-
tion code. Each message has different parameters in the IRP.

A PnP driver must implement an AddDevice routine and handle various PnP IRPs. Table
8.2 is a list of all the minor function codes. The first eight of these minor codes are the most
important. The other minor function codes are usually just handled by bus drivers.

Table 8.2 Plug and Play minor function codes

Common PnP IRPs _
IRP_MN_START_DEVICE N - Assi;gn resources and start a device

. TRP_MN_QUERY_REMOVE_DEVICE | Askifa device can be removed
IRP_MN_CANCEL_REMOVE_DEVICE ' Cancel a query remove request

" IRP_MN_REMOVE_DEVICE Deévice has been unplugged or uninstalled

/e 1 i | Deallocate resources and remove a device
IRP_MN_SURPRISE_REMOVAL (W2000 only) | A user has unexpectedly unplugged a device
TRP_MN_QUERY_STOP_DEVICE ] | Ask ifd device can be stopped
IRP_MN_CANCEL_STOP_DEVICE Cancel a query stop request
IRP_MN_STOP_DEVICE

Stop a device for resource reallocation

3. Idon't know for sure because I don’t know how they work. And I don’t care!
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to this common device, and, for example, use some IOCTLs to change the general behavior of
your driver.

The complication to this approach is that your IRP dispatch routines will receive requests
both for your ordinary devices and for your common device. Control requests for the ordi-
nary devices should be rejected, and vice versa. The simplest way to achieve this functionality
is to have a flag in the device extension that indicates the device type. You could have two
separate device extensions, with the device type flag in a common portion of each structure.

Filter Drivers

Filter drivers let you modify the behavior of standard system drivers. A WDM filter driver is
inserted into the device stack when the device stack is built. Figure 19.2 shows the different
types of filter driver. This book does not cover filter drivers.

Figure 19.2 WDM filter drivers
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Filter drivers can also be written to work in Windows NT 4 and NT 3.51. However,
WDM device stacks are not available in these older operating systems. Instead, the IoGetDe-
viceObjectPointer or IoAttachDevice routines can be used to layer your device transpar-
ently above existing device objects. This book does not cover these types of filter driver, either.

NT Layering

Windows NT 4, NT 3.51, and 2000 use layers of NT style drivers. This is not the layering of
Plug and Play devices seen in most of this book. Instead, each driver must be loaded in the
correct order and use any existing drivers.
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Parallel Port Drivers

As an example, Figure 19.3 shows the layering of the parallel port drivers. The parport driver
is loaded first. parport arbitrates access to the parallel port hardware. The parallel and
parvdm drivers are then loaded. When these drivers want to access the parallel port hardware,
they must ask parport for access rights. Once access rights have been obtained, they can talk
to the parallel port electronics directly.

New parallel port drivers should use the same technique to get access to the hardware?,
The DDK recommends that you grab access to the port on a per-IRP basis. For most applica-
tions, I recommend taking control of the port for the duration of a larger transaction (e.g.,
while a handle is open to your device).

Figure 19.3 Parallel port layering
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@ 1999 PHD Comyuter Corouttame Ltd

The parport driver creates a named kernel device object for each parallel port it finds.
These device objects have kernel names starting with \Device\ParallelPort0. Use IoGetDe-
viceObjectPointer to obtain a pointer to the relevant device object®. Store this in your device
extension for later use.

The parport driver supports several Internal IOCTLs. IOCTL_INTERNAL_GET_PARALLEL_
PORT_INFO returns information about the parallel port (the base register address and port
allocation routines). When the information is safely stored away, a similar (but undocu-
mented) IOCTL_INTERNAL_RELEASE_PARALLEL_PORT_INFO call is made to release the informa-
tion.

Two port allocation routines are available. TryAllocatePort tries to allocate the port and
returns straightaway. If this succeeds, FreePort is used (later) to return the port. Call TryAl-
locatePort when you want to start accessing a parallel port and FreePort when you are fin-
ished with it.

When you install a driver that uses the parport driver, you must make sure that your
driver loads after parport has started. Do this by including a DependOnService string value in
your driver’s registry entry that is set to parport.

Microsoft may be introducing a new WDM architecture for these parallel port drivers. A
parallel port bus driver would replace parport. It would enumerate the ports available on the
“bus”. This is particularly important, as several IEEE 1284.3 printers may be daisy-chained

2. The only alternative is to remove the parport, parallel, and parvdm drivers, which would stop
any existing parallel port access.

3. See Chapter 23 for details of IoGetDeviceObjectPointer.
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on a single parallel port connection. The header file parallel.h in the W2000 DDK src\ker-
nel\inc directory gives a hint of how the new interface will work.

Conclusion

Writing a client driver to access standard buses has been made much easier with the provision
of several important system drivers. In addition, you can write minidrivers to interface these
standard drivers to your own specialized hardware.

Let’s now start looking at the standard system drivers by considering the Universal System
Bus.





