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CHAPTER EIGHTEEN m STRATEGIES AND EXAMPLES

I/O Manager to read byte i and the next K bytes into the buffer. Then when the
thread requests byte i + 1, i + 2, ..., i + K, those bytes will have already been read,
so the thread need not wait for a device operation to complete. The write-behind
strategy works similarly.

18.6.4.1 m Virtual Memory Manager

Windows NT is a paging virtual memory system. When a process is created, it is given
4 GB of virtual addresses, though none of the addresses are actually allocated at that time.
When the process needs space, it first reserves as much of the address space as it needs at
that moment; reserved addresses do not cause any actual space to be allocated; rather vir-
tual addresses are reserved for later use. When the process needs to use the virtual
addresses to store information, it commits the address space, meaning that some system
storage space is then allocated to the process to hold information. Ordinarily, a commit
operation causes space on the disk (in the process’s page file) to be allocated to the
process; the information is stored on the disk until it is actually referenced by a thread.

Like all paging virtual memory mechanisms, when an executing thread references
a virtual address, the Virtual Memory Manager ensures that the page containing that
virtual address is read from the page file and placed at some system-defined location in
the physical executable memory. The Virtual Memory Manager maps the virtual
address referenced by the thread into the physical memory address where the informa-
tion is loaded.

The Virtual Memory Manager has been designed so that a large portion of each
process’s address space (usually half of it, though different configurations of Windows
NT use different fractions) is mapped to the information used by the system when it is
in supervisor mode (see Figure 18.13). There are a few important implications of this
decision, as follows:

m A process can directly reference (but not necessarily access) every location in the
system space.

m Every process shares the same view of the system’s space.
m Such a large, shared virtual address space makes memory-mapped files feasible.

In Figure 18.13, when a thread references an address in the user space, the virtual
memory system loads the target location into the physical memory prior to its use so
that the thread can read or write the virtual memory address by referencing a physical
memory address. The same mapping takes place for OS memory references, though
these references are protected, and every process’s OS addresses map to the OS mem-
ory rather than to the application-specific part of the address space.

18.6.4.2 = I/0 Manager

The I/0 Manager is responsible for handling all the input/output operations to every
device in the system. Its operation can be quite complex (Solomon, 1998).

m The /0O Manager creates an abstraction of all device I/O operations on the system so
that the system’s clients can perform operations on a common data structure.
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Virtual Memory

m The client can perform synchronous and asynchronous I/O.
m The client can invoke the Security Reference Monitor whenever security is an issue.

m The I/O Manager must accommodate device drivers written in a high-level language
by third parties. Those drivers must be able to execute in supervisor mode.
Installation and removal of a device driver must be dynamic.

s The I/O Manager can accommodate alternative file systems on the system’s disks.
This means that some file systems might use the MS-DOS format, others might use
an industry standard CD-ROM format, and yet others might use Windows NT’s own
file system (NTFS).

m I/O Manager extensions—device drivers and/or file systems—must be consistent
with the memory-mapped file mechanism implemented in the Virtual Memory
Manager, so extension designs are constrained by the facilities provided by the man-
ager.

The /O Manager is made up of the following components, as shown in Figure
18.14 (Nagar, 1997).

m Device drivers are at the lowest level. They manipulate the physical I/O devices.
These drivers are described generically in Chapter 5.

m Intermediate drivers are software modules that work with a low-level device driver
lo provide enhanced service. For example, a low-level device driver might simply
pass an error condition “upward” when it detects it, while an intermediate driver
might receive the error and decide (o issue a retry operation to the lower-level driver.
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Figure 18.14
The I/0 Manager

m File system drivers extend the functionality of the lower-level drivers (such as inter-
mediate and device drivers) to implement the target file system.

m A filter driver can be inserted between a device driver and an intermediate driver,
between an intermediate driver and a file system driver, or between the file system
driver and the I/O Manager API to perform any kind of function that might be
desired. For example, a network redirector filter driver can intercept file commands
intended for remote files and redirect them to remote file servers.

Drivers are the single component that can be added to the NT Executive to run in
supervisor mode. The OS has not been designed to support third-party software, other
than drivers, that want to add supervisor mode functionality.

The Windows NT I/O Manager defines the framework in which device drivers,
intermediate drivers, file system drivers, and filter drivers are dynamically added to and
removed from the system and are made to work together. The basic idea of a stream of
modules between the API and device was first used in the AT&T System V UNIX I/O
streams (Ritchie, 1984). The dynamic stream design allows one to easily configure
complex /O systems; the System V streams were the basis of the network protocol
implementations.

Also similar to System V streams, the I/O Manager directs modules by issuing //O
request packets (IRPs) into a stream. If the IRP is intended for a particular module, that
module responds to the IRP; otherwise, it passes the IRP to the next module in the
stream. Each driver in the stream has the responsibility of accepting IRPs, either react-
ing to the IRP if it is directed at the driver or passing it on to the next module if it is not.

All information read from or written to the device is managed as a stream of bytes
called a virtual file. Every driver is written to read and/or write a virtual file. Low-level
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device drivers transform information read from the device into a stream and transform
stream information into a device-dependent format before writing it.

18.6.4.3 w The Native API

While the NT Executive and Kernel are designed and programmed as separate modules,
they are combined with the kernel executable when Windows NT is built. The com-
bined NT Executive and Kernel module (with the underlying HAL) implements the full
NT OS. In Version.5.0, the kernel exports about 240 functions (Russinovich, 1998),
most of which are undocumented, meaning that only subsystem developers should base
their software on the functions.

18.6.5 = NT Subsystems

The Windows NT system software is constructed as a layered architecture. Layer i is
constructed using the services provided by layer i — 1 (“at the layer i — 1 interface”),
creating its own services and exporting them through its own (layer i) interface. In the
Windows NT architecture, subsystems provide a layer of service above the Native APIL.
There can be many different subsystems, some related, but others independent of one
another, as' functionality is added to the computer system. For example, a typical
Windows NT system includes the following:

m The Win32 subsystem

m The WinLogon service (to authenticate users, using the LSA server and Secure
Reference Monitor described in the NT Executive section, when they begin to use
the system)

m A remote procedure call service

It may also include a Win16 subsystem. If the Windows NT machine were required
to support POSIX application programs, a POSIX subsystem could be added as a com-
ponent in the subsystem layer.

Each subsystem uses the Native API to provide the services it implements. The
environment subsystems behave as a traditional interior layer. In the layered architec-
ture approach, they use the Native API, add functionality and services, and then export
their own APL. In the Microsoft strategy, subsystem APIs are documented APIs, mean-
ing that a programmer can write new software at the next higher-level layer and be
assured that the API will be unchanged when implementations at a lower-level layer in
the architecture are changed.

Figure 18.15 shows how this layering works in Windows NT. The Win32 subsys-
tem exports a documented interface, the Win32 API, as a set of about 2000 functions.
The Win32 API is a documented interface. An application programmer can write soft-
ware above the Win32 subsystem that calls the API functions to accomplish an applica-
tion-specific task.

The Win32 subsystem also provides one other type of service: It implements a user
interface management system, since the NT Executive/Kernel does not have one of
these. This is primarily a matter of practicality—when the system begins to run, some
part of the system software needs to read the keyboard and mouse and manage the dis-
play. Rather than have each environment subsystem provide its own user interface, the
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