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Table
| LoQratl Local Ren;tote tB f{fer Sequence
aperture . |aperture able
inpdex ownership | ir?dex indexes |number
1 8 5 2 2031
2 7 2 3 1211
3 12 1 4.1 9832
Buffer Table
Buffer . |Physical
index | °Wnership start address | Length
i 12 xA000 x8FF
2 8 xB000 XFFF
3 7 xC000 xC1A
4 12 xD000 xA10
Queue Table ‘
Queue |TX queue TX queue o
index |start address | length Ownership
1 x1000 ~ X8FF 12
2 x2000 x8FF 8
3 x3000 _x8FF 7
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aperture . |aperture |table q
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1 8 5 2 2031
2 7 2 3 1211
3 12 1 4.1 9832
Buffer ‘Table
Buffer . Physical
index | °Wnership stasl"t address | -ength
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2 8 xB000 xFFF
3 7 xC000 xC1A
4 12 xD000 xA10
Queue Table ‘ ’
Queue |TX queue TX queue i
index |start address | length Ownership
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RECEPTION ACCORDING TO A DATA
TRANSFER PROTOCL OF DATA DIRECTED
TO ANY OF A PLURALITY OF DESTINATION
ENTITIES

[0001] The present application relates to data processing
systems and discloses several distinct inventive concepts
which are described below in Sections A to H of the descrip-
tion.

[0002] In the claims:

[0003] claims 1 to 24 relate to the description in Section A;
[0004] claims 25 to 39 relate to the description in Section B;
[0005] claims 40to 60 relate to the description in Section C;
[0006] claims 61 to 73 relate to the description in Section D;
[0007] claims 74 to 92 relate to the description in Section E;
[0008] claims 93 to 108 relate to the description in Section
F;

[0009] claims 109 to 128 relate to the description in Section
G; and

[0010] claims 129 to 141 relate to the description in Section
H.

[0011] In the appended drawings:

[0012] FIGS. 1 to 4 relate to the description in Section A;
[0013] FIGS. 5 to 7 relate to the description in Section B;
[0014] FIGS. 8 to 12 relate to the description in Section C;
[0015] FIGS. 13 to 17 relate to the description in Section D;
[0016] FIGS. 18 to 20 relate to the description in Section E;
[0017] FIGS. 21 and 22 relate to the description in Section
F;

[0018] FIGS. 23 to 27 relate to the description in Section G;
and

[0019] FIGS. 28 to 32 relate to the description in Section H.
[0020] Embodiments of each of the inventions described

herein may include any one or more of the features described
in relation to the other inventions.

[0021] Where reference numerals are used in a Section of
the description they refer only to the figures that relate to the
description in that Section.

Section A
Processing Data

[0022] The present invention relates to the processing of
data in a data processing system, and in particular to process-
ing data that is transmitted within a network.

[0023] FIG. 1 represents equipment capable of implement-
ing a prior art protocol stack, such as a transmission control
protocol (TCP) stack in a computer connected to a network.
The equipment includes an application 1, a socket 2 and an
operating system 3 incorporating a kernel 4. The socket con-
nects the application to remote entities by means of a network
protocol, in this example TCP/IP. The application can send
and receive TCP/IP messages by opening a socket and read-
ing and writing data to and from the socket, and the operating
system causes the messages to be transported across the net-
work. For example, the application can invoke a system call
(syscall) for transmission of data through the socket and then
via the operating system to the network. Syscalls can be
thought of as functions taking a series of arguments which
cause execution of the CPU to switch to a privileged level and
start executing the operating system. A given syscall will be
composed of a specific list of arguments, and the combination
of arguments will vary depending on the type of syscall.
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[0024] Syscalls made by applications in a computer system
can indicate a file descriptor (sometimes called a handle),
which is usually an integer number that identifies an open file
within a process. A file descriptor is obtained each time a file
is opened or a socket or other resource is created. File descrip-
tors can be re-used within a computer system, but at any given
time a descriptor uniquely identifies an open file or other
resource. Thus, when a resource (such as a file) is closed
down, the descriptor will be destroyed, and when another
resource is subsequently opened the descriptor can be re-used
to identify the new resource. Any operations which for
example read from, write to or close the resource take the
corresponding file descriptor as an input parameter.

[0025] Examples of syscalls are select( ) and poll( ). These
can be used by an application for example to determine which
descriptors in use by the application have data ready for
reading or writing.

[0026] When a network related application program inter-
face (API) call is made through the socket library this causes
a system call to be made, which creates (or opens) a new file
descriptor. For example the accept( ) system call takes as an
input a pre-existing file descriptor which has been configured
to await new connection requests, and returns as an output a
newly created file descriptor which is bound to the connection
state corresponding to a newly made connection. The system
call when invoked causes the operating system to execute
algorithms which are specific to the file descriptor. Typically
there exists within the operating system a descriptor table
which contains a list of file descriptors and, for each descrip-
tor, pointers to a set of functions that can be carried out for that
descriptor. Typically, the table is indexed by descriptor num-
ber and includes pointers to calls, state data, memory map-
ping capabilities and ownership bits for each descriptor. The
operating system selects a suitable available descriptor for a
requesting process and temporarily assigns it for use to that
process.

[0027] Certain management functions of a computing
device are conventionally managed entirely by the operating
system. These functions typically include basic control of
hardware (e.g. networking hardware) attached to the device.
When these functions are performed by the operating system
the state of the computing device’s interface with the hard-
ware is managed by and is directly accessible to the operating
system. An alternative architecture is a user-level architec-
ture, as described in the applicant’s copending PCT applica-
tions WO 2004/079981 and WO 2005/104475. In a user-level
architecture at least some of the functions usually performed
by the operating system are performed by code running at
user level. In a user-level architecture at least some of the state
of'the function can be stored by the user-level code. This can
cause difficulties when an application performs an operation
that requires the operating system to interact with or have
knowledge of that state.

[0028] FIG. 2 shows components implementing a TCP
stack for use in accordance with embodiments of the present
invention. Layers of the stack include an application 1 and a
socket 2 provided by a socket library. The socket library is an
application program interface (API) for building software
applications. The socket library can carry out various func-
tions, including creating descriptors and storing information.
Additionally, there is an operating system 3 comprising a
TCP kernel 4, and a proprietary TCP user-level stack 5. The
user-level stack 5 will be referred to herein, by way of illus-
tration only, as a Level 5, or L5, stack. It will be understood by
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the skilled person that although TCP is referred to by way of
example, other protocols could also be used in accordance
with embodiments of the invention. For example, User Data-
gram Protocol (UDP), Internet Control Message Protocol
(ICMP) or Real-Time Transport Protocol (RTP) could be
used. Non-Ethernet protocols could be used. The user-level
stack is connected to hardware 6 in FIG. 2. The hardware
could be a network interface card (NIC). It interfaces with a
network so that data can be transferred between the system of
FIG. 2 and other data processing systems.

[0029] Data received at the NIC or other hardware 6 is
transmitted within the system of FIG. 2 according to the file
descriptor with which it is associated. For example, L5 data
will be transmitted onto a receive event queue 7 within the
stack 5.

[0030] In a data processing system such as that of FIG. 2
(shown in more detail in FIG. 3), when new data is received
from a NIC 6 it is passed to an incoming event queue 31-33
according to the user process to which the data relates. In the
appropriate event queue the new data is processed and vali-
dated. For example, the stack 5 can process the new data in
one of the event queues 31-33 using TCP/IP to render it
compliant with the rules of TCP/IP, and the data can then be
passed to a receive queue 34 corresponding to the respective
event queue. In the exemplary system shown in FIG. 3, each
event queue is associated with a plurality of receive queues.
Prior to the protocol processing performed on the data in the
event queue, the stack may not be able to determine whether
or not a given file-descriptor endpoint has data available to
receive, because although data may have been received for the
endpoint, it is not available to the endpoint until it has been
shown to be compliant with the rules of TCP/IP, for example
in-order and checksummed.

[0031] In a prior art Linux NAPI system, incoming data is
not separated into buffers on the basis of an indicated file
descriptor prior to protocol processing. In this type of system,
all new data in the event queues must be processed in order for
the operating system to become aware that there may be new
data relating to any particular user application.

[0032] When a select( ) or poll( ) call is triggered by an
application, providing an up-to-date response requires that
new data received at an event queue 31 has been validated. In
the case of user-level stacks such as the stack 5 of FIG. 2,
performing a poll( ) call on new data in a stack can give rise to
a high processing overhead. This is due to lock contention
(caused by the fact that the stack requires access to shared
memory for the validation processing to be carried out) and
the requirement for all of the new data in the event queues
31-33 to be processed before it can be recognised for the
purpose of a response to a poll( ) call. Thus, in the example of
a TCP stack, TCP processing must be carried out on all data
in an incoming event queue which may be relevant to the set
of file descriptors referenced by the poll( ) call, for a valid
response to the poll( ) call to be returned.

[0033] According to a first aspect of the present invention
there is provided a data processing system arranged for
receiving over a network, according to a data transfer proto-
col, data directed to any of a plurality of destination identities,
the data processing system comprising: data storage for stor-
ing data received over the network; a first processing arrange-
ment for performing processing in accordance with the data
transfer protocol on received data in the data storage, for
making the received data available to respective destination
identities; and a response former arranged for: receiving a
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message requesting a response indicating the availability of
received data to each of a group of destination identities; and
forming such a response; wherein the message former is
arranged to, in dependence on receiving the said message:
identify received data that is directed to any destination iden-
tity that is both a member of the group and a member of a
subset of the plurality of destination identities, and on which
processing has not yet been performed; trigger processing by
the first processing arrangement in accordance with the pro-
tocol on only the identified data; and subsequently form a
response based at least partly on the result of the triggered
processing, wherein the response is formed so as to comprise
a positive indication of availability of data for a destination
identity of the group if the triggered processing caused data to
be made available to the respective destination identity.

[0034] The first processing arrangement could suitably be
at user level.
[0035] The data processing system could also comprise a

second data processing arrangement for performing process-
ing in accordance with the data transfer protocol on received
data in the data storage other than the said identified data. The
second processing arrangement may be a part of an operating
system of the data processing system.

[0036] The data processing system could further comprise
adata structure, associated with the processing of the received
data other than the identified data, for storing an indication of:
destination identities other than the subset of destination
identities; and corresponding state data. The state data pref-
erably comprises indications of availability of received data
to respective destination identities. The indications of avail-
ability in the state data are formed based on the result of
processing according to the protocol of received data other
than data directed to any of the subset of destination identi-
ties.

[0037] The second processing arrangement may be dedi-
cated to the processing of the received data other than data
directed to any of the subset of destination identities.

[0038] The first and second processing arrangements could
be implemented by means of respective threads. The process-
ing arrangements could each be implemented in software or
hardware.

[0039] The dedicated processing is performed by the sec-
ond processing arrangement as a background processing
operation such that other processing operations within the
data processing system are not interrupted by the second
processing arrangement.

[0040] The said subset preferably contains destination
identities which relate to active network connections.

[0041] Thesaidresponse could be based additionally onthe
state data in the data structure. The said response is preferably
formed so as to comprise a positive indication of availability
of data for a destination identity of the group other than a
member of the subset if the state data indicates availability of
received data to the destination identity. The response could
be formed so as to comprise a positive indication of availabil-
ity of data for a destination identity of the group if any pro-
cessing other than the triggered processing causes data to be
made available to the destination identity.

[0042] The data structure could suitably be stored in a
cache. It could be stored in the operating system.

[0043] The data processing system could be further
arranged to transmit a communication to a process running on
the data processing system in the event that the said response
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comprises a positive indication of availability for a destina-
tion identity associated with the process.

[0044] Each destination identity could be associated with a
socket.
[0045] The said making the received data available to

respective destination identities could comprise passing the
data from the data storage to one or more buffers associated
with the respective destination identities.

[0046] The said message is preferably transmitted by
means of a user process running on the data processing sys-
tem.

[0047] According to a second aspect of the present inven-
tion there is provided a data processing system arranged for
transmitting over a network, according to a data transfer
protocol, data from any of a plurality of destination identities,
the data processing system comprising: data storage for stor-
ing data to be transmitted over the network; a first processing
arrangement for performing processing in accordance with
the data transfer protocol on data in the data storage, for
making the data available for transmission over the network;
and a response former arranged for: receiving a message
requesting a response indicating the availability of data from
each of a group of destination identities for transmission over
the network; and forming such a response; wherein the mes-
sage former is arranged to, in dependence on receiving the
said message: identify data in the data storage that is from any
destination identity that is both a member of the group and a
member of a subset of the plurality of destination identities,
and on which processing has not yet been performed; trigger
processing by the first processing arrangement in accordance
with the protocol on only the identified data; and subse-
quently form a response based at least partly on the result of
the triggered processing, wherein the response is formed so as
to comprise a positive indication of availability of data for
transmission for a destination identity of the group if the
triggered processing caused data from the respective destina-
tion identity to be made available for transmission over the
network.

[0048] According to a third aspect of the present invention
there is provided a method for processing data received over
a network wherein the data is transmitted over the network
according to a data transfer protocol and is directed to any of
a plurality of destination identities, the method comprising
the steps of: storing data received over the network; receiving
amessage requesting a response indicating the availability of
received data to each of a group of destination identities; and,
in dependence on receiving the said message: identifying
received data that is directed to any destination identity that is
both a member of the group and a member of a subset of the
plurality of destination identities, and on which processing
has not yet been performed; triggering processing by the first
processing arrangement in accordance with the data transfer
protocol on only the identified data, the processing being for
making the identified data available to respective destination
identities; and subsequently forming the response based at
least partly on the result of the triggered processing, wherein
the response is formed so as to comprise a positive indication
of availability of data for a destination identity of the group if
the triggered processing caused data to be made available to
the respective destination identity.

[0049] Accordingto a fourth aspect of the present invention
there is provided a method for processing data to be transmit-
ted over a network wherein the network is such that data is
transmitted according to a data transfer protocol from any of
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a plurality of destination identities, the method comprising
the steps of: storing data to be transmitted over the network;
receiving a message requesting a response indicating the
availability of data from each of a group of destination iden-
tities for transmission over the network; and, in dependence
on receiving the said message: identifying data in the data
storage that is from any destination identity that is both a
member of the group and a member of a subset of the plurality
of destination identities, and on which processing has not yet
been performed; triggering processing by the first processing
arrangement in accordance with the data transfer protocol on
only the identified data, the processing being for making the
identified data available for transmission over the network;
and subsequently forming the response based at least partly
onthe result of the triggered processing, wherein the response
is formed so as to comprise a positive indication of availabil-
ity of data for transmission for a destination identity of the
group if the triggered processing caused data from the respec-
tive destination identity to be made available for transmission
over the network.

[0050] According to a fifth aspect of the present invention
there is provided a data processing system arranged for
receiving over a network, according to a data transfer proto-
col, groups of data each directed to any of a plurality of
destination identities, the data processing system comprising:
a plurality of buffers for storing groups of data received over
the network; a processing arrangement for performing pro-
cessing in accordance with the data transfer protocol on
received data in the buffers, for making the received data
available to respective destination identities; and a controller
arranged to, in dependence on the destination identity to
which the group is directed, select for each received group of
data, one of the plurality of buffers in which to store the group
of data, and to store the group in the selected buffer prior to
processing of the group by the processing arrangement in
accordance with the data transfer protocol.

[0051] The present invention will now be described by way
of' example with reference to the accompanying drawings, in
which:

[0052] FIG. 1 shows a prior art computer system;

[0053] FIG. 2 shows a computer system in accordance with
embodiments of the present invention;

[0054] FIG. 3 shows the path of incoming data received at
a computer system; and

[0055] FIG. 4 shows a poll cache according to an embodi-
ment of the invention.

[0056] Inthe system of FIG. 2, the operating system (OS) 3
incorporates a TCP driver or helper 12 for supporting the
stack 5 and may incorporate a further a driver 11, for example
to support a piece of hardware such as a disk. The TCP driver
12 is mapped onto the TCP stack 5 by means of a file descrip-
tor. The mapping is shown in FIG. 2 as 8.

[0057] Inthis arrangement there can be one user-level TCP
stack 5 for each application that requires one. This can pro-
vide better performance than if a stack is shared between
applications. Each stack is located in the same address space
as the application that it serves.

[0058] When L5 data is received at the NIC 6 it is passed to
the relevant event queue 31 in the user-level stack. In general,
the NIC will then send an event to the user-level stack if the
stack is active. The stack can then poll its event queue and
determine that data has been delivered. On the other hand, if
the user-stack is inactive (for example because an application
has blocked) then the TCP driver 12 would be informed by
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means of an interrupt from the NIC The driver 12 can thereby
be informed when new L5 data is available, and can perform
protocol processing on the new data or wake the relevant
application. Preferably the memory mapping between the OS
and the L5 stack is read only, to avoid corruption of data held
in the OS by the stack 5.

[0059] Typically, a single event queue will be provided for
a given transport library (or socket library) and there will
usually be one instance of the transport library associated
with each application. However it is possible for one library
instance to manage a number of event queues. Since one
transport library is capable of supporting a large number of
sockets (i.e. application level connections), it can therefore
occur that a single queue contains data relating to a number of
network endpoints, and thus a single queue can contain data
relating to a number of file descriptors.

[0060] When the application 1 wishes to determine whether
any data intended for processing by the application has
recently been received by the hardware, it initiates a select( )
orpoll( ) call listing a set of file descriptors. The call is passed
to the OS via the socket 2, and a response is returned to the
application 1 to indicate, for each descriptor listed in the poll(
) call, whether any new data is available for that descriptor. In
general, some of the descriptors will relate to queues run by
the L5 stack, whereas some will relate to components in the
OS (such as a driver 11 for a storage connection). In one
example, each file descriptor identified in the poll( ) call could
relate to a respective network endpoint from which the appli-
cation expects to receive data. Each such endpoint could
conveniently be associated with a socket created by the
library 2. Thus, the result of the poll( ) call can inform the
application of which endpoints have recently transmitted data
that is waiting in a receive queue 34 to be read by the appli-
cation.

[0061] The validation processing performed on data in
incoming event queues can conveniently be performed at a
transport library 2.

[0062] In order to handle new data efficiently, a first alter-
native in accordance with an embodiment of the invention is
for the library 2 to intercept a select( ) call from the applica-
tion 1, identify all L5 file descriptors identified in the call, and
replace them all with a single descriptor denoting L5 descrip-
tors. The single descriptor could suitably be the descriptor
used to map the driver 12 onto the stack 5. The select( ) call,
once modified by the library, is passed to the OS. A response
is then created by the OS, having polled the TCP driver 12, to
indicate whether any L5 descriptors have new data in the
relevant receive queue 34. This response is based on the
results of the TCP/IP validation processing carried out when
incoming data is received at the event queue. Data from a
given network endpoint can be identified within a receive
queue by means of the associated file descriptor.

[0063] Theresponse, once created by the OS, is intercepted
by the library 2 and sent to the application, so that the appli-
cation can establish whether any L5 data is waiting to be
handled. If the response indicates that there is new LS5 data,
the application will need to process the receive queue 34 by
checking the L5 file descriptors by means of the L5 helper 12.
In this way, unnecessary accessing of the receive queue 34
can be avoided when the response indicates that there is no
new L5 data.

[0064] Alternatively, the library could refrain from modi-
fying the parameters of the select( ) call itself, but could
instead modify the response to the select( ) call to replace any
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L5 descriptors mentioned in the response with a reference to
a single descriptor denoting L5 descriptors.

[0065] A second alternative for efficiently handling new
data is particularly appropriate when the TCP file descriptors
are busy, in other words when a large amount of TCP data is
being received at the hardware 6 and passed to the receive
queue 34. This approach effectively assigns a high priority to
the TCP descriptors, in preference to descriptors related to
other components such as the storage connection driver 11.
The approach involves directly accessing the queues 34 and
ignoring new data intended for components of the system
other than the TCP stack. This can be achieved by removing
at the library any non-L5 descriptors from a select( ) call sent
from the application, so that it appears to the application that
no non-L5 data is available. In order to achieve this the library
may have access to a data store that stores a record of which
of the descriptors are L5 descriptors.

[0066] A check is made by the socket library directly with
the receive queues 34 to identify new L5 data. If no data is
found, the library can stay spinning (i.e. re-checking) for a
certain period of time on a given select( ) call. However,
because the library is not accessing the OS during this period
of'time, new data for the disk driver may be waiting in the OS
to be handled and the application would be unaware of it.
Thus, in one embodiment a timer is run to count the period of
time for which the library is spinning on the queues 34, and
the library is periodically triggered to access the OS to acquire
any disk data waiting to be handled. The time period could for
example be 100 ps. Alternatively or in addition, the socket
library could be prompted by the receipt of a new select( ) call
from the application to access the OS to collect new disk data.
[0067] Thus, according to this second alternative, the
library may be able to respond to select( ) calls in one of two
modes: by indicating for all descriptors specified in the select(
) call whether there is data waiting to be handled, or by
indicating for only those descriptors that are specified in the
select( ) call and that are also L5 descriptors whether there is
data waiting to be handled. One convenient way to employ
these modes is to respond to a select call using the first mode
if more than a predetermined time has elapsed since the last
response using the first mode, and otherwise to respond using
the second mode. Another way is to respond to every n-th
select( ) call using the first mode, and to all other select( ) calls
with the second mode, where n is a predetermined integer.
[0068] Suitably, details of the data being written to the
receive queues can be fed back to the application so that the
application can determine whether the L5 descriptors are
busy, and thus whether the second alternative, involving
ignoring data intended for other parts of the system, is appro-
priate. If the L5 descriptors are not busy then the first alter-
native, involving accessing of the stack 5 only when L5 data
is available, is likely to be more efficient.

[0069] Typically the file descriptors listed in a select( ) call
from the application are in numerical order. This can improve
efficiency since all L5 descriptors can be kept together in a
block, away from other descriptors of the application. It is
convenient to monitor the assignment of descriptors and reor-
der them if the LS descriptors become mixed up with other
descriptors of the application. This reordering can be
achieved using Dup2( ) calls. A Dup2(a,b) call has the effect
of duplicating the file or other resource represented by
descriptor “a” and creating a new resource represented by
descriptor “b” and having the same properties. One example
of' when such a call might be useful is when a descriptor that
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has a system-wide significance (for example the descriptor
that maps on to error output—commonly descriptor #2) is to
be redirected on to some other file or device. Accordingly, an
element of the system (conveniently the socket library) can
monitor the arrangement of the descriptors. For example, it
could periodically analyse the arrangement of the descriptors.
When the L5 descriptors are disaggregated beyond a prede-
termined level: for example when they are split by other
descriptors into more than a predetermined number of groups,
the element initiates a reordering of the descriptors using
dup2( ) operations to reduce the disaggregation of the L5
descriptors, and most preferably bring them into a contiguous
group.

[0070] A specific embodiment of the invention will now be
described with reference to FIGS. 2 and 3.

[0071] A TCP user-level stack 5 is provided in a data pro-
cessing system. A NIC receives incoming data intended for
sockets within the data processing system. The incoming data
is passed within the data processing system according to its
intended destination. For example, data associated with the
OS is sent to a receive queue in the OS, while TCP data is sent
to areceive queue inthe TCP stack 5. From these queues it can
be read by the application for which it is intended.

[0072] Similarly, data to be transmitted from the data pro-
cessing system to other components of a network is held in
transmit queues in the OS or the TCP stack as appropriate,
before being passed to the hardware for transmission.
[0073] Data is received and transmitted in the network via
sockets in the data processing system. In a preferred embodi-
ment, one socket is provided for each network endpoint with
which an application running on the data processing system
wishes to communicate. At a given time, some of the open
sockets will typically be active—in other words, data associ-
ated with those sockets is being received at or transmitted
from the data processing system—while others will be inac-
tive. The definition of ““active” and “inactive” can be modified
within embodiments of the invention in order to customise a
data processing system to a user’s requirements. For example,
a programmer or user could define that a connection will be
considered “active” if data has been transmitted over the
connection in the last, say, 5 minutes or 5 seconds, depending
onthetype of use of the network. It will be understood that the
status of a connection (or socket) as active or inactive can
change frequently, for example as usage of a network end-
point changes.

[0074] If a socket is inactive, data associated with that
socket may nevertheless still be held in an incoming event
queue, awaiting processing. For example, the data may have
been received towards the end of a communication session
with a network endpoint such that no further data is due to be
received, and if the associated application has not yet read the
last received data from the queue then it will remain on the
queue. Another cause for a socket being inactive is if it is
blocking for some reason, for example while waiting for data.
In this case, new data could be being written to the event
queue while the socket is blocking.

[0075] When a poll( ) call is sent from an application to
discover whether there is any new data on a TCP event queue
for a list of file descriptors, the new data must be processed in
the queue before a true response to the poll( ) call can be
returned, as explained in the introduction above. In the spe-
cific embodiment, when a poll( ) call is issued in respect of an
inactive socket, the file descriptor associated with the inactive
socket is entered into a cache 40 in the OS, shown in FIG. 4.
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This cache will be referred to herein as a “poll cache”. The
operating system preferably maintains an indication of which
file descriptors are currently being held in the poll cache 40.

[0076] Once a socket (or, more precisely, a file descriptor
representing the socket, which is typically itself associated
with a network endpoint) enters the poll cache 40, it is moni-
tored by means of a thread (a process or a part of a process)
dedicated to the poll cache. The thread runs on the OS. The
monitoring involves checking periodically for each descrip-
tor within the poll cache whether there is any data on the
corresponding event queue 31-33 which is awaiting process-
ing. If there is data on an event queue, then the dedicated
thread will perform TCP processing on the data such that the
data becomes available to be read by the associated applica-
tion. In the example shown in FIG. 4, descriptors X, Y and Z
are being held in the poll cache. When the thread in the OS
monitors for new data relating to descriptor X it identifies a
block of data in event queue 31. The thread proceeds to
perform protocol processing on this block of data, and the
processed data is passed to a receive queue 34. The data is
then available be read from the receive queue by the applica-
tion for which it is intended.

[0077] In a preferred embodiment, protocol processing by
means of the thread in the OS is in general slower than
conventional protocol processing by means of the user-level
stack, since the thread only deals with each socket once per
period, and a relatively small proportion of the operating
system’s processing resource can be made available for the
protocol processing so that this background processing does
not impact significantly on the overall performance of the OS.
The OS path for processing can thus be seen as a slow path, or
low priority path, in comparison to the fast processing of
active socket data. It will be understood by the skilled person
that the fast and slow processing paths need not be carried out
by the user-level stack and the OS, as in the present example.
Any processing means which result in a relatively fast and a
relatively slow path would be suitable, whether external or
internal to a conventional data processing system.

[0078] When data relating to a descriptor stored in the poll
cache is identified and processed, the associated descriptor
(identifying a socket) is then marked, for example by means
of a flag stored in the operating system, as having new data
available to be read. It can be seen from the example of FIG.
4 that data for descriptors X and Y is available in the respec-
tive receive queues 34. In FIG. 4, column 41 of the poll cache
contains an indication of whether new data is available to be
read: a 1 inthe column indicates data and a O indicates no data.
In this way, when a subsequent poll( ) call is issued for a file
descriptor held in the poll cache, the OS can directly deter-
mine that there is new data for the file descriptor without the
overhead of accessing the event queue and protocol process-
ing the data from that queue, and without the overhead of
acquiring the TCP state locks for each item of received data.
The determination could be made from a table such as that
illustrated in FIG. 4, but it will be clear to a skilled person that
other forms of data structure would be suitable for maintain-
ing records of the descriptors in the poll cache. In general, the
contention for accessing the state data maintained in the poll
cache will be significantly less than the contention for polling
the inactive connections directly.

[0079] Itcan thus be seen that in embodiments of the inven-
tion the returned response to a poll( ) call can be based on data
from the operating system alone, and the TCP stack need not
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be accessed. The latency associated with returning a response
to a poll call is thereby reduced.

[0080] It is possible that in embodiments of the present
invention a response to a poll call returned from the OS based
on poll cache data may contain information that is not up-to-
date, because it may occur that a polled file descriptor has new
data waiting on an event queue which has not yet been pro-
tocol processed by the thread running in the OS. The presence
of such data would not be evident from the poll cache. How-
ever, the descriptors in the poll cache relate only to inactive
sockets, and the possible inaccuracies resulting from the fact
that the responses may not reflect the latest changes in the
computer system are less significant than the efficiency ben-
efits that can be achieved by implementing the invention.

[0081] The dedicated thread is preferably asynchronous.
Locking contention is unlikely since the thread is only oper-
ating on inactive sockets. In the specific embodiment, the
thread cycles around the inactive sockets held in the poll
cache, checking each in turn for new data and performing any
necessary processing. The thread could conveniently be
arranged to process the inactive socket data, say, every 1
second or every 0.5 seconds. The monitoring and processing
performed by the thread is preferably carried out as a back-
ground task, thereby permitting the data processing system to
operate as usual without interference from the thread. The
amount of the operating system’s resources dedicated to pro-
tocol processing the data for inactive sockets could be
arranged to be variable, to deal with differing levels of activity
of the data processing system. For example, the period with
which the thread accesses the inactive socket data could be
modified. The modification could be triggered automatically
in response to a change in the amount of unprocessed data in
the event queues, or it could triggered by a user.

[0082] The poll cache could be arranged to contain file
descriptors relating to any of a plurality of protocol stacks
such as stack 5.

[0083] Poll( ) calls relating to active TCP sockets are
handled in the same way as in prior art systems: the user-level
stack is accessed. Protocol processing of received data
directed to active sockets could be triggered by receipt of the
data at the NIC or the event queues. Alternatively, protocol
processing of data directed to an active socket could be trig-
gered by the receipt at the message former of a poll( ) call
requesting a response for that socket.

[0084] It will be understood that the example described
above could be applied to queues for outgoing as well as
incoming data. In an embodiment of the invention in this
situation, data waits in buffers to be protocol processed, after
which it is passed to one or more transmit queues from where
it can be transmitted over the network. A socket related to an
application may have further data which it wished to pass to
the buffers in order that it can be sent over the network, but
such further data cannot efficiently be sent unless there is
sufficient capacity in the transmit queues for the data to enter
when it has been processed. The application therefore causes
apoll() call to be sent to the operating system, identifying one
or more file descriptors, associated with sockets in use by the
application, and the response indicates whether there is data
in the transmit queues relating to those file descriptors. If not,
the further data can be sent by the application for processing.
In accordance with this embodiment of the invention, data in
the buffers which relates to inactive sockets is treated as a
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lower priority than data which relates to active sockets, and is
processed as a background task by a dedicated thread in the
OS.

[0085] In the specific embodiment, descriptors can be
deleted from the poll cache when the associated socket
becomes active. For example, if a send( ) or receive( ) instruc-
tion is run in relation to a socket, or if a socket stops blocking,
it will be deleted from the poll cache and treated as normal,
and the indication in the OS that the associated file descriptor
is held in the poll cache will be deleted. Alternatively or in
addition entries for sockets in the poll cache can time out, so
that for example if no protocol processing has been required
for a predetermined time for data associated with an inactive
socket, the associated file descriptor can be deleted from the
poll cache. The efficiency of the poll cache can thereby be
improved, since the amount of processing required to check
event queues for new data relating to sockets in the poll cache
will be reduced if fewer descriptors are held in the cache.
[0086] The poll cache could be arranged to wake up an
application in the data processing system in the event that data
relating to a socket of the application is recovered by means of
processing by the thread in the poll cache. The woken appli-
cation could then read the data from the receive queue in
which it is being held.

[0087] The applicant hereby discloses in isolation each
individual feature described herein and any combination of
two or more such features, to the extent that such features or
combinations are capable of being carried out based on the
present specification as a whole in the light of the common
general knowledge of a person skilled in the art, irrespective
of whether such features or combinations of features solve
any problems disclosed herein, and without limitation to the
scope of the claims. The applicant indicates that aspects of the
present invention may consist of any such individual feature
or combination of features. In view of the foregoing descrip-
tion it will be evident to a person skilled in the art that various
modifications may be made within the scope of the invention.

Section B
Forwarding Instructions

[0088] The present invention relates to the processing of
data in a data processing system, and in particular to a method
and apparatus for forwarding instructions within a data pro-
cessing system.

[0089] FIG. 5 represents equipment capable of implement-
ing a prior art protocol stack, such as a transmission control
protocol (TCP) stack in a computer connected to a network.
The equipment includes an application 1, a socket 4 and an
operating system 3 incorporating a kernel (not shown). The
socket connects the application to remote entities by means of
a network protocol, in this example TCP/IP. The application
can send and receive TCP/IP messages by opening a socket
and reading and writing data to and from the socket, and the
operating system causes the messages to be transported
across the network. For example, the application can invoke a
system call (syscall) for transmission of data through the
socket and then via the operating system to the network.
Syscalls can be thought of as functions taking a series of
arguments which cause execution of the CPU to switch to a
privileged level and start executing the operating system. A
given syscall will be composed of a specific list of arguments,
and the combination of arguments will vary depending on the
type of syscall.
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[0090] Syscalls made by applications in a computer system
can indicate a file descriptor (sometimes called a handle),
which is usually an integer number that identifies an open file
within a process. A file descriptor is obtained each time a file
is opened or a socket or other resource is created. File descrip-
tors can be re-used within a computer system, but at any given
time a descriptor uniquely identifies an open file or other
resource. Thus, when a resource (such as a file) is closed
down, the descriptor will be destroyed, and when another
resource is subsequently opened the descriptor can be re-used
to identify the new resource. Any operations which for
example read from, write to or close the resource take the
corresponding file descriptor as an input parameter.

[0091] Examples of syscalls are select( ) and poll( ). These
can be used by an application for example to determine which
descriptors in use by the application have data ready for
reading or writing.

[0092] When a network related application program inter-
face (API) call is made through the socket library this causes
a system call to be made, which creates (or opens) a new file
descriptor. For example the accept( ) system call takes as an
input a pre-existing file descriptor which has been configured
to await new connection requests, and returns as an output a
newly created file descriptor which is bound to the connection
state corresponding to a newly made connection. The system
call when invoked causes the operating system to execute
algorithms which are specific to the file descriptor. Typically
there exists within the operating system a descriptor table
which contains a list of file descriptors and, for each descrip-
tor, pointers to a set of functions that can be carried out for that
descriptor. Typically, the table is indexed by descriptor num-
ber and includes pointers to calls, state data, memory map-
ping capabilities and ownership bits for each descriptor. The
operating system selects a suitable available descriptor for a
requesting process and temporarily assigns it for use to that
process.

[0093] Certain management functions of a computing
device are conventionally managed entirely by the operating
system. These functions typically include basic control of
hardware (e.g. networking hardware) attached to the device.
When these functions are performed by the operating system
the state of the computing device’s interface with the hard-
ware is managed by and is directly accessible to the operating
system. A further typical function of the operating system is
processing data that is either received at or to be transmitted
from the device. Such data typically requires processing in
accordance with a data transfer protocol, such as TCP. An
alternative architecture involves performing at user-level cer-
tain functions which would conventionally be performed by
the operating system. Such a user-level architecture is
described in the applicant’s copending PCT applications WO
2004/079981 and WO 2005/104475. In a user-level architec-
ture at least some of the functions usually performed by the
operating system are performed by code running at user level,
and at least some of the state of the function can be stored by
the user-level code. This can cause difficulties when an appli-
cation performs an operation that requires the operating sys-
tem to interact with or have knowledge of that state.

[0094] FIG. 6 shows components implementing a TCP
stack that could be used in accordance with embodiments of
the present invention. Layers of the stack include an applica-
tion 1 and a library 2. The library is an application program
interface (API) for building software applications. The
library can carry out various functions, including creating file
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descriptors and storing information. Additionally, there is an
operating system 3 comprising a kernel (not shown), and a
proprietary TCP library 2a for supporting TCP communica-
tions over a network. The library 2a will be referred to herein,
by way of example only, as a Level 5, or LS, library. A
user-level stack (not shown) would typically be provided for
enabling the TCP communications over the network. It will
be understood by the skilled person that although TCP is
referred to in the present description by way of example, other
protocols could also be used in accordance with embodiments
of the invention. For example, User Datagram Protocol
(UDP), Internet Control Message Protocol (ICMP) or Real-
Time Transport Protocol (RTP) could be used. Non-Ethernet
ornon-Internet protocols could be used. In systems according
to embodiments of the invention, the user-level stack is typi-
cally connected to hardware, which could be a network inter-
face card (NIC). The NIC interfaces with the network so that
data can be transferred between the system of FIG. 6 and other
data processing systems.

[0095] Thel 5 library 2a is an example of an add-on library,
provided in addition to the basic components of a data pro-
cessing system. The L5 library is intended to intercept mes-
sages sent between user-level applications and the operating
system. This can enable it to take control of certain operations
within the data processing system. For example, it could be
intended to intercept all system calls of a certain type, such as
those relating to the transmission and reception of data over
the network.

[0096] In general, in a data processing system such as that
shown in FIG. 6, interposing libraries such as the library 2a
are configured to capture calls that originate from the appli-
cation 1 and are sent to the library 2. The library 2 could be a
C library, which stores a collection of programs and routines
for interpreting the programming language C. When a user-
level application issues a call intended for the operating sys-
tem, the C library, referred to herein as libc, receives the call
and issues a corresponding syscall to the operating system.
The L5 library 2a is configured to intercept the function call
originating from the application, as shown in scheme A in
FIG. 6. In this way, the L5 library can be informed of inter-
actions between the application and the operating system
which are related to the operations in which the L5 library is
interested; in this example, networking syscalls.

[0097] A specific example of a syscall interception will
now be considered in the context of a Linux system, with
reference to scheme A shown in FIG. 6. A function call is
issued by the application 1 indicating that the application
wishes to read data which has been received at the data
processing system over the network and which is intended for
aprocess running in the application 1. The interposing library
2a is configured to recognise the call as relating to the appli-
cation 1 and relating to a networking operation, and is con-
figured to intercept such a call. The library 2a subsequently
passes the call to the libc 2, which then sends a read( ) syscall
towards the operating system 3.

[0098] Some operating systems provide “hooks” to permit
the addition of components such as add-on libraries for inter-
cepting messages between user-level applications and oper-
ating systems. In general terms, a hook is a feature of software
or hardware that enables expansion of the original computer
system. At present, hooks that are provided by operating
systems tend to be unreliable. This unreliability can cause
problems for interposing software such as the library 2a,
which relies on its ability to intercept all system calls which it

27



US 2012/0124121 Al

requires. In particular, problems can occur when expected
system calls are missed by the library 2a. This can arise when
the application 1 sends a call directly to the operating system,
bypassing the libc 2 as shown in scheme B in FIG. 6, such that
the interposing library is unaware of the call. This situation
can occur if the application constructs a call which is
expressed in in-line assembly rather than calling a libc entry-
point (i.e. a function call). For instance, a close( ) call may be
sent directly from the application to the operating system,
requesting that a particular resource, identified in the call by
a file descriptor, that was previously in use by the application
is closed. If this call is missed by the L5 library 2a, then the L5
library will be unaware of the application’s request, and will
consequently not close down the resource which it has allo-
cated for the file descriptor. Thus, as far as the L5 library is
aware, the resource is still allocated to the application, but the
application considers that the resource is no longer allocated
to it. The application and the library are therefore no longer
synchronised.

[0099] Another situation in which an interposing routine
can miss a syscall is when a libc generates its own syscall and
sends it to the operating system. Synchronisation between the
application and the interposing library can also be compro-
mised in this scenario, since the interposing library is not
configured to intercept calls originating at the libc. In general,
the problem of maintaining synchronisation between compo-
nents of a data processing system can arise in all cases in
which a library is being dynamically hooked into a data
processing system.

[0100] According to a first aspect of the present invention
there is provided an operating system for use in a data pro-
cessing system comprising an application and a library for
supporting one or more functions; wherein the operating sys-
tem is arranged for: receiving from the application an instruc-
tion to perform an operation; determining whether both of
conditions (a) and (b) are true, where: (a) is that the operation
relates to any of the said functions; and (b) is that the route by
which the instruction reached the operating system does not
include the library; and if both of the conditions are deter-
mined to be true, passing an indication of the instruction to the
library.

[0101] The operating system could be arranged not to per-
form the said operation in response to receiving the instruc-
tion if both of the conditions are determined to be true. The
operating system could be arranged to perform the operation
in response to receiving a trigger from the library if both of the
conditions are determined to be true.

[0102] The said determining preferably comprises identi-
fying a file descriptor included in the instruction. The said
determining could further comprise determining whether the
identified file descriptor relates to any of the said functions.

[0103] The operating system could be further arranged for
storing a first data structure comprising indications of file
descriptors and state data for each indicated file descriptor.
The state data could comprise for each indicated file descrip-
tor an indication of whether the file descriptor is in use by the
library. The said determining could further comprise access-
ing the first data structure.

[0104] The operating system may be further arranged for
storing a second data structure comprising indications of
types of operation and, for each type, an indication of whether
the type relates to any of the said functions.
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[0105] The said determining could comprise identifying
the type of the operation. The said determining may further
comprise accessing the second data structure.

[0106] The said functions could relate to the transfer of data
over a network.
[0107] The said determining preferably comprises deter-

mining whether one of conditions (a) and (b) is true and, only
if that condition is true, determining whether the other of the
conditions is true.

[0108] According to a second aspect of the present inven-
tion there is provided a data processing system comprising an
operating system as set out above.

[0109] According to a third aspect of the present invention
there is provided a method for forwarding instructions in a
data processing system comprising an operating system, an
application and a library for supporting one or more func-
tions, the method comprising the steps of: receiving at the
operating system an instruction from the application to per-
form an operation; determining whether both of conditions
(a) and (b) are true, where: (a) is that the operation relates to
any of the said functions; and (b) is that the route by which the
instruction reached the operating system does not include the
library; and if both of the conditions are determined to be true,
passing an indication of the instruction to the library.

[0110] The present invention will now be described by way
of example with reference to the accompanying drawings, in
which:

[0111] FIG. 5 shows a prior art computer system;

[0112] FIG. 6 shows a computer system with an interposing
library; and

[0113] FIG. 7 shows a computer system in accordance with

an embodiment of the present invention.

[0114] FIG. 7 shows a scheme in accordance with an
embodiment of the invention, in which a call 10 transmitted
directly from the application 1 to the operating system 3 is
subsequently passed from the operating system to an inter-
posing library 2a according to a set of predefined rules. The
library 2a can thus be made aware of calls which it would not
have been able to intercept by a conventional interception as
shown in scheme A in FIG. 6. In the specific example shown
in FIG. 7, a kernel (not shown) within the operating system
passes the call to a user-level routine 2a which is interposed in
the data processing system. The act of passing or forwarding
the call from the operating system to the interposing library is
referred to herein as “trampolining”.

[0115] The trampolining mechanism is implemented by
installing a special call handling routine in the operating
system. This routine can be customised for particular pur-
poses and it defines a set of rules for handling system calls
received at the operating system. In the present example, the
routine specifies that all system calls received at the operating
system should be analysed to determine whether they should
be trampolined to the L5 library 2a. Specifically, the answer
to one or both of the following questions is determined at the
operating system for each received system call: (a) does the
call relate to an operation which involves the L5 library?; and
(b) has the call arrived via the L5 library? If the answer to (a)
is yes, then itis acall of which the L5 library needs to be aware
for synchronisation purposes as discussed above. However, if
the answer to (b) is yes, then the L5 library should already
have intercepted the call on its path from the application to the
operating system. Thus, if the answer to (a) is no or if the
answer to (b) is yes, then there is no need for the operating
system to treat the call differently from the conventional
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manner, and the operating system will call the standard sys-
tem call handler. However, if the answer to (a) is yes and the
answer to (b) is no, then the operating system is configured to
trampoline the call to the LS library.

[0116] It will be understood that short-circuit processing
could be used in the above-described analysis: if the answer to
one of the questions is determined to indicate that no tram-
polining is necessary, then the operating system can halt the
customised call handling and proceed as normal without
determining an answer to the other question.

[0117] In general, the rules incorporated in the custom sys-
tem call handler can be defined according to the desired role
of the trampolining mechanism. For example, the handler
could be configured to identify the type of the syscall, with
certain types being identified in a data structure within the
operating system as requiring trampolining while others do
not require trampolining. The handler could also be config-
ured to identify one or more file descriptors or other argu-
ments in the syscall. A look-up table or other type of data
structure could be used by the operating system for identify-
ing whether syscalls having the identified arguments are to be
passed to the interposing library. The current mode of the
system could also be taken as a factor when the operating
system decides whether or not to trampoline a received
syscall to the interposing library. The conditions for trampo-
lining a call could be dependent on the type of the call.
[0118] The custom system call handler of the preferred
embodiment of the invention is configured to trampoline calls
required by the user-level L5 library 2a to a preregistered
entry point within the library. This entry point is referred to
herein as the “trampoline handler function”. The custom sys-
tem call handler is configured such that the return address for
calls to be trampolined is the user-level trampoline handler
function instead of the application which sent the syscall. The
trampoline handler function is thus called whenever the oper-
ating system determines that a system call received at the
operating system should be passed to the L5 library. This is
shown as 11 in FIG. 7. This results in control being passed to
the trampoline handler function at the interposing library 2a,
instead of to the code (the application) that issued the system
call. The library 2a can then call the operating system in order
to cause execution of the function requested by the applica-
tion.

[0119] In a preferred arrangement there is one user-level
stack for each application that requires one, with each stack
preferably comprising an interposing library 2a. This can
provide better performance than if a stack is shared between
applications. Each stack is located in the same address space
as the application that it serves. The writing of the return
address in the custom system call handler is preferably per-
formed on a per-user-process basis, such that the interposing
library associated with each user process can receive trampo-
lined calls.

[0120] When the custom system call handler of the pre-
ferred embodiment receives a system call which it identifies
as requiring trampolining, it modifies the user-level stack
associated with the thread that issued the system call and
pushes on to it any parameters that were passed to the system
call, together with the return address which points at the code
that issued the system call. The trampoline handler routine, on
receiving a trampolined call from the operating system,
arranges the stack and processor state as necessary before
calling the routine which would conventionally have been
provided for intercepting the system call. The code that origi-
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nally issued the system call is finally called by the library 2a
in a step 12, so that control is again passed to the application.
[0121] It should be noted that although the preferred
embodiment involves returning control from the library 2a
directly back to the application, the library could instead be
arranged to return its response to the trampolined call to the
operating system, which could subsequently call the applica-
tion.

[0122] Instead of modifying the user-level stack to accom-
modate the custom system call handler, the operating system
could be configured to set state (for example in the operating
system) in response to receiving a call to be trampolined to
indicate a function which the interposing library is to per-
form. A generic handler in the library could then be called,
which can interpret the state and jump to the appropriate point
in the stack to perform the indicated function.

[0123] The trampolining mechanism described above is in
general slower than a conventional interception of a syscall
because it involves passing the syscall to the operating system
before the interposing library becomes aware of the syscall,
but it can be implemented such that it is functionally equiva-
lent to interception techniques and it is a more reliable
arrangement.

[0124] In preferred embodiments, the trampolining is per-
formed in a transparent manner by the operating system such
that components of the data processing system may be aware
of the procedure. However, the operating system could
instead be arranged to perform the trampolining while other
components of the system remain unaware that the call is
being handled in an unconventional manner.

[0125] Custom system call handlers in accordance with
embodiments of the invention can be implemented to handle
system calls in systems in which a hook is provided for
supporting an interposing routine such that only calls that
were transmitted from the application directly to the operat-
ing system are analysed as candidates for trampolining. Alter-
natively, they could be implemented in systems which do not
provide hooks for supporting interposing routines, such that
all calls transmitted from the application towards the operat-
ing system are candidates for trampolining. Or they could be
implemented in systems in which hooks are provided for
supporting an interposing routine but in which the intercep-
tion is not reliable, so that in the event of a system call passing
to the operating system undetected by the interposing routine,
the operating system’s custom system call handling routine
could act as a safety net to ensure that the call is passed to the
interposing routine.

[0126] Embodiments of the invention can also be imple-
mented such that on an assertion failure in kernel mode con-
trol is trampolined to a user mode component such as the
library 2a. This can improve efficiency while kernel mode
code is being developed for an application, since in a conven-
tional system such an assertion failure would cause the entire
data processing system to shut down (or crash), requiring a
hard re-boot to re-start the system. Instead, an application
detected as containing a bug can be identified to the interpos-
ing library by means of the operating system using the tram-
polining mechanism described above, and the interposing
library can then be enabled to record diagnostic information
relating to the application and can cause the application itself
to crash or close.

[0127] The applicant hereby discloses in isolation each
individual feature described herein and any combination of
two or more such features, to the extent that such features or
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combinations are capable of being carried out based on the
present specification as a whole in the light of the common
general knowledge of a person skilled in the art, irrespective
of whether such features or combinations of features solve
any problems disclosed herein, and without limitation to the
scope of the claims. The applicant indicates that aspects of the
present invention may consist of any such individual feature
or combination of features. In view of the foregoing descrip-
tion it will be evident to a person skilled in the art that various
modifications may be made within the scope of the invention.

Section C
Data Transfer

[0128] This invention relates to a system suitable for use in
passing data over a network or other data channel.

[0129] When data is to be transferred between two devices
over a network, each of the devices must have a suitable
network interface to allow them to communicate across the
channel. The devices and their network interfaces use a pro-
tocol to form the data that is transmitted over the channel, so
thatitcan be decoded at the receiver. The data channel may be
considered to be or to form part of a network, and additional
devices may be connected to the network.

[0130] The Ethernet system is used for many networking
applications. Gigabit Ethernet is a high-speed version of the
Ethernet protocol, which is especially suitable for links that
require a large amount of bandwidth, such as links between
servers or between data processors in the same or different
enclosures. Devices that are to communicate over the Ether-
net system are equipped with network interfaces that are
capable of supporting the physical and logical requirements
of'the Ethernet system. The physical hardware component of
network interfaces are referred to as network interface cards
(NICs), although they need not be in the form of cards: for
instance they could be in the form of integrated circuits (ICs)
and connectors fitted directly on to a motherboard.

[0131] Where data is to be transferred between cooperating
processors in a network, it is common to implement a
memory-mapped system. In a memory-mapped system com-
munication between the applications is achieved by virtue of
a portion of one application’s virtual address space being
mapped over the network on to another applicationoronto a
region of real memory. The “holes” in the address space
which form the mapping are termed apertures.

[0132] When data is to be transmitted or received in blocks
ofa certain size, it is normally necessary for the memory from
which it is being read or to which it is being written to store
that data contiguously. Otherwise, the data would have to be
reassembled by the NIC, which would require the NIC to be
provided with instructions on how to do that. This is incon-
venient when the data blocks are larger than the page size of
the system in question, because memory allocation must be
managed accordingly.

[0133] According to one aspect of the present invention
there is provided a data processing system comprising: a data
processor for executing instructions to support one or more
processes; memory for storing data; an interface whereby the
data processor can transmit data to a remote receiver; and a
configuration store storing definitions of a plurality of areas in
the memory, each such area comprising a set of contiguous
memory locations in the memory and the configuration store
storing an order for each area; the interface being responsive
to receiving an instruction of a predetermined form from the
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data processor specifying a starting memory location and a
length to, ifthe specified starting memory location s in one of
the areas defined in the configuration store and the specified
length exceeds the length of the area starting from the speci-
fied location to automatically transmit data from the next area
in order as defined in the configuration store.

[0134] According to a second aspect of the invention there
is provided a method for transmitting data by means of a data
processing system comprising: a data processor for executing
instructions to support one or more processes; memory for
storing data; an interface whereby the data processor can
transmit data to a remote receiver; and a configuration store
storing definitions of a plurality of areas in the memory, each
such area comprising a set of contiguous memory locations in
the memory and the configuration store storing an order for
each area; the method comprising: receiving an instruction of
a predetermined form from the data processor specifying a
starting memory location and a length; in response to receiv-
ing the instruction, if the specified starting memory location is
in one of the areas defined in the configuration store and the
specified length exceeds the length of the area starting from
the specified location automatically transmitting data from
the next area in order as defined in the configuration store.
[0135] According to a third aspect of the present invention
there is provided a data processing system comprising: a data
processor for executing instructions to support one or more
processes; memory for storing data; an interface whereby the
data processor can receive data from a remote transmitter; and
a configuration store storing definitions of a plurality of areas
in the memory, each such area comprising a set of contiguous
memory locations in the memory and the configuration store
storing an order for each area; the interface being responsive
to receiving a block of data from a remote transmitter for
writing to a starting location in one of the areas to, if the length
of the received data exceeds the length of the area starting
from the specified location to automatically write some of the
received data to the next area in order as defined in the con-
figuration store.

[0136] Preferably the configuration store is local to the
interface. It may be stored in memory that is physically
located on the data processor, but it is then preferably acces-
sible only to the interface and optionally the operating system
of'the data processor. In this way the integrity of the configu-
ration store can be trusted by the interface.

[0137] Preferably the configuration store stores, for each
area and identification of an entity as being associated with
that area and the controller is responsive to the instruction of
the predetermined form to verify that an entity that has sent
the instruction of the second type is associated with the indi-
cated location, and is arranged to transmit data from the area
responsive to the instruction only if that verification is suc-
cessful.

[0138] Preferably the interface is responsive to the said
instruction to transmit data from the area in which the starting
location is located starting from the specified location.
[0139] Preferably the interface is arranged to read data for
transmission from the memory by direct memory access.
[0140] Preferably the configuration store indicates the
physical addresses of the areas in the memory.

[0141] Preferably the interface has access to mapping data
defining a mapping between a physical address space of the
memory and a virtual address space and wherein the configu-
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ration store indicates the addresses of the areas in the virtual
address space. The mapping data may be local to the inter-
face.

[0142] Preferably the interface is a network interface and is
arranged to transmit the data to the receiver by means of a
network protocol.

[0143] Preferably the network protocol is TCP/IP.

[0144] Preferably the interface is arranged to transmit the
data over Ethernet.

[0145] Themethod may comprise in order, the steps priorto
the said receiving step of: identifying a block of data in the
memory for transmission; storing in the configuration store a
definition of an area that encompasses the said block of data;
and transmitting to the interface an instruction of the prede-
termined form specifying a starting memory location in that
area.

[0146] In the case of receiving data it will be appreciated
that references to transmitting and reading can be replaced by
references to receiving and writing.

[0147] The present invention will now be described by way
of example with reference to the accompanying drawings.
[0148] In the drawings:

[0149] FIG. 8 shows schematically the architecture of a
networked system;

[0150] FIG. 9 illustrates mapping apertures;

[0151] FIG. 10 shows examples of aperture and buffer
tables;

[0152] FIG. 11 shows an example of a queue table; and
[0153] FIG. 12 illustrates reassignment of buffers.

[0154] FIG. 8 shows schematically the architecture of a

networked system. The system comprises two data proces-
sors 10a, 105 (such as personal computers or servers), each of
which has a network interface 11a, 115 (such as a NIC). The
network interfaces are linked together over a data network 12.
The data network could be an Ethernet network (e.g. using
Gigabit Ethernet) or could employ any other suitable proto-
cols. Each data processor has an operating system 13a, 135
which includes a kernel 14a, 145 and a device driver 15a, 155
for controlling communications between the data processor
and its network interface. The operating system supports
applications or processes 16a, 165 running on the data pro-
cessor. A transport library 17a, 1756 provides the applications/
processes with routines that can be used for controlling com-
munications over the network, and supervises
communications between the applications/processes and the
operating system. Each data processor has a memory 18a,
18b.

[0155] The network interfaces, the device drivers and the
transport library cooperate to allow applications to map
blocks of virtual memory of one of the data processors on to
physical memory of the other of the data processors. The
general principles behind such operation are described in WO
2004/025477 and WO2004/080005, which should be read in
conjunction with the present application. When such a map-
ping has been established, one of the data processors can
write to or read from a part of the area of virtual memory and
this will have the effect of writing to or reading from the
corresponding part of the area of physical memory. Such an
arrangement is illustrated in FIG. 9, where a region of virtual
memory 20 in a first data processing system, running from
virtual memory location V,, to virtual memory location V, is
mapped on to a region of real memory 21 in another data
processing system, running from real memory location R, to
real memory location R, . If the first data processing system
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reads from or writes to a location V,, in the range from V,to V,
that has the effect of reading from or writing to the corre-
sponding location R, in the range from R, to R ;.

[0156] The operation of the system to support these map-
pings will now be described in more detail.

[0157] As is normal, the operating system of each data
processor allocates a unique identifying number to each pro-
cess running on that data processor. These numbers are used
to secure the operation of the system, ensuring that data of one
process is not read or altered by another process. The means
of achieving this in the context of memory mappings will be
discussed below.

[0158] Ifa process running on one data processor wishes to
send data or read data using a mapping on to memory of the
other data processor it first establishes the mapping, defining
the environment in which that transfer can take place. The
establishment of the mapping involves setting up entries in
tables held by the data processors. Each data processor holds
two tables: an aperture table and a buffer table, which are
managed by its device driver 15. Together the tables define the
mappings that are currently established. Examples of such
tables are shown in FIG. 10.

[0159] The aperture table includes the following data for
each mapping:
[0160] 1.Local aperture index. This is an identifying num-

ber for the local aperture, which is allocated by the local
device driver to be unique for the local data processor.
[0161] 2.Local ownership. This indicates the identity ofthe
process running on the local data processor that is entitled to
access the mapping. This will typically be the process that
created the mapping, but the right to access the mapping could
be passed from one process to another provided preferably
that that handover is performed in an authenticated manner
(i.e. with the authorization of the process passing the right) so
as to maintain security.

[0162] 3. Remote aperture index: This is an identifying
number for the aperture, which is allocated by the remote
device driver to be unique for the remote data processor, and
is transmitted by the remote data processor to the local data
processor when the mapping is established.

[0163] 4. Local buffer index(es). This indicates which of
the buffers in the local buffer table are associated with the
aperture. It should be noted that more than one local buffer
can be associated with an aperture. Where more than one
buffer is associated with an aperture, the associated buffers
are listed in the entry in the aperture table strictly in the order
in which they map on to the memory space represented by the
aperture. Instead of explicitly listing all the buffers in an
aperture a more compact encoding scheme can be used by
indicating a starting buffer and a size, it being implied that the
aperture is composed of the indicated buffer and subsequent
buffers in order up to the total indicated size.

[0164] 5. Sequence number. This indicates the serial num-
ber of the next packet to be processed locally for the aperture.
[0165] The buffer table maps which of the processes is
allocated to each buffer and holds the following information
for each buffer:

[0166] 1. Buffer index. This is an identifying number for
the buffer, which is unique for the local data processor. The
buffer is identified by this number in the buffer table index
field of the local aperture table.

[0167] 2. Ownership. This indicates which local process
owns the buffer.



US 2012/0124121 Al

[0168] 3. Physical memory address. The buffer occupies a
contiguous block of physical memory, and this number indi-
cates where that block starts.

[0169] 4. Length. This indicates the length of the buffer in
memory.
[0170] Thesize of each buffer table entry is most preferably

chosen to match the page size of the host system: typically 4
kb. In that way a contiguous region of the application’s virtual
address space which is mapped onto a non-contiguous region
of physical memory can be represented by a sequence of
buffer table entries.

[0171] Inthe example of FIG. 10, local aperture 1 is owned
by process 8 and maps on to remote aperture number 5. The
local physical memory corresponding to that aperture con-
sists of XFFF bytes starting from physical address xB00O.
Local aperture number 3 is owned by process number 12 and
maps on to remote aperture number 1. The local physical
memory corresponding to that aperture consists of xA10
bytes starting at xD00O followed by x8FF bytes starting at
xA000. Thus a single aperture can be mapped on to two or
more discontiguous blocks of physical memory. This pro-
vides great flexibility in the transfer of data. For example, if a
contiguous block of data at the transmitting end has to be
transmitted to discontiguous locations at the receiver, instead
of the transmitter having to issue multiple transmit instruc-
tions to transmit each block separately, the aperture can be
mapped on to discontiguous blocks at the receiver and then a
single transmit instruction for the whole block of data can be
issued by the transmitting process. One specific example of a
situation in which this would be useful is when cooperating
applications on the data processors have differently arranged
memory allocations.

[0172] The entries in the tables are set up when mappings
are established. The buffers allocated to an aperture can be
reassigned at one end or the other without re-establishing the
mapping.

[0173] The aperture and buffer tables (indicated at 194, 1956
in FIG. 8) are held in memory 18 local to the device driver that
manages them. The tables are stored in a region of the
memory that cannot be accessed directly by processes run-
ning on the local data processor. This is preferably achieved
by using built-in access control capabilities of the operating
system. The operating system is preferably capable of allo-
cating areas of the memory 18 to processes running on the
data processing system, and preventing other processes run-
ning on the same system from accessing that allocated
memory. In this way direct access to the area of memory that
stores the tables is preferably reserved to the local device
driver 15a, 1556 (although since the operating system is in
overall control it can also access the areas if required).
[0174] It will be appreciated that the tables can be set up in
any suitable way, but the following is an example of a process
for setting up a mapping between a process (Pa) running on a
first data processor (DPa) to a process (Pb) running on a
second data processor (DPb).

[0175] 1. Process Pa initiates the establishment of the map-
ping by signalling its local device driver with details of the
locations in local physical memory of the buffer(s) that are to
be used for the mapping. The device driver checks that those
locations are owned by Pa. If they are it sets up a row in the
local buffer table for each of those buffers, and returns to the
application the index allocated to each buffer. The device
driver also sets up a transmit queue in local memory that can
be used by the process for storing instructions defining the
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data it wants to transmit. The device driver informs the net-
work interface belonging to DPa of the location of the queue
and the identity of the process that owns the queue. That
information is stored in a table in memory on the network
interface. An example of such a table is illustrated in FIG. 11.
It should be noted that since the device driver (as part of the
operating system) is trusted, the ownership of the transmit
queue by the appropriate process, and the ownership data
passed to the network interface in step 2 below can be trusted.

[0176] 2. Process Pa signals the device driver with the
buffer index(es) of the buffers that it wants to map over the
aperture, and details of the remote aperture on to which it
want to map those buffers. The device driver passes that data
to the local network interface, which signals with the remote
aperture to establish the mapping. To allow this to be done, the
process provides the following information: network address
(e.g. MAC address) of the data processor providing the other
side of the aperture (DPb), initial sequence number for seri-
ally numbering packets sent over the link, index number of
the aperture on DPb, length of the aperture, ownership data
identifying the process on DPa that is to use the aperture. The
network interface on DPa then contacts DPb via the supplied
network address to attempt to set up the mapping. DPb checks
that it has an aperture with the supplied index number and that
its length matches that supplied by DPa. DPb also receives
data identifying the process initiating the connection and
checks with the local process identified in the ownership bits
for the local aperture that it will permit that process on DPato
access the aperture. If that is permitted the network interface
of DPb signals its device driver to set up the appropriate row
in its aperture table by storing the initial sequence number,
remote aperture and remote ownership against that aperture.
The network interface of DPb then returns a success message
to the network interface of DPa. The network interface of DPa
informs its device driver, which sets up its aperture table by
storing the initial sequence number, remote aperture and
remote ownership, and signals the initiating process that the
aperture has been set up successfully.

[0177] Inorder for process Pa to transmit data to DPa using
the mapping, it can either use PIO (programmed input-out-
put) or DMA (direct memory access). In PIO the CPU (cen-
tral processing unit) of DPa executes commands to retrieve
data from its local memory and supplies that data to the local
network interface for transmission. The network interface
receives the data pushed to it by the CPU and transmits it in
due course. In DMA the local network interface accesses the
local memory directly to pull data from the memory for
transmission. To achieve this the CPU transmits an instruc-
tion to the network interface which identifies an area in
memory that contains data to be transmitted. In due course the
network interface actions that instruction by reading the data
directly from the memory and transmitting it. It then returns a
message to the CPU to indicate that the transmission is com-
plete. PIO is advantageous for the transmission of small
amounts of data, since it involves simpler communication
between the CPU and the NIC. DMA is advantageous for
transmission of larger amounts of data since it reduces the
load on the CPU that would otherwise be involved in passing
the data to the NIC. It should be noted that, both these routes
can be available simultaneously to a process for transmissions
over a single mapping. This means that when a process wants
to write to a remote location over the network it can select the
most efficient means in each situation: for instance selecting
PIO for transmissions of short blocks of data, and selecting
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DMA for transmission of longer blocks of data. It is conve-
nient to arrange the system so that for some or all apertures
not all parts of those apertures are accessible by PIO. The rest
of the aperture can then be accessed by the NIC only via
DMA. This economises on IO bus space since bus space only
needs to be allocated for those parts that are accessible by
PIO. A preferable arrangement is for all apertures greater than
a predetermined size to be treated in this way. A preferably
arrangement is for apertures that are being treated in this way
to have only their first page-sized region accessible by PIO.
[0178] For PIO, process Pa causes the processor of data
processor DPa to pass the data for transmission from local
memory to the network interface hardware. Such transferring
can be implemented using conventional PIO and will not be
described in more detail here. However, on receiving data by
PIO the network interface makes certain checks before send-
ing the data to the remote data processor DPb. The data is sent
by the process together with an indication of the aperture to
whichitis to be applied and the offset in that aperture at which
it is to be applied. Using that data the network interface
checks:
[0179] a. that the process that has sent the data is identified
in the aperture table as owning the aperture to which the data
is to be applied;
[0180] b. that the length of the data is not so great as to
overrun the end of the aperture starting from the offset point
in the aperture at which it is to be written.
[0181] Ifthose checks are satisfied then it transmits the data
to the remote terminal. Atthe remote terminal the remote NIC
looks up the address to issue on its IO bus in order to store the
received data from its buffer table.
[0182] For DMA the process adds a transmit command to
its transmit queue. The transmit command specifies the
intended destination of the data and could also include the
data itself or could include a pointer to the data in memory
(e.g. if DMA (direct memory access) by the network interface
is to be used to transfer the data to the interface). Here the
pointer would refer to a buffer table entry and offset, and the
transmitter’s DMA logic can check that the process sending
the transmit instruction “owns” the buffer table entry to which
the instruction refers. The latter option provides an efficient
way for the process to transmit large quantities of data that is
stored contiguously in physical memory. An example of the
transmission and reception process will now be described.
[0183] 1.Paadds atransmitcommand toits transmit queue.
The transmit command specifies:
[0184] a. Destination device. The identity of the network
device (DPb) to which the data is to be transmitted.
[0185] b. Destination aperture index. The index of the
aperture on DPb to which the data is to be applied.
[0186] c. Destination offset. The offset within that aper-
ture at which the data is to be applied.
[0187] d. Source buffer. The index of the local buffer
from which the data is to be transmitted.
[0188] e. Source offset. The offset within that buffer
from which the data is to be taken.
[0189] f. Length. The length of data to be take from that
offset point.
[0190] 2.The command is taken from the transmit queue by
the network interface of DPa. It could poll the queue periodi-
cally, or could be signalled with an interrupt when there is
data on the queue. The network interface of DPa validates the
command by checking the following data using the local
buffer table:
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[0191] a. that the ownership data for the specified buffer
(as stored in the local buffer table) indicate that the
buffer is owned by the same process as owns the transmit
queue from which the command was taken;

[0192] b.thatthe source offset point lies within the buffer
(i.e. source offset is not greater than the length of the
buffer); and

[0193] c. that the full length of the data to be transmitted
lies within the buffer (i.e. source offset plus length is not
greater than the length of the buffer.

[0194] If these tests are satisfied then at this point the
network interface can start retrieving data from the
buffer and preparing it for transmission.

[0195] 3. The network interface checks that the ownership
data for the specified aperture as stored in the local aperture
table indicate that the aperture is owned by the same process
as owns the transmit queue from which the command was
taken.

[0196] 4. If all the tests are satisfied the network interface
forms one or more packets to transmit the data to the desti-
nation. In addition to the usual packet contents each packet
includes fields indicating:

[0197] a. the identity of the process that owns the trans-
mit queue from which the command was taken;

[0198] b. the identity of the remote aperture to which the
data is to be applied; and

[0199] c. a sequence number specific to the aperture
mapping, allotted in numerical order and incremented in
the local aperture table after each packet has been trans-
mitted.

[0200] The packet may also indicate the location in the
aperture at which the data is to be applied. Alternatively the
first packet in the set indicates the offset and the length of data
to be sent and the payloads ofthe subsequent packets in the set
are applied consecutively to the remote aperture following on
from the payload of the first packet; and each packet in the set
has a field indicating which set it belongs to.

[0201] 5. At the receiver DPb the network interface looks
up using its local aperture and buffer tables the physical
address of the destination offset point. This might not lie in
the first buffer allocated to the aperture if the destination
offset is greater than the length of the first allocated buffer.
Then each packet is processed in order of its sequence num-
ber, irrespective of the order in which the packets arrived. If a
packet is lost then the subsequent packets in the set are held
for a period of time pending retransmission of the lost packet.
For each packet the following checks are made:

[0202] a. that if the data from the packet were written to
its destination point in the aperture it would not extend
beyond the end of the aperture and/or the buffers allo-
cated to it;

[0203] b. that the ownership data in the packet matches
the remote ownership data for the mapping.

[0204] Those checks are intended to ensure that the data
from the packet will not be written into memory at a location
that is not authorised: they verify that the ownership data in
question is correct for the whole of the region where the data
is to be written. If those checks are satisfied then the network
interface of DPb writes the data to the memory at the locations
as determined from the tables.

[0205] The buffer table could be split into two: one for use
in resolving incoming data, and one for use in validating the
security of outgoing data.
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[0206] On transmission of data by DMA or PIO the trans-
mitting NIC can add to the transmitted packet an indication of
the process (e.g. thread or application) that has caused the
data to be transmitted. That can then be verified at the receiver
against data in its aperture table to check that the transmitting
process corresponds to the receiving aperture.

[0207] 1If there is a block of data in the memory which a
process wants to transmit to a remote data processor then the
process could copy that data into a previously allocated buffer
and then issue a command to transmit that data from the
buffer. However, if the block of data is large then it may be
more efficient to reallocate the process’s buffer(s) so that one
of the buffers encompasses the block of data that is to be
transmitted. This involves an overhead of reallocating the
buffers by causing the device driver to remap the relevant
rows of the buffer table and/or the aperture table, but it omits
the step of copying the data from one part of memory to
another. The use of separate buffer and aperture tables allows
this to be done in an efficient way, since the other parts of the
aperture can be left mapped on to the same parts of memory
as before the reallocation. On reallocation of the buffers foran
active aperture the data is synchronised by the network inter-
face under the control of the device driver between the two
ends. This is illustrated in FIG. 12.

[0208] FIG. 12a shows an initial situation, before realloca-
tion of buffers. In FIG. 124 a buffer 30 in memory space 31 is
mapped on to an aperture 32 in memory space 33. Suppose it
is desired to transfer a block of data at a location indicated by
shading at 34 in memory 31 to a location 35 in memory 33.
This could be done by copying that data into buffer 30. Alter-
natively, it could be done by reallocating the beers as shown in
FIG. 125. In FIG. 125 the buffers in memory space 31 have
been reassigned so that the aperture 32 excluding space 35
maps on to the same parts of memory 31 as before, but space
35 now maps on to a buffer at location 34. This involves
mapping aperture 32 on to three separate buffers 30a, 305 and
34 in memory space 31.

[0209] The buffer tables are valuable when used in a non-
memory-mapped system (i.e. one in which local memory and
remote memory are not mapped on to each other via aper-
tures).

[0210] First, the buffer tables can be used to allow data to be
transmitted without being copied from one memory location
to another to allow transmission to take place. If data that is to
be transmitted is stored at a set of contiguous locations in
memory then instead of copying that data to the region of
memory that is occupied by a pre-existing buffer table, one or
more buffer tables can be defined that encompass the loca-
tions where the data is currently stored. Then the NIC can be
commanded to transmit the data from those buffer tables. This
makes the transmission of data more efficient.

[0211] Second, buffer tables are useful when data is
received in the form of packets of a data length greater than
the page size of the system that is in use. Usually, contiguous
memory must be allocated to the receiving process in order
for such packets to be written to memory. However, such
packets can be written to two or more consecutive buffer
tables, avoiding the need for the receiving process to be
allocated contiguous blocks of memory larger than the page
size. This is especially useful in situations when the receiver
might not know in advance that such large packets will be
received.

[0212] Third, buffer tables are useful for permissions vali-
dation on transmission of data. When a buffer table is allo-
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cated, the NIC can store a record of which process, applica-
tion or thread that buffer table is allocated to. Then when the
NIC receives an instruction to transmit from that buffer table
it can verify that the instruction has come from the same entity
as that to which the table is allocated. Since the buffer table
was set up by the driver, rather than the application, it can be
trusted. The identity of the process, application or thread can
be identified from, for instance, the DMA queue that it uses to
command transmission. In contrast, ifa NIC is commanded to
transmit data from a memory region that has not previously
been defined to the NIC the NIC cannot check that the process
commanding the transmission is authorised to access that
region.

[0213] OnDMA transmission acommand can be sent to the
NIC to transmit data of a certain length starting from a certain
location in a buffer. If that length would go beyond the extend
of the buffer then the NIC could ignore that subsequent data.
However, instead it preferably continues from the next buffer
in sequence that is allocated to the same process, thread or
application as the buffer in which the start point is located. In
that way the DMA command can be simplified and blocks of
data greater than the buffer size can readily be transmitted in
single packets. Two routes can be used to transfer the data in
the reassigned buffer(s) to the destination. After the realloca-
tion has been made the process responsible for the realloca-
tion can issue a command to cause data from the newly
assigned buffer (34 in FIG. 12a) to be transmitted to the
remote data processor. Alternatively, the device driver could
be arranged to automatically synchronise the aperture after a
reassighment has been made, with one end of the aperture
taking priority so that its data overwrites that at the corre-
sponding locations at the other end of the mapping.

[0214] The present invention can be implemented in data
processing systems such as personal computers and servers,
and also in other equipment that need to transmit and/or
receive data such as dedicated network appliances and mul-
timedia terminals.

[0215] The techniques described above are not limited to
use with network interfaces. For example, the above tech-
nique of reassigning buffers using a buffer table could be used
to facilitate transferring data to other devices such as video or
sound cards.

[0216] The tables could be stored in the same or in different
physical memory as each other and as other user-level data in
the system. One or more, of the tables could be held in
physical memory on the network interface hardware.

[0217] The applicant hereby discloses in isolation each
individual feature described herein and any combination of
two or more such features, to the extent that such features or
combinations are capable of being carried out based on the
present specification as a whole in the light of the common
general knowledge of a person skilled in the art, irrespective
of whether such features or combinations of features solve
any problems disclosed herein, and without limitation to the
scope of the claims. The applicant indicates that aspects of the
present invention may consist of any such individual feature
or combination of features. In view of the foregoing descrip-
tion it will be evident to a person skilled in the art that various
modifications may be made within the scope of the invention.
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Section D
Data Transfer

[0218] This invention relates to a system suitable for use in
passing data over a network or other data channel.

[0219] When data is to be transferred between two devices
over a network, each of the devices must have a suitable
network interface to allow them to communicate across the
channel. The devices and their network interfaces use a pro-
tocol to form the data that is transmitted over the channel, so
that it can be decoded at the receiver. The data channel may be
considered to be or to form part of a network, and additional
devices may be connected to the network.

[0220] The Ethernet system is used for many networking
applications. Gigabit Ethernet is a high-speed version of the
Ethernet protocol, which is especially suitable for links that
require a large amount of bandwidth, such as links between
servers or between data processors in the same or different
enclosures. Devices that are to communicate over the Ether-
net system are equipped with network interfaces that are
capable of supporting the physical and logical requirements
of the Ethernet system. The physical hardware component of
network interfaces are referred to as network interface cards
(NICs), although they need not be in the form of cards: for
instance they could be in the form of integrated circuits (ICs)
and connectors fitted directly on to a motherboard.

[0221] Where data is to be transferred between cooperating
processors in a network, it is common to implement a
memory-mapped system. In a memory-mapped system com-
munication between the applications is achieved by virtue of
a portion of one application’s virtual address space being
mapped over the network on to another applicationoronto a
region of real memory. The “holes” in the address space
which form the mapping are termed apertures.

[0222] When data is being transmitted from an aperture of
one data processing system to an aperture of another data
processing system it is highly preferable to check that the
write of data is secure. It would therefore be desirable for the
systems to cooperate to enable checking of the integrity of the
write operation.

[0223] According to one aspect of the present invention
there is provided a data processing system comprising: a data
processor for executing instructions to support two or more
processes; memory for storing data; an interface whereby the
data processor can transmit data to a remote receiver; and a
configuration store storing definitions of a plurality of areas in
the memory, and for each one an identification of a process
associated therewith; the interface being responsive to receiv-
ing an instruction of a predetermined form from a process
supported by the data processor specifying data in one of the
areas to read the specified data from the area and transmit that
data to a remote receiver together with the identification of a
process stored for that area in the configuration store.

[0224] According to another aspect of the present invention
there is provided8. A data processing system comprising: a
data processor for executing instructions to support two or
more processes; memory for storing data; an interface
whereby the data processor can receive data from a remote
receiver; and a configuration store storing definitions of a
plurality of areas in the memory, and for each one an identi-
fication of a process on a remote receiver associated there-
with; the interface being responsive to receiving from the
remote receiver data directed to one of the areas together with
an identification of a process to check whether that identified
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process matches the identification of a process stored for that
one of the areas in the configuration store and only if it does
match to write that data to that configuration store.

[0225] Preferably the configuration store is local to the
interface.
[0226] Preferably the data processor implements a plurality

of queues for communication between the processes and the
interface, each queue being associated with a respective pro-
cess, and the interface is arranged to identify which process
an instruction is from by the queue on which it has received
the instruction.

[0227] Preferably the interface is arranged to read the data
from the area by direct memory access.

[0228] Preferably the interface is a network interface and is
arranged to transmit the data to the receiver by means of a
network protocol.

[0229] Preferably the network protocol is TCP/IP.

[0230] Preferably the interface is arranged to transmit the
data over Ethernet.

[0231] In the case of data reception references to transmit-
ting and reading can be substituted for references to receiving
and writing.

[0232] The present invention will now be described by way
of' example with reference to the accompanying drawings.
[0233] In the drawings:

[0234] FIG. 13 shows schematically the architecture of a
networked system;

[0235] FIG. 14 illustrates mapping apertures;

[0236] FIG. 15 shows examples of aperture and buffer
tables;

[0237] FIG. 16 shows an example of a queue table; and
[0238] FIG. 17 illustrates reassignment of buffers.

[0239] FIG. 13 shows schematically the architecture of a

networked system. The system comprises two data proces-
sors 10a, 105 (such as personal computers or servers), each of
which has a network interface 11a, 1156 (such as NIC). The
network interfaces are linked together over a data network 12.
The data network could be an Ethernet network (e.g. using
Gigabit Ethernet) or could employ any other suitable proto-
cols. Each data processor has an operating system 13a, 135
which includes a kernel 14a, 145 and a device driver 15a, 155
for controlling communications between the data processor
and its network interface. The operating system supports
applications or processes 16a, 165 running on the data pro-
cessor. A transport library 17a, 175 provides the applications/
processes with routines that can be used for controlling com-
munications over the network, and supervises
communications between the applications/processes and the
operating system. Each data processor has a memory 18a,
18b.

[0240] The network interfaces, the device drivers and the
transport library cooperate to allow applications to map
blocks of virtual memory of one of the data processors on to
physical memory of the other of the data processors. The
general principles behind such operation are described in WO
2004/025477 and W0O2004/080005, which should be read in
conjunction with the present application. When such a map-
ping has been established, one of the data processors can
write to or read from a part of the area of virtual memory and
this will have the effect of writing to or reading from the
corresponding part of the area of physical memory. Such an
arrangement is illustrated in FIG. 14, where a region of virtual
memory 20 in a first data processing system, running from
virtual memory location V, to virtual memory location V, is
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mapped on to a region of real memory 21 in another data
processing system, running from real memory location R, to
real memory location R;. If the first data processing system
reads from or writes to alocationV,, in the range from V to V,;
that has the effect of reading from or writing to the corre-
sponding location R, in the range from R, to R .

[0241] The operation of the system to support these map-
pings will now be described in more detail.

[0242] As is normal, the operating system of each data
processor allocates a unique identifying number to each pro-
cess running on that data processor. These numbers are used
to secure the operation of the system, ensuring that dataof one
process is not read or altered by another process. The means
of achieving this in the context of memory mappings will be
discussed below.

[0243] Ifaprocess running on one data processor wishes to
send data or read data using a mapping on to memory of the
other data processor it first establishes the mapping, defining
the environment in which that transfer can take place. The
establishment of the mapping involves setting up entries in
tables held by the data processors. Each data processor holds
two tables: an aperture table and a buffer table, which are
managed by its device driver 15. Together the tables define the
mappings that are currently established. Examples of such
tables are shown in FIG. 15.

[0244] The aperture table includes the following data for
each mapping:
[0245] 1. Local aperture index. This is an identitfying num-

ber for the local aperture, which is allocated by the local
device driver to be unique for the local data processor.
[0246] 2.Local ownership. This indicates the identity of the
process running on the local data processor that is entitled to
access the mapping. This will typically be the process that
created the mapping, but the right to access the mapping could
be passed from one process to another provided preferably
that that handover is performed in an authenticated manner
(i.e. with the authorization of the process passing the right) so
as to maintain security.

[0247] 3. Remote aperture index: This is an identifying
number for the aperture, which is allocated by the remote
device driver to be unique for the remote data processor, and
is transmitted by the remote data processor to the local data
processor when the mapping is established.

[0248] 4. Local buffer index(es). This indicates which of
the buffers in the local buffer table are associated with the
aperture. It should be noted that more than one local buffer
can be associated with an aperture. Where more than one
buffer is associated with an aperture, the associated buffers
are listed in the entry in the aperture table strictly in the order
in which they map on to the memory space represented by the
aperture. Instead of explicitly listing all the buffers in an
aperture a more compact encoding scheme can be used by
indicating a starting buffer and a size, it being implied that the
aperture is composed of the indicated buffer and subsequent
buffers in order up to the total indicated size.

[0249] 5. Sequence number. This indicates the serial num-
ber of the next packet to be processed locally for the aperture.
[0250] The buffer table maps which of the processes is
allocated to each buffer and holds the following information
for each buffer:

[0251] 1. Buffer index. This is an identitying number for
the buffer, which is unique for the local data processor. The
buffer is identified by this number in the buffer table index
field of the local aperture table.
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[0252] 2. Ownership. This indicates which local process
owns the buffer.

[0253] 3. Physical memory address. The buffer occupies a
contiguous block of physical memory, and this number indi-
cates where that block starts.

[0254] 4. Length. This indicates the length of the buffer in
memory.
[0255] Thesize of each buffer table entry is most preferably

chosen to match the page size of the host system: typically 4
kb. In that way a contiguous region of the application’s virtual
address space which is mapped onto a non-contiguous region
of physical memory can be represented by a sequence of
buffer table entries.

[0256] Inthe example of FIG. 15, local aperture 1 is owned
by process 8 and maps on to remote aperture number 5. The
local physical memory corresponding to that aperture con-
sists of XFFF bytes starting from physical address xB00O.
Local aperture number 3 is owned by process number 12 and
maps on to remote aperture number 1. The local physical
memory corresponding to that aperture consists of xA10
bytes starting at xDO0O followed by x8FF bytes starting at
xA000. Thus a single aperture can be mapped on to two or
more discontiguous blocks of physical memory. This pro-
vides great flexibility in the transfer of data. For example, if a
contiguous block of data at the transmitting end has to be
transmitted to discontiguous locations at the receiver, instead
of the transmitter having to issue multiple transmit instruc-
tions to transmit each block separately, the aperture can be
mapped on to discontiguous blocks at the receiver and then a
single transmit instruction for the whole block of data can be
issued by the transmitting process. One specific example of a
situation in which this would be useful is when cooperating
applications on the data processors have differently arranged
memory allocations.

[0257] The entries in the tables are set up when mappings
are established. The buffers allocated to an aperture can be
reassigned at one end or the other without re-establishing the
mapping.

[0258] The aperture and buffer tables (indicated at 19a, 195
in FIG. 13) are held in memory 18 local to the device driver
that manages them. The tables are stored in a region of the
memory that cannot be accessed directly by processes run-
ning on the local data processor. This is preferably achieved
by using built-in access control capabilities of the operating
system. The operating system is preferably capable of allo-
cating areas of the memory 18 to processes running on the
data processing system, and preventing other processes run-
ning on the same system from accessing that allocated
memory. In this way direct access to the area of memory that
stores the tables is preferably reserved to the local device
driver 15a, 1556 (although since the operating system is in
overall control it can also access the areas if required).
[0259] It will be appreciated that the tables can be set up in
any suitable way, but the following is an example of a process
for setting up a mapping between a process (Pa) running on a
first data processor (DPa) to a process (Pb) running on a
second data processor (DPb).

[0260] 1.Process Painitiates the establishment of the map-
ping by signalling its local device driver with details of the
locations in local physical memory of the buffer(s) that are to
be used for the mapping. The device driver checks that those
locations are owned by Pa. If they are it sets up a row in the
local buffer table for each of those buffers, and returns to the
application the index allocated to each buffer. The device
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driver also sets up a transmit queue in local memory that can
be used by the process for storing instructions defining the
data it wants to transmit. The device driver informs the net-
work interface belonging to DPa of the location of the queue
and the identity of the process that owns the queue. That
information is stored in a table in memory on the network
interface. An example of such a table is illustrated in FIG. 16.
It should be noted that since the device driver (as part of the
operating system) is trusted, the ownership of the transmit
queue by the appropriate process, and the ownership data
passed to the network interface in step 2 below can be trusted.

[0261] 2. Process Pa signals the device driver with the
buffer index(es) of the buffers that it wants to map over the
aperture, and details of the remote aperture on to which it
want to map those buffers. The device driver passes that data
to the local network interface, which signals with the remote
aperture to establish the mapping. To allow this to be done, the
process provides the following information: network address
(e.g. MAC address) of the data processor providing the other
side of the aperture (DPb), initial sequence number for seri-
ally numbering packets sent over the link, index number of
the aperture on DPb, length of the aperture, ownership data
identifying the process on DPa that is to use the aperture. The
network interface on DPa then contacts DPb via the supplied
network address to attempt to set up the mapping. DPb checks
that it has an aperture with the supplied index number and that
its length matches that supplied by DPa. DPb also receives
data identifying the process initiating the connection and
checks with the local process identified in the ownership bits
for the local aperture that it will permit that process on DPato
access the aperture. If that is permitted the network interface
of DPb signals its device driver to set up the appropriate row
in its aperture table by storing the initial sequence number,
remote aperture and remote ownership against that aperture.
The network interface of DPb then returns a success message
to the network interface of DPa. The network interface of DPa
informs its device driver, which sets up its aperture table by
storing the initial sequence number, remote aperture and
remote ownership, and signals the initiating process that the
aperture has been-set up successfully.

[0262] Inorder for process Pa to transmit data to DPa using
the mapping, it can either use PIO (programmed input-out-
put) or DMA (direct memory access). In PIO the CPU (cen-
tral processing unit) of DPa executes commands to retrieve
data from its local memory and supplies that data to the local
network interface for transmission. The network interface
receives the data pushed to it by the CPU and transmits it in
due course. In DMA the local network interface accesses the
local memory directly to pull data from the memory for
transmission. To achieve this the CPU transmits an instruc-
tion to the network interface which identifies an area in
memory that contains data to be transmitted. In due course the
network interface actions that instruction by reading the data
directly from the memory and transmitting it. It then returns a
message to the CPU to indicate that the transmission is com-
plete. PIO is advantageous for the transmission of small
amounts of data, since it involves simpler communication
between the CPU and the NIC. DMA is advantageous for
transmission of larger amounts of data since it reduces the
load on the CPU that would otherwise be involved in passing
the data to the NIC. It should be noted that both these routes
can be available simultaneously to a process for transmissions
over a single mapping. This means that when a process wants
to write to a remote location over the network it can select the
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most efficient means in each situation: for instance selecting
PIO for transmissions of short blocks of data, and selecting
DMA for transmission of longer blocks of data. It is conve-
nient to arrange the system so that for some or all apertures
not all parts of those apertures are accessible by PIO. The rest
of the aperture can then be accessed by the NIC only via
DMA. This economises on IO bus space since bus space only
needs to be allocated for those parts that are accessible by
PIO. A preferable arrangement is for all apertures greater than
a predetermined size to be treated in this way. A preferably
arrangement is for apertures that are being treated in this way
to have only their first page-sized region accessible by PIO.
[0263] For PIO, process Pa causes the processor of data
processor DPa to pass the data for transmission from local
memory to the network interface hardware. Such transferring
can be implemented using conventional PIO and will not be
described in more detail here. However, on receiving data by
PIO the network interface makes certain checks before send-
ing the data to the remote data processor DPb. The data is sent
by the process together with an indication of the aperture to
which itis to be applied and the offset in that aperture at which
it is to be applied. Using that data the network interface
checks:
[0264] a. that the process that has sent the data is identified
in the aperture table as owning the aperture to which the data
is to be applied,;
[0265] b. that the length of the data is not so great as to
overrun the end of the aperture starting from the offset point
in the aperture at which it is to be written.
[0266] Ifthose checks are satisfied then it transmits the data
to the remote terminal. At the remote terminal the remote NIC
looks up the address to issue on its IO bus in order to store the
received data from its buffer table.
[0267] For DMA the process adds a transmit command to
its transmit queue. The transmit command specifies the
intended destination of the data and could also include the
data itself or could include a pointer to the data in memory
(e.g. if DMA (direct memory access) by the network interface
is to be used to transfer the data to the interface). Here the
pointer would refer to a buffer table entry and offset, and the
transmitter’s DMA logic can check that the process sending
the transmit instruction “owns” the buffer table entry to which
the instruction refers. The latter option provides an efficient
way for the process to transmit large quantities of data that is
stored contiguously in physical memory. An example of the
transmission and reception process will now be described.
[0268] 1.Paadds atransmitcommand to its transmit queue.
The transmit command specifies:
[0269] a. Destination device. The identity of the network
device (DPb) to which the data is to be transmitted.
[0270] b. Destination aperture index. The index of the
aperture on DPb to which the data is to be applied.
[0271] c. Destination offset. The offset within that aper-
ture at which the data is to be applied.
[0272] d. Source buffer. The index of the local buffer
from which the data is to be transmitted.
[0273] e. Source offset. The offset within that buffer
from which the data is to be taken.
[0274] f. Length. The length of data to be take from that
offset point.
[0275] 2.The command istaken from the transmit queue by
the network interface of DPa. It could poll the queue periodi-
cally, or could be signalled with an interrupt when there is
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data on the queue. The network interface of DPa validates the
command by checking the following data using the local
buffer table:

[0276] a. that the ownership data for the specified buffer
(as stored in the local buffer table) indicate that the
buffer is owned by the same process as owns the transmit
queue from which the command was taken;

[0277] b.thatthe source offset point lies within the bufter
(i.e. source offset is not greater than the length of the
buffer); and

[0278] c. that the full length of the data to be transmitted
lies within the buffer (i.e. source offset plus length is not
greater than the length of the buffer.

[0279] If these tests are satisfied then at this point the
network interface can start retrieving data from the
buffer and preparing it for transmission.

[0280] 3. The network interface checks that the ownership
data for the specified aperture as stored in the local aperture
table indicate that the aperture is owned by the same process
as owns the transmit queue from which the command was
taken.

[0281] 4. If all the tests are satisfied the network interface
forms one or more packets to transmit the data to the desti-
nation. In addition to the usual packet contents each packet
includes fields indicating:

[0282] a. the identity of the process that owns the trans-
mit queue from which the command was taken;

[0283] b. the identity of the remote aperture to which the
data is to be applied; and

[0284] c. a sequence number specific to the aperture
mapping, allotted in numerical order and incremented in
the local aperture table after each packet has been trans-
mitted.

[0285] The packet may also indicate the location in the
aperture at which the data is to be applied. Alternatively the
first packet in the set indicates the offset and the length of data
to be sent and the payloads of the subsequent packets in the set
are applied consecutively to the remote aperture following on
from the payload of the first packet; and each packet in the set
has a field indicating which set it belongs to.

[0286] 5. At the receiver. DPb the network interface looks
up using its local aperture and buffer tables the physical
address of the destination offset point. This might not lie in
the first buffer allocated to the aperture if the destination
offset is greater than the length of the first allocated buffer.
Then each packet is processed in order of its sequence num-
ber, irrespective of the order in which the packets arrived. If a
packet is lost then the subsequent packets in the set are held
for a period of time pending retransmission of the lost packet.
For each packet the following checks are made:

[0287] a. that if the data from the packet were written to
its destination point in the aperture it would not extend
beyond the end of the aperture and/or the buffers allo-
cated to it;

[0288] b. that the ownership data in the packet matches
the remote ownership data for the mapping.

[0289] Those checks are intended to ensure that the data
from the packet will not be written into memory at a location
that is not authorised: they verify that the ownership data in
question is correct for the whole of the region where the data
is to be written. If those checks are satisfied then the network
interface of DPb writes the data to the memory at the locations
as determined from the tables.
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[0290] The buffer table could be split into two: one for use
in resolving incoming data, and one for use in validating the
security of outgoing data.

[0291] On transmission of data by DMA or PIO the trans-
mitting NIC can add to the transmitted packet an indication of
the process (e.g. thread or application) that has caused the
data to be transmitted. That can then be verified at the receiver
against data in its aperture table to check that the transmitting
process corresponds to the receiving aperture.

[0292] If there is a block of data in the memory which a
process wants to transmit to a remote data processor then the
process could copy that data into a previously allocated buffer
and then issue a command to transmit that data from the
buffer. However, if the block of data is large then it may be
more efficient to reallocate the process’s buffer(s) so that one
of the buffers encompasses the block of data that is to be
transmitted. This involves an overhead of reallocating the
buffers by causing the device driver to remap the relevant
rows of the buffer table and/or the aperture table, but it omits
the step of copying the data from one part of memory to
another. The use of separate buffer and aperture tables allows
this to be done in an efficient way, since the other parts of the
aperture can be left mapped on to the same parts of memory
as before the reallocation. On reallocation of the buffers for an
active aperture the data is synchronised by the network inter-
face under the control of the device driver between the two
ends. This is illustrated in FIG. 17.

[0293] FIG. 17a shows an initial situation, before realloca-
tion of buffers. In FIG. 17a a buffer 30 in memory space 31 is
mapped on to an aperture 32 in memory space 33. Suppose it
is desired to transfer a block of data at a location indicated by
shading at 34 in memory 31 to a location 35 in memory 33.
This could be done by copying that data into buffer 30. Alter-
natively, it could be done by reallocating the buffers as shown
in FIG. 175. In FIG. 175 the buffers in memory space 31 have
been reassigned so that the aperture 32 excluding space 35
maps on to the same parts of memory 31 as before, but space
35 now maps on to a buffer at location 34. This involves
mapping aperture 32 on to three separate bufters 30a, 305 and
34 in memory space 31.

[0294] The buffer tables are valuable when used in a non-
memory-mapped system (i.e. one in which local memory and
remote memory are not mapped on to each other via aper-
tures).

[0295] First, the buffer tables can be used to allow data to be
transmitted without being copied from one memory location
to another to allow transmission to take place. If data that is to
be transmitted is stored at a set of contiguous locations in
memory then instead of copying that data to the region of
memory that is occupied by a pre-existing buffer table, one or
more buffer tables can be defined that encompass the loca-
tions where the data is currently stored. Then the NIC can be
commanded to transmit the data from those buffer tables. This
makes the transmission of data more efficient.

[0296] Second, buffer tables are useful when data is
received in the form of packets of a data length greater than
the page size of the system that is in use. Usually, contiguous
memory must be allocated to the receiving process in order
for such packets to be written to memory. However, such
packets can be written to two or more consecutive buffer
tables, avoiding the need for the receiving process to be
allocated contiguous blocks of memory larger than the page
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size. This is especially useful in situations when the receiver
might not know in advance that such large packets will be
received.

[0297] Third, buffer tables are useful for permissions vali-
dation on transmission of data. When a buffer table is allo-
cated, the NIC can store a record of which process, applica-
tion or thread that buffer table is allocated to. Then when the
NIC receives an instruction to transmit from that buffer table
it can verify that the instruction has come from the same entity
as that to which the table is allocated. Since the buffer table
was set up by the driver, rather than the application, it can be
trusted. The identity of the process, application or thread can
be identified from, for instance, the DMA queue that it uses to
command transmission. In contrast, ifa NIC is commanded to
transmit data from a memory region that has not previously
been defined to the NIC the NIC cannot check that the process
commanding the transmission is authorised to access that
region.

[0298] OnDMA transmission acommand can be sent to the
NIC to transmit data of a certain length starting from a certain
location in a buffer. If that length would og beyond the extend
of the buffer then the NIC could ignore that subsequent data.
However, instead it preferably continues from the next buffer
in sequence that is allocated to the same process, thread or
application as the buffer in which the start point is located. In
that way the DMA command can be simplified and blocks of
data greater than the buffer size can readily be transmitted in
single packets. Two routes can be used to transfer the data in
the reassigned buffer(s) to the destination. After the realloca-
tion has been made the process responsible for the realloca-
tion can issue a command to cause data from the newly
assigned buffer (34 in FIG. 17a) to be transmitted to the
remote data processor. Alternatively, the device driver could
be arranged to automatically synchronise the aperture after a
reassignment has been made, with one end of the aperture
taking priority so that its data overwrites that at the corre-
sponding locations at the other end of the mapping.

[0299] The present invention can be implemented in data
processing systems such as personal computers and servers,
and also in other equipment that need to transmit and/or
receive data such as dedicated network appliances and mul-
timedia terminals.

[0300] The techniques described above are not limited to
use with network interfaces. For example, the above tech-
nique of reassigning buffers using a buffer table could be used
to facilitate transtferring data to other devices such as video or
sound cards.

[0301] The tables could be stored in the same or in different
physical memory as each other and as other user-level data in
the system. One or more of the tables could be held in physical
memory on the network interface hardware.

[0302] The applicant hereby discloses in isolation each
individual feature described herein and any combination of
two or more such features, to the extent that such features or
combinations are capable of being carried out based on the
present specification as a whole in the light of the common
general, knowledge of a person skilled in the art, irrespective
of whether such features or combinations of features solve
any problems disclosed herein, and without limitation to the
scope of the claims. The applicant indicates that aspects of the
present invention may consist of any such individual feature
or combination of features. In view of the foregoing descrip-
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tion it will be evident to a person skilled in the art that various
modifications may be made within the scope of the invention.

Section E

[0303] 308598

Signal Handling

[0304] The present invention relates to a signal handling
arrangement for a data processing system, and in particular to
delaying signals within a data processing system under cer-
tain system conditions:

[0305] FIG. 18 shows components of a data processing
system. The system comprises an application 1, an operating
system 3 and a library 2 in communication with each other.
The data processing system is suitable for connection to other
data processing systems by means of a network. A network
protocol such as transmission control protocol (TCP), or any
other Ethernet protocols including User Datagram Protocol
(UDP), Internet Control Message Protocol (ICMP) or Real-
Time Transport Protocol (RTP) could be used. Alternatively,
non-Ethernet protocols could be used.

[0306] Certain management functions of a computing
device are conventionally managed entirely by the operating
system. These functions typically, include basic control of
hardware (e.g. networking hardware) attached to the device.
When these functions are performed by the operating system
the state of the computing device’s interface with the hard-
ware is managed by and is directly accessible to the operating
system. A further typical function of the operating system is
processing data that is either received at or to be transmitted
from the device. Such data typically requires processing in
accordance with a data transfer protocol, such as TCP. An
alternative architecture involves performing at user-level cer-
tain functions which would conventionally be performed by
the operating system. Such a user-level architecture is
described in the applicant’s copending PCT applications WO
2004/079981 and WO 2005/104475. In a user-level architec-
ture at least some of the functions usuvally performed by the
operating system are performed by code running at user level,
and at least some of the state of the function can be stored by
the user-level code. This can cause difficulties when an appli-
cation performs an operation that requires the operating sys-
tem to interact with or have knowledge of that state.

[0307] Many operating system kernels (including Linux
and other UNIX variants) can be configured to act in accor-
dance with instructions from an application to automatically
pass asynchronous signals to the application on the occur-
rence of certain events. The signals thus represent notifica-
tions to the application of such events. For example, an appli-
cation may wish to receive regular signals, for example every
1 second, to update a user display, or it may wish to receive
signals each time a specified event occurs to update the user
display. The requirements of an application can be registered
with the operating system so that the operating system
becomes configured to send the signals as requested. The
registration process generally involves an instruction being
sent from the application to the operating system, followed by
an acknowledgement from the operating system to the appli-
cation to confirm that the request has been registered. In a
UNIX system the request/acknowledgement handshake may
take the form of a signal( ) system call.

[0308] Once the registration has been performed, the oper-
ating system will cause a corresponding routine to be
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executed each time the application receives a signal from the
operating system. Such a routine is generally known as a
signal handler. Continuing the above example, when a signal
is received at the application the signal handler routine will
access the necessary resource (such as a lock on shared
memory in the operating system) so that the user display can
be updated.

[0309] Other types of signalling handling routines can be
registered with the operating system by an application, such
as routines which perform read and write operations when
executed. An application may register with the operating
system to receive signals from the operating system each time
new data arrives for the application over a data network, and
the application could be configured so that receipt of such
signals invokes a routine for reading the new data.

[0310] Receipt ofan asynchronous signal at the application
can cause operations that are being carried out by the appli-
cation to be interrupted. The signal can automatically cause
execution of the signal handler such that other operations in
progress will temporarily be halted until the signal handler
has been successfully executed.

[0311] A problem can arise with the use of asynchronous
signal handlers in a system having a user-level architecture as
described above. The asynchronous signals may arrive at the
application at a time when the user-level library such as a
transport library is accessing a shared resource, such as
shared memory requiring a lock for access, on behalf of the
application. In this case, a deadlock can occur because the
receipt of the asynchronous signal triggers execution of the
associated signal handler routine, which could involve
accessing the same resource. However, since the library is
controlling the access to the resource, the application may not
be aware that the resource is already in use. For example, the
library could be reading data from shared memory in
response to an instruction from the application, and would
thus have a lock on the shared memory. If the application had
previously registered a signal handler with the operating sys-
tem for triggering read operations, then receipt of an asyn-
chronous signal at this time would cause the signal handler to
attempt to gain access to the lock by means of an instruction
to the library. The processing being carried out by the library
would be interrupted as a result of the arrival of the signal,
causing the library to retain the lock until execution of the
signal handler is completed. However, the signal handler
would be unable to execute until the library released the lock;
operation of the signal handler and the library would therefore
stall.

[0312] In order to limit the occurrence of such deadlocks,
the use of signal handlers tends to be restricted for triggering
only certain operations which would not cause resource con-
flicts such as that described above. The signal handler can be
written to be reentrant in order to deal with the possibility of
receiving signals from the operating system at unpredictable
times, and the signal handler can also be written such that it
can call only reentrant code.

[0313] However, this can lead to a situation in which the use
of asynchronous signal handlers is severely limited, which
may be inconvenient. It can be particularly inconvenient for
libraries which can be linked against arbitrary applications,
since it effectively means that most libraries are unable to
make use of asynchronous signals.

[0314] Also, in general there are some operations which are
normally disallowed by a signal handler in order to prevent
such deadlock issues. If a library shared between applications
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changes the behaviour of a previously allowed operation into
a disallowed operation then a previously functional signal
handler could be then be caused to deadlock. Because such
signal handlers are generally part of an application and not
modifiable by the application there is a need to prevent dead-
lock in such circumstances.

[0315] It is therefore desirable to provide a means for han-
dling signals in data processing systems which overcomes the
above disadvantages.

[0316] According to a first aspect of the present invention
there is provided a signal handling arrangement for a data
processing system that has an application, a first routine, and
an operating system capable of being configured to automati-
cally send signals to routines external to the operating system
for initiating execution of the said routines, wherein the first
routine is such that execution thereof requires access to a
resource, the signal handling arrangement being arranged to:
determine whether the resource is available; and if such deter-
mination is negative, delay signals from the operating system
for initiating execution of the first routine.

[0317] Embodiments of the invention can thus defer the
execution of signal handlers until a non-reentrant routine has
been completed.

[0318] The signals from the operating system for initiating
execution of the first routine could be asynchronous.

[0319] The said determining preferably comprises deter-
mining whether the resource is in use by an application.
[0320] The operating system could be capable of being
configured by means of instructions to send signals for initi-
ating execution of the first routine in response to conditions
specified in the instructions. The signal handling arrangement
could be further arranged to intercept such instructions sent
from an application, modify the instructions, and pass the
modified instructions to the operating system so as to config-
ure the operating system to send to the signal handling
arrangement signals for initiating execution of the first rou-
tine in response to the conditions specified in the instructions.
[0321] The signal handling arrangement could also be
arranged to, if the determination is negative, signal the first
routine to cause execution thereof when the resource becomes
available.

[0322] The signal handling arrangement is preferably
arranged to maintain a memory location for indicating the
availability of the resource, and the said determining prefer-
ably comprises accessing the memory location.

[0323] The signal handling arrangement could be further
arranged to, when a second routine begins, the second routine
being such that execution thereof requires access to the
resource, store in the memory location an indicator of a posi-
tion in a stack indicating the address to which processing
control is to return when the second routine is completed. The
signal handling arrangement could be arranged to, when the
second routine begins, store at the said position in the stack an
indicator of an address of a routine for signalling the first
routine to initiate execution thereof, whereby the first routine
may be automatically signalled to initiate execution thereof'in
response to completion of the second routine.

[0324] The signal handling arrangement may be further
arranged to, in response to completion of the second routine,
store in the memory location an indication that the resource is
available.

[0325] The data processing system preferably implements
a user-level networking stack. The data processing system
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also preferably comprises a library. The user-level stack may
be implemented by means of the library.

[0326] The signal handling arrangement cold be imple-
mented at least partly by the library, and/or at least partly by
the application.

[0327] The resource may be non-reentrant.
[0328] The application could include the first routine.
[0329] According to a second aspect of the present inven-

tion there is provided a data processing system having an
application, a first routine, an operating system, and a signal
handling arrangement, wherein the operating system if
capable of being configured to automatically send signals to
routines external to the operating system for initiating execu-
tion of the said routines, and wherein the first routine is such
that execution thereof requires access to a resource, the signal
handling arrangement being arranged to: determine whether
the resource is available; and if such determination is nega-
tive, delay signals from the operating system for initiating
execution of the first routine.

[0330] According to a third aspect of the present invention
there is provided a data carrier carrying a signal handling
arrangement for a data processing system that has an appli-
cation, a first routine, and an operating system capable of
being configured to automatically send signals to routines
external to the operating system for initiating execution of the
said routines, wherein the first routine is such that execution
thereof requires access to a resource, the signal handling
arrangement being arranged to: determine whether the
resource is available; and if such determination is negative,
delay signals from the operating system for initiating execu-
tion of the first routine.

[0331] The present invention will now be described by way
of example with reference to the accompanying drawings, in
which:

[0332] FIG. 18 shows a data processing system;

[0333] FIG. 19 shows schematically a series of events in a
data processing system; and

[0334] FIG. 20 is a detailed illustration of events for defer-
ring execution of a signal handling routine.

[0335] An exemplary delay mechanism in accordance with
an embodiment of the present invention is illustrated in FIG.
18. First, an instruction 10 is sent from the application 1 to the
operating system 3 to register at the operating system a signal
handler 1a within the application, to which asynchronous
signals are to be sent at certain time intervals defined in the
instruction, or on the occurrence of events defined in the
instruction. This instruction could then be acknowledged by
the operating system.

[0336] FIG. 19 shows in more detail a series of events
associated with the sending of an asynchronous signal in an
embodiment of the invention. The instruction 10 from the
application to the operating system is intercepted 20 by the
library 2. The library may be configured to intercept all sig-
nals sent from the application, or it may be configured to
recognise indicators, such as file descriptors, incorporated in
signals sent from the application to identify those it wishes to
capture. By intercepting the flow of signals between the appli-
cation and the operating system the library is enabled to exert
some control over the interaction between the application and
the operating system. In the present example, the library
modifies the intercepted instruction 10 so as to cause it to
instruct the operating system to send asynchronous signals to
the library itself, rather than to the application, at the specified
instances. In this way, the library may prevent the automatic
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execution of the signal handler 1a in response to passing an
asynchronous signal from the operating system and instead
defer the execution of the signal handler until any potential
resource conflict has been removed.

[0337] Inthe preferred embodiment, the modification 20 of
the instruction includes causing a signal deferral routine 11 to
be registered at the operating system instead of the signal
handler 1a requested by the application. The signal deferral
routine will then be executed when an asynchronous signal
triggered by the instruction 11 is received at the library.
[0338] Thelibrary is configured to make a check, each time
it receives an asynchronous signal 12, as to whether a routine
is currently being executed which requires access to the same
non-reentrant resource which would be required for execu-
tion of the signal handler. In other words, it checks whether a
deadlock situation could arise if the signal handler were
immediately executed. In the event that the resource is not
available the signal 12 is delayed until the resource becomes
available, and then passed to the signal handler 14 to trigger
execution of the signal handler routine. The resource may be
dedicated to the application 1, so that it is usable only by the
library and the application itself.

[0339] A non-reentrant resource will generally be non-re-
entrant in the sense that the system cannot safely permit
multiple threads to access the resource at once. For example,
the resource could be a data store that stores a data value that
needs to be read and whose value then needs to be relied upon
during a subsequent operation. One example is where the
resource is data that has been received or that represents data
that has been received over a network. A process that is to
utilise that data may need to be able to rely on the data not
being utilised by another process. In general, the term non-
reentrant resource may be applied to a resource that is treated
such that it cannot be accessed simultaneously by more than
one process or routine. A resource could be memory space,
processing capacity, a network connection, or in general any-
thing that may be required for a function to be performed in a
data processing system. The term routine could be applied to
any series of instructions within a data processing system.
[0340] A simple flag could be maintained to indicate the
availability of the resource: for example, a bit set to 1 could
indicate that the resource is in use while a 0 indicates that it is
not in use. However, in the preferred embodiment, the library
maintains a deferral hook 4 to show the availability of the
resource. The deferral hook is a memory location, which
could be in the operating system or in any other location,
providing that it is accessible to the signal deferral routine so
that when the signal deferral routine is called by the operating
system by means of an asynchronous signal 12 it can access
the deferral hook to determine the availability of the resource.
The deferral hook is written to at the start and end of any
routine which uses the required resource, to indicate whether
or not the resource is in use.

[0341] When the resource is available, the deferral hook is
set to zero; in this case, the asynchronous signal 12 received
at the library will be passed immediately to the signal handler
1a. The signal handler will then execute as normal. However,
when the resource is in use, the user-level stack is modified so
as to cause a deferral routine. At the start of any routine
requiring access to the resource, the deferral hook is set to
contain a pointer to a position in the user-level stack. The
address that was previously stored at that position (i.e. the
return address for the currently executing routine) is moved to
anew location, the “deferred return address”, and is replaced
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by a pointer to another routine, the “deferred signal stub”. In
this way, when the currently executing routine completes, the
deferred signal stub will be called. Execution of the deferred
signal stub effects the sending of the signal 12 to the signal
handler 1a when the resource becomes available, and subse-
quently causes the processor to jump to the deferred return
address containing the proper return address.

[0342] The steps of the preferred deferral routine are sum-
marised in FIG. 19 as follows: starting from the top of the
figure, a registration request 10 is sent from the application.
The library then intercepts the request and modifies it (20)
before passing it to the operating system (11). In this way, the
library has ensured that asynchronous signals will be sent
directly to it.

[0343] Next, when an asynchronous signal 12 is received at
the library, the library inspects the deferral hook 21.

[0344] The lower left portion of FIG. 19 illustrates the
scenario in which the deferral hook is set to zero. In this case,
the asynchronous signal is passed directly to the signal han-
dler (13) so that the signal handler executes as normal.
[0345] The lower right portion of FIG. 19 illustrates the
scenario in which the deferral hook is set to contain the
address ot a position in the stack which points to the deferred
signal stub (denoted simply as “1” in FIG. 19). This stub then
executes so that when the current routine ends the asynchro-
nous signal is caused to be passed to the signal handler in the
application (13).

[0346] FIG. 20 shows the process of registering and defer-
ring asynchronous signal handling in more detail.

[0347] First, when an asynchronous signal handler is reg-
istered with the operating system 100, rather than the address
ofthe signal handler 101 that is being registered being written
to the signal handler record 102 in the operating system, the
address of a signal deferral routine 107 is written to that
location instead. This has the effect that when an asynchro-
nous signal is transmitted from the operating system the sig-
nal deferral routine will be executed instead of the asynchro-
nous signal handler. The request to register the asynchronous
signal handler is intercepted by the library and in addition to
configuring the signal handler record 102 as described above
it configures the signal deferral routine 107 and a deferred
signal stub 108 for addressing the signal handler 101 identi-
fied in the request.

[0348] Second, when a non-reentrant routine that is to
cause the signal handler to be deferred is executed it writes the
address 103 of the location 104 on the stack 105 of its return
address to a deferral hook memory location 106. When the
routine completes it writes zero to location 106. The deferral
hook acts as a marker showing whether execution of the
asynchronous signal handler is to be deferred or not.

[0349] Once the system has been configured in this way the
signal deferral routine and a deferred signal stub 108 auto-
matically handle the execution and if necessary deferral of the
execution of the asynchronous signal handler. When the asyn-
chronous signal handler is called (step 120) the location 102
points to the signal deferral routine 107, which is then
executed. (Step 121). The signal deferral routine checks the
content of the deferral hook 106. (Step 122). If the content is
zero then the non-reentrant routine is not in use and so the
signal deferral routine calls the asynchronous signal handler
101 (step 123), thus satistying the call to the asynchronous
signal handler. If the content is not zero then the execution of
the asynchronous signal handler must be deferred. The signal
deferral routine reads the content of the stack at the location
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104 indicated by the deferral hook and writes it to a deferred
return address memory location 109. (Step 124). The signal
deferral routine then stores the location of the deferred signal
stub 108 at that location 104 on the stack. (Step 125). As a
result, when the non-reentrant routine exits the deferred sig-
nal stub 108 will be executed. (Step 126). The deferred signal
stub calls the asynchronous signal handler (step 127) and then
passes execution to the address stored in the deferred return
address 109. In this way the asynchronous signal handler is
executed automatically when the non-reentrant routine exits,
and control is subsequently passed automatically as if the
routine had exited normally.

[0350] At the start and end of routines using the resource,
writing to the deferral hook may be performed by the oper-
ating system, in accordance with prior instructions from the
library.

[0351] It will be understood by the skilled person that the
sequence of events described in relation to the preferred
embodiment need not be implemented as described in order
to achieve advantages. Any means for recording whether or
not a contentious resource is available could enable embodi-
ments of the invention to delay asynchronous signals when
the resource is busy while permitting them to pass to the
signal handler when it is free. In one embodiment, when an
attempt is made to execute a signal handler routine but the
necessary resource is unavailable, an indication could be
stored to indicate that the signal handler is awaiting a call to
initiate its execution. When the current routine exits, the
signal handling arrangement of this embodiment could check
whether there are any signal handler routines waiting and, if
s0, call one of the waiting signal handlers to trigger its execu-
tion. It will be understood that signal handling arrangements
of embodiments of the invention could be implemented in
software or in hardware, at the application or at the library, or
at any other suitable location.

[0352] Itcan be seen that embodiments of the invention can
permit less restricted use of asynchronous signals in a data
processing system. In addition, in the preferred embodiment
deferred signals are guaranteed to run in the thread in which
they execute since a new thread need not be created to run the
deferred signal handler because it is run in the context of and
at the time as the function which is holding the contended
resource.

[0353] The applicant hereby discloses in isolation each
individual feature described herein and any combination of
two or more such features, to the extent that such features or
combinations are capable of being carried out based on the
present specification as a whole in the light of the common
general knowledge of a person skilled in the art, irrespective
of whether such features or combinations of features solve
any problems disclosed herein, and without limitation to the
scope of the claims. The applicant indicates that aspects of the
present invention may consist of any such individual feature
or combination of features. In view of the foregoing descrip-
tion it will be evident to a person skilled in the art that various
modifications may be made within the scope of the invention.

Section F
Processing Network Traffic

[0354] This invention relates to processing network traffic
in a data processing system.
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[0355] FIG. 21 shows a data processing system 1 for send-
ing and receiving data over a network 2. The data processing
system comprises a base processing section 3 and a network
interface device 4.

[0356] In the hardware domain the base processing section
comprises a central processing unit (CPU) 5, a working
memory 6 and a non-volatile program store 7. The non-
volatile store stores program code which can be loaded into
the memory 6 and executed by the CPU. The memory 6 can
also be used as working memory for storing data that is being
processed by the program code.

[0357] In the software domain the base processing section
supports an operating system 8 and one or more application
programs 9. The operating system operates in the normal way
to support the application programs, and control access by the
applications to hardware resources such as the memory 6 and
the network interface device 4.

[0358] The network interface device 4 comprises a proces-
sor 10 and a memory 11 which are arranged for processing
network traffic being transmitted or received over the network
2. The network interface device also has a physical interface
12 for converting to the physical specifications of the net-
work. The network device enables the data processing system
1 to communicate over the network with remote hosts such as
host 13. The network interface device could be implemented
in any convenient way: for instance as a stand-alone unit, as a
plug-in card or directly on a motherboard of the data process-
ing system 1. However it is implemented, the network device
may conveniently be termed a network interface card (NIC).
[0359] There is typically a protocol specified for commu-
nications over the network. The protocol conventionally
includes a specification of how traffic data is to be carried, and
also how control functions are to be implemented. Control
functions typically include error checking, retransmission
requests and responses, flow control and basic network mes-
sages such as those for identifying whether a host is active or
reachable. When traffic data is to be transmitted from a host
that must be done in accordance with the protocol. That
typically includes encapsulating the traffic data according to
the protocol, for example in packets of a specified format
having suitable error checking data; transmitting the data in
accordance with any flow control messages from the receiver,
and performing any retransmissions of lost or corrupted data
as required in accordance with the protocol. Similarly, when
traffic data into be received the raw data received from the
network must first be processed in accordance with the pro-
tocol to check its integrity, request retransmission if neces-
sary, and to reassemble the traffic data in the correct order for
presentation to the entity in the receiver that is to handle the
traffic data. The processing of data in accordance with the
protocol for transmission or reception is termed protocol
processing.

[0360] Unit 14 is not present in a conventional system and
will not be described here.

[0361] A number ofroutes have been proposed for protocol
processing in a system of the type illustrated in FIG. 21.
[0362] The normal route is for protocol processing to be
performed by the operating system 8. On data transmission an
application calls the operating system with a command that
specifies traffic data to be transmitted. In response to that
command the operating system performs protocol processing
of the traffic data and causes it to be transmitted via the NIC.
Any necessary retransmissions are handled automatically by
the operating system once transmission has been initiated by
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the command from the application. On data reception the NIC
receives data, writes it to a pre-defined location in memory 6
and then sets an interrupt on the base processing section 3. In
response to the interrupt the operating system performs pro-
tocol processing of the received data. The received data might
not contain traffic data, but if it does the operating system
reassembles the traffic data and makes it available to the
appropriate application.

[0363] The normal route has a number of disadvantages.
One significant disadvantage is the need for context switching
whenever data is received from the NIC. When the data is
received the processor 5 may be executing a program thread.
That thread must be temporarily suspended and a new thread
executed in order to allow the operating system to process the
received data. Then the original thread is resumed. This
switching of threads significantly reduces the performance of
the data processing system. Another issue is that the use of
interrupts and system calls for signalling the operating system
uses up system resources.

[0364] Another known route which addresses these prob-
lems is to perform protocol processing on the NIC instead of
by the operating system. This reduces the load on the operat-
ing system and avoids the need for context switching when
data is to be protocol processed. However, this route intro-
duces other disadvantages, most significantly that applica-
tions that are to send and receive data by this route cannot use
the standard API (application programming interface);
instead they must use a specific API that enables them to
communicate specially with the NIC. Also new protocols
(such as Infiniband and iWARP/SDP) are generally required
which add significant complexity to the control and data plane
protocols over and above the standard Internet and Ethernet
protocols. Information on Infiniband is available from infini-
bandta.org. Information on iWARP is available from rdma-
consortium.org.

[0365] There is therefore a need for an improved means of
performing protocol processing.

[0366] According to the present invention there is provided
a data processing system for receiving data from a network,
and processing that data in accordance with a network proto-
col to extract traffic data therefrom, the data processing sys-
tem having: a memory; a network interface for receiving the
data from the network and storing it in the memory; an oper-
ating system for supporting one or more applications; and a
protocol processing entity, the protocol processing entity
being arranged to perform protocol processing of data in the
memory in response to signalling from an application sup-
ported by the operating system.

[0367] Preferably the protocol processing entity is a soft-
ware entity that runs at a higher level than the operating
system, most preferably at user level.

[0368] The protocol proceeding entity is conveniently con-
stituted by a function library, most preferably a library acti-
vated through a dynamic runtime linkage.

[0369] Preferably the protocol proceeding entity provides
an application programming interface (API).

[0370] Preferably the memory comprises a plurality of
buffers each associated with a respective endpoint of the data
processing system.

[0371] Preferably the memory comprises a buffer for stor-
ing data indicating events, and the network interface device is
arranged to, on receiving data from the network, store it in the
memory and also store data indicating a corresponding event
in the event buffer.
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[0372] Preferably the protocol processing entity is arranged
to perform protocol processing of data in the memory in
response to signalling from an application to request whether
data is available for one or more endpoints. Most preferably
the said signalling is a select( ) and/or a poll( ) call.

[0373] Preferably the callis resolved by the data processing
system by means of a static linkage. Alternatively the call may
be resolved by the data processing system by means of a
dynamic linkage.

[0374] Preferably the protocol processing entity is arranged
to perform protocol processing of data in the context of the
entity that signalled it to do so. The said entity may be a thread
of the application.

[0375] Preferably the network protocol is TCP/IP. Alterna-
tively it may be UDP/IP or any other suitable protocol, includ-
ing non-IP protocols.

[0376] The protocol processing entity is conveniently an
APIL.

[0377] The said signalling is preferably a function call.
[0378] The protocol processing entity preferably supports

BSD, Posix or Winsock network sockets The present inven-
tion will now be described by way of example with reference
to the accompanying drawings.

[0379] In the drawings:

[0380] FIG. 21 illustrates the architecture of a data process-
ing system; and

[0381] FIG. 22 illustrates protocol processing.

[0382] The present invention is applicable to a system of
the type illustrated in FIG. 21.

[0383] FIG. 21 shows a library 14 which implements an
API. The library provides a set of functions that can be called
by applications. The functions include functions for transmit-
ting and receiving data. The library is not a part of the oper-
ating system. The library runs at user level: i.e. it has user-
level privileges allocated to it by the operating system.
[0384] FIG.22illustrates a scheme for protocol processing.
In this scheme memory space storing the state of a protocol
stack 15 and buffers 16 for holding data before and after
protocol processing are assigned in memory 6 of the data
processing system. Regions 15 and 16 are assigned by the
operating system as being owned by and accessible to the
library 14. The library performs protocol processing of data in
the buffers 16 in accordance with the state of the stack Thus,
in this system it is the API/library 14, not the operating system
or the NIC that performs protocol processing. This has a
number of advantages, as will be identified below.

[0385] Communication between the library and the NIC
occurs in a number of ways. The buffers 16 are of two types:
data buffers and event buftfers. The event buffers are used by
the NIC to signal to the library that events such as the receipt
of data have occurred. When the NIC wishes to communicate
to the library it can write received data to a data buffer and/or
write an event to an event buffer. When the library wishes to
communicate to the NIC it can pass a command to the NIC.
Data that is to be processed can be provided to the NIC either
as an operand to a command or by writing it to a buffer and
issuing a command to the NIC that points it to that buffer.
[0386] In practice the data processing system may imple-
ment a number of logical endpoints for data. Typically these
will be constituted by applications or threads and will be
associated with a feature of the data that is received from the
network for that endpoint. For instance, each endpoint may be
allocated a port number in accordance with the protocol,
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allowing data received for that endpoint to, be identified by its
port number. It is convenient to allocate a respective data
buffer to each endpoint.

[0387] The operation of the system will now be described.
[0388] When data is received from the network by the NIC
4 the NIC identifies which endpoint the data is for, and writes
the data to the appropriate buffer. It also writes an event to the
event buffer. The event is a data unit of a predefined format
that indicates to the library that data has been received. Alter-
natively, an application specified tag may help with upper
layer demultiplexing. The event may include information
such as the time when the data was received and the buffer it
has been written to. The event buffer acts to provide a queue
of'events that can be actioned by the library when required.
[0389] During normal operation the library does not auto-
matically process received data in response to its being writ-
ten to a buffer or in response to an event being added to the
event queue. The received data therefore sits in the data buffer
without protocol processing being performed on it. However;
when an application wishes to receive data it signals the
library. Normally the application will first issue a command
such as a poll( ) call to check whether there is any traffic data
available for it. The poll( ) call will typically specify an
endpoint for which the application is requesting data; if not it
is deemed to specify all available endpoints. The poll() call is
handled by the library 14. In response to that call the library
automatically performs protocol processing on received data
that could be for the specified endpoint. It returns an indica-
tion of whether any data is available or not. The application
can then either request available traffic data from the library
or read it directly from the appropriate buffer. Thus, for
received data the protocol processing is carried out by the
library 14, at user level, in response to a request or command
received from an application. It is not driven by the receipt of
data.

[0390] When commanded by the application the library can
identify data that is to be processed in a number of ways. One
option is to scan the event queue for events that indicate that
data is available for the specified endpoint, and action any
such events. An event is actioned by protocol processing the
raw received data to which they relate, and deleting the event
from the bufter. Another option is to action all events in the
queue. Another option is to protocol process all raw received
data in the buffer that relates to the specified endpoint.
[0391] The protocol may have explicit or implicit rules that
govern timely processing of received data. For example, it
may be that if received data is not acknowledged within a
certain period then the transmitter will retransmit it. To com-
ply with these rules the system may be arranged to automati-
cally perform protocol processing if a set time limit since the
last protocol processing is reached. This may be achieved by
an application-level timer thread that runs on the system, or
by a timer to which the operating system is responsive to
signal the library to perform protocol processing. Further
information on the implementation of such a system is dis-
closed in WO 2005/104475.

[0392] When traffic data is to be transmitted the application
provides it to the library by means of a conventional transmit
command. The library then writes the traffic data to a data
buffer, performs protocol processing on it and signals the NIC
to transmit it.

[0393] The protocol processing performed when the library
is triggered by an application need not, be limited to the
extraction of traffic data from raw received data. The protocol
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processing will preferably also deal with the handling of
control data, for instance the sending of acknowledgements
or retransmission requests and handling flow control data.
The library may be arranged to perform protocol processing
for receiving and not transmitting when it receives a request
from an application for received data, or for an indication of
whether received data is available for that application. Alter-
natively it may perform both transmit and receive protocol
processing at that point.

[0394] The system described above has a number of advan-
tages over, prior art systems.

[0395] The protocol processing (typically TCP/IP and
UDP/IP protocol processing) of raw received data and of
traffic data that is to be transmitted is performed in response
to requests from applications rather than in response to the
receipt of data. This can reduce the need for context switching
both between user and kernel context or between threads in a
user-level library. Multiple blocks of raw data can be received
and stored in the data buffers, but protocol processing need
not be performed after each one arrives. Instead, protocol
processing can be performed for all those blocks together,
when initiated by an application’s request for data. This
agglomeration of the protocol processing operations also
results in a reduction in the number of transfers of data
between the cache of the processor 5 and the data buffers. The
system can provide these advantages whilst applying the
same network protocols, packet formats and control plane
protocols as would be required to communicate with the NIC
in a prior art system.

[0396] Because the NIC signals the library using events on
the event queue, rather than by means of interrupts, the num-
ber of interrupts raised by the system can be greatly reduced
leading to improved application performance.

[0397] Since the library runs at user level, there is no need
for the applications to use syscalls to communicate with it.
This can result in improved cache behaviour for applications.
[0398] The APIimplemented by the library 14 is preferably
the same as that normally used by applications to transmit and
receive data in the environment in question. This avoids the
need for the applications to be altered to operate with the
library. This can be achieved by remapping of the standard
functions that are available to an application (such as LIBC in
a Linux environment) to point to the library 14, or by the
interception or redirection to the library 14 of calls or func-
tions that it needs to provide in order to implement the system
described above.

[0399] The library is preferably not inherently threaded.
This means that under normal circumstances, transport pro-
tocol processing will be carried out in the context of the
application’s thread which is calling into the transport library.
This tends to result in the loading of data into the cache of the
CPU which will subsequently process the data just before the
processing (by the application) takes place. This means that
the data tends not to make multiple traversals of the memory
10 plane and so performance can be improved.

[0400] The library preferably implements a interface of the
type conventionally known as a sockets interface. The sockets
interface may comply with Posix P1003.1g or the like, or may
be a variant as often used on conventional operating systems
such as Linux, Windows and Solaris. Examples of suitable
interfaces include BSD or BSD-like interfaces and Winsock
interfaces. The library is conveniently implemented as a
dynamic runtime library, through a dynamic runtime linkage.
In the case of Unix or Unix-like environments such as Linux
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the linkage environment may conveniently be adopted
through a preload mechanism. In the case of Windows or
Windows-like environments it may be implemented by the
library registering with the system as a WSP (winsock service
provider).

[0401] The network protocol could be any suitable proto-
col. Examples include UDP/IP and TCP/IP.

[0402] The present application should be read in conjunc-
tion with the applicant/assignee’s co-pending applications.

[0403] The applicant hereby discloses in isolation each
individual feature described herein and any combination of
two or more such features, to the extent that such features or
combinations are capable of being carried out based on the
present specification as a whole in the light of the common
general knowledge of a person skilled in the art, irrespective
of whether such features or combinations of features solve
any problems disclosed herein, and without limitation to the
scope of the claims. The applicant indicates that aspects of the
present invention may consist of any such individual feature
or combination of features. In view of the foregoing descrip-
tion it will be evident to a person skilled in the art that various
modifications may be made within the scope of the invention.

Section G
Fragmenting Data Units

[0404] This invention relates to data transfer protocols, for
example protocols suitable for carrying packets over data
networks.

[0405] One common example of a protocol stack for data
networking involves TCP (transmission control protocol) or
UDP (user datagram protocol) as a transport protocol, IP
(internet protocol) as a network protocol and Ethernet as a
data link protocol. In this stack traffic data that is to be trans-
mitted is formed into one or more TCP or UDP packets, which
are encapsulated in IP packets. The IP packets are sent from a
source device which is identified by a source network address
to a destination device which is identified by a destination
network address. Each device may support one or more enti-
ties that generate or consume the traffic data. For example, a
device may support multiple applications each of which is
required to transmit or receive data independently of the
others. These entities are identified by port numbers. The full
source point or destination point of the traffic data contained
in a packet is therefore specified by a network address and a
port number.

[0406] Each TCP or UDP packet has a header that includes
data that indicates the port on the source device from which
the traffic data carried as the payload of the packet has come
(“source port”), and data that indicates the port on the desti-
nation device for which the payload of the packet is intended
(“destination port”). The TCP or UDP packet is then encap-
sulated in an IP packet. The IP packet has a header that
includes data that indicates the address of the source device
(“source address™), and data that indicates the address of the
destination device (“destination address”). This structure
illustrated in FIG. 23. FIG. 23 shows an IP packet 40 includ-
ing a header 41 and a payload 42. The payload 42 contains a
UDBP packet 43 having a header 44 and a payload 45. The IP
packet is transmitted via Ethernet from the source device to
the destination device, where the payload is extracted and
applied to the appropriate entity according to the specified
port number.
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[0407] Like many other data link protocols, the Ethernet
protocol specifies a maximum size of packet that can be
transmitted over it. In the conventional TCP/UDP-IP-Ether-
net protocol stack this limitation is handled at the IP layer. If
the TCP or UDP packet that is passed to the IP layer is too
large for transmission over Ethernet then it is fragmented by
the IP layer into multiple IP packets. These are then recom-
bined by the IP layer of the destination device. Each fragmen-
tary IP packet includes an IP header. The IP header specifies
the destination address and includes data that enable the des-
tination, device to identify that the packets have been frag-
mented and to recombine them in the correct order. All the
fragmentary packets resulting from the fragmentation of a
common original packet will have a fragmentation identifi-
cation field set to a common value. A series of fragmentary
packets is illustrated in FIG. 24. In FIG. 24 a UDP packet 50
is split into a number of fragments 51-53 for transmission in
a series of IP packets including packets 54 and 55. Only one
ofthe IP packets (packet 54) includes the UDP header 56. The
packets might not arrive at the receiver in the same order as
they were sent in, and the packets might be transmitted out of
order: for example Linux transmits the fragmentary packets
in the reverse order, so that the fragmentary packet 54 that
contains the UDP header 56 is transmitted last.

[0408] In practice, fragmentation does not happen for TCP
packets because TCP also includes a mechanism for voiding
over-sized packets. UDP, on the other hand, does not include
such a mechanism. Nevertheless some applications generate
large numbers of over-sized UDP packets which must be
fragmented at the IP layer. This is particularly a problem for
database applications, where the data originates from disk
access: such data typically has natural size of 8 KB but may
have to be sent over Ethernet with the common 1500 byte
MTU (message transfer unit).

[0409] When a series of fragmented IP packets represent-
ing a single UDP packet is received at the destination the
fragmentary packets must be recombined to recover the com-
plete UDP packet, and the traffic data represented by the
payload passed to the appropriate receiving entity based on
the destination port indicated in the UDP packet header. This
process is fundamentally straightforward, but it causes sig-
nificant overhead at the receiver. The overhead may not be
overwhelming for a kernel stack network. However, in the
case of a user-level architecture, where transport stacks are
implemented at user level, such fragmentation makes it dif-
ficult for the network interface hardware to deliver the frag-
ments to the appropriate transport stack. This is because the
delivery information (UDP port number) is only present in the
first fragment and typical interface hardware would expect to
see port information in each packet.

[0410] Oneway to solve this problem would be by means of
a hash table on the network interface hardware, which
allowed the hardware to map later fragments on to the appro-
priate transport stack. However, unless the system is able to
buffer received fragments this approach would not cope with
the situation where the first fragment of a UDP packet (the
one that contains the UDP port number) does not arrive at the
receiver before other fragments of that UDP packet. Buffer-
ing fragments until the first fragment arrived would be
extremely costly in terms of hardware resources. Not buffer-
ing introduces a requirement that fragments must be delivered
in order for the hardware to determine the appropriate user-
level transport. For efficiency reasons it is important to ensure
that all the fragments of a single IP packet are delivered either
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to the operating system or to the appropriate user-level trans-
port stack. It is undesirable to deliver to the wrong user-level
transport and it is highly undesirable to split a packet between
the operating system and a user-level transport.

[0411] Thereare two ways to recombine the payloads of the
fragmentary packets to form the UDP packet. First, the frag-
mentary packets can be buffered at the IP layer until all the
fragmentary packets that go to form the fragmented UDP
packet have been received. Then they can be recombined and
the payload of the UDP packet directed to the entity identified
as the destination port in the UDP header. This method has the
disadvantage that a large amount of memory may need to be
allocated to buffering the fragmentary packets, especially if
multiple fragmented packets are being received at one time.
An alternative method is to buffer the fragmentary packets
only until the first fragmentary packet, which contains the
UDBP header, is received. An entry is then made in a hash table
to map the fragmentation identification number of the frag-
mentary packets on to the destination port indicated in the
UDBP header. The payloads of the buffered fragmentary pack-
ets are passed to the receiving entity identified by the desti-
nation port, which takes responsibility for reordering them.
When subsequent fragmentary packets arrive their fragment
number is checked in the hash table to recover the destination
port, and they are directed accordingly. This method has the
advantage that the delivery of the data to the receiving entity
can be speeded up. However, it requires all received fragmen-
tary packets to be checked against the hash table, which
introduces delay, and the facts that reordering of the IP pack-
ets is possible and Linux even transmits the IP packet that
contains the UDP header last mean that it might still be
necessary to, allocate memory to buffer all the fragmentary
packets.

[0412] There is therefore a need to improve the handling of
fragmented packets.

[0413] According to one aspect of the present invention
there is provided a method of forming multiple packets of a
first protocol for carrying data from a packet of a second
protocol, the first and second protocols each defining a data
format for packets of the respective protocol according to
which each packet thereof includes a payload and control data
including address data indicative of an intended recipient of
the data, the method comprising: dividing the payload of the
packet of the second protocol into two or more fragments; and
forming two or more packets of the first protocol, each such
packet including a single one of the fragments and at least
some of the address data of the packet of the second protocol.
[0414] Thestep of forming preferably comprises setting the
payload of each packet of the first protocol to include the
respective one of the fragments.

[0415] Preferably the second protocol is User Datagram
Protocol.
[0416] Preferably the step of forming comprises setting the

control data of each packet of the first protocol to include the
said some of the address data of the packet of the second
protocol.

[0417] Preferably the first protocol is Internet Protocol and
the step of forming comprises setting option data of each
packet of the first protocol to include the said some of the
address data of the packet of the second protocol.

[0418] Preferably the step of forming comprises, for each
packet of the first protocol: generating intermediate packet
data having the data format defined by the second protocol
and including as the address data thereof at least some of the
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address data of the packet of the second protocol, and includ-
ing as the payload, data thereof the respective fragment; and
setting the payload of the respective packet of the first proto-
col to include the intermediate packet data.

[0419] Preferably the second protocol defines certain data
content of packets formatted according to the data format of
the second protocol as invalid, and the intermediate packet
data is generated so as to include such invalid data.

[0420] Preferably the data content defined as invalid is cer-
tain content of a field of the control data according to the
format of the second protocol.

[0421] Preferably the step of forming comprises, for each
packet of the first protocol: setting the said field of the control
data of the intermediate packet data to a value that is invalid
according to the second protocol; and setting the control data
of the respective packet of the first protocol to include data
that would be included in the said field if the control data of
the intermediate packet if the intermediate packet data were
valid packet data according to the second protocol.

[0422] Preferably the first protocol is Internet Protocol and
the step of setting the control data comprises setting option
data of the respective packet of the first protocol to include
data that would be included in the said field if the control data
of the intermediate packet if the intermediate packet data
were valid packet data according to the second protocol.

[0423] Preferably the field is the length field of the user
datagram protocol.

[0424] Preferably the said some of the address data of the
packet of the second protocol includes a destination port
number.

[0425] Preferably the said some of the address data of the
packet of the second protocol includes a source port number.

[0426] According to a second aspect of the present inven-
tion there is provided a data transmitter for forming multiple
packets of a first protocol for carrying data from a packet of'a
second protocol, the first and second protocols each defining
a data format for packets of the respective protocol according
to which each packet thereof includes a payload and control
data including address data indicative of an intended recipient
ofthe data, the transmitter comprising means for: dividing the
payload of the packet of the second protocol into two or more
fragments; and forming two or more packets of the first pro-
tocol, each such packet including a single one of the frag-
ments and at least some of the address data ofthe packet of the
second protocol.

[0427] According to a third aspect of the present invention
there is provided a method of receiving data from multiple
packets of a first protocol each carrying data from a packet of
asecond protocol, the first and second protocols each defining
a data format for packets of the respective protocol according
to which each packet thereof includes a payload and control
data including address data indicative of an intended recipient
of the data, the packets of the first protocol all including a
fragment of the payload of the packet of the second protocol
and at least some of the address data of the packet of the
second protocol; the method comprising allocating at least
one memory area to each of a plurality of receiving entities,
and for each packet of the first protocol: receiving the packet
of'the first protocol at a network processing layer; identifying
the said some of the address data of the packet of the second
protocol in the packet of the first protocol; in dependence on
the identified address data of the packet of the second protocol
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directing at least some of the payload of the packet of the first
protocol to a memory area allocated to an entity indicated by
the identified address data.

[0428] According to a fourth aspect of the present invention
there is provided a method of receiving data from multiple
packets of a first protocol each carrying data from a packet of
asecond protocol, the first and second protocols each defining
a data format for packets of the respective protocol according
to which each packet thereof includes a payload and control
data including address data indicative of an intended recipient
of the data, the packets of the first protocol all including
intermediate packet data that has the structure of a valid
packet of the second protocol and that includes control data
that is invalid according to the second protocol, and each
packet of the first protocol including control data whereby,
valid control data according to the second protocol can be
generated for the intermediate packet data; the method com-
prising, for each packet of the first protocol: receiving the
packet of the first protocol at a first protocol processing layer;
extracting the intermediate packet data from the packet of the
first protocol; identifying that the intermediate packet data
represents an invalid packet of the second protocol; generat-
ing valid control data according to the second protocol for the
intermediate packet data by means of the control data of the
packet of the first protocol; and checking the integrity of the
intermediate packet data based on the content of the interme-
diate packet data and the generated valid control data.
[0429] Preferably the step of checking the integrity com-
prises verifying a checksum over at least some of the inter-
mediate packet data.

[0430] Preferably the said invalid control data is a length
field for the intermediate packet data.

[0431] According to a fifth aspect of the present invention
there is provided a data receiver for receiving data from
multiple packets of a first protocol each carrying data from a
packet of a second protocol, the first and second protocols
each defining a data format for packets of the respective
protocol according to which each packet thereof includes a
payload and control data including address data indicative of
an intended recipient of the data, the packets of the first
protocol all having a payload including a fragment of the
payload of the packet of the second protocol and at least some
of the address data of the packet of the second protocol; the
receiver comprising: a memory comprising a plurality of
memory areas; a plurality of receiving entities, there being at
least one memory area allocated to each receiving entity; and
packet processing means configured to, for each received
packet of the first protocol: receive the packet of the first
protocol at a network protocol layer; identify the said some of
the address data of the packet of the second protocol in the
packet of the first protocol; and in dependence on the identi-
fied address data of the packet of the second protocol direct at
least some of the payload of the packet of the first protocol to
memory allocated to an entity indicated by the identified
address data.

[0432] According to a sixth aspect of the present invention
there is provided a data receiver for receiving data from
multiple packets of a first protocol each carrying data from a
packet of a second protocol, the first and second protocols
each defining a data format for packets of the respective
protocol according to which each packet thereof includes a
payload and control data including address data indicative of
an intended recipient of the data, the packets of the first
protocol all including intermediate packet data that has the
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structure of a valid packet of the second protocol and that
includes control data that is invalid according to the second
protocol, and each packet of the first protocol including con-
trol data whereby, valid control data according to the second
protocol can be generated for the intermediate packet data;
the data receiver comprising packet processing means
arranged to, for each packet of the first protocol: receive the
packet of the first protocol at a first protocol processing layer;
extract the intermediate packet data from the packet of the
first protocol; identify that the intermediate packet data rep-
resents an invalid packet of the second protocol; generate
valid control data according to the second protocol for the
intermediate packet data by means of the control data of the
packet of the first protocol; and check the integrity of the
intermediate packet data based on the content of the interme-
diate packet data and the generated valid control data.
[0433] The present invention will now be described by way
of example with reference to the accompanying drawings.

[0434] In the drawings:

[0435] FIG. 23 shows the structure of a UDP/IP packet;
[0436] FIG. 24 shows the structure of fragmentary UDP/IP
packets;

[0437] FIG. 25 shows the architecture of a network com-

munication system; and

[0438] FIGS. 26 and 27 show other structures of fragmen-
tary UDP/IP packets.

[0439] FIG. 25 shows a network communication system
comprising a first communication device 1 and a second
communication device 2 connected via a network 3. Each
communication device comprises a network interface card
(NIC) 4, 5 and a host device 6, 7. The host device could for
example be a server, a personal computer or a dedicated
processing or storage device. Each NIC could take the form of
a peripheral card attached to the host device or could be
integrated into the host device, for example as a chip or
chipset on the motherboard of the host device. The NIC need
not take the form ofa card. The host devices 6, 7 are connected
to the network 3 via the NICs 4, 5. Each host device supports
a number of entities 8, 9 which can send or receive data. Each
of those entities is allocated a port number by the respective
host which is unique within that host. Each host has a unique
network address in the network.

[0440] Protocol processing and buffering can be split
between the NIC and the host as desired. In the system of FIG.
25 each entity 8, 9 has one or more buffers 10, 11 allocated to
it. The buffers are located in memory 12, 13 on the host that
supports the respective entity. When data is received by the
NIC it writes that data as promptly as possible to the buffer on
the host that corresponds to the entity that the data is intended
for. This can avoid the need for significant buffering on the
NIC. If the position of the received data in the fragmented
packet is known then the received data may be written to a
corresponding position in the buffer relative to other received
fragmentary packets so that the packet is reconstructed auto-
matically as the packets are written to the buffer.

[0441] The network of FIG. 25 is an Ethernet network,
although the invention is applicable to networks that have
other transport protocols.

[0442] Inthesystem of FIG. 25 the IP protocol is used at the
transport level for communications between the hosts, and
UDP packets can be transmitted over it. However, in the
system of FIG. 25 one or more of the protocols is arranged so
that when a UDP packet has to be fragmented all of the
resulting fragmentary packets includes information from the
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header of'the UDP packet that can enable the receiving com-
munication device to decide on receipt of each fragmentary
packet which entity the fragmentary packet is intended for. In
the system of FIG. 25 this allows the NIC to write the frag-
mentary packet immediately to the appropriate buffer on the
host without buffering it on the NIC. Examples of ways in
which the protocols can be arranged to achieve this will now
be described.

IP Option Field

[0443] A first way uses the options field specified in IP
packet headers according to RFC 791. The IP protocol allows
an IP packet header to include data known as options. The
format of options is specified in RFC 791, to which the reader
is referred for further information. An option is used to incor-
porate some or all of the UDP header of the fragmented UDP
packet into the header of the fragmentary packets into which
it has been fragmented. The option may be an experimental
option or an approved option having a designated option
number. The use of the option is illustrated in FIG. 26. FIG. 26
shows a fragmentary IP packet formed by the fragmentation
of a UDP packet and the encapsulation of one of the frag-
ments in an IP packet. The IP packet 20 includes a header 21
and a payload 22. The header includes the normal IP header
data 23, including the packet’s source address and destination
address. The IP packet also includes an option field 24 which
can carry further data. The option field includes the some or
all of the header of the UDP packet whose data has been
fragmented.

[0444] Inthis method the IP layer of the transmitter and the
receiver are configured to cooperate using a pre-specified IP
option. When the IP layer of the transmitter is fragmenting a
UDBP packet it includes some or all of the header of the UDP
packet in the option field of every IP packet into which the
UDBP packet has been fragmented. If the header of the UDP
packet is in the payload of the IP packet then the header of the
UDP packet could optionally be omitted from the option field
of'the IP packet header of that packet. The data from the UDP
header preferably includes the source port and/or the desti-
nation port.

[0445] Atthe receiver, the payload of each IP packet can be
directed to the appropriate receiving entity without the UDP
packet being reconstructed, and without the IP packet whose
payload includes the header of the UDP packet having been
received.

UDP Tunneling

[0446] A second way to arrange the protocols is to tunnel
the fragmented UDP data through another intermediate pro-
tocol layer.

[0447] One way of achieving this is as follows. An original
UDBP packet that is to be fragmented is split into chunks that
will each be transmitted in a respective IP packet. Each of
those chunks is formed into a UDP packet by the addition of
the header of the original UDP packet, but with the header
modified in some way that makes its content invalid. For
example, the length field of the UDP packet header can be set
to a value less than 8 since RFC 768 states that for the UDP
length field to be valid it must be at least 8 (the length of the
UDP header). These UDP packets are sent via IP to the
receiver. On receipt, well-behaved protocol stacks will reject
this UDP packet. However, protocol stacks that have been
adapted to receive packets according this protocol can inter-
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pretit, direct it to the appropriate receiving entity based on the
content of the UDP header (e.g. the destination port) and then
combine the received data to reconstruct the original UDP
packet.

[0448] In order to facilitate reconstruction of the UDP
packet it is advantageous to include in the IP packets infor-
mation (“tunneling information) that indicates which origi-
nal UDP packet the fragment relates to, and its order in the
fragments. This may be done by modifying the UDP header or
payload or the IP header or payload in a way that is under-
stood by the transmitter and the receiver. However, it is pref-
erable for it to be done in a way that does not hinder the
transmission of the IP packets by normal means. One way is
by including the data as an IP option. FIG. 27 shows an packet
formed according to this protocol. It is also best to place the
tunneling information in the same relative position in the
header as would be for a valid UDP packet. This enables
network hardware to only need to support one algorithm for
the lookup of UDP address information.

[0449] The packet 29 of FIG. 27 comprises an IP header 30
including tunneling information 31, in this case carried as IP
option data; and an IP payload 32. The IP payload is made up
of'a UDP header 33 (which is based on the UDP header of the
original UDP packet), a UDP payload 34 (which is a fragment
of the original UDP packet) and a UDP checksum 35. The
structure of the IP option in this example is as follows:

[0450] Option number—specifies the type of the option,
and is followed by the tunneling data

[0451] Option length—Specifies the real length of the
fragmentary UDP packet included in this IP packet (i.e.
the UDP packet consisting of header 33, payload 34 and
checksum 35.

[0452] Fragmentation ID—the serial number of'the frag-
mentary packet in the fragmentation of the original
packet, starting from O.

[0453] Flag——can be set to “FRAG_MORE” or to
another value

[0454] Offset—specifies the position of the UDP pay-
load 34 in the original. UDP Packet

[0455] The UDP header 33 is identical to the header of the
original UDP packet except that its length field is set to 5
(which is invalid) and its checksum is set to 0. The UDP
checksum is calculated as normal for the fragmentary UDP
packet 33, 34. The UDP header 33 is added to all the frag-
mentary packets, including the one that contains the original
UDP header itself, so that if that packet were to be delivered
to an endpoint which did not understand the present tunneling
protocol, it would be dropped rather than being buffered for a
potentially large period of time at the receiving endpoint
while that endpoints waits for the other fragmentary packets
to arrive.

[0456] The fragmentary IP packets may be sent in the order
in which their contents appear in the original IP packet, or in
another order. They can be reassembled in the correct order
based on the content of an offset field in each packet which
indicates the number of bytes that the content of that packet is
offset from the start of the original UDP packet.

[0457] Therefore, when a receiver receives a packet with
Fragmentation ID equal to 0 it can start the process of recon-
structing a new packet. Each fragment apart from the last has
its flag set to “FRAG_MORE”. The setting of the flag to
another value indicates that that IP packet is the last to include
fragments of the original packet. The receiver can begin the
reconstitution of a fragmented packet whenever it receives
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any fragment from that packet and can abandon reconstitution
if all fragments of the packet have not been received after a
predetermined time, although there is no single accepted
retransmission mechanism for IP fragments.
[0458] In operation, an original UDP packet that is to be
fragmented is split into chunks whose size is determined by
the maximum IP packet size and the required header length in
the usual way. A fragmentation ID not currently in use by the
transmitting entity and/or device is selected. Then each of
those fragments is transmitted using an IP packet of the form
shown in FIG. 27. As the IP header is valid the packet will be
correctly conveyed across the network.
[0459] Asthe UDP length is invalid (being less than 8) well
behaved stacks (including Linux 2.4 and Linux 2.6) will
reject the packet as being mal-formed. This means that the
packets are unlikely to be misinterpreted by a receiver that
does not have knowledge of the protocol that is in use. How-
ever, a receiver that has knowledge of the protocol can use the
length field in the tunneling data instead of the length field in
the UDP header to decode the data as required. Accordingly,
it can find the UDP checksum to be valid.

[0460] Atareceiver that has knowledge of the protocol that

is in use, the following steps can be performed:

[0461] 1.The packetis detected as including tunneling data
and is therefore rejected from the fast path if the receiver
has one.

[0462] 2. The packet is allocated to be processed according
to the present protocol.

[0463] 3. The UDP length is checked to make sure it equals
5. Otherwise, the packet is rejected. The total length given
in the tunneling data is verified against the length of the
UDP packet. If invalid then the packet is rejected. Other-
wise the packet and the tunneling date are passed to a UDP
packet processing layer.

[0464] 4. The UDP packet processing layer verifies the
checksum of the fragmentary UDP packet over the total
length given in the tunneling data. If invalid then retrans-
mission of the packet is requested, or the packet is not
acknowledged. Otherwise the UDP packet processing
layer reassembles the original UDP packet from the
received fragments. The information in the tunneling data
can be used to direct the payload to the appropriate receiv-
ing entity and to allow the payloads of the fragmentary
packets to be arranged in order. If the flag field is not equal
to “FRAG_MORE” then the original UDP packet is
deemed to be completed and is passed to the application
layer for processing.

[0465] In a preferred implementation steps 1 to 3 are per-
formed on the NIC and step 4 is performed on the host.
[0466] UDP packets that are not fragmented, or that are
directed to hosts that do not support the protocol are sent as
normal. In this way the mechanism does not add any overhead
to non-fragmented traffic but will tunnel fragmented UDP
traffic. One way to arrange that the transmitting communica-
tion device transmits data in a standard manner to destinations
that it does not know to support the present protocol is by it
storing a look-up table of hosts known to support the protocol
and checking in that table when a UDP packet is to be frag-
mented. If the destination host is found in the table then the
packet is sent according to the present protocol; otherwise it
is sent as normal.

[0467] The applicant hereby discloses in isolation each

individual feature described herein and any combination of

two or more such features, to the extent that such features or
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combinations are capable of being carried out based on the
present specification as a whole in the light of the common
general knowledge of a person skilled in the art, irrespective
of whether such features or combinations of features solve
any problems disclosed herein, and without limitation to the
scope of the claims. The applicant indicates that aspects of the
present invention may consist of any such individual feature
or combination of features. In view of the foregoing descrip-
tion it will be evident to a person skilled in the art that various
modifications may be made within the scope of the invention.

Section H
Data Transfer

[0468] This invention relates to a system suitable for use in
passing data over a network or other data channel.

[0469] When data is to be transferred between two devices
over a network, each of the devices must have a suitable
network interface to allow them to communicate across the
channel. The devices and their network interfaces use a pro-
tocol to form the data that is transmitted over the channel, so
that it can be decoded at the receiver. The data channel may be
considered to be or to form part of a network, and additional
devices may be connected to the network.

[0470] The Ethernet system is used for many networking
applications. Gigabit Ethernet is a high-speed version of the
Ethernet protocol, which is especially suitable for links that
require a large amount of bandwidth, such as links between
servers or between data processors in the same or different
enclosures. Devices that are to communicate over the Ether-
net system are equipped with network interfaces that are
capable of supporting the physical and logical requirements
of'the Ethernet system. The physical hardware component of
network interfaces are referred to as network interface cards
(NICs), although they need not be in the form of cards: for
instance they could be in the form of integrated circuits (ICs)
and connectors fitted directly on to a motherboard.

[0471] Where data is to be transferred between cooperating
processors in a network, it is common to implement a
memory-mapped system. In a memory-mapped system com-
munication between the applications is achieved by virtue of
a portion of one application’s virtual address space being
mapped over the network on to another applicationoronto a
region of real memory. The “holes” in the address space
which form the mapping are termed apertures.

[0472] In such a system, transmitting data efficiently pre-
sents a number of problems.

[0473] One known method for presenting data to a NIC for
transmission is to pass it by PIO (programmed input-output).
In PIO the data processor passes the data that is to be trans-
mitted to the NIC as the operand to a transmit command. This
method is highly inefficient for the transmission of large
amounts of data since all the data that is to be transmitted must
first be processed by the data processor itself.

[0474] Another known method for presenting data to a NIC
is by DMA (direct memory access). In DMA the NIC is
informed of the physical memory location(s) from which data
is to be transmitted and reads the data from there itself when
required. One problem with this approach is that it is ineffi-
cient for small amounts of data since more signalling is
needed to transmit that data than in the case of PIO access.
Another problem is that since the NIC is accessing the
memory directly the memory must be configured in a way that
allows the NIC to work with it efficiently. For example, if the
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NIC is to transmit a block of data in the form of a single
packet, the block must be stored contiguously in physical
memory so that the NIC can read it from there in response to
asingle DMA command. Another problem is that the physical
areas of memory from which the NIC can perform DMA are
unlikely to be the same as those where the data is located
before transmission is required. Therefore, the data must be
moved or copied from the initial location(s) to areas that can
be accessed by the NIC.

[0475] According to one aspect of the present invention
there is provided an interface for interfacing between a
receiver and a data processing system, the data processing
system including a memory for storing data, the interface
comprising a transmission controller responsive to instruc-
tions from the data processing system to transmit data to the
receiver, the transmission controller having access to map-
ping data defining a mapping between a physical address
space of the memory and a virtual address space and the
transmission controller being: responsive to an instruction of
a first type and having as an operand data to be transmitted to
transmit that data to the receiver; and responsive to an instruc-
tion of a second type and having as an operand an indication
of'the location of data in the virtual address space to read data
from the physical location in the memory that corresponds to
the indicated location and transmit that data to the receiver.
[0476] Preferably the instruction of the first type is a pro-
grammed input-output instruction.

[0477] Preferably the said reading of data responsive to the
second instruction is performed by direct memory access.
[0478] Preferably the transmission controller is responsive
to the instruction of the second type to access the mapping
data to identify the physical location in the memory that
corresponds to the indicated location.

[0479] Preferably the mapping data includes an identifica-
tion of an entity as being associated with a virtual address
location and the controller is responsive to the instruction of
the second type to verify that an entity that has sent the
instruction of the second type is associated with the indicated
location.

[0480] Preferably the interface is a network interface and is
arranged to transmit the data to the receiver by means of a
network protocol.

[0481] Preferably the network protocol is TCP/IP.

[0482] Preferably the interface is arranged to transmit the
data over Ethernet.

[0483]
interface.

Preferably the mapping data is stored locally to the

[0484] According to a second aspect of the present inven-
tion there is provided a library for a data processing system
including a memory for storing data and having access to an
interface for transmitting data to a receiver, there being map-
ping data defining a mapping between a physical address
space of the memory and a virtual address space, and the
library including: a first routine capable of being called by an
application program, the first routine being such as to form an
instruction of a first type for the interface, the instruction of
the first type having as an operand data to be transmitted; a
second routine capable of being called by an application
program, the second routine being such as to form an instruc-
tion of a second type for the interface, the second instruction
having as an operand an indication of the location of data in
the virtual address space.
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[0485] Preferably the library includes a third routine
capable of being called by an application program to config-
ure the mapping data.

[0486] Thelibraryis preferably capable of operation at user
level. The library is preferably capable of implementing a
network protocol stack for use in protocol processing for
transmission and or reception of data by the interface. The
library is preferably arranged for operation at user level to
implement a protocol stack for transmission of the data. The
stack may be a TCP/IP stack.

[0487] According to a third aspect of the present invention
there is provided a data processor having accessible thereto
for execution a library as set out above.

[0488] Accordingto a fourth aspect ofthe present invention
there is provided a data carrier storing program data defining
a library as set out above.

[0489] The present invention will now be described by way
of example with reference to the accompanying drawings.
[0490] In the drawings:

[0491] FIG. 28 shows schematically the architecture of a
networked system;

[0492] FIG. 29 illustrates mapping apertures;

[0493] FIG. 30 shows examples of aperture and buffer
tables;

[0494] FIG. 31 shows an example of a queue table; and
[0495] FIG. 32 illustrates reassignment of buffers.

[0496] FIG. 28 shows schematically the architecture of a

networked system. The system comprises two data proces-
sors 10a, 105 (such as personal computers or servers), each of
which has a network interface 11a, 115 (such as a NIC). The
network interfaces are linked together over a data network 12.
The data network could be an Ethernet network (e.g. using
Gigabit Ethernet) or could employ any other suitable proto-
cols. Each data processor has an operating system 13a, 135
which includes a kernel 14a, 145 and a device driver 15a, 155
for controlling communications between the data processor
and its network interface. The operating system supports
applications or processes 16a, 165 running on the data pro-
cessor. A transport library 17a, 175 provides the applications/
processes with routines that can be used for controlling com-
munications over the network, and supervises
communications between the applications/processes and the
operating system. Each data processor has a memory 18a,
185.

[0497] The network interfaces, the device drivers and the
transport library cooperate to allow applications to map
blocks of virtual memory of one of the data processors on to
physical memory of the other of the data processors. The
general principles behind such operation are described in WO
2004/025477 and W0O2004/080005, which should be read in
conjunction with the present application. When such a map-
ping has been established, one of the data processors can
write to or read from a part of the area of virtual memory and
this will have the effect of writing to or reading from the
corresponding part of the area of physical memory. Such an
arrangement is illustrated in FIG. 29, where a region of virtual
memory 20 in a first data processing system, running from
virtual memory location V, to virtual memory location V,, is
mapped on to a region of real memory 21 in another data
processing system, running from real memory location R, to
real memory location R;. If the first data processing system
reads from or writes to alocation V,, in the range from V,to V,
that has the effect of reading from or writing to the corre-
sponding location R,, in the range from R, to R .
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[0498] The operation of the system to support these map-
pings will now be described in more detail.

[0499] As is normal, the operating system of each data
processor allocates a unique identifying number to each pro-
cess running on that data processor. These numbers are used
to secure the operation of the system, ensuring that data of one
process is not read or altered by another process. The means
of achieving this in the context of memory mappings will be
discussed below.

[0500] Ifa process running on one data processor wishes to
send data or read data using a mapping on to memory of the
other data processor it first establishes the mapping, defining
the environment in which that transfer can take place. The
establishment of the mapping involves setting up entries in
tables held by the data processors. Each data processor holds
two tables: an aperture table and a buffer table, which are
managed by its device driver 15. Together the tables define the
mappings that are currently established. Examples of such
tables are shown in FIG. 30.

[0501] The aperture table includes the following data for
each mapping:
[0502] 1.Local aperture index. This is an identitying num-

ber for the local aperture, which is allocated by the local
device driver to be unique for the local data processor.
[0503] 2.Local ownership. This indicates the identity of the
process running on the local data processor that is entitled to
access the mapping. This will typically be the process that
created the mapping, but the right to access the mapping could
be passed from one process to another provided preferably
that that handover is performed in an authenticated manner
(i.e. with the authorization of the process passing the right) so
as to maintain security.

[0504] 3. Remote aperture index: This is an identifying
number for the aperture, which is allocated by the remote
device driver to be unique for the remote data processor, and
is transmitted by the remote data processor to the local data
processor when the mapping is established.

[0505] 4. Local buffer index(es). This indicates which of
the buffers in the local buffer table are associated with the
aperture. It should be noted that more than one local buffer
can be associated with an aperture. Where more than one
buffer is associated with an aperture, the associated buffers
are listed in the entry in the aperture table strictly in the order
in which they map on to the memory space represented by the
aperture. Instead of explicitly listing all the buffers in an
aperture a more compact encoding scheme can be used by
indicating a starting; buffer and a size, it being implied that
the aperture is composed of the indicated buffer and subse-
quent buffers in order up to the total indicated size.

[0506] 5. Sequence number. This indicates the serial num-
ber of the next packet to be processed locally for the aperture.
[0507] The buffer table maps which of the processes is
allocated to each buffer and holds the following information
for each buffer:

[0508] 1. Buffer index. This is an identifying number for
the buffer, which is unique for the local data processor. The
buffer is identified by this number in the buffer table index
field of the local aperture table.

[0509] 2. Ownership. This indicates which local process
owns the buffer.

[0510] 3. Physical memory address. The buffer occupies a
contiguous block of physical memory, and this number indi-
cates where that block starts.



US 2012/0124121 Al

[0511] 4. Length. This indicates the length of the buffer in
memory.
[0512] Thesize of each buffer table entry is most preferably

chosen to match the page size of the host system: typically 4
kb. In that way a contiguous region of the application’s virtual
address space which is mapped onto a non-contiguous region
of physical memory can be represented by a sequence of
buffer table entries.

[0513] Inthe example of FIG. 30, local aperture 1 is owned
by process 8 and maps on to remote aperture number 5. The
local physical memory corresponding to that aperture con-
sists of XFFF bytes starting from physical address xB00O.
Local aperture number 3 is owned by process number 12 and
maps on to remote aperture number 1. The local physical
memory corresponding to that aperture consists of xA10
bytes starting at xD00O followed by x8FF bytes starting at
xA000. Thus a single aperture can be mapped on to two or
more discontiguous blocks of physical memory. This pro-
vides great flexibility in the transfer of data. For example, if a
contiguous block of data at the transmitting end has to be
transmitted to discontiguous locations at the receiver, instead
of the transmitter having to issue multiple transmit instruc-
tions to transmit each block separately, the aperture can be
mapped on to discontiguous blocks at the receiver and then a
single transmit instruction for the whole block of data can be
issued by the transmitting process. One specific example of a
situation in which this would be useful is when cooperating
applications on the data processors have ditferently arranged
memory allocations.

[0514] The entries in the tables are set up when mappings
are established. The buffers allocated to an aperture can be
reassigned at one end or the other without re-establishing the
mapping.

[0515] The aperture and buffer tables (indicated at 19a, 195
in FIG. 28) are held in memory 18 local to the device driver
that manages them. The tables are stored in a region of the
memory that cannot be accessed directly by processes run-
ning on the local data processor. This is preferably achieved
by using built-in access control capabilities of the operating
system. The operating system is preferably capable of allo-
cating areas of the memory 18 to processes running on the
data processing system, and preventing other processes run-
ning on the same system from accessing that allocated
memory. In this way direct access to the area of memory that
stores the tables is preferably reserved to the local, device
driver 15a, 155 (although since the operating system is in
overall control it can also access the areas if required).
[0516] It will be appreciated that the tables can be set up in
any suitable way, but the following is an example of a process
for setting up a mapping between a process (Pa) running on a
first data processor (DPa) to a process (Pb) running on a
second data processor (DPb).

[0517] 1. Process Pa initiates the establishment of the map-
ping by signalling its local device driver with details of the
locations in local physical memory of the buffer(s) that are to
be used for the mapping. The device driver checks that those
locations are owned by Pa. If they are it sets up a row in the
local buffer table for each of those buffers, and returns to the
application the index allocated to each buffer. The device
driver also sets up a transmit queue in local memory that can
be used by the process for storing instructions defining the
data it wants to transmit. The device driver informs the net-
work interface belonging to DPa of the location of the queue
and the identity of the process that owns the queue. That
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information is stored in a table in memory on the network
interface. An example of such a table is illustrated in FIG. 31.
It should be noted that since the device driver (as part of the
operating, system) is trusted, the ownership of the transmit
queue by the appropriate process, and the ownership data
passed to the network interface in step 2 below can be trusted.

[0518] 2. Process. Pa signals the device driver with the
buffer index(es) of the buffers that it wants to map over the
aperture, and details of the remote aperture on to which it
want to map those buffers. The device driver passes that data
to the local network interface, which signals with the remote
aperture to establish the mapping. To allow this to be done, the
process provides the following information: network address
(e.g. MAC address) of the data processor providing the other
side of the aperture (DPb), initial sequence number for seri-
ally numbering packets sent over the link, index number of
the aperture on DPb, length of the aperture, ownership data
identifying the process on DPa that is to use the aperture. The
network interface on DPa then contacts DPb via the supplied
network address to attempt to set up the mapping DPb checks
that it has an aperture with the supplied index number and that
its length matches that supplied by DPa. DPb also receives
data identifying the process initiating the connection and
checks with the local process identified in the ownership bits
for the local aperture that it will permit that process on DPato
access the aperture. If that is permitted the network interface
of DPb signals its device driver to set up the appropriate row
in its aperture table by storing the initial sequence number,
remote aperture and remote ownership against that aperture.
The network interface of DPb then returns a success message
to the network interface of DPa. The network interface of DPa
informs its device driver, which sets up its aperture table by
storing the initial sequence number, remote aperture and
remote ownership, and signals the initiating process that the
aperture has been set up successfully.

[0519] Inorder for process Pa to transmit data to DPa using
the mapping, it can either use PIO (programmed input-out-
put) or DMA (direct memory access). In PIO the CPU (cen-
tral processing unit) of DPa executes commands to retrieve
data from its local memory and supplies that data to the local
network interface for transmission. The network interface
receives the data pushed, to it by the CPU and transmits it in
due course. In DMA the local network interface accesses the
local memory directly to pull data from the memory for
transmission. To achieve this the CPU transmits an instruc-
tion to the network interface which identifies an area in
memory that contains data to be transmitted. In due course the
network interface actions that instruction by reading the data
directly from the memory and transmitting it. It then returns a
message to the CPU to indicate that the transmission is com-
plete. PIO is advantageous for the transmission of small
amounts of data, since it involves simpler communication,
between the CPU and the NIC. DMA is advantageous for
transmission of larger amounts of data since it reduces the
load on the CPU that would otherwise be involved in passing
the data to the NIC. It should be noted that both these routes
can be available simultaneously to a process for transmissions
over a single mapping. This means that when a process wants
to write to a remote location over the network it can select the
most efficient means in each situation: for instance selecting
PIO for transmissions of short blocks of data, and selecting
DMA for transmission of longer blocks of data. It is conve-
nient to arrange the system so that for some or all apertures
not all parts of those apertures are accessible by PIO. The rest
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of the aperture can then be, accessed by the NIC only via
DMA. This economises on IO bus space since bus space only
needs to be allocated for those parts that are accessible by
PIO. A preferable arrangement is for all apertures greater than
a predetermined size to be treated in this way. A preferably
arrangement is for apertures that are being treated in this way
to have only their first page-sized region accessible by PIO.
[0520] For PIO, process Pa causes the processor of data
processor DPa to pass the data for transmission from local
memory to the network interface hardware. Such transferring
can be implemented using conventional PIO and will not be
described in more detail here. However, oh receiving data by
PIO the network interface makes certain checks before send-
ing the data to the remote data processor DPb. The data is sent
by the process together with an indication of the aperture to
which it is to be applied and the offset in that aperture at
which, it is to be applied. Using that data the network inter-
face checks:
[0521] a. that the process that has sent the data is identified
in the aperture table as owning the aperture to which the data
is to be applied;
[0522] b. that the length of the data is not so great as to
overrun the end of the aperture starting from the offset point
in the aperture at which it is to be written.
[0523] Ifthose checks are satisfied then it transmits the data
to the remote terminal. At the remote terminal the remote NIC
looks up the address to issue on its IO bus in order to store the
received data from its buffer table.
[0524] For DMA the process adds a transmit command to
its transmit queue. The transmit command specifies the
intended destination of the data and could also include the
data itself or could include a pointer to the data in memory
(e.g. if DMA (direct memory access) by the network interface
is to be used to transfer the data to the interface). Here the
pointer would refer to a buffer table entry and offset, and the
transmitter’s DMA logic can check that the process sending
the transmit instruction “owns” the buffer table entry to which
the instruction refers. The latter option provides an efficient
way for, the process to transmit large quantities of data that is
stored contiguously in physical memory. An example of the
transmission and reception process will now be described.
[0525] 1.Paadds atransmit command to its transmit queue.
The transmit command specifies:
[0526] a. Destination device. The identity of the network
device (DPb) to which the data is to be transmitted.
[0527] b. Destination aperture index. The index of the
aperture on DPb to which the data is to be applied.
[0528] c. Destination offset. The offset within that aper-
ture at which the data is to be applied.
[0529] d. Source buffer. The index of the local buffer
from which the data is to be transmitted.
[0530] e. Source offset. The offset within that buffer
from which the data is to be taken.
[0531] f. Length. The length of data to be take from that
offset point.
[0532] 2.The command is taken from the transmit queue by
the network interface of DPa. It could poll the queue periodi-
cally, or could be signalled with an interrupt when there is
data on the queue. The network interface of DPa validates the
command by checking the following data using the local
buffer table:
[0533] a. that the ownership data for the specified buffer
(as stored in the local buffer table) indicate that the
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buffer is owned by the same process as owns the transmit
queue from which the command was taken;

[0534] b.thatthe source offset point lies within the buffer
(i.e. source offset is not greater than the length of the
buffer); and

[0535] c. that the full length of the data to be transmitted
lies within the buffer (i.e. source offset plus length is not
greater than the length of the buffer.

[0536] If these tests are satisfied then at this point the
network interface can start retrieving data from the
buffer and preparing it for transmission.

[0537] 3. The network interface checks that the ownership
data for the specified aperture as stored in the local aperture
table indicate that the aperture is owned by the same process
as owns the transmit queue from which the command was
taken.

[0538] 4. If all the tests are satisfied the network interface
forms one or more packets to transmit the data to the desti-
nation. In addition to the usual packet contents each packet
includes fields indicating:

[0539] a. the identity of the process that owns the trans-
mit queue from which the command was taken;

[0540] b. the identity of the remote aperture to which the
data is to be applied; and

[0541] c. a sequence number specific to the aperture
mapping, allotted in numerical order and incremented in
the local aperture table after each packet has been trans-
mitted.

[0542] The packet may also indicate the location in the
aperture at which the data is to be applied. Alternatively the
first packet in the set indicates the offset and the length of data
to be sent and the payloads of the subsequent packets in the set
are applied consecutively to the remote aperture following on
from the payload of'the first packet; and each packet in the set
has a field indicating which set it belongs to.

[0543] 5. At the receiver DPb the network interface looks
up using its local aperture and buffer tables the physical
address of the destination offset point. This might not lie in
the first buffer allocated to the aperture if the destination
offset is greater than the length of the first allocated buffer.
Then each packet is processed in order of its sequence num-
ber, irrespective of the order in which the packets arrived. Ifa
packet is lost then the subsequent packets in the set are held
for a period of time pending retransmission of the lost packet.
For each packet the following checks are made:

[0544] a. that if the data from the packet were written to
its destination point in the aperture it would not extend
beyond the end of the aperture and/or the buffers allo-
cated to it;

[0545] b. that the ownership data in the packet matches
the remote ownership data for the mapping.

[0546] Those checks are intended to ensure that the data
from the packet will not be written into memory at a location
that is not authorised: they verify that the ownership data in
question is correct for the whole of the region where the data
is to be written. If those checks are satisfied then the network
interface of DPb writes the data to the memory at the locations
as determined from the tables.

[0547] The buffer table could be split into two: one for use
in resolving incoming data, and one for use in validating the
security of outgoing data.

[0548] On transmission of data by DMA or PIO the trans-
mitting NIC can add to the transmitted packet an indication of
the process (e.g. thread or application) that has caused the
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data to be transmitted. That can then be verified at the receiver
against data in its aperture table to check that the transmitting
process corresponds to the receiving aperture.

[0549] If there is a block of data in the memory which a
process wants to transmit to a remote data processor then the
process could copy that data into a previously allocated buffer
and then issue a command to transmit that data from the
buffer. However, if the block of data is large then it may be
more efficient to reallocate the process’s buffer(s) so that one
of the buffers encompasses the block of data that is to be
transmitted. This involves an overhead of reallocating the
buffers by causing the device driver to remap the relevant
rows of the buffer table and/or the aperture table, but it omits
the step of copying the data from one part of memory to
another. The use of separate bufter and aperture tables allows
this to be done in an efficient way, since the other parts of the
aperture can be left mapped on to the same parts of memory
as before the reallocation. On reallocation of the buffers foran
active aperture the data is synchronised by the network inter-
face under the control of the device driver between the two
ends. This is illustrated in FIG. 32.

[0550] FIG. 32a shows an initial situation, before realloca-
tion of bufters. In FIG. 324 a buffer 30 in memory space 31 is
mapped on to an aperture 32 in memory space 33. Suppose it
is desired to transfer a block of data at a location indicated by
shading at 34 in memory 31 to a location 35 in memory 33.
This could be done by copying that data into buffer 30. Alter-
natively, it could be done by reallocating the buffers as shown
in FIG. 32b. Ind. FIG. 325 the buffers in memory space 31
have been reassigned so that the aperture 32 excluding space
35 maps on to the same parts of memory 31 as before, but
space 35 now maps on to a buffer at location 34. This involves
mapping aperture 32 on to three separate buffers 30a, 306 and
34 in memory space 31.

[0551] The buffer tables are valuable when used in a non-
memory-mapped system (i.e. one in which local memory and
remote memory are not mapped on to each other via aper-
tures).

[0552] First, the buffer tables can be used to allow data to be
transmitted without being copied from one memory location
to another to allow transmission to take place. If data that is to
be transmitted is stored at a set of contiguous locations in
memory then instead of copying that data to the region of
memory that is occupied by a pre-existing buffer table, one or
more buffer tables can be defined that encompass the loca-
tions where the data is currently stored. Then the NIC can be
commanded to transmit the data from those buffer tables. This
makes the transmission of data more efficient.

[0553] Second, buffer tables are useful when data is
received in the form of packets of a data length greater than
the page size of the system that is in use. Usually, contiguous
memory must be allocated to the receiving process in order
for such packets to be written to memory. However, such
packets can be written to two or more consecutive buffer
tables, avoiding the need for the receiving process to be
allocated contiguous blocks of memory larger than the page
size. This is especially useful in situations when the receiver
might not know in advance that such large packets will be
received.

[0554] Third, buffer tables are useful for permissions vali-
dation on transmission of data. When a buffer table is allo-
cated, the NIC can store a record of which process, applica-
tion or thread that buffer table is allocated to. Then when the
NIC receives an instruction to transmit from that buffer table
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it can verify that the instruction has come from the same entity
as that to which the table is allocated. Since the buffer table
was set up by the driver, rather, than the application, it can be
trusted. The identity of the process, application or thread can
be identified from; for instance, the DMA queue that it uses to
command transmission. In contrast, ifa NIC is commanded to
transmit data from a memory region that has not previously
been defined to the NIC the NIC cannot check that the process
commanding the transmission is authorised to access that
region.

[0555] On DMA transmission acommand can be sent to the
NIC to transmit data of a certain length starting from a certain
location in a buffer. If that length would go beyond the extend
of'the buffer then the NIC could ignore that subsequent data.
However, instead it preferably continues from the next buffer
in sequence that is allocated to the same process, thread or
application as the buffer in which the start point is located. In
that way the DMA command can be simplified and blocks of
data greater than the buffer size can readily be transmitted in
single packets. Two routes can be used to transfer the data in
the reassigned buffer(s) to the destination. After the realloca-
tion has been made the process responsible for the realloca-
tion can issue a command to cause data from the newly
assigned buffer (34 in FIG. 32a) to be transmitted to the
remote data processor. Alternatively, the device driver could
be arranged to automatically synchronise the aperture after a
reassignment has been made, with one end of the aperture
taking priority so that its data overwrites that at the corre-
sponding locations at the other end of the mapping.

[0556] The present invention can be implemented in data
processing systems such as personal computers and servers,
and also in other equipment that need to transmit and/or
receive data such as dedicated network appliances and mul-
timedia terminals.

[0557] The techniques described above are not limited to
use with network interfaces. For example, the above tech-
nique of reassigning buffers using a buffer table could be used
to facilitate transferring data to other devices such as video or
sound cards.

[0558] The tables could be stored in the same or in different
physical memory as each other and as other user-level data in
the system. One or more of the tables could be held in physical
memory on the network interface hardware.

[0559] The applicant hereby discloses in isolation each
individual feature described herein and any combination of
two or more such features, to the extent that such features or
combinations are capable of being carried out based on the
present specification as a whole in the light of the common
general knowledge of a person skilled in the art, irrespective
of whether such features or combinations of features solve
any problems disclosed herein, and without limitation to the
scope of the claims. The applicant indicates that aspects of the
present invention may consist of any such individual feature
or combination of features. In view of the foregoing descrip-
tion it will be evident to a person skilled in the art that various
modifications may be made within the scope of the invention.

1. A data processing system arranged for receiving over a
network, according to a data transfer protocol, data directed to
any of a plurality of destination identities, the data processing
system comprising:

data storage for storing data received over the network;

a first processing arrangement for performing processing

in accordance with the data transfer protocol on received
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data in the data storage, for making the received data
available to respective destination identities; and

a response former arranged for: receiving a message

requesting a response indicating the availability of
received data to each of'a group of destination identities;
and forming such a response;

wherein the message former is arranged to, in dependence

on receiving the said message:
identify received data that is directed to any destination
identity that is both a member of the group and a member
of a subset of the plurality of destination identities, and
on which processing has not yet been performed,

trigger processing by the first processing arrangement in
accordance with the protocol on only the identified data;
and subsequently

form a response based at least partly on the result of the

triggered processing, wherein the response is formed so
as to comprise a positive indication of availability of data
for a destination identity of the group if the triggered
processing caused data to be made available to the
respective destination identity.

2. A data processing system according to claim 1 wherein
the first processing arrangement is at user level.

3. A data processing system according to claim 1 or claim
2 further comprising a second data processing arrangement
for performing processing in accordance with the data trans-
fer protocol on received data in the data storage other than the
said identified data.

4. A data processing system according to claim 3 wherein
the second processing arrangement is a part of an operating
system of the data processing system.

5. A data processing system according to claim 3 or claim
4 further comprising a data structure, associated with the
processing of the received data other than the identified data,
for storing an indication of: destination identities other than
the subset of destination identities; and corresponding state
data.

6. A data processing system according to claim 5 wherein
the state data comprises indications of availability of received
data to respective destination identities.

7. A data processing system according to claim 6 wherein
the indications of availability in the state data are formed
based on the result of processing according to the protocol of
received data other than data directed to any of the subset of
destination identities.

8. A data processing system according to any of claims 3 to
7 wherein the second processing arrangement is dedicated to
the processing of the received data other than data directed to
any of the subset of destination identities.

9. A data processing system according to claim 8 wherein
the first and second processing arrangements are imple-
mented by means of respective threads

10. A data processing system according to claim 8 or claim
9 wherein the dedicated processing is performed as a back-
ground processing operation such that other processing
operations within the data processing system are not inter-
rupted by the second processing arrangement.

11. A data processing system according to any preceding
claim wherein the said subset contains destination identities
which relate to active network connections.

12. A data processing system according to claim 5 or any of
claims 6 to 11 as dependent on claim 5 wherein the said
response is based additionally on the state data in the data
structure.
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13. A data processing system according to claim 12
wherein the said response is formed so as to comprise a
positive indication of availability of data for a destination
identity of the group other than a member of the subset if the
state data indicates availability received data to the destina-
tion identity.

14. A data processing system according to any preceding
claim wherein the response is formed so as to comprise a
positive indication of availability of data for a destination
identity of the group if any processing other than the triggered
processing causes data to be made available to the destination
identity.

15. A data processing system according to claim 5 or any of
claims 6 to 14 as dependent on claim 5 wherein the data
structure is stored in a cache.

16. A data processing system according to claim 5 or any of
claims 6 to 15 as dependent on claim 5 wherein the data
structure is stored in the operating system.

17. A data processing system according to any preceding
claim, further arranged to transmit a communication to a
process running on the data processing system in the event
that the said response comprises a positive indication of avail-
ability for a destination identity associated with the process.

18. A data processing system according to any preceding
claim wherein each destination identity is associated with a
socket.

19. A data processing system according to any preceding
claim wherein the said making the received data available to
respective destination identities comprises passing the data
from the data storage to one or more buffers associated with
the respective destination identities.

20. A data processing system according to any preceding
claim wherein the said message is transmitted by means of a
user process running on the data processing system.

21. A data processing system arranged for transmitting
over a network, according to a data transfer protocol, data
from any of a plurality of destination identities, the data
processing system comprising:

data storage for storing data to be transmitted over the
network;

a first processing arrangement for performing processing
in accordance with the data transfer protocol on data in
the data storage, for making the data available for trans-
mission over the network; and

a response former arranged for: receiving a message
requesting a response indicating the availability of data
from each of a group of destination identities for trans-
mission over the network; and forming such a response;

wherein the message former is arranged to, in dependence
on receiving the said message:

identify data in the data storage that is from any destination
identity that is both a member of the group and a member
of a subset of the plurality of destination identities, and
on which processing has not yet been performed;

trigger processing by the first processing arrangement in
accordance with the protocol on only the identified data;
and subsequently

form a response based at least partly on the result of the
triggered processing, wherein the response is formed so
as to comprise a positive indication of availability of data
for transmission for a destination identity of the group if
the triggered processing caused data from the respective
destination identity to be made available for transmis-
sion over the network.
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22. A method for processing data received over a network
wherein the data is transmitted over the network according to
a data transfer protocol and is directed to any of a plurality of
destination identities, the method comprising the steps of:

storing data received over the network;

receiving a message requesting a response indicating the
availability of received data to each of a group of desti-
nation identities; and, in dependence on receiving the
said message:

identifying received data that is directed to any destination
identity that is both a member of the group and a member
of a subset of the plurality of destination identities, and
on which processing has not yet been performed;

triggering processing by the first processing arrangement
in accordance with the data transfer protocol on only the
identified data, the processing being for making the
identified data available to respective destination iden-
tities; and subsequently

forming the response based at least partly on the result of
the triggered processing, wherein the response is formed
S0 as to comprise a positive indication of availability of
data for a destination identity of the group if the trig-
gered processing caused data to be made available to the
respective destination identity.

23. A method for processing data to be transmitted over a
network wherein the network is such that data is transmitted
according to a data transfer protocol from any of a plurality of
destination identities, the method comprising the steps of:

storing data to be transmitted over the network;

receiving a message requesting a response indicating the
availability of data from each of a group of destination
identities for transmission over the network; and, in
dependence on receiving the said message:

identifying data in the data storage that is from any desti-
nation identity that is both a member of the group and a
member of a subset of the plurality of destination iden-
tities, and on which processing has not yet been per-
formed;

triggering processing by the first processing arrangement
in accordance with the data transfer protocol on only the
identified data, the processing being for making the
identified data available for transmission over the net-
work; and subsequently

forming the response based at least partly on the result of
the triggered processing, wherein the response is formed
s0 as to comprise a positive indication of availability of
data for transmission for a destination identity of the
group if the triggered processing caused data from the
respective destination identity to be made available for
transmission over the network.

24. A data processing system arranged for receiving over a
network, according to a data transfer protocol, groups of data
each directed to any of a plurality of destination identities, the
data processing system comprising:

a plurality of buffers for storing groups of data received

over the network;

a processing arrangement for performing processing in
accordance with the data transfer protocol on received
data in the buffers, for making the received data avail-
able to respective destination identities; and

a controller arranged to, in dependence on the destination
identity to which the group is directed, select for each
received group of data, one of the plurality of buffers in
which to store the group of data, and to store the group in
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the selected buffer priorto processing of the group by the
processing arrangement in accordance with the data
transfer protocol.

25. An operating system for use in a data processing system
comprising an application and a library for supporting one or
more functions; wherein the operating system is arranged for:

receiving from the application an instruction to perform an

operation;

determining whether both of conditions (a) and (b) are true,

where:

(a) is that the operation relates to any of the said functions;

and

(b) is that the route by which the instruction reached the

operating system does not include the library; and

if both of the conditions are determined to be true, passing

an indication of the instruction to the library.

26. An operating system as claimed in claim 25 arranged
not to perform the said operation in response to receiving the
instruction if both of the conditions are determined to be true.

27. An operating system as claimed in claim 25 or claim 26
arranged to perform the operation in response to receiving a
trigger from the library if both of the conditions are deter-
mined to be true.

28. An operating system as claimed in any of claims 25 to
27 wherein the said determining comprises identifying a file
descriptor included in the instruction.

29. An operating system as claimed in claim 28 wherein the
said determining further comprises determining whether the
identified file descriptor relates to any of the said functions.

30. An operating system as claimed in any of claims 25 to
29 further arranged for storing a first data structure compris-
ing indications of file descriptors and state data for each
indicated file descriptor.

31. An operating system as claimed in claim 30 wherein the
state data comprises for each indicated file descriptor an
indication of whether the file descriptor is in use by the
library.

32. Anoperating system as claimed in claim 30 or claim 31
wherein the said determining further comprises accessing the
first data structure.

33. An operating system as claimed in any of claims 25 to
32 further arranged for storing a second data structure com-
prising indications of types of operation and, for each type, an
indication of whether the type relates to any of the said func-
tions.

34. An operating system as claimed in any of claims 25 to
33 wherein the said determining comprises identifying the
type of the operation.

35. An operating system as claimed in claim 34 as depen-
dent on claim 33 wherein the said determining further com-
prises accessing the second data structure.

36. An operating system as claimed in any of claims 25 to
35 wherein the said functions relate to the transfer of data over
a network.

37. An operating system as claimed in any of claims 25 to
36 wherein the said determining comprises determining
whether one of conditions (a) and (b) is true and, only if that
condition is true, determining whether the other of the con-
ditions is true.

38. A data processing system comprising an operating
system as claimed in any of claims 25 to 37.

39. A method for forwarding instructions in a data process-
ing system comprising an operating system, an application
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and a library for supporting one or more functions, the
method comprising the steps of:

receiving at the operating system an instruction from the

application to perform an operation;

determining whether both of conditions (a) and (b) are true,

where:

(a) is that the operation relates to any of the said functions;

and

(b) is that the route by which the instruction reached the

operating system does not include the library; and

if both of the conditions are determined to be true, passing

an indication of the instruction to the library.

40. A data processing system comprising:

a data processor for executing instructions to support one

Or more processes;

memory for storing data;

an interface whereby the data processor can transmit data

to a remote receiver; and

a configuration store storing definitions of a plurality of

areas in the memory, each such area comprising a set of
contiguous memory locations in the memory and the
configuration store storing an order for each area;

the interface being responsive to receiving an instruction of

a predetermined form from the data processor specify-
ing a starting memory location and a length to, if the
specified starting memory location is in one of the areas
defined in the configuration store and the specified
length exceeds the length of the area starting from the
specified location to automatically transmit data from
the next area in order as defined in the configuration
store.

41. An interface as claimed in claim 40, wherein the con-
figuration store is local to the interface.

42. An interface as claimed in claim 41, wherein the con-
figuration store stores, for each area and identification of an
entity as being associated with that area and the controller is
responsive to the instruction of the predetermined form to
verify that an entity that has sent the instruction of the second
type is associated with the indicated location, and is arranged
to transmit data from the area responsive to the instruction
only if that verification is successful.

43. An interface as claimed in any of claims 40 to 42,
wherein the interface is responsive to the said instruction to
transmit data from the area in which the starting location is
located starting from the specified location.

44. An interface as claimed in any of claims 40 to 43,
wherein the interface is arranged to read data for transmission
from the memory by direct memory access.

45. An interface as claimed in any of claims 40 to 44,
wherein the configuration store indicates the physical
addresses of the areas in the memory.

46. An interface as claimed in any of claims 40 to 45,
having access to mapping data defining a mapping between a
physical address space of the memory and a virtual address
space and wherein the configuration store indicates the
addresses of the areas in the virtual address space.

47. An interface as claimed in any of claims 40 to 46,
wherein the interface is a network interface and is arranged to
transmit the data to the receiver by means of a network pro-
tocol.

48. An interface as claimed in claim 47, wherein the net-
work protocol is TCP/IP.

49. An interface as claimed in claim 47 or 48, wherein the
interface is arranged to transmit the data over Ethernet.
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50. A method for transmitting data by means of a data
processing system comprising: a data processor for executing
instructions to support one or more processes; memory for
storing data; an interface whereby the data processor can
transmit data to a remote receiver; and a configuration store
storing definitions of a plurality of areas in the memory, each
such area comprising a set of contiguous memory locations in
the memory and the configuration store storing an order for
each area; the method comprising:

receiving an instruction of a predetermined form from the

data processor specifying a starting memory location
and a length;

in response to receiving the instruction, if the specified

starting memory location is in one of the areas defined in
the configuration store and the specified length exceeds
the length of the area starting from the specified location
automatically transmitting data from the next area in
order as defined in the configuration store.

51. A method as claimed in claim 50, comprising, in order,
the steps prior to the said receiving step of:

identitying a block of data in the memory for transmission;

storing in the configuration store a definition of an area that

encompasses the said block of data; and

transmitting to the interface an instruction of the predeter-

mined form specifying a starting memory location in
that area.

52. A data processing system comprising:

a data processor for executing instructions to support one

Or more processes;

memory for storing data;

an interface whereby the data processor can receive data

from a remote transmitter; and

a configuration store storing definitions of a plurality of

areas in the memory, each such area comprising a set of
contiguous memory locations in the memory and the
configuration store storing an order for each area;

the interface being responsive to receiving a block of data

from a remote transmitter for writing to a starting loca-
tion in one of the areas to, if the length of the received
data exceeds the length of the area starting from the
specified location to automatically write some of the
received data to the next area in order as defined in the
configuration store.

53. An interface as claimed in claim 52, wherein the con-
figuration store is local to the interface.

54. An interface as claimed in claim 53, wherein the con-
figuration store stores, for each area and identification of an
entity as being associated with that area and the controller is
responsive to receiving a block of data together with an indi-
cation of an entity to verify that that entity is associated with
the indicated location, and is arranged to write data to from
the area responsive to the instruction only if that verification
is successful.

55. An interface as claimed in any of claims 52 to 54,
wherein the interface is arranged to write data for transmis-
sion to the memory by direct memory access.

56. An interface as claimed in any of claims 52 to 55,
wherein the configuration store indicates the physical
addresses of the areas in the memory.

57. An interface as claimed in any of claims 52 to 56,
having access to mapping data defining a mapping between a
physical address space of the memory and a virtual address
space and wherein the configuration store indicates the
addresses of the areas in the virtual address space.
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58. An interface as claimed in any of claims 52 to 57,
wherein the interface is a network interface and is arranged to
receive the by means of a network protocol.

59. An interface as claimed in claim 58, wherein the net-
work protocol is TCP/IP.

60. An interface as claimed in claim 58 or 59, wherein the
interface is arranged to receive the data over Ethernet.

61. A data processing system comprising:

a data processor for executing instructions to support two

Or more processes;

memory for storing data;

an interface whereby the data processor can transmit data

to a remote receiver; and

a configuration store storing definitions of a plurality of

areas in the memory, and for each one an identification
of a process associated therewith;

the interface being responsive to receiving an instruction of

a predetermined form from a process supported by the
data processor specifying data in one of the areas to read
the specified data from the area and transmit that data to
a remote receiver together with the identification of a
process stored for that area in the configuration store.

62. A data processing system as claimed in claim 61,
wherein the configuration store is local to the interface.

63. A data processing system as claimed in claim 61 or 62,
wherein the data processor implements a plurality of queues
for communication between the processes and the interface,
each queue being associated with a respective process, and
the interface is arranged to identify which process an instruc-
tion is from by the queue on which it has received the instruc-
tion.

64. A data processing system as claimed in any of claims 61
to 63, wherein the interface is arranged to read the data from
the area by direct memory access.

65. An interface as claimed in any of claims 61 to 64,
wherein the interface is a network interface and is arranged to
transmit the data to the receiver by means of a network pro-
tocol.

66. An interface as claimed in claim 65, wherein the net-
work protocol is TCP/IP.

67. An interface as claimed in claim 65 or 66, wherein the
interface is arranged to transmit the data over Ethernet.

68. A data processing system comprising:

a data processor for executing instructions to support two

or more processes;

memory for storing data;

an interface whereby the data processor can receive data

from a remote receiver; and
a configuration store storing definitions of a plurality of
areas in the memory, and for each one an identification
of'a process on a remote receiver associated therewith;

the interface being responsive to receiving from the remote
receiver data directed to one of the areas together with an
identification of a process to check whether that identi-
fied process matches the identification of a process
stored for that one of the areas in the configuration store
and only if it does match to write that data to that con-
figuration store.

69. A data processing system as claimed in claim 68,
wherein the configuration store is local to the interface.

70. A data processing system as claimed in any of claims 61
to 69, wherein the interface is arranged to write the data from
the area by direct memory access.
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71. An interface as claimed in any of claims 61 to 70,
wherein the interface is a network interface and is arranged to
receive the data by means of a network protocol.

72. An interface as claimed in claim 71, wherein the net-
work protocol is TCP/IP.

73. An interface as claimed in claim 71 or 72, wherein the
interface is arranged to receive the data over Ethernet.

74. A signal handling arrangement for a data processing
system that has an application, a first routine, and an operating
system capable of being configured to automatically send
signals to routines external to the operating system for initi-
ating execution of the said routines, wherein the first routine
is such that execution thereof requires access to a resource,
the signal handling arrangement being arranged to:

determine whether the resource is available; and

if such determination is negative, delay signals from the
operating system for initiating execution of the first rou-
tine.

75. A signal handling arrangement as claimed in claim 74
wherein the signals from the operating system for initiating
execution of the first routine are asynchronous.

76. A signal handling arrangement as claimed in claim 74
or claim 75 wherein the said determining comprises deter-
mining whether the resource is in use by an application.

77. A signal handling arrangement as claimed in any of
claims 74 to 76 wherein the operating system is capable of
being configured by means of instructions to send signals for
initiating execution of the first routine in response to condi-
tions specified in the instructions.

78. A signal handling arrangement as claimed in claim 77
further arranged to intercept such instructions sent from an
application, modity the instructions, and pass the modified
instructions to the operating system so as to configure the
operating system to send to the signal handling arrangement
signals for initiating execution of the first routine in response
to the conditions specified in the instructions.

79. A signal handling arrangement as claimed in any of
claims 74 to 78 further arranged to, if the determination is
negative, signal the first routine to cause execution thereof
when the resource becomes available.

80. A signal handling arrangement as claimed in any of
claims 74 to 79 further arranged to maintain a memory loca-
tion for indicating the availability of the resource, and
wherein the said determining comprises accessing the
memory location.

81. A signal handling arrangement as claimed in claim 80
further arranged to, when a second routine begins, the second
routine being such that execution thereof requires access to
the resource, store in the memory location an indicator of a
position in a stack indicating the address to which processing
control is to return when the second routine is completed.

82. A signal handling arrangement as claimed in claim 81
further arranged to, when the second routine begins, store at
the said position in the stack an indicator of an address of a
routine for signalling the first routine to initiate execution
thereof, whereby the first routine may be automatically sig-
nalled to initiate execution thereof in response to completion
of the second routine.

83. A signal handling arrangement as claimed in claim 82
further arranged to, in response to completion of the second
routine, store in the memory location an indication that the
resource is available.
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84. A signal handling arrangement as claimed in any of
claims 74 to 83 wherein the data processing system imple-
ments a user-level networking stack.

85. A signal handling arrangement as claimed in any of
claims 74 to 84 wherein the data processing system comprises
a library.

86. A signal handling arrangement as claimed in claim 85
as dependent on claim 84 wherein the user-level stack is
implemented by means of the library.

87. A signal handling arrangement as claimed in claim 85
or claim 86 implemented at least partly by the library.

88. A signal handling arrangement as claimed in any of
claims 74 to 87 implemented at least partly by the application.

89. A signal handling arrangement as claimed in any of
claims 74 to 88 wherein the resource is non-reentrant.

90. A signal handling arrangement as claimed in any of
claims 74 to 89 wherein the application includes the first
routine.

91. A data processing system having an application, a first
routine, an operating system, and a signal handling arrange-
ment, wherein the operating system if capable of being con-
figured to automatically send signals to routines external to
the operating system for initiating execution of the said rou-
tines, and wherein the first routine is such that execution
thereof requires access to a resource, the signal handling
arrangement being arranged to:

determine whether the resource is available; and

if such determination is negative, delay signals from the

operating system for initiating execution of the first rou-
tine.

92. A data carrier carrying a signal handling arrangement
for a data processing system that has an application, a first
routine, and an operating system capable of being configured
to automatically send signals to routines external to the oper-
ating system for initiating execution of the said routines,
wherein the first routine is such that execution thereof
requires access to a resource, the signal handling arrangement
being arranged to:

determine whether the resource is available; and

if such determination is negative, delay signals from the

operating system for initiating execution of the first rou-
tine.

93. A data processing system for receiving data from a
network, and processing that data in accordance with a net-
work protocol to extract traffic data therefrom, the data pro-
cessing system having:

a memory,

anetwork interface for receiving the data from the network

and storing it in the memory;

an operating system for supporting one or more applica-

tions; and

aprotocol processing entity, the protocol processing entity

being arranged to perform protocol processing of data in
the memory in response to signalling from an applica-
tion supported by the operating system.

94. A data processing system as claimed in claim 93,
wherein the protocol processing entity is a software entity that
runs at, a higher level than the operating system.

95. A data processing system as claimed in claim 94,
wherein the protocol processing entity runs at user level.

96. A data processing system as claimed in claim 94 or 95,
wherein the protocol proceeding entity is constituted by a
function library.
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97. A data processing system as claimed in any of claims 94
to 96, wherein the protocol proceeding entity provides an
application programming interface (API).

98. A data processing system as claimed in any of claims 93
to 97, wherein the memory comprises a plurality of buffers
each associated with a respective endpoint of the data pro-
cessing system.

99. A data processing system as claimed in any of claims 93
t0 98, wherein the memory comprises a buffer for storing data
indicating events, and the network interface device is
arranged to, on receiving data from the network, store it in the
memory and also store data indicating a corresponding event
in the event buffer.

100. A data processing system as claimed in any of claims
93 t0 99, wherein the protocol processing entity is arranged to
perform protocol processing of data in the memory in
response to signalling from an application to request whether
data is available for one or more endpoints.

101. A data processing system as claimed in claim 100,
wherein the said signalling is a select( ) and/or a poll( ) call.

102. A data processing system as claimed in any of claims
93 to 101, wherein the call is resolved by the data processing
system by means of a static linkage.

103. A data processing system as claimed in any of claims
93 to 101, wherein the call is resolved by the data processing
system by means of a dynamic linkage.

104. A data processing system as claimed in any of claims
93 to 103, wherein the protocol processing entity is arranged
to perform protocol processing of data in the context of the
entity that signalled it to do so.

105. A data processing system as claimed in claim 104,
wherein the said entity is a thread of the application.

106. A data processing system as claimed in any of claims
93 to 105 wherein the network protocol is TCP/IP.

107. A data processing system as claimed in any of claims
93 to 106, wherein the protocol processing entity is an APL.

108. A data processing system as claimed in any of claims
93 to 107, wherein the protocol processing entity supports
BSD, Posix or Winsock network sockets.

109. A method of forming multiple packets of a first pro-
tocol for carrying data from a packet of a second protocol, the
first and second protocols each defining a data format for
packets of the respective protocol according to which each
packet thereof includes a payload and control data including
address data indicative of an intended recipient of the data, the
method comprising:

dividing the payload of the packet of the second protocol

into two or more fragments; and

forming two or more packets of the first protocol, each such

packet including a single one of the fragments and at
least some of the address data of the packet of the second
protocol.

110. A method as claimed in claim 109, wherein the step of
forming comprises setting the payload of each packet of the
first protocol to include the respective one of the fragments.

111. A method as claimed in claim 109 or 110, wherein the
second protocol is User Datagram Protocol.

112. A method as claimed in any of claims 109 to 111,
wherein the step of forming comprises setting the control data
of'each packet of the first protocol to include the said some of
the address data of the packet of the second protocol.

113. A method as claimed in claim 112, wherein the first
protocol is Internet Protocol and the step of forming com-
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prises setting option data of each packet of the first protocol to
include the said some of the address data of the packet of the
second protocol.

114. A method as claimed in any of claims 109 to 111,
wherein the step of forming comprises, for each packet of the
first protocol:

generating intermediate packet data having the data format

defined by the second protocol and including as the
address data thereof at least some of the address data of
the packet of the second protocol, and including as the
payload data thereof the respective fragment; and
setting the payload of the respective packet of the first
protocol to include the intermediate packet data.

115. A method as claimed in claim 114, wherein the second
protocol defines certain data content of packets formatted
according to the data format of the second protocol as invalid,
and the intermediate packet data is generated so as to include
such invalid data.

116. A method as claimed in claim 115, wherein the data
content defined as invalid is certain content of a field of the
control data according to the format of the second protocol.

117. A method as claimed in claim 116, wherein the step of
forming comprises, for each packet of the first protocol:

setting the said field of the control data of the intermediate

packet data to a value that is invalid according to the
second protocol; and

setting the control data of the respective packet of the first

protocol to include data that would be included in the
said field if the control data of the intermediate packet if
the intermediate packet data were valid packet data
according to the second protocol.

118. A method as claimed in claim 117, wherein the first
protocol is Internet Protocol and the step of setting the control
data comprises setting option data of the respective packet of
the first protocol to include data that would be included in the
said field if the control data of the intermediate packet if the
intermediate packet data were valid packet data according to
the second protocol.

119. A method as claimed in any of claims 116 to 118 as
dependent on claim 111, wherein the field is the length field of
the user datagram protocol.

120. A method as claimed in any of claims 109 to 119,
wherein the said some of the address data of the packet of the
second protocol includes a destination port number.

121. A method as claimed in any of claims 109 to 120,
wherein the said some of the address data of the packet of the
second protocol includes a source port number.

122. A data transmitter for forming multiple packets of a
first protocol for carrying data from a packet of a second
protocol, the first and second protocols each defining a data
format for packets of the respective protocol according to
which each packet thereof includes a payload and control data
including address data indicative of an intended recipient of
the data, the transmitter comprising means for:

dividing the payload of the packet of the second protocol

into two or more fragments; and

forming two or more packets of the first protocol, each such

packet including a single one of the fragments and at
least some of the address data of the packet ofthe second
protocol.

123. A method of receiving data from multiple packets of a
first protocol each carrying data from a packet of a second
protocol, the first and second protocols each defining a data
format for packets of the respective protocol according to
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which each packet thereof includes a payload and control data
including address data indicative of an intended recipient of
the data, the packets of the first protocol all including a
fragment of the payload of the packet of the second protocol
and at least some of the address data of the packet of the
second protocol; the method comprising allocating at least
one memory area to each of a plurality of receiving entities,
and for each packet of the first protocol:

receiving the packet of the first protocol at a network pro-

cessing layer;
identifying the said some of the address data of the packet
of the second protocol in the packet of the first protocol;

in dependence on the identified address data of the packet
of the second protocol directing at least some of the
payload of the packet of the first protocol to a memory
area allocated to an entity indicated by the identified
address data.

124. A method of receiving data from multiple packets of a
first protocol each carrying data from a packet of a second
protocol, the first and second protocols each defining a data
format for packets of the respective protocol according to
which each packet thereof includes a payload and control data
including address data indicative of an intended recipient of
the data, the packets of the first protocol all including inter-
mediate packet data that has the structure of a valid packet of
the second protocol and that includes control data that is
invalid according to the second protocol, and each packet of
the first protocol including control data whereby, valid con-
trol data according to the second protocol can be generated for
the intermediate packet data; the method comprising, for each
packet of the first protocol:

receiving the packet of the first protocol at a first protocol

processing layer;

extracting the intermediate packet data from the packet of

the first protocol;

identifying that the intermediate packet data represents an

invalid packet of the second protocol;
generating valid control data according to the second pro-
tocol for the intermediate packet data by means of the
control data of the packet of the first protocol; and

checking the integrity of the intermediate packet data based
on the content of the intermediate packet data and the
generated valid control data.

125. A method as claimed in claim 124, wherein the step of
checking the integrity comprises verifying a checksum over
at least some of the intermediate packet data.

126. A method as claimed in claim 124 or 125, wherein the
said invalid control data is a length field for the intermediate
packet data.

127. A data receiver for receiving data from multiple pack-
ets of a first protocol each carrying data from a packet of a
second protocol, the first and second protocols each defining
a data format for packets of the respective protocol according
to which each packet thereof includes a payload and control
data including address data indicative of an intended recipient
of the data, the packets of the first protocol all having a
payload including a fragment of the payload of the packet of
the second protocol and at least some of the address data of
the packet of the second protocol; the receiver comprising:

a memory comprising a plurality of memory areas;

a plurality of receiving entities, there being at least one

memory area allocated to each receiving entity; and
packet processing means configured to, for each received
packet of the first protocol:
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receive the packet of the first protocol at a network protocol

layer;

identify the said some of the address data of the packet of

the second protocol in the packet of the first protocol;
and

in dependence on the identified address data of the packet

of'the second protocol direct at least some of the payload
of'the packet of the first protocol to memory allocated to
an entity indicated by the identified address data.

128. A data receiver for receiving data from multiple pack-
ets of a first protocol each carrying data from a packet of a
second protocol, the first and second protocols each defining
a data format for packets of the respective protocol according
to which each packet thereof includes a payload and control
data including address data indicative of an intended recipient
of the data, the packets of the first protocol all including
intermediate packet data that has the structure of a valid
packet of the second protocol and that includes control data
that is invalid according to the second protocol, and each
packet of the first protocol including control data whereby,
valid control data according to the second protocol can be
generated for the intermediate packet data; the data receiver
comprising packet processing means arranged to, for each
packet of the first protocol:

receive the packet of the first protocol at a first protocol

processing layer;

extract the intermediate packet data from the packet of the

first protocol;

identify that the intermediate packet data represents an

invalid packet of the second protocol;
generate valid control data according to the second proto-
col for the intermediate packet data by means of the
control data of the packet of the first protocol; and

check the integrity of the intermediate packet data based on
the content of the intermediate packet data and the gen-
erated valid control data.

129. An interface for interfacing between a receiver and a
data processing system, the data processing system including
a memory for storing data, the interface comprising a trans-
mission controller responsive to instructions from the data
processing system to transmit data to the receiver, the trans-
mission controller having access to mapping data defining a
mapping between a physical address space of the memory and
avirtual address space and the transmission controller being:

responsive to an instruction of a first type and having as an

operand data to be transmitted to transmit that data to the
receiver; and

responsive to an instruction of a second type and having as

an operand an indication of the location of data in the
virtual address space to read data from the physical
location in the memory that corresponds to the indicated
location and transmit that data to the receiver.
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130. An interface as claimed in claim 129, wherein the
instruction of the first type is a programmed input-output
instruction.

131. An interface as claimed in claim 129 or 130, wherein
the said reading of data responsive to the second instruction is
performed by direct memory access.

132. An interface as claimed in any of claims 129 to 131,
wherein the transmission controller is responsive to the
instruction of the second type to access the mapping data to
identify the physical location in the memory that corresponds
to the indicated location.

133. An interface as claimed in claim 132, wherein the
mapping data includes an identification of an entity as being
associated with a virtual address location and the controller is
responsive to the instruction of the second type to verity that
an entity that has sent the instruction of the second type is
associated with the indicated location.

134. An interface as claimed in any of claims 129 to 133,
wherein the interface is a network interface and is arranged to
transmit the data to the receiver by means of a network pro-
tocol.

135. An interface as claimed in claim 134, wherein the
network protocol is TCP/IP.

136. An interface as claimed in claim 134 or 135, wherein
the interface is arranged to transmit the data over Ethernet.

137. An interface as claimed in any of claims 129 to 136,
wherein the mapping data is stored locally to the interface.

138. A library for a data processing system including a
memory for storing data and having access to an interface for
transmitting data to a receiver, there being mapping data
defining a mapping between a physical address space of the
memory and a virtual address space, and the library includ-
ing:

a first routine capable of being called by an application
program, the first routine being such as to form an
instruction of a first type for the interface, the instruction
of the first type having as an operand data to be trans-
mitted;

a second routine capable of being called by an application
program, the second routine being such as to form an
instruction of a second type for the interface, the second
instruction having as an operand an indication of the
location of data in the virtual address space.

139. A library as claimed in claim 138, including a third
routine capable of being called by an application program to
configure the mapping data.

140. A data processor having accessible thereto for execu-
tion a library as claimed in claim 138 or 139.

141. A data carrier storing program data defining a library
as claimed in, claim 138 or 139.
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