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Secure UNIX Variations

Major computer security violations publicized by the mass media caused the
Department of Defense (DoD) to create a set of guidelines and categories to
evaluate computer systems for security. The guidelines divide the systems
into categories. Each category is defined by a letter and a number. Each
successive letter indicates a less trusted system. An A system is more
trusted than a B system. To give levels within these categories, the DoD
also assigns numerical subdivisions, with 1 being less secure than 2. Each
level builds on the previous level by adding more security restrictions to the
former level.

These criteria were published by the DoD as "DOD 5200.28-STD",
"Department of Defense Trusted Computer System Evaluation Criteria.” It
was given an orange cover when it was first published in 1985, so that it
would not get lost on users’ shelves. Today it is usually known simply as
the orange book and has been joined by several other DoD publications on
computer security, each with a different color cover. They are known collec-
tively as the rainbow books and can be ordered from the Government
Publications Office.

Trusted computer base (TCB) rating is based on both hardware and
software. A system must meet all of the criteria before being certified.

Division D

The orange book's Division D: Minimal Protection only has one class.
To quote the orange book:

It is reserved for those systems that have been evaluated but that fail to
meet the requirements for a higher evaluation class.

Most home computers fall into this category. Manufacturers do not submit
their products for this classification. Rating by the National Computer
Security Center is a lengthy (and therefore expensive) process. It is not
worth it to apply for a Division D rating, which is implied by default.

Division C
Discretionary Protection

Classes in this division provide for discretionary (need-to-know) protec-
tion and, through the inclusion of audit capabilities, for accountability
of subjects and the actions they initiate.
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Division B
o Mandatory Protection

The notion of a TCB that preserves the integrity of sensitivity labels and
uses them to enforce a set of mandatory access control rules is a major
requirement in this division. Systems in this division must carry the
sensitivity labels with major data structures in the system. The system
developer also provides the security policy model on which the TCB is
based and furnishes a specification of the TCB. Evidence must be pro-
vided to demonstrate that the reference monitor concept has been imple-
menled,

Division A

@ The orange book's Division A includes all of the standards for ratings C
through B, but adds even more qualifications. Quoting the orange book
again:

This division is characterized by the use of formal security verification
methods to assure that the mandatory and discretionary security con-
trols employed in the system can effectively protect classified or other
sensitive information stored or processed by the system. Extensive docu-
mentation is required to demonstrate that the TCB meets the security
requirements in all aspects of design, development and implementation.

To date, only one computer has been granted an A1l security classification,
the Honeywell SCOMP system, There are one or two being tested.

o Government purchases are the largest market for computers. The govern-
ment reguires highly trusted systems, The UNIX operating system has
been augmented by many firms in order to gain better ratings. Some firms
that are marketing these products are:

O Sun Federal, Inc., a wholly owned subsidiary of Sun Microsystems, Inc.,
which markets a variation called Multi-level Security (MLS) which
AT&T has incorporated into its government release of the UNIX operat-
ing system. This variation is being evaluated for a B1 rating.

0 Addamax Corporation of Champaign, Illinois, is also being evaluated for
a BI rating. They are producing a secured version for a foreign market.

O SecureWare, Inc. of Atlanta, Georgia, has submitted systems for rating
evaluations for B1, B2 and C2 ratings.

AT&T (which means Sun Federal, Inc. also) has submitted UNIX System
V/MLS for evaluation. AT&T is making the MLS variation more accessible
to the general public. It was formerly restricted to government agencies.
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UNIX in the Near Future

o UNIX developers have already announced their intentions of releasing a
version of the operating system that would not have a Super User. It will
probably have a hierarchical group authority rather than putting all of the
Super User powers in one basket. Their powers will still be powerful,
"abusable", and mis-usable.

o UNIX V release 4.3 has the shadowed password file, as does the AIX sys-
tem, along with others, Soon most UNIX Systems will have the password
file "hidden", unlike some of today's versions which allow the world to see
It.

o Companies are marketing new security software and hardware every day.
They come in all prices and capabilities. The following chapters have been
designed to help you know your system and design your security, Study
your needs carefully and design vour security with sensibility and care.
Then enforce it!

Review Questions

o Please write down the answers to the following questions,

Where was the UNIX operating system developed?

B

Which university was responsible for many user friendly enhancements
to the UNIX operating system?

What is the name of the variation this university markets?

Why did AT&T suddenly start marketing the UNIX operating system?
What was the computing industry’s response to AT&T marketing?
What was AT&T's response to the industry?

What is the major motivating force today behind the UNIX operating
system?

el 8 o o

8. List at least two wvariations on the UNIX operating system that are
available in secure form.

9. Is the MLS UNIX operating system available to the general public?
10. Is the MLS UNIX operating system rated at a B1 level?
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end users of the product do not need to have any permissions on the data-
base directory except execute, Since the product calculates the name of user
created tables from its fixed name catalog, the permissions on a database
directory may be simply 110 with execute for the DBA (creator) and infor-
mix group.

o By setting the DBTEMP variable, the user can hold confidential data in a
directory to which only they have access. This means that the race condi-
tion of creating database temporary files can be defeated. Using a different
directory is not without its cost. Imagine administrating a temporary direc-
tory for each database user.

This can be done by using shell scripts and a naming convention. As an
example, the DBTEMP variable could be set to a directory called tmp in the
user’s home directory. A shell script could parse the password file for
unique home directories of non-administrative identities. The list created
could form the basis of a cleanup find command.

Encryption of the Data

a  All the techniques for security on the data is useless against the Super User,
who can read any file and use any UNIX utility. The only way to com-
pletely secure a database from the Super User is not to have one. However,
it is possible to frustrate a Super User, The use of C-hooks in the INFOR-
MIX (and other products) can allow very confidential data to be encrypted.
Without the proper key, the data is useless. This book cannot be an exhaus-
tive authority on encryptions. The reader should get as much help on this
subject as possible from authorities on the subject if the encryption of the
database is a mandate. The remainder of this chapter is a simple introduc-
tion to the technigues used in encryption.

XOR function

o By using C-hooks in a PERFORM screen or an ACE report, it is possible to
encrypt and decrypt data. One of the simplest forms of encryption is the
eXclusive OR (XOR) function of the C language. The encryption of data
may be done as a reversible algorithm. Example 10.1 is a small program
that will encrypt a file using an XOR function.

The XOR function is limited by its key. The larger the key generated, the
better the encryption. The more random the key the better. This is the
basis for a very secure method of encryption called scratch pad encryption.
In scratch pad encryption the sender and receiver of data have a set of
text which is the key. This text is random and known only to the sender
and the receiver. The scratch pad is used to encrypt one and only one mes-
sage. Since it is a large random key which is changed with each message
the probability of breaking the message is nil. In our Example 10.1 the key
was a string passed in as the first parameter. There is no reason that the
key could not have been a file name. This file would be used once and then
thrown away.
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Chapter Ten

(

# include <stdioc.h>

int main( argc, argv)

char *argv(];

int len;

FILE *in;

FILE *out;
int x;

int i=20;

/* check usage */

if( argec 1=3 ) {
fprintf( stderr, "USAGE: %s key file\n", *argv );
exit|{ 1 )

}

/™ get length of key */
len = strlen( argv(l] );

/* open file v/

if( ( in = fopen( acrgv(2], "c" ) ) == NULL ) {
fprintf( stderr, "Could not open %s\n", argv[2] ):
perror( *argv );
exit{ 2 );

}

/* open output file */

if({ ( out = fopen( "output®, "w" ) ) == NULL ) {
fprintf( stderc, "Could not open outputyn®", argv([2] );
perror( *argv ):
exit{ 2 );

}

while( (x = fgetc( in ) ) != BOF ) |
putc( x "~ argv[l][i), out );
1++;
i %= len;

}

/* close files */
fclose( in );
fclose( ocut );

J* exit with success */
exit( 0 );

Example 10.1 Exclusive or encryption.
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Two Pad Encryption

o Two Pad Encryption is a slightly more sophisticated way of doing the XOR
encryption using a simpler set of keys. It has the advantage of generating a
larger key from a smaller set of keys. Example 10.2 is a two pad encryp-
tion. The length of padl and pad2 have been carefully constructed at 17
and 11 characters respectively, Since these are prime numbers, the charac-
ters are guaranteed to rotate so it will take 11 uses of padl and 17 uses of
pad2 to repeat a XOR combination. This means the 28 characters in the
two pads create a combination of 17 X 11, or 187, scratch pad values. If
the values of the pads are chosen with random values that are guaranteed
to be non-repeating, relatively small pads can be used to create large combi-
nation pads. Of course additional pads could be added to create even larger
combinations. The program scrambler.c in this volume’s Reference Section,
with its companion PERFORM screen called test_s and C-hook called
test_f is an example of a encryption algorithm based on the two pad
method.

The encrypt Library Function

o Along with these techniques there exists an implementation of the DES
(Data Encryption Standard) specified by the Federal Government as a part
of the Standard C library of UNIX. These functions are well documented
and therefore we will not cover them here. These DES functions may be
included in a DBMS user program as easily as any of the other functions we
have cited.

There is a well known problem in using these functions. [If the text
material is large enough, the data may be decrypted using functions avail-
able in the public domain. A Cryptographers Workbench exists and is quite
good at breaking the UNIX DES algorithm. The Workbench is of dubious
use if a column or columns of a database is encrypted using a password.
Since the text encrypted is small, it is also harder to break, especially if the
password used on different rows is different. This does not mean that the
data cannot be decoded. It just means that it would be more difficult to
extract the data and decode it.

Encryption and Password Problems

o There are a couple of problems with encrypting data. In password protected
methods the password must be remembered for as long as the data is
needed. Password distribution becomes a problem. The larger the number
of people that know passwords the more likely the password is to be
revealed.
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