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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF TEXAS
MARSHALL DIVISION

VALTRUS INNOVATIONS LTD. and
KEY PATENT INNOVATIONS LTD.,

Case No. 2:25-cv-

JURY TRIAL DEMANDED

Plaintiffs,
V.

FEDEX CORPORATION and FEDEX
OFFICE AND PRINT SERVICES, INC.,

Defendants.

COMPLAINT FOR PATENT INFRINGEMENT
Plaintiffs Valtrus Innovations Ltd. (“Valtrus”) and Key Patent Innovations Ltd. (“KPI”)
(collectively, “Plaintiffs”) for their Complaint against Defendants FedEx Corporation and FedEx
Office and Print Services, Inc. (collectively, “FedEx” or “Defendants™) for patent infringement
allege as follows:

THE PARTIES

1. Valtrus is the successor-in-interest to a substantial patent portfolio created by
Hewlett Packard Enterprise and its predecessor, subsidiary, and affiliate companies, including
Hewlett-Packard Development Company, L.P. (collectively, “HPE”). Valtrus is an Irish entity
duly organized and existing under the laws of Ireland. The address of the registered office of
Valtrus is: The Glasshouses GH2, 92 Georges Street Lower, Dun Laoghaire, Dublin A96 VR66,
Ireland. HPE’s worldwide corporate headquarters is located in Houston, Texas. One of HPE’s

primary U.S. facilities is located in Plano, Texas.

1 FEDEX 1041
Fedex Corp. v. Valtrus Innovations Ltd.
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2. KPI is the beneficiary of a trust pursuant to which Valtrus owns, holds, and asserts
the Patents-in-Suit as defined in Paragraph 20. KPI is an Irish entity duly organized and existing
under the laws of Ireland. The address of the registered office of KPI is: The Glasshouses GH2,
92 Georges Street Lower, Dun Laoghaire, Dublin A96 VR66, Ireland.

3 On information and belief, Defendant FedEx Corporation is a company organized
under the laws of the State of Delaware, with a place of business at 942 South Shady Grove Road,
Memphis, TN 38120. On information and belief, Defendant FedEx Corporation may be served
through its registered agent for service, CT Corporation System located at 1999 Bryan Street, Suite
900, Dallas, TX 75201-3136. On information and belief, Defendant FedEx Corporation does
business in Texas, directly or through intermediaries, and offers its products and/or services,
including those accused herein of infringement, to customers and potential customers located in
Texas, including in the Judicial District of the Eastern District of Texas.

4. On information and belief, Defendant FedEx Office and Print Services, Inc. is a
company organized under the laws of the State of Delaware, with its corporate headquarters

located at 7900 Legacy Drive, Plano, TX 75024.

Corporate Headquarters
7900 Legacy Drive

Plano, TX 75024

On information and belief, Defendant FedEx Office and Print Services, Inc. may be served through
its registered agent for service, CT Corporation System located at 1999 Bryan Street, Suite 900,

Dallas, TX 75201-3136. On information and belief, Defendant FedEx Office and Print Services,

! https://www.office.fedex.com/?srsltid=AfmBOoohPInZSz4frxMjdUUO;-
iIFtoomxvrQ1mtnCPeHWvSm_ p3mHROt
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Inc. is a wholly-owned subsidiary of Defendant FedEx Corporation and carries out the business of
its parent throughout the United States and Texas. On information and belief, Defendant FedEx
Office and Print Services, Inc. does business in Texas, directly or through intermediaries, and
offers its products and/or services, including those accused herein of infringement, to customers
and potential customers located in Texas, including in the Judicial District of the Eastern District
of Texas.

3, FedEx controls, participates in the commission of, and has a direct financial interest
in the infringing acts set forth herein.

JURISDICTION AND VENUE

6. This is an action for patent infringement arising under the patent laws of the United
States, 35 U.S.C. §§ 1, ef seq. This Court has jurisdiction over this action pursuant to 28 U.S.C.
§§ 1331 and 1338(a).

7. This Court has personal jurisdiction over Defendants. Defendants regularly conduct
business and have committed acts of patent infringement and/or have induced acts of patent
infringement by others in this Judicial District and/or have contributed to patent infringement by
others in this Judicial District, the State of Texas, and elsewhere in the United States. Defendants,
directly and/or through subsidiaries or intermediaries, have committed and/or continue to commit
acts of infringement in this District by, among other things, making, using, importing, offering to
sell, and/or selling products that infringe the Patents-in-Suit as defined in Paragraph 17.

8. This Court has general jurisdiction over Defendants due to their continuous and
systematic contacts with the State of Texas, including through their operation of physical offices
in the State of Texas, either directly or through authorized third parties, including this District.

These locations include drop-off locations, locations with shipping assistance, locations with



Case 2:25-cv-00516 Document1l Filed 05/09/25 Page 4 of 74 PagelD #: 4

package holding and/or shipping, or a combination thereof. These physical locations include at
least the following: 1300 E Whaley Steet, Longview, TX 75601; 916 W Loop 281, Longview, TX
75604; 3320 Robertson Road, Tyler, TX 75701; 4522 S Broadway Avenue, Tyler, TX 75703;
1200 Capital Avenue, Plano, TX 75074; 901 N. Central Expy, Suite 200, Plano, TX 75075; 1415
E Renner Road, Suite 230, Richardson, TX 75082; and 1565 N Central Expy, Suite 100,
Richardson, TX 75080. Additionally, this Court has general jurisdiction over Defendants due to
their targeting of Texas residents with the https://www.fedex.com/en-us/home.html and
https://www.office.fedex.com/ websites, their ownership and/or lease of land in the State of Texas,
and other business activities throughout the State of Texas.

9. Defendants are subject to the specific personal jurisdiction of this Court because
Plaintiffs’ patent infringement claims against Defendants specifically arise from Defendants’ acts
of infringement in the State of Texas. These acts of infringement include directing and controlling
the operation of the https://www_fedex.com/en-us/home.html and https://www.office.fedex.com/
websites, using the patented inventions, and specifically targeting residents of Texas with these
and other websites to further the sale of products and services to those customers online in this
District. On information and belief, Defendants operate and/or contract with third parties to operate
various locations through the FedEx Authorized ShipCentre program?, including in the State of
Texas.

10.  Venue is proper in this District under 28 U.S.C. §§ 1391(b)-(d) and 1400(b).
Defendants are registered to do business in the State of Texas, have offices in the State of Texas,

have transacted and continue to transact business in the Eastern District of Texas, and have

*https://www fedex.com/en-ca/retail-locations/pickup-
dropoff/joinshipcentre. html#:~:text=F ASC%20Application,GoFedEx
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committed and continue to commit acts of direct and indirect infringement in the Eastern District
of Texas.

11.  Defendants are subject to this Court’s jurisdiction pursuant to due process and/or
the Texas Long Arm Statute due at least to their substantial business in this State and Judicial
District, including (a) at least part of their past infringing activities, (b) regularly doing or soliciting
business in Texas, and/or (c) engaging in persistent conduct and/or deriving substantial revenue
from goods and services provided to customers in Texas.

PATENTS-IN-SUIT

12.  On February 5, 2013, the United States Patent and Trademark Office duly and
legally issued U.S. Patent No. 8,370,416 (the “’416 Patent”) entitled “Compatibility Enforcement
in Clustered Computing Systems.” A true and correct copy of the *416 Patent is attached hereto
as Exhibit A.

13.  OnMarch 8, 2011, the United States Patent and Trademark Office duly and legally
issued U.S. Patent No. 7,904,686 (the “’686 Patent”) entitled “Data Security for Use with a File
System.” A true and correct copy of the 686 Patent is attached hereto as Exhibit B.

14. On December 29, 2009, the United States Patent and Trademark Office duly and
legally issued U.S. Patent No. 7,640,332 (the “’332 Patent”) entitled “System and Method for Hot
Deployment/Redeployment in Grid Computing Environment.” A true and correct copy of the 332
Patent is attached hereto as Exhibit C.

15. On October 10, 2006, the United States Patent and Trademark Office duly and
legally issued U.S. Patent No. 7,120,832 (the “’832 Patent”) entitled “Storage Device Performance
Monitor.” A true and correct copy of the 832 Patent is attached hereto as Exhibit D.

16.  Plaintiffs are the sole and exclusive owner of all legal right, title, and interest in the
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’416 Patent, the *686 Patent, the *332 Patent, and the *832 Patent (collectively, the “Patents-in-
Suit” or “Asserted Patents™), and hold the exclusive right to take all actions necessary to enforce
their rights to the Patents-in-Suit, including the filing of this patent infringement lawsuit. Plaintiffs
also have the right to recover all damages for past, present, and future infringement of the Patents-
in-Suit and to seek injunctive relief as appropriate under the law.

FACTUAL ALLEGATIONS

17.  The ’416 Patent generally relates to a system and method for a network comprising
electronic devices associated with user profiles to allow migration of the user profiles from one
electronic device to another. The technology described in the 416 Patent was developed by David
J. Hoover, Bernard A. Reed, IlI, Marjorie Krueger, and Douglas L. Voigt at Hewlett-Packard
Development Company, L.P. For example, the 416 Patent is infringed through FedEx’s use of
Kubernetes for cluster creation.

18.  The *686 Patent generally relates to a system and method for providing data security
for use with a file system. The technology described in the ’686 Patent was developed by
Ranganath G. Iyengar at Hewlett-Packard Development Company, L.P. For example, the "686
Patent is infringed by FedEx’s Apache Software Foundation’s Hadoop Distributed File System
(“HDFS™).

19. The °332 Patent generally relates to technology for hot deployment and/or
redeployment in a grid computing environment, where the grid computing environment adds a
new version of an application from a repository server, determining which grid node is running
the application affected by the new version of the software, notifying the client application
manager associated with one or more of the affected grid nodes, and hot deploying/redeploying

the new version of the application to the affected grid nodes. The technology described in the *332
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Patent was developed by Sanjay Dahiya at Hewlett-Packard Development Company, L.P. For
example, the ’332 Patent is infringed by FedEx’s use of Kubernetes for rolling updates.

20.  The 832 Patent generally relates to technology for monitoring performance of a
storage device by intercepting communications between a computer system and said storage
device, analyzing the intercepted communications, and reallocating at least some of said data on
said storage device to enhance the performance of the storage device. The technology described in
the ’832 Patent was developed by Kevin Collins and Michael P. Fleischmann at Hewlett-Packard
Development Company, L.P. For example, the *823 Patent was infringed by FedEx’s use of
Apache Kafka Streams using RocksDB Universal Compaction, RocksDB Universal Compaction,
Apache Cassandra, and Apache HBase.

21.  FedEx has infringed the *832 Patent by making, using, selling, offering to sell,
and/or importing, and by actively inducing others to make, use, sell, offer to sell, and/or import
the infringing products identified above.

22.  FedEx has infringed and is continuing to infringe the "416 Patent, the 686 Patent,
and the 332 Patent by making, using, selling, offering to sell, and/or importing, by actively
inducing others to make, use, sell, offer to sell, and/or import, and/or contributing to other’s
making, using, selling, offering to sell, and/or importing of the infringing products identified
above.

COUNT 1
(Infringement of the 416 Patent)

23,  Paragraphs 1 through 22 are incorporated by reference as if fully set forth herein.
24. Plaintiffs have not licensed or otherwise authorized Defendants to make, use, offer

for sale, sell, or import any products that embody the inventions of the 416 Patent.
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25.  Defendants have directly infringed and continue to directly infringe the *416 Patent,
either literally or under the doctrine of equivalents, without authority and in violation of 35 U.S.C.
§ 271, by making, using, offering to sell, selling, and/or importing into the United States products
that satisfy each and every limitation of one or more claims of the 416 Patent. Such products
include, but are not limited to, Kubernetes.

26.  For example, Defendants have directly infringed and continue to directly infringe
at least claim 1 of the "416 Patent by making, using, offering to sell, selling, and/or importing into
the United States products that include Kubernetes.

27. On information and belief, FedEx has used Kubernetes in the U.S. since at least
2019.% On information and belief, FedEx had developers build or refactor FedEx applications on
a PaaS (Platform as a Service) system. The PaaS system enables engineers to shuttle applications
between Google Cloud Platform and internal datacenters by using container software to make the
applications portable and the Kubernetes technology to orchestrate the movement of containers

between clouds.?

End-Users

A variety of users are autoscaling applications with KEDA:

Docplanner
* Tech FQCEX

3 https://www.cio.com/article/217625/fedex-cloud-dojo-accelerates-digital-transformation.html
* https://www.cio.com/article/217625/fedex-cloud-dojo-accelerates-digital-transformation.html.
See also, e.g., https://clavent.com/top-devops-trends-that-will-matter-the-most-in-2020/
(discussing FedEx’s Cloud Dojo). See also, e.g.,

https://www _linkedin.com/in/monikamevenkamp/; (showing use of Kubernetes);

https://www linkedin.com/in/asaf-peleg-007/ (showing use of both Kubernetes and Kafka)

> https://keda.sh/community/#end-users
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Kubernetes Workloads Autoscaling
with KEDA

KEDA (Kubernetes Event Driven Autoscaling) is an Open Source tool with the
backing of large companies (e.g. Microsoft, RedHat, IBM, etc.), and it is also
a CNCF (Cloud Native Computing Foundation) graduate project. It is used by

a large variety of companies, big and small: Fedex, Reddit, Xbox, Cisco, etc.

KEDA is a Kubernetes-based Event Driven Autoscaler. With KEDA, you can drive
the scaling of any container in Kubernetes based on the number of events needing

to be processed.

KEDA is a single-purpose and lightweight component that can be added into any
Kubernetes cluster. KEDA works alongside standard Kubernetes components like
the Horizontal Pod Autoscaler and can extend functionality without overwriting
or duplication. With KEDA you can explicitly map the apps you want to use event-
driven scale, with other apps continuing to function. This makes KEDA a flexible

and safe option to run alongside any number of other Kubernetes applications or

| frameworks. 6

Delivering at the Nexus of the Digital &
Physical Worlds: VMware & FedEx

"At FedEx, we stand at the nexus of the digital and physical worlds," said FedEx
ClO Rob Carter as he shared FedEx's success story of using VMware services to
quickly and efficiently scale to meet the intense demands of delivering the massive
rollout of the life-saving Coronavirus vaccines as well as the surge in e-commerce

deliveries due to stay-at-home requirements.

® https://igboie. medium.com/kubernetes-workloads-autoscaling-with-keda-ccba62b64552
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FedEx Senior Enterprise Architect, Matt Lum, called VMware Tanzu "critical” to
the company’s "day-to-day", especially with FedEx's demanding testing practices.
VMware Tanzu, a portfolio of products and services that helps enterprises build,
run and manage applications on Kubernetes ("an open-source container
orchestration platform”) is a service FedEx lauds as helping the company not only
in its day-to-day operations, but also in giving it a greater ability to be agile,
innovative, and efficient in meeting new demands with new applications.

Lum, credited VMware Tanzu with helping FedEx scale up to meet the demands
of delivering the Covid vaccine roll-out as FedEx introduced new applications to
more closely track deliveries by providing a trusted infrastructure. 4

keerthichandra Nagareddy ==+ -3rd
Software Engineer Lead at FedEx Dataworks

Tennessee, United States - Contact info
Experience

Software Engineering Lead
" FedEx Dataworks - Full-time

May 2021 - Present - 3 yrs 5 mos

Lnited States

© Spring Boot, Spring Framework and +7 skills

Skills for Software Engineering Lead at FedEx Dataworks X
Docker ~
Kubernetes ~ 8

7 https://www.linkedin.com/pulse/delivering-nexus-digital-physical-worlds-vmware-fedex-glen-
gilmore/
® https://www.linkedin.com/in/kcnagareddy/

10
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Joshua Herndon -3«
Software Engineering Principal at FedEx Services

Tennessee, United States - Contact info

Germantown,

W
i
(¥a]

Experience

FedEx Services
13 yrs

Collierville, TN

»  Software Engineering Principal
Full-time

2 Microservices, Kubernetes and +1 skill

| Babu Tirumala * Collierville, TN
Lead Cloud DevOps Engineer

FedEx, 2019 - Present

Work Experience

Lead Cloud DevOps Engineer
FedEx
November 2019 to Present

Responsibilities

e Created Clusters using Kubernetes and worked on creating many pods, replication controllers, Services,
Deployments, Labels, health checks and ingress by writing YAML files.

» Configured Kubernetes Plugin for Jenkins agents to be dynamically provisioned on a Kubernetes cluster.

« Configure Continuous Integration from source control, setting up build definition within Visual Studio Team Services
(VSTS) and configure Continuous Delivery to automate the deployment of ASPNET MVC applications to Azure web

apps

Environment: Azure, PCF, Nagios, Jenkins, Java/J2EE, WeblLogic, GitHub, Docker, Nexus, Python, Bash, Tomcat,
Linux, Agile, Unix, Sonar, Github actions, WebSpere, Terraform, Kubemetes, Docker, Artifactory, SQL Client,
Informatica PWC, Informatica MDM Apache Solr 10

? https://www.linkedin.com/in/joshua-herndon-60890337/
10 resumes.indeed.com — Smart Search (Login Required).

11
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| Isaac Omaits * Claysville, PA

Sr. Solutions Architect

Fedbx Corporation, 2023 - Present
Technical Architect

FedEx Service 5 U2 2~ 2023
Systems Administrator

FedEx Services
March 2018 to January 2020

- Determining deployment strategy for distributing Kubernetes to Edge Compute environments

- Designing and testing cloud native solutions for containerized workloads, such as ingressiegress options,
monitoring, and alerting strategies, and stateless and stateful data strategies

- Leading teams in understanding and adopting Gitops approaches to provide consistency across a diverse
environments 11

|| Latangi Amitabh * Memphis, TN

Sr. Data Engineer
FedEx, 2022 - Present
PROFESSIONAL EXPERIENCE:

Sr. Data Engineer
FedEx, Memphis, TN Oct 2022 - Present

Responsibilities:

® Spearheading projects within the GCP platform to govern data assets, including ingestion,
transformation, and pipelining processes.

* Implemented data transformation and cleansing operations using PySpark and Scala, ensuring data
quality and integrity throughout the pipeline.

* Implemented Kubernetes for container orchestration and management within big data clusters,
enabling scalable, resilient, and self-healing deployment of containerized applications. 12

1 resumes.indeed.com — Smart Search (Login Required).
12 resumes.indeed.com — Smart Search (Login Required).

12
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FedEx Completes Acquisition
of ShopRunner, Expanding its
E-Commerce Capabilities

December 28, 2020 07:00 AM

n ok 3
3 min read X in @ ¢ &2

'3 https://newsroom.fedex.com/newsroom/global/fedex-completes-acquisition-of-shoprunner-
expanding-its-e-commerce-capabilities

13
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ShopRunner
Fyrs 1T mos

Principal Engineer

Desigred, managed and programmed the companies internal customer support 3op that included a3 React L

Kotlin Backend and integration with Zendesk

Contributed 10 the retuikling of the order Management systom moving it 1o a dstributed system with a Kafka

D K
Lead Engineer In Payments

Griwe #nd Merntomed Basm OF Snjineers
Destloped React Matae digitel wallet e-Commence appiication

Léd I Qady ol dtion migratkon om Python to Kathn
Lead Engineer In CloudOps

Migrated containes infrastructune 10 Kubeinetes

Created templates for ks deployments used aiross the OrganizZation

cated & built seif service model 10 deploy infrastruchune using Tesratorm 14

Senior Software Engineer
ShopRunner - Full-time

Nov 2020 - Jul 2022 + 1 yr 9 mos

Conshohocken, Pennsylvania, United States

Waorked on Kotlin, Python based backend applications that interacted with Mysql/PostgreSQL databases, storing
Payment and Order/Shipment data. Made heavy use of ShopRunner's DEVOPS infrastructure including

Kubernetes, Jenkins, Spinnaker, DataDog, SumoLogic, and other systems, Mentored more junior team members
and gave company wide presentation on my work, 15

Expert developers, known as “senseis,” build or refactor FedEx applications on a Paa$S (platform-as-a-
service) system. Using container software to make them portable and Kubernetes technology to
orchestrate the movement of containers between clouds, the PaaS platform enables engineers to shuttle
apps between Microsoft Azure, Google Cloud Platform, Amazon Web Services and internal datacenters,
based on business need. 16

28.  Kubernetes performs a method of creating a clustered computing system. For

example, in Kubernetes, the Kubeadm tool is used to create clusters.

Kubeadm

4 https://www.linkedin.com/in/asaf-peleg-007/details/experience/
'* hitps://www.linkedin.com/in/monikamevenkamp/
1 https://www.cio.com/article/217625/fedex-cloud-dojo-accelerates-digital-transformation.html

14
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Kubeadm is a tool built to provide kubeadm init and
kubeadm join as best-practice "fast paths" for creating
Kubernetes clusters. 17

[Creating a cluster with kubeadm|

Using kubeadm , you can create a minimum viable Kubernetes
cluster that conforms to best practices. In fact, you can use
kubeadm to set up a cluster that will pass the Kubernetes
Conformance tests. kubeadm also supports other cluster
lifecycle functions, such as bootstrap tokens and cluster

upgrades. 18

29.  Kubernetes performs the step of storing license information for a computing cluster
in a memory module associated with a computing node wherein the licensing information includes
a bundle-type parameter that identifies a size of the cluster and at least one additional bundle-type
characteristic of the cluster. For example, Kubeadm stores information including the number of

worker nodes and number of control plane, and the characteristics of nodes.

[Creating a cluster with kubeadm|

Using kubeadm , you can create a minimum viable Kubernetes
cluster that conforms to best practices. In fact, you can use
kubeadm to set up a cluster that will pass the Kubernetes
Conformance tests, kubeadm also supports other cluster
lifecycle functions, such as bootstrap tokens and cluster
upgrades. 19

This page explains two different approaches to setting up a highly available
Kubernetes cluster using kubeadm:

' https://kubernetes.io/docs/reference/setup-tools/kubeadm/
1% https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/create-cluster-

kubeadm/
19 https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/create-cluster-

kubeadm/

15
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* Three or more machines that meet kubeadm's minimum requirements for the control-
plane nodes. Having an odd number of control plane nodes can help with leader
selection in the case of machine or zone failure.

© including a container runtime, already set up and working
* Three or more machines that meet kubeadm's minimum requirements for the workers
o including a container runtime, already set up and working

kubeadm's minimum requirements

» Unigue hostname, MAC address, and product_uuid for
every node. See here for more details. 21

20

nodes.

for handling container operations, such as containerd or CRI-O. A Kubernetes cluster
that handles production traffic should have a minimum of three nodes because if one
node goes down, both an etcd member and a control plane instance are lost, and
redundancy is compromised. You can mitigate this risk by adding more control plane

22

1. (Recommended) If you have plans to upgrade this single control-plane
kubeadm cluster to high availability you should specify the --control-
plane-endpoint to set the shared endpoint for all control-plane nodes.
Such an endpoint can be either a DNS name or an IP address of a load-
balancer. 23

30. Kubernetes performs the steps of initializing the computing cluster in a first

computing node and adding one or more available computing nodes to the computing cluster. For

example, the “Kubeadm init” command initiates the cluster on a control plane node. Other nodes

join this initialized cluster, in turn.

Initializing your control-plane node

2% https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/high-availability/
2! https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/install-kubeadm/

22 https://kubernetes.io/docs/tutorials/kubernetes-basics/create-cluster/cluster-intro/

% https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/create-cluster-

kubeadm/

16
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To initialize the control-plane node run:

kubeadm init <args>

kubeadm init first runs a series of prechecks to ensure that the machine is
ready to run Kubernetes. These prechecks expose warnings and exit on
errors. kubeadm init then downloads and installs the cluster control plane
components. This may take several minutes. After it finishes you should see:

Your Kubernetes control-plane has initialized successfully!

To start using your cluster, you need to run the following as a regular user:

mkdir -p SHOME/.kube
sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
sudo chown $(id -u):$(id -g) $HOME/.kube/config

You should now deploy a Pod network to the cluster.
Run "kubectl apply -f [podnetwork].yaml" with one of the options listed at:

/docs/concepts/cluster-administration/addons/

You can now join any number of machines by running the following on each node
as root:

kubeadm join <control-plane-host>:<control-plane-port> --token <token>

I——discavery—token-ca—cert—hash sha)56:<hash)|

The nodes are where your workloads (containers and Pods, etc)
run. To add new nodes to your cluster do the following for each
machine:

* Run the command that was output by kubeadm init . For
example: 24

31.  Kubemetes performs the step of activating the computing cluster when the

computing cluster includes a number of nodes that comply with the bundle-type parameter. For

4 https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/create-cluster-
kubeadm/

17
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example, when all specified worker nodes are ready, and the control-plane joined and configured,

the formed cluster is activated.

* Three or more machines that meet kubeadm's minimum requirements for the control-plane nodes. Having an
odd number of control plane nodes can help with leader selection in the case of machine or zone failure.
o including a container runtime, already set up and working
* Three or more machines that meet kubeadm's minimum requirements for the workers
o including a container runtime, already set up and working 25

Node conformance test is a containerized test framework that provides a system verification and
functionality test for a node. The test validates whether the node meets the minimum
requirements for Kubernetes; a node that passes the test is qualified to join a Kubernetes cluster.| 6

A few seconds later, you should notice this node in the output
from kubectl get nodes when run on the control-plane node.

[preflight] Running pre-flight checks
. (log output of join workflow) ...

Node join complete:

* Certificate signing reguest sent to control-plane and response
received.

* Kubelet informed of new secure connection details.

Run 'kubectl get nodes' on control-plane to see this machine join.

[1. List the nodes in your cluster, along with their labels:|

kubectl get nodes --show-labels

NAME STATUS ROLES AGE VERSION LABELS
worker® Ready <none> 1d vi.13.@ ... kubernetes.io/hostname=workere
workerl Ready <none> 1d vl.13.0 ..+ skubernetes. io/hostname=workerl
worker2  Ready <none> 1d vi.13.@ ..+ kubernetes. io/hostname=worker2 27
32.  Defendants directly infringe the 416 Patent through their implementation and use

of Kubernetes for cluster creation, performing at least the steps of claim 1.

25 https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/high-availability/
% https://kubernetes.io/docs/setup/best-practices/node-conformance/
27 https://kubernetes.io/docs/tasks/configure-pod-container/assign-pods-nodes/

18
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33.  Defendants have indirectly infringed and continue to indirectly infringe one or more
claims of the 416 Patent by knowingly and intentionally inducing others, including FedEx
customers and end-users, to directly infringe, either literally or under the doctrine of equivalents,
by making, using, offering to sell, selling, and/or importing into the United States products that
include the infringing technology.

34.  Defendants, with knowledge that these products, or the use thereof, infringe the
’416 Patent at least as of October 16, 2024, *® knowingly and intentionally induced, and continue
to knowingly and intentionally induce, direct infringement of the 416 Patent by providing these
products to end-users for use in an infringing manner. Additionally, on information and belief,
Defendants have adopted a policy of not reviewing the patents of others, including specifically
those related to Defendants’ specific industry, thereby remaining willfully blind to the 416 Patent
at least as early as the issuance of the Patents-in-Suit.

35.  Defendants have induced infringement by others, including end-users, with the
intent to cause infringing acts by others or, in the alternative, with the belief that there was a high
probability that others, including end-users, infringe the 416 Patent, but while remaining willfully
blind to the infringement. Defendants have induced, and continue to induce, infringement by their
customers and end-users by supplying them with instructions on how to operate the infringing

technology in an infringing manner, while also making publicly available information on the

28 Plaintiffs sent Defendant FedEx Corporation correspondence on October 16, 2024, providing
notice of infringement of the *416 Patent. Therefore, Defendants had knowledge of the *416 Patent
as of at least October 2024
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infringing technology via Defendants” website, product literature and packaging, and other
publications.

36.  Plaintiffs have suffered damages as a result of Defendants’ direct and indirect
infringement of the 416 Patent in an amount to be proven at trial.

37. Plaintiffs have suffered, and will continue to suffer, irreparable harm as a result of
Defendants’ infringement of the *416 Patent, for which there is no adequate remedy at law, unless
Defendants’ infringement is enjoined by this Court.

38.  Defendants have committed and continue to commit acts of infringement that
Defendants actually knew or should have known constituted an unjustifiably high risk of
infringement of at least one valid and enforceable claim of the ’416 Patent. Defendants’ direct and
indirect infringement of the ’416 Patent has been and continue to be willful, intentional, deliberate,
and/or in conscious disregard of rights under the patent. Plaintiffs are entitled to an award of treble

damages, reasonable attorney fees, and costs in bringing this action.

COUNT 11
(Infringement of the *686 Patent)

39. Paragraphs 1 through 22 are incorporated by reference as if fully set forth herein.

40.  Plaintiffs have not licensed or otherwise authorized Defendants to make, use, offer
for sale, sell, or import any products that embody the inventions of the 686 Patent.

41.  Defendants have infringed, and continue to directly infringe, the 686 Patent, either
literally or under the doctrine of equivalents, without authority and in violation of 35 U.S.C. § 271,

by making, using, offering to sell, selling, and/or importing into the United States products that

= See, eg., https://www.fedex.com/en-us/developer/get-
support.html#:~:text=1.800.GoFedEx%201.800.463.3339%20(,say%20%E2%80%9CInternation
al%20Services.%E2%80%9D); https://www.fedex.com/en-us/customer-support.html
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satisfy each and every limitation of one or more claims of the 686 Patent. Such products include

HDFS.

42.  On information and belief, FedEx has used Apache Hadoop in the U.S. since at

least 2019,

Data Scientist -
All Levels

Company: FedEx Dataworks

Category: Professional

Employment Type: Full Time

Worker Sub-Type: Regular Remote Worker
Remote: Yes

Location:
s 3680 Hacks Cross Road, Memphis, TN 38125-8800, United States

« Remote

Skills/Abilities:

Technical background in computer science, data science, machine learning, artificial intelligence,
statistics or other quantitative and computational science

A compelling track record of Data Science / Engineer expertise, designing and deploying large
scale technical solutions, which deliver tangible, ongoing value

Direct experience having built and deployed robust, complex production systems through Cloud
technologies that implement modern, data scientific methods at scale

SKLearn, XGBoost, Tensorflow, Pytorch, MLIlib and other core ML frameworks

» Python, Scala, R, C++, Java and other modern programming languages

» MLFlow, Databricks, Spark, Kafka, Hive, Hadoop and other data tools and frameworks

» CPLEX, Gurobi and other similar optimization modeling packages

30

39 https://careers.fedex.com/data-scientist-all-levels/job/P25-101260-
37utm_source=CareerSiteOrganic
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1

Company: FedEx Dataworks

Category: Professional

Employment Type: Full Time

Worker Sub-Type: Reqular Remote Worker
Remote: Yes

Location:
« 3680 Hacks Cross Road, Memphis, TN 38125-8800, United States
s Remote

Knowledge, Skills and Abilities:

Demonstrated expertise working with some of the following common languages and tools:
Spark (Scala and PySpark), HDFS, Kafka and other high volume data tools. SQL and NoSQL
storage tools, such as MySQL, Postgres, Cassandra, MongoDB and ElasticSearch. Pandas, Scikit-
Learn, Matplotlib, TensorFlow, Jupyter and other Python data tools

Solid understanding of data modeling, data architecture, and data management principles.
Proven track record of solving complex problems and delivering high-quality, scalable solutions.
Excellent communication and collaboration skills to work effectively in a team environment. 3l

31 https://careers.fedex.com/data-engineer-iii/job/P25-150097-17utm_source=CareerSiteOrganic
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Data Engineer ||

Company: FedEx Dataworks

Category: Professional

Employment Type: Full Time

Worker Sub-Type: Regular Remote Worker
Remote: Yes

Location:
o 3680 Hacks Cross Road, Memphis, TN 38125-8800, United States
« Remote

Knowledge, Skills and Abilities

» Demonstrated expertise working with some of the following common languages and tools:

« Spark (Scala and PySpark), HDFS, Kafka and other high volume data tools

+ SQL and NoSQL storage tools, such as MySQL, Postgres, Cassandra, MongoDB and Elastic
Search

« Pandas, Scikit-Learn, Matplotlib, TensorFlow, Jupyter and other Python data tools 32

Deepak N. @ 3

Senior Data Engineer | Databricks Certified Data Engineer Associate | IBM
Professional Data Engineer | Microsoft Azure Data Engineer Associate| Expert in
ETL Data Warehousing,andReal-TimeAnalytics | PySpark8Apache spark

Contact info

Experience

Sr. Data Engineer

Hl
FedEx - Contract

+ Worked on Spark improving the performance and optimization of the existing algorithms in Hadoop using
Spark Context, Spark-SQL, Data Frame, Pair RDD’s

+ Developed PySpark script to merge static and dynamic files and cleanse the data.

« Created PySpark procedures, functions, packages to load data.

+ Solved performance issues in Hive and Pig scripts with understanding of Joins, Group and Aggregation
and how does it translate to MapReduce jobs. 33

32 https://careers.fedex.com/data-engineer-ii/job/P25-150088-17utm_source=CareerSiteOrganic
3 https://www.linkedin.com/in/deepak-n-7b372915a/
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Billy Lin -2«

Looking for opportunities as a Software Engineer

San Francisco Bay Area - Contact info

Experience
Software Engineer
FedEx

FedEx
Oct 2020 - 4 yrs
Tennessee, United States
0 Experience in NoSQL databases like MongoDB
0 Performed Unit Testing using JUnit 5 under TDD environment, used Log4j 2.0 technology for logging and used
Maven 3 as build tool for managing dependencies and used Git 2 for version control and Jenkins 2.0 for CI/CD
support
0 Worked on adding alert rules in SPARK, Hive, Scala, Hadoop.
O Developed unit test using JUnit, Mockito. Implemented Automation test framework using TestNG.
O Hands-on experience in creating, managing, deploying and rolling out applications using Jenkins and
Altys(eBav's cloud platform). GitHub and Maven

:| Riley Hodge * Virginia Beach, VA
Sr. Big Data/ Scala Developer

FedEx, 2023 - Presant

Work Experience

Sr. Big Data/ Scala Developer
FedEx - Memphis, TN
April 2023 to Present

Responsibilities:
Responsible for building scalable distributed data solutions using Hadoop and migrate legacy Retail applications
ETL to Hadoop.
Wrote the Spark code in Scala to connect to HBASE and read/write data to the
HBASE table.
- Extracted data from different databases and to copy into HDFS using Sqoop and have an expertise in using
compression techniques to optimize the data storage.
Implemented Flume, Spark framework for real time data processing. Developed simple to complex Map Reduce jobs
using Hive and Pig for analyzing the data
Used different Serdes for converting JSON data into pipe separated data.
Optimized Map/Reduce Jobs to use HDFS efficiently by using various compression mechanisms.
Built analytics for structured and unstructured data and managing large data ingestion by using Avro, Flume, Thrift,
Kafka and Sqoop.
Worked on scalable distributed computing systems, software architecture, data structures and algorithms using
Hadoop, Apache Sparkand Apache Storm etc.
Ingested streaming data into Hadoop using Spark, Storm Framework and Scala.
Developed Bankers Rounding UDF for Hive/Pig or Implemented Teradata Rounding in
Hive/Pig.
Continuously monitored and managed the Hadoop Cluster using Clouderalanager.
Environment: Hadoop, Map Reducer, Aws, S3, Redshift, HDFS, Hive, Pig, Spark,
Storm, Flume, Thrift, Kafka, Sqoop, Oozie, Impala, SQL, Scala, Java (JDK 1.6),
Hadoop (Cloudera) and Eclipse 34

3% resumes.indeed.com — Smart Search (Login Required).
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Latangi Amitabh = Memphis, TN

Sr. Data Engineer

FedEx, 2022 - Present

PROFESSIONAL EXPERIENCE:

Sr. Data Engineer
FedEx, Memphis, TN

Responsibilities:
transformation, and pipelining processes.
reliable and scalable data ingestion from various sources.
communication between distributed systems.

clusters, facilitating large-scale data processing and analytics.

quality and integrity throughout the pipeline.

Oct 2022 - Present

® Spearheading projects within the GCP platform to govern data assets, including ingestion,
¢ Implemented Kafka for real-time data streaming and messaging within big data projects, ensuring
¢ Configured and managed Kafka clusters for real-time data streaming and messaging, enabling seamless

¢ Proficient in utilizing Google Cloud Dataproc for managing and scaling Apache Spark and Hadoop

¢ Implemented data transformation and c_Ieansing op_eraﬂnns using PySpark and Scala, ensuring data

¢ Implemented Kubernetes for container orchestration and management within big data clusters,

enabling scalable, resilient, and self-healing deployment of containerized applications. 35
Anuradha Modali
Sr. Data Engineer
Patient Pay Inc, 2021 - Present
Data Engineer
FedEx, USA, 2019 - 2021
FedEx, USA Jul 2019 - Aug 2021
Data Engineer
Responsibilities:
« Translating customer requirement with HealthCare data (Claims, Membership and Eligibility), FHIR for analysis
and implementation.
« Setup and worked on Kerberos authentication principles to establish secure network communication on cluster
and testing of HDFS, Hive, Pig and MapReduce 1o access cluster for new users
« Build data pipelines in airflow in GCP for ETL related jobs using different airflow operators.
» Experience in GCP Dataproc, GCS, Cloud functions, Big Query
+ Developing complex ETL jobs using Jupyter notebooks, PySpark and Python 16
43.  For example, Defendants have infringed, and continue to directly infringe, at least

claim 1 of the *686 Patent by making, using, offering to sell, selling, and/or importing into the

United States products that include HDFS.

44,  HDFS performs a method of providing data security for use with a file system. For

example, the Apache Hadoop framework provides security features to protect data present in

33 resumes.indeed.com — Smart Search (Login Required).
3¢ resumes.indeed.com — Smart Search (Login Required).
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Hadoop clusters. Hadoop uses the HDFS (a file system) to store data. HDFS comprises a name

node and multiple data nodes.

Hadoop, an open-source framework used for distributed storage and
processing of big data, provides various security features to protect data and
ensure secure access to Hadoop clusters. Here are some of the ways Hadoop

is secured:

2. Authorization: Hadoop uses Access Control Lists (ACLs) to manage
permissions for users and groups accessing data on the Hadoop
Distributed File System (HDFS). Additionally, Hadoop provides fine-
grained authorization through the use of Apache Ranger, which allows
administrators to create policies that define access control for specific

resources and actions.

NameNode and DataNodes

HDFS has a master/slave architecture. An HDFS cluster consists of a single NameNode, a
master server that manages the file system namespace and regulates access to files by
clients. In addition, there are a number of DataNodes, usually one per node in the cluster,
which manage storage attached to the nodes that they run on. HDFS exposes a file
system namespace and allows user data to be stored in files. Internally, a file is split into
one or more blocks and these blocks are stored in a set of DataNodes. The NameNode
executes file system namespace operations like opening, closing, and renaming files and
directories. It also determines the mapping of blocks to DataNodes. The DataNodes are
responsible for serving read and write requests from the file system’s clients. The
DataNodes also perform block creation, deletion, and replication upon instruction from
the NameNode. 38

The Communication Protocols

All HDFS communication protocols are layered on top of the TCP/IP protocol. A client
establishes a connection to a configurable TCP port on the NameNode machine. It talks the
ClientProtocol with the NameNode. The DataNodes talk to the NameNode using the
DataNode Protocol. A Remote Procedure Call (RPC) abstraction wraps both the Client
Protocol and the DataNode Protocol. By design, the NameNode never initiates any RPCs.
Instead, it only responds to RPC requests issued by DataNodes or clients. 39

45.  HDFS performs the step of applying a mapping function to data block numbers that

are associated with a file, wherein the data block numbers are contained in an index node

37 https://medium.com/@big_data_landscape/hadoop-security-5dacOffe209e

38 http://hadoop.apache.org/docs/stable/hadoop-project-dist/hadoop-
hdfs/HdfsDesign html#NameNode and DataNodes
3% https://hadoop.apache.org/docs/stable/hadoop-project-dist/hadoop-hdfs/HdfsDesign. html
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associated with said file. For example, NameNode performs various operations, such as opening

and closing of files, and mapping data block locations (e.g., data block number). Mapping (e.g.,

mapping function) is the process of determining which data block is stored at which location. By

way of further example, data blocks are associated with a file. The data block locations are stored

in the NameNode’s (e.g., index node) memory.

If you take another look at Figure 4-3, you can see the NameNode daemon
running on a master node server. All mapping information dealing with the
data blocks and their corresponding files is stored in a file named £simage.
HDFS is a journaling file system, which means that any data changes are
logged in an edit journal that tracks events since the last checkpoint — the
last time when the edit log was merged with £simage. In HDFS, the edit
journal is maintained in a file named edits that’s stored on the NameNode.

The client opens the file it wishes to read by calling open() on the FileSystem object,
which for HDFS is an instance of DistributedFileSystem (step 1 in Figure 3-2).
DistributedFileSysten calls the namenode, using remote procedure calls (RPCs), to
determine the locations of the first few blocks in the file (step 2). For each block, the
namenode returns the addresses of the datanodes that have a copy of that block. Fur-
thermore, the datanodes are sorted according to their proximity to the client (according
to the topology of the cluster’s network; see “Network Topology and Hadoop” on page
70). 1f the client is itself a datanode (in the case of a MapReduce task, for instance), the
client will read from the local datanode if that datanode hosts a copy of the block (see
also Figure 2-2 and "Short-circuit local reads” on page 308).

40
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& B FileSystem
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Figure 3-2. A client reading data from HDFS

40

41

https://1a800201 .us.archive.org/2/items/HadoopForDummiesDirkDeRo0s2014/Hadoop%20For%

20Dummies%20-%20%20Dirk%20deR00s%202014.pdf, at Page 74 of 411
1 https://grut-computing.com/HadoopBook.pdf, at Page 97 of 756.
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NameNode and DataNodes

HDFS has a master/slave architecture. An HDFS cluster consists of
a single NameNode, a master server that manages the file system
namespace and regulates access to files by clients. In addition,
there are a number of DataNodes, usually one per node in the
cluster, which manage storage attached to the nodes that they run
on. HDFS exposes a file system namespace and allows user data
to be stored in files. Internally, a file is split into one or more
blocks and these blocks are stored in a set of DataNodes. The
NameNode executes file system namespace operations like
opening, closing, and renaming files and directories. It also
determines the mapping of blocks to DataNodes. The DataNodes
are responsible for serving read and write requests from the file
system’s clients. The DataNodes also perform block creation,
deletion, and replication upon instruction from the NameNode. 42

After the startup process is completed, the NameNode has a complete
picture of all the data stored in HDFS, and it's ready to receive application
requests from Hadoop clients. As data files are added and removed based
on client requests, the changes are written to the slave node’s disk volumes,
journal updates are made to the edits file, and the changes are reflected in
the block locations and metadata stored in the NameNode’s memory (see
Figure 4-4).

«[simage
- edits

disk

Command line
-Applications

Block locations
Block metadata

mermory

| B | B B B MastorNods1
|

|

i | DataNode 1 Data Node 2 Data Node 3 Data Node 4

| Rack 1 Rack 2

Throughout the life of the cluster, the DataNode daemons send the NameNode
heartbeats (a quick signal) every three seconds, indicating they're active.
(This default value is configurable.) Every six hours (again, a configurable
default), the DataNodes send the NameNode a block report outlining which
file blocks are on their nodes. This way, the NameNode always has a current
view of the available resources in the cluster. 43

%2 https://hadoop.apache.org/docs/stable/hadoop-project-dist/hadoop-hdfs/HdfsDesign.html
43

https://1a800201.us.archive.org/2/items/HadoopForDummiesDirkDeRo00s2014/Hadoop%20For%
20Dummies%20-%20%20Dirk%20deR00s%202014.pdf, at Page 75 of 411
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46.  HDFS performs the step of obtaining mapped data block numbers after applying
the mapping function, wherein the mapped data block numbers are addresses of data of the file in
a storage device. For example, NameNode determines “the addresses of the data nodes” (e.g.,
mapped data block numbers) on which the data block is stored. Data nodes (e.g., storage device(s))

store the data blocks of a file.

The client opens the file it wishes to read by calling open() on the FileSystem object,
which for HDEFS is an instance of DistributedFileSystem (step 1 in Figure 3-2).
DistributedFileSysten calls the namenode, using remote procedure calls (RPCs), to
determine the locations of the first few blocks in the file (step 2). For each block, the
namenode returns the addresses of the datanodes that have a copy of that block. Fur-
thermore, the datanodes are sorted according to their proximity to the client (according
to the topology of the cluster’s network; see “Network Topology and Hadoop” on page
70). If the client is itself a datanode (in the case of a MapReduce task, for instance), the
client will read from the local datanode if that datanode hosts a copy of the block (see
also Figure 2-2 and “Short-circuit local reads” on page 308).

Distributed I 2: get biock locations
» FileSystem - Wk e o HameNode
read
By o o
InputStream L envmenenagl |
H

o, Bl
v T
DataNode DataNode ‘ m ‘

Figure 3-2. A client reading data from HDFS

One important aspect of this design is that the client contacts datanodes directly to
retrieve data and is guided by the namenode to the best datanode for each block. This
design allows HDFS to scale to a large number of concurrent clients because the data
trafficis spread across all the datanodes in the cluster. Meanwhile, the namenode merely
has to service block location requests (which it stores in memory, making them very
efficient) and does not, for example, serve data, which would quickly become a bottle-
neck as the number of clients grew. 44

# https://grut-computing.com/HadoopBook pdf, at Pages 97-98 of 756.
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NameNode and DataNodes

HDFS has a master/slave architecture. An HDFS cluster consists of
a single NameNode, a master server that manages the file system
namespace and regulates access to files by clients. In addition,
there are a number of DataNodes, usually one per node in the
cluster, which manage storage attached to the nodes that they run
on. HDFS exposes z file system namespace and allows user data
to be stored in files. Internally, a file is split into one or more
blocks and these blocks are stored in a set of DataNodes. The
NameNode executes file system namespace operations like
opening, closing, and renaming files and directories. It also
determines the mapping of blocks to DataNodes. The DataNodes
are responsible for serving read and write requests from the file
system’s clients. The DataNodes also perform block creation,
deletion, and replication upon instruction from the NameNode.

HDFS Archilecture
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ihnhs ops.l Namenods | | Jhomeffoo/data, 3, ..

. Block ops

Read Datanodes ) Datanodes
! .
Bl | q | i Renlication +H W [
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Rack 1 \Wite Rack 2

Chent s

47.  Defendants directly infringe the *686 Patent through their implementation and use

of HDFS, performing at least the steps of claim 1.

48. Defendants have indirectly infringed and continue to indirectly infringe one or more
claims of the 686 Patent by knowingly and intentionally inducing others, including FedEx
customers and end-users, to directly infringe, either literally or under the doctrine of equivalents,
by making, using, offering to sell, selling, and/or importing into the United States products that

include the infringing technology.

3 https://hadoop.apache.org/docs/stable/hadoop-project-dist/hadoop-hdfs/HdfsDesign. html
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49.  Defendants, with knowledge that these products, or the use thereof, infringe the
’686 Patent at least as of October 16, 2024, *® knowingly and intentionally induced, and continue
to knowingly and intentionally induce, direct infringement of the 686 Patent by providing these
products to end-users for use in an infringing manner. Additionally, on information and belief,
Defendants have adopted a policy of not reviewing the patents of others, including specifically
those related to Defendants’ specific industry, thereby remaining willfully blind to the 686 Patent
at least as early as the issuance of the 686 Patent.

50.  Defendants have induced infringement by others, including end-users, with the
intent to cause infringing acts by others or, in the alternative, with the belief that there was a high
probability that others, including end-users, infringe the *686 Patent, but while remaining willfully
blind to the infringement. Defendants have and continue to induce infringement by their customers
and end-users by supplying them with instructions on how to operate the infringing technology in
an infringing manner, while also making publicly available information on the infringing
technology via Defendants” website, product literature and packaging, and other publications.*’

51.  Plantiffs have suffered damages as a result of Defendants’ direct and indirect
infringement of the *686 Patent in an amount to be proven at trial.

52 Plaintiffs have suffered, and will continue to suffer, irreparable harm as a result of
Defendants’ infringement of the *686 Patent, for which there is no adequate remedy at law, unless

Defendants’ infringement is enjoined by this Court.

4 Plaintiffs sent Defendant FedEx Corporation correspondence on October 8, 2024, providing
notice of infringement of the *686 Patent. Therefore, Defendants had knowledge of the 686 Patent
as of at least October 2024.

o See, eg., https://www.fedex.com/en-us/developer/get-
support.html#:~:text=1.800.GoFedEx%201.800.463.3339%20(,say%20%E2%80%9CInternation
al%20Services.%E2%80%9D); https://www.fedex.com/en-us/customer-support.html
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53.  Defendants have committed and continue to commit acts of infringement that
Defendants actually knew or should have known constituted an unjustifiably high risk of
infringement of at least one valid and enforceable claim of the 686 Patent. Defendants’ direct and
indirect infringement of the 686 Patent has been and continue to be willful, intentional, deliberate,
and/or in conscious disregard of rights under the patent. Plaintiffs are entitled to an award of treble
damages, reasonable attorney fees, and costs in bringing this action.

COUNT Il
(Infringement of the *332 Patent)

54.  Paragraphs 1 through 22 are incorporated by reference as if fully set forth herein.

5SS Plaintiffs have not licensed or otherwise authorized Defendants to make, use, offer
for sale, sell, or import any products that embody the inventions of the 332 Patent.

56.  Defendants have infringed, and continue to directly infringe, the *332 Patent, either
literally or under the doctrine of equivalents, without authority and in violation of 35 U.S.C. § 271,
by making, using, offering to sell, selling, and/or importing into the United States products that
satisfy each and every limitation of one or more claims of the 332 Patent. Such products include
Kubernetes.

57.  For example, Defendants have infringed, and continue to directly infringe, at least
claim 1 of the *332 Patent by making, using, offering to sell, selling, and/or importing into the
United States products that include Kubernetes.

58. On information and belief, FedEx has used Kubernetes in the U.S. since at least
2019, as set forth in Paragraph 27.

59. Kubermetes performs the method for hot deployment and/or redeployment in grid
computing environment, wherein the grid computing environment includes one or more grid

nodes. For example, Kubernetes uses a method of rolling updates to allow for hot deployment and
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redeployment (rollouts and rollbacks). Using rolling updates, application containers (e.g., pods)

are updated and scheduled on worker nodes of the cluster.

Kubernetes progressively rolls out changes to your
application or its configuration, while monitoring
application health to ensure it doesn't kill all your instances
at the same time. If something goes wrong, Kubernetes will
rollback the change for you. Take advantage of a growing
ecosystem of deployment solutions. 48

Core Components

A Kubernetes cluster consists of a control plane and one or more worker nodes. Here's a
brief overview of the main components:

Control Plane Components

Manage the overall state of the cluster:

kube-apiserver

The core component server that exposes the Kubernetes HTTP API

etcd

Consistent and highly-available key value store for all API server data

kube-scheduler

Looks for Pods not yet bound to a node, and assigns each Pod to a suitable node.

kube-controller-manager

Runs controllers to implement Kubernetes APl behavior.

cloud-controller-manager (optional)

Integrates with underlying cloud provider(s).

8 https://kubernetes.io/
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Node Components

Run on every node, maintaining running pods and providing the Kubernetes runtime
environment:

kubelet
Ensures that Pods are running, including their containers.
kube-proxy (optional)

Container runtime

Software responsible for running containers. Read Container Runtimes to learn more.

49

Users expect applications to be available all the time, and developers are expected to
deploy new versions of them several times a day. In Kubernetes this is done with rolling
updates. A rolling update allows a Deployment update to take place with zero
downtime. It does this by incrementally replacing the current Pods with new ones. The
new Pods are scheduled on Nodes with available resources, and Kubernetes waits for
those new Pods to start before removing the old Pods. 50

60. Kubemetes performs the step of adding a new version of an application release
bundle in a repository server. For example, container images are software bundles shared in a
registry. To rollout a new version of the software, a container image with the new version is first

formed.

Once you have a running Kubernetes cluster, you can deploy your containerized
applications on top of it. To do so, you create a Kubernetes Deployment. The
Deployment instructs Kubernetes how to create and update instances of your
application. Once you've created a Deployment, the Kubernetes control plane
schedules the application instances included in that Deployment to run on individual
Nodes in the cluster.

¥ https://kubernetes.io/docs/concepts/overview/components/
30 https://kubernetes.io/docs/tutorials/kubernetes-basics/update/update-intro/
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When you create a Deployment, you'll need to specify the container image for your
application and the number of replicas that you want to run. You can change that
information later by updating your Deployment; Module 5 and Module 6 of the
bootcamp discuss how you can scale and update your Deployments. 51

Images

A container image represents binary data that encapsulates an application and all its
software dependencies. Container images are executable software bundles that can run
standalone and that make very well defined assumptions about their runtime
environment.

You typically create a container image of your application and push it to a registry
before referring to it in a Pod.

If you don't specify a registry hostname, Kubernetes assumes that you mean the Docker
public registry. You can change this behaviour by setting default image registry in
container runtime configuration. 52

61. Kubemetes performs the step of determining by a discovery services module which
of the one or more grid nodes are running an application associated with the added new version of
the application release bundle upon adding the new version of the application release bundle in the
repository server. For example, a control plane has a deployment controller that ensures that the

new container image is deployed all across the ReplicaSet of the cluster.

Updating an application

Users expect applications to be available all the time, and developers are expected to
deploy new versions of them several times a day. In Kubernetes this is done with rolling
updates. A rolling update allows a Deployment update to take place with zero
downtime. It does this by incrementally replacing the current Pods with new ones. The
new Pods are scheduled on Nodes with available resources, and Kubernetes waits for
those new Pods to start before removing the old Pods. 53

31 https://kubernetes.io/docs/tutorials/kubernetes-basics/deploy-app/deploy-intro/
> https://kubernetes.io/docs/concepts/containers/images/
> https://kubernetes.io/docs/tutorials/kubernetes-basics/update/update-intro/
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Initially, the pods run the first version of your application—let’s suppose its image is tagged as v1. You then develop a
newer version of the app and push it to an image repository as a new image, tagged as v2. You'd next like to replace all

the pods with this new version. Because you can’t change an existing pod’s image after the pod is created, you need

to remove the old pods and replace them with new ones running the new image. 54

Deployments

A Deployment manages a set of Pods to run an application workload,
usually one that doesn't maintain state.

A Deployment provides declarative updates for Pods and ReplicaSets.

You describe a desired state in a Deployment, and the Deployment Controller changes
the actual state to the desired state at a controlled rate. You can define Deployments to
create new ReplicaSets, or to remove existing Deployments and adopt all their

resources with new Deployments.

Each time a new Deployment is observed by the Deployment controller, a ReplicaSet is
created to bring up the desired Pods. If the Deployment is updated, the existing
ReplicaSet that controls Pods whose labels match .spec.selector but whose template
does not match .spec.template are scaled down. Eventually, the new ReplicaSet is
scaled to .spec.replicas and all old ReplicaSets is scaled to 0. 55

Once you have a running Kubernetes cluster, you can deploy your containerized
applications on top of it. To do so, you create a Kubernetes Deployment. The
Deployment instructs Kubernetes how to create and update instances of your
application. Once you've created a Deployment, the Kubernetes control plane
schedules the application instances included in that Deployment to run on individual
Nodes in the cluster.

Once the application instances are created, a Kubernetes Deployment controller
continuously monitors those instances. If the Node hosting an instance goes down or is
deleted, the Deployment controller replaces the instance with an instance on another
Node in the cluster. This provides a self-healing mechanism to address machine

failure or maintenance. 56

3% https://livebook.manning.com/book/kubernetes-in-action/chapter-9/13
>3 https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
3¢ https://kubernetes.io/docs/tutorials/kubernetes-basics/deploy-app/deploy-intro/
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62.  Kubernetes performs the step of notifying a client application manager associated
with one or more of the determined grid nodes about adding the new version of the application
release bundle along with a type of data transfer protocol to use. For example, the Deployment
controller notifies Kubelet processes in worker nodes. Each Kubelet process is therefore notified

of the desired configuration including the new application and associated protocol information.

Each time a new Deployment is observed by the Deployment controller, a ReplicaSet is
created to bring up the desired Pods. If the Deployment is updated, the existing
ReplicaSet that controls Pods whose labels match .spec.selector but whose template
does not match .spec.template are scaled down. Eventually, the new ReplicaSet is
scaled to .spec.replicas and all old ReplicaSets is scaled to O. 57

The kubelet is the primary "node agent" that runs on each node. It can register the
node with the apiserver using one of: the hostname; a flag to override the hostname; or
specific logic for a cloud provider.

The kubelet works in terms of a PodSpec. A PodSpec is a YAML or JSON object that
describes a pod. The kubelet takes a set of PodSpecs that are provided through various
mechanisms (primarily through the apiserver) and ensures that the containers
described in those PodSpecs are running and healthy. The kubelet doesn't manage
containers which were not created by Kubernetes. 58

37 https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
3% https://kubernetes.io/docs/concepts/overview/components/#kubelet
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Master

H

Controller Manager

ul

Add-ons Add-ons Add-ons
K8s Network K8s Network K8s Network
Kubelet Kubelet Kubelet
cont. runtime cont. runtime cont. runtime

Worker Worker | Worker

59

3% https://kubernetes.io/blog/2018/08/03/out-of-the-clouds-onto-the-ground-how-to-make-
kubernetes-production-grade-anywhere/
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Name : nginx-deployment
Namespace: default
CreationTimestamp: Thu, 38 Nov 2817 18:56125 +3908
Labels: app=nginx
Annotations: deployment. kubernetes. io/revision=2
Selector: app=nginx
Replicas; 3 desired | 2 updated | 3 total | 2 available | @ umavailable
StrategyType: Rollingupdate
minReadySeconds: a
Rollingupdatestrategy: 25% max unavailable, 25% max surge
Pod Template:
Labels: app=nginx
Containers:
nginx:
Image: nginx:1.16.1
Port: ae/TCP
Environment: <none>
Mounts: <none»
volumes: <nones
Conditions:
Type Status Reason
Available True MinimumReplicasavailable
Progressing True NewReplicasetavailable
OldReplicasets: <none>
NewReplicaset: nginx-deployment-1564188365 (3/3 replicas created)
Events:
Type Reason Age From Message
normal ScalingReplicasSet 2m deployment-controller Scaled up replica set nginx-deployment-2835384211 to 3
Normal ScalingReplicaset 245 deployment-controller Scaled up replica set nginx-deployment-1554188365 to 1
Mormal ScalingReplicaset 22s deployment-controller Scaled down replica set nginx-deployment-2035384211 to 2
Normal Scalingreplicaset 22s deployment-controller Scaled up replica set nginx-deployment-1564188365 to 2
mormal ScalingReplicaset 195  deployment-controller Scaled down replica set nginx-deployment-2035384211 to 1
wormal ScalingreplicaSet 195 deployment-controller Scaled up replica set nginx-deployment-1564188365 to 3
Normal ScalingReplicaset 14s deployment-comtroller Scaled down replica set nginx-deployment-2035384211 to @

Page 39 of 74 PagelD #: 39

63.  Kubernetes performs the step of hot deploying/redeploying the new version of the

application release bundle on running one or more application servers in an associated grid node

using an appropriate hot deployment plug-in based on the data transfer protocol by a respective

one of the client application managers. For example, rolling updates of the new software are made

with the rollout command of the kubectl interface. The image is deployed in the worker nodes

according to the desired configuration by the Kubelet process.

50 https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
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Updating an application

Rolling updates allow Deployments' update to take place with zero
downtime by incrementally updating Pods instances with new ones.

Users expect applications to be available all the time, and developers are
expected to deploy new versions of them several times a day. In Kubernetes
this is done with rolling updates. A rolling update allows a Deployment
update to take place with zero downtime. It does this by incrementally
replacing the current Pods with new ones. The new Pods are scheduled on
Nodes with available resources, and Kubernetes waits for those new Pods to
start before removing the old Pods. 61

Deployments

A Deployment manages a set of Pods to run an application
workload, usually one that doesn't maintain state.

A Deployment provides declarative updates for Pods and ReplicaSets.

changes the actual state to the desired state at a controlled rate. You can
define Deployments to create new ReplicaSets, or to remove existing
Deployments and adopt all their resources with new Deployments.

e Declare the new state of the Pods by updating the PodTemplateSpec of
the Deployment. A new ReplicaSet is created and the Deployment
manages moving the Pods from the old ReplicaSet to the new one ata
controlled rate. Each new ReplicaSet updates the revision of the
Deployment.

%1 https://kubernetes.io/docs/tutorials/kubernetes-basics/update/update-intro/
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* The .spec.template field contains the following sub-fields:

© The Pods are labeled app: nginx using the .metadata.labels field.

© The Pod template's specification, or .spec field, indicates that the
Pods run one container, nginx , which runs the nginx Docker Hub
image at version 1.14.2.

© Create one container and name it nginx using the

.spec.containers[@].name field.

62

2. To see the rollout status, run:
kubectl rollout status deployment/nginx-deployment

The output is similar to this:

Waiting for rollout to finish: 2 out of 3 new replicas have been updated...
or

deployment "nginx-deployment” successfully rolled out

Get more details on your updated Deployment:;

* After the rollout succeeds, you can view the Deployment by running kubectl get
deployments . The output is similar to this:

NAME READY UP-TO-DATE AVAILABLE AGE
nginx-deployment 3/3 3 3 36s

62 https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
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The output is similar to this:

NAME DESIRED  CURRENT READY  AGE
nginx-deployment-1564188365 3 3 3 bs
nginx-deployment-2035384211 e a (%] 36s
63
Name: nginx-deployment
Namespace: default
CreationTimestamp: Thu, 3@ Nov 2017 18:55:25 +9080
Labels: app=nginx
Annctations: deployment. kubernetes.lo/revisions2
selector: app=nginx
Replicas: 3 desired | 3 updated | 3 total | 2 available | @ unavailable
StrategyType: rollingupdate
MinReadySeconds: ]
Rollingupdatestrategy: 25% max unavailable, 25X max surge
Pod Template:
Labels: app=nginx
Containers:
nginx:
Image: nginx:1.16.1
Port: B8/TCP
Environment: <none>
Mounts: <none>
Volumes: <none>
Conditions:
Type Status Reason
Available True MinimumReplicasavailable
Progressing True NewReplicasetavailable
CldReplicasets: <nones
MewReplicaSet: nginx-deployment-1564128365 (3/3 replicas crested)
Events:
Type  Reason Age From Message
wormal Scalingreplicaset 2m deployment-controller Scaled up replica set nginx-deployment-2035384211 to 3
wormal ScalingReplicaset 255 deployment-controller Scaled up replica set nginx-deployment-1564188365 to 1
mormal ScalingReplicaset 225 deployment-controller Scaled down replica set nginx-deployment-2035384211 to 2
nNormal Scalingreplicaset 225 deployment-controller Scaled wp replica set nginx-deployment-1564188365 to 2
Mormal ScalingReplicaset 195 deployment-controller Scaled down replica set nginx-deployment-2835384211 to 1
mnormal Scalingreplicaset 195 deployment-controller Scaled up replica set nginx-deployment-1564188365 to 3
Normal ScalingReplicaset 14s deployment-controller Scaled down replica set nginx-deployment-2835384211 to @ 64

64.  Defendants directly infringe the 332 Patent through their implementation and use
of Kubernetes for rolling updates, performing at least the steps of claim 1.

65.  Defendants have indirectly infringed and continue to indirectly infringe one or more
claims of the ’332 Patent by knowingly and intentionally inducing others, including FedEx

customers and end-users, to directly infringe, either literally or under the doctrine of equivalents,

83 https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
5% https://kubernetes.io/docs/concepts/workloads/controllers/deployment/

42



Case 2:25-cv-00516 Document1l Filed 05/09/25 Page 43 of 74 PagelD #: 43

by making, using, offering to sell, selling, and/or importing into the United States products that
include the infringing technology.

66.  Defendants, with knowledge that these products, or the use thereof, infringe the
>332 Patent at least as of October 16, 2024, *> knowingly and intentionally induced, and continue
to knowingly and intentionally induce, direct infringement of the *332 Patent by providing these
products to end-users for use in an infringing manner. Additionally, on information and belief,
Defendants have adopted a policy of not reviewing the patents of others, including specifically
those related to Defendants’ specific industry, thereby remaining willfully blind to the *332 Patent
at least as early as the issuance of the *332 Patent.

67.  Defendants have induced infringement by others, including end-users, with the
intent to cause infringing acts by others or, in the alternative, with the belief that there was a high
probability that others, including end-users, infringe the *332 Patent, but while remaining willfully
blind to the infringement. Defendants have and continue to induce infringement by their customers
and end-users by supplying them with instructions on how to operate the infringing technology in
an infringing manner, while also making publicly available information on the infringing
technology via Defendants’ website, product literature and packaging, and other publications.

68. Plaintiffs have suffered damages as a result of Defendants’ direct and indirect

infringement of the "332 Patent in an amount to be proven at trial.

65 Plaintiffs sent Defendant FedEx Corporation correspondence on October 16, 2024, providing
notice of infringement of the 332 Patent. Therefore, Defendants had knowledge of the 332 Patent
as of at least October 2024.

0 See, eg., https://www.fedex.com/en-us/developer/get-
support.html#:~:text=1.800.GoFedEx%201.800.463.3339%20(,say%20%E2%80%9CInternation
al%20Services.%E2%80%9D); https://www.fedex.com/en-us/customer-support.html
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69.  Plaintiffs have suffered, and will continue to suffer, irreparable harm as a result of
Defendants’ infringement of the 332 Patent, for which there is no adequate remedy at law, unless
Defendants’ infringement is enjoined by this Court.

70.  Defendants have committed and continue to commit acts of infringement that
Defendants knew or should have known constituted an unjustifiably high risk of infringement of
at least one valid and enforceable claim of the ’332 Patent. Defendants’ direct and indirect
infringement of the *332 Patent has been and continue to be willful, intentional, deliberate, and/or
in conscious disregard of rights under the patent. Plaintiffs are entitled to an award of treble
damages, reasonable attorney fees, and costs in bringing this action.

COUNT IV
(Infringement of the 832 Patent)

71.  Paragraphs 1 through 22 are incorporated by reference as if fully set forth herein.

J2 Plaintiffs have not licensed or otherwise authorized Defendants to make, use, offer
for sale, sell, or import any products that embody the inventions of the 832 Patent.

73.  Defendants have directly infringed the ’832 Patent, either literally or under the
doctrine of equivalents, without authority and in violation of 35 U.S.C. § 271, by making, using,
offering to sell, selling, and/or importing into the United States products that satisfy each and every
limitation of one or more claims of the ’832 Patent. Such products include Apache Kafka Streams
using RocksDB Universal Compaction, RocksDB Universal Compaction, Apache Cassandra, and
Apache HBase.

74.  For example, Defendants have directly infringed at least claim 25 of the 832 Patent
by making, using, offering to sell, selling, and/or importing into the United States products that
include Apache Kafka Streams using RocksDB Universal Compaction, RocksDB Universal Style

Compaction, Apache Cassandra, and Apache HBase.
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Apache Kafka Streams using RocksDB Universal Compaction

75.  On information and belief, FedEx has been using Apache Kafka Streams using
RocksDB Universal Compaction in the U.S. since at least 2020. The default state store type of
Apache Kafka Streams is RocksDB. Apache Kafka Streams also uses universal compaction by

default for its state stores.

E Marie | M 3«

Full Stack Java Developer

Germantown, Maryland, United States - Contact info
Experience

Senior Java Developer
FedEx Freight - Contract

May 2020 - Present - 4 yrs 5 mos

I

© Spring Boot, Angular)S and +21 skills
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Skills for Senior Java Developer at FedEx Freight 3
Kafka Streams N |
Web Services ~
Spring Framework v
Apache Kafka N

_67

FedEx Completes Acquisition
of ShopRunner, Expanding its
E-Commerce Capabilities

December 28, 2020 07:00 AM

R e e
3minread X in3 32

68

7 https://www.linkedin.com/in/e-marie-i-m-80b4 16264/
% https://newsroom. fedex.com/newsroom/global/fedex-completes-acquisition-of-shoprunner-
expanding-its-e-commerce-capabilities
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Software Engineer Intern
ShopRunner

May 2021 - Sep 2021 - 5 mos

«Assist in developing frameworks to productize machine-learning models that give members more product
choices.

*Help define and manage big data infrastructure including Kinesis/Kafka streams, Apache Spark and Snowflake
data warehouse

*Help evolve service architecture, embracing architecture approaches such as microservices and well-formed APls
to allow architecture to scale both internally and externally 69

ShopRunner
Full-time - 2 yrs 3 mos

Chicago, Illinois, United States

Senior Principal Engineer
Apr 2021 - Jul 2021 - 4 mos

Architected and lead the rebuild of the product catalog that underpins much of ShopRunner's ecommerce
offering. Now replatforming the orders system.
Techs: Kafka, Kotlin, FP, Postgres, Elasticsearch, React

Principal Engineer
May 2019 - Apr 2021 -2 yrs

Architected and lead the rebuild of the product catalog that underpins much of ShopRunner's ecommerce
offering. Now replatforming the orders system.
Techs: Kafka, Kotlin, FP, Postgres, Elasticsearch, React 70

Software Engineer
ShopRunner - Full-time

Jan 2022 - Dec 2022 - 1 yr

United States

Working on a distributed Kotlin/react application that uses Kafka as a backbone. Millions of messages daily. | 71

 https://www.linkedin.com/in/cristian-baeza-01/
7 https://www.linkedin.com/in/sksamuel/
! https://www.linkedin.com/in/corlaez/
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Software Engineer
ShopRunner - Full-time

Jun 2019 - Mar 2022 - 2 yrs 10 mos

Krakow Area, Poland
Part of the team building Marketplace as a Service (MaaS) that connect brands to online shopping destinations.

- Creating multiple solutions for products publishing, both batch and streaming (Kafka, Pyspark, Cadence
workflows)

- Building internal tools that are supporting operational tasks for the product (React, typescript)
- Maintaining order processing applications (Kotlin)

Apart from Engineering work I've also had an opportunity to participate in Product Manager's responsibilities:

- Gathering, evaluating and analyzing business and user requirements

- Cooperating on a daily basis with the other team members to help set up the vision and the strategy of the
product

- Defining the product scope, release phases and planning the roadmap

- Facilitating Scrum ceremonies 72

Kafka: Exploring the Enigmatic
Realms of Existence

Which domains use Kafka

Apache Kafka is being widely used across various industries and domains

due to its robust features and real-time streaming capabilities.

8. Transportation and Logistics:
¢ Real-time tracking and management of vehicles and shipments.
¢ Supply chain visibility and optimization.

« Traffic monitoring and route optimization.

¢ Companies — Uber, FedEx, DHL

72 https://www.linkedin.com/in/renata-gargas/

7 https://sayantansamanta098.medium.com/kafka-exploring-the-enigmatic-realms-of-existence-
a9d102ae2ff
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Unlocking Industry Success: The Power
of Apache Kafka for Real-time Data
Solutions

8. Transportation and Logistics:

- FedEx: Relies on Kafka for real-time package tracking, route optimization, and
supply chain visibility in logistics operations. 74

FedEx Corporation Technology Stack

Find prospects by the technologies they use. Use this section to learn more about key technologies and
tools, tracked by 8sense, used by FedEx Corporation

% Apache Katka 6 D

Apache Kafka is an open-source
message broker project
developed by the Apache

Software Fou,

75

| Latangi Amitabh * Memphis, TN
Sr. Data Engineer
FodEx, 2022 - Prosent

PROFESSIONAL EXPERIENCE:

Sr. Data Engineer
FedEx, Memphis, TN Oct 2022 - Present

Responsibilities:

e Spearheading projects within the GCP platform to govern data assets, including ingestion,

transformation, and pipelining processes.

Implemented Kafka for real-time data streaming and messaging within big data projects, ensuring

reliable and scalable data ingestion from various sources.

¢ Configured and managed Kafka clusters for real-time data streaming and messaging, enabling seamless
communication between distributed systems.

¢ Proficient in utilizing Google Cloud Dataproc for managing and scaling Apache Spark and Hadoop
clusters, facilitating large-scale data processing and analytics.

76

7 https://www.linkedin.com/pulse/mastering-apache-kafka-empowering-industries-data-
mohammad-fa-alfard-heonf/

7 https://6sense.com/company/fedex-corporation/Sc3affffd55ae49f1b75¢38d
76 resumes.indeed.com — Smart Search (Login Required).
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default.dsl.store

The default state store type used by DSL operators.

Type: string
Default: rocksDB
Valid Values: [rocksDB, in_memory|
Importance: low

77

Use level compaction

Kafka Streams uses universal compaction by default for its state stores. However, level compaction
has lower space amplification than universal compaction at the cost of lower write rates. The

corresponding option that you can tune in your RocksDBConfigSetter implementation is options. se

tCompactionStyle(CompactionStyle. LEVEL). 78

76.  Apache Kafka Streams using RocksDB Universal Compaction performs a method
for monitoring performance of a storage device. For example, Apache Kafka Streams using
RocksDB Universal Compaction uses a method of optimizing read and write rates to allow for

monitoring the performance of a storage device.

Optimized for Fast Storage

RocksDB is optimized for fast, low latency storage such as flash drives and high-speed
disk drives. RocksDB exploits the full potential of high read/write rates offered by
flash or RAM.

RocksDB provides several APIs to read KV pairs from a database, including Get and MultiGet for point lookups and Iterator for sequential
scanning. These APIs may result in RocksDB reading blocks from SST files on disk storage. The types of blocks and the frequency with
which they are read from storage is workload dependent. Some workloads may have a small working set and thus may be able to cache
most of the data required, while others may have large working sets and have to read from disk more often. In the latter case, the latency
would be much higher and throughput would be lower than the former. They would also be dependent on the characteristics of the
underlying storage media, making it difficult to migrate from one medium to another, for example, local flash to disaggregated flash. 79

"7 https://kafka.apache.org/documentation/#introduction
78 https://www.confluent.io/blog/how-to-tune-rocksdb-kafka-streams-state-stores-performance/
7 https://rocksdb.org/blog/
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3. High Level Architecture
RocksDB is a storage engine library of key-value store interface where keys and values are arbitrary byte streams. RocksDB
organizes all data in sorted order and the commaon operations are Get{key) NewIterator() K Put(key, val) K Delete(key)
and singlebzlatz(key)
The three basic constructs of RocksDB are memtable, sstfile and logfile. The memtable is an in-memory data structure - new
writes are inserted into the memtable and are optionally written to the logfile (aka. Write Ahead Log(WALJ). The logfile is a
sequentially-written file on storage. When the memtable fills up, it is flushed to a sstfile on storage and the corresponding
logfile can be safely deleted, The data in an sstfile is sorted to facilitate easy lookup of keys.
The default format of sstfile is described in more details here.
For each Column Famiy
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Compaction Styles

Both Level Style Compaction and Universal Style Compaction store data in a fixed number of logical levels in the database.
More recent data is stored in Level-0 (L0) and older data in higher-numbered levels, up to Lmax. Files in LO may have
overlapping keys, but files in other levels generally form a single sorted run per level,

Level Style Compaction (default) typically optimizes disk footprint vs. logical database size (space amplification) by minimizing
the files involved in each compaction step: merging one file in Ln with all its overlapping files in Ln+1 and replacing them with
new files in Ln+1.,

Universal Style Compaction typically optimizes total bytes written to disk vs. logical database size (write amplification) by
merging potentially many files and levels at once, requiring more temporary space. Universal typically results in lower write-
amplification but higher space- and read-amplification than Level Style Compaction.

81

77.  Apache Kafka Streams using RocksDB Universal Compaction performs the step of

80 https://github.com/facebook/rocksdb/wiki/RocksDB-Overview
81 https://github.com/facebook/rocksdb/wiki/RocksDB-Overview
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intercepting communications between a computer system and said storage device. For example,
Apache Kafka Streams using RocksDB Universal Compaction, in response to previously captured
performance captured by intercepting communications, inserts new writes into a memtable which

are optionally written to the logfile.

3. High Level Architecture

RocksDB is a storage engine library of key-value store interface where keys and values are arbitrary byte streams. RocksDB
organizes all data in soried order and the common operations are Geti{key) , Newlterator() Put{key, wval) Delete(key})

and Singledalete(key)

The three basic constructs of RocksDE are memtable, sstfile and logfile. The memtable is an in-memory data structure - new

wiites are inserted into the memtable and are optionally written to the logfile (ska. Write Ahead L) The logfile is 3

sequentially-written file on storage. When the memtable fills up, it is fiushed to 2 sstfile on storage and the corresponding

Iogfile can be safely deleted, The data in an sstfile s sorted to facilitate easy lookup of keys,

The default format of sstfile is described in more details here
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78. Apache Kafka Streams using RocksDB Universal Compaction performs the step of
analyzing said intercepted communications. For example, when the memtable fills up, it is flushed
to a sstfile in storage and sorted to facilitate easy lookup of keys. For example, when certain
conditions are met, such as the age of data, space amplification, the number of sorted runs while
respecting size ratio, and the number of sorted runs without respecting size ratio, compaction is

triggered and scheduled.

82 https://github.com/facebook/rocksdb/wiki/RocksDB-Overview
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3. High Level Architecture

RocksDB is a storage engine library of key-value store interface where keys and values are arbitrary byte streams.
RocksDB organizes all data in sorted order and the common operations are Get(key) , NewIterator(), Put(key,
val) , Delete(key) ,and SingleDelete(key) .

The three basic constructs of RocksDB are memtable, sstfile and logfile. The memtable is an in-memory data
structure - new writes are inserted into the memtable and are optionally written to the logfile (aka. Write Ahead
Log(WAL)). The lodfile is a sequentially-written file on storage. When the memtable fills up, it is flushed to a sstfile on
storage and the corresponding logfile can be safely deleted. The data in an sstfile is sorted to facilitate easy lookup of
keys.

83

Precondition: n >= options.level0_file_num_compaction_trigger

Unless number of sorted runs reaches this threshold, no compaction will be triggered at all.

If the pre-condition is satisfied, there are four conditions. Each of them can trigger a compaction. They are evaluated in order
and the selection stops once a compaction has been scheduled. Before going into detail, the overview for picking a
compaction is:

1. Try to schedule a compaction by age of data
2. Else if the space amplification constraint has been violated, try to schedule a major compaction

3. Else try to schedule a compaction (minor or major) while respecting size_ratio

4. Else try to schedule a minor compaction without respecting size_ratio

34

1. Compaction triggered by age of data

For universal style compaction, the aging-based triggering criterion has the highest priority since it is a hard requirement.
When trying to pick a compaction, this condition is checked first.

If the condition meets (there are files older than options.periodic_compaction_seconds), then RocksDB proceeds to pick sorted
runs for compaction. RocksDB picks sorted runs from oldest to youngest until encountering a sorted run that is being

ingestion behind. In this case, files will be compacted to second bottommost level.

compacted by another compaction. These files will be compacted to bottommost level unless bottommost level is reserved for

2. Compaction Triggered by Space Amplification

If the estimated size amplification ratio is larger than options.compaction_options_universal max_size_amplification_percent /
| il

3. Compaction Triggered by number of sorted runs while respecting size_ratio

by the number of sorted runs. This step respects size ratio trigger when selecting the sorted runs to compact.

We calculated a value of size ratio trigger as

size ratio_trigger = (102 + options.compaction_options_universal.size_ratio) / 168

If a compaction is not triggered by the space amplification constraint as described above then a compaction can be triggered

8 https://github.com/facebook/rocksdb/wiki/Universal-Compaction
8% https://github.com/facebook/rocksdb/wiki/Terminology

53



Case 2:25-cv-00516 Document1 Filed 05/09/25 Page 54 of 74 PagelD #: 54

4. Compaction Triggered by number of sorted runs without respecting size_ratio

If none of the previous conditions cause a compaction to be scheduled, then this condition might schedule one. This step does
not respect size ratio trigger but the logic is otherwise similar to what was described above for condition 3. If we need to
lcompact more than options.compaction_options_universal.max_merge_width number of sorted runs, we cap it to
loptions.compaction_options_universal.max_merge_width. &S

79.  Apache Kafka Streams using RocksDB Universal Compaction performs the step of
reallocating at least some of said data on said storage device to enhance the performance of said
storage device based on said analyzed communications. For example, Apache Kafka Streams using
RocksDB Universal Compaction will trigger and schedule compactions based on various

conditions, which efficiently allocate space.

In the presence of ongoing writes, compactions are needed for space efficiency, read (query) efficiency, and timely data
deletion. Compaction removes key-value bindings that have been deleted or overwritten, and re-organizes data for query
efficiency. Compactions may occur in multiple threads if configured.

The entire database is stored in a set of sstfiles. When a memtable is full, its content is written out to a file in Level-0 (LO) of the
LSM tree. RocksDB removes duplicate and overwritten keys in the memtable when it is flushed to a file in LO. In compaction,
some files are periodically read in and merged to form larger files, often going into the next LSM level (such as L1, up to Lmax).

The overall write throughput of an LSM database directly depends on the speed at which compactions can occur, especially
when the data is stored in fast storage like SSD or RAM. RocksDB may be configured to issue concurrent compaction requests
from multiple threads. It is observed that sustained write rates may increase by as much as a factor of 10 with multi-threaded

compaction when the database is on SSDs, as compared to single-threaded compactions 86

Apache Cassandra

80.  On information and belief, FedEx has used Apache Cassandra in the U.S. since at

least 2018.

Keynote: Data = Al: Leading the Future of Gen Al with Apache
c dra - Chet Kapoor, DataStax

'I:I Thlel.muvanu.. B2 | Ch > e

Join DataStax Chairman & CEO Chet Kapoor to leam:

Why giants like Uber, Netflix, & FedEx already trust Cassandra for the largest Al
workloads in the world ]7

85 https://github.com/facebook/rocksdb/wiki/Universal-Compaction
8 https://github.com/facebook/rocksdb/wiki/RocksDB-Overview
87 https://www.youtube.com/watch?v=flaFAjX XuK 8
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Why Ryzeo Relies on Real-Time Data for E-Commerce
Behavioral Marketing | DataStax

e DataStax

About DataStax:

DataStax is the real-time data company. With DataStax, any enterprise can mobilize real-
time data and quickly build the smart, high-scale applications required 1o become a true
data-driven business. DataStax Astra DB uniquely combines the power of Apache
Cassandra™—the world's most scalable database—with the advanced Apache Pulsar™
streaming technology in a unified stack delivered as a service on any cloud. Hundreds of
the world's leading enterprises, including Verizon, Audi, FedEx, ESL Gaming and many
more rely on DataStax to unleash the power of real-time data to deliver the in-the-moment
digital experiences that can win new markets and change industries. Leamn more at
DataStax.com.

88

Real-time machine learning:

“Uber uses Cassandra, Netflix uses Cassandra, FedEx uses Cassandra
because it can handle limitless scale and all these events you need to store,
and that’s what ML needs. These customers have very large amounts of
data on the internet but they need some tools to make it usable within the
It
extracts the most relevant data so vou only compute what'’s necessary, then
it maps it very efficiently and that reduces your cost significantly,” he tells
The Stack. 89

ML algorithm. We looked around and that’s what Kaskada specialises i

FedEx Corporation Tech Stack

FedEx Corporation uses B technology products and services including Hyperion,
Apache Cassandra, Artifactory, and more. Explore FedEx Corporation's tech stack
below.

Hyperion
Corporate Performance
Management

Apache Cassandra
Database

90

88 https://www.youtube.com/watch?v=6B6EuTFAMIg
% https://www.thestack.technology/real-time-machine-learning-datastax-kaskada//
% https://leadiq.com/c/fedex-corporation/636463d1d4454f2aa3835a80
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Shailaja vemula
Looking for Full stack developer roles, available to work only on C2C

Orlando, Florida, United States - Contact info

Experience

®  Full-stack Developer
Contract

Jul 2020 - Present - 4 yrs 3 mos

Developing the User Interface Screens for presentation using Bootstrap, J Query, AJAX, JSP, HTML CSS, and Java
Script created multi-module Maven project to integrate Spring 5.0, Rest AP, Cassandra & micro services and
Jenkins for continuous integration.

Moving existing Angular JS controllers and services to Angular7 components for more responsive and less
dependency developed RESTAPI's using Spring MVC and spring boot, hosted all Micro services on Pivotal Cloud
Foundry (PCF) 91

" | Lucas Oppersdorff * Arlington, TX

Tech Lead/Developer
FedEx, 2021 - Present

Work Experience

Tech Lead/Developer
FedEx - Remote
August 2021 to Present

* (Contract) | Python, Java, SQL, NoSQL, Azure

» Lead engineer on Operations/Planning/Logistics team on last mile delivery project
» Designed and implemented Ingestion, Estimation, Training and Prediction systems
+ Implemented ETA and Battery Capacity training and prediction services

» Built Planning service for estimation

» Built Itinerary scheduling service and alt flow Api's

» Azure and Open Source components, AKS, Azure Functions, Azure ServiceBus

» Kubernetes, Jenkins and Azure DevOps CI/CD

*» Additional technologies: Cassandra, Redis, RabbitMQ

92

L https://www.linkedin.com/in/shailaja-vemula-a7770526a/
%2 resumes.indeed.com — Smart Search (Login Required).
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|| Dustin Crain * Newton, NJ
Software Developer 2

FedEx Services, 2022 - Present
Work Experience

Software Developer 2
FedEx Services
March 2022 to Present

As a Software Developer |l at FedEx Services, | have led multiple high-impact projects, driving modernization and
innovation within the company's tracking systems. My role has encompassed project leadership, architectural
design, and end-to-end development, significantly enhancing the efficiency and scalability of the tracking products
offered to customers.

+ Played a key role in modernizing the existing Spring Boot anonymous tracking API.

+ Successfully transitioned from an old Oracle-based solution to a modern, active-anywhere Cassandra database,
enabling massive horizontal scalability and handling over 400 million queries per day

+ Upon promotion to Software Developer 2, led the modernization of the secured tracking API.

+ Transitioned from an outdated WebLogic-based solution to a contemporary, scalable Spring Boot solution

+ Achieved significant improvements in scalability and performance, ensuring reliable and efficient tracking
services for our customers.

+ Led the architecture, development, and deployment of a new webhook tracking system from inception to
completion, catering to emerging business needs.

+ Spearheaded the creation of a flexible webhook system for business customers to track individual packages,
empowering new revenue streams and enhancing tracking capabilities

* Provided business customers with increased flexibility for tracking individual packages and introduced advanced
tracking features, driving business growth and enhancing operational efficiency

* Languages and Frameworks: Java, Spring Boot, WebLogic (legacy)

+» Database: Cassandra, Oracle (legacy)

+ Tools: Docker, GitHub Actions, Jenkins

+ Development Methodologies: Agile, Scrum 93

81.  Apache Cassandra performs a method for monitoring performance of a storage
device. For example, Apache Cassandra monitors performance metrics, such as through
“ReadLatency.” By way of further example, Apache Cassandra performs compaction, which

results in reclaiming disk space.

ReadlLatency Latency Local read latency for this table 94

%3 resumes.indeed.com — Smart Search (Login Required).
% https://cassandra.apache.org/doc/latest/cassandra/operating/metrics. html
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Cassandra Compaction is a process of reconciling various copies of data
spread across distinct SSTables. Cassandra performs compaction of SSTables
as a background activity. Cassandra has to maintain fewer SSTables and fewer
copies of each data row due to compactions improving its read performance.
Compaction is a crucial area of Cassandra performance and maintenance.

Cassandra’s Write Path

To understand the importance of compactions in Cassandra, you must first
understand how Cassandra writes data to a disk. The Cassandra write path in a
nutshell:

1. Cassandra stores recent writes in memory (in a structure called the
Memtable).

2. When enough writes have been made, Cassandra flushes the Memtable to
disk. Data on disk is stored in relatively simple data structures called Sorted
String Tables (SSTable). At the most simplified level, an SSTable could be
described as a sorted array of strings.

3. Before writing a new SSTable, Cassandra merges and pre-sorts the data in
the Memtable according to Primary Key. In Cassandra, a Primary Key
consists of a Partition Key (the unique key that determines which node the
data is stored on) and any Clustering Keys that have been defined.

4. The SSTable is written to disk as a single contiguous write operation.
SStables are immutable. Once they are written to disk they are not modified.
Any updates to data or deletion of data within an SSTable is written to a new
SSTable. If data is updated regularly, Cassandra may need to read from
multiple SSTables to retrieve a single row.

5. Compaction operations occur pericdically to re-write and combine

SSTables. This is required because SSTables are immutable (no
modifications once written to disk). Compactions prune deleted data and
merge disparate row data into new SSTables in order to reclaim disk space
and keep read operations optimized.

If you are unfamiliar with Cassandra's write path, please read The write path to

compaction from Cassandra Wiki. ‘95

%% https://www.instaclustr.com/blog/apache-cassandra-compaction/
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Compaction
Strategies

Picking the right compaction strategy for your workload will ensure the best performance for both querying and for compaction
itself.

Size Tiered Compaction Strategy (STCS)
The default compaction strategy. Useful as a fallback when other strategies don't fit the workload. Most useful for non pure
time series workloads with spinning disks, or when the /O from tc= Is too high.

Leveled Compaction Strategy (LCS)

Leveled Compaction Strategy (LCS) is optimized for read heavy workloads, or workloads with lots of updates and deletes. It
is not a good choice for immutable time series data.

Time Window Compaction Strategy (TWCS)
Time Window Compaction Strategy Is designed for TTL'ed, mostly immutable time series dala.

Types of compaction

The concept of compaction is used for different kinds of operations in Cassandra, the common thing about these operations is
that it takes one or more SSTables and output new SSTables. The types of compactions are:

Minor compaction
triggered automatically in Cassandra.

Major compaction
a user executes a compaction over all SSTables on the node.

User defined compaction
a user triggers a compaction on a given set of SSTables. 96

82.  Apache Cassandra performs the step of intercepting communications between a

computer system (e.g., a Cassandra node) and said storage device (e.g., a disk associated with a

Cassandra node).

% https://cassandra.apache.org/doc/latest/cassandra/operating/compaction/
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Commit log

v

97

83.  Apache Cassandra performs the step of analyzing said intercepted communications.

For example, the step of analyzing can entail monitoring the memtable and tracking the number of

SSTables flushed to a disk and comparing it to the parameters min_threshold and max_threshold

to determine whether to perform a minor compaction.

°7 https://docs.datastax.com/en/cassandra-oss/3.0/cassandra/dml/dmIHowDataWritten. html
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Common options

There is a number of common options for all the compaction strategies;

enabled (default: true)
Whether minor compactions should run. Note that you can have 'enabled": true as a compaction option and then do

'nodetool enableautocompaction’ to start running compactions.

tombstone_threshold (default: 0.2)
How much of the sstable should be tombstones for us to consider doing a single sstable compaction of that sstable.

tombstone compaction_interval (default: 86400s (1 day))
Since it might not be possible to drop any tombstones when doing a single sstable compaction we need to make sure that
one sstable is not constantly getting recompacted - this option states how often we should try for a given sstable.

log_all (default: false)
New detailed compaction logging, s€€ besicw <detailsd-compaction-logging> .

unchecked tombstone compaction (default: false)
The single sstable compaction has quite strict checks for whether it should be started, this option disables those checks and

for some usecases this might be needed. Note that this does not change anything for the actual compaction, tombstones
are only dropped if it is safe to do so - it might just rewrite an sstable without being able to drop any tombstones.

only purge repaired _tombstone (default: false)
Option to enable the extra safety of making sure that tombstones are only dropped if the data has been repaired.

min_threshold (default: 4)
Lower limit of number of SSTables before a compaction is triggered. Not used for zeveledcompacsionstrazegy .

max_threshold (default: 32)
Upper limit of number of SSTables before a compaction is triggered. Not used for zeveled

98

84.  Apache Cassandra performs the step of reallocating at least some of said data on

said storage device to enhance the performance of said storage device based on said analyzed

communications. For example, the step of reallocating can occur during minor compaction and

entails merging SSTables in response to analysis of previous performance. Continuing with

the

example, the step of relocating enhances performance of the storage device by: (1) reducing access

“read”) time; and (2) making additional disk space available for reuse.

%8 https://cassandra.apache.org/doc/latest/cassandra/operating/compaction/
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During compaction, there is a temporary spike in disk space usage and disk I/O because the old and new SSTables co-

exist. This diagram depicts the compaction process:

Start compaction

{ Evict tombstones
:Remove deletions

End compaction

... Consolidate

Available disk space

Compaction merges the data in each SSTable by partition key, selecting the latest data for storage based on its
timestamp. Cossandra can merge the data performantly, without random |0, because rows are sorted by partition key
within each SSTable. After evicting tombstones and removing deleted dato, columns, and rows, the compaction process
consolidates SSTables into a single file. The old SSTable files are deleted as soon as any pending reads finish using the

files. Disk space occupied by old SSTables becomes available for reuse.

Cassandra 2.1 improves read performance after compaction by performing an incremental replacement of compacted
SSTables. Instead of waiting for the entire compaction to finish and then throwing away the old SSTable (and cache),

Cassandra can read data directly from the new SSTable even before it finishes writing

As data is written to the new SSTable and reads are directed to it, the corresponding data in the old S5Tables is no longer
accessed and is evicted from the page cache. Thus begins an incremental process of caching the new SSTable, while
directing reads away from the old one. The dramatic cache miss is gone. Cassandra provides predictable high

performance even under heavy load

RocksDB Universal Style Compaction

99

85. On information and belief, FedEx has used RocksDB Universal Style Compaction

in the U.S. since at least 2020, as set forth in Paragraph 75.

86.  RocksDB Universal Style Compaction performs the method of monitoring

performance of a storage device. For example, RocksDB uses a process called compaction. Two

compaction style available with RocksDB are Level Style Compaction and Universal Style

Compaction (“USC”).

% https://docs.datastax.com/en/cassandra-oss/2.1/cassandra/dml/dml_write path c html
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Compaction Styles

Both Level Style Compaction and Universal Style Compaction store data in a fixed number of logical levels in the database,
More recent data is stored in Level-0 (L) and older data in higher-numbered levels, up to Lmax. Files in LO may have
overlapping keys, but files in other levels generally form a single sorted run per level.

Level Style Compaction (default) typically optimizes disk footprint vs. logical database size (space amplification) by minimizing
the files involved in each compaction step: merging one file in Ln with all its overlapping files in Ln+1 and replacing them with
new files in Ln+1,

Universal Style Compaction typically optimizes total bytes written to disk vs. logical database size (write amplification) by
merging potentially many files and levels at once, requiring more temporary space. Universal typically results in lower write-
amplification but higher space- and read-amplification than Level Style Compaction. 100

87.  RocksDB USC performs the step of intercepting communications between a
computer system and said storage device. For example, a storage device can be a disk associated
with a RocksDB node. The computer system is a client that functions, e.g., to send write requests
that are to be stored on disk. When writing data using RocksDB, the step of intercepting
communications between a computer (e.g., a RocksDB node) and a storage device (e.g., a disk

associated with the RocksDB node) entails populating data into a memtable.

190 https://github.com/facebook/rocksdb/wiki/RocksDB-Overview
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3. High Level Architecture

RocksDE s a storage engine library of key-value store interface where keys and values are arbitrary byte streams. RocksDB
organizes all data in sorted order and the common operations are Get(key) , NewIterator() K Put(key, val) k Delete(key)
and Singlepelete(key) .

The three basic constructs of RocksDE are memtable, sstfile and logfile. The memtable is an in-memory data structure - new
writes are inserted into the memtable and are optionally written to the logfile (aka. Write Ahead Log(WAL). The legfile is a
sequentially-written file on storage. When the memtable fills up, it is flushed to a sstfile on storage and the corresponding
logfile can be safely deleted. The data in an sstfile is sorted to facilitate easy lookup of keys.

The default format of sstfile is described in more details here.,
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88.  RocksDB USC performs the step of analyzing said intercepted communications.

For example, RocksDB can determine if the memtable size is large enough to be flushed.

3. High Level Architecture

RocksDB is a storage engine library of key-value store interface where keys and values are arbitrary byte streams.
RocksDB organizes all data in sorted order and the common operations are Get(key) , NewIterator() , Put(key,
lval) , Delete(key) , and SingleDelete(key) .

The three basic constructs of RocksDB are memtable, sstfile and logfile. The memtable is an in-memory data
structure - new writes are inserted into the memtable and are optionally written to the logfile (aka. Write Ahead
Log(WAL)). The logfile is a sequentially-written file on storage. When the memtable fills up, it is flushed to a sstfile on
storage and the corresponding logfile can be safely deleted. The data in an sstfile is sorted to facilitate easy lookup of
keys. 102

By  way of  further example, unless the threshold specified by

101 https://github.com/facebook/rocksdb/wiki/R ocksDB-Overview
192 https://github.com/facebook/rocksdb/wiki/RocksDB-Overview

64



Case 2:25-cv-00516 Document1 Filed 05/09/25 Page 65 of 74 PagelD #: 65

options.level0 file num compaction+trigger, no compaction will be triggered at all.

Precondition: n >= options.levelO_file_num_compaction_trigger

Unless number of sorted runs reaches this threshold, no compaction will be triggered at all. | 103

By way of further example, if the precondition is satisfied, then any one of four conditions can
trigger a compaction. They are evaluated in order and the selection stops once a compaction has
been scheduled. More specifically and as shown in the bottom screenshot, with the precondition
satisfied, USC may be triggered by: (1) the age of data; (2) Space Amplification; (3) the number
of sorted runs while respecting size ratio; or (4) number of sorted runs without respecting

size ratio.

If the pre-condition is satisfied, there are four conditions. Each of them can trigger a compaction. They are evaluated in order|
and the selection stops once a compaction has been scheduled. Before going into detail, the overview for picking a
compaction is:

1. Try to schedule a compaction by age of data
2. Else if the space amplification constraint has been violated, try to schedule a major compaction

3. Else try to schedule a compaction (minor or major) while respecting size_ratio

4. Else try to schedule a minor compaction without respecting size_ratio 104

1. Compaction triggered by age of data

For universal style compaction, the aging-based triggering criterion has the highest priority since it is a hard requirement.
When trying to pick a compaction, this condition is checked first.

If the condition meets (there are files older than options.periodic_compaction_seconds), then RocksDB proceeds to pick sorted
runs for compaction. RocksDB picks sorted runs from oldest to youngest until encountering a sorted run that is being
compacted by another compaction. These files will be compacted to bottommost level unless bottommost level is reserved for

ingestion behind. In this case, files will be compacted to second bottommost level.

2. Compaction Triggered by Space Amplification

If the estimated size amplification ratio is larger than options.compaction_options_universal.max_size_amplification_percent /
100, all files will be compacted to one sorted run.

3. Compaction Triggered by number of sorted runs while respecting size_ratio

If a compaction is not triggered by the space amplification constraint as described above then a compaction can be triggered
by the number of sorted runs. This step respects size ratio trigger when selecting the sorted runs to compact.

‘We calculated a value of size ratio trigger as

size_ratio_trigger = (109 + options.compaction_options_universal.size_ratio) / 108

103 https://github.com/facebook/rocksdb/wiki/universal-compaction
19 https://github.com/facebook/rocksdb/wiki/universal-compaction
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4. Compaction Triggered by number of sorted runs without respecting size_ratio

If none of the previous conditions cause a compaction to be scheduled, then this condition might schedule one. This step does
not respect size ratio trigger but the logic is otherwise similar to what was described above for condition 3. If we need to
compact more than options.compaction_options_universal. max_merge_width number of sorted runs, we cap it to

105

options.compaction_options_universal.max_merge_width.

89.  RocksDB USC performs the step of reallocating at least some of said data on said
storage device to enhance the performance of said storage device based on said analyzed

communications. For example, reallocation occurs during USCs.

1. Compaction triggered by age of data

For universal style compaction, the aging-based triggering criterion has the highest priority since it is a hard requirement.

When trying to pick a compaction, this condition is checked first.

If the condition meets (there are files older than options.periodic_compaction_seconds), then RocksDB proceeds to pick sorted
runs for compaction. RocksDB picks sorted runs from oldest to youngest until encountering a sorted run that is being
compacted by another compaction. These files will be compacted to bottommost level unless bottommost level is reserved for

ingestion behind. In this case, files will be compacted to second bottommost level.

2. Compaction ?riggered by Space Amplification

If the estimated size amplification ratio is larger than options.compaction_options_universal.max_size_ampilification_percent /

100, all files will be compacted to one sorted run.

3. Compaction Triggered by number of sorted runs while respecting size_ratio

If a compaction is not triggered by the space amplification constraint as described above then a compaction can be triggered

by the number of sorted runs. This step respects size ratio trigger when selecting the sorted runs to compact.

We calculated a value of size ratio trigger as

size_ratio_trigger = (10@ + options.compaction_options_universal.size_ratio) / 100

90.  Continuing the example, USCs enhance performance by, among other things, using

space more efficiently and increasing write throughput.

4. Compaction Triggered by number of sorted runs without respecting size_ratio

If none of the previous conditions cause a compaction to be scheduled, then this condition might schedule one. This step does
not respect size ratio trigger but the logic is otherwise similar to what was described above for condition 3. If we need to

compact more than options.compaction_optiDns_universal,max_merg@_width number of sorted runs, we cap it to

107

options.compaction_options_universal.max_merge_width.

105 https://github.com/facebook/rocksdb/wiki/Universal-Compaction
196 https://github.com/facebook/rocksdb/wiki/Universal-Compaction
197 https://github.com/facebook/rocksdb/wiki/Universal-Compaction
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In the presence of ongoing writes, compactions are needed for space efficiency, read (query) efficiency, and timely data
deletion, Compaction removes key-value bindings that have been deleted or overwritten, and re-organizes data for query
efficiency. Compactions may occur in multiple threads if configured.

The entire database is stored in a set of sstfiles. When a memtable is full, its content is written out to a file in Level-0 (LO) of the
LSM tree. RocksDB removes duplicate and overwritten keys in the memtable when it is flushed to a file in LO. In compaction,
some files are periodically read in and merged to form larger files, often going into the next LSM level (such as L1, up to Lmax).

The overall write throughput of an LSM database directly depends on the speed at which compactions can occur, especially
when the data is stored in fast storage like SSD or RAM. RocksDB may be configured to issue concurrent compaction requests
from multiple threads. It is observed that sustained write rates may increase by as much as a factor of 10 with multi-threaded
compaction when the database is on SSDs, as compared to single-threaded compactions. 108

Apache HBase
91.  On information and belief, FedEx has used Apache HBase is the U.S. since at least

2021.

Riley Hodge * Virginia Beach, VA
Sr. Big Data/ Scala Developer

Work Experience

Sr. Big Data/ Scala Developer
FedEx - Memphis, TN
April 2023 to Present

Responsibilibes

Responsible for budding scalable distributed data solutions using Hadoop and migrate legacy Retad applicatons
ETL to Hadoop

Wiote the Spark code in Scala 1o connect to HEASE and read/write data to the
HBASE table

Extracted data from different databases and 1o copy into HDFS using Sqoop and have an expertise in using
compression technigues to cpimize the data slorage

Impiemented Flume, Spark framework for real time data processing. Developed simple 1o complex Map Reduce jobs|
using Hive and Pig for analyzing the data

Used different Serdes for converting JSON data into pepe separated data

Cptimized Map/Reduce Jobs 1o use HOFS efficiently by using vanous compression mechanisms

Built analytics for structured and unstructured data and managing lasge data ingestion by using Avro, Flume, Thrift,
Kafka and Sqoop

Worked on scalable distributed computing systems, software archiecture, data structures and algonthms using
Hadoop, Apache Sparkand Apache Siorm etc.

Ingested streaming data into Hadoop using Spark, Storm Framework and Scala

Developed Bankers Rounding UDF for Hive/Pig or Implemented Teradata Rounding in
Hive/Pig.

Continuously montored and managed the Hadoop Cluster using ClouderalManager
Environment: Hadoop, Map Reducer, Aws, 53, Redshift, HDFS, Hive, Pig, Spark_
Storm, Flume, Thrift, Kafka, Sqoop, Qozie, Impala, SQL, Scala, Java (JOK 1.8)
Hadoop (Cloudera) and Eclipse 109

198 https://github.com/facebook/rocksdb/wiki/RocksDB-Overview
199 resumes.indeed.com — Smart Search (Login Required)
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FedEx Completes Acquisition
of ShopRunner, Expanding its
E-Commerce Capabilities

December 28, 2020 07:00 AM

3 min read

Xin® &L=
110

° Big Data/Spark Engineer
ShopRunner - Contract

Dec 2018 - Mar 2020 - 1 yr 4 mos
Remote

Devised and documented a novel architecture and development process to shift the existing ETL pipeline into
Hadoop-based systems, with a focus on scalability and maintainability.

Leverage Spark PySpark extensively to transform data for creating models to support the Data Science team in
their analytics and modeling work.

Constructed Streaming data pipelines with Spark PySpark and HBase, enabling real-time processing of large data
streams,

Engineered a reusable Spark-based framework for processing and flattening JSON data that multiple enterprise
applications can employ.

Devised a generic framework for preparing data to be fed into machine learning models, ensuring the quality and
consistency of the data input. 111

10 https://newsroom. fedex.com/newsroom/global/fedex-completes-acquisition-of-shoprunner-
expanding-its-e-commerce-capabilities
11 https://www.linkedin.com/in/supratik-das-403al519b/
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92.

Apache HBase performs the method for monitoring performance of a storage

device. For example, the performance of a storage device (e.g., a disk that stores HFiles and/or

StoreFiles) is monitored through the use of metrics including the number of read and write requests

received.

HBase

164. HBase Monitoring

164.1. Overview

The following metrics are arguably the most important to monitor for each RegionServer for "macro momtoring”, preferably with a system

like OpenTSDB. If your cluster is having performance issues 1t’s likely that vou°ll see something unusual with this group

= See s metrics

1. An Overview of HBase 1/O

The following table describes several concepts related to HBase file operations and memory (RAM) caching

HBase

Component

HFile An HFile contains table data, indexes over that data, and metadata about the data.

Block An HBase block is the smallest unit of daia that can be read from an HFile. Each HFile consists of a series of blocks. (Note: an
HBase block is different than an HDFS block or other underlying file system blocks))
BlockCache is the main HBase mechanism for low-latency random read operations. BlockCache is one of two memory cache

BlockCache structures maintained by HBase. When a block is read from HDFS, it is cached in BlockCache. Frequent access to rowsin a
block cause the block to be kept in cache, improving read performance.
MemStore ("memory store”) is the second of twe cache structures maintained by HBase. MemStore improves write

MemStore performance. It accumulates data uniil it is full, and then writes (“flushes”) the data to a new HFile on disk. MemStore serves two
purposes: it increases the total amount of data written to disk in a single operation, and it retains recently-written data in memory
for subsequent low-latency reads.

Write Ahead The WAL is a log file that records all changes to data until the data is successfully written to disk (MemStore is flushed). This

Log (WAL) protects against data loss in the event of a failure before MemStore contents are written to disk

112

12 https://hbase.apache.org/book.html#ops.monitoring
113 https://docs.cloudera.com/HDPDocuments/HDP2/HDP-
2.2.0/bk_Sys Admin_ Guides/content/sysadmin_HBase io_overview.html
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Write path Read path
\ RAM
\ BlockCache
[ MemStore
Disk \
HFiles \
WAL data

block

114

93.  Apache HBase performs the step of intercepting communications between a
computer system and said storage device. For example, a computer system is a client that functions,
e.g., to send write requests, that are to be stored on a disk. When writing data, the communications
between a computer system (e.g., a client) and a storage device (e.g., a disk), are intercepted by a

RegionServer populating data into a MemStore prior to it being written to disk.

BlockCache and MemStore reside in random-access memory (RAM); HFiles and the Write Ahead Log are persisted to HDFS
Figure 1 shows write and read paths (simplified)
= During write operations, HBase writes to WAL and MemStore. Data is flushed from MemStore to disk according to size limits and flush interval

« During read operations, HBase reads the block from BlockCache or MemStore if it is available in those caches. Otherwise it reads from disk
and stores a copy in BlockCache 115

1% https://docs.cloudera.com/HDPDocuments/HDP2/HDP-
2.2.0/bk Sys Admin_Guides/content/sysadmin_HBase io overview.html
113 https://docs.cloudera.com/HDPDocuments/HDP2/HDP-
2.2.0/bk_Sys Admin_ Guides/content/sysadmin_HBase io_overview.html
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Figure 1 shows write and read paths (simplified)

= During wrile operations, HBas

@5 1o WAL and MemStore, Data is flushed from MamStore to disk according 1o size lmits and fush interval

=  [During read operations, HBase reads the block from BlockCache or MemStore If it is avallable in those caches. Otherwise it reads from disk and slores a copy in BlockCache

Write path Read path

\ AA
RAM

~, [([C == )
[ woes ]

.
Disk \“_"\
HFiles \

h 4

WAL data
block

Figurs 1. HBasa read and write operations _l 16
94.  Apache HBase performs the step of analyzing said intercepted communications.

For example, Apache HBase analyzes the intercepted communications by: (1) monitoring the
MemStore size; and (2) tracking the number of StoreFiles flushed to disk and comparing it to the
value of the parameter hbase.hstore.compaction.min to determine whether to perform a

compaction.

hbase.regionserver.global.memstore.size
Description
Maximum size of all memstores in a region server before new updates are blocked and flushes are forced. Defaults to 40% of heap (0.4).
Updates are blocked and flushes are forced until size of all memstores in a region server hits
hbase regionserver.global. memstore.size. lower.limit. The default value in this configuration has been intentionally left empty in order to honor

the old hbase.regionserver.global. memstore upperLimit property if present

Default

LONg

16 https://docs.cloudera.com/HDPDocuments/HDP2/HDP-
2.2.0/bk_Sys Admin_ Guides/content/sysadmin_HBase io_overview.html

71



Case 2:25-cv-00516 Document1l Filed 05/09/25 Page 72 of 74 PagelD #: 72

hbase.hstore.compaction.min
Description
The minimum number of StoreFiles which must be eligible for compaction before compaction can min. The goal of tuning
hbase. hstore.compaction.min is to avoid ending up with too many tiny StoreFiles to compact. Setting this value to 2 would cause a minor
compaction each time you have two StoreFiles in a Store. and this is probably not appropriate. If you set this value too high. all the other
values will need to be adjusted accordingly. For most cases, the default value is appropriate (empty value here, results in 3 by code logic). In

previous versions of HBase, the parameter hbase. hstore.compaction.min was named hbase.hstore.compactionThreshold.

Defaulr

117

none

95.  Apache HBase performs the step of reallocating at least some of said data on said
storage device to enhance the performance of said storage device based on said analyzed
communications. For example, compaction reallocates at least some of the data (e.g., StoreFiles)
on the storage device (e.g., disk) to enhance performance of the storage device by, for example,
increasing performance on read operations. The reallocating is based upon the analyzed
communications including use of various parameters such as

hbase.regionserver.global. memstore.size and hbase.hstore.compaction.min.

72.17.7. Compaction

Ambiguous Terminology

s AStoreFile is a facade of HFile. In terms of compaction, use of StoreFile seems to have prevailed in the past.
o AStore is the same thing as a ColumnFamily. StoreFiles are related to a Store, or ColumnFamily.
+ If you want to read more about StoreFiles versus HFiles and Stores versus ColumnFamilies. see HBASE-11316.
When the MemStore reaches a given size ( hbase.hregion.memstore.flush.size ). it flushes its contents to a StoreFile. The number of

StoreFiles in a Store increases over time. Compaction is an operation which reduces the number of StoreFiles in a Store, by merging them

together. in order to increase performance on read operations. Compactions can be resource-intensive to perform. and can either help or hinder

performance depending on many factors. 118

96.  Defendants have directly infringed the 832 Patent through their use, promotional
demonstrations, testing, repairs, and instructional guidance of Apache Kafka Streams using
RocksDB Universal Style Compaction, RocksDB Universal Style Compaction, Apache

Cassandra, and Apache HBase, performing at least the steps of claim 25.

17 https://hbase.apache.org/book html
118 https://hbase.apache.org/2.2/book.html
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97.  Plaintiffs have suffered damages as a result of Defendants’ direct infringement of

the "832 Patent in an amount to be proven at trial.

DEMAND FOR JURY TRIAL

Plaintiffs hereby demand a jury for all issues so triable.

PRAYER FOR RELIEF

WHEREFORE, Plaintiffs pray for relief against Defendants as follows:

a. Entry of judgment declaring that Defendants have directly and/or indirectly
infringed one or more claims of each of the Patents-in-Suit;

b. Entry of judgment declaring that Defendants’ infringement of the 416 Patent, the
’686 Patent, and the *332 Patent is willful;

c. An order pursuant to 35 U.S.C. § 283 permanently enjoining Defendants, their
officers, agents, servants, employees, attorneys, and those persons in active concert or
participation with them, from further acts of infringement of the *416 Patent, the *686 Patent, and
the’332 Patent;

d. An order awarding damages sufficient to compensate Plaintiffs for Defendants’
infringement of the Patents-in-Suit, but in no event less than a reasonable royalty, together with
interest and costs;

e. Entry of judgment declaring that this case is exceptional and awarding Plaintiffs
their costs and reasonable attorney fees under 35 U.S.C. § 285; and

f Such other and further relief as the Court deems just and proper.
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Dated: May 9, 2025 Respectfully submitted,

/s/ Vincent J. Rubino, IIl

Alfred R. Fabricant

NY Bar No. 2219392
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Peter Lambrianakos
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COMPATIBILITY ENFORCEMENT IN
CLUSTERED COMPUTING SYSTEMS

TECHNICAL FIELD

This application relates to electronic computing, and more
particularly to compatibility enforcement in clustered com-
puting systems.

BACKGROUND

The term “clustered computing system” refers to a com-
puting system formed from a group of loosely coupled com-
puting devices that cooperate to provide the appearance that
the devices function as a single system. Clustering technol-
ogy permits users to construct a variety of computing system
configurations using eclemental building blocks, and to
change configurations or components of a clustered system as
part of maintenance or update routines. By way of example, a
high-capacity storage system may be constructed from a clus-
ter of individual storage components. Similarly, a grid com-
puter may be constructed from a cluster of individual com-
puting components.

Computing systems and products created using clustering
technology present particular technical issues. Technical
issues include ensuring compatibility between hardware,
software and firmware operating on clustered devices and
ensuring compliance with licensing terms associated with
individual computing devices and with cluster configura-
tions.

SUMMARY

In one embodiment a method of creating a clustered com-
puting system, comprises storing license information for a
computing cluster in a memory module associated with a
computing node, wherein the licensing information includes
a bundle-type parameter that identifies a characteristic of the
cluster and one or more node license parameters that identi-
fies a characteristic of a computing node, initializing the
computing cluster in a first computing node, adding one or
more available computing nodes to the computing cluster;
and activating the computing cluster when the computing
cluster includes a number of nodes that complies with the
rules associated with the bundle-type parameter.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG.1is aschematic illustration of a networked computing
system that utilizes a storage network.

FIG. 2 is a schematic illustration of physical elements of a
storage network according to an embodiment.

FIG. 3 is a schematic illustration of a storage node accord-
ing to an embodiment.

FIG. 4 is a schematic illustration of a logic architecture for
compatibility enforcement in clustered computing systems
according to an embodiment.

FIG. 5 is a flowchart illustrating operations in a method for
creating a clustered computing system according to an
embodiment.

FIG. 6 is a flowchart illustrating operations in a method for
performing a license check in a clustered computing system
according to an embodiment.

DETAILED DESCRIPTION

Described herein are exemplary systems and methods for
compatibility enforcement in clustered computing systems.
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2

Certain methods described herein may be embodied as logic
instructions and associated data on a computer-readable
medium. When executed on one or more processors, the logic
instructions cause the processor(s) to be programmed as a
special-purpose machine that implements the described
methods. The processor(s), when configured by the logic
instructions to execute the methods recited herein, may con-
stitute structure for performing the described methods.

In embodiments, subject matter described herein may be
implemented in a storage architecture that provides data stor-
age at a system level, such as, e.g., a storage area network
(SAN). In implementations described herein, computing sys-
tems that utilize storage are referred to as hosts. For example,
a host may be a supercomputer processing large databases, a
transaction processing server maintaining transaction
records, and the like. Alternatively, the host may be a file
server on a local area network (LAN) or wide area network
(WAN) that provides storage services for an enterprise.

In a direct-attached storage solution, a host may include
one or more disk controllers or RAID controllers configured
to manage multiple directly attached disk drives. By contrast,
in a SAN a host connects to the SAN in accordance via a
high-speed connection technology such as, e.g., a fibre chan-
nel (FC) fabric in the particular examples.

A virtualized SAN architecture may comprise one or more
storage cells, where each storage cell comprises a group of
storage devices called a disk group. Each storage cell com-
prises parallel storage controllers coupled to the disk group.
The storage controllers may be coupled to the storage devices
using a fibre channel arbitrated loop connection, or through a
network such as a fibre channel fabric or the like. The storage
controllers may also be coupled to each other through point-
to-point connections to enable them to manage the presenta-
tion of storage capacity to computers using the storage capac-
ity.

Network architectures described herein represent a distrib-
uted computing environment such as, e.g., an enterprise com-
puting system using a private SAN. However, the network
architectures may be readily scaled upwardly or downwardly
to meet the needs of a particular application.

FIG. 1 is a schematic illustration of one embodiment of a
networked computing system 100 that utilizes a storage net-
work. In one embodiment, storage pool 110 may be imple-
mented as a virtualized storage pool as described in published
U.S. Patent Application Publication No. 2003/0079102 to
Lubbers, et al., or as described in U.S. Patent Application No.
2005/0172073 to Voigt, et al., the disclosures of which is
incorporated herein by reference in its entirety.

A plurality of logical disks (also called logical units, LUs
or sometimes LUNs) 112a, 1126 may be allocated within
storage pool 110. Each LUN 112a, 1125 comprises a con-
tiguous range of logical addresses that can be addressed by
host devices 120, 122, 124 and 128 by mapping requests from
the connection protocol used by the host device to the
uniquely identified LUN 112a, 1125. A host such as server
128 may provide services to other computing or data process-
ing systems or devices. For example, client computer 126
may access storage pool 110 via a host such as server 128.
Server 128 may provide file services to client 126, and may
provide other services such as transaction processing ser-
vices, email services, etc. Hence, client device 126 may or
may not directly use the storage consumed by host 128.

Devices such as wireless device 120, and computers 122,
124, which also may serve as hosts, may logically couple
directly to LUNs 112a, 1125. Hosts 120-128 may couple to
multiple LUNs 112a, 1125, and LUNs 112a, 11256 may be
shared among multiple hosts. Each of the devices shown in
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FIG. 1 may include memory, mass storage, and a degree of
data processing capability sufficient to manage a network
connection.

A LUN such as LUN 112a, 1125 comprises one or more
redundant stores (RStore) which are a fundamental unit of
reliable storage. An RStore comprises an ordered set of physi-
cal storage segments (PSEGs) with associated redundancy
properties and is contained entirely within a single redundant
store set (RSS). By analogy to conventional storage systems,
PSEGs are analogous to disk drives and each RSS is analo-
gous to a RAID storage set comprising a plurality of drives.

The PSEGs that implements a particular LUN may be
spread across any number of physical storage disks. More-
over, the physical storage capacity that a particular LUN 102
represents may be configured to implement a variety of stor-
age types offering varying capacity, reliability and availabil-
ity features. For example, some LUNs may represent striped,
mirrored and/or parity-protected storage. Other LUNs may
represent storage capacity that is configured without striping,
redundancy or parity protection.

A SAN manager appliance 109 is coupled to a manage-
ment logical disk set (MLD) 111 which is a metadata con-
tainer describing the logical structures used to create LUNs
112a, 1125, Logical Device Allocation Domains (LDADs)
1034, 1035, and other logical structures used by the system. A
portion of the physical storage capacity available in storage
pool 110 is reserved as quorum space 113 and cannot be
allocated to LDADs 1034, 1035, and hence cannot be used to
implement LUNs 112a, 1125. In a particular example, each
physical disk that participates in storage pool 110 has a
reserved amount of capacity (e.g., the first “n” physical sec-
tors) that may be designated as quorum space 113. MLLD 111
is mirrored in this quorum space of multiple physical drives
and so can be accessed even if a drive fails. In a particular
example, at least one physical drive is associated with each
LDAD 103a, 1035 includes a copy of MLD 111 (designated
a “quorum drive SAN management appliance 109 may wish
to associate information such as name strings for LDADs
103a, 1035 and LUNs 112a, 1125, and timestamps for object
birthdates. To facilitate this behavior, the management agent
uses MLD 111 to store this information as metadata.

Quorum space 113 may be used to store information
including physical store ID (a unique ID for each physical
drive), version control information, type (quorum/non-quo-
rum), RSS ID (identifies to which RSS this disk belongs),
RSS Offset (identifies this disk’s relative position in the RSS),
Storage Cell ID (identifies to which storage cell this disk
belongs), PSEG size, as well as state information indicating
whether the disk is a quorum disk, for example. This metadata
PSEG also contains a PSEG free list for the entire physical
store, probably in the form of an allocation bitmap. Addition-
ally, quorum space 113 contains the PSEG allocation records
(PSARs) for every PSEG on the physical disk. The PSAR
comprises a PSAR signature, Metadata version, PSAR usage,
and an indication a RSD to which this PSEG belongs.

CSLD 114 is another type of metadata container compris-
ing logical drives that are allocated out of address space
within each LDAD 1034, 1035, but that, unlike LUNs 112a,
1126, may span multiple LDADs 103qa, 1035. Preferably,
each LDAD 103a, 1035 includes space allocated to CSLD
114. CSLD 114 holds metadata describing the logical struc-
ture of a given LDAD 103, including a primary logical disk
metadata container (PLDMC) that contains an array of
descriptors (called RSDMs) that describe every RStore used
by each LUN 112a, 1125 implemented within the LDAD
103a, 10356. The CSLD 114 implements metadata that is
regularly used for tasks such as disk creation, leveling, RSS
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merging, RSS splitting, and regeneration. This metadata
includes state information for each physical disk that indi-
cates whether the physical disk is “Normal” (i.e., operating as
expected), “Missing” (i.e., unavailable), “Merging” (i.e., a
missing drive that has reappeared and must be normalized
before use), “Replace” (i.e., the drive is marked for removal
and data must be copied to a distributed spare), and “Regen”
(i.e., the drive is unavailable and requires regeneration of its
data to a distributed spare).

A logical disk directory (LDDIR) data structure in CSLD
114 is adirectory of all LUNs 1124, 1125 in any LDAD 1034,
1035. An entry in the Logical Disk Directory Structure
(LDDS) comprises a universally unique ID (UUID) an RSD
indicating the location of a Primary Logical Disk Metadata
Container (PLDMC) for that LUN 102. The RSD is a pointer
to the base RSDM or entry point for the corresponding LUN
112a, 1125. In this manner, metadata specific to a particular
LUN 1124, 1125 can be accessed by indexing into the LDDIR
to find the base RSDM of the particular LUN 112a, 112b.
Metadata within the PLDMC (e.g., mapping structures
described herein) can be loaded into memory to realize the
particular LUN 112a, 1126.

Hence, the storage pool depicted in FIG. 1 implements
multiple forms of metadata that can be used for recovery. The
CSLD 111 implements metadata that is regularly used for
tasks such as disk creation, leveling, RSS merging, RSS split-
ting, and regeneration. The PSAR metadata held in a known
location on each disk contains metadata in a more rudimen-
tary form that is not mapped into memory, but can be accessed
when needed from its known location to regenerate all meta-
data in the system.

Each of the devices shown in FIG. 1 may include memory,
mass storage, and a degree of data processing capability suf-
ficient to manage a network connection. The computer pro-
gram devices in accordance with the present invention are
implemented in the memory of the various devices shown in
FIG. 1 and enabled by the data processing capability of the
devices shown in FIG. 1.

FIG. 2 is a schematic illustration of physical elements of a
storage network 200 that may be used to implement a storage
network such the network depicted in FIG. 1. Storage net-
work 200 comprises a plurality of clusters 230, 240, 250,
which may be implemented as one or more communicatively
connected storage nodes. Thus, cluster 230 includes storage
nodes 232, 234, 236. Cluster 240 includes nodes 242, 244,
246. Cluster 250 includes nodes 252, 254, 256. Each node
may include one or more storage devices such as, e.g., an
array of storage devices. Exemplary storage devices include
the STORAGEWORKS line of storage devices commercially
available form Hewlett-Packard Corporation of Palo Alto,
Calif., USA.

Network 200 may further include one or more host com-
puters 210 coupled to clusters 230, 240, 250 via a communi-
cation network 220. Communication network 220 may be
implemented as a private, dedicated network such as, e.g., a
Fibre Channel (FC) switching fabric. Alternatively, portions
of communication network 220 may be implemented using
public communication networks pursuant to a suitable com-
munication protocol such as, e.g., the Internet Small Com-
puter Serial Interface (iSCSI) protocol.

One or more client computers 212 may access resources
provided by storage clusters 230, 240, 250 through host 210.
In operation, one or more client computers 212 generate a
request to host computer 210 for a resource provided by one
or more of storage clusters 230, 240, 250. Host computer 210
generates a resource request to one or more of clusters 230,
240, 250 for the requested resource(s). One or more of clus-
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ters 230, 240, 250 process the resource request, and return the
requested resource(s) to host 210, which in turn forwards the
requested resource to client computer(s) 212.

Storage network 200 may further comprise a compatibility
server 214 that maintains compatibility information relating
to components of storage network 200. Compatibility infor-
mation may include information relating to, e.g., firmware
versions and/or revisions, and licensing information.

FIG. 3 is a schematic illustration of an exemplary imple-
mentation of a storage node 300 that may be used in a cluster
such as cluster 230, 240, 250. Referring to FIG. 3, in one
embodiment each storage node 300 includes one or more
Network Storage Controllers (NSCs) 310, also referred to as
disk array controllers or storage controllers, to manage the
operations and the transfer of data to and from one or more
disk drives 340, 342. NSCs 310 may be implemented as
plug-in cards having a microprocessor 316, and memory 318.
Each NSC 310 includes one or more host adapter ports 312,
314 that provide an interface to a host such as host 210, i.e.,
through a communication network such as a switching fabric.
In a Fibre Channel implementation, host adapter ports 312,
314, may be implemented as FC N_Ports. Each host adapter
port 312, 314 manages the login and interface with a switch-
ing fabric, and is assigned a fabric-unique port ID in the login
process.

In an exemplary implementation, NSC 310 further
includes one or more Fiber Channel Arbitrated Loop (FCAL)
ports 320, 322, 234, 326 that implement an FCAL commu-
nication connection with a plurality of storage devices, e.g.,
arrays of disk drives 340, 342. While the illustrated embodi-
ment implement FCAL connections with the arrays of disk
drives 340, 342, it will be understood that the communication
connection with arrays of disk drives 340, 342 may be imple-
mented using other communication protocols. For example,
rather than an FCAL configuration, a FC switching fabric or
a small computer serial interface (SCSI) connection may be
used.

In embodiments, a clustered computing system such as the
clustered storage devices depicted in FIGS. 1-3 may be
adapted to implement compatibility enforcement between
components in the system. As used herein, compatibility
enforcement may include compatibility between hardware,
software, firmware, and/or licensing requirements. In one
embodiment, a clustered computing system implements a
licensing scheme that ensures licensing compliance at both
the component level and at the system level. The licensing
scheme may implement a multi-tiered (or bundled) license
program. The first part of the license scheme defines a per-
missible size range for a cluster. In one embodiment, clusters
may be categorized into multiple size ranges, referred to
herein as bundle-types. In alternate embodiments, clusters
may be categorized into bundle types by one or more addi-
tional parameters such as, e.g., an array, tape, computing,
translating functional bundle. For example, a bundle may
refer to a sales bundle. A bundle may be sold as a set or group
ofnode or grid types to meet a specific market or function. For
example, a product category may include one or more bundle
sizes that served a single purpose such as, e.g., array/LUN
purpose. Bundles may have a specific homogeneous purpose
along with standard grid parameters such as, e.g., right to use,
maximum and minimum node counts, and a specific array
type functional brand. Other bundles may have different char-
acteristics within those listed above, for example, the purpose
or function. A bundle may have multipurpose or multiple
different single purposed nodes in one bundle. The second
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part of the license scheme permits the cluster to permanently
associate a license and bundle-type with a defined number of
nodes as they join the cluster.

FIG. 4 is a schematic illustration of a logic architecture for
compatibility enforcement in clustered computing systems
according to an embodiment. In one embodiment, the clus-
tered computing system may correspond to one or more of the
storage nodes in the clusters 230, 240, 250 of FIG. 2. The
logic modules in storage node 400 may be embodied as soft-
ware or firmware stored in a computer readable medium such
as, e.g., the memory 318 of a storage array controller 300 and
executable by a processor such as microprocessor 316 of
array controller 300.

Referring to FIG. 4, storage node 400 includes a cluster
module 410 that includes logic to manage cluster-level com-
patibility functions. Cluster module 410 includes a create
cluster module 412, an add node module 414, a license
upgrade module 416, and a license transfer module 418 which
permits removal of a node that is not part of a base bundle.
Cluster module further includes a current node count data
structure 420 that holds the current number of valid nodes in
the cluster, a right to use license data structure 422. In one
embodiment, the right to use license may include a token that
is conferred by a license management system. The token may
include license management specific information for authen-
ticating the license and an indication of a bundle type and the
maximum or minimum number of nodes that can be included
in the cluster. Cluster module 420 further includes a node
license pool 424. In one embodiment, node license pool 424
comprises a pool of tokens conferred on the cluster by a
license management system. Each token in the pool includes
license management specific information for authenticating
the license. The tokens are consumed as they are assigned to
nodes to enable nodes to join the cluster. Tokens may be
associated with a unique identifier for the node that has been
assigned each node license by the cluster.

Storage node 400 further includes a node module 430 that
includes logic to manage node-level compatibility functions.
Node module 430 includes a use node 432 and a repair node
434. Node module 432 further includes a bundle-type data
structure 436 that holds a token that indicates the node’s
membership in a valid cluster and the cluster’s bundle-type. A
brand may beis obtained when a node successfully joins a
correctly licensed cluster.

Node module 432 may further include a transfer license
holder data structure 438. In one embodiment, transfer
license holder data structure 438 may provide a temporary
location for a Right-to-Use License and a Node License pool
associated with a cluster that is decommissioned. The transfer
license holder data structure provides a way to reconfigure a
clustered computing system without having to re-enter
license keys. Algorithms associated with the Transfer License
Holder insure that transfer cannot result in more than one
usable copy of the license.

FIG. 5 is a flowchart illustrating operations in a method for
creating an initial clustered computing system according to
an embodiment. Referring to FIG. 4 and FIG. 5, at operation
510 a Right-to-Use License 422 and a Node License pool 424
are established, for example via the initial bundle parameters
as determined based on which the bundle is to satisfy. Right-
to-Use and Node license(s) may be acquired using a key
provided through initial sale of the bundle that is entered
through external management control software. Referring
briefly to FIG. 4, in one embodiment, a management module
450 may include an external management control module 452
and an external license server access module 454 that provide
an interface with an external license server 460. A license key
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may be passed to a license server via the external license
server access software. The license server returns a detailed
right to use license 422 and Node License pool 424 informa-
tion associated with the bundle key. A node that was not part
of the original bundle SKU may be included in an initial
cluster If the node has a license that posses a characteristic
known as an “Add-on”. This licenses characteristic may also
be obtained via the license server.

At operation 515 the license clusters, which may corre-
spond to the pools described above, are stored. In one
embodiment, the Right-to-Use License and the Node License
pool may be stored in the transfer license holder data structure
in the node which originated the license request. The licens-
ing information may be stored in the memory 318 of one or
more array controllers 310 in a cluster 230, 240, 250. The
memory module 318 may be a non-volatile memory such that
the licensing information remains intact in the event that the
array controller 310 loses power or fails.

If, at operation 520, the node that initiated the license
request does not have a node license of its own and there are
licenses left in the node license pool, then one of the node
licenses may be conferred to the node receiving the manage-
ment command. Operation 525 may be done in two phases. In
the first phase the node license pool may be updated to asso-
ciate a unique identifier (e.g., a serial number) with the node
that is assigned the license. In the second phase, the node may
be “branded” as a licensed node having a specific bundle type,
e.g., by writing a token to a protected non-volatile memory
location on the node. The node license may then be assigned
specifically to the node (and may not be assigned to any other
node). Control may then pass to operation 530, described
below.

By contrast, if at operation 520 the node has a node license
that matches one or more required parameters, then control
passes to operation 530 and the cluster may be initialized. In
one embodiment, the cluster may be initialized with as few as
one member, i.e., the node that received the management
command to create the cluster. The Right-to-Use License and
the node license pool may be transferred to the newly created
single node cluster, a node count parameter may be initialized
(ie.,setto 1).

If, at operation 535, the node count for the cluster has
reached a limit specified in the Right-to-Use license (or if
there are no more candidate nodes), the cluster formation
process is complete and the process ends. By contrast, if at
operation 535 the node count for the cluster has not been
reached. (i.e., if the cluster has not yet activated a number of
nodes authorized by the license terms), then control passes to
operation 545 and a next candidate node for inclusion in the
cluster may be identified. This can be done using any number
of techniques common in the art.

At operation 550 the candidate node’s acceptability is
evaluated. In one embodiment evaluating the node’s accept-
ability at operation 550 encompasses operations 620-635,
described with reference to FIG. 6. If the candidate node is
unacceptable (i.e., if the node is new or otherwise fails an
acceptability test), then control passes to operation 555 and a
license is obtained for the candidate node. In one embodi-
ment, a license may be obtained as described in connection
with operation 525. In the event that a license cannot be
obtained an error routine may be invoked.

By contrast, if at operation 550 the node is acceptable, then
control passes to operation 560 and it is determined whether
the node’s brand is compatible with the cluster as defined by
the Right-To-Use characteristics. In one embodiment, if the
node has a brand which indicates that the node is no longer
part of a different cluster (i.e., if the node has been released
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from a different cluster) and if its brand is valid for inclusion
in this cluster’s bundle-type (for example, lower class bundle
types cannot join a cluster with a higher class bundle-type, but
the reverse is true, e.g., higher class nodes can join lower class
clusters), then no additional node license needs to be con-
ferred on the node from the cluster’s node license pool. This
embodiment allows nodes to be moved between clusters pro-
vided both node and cluster bundle-types are compatible.

In another embodiment the candidate node may require an
additional license from the cluster’s node license pool. In this
embodiment, movement of nodes between clusters requires
re-licensing the node such as upgrade from a lower-class to a
higher-class node. Hence control may pass to operation 555
and the candidate node may be licensed.

Control then passes to operation 570 and the candidate
node may be added to the cluster. Control then returns to
operation 535. Thus, operations 535-570 define a loop which
may be repeated to construct a clustered computing system.
In one embodiment a final test may be performed to ensure
that the cluster includes the minimum number of nodes before
initializing the cluster services and proceed with normal
operations. This closed-loop precludes adding nodes that
have a questionable lineage such as, e.g., gray market nodes.

FIG. 6 is a flowchart illustrating operations in a method for
performing a license check in a clustered computing system
according to an embodiment. In one embodiment, a license
check may be executed on a periodic basis. In alternate
embodiment, a license check may be event driven. For
example, a license check may be implemented when a cluster
bootstraps to insure that all nodes are properly licensed for the
cluster.

Referring to FIG. 6, a license check is initiated at operation
605, at operation 610 a first cluster is selected, and at opera-
tion 615 a first node in the cluster is selected. If, at operation
620, the selected node is not properly licensed, e.g., if a
node’s license is expired or if the node brand is incompatible
with type of cluster in which the node is placed, then control
passes to operation 640 and an error routine may be invoked.
In one embodiment, the error routine may include generating
a warning signal that may be displayed on a user interface
such as, e.g., a display or the like. In another embodiment, the
error routine may include disabling the node, or disabling the
entire cluster. By contrast, if at operation 620 the node is
properly licensed, then control passes to operation 625.

If, at operation 625, the node count in the cluster is outside
a threshold, then control passes to operation 640 and the error
routine is invoked as described above. In one embodiment
operation 625 also happens in the initial cluster generation
and subsequently with every newly attempted node addition.
In one embodiment, the threshold may include at least one of
a lower limit on a number of nodes in a cluster and an upper
limit on a number of nodes in a cluster. By contrast, if at
operation 625, the node count in the cluster is within the
threshold values, then control passes to operation 630.

If, at operation 630, a node is not branded, then control
passes to operation 640 and the error routine is invoked as
described above. In one embodiment, an unbranded node may
indicate that the node is new and needs to be licensed, either
through a cluster creation process or through a process of
adding a node to an existing cluster. By contrast, if at opera-
tion 630, the node is branded, then control passes to operation
635.

If, at operation 635, a node brand is not compatible with the
brand of the cluster, then control passes to operation 640 and
the error routine is invoked as described above. For example,
a node may be branded to work only within clusters having
fewer than a specific number of nodes. By contrast, if at

87



Case 225-0v-00516 Document1-1 Filed 05/09/25 Page 14 of 15 PagelD #: 88

US 8,370,416 B2

9

operation 635, the node brand is compatible with the cluster
brand, then control passes to operation 615 and another node
is selected. Thus, operations 615-635 define a loop by which
nodes in a cluster may be evaluated for compliance with
licensing and/or compatibility enforcement terms. The opera-
tion terminates if, at operation 615, there are no more nodes to
evaluate.

A cluster may be expanded by adding one or more nodes to
the cluster. In one embodiment, nodes may be added to a
cluster using the operations 545-570 described in FIG. 5. The
cluster must have an unassigned node license in order for a
node with no bundle-type (i.e. a new, un-initialized node) to
be added. The unassigned license may be an Add-on license
purchased with an Add-on node, or an unassigned base
bundle license that came with the original SKU.

A node may be unable to retain its bundle-type brand due
to, e.g., a hardware failure or the like. In one embodiment, the
repair node module 434 permits a user such as an adminis-
trator to reinstate a node license lost due to failure. Repair
node module 434 provides the ability to cross-reference node
licenses in the cluster against the cluster’s original license(s).
This generally involves access to the license server.

A cluster’s Right-to-Use license 422 may be upgraded,
e.g., by launching an upgrade inquiry with the external
license server 460. When this occurs the Right-to-Use license
can be updated to reflect new characteristics such as maxi-
mum and minimum node count thresholds, and additional
node licenses can be added to the node license pool. Similarly,
bundle-type brands can be upgraded on nodes given that the
necessary fees have been paid and the licenses can be authen-
ticated. After either of these upgrades operations 545-570 of
the cluster creation process may be repeated to account for
nodes that can be added to the cluster.

When a cluster is operational its license information may
be stored redundantly on multiple nodes within the cluster.
When a cluster is de-commissioned its license information
may be stored in a node’s transfer license holder 438 as a
convenient way of transferring the licensing information to a
new cluster. In one embodiment, the node which stores the
license information may be the initial node in the new cluster.
Hence, the cluster creation can effectively begin at operation
530. Ifthe node fails so that the transfer license is lost, then the
node may be reinstated using node repair techniques.

Reference in the specification to “one embodiment” or “an
embodiment” means that a particular feature, structure, or
characteristic described in connection with the embodiment
is included in at least an implementation. The appearances of
the phrase “in one embodiment” in various places in the
specification are not necessarily all referring to the same
embodiment.

What is claimed is:
1. A method of creating a clustered computing system,
comprising:

storing license information for a computing cluster in a
memory module associated with a computing node,
wherein the licensing information includes a bundle-
type parameter that identifies a size of the cluster and at
least one additional bundle-type characteristic of the
cluster, and one or more node license parameters that
identifies a characteristic of a computing node;

initializing the computing cluster in a first computing node;

adding one or more available computing nodes to the com-
puting cluster; and

activating the computing cluster when the computing clus-
ter includes a number of nodes that complies with the
bundle-type parameter.
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2. The method of claim 1, wherein storing license infor-
mation for a computing cluster in a memory module associ-
ated with a computing node comprises retrieving licensing
information from an external licensing server.

3. The method of claim 1, wherein the bundle-type param-
eter identifies at least one of a minimum or maximum node
count threshold for the computing cluster.

4. The method of claim 1, wherein: the node license param-
eters identify one or more bundle-types compatible with the
computing node.

5. The method of claim 1, wherein adding one or more
available computing nodes to the computing cluster com-
prises assigning a computing node a new node license when
the computing node license is incompatible with a brand-type
associated with the computing cluster.

6. The method of claim 1, further comprising initiating a
license check while the computing system is operating,
wherein the license check evaluates at least one of: a license
status of the computing node; a node count in the computing
cluster; and a brand-type associated with the computing node.

7. The method of claim 1, wherein the license check com-
prises implementing an error routine that inhibits operation of
the computing node when an incompatibility between the
computing node and the computing cluster is detected.

8. The method of claim 1, further comprising adding a
computing node to the activated computing cluster.

9. A computing system comprising at least two computing
nodes, wherein at least one of the computing nodes com-
prises:

a cluster module stored on a non-transitory computer read-
able medium, the cluster module configured to manage
compatibility operations associated with a computing
cluster, the cluster module initializing a computing clus-
ter in the first computing node, the cluster module add-
ing one or more available computing nodes to the com-
puting cluster;

a node module stored on a non-transitory computer read-
able medium, the node module configured to manage
compatibility operations associated with the at least two
computer nodes, the node module storing license infor-
mation for the computing cluster, wherein the licensing
information includes a bundle-type parameter that iden-
tifies a size of the computing cluster and at least one
additional bundle-type characteristic of the computing
cluster, and one or more node license parameters that
identifies a characteristic of a first computing node; and

amanagement module stored on a non-transitory computer
readable medium, the management module configured
to manage compatibility operations with one or more
external servers, the management module activating the
computing cluster when the computing cluster includes
a number of nodes that complies with the bundle-type
parameter.

10. The computing system of claim 9, wherein the cluster
module comprises a create cluster module to aggregate the at
least two computing nodes into a clustered computing sys-
tem.

11. The computing system of claim 10, wherein the cluster
module maintains a right to use license comprising licensing
information for a computing cluster and a node license pool
comprising licensing information for nodes in the computing
cluster.

12. The computing system of claim 10, further comprising
an add node module to add a computing node to the clustered
computing system.
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13. The computing system of claim 10, wherein the man-
agement module provides a license key to and receives licens-
ing information from an external licensing server.
14. A computer program product comprising logic instruc-
tions stored on a non-transitory computer-readable medium
which, when executed by a computer processor, configure the
processor to:
store license information for a computing cluster in a
memory module associated with a computing node,
wherein the licensing information includes a bundle-
type parameter that identifies a size of the cluster and at
least one additional bundle-type characteristic of the
cluster, and one or more node license parameters that
identifies a characteristic of a computing node;

initialize the computing cluster in a first computing node;
add one or more available computing nodes to the com-
puting cluster; and

activate the computing cluster when the computing cluster

includes a number of nodes that complies with the
bundle-type parameter.

10
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15. The computer program product of claim 14, further 20

comprising logic instructions which, when executed by the
processor, configure the processor to retrieve licensing infor-
mation from an external licensing server.

12

16. The computer program product of claim 14, further
comprising logic instructions which, when executed by the
processor, configure the processor to assign a computing
node a new node license when the computing node license is
incompatible with a brand-type associated with the comput-
ing cluster.

17. The computer program product of claim 14, further
comprising logic instructions which, when executed by the
processor, configure the processor to initiate a license check
while the computing system is operating, wherein the license
check evaluates at least one of:

a license status of the computing node;

a node count in the computing cluster; and

a brand-type associated with the computing node.

18. The computer program product of claim 14, further
comprising logic instructions which, when executed by the
processor, configure the processor to implement an error rou-
tine that inhibits operation of the computing node when an
incompatibility between the computing node and the comput-
ing cluster is detected.
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DATA SECURITY FOR USE WITH A FILE FIG. 1 is a block diagram of an apparatus (system) 100 in
SYSTEM accordance with an embodiment of the invention. The appa-

TECHNICAL FIELD

Embodiments of the invention relate generally to data
security for use with a file system.

BACKGROUND

A current method of providing security to data (e.g., soft-
ware or other types of files) that is stored in a storage device
(e.g., compact disk) so that unauthorized copying of the data
is prevented is to provide encryption for the data. Therefore,
access to the data is not permitted unless the user has the
proper decryption code for the data. However, encryption-
decryption software applications are typically time consum-
ing to use and have often caused confusion for the users.

Online licensing checks are performed for some licensed
software files to prevent un-authorized copying of software.
However, this approach requires the software developer to
embed the licensing code in each software file and requires
the purchaser to access a public network (e.g., Internet) for
the online licensing check.

Furthermore, even if the data in the storage device is sub-
ject to a licensing check, an individual can still reconstruct a
file (e.g. software) on a different disk, without the need for
proper authorization, by retrieving the data blocks that make
up the file (or set of files). For example, on a UNIX file
system, an individual can retrieve the data blocks of a file by
accessing the index node (inode) of the file and completely
bypass the application that is used for accessing the file.

On the other hand, if security is not provided to the stored
data, then individuals will be able to make unauthorized cop-
ies of software or other files that are stored in storage devices
(e.g., CDs).

Therefore, the current technology is limited in its capabili-
ties and suffers from at least the above constraints and defi-
ciencies.

BRIEF DESCRIPTION OF THE DRAWINGS

Non-limiting and non-exhaustive embodiments of the
present invention are described with reference to the follow-
ing figures, wherein like reference numerals refer to like parts
throughout the various views unless otherwise specified.

FIG. 1 is a block diagram of an apparatus (system) in
accordance with an embodiment of the invention.

FIG. 2 is a block diagram that shows additional details ofa

data block mapping in accordance with an embodiment of the

invention.
FIG. 3 is a flow diagram of a method in accordance with an
embodiment of the invention.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

In the description herein, numerous specific details are
provided, such as examples of components and/or methods,
to provide a thorough understanding of embodiments of the
invention. One skilled in the relevant art will recognize, how-
ever, that an embodiment of the invention can be practiced
without one or more of the specific details, or with other
apparatus, systems, methods, components, materials, parts,
and/or the like. In other instances, well-known structures,
materials, or operations are not shown or described in detail to
avoid obscuring aspects of embodiments of the invention.
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ratus 100 can be implemented in, for example, a computer. An
operating system kernel 102 includes a virtual file system 105
and a file system 110. It is understood that the operating
system 102 includes known modules for performing OS man-
agement operations. A virtual file system 105 is typically
included in an operating system kernel layer and allows client
applications (not shown in FIG. 1) to transparently access the
different types of file systems 110 (e.g.. Unix file systems,
Windows® file systems, MAC® OS file systems) that may be
implemented in the kernel 102. However, an embodiment of
the invention can also be implemented in a system without the
virtual file system 105.

As known to those skilled in the art, an inode (index node)
is a data structure that contains information about a file,
directory, or other object in a file system. The file can be, for
example, a software application, or other types of data such as
a WORD® document. The inode data structure is used in, for
example, a Unix file system or other types of file systems. The
file system 110 will assign a unique inode for each file. Each
inode typically contains the following information: the device
(e.g., disk) where the inode resides, locking information,
mode and type of file, the number of links to the file, the
owner’s user and group identifiers, the number of bytes in the
file, access and modification times of the file, the time the
inode itself was last modified, and the addresses of the file’s
data blocks on the disk.

Assume that the file system 110 has stored a file into a
memory such as, for example, a memory cache 120 (e.g.,
memory in a computer) or a storage device 125 (e.g., CD or
hard disk). Since the file system 110 has stored the file, the file
system 110 identifies the file by an inode number. The inode
number is shown symbolically as arrow 116 in FIG. 1. That
inode number, in tum, will index into an inode table that
contains the inode for the file. The inode contains the
addresses of the file’s data blocks on, for example, the storage
device (e.g., disk) 125. When a user opens, reads, and/or
writes to the file, the system call 115 is processed by the
virtual file system 105 and forwarded to the file system 110.
The system call 115 also includes the inode number of the file
to be opened, read, and/or written.

Typically, the memory subsystem 130 will first check if the
data blocks of the file is currently in the memory cache 120.
This checking step is an optimization step that increases the
speed of opening of, reading of, and/or writing to a file by
fetching the data blocks of the files in the memory cache 120,
instead of always performing a data block access to the stor-
age device 125. However, an embodiment of the invention
may also be implemented in a system that omits the use of a
memory subsystem 130 that checks the data blocks in the
memory cache 120.

If the data blocks of the file that is identified the inode
number (arrow 116) is not in the memory cache 120, then the
disk I/O (input/output) subsystem 135 of the file system 110
will handle the system call 115 with the inode number 116. In
previous systems, the disk I/O (input/output) subsystem 135
computes the block numbers of the file in order to determine
the location in the storage device 125 of the data of the file.
Therefore, the block numbers identify the addresses of the
file’s data blocks on the disk 125.

An embodiment of the invention includes a block distribu-
tion engine 140 and mapping 145, in order to perform a block
distribution algorithm that provides security to data blocks on
a storage device 125. The engine 140 can be programmed by
use of standard programming languages (e.g., C, C++, Pas-
cal) and can be programmed by use of standard programming
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techniques that are known to those skilled in the art. In pre-
vious systems, the data blocks of a file are linearly placed on
a storage device and can be obtained by accessing the inode of
the file. In contrast, a block distribution algorithm in an
embodiment of the invention will vary the distribution of the
data blocks on the storage device 125 in order to provide
security to the data blocks, as discussed in additional details
below.

Reference is now made to FIGS. 1 and 2 for purposes of
discussing the operations of embodiments of the invention. A
read operation for a file is first discussed and a write operation
for the file is then discussed.

During a read operation, if the data blocks for a file 205
(FIG. 2) are not found by the memory subsystem 130 (F1G. 1)
in the memory cache 120 (FIG. 1) (in an embodiment that
implements the checking of cached data in memory cache
120), then the disk I/O subsystem 135 sends a query 150 (FIG.
1)to the block distribution engine 140 which determines if the
data blocks of the file 205 is mapped in the mapping 145. The
mapping 145 is a data structure mapping of the blocks in an
inode of the file 205 to an algorithm-specific data blocks.
Note also that in the example of FIG. 2, the information on the
data blocks (such the locations of the data blocks in the
storage device 125) of a file 205 are identified in the inode
210. However, it is within the scope of the embodiments of the
invention to use other data structures to store the data blocks
information of a file 205, depending on the file system type.

Ifthe data blocks of the file 205 is mapped by mapping 145
to algorithm-specific data blocks, then the block distribution
engine 140 returns the algorithm-specific data block numbers
155 (FIG. 1) to the disk I/O subsystem 135. These algorithm-
specific data block numbers 155 are the mapping of the data
block numbers in the inode 210 of the file 205, An example of
the data block number mapping is shown in FIG. 2. The
subsystem 135 then passes the algorithm-specific data block
numbers 155 to the block device driver 160 which then reads
the data blocks of file 205 at addresses in storage device 125.
The locations of these addresses in the storage device 125 are
identified by the algorithm-specific data block numbers 155.
The block device driver 160 can then read the data in the
algorithm-specific data block numbers 155 locations in the
storage device 125, and these data are the data of the file 205.

In contrast, if the data blocks of the file 205 are not mapped
by the mapping 145, then the data block numbers of the inode
210 are passed the block device driver 160. In this case, the
locations of the addresses in the storage device 125 of the data
of'the file 205 are identified by the data block numbers of the
inode 210. The block device driver 160 can then read the data
in the data block numbers of the inode 210.

An example of the data blocks mapping 145 is discussed :

with reference to FIG. 2. Assume that an inode 210 of file 205
points to four (4) data block numbers X1-X4. Note that a file
can have more than four data block numbers in an inode, and
X1-X4 are used herein only as an example for purposes of

describing the details of an embodiment of the invention. The s

parameters X1-X4 are locations in the storage device 125,
and X1-X4 will contain the data of the file 205. The block
distribution engine 140 maps the data block numbers X1-X4
to different data block numbers f{X1)-f{X4), respectively, by
applying the equation f(x) to the data block numbers x={X1,
X2, X3, X4}. The equation f(x) can be any function that is
applied to the variables X1-X4. As an example, assume that
the data block numbers for inode 210 are the following:
X1=1, X2=2, X3=3, and X4=4. Assume also as an example
that f(x)=5x, although as noted above, f(x) can be pro-
grammed to be other functions. Therefore, the mapped data
blocks 215 will be as follows: f(X1)=5, {(X2)=10, f(X3)=15,
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and 1{X4)=20 Therefore, the data blocks 215 for the file 205
will be at the locations, data block numbers 5, 10, 15, and 20,
in the storage device 125. The function f{x)is only an example
of an algorithm that the algorithm designer can program for
use by the block distribution engine 140. Therefore, the block
distribution engine 140 can apply other algorithms to the data
block numbers (x). The algorithm designer has the choice to
design different functions f{x) that differ in complexity level,
based on, for example, considerations of efficiency and secu-
rity level ofthe mapping 145. For example, functions f{x) that
are less complex mathematical equations provide efficiency
because the block distribution engine 140 can perform a faster
computation for f{x). In contrast, functions f{x) that are more
complex mathematical equations provide a higher level of
security for the mapping of the data block numbers. The
typical characteristics of this function f(x) that the designer
can consider should be, for example: (1) every block number
(x) that is applied through the function f{x) maps to another
unique block number f{(x), (2) the mapped block number f(x)
maps ta only one data block number (x) that was requested by
the disk I/O subsystem 135, (3) the data blocks on storage
device 125 (disk) are preferably not wasted (i.e., the distribu-
tion of the locations of the address numbers f{x) are efficiently
configured on the storage device 125).

A user who does not have the block distribution engine 140
and mapping 145 installed in his’her computer will not be
able to read the data blocks f{X1)-f(X4) for the file 205 by
simply accessing the inode 210 in the storage device 125 due
to the mapping function f(x). Therefore, the mapping 145 of
the data blocks 212 into the mapped data blocks 215 provides
security to the file 205 data that are stored in a storage device
125. Specifically, the data block numbers X1-X4 (of blocks
212) are mapped to the algorithm-specific (mapped) data
block numbers f{X1)-f(X4) of the data blocks 215. An unau-
thorized user will not be able to obtain the data for a file 205
by simply accessing the inode 210 of the file 205 and copying
the data blocks 212, because the actual data of the file 205 are
stored in the mapped data blocks 215.

During a write operation, the file system 110 assigns an
inode (e.g., inode 210) to a file 205 to be written to the storage
device 125. The disk I/O subsystem 135 identifies the inode
number 230 of the inode 210. From the identified inode
number 230, the disk 1/O subsystem 135 identifies the file-
name 235 of file 205. The file system has a list of free data
blocks (data blocks that presently do not contain data of files).
From the list of free data blocks, assume that, e.g.. blocks
X1=1, X2=2, X3=3 and X4=4 are free blocks. and the file
system allocates these 4 free blocks X1=1, X2=2, X3=3 and
X4=4 for storing data of the file 205 to be written to disk. After
block allocation and just before writing the data into the data
blocks in the storage device 125 (disk), the block distribution
engine 140 will apply the mapping function f{x) to all data
block numbers X1-X4 that are linked to the filename 235.
This linking will return the corresponding mapped block
numbers f(X1)=5, f(X2)=10, f{X3)=15 and f(X4)=20 to the
disk I/O subsystem 135 when the disk IO subsystem 135
sends the data block numbers X1-X4 to the block distribution
engine 140. The disk I/O subsystem 135 then sends the
mapped block numbers 5, 10, 15, and 20 to the block device
driver 160, and the block device driver 160 (FIG. 1) will write
the data of the file 205 on the data block numbers 5, 10, 15,
and 20 on the storage device 125. The read operation does the
reverse operation as explained above and thus the integrity of
the file system is not lost because there is linking from the
filename 235, to the allocated data blocks numbers X1-X4 for
the file 205, and then to the mapped data blocks numbers
f{X1)-f(X4). Therefore, the disk I/O subsystem 135 (FIG. 1)
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is able to obtain the correct mapped data block numbers
f(X1)-1(X4) for a file 205 to be read, by starting with the
filename 235 of the file.

FIG. 3 is a method 300 for a data security to be used ina file
system, in accordance with an embodiment of the invention.
Inblock 310, the VFS processes and forwards the system call
with the inode number of a file to the file system. In block 315,
the file system handles the system call. In block 320, the
memory subsystem of the file system handles the system call.
In block 325, il the data blocks of the [ile are in the memory
cache, then the data blocks are returned to the VES. The steps
in blocks 320-325 are optional steps that are performed in
embodiments of the invention that implements the checking
of cached data in the memory cache 120 (FIG. 1).

In block 330, the disk I/O subsystem operates with a block
distribution algorithm 335 which performs the following
steps. The algorithm 335 determines in block 340 if each data
block number in an inode of the file is mapped to an algo-
rithm-specific data block number. An example of the algo-
rithm 335 is the mapping function f{x) of FIG. 2). In block
340, if the data block numbers are not mapped to algorithm-
specific data block numbers, then the data block numbers in
the inode are returned (345) to the disk [/O subsystem and
these data block numbers 350 are forwarded to a block device
driver. In block 355, the block device driver performs the
function of disk access to the storage device 125 based on the
data block numbers 350.

In block 340, if the data block numbers in the inode of the
file are mapped to algorithm-specific data block numbers
based on a mapping function f(x), thenin block 360, the block
distribution engine 140 (FIG. 1) converts (maps) the data
block numbers X1-X4 (FIG. 2) to the mapped data block
numbers f{X1)-f(X4). In block 365, this mapping is stored in
the data structure mapping 145 of FIG. 1. The block distribu-
tion engine 140 (FIG. 1) also returns 370 the algorithm-
specific (mapped) data block numbers f{X1)-f(X4) to the disk
1/O subsystem. In block 355, the block device driver will
access the algorithm-specific data block numbers f(X1)-f
(Xd) in the storage device 125 in order to obtain the data of'a
file.

Embodiments of the invention provide various advantages
such as providing a frame work for security of data on a
storage device, providing various levels of security to the data
based on a selected mapping function complexity, providing
an opportunity to define security standards at the file system
level, and providing a security frame work that can be used
with different file system types such as, for example, ext2

(second extended file system) and FAT (File Allocation :

Table).

Itis also within the scope of the present invention to imple-
ment a program or code that can be stored in a machine-
readable or computer-readable medium to permit a computer
to perform any of the inventive techniques described above,
or a program or code that can be stored in an article of
manufacture that includes a computer readable medium on
which computer-readable instructions for carrying out
embodiments of the inventive techniques are stored. Other
variations and modifications of the above-described embodi-
ments and methods are possible in light of the teaching dis-
cussed herein.

The above description of illustrated embodiments of the
invention, including what is described in the Abstract, is not
intended to be exhaustive or to limit the invention to the
precise forms disclosed. While specific embodiments of, and
examples for, the invention are described herein for illustra-
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tive purposes, various equivalent modifications are possible
within the scope of the invention, as those skilled in the
relevant art will recognize.

These modifications can be made to the invention in light of
the above detailed description. The terms used in the follow-
ing claims should not be construed to limit the invention to the
specific embodiments disclosed in the specification and the
claims. Rather, the scope of the invention is to be determined
entirely by the following claims, which are to be construed in
accordance with established doctrines of claim interpretation.

What is claimed is:

1. A method of providing data security for use with a file
system, the method comprising:

applying a mapping function to data block numbers that are

associated with a file, wherein the data block numbers
are contained in an index node associated with said file;
and

obtaining mapped data block numbers after applying the

mapping function, wherein the mapped data block num-
bers are addresses of data of the file in a storage device.

2. The method of claim 1, further comprising:

storing a mapping of the data block numbers and the

mapped data block numbers.

3. The method of claim 1, wherein a read operation for the
file comprises:

obtaining the data block numbers of the file;

obtaining the mapped data block numbers of the file based

on the mapping function that is applied to the data block
numbers; and

reading the data in the mapped data block numbers in the

storage device.

4. The method of claim 1, wherein a write operation for the
file comprises:

allocating data block numbers of free data blocks in the

storage device;

linking the data block numbers to a file name of the file;

applying the mapping function to the data block numbers

in order to obtain the mapped data block numbers; and
writing the data of the file into the mapped data block
numbers in the storage device.

5. The method of claim 1, wherein the mapping function is
an equation that is applied to each data block number of the
file.

6. The method of claim 1, further comprising:

selecting a complexity level of the mapping function in

order to set a security level and efficiency of the mapping
function.

7. The method of claim 1, wherein the data block numbers
are addresses of data of the file in the storage device if the
mapping function is not applied to the data block numbers.

8. The method of claim 1, wherein the mapping function
prevents copying of data of the file in the storage device.

9. An apparatus for providing data security for use witha
file system, the apparatus comprising:

a block distribution engine configured 1o apply a mapping

function to data block numbers that are associated with
a file, wherein the data block numbers are contained in
an index node associated with said file, and obtain
mapped data block numbers after applying the mapping
function;

wherein the mapped data block numbers are addresses of

data of the file in a storage device.

10. The apparatus of claim 9, wherein the block distribu-
tion engine is configured to store a mapping of the data block
numbers and the mapped data block numbers.

11. The apparatus of claim 9, wherein for a read operation
for the file, the block distribution engine obtains the data
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block numbers of the file from a file system, and obtains the
mapped data block numbers of the file based on the mapping
function that is applied to the data block numbers; and
wherein a block device driver is configured to read the data in
the mapped data block numbers in the storage device.

12. The apparatus of claim 9, wherein for a write operation
for the file, the block distribution engine is configured to
receive allocated data block numbers of free data blocks in the
storage device from a file system, link the data block numbers
(0 a file name o[ the [ile, and apply the mapping [unction (o the
data block numbers in order to obtain the mapped data block
numbers; and wherein a block device driver is configured to
write the data of the file into the mapped data block numbers
in the storage device.

13. The apparatus of claim 9, wherein the mapping func-
tion is an equation that is applied to each data block number
of the file.

14. The apparatus of claim 9, wherein a complexity level of
the mapping functionis selected in order to set a security level
and efficiency of the mapping function.

15. The apparatus of claim 9, wherein the data block num-
bers are addresses of data of the file in the storage device if the
mapping function is not applied to the data block numbers.

5

20

8

16. The apparatus of claim 9, wherein the mapping func-
tion prevents copying of data of the file in the storage device.
17. An apparatus for providing data security for use witha
file system, the apparatus comprising:

means for applying a mapping function to data block num-
bers that are associated with a file, wherein the data
block numbers are contained in an index node associated
with said file; and

means for obtaining mapped data block numbers after
applying the mapping function, wherein the mapped
data block numbers are addresses of data of the file in a
storage device.

18. Article of manufacture, comprising:

amachine-readable medium having stored thereon instruc-
tions to:

apply a mapping function to data block numbers that are
associated with a file, wherein the data block numbers
are contained in an index node associated with said file;
and

obtain mapped data block numbers after applying the map-
ping function, wherein the mapped data block numbers
are addresses of data of the file in a storage device.
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SYSTEM AND METHOD FOR HOT
DEPLOYMENT/REDEPLOYMENT IN GRID
COMPUTING ENVIRONMENT

This application claims priority from Indian patent appli-
cation 2428/CHE/2006, filed on Dec. 27, 2006. The entire
content of the aforementioned application is incorporated
herein by reference.

BACKGROUND OF THE INVENTION

Grid computing is touted as one of the most important and
promising paradigms for applications that require long com-
puting times or large storage spaces. [tis attracting a growing
number of users to develop larger scale distributed software
applications than ever before. In general, grid computing
enables resource virtualization, on-demand provisioning, and
service (resource) sharing between organizations. In sum-
mary, grid computing provides the ability to use a set of open
standards and protocols, to gain access to applications and
data, processing powet, storage capacity and a vast array of
other computing resources over the Internet. It is a type of
parallel and distributed system that enables the sharing, selec-
tion, and aggregation of resources distributed across multiple
administrative domains based on the resources availability,
capacity, performance, cost and users’ quality-of-service
requirements.

Inrecent years, grid computing with web services for com-
ponents oriented systems, such as J2EE based applications is
gaining popularity. The J2EE based applications are built as a
set of components. Generally, these components are hosted
by a container or a server, which provides an execution envi-
ronment to the components. In such a system, multiple appli-
cations may be hosted in a single container. In such a scenario,
upgrading an application or hot redeployment of an applica-
tion in a container does not require restarting the container as
J2EE based container support hot deployment mechanisms.
This is a very desirable feature as it would not impact running
of other applications residing in the system. Hot deployment
refers to a process of deploying/redeploying an application
without having to shutdown/restart an application container.
Hot deployment is commonly used in containers that run in
standalone mode or homogenous cluster environment where
every new application change is propagated to all the servers
connected in the environment.

Whereas, in grid computing environments there can be
potentially many containers running several applications and
different servers can be running different set of applications,
i.e., the applications can run in multi-vendor and multi-ver-

sion application server environments. Such a complexity can

create a two fold problem in grid computing environment.
The first being that the information about which server is
running what application is dynamic and not static. The sec-
ond being that the application containers may be running on

different platforms as described above and can require differ- s

ent data transfer mechanisms for hot deployment/redeploy-
ment. This can result in requiring the grid system to be tem-
porarily suspended and reinitialized during the service
deployment/redeployment. This can further result in requir-
ing stopping all the running services and applications. This
can be a significant overhead on the grid system.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will now be described, by
way of example only, with reference to the accompanying
drawings in which:
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FIG. 1 is a flowchart illustrating a method for hot deploy-
ment/redeployment in grid computing environment accord-
ing to an embodiment of the present subject matter.

FIG. 2 is a block diagram that shows how the hot deploy-
ment system interacts in a grid computing environment
according to an embodiment of the present subject matter.

FIG. 3 is a block diagram of a typical computer system
used for implementing embodiments of the present subject
matter shown in FIGS. 1-2.

DETAILED DESCRIPTION OF THE INVENTION

In the following detailed description of the various
embodiments of the invention, reference is made to the
accompanying drawings that form a part hereof, and in which
are shown by way of illustration specific embodiments in
which the invention may be practiced. These embodiments
are described in sufficient detail to enable those skilled in the
art to practice the invention, and it is to be understood that
other embodiments may be utilized and that changes may be
made without departing from the scope of the present inven-
tion. The following detailed description is, therefore, notto be
taken in a limiting sense, and the scope of the present inven-
tion is defined only by the appended claims.

The terms “application server” and “application container”
are used interchangeably throughout the document.

The present technique tightly integrates deployment and/or
re-deployment system with grid discovery services. Further,
the technique provides data transler services o [ind the
deployed and/or redeployed instances of target applications,
move new applications on target nodes and then hot-deploy
and re-deploy them.

FIG. 1 illustrates an example method 100 for hot deploy-
ment/redeployment of data in grid computing environment.
At step 110, this example method 100 begins by adding a new
version of the application release bundle in a repository
server. [n these embodiments, the repository server contains
application release bundles for all versions of an application.
These application release bundles are available to all nodes on
the grid system. Also in these embodiments, the repository
server can support one or more data transfer protocols, such as
fip (file transfer protocol), http (hypertext transfer protocol),
gridftp, tcp (transmission control protocol), udp (user data-
gram protocol) and so on to transfer application release
bundles to the associated client nodes. In some embodiments,
the grid computing environment can include multiple grid
nodes and each node can have hundreds of servers running on
heterogeneous platforms. These servers generally run differ-
ent set of applications at different times. The repository server
is kept updated so that the next time when an application is
deployed an updated version is chosen from the repository
server thereby significantly reducing the chance of deploying
an older version of the application. The application release
bundle can include application archive code, such as zip, jar,
tar, tgz, exe and the like.

At step 120, upon adding the new version of the application
release bundle in the repository server, the method 100 deter-
mines which one of the one or more grid nodes are running an
application associated with the added new version of the
application release bundle by a discovery services module. At
step 130, a client application manager asscciated with each of
the determined one or more grid nodes notifies the adding of
the new version of the application release bundle along with
the type of data transfer protocol to use by the repository
server. The term client refers to nodes running application
servers on each grid node. The grid nodes include one or more
application servers that include components, such as Web
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containers, Web service containers, and EJB container. In
these embodiments, the client application manager registers
with the repository server and can accept notifications from a
server using grid notification mechanisms. The client appli-
cation manager uses data transfer plug-ins for transferring
application release bundles from the repository server to cli-
ent and hence is extensible to support any data transfer
mechanism. In some embodiments, the client application
manager associated with each one of the one or more grid
nodes registers with the repository server for accepting noti-
fication of receiving the new version of the application release
bundle.

At step 140, an appropriate hot-deployment plug-in is
selected and invoked by each client application manager
based on the data transfer protocol to use for hot deploying/
redeploying the new version of the application release bundle
in an associated grid node. In these embodiments, the appli-
cation includes a set of components that are hosted by one or
more application servers in the one or more grid nodes.

At step 150, the new version of the application release
bundle is hot deployed/redeployed on running one or more
application servers in the associated grid node using an appro-
priate hot deployment plug-in based on the data transfer pro-
tocol by each client application manager. In some embodi-
ments, the new version of the application release bundle is hot
deployed/redeployed on running one or more application
servers using the appropriate hot deployment plug-in by a
data transfer client associated with each client application
manager. In these embodiments, the repository server
includes one or more new versions of an application release
bundle associated with the application.

Although the flowchart 100 includes steps 110-150 that are
arranged serially in the exemplary embodiments, other
embodiments of the subject matter may execute two or more
steps in parallel, using multiple processors or a single proces-
sor organized as two or more virtual machines or sub-proces-
sors. Moreover, still other embodiments may implement the
steps as two or more specific interconnected hardware mod-
ules with related control and data signals communicated
between and through the modules, or as portions of an appli-
cation-specific integrated circuit. Thus, the exemplary pro-
cess flow diagrams are applicable to software, firmware, and/
or hardware implementations.

Referring now to FIG. 2, there is illustrated an example
block diagram of a hot deployment system 200 and its inter-
actions within a grid computing environment. As shown in
FIG. 2, the hot deployment system 200 includes a repository
210, a repository server 220, one or more grid nodes 235 and
a grid infrastructure 270. Further as shown in FIG. 2, each
grid node 235 includes a client application manager 230, hot
deployment plug-ins 240 and data transfer clients 250, and
one or more application servers 260 that are associated with
each client application manager 230. In these embodiments,
one or more deployed applications run on the one or more

application servers 260 in each grid node 235. The one or 3

more application servers 260 include components, such as
Web containers, Web service container, and EJB container.
Furthermore as shown in FIG. 2, the grid infrastructure 270
includes discovery services module 280 and notification ser-
vices module 290.

In operation, the repository 210 adds a new version of an
application release bundle in the repository server 220. Gen-
erally in these embodiments, the repository server 220 con-
tains application release bundles for all versions of an appli-
cation. These application release bundles are available to all
grid nodes 235 in the grid computing environment. In these
embodiments, the repository server 220 can support one or
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more data transfer protocols. Exemplary data transfer proto-
cols include fip, http, gridfip, tep, and udp.

Upon adding the new version of the application release
bundle in the repository server 220 by the repository 210, the
discovery services module 280 determines which of the one
or more grid nodes 235 are running an application associated
with the added new version of the application release bundle.
The repository server 220 then notifies the client application
manager 230 associated with the determined one or more grid
nodes 235 about adding the new version of the application
release bundle along with the type of data transtfer protocol 1o
use for hot deploying/redeploying the new version of the
application release bundle. The term client refers to a node
running the one or more application servers 260 in each grid
node. In these embodiments, each client application manager
230 registers with the repository server 230 and can accept the
notification from the repository server 230 about the adding
of a new version of an application release bundle in the
repository server 230 via the grid infrastructure 270. The
discovery services module 280 includes information related
to resources in each grid node 235, The resource information
can include protocols, such as G I 1 8 (Grid Information Index
Service) and G R [ S (Grid Resource Information Service),
required to hot deploy/redeploy the new version of the appli-
cation release bundle for each grid node 235. The discovery
services module 280 also includes information relating to
each type of data transfer protocol, for example, ftp, http,
gridfip, tep, and udp, required for hot deploying/redeploying.
The notification services module 290 includes scheduling
information, for example, Meta data relating to scheduling
information. In these embodiments, each client application
manager 230 obtains the information associated with added
new version of the application release bundle and hot deploys/
redeploys the new version of the application release bundle in
the associated one or more application servers 260 in the
associated grid node 235.

In some embodiments, each client application manager
230 hot deploys/redeploys the new version of the application
release bundle on one or more running application servers
260 in associated grid node 235 using an appropriate hot
deployment plug-in based on using the notified type of data
transfer protocol for hot deploying/redeploying. In some
embodiments, the client application manager 230 associated
with each grid node 235 selects an appropriate hot deploy-
ment plug-in needed to hot deploy/redeploy the new version
of the application release bundle in the associated one of the
one or more application servers 260 using the grid infrastruc-
ture 270. In these embodiments, the client application man-
ager 230 selects an appropriate hot deployment plug-in using
the discovery services module 280 and hot deploys/redeploys
the new version of the application release bundle via the hot
deployment plug-ins module 240 on one or more running
application servers 260 in each determined grid node 235.
The application release bundle includes, for example, a set of
components that are hosted by one or motre application serv-
ers 260 in the one or more grid nodes 235.

The client application manager 230 then invokes the hot
deployment plug-ins module 240 along with the data transter
clients module 250 to hot deploy/redeploy the new version of
the application release bundle in the associated one or more
applications servers 260 in each grid node 235. In these
embodiments, the client application manager 230 interacts
with the discovery services module 280 to determine which of
the one or more grid nodes are running the application asso-
ciated with the added new version of the application release
bundle. The client application manager 230 associated with
each grid node 235 hot deploys/redeploys the new version of
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the application release bundle in the one or more application
servers 260 using the hot deployment plug-ins module 240
and the data transfer clients module 250.

The hot deployment/redeployment plug-ins are selected by
each client application manager 230 based on system hard-
ware information associated with each of the one or more
application servers 260 obtained from the grid infrastructure
270. The hot deployment/redeployment plug-ins can include
protocols, such as fip, http, gridftp. tep, and udp. These hot
deployment/redeployment plug-ins facilitate in hot deploy-
ing/redeploying the added new version of the application
release bundle on running one or more applications servers
260. In these embodiments, the hot deployment/redeploy-
ment plug-ins are used for data transfer associated with the
added new version of the application release bundle. Also in
these embodiments, the client application manager 230 uses
the data transfer clients module 250 via the hot deployment
plug-ins module 240 to transfer data associated with added
new version of the application release bundle.

Various embodiments of the present subject matter can be
implemented in software, which may be run in the computing
system environment 300 shown in FIG. 3 (to be described
below) or in any other suitable computing environment. The
embodiments of the present subject matter are operable in a
number of general-purpose or special-purpose computing
environments. Some computing environments include per-
sonal computers, general-purpose computers, server comput-
ers, hand-held devices (including, but not limited to, tele-
phones and personal digital assistants (PDAs) of all types),
laptop devices, multi-processors, microprocessors, set-top
boxes, programmable consumer electronics, network com-
puters, minicomputers, mainframe computers, distributed
computing environments and the like to execute code stored
on a computer-readable medium. The embodiments of the
present subject matter may be implemented in part or in
whole as machine-executable instructions, such as program
modules that are executed by a computer. Generally, program
modules include routines, programs, objects, components,
data structures, and the like to perform particular tasks or to
implement particular abstract data types. In a distributed
computing environment, program modules may be located in
local or remote storage devices.

FIG. 3 shows an example of a suitable computing system
environment 300 for implementing embodiments of the
present subject matter. FIG. 3 and the following discussion
are intended to provide a brief, general description of a suit-
able computing environment in which certain embodiments
of the inventive concepts contained herein may be imple-
mented.

A general computing device, in the form of a computer
310, may include a processor 302, memory 304, removable
storage 301, and non-removable storage 314. Computer 310
additionally includes a bus 305 and a network interface 312.

Computer 310 may include or have access to a computing s

environment that includes one or more user input devices 316,
one or more output devices 318, and one or more communi-
cation connections 320 such as a network interface card or a
USB connection. The one or more output devices 318 can be
a display device of computer, computer monitor, TV screen,
plasma display, LCD display, display on a digitizer, display
on an electronic tablet, and the like. The computer 310 may
operate in a networked environment using the communica-
tion connection 320 to connect to one or more remote com-
puters. A remote computer may include a personal computer,
server, router, network PC, a peer device or other network
node, and/or the like. The communication connection may
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6
include a Local Area Network (LAN), a Wide Area Network
(WAN), and/or other networks.

The memory 304 may include volatile memory 306 and
non-volatile memory 308. A variety of computer-readable
media may be stored in and accessed from the memory ele-
ments of computer 310, such as volatile memory 306 and
non-volatile memory 308, removable storage 301 and non-
removable storage 314. Computer memory elements can
include any suitable memory device(s) for storing data and
machine-readable instructions, such as read only memory
(ROM), random access memory (RAM), erasable program-
mable read only memoary (EPROM), electrically erasable
programmable read only memory (EEPROM), hard drive,
removable media drive for handling compact disks (CDs),
digital video disks (DVDs), diskettes, magnetic tape car-
tridges, memory cards, Memory Sticks™, and the like;
chemical storage; biological storage; and other types of data
storage.

“Processor” or “processing unit,” as used herein, means
any type of computational circuit, such as, but not limited to,
amicroprocessor, a microcontroller, a complex instruction set
computing (CISC) microprocessor, a reduced instruction set
computing (RISC) microprocessor, a very long instruction
word (VLIW) microprocessor, explicitly parallel instruction
computing (EPIC) microprocessor, a graphics processor, a
digital signal processor, or any other type of processor or
processing circuit. The term also includes embedded control-
lers, such as generic or programmable logic devices or arrays,
application specific integrated circuits, single-chip comput-
ers, smart cards, and the like.

Embodiments of the present subject matter may be imple-
mented in conjunction with program modules, including
functions, procedures, data structures, application programs,
etc., for performing tasks, or defining abstract data types or
low-level hardware contexts.

Machine-readable instructions stored on any of the above-
mentioned storage media are executable by the processing
unit 302 of the computer 310. For example, a program module
325 may include machine-readable instructions capable of
hot deploying/redeploying data in a grid computing environ-
ment according to the teachings and herein described
embodiments of the present subject matter. In one embodi-
ment, the program module 325 may be included on a CD-
ROM and loaded from the CD-ROM to a hard drive in non-
volatile memory 308. The machine-readable instructions
cause the computer 310 to encode according to the various
embodiments of the present subject matter.

The operation of the computer system 300 for recompiling
hot deploying/redeploying data in a grid computing environ-
ment is explained in more detail with reference to FIGS. 1 and
2.

The above-described technique allows the distributed
applications with diverse application containers in a grid
environment to be hot deployed and/or redeployed without
having to temporarily suspend and/or reinitialize to reduce
overhead on the grid system.

The above technique can be implemented using an appa-
ratus controlled by a processor where the processor is pro-
vided with instructions in the form of a computer program
constituting an aspect of the above technique. Such a com-
puter program may be stored in storage medium as computer
readable instructions so that the storage medium constitutes a
further aspect of the present subject matter.

The above description is intended to be illustrative, and not
restrictive. Many other embodiments will be apparent to those
skilled in the art. The scope of the subject matter should

106



Case 2:25-cv-00516 Document 1-3

Filed 05/09/25

Page 9 of 10 PagelD #: 107

US 7,640,332 B2

7

therefore be determined by the appended claims, along with
the full scope of equivalents to which such claims are entitled.

As shown herein, the present subject matter can be imple-
mented in a number of different embodiments, including
various methods, a circuit, an I/O device, a system, and an
article comprising a machine-accessible medium having
associated instructions.

Other embodiments will be readily apparent to those of
ordinary skill in the art. The elements, algorithms, and
sequence of operations can all be varied to suit particular
requirements. The operations described-above with respect to
the method illustrated in FIG. 1 can be performed in a differ-
ent order from those shown and described herein.

FIGS. 1-3 are merely representational and are not drawn to
scale. Certain proportions thereof may be exaggerated, while
others may be minimized. FIGS. 1-3 illustrate various
embodiments of the subject matter that can be understood and
appropriately carried out by those of ordinary skill in the art.

In the foregoing detailed description of the embodiments
of the invention, various features are grouped together in a
single embodiment for the purpose of streamlining the dis-
closure. This method of disclosure is not to be interpreted as
reflecting an intention that the claimed embodiments of the
invention require more features than are expressly recited in
each claim. Rather, as the following claims reflect, inventive
invention lies in less than all features of a single disclosed
embodiment. Thus, the following claims are hereby incorpo-
rated into the detailed description of the embodiments of the
invention, with each claim standing on its own as a separate
preferred embodiment.

The invention claimed is:

1. A method for hot deployment and/or redeployment in
grid computing environment, wherein the grid computing
environment includes one or more grid nodes, comprising:

adding a new version of an application release bundle in a

repository server;
determining by a discovery services module which of the
one or more grid nodes are running an application asso-
ciated with the added new version of the application
release bundle upon adding the new version of the appli-
cation release bundle in the repository server;

notitying a client application manager associated with one
or more of the determined grid nodes about adding the
new version of the application release bundle along with
a type of data transfer protocol to use; and

hot deploying/redeploying the new version of the applica-
tion release bundle on running one or more application
servers in an associated grid node using an appropriate
hot deployment plug-in based on the data transfer pro-

tocol by a respective one of the client application man- s

agers.

2. The method of claim 1, wherein hot deploying/redeploy-
ing the new version of the application release bundle on the
running one or more application servers in the associated grid

using the appropriate hot deployment plug-in based on the s

data transfer protocol by the respective client application
manager, comprises:
selecting and invoking an appropriate hot deployment
plug-in by a respective one of the client application
managers based on the data transfer protocol to use for
hot deploying/redeploying the new version of the appli-
cation release bundle in an associated grid node; and
hot deploying/redeploying the new version of the applica-
tion release bundle on running one or more application
servers using the appropriate hot deployment plug-in in
the associated grid node by the respective client appli-
cation manager.
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3. The method of claim 1, wherein hot deploying/redeploy-
ing the new version of the application release bundle on
running one or more application servers using the appropriate
hot deployment plug-in by the respective client application
manager comprises:

hot deploying/redeploying the new version of the applica-

tion release bundle on running one or more application
servers using the appropriate hot deployment plug-in by
a data transfer client associated with a respective one of
the client application managers.

4. The method of claim 1, wherein the application com-
prises a set of components that are hosted by one or more
application servers in the one or more grid nodes.

5. The method of claim 1, wherein the repository sewer
stores one or more new versions of the application release
bundle associated with the application.

6. The method of claim 1, further comprising:

registering the client application manager associated with

one or more of the determined grid nodes with the
repository server for accepting notification of receipt of
the new version of the application release bundle.

7. The method of claim 1, wherein the data transfer plug-in
includes protocols selected from the group consisting of fip,
http, gridfip, tep, and udp.

8. The method of claim 1, wherein each grid node com-
prises one or more application servers that include compo-
nents selected from the group consisting of Web containers,
Web service containers, and EJB containers.

9. A computer-readable medium with program code
embodied therein for causing when executed, a computer
system, to perform

a method for hot deployment/redeployment in a grid com-

puting environment comprising:

adding a new version of an application release bundle in a

repository server;
determining by a discovery services module which of the
one or more grid nodes are running an application asso-
ciated with the added new version of the application
release bundle upon adding the new version of the appli-
cation release bundle in the repository server;

notifying a client application manager associated with one
or more of the determined grid nodes about adding the
new version of the application release bundle along with
a type of data transfer protocol to use; and

hot deploying/redeploying the new version of the applica-
tion release bundle on running one ar more application
servers in an associated grid node using an appropriate
hot deployment plug-in based on the data transfer pro-
tocol by a respective one of the client application man-
agers.
10. The computer-readable medium of claim 9, wherein
hot deploying/redeploying the new version of the application
release bundle on the running one or more application servers
in the associated grid using the appropriate hot deployment
plug-in based on the data transfer protocol by the respective
client application manager, comprises:
selecting and invoking an appropriate hot deployment
plug-in by a respective one of the client application
managers based on the data transfer protocol to use for
hot deploying/redeploying the new version of the appli-
cation release bundle in an associated grid node; and

hot deploying/redeploying the new version of the applica-
tion release bundle on running one ar more application
servers using the appropriate hot deployment plug-in in
the associated grid node by the respective client appli-
cation manager.
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11. The computer-readable medium of claim 9, wherein
hot deploying/redeploying the new version of the application
release bundle on running one or more application servers
using the appropriate hot deployment plug-in by the respec-
tive client application manager comprises:

hot deploying/redeploying the new version of the applica-

tion release bundle on running one or more application
servers using the appropriate hot deployment plug-in by
a data transfer client associated with a respective one of
the client application managers.

12. The computer-readable medium of claim 9, wherein the
method further comprises:

registering the client application manager associated with

one or more of the determined grid nodes with the
repository server for accepting notification of receipt of
the new version of the application release bundle.

13. The computer-readable medium of claim 9, wherein the
data transfer plug-in includes protocols selected from the
group consisting of ftp, http, gridfip, tep, and udp.

14. A computer system comprising:

a processing unit; and

a memory coupled to the processing unit, the memory

having stored therein code for causing, when executed,
the processing unit to perform a method comprising:

adding a new version of an application release bundle in a

repository server;
determining by a discovery services module which of the
one or more grid nodes are running an application asso-
ciated with the added new version of the application
release bundle upon adding the new version of the appli-
cation release bundle in the repository server;
notifying a client application manager associated with one
or more of the determined grid nodes about adding the
new version of the application release bundle along with
a type of data transfer protocol to use; and

hot deploying/redeploying the new version of the applica-
tion release bundle on running one or more application
servers in an associated grid node using an appropriate

20
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hot deployment plug-in based on the data transfer pro-
tocol by a respective one of the client application man-
agers.
15. The system of claim 14, wherein hot deploying/rede-
ploying the new version of the application release bundle on
the running one or more application servers in the associated
grid using the appropriate hot deployment plug-in based on
the data transfer protocol by the respective client application
manager, comprises:
selecting and invoking an appropriate hot deployment
plug-in by a respective one of the client application
managers based on the data transfer protocol to use for
hot deploying/redeploying the new version of the appli-
cation release bundle in an associated grid node; and

hot deploying/redeploying the new version of the applica-
tion release bundle on running one ar more application
servers using the appropriate hot deployment plug-in in
the associated grid node by the respective client appli-
cation manager.

16. The system of claim 14, wherein hot deploying/rede-
ploying the new version of the application release bundle on
running one or more application servers using the appropriate
hot deployment plug-in by the respective client application
manager comprises:

hot deploying/redeploying the new version of the applica-

tion release bundle on running one or more application
servers using the appropriate hot deployment plug-in by
a data transfer client associated with a respective one of
the client application managers.

17. The system of claim 14, wherein the method further
comprises:

registering the client application manager associated with

one or more of the determined grid nodes with the
repository server for accepting notification of receipt of
the new version of the application release bundle.

18. The system of claim 14, wherein the application com-
prises a set of components that are hosted by one or more
application servers in the one or more grid nodes.

£ * * *
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1
STORAGE DEVICE PERFORMANCE
MONITOR

FIELD OF THE INVENTION

The invention generally pertains to performance monitors
for use with computer systems, and more specifically. to a
method and apparatus for monitoring the performance of a
storage device.

BACKGROUND OF THE INVENTION

Computer systems are typically provided with access to
one or more storage devices. The storage devices may be
attached directly to the computer system itself. For example,
a personal computer (PC) such as a laptop or desktop
computer may include one or more attached storage devices
such as a hard disk drive, a compact disk (CD), magnetic
storage, etc. Alternately, or in addition to, the computer
system may have access to remote storage devices, such as
over a network. For example, a workstation may have
remote access to a network storage device such as a fibre
channel Storage Area Network (SAN), a Network Attached
Storage (NAS) device, etc. Or for example, a workstation
may have remote access to a shared hard disk drive or other
storage device attached to a server or other workstation that
is available over a network.

The performance of a storage device, whether attached or
remolte, depends on a number ol [actors, such as the extent
of use, type of use, etc. Over time and with use, the
performance of the storage device may decline or even fail
altogether. Declining performance and/or complete failure
of a storage device may result in lost data, time and money,
not to mention frustration for anyone needing access to the
data stored thereon. In addition, when a storage device fails
altogether, the data on the failed device may be irretrievable.

One solution for optimizing the performance of a storage
device is to defragment it. During a defragmenting opera-
tion, similar files and file segments may be grouped together
on the storage device so that these files and file segments
may be more readily accessed. However, defragmenting
operations often take time to perform, and may be inter-
rupted if the storage device is accessed during the defrag-
menting operation. In addition, defragmenting operations
typically group all similar or like files with one another,
without first assessing the need to do. As such, a time
consuming defragmenting operation may not improve the
performance of the storage device.

When a storage device fails altogether, data recovery may
include an attempt to recover the data from the failed storage
device itself. In some situations, the data may be recovered.
However, such recovery may take considerable time before
the data can be retrieved from the failed storage device and
rewritten to another storage device. The data remains inac-

cessible during the recovery operation. In addition, this s

solution may be costly depending on the type of storage
media and the extent of the failure. In some circumstances,
the data may not even be recoverable.

Another, more common solution for data recovery, is to
back-up data from one storage device to another storage
device prior to a device failure. However, the user does not
know when a storage device will fail. and hence the user
does not know when to perform the back-up operation.
Device failures often start out as what are called “recover-
able” failures. That is, when an attempt to access data on the
storage device fails, the storage device itself may retry or
make another attempt to access the data thereon. Alternately,
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the storage device may report the failed attempt to the
operating system, which may retry or make another call to
the storage device to access the data thereon. In any event,
when a retry is successtul, nothing is reported to the user. As
such, any potential problems with the storage device are
“masked” to the user, and the user does not know of a
potential failure of the storage device until it actually occurs.

Typically, the user must back-up data on the storage
device to another storage device on a regular basis. How-
ever, even when data is backed-up on a regular basis, the
user still does not know when the storage device will fail. As
such, some data may still be lost when the storage device
fails. That is, the data added or changed after the last back-up
may not be recoverable when the storage device fails.
Although more frequent back-ups may reduce the amount of
lost data when the storage device fails, back-up operations
take time to perform, and may slow other functions of the
computer system while being performed. In addition, there
may still be some data that is changed and/or added after the
last back-up, and thus that data may be lost when the storage
device fails.

SUMMARY OF THE INVENTION

The inventors have devised an apparatus for monitoring
performance of a storage device. The apparatus is preferably
embodied in computer readable program code that is stored
on computer readable storage media. The apparatus may
comprise program code for intercepling communications
between the storage device and a computer system; program
code for analyzing the intercepted communications, wherein
the intercepted communications are compared to a predicted
failure of the storage device; and program code for respond-
ing to a decline in the performance of the storage device
prior to the predicted failure thereof. The program code for
intercepting the communications may comprise program
code for intercepting an error reported by the storage device,
program code for measuring access time for the storage
device, and/or program code for determining system over-
head and program code for correcting the access time for the
system overhead. The program code for responding may
comprise, for example, program code for backing-up data
from the storage device, and/or reallocating data on another
sector of the storage device. As another example, the pro-
gram code for responding to the decline in the performance
of the storage device may comprise defragmenting at least a
portion of the storage device.

A method for monitoring performance of a storage device
is also disclosed. The method may comprise intercepting
communications between the storage device and a computer
system; analyzing the intercepted communications relative
to a threshold value for the performance of the storage
device; and responding to a decline in the performance of the
storage device based on the analyzed communications.
Intercepting the communications may comprise measuring
access time for the storage device, correcting the measured
access time for system overhead, and/or intercepting a
failure report from the storage device. Responding to the
declining performance of the storage device may comprise,
for example, automatically backing-up data stored on the
storage device, reallocating data to other sectors on the
storage device, replacing the storage device, reporting the
performance (e.g., to an administrator), defragmenting the
storage device, etc.

Accordingly, the storage device may be defragmented
and/or the files and file segments are reallocated thereon
after a determination that such action is necessary to
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improve the performance of the storage device. In addition,
the apparatus and method may determine how best to
defragment and/or reallocate the storage device to optimize
the performance thereof. Furthermore, the apparatus and
method may monitor the performance of the storage device
so that a response may be initiated prior to an actual failure
of the storage device. For example, the data stored thereon
may be moved prior to a failure, eliminating the need for
expensive and time-consuming recovery operations.

BRIEF DESCRIPTION OF THE DRAWINGS

Tllustrative and presently preferred embodiments of the
invention are illustrated in the drawings, in which:

FIG. 1 1s a high level diagram of a computer system and
a storage device, illustrating an embodiment of the apparatus
for monitoring the performance of the storage device;

FIG. 2 illustrates an information log for monitoring the
performance of the storage device;

FIG. 3 shows exemplary information intercepted for
analysis according to an embodiment of the apparatus;

FIG. 4 shows exemplary information intercepted for
analysis according to another embodiment of the apparatus;

FIG. 5 illustrates data stored on various sectors of the
storage device;

FIG. 6 illustrates data segments stored on various sectors
of the storage device after the data has been reallocated or
defragmented;

FIG. 7 illustrates embodiments of a method for monitor-
ing the performance of the storage device; and

FIG. 8 illustrates further embodiments of a method for
monitoring the performance of the storage device.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

FIG. 1 is a high level diagram illustrating an embodiment
of the apparatus for monitoring the performance of a storage
device 150. For purposes of illustration, the computer sys-
tem 100 is shown comprising at least an operating system
110 and may further comprise applications 120 executed by
the computer system 100. Although the storage device 150
is shown separately from the computer system 100, these
components may be housed in a single unit. Also shown in
FIG. 1 is a filter driver 130 for intercepting 140 communi-
cations (e.g., write commands 160, read commands 165)
between the computer system 100 (e.g., the operating sys-
tem 110, an application 120) and the storage device 150. In
addition, the filter driver 130 may also intercept 145 errors
or failures 170 reported by the storage device 150 to the
computer system 100. The information from the intercepted
communications between the computer system 100 and the
storage device 150, and other information related thereto, as
explained below, may be stored in an information log 200
for analysis thereof, according to the teachings of the
invention.

The apparatus is preferably embodied in firmware and/or
software (i.e., computer readable program code), stored in
computer readable storage media and executed, for example,
by the computer system 100. The computer readable pro-
gram code may comprise: program code for intercepting
communications between the computer system 100 and the
storage device 150; program code for analyzing the inter-
cepted communications, wherein the intercepted communi-
cations are compared to a predicted failure of the storage
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device 150; and program code for responding to a decline in
the performance of the storage device 150 prior to the
predicted failure thereof.

The program code for intercepting the communications
may comprise, or operate in conjunction with, the filter
driver 130. Communications that may be intercepted
between the computer system 100 and the storage device
150 typically include “open”, “close™, “read”, “write”, “file
creation”, “error”, etc. Mechanisms that allow applications
to intercept such calls may be provided for use with oper-
ating systems, such as, Unix and Microsoft WINDOWSE®
operating systems. For example, see co-owned U.S. patent
application Ser. No. 09/589,144 for “Efficient, Real-Time
Management of Storage Resources™, filed Jun. 7, 2000, of
Duggan, et al., hereby incorporated by reference for all that
it discloses.

It is understood that the computer system 100 may
comprise any conventional computer, such as a desktop
personal computer (PC), laptop PC, network workstation,
network server, etc. In addition, the computer system 100
may comprise hardware and software that is not shown in
FIG. 1. It is also understood that the firmware and/or
software may comprise more than one routine and/or sub-
routine, and may be embodied in separate components. In
addition, the program code may be a stand-alone applica-
tion, or may be a plug-in module for an existing application
and/or operating system. Alternatively, the program code
may be integrated into an application or operating system. In
yet another embodiment, the program code can reside at one
or more network devices (not shown), such as an adminis-
trator terminal, a server, etc.

For purposes of illustration, FIG. 1 shows a single storage
device 150. It is understood however, that the apparatus and
method may be used with one or more storage devices 150,
or that a single storage device 150 may comprise one or
more storage media (e.g., an array of disks). It is further
understood that although the storage device 150 is prefer-
ably a hard disk drive, it can be any suitable fixed or
removable computer readable storage medium. For
example, the storage device 150 may be, but is not limited
to, a hard disk drive, zip disk, compact disc (CD), magnetic
tape, etc. In addition, the storage device 150 may be any
suitable network storage device including, but not limited to,
storage attached to a personal computer (PC) or server, etc.
It is further understood that the nature of the storage device
150 is immaterial to the teachings of the invention. That is,
the storage devices 110-113 may be shared, password pro-
tected, etc.

FIG. 2 illustrates an information log 200 for monitoring
the performance of the storage device 150. The information
log 200 may be one or more suitable databases, data arrays,
ASCII files, etc., for storing information (e.g., 240-290) that
is intercepted from the communications between the com-
puter system 100 and the storage device 150. Additional
fields may also be provided, for example, for a correction
factor 210 (e.g.. for correcting the access time for overhead),
device failure data 220 (e.g., for determining a threshold for
responding to a decline in performance), and performance
threshold data 230 (e.g., for responding to a decline in the
performance of the storage device 150, prior to failure
thereof). Preferably, the information log 200 may comprise
intercepted information such as time 240 (e.g.. a specific
time or a period of time), reported access failures 250 (e.g.,
at time 240), and determined access times 260 (e.g., also at
time 240), for monitoring the performance of the storage
device 150 and responding to a decline in performance
thereof prior to a failure of the storage device 150, as
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discussed below. The information log 200 preferably also
may comprise intercepted information such as access dura-
tion 270, access frequency 280, and access location 290, for
monitoring the performance of the storage device 150 and
responding to a decline in performance thereof by defrag-
menting all or a portion of the storage device 150, as
discussed below.

According to one embodiment of the apparatus and
method, the storage device 150 is monitored for “hidden” or
“masked” signs of declining performance. T'hat is, when a
recoverable failure occurs during an attempt to access the
storage device 150, the storage device 150 may report an
initial failure to the calling system or the operating system,
which then retries the access command (e.g., an input/output
(I/0) command) one or more times. When one of the retries
is successtful, nothing is reported to the user, thus masking
a potential or pending problem with the storage device 150.

According to the teachings of the invention, such a
recoverable failure may be identified based on an analysis of
the failures reported from the storage device to the computer
system 100. That is, the filter driver 130 may intercept
reported errors or failures 170. In addition, the filter driver
130 and/or other suitable program code may also intercept
other communications, such as, the location of attempted
access on the storage device 150, amount of data, type of
access, duration of access, etc. The information from the
intercepted communications may be written to a storage
database (e.g., information log 200). Suitable program code
may also be provided for analyzing the intercepted commu-
nications. For example, the program code for analyzing the
intercepted communications may find an increasing number
of failures for the storage device 150 and/or a particular area
thereof. When the number of failures exceeds a threshold,
program code for responding to the decline in performance
of the storage device 150 may warn the user of a potential
or pending problem with the storage device 150.

FIG. 3 shows exemplary information intercepted from the
communications between the computer system 100 and the
storage device 150, for analysis according to the embaodi-
ment of the apparatus and method where a failure is reported
from the storage device 150. This embodiment is further
illustrated by the data presented in Table 1.

TABLE 1
Time Failures P'er 1000 Transactions
T1 0
T2 3
T3 1
T100 77

In this example, the number of failures per thousand trans- s

actions is intercepted and logged over time. For purposes of
illustration, the data is shown by plot 300 in FIG. 3, wherein
the number of failures per thousand transactions is plotted
along the y-axis 310 as a function of time, shown along the
x-axis 320. The logged information 350 indicates that during
early operations of the storage device 150, there are very few
failures reported by the storage device 150 to the computer
system 100. For example, at times T1, T2, and T3 (see Table
1, above), there are very few failures reported. However,
with use and over time, the logged communications 350
indicates that the storage device 150 begins to report more
access failures. For example, at time T100 (see Table 1,
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above), there are seventy-seven failures reported for every
one-thousand transactions that occur.

According to the invention, the intercepted communica-
tions may be compared to a known or predicted failure 375
of the storage device 150. That is, based on past performance
of comparable storage devices, it may be known that the
storage device 150 may fail entirely when the storage device
150 experiences a number of recoverable failures (e.g.,
approximately 100 failures for every one-thousand transac-
tions). Alternately, or in addition to, the failure 375 may be
derived or predicted to fail entirely when the storage device
150 experiences a number of recoversble failures (e.g.,
approximately 100 failures for every one-thousand transac-
tions), based on statistical analysis of the logged information
(e.g., curve fit 355).

A performance threshold 370 may be determined based on
the known or predicted failure 375. Thus, when the analysis
of the intercepted communications indicate that the perfor-
mance of the storage device 150 is approximately at the
performance threshold 370, a response may be initiated to
prevent loss of the data on the storage device 150. For
example, a performance threshold 375 may be “seventy-five
failures per thousand transactions™, based on the predicted
failure 375 of “one-hundred failures per thousand transac-
tions™. Thus, for example, when the intercepted communi-
cations indicate that the performance of the storage device
150 is approximately seventy-five failures per thousand
transactions (e.g., seventy-seven reported failures at time
T100 in Table 1, above), a response may comprise alerting
the user that the storage device 150 is about to fail so that the
user may replace it, antomatically backing-up or reallocating
data on the storage device 150 to an alternate storage device,
etc. As such, a response may be initiated prior to failure of
the storage device 150 to prevent, or reduce the risk of,
losing the data on the storage device 150 due to a failure
thereof.

It is understood that the data shown in FIG. 3 and the data
shown in Table 1 is merely illustrative of information that
may be intercepted from communications between the com-
puter system 100 and the storage device 150, and analyzed
according to the teachings of the invention. The examples
given above with respect to FIG. 3 and Table 1 are not
intended to limit the scope of the intercepted communica-
tions to the wvalues of this information or the type of
information that may be intercepted and analyzed according
to the invention. In addition, these examples are not intended
to limit the teachings of the invention in any other manner.
Furthermore, the information of FIG. 3 and Table 1 is not to
be construed as actual data, and was not measured as such.

According to another embodiment, the storage device 150
is monitored for “hidden™ or “masked” signs of declining
performance. That is, when a recoverable failure occurs
during an attempt to access the storage device 150, the
storage device 150 may retry the access command (e.g., an
input/output (I/O) command) itself. When the retry is suc-
cessful, nothing is reported back up the calling chain (i.e., to
the computer system 100), thus masking a potential or
pending problem with the storage device 150. Because the
recoverable error or failure is not reported by the storage
device 150, however, the error or failure is not directly
viewable by the filter driver 130.

According to the teachings of the invention, such a
recoverable failure may be inferred by analyzing a history of
access times to various parts of the storage device 150. That
is, when the storage device 150 retries the access command
(e.g., up to 10 times), a timer may be incremented until the
access is successtul. In addition, the filter driver 130 and/or
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other suitable program code may also intercept other com-
munications, such as, the location of attempted access on the
storage device, amount of data, type of access, duration of
access, etc. The intercepted information may be written to a
storage database (e.g., information log 200). Suitable pro-
gram code may also be provided for analyzing the inter-
cepted communications. For example, the program code for
analyzing the intercepted communications may find length-
ening execution or access times for the storage device 150
and/or a portion thereof. When the access time exceeds a
threshold, program code for responding to the decline in
performance of the storage device 150 may warn the user of
a potential or pending problem with the storage device 150.

FIG. 4 shows exemplary information intercepted between
the computer system 100 and the storage device 150, for
analysis according to the embodiment where an error or
failure is not reported from the storage device 150. This
embodiment is further illustrated by the data presented in
Table 2.

TABLE 2
Time Measured Access Time (ms) Corected Access Time (ms)
T1 0.3 0.1
T2 0.3 0.2
T3 0.4 0.3
T100 2.8 2.6

In this example, the access time for the storage device 150
is intercepted and logged over time. For purposes of illus-
tration, the data is shown by plot 400 in FIG. 4, wherein the
access time is plotted along the y-axis 410 as a function of
time, shown along the x-axis 420. The logged data may
comprise measured access time 450 and/or corrected access
time 460. The exemplary logged data indicates that during
early operations of the storage device 150, the access time
for the storage device 150 is relatively fast. For example, at
times T1, T2, and T3 (see Table 2, above), the access time
is less than 0.5 ms. However, with use and over time, the
data 450 indicates that the storage device 150 begins to slow.
For example, at time T100 (see Table 2, above), the average
access time exceeds 2.5 ms, even once it has been corrected.

The access time for the storage device 150 may be
influenced by a number of external factors, in addition to
internal retries. For example, more than one call may be
made simultaneously to the storage device 150, the load on
the computer system 100 may impact the communications

with the storage device 150, etc. Or for example, the -

overhead may be generated by, but not limited to, the CPU,
the I/O overhead lock, IRQ lock, device I/O queue manage-
ment, network load (e.g., for network accessed drives).
These, and/or other external factors may influence the access
time of the storage device 150 at various times, and indeed,
need not influence the access time at all during other times.

Therefore, the apparatus preferably comprises program
code for correcting the measured access time for these
external factors. For example, the filter driver 130 may also
monitor other calls to the storage device 150, and based on
the number of simultaneous calls thereto, apply a correction
factor to determine the access time of the storage device 150.
Or for example, the operating system 110 may report the
load on the computer system 100, and based on the load, a
correction factor may be applied to determine the access
time of the storage device 150. Or for example, the access
time may be measured as a result of the filter driver itself
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sifting at a higher level and priority in processing. It may
then determine when the storage device 150 is being
accessed for a file versus when it is busy with an overhead
function. These are merely exemplary of solutions for cor-
recting the measured access time therefor, and other solu-
tions thereto are also contemplated as being within the scope
of the invention.

According to the invention, the intercepted communica-
tions may be compared to a known or predicted failure 475
of the storage device 150. That is, based on past performance
of comparable storage devices, it may be known that the
storage device 150 may fail entirely when the access time for
the storage device 150 slows to a known or expected value
(e.g., 3.0 ms). Alternately, or in addition to, the failure 475
may be derived or predicted to fail entirely when the storage
device 150 slows to a known or expected value (e.g., 3.0
ms), based on statistical analysis of the intercepted commu-
nications (e.g., curve fit 455). Thus, a performance threshold
470 may be determined based on the known or predicted
failure 475. Accordingly, when the intercepted communica-
tions indicate that the performance of the storage device 150
is approximately the performance threshold 370, a response
may be initiated to prevent loss of the data on the storage
device 150. For example, a performance threshold 475 may
be an access time of 2.5 ms, based on the predicted failure
of an access time of 3.0 ms. Thus, for example, when the
intercepted communications indicate that the performance
of the storage device 150 has an access time of approxi-
mately 2.5 ms (e.g., 2.6 ms at time T100 in Table 2, above),
a response may be initiated. A response may comprise
alerting the user that the storage device 150 is about to fail
so that the user may replace the device, automatically
backing-up or reallocating data on the storage device 150 to
an alternate storage device, etc. As such, a response may be
initiated prior to failure of the storage device to prevent, or
reduce the risk of, losing the data on the storage device 150
due to a failure thereof.

It is understood that the data shown in FIG. 4 and the
intercepted information shown in Table 2 is merely illustra-
tive of communications that may be intercepted and ana-
lyzed. The examples given above with respect to FIG. 4 and
Table 2 are not intended to limit the communications to the
values thereof, or to the type of communications that may be
intercepted and analyzed. In addition, these examples are not
intended to limit the teachings of the invention in any other
manner. Furthermore, the data of FIG. 4 and Table 2 is not
to be construed as actual information, and was not measured
as such.

Another embodiment may comprise defragmenting at
least a part of the storage device 150 in response to the
declining performance thereof. A storage device may
become fragmented with use. However, when the fragmen-
tation occurs only with respect to some of the data thereon,
it may be inefficient to defragment the entire storage device
150. In addition, when the fragmentation occurs only with
respect to data that is rarely accessed, it may be inefficient
to defragment the storage device 150 at all. Therefore, the
invention contemplates eficiently defragmenting the storage
device 150. For example, directories may be reallocated to
sectors that are closer to the files each represents. Or for
example, directories may be grouped on the storage device
150 in the middle of the device to increase the access speed
thereof. Or as another example, the most frequently used
files may be reallocated to sectors in or near the center of the
storage device 150 to increase the access speed thereof.
These, and other examples of efficiently defragmenting the
storage device 150 are contemplated under the teachings of
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the invention and are discussed in more detail below with
respect to FIG. 5 and FIG. 6.

FIG. 5 illustrates a portion 500 of the storage device 150
having data (e.g., A, B, F, G, etc.) stored on various sectors
thereof (e.g., blocks of sectors 510, 520, 530). The filter
driver 130 and/or other suvitable program code intercepts
calls (e.g., 160, 165) to and from the storage device 150, and
thus intercepts communications, such as, the file or file
segment identity, the frequency with which each file or file
segment is accessed, the location of each attempted
accesses, the duration that each file or file segment is
accessed, etc. According to the invention, this information
may be stored in a suitable database (e.g., information log
200). Exemplary information that may be intercepted for the
files and/or file segments shown in FIG. 5 is given in Table
3, below.

TABLE 3

File Location- Access Duration- Access Frequency-

File Sector(s) Avg Time (sec) {No. Per Hour)
A 1, 2, 450, 451 188 550
B 3, 1001 15 2
F 447 78 15
G 448 158 55
H 449 255 351
X 1002, 1003 37 7

The exemplary communications in Table 3 indicates that the
data “A” (e.g., a file, file segment, directory, etc.) resides at
four different sectors on the storage device 150. In addition,
the average duration of each access of the data “A" is
relatively significant (i.e., 188 seconds), as is the average
access frequency thereof (i.e., 550 times per hour). The data
“B” resides at two different sectors on the storage device
150, which are identified by the intercepted communica-
tions. In addition, the average duration of each access of the
data “B” is relatively insignificant (i.e., 15 seconds), as is the
average frequency with which it is accessed (i.e., twice per
hour). Therefore, an analysis of this information may indi-
cate that the data “A” may be reallocated, while the data “B™
need not necessarily be reallocated at this time, to efficiently
defragment the storage device 150.

The intercepted communications and analysis thereof
may be used by the invention to map the storage device 150,
or portions thereof (e.g., portion 500), and to reallocate data

thereon for optimal access thereto for the average use. FIG. -

6 illustrates data (e.z., A, B, F, G, etc.) stored on various
sectors (e.g., blocks of sectors 610, 620, 630) of the portion
500 of the storage device 150 after it has been at least
partially defragmented and/or the data has been reallocated

thereon. For example, based on the above analysis of the s

data in Table 3, the data “A” may be reallocated to adjacent
or nearby sectors on the storage device 150. In addition, the
data “A” may also be reallocated to reside at or near the
center of the storage device 150 (e.g., to the block of sectors
620). As such, the access speed of data “A” may be
increased and the storage device 150 may be efliciently
defragmented.

It is understood that the examples given above with
respect to FIG. 5, FIG. 6, and Table 3 are provided to
illustrate various embodiments of the invention. In addition,
it is understood that the representations of sectors of the
storage device 150 shown in FIG. 5 and FIG. 6, and the
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information in Table 3 are not to be construed as actual
representations and/or data, and was not measured or oth-
erwise determined as such.

It is also understood that the examples given above with
respect to FIG. 5, FIG. 6, and Table 3 are not intended to
limit the scope of the invention thereto. As another example,
defragmentation, or partial defragmentation of the storage
device 150 may be based on usage patterns. The intercepted
communications and analysis thereol may indicate that
directly accessed data may be associated with other data on
various sectors. For example, when a particular file is
opened (e.g., by the user), other associated files are also
opened (e.g., by the system). As such, the directly accessed
data and the associated data may be reallocated to adjacent
or nearby sectors on the storage device 150. As yet another
example, the invention may also be used to defragment more
than one storage device. Likewise, the data may be reallo-
cated and/or defragmented across more than one such stor-
age device, or among more than one media within a single
storage device (e.g., between partitioned drives). Other
embodiments are also contemplated as being within the
scope of the invention.

FIG. 7 illustrates embodiments of a method for monitor-
ing the performance of the storage device 150. Generally, the
method includes intercepting communications between the
computer system 100 and the storage device 150 to acquire
information (700), analysis of the intercepted information
(701), and response to the analysis of the intercepted infor-
mation (702). More specifically, acquisition 700 may com-
prise measuring the access time in step 710, and optionally
correcting the access time for overhead in step 715. The
access time may also be logged overtime, in step 730 (e.g.,
in the information log 200). In another embodiment, acqui-
sition 700 may comprise intercepting an error or failure
reported by the storage device 150, and optionally logging
the error or failure over time, in step 730. Analysis 701 may
comprise deriving a performance threshold (e.g., 370, 470)
in step 740, and/or comparing the logged information to a
performance threshold in step 750. The response 702 may
comprise reporting the performance of the storage device
150 in step 761, and/or automatic back-up of the data on the
storage device 150 (e.g., prior to failure thereof) in step 763.
Alternately, or in addition to, response 702 may comprise
reallocating all or some of the data to another portion of the
storage device 150 (e.g., to another sector), to another
storage device 150, both in step 702, and/or replacing the
storage device altogether, in step 764.

FIG. 8 illustrates other embodiments of a method for
monitoring the performance of the storage device 150.
Again, the method generally includes intercepting commu-
nications between the computer system 100 and the storage
device 150 to acquire information (700), analysis of the
intercepted information (701), and response to the analysis
of the intercepted information (702). However, in the
embodiments shown in FIG. 8, acquisition 700 may com-
prise determining the access location(s) for data on the
storage device 150 in step 800. In step 810, the access
frequency of the data may be determined. In addition, or
instead of, acquisition 700 may comprise determining the
access duration of the data in step 820. Analysis 701 may
comprise evaluating the location, frequency, and/or duration
of access of the data in step 830. Response 702 may
comprise defragmenting the storage device, in step 840.
Alternatively, or in addition thereto, data may be reallocated
in step 762.
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It is understood that the steps shown and described in FIG.
7 and in FIG. 8 are merely illustrative of various exemplary
embodiments of the invention and the scope of the invention
is not to be limiled thereto. The invention may comprise
other embodiments having additional or fewer steps than
those shown and described above.

The invention has been described above and various
embodiments thereof have been illustrated for exemplary
purposes. It is understood, however, that other embodiments
are also contemplated as being within the scope of the
invention. For example, another embodiment may comprise
a graphical user interface (GUI) with graphical and/or
tabular representations of the intercepted communications
and/or analysis thereof. Or for example, in another embodi-
ment, the invention may output a detailed view of the
storage device and the performance thereof under various
conditions (e.g., under various loads, with respect to certain
applications and/or users, etc.). In yet another exemplary
embodiment, the invention may output the results of a
competitive analysis that may be used to evaluate the
performance of existing storage devices 150, storage devices
under development, storage devices under consideration for
purchase, etc. Yet other embodiments will readily occur to
those skilled in the art in view of the teachings of the
invention.

While illustrative and presently preferred embodiments of
the invention have been described in detail herein, it is to be
understood that the inventive concepts may be otherwise
variously embodied and employed, and that the appended
claims are intended to be construed to include such varia-
tions, except as limited by the prior art.

What is claimed is:
1. A method for monitoring performance of a storage
device, comprising:
intercepting communications between a computer system
and said storage device;
analyzing said intercepted communications relative to a
threshold value for the performance of said storage
device; and
responding to a decline in the performance of said storage
device based on said analyzed intercepted communi-
cations by automatically reallocating at least some data
on said storage device to enhance continued oneration
of the storage device.
2. A method as in claim 1, further comprising measuring
access time for said storage device.
3. A method as in claim 2, further comprising correcting
said measured access time for system overhead.
4. A method as in claim 1, wherein intercepting said
communications comprises intercepting an error reported by
said storage device.

5. A method as in claim 1, further comprising determining s

an access location on said storage device and an access
frequency for data stored thereon, based on said intercepted
communications.

6. A method as in claim 1, further comprising determining
an access location on said storage device and an access
duration for data stored thereon, based on said intercepted
communications.

7. A method as in claim 1, further comprising logging said
communications over time.

8. A method as in claim 7, wherein analyzing said
communications comprises deriving said threshold value
based on said logged communications.
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9. A method as in claim 1, wherein responding to said
declining performance of said storage device further com-
prises automatically backing-up data stored on said storage
device.

10. A method as in claim 1, wherein reallocating at least
some data on said storage device is based on usage patterns
of said data.

11. A method as in claim 1, wherein responding to said
declining performance of said storage device further com-
prises defragmenting at least a portion of said storage
device.

12. An apparatus for monitoring performance of a storage
device, comprising:

computer readable storage media;

computer readable program code scored on said com-
puter readable storage media, comprising;

a) program code for intercepting communications
between a computer system and said storage device;

b) program code for analyzing said communications,
wherein said communications are compared to a
predicted decline in performance of said storage
device; and

c) program code for responding to a decline in the
performance of said storage device by backing up at
least some data on said storage device prior to said
predicted failure of said storage device to enhance
continued operation of said storage device.

13. An apparatus as in claim 12, wherein said program
code for intercepting said communications comprises pro-
gram code for intercepting an error reported by said storage
device.

14. An apparatus as in claim 12, further comprising
program code for measuring access time for said storage
device, and wherein said communications comprises at least
said access time.

15. An apparatus as in claim 14, further comprising:

a) program code for determining system overhead; and

b) program code for correcting said access time for said

system overhead.

16. An apparatus as in claim 12, wherein said program
code for responding to said decline in the performance of
said storage device further comprises defragmenting at least
a portion of said storage device based on said communica-
tions.

17. An apparatus as in claim 12, further comprising:

a communications log;

program code for logging said communications over time

in said communications log; and

program code for determining the decline in performance

of said storage device based at least in part on said
logged communications.

18. An apparatus as in claim 12, further comprising
program code for deriving a threshold value for the perfor-
mance of said storage device, wherein said program code for
responding to said decline in the performance of said storage
device responds when the performance of said storage
device satislies said threshold value thereol.

19. An apparatus as in claim 12, wherein said program
code for responding further comprises program code for
reallocating data to another sector of said storage device.

20. An apparatus as in claim 19, wherein said program
code for reallocating reallocates at least same data on said
storage device based on usage patterns of said a least some
data.
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21. An apparatus as in claim 12, further comprising a
graphical user interface for reporting the performance of
said storage device to a user.

22. An apparatus for monitoring performance of a storage
device, comprising:

means for evaluating communications between a com-

puter system and said storage device to determine the
performance of said storage device based at least in part
on intercepted communications with said storage
device; and

means for enhancing the performance of said storage

device by reallocating at least some data on the storage
device.

23. An apparatus as in claim 22, further comprising means
for intercepting communications with said storage device.

24. An apparatus as in claim 22, further comprising means
for measuring time to access said storage device, wherein

14

said measured access time is evaluated to determine the
performance of said storage device.
25. A method for monitoring performance of a storage
device, comprising:
intercepting communications between a computer system
and said storage device;
analyzing said intercepted communications; and
reallocating at least some of said data on said storage
device to enhance the performance of said storage
device based on said analyzed communications.
26. A method as in claim 25, wherein intercepting said
communications comprises determining access location,
access frequency, and access duration for said data on said

15 storage device.
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