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5.1.2 User Authentication R
5.1.3 Device Authentication . . . .
5.2 The Smart Card and Authenticati
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card access control techniques 1s described. A lorecast 1S Imade On €Xpecied aevelopInents
in smart card technology. The appendix outlines the major U.S. and international groups
involved in the development of standards for smart cards and related devices.
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nearly impossible to reverse. That is, given the one-way transformation function f and the
result of this function R = f(D), it is extremely difficult to determine the input to the

function D.
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A log of the employee’s actions within the computer system can be maintained within
the smart card’s memories.
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* Semiconductor is a material in which the conductivity ranges between that of a
conductor and an insulator. The electrical characteristics of semiconductor material are
dependent upon small amounts of added impurities, called dopants.
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The desktop personal computer is one of the most common types of microcomputer.
A personal computer may contain dozens of integrated circuits; usually one IC forms
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lose its stored information immediately if power to the memory is removed). RAM,
the fastest type of memory, is often used as a “scratch pad,” buffer, or other type of
ternporary storage.
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* While it may be possible to produce a smart card which contains erasable EPROM.
it is generally not considered practical, due to packaging difficulties and other limitations
of erasable EPROM.
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non-contact type intertaces, in their corresponding reader/writer devices.

10

Page 18 of 60



Figure 3. Expected 1SO Specifications for Functions of
Pins in Contact-Type 1/0 Interface
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Mart Lara——

Figure 5. Non-Contact-Type Smart Card Interface
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ability o read letters, numbers, and patterns from printed materials. Optical character
recognition (OCR) technology led to the development of two types of cards for storing
machine- and human-readable data: the embossed card and the optical stripe card.
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identification numbers by observing customers making transactions at automated teller
machines (ATMs). The receipts were then used to produce counterfeit magnetic stripes
on other FTCs. [SVGL 87, p. 4]
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One difficulty in current implementations of the smart card is the placement of the
IC chip(s). Ideally, the chip or chips should be placed in one of the four corners of the
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* The 1SO standard for integrated circuit card contact-type interfaces (as described in
sec. 3.4) is expected to specify an interface which will not interfere with embossing and/or
a magnetic stripe to be placed on a card. (See fig. 2, page 10.)
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unintelligible ezpher text form. The process of converting plain text to cipher text is called
encryption; the reverse process (converting cipher text to plain text) is called decryption.
Most cryptographic algorithms make use of a secret value called a key. Encryption and
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User authentication typically involves verification of information which the user can
be required to supply during a log on procedure. The information to be verified is drawn
from at least one of the following categories:

19

Page 27 of 60



authentication. For more information on this subject, the reader is refered to Federal
Information Processing Standards Publication (FIPS PUB) 112, Password Usage. [FP112
85|
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Figure 6. A General System of Authentication
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to be encrypted by the smart card, and checks the smart card’s response. If the
smart card’s response is correct, the authentication process terminates, and the user
is allowed access to the host. (Steps 3 and 4 are often combined for efficiency.)
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INe 1155 algorilnim Nas been the U.D. ZOVErniment stanaara 107 ¢ryprlograpiuce pro-
tection of nnelassified data since 1977. For more information on this algorithm, the reader
is referred Lo Federal Inforimation Processing Standards Publication 46-1, Data Encryption
Standard. [I'P46-1 88|
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zone, and only the card issuer can access the confidential zone). The actual allottment of
memory zones depends on the application and the manufacturer’s design.
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Figure 8. Possible Smart Card Memory Zones
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* The illlf_c)rmation for this subsection has been provided primarily by MicroCard Tech-
nologies, Incorporated, Dallas, Texas. [MCT2 85, pp. 5-6]
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issuer

Figure 9. Life Cycle of a Smart Card
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alone can prevent casual “hackers” from accessing many computer systems.
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* The password and the random number are combined by an “exclusive-OR” operation.
The exclusive-OR operation (bit-by-bit addition modulo 2) is denoted by &.

+ Once it has finished encryption of the combined value, the PC destroys its copy of
Key2. Key2 is never permanently stored in the PC.
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Figure 10. Access Control System for Cryptographic Workstations

30

Page 38 of 60



e e T (=]

NBS is now designing a smart card system for security in Local Area Networks (LANs).
Because most LANs have very poor security features, any data sent on the network may
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Figure 11. Biometric Smart Card Access Control System
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American peanut farmers. [CASA2 87, p.34] Results of such projects have generally been
positive; however, further study will be required before smart cards can be put into wider
use in the U.S. The acceptability of smart cards to a diverse group of users and the costs
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computers will undergo rnan_y_ changes. One chang_e which appears promising is the replace-
ment of the conventional technology known as NMOS (n-channel Metal Oxide Semicon-
ductor) with the newer CMOS (complementary MOS) technology. NMOS technology has
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expert predicts that, while advances in EEPROM will be made in the coming years, EEP-
ROM and EPROM will eventually be replaced by new (and as yet un-named) nonvolatile
read /write memories. [TASK 88]
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data files. However, since the optical stripe may not be addressable by the smart card
microcomputer, the card reader/writer device may have to be equipped with an optical
reader in addition to the integrated circuit interface.
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institutions. The card could be designed to allow the user access to any of this information
while limiting access by a bank’s reader/writer device to only the records on the card which
pertain to that bank.

37

Page 45 of 60



Figure 13. Current Smart Card Characteristics
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Figure 14. Possible Features for Future Smart Cards
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Figure A1l. 1ISO IC Card Standards Groups
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|HV&Z 84] Hamacher, Carl V., Zvonko G. Vranesic, and Safwat G. Zaky. Computer
Organization, Second Edition. McGraw-Hill, Incorporated, New York,
1984.
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