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Preface

The Handbook series published by CRC Press represents a truly unique approach to disseminating
technical information. Starting with the first edition of The Electrical Engineering Handbook edited
by Richard Dorf and published in 1993, this series is dedicated to the idea that a reader should be
able to pull one of these handbooks off the shelf and at least 80% of the time find what they need to
know about a subject area. As handbooks, these books are also different in that they are more than
just a dry listing of facts and data, filled mostly with tables. [n fact, a hallmark of these handbooks
is that the articles or chapters are designed to be relatively short, written as tutorials or overviews,
so that once the reader locates the broader topic, itis easy to find an answer to a specific question.

At the inception of this project, I prepared an outline containing the main headings and chapter
titles, about 135 chapters, With the counsel of the Advisory Board, this first table of contents was
refined and I began to seek authors. My approach here was fairly simple—ask the best people |
know. [ then had the opportunity to talk to these very active people about their field. Sometimes as
we spoke, prospective authors would indicate that a particular chapter topic or two included in the
original outline could be eliminated or combined with another, or was being superceded by later
developments. In response, the contents were modified accordingly.

Of course, the authors are the key to achieving the overall goal of the handbook, and having
read all of the chapters personally, the results are impressive. The chapters are authoritative, to-
the-point, and enjoyable to read. Answers to frequently asked questions, facts, and figures are
available almost at a glance. Since the authors are experts in their field, it is understandable that
the content is excellent. Additionally, the authors were encouraged to put some of their own
interpretations and insights into the chapters, which greatly enhances the readability. However, 1
am most impressed by the ability of the authors to condense so much information into so few pages.
These chapters are unlike any most people have ever written—they are not research journal articles,
they are not textbooks, they are not long tutorial review articles for magazines, They really are a
new format.

In reading drafts of the chapters, | applied two tests. If the chapter covered a topic that I felt
familiar with, I checked to see if it contained what Ithought were the essential facts and ideas. If the
chapter was in an area of communications less famliar to me, 1 looked for definitions of terms that
I had heard of, or for a discussion that brought forth to me why this area is important and what is
happening in the field today. I was amazed at what I learned. You will be too.

Using The Communications Handbook is simple. Look up the topic of interest to you either in the
Table of Contents or in the Index. Go directly to that chapter. As you are reading the chosen chapter,
you may wish to refer to other chapters in the same main heading. If you need some background
information in the general communications field, you need only consult the Basic Principles section.
There is no need to read the Handbook beginning-to-end, start-to-finish., Look up what you need
right now, read it, and go back to the task at hand.

iii
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The pleasure of such a project as this is in working with the authors, and [ am gratified o
have had this opportunity and to be associated with cach of them. Additionally, Mary Kugler m
CRC Press and the personnel at TechBooks have been extraordinarily helpful and patient as the
handbook evolved and was finally brought to fruition. Elaine M. Gibson served as Managing Editor
of the Handbook, working directly with the authors, the publisher, and the production staff, using
her creative talents and enthusiasm to improve operations, solve problems, and make cach step
of the project as seamless as possible for everyone involved. Elaine and | also acknowledge our
editors at CRC Press, first Joel Claypool, and now Kristen Maus, for their insights, guidance, and
encouragement in making The Commiurtications Handbook a reality.

Jerry D. Gibson

College Station, Texas
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Pseudonoise Sequences

B.1  Intraduction .. i ausreaisasi s isie e mesvavaseii e SRS 2
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Gold and Kasami Sequences + Quaternary Sequences with Low Cross-
correlation * Kerdock Sequences
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P. Vijay Kumar 8.6 Other Correlation Measures..........ccoveveeirmirviiniisiiinninn 103
University of Southern Partial-Period Corrclation * Mean Square Correlation = Optical
California Orthogonal Codes

8.1 Introduction

Pseudonoisesequences (PN sequences), also referred to as pseudorandom sequences, are sequences
that are deterministically generated and yet possess some properties that one would expect to find
in randomly generated sequences. Applications of PN sequences include signal synchronization,
navigation, radar ranging, random number generation, spread-spectrum communications, muiti-
path resolution, cryptography, and signal identification in multiple-access communication systems.
The correlation between two sequences (x(r)] and (y(r)] is the complex inner product of the first
sequence with a shifted version of the second sequence, The correlation is called 1) an autocor-
relation if the two sequences are the same, 2) a crosscorrelation il they are distinet, 3) & periodic
correlation if the shift is a cyclic shift, 4) an aperiodic correlation if the shift is not cyclic, and 5) 2
partial-period correlation if the inner product involves only a partial segment of the two sequences:
More precise definitions are given subsequently.

Binary m sequences, defined in the next section, are perhaps the best-known family of PN
sequences. The balance, run-distribution, and autocorrelation properties of these sequences mimic
those of random sequences. It is perhaps the random-like correlation properties of PN sequences
that makes them most atlractive in a communications system, and it 15 common to refer to any
collection of low-correlation sequences as a family of PN sequences,

Section 8.2 begins by discussing m sequences. Thereafter, the discussion continues with a de-
scription of sequences satisfying various correlation constraints along the lines of the accompanying
self-explanatory figure, Fig. 8.1, Expanded tutorial discussions on pseudorandom sequences may
be found in Sarwate and Pursley, 1980, in Chapter 5 of Simon et al., 1994, and in Helleseth und
Kumar, 1996.

FERTOBERTTR
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Pseudonoise Sequences 95
SEQUENCES WITH LOW CORRELATION

Periodic Aperiodic Mean square  Partial Hamming
Correlation Correlation Correlation  period Correlation
1 Carrelation I
Autocorrealtion  Crosscorrelation Autocorrelation  Crosscorrelation %
r—J“\ :
binary  q-ary binary quaternary Barker  Merit
m-Sequences | sequences factor
Family A
Gald K ’Km

FIGURES.1 Overview of pseudonaise sequences,

8.2 m Sequences

A binary {0, 1} shift-register sequence {s(r)] is a sequence that satisfies a linear recurrence relation
of the form

Y fist+i) =0, forallt = 0 (8.1)

i=0

wherer > 1isthe degreeof the recursion; the coefficients f; belong to the finite field G F(2) = (0, 1}
where the leading coefficient f, = 1. Thus, both sequences (a(t)} and {b(¢)) appearing in Fig. 8.2
are shift-register sequences. A sequence satisfying a recursion of the form in Eq. (8.1) is said
to have characteristic polynomial f(x) = 3 [, fix'. Thus, (a(t)} and (b(r)) have characteristic
polynomials given by f(x) = x* +x + 1and f(x) = x* + x? + 1, respectively.

Since an r-bit binary shift register can assume a maximum of 2" different states, it follows that
every shift-register sequence {5(t)} is eventually periodic with periodn < 2, ie,,

s(1) =s(t +n), forallt > N

for some integer N. In fact, the maximum period of a shift-register sequence is 2" — 1, since a shift
register that enters the all-zero state will remain forever in that state. The upper shift register in
Fig. 8.2 when initialized with starting state 00 1 generates the periodic sequence {a(t)] given by

0010111 0010111 0010111 --- (8.2)

of period n = 7. It follows then that this shift register generates sequences of maximal period
starting from any nonze-o initial state.

An m sequence is simply a binary shift-register sequence having maximal period. For every
r = 1, m sequences are known to exist. The periodic autocorrelation function #, of a binary (0, 1}
sequence {s(r)] of period n is defined by

=1
9_5-(1.') = Z(_l)s{r-f-ﬂ—-s(:)‘ 0 <r<n-— 1
=0

Anm sequence oflength 2” — 1 has the following attributes. 1) Balance property: in each period of the
m sequence there are 2"~ ones and 2! — 1 zeros. 2) Run property: every nonzero binary s-tuple,
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Pseudonoise Sequences 105

An OOC code that achieves the Johnson bound is said to be optimal. A family (F,} of OOCs
indexed by the parameter n and arising from a common construction is said to be asymptotically
optimum if

lim 1l I
n—oo M(n, w, L)

Constructions for optical orthogonal codes are available for the cases when A = 1 and A = 2, For

larger values of ), there exist constructions which are asymptotically optimum. Further details may
be found in Helleseth and Kumar, 1996.

Defining Terms

Autocorrelation of a sequence: The complex inner product of the sequence with a shifted version
itself,

Crosscorrelation of two sequences: Thecomplexinner productoZthe first sequence witha shifted
version of the second sequence.

m Sequence: A periodic binary (0, 1) sequence that is generated by a shift register with linear
feedback and which has maximal possible period given the number of stages in the shift
register.

Pseudonoise sequences:  Also referred to as pseudorandom sequences (PN), these are sequences
that are deterministically generated and yet possess some properties thal one would expect
to find in randomly generated sequences.

Shift-register sequence: A sequence with symbols drawn from a field, which satisfies a linear-
recurrence relation and which can be implemented using a shift register.
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D/A and A/D
Converters

9.1 DA and ASD CIrCIItE oo o st cmpasas it ok s s Ve 107
D/A and A/D Converter Performance Criteria = DJ/A Conversion
Processes * D/AConverterICs = A/DConversion Processes * A/D
Susan A.R. Garrod Converter ICs * Grounding and Bypassing on D/A and A/D ICs +
Purdue University Selection Criteria for D/A and A/D Converter ICs

Digital-to-analog (D} A) conversion is the process of converting digital codes into a continuous range
of analog signals. Analog-to-digital (A/ D) conversion is the complementary process of converting
a continuous range of analog signals into digital codes. Such conversion processes are necessary
to interface real-world systems, which typically monitor continuously varying analog signals, with
digital systems that process, store, interpret, and manipulate the analog values.

D/A and A/D applications have evolved from predominately military-driven applications to
consumer-oriented applications. Up to the mid-1980s, the military applications determined the
design of many D/A and A/D devices. The military applications required very high performance
coupled with hermetic packaging, radiation hardening, shock and vibration testing, and military
specification and record keeping. Cost was of little concern, and “low power” applications required
approximately 2.8 W. The major applications up the mid-1980s included military radar warning
and guidance systems, digital oscilloscopes, medical imaging, infrared systems, and professional
video.

Theapplications requiring D/A and A/D circuits in the 1990s have different performance criteria
from those of earlier years. In particular, low power and high speed applications are driving the
development of D/A and A/D circuits, as the devices are used extensively in battery-operated con-
sumer products. The predominant applications include cellular telephones, hand-held camcorders,
portable computers, and sct-top cable TV boxes. These applications generally have low power and
long battery life requirements, or they may have high speed and high resolution requirements, as is
the case with the set-top cable TV boxes.

9.1 D/A and A/D Circuits

D/A and A/D conversion circuits areavailable as integrated circuits (1Cs) from many manufacturers.
A huge array of ICs exists, consisting of not enly the D/A or A/D conversion circuits, but also closely

S TR 05 E)
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TABLE9.] D/A and A/D Integrated Circuits

Buasic Principles

Multiplying v

Input Data

/A Converter 1Cs Resolution, b Fivee Referonce Settling Time, us Format

Analog devices 8 Fixed reference 3 Paralle]
ALSSE

Analog devices h Multiplyng 0.400 Parallel
AD7524

Analog devices Quad, 12 Fixed reference # Parallel
AD3Y0

Analog devices 16 Fixed reference L5 Sernal
AD1856

Burr-Hrown 18 Fixed reference 8 Parallel
12ACT29

DATEL 3 Multiplying 0.025 Parallel
DACHFS

National ® Multiplying 0.1 “arallel
DACO800

A/D Converter ICs

Resolution, b

Signal Tnputs

Conversion Speed, pis

Qutput Data
Format

Analog devices
ADS72

Burr—Brown
ADCSE03

Burr<Brown
ALCTUL

National
ADCIOGSB

TT, Nitional
ADCOS08
T1, National
ADCBE3
TI TLCOB2C
TI TLC1540

Interface 1Cs

12

(]

10

25

Serial

ard Parallel
Parallel
Paralle!
Parallel
Parallel
Serial

Parallel

Serial

A/D and D/A Resolution, b Onboard Filters Sampling Rate, kHe Data Format
TI TLC32040 14 Yes 19.2 (programmable) Serial
Ti 2914 PCM 8 Yes 8 Serial

codec and filter

related circuits such as sample-and-hold amplifiers, analog multiplexers, voltage-to-frequency and
frequency-to-voltage converters, voltage references, calibrators, operation amplifiers, isolation am-
plifiers, instrumentation amplifiers, active filters, DC-to-DC converters, analog interfaces to digital
signal processing systems, and data acquisition subsystems. Data books from the IC manufacturers
contain an enormous amount of information about these devices and their applications to assist

the design engineer.

The ICs discussed in this chapter will be strictly the D/A and A/D conversion circuits. Table 9.1
lists a small sample of the variety of the D/A and A/D converters currently available. The ICs
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D/A and A/D Converters 109

usually perform either D/A or A/D conversion. There are serial interface 1Cs, however, typically
for high-performance audio and digital signal processing applications, that perform both A/D and
/A processes,

D/A and A/D Converter Performance Criteria

The major factors that determine the quality of performance of D/A and A/D converters are
resolution, sampling rate, speed, and linearity.

The resolution of a D/A circuit is the smallest change in the output analog signal. In an
A/D system, the resolution is the smallest change in voltage that can be detected by the sys-
tem and that can produce a change in the digital code. The resolution determines the total
number of digital codes, or quantization levels, that will be recognized or produced by the
circuit.

The resolution of a D/A or A/D IC is usually specified in terms of the bits in the digital code or in
terms of the least significant bit (LSB) of the system. An n-bit code allows for 2" quantization levels,
or 2" — 1 steps between quantization levels. As the number of bits increases, the step size between
quantization levels decreases, therefore increasing the accuracy of the system when a conversion
is made between an analog and digital signal. The system resolution can be specified also as the
voltage step size between quantization levels. For A/D circuits, the resolution is the smallest input
voltage that is detected by the system.

The speed of a D/A or A/D converter is determined by the time it takes to perform the conversion
process, For D/A converters, the speed is specified as the settling time. For A/D converters, the
speed is specified as the conversion time. The settling time for D/A converters will vary with supply
voltage and transition in the digital code; thus, it is specified in the data sheet with the appropriate
conditions stated.

A/D converters have a maximum sampling rate that limits the speed at which they can perform
continuous conversions. The sampling rate is the number of times per second that the analog
signal can be sampled and converted into a digital code. For proper A/D conversion, the minimum
sampling rate must be at least two times the highest frequency of the analog signal being sampled
1o satisfy the Nyquist sampling criterion. The conversion speed and other timing factors must be
taken into consideration to determine the maximum sampling rate of an A/D converter. Nyquist
A/D converters use a sampling rate that is slightly more than twice the highest frequency in the
analog signal. Oversampling A/D converters use sampling rates of N times rate, where N typically
ranges from 2 to 64.

Both D/A and A/D converters require a voltage reference in order to achieve absolute
conversion accuracy. Some conversion ICs have internal voltage references, whereas others
accept external voltage references. For high-performance systems, an external precision refer-
ence is needed to ensure long-term stability, load regulation, and control over temperature
fluctuations. External precision voltage reference ICs can be found in manufacturer’s data
books.

Measurement accuracy is specified by the converter's linearity. Integral linearity is a measure
of linearity over the entire conversion range. It is often defined as the deviation from a straight
line drawn between the endpoints and through zero (or the offset value) of the conversion range.
Integral linearity is also referred to as relative accuracy. The offset value is the reference level
required to establish the zero or midpoint of the conversion range. Differential linearity is the
linearity between code transitions. Differential linearity is a measure of the monotonicity of the

converter. A converter is said to be monotonic if increasing input values result in increasing output
values.
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110 Basic Principles

The accuracy and linearity values of a converter are specified in the data sheet in units of the LSB
of the code. The linearity can vary with temperature, and so the values are often specified at +25°C
as well as over the entire temperature range of the device.

D/A Conversion Processes

Digital codes are typically converted to analog voltages by assigning a voltage weight to each bitin
the digital code and then summing the voltage weights of the entire code. A general D/A converter
consists of a network of precision resistors, input switches, and level shifters to activate the switches
to convert a digital code to an analog current or voltage. D/A ICs that produce an analog current
output usually have a faster settling time and better linearity than those that produce a voltage
output, When the output current is available, the designer can convert this to a voltage through the
selection of an appropriate output amplifier to achieve the necessary response speed for the given
application.

D/A converters commonly have a fixed or variable reference level. The reference level deter-
mines the switching threshold of the precision switches that form a controlled impedance network,
which in turn controls the value of the output signal. Fixed reference D/A converters produce
an output signal that is proportional to the digital input. Multiplying D/A converters produce
an output signal that is proportional to the product of a varying reference level times a digital
code,

D/A converters can produce bipolar, positive, or negative polarity signals. A four-quadrant
multiplying D/A converter allows both the reference signal and the value of the binary code to have
a positive or negative polarity. The four-quadrant multiplying D/A converter produces bipolar
output signals.

D/A Converter ICs

Most D/A converters are designed for general-purpose control applications. Some D/A converters,
however, are designed for special applications, such as video or graphic outputs, high-definition
video displays, ultra high-speed signal processing, digital video tape recording, digital attenuators,
or high-speed function generators.

D/A converter ICs often include special features that enable them to be interfaced easily to
microprocessors or other systems. Microprocessor control inputs, input latches, buffers, input
registers, and compatibility to standard logic families arc features that are readily available in D/A
ICs. In addition, the ICs usually have laser-trimmed precision resistors to eliminate the need for
user trimming to achieve full-scale performance.

A /D Conversion Processes

Analog signals can be converted to digital codes by many methods, including integration, succes-
sive approximation, parallel (flash) conversion, delta modulation, pulse code modulation, and
sigma-delta conversion. Two of the most common A/D conversion processes are successive ap-
proximation A/D conversion and parallel or flash A/D conversion. Very high-resolution digital
audio or video systems require specialized A/D techniques that often incorporate one of these
general techniques as well as specialized A/D conversion processes. Examples of specialized A/D
conversion techniques are pulse code modulation (PCM), and sigma—delta conversion. PCM is a
common voice encoding scheme used not only by the audio industry in digital audio recordings
but also by the telecommunications industry for voice encoding and multiplexing. Sigma-delta
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D/A and A/D Converters 111

conversion is an oversampling A/D conversion where signals are sampled at very high frequencies.
It has very high resolution and low distortion and is being used in the digital audio recording
industry.

Successive approximation A/D conversion is a technique that is commonly used in medium- to
high-speed data acquisition applications. It is one of the fastest A/D conversion techniques that
requires @ minimum amount of circuitry, The conversion times for successive approximation A/D
conversion typically range from 10 to 300 us for 8-b systems,

The successive approximation A/D converter can approximate the analog signal to form an n-bit
digital code in n steps. The successive approximation register (SAR) individually compares an
analog input voltage to the midpoint of one of n ranges to determine the value of 1 b. This process
is repeated a total of n times, using n ranges, to determine the n bits in the code. The comparison
js accomplished as follows, The SAR determines if the analog input is above or below the midpoint
and sets the bit of the digital code accordingly. The SAR assigns the bits beginning with the most
significant bit. The bit is set to a 1 if the analog input is greater than the midpoint voltage, or it is
set to a 0 if it is less than the midpoint voltage. The SAR then moves to the next bitand setsittoa
1 or a 0 based on the results of comparing the analog input with the midpoint of the next allowed
range. Because the SAR must perform one approximation for each bit in the digital code, an n-bit
code requires n approximations.

A successive approximation A/ D converter consists of four functional blocks, as shown in Fig. 9.1:
the SAR, the analog comparator, a D/A converter, and a clock.

Parallel or flash A/D conversion is used in high-speed applications such as video signal pro-
cessing, medical imaging, and radar detection systems. A flash A/D converter simultancously
compares the input analog voltage to 2" — 1 threshold voltages to produce an n-bit digital code
representing the analog voltage. Typical flash A/D converters with 8-b resolution operate at 20—
100 MHz.

The functional blocks of a flash A/D converter are shown in Fig, 9.2. The circuitry consists
of a precision resistor ladder network, 2" — 1 analog comparators, and a digital priority en-
coder. The resistor network establishes threshold voltages for each allowed quantization level.
The analog comparators indicate whether or not the input analog voltage is above or below the
threshold at each level. The output of the analog comparators is input to the digital priority en-
coder. The priority encoder produces the final digital output code that is stored in an output
latch,

An 8-b flash A/D converter requires 255 comparators. The cost of high-resolution A/D com-
parators escalates as the circuit complexity increases and as the number of analog converters rises
by 2" — L. As a low-cost alternative, some manufacturers produce modified flash A/D converters
that perform the A/D conversion in two steps to reduce the amount of circuitry required. These
modified flash A/D converters are also referred to as half-flash A/D converters, since they perform
only half of the conversion simultaneously.

A/D Converter ICs

A/D converter ICs can be classified as general-purpose, high-speed, flash, and sampling A/D
converters. The general-purpose A/D converters are typically low speed and low cost, with con-
version times ranging from 2 us to 33 ms. A/D conversion techniques used by these devices
typically include successive approximation, tracking, and integrating. The general-purpose A/D
converters often have control signals for simplified microprocessor interfacing. These 1Cs are
dppropriate for many process control, industrial, and instrumentation applications, as well as

for environmental monitoring such as seismology, oceanography, meteorology, and pollution
monitoring.
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FIGURE9.1  Successive approximation A /D converter block diagram. {Sonrce: Garrod, S. and Borns, R, 1991, Digiral
Logic: Analysis, Application, and Design, p. 919, Copyright ©1991 by Saunders College Publishing, Philadelphia, PA.
Reprinted by permission of the publisher.)

High-speed A/ D converters have conversion times typically ranging from 400 ns to 3 pus. The
higher speed performance of these devices is achieved by using the successive approximation
technique, modified flash techniques, and statistically derived A/D conversion techniques. Ap-
plications appropriate for these A/D ICs include fast Fourier transform (FFT) analysis, radar dig-
itization, medical instrumentation, and multiplexed data acquisition. Some 1Cs have been manu-
factured with an extremely high degree of linearity, to be appropriate for specialized applications
in digital spectrum analysis, vibration analysis, geological research, sonar digitizing, and medical
imaging.

Flash A/D converters have conversion times ranging typically from 10 to 50 ns. Flash A/D
conversion techniques enable these [Cs to be used in many specialized high-speed data acquisition
applications such as TV video digitizing (encoding), radar analysis, transient analysis, high-speed
digital oscilloscopes, medical ultrasound imaging. high-energy physics, and robotic vision applica-
tions.

Sampling A/ D converters have a sample-and-hold amplifier circuit built into the IC. This elim-
inates the need for an external sample-and-hold circuit. The throughput of these A/D converter
ICs ranges typically from 35 kHz to 100 MHz. The spezd of the system is dependent on the A/D
technique used by the sampling A/D converter.

A/D converter ICs produce digital codes in a serial or parallel format, and some ICs offer the
designer both formats. The digital outputs are compatible with standard logic families to facilitate
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interfacing to other digital systems, In addition, some A/D converter [Cs have a built-in analog
multiplexer and therefore can accept more than one analog input signal.

Pulse code modulation (FCM) ICs are high-precision A/D converters. The PCM IC is often
refered to as a PCM codec with both encoder and decoder functions. The encoder portion of
the codec performs the A/D conversion, and the decoder portion of the codec performs the D/A
conversion. The digital code is usually formatted as a serial data stream for ease of interfacing to
digital transmission and multiplexing systems.

PCM is a technique where an analog signal is sampled, quantized, and then encoded as a dig-
ital word. The PCM IC can include successive approximation techniques or other techniques to
accomplish the PCM encoding. In addition, the PCM codec may employ nonlinear data com-
pression techniques, such as companding, if it is necessary to minimize the number of bits in the
output digital code. Companding is a logarithmic technique used to compress a code to fewer
bits before transmission. The inverse logarithmic function is then used to expand the code to
its original number of bits before converting it to the analog signal. Companding is typically
used in telecommunications transmission systems to minimize data transmission rates without
degrading the resolution of low-amplitude signals. Two standardized companding techniques
are used extensively: A-law and p-law. The A-law companding is used in Europe, whereas the
p-law is used predominantly in the United States and Japan. Linear PCM conversion is used in
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high-fidelity audio systems to preserve the integrity of the audio signal throughout the entire analog
rangc.

Digital signal processing (DSP) techniques provide another type of A/D conversion ICs. Spe-
cialized A/D conversion such as adaptive differential pulse code meodulation (ADPCM), sigma—delta
modulation, speech subband encoding, adaptive predictive speech encoding, and speech recognition can
be accomplished through the use of DSP systems. Some DSP systems require analog front ends that
employ traditional PCM codec ICs or DSP interface ICs. These 1Cs can interface to a digital signal
processor for advanced A/D applications. Some manufacturers have incorporated DSP techniques
on board the single-chip A/D IC, as in the case of the DSP56ACDI 6 sigma-delta modulation IC by
Motorola.

Integrating A/ D) converters are used for conversions that must take place over a long period of
time, such as digital voltmeter applications or sensor applicaticns such as thermocouples. The
integrating A/D converter produces a digital code that represents the average of the signal over
time. Noise is reduced by means of the signal averaging, or integration. Dual-slope integra-
tion is accomplished by a counter that advances while an input voltage charges a capacitor in
a specified time interval, 7. This is compared to another count sequence that advances while
a reference voltage is discharging across the same capacitor in a time interval, delta t. The ra-
tio of the charging count value to the discharging count value is proportional to the ratio of
the input voltage to the reference voltage. Hence, the integrating converter provides a digital
code that is a measure of the input voltage averaged over time. The conversion accuracy is in-
dependent of the capacitor and the clock frequency since they affect both the charging and dis-
charging operations. The charging period, T, is selected to be the period of the fundamental
frequency to be rejected. The maximum conversion rate is slightly less than 1/(2T) conver-
sions per second. While this limits the conversion rate to be too slow for high-speed data ac-
quisition applications, it is appropriate for long-duration applcations of slowly varying input
signals. .

Grounding and Bypassing on D/A and A/D ICs

D/A and A/D converter ICs require correct grounding and capacitive bypassing in order to op-
erate according to performance specifications. The digital signals can severely impair analog
signals. To combat the electromagnetic interference induced by the digital signals, the ana-
log and digital grounds should be kept separate and should have only one common point on
the circuit board. If possible, this common poeint should be the connection to the power
supply.

Bypass capacitors are required at the power connections to the IC, the reference signal inputs,
and the analog inputs to minimize noise that is induced by the digital signals. Each manufac-
turer specifies the recommended bypass capacitor locations and values in the data sheet. The
1-pF tantalum capacitors are commonly recommended, with additional high-frequency power
supply decoupling sometimes being recommended through the use of ceramic disc shunt ca-
pacitors. ‘The manufacturers’ recommendations should be followed to ensure proper perfor-
mance,

Selection Criteria for D/A and A/D Ceonverter ICs

Hundreds of D/A and A/D converter ICs are available, with prices ranging from a few dollars to
several hundred dollars each. The selection of the appropriate type of converter is based on the
application requirements of the system, the performance requirements, and cost. The following
issues should be considered in order to select the appropriate converter.
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1. What are the input and output requirements of the system? Specify all signal current and
voltage ranges, logic levels, input and output impedances, digital codes, data rates, and data
formats.

2. What level of accuracy is required? Determine the resolution needed throughout the analog
voltage range, the dynamic response, the degree of linearity, and the number of bits enco-
ding.

3. What speed is required? Determine the maximum analog input frequency for sampling in
an A/D system, the number of bits for encoding each analog signal, and the rate of change
of input digital codes in a D/A system.

4. What is the operating environment of the system? Obtain information on the temperature
range and power supply to select a converter that is accurate over the operating range.

Final selection of D/A and A/D converter 1Cs should be made by consulting manufactur-
ers to obtain their technical specifications of the devices. Major manufacturers of D/A and
A/D converters include Analog Devices, Burr—Brown, DATEL, Maxim, National, Phillips Com-
ponents, Precision Monolithics, Signetics, Sony, Texas Instruments, Ultra Analog, and Yamaha.
Information on contacting these manufacturers and others can be found in an IC Master Cata-

log.

Defining Terms

Companding: A process designed to minimize the transmission bit rate of a signal by compressing
it prior to transmission and expanding it upon reception. It is a rudimentary “data compres-
sion” technique that requires minimal processing.

Delta modulation: An A/D conversion process where the digital output code represents the
change, or slope, of the analog input signal, rather than the absolute value of the ana-
log input signal. A 1 indicates a rising slope of the input signal. A 0 indicates a falling
slope of the input signal. The sampling rate is dependent on the derivative of the signal,
since a rapidly changing signal would require a rapid sampling rate for acceptable perfor-
mance.

Fixed reference D/A converter: The analog output is proportional to a fixed (nonvarying) refer-
ence signal.

Flash A/D: The fastest A/D conversion process available to date, also referred to as parallel A/D
conversion. The analog signal is simultaneously evaluated by 2" — 1 comparators to produce
an n-bit digital code in one step. Because of the large number of comparators required, the
circuitry for flash A/D converters can be very expensive. This technique is commonly used
in digital video systems,

Integrating A/D: The analog input signal is integrated over time to produce a digital signal that
represents the area under the curve, or the integral.

Multiplying D/A: A D/A conversion process where the output signal is the product ofa digital
code multiplied times an analog input reference signal. This allows the analog reference signal
to be scaled by a digital code.

Nyquist A/D converters: A/D converters that sample analog signals that have a maximum fre-
quency that is less than the Nyquist frequency. The Nyquist frequency is defined as one-half of
the sampling frequency. If a signal has frequencies above the Nyquist frequency, a distortion
called aliasing occurs. To prevent aliasing, an antialiasing filter with a flat passband and very
sharp rolloff is required.

Oversampling converters: A/D converters that sample frequencies at a rate much higher than
the Nyquist frequency. Typical oversampling rates are 32 and 64 times the sampling rate that
would be required with the Nyquist converters,
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Pulse code modulation (PCM):  An A/D conversion process requiring three steps: the analog
signal is sampled, quantized, and encoded into a fixed length digital code. This technique
is used in many digital voice and audio systems. The reverse process reconstructs an analog
signal from the PCM code. The operation is very similar to other A/D techniques, but specific
PCM circuits are optimized for the particular voice or audio application.

Sigma-delta A/D conversion: An oversampling A/D conversion process where the analog signal
is sampled at rates much higher (typically 64 times) than the sampling rates that would be
required with a Nyquist converter. Sigma—delta modulators integrate the analog signal before
performing the delta modulation. The integral of the analog signal is encoded rather than the
change in theanalogsignal, asis the case for traditional delta modulation. A digital sample rate
reduction filter (also called a digital decimation filter) is used to provide an output sampling
rate at twice the Nyquist frequency of the signal. The overall result of oversampling and digital
sample rate reduction is greater resolution and less distortion compared to a Nyquist converter
process.

Successive approximation: An A/D conversion process that systematically evaluates the analog
signal in n steps to produce an n-bit digital code. The analog signal is successively compared
1o determine the digital code, beginning with the determination of the most significant bit
of the code.
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Further Information

Analog Devices, Inc. has edited or published several technical handbooks to assist design
engineers with their data acquisition system requirements, These references should be con-
sulted for extensive technical information and depth. The publications include Analog-Digital
Conversion Handbook, by the engineering staff of Analog Devices, published by Prentice-
Hall, Englewood Cliffs, NJ, 1986; Nonlinear Circuits Handbook, Transducer Interfacing Hand-
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boak, and Synchro and Resolver Conversion, all published by Analog Devices Inc, Norwood,
MA.

Engineering trade journals and design publications often have articles deseribing recent
A/D and DJA circuits and their applications. These publications include EDN Magazine,
EE Times, and [EEE Specirum, Research-related topics are covered in JEEE Transactions on Cire
nits and Systems and also [EEE Transactions on Instrumentation and Measturement,
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10.1 Introduction

Signal space concepts have their roots in the mathematical theory of inner product spaces known
as Hilbert spaces [Stakgold, 1967]. Many books on linear systems touch on the subject of signal
spaces in the context of Fourier series and transforms [ Ziemer, Tranter, and Fannin, 1993; Frederick
and Carlson. 1971]. The applications of signal space concepts in communication theory find
their power in the representation of signal detection and estimation problems in geometrical terms,
which provides much insight into signalling techniques and communication system design. The first
person to have apparently exploited the power of signal space concepts in communication theory was
the Russian Kotel'nikov [ 1968] who presented his doctoral dissertation in January, 1947, Wozencraft
and Jacobs [1965] expanded on this approach and is still today widely referenced. Arthursand Dym
| 1962 made use of signal space concepts in the performance analysis of several digital modulation
schemes. A one-chapter summary of the use of signal space methods in signal detection and
estimation is provided in Ziemer and Tranter [1995]. Another application of signal space concepts
is in signal and image compression. Wavelet theory [Rioul and Vetterli, 1991] is currently finding
use in these application areas. In the next section, the fundamentals of generalized vector spaces
are summarized, followed by an overview of several applications to signal representations,

10.2 Fundamentals

118

A linear space or vector space (signal space) [Stakgold, 1967] is a collection of elements (called
vectors) x, ¥, z, . ..., for which the following axioms are satisfied:

1. To every pair of vectors x and y there corresponds a vector x + y, with the properties:

axty=y+x
b. x+(y+2)=(x+p+z

e vTiw s e

© 1597 by CRC Press, Ihi-
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c. There exists a unique element 0 such that x + 0 = x for every x
d. To every x, there exists a unique vector labeled —x such that x 4- (—x) =0

2. Toall vectors x and y, and all numbers & and 8 (in general, complex), the following com-
mutative and associative rules hold:

a. ¢(fx) = (ef)x
b. (o + p)x =ax+ By
C aix+y)=ax+ay
d. 1x = x, where 1 is the identity element
A vector is said to be a linear combination of the vectors x;, xa, .. ., x; in a vector space if there
exist numbers (in general, complex) ¢}, a, ..., o such that
'Y
i=l
The vectors X, X3, . .. . X; are said to be linearly dependent (or form a dependent set) if there exist
complex numbers @y, @3, . . ., @, not all zero, such that
ayx) +oaxs + -+ oapxe =0 (10.2)
[fEq. (10.2) can be satisfied only for @y = @3 = - - - = & = 0, the vectors are linearly independent.

Oneis tempted touse the infinite-sum version of Eq. (10.2) in defining the notion of independence
for an infinite set of vectors. This is not true in general; one needs the notion of convergence, which
is based on the concept of distance between vectors.

With the idea of linear independence firmly in mind, the concept of dimension cf a vector space
readily follows. A vector space is n dimensional if it possesses a set of n independent vectors, but
every set of n + 1 vectors is a dependent set. If for every positive integer £, a set of k independent
vectors in the space can be found, the space is said to be infinite dimensional. By a basis for a vector
space is meant a finite set of vectors ¢y, e, ..., € with the following attributes:

1. They are linearly independent.
2. Every vector x in the space can be written as a linear combination of the basis vectors; that is

4
x= Zg}ef (10.3)

i=]

It can be proved that the representation (10.3) is unique and that if the space is n dimensional, any
set of i independent vectors ey, 3, ..., ¢, forms a basis.

The next concept to be developed is that of a metric space. In addition to the addition of
vectors and multiplication of vectors by scalars, as is true of ordinary three-dimensional vectors,
it is important to have the notions of length and direction of a vector imposed. Lo other words, a
metric structure must be added to the algebraic structure already defined. A collection of elements
X, y.2z,...inaspace will be called a metric space if to each pair of elements x, y there corresponds
a real number d(x, y) satisfying the properties:

L d(x,y) =d(y, x)
2. d(x, y) = 0 with equality ifand only if x = y
3 dix, z) < d(x, y) + d(x, z) (called the triangle inequality)

The function d(x, y) is called a metric (or distance function). Note that the elements in the space
need not be vectors; there may not be any way of adding elements or multiplying them by scalars as
required for a vector space.

Samsung Exhibit 1022, Page 35 of 182
Samsung Electronics Co., Ltd. et al. v. One-E-Way, Inc.
IPR2025-01540



120 Basic Principles

With the definition of a metric, one can now discuss the idea of convergence of a sequence (x;)
of elements in the space. Note that d(xz, x) is a sequence of real numbers. Therefore, it is sensible
to write thart

Im x = x (10.4)
k—o0
if the sequence of numbers d (x, x) converges to 0 in the ordinary sensc of convergence of sequences
of real numbers. If

lim  d(xy,x,) =0 (10.5)

m.p—roo

the sequence (x; ) is said to be a Cauchy sequence. [t can be shown that if a sequence [x; ] converges,
itis a Cauchy sequence, The converse is not necessarily true, for the limit may have carelessly been
excluded from the space. If the converse is true, then the metric space is said to be complete.

The next vector space concept to be defined is that of length or norm of a vector. A normed
vector space (or lincar space) is a vector space in which a real-valued function ||x|| (known as the
norm of x) is defined, with the properties

L. |lx|| = 0 with equality if and only ifx =0
2, flaxjl = |ellix
3. iz + =l < =l + lIx2)

A normed vector space is automatically a metric space if the metric is defined as
d(x,y) = lx—y|| = (x —y,x — )2 (10.6)

(see definition below) which is called the natural metric for the space. A normed vector space may
be viewed either as a linear space, a metric space, or both. Its elements may be interpreted as vectors
or points.

The structure of a normed vector space will now be refined further with the definition of the
notion of angle between two vectors. In particular, it will be possible to tell whether two vectors
are perpendicular. The notion of angle between two vectors will be obtained by defining the inner
product (also known as a scalar or dot product). In general, an inner product in a vector spaceisa
complex-valued function of ordered pairs x, y with the properties

1. (x, y) = (y. x)* (the asterisk denotes complex conjugate)
2. {ax,y) = a(x, y)

3. (x4 2, 9) = (X1, 0) + (%2, 0)

4. (x. x) = Dwith equality ifand only if x =0

From the first two properties, it follows that
(x,ay) = a*{x, y) (10.7)
Also, Schwarz's inequality can be proved and is given by
(%, 9| < (x, 23y, 12 (10.8)
with cquality if and only if x = ay. The real, nonnegative quantity (x. x)'/7 satisfies all of the
properties of a norm.  Therefore, it is adopted as the definition of the norm, and Schwartz's

inequality assumes the form

1z, ¥ =< lIxllliyll (10.9)
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The natural metric in the space is given by Eq. (10.6). An inner product space, which is complete
in its natural metric, is called a Hilbert space.

Example 10.1

Consider the space of all complex-valued functions x(¢) defined ona < 1 < b for which the integral

b
E, =f |x(r)|* di (10.10)
o

exists (i.e., the space of all Ainite-energy signals in the mterval [a, b)), The inner product is defined as

b
(x, y) =f x(r)y (1) de (10.11)
a

The natural norm is

h 1/2
x| = U l_xu)r"dr] (10.12)

and the metric is
b 172
dix,y)=|x—yl = |:f |x(r) — y(r)!“’dr] (10.13)
u
respectively. Schwarz’s incquality becomes

Iy 1/2 b 1/2
5[/ ;xc':'n"-dr] U |ymi'~’d;] (10.14)
(i 4 il

It can be shown that this space i1s complete and, hence, is a Hilbert space.
An additional requirement that can be imposed on a Hilbert space is separability, which, roughly
speaking, restricts the number of elements in the space. A Hilbert space 3 is separable if there

b
f |x(t)y"(r)] dt

L

exists a countable (i.c., can be put in one-to-one correspondence with the positive integers) set of
clements (fi. 5. . ... Ju+ - .- whose finite linear combinations are such that for any element f in
there exist an index N and constants ay, «z. ..., ay such that

N
’ f-Y ak

k=1

< € (10.15)

Theset (fy, foo oo\ fiyy o ..) is called a spanning set. The discussions from here on are limited 10
separable [ilbert spaces.

Any finite-dimensional Hilbert space E, is scparable. In fact, there exists a set of n vectors
(fis fae oo fu) such that each vector x in £, has the representation

o="3"twifk (10.16)
k=1

It can be shown that the spaces consisting of square-integrable functions on the intervals [a. b,
(—00, b, |a, o), and (—o0, 20) are all separable, where a and b are finite, and spanning sets exist
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for each of these spaces. For example, a spanning set for the space of square-integrable functions
on [a, b] is the set (1,1, 17, .. ), which is clearly countable.

The concepts of convergence and Cauchy sequences carry over to Hilbert spaces, with convergence
in the mean defined as

b
hmf lxe (1) — (D> =0 (10.17)
k=00 Ju

Similarly, the ideas of independence and basis sets apply to Hilbert spaces in infinite-dimensional
form.

It is necessary to distinguish between the concepts of a basis and a spanning set consisting of
independent vectors. As ¢ is reduced in Eq. (10.15), it is expected that N must be increased, and it
may also be necessary to change the previously found coefficients oy, . . ., ay. Hence, there might

not exist a fixed sequence of constants &, &5, ..., &,. ... with the property
o6
x=) hfe (10.18)
k=1

as would be required if the set [ fi} were a basis. For example, on the space of square-integrable
functions on [—1, 1], the independent set fy = 1.fi = 1, = 1%,..., is a spanning set, but
not a basis, since there are many square-integrable functions on [—1, 1] that cannot be expanded
in a series, like Eq. (10.19) (an example is [¢]). Odd as it may seem at first, it is possible if the
powers of 1 in this spanning sct are regrouped into the set of polynomials known as the Legendre
polynomials, Px(2).

Two vectors x, y are orthogonal or perpendicular if (x, ) = 0. A finite or countably infinite
set of vectors (¢, @, ..., @, .. .) is said to be an orthogonal setif (¢;, ;) = 0,i # j. A proper
orthogonal set is an orthogonal set none of whose elements is the zero vector. A proper orthogonal
set is an independent set. A set is orthonormal if

(i @) = [?: : fﬁ (10.19)

An important concept is that of a linear manifold in a Hilbert space. A set M is said to be a
linear manifold if, for x and y belonging to M, so does ax 4 By for arbitrary complex numbers
« and f; thus, M is itself a linear space. If a linear manifold is a closed set, it is called a closed
linear manifold (i.e., every Cauchy sequence has a limit in the space) and is itself a Hilbert space.
In three-dimensicnal Euclidean space, linear manifolds are simply lines and planes containing the
origin. In a finite-dimensional space, every linear manifold is necessarily closed.

Let M bea linear manifold, closed or not. Consider the set M * of all vectors which are orthogonal
to every vector in M. It is a linear manifold, which can be shown to be closed, If M is closed, M
and M1 are known as orthogonal complements. Given a linear manifold M, each vector in the
space can be decomposed in a unique manner, as a sum x, + z, where x, is in M and z is in M+,

Given an infinite orthonormal set [¢, @y, ..., @y, ...} in the space of all square-integrable
functions on the interval [4, b], let {a,] be a sequence of complex numbers. The Riesz—Fischer
theorem tells how to represent an element in the space and states:

L IE

o0
Z lan |2 (10.20)
n=l1
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diverges, then

o0

> andh, (10.21)

n=|\

diverges.
2. If Eq. (10.20) converges, then Eq. (10.21) also converges 10 some element g in the space and

a, = (g, P,) (10.22)

The next question that arises is how to construct an orthonormal set from an independent set
ler. €, ... €, . ..J. Awaytodothisis known as the Gram-Schmidt procedure. The construction
is as follows:

1. Pick a function from the set |e; ). say ;. Let
€
o = ——v7 (10.23)
(e, e):

2. Remove from a second function in the set {e ), say ez, its projection on ¢, This yields

& =e— (&0 (10.24)
The vector g is a linear combination of e; and e, and is orthogonal to ¢;. 'lo normalize it
form
Gy=—— (10.25)
(& &)*
3. Pick another function from the set {eg }, say e, and form
&= e — (e, §,)P;, — (¢35, @), (10.26)

Normalize g; in a manner similar to that used for g;.
4. Continue until all functions in the set {e:} have been used.

Note that the sets {e}, {g:}, and {¢; } all generate the same linear manifold.
A basis consisting of orthonormal vectors is known as an orthonormal basis. If the basis vectors
are not normalized, it is simply an orthogonal basis,

Example 10.2

Consider the interval [=1, 1] and the independentsetey = 1, &2 =1, ... ., =1 ... The Gram—
Schmidt procedure applied to this set without normalization, but with the requirement that all
orthogonal functions take on the value 1 atr = 1, gives the set of Lengendre polynomials, which is

Vo) =1, yn®) =1, Ya®)=31G2—1), Y300 =57 -30,...
(10.27)

Itis next desired to approximate an arbitrary vector x in a Hilbert space in terms of a linear combi-
nation of the independent set (e, ..., &}, where k < n if the space is an n-dimensional Euclidean
space, and k is an arbitrary integer if the space is infinite dimensional. First, the orthonormal
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set (@, ..., @) is constructed from {ey,..., e). The unique, best approximation to x is the
Fourier sum

k
Y (x ¢, (10.28)
=]

which is geometrically the projection of x onto the linear manifold generated by (¢, ..., &), or
equivalently, the sum of the projections along the individual axes defined by ¢, ¢, ..., ¢;. The
square of the distance between x and its projection is

2

k
= x* = ) lx, ;) 2 (10.29)

k
X—= Z(x» ¢f)¢’i'

'I-_-.]

Since the left-hand side is nonnegative, Eq. (10.29) gives Bessel’s inequality, which is

k
=% = D 1, )1 (10.30)

A convenient feature of the Fourier sum is the following: If another vector ¢ is added the
orthonormal approximating set of vectors, the best approximation now becomes

k+1

Y x 0)¢, (10.31)

=]

Thus, an additional term is added to the series expansion without changing previously computed
coefficients, which makes the extension to a countably infinite orthonormal approximating set
simple to envision. In the case of an infinite orthonormal approximating set, Bessel’s inequality
(10.30) now has an infinite limit on the sum. Does the approximating sum (10.31) converge to x ?
The answer is that convergence can be guaranteed only if the set {¢, ] is extensive enough, that is,
if it is a basis or a complete orthonormal set. In such cases, Eq. (10.30) becomes an equality. In fact,
a number of equivalent criteria can be stated to determine whether an orthonormal set {¢ ) isa
basis or not [Stakgold, 1967]. These are:

1. In finite n-dimensional Euclidean space, (¢ ) has exactly n elements for completeness,
2. Far every x in the space of square-integrable functions

x =) (% ) (10.32)
i
3. For every x in the space of square-integrable functions
.
Il =) 1k ) (10.33)

i=]

(known as Parseval’s equality).

4. Theonly xin the space of squarc-integrable functions for which all of the Fourier cocfficients
vanish is the 0 function,

5. There exists no function @(t) in the space of square-integrable functions such that (¢, @,,
Pa. ..., hy, . ..] isan orthonormal set.
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Examples of complete orthonormal sets of trigpnometric functions over the interval [0, T] are as
follows: (1) The complex exponentials with frequencies equal to the harmonics of the fundamental
frequency wy = 2/ T, or

1 et et o2t e i2nt

The factor (2)'/? in the denominator is necessary to normalize the functions and is often not
included in the definition of the complex exponential Fourier series. (2) The sines and cosines with
frequencies equal to harmonics of the fundamental frequency ey = 2/ T, or

(10.34)

1 (cos wqt) (sin ept) (cos 2wqt) (sin 2wqt)
R

Note that if any function is left out of these sets, the basis is incomplete.

10.3 Application of Signal Space Representation
to Signal Detection

The M-ary signal detection problem is as follows: given M signals, s5(t), 5,(f), ... 53¢(t), defined
over) <t < 7. One is chosen at random and sent each T-second interval through a channel
that adds white, Gaussian noise of power spectral density Ny/2 to it. The challenge is to design a
receiver that will decide which signal was sent through the channel during each T-second interval
with minimum probability of making an error.

An approach to this problem, as expanded upon in greater detail by Wozencraft and Jacobs [1965,
Chap. 4] and Ziemer and Tranter [1995, Chap. 9], is to construct a linear manifold, called the
signal space, using the Gram-Schmidt procedure on the M signals. Suppose that this results in the
orthonormalbasisset (¢, @, ..., x| where K < M. Thereceived signal plus noise is represented
in this signal space as vectors with coordinates (note that they depend on the signal transmitted)

i=1,2,...,K,
Zj=Ay+N 1 (10.36)
where
T
Aij =/ si(1)eh; (1) dt (10.37)
0

The numbers Z;; are components of vectors referred 1o as the signal vectors, and the space of all
signal vectors is called the observation space. An apparent problem with this approach is that not
all possible noise waveforms added to the signal can be represented as vectors in this K -dimensional
observation space. The part of the noise that is represented is

K
n(n) =" Nig;(1) (10.38)
=1
where
T
N; =f n(t)p; (1) de (10.39)
0

In terms of Hilbert space terminology, Eq. (10.38) is the projection of the noise waveform onto the
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Further Information

A comprehensive treatment of channel models is given in Fading Dispersive Communication Channels
by R.5. Kennedy. Data Cormmunications via Fading Channels, an 1EEE volume edited by K. Brayer,
provides an excellent collection of papers on the subject.
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14.1 Introduction

Loo

In 1948, Claunde Shannon issued a challenge to communications enginéers by proving that commnit:
nication systems could be made arbitrarily relioble as long as a fixed percentage of the transmitted
signal was redundant [Shannon, 194K e did not, however, indicate how this could he achievedd
Subsequent research has led to a number of techniques thar introduce redundancy to allow U
correction of errors without retrunstmission, These techniques, collectively kinowr as forward enol
correction (FEC) coding techniques, are used in systems where a reverse channel is not available I
requiesting retransmission, (he delay with retransmission would be excessive, the expected numbet
of errors would require a large number of retransmussions, or retransmission would be awkward
implement [Sklar, 1988].

A simplified model of a digital communication system which incorporates FEC coding is sho"
in Fig. 14.1. The FEC code acts on a discrete data channel comprising all system elements betwes
the encoder output and decoder input. The encoder maps the source data to g-ary code symbo=
which are modulated and transmitted. During transmission, this signal can be corrupted, causi?s
errors to arise in the demodulated symbol sequence. The FEC decoder attempts to correct th&
errors and restore the original source data.

A demodulator which outputs only a value for the g-ary symbol received during each sym
interval is said to make hard decisions. In the binary symmetric channel (BSC), hard decisions #*

© 1997 by CRC Press. -
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|w Jﬁ,;-m~w Demodulsior ¥ e 28 Stok

FIGURE 14.1  Block diagram of a digital communication svstem with forward error correction.

R : V&,
Soft decislon output: 000 | 001 | 010 | 011 100 101 110 111
Hird decision output: 0 1

FIGURE 14.2 Hard and soft decision demodulation of a coherently demodulated BPSK
signal corrupted by AWGN. f(z | 1) and f(z | 0) are the Gaussianly distributed conditional
probability density functions at the threshold device.

result with this system are depicted in Fig. 14.2. The probability of error is given by the area under
the density functions that lies across the decision threshold, and is a function of the symbol energy
£, and the one-sided noise power spectral density Ny.

Alternatively, the demodulator can make soft decisions or output an estimate of the symbol value
along with an indication of its confidence in this estimate. For example, if the BPSK demodulator
uses three-bit quantization, the two least significant bits can be taken as a confidence measure.
Possible soft-decision thresholds for the BPSK signal are depicted in Fig. 14.2. In practice, there is
little to be gained by using many soft-decision quantization levels.

Block and convolutional codes introduce redundancy by adding parity symbols to the message
data. They map k source symbols 10 n code symbols and are said to have code rate R = k/n.
With fixed information rates, this redundancy results in increased bandwidth and lower energy
per transmitted symbol. At low signal-to-noise ratios, these codes cannot compensate for these
impairments, and performance is degraded. At higher ratios of information symbol energy £,
to noise spectral density Ny, however, there is coding gain since the performance improvement
offered by coding more than compensates for these impairments. Coding gain is usually defined as
the reduction in required E, /N to achieve a specific error rate in an error-control coded system
over one without coding. In contrast to block and convolutional codes, trellis-coded modulation
introduces redundancy by expanding the size of the signal set rather than increasing the number of
symbols transmitted, and so offers the advantages of coding to band-limited systems.

Each of these coding techniques is considered in turn. Following a discussion of interleaving and
concatenated coding, this chapter concludes with a brief overview of FEC applications.

142 Ellndamentals of Block Coding

In block codes there is a one-to-one mapping between k-symbol source words and n-symbol
codewords. With g-ary signalling, ¢* out of the g possible n-tuples are valid code vectors. The set
of all n-tuples forms a vector space in which the ¢* code vectors are distributed. The Hamming
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distance between any two code vectors is the number of symbols in which they differ; the minimum
distance dy;, of the code is the smallest Hamming distance between any two codewords.

There are two contradictory objectives of block codes. The first is to distribute the code vectors
in the vector space such that the distance between them is maximized. Then, if the decoder receives
a corrupted vector, by evaluating the nearest valid code vector it will decode the correct word with
high probability. The second is to pack the vector space with as many code vectors as possible to
reduce the redundancy in transmission.

When code vectors differ in at least dyj, positions, a decoder which evaluates the nearest code
vector to each received word is guaranteed to correct up to 1 random symbol errors per word if

dmin221+l (14.1)

Alternatively, all g" — ¢* illegal words can be detected, including all error patterns with dpyin — 1
or fewer errors. In general, a block code can correct all patterns of 1 or fewer errors and detect all
patterns of u or fewer errors provided that « > f and

dminzr""u‘f' 1 (14.2)

if g = 2, knowledge of the positions of the errors is sulficient [or their correction; if ¢ > 2, the
decoder must determine both the positions and values of the errors. If the demodulator indicates
positions in which the symbol values are unreliable, the decoder can assume their value unknown
and has only to solve for the value of these symbols. These positions are called erasures. A block
code can correct up to f errors and v erasures in each word if

dpin = 2t + v+ 1 (14.3)

14.3 Structure and Decoding of Block Codes

Shannon showed that the performance limit of codes with fixed code rate improves as the block
length increases. As n and k increase, however, practical implementation requires that the mapping
from message to code vector not be arbitrary but that an underlying structure to the code exist.
The structures developed to date limit the error correcting capability of these codes to below what
Shannon proved possible, on average, for a code with random codeword assignments. The search
for good constructive codes continues.

A property which simplifies implementation of the coding operations is that of code linearity. A
code is linear if the addition of any two code vectors forms another code vector, which implies that
the code vectors form a subspace of the vector space of n-tuples, This subspace, which contains
the all-zero vector, is spanned by any set of k linearly independent code vectors. Encoding can be
described as the multiplication of the information k-tuple by a generator matrix G, of dimension
k > n, which contains these basis vectors as rows. That is, a message vector my; is mapped to a code
vector ¢ according to

¢=mG, i=0,1,....g5-1 (14.4)

where elementwise arithmetic is defined in the finite field GF(g). In general, this encoding pro-
cedure results in code vectors with nonsystematic form in that the values of the message symbols
cannot be determined by inspection of the code vector. However, if G has the form [I;, P} where It
is the & x & identity matrix and Pisa k x (n — k) matrix of parity checks, then the k most significant
symbaols of each code vector are identical to the message vector and the code has systematic form.
This notation assumes that vectors are written with their most significant or first symbols in time
on the lefi, a convention used throughout this chapter.
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For each generator matrix there is an (n — k) x k parity check matrix H whose rows are orthogo-
nal to the rows in G, i.e., GH” = 0. Ifthe code is systematic, H = [—PT, I,_;]. Since all codewords
are linear sums of the rows in G, it follows that ¢H” = 0 foralli,i = 0,1,...,¢* — 1, and
that the validity of the demodulated vectors can be checked by performing this multiplication.
If a codeword c is corrupted during transmission so that the hard-decision demodulator outputs
the vector € = ¢ + ¢, where e is a nonzero error pattern, the result of this multiplication is an
(n — k)-tuple that is indicative of the validity of the sequence. This result, called the syndrome s,
is dependent only on the error pattern since

s=¢HT = (c+e)HT = cH” + eH” = eHT (14.5)

If the error pattern is a code vector, the errors go undetected. For all other error patterns, however,
the syndrome is nonzero. Since there are g"* — 1 nonzero syndromes, g"* — 1 error patterns can
be corrected. When these patterns include all those with ¢ or fewer errors and no others, the code is
said to be a perfect code. Few codes are perfect; most codes are capable of correcting some patterns
with more than 1 errors. Standard array decoders use lookup tables to associate each syndrome
with an error pattern but become impractical as the block length and number of parity symbols
increases, Algebraic decoding algorithms have been developed for codes with stronger structure.
These algorithms are simplified with imperfect codes if the patterns corrected are limited to those
with r or fewer errors, a simplification called bounded distance decoding.

Cyclic codes are a subclass of linear block codes with an algebraic structure that enables encoding
to be implemented with a linear feedback shift register and decoding to be implemented without
a lookup table. As a result, most block codes in use today are cyclic or are closely related to cyclic
codes. These codes are best described if vectors are interpreted as polynomials and the arithmetic
follows the rules for polynomials where the elementwise operations are defined in GF(g). Ina cyclic
code, all codeword polynomials are multiples of a generator polynomial g(x) of degree n — k. This
polynomial is chosen to be a divisor of x" — 1 so that a cyclic shift of a code vector yields another
code vector, giving this class of codes its name, A message polynomial m;(x) can be mapped to a
codeword polynomial ¢; (x) in nonsystematic form as

ci(x) = mi(x)glx), i=0,1, ...,qk -1 (14.6)
In systematic form, codeword polynomials have the form
ci(x) = m;(x)x"* = ri(x), =] q" -1 (14.7)

where r; (x) is the remainder of m; (x)x"~* divided by g (x). Polynomial multiplication and division
can be easily implemented with shift registers [Blahut, 1983].

The first step in decoding the demodulated word is to determine if the word is a multiple of
g(x). This is done by dividing it by g(x) and examining the remainder. Since polynomial division
is a linear operation, the resulting syndrome s(x) depends only on the error pattern. If s(x) is
the all-zero polynomial, transmission is errorless or an undetectable error pattern has occurred.
If5(x) is nonzero, at least one error has occurred. This is the principle of the cyclic redundancy
check (CRC). It remains to determine the most likely error pattern that could have generated this
syndrome.

Single error correcting binary codes can use the syndrome to immediately locate the bit in error.
More powerful codes use this information to determine the locations and values of multiple errors.
The most prominent approach of doing so is with the iterative technique developed by Berlekamp.
This technique, which involves computing an crror-locator polynomial and solving for its roots,
was subsequently interpreted by Massey in terms of the design of a minimum-length shift register.
Once the location and values of the errors are known, Chien’s search algorithm efficiently corrects
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the code and is important for evaluating the performance of a code that uses threshold decoding, As
i increases, d(i) approaches the free distance of the code, df, which is the minimum Hamming
distance in the set of arbitrarily long paths that diverge and then remerge in the trellis,

With maximum likelihood decoding, convolutional codes can generally correct up to f errors
within three to five constraint lengths, depending on how the errors are distributed, where

drree = 21 + 1 (14.8)

The free distance can be calculated by exhaustively searching for the minimum-weight path that
returns to the all-zero state, or evaluating the term of lowest degree in the generating function of
the code.

The objective of a convolutional code is to maximize these distance properties. They generally
improve as the constraint length of the code increases, and nonsystematic codes generally have better
properties than systematic ones. Good codes have been found by computer search and are tabulated
in many texts, including [Clark and Cain, 1981]. Convolutional codes with high code rate can be
constructed by puncturing or periodically deleting coded symbols from a low rate code. A list of
low rate codes and perforation matrices that result in good high rate codes can be found in many
sources, including [Wu et al., 1987]. The performance of good punctured codes approaches that of
the best convolutional codes known with similar rate, and decoder implementation is significantly
less complex.

Convolutional codes can be catastrophic, having the potential to generate an unlimited number
of decoded bit errors in response to a finite number of errors in the demodulated bit sequence.
Catastrophic error propagation is avoided if the code has generator polynomials with a greatest
commen divisor of the form x° for any a or, equivalently, if there are no closed-loop paths in the
state diagram with all-zero output other than the one taken with all-zero input. Systematic codes
are not catastrophic.

14.6 Decoding of Convolutional Codes

In 1967, Viterbi developed a maximum likelihood decoding algorithm that takes advantage of the
trellis structure to reduce the complexity of the evaluation. This algorithm has become known as
the Viterbi algorithm. With each received n-tuple, the decoder computes a metric or measure
of likelihood for all paths that could have been taken during that interval and discards all but the
most likely to terminate on each node. An arbitrary decision is made if path metrics are equal.
The metrics can be formed using either hard or soft decision information with little difference in
implementation complexity.

If the message has finite length and the encoder is subsequently flushed with zeros, a single
decoded path remains. With a BSC, this path corresponds to the valid code sequence with minimum
Hamming distance from the demodulated sequence. Full-length decoding becomes impractical as
the length of the message sequence increases. The most likely paths tend to have a common stem,
however, and selecting the trace value four or five times the constraint length prior to the present
decoding depth results in near-optimum performance. Since the number of paths examined during
each interval increases exponentially with the constraint length, the Viterbi algorithm also becomes
impractical for codes with large constraint length. To date, Viterbi decoding has been implemented
for codes with constraint lengths up to ten. Other decoding techniques, such as sequential and
threshold decoding, can be used with larger constraint lengths.

Sequential decoding was proposed by Wozencraft, and the most widely used algorithm was
developed by Fano. Rather than tracking multiple paths through the trellis, the sequential decoder
operates on a single path while searching the code tree for a path with high probability. It makes
tentative decisions regarding the transmitted sequence, computes a metric between its proposed path
and the demodulated sequence, and moves forward through the tree as long as the metric indicates
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ensures improved Euclidean distance is the method of set partitioning. This involves separating
all parallel paths on the trellis with maximum distance and assigning the next greatest distance to
paths that diverge from or merge onto the same node. Figures 14.6(c) and 14.6(d) give examples
of mappings for the rate 2/3 code with 8-PSK and B-PAM signal constellations respectively.

As with convoluticnal codes, the free distance of a TCM code is defined as the minimum distance
between paths through the trellis, where the distance of concern is now Euclidean distance rather
than Hamming distance. The free distance of an uncoded signal is defined as the distance between
the closest signal points. When coded and uncoded signals have the same average power, the coding
gain of the TCM system is defined as
df’“'—“"w ) (14.9)

coding gain = 20log,, (d
free, uncoded

It can be shown that the simple, rate 2/3 8 phase-shift keying (PSK) and 8 pulse-amplitude modula-
tion (PAM) TCM systems provide gains of 3 dBand 3.3 dB, respectively | Clark and Cain, 1981]. More
complex TCM systems yield gains up to 6 dB. Tables of good codes are given in [Ungerboeck, 1987].

14.8 Additional Measures

When the demodulaced sequence contains bursts of errors, the performance of codes designed to
correct independent errors improves if coded sequences are interleaved prior to transmission and
deinterleaved prior to decoding. Deinterleaving separates the burst errors, making them appear
more random and inzreasing the likelihood of accurate decoding. It is generally sufficient Lo inter-
leave several block lengths of a block coded signal or several constraint lengths of a convolutionally
encoded signal. Block interleaving is the most straightforward approach, but delay and memory
requirements are halved with convolutional and helical interleaving techniques. Periodicity in the
way sequences are combined is avoided with pseudorandom interleaving.

Concatenated codes, first investigated by Forney, use two levels of coding to achieve a level
of performance with less complexity than a single coding stage would require. The inner code
interfaces with the modulator and demodulator and corrects the majority of the errors; the outer
code corrects errors that appear at the output of the inner-code decoder. A convolutional code with
Viterbi decoding is usually chosen as the inner code, and an RS code is often chosen as the outer
code due to its ability to correct the bursts of bit errors which can result with incorrect decoding of
trellis-coded sequences. Interleaving and deinterleaving outer-code symbols between coding stages
offers further protection against the burst error output of the inner code.

14,9 Applications

FEC coding remained of theoretical interest until advances in digital technology and improvements
in decoding algorithms made their implementation possible. [t has since become an attractive
alternative to improving other system components or boosting transmission power. FEC codes
are commonly used in digital storage systems, deep-space and satellite communication systems,
terrestrial radio and band limited wireline systems, and have also been proposed for fiber op-
tic transmission. Accordingly, the theory and practice of error correcting codes now occupies a
prominent position in the field of communications engineering.

Deep-space systems began using forward error correction in the early 1970s to reduce transmis-
sion power requirements, and used multiple error correcting RS codes for the first time in 1977 to
protectagainst corruption of compressed image data in the Voyager missions [Wicker and Bhargava,
1994]. The Consultative Committee for Space Data Systems (CCSDS) has since recommended use
of a concatenated coding system which uses a rate 1/2, constraint length 7 convolutional inner code
and a (255, 223) RS outer code.
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Coding is now commonly used in satellite systems to reduce power requirements and overall
hardware costs and to allow closer orbital spacing of geosynchronous satellites [Berlekamp et al.,
1987]. FEC codes play integral roles in the VSAT, MSAT, INTELSAT, and INMARSAT systems [Wu
etal, 1987]. Further, a (31, 15) RS code is used in the joint tactical information distribution system
(JTIDS), a (7, 2) RS code is used in the air force satellite communication system (AFSATCOM),
and a (204, 192) RS code has been designed specifically for satellite time division multiple access
(TDMA) systems. Another code designed for military applications involves concatenation of a
Golay and RS code with interleaving to ensure an imbalance of 1’s and 0’s in the transmitted
symbol sequence and enhance signal recovery under severe noise and interference [Berlekamp
ct al., 1987].

TCM has become commonplace in transmission of data over voiceband telephone channels.
Modems developed since 1984 use trellis coded QAM modulation to provide robust communication
at rates above 9.6 kb/s.

FEC codes have also been widely used in digital recording systems, most prominently in the
compact disc digital audio system. This system uses two levels of coding and interleaving in the
cross-interleaved RS coding (CIRC) system ta correct errors that result from disc imperfections
and dirt and scratches which accumulate during use. Steps are also taken to mute uncorrectable
sequences [Wicker and Bhargava, 1994).

Defining Terms

Binary symmetric channel: A memoryless discrete data channel with binary signalling, hard-
decision demodulation, and channel impairments that do not depend on the value of the
symbol transmitted,

Bounded distance decoding: Limiting the error patterns which are corrected in an imperfect code
to those with 1 or fewer errors,

Catastrophiccode: A convolutional code in which a finite number of code symbol errors can
cause an unlimited number of decoded bit errors.

Coderate: The ratio of source word length to codeword length, indicative of the amount of
information transmitted per encoded symbol.

Coding gain:  The reduction in signal-to-noise ratio required for specified error performance in a
block or convolutional coded system over an uncoded system with the same information rate,
channel impairments, and modulation and demodulation techniques. In TCM, the ratio of
the squared free distance in the coded system to that of the uncoded system.

Column distance: Theminimum Hamming distance between convolutionally encoded sequences
of a specified length with different leading n-tuples.

Concatenated codes:  Two levels of codes that achieve a level of performance with less complexity
than a single coding stage would require. The inner code is often a convolutional code, and
the outer code is usually an RS code,

Cycliccode: A block code in which cyclic shifts of code vectors are also code vectors.

Cyclic redundancy check: ‘When the syndrome of a cyclic block code is used to detect errors.

Designed distance: The guaranteed minimum distance of a BCH code designed to correct up to
[ errors.

Discrete data channel: The concatenation of all system elements between FEC encoder output
and decoder input.

Distance profile:  The minimum Hamming distance after each encoding interval of convolution-
ally encoded sequences which differ in the first interval.

Erasure: A position in the demodulated sequence where the symbol value is unknown.

Finite field: A finite set of elements and operztions of addition and multiplication that satisfy
specific properties. Often called Galois fields and denoted GF(g), where ¢ is the number of
elements in the field. Finite fields exist for all ¢ which are prime or the power of a prime.
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Free distance: Theminimum Hamming weight of convolutionally encoded sequences that diverge
and remerge in the trellis, Equals the maximum column distance and the limiting value of
the distance profile.

Generator matrix: A matrix used to describe a linear code. Code vectors equal the information
vectors multiplied by this matrix.

Generator polynomial: The polynomial that is a divisor of all codeword polynomials in a cyclic
block code; a polynomial that describes circuit connections in a convolutional encoder.

Hamming distance: The number of symbols in which codewords differ.

Hard decision: Demodulation that outputs only a value for each received symbol.

Interleaving: Shuffling the coded bit sequence prior to modulation and reversing this operation
following demodulation. Usedtoseparate and redistribute burst errorsover several codewords
{block codes) or constraint lengths (trellis codes) for higher probability of correct decoding
by codes designed to correct random errors.

Linearcode: A code whose code vectors form a vector space. Equivaleatly, a code where the
addition of any two code vectors forms another code vector.

Maximum distance separable: A code with thelargest possible minimum distance given the block
length and code rate. These codes meet the Singleton bound of dyin <n —k + 1.

Metric: A measure of goodness against which items are judged. In the Viterbi algorithm, an
indication of the probability of a path being taken given the demodulated symbol sequence.

Minimum distance: Inablock code, the smallest Hamming distance between any two codewords.
In a convolutional code, the column distance after K intervals.

Parity check matrix: A matrix whose rows are orthogonal to the rows in the generator matrix of
a linear code. Errors can be detected by multiplying the received vector by this matrix.

Perfect code: A 1 error correcting (n, k) block code in which ¢"~* — 1 = ¥"I_, (')

Puncturing: Periodic deletion of code symbols from the sequence generated by a convolutional
encoder for purposes of constructing a higher rate code. Also, deletion of parity bits ina block
code.

Set partitioning: Rules for mapping coded sequences to points in the signal constellation that
always result in a larger Euclidean distance for a TCM system than an uncoded system, given
appropriate construction of the trellis. '

Soft decision: Demodulation that outputs an estimate of the received symbol value along with
an indication of the reliability of this value, Usually implemented by quantizing the received
signal to more levels than there are symbol values.

Standard array decoding: Association of an error pattern with each syndrome by way of a lookup

table.
Syndrome: An indication of whether or not errors are present in the demodulated symbol se-
quence.

Systematic code: A code inwhich the values of the message symbols can be identified by inspection
of the code vector.

Vector space:  An algebraic structure comprised of a set of elements in which operations of vector
addition and scafar multiplication are definec. For our purposes, a set of n-tuples consisting
of symbols from GF(g) with addition and multiplication defined in terms of elementwise
operations from this finite field.

Viterbi algorithm: A maximum-likelihood decoding algorithm for trellis codes that discards low-
probability paths at each stage of the trellis, thereby reducing the total number of paths that
must be considered.
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15.1 Introduction

In most digital communication systems, whenever error events occur in the transmitted messages,
some action must be taken to correct these events, This action may take the form of an error
correction procedure that attempts to correct these errors. In some applications where a two-way
communication link exists between the sender and the receiver, the receiver may inform the sender
that a message has been received in error and, hence, request a repeat of that message. In principle,
the procedure may be repeated as many times as necessary until that message is received error free.
An error control systern in which the erroneously received messages are simply retransmitted is
called automatic-repeat-request (ARQ).

In ARQ systems, the receiver must perform only an error detection procedure on the received
messages without attempting to correct the errors. Hence, an error detecting code, in the form of
specific redundant or parity-check symbols, must be added to the information-bearing sequence,
In general, as the error detecting capability of the code increases, the number of added redundant
symbols must also be increased. Clearly, with such a system, an erroneously received message is
delivered to the user only if the receiver fails to detect the presence of errors. Since error detection
coding is simple, powerful, and quite robust, ARQ systems constitute a simple and efficient method
for providing highly reliable transfer of messages from the source to the user over a variety of
lransmission channels. ARQ systems are therefore widely used in data communication systems that
are highly sensitive to errors, such as in computer to computer communications.

ﬁﬁr%a-m
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182 Basic Principles

This chapter presents and discusses principles, performances, limitations, and variants of basic
ARQ strategies. The fundamentals of the basic ARQ schemes are presented in Sec. 15.2, whereas
the performance analysis and the limitations are carried out in Sec. 15.3. Section 15.4 presents
some of the most common variants of the basic ARQ schemes, and hybrid forward error control
(FEC)/ARQ technigues are outlined in Sec, 15.5. Finally, an application problem is provided in
Sec. 15.6. '

15.2 Fundamentals and Basic Automatic Repeat
Request Schemes

Messages transmitted on 2 communication channel are subjected 1o errors, which must be detected
and/or corrected at the receiver, This section presents the basic principles underlying the concept
of error control, using retransmission schemes.

Basic Principles

In the seven-layer open system interconnection (OSI) model, error control refers to some basic
functions that may be performed at several layers, especially at the transport layer (level 4) and at
the data link layer (level 2). The transport layer is responsible for the end-to-end transport of infor-
mation processed as protocel data unit (PDU) through a network infrastructure. An intermediate
layer, called network layer (level 3), ensures that messages, which are broken down into smaller
blocks called packets, can successfully be switched from one node to another of the network.

The error control on each individual link of the network is performed by the data link layer,
which transforms packets received from the network layer into frames by adding address, control,
and error check fields prior to their transmission into the channel. Figure 15.1 shows an example
of the frame structure, whose length, which depends on the particular data link protocol used,
usually varies approximately between 50 and 200 bytes. The length of each field also depends on
the particular data link control protocol employed. The data link layer must ensure a correct and
orderly delivery of packets between switching nodes in the network. The objective of the error
control is to maintain the integrity of the data in the frames as they transit through the links,
overcoming the loss, duplication, desequencing, and damage of data and control information bits
at these various levels. Most ARQ error control techniques integrate error detection using standard
cyclic redundancy check (CRC), as well as requests for retransmission using PDU.

Error control coding consists essentially of adding to the information bits to be transmitted some
extra or redundant bits, called perity-check bits, on a regular and controlled manner. These parity-
check bits, which are removed at the recciver, do not convey information but allow the receiver to
detect and possibly correct errors in the received frames.

The single parity-check bit used in ASCII is an example of a redundant bit for error detection
purposes. It is an eighth bit added to the seven information bits in the frame representing the
alphanumeric character to be transmitted. This bit takes the value 1 if the number of 15 in the first

Error check
Contro
Addrcssl ontrol Data packet (CRC)
Header Trailer

Y > “« o x

FIGURE 15.1 Structure of a frame.
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seven bits is odd (odd parity), and 0 otherwise. At the receiver, the parity check bit of the received
frame is computed again in order to verify whether or not it agrees with the received parity check
bit. A mismatch of these parity check bits indicates that an odd number of errors has occurred
during transmission, leading the receiver to request a retransmission of the erroncous frame.

ARQ refers to retransmission techniques, which basically operate as follows. Erroneously re-
ceived frames are retransmitted until they are received or detected as being error free; errors are
detected using a simple detection code. Positive (ACK) or negative (NAK) acknowledgments are
sent back by the receiver to the sender over a reliable feedback channel, in order to report whether
a previously transmitted frame has been reccived crror free or with errors. In principle, a positive
acknowledgment signals the transmitter to send the next data frame, whereas a negative acknowl-
edgment is a request for frame retransmission. stop-and-wait, go-back-N, and selective-repeat are
the three basic versions of ARQ, the last two schemes being usually referred to as sliding window
protocols,

Stop-and-Wait Automatic Repeat Request

Stop-and-wait ARQ is a very simple acknowledgment scheme, which works as follows. Sender
and receiver communicate through a half-duplex point-to-point link. Following transmission of
a single frame to the receiver, the sender waits for an acknowledgment from the receiver before
sending the next data frame or repeating the same frame. Upon receiving a frame, the receiver
sends back to the sender a positive acknowledgment (ACK) if the frame is correct; otherwise it
transmits a negative acknowledgment (NAK).

Figure 15.2 illustrates the frame flow for stop-and-wait ARQ. Frames F1, F2, F3,... are in
queue for transmission. At time /s, the sender transmits frame F'1 to the receiver and stays idle
until cither an ACK or NAK is received for that frame. At time 7}, F'1 is correctly reccived, hencean
ACK is sent back. At time 15, the sender receives this ACK and transmits the next frame #2, which
is received at time #5 and detected in error. Frame F2 is then discarded at the receiver and a NAK is
therefore returned 1o the sender. At time 4, the sender receiving a NAK for F2 retransmits a copy
of that frame and waits again, until it receives at time 15 either an ACK or NAK for F2. Assuming
il is an ACK, as illustrated in Fig. 15.2, the sender then proceeds to transmit the next frame F3,
and so on. Clearly, such a technique requires the sender 10 store in a buffer a copy of a transmitted
frame until a positive acknowledgment has been received for that frame.

Qbviously, this technique does not take into account all contingencies. Indeed, 11 is possible that
some transmitted frames damaged by transmission impairments do not even reach the receiver,
in which case the receiver cannot even acknowledge them, To overcome this situation, a timer 1s
integrated in the sender for implementing a fime-ont mechanism. A lime outis somepre-established

frame in error

FIGURE 15.2 Stop-and-wait ARQ.
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time interval beyond which a transmitted frame is considered lost if its acknowledgment is not
received; a timed-out frame is usually simply retransmitted.

Another undesirable situation can be described as follows. The sender transmits a copy of some
frame F, which is received correctly by the receiver. A positive acknowledgment (ACK) is then
returned to the sender. Unfortunately, this ACK may be corrupted during its transmission in the
feedback channel so that it becomes unrecognizable by the sender which therefore transmits another
copy of the same frame. As a result, there isa possibility of frame duplication at the receiver leading
to an ambiguity between a frame and its immediate predecessor or successor. Thisambiguity can be
easily resolved by attaching a sequence number in each transmitted frame. In practice, a single-bit
(0 or 1) inserted in the header of each frame is sufficient to distinguish a frame from its duplicate
at the receiver,

Stop-and-wait ARQ schemes offer the advantage of a great simplicity. However, they are not
very suitable for high-speed modern communication systems since data is transmitted in one
direction only. Protocols in which the ACK for a frame must be received by the sender prior to
the transmission of the next frame are referred to as positive acknowledgment with retransmission
(PAR) protocols. The principal weakness of PAR schemes is an inefficient link utilization related
to the time lost awaiting for acknowledgments before sending another frame, especially if the
propagation delay is significantly longer than the packet transmission time, such as in satellite links.
To overcome this shortcoming, PAR schemes have been adapted to more practical situations, which
require transmitting frames in both directions, using full-duplexlinks between sender and receiver,
Clearly then, each direction of transmission acts as the forward channel for the frames and as the
return channel for the acknowledgments. Now in order to improve further the efficiency of each
channel, ACK/NAK control packets and information frames need not besent separately. Instead, the
acknowledgment about each previously received frame is simply appended to the next transmitted
frame. In this technique called piggybacking, clearly, transmission of the acknowledgment of a
received frame is delayed by the transmission of the next data frame. A fixed maximum waiting
time for the arrival of a new frame is thus set. If no new frame has arrived by the end of that waiting
time, then the acknowledgment frame is sent separately. Even with piggybacking, PAR schemes still
require the sender to wait for an acknowledgment before transmitting another frame. An obvious
improvement of the efficiency may be achieved by relaxing this condition and allow the sender to
transmit up to W, W > 1 frames without waiting for an acknowledgment. A further improvement
still is to allow a continuous transmission of the frames without any waiting for acknowledgments.
These protocols are called Continuous ARQ and are associated with the concept of sliding window
protocols.

Sliding Window Protocols

To overcome the inefficiency of PAR schemes, an obvious solution is not to stay idle between frame
transmissions. One approach is to use a sliding window protocol where a window refers to a subset
of consecutive frames,

Consider a window that contains N frames numbered w, w + 1, ..., w+ N — 1, as shown in
Fig. 15.3. Every frame using a number smaller than  has been sent and acknowledged as identified
in Fig. 15.3 as frames before the window, whereas no frame with a number larger than or equal to
w + N, identified as frames beyond the window, has yet been sent. Frames in the window that have
been sent but that have not yet been acknowledged are said to be outstanding frames. As outstanding
frames are being acknowledged, the window shifts to the right to exclude acknowledged frames and,
subsequently, to include the new frames that have to be sent. Since the window must always contain
frames that are numbered consecutively, the frames are excluded from the window in the same
order in which they were included.

To limit the number of outstanding frames, a limit on the window size may be determined. When
this limit is reached, the sender accepts no more frames. A window size N = 1 corresponds to the
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FIGURE 15.3 Frame sequencing in a sliding window protocol (sender side).

stop-and-wait protocol, whereas a window size greater than the total number of frames that can be
represented in the header field of the frame refers to an wnrestricted protocal. Clearly, the window
size has some influence on the network traffic and on buffering requirements. Go-back-N and
selective-repeat may be considered as two common implementations of a sliding window protocol
as will be described next.

Go-Back-N Automatic Repeat Request

Go-back-N ARQ schemes use continuous transmission without waiting for ACK between frames.
Clearly, a full-duplex link between the sender and the receiver is required, allowing a number
of consecutive frames to be sent without receiving an acknowledgment. In fact, ACKs may not
even be transmitted. Upon detecting a frame in error, the receiver sends a NAK for that frame
and discards that frame and all succeeding frames, until that erroneous frame has been correctly
received. Following reception of a NAK, the sender completes the transmission of the current frame
and retransmits the erroneous frame and all subsequent ones.

In accordance with the sliding window protocol, each frame is numbered by an integer £ =
0,12, ..., 2% — 1, where k denotes the number of bits in the number field of the frame. In general,
in order to facilitate their interpretation, frames are all numbered consecutively modulo-2*. For
example, for k = 3, frames are numbered 0-7 repeatedly.

1t is important to fix the maximum window size, that s, the maximum number of outstanding
frames waiting to be transmitted at any one time. To avoid two different outstanding frames having
the same number, as well as to prevent pathological protocol failures, the maximum window size
is N = 2* — 1. It follows that the number of discarded frames is at most equal to N; however, the
actual exact number of discarded frames depends also on the propagation delay. For most usual
applications, a window of size N = 7 (i.e., k = 3) is adequate, whereas for some satellite links the
window size N is usually equal to 127.

Figure 15.4 illustrates the frame flow for a go-back-N ARQ scheme, with k = 3 and, hence,
N =7, Thus the sender can transmit sequences of frames numbered F0, F1, F2,..., F7. As
shown in Fig. 15.4, since the receiver detects an error on frame F3, it returns NAK3 to the sender
and discards both F3 and the succeeding frames F74, F5, and F6, which becausc of propagation
delays have already been transmitted by the sender before it received the negative acknowledgment
NAKS3. Then, the sender retransmits 3 and the sequence of frames F4, F5,and F6,and proceedsto
transmit F7 (using the current sequencing) as well as frames F0, F1, . .., using the next sequencing.
Obviously should any of the preceding frames be received in error, then the same repeat procedure
is implemented, starting from that frame in error.

Go-back-N procedures have been implemented in various data link protocols such as high-level
data link control (HDLC), which refers to layer 2 of the seven-layer OS1 model, and transmission
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control protocol/internet protocol (TCP/IP), which supports the Internet, the world’s largest inter-
connections of computer networks. Indeed, to ensure reliable end-to-end connections and improve
the performance, TCP usesa sliding window protocol with timers. In accordance with this protocol,
the sender can transmit several TCP messages or frames before an acknowledgment is received for
any of the frames. The number of frames allowed in transit is negotiated dynamically using the
window field in the TCP header.

As an implementation of the sliding window protocol, the go-back-N scheme is more efficient
and more general than the stop-and-wait scheme, which is clearly equivalent to go-back-N, with
N = 1. However, go-back-N presents the disadvantage of requiring a prerequisite numbering of
frames as well as the buffering in the window of N frames awaiting positive acknowledgments.
Furthermore, in the absence of a controlled source, all incoming frames not yet accepted by the
window must be buffered while they wait to be inserted in the window. Inefficiency is also due to
the discarding of all frames that follow the frame received in error, even though these frames may be
error free. On the other hand, such a procedure presents the advantage of maintaining the proper
sequencing of the frames accepted at the receiver.

Selective-Repeat Automatic Repeat Request

To overcome the inefficiency resulting from unnecessarily retransmitting the error-free frames,
retransmission can be restricted to only those frames that have been detected in error. Repeated
frames correspond to erroneous or damaged frames that are negatively acknowledged as well as
frames for which the time out has expired. Such a procedure is referred to as selective-repeat ARQ,
which obviously should improve the performance over both stop-and-wait and go-back- N schemes.
Naturally, a full-duplex link is again assumed.

Figure 15.5 illustrates the frame flow for selective-repeat ARQ. The frames appear to be disjointed
but there is no idle time between consecutive frames. The sender transmits a sequence of frames
Fl1,F2.F5;.... As illustrated in Fig. 15.5, the receiver detects an error on the third frame F3
and thus returns a negative acknowledgment denoted NAK3 to the sender. However, due to the
continuous nature of the protocol, the succeeding frames F4, F5, and F6 have alrcady been sent
and are in the pipeline by the time the sender receives NAK3, Upon receiving NAK3, the sender
completes the transmission of the current frame (F6) and then retransmits £3 before sending the
next frame F7 in the sequence. The correctly received but incomplete sequence F4, £5, F6 must
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be buffered at the receiver, until £3 has been correctly received and inserted in its proper place to
complete the sequence F3, F4,.F5, F6, ..., which is then delivered.

If F3 is correctly received at the first retransmission, the buffered sequence is F4, F5, and F6,
However, if F 3 is reccived in error during its retransmission and hence must be retransmitted again,
then clearly the buffered sequenceis F4, F5, F6, F7, F8, F9. Therefore, multiple retransmissions
of a given frame leads to an ever larger buffering, which may be theoretically unbounded. To
circumvent such a possibility and the ensuing buffer overflow, a time out mechanism is usually
incorporated in all practical selective-repeat ARQ systems.

In practice, each correctly received frame prior to the appearance of an erroncous frame denoted
F is delivered to the user (i.e., the physical layer). Thereafter, all error free successive frames are
buffered at the receiver, until frame F is correctly received. It is then inserted at the beginning of
the buffered sequence, which can thus be safely delivered to the user up to the next frame received
in error, However, the reordering becomes somewhat more complex if other frames are received
in error before frame F is finally received error free. As a consequence, proper buffering must be
provided by the sender, which must also integrate the appropriate logic in order to send frames
that are out of sequence, The receiver must also be provided with adequate buffering to store the
out-of-order frames within the window until the frame in error is correctly received, in addition to
be provided with the appropriate logic for inserting the accepted frames in their proper place in the
sequence, The required buffers may be rather large for satellite transmission with long propagation
delays and long pipelines corresponding to the many frames in transit between sender and receiver,
As a result, selective-repeat ARQ procedure tends to be less commonly used than the go-back-N
ARQ scheme, even though it may be more efficient from a throughput point of view.

15.3 Performance Analysis and Limitations

In ARQ systems, the performance is usually measured using two parameters: throughput efficiency
and undetected error probability on the data bits. The throughput efficiency is defined as the ratio
of the average number of information bits per second delivered to the user, to the average number
of bits per second that have been transmitted in the system. This throughput efficier.cy is obviously
smaller than 100%. For example, using an error-detecting scheme with a coding rate R = 0.98, an
crror-free transmission would then correspond to a throughput efficiency of 98%, and clearly, any
frame retransmission yields a further decrease of the throughput efficiency.
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that they are identical inverses of each other). That s, after despreading the received signal would be
identical to the transmitted signal prior to spreading. In the presence of narrowband interference,
however, there is a significant advantage to employing the spreading/despreading procedure de-
scribed. The reason for this is as follows. Since the interference is introduced after the transmitted
signal is spread, then, whereas the despreading operation at the receiver shrinks the desired signal
back to its original bandwidth, at the same time it spreads the undesired signal (interference) in
bandwidth by the same amount, thus reducing its power spectral density. This, in turn, serves to
diminish the effect of the interference on the receiver performance, which depends on the amount
of interference power in the despread bandwidth. It is indeed this very simple explanation, which
is at the heart of all spread spectrum techniques.

16.3 Basic Concepts and Terminology

To describe this process analytically and at the same time introduce some terminology that is com-
mon in spread spectrum parlance, we proceed as follows. Consider a communicator that desires
to send a message using a transmitted power § Watts (W) at an information rate Ry, bits/s (bps).
By introducing a S modulation, the bandwidth of the transmitted signal is increased from Ry Hz
to Wy, Hz where W, 3 R, denotes the spread spectrum bandwidth, Assume that the channel
introduces, in addition to the usual thermal noise (assumed to have a single-sided power spectral
density (PSD) equal to Ny W/Hz), an additive interference (jamming) having power J distributed
over some bandwidth W,. After despreading, the desired signal bandwidth is once again now equal
to R, Hz and the interference PSD is now N; = J/W,. Note that since the thermal noise is
assumed to be white, i.e., it is uniformly distributed over all frequencies, its PSD is unchanged by
the despreading operation and, thus, remains equal to Ng. Regardless of the signal and interferer
waveforms, the equivalent bit energy-to-total noise spectral density ratio is, in terms of the given
parameters,

Ep Ep N S/Rp
N, ~ No+ Ny~ No+J/ W

(16.1)

For most practical scenarios, the jammer limits performance and, thus, the effects of receiver
noise in the channel can be ignored. Thus, assuming N, 3> Np, we can rewrite Eq. (16.1)
as

-~ S = (16.2)

where the ratio J/§ is the jammer-to-signal power ratio and the ratio W,/ Ry, is the spreading
ratio and is defined as the processing gain of the system. Since the ultimate error probability
performance of the communication receiver depends on the ratio £,/ N, we sce that from the
communicator’s viewpoint his goal should be to minimize J/§ (by choice of §) and maximize the
processing gain (by choice of W, for a given desired information rate). The possible strategies for
the jammer will be discussed in the section on military applications dealing with A] communica-
tions.

16.4 Spread Spectrum Techniques

By far the two most popular spreading techniques are direct sequence (DS) modulation and
frequency Hopping (FH) modulation. In the following subsections, we present a brief description
of each.
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21.1 Introduction

The goal of a digital communication system is to deliver information represented by a sequence of
binary symbols, through a physical channel, to 2 user. The mapping of these symbols into signals,
selected to match the features of the physical channel, is called digital modulation.

The digital modulator is the device used to achieve this mapping. The simplest type of mod-
ulator has no memory, that is, the mapping of blocks of binary digits into signals is performed
independently of the blocks transmitted before or after. If the modulator maps the binary digits 0
and 1 into a set of two different waveforms, then the modulation is called binary. Alternatively, the
modulator may map symbols formed by / binary digits at a time onto M = 2" different waveforms.
This modulation is called mudtilevel.

The general expression of a signal modulated by a modulator with memory is

o0

u(t) = Z s(t = nT; &y, 0)

H=—0C

where [5(r; i, )] is a set of waveforms, £, is the symbol emitted by the source at time nT, and oy, is
the state of the modulator at time n. I the modulator has no memory, then there isno dependence
On ay, A tinear memoryless modulation scheme is one such that s (r — nT'; &,; o) = &, s(t = nT).

%-Lﬁu

© 1997 by OHC e . 273
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Given a signal set [, (r)]:‘i , used for modulation, its compact characterization may be given
in terms of a geometric representation. From the set of M waveforms we first construct a set
of N < M orthonormal waveforms {, (1)}, (the Gram-Schmidt procedure is the appropriate
algorithm to do this). Next we express each signal 55 (1) as a linear combination of these waveforms,

N
si(t) = zsfcs'.’li(fl

t=]

The coefficients of this expansion may be interpreted as the components of M vectors that ge-
omelrically represent the original signal set, or, equivalently, as the coordinates in a Euclidean
N -dimensional space of a set of points called the signal constellation.

21.2 The Challenge of Digital Modulation

The selection of a digital modulation scheme should be done by making the best possible use of
the resources available for transmission, namely, bandwidth, power, and complexity, in order to
achieve the reliability required.

Bandwidth

There is no unique definition of signal bandwidth. Actually, any signal 5(r) strictly limited to a time
interval T would have an infinite bandwidth if the latter were defined as the support of the Fourier
transform of s(r). For example, consider the bandpass linearly modulated signal

oo
v(t) = flfl: Z: Es(t — nT}gjz"fﬁf}

n==0g

where 0 denotes real part, fo is the carrier frequency, s(1) is a rectangular pulse with duration T
and amplitude 1, and (&) is a stationary sequence of complex uncorrelated random variables with
E(§y) = 0 and E(|&,]?) = 1. Then the power density spectrum of v(¢) is given by

8(f) = -} (G(=f — fo) + G(f = fo)]

where

sin g f T]‘ (21.1)

G(f)= I[Tf'}r‘

The lunction G{ f) is shown in Fig. 21.1.
The following are possible definitions of the bandwidth:
+ Half-power bandwidth. This is the interval between the two frequencies at which the power
spectrum is 3 dB below its peak value.

+ Equivalent noise bandwideh. This is given by

1SN

Bog=—
T2 max; §(f)

This measures the basis of a rectangle whose height is max; §( 1) and whose area is one-half
of the power of the modulated signal.
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21.4 Two-Dimensional Modulations

Phase-Shift Keying (PSK)

This is a lincar modulation scheme generating the signal

oo
U= .‘li{ Z Ens(t HT)(”:”"’]

5. o)

where &, = /% takes values in the sct

M
2
— =1+ P

‘ =i

where @ is an arbitrary paase. The signal constellation is

shown, for M = &, in Fig. 21.4. M
The symbol-error probability of M-ary PSK is closely ap- " 1
proximaied by . .
Bley s eriel J log, M sin * 0
¢) = eric —— 108, /M SIn — 4
.‘\'rn = M
L] L]
for high signal-to-noise ratios: (See Fig, 21.5). The band- ’ #
width efficiency of PSK is 6
R IU 1. M =
B" = t‘# T =log. M FIGURE21.4  An8-PSK constellation
107 premrm e ——— r i | 3
- 1
L :
104 boos o ‘ e ;
Y et s bt ol >
a : 3
10-5 . 1
10°% 1
10¢

E,/N, (dB)

FIGURE 21.5 Symbol error probability of coherently demodulated PSK
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Quadrature Amplitude Modulation (QAM)

Quadratureamplitude modulation (QAM)isalinear mod-
ulation scheme for which the modulated signal takes the
form

o0
v(r) =N Z E.5(t — nT)e/*"fot

n=—00

where

& =ap+ jBau

and ay, B, take on equally spaced values. Figure 21.6 shows
a QAM constellation with 16 points.
When log, M is an even integer, we have

Pe)=1-(1—p)?

with

-mu‘

Basic Principles

*a10] * 000) ® 0000
su110 so11 * 0010 * 0011
* 1001 * 1000 LRl 0:100
* 1010 ® 1011 ® 1110 LRSI

FIGURE21.6 A 16-QAM constellation.

When log, M is odd, the following upper bound holds:

Ple) < 2erfc

—

(See Fig. 21.7.)

10°

3log, M &,
2M — 1) Ny

Jlog, M &,
2(M = 1) Ny

)

107 b

10°%

Ple)

106 b

108

‘0'10 4

E /N, (dB)

30

FIGURE2L.7  Symbol error probability of coherently demodulated QAM.
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21.5 Multidimensional Modulations: Frequency-Shilt
Keying (FSK)

In the modulation technique called frequency-shiftkeying (FSK) the transmitter uses the waveforms

5i(t) = Acos2m fit, 0<t<T

where fi = fu+ (2i =1 — M) fy.fori = 1,..., M, and f; denotes the carrier frequency. The
waveforms have constant energy € = AT/2, and the modulated signal has constant envelope
A. The distance properties of these waveforms for a given energy depend on the value of their
normalized frequency separation 2 fyT.

Generation of these waveforms may be accomplished with a set of M separate oscillators, each
tuned to the frequency f;. In this case, the phase discontinuities at frequency-transition times cause
large sidelobes in the power density spectrum of the modulated signal. A narrower spectrum can be
obtained by using a single oscillator whose frequency is modulated by the source bits. This results
in 2 modulation scheme with memory called continuous-phase FSK (discussed in Sec. 21.7).

The signals s; (1) are orthogonal, that is,

T
f cos(2a fit) cos(2a f,0) dt =0 i#j
O
if the (requency separation between adjacent signals is such that 2 /7" = m/2, where m is any

nonzero integer. Thus, the minimum [requency separation tor orthogenality iE2 f; — 1/2T.
The symbol error probability for M orthogonal signals with energy £ is upper and lower bounded

by
. " i _— 3
_lcrlt —Eb log, M < P(e) < S erfc —-—EblogzM ;
2 2Ny 2 2Ny

For M = 2 the bounds merge into the exact value. The upper bound to P(e) is plotted in Fig, 21.8.

10° LR .  potn
107 ¢

104k

Ple)

10-0 9

108 ¢

10 o

E,/N, (dB)

FIGURE 21.8 Symbol error probability of coherently demodulated or-
thogonal FSK.

Samsung Exhibit 1022, Page 63 of 182
Samsung Electronics Co., Ltd. et al. v. One-E-Way, Inc.
IPR2025-01540



282 Basic Principles

It can be observed from Fig. 21.8 that the error probability for a given value of signal-to-
noise ratio decreases as M increases, contrary to what is observed for PAM, PSK, and QAM.
On the other hand, the bandwidth efficiency decreases as M increases, its value being given
by

_ 2log, M

R
B M

21.6 Multidimensional Modulations: Lattices

The QAM constellations may be considered as carved from an infinite constellation of regularly
spaced points in the plane, called the lattice Z2.
This is represented in Fig. 21.9. This concept can

4

be generalized to other lattices, both two dimen- ® o o o ¢4 & o o @
sional apd multi dfmensional. In this framework, i e W E e e
the design of a signal constellation consists of

e & o o $ ¢ 0o o o

choosing a lattice, then carving a finite constel-
lation of signal points from the lattice. s B e il NE e e

In general, a lattice A is defined as a set closed
under ordinaryaddition and multiplication by in-
tegers. As such, it forms an additive group as well
as a vector space. Specifically, an N -dimensional
lattice A isan infinite set of N vectors.

If duie: is the minimum distance between any
two points in the lattice, the number v of adjacent
lattice points located at distance dyiy, that is, the
number of nearest neighbors of any lattice point,
is called its kissing number. FIGURE21,9 The lattice 2%,

. o @
L ]
L 3
[
1

Examples of Lattices

The Lattice Z¥

The set ZV of all N-tuples with integer coordinates is called the cubic lattice, or integer lattice. ‘The
minimum distance is dyy, = 1, and the kissing number is v = 2N.

The N-Dimensional Lattices Ay and AN

Ay is the set of all vectors with (N + 1) integer coordinates whose sum is zero. This lattice may be
viewed as the intersection of ZV*! and a hyperplane cutting the origin. The minimum distance is
dpmin = v/2, and the kissing numberis v = N(N + 1).

The N-Dimensional Lattice Dy

Dy is the set of all N-dimensional points whose integer coordinates have an even sum. It may be
viewed as a punctured version of Z¥, in which the points are colored alternately black and white
with a checkerboard coloring, and the white points (those with odd sums) are removed. We have
dsin = v/2,and v = 2N (N = 1). Dy represents the densest lattice packing in R*. This means that
if unit-radius, four-dimensional spheres with centers in the lattice points are used to pack R4, then
Dy is the lattice with the largest number of spheres per unit volume,
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smuoother and (he spectrum occupancy of the modulated signal is reduced, This medulation scheme
is employed in the Global System for Mobile Communications (GSM) standard for cellular mobile
radio with the choice BT = 0.3.

pefining Terms

Bandwidth: The frequency interval in which the density spectrum of a signal is significantly
different from zero.

Continuous-phase modulation: A digital modulation scheme derived from phase-shift keying
in which the carrier has no phase jumps, that is, the phase transitions occur continuously.

Digital modulation: The mapping of information-source symhols into signals, performed to
carry information through the transmission channel.

Error probability: Probability that a symbol emitted by the information source will be received
incorrectly by the end user.

Frequency-shift keying: A digital modulation scheme in which the source information is carried
by the frequency of a sinusoidal waveform.

Geometric signal representation: Representation of a finite set of signals as a set of vector.

Lattice: An infinite signal constellation of points regularly located in space.

Phase-shift keying: A digital modulation scheme in which the source information is carried by
the phase of a sinusoidal waveform, called the carrier.

Pulse-amplitude modulation: A digital modulation scheme in which the source information is
carried by the amplitude of a waveform.

Quadrature amplitude modulation: A digital modulation scheme in which the source informa-
tion is carried by the amplitude and by the phase of a sinusoidal waveform.

Signal constellation: A set of signals geometrically represented in the form of a set of vectors.

Signal-to-noise ratio: The ratio of the signal power and noise power. It is an index of channel

quality.
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Horizontal Eye Opening

The widih of each opeming indicates the sensitivity to timing offset. Specifically, a very narrow
eye opening indicates that a small timing offset will result in sampling where the eye is closed.
Conversely, a wide horizontal opening indicates that a large timing offset can be tolerated, although
the error probability will depend on the vertical opening.

Slope of the Inner Eye

Theslope of the inner eyeindicates sensitivity to timing jitter or variance in the timing offset. Specif-
ically, a very stoep slope means that the eye closes rapidly as the timing offset increases. In this case,
& significant amount of jitter in the sampling times significantly increases the probability of error,

The shape of the eye diagram is determined by the pulse shape. In general, the faster the baseband
pulse decays, the wider the eye upening. For example, a rectangular pulse produces a box-shaped eye
diagram (asstming binary signalling). The minimum bandwidth pulse shape Eq. (25.12) produces
an eye diagram which is closed for all 1 except for 1 = 0, This is because, as shown earlier, an
arbitrarily small iming offset can lead w an intersymbol interference term that is arbivarily large,
depending on the data sequence,

25.5 Partial-Response Signalling

To avoid the problems associated with Nyquist signalling over an ideal bandlimited channel, band-
width and/or power efficiency must be compromised. Raised cosine pulses compromise bandwidth
efficiency to guin robustness with respect to timing errors. Another possibility is to introduce a
controlled amount of intersymbol al the Lransmitter, which can be removed at the receiver. This
approach is called partial-response (PR) signalling. The terminology reflects the fact that the
sampled system impulse response does not have the full response given by the Nyquist condition

Eq, (25.7).
To illustrate PR signalling, suppese that the Nyquist condition Eq. (25.7) is replaced by the

candition

1 k=01
= 25
=10  aotherk (23:26)
The kth received sample is then

Yk = Ag + Ap—1 + i (25.27)

s0 that there is intersymbol interference from one neighboring transmitted symbol. For now we
focus on the spectral characteristics of PR signalling and defer discussion of how to detect the
transmitted sequence [Ay) in the presence of intersymbol interference, The equivalent discrete-
tinie transfer function in this case is the discrete Fourier transform of the sequence in Eq, (25.26),

) 1 k
Ty E : -
=1+ 47T = 26=I"IT cos(n fT) (25.28)

As in the full-response case, for Eq. (25.28) to be satisfied, the minimum bandwidth of the channel
G(f) and transmitter filter P(f) is W = 1/(2T). Assuming P(f) has this minimum bandwidth
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implies
_[2Te ™ T cos(nfT)  |f| < 1/QT)
H(f) = 0 'l > 1/(2T) (25.29a)
and
h(t) = T{sinc(t/T) + sinc[(t — T)/T]} (25.29b)

where sinc x = (sinmx)/(mwx). This pulse is called a duobinary pulse and is shown along with the
associated H(f) in Fig. 25.9. [Notice that h(t) satisfies Eq. (25.26).] Unlike the ideal bandlimited
frequency response, the transfer function H(f) in Eq. (25.29a) is continuous and is, therefore,
easily approximated by a physically realizable filter. Duobinary PR was first proposed by Lender,
1963, and later gencralized by Kretzmer, 1966,

The main adyantage of the duobinary puls= Eq, (25.29b), relative to the minimum bandwidth
pulse Eq. (25.12), is that signalling at the Nyquist symbol rate is feasible with zero excess bandwidth.
Because the pulse decays much more rapidly than a Nyquist pulse, it is robust with respect to timing
errors. Selecting the transmitter and receiver filters so that the overall system response is duobinary
Is appropriate in situations where the channel frequency response G( f) is near zero or has a rapid
rolloff at the Nyquist band edge f = 1/(27T).

As another example of PR signaling, consider the modified duobinary partial response

1 k=—1
0 all other k

which has equivalent discrete-time transfer function
ch(e,iz:rfr) = JWIT _ ~ianfT
= j2sinafT) (25.31)
With zero excess bandwidth, the overall system response is

J2TsinQ@afT)  |f] < 1/Q2T)

HD =10 Ifl > 1/@T)

(25.32a)
and

h(t) = T{sinc[(t + T)/T] —sinc[(t — T)/T]} (25.32b)

These functions are plotted in Fig. 25.10. This pulse shape is appropriate when the channel response
G(f) is near zero at both DC (f = 0) and at the Nyquist band edge. This is often the case for
wire (twisted-pair) channels where the transmitted signal is coupled to the channel through a
transformer. Like duobinary PR, modified duobinary allows minimum bandwidth signalling at the
Nyquist rate.

A particular partial response is often identified by the polynomial

K
> D
k=0

where D (for delay) takes the place of the usual z7! in the z transform of the sequence {f}. For
example, duobinary is also referred to as 1 + D partial response.
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FIGURE 259 [Duobinary frequency response and minimum bandwidth
pulse.

In general, more complicated system responses than those shown in Figs. 25.9 and 25.10 can be
generated by choosing more nonzero coefficients in the sequence {#; ). This complicates detection,
however, because of the additional intersymbol interference that is generated.

Rather than modulating a PR pulse li{1), a PR signal can also be generated by filtering the sequence
of transmitted levels | A, ). Thisis shown in Fig. 25.11. Namely, the transmitted levels are first passed
through a discrete-time (digital) filter with transfer function Py(e/#*/7) (where the subscript d
ndicates discrete). [Note that Py(e/*/T) can be sclected to be Heq(e/*"T).] The outputs of this
filter form the PAM signal, where the pulse shaping filter P(f) = 1, |fl < 1/(2T) and is zero
dlsewhere, Tfthe transmitted levels [A ) are selected independently and are identically distributed,
then the transmitted spectrum is rri| Pated* T\ far | f| < 1/(2T) and is zero for | f| > 1/(2T),
wherea} = £[|AlL.
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FIGURE25.11  CGeneration of PR signal.

Shaping the transmitted spectrum to have nulls coincident with nulls in the channel response
potentially offers significant performance advantages. By introducing intersymbol interference,
however, PR signalling increases the number of received signal levels, which increases the complexity
of the detector and may reduce immunity to noise. For example, the set of received signal levels for
duobinary signalling is {0, =2} from which the transmitted levels {1} must be estimated. The
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TABLE 25.1  Example of Precoding for Duobinary PR

(b ) 1 0 0 11 1 il o 10
(b)) a 1 T 0 1 0 0 6 1 1
Ak =1 3 1 1 = | =4 = ¥ ) 1
(i) : ¢ 2 2 0 0 0 2 =2 0 2

performance of a particular PR scheme depends on the channel characteristics, as well as the type
of derector used ar the receiver. We now describe a simple suboptimal detection strategy,

Precoding

Consider the received signal sample Eq. (25.27) with duobinary signalling. If the receiver has
correctly decoded the symbol A;;, then in the absence of noise A; can be decoded by subtracting
A~y from the received sample yi. If an error occurs, however, then subtracting the preceding
symbol estimate from the received sample will cause the error to propogate to successive detected
symbols. Ta avoid this problem, the transmitted levels can be precoded in such a way as to
compensate for the intersymbel interference introduced by the overall partial response,

We first illustrate precoding for duobinary PR. The sequence of operations is illustrated in
Fig. 25.12. Let (b| denote the sequence of source hits where by € [0, 1). This sequence is trans-
formed ta the sequence {h] | by the operation

b, = by @b _ (25.33)

where & denotes modulo 2 addition (exclusive OR). The sequence {b}} is mapped to the sequence
of binary transmitted signal levels | A, | according to

Ap =2b, — | (25.34)

Thatis, b = 0 (b = 1) is mapped to the transmitted level Ay = ~1 (A4 = 1). In the absence of
noise, the received symbol is then

Vo= A+ A =20, +bp_, — 1) (25.35)

and combining Egs. (25.33) and (25.33) gives
1 §
by = ~/ I ] mod 2 (25.36)

That is, if yy = £2, then by = 0, and if ¢ = 0, then by, = |. Precoding, thercfore, enables the
detector to make symbol-by-symbol decisions that do not depend on previous decisions. Table 25.1
shows a sequence of transmitted bits {A; ), precoded bits (]}, transmitted signal levels {A, }, and

received samples (y; ).
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The preceding precoding techmque con be extended to multilevel PAM and to other PR channels,
Suppose that the PR1s specilied by

K
Heo(D) = Y i D!
k=0

where the coefficients are integers and that the source symbols {&;} are selected from the set

[0, 1,..., M —1}. Thesesymbolsare transformed to the sequence {b] ] via the precoding operation
K

by={bx— Y kb, ;| mod M (25.37)
p=]

Because of the modulo operation, each symbol b is also in the set {0, 1..... M — 1), The kth

transmitted signal level is given by
Ap=2b,—(M—1) (25.38)

so that the set of cransmitied levels is {[—(M — 1), ..., (M — 1)} (ie., a shifted version of the set of
values assumed by by ). In the absence of noise the received sample is

K
ye= D hiAri (25.39)
i=0
and it can be shown that the kth source symbol is given by

by = %U’k + (M — 1) - Hq(1)) mod M (25.40)

Precoding the symbols {b) in this manner, therefore, enables symbol-by-symbol decisions at the
receiver. In the presence of noise, more sophisticated detection schemes (e.g., maximum likelihood)
can be used with PR signalling to obtain improvements in performance.

25.6 Additional Considerations

In many applications, bandwidth and intersymbol interference are not the only important con-
siderations for selecting baseband pulses. Here we give a brief discussion of additional practical
constraints that may influence this selection,

Average Transmitted Power and Spectral Constraints

The constraint on average transmitted power varies according to the application. For example,
low-average power is highly desirable for mobile wireless applications that use battery-powered
transmitters. In many applications (e.g., digital subscriber loops, as well as digital radio), constraints
are imposed to limit the amount of interference, or crosstalk. radiated into neighboring receiversand
communications systems. Because this type of interference is frequency dependent, the constraint
may take the form of a spectral mask that specifies the maximum allowable transmitted power as a
function of frequency. For example, crosstalk in wireline channels is generally caused by capacitive
coupling and increases as a function of frequency, Consequently, to reduce the amount of crosstalk
generated at a particular transmitter, the pulse shaping filter generally attenuates high frequencies
more than low frequencies.
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In radio applications where signals are assigned different frequency bands, constraints on the
transmitted spectrum are imposed to limit adjucent-channel interference. This interference is gener-
ated by transmitters assigned 10 adjacent frequency bands. Therefore, a constraint is néeded to limit
the amount of out-of-band power generated by each transmitter, in addition to an overall average
power constrant. To meet this constraint, the transmitter filter in Fig. 25.3 must have a sufficiently
steep rolloffat the edges of the assigned frequency band. (Conversely, if the transmitted signals are
time multiplexed, then the duration of the system impulse response must be contained within the
assigned time slot,

Peak-to-Average Power

In addition to a constraint on average transmitted power, a peak-power constraint is often imposed
as well. This constraint is important in practice for the following reasons:

1. The dynamic range of the transmitter is limited. In particular, saturation of the output
amplifier will “clip” the transmitted waveform,

2, Rapid fades can severely distori signals with high peal-to-average power.

3, The transmitied signal may be subjected to nonlinearities. Saturation of the output amplifier
is one example. Another example thar pertains o wireline applications is the companding
process in the voice telephone network |Kalet and Saltzberg, 1994]. Namely, the compan-
der used to reduce quantization noise for pulse-code modulated voice signals introduces
amplitude-dependent distortion in data signals.

The preceding impairments or constraints indicate that the transmitted waveform should have a
low peak-to-average power ratio. The peak-to-average power ratio is minimized by using binary
signalling with rectangular pulse shapes. However, this compromises bandwidth efficiency. In
applications where peak-to-average ratio should be low, binary signalling with rounded pulses are
offen wsed.

Channel and Receiver Characteristics

The type of channel impairments encountered and the type of detection scheme used at the receiver
can also influence the choice of a transmitted pulse shape. For example, a constant amplitude
puise is appropriate for a fast fading environment with noncoherent detection. The ability to track
channel characteristics, such as phase, may allow more bandwidth efficient pulse shapes in addition
to multilevel signalling,

High-speed data communications over time-varying channels requires that the transmitter
and/or receiver adapt to the changing channel characteristics. Adapting the transmitter to compen-
sate for a time-varying channel requires z feedback channel through which the receiver can notify
the transmitter of changes in channel characteristics. Because of this extra complication, adapting
the receiver is often preferred to adapting the transmitter pulse shape. However, the following
examples are notable exceptions,

l. The current 1S-95 air interface for direct-sequence code-division multiple access adapts the
transmitter power to control the amount of interference generated and to compensate for
channel fades. This can be viewed as a simple form of adaptive transmitter pulse shaping in
which a single parameter associated with the pulse shape is varied,

2. Multitone modulation divides the channel bandwidth into small subbands, and the transmit-
ted power and source bits are distributed among these subbands to maximize the information
rate. The received signal-to-nose ratio for each subband must be transmitted back to the
transmitter (o guide the allocation of transmitted bits and power [Bingham, 1990].

In addition to multitone modulation, adaptive precoding (also known as Tomlinson-Harashima
Precoding [ Tomlinson, 1971; Harashima and Miyakawa, 1972]) is another way in which the trans-
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mitter can adapt to the channel frequency response. Adaptive precoding is an extension of the tech-
nique described earlier for partial-response channels. Namely, the equivalent discrete-time channel
impulse response is measured at the receiver and sent back to the transmitter, where it isused ina pre-
coder. The precoder compensates for the intersymbol interference introduced by the channel, allow-
ing the receiver to detect the data by a simple threshhold operation. Both multitone modulationand
precoding have been used with wireline channels (voiceband modems and digital subscriber loops).

Complexity

Generation of a bandwidth-efficient signal requires a filter with a sharp cutoff. In addition,
bandwidth-efficient pulse shapes can complicate other system functions, such as timing and carrier
recovery. If sufficient bandwidth is available, the cost can be reduced by using a rectangular pulse
shape with a simple detection strategy (low-pass filter and threshold).

Tolerance to Interference

Interference is one of the primary channel impairments associated with digital radio. In addition
to adjacent-channel interference described earlier, cochannel interference may be generated by other
transmitters assigned (o the same frequency band as the desired signal. Co-channel interference
can be controlled through frequency (and perhaps time slot) assignments and by pulse shaping.
For example, assuming fixed average power, increasing the bandwidth occupied by the signal lowers
the power spectral density and decreases the amount of interference into a narrowband system
that occupies part of the available bandwidth. Sufficient bandwidth spreading, therefore, enables
wideband signals to be overlaid on top of narrowband signals without disrupting either service.

Probability of Intercept and Detection

The broadcast nature of wireless channels generally makes cavesdropping easier than for wired
channels. A requirement for most commercial, as well as military applications, is to guarantee the
privacy of user conversations (low probability of intercept). An additional requirement, in some
applications, is that determining whether or not communications is taking place must be difficult
(low probability of detection). Spread-spectrum wave{orms are attractive in these applications since
spreading the pulse energy over a wide frequency band decreases the power spectral density and,
hence, makes the signal less visible. Power-efficient modulation combined with coding enables a
further reduction in transmitted power for a target error rate.

25.7 Examples

We conclude this chapter with a brief description of baseband pulse shapes used in existing and
emerging standards for digital mobile cellular and Personal Communications Services (PCS).

Global System for Mobile Communications (GSM)

The European GSM standard for digital mobile cellular communications operates in the 900-MHz
frequency band, and is based on time-division multiple access (TDMA) [Rahnema, 1993]. A
special variant of binary FSK is used called Gaussian minimum-shift keying (GMSK). The GMSK
modulator is illustrated in Fig, 25.13. The input to the modulator is a binary PAM signal 5(¢), given
by Eq. (25.3), where the pulse p(r) is a Gaussian function and [s(r)| < 1. This waveform frequency
modulates the carrier f, so that the (passband) transmitted signal is

!

w(r) = Kcos [erfrf + ZHfdf

=00

s(r)dr]
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FIGURE25,13 Goneration of GMSK signal; LPF is low-pass filter.

The maximum frequency deviation from the carrieris fy = 1/(2T), which characterizes minimum-
shift keying. This technique can be used with a noncoherent receiver that is easy to implement.
Because the transmitted signal has a constant envelope, the data can be reliably detected in the
presence of rapid fades that are characteristic of mobile radio channels.

11.8. Digital Cellular (1S-54)

The 15-54 air interface operates in the 800-MHz band and is based on TDMA [EIA/TIA, 1991].
The bascband signal is given by Eq, (25.3) where the symbols are complex-valued, corresponding
to quadrature phase modulation, The pulse has a square-root raised cosine spectrum with 35%
excess bandwidth.

Interim Standard-95

The I5-95 air interface for digital mabile cellular uses spread-spectrum signalling (CDMA) in the
800-MHz band [TIA, 1993]. The baseband transmitted pulse shapes are analogous to those shown
in Fig. 25.2, where the number of square pulses (chips) per bit is 128, To improve spectral efficiency
the (wideband) transmitted signal is filtered by an approximation to an ideal low-pass response
with a small amount of excess bandwidth. This shapes the chips so that they resemble minimum
bandwidih pulses.

Personal Access Communications System (PACS)

Both PACS and the Japanese personal handy phone (PHP) system are TDMA systems which have
been proposed for personal communications systems (PCS), and operate near 2 Ghz [Cox, 1995].
The baseband signal is given by Eq. (25.3) with four complex symbols representing four-phase
quadrature modulation. The baseband pulse has a square-root raised cosine spectrum with 50%
excess bandwidth.

Defining Terms

Baseband signal: A signal with frequency comtent centered around DC.

Equivalent discrete-time trunsfer function: A discrete-time transfer function (z transform) that
relates the transmitted amplitudes to received samples in the absence of noise.

Excess bandwidth: That part of the baseband transmitted spectrum which is not contained within
the Nyquist band.,

Eyediagram: Superposition of segments of a received PAM signal that indicates the amount of
intersymbol interference present.

Frequency-shift keying: A digital modulation technique in which the transmitted pulse is sinu-
soidal, where the frequency is determined by the source bits.

Intersymbol interference; The additive contribution (interference) o o received sample from
transmitted symbols other than the symbol to be detected.
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Matched filter: The receiver filter with impulse response equal to the time-reversed, complex
conjugate impulse response of the combined transmitter filter-channel impulse response,

Nyquist band: The narrowest frequency band that can support a PAM signal without intersymbol
interference (the interval [—1/(2T'), 1/(2T)) where 1/ T is the symbol rate).

Nyquist criterion: A condition on the overall frequency response of a PAM system that ensures
the absence of intersymboal interference.

Partial-response signalling: A signalling technique in which a controlled amount of intersymbol
interference is introduced at the transmitter in order to shape the transmitted spectrum.

Precoding: A transformation of source symbols at the transmitter that compensates for intersym-
bol interference introduced by the channel.

Pulse amplitude modulation (PAM): A digital modulation technique in which the source bits are
mapped to a sequence of amplitudes that modulate a trransmitted pulse.

Raised cosine pulse: A pulse shape with Fourier transform that decays to zero according to a
raised cosing; see Eq. (25.18). The amount of excess bandwidth is conveniently determined
by a single parameter (a).

Spread spectrum: A signalling technique in which the pulse bandwidth is many times wider than
the Nyquist bandwidth.

Zero-fo:cing criterion: A design constraint which specifiesthat intersymbol interference be elim-
inated.
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Further Information

Baseband signalling and pulse shaping is fundamental to the design of any digital communications
system and is, therefore, covered in numerous texts on digital communications. For more advanced
treatments see E.A. Lee and D.G. Messerschmitt, Digital Communication, Kluwer 1994, and ].G.
Proakis, Digital Cemmunications, McGraw-Hill 1995,
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32.1 Introduction

There are two distinct principles emploved in electronic switching systems. They are known as
circuit switching and packet switching,

In circuit switching a dedicated path s selected, established, and utilized for the entire duration
4 message session between a calling terminal and at least one selected called terminal. It usually has
the capability of simultancous transmission in both directions, known as duplex. Establishment
of a channel through one or more switches in sequence is known as a connection. The process of
requesting and establishing a connection is known as a call. The bandwidth associated with each
service of a call is reserved for the duration of the service and is dedicated to that call.

In telecommunication systems the most important element is the message. If there are only two
ic terminals, one to originate and another to terminate messages, no switching is required. When there
I are more than two terminals, unless messages are broadcast, switching is required to provide selective
communication among a number of terminals. Generally privacy is required so that a message will
be received by only the terminal for which the message isintended, Communication privacy requires

! that contention be included in the selection process 1o insure privacy and that a message reaches
only the selected terminal over the selected path. Selection and contention are basic to switching.
| Contention for the selection of channels occurs only at the time when a connection is being

established. 1fa complete path is not possible when requested, the calling rerminal is usually requested
orscheduled to try to establish the connection again later.

425
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The function within a switch that provides paths for connections is known as the switch fabric,
This term is relatively new. In the past it has been known as the switching network or the switching
center network.

In circuit switches, a message may be sent only one way, directed only from one terminal to
another, or there may be interactive or two-way messages. For two-way messages that occur in
real time, circuit switching systems establish a path between two or more terminals exchanging
messages.

32.2 Virtual Circuit Switching

Circuit switches are generally transparent to message content. However, to obtain efficiencies, circuit
switching systems may remove or disconnect an established path in either or both directions during
silent periodsin the message and re-establish the circuit when the message information resumes. This
technique is sometimes referred to as virtual circuit switching. Virtual circuit switching assumes that
there is no perceptible degradation of the message. This perception depends on the service quality
expectations of users.

‘The combination of cransmission, switching, and terminals form a telecommunications network.
Where the nature of messages may not require real-time interaction, other forms of networks with
different economic criteria for service quality and message delay may be employed. They may also
be used where the network serves more than one type of telecommunications, for example, voice,
data, and video.

32.3 Packet Switching

In packet switching, inessages are divided into segments or packets. These packets may be trans-
mitted over different selected channels in a network. Each packet contains address information
as well as other information regarding message treatment. Contention occurs for each packet at
cach switch. Most applications using packet switching are, traditionally at least, one way and not
necessarily in real time; packets may be stored and delayed until the contention is resolved or the
switch runs out of storage capacity. The memory used to store the packets is, for packet switching, |
the equivalent of the switching fabrics.? I

32.4 Crosspoints

There are two basic technology clements used in switch fabrics. One is the memory previously
referred to and the other is simply a switch often referred to as a crosspoint. Any device that has at
least two stable states, such as one that opens and closes a circuit or changes from a high to low
electrical impedance may be used as a crosspoint. Crosspoints are assembled in various ways to the
form switch fabrics. The following are some technologies that have been used:

* Manual devices, for example, plugs and jacks. The plugs may be associated with flexible
cords, several of which operate over a ficld of jacks that together constitute a fabric.

* Gross (large) motion electromechanical devices, for example, two motion (up and around)
step-by-step switches and those that move in only one direction, such as rotary selectors
and panel selectors that move over a vertical plane. In gross motion switches, wipers or
brushes move over fixed banks of contacts, The combination of wiper and bank constitutes
Crosspoints.

'Circuit switching channels may also be established on a schedule.

*Asynchronous transfer mode (ATM) is a form of packet transmission with provision for real-time inter-
active (voice) messaging. The packets are of uniform length called cells. Switch fabrics for ATM (discussed
subsequently) may employ crosspoints as well as memory.
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41.1 Computer Communications Requirements

Although n many instences computers are used to perform their intended role in a stand-alone
mocde, in others there is a need 1o interwork and exchange data with other computers. In financial
spplications, for example, to carry out funds transfers from one institution computer to another, in
travel applications to access the reservation systems belonging to various airlines, and so on. The
general requirement in all of these applications is for application programs running in different
computers to cooperate to achieve a specific distributed application function. To achieve this, three
basic issues must be considered. These are shown in diagrammatic form in Fig, 41.1.

The fundomental requirement in all applications that involve two or more computers is the
provision of a suitable data communications facility. This may comprise a local area network
(LAN), if the computers are distributed around a single site, a wide area network (WAN), if
the computers are situated at different sites or an internetwork if multiple interconnected net-
work types are involved. Associated with these different network types is a set of access pro-
tocols which enable a communications path between two computers to be established and for
data to be transferrec across this path. Typically, these protocols differ for the different network
types. [n addition to these access protocols, the communication subsystem in each computer must
provide additional functionality. For example, if the communicating computers are of different
types. possibly with different word sizes and character sets, then a means of ensuring the trans-
ferred data is interpreted in the same way in eack computer must be incorporated. Also, the
computers may use different file systems and hence functionality to enable application programs,
normally referred to as application processes (APs), to access these in a standardized way must

e W, Inc. : 567
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also be included. All of these issues must be considered when communicating data between two
computers.

41.2 Standards Evolution

Until recently, the standards established for use in the computer industry by the various internationa!
bodies were concerned primarily with either the internal operation of a computer or the copnection
of a local peripheral device. The result was that carly hardware and software communication sul-
systems offered by manufacturers only enabiles their own computers, and so-called plug-compatible
systems, to exchange information. Such systems are known as closed systems since computers from
other manufacturers cannot exchange information unless they adhere to the (proprictary) standards
of a particular manufacturer.

In contrast, the various international bodies concerned with public-carrier telecommunication
networks have for many years formulated internationally agreed standards for connecting devices
to these networks. The V-series recommendations, for example, are concerned with the connection
of equipment, normally referred to as a data terminal equipment (DTE), to a modem connected to
the public switched telephone network (PSTN); the X-series recommendations for connectinga DTE
to a public data network; and the I-series recommendations for connecting a DTE to the integrated
services digital networks (ISDNs). The recommendations have resulted in compatibility between
the equipment from different vendors, enabling a purchaser to select suitable equipment from a
range of manufacturcrs.

Initially, the services provided by most public carriers were concerned primarily with data trans-
mission, and hence the associated standards only related to the method of interfacing a device to
these networks. More recently, however, the public carriers have started 1o provide more exien-
sive distributed information services, such as the exchange of clectronic messages (teletex) and
access 10 public dotabases (videotex). Yo cater for such services, the standards bodies associ-
ated with the telecommunications industry have formulated standards not only for intertacing
to such networks but also so-called higher level standards.concerned with the tormat (syntax) and
control of the exchinge of information (datal between systems. Consequently, the equipment
from onv manufactucer that adheres to these standards can be interchangeable with equipment _
from any other manufacturer that complies with the standards. The resulting system is then !
known as an open system or, more completely, as an open systems interconnection environment
(OSIE).

In the mid-1970s as different types of distributed systems (based on both public and private
data networks) started to proliferate, the potential advantages of open systems were acknowledged . 1
by the computer industry. As a result, a range of standards started to be introduced. The first |

J
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was concerned with the overall struciure of the complete communication subsystem within each
computer. This was produced by the International Standards Organization (1SO) and is known as
the 150 reference model for open systems interconnection (OSI),

The gim of the ISO reference model is to provide a framework for the coordination of standards
development and to allow existing and evolving standards activities to be set within a common
framework. The aim is to allow an application process in any computer that supports a particular
ser nf standards to commumication freely with an application process in any other computer that
supports the same standards, irrespective of its origin of manufacture.

Some examples of application processes that may wish to communicate in an open way are the

following:

+ A process (program) execiiting in a computer and accessing a remote file system

« A process acting as a central file service (server) to a distributed community of (client)
processes

» A process in an office workstation (computer) accessing an electronic mail service

* A process acling as an eicctrome mail server 1o a distributed community of (client) processes

= A processinasupervisory computer controlling a distributed community of computer-based
instriments or robot controllers associated with a process or automated manufacturing plant

» A process in an instrument or robot canrroller receiving commands and returning results to
a supervisory system

+ A process in 2 bank computer that initiates debit and credit operations on a remote system

QOpen systerms interconnection is concerned with the exchange of information between such pro-
cesses. The aim is fo enable application processes to cooperate in carrying out a particular (dis-
tributed) information processing task irrespective of the computers on which they are running.

1.3 International Standards Organization Reference Model

A communication Subsystem is a complex piece of hardware and software. Early attempts at
implementing the software for such subsystems were often based on a single, complex, unstructured
program (normally written in assembly language) with many interacting components. The resulting
software was difficult to test and often very difficult 10 modify.

To overcome this problem, the 130 hes adopted a layered approach for the reference model.
The complete communication subsystem is broken down into a number of layers each of which
performs a well-defined function. Conceptually, these layers can be considered as performing one
of two generic functions, network-dependent functions and application-oriented functions. This
it turn gives rise to three distinct operational environments:

L. The network environment 15 concerned with the protocols and standards relating to the
different types of underlying data communication networks.

1. The OSI environment embraces the network environment and adds additional application-
oriented protocols and standards 10 allow end systems (computers) to communicate with
oneanother in an open wiy.

3. The real systems environment builds on the OSI environment and is concerned with a
manufacturers own proprietary software and services which have been developed to perform
a particular distributed information processing task.

This is shown in diagrammutic form in Fig. 41.2.
Both the network-dependent and application-oriented (network-independent) components of
the OS1 model are im plemented as a number of layers, The boundaries between each layer and
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the functions performed by each layer have been selected on the basis of experience gained during
earlier standardization activity.

Each layer performs a well-defined function in the context of the overall communication sub-
system. It operates according to a defined protocol by exchanging messages, both user data and
additional control information, with a corresponding peer layer in a remote system. Each layer has
a well-defined interface between itself and the layer immediately above and below. Consequently,
the implementation of a particular protocol layer is independent of all other layers.

The logical structure of the ISO reference model is made up of seven protocol layers, as shown in
Fig. 41.3. The three lowest layers (1-3) are network dependent and are concerned with the protocols
associated with the data communication network being used to link the two communicating com-
puters. [n contrast, the three upper layers (5-7) are application oriented and are concerned with the
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pmloculs that allow two end user spplication processes to interact with each other, normally through
a range af services offered by the local operating system. The intermediate transport layer (4) masks
the upper application-oriented layers [rom the detailed operation of the lower network-dependent
Jayers. Essentially, it builds on the services provided by the latter to provide the application-oriented
Jayers with a network-independent message interchunge service.

The function of each layer is specified formally as a protocol that defines the set of rules and
conventions used by the layer Lo communicate with u similar peer layer in another (remote) system.
Fach layer provides a defined set of services to the layer immediately above. It also uses the services
provided by the layer immediately below it to transport the message units associated with the
protocol to the remote peer layer. For example, the transport layer provides a network-independent
message transport service to the session layer above it and uses the service provided by the network
layer below 1t to transfer the set of message units associated with the transport protocol to a peer
transport layer in another system. Conceptually, therefore, each layer communicates with a similar
peer layerin & remote system according to a defined protocol. However, in practice the resulting
protocol message units of the layer are passed by means of the services provided by the next lower
layer. The basic functions of each layer are summarized in Fig. 41.4.

|_ End-user application process
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File transfer, access and management, Application
Document and message interchange, layer
lob transfer and manipulation

Syntax-tndependent message
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The Application-Oriented Layers

The Application Layer

The application layer provides the user interface, normally an application program/process, to
a range of networkwide distributed information services, These include file transfer access and
management, as well as general document and message interchange services such as electronic mail.
A number of standard protocols are either available or are being developed for these and other types
of service.

Access to application services is normally achieved through a defined set of primitives, each with
associated parameters, which are supported by the local operating system. The access primitives
are the same as other operating system calls (as used for access to, say, a local file system) and
result in an appropriate operating system procedure (process) being activated. These operating
system procedures use the communication subsystem (software and hardware) as if it is 2 local
device, similar to a disk controller, for example. The detailed operation and implementation of
the communication subsystem is thus transparent to the (user) application process. When the
application process making the call is rescheduled (run), one (or more) status parameters are
returned indicating the success (or otherwise) of the network transaction that has been attempied.

In addition to information transfer, the application layer provides such services as:

* ldentification of the intended communication partner(s) by name or by address

* Determination of the current availability of an intended communication partner

* Establishment of authority to communicate

+ Agreement on privacy (encryption) mechanisms

« Authentication of an intended communication partner

* Selection of the dialogue discipline, including the initiation and release procedures
* Agreement on responsibility for error recovery

+ Identification of constraints on data syntax (character sets, data structures, etc.)

The Presentation Layer

The presentation layeris concerned with the representation (syntax) of data during transfer between
Iwo communicating application processes. To achieve truc open systems interconnection, a number
of common abstract data syntax forms have been defined for use by application processes together
with associated transfer (or concrete) syntaxes. The presentation layer negotiates and selects the
appropriate transfer syntax(es) 1o be used during a transaction so that the syntax (structure) of
the messages being exchanged between two application entities is maintained. Then, if this form
of representation is different from the internal abstract form, the presentation entity performs the
necessary conversion.

To illustrate the services provided by the presentation layer, consider a telephone conversation
between a French speaking person and a Spanish speaking person. Assume each uses an interpreter
and that the only language understood by both interpreters is English. Each interpreter must
translate from their local language to English, and vice versa. The two corespondents are thus
analogous to two application processes with the two interpreters representing presentation layer
entities. French and Spanish are the local syntaxes and English the transfer or concrete syntax. Note
that there must be a universally understood language which must be defined to allow the agreed
transfer language (syntax) to be negotiated. Also note that the interpreters do not necessarily
understand the meaning (semantics) of the conversation.

Another function of the presentation layer is concerned with data security. In some applications,
data sent by an application is first encrypted (enciphered) using a key, which is (hopefully) known
only by the intended recipient presentation layer. The latter decrypts (deciphers) any received data
using the corresponding key before passing it on to the intended recipient,
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The Session Layer

The session layer provides the means that enables two application layer protocol entities to organize
and synchronize their dialogue and manage (heir data exchange. Itis thus responsible for setting up
(and dearing) a communication (dialogue) channel between two communicating application layer
{wmocot entities (presentation layer protocol entities in practice) for the duration of the complete
network transaction. A number of optional services are provided, including the following:

* Interaction management: The dala exchange associated with a dialogue may be duplex or
half-duplex. 1In the latter case il provides fucilities for controlling the exchange of data
(dialogue units) in a synchronized way.

« Synchronization: For lengthy network transactions, the user (through the services provided
by the session layer) may choose periodically to establish synchronization points associated
with the transfer. Then, should a fault develop during a transaction, the dialogue may be
restarted at an agreed (earlier) synchronization point,

- Exception reporting: Nonrecoverable exceptions arising during a transaction can be signaled
to the applicatiori layer by the session layer.

The Transport Layer

The transport layer acts gs the interface between the higher application-oriented layers and the
underlying network-dependent protocol layers. 1t provides the session layer with a message transfer
{ucility that is independent of the underlying network type, By providing the session layer with
a defined set of message transfer facilities, the transport layer hides the detailed operation of the
anderlying network fram the session layer,

The transport layer offers a number of classes of service which cater for the varying quality of
service (QOS) provided by different types of network.

There are five classes of service ranging from class 0, which provides only the basic functions
needed for connection establishment and data transfer, to class 4, which provides full error control
and flow control procedures. As an example, class 0 may be selected for use with a packet-switched
data network (PSDN), whereas class 4 may be used with 2 local area network (LAN) providing a
best-try service; that is, if errors are detected in a frame then the frame is simply discarded.

The Network-Dependent Layers

As thelowest hree layers of the ISO reference model are network dependent, their detailed operation
varies from one network type 1o another. In general, however, the network layer is responsible for
establishing and clearing a networkwide connection between two transport layer protocol enfities.
Itincludes such facilities as network routing (addressing) and, in some instances, flow control across
the computer-to-network interface. In the case of internetworking it provides various harmonizing
functions between the interconnected networks.

The link lnyer builds on the physical connection provided by the particular network to provide the
tetwork layer with a reliable information transfer facility. It is thus responsible for such functions as
error detection and, in the event of transmission errors, the retransmission of messages, Normally,
Wo types of service are provided:

\. Connectionless treats each information frame as a self-contained entity that is transferred
using a best-ry approach.
2. Connection oriented endeavors to proyide an error-free information transfer facility,

Fi“"f"?, the physical layer is concerned with the physical and electrical interfaces between the user
fauipment and the network terminating equipment. It provices the link layer with a means of
transmitting a serial bit stream between the two equipments,
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41.4 Open System Standards

The ISO reference model has been formulated simply as a template for the structure of a commu.-
nication subsystem on which standards activities associated with each layer may be based. It is noy
intended that there should be a single standard protocol associated with each layer, Rather, a set of
standards is associated with each layer, each offering different levels of functionality. Then, for a
specific open systems interconnection environment, such as that linking numerous computer-based
systems in a fully automated manufacturing plant, a selected set of standards is defined for use by
all systems in that environment.

The three major international bodies actively producing standards for computer communica-
tions are the ISO, the American Institute of Electrical and Electronic Engineers (IEEE) and the
International Telegraph and Telephone Consultative Committee (CCITT). Essentially, ISO and
[EEE produce standards for use by computer manufacturers, whereas CCITT defines standards for
connecting equipment to the different types of national and international public networks. As the
degree of overlap between the computer and telecommunications industries increases, however,
there is an increasing level of cooperation and commonality between the standards produced by
these organizations.

Inaddition. prior to and concurrently with ISO standards activity, the U.S. Department of Defense
has for many years funded research into computer communications and networking through its
Defense Advanced Research Projects Agency (DARPA). As part of this research, the computer
networks associated with a large number of universities and other research establishments were
linked to those of DARPA. The resulting internetwork, known as ARPANET, has been extended
to incorporale internets developed by other government agencies. The combined internet is now
known simply as the Internet.

The protocol suite used with the Internet is known as transmission control protocol /internet
protocol (TCP/IP). Itincludes both network-oriented protocols and application support protocols.
Because TCP/IP is in widespread use with an existing internet, many of the TCP/IP protocols
have been used as the basis for ISO standards. Moreover, since all of the protocol specifications
associated with TCP/IP are in the public domain, and hence no licence fees are payable, they have
been used extensively by commercial and public authorities for creating open system networking
environments. In practice, therefore, there are two major open system (vendor-independent)
standards: the TCP/IP protocol suite and those based on the evolving 1SO standards,

Figure 41.5 shows some of the standards associated with the TCP/IP protocol suite. As can be
seen, since TCP/IP has developed concurrently with the 1SO initiative, it does not contain specific .
protocols relating to all of the seven layers in the OSI model.

Moreover, the specification methodology used for the TCP/IP protocols differs from that used
for the ISO standards. Nevertheless, most of the functionality associated with the 1SO layers is
embedded in the TCP/IP suite. A range of standards has been defined by the ISO/CCITT and a
selection of these is shown in Fig. 41.5. Collectively they enable the administrative authority that
is ¢stablishing the open system environment to select the most suitable set of standards for the
application. The resulting protocol suite is known as the open system interconnection profile. A
number of such profiles have now been defined, including: TOP, a protocol set for use in technical
and office environments; MAP, for use in manufacturing automation; U.S. and U.K. GOSIP for
use in U.S. and U.K. government projects, respectively; and a similar suite used in Furope known
as the CEN functional standards, The latter has been defined by the Standards Promotion and
Application Group (SPAG), a group of 12 European companies,

As Fig. 41.6 shows, the lower three layers vary for different network types. CCITT has defined
V, X, and I series standards for use with public-carrier networks. The V series is for use with
the existing switched telephone network (PSTN), the X series for use with existing switched data
networks (PSDN), and the I series for use with the integrated services digital networks (ISDN),

Those produced by ISO/IEEE for use with local area networks are known collectively as the 802
(TEEE) or 8802 (ISO) series.
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41.5 Summary

This chapter has reviewed the requirements for the communications subsystem in each of a set of
interconnected computers that enables them to communicate in an open way to perform various
distributed application functions. The philosophy behind the structure of the 18O reference model
for open systems interconnection has been presented and a deseription of the functionality of the
seven layers that make up the reference model described. Finally, a sclection of the ISO/CCITT
standards that have been defined have been identified.

Defining Terms

Internetwork: A collection of different network types that are linked together.

Local area network (LAN):  Network used to link computers that are distributed around a single
site.

Open system interconnection (OSI): A standard set of communication protocols that are inde
pendent of a specific manufacturer.

Transmission control protocol/Internet protocol {TCP/IP):  The standard set of communica
tion protocols that are used by each computer that is connected to the Internet.

Wide area network (WAN):  Network used to link computers that arc situated at different sites.

Further Tnformation

Further coverage of the material covered in this chapter can be found in:
Halsall, F. 1996. Data Communications, Computer Networks and Open Systems. 4th ed., Addison
Wesley, Reading, MA,
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once the station has determined its packet to be involved in a process of collision, the station will
immediately abort transmission. In this manner, colliding stations will occupy the channel with
their colliding transmissions only for a limited period of time, the collision detection time 7'(CD).
Clearly, if T(CD) < T'(P), where T(F) denotes the transmission time of a packet (MAC frame)
across the medium, the CSMA/CD operation leads to improved delay-throughput performance
over that of a CSMA operation.

The ethernet LAN developed by Xerox Corporation is a bus-based network operating at a channel
data rate of 10 Mb/s and using a 1-persistent CSMA/CD medium access control algorithm. The
physical, MAC and link layers of such a CSMA /CD network are defined by the IEEE 802.3 Standard
(and a corresponding 15O standard). Ethernet nets can employ different media types: twisted pair,
coaxial cable, fiber optic line, as well as radio links (in the case of an cthernet-based wireless LAN
system), The configuration of the ethernet LAN is that of a logical bus so that a frame transmission
by a station propagates across the bus medium to all other stations, In turn, the physical layout of
the medium can assume a bus or a star topology. Under the latter configuration, all stations are
connected to a central hub node at which point the access lines are connected by a reflecting repeater
module so that a transmission received from an access line is repeated into all other lines. Typical
ethernet layouts are limited in their geographical span to an overall distance of about 500-2000 m,

The delay-throughput efficiency of the CSMA/CD network operation is determined by the
acquisition time delay f(a) and index a, as for the CSMA network. In addition, the network
efficiency also depends on the CD time T(CD). It is noted that T(CD) can be as long as twice the
propagation delay across the overall span of the bus medium, plus the time required by the station
to establish the occurrence of a collision. To ensure that a collision is reliably detected, the power
levels of received packets must be sufficiently high, This also serves as a factor limiting the length
of the bus and of the distance at which repeaters must be placed. As a result, the network stations
are attached to several ethernet segments, each assuming a sufficiently short span. The different
ethernet segments are interconnected by gateways or routers. The latter act as store-and-forward
switches which serve to isolate the CSMA /CD multiaccess operation of each segment.

As for the random-access mechanisms previoasly discussed, burst loads applied to the CSMA /CD
network can cause large delay-throughput degradations. In supporting application streams which
require limited packet delay jitters, it is thus required to prevent the bus from being excessively
loaded. Many implementations thus plan the net’s offered traffic loading levels to be no higher than
40% (or 4 Mb/s). Also note that as for other random access schemes, large loading variations can
induce an unstable behavior. A flow control mechanism must then be employed to regulate the
maximum loading level of the network.

When shorter bus spans are used, or when shorter access link distances are employed in a star
configuration, it is possible to operate this network at higher channel data rates. Under such
conditions, an etherner operation af a dew rate of 100 Mb/s (or higher) has been implemented.

46.6 Multiple-Access Schemes for Wireless Networks

Under a cellular wireless network architecture, the geographical area is divided into cells. Each cell
containsa central base station. The mobile terminals communicate with the base station controlling
the cell in which they reside. The terminals use the reverse traffic and signalling channel(s) to
transmit their messages to the base station. The base station multiplexes the messages it wishes to
send to the cell's mobile terminals across the forward traffic and signalling channels.
First-generation cellular wireless networks are designed to carry voice connections employing a
circuit switching method. Analog communications signals are used to transport the voice infor-
mation. The underlying signalling subnetwork is used to carry the connection setup, termination,
and handover signalling messages. The voice circuits are allocated through the use of a reservation
based demand-assigned/FDMA scheme. A ready mobile uses an allocated signalling channel for
its handset to transmil to its cell’s base station a request message for the establishment of a voice
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circuit, If a frequency channel is available for the allocation of such a circuit (traffic channel), the
base station will make this allocation by signalling the requesting handset.

Second-generation cellular wireless networks use digital communications channels. A circuit-
switching method is still employed, with the primary service providing for the accommodation of
voice connections. Circuits are formed across the shared radio medium in each cell by using either a
TDMA-access control scheme (through the periodic allocation of time slots to form an established
circuit, as performed by the European GSM and the U.S. 15-54 standards) or by employinga COMA
procedure (through the allocation of a code sequence to a connection’s circuit, as carried out by
the 15-95 standard). A signalling subnetwork is established. Reverse signalling channels (RSCs)
are multiple-access channels which are used by the mobile terminals to transmit to their cell’s base
station their channel-request packets (for a mobile originating call), as well as for the transmission
of paging responsc packets (by those mobiles which terminate calls). Forward signalling channels
(FSCs) are multiplexing channels configured for the transmission of packets from the base station
to the mobiles. Such packets include channel-allocation messages (which are sent in response to
received channel request packets) and paging packets (which are broadcasted in the underlying
location area in which the destination mobile may reside).

For the reverse signalling channels, a random access algorithm such as the ALOHA scheme
is frequently employed. For TDMA systems, time circuit(s) are allocated for the random access
transmission of signalling packets. For CDMA systems, codes are allocated for signalling channels;
each code channel is time shared through the use of a random access scheme (employing, for
example, a slotted or unslotted ALOHA multiple-access algorithm).

Paging and channel allocation packets are multiplexed (in a time-shared fashion) across the
forward signalling channds. To reduce battery consumption at the mobile terminals, a slotted
mode operation can be invoked. In this case, the cell mobiles are divided into groups, and paging
messages destined to a mobile belonging 1o a certain group are transmitted within that group’s
allocated channels (time slots) [Rubin and Choi, 1996]. In this manner, an idle mobile handset
needs to be activated for the purpose of listening to its FSC only during its group’s allocated slots.

Under the IEEE 802.11 protocol, termirals access the base station by sharing the radio channel
through the use of a CSMA/CA (collision avoidance) scheme.

Third-generation cellular wireless netwerks are planned to provide for the support of both voice
and data services. These networks employ packet-switching principles. Many of the multiple-
access schemes described in the previous sections can be employed to provide for the sharing of the
mobile-to-base-station multiple-access reverse communications channels. In particular, random-
access, polling (or implicit polling) and reservation protocols can be effectively implemented. For
example, the following versions of a reservation method have been investigated. Under the packet
reservation multiple access (PRMA) [Goodman ct al., 1989] or random-access burst reservation
procedure, a random-access mechanism is used for the mobile to reserve a time circuit for the
transmission of a burst (which consists of a number of consecutively generated packets), For voice
bursts, a random-access algorithm is used to govern the transmission of the first packet of the burst
across the shared channel (by randomly selecting an unused slot, noting that, in each frame, the
base station notifics all terminals as 1o which slots are unoccupied). If this packet’s transmission
is successful, its terminal keeps the captured slot’s position in each subsequent frame until the
termination of the burst’s activity. Otherwise, the voice packet is discarded and the next voice
Packet is transmiticd in the same manner, In selecting the varameters and capacity levels of such a
Multiaccess network, it is necessary to ensure that connections receive acceptable throughput levels
and that the packet discard probability is not higher than a prescribed level ensuring an acceptable
Voice guality performance [Rubin and Shambayati, 1995].

For connection-otiented packet-switching network implementations which provide also data
Packet transport, including wireless ATM networks, it is nccessary to avoid frequent occurrences
Of packet discards, to reduce the rate of packet retransmissions and to lower the chances for packet
feordering procedures needed to guarantee the ordered delivery of packets. Reverse and forward
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signalling channels are established to set up the virtual-circuit connection. Channel resources
can then be allocated to established connections in accordance with the statistical features of such
connections. For example, real-time connections can be accommodated through the periodic
allocation of time slots (or frequency/code resources) whereas burst sources can be supported by
the allocation of such resources only for the limited duration of a burst activity. A mechanism must
then be employed to identify the start and end times of burst activities. For example, the signalling
channels can be used by the mobhiles to signal the start of burst activity; whereas the in-band channel
is used to detect the end of activity (directly and/or through the use of tagging marks).

46.7 Multiple Access Methods for Spatial-Reuse
Ultra-High-Speed Optical Communications Networks

As we have seen above, token-ring and FDDI LAN's use token-passing methods to access a shared
medium. Furthermore, these networks use a source removal procedure so that cach station is
responsible for removing its own transtitted frames from the ring. In this manner, cach transmitted
frame circulates the ring and is then removed by its source station. As a result, the throughput
capacity of such networks is limited to a value which is not higher than the ring’s channel data rate,

In turn, as observed in Sec. 46.4 (in connection with implicit polling-based multiple-access
networks), the bandwidth utilization of shared medium networks, with particular applications to
local and metropolitan area networks operating at high speed using generally fiber optic links, can
be significantly upgraded through the employment of spatial-reuse methods. For example, consider
a ring network which consists of two counter-rotating unidirectional fiber optic ring topologies.
Each terminal (station) is connected to both rings through ring interface units. The bandwidth
resources of the rings are shared among the active stations. Assume now that a destination removal
method is employed. Thus, when a frame reaches its destination node (RIU), it is removed from
the ring by the latter. The network communications resources occupied by this frame (such as a
time slot) can then be made available to source nodes located downstream to the removing station
(as well as 1o the removing station itself).

A source station which has a frame to transmit selects the ring that offers the shortest path to the
destination node. In this manner, the length of a path will be no longer than 1/2 the ring’s length.
If we assume a uniform traffic matrix (so that traffic flows between the network terminal nodes are
symmetrically distributed), the average path length will be equal to 1 /4 the ring’s length. Asa result,
using such a destination removal technique, we conclude that an average of four source-destination
flows will be carried simultaneausly in time by each one of the two rings. Therefore, the throughput
capacity of such a spatial reuse network can reach a level which is equal 10 400% the ring's channel
data rate, for each one of the two rings.

Spatial reuse ring networks can be used to carry traffic on a drcuit-switched or packet-switched
(connectionless or connection-oriented) basis. For packet-switched network implementations, the
following two distributed implicit polling multiple-access methods have been used, Under a slotted
ring operation, time slots are generated and circulated across the ring. Each time slot contains a
headerwhich identifiesitas either empty or busy. A station which sensesan empty time slot can mark
itas busy and insert a segment (a MAC frame, which for example can carry an ATM cell) into the slot.
Thedestination station will remove the segment from itsslot, and will designate the slot asidle so that
itcanbe reused by itselfor other stations. Under a buffer-insertion ring multiple-access scheme, each
station inserts a buffer into the ring. A busy station will defer the transmission of its packet to packets
currently being received from an upstream station, In turn, when its buffer is detected to be empty,
the station will insert its segment into the ring. The buffer capacity is set equal to a maximum size
packetso thata packet received bya station while it is in a process of transmission ofits own packet can
bestored inthe station’s inserted buffer. Each packet is removed from the ring by its destination node.

As previously noted, the DQDB MAN is a slotted dual-bus network which employs active station
interfaces. To achieve spatial bandwidth reuse gains of the bus’ bandwidth resources, frame removal

Samsung Exhibit 1022, Page 90 of 182
Samsung Electronics Co., Ltd. et al. v. One-E-Way, Inc.
IPR2025-01540



Rene L.Cruz
University of California,

San Diego

47.1

650

| S
1 =J
o

b =

ORI L. somiacienuats santhbanrius spbisus a b iRaR S Y b B AT
Connection-Oriented and Connectionless Protocols, Services,
AV NIRRT . . i s s s A e K ., G5
47.3 Routing in Datagram Networks ......ccooi i 638
47.4 Routing in Virtual Circuit Switched Networks ...................63§
47.5 Hierarchical ROWINE .. iivvviiiniviieimiininisiissivansmsiness sl
47.6 Flow Control in Datagram Networks...........cioiieiiimn
47.7 Flow Control in Virtual Circuit Switched Networks, ............65%

Introduction

There are a large number of issues relating to routing and flow control, and we cannot hoped
discuss the subject comprehensively in this short chapter. Instead, we outline generic concefli
and highlight some important issues from a high-level perspective. We limit our discussion o 1he
context of packet switched networks.

Routing and flow control are concerned with how information packets are transported from I
source to their destination. Specifically, routing is concerned with where packets travel, that is 8=
paths traveled by packets through the network. Flow control is concerned with when packets it
that is, the timing and rate of packet transmissions.

The behayior of routing and flow control can be characterized by a number of interrelated PSS
formance memares, These performance meastres can be categorized into twe groups: user melR
and network metrics. User metrics characterize performance from the perspective of a single 05
Conmmon tser metricsace throughput (rate of information transfer ), average delay, maximun 468
delay jitter (variations in delay), and packet loss probability. Netwark metrics characterize peit
mance from the pecspective of the netwark 4s a whole, and all users of it. Common network mett '
are network throughput, number of users that can be supported, average delay (averaged 0V 5
wsers), and buffer requirements. Fairness issues may also arise from the perspective of the netW¥

Ihe goals of routing and flow control ere (o balance these different performance et
Optimization of user metrics are often at the expense of network metrics, and vice versa. *
example, if the number of users allowed to access the network is too large, the quality of $
seen by some users might fall below acceprable levels, ;.

In reality, it is often even difficult to optimize a single performance measure, due to the uncer @i
of demand placed on the network. Statistical models can be used, but the appropriate paramele®
the models are often unknown. Even with an accurate model of demand, the problem of predic®

. b
5 Ry AR e '
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performance for a given routing or flow control strategy is often intractable. For this reason, routing
gnd flow control algorithmsare typically based on several simplifyingassumptions, approximations,
and heuristics,

Before we discuss routing and flow control in more detail, we begin by classifying different modes
of operation common in packet switched networks.

7 9 Connection-Oriented and Connectionless Protocols,
~ Services, and Networks

In a connection-oriented protocol or service between two network terminals, the two terminals
interact with one another prior to the transport of data, to set up a connection between them. The
{nreraction prior to the exchange of data is required, for example, to identify the terminals to each
other and to define the rules governing the exchange of data. For example, users of the telephone
petwork engage in a connection-oriented protocol in the sense that a phone number must first be
dialed, and typically the parties involved must identify themselves to cach other before the essential
conversation can begin. The transport control protocol (TCP) used on the Internct is an example
of a connection-oriented protocol. Examples of connection-oriented services are rlogin and telnet,
which can be built upon TCP. Connection-oriented protocols and services typically involve the
exchange of data in beth directions. In addition, connection-oriented protocols are frequently
used 10 provide reliable transport of data packets between network endpoints, whereby the network
endpoints continue 1o interact during the data exchange phase in order to manage retransmission
of lost or errored packets,

In connectionless protocols or services between two network terminals, no interaction between
the terminals takes place prior to the exchange of data. For example, when a letter is mailed
over the postal networg, a connectionless protocol is used in the sense that the recipient of the
letter need not interact with the sender ahead of time. An example of a connectionless protocol
is the current Internet protocol (IP) used to transport packets on the Internet. Electronic mail
providesaconnectionless service, in the same sense that the postal network providesa connectionless
service. Because of the lack of interaction between terminals engaging in a connectionless protocol,
retransmission of lost or errored packets is not possible, and hence connectionless protocols are not
considered intrinsically reliable. On the other hand, connectionless protocols are often appropriate
inenvironments where lost or errored packets are sufficiently rare.

A connection-oriented network isa network specifically designed to support connection-oriented
protocols. When a connection request is made to a connection-oriented network, the network
establishes a path between the source and destination terminal. The switching nodes are then
configured to route packets from the connection along the established path. Each switching node is
aware of the connections that pass through it and may reserve resources (e.g., buffers and bandwidth)
Un a per-connection busis. A packet switched network that is connection oriented is also referred
10 a5 a virtual circuit switched network. Asynchronous transfer mode (ATM) networks are an
example of virtual circuit switched networks.

A connectionless nerwork is a network designed to support connectionless protocols. Each node
ot & connectionless network typically knows how 1o route packets to each possible destination,
Since there is no prior coordination between terminals before they communicate. Connectionless
etworks are sometimes referred to as datagram networks.

The terminology as defined is not standard, and indeed there does not appear to be widespread
ABreement on termi nology. We have made a distinction between a connection-oriented protocol
and a connection-oriented network, and a distinction between a connectionless protocol and a
““Onnectionless network, The reason for these distinctions is because of the many ways in which
PIotocals and networks can be layered. In particular, connection-oriented protocols can be built

UPOD connectionless networks and protocols, and connectionless protocols can be built upon
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connection-oriented networks and protocols, For example, TCP is in widespread use on end hosts i
the Internet, but the Internet itself is inherently a connectionless network which utilizes [P, Another
example that has received attention recently is in using an ATM network (connection oriented) ag
a lower layer transport mechanism to support the IP protocol between Internet nodes, This may
be considered somewhat odd, since 1P will in turn often support the connection-oriented TCP

Packet switched networks can be further classified as lossy or lossless according to whether or not
network nodes will sometimes be forced to drop (destroy) packets without forwarding them to their
intended destination. Connectionless networks are inherently lossy, since the lack of coordination
of data sources creates the possibility that buffers inside the network will overflow. Connection-
ariented networks canbe designed to be lossless. On the other hand, connection-oriented networks
can also be lossy, depending on if and how flow control is exercised.

47.3 Routing in Datagram Networks

We will first confine our discussion on routing to the context of connectionless networks. A comman
approach to routing in connectionless networks is for each node in the network to have enough
intelligence to route packets to every possible destination in the network.

A common approach to route computation is shortest path routing. Each link in the network is
assigned a weight, and the length of a given path is defined as the sum of the link weights along
the path. The weight of a link can reflect the desirability of using that link and might be based on
reliability or queueing delay estimates on the link, for example. However, another common choice
for link weights is unity, and shortest paths in this case correspond to minimum hop paths.

We now bricfly review some popular algorithms for computing shortest paths, Suppose there are
n nodes in the network, labeled 1,2, .. ., n. Thelabel (i, j) isassigned to a link that connects node {
to node j. The links are assumed to be oriented, that is, link (i, j) is distinct from (/, ). We assume
that if there is a link (¢, j) in the network, then there is also a link (. i) in the network. We say that
node i is a neighbor of node j if the link (¢, j) exists. Let N (i) be the set of nodes for which node
i is a neighbor, Let w;; denote the weight assigned to link (i, j), and define w;; = +oc il node{ is
not a neighbor of node j. We assume that w;; > 0 foralli and j. Formally, a path from node i, to
node i is a sequence of nodes (i1, iz, . . ., 4 ). Thelength of such a path is the sum of the weights of |
links between successive nodes, and the path is said to have k — | hops. We assume that the network
is strongly connected, that is, there exists a path between all ordered pairs of nodes with finite length.

Consider the problem of finding shortest (i.e., minimum length) paths from each node to a given
destination node, Since cach node in the network is a potential destination, this problem will be
solved separately for each destination. Without loss of generality, assume that the destination node
is node 1. The distance from a node / to the destination node is defined to be the length of the
shortest path from node ¢ to the destination node, and is denoted as ;. Define Dy = 0.

Consider a shortest path from a node i to the destination: (i, j, &, ..., 1). Note that the subpath
that begins at node j, (/. k. ..., 1), must be a shortest path from node j to the destination, for
otherwise there exists a path from node i to the destination that is shorter than (i, j. k, ..., 1).
Thus, this subpath has length Dj, and D; = wj; + D;. Furthermore, since D; is the length of a
shortest path, we have D; < w;; + D; for any k. Thus, we have D; = 0 and

D;-_—miﬂle-I-Dj:lﬂjSﬂ}. l<i<n

This is known as Bellman's equation, and forms the basis of an optimization technique known as
dynamic programming. Let D = (Dy, Dy, ..., D,) denote the vector of shortest path lengths, and
let f denote the vector valued mapping in Bellman's equation. With these definitions, Bellman’s
equation says that Dis a fixed point of the mapping f, that is, D = f(D). It can beshown that under
our assumption of positive link weights, there is only one solution x to the equation x = f(x), that
is, D is the unique solution to Bellman's equation.
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The Bellman—Ford algorithm for shortest paths finds the solution to Bellman's equation iteratively.
Specifically, let D’ = (0,00,0¢,...,00). In the first iteration of the Bellman-Ford algorithm,
p' = f(D°) is computed. In the mth iteration, D" = f(D""') is computed. It can be shown
by induction on m that D™ is the vector of shortest path lengths, where the paths are constrained
to have at most m hops. Since link weights are positive, any shortest path visits a node at most
once, and hence any shortest path has at most n — 1 hops. Thus, it follows that the Bellman-Ford
algorithm converges within # — | iterations. In other words, we have f(D"~') = D" ! = D. The
shortest paths can be generated from D by examining the argument of the minimum in Bellman's
equation. Specifically, for each i, let Next{i) = j, where f is an argument of the minimum in the
equation for D;, thatis, D; = wy,  + Dj;. With this definition, Next(i ) is clearly the first node along
a shortest path from nodei to the destination. The worst case time complexity of the Bellman—Ford
algorithm is easily seen to be O(n?).

- The Bellman-Ford shortest path algorithm is sometimes called a distance vector routing algorithm.
The algorithm lends itself easily to a distributed, asynchronous implementation that forms the basis
for many commonly used routing algorithms. In such an implementation, each node 1 is responsible
for computing the distance from itself to the destination D;. Each node initially has an estimate of
D;. These initial estimates may be arbitrary, except the destination itself always knows the correct
distance from itself to itself, that is, node 1 knows that D; = 0. Each node i sends, or advertises, to
its neighbors the estimate of D; that it currently has. This advertisement is either done periodically
or whenever the estimate changes. Whenever a node receives an estimate from a neighbor, it updates
its own estimate in accordance with Bellman’s equation. Specifically, if D; (1) is the estimate of D,
attime  and if D; (1 — ;) is the estimate of D; from node j that was most recently advertised to
node i, then D;(t) = min{w;; + D;(r — ;) : j € N(i)}. Note that this minimum can be taken
over only nodes j which are neighbors of node i, since w;; = oo if node i is not a neighbor of node
Jj- It can be shown that each node’s estimate converges to the actual distance to the destination
under essentially arbitrary assumptions regarding propagation delays of advertisements, and delays
assoctated with computing estimates [ Bertsekas and Gallager, 1992].

in the preceding discussion we assumed that the link weights were constant. In practice, however,
the link weights may change with time. For example, this may be as a result of link failures, or
changing traffic characteristics on the links. Ifthe link weights change slowly enough, the distributed
asynchronous Bellman-Ford algorithm will track the shortest paths correctly as the link weights
change, However, If the link weights change fast enough so that the algorithm does not have a
chanice 1o converge, problems may anise. For example, if link weights change quickly in response to
changing traffic characteristics, it may be possible for packets to travel around in loops indefinitely.
Insuch a scemario, the link weights oscillate as the traffic pattern on the links change due to oscillating
estimales of shortest paths [Bertsekas and Gallager, 1992].

Another popular approach to finding shortest paths is for each node to independently compute
the shortest paths. Each node i broadcasts the link weight w; ; forall outgoing links (i, j) toall other
nodes. Each node then has complete information about the network and can compute shortest
paths independently. Networks that use this approach are sometimes said to use link state routing,.
Each node could use the Bellman-Ford algorithm as described to com pute shortest paths. However,
with link state routing it is common to use Dijkstra’s algorithm for shortest paths, described next.

 Dijkstra's algorithm for finding shortest paths first finds the closest node to the destination node
le., the node i other than the destination node with the smallest value of D;), then the second

t node, then the third closest node, and so on. Let us assume again without loss of generality
that node 1 is the destination node. Dijkstra’s algorithm is summarized as follows:

Initialization: m « 1, P, « (1}, Dy « 0.
Forall i not in #,:

X —wj + D,

Next(i) — 1
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Iteration:
i"* <« argmin|X; : i notin P, }
Pm-l-l e F'm U{‘.‘}
Dj XJ-
For all k notin £,..1:
If X > wyj= + D;» then

Xi «— wye + Dy

Next(k) «i*
m <~ m-+1
If m = n, then terminate. Otherwise, execute iteration agein.

The set P, consists of the m closest nodes to the destination, including the destination. In other
words, for each m we have | P, | = m,and D; = D, if j belongs ta F,, and ¢ does not belong to £,,.
To see why Dijkstra's algorithm works, assume after executing the iteration m times that £, .., is the
set of m + 1 closest nodes, that X = min{wy; + D; : j € Py4,), and that D; hasbeen computed
correctly forall j € Py, Clearly this is true for m = 0, and we now show by induction that it is
true for all m. Consider the (s + 1)st iteration. Suppose that node i* is a node that could be added
to P4 toyield P, 2 with the desired property and that node & is an arbitrary node that cannot
be added to P4 to yield Py with the desired property. Note that Dy > D;+. By the induction
hypothesis and the fact that all link weights are positive, it thus follows from Bellman's equation
that D+ = Xj., Furthermore, we have X; = D¢ > Dy = X;-, Thus, in the (m -+ 1)st tteration,
node i * is chosen correctly to form P,,4; and D;» = X;-. Furthermore, we see that X, is updated
correctly to preserve the induction hypothesis.

It is seen that the time complexity of Dijkstra’s algorithm is Of{n*), which is less than the worsl
case-time complexity of O(n’) for the Bellman-Ford algorithm. The description of Dijkstra’s
algorithm can also easily be adapted to address the computation of shortest paths from a given
source node to all possible destinations, which makes it well suited for link state routing.

Deflection routing [Maxemchuk, 1987] has been proposed for high-speed networks. With de-
flection routing, each node attempts to route packets along a shortest path. If a link becomes
congested, however, a node will intentionally send a packet to a node which is not along a shortest
path. Such a packet is said to be deflected. If the number of links incoming to a node is equal 10
the number of outgoing links, and the capacity of all links is the same, packet buffering can be
essentially eliminated with deflection routing. It is possible for packets o circulate in loops with
deflection routing. With a sunitable priority structure, however, delay can be bounded. Deflection
routing has also been proposed within high-speed packet switches | Cruz and Tsai, 1996/,

In another approach to routing, sometimes called optimal routing, the rate of traffic flow between
cach possible source-destination pair is estimated, Suppose that r(w) is the estimated rate (bits
per second) of traffic flow for a given source—destination pair w. A number of possible paths
for routing traffic between each source-destination pair are identified, say path 1 through P, for
source~destination pair w. The total flow r(w) is allocated among all of the P, paths according
to avector ( fi, fa...., fp,) such that r(w) = fy + fo+ - 4 fp, . and such that f, flows on
path p. Typically, bifurcation is allowed, so that f,, may be positive for more than one path p.
The path flow allocation for all source—destination pairs is determined simultaneously in order to
minimize some cost function. Typically, the cost function is of the form EC.( /,.), where the sum
is taken over all links e in the network and f, denotes the total flow over all paths which cross
link e. A common choice for C.(f.) is C.(f) = f./(C = [f.), where € is the capacity in bits per
second of link e. This would correspond to the average delay on link ¢ if the output queue for link ¢
were an M/M/1 queue. Nonlinear optimization techniques can be used to optimize the path flow
allocations with respect to the cost function. The disadvantage of the optimal routing approach is
that it is difficult to estimuite the rates r (w) 2 priori. In addition, the choice of the cost function Lo
minimize is somewhat arbitrary.
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Typically in connectionless networks, the network nodes will determine where to route a packet
so that it gets forwarded to its destination. In such an environment, the source places the address of
the destination in a header field of each packet. Upon receiving a packet, a network node examines
the destination address, and uses this to index into a lookup table to determine the outgoing link
that the packet should be forwarded on.

In contrast, source routing describes the situation where the route that a packet travels is deter-
mined by the source. In this case, the source explicitly specifies what route the packet should take
within a header field of the packet. Typically, this specification consists of the list of node addresses
along the path that the packet should travel. This eliminates the need for large lookup tables within
gach network node. For example, link state routing can be used, where the sources compute shortest
paths.

47.4 Routing in Virtual Circuit Switched Networks

In connection-oriented networks, sources make connection requests to the network, transmit data
1o the destinations through the connection, and then terminate the connection, Since connection
requests are distributed in time, a routing decision is typically made for each connection request as
itis made. In other words, the sequence of connection requests that will be made is unknown, and
atonting decision for & connection is not made until the connection request occurs.

Shortest path routing is still a viable approach in connection-oriented networks. The network
nodes calculate shortest paths to all possible destinations. When a connection request is made, the
connection request is forwarded along a shortest path to the destination, and the switching nodes
along the path can determine if they have the resources (e.g., bandwidth, buffers) to support the
connection request. If all network nodes determine that they can support the request, the network
accepts the connection, link weights are updated to reflect the newly formed connection, and data
for the connection is forwarded along the established path. Ifa network node along the shortest path
is nol able to support the connection request, the network would then reject the connection request.

It is possible for the network to atlempt to route a connection request along another path if the
first atempted path fails. However, this should be done carefully, since routing a connection on a
path with many hops may use up bandwidth that could be better used to support other connection
requests. Trunk reservation techniques may be used to advantage in this regard.

Alternatively, the sources might be responsible for specifying a desired path in a connection
request, which would be a form of source routing, Obviously in this case, the sources would need
knowledge of the network topology in order to make intelligent choices for the routes they request.

In connection-oriented networks, the source need not place the destination address into each
packet. Rather, it could put a virtual circuit identifier (VCI) in cach packet, which labels the
connection that the packet belongs to. This can result in a savings of bandwidth if there are a
large number of potential destinations, and a comparatively smaller number of connections passing
through cach link. A given connection can have a different VCl assigned on every linkalong the path
assigned 1 it. When a connection is set up through a node, the node assigns a VCI to the connection
to be iised on the outgoing link, which may be different from the VCI used for the connection on
the incoming link, The node then establishes a binding between the VCI used on the incoming link,
the VCI assigned on the outgoing link, as well as the appropriate output link itself. Upon receiving
& packet, the nerwork node reads the VCI used on the incoming link and uses this as an index into
2 lookup table, 1n the lookup table, the node determines the appropriate outgoing link to forward
the packet on, as well as the new VCI to use. This is sometimes referred to as VCI translation.

5 Hierarchical Routing

Ina network with a very large number of nodes, lookup tables for routing can get very large. Itis
Possible to reduce the size of the lookup tables, as well as the complexity of route computation, by
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using a hierarchical routing strategy. One approach to a hierarchical routing strategy is as follows,
A subset of the network nodes are identified as backbone nodes. A link connecting two backbones
is called a backbone link. The set of backbone nodes and backbone links is called the backbone
netwotk. The nonbackbone nodes are partitioned into clusters of nodes called domains. Each
backbone node belongs to a distinct domain, and is called the parent of all nodes in the domain,
The nodes within a domain are typically geographically close to one another. Routes between pairs
of nodes in the same domain are constrained not to go outside the domain. Routes between pairs
of nodes in different domains are constrained to be a concatenation of a path completely within the
source domain, a path completely within the backbone network, and a path completely within the
destination domain. Routes are computed at two levels, the backbone level and the domain level.
Route computations at the backbone level need only information about the backbone network
and can proceed independently of route computations at the domain level. Conversely, route
computations at the domain level need only information about the specific domain for which
toutes are computed. Because of this decoupling, the problem of route computation and packet
forwarding can be considerably simplified in large networks,

With a hierarchical routing approach it is often convenient to have a hierarchical addressing
strategy as well, For example, for the hierarchical routing strategy just described, a node address
could be grouped into two parts, the domain address and the address of the node within the domain.
Packet forwarding mechanisms at the backbone level need only look at the domain part of the node
address and packet forwarding mechanisms at the domain level can ignore the domain part of the
node address. Of course, it is possible to have hierarchical routing strategies with more than two
levels as described.

47.6 Flow Control in Datagram Networks

Since sources in a connectionless network do not interact with the network prior to the transmission
of data, it is possible that the sources may overload the network, causing buffers to overflow and
packets to be lost. The sources may become aware that their packets have been lost, and as a result
retransmit the lost packets. In turn, it is possible that the retransmission of packets will cause more
buffers to overflow, causing more retransmissions, and so on; the network may be caught in a traffic
jam where the network throughput decreases to an unacceptable level. It is also possible that buffers
may overflow at the destinations if the sources send data too fast. The objective of flow control in
connectionless networks is to throttle the sources, but only as necessary, so that rate of packet loss
due to buffer overflow is at an acceptably low level.

A number of schemes have been proposed for flow control in connectionless networks. One
technique that has been proposed is that network nodes that experience congestion (e.g., buffer
overflow) should send the network nodes causing the congestion special control packets, which
in effect request that the offending nodes decrease the rate at which packets are injected into the
network, This hasbeen implemented in the Internet, and the control packets are called source quench
packets. A practical problem with this approach is the lack of accepted standards that specify under
what conditions source quench packets are sent, and that specify exactly how network nodes should
react to receiving a source quench packet.

We now focus our discussion on a common flow control technique used on connectionless
networks, whereby the network carries traffic predominately from connection-oriented protocols,
and window flow control is exercised within the connection-oriented protocols.

Window flow control is a technique where & source may have to wait for acknowledgements
of packets previously sent before sending new packets. Specifically, a window size W is assigned
to a source, and the source can have at most W unacknowledged packets outstanding. Typically,
window flow control is exercised end-to-end, and the acknowledgements are sent back to the source
by the destination as soon as it is ready to reccive another packet. By delaying acknowledgements,
the destination can slow down the source to prevent buffer overflow within the destination.
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Another motivation behind window flow control is that if the network becomes congested, packet
delayswill increase. This will slow down the delivery of acknowledgements back to the source, which
( will cause the source to decrease its rate of transmissions. The window size W is typically chosen
large enough so that in the absence of congestion, the source will not be slowed down by waiting
for acknowledgements to arrive.

Although it is possible to prevent buffer overflow by choosing the window sizes small enough and
appropriately managing the creation of connections, this is typically not how datagram networks
operate. In many cases, packet loss due to buffer overflow is possible, and window flow control is
combined with an automatic repeat request (ARQ) protocol to manage the retransmission of lost
packets. In particular, the source will wait only a limited time for an acknowledgement to arrive.
After this amount of time passes without an acknowledgement arriving, the source will fimeoutand
assume that the packet has been lost, causing one or more packets to be retransmitted. The amount
of time that the source waits is called the timeout value.

As nlready mentioned, retransmissions should be carefully controlled to prevent the network
throughput from becoming unacceptably low. We now provide 4 explanation of how this is com-
monly handled within the current Internet, specifically within the TCP protacol, The explanation
is oversimplified, but should give a rough idea of how congestion control mechanisms have been
puilt into the TCP protocol, This is the primary method of flow control within the current Internet.

The first idea [Jain, 1986) is that a timeouf indicates congestion, and sources should wait for the
congestion to clear and notadd to it. In the TCP protocol [Jacobson, 1988], each timeout causes the
timeout value to be doubled. This is called exponential backoff, and is similar to what happens on
ethernet networks. In practice, so that the timeout values do not get unacceptably large, exponential
backofl is stopped when the timeout value reaches a suitable threshold. After acknowledgements
begin to arrive at the source again, the source can reset the timeout value appropriately.

In addition 10 exponential backoff, the TCP protocol dynamically adjusts the window size in
response to congestion. In particular, a congestion window W' is defined. Initially, W' is set to the
nominal window size W, which is appropriate for noncongestion conditions. After each timeout,
W’ is reduced by a factor of two, until W’ = 1. This is called multiplicative decrease.

The window size used by the TCP protocol is at most W', and could be less. The idea is that
after @ period of congestion, a Jarge number of sources could still retransmit a large number of
packets and cause another period of congestion. To prevent this, cach time a timeout occurs, the
window size is resct to one. Hence, a source is then allowed to send one packet. If the source
receves an acknowledgement of this packet, it increases the window size by one, and hence is then
allowed to send two packets. In general, the source will increase the window size by one for each
acknowledgement it receives, until the window size reaches the congestion window size W’, This is
called slow startand is also used for new connections. After the window size reaches W/, the window
size is increased by one for every roundtrip delay, assuming no timeouts accur, until the original
window size appropriate for noncongestion conditions is reached. This has been called slower start.

Flow Control in Virtual Circuit Switched Networks

In connection-oriented networks, flow control, in a broad sense, can be exercised at two different
levels. At coarse level, when a connection request is made, the network may assess whether it has
-"?E fesources to support the requested connection. If the network decides that it cannot support the
Tequested connection, the request is blocked (rejected). "Thisis commonly called admission control. A
‘onnection request may carry information such as the bandwidth of the connection that is required,
“’hl‘ih the network can use to assess its ability to carry the connection. Some sources do not formally
_“q"“" any specified bandwidth from the network, but would like as high a bandwidth as possible.
- _s“d‘ Seurces are not acutely sensitive to delay; asan example, a file transfer mighr beassociated with
Much a source, These types of sources have been recently named available bit rate (ABR) sources. If
*ources are ABR, it may be unnecessary for the network o employ admission cantrol.
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At a finer level, when a connection is made, flow control may be exercised at the packet level, [
particular, the rate as well as the burstiness of sources may be controlled by the network. We focus our
discussion on flow controlentirely at the packet level. Proposals have also been made to exercise flow
control at an intermediate level, on groups of packets called bursts, but we do not discuss that here,

We first discuss flow control for ABR sources. Given that the bandwidth allocated to an ABR
source is variable, the issue of fairness arises. There are many possible ways to define fairness,
One popular definition of fairness is max—min fairness, which is defined as follows. Each link in the
network has a given maximum total bandwidth that is allocated to ABR sources using that link. Fach
ABR source has an associated path through the network that is used to deliver data from the source
to the associated destination. An allocation of bandwidths to the ABR sources is called max—min
fair if the minimum bandwidth that is allocated is as large as possible. Given that constraint, the
next lowest bandwidth that is allocated is as large as possible, and so on.

A simple algorithm to compute the max-min fair allocation of bandwidths to the ABR sources is
as follows. A link is said to be saturated if the sum of the bandwidths of all ABR sources using that
link equals the total bandwidth available to ABR sources on that link. Each ABR source is initially
assigned a bandwidth of zero. The bandwidth of all ABR sources is increased equally until a link
becomes saturated. The bandwidth allocated to each ABR source that crosses a saturated link is
then frozen. The bandwidth of all remaining ABR sources are then increased equally until another
link becomes saturated, and the bandwidth of each ABR source that crosses a newly saturated link
is then frozen, The algorithm repeats this process until the bandwidth of each ABR source is frozen.

One way to impose flow control on ABR sources that has been proposed is to use window flow
control for each ABR connection at the hop level. That is, each ABR connection is subject to a
window How control algorithm for each hop along the path of the connection. Thus, each ABR
connection is assigned a sequence of window sizes which specify the window size to be used at each
hop along the path for the connection. Each node along the path of a connection reserves buffer
space to hold a number of packets equal to the window size for the link incoming to that node.
Packel loss is avoided by sending acknowledgements only after a packet has been forwarded to the
next node along the path. This scheme results in backpressure that propagates toward the source in
case of congestion. For example, if congestion occurs on a link, it inhibits acknowledgements from
being sent back on the upstream link, causing the buffer space allocated to the connection at the
node feeding the upstream link to fill. This will cause that node to delay sending acknowledgements
to the node upstream to that node, and so forth. [f congestion persists long enough, the source will
eventually be inhibited from transmitting packets. It has been shown that if each node transmits
buffered packets from ABR connections that pass through it on a round robin basis, that if window
sizes are sufficiently large, and that if each source always has data to send, then the resulting
bandwidths that the ABR sources receive are max—min fair {Hahne, 1991]. This scheme is also
known as credit-based flow control [Kung and Morris, 1995], and algorithms have been proposed
for adaptively changing the window sizes in response to demand.

Another way to achieve max—min fairness (or fairness with respect to any criterion for allocated
bandwidths) is to explicitly compute the bandwidth allocations and enforce the allocations at the
entry points of the network. Explicit enforcement of bandwidth allocations is known as rate-based
flow cantrol.

Bandwidth is defined in a time-average sense, and this needs to be specified precisely in order
to enforce a bandwidth allocation. Suppose packet sizes are fixed. One way to precisely define
conformance to a bandwidth allncation of p packets per unit time is as follows. In any interval of
time of duration x, a source can transmit at most px + o packets. The packet stream departing
the source is then said to be (o, p}smooth. The parameter o is a constant positive integer and isa
measure of the potential burstiness of the source. Over short intervals of time, the bandwidth of
the source can be larger than p, but over sufficiently large (depending on the value o) intervals of
time, the bandwidth is essentially at most p. The source or network can insure conformance to this
by using leaky bucket flow control [Turner, 1986, defined as follows.
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A source is not allowed to transmit a packet unless it has a permit, and each transmitted packet
by the source consumes one permit. As long as the number of permits is less than o, the source
receives new permits once every (1/p) units of time. Thus, a source can accumulate up to o permits,
A packet that arrives when there are no permits can either be buffered by the source or discarded.
Each ABR source could be assigned the parameters (o, p), where p is the allocated bandwidth of
the source, and o represents the allocated burstiness of the source, in some sense.

Non-ABR sources require a certain minimum bandwidth from the network for satisfactory
operation, and may also require that latency be bounded. Examples are multimedia sources,
interactive database sources, distributed computing applications, and real-time applications. Leaky
bucket flow control can also be applied to non-ABR sources. The parameter p specifies the maximum
average bandwidth of the source, and the parameter o nasures the potential burstiness of the source,
in some sense. 1F leaky bucket rate control is applied to all of the sources in the network, delay and
puffering requirements can be controlled, and packet loss can be reduced or climinated. Some
recent analyses of this issue are presented in Cruz [1995, 1991a, 1991b]. We now briefly describe
one important idea in these analyses.

A packer stream may become maore bursty as it passes through nerwork nodes. For example,
suppose a packet stream arriving to a node is (7, p) smooth, and that each packet his a delay
in the node of at most d seconds. Consider the packet stream as it departs the node. Over any
interval of length v, say, |1, ¢ 4 x|, the packets that depart must have arrived to the switch in the
interval [r — d, t + x}, since the delay is bounded by d. The number of these packets is bounded
byplx +d)+a =px+ (o + pd), since the packet stream is (o, p) smooth as it enters the node.
Hence, the packel siream as it departs the node is (o + pd, p) smooth, and is potentially more bursty
then the packet stream as it entered the node. Thus, as a packet stream passes through network
nodes, it can get more bursty at each hop, and the buffering requirements will increase at each hop.

We note that buffer requirements at intermediate nodes can be reduced by using rate control
{with buffering) to govern the ransmission of packets within the network [Cruz, 1991b; Golestani,
1991]. This limits the burstiness of packet flow within the network, at the expense of some increase
in average delay. 11 s also possible ta redice delay jitter by using this approach.

ning Terms

ARQ protocol:  An automatic repeat request (ARQ) protocol ensures reliable transport of packets
between two points in a network. Tt involves labeling packets with sequence numbers and
management of retransmission of lost or errored packets. It can be exercised on a link, or on
an end-to-end basis.

Datagram network: A packet switched network that treats each packet as a separate entity. Each
packet, or datagram, is forwarded to its destination independently. The data sources do not
coordinate with the network or the destinations prior to sending a datagram. Datagrams may
be Jost in the network, without notification of the source.

Header field: A packet is generally divided into a header and a payload. The payload carries
the data being transported, whereas the header contains control information for routing,
sequence numbers for ARQ, flow control, error detection, etc. The header is generally divided
into fields, and a header field contains information specific to a type of control function.

Packet switched network: A network where the fundamental unit of information is a packet. To
achieve economy, the communication links of a packet switched network are statistically
shared. Buffering is required at network nodes to resolve packet contentions for communi-
cation links.

Trunk reservation: A technique used in telephone networks whereby some portion of a commu-
nications link is reserved for circuits (trunks) that make most efficient use of the link. A link
may reject a circuit request because of trunk reservation, so that other circuits which make
better use of a the link may later be accepted.
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Virtual circuit switched network: A packet switched network that organizes data packets accord.
ing to the virtual circuit that they belong to. Packets from a given virtual circuit are routed
along a fixed path, and each node along the path may reserve resources for the virtual circuit, ‘
A virtual circait must be established before data can be forwarded along it.
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The transport layer of a computer network is situated above the network layer and provides reliable
communication service berween any two users on the network. The users of the transport service
are e-mail, remote login, file transfer, web browsers, ete. Within the transport layer are transport
entities, one for each user. The entities execute distributed algorithms, referred to as transport
protocols, that makes use of the message-passing service of the network layer to offer the transport
service. The most well-known transport protocols today are the Internet Transmission Control
Protocol {TCP), the original transport protocol, and the ISO TP4,

Historically, transport protocol design has been driven by the need to operate correctly inspite
of unreliable network service and failure-prone networks and hosts. The channels provided by the
network layer between any two entities can lose, duplicate, and reorder messages in transit. Entities
and channels can fail and recover. An entity {ailure is fail-s10p, that is, a failed entity performs na
actions and retains no siate information except for stable starage. A channel failure means that the
prabability of message delivery becomes negligible; that is, even with retransmissions a message is
not delivered within a specified time. These fault-tolerance considerations are still valid in today’s
internetworks.

To-a first approximation, we can equate transport service to reliable data transfer between any
I'wo users. Bul reliable data transfer requires resources at the entities, such as buffers and processes
for retransmitting data, reassembling data, ete. These resources typically cannot be maintained
across failures. Furthermore, maintaining the resources continuously {or every pair of users would
be prohibitively inefficient, because only a very small fraction of user pairs in a network exchange
data with any regularity, especially in a large network such as the Internet.

Therefore, a transport service has two parts: connection management and data transfer. Data
fransfer provides for the reliable exchange of data between connected users. Connection man-
2gement provides for the establishment and termination of connections between users, Users can
Open and close connections to other users, and can accept or reject incoming connection requests.
Resources are acquired when a user enters a connection, and released when the user leaves the
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connection. An incoming connection request is rejected if the user has failed or its entity daes nor
have adequate resources for new connections.

A key concern of transport protocols is to ensure that a connection is not infiltrated by old
messages that may remain in the network from previous terminated connections. The standard
techniques are to use the 3-way handshake mechanism for connection management and the sliding
window mechanism for data transfer within a connection. These mechanisms use cyclic sequence
numbers to identify the connection attempts of a user and the data blocks within a connection,
The protocol must ensure that received cyclic sequence numbers are correctly interpreted, and this
invariably requires the network to enforce a maximum message lifetime.

In the following section, we describe the desired transport service. We then describe a simplified
transport protocol that illustrates the core of TCP and [SO TP4. We conclude with a brief mention
of performance issues and mininmum-latency transport protocols,

Unless explicitly mentioned, we consider a client-server architecture, That is, the users of the
transport layer are partitioned into clients and servers, and clients initiate connections to servers,
Every user has a unique identity (id).

48.2 Transport Service

This section explains the correctness properties desired of the transport layer. We first define
the notion of incarnations. An incarnation of a client is started whenever the client requests
a connection to any scrver. An incarnation of a server is started whenever the server accepts a
(potentially new) connection request from any client. Every incarnation is assigned an incarnation
number when it starts; the incarnation is uniquely distinguished by its incarnation number and
entity id.

Once an incarnation x of an entity ¢ is started in an attempt to connect to an entity s, it has one
of two possible futures. The first possibility is that at some point x becomes open and acquires an
incarnation number y of some incarnation of s—we refer to this as “x becomes open to incarnation
y of 575 at some later point x becomes closed. The second possibility is that x becomes closed
without ever becoming open. This can happen to a client incarnation either because its connection
request was rejected by the server or because of failure (in the server, the client, or the channels).
It can happen to a server incarnation either because of failure or because it was started in response
to 2 connection request that later turns out to be a duplicate request from some old, now closed,
incarnation.

Because of failures, it is also possible that an incarnation x of ¢ becomes open to incarnation
y of 5 but y becomes closed without becoming open. This is referred to as a half-open con-
nection,

A connection is an association between two open incarnations. Formally, a connection ex-
ists between incarnation x of entity ¢ and incarnation y of entity s if v has become open 1o
x and x has become open to y. The following properties are desired of connection manage- |
ment:

* Consistent connections: [f an incarnation x of entity ¢ becomes open to an incarnation y
of entity s, then incarnation y is either open to x or will become open to x unless there are
failures,

* Consistent data transfer: If an incarnation x of entity ¢ becomes open to an incarnation y
of entity s, then x accepts received data only if sent by y.

* Progress: Ifan incarnation x ofa client requests a connection to a server, then a connection is
established between x and an incarnation of the server within some specified time, provided
the server does not reject x’s request and neither client, server nor channels fail within that

.

time.

Samsung Exhibit 1022, Page 103 of 182
Samsung Electronics Co., Ltd. et al. v. One-E-Way, Inc.
IPR2025-01540



Transport Layer 663

« Terminating handshakes: An entity cannot stay indefinitely in a state (or set of states) where
it is repeatedly sending messages expecting a response that never arrives. (Such infinite
chatter is worse than deadlock because in addition to not making progress, the protocol is
consuming precious network resources.)

Given a connection between incarnations x and y, the following properties are desired of the data
(ransfer between x and y:

| « In-sequence delivery: Dara blocks are received at entity y(x) in the same order as they were
sent by x(y).

+ Progress: A data block sent by x(y) is received at y(x) within some specified time, pro-
vided the connection is not terminated (either intentionally or due to failures) within that
time.

aﬁg.g Data-Transfer Protocol

This section describes the sliding-window method for achieving reliable flow controlled data trans-
fer, assuming rthat users are always conmected and correctly initialized. Later we add connection
management to this protocol,

Consider two entities ¢ and s connected by unreliable network channels. The user at ¢ produces
data blocks to be delivered to the user at s. Because the channels can lose messages, every data
block has to be retransmitted until it is acknowledged. For throughput reasons, entity ¢ should be
able to have several data blocks outstanding, that is, sent but not acknowledged. Similarly, entity s
should be able to buffer data blocks received out-of-sequence (due to retransmissions or network
reordering).

1et us number the data blocks produced by user ¢ with successively increasing sequence numbers,
starting from 0. The sliding window mechanism maintains two windows of sequence numbers, one
at each entity.

Entity ¢ maintains the following variables:

* na: [0, 1, .. .); initially 0. This is the number of data blocks sent and acknowledged.
= ns: [0, 1, .. .]; initially 0. This is the number of data blocks produced by the local user.

LEE 1 7L {1 A (AP SW1; initially 0. This is the maximum number of outstanding data blocks
that the entity can buffer,

Data blocks na to ns—1 are outstanding and must be buffered. The entity can accept an additional
Sw — ns + na data blocks from its user, that is, data blocks ns to na 4+ sw — 1. The sequence
numbers na to na -+ sw — 1 constitute the send window, and sw is its size.

Entity s maintains the following variables:

* e [0, 1,.. . initially 0. This is the number of data blocks delivered to the user.

= rw: {0, 1, ..., RW);initially 0. This is the maximum number of data blocks that the entity
can buffer,

Data blocks 0 to n — 1 have been delivered to the user in sequence. A subset, perhaps empty, of
the data blocks nr to nr + rw — 1 have been received and are buffered. The sequence numbers nr
War 4 rw — | constitute the receive window, and rw is its size.

The easiest way for an entity to identify a received data block or acknowledgement is for the
essage to include the sequence number of the concerned data block. But such a sequence number
field would grow without bound. Instead the protocol uses cyclic sequence numbers; that is, j mod
N, for some N, instead of the unbounded sequence number .
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To ensure that a received cyclic sequence number is correctly interpreted, it is necessary for the
network to enforce a maximum message lifetime, that is, no message older than the lifetime remains

in the network. It then suffices if N satisfies

L
N=SW+ RW+T§

where SW and RW are the maximum sizes of the send and receive windows, [ is the maxi-
mum message lifetime, and § is the minimum time between successive data block produc-

tions.

Flow control is another issue in data transfer, that is, entity ¢ should not send data faster than the
network or entity § can handle. By dynamically varying the send window size, the sliding window
mechanism can also achieve flow control. In particular, consumer-directed flow control works as
follows: entity s dynamically varies its receive window size to reflect local resource constraints, and
regularly requests entity c to set its send window size to the receive window size. Note that in this
case, the previous condition on N reduces to N > 2RW + L /8.

We finish this section with a specification of the sliding window protocol. The data messages of
the protocol have the form (D, sid, rid, data, cj), where sid is the sender's id, rid is the intended
receiver’s id, data is a data block, and ¢ is its cyclic sequence number,

The acknowledgment (ack) messages of the protocol have the form (ACK, 5id, rid, ¢f, w}, where
sid and rid are as defined previously, ¢/ is a cyclic sequence number, and w is a window size. Wher.
the message is sent, ¢j and w are set to the values of nr mod N and rw, respectively. Thus the

message indicates the data block next expected in sequence. Because it acknowledges all carlier datz

blocks, it is referred to as a cumulative ack.

The events of the producer and consumer entities arc shown in Fig. 48.1. There are two types of
events. A nonreceive event has an enabling condition, denoted ec, and an action, denoted ac; the
action can be executed whenever the event is enabled. A receive event for a message has only an
action; it is executed whenever the message is received.

Entity ¢

Accept datablock from user (data)

€C: ns—na < 5w

ac: buffer data as datablock ns;
ns = ns+41

Send datablock (j)
ec: 0 <j<ns—na—1
ac: Send (D, ¢, s, datablock j, j mod N)

[/ also resends

Reception of (ACK, s, ¢, ¢j, w)
ac: tmp := (cj—na) mod N;
if 1 < tmp < ns—na then
delete datablocks na to ra+tmp
from send window;
na := na+tmp;
W I= W
else if tmp = 0 then sw := max(sw, w)
// else tmp > ns—na; do nothing

Entity s

Deliver datablock to user (data)

Expand receive window
ec: rw < W
arc: rw.is= rw+l

ec: datablock nr in receive window
ac: data := datablock nr;

nr 1= nr+l;
™ = rw=1
Send acknowledgement
ec: true /[ also resends |

ac: Send (ACK,s, ¢, nr mod N, rw) |

Reception of (D, ¢, s, data, cj)
ac: tmp := (¢j—nr) mod N;
if0 < tmp < rw then
buffer data as datablock nr+tmp;
// else tmp>rw; do nothing

FIGUREA8.1  Events of shding window protocol.
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48.4 Connection-Management Protocol

This section describes a connection-management protocol, Traditional transport protocols, includ-
ing TCP and TP4, identify successive incarnations by increasing, though not necessarily successively,
incarnation numbers from some modulo-N space. Every entity uses a counter or a real-time clock
to generate incarnation numbers for local incarnations.

Another feature of traditional transport protocols is that an entity stores a remote incarnation’s
number only while it 1s connected to the remote incarnation. This necessitates a 3-way handshake
for connection establishment, A client that wants 1o connect to a server sends a connection request
with its incarnation number, say, x. When the server receives this, it responds by sending a response
containing x and a server incarnation number, say, y. When the client receives the response, it
becomes open to y and responds by sending an ack containing x and y. The server becomes open
when It receives the ack. The server could not become open when it received the connection request
containing only x, because it may have been a duplicate from previous now terminated connection.

A 2-way handshake suffices for connection closing. An open entity sends a disconnect request
that is acknowledged by the other entity.

A 2-way handshake also suffices for connection rejection. It is obvious that a server may have to
reject a connection request of a client. What is not s0 obvious is that a client may have to reject a
“connection request” of a server, Specifically, if a server receives an old connection request from a
terminated incarnation of the client, the server atterapts to complete the second stage of the 3-way
handshake. In this case, the client has to reject the server.

The unreliable channels imply that a k-way handshake has the following structure: In every stage
except the last, a message is sent repeatedly until the message of the next stage is received. The
message of the last stage is sent only in response, otherwise the handshake would never terminate.

It is convenient to think of the protocol as a distributed system that is driven by user requests.
Each user request causes the associated entity to initiate a 2- or 3-way handshake with the other
entity. At each stage of the handshake, one entity learns something about the other entity and may
{ssue an appropriate indication 1o its local user. At the end of the handshake, the protocol has served
the user request. The protocol’s behavior can be complex because two handshakes can be executing
concurrently, with one of them conveying information that is relevant to the other.

There is an intricate relationship between the modulo-N space of the incarnation numbers and
the handshaking algorithms, much more so than in the case of data transfer, since the latter assumes
varrectly initialized users. To achieve correct inlerpretation of received cyclic incarnation numbers,
itis necessary to have bounds on message lifetime, incarnation lifetime, wait duration, and recovery
duration, Under the reasonable assumption that the incarnation lifetime dominates the wait and
recovery durations, it is sufficient and necessary to have

4L+ 1
@

Nz

where /. isthe maximum message lifetime, / is the maximum incarnation lifetime, and « is the min-
tmum fime between successive incarnation creations at an entity. Most references in the literature
incorrectly assume that N > 2L /a is sufficient.

This bound may not be satisfiable for exceedingly long-lived incarnations, say, of the order of days.
In that case, if we assuie that the probability of two successive connections having identical modulo-
N client and server incarnation numbers is negligible (it is approximately 1/N? under reasonable

Assumptions of incarnation lifetimes), then the following bound, which does not depend on /,
suffices:
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We now give a specification of the connection-management protocol.
A client entity maintains the following variables for each server s:

* statuss]: (CLOSED, OPENING, OPEN, CLOSING}; initially CLOSED. This is the status of
the client’s relationship with server s: CLOSED iff client has ne incarnation involved with s,
OPENING means client has an incarnation requesting a connection with 5. OPEN means
client has an incarnation open 1o 5. CLOSING means client has an incarnation closing a
connection with s.

* lin[s]: {NIL, 0, 1. ...}; initially NIL. This is the local incarnation number: NII. if statys| |
equals CLOSED; otherwise identifies client incarnation involved with server s.

* din[s]: [NIL, 0, 1,...}; initially NIL. This is the distant incarnation number; NIL if staus( ]
equals CLOSED or OPENING; otherwise identifies the incarnation of server s with which
the client incarnation is involved.

A server entity maintains the following state variables for each client ¢:

* status{c]: |CLOSED, OPENING, OPEN}; initially CLOSED. This is status of server’s rela-
tionship with client ¢; CLOSED iff server has no incarmation involved with . OPENING
means server has an incarnation accepting a connection request from ¢. OPEN means server
has an incarnation open to ¢,

* linfc]: {NIL,0, 1, .. .}; initially NIL. This is local incarnation number: NIL if status| ] equals
CLOSED; otherwise identifies server incarnation involved with client ¢.

* dinfc]: {NIL, 0, 1.,...}; initially NIL. This is the distant incarnation number, NIL if sta-
tus|c] equals CLOSED; otherwise identifics the incarnation of client ¢ with which the server
incarnation is involved.

The messages of the protocol have the form (M, sid, rid, sin, rin), where M is the type of the
message, sid is the sender’s id, ridis the intended receiver’s id, sin is the sender's incarnation number,
and rin is the intended receiver’s incarnation number. In some messages, st or rin may be absent.

Each message is either a primary message or a secondary message. A primary message is sent
repeatedly until a response is received or the maximum wait duration has elapsed. A secondary
message is sent only in response to the reception of a primary message. Note that the response to s
primary message may be another primary message, as in a 3-way handshake.

The messages sent by clients are as follows:

+ (CR, sid, rid, sin): Connection request; sent when opening; primary message.

* (CRRACK, sid, rid, sin, rin): Acknowledgement to connection request reply (CRR); sec-
ondary message.

* (DR, sid, rid, sin, rin): Disconnect request; sent when closing; primary message.

* (REJ, sid, rid, rin): Reject response to a connection request reply that is received when closed.
The sin of the received CRR is used as the value of rin; secondary message,

The messages sent by servers are as follows:

* (CRR, sid, rid, sin, rin): Reply to connection request in 3-way handshake; sent when opening;
primary message.

* (DRACK, sid, rid, sin, rin): Response to disconnect request; secondary message.

* (RE], sid, rid, rin): Reject response to a CR received when closed. The sin of the received
message is used as the value of rin, secondary message.

The events of the client and server entities are shown in Figs. 48.2 and 48,3, assuming unbounded
incarnation numbers,
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Client entity e: events concerning server s

Connect Request(s)
ec: status[s] := CLOSED
ac: statusfs] := OPENING ; linls] := new incarnation number

Disconnect Request(s)
ec: statusfs) = OPEN
ae: statusfs] := CLOSING

Abort(s)
ec: status(s] # CLOSED & “response timeout”
ac: statusis] := CLOSED ; lin[s| := NIL ; dins| := NIL

SendCR(s)
ec: status[s] = OPENING
ac: Send ( CR, ¢, s, linfs] )

SendDR(s)
ec: statusfs| = CLOSING
ac: Send ( DR, c, s, lin|s], din]s] )

Receive ( CRR, s, ¢, sin, rin )
ac: if status[s] = OPENING & rin = linfs] then
statusfs] := OPEN ; din[s] := sin ;
Send ({ CRRACK, ¢, s, lins], dins| )
clse if status{s] = OPEN & rin = lin[s] & sin = din[s] then
// duplicate CRR
Send ( CRRACK, &, s, linfs], din{s] )

else if statusfs] = OPEN & rin = lin[s] & sin>dinls] then
/[ server crashed, recovered, responding to old CR
Send ( REJ, ¢, s, sin ) ; status[s] := CLOSED ;
din[s] := NIL ; linfs] := NIL
else if status(s] is CLOSED or CLOSING then Send ( REJ, ¢, 5, sin )

Receive ( RED, s, ¢, rin )
ar: Il status(s] s OPENING or CLOSING & rin = lin[s] then
status|s] := CLOSED ; din[s] := NIL ; lin[s) := NIL
/{ else status[s] is OPEN or CLOSED; do nothing

Receive ( DRACK, s, ¢, sin, rin )
ac: if status[s] = CLOSING & rin = linfs] & sin = dinfs] then
statusfs] := CLOSED ; din[s] := NIL ; lin[s] := NIL
/] else status[s] is OPENING or OPEN or CLOSED; do nothing

FIGURE 48.2  Client events of connection management protocol.

-5 Transport Protocols

A transport protocol between a client entity ¢ and a server entity s consists of a connection-
Management protocol augmented with two data-transfer protocols, one for data transfer from ¢ to
¥ and another for data transfer from s to c. At each entity, the data-transfer protocol is initialized
ech time the entity becomes open and its events are executed only while open. The data-transfer
'essages are augmented by incarnation number fields, which are used by receiving entities to filter
but data- transfer messages of old connections.
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Server entity s: events concerning client c

Abort(c)
ec: status(c] # CLOSED & “response timeout”
ac: statusic] := CLOSED ; lin[c] := NIL ; din[c] := NIL

SendCRR(c)
ec: status[s] = OPENING
ac: Send ( CRR, s, c, lin[c], din[c] )

Receive ( CR, ¢, 5, 5in )
ac: if statusfc] = CLOSED & “rejecting connnections” then
Send ( REJ, s, ¢, sin ) ; |

else if statusfc] = CLOSED & “accepting connections™ then
lin[c] := new incarnation number ;
status[c] := OPENING ; din[c] := sin
else if status|c] = OPENING & sin>dinfc] then
/[ previous dinfc] value was from some old CR
dinfc] := sin
else if status|c] = OPEN & sia>din[c] then
{/ chient crashed, reconnecting
if “willing to reopen” then
lin[c] := new incarnation number ;
dinfc] := sin ; status[c] :== OPENING
else status[c] := CLOSED ; lin[c] := NIL ; dinfc] := NIL
// else status[c] = OPEN & sin < din|c]; do nothing

Receive ( CRRACK, ¢, s, sin,, rin, )
ac: if status[c] = OPENING & sin = dinfc] & rin = lin[c] then
status|c] := OPEN
/[ else status[c} is OPEN or CLOSED; do nothing

Receive ( DR, ¢, s, sin, rin )
ac: if status[c] = OPEN & sin = din[c] & rin = lin[c] then
Send ( DRACK, s, ¢, lin[c], din[c] ) ;
status[c] := CLOSED ; linf¢] := NIL ; dinfc] := NIL
else if statusfc] = CLOSED then Send ( DRACK, s, ¢, rin, sin s
[/ else statusc] = OPENING; do nothing

Receive ( REJ, ¢, s, rin )
ac: if status[c] = OPENING & rin = lin|c] then
statusfc] := CLOSED ; lin[¢] := NIL ; din[¢] := NIL
[/ else status[c] is OPEN or CLOSED; do nothing

FIGURE48.3 Server events of connection management protocol.

We illustrate with the protocols of the previous sections. Start with the connection-management
protocol of Sec. 48.4 between ¢ and 5. Add two sliding window protocols, one from ¢ to & and one
from s 1o ¢, as follows:

* At cach entity, introduce variables ns, na, sw, and the send window buffers for the outgoing
data transfer, and nr, rw, and the receive window buffers for the incoming data transfer.
These data-transfer variables are initialized whenever the entity becomes open. Whenever
the entity becomes closed, these variables are deallocated.

* Modify the client as follows. Add status|s] = OPEN to the enabling condition of every
data-transfer event. Add sinand rin fields to the sliding window protocol messages. When
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a data-transfer message is sent, sin is set to the local incarnation number lin]s] and rin is set
to the remote incarnation number dinfs|. When a data-transfer message is received, first
test for status(s] = OPEN, sin = din[s] and rin = lin[s]. If the test fails, ignore the message,
otherwise, process the message as in the sliding window protocol specification.

« Modify the server similarly.

There are various ways to extend and integrate the data-transfer protocols.

The messages of the two data-transfer protocols can be combined. Forexample, the data messages
"_ sentby an entity canhave additional fields to piggy-backacknowledgement information for incoming
data, that is, fields for nrand rw. This is done in TCP and ISO TP4.

The preceding protocol uses cumulative acknowledgments. We can also use reject messages to
indicate a gap in the received data. Rejects allow the data source to retransmit missing data sooner
than cumulative acks. The protocol can also use selective acknowledgements to indicate correctly
received out-of-sequence data. This allows the data source to retransmit only what is needed, rather
than everything outstanding. Selective acks and rejects are not used in TCP and 1SO TP4, although
there are studies indicating that they can improve performance significantly.

The preceding protocol uses fixed-size data blocks. An alternative is to send variable-sized data
hlocks. This can be done by augmenting the data messages with a field indicating the size of the
data block. TCP does this with an octet, or byte, as the basic unit. A similar modification would be
needed for selective acks,

The connection-management protocol can be extended and integrated in several ways.

The preceding protocol allows either user to close a connection at any point, without waiting for
data transfet to be completed. An alternative is so-called graceful closing, where a user can close
only its outgoing data transfer. The user must continue to handle incoming data until the remote
user issues a close also. TCP has graceful closing, whereas ISO TP4 does not. It is 4 simple matter
to add graceful closing to a protocol that does not have it.

It is possible to merge connection establishment, data transfer, and connection termination. The
connection fequest can contain data, which would be delivered after the server becomes open. The
connection request can also indicate that after the data is delivered the connection is to be closed.
TCP allows this.

TCP usts a single 32-b cyclic sequence number space to identify both incarnations and data
blacks. When an incarnation is created at an entity, an initial sequence number is chosen and
assigned Lo the incarnation. Successive new message sent by the incarnation, whether of connec-
tion management or data transfer, occupy increasing sequence numbers starting from this initial
sequence number.

TCP messages integrate both data transfer and connection management. Every TCP message has
fields indicating the sequence number of the message, the next sequence number expected, the data
segment (ifany), the segment length, and receive window size. A connection-management message
that requires an acknowledgement is considered to use up a sequence number, say, n. This means
that the next new connection-management message sent by the entity, whether or not it requires an
acknowledgement, would have the sequence number n + 1. The remote entity can acknowledge a
connection-management message by sending a message of any type with its next expected sequence
number field equal to n + 1.

The TCP messages SYN, SYN-ACK, ACK, FIN, FIN-ACK and RST correspond, respectively, 1o
the messages CR, CRR, CRRACK, DR, DRACK, and REJ of our protocol.

TCP provides balanced opening, a service that is outside the client—server paradigm. Here, iftwo
entities request connections to each other at the same time, a single connection is established. In the
client-server architecture, each entity would be considered to have a client-half and a server-half,
#nd two connections would be established. In fact, TCP’s algorithm for balanced opening is flawed:
it may result in valid connection requests being rejected and invalid connection requests leading to
‘onnections. Fortunately, no application seems 10 use TGP's balanced-opening service. 15O TP4

not have balanced opening.
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48.6 Conclusions

This chapter has described the service expected of a transport layer and a distributed algorithm, or
protocol, that achieves this service. The protocol faithfully illustrates the inner workings of TCP
and [SO TP4. We conclude by outlining two currently active research areas in transport protocols

One area is that of minimume-latency transport protocols. The delay in connection establishment
incurred by the 3-way handshake is unacceptable for many transaction-oriented applications such
as remote procedure calls (RPCs). Note thatalthough transaction data can be sent with aconnection
request, the server cannol process the transaction until it confirms that this is a new request. This
has motivated the development of transport protocols where the server can determine the newnes:
of a connection request as soon as it is received, thereby achieving connection establishment with
a 2-way handshake.

To achieve this, the server has to retain information about clients even when it is not connected
to them. Consider a 3-way handshake between client incarnation x and server incarnation vy, If
the server had remembered the incarnation number, say, z, that the client had previously used
when it connected to the server, then the server could determine that the connection request with
¥ was new (because x would be greater than z), In that case, the server could have becomne open
at once, resulting in a 2-way handshake connection establishment. A server cannot be expected (o
indefinitely remember the last incarnation number of every client to which it was connected, due ta
the enormous number of clients in a typical internetwork. However, a caching scheme is feasible,
and several have been proposed, culminating recently in a proposed modification to TCI

An alternative to caching is to use timer-based mechanisms. Here also, a server is required to
maintain information on each client it has served for a duration comparable to that in cache-based
mechanisms (the major component in both is the message lifetime), In most timer-based protocols,
if a client’s entry is removed before the specified duration, for example, due to a crash or memory
limitation, then the server can incorrectly accept old connection requests of that client. Simple con-
nection management protocol (SCMP) is an exception: by assuming synchronized clocks, 1t main-
tains correctness but it may reject new connections for a period of time depending on clock skews
and other parameters. [n any case, timer-based approaches do not have a backup 3-way handshake.

Another area of current research concerns the performance of transport protocols. Asmentioned
carlier, transport protocol design has been historically driven by the need to operate correctly inspite
of unreliable network service and failure-prone networks and hosts. This has resulted in the premise
that transport protocols should have minimal knowledge of the network state. For example, message
roundtrip times are the only knowledge that TCP has of the current network state,

In recent years, Internet traffic has grown both in quantity and variety, resulting in increasing
utilization, delays, and often congestion. This has prompted the development of retransmission
and windowing policies to reduce network congestion, mechanisms to reduce processing time for
transport protocol messages, ctc. However, this performance work is still governed by the premise,
motivated by fault tolerance, that a transport protocol should have minimal knowledge of the
network state,

Itis not clear whether this premise would be valid for the high-speed networks of the near and far
future, Current implementations of TCP use a very conservative flow control scheme: the source
reduces its send window by a multiplicative factor whenever roundtrip times indicate network
congestion, and increases the send window by an additive factor in the absence of such indication.
Although this is very robust, it tends to underutilize the network resources. It should be noted that
most protocol proposals for high-speed networks make use of some form of resource reservation
to offer varying quality-of-service guarantees. It is not clear how this can be incorporated within
the current TCP framework, or even whether it shouid be.

Defining Terms

3-way handshake: A handshake between two entities involving three messages, say m1, m2, m3.
The initiating entity repeatedly sends m 1. The other entity responds by repeatedly sending
m2. The initiating entity responds by sending a single m3 for each m2 received.
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Balanced-opening: Where two entities requesting connections to each other at the same time
establish a single connection.

Client-server architecture: A paradigm where the users of the transport layer consist of clients
and servers, connections are always between clients and servers, and connections are always
initiated by clients,

Connection:  An association between two open incarnations.

Connection management:  That portion of the transport service and protocol responsible for the
establishment and termination of connections between users.

Cydlic sequence numbers:  The modulo-N sequence numbers used for identifying incarnations
and data blocks,

Data transfer:  That portion of the transport service and protocol responsible for the reliable
exchange of data between connected users.

Incarnation:  An instance of an entity created for a connection attempt.

Incarnation numbers:  Sequence numbers for identifying incarnations.

Initial sequence numbers:  The incarnation numbers of TCP.

Maximum message lifetime:  The maximum duration for which a message can reside in the net-
work.

Receive window: The data blocks that can be buffered at the consuming entity.

Send window: The data blocks that can be outstanding at the producing entity.

Sliding-window mechanism: A method for sending data reliably over unreliable channels, using
eyclic sequence numbers to identify data, a send window at the data producer, and a receive
window at the data consumer.

Transport entities:  The processes within the transport layer.

Transport protocols: The distributed algorithm executed by the transport entities communicat-
ing over the network service,

Transport service: The service expected of the transport layer.
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Cluster of zooes

FIGURE72.1  Onboard (OB) processing satellite using multiple-beam antennas and onbeoard switching,

bl

n

Up- and downlinks are decoupled, thus allowing their separate optimization, For example,
for stream (CS) and wideband Integrated Services Digita) Network (WBISDNY users in o
certaan zome, e division multiplesing (TDM] uplink and TM downlink techniques are
adequate. On the orher hund, for a multple of bursty Earth stations, in another zone,
+ demand assignment multiple access time division multiple access (DAMA-TDMA)
uplink s TDM downlink technigue sllows the optimal sharing of the uplink capacity. A third
zoue bn bieavy ruun or under shadowing fading conditions might prefer 4 switching saicllite
that has code-division multiple access (CDMA) in the uplink and/or downlink.

. The nuimber of possible virtual connections is reduced from an order of N? to the order of

N where N is the number of users,

- Flexibility and reconfigurability includes, among other things, reprogramming of onboard

processing (QOBP) control memories, reconfiguration of Earth stations (time/frequency plans
for each connection setup), accommodation of both cireuit and packet switched traffic,
adopting different flow and congestion control measures for each zone depending on current
traffic loads and types, and accommodation of multirate and/or dynamically changing bit
rale and and bit rate conversion on board.

- 55 has natural amenability to DAMA and ISDN services.
« There is enhanced fault tolerance; a single satellite failure handling a cluster of zones can

be easily replaced by another within hours or minutes thus averting the disasters of losing
customers for 4 few days or months. A single failing antenna onboard the satellite can be
easily replaced by another hopping antenna.

These advantages come with a price, that is, the cost and complexity of the satellite itself.
55 increases the total capacity of the satellite system in terms of number of circuits and
services provided within the same bandwidth.
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Applications
* Internetworking, low-cost and low-power user terminals, fixed site and mobile commupj.
cations
* Video conferencing

* Interconnection of business oriented private networks, local area networks (LANSs), metro-
politan area networks (MANs), wide area networks (WANs)

» Narrowband and wideband [SDN

* Interconnection of all of the preceding to and through the public telephone network (PTN;)
* Supercomputers networking

* Multiprotocol interconnection

+ Universal personal communication (UPC)

72.2 Onboard Switching Types

* Reconfigurable static IF switching, also called microwave switch matrix (MSM)
This has fixed (nonhopping) beams. The access techniques could be frequency-division
multiple access (FDMA), TDMA, or rialtifrequency TDMA (MF-TDMA) giving rise m
three kinds of switched satellites, that is, S5-FDMA, 55-TDMA, SS-MF-TDMA. The first,
SS-FDMA, 1s the most common.

* Reconfigurable static intermediate frequency (IF) switching with regeneration and forward
error correction but no baseband processing

* Baseband switching with fixed or hopping (scanning) spot beams
= Fast packet switching

* Photonic baseband switches

« Asynchronous transfer mode (ATM) oriented switches

Reconfigurable Static IF Switching

Both the uplinks and downlinks access techniques could be TDMA, FDMA, or ME-TDMA. How-
ever, the most commonly used are FDMA and TDMA on the uplinks and downlinks, respectively.
This choice results in a reduced terminal ground station cost. FDMA is selected on the uplinks o
eliminate the need for high-power amplifiers (HPA) at the user terminal [an FDMA user transmits
all of the time but with a fraction of the bandwidth (BW)]. On the other hand, to utilize the full
power of the OB (HPA), it should operate near saturation, thus increasing the downlinks signal
and allowing very small aperture terminals (VSAT) operation. Simply a high-power high bit rate
TDM operation in the downlinks is efficient. No demodulation or error correction takes place
onboard. Fixed beams are used, and the number of such beams in the uplinks is typically less than
that of the downlinks. Stations use frequency synthesizers to transmit the information using an
RF cacrier corresponding to destination. This form of FDMA is called single channel per carrier
(SCPC) and is appropriate for low rate users (64 kb/s). This carrier is demand assigned to the
user call via a signalling channel (which could be ground based or an out of band SCPC channel).
Onboard, the various RF carriers pass through the low noise ampiifier then become down converted
to IF (Fig 72.2). Demultiplexing separates the various user signals that form the inputs to the static
MSM, These are routed through the MSM to their destinations. The connection patternof the switch
(which input connected to which output) is configured by the master ground station or ground net-
work control center (NCC) control channel. However, some of the connections may be permanent
to allow broadcasting. Taking the example of the advanced communications technology satellite
(ACTS) system of NASA [Cashman, 1992], the uplinks access technique is TDMA not FDMA, al‘ld_
the MSM is controlled by a digital controller and a dual storage bank of memories. The MSM
switch is configured according to the 5-kb/s, telemetry, tracking, and command signal (TT&C)

i
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FIGURE72.2 Nonregenerative onboard [F switching.

issued from the master ground station at the beginning of each superframe of 1-min duration. The
TDMA frame is | or 32 ms and the switching time is approximately 100 ns. One bank of memory
will be in active control of the swilch while the other is waiting for TT&C new configurations. In
the case of SCPC uplinks, the switch is configured on call basis (slower basis). Three active fixed or
h,oplsing beams exist on the MSM input and outpur. However, the MSM size is 4 % 4 to allow for
redundancy. The output signals of the MSM switch going to same zone are grouped (multiplexed).
The resultant is subsequently translated to RF frequency, amplified by solid-state power amplifiers
(SSPA), and transmitted via output beams, An in-band or out-of-band signalling scheme is used by
the user terminals to establish the call. The master control station finally assigns the right resources
ta the call, for example, one out ofa pool on the FDMA uplinks and one time slot of a certain TDMA
frame on the downlinks for that call. This reservation goes to the OBS, which becomes correspond-
ingly configured for the call duration. We notice here the isolation between the up- and downlinks
provided by OBS, for example, in the preceding case the uplink user transmits continuously using
the assigned FDMA SCPC, i.e., disjoint from the TDM process taking place on the downlinks. Am-
plifying these FDMA signals OB creates intermodulation products (IMP). SCPC also suffers from
its inability to meet variable bit rate (VBR) services. Multichannel per carrier (MCPC)/TDMA
or ME/TDMA is typically employed 1o reduce these IMP. Here a number of users (terminals) are
allocated channels (time slots) on a TDM frame, which is transmitted on a single carrier.

Other disadvantages of FDMA oriented MSM are: the difficulty of dynamic networks recon-
Figuration without data loss, the difficulty of operation with hopping beams, and broadcasting of
Multiple carrier transmissions to many destinations.

Regenerative IF Switching

This is similur to the previous static 1F switching in the following respects: switching of IF sig-
_;“*115- employing TOMA, FDMA, or MI=TDMA access techniques with the FDMA uplinks/MF-
DMA downlinks as the preferred (echnique, no buseband processing being involved. a station
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simultaneously transmitting/receiving from many stations having to usc a different carrier for each
source (destination), programming reconfiguration via fixed connections and/or under the TTgc
commands, use of low noise amplifiers (LNAs) and SSPAs, and RF to IF and IF to RF translations,

However, it differs in the following respects. The IF signals (following RF to IF translation
and demultiplexing) are demodulated, forward error corrected, then forward error encoded [usi
error detecting and correcting coding (EDAC)] and then modulated [continuous phase shift keying
(CPSK) or minimum shift keying (MSK)] again before feeding them to the MSM switch, If both
uplinks and downlinks are of the MF-TDMA kind, then the various uplinks user TDM channels
(slots) of each beam form the IF inputs to the switch, At the switch output, output IF slots
are multiplexed again, and the resultant modulates the RF carrier of the downlinks beam, The
regeneration involved in the demodulation-modulation processes allows the separation of uplinks
and downlinks noises, fading, interference effects, and so forth. Also the decoding-encoding
could be done at different rates thus providing for more protection against rain in the downlinks,
for example, by decreasing forward error correction (FEC) encoding rate. These regenerations
lead to better links performances and better amenability to MF-TDMA generation that negds
higher transmission rates. Nevertheless, regenerative IF switching suffers the same aforementioned
disadvantages of static IF switching.

Implementation of Regenerative and Static IF Switches via MSM Technology

Basically, this is a solid-state programmable crossbar switch. Signal switching at the matrix
crosspoints is performed using dual-gate ficld-effect transistor (FET) active switches (employ-
ing GaAs technology for switches with IF bandwidths equal 10 or exceeding 2,5 GHz). In recent
implementations, such as the NASA ACTS OBS [Cashman, 1992}, input signal distribution and
output signal combining are performed using passive recursive couplers (Fig. 72.3).

Among many alternatives, such as single pole, rearrangeable switching, and so forth, the coupler
crassbar implementation was selected by both ACTS and other NASA systems for its simple control,
low insertion loss, and amenability to broadcasting. In this architecture, a switching element
[Fig. 72.3(b)] is situated between two directional couplers. If the data is to flow from input i
to output j, the switch will be ON and the input and output couplers pass the data; otherwise,
the switch is OFF and the data is reflected and absorbed by the coupler loads. To equalize the
output power at all N input couplers connected to the N output lines, the coupler coefficients
increase as the output number increases, that is, a; = 1/(N — j + 2). The same logic «; applies
to the output coupler coefficient §; as in Fig. 72.3(b). Switches at the various cross points are
independently controlled to provide broadcasting as well as point-to-point connections. Moreover,
the switch design could be modular both electrically and mechanically (as in NASA designs); for |
example, different switch points or parts of the switch can be repaired and tested independently,
thus improving cost and reliability, or larger switches can be built from smaller modules.

The switch elements could be built using ferrite switches, p-i-n diodes, or single gate FETs. The
first option is too slow, the second needs larger amounts of DC power, the third yields no gain
during ON states; dual gate FETS are typically preferred. These use Schottky barrier diodes with
very low junction capacitance, thus allowing the switching from gain to high insertion loss in about
100 ps. Two FETs are used, with the RF input signal applied to the first and the switch control
applied to the second. This provides for excellent isolation between the DC control (which ranges
from 30-dB loss to 10-dB gain) and the RF input. One could envision an IF switch with constant
coupling coefficients (a;, f;) and variable switch amplifier gain. Typically, however, the earlier
variable coupling gains implementation is preferred.

The switch states (configuration) and latency of each cross point are decided upon by ground
control signals. This control unit is typically called control distribution unit (CDU). One bank of the
dual control memory will be in active control of the switch states while the other bank receives the
fresh ground control commands. These ground control signals also cause the exchange of the twe
memory bank identities to take account, for example, termination and/or new call establishments.
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The switch sequence (logical signals) that controls the switching state of all cross points i pe-
riodically dumped from the control memory till fresh control commands are loaded 16 the other
memory bank from the ground control station, in which case the switch control signals are dumped
from the other memory bank. The reconfiguration rate is a few microseconds and the switching
time is in the 2-10 ns range.

The reliability of the IF switch matrix is highly dependent on the failure rate of the GaAs FET,
which is roughly equal to 23 x 107" (including the associated passive clements). This reliability
can be improved by adding extra rows and columns so as to provide alternate routes from inputs (o
outputs that do not pass by the failed cross points [the dashes of Fig. 72.3(a)]. Additional reliability
could be achieved by using multiple (¥ x N) switching planes in paralle! at the expense of cost and
weight. For the switch control unit, using the memory decoder yields a reliability of 0.8331 for 10
years operation. This can be improved further by using simple forward error correction techn iques
to correct for possible memory read or write errors,

Foran N x N cross point IF switch and if the time frame has M data units, the control memory
size is given by M(N log, N), since N cross points are controlled by log, N bits of memory (if
decoding is used).

Implementation of Regencrative and Static IF Switches Using Optical Wave Guides

Future low orbit satellite clusters will probably communicate through intersatellite optical links
at date rates of the order of few gigabits per second. This will make the instant and immediate
switching of these signals in the optical domain a great asset compared to the classic tedious and
slow approach of optical 1o electric conversion, switching of IF or baseband signals, then clectrical
to optical conversion at the switch outputs. In both IF and baseband implementations of optical
switches, a directional coupler is the basic switching element.

The directional coupler (Fig. 72.4) consists of two waveguides situated clase enough to allow
the propagating modes (carrying the information signals to be switched) to interact (couple) and
transfer power from one waveguide to another. Electrical control is still applied to aliow the ON
or OFF switching of the input signal to one or both outputs, This controls the index of refraction
and, therefore, the coupling coefficients.

In the OFF state, a 3-dB optical isolation is achievable between outputs. If the switching voltage
is 25 V, coupling lengths lic in the range of 1-2 cm, the loss associated with single mode fiber
termination is of the order of a few decibels, and switching times lie in the 1-100 ns range. It is
possible, however, to lower these to 50 ps by using traveling wave electrodes or by using free space
optical switching techniques,

To reduce the N complexity of MSM cross point switches using optical waveguides, different
configurations are used. The one shown in Fig. 72.4(b) uses only N(N — 1)/2, where N = 6
couplers, thus saving, for example, (36 — 15) = 21 couplers for a (6 x 6) switch.

‘ i

Sigle mode — Single mode
fiber inputs fiber outputs

I

Switch Control

FIGURE72.4(a) A2 = 2 all aptical switch module using directional coupler
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FIGURE 72.4(b)  Mulpstage implemientation of anapttenl Nov N oawiteh
using- NN — 11/2,

Optical waveguides are not without disadvantages; lor example, switch size is linited by the areq
ol availuble substrare, high insertion loss (due ta fan in losses of waveguides). high level of crosstalk,
imernal blocking in Benes, Banyan, or general multistage types, which eventually lead 1o difficulties
i nperation in broadcasting modes.

[ enhance the reliability of optical wave guide IF switching architectures, replication in the case
of ¥ x N cross point structure or addition of a few input and ourput lines, and dilation (addition
of more parallel lines between stages) in the case of Benes and multistage structures are generally
recommended.

Onboard Baseband Switching

I'he uplink signals are downconverted, demodulated (possibly FEC decoded ), switched, and then
modulated, FEC encoded, upconverted, and transmitied downlink (Fig. 72.5). Switching takes
place o baseband level, thus allowing for o much needed Nexibilityg. For example, a station with
only one carrier at hand G tramsmit o many destinations via different TDMA slots.  These
Hansindssions could reach the destinations on the different carriers, the diffevent bir and FEC rates,
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FIGURE72.6(a) T=5=T baseband switching,

the different modulation formats, and so forth, that best suil the fading environment and other
conditions in the downlink. Multicasting and accommodation of a mixture of high and low bit
rates without needing multicarriers as in IF switching are some of the added bencfits.

Baseband switching can be oriented toward circuit or packet oriented traffic. When large por-
tions of the network traffic and/or most of the users are of the circuit switched type, and/or switch
reconfiguration is infrequent and onboard, baseband circuit switching is more efficient. For a
satellite network carrying mostly packet switched traffic, and/or circuit switched traffic with fre-
quent configuration, and/or a combination thereof, a packet switch is more efficient, Hybrid
packet/circuit baseband switching is also a viable alternative that has gained attention recently.

Baseband Circuit Switching Categories

Time-space-time (T-$-T), common memory (T-stage), distributed memory, and high-speed fiber
optic ring are the main types of this category.

(T-5-T) Baseband Switching. This is used for multigigabit per second operation and has been
adopted in the NASA ACTS system and for European Space Agency (ESA) prototypes. It has also
been in use for some time in terrestrial networks (AT&T no. 4ESS switch). The basic idea is to reduce
the space switch complexity by premultiplexing n of input data units (¢.g., bytes), thus reducing
the number of inputs and outputs of the space switch. However, this reduced switch has to switch
data much faster, as will follow.

Following RF to IF conversion, filtering, and data demodulation and forward error decoding
in each of the (N'/n) uplink banks [Fig. 72.6(a)], the n baseband data units of cach multiplexer
(with a combined rate of n Ry, b/s) are further multiplexed via the time slot interchange (TSI) box
[Fig. 72.6(b)] to yield a bir rate at the TSI equal to kR, b/s, where k > 2n to allow for a strictly
internally nonblocking switch. Internal nonblocking means that there are enough virtual paths
inside the switch to connect any of the (N/n) inputs to any of the (N /n) outputs. The TSI is
basically a serial to parallel converter followed by a T-stage (memory), which stores the data units
of the uplink frames, followed by a parallel to serial converter. At the space switch output, another
TSI executes a reversed sequence of events that finally feeds all data units of the downlink frame
to the data forward error encoder and modulator, after which IF to RF conversion and subsequent
transmission in the downlink takes place. To see the reduced complexity of this approach compared
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to @ conventional cross point switch, we take N = 1024, multiplexing of 1 = 128 slots (each
can serve one unit of data), k = 2n = 256, The size of the space switch is (N /n x N /n), that 1s,
(8 x &) a great simplification compared to the corresponding conventional cross point switch of
(1024 x 1024) complexity. The relation & = 2n was derived in the 1950s for a class of three-stage
Clos space switch, which resembles the T-S-T switch, and it effectively says that the speed of the
space stage inputs (output of TSI unit) should be at least twice as fast as that of the TSI input
[Fig. 72.6(b)|. Memory read and write from the T stages limit the speed of the external lines (from
data demodulator and FEC decoders). If we take the frame time T = 4 ms, 1 byte as the data
unit, input data rate of Ry = 4 Mb/s per input beam, the T-stage total memory size should be
2+ Ty + Ry = 4 Mb. The total memory requirements for all input and output T-stages become
4(% + B) = 64 Mb/s. The total switch throughput = N Rj, = 1024 - 4 Mb/s = 4 Gb/s, which can
be increased by increasing (N /n), that is, the number of pins of the space switch, and the memory
nccess time per word of the input or output T-stages (assuming a 16-b-wide memory bus) is given
by L/(K Ri/16) = L6 ns,

If current technology does not permit, one has to reduce n and/or the input data rate Rj. Dual
memories (T-stages) of size 211 - Tr - K, bytes are used on both input and output FSlIs such that
simultaneous read and wrile to the same memory can be achieved. Also, pipelined operation is
assumed such that while bytes of the new (rame are shifted at the input speed and stored in T-stages,
bytes of the previous frames are shifted out to the output stage at the output speed.

To accommodate a multiplexity of user terminals of high and low speeds, additional multiplexing
of lower rate users [not shown in Fig. 72.6(a)] is implemented at the input lines {prior to input TSI
stage). This makes for a square N/n x N /n switch structure.

A sophisticated control precessor (consisting mainly of memories and TSI timers) reconfigures
the switch in a conflict free manner during the call establishment period for CS traffic and each
frame for P8 traffic, This consumes time and hardware since all three stages (input TSI, space
switch, sutput I'Sl) have to be correspondingly adjusted. For example, if 2 user in input beam 3
has & call in slot 5 of the input frame to a user in output beam 6 who listens in slot 9 of the output
frame, then the space switch control part makes sure that input beam (3) is connected to output
beam (6) in each frame for one slot time. The TSI control at the switch inputs and outputs make
sure that the input byte is written in the fifth location in input memory and the output byte read
from the ninth location.

Ta improve T-8-T reliability, (N /1) active T-stages and r redundant ones are used in both input
and output sides of the space switch, which is by itself replicated. Also error detectionand correction
€an be used 1o protect the memories from permanent and transient errors. For example, 16 out
Of 20 (N /n out of N/n + r) redundancy and 1 out of 2 redundancy for space switch yields 99%
reliability for 10 years,

It isalso noted that the T-S-T architecture could in principle be used for routing packet switched
traffic 4s well. Tlowever, switch control will be derived in this case from the individual input
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packet headers, a process that slows the switch compared to the case of CS traffic. It is also
generally assumed that all corresponding time slots of all inputs to TSIs are bit synchronized. This
requirement will add costly hardware, especially in the case of hybrid PS/CS traffic; for example,
some preambles will be stripped at the switch input, while some central headers will be routed
through the switch. Furthermore, T-S-T switching has the advantage of expandability 1o higher
speeds, and the disadvantage of encountering two switching TDM frame delays (correspondin gto
the input and output TSI stages). |

Baseband Memory Switch (MS). This is the simplest and least costly architecture [Evans et al.,
1986]. During a certain TDM frame, demodulated data bytes from all uplink beams are stored in a
single double (dual) data memory (Fig. 72.7) in a sequential manner under the control of a set of
counters or control memory. Parallel in time, the stored bytes from the previous switching TDM
frame are served to the appropriate switch output under the supervision of the control memory,
For one double dual memory to replace the many T-stages of the previous T-S-T architecture, this
memory has to be large enough and fast enough to store the data bytes of the synchronized M input
TDM frames in one frame time, A high-speed bus and a multi plexer (MUX] are thus used, and a
demultiplexer (DEMUX) distributes the data memory contents into the various output channels
under the control of simple counters and the configuration memory. Memory switches could be
asymmetric (number of inputs # number of outputs) and are internally nonblocking, The data
memory size is (2NS), where § is the number of TDM slots per frame and M is the number of output
beams. This is half the memory requirements of the T-stages of T-S-T switches and is typically
organized into 4 or 8 smaller memory blocks.

The contents of control memory serve as the addresses to the data memory and together with a
simple counter associated with each output they read the right location of data memory in the right
TDM slot of each output frame. The control memory is reconfigured with cach new call. However,
this is less intensive in time and in control hardware compared to the T-5-T case.

This architecture could possibly route packet switched traffic, in which case the switch control is
derived from the destination in the packet header, which is more involved and time critical.

Bus speed and memory access time upperbounds the capacity of this architecture compared to
the T-S-T that grows independently of these. Also, the memory isa reliability hazard avoided by

HuphrS peed Buses
o Oupat
TOM Frames trom Desod A TOM Frames w MOD
[ — # T-Daca Y r_-| ey
S B i Cripa M Capat 4
1 e  lapodt ] lapal Ly D — o B [T
- - =t 1 Memory  bad  Swit .
o s Smn Memaory DEMOD .
‘ Lt Regiiars
o Repirien Laich -
- -
| o | o= .
e iy ki oy
1
Comored &
Reoaliparvnon
Meszory

FIGURE72.7 A baseband memory switch.
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memory replication, and immusity to soll (intermittent) errors is provided by ervor detection and
correctian between data memory banks and read and write latches. :

Power and weight are important considerations, and in recent designs (for example, the PSDE-
SAT2 of the ESA), memory switches were approximately four times lighter than T-5-T switches
and they took only 1 /10th of the chips.

Distributed Memory Switch (DMS). “lu imprave the reliability of the memory switch (MS) archi-
tecture, the memory could be split into N T-stages at the output side (Fig. 72.8). This way, failure
of one ar more of the T-stages means that only few (not all) beams are out of service.

Mulriplexing of the uplink baseband TDM frames and sequential writing to the TDM bus takes
place us in MS, All T-stages hear the broadcast TDM data; however, under distributed control and
timers, only the appropriate data is sequentially written at the right time slot into the applicable
T-stage. Reading data from T-stage 1o output beams is done via random access in different time
slots of the output TDM frame. The memory size is still the same as in MS, and the distributed
memory switch (DMS) is a strictly nonblocking switch. Redundancy is achieved by duplicating
each T-stage; the MUX isalso duplicated. Control units are also distributed and duplicated for fault
tolerance, Reconfiguration of the T-stages is simple compared to T-5-T switches.

However, 1-5-T architecture has better expansion capabilities than MS or DMS structures.
Though bus speed is not a prablem in the DMS, the bus is overloaded by the presence of the many
T-stages, thus increasing the bus driver power consumption. Error detecting and correcting codes
tre also applied to the individil T-stages to protect against reading and writing errors.

Baseband Fast Packet Switches

Circuit switches are more or less amenable to handling packet switched traffic [Inukai and Pontano,
1993]. For example, the MS architecture becomes self-routing (and thus able to handle packet
switched traffic) by stripping the headers of the packets that contain the destination and storing
them in the control memory, which then selects the appropriate data unit from the cata memory to
the appropriate output register. In the case of the DMS architecture, these stripped packet headers
are routed (using an address bus) to the distributed control units at the various output beams. A
fiber optical token access scheme ring such as that of the fiber distributed data interface (FDDI)
standurd is directly adaptable 1o both CS and PS traffic.

MS, DMS, and T-5-T switch throughputs for P$ traffic are reduced by the described header
Siripping, bus contention, memory size, and so forth, A self-routing multistage switch is generally
Preferred for handling PS traffic if throughputs higher than a few gigabits per second are required.
A control memory is unnecessary in this case since part of the packet header is used to route the
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switch through each stage. Error detection and correction are used to protect against misrouting
the packet due to header errors, However, complex data and control memories are not used; rather
a set of cascaded (2 x 2) module switches is used. A typical multistage switch of the Banyan switch
(BS) type is shown in Fig. 72.9(a) [the sorted Banyan network (BN) or Barcher Banyan network|

[Hui and Arthurs, 1987].

The heart of this is the Banyan network (also called delta network), which is detailed in Fig.72.9(b)
fora 16 x 16 BN. The packet finds its path automatically by self-routing within the various stages
in the N x N rectangular Banyan network, which is composed of (log; N = 4) stages. Each stage
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consists of (N /2) smalier switching clements. Each element is a small (2 x 2) binary switch. A
control bit of O or 1 moves the nput pml\u! 1o the upper or lower element output, r¢--5|1n.‘|i\':.'|}'.

A BN has the property that there 1s exactly one path trom any input to any output but has the
disadvantages of exhibiting internal blocking, that is, two packets from two inputs colliding at the
same intermediate switching element output, even if they were destined to different final outputs.
All of the previous CS described earlier have the advantage of being strictly nonblocking in this
sense. However, both types (internally blocking and nonblocking switches) may have final output
blacking, which is due to two packets from different inputs destined to same output. To solve the
two problems of internal and output blocking, the sorting network of Fig. 72.9(a) should be used
or one has to replace the whole figure by an alternate buffered Banyan network (Fig.72.10). In the
latter, a limited buffering capacity exists at each (2 x 2) module input. If two input packets are
destined to the same output, one packet is routed to the output and the other is temporarily stored
for subsequent routing in the following time slot.

Among recent buffered Banyan implementations is the Caso—Banyan baseband switch of Toshiba
IShabtake and Kodama, 1990]. In that implementation, the FIFO property of the 2 x 2 switch
element was violated such that when two head of line data units of the two input buffers contended
for the same cutput, only one is forwarded to this output and another packet (not the head of line)
ofthe other input is forwarded to the other output. It has been found that the unit data (packet, cell,
!Wtci blocking rate Is 196 of that given by conventional buffered Banyan networks at normalized
Mput utilization luctor p = 0.85. Now the sorting network approach of Fig. 72.9(a) |Hui and
Arthurs, 1987] is used to reorder packets at the N input requests so they appear ordered according
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to their packet destination at the sorter N outputs (on the first phasc). Also, in this phase only short
connection reguests are made by various inputs. This packet rearrangement guarantees no internal
blocking when feeding these to the subsequent BN,

Output blocking is avorded by purging contending packets and acknowledging only the put
requests that have priority (in the second phase), and forwarding only ane of the sorter output
packets to the BN (in the third phase),

Unacknowledged inputs will try retransmussion of their output blocked packets in subsequent
time slats. This three-phase algorithm slows the switching speed and lowers the achieved through-
puts. Other implementations, such as the Starlite switch (Fig, 72.11), still have BN and use buffers
al the output to store contending packets that did not win the output contention for subsequent
routing in the following time slots, but do not have a separate request (phase 1) of the three-phase
algorithm underlying Fig. 72.9(a). The Starlite approach [Huang and Knauer, 1984], however, has
more hardware (buffersand control), and may produce packets out of sequence at the switch outputs.

Having realized that increasing the speed of Banyan type networks (reducing the blocking) was
achieved only at the expense of increasing the hardware, a straightforward solution of replicated-
Banyan switches provided modularity as well. Here, the number of internal paths (space diversity)
is increased by distributing input traffic among many Banyan switches in different planes, thus
reducing internal blockings. Output blocking may still be decreased by incorporating buffers at the
various outputs of each switching plane. Internal speed up could be used to speed the data passage
through the switch elements in all of the previous architectures (sorted Banyan, replicated Banyan.
buffered Banyan, etc.) in a manner similar to that used in baseband CS (T-$-T, MS, DM), This
leads to an almost strictly internal nonblocking switch as was previously outlined and a space switch
component with less inputs and outputs.

Similar to baseband CS, the Banyan switches suffer from both stuck at and intermittent faults. To
increase their reliability, replication of switching planes, dilation (addition of parallel links and more
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switching stages within the same plane), and using EDAC codes to protect the packet headers before
and after the baseband switches are the state-of-the-art techniques of fault tolerance in the baseband
PS case [Kumar, 1989]. Also, self-testing hardware and testing sequences have been designed and
added onboard to detect the presence of stuck at faults.

Gamma switching networks [sometimes called inverse augmented data manipulator (IADM)]
havea multistage structure, which usesa 3 x 3 switching elementand allows broadcasting, a property
not readily available in the Banyan switching networks presented.

Omega and close swilching networks also belong to the multistage group but could be made
strictly nonblocking under certain conditions. Lack of amenability to broadcasting is the common
thread in most of the Banyan-based and multistage networks. To have this capability, replicated or
dilated Banyan networks are essential and/or capy networks could be used.

Photonic Baseband Switches

These are ultra fast and efficient switches that can handle a mix of CS and PS traffic and have an
inherent broadcasting capability. TDM-based optical rings, optical token rings, wave division mul-
tiplexing (WDM) oprical rings, and knockout switches are the basic types in this category. A single
fiber-based ring can support a multitude of switched traffic to a total sum of a few gigabits per sec-
ond. Optical technology (fibers, waveguides, free space optical transmission) provides a swilching
media whose bandwidths lic in the terahertz region, hence are bounded only by the processing speed
ofinput and output interfaces, and stringent bit snchronization requirements around the ring, etc.
Optical switch throughput exceeding 80 Gb/s can be accommodated with present day technology.

A TDM Optical Ring Switch

Each beam will have one input and one output processor on the optical ring see Fig. 72.12, which
mainly shows the baseband stages). The input processor includes not only the optical transmitter,
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but also EDAC decoding, packet assembly, descrambling, deinterleaving, burst and/or frame Syn-
chronization, input traffic demuitiplexing, and possibly bit stuffing for CS traffic. The time frame
on the optical ring is divided into slots (that serve, for example, one byte for CS trafficor one packet
for PS traffic) and each input processor of an uplink beam is allocated a certain part of this ring
switching frame (say, § slots) for its traffic to all output processors of the downlink. The optical
ring traffic controller, which has a dedicated control packet at the ring TDM frame start, keeps the
ring in sync, issues the frame start and ring management commands, and reconfigures (allocates
slots) the TDM ring frame among the users (input processors).

For PS traffic the output processor of each beam reczives all packets of the ring frame but processes
only the ones destined to this beam by a filtering mechanism to recognize the destination address
in each packet, For CS traffic, the output processor selects the appropriate slots of the frame based
on the controller commands that are updated by the arrival of each CS call. Alternately, the input
processor may insert dumnuy destination bits (addresses) in each CS packet only for routing purposes
within the switch (TDM ring). These addresses will be filtered by the intended owtput processor.
Note that dummy bits could be used even in the first approach to have the same packet size for both
CS and PS traffic flowing through the ring so as to simplify synchronization and control hardware.
Broadcasting is easily achieved by having all output processors identifying certain broadcast bits in
the packet header and processing the packet accordingly.

The output processor of each beam will have the optical receiver, modulator, scrambler, inter-
leaver, EDAC encoding circuits, and packet reassembly and multiplexing of the various packets on
the TDM frame to the downlink. The reliability of the ring can be increased by using dual rings as
in the FDDI standard, where failure of some parts or awhole ring does not affect the ring operation.
Also, a bypass switch allows the isolation of faulty input and for output processors. It is to be noted,
however, that the access technique in FDDI is token ring and not TDM.

Wave Division Multiplexed (WDM) Baseband Switches

Figure 72.13 shows a WDM switch that uses a star coupler [Hinton, 1990]. This is a device with M
optical inputs and N optical outputs that combines the M optical input signals, then divides them
among the N optical outputs. Packetized baseband information is buffered at the various inputs.
The input laser has a fixed wavelength. The output receiver should be tuned to the same wavelength
as that of the intended input. Once both the transmitter and receiver lasers are triggered by the star
controller, the input buffer serially shifts the data bits into the laser transmitter. This controller also
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resolves the contention for switch outputs. This way, only one of the input packets is shifted, while
the other contending input packet is left in the input buffer for the next time slot (packet time).

This represents the PS mode of operation and the amenability to broadcasting is clear, if a certain
input packet wavelength is to be broadcast to a set of outputs, all involved output receivers are
tuned to the same input wavelength. For CS operation the control commands are received from
the ground station via out-of-band signalling channels. These reconfigure the star controller of the
WDM switch by the arrival or termination of each new call. These commands may also be easily
derived from a signalling TDM subframe slots (in-band signalling).

A mix of CS and PS traffic is easily accommodated, however, dummy bits would be inserted into
CS traffic or the packet header stripped from PS traffic before entering the switch so as to have the
same packet size passing through the WDM switch. Also, this switch becomes very efficient for
directly switching CS intersatellite links in the optical domain.

For a cluster of low orbit satellites (LEO) (64 in the Global Star proposal [Louie, Rouffet, and
Gilhausen, 1992]), optical intersatellite communications may render ground gateways (hubs) un-
necessary, and will hence reduce the end-to-end user delay. However, with an efficient all optical
switch suchas WDM, wesave the expensive and delay prone optical /electronicand electronic/optical
conversions. Reconfiguration control of CS traffic is still done electronically by the arrival of each
new call and does not have to be ultrafast. This could be achieved by an out-of-band signal em-
anating from the ground control station. This signal carries the time slot plan to each involved
LEO, to enable it to communicate with its neighboring satellites,. WDM technology has reached
its maturity in terrestrial applications. Among WDM experiments is the HYPASS, where receiver
wavelengths are fixed and the input laser transmitters are correspondingly tuned to the destination
address. There is nothing in the weigh, size, or cost that will forbid the usc of these WDM switches
in intersatellite switching applications so as to provide a total switch throughput over 50 Gb/s.

Asynchronous Transfer Mode-{ATM-) Oriented Switches

Onboard switches handling PS and CS traffic could become more involved with the passing of
wideband ISDN and multimedia multirate services through the multibeam satellite. With the
advent of ATM-based WBISDN, signals of different kinds {video, voice, data, facsimile, etc.) are all
physically transported on a standard size packet called a cell.

Processing a standard size cell through the OB self-routing fast packet switch (multistage or
Banyan types) makes the dummy bits addition and header stripping circuits mentioned =arlier
unnecessary. All services (PS, CS, variable bit rate, etc.) will have the same cell format. The cell has
a header part and a data part, The cell size is 53 bytes, and the header mainly consists of two parts
(Fig. 72.14). The first s the 12-b virtual path identifier (VPI) and the second is a 16-b virtual circuit
identifier (VC1), which is followed by 12 b of error detection. The VP is used to route the cell from
satellite to next satellite or to ground, etc., enroute to the destination across the internetwork. The
second cell field is a VCI between the two communicating entities. Cells find their way onboard the
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satellite fast packet switch by a route identifier. This route identifier is obtained by feeding the Vpy
to a translation lookup table.

However, this translation process may become unnecessary il the VP1 is configured such that jis |
first few bits are the routing tag through the satellite packet type switch. This is one of many possible |
scenarios. If the VPIs are not permanently assigned to ground user stations, the satellite should alse
have OB translation tables (to obtain switching routing tag) for both the VPI and the VCI of each
incoming cell, otherwise different cells from different source—destination pairs may have the same
value in their VPTand VCI fields. This implies that the satellite will have the baseband routing switch
(ABN type, for example) as well as an ATM switch. This complicates the OB processing, slows down
the operation, and is not recommended. Thus far, we have assumed an ATM type of user station.
For stations launching packets, not cells, to the satellite, the satellite should still have an ATM switch
onboard and a packet processing facility to divide the packet into cells, 1o add VPIs and VCls to cells,
and so forth. For ground user stations launching CS traffic, the ATM switch onboard will assign
a2 VPI, and a VCI to the incoming traffic and then route the traffic through the onboard baseband
switch (BN, photonic, etc.). It is easily seen that unless the ATM users of the world have the ATM
interface, the traffic arriving to the satellite during the early migration years of ATM technology |
may have cell, packet, or CS format thus complicating onboard processing. However, this might
be inevitable if satellite vendors are to provide the same service to ground-based optical network
users on standby or even on a competitive basis. Once ATM supersedes other switching modes OB
processing will be less cumbersome except for the VPI and VCI processors referred to earlier.

72.3 Summary

Numerous switching techniques are in use or being developed for ground-based networks, We
have tried to present the most relevant to the satellite environment. Knockout switches, token ring
switches, and back to back hybrid packet/circuit switching, such as that of the ACTS system, are
some of the techniques that could find application OB.

To compare the different switiching architectures, one has to look at their throughput blocking,
queucing delay, and reliability performance (see the Further Information section).

Cost of hardware, weight, power consumption, and size of the OB switch are crucial consider-
ations. Comparing the different architectures based on these could be a less quantifiable process.
Comparing them on a basis such as amenability to migration to ATM environments, and to different
uplinks and downlinks access techniques could be both art and science,

Defining Terms

Banyan network (BN): A self-routing switching technique for baseband signals.

Circuit switching (CS): A channel sharing technique where users are assigned physical or virtual
circuits throughout their communications.

Demand assignment multiple access (DAMA): A multiaccess technique where each user is as-
signed a varying size time and/or frequency slot depending on his call needs.

Frequency-division multiple access (FDMA): A multiaccess techniques where each user is as-
signed a certain frequency band for his call.

Memory switch (MS): A baseband switching technique for OB processing.

Microwave switch matrix (MSM): A switching technique for microwave signals.

Onboard (OB):  Part of the satellite payload.

Packet switching (PS): A transmission and networking technique where the data units are called
packets,

Satellite switching (5S): A Satellite that radirects signals in the time, and/or frequency and/or
space domains.

Samsung Exhibit 1022, Page 130 of 182
Samsung Electronics Co., Ltd. et al. v. One-E-Way, Inc.
IPR2025-01540



Onboard Switching and Processing 995

Time-division multiple access (TDMA): A multiaccess technique where each user isassigned one
or more slots in a certain time frame for his call.

Time space time (T-S-T): A bascband switching technique based on multiplexing in the time and
space domains.

Wave-division multiplexing (WDM): A multiplexing technique for optical fiber networks also
proposed for OB switching.
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Mobile satellite systems share many aspects with other satellite systems as well as with terrestria}
mobile radio systems (see Sec. 6.1). With respect to other satellite systems, the main differences
are due to the small size and mobility of the user’s terminal. The largest antennas used by mobile
satellite terminals are 1-m parabolic dish antennas for large shipboard installations. At the other
extreme are antennas small enough to be part ofa handheld terminal. Also, the transmit power leve]
of the terminal is limited due to small antenna size and often due to restrictions on available battery
power. These factors have the consequence that mobile satellite systems operate at a significantly
lower power margin than most mobile radio systems. Therefore, mobile satellite services are very
limited unless there is line-of-sight transmission to the satellite.

74.2 The Radio Frequency Environment and Its Implications

When studying any radio system, it is generally instructive to begin by considering the basic link
equation. This is particularly true for mobile satellite systems because the combination of limited
electrical power on the satellite and at the mobile terminals and relatively small antennas on the
maobile terminals results in a situation where transmitted power is a critical resource that should be
conserved subject to the requirement of providing a sufficiently high signal-to-noise ratio to support
the desired grade of service. Here, we only consider a simplified link equation with the objective
of providing some context for subsequent issues. More detailed treatments of topics affecting link
design are provided in Secs. 5.4 (satellite transmission impairments), 5.5 (satellite link design), and
5.6 (noise, antenna, and system temperature),
Consider the following simplified link equation:

C/Ng=P+G =L, +G,—~T, —k~— LdB-Hz (74.1)

Where:

C/N, = ratio of the signal power to the noise power spectral density after being
received and amplified, dB-Hz

Py = RF power delivered to the transmitting antenna, dBW

G: = gain of the transmitting antenna relative to isotropic radiation, dBi

L, = free-space path loss, dB

G, = gain of the receiving antenna, dBi

T; = composite noise temperature of the receiving system, dBK

k = Boltzmann's constant expressed in decibels, —228.6 dBW /K-Hz

L = composite margin accommodating losses due to a variety of transmission

impairments, dB

Alink equation of this type can be applied to cither the forward direction or the return direction,
as well as to the corresponding links between the satellite and the gateway or base station, Also,
many satellites merely amplify and frequency translate the received signal from the uplink prior to
transmission over the downlink. Therefore the end-to-end signal-to-noise ratio must incorporate
both uplink and downlink noise. Further examination of some of the constituents of the link
equation can provide some interesting insights. For instance, the transmitting antenna gain is
a measure of an antenna's ability to convert the electrical radio signal into an electromagnetic
waveform and then to focus that energy toward the receiving antenna. Similarly, the receiving
antenna gain is a measure of an antenna’s ability to collect the transmitted energy and then 1o
convert the energy into an electrical signal that can be amplified and processed by the receiver. In
general, the greater the gain of an antenna, the narrower is its beam. As an example, consider a
circular parabolic antenna. Its antenna gain is given by the following expression:

G = 10log,(R2n*D?/3%) dBi (74.2)
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Where:

2 = efficiency of the antenna
D = diameter of the antenna, m
) = wavelength of the RF signal, m

Although thecircular parabolicantenna is only one example of many possible antennas, this equation
provides an order-of-magnitude indication of the size of antenna needed to providea desired amount
of gain.

The free space path loss is given by

L, =10logo[(47r)*/2%] dB (74.3)

where r is the distance in meters between the terminal and the satellite.

Note that the path loss and both the transmitting and receiving antenna gains increase with
the square of the radio frequency. From Eq. (74.1) this would imply that given constraints on
the dimensions of the antennas, there is a net benefit in using relatively high radio frequencies.
Although there is some truth to this, the benefits are not as great as one might think because
the composite propagation losses also tend to increase with the radio frequency, as is described
in Sec. 5.4 on satellite transmission impairments. Frequencies used for delivering mobile satellite
services range from about 130 MHz up to 30 GHz! Use of the lowest frequency bands is dominated
by low data rate store-and-forward services provided with low Earth-orbit (LEO) satellites, Most
mobile satellite telephone services, with typical transmission rates ranging from several kilobit per
second (kbps) up to 54 kbps, are provided in frequency bands located between 1500 and 2500 MHz.
Interactive packet data and circuit-switched services, at transmission rates up to several megabit per
second, are planned for the higher frequency bands. This correlation between transmission rates
and carrier frequencies is a result of both the preceding link considerations as well as the fact that
larger spectrim allocations are available in the higher frequency bands than in the lower ones.

Efficient use of the satellite’s two critical resources, spectrum and power, can be achieved if the
satellite’s antenna system covers the appropriate area of the Earth’s surface with multiple beams in-
stcad of one large beam. The total allocated system bandwidth is divided into 2 number of distinct
subbands, which need not be of equal bandwidths, and each beam is then assigned a subband in such
a way thal some desired minimum isolation between beams with the same subband is maintained.
This situation is illustrated in Fig. 74.1. Although not necessarily the case in an operational system,
this example illustrates the beams as being circular and equal in area, Here, there are 4 distinct sub-
bandsand 16 beams. Notethatin thisexample each frequency subband is used four times. Ingeneral,
the frequency reuse factor is defined to be the ratio of the number of beams to the number of distinct
frequency subbands. Improved power efficiency is a direct result of the higher satellite antenna gain
implicit in the smaller beam area, 1deally, the satellite should be able to apportion dynamically its
total transmit poweramong the individual beams depending upon the loading in each beam.

The satellite mobile channel is subject to multipath fading and shadowing just as the terrestrial
mobile channel. The physical mechanisms for these propagation phenomena are the same. Shad-
owing is due to foliage, buildings, or terrain blocking the line-of-sight signal from the satellite.
Miny propagation campaigns have been performed to investigate the statistics of shadowing in
mobile satellite environments. For example, Fig. 74.2 shows some results of data gathered near
Ottawa, Canada, in June of 1983 [Butterworth, 1984]. Note that these curves exhibita knee between
50 and 90%, For the portion of the curves to the left of the knee, the characteristics are domi-
nated by multipath fading, whereas shadowing is the dominating factor to the right of the knee.
With adequate margins, it is reasonable 1o expect mobile satellite systems to maintain communica-
tons links in environments characterized by fading and light shadowing, but it is not practical to
overcome heavy shadowing for most services, For this reason, availability targets between 90 and
95%, corresponding to margins of less than 10 dB, are common for land mobile satellite systems
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FIGURE 74.1  An example illustrating frequency rense with a multiple-beam satellite. Here, the
total allocated system frequency band is divided into four subbands. The assignment of the subbands
to the beams is denoted by the number shown in each beam,

delivering services to users in rural, highway, and suburban environments. Availability figures for
urban environments tend to be much lower. Exceptions include very low-capacity services, such as
paging, which may require margins as high as 30 dB to allow for building penetration. Of course, the
margin that is required to meet a given level of availability in a particular set of user environments
is dependent on many factors including the elevation angle to the satellite, the type of terrain, the
density and height of the vegetation, and the number of man-made obstacles.

The shadowing is often modeled as a log-normal process [ Butterworth, 1984; Loo, 1984] where
the direct path power (relative to the median power) has a distribution given by

P[S < xas] = 0.540.5 crf( M) (74.4)
'\-",iox

where § is the received signal strength in decibel, m, is the average decibel shadowing loss, and a, is
the decibel variance of the shadowing loss. The parameters of this distribution depend not only on
environment but on the elevation angle to the satellite and on frequency. For a variety of situations,
estimates of these parameters can be derived from the empirical results, of propagation campaigns,

provided in ITU recommendations [1992, 1995] and in Stutzman [1988].
Multipath fading results from interference caused by reflections of the radio signal from the
immediate environment, with the time-varying nature being caused by motion of the terminal
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FIGURE74.2 Distribution functions for data recorded near Ottawa, Canada, in June
1983. The measurements were made with an omnidirectional antenna at a frequency of
1542 MHz. The elevation angle (the angle between a plane parallel to the Earth's surface
and the line-of-sight path to the satellite) was approximately 20°. (Source: Butterworth,
1984.)

through te environment. In satellite applications, the reflections are generally too weak to be
useful by themselves but not so weak as to be ignored. Consequently, the satellite mobile channel
is usually modeled as a Rician fading channel consisting of an unshadowed direct path and a
diffuse component, which has a complex Gaussian distribution (Rayleigh distributed amplitude and
uniformlydistributed phase). The amplitude distribution of the resulting channel is the noncentral
chi-squared distribution with two degrees of freedom (assuming a unit amplitude direct path)

) k
PR > r]=1—e @+b)2 3. (f) Ii(ab) (74.5)
k=0 b

where @ = VK, b = r/a, and I;(:) is the kth-order modified Bessel function. The quantity K is
tie ratio of the direct path power to the average power of the multipath 2¢°. Rician channels are
characterized by their K factor. The probability of a fade of a given depth is shown in Fig. 74.3 for
varous K factors. Note that there is a greater than 50% probability that the diffuse component will
mcrease the signal strength. K factorswith vehicle-mounted antennas (automobile, aircraft, orship)
are typically 10 dB and higher, with the worst-case value of 10 dB occurring at low elevation angles.
For handheld terminals, where the antenna has little directivity, lower K factors can be expected.
The time-varying nature of the fading, in particular, the duration of the fades, is characterized by
itsspectrum. For land-mobile applications the Clarke model, which assumes uniformly distributed
scatterers in a plane about the moving terminal, is often used. The maximum Doppler frequency
observed is related to the transmission fi requency by the expression fy = v/, where v is the velocity
of the terminal, and 4 is the transmission wavelength. The Clarke model for the diffuse spectrum

Is given by
1

S(Ff)=
! v 1={(flfa)?

(74.6)
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FIGURE 74.3 Cumulntive fade distmibubion for the Ricun
channel as a function of K lactor.

and the corresponding time correlation of the diffuse component is given by
R(t) = Jo(2r fat) (74.7)

where Jy(-) is the zeroth-order Bessel function.

For the land-mobile channel, some effort has been devoted to providing an appropriate model
combining the effects of shadowing and multipath fading, which is appropriate for satellite appli-
cations. An example of these is the Lutz model [Lutz et al,, 1991], which consists of rwo states, a
good state and a bad state. In the good state, the channel is Rician. In the bad state, the line-of-sight
signal is essentially blocked due to significant shadowing. The parameters of the model are the
distribution of the dwell times in each state, the K factor, and the distribution of the shadowing,
which are selected to model the environment of interest.

In aeronautical-mobile, the fading spectrum is generally modeled as Gaussian. However, mea-
surements in this case indicate that the fading bandwidth is not strongly dependent on the aircraft
velocity. The fading tends to be slow and is due to reflections from a limited portion of the
Earth’s surface and from the aircraft’s body. At L-band frequencies (1.6 GHz) the fading band-
widths for acronautical-mobile channels range from 20 to 100 Hz with 20 Hz being more prevalent
[Neul et al,, 1987].

The physics involved in determining an appropriate model for the maritime channel is quite
similar Lo that for the aeronautical case [Moreland, 1987]. Consequently, the fading spectrum
is generally modeled as Gaussian. However, the fading bandwidth is typically less than | Hz
[Schweikert and Hagenauer, 1983].

In general, multipath in satellite-mobile channels is not time dispersive. Measurements indicate
that for practical bandwidths { <2 MHz), this is true even for wideband channels [Jahn et al., 1995].
A possible exception to this is the high-altitude aeronautical channel where one may occasionally
receive distant reflections from the sea surface or ice. For this case, the strength of the reflected path
is strong enough to be problematic only at elevation angles below 20°,

74.3 Satellite Orbits

Initial mobile satellite systems used geostationary orbits and were generally aimed at mobile ter-
minals with significant antenna gain (>8 dB). These include a number of regional mobile satellite
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85.2 Cellular Systems and Power Control

i
In cellular communication systems, the service area is divided into cells, each covered by a single

base station. If, in the forward link (base station to mobile), all users served by all base stationg
share the same frequency, each communication between a base station and a particular user woy|d
also reach all other users in the form of cochannel interference. The greater the distance berween
the mobile and the interfering transmitter, however, the weaker the interference becomes due to the
propagation loss, To ensure a good quality of service throughout the cell, the received signal in the
fringe area of the cell must be strong. Once the signal has crossed the boundary of a cell, however,
it becomes interference and is required to be as weak as possible. Since this is difficult, the channe|
frequency is usually not reused in adjacent cells in most af the cellular systems. If the frequency i
reused, the cochannel interference damages the signal reception in the adjacent cell, and the quallty
of service severely degrades unless other measures are taken to mitigate the interference, Therefore,
a typical reuse pattern reuses the frequency in every seventh cell (frequency reuse factor = ) /7),
The only exception is for CDMA-based systems where the users are separaied by codes, and the
allocated frequency may be shared by all users in all cells.

Even if the frequency is reused in every seventh cell, there is still some cochannel interference
arriving at the receiver. It is. therefore, very important to maintain a minimal transmitted level at
the base station to keep the cochannel interference low, frequency reuse factor high, and therefore
the capacity of the system and quality of service high.

The same principle applies in the reverse link (mobilz to base station); the power control main-
tains the minimum necessary transmitted power for reliable conununication. Several additional
benefits can be gained from this strategy. The lower transmitted power conserves the battery energy
allowing the mobile terminal (the portable) to be lighter and stay on the air longer. Furthermore,
recent concerns about health hazards caused by the portahle's electromagnetic emissions are also
alleviated.

In the reverse link, the power control also serves to alleviate the near—{ay effect. 1f all mobiles
transmitted at the same power level, the signal from a near mobile would be received as the strongest,
The difference between the received signal strength from the nearest and the farthest mobile can be
in the range of 100 dB, which would cause saturation of the weaker signals’ recetvers or an excessive
amount of adjacent channel interference. To avoid this, the transmitted power at the mobile must
be adjusted inversely proportional to the effective distanze from the base station. The term effective
distance is used since a closely located user in 2 propagation shadow or in a deep fade may have s
weaker signal than a more distant user having excellent propagation conditions,

In a DS/CDMA system, power control is a vital necessity for system operation, The capacity
of a DS/CDMA cellular system is interference limited since the channels are neither separated i
frequency nor separated in time, and the cochannel interference is inherently strong. A single uset
exceeding the limit on transmitted power could inhibit the communication of all other users,

The power control systems have to compensate not only for signal strength varintions due W
the varying distance between base station and mobile but must also atiempl to compensate fot
signal strength fluctuations typical of a wireless channel. These fluctuations are due to the changing
propagation environment between the base station and the user as the user moves across the cell 0
as some elements in the cell move. There are two main groups of channel Nuctuations: slow (ke
shadowing) and fast fading. !

As the user moves away from the base station, the received signal becomes weaker because of
the growing propagation attenuation with the distance. As the mobile moves in uneven terraitt
it often travels into a propagation shadow behind a building or a hill or other ebstacle much
larger than the wavelength of the frequency of the wirzless channel. This phenomenon is called
shadowing. Shadowing in a land-mobile channel is usually described as a stochastic process having
log-normal distributed amplitude. For other types of channels other distributions are used, &8
Nakagami.
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Electromagnetic waves transmitted from the transmitter may follow multiple paths on the way
from the transmitter to the receiver. The different paths have different delays and interfere at the
antenna of the receiver. If two paths have the same propagation attenuation and their delay differs
in an odd number of half-wavelengths (half-periods), the two waves may cancel each other at the
antenna completely. If the delay is an even multiple of the half-wavelengths (half-periods), the
two waves may constructively add, resulting in a signal of double amplitude. In all other cases
(nonequal gains, delays not a multiple of half-wavelength), the resultant signal at the antenna of the
receiver is between the two mentioned limiting cases. This fluctuation of the channel gain is called
fading. Since the scattering and reflecting surfaces in the service area are randomly distributed
(houses, trees, furniture, walls, etc.), the amplitude of the resulting signal is also a random variable.
The amplitude of fading is usually described by a Rayleigh, Rice, or Nakagami distributed random
variable.

Since the mobile terminal may move at the velocity of a moving car or even of a fast train, the
rate of channel fluctuations may be quite high and the power control has to react very quickly
in order to compensate for it. The rate of fading is usually expressed in terms of Doppler
frequency.

The performance of the reverse link of DS/CDMA systems is most affected by the near—far effect -

and, therefore, very sophisticated power control systems in the reverse link that attempt to alleviate
the effects of channel fluctuations must be used. Together with other techniques, such as micro-
and macrodiversity, interleaving, and coding, the DS/CDMA cellular system is able to cope with
the wireless channel extremely well.

The effective use of the power control in DS/CDMA cellular system enables the frequency to
be reused in cvery cell, which in turn enables features sach as the soft hand-off and base station
diversity. All together, these help enhance the capacity of the system.

In the forward link of a DS/CDMA systens, power control may also be used. It may vary the
transmitted power 10 the mobile, bul the dynamic range is smaller due to the shared spectrum and,
thus, shared interference.

We can distinguish between two kinds of power control, the open-loop power control and
the closed-loop power control. The open-loop power control estimates the channel and adjusts
the transmitted power accordingly but does not attempt to obtain feedback information on its
cffectiveness. Obviously, the open-loop power control is not very accurate, but since it does not
hiave to wait for the feedback information it may be relatively fast. This can be advantageous, in the
case of a sudden channel fluctuation, such as a mobile driving from behind a big building. This
fast action is required, for instance, in the reverse link of a DS/CDMA system where the sudden
increase of received strength at the base station may suppress all other signals,

The principle nperation of apen-loop power contral is shown in Fig. 85.1. The open-laop power
contral must base its action on the estimation of the channel state. In the reverse link it estimates
the channel by measuring the received power level of the pilot from the base station in the forward
link and sets the transmitted power level inversely proportional to it. Ideally, this ensures that the
average power level received from the mobile at the base station remains constant irrespective of
the channel variations. This approach, however, assumes that the forward and the reverse link
aignal strengths are closely correlated. Although forward and reverse link may not share the same
frequency and, therefore, the fading is significantly different, the long-term channel fluctuations
due 1o shadowing and propagation loss are basically the same.

The closed-loop power control system [Fig. 85.2(a)] may base its decision on an actual commu-
nication link performance metric, e.g., received signal power level, received signal-to-noise ratio,
received bit-error rate, or received frame-error rate, In the case of the reverse link power control,
this metric may be forwarded to the mobile as 3 base for an autonomous power control decision, or
the metric may be evaluated at the base station and only a power contral adjustment command is
transmitted to the mobile. If the reverse link power control decision is made at the base station, it
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may be based on the additional knowiedge of the particular mobilcs performance and/os 4 gioug
of mobiles’ performance (such as mobiles in a sector, cell, or even ina cluster of cells). If the power
control decision for a particular mobile is made at the base station or at the switching office for all
mobiles and is based on the knowledge of all other mokbile’s performance, it is called a centralized
power control system. A centralized power control system may be more accurate than a distributed
power control system, but it is much more complex in design, more costly, and technologically
challenging.

In principle, the same categorization may be used for the power control in the forward link
| Fig. 85.2(b)] except that in the forward link pilots from the mobiles are usually unavailable and
only closed-loop power control is applied.

In the ideal case, power control compensates for the propagation loss, shadowing, and fest
fading. There are many effects, however, that prevent the power control from becoming ideal. Fust
fading rate, finite delays of the power control system, nonideal channel estimation, error in the
power control command transmission, limited dynamic range, etc., all contribute to degrading the
performance of the power control system. Itis very important to examine the performance of power
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control under nonideal conditions since the research done has shown that the power control system
14 quite sensitive to some of these conditions [Viterhi and Zehavi, 1993], Kudoh, 1993, simulated a
nonideal closed-loop power contral system. Errors in (he system were represented by a log-normal
distributed control error with standard deviation o in decibels. Some results on capacity reduction
are presented in Table 85.1.

The effects of Doppler and delay and feedback errors in power control loop on power control
huve also been studied. [Pichna et al., 1993].

TABLES5,1 Capacity Reduction Versus Power Control Error
gr=0dB% or=1dB% or=2dB.% or=3dB%

Forward link 10 29 64 83
Reverse link i0 L) Gl 3]

Sonree: Kudol, £ 1993, On the capacity of DS/COMA cellular inobile radios under
imperfect trnnsmitter power control. 1EICE Trans. Commnr, E76-B(April):886-893,

Samsung Exhibit 1022, Page 140 of 182
Samsung Electronics Co., Ltd. et al. v. One-E-Way, Inc.

IPR2025-01540



1202 Wi !'I.'J'Ig-.‘s 5

1

Metric Estimation

Y

Transmit Metric

I Compare with Reference Metric I4— Ref

\
Relate to other Users

1

Relate to Available Resources

|

Adjust Transmilted Power |

FIGURE 85.2(b) TForward link closed-loop power contral.

85.3 Power Control Examples

I

In the following section, several applications of power control of analog and digital cellular systems
are presented.

In the analog networks we may see power control implemented in both the reverse link and
forward link [Lee, 1989]. Power control in the reverse link 1) reduces the chance of receiver
saturation by a closely located mobile, 2) reduces the co-channel interference and thus increases the
frequency-reuse factor and capacity, and 3) reduces the average transmitted power at the matile
thus conserving battery energy at the mobile.

The power control in the forward link 1) reduces co-channel interference and thus increases the
frequency reuse factor and capacity and 2) reduces adjacent-channel interference and improves the
quality of service,

One example of a power control system shown by Lee, 1993, was of an air-to-ground commu-
nication system. The relevant airspace is divided into six zones based on the aircraft altitude. The
transmitted power at the aircraft is then varied in six steps based on the zone in which the aircraft is
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Similarly, P1 is the energy contribution of the code vector selected from the first codebook as 4
fraction of the total excitation energy of the subframe. The transformation reduces the dynamic
range of the parameters to be encoded. An 8-b vector quantizer efficiently encodes the appropriate
(GS, PO, P1)vectors by selecting the vector which minimizes the weighted error. The received angd
decoded values 8, y), and y; are computed from the received (G S, P0, P1) vector and applied 10
reconstitute the decoded signal.

88.13 Channel Coding and Interleaving

The goals of channel coding are to reduce the impairments in the reconstructed specch due to
transmission errors. The 159 b characterizing each 20-ms block of speech are divided into two
classes, 77 in class 1 and 82 in class 2. Class 1 includes the bits in which errors result in a more
significant impairment, whereas the speech quality is considered less sensitive to the class- 2 bits,
Class 1 generally includes the gain, pitch lag, and more significant reflection coefficient bits, In
addition, a 7-b cyclic redundancy check is applied to the 12 most perceptually significant bits of
class 1 to indicate whether the error correction was successful. Failure of the CRC check at the
receiver suggests that the received information is so erroneous that it would be better to discard it
than use it. The error correction coding is illustrated in Fig, 88.5.

The error correction technique used is rate 1/2 convolutional coding with a constraint length of
5 [Lin and Costello, 1983]. A tail of 5 b is appended to the 84 b to be convolutionally encoded to
resili in a 178-b output. Inclusion of the tail bits ensures independent decoding of successive time
slots and no propagation of errors between slots.

Interleaving the bits to be transmitted over two time slots is introduced to diminish the effects of
short deep fades and to improve the error-correction capabilities of the channel coding technique.
Two speech frames, the previous and the present, are interleaved so that the bits from each speech
block span two transmission time slots scparated by 20 ms. The interleaving attempts to separate

12 Most
Perceplually
Bits
7-bit U
CRC 7
] Computation _ b
3 | 3
(51 7 |Rate 1/2 =3 =
S 77 s |Convolutional « | 260 2 | 260
3 Coding - =
% Class-1 bits ) S a_f;
7 b=l
Clazs-2 bits
Speech saesch
frames frame
xandy y and 2
N N
AN MAN
I_ 40 msec “!

FIGURESS.5 FErrorcorrection insertion for speech coder. Source TIA, 1992, Cellular Systems Dual- Mode
Mobile Station=Base Station Compatibility Standurds, TIAZEIA 15-34. With perimission,
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the convolutionally coded class-1 bits from one frame as much as possible in time by inserting
‘ noncoded class-2 bits between them.

88.14 Bad Frame Masking

A CRC failure indicates that the received data is unusable, cither due to transmission errors resulting
from a fade, or from pre-emption of the time slot by a control message (fast associated control
channel, FACCH). To mask the effects that may result from leaving a gap in the speech signal, a
masking operation based on the temporal redundancy between adjacent speech blocks has been
proposed. Such masking can at best bridge over short gaps but cannot recover loss of signal of
longer duration. The bad frame masking operation may follow a finite state machine where each
state indicates an operation appropriate to the clapsed duration of the fade to which it corresponds.
| The masking operation consists of copying the previous LPC information and attenuating the gain
of the signal. State 6 corresponds to error sequences exceeding 100 ms, for which the output signal
is muted. The result of such a masking operation is generation of an extrapolation in the gap to the
previously received signal, significantly reducing the perceptual effects of short fades. No additional
delay is introduced in the reconstructed signal. At the same time, the receiver will report a high
frequency of bad frames leading the system to explore handoff possibilities immediately. A quick
successful handoff will result in rapid signal recovery.

88.15 Conclusions

The 15-54 digital cellular standard specifies modulation and speech coding techniques for mobile
cellular systems that allow the interoperation of terminals built by a variety of manufacturers
and systems operated across the country by a number of different service providers. It permits
speech communication with good quality in a transmission environment characterized by frequent
multipath fading and significant intercell interference. Generally, the quality of the [S-54 decoded
speech is better at the edges of a cell than the corresponding AMPS transmission due to the error
mitigation resulting from channel coding. Near a base station or in the absence of significant
fading and interference, the 1S-54 speech quality is reported to be somewhat worse than AMPS
due to the inherent limitations of the analysis-synthesis model in reconstructing arbitrary speech
signals with limited bits. At this time the TIA is considering introducing an alternative higher
quality 8-kb/s speech coding technique for applications where higher speech quality is desirable.
The International Telecommunications Union (ITU) is in the process of selecting such a coding
algorithm, which promises speech quality equivalent to wireline telephony links in the absence of
transmission errors [Salami et al,, 1994]. The selection of the standard placed significant emphasis
on the ability to implement the transceiver and encoder/decoder in a variety of mobile and portable
terminals at low cost and with low-power dissipation. The standard selected reflects a practically
reasonable compromise between high performance and low complexity. The low-weight terminals
permitting hours of talk time in mobile environments attest to the benefits of the compromises
arrived at in the definition of the standard.

Defining Terms

Codebook: A set of signal vectors available to both the encoder and decoder.

Covariance lattice algorithm:  An algorithm for reduction of the covariance matrix of the signal
consisting of several latlice stages, each stage implementing an optimal first-order filter with
a single coefficent.

Reflection coefficient: A purameter of each stage of the lattice linear prediction filter that deter-
mines 1) a forward residual signal at the output of the filter-stage by subtracting from the
forward residual at the input a lincar function of the backward residual, alsa 2) 4 hackward
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LLME

All of the network layer entities interface to the LLME which provides coordination of the operation
between different network layer entities and also between the network and lower layers. The LLME
interfaces with the physical, MAC, DLC, and NWK layers to provide procedures that concern more
than one layer. Most of these procedures have only local significance.

LLME Physical Layer: PM-SAP

The primitives passed through PM-SAP are mainly used to invoke and control physical layer pro-
cesses, The following primitives are exchanged through PM-SAP: PL-ME-SYNC, PL-ME-SIG_STR,
and PL-ME-TIME_AD]. Using these primitives the LLME implements procedures to produce: the
list of quietest channels, the list of physical channels with greatest field strength (PP only), and
timing information.

Prior to the use of a DECT physical channel, the receiver measures the strength of signals on
that physical channel using the PL-ME_STR primitive. Using these signal measurements, the LLME
produces two ordered lists: a list of least interfered channels and a list channels with greatest field
strength (PP only). Using the PL-ME-SYNC primitives and interworking with higher layer detection
of slot numbers, the LLME extracts timing information to establish the slot and frame timing,

MAC Layer
» Creation, maintenance and release of bearers, by activating and deactivating pairs of physical
channels.
» Physical channels management, including the choice of free physical channels and the as-
sessment of quality of received signals.

Connection and control,

MAC-ME-CON: Connection setup
MAC-ME-CON_ALL: Connection setup allowed
MAC-ME-REL: Bearer release
MAC-ME-REL.REP: MBC release support

System information and identities.

MAC-ME-RFP_PRELOAD: FP information preloading
MAC-ME-PT_PRELOAD: PT information preloading
MAC-ME-INFO: Systems information outpul
MAC-ME-EXT: Extended system information
MAC-ME-CHANMAP: Channel map
MAC-ME-STATUS: Status report

MAC-ME-ERROR: Error reports

Procedures.,

» Broadeasting

= Extended system information

» PP states and transitions

» Physical channel selection

* In-connection quality control

« Maximum allowed system load at RFPs
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Data Link Laver (DLC)

DLC covers routing of C-plane and U-plane data 10 suitable connections and connection manage-
ment, which includes the establishment and release of connections in respanse to network layer
demands. It also provides coordination and control for the C-plane and U-plane processes. The
LLME controls the routing of the C-plane and U-plane frames from the available MAC connections
and controls the opening and closing (handover) of the MAC connections in response to service
demands.

Network Layer

The network layer provides service negotiation and mapping. All of the network layer entities
interface to the LLME, which provides coordination of the operation between different network
layer entities and also between the network and lower layers.

Modulation Method

Themodulation method for DEC['is Gaussian filtered frequency shift keying (GFSK) with a nominal
deviation of 288 kHz [Madsen and Fague, 1993). The BT, i.e., Gaussian filter bandwidth to bit
ratio, is 0.5 and the bit rate is 1.152 Mb/s. Specification details can be obtained from the relevant
ETSI documents listed in the reference section.

Digital transmission channels in the radio frequency bands, including the DECT systems, present
serious problems of spectral congestion and introduce severe adjacent/cochannel intzrference prob-
lems, There were several schemes employed to alleviate these problems: new allocations at high
frequencies, use ol frequency-reuse techniques, efficient source encoding, and spectrally efficient
modulation techniques.

Any communication system is governed by mainly two criteria, transmitted power and channel
bandwidth, These two variables have to be exploited in an optimum manner in order to achieve
maximum bandwidth efficiency, defined as the ratio of data rate to channel bandwidth (units of
bits/Hz/s) [Pasupathy, 1979|. GMSK/GFSK has the properties of constant envelope, relatively nar-
row bandwidth, and coherent detection capability. Minimum shift keying (MSK) can be generated
directly fram FM, i.e., the output power spectrum of MSK can be created by using a premodulation
low-pass filter. To casure that the output power spectrum is constant, the low-pass filter should
have a narrow bandwidth and sharp cutoff, low overshoot, and the filter output should have a phase
shift 77/2, which is useful for coherent detection of MSK; see Fig. 92.10.

Properties of GMSK satisfy all of these characteristics, We replace the low-pass filter with a
premodulation Gaussian low-pass filter [Murota and Hirade, 1981]. As shown in Fig. 92.11, it is
relatively simple lo modulate the frequency of the VCO directly by the baseband Gaussian pulse
stream, however, the difficuity lies in keeping the center frequency within the allowable value.
This becomes more apparent when analog techniques are employed for generating such signals. A
possible solution ta this problem in the analog domain would be to use a phase-lack loop (PLL)
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modulator with a precise transfer function. 1t is desirable these days o employ digital rechniques,
which are far more robust in meeting the requirements talked about earlier. This would suggest an
orthogonal modulator with digital waveform generators [de lager and Dekker, 1978].

The demodulator structure in a GMSK/GFSK system is centered around orthogonal colierent
detection, the main issue being recovery of the reference carrier and timing. A typical method, is
described in de Buda, 1972, where the reference carrier is recovered by dividing by four the sum of
the two discrete frequencies contained in the frequency doubler output, and the timing is recovered
directly from their difference. This method can also be considered to be equivalent to the Costas
loop structure as shown in Fig, 92,12.

In the following are some theoretical and experimental representations of the modulation tech-
nique just described. Considerable literature is available on the subject of data and modulation
schemes and the reader is advised to refer to Pasupathy, 1979, and Murota and Hirade, 1981, for
further access to relevant study material.

Radio Frequency Architecture

We have discussed the need for low power consumption and low cost in designing cordless tele-
phones. These days digital transmitter/single conversion receiver techniques are employed to
provide highly accurate quadrature modulation formats and quadrature down conversion schemes
that allow 2 great deal of flexibility to the baseband section. Generally, one would have used digital
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FIGURE92.13 Direct conversion receiver architecture.

signal processors to perform most of the demodulation functions at the cost of high current con-
swnption. With the advent of application specific signal processing, solutions with these techniques
have become more atiractive,

From & system perspective, range, multipath, and voice quality influence the design of a DECT
phone, A high bit rate coupled with multipath refiections in an indoor environment makes DECT
design a challenging task. The delay spread (multipath) can be anywhere in the 100~200 ns range,
and a DECT bit time is 880 ns. Therefore, a potential delay spread due to multipath reflections is
1-20% of a bit time, Typically, antenna diversity is used to overcome such effects.

DECT employs a TDMA/TDD method for transmission, which simplifies the complexity of the
radio frequency end. The transmitter is on for 380 ms or so. The receiver is also only on for a
similar length of time.

A single conversion radio architecture requires fast synthesizer switching speed in order to trans-
mil and receive on as many as 24 fimeslots per frame. In thissingle conversion transmitter structure,
the synthesizer has ta make a large jump in frequency between transmitting and receiving, typically
in the order of 110 MHz. For a DECT transceiver, the PLL synthesizer must have a wide tuning
bandwidth ar a high-frequency reference in addition to good noise performance and fast switching
speed, The prescaler and PLL must consume as low a current as possible to preserve battery life,

Inthe receive mode the RF signal at the antenna is filtered with a low-loss antenna filter to reduce
out-of-band interfering signals. This filter is also used on the transmit side to attenuate harmonics
and reduce wideband noise. The signal is further filtered, shaped, and down converted as shown in
the Fig. 92.13. The signal path really is no different from most receiver structures, The challenges
lie in the implementation, and this arca has become quite a competitive segment, especially in the
semiconductor world

The direct conversion receiver usually has an intermediate frequency nominally at zero frequency,
hence the term zero [E The effect of this is to fold the spectrum about zero frequency, which results
in the signal occupying only one-half the bandwidth. The zero IF architecture possesses several
advantages over the normal superheterodyne approach. First, selectivity requirements for the RF
filter are greatly reduced due 10 the fact that the IF is at zero frequency and the image response is
coincident with the wanted signal frequency. Second, the choice of zero frequency means that the

Samsung Exhibit 1022, Page 147 of 182
Samsung Electronics Co., Ltd. et al. v. One-E-Way, Inc.
IPR2025-01540



1324 Wir, zless

> pac A o
o
Dsp ,
PROCESSOR g
90
:> DAC )
DATA
INPUT RF FREQUENCY
OSCILLATOR

FIGURE92,14  Transmit section,

bandwidth for the IF paths is only half the wanted signal bandwidth. Third, channel selectivity can
be performed simply by a pair of low-bandwidth low-pass filters.

For the twin IF chains of a direct conversion receiver, automatic gain control (AGC) is always
required due the fact that each IF channel can vary between zero and the envelope peak at much
lower rates than the highest signal bandwidth frequency. An additional requirement in newer
systems is received signal strength indication (RSSI) to measure the signal or interference level on
any given channel.

Moving on to the transmitter architecture (shown in Fig. 92.14 isa typical I-Q system), it is safe to
say that the task of generating an RF signal is much simpler than receiving it. A transmitter consists
of three main components: a final frequency generator, a modulator, and the power amplifier.
These components can all be combined in common circuits, i.e,, [requency synthesizer with inbuilt
modulator. The problem of generating a carrier at a high frequency is largely one of frequency
control. The main approach for accurately generating an output frequency from a crystal reference
today is the PLL, and there is considerable literature available on the subject [Gardner, 1979]. In the
modulation stage, depending upon the tightness of the phase accuracy specification of a cordless
system, it may be necessary to apply tight control on the modulation index to ensure that the phase
path of the signal jumps exactly in 90° increments. Description of an 1-Q modulator is also given
in a previous chapter.

Defining Terms

AGC: Automatic gain control

ARQ: Automatic repeat request

AWGN: Additive white Gaussian noise

BABT: British approvals board for telecommunications

Base Station: The fixed radio component of a cordless link. This may be single-channel (for
domestic) or multi-channel (for Telepoint and business)

BER: Bit error rate (or ratio)

CCITT: Comité Consultatif International des Télégraphes et Teléphones, part of the ITU

CEPT: Conference of European Posts and Telecommunications Administrations

CPFSK: Continuous phase frequency shift keying

CPP:  Cordless portable part, the cordless telephone handset carried by the user

CRC: Cyclic redundancy check

CT2: Second generation cordless telephone-digital

D Channel: Control and information data channel (16 kb/s in ISDN)
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DCT: Digital cordless telephone

DECT: Digital Eutopean cordless telecommunications

DLC: Data link control layer, protocol layer in DECT

DSP:  Digital signal processing

DTMF: Dual tone multiple frequency (audio tone signalling system)

ETSI: European Telecommunications Standards Institute

FDMA: Frequency division multiple access

FSK: Frequency shift keying

GMSK: Gaussian filtered minimum shift keying

ISDN: Integrated services digital network

ITU: International Telecommunications Union

MPT 1375: UK. standard for common air interface (CAI) digital cordless telephones

MSK: Minimum shift keying

PSK: Phase shift keying

RES3: Technical subcommittee, radio equipment and systems 3 of ETSI, responsible for the
specification of DECT

RSSI:  Received signal strength indication

SAW:  Surface acoustic wave

TDD: Time division duplex

TDMA: Time division multiple access
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The CELP framework has evolved to form the basis of a great variety of speech coding algorithms,
including all existing full- and half-rate standard algorithms for digital cellular systems. We outline
next the basic CELP encoder-processing steps, in a form suited to our subsequent detailed descrip.
tions of the PDC and GSM half-rate coders. These steps have accounted for various computational
efficiency considerations and may, therefore, deviate from a conceptual functional description of
the encoder constituents.

1. LP analysis on the current frame of input speech to determine the coefficients of the all-pole

synthesis filter;

. quantization of the LP filter perameters;

. determination of the open-loop pitch period or lag;

. adapting the perceptual weighting filter to the current LP information (and also pitch infor-

mation when appropriate) and applying the adapted filter to the input speech signal;

5. formation of a filter cascade (which we shall refer to as perceptually weighted synthesis filter)
consisting of the LP synthesis filter, as specified by the quantized parameters in step 2,
followed by the perceptual weighting filter;

6. subtraction of the zero-input response of the perceptually weighted synthesis filter (the filter’s
decaying response due to past input) from the perceptually weighted input speech signal
obtained in step 4;

7. an adaptive codebook is searched to find the most suitable periodic excitation, i.e., when the
perceptually weighted synthesis filter is driven by the best code vector from the adaptive code-
book, the outputofthe filter cascade should best match the difference signal obtained in step 6;

8. one or more nonadaptive excitation codebooks are searched to find the most suitable random
excitation vectors that, when added to the best periodic excitation as determined in step 7
and with the resultant sum signal driving the filter cascade, would result in an output signal
best matching the difference signal obtained in step 6.

e Lo

Steps 1-6 are executed once per frame. Steps 7 and 8 are executed once for each of the subframes that
together constitute a frame. Step 7 may be skipped depending on the pitch information from step
3, or if step 7 were always executed, a nenperiodic excitation decision would be one of the possible
outcomes of the search processin step 7. Integral tosteps 7 and 8 is the determination of gain (scaling)
parameters for the excitation vectors. For each frame of input speech, the filter and excitation and
gain parameters determined as outlined are conveyed as encoded bits to the speech decoder.

In a properly designed system, the data conveyed by the channel decoder to the speech decoder
should be free of errors most of the time, and the speech signal synthesized by the speech decoder
would be identical to that as determined in the speech encoder’s ABS operation. It is common
to enhance the quality of the synthesized speech by using an adaptive postfilter to attenuate coder
noise in the perceptually sensitive regions of the spectrum. The postfilter of the decoder and the
perceptual weighting filter of the encoder may seem to be functionally identical. The weighting
filter, however, influences the selection of the best excitation among available choices, whereas the
postfilter actually shapes the spectrum of the synthesized signal. Since postfiltering introduces its
own distortion, its advantage may be diminished if tandem coding occurs along the end-to-end
communication path. Nevertheless, proper design can ensure that the net effect of postfiltering is a
reduction in the amount of audible codec noise |Chen and Gersho, 1995]. Excepting postfiltering,
all other speech synthesis operations of an LPAS decoder are (effectively) duplicated in the encoder
(though the converse is not true). Using this fact, we shall illustrate each coder in the sequel by
exhibiting only a block diagram of its encoder or decoder but not both.

94.5 Channel Coding Techniques in the Half-Rate Standards

Crucial to the maintainence of quality speech communication is the ability to transport coded
speech dataacross the radio channel with minimal errors, Low-bit-rate LPAS coders are particularly
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sensitive to channel errors; errors in the bits representing the LP parameters in one frame, for in-
stance, could result inthe synthesis of nonsensical sounds for longer than a frame duration. Theerror
rate of a digital cellular radio channel with no channel coding can be catastropically high for LPAS
coders. Theamount of tolerable transmission delay is limited by the requirement of interactive com-
munication and, consequently, forward error control is used to remedy transmission errors. “For-
ward” means that channel errors are remedied in the receiver, with no additional information from
the transmitter and, hence, no additional transmission delay. To enable the channel decoder to cor-
rect channel errors, the channel encoder conveys more bits than the amount generated by the speech
encoder. The additional bits are for error protection, as errors may or may not occur in any particular
transmission epoch. The ratio of the number of encoder input (information) bits to the number of
encoder output (code) bits is called the (channel) coding rate. This is a number no more than one
and generally decreases as the error protection powerincreases. Though a lower channel coding rate
gives more error protection, fewer bits will be available for speech coding. When the channel is in
good conditionand, hence, less error protection is needed, the received speech quality could be better
if bits devoted to channel coding were used for speech coding. On the other hand, ifa high channel
coding rate were used, there would be uncorrected errors under poor channel conditions and speech
quality would suffer. Thus, when nonadaptive forward error protection is used over channels with
nonstationary statistics, there is an inevitable tradeoff between quality degradation due to uncor-
rected errors and that due to expending bits on error protection (instead of on speech encoding).

Both the GSM and PDC half-rate coders use comvolutional coding [Proakis, 1995] for error cor-
rection. Convolutional codes are sliding or sequential codes. The encoder of a rate m/n,m < n
convolutional code can be realized using m shift registers. For every m information bits input to the
encoder (one bit to each of the m shift registers), n code bits are output to the channel. Each codebit
iscomputed asa modulo-2 sum of a subset of the bits in the shift registers. Error protection overhead
can be reduced by exploiting the unequal sensitivity of speech quality to errors in different positions
of the encoded bitstream. A family of rate-compatible punctured convolutional codes (RCPCCs) [Ha-
genauer, 1988] is a collection of related convelutional codes; all of the codes in the cellection except
the one with the lowest rate are derived by puncturing (dropping) code bits from the convolutional
code with the lowest rate. With an RCPCC, the channel coding rate can be varied on the fly (i.e.,
variable-rate coding) while a sequence of information bits is being encoded through the shift regis-
ters, thereby imparting on different segments in the sequence different degrees of error protection.

For decoding a convolutional coded bit stream, the Viterbi algorithm [Proakis, 1995] is a com-
putationally efficient procedure, Given the output of the demodulator, the algorithm determines
the most likely sequence of data bits sent by the channel encoder. To fully utilize the error cor-
rection power of the convolutional code, the amplitude of the demodulated channel symbol can
be quantized to more bits than the minimum number required, i.e., for subsequent soft decision
decoding. The minimum number of bits is given by the number of channel-coded bits mapped by
the modulator onto each channel symbol; decoding based on the minimum-rate bit stream is called
hard decision decoding. Although soft decoding gives better error protection, decoding complexity
is also increased.

Whereas convolutional codes are most effective against randomly scattered bit errors, errors on
cellular radio channels often occur in bursts of bits. These bursts can be broken up if the bits put
into the channel are rearranged after demodulation, Thus, in block interleaving, encoded bits are
read into a matrix by row and then read out of the matrix by column (or vice versa) and then passcd
on to the modulator; the reverse operation is performed by a deinterleaver following demodulation.
Interleaving increases the transmission delay to the extent that enough bits need to be collected in
order to fill up the matrix.

Owing to the severe nature of the cellular radio channel and limited available transmission
capacity, uncorrected errors often remain in the decoded data. A common countermeasure is to
append an error detection code to the speech data stream prior to channel coding. When residual
channel errors are detected, the speech decoder can take various remedial measures to minimize the
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FIGURE94.2  Basic structure of the PSI-CELY encoder.

negative impact on speech quality. Common measures are repetition of specch parameters from
the most recent good frames and gradual muting of the possibly corrupted synthesized speech.

The PDC and GSM half rate standard algorithms together embody some of the latest advances
in speech coding techniques, including: multimodal coding where the coder configuration and bit
allocation change with the type of speech input; vector quantization (VQ) [Gersho and Gray, 1991)
of the LP filter parameters; higher precision and improved coding efficiency for pitch-periodic
excitation; and postfiltering with improved tandeming performance. We next explore the more
distinctive features of the PDC and GSM speech coders.

94.6 The Japanese Half-Rate Standard

An algorithm was selected for the Japanese half-rate standard in April 1993, following the evaluation
of 12 submissions in a first round, and four final candidates in a second round [Masui and Oguchi,
1993]. The selected algorithm, called pitch synchronous innovation CELP? (PSI-CELP), met all of
the basic selection criteria and scored the highest among all candidates evaluated. A block diagram
of the PSI-CELP encoder is shown in Fig. 94.2, and bit allocations are summarized in Table 94.3.
The complexity of the coder is estimated to be approximately 2.4 times that of the PDC full-rate

*There were two candidate algorithms named PSI-CELP in the PDC half-rate competition, The algorithm
described here was contributed by NTT Mobile Communications Network, Inc, (NTT DoCoMo),
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A proliferation of high-performance portable computers combined with end-user need for com-
munication is fueling a dramatic growth in wireless local area network (LAN) technology. Users
expect 1o have the ability to operate their portable computer globally while remaining connected to
communications networks and service providers. Wireless LANs and cellular networks, connected
to high-speed networks, are being developed to provide this functionality.

Before delving deeper into issues relating to the design of wireless LANs, it is instructive to
consider some scenarios of user mobility.

1. Asimple model of user mobility is onie where a computer s physically moved while retaining
network connectivity at either end. For example, a move from one room to another as in a
hospital where the computer is a hand-held device displaying patient charts and the nurse
using the computer moves between wards or floors while accessing patient information.

2. Another model situation is where a group of people {at a conference, for instance) set up an
ad-hoc LAN to share information as in Fig. 96.1.

3. A more complex model is one where several computers in constant communication are in
motion and continue to be networked. For example, consider the problem of having robots
in space collaborating to retrieve a satellite.

A great deal of research has focused on dealing with physical layer and medium access control
(MAC) layer protocols. In this chapter we first summarize standardization efforts in these areas. The
remainder of the chapter is then devoted 1o a discussion of networking issues involved in wireless
LAN design, Some of the issues discussed include routing in wireless LAN (i.e., how does data find
its destination when the destination is mabile?) and the problem of providing service guarantees
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96.2 Physical Layer Design

Two media are used for transmission over wireless LANs, infrared and radio frequency. RF LANs
are typically implemented in the industrial, scientific, and medical (ISM) frequency bands 902-928
MHgz, 2400-2483.5 MHz and 5725-5850 MHz. These frequencies do not require a license allowing
the LAN product to be portable, i.e., a LAN can be moved without having to worry abour licensing,

IR and RF technologics have different design constraints, IR receiver design is simple (and thus 1
inexpensive) in comparison to RF receiver design because IR receivers only detect the amplitude of 1
the signal not the frequency or phase. Thus, a minimal of filtering is required to reject interference.
Unfortunately, however, 1R shares the electromagnetic spectrum with the sun and incandescent or
fluorescent light. These sources of modulated infrared energy reduce the signal-to-noise ratio of
IR signals and, if present in extreme intensity, can make the [R LANs inoperable. There are two
approaches to building IR LANs.

I. The transmitted signal can be focused and aimed. In this case the IR system can be used
outdoors and has an area of coverage of a few kilometers. |

2. The transmitted signal can be bounced off the ceiling or radiated omnidirectionally. In either
case, the range of the IR source is 10-20 m (i.e., the size of one medium-sized room).

RF systems face harsher design constraints in comparison to IR systems for several ressons. The
increased demand for RF products has resulted in tight regulatory constraints on the allocation and
use of allocated bands. In the U.S,, for example, it is necessary to implement spectrum spreading
for operation in the ISM bands. Another design constraint is the requirement to confine the
emitted spectrum to a band, necessitating amplification at higher carrier frequencies, frequency
conversion using precision local oscillators, and selective components. RF systems must also cope
with environmental noise that is either naturally occurring, for example, atmospheric noise or man
made, for example, microwave ovens, copiers, laser printers, or other heavy electrical machinery. RF
LANs operating in the ISM frequency ranges also suffer interference from amateur radio operators.

Operating LANs indoors introduces additional problems caused by multipath propagation,
Rayleigh fading, and absorption. Many malerials used in building construction are opaque 10
IR radiation resulting in incomplete coverage within rooms (the coverage depends on obstacles
within the room that block IR) and almost no coverage outside closed rooms. Some materials, such
as white plasterboard, can also cause reflection of IR signals, RF is relatively immune to absorption
and reflection problems. Multipath propagation affects both TR and RF signals. The technique
to alleviate the effects of multipath propagation in both types of systems is the same use of aimed
(directional) systems for transmission enabling the receiver to reject signals based on their angle
of incidence. Another technique that may be used in RF systems is to use multiple antennas. The
phase difference between different paths can be used to discriminate between them.
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Rayleigh fading isa problem in RF systems. Recall that Rayleigh fading occurs when the difference
in path length of the same signal arriving along different paths is a multiple of half a wavelength.
This causes the signal to be almost completely canceled out at the receiver. Because the wavelengths

i used in IR are so small, the effect of Rayleigh fading is not noticeable in those systems. RF systems,
on the other hand, use wavelengths of the order of the dimension of a laptop. Thus, moving the
computer a small distance could increase/decrease the fade significantly.

Spread spectrum transmission technology is used for RF-based LANsand it comesin two varieties:
direct-sequence spread spectrum (DSSS) and frequency-hopping spread spectrum (FHSS). In a
FHSS system, the available band is split into several channels. The transmitter transmits on one
channel for a fixed time and then hops to another channel, The receiver is synchronized with the
transmitter and hops in the same sequence; see Fig. 96.2(a). In DSSS systems, a random binary
string is used to modulate the transmitted signal. The relative rate between this sequence and user
data is typically between 10 and 100; see Fig. 96.2(b).

The key requirements of any transmission technology is its robustness to noise. In this respect
DSSS and FHSS show some differences. There are two possible sources of interference for wireless
LANS: the presence of other wireless LANs in the same geographical area (i.e., in the same building,
etc.) and interference due to other users of the ISM frequencies. In the latter case, FHSS systems
have a greater ability to avoid interference because the hopping sequence could be designed to
prevent potential interference. [DSSS systems, on the other hand, do exhibit an ability to recover
from interference because of the use of the spreading factor [Fig. 96.2(b)].

Itislikely that in many situations several wireless LANs may be collocated, Since all wireless LANs
use the same ISM frequencies, thereisa potential for a great deal of interference. Toavoid interference
in FHSS systems, it is necessary to ensure that the hopping sequences are orthogonal. To avoid
interference in DSSS systems, on the other hand, it is necessary to allocate different channels to each
wireless LAN, The ability to avoid interference in DSSS systems is, thus, more limited in comparison
to FHSS systems because FHSS systems use very narrow subchannels (1 MHz) in comparison to DSSS
systems that use wider subchannels (for example, 25 MHz), thus, limiting the number of wireless
LANs that can be collocated. A summary of design issues can be found in Bantz and Bauchot, 1994.

96.3 MAC Layer Protocols

MAC protocol design for wireless LANs poses new challenges because of the in-building operating
ewironment for these systems, Unlike wired LANs (such as the ethernet or token ring), wireless
LANS operate in strong multipath fading channels where channel characteristics can change in very
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short distances resulting in unreliable communication and unfair channel access due to capture.
Another feature of the wireless LAN environment is that carrier sensing takes a long time in com-
parison to wired LANs; it typically takes berween 30 and 50 us (see Chen and Lee, 1994), which
is a significant portion of the packet transmission time, This results in inefficiencies if the CSMA
family of protocols is used without any modifications.

Other differences arise because of the mobility of users in wireless LAN environments, To provide
a building (or any other region) with wireless LAN coverage, the region to be covered is divided into
cells as shown in Fig, 96.3. Each cell is one wireless LAN, and adjacent cells use different frequencies
to minimize interference. Within each cell there is an access point called a mobile support station
(MSS) or base station that is connected to some wired network. The mobile users are called mobile
hosts (MH). The MSS performs the functions of channel allocation and providing connectivity t¢
existing wired networks; see Fig. 96.4. Two problems arise in this type of an architecture that are
not present in wired LANSs.

1. The number of nodes within a cell changes dynamically as users move between cells. How
can the channel access protocol dynamically adapt to such changes efficiently?

2. When a user moves between cells, the user has to make its presence known to the other nodes
in the cell. How can this be done without using up too much bandwidth? The protocol
used to solve this problem is called a handoff protocol and works along the following lines:
A switching station (or the MSS nodes working together, in concert) collects signal strength
information for each mobile host within each cell. Note that if a mobile host is near 2
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cell boundary, the MSS node in its current cell as well as in the neighboring cell can hear
its transmissions and determine signal strengths. If the mobile host is currently under the
coverage of MSS M1 but its signal strength at MSS M2 becomes larger, the switching station
initiates a handoff whereby the MH is considered as part of M2’s cell (or network).

The mode of communication in wireless LANs can be broken in two: communication from the
mobile to the MSS (called uplink communication) and communication in the reverse direction
(called downlink communication). It is estimated that downlink communication accounts for
about 70-80% of the total consumed bandwidth. This is easy to see because most of the time
users request files or data in other forms (image data, etc.) that consume much more transmission
bandwidth than the requests themselves. In order to make efficient use of bandwidth (and, in
addition, guarantee service requirements for real-time data), most researchers have proposed that
the downlink channel be controlled entirely by the MSS nodes. These nodes allocate the channel to
different mobile users based on their current requirements using a protocol such as time division
multiple access (TDMA). What about uplink traffic? This is a more complicated problem because
the set of users within a cell is dynamic, thus making it infeasible to have a static channel allocation
for the uplink. This problem is the main focus of MAC protocol design.

What are some of the design requirements of an appropriate MAC protocol? The IEEE 802.11
recommended standard for wireless LANs has identified almost 20 such requirements, some of
which are discussed here (the reader is referred to Chen, 1994, for further details). Clearly any
protocol must maximize throughput while minimizing delays and providing fair access to all users.
In addition to these requirements, however, mobility introduces several new requirements.

1. The MAC protocol must be independent of the underlying physical layer transmission tech-
nology adopted (be it DSSS, FHSS or IR).

2. The maximum number of users can be as high as a few hundred in a wireless LAN. The MAC
protocol must be able to handle many users without exhibiting catastrophic degradation of
service.

3. The MAC protocols must provide secure transmissions because the wireless medium is easy
to tap.

4, The MAC protocol needs to work correctly in the presence of collocated networks.

. It must have the ability to support ad-hoc networking (as in Fig. 96.1).

6. Other requirements include the need to support priority traffic, preservation of packet order,
and an ability to support multicast.

wh

Several contention-based protocols currently exist that could be adapted for use in wireless
LANs. The protocols currently being looked by IEEE 802.11 include protocols based on carrier
sense multiple access (CSMA), polling, and TDMA. Protocols based on code division multiple
access (CDMA) and frequency division multiple access (FDMA) are not considered because the
processing gains obtained using these protocols are minimal while, simultaneously, resulting in a
loss of flexibility for wireless LANs.

It is important to highlight an important difference between networking requirements of ad-
hoc networks (as in Fig. 96.1) and networks based on cellular structure. In cellular networks, all
communication occurs between the mobile hosts and the MSS (or base station) within that cell.
Thus, the MSS can allocate channel bandwidth according to requirements of different nodes, i.e.,
we can use centralized channel scheduling for efficient use of bandwidth. In ad-hoc networks there
is no such central scheduler available. Thus, any multiaccess protocol will be contention based
with little explicit scheduling. In the remainder of this section we focus on protocols for cell-based
wireless LANs only.

All multiaccess protocols for cell-based wireless LANs have a similar structure; see Chen, 1994.

1. The MSS announces (explicitly or implicitly) that nodes with data to send may contend for
the channel,
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. Nodes interested in sending data contend for the channel using protocols such as CSMA_
. The MSS allocates the channel to successful nodes.

. Nodes transmit packets (contention-free transmission).

. MSS sends an explicit acknowledgment (ACK) for packets received.

ok WM

Based on this model we present three MAC protocols.

Reservation-TDMA (R-TDMA)

This approach is a combination of TDMA and some contention protocol (see PRMA in Goodman,
1990). The MSS divides the channel into slots (as in TDMA), which are grouped into frames. When |
a node wants to transmit it needs to reserve a slot that it can use in every consecutive frame as long |
as it has data to transmit. When it has completed transmission, other nodes with data to transmit

may contend for that free slot. There are four steps to the functioning of this protocol.

a. At the end of each frame the MSS transmits a feedback packet that informs nodes of the
current reservation of slots (and also which slots are free). This corresponds to steps 1 and
3 from the preceding list.

b. During a frame, all nodes wishing to acquire a slot transmit with a probability o during a
free slot. If a node is successful it is so informed by the next feedback packet. If more than
one node transmits during a free slot, there is a collision and the nodes try again during the
next frame. This corresponds to step 2.

¢. A node with a reserved slot transmits data during its slot. This is the contention-free
transmission (step 4),

d. The MSS sends ACKs for all data packets received correctly. This is step 5.

The R-TDMA protocol exhibits several nice properties. First and foremost, it makes very efficient
use of the bandwidith, and average latency is half the frame size. Another big benefit is the ability
to implement power conserving measures in the portable computer. Since each node knows when
to transmit (nodes transmit during their reserved slot only) it can move into a power-saving mode
for a fixed amount of time, thus increasing battery life. This feature is generally not available in
CSMA-based protocols. Furthermore, it is easy to implement priorities because of the centralized
control of scheduling, One significant drawback of this protocol is that it is expensive to implement
(see Barke and Badrinath, 1994).

Distributed Foundation Wireless MAC (DFWMAC)

The CSMA/CD protocol has been used with great success in the ethernet. Unfortunately, the same
protocol is not very efficient in a wireless domain because of the problems associated with cell
interference (i.e., interference from neighboring cells), the relatively large amount of time taken to
sense the channel (see Glisic, 1991) and the hidden terminal problem (see Tobagi and Kleinrock,
1975a and 1975b). The current proposal is based on a CSMA/collision avoidance (CA) protocol
with a four-way handshake; see Fig. 96.5.

The basic operation of the protocol is simple. All MH nodes that have packets to transmit
compete for the channel by sending ready to transmit (RTS) messages using nonpersistent CSMA.
After a station succeeds in transmitting a RTS, the MSS sends a clear to transmit (CTS) to the MH.
The MH transmits its data and then receives an ACK. The only possibility of collision that exists is in
the RTS phase of the protocol and inefficiencies occur in the protocol, because of the RTS and CTS
stages. Note that unlike R-TDMA it is harder to implement power saving functions. Furthermore,
latency is dependent on system load making it harder to implement real-time guarantees. Priorities
are also not implemented. On the positive side, the hardware for this protocol is very inexpensive.
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Randomly Addressed Polling (RAP)

In this scheme, when a MSS is ready to collect uplink packets it transmits 2a READY message. At
this point all nodes with packets to send attempt to grab the channel as follows.

a. Each MH with a packet to transmit generates a random number between 0 and P.

b. Allactive MH nodes simultaneously and orthogonally transmit their random numbers (using
CDMA or FDMA). We assume that all of these numbers are received correctly by the MSS.
Remember that more than one MH node may have selected the same random number.

c. Stepsaandb are repeated L times.

d. Atthe end of L stages, the MSS determines a stage (say, k) where the total number of distinct
random numbers was the largest. The MSS polls each distinct each random number in this
stage in increasing order. All nodes that had generated the polled random number transmit
packets to the MSS.

e. Since more than one node may have generated the same random number, collisions are
possible. The MSS sends a ACK or NACK after each such transmission. Unsuccessful nodes
try again during the next iteration of the protocol.

The protocol is discussed in detail in Chen and Lee, 1993 and a modified protocol called GRAP (for
group RAP) is discussed in Chen, 1994. The authors propose that GRAP can also be used in the
contention stage (step 2) for TDMA- and CSMA-based protocols.

96.4 Network Layer Issues

An important goal of wireless LANs is to allow users to move about freely while still maintaining
all of their connections (network resources permitting). This means that the network must route
all packets destined for the mobile user to the MSS of its current cell in a transparent manner. Two
issues need to be addressed in this context.

« How can users be addressed?
« How can active connections for these mobile users be maintained?

lvanidis, Duchamp, and Muguire, 1991 propose a solution called the TPIP (1P-within-1P) protocol,
Here each MH has a unique internet protocol (IPV address called its home address. To deliver
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a packet to a remote MH, the source MSS first broadcasts an address resolution protocol (ARP)
request to all other MSS nodes to locate the MH. Eventually some MSS responds. The source MSs
then encapsulates each packet from the source MH within another packet containing the IP address
of the MSS in whose cell the MH is located. The destination MSS extracts the packet and delivers iy
to the MH. If the MH has moved away in the interim, the new MSS locates the new location of the
MH and performs the same operation. This approach suffers from several problems as discussed
in Teraoka and Tokoro, 1993. Specifically, the method is not scaleable to a network spanning areas
larger than a campus for the following reasons.

1. IP addresses have a prefix identifying the campus subnetwork where the node lives; when
the MH moves out of the campus, its IP address no longer represents this information.

2. The MSS nodes serve the function of routers in the mobile network and, therefore, have the
responsibility of tracking all of the MH nodes globally causing a lot of overhead in terms of
message passing and packet forwarding; see Ghai and Singh, 1994.

Teraoka and Tokoro, 1993, have proposed a much more flexible solution to the problem called
virtual [P (VIP). Here every mobile host has a virtual IP address that is unchanging regardless of the
location of the MH. In addition, hosts have physical network addresses (traditional [P addresses)
that may change as the host moves about. At the transport layer, the target node is always specified
by its VIP address only. The address resolution from the VIP address to the current IP address takes
place either at the network layer of the same machine or at a gateway. Both the host machines and
the gateways maintain a cache of VIP to IP mappings with associated timestamps. This information
is in the form of a table called address mapping table (AMT). Every MH has an associated home
gateway. When a MH moves into a new subnetwork, it is assigned a new IP address. It sends
this new IP address and its VIP address to its home gateway via a VipConn control message. All
intermediate gateways that relay this message update their AMT tables as well, During this process
of updating the AMT tables, all packets destined to the MH continue to be sent to the old location.
These packets are returned to the sender, who then sends them to the home gateway of the MH. It
Is easy to see that this approach is easily scaleable to large networks, unlike the IPIP approach.

Alternative View of Mobile Networks

The approaches just described are based on the belief that mobile networks are merely an extension
of wired networks. Other authors [Singh, 1995] disagree with this assumption because there are
fundamental differences between the mobile domain and the fixed wired network domain. Two
examples follow.

1. The available bandwidth at the wireless link is small; thus, end-to-end packet retransmis-
sion for transmission control protocol (TCP)-like protocols (implemented over datagram
networks) isa bad idea. This leads to the conclusion that transmission within the mobile net-
work must be connection oriented. Such a solution, using virtual circuits (VC), is proposed
in Ghai and Singh, 1994.

2. The bandwidth available for a MH with open connections changes dynamically since the
number of other users present in each cell varies randomly. This is a feature not present in
fixed high-speed networks where, once a connection is sct up, its bandwidth does not vary
much. Since bandwidth changes are an artifact of mobility and are dynamic, it is necessary to
deal with the consequences (e.g., buffer overflow, large delays, etc.) locally to both, i.e., shield
fixed network hosts from the idiosyncrasies of mobility as well as to respond to changing
bandwidth quickly (without having to rely on end-to-end control). Some other differences
are discussed in Singh, 1995,
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A Proposed Architecture

Keeping these issues in mind, a more appropriate architecture has been proposed in Ghai and Singh,
1994, and Singh, 1995. Mobile networks are considered to be different and separate from wired
networks. Within a mobile network is a three-layer hierarchy; see Fig. 96.6. At the bottom layer
are the MHs. At the next level are the MSS nodes (one per cell). Finally, several MSS nodes are
controlled by a supervisor host (SH) node (there may be one SH node per small building). The SH
nodes are responsible for flow control for all MH connections within their domain; they are also
responsible for tracking MH nodes and forwarding packets as MH nodes roam. In addition, the SH
nodes serve as a gateway to the wired networks. Thus, any connection setup from a MH to a fixed
host is broken in two, one from the MH to the SH and another from the SH to the fixed host. The
MSS nodes in this design are simply connection endpoints for MH nodes. Thus, they are simple
devices that implement the MAC protocols and little else. Some of the benefits of this design are as
follows.

1. Because of the large coverage of the SH (i.e., a SH controls many cells) the MH remains
in the domain of one SH much longer. This makes it easy to handle the consequences of
dynamic bandwidth changes locally. For instance, when a MH moves into a crowded cell,
the bandwidth available to it is reduced. If it had an open ftp connection, the SH simply
buffers undelivered packets until they can be delivered, There is no need 1o inform the other
endpoint of this connection of the reduced bandwidth.

2. When a MH node sets up a connection with a service provider in the fixed network, it
negotiates some quality of service (QOS) parameters such as bandwidth, delay bounds,
etc. When the MH roams into a crowded cell, these QOS parameters can no longer be
met because the available bandwidth is smaller. If the traditional view is adopted (i.e., the
mobile networks are ¢xtensions of fixed networks) then these QOS parameters will have to
be renegotiated each time the bandwidth changes (due to roaming). This is a very expensive
proposition because of the large number of control messages that will have to be exchanged.
In the approach of Singh, 1995, the service provider will never know about the bandwidth
changes since it deals only with the SH that is accessed via the wired network. The SH
bears the responsibility of handling bandwidth changes by either buffering packets until
the bandwidth available to the MH increases (as in the case of the ftp example) or it could
discard a fraction of real-time packets (e.g., a voice connection) tc ensure delivery of most
of the packets within their deadlines. The SH could also instruct the MSS to allocate a larger
amount of bandwidth to the MH when the number of buffered packets becomes large. Thus,
the service provider in the fixed network is shielded from the mobility of the user.

MH w SH past of

connection .

FIGURE96.6 Proposed architecture for wireless networks,
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Networking Issues

It is important for the network to provide connection-oriented service in the mobile environment
(as opposed to connectionless service as in the internet) because bandwidth is at a premium in
wireless networks, and it is, therefore, inadvisable to have end-to-end retransmission of packets
(as in TCP), The proposed architecture is well suited to providing connection-oriented service by
using VCs,

In the remainder of this section we look at how virtual circuits are used within the mobile network
and how routing is performed for connections to mobile hosts. Every connection set up with one
or more MH nodes as aconnection endpoint is routed through the SH nodes and each connection
is given a unique VC number. The SH node keeps track of all MH nodes that lie within its domain.
When a packet needs to be delivered to a MH node, the SH first buffers the packet and then sends
it to the MSS at the current location of the MH or to the predicted location if the MH is currently
between cells, The MSS buffers all of these packets for the MH and transmits them to the MH
if it is in its cell, The MSS discards packets after transmission or if the SH asks it to discard the
packets. Packets are delivered in the correct order to the MH (without duplicates) by having the
MH transmit the expected sequence number (for each VC) during the initial handshake (i.e., when
the MH first enters the cell). The MH sends ACKSs to the SH for packets received. The SH discards
all packets that have bezn acknowledged. When a MH moves from the domain of SH1 into the
domain of SH2 while having open connections, SH1 continues to forward packets to SH2 until
either the connections are closed or until SH2 sets up its own connections with the other endpoints
for each of MH’s open connections (it also gives new identifiers to all these open connections). The
detailed protocol is presented in Ghai and Singh, 1994.

The SH nodes are all connected over the fixed (wired) network. Therefore, it is necessary to route
packets between SH nodes using the protocol provided over the fixed networks. The VIF protocol
appears to be best suited to this purpose. Let us assume that every MH has a globally unique VIP
address. The SHs have both a VIP as well as a fixed [P address, When a MH moves into the domain
of a SH, the IP address affixed to this MH is the IP address of the SH. This ensures that all packets
sent to the MH are routed through the correct SH node. The SH keeps a list of all VIP addresses of
MH nodes within its domain and a list of open VCs for cach MH. It uses this information to route
the arriving packets along the appropriate VC to the MH.

96.5 Transport Layer Design

The transport layer provides services to higher layers (including the application layer), which include
connectionless services like UDP or connection-oriented services like TCP. A wide variety of new
services will be made available in the high-speed networks, such as continuous media service for
real-time data applications such as voice and video. These services will provide bounds on delay
and loss while guaranteeing some minimum bandwidth.

Recently variations ofthe TCP protocol have been proposed that work well in the wireless domain.
These proposals are baszd on the traditional view that wireless networks are merely extensions of
fixed networks. One such proposal is called [-TCP [Barke and Badrinath, 1994] for indirect TCP.
The motivation behind this work stems from the following observation. In TCP the sender times
out and begins retransmission after a timeout period of several hundred milliseconds. If the other
endpoint of the connection is a mobile host, it is possible that the MH is disconnected for a period
of several seconds (whils it moves between cells and performs the initial greeting). This results in
the TCP sender timing out and transmitting the same data several times over, causing the effective
throughput of the connection to degrade rapidly. To alleviate this problem, the implementation of
I-TCP separates a TCP connection into two pieces—one from the fixed host to another fixed host
that is near the MH and another from this host to the MH (note the similarity of this approach with
the approach in Fig. 96.6). The host closer to the MH is aware of mobility and has a larger timeout
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period. It serves as a type of gateway for the TCP connection because it sends ACKs back to the
sender before receiving ACKs from the MH, The performance of I-TCP is far superior to traditional
TCP for the mobile networks studied.

In the architecture proposed in Fig. 96.6, a TCP connection from a fixed host to a mobile host
would terminate at the SH. The SH would set up another connection to the MH and would have the
responsibility of transmitting all packets correctly. In a sense this is a similar idea to 1-TCP except
that in the wircless network VCs are used rather than datagrams. Therefore, the implementation
of TCP service is made much easier.

A problem that is unique to the mobile domain occurs because of the unpredictable movement of
MH nodes (i.e., a MH may roam between cells resulting ina large variation of available bandwidth in
each cell), Consider the following example. Say nine MH nodes have opened 11-kb/s connections
in a cell where the available bandwidth is 100 kb/s. Let ns say that a tenth mobile host M10, also
with an open 11-kb/s connection, wanders in. The total requested bandwidth is now 110 kb/s
while the available bancwidth is only 100 kb/s. What is to be done? One approach would be to
deny scrvice to M10. However, this seems an unfair policy. A different approach is to penalize all
connections equally so that each connection has 10-kb/s bandwidth allocated.

To reduce the bandwidth for each connection from 11 kb/s to 10 kb/s, two approaches may be
adopted:

1. Throttle back the sender for each connection by sending control messages.
2. Discard 1-kb/s data for each connection at the SH. This approach is only feasible for appli-
cations that are tolerant of data loss (e.g., real-time video or audio).

The first approach encounters a high overhead in terms of control messages and requires the
sender to be capable of changing the data rate dynamically. This may not always be possible; for
instance, consider a teleconference consisting of several participants where each mobile participant
is subject to dynamically changing bandwidth. In order to implement this approach, the data
(video or audio or both) will have to be compressed at different ratios for each participant, and
this compression ratio may have to be changed dynamically as each participant roams. This is
clearly an unreasonable solution to the problem. The second approach requires the SH to discard
1-kb/s of data for each connection. The question is, how should this data be discarded? That is,
should the 1 kb of discarded data be consecutive (or clustered) or uniformly spread out over the
data stream every 1 s? The way in which the data is discarded has an effect on the final perception
of the service by the mobile user. If the service is audio, for example, a random uniform loss is
preferred to a clustered loss (where several consecutive words are lost). If the data is compressed
video, the problem is even mare sericus because most random losses will cause the encoded stream
to become unreadable resulting in almost a 100% loss of video at the user,

A solution to this problem is proposed in Seal and Singh, 1995, where a new sublayer is added
to the transport layer called the Loss profile transport subleyer ( LPTSL). This layer determines how
data is to be discarded based on special transport layer markers put by application calls at the sender
and based on negotiated loss functions that are part of thz QOS negotiations between the SH and
service provider. Figure 96,7 illustrates the functioning of this layer at the service provider, the SH,
and the MH. The original data stream is broken into logical segments that are separated by markers
(or flags). When this stream arrives at the SH, the SH discards entire logical segments (in the case
of compressed video, one logical segment may represent one frame) depending on the bandwidth
available to the MH. The purpose of discarding entire logical segments is that discarding a part of
such a segment of data makes the rest of the data within that segment useless—so we might as well
discard the entire segment. Observe also that the flags (to identify logical segments) are inserted by
the LPTSL via calls made by the application layer. Thus, the transport layer or the LPTSL. does not
need to know encoding details of the data stream. This scheme is currently being implemented at
the University of South Carolina by the author and his research group.
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FIGURE®96.7 LPTSL, an approach to handle dynamic bandwidth variations.

96.6 Conclusions

The need for wireless LANs is driving rapid development in this area. The [EEE has proposed
standards (802.11) for the physical layer and MAC layer protocols. A great deal of work, however,
remains to be done at the network and transport layers. There does not appear to be a consensts
regarding subnet design for wireless LANs. Our work has indicated a need for treating wireless LAN
subnetworks as being fundamentally different from fixed networks, thus resulting in a different
subnetwork and transport layer designs. Current efforts are underway to validate these claims.

Defining Terms

Carrier-sense multiple access (CSMA):  Protocols such as those used over the ethernet.

Medium access control (MAC): Protocols arbitrate channel access between all nodes on a wireless
LAN.

Mobile host (MH) nodes: The nodes of wireless LAN.

Supervisor host (SH): The node that takes care of flow-control and other protocol processing for
all connections.
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imagery, neither general purpose stochastic models of the scurce nor mathematical fidelity criteria
that capture all of the known properties of source and receiverare known at this time. Thus, optimal
source coding for time-varying imagery does not currently rest on a firm theoretical basis. Rather,
we have available an arsenal of tools that work well and that address, at least qualitatively, the known
properties of the source and receiver.

The purpose of this chapter is to identify the properties of source and receiver that are exploited
by video source coding algorithms, and to describe the tools that are available for source coding,
The emphasis is on those aspects that are specific to time-varying imagery, since a previous section
deals with still imagery. Thus, the use of motion information in the processing and compression of
time-varying imagery is a pivotal element for this contribution, An overview of video compression
standards is also given, followed by some perspectives for the future. An extensive treatment of
video coding can be found in Netravali and Haskell [1995].

102.2 Source Characteristics and Viewer Requirements

A number of factors determine the source characteristics and the level of redundancy that can be
exploited. These include the scanning format, the signal-to-noise ratio, the amount of detail, and
the characteristics of the motion, Note that the source signal to be coded may not necessarily be the
direct output of a video camera; it may be the result of some scan conversion or other preprocessing
operations.

The scanning format encompasses the picture size and the sampling structure. We assume that
the input to the source coder is fully digital, that is an ordered sequence of fixed length binary
codewords representing the image color at a discrete set of points W. This is denoted

uilx,y, 1), (x,y.1) €Wy, =123 (102.1)

where uy, uz, u3 represent coordinates in a suitable color space. These could be red-green-blue or
luminance-chrominance components. Clearly black and white images would be represented by a
single component. The sampling structure W is a regular array of points such as a lattice, cropped
spatially to the image frame size. Picture size may range from small windows on a videophone or
workstation, say, of size 64 by 64, to HDTV pictures of size 1920 by 1080 and beyond. Two vertical-
temporal scanning structures are widely used for video: progressive scanning and interlaced
scanning. These scanning structures are shown in vertical-temporal profilein Fig. 102.1. In analog
systems, where the capture, transmission, and display formats are the same, interlace is a method to
achieve higher vertical resolution for a given vertical scan rate and system bandwidth, The vertical
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FIGURE 1021  Profile view of scanning structures: (a} progressive and (b)
interlace.
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TABLE102.1 Typical Scanning Formats Used for Digital Video Communications

Luminance Size Chrominance Size Scanning Structure
Identifier Hor.  Vert. Hor.  Vert. Interlace  Pict. Rare
QCIF 176 144 88 72 1:1 29.97
CIF 352 188 176 144 1:1 2997
ITU-R 61 720 <80 360 450 2:1 59.94
HDTV-P 1280 720 640 360 11 60.0
HDTV-I 1920 1080 960 540 2:1 60.0

scan rate of 50 or 60 Hzused in major worldwide systems is largely determined by the requirement
to minimize the visibility of flicker at the display. Although interlace is a good technique in the
context of analog systems, it usually leads to spatiotemporal aliasing in the presence of vertical
motion, which makes subsequent processing, and especially source coding, much more difficult.
(See Dubois [ 1992] for a discussion.) For this reason, there has been increasing focus on progressive
scanning in recent system proposals. A detailed discussion of sampling structures and video signal
sampling is given in Dubois [ 1985).

Although some standards allow considerable flexibility in the choice of picture format, a number
of specific formats are in common use or have been propesed. Table 102.1 shows the parameters of
some of these formats. The final coded bit rate is very diectly related to the source sampling rate,
although not lincarly.

The signal-to-noise ratio of the source has a significant impact on compression efficiency. In
general, noise has little redundancy and cannot be compressed very much; thus, it should be
removed prior to coding if possible. There is, of course, a tradeoff between coding efficiency
and the introduction of artifacts due to noise reduction, Valid assumptions must be made, or
the processing may remove desired picture content such as snowstorms, fireworks, etc. Motion
compensated processing is required for the most effective noise reduction [Dubois, 1992]. How-
ever, good image and noise models are necessary. The principle is to filter out those deviations
from an assumed image model (e.g., that image intens'ty is constant along trajectories of mo-
tion) that match the characteristics of an assumed noise model (e.g., white noise with a specified
variance}.

The characteristics of the motion in the scene affect the amount of compression that is possible.
Apparent motion in the image can be due to either camera motion (including zooming), object
motion, or both. In a videophone application, most apparent motion may be due to movement
of the person in front of the camera. In a surveillance application, most of it may be due to the
scanning motion of the camera (except during an incident), whereas in a sports scene both camera
motion and scene motion may be significant. Motion may in general be low, as in a videophone
application, or very active, asina sports application; it may be highly structured (rigid-body motion)
or pseudorandom (rustling leaves). Knowledge of the motion characteristics can affect the coding
algorithm; if there is unrestricted motion, a worst-case assumption must be made.

Redundancy in a source is related to the concept of predictability (although they are not the
same). Given that a certain portion of the source signal has already been transmitted, the coder
may attempt to predict what comes next. If the prediction is at all reliable, it is better to transmit
information concerning the deviation from the prediction than the raw information. Predicta bility
implies a certain regularity in the data that can be captured in statistical models. In the spatial
dimension, if a certain pattern appears over a certain area, one may assume that the pattern will
continue, and make the prediction on this basis. Of course, at an object boundary, the prediction
will be wrong. However, if it is right most of the time, an overall coding gain can be achieved. In a
moving picture, the assumption is that if an object is moving with a certain velocity and acceleration,
it will continue to do so. Thus, if the velocity and acceleration are known, the coder can predict
what the next frame will look like, and only transmit the error between this prediction and reality.
This is the essence of motion-compensated coding. Again, at a scene change, the prediction will
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be completely wrong, and more information must be transmitted. However, on average there will
be a substantial compression. Temporal change is not due solely to motion. The illumination
may change, and the luminance of scene points may change as the angles between object surface,
illumination source, and camera change. If we can model these effects as well, we can make better
predictions and thereby improve coding performance.

Inaddition to the structural or statistical redundancy in the source, thereis perceptual redundancy
(also called irrelevancy). Specifically, information that cannot be perceived by the viewer need not
be transmitted. The main phenomena related to this are spatial and temporal masking. Spatial
masking (discussed in the chapter on still image coding) is the effect whereby certain types of
distortion are less visible in the vicinity of high-contrast image detail than in flat low-contrast areas.
Temporal masking is the effect where distortions are less visible in areas of the image that are newly
exposed or contain fast motion. Animportant case here is the scene change. The viewer can tolerate
a significant reduction in resolution just after a scene change. This is fortuitous, because this is
exactly where the temporal motion-compensated prediction breaks down.

The goal of an efficient source coder is to maximize quality (or minimize distortion) subject to
a number of constraints. In most applications of video compression, the quality or distortion are
subjective measures determined by the visual properties of the viewer. However, if further signal
processing or manipulation of the image sequence is to be performed, a more stringent objective
criterion may be more appropriate, since impairments invisible to a viewer could have a negative
effect on a signal processing operation such as chroma key. If subjective quality is the main concern,
it would be very desirable to have a mathematical function that measures the subjective distortion.
This distortion function could then be minimized during the optimization of the coding algorithm.
Unfortunately, such a general purpose and widely accepted perceptual distortion measure is not
available. Thus, properties of the human visual system are usually exploited based on qualitative or
empirical considerations that are obtained under restricted conditions. However, thisapproach may
still be quite effective [Schreiber, 1993; Jayant, Johnson, and Safranck, 1993]. The coding algorithm
can then be evaluated using formal subjective testing under controlled conditions [ Allnutt, 1983].

Other requirements may affect the type of coding algorithm that can be used. These include
delay, random access, playback control, and scalability. Both the coding algorithm and the trans-
mission channel introduce delay. Depending on the application, there may be tight bounds on
this delay, especially in interactive applications. The most stringent application is in face-to-face
communication, where a maximum end-to-end delay of about 200 ms can be tolerated. If the delay
is longer than this, spontaneous interaction becomes difficult. In a ditabase access application,
somewhat longer delays of up to a few seconds may be acceptable. Finally, in an application such as
video on demand, the delay constraint may be of no practical consequence, that is, any reasonable
encoding system would meet the delay constraint.

Random access and playback control are requirements that may exist in services such as database
access and video on demand. Some coding schemes are recursive in nature, and require that the
sequence be decoded continuously from the beginning in order to view a particular frame. This
may be acceptable in an application such as video conferencing, but it precludes random access and
channel switching. Thus, the encoding algorithm must have finite memory in some sense to allow
such a random access feature. The playback controls include fast-forward, reverse, and fast-reverse
playback as well as pause functions. Again, general coding algorithms may not permit such features,
and they must be incorporated as constraints if they are desired.

The coding algorithm must account for the properties of the channel or storage medium. The
channel may allow only constant bit rate (CBR) operation, or it may permit variable bit rate (VBR)
operation. In the former case, the coder must be designed to produce a fixed number of bits
over a specified unit of time. In the latter case, the bit rate may vary over time, although some
constraints negotiated at setup time must be respected (e.g., ratio of peak to average bit rate).
Another requirement of a coding algorithm is acceptable performance in the presence of typical
channel impairments. These channel impairments may vary considerably for different types of
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channels. For example, a dedicated digital link may have random errors with a very low probability
of occurrence, whereas a wireless link may have bursty errors with a high probability of occurrence.
Also, depending on the transport mechanism, the errors may occur in isolated bits, or they may
involve an entire packet, consisting of a large number of bits. In general, when the coding efficiency
for redundancy reduction is higher, the coded data is more vulnerable to transmission errors. Thus,
overall system performance must be evaluated with the channel impairments taken into account in
order to be realistic. If possible, joint source/channel coding should be considered.

In somesituations, the same video signal must be delivered to a variety of receivers having different
capabilities. Some examples include the broadcast of entertainment television to a population of
receivers ranging from small tabletop units to large high-definition displays. Similarly, a database
containing video data might be accessed by terminals ranging from relatively inexpensive home
computers to powerful workstations, perhaps with three-dimensional display. The capability to
transmit only that portion of the data required by the terminal, or to extract a subset of the data, is
known as scalability. The most straightforward approachto this is simulcasting or multiple storage
of the coded data for each type of receiver. This is complex and wasteful of storage or transmission
capacity. Thus a more efficient approach is the concept of embedded coding, whereby a subset of
the encoded data can be used to decode a lower version of the sequence suitable for display on the
lower capability display.

Most of the preceding requirements can reduce the coding efficiency achievable, as compared to
an unconstrained situation. In each case, the system designer must decide whether the benefits of
the feature justify the additional complexity or performance loss.

02.3 Coding Algorithms

The goal of a source coding algorithm is usually toprovide the best image quality for a given channel
or data rate, subject to constraints on complexity, delay, or other requirements as discussed. Insome
circumstances, a certain quality may be prescribed, and a coding algorithm is sought that provides
this quality at the lowest possible rate (again, subject to constraints). In time-varying imagery,
most incremental information over time is carried by the motion occurring in the scene. Thus, the
most highly efficient coding algorithms are based on motion estimation and compensation. This
is the main feature distinguishing video coding from still image coding, and it represents the focus
of this section. An image sequence is usually encoded by both intraframe coding techniques and
interframe coding techniques. The intraframe coding algorithms are very similar to the still picture
coding algorithms of the previous section. They are used for several reasons, including: to permit
random access into the sequence, to allow fast forward and reverse playback, to provide robustness
to channel errors, and as fallback when temporal coding fails (for example, at a scene change).

Motion Compensation

The three-dimensional motion of objects in a scene induces two-dimensional motion in the image
plane. The relationship between them depends on the perspective transformation of the camera,
and may be complex. The image of z given scene point traces out over time a trajectory in the
space-time coordinates of the time-varying image (Fig. 102.2). The basic principle of mation-
compensated coding is that the redundancy is very high along this trajectory. This is exploited
using the coder structure of Fig. 102.3. The input signal is applied to a motion estimation module
that determines a motion field. This motion fielc establishes the correspondences between image
samples lying on the same trajectory in successive image pictures. Although the motion field specifies
estimated displacements for each pixel in the image sequence, it may be specified parametrically
over regions, as will be described subsequently. The motion field is then encoded with a lossless
code for transmission to the receiver at rate Ryy. Any quantization of the motion field is assumed
to take place within the motion estimation module. The motion field is also supplied to the
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103.1 Introduction

1462

In 1987, the FCC chartered an advisory committee Lo recommend an advanced television system
for the U.S. Many proposals were submitted and subsequently withdrawn from consideration or re-
jected by the Advisory Committee on Advanced Television Service (ACATS). From 1990 to 1992, the
Advanced Television Test Center (ATTC) tested four all-digital systems, one analog hjg_h-deﬁnilian
television (HDTV) system, and one analog National Television Systems Committee (NTSC) en-
hancement system. The formation of the Grand Alliance (GA) resulted from the withdrawal by NHK
of the only analog HDTV system from the competition and a stalemate between the other four &l
digital systems. The membersof the GA are AT&T, General Instrument Corporation, Massachusetts
Institute of Technology (MIT), Philips Electronics North America Corporation, David Sarnoff
Research Center, Thomson Consumer Electronics, and Zenith Electronics Corporation.
Digicipher™ [GI, 1991] and channel compatible Digicipher™ (CCDC) [MIT, 1992] HDTV
systems were developed by a consortium between the MIT and General Instrument (G1); the
digital spectrum compatible (DSC) HDTV system was developed by Zenith and AT&T; and the ad-
vanced digital television (AD-HDTV) [ATRC, 1992] HDTV system was developed by a consortiv™
with Philips, Thomson, Sarnoff, NBC, and Compression Labs In¢. (CLI). The video coder in thé
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AD-HDTV system was based on the Moving Pictures Expert Group-1 (MPEG-1) [ISO, 1991; Le
Gall, 1991] standard. The GA system [ATSC, 1995) is based on the MPEG-2 [ISO/IEC, 1994a,
1994b] standard and also contains features from all of the original systems. These features are
described with particular emphasis on the video coding system.

103.2 System Requirements for Terrestrial Broadcast
in the U.S.

The Federal Communications Commission (FCC) has declared that 6-MHz terrestrial broadcast
channels will be allocated for HDTV|Service, 1993]. Most of these channels are NTSC taboo
channels which contain interference from distant NTSC transmitters in the same band or adja-
cent channel interference from nearby transmitters. The FCC has required that the selected HDTV
system provide acceptable viewer coverage without causing excessive interference with frequency-
collocated or adjacent NTSC channels.

The selected HDTV system should provide greatly improved picture quality compared to NTSC.
The spatial resolution should be at least twice that of NTSC horizontally (H) and vertically (V)
without exhibiting interlace artifacts, and the HDTV system standard must avoid the chromi-
nance artifacts and poor chrominance fidelity associated with NTSC. In addition, the audio must
be delivered digitally using multichannel compression. Finally, HDTV will have a 16 x 9 aspect ratio
for compatibility with film (compared to 4 x 3 for NTSC) , These bandwidth and picture quality re-
quirements demand the use cf video compression techniques with the highest possible performance.

Receiver complexity should be minimized to ensure that manufacturers can eventually provide
consumers with receivers at a cost that will not inhibit the proliferation of HDTV. This constraint
implies that video coding and transmission techniques that place most of the complexity in the
encoder rather than the decoder are preferred.

103.3 Grand Alliance System Overview

The GA system contains algorithms and components from each of the original digital systems.
For example, perceptusl modeling, bidirectional motion compensation, hierarchical motion esti-
mation, and adaptive preprocessing, shown in Fig. 103.1, were used in one or more or the first
systems. In addition, the Dolby AC-3 [ATSC, 1995] audio compression system was adopted by the
GA and was previously used by General Instrument and Zenith/AT&T. The transmission system
uses vestigial sideband modulation (VSB) with trellis coding and Reed-Solomon coding for error
detection/correction. Testing of the prototype system is complete and the ACATS has issued its
recommendation in favor of the Grand Alliance proposal. A US, HDTV standard is anticipated
sometime in 1996,

One of the biggest challenges before the GA is to provide high picture quality given the bit rate
constraints of terrestrial broadcasting in a 6-MHz channel. The presence of significant levels of
noise and NTSC interference, and FCC service requirements limits the bit rate to about 20 Mb/s.
Two of the key features of the GA system that help meet this challenge are the adaptive use of
multiple formats (adaptive preprocessing and format conversion) and the use of forward analysis.
The GA supports the transmission and display of 1280 H x 720V |[SMPTE , 19954, 1995b] active
pixels at 60, 30, and 24 progressive frames/s 1920 H x 1080V [SMPTE , 1995a, 1995b] at 30 and
24 progressive frames/s, and 1920 H x 1080 V at 30 interlaced frames/s. Except for the interlaced
format, all high definition formats have square pixels and progressive scan for interoperability with
computer display systems and graphics generation systems. In addition, a degree of compatibility
with NTSC is retained with support of 59.94, 29.97, and 23.98 frames/s. A minor consequence of
MPEG-2 compatibility is that the encoder and decoder must code 1088 lines while the receiver only
displays 1080 lines. This avoids subdivision of 16 x 16 macroblocks with an insignificant impact
on picture quality since the extra 8 lines are normally blank.
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TABLE 103.1 Standard Resolution Formats Supported by the GA

Image Size Aspect Ratio Frume Rate® and Int vs Prog, frames/s
161G H = 080V 14 9 sguare pixels 30 Int; 30 and 24 Prog

(280 H = 7Y 1629 aojutire phiels o), 30 and 24 Prog

T Bl = 480V j:10c 6.9 0 I, 60, 30 and 24 Prog

BANH « 480V 123 souare pixels VO Ints 600 30 and 24 Prog

*Note: All frame rates are optionally reduced by 1000/1001 : ~59.94, ~29,97, ~23,976,

More recently, the GA has included a complete set of standard definition formats which are
compatible with VGA computer displays and digital video standards. These formats are included
in Table 103.1.

One consequence of incorporating multiple format capability is the need for a scanning format
transconversion subsystem before encoding and after decoding. The ability to decouple the trans-
mission or coding format from the source format can result in higher decoded picture quality. For
example, if interlaced (Int) video is presented to the system, then the user has the option of deinter-
lacing followed by transconversion to onc of the progressive (Prog) formats (typically, 1280 x 720
at 60 frames/s). In addition, the output of the decoder must be converted to drive a given display
format.

HDTV System Descriptions

Scanning Formats

Psychovisual research [Netravali, 1988] also indicates that loss of spatial resolution in moving areas
ofa picture is less visible than in stationary areas. Interlaced scanningisan attempt to take advantage
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of this for compression by spatiotemporal subsampling. [nterlaced scanning was attractive for early
TV systems (NTSC, PAL, and SECAM) because higher static spatial resolution could be achieved
for still picture areas, given the bandwidth limitations of early cameras and displays. However,
spatial and temporal aliasing will cause annoying artifacts for certain types of vertical detail (e.g.,
computer generated images, venetian blinds, and text). In this case, the effective vertical resolution
must be greatly lowered by filtering to minimize the appearance of aliasing artifacts, In addition,
motion compensated compression efficiency using interlaced scenes is much lower than that for the
equivalent progressive scene. Two of the previously proposed HDTV systems (DSC and CCDC) use
progressive scanning with 720 active lines per frame (1/59.94 5). The other two systems (AD-HDTV
and Digicipher ™) use interlaced scanning with 480 lines per field (1/59.94 5) or 960 lines per frame
(1/29.97 5).

The choice of video scanning format for an advanced television (ATV) system depends on several
competing factors. These factors are not only the subject of technical debate but economic and
political debate as well. The GA approach to this issue is to support a reasonable variety of source,
transmission, and display formats without adding excessive cost to the decoder, The FCC HDTV
standard will primarily specify the transmission formats, whereas the choice of source and display
formats will be more subject to forces within the production equipment and display equipment
markets respectively.

All of the progressive GA formats have square pixels, One interlaced transmission format is
supported mainly because of concerns about the near-term availability of progressive scan HDTV
cameras. However, the GA has agreed to work toward the elimination of interlace in the transmission
path in the future.

The progressive formats allow a trade between spatial and temporal resolution, and also between
resolution and coding artifacts. In the case of 24- or 30-Hz film, the spatial resolution can be
1280 x 720 or 1920 % 1080 depending on the scene complexity. If the scene complexity is very high,
then a choice of 1280 x 720 will reduce coding artifacts,

The display format is independent of the transmission formats since the display is not expected
to switch between formats instantaneously or at all. A GA compliant decoder will provide frame
buffering for all formats, and transconversion will be used to derive the display format. If interlace
continues to be used for transmission (as opposed to source video storage or capture), then a
deinterlacer must be provided in every recciver with a progressive display.

Motion Compensation

Temporal redundancy is removed by motion estimation and motion compensation [Netravali,
1988]. Motion vectors are computed between frames in the encoder and transmitted to the de-
coder. The GA system does not perform motion compensation on all frames. The I-frames are
coded in isolation without any temporal prediction. The P-frames are coded using forward mo-
tion compensation starting with the last I-frame, The B-frames are coded using the surrounding
1- and/or P-frames to perform forward and backward motion compensation. In addition, a given
block in a P- or B-frame may be coded with or without motion compensation. One sequence of I-,
B-, and P-frames is known in MPEG-1 and 2 as a group of pictures (GOP).

Motion Estimation

The motion estimator operates only on the luminance images and computes motion vectors using
block matching. A mation vector is the spatial displacement between a block of pixels in the current
frame and the most similar block in the previous frame (except for B-frames). The similarity
or distance measure is the mean of the absolute value of the differences between corresponding
pixels in the two blocks. Other distance measures (e.g., mean square error) may provide improved
performance but are much more costly to implement than the mean absolute error.
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FIGURE 103.2 Video encoder loop.

The number of block matches (and therefore the motion estimator complexity) is proportional
to the search area. The GA system uses hierarchical motion estimation to reduce implementation
complexity. Asshownin Fig. 103.2, the coarse motion vectors, which were computed on the original
frames, are used as a reference for the fine and final motion vectors. The reconstructed frame is
searched for a best match in the fine motion estimator but for greater hardware economy the search
area is much smaller than the coarse stage. In the GA system a total search range of +£64 H and
+32 Vis provided by the two stages for B-frames and £128 H for P-frames. This exceeds the motion
estimator range of the predecessor systems.

Predictive Motion Compensation Loop

In the motion compensated prediction loop shown in Figs. 103,1 and 103.2, the motion vectors are
applied to the reconstructed frame buffer, which contains a prediction of the decoded picture. The
motion compensated predicted frame or displaced frame is subtracted from the original frame to
produce the displaced frame difference (DFD). The DFD will be near zero intensity for areas with
predictable motion, and nonzero where detail was uncovered or motion was not just a translation
in the image plane.

The DFD is the signal which results from the removal of temporal redundancy. An 8 x 8 discrete
cosine transform (DCT) is applied to the DFD in preparation for removal of spatial redundancy by
coefficient quantization. A reconstructed form of the DFD is then produced by inverse quantization
and inverse DCT. The reconstructed or predicted DFD is added to the motion compensated frame
to produce the next reconstructed frame, which completes the coding cycle. Coding artifacts
contained in the reconstructed frame from the current and previous loop cycles can be then be
corrected in the DFD coding process.
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Decoder Loop

The decoder loop is shown in Fig. 103.3. After deformatting the coded video bit stream, inverse
quantization of DCT coefficients and inverse DCT, the reconstructed DFD enters the decoding loap.
The decoded motion vectors are applied to the reconstructed frame, resulting in the reconstructed
displaced frame. The reconstructed DFD is then added to the reconstructed displaced frame to
produce the reconstructed frame,

A GA-compliant decoder must be able to decode bit streams which switch between GA scanning
formats. The resulting video must be displayed without loss of picture at the transitions.

Refreshing

The video encoding process exploits temporal redundancy by temporal or inter-frame prediction.
This prediction takes the form of motion vectors and an error signal resulting from applying the
motion vectors. However, a pure motion compensated prediction loop is not practical without
some form of prediction imperfection (i.c., forced intraframe coding). If a sequence of input
images were perfectly predictable, the decoder would not receive any error signal and therefore
could not reconstruct the picture after initialization. Decoder initialization is required after the
channel is changed, or the signal is lost and then recovered.

Consider the coding ofa still image. The motion vectors and the perfect DFD for a coded still will
be zero. The reconstructed DED in the decoder will also be zero. If the decoder were started with a
sequence of zero DFD [rames, then a blank or zero reconstructed frame would result. If the viewer
changed to a channel transmitting a coded still, the still would therefore never appear. One way
to prevent this occurrence is for a portion of the original picture to be mixed with the DED in the
encoder to allow the decoder to synchronize to the encoder after decoder initialization. This also
improves recovery from channel impairments. The speed of recovery from channel changes and
channel impairments is directly proportional to the amount of original in the mix. Both intraframe
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coded blocks (I-blocks) and frames (I-frames) are used to provide a mixture of predicted and
original video in the transmitted bit stream, The use of I-blocks in a regular pattern that covers the
entire image over multiple frames is known as progressive refreshing.

The space between [-frames and the number of consecutive B-frames is variable in the MPEG
and the GA systems. Intraframe coding can be done using either 1-frames or periodic I-blocks.
Since intraframe coding produces a much higher bit rate than interframe coding, I-block refreshing
provides easier control of the buffer fullness. However, if one desires to insert a commercial or other
compressed video directly into a compressed program, I-frames provide clean insertion points.

Adaptive Selection and Quantization of Coefficients

Sufficient compression cannot be achieved unless a large fraction of the DCT coefficients are dropped
and therefore not selected for quantization and transmission. The coefficients that are not selected
are assumed to have zero value in the decoder. Several different schemes are used in the digital
HDTYV systems to code the coefficient selection information.

The GA system encodes the selections and runs of zeroes following a zigzag pattern through
the array of frequency-ordered coefficients. The DC coefficients are coded differentially to take
advantage of high-spatial correlation, The GA system uses one uniform quantizer for coefficient
quantization. This method of coding the coefficient selection information and DC coefficients is
used in MPEG-1 and 2.

Forward Analyzer

The forward analyzer manages the compressed video buffer and the distribution of quantization
error in each coded picture. This is accomplished by monitoring the fullness of the buffer and
controlling the compressed video data rate by adapting the amount of quantization error in a visibly
uniform manner. The ability of the forward analyzer to anticipate changes in scene complexity is
enhanced by the use of the coarse motion vectors which are computed before the picture reaches
the encoding loop.

The coefficient quantization process reduces the number of levels used to represent a particular
coefficient. This process is controlled by the forward analyzer, which inputs the fullness of the
compressed video buffer, coarse motion vectors, and the original pictures, as shown in Fig. 103.1.
The coarse motion vectors are used to form an ideal DFD, which provides a prediction of scene
complexity ahead of the encoder loop. This prediction reduces the chence of buffer overflow or
visible distortion by sudden increases in coarse quantization.

Variable Length Coding

The data representing information such as motion vectors, quantizer selection patterns, and trans-
form coefficients are seldom statistically uniform. Usually, the data are statistically clustered, and
the probability distributions can be estimated from analysis of real scenes. The use of variable length
codes (VLCs) [Huffman, 1952] takes advantage of this statistical nonuniformity by assigning short
codewords to the most frequent values, and assigning longer words to less frequent values. The
GA syster also provides separate VLC tables for inter- and intracoded coefficients and intra-DC
coefficients as specified in the MPEG-2 standard.

The VLC decoder detects a unique start code, which indicates the beginning of a series of VLCs.
The 8 x 8 blocks of pixelsare grouped into 16 x 16 macroblocks. Horizontal runs of macroblocks are
grouped into slices where each slice starts with a start code. Short slices reduce error propagation but
generate more coding overhead. The GA constrains slices to start at the beginning of a macroblock
row.
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Buffer Control

Motion compensation, adaptive quantization, and variable length coding produce highly variable
amounts of compressed video data as a function of time. For example, the compressed bit rate after
a scene change can be several times greater than the bit rate in the channel. Therefore, compressed
video data buffering in the encoder and decoder is required for efficient channel utilization.

Buffer size is constrained by the maximum tolerable delay through the system and by cost. The
fullness of the buffer is controlled by adjusting the amount of distortion or quantization error in
each image. In the encoder, the buffer will fill more quickly if the distortion is low. A feedback
control system is required to regulate the distortion level, which controls the buffer fuliness to
prevent overflow. The design of this control system is complicated by the following:

* Delay between a change in the distortion level and the subsequent change in buffer fullness
* Perceptual constraints on the instantaneous and average distortion levels
* Difficulties in modeling the bit rate as a function of distortion level

The visibility of distortion due to an increase in scene complexity is minimized by smoothly
increasing the distortion level. This is facilitated by accurately modeling the rate vs distortion level,
because an accurate model allows the desired buffer fullness to be achieved for each frame. MPEG-2
specifies a standard raze control model which is parameterized. The parameter bit rate value must
not exceed 48,500 for terrestrial broadcast and 97,000 for cable service. The maximum allowable
bit rate for a GA decoder must be less than 80 Mb/s. The channel buffer size equals 8 Mb and the
buffer size value {vbv) must not exceed 488.

Compressed Video Formats

The compressed video data must be organized into a format that can be reliably transmitted through
an imperfect channel and can allow the decoder to recover quickly from the loss of data in the
channel. In addition, storage and manipulation of the compressed video and transmission over
alternate media (¢.g., packet networks) motivates the inclusion of block-, frame-, and program-type
descriptors in the format.

Robust transmission is primarily achieved by dividing the compressed video bit stream into fixed
length blocks and applying error correction processing to each block. Error correction overhead
or parity bits are added to each block before transmission. The receiver is then able to determine
if a given block was corrupted in transmission. If a block was corrupted, error concealment is
performed in the decoder to minimize the visual impact of the error.

The amount of picture that is degraded by the loss of a block of compressed video data depends
on the format of the compressed video bit stream. Since most of the data consists of concatenated
variable length codewords, VLC restart pointers must occur at regular intervals in the bit stream.
More frequent placement of these pointers will reduce the amount of picture degradation but will
also consume more of the bit rate.

GA System Layer

The GA transport is compatible with the MPEG-2 systems layer [ISO, 1994a, 1994b]. As shown
in Fig. 103.4, the GA system uses a 188-byte transport packet, which is transmitted 1o the decoder
after trellis coding and Reed-Solomon coding using 8-level vestigial sideband modulation (VSB)
[Feher, 1987]. The link header provides simple packet synchronization and identification. A bit
also indicates the presence of an adaptation header, which provides clock synchronization, and
is also used for video, audio, and data presentation. The choice of a 188-byte packet length is a
compromise between the desire to minimize header overhead with longer packets and the need
for frequent headers for quick error recovery. Conveniently, each GA transport packet fits into 4
asynchronous transfer mode (ATM) cells with or without the link header.
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FIGURE103.4 Grand Alllance transport packet.

Each transport packet header contains a packet identifier (PID) which indicates that audio, video,
data, or program map table (PMT) is contained in the packet. The PMT contains the definition of
the programs and must be updated at least every 400 ms. The program numbers are associated with
the corresponding PMT PIDs via the program association table (PAT). The Advanced Television
System Committee (ATSC) has specified additional constraints not detailed here.

GA Transmission System

As required by the FCC, a key feature of the GA e R T T p——

system is its ability to reliably deliver ~20 Mb/s Field sync #1

through the terrestrial TV broadcasting envi- I 1
ronment using one 6-MHz channel. The FCC i

recommends that each TV broadcaster be pro- segmonts Data » FEC 242 ms
vided with an HDTV channel with equivalent £

service arca, and that the current TV service is £ T

not significantly impacted by the HDTV ser- %

vice. These requirements are met by a com- 313

bination of eight-level digital amplitude mod- i Deta + FEC 242ms
ulation (3 b/sample), Reed-Solomon forward J J
error correction (R-S FEC) with 20 R-S par-

ity bytes, a pilot tone, 1/16 field interleaving fooaa

for burst immunity, 2/3 rate trellis coding, an TT3us

NTSC rejection filter, and adaptive channel
cqualization. The suppressed carrier vestigial
sideband amplitude modulation of the 8-level
samples or symbols (8 VSB) is optimal for the noise- and interference-laden terrestrial broadcast
environment, and the V5B signal appears as low-level random noise when interfering with NTSC.
The 8 VSB is necessarily coupled with trellis coding for robust transmission. The 8 VSB alone
provides 32.3 Mb/s (10.8 megasymbols/s) and the addition of trellis coding drops the payload to
21.5Mb/s. RS-FEC further reduces the payload to 19.3 Mb/s. Figure 103.5 showsa VSB data frame.
The GA also provides an optimal solution for cable TV with 16 VSB. Since trellis coding and its
associated bit rate overhead are not needed for cable TV, the GA system can deliver 43 Mb/s over one
6-MHz cable channel. At the present time, the GA system does not support the type of switching
between modulation modes (4, 8, or 16 VSB) required to avoid the cliff effect. The ACATS did not
strongly support this feature after the first round of tests.

The small pilot tone and NTSC rejection filter specifically target interference from adjacent and
frequency colocated NTSC channels. The pilot tone slightly increases the ratio of peak power to
average power of the broadcast signal, which slightly increases visibility of the HDTV signal in some
NTSC receptions. Its position in the band avoids NTSC carrier peaks primarily from sync signals.
NTSC rejection filtering is automatically switched in when needed and slightly reduces the noise
immunity of the HDTV reception. Additional synchronization symbols are embedded periodically
in the modulated signal, which are not interleaved, RS, or trellis coded.

The performance of the GA-transmission system was tested by ACATS in terms of relative ser-
vice area compared to the companion NTSC transmitter. The results of laboratory tests using
terrestrial RF transmission simulators were input to a computer program which optimized the

FIGURE 103.5 V5B data frame.
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power, frequency assignment, and location of each GA transmitter. The program output both
service arcas and viewer populations. The number of stations with less HDTV service area than
NTSC is estimated to be about 107 out of 1657, and 187 of the HDTV stations would have at least
20% more service area than NTSC. :

Scanning Format Applications

The GA supports z range of scanning formats for coding and transmission. A given encoder input
format does not necessarily indicate the use of that scanning format for encod ng and transmission.
Table 103.2 shows the advantages of each GA transmission format and indicates how a given encoder
input format affects the choice of transmission format. Table 103.3 shows the relationship between
transmission formats and display formats,

TABLE 103.2  Applications of Encoder Input Format/Transmission Format Combinations

Frcoder Input

Formats

Transmission Formats

72005 1 280P
at 60 frames/s

720 = 1280P
at 24,/30 frames/s

1080 x 19201
30 frames/s

1080 x 19200
at 24/30 frames/s

T20% 1280 at
60 frames's

720 = 1280P at
24/30 frames/s

1080 x 1920} at
30 frames/ s

Sports, coneerts
animation,
upconverted 4501,
commercials, graphics

Adaptively increase
frame rate by frame
interpolation

Deipterlaced scenes
shat with current
HOTY cameras

Adapiively reduce
frame rate for lower
bit rate or hetter
picture when maotion
15 slow

Complex film scenes,
complex graphics,
complex animation

Deinteriaced comples
scenes with reduced
frame rate for lower
iz rate ar better
picture when motion

Not desirable

Not desirable

Interlaced camera
gencrated scenes/nio
deinterlacer avaikable

Adaptively increas
spatial resofution
and reduce frame rate
for high detail fslow
motion scengs
Adaptively increase
spatial resolution

Deinterlaced scenes
with reduced frame
rite for lower
bt rate or better
picture when motion

1080 < 19209 at
24/30 frames /s

Adaptively increase

s slow

frame rate by {rame
interpolation while
reducing spatkal
resolution for fast
motion scenes

Reduced sparial
resolution for lower
bit rate or

Not desirable

better picture

i_‘ :ilui\'

Film

TABLE 103.3  Applications of Transmission Format/Display Format Combinations

Transmission Formats

Display Forpmats

720 = 12801 at 60 frames/s

1080 % 19201 at 30 frames/s

1080 = 19200 at 60 [rames/s

7 x 128001 ut
60 franies/s
720 x 1280P at
24730 frames/s
1080 = 19201 at
30 frames/s
1080 x 1920 a2
24430 framesfs

No corwersion required
Use 312 0r 2: 2 pulidown

Deinterlace in decoder
1o drive 720 « 1280P display

Reduce spatial resolution
anduse3:2ar2:2
pulldown to elrive
720 = 1280P display

Have 1080 x 19201 digplay
Have 1080 x 19201 display
Need 3:2 or 2:2 pulldown

No canversion required

Use 3:20r 2:2 pulldown

Have 1080 = 19201 display

Have 1080 x 19200 display
MNeed 3: 2 0r 2: 2 pulldown
Detnterlace in decoder
1o drive 1050 x 19200 display

Use 3: 2 0r 2:2 pulldown
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HDTV Interoperability with Computers

Personal computers (PCs) today are commonly equipped with high-resolution progressive scan
color monitors. Since the most costly part of an HDTV receiver is the display, the early consumers of
HDTV may well be multimedia PC owners with HD video decoder cards. For example, the 1280 H
x 720V GA format fits neatly into the widely used 1280 H x 1024V display with spare screen
space for additional windows. High-resolution video on a PC is especially suited for interactive
entertainment, which typically requires readable text, and the variety of input devices found on
todays PCs. Of course, HDTV on a PC is also ideally suited for education, training, industrial
imaging, video and film production, especially when postproduction processing is used. When
widescreen HDTV displays become consumer products, those with progressive scanning will also
be usable as computer displays.

The compressed HDTV bit stream could be received from terrestrial or satellite broadcast, via
coaxial cable (cable TV), or high speed computer network. The bit rate for 24-frame/s film is easily
limited to 10 Mb/s (for the 1280 H x 720V format) for movie services over a local area network.
Local storage of compressed HDTV is out of range of current computer disc-read-only memory
(CD-ROM) drives but reliable storage and playback using consumer grade video tape technology
has been demonstrated,

Migration to 1080 Progressive with 60 Frames Per Second

Enthusiasm has emerged to achieve compression of 1920 x 1080 at 60 frames/s within the 6-MHz
terrestrial broadcast channel. This may not be possible for all scenes but may be achievable some
of the time. In fact, the deinterlacing process produces an intermediate format of 1920 x 1080 at
60 frames/s which could be used as an input to an augmentation scheme, as shown in Fig. 103.6.
A 30 frame/s subset would be coded in the standard way while the remaining frames would be
predicted by an interpolator. The difference between the predicted interpolation and the actual
frame would be coded and sent to the decoder. Appropriately computed motion vectors could
be used for both motion compensation and interpolation, A similar scheme would start with 24-
or 30-frame/s film and generate interpolated frames. This scheme would have the advantage of

BBl ERL .4
1920 x 1080 al 30 Stndirg
| Deinteriecer Standard | &steem | Stangarg
Encoder Decoder
1920 ¢ 1080
Mation Motion
' ! Vectars Vectors 30
Frame
Frame
Interpolator Interpolator
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Error Sigmai s Frame
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2 Error Sigrei 1920 1 1080
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1
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FIGURE103.6 Possible migration scenario from interlaced source to 1080 progressive display.
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providing improved temporal performance for existing film material when properly applied. A
variety of migration schemes are currently under study for selection by the GA.

Compressed Video Storage and Manipulation

Techmiques for efficient storage and manipulation of the compressed video (and audio) data will
be necessary to provide consumers with video cassette recorder (VCR) capabilities such as speed
search and freeze frame. Since all of the decoders considered here contain recoastructed frame
storage, freeze frame is simply provided. Speed search can also be provided by all of these systems
with varying degrees of efficiency and picture quality. This function is provided by subsampling the
blocks of compressed video data from tapes that are moving at higher than normal speed across the
head. The block descriptors are then used to partially reconstruct the video and the picture quality
is directly proportional to the number of intraframe coded blocks in the compressed video bit
stream. The ability to decode randomly selected portions of compressed video data also facilitates
multimedia computing applications, where multiple received and stored video data streams could
be manipulated quickly within a window system.

103.6 Conclusions

The GA provides a video compression solution for HDTV which is flexible enough to meet the
needs of a wide variety of industries. A rational set of formats with simple conversions between
them is provided to accommodate broadcasting, the computer/multimedia industry, computer
graphics, industrial imaging, and the national information infrastructure. For example, 1280 x
720 is a convenient subset of a 1280 x 1024 graphics monitor, and the lower frame rate of film
allows the compression of 1920 x 1080 for entertainment applications. The use of MPEG-2 syntax
provides interoperability with other standards, provides flexible data services at the transport level,
and facilitates industry compliance, acceptance, and cost effectiveness for the consumer. Since
every GA decoder will accept the variety of GA formats, the future migration of the system to higher
quality with evolving encoding methods is ensured.

Defining Terms

Chrominance: Color difference signals formed by weighted sums and differences of red, green,
and blue channels,

Codingartifacts: Mostly block boundaries that come and go in detailed or noisy areas of the
coded picture,

Discrete cosine transform (DCT):  Converts 8 x 8 block of pixels into 8 x 8 block of frequency
coefficients, which indicate energy in combined horizontal and vertical frequency spectrum.

Interlace artifacts: Primarily 30-Hz flicker from display of high vertical detail on an interlaced
monitor.

Quantization: Mapping a set of intensity values to a smaller set of intensity values resulting in
some loss of intensity information and possible coding artifacts.

Taboo channels: The 6-MHz channels, which are unused because of excessive interference from
other NTSC channels.

Terrestrial broadcast:  Television transmission from a ground station to homes.
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