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ELECTRONIC PAYMENT TRANSACTION VIA
SMS

[0001] The present invention relates to a method for
handling electronic payment transactions using a mobile
terminal, to a software program for implementing such a
method and to a telephone card for a mobile telephone in
which such a software program is stored.

[0002] The background of the present invention is the
idea, which has recently become very widespread, of using,
for example, a mobile telephone as a means of payment and
in particular as a substitute for a credit card. The use of credit
cards as means of payment has the result that, at present,
information on the credit card holder remains behind on the
copy of the record kept by the contracting company. Given
the existence of this information, it cannot at present be
ruled out that unauthorised persons can be able to make
purchases via the Internet and to initiate or implement the
payment using the misused credit card.

[0003] The information present on the credit card is built
up as follows:

[0004] Credit card company
[0005] Name and forename of credit card holder

[0006] Credit limit visible via coloration or card
marking

[0007] Credit card number (16 digit)
[0008]
[0009]

[0010] Magnetic strip with PIN code for cash with-
drawal at ATM

[0011] As a new development, photo of cardholder
on reverse side

Expiry date

Signature of credit card holder

[0012] Tt is true that the introduction of the photo on the
reverse side has increased the security level in reducing
misuse of stolen credit cards, provided the credit card is
handed over to the contracting company during payment, in
order to execute the payment by passing the card through a
reader or making a copy by mechanical means.

[0013] Each payment using a credit card leaves behind a
record on which the most important features are visible in
unencrypted form, namely:

[0014]
[0015]
[0016]
[0017]
[0018]

[0019] The company paybox.net AG (Internet address:
www.paybox.net) has presented a system for payment trans-
actions which makes it possible for final customers to make
payments using their mobile telephones on the Internet, in
stationary retail commerce, to mobile service providers and
to each other. To make a payment, the merchant telephones
the freephone number of the paybox Company. He is then
asked for the amount and the mobile telephone number of
the customer. This data must then be input by the merchant
using a keyboard. Finally, the paybox company telephones

Credit card company or clearing partner
Number of cardholder

Name and forename of credit card holder
Expiry date

Signature of cardholder
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the customer and has the payment authorised by the cus-
tomer. To conclude the transaction, the successful payment
is confirmed to the transaction payers. The communication
between the merchant who wishes to issue the payment
order and the centre for handling payment transactions
therefore takes place via a traffic channel of a telephone line.

[0020] This has the disadvantage that this traffic channel
can be blocked, suffer interference or otherwise not be
successfully usable. Moreover, the known system is not set
up to implement payments by means of a credit card
account.

[0021] Starting from this known state of the art, it is an
object of the present invention to provide a system for
electronic payment transactions which is designed for pay-
ments by means of credit card accounts. In addition, the
system is to permit secure communication between the party
which orders the payment and a payment handling centre.

[0022] This object is achieved according to the invention
by the features of the independent claims. The dependent
claims further refine the central idea of the present invention
in an especially advantageous manner.

[0023] According to the invention, therefore, a method for
implementing electronic payment transactions using a
mobile terminal such as a mobile telephone is provided. In
this method, a payment request is first sent from the mobile
terminal to a payment handling centre. At the same time as
or after transmission of the payment request, the payment
modalities are sent from the mobile terminal to the payment
handling centre. The payment modalities can include, for
example, the payee, the number of the credit card used, the
amount for payment, etc. Each payment transaction is allo-
cated an individual transaction code or clearance code
characterising the transaction, which is transmitted to the
mobile terminal and/or to a payee.

[0024] Through the transmission of the individual trans-
action or clearance code, it can be ensured that all partici-
pating parties (mobile terminal user on one side and payee
on the other) obtain certainty on the success or failure of a
payment transaction. In addition, proof of a successful
payment for the payment handling centre is facilitated by the
provision of an individual transaction or clearance code for
the participating parties, in particular the payee.

[0025] The individual transaction or clearance code can be
generated, for example, by the payment handling centre on
receiving the payment request.

[0026] If—for example, because the payee lacks a net-
work address—direct communication between payee and
payment handling centre is possible only in the direction
from the payee to the payment handling centre (with current
payment terminals this is usually the case even when they
are connected to a central station) it is especially advanta-
geous if the individual transaction or clearance code is
generated by the payee and transmitted to the payment
handling centre, and if the payment handling centre sends
the transaction or clearance code to the mobile terminal only
after completion of payment.

[0027] 1t can thereby be ensured that the payee obtains
certainty about the success or failure of a payment transac-
tion even without direct communication from the payment
handling centre to the payee (e.g. by comparing the indi-
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vidual transaction or clearance code transmitted from the
payment handling centre to the mobile terminal with the
individual transaction or clearance code generated by the
payee). Transmission of a separate clearance code to the
recipient of payment can therefore be dispensed with.

[0028] A further advantage of this procedure can be seen
in the fact that possibilities of manipulation by the user of
the mobile terminal are small.

[0029] In a preferred embodiment, the individual transac-
tion code or clearance code contains information about the
payee and/or the amount to be paid.

[0030] This enables the payee to check the payment
modalities generated by the user of the mobile terminal and
transmitted to the payment handling centre (in particular
with respect to the payee and the amount for payment). In
addition, allocation of a plurality of items of information
relating to a certain transaction (e.g. payment modalities and
transaction code) is simplified for the payment handling
centre.

[0031] To prevent possible attempts at manipulation using
“obsolete” individual transaction or clearance codes, it is
also advantageous if the individual transaction or clearance
code is provided with a freely definable validity time limit
(e.g. one hour, one day, one week).

[0032] According to a further preferred embodiment, an
individual key is generated by the payee for each payment
transaction and transmitted to the payment handling centre.
The allocation of the individual transaction or clearance
code is then effected according to this preferred embodiment
by the payment handling centre and with reference to the
individual key transmitted by the payee, in such a way that
the payee can check the validity of the individual transaction
or clearance code with reference to the underlying individual
key.

[0033] An advantage of this embodiment is that the indi-
vidual clearance or transaction code is effected only with the
collaboration of the payee, but not solely by the payee.

[0034] It can also be ensured in this way that a counterfeit
transaction code or clearance code presented by a mobile
terminal user to the payee is recognised as invalid. The
security of the method according to the invention against
manipulation is thereby further increased.

[0035] Even when an individual key generated by the
payee is used, it is advantageous if the individual key
contains information about the payee and/or the amount to
be paid, and additionally is provided with a freely definable
validity time limit.

[0036] To be able to dispense with transmission of an
additional confirmation of payment, it is also especially
advantageous if the transmission of the individual transac-
tion or clearance code by the payment handling centre
constitutes clearance of the payment transaction.

[0037] Because even modern payment terminals which are
connected to a central station—and which can, for example,
be regarded as payees in the context of the invention—do
not usually have an individual network address, direct
addressing of an individual payment terminal and therefore
direct communication in the direction of the payment ter-
minal is not, as a rule, possible.

Sep. 11, 2003

[0038] In such cases, it is advantageous if transmission of
the individual transaction or clearance code from the pay-
ment handling centre to the payee is effected via the mobile
terminal.

[0039] In that case, the transaction or clearance code
received by the payment clearance centre can be transmitted
onwards from the mobile terminal to the payee preferably
via an air interface (for example an infrared or Bluetooth
connection).

[0040] According to a preferred embodiment of the
present invention, the communication between the mobile
terminal and the payment handling centre takes place at least
partially (with respect to time and/or route) via a data
channel or a signalling channel of an air interface.

[0041] The data channels or signalling channels of known
air interfaces, such as the GSM standard or the GPRS or
UMTS standards, have the advantage over traffic channels
that they represent the fastest and most stable type of
connection. In addition, communication via a data channel
or a signalling channel can be readily encrypted so that the
transmitted data can be tapped only with difficulty by
unauthorised third parties.

[0042] The communication between the mobile terminal
and the payment handling centre can take place at least
partially (with respect to time and/or route) by means of the
so-called SMS (Short Message Service) service of the GSM
standard or by means of a corresponding short message
service of a different standard (e.g. GPRS or UMTS).

[0043] The SMS (Short Message Service) allows a mobile
participant to transmit messages having a length of 160
characters in the GSM standard. The transmission is effected
by means of a so-called Short Message Service Center (SMS
center) of the mobile telephone operator. Messages can be
temporarily stored at the SMS center and then transmitted on
to the mobile participant. In this case, the message is
transmitted via free capacity in the signalling channel and
therefore does not take up any capacity in the traffic chan-
nels. At the receiver’s end, the message can be stored on the
so-called SIM card (Subscriber Identity Module) or directly
in the mobile telephone. Storage space for e.g. 10 short
messages each of 160 characters is reserved on the SIM
card. The mobile participant therefore has the possibility of
inputting short messages via the keypad of the mobile
station and transmitting them to other participants via the
SMS center. If a receiver in the mobile telephone network is
temporarily not reachable, the short message is stored at the
SMS center and is sent out only when the participant
connects to the mobile telephone network again using his
SIM.

[0044] In this case, communication between the mobile
terminal and the payment handling centre can take place
using data which are read from a memory in the mobile
terminal.

[0045] The memory can be, for example, permanently
incorporated in the mobile telephone or provided on a card
located in the mobile terminal, e.g. a SIM card or a “smart
card” (“smart card” is generally understood to mean a card
corresponding to a SIM card and having an inbuilt proces-
Sor).
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[0046] The data read from the memory, which can be
stored statically or preferably generated dynamically, should
be suitable to characterise the mobile terminal concerned in
an unambiguous manner.

[0047] The payment modalities can contain credit card
information.

[0048] In this case, the credit card information is not made
accessible to the payee. Rather, the credit card information
is transmitted only in encrypted form from the mobile
terminal to a data processing centre for payment handling
(payment handling centre).

[0049] The credit card information can be input manually
into the mobile terminal.

[0050] Alternatively, it can be stored on a card located in
the mobile terminal and issued e.g. in cooperation with a
credit card company.

[0051] After a successful payment transaction, the infor-
mation on the completed payment transaction can be stored
in a memory of the mobile terminal. The memory can be
provided in particular on a card located in the mobile
terminal.

[0052] Such storage makes improved cost monitoring pos-
sible for the user of the mobile telephone.

[0053] The transaction information can then be read out by
an authorised user of the mobile terminal and/or transmitted
to another device (home PC). In that device, the transaction
information can optionally be evaluated and, for example,
processed by means of an account management program.

[0054] Depending on the configuration of the payment
modalities, the payment can be executed immediately or
with a time delay.

[0055] According to a further aspect of the present inven-
tion, a software program for implementing the method
described is provided.

[0056] Furthermore, according to the present invention, a
phone card for a mobile telephone is provided which
includes a memory in which a software program for imple-
menting such a method is stored.

[0057] In addition, according to the present invention a
server for handling electronic payment transactions is pro-
vided which includes a software program for implementing
the method according to the invention.

[0058] Further features, advantages and characteristics of
the present invention will be apparent in more detail from
the following description of embodiments with reference to
the Figures of the accompanying drawings.

[0059] FIG. 1 shows a system for electronic payment
transactions using a mobile terminal according to the present
invention;

[0060] FIG. 2 shows a flow diagram of the interaction
between a customer’s mobile telephone and a payment
terminal;

[0061] FIG. 3 shows the payment process in the case of
use of the customer’s mobile telephone and the payment
terminal;
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[0062] FIG. 4 shows the display which appears on the
screen of a payment terminal during the payment process;

[0063] FIG. 5 shows the flow diagram and the display of
the mobile telephone in the case of use of a mobile telephone
of a contracting company;

[0064] FIG. 6 shows the display of a mobile telephone
during the payment process using a mobile telephone of a
contracting company;

[0065] FIG. 7 shows the display of a mobile telephone and
of a personal computer (PC) in clearance mode;

[0066] FIG. 8 shows a flow diagram for the display of a
mobile telephone for a payment process using the custom-
er’s mobile telephone or a payment terminal in the case of
a time-delayed payment (checking in at a hotel), and

[0067] FIG. 9 shows a flow diagram for the display of a
payment terminal for a payment process using the custom-
er’s mobile telephone or a payment terminal in the case of
time-delayed payment (checking in at a hotel).

[0068] With reference to FIG. 1, a system which can be
used in implementing the present invention will be eluci-
dated first. It is assumed in the scenario that a customer with
a mobile terminal, in particular a mobile telephone 1, wishes
to pay at a payment terminal 9 of a payee (for example, a
supermarket or the like). This payment is to be made
electronically via an account to which a certain credit card
of the customer is allocated.

[0069] The mobile terminal (mobile telephone) 1 of the
user has a known SIM card 2 which has a memory function.
With the mobile telephone 1 and the SIM card 2, the user can
exchange SMS messages with a first SMS center 4 via a first
air interface 3. This exchange via the first air interface 3 is
effected in the embodiment illustrated by means of the GSM
standard.

[0070] Because only a data or signalling channel is nec-
essary for the present invention, the mobile telephone can be
so configured that it can send and receive only SMS mes-
sages but is not equipped to establish a traffic channel
(speech channel).

[0071] The SMS center 4 which is administered, for
example, by a network operator is connected to a server §
which is connected on one side to a data processing centre
for handling payments by credit card (clearing centre) 6 and
on the other to the payee 7 by means of a data line 10. The
connecting server 5 can be functionally and geographically
unified with the data processing centre for payment handling
6.

[0072] More precisely, the server 5 is connected to a
payment server 7 of the payee 8, the payment server 7 being
connected in turn to the different payment terminals 9 of the
payee 8.

[0073] Furthermore, if data are to be transmitted directly
between mobile terminal 1 and payee 8, a local second air
interface 11 can be provided if needed between the payee 8,
more precisely a payment terminal 9 of the payee 8, and the
mobile terminal 1. This second air interface 11 can be, for
example, a Bluetooth or infrared connection.
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[0074] With reference to FIGS. 2 to 7, the operational
sequence of the present invention will now be elucidated:

[0075] To implement the concept of this solution, the
following components and elements are required:

[0076] Credit card
[0077] Credit card number

[0078] Available credit limit updated by the data
processing centre (clearing centre)

[0079] PIN code
[0080]
[0081]
[0082]

[0083] Regarding hardware, either the customer’s mobile
telephone or the mobile telephone available at the payment
point (principally the customer’s mobile telephone) is used,
the SIM memory of this mobile telephone can be so con-
figured that it performs the following operations:

[0084] In the case of the customer’s mobile tele-
phone, the relevant information is read directly from
the memory via a short call and the connection with
the corresponding credit card company or data pro-
cessing centre is established, this information being:

[0085]
[0086] Credit card number
[0087] Expiry date

Transaction code or approval code
Optionally, key of the payee

Mobile telephone with special software

Identification of credit card holder

[0088] The communication costs are charged to the credit
card holder or to the contracting company.

[0089] Inthe case of the local mobile telephone of the
contracting company (payee) the relevant informa-
tion is read directly from the SIM memory and the
connection to the credit card company or data pro-
cessing centre is established, this information being:

[0090] Number of the contracting company

[0091] The communication costs are charged to the con-
tracting company.

[0092] For security reasons, the SMS platform is currently
appropriate for the transactions and the communication
between the contracting company and the credit card holder.

[0093] Payment with the Credit Card Holder’s Own
Mobile Telephone

[0094] Payment Against Record

[0095] In the case of payment with the customer’s mobile
telephone, as represented in FIGS. 2, 3 and 4, the following
sequence is prescribed:

[0096] By dialling the telephone number of the data
processing centre (clearing centre) from the inte-
grated SIM memory the mobile telephone sends the
credit card number of the credit card holder to the
credit card company or data processing centre by
SMS message (FIG. 2).

[0097] The connection is established and inputting of
the PIN code by the credit card holder together with

Sep. 11, 2003

the number of the contracting company (FIG. 2) via
the keypad of the mobile telephone is requested.

[0098] Checking of the inputted data by the data
processing centre and clearance of information to the
credit card holder

[0099] The data processing centre (credit card com-
pany) then transmits back the following information
to the mobile telephone, where it is displayed on the
screen (FIG. 2):

[0100] Available credit limit of the cardholder
updated by the data processing centre

[0101] Individual 12-character (alphanumeric)
transaction code as payment clearance, which
code is then transferred to the record of the payee
(contracting company of the data processing cen-
tre) as the basis for clearance. The first 2 charac-
ters of the transaction code can serve as identifi-
cation of the data processing centre

[0102] The customer and credit card holder acknowl-
edges the number of the contracting company on his
mobile telephone, types the payment amount into his
mobile telephone and transmits this information
back to the data processing centre (FIG. 3).

[0103] Alternatively, a second inputting of the PIN
code or inputting of a further PIN code is conceiv-
able and possible as an additional security feature.

[0104] Conclusion through acknowledgement by the
credit card company or data processing centre to the
mobile telephone of the customer and confirmation
of the transaction with OK (FIG. 3) by the customer
on the mobile telephone

[0105] End of connection.

[0106] The communication costs of the transaction are
charged to the credit card holder or the contracting company,
if no freephone number can be used.

[0107] This procedure prevents the number of the credit
card holder from ever being made known to the contracting
company, thereby ruling out further use of this information
by unauthorised parties, e¢.g. for fraudulent purchases via the
Internet, which misuse requires only this key information to
make a transaction.

[0108] This application is of interest in that the transaction
information can be stored in the SIM memory and read into
or transferred to the customer’s PC by means of IR or
read-out device. The information concerned is the follow-
ing:

[0109] Date and time of the transaction
[0110] Number of the contracting company

[0111] Clearance code of the credit card company or
the data processing centre

[0112]
[0113] First Alternative Embodiment

[0114] According to a first alternative embodiment, the
following sequence is prescribed:

Inputted payment amount.

[0115] By dialling the telephone number of the data
processing centre (payment handling centre) from
the integrated SIM memory, the mobile telephone
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transmits the credit card number of the credit card
holder to the credit card company or data processing
centre by SMS message.

[0116] The connection is established and inputting of
the PIN code by the credit card holder on the keypad
of the mobile telephone is requested.

[0117] Checking of the inputted data by the data
processing centre and clearance of information to the
credit card holder.

[0118] The data processing centre (credit card com-
pany) then transmits the following information back
to the mobile telephone where it is displayed on the
screen:

[0119] Available credit limit of the cardholder
updated by the data processing centre;

[0120] The customer and credit card holder types the
number of the contracting company and the payment
amount into his mobile telephone and transmits this
information (payment modalities) back to the data
processing centre.

[0121] Independently of this, the payee allocates to
the payment process an individual 12-character
(alphanumeric) transaction code which contains
information on the payee and the payment amount.
In addition, the first 2 characters of the transaction
code can serve as identification of the data process-
ing centre. In addition, the transaction code includes
a validity limit of, for example, 30 minutes.

[0122] The individual transaction code is transmitted
from the payee to the payment handling centre.

[0123] The payment handling centre compares the
information contained in the individual transaction
code with the payment modalities received from the
mobile telephone.

[0124] In case of agreement, the individual trans-
action code is sent to the mobile telephone as
acknowledgement of payment.

[0125] End of connection.

[0126] The communication costs of the transaction are
charged to the credit card holder or to the contracting
company if no freephone number can be used.

[0127] Second Alternative Embodiment

[0128] According to a second alternative embodiment, the
following sequence is prescribed:

[0129] By dialling the telephone number of the data
processing centre (payment handling centre) from a
memory of the mobile telephone, the mobile tele-
phone transmits the credit card number of the credit
card holder to the credit card company or data
processing centre by short message.

[0130] The connection is established and inputting of
the PIN code by the credit card holder together with
the number of the contracting company and the
payment amount on the keypad of the mobile tele-
phone is requested.
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[0131] Checking of the inputted data by the data
processing centre and clearance of information to the
credit card holder.

[0132] The data processing centre (credit card com-
pany) then transmits the following information back
to the mobile telephone where it is displayed on the
screen:

[0133] Available credit limit of the cardholder
updated by the data processing centre;

[0134] Inputted payment modalities (payee and
payment amount);

[0135] The credit card holder acknowledges the pay-
ment modalities with OK.

[0136] The payee allocates to the payment process an
individual key which contains information on the
payee and the payment amount. The key is further
characterised by a freely definable validity time
limit.

[0137] Transmission of the key from the payee to the
payment handling centre.

[0138] The payment handling centre compares the
information contained in the individual key (payee,
payment amount) with the payment modalities
received from the mobile telephone.

[0139] In case of agreement, an individual 12-char-
acter (alphanumeric) transaction code is generated
and allocated to the payment process by the payment
handling centre with reference to the key received
from the payee.

[0140] The individual transaction code is transmitted
to the mobile telephone as acknowledgement of
payment.

[0141] End of connection

[0142] Checking of the transaction code for validity
by the payee by means of the key used.

[0143] The communication costs of the transaction are
charged to the credit card holder or to the contracting
company if no freephone number can be used.

[0144] Inapreferred embodiment of the present invention,
the individual transaction code is transmitted from the
mobile telephone 1 to a payment terminal 9 of the payee 8.
This can be effected both manually and alternatively via a
local air interface 11. The local air interface 11 can prefer-
ably be a Bluetooth or infrared connection.

[0145] A procedure of this kind is advantageous in par-
ticular if a payment terminal 9 of the payee 8 cannot be
directly addressed by the payment handling centre. Adapta-
tion of existing payment terminals is in general possible
without difficulty. Because of the local air interface, a
“manual” transference of the transaction code to the payee
is unnecessary even in the above-mentioned case, so that the
method according to the invention can be significantly
accelerated.

[0146] The above-described alternative embodiments and
a preferred configuration of the present invention can be
applied analogously to the further embodiments described
below.
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[0147] Payment via the Customer’s Mobile Telephone or
the Payment Terminal of the Contracting Company

[0148] This application is of importance since large dis-
tributors with payment terminals at present regret that only
a fraction of purchases are made by means of cashless
payment transactions. According to those responsible, the
main reason is the long transaction time, which currently is
approx. 30 seconds.

[0149] According to the invention, it is made possible for
the customer to prepare the payment transaction while he is
still in the queue at the till and has sufficient time to establish
the appropriate communication.

[0150] In the case of payment with the customer’s mobile
telephone, the following sequence is therefore obligatorily
provided:

[0151] By dialling the telephone number of the data
processing centre from the integrated SIM memory,
the mobile telephone transmits the credit card num-
ber of the credit card holder to the credit card
company or the data processing centre.

[0152] The connection is established and the data
processing centre requires the credit card holder to
input the PIN code to the mobile telephone together
with the number of the contracting company or the
payment terminal at which the payment transaction
is being carried out (this number is displayed promi-
nently at every till).

[0153] Checking of the inputted data and clearance of
the information to the credit card holder

[0154] The credit card company then transmits the
following information back and displays this on the
screen of the credit card holder’s mobile telephone:

[0155] Awvailable and updated credit limit of the
credit card holder

[0156] 12-character (alphanumeric) transaction

code as payment clearance

[0157] Credit card company then additionally trans-
mits the following information to the payment ter-
minal of the contracting company:

[0158] Simultaneous transmission of the 12-char-
acter (alphanumeric) transaction code as payment
clearance to the display of the contracting com-
pany or the payment terminal (but above all with-
out the credit card number or the name of the
credit card holder)

[0159] The payment amount generated directly by
the till also appears on the display of the payment
terminal.

[0160] VARIANT A: The credit card holder accepts
the number of the contracting company and types the
payment amount into his mobile telephone and sends
this information back to the data processing centre
with OK.

[0161] VARIANT B: Alternatively, this process can
be effected via the payment terminal by inputting of
the PIN code+OK.
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[0162] Alternatively, a second inputting of the PIN
code would be conceivable and possible as an addi-
tional security feature.

[0163] Conclusion through acknowledgement by the
credit card company or the data processing centre
and acceptance of the transaction with OK on the
mobile telephone and/or the payment terminal

[0164] End of connection.

[0165] The communication costs of the transaction are
again charged to the credit card holder or the contracting
company if no freephone number can be used.

[0166] This procedure prevents the number of the credit
card holder from ever being made known to the contracting
company, ruling out further use of this information by
unauthorised parties, for example, for fraudulent purchases
via the Internet which require only this key information to be
transacted.

[0167] This application is of interest in that the transaction
information can be stored in the SIM memory and can be
read in or transmitted by means of IR or reader to the
customer’s PC. The information concerned is as follows:

[0168] Date and time of transaction
[0169] Number of contracting company

[0170] Clearance code of credit card company or data
processing centre

[0171]

[0172] In addition, through this type of connection pay-
ments are possible even if the online connection between
contracting company and data processing centre is inopera-
tive, suffers interference or is interrupted. It is therefore
advantageous that the payment is made secure by the
transaction code.

Inputted payment amount.

[0173] Payment via the Customer’s Mobile Telephone in
the Case of Transactions on the Internet According to the
Bottom Illustration in FIG. 7

[0174] Precisely in the case of requests for payment by
credit card on the Internet, extreme caution is called for as
the credit card holder gives out the vital data of his card
without having any guarantee that this data can under no
circumstances be acquired for fraudulent use.

[0175] 1t is therefore absolutely appropriate for the pay-
ment to be safeguarded by means of a code which is
transmitted in advance by the credit card company to the
credit card holder.

[0176] The payment is initiated using the customer’s
mobile telephone. For this reason, the following sequence is
provided:

[0177] By dialling the telephone number of the data
processing centre from the integrated SIM memory,
the mobile telephone transmits the credit card num-
ber of the credit card holder to the credit card
company or the data processing centre.

[0178] The connection is established and the data
processing centre requires the credit card holder to
input the PIN code to the mobile telephone together
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with the number of the contracting company for
which the payment on the Internet is intended.

[0179] Checking and clearance of the information to
the credit card holder

[0180] The credit card company then transmits the
following information back and displays this on the
screen of the credit card holder’s mobile telephone:

[0181] Awailable and updated credit limit of the
credit card holder

[0182] 12-character (alphanumeric)
code as payment clearance.

transaction

[0183] The credit card holder accepts the number of
the contracting company and types the payment
amount into his mobile telephone and sends this
information back to the data processing centre with
OK.

[0184] Alternatively, a second inputting of a PIN
code would be conceivable and possible as an addi-
tional security feature.

[0185] Conclusion through acknowledgement by the
credit card company or the data processing centre
and acceptance of the transaction with OK on the
mobile telephone

[0186] End of connection.

[0187] The communication costs of the transaction are
charged to the credit card holder or the contracting company
if no 0800 number can be used.

[0188] This procedure prevents the number of the credit
card holder from ever being made known to the contracting
company, ruling out further use of this information by
unauthorised parties, for example, for fraudulent purchases
via the Internet, which require only this key information to
be transacted.

[0189] This application is of interest in that the transaction
information can be stored in the SIM memory and can be
read into or transmitted to the customer’s PC by means of IR
or reader. The information concerned is as follows:

[0190] Date and time of transaction
[0191] Number of contracting company

[0192] Clearance code of credit card company or data
processing centre

[0193]

[0194] Payment Using a Mobile Telephone of the Con-
tracting Company

[0195] In case of payment using the mobile telephone of
the contracting company according to FIGS. 5 to 7, the
following sequence is provided:

Inputted payment amount.

[0196] Telephone number from integrated SIM
memory transmits number of contracting company
to credit card company or data processing centre.

[0197] Connection is established and inputting of the
following information by the credit card holder is
requested:
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[0198] Information on the credit card holder, i.e.
credit card number and expiry date

[0199] PIN code by the credit card holder
[0200] Payment amount

[0201] Transmission of the data to the credit card
company or data processing centre

[0202] Credit card company or data processing centre
transmits the following information back and shows
said data on the display:

[0203] 12-character (alphanumeric) CODE as pay-
ment clearance which is transmitted to the record
of the contracting company as the basis for clear-
ance and is simultaneously stored on the SIM card

[0204] The credit card holder types in his PIN code as
acceptance of the payment amount to release the
payment and sends the information to the credit card
company or data processing centre.

[0205] The following information remains on the
SIM card of the local mobile telephone:

[0206] Date and time of transaction

[0207] Clearance code of credit card company or
data processing centre

[0208] Inputted payment amount

[0209] Under no circumstances is the credit card
number registered by the contracting company.

[0210] The communication costs of the transaction are
charged to the contracting company if no 0800 number can
be used.

[0211] This application is of interest in that the transaction
information can be stored in the SIM memory and can be
read into or transferred to the contracting company’s PC by
means of IR or reader. The information concerned is as
follows:

[0212] Date and time of transaction

[0213] Clearance code of credit card company or data
processing centre

[0214] Inputted payment amount

[0215] The credit card number is not, however, reg-
istered by the contracting company.

[0216] Here, too, this procedure prevents sensitive infor-
mation on the credit card holder from being made known to
the contracting company, thereby ruling out further use of
this information by unauthorised parties, for example, for
fraudulent purchases on the Internet, which require only this
information to be transacted.

[0217] Payment via the Customer’s Mobile Telephone or
the Payment Terminal of the Contracting Company with
Delayed Payment (e.g. Hotel) According to FIGS. 8, 9

[0218] When checking in, the hotel guest is requested to
make known the data of his credit card to the reception so
that payment can later be made without delay when check-
ing out. At the same time this represents a guarantee of
payment for the contracting company.
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[0219] When checking in, the following sequence using
the customer’s mobile telephone is obligatorily prescribed:

[0220] Telephone number from integrated SIM
memory transmits credit card number of credit card
holder to credit card company or data processing
centre.

[0221] Connection is established and inputting of
PIN code by credit card holder together with number
of contracting company or of a terminal at which the
payment transaction can be carried out later is
requested, together with the amount cleared by the
credit card holder for the later payment of the
account.

[0222] Checking and clearance of the information to
the credit card holder

[0223] The credit card company then transmits the
following information back and displays this on the
screen of the credit card holder’s mobile telephone:

[0224] Awvailable and updated credit limit of the
credit card holder (by data processing centre)

[0225] 12-character (alphanumeric) CODE as pay-
ment clearance

[0226] Credit card company then additionally trans-
mits the following information to the payment ter-
minal of the contracting company:

[0227] Simultaneous transmission of the 12-char-
acter (alphanumeric) CODE as payment clearance
on the display of the contracting company or the
payment terminal (but, above all, without the
credit card number or the name of the credit card
holder)

[0228] The payment cleared by the credit card
holder also appears on the display of the terminal.

[0229] VARIANT A: The credit card holder accepts
the number of the contracting company and sends
this information back to the data processing centre
with OK.

[0230] VARIANT B: Alternatively, this process can
be effected via the terminal by inputting of the PIN
code+OK.

[0231] Alternatively, a second inputting of a PIN
code would be conceivable and possible as an addi-
tional security feature.

[0232] Conclusion through acknowledgement by the
credit card company or the data processing centre
and acceptance of the transaction with OK on the
mobile telephone or the payment terminal

[0233] End of connection.

[0234] For payment and checking out, the following
sequence is prescribed:

[0235] Contracting company establishes connection
to credit card company or data processing centre
with reference to the stored transaction code and the
payment amount transmitted.
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[0236] Credit card company or data processing centre
then transmits back the following information:

[0237] Confirmation of the transaction code and of
the registered payment amount

[0238] The payment amount appears on the dis-
play of the terminal.

[0239] The credit card holder is then requested to
input the following information to the terminal:

[0240] Confirm payment amount with OK (or if
necessary correct amount)

[0241]
[0242] End of connection.

Input PIN code to clear the transaction.

[0243] The communication costs of the transaction are
charged to the contracting company.

[0244] Acknowledgement by the data processing
centre on the mobile telephone of the credit card
holder with the following information:

[0245] Date and time of transaction
[0246] Number of contracting company

[0247] Clearance code of credit card company or
data processing centre

[0248] Inputted payment amount

[0249] This application is of interest in that the transaction
information can be stored in the SIM memory and can be
read into or transferred to the customer’s PC by means of IR
or reader.

[0250] The communication costs of the transaction are
charged to the credit card holder.

[0251] This procedure prevents the number of the credit
card holder from ever being made known to the contracting
company, ruling out further use of this information by
unauthorised parties, for example, for fraudulent purchases
via the Internet, which require only this key information to
be transacted.

[0252] Cash Card

[0253] A prerequisite of the current use of the so-called
cash card is that said card is recharged at a point established
for this purpose, preferably at the bank. The downloaded
amount is then stored in a memory in the cash card and
reduced by every payment process analogously to a cash
payment. The cash card therefore represents a kind of
electronic purse which can be recharged via terminals.

[0254] 1t will be possible in the future, however, to
recharge this cash card at home by means of a telebanking
function (transaction of bank business via an online con-
nection). A prerequisite for this is a reader/writer (Class 3)
and a corresponding contract with the bank, which also
provides the appropriate software.

[0255] Because this cash card in any case contains all the
identification features of the account holder, and because the
reader/writer fully meets the security requirements of banks,
the communication must be established via a landline con-
nection.
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[0256] For implementation, therefore, the following
sequence is provided:

[0257] Insert cash card in reader/writer

[0258] Reading of amount remaining on cash card

[0259] Establishment of communication with the
bank

[0260] Contract number is read from the cash-card
and transmitted to the bank or the allocated data
processing centre

[0261] A key (“security key™) is read from the cash
card and transmitted

[0262] Inputting of a PIN CODE via a keypad of the
reader/writer

[0263] Inputting of the amount with which the cash
card is to be recharged

[0264] Transfer of the amount to the cash card

[0265] Reading of the present amount on the cash
card

[0266] End of connection

[0267]

[0268] In the future, this application will also be able to
strengthen customer loyalty in that special cash cards which
can be provided with customer-specific supplements will be
issued by companies. As an example, a cash card to which
a photo of the holder can be applied is possible. Children can
have the card recharged with the appropriate amount by
adults and consume the amount in a cashless manner.

Remove cash card from reader/writer.

[0269] Transaction Monitoring

[0270] With a Class 3 reader/writer in combination with a
PC, it is possible at any time to download all transactions in
updated form to the customer’s PC via the Internet.

[0271] For implementation, the following sequence is
provided:

[0272] TInsert credit card in reader/writer

[0273] Establish communication with the data pro-
cessing centre of the credit card company

[0274] Credit card number is read by the reader/
writer and transmitted to the data processing centre

[0275] Akey (“security key”) is read from the credit
card and transmitted to the data processing centre

[0276] Inputting of a PIN CODE via a keypad of the

reader/writer

[0277] Dialog as prompted by screen (e.g. date from-
to)

[0278] Download transactions

[0279] End of connection

[0280] Remove credit card from reader/writer.

[0281] Further processing takes place via suitable user
programs.
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1. A method for handling electronic payment transactions
using a mobile terminal (1), in particular a mobile telephone,
comprising the following steps:

transmission of a payment request from the mobile ter-
minal (1) to a payment handling centre (6);

transmission of the desired payment modalities from the
mobile terminal (1) to the payment handling centre (6),

characterised by the further steps:

allocation of an individual transaction code or clear-
ance code for each payment transaction;

transmission of the allocated transaction code or clear-
ance code to the mobile terminal (1) and/or a payee
(8.

2. Amethod according to claim 1, characterised in that the
individual transaction code or clearance code is generated by
the payee and transmitted to the payment handling centre,
and in that the payment handling centre transmits the
transaction code or clearance code to the mobile terminal (1)
only after the payment has been made.

3. A method according to any one of claims 1 or 2,
characterised in that the individual transaction code or
clearance code contains information on the payee and/or the
amount of the payment to be made.

4. A method according to any one of the preceding claims,
characterised in that the individual transaction code or
clearance code is provided with a freely definable validity
time limit.

5. Amethod according to claim 1, characterised in that for
each payment transaction an individual key is generated by
the payee and is transmitted to the payment handling centre
and in that the allocation of the individual transaction code
or clearance code by the payment handling centre with
reference to the individual key transmitted by the payee is
effected in such a way that the payee can check the validity
of the individual transaction code or clearance code with
reference to the underlying individual key.

6. A method according to claim 5, characterised in that the
individual key contains information on the payee and/or the
amount of the payment to be made.

7. A method according to any one of claims 5 or 6,
characterised in that the individual key is provided with a
freely definable validity time limit.

8. Amethod according to any one of the preceding claims,
characterised in that the transmission of the individual
transaction code or clearance code constitutes clearance of
the payment transaction.

9. A method according to any one of the preceding claims,
characterised in that the transmission of the transaction code
or clearance code from the payment handling centre to the
payee is effected via the mobile terminal.

10. A method according to claim 9, characterised in that
the transaction code or clearance code received by the
payment handling centre from the mobile terminal is trans-
mitted onwards via an air interface to the payee.

11. A method according to claim 10, characterised in that
the air interface is an infrared or Bluetooth connection.

12. A method according to any one of the preceding
claims, characterised in that the communication between the
mobile terminal (1) and the payment handling centre (6) is
effected at least in part via a data channel or signalling
channel of an air interface (3).
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13. A method according to claim 12, characterised in that
the communication between the mobile terminal (1) and the
payment handling centre (6) is effected at least in part by
means of the SMS service of the GSM standard.

14. A method according to claim 12, characterised in that
the communication between the mobile terminal (1) and the
payment handling centre (6) is effected at least in part by
means of a short message service of the GPRS or the UMTS
standard.

15. A method according to any one of the preceding
claims, characterised in that data read from a memory (2) in
the mobile terminal (1) are used in the communication
between the mobile terminal (1) and the payment handling
centre (6).

16. A method according to claim 15, characterised in that
the data unambiguously identify the mobile terminal (1)
concerned and are either stored statically or generated
dynamically.

17. A method according to claim 15 or 16, characterised
in that the data are read from a card (2) located in the mobile
terminal (1).

18. A method according to any one of claims 15 to 17,
characterised in that the data are read from a SIM card (2).

19. A method according to any one of claims 15 to 17,
characterised in that the data are read from a smart card (2)
located in the mobile terminal.

20. A method according to any one of the preceding
claims, characterised in that the payment modalities contain
credit card information.

21. A method according to claim 20, characterised in that
the credit card information is not accessible to the payee (8).
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22. A method according to claim 20 or 21, characterised
in that the credit card information is input manually to the
mobile terminal (1).

23. A method according to any one of the preceding
claims, characterised in that the communication between the
mobile terminal (1) and the payment handling centre (6) is
effected in an encrypted manner.

24. A method according to any one of the preceding
claims, characterised in that after the payment transaction
information regarding the transaction is stored in a memory
(2) of the mobile terminal (1).

25. A method according to claim 24, characterised in that
the transaction information can be read out by an authorised
user of the mobile terminal (1) and/or transferred to a
different device.

26. A method according to any one of the preceding
claims, characterised in that the payment is effected imme-
diately or in a time-delayed manner according to the pay-
ment modalities.

27. A software program, characterised in that it makes
possible the implementation of a method according to any
one of the preceding claims.

28. A telephone card for a mobile telephone, characterised
in that it includes a memory in which a software program for
implementing a method according to any one of claims 1 to
26 is stored or implemented.

29. A server for handling electronic payment transactions,
characterised in that it includes a software program for
implementing a method according to any one of claims 1 to
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