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UNITED STATES PA TENT AND TRADEMARK OFFICE 

APPLICATION NO. ISSUE DATE 

17/398,789 06/18/2024 

69849 7590 05/29/2024 

Sheppard, Mullin, Richter & Hampton LLP 
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PATENT NO. 

12014347 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONERFORPATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. 

56XR-264255-US6 

CONFIRMATION NO. 

7078 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. The patent will issue electronically. The 
electronically issued patent is the official patent grant pursuant to 35 U.S.C. § 153. The patent may be accessed 
on or after the issue date through Patent Center at https://patentcenter.uspto.gov/. The patent will be available in 
both the public and the private sides of Patent Center. Further assistance in electronically accessing the patent, 
or about Patent Center, is available by calling the Patent Electronic Business Center at 1-888-217-9197. 

The USPTO is implementing electronic patent issuance with a transition period, during which period the 
USPTO will mail a ceremonial paper copy of the electronic patent grant to the correspondence address of 
record. Additional copies of the patent (i.e., certified and presentation copies) may be ordered for a fee from the 
USPTO's Certified Copy Center at https://certifiedcopycenter.uspto.gov/index.html. The Certified Copy Center 
may be reached at (800)972-6382. 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is 59 day(s). Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Center (https:// 
patentcenter.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office 
of Patent Legal Administration at ( 571 )-272-7702. Questions relating to issue and publication fee payments should 
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE), 
Stakeholder Support Division (SSD) at (571)-272-4200. 
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INVENTOR(s) (Please see PATENT CENTER site https://patentcenter.uspto.gov for additional inventors): 

Rabih S. Ballout, Burlingame, CA; 

APPLICANT( s) (Please see PA TENT CENTER site https://patentcenter.uspto.gov for additional applicants): 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 
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Nafa:ma! Stage of an !ntemationa! A.ppHcation under 35 LLS,C:, 371 
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and the date shown on this .Aclqmwlednernent Receipt 1Nill establish the internationa! filinq date of the application. 
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TO: svpatents@sheppardmullin.com,SheppardMullin_Pair@firsttofile.com 
FROM: noreply@uspto.gov 
CC: patentcenter_eofficeaction@uspto.gov 
SUBJECT: USPTO: Patent Electronic System - e-Postcard Notification for Customer Number 69849 

Wed Feb 21 05:52:30 EST 2024 

Dear Patent Center Customer: 

Correspondence Address: 
SHEPPARD, MULLIN, RICHTER &HAMPTON LLP 
650 Town Center Drive, 10th Floor 
Costa Mesa,CALIFORNIA,92626 
UNITED STATES 
An email notification regarding the correspondence was sent to the following 
email address(es) associated with customer number 69849: 

svpatents@sheppardmullin.com 
SheppardMullin_Pair@firsttofile.com 
This is a courtesy reminder that new correspondence is available for the 
application. If you have not done so already, please review the correspondence 
listed below. The official date of notification of the outgoing correspondence will 
be indicated on the form PTOL-90 accompanying the correspondence. 

To view your correspondence online, please sign in to Paten! Center and then 
select Workbench/View correspondence. Or to update your email addresses, 
select Manage/Manage customer numbers. 

If you have any questions, please contact the Patent Electronic Business Center 
(EBC) at ebc@uspto.gov or 866-217-9197 Monday - Friday, 6 a.m. to midnight 
ET. 
Please do not reply to this email as it was sent from an unmonitored mailbox. 
Sincerely, 

The Patent Center Team 
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Doc description: Information Disclosure Statement (IDS) Filed 

PTO/SB/08a (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Application Number 17398789 

Filing Date 2021-08-10 

INFORMATION DISCLOSURE First Named Inventor I Rabih S. BALLOUT 
STATEMENT BY APPLICANT 

Art Unit 3694 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Tien C. Nguyen 

Attorney Docket Number 56XR-264255-US6 

U.S.PATENTS I Rijffi§yij I 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* No 
Patent Number Code1 Issue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 

If you wish to add additional U.S. Patent citation information please click the Add button. I M\qg I 

U.S.PATENT APPLICATION PUBLICATIONS I Rijffi§yij I 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

Initial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 20100145861 2010-06-10 LAW et al. 

If you wish to add additional U.S. Published Application citation information please click the Add button.I f\qg }I 
FOREIGN PATENT DOCUMENTS IRimgyijl 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant T5 
Initial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 □ 

If you wish to add additional Foreign Patent Document citation information please click the Add button I f\qg }I 
NON-PATENT LITERATURE DOCUMENTS IRimgyijl 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

Initials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 
publisher, city and/or country where published. 

,_ 
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Application Number 17398789 

Filing Date 2021-08-10 

INFORMATION DISCLOSURE First Named Inventor I Rabih S. BALLOUT 
STATEMENT BY APPLICANT 

Art Unit 3694 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Tien C. Nguyen 

Attorney Docket Number 56XR-264255-US6 

1 □ 

If you wish to add additional non-patent literature document citation information please click the Add button I 899 )I 
EXAMINER SIGNATURE 

Examiner Signature I /TIEN C NGUYEN/ I Date Considered I 02/21/2024 

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USF'TO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i1 
English language translation is attached. 
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Application Number 17398789 

Filing Date 2021-08-10 

INFORMATION DISCLOSURE First Named Inventor I Rabih S. BALLOUT 
STATEMENT BY APPLICANT 

Art Unit 3694 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Tien C. Nguyen 

Attorney Docket Number 56XR-264255-US6 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
D from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 

information disclosure statement. See 37 CFR 1.97(e)(1). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

D See attached certification statement. 

~ The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

~ A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /Marc A Sockol/ Date (YYYY-MM-DD) 2024-02-07 

Name/Print Marc A Sockol Registration Number 40,823 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

69849 7590 02/14/2024 

SHEPPARD, MULLIN, RICHTER & HAMPTON LLP 
650 Town Center Drive, 10th Floor 
Costa Mesa, CA 92626 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 

17/398,789 08/10/2021 Rabih S. Bailout 

EXAMINER 

NGUYEN, TIEN C 

ART UNIT PAPER NUMBER 

3694 

DATE MAILED: 02/14/2024 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

56XR-264255-US6 7078 

TITLE OF INVENTION: KIT, SYSTEM AND ASSOCIATED METHOD AND SERVICE FOR PROVIDING A PLATFORM TO PREVENT FRAUDULENT FINANCIAL 
TRANSACTIONS 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional SMALL $480 $0.00 $0.00 $480 05/14/2024 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING 
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD 
CANNOT BE EXTENDED. SEE 35 U.S.C.151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT 
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN 
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST 
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of 
undiscounted fees. 

IL PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part Bis filed, a request to reapply a previously paid issue fee must be 
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail 
Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980. 
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at 
www .uspto.gov/PatentMaintenanceFees. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or fax, or via the USPTO patent electronic filing system. 

By mail, send to: Mail Stop ISSUE FEE By fax, send to: (571)-273-2885 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where appropriate. 
All further correspondence will be mailed to the current correspondence address as indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new 
correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. Because electronic patent issuance may occur shortly after issue 
fee payment, any desired continuing application should preferably be filed prior to payment of this issue fee in order not to jeopardize copendency. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 
Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

69849 7590 02/14/2024 Certificate of Mailing or Transmission 
SHEPPARD, MULLIN, RICHTER & HAMPTON LLP 
650 Town Center Drive, 10th Floor 

I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to the 
USPTO via the USPTO patent electronic filing system or by facsimile to (571) 
273-2885, on the date below. 

Costa Mesa, CA 92626 

(Typed or printed name) 

(Signature) 

(Date) 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

17/398,789 08/10/2021 Rabih S. Bailout 56XR-264255-US6 7078 

TITLE OF INVENTION: KIT, SYSTEM AND ASSOCIATED METHOD AND SERVICE FOR PROVIDING A PLATFORM TO PREVENT FRAUDULENT FINANCIAL 
TRANSACTIONS 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional SMALL $480 

EXAMINER ART UNIT 

NGUYEN, TIEN C 3694 

I. Change of correspondence address or indication of "Fee Address" (3 7 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/AW122 or PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form PTO/ 
AW47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use ofa 
Customer Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0.00 $0.00 

CLASS-SUBCLASS 

705-043000 

2. For printing on the patent front page, list 
(I) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 
(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$480 05/14/2024 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.8l(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. Fees submitted: DissueFee □Publication Fee (if required) 

4b. Method of Payment: (Please first reapply any previously paid fee shown above) 

0 Electronic Payment via the USPTO patent electronic filing system O Enclosed check 0 Non-electronic payment by credit card (Attach form PTO-2038) 

0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. ____ _ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 

Typed or printed name ______________________ _ 

PTOL-85 Part B (11/23) Approved for use through 03/31/2026 
Page 2 of3 

0MB 0651-0033 

Date ____________________ _ 

Registration No. ________________ _ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 



UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 

17/398,789 08/10/2021 Rabih S. Bailout 

69849 7590 02/14/2024 

SHEPPARD, MULLIN, RICHTER & HAMPTON LLP 
650 Town Center Drive, 10th Floor 
Costa Mesa, CA 92626 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

56XR-264255-US6 7078 

EXAMINER 

NGUYEN, TIEN C 

ART UNIT PAPER NUMBER 

3694 

DATE MAILED: 02/14/2024 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement 
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent 
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial 
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term 
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior 
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration 
of the patent term adjustment determination ( or reinstatement of patent term adjustment) should follow the process 
outlined in 37 CPR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at ( 571 )-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number's legal significance in accordance with 5 CFR 1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. Under the Paperwork Reduction Act of 199 5, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. The United States Patent and Trademark 
Office (USPTO) collects the information in this record under authority of 35 U.S.C. 2. The USPTO's system of 
records is used to manage all applicant and owner information including name, citizenship, residence, post office 
address, and other information with respect to inventors and their legal representatives pertaining to the applicant's/ 
owner's activities in connection with the invention for which a patent is sought or has been granted. The applicable 
Privacy Act System of Records Notice for the information collected in this form is COMMERCE/PAT-TM-7 Patent 
Application Files, available in the Federal Register at 78 FR 19243 (March 29, 2013). 

https ://ww1.vg_ovlnJo._gov/conten1Jpkg/FR--20_l_3_ -03 -29!pdtJ20 [_3--0 734 lJKlf 

Routine uses of the information in this record may include disclosure to: 

1) law enforcement, in the event that the system of records indicates a violation or potential violation of law; 

2) a federal, state, local, or international agency, in response to its request; 

3) a contractor of the USPTO having need for the information in order to perform a contract; 

4) the Department of Justice for determination of whether the Freedom of Information Act (FOIA) requires 
disclosure of the record; 

5) a Member of Congress submitting a request involving an individual to whom the record pertains, when the 
individual has requested the Member's assistance with respect to the subject matter of the record; 

6) a court, magistrate, or administrative tribunal, in the course of presenting evidence, including disclosures to 
opposing counsel in the course of settlement negotiations; 

7) the Administrator, General Services Administration (GSA), or their designee, during an inspection of records 
conducted by GSA under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations 
and any other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to make 
determinations about individuals; 

8) another federal agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)); 

9) the Office of Personnel Management (OPM) for personnel research purposes; and 

IO)the Office of Management and Budget (0MB) for legislative coordination and clearance. 

If you do not furnish the information requested on this form, the USPTO may not be able to process and/or examine 
your submission, which may result in termination of proceedings, abandonment of the application, and/or expiration 
of the patent. 



Notice of Allowability 

Application No. 
17/398,789 
Examiner 
TIEN C NGUYEN 

Applicant(s) 
Bailout, Rabih S. 
Art Unit I AIA (FITF) Status 
3694 Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.~ This communication is responsive to 11/1/2023. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.~ The allowed claim(s) is/are 13-22. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) □All b) 0 Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 
2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. ~ Notice of References Cited (PTO-892) 5. D Examiner's Amendment/Comment 

2.0 Information Disclosure Statements (PTO/SB/08), 6. ~ Examiner's Statement of Reasons for Allowance 
Paper No./Mail Date . 

3. D Examiner's Comment Regarding Requirement for Deposit 7. □ Other __ 
of Biological Material . 

4.0 Interview Summary (PTO-413), 
Paper No./Mail Date. __ . 

/TIEN C NGUYEN/ 
Primary Examiner, Art Unit 3694 

U.S. Patent and Trademark Office 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20231103 



Application/Control Number: 17 /398, 789 
Art Unit: 3694 

Notice of Pre-A/A or A/A Status 

Page 2 

The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AIA. 

Examiner's Statement of Reasons for Allowance 

1. The following is an Allowance in response to the amendments filed on 11/1/2023. 

2. Claims 13-22 were previously presented. 

3. The ref ore, claims 13-22 are pending and allowed below. 

Reasons for Allowance 

4. The following is an examiner's statement of reasons for allowance: 

Regarding the 35 USC 103 rejections, the earliest filing date of the Applicant application 

as July 18, 2011 which predates the earliest filing date of LIM et al. (2015/0067827), Delaney et 

al. (2021/0350012) and Gailloux et al. (10,791,461). Thus, the claims are overcome in the 

current prior arts rejections of LIM et al. (2015/0067827), Delaney et al. (2021 /0350012) and 

Gailloux et al. (10,791,461). 

Any comments considered necessary by applicant must be submitted no later than the 

payment of the issue fee and, to avoid processing delays, should preferably accompany the 

issue fee. Such submissions should be clearly labeled "Comments on Statement of Reasons 

for Allowance." 

Conclusion 

5. Any inquiry concerning this communication or earlier communications from the examiner 

should be directed to TIEN C. NGUYEN whose telephone number is 571 -270-5108. The 

examiner can normally be reached on Monday-Thursday (6am-2pm EST). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 

Bennett M. Sigmond can be reached on (303) 297-4411. The fax phone number for the 

organization where this application or proceeding is assigned is 571 -270-6108. 



Application/Control Number: 17 /398, 789 
Art Unit: 3694 

Information regarding the status of an application may be obtained from the Patent 

Page3 

Application Information Retrieval (PAIR) system. Status information for published applications may 

be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR system, 

see httg://gair-direct.usgto.gov. Should you have questions on access to the Private PAIR system, 

contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like 

assistance from a USPTO Customer Service Representative or access to the automated 

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/TIEN C NGUYEN/ 
Primary Examiner, Art Unit 3694 



Application/Control No. Applicant(s)/Patent Under 
17/398,789 Reexamination 

Notice of References Cited 
Bailout, Rabih S. 

Examiner Art Unit 
TIEN C NGUYEN 3694 Page 1 of 1 

U.S. PATENT DOCUMENTS 

* 
Document Number Date 

Name CPC Classification US Classification 
Country Code-Number-Kind Code YYYY-MM-DD 

* A U S-20060021003-A 1 2006-01-26 Fisher; Patricia AP. H04L63/0861 726/1 

* B U S-20060123465-A 1 2006-06-08 Ziegler; Robert H04L63/0861 726/2 

* C U S-20100051685-A 1 2010-03-04 Royyuru; Vijay K. G06Q20/20 235/379 

* D U S-20100125495-A 1 2010-05-20 Smith; Steven M. G06Q20/3223 705/26.1 

* E U S-20100202346-A 1 2010-08-12 Sitzes; Ryan Z. H04W12/121 370/328 

* F U S-20100217709-A 1 2010-08-26 Aabye; Christian G06Q20/40 705/44 

* G US-7071113-B2 2006-07-04 Kim; Yong-Bae H01 L21/76814 257/E21.252 

* H US-7255264-B2 2007-08-14 De Leon; Hilary Laing G07F7/02 235/375 

* I US-8083137-B2 2011-12-27 Tannenbaum; Mary C. G06Q20/12 235/382 

J 

K 

L 

M 

FOREIGN PATENT DOCUMENTS 

* 
Document Number Date 

Country Name CPC Classification 
Country Code-Number-Kind Code YYYY-MM-DD 

N 

0 

p 

Q 

R 

s 
T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

Simple Strong Authentication for Internet Applications Using Mobile Phones; IEEE GLOBECOM 2008 - 2008 IEEE Global 
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TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:23AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:23AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 



L7 202922 

LS 4513 

L9 3787 

02/07/2024 08:41:41 AM 
Workspace: 17398789 

L4AND LS 

L3AND L7 

L8AND L6 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:23AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:24AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 

MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:24AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 



L10 3733 

L11 12 

L12 0 

L13 0 

L14 426 

L15 59 

L16 187 

L17 6 

02/07/2024 08:41:41 AM 
Workspace: 17398789 

(req uir$3) near7 (sing le 
OR one) near30 
(security) near7 (level 
OR levels OR 
setting$3) 

L9AND L 10 

("2022/0180347').urpn. 

AND (PGPB I USPT I 
USOC).dbnm. 

("2022/0116390').urpn. 
AND(PGPBIUSPTI 
USOC).dbnm. 

("2012/0197743').urpn. 
AND(PGPBIUSPTI 
USOC).dbnm. 

("2006/0052095').urpn. 
AND(PGPBIUSPTI 
USOC).dbnm. 

("20070067828").pn. 
0 R ("8627 438"). urpn. 
AND (PGPB I USPT I 
USOC).dbnm. 

L9AND L 16 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:26AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:26AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 

USOCR) 08:27 AM 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR) 08:27 AM 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR) 08:27 AM 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR) 08:28AM 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR) 08:28AM 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR) 08:28AM 



L18 49 

L19 9489 

L20 40448 

L21 929 

02/07/2024 08:41:41 AM 
Workspace: 17398789 

("5963646" I "5995624" 
I "6049612" I "6105133" 
I "7104444" I "7548886" 
I "7669760" I "7801304" 
I "7805749" I "7860131" 
I "7908638" I "8627438" 
I "8806567" I "8955063" 
1"20030182194 I 
"20060136334" 
"20060282500" 
"20070055878" 
"2007017 4082" 
"20100006642" 
"20100100454" 
"2010017 4649" 
"20100217880" 
"20100293598" 
"20100299529" 
"20110007901" 
"20110047597" 
"20110142234" 
"20110202466" 
"20110219230" 
"20110307699" 
"20110307705" 
"20110307706" 
"20110307707" 
"20110312278" 
"20110314281" 
"20120066745" 
"20120068812" 
"20120096277" 
"20120110329" 
"20120144468" 
"20120158821" 
"20120159591" 
"20120280784" 
"20130191884" 

"20140189808"1 
"20140378063").pn. OR 
("10225242").urpn. 
AND (PGPB I USPT I 
USOC).dbnm. 

(user$3) near7 
(authentication$3 OR 
validat$3) WITH 
(security) near7 (level 
OR levels OR 
setting$3) 

(biometric$3) near7 
(scan$3) 

(biometric$3) near7 
(scan$3) WITH 
(vo iceprint$3) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR) 08:29AM 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR) 08:30AM 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR) 08:32AM 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR) 08:33AM 



L22 1038 

L23 1571 

L24 40 

L25 1 

02/07/2024 08:41:41 AM 
Workspace: 17398789 

(biometric$3) near7 
(scan$3) WITH 
(thumb print$3) 

L 19AND L20 

L23AND L21 

L24AND L22 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR) 08:33AM 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:34AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:34AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:34AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 

CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 



L26 1 

L27 395 

L28 195514 

02/07/2024 08:41:41 AM 
Workspace: 17398789 

L2AND L9 

L 1 AND L9 

(req uest$3) near7 
(password$3) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:34AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:35AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:37 AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 

VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 



L29 32811 

L30 5389 

L31 801 

L32 59 

02/07/2024 08:41:41 AM 
Workspace: 17398789 

L5AND L28 

L29AND L6 

L30AND L3 

L31 AND L1 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:37 AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:38AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:38AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; OR ON ON 2024/02/07 
USOCR; FIT (AU, AP, 08:38AM 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 



L33 1 

02/07/2024 08:41:41 AM 
Workspace: 17398789 

(17/398789).APP. 

EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR) 

OR ON ON 2024/02/07 
08:41 AM 
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If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C. 
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Filing Date 2021-08-10 
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Application Number 17398789 

Filing Date 2021-08-10 
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( Not for submission under 37 CFR 1.99) 

Examiner Name I Tien C. Nguyen 

Attorney Docket Number 56XR-264255-US6 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
D from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 

information disclosure statement. See 37 CFR 1.97(e)(1). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

D See attached certification statement. 
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~ A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /Marc A Sockol/ Date (YYYY-MM-DD) 2024-02-07 

Name/Print Marc A Sockol Registration Number 40,823 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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In response to the Office Action mailed July 7, 2023, the deadline for response ending on 

November 7, 2023 with one month extension being hereby requested, Applicant respectfully 

requests consideration in view of the remarks below. 
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CLAIMS 

1-12. (Cancelled) 

13. (Previously Presented) A method of securely accessing a local application on a mobile 

device, comprising the steps of: 

launching a local application on a mobile device; 

enabling a user to set a desired security level configuration setting in the local application 

for the mobile device, the desired security level configuration setting establishing whether the 

local application requires a single security level or a plurality of security levels before allowing 

access to at least a feature in the local application; 

launching the local application after the setting of the desired security level configuration 

setting; and 

requiring, before allowing access to the at least one feature of the local application, the 

user to perform an authentication process based on the desired security level configuration 

setting, the authentication process including only a single security level scan when the desired 

security level configuration setting is set to a single security level, the authentication process 

including a plurality of security level scans when the desired security level configuration setting 

is set to a plurality of security levels. 

14. (Previously Presented) The method of claim 13, wherein the single security level scan 

includes a request for a password. 

15. (Previously Presented) The method of claim 13, wherein the plurality of security level 

scans includes a biometric scan. 

16. (Previously Presented) The method of claim 15, wherein the biometric scan includes a 

voiceprint. 

17. (Previously Presented) The method of claim 15, wherein the biometric scan includes a 

thumbprint. 

SMRH:4870-4879-3740 -2-
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18. (Previously Presented) A system for securely accessing a local application on a mobile 

device, comprising the steps of: 

a hardware processor on a mobile device; and 

a local application on the mobile device and configured to be executed by the hardware 

processor, the local application including a first interface enabling a user to set a desired security 

level configuration setting in the local application for the mobile device, the desired security 

level configuration setting establishing whether the local application requires a single security 

level or a plurality of security levels before allowing access to at least a feature in the local 

application, the local application including a second interface requiring, before allowing access 

to the at least one feature of the local application, the user to perform an authentication process 

based on the desired security level configuration setting, the authentication process including 

only a single security level scan when the desired security level configuration setting is set to a 

single security level, the authentication process including a plurality of security level scans when 

the desired security level configuration setting is set to a plurality of security levels. 

19. (Previously Presented) The system of claim 18, wherein the single security level scan 

includes a request for a password. 

20. (Previously Presented) The system of claim 18, wherein the plurality of security level 

scans includes a biometric scan. 

21. (Previously Presented) The system of claim 20, wherein the biometric scan includes a 

voiceprint. 

22. (Previously Presented) The system of claim 20, wherein the biometric scan includes a 

thumbprint. 
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REMARKS 

Claims 13-22 were pending and rejected. 

The Examiner rejected claims 13-16 and 18-21 under 35 USC 103 as obvious over Lim 

(2015/0067827) in view of Delaney (2021/0350012). Both Lim and Delaney are not prior art. The 

current application has a filing date as early as July 18, 2011. Lim has a filing date as early as 

Aug. 29, 2013. Delaney has a filing date as early as May 11, 2020. Because the earliest filing date 

of the current application predates the earliest filing dates of each of Lim and Delaney, Applicant 

respectfully submits that neither Lim nor Delaney is prior art. Accordingly, because none of the 

references are prior art, Applicant respectfully requests that the rejections be withdrawn. 

The Examiner rejected claims 17 and 22 under 35 USC 103 as obvious over Lim in view of 

Delaney further in view of Gailloux (10,791,461). Like Lim and Delaney, Gailloux is not prior art. 

The current application has a filing date as early as July 18, 2011. Gailloux has a filing date as 

early as June 25, 201. Because the earliest filing date of the current application predates the 

earliest filing date of Gailloux, Applicant respectfully submits that Gailloux is also not prior art. 

Accordingly, because none of the references are prior art, Applicant respectfully requests that the 

rejections be withdrawn. 

The Commissioner is authorized to charge any additional fees that may be due or credit 

any overpayment to Deposit Account No. 5 0-4 5 61. 

Date: November 1, 2023 By: 

SMRH:4870-4879-3740 

Respectfully submitted, 

/Marc A Sockol/ 
Marc A Sockol, Reg. No. 40,823 
Attorney for Applicant 
Customer Number 69849 
Sheppard, Mullin, Richter & Hampton LLP 
650 Town Center Drive, 10th Floor 
Costa Mesa, CA 92626-1993 
Telephone: (650) 815-2600 
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The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AIA. 

DETAILED ACTION 

Status of the Claims 

1. This action is in response to the Preliminary Amendments filed on 2/25/2022. 

2. Claims 13-22 are newly added. 

3. Claims 1-12 were cancelled. 

4. Therefore, claims 13-22 are pending and examined below. 

Claim Rejections - 35 USC § 103 

5. In the event the determination of the status of the application as subject to AIA 35 

U.S.C.102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and 103) is incorrect, any correction 

of the statutory basis for the rejection will not be considered a new ground of rejection if the prior 

art relied upon, and the rationale supporting the rejection, would be the same under either 

status. 

6. The following is a quotation of AIA 35 U.S.C. 103 which forms the basis for all 

obviousness rejections set forth in this Office action: 

A patent for a claimed invention may not be obtained, notwithstanding that the 
claimed invention is not identically disclosed as set forth in section 102 of this 
title, if the differences between the claimed invention and the prior art are such 
that the claimed invention as a whole would have been obvious before the 
effective filing date of the claimed invention to a person having ordinary skill in 
the art to which the claimed invention pertains. Patentability shall not be negated 
by the manner in which the invention was made. 

7. Claims 13-16 and 18-21 are rejected under AIA 35 U.S.C. 103 as being 

unpatentable over LIM et al. (2015/0067827) and further in view of Delaney et al. 

(2021 /0350012). 
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As per claim 13, LIM teaches a method of securely accessing a local application on a 

mobile device, comprising the steps of: 

launching a local application on a mobile device (via an application installed in a mobile 

device, see paragraph 74); 

enabling a user to set a desired security level configuration setting in the local 

application for the mobile device, the desired security level configuration setting establishing 

whether the local application requires a single security level or a plurality of security levels 

before allowing access to at least a feature in the local application (see paragraphs 75-90, Fig.1 

and Fig.5-Fig.7); 

launching the local application after the setting of the desired security level configuration 

setting (via a request to run an application is received. In this operation, the request may be 

explicitly input by the user, or may be an application running event that occurs according to a 

processing result (e.g., launching an application associated with a currently executed 

application) of the control unit 110 of the mobile device 100, wherein the "applications" may 

refer to applications that have the security level set or some applications, among the application 

with the security level set, see paragraphs 61-64). 

LIM does not to explicitly teach the limitations wherein requiring, before allowing access 

to the at least one feature of the local application, the user to perform an authentication process 

based on the desired security level configuration setting, the authentication process including 

only a single security level scan when the desired security level configuration setting is set to a 

single security level, the authentication process including a plurality of security level scans when 

the desired security level configuration setting is set to a plurality of security levels. 

Delaney teaches these limitations wherein requiring, before allowing access to the at 

least one feature of the local application, the user to perform an authentication process based 

on the desired security level configuration setting, the authentication process including only a 

single security level scan when the desired security level configuration setting is set to a single 
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security level, the authentication process including a plurality of security level scans when the 

desired security level configuration setting is set to a plurality of security levels (via the user taps 

the shopping cart feature 554, it will trigger a security event causing her to perform an 

authentication procedure for a higher security level before being able to access the shopping 

cart feature 554. The received application-specific security settings can specify security levels 

that correspond to authentication procedures and can also specify which application features 

(e.g., applications, internal application features, or types of internal application features) are 

enabled or disabled at that security level, see paragraphs 10 and 32-42). 

It would have been obvious to one of ordinary skill in the art before the effective filing 

date of the claimed invention to modify the method of LIM to include all the limitations above as 

taught by LIM so that the desired security level configuration setting of LIM would be processed 

more efficiently with the authentication procedures 400 of Delaney. 

As per claim 14, LIM does not to explicitly teach the limitations wherein the single 

security level scan includes a request for a password. 

Delaney teaches this limitation wherein the single security level scan includes a request 

for a password (via a hierarchy can specify that a security level with an authentication procedure 

requiring a strong password, see paragraph 32). 

It would have been obvious to one of ordinary skill in the art before the effective filing 

date of the claimed invention to modify the method of LIM to include all the limitations above as 

taught by LIM so that the single security level would be processed more accurately. 

As per claim 15, LIM does not to explicitly teach the limitations wherein the plurality of 

security level scans includes a biometric scan. 

Delaney teaches this limitation wherein the plurality of security level scans includes a 

biometric scan (via the security levels can correspond to authentication procedures such as 

allowing authentication by biometrics (e.g., fingerprint scanner, facial recognition, voice 

recognition, etc.), see paragraph 10). 
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It would have been obvious to one of ordinary skill in the art before the effective filing 

date of the claimed invention to modify the method of LIM to include all the limitations above as 

taught by LIM so that the security levels would be processed more accurately. 

As per claim 16, LIM does not to explicitly teach the limitations wherein the biometric 

scan includes a voiceprint. 

Delaney teaches this limitation wherein the biometric scan includes a voiceprint (via the 

security levels can correspond to authentication procedures such as allowing authentication by 

biometrics (e.g., voice recognition, etc.), see paragraph 10). 

It would have been obvious to one of ordinary skill in the art before the effective filing 

date of the claimed invention to modify the method of LIM to include all the limitations above as 

taught by LIM so that the security levels would be processed more accurately. 

As per claim 18, LIM teaches a system for securely accessing a local application on a 

mobile device, comprising the steps of: 

a hardware processor on a mobile device; and a local application on the mobile device 

and configured to be executed by the hardware processor, the local application including a first 

interface enabling a user to set a desired security level configuration setting in the local 

application for the mobile device, the desired security level configuration setting establishing 

whether the local application requires a single security level or a plurality of security levels 

before allowing access to at least a feature in the local application (via same rationale and 

rejections in claim 13, see paragraphs 41, 61-64, 75-90, Fig.1 and Fig.5-Fig.7). 

LIM does not to explicitly teach the limitations wherein the local application including a 

second interface requiring, before allowing access to the at least one feature of the local 

application, the user to perform an authentication process based on the desired security level 

configuration setting, the authentication process including only a single security level scan when 

the desired security level configuration setting is set to a single security level, the authentication 
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process including a plurality of security level scans when the desired security level configuration 

setting is set to a plurality of security levels. 

Delaney teaches this limitation wherein the local application including a second interface 

requiring, before allowing access to the at least one feature of the local application, the user to 

perform an authentication process based on the desired security level configuration setting, the 

authentication process including only a single security level scan when the desired security level 

configuration setting is set to a single security level, the authentication process including a 

plurality of security level scans when the desired security level configuration setting is set to a 

plurality of security levels (via same rationale and rejections in claim 13, the user taps the 

shopping cart feature 554, it will trigger a security event causing her to perform an 

authentication procedure for a higher security level before being able to access the shopping 

cart feature 554. The received application-specific security settings can specify security levels 

that correspond to authentication procedures and can also specify which application features 

(e.g., applications, internal application features, or types of internal application features) are 

enabled or disabled at that security level, see paragraphs 10 and 32-42). 

It would have been obvious to one of ordinary skill in the art before the effective filing 

date of the claimed invention to modify the system of LIM to include all the limitations above as 

taught by LIM so that the desired security level configuration setting of LIM would be processed 

more efficiently with the authentication procedures 400 of Delaney. 

As per claim 19, LIM does not to explicitly teach the limitations wherein the single 

security level scan includes a request for a password. 

Delaney teaches this limitation wherein the single security level scan includes a request 

for a password (via a hierarchy can specify that a security level with an authentication procedure 

requiring a strong password, see paragraph 32). 



Application/Control Number: 17 /398, 789 
Art Unit: 3694 

Page 7 

It would have been obvious to one of ordinary skill in the art before the effective filing 

date of the claimed invention to modify the system of LIM to include all the limitations above as 

taught by LIM so that the single security level would be processed more accurately. 

As per claim 20, LIM does not to explicitly teach the limitations wherein the plurality of 

security level scans includes a biometric scan. 

Delaney teaches this limitation wherein the plurality of security level scans includes a 

biometric scan (via the security levels can correspond to authentication procedures such as 

allowing authentication by biometrics (e.g., fingerprint scanner, facial recognition, voice 

recognition, etc.), see paragraph 10). 

It would have been obvious to one of ordinary skill in the art before the effective filing 

date of the claimed invention to modify the system of LIM to include all the limitations above as 

taught by LIM so that the security levels would be processed more accurately. 

As per claim 21, LIM does not to explicitly teach the limitations wherein the biometric 

scan includes a voiceprint. 

Delaney teaches this limitation wherein the biometric scan includes a voiceprint (via the 

security levels can correspond to authentication procedures such as allowing authentication by 

biometrics (e.g., voice recognition, etc.), see paragraph 10). 

It would have been obvious to one of ordinary skill in the art before the effective filing 

date of the claimed invention to modify the system of LIM to include all the limitations above as 

taught by LIM so that the security levels would be processed more accurately. 

8. Claims 17 and 22 are rejected under AIA 35 U.S.C. 103 as being unpatentable over 

LIM et al. (2015/0067827) and Delaney et al. (2021/0350012), and further in view of 

Gailloux et al. (10,791,461). 

As per claim 17, the combination of LIM and Delaney does not to explicitly teach the 

limitations wherein the biometric scan includes a thumbprint. 
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Gailloux teaches the limitations wherein the biometric scan includes a thumbprint (via 

a biometric (e.g., scan a thumbprint on the device), see column 5, lines 50-54). 

It would have been obvious to one of ordinary skill in the art before the effective filing 

date of the claimed invention to modify the method of the combination of LIM and Delaney to 

include all the limitations above as taught by Gailloux so that the security levels would be 

processed more accurately. 

As per claim 22, the combination of LIM and Delaney does not to explicitly teach the 

limitations wherein the biometric scan includes a thumbprint. 

Gailloux teaches the limitations wherein the biometric scan includes a thumbprint (via 

a biometric (e.g., scan a thumbprint on the device), see column 5, lines 50-54). 

It would have been obvious to one of ordinary skill in the art before the effective filing 

date of the claimed invention to modify the system of the combination of LIM and Delaney to 

include all the limitations above as taught by Gailloux so that the security levels would be 

processed more accurately. 

Conclusion 

9. Any inquiry concerning this communication or earlier communications from the examiner 

should be directed to TIEN C. NGUYEN whose telephone number is 571-270-5108. The 

examiner can normally be reached on Monday-Thursday (6am-2pm EST). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 

Bennett Sigmond can be reached on 303-297-4411. The fax phone number for the organization 

where this application or proceeding is assigned is 571-270-6108. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications may 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

17/398,789 08/10/2021 

69849 
SHEPPARD, MULLIN, RICHTER & HAMPTON LLP 
650 Town Center Drive, 10th Floor 
Costa Mesa, CA 92626 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Rabih S. Ballout 56XR-264255-US6 
CONFIRMATION NO. 7078 

PUBLICATION NOTICE 
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Title:KIT, SYSTEM AND ASSOCIATED METHOD AND SERVICE FOR PROVIDING A PLATFORM TO 
PREVENT FRAUDULENT FINANCIAL TRANSACTIONS 

Publication No.US-2022-018034 7-A 1 
Publication Date:06/09/2022 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set 
forth in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's 
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800) 
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office, 
Public Records Division, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and 
the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through 
the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application 
Information and Retrieval (PAIR) system. The direct link to access this status information is currently 
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only 
be obtained by applicant using the private side of PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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APPLICATION 
NUMBER 

17/398,789 

69849 

UNITED STATES PATENT AND TRADEMARK OFFICE 

FILING or 
37l(c)DATE 

08/10/2021 

GRPART 

UNIT 

3694 
FIL FEE REC'D 

910 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

56XR-264255-US6 10 2 
CONFIRMATION NO. 7078 

CORRECTED FILING RECEIPT 
SHEPPARD, MULLIN, RICHTER & HAMPTON LLP 
650 Town Center Drive, 10th Floor 1111111111111111111111 m~m11!~111m1u~~ 11111111111111111111111 
Costa Mesa, CA 92626 

Date Mailed: 05/13/2022 

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for 
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence 
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER, 
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are 
subject to collection. 

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes 
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or 
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt 
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another 
Filing Receipt incorporating the requested corrections provided that the request is grantable. 

lnventor(s) 
Rabih S. Bailout, Burlingame, CA; 

Applicant( s) 
Rabih S. Bailout, Burlingame, CA; 

Power of Attorney: The patent practitioners associated with Customer Number 69849 

Domestic Priority data as claimed by applicant 
This application is a CON of 17/189,721 03/02/2021 PAT 11087307 
which is a CON of 17/009,551 09/01/2020 PAT 10937018 
which is a CON of 16/882,006 05/22/2020 PAT 10796296 
which is a CON of 15/786,470 10/17/2017 PAT 10733593 
which is a CIP of 14/691,499 04/20/2015 ABN 
which is a CON of 13/974,837 08/23/2013 ABN 
which is a CIP of 13/185,432 07/18/2011 PAT 8554671 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 
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Permission to Access Search Results: Yes 

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 08/24/2021 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 17/398,789 

Projected Publication Date: 06/09/2022 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 
Title 

KIT, SYSTEM AND ASSOCIATED METHOD AND SERVICE FOR PROVIDING A PLATFORM TO 
PREVENT FRAUDULENT FINANCIAL TRANSACTIONS 

Preliminary Class 

705 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 
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For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 

page 3 of 4 



community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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PTOIAIA/14 (02"18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection oi information unless it contains a valid 0MB control number. 

Attorney Docket Number 56XR-264255-US6 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention 
KIT, SYSTEM AND ASSOCIATED METHOD AND SERVICE FOR PROVIDING A PLATFORM TO PREVENT 
FRAUDULENT FINANCIAL TRANSACTIONS 

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2: 

D Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Inventor Information: 

Inventor 1 !] iJ=M®.8-ii ]j 
Legal Name 

Prefix Given Name Middle Name Family Name 

Rabih S. Bailout 

Residence Information (Select One} @ US Residency 0 Non US Residency 0 Active US Military Service 

City Burlingame I State/Province I Q8. I Country of ResidencE! I us 

Mailing Address of Inventor: 

Address 1 3000 Hillsdale Drive 

Address 2 

City I Burlingame I State/Province I CA 

Postal Code I 94010 I Countryi I us 
All Inventors Must Be Listed - Additional Inventor Information blocks may be It generated within this form by selecting tile Add button. 

Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

D An Address is being provided for the correspondence Information of this application. 

Customer Number 

Email Address 

Application Information: 

AIM ti 

Suffix 

Title of the Invention KIT, SYSTEM AND ASSOCIATED METHOD AND SERVICE FOR PROVIDING A PLATFORM TO 
PREVENT FRAUDULENT FINANCIAL TRANSACTIONS 

Attorney Docket Number 56XR-264255-US6 I Small Entity Status Claimed ~ 
Application Type ~Q0i;l[QiliSiQDial 

Subject Matter l.llili4( 

Total Number of Drawing Sheets {if any) I 45 I Suggested Figure for Publication (if any} I 

EFS Web 2.2.13 



PTOIAIA/14 (02"18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 56XR-264255-US6 
Application Data Sheet 37 CFR 1. 76 

Application Number 

Title of Invention 
KIT, SYSTEM AND ASSOCIATED METHOD AND SERVICE FOR PROVIDING A PLATFORM TO PREVENT 
FRAUDULENT FINANCIAL TRANSACTIONS 

Assignee 1 

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent 
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application 
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the 
patent application publication. 

If the Assignee or Non-Applicant Assignee is an Organization check here. □ 

Prefix Given Name Middle Name Family Name Suffix 

Mailing Address Information For Assignee including Non-Applicant Assignee: 

Address 1 

Address 2 

City I State/Province 

Countryi I Postal Code 

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 
selecting the Add button. 

Signature: 
NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application 
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in 
subsection 2 of the "Authorization or Opt-Out of Authorization to Permit Access" section, then this form must 
also be signed in accordance with 37 CFR 1.14(c). 
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Application Serial No. 17 /398, 789 Docket No. 56XR-264255-US6 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inventor: Examiner: 

Rabih S. Ballout To Be Assigned 

SerialNo.: 17/398,789 Art Unit: To Be Assigned 

Filed: August 10, 2021 Conf. No.: 7078 

Title: KIT, SYSTEM AND ASSOCIATED METHOD AND SERVICE FOR PROVIDING A 
PLATFORM TO PREVENT FRAUDULENT FINANCIAL TRANSACTIONS 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

PRELIMINARY AMENDMENT AND RESPONSE TO 
NOTICE TO FILE MISSING PARTS 

Dear Sir/Madam: 

In response to the Notice of Missing Parts mailed August 25, 2021, the deadline for 

response ending on February 25, 2022 with a four month extension being hereby requested, 

Applicant pays the requisite fees and provides the response below. Further, Applicant 

respectfully requests entry of the amendments and consideration of the remarks herein prior to 

examination of the subject application on the merits. 
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IN THE SPECIFICATION 

Please replace paragraph [0001] of the specification with the following amended 

paragraph: 

[0001] The present application is a continuation of U.S. patent application Ser. No. 

17/189,721, filed March 2, 2021 and entitled "Kit, System and Associated Method and Service 

for Providing a Platform to Prevent Fraudulent Financial Transactions," now U.S. Patent No. 

11,087,307, which is a continuation of U.S. patent application Ser. No. 17/009,551, filed 

September 1, 2020 and entitled "Kit, System and Associated Method and Service for Providing a 

Platform to Prevent Fraudulent Financial Transactions," now U.S. Patent No. 10,937,018, which 

is a continuation of U.S. patent application Ser. No. 16/882,006, filed May 22, 2020 and entitled 

"Kit, System and Associated Method and Service for Providing a Platform to Prevent Fraudulent 

Financial Transactions," now U.S. Patent No. 10,796,296, which is a continuation of U.S. patent 

application Ser. No. 15/786,470, filed Oct. 17, 2017 and entitled "Kit, System and Associated 

Method and Service for Providing a Platform to Prevent Fraudulent Financial Transactions," 

now U.S. Patent No. 10,733,593, which is a continuation-in-part of U.S. patent application Ser. 

No. 14/691,499, filed Apr. 20, 2015 and entitled "Kit, System and Associated Method and 

Service for Providing a Platform to Prevent Fraudulent Financial Transactions," now abandoned, 

which is a continuation of U.S. patent application Ser. No. 13/974,837, filed Aug. 23, 2013 and 

entitled "Kit, System and Associated Method and Service for Providing a Platform to Prevent 

Fraudulent Financial Transactions," now abandoned, which is a continuation-in-part of U.S. 

patent application Ser. No. 13/185,432, filed Jul. 18, 2011 and entitled "System and Associated 

Method and Service for Providing a Platform that Allows for the Exchange of Cash Between 

Members in a Mobile Environment," now U.S. Patent No. 8,554,671. 

SMRH:4872-1294-4657.l 2 
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LISTING OF THE CLAIMS 

Please replace all prior listings of the claims with the following listing of the claims, submitted 

without prejudice or surrender of any subject matter to which Applicant is otherwise entitled. 

1. (Cancelled) 

2. (Cancelled) 

3. (Cancelled) 

4. (Cancelled) 

5. (Cancelled) 

6. (Cancelled) 

7. (Cancelled) 

8. (Cancelled) 

9. (Cancelled) 

10. (Cancelled) 

11. (Cancelled) 

12. (Cancelled) 

13. (New) A method of securely accessing a local application on a mobile device, 

comprising the steps of: 

launching a local application on a mobile device; 

SMRH:4872-1294-4657.l 3 
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enabling a user to set a desired security level configuration setting in the local application 

for the mobile device, the desired security level configuration setting establishing whether the 

local application requires a single security level or a plurality of security levels before allowing 

access to at least a feature in the local application; 

launching the local application after the setting of the desired security level configuration 

setting; and 

requiring, before allowing access to the at least one feature of the local application, the 

user to perform an authentication process based on the desired security level configuration 

setting, the authentication process including only a single security level scan when the desired 

security level configuration setting is set to a single security level, the authentication process 

including a plurality of security level scans when the desired security level configuration setting 

is set to a plurality of security levels. 

14. (New) The method of claim 13, wherein the single security level scan includes a request 

for a password. 

15. (New) The method of claim 13, wherein the plurality of security level scans includes a 

biometric scan. 

16. (New) The method of claim 15, wherein the biometric scan includes a voiceprint. 

17. (New) The method of claim 15, wherein the biometric scan includes a thumbprint. 

18. (New) A system for securely accessing a local application on a mobile device, 

comprising the steps of: 

a hardware processor on a mobile device; and 

a local application on the mobile device and configured to be executed by the hardware 

processor, the local application including a first interface enabling a user to set a desired security 

level configuration setting in the local application for the mobile device, the desired security 

level configuration setting establishing whether the local application requires a single security 

level or a plurality of security levels before allowing access to at least a feature in the local 

application, the local application including a second interface requiring, before allowing access 
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to the at least one feature of the local application, the user to perform an authentication process 

based on the desired security level configuration setting, the authentication process including 

only a single security level scan when the desired security level configuration setting is set to a 

single security level, the authentication process including a plurality of security level scans when 

the desired security level configuration setting is set to a plurality of security levels. 

19. (New) The system of claim 18, wherein the single security level scan includes a request 

for a password. 

20. (New) The system of claim 18, wherein the plurality of security level scans includes a 

biometric scan. 

21. (New) The system of claim 20, wherein the biometric scan includes a voiceprint. 

22. (New) The system of claim 20, wherein the biometric scan includes a thumbprint. 
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REMARKS 

Applicant is cancelling claims 1-12 and is adding new claims 13-22 herein. Applicant 

respectfully submits that the new claims are fully supported by the specification and drawings as 

originally filed, and that no new matter is being added. 

Applicant is also submitting herewith payment of the required fees, including all filing fees 

and extension fees, in response to the Notice to File Missing Parts mailed August 25, 2021. 

The Commissioner is authorized to charge any additional fees that may be due or credit 

any overpayment to Deposit Account No. 50-4561. 

Date: February 25, 2022 By: 

SMRH:4872-1294-4657.l 

Respectfully submitted, 

/Marc A Sockol/ 
Marc A Sockol, Reg. No. 40,823 
Attorney for Applicant 
Customer Number 69849 
Sheppard, Mullin, Richter & Hampton LLP 
650 Town Center Drive, 10th Floor 
Costa Mesa, CA 92626-1993 
Telephone: (650) 815-2600 
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office in a counterpart foreign application, and, to the knowledge of the person signing the certification after making reasonable 
inquiry, no item of information contained in the information disclosure statement was known to any individual designated in 37 CFR 
1.56(c) more than three months prior to the filing of the information disclosure statement. See 37 CFR l.97(e) (2). 

D See attached certification statement. 

D Fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

[8J A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR l.4{d) for the form of the 
signature. 

Signature I /Marc A. Sockol/ I Date (YYYY-MM-DD) I 2021-11-03 
Name/Print I Marc A. Sockol I Registration Number I 40,a23 
This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public 
which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection 
is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed application form to the USPTO. 
Time will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or 
suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department 
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Date Mailed: 08/25/2021 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

Items Required To Avoid Abandonment: 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all 
required items below to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied 
by the extension fee under the provisions of 37 CFR 1.136(a). 

• The statutory basic filing fee is missing. 
• The application search fee must be submitted. 
• The application examination fee must be submitted. 
• Surcharge as set forth in 37 CFR 1.16(f) must be submitted. 
The surcharge is due for any one of: 

• late submission of the basic filing fee, search fee, or examination fee, 
• late submission of inventor's oath or declaration, 
• filing an application that does not contain at least one claim on filing, or 
• submission of an application filed by reference to a previously filed application. 

SUMMARY OF FEES DUE: 

The fee(s) required within TWO MONTHS from the date of this Notice to avoid abandonment is/are itemized 
below. Small entity discount is in effect. If applicant is qualified for micro entity status, an acceptable Certification 
of Micro Entity Status must be submitted to establish micro entity status. (See 37 CFR 1.29 and forms 
PTO/SB/15A and 15B.) 

• $ 80 basic filing fee. 
• $ 80 surcharge. 
• $ 350 search fee. 
• $ 400 examination fee. 
• $( 0) previous unapplied payment amount. 
• $ 910 TOTAL FEE BALANCE DUE. 
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Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing 
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more 
information and a suggested format, see Form PTO/SB/92 and MPEP 512. 

Replies should be mailed to: 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web, including a copy 
of this Notice and selecting the document description "Applicant response to Pre-Exam Formalities Notice". 
https ://sportal. uspto .gov/authenticate/ AuthenticateUserlocal EP F. htm I 

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or 
visit our website at http://www.uspto.gov/ebc. 

If you are not using EFS-Web to submit your reply, you must include a copy of this notice. 

/hsarwari/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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APPLICATION SIZE sheets of paper, the application size fee due is 
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(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 
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~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 
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~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "O" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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SHEPPARD, MULLIN, RICHTER & HAMPTON LLP 
379 Lytton Avenue 1111111111111111111111m~mll!~IIIH~,1111111111111111 IIII IIII 
Palo Alto, CA 94301 

Date Mailed: 08/25/2021 

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for 
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence 
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER, 
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are 
subject to collection. 

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes 
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or 
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt 
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another 
Filing Receipt incorporating the requested corrections provided that the request is grantable. 

lnventor(s) 
Rabih S. Bailout, Burlingame; 

Applicant( s) 
Rabih S. Bailout, Burlingame; 

Power of Attorney: The patent practitioners associated with Customer Number 69849 

Domestic Priority data as claimed by applicant 
This application is a CON of 17/189,721 03/02/2021 PAT 11087307 
which is a CON of 17/009,551 09/01/2020 PAT 10937018 
which is a CON of 16/882,006 05/22/2020 PAT 10796296 
which is a CON of 15/786,470 10/17/2017 PAT 10733593 
which is a CIP of 14/691,499 04/20/2015 ABN 
which is a CON of 13/974,837 08/23/2013 ABN 
which is a CIP of 13/185,432 07/18/2011 PAT 8554671 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 
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Permission to Access Search Results: Yes 

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 08/24/2021 
The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 17/398,789 
Projected Publication Date: To Be Determined - pending completion of Missing Parts 
Non-Publication Request: No 
Early Publication Request: No 
** SMALL ENTITY ** 
Title 

KIT, SYSTEM AND ASSOCIATED METHOD AND SERVICE FOR PROVIDING A PLATFORM TO 
PREVENT FRAUDULENT FINANCIAL TRANSACTIONS 

Preliminary Class 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
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this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 

page 3 of 4 



technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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USE.R LOGS IN AND DOWNLOADS 
PA YGEO MOBILE APPLICATION 

v-302 

(FIG. 38} 

USER SETS UP DESIRED 
SECURffY LEVELS 

v-304 

{FIG. SC) 

~, 
USER ACCESSES HIS/HER 
ACCOUNT ON PAYGEO1S r3os 
LOCAL TRANSFER SITE 

{FlGS, 3f--3H) 

,, 

USE.R ENTERS ACCOUNT 
INFORMATION 

r 308 

{flG. 31} 

,, 
USER ACTIVATES AND 
REPLENISHES HIS!HER r s10 

PAYGEO ACCOUNT 
{FIG, 3J} 

FIG. 3A 
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USER LOGS IN ANO r 402 

ACCESSES PAYGEOACCOUNT 

• II' 

INITIAUZE PAY 
APPLICATION 

r 404 

(FIG. 4.A) 

• I! 

USER JOE.NTlflE.S TARGET PAYEE 
AND THE PAYMENT METHOD 

r4os 
{FM)$, 48-4G) 

... 

USER MAKES PAYMENT r40s 
(FIGS. 4H-4J) 

I l' 

RECIPIENT ACCEPTS (OR 
REJECTS) ANO DISPOSES r 410 

OF PAYMENT 
(FIGS. 4K-.4N) 

FIG. 4A 
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USER LOGS jN ANO v-502 
ACCESSES PAYGEO ACCOUNT 

l 
lNITlAUZE COUPONS/GOOD 

DEAL APPLICATION 
v- 504 

(FIGS. SB.SC) 

1" 

USER SEARCHES FOR 
COMPANIES, PRODUCTS, v-sos 

OR COUPONS OF INTEREST 
(FIGS. 5B~5G) 

O' 

USER DOWNLOADS OR SCANS 
COUPONS OR ADS TO MOBILE V soa 

USER DEVICE 
{FIGS, SH-51) 

FIG. 5A 
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600 

USER LOGS IN AND 
ACCESSES PAYGEO ACCOUNT 

INITIALIZE SCAN APPLICATION 
{FIG. 68} 

USER SELECTS THE DESIRED 
SCANNlNG OPTION FOR ENTERING : 

THE DESIRED FINANCIAL 
INFORMATION {flG. 6B} 

USER UPLOADS THE SELECTED 
FlNANCIAL INFORMATION FROM 

THE DESIRED MEDIUM 
{FIG. 68} 

FIG. 6A 
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700 

USER LOGS IN AND 
ACCESSES PAYGEO ACCOUNT 

INITIALIZE DEPOSIT 
APPUCATION 

USER SELECTS THE DESIRED 
DEPOSIT APPUCATION 

(FIGS, 7B~7J) 

USER UPLOADS THE SELECTED 
FlNANCIAL lNFORMATION FROM 

THE DESIRED MEDIUM 
(FIGS. 79,.7 J) 

FIG. 7A 
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800 

USER LOGS !N AND v-ao2 
ACCESSES PAYGEO ACCOUNT 

INHIAtJZE LENO/BORROW v- 804 

APPUC.ATlON 

,, 

USER SELECTS THE DESIRED LENO v- 806 

OR BORROW APPUCATION 

H 

USER COMPLETE LOAN TERMS 
AND SENDS TO BORROWER 

OR LENDER (FIGS~ SB~SC) 

,, 
BORROWER ACCEPTS. REJECTS. 

OR COUNTER-OFFERS 
v- 810 

(FIG. 80} 

FIG. 8A 



:~
 

)~
 

81
0 

Q
) 

C
,H

O
O

!l
't

: 
A

C
C

!l
ll

N
T

 
Y

O
U

 W
A

N
T

 T
O

 l
.E

:N
O

 

\N
H

IC
H

 A
C

C
O

U
N

T
 

T
O

 L
E

N
D

 F
R

O
M

 
r 

·•
:~

 
f)

,£
:f

A
U

lT
 P

-A
Y

C
.'E

O
 A

t:
.c

o
m

tT
 

W
-~

:f
~

i 
,.,,

,,~
 

lf~
,:~

:.1
~/

; 
?

,,
,f

J 

~
f
 (

j)
 

~
 

~
-
-
-

G
) 
.. ffl

i.
f'

M
JL

f 

(f
y
 

('
j-

,U
:;

/•
<

L
;j

:,
>

L
"•

, 
JJ

,,
{"

{•
'>

'\;
 '•

~r
r· 

-
,_.

,..,
,.,:

,..:
'..~

 ·,
v 

:: 
,,..

.:.
.-~

S:
~.

,.,~
_,

.:r
<,

~ 
,,o

/,_
:J

 
, 

1;
,,;

,..
.;,

,..
..,

.'t
-J

~,
J~

~ 
-

V
:f

'Z
Z

 ~
i
 ... 
~
 

f''
<

'•
, 

,,
,f

J
 

()
'f

'H
E

R
 f

'.½
A

N
K

 A
C

C
O

U
N

T
S

 

(D
 

C
U

E
:C

K
 A

V
A

tt
A

B
L

I;
 

B
A

L
A

.N
C

I;
: 

O
N

 C
R

E
O

fT
 C

A
lU

) 

({
) 

C
H

O
O

S"
...

t: 
C

:l
fR

:R
t;

fJ
L

"Y
 T

Y
P

t-
: 

(
0

 
{"

,H
O

O
~

£
 B

A
N

K
 t

\C
.C

,.O
U

N
.T

~
 

W
A

!T
JN

U
 T

IM
E

 F
O

R
 B

-t
J
R

R
f)

V
V

'E
R

 T
O

 A
C

C
.E

:P
:T

 T
i::

R
l'«

'l!
'!:

 

F
IG

. 
8B

 

81
1 



81
5 

I 
\ 

. 
. .

 
•·••·

••••
 

t 
lr.

>O
X

><
;. 

. 
··• 
:
;
~

.
£

~
~

 

~t••
,~;••

•••••
•~J!

~ll!~
~Jl•

•••••
~•••

•• 
•1 ii~1

g••
•1:m

.•••
••••

•••1 

~~
m

'.t
l(

••
r1

~~
ij

it
ri

' 

··•
~:

riu
rr

rv
ii•

•1
/. 

~i
liil

lJ
;iJ

tff
it ~

h
' 
/
"
 

Q
) 

C
H

O
O

~
 A

C
C

O
U

N
T

 
Y

O
U

 W
A

N
T

 T
O

 L
O

A
N

 F
R

O
M

 

F
IG

. 
S

C
 

H
O

W
T

O
P

A
Y

 
B

A
C

K
 L

O
A

N
 

.· J
fj

 V-
f.

f-
A

U
[T

' P
A

Y
tu

-;
o

 A
f:t

.u
.n

,o
-i 

r 

~
i
 

/D
'­

• 
vr

,:?
;A

 
, 

.. /
, 

.·.·
.·.·

.:,:
.:.:

::::
:-:-

:-:-
:-::

::::
==

=:=
:=:

=.~
 

....
 

~
!:

&
%

 
,,,.,

 
Il

l 
,_

,,
~

iK
ti

i 
(
f
)
 

. 
D

E
:~

M
R

T
 

W
tt¾

m
 

•.
el

 
(!

) 
Il

l 
f;

it
'f

A
U

t T
 

C
H

E
C

K
IN

G
 A

C
C

O
U

?-
IT

 11
11

 m
,T

A
:iR

-

CD
 

O
T

H
E

R
 B

A
N

K
 A

C
C

O
U

N
T

S
 

r
8

2
0

 

Q
) 

C
H

E
:C

K
 A

V
A

IL
A

B
L

E
 

B
A

lA
N

C
E

. 
O

N
 C

R
E

.O
IT

 C
A

R
O

 

CD
 

C
H

O
O

Q
C

 C
U

R
R

E
N

C
Y

 T
Y

P
E

 

([
) 

C
H

O
O

!!
t:

 B
A

N
K

 A
C

C
!J

U
N

T
!!

 



C 
00 

• 
C) 

w 
co 

• 
(!) -LL 



900 

USER LOGS IN AND 
ACCESSES PAYGEO ACCOUNT 

fNITIAUZE WRITE A CHECK 
APPUCA TION 

USER COMPLETES THE CHECK 
TERMS ANO PRtNTS A CHECK 

(FIGS. 9B~9C) 

FIG. 9A 

902 

904 

906 



-LL 

cc 
0) 

• 
C) 



• 
C) -LL 



.,
--

-1
0

0
2

 
... 

•••
•••

•••
•.••

 .
,,

, 
::

t~
II

I 
~?

G
:~

:\t
lf.

 
<< 

ii /
 

·=·=:=:=:=::::::::
:::::::■

•r-·
J·;· ~

11///H
/~,;1;1;

1~1#
1 -;;;;

1 
,,,

 ,#[:
:::y

mq
;.:::

:::::
:~ 

i 
c
w

 N
(Y

~
.' 

] 
,,,

; 
V

lb
 

: : 
~ ~ f

 ::::
:vrn

:ia.
:E2

w.:
:::::

1 
F

lN
A

N
P

~
l S

"fJ
\l'I

EM
EN

T'
 

I·
 

i
•
i
U

t
#

J
.
~

i
 

11
11

1 
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
ll
l 

--
c•

r·
··

··
 

W
«.

4f
'£

~W
-P

((
(P

f4
W

w
 •

 

:;.:
;w

iJ1 ;1
~~

';llli
 

U
,S

/C
A

N
A

O
A

 
► 

EU
RO

PE
 

► 

A
S

IA
 

► 

A
U

S
T

R
A

LI
A

 
► 

..
..

. 
) F

 

~
;;

;;
]~

, p
~~

IL
<D

 i.d
l[:::

: :Ll(
§W

:@
E::

:::::
:i 

:~ 
.... 

:: 
=

 
'.:>

·····
···..

.. 
• 

EM
A

IL
 

I 
A

fR
fC

A
 

► 

A
M

E
R

IC
A

'S
 

► 

45
6 

F
IG

. 
10

B
 



(!) -LL 



e e ~ w UJ (/) 
oz z 
wO -l ~o 
?i !s -l 0 0.. < :c ::, mo oO 

0 u 

...................... ... . ·.·.· ....... · .... · .. 

-u. 



KIT, SYSTEM AND ASSOCIATED METHOD AND SERVICE FOR PROVIDING A 
PLATFORM TO PREVENT FRAUDULENT FINANCIAL TRANSACTIONS 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] The present application is a continuation of U.S. patent application Ser. No. 

17/189,721, filed March 2, 2021 and entitled "Kit, System and Associated Method and Service 

for Providing a Platform to Prevent Fraudulent Financial Transactions," which is a continuation 

of U.S. patent application Ser. No. 17/009,551, filed September 1, 2020 and entitled "Kit, 

System and Associated Method and Service for Providing a Platform to Prevent Fraudulent 

Financial Transactions," now U.S. Patent No. 10,937,018, which is a continuation of U.S. patent 

application Ser. No. 16/882,006, filed May 22, 2020 and entitled "Kit, System and Associated 

Method and Service for Providing a Platform to Prevent Fraudulent Financial Transactions," 

now U.S. Patent No. 10,796,296, which is a continuation of U.S. patent application Ser. No. 

15/786,470, filed Oct. 17, 2017 and entitled "Kit, System and Associated Method and Service for 

Providing a Platform to Prevent Fraudulent Financial Transactions," now U.S. Patent No. 

10,733,593, which is a continuation-in-part of U.S. patent application Ser. No. 14/691,499, filed 

Apr. 20, 2015 and entitled "Kit, System and Associated Method and Service for Providing a 

Platform to Prevent Fraudulent Financial Transactions," now abandoned, which is a continuation 

of U.S. patent application Ser. No. 13/974,837, filed Aug. 23, 2013 and entitled "Kit, System and 

Associated Method and Service for Providing a Platform to Prevent Fraudulent Financial 

Transactions," now abandoned, which is a continuation-in-part of U.S. patent application Ser. 

No. 13/185,432, filed Jul. 18, 2011 and entitled "System and Associated Method and Service for 

Providing a Platform that Allows for the Exchange of Cash Between Members in a Mobile 

Environment," now U.S. Patent No. 8,554,671. 

[0002] The present application includes the same subject matter as U.S. patent application Ser. 

No. 13/185,432, and is effectively a continuation thereof. U.S. patent application Ser. No. 

13/185,432 is hereby incorporated by reference herein. 

FIELD OF THE INVENTION 

[0003] The present invention relates in general to the field of financial transactions. More 

particularly, this invention relates to a system and associated method and service for providing a 
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platform that enables members to transfer, receive, or otherwise exchange cash and digital 

currency in various international denominations and hard or soft commodities in a mobile 

telecommunications environment. 

BACKGROUND OF THE INVENTION 

[0004] Mobile communications have been rapidly expanding and is increasingly becoming a 

staple commodity in conducting financial transactions. As used herein, mobile communications 

devices include such electronic devices as the personal digital assistants (PD As), cellular, 

mobile, and satellite telephones (collectively referred to as cell phones), portable computers also 

referred to as tablets, and other similar devices that are known or will be become available, and 

that allow remote access to financial and other accounts, without necessarily tying down the 

users to their desktop computers or to a specific locale. 

[0005] These mobile communication devices are progressively transforming our societies, 

worldwide, into mobile societies. In these mobile societies, consumers tend to carry, on their 

persons, a variety of personal effects, such as wallets, purses, checkbooks, keys, and mobile 

communications devices. These personal effects tend to clutter the consumers and hamper their 

mobility. 

[0006] As a result, there have been concerted efforts and proposed solutions to minimize 

alleviate the consumers from redundant clutters so as to facilitate their mobility. Two such 

exemplary conventional solutions are generally described in U.S. patent application Nos. 

20090068982 and 20080010191. 

[0007] U.S. patent application No. 20090068982 to Chen et al., generally describes a system or 

a method that aim at facilitating the securing of a wireless digital transaction. A terminal 

component receives payment data for goods or services. A mobile device includes a mobile 

payment card (m-card) that is created by establishing a link to an account associated with a form 

of currency. The mobile device employs public-key cryptography (PKC) to securely and 

wirelessly transmit the payment to the terminal component utilizing them-card and linked 

account. 

[0008] U.S. patent application No. 20080010191 to Rackley III et al., generally describes 

methods and systems for providing a financial payment to a payee ( or recipient) utilizing a 
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mobile device or a wireless connected personal digital assistant (PDA). The user inputs 

information into the mobile device identifying a payee, a payment source for the payment, and a 

payment method. The mobile device generates a mobile payment instruction comprising 

information corresponding to the identified payee, the payment source, and the payment method, 

and wirelessly communicates the mobile payment instruction to a mobile financial transaction 

system (MFTS). The MFTS generates an MFTS payment instruction to a payment instruction 

recipient. The MFTS payment instruction includes information identifying the payment source, 

an amount, information corresponding to the identified payee, and information indicating the 

payment method. The MFTS communicates the MFTS payment instruction to a payment 

instruction recipient. In response to receipt of the MFTS payment instruction, the payment 

instruction recipient effects a payment to the identified payee without any required action by the 

payee. 

[0009] While the solutions that are proposed in the foregoing two patent applications address 

electronic payments, they do not dispense with the use of cash. Although these solutions profess 

to describe cashless transactions, they still require the consumers to carry cash in order to 

complete a cash transaction. 

[0010] Cash has developed along with the human evolutions. The oldest coins are assumed to 

be the Aegina Chelone coins that were minted circa 700-550 BC, either by the local Aegina 

people or by Pheidon king of Argos (who first set the standards of weights and measures). The 

Bibliotheque Nationale in Paris contains a unique electrum stater of Aegina. This coin is dated to 

700 BC. 

[0011] The Ancient Levantines on the Eastern Mediterranean spread the practice to Greek 

Anatolia and extended it to commerce and trade. Coinage followed Greek colonization and 

influence first around the Mediterranean and shortly thereafter to North Africa and the Balkans. 

[0012] Money in the form of ingots, rings, coils, and other pieces of precious-metal bullion, 

such as silver, emerged as civilization with the emergence of the Mesopotamian and Egyptian 

civilizations, although these semi-coins had no mark of authority. Some adhered to a weight 

standard and had a fixed exchange value, while other did not. 

[0013] Precious and semi-precious metals were made into coins and used to negotiate and 

settle trades. On the other hand, banknotes offer an alternative bearer form of money. The 
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advantages and disadvantages of these two forms of bearer money vary with the circumstances 

of use. 

[0014] Paper money, cash, or banknote was first developed in China during the Tang and Song 

dynasties, starting in the 7th century. Its roots were in merchant receipts of deposit during the 

Tang Dynasty (618-907 AD), as merchants and wholesalers desired to avoid the heavy bulk of 

copper coinage in large commercial transactions. During the Yuan Dynasty, banknotes were 

adopted by the Mongol Empire. In Europe, the concept of banknotes was first introduced during 

the 14th century. 

[0015] Currently, various unseen costs are associated with the use of bearer money, as follows: 

[0016] 1. Manufacturing or issue costs. Coins are produced by industrial manufacturing 

methods that process the precious or semi-precious metals, and require additions of alloy for 

hardness and wear resistance. By contrast, bank notes are printed paper ( or polymer), and 

typically have a lower cost of issue, especially in larger denominations, compared to coin of the 

same value. 

[0017] 2. Wear costs. Banknotes do not lose economic value by wear, since, even if they are in 

poor condition, they are still a legally valid claim on the issuing bank. However, banks of issue 

have to pay the cost of replacing banknotes in poor condition, as paper notes wear out much 

faster than coins. 

[0018] 3. Cost of transport. Coins can be expensive to transport for high value transactions, but 

banknotes can be issued in large denominations that are lighter than the equivalent value in 

corns. 

[0019] 4. Cost of acceptance. Coins can be checked for authenticity by weighing and other 

forms of examination and testing. These costs can be significant, but good quality coin design 

and manufacturing can help reduce these costs. Banknotes also have an acceptance cost, the costs 

of checking the banknote' s security features and confirming acceptability of the issuing bank. 

[0020] 5. Security. Counterfeiting paper notes seems to be relatively easier than forging coins, 

especially because of the proliferation of color photocopiers and computer image scanners. 

Numerous banks and nations have incorporated many types of countermeasures in order to 

insure the security of their paper notes. 
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[0021] However, while the digitization of credit and debit transactions is increasingly 

expanding by means of computerization and networking, cash remains one of the last hurdles 

toward full conversion to a true electronic wallet that replaces the actual wallet. As of the present 

time, there is no alternative to retaining at least some cash or coins in one's wallet, particularly in 

certain societies that prefer cash over credit or check transactions. 

[0022] In addition, while most, if not all the current ATM machines accept check and cash 

transactions, including the dispensation of cash, to the corresponding bank customers, they do 

not necessarily accept cash or check transactions from non-customers and particularly from 

individuals who are non-bank account holders. These individuals might thus be left with less 

than optimal or convenient options, including the option to cash the checks at designated 

institutions. 

[0023] Wherefore, there still remains an unsatisfied need for a new system, method, and 

associated service ("system") that enable the consumers to transfer, receive, or otherwise 

exchange cash amongst themselves and the merchants. This system is further usable to facilitate 

transactions using various international denominations and commodities, such as precious metals 

(e.g., gold, silver, etc.), in a mobile telecommunications environment. This system should be 

capable of saving rebate or discount coupons and receipts, while keeping track of points that 

accumulate for future use or redemption. The system should also enable the use of ATM's for 

accepting check and cash transactions from customers, non-customers, and non-bank account 

holders. 
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SUMMARY OF THE INVENTION 

[0024] The present invention satisfies this need, and presents a system, method, network, and 

associated service ( collectively referred to herein as "the invention," "the present invention," 

"the present system," "PayGeo service," "PayGeo," or a similar designation), for executing 

financial transactions. More particularly, this invention provides a platform that enables 

members to transfer, receive, or otherwise exchange cash in various international denominations 

and (hard or soft commodities) commodities. 

[0025] Hard commodities include basic resources and agricultural products such as iron ore, 

crude oil, coal, salt, sugar, coffee beans, soybeans, aluminum, copper, rice, wheat, gold, silver, 

palladium, platinum, etc. Soft commodities include for example, goods that are grown. Another 

important commodity that may be traded by the present system is in the class of energy, which 

includes electricity, gas, coal, oil, etc. 

[0026] The present system provides a platform that enables members to transfer, receive, or 

otherwise exchange cash and digital currency in various international denominations and 

commodities, such as precious metals (e.g., gold, silver, etc.), in a mobile telecommunications 

environment. 

[0027] Furthermore, the present system generates confidence in a new digital currency "Good 

Money" that is backed by commodities, such as a precious metal "Gold" standard as opposed to 

F.I.A.T (government set unsecured value). This Good Money can be used for commerce and 

every day trades and purchases. 

[0028] The present system further enables individuals to retrieve (withdraw) or deposit cash in 

an ATM (cash dispensing machine) environment using various code generation methods or 

SMS. The codes appear on the mobile screen and allow recognition of the sender and receiver 

parties, and adjust account balances accordingly. 

[0029] The present system further allows the creation of a mobile account by allowing cash 

deposits to become part of the digital payment platform system with all its features. 

[0030] In addition, the present system is capable of saving rebate or discount coupons and 

receipts, while keeping track of points that accumulate for future use or redemption. 
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[0031] The user can store contacts or create new ones from PayGeo members or from a phone 

book. When a payment is sent to a non-PayGeo member, a "prompt" will alert the recipient of 

the fund of the impending transfer. A new user can then download and create an account and 

receive the transferred fund to his/her PayGeo account. 

[0032] If a user elects to receive an actual paper check mailed to the user's address, or if the 

user requests a transfer to a different banking institution, PayGeo can comply with the user's 

request and changing conditions and environments. 

[0033] The PayGeo service provides a "Good Deal" application, which is a payment platform 

that is designed to work in a mobile digital wallet environment, on mobile devices, such as smart 

phones, smart pads. Its main purpose is to facilitate monetary transactions made between 

individuals or companies. Users may pay each other using NFC (Near Field Communication) 

type frequency by simply swiping a finger pointed at the other instrument (Swipay or Swipmail 

function). 

[0034] The Swipay or Swipmail function may be used by users in close proximity to each 

other or who are remotely distanced, to pay and/or receive money with instruments. 

[0035] This platform allows hosting for receiving/paying bills from and to vendors or 

individuals. It allows individuals to pay or borrow with or without interest amongst themselves 

or other users. 

[0036] PayGeo's mobile digital wallet technology (software or application) provides coupons, 

discount codes, special offerings, based on: location, product type, product name, vendor name, 

interest or hobby, from data uploaded by vendors or individual advertisers on the PayGeo 

service. 

[0037] The PayGeo service uses an integrated ultra secure technology that enables cash-less 

transactions and eliminates the need to carry credit cards, cash, thus replacing all the contents of 

a physical wallet, and completely supplanting the physical wallet with a digital wallet. 

[0038] The PayGeo service includes a "Good Money" function that may be turned 'ON' and 

which would be equivalent to the user's choice of currency or country's denomination. Good 

Money may then be used in commerce with the backing of Gold or precious metal ( or 

commodities) standards. 
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[0039] PayGeo service allows user to upload his or her smart phones to host and store all 

information that is normally stored in a wallet or purse by means of, for example scanning, 

swiping, manual entry, and voice recognition, of various items such as: credit cards, 

identification cards, mileage-accumulating cards, points accumulating cords, insurance cards, 

membership cards, etc. 

[0040] PayGeo service allows the transactions to be coded in 2D or 3D bar/matrix/QR/maxi 

codes, SMS etc., so that the resulting codes may be read by, for example: smart phones, scanner, 

cashier scanners, instruments with compatible software, etc. 

[0041] PayGeo service provides a private label platform to the banking community, and 

facilitates private entities that wish to use the system by creating an escrow-like platform for 

transactions. The transactions may be fulfilled in a wireless 'wire transfer' or ACH (Automated 

clearing house) in the U.S. or similar environments. Transactions are fulfilled if certain 

conditions are met and agreed upon by the sending and/or receiving parties, institutions. 

[0042] PayGeo services also provide a platform to host and work with existing credit cards 

companies and/or banking institutions, users and vendors needs such as: 

[0043] Access immediate cash from ATM. 

[0044] Deposit cash to an ATM to create an account. 

[0045] Withdraw cash from ATM with secure code recognition features. 

[0046] Generate secured SMS or encrypted codes readable by mobile phone scanners, 

ATMs, and various types of vendor's cashier scanners. 

[0047] Recognizing account holders based on phone numbers. 

[0048] Recognizing like software users in proximate vicinity. 

[0049] Offer incentives to use with similarly positioned ( or grouped) users. 

[0050] Turn Good money function ON. 

[0051] Use Good money in all commerce. 

[0052] Locate Good Deals. 

[0053] Redeem coupons. 
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[0054] Transfer coupons. 

[0055] Calculate the balance of various financial accounts. 

[0056] Find the total spent per payment method. 

[0057] Search amount spent within a predetermined period of time or date. 

[0058] Preparation of Financial statements. 

[0059] Preparation of tax returns or statements for different countries. 

[0060] Swipmail or Swipay transfers data, funds, or an instrument) from one user device 

(e.g., a smart phone) to another. 

[0061] Set allowance for individual users. 

[0062] Pay from a specific credit card. 

[0063] Pay to/from PayGeo account. 

[0064] Charge a transaction. 

[0065] Transfer to another credit card. 

[0066] Transfer money to another account. 

[0067] Transfer funds from one financial account to another. 

[0068] Pay from a previously identified bank account. 

[0069] Withdraw from a credit card to convert to cash. 

[0070] Withdraw from a bank account to convert to cash. 

[0071] Transfer points into payments (e.g., pay with points instead of cash). 

[0072] Transfer mileage into payment. 

[0073] Pay with credit cards points that accumulate based on usage of the PayGeo service. 

[0074] Pay with mileage points that accumulate based on usage of the PayGeo service. 

[0075] Convert/exchange funds to another currency/denomination. 

[0076] Convert to "Good Money." 
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[0077] Issue digital debit or credit cards that are stored on the user mobile station. 

[0078] Use or redeem gift cards. 

[0079] Issue/send credit cards to contact. 

[0080] Add money to the user's wallet (replenish the user's account). 

[0081] Swipay an individual and/or a vendor by account number or name. 

[0082] Swipay or Swipmail a payment or a document to a scanner. 

[0083] Pay bills from one or more specified accounts. 

[0084] Pay bills from one or more specified credit cards. 

[0085] Pay bills from the user's wallet money (in user's PayGeo account). 

[0086] Receive bills online. 

[0087] Use Swipmail to send bills online. 

[0088] The user can locate "Good Deals" on a GPS map showing the merchants' locations, 

names, phone numbers, websites, based on a search choice made earlier and proximity to user. 

Once a choice is made, the user can use the user mobile station to exchange goods/services, by 

paying directly from: a PayGeo account, other credit cards, points accumulated on PayGeo, 

points accumulated on other Credit cards, "Good Money" which represents cash that is 

withdrawn directly from the user's PayGeo account. 

[0089] Vendors and/or individuals may post ads for goods and services on PayGeo's platform 

directly from the user mobile station or on PayGeo' s website. These ads can be rich media 

format: video, audio, data, or simply images containing a message. Advertisements may also be 

in coupon format such as various types ofbarcodes QR codes and read and understood by 

PayGeo software. Barcodes are translated into common currency and are used by a swiping 

action (Swipmail or Swipay) to another user mobile device, or to a scanner. The barcodes on the 

user mobile station may also be scanned by a scanner. 

[0090] The user may decide on an amount to pay, with or without exchanging goods or 

services. The user simply types the amount desired, decides from which account, e.g., credit 

card, redemption points, etc., the money will be debited and simply makes the payment with a 
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swiping motion. The user may also use the Swipmail function of the user mobile station to send 

the funds to an individual, a contact name from the address book, a vendor, an institution, or to 

wire transaction in the form of a coded email or SMS. Receiving a payment or making a payment 

can be made by direct swipe towards a compatible device. 

[0091] PayGeo service also provides usage-based credit points accumulation. PayGeo will 

accumulate points in the user's account based on the volume of transactions, time and locale of 

the transactions, and other factors. The user can accumulate further points by searching 

advertisements and by logging to vendors' or individuals' ads, etc. 

[0092] A user has the choice of redeeming points when purchasing goods and services. The 

PayGeo platform allows transfer of points between many users. The user can consolidate points 

that accumulate from different sources, such as: one or more credit card points, mileage points, 

etc., and transfer the consolidated points into PayGeo's Good Money points, to redeem purchases 

or to obtain a discount on transactions. 

[0093] PayGeo service also provides a profile-based custom advertisement push. PayGeo 

service may profile users and pass to vendors and individuals the option to target advertisements 

based on, such factors as: location, search interest, age, gender, product purchases, product 

visited, time zones, geographic location, etc. These matrixes can help individuals and advertisers 

to special target users based on the criteria that fit their product or service needs. 

[0094] PayGeo service also provides an interactive and flexible search advertisement pull. The 

user can automatically see a map within a range showing "Good Deals" participants on a GPS 

map with locations, names, phone numbers, website info, by touching a pin ( on the map) of any 

good deal in his surrounding area. The user may alternatively create a search based on a choice 

that was made earlier. 

[0095] Users can interact with other users based on: location, targeted matrix of choice, or 

other criteria of choice. 

[0096] Individuals may use PayGeo to choose any type of search based on: location, product 

type, product name, vendor name, interest or hobby, from data uploaded by vendors or individual 

advertisers on PayGeo. 
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[0097] PayGeo service also provides a dedicated around the clock media-rich commercial 

channel network. Users can view advertisements circulating in various shapes using a PayGeo 

online channel. 

[0098] PayGeo service also provides users and vendors with advanced usage data management 

and analysis. The user mobile station understands the users (prepares a user profile) by tracking 

transaction matrix such as: amount transferred, received, cash spent, cash transferred, items 

purchased, originating transaction location, destination transaction location, currency type, 

commodities exchanged, commodities sold, commodities purchased, spending habits, the 

number of visitors to the ads, total visits and pages consumed on site, monitoring user 

engagement metrics such as the length and depth of each visit, identifying the location of visitors 

and the mobile operators and devices used to access PayGeo' s service. 

[0099] PayGeo analyzes traffic, enables users to compare the quality of traffic by analyzing 

visitors and usage information's through the following traffic sources: 

[00100] Advertising partner or specific advertising campaign. 

[00101] Search provider with detailed information on top keywords. 

[00102] Referrals from other mobile sites. 

[00103] Direct traffic to mobile sites. 

[00104] PayGeo analysis improves site usage by monitoring the performance and usage of 

individual pages on mobile sites that will help optimize the needs of mobile audience: 

[00105] Analyze page views, visit duration, and bounce rate for each page on site. 

[00106] Identify which pages the visitors previously visited prior to arriving to a particular 

site. 

[00107] Determine which pages have the highest exit rates. 

[00108] PayGeo service achieves advertisers' goals and allows users to measure the goals that 

are specific to their mobile sites or campaigns. For example, PayGeo can track the following 

metrics: 

[00109] The percentage of visitors who downloaded an item from a site. 
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[00110] Conversion rates for all advertising or marketing partners. 

[00111] Percentage of visitors who logged into an account. 

[00112] PayGeo service enables targeting audience to become more dynamic, and use all 

targeting technologies on a single platform, thus enabling users to combine targeting 

methodologies in order to reach highly specific audience segments. PayGeo further enables users 

to identify and target a large number of consumers. 

[00113] PayGeo can provide the following additional services: 

[00114] Demographic prediction technology that enables advertisers to target their precise 

demographic markets with accuracy and to eliminate wasted impressions. 

[00115] Behavioral targeting Index that converts online behaviors into actionable data for 

advertisers by scoring each online consumer's interest and purchase intent based on their 

recent online behavioral patterns. 

[00116] Dynamically segments web content into a large number of categories (e.g., more 

than a thousand categories), and assigning a real-time content relevancy score, which ensures 

that the advertisers' ads are highly relevant to the immediate content. 

[00117] Enables marketers to target consumers by geographic locations and customize 

messaging for optimal relevance. 

[00118] Enables advertisers to target their past website visitors or to retarget consumers who 

have previously seen their ads in category placements outside the PayGeo service. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[00119] The various features of the present invention and the manner of attaining them will be 

described in greater detail with reference to the following description, claims, and drawings, 

wherein reference numerals are reused, where appropriate, to indicate a correspondence between 

the referenced items, and wherein: 

[00120] FIG. 1 is a schematic illustration of an exemplary operating environment in which a 

platform for allowing the exchange of cash, commodities (such as gold, silver, etc.), or other 

valuables, between members (or non-members), in a mobile environment may be used according 

to the present invention, wherein this platform is also referred to herein as "mobile transaction 

platform," "PayGeo," or "PayGeo platform"; 

[00121] FIG. 2 is a schematic illustration of the mobile transaction platform of FIG. 1, along 

with its operating environment; 

[00122] FIG. 3 comprises FIGS. 3A-3K, and represents a flowchart and associated exemplary 

screen shots, that illustrate a method of setting up and activating a user mobile device for use 

with the mobile transaction platform of FIGS. 1 and 2; 

[00123] FIG. 4 comprises FIGS. 4A-4P, and represents a flowchart and associated exemplary 

screen shots, that illustrate a PAY function for enabling the user mobile device to execute 

payments, using the mobile transaction platform of FIG. l; 

[00124] FIG. 5 comprises FIGS. 5A-5I, and represents a flowchart and associated exemplary 

screen shots, that illustrate a COUPONS function for enabling the user mobile device to retrieve 

and claim coupons, using the mobile transaction platform of FIG. 1; 

[00125] FIG. 6 comprises FIGS. 6A-6B, and represents a flowchart and associated exemplary 

screen shots, that illustrate a SCAN function for enabling the user mobile device to input 

financial information, using the mobile transaction platform of FIG. l; 

[00126] FIG. 7 comprises FIGS. 7 A-71, and represents a flowchart and associated exemplary 

screen shots, that illustrate a DEPOSIT function for enabling the user mobile device to deposit 

funds or other commodities in his/her or someone else's PayGeo account or a financial 

institution's account, using the mobile transaction platform of FIG. l; 
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[00127] FIG. 8 comprises FIGS. 8A-8E, and represents a flowchart and associated exemplary 

screen shots, that illustrate a LEND/BORROW function for enabling the user mobile device to 

lend funds to other users or financial institutions, or to borrow funds from other users or financial 

institutions, using the mobile transaction platform of FIG. l; 

[00128] FIG. 9 comprises FIGS. 9A-9C, and represents exemplary screen shots that illustrate a 

WRITE A CHECK function for enabling the user mobile device to write a check to other users, 

non-PayGeo members, or to financial institutions, using the mobile transaction platform of 

FIG. l; and 

[00129] FIG. 10 comprises FIGS. l0A-l0D, and represents exemplary screen shots that 

illustrate an ORGANIZE function for enabling the user mobile device to organize his/her 

finances and money/cash liquidity position, using the mobile transaction platform of FIG. 1. 
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

[00130] FIG. 1 illustrates an exemplary operating environment 100 in which a mobile 

transaction platform 200 for allowing the transfer or exchange of cash, commodities (such as 

gold, silver, etc.), or other valuables, between members ( or non-members) in a mobile 

environment, may be used according to the present invention. This platform 200 is also referred 

to herein as "the platform 200," "PayGeo service," or "PayGeo platform 200." As it will be 

described later in greater detail, the platform 200 selectively communicates with a plurality of 

users, such as the registered users 105, 110, non-registered users 145, other users, institutional 

users, banking or financial institutions, or brokerage institutions 150, government institutions 

160, and vendors/marketers 170, and allows them to selectively communicate amongst each 

other and with the platform 200 (FIG. 2), via, for example a plurality of corresponding interface 

systems 140. As used herein, the term "user" may contextually refer to any one of the foregoing 

users. 

[00131] Referring now to FIG. 2, it further illustrates the mobile transaction platform 200, along 

with its operating environment. More specifically, the mobile transaction platform 200 generally 

includes at least one local transfer site 210 that may be connected to other mobile transaction 

platforms 250 via a local, centralized, or decentralized network 255. The mobile transaction 

platform 200 further includes a plurality of local, centralized, or networked servers 256 and 

databases 257 that are interconnected via a network 260. 

[00132] The mobile transaction platform 200 also includes a plurality of interfaces that enable 

access to the local transfer site 210. As used herein, the term "interface" includes a hardware, a 

software, a service, and/or a computer program product that is typically embedded within, or 

installed on a computer, a server, or otherwise a dedicated auxiliary device. Alternatively, the 

interface can be saved on a removable storage medium such as a diskette, a CD, a DVD, a hard 

drive, or another known or available memory device. 

[00133] In a preferred embodiment illustrated in FIG. 2, the mobile transaction platform 200 

includes a plurality ofrepresentative user station interfaces 205 that enable the user stations 105, 

110 to access the local transfer site 210; a plurality of broadcasters' interfaces 215 that enable the 

broadcasters ( or broadcasting stations) 120 to access the local transfer site 21 O; a plurality of 

advertisers' interfaces 225 that enable the advertisers 125 to access the local transfer site 210; a 
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plurality of marketers' interfaces 235 that enable the marketers 135 to access the local transfer 

site 21 0; and a plurality of payment interlaces 240 that enable access to the payment centers 141 

and ATMs 480 (FIG. 1), either directly or through the local transfer site 210. 

[00134] Referring now to FIG. 3, it comprises FIGS. 3A-3K, and represents a flowchart 300 

(FIG. 3A) and associated exemplary screen shots (FIGS. 3B-3K), that illustrate a method 300 of 

setting up and activating a user mobile device (or station) 105, for use with the mobile 

transaction platform 200 of FIGS. 1 and 2. 

[00135] A user using a mobile station or device, e.g., 105, starts the process 300, at step 302 of 

FIG. 3A, by logging in to the local (PayGeo) transfer site 210, and downloading a mobile 

application (PayGeo application) 320 (FIG. 3B) to the mobile device 105. The user may then 

start, at step 304 of FIG. 3A and its corresponding screen shot of FIG. 3C, the PayGeo 

application 320, by setting up the desired security level or levels for the user station 105. 

[00136] In the embodiment illustrated in FIG. 3B, the user has the option to select at least one of 

four security levels. It should be clear that other security levels or measures are conceivable and 

possible according to the present invention. The first security level is set by entering a user­

selected password 322. The second security level is set by recording a voice recognition 

password, signature, or template 323, that identifies the user. The third security level is set by 

entering a user-selected fingerprint 324 that identifies the user. The fourth security level is set by 

providing a user DNA sample 325 for identification. The information collected or entered for 

these security levels may be stored in the user mobile station 105, and allows the user to access 

his/her account on PayGeo's local transfer site 210. 

[00137] FIGS. 3D and 3E further explain the details of the fourth security level. FIGS. 3D and 

3E illustrate a DNA molecular switch ( or DNA switch) 333 that collects the DNA sample 325 

from a DNA source, such as for example, a user's finger 326 (shown in dotted lines to indicate 

non-inclusion as part of the invention). The DNA molecular switch 333 generally includes a heat 

source 327 (FIG. 3D), a contact plate 328, and a DNA sample collection plate 330. 

[00138] In use, the heat source 327 generates a heat wave that travels toward the contact plate 

328 and the DNA source 326. In this exemplary embodiment, the heat source 327 is shown to 

include a power source 331, a heating element 332, and a heat diffuser 334. It should be 

understood that other heat sources can alternatively be used, such as light emitting diodes 
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(LEDs), etc., that generate sufficient heat to extract the DNA sample 325 from the DNA source 

326. 

[00139] As the heat wave reaches the DNA source contact plate 328, it forces the extraction of 

DNA molecules and the binding on a carbon nanotube or polymer 381, which in turn is heated in 

a micro "denaturation" process to duplicate and form on the second nanocarbon tube or polymer 

382. In the initial setting stage, and while the switch is being "programmed" the secondary 

current heat source 384 is turned OFF, and the DNA random molecules will stick tightly, 

reforming a double-stranded DNA 383 that only complementary strands can come together. This 

process is called "annealing" or "hybridization" with a very specific current measured value (a 

closed passing current). The resulting value is stored on the receptor as part of switch circuitry 

333. 

[00140] Subsequent use of the switch will not necessitate a secondary heat source, therefore 

"annealing" or "hybridization" is not performed on the second test sample. The second DNA 

sample 325 is extracted with a heat source 335 and binds on a new temporary nanocarbon tube or 

polymer 380. This nanocarbon tube or polymer 380 is then subjected to a current generated by 

the power source 384 that results a specific value that may match the original stored current 

value and the switch is closed, or may result in a different current value which indicates a 

different sample origin. 

[00141] The completion of the setup steps 302 and 304 and the entry of other user-specific 

information, enable the user to log in to his/her account on PayGeo' s local transfer site 210, at 

step 306 of FIG. 3A. Once the user is ready to login to his/her account, the user selects the 

preferred identification security levels that were previously set up at step 304. In the example 

illustrated in FIG. 3F, the user has selected to access his/her account by entering his/her 

password 340, and then pressing the "Go To My Wallet" function 342. 

[00142] Once the user is logged in to his/her PayGeo account, he/she is able to change his/her 

password 344 or to contact PayGeo' s customer ( or technical) support 346 (FIG. 3G). 

Alternatively, or in addition to the first security level (e.g., password), the user may elect to enter 

alternative or additional security levels as illustrated in FIG. 3H, such as a thumb print 348 or a 

voice print 350. 
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[00143] As illustrated at step 308 and the corresponding FIG. 31, the user may enter various 

account information that would otherwise be conventional available on cards and carried by the 

user in his wallet or her purse, or stored on his/her computer. For example purpose only, and 

without intent to limit the types of information inputted by the user, the user may enter different 

financial institutions, such as bank cards, credit cards, and debit cards, and to set spending limits 

therefor. The user may choose to manually enter the information, or to scan a photo ID ( e.g., 

driver's license) 352, credit cards, ATM cards, point accumulating cards, health, car, and home 

insurance cards, etc. The entered items or information may then be securely stored on the user 

mobile device 105 and/or the mobile transaction platform 200. 

[00144] As further illustrated at step 310, the user also may continue his/her PayGeo account 

creation and complete the set up process by opening an account that can be created with a zero 

( or a minimal) balance, which can be readily replenished by various methods, as it will be 

explained later in greater detail in connection with FIG. 3J. 

[00145] Upon proper login, the user mobile station 105 provides the user with a function 

selection screen 3 77 (FIG. 3J), which allows the user to select at least of several functions that 

are supported by the mobile transaction platform 200. In this exemplary illustration, the user 

mobile station 105 enables the following six functions: 

[00146] A PAY function 405, which will be further detailed in connection with FIG. 4. 

[00147] A VIEW-LOAD COUPONS function 505, which will be further detailed in 

connection with FIG. 5. 

[00148] A SCAN ITEMS function 605, which will be further detailed in connection with 

FIG. 6. 

[00149] A DEPOSIT function 705, which will be further detailed in connection with FIG. 7. 

[00150] A LEND-BORROW function 805, which will be further detailed in connection with 

FIG. 8. 

[00151] A WRITE CHECK function 905, which will be further detailed in connection with 

FIG. 9. 

[00152] With further reference to FIG. 3K, it is a schematic illustration of the exemplary user 

station 105 along with its operating environment. As explained earlier, the user mobile station 
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105 communicates with the mobile transaction platform 200 via the network 101. The user 

station 105 can be a standalone device, such as a mobile phone, tablet, or computer, or it can be 

used with other auxiliary devices, such as an external speaker 355, a GPS receiver 356, a 

microphone 357, a cellular (mobile or satellite) phone 358, or any other available compatible 

device 360. The user mobile station 105 may also various signals, including video, audio, and/or 

data signals over an nG communication network (e.g., 3G, 4G, etc.) 362, WIFI or other digital 

broadcast signals 364, or analogue broadcast signals 365 that are digitized by means of an 

analogue-to-digital converter 370. 

[00153] FIG. 4 comprises FIGS. 4A-4P, and represents a process 400 (FIG. 4A) and associated 

exemplary screen shots (FIGS. 4B-4P) that illustrate a PAY function 405 (FIG. 3J), for enabling 

the user mobile device 105 to execute payments, using the mobile transaction platform 200 of 

FIGS. 1 and 2. 

[00154] A user using a mobile station or device, e.g., 105, starts the process 400, at step 402 of 

FIG. 4A, by logging in to his/her PayGeo user account, using any one or more security levels, as 

preset by the user in the activation process that was explained earlier in connection with FIG. 3. 

The user may then, at step 404 of FIG. 4A, initialize the PAY application 420 of FIG. 4B, by 

selecting the PAY function 405 of the function selection screen 3 77 (FIG. 3J). 

[00155] At step 406, the PAY application 420 provides the user with a means of identifying the 

target payee and the desired payment method. As an example, the target payee may be the user's 

own PayGeo account or another account at another institution. With further reference to FIG. 4B, 

the target payee may be another registered PayGeo member (or registered institution) 422, a 

contact from the user's phone list ( or address book) 424, a user of a network such as a social 

network 426, and/or a non-registered person or institution 428. 

[00156] The user may also make a payment using other available or suitable methods. For 

example, the user may make a payment directly in a desired cash (national or foreign currency), 

a commodity, or a coupon to a person, a cashier, a booth, or an institution. The PAY application 

420 may also enable the user to make a payment to a third party, using a legal tender that is 

defined by PayGeo and that corresponds to, and that is equivalent to the balance ( or 

replenishment) in the user's PayGeo's account. Alternatively, the user may make a payment to a 

third party, using credit ( or loan) that is extended to this particular user by PayGeo service. 
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[00157] More specifically, and with further reference to FIG. 4C, the PAY application 420 

enables the user to make a payment with PayGeo points that accumulated based on the user's use 

of the PayGeo service ( 430), or points that were transferred to the user from another member's 

(or non-member's) account (432). Alternatively, the user may make a payment using a credit 

card 434, a PayGeo legal tender 436, or in cash ( or commodity) 438. The PAY application 420 

further allows the user to write a check 432 (FIG. 4B), as it will be explained later in more detail, 

in connection with FIG. 9. 

[00158] FIGS. 4D, 4E, 4F, and 4G illustrate four exemplary organizers 440, 450, 460, and 470, 

respectively, which are provided on the user mobile station 105 by PayGeo service on the mobile 

transaction platform 200. These organizers provide financial organization and support to the 

user, and assist the user is selecting the financial accounts from which the payment is to be made 

( or received) and the amount of payment to be made from ( or received by) each financial 

account. It should be clearly understood that these organizers are shown for illustration purpose 

only and that other organizers are anticipated by the present invention. 

[00159] More specifically, the organizer 440 of FIG. 4D provides the user with the option and 

ability to make a payment using the credit card 434, the PayGeo legal tender 436, or cash (or 

commodity) 438. The organizer 440 further allows the user to write a check 432 (though not 

shown in this particular figure). The organizer 440 also provides a financial breakdown of the 

user's various receipts, payments, spending, and account balances. 

[00160] The organizer 450 of FIG. 4E further provides the user with the ability to prepare, fill 

out, and file tax forms 452, the ability to email the payments ( or to receive payments by email) 

454, and the ability to make payment directly with a directional swipe of a finger (referred to 

herein as Swipay or Swipay 456). With regard to the Swipay feature 456, once the user selects 

the payment ( or receipt) details, he/she swipes a finger in the direction of the arrow ( or in another 

direction). This Swipay motion enables the user to make a payment efficiently by sending the 

payment directly to the target payee's address or account. A "handshake" is prompted on the 

receiver end and the transaction is allowed to proceed ( e.g., online ). 

[00161] With regard to the organizer 460 of FIG. 4F, if the user determines that additional funds 

are needed, then he/she can make a direct deposit with PayGeo service by filling up My "virtual" 

Wallet 462 on PayGeo service. Additionally, the organizer 460 allows the user to make various 
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deposits, payments, and other functions, including the calculation of the user's balances in 

his/her accounts. 

[00162] The organizer 470 of FIG. 4G enables the user to scan or swipe the data 472 that is 

stored on a magnetic (or other) strip of, for example, a credit card or an identification card. The 

organizer 470 further enables the user to perform other functions such as to setup his/her ID, or 

to enter information related to the user's account, such as the frequent flyer account 474, etc., for 

future use or processing. 

[00163] Upon completion of the identification of the target payee and the payment method, at 

step 406 of FIG. 4A, the user mobile station 105 enables the user to make the actual payment at 

step 408 of FIG. 4A and the corresponding FIGS. 4H-4J. FIG. 4H illustrates the situation where 

a user wishes to make a direct cash payment to, for example, a cash register, a toll both, or any 

other payment processing center 476. The user may make the payment with the Swipay function 

456 enables the user to connect wirelessly to the payment processing center (i.e., cash register) 

476 and to automatically effect a direct transfer of funds from the user's PayGeo account on the 

mobile transaction platform 200, to the cash register 476 with a single swipe of a finger. 

[00164] It should be understood that, in order to prevent a non-authorized transfer, the Swipay 

function 456 may be provided with o security level that authenticates the authorized user prior to 

effect the transfer of funds. For example, the Swipay function 456 may scan the user's 

fingerprint or DNA, before allowing the transfer of funds. 

[00165] Another feature of the PAY function screen of FIG. 4H is that it enables the user 

mobile station 105 to generate a scannable code 477. The scannable code 477 can be scanned by 

a scanner 478 at the locale of the payment (such as a shopping center), in order to effect the 

automatic transfer of the funds from one or more payments methods that have been authorized 

by the user at step 406. 

[00166] The user may scan the desired items, save the scan on the user mobile station 105, and 

proceed to pay for the items using the user mobile station 105 and the PayGeo service. When the 

shopping total has been tabulated or calculated at checkout, the user can convert, from his/her 

PayGeo account, the exact amount into a bar code that can be scanned by the cashier, in order to 

credit the vendors' accounts. This barcode represents actual money that is debited from the 

user's PayGeo account. The user has the option of using various credit cards, debit cards or 
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direct withdrawals from accounts that are setup on the user mobile station 105. The PayGeo 

service may charge a processing fee for each or selected transaction using this service. The user 

mobile station 105 allows scanners that compatible with the Swipay function 456 (described 

herein) to synchronize with the user mobile station 105 to effect financial transactions, in lieu of 

generating a barcode. 

[00167] For vendors or users who have the PayGeo software installed on their receiver stations, 

the sender mobile device 105 will recognize the presence of these receiver stations, and allows a 

prompt to confirm the identifications of the vendors or users (similarly to a WIFI prompt). Once 

a receiver station is confirmed, the sender mobile device 105 will allow the option of the 

transaction to continue seamlessly with higher speed and far less origination charges than other 

choices. For vendors who do not have the PayGeo software installed, a compatible code is 

generated from a list that has been compiled and stored by PayGeo. Once the proper connection 

is made between the sender and receiver stations and the compatibility is confirmed, a code is 

generated by the PayGeo application ( or server). This code may be scanned or entered manually 

and will automatically deduct the amount of money agreed upon from the user's PayGeo account 

and deposit it on the vendor's side to an account of the vendors' choice. 

[00168] Another important feature of the present invention is the ability of the user mobile 

station 105 to communicate with an automatic banking user interface (system or dispenser), such 

an automated teller machine (ATM) 480 (FIG. 41). To this end, the user selects the target payee 

481 (including himself) on the user mobile station 105, and further enters the payment amount 

483. The user then has more than one option to withdraw cash from the ATM 480 or to make a 

payment to a third party. 

[00169] One exemplary option would be to use the Swipay function 456, as explained above, in 

order to establish direct communication with the ATM 480. The Swipay function 456 may 

prepare the login information, such as the user's password to the ATM 480, in advance, and 

transmit the information wirelessly ( or via wire, if needed for a specific application), to the ATM 

480. The user then withdraws the funds from a cash withdrawal window 484. 

[00170] Alternatively, upon entry of the target payee 481 and the payment amount 483, the user 

may instruct the user mobile station 105 to generate a scannable code 477 that contains all the 
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relevant financial and login information for the transaction. The code 477 may then be scanned 

and recognized by an ATM code scanner 482 for cash withdrawal. 

[00171] Considering as an example, that the user is a PayGeo registered user and that he/she 

wishes to make a cash payment to another person who is not a PayGeo registered user and who 

does not have an account with the financial institution operating the ATM. The user may then 

elect to use the Swipay function 465 to transfer (e.g., either by Blue Tooth or by email) the 

scannable code 477 to the payee's mobile phone with a previously downloaded PayGeo 

application. The payee may then scan the code 477 at the ATM code scanner 482, and the cash is 

now available for withdrawal, deposit, forwarding, etc., by the payee. Once this transaction is 

effected, the ATM 480 generates a cancel order instruction to the payee's mobile phone, in order 

to prevent unauthorized duplications of the payment or the user's information. Alternatively (or 

additionally for added security), the ATM 480 can generate an internal cancel order instruction, 

including the payment identification number, to prevent the duplication of the payment. 

[00172] It should be understood that the ATM 480 is used herein to illustrate the capability of 

the present invention and is in no way intended to limit the scope of the present invention. 

Rather, the ATM 480 is a representative illustration of numerous application, including for 

instance, medical applications, wherein a patient's user mobile station I 05 transmits the user's 

medical information to a data collection unit, such as an X-Ray machine control unit for 

confirming the identity of the patient and/or for making direct payments as medical services (or 

other services or products) are being rendered. 

[00173] Referring now to FIG. 4J, it illustrates the ability of the mobile transaction platform 200 

and the user mobile station I 05 to effect payments in foreign currency or denominations. As an 

example, if the user were travelling overseas and wishes to make a payment in a different 

denomination than his home, or default denomination, then the PayGeo service provides an on­

the-spot conversion rate and converts the funds to the desired denomination, thus making the 

payment with the desired denomination 490. It should be understood that the same or similar 

concept could be used to transfer or exchange commodities between users of the PayGeo service. 

[00174] Upon completion of the payment by the user at step 408, the recipient can either accept 

or reject the payment at step 410, and as further illustrated in the corresponding FIGS. 4K-4P. 

FIG. 4K illustrates a recipient's screen 490 that illustrates the originating user/payor including 
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the amount to be paid 491. The recipient's screen 490 further provides the recipient with the 

option to accept the transfer by selecting the Accept function 492. The acceptance of the transfer 

is forwarded to the user mobile station 105 in order to complete the transaction. 

[00175] Alternatively, the recipient's screen 490 provides the recipient with the option to 

decline the transfer by selecting the Decline function 493. The decline of the transfer is 

forwarded to the user mobile station 105 to cancel the transfer. 

[00176] The recipient's screen 490 also provides the recipient with the option to log in to his/her 

PayGeo account 494, or to open a PayGeo account 495. The recipient's screen 490 also enables 

the recipient to delay his/her decision to a later time regarding the fund transfer 496. 

[00177] With reference to FIG. 4L, and once the acceptance of the transfer is automatically or 

manually acknowledged by the user mobile station 105, the user mobile station 105 sends a 

confirmation (or permission) signal to the recipient's mobile station and (optionally 

automatically) changes the recipient's mobile screen to another screen 497 that allows the 

recipient to dispose of the transferred funds. 

[00178] For illustration purpose only, once the recipient accepts the fund transfer (FIG. 4K), 

he/she needs to dispose of the transferred fund. To this end, the screen 497 provides the recipient 

with several options, among which are the following: to keep the fund in the user's PayGeo 

account 463; to send the fund to a default account 464, which has been preset and preselected on 

the recipient's mobile device; to send the fund to the recipient's account at either PayGeo or at a 

financial institution 465; to forward the fund, in part or in full, to one or more contacts 466; to 

remind the recipient to delay his/her decision for the disposition of the fund 467; and to write a 

check 468, as it will be explained later in greater detail in connection with FIG. 9. 

[00179] FIG. 4M complements FIG. 4L and illustrates additional options that are available to 

the recipient, as exemplified by screen 498. The recipient can accept the fund 441 and then 

generate a scannable code 442, 477. As further illustrated and described earlier in connection 

with FIG. 41, the recipient can scan the code 477 and retrieve cash 444 (a check or another legal 

tender) from the ATM 480. 

[00180] FIG. 4N also complements FIG. 4L and illustrates more options that are available to the 

recipient, as exemplified by screen 499. The recipient is now given the option to deposit the 
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transferred fund to his/her ATM account. The recipient logs in to his/her PayGeo account or 

opens a new PayGeo account. PayGeo service then generates a new scannable transaction code 

( or account code) 485 on the user mobile station I 05, using the "Generate Scan Code" function 

486. The recipient requests his/her mobile station to generate a scannable code 485. The 

transaction code 485 is scanned by the ATM 480, and the transfer is deposited in the recipient's 

account. The ATM 480 generates a confirmation receipt, acknowledging the deposit of the fund. 

[00181] More specifically, the ATM 480 may recognize the transaction code 485 generated by 

the PayGeo software on the user mobile station 105. This transaction code 485 includes data that 

reflects the financial transaction, i.e., cash deposit, withdrawal, transfer, etc., the transaction 

amount, i.e., $1,000, which can be entered manually, using for example, a popup numeral (or 

regular) keyboard 487. The transaction code 485 is scanned to the ATM 480 or manually entered 

on the ATM 480. 

[00182] As illustrated in FIG. 40, a reverse code generation is also possible where an ATM 

transaction code 488 is generated by the ATM (480) network and scanned by, or manually 

entered on the user mobile station I 05 (by means of a popup keyboard 487). In the illustrations 

of FIGS. 4N and 40, a validation and consolidation of all accounts involved is done through the 

PayGeo software. This software may be embedded on the local operating ATM (480) level or 

through cloud or wireless connection trough master server(s) using encrypted transmission. 

[00183] With further reference to FIG. 4P, a PayGeo user may deposit cash at an ATM in 

someone else's account using the "GENERATE SCAN CODE" function 486 (FIG. 4N) from 

userl to user2. The PayGeo service generates a scannable deposit code 477 which is sent to, and 

appears on the mobile device of user2 as screen shot 489. In turn, upon request by user2, the user 

mobile station of user2 generates a confirmation code 477R and sends it to user 1, in order to 

enable userl to effect the deposit on the ATM. The confirmation code 477R is scanned on the 

ATM or manually entered, and will appropriate the deposit to user2 account. A reverse code 

generation is also possible where user2 can request a "DEPOSIT CODE" from an ATM in 

different local to be used by user I. The deposit code then appears on the mobile device and 

maybe sent to user I for use on a different ATM. That code is generated by the ATM network 

and may be scanned or manually entered on the mobile device. In both cases a validation and 

consolidation of all accounts involved is done through PayGeo software. 
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[00184] The screen 499 of FIG. 4N can be similarly used to enable a user to deposit funds in 

his/her ATM account using the user mobile station 105. To this end, the user selects the PayGeo 

account from which to withdraw the fund, generate a scannable code 442, 447, and then effect 

the fund transfer from the PayGeo account to the ATM account following the method described 

earlier in connection with FIG. 41. 

[00185] The user can also use the PayGeo service to make an exchange or refund. Since all the 

receipts and barcodes are stored in the user mobile station memory, the user will no longer need 

to carry paper receipts, and thus may present the items returned with a related barcode item 

number generated by the user mobile station 105, showing the details and purchase price. 

[00186] Money can be transferred between one or more users of the user mobile stations 105, 

which transfer can be done when the users are in close proximity to each other, with a 

"handshake" secure transfer. The users can also exchange money from global distances using 

user mobile stations 105 that are connected, for example, via the mobile transaction platform 

200. 

[00187] FIG. 5 comprises FIGS. 5A-5I, and represents a flowchart 500 (FIG. SA) and 

associated exemplary screen shots (FIGS. 5B-5I) that illustrate a COUPONS function 505 (FIG. 

3J) for enabling the user mobile device 105 to retrieve and claim coupons, using the mobile 

transaction platform 200 of FIGS. 1 and 2. The COUPONS function may include a GOOD 

DEAL function 510 (FIG. SB). 

[00188] A user using a mobile station or device, e.g., 105, starts the process 500, at step 502 of 

FIG. SA, by logging in to his or her PayGeo user account, using any one or more security levels, 

as preset by the user in the activation process that was explained earlier in connection with FIG. 

3. The user may then, at step 504 of FIG. SA, initialize the COUPONS/GOOD DEAL 

application 510 of FIG. SB, by selecting the COUPONS/GOOD DEAL function 505 of the 

function selection screen 377 (FIG. 3J). 

[00189] At step 506, the VIEW-LOAD COUPONS/GOOD DEAL application 510 (FIG. SB) 

provides the user with a means of identifying and searching for products, services, coupons, or 

commodities of interest ( collectively referred to herein as "products"). When the user selects the 

"VIEW-LOAD COUPONS/GOOD DEAL" function 505, the mobile user device 105 uploads 

the GOOD DEAL application 510 and optionally automatically shows a map 511 (FIG. SC) that 
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shows various "good deals" on products that are available to the user in proximity to the user's 

location, as hyperlink colored icons. It should be clear that the user may change the coordinates 

(i.e., country, state, province, county, city) of interest, which enables the user to either search for, 

retrieve, or scan the products of interest. 

[00190] FIG. SD provides the user with search fields 512, 513 that allow the user with the 

option to search by, for example, a company name, a product category, and/or a coupon of 

interest. In response to the user's inquiry, the user mobile station 105 provides the user with the 

search result and access to the resulting products. In addition, the user has the ability to search 

newspapers, magazines, the Internet, TV commercials, radio commercials, etc. In other terms, 

the PayGeo service is not limited to paper coupons, but also includes digital coupons. 

[00191] FIG. SE, allows the user to access and login to the vendor's web site (514). In addition 

to retrieving the advertisements posted by third party vendors, the user has the ability to post 

his/her own advertisement or comment on PayGeo' s mobile transaction platform 200, and to 

make the same available to other users (members or non members, with priority to members). 

[00192] At step 508 of FIG. SA, and as further illustrated in FIG. SF, the user mobile station 

105 displays the selected product of interest 515, as well as associated useful information, such 

as the promotion code 516, and promotion terms 517, and the promotion coupon 518 or 

scannable code 519 (that is scannable by a register as described earlier in connection with 

scannable code 477). Alternatively, the user mobile station 105 allows the user to select coupons 

by product category, such as restaurant, clothing, bookstore, electronics, etc. 520. 

[00193] With reference to FIG. SH, upon downloading the desired coupon 521 to the user 

mobile station 105, the user has the option to scan 522 a physical coupon ( or transfer or 

download a digital coupon) 521 the coupon information (or bar code) 523, along with the bar 

code 524 of the product of interest to the user mobile station 105. The user mobile station 105 

then automatically calculates the remaining balance 525 after the coupon amount has been 

deducted (and local tax calculated where appropriate). The user can then pay the balance (526) 

automatically by using the "PAY" function as described earlier. Other payment methods or 

options may alternatively be selected by the user. 

[00194] Alternatively, if the user does not wish to make a purchase, he/she has the ability to 

store the coupon 521 on the user mobile station 105 on the mobile transaction platform 200 for 
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later recall and use (FIG. 51). In one embodiment, the downloaded coupons, advertisements, or 

commercials are stored based on keywords or categories. 

[00195] In addition to downloading the coupon ad 521 from third parties, PayGeo Service can 

generate its own coupons, discounts, prepaid cards, and cash cards. For example, PayGeo can 

make special, lucrative deals with vendors and can make these deals available to its users, 

worldwide. PayGeo' s prepaid cards that are downloaded or scanned on the user mobile station 

105 can be used, for example, at specific stores that honor PayGeo' s credit to make purchases. 

PayGeo' s cash cards that are similarly downloaded on the user mobile station 105 can be used as 

cash alternative. 

[00196] FIG. 6 comprises FIGS. 6A-6B, and represents a flowchart 600 (FIG. 6A) and 

associated exemplary screen shot (FIG. 6B) that illustrate a SCAN function 605 (FIG. 3J) for 

enabling the user mobile device 105 to input financial information, using the mobile transaction 

platform 200 of FIGS. 1 and 2. 

[00197] A user using a mobile station or device, e.g., 105, starts the process 600, at step 602 of 

FIG. 6A, by logging in to his or her PayGeo user account, using any one or more security levels, 

as preset by the user in the activation process that was explained earlier in connection with FIG. 

3. The user may then, at step 604 of FIG. 6A, initialize the SCAN application, as illustrated by 

screen shot 610 of FIG. 6B, by selecting the SCAN function 605 of the function selection screen 

377 (FIG. 3J). 

[00198] At step 606, the SCAN application 610 (FIG. 6B) provides the user with a means of 

inputting the user's and his/her contacts' financial information. When the user selects the SCAN 

function 605, the mobile user device 105 uploads the SCAN application 610 and automatically 

displays at least one of the five scanning options 611, 612, 613, 614, 615 that are shown in FIG. 

SB. It should be understood that, as a default, the user mobile station 105 can be programmed to 

display one or more scanning options, and that additional scanning are available to the user. 

[00199] At step 608, the user uploads the selected information from the desired medium. The 

first exemplary scanning option is the "Enter Check Info" option 611, which enables the user to 

enter financial information from the check 620 by scanning ( or taking a photo) of the check 620. 

The user mobile station 105 then performs optical character reading (OCR) on the captured 

image of the check 620, to retrieve the desired financial information. This financial information 
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includes, for example, the payor's name and address, the payee's name (and possibly the payee's 

address and additional identification), the number, date and amount of the check 620, the bank's 

name and address, and the memo information identifying the purpose of the check 620. Other 

relevant information may also be retrieved or optionally associated/hyperlinked to or from the 

user's address book or from PayGeo service. 

[00200] The user mobile station 105 may, automatically, proceed to the next step of scanning 

the bank information, or the entry of such information may be selected manually by the user 612, 

as described earlier in connection with the entry of the check information 611. The bank account 

information includes such information as the bank routing number 622 and/or the bank account 

number 623. 

[00201] The "Enter Credit Card" scan function 613 of FIG. 6B enables the user to scan his/her 

credit cards or identification card, for example 625 of FIG. 6B, or 473 of FIG. 4G, by either 

capturing a picture of the credit card or ID 625 or by using a scanner 472 (FIG. 4G). 

[00202] The "Prepaid PayGeo Card" scan function 614 of FIG. 6B enables the user to enter, 

scan, or otherwise capture the information on a prepaid PayGeo cash card ( or telephone card, or 

any other magnetically or electronically encoded card, chip, or medium) 626, as described 

herein. 

[00203] The "eCoupon" scan function 615 of FIG. 6B enables the user to enter, scan, or 

otherwise capture the information on a physical or electronic coupon 627. The user mobile 

station 105 can read various barcode types from mobile advertisements and save them for later 

use. The user has the options to store coupons under various accounts and to recall them, as 

needed, when making live or online purchases. The PayGeo service may charge a processing fee 

for the use of this service. 

[00204] FIG. 7 comprises FIGS. 7 A-71, and represents a flowchart 700 (FIG. 7 A) and 

associated exemplary screen shots (FIGS. 7B-71) that illustrate a DEPOSIT function 705 (FIG. 

3J) for enabling the user mobile device 105 to input financial information, using the mobile 

transaction platform 200 of FIGS. 1 and 2. 

[00205] A user using a mobile station or device, e.g., 105, starts the process 700, at step 702 of 

FIG. 7 A, by logging in to his or her PayGeo user account, using any one or more security levels, 
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as preset by the user in the activation process that was explained earlier in connection with FIG. 

3. The user may then, at step 704 of FIG. 7A, initialize the DEPOSIT application, as illustrated 

by the exemplary screen shots of FIGS. 7B-71, by selecting the DEPOSIT function 705 of the 

function selection screen 377 (FIG. 3J). 

[00206] At step 706, the DEPOSIT function 705 provides the user with a means of making 

various deposits of funds or commodities to the benefit of third parties, himself, or a financial 

institution, using the mobile transaction platform 200 of FIGS. 1 and 2. At step 708, the user 

selects and uploads the desired DEPOSIT application of interest. As an example, if the user 

selects to deposit or replenish his/her PayGeo account (or a third party's account) either 

manually or by scanning a check 620, he/she can do so as described earlier in connection with 

the "SCAN Enter Check Info" application 611 of FIG. 6B, as shown by the screen shot 711 of 

FIG. 7B. The user can use his/her checking account as a default payment method 730 to make 

subsequent transfers, such as wire transfers (FIG. 7C). 

[00207] Once the users deposit in his/her PayGeo account dropped below a predetermined 

minimum balance, such as $50, the user is able to replenish his/her account by entering a 

different user account 731 at a third party financial institution, such as a bank, and by specifying 

the amount of deposit/transfer 732 (FIG. 7D). 

[00208] Similarly, if the user selects to deposit or replenish his/her PayGeo account ( or a third 

party's account) either manually or by scanning a check 620, he/she can do so as described 

earlier in connection with the "SCAN Enter Bank Account" application 612 of FIG. 6B, as 

shown by the screen shot 712 of FIG. 7E. 

[00209] If the user selects to deposit or replenish his/her PayGeo account ( or a third party's 

account) either manually or by scanning a credit card 625, he/she can do so as described earlier 

in connection with the "SCAN Enter Credit Card" application 613 of FIG. 6B, as shown by the 

screen shot 713 of FIG. 7F. 

[00210] If the user selects to deposit or replenish his/her PayGeo account ( or a third party's 

account) either manually or by scanning a prepaid PayGeo Card 626, he/she can do so as 

described earlier in connection with the "SCAN Prepaid PayGeo Card" application 614 of FIG. 

6B, as shown by the screen shot 714 of FIG. 7G. 
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[00211] If the user selects to deposit or replenish his/her PayGeo account ( or a third party's 

account) either manually or by scanning a promotional coupon (physical or digital) 627, he/she 

can do so as described earlier in connection with the "SCAN eCoupon" application 615 of FIG. 

6B, as shown by the screen shot 715 of FIG. 7H. 

[00212] FIG. 71 illustrates a transfer from the user to a payee, John Doe 2, who may or may not 

be a PayGeo user, using a social network 733, such as Facebook, Twitter, eBay, myspace.com, 

or a similar network. Alternatively, the user may make a direct transfer or deposit to the payee, 

using the payee's contact information such as a telephone number 735, from the user's address 

book. 

[00213] FIG. 8 comprises FIGS. 8A-8E, and represents a flowchart 800 and associated 

exemplary screen shots (FIGS. 8B-8E), that illustrate a LEND/BORROW function 805 for 

enabling the user mobile device 105 to lend funds to other users or financial institutions, or to 

borrow funds from other users or financial institutions, using the mobile transaction platform of 

FIGS. 1 and 2. 

[00214] The user of the mobile station or device 105 starts the process 800, at step 802 of FIG. 

8A, by logging in to his or her PayGeo user account, using any one or more security levels, as 

preset by the user in the activation process that was explained earlier in connection with FIG. 3. 

The user may then, at step 804 of FIG. 8A, initialize the LEND/BORROW application, as 

illustrated by screen shot 810 of FIG. 8B, by selecting the LEND/BORROW function 805 of the 

function selection screen 377 (FIG. 3J). 

[00215] At step 806, when the user selects the LEND/BORROW function 805, the mobile user 

device 105 automatically uploads a screen that allows the user to select the desired action, either 

to lend funds, or the LEND application 810 (FIG. 8B), or the BORROW application 850 (FIG. 

8E). The LEND application 810 provides the user with the detailed financial information ( or 

terms) for lending funds or commodities to another PayGeo registered member, a non-member, 

or to an institution, while The BORROW application 850 provides the user with generally 

similar detailed financial terms for borrowing funds or commodities from another PayGeo 

registered member, a non-member, or to an institution. 
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[00216] At step 808 of FIG. 8A, the user (or the lender) completes the loan terms and sends 

them to the borrower using the user mobile station 105. The user ( or the lender) then awaits the 

borrower's acceptance of the loan terms (or counter-offer). 

[00217] The LEND application 810 (FIG. 8B) enables a PayGeo user to lend funds or 

commodities from one or more accounts or sources 811, such as the user's credit card, bank 

account, PayGeo account, or any other suitable or available account, to a borrower. The borrower 

may or may not be a PayGeo member. The user enters the desired financial information, such as 

the loan amount (i.e., $100) and the borrower's name, i.e., John Doe, and the user mobile station 

105 retrieves other financial data related to this specific borrower from either the user mobile 

station 105 or the mobile transaction platform 200 (as a service provided by the mobile 

transaction platform 200, referred to herein as PayGeo or PayGeo service). The user mobile 

station 105 may propose reasonable lending terms to the user, giving the user the opportunity to 

revise the terms, as appropriate under the circumstances. The loan terms include, for instance, the 

payback date, i.e., 2 months, the interest rate, the monthly payment (including automatic 

withdrawal from the borrower's account), and the payment method, i.e., from a PayGeo account 

or from a different account belonging to the borrower. 

[00218] The proposed payment method is further illustrated in FIG. 8C, as screen shot 815. In 

this particular example, the interest rate is set to 0% with the understanding that a different rate 

can also be selected. The monthly payment is calculated by the user mobile station 105 or the 

PayGeo service and the user/lender can either dictate the terms of the automatic payment, such as 

by credit card, bank account, PayGeo account, etc. 820, or he/she might allow the borrower to 

decide on the method of payment. 

[00219] At step 810, the borrower reviews the lender's terms that are displayed on the 

borrower's user mobile station 105 or computer as screen shot 817 (FIG. 8D), awaiting the 

borrower's acceptance; rejection, or counter-offer. Communication between the lender and the 

borrower continues until such time as the terms are acceptable to both parties, and the borrower 

accepts the loan terms. The borrower's user mobile station 105 ( or PayGeo application that is 

downloaded to the borrower's computer), captures the lender's and borrower's signatures, and 

finalizes the loan agreement with the terms that have been agreed upon. The loan agreement 

becomes a legal document and is stored by the PayGeo service. PayGeo may also set the 
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automatic payment of the loan, as agreed upon, using the parties' signatures and other security 

information that is securely stored by the PayGeo service. In addition, the PayGeo service may 

trigger the automatic payment upon maturity and transfer the payment from the borrower to the 

lender pursuant to the loan agreement. Upon default, the PayGeo service may notify the parties 

in order to take corrective action. 

[00220] The BORROW application 850 (FIG. 8E) operates in a similar but reverse way as the 

LEND application 810 (FIG. 8B). 

[00221] FIG. 9 comprises FIGS. 9A-9C and represents a flowchart 900 and associated 

exemplary screen shots (FIGS. 9B-9C), that illustrate a CHECK function 905 for enabling the 

user mobile device 105 to write a check to other users, non-PayGeo members, or to financial 

institutions, using the mobile transaction platform 200 of FIGS. 1 and 2 

[00222] The user of the mobile station or device 105 starts the process 900, at step 902 of FIG. 

9A, by logging in to his or her PayGeo user account, using any one or more security levels, as 

preset by the user in the activation process that was explained earlier in connection with FIG. 3. 

The user may then, at step 904 of FIG. 9A, initialize the WRITE A CHECK application, as 

illustrated by screen shot 910 of FIG. 9B, by selecting the WRITE A CHECK function 905 of 

the function selection screen 377 (FIG. 3J). 

[00223] At step 906, the user enters or retrieves the desired information to write a check 620, 

such as the payee's name (and possibly the payee's address and additional identification), the 

number, date and amount of the check 620 (FIG. 9C), and the memo information identifying the 

purpose of the payment. The user then either prints the check 620 and mails it to the recipient, or 

electronically sends the check to the recipient with a digital signature that could be authenticated 

by the PayGeo Service. 

[00224] While four exemplary organizers 440, 450, 460, and 470, have been described earlier in 

connection with the PAY function 405 (FIGS. 4D, 4E, 4F, and 4G, respectively), the user mobile 

station 105 or the mobile transaction platform 200 can also provide additional organization 

functions to provide financial organization and support to the user. FIG. 10 comprises FIGS. 

l0A-l0D and represents exemplary screen shots 1001, 1002, 1003, 1004 that illustrate an 

ORGANIZE function for enabling the user to organize his/her financial sheets or statements and 

to file his/her tax returns, using the mobile transaction platform 200 of FIGS. 1 and 2. 
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[00225] The organizer 1001 of FIG. l0A enables the user to use the user mobile station 105 as a 

financial hub. The user starts by logging in and setting up his/her username and password, and by 

inputting, either manually, by swiping the magnetic cards (including credit cards, insurance 

cards, drivers license, etc.) as described herein, or by synchronizing the user station with the 

user's account on PayGeo' s server, or the user's computer. As a result, when the user wishes to 

use the information in other applications, including but not limited to those illustrated in FIG. 3J, 

the user mobile station 105 automatically retrieves the information entered in the financial hub or 

organizer 1001. As an example, if the user gets in a car accident, the user mobile station 105 

automatically retrieves the information related to the user's identification, driver license, and car 

insurance and connects to the mobile transaction platform 200, which in turn, generates a report 

to the insurance company and starts a step-by-step protocol to guide the user through the 

accident reporting process. 

[00226] By turning the user mobile station 105 into a financial hub for the user, the financial 

organizer 1002 further provides the user with the ability to organize and prepare tax forms and 

returns in various countries, as illustrated in FIG. l0B. The user selects the country of interest 

and the user mobile station 105 submits the user's request to the mobile transaction platform 200. 

In turn, the mobile transaction platform 200 contacts corresponding companies (that might be 

contracted with the PayGeo service), governmental entities or websites, to retrieve the desired 

tax forms. 

[00227] Once the tax forms are downloaded to the user mobile station 105 ( or the user's 

computer), the user mobile station 105 retrieves the related financial information that have been 

entered in various organizers, and prepares the tax forms, either in full or in part. Should 

additional information be required, the user mobile station 105 notifies the user to complete the 

tax forms. Once the tax forms are completed, the user instructs the user mobile station 105 to file 

the tax forms with the corresponding tax authorities, with a directional swipe of a finger, using 

the Swipay feature 456, as described earlier. 

[00228] The organizer 1003 of FIG. l0C enables the user, such as the head of a family, to set 

allowances for, or transfer coupons to each member of his/her family individually, with a single 

swipe of a finger, using the Swipmail feature 456, as described earlier. In this illustration, the 

swiping action sends the information regarding the coupons or allowance to family member 1, 
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allowing member I to receive the transfer and to dispose of it as member I sees fit. For instance, 

member I may deposit the transfer in his/her PayGeo account, as described herein. 

[00229] In addition to the transfer of allowances or coupons to the family members as described 

in connection with FIG. I 0C, the user is also able to transfer the points he/she accumulated by 

using the PayGeo service, using the point organizer I 004 of FIG. I OD (possible with the 

Swipmail function 456). These minute points (MPS), adding the total time that the application is 

used or turned ON, credit card promotional points (CCP) that are accumulated outside PayGeo 

can be used as alternative to cash. 

[00230] The present system provides numerous commercial advantages, some of which are 

listed herein. The present system provides a platform that enables members to transfer, receive, 

or otherwise exchange cash in various international denominations and commodities, such as 

precious metals (e.g., gold, silver, etc.), in a mobile highly secured telecommunications 

environment using DNA verification method. 

[00231] The present system is capable of delivering cash instantly between two or more users 

by allowing the exchange of secure transactions between system and cash dispensing machines 

(ATMs). 

[00232] The present system may be a banking institution or an entity holding escrow type 

accounts at various institutions. The users are allowed to become members by depositing money 

into the system by means of scanning, manual entry, credit cards, accumulated bonus points, 

promotional codes, direct ATM cash deposits, or from existing users' bank or institutions' 

accounts. 

[00233] The present system is expected to replace paper cash and coins. 

[00234] The present system will be used by various banking and financial institutions. Users' 

deposits may be kept in a "master" account or individual accounts at banks, private companies, 

public, or government institutions. The users may pay, receive, exchange, deposit, transfer, pay 

bills, exchange currency, retrieve cash, deposit cash and create accounts based on the mobile 

phone number or a system generated number ( or code). 

[00235] The present system is capable of tracking transaction amounts and prompting users to 

replenish accounts when transactions have exceeded the minimum allowed balance. 
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[00236] The users and vendors can download applications on their respective mobile application 

platforms or directly from a server or cloud. 

[00237] The present system is capable of generating codes that are readable by different scanner 

types and allow scanners compatibility with mobile devices and environment. 

[00238] The present system can charge users a certain fee that is based on: per transaction, 

transaction amount, additional service requested, commodity storage, commodity cash exchange 

fee. 

[00239] The present system is capable of saving rebate or discount coupons and receipts, while 

keeping track of points that accumulate for future use or redemption. 

[00240] It is to be understood that the specific embodiments of the invention that have been 

described are merely illustrative of certain application of the principle of the present invention. 

Numerous modifications may be made to the present system and method described herein 

without departing from the spirit and scope of the present invention. Moreover, while the present 

invention is described for illustration purpose in relation to the Internet or online 

communications, it should also be clear that the invention is applicable as well to transfers shared 

electronically over any type of electronic or wireless network. It should also be clear that the 

present invention, including the applicable software application, could be integrated with 

available devices or systems, such as, for example only, Apple Computer, Inc.'s iPhones, iPods, 

and iPads. 

SMRH:4849-8047-4357.l 37 Docket No. 56XR-264255-US6 



CLAIMS 

1. A system, comprising: 

memory storing program code associated with a service provided by a third-party entity to a 

plurality of members who register with the service provided by the third-party entity; and 

one or more hardware processors configured to execute the program code, the program 

code including: 

a first communication interface configured to communicate with a first device 

associated with a first financial institution on behalf of the plurality of members; 

a second communication interface configured to communicate with a second 

device associated with a second financial institution on behalf of the plurality of 

members; 

a third communication interface configured to communicate with a third device 

associated with the third-party entity; 

login interface code configured to request security credentials from a first member 

of the plurality of members before the first member can access the service, the first 

member having previously registered with the service; 

first interface code configured to assist the first member to register a set of one or 

more payment sources for a future transaction, the first interface code configured to assist 

the first member to register a first account associated with the first financial institution in 

the set of one or more payment sources, and configured to assist the first member to 

register a second account associated with the second financial institution in the set of one 

or more payment sources, the third-party entity being different than the first financial 

institution and different than the second financial institution; 

second interface code configured to enable the first member to select a payment 

function identifier from a set of function identifiers to navigate to a payment function, the 

payment function configured to assist the first member to request sending a payment 

amount to a non-registered payee; 

third interface code configured to enable the first member to input a payee 

identifier identifying the non-registered payee; 

fourth interface code configured to enable the first member to select a payment 

source identifier from a set of one or more payment source identifiers, the set of one or 
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more payment source identifiers identifying a particular set of one or more payment 

sources, the fourth interface code capable of presenting in the set of one or more payment 

source identifiers a first account identifier identifying the first account associated with the 

first financial institution, a second account identifier identifying the second account 

associated with the second financial institution, and a third-party account identifier 

identifying a third-party account associated with the third-party entity and belonging to 

the first member; 

fifth interface code configured to enable the first member to identify the payment 

amount to be transferred to the payee account; 

control code configured to select the first communication interface as a particular 

communication interface and to establish a communication link between the first 

communication interface and the first device associated with the first financial institution 

on behalf of the first member when the particular payment source is the first account 

associated with the first financial institution, configured to select the second 

communication interface as the particular communication interface and to establish a 

communication link between the second communication interface and the second device 

associated with the second financial institution on behalf of the first member when the 

particular payment source is the second account associated with the second financial 

institution, and configured to select the third communication interface as the particular 

communication interface and to establish a communication link between the third 

communication interface and the third device associated with the third-party entity when 

the particular payment source is the third-party account, configured to request electronic 

transfer of the payment amount from the particular payment source to a hold account for 

the non-registered payee using the selected particular communication interface, 

configured to enable the non-registered payee to register with the service as a second 

member of the plurality of members and create a payee account being a third-party 

account associated with the third-party entity and belonging to the second member of the 

plurality of members, and configured to transfer the payment amount from the hold 

account to the payee account; and 
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notification code configured to generate a notification indicating an electronic 

transfer to the second member, and configured to transmit the notification over a 

communication network to a computing device in real time. 

2. The system of claim 1, wherein the system is a mobile device, and the program code is an 

application on the mobile device. 

3. The system of claim 1, wherein the system is a server, and the program code is server 

code on the server. 

4. The system of claim 1, wherein the first account includes a credit card account, a debit 

card account, a bank account, a loan account, an international account, or a commodity account. 

5. The system of claim 1, wherein the payee identifier is a telephone number. 

6. The system of claim 1, wherein the payee identifier is a contact from an address book. 

7. A method, comprising: 

storing program code associated with a service provided by a third-party entity to a 

plurality of members who register with the service provided by the third-party entity, the 

program code including a first communication interface configured to communicate with a first 

device associated with a first financial institution on behalf of the plurality of members, 

including a second communication interface configured to communicate with a second device 

associated with a second financial institution on behalf of the plurality of members, and 

including a third communication interface configured to communicate with a third device 

associated with the third-party entity; 

presenting a login interface to request security credentials from a first member of the 

plurality of members before the first member can access the service, the first member having 

previously registered with the service; 

presenting a first interface to assist the first member to register a set of one or more 

payment sources for a future transaction, including to register a first account associated with the 

first financial institution in the set of one or more payment sources and to register a second 

account associated with the second financial institution in the set of one or more payment 
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sources, the third-party entity being different than the first financial institution and different than 

the second financial institution; 

presenting a second interface to enable the first member to select a payment function 

identifier from a set of function identifiers to navigate to a payment function, the payment 

function configured to assist the first member to request sending a payment amount to a non­

registered payee; 

presenting a third interface to enable the first member to select a payee identifier 

identifying the non-registered payee; 

presenting a fourth interface to enable the first member to select a payment source 

identifier from a set of one or more payment source identifiers, the set of one or more payment 

source identifiers identifying a particular set of one or more payment sources, the particular set 

of payment source identifiers capable of including a first account identifier identifying the first 

account associated with the first financial institution, a second account identifier identifying the 

second account associated with the second financial institution, and a third-party account 

identifier identifying a third-party account associated with the third-party entity and belonging to 

the first member; 

presenting a fifth interface to enable the first member to identify the payment amount to 

be transferred to the payee account; 

selecting the first communication interface as a particular communication interface and 

establishing a communication link between the first communication interface and the first device 

associated with the first financial institution on behalf of the first member when the particular 

payment source is the first account associated with the first financial institution; 

selecting the second communication interface as the particular communication interface 

and establishing a communication link between the second communication interface and the 

second device associated with the second financial institution on behalf of the first member when 

the particular payment source is the second account associated with the second financial 

institution; 

selecting the third communication interface as the particular communication interface and 

establishing a communication link between the third communication interface and the third 

device associated with the third-party entity when the particular payment source is the third-party 

account; 
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requesting electronic transfer of the payment amount from the particular payment source 

to a hold account for the non-registered payee using the selected particular communication 

interface; 

registering the non-registered payee with the service as a second member of the plurality 

of members and creating a payee account being a third-party account associated with the third­

party entity and belonging to the second member of the plurality of members; 

transferring the payment amount from the hold account to the payee account; 

generating a notification indicating an electronic transfer to the second member; and 

transmitting the notification over a communication network to a computing device in real 

time. 

8. The method of claim 7, wherein the method is performed by a mobile device executing 

an application on the mobile device. 

9. The method of claim 7, wherein the method is performed by a server executing server 

code on the server. 

10. The method of claim 7, wherein the first account includes a credit card account, a debit 

card account, a bank account, a loan account, an international account, or a commodity account. 

11. The method of claim 7, wherein the payee identifier is a telephone number. 

12. The method of claim 7, wherein the payee identifier is a contact from an address book. 
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ABSTRACT 

A system and associated method and service for providing a platform that enables members to 

transfer, receive, or otherwise exchange cash in various international denominations and 

commodities, such as precious metals (e.g., gold, silver, etc.), in a mobile highly secured 

telecommunications environment. The system is capable of delivering cash instantly between 

two or more users by allowing the exchange of secure transactions between system and cash 

dispensing machines (ATMs). Users may pay, receive, exchange, deposit, transfer, pay bills, 

exchange currency, retrieve cash, deposit cash and create accounts based on the mobile phone 

number or a system generated code. 
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