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ISSUE NOTIFICATION 
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Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include 
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Change(s) applied 

to document, 

/D.H.f / 
+/16/2012 [0054] In some embodiments, the input provided by the user is in the form of a 

hotkey, application, voice command, or movement of the mobile device. In these 

embodiments, the input automatically indicates that the transaction is authorized without 

needing to authenticate the user's identity further. U.S. Patent Application Serial No. 

----- to Grigg et al., entitled "Transaction Authorization System for a Mobile 

Commerce Device," and filed concurrently herewith, describes such a device, system, 

and method in greater detail and is hereby incorporated by reference in its entirety. 

[0055] The system receives security features for use with the authentication 

module, in some embodiments. For example, the security feature may be a usemame and 

password provided by the user and stored in the mobile device memory or on a server. 

Other examples of security features include facial images for use with facial recognition 

software, voice recordings for use with voice recognition software, iris images for use 

with iris scanning software, a bank of challenge questions and answers, a scanned 

fingerprint for use with fingerprint scanning software, or other features that are capable of 

authenticating the user's identity in conjunction with input from the user. 

[0056] In an embodiment, the system compares the input with the security feature 

for the user 308. For example, the system can compare the usemame and password 

entered by the user with a usemame and password previously stored by the user in the 

system to determine if the system is able to authenticate the user's identity. Similarly, the 

system could compare the facial scan with the saved image of the user's face, the voice 

sample with the saved voice recording, the response to the challenge question with the 

bank of challenge questions and answers previously saved by the user, the iris scan with 

the previously stored image of the user's iris, the fingerprint scan with the previously 

stored image of the user's fingerprint, or any other security feature capable of 

authenticating the user's identity. 

[0057] In some embodiments, the system determines whether the user's identity is 

authenticated based on the comparison 310. For example, if the input usemame and 

password match the saved usemame and password then the user's identity is 

authenticated. If, however, the user's identity is not authenticated based on the 

comparison of the input with the security feature the system can determine whether the 

user should have another opportunity to authenticate his identity 312. For example, the 
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PART B- FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mai] Mail Sto{) ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed lo the current correspondence address as 
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separnte "FEE ADDRESS" for 
maintenance fee notifications. 

CCRRENT CORRESPONDENCE ADDRESS (Note, Use Block I for any change of address) 

69603 7590 04/05/2012 

Bank of America 
c/o Moore and Van Allen, PLLC 
430 DA VIS DRIVE, SUITE 500 
POST OFFICE BOX 13706 
RESEARCH TRIANGLE PARK, NC 27709 

APPLICATION NO. FILING DATE 

13/017,823 01/31/2011 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its O\Vn certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal .<s"ervice with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Si/:7lature) 

(Dale) 

FIRST NAMED rr,..-vENTOR ATTORJ\1JY DOCKET NO. CONFIRMATION NO. 

DAVID M. GRIGG 4508US 1.014033.1145 7401 

TI1LE OF INVR'-ITION: MOBILE TRANSACTION DEVICE SECURITY SYSTEM 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PlJBLICA TIO.'! FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(Si DUE DATE DUE 

nonprovisinnaJ NO $1740 

EXAMINER I ART UNIT 

REAGAN, JAMES A 3621 

l. Change of corrnsponc.lenw ac.ldress or inc.licalion of "Fee Ac.lc.lress" (37 
CFR 1.363). 

0 Change or correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/Sil/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

$300 $0 

CLASS-SUB IT.ASS 

705-067000 

2. For prinling on the palenl fronl page, !isl 
(I) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up lo 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

$2040 07/05/2012 

1 
Michael A. Springs 

2_ Moore & Van Allen PLLC 

Andrew D. Gerschutz 
3 _____________ ~ 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 1,7 C:FR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COIDITR Y) 

Bank of America Corporation Charlotte, NC 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual XI Corporalion or other private group entity O Government 

4a. The following fee(s) are submitted: 4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

x) Issue Fee O A check is enclosed. 

x I Publication Fee (No small entity discount permitted) xi Paymenl by electronic funds transfer. 
,..J Advance Order - # of Copies__________ x I The Director is hereby authorized to charge the L@'!ui e!I NJ@~Oj, any deficiency, or credit any 

_____________________________ o_~_•e_rp_a_y_m_e_n""t_, t_o_D_epo_s_it_A_cc_o_u_n_t __ N-"u_m_he_r __ 
13

_
4365 

_ (enclose an extra copy of this form). 

5. Change in Entity Status (from status indicated above) 

0 a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. 0 b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2). 

NOIE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a re-gistere.d attorney or agent; or the- assigne-e or other party in 
interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature Ab IJ. ~ 
_, . _, Andrew D. Gerschutz 

Typeu or pnnleu name 

Date May 4, 2012 

Regislralion No. 
65,529 

This coµec!ion of information i~ required by 37 CPR 1.311. The informaLiun is reyl!ire<l to obtai1_1 or relain a benefit by the public which is to file (al_ld by the 1JSPTO lo l'rocess) 
an UpPhcat10n. Conf1dentmbty 1s governed by 35 U.S.C. 122 and 37 CPR 1.14. This collect10n 1s estimated to take 12 mmutes to complete, mcludmg gathenng, preparmg, and 
subrrntting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of Lime you require to complete 
this form and/or sugi;estions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450. Alexandna. Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents. P.O. Box 1450, 
Ak;rnndna, Virginia 22313-1450. 
Under the Paperwork Reduction Act of 1995, no persons are required lo respond to a collection of information unless it displays a valid 0MB control number. 
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Electronic Patent Application Fee Transmittal 

Application Number: 13017823 

Filing Date: 31-Jan-2011 

Title of Invention: MOBILE TRANSACTION DEVICE SECURITY SYSTEM 

First Named Inventor/Applicant Name: DAVID M. GRIGG 

Filer: Andrew D. Gerschutz/LaKeisha Preddie 

Attorney Docket Number: 4508US1.014033.1145 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Utility Appl issue fee 1501 1 1740 1740 

Publ. Fee- early, voluntary, or normal 1504 1 300 300 



Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 2040 



Electronic Acknowledgement Receipt 

EFSID: 12707199 

Application Number: 13017823 

International Application Number: 

Confirmation Number: 7401 
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First Named Inventor/Applicant Name: DAVID M. GRIGG 

Customer Number: 69603 

Filer: Andrew D. Gerschutz 

Filer Authorized By: 

Attorney Docket Number: 4508US1.014033.1145 

Receipt Date: 04-MAY-2012 

Filing Date: 31-JAN-2011 

Time Stamp: 15:48:15 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Electronic Funds Transfer 

Payment was successfully received in RAM $2040 

RAM confirmation Number 2351 

Deposit Account 

Authorized User 

File Listing: 

Document I Document Description 
I 

File Name 
I 

File Size(Bytes)/ I Multi I Pages 
Number Message Digest Part /.zip (if appl.) 



89996 

1 Issue Fee Payment (PTO-85B) lssue_Fee.pdf no 1 
dc61 b6c0cc8acb04219f04217b01607f25f4 

cdeS 

Warnings: 

Information: 

32143 

2 Fee Worksheet (5B06) fee-info.pdf no 2 
3a6a322e4482d0e20bc14b0c141675da4ff: 

5052 

Warnings: 

Information: 

Total Files Size (in bytes) 122139 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 



UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

EXAMINER 
69603 7590 04/05/2012 

Bank of America REAGAN, JAMES A 

c/o Moore and Van Allen, PLLC 
430 DA VIS DRIVE, SUIIB 500 ART UNIT PAPER NUMBER 

POST OFFICE BOX 13706 3621 

RESEARCH TRIANGLE PARK, NC 27709 
DATE MAILED: 04/05/2012 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

13/017,823 01/31/2011 DAVID M. GRIGG 4508US1.014033.1145 7401 

TITLE OF INVENTION: MOBILE TRANSACTION DEVICE SECURITY SYSTEM 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional NO $1740 $300 $0 $2040 07/05/2012 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the SMALL ENTITY status shown above. 

If the SMALL ENTITY is shown as YES, verify your current 
SMALL ENTITY status: 

A. If the status is the same, pay the TOTAL FEE(S) DUE shown 
above. 

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) 
and twice the amount of the ISSUE FEE shown above, or 

If the SMALL ENTITY is shown as NO: 

A. Pay TOTAL FEE(S) DUE shown above, or 

B. If applicant claimed SMALL ENTITY status before, or is now 
claiming SMALL ENTITY status, check box Sa on Part B - Fee(s) 
Transmittal and pay the PUBLICATION FEE (if required) and 1/2 
the ISSUE FEE shown above. 

IL PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

69603 7590 04/05/2012 

Bank of America 
c/o Moore and Van Allen, PLLC 
430 DA VIS DRIVE, SUIIB 500 
POST OFFICE BOX 13706 
RESEARCH TRIANGLE PARK, NC 27709 

APPLICATION NO. FILING DATE 

13/017,823 01/31/2011 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

DAVID M. GRIGG 4508USl.014033.l 145 7401 

TITLE OF INVENTION: MOBILE TRANSACTION DEVICE SECURITY SYSTEM 

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE 

nonprovisional NO $1740 

EXAMINER ART UNIT 

REAGAN, JAMES A 3621 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$300 $0 

CLASS-SUBCLASS 

705-067000 

2. For printing on the patent front page, list 

(I) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$2040 07/05/2012 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order - # of Copies _________ _ 

5. Change in Entity Status (from status indicated above) 

0 a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PTO-2038 is attached. 

0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any 
overpayment, to Deposit Account Number ( enclose an extra copy of this form). 

0 b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR l.27(g)(2). 

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature _______________________ _ Date ____________________ _ 

Typed or printed name ______________________ _ Registration No. ________________ _ 

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and 
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 
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UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 

13/017,823 01/31/2011 DAVID M. GRIGG 

69603 7590 04/05/2012 

Bank of America 
c/o Moore and Van Allen, PLLC 
430 DA VIS DRIVE, SUIIB 500 
POST OFFICE BOX 13706 
RESEARCH TRIANGLE PARK, NC 27709 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

4508US1.014033.1145 7401 

EXAMINER 

REAGAN, JAMES A 

ART UNIT PAPER NUMBER 

3621 

DATE MAILED: 04/05/2012 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is O day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be O day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: (1) the general authority for the collection of this 
information is 35 U.S.C. 2(b )(2); (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom 
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of 
records may be disclosed to the Department of Justice to determine whether disclosure of these 
records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel 
in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 
U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy 
Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as part of 
that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance 
with the GSA regulations governing inspection of records for this purpose, and any other relevant 
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CPR 1.14, as a 
routine use, to the public if the record was filed in an application which became abandoned or in 
which the proceedings were terminated and which application is referenced by either a published 
application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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DETAILED ACTION 

Status of Claims 

1. This action is in reply to the amendment and response filed on 03/16/2012. 

2. Claims 1, 5, 6, 11, 12, 14, 16, 18, 20, 25, and 27 have been amended. 

3. Claims 2, 3, 8-10, 13, 17, 24, and 26 have been canceled. 
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4. Claims 1, 4-7, 11, 12, 14-16, 18-23, 25, and 27-39 are currently pending and have been 

examined. 
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5. Claims 1, 4-7, 11, 12, 14-16, 18-23, 25, and 27-39 are allowed. See Reasons for Allowance 

under separate heading. 
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None of the art of record, taken individually or combination, disclose at least the method 

step or system components of: 

Claim 1: 

A mobile transaction device security system comprising: 

• a memory device; 

• a communication device; and 

• a processing device coupled to the memory device, wherein the processing 

device is configured to: 

• receive a security protocol from a user, the security protocol comprising a 

permission module and an authentication module, 

• wherein the permission module comprises instructions on when the user must 

authenticate an identity of the user to perform a transaction, 

• wherein the instructions are provided by the user and stored in a database; 

• determine that the user is conducting a the transaction; 

• compare at least one characteristic of the transaction with the instructions 

provided by the user; and 

• determine a process for authenticating the user by: 

• determining if the user must authenticate the user's identity based on the 

comparison of the transaction with the instructions provided by the user, 

• allowing the transaction if the user is not required to authenticate the user's 

identity based on the comparison, and 
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• requiring authentication of the user through the authentication module if the 

comparison of the transaction to the instructions provided by the user indicates 

that the transaction cannot proceed without authentication, 

• wherein requiring authentication comprises requesting authentication of the 

user's identity, receiving input from the user, comparing the input to the 

authentication module, and allowing the transaction if the user is authorized to 

perform the transaction based on the comparison of the input with the 

authentication module. 

Claim 12: 

A computer-implemented method of providing financial transaction security, the method 

comprising: 

• receiving a security protocol from a user, the security protocol comprising a 

permission module and an authentication module, 

• wherein the permission module comprises instructions on when the user must 

authenticate an identity of the user to perform a transaction, 

• wherein the instructions are provided by the user and stored in a database; 

• determining that the user is conducting a transaction; 

• comparing at least one characteristic of the transaction with the instructions 

provided by the user; 

• determining if the user must authenticate the user's identity based on the 

comparison of the transaction with the instructions provided by the user; 

• allowing the transaction if the user does not need to authenticate the user's 

identity based on the comparison; and 
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• requiring authentication of the user through the authentication module if the 

comparison of the transaction to the instructions provided by the user indicates 

that the transaction cannot proceed without authentication, 

• wherein requiring authentication comprises: 

• requesting authentication of the user's identity, 

• receiving input from the user, 

• comparing the input to the authentication module, and allowing the transaction if 

the user is authorized to perform the transaction based on the comparison of the 

input with the authentication module. 

Claim 25: 

A computer program product for providing a financial transaction security product, the 

computer program product comprising: 

• a non-transitory computer-readable medium comprising: 

• an executable portion for causing a computer to receive a security protocol from 

a user, the security protocol comprising a permission module and an 

authentication module: 

• wherein the permission module comprises instructions on when the user must 

authenticate an identity of the user to perform a transaction, 

• wherein the instructions are provided by the user and stored in a database; 

• an executable portion for causing a computer to determine that the user is 

conducting a transaction; 

• an executable portion for causing a computer to compare at least one 

characteristic of the transaction with the instructions provided by the user; 

• an executable portion for causing a computer to determine if the user must 

authenticate the user's identity an based on the comparison of the transaction 

with the instructions provided by the user; and 
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• an executable portion for causing a computer to allow the transaction if the user 

does not need to authenticate the user's identity based on the comparison; and 

• an executable portion for requiring authentication of the user through the 

authentication module if the comparison of the transaction to the instructions 

provided by the user indicates that the transaction cannot proceed without 

authentication, 

• wherein requiring authentication comprises: 

• requesting authentication of the user's identity, 

• receiving input from the user, 

• comparing the input to the authentication module, and 

• allowing the transaction if the user is authorized to perform the transaction based 

on the comparison of the input with the authentication module. 

The Examiner has carefully reviewed the Applicants arguments and assertions filed on 

03/16/2012. Based upon the Applicants arguments and assertions the Examiner is persuaded by 

and agrees with the Applicant. Fisher does not teach that the processing device is configured to 

determine the process for authenticating the user by determining if the user must authenticate an 

identity of the user based on the comparison of the transaction with the permission module, and 

wherein the processing device is further configured to allow the transaction if the user does not 

need to authenticate the user's identity. Ziegler is directed to biometric authentication of a 

customer's identity prior to allowing a transaction. Ziegler does not sufficiently disclose that a 

transaction can proceed without authentication based on comparison of the transaction to 

instructions provided by the user. Ziegler tends to teach away from allowing a transaction to 

proceed without authentication. Ziegler recites: "In any financial transaction, it may be important 

that the identity of both parties be authenticated in a manner which positively establishes the 

identities of the parties." See, paragraph [0003] of Ziegler. 
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7. The prior art made of record and not relied upon is considered pertinent to applicant's disclosure. 

• Meyer, Roger. Secure Authentication on the Internet (04 April 2007) discloses, ''This 

paper covers current Internet authentication mechanisms and possible attacks. It helps 

the reader to understand todays issues with authentication mechanisms. To understand 

the attack vectors, one has to know the current attack trends. Authentication systems can 

be classified according to their resistance against common attacks. Ten different 

authentication systems will be introduced and classified accordingly." 

• CHEN et al. (GB 002401015A) discloses, "A security method and apparatus is provided 

in which a trusted authority (40) is arranged to receive data of an individual and to use it 

both as a biometric reference for comparison with biometric characteristics of a present 

individual (70A) in order to determine (44) whether the latter is the individual (70) 

represented by the data, and to generate a decryption key using the data and private 

data of the trusted authority (40). This decryption key is apt to decrypt data encrypted 

using both public data of the trusted authority and an encryption key string comprising the 

biometric data (50). The decryption key therefore may be generated in accordance with 

identifier-based cryptography (IBE) utilising quadratic residuosity (QR) or Weil or Tate 

pairings. The method/system may have application in password data storage and/or 

retrieval." 
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8. Any inquiry of a general nature or relating to the status of this application or concerning this 

communication or earlier communications from the Examiner should be directed to James A. 

Reagan (iames.reagan@usoto.gov) whose telephone number is 571.272.6710. The Examiner 

can normally be reached on Monday-Friday, 9:30am-5:00pm. If attempts to reach the examiner 

by telephone are unsuccessful, the Examiner's supervisor, ANDREW J. FISCHER can be 

reached at 571.272.6779. 

9. Should Applicant desire in the future to receive formal or informal email communications from the 

Examiner (e.g. acknowledgments, references, courtesy copies of documents, etc.), the electronic 

file must contain written authorization to conduct email communications. See MPEP §502.03 Ill. 

For Applicant's benefit, exemplary language for written authorization is in MPEP §502.03 Ill. ,r4. 

The exemplary language is: 

Recognizing that Internet communications are not secure, I hereby 

authorize the USPTO to communicate with me concerning any subject 

matter of this application by electronic mail. I understand that a copy of 

these communications will be made of record in the application file. 

10. In the situation where Applicant desires to receive email communications from the Examiner, the 

Examiner suggests placing the above exemplary language in Applicant's next correspondence. 

11. Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be 

obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR system, 

see http://portaLuspto.aov/externaVportal/pair . Should you have questions on access to the 

Private PAIR system, contact the Electronic Business Center (EBC) at 866.217.9197 (toll-free). 
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12. Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 

Washington, D.C. 20231 

or faxed to 571-273-8300. 
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13. Hand delivered responses should be brought to the United States Patent and Trademark 

Office Customer Service Window: 

Randolph Building 

401 Dulany Street 

Alexandria, VA 22314. 

/James A. Reagan/ 
Primary Examiner, Art Unit 3621 
!ames.reagan@luspto.gov 
571.272.671 o (Office) 
571 .273.671 O (Desktop Fax) 



Application/Control No. Applicant(s)/Patent Under 
Reexamination 

13/017,823 GRIGG ET AL. 
Notice of References Cited 

Examiner Art Unit 

JAMES A. REAGAN 3621 

U.S. PATENT DOCUMENTS 

* 
Document Number Date 

Country Code-Number-Kind Code MM-YYYY Name 

* A US-2006/0021003 A 1 01-2006 Fisher et al. 

* B US-2006/0123465 A 1 06-2006 Ziegler, Robert 

C US-

D US-

E US-

F US-

G US-

H US-

I US-

J US-

K US-

L US-

M US-

FOREIGN PATENT DOCUMENTS 

* 
Document Number Date 

Country Code-Number-Kind Code MM-YYYY Country Name 

N GB 2401015 A 10-2004 United Kingdom CHEN et al. 

0 

p 

Q 

R 

s 

T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

u Meyer, Roger. Secure Authentication on the Internet (04 April 2007). Retrieved online 27 March 2012. 
http://www.sans.org/reading_room/whitepapers/securecode/secure-authentication-internet_2084. 36 pps. 

V 

w 

X 

*A copy of this reference 1s not being furnished with this Office action. (See MPEP § 707.05(a).) 
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 

Page 1 of 1 

Classification 

726/001 

726/002 

Classification 

G06F 01/00 

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20120327 



(12) UK Patent Application (19) GB (11) 2 401 015 (13) A 

(21) Application No: 0408908.2 

(22) Date of Filing: 22.04.2004 

(30) Priority Data: 
(31) 0309182 (32) 23.04.2003 (33) 

(31) 0311724 (32) 22.05.2003 

(71) Applicant(sl: 
Hewlett-Packard Development Company LP. 
20555 S.H. 249, Houston, Texas 77070, 
United States of America 

(72) lnventor(sl: 
Liqun Chen 
Keith Alexander Harrison 

(74) Agent and/or Address for Service: 
Hewlett-Packard Limited 
Intellectual Property Section, Building 3, 
Filton Road, Stoke Gifford, BRISTOL, 
BS34 802, United Kingdom 

GB 

(43) Date of A Publication 27.10.2004 

(51 l INT CL7 : 

G06F 1/00, G06K 9/00 , H04L 9/00 9/32 

(52) UK CL (Edition W l: 

(56) 

(58) 

H4P PPEB 
G4AAAPA23C 
G4H HTG H1A H14A H2B H2P 

Documents Cited: 
GB2370471 A 
WO 2002/073877 A2 

WO 2003/017559 A2 
US 4993068 A 

http://www.hpl.hp.com/techreports/2002/HPL 2002 
185.pdf, AA trusted biometric system@, Chen et al., 
HP Labs, last modified 30 July 2002 

Field of Search: 
UK CL (Edition W l G4A, H4P 
INT CL7 G06F, G06K, G07F, H04L 
Other: WPI, EPODOC, PAJ, INSPEC and selected 
internet sites 

(54) Abstract Title: Security method and apparatus using biometric data 

(57) A security method and apparatus is provided in 
which a trusted authority (40) is arranged to receive 

biometric data of an individual and to use it both as 
a biometric reference for comparison with 
biometric characteristics of a present individual 
(70A) in order to determine (44) whether the latter is 
the individual (70) represented by the biometric 

data, and to generate a decryption key using the 
biometric data and private data of the trusted 
authority (40). This decryption key is apt to decrypt 

data encrypted using both public data of the trusted 
authority and an encryption key string comprising 
the biometric data (50). The decryption key 

therefore may be generated in accordance with 
identifier-based cryptography (IBE) utilising 
quadratic residuosity (QR) or Weil or Tate pairings. 

The method/system may have application in 
password data storage and/or retrieval. 

Biometric 

' 
' 

DataD 

20 

IBE 25 

Encryption Apparatus 
61 

1------------------------,,~, 
Transfer/ Storage 
with / without KEXc 

',, 63 
Incorrect B1ometnc Data - ______ ~~\. '-.J,_. 

•. 64 ,' 

40 

Figure 3 

30 

DataD 

', -'- _., -.::- ,, 

Trusted Authority 
N 

Decryption Key KnH 

66 

Transfer 

Decryption Apparatus 

67 

Original Printed on Recycled Paper 

G) 
co 

)> 



10
 

11
 

D
at

a 
Pr

ov
id

er
 

r 
'1

 
D

at
a 

R
ec

ei
ve

r 

Pa
yl

oa
d 

D
at

a 
/f

//
~

/;
?
'/

/a
 

I 
E

nc
ry

pt
ed

 P
ay

lo
ad

 D
at

a 
<1

3>
 

.Ll
. 

E
nc

ry
pt

io
n 

K
ey

St
rin

g 
(E

K
S)

 

14
 

Fi
gu

re
 

1 
(P

R
IO

R
 A

R
T)

 

j 

12
 

18
 

EK
S 

I 

TA
 P

ub
lic

 D
at

a 
_l

i 

O
ne

-w
ay

 fu
nc

tio
n 

TA
 P

riv
at

e 
D

at
a 

at
e 

D
ec

ry
pt

l 
at

ch
in

g 
EK

 

T
R

U
ST

E
D

 A
U

T
H

O
R

IT
Y

 (T
A

) 

D
ec

ry
pt

io
n 

K
ey

 l
Q

 

_
,a

 

.....
.....

.... 

~
 

'-
._

 __
 , 



M
es

sa
ge

 d
at

a 
m

 
fo

r 
en

cr
yp

tio
n 

Fi
gu

re
 

2 
(P

R
IO

R
 A

R
T)

 

E
nc

ry
pt

io
n 

K
ey

 S
tri

ng
 (

E
K

S)
} E

nc
ry

pt
io

n 
TA

 P
ub

lic
 D

at
a 

Pa
ra

m
et

er
s 

--
--

-
... 

E
K

S 
C

on
ve

rs
io

n _, 

1
,,

6
 

E
nc

ry
pt

io
n 

Pr
oc

es
s 

--
--

--
--

-~
--

--
--

--
~-

--
--

--
-+

--
--

--
-

-
• 

... 
... 

M
es

sa
ge

 E
nc

ry
pt

io
n 

' 
' 7

 
--

--
-

• E
nc

ry
pt

io
n 

Pr
oc

es
s 

O
ut

pu
t~

 

~ 

Id
en

tif
ie

r-
B

as
ed

 M
et

ho
d 

Q
ua

dr
at

ic
 

B
ili

ne
ar

 M
ap

pi
ng

s 
R

SA
 

R
es

id
uo

si
ty

 
p

: 
G

1 
x 

G
1
-
-
+

 G
2 

B
as

ed
 

EK
S 

EK
S 

EK
S 

M
od

ul
us

N
 

(P
,sP

) 
w

he
re

 
M

od
ul

us
 n

 
P

is
 in

 G
1 

s 
1s

 s
ec

re
t o

f T
A

 

"M
ap

-to
-p

oi
nt

" 
ha

sh
 

K
=

#(
E

K
S

) 
Q

ro
=H

i(
E

K
S)

 
e=

 
w

he
re

 
#(

EK
S)

m
od

 n
 

H
J:

 {
0

,1
}

~
 G

I 

Fo
r e

ac
h 

bi
t: 

V=
m

 E
B 

H
it

 (s
P,

 r
Q

ID
 ))

 
s+

 =
 (t+

 +
K

it+
) m

od
N

 
m

em
od

n 
w

he
re

· 
s_ 
=

 (t_
- K

it
) 

m
od

N
 

H
2:

 G
2 

--
+

{
0

,1
}

*
 

r 
1s

 a
 ra

nd
om

 n
um

be
r 

Fo
r e

ac
h 

bi
t: 

V,
 U

(=
 r

P)
 

m
e 

m
od

n 
s+

, s
_ 

(k
no

w
le

dg
e 

of
 E

K
S 

an
d 

TA
 c

on
ce

rn
ed

 a
ls

o 
ne

ed
s 

to
 b

e 
av

ai
la

bl
e)

 

N
 

.....
.....

... 
~
 

' 
,~

) 



3/4 

701 DataD 

Biometric 20 

Data Source 

5 IBE E(KENc,N,D) 

Encryption Apparatus 
61 

1------------------------, ... ... ... 
Transfer I Storage 
with / without KENc 

',, 63 
',J Incorrect Biometric Data - - _ 65 

------\.___ ',, 64 , 1 

40 

Individual 
Presents Self 

Figure 3 

DataD 

30 

p,q 

------ ._ \_ I ----'::: ,- -

Trusted Authority 
N 

Decryption Key KoEc 

66 
Transfer 

Decryption Apparatus 

67 



52 

53 

50 

55 

Secunty 
Card 

4/4 
DataD 

(Personal Passwords) 

20 

61 
Encryption Apparatus 

Figure 4A 

63 

Trusted Authority 
N 

Match 

?OA . . Individual 
1-:-Presents Self 

p,q 

Views ........_ Decryption Key KoEc 
~--..._ 

48 (oauo) 
Display 

Figure 4B 

67 



•> l 2401015 

1 

Security Method and Apparatus Using Biometric Data 

Field of the Invention 
5 The present invention relates to security methods and apparatuses using biometric data; in 

particular, the present invention relates to such methods and apparatuses that utilise 

identifier-based encryption/decryption and analogous techniques. 

As used herein, the term "biometric data" means any digital data, however measured or 

IO recorded, that represents characteristics of a biological individual intended to be unique to 

that individual. Thus, both digital image data of a human face and digital fingerprint data 

are examples of biometric data. 

Background of the Invention 

15 The use of biometric data for authenticating individuals is well known. It is also known to 

use biometric authentication techniques in relation to memory-based identity cards - for 

example, such a card can carry fingerprint data concerning the card owner, this data being 

used to check whether a person presenting the card is the card owner by comparing the data 

from the card with that generated by a local fingerprint reader. Of course, the biometric 

20 data on such a card has to be trustabJe; more particularly, the card should have the 

properties of trustworthiness and unforgeability. Trustworthiness means that any 

information stored in the card must be issued by a trusted authority (that is, an authority 

trusted by the party relying on the authenticity of the stored biometric data). Unforgeability 

means that any information stored in the card cannot be modified by an unauthorized entity 

25 without being detected (a typical, but not the only, example of a suitable fonn of card 

would be one using a write-once memory chip). 

It is also known to provide memory-based cards with cryptographic functions. For 

example, data may be stored in encrypted form on the card and only accessible after the 

30 card owner has entered a decryption key which the card uses to decrypt the stored data 

before it is output from the card. 
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It is an object of the present invention to provide improved security methods based on 

biometric dat~ such methods being usable, without limitation, in relation to memory-based 

security cards. 

5 The present invention is in part based on the appreciation that Identifier-Based Encryption 

(IBE) has certain properties than can be adapted for use in memory-card based security 

systems and other applications. 

Identifier-Based Encryption (IBE) is an emerging cryptographic schema In this schema 

10 (see Figure 1 of the accompanying drawings), a data provider 10 encrypts payload data 13 

using both an encryption key string 14, and public data 15 provided by a trusted 

authority 12. This public data 15 is derived by the trusted authority 12 using private data 17 

and a one-way function 18. The data provider 10 then provides the encrypted payload data 

<13> to a recipient 11 who decrypts it, or has it decrypted, using a decryption key 

15 computed by the trusted authority 12 in dependence on the encryption key string and its 

own private data. 

20 

A feature of identifier-based encryption is that because the decryption key is generated 

from the encryption key string, its generation can be postponed until needed for decryption. 

Another feature of identifier-based encryption is that the encryption key string is 

cryptographically unconstrained and can be any kind of string, that is, any ordered series of 

bits whether derived from a character string, a serialized image bit map, a digitized sound 

signal, or any other data source. The string may be made up of more than one component 

25 and may be formed by data already subject to upstream processing. In order to avoid 

cryptographic attacks based on judicious selection of a key string to reveal information 

about the encryption process, as part of the encryption process the encryption key string is 

passed through a one-way function (typically some sort ofhash function) thereby making it 

impossible to choose a cryptographically-prejudicial encryption key string. In applications 

30 where defence against such attacks is not important, it would be possible to omit this 

processing of the string. 
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Frequently, the encryption key string serves to "identify" the intended message recipient 

and the trusted authority is arranged to provide the decryption key only to this identified 

intended recipient. This has given rise to the use of the label "identifier-based" or "identity­

based" generally for cryptographic methods of the type under discussion. However, 

5 depending on the application to which such a cryptographic method is put, the string may 

serve a different purpose to that of identifying the intended recipient and may be used to 

convey other information to the trusted authority or, indeed, may be an arbitrary string 

having no other purpose than to form the basis of the cryptographic processes. 

Accordingly, the use of the term "identifier-based" or "IBE" herein in relation to 

10 cryptographic methods and systems is to be understood simply as implying that the 

methods and systems are based on the use of a cryptographically unconstrained string 

whether or not the string serves to identify the intended recipient. Generally, in the present 

specification, the tenn "encryption key string" or "EK.S" is used rather than "identity 

string" or "identifier string" ; the term "encryption key string" is also used in the shortened 

15 form "encryption key" for reasons of brevity. 

A number of !BE algorithms are known and Figure 2 indicates, for three such algorithms, 

the following features, namely: 

- the form of the encryption parameters 5 used, that is, the encryption key string and the 

20 public data of the trusted authority (TA}; 

- the conversion process 6 applied to the encryption key string to prevent attacks based 

on judicious selection of this string; 

- the primary encryption computation 7 effected; 

- the form of the encrypted output 8. 

25 The three prior art IBE algorithms to which Figure 2 relates are: 

Quadratic Residuosity (QR) method as described in the paper: C. Cocks, "An 

identity based encryption scheme based on quadratic residues", Proceedings of the 8th 

IMA International Conference on Cryptography and Coding, LNCS 2260, pp 360-363, 

Springer-Ver lag, 2001. A brief description of this form of IBE is given hereinafter. 

30 - Bilinear Mappiltp p using, for example, a modified Tate pairing tor modified Weil 

pairing e for which: 

p. G1 X G1 ~ G2 



4 
where G1 and Gi denote two algebraic groups of prime order q and Gi is a subgroup of 

a multiplicative group of a finite field. For the Tate pairing an asymmetric form is also 

possible: 

p. G1 x Go ~ G2 

5 where Go is a further algebraic group the elements of which are not restricted to being 

of order q. Generally, the elements of the groups Go and G1 are points on an elliptic 

curve though this is not necessarily the case. A description of this form oflBE method,. 

using modified Weil pairings is given in the paper: D. Boneh, M. Franklin - 0 Identity­

based Encryption from the Weil Pairing'' in Advances in Cryptology - CRYPTO 2001, 

10 LNCS 2139, pp. 213-229, Springer-Verlag, 2001. 

- RSA-Based metllods The RSA public key cryptographic method is well known and in 

its basic form is a two-party method in which a first party generates a public/private 

key pair and a second party uses the first party's public key to encrypt messages for 

sending to the first party, the latter then using its private key to decrypt the messages. A 

15 variant of the basic RSA method, known as "mediated RSA", requires the involvement 

of a security mediator in order for a message recipient to be able to decrypt an 

encrypted message. An IBE method based on mediated RSA is described in the paper 

''Identity based encryption using mediated RSA", D. Boneh, X. Ding and G. Tsudik, 

3rd Workshop on Information Security Application, Jeju Islan~ Korea, Aug, 2002. 

20 

A more detailed description of the QR method is given below with reference to the entities 

depicted in Figure 1 and using the same notation as given for this method in Figure 2. In 

the QR method, the trust authority's public data 15 comprises a value N that is a product of 

two random prime numbers p and q, where the values of p and q are the private data 17 of 

25 the trust authority 12. The values of p and q should ideally be in the range of 2511 and 2512 

and should both satisfy the equation: p,q = 3mod4. However,p and q must not have the 

same value. Also provided is a hash function # which when applied to a string returns a 

value in the range 0 to N-1. 

30 Each bit of the user's payload data 13 is then encrypted as follows: 
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The data provider 10 generates random numbers t+ (where t+ is an integer in the 

range [O, zN]) until a value oft+ is found that satisfies the equationjacobi(t+,J\?=m', 

where m' bas a value of-1 or 1 depending on whether the corresponding bit of the 

user's data is O or I respectively. (As is well known, thejacobi function is such that 

5 where x 2 .s.#modN the jacobi (#, N) = -1 if x does not exist, and= 1 ifx does 

exist). The data provider 10 then computes the value: 

10 

S+!!!: (t++ Klt+)modN 

where: S+ corresponds to the encrypted value of the bit m ' concerned, and 

K = #( encryption key string) 

Since K may be non-square, the data provider additionally generates additional 

random numbers t_ (integers in the range [O, zN)) until one is found that satisfies the 

equation jacobi(t _, N)= m '. The data provider 10 then computes the value: 

s_ = (t_ - Klt_)modN 

15 as the encrypted value of the bit m concerned. 

The encrypted values S+ ands_ for each bit m' of the user's data are then made available to 

the intended recipient 11, for example via e-mail or by being placed in a electronic public 

area; the identity of the trust authority 12 and the encryption key string 14 will generally 

20 also be made available in the same way. 

The encryption key string 14 is passed to the trust authority 12 by any suitable means; for 

example, the recipient 11 may pass it to the trust authority or some other route is used -

indeed, the trust authority may have initially provided the encryption key string. The trust 

25 authority 12 determines the associated private key B by solving the equation: 

B2 = K mod.N ("'positive" solution) 

If a value ofB does not exist, then there is a value ofB that is satisfied by the equation: 

K=- KmodN ("negative" solution) 

As N is a product of two prime numbers p, q it would be extremely difficult for any one to 

30 calculate the decryption key B with only knowledge of the encryption key string and N. 
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However, as the trust authority 12 has knowledge of p and q (i.e. two prime numbers) it is 

relatively straightforward for the trust authority 12 to calculate B. 

Any change to the encryption key string 14 will result in a decryption key 16 that will not 

5 decrypt the payload data 13 correctly. Therefore, the intended recipient 11 cannot alter the 

encryption key string before supplying it to the trust authority 12. 

The trust authority 12 sends the decryption key to the data recipient 11 along with an 

indication of whether this is the "positive" or "negative" solution for B. 

If the "positive" solution for the decryption key has been provided, the recipient 11 can 

now recover each bit m' of the payload data 13 using: 

m' = jacobi(s + + 2B,N) 

If the "negative" solution for the decryption key B has been provided, the recipient 11 

15 recovers each bit m' using: 

m' = jacobi(s_ + 2B.N) 

Summary of the Invention 

According to one aspect of the present invention, there is provided a security method, 

20 carried out by a trusted authority, comprising receiving biometric data of a specific 

individual, and using the biometric data both: 

as a biometric reference for comparison with biometric characteristics of a subject 

individual to determine whether the latter is said specific individual~ and 

to generate a decryption key based on at least the biometric data and private data of the 

25 trusted authority. 

The present invention also envisages apparatus and a computer program product 

corresponding to the foregoing security method of the invention. 

30 According to another aspect of the present invention, there is provided a data access 

control method comprising: 
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( a) encrypting first data based on encryption parameters comprising public data of a trusted 

authority and an encryption key string formed using at least biometric data of a specific 

individual; 

(b) providing the biometric data of said specific individual to the trusted authority which 
5 uses it both: 

as a biometric reference for comparison with biometric characteristics of a subject 

individual to determine whether the latter is said specific individual, and 

to generate a decryption key based on at least the biometric data and private data of 
the trusted authority, said public data of the trusted authority being related to its 

10 private data; 

( c) using the decryption key to decrypt the encrypted first data. 

In one preferred embodiment, in step (a} the biometric data of said specific individual is 
read from a memory device of the specific individual and the encrypted first data is stored 

15 back to the memory device. When the specific individual wishes to retrieve the first data, 

that individual presents the memory device to the trusted authority which reads off the 
biometric data of said specific individual, and then if satisfied that the individual is the 
specific individual, the trusted authority decrypts the first data and makes it available to the 
specific individual. This embodiment provides a simple way for a person to store password 

20 data securely and later retrieve it. 

In another preferred embodiment, step (a} is carried out by a data provider with the 
biometric data of said specific individual being image data derived from a photograph of 
the said specific individual, the biometric data of the specific individual being sent to a 

25 receiving party together with the encrypted first data for use by the trusted authority in step 
(b). 

In a further preferred embodiment, step (a} is carried out by a data provider with said 
biometric data of the specific individual comprising data that is the same as biometric data 

30 stored on a memory device of said specific individual as a result of having been either read 
from that card or provided from a common source. The aforesaid subject individual seeks 
to obtain the decryption key from the trusted authority by presenting a memory device to 
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the trusted authority to enable the latter to read offbiometric data stored in the device and 
use it as said encryption key; the trusted authority only provides the decryption key to the 
subject individual if the latter is determined in step (b) to be said specific individual. 

5 The present invention also envisages a system for implementing the foregoing data access 
control method of the invention. 

Brief Description of the Drawings 

l O Embodiments of the invention will now be described, by way of non-limiting example, 
with reference to the accompanying diagrammatic drawings, in which: 

15 

. Figure I is a diagram illustrating the operation of a prior art encryption schema 
known as Identifier-Based Encryption; 

. Figure 2 is a diagram illustrating how certain IBE operations are implemented by 
three different prior art IBE methods; 

. Figure 3 is a diagram of a generalized system embodying the present invention; 

. Figure 4A is a diagram of a data encryption stage of a first specific example of the 
Figure 3 system; and 

. Figure 4B is a diagram of key generation and decryption stages of the first specific 
20 example of the Figure 3 system. 

Best Mode of Carrying Out the Invention 
Figure 3 illustrates a generalised system embodying the present invention, the system 

25 comprising: a data encryptor entity 20 for encrypting data Dusing an encryption key string 
KENC and public data of a trusted authority; a trusted authority entity 40 for generating a 
decryption key Kooc based on the encryption key string 14:NC and private data of the trusted 
authority, the public data being data generated by the entity 40 and being computationally 
related to the trusted authority's private data; and a data decryptor entity 30 for using the 

30 decryption key Kooc and the public data to decrypt the encrypted data D. The entities 20, 
30 and 40 are typically based around general-pmpose processors executing stored programs 
but may include dedicated cryptographic hardware modules; furthermore. as will be 
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discussed below, certain functions of the trusted authority may be carried out by human 
operators. The computing entities 20, 30 and 40 inter-communicate as needed via, for 
example, the internet or other network, or by the transfer of data using portable storage 
devices; it is also possible that at least some of the entities actually reside on the same 

5 computing platform. Indeed, in certain embodiments the data decryptor entity 30 may be 

incorpmated into the trusted authority entity 40 whilst in other embodiments the data 
encryptor entity 20 and the data decryptor entity 30 may be associated with the same 

individual and be provided by the same computing device. 

IO The system employs Identifier-Based Encryption with the entities 20, 30 and 40 having, in 
respect of IBE encryption/decryption processes, the roles of the data provider 10, data 
recipient 11 and trusted authority 12 of the Figure 1 ffiE arrangement. The IBE algorithm 
used is, for example, the QR algorithm described above with respect to Figure 1 with the 
private data of the trusted authority being random prime numbers p,q and the 

15 corresponding public data being number N. 

The encryption key string KENC is based on biometric data 50 of a specific individual 70. 
This biometric data is represented in Figure 3 by a face icon but can be any type of 
biometric data and is not limited to a facial image; possible types of biometric data include 

20 image data, fingerprint data, retina scan data etc. The biometric data can be compressed in 
form and can be obscured for privacy reasons, for example, by being subject to a known 
one-way function. 

The biometric data 50 is provided in digital fonn to the encryptor entity 20 from a 
25 biometric data source 51 that may take a variety of forms. For example, the biometric data 

source 51 may be a capture device (such as a camera or fingerprint reader) for generating 
the biometric data directly from the individual 70 at the time it is required for use by the 
entity 20 - in other words, the individual 70 is present at the entity 20 at the time the data 
D is to be encrypted. Alternatively, the biometric data can be generated from an analogue 

30 storage source (such as a photographic print) or retrieved from a digital data storage 
medium; in particular, in one embodiment, the biometric data 50 is stored in digital fonn 
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on a memory card or other storage device 51 that belongs to the individual 70 and that 
preferably has the aforementioned properties of trustworthiness and unforgeability 

The biometric data 50 is used by the entity 20 to form the encryption key string K.3NC, the 
5 biometric data either being used directly as the key or after processing (see dashed 

operation oval 24) such as by concatenation with other data. The encryption key string 
KENc is then used to encrypt data D to form encrypted data E(K.ENc,N;D) where EO 
indicates that the elements appearing before the semi-colon inside the brackets are used to 
IBE encrypt the element appearing after the semi-colon. The encrypted data is then either 

IO stored to a storage medium for eventual transfer to the decryptor entity 30, or sent over a 
communications link. directly or indirectly to the decryptor entity 30 ( see arrow 61 ). Where 
the biometric data source is a storage device, the encrypted data may, in certain 
embodiments, be stored to this device as will be more fully described hereinafter. The 
biometric data 50 per se or as incorporated into the encryption key string KENc may be 

15 stored or transmitted along with the encrypted data. 

When an individual 70A who may or may not be the same as the individual 70, wishes to 
access the encrypted data E<KENc,N;D) this individual presents themselves to the trusted 
authority entity 40 to which is also provided biometric data that may or may not be that 

20 used in the encryption key string KENc-

Considering first the situation where the biometric data is genuine - that is, it really is the 
biometric data used in the encryption key string KENc - this is represented in Figure 3 by 
the dashed arrows 63 and 64. The arrow 63 represents the case where the biometric data 

25 provided to the encryptor entity 20 and the trusted authority entity 40 is passed to each 
entity from the same source 51, for example, because the biometric data is provided from 
off the same memory card to both entities. The arrow 64 represents the case where the 
biometric data was output by the entity20 along with the encrypted data (typically, but not 
necessarily, in its form incorporated into the encryption key string KENc) and has now been 

30 passed to the trusted authority. Where the biometric data only forms part of the encryption 
key string KENc but is provided in this form to the trusted authority, the latter is arranged to 
extract the biometric data from the key. 
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The trusted authority entity first uses the biometric data 50 as a biometric reference for 
comparison with biometric characteristics of the individual 70A to determine whether the 
latter is the individual 70 (see operation oval 44). As is well known to persons skilled in 

5 the art, this comparison and determination may be carried out automatically by comparing 
features represented in the reference biometric data 50 with features in measurement data 
produced by measurement of the subject individual 70A using biometric measurement 
equipment. Where the biometric data 50 is of obscured form (that is, the biometric 
measurements of individual 70 have been subject to a one-way function, for example, to 

10 produce the data 50), the un-obscured biometrics of individual 70 will have first been 
translated into biometric feature categories; accordingly, the same feature categorisation 
and obscuring functions must be applied to the biometric characteristics of the individual 
70A to produce data for comparison with the biometric data 50. This categorisation is 
necessary because when the biometric data is in its obscured fonn, the comparison 

15 operation 44 can only be based on an exact match ( a near match being meaningless). 

Particularly where the biometric data comprises facial image data, an alternative to 
effecting an automatic biometric comparison, is to have a human operator presented with 
the biometric reference data (for example, as an image of a face where the biometric data is 

20 facial image data), this operator then judging whether the present individual 70A is the 
same as that represented by the biometric data. 

If no match is found between the individual 70A and that represented by the biometric data 
50, the trusted authority 40 refuses to proceed with the generation of the decryption key 

25 KoEc needed to access the encrypted data. However, if a match is found in operation 44, 
the trusted authority proceeds. Where biometric data 50 does not constitute the encryption 
key string KENc in its entirety, the next operation is to re-form the encryption key string 
(see dashed operation oval 45)- this may involve the concatenation of the biometric data 
with other data known to both the entities 20 and 40. For example, this other data may 

30 simply be an item of non-confidential data or it may be a shared secret; this other data may 
vary between encryption operations of the entity 20. Of course, where the encryption key 
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string KENC itself was provided to the trusted authority, then this is used directly without 
needing to reform it. 

Once the encryption key string has been obtained, the trusted authority uses it, along with 
5 its private datap,q, to generate the decryption key Kooc (see operation oval 46). As can be 

seen, the same biometric data that was used as the biometric reference data in operation 44 
is also used in the process 46 of generating the decryption key Kooc-

The decryption key KoEc is then transferred (see arrow 66) to the data decryptor entity 30 
10 to which the encrypted data E(KENc.N;D) is also supplied (see arrow 67). The transfer of 

the decryption key to the entity 30 from the entity 40 may be effected over a 
communications link or via a data storage device; as already indicated, in certain 
embodiments, the decryption entity 30 is actually part of the trusted authority so no transfer 
is required. The decryption key KoEc is thereafter used to decrypt the encrypted data to 

15 recover the data D in clear ( operation 35). Where the decryption is effected by the trusted 
party entity 40, the recovered data Dis typically then provided to the individual 70A (now 
known to be the individual 70) either by displaying it or by the transfer of an electronic or 
paper copy to the individual; however, the trusted authority may decide not to disclose the 
dataD. 

20 

It will be appreciated that the trusted authority can carry out the key generation operation 
46 in parallel with, or even before, having determined that the individual 70A is the 
individual 70- what is important is that the entity 40 does not provide the decryption key 
( or where it also effects the decryption operation 35, the recovered data D) to the individual 

25 70A until the latter is determined to be the individual 70. 

The foregoing description of the operation of the trusted authority entity 40 was for the 
situation of the biometric data provided to the entity being the genuine biometric data 50 
used in the encryption key string KEN<> If the biometric data presented to the trusted 

30 authority entity 40 is not that used for the encryption key string (represented by dashed 
arrow 65 in Figure 3) as may be the case where the individual 70A is not the individual 70 
and tries to fool the trusted authority by presenting their own biometric data, then even 
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though the trusted authority may be fooled into generating a decryption key, this key will 
not serve to decrypt the encrypted data E(K.ENc,N;D). This is because the trusted authority 
uses the same biometric data for both operations 44 and 46. 

5 Figures 4A and 4B illustrates a first specific embodiment of the generalized Figure 3. 
system. In this embodiment, the biometric data of the individual 70 is stored on a memory 
card 52 that serves as a security card for an organisation such as a commercial enterprise. 
The card has, for example, a picture of the individual 70 on its front face and an embedded 
memory chip divided into a write-once first portion 53 holding the biometric data 50 and a 

IO re-writable second portion 55. For simplicity, in the present example it is assumed that the 
biometric data 50 directly constitutes the encryption key string KENc to be used by the 
encryptor entity 20 to encrypt data D. 

Suppose the individual 70 wishes to safely store all the many passwords that he/she has for 
15 accessing various services. In this case, the individual supplies these passwords as the data 

D to an encryptor entity 20 that includes a card reader 26. The entity 20 reads the biometric 
data 50 from the card 52 and uses it as the encryption key string KENc to encrypt the 
passwords ( operation 25); the entity 20 then writes the encrypted data to the rewritable 
portion 55 of the memory card 52. The individual 70 now has their passwords safely stored 

20 in their memory card 52. The entity 20 can be provided by a computer or other device 
under the control of the individual or can be provided by the trusted authority - in this 
example, the trusted authority may be the security office of the enterprise. 

Should the individual 70 forget any of their passwords, he/she goes to the trusted authority 
25 ( security office) and presents their memory card 52 (see Figure 4B). The biometric data 50 

is read off this card by the trusted authority entity and used in operation 44 to check that the 
individual presenting the memory card 52 is the owner of the card as indicated by the 
biometric data on the card. Preferably, the biometric data 50 is a facial image of the 
individual enabling a security office member to readily check that the individual presenting 

30 the card is the card owner. Assuming that the check 44 is passed, the decryptions key KoEc 
is generated and used by the trusted authority entity to decrypt the password data D held on 
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the card; this password data is then displayed to the individual 70 on a display 48 in a 
manner such that the data Dis not visible to members of the security office. 

Rather than the password storage device being an enterprise security card and the trusted 
5 authority being a security office, the individual can store their passwords on any storage 

medium they deem appropriate and select any party as a trusted authority provided the 
latter can be trusted to keep their private data (p,q) confidential and not to retain copies of 
the decrypted passwords. Another possible trusted authority would be a trusted computing 
platform having functionality such as specified, for example, in "TCPA - Trusted 

10 Computing Platform Alliance Main Specification vl.l" www.tnJ.stedcomputing.org. 2001 
and described in the book "trusted computing platforms - tcpa technology in context"; 
Pearson (editor); Prentice Hall; ISBN 0-13-009220-7". 

According to a second specific embodiment of the generalized Figure 3. system, the 
15 encryptor entity 20 is operated by a data provider that wishes to send data D to the 

individual 70 in a secure manner. The data provider has a reasonably current photograph of 
the individual 70 and so the data provider scans in the photograph to produce digital image 
data which is then used as the biometric data 50 from which an encryption key string KENC 

is formed. The data D is then encrypted using this key and the public data of a trusted 
20 authority such as a post office local to the individual. The data provider sends the 

encrypted data and the encryption key string Kmc to the individual 70 who extracts the 
encryption key string, puts it on a floppy disc ( or other storage device) and takes it to their 
local post office acting as a trusted authority. The post office reads the biometric data and 
brings up an image which a counter clerk then uses to determine if the individual 

25 presenting the biometric data is that represented by the data; if so, the clerk causes the 
biometric data to be used to generate a decryption key which is then stored to the storage 
device of the individual. The individual can now take away the decryption key and use it to 
recover the data D in clear. 

30 According to a third specific embodiment of the generalized Figure 3 system, an individual 
has a memory card holding their biometric data. This individual wishes to store sensitive 
data D (such as their medical records) from a data provider and accordingly presents the 
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memory card to the data provider. The data provider reads off the biometric data and first 
confirms that this data corresponds to the individual present. Assuming this is the case, the 
data provider encrypts the data D and stores it back to the card. If at any time in the future, 
access is required to the sensitive data, a trusted authority reads off the biometric data and 

5 confirms that the card belongs to the individual concerned before generating the decryption 
key and decrypting the data D. In this embodiment, one would normally require some 
consensual act by the card owner (such as presentation of the card to the trusted authority); 
however, this embodiment also allows the trusted authority to access the data Din an 
emergency situation - as might be needed where the individual has had a road traffic 

IO accident and the attending medical staff need urgently to access the medical record data D 
recorded on the card (in this case, the trusted authority would be the emergency services). 

In the foregoing example, the data provider could in fact have initially obtained the 
biometric data not from the card but from a common source- for example, the card and the 

15 encrypted data may be created simultaneously using the same biometric data. 

As already noted, the encryption key string l<ENc may comprise data additional to the 
biometric data 50. This additional data may, for example, be conditions placed by the data 

20 provider on the release of the data D, these conditions being checked by the trusted 
authority before generation of the decryption key and/or release of the decryption key/ the 
decrypted data. 

It will be appreciated that instead of the QR IBE method, the above-described 
25 embodiments can be implemented using any other suitable IBE algorithm, such as those 

mentioned above that use of Weil or Tate pairings, or are RSA based; analogous 
cryptographic algorithms can also be used. 

Whilst in the foregoing example the biometric data has concerned human individuals, the 
30 biometric data can alternatively be that of another type of biological organism such as a 

dog or horse. 
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Furthermore, although in the described examples the individuals have presented 
themselves to the trusted authority, the trusted authority or a party associated with it may 
be more pro-active and approach or otherwise select an individual (for example, a customs 
officer may select a traveller at an airport and ask to see their identity card which is a 

5 memory card with biometric data). 

The trusted authority may be distributed in nature having, for example, a remote station at 
which an individual presents themselves for biometric measurement, and a central station 
where biometric data is compared and decryption key generation is carried out. 

It is possible to require the involvement of multiple trust-authority entities effectively 
forming a compound trust authority. This may be desirable where a single authority is not 
trusted to be entirely reliable. One way of achieving this would be for the data encryptor to 
recursively encrypt the data D, with each iteration being done using the same encryption 

15 key string but the public data of a different trusted authority- the individual must then go 
to several trust authorities in turn to successively roll back each encryption iteration. An 
alternative approach is for the data provider to encrypt the data D using a public base key 
associated with each of the trusted authorities, decryption of the encrypted item only being 
possible by obtaining a decryption sub-key :from the trusted delegate entity acting for each 

20 trusted authority in tum. Tiris can be expressed as: 

Encryption: ciphertext = E(K_all, data) 

Decryption: data= D(K_all, ciphertext) 
where K_ all is encryption key string related to all trusted authorities, K'_ all is the 
corresponding decryption key; K'_ all is retrieved from all decryption sub-keys. Further 

25 information about how muJtiple trusted authorities can be used is given in: 

30 

Chen L., K. Harrison, A. Moss, N.P. Smart and D. Soldera. "Certification of public 
keys within an identity based system" Proceedings of Information Security Conference 
2002, ed. A.H. Chan and V. Gligor, LNCS 2433, pages 322-333, Springer-Verlag, 
2002. 
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CLAIMS 

1. A security method, carried out by a trusted authority, comprising receiving biometric 

5 data of a specific individual, and using the biometric data both: 

as a biometric reference for comparison with biometric characteristics of a subject 

individual to determine whether the latter is said specific individual, and 

to generate a decryption key based on at least the biometric data and private data of the 

trusted authority. 

2. A method according to claim 1, wherein the decryption key is made available to the 

subject individual only if the latter is determined by the trusted authority to be said specific 

individual. 

15 3. A method according to claim 1, wherein the decryption key is used by the trusted 

authority to decrypt data that has been encrypted based on encryption parameters 

comprising public data of the trusted authority and an encryption key string fonned using at 

least said biometric dat~ said public data of the trusted authority being related to its private 

data. 

20 

4. A method according to claim 3, wherein the decrypted data is made available to the 

subject individual if the latter is determined by the trusted authority to be said specific 

individual. 

25 S. A method according to claim 1, wherein if the subject individual is determined by the 

trusted authority to be the specific individual, the decryption key is used by the trusted 

authority to decrypt data that has been encrypted based on encryption parameters 

comprising public data of the trusted authority and an encryption key string fonned using at 

least said biometric dat~ said public data of the trusted authority being related to its private 

30 data. 
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6. A method according to claim 1, wherein the generation of the decryption key is only 

canied out if said subject individual is determined to be said specific individual. 

7. A method according to any one of the preceding claims, wherein the subject individual 

5 is a human person that has presented him/herself to the trusted authority and pwports to be 

said specific individual. 

8. A method according to any one of the preceding claims, wherein the determination of 

whether said subject individual is said specific individual is canied out automatically by 

10 comparing features represented in the reference biometric data with features in 

measurement data produced by measurement of the subject individual. 

15 

9. A method according to any one of claims 1 to 7, wherein the determination of whether 

said subject individual is said specific individual is carried out by a human. 

10. A method according to any one of the preceding claims, wherein the biometric data 

comprises image data of the face of the specific individual. 

11. A method according to any one of the preceding claims, wherein the biometric data is 

20 read from a memory device presented by the subject individual. 

25 

12. A method according to any one of the preceding claims, wherein the generation of the 

decryption key is effected in accordance with identifier-based cryptography utilising 

quadratic residuosity. 

13. A method according to any one of claims 1 to 11, wherein the generation of the 

decryption key is effected in accordance with identifier-based cryptography utilising Weil 

or Tate pairings. 

30 14. Apparatus for carrying out the method of any one of claims 1 to 13. 

l 5. Apparatus arranged to act as a trusted authority and comprising: 
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an input arrangement for receiving biometric data of a specific individual; 

a biometric measurement arrangement for measuring biometric characteristics of a 

subject individual to produce biometric measurement data; 

a comparison arrangement for comparing the received biometric data of said specific 
5 individual with the biometric measurement data of said subject individual to 

determine whether the latter is said specific individual; 

a key-generation arrangement for generating a decryption key based on at least the 

biometric data and trusted-authority private data; and 

a control arrangement for ensuring that until the comparison arrangement has 
10 determined that the subject individual is said specific individual, either the key­

generation arrangement does not generate the decryption key, or the decryption key, 
and any data decrypted using the decryption key, is not made available for use. 

16. A computer program product for conditioning programmable apparatus for carrying 
15 out the method of any one of claims 1 to 13. 

17. A computer program product for conditioning programmable apparatus provided with 
an input arrangement and a biometric measurement arrangement to act as a trusted 
authority that is arranged: 

20 to receive biometric data of a specific individual via said input arrangement; 

to generate biometric measurement data by using said biometric measurement 
arrangement to measure biometric characteristics of a subject individual; 

to determine whether the subject individual is said specific individual by comparing the 

received biometric data of said specific individual with the biometric measurement 
25 data of said subject individual; 

to generate a decryption key based on at least the biometric data and trusted-authority 
private data; and 

to ensure that until the apparatus been determined that the subject individual is said 

specific individual. either the decryption key is not generated, or the decryption key, 
30 and any data decrypted using the decryption key, is not made available for use. 

18. A data access control method comprising: 
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( a) encrypting first data based on encryption parameters comprising public data of a trusted 

authority and an encryption key string formed using at least biometric data of a specific 

individual; 

(b) providing the biometric data of said specific individual to the trusted authority which 

5 uses it both: 

as a biometric reference for comparison with biometric characteristics of a subject 

individual to detemrine whether the latter is said specific individual, and 

to generate a decryption key based on at least the biometric data and private data of 

the trusted authority, said public data of the trusted authority being related to its 

10 private data; 

( c) using the decryption key to decrypt the encrypted first data. 

19. A method according to claim 18, wherein the decryption key is only generated, or only 

made available for use in step (c), by the trusted authority if the subject individual is 

15 determined by the trusted authority to he the specific individual. 

20. A method according to claim 18, wherein in step (a) the biometric data of said specific 

individual is contemporaneously generated from said specific individual. 

20 21. A method according to claim 18, wherein in step (a) the biometric data of said specific 

individual is generated from recorded analogue biometric data of said specific individual. 

25 

22. A method according to claim 18, wherein in step (a) biometric data of said specific 

individual is retrieved from digital storage. 

23. A method according to claim 22, wherein the biometric data of said specific individual 

is retrieved from a memory device presented by said specific individual. 

24. A method according to claim 18 or claim 22, wherein the biometric data of said 

30 specific individual is provided to the trusted authority by being read off a memory device 

presented by said subject individual. 
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25. A method according to any one of claims 18 to 23, wherein the biometric data of said 

specific individual is provided to the trusted authority by transfer from an entity carrying 

out step (a). 

5 26. A method according to any one of claims 18 to 25, wherein the subject individual is a 

human person that has presented him/herselfto the trusted authority and purports to be said 

specific individual. 

27. A method according to any one of claims 18 to 26, wherein in step (b) the 

10 determination of whether said subject individual is said specific individual is carried out 

automatically by comparing features represented in the reference biometric data with 

features in measurement data produced by measurement of the subject individual. 

28. A method according to any one of claims 18 to 26, wherein in step (b) the 

15 determination of whether said subject individual is said specific individual is carried out by 

a human. 

20 

29. A method according to any one of claims 18 to 28, wherein step ( c) is carried out by 

the trusted authority and the decrypted data is made available to the specific individual. 

30. A method according to any one of claims 18 to 28, wherein the trusted authority 

provides the decryption key to said specific individual which then carries out step (c). 

31. A method according to any one of claims 18 to 30, wherein the biometric data of said 

25 specific individual comprises image data of the face of the specific individual. 

32. A method according to claim 18, wherein in step ( a) the biometric data of said specific 

individual is read from a memory device of said specific individual and the encrypted first 

data is stored to said device, the biometric data of said specific individual being provided 

30 to the trusted authority in step (b) by being read from said memory device, and step ( c) 

being carried by the trusted authority and only if the subject individual is determined in 
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step (b) to be said specific individual, the decrypted first data produced in step ( c) being 
made available to said specific individual. 

33. A method according to claim 32, wherein the first data comprises password data. 

34. A method according to claim 18, whercin step (a) is carried out by a data provider with 
the biometric data of said specific individual being image data derived from a photograph 
of said specific individual, the biometric data of said specific individual being sent to a 
receiving party together with the encrypted first data for use by the trusted authority in step 

10 (b). 

35. A method according to claim 34, wherein the receiving party is the trusted authority. 

36. A method according to claim 34, wherein the receiving party is said specific 
15 individual. 

37. A method according to claim 18, wherein step (a) is carried out by a data provider with 
said biometric data of said specific individual comprising data that is the same as biometric 
data stored on a memory device of said specific individual as a result of having been either 

20 read from that device or provided from a common source, the said subject individual 
seeking to obtain the decryption key from the trusted authority by presenting a memory 
device to the trusted authority to enable the latter to read off biometric data stored in the 
device, the trusted authority providing the decryption key to the subject individual only if 
the latter is determined in step (b) to be said specific individual. 

25 

38. A method according to claim 37, wherein the encryption key string includes a data 
element known to the data provider and passed to the trusted authority, this data element 
being varied between iterations of steps (a) to (c). 

30 39. A method according to any one of claims 18 to 38, wherein the cryptographic 
processes involving the encryption key string and decryption key are effected in accordance 
with identifier-based cryptography utilising quadratic residuosity. 
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40. A method according to any one of claims 18 to 38, wherein the cryptographic 
processes involving the encryption key string and decryption key are effected in accordance 
with identifier-based cryptography utilising Weil or Tate pairings. 

41. A system for carrying out the method of any one of claims 18 to 40. 

42. A data access control system comprising: 

encryption apparatus for encrypting first data based on encryption parameters comprising 
10 public data of a trusted authority and an encryption key string formed using at least 

biometric data of a specific individual; 

trusted-authority apparatus comprising: 

an input arrangement for receiving the biometric data of said specific individual; 
a biometric measurement arrangement for measuring biometric characteristics of a 

15 subject individual to produce biometric measurement data; 

a comparison arrangement for comparing the received biometric data of said specific 
individual with the biometric measurement data of said subject individual to 
determine whether the latter is said specific individual; 

a key-generation arrangement for generating a decryption key based on at least the 
20 biometric data and trusted-authority private data; and 

a control arrangement for ensuring that until the comparison arrangement has 
determined that the subject individual is said specific individual, either the key­
generation arrangement does not generate the decryption key, or the decryption key, 
and any data decrypted using the decryption key, is not made available for use. 

25 decryption apparatus for using the decryption key to decrypt the encrypted first data. 

43. A system according to claim 42, wherein the decryption apparatus is part of the 
trusted-authority apparatus. 

30 44. A system according to claim 42, wherein the encryption apparatus comprises an input 
arrangement for reading the biometric data of said specific individual from a memory 
device. 
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45. A system according to claim 42, wherein the input arrangement of the trusted authority 

apparatus is ananged to read the biometric data of said specific individual from a memory 

device presented by said subject individual. 

46. A system according to claim 42, wherein the encryption apparatus comprises an input 

arrangement for reading the biometric data of said specific individual from a memory 

device presented by said specific individual, and an output arrangement for storing the 

encrypted first data in said memory device; the input arrangement of the trusted-authority 

10 apparatus being arranged to read the biometric data of said specific individual and the 

encrypted first data from a memory device presented by said subject individual. 

47. A system according to claim 44, wherein the trusted-authority apparatus includes the 

decryption apparatus, and the input arrangement of the trusted-authority apparatus is 

15 further arranged to read the encrypted first data from the memory device presented by said 

subject individual. 
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(FIGURE 7 OMITTED) 
(FIGURE 8 OMITTED) 

Besides tt1at, we did perform evaiuation towards fr,e system based on H1e 
functionality (suitability, accurncy and security) and 
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usability (understandability, learn ability ami operability) factors. 
Respondents were given a period of time to use the system and at the end, 
they are ... 

... used during all the interviews. However, SE!parati:: interviews 1Nere used. 
Before conducting the interviews, tt1e agent technologies were contacted to 
assign trie responsibie or grant permission to contact trie 
recognized expert in thi:: concerned area or fie!d of activity for the topic 
in software development activities and described the agent technoiogy ... 

... University Press, USA., iSBN-10: 9780195092691, pp: 304. 

Susriil, R., K. Garg and R. Bhargava, 2008. Design, validation, simuiation 
and parametric evaluation ol a novel protocol for locating 
mobiie a~19nts in muitirenion environment. J. Cornput Sci., 4: 256-271. 
DO!: 10.3844/jcssp.2008.256.271 

Wooldridge, M., 2009. An !ntrfxiuction ... 

RFAXIS QMQS. RFEIQ TURBQ-QHARGES GHINA'S FIRST DQMESTIQ WI-Fl. .. 

Date: March 22, 2012 

i/6,K/2 (Item 2 from file: 9) 
05171917 Supplier Number: 283809462 
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Marcl1 22, 20·12 
Word Count: 852 

TEXT: 

".solutions to tl1e rapidly growing wireless communications markets. The 
SCI Wi ·Fi chipset (including the Si03 RF iC and S901 Baseband iC), and the 
SWM900i module, are China's first domestic Wi-Fi solutions fr,at 
have obtained W!-Fi Ailiance certification. SCI also owns !Ps based on 
Chinese 'NLAN Authentication and Privacy Infrastructure (WAPI) 
encryption standard, and has developed flexible business models including 
chipset, module sales anc! IP licensing. Ti1e swrv19001 USB-based 
Wi--Fi module uses RFaxis' RFX2402 C singie-chip front-end IC to 
achieve best-class performance in terms of operating range, data througl1put 
and receiVE! sensitivity. SCI ... 

".evaluated, the RFX2402 C stood out by a !arge margin, due to its 
simplicity, miniature siw, attractive price and uncomprorniSE!d performance. 
In fact, our SWl\:19001 module outperformed many of Hie top-brand 
Wi-Fi products of the same category avaiiable on tl1e market today, based on 
independent tests at several third ... 

View: HTML i PDF I Willd. 
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l\:1ulti!atera! environmental agreements versus world trade 01-ganization system: a compi-eriensive study. 
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Word Count: 3530 

http://dialogquicksearch.dialog.com/USPTO/search/doSearch.action[3/27/2012 10:54:20 AM] 



Dialog QuickSearch I A-ovided by Dialog LLC 

ABSTRACT: 
... Seit!ement Body (DSB) of the INTO. The study would discuss the scope of the core Environmentai Conventions and 
related International Agreements taken like the l<yoto Protocol, Montreal Protocol, Basel Convention, CiTES, ICCAT 
and the trade resolutions taken by differE!nt states undE!r them, domestically and inti::rnationa!ly to n::gulatE! and monitor trade 
practices accordingly. Conclusion ... 

TEXT: 

... of the UnitE!d Nations, and some are stand-a!onE! agreements. Tl1Ne is no 
umlxel!a organization ior MEAs. 

Some of thi:: rnajor MEAs are: The Montreal Protocol requires 
parties to exercise control over trade by pmviding for a variety oi trade 
restrictions including voluntary industry agreements, product labeling 
requirE!ments, rnquirernents for import.,. 

. .,exported to States not party to tl1e convention uniess, the State is a 
party to any other agreement bilateral, regional or mu1tilateral; and the 
Kyoto Protocol potentialiy rnig~,t lead to similar poiicy measures 
affecting trade. It lists a wic!e range of potential areas for action, 
inc1uding energy efiiciency, renewab;e energy resources ... 

... effective rE!-reQuiation of international tradi:: and a!so providi:: t11e 
easiest way to distinguist1 between legal and iliega; products. MEA 
notification procedures (basel convention, montreal protocol) 
l1av13 also bei::n submitted to committees of WTO for provic!ing greater 
co-ordination between tt1e WTO rules and MEAs. These trade restrictions also 
help countries which iack the regulato1y or institutional capacity to 
control the products in question, to ban or restrict trade in products 
whict1 are not wanted permission for- export or import (3). 
Finaliy, the impact of Mt.As both in terms of implementation of the pian and 
the trade forgone as its result. . 

.. .in the amount, and type, of trade nwasures being devE!loped in rv1EAs 
which include trade restrictions on specific items, iabeHng requirements 
for e.g., 8iosafety Protocol, and in the possibility of 
c!evi::iopment of rulE!S relating to intellectual property rigllts in the 
Convention on Biological Diversity. 

Aiso, therE! is t11e evidE!nt rniuctance of US to join MEAs, inciuding those 
witt1 trade measures (The US decision to abandon tt1e Kyoto 
Protocol in 2001 to the United Nations Framework Convention on 
Climate Change encapsulates an alarming trend in American attitude toward 
me environmental agreernents). Tt1is unilateraiist tendency ... 

... final and witt1out appeal. In case ii one oi the states invoived iails to 
comply with it, the other party may have recourse to the 
Security Council of the UnitE!d Nations Ti1e !C,J has aiso thi:: 
advantage oi having an environmental chamber with a procedure similar to 
the general submission procedures ... 

F5 A,;;r.eierQm;;, Ii~ Wireleli~ Pu;;it1 Nex! Stage Qf GrQwth AQQ.J.Ji;;,it1Qn Qf Tramx 1;;i F5&tl8217;~ firs.! 1n wirf..lf..~ .Q£tar fiald: aim~ 
at 4G. 

Date: Marcil 16, 2012 
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05163752 Supplier Number: 283087869 
F5 Acceierates Its Wireless Push Next Stage Of Growtt1 Acquisition of Traff!x is F5&#8217;s first in wireiess ~war field; aims 
at 4G. 

Marcl1 16, 2012 
Word Count: 627 

TEXT: 

... analyst Troy Jensen. When ceHpt1one users try to access webS!tes or data 
products, F5's gear sends tl1e user's requests to servers that grant 
perm lssion or block services. 

F5 aims to have a big rolE! in "optimizin!;i°' ti1e flovv of voiCE! anc! data 
services over fourth-generation networks using LTE ... 

... the markE!L" 

Deutscl1e Bank analyst Brian Modoff estimates F5 paid about $130 million for 
Traffix. The Tel Aviv, lsraE!l-baSE!d company d13velopE!d an lntE!rn13t signaling 
protocol tt1at's popuiar among wireless firms in 4G networks. It 
l1elps them operate and manage their networks. 

In a report, analyst Medoff says H1e Traffix ... 

... one Trafiix customer. 

Besides ti::chnology it gets frorn Traffix, F5 is developinQ technology to 
help wireiess iirms inspect packets of mobile data for routing and 
security. F5's new "deep packet inspection" technology, wl1ich 
wili competE! with products from Ailot and Procera Networks ((STOCK(TJKT))), 
shouid be ready for commercial reiease ... 

... analysts say there could be more corning. 
Yet, Jensen says F5 won't forget about its core data center market, wt1ich 
inciudes firewall and otl1er security products. Hi:: suggests F5 
could take a run at iirewali firm Palo Alto Networks. '"Near term, I 
wouldn't be surprised if they did rnore security acquisitions," 
Jensen said. ''Palo Alto Networks is i;irowin~1 like a wi::E!d." 

Obarna's political pal is now Inmate No. 40892-424. 

Date: March 16, 20i 2 

i/6,K/5 (Item 5 from file: 9) 
05163732 Supplier Number: 283205246 
Obarna's political pal is now Inmate No. 40892-424. 

March rn, 2012 
Word Count: 743 

TEXT: 

... come across as a beguiling rogue, good· naturediy absorbing jokes about 
his mop of t1air and aiways maintaininq his innocence. 

The ieds delayed the minimum security imprisonment 90 days so 
Biago could help prepare an appeal. But early Ttrnrsday in ~,is Chicago t1orne 
thi:: irnpeacllE!d governor said gooc!bye to his wife ... 
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... Hare Airpori and t1ad t1is last double patty melt in freedom untH 2026. 
(He dic!n't finish it.) 

At tl1e pi-ison, wl1ich may be !ow security but is still surrounded 
i:iy razor wire, Blagojevich went through a standard four-i1our entrance 
prncedure, including a psyct1iatric evaluation, a body cavity strip search 

... offenses along witt1 a few rmm.:lerers ami ,Jeffrey Skilling of Enron CEO 
infamy doing his 24 years. To avoid trouble, Biagojevich shouid a,uick!y 
learn inmate protocol: no staring at anyone, lay !ow, be quiet, 
ask permission before joining ott1er inmates at a cafeteria 
table. 

Tl1e iorme1- governor will live in a cell the size of a walk-in cioset with 
thrE!e ... 

TOYOTA MOTOR CORPORATiON JOiNS TRUSTED COMPUTING GROUP (TCG). 

Date: March 16, 2012 

1/6,K/6 (Item 6 from file: 9) 
05162926 Supplier Number: 283127483 
TOYOTA MOTOR CORPORAT!ON JO!NS TRUSTED COMPUTiNG GROUP (TCG). 

March 16, 2012 
Word Count: 554 

TEXT: 

... been working to prevent incidentai and malicious attacks, as well as 
prevent unauthorized access to related systems. 
TCG's efforts wiil addrnss: Establishing a secure authentication 
method for accessing the systems Ensuring consistency oi data and system 
Protecting stored information TCG l1as already deveioped and published many 
technolo~1iE!S specifications baSE!d on tl1e root-of-trust concept, such as 
Trusted Platform Module (TPM), Self· Encrypting Drives (SEDs) and 
Trusted Network Connect (TNC). 

TCG established fr,e Embedded Systems Work Group in 201 i, and me work group 
is in .. c 

Good TachnaJa~ tQ D.e!iver Mi!i1arj'. Gr.ad.e Se.c.ure Andra.id. 

Date: February 01, 2012 

i/6,K/7 (Item 7 from file: 9) 
05157078 SuppliE!r Number: 282370536 
Gooti Tedrno!o~w to Deiiver Military Grade Secure Android. 

February 01, 2012 
Word Count: 1087 

TEXT: 

... Exchange servers iocated in DoD data centers via Good·s email 
appiication to end~point Amimid devices wire!essly, using a F!PS 140~2 
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valtJated cryptograp~1ic module wiH1 AES encryption to ensure 
data protection for data-at-rest as weli as data-in-transit. Good's 
patented container--based technology prevents data ... 

For more information, visit www.del!.QQ.m. Biometric Associates, L.P 
Biometric Associates, LP is a unique c!eveioper, rnanufactun:?r, and 
integrator of authentication and identity systems. Products 
inciude smart card middlevvare for mobile opemting systems and B!uetooth 
smart card readers and hi::adsets specificaily designed to provide 
military-grade ... 

Unbreakable SCADA security essential for .QiQelines. 

Date: February 2012 

1/6,K/8 (Item 8 from file: 9) 
05150578 Supplier Number: 281461400 
Unbreakabl13 SCADA security essential for pipelines. 

February 2012 
Word Count: 2165 

TEXT: 

... developed by lnnominate Security Technologies. Tl1e system was 
specifically designed for harsh Emvironments and inciudi::s small, 
economical, industrial- rated modules that incorporate router, firewall, 
encryption, authentication and otl1er functions that can be 
installed vvithout disturbinQ production. 

An FL mGuard creates secure data communication via Virtual Private Network 
tunnels (VPN). VPN provides ... 

Communication wifr, control devices is oniy ailowed from designated 
locations via unbreakable software security keys (imagine a password on 
steroids), and authentication via certificates of authority that 
verify the communication origin is from specific command-and-control 
individuals at specific workstations. Ti1e mGuard c!evice filtms ail 
outgoinn ... 

... handshake protocols wili be intercepted and discarded. This hiQhiy 
secure memod blocks t1ackin~1, virus transrnission, and unautt1orized access 
to data streams of information because the module screens and 
rejects any unauthorized packets, including malware and t1acker probes. 

(FiGURE 2 OMITTED) 

In "Steaith Mode" these products are completeiy transparent, invisibie 
wl1il13 automatically ... 
... in hacker software. Yet even tt1e best, brand new, fully featured, rnost 
expensive Pl..C on the market does not offer simpie source verification and 
c!ata authentication, or encryption of commands or data traffic. 
If ail this does not yet make you nervous, consider the consequences if 
some disgruntled nutjob deliberately triggers,.. 
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RfiQ.iQna! Ne..wli - NQr:Fi Ameri~~a. 
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1i6,Ki9 (Item 9 lrom file: 9) 
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,January 02, 2012 
Word Count: 72605 

TEXT: 

. .,2011 

Bil! would require lound change to fund nonprofit instead of TSA Rep. Jeif 
Mil!e1-, R-Fia., has proposed iegislation that 'Nould require the 
Transportation Security Ac!rninistration to give change 113ft in 
security ct1eckpoint trays by travelers to a nonprofit 
01'gan1zation. Under the proposal, the money would go to the USO, a 
nonprofit, congressionally chartered private organization with ... 

.. .in tllE! first 50 wi::E!kS of 2011 compared with the same period last year. 
Dec 29, 2011 

Wi-Fi F'rotected SE!tup is saic! to have security flaw Ti1e U.S. 
Computer Emergency Readiness Team is warning tt1at ttrn VVi-Fi Protected Setup 
protocol used in wireless home muters may be exploited by 
11ackers, citing sec mity researcl1N StE!fan ViE!hbock. The 
security fiaw is in a program found on most commercially 
availab!e routers. Dec 29, 2011 

More insurers offer coveraqe for post-breact1 cleanup More companies are ... 

... groups are voicing increasing frustration with TSA passenger screening 
prncedures, ct1arning mat longer delays, reducerJ privacy and embarrnss1ng 
pat-downs l1av13 doni:: little to incn::ase security for t11e fiying 
pubiic. "The system is broken, it's extremely llawed and rt's absurd that 
we ail sit back and say we can't do anytl1ing about it," says Geoff Freeman 
of t11e U.S. Travel Association, whic!1 fi::ars people will E!ventualiy stop 
fiying ramer tt1an face me security gauntiet. Dec 28, 2011 
Recyc!inn is for sociaiists, say tea party activists. Members of Arizona's 
tea party have a new post-·election target: curbside ... 

... are "floating test beds." However, Navy ofiida!s defend the destroyer 
as "iuily operational worldwide.'· Dec 28, 2011 

TSA gives screi::ners coili::ctive ban;;iaining rights Tl1e Transportation 
Security Adrnin1stration's 40,000 screeners now have the nght to 
vote on coiiective bargaining rights. The TSA's decision to give tl1e 
workers the rights ... 

... and some other employment issues. Strikes are not permitted. "'The safety 
of the traveHng public is our top priority, and we wiil not negotiate on 
security," saicl TSA Administrator John Pistole. "But morale and 
employee engagement cannot be separated from achievinn superior 
security.'' Dec 28, 2011 

TSA suspends workN wi10 failed to screen checkE!d bags TllE! Transportation 
Security Administration t;as suspended an empioyee at Newark 
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Liberty International Airport for failing to screen checked bags. The bags 
were sent on to be !oaded on ... 

... called a passive optica! diode t1olds promise for quicker and more secure 
information proCE!SSing, according to thi:: researchers c!evi::ioping the 
technology. The devices cou;d increase security and eliminate 
supercomputer ct1al!enges tied to bandwidtt1. Dec 28, 2011 

Water crisis alfects 39% of world's businesses. At least 38% oi the world's 

... lsrae! to the U.S. in 1977. Dec 27, 2011 

Some tiealth oific;als continue to criticize TSA scanners Experts continue 
to rnise questions about Transportation Security ArJministration 
scanners that use back-scatter technology. Dr. Edward Dauer, head oi 
radiology at Horida Medical Genter, said tt1e scanners emit radiation and 
could pose ... 

... said. 'This is an addit1onai exposure." The scanner-s are installed at 40 
US. airp01is, and the TSA says they a1-e safe. '"The safety and 
security of the travelinQ public is TSA's No. 1 priority, and 
TSA would not use techno;ogy tt1at could jeoparrJize fr,e t1ea!H1 of passengers 
or our ... 

.. .fa;se-alarrn rate France and Germany t1ave deciderJ not to order 
miliirnete1--wave scanners because the devices have a high false-a!ann rate. 
The Transportation Security Administration currentiy uses the 
scanners, wt1ich some experts consider safer ttrnn scanners mat ernit 
radiation. However, in GNmany, thi:: scanni::rs had a false positivi:: rate of 
54%. The TSA says the scanners currently meet its standards. Dec 27, 2017 

U.S. should focus security strategy on t11warting p!ots, expert 
says Security expert Bruce Schneier says the only usefui 
aviation security measures taken since 9/i 1 are locking and 
reinforcing cockpit doors, teaching trave!ers to figllt i:iack anc! positive 
bag matching. '"Tt1e rest is security tt1eater," tie said. Sctmeier 
said the government should focus on terrorists who are planning p!ots. Dec 
27, 2011 

TSA adds subways, ferries to security scope The Transportation 
Security Administration has expanded its searct1 and screening 
operations to include subways, ferry terminals, train stations and 0F1er 
mass-transit venui::s in t11e U.S. Thi:: ... could provide a quarti::r of a million 
people witt1 clean, cheap energy, according to this articie. Free Flow 
Power of Glouceste1-, Mass., has won federa! permission to begin 
exploratory 1Nork that could lead to thi:: insta!lation of tens of thousanc!s 
of turbines beneath tt1e surface of me Mississippi. Tt1ere am big ... 

... ofiicials say they expect the technique to cost 80% less than 
conventional post-combustion rnett1ods of sequestration. Dec 26, 2071 

TSA screening increases risk oi security breaches. A 
"one-size-fits-a!!" approact1 to security screening is unlikely 
to prevent a future ti::rror attack and may E!Vi::n "invite disaster," Tl1e 
\Nash1nQton Times editorial board wntes. The board criticized recent 
efforts by the Transportation Security Administration to boost 
security after thi:: foilec! air cargo bornb p!ot. It also notec! 
mat government screening rnquires more resources and spending than 
screening conducted by airlines. Dec 26, 2011 
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Fligt1t attendants criticize TSA screening techniques, A group of fligt1t 
attendants has joined pilots 1n critidzing the Transportation 
Security Admin1stratiori's new security techniques and 
set Nov, 24, one of tt1e busiest travel days of fr,e year, as a "pat-down 
opt-out day." S0,,113 pilots l1ave criticized,.. 

,..air carriers t1ave tt1e information needed to ~,ire qualified pilots," tt1e 
report said. Dec 23, 20·11 

TSA launches help line for disabled travelem Tl1e Transportation 
Security Administration has launchec! a !1E!lp line aimed at 
assisting traveier-s witt1 disabilities and special medical needs go Hirougt1 
the airport-screening process. The TSA recommends, .. 

. ,.9 a.m. to 9 p.m. ET, 72 t10urs before traveling, Tt1e number is (855) 
787-2227, Dec 23, 20i i 
Chattanooga Airport gets new security scanm.:r- Tennessee's 
Chattanooga Airpori recently received a full-borJy scanner fr,at displays 
generic imaQes instead of c!etaiied images of traveli::rs' bodies. The 
scanner, which ... 

.. J!1at we'rE! looking out for tllE!ir interest, trying to maki:: it the best 
experience as we can ami at H1e same time adhering to security 
principles that we should have in piace," said Steve Wood, federal 
security director for TSA in East Tennessee. Dec 23, 2011 

AAR reports strong gains in traffic, interrnodal ievels U.S. rail shipments 
during tt1e week ending ... 

... i::xpect that," said Mark BNgsrud, senior vice prE!Sident of marketing at 
United Continental. Dec 22, 2011 

TSA tests scanning equipmE!nt at California airport TllE! Transportation 
Security Administration is testing scanning equipment at 
Caiifornia's Monte1-ey Regional Airport as part of a pian to speed 
security screening for membi::rs of the military. Miiitary members 
am asked to present H1eir 1tientification for- scanning by Hie mact1ines. 
"This location wili be used in ... 

,..chosen for testing because of me iarge numbers of military personnei 
who US!:: it. DE!C 22, 2011 

,Jarn, cranberry sauce won't make it fr,rough security, TSA says 
Trave!ers should think t1NiCE! about trying to carry certain !1oliday goodii::s 
througt1 airport security. Earlier this montt1, TSA agents at 
Denver international Airport refused to let Kathieen Tr1ou take l1ornernade 
raspberry jam ti1rough a security checkpoint. "it was jam. Just 
homemade jam in a tiny rnason jar," said Triou. "They said it has the 
potentiai to be bomb materiaL" Jams'". 

,..also wili ask airlines to identify diversion airports. The goai is to 
avoid prolonged 'Neat her delays. Dec 21 , 20 ii 

Airlines, experts push for- streamlining aviation security 
Congn::ss is 13xp13ctE!d to approve a bill this 1Neek to expedite 
security screening lor military personneL '-U.S. service 
members are entrusted to protect citizens with tl1eir lives and as sucl1, 
TSA is recognizing that ti1eSE! members pose very little risk to 
security," said Jotin Pistole, administrator of n,e 
Transportation Security Administration. A gmup that 1-epresents 
international airlines predicts ti1at t11e future of aviation 
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security will include a tunnel capabie of screening travelers 
for banned items. The Transportation Security Administration is 
moving toward mom risk.,based projects, such as its PreCheck program, wt1ich 
aliows prescreened frequent fliers to move rnore quickly tt1rougt1 
security. Dec 21, 20·11 

House GOP targets MACT as part of payroll tax bill Republicans in the U.S. 
House of ReprE!Si:mtatives are looking to postponiL . 

.. Jor the aerospace industry. ''The fact that our industry is a leading job 
creator, a technological innovator and a critical part of our nation's 
security is too important to be taken for- granted," said AIA 
President and CEO Marion C. Blakey. ''If this industry stops being Second to 
None, the ... 

.. ,in a far less intrusive way," said Cameron Humphres, the airpo1i's 
director. "I appreciate tt1at. I think passengers appreciate it as weiL" 
Tt1e Transportation Security ArJministration ~,as installed 540 
scanners at more than 100 airports in thi:: U.S. Dec 19, 2011 

Coiumn: Order suggests TSA is moving away from X-ray scanners The 
Transportation Security Administration recently orderE!d rnore 
than 300 miHimeter-wave body scanners, writes Tony Bizjak in trie 
Sacramento Bee. Tl1e order suggests that the TSA is moving., . 

... about al! canceilations or delays of more trian 30 minutes. Dec 19, 2011 
TSA fires folff Charlotte agents for failing to screen bags The 
Transportation Security Administration on Friday terminated four 
agents at Charlotte/Douglas lntemationai Airport in Nortt1 Caroiina for 
failinQ to properly scrE!en travelers' luggage. Officials said 12 rnore ... 

... 80 bags out of 80,000 were not opened and screened by l1and. Dec 19, 2011 

TSA ct1ief supports expanding passenger-advocate program The Transportation 
Security Administration hopes to expand its advocate program to 
rnore airports next year, Ac!ministrator Jolin PistolE! saic!. It a!ready has 
advocates at some 1arge U.S ... 

Company Names: ... UNITED STATES TRANSF-'ORTAT1ON SECURITY ADMIN!STRAT1ON ... 
Industry Names: 

View: HTML i PDF I WQLd 

MIN;ATl,JRF M2M MQDULE. BY QINTER!{)N ENABLES LINYANG ELEGTRQNIQS. ... 

Date: February 15, 2012 

i/6,K/10 (Item 10 from file: 9) 
05134348 Supplier Number: 280070152 
MINiATURE M2M MODULE BY CINTERION ENABLES LINYANG ELECTRON1CS ... 

February 15, 20i2 
Word Count: 1043 
l\:1IN1ATURE M2M MODULE BY CINTERION ENAE,LES LINYANG ELECTRON!CS ... 

TEXT: 

(Full text of a statement. Contact details below.) 

(BW)(CiNTERiON)(GTO.BOURSE) Miniature M2M Module by Cinterion 
Enables Linyang Eiectronics Srnart Meters and Power Management Solutions 
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High-Tech Writers/Energy Writers 

l\:1UNICH--(BUSINESS V✓IRE) - Feb. i 5, 2012-- Cinterion, the global ... 

Linyang Electronics is a top 100 eiectronic information enterprise in China 
and one of the most competitive in the smart metering industry. 

Cinterion's module provides secure wireless data cornrnunications 
for a range of l.inyang products and services including load monitoring and 
control. Tt1ese services help power companies and consumers ... 

".devices, and managed services to wireless operators, banks, enterprises 
and government agencies. 

Gemalto is tl7E! vvorld leader for 13iectronic passports and ic!entity cards, 
two-factor authentication devices ior online protection, smart 
credit/debit and contactless payment cards, as well as subscriber 
idEmtification modules (SIM) and universal intE!grated circuit cards (UICC) 
in ... 

Overview of McAfee real-tirne database monitoring, auditing, and intrusion prevention: databases are repositories of the 
most vaJuabl.e inf.o.rmati.o.n as.s.ets in 1he .enter_pri.s.e. And ~.eL in rn.anl{ or_g.anizations t.o.d~, U-1.ey_ .are poor!j'. _pr.o.tecte.d. 

Date: Novembe1- 2011 

1/6,1-(/1 "1 (Item 11 from file: 9) 
05131236 Supplier Number: 279391 505 
Overview of McAfee real-time database monitoring, auditing, and intrusion prevention: databases are repositories of trie 
most valuable information assets in the enterprise. And yet, in many organizations today, they are poorly protected. 

November 2011 
Word Count: i 108 

TEXT: 

.. .to achieve adequate security. Following is a briei overview of existing 
categories of tools that can be found in use across enterprises !arge and 
small. 

Authentication and access contra! 

* Pms--Establis~1es roles ancl privileges, tt1e most basic 1evel of security 

' Cons-- Difiicu!t to enforce properly, over-Hbera! granting oi access, 
privilege ... 

.. .trafiic only. Some agents can also monitor I PC communications, but they 
suffer from being even more intrusive since tl1ey must be implemented as a 
kernel m odu!e, making t11em hard to instail and maintain. To 
truiy monitor trie database, it is not enough to capture network traffic, 
even if you are able . ., 

Date: February 09, 2012 
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1i6,Ki12 (ltern i2 frorn file: 9) 
05130256 Supplier Number: 279412723 
NCR Reports 40 Results. 

February 09, 2012 
Word Count: 2433 

TEXT: 

. .,ATMs with one of NCR's SeifServ 32, 34, or 38 models. All of the new 
NCR Se!fServ ATMs will incluc!e NCR's Scalabl13 Di::posit Module 
(SOM) tectmology. SOM is Hie only tectrnolo~w on Hie market ttiat ailows 
consumers to deposit both cash and checks simultaneously in any orientation 
through EL 

... smvice mobile website that wiii aliow travelers to reserve and purcl1as13 
tickets, update reservation details and inquire about flight schedule. 

In addition, NCR·s Cmc!ential Authentication Ti::chnology -
Boarding Pass Scanning Sysiern was selected by Hie U.S. Transportation 
Security Administration for use in a pilot program that aims to 
automatically VE!rify ... 

View: HTML I PDF I Word 

□ CINTERION RECEIVES 2011 SMART GRID EXCELLENCE AWARD. 

Date: January 1·1, 2012 

1/6,!<!13 (ltE!m 13 from fil13: 9) 
05108753 Supplier Number: 276782821 
CINTf..RION RECEiVES 20i 1 SMART GRID f..XCEl..l . .ENCf.. AWARD. 

,January 1 i, 2012 
Word Count: i 062 

TEXT: 

(Full text of a statement. Contact details below.) 

(BW)(CiNTEF{iON)(GTO.BOUF{SE) Cinterion F{eceives 2011 Smart Gric! ExCE!!IE!nCe 
Award 
- Innovative M2M Module Honored for Exceptional Innovation 

High-Tee~, faJitorsiTechnoiogy Editors 

MUNICH .... (BUSINESS WIRE) • Jan. 10, 2012·· Cinterion, ihe global leader in 
celiular mac~1ine-to-mactiine (M2M) communication ancl a Gema!to company 
(Euronext NL0000400653 GTO), toc!ay announced that its EU3 M2M 
module won a 2017 Smart Grid Excellence Award from 
Sm.axtG.riQ.TMQnet.Q.Qrn . 

... c!1alienges and lon(J-iife requirements of globai smart grid and automatic 
meter reading (AMR) applications. By enabling UMTS capabiiities on the 900 
MHz band, the module offers increased coverage a1-ea for 
higt1-speed communications even in very remote locations, which is essential 
for geographicaily diverse smart metering appiications. in addition, EU3 ... 
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... devices, and managed services to wireless operators, banks, enterprises 
and government agencies. 

Gerna!to is tllE! 1Norld leader for 13iectronic passports and ic!entity cards, 
two-factor ,rnthentication devices ior on!ine protection, smart 
credit/debit and contactless payment cards, as well as subscriber 
idE!ntification modules (SIM) and universal intE!grated circuit cards (UICC) 
in ... 

Where to Start? With the New Year, Regulatory 'To-do Lists' Just Keep on Growing. 

Date: January 01, 2072 

1i6,Ki14 (ltern i4 frorn file: 9) 
05104960 Supplier Number: 276204131 
Where to Start? Witl1 ti1e NE!W Year, F{egulatory 'To-c!o Lists' .Just t<:eep on Growin~1-

,January 01, 2012 
Word Count: 5432 

TEXT: 

... McMillan cites eigt1t discrete security requirements under MU mat must 
be present in a certified EHFL TllE!S13 include audit controls, encryption 
controls, emergency access provisions, authentication 
provisions, and accounting for disclosure capability, "Tl1e Stage 1 
rr113aningfu! use requirement, tl1at you conduct a risk assessment in 
accordance with the original HIPAA rule ... of electronic order entry. But 
other areas iagged, such as electronically documenting tl1e problem iist, 
and fE!Wef" ti1an 10 perc13nt of physicians ev13n USE!d the module. 

Tl1e stakes were higl1, as losing its Joint Commission accreditation-whicl1 
could happen if the facility could not demonstrate improvement- would block 
me facility from,.. 

L~ns for GermEnit'li _gen~iiagnQ;;ltik.Qeliatz frQm EJ.ffQPsl's 12rQ1Qi.QH2 Qn g,anetic !filting fQr haalth _purQQS.as. 

Date: rvlarct1 2017 

1i6,Ki15 (ltern 15 frorn file: 9) 
05104803 Supplie1- Number: 275128853 
Lessons for Germany's gendiagnostikgesetz from Europe's protocol on genetic testing ior hea!th purposes. 

March 2011 
Word Count: 13554 
Lessons for Germany's gendiagnostikgesetz from E.umpe's protocol on genetic testing for heaith purposes. 
( 

TEXT: 

This Note argLWS that, in sornE! important respE!Cts, the GE!rman GenDG and, in 
fewer respects, ttrn Gounei! of Eumpe's conceptually similar AdrJitional 
Protocol to the Convention on Human Rigl1ts and Biomedicine, 
Concerning Genetic Testing for Hea!lh Purposes, also ca!led ttrn 
Protocol on Genetic Testing for Healtt1 Purposes (" 
Protocol"), (9) c!o not provide the IE!Vi31 of undE!rstanding and 
specificity necessary to provide equity to aH parties in situations wt1ere 
its edicts apply, 
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Part i of this Note summarizes and emphasizes major aspects of the GenDG 
and the ProtocoL Part II addresses tt1e rigt1t to know and home 
genetic testing kits, issues for- whict1 me Protocol r:irovides 
ti1e bi::st a!tNnativE! with specific exceptions and more flexibility. in Part 
!Ii, this Note acknowiedges that the Protocol provides a better 
alternative on issues of consent, particularly in situations of lack of 
capacity to consent, improper refusal to consent, and i:ia!ancing of 
interests in paternrty testing, but examines ways that both laws could 
better address the issue. 

L THE GENDiAGNOSTiKGESETZ AND THE GOUNCiL OF EUROPE'S PROTOCOL 
ON GE.NE.TIC TE.STING FOR HEALTH PURPOSES 

A. Tt1e Gendiagnostikgesetz Discrimination, Accrnditation, ami Test Results 
The GenDG prohibits discrimination based on ''genetic characteristics." (i 0) 
!ts rigorous ... 

... Act (36) While severai groups are rnpresented on the commission's 
panel, insurer and employer interests are not. (37) 

D. TllE! Council of Europe's Protocol on Genetic Ti::sting for 
Healt~, Purposes 

In 1996, the Committee of Ministers of ti1e Councii of Europe instructed thi:: 
Steering Committee on Bioethics to draw up a protocol (38) to 
the Convention on Human Rigl1ts and Biomedicine. (39) The Convention entered 
into force on December 1, 1899, (40) and has been signed by thirty--live 
states, twenty-eigt1t of whic~, have further ratified or acceded to it. (41) 
Yet the Protocol to tllE! Convention, whicl1 opened for signaturE!S 
on November 27, 2008, has not yet obtained the live 
ratifications--including those of four Council of Europe states--necessary 
for entry into force. (42) Rather, the Protocol has l:iE!en signixl 
by five states, two of wt1ich have ratified it. (43) Germany t1as not signed 
or ratified either the Convention of the Protocol, (44) aithough 
a German doctor chairs the Council of EuropE!'S Working Party on Human 
Genetics. (45) Wt1ile fr,e Protocol is not binding on Germany as a 
non-party, this Note examines its importance as an instructive guide for 
the German Act 
E. Scope of the Protocol 

The Protocol does not apply to genetic tests carried out on the 
human embryo or fetus, or to genetic tests carried out for researct1 
purpOSE!S ( 46) iL 

... 50) and it dirncts that appropriate measures be taken (51) "to prevent 
sti9matization of persons or 9roups in re!ation to genetic 
ct1aracteristics." (52) 

Under the Protocol, ail genetic tests must meet quality 
assurance requirernents in programs, monitoring, and qualifications of 
persons providing the genetic services, (53) The tests must also have ... 

... and oniy subsequent to an independent evaluation of ethical 
acceptability. (61) Suci1 screenings must also meet further specific 
conditions. (62) And unlike the GenDG, the Protocol requires 
that governments facilitate pubiic access to "objective general 
information on 9enetic ti::sts, inclucling their nature and t!lE! potential 
implications of their results." (63) 

IL LESSONS FOR THE GEND!AGNOSTH<GESETZ FROM THE PROTOCOL 

http://dialogquicksearch.dialog.com/USPTO/search/doSearch.action[3/27/2012 10:54:20 AM] 



Dialog QuickSearch I A-ovided by Dialog LLC 

A. Right Not to !<now 
Under the GenDG, pre- test consent must be obtained as to "if, and ii so to 
wt1ich extent, the examination results may be disclosed." (64) Assurnedly, 
ti1is disclosure would include disciosure to the test subject himsE!IL (65) 
This stands in contrast to the Protocol, whict1 simply states 
that "(e)veryone undergoing a genetic test is en@ed to iu10w any 
information coili::CtE!d atiout his or i1er health derived from this .. 

... the absence of consent wou!d be opposite in eacl1 situation: in Germany, 
no disclosure to anyone including even ti1e test subject himself, and undi::r 
the Protocol, disclosure to tt1e subject. Trius, tt;e GenDG 
assumes the subject does not want to know, and the Protocol 
assumes the subject does. 

The GenDG sets tl1e right not to knovv test results above the right to know 
them. While the right to know ... 

... not to kno1N is explicitly laid out in Section 9. (67) Furthermore, tllE! 
right not to know is not qualified in any way. (68) The Protocol 
, in contrast, provides that "(t)rie wish of a person not to be informed 
sl1all be respectec!," (69) but a!so states that, "(i)n exceptionaL .. 

... care, stated in Article 4 of the Convention on Human Rigl1ts and 
Biomedicine, might confiict witi1 t11e patient's right not to know." (7"1) The 
Protocol trien intmrJuces me duty of care as a factor to be 
balanced, and the docto1- must determine in her own expertise wrietrier this 
duty outweighs the right not to know. (72) 

TllE! Protocol makes room for situations in which information 
about preventable diseases is made known to ttrn unwilling subject, wt1ile 
the GenDG makes no sucl1 a!lowance. Yet... 

... s interest in avoiding a life-altering of fata! disease (75) should 
override riis uninformed interest in remaining ignoi-ant of infonnation. In 
this regard, the Protocol presents the best approacl1 in its 
aliowance of exceptions to tt;e right not to know. it must aiso be 
remembered tl1at because the Protocol ailo'NS for national la'NS to 
prevent the doctor irom making such an exception, Germany would still be 
able to sign on to the Protocol and retain its current po!icy on 
thi:: right to know. (76) 

B. Exception to Hie Medicai Supervision Requirement 

Both the GenDG and the Protocol contain a general requirement 
of either supervision or direct administe1-ing of genetic testing by a 
nwc!ical doctor. (77) Yet ti1e Protocol ailows for an exCE!ption 
to triis requirement. (78) The Protocol somewhat cryptically 
states: "Exceptions to the genera! rule ... may be allowed by a Party, 
subject to appropriate measures being provided, taking into account tt1e way 
the test wili be carried out, to give effect to the ott1er provisions of 
this Protocol,'' and goes on to state that "sucri an exception 
may not be made with regard to genetic tests vvitti important impiicaiions 
for trie t1ealtt1 of fr,e persons concen1erJ or members of H1eir famiiy or with 
important irnp!ications concerning procreation choices." (79) Ti1e "otllE!r 
provisions of this Protocol" mentioned am "trie provisions 
concerning trie nature and qua!ity of prior information, free and informed 
consent and gi::netic counselinQ" (80) Yet it remains unclear what would 
quaiify as "important implications" of "appropriate measures." 

The Explanatory F{eport to thi:: Protocol clarifies that home 
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genetic test kits, also ca!led direcHo-consumer {OTC) tests, in wt1ich the 
consumer can both administer and analyze the test, are perfectly 
acceptab1e. (81) This ;s true at least ;n situations as dictated by a state 
Party to H1e Protocol (82) accorrJing to tt1e following factors: 
ti1e potential implications for t11e test subject and his family; thi:: E!ase 
of interpretation ol the results; treatment possibilities ... 

... i::nsure that consumNs wili, in reality, always follow ail din::ctions, 
the severity of the potent;a; prob1erns of misuse and misinterpretation are 
grnatiy al!eviated by the Protocol's requirement that only less 
significant tE!Sts and those which arE! easy to interpret are allowE!d in DTC 
kits. (93) Yet commentators have also objected to Hie general idea of DTG 
kits because such kits cannot require info1Tned consent. (94) The 
Protocol also specifically addresses this problem by recognizing 
me ability of tt1e consumer to make an informed rJecision as an important 
concern in determining whether OTC kits should be allowed. (95) Overali, 
then, tt1e Protocol provides specific guidelines that make for a 
workable system governing direct-to-consumer genetic kits. 

!IL LESSONS FOR THE GEND!AGNOSTlf<:GESETZ AND THE PROTOCOL 

A. Persons Lacking the Capacity to Consent 

In the case of a genetic test on a subject lacking capadty to consent, the 
GE!nDG provides first... 

. .,regard to a genetica!ly re!ated person," there is no otl1er way to 
determine whether the oifspring will t1ave a genetic illness or condition. 
(97) 

The Protocol, on the other hand, deviates irom ;ts base treaty, 
the Convention on Human Rigl1ts and Biorneckine, (98) by allowing "a genetic 
tE!St to be carried ... 

... as important for their health, or to allow them to make an informed 
choice with respect to procreation." (99) 
As opposed to tt1e GenDG, tt1e Protocol al!ows testing for tt1e 
benefit of family members, not just their unborn offsp1-ing, in tl1e case of 
a subject !acking capacity to consent The Explanatory Report to ttrn 
Protocol identifies a situation in wt1iet1 testinq for Hie 
i:ienefit of living family members would i)E! vital: "(A) pi::rson not ab!e to 
consent (wt10 is) sufiering ... 

... tllE! rE!latives is not outweighi::el by an attendant benE!fit to the test 
subject (102) 

B. Impossibility of Obtaining Consent from Subject, and DE!Ceased Subjects 

The Protocol provides: 

When it is not possib!e, witri rnasonable efforts, (i 03) to contact 
a person for a genetic test fo1- the benefit oi his oi her ... 

... out in 
accordance wit11 t!lE! princip!e of proportionality, 1Nhere the 
expected benefit cannot IJe ottierwise obtained and where the test 
cannot be deferred. (104) The Protocol a!so states that 

provisions 
srial! be made for me subject w~1en tie express\1 opposes the qenetic 
test (105) 
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Tl1e GenDG provides no exception to the . ., 

.. .in the case of a deceased or impossibie-to-find subject {106) T~1is 
means ti1at in the situation (provided in the Explanatory Report to the 
Protocol) oi a family with a t1istory of ovarian cancer where 
the genetic mutation had not been identifierJ, fr,e use of tt1e subject's 
genetic information ... 

. .,defies reason and is easily avoidable. (i 09) 

Similar to fr,e exception for genetic impossibility of subject contact is 
the exception for deceased subjects under tl1e Protocol. (i 10) 
The only major difierence here is that the Protocol requires, in 
me case of a deceased subject, tt1at "Fie consent or- authorization requirnd 
by law has been obtained." (i 11) Tl1e GenDG specifies nothing in ... 

,..situations seem to be left wit~, no recourse to gain access to it if tt1e 
c!eci::asix! gave no express, written consent beforE! he passix!. 

The Protocol ailows no exception to the consent requirement when 
fully inforrnec! consi::nt is oi:itainable. ("113) Family disclosure over t11e 
objections or absent me consent of the,. . 
... wishing to be the bearer of bad news, the unsurn nature of the specific 
genetic ti::st, or i::ven spite. (120) Under both the Gi::n DG and 
Protocol, Hie test subject witti capacity ami ability to consent 
to disclosure oi genetic info1Tnation always has the iast word, and no 
reasons for withhoiding consent... 

... principli::s of E!tllics' (that) !iave significantly inflUE!nced muci1 of 
Western thinking and action, particularly in the medical··iegai sphere." 
(123) While the GenDG and the Protocol arguabiy increase patient 
autonomy, a family mi::mi:iN's autonomy is likeiy decreased 1Nh1::n sllE! is being 
barred access to genetic information. (124) Beneiicence, nonrnaleficence, 
and ... 

... someone seeking suct1 consent." 

C. Secret Paternity Testing 

On ti1e subject of consent and di::SCE!nt determination t11rougi1 si::cret 
paternity tests, bott1 tt1e GenDG and tt1e Protocol take the same 
stance--ali sucti genetic tests require free and inforrneti consent of the 
tE!St subject. (125) YE!t a previous casi:: from the European ... Mikulic•s 
recognition of that interest as an important iactor- to be baianced against 
the possibie father's privacy interest seems more rnasonable than tl1e 
Protocol and tllE! GenDG in their blankE!t prol1ibition on paternity 
testinn witt1out consent. (133) Suct1 an identity interest of Fie possibie 
offspring couid be limited andc .. 

,..tier to remain witt1out knowiedge of her fafr,er, (134) 

CONCLUSION 

The strict conSE!nt requirement of thi:: GenDG, and even tllE! looser consent 
requirement oi the Protocol, could oiten !eave families 
scramblinn to find answers that are easiiy accessibie through other family 
nwmbE!rs' genE!tiC tests, including information about possible futurE! heaith 
prnblerns ami paternity, In regard to the right not to know and 
direct-to-consumer genetic tests, tl1e Protocol hits the ma1-k by 
aliowing for i1ealth inten::st exceptions in tllE! former case and limitix! 
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exceptions creating weater accessibility to non-crucial ~wnet1c 
information in the !attar. The difficulties for the GenDG, and sometimes 
the Protocol, come in areas wt1ere it seems ttrn legis!ator-s cM 
not consider individual situations in wt1ich it rnay be inequitable to the 
tE!St subject or l1is ... 

,..GINA U.S. laws affecting genetic information in multiple contexts, such 
as thi:: Americans with Disabilities Act, ti1e Civil Rigl1ts Act, t11e Employei:: 
Retirement income Security Act, the Healtti insurance 
Portabi!ity and Accountability Act. See ,Janneke H. Gerards, Regulation of 
Genetic Information in the United States, in GENETiC INFORMATION AND 
GENET!C ... 

.,.Genetic Exceptionalism" in Medicine: Clariiying tt1e Dilferences between 
Genetic and Nongenetic Tests, 138 ANNALS OF INTERNAL MED. 571, 571 (2003). 

(9.) Councii of Europe, Addrtionai Protocol to the Convention on 
Human Rigt1ts and E!,iorneclicine concerning Genetic Testing for Heaith 
PurpOSE!S, C.E.TS. No. 203 (2008), available at 
http://co,wentions.coe.int/treaty/CornrnuniChercheSig.asp?NT""203&CM"' 
8&DF,,,30/10/2009&Cl.,,,ENG (hereinafter "Protocol"). 

(10.) GenDG (section) 4(1 ). Genetic ct1aracteristics are rJefined as "human 
genetic information inherited upon ferti!isation or otherwise gained before 
i:iirt11." GenDG (section) 3(4 ... 

. .,and if so to which extent, the examination rnsults may be disc!osed of, 
as the case may be, destroyed." The section then provides that subject 
permission may be revoked at any time, ora!ly or in writing, and 
such revocation must be immediately documented and reportec!. GenDG 
(section) 8(2). 

(14.) !cL 
,..the Genetic Diagnostic Commission created by this Act. Id. 

(31.) Id (section) 18. Tl1is context is not specificaiiy mentioned in the 
Council of Europe's Protocol on the subject. In Hie insurance 
setting, the !aw bans third parties from obtaining any kind of genetic 
information, except in cases where the contract at issue exceeds 300,000 
euros. As me implications of the differences between the German law ami 
thi:: Protocol are vast and this particular fiE!ld much-anaiyzed, 
this difference wiil not be discussed in this Note. !cl.: see, e.g. Ashley 
1\:1. Ellis, Genetic ... 

,..and insurance, 36 TULSA L.J. 703 (2001 ). 

(32.) GE!nDG (section) 19. This context is also not specifically mentioned 
in the Council of Europe's Protocol. Genetic privacy in 
employment has been heaviiy exp!o1-ed in previous works, and therefore wili 
not be discussed in this Note. See, e.g., Ellis, supra ... 

.. .int/t1-eaty/Comrnun/l..isteTmites.asp?CM-8&Cl."°ENG (last visited Sept. 
19, 2009). 

(41.) Co,wi::ntion on Human F{ights and Biomedicine, supra note 39. 

(42.) Protocol, suprn note 9. 
(43.) Id 

(44.) Convention on Human Rights and Biomedicine, supra note 4 i; 
Protocol, supra note 9. Wl1il13 it follows that if a country c!id 
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not sign ttie Convention, it would not sign Hie Protocol to the 
Convention, it is unc!ear wl1y Germany has not signed the Convention. The 
Bundesministeriurn der Justiz (the Federal Ministry ol Justice) simply 
states on ... 19yJ,trn! (last visited Feb. 8, 2010). 

(45.) Additiona! Protocol to the Convention on Human Rights and 
Biomedicine, concerning Genetic Testing for Healtt1 Purposes: Explanatory 
Report, Introduction art 8, avaiiable at 
http://conventions.coe.int/Treaty/EN/Reports/Htm!i203.htrn (last visited 
Sept. 23, 2010) (hereinafter "Exp!anatory Report"). 

(46.) Protocol, supra note 9, art. 2(2). Tt1e purpose for tt1e 
exclusion flora the Protocol of testing for research or on an 
embryo or ietus is not clear. 

(47.) Protocol, supra note 9, art 3. This rnquirernent remains 
somewhat nebuious, even in view of its limited discussion in tt1e 
Explanatory Report. Explanatory Report, supra note 45, (paragrapt1) 
(paragraph) 37-38 ('This articli:: affirms the primacy of t!lE! human being 
concerned by genetic tests covernd by the Protocol over the 
sole interest of society of science .... The aim of (the 
Protocol) is to protect human rigi1ts and dignity."). 

(48.) Tl1e Explanatory Report specifically states: "Yet not ail differences 
in trE!atment necessarily amount to discrimination. In particular.. . 

... on account of his or her genetic chamcteristics or the genetic 
charactenstics of a geneticaily reiated person .... " GenDG (section) 4(1) 
(emphasis atidecl). In the Protocol, the ernp~1asis is on 
c!iscrimination aQainst the pNson "E!itl1er as an indivic!ua! or as a membi::r 
oi a group on grounds oi his or her genetic heritage .... " 
Protocol, supra note 9, art. 4(1) (emphasis added). The effect 
of these t1No statE!mE!nts could i:ie different. For E!xampie, a person wl10 is 
discriminated against because his brother has a genetic condition would be 
covered under the German iavv, but might not be covered under the 
Protocol becauSE! it is not l1is '\1enetic i1eritage" ti1at is thi:: 
basis for Hie discrimination, but rather that of t1is brofr,er's. See infra 
note 50 for the definition of ''genetic heritage". Yet if this 
interpretation wern correct, it would seem to take away the meaning of the 
p~1rase in Hie Protocol "or as a rnernber of a group"--if one can 
i:ie discriminated against only on ti1e basis of his own chromosomes anc! 
genes, discrimination against... 

... t!lE! sentencEi. Ti1is may be oni:: reason to bi::lii::ve the c!efinition of 
"genetic hentage" is not meant to be limited to the individual 
discriminated against Protocol, supra note 9, an. 4(1); see 
infra note 50. 

(50.) Protocol, supra note 9, art 4(1). The term ''Genetic 
Heritage" seems to be unclear on its face, and is not deiined in ttrn 
Explanatory Report ... 

... paragraph) 42. Paragraph 44 of the Explanatory Report provides that 
particular attention be paid to stigmatization in n,e context of screening 
programs. In neither t11e Protocol itself nor the Explanatory 
Report is stigmatization outright prohibited (only sought to be prevented), 
although discrimination c!early is prohibited. Id. (paragraph) (paragmph) 
39-44. 
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... regular monitoring: (c) persons providing genetic services t1ave 
approp1-iate qualifications to enable them to perform their roie in 
accordance witt1 professional obligations and standards. 

(a) Protocol, supra note 9, art. 5. 
(54.) "Giinical u@ty of a genetic test st1ali be an essential criterion 
for deciding to offer this test to a person or a group of persons." 
Protocol, supra note 9, art 6. "'Clinicai uiiiity' ;s to be 
understood by the value of the test resu!ts in guiding the pemon concerned 
in his .. 

... to genetic tests with important impiications for the healtl1 of the 
persons concerned of members of their family or 1Nith important implications 
concerning procreation ctrnices." Protocol, supra note 9, art. 7. 

(56.) Id. art. 8(1). 

(5n Id art. 8(2). The definition of "geni::tic counseling" in the 
Protocol is more extensive than the defin;tion in Hie GenDG: 

Tl1e notion of "genetic counSE!lling" is to be understood l1ere as a 
communication and support process ... 

... must refN to ArticlE! 18 "Id. (paragraph) 84 Article rn contains the 
requirement that if fr,ere ate suct1 implications, the person tested st1all be 
informed. Protocol, supra note 9, at Art 18. Like the GenDG, 
though, it does not go so far as to require that the lam;ly members be 
informed ... 
... s consi::nt Id. 

(58.) Explanatory Report, supra note 45, (paragraph) 88. 

(59.) Id. arts. 7 3, 14. 

(61.) Id. art. 19. 

(62.) Protocol, suprn note 9, art. 19. T~1ose conditions are: 

(a) tt1e programme is recognised for its t1ealth relevance for tt1e 
w~1oie population of section of population ... 

... about the right not to know, reveais the legislative attitude that the 
right not to know is more important than the right to know. 

(66.) Protocol, supra note 9, art. 16(2). 

(67.) "Gianfication in regard to the right oi any subject per-son to not 
t1ave to iu1ow results, ineludinq without.. 

... not t1ave examination results, either partially or entirely, disciosed 
but to t1ave tt;em destroyed instead .... " GenDG (section) (section) 9(2), 
9(5). 

(69.) Protocol, supra note 9, art. 16(3). 

(70.) Id. art. 16(4). 
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(7i .) Exp!anato1-y Report, supra note 45, (paragraph) 135. The reference 
here to Article 4 ... 
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December 21, 20i i 
Word Count: 359 

TEXT: 

... is sign in wim a usernarne and password wt1ich they can purchase oniine 
or in retail stores. !n the near future, we would make automatic 
authentication through the use oi the subscribers SIM 
(subscriber identification module) card," tie said. 

As the service uses standard WiFi technology found in most portable 
devices, tt1e carrier~grade INiFi service can be used by all ... 

BUSJNESS AND INNOVATION AT THE HEART OF THE TRADE SHQW ... 

Date: November 29, 2011 

1i6,K/17 (ltern 17 frorn file: 9) 
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BUSINESS AND INNOVATION AT THE HEART OF THE TRADE SHOW ... 

Novembi::r 29, 2011 
Word Count: 752 

TEXT: 

... other smarts mobiles objects. 

Many projects in Government Security and in E-t1ea!H1 T~,e identity 
protection sector is booming and the technologies of identification anc! 
authentication presented by the exhibitors have been applied to 
many documents (biometrics passports, e!ectronic ID, electronic driver's 
license, health cards ... ).E-!1ea!tl1 has i)E!en in ... 

... IT SECURITY APPUCATION: GEMALTO with Just4YourEyes 

' BEST TRANSPORTATION APPUCATION: !NSIDE SECURE witri VHBR 

* BEST BANKING/RETAIL/LOYALTY APF-'UCAT!ON: SIMART!S TELECOM with Bubble 

* BE.ST SECURE. !NTERNET/AUTHENTICATION APPLICATION: HID GLOBAL. 
with Next Generation Secure ldenMy Ecosystem 

* BEST MOBILITY APPLICATION: NXF' SEM!CONDUCTORS with PN65 Secure NFC 
module 
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* BEST eTRANSACTIONS APPLICATION: VERIFONE with PAYware Mobile Enterprise 

' BEST MANUFACTURING & TESTS APPLICATION: OBERTHUR TECHNOLOGIES with ID 
One Digital watermarit 

See you at the 27tt1 GARTES ... 
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Word Count: 1·142 

TEXT: 

Cinterion's award-winning JavaTM module provides secure wireless 
data communications and runs application software designed to manage the 
service and maintenance needs of enterprise--grade ofiice machines anywhere 
in the ... 

... other issues before problems anse. The solution's embedded Java client 
from Inside M2M collect machine data via an attacl1ed MCT terminal, and tl1e 
CintE!rion module securely communicates back and fortl1 ovi::r 
wireless networks to a dedicated backend server provided by Inside M2M. 
System administrators can iog on from any computer., . 

... and security expertise as well as its engineering support in local 
markets around the world," said Derek Uhlig, CEO of Inside M21\k 
"Cinterion's Java module is crucial for simultaneous software 
hosting and secure communications, allowing cost efficiencies by 
eliminating the neE!d for additional processors and complexity." 

"We were pleased to ... 

... devices, and managed services to wireless operators, banks, enterprises 
and government agencies. 

Gernalto 1s the world leader for eiectronic passports and identity cards, 
two-factor authentication devices for online protection, smart 
creditidebit and contactless payment cards, as well as subscriber 
identification modules (SIM) and universal integrated circuit cards (UICG) 
in ... 

CINTERIQN LAUNCHES NEW HIGH-SPE.ED AUTOMOTIVE. M2M MODULE .. 

Date: Novernbe1- i 5, 2011 

1/6,1-(/19 (Item 19 from file: 9) 
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CINTERION LAUNCHES NEW HIGH-SPEED AUTOMOTIVE M2M MODULE. 

November 15, 2011 
Word Count: 922 
CINTERION LAUNCHES NEW HIGH-SPEED AUTQrv1OTIVE M2M MODULE. 

http://dialogquicksearch.dialog.com/USPTO/search/doSearch.action[3/27/2012 10:54:20 AM] 



Dialog QuickSearch I A-ovided by Dialog LLC 

TEXT: 

(Full text of a statement. Contact details below.) 

(BW)(GiNTEF{iON)(GTO.BOUF{SE) Ginterion Launches New Higl1-Sp1::E!d Automotive 
1\:121\:1 Module 

High-Tech Editors 

CARTES & IDentification 20i i 

PARiS--(BUSiNESS WIRE) • Nov. 15, 2011-- Ginterion, the global leader- in 
celiular machine-to-macl1inE! (M2M) communication moduies and a Gemalto 
(Euronext NL 0000400653 GTO) company, launct1es AH3, its new higt1-speed 
automotive M2M module with a new tr!ple-diversity antenna 
c!esign. AH3 di::iivers rE!liable aiways-on communications across global 28 and 
3G cel!ular- networks for advancerJ app!icat!ons suct1 as ... 

The module's SiM Access Proiile enables easy integration of 
additionai wireiess devices, connection w!tt1 smartpt10nes and software 
applications, while analog audio processing and advanCE!d voici:: support 
prnvide superior hands- free capabi!ities. AH3's compact, single--sided 
design shares a common footpr!nt with foi-thcorning I..TE modules. 

The ruggedized AH3 module features a tota!ly new and improved 
triple-diversity antenna concept that is based on pogo pads enabling sirnpie 
and reliable mounting at reduced total cost... 

. .,mobile bus!nesses with greater and richer access to information and 
remote diagnostics," said Norbert fv1uhrer, GEO Cintenon. "Cintenon's 
easy-to-integrate, r!ct1ly-featured AH3 module meets all Hie 
c!emands of ac!vanced automotive applications." 

Additionai AH3 product information: 

AH3 sampies and evaluation kits are avai!abie with mass production 
beg!nning in Q2 ... 

... devices, and rnana9ed services to wir-eless operators, banks, enterprises 
and government agendes. 
Gema!to ;s the world leader for e!ectmnic passports and identity cards, 
two~factor authentication devices for online protection, srnart 
credit/debit and contactless payment cards, as well as subscriber 
identification modules (SIM) and universal integrated circuit cards (UICC) 
in ... 

RJ::iader;;i i::;an funct!Q.n a;;i inieiligeni aiar-rn k~pads. 

Date: October 2011 
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Readers can funct;on as inte!ligent aiarrn keypads. 

OctolJE!r 2011 
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TEXT: 

".versions of Symmetry Security Management V6.x or as fuliy functional, 
intelligent alarm keypads when used with Symmetry Homeland \/7 with the 
Symmetry Intrusion Management module and supported Symmetry 
M2150 multiNODE controllers. Ti1e ,..Javelin 884-KP mads NXP rv1ifare and 
Miiare DESFire smart cards, in addition to Personal Identity Verification 
(PIV), Transportation Worker Identity Credential (TWIG) and First Responder 
Authentication Card (FRAC) cards. The JaVE!lin 880-!<P reads 
125kHz HID Proximity credentiais. Other models will be reieased over iirne. 
The Javelin LCD graphical display verifies." 

CARTES & IDENTIFICATION 20.11: 1£TH EDITIQN OF THE SESAMES AWARDS. 

Date: October 21, 201 i 

1/6,1<!21 (Item 21 from file: 9) 
05040449 Supplier Number: 270335245 
CARTES & IDENTIFICATION 2011: 16TH EDITION OF THE SESAMES AWARDS. 

OctobN 21, 2011 
Word Count: 812 

TEXT: 

... The finalists an:: H!D Gioba! with Next GE!neration Secure Identity 
Ecosystem: intercede with F-'iV Credentiais on a BiackBerry phone; Smart 
Packaging Solutions with E.rnbedded Contactless Module C 

- !T SECUR!TY SESAME The finalists arE! Gemalto with One4all; Gema!to with 
,Just4YourEyes; Nets Denmark A/S with PC! OEM Module. 

- TRANSPOFffATION SESAME The finalists am ASK with TicketTac; INSIDE SE!CUre 
witt1 VHBR; Mastercard witt1 City Card on MasterCard M/C~1ip Advance. 

··BANKING! RETAiL i LOYALTY SESAME ... 

.. .finalists are Sirnartis TE!IE!COm SRL with Bubi:iie; Turkcell with Turkcell 
Mobile Wallet (Turkcell Cep--T Cuzdan); 'Natchdata System Co. Ltd. with 
SC--NFC; 

- TRUSTED INTERNET/ AUTHENTICATION SESAME Tt1e finalists HID 
G!obai with Next Generation Secure Identity Ecosystem; NXP Semiconductors 
with On-card gesture recognition; Trusted Designer with Certpl1one. 

• MOBILITY SESAME. The finaiists are GoTrust Technology inc with SWP 
rnicrnSD; NXP Semiconductors with PN65 Secum NFC module; Trusted 
Logic with Trnsted User Interface for Android devices. 

- E··TRANSAGTIONS SESAME Tt1e finalists are BF-'C Banking Technoiogies with 
BeeSma1i Card; Buyster with Buyster mobi!e,.c 

lm_prQ.vin_g ;;,er;.wrii)l Qf Qnline bankin_g J.J~!n_g RFIDC 

Date: July 20i 1 

i/6,K/22 (Item 22 from file: 9) 
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Improving security of online banking using RFID. 
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,July 2011 
Word Count: 2206 

ABSTRACT: 
Banks protect customers· security in three main techniques: passwords, encryption, and firewalls/server security. This study 
deveiops a module tt1at st1ali fumier tigt1ten security of online banking, and improve trust. Tt1is study proposed Hrnt there 
is a nE!ed for an additional a ut he nt ic a tion due to th13 fact ti1at trust l1as new dimensions in financial services. A modE!I 
using RHO as a second authentication !ayer is proposed and developed. Internet security is assumed to be a major 
obstacle to tl1e adoption of oniine banking, which made customers concerned about ... 

TEXT: 

... a user name and password during transmission and uses them to access the 
account. 

This study propoSE!d that them is a neix! for an adc!itional 
authentication due to the fact that trust t1as new dimensions in 
financial services. Several studies have identified trust as an important 
factor influencing customer participation in ... 

.. DMiTTED) 

Data security between the customer browser and our Web server is t1andied 
through Secure Sockets Layer (SSL.) security protocol, whicl1 provides data 
encryption, server authentication, message integrity for a 
Internet connection, and provides a security "t1ands~1ake" that is used to 
initiate tl7E! connection (Fmier 13t al, 1996). Some banks camE! up vvith ti1eir 
own mett10d of enhanced security modeL Wool forest National bank in the USA 
for example, impiemented what tl1ey call "lnteliigent 
Authentication" (IA). The way it works is 13ach time a customE!r 
uses oniine banking, Hie system will "proiiie" t1is/her online banking 
bel1avior by tracking each ... 

... security risks and improving customers' trust. Therefore, in an attempt 
to heip online banks achieve a high ievel of trust, this study has 
deveioped a module H1at shall furtt1er tighten security of oniine 
banking, and reduce fr,e associated risk (see figure 2), by adding a 
Radio-Frequency Identification (RFID) reader to ... that scanning is donE! 
over the air. Sensing the presence of the ATM card, and reading its 
information st1ali provide physical evidence for user's 
authentication. The abs13nce of tl7E! card shali preVE!nt accessinQ 
the account. Ttrn bank providing the ATM card shail be responsibie for 
encrypting and securely transmitting data. 
DOUBLE AUTHENTICATION 

With Double Authentication, there are two 
authentication/authorization stages. These two stages occur 
after a user tries to access the online baking account This wiil provide 
additionai authentication for online banking services. With 
Double Authentication, you essentially require remote users to 
pass a second stage of user authentication (fr,e magnetic code 
stored on the back of ATM card) befom ti1ey can gain network access. Ti1e 
system arct1itecture is illustrated in iigure 5. 

(F!GUF{E ... 

... way tl1at tl1eir use wili increase trustworthiness in tl1e hurnan-to­
technolo~1y intmaction. There are various means to providE! thoSE! security 
services, (e.g., firewalls, authentication, intrusion detection, 
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etc.), but "how can we trust ttiat Hie systern is secured enough to use'>" 
Tl1is study l1as developed and proposed a module that shall 
further tighten security of online banking, and improve trust, by adding 
an RF ID in Hie online banking system at me end user. .. 

GINTFRIQN LAUN,GHES THE W{)RLD'S THINNEST HS.PA+ MQ.DULE .... 

Date: October 13, 20'11 

1 i6,Ki23 (ltern 23 frorn file: 9) 
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The Drawings 

Replacement Sheets 

Replacement drawings 5, 6, 8, and 9 are submitted herein in compliance with 37 C.F.R. §1.121(d). 

The replacement drawings are being submitted to replace fictional names, phone numbers, 

addresses, and business names with X's. 

No new matter is added. 
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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 

application: 

1. (Currently Amended) A mobile transaction device security system comprising: 

a memory device; 

a communication device; and 

a processing device coupled to the memory device, wherein the processing device is 

configured to: 

receive a security protocol from a user, the security protocol comprising a 

permission module and an authentication module, wherein the permission module 

comprises instructions on when the user must authenticate an identity of the user to 

perform a transaction, wherein the instructions are provided by the user and stored in a 

database; 

determine that the user is conducting a the transaction; 

compare at least one characteristic of the transaction with the instructions 

provided by the user J9ermission: module; and 

TRI1\796160v2 

determine a process for authenticating the user by: 

determining if the user must authenticate the user's identity based on the 

comparison of the transaction with the instructions provided by the user, 

allowing the transaction if the user is not required to authenticate the 

user's identity based on the comparison, and 

requiring authentication of the user through the authentication module if 

the comparison of the transaction to the instructions provided by the user indicates 

that the transaction cannot proceed without authentication, wherein requiring 

authentication comprises requesting authentication of the user's identity, 

receiving input from the user, comparing the input to the authentication module, 

and allowing the transaction if the user is authorized to perform the transaction 

based on the comparison of the input with the authentication module ,the 
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2. (Cancelled) 

3. (Cancelled) 

determination based on the comparison of the transaction 1tvith the permission 

module. 

4. (Original) The system of claim 1, wherein the authentication module comprises at least one 

security feature. 

5. (Currently Amended) The system of claim LJ claim 3, wherein the at least one security feature 

is customizable by the user. 

6. (Currently Amended) The system of claim LJ claim 3, wherein the security feature consists of 

at least one of a usemame, a password, a challenge question, a voice recognition test, a facial 

recognition test, a fingerprint identification test, and an iris scan. 

7. (Original) The system of claim 1, wherein the communication device consists of at least one 

of a keyboard, a scanner, a touchpad, a camera, a speaker, and a microphone. 

8. (Cancelled) 

9. (Cancelled) 

10. (Cancelled) 

11. (Currently Amended) The system of claim 1 claim 9, wherein the characteristic of the 

transaction consists of at least one of the dollar amount of the transaction, the identity of the 

merchant, the category of the expense, the time of the transaction, and the location of the 

transaction. 

TRI1\796160v2 
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12. (Currently Amended) A computer-implemented method of providing financial transaction 

security, the method comprising: 

receiving a security protocol from a user, the security protocol comprising a permission 

module and an authentication module, wherein the permission module comprises instructions on 

when the user must authenticate an identity of the user to perform a transaction, wherein the 

instructions are provided by the user and stored in a database; 

determining that the user is conducting the a transaction; 

comparing at least one characteristic of the transaction with the instructions provided by 

the user permission module; 

determining if the user must authenticate the user's identity based on the comparison of 

the transaction with the instructions provided by the user; permission module 

allowing the transaction if the user does not need to authenticate the user's identity based 

on the comparison; and 

requiring authentication of the user through the authentication module if the comparison 

of the transaction to the instructions provided by the user indicates that the transaction 

cannot proceed without authentication, wherein requiring authentication comprises: 

requesting authentication of the user's identity, 

receiving input from the user, 

comparing the input to the authentication module, and 

allowing the transaction if the user is authorized to perform the transaction based 

on the comparison of the input with the authentication module-;-ana 

allovting the transaction if the user does not need to authenticate the user's identity. 

13. (Cancelled) 

14. (Currently Amended) The method of claim 12, wherein receiving the security protocol from 

the user comprises receiving instructions for prompting the authentication module and receiving 

security features for authenticating the user's identity. 

TRI1\796160v2 
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15. (Original) The method of claim 12, wherein determining that the user is conducting a 

transaction comprises receiving a signal from a point-of-sale device indicating that the user is 

attempting to conduct a transaction. 

16. (Currently Amended) The method of claim 12, wherein comparing the transaction with the 

instructions provided by the user permission module comprises comparing at least one of the ~ 

transaction amount, the ~ transaction time, the ~ transaction location, the ~ transaction merchant, 

and the ~ transaction category with predetermined instructions in the permission module. 

17. (Cancelled) 

18. (Currently Amended) The method of claim 12, wherein allowing the transaction comprises 

transferring the user's account information of the user to a point-of-sale device. 

19. (Original) The method of claim 18, wherein the transferring the user's account information 

to the point-of-sale device comprises wirelessly transferring the account information. 

20. (Currently Amended) The method of claim 12 claim 13, wherein requesting authentication 

of the user's identity comprises receiving input of at least one of a usemame, a password, an 

answer to a challenge question, a voice recognition scan, a facial scan, a fingerprint scan, and an 

ins scan. 

21. (Original) The method of claim 20, wherein comparing the input from the user with the 

authentication module comprises comparing the input from the user with a security feature. 

22. (Original) The method of claim 21, wherein the security feature is stored in memory 

associated with a mobile device. 

23. (Original) The method of claim 22, wherein the memory is capable of receiving power from 

a point-of-sale device. 
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24. (Cancelled) 

25. (Currently Amended) A computer program product for providing a financial transaction 

security product, the computer program product comprising: 

a non-transitory computer-readable medium comprising: 

an executable portion for causing a computer to receive a security protocol from a 

user, the security protocol comprising a permission module and an authentication module.,_ 

wherein the permission module comprises instructions on when the user must authenticate an 

identity of the user to perform a transaction, wherein the instructions are provided by the user 

and stored in a database; 

an executable portion for causing a computer to determine that the user is 

conducting the a transaction; 

an executable portion for causing a computer to compare at least one 

characteristic of the transaction with the instructions provided by the user J9erm:issioR module; 

an executable portion for causing a computer to determine if the user must 

authenticate the user's identity aH: identity of the user based on the comparison of the transaction 

with the instructions provided by the user J9erm:issioR module; a-Rd 

an executable portion for causing a computer to allow the transaction if the user 

does not need to authenticate the user's identity based on the comparison; and 

an executable portion for requiring authentication of the user through the 

authentication module if the comparison of the transaction to the instructions provided by 

the user indicates that the transaction cannot proceed without authentication, wherein 

requiring authentication comprises: 

TRI1\796160v2 

requesting authentication of the user's identity, 

receiving input from the user, 

comparing the input to the authentication module, and 

allowing the transaction if the user is authorized to perform the transaction 

based on the comparison of the input with the authentication module. 
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26. (Cancelled) 

27. (Currently Amended) The computer program product of claim 25, further comprising an 

executable portion for causing a computer to determine the user's .f!....location of the user when the 

user is conducting the transaction. 

28. (Original) The computer program product of claim 25, further comprising memory coupled 

to the non-transitory computer readable medium. 

29. (Original) The computer program product of claim 28, wherein the memory stores at least 

one of financial account information for the user, instructions associated with the permission 

module for the user, and security features associated with the authentication module for the user. 

30. (Original) The computer program product of claim 29, wherein the user's financial account 

information consists of information associated with at least one of a checking account, a savings 

account, a money market account, a credit account, an investment account, and a rewards points 

account. 

31. (Original) The computer program product of claim 25, wherein the permission module 

requires the user to authenticate the user's identity if a transaction amount is over a 

predetermined dollar amount. 

32. (Original) The computer program product of claim 25, wherein the permission module 

requires the user to authenticate the user's identity if the transaction is occurring at a non­

approved merchant. 

33. (Original) The computer program product of claim 32, wherein the non-approved merchant 

is a merchant that the user has not purchased from previously. 
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34. (Original) The computer program product of claim 25, wherein the permission module 

requires the user to authenticate the user's identity if the user has not authenticated the identity 

within a predetermined time period. 

35. (Original) The computer program product of claim 25, wherein the permission module 

requires the user to authenticate the user's identity if the user is outside of predetermined 

geographical areas. 

36. (Original) The computer program product of claim 25, wherein the permission module 

requires the user to authenticate the user's identity if a transaction amount would lower a balance 

in the user's account below a predetermined level. 

37. (Original) The computer program product of claim 25, wherein the permission module 

requires the user to authenticate the user's identity if the user has already conducted a 

predetermined number of transactions within a predetermined time period. 

38. (Original) The computer program product of claim 25, wherein allowing the transaction 

comprises determining an account from which a payment for the transaction is made. 

39. (Original) The computer program product of claim 38, wherein determining the account 

comprises comparing the transaction to instructions received from the user. 

TRI1\796160v2 
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Summary of March 9, 2012 Interview with the Examiner 

On March 9, 2012, Examiner Reagan and the undersigned attorney had a brief telephone 

interview to discuss amendments to the drawings. In the interview, Examiner Reagan indicated 

that submission of replacement drawings with the Response to the Office Action would be 

entered as a matter of right after being inspected by the Examiner for new matter and compliance 

with formatting requirements. Applicants thank the Examiner for the discussion. 
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REMARKS 

This Amendment is filed in response to the Office Action dated February 13, 2012. 

Claims 1-39 are pending in the application. 

Claims 1-39 stand rejected in the application. 

Applicants kindly request amendment to claims 1, 5, 6, 11, 12, 14, 16, 18, 20, 25, and 27. 

Applicants kindly request cancellation of claims 2, 3, 8-10, 13, 17, 24, and 26. 

Thus, once the proposed amendments have been entered into the record, claims 1, 4-7, 

11, 12, 14-16, 18-23, 25, and 27-39 will be pending. 

Applicants respectfully submit that the pending claims are patentable and respectfully 

request reconsideration in light of the following remarks. 

I. Replacement Drawings 

Applicants submit herewith four drawing sheets in compliance with 37 C.F.R. §1.121(d) 

to replace Figures 5, 6, 8, and 9. The drawing sheets replace fictional names, businesses, phone 

numbers, and email addresses with X's. Applicants respectfully request that the Amendments to 

the drawings be submitted in advance of the Application publishing. 

II. Claim Rejections - 35 USC § 112 

In the February 13, 2012 Office Action, the Office rejected claims 9 and 10 under 35 

U.S.C. § 112, second paragraph, as allegedly being indefinite for failing to particularly point out 

and distinctly claim the subject matter which the Applicants regard as the invention. 

Specifically, the Office stated that the limitation "instructions" lacks antecedent basis. 

Applicants have cancelled claims 9 and 10, making this rejection moot. Applicants respectfully 

request withdrawal of the 35 U.S.C. § 112, second paragraph, rejection. 

TRI1\796160v2 
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III. Claim Rejections - 35 USC § 103 

In the February 13, 2012 Office Action, the Office rejected claims 1-7, 12, 13, 15, 17-26, 

28, and 29 under 35 U.S.C. § 103( a) as allegedly being unpatentable over U.S. Patent Application 

Publication No. 2006/0021003 to Fisher et al. (hereinafter Fisher) in view of U.S. Patent 

Application Publication No. 2006/0123465 to Ziegler (hereinafter Ziegler). Applicants do not 

agree with the rejections but in furtherance of prosecution have amended independent claims 1, 

12, and 25 with additional recitations from claims 2, 3, 8, 9, and 10. As recognized by the 

Office, at least claims 8, 9, and 10 are not obvious over Fisher and Ziegler. 

Specifically, Applicants have amended the independent claims to recite that the 

permission module comprises instructions on when the user must authenticate the user's identity 

to perform a transaction, wherein the instructions are provided by the user. Additionally, the 

independent claims have been amended to recite that at least one characteristic of a transaction is 

compared with the instructions provided by the user. The independent claims have been further 

amended to recite determining if the user must authenticate an identity of the user based on the 

comparison of the transaction with the instructions provided by the user and allowing the 

transaction if the user does not need to authenticate the user's identity. 

In the February 13, 2012 Office Action, the Office rejected claims 8-11, 14, 16, 27, and 

30-39 under 35 U.S.C. § 103( a) as allegedly being unpatentable over Fisher and Ziegler and 

further in view of Official Notice. Applicants respectfully traverse these rejections. 

The Office recognized that Fisher does not teach that the processing device is configured 

to determine the process for authenticating the user by determining if the user must authenticate 

an identity of the user based on the comparison of the transaction with the permission module, 

and wherein the processing device is further configured to allow the transaction if the user does 

not need to authenticate the user's identity. The Office alleged that Ziegler, in at least paragraph 

012 7, discloses allowing the transaction to proceed if the user is properly authenticated, or 
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preventing the transaction if the user is not properly authenticated. See, page 6, lines 10-16, of 

the February 13, 2012 Office Action. 

Applicants submit that paragraph 0127 of Ziegler is directed to biometric authentication 

of a customer's identity prior to allowing a transaction. Nowhere in paragraph 0127 or in all of 

Ziegler is it disclosed that a transaction can proceed without authentication based on comparison 

of the transaction to instructions provided by the user. In fact, the portion of Ziegler cited in the 

Office Action teaches away from allowing a transaction to proceed without authentication. 

Ziegler recites: "In any financial transaction, it may be important that the identity of both parties 

be authenticated in a manner which positively establishes the identities of the parties." See, 

paragraph [0003] of Ziegler. 

As recited in MPEP §2145, "A prior art reference that 'teaches away' from the claimed 

invention is a significant factor to be considered in determining obviousness." Here, Ziegler 

actively teaches away from allowing a transaction when a the user does not authenticate the 

user's identity by reciting that it may be important that the identity of both parties by 

authenticated in a manner which positively establishes the identities of the parties. One skilled in 

the art would not be directed to a system that allows individuals, in some cases, to perform 

transactions without authentication after reading in Ziegler that positively establishing the 

identities of the parties to a transaction is important. 

Further, the Office recognized that the combination of Fisher and Ziegler does not 

specifically disclose that: 

TRI1\796160v2 

■ The permission module comprises instructions on when the user must authenticate 

the user's identity to perform the transaction. 

■ The instructions are provided by the user. 

■ The instructions are based on a characteristic of the transaction. 

See, page 11, lines 7-11, of the February 13, 2012 Office Action. 
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To cure this deficiency, the Office took Official Notice and alleged that it is old and well 

known in the OPSEC arts to set standards for ensuring secure transactions. The Office alleged 

that: 

"In the competitive business climate, there is a profit-driven motive to 
maximize the profitability of goods and services that are provided or marketed to 
customers. Enterprises typically use business planning to make decisions in order 
to maximize profits. Therefore, it would have been obvious to one of ordinary 
skill in the art at the time of the invention to combine/modify the method of 
Fisher/Ziegler with the technique of setting specific authentication instructions 
because n the competitive business climate, there is a profit-driven motive to 
maximize the profitability of goods and services that are provided or marketed to 
customers. Enterprises typically use business planning to make decisions in order 
to maximize profits. Therefore, it would have been obvious to one of ordinary 
skill in the art at the time of the invention to combine/modify the method of 
Fisher/Ziegler with the security standards technique .... " See, page 11, line 16 to 
page 12, line 1, of the February 13, 2012 Office Action. 

Applicants respectfully disagree. MPEP §2144.03(A) recites: "Official notice 

unsupported by documentary evidence should only be taken by the Office where the facts 

asserted to be well-known, or to be common knowledge in the art are capable of instant and 

unquestionable demonstration as being well-known." It is not common knowledge to provide a 

permission module that receives instructions from a user on when the user must authenticate the 

user's identity to perform a transaction, wherein the instructions are based on a characteristic of 

the transaction. The cited art relied upon by the Office in fact teaches the opposite - that 

positively establishing the identity of the parties to a transaction is important. The Applicants 

traverse the Office Action's Official Notice that providing a permission module comprising 

instructions received from the user on when the user must authenticate the user's identity is 

common knowledge and request that the Office provide documentary evidence in the next Office 

action if the rejection is to be maintained. (See MPEP §2144.03(C)). 

Applicants further submit that the rules for when authentication is required as presented 

in dependent claims 31-3 7 are novel and non-obvious over both the cited prior art and are not 

common knowledge in the art. 
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In view of the arguments and amended claims, Fisher, Ziegler, and Official Notice, alone 

or in combination, fail to teach or suggest independent claims 1, 12, and 25, as well as dependent 

claims 4-7, 11, 14-16, 18-23, and 27-39. The Applicants respectfully request that the Office 

Action withdraws the rejections of claims 1-39 under § 103 and issues a Notice of Allowance. 

Conclusion 

In view of the amended claims and the remarks presented above, it is respectfully 

submitted that all of the present claims of the application are in condition for immediate 

allowance. It is therefore respectfully requested that a Notice of Allowance be issued. The 

Office is encouraged to contact Applicants' undersigned attorney to resolve any remaining issues 

in order to expedite examination of the present application. 

It is not believed that extensions of time or fees for net addition of claims are required, 

beyond those that may otherwise be provided for in documents accompanying this paper. 

However, in the event that additional extensions of time are necessary to allow consideration of 

this paper, such extensions are hereby petitioned under 37 CFR § 1.136(a), and any fee required 

therefore (including fees for net addition of claims) is hereby authorized to be charged to Deposit 

Account No. 13-4365. 

CUSTOMER NUMBER 69603 
MOORE & VAN ALLEN PLLC 
430 Davis Drive, Suite 500 
Post Office Box 13706 
Research Triangle Park, NC 27709 
Tel Triangle Office: (919) 286-8000 
Fax Triangle Office: (919) 416-8365 

Respectfully submitted, 

/ Andrew D. Gerschutz/ 

Andrew D. Gerschutz 
Registration No. 65,529 

Electronically filed via the EFS-Web Electronic Filing System of the United States Patent 
and Trademark Office on March 16, 2012. 
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Applicant-Initiated Interview Summary 

Application No. 

13/017,823 

Examiner 

JAMES A. REAGAN 

All participants (applicant, applicant's representative, PTO personnel): 

(1) JAMES A. REAGAN. 

(2) GERSCHUTZ. ANDREW. 

Date of Interview: 09 March 2012. 

Type: IZI Telephonic D Video Conference 
D Personal [copy given to: D applicant 

Exhibit shown or demonstration conducted: D Yes 
If Yes, brief description: __ . 

(3) __ . 

(4) __ . 

D applicant's representative] 

IZI No. 

Issues Discussed D101 D112 D102 0103 IZ!Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: None. 

Identification of prior art discussed: None. 

Substance of Interview 

Applicant(s) 

GRIGG ET AL. 

Art Unit 

3621 

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Discussed Applicant submitting amendments to the drawings . 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04 ). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

D Attachment 

/JAMES A REAGAN/ 
Primary Examiner, Art Unit 3621 

U.S. Patent and Trademark Office 

PTOL-413 (Rev. 8/11/2010) Interview Summary PaperNo.20120309 



Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1 .135. (35 U .S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
-Application Number (Series Code and Serial Number) 
- Name of applicant 
- Name of examiner 
- Date of interview 
- Type of interview (telephonic, video-conference, or personal) 
- Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
-An indication whether or not an exhibit was shown or a demonstration conducted 
-An identification of the specific prior art discussed 
- An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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Office Action Summary 

Application No. 

13/017,823 

Examiner 

JAM ES A. REAGAN 

Applicant(s) 

GRIGG ET AL. 

Art Unit 

3621 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ;J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )IZI Responsive to communication(s) filed on 01/31/2011. 

2a)D This action is FINAL. 2b)IZI This action is non-final. 

3)0 An election was made by the applicant in response to a restriction requirement set forth during the interview on 

__ ; the restriction requirement and election have been incorporated into this action. 

4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

5)1Zl Claim(s) 1-39 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 

6)0 Claim(s) __ is/are allowed. 

7)1Zl Claim(s) 1-39 is/are rejected. 

8)0 Claim(s) __ is/are objected to. 

9)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

1 0)D The specification is objected to by the Examiner. 

11 )IZI The drawing(s) filed on 01/31/2011 is/are: a)D accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

12)0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

13)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)D All b)D Some * c)D None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

* See the attached detailed Office action for a list of the certified copies not received. 

Attachment{s) 

1) IZ! Notice of References Cited (PTO-892) 

2) D Notice of Draftsperson's Patent Drawing Review (PTO-948) 

4) D Interview Summary (PTO-413) 
Paper No(s)/Mail Date. __ . 

5) D Notice of Informal Patent Application 3) IZ! Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date 02/18/2011. 

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 03-11) 

6) D Other: __ . 

Office Action Summary Part of Paper No./Mail Date 20120207 



Application/Control Number: 13/017,823 

Art Unit: 3621 

DETAILED ACTION 

Acknowledgments 

1. This action is in reply to the application filed on 01/31/2011. 

2. Claims 1-39 are currently pending and have been examined. 

Information Disclosure Statement 

Page 2 

3. The Information Disclosure Statement filed on 02/18/2011 has been considered. An initialed copy 

of the Form 1449 is enclosed herewith. 



Application/Control Number: 13/017,823 

Art Unit: 3621 

Claim Rejections - 35 USC § 112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

Page 3 

The specification shall conclude with one or more claims particularly pointing out and 
distinctly claiming the subject matter which the applicant regards as his invention 

5. Claims 9 and 10 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 

failing to particularly point out and distinctly claim the subject matter which applicant regards as 

the invention. 

6. Claims 9 and 10 recites the limitation instructions. There is insufficient antecedent basis for this 

limitation in the claim. 



Application/Control Number: 13/017,823 

Art Unit: 3621 

Claim Rejections - 35 USC § 103 

Page 4 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the invention 
was made. 

8. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 (1966), 

that are applied for establishing a background for determining obviousness under 35 

U.S.C. 103(a) are summarized as follows: 

1. Determining the scope and contents of the prior art. 
2. Ascertaining the differences between the prior art and the claims at issue. 
3. Resolving the level of ordinary skill in the pertinent art. 
4. Considering objective evidence present in the application indicating obviousness or 

nonobviousness. 

9. This application currently names joint inventors. In considering patentability of the claims under 

35 U.S.C. 103(a), the examiner presumes that the subject matter of the various claims was 

commonly owned at the time any inventions covered therein were made absent any evidence to 

the contrary. Applicant is advised of the obligation under 37 CFR 1.56 to point out the inventor 

and invention dates of each claim that was not commonly owned at the time a later invention was 

made in order for the examiner to consider the applicability of 35 U.S.C. 103(c) and potential 35 

U.S.C. 102(e), (f) or (g) prior art under 35 U.S.C. 103(a). 
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10. Claims 1-7 12, 13, 15, 17-26, 28 and 29 are rejected under 35 U .S.C. 103(a) as being 

unpatentable over Fisher et al. (USPGP 2006/0021003 A 1), hereinafter FISHER, in view of 

Ziegler (USPGP 2006/0123465 A 1), hereinafter ZEIGLER. 

Claim 1: 

FISHER as shown below discloses the following limitations: 

• a memory device; (see at least paragraphs 0008, 0010, 0011) 

• a communication device; (see at least paragraphs 0008, 0010, 0011) 

• a processing device coupled to the memory device, wherein the processing 

device is configured to: (see at least paragraphs 0008, 0010, 0011) 

• receive a security protocol from a user, the security protocol comprising a 

permission module and an authentication module; (see at least paragraphs 0010, 

0011, 0012, 0015, 0018) 

FISHER does not disclose the following limitations, but ZEIGLER as shown does: 

• determine that the user is conducting a transaction; (see at least paragraphs 

0003, 0008, 0010, 0127) 

• compare the transaction with the permission module; (see at least paragraphs 

0003, 0008, 0010, 0127) 

• determine a process for authenticating the user, the determination based on the 

comparison of the transaction with the permission module. (see at least 

paragraphs 0003, 0008, 0010, 0127) 

In the competitive business climate, there is a profit-driven motive to maximize the 

profitability of goods and services that are provided or marketed to customers. Enterprises 

typically use business planning to make decisions in order to maximize profits. Therefore, it 

would have been obvious to one of ordinary skill in the art at the time of the invention to 

combine/modify the method of FISHER with the technique of ZEIGLER because, "In any financial 

transaction, it may be important that the identity of both parties be authenticated in a manner 
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which positively establishes the identities of the parties. It may also be important that the 

transaction be non-reputable, so that neither party can deny their involvement in the transaction 

at a later date. Traditionally, the authentication of transactions were established principally by 

face-to-face meetings and handwritten signatures. People could identify each other and experts 

could attest to the authenticity of handwriting. Authentication was not impervious to fraud, but 

was strong enough to provide reasonable levels of transactional security." (ZEIGLER: paragraph 

0003) 

Claim 2: 

The combination of FISHER/ZEIGLER discloses the limitations as shown in the 

rejections above. FISHER does not specifically disclose the processing device is configured to 

determine the process for authenticating the user by determining if the user must authenticate an 

identity of the user based on the comparison of the transaction with the permission module, and 

wherein the processing device is further configured to allow the transaction if the user does not 

need to authenticate the user's identity. ZEIGLER, however, in at least paragraph 0127 discloses 

allowing the transaction to proceed if the user is properly authenticated, or preventing the 

transaction is the user is not properly authenticated. In the competitive business climate, there is 

a profit-driven motive to maximize the profitability of goods and services that are provided or 

marketed to customers. Enterprises typically use business planning to make decisions in order to 

maximize profits. Therefore, it would have been obvious to one of ordinary skill in the art at the 

time of the invention to combine/modify the method of FISHER with the technique of ZEIGLER 

because, "In any financial transaction, it may be important that the identity of both parties be 

authenticated in a manner which positively establishes the identities of the parties. It may also be 

important that the transaction be non-reputable, so that neither party can deny their involvement 

in the transaction at a later date. Traditionally, the authentication of transactions were 

established principally by face-to-face meetings and handwritten signatures. People could 

identify each other and experts could attest to the authenticity of handwriting. Authentication was 
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not impervious to fraud, but was strong enough to provide reasonable levels of transactional 

security." (ZEIGLER: paragraph 0003) 

Claim 3: 

The combination of FISHER/ZEIGLER discloses the limitations as shown in the 

rejections above. FISHER does not specifically disclose: 

• the processing device is further configured to execute computer-readable 

program code to: 

• request authentication of the user's identity based on the comparison of the 

transaction with the permission module; 

• compare input from the user with the authentication module; and 

• allow the transaction if the user is authorized to perform the transaction based on 

the comparison of the input with the authentication module. 

ZEIGLER, however, in at least paragraph 0127 discloses allowing the transaction to 

proceed if the user is properly authenticated, or preventing the transaction is the user is not 

properly authenticated. In the competitive business climate, there is a profit-driven motive to 

maximize the profitability of goods and services that are provided or marketed to customers. 

Enterprises typically use business planning to make decisions in order to maximize profits. 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the invention 

to combine/modify the method of FISHER with the technique of ZEIGLER because, "In any 

financial transaction, it may be important that the identity of both parties be authenticated in a 

manner which positively establishes the identities of the parties. It may also be important that the 

transaction be non-reputable, so that neither party can deny their involvement in the transaction 

at a later date. Traditionally, the authentication of transactions were established principally by 

face-to-face meetings and handwritten signatures. People could identify each other and experts 

could attest to the authenticity of handwriting. Authentication was not impervious to fraud, but 
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was strong enough to provide reasonable levels of transactional security." (ZEIGLER: paragraph 

0003) 
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The combination of FISHER/ZEIGLER discloses the limitations as shown in the 

rejections above. FISHER as shown further discloses: 

• the authentication module comprises at least one security feature. (see at least 

paragraph 0060) 

• the at least one security feature is customizable by the user. (see at least 

paragraph 0060) 

• the security feature consists of at least one of a username, a password, a 

challenge question, a voice recognition test, a facial recognition test, a fingerprint 

identification test, and an iris scan. (see at least paragraph 0010) 

• the communication device consists of at least one of a keyboard, a scanner, a 

touchpad, a camera, a speaker, and a microphone. (see at least paragraph 

0010) 

Claims 15, 18, 19, 23, and 24: 

The combination of FISHER/ZEIGLER discloses the limitations as shown in the 

rejections above. FISHER does not specifically disclose: 

• determining that the user is conducting a transaction comprises receiving a 

signal from a point-of-sale device indicating that the user is attempting to conduct 

a transaction. 

• allowing the transaction comprises transferring the user's account information to 

a point-of-sale device. 

• the transferring the user's account information to the point-of-sale device 

comprises wirelessly transferring the account information. 

• the memory is capable of receiving power from a point-of-sale device. 

• allowing the transaction if the user is authorized to perform the transaction 

comprises transferring the user's account information to a point- of-sale device. 
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ZEIGLER, however, in at least paragraph 0011 discloses point-of-sale devices, inherently 

disclosing the standard functionality and necessary data exchange to facilitate point-of-sale 

purchases and transactions. In the competitive business climate, there is a profit-driven motive to 

maximize the profitability of goods and services that are provided or marketed to customers. 

Enterprises typically use business planning to make decisions in order to maximize profits. 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of the invention 

to combine/modify the method of FISHER with the POS device of ZEIGLER because, "In any 

financial transaction, it may be important that the identity of both parties be authenticated in a 

manner which positively establishes the identities of the parties. It may also be important that the 

transaction be non-reputable, so that neither party can deny their involvement in the transaction 

at a later date. Traditionally, the authentication of transactions were established principally by 

face-to-face meetings and handwritten signatures. People could identify each other and experts 

could attest to the authenticity of handwriting. Authentication was not impervious to fraud, but 

was strong enough to provide reasonable levels of transactional security." (ZEIGLER: paragraph 

0003) 

Claim 22: 

The combination of FISHER/ZEIGLER discloses the limitations as shown in the 

rejections above. FISHER as shown further discloses the security feature is stored in memory 

associated with a mobile device. See at least paragraph 0060. 

Claims 12, 13, 17, 20, 21, 25, 26, 28, 29: 

The combination of FISHER/ZEIGLER discloses the limitations as shown in the 

rejections of the claims above. The Examiner finds that remaining claims 12, 13, 17, 20, 21, 25, 

26, 28, 29 are not patentably distinct from claims 1-7, 15, 18, 19, and 22-24, nor do they produce 

any new, meaningful, synergetic result that would render the claims novel and therefore, for the 
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sake of clarity, has grouped the rejections of claims 1-7 12, 13, 15, 17-26, 28 and 29 accordingly 

using the same references and citations as above. 

11. Claims 8-11, 14, 16, 27, 30-39 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

FISHER/ZEIGLER and further in view of Examiner's OFFICIAL NOTICE. 

Claims 8-11: 

The combination of FISHER/ZEIGLER discloses the limitations as shown in the 

rejections above. FISHER/ZEIGLER does not specifically disclose: 

• the permission module comprises instructions on when the user must 

authenticate the user's identity to perform the transaction. 

• the instructions are provided by the user. 

• the instructions are based on a characteristic of the transaction. 

• the characteristic of the transaction consists of at least one of the dollar amount 

of the transaction, the identity of the merchant, the category of the expense, the 

time of the transaction, and the location of the transaction. 

However, the Examiner takes OFFICIAL NOTICE that it is old and well known in the 

OPSEC arts to set standards for ensuring secure transactions. In the competitive business 

climate, there is a profit-driven motive to maximize the profitability of goods and services that are 

provided or marketed to customers. Enterprises typically use business planning to make 

decisions in order to maximize profits. Therefore, it would have been obvious to one of ordinary 

skill in the art at the time of the invention to combine/modify the method of FISHER/ZEIGLER 

with the technique of setting specific authentication instructions because in the competitive 

business climate, there is a profit-driven motive to maximize the profitability of goods and services 

that are provided or marketed to customers. Enterprises typically use business planning to make 

decisions in order to maximize profits. Therefore, it would have been obvious to one of ordinary 

skill in the art at the time of the invention to combine/modify the method of FISHER/ZEIGLER 
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with the security standards technique because, "In any financial transaction, it may be important 

that the identity of both parties be authenticated in a manner which positively establishes the 

identities of the parties. It may also be important that the transaction be non-reputable, so that 

neither party can deny their involvement in the transaction at a later date. Traditionally, the 

authentication of transactions were established principally by face-to-face meetings and 

handwritten signatures. People could identify each other and experts could attest to the 

authenticity of handwriting. Authentication was not impervious to fraud, but was strong enough to 

provide reasonable levels of transactional security." (ZEIGLER: paragraph 0003). 

Claims 30-33: 

The combination of FISHER/ZEIGLER discloses the limitations as shown in the 

rejections above. FISHER/ZEIGLER does not specifically disclose: 

• the user's financial account information consists of information associated with at 

least one of a checking account, a savings account, a money market account, a 

credit account, an investment account, and a rewards points account. 

• the permission module requires the user to authenticate the user's identity if a 

transaction amount is over a predetermined dollar amount. 

• the permission module requires the user to authenticate the user's identity if the 

transaction is occurring at a non- approved merchant. 

• the non-approved merchant is a merchant that the user has not purchased from 

previously. 

However, the Examiner takes OFFICIAL NOTICE that it is old and well known in the 

online transaction arts to set standards for ensuring secure transactions. In the competitive 

business climate, there is a profit-driven motive to maximize the profitability of goods and services 

that are provided or marketed to customers. Enterprises typically use business planning to make 

decisions in order to maximize profits. Therefore, it would have been obvious to one of ordinary 

skill in the art at the time of the invention to combine/modify the method of FISHER/ZEIGLER 
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with the technique of setting specific authentication instructions because in the competitive 

business climate, there is a profit-driven motive to maximize the profitability of goods and services 

that are provided or marketed to customers. Enterprises typically use business planning to make 

decisions in order to maximize profits. Therefore, it would have been obvious to one of ordinary 

skill in the art at the time of the invention to combine/modify the method of FISHER/ZEIGLER 

with the security and accounts standards technique because, "In any financial transaction, it may 

be important that the identity of both parties be authenticated in a manner which positively 

establishes the identities of the parties. It may also be important that the transaction be non­

reputable, so that neither party can deny their involvement in the transaction at a later date. 

Traditionally, the authentication of transactions were established principally by face-to-face 

meetings and handwritten signatures. People could identify each other and experts could attest 

to the authenticity of handwriting. Authentication was not impervious to fraud, but was strong 

enough to provide reasonable levels of transactional security." (ZEIGLER: paragraph 0003). 

Claims 27 and 34-39: 

The combination of FISHER/ZEIGLER discloses the limitations as shown in the 

rejections above. FISHER/ZEIGLER does not specifically disclose: 

• an executable portion for causing a computer to determine the user's location 

when the user is conducting the transaction. 

• the permission module requires the user to authenticate the user's identity if the 

user has not authenticated the identity within a predetermined time period. 

• the permission module requires the user to authenticate the user's identity if the 

user is outside of predetermined geographical areas. 

• the permission module requires the user to authenticate the user's identity if a 

transaction amount would lower a balance in the user's account below a 

predetermined level. 
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• the permission module requires the user to authenticate the user's identity if the 

user has already conducted a predetermined number of transactions within a 

predetermined time period. 

• allowing the transaction comprises determining an account from which a 

payment for the transaction is made. 

• determining the account comprises comparing the transaction to instructions 

received from the user. 

However, the Examiner takes OFFICIAL NOTICE that it is old and well known in the 

online transaction arts to set standards for ensuring secure transactions. In the competitive 

business climate, there is a profit-driven motive to maximize the profitability of goods and services 

that are provided or marketed to customers. Enterprises typically use business planning to make 

decisions in order to maximize profits. Therefore, it would have been obvious to one of ordinary 

skill in the art at the time of the invention to combine/modify the method of FISHER/ZEIGLER 

with the technique of setting specific authentication instructions because in the competitive 

business climate, there is a profit-driven motive to maximize the profitability of goods and services 

that are provided or marketed to customers. Enterprises typically use business planning to make 

decisions in order to maximize profits. Therefore, it would have been obvious to one of ordinary 

skill in the art at the time of the invention to combine/modify the method of FISHER/ZEIGLER 

with the security and accounts standards technique because, "In any financial transaction, it may 

be important that the identity of both parties be authenticated in a manner which positively 

establishes the identities of the parties. It may also be important that the transaction be non­

reputable, so that neither party can deny their involvement in the transaction at a later date. 

Traditionally, the authentication of transactions were established principally by face-to-face 

meetings and handwritten signatures. People could identify each other and experts could attest 

to the authenticity of handwriting. Authentication was not impervious to fraud, but was strong 

enough to provide reasonable levels of transactional security." (ZEIGLER: paragraph 0003). 
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The combination of FISHER/ZEIGLER discloses the limitations as shown in the 

rejections of the claims above. The Examiner finds that remaining claims 14 and 16 are not 

patentably distinct from claims 8-11 and 30-37, nor do they produce any new, meaningful, 

synergetic result that would render the claims novel and therefore, for the sake of clarity, has 

grouped the rejections of claims 8-11, 14, 16, 30-37 accordingly using the same references and 

citations as above. 
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12. Any inquiry of a general nature or relating to the status of this application or concerning this 

communication or earlier communications from the Examiner should be directed to James A. 

Reagan (iames.reagan@uspto.gov) whose telephone number is 571.272.6710. The Examiner 

can normally be reached on Monday-Friday, 9:30am-5:00pm. If attempts to reach the examiner 

by telephone are unsuccessful, the Examiner's supervisor, ANDREW J. FISCHER can be 

reached at 571.272.6779. 

13. Should Applicant desire in the future to receive formal or informal email communications from the 

Examiner (e.g. acknowledgments, references, courtesy copies of documents, etc.), the electronic 

file must contain written authorization to conduct email communications. See MPEP §502.03 Ill. 

For Applicant's benefit, exemplary language for written authorization is in MPEP §502.03 Ill. ,r4. 

The exemplary language is: 

Recognizing that Internet communications are not secure, I hereby 

authorize the USPTO to communicate with me concerning any subject 

matter of this application by electronic mail. I understand that a copy of 

these communications will be made of record in the application file. 

14. In the situation where Applicant desires to receive email communications from the Examiner, the 

Examiner suggests placing the above exemplary language in Applicant's next correspondence. 
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15. Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be 

obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR system, 

see l1tto://portaLuspto.gov/external/portal/pair . Should you have questions on access to the 

Private PAIR system, contact the Electronic Business Center (EBC) at 866.217.9197 (toll-free). 

16. Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 

Washington, D.C. 20231 

or faxed to 571-273-8300. 

17. Hand delivered responses should be brought to the United States Patent and Trademark 

Office Customer Service Window: 

Randolph Building 

401 Dulany Street 

Alexandria, VA 22314. 

/James A. Reagan/ 
Primary Examiner, Art Unit 3621 
!ames.reaqan@uspto.gov 
571.272.671 0 (Office) 
571.273.6710 (Desktop Fax) 
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this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 13/017,823 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A N/A 330 (37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A N/A 540 (37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A N/A 220 (37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 39 minus 20= 19 (37 CFR 1.16(i)) 
OR X 52 = 988 

INDEPENDENT CLAIMS 3 minus 3 = X 220 = 0.00 (37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $270 ($135 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 2078 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR ~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 



UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

13/017,823 01/31/2011 

69603 
MOORE & VAN ALLEN, PLLC FOR BOFA 
430 DAVIS DRIVE, SUITE 500 
POST OFFICE BOX 13706 
RESEARCH TRIANGLE PARK, NC 27709 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

DAVID M. GRIGG 4508US1.014033.1145 
CONFIRMATION NO. 7401 

POA ACCEPTANCE LETTER 

11111111111111111 lllll ll]~!l]!~l!~l!~l!~! IIIH! II] 11111 111111111111111111 

Date Mailed: 02/28/2011 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 02/18/2011. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/hgray/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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Atty Dkt. No. 4508US1.014033.1145 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re: 

Appl No.: 

Filed: 

David M. Grigg et al. 

13/017,823 

January 31, 2011 

Confirmation No.: 7401 

Group Art Unit: 3621 

. Examiner: To Be Assigned 

Title: MOBILE TRANSACTION DEVICE SECURITY SYSTEM 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

PATENT 

RESPONSE TO NOTICE TO FILE MISSING PARTS OF APPLICATION 
In response to the Notice to File Missing Parts of Application dated February 10, 2011, enclosed 
are the following: 

□ 
[Z] 

Part 2 of Formalities Letter (Notice to File Missing Parts of Application) 
Declaration and Power of Attorney for the above-identified application, which has 
been executed by the named inventor 

□ Declaration of Inventors which has been executed by the named inventor(s) and 
an Assignee Power of Attorney 

D Applicant claims small entity status 
[Z] Fees in the amount of$130 surcharge,u.n,der 37 C.F.R.§ 1.16(f) are being 
authorized via EFT when electronically filing • 

1

' • 

D English Translation and $130.00 (37 CFR 1.17(i)) fee for filing late. 
D Other: ' ., 
[Z] Any deficiency, additional fee, or credit may be charged to our Deposit Account 

No. 13-4365. 

Respectfully submitted, 

~e~hu~ 
Registration No. 65,529 

CUSTOMER NUMBER 69603 
MOORE & VAN ALLEN PLLC 
430 Davis Drive, Suite 500 
Post Office Box 13706 
Research Triangle Park, NC 27709 
Tel Triangle Office (919) 286-8000 
Fax Triangle Office (919) 286-8199 

Electronically filed via the EFS-Web Electronic FJHµg ~ystem Qfthe United States Patent and 
Trademark Office on February 18, 2011. f, - • • 

TRJ117 5 526 l v l 



Doc Code: Oath 
Document Description: Oath or declaration filed PTO/SB/01 (04-09) 

~ 

Approved for use through 06/30/2010. 0MB 0651-0032 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket 4508US1.014033.1145 
DECLARATION FOR UTILITY OR Number 

DESIGN First Named Inventor David M. Grigg 

PATENT APPLICATION COMPLETE IF KNOWN 
(37 CFR 1.63) 

Application Number To Be Assigned 

Declaration 
Declaration Filing Date 

Submitted 
□ 

Submitted After Initial 
To Be Assigned 

With Initial OR Filing (surcharge Art Unit 
Filing 

(37 CFR 1.16 (t) 
To Be Assigned Required) Examiner Name 

I hereby declare that: (1) Each inventor's residence, mailing address, and citizenship are as stated below next to their name; and (2) I believe the 
inventor(s) named below to be the original and first inventor(s) of the subject matter which is claimed and for which a patent is sought on the 
invention titled: 

MOBILE TRANSACTION DEVICE SECURITY SYSTEM 

(Title of the invention) 
the application of which 

IZJ is attached hereto 

OR 

□ was filed on (MM/DD/YYYY) _______ as United States Application Number or PCT International 

Application Number _______ and was amended on (MM/DD/YYYY) _______ (if applicable). 

I hereby state that I have reviewed and understand the contents of the above identified application, including the claims, as amended by any 
amendment specifically referred to above. 

I acknowledge the duty to disclose information which is material to patentability as defined in 37 CPR 1.56, including for continuation-in-part 
applications, material information which became available between the filing date of the prior application and the national or PCT international filing 
date of the continuation-in-part application. 

Authorization To Permit Access To Application by Participating Offices 

IZJ If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office 
(JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WIPO), and any other intellectual property offices in 
which a foreign application claiming priority to the above-identified patent application is filed access to the above-identified patent application. See 
37 CPR 1.14(c) and (h). This box should not be checked if the applicant does not wish the EPO, JPO, KIPO, WIPO, or other intellectual property 
office in which a foreign application claiming priority to the above-identified patent application is filed to have access to the above-identified patent 
application. 

In accordance with 37 CPR l.14(h)(3), access will be provided to a copy of the above-identified patent application with respect to: 1) the 
above-identified patent application-as-filed; 2) any foreign application to which the above-identified patent application claims priority under 
35 U.S.C. l 19(a)-(d) ifa copy of the foreign application that satisfies the certified copy requirement of37 CPR 1.55 has been filed in the 
above-identified patent application; and 3) any U.S. application-as-filed from which benefit is sought in the above-identified patent application. 

In accordance with 37 CPR 1.14( c ), access may be provided to information concerning the date of filing the Authorization to Permit Access to 
Application by Participating Offices. 

[Page 1 of7 
This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and 
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 21 minutes to 
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any 
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chieflnformation Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO 
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 



PTO/SB/01 (04-09) 
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

DECLARATION - Utility or Design Patent Application 

Claim of Foreign Priority Benefits 

I hereby claim foreign priority benefits under 35 U.S.C. 119(a)-(d) or (Q, or 365(b) of any foreign application(s) for patent, 
inventor's or plant breeder's rights certificate(s), or 365(a) of any PCT international application which designated at least one 
country other than the United States of America, listed below and have also identified below, by checking the box, any foreign 
application for patent, inventor's or plant breeder's rights certificate(s), or any PCT international application having a filing date 
before that of the application on which priority is claimed. 

Prior Foreign Application 
Country 

Foreign Filing Date Priority Certified Copy Attached? 
Number(s) (MMIDDNYYY) Not Claimed YES NO 

□ □ □ 
□ □ □ 

□ □ □ 

□ □ □ 

□ Additional foreign application number(s) are listed on a supplemental priority data sheet PTO/SB/02B attached hereto. 
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31-Jan-2011 01: 11 PM your name here~980387O24_6 __ f e)(j}f t:1: 6 

PTO/SB/OJ (04-09) 
, A pp roved for USO through 06130/20 I 0. OMD 0651-0032 
U.S. Patent and Tradermuk Offiuc; I.I,$, l)~.PARTMBNT OF COMMERCE 

Und,;r the Papcrworlc Reduction Ac! of 19115, no pcrso115 are requin1d to i'csw11<1 ro a collootion of ilibrmntloJl \U1less il cnntuins u vulld O~ QDntrol number. 

[ DECLARATION - Utility or Design :Patent Applicntion 
... 

Tht:1 address 
, .. . .. 

Direct 11.ll 181 As~ociated with I 69,603 I OR □ 
Cmrn~pon<lence 

corresponilence to: 
CU/Stumer Number: 

Addn:R!! below 
-- ---· .. ,. .. -·-• 

Nome 
Moore & Yllll Allen, PLLC 

- ....... ·-
Address 
P.O. Box 137015 

. - -. 
Cily 

I 
St11.tti Zlp 

Rc:1~11.rch Triangle Park NC 2770!1 

Coi.1ntry l Telephone Email 
us 

--
WAl~ING: 

Petitioner/applicant is cautioned to avoid submitting personal lnfomiation in document') filed in a patent application that may 
contribute to id0ntity theft. Personal infonnation such as social security numbers, bank account numbers, or credit card numbers 
(other dum a ch1:1ck or credit card uuthori:1:aticm fonn PTO~2038 submitted for payment purpo~es) is never required by the USPTO to 
support a pelition or an appllcfttlon. lfthi~ Lype of personal infonnation is iucludod in documents submitted to the USPTO, 
petitioncrl'l/aµphcants should consider rcdacling such personal infonnatlon from the ducumen~ before submitting them to the 
USPTQ, Petitioner/applicant ls advised that the record of a patent application ;is a.v21ilable to the public after publication of the 
applicatiou (unless a non-publication request in compliance with 37 Cl<'R; 1;.213.(a) i~ made in the application) or issm111ce of a 
patent. F1-1rthw1no1·e, the record from an abandoned application may also be available to the public if the application is referenced in 
a published application or ml issued parent (~ce 37 CFR 1.14). Checks aud credit card a.uthoriz11ticm fonn8 PTO-2038 submitted for 
puyment purposes are not retah1ed in tho application ti1e and therefore a1·e not publicly available, Pelitioner/ttpplicant is advised that 
document9 which fonn the record ofn patent application (such as the PTO/SB/01) are placed into the Privacy Act system of records 
DEl'ARTMENT OF COMMERCE, COMMERCE•P/\T-7, System mune: Patent Application Files. Douumcn~ n~1t r0tuined in an 
application file (such 113 the PTO-20'.38) are placed into the Privacy Act system of 
COMMERCE/PAT-TM-10, System name: Deposit Aceowit9 and Electronic Funds Transfe1• P!'ofiles. 

I hereby declare that all statements made herein ofmy own knowledge are true and that all :,;tatement5 made on infonuation and 
belief arc believed to be true; and farther that these: ::iMemeots were made with the knowledge that willful false statem<;1nts and the 
like so made are punishable by fine 01· !mpris<mment, or both, under 18 U.S.C. 1001 and diat such will fol false statements may 
jeopardlze the validity of the application or any P.11.t!::n~ is1~ued thereon. , .. , .... , .. -
NAME OF SOLE OR FffiST INVENTOR: D A petition has been filed for this unsigned inventor 

Given NIUile (tirst'and middle [if any]) 
-
Pamily Name or Surname 

--· •'••····· 

Dnvid M. Grigg 
... _,.. ... I Date 

'". ·---
Inventor's Signature M. • January 31, 2011 

• :=·JJ ~. -
I-•• 31~1.e- ,. Residence; City l!Pv 

I 
Country I ~rnship 

Rock.Hill SC us 
• },foiling Address ' 

c/o Bank of 1\mel'i~ Mailcode; NC!.002-29-01, 101 S, Tryon Street 

Cily r~t I Zip ••• 

I 
Counny 

Charlotte • 2~2.~5 .. \ us 
··' 

18'1 Atldilivnul invontors or H lcgal cep,eseutulivc 11Te hcing 1111mcd on the • 3_"_. su~pien,enl.UI sheel(s) PTO/S'RA)2A 11r 021,,1( KIIPCflQd hereto 
,., •• -~ 0 :'I' -· . 
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===============================================:P:W/8B/02A=(U'7~0+Cl=====-=---=--------=---­
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

DECLARATION 
ADDITIONAL INVENTOR(S) 
Supplemental Sheet 

Page 4 of? 

Name of Additional Joint Inventor, if any: □ A petition has been filed for this unsigned 
inventor 

Given Name (first and middle rif any]) Family Name Or Surname 

Patrick B. Kelly 

Inventor's Sig~at re --~i\ 
~~"-"t-:N \- -"' 

Date 

3Fca II 
Residence: City u State Country Citizenship 

Charlotte NC us us 
Mailing Address 

c/o Bank of America, Mailcode: NCl-002-29-01, 101 S. Tryon Street 
City State Zip Country 

Charlotte NC 28255 us 
This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to 
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to 
take 21 minutes to complete, including gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the 
individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the 
Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you 11eed assistance in completing the form, call J-800-PTO-9199 a11d select option 2. 



27-Jan-2011 08:01 PM Bank of America 7046832588 4/5 

PTO/$B/ol"- (Q7•07) 
Approved for 11,c It ougb 06/l0/2D10, 0MB 06Sl•OOll 

lJ.S, Pa11n1 and Tradernuk Office1 \l,S, l>EPARTMRN'r OP COMMlll.Cl 
Under 1be Paperwork lte~PCllon ACI of 1v,~, 110 penion, •l'C rcquirad 10 r111pond to a colleetlon oflnfoniWion 11nlcH it di, ~lay• a valltl 0MB con1rol number, 

DECLARATION 
ADDITIONAL INVENTOR(S) 
Supplomantnl ShQtl 

Pnga i or1 

Name of Addili0nal Joint Inventor, lfeny: D A petition has been filed "or this unsigned 
inventor 

Given Name (first and middle if anvl) Family Name Or Surname 

Alicia C, 

Residenceety 

Fort Mill 
Mailing Address 

State 

SC 

Jones 

Country 

us 

c/o Bank of America, Mailcode: NCl-002-29-01, 101 S. Tryon Street 
City State Zip 

Charlotte NC 28255 

Date 

t/?_7/11 
Citizenship 

us 

Country 

us 
This collectlol\ of lnfOomition 15 required by 36 U.S.C. 11 Ci and 37 CFR 1.83. The llllorm1tl011 Is requlrad 10 Obtain or retel a benem by th• public which Jr; to 
file (and by ll'ls USPTO to prrx:ess) an appllcatlon. Confidenliellty ~ gQv,111ed by :i,6 U.S.C. 122 111\d 37 CFR 1.11 end ,14, lhls 00lleollon la oaUmalad ta 
lllk• 21 mlnutaa IQ complete, lnllludlll!I g1th1rlng, preparing, ena 81!blll1Wne lhe eomplttlld appllcatlol\ form IQ thlll USPTO TI me will Yllry d■p■11dln9 IJJ)On Ille 
lndlvldual case. MY oommenlo on 1h11 ■mount af tlma you raq11ite w eom11lele 1h11 farm and/or s11ggast1011& ror taduclng thla burd.,,,, should b11 sent 10 the 
Chief lnrann1llan Offla■r, U.S. l>etent 1ind Tradem11rk Offlct, U.S. Oepartm1mt Qf Commerce, P.O. Box 1460, Al1x1ndrli VA 22313-14:11), DO NOT SEND 
r!!ES OR COMPLETED FORMS TO THIS ADDR~SS. SEND TO: Comml11!0nt1r for Patents, P.O. Box 1460, Alax■nd 11, VA 22313-14:10, 

1/J'OU nud a.rslstan~~ In r11mpf,tl111 llltt/or1r1, r:11111-800.PT(J.9199 and ,ef"t tJp/fgn l, 



PTOISll/0lA (07-07) 
Approycd fot· use through 06f,l0/l010. OM fl 0651--0032 

ll.S, Pntenl and TrndcnmrkOffic,: ll.S. l)lsPARTl'II F.NT OF COMM F:RCf. 
Unrler the PnJ>erwork Reduction Act of 1995. no pcr~ons are required lo rc,rmnd lo a collection of information unless It dis11lays n •·111id OM ll control number. 

DECLARATION 
ADDITIONAL INVENTOR(S) 
Supplemcntnl Sheet 

Page 6 of? 

Name or Additional Joint Inventor, if any: □ A petition has been filed for this unsigned 
inventor 

Given Name (first and middle [if anyl) Family Name Or Surname 

MarcB. Keller 

lnv~)1~:.,,. 'y &_µ.___ Date:/ / 
I 11 I \ 

Residence: City / State Country Citiiensh i p1 

Charlotte NC us us 
Mailing Address 

c/o Bank of America~ Mailcode: NCI-002-29-01, l0l S. Tryon Street 
City State Zip Country 

Charlotte NC 28255 us 
This collechon of Information is req1Jired by 35 U.S.C. 11.5 and 37 CFR 1.63. The information Is required to obtam or reta111 a benefit by the public which is to 
file {and by the US PTO lo process) an application, Confidentiality is governed by 35 U,S.C. 122 and 37 CFR U 1 and 1.14. This collection is estimated to 
take 21 minutes to complete, including gathering, preparing. and submitting the completed application form to the USPTO, Time will vary dependin9 upon the 
ind,vldual case. Any comments on the amount of lime you require to complete !hi$ form end/or suggestions for reducing this burden. should be sent lo lhe 
Chief Information Officer, U,S. Patent and Trademark Offlee. U.S. Department of Commerce, P.O. 8ox 1450. Alexandria. VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND TO: Commissioner for Patents, P.O. Box 1460, Alexandria, VA 22313-1450. 

ff you 111;,,/ ns:sl~a11ce /11 cm11pleli11p tliefnrm, mil l-XI//J..PT0-9/991111d select oplitm 2. 



Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 

submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 

of the Act, please be advised that: (I) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); 

(2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is 

used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 

application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may 

not be able to process and/or examine your submission, which may result in termination of proceedings or 

abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may 

be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 

Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 

evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 

course of settlement negotiations. 

3. A record in this system ofrecords may be disclosed, as a routine use, to a Member of Congress submitting 

a request involving an individual, to whom the record pertainsl.whenthe individual has requested assistance 

from the Member with respect to the subject matter of the record. 

4. A record in this system ofrecords may be disclosed, flS a routine use, to a contractor of the Agency having 

need for the information in order to perform a contract. Recipients of information shall be required to comply 

with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 

records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 

Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 

purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 

(42 U.S.C. 218(c)). 

7. A record from this system ofrecords may be disclosed, as a routine use, to the Administrator, General 

Services, or his/her designee, during an inspection ofrecords conducted by GSA as part of that agency's 

responsibility to recommend improvements in records management practices and programs, under authority of 

44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing 

inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 

disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 

publication of the application pursuant to 35 U.S.C. 124,(p) qr issuance of a patent pursuant to 35 U.S.C. 151. 

Further, a record may be disclosed, subject to the limhatioJ?s·of37 CFR 1.14, as a routine use, to the public if 

the record was filed in an application which became abandrined or in which the proceedings were terminated 

and which application is referenced by either a published application, an application open to public inspection 

or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
[Page 7 of 7] 



IN THE UNITED STATES PATENT:AN:0 TRADEMARK OFFICE 

In re United States Patent Application of: 

Applicant: 

Application No.: 

Date Filed: 

Title: 

David M. Grigg 

13/017,823 

January 31, 2011 

MOBILE TRANSACTION 
DEVICE SECURITY SYSTEM 
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--------~------------- ) 

Docket No.: 

Examiner: 

Art Unit: 

Conf. No.: 

4508US1.014033.1145 

Not Yet Assigned 

3621 

7401 

Customer No.: 

69,603 

INFORMATION DISCLOSURE STATEMENT 

Mail Stop Amendment 
Commissioner for Patents 
PO Box 1450 
Alexandria, VA 22313-1450 

Sir: 

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark Office is hereby directed to the 
reference(s) listed on the attached PTO/SB/08A. One copy of each reference is attached. It is 
respectfully requested that the information be expressly considered during the prosecution of this 
application, and that the reference(s) be made of record therein and appear among the "References Cited" 
on any patent to issue therefrom. 

1ZJ 1. This Information Disclosure Statement is being filed within three months of the U.S. filing date 
OR before the mailing date of a first Office Action on the merits. No certification or fee is 
required. 

D 2. This Information Disclosure Statement is being filed more than three months after the U.S. filing 
date AND after the mailing date of the first Office Action on the merits, but before the mailing 
date of a Final Rejection or Notice of Allo~anq~.(r _i\, 

"J, "· •• ,•,. ·.•~ r 

D a. I hereby certify that each item of information contained in this Information Disclosure 
Statement was cited in a communication from a foreign patent office in a counterpart 
foreign application not more than three months prior to the filing of this Information 
Disclosure Statement. 37 C.F.R. § l.97(e)(l). 

TRil \755490vl 



D b. I hereby certify that no item of information in this Information Disclosure Statement was 
cited in a communication from a foreign patent office in a counterpart foreign 
application and, to my knowledge after making reasonable inquiry, was known to any 
individual designated in 37 CFR §1.56(c) more than three months prior to the filing of 
this Information Disclosure Statement. 3 7 C.F .R. § 1.97( e )(2). 

D c. Included is our EFT in the amoun(of(.$180.00 i~ payment of the fee under 3 7 C.F.R. 
§1.17(p). Please credit or debit Deposit Account No. 13-4365 as needed to ensure 
consideration of the disclosed information. Two duplicate copies of this paper are 
attached. 

D 3. This Information Disclosure Statement is being filed more than three months after the U.S. filing 
date and after the mailing date of a Final Rejection or Notice of Allowance, but before payment 
of the Issue Fee. Applicant(s) hereby petition(s) that the Information Disclosure Statement be 
considered. Attached is our check no. __ in the amount of $180.00 in payment of the petition 
fee under 3 7 C.F .R. § l.l 7(p ). Please credit or debit Deposit Account No. __ as needed to 
ensure consideration of the disclosed information. Two duplicate copies of this paper are 
attached. 

D a. I hereby certify that each item of information contained in this Information Disclosure 
Statement was cited in a communication from a foreign patent office in a counterpart 
foreign application not more than three months prior to the filing of this Information 
Disclosure Statement. 37 C.F.R. § l.97(e)(l ). 

D b. I hereby certify that no item of information in this Information Disclosure Statement was 
cited in a communication from a foreign patent office in a counterpart foreign 
application or, to my knowledge after making reasonable inquiry, was known to any 
individual designated in 3 7 CFR § 1.5~( c} more than three months prior to the filing of 
this Information Disclosure Statement'. 37 C'.F .R .• § 1.97( e )(2). 

Date: ___ FebruarvJ 8,.~2~0~1 ~I ____ _ 

TRil \755490vl 

Respectfully submitted, 

Abhers~;, ~ -
Reg. No. 65,529 
Attorney for Applicant 
Moore & Van Allen, PLLC 
Telephone: (919) 286-8000 
Facsimile: (919) 286-8199 



Substitute for form 1449/PTO Complete if Known 
(Revised 07 /2 00 5) Application Number 13/017,823 

INFORMATION Filin~ Date 01/31/2011 

DISCLOSURE 
First Named Inventor David M. Grigg, et al. 
Group Art Unit 3621 

STATEMENT BY APPLICANT To Be Assigned 
(Use as many sheets as necessary) Examiner Name 

Sheet I 1 I of I 1 Attorney Docket Number 4508US1.014033.1145 

U.S. PATENT DOCUMENTS 
Document Number 

Examiner Cite Publication Date Name of Patentee or Pages, Columns, Lines, Where 

Initials* No. Number - Kind Code (if known) MM-DD-YYYY Applicant of Cited Document Relevant Passages of Relevant Figures 
Appear 

7,071,113 B2 07-04-2006 KIM, ET AL. 

U.S. PATENT APPLICATION DOCUMENTS 

Examiner 
Initials* 

Examiner 
Initials* 

Examiner 
Initials* 

Examiner 
Si ature 

Cite 
No. 

Cite 
No. 

Cite 
No. 

Document Number 
Publication Date Name of Patentee or Pages, Columns, Lines, Where 

Number - Kind Code (if known) MM-DD-YYYY Applicant of Cited Document Relevant Passages of Relevant Figures 
Appear 

2010/0051685 Al 03-04-2010 ROYYURU, ET AL. 

2010/0125495 Al 05-20-2010 SMITH, ET AL. 

FOREIGN PATENT DOCUMENTS 
Forei@ Patent Document Pages, Columns, Lines, English 

Publication Date Name of Patentee or Where Relevant Language 
Country Code - Number Kind Code MM-DD-YYYY Applicant of Cited Passages or Relevant Translation 
(if known) Document Figures Appear Attached 

OTHER DOCUMENTS 
Include name of the author (in CAPITAL LETTERS), title of the article ( when appropriate), title of the item (book, English 
magazine, journal, serial, symposium, catalog, etc.), date, page(s) , volume-issue number(s), publisher, city and/or 
country where published. 

GRIGG, DAVID M., ET AL., US Patent Application No. 13/017,835, Filed 01/31/2011. 

Date 
Considered 

Language 
Translation 
Attached 

*Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP 
609. Draw line through citation if not in conformance and not considered. Include copy of this 
form with next communication to applicant. 



PTOISB/80 (01-06) 

Approved lot use lhrOllgh 12/31/2006. 0MB 0661·003~ 

U.S. Palanl and Trademark Oftice; U.S. Dl,PARTMENT OF COMMERCE, 

Umter Iha Paperworl< Reduction Acl of 1996, no per110na are required lo respond 10 a collec\lon of Information unless ii displays a valid 0MB con1ro\ number. 

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO 

fhereby revoke all previous powers o attorney given in the application iae11tlfled in~.attached statement under 

I' -.CFR3, 3:: ~., • 

I hereby appoint: ""-~--~-----------, 

Ii] ;"'•ooon,od,t.d wOh .. c,,...,, Nomboc 169603 . . I 

0 Practllioner(a) named below (if more than ten patent practitioners are to be named, then a customer number must be used): 

Name Regl6lration 
Number 

Name Registration 
Number 

as attorney(s) or ag~nt(s) to represent the undersigned before the United Sta iill Patent and Trademark Office (USPTO) In connection Wlth 

any and 1111 patent applloatlons assigned 2!)b'. to the }!M~rslgned according to the USPTO assignment records ct a·sslgnmant documents 

attachacl to-tnl\i:form In accordance wllh ~7CFR 3.7\J I); . . > .. . . 

'. ~slflt\'ii!i • 11\'lte'·tii@Al /Jresll! 

Bank of America Corporation 
101 South Tryon Street 
Char~otte, NC 26255 

State Zip 

Email 

A copy of this form, together with a statement under 37 CFR 3,73(b) (Form PTO/SB/96 or equivalent) ls required to be 

filed In each application hi which this form ls usad. The statement under 37 CFR 3. 73(b) may be completed by one of 

the practltloner11 appolnlEld In this form If the appointed practitioner Is authorized to act on behalf of the assignee, 

1111d must ldantl . the::a lltatlJ:mJn vvh.lch thl Power ofA.ttorne Is to be flle(l. 

&IGl'IATURE o! A&&lgnee of RBC<lrd 
• • pliecl below is authorized to act on beh11Jf 9f the asstgneti: 

Title' , ,A13.~!l~i:~u, ,'~F' . 
,w:,i~~~~~~~....,,-~..,,,_,.,_ ____ ~.....,,~~""""'..;;,.,i,.,....;;....,~-~ 

I:te ·~t~i1i ~~:%0
:n g:_ .. · conndenil~t l~g~fem1~;!~ ioh~:irr1~f~iiiil~~t1:1~b!':i~ f\11

~!:=:c:!tl~!f/rnat~~t~ i~~.;1~:JMes·· 
to complete, Including galherlng, prep~~ng, an~ subrnllllng the complaled app\lpa\lon form 10 die USPTO, Tim• will vary depending ui,;on \he lndlvldual_ ca,e. Any 

commanls on the amount of lime you require 1o conrplete th\$ form and/or suggaalloo~ for rodµclng Ihle burdan, should be ,ant to tho Chief Information Officer, 

U.S. Patent and Trademark Office, U.S. Depanmont of Commerce, P.O. Box 1450, Ale~ondrlo, VA 2231:3-1450, DO NOT SEND FEES OR CdMP~ETED 

FORMS TO THIS ADDRESS. SEND TO: Commissioner lor Patent&, P,O, Elox 1450, Alexandria, VA 22313-1450, 

/fyau need assistanGe In coirlpfettng thfl form, ca// 1-800-PTO-9"/99 aml 1Jelect option 2. 



PTO/SB/96 (07-09) 
Approved for use through 07/31/2012. 0MB 0651-0031 

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(b) 

ApplicanUPatent Owner: BANK OF AMERICA CORPORATION 

Application No./Patent No.: 13/017,823 Filed/Issue Date: _0_1_/3_1_/2_0_1_1 _________ _ 

Titled: MOBILE TRANSACTION DEVICE SECURITY SYSTEM 

_B_A_N_K_O_F_A_M_E_R_IC_A_C_O_R_P_O_RA_T_IO_N ____ ,a corporation 
(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc. 

states that it is: 

1. ~ the assignee of the entire right, title, and interest in; 

2. □ an assignee of less than the entire right, title, and interest in 
{The extent {by percentage) of its ownership interest is ____ %); or 

3. D the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made) 

the patent application/patent identified above, by virtue of either: 

An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel _______ , Frame _______ , or for which a 
copy therefore is attached. 

OR 

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: To: ________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel Frame -------- or for which a copy thereof is attached. 

2. From: To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel Frame _______ _ or for which a copy thereof is attached. 

3. From: To: --------------------
The document was recorded in the United States Patent and Trademark Office at 

Reel Frame _______ _ or for which a copy thereof is attached. 

Additional documents in the chain of title are listed on a supplemental sheet(s). 

As required by 37 CFR 3.73(b)(1 )(i), the documentary evidence of the chain of title from the original owner to the assignee was, 
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in 
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned {whose title is supplied below) is authorized to act on behalf of the assignee. 

~ 11/. t14 
Dafe 

Andrew D. Gerschutz Attorney of Record 
Printed or Typed Name Title 

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time 
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner 
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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ASSIGNMENT 

WHEREAS, I, David M. Grigg ("Assignor''), 11 olt!zc:n of the United States of Amerlca, rosidlng in Rock Hill, South 

Carolina, huvt:l invented certain now and usefal inventions entitled "MOBILE TRANSACTION Dl3V1CE SECURlTY SYSTEM". 

If the following lin!:ltl we blmik, the above application was flied 011 even dato horcwith, otherwise, to comply with 37 C.l .. ,R. §3.21 

for 1·ecordal ofthls assignment, I, an assignor below, herf;lby 11-Uthorize the attorneys for Bank of America to [nsel't the f!lh1g dote 

a11d application number bcll,w aft.er they beoomo knnwn 1md priol' to filing the rocordalfon. U.S. Application No. 

_13/017,823 _filed_ ..... Januarv3L2011 _______ _____ • 

WHEREAS, DANK OF AMERICA CORPORATION ("Assi~1ee"), a Corporation duly orgimized under the laws of the 

State of Delaware, and havint its offices and pince of business at Chnrlotte, North Carc,lina, is detiirous of acq\tlrlng the entire 

righi:, title and interest in 11nd to the aforesaid lrivcntiom1 and in lllld to all appllcntkms and l ,elters Patent therefor granted In the 

Unil.'\:d States of America, and in tmY 1md all countries foreign !:hereto: 

NOW, TIIBRJWORE, TO WHOM IT MAY CONCERN, be. it kuowi.t that, for goov tind valuable consideration, 

including 11ahny or payment for the making of b1vcntions, !)F qmployee 'benefits, thli l'CCClpt and sufficiency of which is hereby 

acknowlodged, J said Assignor, by these presents do sell, assign ttrid transfer unto said Assigneo, il:s Kuce1;1~sorn, assicns and legal 

representativc11, the ftill and exclusive right, title imd Interest for tht: torritliry of the Uui1ed Stntes of America 11nd 1111 countiies 

foreign thereto, and throughout the world arid in space, (including the right to apply for Letters Patent in foreign countric~ in its 

own name and to claim tiny p1io1ity 1ights for such foreign applications to which such llpplicatiom, are entitled nuder internationul 

t:Qnve11tion3, treaties, or othetwi5e), in nnd to sold lnvcnti(ms and in lllld to all applications a.nd Letteri, Patent granted therefor, Md 

till non~provislonals, di'ld&ionij, reissues, continuations and ext11nsions thereof, 1md In and to 1:111 copyTights, trademarks with their 

11Ssociated goodwill, trade secrets, confidentlnl lnform11-tion, imd compilations, necessary or useful to m11\te, use, or sell the 

h1vr;,ntions, I hereby authorize lllld request the Commissioner of Patents, find any official whoso duty it i-ll to ii:isue p11tentll, to issue 

11-ll l.et.ters Patent on said invf;llltions or resulting therefrom to said A~signee, or Its successors and atlsigns, wi assignee of the entire 

right, title and lnterest. I nipn;sent Md wal'!'aut thot I have foll right to agree to, execute, and deliver thil:l 115signment. I 11greo that I 

will without fu1•thor consideration, but at the expon.~u of Assignee, communicate to said As~ignee, or its successors, nsslgns, 01· 

n\1minees, any and all Fae~ known to me 1·egnrdlng said inventions wheneve1· requested, and lh"l I will execute all no11-p1·ovlslonnl, 

divisional, reissue and continuation applications, testify in llll)' legal proceedings, sign ull lawful papers, m11ke all 1ightful oaths, 

and generally do everything rc111Sonabl~ for said Assignee, itK succe5501·s1 assigns, and nominee~, tu 1,btam nnd enforco pl'ope1· 

patent protection for sald Invention::, in all countJ:les. 

TN WITNESS WHEREOF, T have hereunto set my hand and ~cal this __.Jl;:;.....,«;,..._ __ dny of :r~~a:, 

12 • ~ ~ I .. ~fb--···--
DAVID M. ORJOO, Assignor 
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ASSIGNMENT 

WHEREAS, I, Patrick B. Kelly ("Assignor"), a citizen of the United States of America, residing in Charlotte, North 
Carolina, have invented certain new and useful inventions entitled "MOBILE TRANSACTION DEVICE SECURITY SYSTEM". 
If the following lines are blank, the above application was filed on even date herewith, otherwise, to comply with 37 C.F.R. §3.21 
for recordal of this assignment, I, an assignor below, hereby authorize the attorneys for Bank of America to insert the filing date 
and application number below after thev hecome known and prior to filing the recordation. U.S. Application No. 

J 3/017.823 filed __ J_a_n_ua_rv_3 l_._2_0_11 _________ _ 

WHEREAS, BANK OF AMERICA CORPORATION ("Assignee"), a Corporation duly organized under the laws of the 
State of Delaware, and having its offices and place of business at Charlotte, North Carolina, is desirous of acquiring the entire 
right, title and interest in and to the aforesaid inventions and in and to all applications and Letters Patent therefor granted in the 
United States of America, and in any and all countries foreign thereto: 

NOW, THEREFORE, TO WHOM IT MAY CONCERN, be it known that, for good and valuable consideration, 
including salary or payment for the making of inventions, or employee benefits, the receipt and sufficiency of which is hereby 
acknowledged, I said Assignor, by these presents do sell, assign and transfer unto said Assignee, its successors, assigns and legal 
representatives, the full and exclusive right, title and interest for the territory of the United States of America and all countries 
foreign thereto, and throughout the world and in space, (including the right to apply for Letters Patent in foreign countries in its 
own name and to claim any priority rights for such foreign applications to which such applications are entitled under international 
conventions, treaties, or otherwise), in and to said inventions and in and to all applications and Letters Patent granted therefor, and 
all non-provisionals, divisions, reissues, continuations and extensions thereof, and in and to all copyrights, trademarks with their 
associated goodwill, trade secrets, confidential information, and compilations, necessary or useful to make, use, or sell the 
inventions. I hereby authorize and request the Commissioner of Patents, and any official whose duty it is to issue patents, to issue 
all Letters Patent on said inventions or resulting therefrom to said Assignee, or its successors and assigns, as assignee of the entire 
right, title and interest. I represent and warrant that I have full right to agree to, execute, and deliver this assignment. I agree that I 
will without further consideration, but at the expense of Assignee, communicate to said Assignee, or its successors, assigns, or 
nominees, any and all facts known to me regarding said inventions whenever requested, and that I will execute all non-provisional, 
divisional, reissue and continuation applications, testify in any, legal tJrnceedings, sign all lawful papers, make all rightful oaths, 
and generally do everything reasonable for said Assignee, its S/JCQessors, assigns, and nominees, to obtain and enforce proper 
patent protection for said inventions in all countries. 

IN WITNESS WHEREOF, I have hereunto set my hand and seal this -~3=. ___ day of F.e-1:Jf,vl't /Z 'i , 20Jj. 

TRll\75!292vl 
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ASSIGNMENT 

WHEREAS, I, Alicia C. Jones ("Assignor"), a citizen of the United States of America, residing in Fort Mill, South 

Carolina, have invented certain new and useful inventions entitled "MOBILE TRANSACTION DEVICE SECURITY SYSTEM". 

If the following lines are blank, the above application was filed on even date herewith, otherwise, to comply with 37 C.F.R. §3.21 

for recordal of this assignment, I, an assignor below, hereby authorize the attorneys for Bank of America to insert the filing date 

and aoolication number below after they become known and prior to filing the recordation. U.S. Application No. 

13/017,823 filed __ J_an_u_a_rv_3_1_. 2_0_1_1 __________ _ 

WHEREAS, BANK OF AMERICA CORPORATION ("Assignee"), a Corporation duly organized under the laws of the 

State of Delaware, and having its offices and place of business at Charlotte, North Carolina, is desirous of acquiring the entire 

right, title and interest in and to the aforesaid inventions and in and to all applications and Letters Patent therefor granted in the 

United States of America, and in any and all countries foreign thereto: 

NOW, THEREFORE, TO WHOM IT MAY CONCERN, be it known that, for good and valuable consideration, 

including salary or payment for the making of inventions, or employee benefits, the receipt and sufficiency of which is hereby 

acknowledged, I said Assignor, by these presents do sell, assign and transfer unto said Assignee, its successors, assigns and legal 

representatives, the full and exclusive right, title and interest for the territory of the United States of America and all countries 

foreign thereto, and throughout the world and in space, (including the right to apply for Letters Patent in foreign countries in its 

own name and to claim any priority rights for such foreign applications to which such applications are entitled under international 

conventions, treaties, or otherwise), in and to said inventions and in and to all applications and Letters Patent granted therefor, and 

all non-provisionals, divisions, reissues, continuations and extensions thereof, and in and to all copyrights, trademarks with their 

associated goodwill, trade secrets, confidential information, and compilations, necessary or useful to make, use, or sell the 

inventions. I hereby authorize and request the Commissioner of Patents, and any official whose duty it is to issue patents, to issue 

all Letters Patent on said inventions or resulting therefrom to said Assignee, or its successors and assigns, as assignee of the entire 

right, title and interest. I represent and warrant that I have full right to agree to, execute, and deliver this assignment. I agree that I 

will without further consideration, but at the expense of Assignee, communicate to said Assignee, or its successors, assigns, or 

nominees, any and all facts known to me regarding said inventions whenever requested, and that I will execute all non-provisional, 

divisional, reissue and continuation applications, testify in any legal proceedings, sign all lawful papers, make all rightful oaths, 

and generally do everything reasonable for said Assignee, its successors, assigns, and nominees, to obtain and enforce proper 

patent protection for said inventions in all countries. 

IN WITNESS WHEREOF, I have hereunto set my hand and seal this Z 7 rfll. day of~-:--..)_G½,.~. __ _.,, 201/-

TRIJ\75 l 293v 1 
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ASSIGNMENT 

WHHIHiAS, I, Mure 8, Keller (·'Assigmlr''), 1;1 citizen of the. United States. of America, residing in Charlotte, NQrlh 
Curolinu. huvc invented certain new and u~cful inventions cntitkid ''MOBILE TRANSACTION DEVICE SECURITY SYSTEM", 
Ir the following lines are blank, the above npplication was liled on even date herewith, otherwise, lo comply with 37 C.F.R. §3.21 
fm recordnl of this assignment, l. an assignor below, hcrcb}· authori~e lhc· attorneys for Bunk of America 10 insert the tiling dutc 
and npplication number below al\er thcv become known and prior 10 tiling the rei:ordation. U.S. Application No, 
·-·---·-·-13/017,823 ____ fried __ January 31,201 I 

WIIERl'!AS. BANK OF AMERICA CORPORATION ("ASsignee"), ii Corporation duly organized under Lhe laws of the 
State or Dclm,·ai·c. nnd having its ot1ices and place of business al Charlotte, Nmth Cnrolina, is desirous of acquiring the entire 
right, lit le and intcresl in and Lo the aforesaid inventions and in and to all a:ppl icntions and Letters PatChl Lhercfor granted in the 
United States of America, and in nnr and all countl'ies foreign thereto; 

NOW, TI-IEREPORE, TO WHOM IT MAY CONCERN, be It known that, for good and valu11ble considcrntion, 
including sal11ry or pa,rmcnt for the making of Inventions, or employee benefits, the receipt and sulliciency of which is hereby 
acknowledged, I said Assignor, by these presents do sell, assign and transfer unt<i said Assignee. its successors, assigns and legal 
repi·csenlatives, the full and exclusive right, title and interest tor the territo~• of the United States of Amcl'icfl und all countries 
foreign thcreLo. and throughout the wmld imd in ~pace, (incli1ding Lhe right to apply for Letters Putcn\ In foreign countries in its 
own name and to cluim nny priority rights for Sl1ch foreign applications to which such appliculions are entitled under in1ernatiorn1I 
conventions, treaties. or otherwise), in and to Sflid inventions und in and to all applications und Letlcrs Patent granted therefor. and 
nil non-provisionals, divisions. reissues, continuations und extensions thereof, and in and to all copyrights. trademarks with their 
associated goodwill. trade secrets, confidential informi1tion, and compilations. necessary or usclul 10 muke. use. or sell the 
inventions. I hereby authorize ami rcq1.1c.s1 the Commissioner of Pntents, and any official whose dut; il is to issue patents. to issue 
all Letters Patent on snid invent.ions or resulting therefrom to suid Assignee, or its successms and assigns, 1111 assignee of the entire 
right, title und interc:;1. I represent and warrant that I have full right Lo agree to. execute, and deliver Lhis nssignmi:nt. I tigree that I 
wil I without further considcrntion, but at the expense of Assignee, communicate Lo said Assignee, or its successors, assigns. or 
nominees, uny and ull FncLs known to me r~gurding said inventions. whcnevc-r requested, and Lhat I will execute all non-provisional. 
divisional, reissue and continuation applications, testify In any legal proceedings, sign ull lawful papers, make all righlti.tl oaths, 
nnd generally do everything reasonable for said Assignee, its Sl1cccssors, assigns, and nominees, to obtain and enforce proper 
patent protection thr said inventions in all counti'iC.'l. 

IN WITNESS WHEREOF. I have hereunto set my hand and seal this d· ~ day or ~C.{,~--· 20 '1. 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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TRANSMITTAL Filing Date 01/31/2011 

FORM First Named Inventor David M. Grigg 

Ari Unit 3621 

Examiner Name TBA 
(to be used for all correspondence after initial filing) 

'- Total Number of Pages in This Submission I 18 
Attorney Docket Number 4508US1 .014033.1145 

ENCLOSURES (Check all that apply) 

□ □ □ After Allowance Communication to TC 
Fee Transmittal Form Drawing(s) 

□ □ Licensing-related Papers □ Appeal Communication to Board 
Fee Attached of Appeals and Interferences 

□ □ Petition □ Appeal Communication to TC 
Amendment/Reply (Appeal Notice, Brief, Reply Brief) 

□ □ Petition to Convert to a □ After Final Provisional Application Proprietary Information 
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Extension of Time Request < below): . ' 
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\, . .',. 

Express Abandonment Request Request for Refund .. 

~ Information Disclosure Statement □ CD, Number of CD(s) 

□ Landscape Table on CD 
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Certified Copy of Priority I Remarks I 
Document(s) 
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Incomplete Application 
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Reply to Missing Parts 
under 37 CFR 1.52 or 1.53 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT 
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MOORE & VAN ALLEN, PLLC 
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Printed name 

Andrew D. Gerschutz 
(l 

Date 02/18/2011 I Reg. No. 165,529 

CERTIFICATE OF TRANSMISSION/MAILING 
~ -~- :·-, \ \ 

I hereby certify that this correspondence is being facsimile transmitted to Ille USPTO or deposited with the United States Postal Service with 
sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P .0. Box 1450, Alexandria, VA 22313-1450 on 
the date shown below: 
Signature 

~yped or printed name 

This collection of information is required by 37 CFR 1.5. The information is required to obtain or retain a benefit by the public which is to file (and by the US PTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and1.14. This collection is estimated to 2 hours to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450, 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
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FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 
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SEARCH FEE N/A N/A N/A N/A 540 (37 CFR 1.16(k), (i), or (m)) 
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OR X 52 = 988 

INDEPENDENT CLAIMS 3 minus 3 = X 220 = 0.00 (37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $270 ($135 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 
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X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 
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CLAIMS HIGHEST 
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RATE($) 
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w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 
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~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION NUMBER FILING OR 3 71 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

13/017,823 01/31/2011 DAVID M. GRIGG 4508US1.014033.1145 
CONFIRMATION NO. 7401 

FORMALITIES LETTER 69603 
MOORE & VAN ALLEN, PLLC FOR BOFA 
430 DAVIS DRIVE, SUITE 500 
POST OFFICE BOX 13706 

11111111111111111 lllll ll]~!l]!~l!~l!~l!~HHi~11111111111111111 IIII IIII 

RESEARCH TRIANGLE PARK, NC 27709 

Date Mailed: 02/10/2011 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

Items Required To Avoid Abandonment: 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all 
required items below to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied 
by the extension fee under the provisions of 37 CFR 1.136(a). 

• The oath or declaration is missing. 
A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above 
Application Number and Filing Date, is required. 
Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63 
signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary interest, 
is required. 

The applicant needs to satisfy supplemental fees problems indicated below. 

The required item(s) identified below must be timely submitted to avoid abandonment: 

• A surcharge (for late submission of filing fee, search fee, examination fee or oath or declaration) as set forth in 
37 CFR 1.16(f) of $130 for a non-small entity, must be submitted. 

SUMMARY OF FEES DUE: 

Total fee(s) required within TWO MONTHS from the date of this Notice is $130 for a non-small entity 
• $130 Surcharge. 
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Replies should be mailed to: 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web. 
https ://sportal. uspto .gov/authenticate/ AuthenticateUserlocal EP F. htm I 

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or 
visit our website at http://www.uspto.gov/ebc. 

If you are not using EFS-Web to submit your reply, you must include a copy of this notice. 

/spathammavong/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 

UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

13/017,823 01/31/2011 3621 2078 4508US1.014033.1145 39 3 

69603 
MOORE & VAN ALLEN, PLLC FOR BOFA 
430 DAVIS DRIVE, SUITE 500 
POST OFFICE BOX 13706 
RESEARCH TRIANGLE PARK, NC 27709 

CONFIRMATION NO. 7401 

FILING RECEIPT 

11111111111111111 lllll ll]~!l]!~l!~l!~l!~HHi~11111111111111111 IIII IIII 

Date Mailed: 02/10/2011 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant( s) 
DAVID M. GRIGG, Rock Hill, SC; 
Patrick B. Kelly JR., Charlotte, NC; 
Alicia C. Jones, Fort Mill, SC; 
Marc B. Keller, Charlotte, NC; 

Assignment For Published Patent Application 
BANK OF AMERICA CORPORATION, Charlotte, NC 

Power of Attorney: None 

Domestic Priority data as claimed by applicant 

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the 
USPTO. Please see http://www.uspto.gov for more information.) 

If Required, Foreign Filing License Granted: 02/10/2011 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 13/017,823 

Projected Publication Date: To Be Determined - pending completion of Missing Parts 

Non-Publication Request: No 

Early Publication Request: No 
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Title 

MOBILE TRANSACTION DEVICE SECURITY SYSTEM 

Preliminary Class 

705 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 
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UTILITY Attorney Docket No 4508US1 .014033.1145 
PATENT APPLICATION 
TRANSMITTAL First Named Inventor David M. Grigg et al. 

(Only for new nonprovisional Title MOBILE TRANSACTION DEVICE SECURITY SYSTEM 

applications under 37 CFR 1.53(b)) Filed via EFS-Web on January 31, 2011 

ADDRESS TO: COMMISSIONER FOR PATENTS 
P.O. BOX 1450 
ALEXANDRIA, VA 22313-1450 

Transmitted herewith for filing in the United States Patent Office is a patent application for: 

Inventors: David M. Grigg; Patrick B. Kelly; Alicia C. Jones; Marc B. Keller 

Assignee of this invention is Bank of America Corporation 

1. 
2. 

IZl The Filing Fee has been calculated as shown below: 
No Applicant claims Small Entity Status. See 37 CFR 1.27. 

No Filed No Extra 

BASIC FEE 

SEARCH FEE 

EXAMINATION FEE 

TOTAL CLAIMS: 39 - 20 = 19 

INDEP CLAIMS: 3 - 3= 0 

APPLICATION SIZE If the specification, drawings, 

FEE and sequence listing exceed 
100 sheets of paper, the 
application size fee due is 
$270 ($135 for small entity) for 
each additional 50 sheets or 
fraction thereof. 

No MULTIPLE DEPENDENT CLAIMS 
PRESENTED 

Small Entity Rate 
Fee 

$ 0 

$ 0 

$ 0 

X 26 = $ 0 

X 110 = $ 0 

$ 0 

+195 = $ 0 

Large Entity Rate 
Fee 

$ 330 

$ 540 

$ 220 

19 X 52 = $ 988 

0 X 220 = $ 0 

$ 0 

+390 = $ 0 

*If the difference in Column 1 is less than zero, TOTAL $ 0 TOTAL $2,078 enter "O" in Column 2. 

The Commissioner is hereby authorized to credit any overpayment or charge any deficiency of the following fees 
to Deposit Acct. No. 13-4365. 

3. 

a. D Fees required under 37 CFR 1.16 (National filing fees). 
b. D Fees required under 37 CFR 1.17 (National application processing fees) 

including any extension of time fees under 37 CFR § 1.136(a) that are required 
for consideration of papers filed during prosecution. 

□ 

IZl 

□ 

A check in the amount of $ for the filing fee is enclosed. 

The filing fees paid via EFT in the amount of $2,078.00 when e-filing. 

The above filing fee will be paid along with Applicant(s) Response to the Notice to File 
Missing Parts. 

Specification [Total Pages 38] 

TRll\753409vl 



4. 

5. 

rgi 

□ 

~ Sheets of Drawing(s) (35 USC 113) 

Declaration [Total Pages ] 
a. D Newly executed (original or copy) 
b. D Copy from a prior application (37 CFR 1.63(d)) (if box 18 completed) 

i. □ DELETION OF INVENTOR(S) Signed statement attached deleting 
inventor(s) named in the prior application, see 37 CFR 1.63(d)(2) & 
1.33(b). 

6. rgi Application Data Sheet. See 37 CFR 1.76 

7. D CD-ROM or CD-R in duplicate, large table or Computer Program (Appendix) 

8. Nucleotide and/or Amino Acid Sequence Submission (if applicable, all necessary) 

9. 

10. 

11. 

12. 

13. 

14. 

15. 

16. 

17. 

18. 

a. D Computer Readable Copy (CRF) 
b D Request for Transfer of Computer Readable Form of Sequence Listing 

under 37 CFR § 1.821 (e) and MPEP 2422.05 (must be compliant with new rules) 
c. D Specification Sequence Listing on: 

i. D CD-ROM or CD-R (3 copies); or 
ii. D Paper ( Pages) 

d. D Statements verifying identity of above copies 

□ 

□ 
□ 

ACCOMPANYING APPLICATION PARTS 
Assignment Papers (cover sheet & document(s) including a check for the $40.00 fee) 

37 CFR 3.73(b) Statement and General Power of Attorney by Assignee. OR 
Application Specific Power of Attorney by Assignee 

D English Translation Document (if applicable) 

D Information Disclosure Statement (IDS)/PTO-1449; Copies of IDS Citations 

D Preliminary Amendment 

D Return Receipt Postcard (MPEP 503) (Should be specifically itemized) 

D Certified Copy of Priority Document(s) (ifforeign priority is claimed) 
D Foreign Priority is claimed as Application No. , filed 

D NonPublication Request under 35 U.S.C. 122(b)(2)(B)(i). 
Applicant must attach form PTO/SB35 or its equivalent. 

D Request for Early Publication Under 37 CFR § 1.219. Fee of $300.00 is enclosed. 

If a CONTINUING APPLICATION, check appropriate box and supply the requisite information 
below and in a preliminary amendment, or in an Application Data Sheet under 37 CFR 1. 76: 
D Continuation D Divisional D Continuation in Part (CIP) 

of prior Application No: _____ ; Filed _____ _ 

Prior Application Information: Examiner Group/Art Unit: 
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MOBILE TRANSACTION DEVICE SECURITY SYSTEM 

BACKGROUND 

[0001] People desire convenience and speed when conducting financial 

transactions but are also concerned about the security of the transactions. Many people 

conduct transactions at a variety of merchants, such as coffee shops and grocery stores, 

and would like both convenience and control over their transaction security. Currently, 

people use debit cards, credit cards, checks, or cash when paying for goods and services. 

These current forms of payment can be inconvenient to use and lack effective 

customizable security measures. 

[0002] When using a debit card or credit card to conduct a financial transaction, 

the user is often required to enter a personal identification number (PIN) into a point-of­

sale (POS) terminal, provide a signature, and/or show a separate form of picture 

identification (ID). Checks also require separate identification and must be written out, 

taking up valuable time. Paying for transactions with cash requires that the person carry 

the cash with them, wait while change is counted out, and risk losing the cash. 

[0003] There are also efforts to create a "mobile wallet" system where people use 

their mobile phones or similar mobile devices to engage in financial transactions. In such 

systems, a person's mobile phone communicates payment information to the POS 

terminal and the POS terminal then uses this payment information to approve the 

transaction. These mobile wallet systems also often require the user to take one or more 

steps to authenticate the user's identity, such as the steps of having to enter a PIN, show a 

picture ID, provide a signature, etc. 

[0004] All of these inconveniences can add up to wasted time, effort, and worry 

for people as they conduct transactions. Furthermore, while some people may think that 

the security procedures required to use a certain payment device are too onerous and 

inconvenient, other people may think that the required security procedures are not tough 

enough for the user to overcome. 

[0005] Thus, there is a need for improved systems and methods for managing 

mobile transaction device security in a way that is both convenient and effective for the 

interested parties. 
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BRIEF SUMMARY 

[0006] Embodiments of the present invention address the above needs and/or 

achieve other advantages by providing an apparatus ( e.g., a system, computer program 

product, and/or other device) and method allowing a user to customize payment 

procedures and authentication protocols for a mobile payment device, such as a mobile 

wallet. In some embodiments of the invention the user can provide instructions that 

control the authentication procedures based on details of a transaction or of the user. 

[0007] For example, some embodiments of the present invention provide a 

security management module for managing the security protocols of an electronic wallet 

in accordance with the preferences of the user of the electronic wallet. As used herein, an 

"electronic wallet," also referred to herein as a "mobile wallet," refers to an electronic 

mobile device ( e.g., a cell phone, personal data assistant, mp3 player, handheld computer, 

etc.) that is configured to be used as a payment device (such as a credit or debit card). 

The electronic wallet stores payment information in its memory that can be used to 

identify one or more financial accounts. The electronic wallet is further equipped with a 

wireless communication interface configured to communicate payment information to a 

payment terminal. 

[0008] For example, some embodiments of the invention provide a mobile 

transaction device security system that defines a security protocol for performing a 

transaction using the mobile payment device, such as a cell phone. The security protocol 

includes a permission module, which determines whether the user does not need to 

authenticate his identity to perform the transaction, and an authentication module, which 

authenticates the identity of the user. If user does not need to authenticate his identity or 

if the user successfully identifies himself, the financial transaction security system allows 

the transaction. In some embodiments, allowing the transaction includes transmitting 

financial account information to a point-of-sale device. The financial account 

information can be data associated with a checking account, a credit account, a money 

market account, a rewards account, a prepaid account, or any other type of account used 

to pay for goods or services. 

[0009] In some embodiments, the user provides instructions relating to when the 

user does not need to authenticate his identity to perform a transaction. In some 
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embodiments, the instructions relate to details of the transaction, including the amount of 

the transaction, the time of the transaction, the identity of the merchant, the category of 

the expense, and the location of the transaction. For example, the user may not require 

authentication for transactions of less than five dollars. In some embodiments, the 

instructions relate to the financial account of the user, such as the balance in the financial 

account or previous purchases by the user from the account. For example, the user may 

not require authentication when the balance on the account is greater than two hundred 

dollars. In further embodiments, the instructions relate to both the transaction and the 

user. For example, the user can provide instructions in the permission module to not 

require authentication if the user has made a purchase at the merchant in the previous 

thirty days. In some embodiments, transactions at specific merchants selected by the user 

do not require authentication. In other embodiments, merchants are categorized and the 

user selects categories that do not require authentication. For example, merchants can be 

categorized as grocery stores, gas stations, coffee shops, restaurants, or user-defined 

categories. In this example, the user may not require authentication for transactions at 

gas stations. In some embodiments, merchants are categorized into more than one 

category. In an embodiment, the user selects default instructions provided by a bank. In 

a further embodiment, the instructions are customized by the user. 

[0010] In another embodiment, the user provides security features to the financial 

transaction security system, which are then available to the mobile device. For example, 

the user may establish a user name and password or provide a voice recording. In some 

embodiments, the user provides input to authenticate his identity in order to allow the 

transaction. In various embodiments, the input is in the form of a user name and/or 

password, a voice sample, a facial scan, a fingerprint scan, an iris scan, a response to a 

challenge question, or any other form of input capable of validating the user's identity. 

The authentication module compares the input with the security feature to authenticate 

the identity of the user. In some embodiments, the user's financial account information is 

transmitted to the point-of-sale device at the merchant if the user successfully 

authenticates his identity. 

[0011] In an embodiment, the user can manage the financial transaction security 

system from an application on the mobile device, through software on a personal 
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computer, or via a webpage. In some embodiments, managing the financial transaction 

security system allows the user to view account settings and recent transactions. Further 

embodiments, the user is able to edit, update, and/or add additional users and accounts to 

the financial transaction security system. In still further embodiments, the user is able to 

provide instructions for allowing a transaction without requiring authentication of the 

user's identity. In some embodiments, the user provides security features and is able to 

add, edit, or update saved security features. The financial transaction security system 

provides numerous opportunities for the user to customize security protocols relating to 

financial transactions conducted through mobile devices. 

[0012] In some embodiments, as explained herein the mobile device is a mobile 

wallet, such as but not limited to a smartphone or PDA that allows a user to enter into 

transactions using the smartphone or PDA. The mobile device allows the user to make a 

purchase at a store or over the internet by transmitting through a wired or wireless 

connection between the mobile device and the systems used to make the transaction. 

However, it is to be understood that the mobile device can be another type of mobile 

device, which can be scanned, transmit a wireless signal, be entered manually into a 

system, etc. in order to make payments using the mobile payment device, as will be 

described in further detail later. 

[0013] One embodiment of the invention is an application on a smartphone that 

stores the user's security protocol, determines that the user is conducting a transaction at 

a point-of-sale device, and compares the transaction with the instructions provided by the 

user. If, based on the instructions, the transaction can occur without authentication of the 

user's identity then the user's financial account information is transmitted to the point-of­

sale device. If, however, authentication of the user's identity is required based on the 

instructions then the user provides input, such as providing a voice sample, and the 

application compares the input to saved security features. If the application authenticates 

the user's identity based on the comparison, the user's financial account information is 

transmitted to the point-of-sale device. 

[0014] The features, functions, and advantages that have been discussed may be 

achieved independently in various embodiments of the present invention or may be 
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combined in yet other embodiments, further details of which can be seen with reference 

to the following description and drawings. 

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS 

[0015] Having thus described embodiments of the invention in general terms, 

reference will now be made to the accompanying drawings, wherein: 

[0016] Figure 1 provides a high level process flow illustrating a financial 

transaction security system, in accordance with one embodiment of the present invention; 

[0017] Figure 2 provides a flow chart of a financial transaction security system 

wherein the system determines if authentication is not necessary, in accordance with one 

embodiment of the present invention; 

[0018] Figure 3 provides a flow chart of a financial transaction security system 

wherein the user authenticates the user's identity, in accordance with one embodiment of 

the present invention; 

[0019] Figure 4 provides a block schematic of a financial transaction security 

system, in accordance with one embodiment of the present invention; 

[0020] Figure 5 provides an interface for setting up a financial transaction 

security system, in accordance with one embodiment of the present invention; 

[0021] Figure 6 provides an interface for viewing and editing user information in 

a financial transaction security system, in accordance with one embodiment of the present 

invention; 

[0022] Figure 7 provides an interface for viewing and editing financial account 

information in a financial transaction security system, in accordance with one 

embodiment of the present invention; 

[0023] Figure 8 provides an interface for viewing and editing instructions for 

allowing a transaction without requiring authentication, in accordance with one 

embodiment of the present invention; and 

[0024] Figure 9 provides an interface for viewing and editing security features 

capable of authenticating a user's identity in a financial transaction security system, in 

accordance with one embodiment of the present invention. 
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DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION 

[0025] Embodiments of the present invention now will be described more fully 

hereinafter with reference to the accompanying drawings, in which some, but not all, 

embodiments of the invention are shown. Indeed, the invention may be embodied in 

many different forms and should not be construed as limited to the embodiments set forth 

herein; rather, these embodiments are provided so that this disclosure will satisfy 

applicable legal requirements. Like numbers refer to like elements throughout. 

[0026] It should be understood that terms like "bank," "financial institution," and 

"institution" are used herein in their broadest sense. Institutions, organizations, or even 

individuals that process financial transactions are widely varied in their organization and 

structure. Terms like "financial institution" are intended to encompass all such 

possibilities, including but not limited to banks, finance companies, stock brokerages, 

credit unions, savings and loans, mortgage companies, insurance companies, and/or the 

like. Additionally, disclosed embodiments may suggest or illustrate the use of agencies 

or contractors external to the financial institution to perform some of the calculations, 

data delivery services, and/or authentication services. These illustrations are examples 

only, and an institution or business can implement the entire invention on their own 

computer systems or even a single work station if appropriate databases are present and 

can be accessed. 

[0027] Figure 1 provides a high level process flow illustrating a mobile 

transaction device security system 100, in accordance with one embodiment of the 

present invention. The high level process flow will be discussed in greater detail in 

Figures 2 and 3. At a high-level, the financial transaction security system 100 receives a 

security protocol from a user 102. In some embodiments, the user enters the security 

protocol into an interface on a mobile device application, a software program, or a 

webpage. For example, the user may initiate an application on a mobile phone and then 

enter details relating to the security protocol into the application. In some embodiments, 

the security protocol is a default level of security provided by a bank. In other 

embodiments, the security protocol is customizable by the user. The user may change the 

security protocol in the same manner or in a different manner from which the protocol 

was initially established. 
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[0028] In some embodiments, the security protocol includes a permission module 

and an authentication module. As will be discussed in greater detail in Figures 2 and 3, 

the permission module and the authentication module aggregate steps in the method of 

providing a financial transaction security system. The permission module includes the 

instructions relating to when the user does not need to authenticate his identity as well as 

any hardware and/or software used to implement those instructions. The authentication 

module includes the security features provided by the user as well as any hardware and/or 

software used to compare an input from the user to those security features. The 

permission module and the authentication module can be hosted completely on the 

mobile device, completely on a remote server, or partially on both the mobile device and 

the remote server. 

[0029] In an embodiment, the system 100 is configured to determine that the user 

is conducting a transaction 104. For example, the system may determine that the user is 

attempting to purchase a product at a merchant using the mobile device. In some 

embodiments, the system determines that the user is conducting a transaction by 

detecting a signal from a point-of-sale device. In other embodiments, the system 

determines that the user is conducting a transaction by receiving an input from the user. 

For example, the mobile device may have a hotkey, a software application, or a speech 

recognition program that the user activates in order to indicate that he is conducting a 

transaction. In an embodiment, the transaction is a purchase of a good or service from a 

merchant. In other embodiments, however, the transaction is a transfer of funds, a 

deposit, a loan, etc. The transaction can be to a merchant, another user, a bank, an 

internet retailer, or an ATM. As is well-known, a wide variety of types of financial 

transactions are possible. The system 100 provides a customizable set of security 

protocols for the wide variety of financial transactions. 

[0030] In some embodiments, the system 100 compares the transaction with the 

permission module 106. By comparing details of the transaction with the instructions 

provided by the user on when authentication is not necessary, the system 100 can 

determine whether the user does not need to authenticate his identity before allowing a 

transaction 108. For example, the instructions in the permission module may not require 

authentication for transaction amounts less than five dollars. In some embodiments, if 
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the user does not need to authenticate his identity the transaction is automatically allowed 

110. In other embodiments, even if the user does not need to authenticate his identity 

based on the comparison further input from the user, such as confirmation of the 

transaction merchant or amount, may be necessary. In an embodiment, if the comparison 

of the transaction with the permission module indicates that authentication is necessary 

the system 100 continues on to block 112. 

[0031] In block 112, the system 100 requests authentication of the user's identity. 

For example, the system 100 can provide a prompt on a display screen of a mobile device 

requesting entry of a user name and password. The request can be visual or audible. The 

request can prepare the mobile device for receiving input from the user. For example, 

when a request for identification is made the system 100 may activate the microphone 

and camera on the mobile device in order to capture voice commands or facial scans. 

The system 100 receives the input from the user in response to the request for 

authentication of the user's identity. 

[0032] In some embodiments, the system 100 compares the input from the user 

with the authentication module 114. The system 100 compares the voice command or the 

facial scan, for example, with security features saved by the user as part of the 

authentication module. 

[0033] Based on the companson between the input and the authentication 

module, the system 100 determines whether the user is authorized 116. For example, 

software associated with the authentication module compares the input with the saved 

security feature to determine whether the identity of the user is authenticated. If the 

identity of the user is authenticated, the system 100 allows the transaction 118. If, 

however, the user is not authorized based on the comparison of the input with the 

authentication module the system 100 does not allow the transaction 120. 

[0034] The high level process flow of Figure 1 illustrates general principles and 

embodiments of the system and method of providing a financial transaction security 

system. The examples included above are not limiting and as will be discussed in greater 

detail later additional steps and or features may be included in the systems and methods. 

[0035] Turning now to Figure 2, a flow chart 200 of a financial transaction 

security system wherein the system determines if authentication is not required is 
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provided, in accordance with one embodiment of the present invention. In block 202, the 

system receives the security protocol from the user, wherein the security protocol 

includes instructions from the user regarding when the user does not need to authenticate 

the user's identity to allow a transaction. In some embodiments, the system also receives 

at least one security feature from the user, which will be discussed in greater detail in 

Figure 3. The system can receive the security protocol from the user in a variety of ways, 

such as through a software application, through a webpage, in the form of in person 

instructions at a bank, as written instructions, or in any other form in which the user can 

provide instructions. 

[0036] In some embodiments, the instructions relate to the transaction that the 

user is conducting. For example, the instructions can relate to the transaction amount, the 

transaction location, the transaction time, the transaction category, or the transaction 

merchant. In other embodiments, the instructions relate to the user, such as the balance in 

the user's financial account, the amount recently spent by the user, or the number of 

transactions recently performed by the user. 

[0037] In some embodiments, the instructions relate to the transaction amount. 

For example, in some embodiments the user instructs the system to allow a transaction 

without authentication when the transaction amount is less than a predetermined amount. 

The predetermined amount can be an amount provided by the bank, a default amount, or 

a custom amount. In some embodiments, multiple amounts are provided. For example, 

the bank can provide default instructions relating to multiple amounts. In one 

embodiment, the default instructions require tiered levels of security such as no 

authentication for less than $20, a user name and password for amounts between $20 and 

$100, and a biometric scan for amounts greater than $100. The users may also determine 

that different transaction amounts require different types of authentication or lack thereof. 

For example, a couple may decide that for transaction amounts greater than $200 

authentication by both individuals is required. The couple may also decide that for 

transaction amounts less than $10 no authentication is required and that for amounts 

between $10 and $200 authentication by at least one individual is required. In other 

embodiments, the user instructs the system to allow a transaction without authentication 

for amounts greater than a predetermined level, within a predetermined range, at an exact 
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amount, or any other relationship between the transaction amount and permission to 

conduct transactions. 

[0038] In some embodiments, the instructions relate to the transaction location. 

For example, the user may provide instructions that authentication is not required for 

transactions performed within twenty miles of the user's home. In some embodiments, 

the system determines the user's location when the user is conducting a transaction by 

means of a positioning system, such as a GPS or software that determines the user's 

location based on proximity to cell towers. In an embodiment, the user provides 

instructions relating to distance from a predetermined location, such as the user's 

residence or billing address. For example, a user may not want to authenticate 

transactions within five miles of a work address so that transactions can be performed 

quickly. In another embodiment, the user provides instructions relating to political 

boundaries, such as city, county, and state. When the system determines the user's 

location, that location can be cross-referenced to maps and/or coordinates. In this 

manner, the political entities in which the user is located can be determined. For 

example, the GPS on a user's cell phone can determine the user's latitude and longitude. 

The system can compare that latitude and longitude to maps and determine which city, 

county, and state the user is currently located within. The user may desire to allow 

transactions without authentication for convenience or security. 

[0039] In some embodiments, the instructions relate to the transaction time. For 

example, the user's mobile device may include a clock or timer which determines the 

time at which the user is attempting to conduct the transaction. In an embodiment, the 

user provides instructions that allow transactions without authentication during 

predetermined time windows. For example, the user may allow transactions without 

authentication between 8 AM and 5 PM so that the user can quickly and easily conduct 

transactions during work hours. In another embodiment, the user provides instructions 

that do not require authentication if the user has authenticated his identity within a 

predetermined time period. For example, the user can provide instructions that allow 

transactions without authentication if the user has authenticated his identity within the 

previous two hours. When the user attempts to conduct a transaction, the system 

determines the time and determines whether the previous authentication is within the past 
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hour. If the user has authenticated his identity within the previous two hours, the system 

does not require authentication. Again, by allowing customization of when the user does 

not need to authenticate his identity the system provides convenience along with 

customized security for financial transactions. 

[0040] In some embodiments, the user provides instructions that allow 

transactions without authentication when the transaction is within a specific category. 

For example, the user may instruct the system to allow transactions at gas stations 

without authentication. Other examples of transaction categories include grocery stores, 

coffee shops, restaurants, home goods stores, clothing stores, or other known or custom 

categories of stores. Certain stores may be included in more than one category. For 

example, some stores include both groceries and a pharmacy and may be included in the 

grocery store category and the drug store category. In some embodiments, the categories 

are defined by the bank. In other embodiments, the categories are defined by, edited, or 

modified by the user. In some embodiments, the user determines that authentication is 

not needed in general categories. In other embodiments, the user sets different levels of 

security required in different categories. For example, gas stations may require no 

authentication so that transactions are quick and easy but restaurants may require a higher 

level of security. 

[0041] In a still further embodiment, the user provides instructions to allow 

transactions without authentication based on the transaction merchant. For example, the 

user may allow transactions without authentication at predetermined specific merchants. 

The users can select the merchants from a list provided by the bank, the user can input 

specific merchants, the user can select merchants from previous transactions, the user can 

provide an indication during a transaction that transactions at the merchant do not need 

authentication in the future, or the user can select merchants in any other way in which 

they are able to provide details regarding specific merchants. In another embodiment, the 

user provides instructions to allow transactions without authentication at merchants 

where the user has previously performed a transaction. For example, the user may allow 

transactions without authentication at merchants that the user has purchased from within 

the past month, or at merchants the user has purchased from more than ten times in the 

past year, or at merchants where the user has at any time performed a transaction. In 
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some embodiments the user can select a chain store merchant and allow transactions 

without authentication at any one of the chain stores. In other embodiments, the user 

selects a specific chain store and does not expand the permission to include all other 

stores within the same chain. 

[0042] In some embodiments, the instructions relate to the user at the time of the 

transaction. For example, the instructions can relate to the user's financial account 

information. In an embodiment, the instructions allow transactions without 

authentication so long as there is a minimum balance in the user's financial account. If 

the transaction would bring the account below a predetermined amount, the user will 

have to authenticate his identity in order to allow the transaction. In another 

embodiment, the instructions allow transaction without authentication if the user has not 

performed a predetermined number of transactions recently. For example, the 

instructions may allow transactions without authentication if the user has performed 

fewer than twenty transactions in the current month. Both the number of transactions and 

the time period are customizable by the user. In a still further embodiment, the 

instructions allow transactions without authentication until the user spends a certain 

amount in the predetermined period of time. For example, the user may be able to 

conduct transactions without authentication if the user has not spent above $400 in a 

month; all transactions after reaching $400 in purchases may require authentication. By 

adjusting the security levels based on user information, the user is able to customize the 

security levels, assist in budgeting, and gain greater control over expenses. 

[0043] In a still further embodiment, the instructions are combined in a variety of 

ways. For example, the user can provide instructions that combine the number of recent 

transactions with the transaction categories. For example, a user may provide 

instructions allowing transactions without authentication for purchases at restaurants until 

the user has made more than six purchases at restaurants in the current month. Users can, 

for example, customize their instructions based on combinations of the transaction 

amount, transaction location, transaction time, transaction category, transaction merchant, 

account balance, number of transactions, and/or total expenses. The instructions 

provided by the user allow each user to customize a security protocol for conducting 

financial transactions with ease, security, and speed. 
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[0044] Turning now to block 204, in some embodiments the security protocol is 

saved in a mobile device of the user. For example, the security protocol can be saved in 

mobile device memory 206. The memory can be a removable card, such as an SD-card, 

or an embedded hard drive. Other types of memory are also possible, as is known. In an 

embodiment, the mobile device is a cell phone or Personal Digital Assistant (PDA). In 

another embodiment, the mobile device is specifically designed for conducting financial 

transactions with the financial transaction security system, such as a keychain dongle. 

The form factor of the security system can vary widely if the method and functions 

associated with the system can be configured to operate on the form factor. For example, 

the financial transaction security system could be incorporated into a watch or other 

electronic device. In other embodiments, the security protocol is saved on a server and 

accessed via a network when the user attempts to conduct a transaction. In still further 

embodiments, parts of the security protocol are saved in the mobile device and other parts 

of the security protocol are saved on a server accessed via the network. In another 

embodiment, the mobile device and/or mobile device memory is encrypted so that the 

instructions and security features are protected if the mobile device is lost or stolen. 

[0045] In block 208, the system receives financial account information for the 

user. In some embodiments, the system only receives the account number from a 

financial institution database 210. In other embodiments, however, the system receives 

the account number and other related information, such as previous transactions, 

balances, addresses and contact information associated with the account, other accounts 

associated with the user, and other account information available from the financial 

institution database 210. The system can receive the financial account information 

wirelessly or through a wired connection. In some embodiments, the system updates the 

account information, such as on a regular schedule, intermittently, when the system is 

able to connect to the financial institution, or when prompted to do so by the user. The 

system also saves the financial account information for access by the mobile device 212. 

In some embodiments, the financial account information is saved in the mobile device 

memory 206. As with the security protocol, the financial account information may be 

encrypted and/or hosted in whole or in part on a server and accessed when needed. 
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[0046] In block 214, the system determines that the user is conducting a 

transaction. In some embodiments, the system determines that the user is conducting a 

transaction by detecting or receiving a signal from a point-of-sale device. The system 

can activate in response to receiving the signal from the point-of-sale device. In other 

embodiments, the system determines that the user is conducting a transaction by 

receiving an input from the user. For example, the mobile device may have a hotkey, a 

software application, or a speech recognition program that the user activates in order to 

indicate that he is conducting a transaction. 

[0047] In some embodiments of the invention, as depicted in block 216, the 

system receives details of the transaction. In an embodiment, the system receives details 

of the transaction from the merchant, such as when the merchant provides a signal that 

the user is conducting a transaction. In other embodiments, the system receives details of 

the transaction from the user, such as input from the user into the mobile device. In a still 

further embodiment, the system receives details of the transaction from the user's 

financial institution, alone or in combination with either of the merchant or the user. In 

an exemplary embodiment, the system receives details of the transaction wirelessly from 

a point-of-sale device. 

[0048] Details of the transaction that may be received by the system include the 

amount of the transaction, the time of the transaction, the identity of the merchant, the 

location of the transaction, the category of the transaction, or any other features 

associated with a transaction that can be provided by the user, the mobile device, the 

merchant, or the financial institution. For example, the system can receive details from 

the merchant about the identity of the merchant and from the user's financial institution 

regarding the number of times the user has frequented that merchant in the past year. In 

another example the system receives details regarding the amount of the transaction from 

the merchant and the category of the transaction from the user. The system may prompt 

the user to select or input a category for the expense. In yet another example the system 

receives the time of the transaction from a clock or timer associated with the mobile 

device. Similarly, the system can receive the location of the transaction from a GPS unit, 

through triangulation based on cell phone signals, from the merchant, from a financial 

institution, or from the user. 
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[0049] In block 218, in some embodiments the system compares the details of the 

transaction with the instructions regarding when the user must authenticate his identity. 

The system provides software capable of comparing the details of the transaction with the 

instructions to determine when the user must authenticate his identity. In an 

embodiment, the system compares the details with the instructions using software 

embedded on the user's mobile device. In another embodiment, the system compares the 

details with the instructions using software on a server that is remotely accessed. An 

example of comparing the details to the instructions is comparing the amount of the 

transaction with the instructions allowing transactions without authentication when the 

transaction amount is below a predetermined level. Another example is when the identity 

of the merchant is compared to instructions allowing transactions without authentication 

at predetermined merchants. A further example is when the details of the transaction 

include the location of the transaction and the location is compared to instructions that 

allow the user to perform transactions without authentication within a specified city. A 

still further example is when the time of the transaction is determined based on the 

mobile device clock and the system compares the length of time since the previous user 

authentication to instructions allowing transactions without authentication before a 

predetermined period of time has elapsed, for example authentication may not be 

required if the user has authenticated his identity within the previous four hours. As 

discussed previously, a multitude of instructions relating to transactions and/or the user 

are possible. Similarly, a multitude of details regarding transactions can be received by 

the system from the user, the mobile device, the financial institution, and/or the merchant. 

By combining and comparing the details with the instructions, the system provides a 

customizable security system for financial transactions. 

[0050] In block 220, the system determines whether the user must authenticate 

the user's identity based on the comparison of the details of the transaction with the 

instructions. In some embodiments, if the user does not have to authenticate his identity 

based on the comparison, the system transfers the user's financial account information to 

allow the transaction 222. In an embodiment, the system wirelessly transfers the user's 

financial account information to a point-of-sale device. In this embodiment, the point-of­

sale device can then complete the transaction through standard methods of completing 
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transactions, such as with credit or debit cards. If the user does need to authenticate his 

identity based on the comparison the system moves from the permission module to the 

authentication module, as indicated at 224 and depicted in Figure 3. 

[0051] Figure 3 depicts a flow chart of a financial transaction security system 

wherein the user authenticates the user's identity 300, in accordance with one 

embodiment of the present invention. The flowchart corresponds to the authentication 

module of the financial transaction security system. If the system determines that the 

user must authenticate his identity 302, the system will request authentication of the 

user's identity 304. 

[0052] Requesting authentication of the user's identity 304 can occur in a variety 

of ways. In an embodiment, the user's mobile device prompts the user to authenticate his 

identity. The request can be visual or audible. In an embodiment, the request allows a 

user to authenticate his identity in any manner. For example the user may be able to 

authenticate his identity using a usemame and password, a facial scan, or a voice scan. In 

this embodiment, the system would request authentication using any of these methods. In 

another embodiment, the system requests authentication in a specific manner. For 

example, the system may specifically request a facial scan. Determination of the method 

for authentication can be based on the transaction, instructions from the financial 

institution, instructions from the user, instructions from the merchant, or randomly. For 

example, the user's bank may require authentication based on one of the biometric scans 

for transaction amounts greater than $1000. As discussed in a previously described 

example, the user may set different tiers of authentication depending on the transaction 

amount. The user may allow a transaction without authentication for transaction amounts 

less than $5, require authentication by a usemame and password for transaction amounts 

between $5 and $100, and require a biometric scan for transactions greater than $100. 

[0053] In block 306, the system receives input from the user in an embodiment. 

The input may be, for example, a usemame or password, a facial scan, a voice sample, an 

iris scan, a fingerprint scan, a response to a challenge question, etc. In an embodiment, 

the system receives the input from a communication device associated with the user's 

mobile device. For example, the system may receive the input from the keyboard, a 

touch screen, a microphone, and/or a camera associated with the user's mobile device. 
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[0054] In some embodiments, the input provided by the user is in the form of a 

hotkey, application, voice command, or movement of the mobile device. In these 

embodiments, the input automatically indicates that the transaction is authorized without 

needing to authenticate the user's identity further. U.S. Patent Application Serial No. 

----- to Grigg et al., entitled "Transaction Authorization System for a Mobile 

Commerce Device," and filed concurrently herewith, describes such a device, system, 

and method in greater detail and is hereby incorporated by reference in its entirety. 

[0055] The system receives security features for use with the authentication 

module, in some embodiments. For example, the security feature may be a usemame and 

password provided by the user and stored in the mobile device memory or on a server. 

Other examples of security features include facial images for use with facial recognition 

software, voice recordings for use with voice recognition software, iris images for use 

with iris scanning software, a bank of challenge questions and answers, a scanned 

fingerprint for use with fingerprint scanning software, or other features that are capable of 

authenticating the user's identity in conjunction with input from the user. 

[0056] In an embodiment, the system compares the input with the security feature 

for the user 308. For example, the system can compare the usemame and password 

entered by the user with a usemame and password previously stored by the user in the 

system to determine if the system is able to authenticate the user's identity. Similarly, the 

system could compare the facial scan with the saved image of the user's face, the voice 

sample with the saved voice recording, the response to the challenge question with the 

bank of challenge questions and answers previously saved by the user, the iris scan with 

the previously stored image of the user's iris, the fingerprint scan with the previously 

stored image of the user's fingerprint, or any other security feature capable of 

authenticating the user's identity. 

[0057] In some embodiments, the system determines whether the user's identity is 

authenticated based on the comparison 310. For example, if the input usemame and 

password match the saved usemame and password then the user's identity is 

authenticated. If, however, the user's identity is not authenticated based on the 

comparison of the input with the security feature the system can determine whether the 

user should have another opportunity to authenticate his identity 312. For example, the 
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user may have incorrectly entered the password and desire another opportunity to enter it 

correctly. The user and/or the financial institution can set a predetermined number of 

times that the user is able to attempt authentication of his identity, such as three times. If 

the user exceeds that predetermined number of times then the system can end and not 

allow the transaction 314. This provides greater security in case the mobile device is lost 

or stolen. If the user has not exceeded the predetermined number of times then the 

system can again request authentication of the user's identity, as depicted in block 304. 

In another embodiment, the system requests authentication of the user's identity using a 

different method than previously attempted by the user. For example, if the user 

unsuccessfully attempted to authenticate his identity using a facial scan the first time, the 

system may next prompt the user to authenticate his identity using a voice scan. 

[0058] If the user has successfully authenticated his identity, in some 

embodiments the system transfers the user's financial account information 316. In an 

embodiment, the system wirelessly transfers the user's financial account information to 

the point-of-sale device so that the merchant may complete the transaction through 

standard means. In other embodiments, the system wirelessly transfers the user's 

financial account information to another user, an ATM, or to an online retailer to 

complete a transaction. 

[0059] Figure 4 is a schematic block diagram of a financial transaction security 

system 400, in accordance with an embodiment of the invention. In some embodiments, 

the system 400 includes a computer system such as a mobile phone, PDA, keychain fobs, 

watch, computer, server, electronic device, etc. In an exemplary embodiment, the 

financial transaction security system is a mobile phone including a memory device 402, a 

communication device 404, and a processing device 406. In some embodiments, the 

system interacts with the user 408, the financial institution 410, and the merchant 412 

over a network 414. The system may additionally include a network interface device 

416, such as a Near Field Communication (NFC) device, a Bluetooth device, a Radio 

Frequency Identification (RFID) device, or other device capable of interacting with the 

network 414. 

[0060] The network 414 may be a global area network (GAN), such as the 

Internet, a wide area network (WAN), a local area network (LAN), a wifi network, a 3G 
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network or any other type of network or combination of networks. The network 414 may 

provide for wireline, wireless, or a combination of wireline and wireless communication 

between devices on the network. 

[0061] As used herein, the term "processing device" generally includes circuitry 

used for implementing the communication and/or logic functions of a particular system. 

For example, a processing device 406 may include a digital signal processor device, a 

microprocessor device, and various analog-to-digital converters, digital-to-analog 

converters, and other support circuits and/or combinations of the foregoing. Control and 

signal processing functions of the system are allocated between these processing devices 

according to their respective capabilities. The processing device 406 may include 

functionality to operate one or more software programs based on computer-readable 

instructions thereof, which may be stored in the memory device 402. 

[0062] The processing device 406 is operatively coupled to the communication 

device 404 and the memory device 402. The processing device 406 uses the 

communication device 404 to communicate with the user 408. Additionally the 

processing device uses the network interface 416 to communicate with the network 414 

and other devices on the network 414, such as, but not limited to, the financial institution 

database 410 and the merchant 412. 

[0063] As further illustrated in Figure 4, the financial transaction security system 

includes computer-readable instructions 420 stored in a file system, which in one 

embodiment includes the computer-readable instructions 420 of a security protocol 

application 418. 

[0064] In the embodiment illustrated in Figure 4 and described throughout much 

of this specification, the security protocol application 418 allows for communication 

between a communication module 422, a transaction module 424, a permission module 

426, and an authentication module 428 to send, receive, and store information related to 

the financial transaction security system, determine details relating to a transaction, 

determine whether user authentication is not necessary, and authenticate the user's 

identity. 

[0065] Specifically, the communication module 422 facilitates communication 

between the security system and the user 408. In some embodiments, the communication 
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module 422 controls the communication devices associated with the system. For 

example, the communication module 422 can control a camera 430, a display 432, a 

microphone and/or speaker 434, and I/O devices such as keyboards, touchpads, etc. 436. 

In some embodiments, the communication module 422 also controls the network 

interface 416 for facilitating communication with the user's financial institution 410, 

other users, and the merchant 412. 

[0066] In some embodiments, the transaction module 424 determines that the user 

1s conducting a transaction and determines the details of the transaction. In an 

embodiment, the transaction module 424 interacts with the communication module 422 to 

receive a signal from a point-of-sale device at a merchant 412 to determine that the user 

is conducting the transaction, establishes a connection with the point-of-sale device, 

receives details of the transaction, and completes the transaction. 

[0067] In some embodiments, the permission module 426 determines whether a 

user must authenticate his identity before allowing a transaction. In some embodiments, 

the permission module includes at least one of an executable to save instructions 438, an 

executable to compare the transaction to the instructions 440, an executable to determine 

if authentication is needed 442, and an executable to allow the transaction 444. The 

executables can be subroutines available to the security protocol application and called up 

when input is received or output is needed. 

[0068] In some embodiments, the executable to save instructions 438 receives 

instructions from the user 408 and saves them to the memory device 402. The executable 

to save instructions 438 interacts with the communication module 422 and the 

communication devices 404 to receive the instructions regarding when the user does not 

need to authenticate his identity. In an embodiment, the executable to save instructions 

438 provides default instructions that are selected by the user. In another embodiment, 

the executable to save instructions guides 438 the user through a process of providing 

instructions. 

[0069] In some embodiments, the executable to compare the transaction to the 

instructions 440 compares details of the transaction with the instructions. For example, 

the executable 440 may compare the transaction amount received from the transaction 

module 424 with the instructions regarding the amount below which authentication is not 
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needed. The executable 440 interacts with the transaction module 424 and the memory 

device 402 to receive the data used to make the comparison. 

[0070] In some embodiments, the executable to determine if authentication is 

needed 442 evaluates the output of the comparison provided by executable 440 and 

determines whether the instructions indicate that the user need not authenticate his 

identity. If the executable to determine if authentication is needed 442 determines that 

authentication is not needed, in some embodiments the executable to allow transactions 

444 transfers the user's financial account information. The executable to allow 

transactions 444 interacts with the transaction module 424 and the network interface 416 

to transfer the user's financial account information to a point-of-sale device at the 

merchant 412, for example. 

[0071] In some embodiments, the authentication module 428 includes at least one 

of an executable to save security features 446, an executable to compare user input to 

security features 448, an executable to determine if the user is authenticated 450, and an 

executable to allow the transaction 452. 

[0072] The executable to save security features 446 receives security features 

from the user 408 and saves them in the memory device 402, in some embodiments. For 

example, the user can provide a usemame and password as security features, which the 

executable to save security features 446 would receive through the communication 

module 422. The executable to save security features 446 can prompt the user to update 

and/or enter new security features after a period of time or a number of failures to 

authenticate the user. For example, the voice recording saved may be of poor quality and 

after five times of being unable to authenticate the user using the voice recording, the 

executable to save security features 446 could delete the saved recording and prompt the 

user to record a new one. 

[0073] In some embodiments, the executable to compare the user input to the 

security features 448 evaluates input from the user 408 received through communication 

devices 404 to saved security features stored in the memory device 402. For example, 

the executable to compare the input to the security features 448 may include voice 

recognition software to compare the voice sample to a saved voice recording. In another 

example, the executable 448 includes software to compare an answer to a challenge 
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question to a saved answer previously provided by the user. The executable 448 interacts 

with the communication module 422 and the memory device 402 to receive the data used 

to make the comparison, in some embodiments. 

[0074] In an embodiment, the executable to determine if the user is authenticated 

450 evaluates the results of the comparison from the executable to compare the user input 

to the security features 448. In some embodiments, the executable 450 determines that 

the user is authenticated if the comparison indicates the input is identical to the security 

feature. In another embodiment, the input must merely be similar to the security feature, 

such as with a facial scan, voice scan, iris scan, and fingerprint scan. The system is 

configured to consider the limitations of the communication devices 404 and determine 

that the user is authenticated if the input is close enough to the security feature to allow 

the transaction. In some embodiments, the user is able to select the level of similarity 

that must be present before the system determines that the user's identity is authenticated. 

In other embodiments, the financial institution determines the level of similarity that must 

be present before the user's identity is authenticated. For example, the financial 

institution may determine that a fingerprint scan must have 90% similarity with a saved 

fingerprint before authenticating the user's identity. 

[0075] In some embodiments, the executable to allow transactions 452 transfers 

the user's financial account information if the user's identity is authenticated. In an 

embodiment, the executable to allow transactions 452 wirelessly transfers the user's 

financial information to a point-of-sale device at a merchant 412 when the user's identity 

is authenticated. In some embodiments, the executable to allow transactions 452 interacts 

with the transaction module 424 and the network interface 416 to securely transfer the 

user's account information. 

[0076] The security protocol application 418 also includes Graphical User 

Interfaces (GUI's) 454, in some embodiments. The GUI's 454 assist in communication 

between the user 408 and the system. Multiple GUI' s 454 can be available for the 

communication module 422, the transaction module 424, the permission module 426, and 

the authentication module 428. GUI's 454 can also be provided that assist the user in 

utilizing the communication devices 404, or any other feature of the financial transaction 

security system 400. 
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[0077] In some embodiments, the system also includes a positioning system 456, 

a power source 458, and a clock or timer 460. In an embodiment, the positioning system 

456 is a Global Positioning System (GPS). In another embodiment, the positioning 

system is an accelerometer. In some embodiments, the power source 458 is a battery, 

such as a battery coupled to the mobile device. In other embodiments, the power source 

458 is a receiver for receiving power from a remote source. For example, the power 

source may be receiver that receives power from a point-of-sale device through Near 

Field Communication devices. In some embodiments, the system operates without 

onboard power if the power source 458 is configured to receive power from the point-of­

sale device. 

[0078] It is understood that the servers, systems, and devices described herein 

illustrate one embodiment of the invention. It is further understood that one or more of 

the servers, systems, and devices can be combined in other embodiments and still 

function in the same or similar way as the embodiments described herein. 

[0079] Figure 5 illustrates an interface 500 for setting up a financial transaction 

security system, in accordance with one embodiment of the present invention. The 

interface 500 can include a variety of tabs 502 for viewing and editing information 

related to the financial transaction security system. One of the tabs can be a home tab 

503 that provides general information related to the security system. For example, the 

home tab 503 can include information related to the current user 504, the account 

information 506, the permitted transactions 508, the types of user authentication available 

to the user 510, and recent transactions 512 that have occurred through the security 

system. 

[0080] In an embodiment, information relating to the current user 504 is available 

because more than one user may share a mobile device and desire to log in to the security 

system so that personal instructions and security features are available. In an 

embodiment (not illustrated), more than one user is listed at 504 and instructions, 

accounts, and security features for each user may be concurrently available through the 

mobile device. In some embodiments, the account information 506 is provided on a 

home page so that the user quickly and easily knows which accounts can be drawn from 

during a transaction. In the example illustrated in Figure 5, the user's checking and credit 
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accounts are active. In some embodiments, general descriptions of the permitted 

transactions 508 are provided on the home page. For example, the general descriptions 

may include descriptions of the instructions for allowing transactions without 

authentication. In the example depicted in Figure 5, the instructions permit transactions 

without authentication based on the transaction amount, the transaction merchant, and the 

transaction category. This allows the user to quickly know that a transaction will not be 

allowed without authentication based on geographic location. In a still further 

embodiment, the home page includes information related to user authentication 510. For 

example, Figure 5 depicts that the security system includes security features related to a 

usemame, a facial scan, and a voice scan. This information allows the user to quickly 

determine whether providing a facial scan could authenticate the user's identity if needed. 

[0081] Figure 5 also includes an interface describing recent transactions 512, in 

accordance with an embodiment of the invention. In some embodiments, the interface 

describing recent transaction 512 includes the payee name 514, the transaction amount 

516, the date of the transaction 518, and the type of security applied to the transaction 

520. For example, the security applied to the transaction 520 can be automatic payment 

based on a comparison of the details of the transaction with the instructions 522 or it can 

be based on a comparison of the user input with the security features 524. In general, the 

home tab 503 provides overview information so that a user is kept up-to-date regarding 

recent transactions and the status of the financial transaction security system. 

[0082] Turning now to Figure 6, an interface for viewing and editing user 

information in a financial transaction security system is presented 600, in accordance 

with one embodiment of the present invention. The interface includes the tabs 502 that 

allow the user to switch between multiple interfaces. In an embodiment, one tab provides 

content relating to user information 602. In some embodiments, the user information 

interface 600 includes content related to the current user 602, the current user's contact 

information 606, and the ability to add a user 612. In an embodiment, the identity of the 

current user 604 is provided so that the person viewing the financial transaction security 

system on the mobile device will know whether his identity is active in the system. For 

example, if more than one person uses a cell phone each person may want to have a 

different security protocol on the cell phone and hence would need to change users as the 
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phone changed hands. An edit button 608 allows the users to be changed for the financial 

transaction security system, in some embodiments. Contact information 606 may also be 

provided for the user. In an embodiment, this contact information is used for both 

information purposes and in conjunction with instructions relating to when authentication 

is not required. For example, the mailing address can be used in conjunction with 

instructions relating to the user's location. In some embodiments, if the user is located 

within ten miles of the user's mailing address when the user is conducting a transaction, 

the user does not need to authenticate his identity. The contact information may also be 

updated and/or added to by the edit button 608, for example by adding a business 

address. The current user 604 is also able to log out 610 of the financial transaction 

security system. 

[0083] In some embodiments, the user information tab 602 includes the ability to 

add a user 612 to the financial transaction security system. The additional user can be 

added to the current security protocol 614 or can create a customized security protocol 

616. User information can be provided for the additional user 612. In some 

embodiments, the ability to add an additional user allows a single mobile device to serve 

as a transaction device for multiple people. Further, the transaction device can be 

personalized for each user. 

[0084] In Figure 7, an interface for v1ewmg and editing financial account 

information in a financial transaction security system is provided 700, in accordance with 

one embodiment of the present invention. In some embodiments, the interface 700 

includes tabs 502 for switching between different content-providing interfaces. In an 

embodiment, an Accounts tab 702 provides content related to the user's accounts, 

including display and editing of the financial account information. For example, in some 

embodiments the Accounts tab 702 includes information related to the active accounts 

704 in the financial transaction security system. For each account, the type of account 

and at least a portion of the account number are displayed 706. Information 708 

pertaining to each account, such as the credit limit and account balance is provided. In 

some embodiments, additional information pertaining to the instructions for allowing 

transaction without authentication is also included. For example, in an embodiment 

different accounts are linked to different transaction categories. In the example disclosed 
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m Figure 7, the credit account 706 is associated with transactions occumng at gas 

stations 710 while the checking account 711 is associated with transaction occurring at 

grocery stores and restaurants 713. By linking accounts to transaction categories, users 

are able to direct transactions through specific accounts based on categories. In other 

embodiments, the user is able to link specific accounts to transaction amounts, transaction 

location, transaction merchants, or other details of the transaction or user account 

information. This allows greater control over transactions and budgeting from multiple 

accounts for the user. 

[0085] In an embodiment, the Accounts tab 702 includes the ability to add 

accounts 716 to the financial transaction security system. In some embodiments, the 

accounts include checking accounts, savings accounts, money market accounts, credit 

accounts, rewards accounts, or other types of financial accounts. The user can add the 

account number 718, the billing address 720 or other account information ( e.g., the credit 

limit), and indicate the transaction categories 722 for which the account is active. In an 

embodiment (not shown), the user is able to also indicate other characteristics of the 

transaction or user account information for which the account is active. For example, the 

user can indicate that a new account should be used for all transactions less than $5. In 

another example, the user can indicate that a new account should be used until the 

balance in the account is below $100 or within $500 of the credit limit. 

[0086] In some embodiments, as depicted in Figure 8 the system provides an 

interface for viewing and editing instructions for allowing a transaction without requiring 

authentication 800, in accordance with one embodiment of the present invention. In an 

embodiment, the tabs 502 include a Permitted Transactions tab 802 that provides content 

and editing related to the instructions for allowing a transaction without authenticating 

the user's identity 804. In some embodiments, the most common types of instructions are 

displayed on the interface so that the user can easily and quickly view the instructions 

that control when a user can conduct a transaction without authentication. For example, 

the interface can display the transaction amount below which the user does not need to 

authenticate his identity 806, the time since the previous authentication before 

authentication is necessary 808, the distance from the billing address before requiring 

authentication 810, merchants that do not require authentication 812, transaction 
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categories that do not reqmre authentication 818, low balances before requmng 

authentication 820, or custom instructions 822. In an embodiment, the specific 

instruction is displayed 824, for example the transaction amount below which 

authentication is not required is $5 in Figure 8. In another embodiment, the interface 

indicates that instructions are not selected or provided 826, for example for time since 

previous authentication and distance from billing address in Figure 8. In a still further 

embodiment, instructions related to merchant identity may be subdivided into instructions 

that relate to merchants the user has frequented recently 828, chain merchants 830 such 

that the user can conduct transactions at any of the chain merchant stores, or specific 

merchants 832 defined by a location. In another embodiment, the transaction categories 

for which authentication is not needed 834 are also provided for ease of reference by the 

user. The interface can provide a level of content regarding the instructions so that the 

user can easily review and edit 836 the instructions if needed. 

[0087] Turning now to Figure 9, an interface for viewing and editing security 

features capable of authenticating a user's identity in a financial transaction security 

system is provided 900, in accordance with one embodiment of the present invention. In 

some embodiments, the interface 900 includes tabs 502, such as a User Authentication 

tab 902. The User Authentication tab 902 may include the identity of the current user 

904 and the types of security features 906 that are uploaded to the financial transaction 

security system for that user. In the example displayed in Figure 9, the user's usemame 

and password 908, the user's facial scan 910, and the user's voice scan 912 are available 

to the financial transaction security system. In an embodiment, the user is able to edit 

914 the stored features using the mobile device. The interface may also indicate which 

security features are not available to the user because they have not been provided to the 

system yet. For example, in Figure 9 challenge questions 916 and fingerprint scans 918 

have not been saved to the financial transaction security system yet. In an embodiment, 

the interface allows the user to add 920 these security features using the mobile device. 

In a still further embodiment, the interface also indicates security features which the 

financial transaction security system is capable of evaluating but which the mobile device 

does not support 928. For example, in Figure 9 the mobile device does not support iris 

scanning 922 and has no custom device security features 924 available to the user. For 
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example, the camera on a mobile phone may be unable to scan the user's iris with 

sufficient accuracy to be able to authenticate the user's identity, while another mobile 

phone may have a camera with high enough resolution to perform the scan (in which case 

the iris scan would be supported). In a still further embodiment, the interface allows the 

user to change 926 the current user 904 so that custom security features are saved for 

multiple users associated with the mobile device. 

[0088] As will be appreciated by one of skill in the art, the present invention may 

be embodied as a method (including, for example, a computer-implemented process, a 

business process, and/or any other process), apparatus (including, for example, a system, 

machine, device, computer program product, and/or the like), or a combination of the 

foregoing. Accordingly, embodiments of the present invention may take the form of an 

entirely hardware embodiment, an entirely software embodiment (including firmware, 

resident software, micro-code, etc.), or an embodiment combining software and hardware 

aspects that may generally be referred to herein as a "system." For example, various 

embodiments may take the form of web-implemented computer software. Furthermore, 

embodiments of the present invention may take the form of a computer program product 

on a computer-readable medium having computer-executable program code embodied in 

the medium. 

[0089] It will be understood that any suitable computer-readable medium may be 

utilized. The computer-readable medium may include, but is not limited to, a non­

transitory computer-readable medium, such as a tangible electronic, magnetic, optical, 

electromagnetic, infrared, and/or semiconductor system, device, and/or other apparatus. 

For example, in some embodiments, the non-transitory computer-readable medium 

includes a tangible medium such as a portable computer diskette, a hard disk, a random 

access memory (RAM), a read-only memory (ROM), an erasable programmable read­

only memory (EPROM or Flash memory), a compact disc read-only memory (CD­

ROM), and/or some other tangible optical and/or magnetic storage device. In other 

embodiments of the present invention, however, the computer-readable medium may be 

transitory, such as, for example, a propagation signal including computer-executable 

program code portions embodied therein. 
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[0090] One or more computer-executable program code portions for carrying out 

operations of the present invention may include object-oriented, scripted, and/or 

unscripted programming languages, such as, for example, Java, Perl, Smalltalk, C++, 

SAS, SQL, Python, Objective C, and/or the like. In some embodiments, the one or more 

computer-executable program code portions for carrying out operations of embodiments 

of the present invention are written in conventional procedural programming languages, 

such as the "C" programming languages and/or similar programming languages. The 

computer program code may alternatively or additionally be written in one or more multi­

paradigm programming languages, such as, for example, F#. 

[0091] Some embodiments of the present invention are described herein with 

reference to flowchart illustrations and/or block diagrams of apparatuses and/or methods. 

It will be understood that each block included in the flowchart illustrations and/or block 

diagrams, and/or combinations of blocks included in the flowchart illustrations and/or 

block diagrams, may be implemented by one or more computer-executable program code 

portions. These one or more computer-executable program code portions may be 

provided to a processor of a general purpose computer, special purpose computer, and/or 

some other programmable data processing apparatus in order to produce a particular 

machine, such that the one or more computer-executable program code portions, which 

execute via the processor of the computer and/or other programmable data processing 

apparatus, create mechanisms for implementing the steps and/or functions represented by 

the flowchart(s) and/or block diagram block(s). 

[0092] The one or more computer-executable program code portions may be 

stored in a transitory and/or non-transitory computer-readable medium ( e.g., a memory, 

etc.) that can direct, instruct, and/or cause a computer and/or other programmable data 

processing apparatus to function in a particular manner, such that the computer­

executable program code portions stored in the computer-readable medium produce an 

article of manufacture including instruction mechanisms which implement the steps 

and/or functions specified in the flowchart(s) and/or block diagram block(s). 

[0093] The one or more computer-executable program code portions may also be 

loaded onto a computer and/or other programmable data processing apparatus to cause a 

series of operational steps to be performed on the computer and/or other programmable 
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apparatus. In some embodiments, this produces a computer-implemented process such 

that the one or more computer-executable program code portions which execute on the 

computer and/or other programmable apparatus provide operational steps to implement 

the steps specified in the flowchart(s) and/or the functions specified in the block diagram 

block(s ). Alternatively, computer-implemented steps may be combined with, and/or 

replaced with, operator- and/or human-implemented steps in order to carry out an 

embodiment of the present invention. 

[0094] As used herein, a processor/computer, which may include one or more 

processors/computers, may be "configured to" perform a stated function in a variety of 

ways, including, for example, by having one or more general-purpose circuits perform 

the stated function by executing one or more computer-executable program code portions 

embodied in a computer-readable medium, and/or by having one or more application­

specific circuits perform the stated function. 

[0095] While certain exemplary embodiments have been described and shown in 

the accompanying drawings, it is to be understood that such embodiments are merely 

illustrative of, and not restrictive on, the broad invention, and that this invention not be 

limited to the specific constructions and arrangements shown and described, since various 

other changes, combinations, omissions, modifications and substitutions, in addition to 

those set forth in the above paragraphs, are possible. Those skilled in the art will 

appreciate that various adaptations, modifications, and combinations of the just described 

embodiments may be configured without departing from the scope and spirit of the 

invention. Therefore, it is to be understood that, within the scope of the appended claims, 

the invention may be practiced other than as specifically described herein. 
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WHAT IS CLAIMED IS: 

1. A mobile transaction device security system comprising: 

a memory device; 

a communication device; and 

a processing device coupled to the memory device, wherein the processing device 

is configured to: 

receive a security protocol from a user, the security protocol comprising a 

permission module and an authentication module; 

determine that the user is conducting a transaction; 

compare the transaction with the permission module; and 

determine a process for authenticating the user, the determination based on 

the comparison of the transaction with the permission module. 

2. The system of claim 1, wherein the processing device is configured to determine the 

process for authenticating the user by determining if the user must authenticate an 

identity of the user based on the comparison of the transaction with the permission 

module, and wherein the processing device is further configured to allow the transaction 

if the user does not need to authenticate the user's identity. 

3. The system of claim 1, wherein the processing device is further configured to execute 

computer-readable program code to: 

request authentication of the user's identity based on the comparison of 

the transaction with the permission module; 

compare input from the user with the authentication module; and 

allow the transaction if the user is authorized to perform the transaction 

based on the comparison of the input with the authentication module. 

4. The system of claim 1, wherein the authentication module comprises at least one 

security feature. 
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5. The system of claim 3, wherein the at least one security feature is customizable by the 

user. 

6. The system of claim 3, wherein the security feature consists of at least one of a 

usemame, a password, a challenge question, a voice recognition test, a facial recognition 

test, a fingerprint identification test, and an iris scan. 

7. The system of claim 1, wherein the communication device consists of at least one of a 

keyboard, a scanner, a touchpad, a camera, a speaker, and a microphone. 

8. The system of claim 1, wherein the permission module comprises instructions on 

when the user must authenticate the user's identity to perform the transaction. 

9. The system of claim 7, wherein the instructions are provided by the user. 

10. The system of claim 7, wherein the instructions are based on a characteristic of the 

transaction. 

11. The system of claim 9, wherein the characteristic of the transaction consists of at 

least one of the dollar amount of the transaction, the identity of the merchant, the 

category of the expense, the time of the transaction, and the location of the transaction. 

12. A computer-implemented method of providing financial transaction security, the 

method comprising: 

receiving a security protocol from a user, the security protocol comprising a 

permission module and an authentication module; 

determining that the user is conducting a transaction; 

comparing the transaction with the permission module; 

determining if the user must authenticate an identity of the user based on the 

comparison of the transaction with the permission module; and 
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allowing the transaction if the user does not need to authenticate the user's 

identity. 

13. The method of claim 12, the method further comprising: 

requesting authentication of the user's identity based on the comparison of 

the transaction with the permission module; 

comparing input from the user with the authentication module; and 

allowing the transaction if the user is authorized to perform the transaction 

based on the comparison of the input with the authentication module. 

14. The method of claim 12, wherein receiving the security protocol from the user 

comprises receiving instructions for prompting the authentication module and receiving 

security features for authenticating the user's identity. 

15. The method of claim 12, wherein determining that the user is conducting a 

transaction comprises receiving a signal from a point-of-sale device indicating that the 

user is attempting to conduct a transaction. 

16. The method of claim 12, wherein comparing the transaction with the permission 

module comprises comparing at least one of the transaction amount, the transaction time, 

the transaction location, the transaction merchant, and the transaction category with 

predetermined instructions in the permission module. 

17. The method of claim 12, wherein determining if the user must authenticate an 

identity of the user comprises determining whether a characteristic of the transaction 

permits the user to conduct the transaction without authenticating the user's identity. 

18. The method of claim 12, wherein allowing the transaction comprises transferring the 

user's account information to a point-of-sale device. 
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19. The method of claim 18, wherein the transferring the user's account information to 

the point-of-sale device comprises wirelessly transferring the account information. 

20. The method of claim 13, wherein requesting authentication of the user's identity 

comprises receiving input of at least one of a usemame, a password, an answer to a 

challenge question, a voice recognition scan, a facial scan, a fingerprint scan, and an iris 

scan. 

21. The method of claim 20, wherein comparing the input from the user with the 

authentication module comprises comparing the input from the user with a security 

feature. 

22. The method of claim 21, wherein the security feature is stored in memory associated 

with a mobile device. 

23. The method of claim 22, wherein the memory is capable of receiving power from a 

point-of-sale device. 

24. The method of claim 23, wherein allowing the transaction if the user is authorized to 

perform the transaction comprises transferring the user's account information to a point­

of-sale device. 

25. A computer program product for providing a financial transaction security product, 

the computer program product comprising: 

a non-transitory computer-readable medium comprising: 

an executable portion for causing a computer to receive a security protocol 

from a user, the security protocol comprising a permission module and an authentication 

module; 

an executable portion for causing a computer to determine that the user is 

conducting a transaction; 
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an executable portion for causing a computer to compare the transaction 

with the permission module; 

an executable portion for causing a computer to determine if the user must 

authenticate an identity of the user based on the comparison of the transaction with the 

permission module; and 

an executable portion for causing a computer to allow the transaction if the 

user does not need to authenticate the user's identity. 

26. The computer program product of claim 25, wherein the non-transitory computer 

readable medium further comprises: 

an executable portion for causing a computer to request authentication of the 

user's identity based on the comparison of the transaction with the permission module; 

an executable portion for causing a computer to compare an input from the user 

with the authentication module; and 

an executable portion for causing a computer to allow the transaction if the user is 

authorized to perform the transaction based on the comparison of the input with the 

authentication module. 

27. The computer program product of claim 25, further comprising an executable portion 

for causing a computer to determine the user's location when the user is conducting the 

transaction. 

28. The computer program product of claim 25, further comprising memory coupled to 

the non-transitory computer readable medium. 

29. The computer program product of claim 28, wherein the memory stores at least one 

of financial account information for the user, instructions associated with the permission 

module for the user, and security features associated with the authentication module for 

the user. 
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30. The computer program product of claim 29, wherein the user's financial account 

information consists of information associated with at least one of a checking account, a 

savings account, a money market account, a credit account, an investment account, and a 

rewards points account. 

31. The computer program product of claim 25, wherein the permission module requires 

the user to authenticate the user's identity if a transaction amount is over a predetermined 

dollar amount. 

32. The computer program product of claim 25, wherein the permission module requires 

the user to authenticate the user's identity if the transaction is occurring at a non­

approved merchant. 

33. The computer program product of claim 32, wherein the non-approved merchant is a 

merchant that the user has not purchased from previously. 

34. The computer program product of claim 25, wherein the permission module requires 

the user to authenticate the user's identity if the user has not authenticated the identity 

within a predetermined time period. 

35. The computer program product of claim 25, wherein the permission module requires 

the user to authenticate the user's identity if the user is outside of predetermined 

geographical areas. 

36. The computer program product of claim 25, wherein the permission module requires 

the user to authenticate the user's identity if a transaction amount would lower a balance 

in the user's account below a predetermined level. 

37. The computer program product of claim 25, wherein the permission module requires 

the user to authenticate the user's identity if the user has already conducted a 

predetermined number of transactions within a predetermined time period. 

Page 36 of 38 
AttyDktNo.: 4508US1.014033.l 145 



38. The computer program product of claim 25, wherein allowing the transaction 

comprises determining an account from which a payment for the transaction is made. 

39. The computer program product of claim 38, wherein determining the account 

comprises comparing the transaction to instructions received from the user. 
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MOBILE TRANSACTION DEVICE SECURITY SYSTEM 

ABSTRACT 

Embodiments of the invention include apparatuses, methods, and computer­

program products that provide for a unique financial transaction security system. In one 

embodiment, the financial transaction security system receives a security protocol from a 

user. The security protocol includes instructions for allowing transactions without 

authentication and security features for the user if authentication is necessary. The 

system then determines that the user is conducting a transaction, compares the transaction 

to the instructions, and determines whether the transaction can occur without 

authentication. If the user is required to authenticate his identity, the system requests 

input from the user, compares the input to the security feature, and determines if the user 

is authenticated. The user is able to customize both the instructions and the security 

features to provide greater control over financial transaction security. 
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