UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPLo.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
13/017,823 06/05/2012 8195576 4508US1.014033.1145 7401
69603 7590 05/16/2012

Bank of America

¢/o Moore and Van Allen, PLLC

430 DAVIS DRIVE, SUITE 500

POST OFFICE BOX 13706

RESEARCH TRIANGLE PARK, NC 27709

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):
DAVID M. GRIGG, Rock Hill, SC;
Patrick B. Kelly, Charlotte, NC;

Alicia C. Jones, Fort Mill, SC;
Marc B. Keller, Charlotte, NC;

IR103 (Rev. 10/09)
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(Change(s) applied

to document,

/D

4/16/2012 [0054] In some embodiments, the input provided by the user is in the form of a
hotkey, application, voice command, or movement of the mobile device. In these
embodiments, the input automatically indicates that the transaction is authorized without
needing to authenticate the user’s identity further. U.S. Patent Application Serial No.

13/0178%5 to Grigg et al., entitled “Transaction Authorization System for a Mobile

Commerce Device,” and filed concurrently herewith, describes such a device, system,
and method in greater detail and is hereby incorporated by reference in its entirety.

[0055] The system receives security features for use with the authentication
module, in some embodiments. For example, the security feature may be a username and
password provided by the user and stored in the mobile device memory or on a server.
Other examples of security features include facial images for use with facial recognition
software, voice recordings for use with voice recognition software, iris images for use
with iris scanning software, a bank of challenge questions and answers, a scanned
fingerprint for use with fingerprint scanning software, or other features that are capable of
authenticating the user's identity in conjunction with input from the user.

[0056] In an embodiment, the system compares the input with the security feature
for the user 308. For cxample, the system can compare the username and password
entered by the user with a username and password previously stored by the user in the
system to determine if the system is able to authenticate the user’s identity. Similarly, the
system could compare the facial scan with the saved image of the user’s face, the voice
sample with the saved voice recording, the response to the challenge question with the
bank of challenge questions and answers previously saved by the user, the iris scan with
the previously stored image of the user's iris, the fingerprint scan with the previously
stored image of the user's fingerprint, or any other security feature capable of
authenticating the user’s identity.

[0057] In some embodiments, the system determines whether the user's identity is
authenticated based on the comparison 310. For example, if the input username and
password match the saved username and password then the user's identity is
authenticated. If, however, the user's identity is not authenticated based on the
comparison of the input with the security feature the system can determine whether the

user should have another opportunity to authenticate his identity 312. For example, the

Page 17 of 38
AttyDktNo.: 4508US1.014033.1145
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed whese

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondernice address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence addfess; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Black 1 for any chinge of address) Note: A certificate of mailing can only bc uscd for domestic mailings of the

Hee(s) Iransmittal. This certificate cannot be used for any other accompanying

Eapers, Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

69603 7590 04/05/2012
Bank of America . Certificate of Mailing or Transmission
" I hereby certify that this Fee(s) Transmiltal is being deposited with the United
¢/o Moore and Van Aélen, PLLC States gosral $ d:rvice vlvilh sufficient postage 5((11' ﬁrgl l(;lgss mail b{en an aneloqﬁ
430 DAVIS DRIVE, SUITE 50 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
g 0 transmitted to the USPTO (571) 273-2885, on the date indicated below.
POST OFFICE BOX 13706 ) .
RESEARCH TRIANGLE PARK, NC 27709 ) (Depositor's name}
(Signature)
(Dale}
I APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
13/017,823 01/31/2011 DAVID M. GRIGG 4508US51.014033.1145 7401

TITLE OF INVENTION: MOBILE TRANSACTION DEVICE SECURITY SYSTEM

l APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1740 $300 $0 $2040 07/05/2012
I EXAMINER I ART UNIT I CLASS-SUBCLASS I
REAGAN, JAMES A 3621 705-067000
ép%hzfxlzggss)l correspondence address or indication of "Fee Address" (37 2. For prinling on Lhe patent ffunl page, list . Michael A. Springs
) . (1) the names of up to 3 registered patent attorneys
d Chan%e ol corress%mden_ce address (or Change of Correspondence or agents OR, alternatively, §
Address form PTQ/SB/122) attached. ) X . 5 Moore & Van Allen PLLC
(2) the name of a single firm (having as a member a - —

[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to Andrew D. Gerschutz

PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered palent attorneys or agents. If no nameis 3

Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or typc)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as sel forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Bank of America Corporation Charlotte, NC

Please check the appropriale assignee calegory or categories (will not be printed on the patent) : [ Individual X| Corporation or other private group entity [J Government

4a. The following fee(s) are submitted: ) 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
xJ Issue Fee [ A check is enclosed.
x | Publication Fee (No small entity discount permitted) «l Payment by electronic funds transfer.
wwd Advancc Order - # of Copics X | The Director is hereby authorized to charge the-reauired-foets), any deficiency, or credit any

overpayment, to Deposit Account Number _ (enclose an extra copy of this form).

~13-4365

5. Change in Entity Status (from status indicated above)
Oa Applicant claims SMALL ENTITY status. See 37 CER 1.27. do. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

—
Authorized Signature M 4. R Date May 4, 2012

Andrew D. Gerschutz g
Typed or printed name fdrew ersei Registration No. 65,529

This collection of information is required by 37 CFR 1.311. The informalion is reqguired o obtain or retain a benefit by the public which is 1o file (and by the USPTO (0 process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submutting the completed application form to the USPTO. Time will vary deﬂendin§ upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alczandria, Vicginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required o respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number: 13017823

Filing Date: 31-Jan-2011

Title of Invention: MOBILE TRANSACTION DEVICE SECURITY SYSTEM
First Named Inventor/Applicant Name: DAVID M. GRIGG

Filer: Andrew D. Gerschutz/LaKeisha Preddie
Attorney Docket Number: 4508U51.014033.1145

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount SullaJ-S'I'Do(tsa)I in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl issue fee 1501 1 1740 1740
Publ. Fee- early, voluntary, or normal 1504 1 300 300
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Description Fee Code Quantity Amount Sut—;’;(t:)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 2040
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Electronic Acknowledgement Receipt

EFS ID: 12707199

Application Number: 13017823

International Application Number:

Confirmation Number: 7401
Title of Invention: MOBILE TRANSACTION DEVICE SECURITY SYSTEM
First Named Inventor/Applicant Name: DAVID M. GRIGG
Customer Number: 69603
Filer: Andrew D. Gerschutz

Filer Authorized By:

Attorney Docket Number: 4508U51.014033.1145
Receipt Date: 04-MAY-2012
Filing Date: 31-JAN-2011
Time Stamp: 15:48:15
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type Electronic Funds Transfer
Payment was successfully received in RAM $2040

RAM confirmation Number 2351

Deposit Account

Authorized User

File Listing:
Document . . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)
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89996
1 Issue Fee Payment (PTO-85B) Issue_Fee.pdf no 1

dc61b6c0cc8ach04219104217b01607f25f4)
cdeS

Warnings:

Information:

32143
2 Fee Worksheet (SB06) fee-info.pdf no 2
3a6a322e4482d0e20bc14b0c141675d a4ffy
Warnings:
Information:
Total Files Size (in bytes):i 122139

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

69603 7590 04/05/2012 | EXAMINER |
Bank of America REAGAN, JAMES A
c/o Moore and Van Allen, PLLC
430 DAVIS DRIVE, SUITE 500 | ART UNIT PAPER NUMBER |
POST OFFICE BOX 13706 3621

RESEARCH TRIANGLE PARK, NC 27709
DATE MAILED: 04/05/2012

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/017,823 01/31/2011 DAVID M. GRIGG 4508US1.014033.1145 7401
TITLE OF INVENTION: MOBILE TRANSACTION DEVICE SECURITY SYSTEM

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional NO $1740 $300 $0 $2040 07/05/2012

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:
I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2
the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

69603 7590 04/05/2012
Bank of America Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
c/o Moore and Van Allen, PLLC States Postal Service with su% icient postage for first class mail in an envelope
430 DAVIS DRIVE, SUITE 500 addressed to the Mail Stop ISSUE FEE address above, or being facsimile

POST OFFICE BOX 13706 transmitted to the USPTO (571) 273-2885, on the date indicated below.

RESEARCH TRIANGLE PARK, NC 27709 (Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
13/017,823 01/31/2011 DAVID M. GRIGG 4508US1.014033.1145 7401

TITLE OF INVENTION: MOBILE TRANSACTION DEVICE SECURITY SYSTEM

I APPLN. TYPE SMALL ENTITY I ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1740 $300 $0 $2040 07/05/2012
I EXAMINER I ART UNIT I CLASS-SUBCLASS |
REAGAN, JAMES A 3621 705-067000
%:.F%hzlltgggsg))f correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list |

(1) the names of up to 3 registered patent attorneys
d Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,

Address form PTO/SB/122) attached. . - . 2
(2) the name of a single firm (having as a member a

[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to

PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3

Number is required. listed, no name will be printed.

w

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) d Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies [ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
da Applicant claims SMALL ENTITY status. See 37 CFR 1.27. b Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Cﬁief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandgria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE

United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-145!
WWW.USpto.gov

0

APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
13/017,823 01/31/2011 DAVID M. GRIGG 4508US1.014033.1145 7401
| EXAMINER
69603 7590 04/05/2012

Bank of America

c/o Moore and Van Allen, PLLC

430 DAVIS DRIVE, SUITE 500

POST OFFICE BOX 13706

RESEARCH TRIANGLE PARK, NC 27709

REAGAN, JAMES A

| ART UNIT

PAPER NUMBER

3621

DATE MAILED: 04/05/2012

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is O day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

PTOL-85 (Rev. 02/11)

Page 3 of 3
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5§ U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 US.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

. . 13/017,823 GRIGG ET AL.
Notice of Allowability Examiner Art Unit
JAMES A. REAGAN 3621

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
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Application/Control Number: 13/017,823 Page 2
Art Unit: 3621

DETAILED ACTION

Status of Claims

1. This action is in reply to the amendment and response filed on 03/16/2012.

2. Claims 1,5, 6,11, 12, 14, 16, 18, 20, 25, and 27 have been amended.

3. Claims 2, 3, 8-10, 13, 17, 24, and 26 have been canceled.

4. Claims 1, 4-7, 11, 12, 14-16, 18-23, 25, and 27-39 are currently pending and have been
examined.
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Allowable Subject Matter

5. Claims 1, 4-7, 11, 12, 14-16, 18-23, 25, and 27-39 are allowed. See Reasons for Allowance

under separate heading.
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Art Unit: 3621

Reasons For Allowance

6. The following is an Examiner's statement of reasons for allowance:

None of the art of record, taken individually or combination, disclose at least the method

step or system components of:

Claim 1:

A mobile transaction device security system comprising:

a memory device;

a communication device; and

a processing device coupled to the memory device, wherein the processing
device is configured to:

receive a security protocol from a user, the security protocol comprising a
permission module and an authentication module,

wherein the permission module comprises instructions on when the user must
authenticate an identity of the user to perform a transaction,

wherein the instructions are provided by the user and stored in a database;
determine that the user is conducting a the transaction;

compare at least one characteristic of the transaction with the instructions
provided by the user; and

determine a process for authenticating the user by:

determining if the user must authenticate the user's identity based on the
comparison of the transaction with the instructions provided by the user,

allowing the transaction if the user is not required to authenticate the user's

identity based on the comparison, and
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. requiring authentication of the user through the authentication module if the
comparison of the transaction to the instructions provided by the user indicates
that the transaction cannot proceed without authentication,

. wherein requiring authentication comprises requesting authentication of the
user's identity, receiving input from the user, comparing the input to the
authentication module, and allowing the transaction if the user is authorized to
perform the transaction based on the comparison of the input with the

authentication module.

Claim 12:

A computer-implemented method of providing financial transaction security, the method

comprising:

. receiving a security protocol from a user, the security protocol comprising a
permission module and an authentication module,

. wherein the permission module comprises instructions on when the user must
authenticate an identity of the user to perform a transaction,

. wherein the instructions are provided by the user and stored in a database;

. determining that the user is conducting a transaction;

. comparing at least one characteristic of the transaction with the instructions
provided by the user;

. determining if the user must authenticate the user's identity based on the
comparison of the transaction with the instructions provided by the user;

. allowing the transaction if the user does not need to authenticate the user's

identity based on the comparison; and
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. requiring authentication of the user through the authentication module if the
comparison of the transaction to the instructions provided by the user indicates

that the transaction cannot proceed without authentication,

. wherein requiring authentication comprises:

. requesting authentication of the user's identity,

. receiving input from the user,

. comparing the input to the authentication module, and allowing the transaction if

the user is authorized to perform the transaction based on the comparison of the

input with the authentication module.

Claim 25:
A computer program product for providing a financial transaction security product, the
computer program product comprising:
. a non-transitory computer-readable medium comprising:
. an executable portion for causing a computer to receive a security protocol from
a user, the security protocol comprising a permission module and an
authentication module:
. wherein the permission module comprises instructions on when the user must
authenticate an identity of the user to perform a transaction,
. wherein the instructions are provided by the user and stored in a database;
. an executable portion for causing a computer to determine that the user is
conducting a transaction;
. an executable portion for causing a computer to compare at least one
characteristic of the transaction with the instructions provided by the user;
. an executable portion for causing a computer to determine if the user must
authenticate the user's identity an based on the comparison of the transaction

with the instructions provided by the user; and
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. an executable portion for causing a computer to allow the transaction if the user
does not need to authenticate the user's identity based on the comparison; and

. an executable portion for requiring authentication of the user through the
authentication module if the comparison of the transaction to the instructions

provided by the user indicates that the transaction cannot proceed without

authentication,
. wherein requiring authentication comprises:
. requesting authentication of the user’'s identity,
. receiving input from the user,
. comparing the input to the authentication module, and
. allowing the transaction if the user is authorized to perform the transaction based

on the comparison of the input with the authentication module.

The Examiner has carefully reviewed the Applicants arguments and assertions filed on
03/16/2012. Based upon the Applicants arguments and assertions the Examiner is persuaded by
and agrees with the Applicant. Fisher does not teach that the processing device is configured to
determine the process for authenticating the user by determining if the user must authenticate an
identity of the user based on the comparison of the transaction with the permission module, and
wherein the processing device is further configured to allow the transaction if the user does not
need to authenticate the user's identity. Ziegler is directed to biometric authentication of a
customer's identity prior to allowing a transaction. Ziegler does not sufficiently disclose that a
transaction can proceed without authentication based on comparison of the transaction to
instructions provided by the user. Ziegler tends to teach away from allowing a transaction to
proceed without authentication. Ziegler recites: "In any financial transaction, it may be important
that the identity of both parties be authenticated in a manner which positively establishes the

identities of the parties." See, paragraph [0003] of Ziegler.
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Conclusion
7. The prior art made of record and not relied upon is considered pertinent to applicant's disclosure.
. Meyer, Roger. Secure Authentication on the Internet (04 April 2007) discloses, “This

paper covers current Internet authentication mechanisms and possible attacks. It helps
the reader to understand todays issues with authentication mechanisms. To understand
the attack vectors, one has to know the current attack trends. Authentication systems can
be classified according to their resistance against common attacks. Ten different

authentication systems will be introduced and classified accordingly.”

. CHEN et al. (GB 002401015A) discloses, “A security method and apparatus is provided
in which a trusted authority (40) is arranged to receive data of an individual and to use it
both as a biometric reference for comparison with biometric characteristics of a present
individual (70A) in order to determine (44) whether the latter is the individual (70)
represented by the data, and to generate a decryption key using the data and private
data of the trusted authority (40). This decryption key is apt to decrypt data encrypted
using both public data of the trusted authority and an encryption key string comprising the
biometric data (50). The decryption key therefore may be generated in accordance with
identifier-based cryptography (IBE) utilising quadratic residuosity (QR) or Weil or Tate
pairings. The method/system may have application in password data storage and/or

retrieval.”
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8. Any inquiry of a general nature or relating to the status of this application or concerning this

communication or earlier communications from the Examiner should be directed to James A.

Reagan (james.reagan@uspto.gov) whose telephone number is 571.272.6710. The Examiner
can normally be reached on Monday-Friday, 9:30am-5:00pm. If attempts to reach the examiner
by telephone are unsuccessful, the Examiner's supervisor, ANDREW J. FISCHER can be

reached at 571.272.6779.

9. Should Applicant desire in the future to receive formal or informal email communications from the
Examiner (e.g. acknowledgments, references, courtesy copies of documents, etc.), the electronic
file must contain written authorization to conduct email communications. See MPEP §502.03 III.
For Applicant’s benefit, exemplary language for written authorization is in MPEP §502.03 III. 4.

The exemplary language is:

Recognizing that Internet communications are not secure, | hereby
authorize the USPTO to communicate with me concerning any subject
matter of this application by electronic mail. | understand that a copy of

these communications will be made of record in the application file.

10. In the situation where Applicant desires to receive email communications from the Examiner, the

Examiner suggests placing the above exemplary language in Applicant’s next correspondence.

11. Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be
obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR system,

see _htip//porial.uspto.qov/extemal/portal/palr . Should you have questions on access to the

Private PAIR system, contact the Electronic Business Center (EBC) at 866.217.9197 (toll-free).
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12. Any response to this action should be mailed to:

Commissioner of Patents and Trademarks

Washington, D.C. 20231

or faxed to 571-273-8300.

13. Hand delivered responses should be brought to the United States Patent and Trademark

Office Customer Service Window:

Randolph Building

401 Dulany Street

Alexandria, VA 22314.

/James A. Reagan/
Primary Examiner, Art Unit 3621
iames.reagan@usplo.gov

571.272.6710 (Office)
571.273.6710 (Desktop Fax)
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Security Method and Apparatus Using Biometric Data

The present invention relates to security methods and apparatuses using biometric data; in
particular, the present invention relates to such methods and apparatuses that utilise
identifier-based encryption/decryption and analogous techniques.

As used herein, the term “biometric data” means any digital data, however measured or
recorded, that represents characteristics of a biological individual intended to be unique to
that individual. Thus, both digital image data of a human face and digital fingerprint data

are examples of biometric data.

Background of the Invention

The use of biometric data for authenticating individuals is well known. It is also known to
use biometric authentication techniques in relation to memory-based identity cards — for
example, such a card can carry fingerprint data concerning the card owner, this data being
used to check whether a person presenting the card is the card owner by comparing the data
from the card with that generated by a local fingerprint reader. Of course, the biometric
data on such a card has to be trustable; more particularly, the card should have the
properties of trustworthiness and unforgeability. Trustworthiness means that any
information stored in the card must be issued by a trusted authority (that is, an authority
trusted by the party relying on the authenticity of the stored biometric data). Unforgeability
means that any information stored in the card cannot be modified by an unauthorized entity
without being detected (a typical, but not the only, example of a suitable form of card

would be one using a write-once memory chip).

It is also known to provide memory-based cards with cryptographic functions. For
example, data may be stored in encrypted form on the card and only accessible after the
card owner has entered a decryption key which the card uses to decrypt the stored data

before it is output from the card.
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It is an object of the present invention to provide improved security methods based on

biometric data, such methods being usable, without limitation, in relation to memory-based

security cards.

The present invention is in part based on the appreciation that Identifier-Based Encryption
(IBE) has certain properties than can be adapted for use in memory-card based security
systems and other applications.

Identifier-Based Encryption (IBE) is an emerging cryptographic schema. In this schema
(see Figure 1 of the accompanying drawings), a data provider 10 encrypts payload data 13
using both an encryption key string 14, and public data 15 provided by a trusted
authority12. This public data 15 is derived by the trusted authority 12 using private data 17
and a one-way function 18. The data provider 10 then provides the encrypted payload data
<13> to a recipient 11 who decrypts it, or has it decrypted, using a decryption key
computed by the trusted authority 12 in dependence on the encryption key string and its

own private data.

A feature of identifier-based encryption is that because the decryption key is generated
from the encryption key string, its generation can be postponed until needed for decryption.

Another feature of identifier-based encryption is that the encryption key string is
cryptographically unconstrained and can be any kind of string, that is, any ordered series of
bits whether derived from a character string, a serialized image bit map, a digitized sound
signal, or any other data source. The string may be made up of more than one component
and may be formed by data already subject to upstream processing. In order to avoid
cryptographic attacks based on judicious selection of a key string to reveal information
about the encryption process, as part of the encryption process the encryption key string is
passed through a one-way function (typically some sort of hash function) thereby making it
impossible to choose a cryptographically-prejudicial encryption key string. In applications
where defence against such attacks is not important, it would be possible to omit this

processing of the string.
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Frequently, the encryption key string serves to “identify” the intended message recipient

and the trusted authority is arranged to provide the decryption key only to this identified
intended recipient. This has given rise to the use of the label “identifier-based” or “identity-
based” generally for cryptographic methods of the type under discussion. However,
depending on the application to which such a cryptographic method is put, the string may
serve a different purpose to that of identifying the intended recipient and may be used to
convey other information to the trusted authority or, indeed, may be an arbitrary string
having no other purpose than to form the basis of the cryptographic processes.
Accordingly, the use of the term “identifier-based” or “IBE” herein in relation to
cryptographic methods and systems is to be understood simply as implying that the
methods and systems are based on the use of a cryptographically unconstrained string
whether or not the string serves to identify the intended recipient. Generally, in the present
specification, the term “encryption key string“ or “EKS” is used rather than “identity
string” or “identifier string” ; the term “encryption key string” is also used in the shortened

form “encryption key” for reasons of brevity.

A number of IBE algorithms are known and Figure 2 indicates, for three such algorithms,
the following features, namely:
- the form of the encryption parameters 5 used, that is, the encryption key string and the
public data of the trusted authority (TA);
- the conversion process 6 applied to the encryption key string to prevent attacks based
on judicious selection of this string;
- the primary encryption computation 7 effected;
- the form of the encrypted output 8.
The three prior art IBE algorithms to which Figure 2 relates are:
Quadratic Residuosity (QR) method as described in the paper: C. Cocks, “An
identity based encryption scheme based on quadratic residues”, Proceedings of the 8™
IMA International Conference on Cryptography and Coding, LNCS 2260, pp 360-363,
Springer-Verlag, 2001. A brief description of this form of IBE is given hereinafter.
- Bilinear Mappings p using, for example, a modified Tate pairing ¢ or modified Weil
pairing e for which:

ﬂG]XGl—)Gz
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where G, and G; denote two algebraic groups of prime order g and G is a subgroup of

amultiplicative group of a finite field. For the Tate pairing an asymmetric form is also
possible:
PGixGo— &y

where Gy is a further algebraic group the elements of which are not restricted to being
of order g. Generally, the elements of the groups G, and G, are points on an elliptic
curve though this is not necessarily the case. A description of this form of IBE method,
using modified Weil pairings is given in the paper: D. Boneh, M. Franklin — “Identity-
based Encryption from the Weil Pairing” in Advances in Cryptology - CRYPTO 2001,
LNCS 2139, pp. 213-229, Springer-Verlag, 2001.

- RSA-Based methods The RSA public key cryptographic method is well known and in
its basic form is a two-party method in which a first party generates a public/private
key pair and a second party uses the first party’s public key to encrypt messages for
sending to the first party, the latter then using its private key to decrypt the messages. A
variant of the basic RSA method, known as “mediated RSA”, requires the involvement
of a security mediator in order for a message recipient to be able to decrypt an
encrypted message. An IBE method based on mediated RSA is described in the paper
“Identity based encryption using mediated RSA”, D. Boneh, X. Ding and G. Tsudik,
3rd Workshop on Information Security Application, Jeju Island, Korea, Aug, 2002.

A more detailed description of the QR method is given below with reference to the entities
depicted in Figure 1 and using the same notation as given for this method in Figure 2. In
the QR method, the trust authority’s public data 15 comprises a value N that is a product of
two random prime numbers p and g, where the values of p and q are the private data 17 of
the trust authority 12. The values of p and ¢ should ideally be in the range of 2°!" and 2°'?
and should both satisfy the equation: p,q = 3mod4. However, p and g must not have the
same value. Also provided is a hash function # which when applied to a string returns a

value in the range 0 to N-1.

Each bit of the user’s payload data 13 is then encrypted as follows:
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- The data provider 10 generates random numbers ¢, (where ¢, is an integer in the
range [0, 2"]) until a value of t, is found that satisfies the equation jacobi(t.,N)=m’,
where m’ has a value of —1 or 1 depending on whether the corresponding bit of the
user’s data is 0 or 1 respectively. (As is well known, the jacobi function is such that
where x* =#mod N the jacobi (#, N) = -1 if x does not exist, and = 1 if x does
exist). The data provider 10 then computes the value:

s+ = (24 + K/t,ymodN

where: s corresponds to the encrypted value of the bit m’ concerned, and

K = #(encryption key string)

- Since K may be non-square, the data provider additionally generates additional
random numbers ¢_ (integers in the range [0, 2)) until one is found that satisfies the

equation jacobi(t_, N)y= m’. The data provider 10 then computes the value:

s. = (t. - K/t_y)modN

as the encrypted value of the bit m concerned.

The encrypted values s, and s. for each bit m” of the user’s data are then made available to
the intended recipient 11, for example via e-mail or by being placed in a electronic public
area; the identity of the trust authority 12 and the encryption key string 14 will generally

also be made available in the same way.

The encryption key string 14 is passed to the trust authority 12 by any suitable means; for
example, the recipient 11 may pass it to the trust authority or some other route is used -
indeed, the trust authority may have initially provided the encryption key string. The trust
authority 12 determines the associated private key B by solving the equation :

B = K modN (“positive” solution)

If a value of B does not exist, then there is a value of B that is satisfied by the equation:
B =- KmodN (“negative” solution)

As N is a product of two prime numbers p, q it would be extremely difficult for any one to

calculate the decryption key B with only knowledge of the encryption key string and N.
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However, as the trust authority 12 has knowledge of p and q (i.e. two prime numbers) it is

relatively straightforward for the trust authority 12 to calculate B.

Any change to the encryption key string 14 will result in a decryption key 16 that will not
decrypt the payload data 13 correctly. Therefore, the intended recipient 11 cannot alter the
encryption key string before supplying it to the trust authority 12.

The trust authority 12 sends the decryption key to the data recipient 11 along with an

indication of whether this is the “positive” or “negative” solution for B.

If the “positive” solution for the decryption key has been provided, the recipient 11 can
now recover each bit m’ of the payload data 13 using:

m’ = jacobi(s++2B,N)
If the “negative” solution for the decryption key B has been provided, the recipient 11

recovers each bit m’ using:

m’ = jacobi(s.+2B,N)

Summary of the Invention
According to one aspect of the present invention, there is provided a security method,

carried out by a trusted authority, comprising receiving biometric data of a specific
individual, and using the biometric data both:
as a biometric reference for comparison with biometric characteristics of a subject
individual to determine whether the latter is said specific individual, and
to generate a decryption key based on at least the biometric data and private data of the
trusted authority.

The present invention also envisages apparatus and a computer program product

corresponding to the foregoing security method of the invention.

According to another aspect of the present invention, there is provided a data access

control method comprising:
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(a) encrypting first data based on encryption parameters comprising public data of a trusted

authority and an encryption key string formed using at least biometric data of a specific
individual;
(b) providing the biometric data of said specific individual to the trusted authority which
uses it both:
as a biometric reference for comparison with biometric characteristics of a subject
individual to determine whether the latter is said specific individual, and
to generate a decryption key based on at least the biometric data and private data of
the trusted authority, said public data of the trusted authority being related to its
private data;

() using the decryption key to decrypt the encrypted first data.

In one preferred embodiment, in step (a) the biometric data of said specific individual is
read from a memory device of the specific individual and the encrypted first data is stored
back to the memory device. When the specific individual wishes to retrieve the first data,
that individual presents the memory device to the trusted authority which reads off the
biometric data of said specific individual, and then if satisfied that the individual is the
specific individual, the trusted authority decrypts the first data and makes it available to the
specific individual. This embodiment provides a simple way for a person to store password

data securely and later retrieve it.

In another preferred embodiment, step (a) is carried out by a data provider with the
biometric data of said specific individual being image data derived from a photograph of
the said specific individual, the biometric data of the specific individual being sent to a
receiving party together with the encrypted first data for use by the trusted authority in step

(®).

In a further preferred embodiment, step (a) is carried out by a data provider with said
biometric data of the specific individual comprising data that is the same as biometric data
stored on a memory device of said specific individual as a result of having been either read
from that card or provided from a common source. The aforesaid subject individual seeks

to obtain the decryption key from the trusted authority by presenting a memory device to
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the trusted authority to enable the latter to read off biometric data stored in the device and

use it as said encryption key; the trusted authority only provides the decryption key to the
subject individual if the latter is determined in step (b) to be said specific individual.

The present invention also envisages a system for implementing the foregoing data access

control method of the invention.

Brief Description of the Drawings

Embodiments of the invention will now be described, by way of non-limiting example,

with reference to the accompanying diagrammatic drawings, in which:

. Figure 1 is a diagram illustrating the operation of a prior art encryption schema
known as Identifier-Based Encryption;

. Figure 2 is a diagram illustrating how certain IBE operations are implemented by
three different prior art IBE methods;

. Figure 3 is a diagram of a generalized system embodying the present invention;

-Figure 4A  is a diagram of a data encryption stage of a first specific example of the
Figure 3 system; and

. Figure 4B is a diagram of key generation and decryption stages of the first specific
example of the Figure 3 system.

Best Mode of Carrying Out the Invention

Figure 3 illustrates a generalised system embodying the present invention, the system
comprising: a data encryptor entity 20 for encrypting data D using an encryption key string
Kenc and public data of a trusted authority; a trusted authority entity 40 for generating a
decryption key Kpgc based on the encryption key string Kenc and private data of the trusted
authority, the public data being data generated by the entity 40 and being computationally
related to the trusted authority’s private data ; and a data decryptor entity 30 for using the
decryption key Kpgc and the public data to decrypt the encrypted data D. The entities 20,
30 and 40 are typically based around general-purpose processors executing stored programs
but may include dedicated cryptographic hardware modules; furthermore, as will be

Samsung Exhibit 1020, Page 35 of 230



v

D

10

15

20

25

30

9
discussed below, certain functions of the trusted authority may be carried out by human

operators. The computing entities 20, 30 and 40 inter-communicate as needed via, for
example, the internet or other network, or by the transfer of data using portable storage
devices; it is also possible that at least some of the entities actually reside on the same
computing platform. Indeed, in certain embodiments the data decryptor entity 30 may be
incorporated into the trusted authority entity 40 whilst in other embodiments the data
encryptor entity 20 and the data decryptor entity 30 may be associated with the same
individual and be provided by the same computing device.

The system employs Identifier-Based Encryption with the entities 20, 30 and 40 having, in
respect of IBE encryption/decryption processes, the roles of the data provider 10, data
recipient 11 and trusted authority 12 of the Figure 1 IBE arrangement. The IBE algorithm
used is, for example, the QR algorithm described above with respect to Figure 1 with the
private data of the trusted authority being random prime numbers p,g and the

corresponding public data being number N.

The encryption key string Kgnc is based on biometric data 50 of a specific individual 70.
This biometric data is represented in Figure 3 by a face icon but can be any type of
biometric data and is not limited to a facial image; possible types of biometric data include
image data, fingerprint data, retina scan data etc. The biometric data can be compressed in
form and can be obscured for privacy reasons, for example, by being subject to a known

one-way function.

The biometric data 50 is provided in digital form to the encryptor entity 20 from a
biometric data source 51 that may take a variety of forms. For example, the biometric data
source 51 may be a capture device (such as a camera or fingerprint reader) for generating
the biometric data directly from the individual 70 at the time it is required for use by the
entity 20 — in other words, the individual 70 is present at the entity 20 at the time the data
D is to be encrypted. Alternatively, the biometric data can be generated from an analogue
storage source (such as a photographic print) or retrieved from a digital data storage

medium; in particular, in one embodiment, the biometric data 50 is stored in digital form
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on a memory card or other storage device 51 that belongs to the individual 70 and that

preferably has the aforementioned properties of trustworthiness and unforgeability

The biometric data 50 is used by the entity 20 to form the encryption key string Kgnc, the
biometric data either being used directly as the key or after processing (see dashed
operation oval 24) such as by concatenation with other data. The encryption key string
Kenc is then used to encrypt data D to form encrypted data E(Kgnc,N;D) where EQ
indicates that the elements appearing before the semi-colon inside the brackets are used to
IBE encrypt the element appearing after the semi-colon. The encrypted data is then either
stored to a storage medium for eventual transfer to the decryptor entity 30, or sent over a
communications link directly or indirectly to the decryptor entity 30 (see arrow 61). Where
the biometric data source is a storage device, the encrypted data may, in certain
embodiments, be stored to this device as will be more fully described hereinafter. The
biometric data 50 per se or as incorporated into the encryption key string Kgnc may be
stored or transmitted along with the encrypted data.

When an individual 70A who may or may not be the same as the individual 70, wishes to
access the encrypted data E(Kgne,N ;D) this individual presents themselves to the trusted
authority entity 40 to which is also provided biometric data that may or may not be that
used in the encryption key string Kgnc.

Considering first the situation where the biometric data is genuine — that is, it really is the
biometric data used in the encryption key string Kgne — this is represented in Figure 3 by
the dashed arrows 63 and 64. The arrow 63 represents the case where the biometric data
provided to the encryptor entity 20 and the trusted authority entity 40 is passed to each
entity from the same source 51, for example, because the biometric data is provided from
off the same memory card to both entities. The arrow 64 represents the case where the
biometric data was output by the entity 20 along with the encrypted data (typically, but not
necessarily, in its form incorporated into the encryption key string Kgnc) and has now been
passed to the trusted authority. Where the biometric data only forms part of the encryption
key string Kpne but is provided in this form to the trusted authority, the latter is arranged to
extract the biometric data from the key.

Samsung Exhibit 1020, Page 37 of 230



10

15

20

25

30

11

The trusted authority entity first uses the biometric data 50 as a biometric reference for
comparison with biometric characteristics of the individual 70A to determine whether the
latter is the individual 70 (see operation oval 44). As is well known to persons skilled in
the art, this comparison and determination may be carried out automatically by comparing
features represented in the reference biometric data 50 with features in measurement data
produced by measurement of the subject individual 70A using biometric measurement
equipment. Where the biometric data 50 is of obscured form (that is, the biometric
measurements of individual 70 have been subject to a one-way function, for example, to
produce the data 50), the un-obscured biometrics of individual 70 will have first been
translated into biometric feature categories; accordingly, the same feature categorisation
and obscuring functions must be applied to the biometric characteristics of the individual
70A to produce data for comparison with the biometric data 50. This categorisation is
necessary because when the biometric data is in its obscured form, the comparison

operation 44 can only be based on an exact match (a near match being meaningless).

Particularly where the biometric data comprises facial image data, an alternative to
effecting an automatic biometric comparison, is to have a human operator presented with
the biometric reference data (for example, as an image of a face where the biometric data is
facial image data), this operator then Judging whether the present individual 70A is the
same as that represented by the biometric data.

If no match is found between the individual 70A and that represented by the biometric data
50, the trusted authority 40 refuses to proceed with the generation of the decryption key
Kpec needed to access the encrypted data. However, if a match is found in operation 44,
the trusted authority proceeds. Where biometric data 50 does not constitute the encryption
key string Kenc in its entirety, the next operation is to re-form the encryption key string
(see dashed operation oval 45) — this may involve the concatenation of the biometric data
with other data known to both the entities 20 and 40. For example, this other data may
simply be an item of non-confidential data or it may be a shared secret; this other data may
vary between encryption operations of the entity 20. Of course, where the encryption key
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string Kgnc itself was provided to the trusted authority, then this is used directly without

needing to reform it.

Once the encryption key string has been obtained, the trusted authority uses it, along with
its private data p,g, to generate the decryption key Kpic (see operation oval 46). As can be
seen, the same biometric data that was used as the biometric reference data in operation 44

is also used in the process 46 of generating the decryption key Kpgc.

The decryption key Kpgc is then transferred (see arrow 66) to the data decryptor entity 30
to which the encrypted data B(Kgnc,N ;D) is also supplied (see arrow 67). The transfer of
the decryption key to the entity 30 from the entity 40 may be effected over a
communications link or via a data storage device; as already indicated, in certain
embodiments, the decryption entity 30 is actual ly part of the trusted authority so no transfer
is required. The decryption key Kpgc is thereafter used to decrypt the encrypted data to
recover the data D in clear (operation 35). Where the decryption is effected by the trusted
party entity 40, the recovered data D is typically then provided to the individual 70A (now
known to be the individual 70) either by displaying it or by the transfer of an electronic or
paper copy to the individual; however, the trusted authority may decide not to disclose the
data D.

It will be appreciated that the trusted authority can carry out the key generation operation
46 in parallel with, or even before, having determined that the individual 70A is the
individual 70 — what is important is that the entity 40 does not provide the decryption key
(or where it also effects the decryption operation 35, the recovered data D) to the individual
70A until the latter is determined to be the individual 70.

The foregoing description of the operation of the trusted authority entity 40 was for the
situation of the biometric data provided to the entity being the genuine biometric data 50
used in the encryption key string Kenc. If the biometric data presented to the trusted
authority entity 40 is not that used for the encryption key string (represented by dashed
arrow 65 in Figure 3) as may be the case where the individual 70A is not the individual 70

and tries to fool the trusted authority by presenting their own biometric data, then even
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though the trusted authority may be fooled into generating a decryption key, this key will

not serve to decrypt the encrypted data E(Kgnc,N;D). This is because the trusted authority
uses the same biometric data for both operations 44 and 46.

Figures 4A and 4B illustrates a first specific embodiment of the generalized Figure 3.
system. In this embodiment, the biometric data of the individual 70 is stored on a memory
card 52 that serves as a security card for an organisation such as a commercial enterprise.
The card has, for example, a picture of the individual 70 on its front face and an embedded
memory chip divided into a write-once first portion 53 holding the biometric data 50 and a
re-writable second portion 55. For simplicity, in the present example it is assumed that the
biometric data 50 directly constitutes the encryption key string Kene to be used by the
encryptor entity 20 to encrypt data D.

Suppose the individual 70 wishes to safely store all the many passwords that he/she has for
accessing various services. In this case, the individual supplies these passwords as the data
D to an encryptor entity 20 that includes a card reader 26. The entity 20 reads the biometric
data 50 from the card 52 and uses it as the encryption key string Kgnc to encrypt the
passwords (operation 25); the entity 20 then writes the encrypted data to the rewritable
portion 55 of the memory card 52. The individual 70 now has their passwords safely stored
in their memory card 52. The entity 20 can be provided by a computer or other device
under the control of the individual or can be provided by the trusted authority — in this
example, the trusted authority may be the security office of the enterprise.

Should the individual 70 forget any of their passwords, he/she goes to the trusted authority
(security office) and presents their memory card 52 (see Figure 4B). The biometric data 50
isread off this card by the trusted authority entity and used in operation 44 to check that the
individual presenting the memory card 52 is the owner of the card as indicated by the
biometric data on the card. Preferably, the biometric data 50 is a facial image of the
individual enabling a security office member to readily check that the individual presenting
the card is the card owner. Assuming that the check 44 is passed, the decryptions key Kpgc
is generated and used by the trusted authority entity to decrypt the password data D held on
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the card; this password data is then displayed to the individual 70 on a display 48 in a

manner such that the data D is not visible to members of the security office.

Rather than the password storage device being an enterprise security card and the trusted
authority being a security office, the individual can store their passwords on any storage
medium they deem appropriate and select any party as a trusted authority provided the
latter can be trusted to keep their private data (p,q) confidential and not to retain copies of
the decrypted passwords. Another possible trusted authority would be a trusted computing
platform having functionality such as specified, for example, in “TCPA - Trusted
Computing Platform Alliance Main Specification v1.1” www.trustedcomputing.org, 2001
and described in the book “trusted computing platforms — tcpa technology in context”;
Pearson (editor); Prentice Hall; ISBN 0-13-009220-7".

According to a second specific embodiment of the generalized Figure 3. system, the
encryptor entity 20 is operated by a data provider that wishes to send data D to the
individual 70 in a secure manner. The data provider has a reasonably current photograph of
the individual 70 and so the data provider scans in the photograph to produce digital image
data which is then used as the biometric data 50 from which an encryption key string Kgne
is formed. The data D is then encrypted using this key and the public data of a trusted
authority such as a post office local to the individual. The data provider sends the
encrypted data and the encryption key string Kpnc to the individual 70 who extracts the
encryption key string, puts it on a floppy disc (or other storage device) and takes it to their
local post office acting as a trusted authority. The post office reads the biometric data and
brings up an image which a counter clerk then uses to determine if the individual
presenting the biometric data is that represented by the data; if so, the clerk causes the
biometric data to be used to generate a decryption key which is then stored to the storage
device of the individual. The individual can now take away the decryption key and use it to

recover the data D in clear.

According to a third specific embodiment of the generalized Figure 3 system, an individual
has a memory card holding their biometric data. This individual wishes to store sensitive

data D (such as their medical records) from a data provider and accordingly presents the
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memory card to the data provider. The data provider reads off the biometric data and first

confirms that this data corresponds to the individual present. Assuming this is the case, the
data provider encrypts the data D and stores it back to the card. Ifat any time in the future,
access is required to the sensitive data, a trusted authority reads off the biometric data and
confirms that the card belongs to the individual concerned before generating the decryption
key and decrypting the data D. In this embodiment, one would normally require some
consensual act by the card owner (such as presentation of the card to the trusted authority);
however, this embodiment also allows the trusted authority to access the data D in an
emergency situation - as might be needed where the individual has had a road traffic
accident and the attending medical staff need urgently to access the medical record data D

recorded on the card (in this case, the trusted authority would be the emergency services).

In the foregoing example, the data provider could in fact have initially obtained the
biometric data not from the card but from a common source — for example, the card and the

encrypted data may be created simultaneously using the same biometric data.

As already noted, the encryption key string Kenc may comprise data additional to the
biometric data 50. This additional data may, for example, be conditions placed by the data
provider on the release of the data D, these conditions being checked by the trusted
authority before generation of the decryption key and/or release of the decryption key / the
decrypted data.

It will be appreciated that instead of the QR IBE method, the above-described
embodiments can be implemented using any other suitable IBE algorithm, such as those
mentioned above that use of Weil or Tate pairings, or are RSA based; analogous

cryptographic algorithms can also be used.

Whilst in the foregoing example the biometric data has concerned human individuals, the
biometric data can alternatively be that of another type of biological organism such as a

dog or horse.
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Furthermore, although in the described examples the individuals have presented

themselves to the trusted authority, the trusted authority or a party associated with it may
be more pro-active and approach or otherwise select an individual (for example, a customs
officer may select a traveller at an airport and ask to see their identity card which is a

memory card with biometric data).

The trusted authority may be distributed in nature having, for example, a remote station at
which an individual presents themselves for biometric measurement, and a central station

where biometric data is compared and decryption key generation is carried out.

It is possible to require the involvement of multiple trust-authority entities effectively
forming a compound trust authority. This may be desirable where a single authority is not
trusted to be entirely reliable. One way of achieving this would be for the data encryptor to
recursively encrypt the data D, with each iteration being done using the same encryption
key string but the public data of a different trusted authority — the individual must then g0
to several trust authorities in turn to successively roll back each encryption iteration. An
alternative approach is for the data provider to encrypt the data D using a public base key
associated with each of the trusted authorities, decryption of the encrypted item onlybeing
possible by obtaining a decryption sub-key from the trusted delegate entity acting for each
trusted authority in turn. This can be expressed as:
Encryption: ciphertext = E(K_all, data)
Decryption: data = D(K_all, ciphertext)
where K_all is encryption key string related to all trusted authorities, K' all is the
corresponding decryption key; K'_all is retrieved from all decryption sub-keys. Further
information about how multiple trusted authorities can be used is given in:
Chen L., K. Harrison, A. Moss, N.P. Smart and D. Soldera. “Certification of public
keys within an identity based system” Proceedings of Information Security Conference
2002, ed. A. H. Chan and V. Gligor, LNCS 2433, pages 322-333, Springer-Verlag,
2002.
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CLAIMS

1. A security method, carried out by a trusted authority, comprising receiving biometric
data of a specific individual, and using the biometric data both:
as a biometric reference for comparison with biometric characteristics of a subject
individual to determine whether the latter is said specific individual, and
to generate a decryption key based on at least the biometric data and private data of the
trusted authority.

2. A method according to claim 1, wherein the decryption key is made available to the
subject individual only if the latter is determined by the trusted authority to be said specific
individual.

3. A method according to claim 1, wherein the decryption key is used by the trusted
authority to decrypt data that has been encrypted based on encryption parameters
comprising public data of the trusted authority and an encryption key string formed using at
least said biometric data, said public data of the trusted authority being related to its private
data.

4. A method according to claim 3, wherein the decrypted data is made available to the
subject individual if the latter is determined by the trusted authority to be said specific
individual.

S. A method according to claim 1, wherein if the subject individual is determined by the
trusted authority to be the specific individual, the decryption key is used by the trusted
authority to decrypt data that has been encrypted based on encryption parameters
comprising public data of the trusted authority and an encryption key string formed using at
least said biometric data, said public data of the trusted authority being related to its private
data.
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6. A method according to claim 1, wherein the generation of the decryption key is only

carried out if said subject individual is determined to be said specific individual.

7. A method according to any one of the preceding claims, wherein the subject individual
is a human person that has presented him/herself to the trusted authority and purports to be
said specific individual.

8. A method according to any one of the preceding claims, wherein the determination of
whether said subject individual is said specific individual is carried out automatically by
comparing features represented in the reference biometric data with features in

measurement data produced by measurement of the subject individual.

9. A method according to any one of claims 1 to 7, wherein the determination of whether

said subject individual is said specific individual is carried out by a human.

10. A method according to any one of the preceding claims, wherein the biometric data

comprises image data of the face of the specific individual.

11. A method according to any one of the preceding claims, wherein the biometric data is

read from a memory device presented by the subject individual.

12. A method according to any one of the preceding claims, wherein the generation of the
decryption key is effected in accordance with identifier-based cryptography utilising
quadratic residuosity.

13. A method according to any one of claims 1 to 11, wherein the generation of the
decryption key is effected in accordance with identifier-based cryptography utilising Weil
or Tate pairings.

14. Apparatus for carrying out the method of any one of claims 1 to 13.

15. Apparatus arranged to act as a trusted authority and comprising:
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an input arrangement for receiving biometric data of a specific individual;

a biometric measurement arrangement for measuring biometric characteristics of a
subject individual to produce biometric measurement data;

a comparison arrangement for comparing the received biometric data of said specific
individual with the biometric measurement data of said subject individual to
determine whether the latter is said specific individual;

a key-generation arrangement for generating a decryption key based on at least the
biometric data and trusted-authority private data; and

a control arrangement for ensuring that until the comparison arrangement has
determined that the subject individual is said specific individual, either the key-
generation arrangement does not generate the decryption key, or the decryption key,

and any data decrypted using the decryption key, is not made available for use.

16. A computer program product for conditioning programmable apparatus for carrying

out the method of any one of claims 1 to 13.

17. A computer program product for conditioning programmable apparatus provided with
an input arrangement and a biometric measurement arrangement to act as a trusted
authority that is arranged:
to receive biometric data of a specific individual via said input arrangement;
to generate biometric measurement data by using said biometric measurement
arrangement to measure biometric characteristics of a subject individual;
to determine whether the subject individual is said specific individual by comparing the
received biometric data of said specific individual with the biometric measurement
data of said subject individual;
to generate a decryption key based on at least the biometric data and trusted-authority
private data; and
to ensure that until the apparatus been determined that the subject individual is said
specific individual, either the decryption key is not generated, or the decryption key,
and any data decrypted using the decryption key, is not made available for use.

18. A data access control method comprising:

Samsung Exhibit 1020, Page 46 of 230



10

15

20

25

30

20
(2) encrypting first data based on encryption parameters comprising public data of a trusted

authority and an encryption key string formed using at least biometric data of a specific
individual,;
(b) providing the biometric data of said specific individual to the trusted authority which
uses it both:
as a biometric reference for comparison with biometric characteristics of a subject
individual to determine whether the latter is said specific individual, and
to generate a decryption key based on at least the biometric data and private data of
the trusted authority, said public data of the trusted authority being related to its
private data;
(c) using the decryption key to decrypt the encrypted first data.

19. A method according to claim 18, wherein the decryption key is only generated, or only
made available for use in step (c), by the trusted authority if the subject individual is
determined by the trusted authority to be the specific individual.

20. A method according to claim 18, wherein in step (a) the biometric data of said specific

individual is contemporaneously generated from said specific individual.

21. A method according to claim 18, wherein in step (a) the biometric data of said specific
individual is generated from recorded analogue biometric data of said specific individual.

22. A method according to claim 18, wherein in step (a) biometric data of said specific
individual is retrieved from digital storage.

23. A method according to claim 22, wherein the biometric data of said specific individual

is retrieved from a memory device presented by said specific individual.

24. A method according to claim 18 or claim 22, wherein the biometric data of said
specific individual is provided to the trusted authority by being read off a memory device

presented by said subject individual.
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25. A method according to any one of claims 18 to 23, wherein the biometric data of said

specific individual is provided to the trusted authority by transfer from an entity carrying
out step (a).

26. A method according to any one of claims 18 to 25, wherein the subject individual is a
human person that has presented him/herself to the trusted authority and purports to be said
specific individual.

27. A method according to any one of claims 18 to 26, wherein in step (b) the
determination of whether said subject individual is said specific individual is carried out
automatically by comparing features represented in the reference biometric data with

features in measurement data produced by measurement of the subject individual.

28. A method according to any one of claims 18 to 26, wherein in step (b) the
determination of whether said subject individual is said specific individual is carried out by

a human.

29. A method according to any one of claims 18 to 28, wherein step (c) is carried out by

the trusted authority and the decrypted data is made available to the specific individual.

30. A method according to any one of claims 18 to 28, wherein the trusted authority

provides the decryption key to said specific individual which then carries out step (c).

31. A method according to any one of claims 18 to 30, wherein the biometric data of said

specific individual comprises image data of the face of the specific individual.

32. A method according to claim 18, wherein in step (a) the biometric data of said specific
individual is read from a memory device of said specific individual and the encrypted first
data is stored to said device, the biometric data of said specific individual being provided
to the trusted authority in step (b) by being read from said memory device, and step (c)
being carried by the trusted authority and only if the subject individual is determined in
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step (b) to be said specific individual, the decrypted first data produced in step (c) being

made available to said specific individual.

33. A method according to claim 32, wherein the first data comprises password data.

34. Amethod according to claim 18, wherein step (a) is carried out by a data provider with
the biometric data of said specific individual being image data derived from a photograph
of said specific individual, the biometric data of said specific individual being sent to a

receiving party together with the encrypted first data for use by the trusted authority in step
®).

35. A method according to claim 34, wherein the receiving party is the trusted authority.

36. A method according to claim 34, wherein the receiving party is said specific
individual.

37. A method according to claim 18, wherein step (a) is carried out by a data provider with
said biometric data of said specific individual comprising data that is the same as biometric
data stored on a memory device of said specific individual as a result of having been either
read from that device or provided from a common source, the said subject individual
seeking to obtain the decryption key from the trusted authority by presenting a memory
device to the trusted authority to enable the latter to read off biometric data stored in the
device, the trusted authority providing the decryption key to the subject individual onlyif
the latter is determined in step (b) to be said specific individual.

38. A method according to claim 37, wherein the encryption key string includes a data
element known to the data provider and passed to the trusted authority, this data element
being varied between iterations of steps (a) to (c).

39. A method according to any one of claims 18 to 38, wherein the cryptographic
processes involving the encryption key string and decryption key are effected in accordance
with identifier-based cryptography utilising quadratic residuosity.
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40. A method according to any one of claims 18 to 38, wherein the cryptographic
processes involving the encryption key string and decryption key are effected in accordance
with identifier-based cryptography utilising Weil or Tate pairings.

41. A system for carrying out the method of any one of claims 18 to 40.

42. A data access control system comprising:
encryption apparatus for encrypting first data based on encryption parameters comprising
public data of a trusted authority and an encryption key string formed using at least
biometric data of a specific individual;
trusted-authority apparatus comprising:

an input arrangement for receiving the biometric data of said specific individual;

a biometric measurement arrangement for measuring biometric characteristics of a
subject individual to produce biometric measurement data;

a comparison arrangement for comparing the received biometric data of said specific
individual with the biometric measurement data of said subject individual to
determine whether the latter is said specific individual;

a key-generation arrangement for generating a decryption key based on at least the
biometric data and trusted-authority private data; and

a control arrangement for ensuring that until the comparison arrangement has
determined that the subject individual is said specific individual, either the key-
generation arrangement does not generate the decryption key, or the decryption key,
and any data decrypted using the decryption key, is not made available for use.

decryption apparatus for using the decryption key to decrypt the encrypted first data.

43. A system according to claim 42, wherein the decryption apparatus is part of the
trusted-authority apparatus.

44. A system according to claim 42, wherein the encryption apparatus comprises an input

arrangement for reading the biometric data of said specific individual from a memory

device.
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45. A system according to claim 42, wherein the input arrangement of the trusted authority
apparatus is arranged to read the biometric data of said specific individual from a memaory

device presented by said subject individual.

46. A system according to claim 42, wherein the encryption apparatus comprises an input
arrangement for reading the biometric data of said specific individual from a memory
device presented by said specific individual, and an output arrangement for storing the
encrypted first data in said memory device; the input arrangement of the trusted-authority
apparatus being arranged to read the biometric data of said specific individual and the
encrypted first data from a memory device presented by said subject individual.

47. A system according to claim 44, wherein the trusted-authority apparatus includes the
decryption apparatus, and the input arrangement of the trusted-authority apparatus is
further arranged to read the encrypted first data from the memory device presented by said
subject individual.
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Agent techinology application strgtegies in parsanal and team softwars process anvironment.

Jung 8011

Word Count: 2564
TEXT:

by Fig g

(FIGURE 7 OMITTED)
(FIGURE 5 OMITTED)

Becidas that, we did periomm svaiugtion fowards the system based on the
functionaiity (sultabliity, acouracy and security) and
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usability (understandability, learn abilily and opsrability; faciors,
Fespondents ware given g period of timea 1o use tha sysiem: and at the end.
they are..

uszd during all the interviews, Howevar, separals intgrviows were used
Le ore conducting the interviews, the agent fschnologies ware contasiad to
assign the responsibie or grant permission to contast the
recagnizad expert in ihe concerned area or heid of activity for the topis
in softwars development aclivilies and desoribed the agent lschnology..

University Press, USA., IBBN-10: S7ROMSB082691, np: 304,

Sushil, B, K Garg and R Bhargave. €008, Design, validation, simuiation
and parametric evaluation of & novel protocol for iu :m‘g

mobils agents in muitiregion sovironment. (L Comput. Soi, 40 256-271.
DOE 10.5844/jcssp. 2008.258 871

Wooldridge, M., 2008, An Introduction.,

¥iew: HIML | PDE | Word

O BEAXIS CMOS REEIC TURBQ-CHARGES CHINA'S FIRST DOMESTIC WI-FL..
Date: March 22, 2012

18,K/2 {Htam 2 from file: &)
02171817 Supplier Number: 283808482
REAXIS CMOS REEIC TURBO-CHARGES CHINA'S FIRST DOMESTIC WI-FIL.

March 22, 2012
Word Count: 852

TEXT:

solutions o the rapidly growing wirsless communications markeis. The
‘“”‘! Wi-Fi chipset {incl 4dmg fha 81038 8F iC and 8801 Basseband IC), and the
SWMSOD1 module, are Ching's first domestic Wi-Fi solutions that
h& ave obtained Wi-Fi Alliance certification. SCI also owns IPs based on
Chiness WLAN Authentication and Privacy Infrastructure (WAPH)
ancryption standard, and has develeped flexible business models including
chipset, module sales and IP licensing. The SWMZ001 USB-based
Wi-Fi moduie uses RFaxis' RFX2402 C single-chip front-end IC to
achieve best-class paerformance in terms of operating range, data throughput
and receive sensitivity. 3CL.

-evaluated, the RFX2402 C stood out by & large margin, due o its
aamp!sc,ty, miniature size, aliractive price and uncompromisad parformance.
In fact, our SWMB001 module oulperformed many of the fop-brand
Wi-Fi products of the same category avaiiable on the market today, hased on
indspendeni leats at several third..

View: HIML | PDE | Ward

Pate; Ssplamber 2009

TBKZ Hlem & from el &)
051839382 Supplier Number: 283458855
Multilateral environmantal agresmients versus world trads organization system: 8 comprshensive study.

September 2008
Word Count: 3530
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ABSTRAQCT:

CSaifement Body (DSE) of the WTO. Ths study would discuss the stope of the core Environmanial Conventions and
related Internationa! Agreements 1gkan ke the Kyolo Protocst, Montreal Protoced, Bassl Convention, GITES, ICCAT
and the frade resoiutions taken by differant states undar them, domestically and inlsmationally o regulate and monitor rage
praciices accordinghy. Gonclusion..

TEXT:

Lot the United Netions, and some are stand-alone agresmenis. There is no
umirelia organization ior MEAg,

Some ot the maior MEAs gre: Tha Montreal Brotocol requires
pariiss fo exeqiss conlral over lrade by pioviding tor a variely of irade
restrictions including voluntary industy agreemants, praduct labeling
reguiraments, neguirements for impoit.

exporied 1o States not party 1o the convantion unigss, the Slete s a
pariy o any ofber agreameant bilataral, regional or muttilaleral; and ihs
Kyoto Protooo! pelentially might lead to similar policy measures
affecting fracge. U lisls a wide range of potentigl arsas for action,
including energy efiiciancy, renewabie anergy resoutes...

.effective recreguiation of international trads and aist provids the

easiest way o distinguish belwsen legal and ilisgal producia, MEA

notification prozedures {basel convantion, mantreal protocol)

lave also besn submitted 1o commitiens of WTO for providing greater
co-ordination bebween the WTO rules and MEAs. These irade restrictions aleo
help countiies which iack the requlatory or instilutional cepaniv 1o

contrel the produsis in question, 1o ban or restric rade in producis

which are not granted permission for export or import (3.

Finaliy, the impact of MEAs both In tarmis of implementation of the pian and
the frade forgene as ils result.

.inthe amount, and typs, of rade measures being developed in MEAs
which include {rade restriciions on specilic dems, iabeling requirements
jor e.g., Biosalely Protocad, and in the possibility of

devielopment of rules relating 1o intsliectual properly rights in the
Convention on Biological Diversity.

Alzo, thers is the evident relucience of LS 0 join MEAz. including those
with trade measures {The US degision 1o abandon the Kyolo

Brotocol in 2001 i the United Nations Framework Gonvantion on

Climale Change encapsulates an alamming rend in Amarican atlituds toward
the snvironmental agresments). This unilateralist fendency...

cGngl and without appeal. I casse | one of the states nvoived iails o
comply with I, the ofher party may have recourse 1o the

Becurity Councl of the United Nations. The 104 has also the

advantage ol having an snvironmental chamber with a procedure similar o
the general submission procedures...

View: HIML | BDE | Word

Date: March 16, 2012
18, K/4 (llem 4 from file: 8)
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05163752 Supplier Numbear: 283087888
F5 Accelarates Its Wirsless Push Next Stage Of Growth Acquisition of Traffix is FE&#E217:5 first in wirgiess gear field; aims
at 4G.

fMarch 16, 2012
Word Count: 827

TEXT:

~analyst Troy Jensen. When cellphone users try 10 access websiles or data
products, Fo's gear sends the user's requests 10 servers that grant
permission or block sarvices.

F5 aims to have a big role in "oplimizing” the flow of voice and data
saivices over fourin-ganeralion networks using LTE..

...the markat.”

Deutscha Bank analyst Brian Modolf estimatas FS paid about $130 million for
Trafthe. The Tal Aviv, lsraal-based company daveloped an intemst signaling
protocol that's popuiar among wirgless firms in 4G nefworks. i

helps them gperate and manags their networks.

I & report, analyst Modotf says the Traffix..

...cna Trafiix customer.

Besides tschnology it gets from Traffix, FS is developing tachnoleogy to

help wireiess firms inspect packais of mobile data for routing and

security. F&'s new "deap packet inspaction” technology, which

will compete with products from Allof and Procera Networks ((STOCK{PKTH),
shouid be ready for commercial release...

.analysts say there could be mors coming.

Yet, Jansen says Fo won't forget about Hs core data center markel, which
inciudes firewall and othar security products. He suggesis FB

could take a run at firgwall firm Pale Alio Networks, “Naar term, |

wouldn't be surprised i they did more security acquisitions”
Jensen said. "Pals Alto Networks s growing like a weed.”

Date: March 15, 2012

VB K/5 tem & from file: 9
05183732 Supplisr Number: 283205248
Ubama's political pal 15 now Inmale No. 40892-424

March 18, 2012
Word Count: 743
TEXT:

L.ome across as a beguiling rogus, good-naturediy absorbing jokes aboul
his mop of hair and always maintaining his innocence.

The leds delayed the minimuny security impriscnment 90 cavs a0
Biago could help prepare an appeal. Bul sady Thursday in his Chicagn home
{he impaached govemor said gondbys 10 his wite ..
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.Hare Aliport and had his fast double patly malt in fresdom uniii 2028
{He idn't finish it)

At the prison, which may Ds low securlty but is still surrcunded
iy razor wire, Blagojevich went through a standard four-hour entrance
srocedure, ncluding a peychialic evaluahion, a body cavity stiip seaich

coffenses along with a few muderers and Jeifrey Skilling of BEaron GRO
infamy doing his 84 years. To avoid frouble, Biagoievich shouid guickiy
lsarn inmats protocel: no slaring at anyone, lay low, be tujel,

ask permission belors joining other inmates al a8 calsieria

table.

Tha former governar will liva in a call the size of g walk-in cioset with
thise..

Yiew: HIML | PDF | Word

TOYOTA MOTOR CORPORATION JOINS TRUSTED COMPUTING GROUP (TOG).

Bate: March 16, 2012

1/6.K/6 (item € from file: 9)

05162826 Suppliar Number: 283127483

TOYQTA MOTOR CORPORATION JOINS TRUSTED COMPUTING GROUP (TCG).

March 16, 2012
Word Count: 554

TEXT:

een working 1o prevent incidental and malicious atiacks, as well as

pravent unauthorized aceess io related systems.

TCG's efforts will adcress: Establishing a sscure authentication

method for accessing the systems Enswring consistency of data and system
Pratecting stored information TCG has already devaioped and published many
technologies spacifications based on the rool-of-trust concept, such as
Trusted Platform Module (TPM), Salf-Encrypting Drives (SEDs) and

Trusted Natwork Gonnect (TNG).

TOG established the Embedded Systems Work Group in 2011, and the work group
isin...

View: HIML | PDE | Word

Good Technology to Deliver Military Grade Secure Andraid,
Date: February 01, 2012

VB KT (tem 7 from file: &
05157078 Supplisr Number: 282370536
Good Tachnology o Deiiver Military Grads Sesure Androld.

Fabrary 01, 2012
Word Count: 1087

TEXT:

..Exchange servers incated in DD data centers vis Good's eniail
appiication to end-point Andiold devices wirelsssly, using g FIPS 140-2
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validatsd cryptographic module with AES enciyption 10 enswe
deta profection for dala-abrest as wall as dale-in-transi. Good's
selantsd container-basad tachnology prevents daia..

..power to do nors,

For more indormation, visit wew dell.com . Biomeiric Assoeciates, LP
Biometric Assnciates, LP 15 a unigue devsioper, manufaciursr, and
iflegiator of autheniication and identily syslems. Froducts

nciude smart card middiewars far mobile operating sys‘e”s gnd Blustonth
smart card ragders and hoadsais specifically dasignad 1o provide
mitdanec-grade. .

View: HIML | POE | Word

O Unbreakable SCADA security essential for pipslines.

Bate: February 2012

1B, K/8 (Hlem 8 from file: 9y

052150578 Supplier Number: 281461400
Unbreakable SCADA sacurily esseniial for pipslines.

Fabruary 2012
Word Count: 2165

TEXTY:

daveloped by Innomingte Securily Technologies. The system was
specifically designed for harsh L\nvnonmeﬁt\; and inciudes smaill,
aconomical, indusirial-rated modules thal incorperale router, firewall,
enoryption, authentication and othar functions that can be
instalied without disiurbing produgction.

An FL mGuard creates secure data communication via Virtual Private Netwaork
1unneis (VEN). VPN providas...

S0 governmeant and others,

Communication with control devices is only allowed from designated
incations via unbreakable sofiware security keys {imagine a password on
ataroida), and authentication via cartiticales of authority that

varify the communication origin is from specitic command-and-control
individuats at specific workstations. The mGuard device filisrs all
outgoing...

Jhandshaks proioeols will be infsrcaplad and discarded. This highly

sacure method blocks hacking, virug ransmission, and unauthorized access
to data streams of information tecause the moduies screens and

rejects any unauthorized packets, including malware and hacker probes.

(FIGURE 2 CMITTED)

In "Steaith Mode” thase products ars completaly transparent, invisibie

whils automatically...

i hacker software. Yet even the best, brand new, fully featured, most
axpensive PLO on the market does not offer simple sowrce verification and
data authentication, or encryption of commands or data traffic.
If ail this does not yet make you nerveus, consider the consequences if
soma disgruntied nutjop deliberately triggers...
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Bate: January 02, 2012

1EK/E diem S from Hiler &
05144210 Supplier Numbar: 280805540
Regional News - Narth Amavica.

dangary 02, 2012
Word Count: 72805

TEXTY:
..e01

Bill would requive found changs to fund nonprofit instead of TSA Rep, Jait
Milier, R-Fia , has proposed iagiskation that would require the
Trensporiation Becurity Administration to give change lelt in

sacurity checkpoint trays by fravelers 1o & nonprofit

organization. Under the proposal, the money woild go o the USQO, &
nonprotil, congrassionally chartered private organization with..

40 the first 50 weeks of 2011 compared with the same perlod {ast yoar,
Dec 26, 2011

Wi-Fi Protecied Setun is said 1o have sscurity fiaw The UG

Computsr Emsrgency Reaciness Taam is warming that the Wi-Fi Proteciad Setup
protocal usad in wireless home routers mey be sxpiolied by

heckers, citing security rescarcher Stedan Viehoook The

sacurity fiaw s in & program found o most commecially

availabie routers. Deg 28, 8011

More insurers offer coverage for post-breach cleanup Mors companies are...

LToURs are voicing increasing frustration wilh T8A passanger stresning
procedures, charging that longe: delays, reduced privacy and embarrassing
pat-downs have dong little t¢ iIncroase sscurity or the fiving

pubiic. "The aysiam ia brokan, s exiramely Hawsd and s abewid that

we all sit back and say we can't do anything about 1Y says Gaclf Fresman
of the U8 Travel Assoniation, which fsars penple will sveniually sop
fiving rather than face the security gauntiel Deg 28, 2071

Recycling is for sccigiists, say tea paty activisis. Mambars of Arizonas
toa party have a new post-alection target: curbside..

...are "floating test beds! However, Navy officials defend the destroyer
a8 "ully operational worldwice” Dec 28, 2011

TSA gives scresners cuilsctive bargaining rights The Transpartation
Bscurity Adminisiralion's 40,000 scraeners now have the night 1o
voie on colirctive hargaining righis. The TSA's decision 1o give the
workers the rights..

..and some cther employment issues. Bhikes are not permitied. "The safaty
of the fraveing public is nur top priorly, and we will not negotiate on
seoprity)” said TSA Administrator John Pistole. "But morale and
smployes engagement cannet be separated from achieving supsrict
security " Doc 28, 2011

TSA suspends worker wiio fatied 10 soresn chacked ba
Bacurity Adminsiration has suspanded an amployes

gs The Transportation
at Newark
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Libery Infermational Alrport for failing 1o soreen checked bags. The bags
wera sent or 1o De ionded on..

oalled a passive optical dicde holds promiaeg for quicker and more securs
information procassing, according 1o this researchers deveinping the
tachnology. The devicss couid ingrease sscurity and sliminale
supercomputar chalianges tied o pandwidih. Dec 28, 2011

Watar ansis atfects 38% of woild's businesses. At leagi 39% ol the world's

cdsrasitothe US in 1977 Deg 27, 2011

Some health oiticals continus fo oriticlze TSA geanners Exparts continue
o ralse guestions aboul Transportation Security Administration
scanners that use back-scatter tectinoingy. Ur. Edward Dausgr. head of
radiclogy at Fiorida Medical Genter, said the scanners amit radiation and
could posa...

LBaig, "Thig s an additional exposure ! Tha scannmrs ars inglalled at 40

LLS. aimporis, and thae TSA says they ars safe. "The safety and

security of the traveling pubiicis TEA's Ne. 1 priority. and

TEA would not use technoiogy that could jeopardize the healih of passengers
oF DUE.

Claice-alarm rate France and Germany have dsoided not 1o order
millimster-wave segnnars because the devicas have a high false-giarm rate
The Transpodation Segurity Administration currently uses the

scanners, which some experts consider sater than scannars that smit
radiation. However, in Germany, ths scennsrs had g falss pesitive rate of
B4%. Tha TOA zays the acanners currently maet i stancards. Dec 27, 2011

U8, should focus security strateqy on thwarting plots, exped

says Segurity expert Brucs Schneler says ths only usefui

aviation sscurlly magsires iaken singe 911 are locking and

reinforoing cockplt domrs, teaching travelers to fght back and positive

bag matching. "The rest s security theater” he said. Bohosier

said the govemment should focus on isrrorists who are planning piots. Dec
27, 20611

TEA adds subways, terries 10 security scops The Transportation
Securily Administration has sxpanded s ssarch and soresning
operations o includs subways, ferry tlerminals, rain stations and olher
mass-transit venuss in the U8 The. could provide a guaris: of a million
cenple with claan, cheap energy. accoiding 1o ihis arlicis. Free Fiow
Power of Gloucester, Mass., has waorn federai permission o begin
zxploratory work that could lzad to the | lation of tens of thousands
of urbines beneath the sudace of the Mississippl. There are big..

.officials zay ihay expedt the {schnigue 1o cosi 80% less then
conventional post-combustion methods of segusstiation. Dee 26, 2011

TSA suresning increases risk ol security bregchss, A
“one-size-fits-al’ approach 1o security screening is unlikaly

1o prevent a fulurs toiror atiack and may evisn "invile disaster,” Tha
Washingion Timas sdilonal board wies. The board crilicized recent
affcrs by the Transporiation Security Adminisiralicn 1o boost
security after the ioiled air carge bomb piot It also noled

that govermnmant screening requires moere resources and spending than
soreaning conducied by airdines. Deo 26, 2011
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Flight atiendants crilicize TSA soreening technigues. A group of flight
attendants has joined pilots in oriticizing the Transportation

Begurity Administration's new security technigues and

sat Nov. 24, one of the busiest fravel days of the year, a5 8 "pal-down
opt-out day.” Some piiots have criticized .

LAl carders have the information neadsd 10 hire qualified pilols” the
repori said. Dec 23, 2011

TGA laurches help line for disahled travelers The Transpartation
Sscurily Administration has launched a help tine aimad at

assisling raveisrs with disabiliies and special medical nesds qo thicugh
fhe alrport-soreening process. The T8A recommends..

SBamiloSpm B 72 hows belore fraveling. The number 15 {855
TR7-2227. Dac 23, 2011

Chaitannnga Arport gets new security suannsr Tennesaes’s
Chattancoga Airport recently received g full-body scanner that displays
generic imagss instead of delaiind images of ravelsrs’ bodies. The
acannar, which. .

that we'rs looking nut for thair intersst, trving o make it tha best
sxperisnce as wa can and al he same time agherning o security
principles that we should have in place,” said Steva Wood, federal
sscurity divector for TSA in East Tennassee, Dac 23, 2011

AAR reponts strong gaing in traffin, intermodal isvels .S rall shipments
during the waek ending...

saexpect that,” said Mark Bergsrud, senior vice presidant of marketing at
Unitad Gontinental. Beg 22, 201

TOA tesis scanning equipment at Galifornia airport The Transpartation
Security Administration ls tesiing scanning egulpment ai
Cailfarnia's Monteray Regional Alrpert as part of a plan to spead
sscurity screening for membars of the military. Military members
are asked 1o present thalr dentification for scanning by he machings.
"This location will be usad n...

chosen for tesiing because of the laige numbers of military personnei
who uss it Dec 22, 2011

Jdam, cranbany sauce won't make i through securlty, TSA says
Traveiers should think twice about tying o carry certain holiday geoodiss
fhyough alrmort security. Earlier this month, TSA agents at

Denver infernational Alrpart refused 1o ist Kathisen Triou take homemade
raspbeny jant through A security checkpoint. it was jam. Just
homemads jam i a oy mason jar” said Triou. "They said it hag the
potential to be bomb materal” Jams..

alse wili ask gitines lo [dentify diversion airports. Ths goal is 1o
avoid prolonged weather delays. Dac 21, 2011

Airlines, experis push for streamiining avialion securily

Congress is sxpected 1o apprave 2 bill this wesk to expedite
security soraaning for military personnel, "US. sarvice

membears are entrustad to protect citizens with thelr lives and as such,
TEA is recugnizing that these members puse very s sk o
security " said John Pistole, administrator of ths

Transporiation Security  Administration. & groug thal represenis
international alrlinzs predicis thet the fulure o aviation
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security will include g Wwnnel capabie of sereening ravelers

for banned iems. The Trangsporiation Security Adminisiration i

moving oward more rsk-basad projects, such as its PraCheck prograny, which
aliows prascreened frequent fliers to move more quickly thiough
security. Dec 21, 2011

House GOP fargets MAGT a5 pait of pavioll tax bill Bepublicans in the US
House of Reprasanialivas gre locking to posipons. .

. for the asrospace industry. "Tha fact that our industry s a leading iob
creator, a technological innovainr and a critical part of nur nation’s
seourity is oo inporiant 10 be laken o cranted.” said &lA

Prasident gnd CEO Marion . Blakey, it this indusiry stops being Second 1o
Mong, the..

. & far less intrusive way,” said Camesron Humiphres, the airport's
dirgetor. 'l appraciate that | inhink passsngers appreciagte it as wall”
The Transportation Security Administration has installed 540
scanners al more than 104 airports in the U.S. Dec 19, 2011

Column: Urder suggests TSA Is moving away from X-ray scanners The
Transporiation Securily Adminisiralion resently nidersd more

fhan 200 millimeisr-wave body scanners, wiites Tony Biziak i the
Bacramenio Bes. The order suggests that the TSA s maving. .

cabout gl canceilalions or delays of more than 36 minutes. Dec 18, 2011
TEA fires four Charlotte egents for failing 10 screen hags The
Transpottaiion Security Administralion on Friday terminatad four

aganis at Charlotie/Douglas International Alrport in North Cargling for
failing (o propery screen fravelers' luggage. Clticials said 12 more .

.80 bags out of 80,000 weare not opened and screaned by hand. Dec 19, 2014

TSA chief supporis expanding passengst-advocats program The Transportation
Sescurity Administration hopes 0 expand its adhvonats program o

mire airporis nexi vear, Administrator John Pistole said. | aiready has
advocates af soms large LS.

Company Names: (UNITED STATES TRANSPORTATION SECURITY ADMINISTHRATION..
industry Names:

View: HIML | POE | Word

Date: February 15, 2012

16, KAQ {Ham 10 from file: &)

05134348 Supplier Number: 280070152

MINIATURE M2M MODULE BY CINTERION ENABLES LINYANG ELECTRONICS..

Fabruary 15, 2012

Word Count: 1043

MINIATURE 820 MOQDULE BY CINTERION ENABLES LINYANG ELECTRONIGS...
{

TEXT:

{Full 1t of a statement. Contact details below

(BWHOINTERIONHGTO BOURSE) Miniature MZM Modute by Cinterion
Enables Linvang Elsctronics Smari Msiars and Power Managamant Solutions
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High-Tech Writars/Energy Writers

MUNICH--(BUSINESS WIRE) - Feb. 15, 2012-- Cintarion, the global...

Linyang Electronics is a top 100 siectronic information anterprise in China
and ane of tha most competitive in the smart metaring indusiry.

Cinterior's module provides secure wireless data communications
far a rangs of Linyang products and sarvices including load moenitoring and
control. These sarvices help powsr companias and consumers. ..

-davices, and managed services 1o wireless operatars, banks, enterprises
and gavemment agencies.

Gemalic s the world leadar for slactronic passperts and identity cards,
two-facter authentication devices lor onling profection, smard
cradit/debit and contactiess payment cards, as well as subscriber
identification modules (SIM) and universal integrated circuit cards (UICG)
in...

VERAL (tam 1% fom fils: &

15131286 Supplfer Numbar: 278881508

Owerview of Medise real-time databass monforing, audiling, and intrusion pravention: databases are repositories of the
mest veluabls information assels i the enlerprise. And vat, In many organizations today, they are poctly protscted.

November 2011
Word Count: 1108

TEXT:

Ao achievs adsquate secuily, Following is g brisl overview of exialing
categonies of tacls that can be found In use acress enterprises large and
snialt

Authentication and access contio!
* Pros--Esfablishes roles and privileges, the most basic ievel of securily

= Cona--Ditlicull 1o enforce properly, over-liberal granting ol access,
orivilege...

reflic only. Some agenis can alse monitor IFC communications, bul thay
sutfer from being even mors intrusive sincs they must be implamentad as a
kernel moduls , making ham bard to Insiall and mainiain. To

fruly monitor the database, it s nol snough o caplure netwers tratfic,

even it you are able.

View: HIML | PRE | Word

Pate: February 08, 2012
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05130256 Supplier Number: 273412723
NCR Reports 40 Results.

16, )12 (tem 12 from file: §)

February 09, 2012
Word Count: 2433

TEXT:

LGATMs with one of NCR's SeifServ 32, 34, or 38 models. All of the new
NCR SeifServ ATMs will include NCR's Scalabls Deposit Module

(SDM) technology. SDM is the only technology on the market that allows
consumers ic deposit both cash and chacks simultanecusly in any orientation
through a...

.service moblie website that will aliow travelers 1o reserve and purchass
tickais, updals raservation details and wnguire about flighi achedula.

in acdition, NCR's Cradential Authentication Technology -

Boarging Pass Scanning Sysiem was selectad by the US. Transporiation
Sacurity Administration for use in a pilot program that aims 1o
automatically verify...

View: HTML | PDE | Word

Bate: Januay 11, 2018

1BKAS (fem 13 from file: &)
DE10R7E3 Supplier Numbsi: 278782821
CINTERION BECEIVES 2011 SMART GRID EXCELLENCE AWARD.

January 11, 2042
Waord Count: 1068

TEXT:

{Full text of a slalement. Contact deiails below )

(BWHCINTERIONKGTO . BOURSE) Cintaricn Recaives 2011 Sman Grid Excallencs
Award

- Innovative M2M Module Honored for BExcaptional Innovation

High-Tech Editors/Technoiogy Ediforg

MUNICH--(BLSINESS WIRE) - dan. 10, 2012-- Cinterdon, the glotal lsader in
calivlar machine-to-machine (M2M} commiunication and a Gemalic company
{Eurcnexi NLOOROA00BSS GTC), wday annpuncad that its EUS M2M
module won a 2011 Smart Grid Excellence Award from

SmanGrid TM

ochaliznges and long-iite requirements of global smart gric and automatic
metfer reading (AMR) applications. By enabling UMTS capabiiflies on the 900
MHz hend, the module offers inCreased coverags arsg for

high-speed communications avan in vary remote locations, which is sssential
for geogiaptically diverse smar meiering appiicalions. o addition, U3

http://dialogquicksearch.dialog.com/USPTO/ search/doSearch.action[3/27/2012 10:54:20 AM]

Samsung Exhibit 1020, Page 64 of 230




Dialog QuickSearch | Provided by Dialog LLC

Lgavices, and managed sewvices 1o wirsiess operatars, hanks, enierprises
g govainment agenciss,

Gemalic is the world leadss for sisctronio passports and identily cards,

two-facior authentication devices ior onling prolection. smart

cradit/dsbil and contactiess payment cards, as well a5 subsariber
fication modules (BIM) and universel integrated circult cards (UI0G)

Bate: January 01, 2012

18, 1K/14 {llem 14 from file: §)
05104960 Supplier Number: 278204131
Whers to Siart? With the New Year, Regulatory To-do Lisis’ Just Keep on Growing.

Jdanuary G1, 2012
Word Count: 5432

TEXTY:

WMeMillan cites sight disorete security requirements under MU that must
te present in a cerlified EHR. These includs audit controls, encryption
conlrels, emergency access provisions, authentication

provisions, and accounting for disclosure capability. "The Stage ¢
meaningt e requirement, that you conduct a risk assessment in

U
accordance with the original HIPAA rula.of electronic order entry. Bul
other areas iagged, such as electronically documenting the problam ist,
and fewer than 10 parcani of physicians even used the module.

The stakes were high, as losing #s Joint Commission accraditation-which
could happan if the faciity could nol damonsirale improvamant- would block
the facility from...

Lessons for German
Bate: March 2011
18, )KA5 flem 15 rom fils: &)

5104803 Supplier Numbear: 275188353

Leszons for Germany's gendiagnostikgessiz from Europe’s protocs! on genstic tesling lor health purposes.

March 2041
Word Count: 13554
Leszons for Germany's gendiagnostikgessiz from Europe's protocst on genatic testing for health purposes.

{
TEXT:

This Note arguss thal, in some mpordant respects, the German SendDG and, In
fewar respects, the Coungll of BEurope's conceptually similar Additional
Brotocotl o the Convention on Human Righis and Biomedicing,

Cencerning Genstic Testing for Heaith Purposes, also called the

Brotoco! on Genelic Testing for Health Purposss

Protocol'), (9 do nol provice the level of undarsianding and

specificity nacassary o provide equity in ail pariles in silualions whers

its edicis apply.
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Part | of this Note summarizes and enmphasizes major aspects of the GenlG
ang theg Protocoi Pad U addresses the right io know and home

genetic testing hifs, issues for which the Protocol provides

the best alternalive with specific exceptions and more Hexibility. in Pan

ji, this Nole acknowisdges that the Protos ol piovides a bettar

aiternative on issues of consent, panticulady in situatons of lack of

capacity 1o consent. improps: raiusal 1o consent, and balancing of

itlerests in paismily lesiing, bul examinags ways thal bolh laws could

bettar address the issus.

L THE GENDIAGNGETIKGESETE AND THE COUNGH OF EURDPE'S PROTOOGL
ON GENETIC TESTING FOB HEALTH PURPOSES

A. The Gendiagnostikgesetr Discrimination, Accraditation, and Test Resulls
ST

The GenDG prohibits discrimination based on "genstic charantenstics.” (1)
Hg rigorous..

CACL (38 While several groups ars represented o iha commission's
manel, insurer and employer inisresis are not. (37

L. The Gouncl of Eurcpe's Protoos! on Ganetic Tasting for
Healh Fuposes

In 1896, the Compiittee of Ministers of the Council of Europs instructed ths
Stesring Commities on Biceihics to draw up a protocost (35) io

the Caonvantion on Human Rights and Blomeadicing. (39) The Gonvantion sntered
into force on Decambear 1, 1888, (40) and has tesn signed by ihirly-fvs
ctates, hweniy-eight of which havs further matified or aceedad o | (41)

Yet the Protocol 1o the Convention, which openad for signatures

on Novembsr 27, 2008, has not yet obdained the fvs
ratifications--inclusiing these of four Courncll of Europe siates--nacessary
for entry inlo forca. (42) Rather, tha Proiscal has been signed

oy five staiss, two of which have ratfisd it {(43) Garmany has not signed
ar ratified sither the Canvantion of the Protoesi, (44) aithough

a German doctor chairs the Council of Europe’s Working Party on Human
Geneatics. (45) While ths Protocol i not binding on Gamany as &
non-penty, this Note sxamines its impartancs as an instrugtive guide for
the German Acl.

E. Scope of the Protocol

The Protosel dooes ol apply o genatic tesls cairied out on ihe
human smbyo of felus, o o genelic 1esis carrisd oud for research
CLIpOSEs. (48 it

B and it dirscts that appropriate measures be taken (51 "o prevent
stigmatizetion of parsans or groups in reigtion 1o genstic
characteristics.” (52)

Under ihe Brotocsd, all genetic ieats must maesi guality
assurance reguirements in programs, monitoring, and qualifications of
persons providing the gensiic services. (53) The iests must also have...

and oniy subssguent 1o an independent evaluation of sibical
acceptability. (B1) Such scraenings must also maet further spacific
congitions. (82} And unlike the GenbDG. the Protocol reguiras
fhat govemnmaents facilitate public accass o "ohbieciive genaral
information on genetic iests, including their nature and the poiential
implications of thelr results” &5}

3

i LEGSONS FOR THE GENDIAGNOSTIKGESETZ FROM THE PROTOCOL
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A Right Net 1 Know

Under the GenDG, pre-test congant must be obtained as to ", and il s0 1o
which exiant, the examination resulls may be disclosed.” (84) Assumedly,
tiis disclosurs would include disciosure 1o the est subject nimsali, (85)
Thig stands in contrast o the Protoceol, which simply siales

that “(ejvarvone undergeing a gensiic festis 2 G0 know any
information eoilsctee about his or her healh darvad from ihis.

. the absence of consent would be oppesilte in sach situation: in Germany,
no disclosure 10 anyane including evan the test subject himseli, and undsr
the Protocol, disclosure 1o the sublect. Thus, the GenDG

assumes 1he subjsct ¢oss aol wart 1o know, and the Protogad

assumes e subjsct goss,

The GenlG seis tha right not 1o know 1es! results above the righs 1o Rnow
thenm. Whiie the right fo Know...

Lot i know iz explicitly lald out in Ssctien @, (67} Furthermore, the
right not to know is not quaiifisd in any way. (88} The Profocol
. in contrast, providas that '{hhe wish of g person not 1o be informed
shall be respecied,” (89) but also siales that, il exceptional.

~.nare, stated in Aricle 4 of the Convention on Human Righis and
Biomedicine, might confiict with the patient's tight not 1o know.” {71} The
Protooot then infroduces the duly of care 85 g facicr 1o be

balanced, and the doctor must determing in her nwn axpsertise whether this
duty cutwelshis 1he tight not 1o know. {(72)

The Protogol makes room for stuations in which informetion
about prevantable diseaszes is made Known o the unwilling sutiect, while
the Genl(G makes no such allowances. Yeti..

averride his uninformed interest in remaining ignorant of information. In
this regard, the Protoool presents the best aporoach in s

aliowance of exceptions fo the right not to know. i must aiso be
ramambered that betause the Protogcol aillows for national laws 1o
pravend the doctor from making such an exception, Genmany would otil oe
able 16 sign on 10 the Protocel and relain ils current paiicy on

e right o Rnow. {76)

B. Exception fo the Madical Supsnvision Requirement

Both the GenBG and the Pretgcs! contaln a general raquiremant

af either supsnvision or direct administering of ganetic lesting by a
madical doclor. {77) Yet the Prolocol allows for en sxception

o this requirement. (78) The Protocol somewhal cryplically

states: "Exceptions 1o the general rule .. mav be aliowed by & Fary,
subject 1o appropriate measures baing provided, taking into account the way
he test will be carrisd oud, fo give effact o the other provisions of

ihis Protocel” and goss on 1o stale that "such an exception

may not e made with regard o genalic tests with impodant implicalions
for the haalth of s persons concerned or members of el family or with
impedant implicalions concerning mrocrealion choices ” {79} The "other
grovigions of this Protocsol” maenlinned are "the provisions

conceming the natwre and quaiity of pricr information, free and informed
consent and genetic counseling” (8 Yet it remalas unclear what would
guaiify as Mimpordant implications” of "sppropriale measures!’

The Explanatory Feport to the Protocel clariiies that home
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genetic test kifs, aleo cailled direst-fo-consumar (D10 tesis, in which the
consumer can both administer and analyse the 185t are perfecily
gcceptabie. (81} This is frue al lsast i silualions ge diclatad by a siate
Fariy 1o the Protoseol (82 according o the ollowing faciors:

the polential inplications for the test subisct and his family; the sagss

of intenmwetation of he resulis; reatment possibilities. .

..ansure that consumears will, in raalily, ahvays Tollow ail cynctions,

the severity of the polential probiems of misuse and ssinterpretation are
greatiy alieviated by the Protocol's requirement that only less
sigificant tests and those which ars easy to interpret ars aliowsd in DTC
Kits. {33y Yai commentaiors have also objectad 1o the general ides of DTC
Kits Decause such Kits cannet require informad consent. (94) The
Protoes! aloy specifically addresses thig probdam by recognizing

{he ability of the consumer 1o mahke an informed decision as an imporlant
cancam in detarmining whether DTG Kits should be alfowed. (35} Overall,
fhen, the Protocsl provides spacific guidelines that make for a

workable system governing dirsct-io-consumer gensiic Kils.

. LESSONS FOR THE GENDIAGNOSTIKGESETZ AND THE PROTOCOL
A. Persons Lacking the Capacity to Consent

in tha case of g genatic test on 3 subisct lacking capsacity 1o consent, the
GenbG provides first..

.regard 1o g geneticeily reiated persen,” there s no other way 1o
daterming whather the olfspring will have a ganetic illnass or condition.
{87}

The Protocel on the olber band, davigtes rom s bass ealy,
the Convention on Human Righis and Blomadicing, (88) by gliowing "a genatic
test 10 e gardad..

.25 imporant for thar health, or 1o allow them o maks an informed
zhoine with respect 1o procreation.” (883

Az opposed o the GenDG, the Protogol aliows iesting for the

cenafit of family mambears, net just their unborn oifspring, in the case of
3 sublect igcking capaciiy fo consent. The Explanatory Report o the
Protocol ideniifies a situgtion in which festing for the

Benelit of living family members would be vital "{A) person ant able 10
consent (who s} autisring..

. the relatives s not autweighed by an atiendant tenefit to the test
subject. {102}

B. Impossibility of Gbialning Consent from Sublect, and Deceased Subjects
The Pretocol provides:

When it i5 not possitie, with reasonable afforts, (103) o contact
g parson for a genalio test for tha bengfit of his of her..

LB
accordance with the principie of propottionality, whare the
srpectad banefil cannot ba otherwise obiained and whate 1hs el
cannot be detarrad. (104) The Protocol giso slales that

provisions
shali be made for the subisct whsn he exprassiy opposes the genslic
test. {105}
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The GenDG providas no exception W the..

Ldn e case of a deceased of impossibis-o-find subjsct (106} This
means that in the siiualion (providad in the Explanatory Rapod o the
Protocolh ol a family with g history of ovarian cancer where

e genstic mutation bad nof bean [dentifisg, this uss of the subjects
genetic information

elies reason gnd is easily gvoidable. (109)

Similar 1o ihe excaption for gensiic impossibiliby of subject contact is

the exception for deceased subjscis under the Prolocel (111

The only major giflerence here g thal the Brotocs! requires, in

the case of a deceassd subiect, that "the consent o authorization reqguired
oy law has bean obiained.” (111} The GenDG specifies nothing in..

Lstugtions ssem 1o be ol with ne recourss 1o gain aceess o i the
»:ievuaer::i gave no express, wrilten consent belore he passad.

The Protocol gllows no exrep ion 10 tha consent requirement whan
fully informed consent is oixainable. {118) Family cisclosure aver the
objections or absent the consent of fhe...

awishing 1 be the bearar of bad news, the unsura nature of the specific
geﬂets" iest, of sven spite. (120 Under both the GenDG and
Protocol e tes) subisct with capacity and ability (o corsent
1o disclosurs of genetic information abvays has the last word, and no
raasons for withbolding consent..

.principles of sthics' (that) have significantly influsnced much of

Weslern thinking and aclion, sarticularly in the medical-isgat gphere

{123) While the GenDQ and the Protocol arguably incisass patient
autonoimy, a fanily 'S aulonomy s likely decreased wh«;—n sha is being
tared actess 1o genatlic infurmation, {124 Benslicencs, nonmaleticancs,
and...

..3omeons sesking such consant”

. Secret Paternity Tasting

On the subject of cor%eﬁt and descent getermination through secrst
petarity lests, both the GenDG and the Protoes! iake the same
stancse--ali ,i ger‘.&:m, {asis require free and informed consseni of the
test sublect. (125} Yei a pravious cass from the European. Mikulic's
rsoonnition of that interest as an impoiiant actor to be balancad against
1hs possibie father's privacy intsrest seems more ragsunatlie than the
Brotoest and the GenDG in their blanket prohibiiion on paternity
testing without consant. (183) Such an identity interest of the possini
offspring couid ba limited and..

‘J-

7

.her fo remain without knowisdge of her father. (184)
CONCLUSION

The stiict consent requirement of the GenlG, and sven the looser consent
raquirement ol ths Protocod, could oiten leave families

scrembling o find answars that are eagily ancessibia through other family
mambars' genatic fesis, including information about possitle future health
sroblems and paternity. In regard 1o the righl nol 1o know and
diract-to-consumer genstic tests, the Protocol hils the mark by

aliowing for health intersst exceplions in the former case and lindisd
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axcaptions cragling greater accessibility 10 non-crucial genstic
ifarmation in the iaster. The difficuliies for the GenDG, and somstimes
ine Pratocol, come in arsas whers il seams the legislators g

not consider individual situations in which 1 may be insquitable to the
test subject or his..

GINA U5 laws affecting genetic information in mulliple contexis, sueh
as the Americans with Disabilities Act, the Givil Righis Act, the Emploves
Retirvement incoms Security Act, the Heabth insurance
Porigbiiity and Accouniability Ach See danneke H. Gerards, Regulation of
Genstie Information in the Unitad Stales, in GENETIC INFORMATION AND
GENETIC..

-Ganetic BExcepticnalism” in Medicine: bi:mivng the Differances belwaen
Geneatic and Nengeneatic Tesls, 138 ANNALS OF INTERNAL MED. 571, 571 (2003).

{8 Councli of BEurope, Addtionat Protocel to tha Convention on
Human Righis and Biomedicing congerming Genstic Testing for Heaith
Purposes, G.ET.G. No. 203 (Z008), avaliable st

bitpconveniions cogintirsaty/Commun/CharcheSig ase TNT=Z0380M=
SR&DF=30/1 020088 CL=ENG (harsinalter "Proiocol’).

(100 GenDG {seclion) 4(1). Genslic characteristics are defined &s "human
genetic information inherited upon fertilisation or othamwise gained bafore
Hirth.” SenDi3 (section) 3(4..

..and i 50 to which exignt, the examination rasulis may be disciosed of,
a5 the case may be, deslroyed.” The section than provides that subject
permission may be revoksd at any ime, craily or in wriling, and

such ravocation must be immediately documented and reporied. GanDG
{sattion) 8(2)

(14 1d...
. the Gaenetic Diagnostic Commission created by this Act o

(1) 1d {(section) 18 This context iz not specifically mentionad in the
Councll of BEurope's Protocel on the subject In the Insurance

satting, tha law bans third partias from obtaining any kind of gansiic
information, except in cases where ihs coniract at issus excesds 300,000
2ures. As the implications of the difierences between the Garman law and
ihe Pratocol ars vast and this particular fisld muth-analyzad,

this difference will pol be discussad in this Note. Id. see, eg. Ashley

M. Ellis, Genstic..

and insurancs, 38 TULSA L. 703 (26015

» GenDG (szetion) 18, This conlext is also not spacifically mentioned
tha Councit of Europe’s Protosel. Gensilc privacy in
r;ioymﬂnt has baen heavily expiorad in previous works, and therefore will
t be discussed in this Mota. Ses, e.g., Ellis, supra...

( 2,

Ldntfdregty/Commun/ListeTralles.asp?GM-8A G -ENG (last visited Sapt.

{41} Convention on Human Rights and Biomedicing, supra note 39

(42 Protocnl supranois ¥
(43 Id.

{44 Convention on Human Rights and Blomeadicing, suprg nole 41,
Protocol, supra nots 8. Whils it follows thal it a couniry did
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not sign the Convention, it would not sign the Protocsi o the
Convention, it is unciear wiyy Garmany hag not signed the Convention. Tha
Bundesminisiarium der Justiz (the Fedaral Ministry of duslice) aimply
sfales on. A9y himd {last visited Feb. 8, 2010).

{45 Additional Pretoest in the Gonvantion on Human Righis and
Biomedicing, conceming Genstic Tasting for Health Purposes: Explanaiory
Report, introduction art. 8, avaiiable at

hitpy/eonveniions.cosant/ Treaty/EN/Reporia/Himl203 hiny {last vislied
Sapt. 28, 2010) (harsinalter "Explanatory Regort’).

(46 Protocol, supra nole §, arl 2(2). The purposs for the
axctusion florg the Protocol of testing for research or on an
aminyo o islus is not clear.

{47.) Protoeol supra note 8, art 3. This requirsment remaing
sumawnal nobuious, even in view of its limiled discussion in the
Explanaiony Report, Explanatory Repori, supra note 45, (paragraph
{paragraph) 37-38 {'This adichs affinms the primacy of the human belng
goncemsd by genetic ieafs covared by s Protogol over the

sale intersst of socisty of science.. . The aim of (the

Frotoool) is to protact human dghis and dignity.”).

{48 Tha Explanstory Repont spacifically states: "Yet nat all diflerences
in reatmant necessarily amount to discriminagtion. In particular,..

.on account of his of her genetic characieristics o the ganstic
charactanstics of a genstically raigisd pareon. .0 GenbDi3 (section) 41}
{emphasis gdded). In fhe Protocel the emphasisis on

discrimingtion against the person "sither ax an individua! or as a member
of & groug on grounds of bis o har genetic hertage...

Protoool supra note 8, art. 4013 (emphasis added). The siect

of these two statements could be diffsrent. For axaunpis, g person wha is
diserinunated againat because nis prothar has g genslic condition would e
coversd undar the Garman iaw, but might not be coverad undsr the
Brotocol becauss it is not his "genetic heritage” that is the

Hasis for the diseriminglion, bul rather that of hig brothers. Ses inla

note 50 for the definition of "genatic heritags”. Yat i this

interprefaiion ware comect, i would seam o faks away the meaning of the
phrass in the Protose] "or as a member of 2 group™--f one can

e discriminaled against only on the basis of his own chromiosomes and
genes, discrimination agsinst..

.othe sentence. This may b one reason to dielisve the definilion of
“panetic hartage” is nol meant 1o be limilad 1o the individugl
discriminatad against. Protocod, supra note 8. art. 404
infra note 50,

{51) Protoool supia note 8, art. 411 The tarm "Ganetic
Harilage” seems [0 be unclsar on iis facs, and is not dalined in the

Explanatony Report..

Cparagraph) 42, Paragraph 44 of the Bxplanatory Report provides thatl
particular atlention be paid ic stigmalization in the coniexd of sCreening
programs. In netther the Protocol Hself now the Explanatory

Raport is stigmatization oulright prohiivied {only sought fo be pravented),
aithough discrimination clearly is prohibited. ld. {paragraph) {paragraph)
39-44
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Jeguiar mondonng: () pSsons providing genetlic sevices have
apprc,ﬂi.ate gualiications to enable them 1o perdorm thali mia in
accordance with profassional oiligations and sfancards.

() Protogol, supra note 9, arl. 5.

(84.) "Clinical utility of & genelic test shali be an essential ariierion

for desiding to offer this tast fo a person or g graup of persons.”
Protoco! supra note &, ot 8. "”‘!xm sat ulilily’ s in be

understond by the vaibe of the fest resuits in guiding tha person concerned
in his.

1o genslic iests with impartant implicgtions for the hasith ¢l ibe
,uersonc cnncerned of menbers of thelr family or with important imglications
conceming procreation choices.” Protocel supranele 9, arl. 7

(56 Id. art 8(1).

(57 Id art B(2). Tha cefinitinn of "genslic counsaling” in the
Brotocol is more extansive than the detinition in the GanbG.

Tha noticn of "genstic counsalling” is {o be understood hare as a
semmunication and suppord process.

..must refer 1o Artinle 1810, {paragraph; 84. Asticle 18 contains the
requirement thatl i there gie such implicalions, the person tested shalt be
informed. Protecol, supm note 8, at Ad. 18, Like the GenDQ,
though, it doss pol ge 80 far as 1o requive 1hat the family members be
iformed. .

s consent. id.
{58 Explanatory Report, supra nots 45, {(paragraph) 88,
{58 Id. ante. 13, 14,
(60 Id. art 14

(B1) ld. ant. 18,

(62 Protocel, supra nofe 8, arl. 18 Those conditions are:

{a) the programime is recognisad for its heaith relevancs for the
whgie pepulation of secticn of population.

.caboul the right not 1o know, reveais the legislaiive atlitude ihal the
fight not to Kriow 15 more important than the right 1o know.

(G5.) Protoool, supra note 8, art. 168{2),

{87 "Clanfication in rpqarci i the rghi of any subject parson 1o not
ha\l& o know resulls, including withoul..

o have examination rasulls, either parlially or entirely, disciosed

ot 1o have them destroyed inslead. . " GanDG (section) {(section) 8(&),
8(5}.
88 I

{69, Protocol, supra note 8, art. 18(3),

{700 Id. art. 186,
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(71 Explenaiory Report, supra note 45, (paragraph) 185 The rederence
hers 1o Ariicle 4

Yiew: HIML | BDE | Word

Date: Decamber 21, 2011

1/8.K/18 (item 16 from file: 8)
(5026804 Supplier Number: 275385829
PHILIPPINES PLDT GROUP TO ROLL QUT NEW Wik SERVICE NEXT YEAR.

Decamber 21, 2011
Word Gount: 358

TEXT:

s sign in with a username and password which they can purchase oniing
or int refall stores. in the near fulure, we would maks automatic
authentication through the use of the subscribers SIM
(subscriber identification module) card,” he said.

Ag ihe sarvice uses standard WiF! tachnology found in moest portable
devices, the carrier-grade Wi sarvice can be used by all..

BUSINESS AND INNOVATION AT THE HEART QF THE TRADE SHOW. ...
Bate: November 28, 2011

18T Glem 17 fiom filer §)
05075988 Supplier Numbar; 273570375
BUSINESS AND INNOVATION &T THE HEART OF THE THADE SHOW

November 28, 2011
Word Count: 752

TEXT:

..Cher smads mobiies objscls.

Many projects in Govemment Security and in E-health The identily

protection sentnr 8 booming and the technologiss of identification and
authentication presantad by the axhibitors have been gppiisd 1o
many decumenis (blomelics passporis, sisthonic 1D, slectronic driver's
license, healih cards...}.E-heaith has beenin..

AT SECURITY APPLICATION: GEMALTO with JustdYourbyes

L5

i'f 3

T TRANSPORTATION AFPLICATION: INSIDE SECURE with VHER
T BEST BANKING/RETAILOYALTY APPLICATION: SIMARTIS TELECOM with Bubble

* BEST SECURE INTERBNET/AUTHENTICATION ARPLICATION: HID GLOBAL
with Nexi Generation Secure identity Ecosysten

* BEST MOBILITY APPLICATION: NXP SEMICONDUCTORE with PNBS Secure NED
moduis
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¥ BEST sTRANBACTIONS APFLICATION: VERIFONE with PAYware Mobile Enterprice

* BEST MANMUFACSTURING & TESTS APPLICATION: OBERTHUR TECHNOLOGIES with 1D
One Digital watermark

Date: November 18, 2011

1B, K8 {tam 18 from filg: &)
05066312 Supplier Number: 272710468
CINTERION ENABLES REMOTE MONITORING OF 100,000 KONICA MINOLTA. .

Novamber 18, 2011
Word Count: 1142

TEXT:

Cirterion's award-winning JavaTV moduls provides ssoure wirsless

data communications and runs application software designed o manage the
aervice and maintsnance neads of entergrise-grade ofiice machines anywhere
in the..

..ofher issues befors problems ariss. The solution's embedded Jdava client
frorm Inside M2M coliect machine data via an alteched MCT termingl, and the
Cinterion module secursly communicates tack and forth ovar

wirglass networks 1o a dedicaled backend ssrvar providad by inside MEM.
Systern administraicrs can iog on from any computer...

~and security expertise as well as its enginsering support in focal
markets around the world,” sald Derek Ublig, CEC of Inside M2M.
"Cinterion's Java moduls is crucial for simuitanecus sofiware
hosting and secure commurtications, allowing cost efficiencies by
eliminating the need for additional processors and complexity.”

"We were pleased ¢,

Cdevicas, and managed servicas 1o wireless operators, Banks, enterprisas
and governmant ggencies.

Gemalic is the world leadsr for slsctronic passports and identity cards,
two-factor authentication devicas for online protection, smart
cradiVgebit and contactiess payment cards, as well as subsacriber
identification modules (SIM) and universal infegrated circuit cards (LGS
in...

Yiew: HIML | ERE | Word

[0 CINTERION LAUNGHES NEW HIGH-SPEED AUTOMOTIVE M2M MODULE ..
Bate: November 12, 2011

16 K18 (tem 19 from file: )
06065288 Supplier Numbar: 2726887255
CINTERION LAUNCHES NEW BIGH-SREED AUTOUMUTIVE MEM MODULE.

November 15, 2011
Word Count: 222
CINTERION LAUNCHES NEW HIGH-SPEED AUTOMOTIVE M2M MODULE
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{

TEXT:

{Full texd of a stalement. Contact daiails below.}

(BWHCINTERIONHGTO.BOURSE) Cintarion Launches New High-Spead Autoniotive
MeM Modute

High-Tach Edilors
CARTEER 2 tDantification 2011

PARIS--(BUSINESS WIRE) - Nov 15, 2011-- Ginledon, the global leadsr in
calivlar mashine-to-machine (M2M) communication moduizs and a Gemalto
{Euronexi NL 0000400853 GTO) company, launches AHS, ita new high-steed
automative M2M module with 2 new triple-divarsity anterna

desion. AHS delivers reliable aiways-on communications across ginbel 2G end
JG eslivlar networks for advanced applications such as..

The module 's 8iM Access Prollle anablas sasy integradion of
additional wirslsss devices, connaction with smariphones and software
gpplicaiions, while analon audio processing and advaencad voics suppornt
srovide superior hands-free capaidities. AH3's compast, single-siced
design shares a common foctprint with forthooming LTE modules.

The rugpsdized AHS module featurss g tolally new and improved
friple-diversity anienna concept that is based on pogo pads anabling simpie
and reliacle mounting &t reduced nial cosd..

..mobile businessas with greater and richer ancess o information and
remiote diagnoatics,” said Norbert Munrer, CEQ Cintenion. "Cinterion’s
sasy-to-integraie, richly-featured A2 module meols all the
demands of advanced gutomotive applications.”

Additiongl AHS product information

AH3 samples and evaluation Kils ars availlabie with mase production
beginning In Q2.

Ldsvices, and managed sendces 1o wireless operalons, banks, enlemrises
and governmeant ggencies.

Gemalto is ihe world learks for sisctionic passports and identity cargs,
fwo-facior authentication devices lor online protection, smart
craditicebil and contactiess payment cards, as well as subscriber
iddentification modules (SIM) and universal integraled circult cards (BICG)
ir...

Bate: Ociober 2011

16, )20 (tem 20 from file: §)
05058023 Supplier Number: 270732668
Readars can function as infsiligant alarm kaypads.

Cctobar 20141

Word Count: 196
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TEXT:

-versions of Symmetry Securily Managgmam VB8.x or as fully functional,
inteligent alarm keypads whan used with Sym maty Homeland V7 with the
Symmetry Intrusion Management module and supporfed Symmetry

M2150 muliNODE controllers. The Javalin 884-KP reads NXP Mifare and
Mitare DESFire smart cards, in addition {0 Persgnal identily Verification
(PIV), Transportation Worker identity Credential {TWIC) and First Respander
Authentication Card (FRAC) cards. The Javelin 880-KP reads

12BKHz HID Proximity cradentiais. Other models will be relsassd over iime.
The Javelin LCD graphical display verifies...

CABTES & [DENTIFICATION 2011 16TH EDITION OF THE SESAMES AWARDS
Bate: October 21, 2041
VB2 (tam 21 fom fils: &)
5040448 Supplier Numbar: 270885245
CARTES & IDENTIFICATION 201116 TH BEDITION OF THE SESAMES AWARDS.

Ooioher 21, 2013
Waord Gsum. 812

TEXT:

.. The finalisis are Hil Ginbal with Next Generation Szcure Identiiy
Ecosystam: intercede with PV Cradentiais on & BlackBeny phone; Smant
Packaging Soluticns with Embedded Contactless Module .

- T SECGURITY SESAME The finalisiz are Gemalio with Cnedall; Gemalic with
JdusidYourByes; Nets Denmark A/S with PCL OEM Moduls.

- TRANSPORTATION SESAME The finalists ars ASK with TicketTac: INSIDE Secie
with VHER: Masiercarg with Citv Gard on MasterCard M/Chip Advance.

- BANMKING / BETAIL / LOYALTY SESAME. .

finalists are Simartis Talacom SRL with Bubizis, Turkeel with Turkoell
Mobite Wallst (Turkesll Cep-T Cuzdan); Watchdata Syslem Col Lid. with
SG-NFG;

- TRUSTED INTERNET / AUTHENTICATION SESAME The finalists HID
(Gicbai with Next Genaration Decure identity Ecosystem,; NXP Semiconduntors
with Cn-card gesture racogniiion; Trusted Designer with Ceriphane.

- MOBILITY SESAME The finalists are GoTrust Tachnology inc with BWR
microSl; NXP Semzcrnduciom with FNBS Secure NFO module ; Trustad
Logic with Trusied User Intedace for Android deviges.

- E-TRANSACTIONS SESAME The finalisls ars BPC Banking Technoingles with
BesSmart Card; Buyster with Buysis: moeblie..

¥igpw: HIML | PDF | Word

Improving. secudity of online banking using BEID
Bate: July 201+
VB K/22 (Hem 22 from file: §)
(05035865 Supplier Number: 263035559
Improving sscurily of online banking using RFID.

http://dialogquicksearch.dialog.com/USPTO/ search/doSearch.action[3/27/2012 10:54:20 AM]

Samsung Exhibit 1020, Page 76 of 230



Dialog QuickSearch | Provided by Dialog LLC

uly 267
Word Count: 2208

ABSTRAQCT:

Banks protsct customers’ securily in hree main ischnigues: passwords, ancryption, and firewalls/server security. This sludy
deveiops a module that shall further tighten securfly of online banking, and improve frust. This study proposed that thers
is a need for an aoditional authentication due 1o ths fact that trust has new cimensions in financial sarvices. A modsd
using RFID as a second authentication layer is proposed and developed. Intemsi security is assumead to ba a major
cbstacle 1o the adoption of oniing banking, which made customers concerned about...

TEXT:

.8 user name and password during transmission and uses them 1o access the
account.

This study propesed that thers is a nead for an additional
authentication dus (o the fact thal trust has new dimensions in
financial senvices. Several studiss have identified trust as an important
factor influencing customer pariicipation in...

LOMITTED)

Data sacurity batwasn the customer browser and cur Web server is handisd
through Secure Sockets Layer (SSL) sacurity protocol, which provides data
ancryption, server authentication, massage intagrity for a

Internet connection, and provides g securlly "handshake” that is used o

initiate the connection {Fraler e al, 1896). Soma banks came up with their

own method of enhanced sacurity model. Wool forast National bank in the USA
for example, impieamented what they call "inteligent

Authentication” (IA). The way it works is sach time a customer

uses oniing banking, the system will "proflie” his/her online banking

pehavior by tracking each...

Lsecurity risks and improving customers’ trust, Therefore, in an atlempt
o heip anling panks achieve g high lavel of trust, this study has
deveioped a moduls that shall further tighten security of oniine
panking, and reduce the associaied risk {(sae figure 2), by adding a
Radio-Frequency Ideniification {RFID) raader to.. ihat scanning is done
over the air. Sensing the presence of the ATM card, and reading s
information shali provide physical avidence for usar's
authentication. The absance of the card shall prevent access:
the account. The bank providing the ATM card shail be responst
encrypting and securely transmitting data.

DOUBLE AUTHENTICATION

With Double Authentication, there are two
authentication/authorization stagss. Thase two stages oocur

aiter a user tries to accass the online baking account. This will provide
additional authentication for online banking services. With

Double Authsntication, you assentially reguire ramuole usars io

pass a second stage of user authentication (the magnetic code

stored on the back of ATM card} befers they can gain network access. The
aystem architacture is ilhusirated in figure 5.

{FIGURE...
Jway that thelr use wilt increase trustworthiness in the human-to-

technology intsraction. Thare are varicus means to provide those security
services, (g.g., firewalls, authentication, intrusion deteciion,
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gie.), but "how can we frust that the sysiem is seocured snough fo use?”
This study has devaloped and proposaed a moduie that shall

furlhar tighten security of onling tanlung, and mprove trust, by acding
an BF 1D in the online banking system at the end user...

View: HIML | PRE | Word

Date: Osiober 13, 2011

eI (lem 28 from filer §)
5031970 Supplier Numbar: 269505486
CINTERION LAUNCHES THE WORLD'S THINNEST HSPAL MOQDULE..

Cctober 13, 2011

Word Count: 838

CINTERION LAUNCHES THE WORLDIS THINNEST HEF&: MODULE. .
{

TEXT:

{Full text of a slalement. Contact deiails below )

Module o Machine-lo-Maching Aoplications

PHES Provides Flexinie Suriace Mouniing and & Reliable Path 1o LTE

Tachnology Writers/Tradeshiow Writers CTiA Enferprise & Appiications
2011 booth .

..Maching (M2M) industiy leader for more than 15 yaars and a Gemalic

HSPA+ M2M moduls . This fuily ruggsdized, high-bandwidth
moaduie featuras fexibie Surfane Mounting Technology and enables
aecure, high-spssad voics and data communications on global 2G ang 33

celiular networks. I also provides &

"G new PHEE module snables advanced communications for togay's
networks and readingss for tomerrow's tachnology,” said Morbent Muhrer,
CEQ, Cinterion. "Providing a compatibie foniprint as a biidge..

integrated GGPS and flexible surface mounting PHSS simplifies infegration
and slreamiines sificlent mass manufacturing o daliver lower tnlal cosi of
ownership for MEM cudlomers. The medule’s unicue thermal design
sxtends the tenperature rengs from ~407C to +857C i reliable
sommunications i evan the mosi sxireme conditions. Inisgrated voice..

..gevices, and managed soivices 1 wiralass operators, banks, snisiprises
and govermnmant agencies.

Gemalis s the world lzader for elecironic passporis and identity cards,
two-facior authentication devices for onling protection, smart
creditidebit and contantisss peyment cards, a5 well as subsarbsr
identification modules (SIM) and universal integrated cirouii cargs (UICS)
1
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Bate: December 2008

1B, K24 {itam 24 from filg: &)

05026538 Supplier Number: 268028182

Public secior innovation: cass study of e-governmeant projects in Pakistan.

Decamber 2008
Word Count: 8355

TEXT:

CHajl (DGH), Jeddah, Mecea or Meding ete. Updation of staius of the
piigrims will be done through a sacure, raliable and efficient mannear after
sropsr authentication and authorisation of the reguesiing

terminal. However, the dissemination of information will be done through a
simple and easy-to-uss interface providad to pilgrims...developmaental
pudgets, disirich government plans and Hs budgets, provincial plans for
next 5-10 years, information of budget, furnilure, equipments etc. in any
office, training moduls, raining calendar of each institution,

fraining curriculum for each training course/centres, iist of resource
persons and their specialiisation, nasic information of Local government,
HMIS. .

View: HIML | PDE | War

ERSONAL SENTIN
¥ate: October 08, 2011
VB R/ZS (tem 25 from filsl &

05024895 Supplier Number, 268765129

PERSONAL ARGENTINA AND GEMALTO DERPLOY 3IM-BASEDR FACEBOOK SERVICE.

Uctober 05, 2011
Waord Count: 564

TEXT;

The sofiware application, which is embeddsd inside the Subscriber
identitication Moduleemp; (SIM), aliows vou 1o sasily acoess

cors Facsbook features fom ihe phong's main soreen, through an intuitive
and interactive meny. You can receive notifications..

.gevices, and managed services in wirslags operalors, tanks, anisiprises
and governmant agencies.

Gemalio s the world leader lor elecironic passporis and Wanlity cards,
two-facior authentication devices for onling protection, smarnt
credit/tizbit and contactisss payment cards, as well ag subsariber
identification modules (SIN) and universal integrated olrcult cards (LHGCG)
in.

View: HTML | PRE | Word
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Videos

News
Shopping

More

A vooasiite
A rasuy

Related searches

More search tools

Aug All module features are available during the trial period for both
"SMB" and ... files transferred over the Intemet using secure protocols including
FTPS (SSL/TLE), ... of completed transactions, and digital certificates for proof of
identity. ... Authentication and Authorization - EFT Server supporis password, ...

The T11-FC-SP-AUTHE R 16 4.8.3. ...
Management Transaction of the Security Association Management Protocol
{see below) ... has fo be protected by which SA, and what the characteristics of
the protection are. .... Protocols is to aliow a Fibre Channel entity 1o be assured of
the identity of each ...

(\5;15\,-..\...‘[
A person that combines componertts and modules into deployable apptication ...
Security identities may be principals or groups in the operational environment.

module is designed o
methods that are associated with the unchecked permission constraint. ...
character .... The transport protocol fo use for secure access, such as S5L.

establish caller identity and credentials when the ... or EJB
a single

BEG 5582 - Seoure Shell Transgort Model for the Simpis Network ...

memo specifies a MIB module that is compliant fo the SMiv2, which is
described in ... Masquerade - SSH provides for verification of the identity of the
S8H server and the ... has been properly configured io support authPriv security
characteristics. ... The security protocols used in the Secure Shell
Authentication Protocal ...

H K X
Security. A Guide to Claims based ldentity and Access Control {2nd Edition) ...
claims provider that does not involve the redirection feature of the HTTP protocol. ...

Compare with passive federation. ... A staternent, such as a name, identity, key,
group, permission, or capabiity ..... WS-Federation Authentication Module
(FAM).

Security Sovices
You can use Secure Sockets Layer (8SL ansfer Protocol {
HTTPS) to ... Each of these forms of authentication has one cormmon
characteristic-they all ... Whaen used with an Authentication provider Login
Module. Identity Assertion ... Role mapping is the process by which the security
sefvice compares users of ...

y L G - Helated artich
o decide the granting of individual access permissions o running code { according
to the code's characteristics, e.g., ... tected resources will invoke security

checks that compare ... identities. The Java Authentication and Authorization
Ser- vice (JAAS) is designed ... vice, or LoginModule, that gets plugged in under
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T A. inherit the same permissions 10. ... The Trusted Platiorm Module

“ -vansport protocol that is used mosi often to secure Web

PDF/Adobe Acrobat
Reposting is not permitied without express writien permission. Secure
Authentication .... criminal element ~ the simplicity of the HTTP protocol makes
t ... enforcement asseociation focused on eliminating the fraud and identity theft ...
thing in commoen, they nesd a secure authentication prior the user ... This
module signs the ...

Advanced search Search Help Give us ieedback
Gouogle Home Advertising Programs Business Solutions Privacy & Terms

Aboui Google
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref jiHits {{Search Query DBs Default ;iPlurals {iTime
# Operator Stamp
L1 20740 ii(password) and biometric US-PGPUB; USPAT; OR ON 2012/03/27
USOCR; FPRS; EPO; 10:32
JPO; DERWENT;
IBM_TDB
L2 #2361 jL1 and authenticat$3 and US-PGPUB; USPAT; {OR ON 2012/03/27
permission and transaction and §USOCR; FPRS; EPC; 10:32
identity JPO; DERWENT;
IBM_TDB
L3 11 L2 and "permission module" US-PGPUB; USPAT; {OR ON 2012/03/27
USOCR; FPRS; EPO; 10:32
JPO; DERWENT;
IBM_TDB
L4 i5 L3 and (mobile or cell or US-PGPUB; USPAT; i OR ON 2012/03/27
cellular) USOCR; FPRS; EPO; 10:32
JPO; DERWENT;
IBM_TDB
L5 #133 L2 and ("permission module" or {US-PGPUB; USPAT; #OR ON 2012/03/27
"authentication module") USOCR; FPRS; EPO; 10:32
JPO; DERWENT;
IBM_TDB
L6 105 L5 and (mobile or cell or US-PGPUB; USPAT; i{OR ON 2012/03/27
cellular) USOCR; FPRS; EPC; 10:32
JPO; DERWENT;
IBM_TDB
L7 60 L6 and (authenticat$3 WITH US-PGPUB; USPAT; iOR ON 2012/03/27
(comparison or compar$3)) USOCR; FPRS; EPO; 10:32
JPO; DERWENT;
IBM_TDB
L8 20740 iipassword and biometric US-PGPUB; USPAT; i{OR ON 2012/03/27
USOCR; FPRS; EPO; 10:32
JPO; DERWENT;
IBM_TDB
L9 0 L1 and authenticat$3 and EPO; JPO OR ON 2012/03/27
permission and transaction and 10:38
identity
L10 {129 (password) and biometric EPO; JPO OR ON 2012/03/27
10:38
L11 §1160 i{705/67.ccls. US-PGPUB; USPAT; {OR ON 2012/03/27
USOCR; FPRS; EPO; 10:48
JPO; DERWENT;
IBM_TDB
L12 §3022 tisecurity protocol permission US-PGPUB; USPAT; #AND ON 2012/03/27
module authentication module {USOCR; FPRS; EPO; 10:48
identity transaction JPO; DERWENT;
characteristic compare IBM_TDB
L13 4 security protocol "permission US-PGPUB; USPAT; H{AND ON 2012/03/27
module" "authentication USOCR; FPRS; EPO; 10:49
module" identity transaction JPO; DERWENT;

file:///Cl/Users/jreagan/Documents/e-Red%20Folder/13017823/EASTSearchHistory.13017823_AccessibleVersion.htm[3/27/2012 10:55:10 AM]

Samsung Exhibit 1020, Page 82 of 230




EAST Search History
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S1 {20312 i{(password) and biometric US-PGPUB; USPAT; OR ON 2012/02/09
USOCR; FPRS; EPO; 08:12
JPO; DERWENT;
IBM_TDB
$2 2293 iS1 and authenticat$3 and US-PGPUB; USPAT; {OR ON 2012/02/09
permission and transaction and §USOCR; FPRS; EPC; 08:14
identity JPO; DERWENT;
IBM_TDB
S3 11 &2 and "permission module" US-PGPUB; USPAT; HOR ON 2012/02/09
USOCR; FPRS; EPO; 08:16
JPO; DERWENT;
IBM_TDB
7 ) S3 and (mobile or cell or US-PGPUB; USPAT; {OR ON 2012/02/09
cellular) USOCR; FPRS; EPO; 08:17
JPO; DERWENT;
IBM_TDB
S5 {130 & and ("permission module" or §US-PGPUB; USPAT; {OR ON 2012/02/09
"authentication module") USOCR; FPRS; EPO; 08:19
JPO; DERWENT;
IBM_TDB
S6 {102 S5 and (mobile or cell or US-PGPUB; USPAT; i{OR ON 2012/02/09
cellular) USOCR; FPRS; EPC; 08:19
JPO; DERWENT;
IBM_TDB
S7 59 S6 and (authenticat$3 WITH US-PGPUB; USPAT; i OR ON 2012/02/09
(comparison or compar$3)) USOCR; FPRS; EPO; 08:55
JPO; DERWENT;
IBM_TDB
S8 120312 fpassword and biometric US-PGPUB; USPAT; {OR ON 2012/02/09
USOCR; FPRS; EPO; 08:57

JPO; DERWENT;
IBM_TDB
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PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Appl No.: 13/017,823 Confirmation No.: 7401
Applicant: David M. Grigg

Filed: January 31, 2011

Group Art Unit: 3621

Examiner: REAGAN, James A.

Title: MOBILE TRANSACTION DEVICE SECURITY SYSTEM
Atty Dkt. No. 014033-001145

Customer No. 69603

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

AMENDMENT UNDER 37 C.F.R. § 1.111

Examiner Reagan:

In response to the Office Action dated February 13, 2012, please amend the above-

identified application as follows:
Amendments to the Drawings are provided on page 2 of this response.

Amendments to the Claims are reflected in the listing of claims beginning on page 3 of

this response.

A Summary of the March 9, 2012 Interview with the Examiner is provided on page 10

of this response.

Remarks begin on page 11 of this response.
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Appl. No.: 13/017,823

Amdt. Dated: March 16, 2012

Reply to Office Action of February 13, 2012
Page 2 of 15

The Drawings

Replacement Sheets

Replacement drawings 5, 6, 8, and 9 are submitted herein in compliance with 37 C.F.R. §1.121(d).
The replacement drawings are being submitted to replace fictional names, phone numbers,

addresses, and business names with X’s.

No new matter is added.
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Appl. No.: 13/017,823

Amdt. Dated: March 16, 2012

Reply to Office Action of February 13, 2012
Page 3 of 15

Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the

application:

1. (Currently Amended) A mobile transaction device security system comprising:
a memory device;
a communication device; and
a processing device coupled to the memory device, wherein the processing device is
configured to:
receive a security protocol from a user, the security protocol comprising a

permission module and an authentication module, wherein the permission module

comprises instructions on when the user must authenticate an identity of the user to

perform a transaction, wherein the instructions are provided by the user and stored in a

database;

determine that the user is conducting & the transaction;

compare at least one characteristic of the transaction with the instructions
provided by the user permissiontmedule; and

determine a process for authenticating the user by:

determining if the user must authenticate the user’s identity based on the

comparison of the transaction with the instructions provided by the user,

allowing the transaction if the user is not required to authenticate the

user’s identity based on the comparison, and

requiring authentication of the user through the authentication module if

the comparison of the transaction to the instructions provided by the user indicates

that the transaction cannot proceed without authentication, wherein requiring

authentication comprises requesting authentication of the user’s identity,

receiving input from the user, comparing the input to the authentication module,

and allowing the transaction if the user is authorized to perform the transaction

based on the comparison of the input with the authentication module the
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Reply to Office Action of February 13, 2012
Page 4 of 15

2. (Cancelled)
3. (Cancelled)

4. (Original) The system of claim 1, wherein the authentication module comprises at least one

security feature.

5. (Currently Amended) The system of claim 4 elatm3, wherein the at least one security feature

is customizable by the user.
6. (Currently Amended) The system of claim 4 elaim-3, wherein the security feature consists of
at least one of a username, a password, a challenge question, a voice recognition test, a facial

recognition test, a fingerprint identification test, and an iris scan.

7. (Original) The system of claim 1, wherein the communication device consists of at least one

of a keyboard, a scanner, a touchpad, a camera, a speaker, and a microphone.

8. (Cancelled)

9. (Cancelled)

10. (Cancelled)

11. (Currently Amended) The system of claim 1 elaim9, wherein the characteristic of the
transaction consists of at least one of the dollar amount of the transaction, the identity of the

merchant, the category of the expense, the time of the transaction, and the location of the

transaction.
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Amdt. Dated: March 16, 2012

Reply to Office Action of February 13, 2012
Page 5 of 15

12. (Currently Amended) A computer-implemented method of providing financial transaction
security, the method comprising:
receiving a security protocol from a user, the security protocol comprising a permission

module and an authentication module, wherein the permission module comprises instructions on

when the user must authenticate an identity of the user to perform a transaction, wherein the

instructions are provided by the user and stored in a database;

determining that the user is conducting the a transaction;

comparing at least one characteristic of the transaction with the instructions provided by
the user permission-module;

determining if the user must authenticate the user’s identity based on the comparison of
the transaction with the instructions provided by the user; permission-module

allowing the transaction if the user does not need to authenticate the user’s identity based

on the comparison; and

requiring authentication of the user through the authentication module if the comparison

of the transaction to the instructions provided by the user indicates that the transaction

cannot proceed without authentication, wherein requiring authentication comprises:

requesting authentication of the user’s identity,

receiving input from the user,

comparing the input to the authentication module, and

allowing the transaction if the user is authorized to perform the transaction based

on the comparison of the input with the authentication module:-and

13. (Cancelled)

14. (Currently Amended) The method of claim 12, wherein receiving the security protocol from

the user comprises recetvinginstraet: g : ication-mod and receiving

security features for authenticating the user’s identity.
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15. (Original) The method of claim 12, wherein determining that the user is conducting a
transaction comprises receiving a signal from a point-of-sale device indicating that the user is

attempting to conduct a transaction.

16. (Currently Amended) The method of claim 12, wherein comparing the transaction with the

instructions provided by the user permisstionmedute-comprises comparing at least one of the a

transaction amount, the a transaction time, the a transaction location, the a transaction merchant,

and the a transaction category with predetermined instructions in the permission module.
17. (Cancelled)

18. (Currently Amended) The method of claim 12, wherein allowing the transaction comprises

transferring the-user’s account information of the user to a point-of-sale device.

19. (Original) The method of claim 18, wherein the transferring the user’s account information

to the point-of-sale device comprises wirelessly transferring the account information.

20. (Currently Amended) The method of claim 12 elaim13, wherein requesting authentication
of the user’s identity comprises receiving input of at least one of a username, a password, an
answer to a challenge question, a voice recognition scan, a facial scan, a fingerprint scan, and an

iris scan.

21. (Original) The method of claim 20, wherein comparing the input from the user with the

authentication module comprises comparing the input from the user with a security feature.

22. (Original) The method of claim 21, wherein the security feature is stored in memory

associated with a mobile device.

23. (Original) The method of claim 22, wherein the memory is capable of receiving power from

a point-of-sale device.
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24. (Cancelled)

25. (Currently Amended) A computer program product for providing a financial transaction
security product, the computer program product comprising:
a non-transitory computer-readable medium comprising:
an executable portion for causing a computer to receive a security protocol from a
user, the security protocol comprising a permission module and an authentication module,

wherein the permission module comprises instructions on when the user must authenticate an

identity of the user to perform a transaction, wherein the instructions are provided by the user

and stored in a database;

an executable portion for causing a computer to determine that the user is
conducting the a transaction;
an executable portion for causing a computer to compare at least one

characteristic of the transaction with the instructions provided by the user permissionsnedule;

an executable portion for causing a computer to determine if the user must
authenticate the user’s identity anidentity-of the-user based on the comparison of the transaction
with the instructions provided by the user permission-meodule; and

an executable portion for causing a computer to allow the transaction if the user

does not need to authenticate the user’s identity based on the comparison; and

an executable portion for requiring authentication of the user through the

authentication module if the comparison of the transaction to the instructions provided by

the user indicates that the transaction cannot proceed without authentication, wherein

requiring authentication comprises:

requesting authentication of the user’s identity,

receiving input from the user,

comparing the input to the authentication module, and

allowing the transaction if the user is authorized to perform the transaction

based on the comparison of the input with the authentication module.
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26. (Cancelled)

27. (Currently Amended) The computer program product of claim 25, further comprising an
executable portion for causing a computer to determine the-users a location of the user when the

user is conducting the transaction.

28. (Original) The computer program product of claim 25, further comprising memory coupled

to the non-transitory computer readable medium.

29. (Original) The computer program product of claim 28, wherein the memory stores at least
one of financial account information for the user, instructions associated with the permission

module for the user, and security features associated with the authentication module for the user.

30. (Original) The computer program product of claim 29, wherein the user’s financial account
information consists of information associated with at least one of a checking account, a savings
account, a money market account, a credit account, an investment account, and a rewards points

account.

31. (Original) The computer program product of claim 25, wherein the permission module
requires the user to authenticate the user’s identity if a transaction amount is over a
predetermined dollar amount.

32. (Original) The computer program product of claim 25, wherein the permission module
requires the user to authenticate the user’s identity if the transaction is occurring at a non-

approved merchant.

33. (Original) The computer program product of claim 32, wherein the non-approved merchant

is a merchant that the user has not purchased from previously.
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34. (Original) The computer program product of claim 25, wherein the permission module
requires the user to authenticate the user’s identity if the user has not authenticated the identity

within a predetermined time period.

35. (Original) The computer program product of claim 25, wherein the permission module
requires the user to authenticate the user’s identity if the user is outside of predetermined

geographical arcas.

36. (Original) The computer program product of claim 25, wherein the permission module
requires the user to authenticate the user’s identity if a transaction amount would lower a balance
in the user’s account below a predetermined level.

37. (Original) The computer program product of claim 25, wherein the permission module
requires the user to authenticate the user’s identity if the user has already conducted a

predetermined number of transactions within a predetermined time period.

38. (Original) The computer program product of claim 25, wherein allowing the transaction

comprises determining an account from which a payment for the transaction is made.

39. (Original) The computer program product of claim 38, wherein determining the account

comprises comparing the transaction to instructions received from the user.
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Summary of March 9, 2012 Interview with the Examiner

On March 9, 2012, Examiner Reagan and the undersigned attorney had a brief telephone
interview to discuss amendments to the drawings. In the interview, Examiner Reagan indicated
that submission of replacement drawings with the Response to the Office Action would be
entered as a matter of right after being inspected by the Examiner for new matter and compliance

with formatting requirements. Applicants thank the Examiner for the discussion.
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REMARKS
This Amendment is filed in response to the Office Action dated February 13, 2012.

Claims 1-39 are pending in the application.

Claims 1-39 stand rejected in the application.

Applicants kindly request amendment to claims 1, 5, 6, 11, 12, 14, 16, 18, 20, 25, and 27.

Applicants kindly request cancellation of claims 2, 3, 8-10, 13, 17, 24, and 26.

Thus, once the proposed amendments have been entered into the record, claims 1, 4-7,
11, 12, 14-16, 18-23, 25, and 27-39 will be pending.

Applicants respectfully submit that the pending claims are patentable and respectfully

request reconsideration in light of the following remarks.
L Replacement Drawings

Applicants submit herewith four drawing sheets in compliance with 37 C.F.R. §1.121(d)
to replace Figures 5, 6, 8, and 9. The drawing sheets replace fictional names, businesses, phone
numbers, and email addresses with X’s. Applicants respectfully request that the Amendments to

the drawings be submitted in advance of the Application publishing.

11. Claim Rejections — 35 USC § 112

In the February 13, 2012 Office Action, the Office rejected claims 9 and 10 under 35
U.S.C. §112, second paragraph, as allegedly being indefinite for failing to particularly point out
and distinctly claim the subject matter which the Applicants regard as the invention.
Specifically, the Office stated that the limitation “instructions” lacks antecedent basis.
Applicants have cancelled claims 9 and 10, making this rejection moot. Applicants respectfully

request withdrawal of the 35 U.S.C. §112, second paragraph, rejection.
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II.  Claim Rejections — 35 USC § 103

In the February 13, 2012 Office Action, the Office rejected claims 1-7, 12, 13, 15, 17-26,
28, and 29 under 35 U.S.C. §103(a) as allegedly being unpatentable over U.S. Patent Application
Publication No. 2006/0021003 to Fisher et al. (hereinafter Fisher) in view of U.S. Patent
Application Publication No. 2006/0123465 to Ziegler (hereinafter Ziegler). Applicants do not
agree with the rejections but in furtherance of prosecution have amended independent claims 1,
12, and 25 with additional recitations from claims 2, 3, 8, 9, and 10. As recognized by the

Office, at lcast claims 8, 9, and 10 are not obvious over Fisher and Ziegler.

Specifically, Applicants have amended the independent claims to recite that the
permission module comprises instructions on when the user must authenticate the user’s identity
to perform a transaction, wherein the instructions are provided by the user. Additionally, the
independent claims have been amended to recite that at least one characteristic of a transaction is
compared with the instructions provided by the user. The independent claims have been further
amended to recite determining if the user must authenticate an identity of the user based on the
comparison of the transaction with the instructions provided by the user and allowing the

transaction if the user does not need to authenticate the user’s identity.

In the February 13, 2012 Office Action, the Office rejected claims 8-11, 14, 16, 27, and
30-39 under 35 U.S.C. §103(a) as allegedly being unpatentable over Fisher and Ziegler and

further in view of Official Notice. Applicants respectfully traverse these rejections.

The Office recognized that Fisher does not teach that the processing device is configured
to determine the process for authenticating the user by determining if the user must authenticate
an identity of the user based on the comparison of the transaction with the permission module,
and wherein the processing device is further configured to allow the transaction if the user does
not need to authenticate the user’s identity. The Office alleged that Ziegler, in at least paragraph

0127, discloses allowing the transaction to proceed if the user is properly authenticated, or
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preventing the transaction if the user is not properly authenticated. See, page 6, lines 10-16, of

the February 13, 2012 Office Action.

Applicants submit that paragraph 0127 of Ziegler is directed to biometric authentication
of a customer’s identity prior to allowing a transaction. Nowhere in paragraph 0127 or in all of
Ziegler is it disclosed that a transaction can proceed without authentication based on comparison
of the transaction to instructions provided by the user. In fact, the portion of Ziegler cited in the
Office Action teaches away from allowing a transaction to proceed without authentication.
Ziegler recites: “In any financial transaction, it may be important that the identity of both parties
be authenticated in a manner which positively establishes the identities of the parties.” See,

paragraph [0003] of Ziegler.

As recited in MPEP §2145, “A prior art reference that ‘teaches away’ from the claimed
invention is a significant factor to be considered in determining obviousness.” Here, Ziegler
actively teaches away from allowing a transaction when a the user does not authenticate the
user’s identity by reciting that it may be important that the identity of both parties by
authenticated in a manner which positively establishes the identities of the parties. One skilled in
the art would not be directed to a system that allows individuals, in some cases, to perform
transactions without authentication after reading in Ziegler that positively establishing the

identities of the parties to a transaction is important.

Further, the Office recognized that the combination of Fisher and Ziegler does not
specifically disclose that:
* The permission module comprises instructions on when the user must authenticate
the user’s identity to perform the transaction.
» The instructions are provided by the user.
» The instructions are based on a characteristic of the transaction.

See, page 11, lines 7-11, of the February 13, 2012 Office Action.

TRII\796160v2

Samsung Exhibit 1020, Page 98 of 230



Appl. No.: 13/017,823

Amdt. Dated: March 16, 2012

Reply to Office Action of February 13, 2012
Page 14 of 15

To cure this deficiency, the Office took Official Notice and alleged that it is old and well
known in the OPSEC arts to set standards for ensuring secure transactions. The Office alleged
that:

“In the competitive business climate, there is a profit-driven motive to
maximize the profitability of goods and services that are provided or marketed to
customers. Enterprises typically use business planning to make decisions in order
to maximize profits. Therefore, it would have been obvious to one of ordinary
skill in the art at the time of the invention to combine/modify the method of
Fisher/Ziegler with the technique of setting specific authentication instructions
because n the competitive business climate, there is a profit-driven motive to
maximize the profitability of goods and services that are provided or marketed to
customers. Enterprises typically use business planning to make decisions in order
to maximize profits. Therefore, it would have been obvious to one of ordinary
skill in the art at the time of the invention to combine/modify the method of
Fisher/Ziegler with the security standards technique . . . .” See, page 11, line 16 to
page 12, line 1, of the February 13, 2012 Office Action.

Applicants respectfully disagree. MPEP §2144.03(A) recites: “Official notice
unsupported by documentary evidence should only be taken by the Office where the facts
asserted to be well-known, or to be common knowledge in the art are capable of instant and
unquestionable demonstration as being well-known.” It is not common knowledge to provide a
permission module that receives instructions from a user on when the user must authenticate the
user’s identity to perform a transaction, wherein the instructions are based on a characteristic of
the transaction. The cited art relied upon by the Office in fact teaches the opposite — that
positively establishing the identity of the parties to a transaction is important. The Applicants
traverse the Office Action’s Official Notice that providing a permission module comprising
instructions received from the user on when the user must authenticate the user’s identity is
common knowledge and request that the Office provide documentary evidence in the next Office

action if the rejection is to be maintained. (See MPEP §2144.03(C)).

Applicants further submit that the rules for when authentication is required as presented
in dependent claims 31-37 are novel and non-obvious over both the cited prior art and are not

common knowledge in the art.
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In view of the arguments and amended claims, Fisher, Ziegler, and Official Notice, alone
or in combination, fail to teach or suggest independent claims 1, 12, and 25, as well as dependent
claims 4-7, 11, 14-16, 18-23, and 27-39. The Applicants respectfully request that the Office

Action withdraws the rejections of claims 1-39 under §103 and issues a Notice of Allowance.
Conclusion

In view of the amended claims and the remarks presented above, it is respectfully
submitted that all of the present claims of the application are in condition for immediate
allowance. It is therefore respectfully requested that a Notice of Allowance be issued. The
Office is encouraged to contact Applicants’ undersigned attorney to resolve any remaining issues

in order to expedite examination of the present application.

It is not believed that extensions of time or fees for net addition of claims are required,
beyond those that may otherwise be provided for in documents accompanying this paper.
However, in the event that additional extensions of time are necessary to allow consideration of
this paper, such extensions are hereby petitioned under 37 CFR § 1.136(a), and any fee required
therefore (including fees for net addition of claims) is hereby authorized to be charged to Deposit
Account No. 13-4365.

Respectfully submitted,

/Andrew D. Gerschutz/

Andrew D. Gerschutz
Registration No. 65,529

CUSTOMER NUMBER 69603
MOORE & VAN ALLEN PLLC
430 Davis Drive, Suite 500

Post Office Box 13706

Research Triangle Park, NC 27709
Tel Triangle Office: (919) 286-8000
Fax Triangle Office: (919) 416-8365

Electronically filed via the EFS-Web Electronic Filing System of the United States Patent
and Trademark Office on March 16, 2012.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USP[O gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
13/017,823 01/31/2011 DAVID M. GRIGG 4508US1.014033.1145 7401
69603 7590 03/14/2012
MOORE & VAN ALLEN, PLLC FOR BOFA | EXAMINER
430 DAVIS DRIVE, SUITE 500 REAGAN, JAMES A
POST OFFICE BOX 13706
RESEARCH TRIANGLE PARK, NC 27709 | ART UNIT | passRNUMBER
3621
| MAIL DATE | DELIVERY MODE
03/14/2012 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

, .. , 13/017,823 GRIGG ET AL.

Applicant-Initiated Interview Summary i _
Examiner Art Unit
JAMES A. REAGAN 3621

All participants (applicant, applicant’s representative, PTO personnel):

(1) JAMES A. REAGAN. @) .

(2) GERSCHUTZ. ANDREW. (4) .

Date of Interview: 09 March 2012.

Type: [X Telephonic [ Video Conference
[] Personal [copy given to: [] applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [] Yes X No.
If Yes, brief description:
Issues Discussed []101 [J112 [J102 [J103 [X]Others
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)
Claim(s) discussed: None.

Identification of prior art discussed: None.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

Discussed Applicant submitting amendments 1o the drawings .

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

[ Attachment

/JAMES A REAGAN/
Primary Examiner, Art Unit 3621

U.S. Patent and Trademark Office
PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20120309
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

— Application Number (Series Code and Serial Number)

—Name of applicant

—Name of examiner

— Date of interview

—Type of interview (telephonic, video-conference, or personal)

—Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

—An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed

— Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

—The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USP[O gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
13/017,823 01/31/2011 DAVID M. GRIGG 4508US1.014033.1145 7401
69603 7590 02/13/2012
MOORE & VAN ALLEN, PLLC FOR BOFA | EXAMINER
430 DAVIS DRIVE, SUITE 500 REAGAN, JAMES A
POST OFFICE BOX 13706
RESEARCH TRIANGLE PARK, NC 27709 | ART UNIT | passRNUMBER
3621
| MAIL DATE | DELIVERY MODE
02/13/2012 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
13/017,823 GRIGG ET AL.

Office Action Summary Examiner ArtUnit
JAMES A. REAGAN 3621

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- |f NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b)

Status

1)X Responsive to communication(s) filed on 01/31/2011.
2a)[] This action is FINAL. 20b)[X] This action is non-final.
3)[] An election was made by the applicant in response to a restriction requirement set forth during the interview on
__ ;therestriction requirement and election have been incorporated into this action.
4[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

5)X Claim(s) 1-39 is/are pending in the application.

ba) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) is/are allowed.
7)X Claim(s) 1-39 is/are rejected.
8)[] Claim(s) _____is/are objected to.
9)[] Claim(s) ____ are subject to restriction and/or election requirement.

Application Papers

10)[ The specification is objected to by the Examiner.
11)[X] The drawing(s) filed on 01/31/2011 is/are: a)[] accepted or b)[] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
12)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

13)[ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)J Al b)[JSome * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ___
3.[]] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [[] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) X Information Disclosure Statement(s) (PTO/SB/08) 5) [] Notice of Informal Patent Application
Paper No(s)/Mail Date 02/18/2011. 6) D Other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 03-11) Office Action Summary Part of Paper No./Mail Date 20120207
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Application/Control Number: 13/017,823 Page 2
Art Unit: 3621

DETAILED ACTION

Acknowledgments

1. This action is in reply to the application filed on 01/31/2011.

2. Claims 1-39 are currently pending and have been examined.

Information Disclosure Statement

3. The Information Disclosure Statement filed on 02/18/2011 has been considered. An initialed copy

of the Form 1449 is enclosed herewith.
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Application/Control Number: 13/017,823 Page 3
Art Unit: 3621

Claim Rejections - 35 USC § 112
4. The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and
distinctly claiming the subject matter which the applicant regards as his invention

5. Claims 9 and 10 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for
failing to particularly point out and distinctly claim the subject matter which applicant regards as

the invention.

6. Claims 9 and 10 recites the limitation instructions. There is insufficient antecedent basis for this

limitation in the claim.
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Claim Rejections - 35 USC § 103

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness

rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as
set forth in section 102 of this title, if the differences between the subject matter sought to be
patented and the prior art are such that the subject matter as a whole would have been obvious
at the time the invention was made to a person having ordinary skill in the art to which said
subject matter pertains. Patentability shall not be negatived by the manner in which the invention
was made.

8. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 (1966),
that are applied for establishing a background for determining obviousness under 35

U.S.C. 103(a) are summarized as follows:

Determining the scope and contents of the prior art.

Ascertaining the differences between the prior art and the claims at issue.

Resolving the level of ordinary skill in the pertinent art.

Considering objective evidence present in the application indicating obviousness or
nonobviousness.

rwO~

9. This application currently names joint inventors. In considering patentability of the claims under
35 U.S.C. 103(a), the examiner presumes that the subject matter of the various claims was
commonly owned at the time any inventions covered therein were made absent any evidence to
the contrary. Applicant is advised of the obligation under 37 CFR 1.56 to point out the inventor
and invention dates of each claim that was not commonly owned at the time a later invention was
made in order for the examiner to consider the applicability of 35 U.S.C. 103(c) and potential 35

U.S.C. 102(e), (f) or (g) prior art under 35 U.S.C. 103(a).
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10.

Claims 1-7 12, 13, 15, 17-26, 28 and 29 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Fisher et al. (USPGP 2006/0021003 A1), hereinafter FISHER, in view of

Ziegler (USPGP 2006/0123465 A1), hereinafter ZEIGLER.

Claim 1:

FISHER as shown below discloses the following limitations:

. a memory device; (see at least paragraphs 0008, 0010, 0011)
. a communication device; (see at least paragraphs 0008, 0010, 0011)
. a processing device coupled to the memory device, wherein the processing

device is configured to: (see at least paragraphs 0008, 0010, 0011)

. receive a security protocol from a user, the security protocol comprising a
permission module and an authentication module; (see at least paragraphs 0010,
0011, 0012, 0015, 0018)

FISHER does not disclose the following limitations, but ZEIGLER as shown does:

. determine that the user is conducting a transaction; (see at least paragraphs
0003, 0008, 0010, 0127)

. compare the transaction with the permission module; (see at least paragraphs
0003, 0008, 0010, 0127)

. determine a process for authenticating the user, the determination based on the
comparison of the transaction with the permission module. (see at least
paragraphs 0003, 0008, 0010, 0127)

In the competitive business climate, there is a profit-driven motive to maximize the
profitability of goods and services that are provided or marketed to customers. Enterprises
typically use business planning to make decisions in order to maximize profits. Therefore, it
would have been obvious to one of ordinary skill in the art at the time of the invention to
combine/modify the method of FISHER with the technique of ZEIGLER because, “In any financial

transaction, it may be important that the identity of both parties be authenticated in a manner
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which positively establishes the identities of the parties. It may also be important that the
transaction be non-reputable, so that neither party can deny their involvement in the transaction
at a later date. Traditionally, the authentication of transactions were established principally by
face-to-face meetings and handwritten signatures. People could identify each other and experts
could attest to the authenticity of handwriting. Authentication was not impervious to fraud, but
was strong enough to provide reasonable levels of transactional security.” (ZEIGLER: paragraph

0003)

Claim 2:

The combination of FISHER/ZEIGLER discloses the limitations as shown in the
rejections above. FISHER does not specifically disclose the processing device is configured to
determine the process for authenticating the user by determining if the user must authenticate an
identity of the user based on the comparison of the transaction with the permission module, and
wherein the processing device is further configured fo allow the transaction if the user does not
need to authenticate the user's identity. ZEIGLER, however, in at least paragraph 0127 discloses
allowing the transaction to proceed if the user is properly authenticated, or preventing the
transaction is the user is not properly authenticated. In the competitive business climate, there is
a profit-driven motive to maximize the profitability of goods and services that are provided or
marketed to customers. Enterprises typically use business planning to make decisions in order to
maximize profits. Therefore, it would have been obvious to one of ordinary skill in the art at the
time of the invention to combine/modify the method of FISHER with the technique of ZEIGLER
because, “In any financial transaction, it may be important that the identity of both parties be
authenticated in a manner which positively establishes the identities of the parties. It may also be
important that the transaction be non-reputable, so that neither party can deny their involvement
in the transaction at a later date. Traditionally, the authentication of transactions were
established principally by face-to-face meetings and handwritten signatures. People could

identify each other and experts could attest to the authenticity of handwriting. Authentication was
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not impervious to fraud, but was strong enough to provide reasonable levels of transactional

security.” (ZEIGLER: paragraph 0003)

Claim 3:

The combination of FISHER/ZEIGLER discloses the limitations as shown in the
rejections above. FISHER does not specifically disclose:

. the processing device is further configured to execute computer-readable

program code fo:

. request authentication of the user's identity based on the comparison of the

transaction with the permission module;

. compare input from the user with the authentication module; and

. allow the transaction if the user is authorized to perform the transaction based on

the comparison of the input with the authentication module.

ZEIGLER, however, in at least paragraph 0127 discloses allowing the transaction to
proceed if the user is properly authenticated, or preventing the transaction is the user is not
properly authenticated. In the competitive business climate, there is a profit-driven motive to
maximize the profitability of goods and services that are provided or marketed to customers.
Enterprises typically use business planning to make decisions in order to maximize profits.
Therefore, it would have been obvious to one of ordinary skill in the art at the time of the invention
to combine/modify the method of FISHER with the technique of ZEIGLER because, “In any
financial transaction, it may be important that the identity of both parties be authenticated in a
manner which positively establishes the identities of the parties. It may also be important that the
transaction be non-reputable, so that neither party can deny their involvement in the transaction
at a later date. Traditionally, the authentication of transactions were established principally by
face-to-face meetings and handwritten signatures. People could identify each other and experts

could attest to the authenticity of handwriting. Authentication was not impervious to fraud, but
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was strong enough to provide reasonable levels of transactional security.” (ZEIGLER: paragraph

0003)
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Claims 4-7:
The combination of FISHER/ZEIGLER discloses the limitations as shown in the
rejections above. FISHER as shown further discloses:
. the authentication module comprises at least one security feature. (see at least
paragraph 0060)
. the at least one security feature is customizable by the user. (see at least
paragraph 0060)
. the security feature consists of at least one of a username, a password, a
challenge question, a voice recognition test, a facial recognition test, a fingerprint
identification test, and an iris scan. (see at least paragraph 0010)
. the communication device consists of at least one of a keyboard, a scanner, a
touchpad, a camera, a speaker, and a microphone. (see at least paragraph

0010)

Claims 15, 18, 19, 23, and 24:
The combination of FISHER/ZEIGLER discloses the limitations as shown in the
rejections above. FISHER does not specifically disclose:
. determining that the user is conducting a transaction comprises receiving a
signal from a point-of-sale device indicating that the user is attempting fo conduct
a fransaction.
. allowing the transaction comprises transferring the user's account information to
a point-of-sale device.
. the transferring the user's account information to the point-of-sale device
comprises wirelessly transferring the account information.
. the memory is capable of receiving power from a point-of-sale device.
. allowing the transaction if the user is authorized to perform the transaction

comprises transferring the user's account information to a point- of-sale device.
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ZEIGLER, however, in at least paragraph 0011 discloses point-of-sale devices, inherently
disclosing the standard functionality and necessary data exchange to facilitate point-of-sale
purchases and transactions. In the competitive business climate, there is a profit-driven motive to
maximize the profitability of goods and services that are provided or marketed to customers.
Enterprises typically use business planning to make decisions in order to maximize profits.
Therefore, it would have been obvious to one of ordinary skill in the art at the time of the invention
to combine/modify the method of FISHER with the POS device of ZEIGLER because, “In any
financial transaction, it may be important that the identity of both parties be authenticated in a
manner which positively establishes the identities of the parties. It may also be important that the
transaction be non-reputable, so that neither party can deny their involvement in the transaction
at a later date. Traditionally, the authentication of transactions were established principally by
face-to-face meetings and handwritten signatures. People could identify each other and experts
could attest to the authenticity of handwriting. Authentication was not impervious to fraud, but
was strong enough to provide reasonable levels of transactional security.” (ZEIGLER: paragraph

0003)

Claim 22:
The combination of FISHER/ZEIGLER discloses the limitations as shown in the
rejections above. FISHER as shown further discloses the security feature is stored in memory

associated with a mobile device. See at least paragraph 0060.

Claims 12, 13, 17, 20, 21, 25, 26, 28, 29:

The combination of FISHER/ZEIGLER discloses the limitations as shown in the
rejections of the claims above. The Examiner finds that remaining claims 12, 13, 17, 20, 21, 25,
26, 28, 29 are not patentably distinct from claims 1-7, 15, 18, 19, and 22-24, nor do they produce

any new, meaningful, synergetic result that would render the claims novel and therefore, for the

Samsung Exhibit 1020, Page 121 of 230



Application/Control Number: 13/017,823 Page 11
Art Unit: 3621

sake of clarity, has grouped the rejections of claims 1-7 12, 13, 15, 17-26, 28 and 29 accordingly

using the same references and citations as above.

11. Claims 8-11, 14, 16, 27, 30-39 are rejected under 35 U.S.C. 103(a) as being unpatentable over

FISHER/ZEIGLER and further in view of Examiner's OFFICIAL NOTICE.

Claims 8-11:

The combination of FISHER/ZEIGLER discloses the limitations as shown in the
rejections above. FISHER/ZEIGLER does not specifically disclose:

. the permission module comprises instructions on when the user must

authenticate the user's identity to perform the transaction.

. the instructions are provided by the user.
. the instructions are based on a characteristic of the transaction.
. the characteristic of the transaction consists of at least one of the dollar amount

of the transaction, the identity of the merchant, the category of the expense, the
time of the transaction, and the location of the transaction.

However, the Examiner takes OFFICIAL NOTICE that it is old and well known in the
OPSEC arts to set standards for ensuring secure transactions. In the competitive business
climate, there is a profit-driven motive to maximize the profitability of goods and services that are
provided or marketed to customers. Enterprises typically use business planning to make
decisions in order to maximize profits. Therefore, it would have been obvious to one of ordinary
skill in the art at the time of the invention to combine/modify the method of FISHER/ZEIGLER
with the technique of setting specific authentication instructions because in the competitive
business climate, there is a profit-driven motive to maximize the profitability of goods and services
that are provided or marketed to customers. Enterprises typically use business planning to make
decisions in order to maximize profits. Therefore, it would have been obvious to one of ordinary

skill in the art at the time of the invention to combine/modify the method of FISHER/ZEIGLER
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with the security standards technique because, “In any financial transaction, it may be important
that the identity of both parties be authenticated in a manner which positively establishes the
identities of the parties. It may also be important that the transaction be non-reputable, so that
neither party can deny their involvement in the transaction at a later date. Traditionally, the
authentication of transactions were established principally by face-to-face meetings and
handwritten signatures. People could identify each other and experts could attest to the
authenticity of handwriting. Authentication was not impervious to fraud, but was strong enough to

provide reasonable levels of transactional security.” (ZEIGLER: paragraph 0003).

Claims 30-33:

The combination of FISHER/ZEIGLER discloses the limitations as shown in the
rejections above. FISHER/ZEIGLER does not specifically disclose:

. the user's financial account information consists of information associated with at

least one of a checking account, a savings account, a money market account, a
credit account, an investment account, and a rewards points account.

. the permission module requires the user to authenticate the user's identity if a

transaction amount is over a predetermined dollar amount.

. the permission module requires the user to authenticate the user's identity if the

transaction is occurring at a non- approved merchant.

. the non-approved merchant is a merchant that the user has not purchased from

previously.

However, the Examiner takes OFFICIAL NOTICE that it is old and well known in the
online transaction arts to set standards for ensuring secure transactions. In the competitive
business climate, there is a profit-driven motive to maximize the profitability of goods and services
that are provided or marketed to customers. Enterprises typically use business planning to make
decisions in order to maximize profits. Therefore, it would have been obvious to one of ordinary

skill in the art at the time of the invention to combine/modify the method of FISHER/ZEIGLER
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with the technique of setting specific authentication instructions because in the competitive
business climate, there is a profit-driven motive to maximize the profitability of goods and services
that are provided or marketed to customers. Enterprises typically use business planning to make
decisions in order to maximize profits. Therefore, it would have been obvious to one of ordinary
skill in the art at the time of the invention to combine/modify the method of FISHER/ZEIGLER
with the security and accounts standards technique because, “In any financial transaction, it may
be important that the identity of both parties be authenticated in a manner which positively
establishes the identities of the parties. It may also be important that the transaction be non-
reputable, so that neither party can deny their involvement in the transaction at a later date.
Traditionally, the authentication of transactions were established principally by face-to-face
meetings and handwritten signatures. People could identify each other and experts could attest
to the authenticity of handwriting. Authentication was not impervious to fraud, but was strong

enough to provide reasonable levels of transactional security.” (ZEIGLER: paragraph 0003).

Claims 27 and 34-39:
The combination of FISHER/ZEIGLER discloses the limitations as shown in the
rejections above. FISHER/ZEIGLER does not specifically disclose:
. an executable portion for causing a computer to determine the user's location
when the user is conducting the transaction.
. the permission module requires the user to authenticate the user's identity if the
user has not authenticated the identity within a predetermined time period.
. the permission module requires the user to authenticate the user's identity if the
user is outside of predetermined geographical areas.
. the permission module requires the user to authenticate the user's identity if a
transaction amount would lower a balance in the user's account below a

predetermined level.
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. the permission module requires the user to authenticate the user's identity if the
user has already conducted a predetermined number of transactions within a
predetermined time period.

. allowing the transaction comprises determining an account from which a

payment for the transaction is made.

. determining the account comprises comparing the transaction to instructions

received from the user.

However, the Examiner takes OFFICIAL NOTICE that it is old and well known in the
online transaction arts to set standards for ensuring secure transactions. In the competitive
business climate, there is a profit-driven motive to maximize the profitability of goods and services
that are provided or marketed to customers. Enterprises typically use business planning to make
decisions in order to maximize profits. Therefore, it would have been obvious to one of ordinary
skill in the art at the time of the invention to combine/modify the method of FISHER/ZEIGLER
with the technique of setting specific authentication instructions because in the competitive
business climate, there is a profit-driven motive to maximize the profitability of goods and services
that are provided or marketed to customers. Enterprises typically use business planning to make
decisions in order to maximize profits. Therefore, it would have been obvious to one of ordinary
skill in the art at the time of the invention to combine/modify the method of FISHER/ZEIGLER
with the security and accounts standards technique because, “In any financial transaction, it may
be important that the identity of both parties be authenticated in a manner which positively
establishes the identities of the parties. It may also be important that the transaction be non-
reputable, so that neither party can deny their involvement in the transaction at a later date.
Traditionally, the authentication of transactions were established principally by face-to-face
meetings and handwritten signatures. People could identify each other and experts could attest
to the authenticity of handwriting. Authentication was not impervious to fraud, but was strong

enough to provide reasonable levels of transactional security.” (ZEIGLER: paragraph 0003).
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Claims 14 and 16:

The combination of FISHER/ZEIGLER discloses the limitations as shown in the
rejections of the claims above. The Examiner finds that remaining claims 14 and 16 are not
patentably distinct from claims 8-11 and 30-37, nor do they produce any new, meaningful,
synergetic result that would render the claims novel and therefore, for the sake of clarity, has
grouped the rejections of claims 8-11, 14, 16, 30-37 accordingly using the same references and

citations as above.
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CONCLUSION

12. Any inquiry of a general nature or relating to the status of this application or concerning this
communication or earlier communications from the Examiner should be directed to James A.

Reagan (jamss.reagan@uspio.gov) whose telephone number is 571.272.6710. The Examiner

can normally be reached on Monday-Friday, 9:30am-5:00pm. If attempts to reach the examiner
by telephone are unsuccessful, the Examiners supervisor, ANDREW J. FISCHER can be

reached at 571.272.6779.

13. Should Applicant desire in the future to receive formal or informal email communications from the
Examiner (e.g. acknowledgments, references, courtesy copies of documents, etc.), the electronic
file must contain written authorization to conduct email communications. See MPEP §502.03 Il
For Applicant’s benefit, exemplary language for written authorization is in MPEP §502.03 111. /4.

The exemplary language is:

Recognizing that Internet communications are not secure, | hereby
authorize the USPTO to communicate with me concerning any subject
matter of this application by electronic mail. | understand that a copy of

these communications will be made of record in the application file.

14, In the situation where Applicant desires to receive email communications from the Examiner, the

Examiner suggests placing the above exemplary language in Applicant’s next correspondence.
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15. Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be
obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR system,

see _hitp//portal.uspio.gov/external/portal/palr . Should you have questions on access to the

Private PAIR system, contact the Electronic Business Center (EBC) at 866.217.9197 (toll-free).

16. Any response to this action should be mailed to:
Commissioner of Patents and Trademarks
Washington, D.C. 20231

or faxed to 571-273-8300.

17. Hand delivered responses should be brought to the United States Patent and Trademark
Office Customer Service Window:
Randolph Building
401 Dulany Street
Alexandria, VA 22314.

/James A. Reagan/

Primary Examiner, Art Unit 3621
iames.reagan@usplo.gov
571.272.6710 (Office)
571.273.6710 (Desktop Fax)
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submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
DAVID M. GRIGG, Rock Hill, SC;
Patrick B. Kelly, Charlotte, NC;
Alicia C. Jones, Fort Mill, SC;
Marc B. Keller, Charlotte, NC;
Assignment For Published Patent Application
BANK OF AMERICA CORPORATION, Charlotte, NC
Power of Attorney: The patent practitioners associated with Customer Number 69603

Domestic Priority data as claimed by applicant

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
(PTO/SB/39 or its equivalent) has been received by the USPTO.
If Required, Foreign Filing License Granted: 02/10/2011

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/017,823

Projected Publication Date: 08/02/2012
Non-Publication Request: No

Early Publication Request: No
page 1of 3
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Title

MOBILE TRANSACTION DEVICE SECURITY SYSTEM
Preliminary Class

705

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as

page 2 of 3
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

page 3 of 3
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number

Substitute for Form PTO-875 13/017,823
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE(S) FEE($)
BASIC FEE
(37 CFR 1.16(a), (8), or (9] N/A N/A N/A N/A 330
SEARCH FEE
(@7 CFR 1.16(K). i, o (m)) N/A N/A N/A N/A 540
EXAMINATION FEE
(37 CFR 116(0), (p), or (@) N/A N/A N/A N/A 220
TOTAL CLAIMS *
(37 CFR 1.16(i)) 39 minus 20= 19 OR [x 52 = 988
INDEPENDENT CLAIMS . *
(57 CFR 1.16() 3 minus 3 = x 220 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $270 ($135 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(})) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 2078

APPLICATION AS AMENDED - PART Il

OTHER THAN
(Column 1) (Column 2) (Golumn 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST

REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE®) FEE($)
E AMENDMENT PAID FOR
L Total * Mi . =
S (37 CFR 1.16(7) e x = OR |«x =
a Independent * Minus | *** =
5 (37 GFR 1.16(h)) X = OR |x =
<§( Application Size Fee (37 CFR 1.16(s))

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) {Column 3)
CLAIMS HIGHEST

REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
L Total * Minus | ** = " -
= (37 CFR1.16() OR [|x =
% Independent * Minus | *** = X - OR |«x =
w (37 CFR 1.16(h)) B B
<§( Application Size Fee (37 CFR 1.16(s))

OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1

Samsung Exhibit 1020, Page 136 of 230



UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQO. Box 1450

Alexandria, Virgia 22313-1450
WWW.USDEO g0V

| APPLICATION NUMBER I FILING OR 371(C) DATE I FIRST NAMED APPLICANT

ATTY. DOCKET NO./TITLE
13/017,823 01/31/2011 DAVID M. GRIGG 4508US51.014033.1145

CONFIRMATION NO. 7401

69603 POA ACCEPTANCE LETTER
MOORE & VAN ALLEN, PLLC FOR BOFA

430 DAVIS DRIVE, SUITE 500 LT AT SR L T
POST OFFICE BOX 13706 wmmu“mmu

RESEARCH TRIANGLE PARK, NC 27709
Date Mailed: 02/28/2011

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 02/18/2011.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/hgray/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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Atty Dkt. No. 4508US81.014033.1145 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re: David M. Grigg et al. Confirmation No.: 7401
Appl No.: 13/017,823 Group Art Unit: 3621
Filed: January 31, 2011 , 'v“‘ Examiner: To Be Assigned
Title: MOBILE TRANSACTION DEVIF'JVCFE SECURITY SYSTEM

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

RESPONSE TO NOTICE TO FILE MISSING PARTS OF APPLICATION
In response to the Notice to File Missing Parts of Application dated February 10, 2011, enclosed
are the following;:

[] Part 2 of Formalities Letter (Notice to File Missing Parts of Application)

X Declaration and Power of Attorney for the above-identified application, which has
been executed by the named inventor

] Declaration of Inventors which has been executed by the named inventor(s) and
an Assignee Power of Attorney

] Applicant claims small entity status

Fees in the amount of $130 surcharge under 37 C.F.R.§ 1.16(f) are being

authorized via EFT when electronically filing -

[]  English Translation and $130.00 (37 CFR 1.17(i)) fee for filing late.

] Other: ' ,

= Any deficiency, additional fee, or credit may be charged to our Deposit Account

No. 13-4365.
Respectfully submitted,
Andrew D. Gerschutz
Registration No. 65,529
CUSTOMER NUMBER 69603

MOORE & VAN ALLEN PLLC
430 Davis Drive, Suite 500

Post Office Box 13706

Research Triangle Park, NC 27709
Tel Triangle Office (919) 286-8000
Fax Triangle Office (919) 286-8199

Electronically filed via the EFS-Web Electronic Fllmg System of the United States Patent and
Trademark Office on February 18, 2011. PR

TRIN755261v1
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Doc Code: Oath
Document Description: Oath or declaration filed PTO/SB/01 (04-09)
Approved for use through 06/30/2010. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

, ( Attorney Docket 4508US1.014033.1145 ™
DECLARATION FOR UTILITY OR Number . '
DESIGN First Named Inventor | David M. Grigg
PATE1V3'£ élli:I];LIIES‘ATION COMPLETE IF KNOWN
( 63) Application Number | To Be Assigned
Declaration Declaration - Filing Date
. Submitted After Initial .
X \S;/’::Ln f:;?al OR [] F3i17irgp(;uic:1gr(goe Art Unit To Be Assigned
\_ Filing fzequired)' Examiner Name To Be Assigned Y,

1 hereby declare that: (1) Each inventor’s residence, mailing address, and citizenship are as stated below next to their name; and (2) I believe the
inventor(s) named below to be the original and first inventor(s) of the subject matter which is claimed and for which a patent is sought on the
invention titled:

MOBILE TRANSACTION DEVICE SECURITY SYSTEM

(Title of the invention)
the application of which

X is attached hereto

OR

[ was filed on (MM/DD/YYYY) as United States Application Number or PCT International
Application Number and was amended on (MM/DD/YYYY) (if applicable).

I hereby state that I have reviewed and understand the contents of the above identified application, including the claims, as amended by any
amendment specifically referred to above.

I acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR 1.56, including for continuation-in-part
applications, material information which became available between the filing date of the prior application and the national or PCT international filing
date of the continuation-in-part application.

Authorization To Permit Access To Application by Participating Offices

X If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WIPO), and any other intellectual property offices in
which a foreign application claiming priority to the above-identified patent application is filed access to the above-identified patent application. See
37 CFR 1.14(c) and (h). This box should not be checked if the applicant does not wish the EPO, JPO, KIPO, WIPO, or other intellectual property
office in which a foreign application claiming priority to the above-identified patent application is filed to have access to the above-identified patent
application.

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the above-identified patent application with respect to: 1) the
above-identified patent application-as-filed; 2) any foreign application to which the above-identified patent application claims priority under

35 U.S.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of 37 CFR 1.55 has been filed in the
above-identified patent application; and 3) any U.S. application-as-filed from which benefit is sought in the above-identified patent application.

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the date of filing the Authorization to Permit Access to
Application by Participating Offices.

[Page 1 of 7
This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which s to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 21 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/SB/01 (04-09)

Approved for use through 06/30/2010. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

DECLARATION — Utility or Design Patent Application

~

Claim of Foreign Priority Benefits

1 hereby claim foreign priority benefits under 35 U.S.C. 119(a)-(d) or (f), or 365(b) of any foreign application(s) for patent,

| inventor’s or plant breeder’s rights certificate(s), or 365(a) of any PCT international application which designated at least one
country other than the United States of America, listed below and have also identified below, by checking the box, any foreign
application for patent, inventor’s or plant breeder’s rights certificate(s), or any PCT international application having a filing date
before that of the application on which priority is claimed.

Prior Foreign Application Country Foreign Filing Date Priority Certified Copy Attached?
Number(s) (MM/DD/YYYY) Not Claimed YES NO
LJ Ll L]
O U U
Ll U 0
] 0 O

] Additional foreign application number(s) are listed on a supplemental priority data sheet PTO/SB/02B attached hereto.

[Page 2 of 7]
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31-Jan-2011 O1:11 PM your name here 9803870246  — = —T097 116

: ; PTOISB/OS (04-09)
J E Approved for uss through 06/30/2010. OMD 0631-0032
:U.S. Patent and Trademurk OfTice; 1.8, DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no potsons are required to tespond to a collootion of intormation wiless it contuins u valid OMB control number.

~

DECLARATION — Utility or Design Patent Application

. Tho address
Dircet all . .
cotrespondence to: & 23521?:::“?‘?;3&_: 69 9603 OR O

Cormrespondence
Address below

Name "
Moore & Van Allen, PLLC

Address

P.O. Box 13706
Cily State ' Zlp
Rescarch Triangle Park " | NC 27709
Country Telephone Email
Us

WARNING:
Petitioner/applicant is cautioned to avoid submitting personal informarion in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank sccount numbers, or credit card numbers
(other than a check or credit card anthorization form PTO-2038 submitted for paymant purposes) is never required by the USPTO to
support a pelition or an application. If this lype of personal information is inchuded in documents submitted to the USPTO,
petitioncrs/applicants should consider redacting such personal information from the documents befors submiiting them to the
USPTOQ, Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
apphication (unless a non-publieation request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an sbandoned application may also be available to the public if the application is referenced in
a published application or an issued patent (see 37 CFR. 1.14), Checks and credit card authorization forms PTO-2038 submitted for
payment purposes are not Tetained in the application file and therefore are not publicly available, Pelitioner/applicant is advised that
documents which form the record of a patent application (such as the PTO/SB/01) are placed into the Privacy Act system of records
DEFARTMENT OF COMMERCE, COMMERCE-PAT-7, System name: Patent Application Files. Documents not retained in an
application file (such as the PTO-2038) are placed into the Privacy Act system of
COMMERCL/PAT-TM-10, System name: Deposit Accounts and Electronic Funds Transfer Profiles.

I hereby declare that all statements mude herein of my own knowledge are truc and that all statements made on information and
bellef are belicved to be true; and further that these statements were made with the knowledge that willful false statements and the
like so tade are punishable by fine or Imprisonment, or both, under 18 U.S.C. 1001 and that such willful fulse statements may
jeopardize the validity of the application or any patent issued thereon. ]

NAME OF SOLE OR FIRST INVENTOR; [ A petition has been filed for this unsigr;e'd inventor

Given Name (first and middle [if any]) Family Name or Surname

David M. Grigg
Tnventor’s Signature T Date | 312011 )
- . n ,
4A : ; i
Residence: City State 4 Country Citizenship
Rock Hill SC Us . Us
| Mulling Address ‘ ’ s
¢f/o Bank of America, Maileode: NC1-002-29-01, 101 8, ‘Ttyon Street
| City Stato Zip ’ Counnry
Charlotte NC 28285« Us

__3___ supplemental shec(s} PTO/SBAZA or 021.K nitached heroto

K Additionsl inventors or alcgal representative ure heing named on the
o [Page 3 ot 71,
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— — ull\;IsB/H”A (0707
Approved for use through 06/30/2010, OMB 06510032
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

ADDITIONAL INVENTOR(S)
DECLARATION Supplemental Sheet
Page 4 of 7
Name of Additional Joint Inventor, if any: D A petition has been filed for this unsigned
inventor

Given Name (first and middle [if any]) Family Name Or Surname
Patrick B. Kelly
Inventor’s Signatyre, > Date

~semuh, Srea /)

Residence: City v State Country Citizenship
Charlotte NC US US
Mailing Address
¢/o Bank of America, Mailcode: NC1-002-29-01, 101 S. Tryon Street
City State Zip Country
Charlotte NC 28255 US

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to
take 21 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the
individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the
Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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27-Jan-2011 08:01 PM Bank of America 7046832588 4/5

PTGQ/SBI02A (07-07)
Approved for use through 06/30/2010, OMB 0651-0032
U.8, Patent and Tratemark Officer U.S, DEFARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are requirad to respand to a collection of information unless it disploys » valld OMB contyol number,

DECLARATION ﬁ,’ﬁﬁﬁﬁ?AL INVENTOR(S)
Popo $ of 7
Name of Additional Joint Inventor, If any: D A petition has been filed for this unsigned
inventor
Given Name (first and middle [if any]) Family Name Or Surname
Alicia C, Jones
Date
talsy
State Country Citizenship
Fort Mill SC Us Us
Mailing Address
¢/o Bank of America, Mailcode: NC1-002-29-01, 101 8, Tryon Street
City State Zip Country
Charlotte NC 28255 US

This eallaction of information Ia required by 36 U.8.C. 116 and 37 CFR 1,63, The Information Is requirad 1o obtaln or rélaif & benem by the public which is 1o
fila (and by the USFTO to process) an application. Confidantiality is governed by 36 U.8.C. 122 and 37 CFR 1.41 and 1,44, Thie collzotion Is estimatad to
taks 21 minu{as to complate, including gathering, praparing, and submitting the complatad appileation form to the USPTO.| Time will vary depanding upon the
Individual case. Any comments on the amount of tma yau raquité to complete this form and/or suggastiona for raducing|this burdan, should be sent fo the
Chief information Offiaer, U.8. Patant and Trademark Office, U.2. Dapartmant of Gommerce, P.O. Box 1450, Alexandria, VA 22313.1450, DO NOT SEND
FEES OR COMPLETED FORMS TO THI6 ADDRESS, SEND TO: Commissioner for Patents, P,O, Box 1450, Alexandfla, VA 22313.1450,

{fyou nead assistance in completing the form, catl 1-800-PTO-9199 and select opvion 2.
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PTOSBALA (07-07)
Approved for use through 06/30/2010. OM B 0651-0032
LL8, Patent and Trademark Office: US, DEPARTMENT OF COMMERCE
Uniter the Paperwork Reduction Act of 1995, no persons are required to respond to a calieetion of infornsation undess It displays a valid OMB control number,

X ADDITIONAL INVENTOR(S)
DECLARATION Supplemental Sheet
- Page 6 of 7
Name of Additional Joint Inventor, if any: [_-_] A petition has been filed for this unsigned
invenior
Given Name (first and middle [if any]) Family Name Or Surname
Marc B. Keller

748 Ew? 28 /30

Residence: City State © | Country Citizenship'
Charlotte NC Us us

Mailing Address

¢/o Bank of America, Mailcode: NC1-002-29-01, 101 S. Tryon Street

City State Zip Country
Charlotte NC 128255 us

This collection of information is requited by 35 U.S.C, 115 and-37 CFR 1,63, The information is required to obtain or retain a benefit by the public which is to
-~ file {and by the USPTO to process) an-application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This coliection is estimated lo
take 21 minutes to complate, including gathering, preparing. and submitting the completed application form to the USPTO. Time will vary depending upon the
individual case, Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent lo the
Chief Information Officer, U.S. Patent-and Trademark Offica, U.S. Dapariment of Commerce, .0 Box 1450, Alexandria, VA 22313-1480. DO NOQT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. 8END TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,
¥ you nmead axsistance in completing the:formy call 1-800-PTO-9 199 und select option 2.

,
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2);
(2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may
not be able to process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S8.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public afier either
publication of the application pursuant to 35 U.S.C. 122(D) or issuance, of a patent pursuant to 35 U.S.C. 151.
Further, a record may be disclosed, subject to the hmitations of 37 CFR 1.14, as a routine use, to the public if
the record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public inspection
or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
[Page 7 of 7]
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re United States Patent Application of:

Docket No.: 4508US1.014033.1145
Applicant: David M. Grigg Examiner: Not Yet Assigned
Application No.: 13/017,823 Art Unit: 3621
Date Filed: January 31, 2011 Conf. No.: 7401
Title: MOBILE TRANSACTION Customer No.:
DEVICE SECURITY SYSTEM

N N N N N N Nt N N s w wt “wtt w o’ “w

INFORMATION DISCLOSURE STATEMENT

Mail Stop Amendment
Commissioner for Patents
PO Box 1450

Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. §1.56, the attention of the Patent and Trademark Office is hereby directed to the
reference(s) listed on the attached PTO/SB/08A. One copy of each reference is attached. It is
respectfully requested that the information be expressly considered during the prosecution of this
application, and that the reference(s) be made of record therein and appear among the "References Cited"
on any patent to issue therefrom.

DX 1. This Information Disclosure Statement is being filed within three months of the U.S. filing date
OR before the mailing date of a first Office Action on the merits. No certification or fee is
required.

[] 2. This Information Disclosure Statement is being filed more than three months after the U.S. filing
date AND after the mailing date of the first Office Action on the merits, but before the mailing
date of a Final Rejection or Notice of Allowange. i ¢, .
[] a. T hereby certify that each item of information contained in this Information Disclosure
Statement was cited in a communication from a foreign patent office in a counterpart
foreign application not more than three months prior to the filing of this Information

Disclosure Statement. 37 C.F.R. §1.97(e)(1).

TRI1\755490v1
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[] b. Ihereby certify that no item of information in this Information Disclosure Statement was
cited in a communication from a foreign patent office in a counterpart foreign
application and, to my knowledge after making reasonable inquiry, was known to any
individual designated in 37 CFR §1.56(c) more than three months prior to the filing of
this Information Disclosure Statement. 37 C.F.R. §1.97(e)(2).

[[] c. Included is our EFT in the amount 'of:$180.00 in payment of the fee under 37 C.F.R.
§1.17(p). Please credit or debit Deposit Account No. 13-4365 as needed to ensure
consideration of the disclosed information. Two duplicate copies of this paper are
attached.

(] 3. This Information Disclosure Statement is being filed more than three months after the U.S. filing
date and after the mailing date of a Final Rejection or Notice of Allowance, but before payment
of the Issue Fee. Applicant(s) hereby petition(s) that the Information Disclosure Statement be

considered. Attached is our check no. in the amount of $180.00 in payment of the petition
fee under 37 C.F.R. §1.17(p). Please credit or debit Deposit Account No. as needed to
ensure consideration of the disclosed information. Two duplicate copies of this paper are
attached.

[] a. T hereby certify that each item of information contained in this Information Disclosure
Statement was cited in a communication from a foreign patent office in a counterpart
foreign application not more than three months prior to the filing of this Information
Disclosure Statement. 37 C.F.R. §1.97(e)(1).

[J b. T hereby certify that no item of information in this Information Disclosure Statement was
cited in a communication from a foreign patent office in a counterpart foreign
application or, to my knowledge after making reasonable inquiry, was known to any
individual designated in 37 CFR §1.56(c)-more than three months prior to the filing of
this Information Disclosure Statemént. 37 C.F.R. §1.97(e)(2).

Respectfully submitted,

Date: _February 18,2011 M, /7 : J(’fm{wf T

Andrew D. Gerschutz ﬁ‘
Reg. No. 65,529

Attorney for Applicant

Moore & Van Allen, PLLC
Telephone: (919) 286-8000
Facsimile: (919) 286-8199

TRII\755490v1
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Substitute for form 1449/PTO Comp]ete if Known
(Revised 07/2005) Application Number 13/017,823
DISCLOSURE First Named Inventor David M. Grigg, et al.
Group Art Unit 3621
STATEMENT BY APPLICANT _ To Be Assigned
(Use as many sheets as necessary) Examiner Name
Sheet | 1 | of | 1 [ Attorney Docket Number [ 4508US1.014033.1145
U. S. PATENT DOCUMENTS
Document Number
Examiner | Cite Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* | No. | Number - Kind Code (if known) | MM-DD-YYYY Applicant of Cited Document Relevant P”Sﬂgz; ;ef;r“le"m Figures
7,071,113 B2 07-04-2006 KIM, ET AL.
U. S. PATENT APPLICATION DOCUMENTS
Document Number
Examiner | Cite Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No. | Number - Kind Code (ifknown) | MM-DD-YYYY Applicant of Cited Document Relevant Pa.ssagAei)[(’)efalr{elevant Figures
2010/0051685 Al 03-04-2010 ROYYURU, ET AL.
2010/0125495 Al 05-20-2010 SMITH, ET AL.
FOREIGN PATENT DOCUMENTS
Foreign Patent Document Pages, Columns, Lines, English
Examiner Cite Publication Date | Name of Patentee or Where Relevant Language
Initials* No. Country Code - Number Kind Code MM-DD-YYYY | Applicant of Cited Passages or Relevant Translation
(if known) Document Figures Appear Attached
OTHER DOCUMENTS
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, English
Examiner Cite magazine, journal, serial, symposium, catalog, etc.), date, page(s) , volume-issue number(s), publisher, city and/or Language
Initials* No. country where published. Translation

Attached

GRIGG, DAVID M., ET AL., US Patent Application No. 13/017,835, Filed 01/31/2011.

Examiner Date
Signature Considered

*Examiner: Initial if reference considered, whether or not citation is in conformance with MPEP
609. Draw line through citation if not in conformance and not considered. Include copy of this
form with next communication to applicant.
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PTQISB/E) (01-08) L
Approved for use through 12/31/2008, OMB 0861-0035
U.8. Palent and Trademark Office; .9, DEPARTMENT OF COMMERCE
Under thie Paperwork Raduction Acl of 1896, no persone are required to respond to a collaction of Information unless it displays a valid OMB control number.

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO J

11 hereby revoke all previous powers of attornay given in the application identified in 1he attached statement under | |
1 I hereby appoint: R S

E] Practitioners assoclated with the Customer Number: 69603

OR
D Practitioner(s) namad below (if more than ten patent practitioners are to be nemed, then a customer number must be used):

Name ‘ Reglstratlon

Name Reglstration
Number

Number

as aﬂofnay(s) o agent(s) to represent The undaxs!ghe& Before (ha Uhlied Statos Patont and Trademark Office (USPTO) in conn.ecnon Wllh - ’ 4

“ any and all patent applications assigned only fo.the. undersignad according o the. USPTQ assignment records or assignmant documents 1 , i
attachag to-4kils form In accordagice with 37 CFR 3.7 i i R e g .  } l

Please change the cor dance el for the application Identified in the attachied statement under 37 CFR 3.73(b) to: . )

El The address assoclated with Customer Number: 69603
OR
| l Firm or

Individual Name

Address

Ty l State Zip

4| Country .
‘[ Telephone ‘ l'EmaII

Renigngs. Nare andAddrass
Bank of America Corporation et ' i
101 South Tryon Street . L R
Charlotte, NC 28255 oy » i

A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SB/Y6 o eruivalent) is required to be
filed In each application In which this form is used. The statement under 37 CFR 3.73(b) may he completed by one of
the practitioners appointed in this form if the dppointed practitioner is authorized to act on behalf of the assignee,
and must identify the:zipplication i which this Power :of Attornay Is to be flied.
SIGNATURE of Asslgnee of Record
tltle Is supplied below is authorized to act on behalf of the assignee:
[2/0

jehaile 704~ 388-6952

[tome 1 Machael A, sprangs .
 ETC S Y cant. General

TThis:colfac(ion of Inforallon:1 MUl AGFR-1,3Y, 102an 1 Thu‘lnfqrmgm{;ﬁﬁ-_ z ulgig',lo ‘obtain o a:beno! ls, g
by the USPTO to pracess) an appliation:: Confidentiallty Is' governed by 36 U.8.G. 122w R 141 end 1,14, Thia collaction.la eaimated o take 3 minules:
to complete, including gathering, preparing, ang submitting tha campleted application form 1o the USPTO. Time will vary depending pon fie Individual cass, Any
comments on the amaurit of time you require to complete this form andfor supgestions for reducing thia burden, should be gant to the Chief Information Ofileer,
4.8, Patent and Trademark Office, U.8. Depariment of Commerce, P.O. Box 1450, Alexendria, VA 22313-1450, DO NOT SEND FEES OR GOMPLETED
FORMS TO THIS ADDRESS. SEND TO: G lasl for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in compieting the form, call 1-800-PTO-9199 and select option 2.
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PTO/SB/96 (07-09)

Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information uniess it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owner: BANK OF AMERICA CORPORATION
Application No./Patent No.: 13/017,823 Filed/Issue Date: 01/31/2011
Titled: MOBILE TRANSACTION DEVICE SECURITY SYSTEM

BANK OF AMERICA CORPORATION ,a corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.

states that it is:

1. IX] the assignee of the entire right, title, and interest in;

2. [] anassignee of less than the entire right, title, and interest in
(The extent (by percentage) of its ownership interest is %); or

3. D the assignee of an undivided interest in the entirety of (a.complete assignment from one of the joint inventors was made)

the patent application/patent identified above, by virtue of either:

A. [Xl An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a
copy therefore is attached. :

OR
B. l:l A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.

2. From; To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame . or for which a copy thereof is attached.

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

D Additional documents in the chain of title are listed on a supplemental sheet(s).

[Xl As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE:'A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

2/e/n

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

‘éignature r Dafe
Andrew D. Gerschutz Attorney of Record
Printed or Typed Name Title

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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4508U51,014033.1145

ASSIGNMENT

WHEREAS, I, David M. Grigg (“Assignor*’), a oitizen of the United States of Amerien, roslding in Rock Hill, South
Caroline, huve invented certaln new and usefu] inventions entitled “MOBILE TRANSACTION DEVICE SECURITY SYSTEM™,
Tf the followlng lines are blank, the above application was filed on even date horewith, otherwise, to comply with 37 CFR §3.2)
for vecordal of this assignment, I, an assignor below, hereby authorize the anorneys for Bank of America to insert the flling date
and spplication number below after they become known und prior to filing the rocordution, US, Application No,
___13/017.823 _ filed .,  January 31,2011 .

WHEREAS, BANK OF AMERICA CORPORATION ("Assignee"), a Corporation duly organized under the laws of the
State of Delaware, and having its offices and placc of business gt Charlotte, North Caroling, is desirous of acquiring the entlre
right, title and interest in and to the aforesald Inventions und in and to all applications and V.elters Patent therefor granted in the
United States of America, and in any and all countries forcign thereto:

NOW, TIHERLIORE, TO WHOM IT MAY CONCERN, be, it known. that, for good and valuable consideration,
including salary or payment for the waking of inventions, or umployge benefits, the recelpt and sufficiency of which is hereby
acknowlodged, 7 said Assignor, by thase presents do sell, assign und transfer unto said Assigneo, its successors, assigns and legal
representatives, the full and exclusive right, title and interest for the torritury of the United States of Amcrics and all countries
foreign thereto, and throughout the world and in space, (including the-right to apply for Letters Patont in forsign countrioy in ity
own name and to claim any priority rights for such foreign applications to which such spplications are entitled wader internationul
vonventions, treaties, or otherwise), in and to sald inventions and in and to all applications end Letters Patent granted therefor, and
ull non-provisionals, divisions, reissues, continuations and extensions therecf, and In and to al) copyrights, trademarks with their
ussociated goodwill, wrade secrets, confidential information, and compilations, necessary or useful to male, use, or sell the
inventions, 1 horeby authorize and request the Comimlssioner of Patents, and any officlal whoso duty it is tw isyue patents, to issue
all Letters Patent on sald inventions or resulting therefrom to said Assignee, or its successors and assigns, as assignee of the entire
right, title and Interest. | represent and warrant that 1 have full right to agree to, execute, and deliver thiy asyignment, I agree that
will without furthor consideration, but at the expanss of Assignee, conmunicate to said Assignee, or {fs successors, assigns, or
noninees, any and all facts known to me regarding said inventions whenever requested, and that T will execute all non-provislonal,
divisional, relssue and continuation applications, testify in uny legal proceedings, sign all lawful papers, make all rightful caths,
and generally do everything reasonable for said Assiguoe, its successors, assigns, and nofainces, to obtain and enforce proper
patent protection for sald inventions in all countries.

TN WITNESS WHERBOF, T have hereunto set my hand and scal this __o3 { day of_Jamwaryy 200}

Dawid ™. L o

DAVID M. GRIGG, Assignor

IRINTS1290v)

Samsung Exhibit 1020, Page 151 of 230



4508U81.014033.1145

ASSIGNMENT

WHEREAS, 1, Patrick B. Kelly (“Assignor”), a citizen of the United States of America, residing in Charlotte, North
Carolina, have invented certain new and useful inventions entitled “MOBILE TRANSACTION DEVICE SECURITY SYSTEM”,
If the following lines are blank, the above application was filed on even date herewith, otherwise, to comply with 37 C.F.R. §3.21
for recordal of this assignment, I, an assignor below, hereby authorize the attorneys for Bank of America to insert the filing date
and application number below after thev bhecome known and prior to filing the recordation. U.S. Application No.
__13/017.823 filed January 31. 2011

WHEREAS, BANK OF AMERICA CORPORATION ("Assignee"), a Corporation duly organized under the laws of the
State of Delaware, and having its offices and place of business at Charlotte, North Carolina, is desirous of acquiring the entire
right, title and interest in and to the aforesaid inventions and in and to all applications and Letters Patent therefor granted in the
United States of America, and in any and all countries foreign thereto:

NOW, THEREFORE, TO WHOM IT MAY CONCERN, be it known that, for good and valuable consideration,
including salary or payment for the making of inventions, or employee benefits, the receipt and sufficiency of which is hereby
acknowledged, I said Assignor, by these presents do sell, assign and transfer unto said Assignee, its successors, assigns and legal
representatives, the full and exclusive right, title and interest for the territory of the United States of America and all countries
foreign thereto, and throughout the world and in space, (including the right to apply for Letters Patent in foreign countries in its
own name and to claim any priority rights for such foreign applications to which such applications are entitled under international
conventions, treaties, or otherwise), in and to said inventions and in and to all applications and Letters Patent granted therefor, and
all non-provisionals, divisions, reissues, continuations and extensions thereof, and in and to all copyrights, trademarks with their
associated goodwill, trade secrets, confidential information, and compilations, necessary or useful to make, use, or sell the
inventions. I hereby authorize and request the Commissioner of Patents, and any official whose duty it is to issue patents, to issue
all Leiters Patent on said inventions or resulting therefrom to said Assignee, or its successors and assigns, as assignee of the entire
right, title and interest. I represent and warrant that I have full right to agree to, execute, and deliver this assignment. I agree that I
will without further consideration, but at the expense of Assignee, communicate to said Assignee, or its successors, assigns, or
nominees, any and all facts known to me regarding said inventions whenever requested, and that I will execute all non-provisional,
divisional, reissue and continuation applications, testify in any-legal proceedings, sign all lawful papers, make all rightful oaths,
and generally do everything reasonable for said Assignee, its sucgessors, assigns, and nominees, to obtain and enforce proper
patent protection for said inventions in all countries. i

IN WITNESS WHEREOF, I have hereunto set my hand and seal this ' day of fFenBrvAZ ¢ ,20 _/_ /

S

PATRICK B. KELLY, Aséinor

TRIN751292v]
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4508US1.014033.1145

ASSIGNMENT

WHEREAS, 1, Alicia C. Jones (“Assignor”), a citizen of the United States of America, residing in Fort Mill, South
Carolina, have invented certain new and useful inventions entitled “MOBILE TRANSACTION DEVICE SECURITY SYSTEM”.
If the following lines are blank, the above application was filed on even date herewith, otherwise, to comply with 37 C.F R. §3.21
for recordal of this assignment, 1, an assignor below, hereby authorize the attorneys for Bank of America to insert the filing date
and application number below after they become known and prior to filing the recordation. U.S. Application No.

13/017.823 filed _ January 31,2011

WHEREAS, BANK OF AMERICA CORPORATION ("Assignee"), a Corporation duly organized under the laws of the
State of Delaware, and having its offices and place of business at Charlotte, North Carolina, is desirous of acquiring the entire
right, title and interest in and to the aforesaid inventions and in and to all applications and Letters Patent therefor granted in the
United States of America, and in any and all countries foreign thereto::

NOW, THEREFORE, TO WHOM IT MAY CONCERN, be it known that, for good and valuable consideration,
including salary or payment for the making of inventions, or employee benefits, the receipt and sufficiency of which is hereby
acknowledged, I said Assignor, by these presents do sell, assign and transfer unto said Assignee, its successors, assigns and legal
representatives, the full and exclusive right, title and interest for the territory of the United States of America and all countries
foreign thereto, and throughout the world and in space, (including the right to apply for Letters Patent in foreign countries in its
own name and to claim any priority rights for such foreign applications to which such applications are entitled under international
conventions, treaties, or otherwise), in and to said inventions and in and to all applications and Letters Patent granted therefor, and
all non-provisionals, divisions, reissues, continuations and extensions thereof, and in and to all copyrights, trademarks with their
associated goodwill, trade secrets, confidential information, and compilations, necessary or useful to make, use, or sell the
inventions. I hereby authorize and request the Commissioner of Patents, and any official whose duty it is to issue patents, to issue
all Letters Patent on said inventions or resulting therefrom to said Assignee, or its successors and assigns, as assignee of the entire
right, title and interest. I represent and warrant that I have full right to agree to, execute, and deliver this assignment. I agree that I
will without further consideration, but at the expense of Assignee, communicate to said Assignee, or its successors, assigns, or
nominees, any ‘and all facts known to me regarding said inventions whenever requested, and that I will execute all non-provisional,
divisional, reissue and continuation applications, testify in any legal proceedings, sign all lawful papers, make all rightful oaths,
and generally do everything reasonable for said Assignee, its successors, assigns, and nominees, to obtain and enforce proper
patent protection for said inventions in all countries.

5 27 dayor_5e
IN WITNESS WHEREOF, 1 have hereunto set my hand and seal this day of So. , 20 4{

ALICIA C,/JONES, Assignor

TRINN751293v1
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4508081.014033.1145

ASSIGNMENT

WHEREAS, 1, Marc B, Keller (“Assignor™), a citizen of the. United States. of America, residing in Chartotte, North
Carolina, have invénted certain new and useful inventions entitled “MOBILE TRANSACTION DEVICE SECURITY SYSTEM™,
11 the following lines are blank, the above application was filed on cven date herewith, otherwise, to comply with 37 C.F.R, §3.21
for recordal of this assignment, 1, an assignor below, hereby authorize the atlorneys for Bank of America to insert the [iling date
and application number below after thev become known and prior to filing the recordation. U.S. Application No,
e 13/017.823 filed __January 31,2011

WHEREAS, BANK OF AMERICA CORPORATION ("Assignee”), a Corporation duly organized under the laws of the
State of Delaware. and having its offices and place of business al Charlotie, North Carolina, is desirous of acquiring the entire
right, title and interest in and to the aforesaid inventions and in and to all applications and Letiers Patent therefor granted in the
United States of Americe, and in any and all countries foreign theretos

NOW, THEREFORE, TO WHOM [T MAY CONCERN, be it known that, for good and valuable consideration,
including salary or payment for the making of inventions, or employee benefits, the receipt and sufliciency of which is hereby
acknowledged, 1 said Assignor, by these presents do sell, assign and transfer unto said Assignee. its successors, assigns and legal
representatives, the full and exclusive right, title and interest for:the territory of the United States of America and alf countries
foreign thereto, and throughout the world and in space, (including the right to apply for Letters Patent In foreign countries in ils
own name and to ¢laim any priority rights for such foreign applications to which such applications are entitled under imernational
conventions, treaties, or otherwise), in and to said inventions.and in and to all applications and Letters Patent granted therefor, and
all non~provisionals, divisions. reissues, continuations and extensions thereof, and in and to all copyrights, trademarks with their
associated goodwill, trade secrets, confidential information, and compilations, necessary or useful 1o make. use, or scll the
inventions. [ hereby authorize and request the Commissioner of Patents, and any official whose duty it is lo issue patents. Lo issuc
all Letters Patent on said inventions or resulting therefrom to said Assignee, or its successors and assigns, as assignec of the entire
right, title and interest, | represent and warrant that | have full right to agree to, execute, and deliver this assignment. | agree that |
will without further consideration, but at the expense of Assignee, communicate (o said Assignee, or its suceessors, assigns, or
nominces, any and all facts known to me régarding said inventions whenever requested, and that T will execute all non-provisional.
divisional, reissue and continuation applications, testify in any legal proceedings, sign all lawful papers, make all rightful oaths,
and generally do everything reasonable for said Assignee, its successors, assigns, and nominees, lo obtain and enforce proper
patent protection for said inventions in all countrigs.

IN WITNESS WHEREOF, T have hercunto set my hand and scal this '{2_3“ day of ___ SKV‘_Q(;&__«:?_AM, 20 41

DV e, fely

MARC B. KELLER, Agsignor

TRIVTSIGO?ON
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Electronic Patent Application Fee Transmittal

Application Number: 13017823

Filing Date: 31-Jan-2011

Title of Invention: MOBILE TRANSACTION DEVICE SECURITY SYSTEM
First Named Inventor/Applicant Name: DAVID M. GRIGG

Filer: Andrew D. Gerschutz/LaKeisha Preddie
Attorney Docket Number: 4508U51.014033.1145

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount SullaJ-S'I'Do(tsa)I in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Late filing fee for oath or declaration 1051 1 130 130

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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o . Sub-Total in
Description Fee Code Quantity Amount UsD($)
Miscellaneous:
Total in USD ($) 130
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Electronic Acknowledgement Receipt

EFSID: 9477576
Application Number: 13017823
International Application Number:
Confirmation Number: 7401

Title of Invention:

MOBILE TRANSACTION DEVICE SECURITY SYSTEM

First Named Inventor/Applicant Name:

DAVID M. GRIGG

Customer Number:

69603

Filer:

Andrew D. Gerschutz

Filer Authorized By:

Attorney Docket Number: 4508U51.014033.1145
Receipt Date: 18-FEB-2011
Filing Date: 31-JAN-2011
Time Stamp: 14:45:16

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type

Electronic Funds Transfer

Payment was successfully received in RAM

$130

RAM confirmation Number

984

Deposit Account

Authorized User

File Listing:

Document

Document Description
Number P

File Size(Bytes)/ Multi Pages

File Name Message Digest | Part/.zip| (ifappl.)
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53961
1 Miscellaneous Incoming Letter Transmittal.pdf no 1
0ch867d7775d8901443a2a8ee51c416f5092]
Te59
Warnings:
Information:
) o 40228
5 Applicant Response to Pre-Exam Response_to_Missing_Parts. ho 1
Formalities Notice pdf
0df80916c663eeb8667943a57ddal3eb7{7|

Warnings:
Information:
376171
3 QOath or Declaration filed Executed_Declaration.pdf no 7
314eefdde07b607ce9b1ca3fd07abof85e31
2e3c
Warnings:
Information:
234699
4 Transmittal Letter Submission_|DS.pdf no 2
914ac7def08253ecd 10fb455¢3f8efb114b2)|
Warnings:
Information:
Inf tion Discl Stat t (IDS) 16784
nformation Disclosure Statemen
5 X IDS.pdf no 1
Filed (SB/08) P
427153¢917089ea5c4a78e665e08d5f08113)
3dc4
Warnings:
Information:

This is not an USPTO supplied IDS fillable form

82855
6 Power of Attorney PoA.pdf no 1

a5e8810f056b7e4a35bfdb153292d8e99df)
90eab

Warnings:
Information:
Assignee showing of hip per 37 303236
ssignee showing of ownership per
7 CFR3.73(b). Statement.pdf no 5
ebfad01051648e7534900779213a4a67 2cet
77e8
Warnings:
Information:
30150
8 Fee Worksheet (PTO-875) fee-info.pdf no 2
0el12aeeld56dc0bb5385cf87bbfdfac93e69
b6c9
Warnings:
Information:

Total Files Size (in bytes):I 1238084
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc Code: TRAN.LET
Document Description: Transmittal Letter

PTO/SB/21 (07-09)
Approved for use through 07/31/2012. OMB 0651-0031
us. Patem and Trademark Ofﬁce U S DEPARTMENT OF COMMERCE

Appllcatlon Number

13/017,823

TRANSMITTAL Filing Date 01/31/2011

FO RM First Named Inventor David M. Grigg
Art Unit 3621
Examiner Name TBA

(to be used for all correspondence after initial filing)

Attorney Docket Number )
\ Total Number of Pages in This Submission ‘18 4508U51.014033.1145 )

ENCLOSURES  (Check all that apply)

|:I El After Allowance Communication to TC
Fee Transmittal Form Drawing(s)
D . , Appeal Communication to Board
Fee Attached Licensing-related Papers of Appeals and interferences

Appeal Communication to TC
Petition (Appeal Notice, Brief, Reply Brief)
Petition to Convert to a
Provisional Application
Power of Attorney, Revocation

Change of Correspondence Address

[

Amendment/Reply

D After Final

D Affidavits/declaration(s)

Proprietary Information

Status Letter

Other Enclosure(s) (please Identify
below):

oo oo

Extension of Time Request Terminal Disclaimer

Do
Express Abandonment Request Request for Refund. ,

DHORION O

RICIO

Information Disclosure Statement €D, Number of CD(s),

D Landscape Table on CD

Certified Copy of Priority Remarks

Document(s)

Reply to Missing Parts/

Incomplete Application

Reply to Missing Parts
under 37 CFR 1.52 or 1.53

Nl

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT

Firm Name
MOORE & VAN ALLEN, PLLC

Signature M\’ ﬁ -

Printed name Andrew D. Gerschutz ¢

Date 02/18/2011 I Reg. No. | 65,529

/

| hereby certify that this correspondence is being facsimile transmitted to,the' USPTO or deposited with the United States Postal Service with
sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on
the date shown below:
Signature

Qped or printed name . Date j

This collection of information is required by 37 CFR 1.5. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and1.14. This collection is estimated to 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

CERTIFICATE OF TRANSMISSION/MAILING \

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number

Substitute for Form PTO-875 13/017,823
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE(S) FEE($)
BASIC FEE
(37 CFR 1.16(a), (8), or (9] N/A N/A N/A N/A 330
SEARCH FEE
(@7 CFR 1.16(K). i, o (m)) N/A N/A N/A N/A 540
EXAMINATION FEE
(37 CFR 116(0), (p), or (@) N/A N/A N/A N/A 220
TOTAL CLAIMS *
(37 CFR 1.16(i)) 39 minus 20= 19 OR [x 52 = 988
INDEPENDENT CLAIMS . *
(57 CFR 1.16() 3 minus 3 = x 220 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $270 ($135 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(})) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 2078

APPLICATION AS AMENDED - PART Il

OTHER THAN
(Column 1) (Column 2) (Golumn 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST

REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE®) FEE($)
E AMENDMENT PAID FOR
L Total * Mi . =
S (37 CFR 1.16(7) e x = OR |«x =
a Independent * Minus | *** =
5 (37 GFR 1.16(h)) X = OR |x =
<§( Application Size Fee (37 CFR 1.16(s))

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) {Column 3)
CLAIMS HIGHEST

REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
L Total * Minus | ** = " -
= (37 CFR1.16() OR [|x =
% Independent * Minus | *** = X - OR |«x =
w (37 CFR 1.16(h)) B B
<§( Application Size Fee (37 CFR 1.16(s))

OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1
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UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQO. Box 1450

Alexandria, Virgia 22313-1450

WWW.USDEO g0V

[ APPLICATIONNUMBER | FILING OR 371(C) DATE | FIRSTNAMBD APPLICANT | ATTY. DOCKET NO./TITLE
13/017,823 01/31/2011 DAVID M. GRIGG 4508US1.014033.1145
CONFIRMATION NO. 7401
69603 FORMALITIES LETTER

MOORE & VAN ALLEN, PLLC FOR BOFA

130 DAVIS DAVE, SUITE 500 B B

POST OFFICE BOX 13706
RESEARCH TRIANGLE PARK, NC 27709

Date Mailed: 02/10/2011

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)

Filing Date Granted
Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items below to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied
by the extension fee under the provisions of 37 CFR 1.136(a).

* The oath or declaration is missing.

A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date, is required.

Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63

signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary interest,
is required.

The applicant needs to satisfy supplemental fees problems indicated below.
The required item(s) identified below must be timely submitted to avoid abandonment:

« A surcharge (for late submission of filing fee, search fee, examination fee or oath or declaration) as set forth in
37 CFR 1.16(f) of $130 for a non-small entity, must be submitted.

SUMMARY OF FEES DUE:

Total fee(s) required within TWO MONTHS from the date of this Notice is $130 for a non-small entity
+ $130 Surcharge.

page 1of 2
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Replies should be mailed to:
Mail Stop Missing Parts
Commissioner for Patents

P.O. Box 1450
Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https:/sportal.uspto.gov/authenticate/AuthenticateUserl ocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http://www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/spathammavong/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 2 of 2
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UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQO. Box 1450

Alexandria, Virgia 22313-1450

WWW.USDEO g0V

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE REC'D I ATTY.DOCKET.NO ITOT CLAIMSIIND CLAIMSl
13/017,823 0173172011 3621 2078 4508US1.014033.1145 39 3
CONFIRMATION NO. 7401
69603 FILING RECEIPT
MOORE & VAN ALLEN, PLLC FOR BOFA
430 DAVIS DRIVE, SUITE 500 AL AL
000000045948672

POST OFFICE BOX 13706
RESEARCH TRIANGLE PARK, NC 27709

Date Mailed: 02/10/2011

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)

DAVID M. GRIGG, Rock Hill, SC;

Patrick B. Kelly JR., Charlotte, NC;

Alicia C. Jones, Fort Mill, SC;

Marc B. Keller, Charlotte, NC;
Assignment For Published Patent Application

BANK OF AMERICA CORPORATION, Charlotte, NC
Power of Attorney: None

Domestic Priority data as claimed by applicant

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)

If Required, Foreign Filing License Granted: 02/10/2011

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/017,823

Projected Publication Date: To Be Determined - pending completion of Missing Parts
Non-Publication Request: No

Early Publication Request: No

page 1of 3
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Title

MOBILE TRANSACTION DEVICE SECURITY SYSTEM
Preliminary Class

705

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as

page 2 of 3
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

page 3 of 3
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UTILITY
PATENT APPLICATION Attorney Docket No 4508US1.014033.1145

TRANSMITTAL First Named Inventor David M. Grigg et al.
(Only for new nonprovisional Title MOBILE TRANSACTION DEVICE SECURITY SYSTEM

applications under 37 CFR 1.53(b)) Filed via EFS-Web on January 31, 2011

ADDRESS TO: COMMISSIONER FOR PATENTS
P.O. BOX 1450
ALEXANDRIA, VA 22313-1450

Transmitted herewith for filing in the United States Patent Office is a patent application for:

Inventors: David M. Grigg; Patrick B. Kelly; Alicia C. Jones; Marc B. Keller

Assignee of this invention is Bank of America Corporation

1. X The Filing Fee has been calculated as shown below:
2. No Applicant claims Small Entity Status. See 37 CFR 1.27.
Small Entity Rate Large Entity Rate
No. Filed No. Extra Fee Fee

BASIC FEE $0 $ 330
SEARCH FEE $0 $ 540
EXAMINATION FEE $0 $ 220
TOTAL CLAIMS: 39 -20= 19 X 26= $0 19 x 52= § 988
INDEP CLAIMS: 3-3= 0 X110= $0 0x220= $ O
APPLICATION SIZE If the specification, drawings,
FEE and sequence listing exceed $0 $ 0

100 sheets of paper, the
application size fee due is
$270 ($135 for small entity) for
each additional 50 sheets or
fraction thereof.

No MULTIPLE DEPENDENT CLAIMS +195 = $0 +390 = $0
PRESENTED
*If the difference in Column 1 is less than zero, TOTAL $ 0 TOTAL $2.078

enter "0" in Column 2.

The Commissioner is hereby authorized to credit any overpayment or charge any deficiency of the following fees
to Deposit Acct. No. 13-4365.
a. ] Fees required under 37 CFR 1.16 (National filing fees).
b. ] Fees required under 37 CFR 1.17 (National application processing fees)
including any extension of time fees under 37 CFR § 1.136(a) that are required
for consideration of papers filed during prosecution.

A check in the amount of $ for the filing fee is enclosed.
The filing fees paid via EFT in the amount of $2,078.00 when e-filing.

The above filing fee will be paid along with Applicant(s) Response to the Notice to File
Missing Parts.

X 0OX O

Specification [Total Pages 38]

TRIN753409v1
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4, X 9 Sheets of Drawing(s) (35 USC 113)

5. N Declaration [Total Pages |
a. [l Newly executed (original or copy)
b. ] Copy from a prior application (37 CFR 1.63(d)) (if box 18 completed)

i. [0 DELETION OF INVENTOR(S) Signed statement attached deleting
inventor(s) named in the prior application, see 37 CFR 1.63(d)(2) &

1.33(b).
6. Application Data Sheet. See 37 CFR 1.76
7. [C] CD-ROM or CD-R in duplicate, large table or Computer Program (Appendix)
8. Nucleotide and/or Amino Acid Sequence Submission (if applicable, all necessary)
a. [l Computer Readable Copy (CRF)
b ] Request for Transfer of Computer Readable Form of Sequence Listing
under 37 CFR § 1.821(e) and MPEP 2422.05 (must be compliant with new rules)
c. U Specification Sequence Listing on:
i. [] CD-ROM or CD-R (3 copies); or
i, ] Paper ( Pages)
d. ] Statements verifying identity of above copies
ACCONMPANYING APPLICATION PARTS
9. 1 Assignment Papers (cover sheet & document(s) including a check for the $40.00 fee)
10. ] 37 CFR 3.73(b) Statement and General Power of Attorney by Assignee. OR
| Application Specific Power of Attorney by Assignee
11. O English Translation Document (if applicable)
12. I Information Disclosure Statement (IDS)/PTO-1449; Copies of IDS Citations
13. ] Preliminary Amendment
14, ] Return Receipt Postcard (MPEP 503) (Should be specifically itemized)
15. ] Certified Copy of Priority Document(s) (if foreign priority is claimed)
| Foreign Priority is claimed as Application No. , filed
16. | NonPublication Request under 35 U.S.C. 122(b)(2)(B)(i).
Applicant must attach form PTO/SB35 or its equivalent.
17. ] Request for Early Publication Under 37 CFR § 1.219. Fee of $300.00 is enclosed.

18. If a CONTINUING APPLICATION, check appropriate box and supply the requisite information
below and in a preliminary amendment, or in an Application Data Sheet under 37 CFR 1.76:

[] Continuation [ Divisional (] Continuation in Part (CIP)
of prior Application No; ; Filed
Prior Application Information: Examiner Group/Art Unit:

For CONTINUATION or DIVISIONAL APPS only: The entire disclosure of the prior application, from which an oath or
declaration is supplied under Box 5b, is considered a part of the disclosure of the accompanying continuation or
divisional application and is hereby incorporated by reference. The incorporation can only be relied upon when a
portion has been inadvertently omitted from the submitted application parts.

TRIIN753409v1
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19. CORRESPONDENCE ADDRESS
CUSTOMER NUMBER 69603

Signature:

MOORE & VAN ALLEN PLLC FOR BOFA
430 Davis Drive, Suite 500

Post Office Box 13706

Research Triangle Park, NC 27709

Tel Triangle Office (919) 286-8000

Fax Triangle Office (919) 286-8199

J—M‘-\“—u‘\/ 3\, 20\

A At

Attorney of Record: Andrew D. chutz
Registration No. 65,529

Electronically filed via the EFS-Web Electronic Filing System of the United States Patent and Trademark

Office on January 31, 2011.

TRII753409vI1
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention: MOBILE TRANSACTION DEVICE SECURITY SYSTEM
First Named Inventor/Applicant Name: DAVID M. GRIGG

Filer: Andrew D. Gerschutz

Attorney Docket Number: 4508U51.014033.1145

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suﬁ-s.r;(tsa)l in
Basic Filing:
Utility application filing 1011 1 330 330
Utility Search Fee 111 1 540 540
Utility Examination Fee 1311 1 220 220
Pages:
Claims:
Claims in excess of 20 1202 19 52 988

Miscellaneous-Filing:

Petition:
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Sub-Total in

Description Fee Code Quantity Amount UsD($)
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 2078
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Electronic Acknowledgement Receipt

EFSID: 9341761
Application Number: 13017823
International Application Number:
Confirmation Number: 7401

Title of Invention:

MOBILE TRANSACTION DEVICE SECURITY SYSTEM

First Named Inventor/Applicant Name:

DAVID M. GRIGG

Customer Number:

69603

Filer:

Andrew D. Gerschutz

Filer Authorized By:

Attorney Docket Number: 4508U51.014033.1145
Receipt Date: 31-JAN-2011
Filing Date:
Time Stamp: 16:51:05

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type

Electronic Funds Transfer

Payment was successfully received in RAM

$2078

RAM confirmation Number

4285

Deposit Account

Authorized User

File Listing:

Document

Document Description
Number P

File Size(Bytes)/ Multi Pages

File Name Message Digest | Part/.zip| (ifappl.)
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422834
Drawings-only black and white line -
1 . Figures.pdf no 9
drawings
16d4ec9227abfctbc74127f98a8fae4059c44|
871
Warnings:
Information:
208700
2 Specification.pdf yes 38
61e49c7 cfcfaeef5c69b7c10287026c6037el
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 30
Claims 31 37
Abstract 38 38
Warnings:
Information:
277328
3 Application Data Sheet signed_ADS.pdf no 5
5a2ef999a032ea1b563603d0d87df9d 20ae|
Warnings:
Information:
This is notan USPTO supplied ADS fillable form
103571
4 Transmittal of New Application signed_transmittal.pdf no 3
b6dba3a8b8ea36da5c3b1b786a0265b0d4|
3f5d7b
Warnings:
Information:
36714
5 Fee Worksheet (PTO-875) fee-info.pdf no 2
793e203ac6116439f4fch43988de52a4 1b0)
4ce8
Warnings:
Information:
Total Files Size (in bytes):I 1049147
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
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MOBILE TRANSACTION DEVICE SECURITY SYSTEM

BACKGROUND

[0001] People desire convenience and speed when conducting financial
transactions but are also concerned about the security of the transactions. Many people
conduct transactions at a variety of merchants, such as coffee shops and grocery stores,
and would like both convenience and control over their transaction security. Currently,
people use debit cards, credit cards, checks, or cash when paying for goods and services.
These current forms of payment can be inconvenient to use and lack effective
customizable security measures.

[0002] When using a debit card or credit card to conduct a financial transaction,
the user is often required to enter a personal identification number (PIN) into a point-of-
sale (POS) terminal, provide a signature, and/or show a separate form of picture
identification (ID). Checks also require separate identification and must be written out,
taking up valuable time. Paying for transactions with cash requires that the person carry
the cash with them, wait while change is counted out, and risk losing the cash.

[0003] There are also efforts to create a “mobile wallet” system where people use
their mobile phones or similar mobile devices to engage in financial transactions. In such
systems, a person’s mobile phone communicates payment information to the POS
terminal and the POS terminal then uses this payment information to approve the
transaction. These mobile wallet systems also often require the user to take one or more
steps to authenticate the user’s identity, such as the steps of having to enter a PIN, show a
picture ID, provide a signature, etc.

[0004] All of these inconveniences can add up to wasted time, effort, and worry
for people as they conduct transactions. Furthermore, while some people may think that
the security procedures required to use a certain payment device are too onerous and
inconvenient, other people may think that the required security procedures are not tough
enough for the user to overcome.

[0005] Thus, there is a need for improved systems and methods for managing
mobile transaction device security in a way that is both convenient and effective for the

interested parties.
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BRIEF SUMMARY

[0006] Embodiments of the present invention address the above needs and/or
achieve other advantages by providing an apparatus (e.g., a system, computer program
product, and/or other device) and method allowing a user to customize payment
procedures and authentication protocols for a mobile payment device, such as a mobile
wallet. In some embodiments of the invention the user can provide instructions that
control the authentication procedures based on details of a transaction or of the user.

[0007] For example, some embodiments of the present invention provide a
security management module for managing the security protocols of an electronic wallet
in accordance with the preferences of the user of the electronic wallet. As used herein, an
“electronic wallet,” also referred to herein as a “mobile wallet,” refers to an electronic
mobile device (e.g., a cell phone, personal data assistant, mp3 player, handheld computer,
etc.) that is configured to be used as a payment device (such as a credit or debit card).
The eclectronic wallet stores payment information in its memory that can be used to
identify one or more financial accounts. The electronic wallet is further equipped with a
wireless communication interface configured to communicate payment information to a
payment terminal.

[0008] For example, some embodiments of the invention provide a mobile
transaction device security system that defines a security protocol for performing a
transaction using the mobile payment device, such as a cell phone. The security protocol
includes a permission module, which determines whether the user does not need to
authenticate his identity to perform the transaction, and an authentication module, which
authenticates the identity of the user. If user does not need to authenticate his identity or
if the user successfully identifies himself, the financial transaction security system allows
the transaction. In some embodiments, allowing the transaction includes transmitting
financial account information to a point-of-sale device. The financial account
information can be data associated with a checking account, a credit account, a money
market account, a rewards account, a prepaid account, or any other type of account used
to pay for goods or services.

[0009] In some embodiments, the user provides instructions relating to when the

user does not need to authenticate his identity to perform a transaction. In some
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embodiments, the instructions relate to details of the transaction, including the amount of
the transaction, the time of the transaction, the identity of the merchant, the category of
the expense, and the location of the transaction. For example, the user may not require
authentication for transactions of less than five dollars. In some embodiments, the
instructions relate to the financial account of the user, such as the balance in the financial
account or previous purchases by the user from the account. For example, the user may
not require authentication when the balance on the account is greater than two hundred
dollars. In further embodiments, the instructions relate to both the transaction and the
user. For example, the user can provide instructions in the permission module to not
require authentication if the user has made a purchase at the merchant in the previous
thirty days. In some embodiments, transactions at specific merchants selected by the user
do not require authentication. In other embodiments, merchants are categorized and the
user selects categories that do not require authentication. For example, merchants can be
categorized as grocery stores, gas stations, coffee shops, restaurants, or user-defined
categories. In this example, the user may not require authentication for transactions at
gas stations. In some embodiments, merchants are categorized into more than one
category. In an embodiment, the user selects default instructions provided by a bank. In
a further embodiment, the instructions are customized by the user.

[0010] In another embodiment, the user provides security features to the financial
transaction security system, which are then available to the mobile device. For example,
the user may establish a user name and password or provide a voice recording. In some
embodiments, the user provides input to authenticate his identity in order to allow the
transaction. In various embodiments, the input is in the form of a user name and/or
password, a voice sample, a facial scan, a fingerprint scan, an iris scan, a responsec to a
challenge question, or any other form of input capable of validating the user's identity.
The authentication module compares the input with the security feature to authenticate
the identity of the user. In some embodiments, the user's financial account information is
transmitted to the point-of-sale device at the merchant if the user successfully
authenticates his identity.

[0011] In an embodiment, the user can manage the financial transaction security

system from an application on the mobile device, through software on a personal
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computer, or via a webpage. In some embodiments, managing the financial transaction
security system allows the user to view account settings and recent transactions. Further
embodiments, the user is able to edit, update, and/or add additional users and accounts to
the financial transaction security system. In still further embodiments, the user is able to
provide instructions for allowing a transaction without requiring authentication of the
user's identity. In some embodiments, the user provides security features and is able to
add, edit, or update saved security features. The financial transaction security system
provides numerous opportunities for the user to customize security protocols relating to
financial transactions conducted through mobile devices.

[0012] In some embodiments, as explained herein the mobile device is a mobile
wallet, such as but not limited to a smartphone or PDA that allows a user to enter into
transactions using the smartphone or PDA. The mobile device allows the user to make a
purchase at a store or over the internet by transmitting through a wired or wircless
connection between the mobile device and the systems used to make the transaction.
However, it is to be understood that the mobile device can be another type of mobile
device, which can be scanned, transmit a wireless signal, be entered manually into a
system, ctc. in order to make payments using the mobile payment device, as will be
described in further detail later.

[0013] One embodiment of the invention is an application on a smartphone that
stores the user’s security protocol, determines that the user is conducting a transaction at
a point-of-sale device, and compares the transaction with the instructions provided by the
user. If, based on the instructions, the transaction can occur without authentication of the
user's identity then the user's financial account information is transmitted to the point-of-
sale device. If, however, authentication of the user's identity is required based on the
instructions then the user provides input, such as providing a voice sample, and the
application compares the input to saved security features. If the application authenticates
the user's identity based on the comparison, the user's financial account information is
transmitted to the point-of-sale device.

[0014] The features, functions, and advantages that have been discussed may be

achieved independently in various embodiments of the present invention or may be
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combined in yet other embodiments, further details of which can be seen with reference

to the following description and drawings.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

[0015] Having thus described embodiments of the invention in general terms,
reference will now be made to the accompanying drawings, wherein:

[0016] Figure 1 provides a high level process flow illustrating a financial
transaction security system, in accordance with one embodiment of the present invention;

[0017] Figure 2 provides a flow chart of a financial transaction security system
wherein the system determines if authentication is not necessary, in accordance with one
embodiment of the present invention;

[0018] Figure 3 provides a flow chart of a financial transaction security system
wherein the user authenticates the user’s identity, in accordance with one embodiment of
the present invention;

[0019] Figure 4 provides a block schematic of a financial transaction security
system, in accordance with one embodiment of the present invention;

[0020] Figure 5 provides an interface for setting up a financial transaction
security system, in accordance with one embodiment of the present invention;

[0021] Figure 6 provides an interface for viewing and editing user information in
a financial transaction security system, in accordance with one embodiment of the present
invention;

[0022] Figure 7 provides an interface for viewing and editing financial account
information in a financial transaction security system, in accordance with one
embodiment of the present invention;

[0023] Figure 8 provides an interface for viewing and editing instructions for
allowing a transaction without requiring authentication, in accordance with one
embodiment of the present invention; and

[0024] Figure 9 provides an interface for viewing and editing security features
capable of authenticating a user's identity in a financial transaction security system, in

accordance with one embodiment of the present invention.
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DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

[0025] Embodiments of the present invention now will be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the invention may be embodied in
many different forms and should not be construed as limited to the embodiments set forth
herein; rather, these embodiments are provided so that this disclosure will satisfy
applicable legal requirements. Like numbers refer to like elements throughout.

[0026] It should be understood that terms like “bank,” “financial institution,” and
“Institution” are used herein in their broadest sense. Institutions, organizations, or even
individuals that process financial transactions are widely varied in their organization and
structure. Terms like “financial institution” are intended to encompass all such
possibilities, including but not limited to banks, finance companies, stock brokerages,
credit unions, savings and loans, mortgage companies, insurance companies, and/or the
like. Additionally, disclosed embodiments may suggest or illustrate the use of agencies
or contractors external to the financial institution to perform some of the calculations,
data delivery services, and/or authentication services. These illustrations are examples
only, and an institution or business can implement the entire invention on their own
computer systems or even a single work station if appropriate databases are present and
can be accessed.

[0027] Figure 1 provides a high level process flow illustrating a mobile
transaction device security system 100, in accordance with one embodiment of the
present invention. The high level process flow will be discussed in greater detail in
Figures 2 and 3. At a high-level, the financial transaction security system 100 receives a
security protocol from a user 102. In some embodiments, the user enters the security
protocol into an interface on a mobile device application, a software program, or a
webpage. For example, the user may initiate an application on a mobile phone and then
enter details relating to the security protocol into the application. In some embodiments,
the security protocol is a default level of security provided by a bank. In other
embodiments, the security protocol is customizable by the user. The user may change the
security protocol in the same manner or in a different manner from which the protocol

was initially established.
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[0028] In some embodiments, the security protocol includes a permission module
and an authentication module. As will be discussed in greater detail in Figures 2 and 3,
the permission module and the authentication module aggregate steps in the method of
providing a financial transaction security system. The permission module includes the
instructions relating to when the user does not need to authenticate his identity as well as
any hardware and/or software used to implement those instructions. The authentication
module includes the security features provided by the user as well as any hardware and/or
software used to compare an input from the user to those security features. The
permission module and the authentication module can be hosted completely on the
mobile device, completely on a remote server, or partially on both the mobile device and
the remote server.

[0029] In an embodiment, the system 100 is configured to determine that the user
is conducting a transaction 104. For example, the system may determine that the user is
attempting to purchase a product at a merchant using the mobile device. In some
embodiments, the system determines that the user is conducting a transaction by
detecting a signal from a point-of-sale device. In other embodiments, the system
determines that the user is conducting a transaction by receiving an input from the user.
For example, the mobile device may have a hotkey, a software application, or a speech
recognition program that the user activates in order to indicate that he is conducting a
transaction. In an embodiment, the transaction is a purchase of a good or service from a
merchant. In other embodiments, however, the transaction is a transfer of funds, a
deposit, a loan, etc. The transaction can be to a merchant, another user, a bank, an
internet retailer, or an ATM. As is well-known, a wide variety of types of financial
transactions are possible. The system 100 provides a customizable set of security
protocols for the wide variety of financial transactions.

[0030] In some embodiments, the system 100 compares the transaction with the
permission module 106. By comparing details of the transaction with the instructions
provided by the user on when authentication is not necessary, the system 100 can
determine whether the user does not need to authenticate his identity before allowing a
transaction 108. For example, the instructions in the permission module may not require

authentication for transaction amounts less than five dollars. In some embodiments, if
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the user does not need to authenticate his identity the transaction is automatically allowed
110. In other embodiments, even if the user does not need to authenticate his identity
based on the comparison further input from the user, such as confirmation of the
transaction merchant or amount, may be necessary. In an embodiment, if the comparison
of the transaction with the permission module indicates that authentication is necessary
the system 100 continues on to block 112.

[0031] In block 112, the system 100 requests authentication of the user's identity.
For example, the system 100 can provide a prompt on a display screen of a mobile device
requesting entry of a user name and password. The request can be visual or audible. The
request can prepare the mobile device for receiving input from the user. For example,
when a request for identification is made the system 100 may activate the microphone
and camera on the mobile device in order to capture voice commands or facial scans.
The system 100 receives the input from the user in response to the request for
authentication of the user's identity.

[0032] In some embodiments, the system 100 compares the input from the user
with the authentication module 114. The system 100 compares the voice command or the
facial scan, for example, with security features saved by the user as part of the
authentication module.

[0033] Based on the comparison between the input and the authentication
module, the system 100 determines whether the user is authorized 116. For example,
software associated with the authentication module compares the input with the saved
security feature to determine whether the identity of the user is authenticated. If the
identity of the user is authenticated, the system 100 allows the transaction 118. If,
however, the user is not authorized based on the comparison of the input with the
authentication module the system 100 does not allow the transaction 120.

[0034] The high level process flow of Figure 1 illustrates general principles and
embodiments of the system and method of providing a financial transaction security
system. The examples included above are not limiting and as will be discussed in greater
detail later additional steps and or features may be included in the systems and methods.

[0035] Turning now to Figure 2, a flow chart 200 of a financial transaction

security system wherein the system determines if authentication is not required is
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provided, in accordance with one embodiment of the present invention. In block 202, the
system receives the security protocol from the user, wherein the security protocol
includes instructions from the user regarding when the user does not need to authenticate
the user's identity to allow a transaction. In some embodiments, the system also receives
at least one security feature from the user, which will be discussed in greater detail in
Figure 3. The system can receive the security protocol from the user in a variety of ways,
such as through a software application, through a webpage, in the form of in person
instructions at a bank, as written instructions, or in any other form in which the user can
provide instructions.

[0036] In some embodiments, the instructions relate to the transaction that the
user is conducting. For example, the instructions can relate to the transaction amount, the
transaction location, the transaction time, the transaction category, or the transaction
merchant. In other embodiments, the instructions relate to the user, such as the balance in
the user's financial account, the amount recently spent by the user, or the number of
transactions recently performed by the user.

[0037] In some embodiments, the instructions relate to the transaction amount.
For example, in some embodiments the user instructs the system to allow a transaction
without authentication when the transaction amount is less than a predetermined amount.
The predetermined amount can be an amount provided by the bank, a default amount, or
a custom amount. In some embodiments, multiple amounts are provided. For example,
the bank can provide default instructions relating to multiple amounts. In one
embodiment, the default instructions require tiered levels of security such as no
authentication for less than $20, a user name and password for amounts between $20 and
$100, and a biometric scan for amounts greater than $100. The users may also determine
that different transaction amounts require different types of authentication or lack thereof.
For example, a couple may decide that for transaction amounts greater than $200
authentication by both individuals is required. The couple may also decide that for
transaction amounts less than $10 no authentication is required and that for amounts
between $10 and $200 authentication by at least one individual is required. In other
embodiments, the user instructs the system to allow a transaction without authentication

for amounts greater than a predetermined level, within a predetermined range, at an exact
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amount, or any other relationship between the transaction amount and permission to
conduct transactions.

[0038] In some embodiments, the instructions relate to the transaction location.
For example, the user may provide instructions that authentication is not required for
transactions performed within twenty miles of the user's home. In some embodiments,
the system determines the user's location when the user is conducting a transaction by
means of a positioning system, such as a GPS or software that determines the user's
location based on proximity to cell towers. In an embodiment, the user provides
instructions relating to distance from a predetermined location, such as the user’s
residence or billing address. For ecxample, a user may not want to authenticate
transactions within five miles of a work address so that transactions can be performed
quickly. In another embodiment, the user provides instructions relating to political
boundaries, such as city, county, and state. When the system determines the user's
location, that location can be cross-referenced to maps and/or coordinates. In this
manner, the political entities in which the user is located can be determined. For
example, the GPS on a user's cell phone can determine the user's latitude and longitude.
The system can compare that latitude and longitude to maps and determine which city,
county, and state the user is currently located within. The user may desire to allow
transactions without authentication for convenience or security.

[0039] In some embodiments, the instructions relate to the transaction time. For
example, the user's mobile device may include a clock or timer which determines the
time at which the user is attempting to conduct the transaction. In an embodiment, the
user provides instructions that allow transactions without authentication during
predetermined time windows. For example, the user may allow transactions without
authentication between 8 AM and 5 PM so that the user can quickly and easily conduct
transactions during work hours. In another embodiment, the user provides instructions
that do not require authentication if the user has authenticated his identity within a
predetermined time period. For example, the user can provide instructions that allow
transactions without authentication if the user has authenticated his identity within the
previous two hours. When the user attempts to conduct a transaction, the system

determines the time and determines whether the previous authentication is within the past
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hour. If the user has authenticated his identity within the previous two hours, the system
does not require authentication. Again, by allowing customization of when the user does
not need to authenticate his identity the system provides convenience along with
customized security for financial transactions.

[0040] In some embodiments, the user provides instructions that allow
transactions without authentication when the transaction is within a specific category.
For example, the user may instruct the system to allow transactions at gas stations
without authentication. Other examples of transaction categories include grocery stores,
coffee shops, restaurants, home goods stores, clothing stores, or other known or custom
categories of stores. Certain stores may be included in more than one category. For
example, some stores include both groceries and a pharmacy and may be included in the
grocery store category and the drug store category. In some embodiments, the categories
are defined by the bank. In other embodiments, the categories are defined by, edited, or
modified by the user. In some embodiments, the user determines that authentication is
not needed in general categories. In other embodiments, the user sets different levels of
security required in different categories. For example, gas stations may require no
authentication so that transactions are quick and easy but restaurants may require a higher
level of security.

[0041] In a still further embodiment, the user provides instructions to allow
transactions without authentication based on the transaction merchant. For example, the
user may allow transactions without authentication at predetermined specific merchants.
The users can select the merchants from a list provided by the bank, the user can input
specific merchants, the user can select merchants from previous transactions, the user can
provide an indication during a transaction that transactions at the merchant do not need
authentication in the future, or the user can select merchants in any other way in which
they are able to provide details regarding specific merchants. In another embodiment, the
user provides instructions to allow transactions without authentication at merchants
where the user has previously performed a transaction. For example, the user may allow
transactions without authentication at merchants that the user has purchased from within
the past month, or at merchants the user has purchased from more than ten times in the

past year, or at merchants where the user has at any time performed a transaction. In
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some embodiments the user can select a chain store merchant and allow transactions
without authentication at any one of the chain stores. In other embodiments, the user
selects a specific chain store and does not expand the permission to include all other
stores within the same chain.

[0042] In some embodiments, the instructions relate to the user at the time of the
transaction. For example, the instructions can relate to the user’s financial account
information. In an embodiment, the instructions allow transactions without
authentication so long as there is a minimum balance in the user’s financial account. If
the transaction would bring the account below a predetermined amount, the user will
have to authenticate his identity in order to allow the transaction. In another
embodiment, the instructions allow transaction without authentication if the user has not
performed a predetermined number of transactions recently. For example, the
instructions may allow transactions without authentication if the user has performed
fewer than twenty transactions in the current month. Both the number of transactions and
the time period are customizable by the user. In a still further embodiment, the
instructions allow transactions without authentication until the user spends a certain
amount in the predetermined period of time. For example, the user may be able to
conduct transactions without authentication if the user has not spent above $400 in a
month; all transactions after reaching $400 in purchases may require authentication. By
adjusting the security levels based on user information, the user is able to customize the
security levels, assist in budgeting, and gain greater control over expenses.

[0043] In a still further embodiment, the instructions are combined in a variety of
ways. For example, the user can provide instructions that combine the number of recent
transactions with the transaction categorics. For example, a user may provide
instructions allowing transactions without authentication for purchases at restaurants until
the user has made more than six purchases at restaurants in the current month. Users can,
for example, customize their instructions based on combinations of the transaction
amount, transaction location, transaction time, transaction category, transaction merchant,
account balance, number of transactions, and/or total expenses. The instructions
provided by the user allow each user to customize a security protocol for conducting

financial transactions with ease, security, and speed.
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[0044] Turning now to block 204, in some embodiments the security protocol is
saved in a mobile device of the user. For example, the security protocol can be saved in
mobile device memory 206. The memory can be a removable card, such as an SD-card,
or an embedded hard drive. Other types of memory are also possible, as is known. In an
embodiment, the mobile device is a cell phone or Personal Digital Assistant (PDA). In
another embodiment, the mobile device is specifically designed for conducting financial
transactions with the financial transaction security system, such as a keychain dongle.
The form factor of the security system can vary widely if the method and functions
associated with the system can be configured to operate on the form factor. For example,
the financial transaction security system could be incorporated into a watch or other
electronic device. In other embodiments, the security protocol is saved on a server and
accessed via a network when the user attempts to conduct a transaction. In still further
embodiments, parts of the security protocol are saved in the mobile device and other parts
of the security protocol are saved on a server accessed via the network. In another
embodiment, the mobile device and/or mobile device memory is encrypted so that the
instructions and security features are protected if the mobile device is lost or stolen.

[0045] In block 208, the system receives financial account information for the
user. In some embodiments, the system only receives the account number from a
financial institution database 210. In other embodiments, however, the system receives
the account number and other related information, such as previous transactions,
balances, addresses and contact information associated with the account, other accounts
associated with the user, and other account information available from the financial
institution database 210. The system can receive the financial account information
wirelessly or through a wired connection. In some embodiments, the system updates the
account information, such as on a regular schedule, intermittently, when the system is
able to connect to the financial institution, or when prompted to do so by the user. The
system also saves the financial account information for access by the mobile device 212.
In some embodiments, the financial account information is saved in the mobile device
memory 206. As with the security protocol, the financial account information may be

encrypted and/or hosted in whole or in part on a server and accessed when needed.
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[0046] In block 214, the system determines that the user is conducting a
transaction. In some embodiments, the system determines that the user is conducting a
transaction by detecting or receiving a signal from a point-of-sale device. The system
can activate in response to receiving the signal from the point-of-sale device. In other
embodiments, the system determines that the user is conducting a transaction by
receiving an input from the user. For example, the mobile device may have a hotkey, a
software application, or a speech recognition program that the user activates in order to
indicate that he is conducting a transaction.

[0047] In some embodiments of the invention, as depicted in block 216, the
system receives details of the transaction. In an embodiment, the system receives details
of the transaction from the merchant, such as when the merchant provides a signal that
the user is conducting a transaction. In other embodiments, the system receives details of
the transaction from the user, such as input from the user into the mobile device. In a still
further embodiment, the system receives details of the transaction from the user’s
financial institution, alone or in combination with either of the merchant or the user. In
an exemplary embodiment, the system receives details of the transaction wirelessly from
a point-of-sale device.

[0048] Details of the transaction that may be received by the system include the
amount of the transaction, the time of the transaction, the identity of the merchant, the
location of the transaction, the category of the transaction, or any other features
associated with a transaction that can be provided by the user, the mobile device, the
merchant, or the financial institution. For example, the system can receive details from
the merchant about the identity of the merchant and from the user’s financial institution
regarding the number of times the user has frequented that merchant in the past year. In
another example the system receives details regarding the amount of the transaction from
the merchant and the category of the transaction from the user. The system may prompt
the user to select or input a category for the expense. In yet another example the system
receives the time of the transaction from a clock or timer associated with the mobile
device. Similarly, the system can receive the location of the transaction from a GPS unit,
through triangulation based on cell phone signals, from the merchant, from a financial

institution, or from the user.
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[0049] In block 218, in some embodiments the system compares the details of the
transaction with the instructions regarding when the user must authenticate his identity.
The system provides software capable of comparing the details of the transaction with the
instructions to determine when the user must authenticate his identity. In an
embodiment, the system compares the details with the instructions using software
embedded on the user's mobile device. In another embodiment, the system compares the
details with the instructions using software on a server that is remotely accessed. An
example of comparing the details to the instructions is comparing the amount of the
transaction with the instructions allowing transactions without authentication when the
transaction amount is below a predetermined level. Another example is when the identity
of the merchant is compared to instructions allowing transactions without authentication
at predetermined merchants. A further example is when the details of the transaction
include the location of the transaction and the location is compared to instructions that
allow the user to perform transactions without authentication within a specified city. A
still further example is when the time of the transaction is determined based on the
mobile device clock and the system compares the length of time since the previous user
authentication to instructions allowing transactions without authentication before a
predetermined period of time has clapsed, for example authentication may not be
required if the user has authenticated his identity within the previous four hours. As
discussed previously, a multitude of instructions relating to transactions and/or the user
are possible. Similarly, a multitude of details regarding transactions can be received by
the system from the user, the mobile device, the financial institution, and/or the merchant.
By combining and comparing the details with the instructions, the system provides a
customizable security system for financial transactions.

[0050] In block 220, the system determines whether the user must authenticate
the user's identity based on the comparison of the details of the transaction with the
instructions. In some embodiments, if the user does not have to authenticate his identity
based on the comparison, the system transfers the user’s financial account information to
allow the transaction 222. In an embodiment, the system wirelessly transfers the user's
financial account information to a point-of-sale device. In this embodiment, the point-of-

sale device can then complete the transaction through standard methods of completing
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transactions, such as with credit or debit cards. If the user does need to authenticate his
identity based on the comparison the system moves from the permission module to the
authentication module, as indicated at 224 and depicted in Figure 3.

[0051] Figure 3 depicts a flow chart of a financial transaction security system
wherein the user authenticates the user’s identity 300, in accordance with one
embodiment of the present invention. The flowchart corresponds to the authentication
module of the financial transaction security system. If the system determines that the
user must authenticate his identity 302, the system will request authentication of the
user's identity 304.

[0052] Requesting authentication of the user's identity 304 can occur in a variety
of ways. In an embodiment, the user's mobile device prompts the user to authenticate his
identity. The request can be visual or audible. In an embodiment, the request allows a
user to authenticate his identity in any manner. For example the user may be able to
authenticate his identity using a username and password, a facial scan, or a voice scan. In
this embodiment, the system would request authentication using any of these methods. In
another embodiment, the system requests authentication in a specific manner. For
example, the system may specifically request a facial scan. Determination of the method
for authentication can be based on the transaction, instructions from the financial
institution, instructions from the user, instructions from the merchant, or randomly. For
example, the user's bank may require authentication based on one of the biometric scans
for transaction amounts greater than $1000. As discussed in a previously described
example, the user may set different tiers of authentication depending on the transaction
amount. The user may allow a transaction without authentication for transaction amounts
less than $5, require authentication by a username and password for transaction amounts
between $5 and $100, and require a biometric scan for transactions greater than $100.

[0053] In block 306, the system receives input from the user in an embodiment.
The input may be, for example, a username or password, a facial scan, a voice sample, an
iris scan, a fingerprint scan, a response to a challenge question, etc. In an embodiment,
the system receives the input from a communication device associated with the user's
mobile device. For example, the system may receive the input from the keyboard, a

touch screen, a microphone, and/or a camera associated with the user's mobile device.
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[0054] In some embodiments, the input provided by the user is in the form of a
hotkey, application, voice command, or movement of the mobile device. In these
embodiments, the input automatically indicates that the transaction is authorized without
needing to authenticate the user’s identity further. U.S. Patent Application Serial No.

to Grigg et al., entitled “Transaction Authorization System for a Mobile
Commerce Device,” and filed concurrently herewith, describes such a device, system,
and method in greater detail and is hereby incorporated by reference in its entirety.

[0055] The system receives security features for use with the authentication
module, in some embodiments. For example, the security feature may be a username and
password provided by the user and stored in the mobile device memory or on a server.
Other examples of security features include facial images for use with facial recognition
software, voice recordings for use with voice recognition software, iris images for use
with iris scanning software, a bank of challenge questions and answers, a scanned
fingerprint for use with fingerprint scanning software, or other features that are capable of
authenticating the user's identity in conjunction with input from the user.

[0056] In an embodiment, the system compares the input with the security feature
for the user 308. For cxample, the system can compare the username and password
entered by the user with a username and password previously stored by the user in the
system to determine if the system is able to authenticate the user’s identity. Similarly, the
system could compare the facial scan with the saved image of the user’s face, the voice
sample with the saved voice recording, the response to the challenge question with the
bank of challenge questions and answers previously saved by the user, the iris scan with
the previously stored image of the user's iris, the fingerprint scan with the previously
stored image of the user's fingerprint, or any other security feature capable of
authenticating the user’s identity.

[0057] In some embodiments, the system determines whether the user's identity is
authenticated based on the comparison 310. For example, if the input username and
password match the saved username and password then the user's identity is
authenticated. If, however, the user's identity is not authenticated based on the
comparison of the input with the security feature the system can determine whether the

user should have another opportunity to authenticate his identity 312. For example, the
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user may have incorrectly entered the password and desire another opportunity to enter it
correctly. The user and/or the financial institution can set a predetermined number of
times that the user is able to attempt authentication of his identity, such as three times. If
the user exceeds that predetermined number of times then the system can end and not
allow the transaction 314. This provides greater security in case the mobile device is lost
or stolen. If the user has not exceeded the predetermined number of times then the
system can again request authentication of the user's identity, as depicted in block 304.
In another embodiment, the system requests authentication of the user's identity using a
different method than previously attempted by the user. For example, if the user
unsuccessfully attempted to authenticate his identity using a facial scan the first time, the
system may next prompt the user to authenticate his identity using a voice scan.

[0058] If the user has successfully authenticated his identity, in some
embodiments the system transfers the user's financial account information 316. In an
embodiment, the system wirelessly transfers the user's financial account information to
the point-of-sale device so that the merchant may complete the transaction through
standard means. In other embodiments, the system wirelessly transfers the user's
financial account information to another user, an ATM, or to an online retailer to
complete a transaction.

[0059] Figure 4 is a schematic block diagram of a financial transaction security
system 400, in accordance with an embodiment of the invention. In some embodiments,
the system 400 includes a computer system such as a mobile phone, PDA, keychain fobs,
watch, computer, server, clectronic device, etc. In an exemplary embodiment, the
financial transaction security system is a mobile phone including a memory device 402, a
communication device 404, and a processing device 406. In some embodiments, the
system interacts with the user 408, the financial institution 410, and the merchant 412
over a network 414. The system may additionally include a network interface device
416, such as a Near Field Communication (NFC) device, a Bluctooth device, a Radio
Frequency Identification (RFID) device, or other device capable of interacting with the
network 414.

[0060] The network 414 may be a global arca network (GAN), such as the

Internet, a wide area network (WAN), a local area network (LAN), a wifi network, a 3G
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network or any other type of network or combination of networks. The network 414 may
provide for wireline, wireless, or a combination of wireline and wireless communication
between devices on the network.

[0061] As used herein, the term “processing device” generally includes circuitry
used for implementing the communication and/or logic functions of a particular system.
For example, a processing device 406 may include a digital signal processor device, a
microprocessor device, and various analog-to-digital converters, digital-to-analog
converters, and other support circuits and/or combinations of the foregoing. Control and
signal processing functions of the system are allocated between these processing devices
according to their respective capabilities. The processing device 406 may include
functionality to operate one or more software programs based on computer-readable
instructions thereof, which may be stored in the memory device 402.

[0062] The processing device 406 is operatively coupled to the communication
device 404 and the memory device 402. The processing device 406 uses the
communication device 404 to communicate with the user 408. Additionally the
processing device uses the network interface 416 to communicate with the network 414
and other devices on the network 414, such as, but not limited to, the financial institution
database 410 and the merchant 412.

[0063] As further illustrated in Figure 4, the financial transaction security system
includes computer-readable instructions 420 stored in a file system, which in one
embodiment includes the computer-readable instructions 420 of a security protocol
application 418.

[0064] In the embodiment illustrated in Figure 4 and described throughout much
of this specification, the security protocol application 418 allows for communication
between a communication module 422, a transaction module 424, a permission module
426, and an authentication module 428 to send, receive, and store information related to
the financial transaction security system, determine details relating to a transaction,
determine whether user authentication is not necessary, and authenticate the user’s
identity.

[0065] Specifically, the communication module 422 facilitates communication

between the security system and the user 408. In some embodiments, the communication
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module 422 controls the communication devices associated with the system. For
example, the communication module 422 can control a camera 430, a display 432, a
microphone and/or speaker 434, and 1/O devices such as keyboards, touchpads, etc. 436.
In some embodiments, the communication module 422 also controls the network
interface 416 for facilitating communication with the user’s financial institution 410,
other users, and the merchant 412.

[0066] In some embodiments, the transaction module 424 determines that the user
is conducting a transaction and determines the details of the transaction. In an
embodiment, the transaction module 424 interacts with the communication module 422 to
receive a signal from a point-of-sale device at a merchant 412 to determine that the user
is conducting the transaction, establishes a connection with the point-of-sale device,
receives details of the transaction, and completes the transaction.

[0067] In some embodiments, the permission module 426 determines whether a
user must authenticate his identity before allowing a transaction. In some embodiments,
the permission module includes at least one of an executable to save instructions 438, an
executable to compare the transaction to the instructions 440, an executable to determine
if authentication is needed 442, and an executable to allow the transaction 444. The
executables can be subroutines available to the security protocol application and called up
when input is received or output is needed.

[0068] In some embodiments, the executable to save instructions 438 receives
instructions from the user 408 and saves them to the memory device 402. The executable
to save instructions 438 interacts with the communication module 422 and the
communication devices 404 to receive the instructions regarding when the user does not
need to authenticate his identity. In an embodiment, the executable to save instructions
438 provides default instructions that are selected by the user. In another embodiment,
the executable to save instructions guides 438 the user through a process of providing
instructions.

[0069] In some embodiments, the executable to compare the transaction to the
instructions 440 compares details of the transaction with the instructions. For example,
the executable 440 may compare the transaction amount received from the transaction

module 424 with the instructions regarding the amount below which authentication is not
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needed. The executable 440 interacts with the transaction module 424 and the memory
device 402 to receive the data used to make the comparison.

[0070] In some embodiments, the executable to determine if authentication is
needed 442 evaluates the output of the comparison provided by executable 440 and
determines whether the instructions indicate that the user need not authenticate his
identity. If the executable to determine if authentication is needed 442 determines that
authentication is not needed, in some embodiments the executable to allow transactions
444 transfers the user’s financial account information. The executable to allow
transactions 444 interacts with the transaction module 424 and the network interface 416
to transfer the user’s financial account information to a point-of-sale device at the
merchant 412, for example.

[0071] In some embodiments, the authentication module 428 includes at least one
of an execcutable to save security features 446, an executable to compare user input to
security features 448, an executable to determine if the user is authenticated 450, and an
executable to allow the transaction 452.

[0072] The executable to save security features 446 receives security features
from the user 408 and saves them in the memory device 402, in some embodiments. For
example, the user can provide a username and password as security features, which the
executable to save security features 446 would receive through the communication
module 422. The executable to save security features 446 can prompt the user to update
and/or enter new security features after a period of time or a number of failures to
authenticate the user. For example, the voice recording saved may be of poor quality and
after five times of being unable to authenticate the user using the voice recording, the
executable to save security features 446 could delete the saved recording and prompt the
user to record a new one.

[0073] In some embodiments, the executable to compare the user input to the
security features 448 cvaluates input from the user 408 received through communication
devices 404 to saved security features stored in the memory device 402. For example,
the executable to compare the input to the security features 448 may include voice
recognition software to compare the voice sample to a saved voice recording. In another

example, the executable 448 includes software to compare an answer to a challenge
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question to a saved answer previously provided by the user. The executable 448 interacts
with the communication module 422 and the memory device 402 to receive the data used
to make the comparison, in some embodiments.

[0074] In an embodiment, the executable to determine if the user is authenticated
450 evaluates the results of the comparison from the executable to compare the user input
to the security features 448. In some embodiments, the executable 450 determines that
the user is authenticated if the comparison indicates the input is identical to the security
feature. In another embodiment, the input must merely be similar to the security feature,
such as with a facial scan, voice scan, iris scan, and fingerprint scan. The system is
configured to consider the limitations of the communication devices 404 and determine
that the user is authenticated if the input is close enough to the security feature to allow
the transaction. In some embodiments, the user is able to select the level of similarity
that must be present before the system determines that the user’s identity is authenticated.
In other embodiments, the financial institution determines the level of similarity that must
be present before the user’s identity is authenticated. For example, the financial
institution may determine that a fingerprint scan must have 90% similarity with a saved
fingerprint before authenticating the user’s identity.

[0075] In some embodiments, the executable to allow transactions 452 transfers
the user’s financial account information if the user’s identity is authenticated. In an
embodiment, the executable to allow transactions 452 wirclessly transfers the user’s
financial information to a point-of-sale device at a merchant 412 when the user’s identity
is authenticated. In some embodiments, the executable to allow transactions 452 interacts
with the transaction module 424 and the network interface 416 to securely transfer the
user’s account information.

[0076] The security protocol application 418 also includes Graphical User
Interfaces (GUI’s) 454, in some embodiments. The GUI’s 454 assist in communication
between the user 408 and the system. Multiple GUI's 454 can be available for the
communication module 422, the transaction module 424, the permission module 426, and
the authentication module 428. GUI’s 454 can also be provided that assist the user in
utilizing the communication devices 404, or any other feature of the financial transaction

security system 400.
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[0077] In some embodiments, the system also includes a positioning system 456,
a power source 458, and a clock or timer 460. In an embodiment, the positioning system
456 is a Global Positioning System (GPS). In another embodiment, the positioning
system is an accelerometer. In some embodiments, the power source 458 is a battery,
such as a battery coupled to the mobile device. In other embodiments, the power source
458 is a receiver for receiving power from a remote source. For example, the power
source may be receiver that receives power from a point-of-sale device through Near
Field Communication devices. In some embodiments, the system operates without
onboard power if the power source 458 is configured to receive power from the point-of-
sale device.

[0078] It is understood that the servers, systems, and devices described herein
illustrate one embodiment of the invention. It is further understood that one or more of
the servers, systems, and devices can be combined in other embodiments and still
function in the same or similar way as the embodiments described herein.

[0079] Figure 5 illustrates an interface 500 for setting up a financial transaction
security system, in accordance with one embodiment of the present invention. The
interface 500 can include a variety of tabs 502 for viewing and editing information
related to the financial transaction security system. One of the tabs can be a home tab
503 that provides general information related to the security system. For example, the
home tab 503 can include information related to the current user 504, the account
information 506, the permitted transactions 508, the types of user authentication available
to the user 510, and recent transactions 512 that have occurred through the security
system.

[0080] In an embodiment, information relating to the current user 504 is available
because more than one user may share a mobile device and desire to log in to the security
system so that personal instructions and security features are available. In an
embodiment (not illustrated), more than one user is listed at 504 and instructions,
accounts, and security features for each user may be concurrently available through the
mobile device. In some embodiments, the account information 506 is provided on a
home page so that the user quickly and easily knows which accounts can be drawn from

during a transaction. In the example illustrated in Figure 5, the user’s checking and credit
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accounts are active. In some embodiments, general descriptions of the permitted
transactions 508 are provided on the home page. For example, the general descriptions
may include descriptions of the instructions for allowing transactions without
authentication. In the example depicted in Figure 5, the instructions permit transactions
without authentication based on the transaction amount, the transaction merchant, and the
transaction category. This allows the user to quickly know that a transaction will not be
allowed without authentication based on geographic location. In a still further
embodiment, the home page includes information related to user authentication 510. For
example, Figure 5 depicts that the security system includes security features related to a
username, a facial scan, and a voice scan. This information allows the user to quickly
determine whether providing a facial scan could authenticate the user’s identity if needed.

[0081] Figure 5 also includes an interface describing recent transactions 512, in
accordance with an embodiment of the invention. In some embodiments, the interface
describing recent transaction 512 includes the payee name 514, the transaction amount
516, the date of the transaction 518, and the type of security applied to the transaction
520. For example, the security applied to the transaction 520 can be automatic payment
based on a comparison of the details of the transaction with the instructions 522 or it can
be based on a comparison of the user input with the security features 524. In general, the
home tab 503 provides overview information so that a user is kept up-to-date regarding
recent transactions and the status of the financial transaction security system.

[0082] Turning now to Figure 6, an interface for viewing and editing user
information in a financial transaction security system is presented 600, in accordance
with one embodiment of the present invention. The interface includes the tabs 502 that
allow the user to switch between multiple interfaces. In an embodiment, one tab provides
content relating to user information 602. In some embodiments, the user information
interface 600 includes content related to the current user 602, the current user's contact
information 606, and the ability to add a user 612. In an embodiment, the identity of the
current user 604 is provided so that the person viewing the financial transaction security
system on the mobile device will know whether his identity is active in the system. For
example, if more than one person uses a cell phone each person may want to have a

different security protocol on the cell phone and hence would need to change users as the
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phone changed hands. An edit button 608 allows the users to be changed for the financial
transaction security system, in some embodiments. Contact information 606 may also be
provided for the user. In an embodiment, this contact information is used for both
information purposes and in conjunction with instructions relating to when authentication
is not required. For example, the mailing address can be used in conjunction with
instructions relating to the user's location. In some embodiments, if the user is located
within ten miles of the user’s mailing address when the user is conducting a transaction,
the user does not need to authenticate his identity. The contact information may also be
updated and/or added to by the edit button 608, for example by adding a business
address. The current user 604 is also able to log out 610 of the financial transaction
security system.

[0083] In some embodiments, the user information tab 602 includes the ability to
add a user 612 to the financial transaction security system. The additional user can be
added to the current security protocol 614 or can create a customized security protocol
616. User information can be provided for the additional user 612. In some
embodiments, the ability to add an additional user allows a single mobile device to serve
as a transaction device for multiple people. Further, the transaction device can be
personalized for cach user.

[0084] In Figure 7, an interface for viewing and editing financial account
information in a financial transaction security system is provided 700, in accordance with
one embodiment of the present invention. In some embodiments, the interface 700
includes tabs 502 for switching between different content-providing interfaces. In an
embodiment, an Accounts tab 702 provides content related to the user’s accounts,
including display and editing of the financial account information. For example, in some
embodiments the Accounts tab 702 includes information related to the active accounts
704 in the financial transaction security system. For each account, the type of account
and at least a portion of the account number are displayed 706. Information 708
pertaining to each account, such as the credit limit and account balance is provided. In
some embodiments, additional information pertaining to the instructions for allowing
transaction without authentication is also included. For example, in an embodiment

different accounts are linked to different transaction categories. In the example disclosed

Page 25 of 38
AttyDktNo.: 4508US1.014033.1145

Samsung Exhibit 1020, Page 208 of 230



in Figure 7, the credit account 706 is associated with transactions occurring at gas
stations 710 while the checking account 711 is associated with transaction occurring at
grocery stores and restaurants 713. By linking accounts to transaction categories, users
are able to direct transactions through specific accounts based on categories. In other
embodiments, the user is able to link specific accounts to transaction amounts, transaction
location, transaction merchants, or other details of the transaction or user account
information. This allows greater control over transactions and budgeting from multiple
accounts for the user.

[0085] In an embodiment, the Accounts tab 702 includes the ability to add
accounts 716 to the financial transaction security system. In some embodiments, the
accounts include checking accounts, savings accounts, money market accounts, credit
accounts, rewards accounts, or other types of financial accounts. The user can add the
account number 718, the billing address 720 or other account information (e.g., the credit
limit), and indicate the transaction categories 722 for which the account is active. In an
embodiment (not shown), the user is able to also indicate other characteristics of the
transaction or user account information for which the account is active. For example, the
user can indicate that a new account should be used for all transactions less than $5. In
another example, the user can indicate that a new account should be used until the
balance in the account is below $100 or within $500 of the credit limit.

[0086] In some embodiments, as depicted in Figure 8 the system provides an
interface for viewing and editing instructions for allowing a transaction without requiring
authentication 800, in accordance with one embodiment of the present invention. In an
embodiment, the tabs 502 include a Permitted Transactions tab 802 that provides content
and editing related to the instructions for allowing a transaction without authenticating
the user’s identity 804. In some embodiments, the most common types of instructions are
displayed on the interface so that the user can easily and quickly view the instructions
that control when a user can conduct a transaction without authentication. For example,
the interface can display the transaction amount below which the user does not need to
authenticate his identity 806, the time since the previous authentication before
authentication is necessary 808, the distance from the billing address before requiring

authentication 810, merchants that do not require authentication 812, transaction
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categories that do not require authentication 818, low balances before requiring
authentication 820, or custom instructions 822. In an embodiment, the specific
instruction is displayed 824, for example the transaction amount below which
authentication is not required is $5 in Figure 8. In another embodiment, the interface
indicates that instructions are not selected or provided 826, for example for time since
previous authentication and distance from billing address in Figure 8. In a still further
embodiment, instructions related to merchant identity may be subdivided into instructions
that relate to merchants the user has frequented recently 828, chain merchants 830 such
that the user can conduct transactions at any of the chain merchant stores, or specific
merchants 832 defined by a location. In another embodiment, the transaction categories
for which authentication is not needed 834 are also provided for ease of reference by the
user. The interface can provide a level of content regarding the instructions so that the
user can easily review and edit 836 the instructions if needed.

[0087] Turning now to Figure 9, an interface for viewing and editing sccurity
features capable of authenticating a user's identity in a financial transaction security
system is provided 900, in accordance with one embodiment of the present invention. In
some embodiments, the interface 900 includes tabs 502, such as a User Authentication
tab 902. The User Authentication tab 902 may include the identity of the current user
904 and the types of security features 906 that are uploaded to the financial transaction
security system for that user. In the example displayed in Figure 9, the user’s username
and password 908, the user’s facial scan 910, and the user’s voice scan 912 are available
to the financial transaction security system. In an embodiment, the user is able to edit
914 the stored features using the mobile device. The interface may also indicate which
security features are not available to the user because they have not been provided to the
system yet. For example, in Figure 9 challenge questions 916 and fingerprint scans 918
have not been saved to the financial transaction security system yet. In an embodiment,
the interface allows the user to add 920 these security features using the mobile device.
In a still further embodiment, the interface also indicates security features which the
financial transaction security system is capable of evaluating but which the mobile device
does not support 928. For example, in Figure 9 the mobile device does not support iris

scanning 922 and has no custom device security features 924 available to the user. For
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example, the camera on a mobile phone may be unable to scan the user’s iris with
sufficient accuracy to be able to authenticate the user’s identity, while another mobile
phone may have a camera with high enough resolution to perform the scan (in which case
the iris scan would be supported). In a still further embodiment, the interface allows the
user to change 926 the current user 904 so that custom security features are saved for
multiple users associated with the mobile device.

[0088] As will be appreciated by one of skill in the art, the present invention may
be embodied as a method (including, for example, a computer-implemented process, a
business process, and/or any other process), apparatus (including, for example, a system,
machine, device, computer program product, and/or the like), or a combination of the
foregoing. Accordingly, embodiments of the present invention may take the form of an
entirely hardware embodiment, an entirely software embodiment (including firmware,
resident software, micro-code, etc.), or an embodiment combining software and hardware
aspects that may generally be referred to herein as a “system.” For example, various
embodiments may take the form of web-implemented computer software. Furthermore,
embodiments of the present invention may take the form of a computer program product
on a computer-readable medium having computer-executable program code embodied in
the medium.

[0089] It will be understood that any suitable computer-readable medium may be
utilized. The computer-readable medium may include, but is not limited to, a non-
transitory computer-readable medium, such as a tangible electronic, magnetic, optical,
electromagnetic, infrared, and/or semiconductor system, device, and/or other apparatus.
For example, in some embodiments, the non-transitory computer-readable medium
includes a tangible medium such as a portable computer diskette, a hard disk, a random
access memory (RAM), a read-only memory (ROM), an crasable programmable read-
only memory (EPROM or Flash memory), a compact disc read-only memory (CD-
ROM), and/or some other tangible optical and/or magnetic storage device. In other
embodiments of the present invention, however, the computer-readable medium may be
transitory, such as, for example, a propagation signal including computer-executable

program code portions embodied therein.
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[0090] One or more computer-executable program code portions for carrying out
operations of the present invention may include object-oriented, scripted, and/or
unscripted programming languages, such as, for example, Java, Perl, Smalltalk, C++,
SAS, SQL, Python, Objective C, and/or the like. In some embodiments, the one or more
computer-executable program code portions for carrying out operations of embodiments
of the present invention are written in conventional procedural programming languages,
such as the “C” programming languages and/or similar programming languages. The
computer program code may alternatively or additionally be written in one or more multi-
paradigm programming languages, such as, for example, F#.

[0091] Some embodiments of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of apparatuses and/or methods.
It will be understood that each block included in the flowchart illustrations and/or block
diagrams, and/or combinations of blocks included in the flowchart illustrations and/or
block diagrams, may be implemented by one or more computer-executable program code
portions. These one or more computer-executable program code portions may be
provided to a processor of a general purpose computer, special purpose computer, and/or
some other programmable data processing apparatus in order to produce a particular
machine, such that the one or more computer-executable program code portions, which
execute via the processor of the computer and/or other programmable data processing
apparatus, create mechanisms for implementing the steps and/or functions represented by
the flowchart(s) and/or block diagram block(s).

[0092] The one or more computer-executable program code portions may be
stored in a transitory and/or non-transitory computer-readable medium (e.g., a memory,
etc.) that can direct, instruct, and/or cause a computer and/or other programmable data
processing apparatus to function in a particular manner, such that the computer-
executable program code portions stored in the computer-readable medium produce an
article of manufacture including instruction mechanisms which implement the steps
and/or functions specified in the flowchart(s) and/or block diagram block(s).

[0093] The one or more computer-executable program code portions may also be
loaded onto a computer and/or other programmable data processing apparatus to cause a

series of operational steps to be performed on the computer and/or other programmable
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apparatus. In some embodiments, this produces a computer-implemented process such
that the one or more computer-executable program code portions which execute on the
computer and/or other programmable apparatus provide operational steps to implement
the steps specified in the flowchart(s) and/or the functions specified in the block diagram
block(s). Alternatively, computer-implemented steps may be combined with, and/or
replaced with, operator- and/or human-implemented steps in order to carry out an
embodiment of the present invention.

[0094] As used herein, a processor/computer, which may include one or more
processors/computers, may be “configured to” perform a stated function in a variety of
ways, including, for example, by having one or more general-purpose circuits perform
the stated function by executing one or more computer-executable program code portions
embodied in a computer-readable medium, and/or by having one or more application-
specific circuits perform the stated function.

[0095] While certain exemplary embodiments have been described and shown in
the accompanying drawings, it is to be understood that such embodiments are merely
illustrative of, and not restrictive on, the broad invention, and that this invention not be
limited to the specific constructions and arrangements shown and described, since various
other changes, combinations, omissions, modifications and substitutions, in addition to
those set forth in the above paragraphs, are possible. Those skilled in the art will
appreciate that various adaptations, modifications, and combinations of the just described
embodiments may be configured without departing from the scope and spirit of the
invention. Therefore, it is to be understood that, within the scope of the appended claims,

the invention may be practiced other than as specifically described herein.
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WHAT IS CLAIMED IS:

1. A mobile transaction device security system comprising:
a memory device;
a communication device; and
a processing device coupled to the memory device, wherein the processing device
is configured to:
receive a security protocol from a user, the security protocol comprising a
permission module and an authentication module;
determine that the user is conducting a transaction;
compare the transaction with the permission module; and
determine a process for authenticating the user, the determination based on

the comparison of the transaction with the permission module.

2. The system of claim 1, wherein the processing device is configured to determine the
process for authenticating the user by determining if the user must authenticate an
identity of the user based on the comparison of the transaction with the permission
module, and wherein the processing device is further configured to allow the transaction

if the user does not need to authenticate the user’s identity.

3. The system of claim 1, wherein the processing device is further configured to execute
computer-readable program code to:
request authentication of the user’s identity based on the comparison of
the transaction with the permission module;
compare input from the user with the authentication module; and
allow the transaction if the user is authorized to perform the transaction

based on the comparison of the input with the authentication module.

4. The system of claim 1, wherein the authentication module comprises at least one

security feature.
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5. The system of claim 3, wherein the at least one security feature is customizable by the

user.

6. The system of claim 3, wherein the security feature consists of at least one of a
username, a password, a challenge question, a voice recognition test, a facial recognition

test, a fingerprint identification test, and an iris scan.

7. The system of claim 1, wherein the communication device consists of at least one of a

keyboard, a scanner, a touchpad, a camera, a speaker, and a microphone.

8. The system of claim 1, wherein the permission module comprises instructions on

when the user must authenticate the user’s identity to perform the transaction.
9. The system of claim 7, wherein the instructions are provided by the user.

10. The system of claim 7, wherein the instructions are based on a characteristic of the

transaction.

11. The system of claim 9, wherein the characteristic of the transaction consists of at
least one of the dollar amount of the transaction, the identity of the merchant, the

category of the expense, the time of the transaction, and the location of the transaction.

12. A computer-implemented method of providing financial transaction security, the
method comprising:

receiving a security protocol from a user, the security protocol comprising a
permission module and an authentication module;

determining that the user is conducting a transaction;

comparing the transaction with the permission module;

determining if the user must authenticate an identity of the user based on the

comparison of the transaction with the permission module; and
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allowing the transaction if the user does not need to authenticate the user’s

identity.

13. The method of claim 12, the method further comprising:
requesting authentication of the user’s identity based on the comparison of
the transaction with the permission module;
comparing input from the user with the authentication module; and
allowing the transaction if the user is authorized to perform the transaction

based on the comparison of the input with the authentication module.

14. The method of claim 12, wherein receiving the security protocol from the user
comprises receiving instructions for prompting the authentication module and receiving

security features for authenticating the user’s identity.

15. The method of claim 12, wherein determining that the user is conducting a
transaction comprises receiving a signal from a point-of-sale device indicating that the

user is attempting to conduct a transaction.

16. The method of claim 12, wherein comparing the transaction with the permission
module comprises comparing at least one of the transaction amount, the transaction time,
the transaction location, the transaction merchant, and the transaction category with

predetermined instructions in the permission module.
17. The method of claim 12, wherein determining if the user must authenticate an
identity of the user comprises determining whether a characteristic of the transaction

permits the user to conduct the transaction without authenticating the user’s identity.

18. The method of claim 12, wherein allowing the transaction comprises transferring the

user’s account information to a point-of-sale device.
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19. The method of claim 18, wherein the transferring the user’s account information to

the point-of-sale device comprises wirelessly transferring the account information.

20. The method of claim 13, wherein requesting authentication of the user’s identity
comprises receiving input of at least one of a username, a password, an answer to a
challenge question, a voice recognition scan, a facial scan, a fingerprint scan, and an iris

scan.

21. The method of claim 20, wherein comparing the input from the user with the
authentication module comprises comparing the input from the user with a security

feature.

22. The method of claim 21, wherein the security feature is stored in memory associated

with a mobile device.

23. The method of claim 22, wherein the memory is capable of receiving power from a

point-of-sale device.

24. The method of claim 23, wherein allowing the transaction if the user is authorized to
perform the transaction comprises transferring the user’s account information to a point-

of-sale device.

25. A computer program product for providing a financial transaction security product,
the computer program product comprising:
a non-transitory computer-readable medium comprising:
an executable portion for causing a computer to receive a security protocol
from a user, the security protocol comprising a permission module and an authentication
module;
an executable portion for causing a computer to determine that the user is

conducting a transaction;
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an executable portion for causing a computer to compare the transaction
with the permission module;

an executable portion for causing a computer to determine if the user must
authenticate an identity of the user based on the comparison of the transaction with the
permission module; and

an executable portion for causing a computer to allow the transaction if the

user does not need to authenticate the user’s identity.

26. The computer program product of claim 25, wherein the non-transitory computer
readable medium further comprises:

an excecutable portion for causing a computer to request authentication of the
user’s identity based on the comparison of the transaction with the permission module;

an executable portion for causing a computer to compare an input from the user
with the authentication module; and

an executable portion for causing a computer to allow the transaction if the user is
authorized to perform the transaction based on the comparison of the input with the

authentication module.

27. The computer program product of claim 25, further comprising an executable portion
for causing a computer to determine the user’s location when the user is conducting the

transaction.

28. The computer program product of claim 25, further comprising memory coupled to

the non-transitory computer readable medium.

29. The computer program product of claim 28, wherein the memory stores at least one
of financial account information for the user, instructions associated with the permission
module for the user, and security features associated with the authentication module for

the user.
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30. The computer program product of claim 29, wherein the user’s financial account
information consists of information associated with at least one of a checking account, a
savings account, a money market account, a credit account, an investment account, and a

rewards points account.

31. The computer program product of claim 25, wherein the permission module requires
the user to authenticate the user’s identity if a transaction amount is over a predetermined

dollar amount.

32. The computer program product of claim 25, wherein the permission module requires
the user to authenticate the user’s identity if the transaction is occurring at a non-

approved merchant.

33. The computer program product of claim 32, wherein the non-approved merchant is a

merchant that the user has not purchased from previously.

34. The computer program product of claim 25, wherein the permission module requires
the user to authenticate the user’s identity if the user has not authenticated the identity

within a predetermined time period.

35. The computer program product of claim 25, wherein the permission module requires
the user to authenticate the user’s identity if the user is outside of predetermined

geographical areas.

36. The computer program product of claim 25, wherein the permission module requires
the user to authenticate the user’s identity if a transaction amount would lower a balance

in the user’s account below a predetermined level.

37. The computer program product of claim 25, wherein the permission module requires
the user to authenticate the user’s identity if the user has already conducted a

predetermined number of transactions within a predetermined time period.
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38. The computer program product of claim 25, wherein allowing the transaction

comprises determining an account from which a payment for the transaction is made.

39. The computer program product of claim 38, wherein determining the account

comprises comparing the transaction to instructions received from the user.
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MOBILE TRANSACTION DEVICE SECURITY SYSTEM

ABSTRACT

Embodiments of the invention include apparatuses, methods, and computer-
program products that provide for a unique financial transaction security system. In one
embodiment, the financial transaction security system receives a security protocol from a
user. The security protocol includes instructions for allowing transactions without
authentication and security features for the user if authentication is necessary. The
system then determines that the user is conducting a transaction, compares the transaction
to the instructions, and determines whether the transaction can occur without
authentication. If the user is required to authenticate his identity, the system requests
input from the user, compares the input to the security feature, and determines if the user
is authenticated. The user is able to customize both the instructions and the security

features to provide greater control over financial transaction security.
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Residence Information (Select One) (8 US Residency (O Non US Residency (O Active US Military Service

City | Rock Hil State/Province 1 sC [ Country of Residencé | uUs

Citizenship under 37 CFR 1.41(bj us
Mailing Address of Applicant:

Address 1 c/o Bank of America Mailcode: NC1-002-29-01

Address 2 101 South Tryon Street

City } Charlotte | State/Province | NC

Postal Code l 28255 | Countr& | us

Applicant 2

Applicant Authority (®Inventor ‘ (Olegal Representative under 35 U.S.C. 117 ‘OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name Suffix
Patrick B. Kelly Jr.

Residence Information (Select One) (@ US Residency (O Non US Residency () Active US Military Service

City | Charlotte State/Province | NC | Country of Residencé | us

Citizenship under 37 CFR 1.41(bi us
Mailing Address of Applicant:

Address 1 c/o Bank of America, Mailcode: NC1-002-29-01
Address 2 101 South Tryon Street
City ] Charlotte \ State/Province | NC
Postal Code ‘ 28255 | Countr'y I us
Applicant 3
Applicant Authority (®Inventor ‘ (Olegal Representative under 35 U.S.C. 117 |QParty of Interest under 35 U.S.C. 118
Prefix{ Given Name Middle Name Family Name Suffix
Alicia C. Jones
Residence Information (Select One) (@) US Residency (O Non US Residency (O Active US Military Service
City | Fort Mill ] State/Province | sc ’ Country of Residencé | us
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PTO/SB/14 (07-07)

Approved for use through 06/30/2010. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 4508US$1.014033.1145

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | MOBILE TRANSACTION DEVICE SECURITY SYSTEM

Citizenship under 37 CFR 1.41(b) 1 us
Mailing Address of Applicant:

Address 1 c/o Bank of America, Mailcode: NC1-002-29-01

Address 2 101 South Tryon Street

City l Charlotte l State/Province 1 NC

Postal Code | 28255 | Countr'y ‘ us

Applicant 4

Applicant Authority (®Inventor | (OLegal Representative under 35 U.S.C. 117 ‘OPar‘ty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name Suffix
Marc B. Keller

Residence Information (Select One) (® US Residency (O Non US Residency (O Active US Military Service

City | Charlotte State/Province | NC | Country of Residencé I us

Citizenship under 37 CFR 1.41(b} | US
Mailing Address of Applicant:

Address 1 c/o Bank of America, Mailcode: NC1-002-29-01

Address 2 101 South Tryon Street

City Charlotte l State/Province | NC
Postal Code l 28255 | Countr'y | us

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[] An Address is being provided for the correspondence Information of this application.

Customer Number 69603
Email Address

Application Information:

Title of the Invention MOBILE TRANSACTION DEVICE SECURITY SYSTEM

Attorney Docket Number| 4508US1.014033.1145 | Small Entity Status Claimed [ ]

Application Type Nonprovisional

Subject Matter Utility

Suggested Class (if any) ' ‘ Sub Class (if any)

Suggested Technology Center (if any) ‘

Total Number of Drawing Sheets (if any) 9 ! Suggested Figure for Publication (if any)
EFS Web 2.2.2
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PTO/SB/14 (07-07)

Approved for use through 06/30/2010. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 4508US1.014033.1145
Application Number

Application Data Sheet 37 CFR 1.76

Title of Invention | MOBILE TRANSACTION DEVICE SECURITY SYSTEM

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. ! hereby request that the attached application not be published under 35 U.S.

N C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of
an application filed in another country, or under a multilateral international agreement, that requires publication at
eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Enter either Customer Number or complete the Representative Name section below. If both sections
are completed the Customer Number will be used for the Representative Information during processing.

Please Select One: (® Customer Number | (O US Patent Practitioner 1 (O Limited Recognition (37 CFR 11.9)
Customer Number 69603 :

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate National Stage
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required by
35 U.S.C. 119(e) or 120, and 37 CFR 1.78(a)(2) or CFR 1.78(a)(4), and need not otherwise be made part of the specification.

Prior Application Status I Patented |

Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b)
and 37 CFR 1.55(a).

Application Number Country' Parent Filing Date (YYYY-MM-DD) Priority Claimed
O Yes O No

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Assignee Information:

Providing this information in the application data sheet does not substitute for compliance with any requirement of part 3 of Title 37
of the CFR to have an assignment recorded in the Office.

Assignee 1

EFS Web 2.2.2
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PTO/SB/14 (07-07)

Approved for use through 06/30/2010. OMB 0651-0032

t.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 4508US1.014033.1145
Application Number

Application Data Sheet 37 CFR 1.76

Title of Invention | MOBILE TRANSACTION DEVICE SECURITY SYSTEM

If the Assignee is an Organization check here. X

Organization Name BANK OF AMERICA CORPORATION
Mailing Address Information:

Address 1 101 South Tryon Street

Address 2

City Charlotte State/Province NC
Country \ us Postal Code 28255
Phone Number Fax Number

Email Address

Additional Assignee Data may be generated within this form by selecting the Add
button.

Signature:

A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37
CFR 1.4(d) for the form of the signature.

signature | A ¢ /) M Date (YYYY-MM-DD)| 2011-01-31

First Name | Andrew D. l Last Name ‘ Gerschutz Registration Number | 65529

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S, Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552)
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disciosed to the Department of Justice to determine

whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

4, A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in

order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent,

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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UTILITY
PATENT APPLICATION Attorney Docket No 4508US1.014033.1145

TRANSMITTAL First Named Inventor David M. Grigg et al.
(Only for new nonprovisional Title MOBILE TRANSACTION DEVICE SECURITY SYSTEM

applications under 37 CFR 1.53(b)) Filed via EFS-Web on January 31, 2011

ADDRESS TO: COMMISSIONER FOR PATENTS
P.O. BOX 1450
ALEXANDRIA, VA 22313-1450

Transmitted herewith for filing in the United States Patent Office is a patent application for:

Inventors: David M. Grigg; Patrick B. Kelly; Alicia C. Jones; Marc B. Keller

Assignee of this invention is Bank of America Corporation

1. X The Filing Fee has been calculated as shown below:
2. No Applicant claims Small Entity Status. See 37 CFR 1.27.
Small Entity Rate Large Entity Rate
No. Filed No. Extra Fee Fee

BASIC FEE $0 $ 330
SEARCH FEE $0 $ 540
EXAMINATION FEE $0 $ 220
TOTAL CLAIMS: 39 -20= 19 X 26= $0 19 x 52= § 988
INDEP CLAIMS: 3-3= 0 X110= $0 0x220= $ O
APPLICATION SIZE If the specification, drawings,
FEE and sequence listing exceed $0 $ 0

100 sheets of paper, the
application size fee due is
$270 ($135 for small entity) for
each additional 50 sheets or
fraction thereof.

No MULTIPLE DEPENDENT CLAIMS +195 = $0 +390 = $0
PRESENTED
*If the difference in Column 1 is less than zero, TOTAL $ 0 TOTAL $2.078

enter "0" in Column 2.

The Commissioner is hereby authorized to credit any overpayment or charge any deficiency of the following fees
to Deposit Acct. No. 13-4365.
a. ] Fees required under 37 CFR 1.16 (National filing fees).
b. ] Fees required under 37 CFR 1.17 (National application processing fees)
including any extension of time fees under 37 CFR § 1.136(a) that are required
for consideration of papers filed during prosecution.

A check in the amount of $ for the filing fee is enclosed.
The filing fees paid via EFT in the amount of $2,078.00 when e-filing.

The above filing fee will be paid along with Applicant(s) Response to the Notice to File
Missing Parts.

X 0OX O

Specification [Total Pages 38]

TRIN753409v1
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4, X 9 Sheets of Drawing(s) (35 USC 113)

5. N Declaration [Total Pages |
a. [l Newly executed (original or copy)
b. ] Copy from a prior application (37 CFR 1.63(d)) (if box 18 completed)

i. [0 DELETION OF INVENTOR(S) Signed statement attached deleting
inventor(s) named in the prior application, see 37 CFR 1.63(d)(2) &

1.33(b).
6. Application Data Sheet. See 37 CFR 1.76
7. [C] CD-ROM or CD-R in duplicate, large table or Computer Program (Appendix)
8. Nucleotide and/or Amino Acid Sequence Submission (if applicable, all necessary)
a. [l Computer Readable Copy (CRF)
b ] Request for Transfer of Computer Readable Form of Sequence Listing
under 37 CFR § 1.821(e) and MPEP 2422.05 (must be compliant with new rules)
c. U Specification Sequence Listing on:
i. [] CD-ROM or CD-R (3 copies); or
i, ] Paper ( Pages)
d. ] Statements verifying identity of above copies
ACCONMPANYING APPLICATION PARTS
9. 1 Assignment Papers (cover sheet & document(s) including a check for the $40.00 fee)
10. ] 37 CFR 3.73(b) Statement and General Power of Attorney by Assignee. OR
| Application Specific Power of Attorney by Assignee
11. O English Translation Document (if applicable)
12. I Information Disclosure Statement (IDS)/PTO-1449; Copies of IDS Citations
13. ] Preliminary Amendment
14, ] Return Receipt Postcard (MPEP 503) (Should be specifically itemized)
15. ] Certified Copy of Priority Document(s) (if foreign priority is claimed)
| Foreign Priority is claimed as Application No. , filed
16. | NonPublication Request under 35 U.S.C. 122(b)(2)(B)(i).
Applicant must attach form PTO/SB35 or its equivalent.
17. ] Request for Early Publication Under 37 CFR § 1.219. Fee of $300.00 is enclosed.

18. If a CONTINUING APPLICATION, check appropriate box and supply the requisite information
below and in a preliminary amendment, or in an Application Data Sheet under 37 CFR 1.76:

[] Continuation [ Divisional (] Continuation in Part (CIP)
of prior Application No; ; Filed
Prior Application Information: Examiner Group/Art Unit:

For CONTINUATION or DIVISIONAL APPS only: The entire disclosure of the prior application, from which an oath or
declaration is supplied under Box 5b, is considered a part of the disclosure of the accompanying continuation or
divisional application and is hereby incorporated by reference. The incorporation can only be relied upon when a
portion has been inadvertently omitted from the submitted application parts.

TRIIN753409v1
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19. CORRESPONDENCE ADDRESS
CUSTOMER NUMBER 69603

Signature:

MOORE & VAN ALLEN PLLC FOR BOFA
430 Davis Drive, Suite 500

Post Office Box 13706

Research Triangle Park, NC 27709

Tel Triangle Office (919) 286-8000

Fax Triangle Office (919) 286-8199

J—M‘-\“—u‘\/ 3\, 20\

A At

Attorney of Record: Andrew D. chutz
Registration No. 65,529

Electronically filed via the EFS-Web Electronic Filing System of the United States Patent and Trademark

Office on January 31, 2011.
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DocCode - SCORE
SCORE Placeholder Sheet for IFW Content

Application Number: 13017823 Document Date: 1/31/2011

The presence of this form in the IFW record indicates that the following document type was received in
electronic format on the date identified above. This content is stored in the SCORE database.

e Drawings — Other than Black and White Line Drawings

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is recorded in
PALM, and no paper documents or physical media exist. The TIFF images in the IFW record were created
from the original documents that are stored in SCORE. '

To access the documents in the SCORE database, refer to instructions developed by SIRA.

At the time of document entry (noted above):
o Examiners may access SCORE content via the eDAN interface.
e Other USPTO employees can bookmark the current SCORE URL (http://es/ScoreAccessWeb/).
¢ External customers may access SCORE content via the Public and Private PAIR interfaces.

Form Revision Date: February 8, 2006
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