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SEC. 1.1 USES OF COMPUTER NETWORKS 7

Any teenager worth his or her salt is addicted to instant messaging. This
facility, derived from the UNIX falk program in use since around 1970, allows two
people to type messages at each other in real time. A multiperson version of this
idea is the chat room, in which a group of people can type messages for all to see.

Worldwide newsgroups, with discussions on every conceivable topic, are
already commonplace among a select group of people, and this phenomenon will
grow to include the population at large. These discussions, in which one person
posts a message and all the other subscribers to the newsgroup can read it, run the
gamut from humorous to impassioned. Unlike chat rooms, newsgroups are not
real time and messages are saved so that when someone comes back from vaca-
tion, all messages that have been posted in the meanwhile are patiently waiting for
reading.

Another type of person-to-person communication often goes by the name of
peer-to-peer communication, to distinguish it from the client-server model
(Parameswaran et al., 2001). In this form, individuals who form a loose group can
communicate with others in the group, as shown in Fig. 1-3. Every person can, in
principle, communicate with one or more other people; there is no fixed division
into clients and servers.

Figure 1-3. In a peer-to-peer system there are no fixed clients and servers.

Peer-to-peer communication really hit the big time around 2000 with a service
called Napster, which at its peak had over 50 million music fans swapping music,
in what was probably the biggest copyright infringement in all of recorded history
(Lam and Tan, 2001; and Macedonia, 2000). The idea was fairly simple.
Members registered the music they had on their hard disks in a central database
maintained on the Napster server. If a member wanted a song, he checked the
database to see who had it and went directly there to get it. By not actually keep-
ing any music on its machines, Napster argued that it was not infringing anyone’s
copyright. The courts did not agree and shut it down.
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SEC. 1.1 USES OF COMPUTER NETWORKS 9
logs of thousands of companies. Some of these catalogs will soon provide the
ability to get an instant video on any product by just clicking on the product’s
name. After the customer buys a product electronically but cannot figure out how
to use it, on-line technical support may be consulted.

Another area in which e-commerce is already happening is access to financial
institutions. Many people already pay their bills, manage their bank accounts, and
handle their investments electronically. This will surely grow as networks be-
come more secure.

One area that virtually nobody foresaw is electronic flea markets (e-flea?).
On-line auctions of second-hand goods have become a massive industry. Unlike
traditional e-commerce, which follows the client-server model, on-line auctions
are more of a peer-to-peer system, sort of consumer-to-consumer. Some of these
forms of e-commerce have acquired cute little tags based on the fact that “to” and
“2” are pronounced the same. The most popular ones are listed in Fig. 1-4.

Tag Full name
B2C | Business-to-consumer

Example
Ordering books on-line

B2B | Business-to-business Car manufacturer ordering tires from supplier

G2C | Government-to-consumer | Government distributing tax forms electronically

L

C2C | Consumer-to-consumer Auctioning second-hand products on line

P2P | Peer-to-peer File sharing

Figure 1-4. Some forms of e-commerce.

No doubt the range of uses of computer networks will grow rapidly in the
future, and probably in ways no one can now foresee. After all, how many people
in 1990 predicted that teenagers tediously typing short text messages on mobile
phones while riding buses would be an immense money maker for telephone com-
panies in 10 years? But short message service is very profitable.

Computer networks may become hugely important to people who are geo-
graphically challenged, giving them the same access to services as people living
in the middle of a big city. Telelearning may radically affect education; universi-
ties may go national or international. Telemedicine is only now starting to catch
on (e.g., remote patient monitoring) but may become much more important. But
the killer application may be something mundane, like using the webcam in your
refrigerator to see if you have to buy milk on the way home from work.

1.1.3 Mobile Users

Mobile computers, such as notebook computers and personal digital assistants
(PDAs), are one of the fastest-growing segments of the computer industry. Many
owners of these computers have desktop machines back at the office and want to
be connected to their home base even when away from home or en route. Since
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SEC. 1.5 EXAMPLE NETWORKS 51

Switching
office ™™=

Toll /

office

(a) (b)

Figure 1-25. (a) Structure of the telephone system. (b) Baran’s proposed distri-
buted switching system.

Several years went by and still the DoD did not have a better command-and-
control system. To understand what happened next, we have to go back to Oct-
ober 1957, when the Soviet Union beat the U.S. into space with the launch of the
first artificial satellite, Sputnik. When President Eisenhower tried to find out who
was asleep at the switch, he was appalled to find the Army, Navy, and Air Force
squabbling over the Pentagon’s research budget. His immediate response was to
create a single defense research organization, ARPA, the Advanced Research
Projects Agency. ARPA had no scientists or laboratories; in fact, it had nothing
more than an office and a small (by Pentagon standards) budget. It did its work
by issuing grants and contracts to universities and companies whose ideas looked
promising to it.

For the first few years, ARPA tried to figure out what its mission should be,
but in 1967, the attention of ARPA’s then director, Larry Roberts, turned to net-
working. He contacted various experts to decide what to do. One of them, Wes-
ley Clark, suggested building a packet-switched subnet, giving each host its own
router, as illustrated in Fig. 1-10.

After some initial skepticism, Roberts bought the idea and presented a some-
what vague paper about it at the ACM SIGOPS Symposium on Operating System
Principles held in Gatlinburg, Tennessee in late 1967 (Roberts, 1967). Much to
Roberts’ surprise, another paper at the conference described a similar system that
had not only been designed but actually implemented under the direction of Don-
ald Davies at the National Physical Laboratory in England. The NPL system was
not a national system (it just connected several computers on the NPL campus),
but it demonstrated that packet switching could be made to work. Furthermore, it
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SEC. 1.5 EXAMPLE NETWORKS 53

became clear that BBN felt that when it had accepted a message on a host-IMP
wire and placed it on the host-IMP wire at the destination, its job was done.

Roberts had a problem: the hosts needed software too. To deal with it, he
convened a meeting of network researchers, mostly graduate students, at Snow-
bird, Utah, in the summer of 1969. The graduate students expected some network
expert to explain the grand design of the network and its software to them and
then to assign each of them the job of writing part of it. They were astounded
when there was no network expert and no grand design. They had to figure out
what to do on their own.

Nevertheless, somehow an experimental network went on the air in December
1969 with four nodes: at UCLA, UCSB, SRI, and the University of Utah. These
four were chosen because all had a large number of ARPA contracts, and all had
different and completely incompatible host computers (just to make it more fun).
The network grew quickly as more IMPs were delivered and installed; it soon
spanned the United States. Figure 1-27 shows how rapidly the ARPANET grew
in the first 3 years.

SRl UTAH SRI UTAH MIT SRi UTAH ILLINOIS MIT LINCOLN CASE
O O

Q Q OSDC CARN
STAN

O O --
UCLA UCLA  RAND BBN UCLA  RAND BBN HARVARD BURROUGHS

(a) (b) {c)

LBL MCCLELLAN  UTAH

O

ILLINOIS

O

MIT
—0

MCCLELLAN
SRi )/UTAH
o—C O

NCAR GWC LINCOLN CASE
o, O O

HARVARD

STANO QSDC

ucsB JUCsD

UCLA RAND TINKER BBN HARVARD NBS

sbC usc

(d)
Figure 1-27. Growth of the ARPANET. (a) December 1969. (b) July 1970.
(c) March 1971. (d) April 1972. (e) September 1972.

In addition to helping the fledgling ARPANET grow, ARPA also funded re-
search on the use of satellite networks and mobile packet radio networks. In one
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SEC. 1.5 EXAMPLE NETWORKS 55

NSF also funded some (eventually about 20) regional networks that connected
to the backbone to allow users at thousands of universities, research labs, libraries,
and museums to access any of the supercomputers and to communicate with one

.another. The complete network, including the backbone and the regional net-
works, was called NSFNET. It connected to the ARPANET through a link
between an IMP and a fuzzball in the Carnegie-Mellon machine room. The first
NSFENET backbone is illustrated in Fig. 1-28.

O NSF Supercomputer center
® NSF Midlevel network
@ Both

Figure 1-28. The NSFNET backbone in 1988.

NSFNET was an instantaneous success and was overloaded from the word go.
NSF immediately began planning its successor and awarded a contract to the
Michigan-based MERIT consortium to run it. Fiber optic channels at 448 kbps
were leased from MCI (since merged with WorldCom) to provide the version 2
backbone. IBM PC-RTs were used as routers. This, too, was soon overwhelmed,
and by 1990, the second backbone was upgraded to 1.5 Mbps.

As growth continued, NSF realized that the government could not continue
financing networking forever. Furthermore, commercial organizations wanted to
join but were forbidden by NSF’s charter from using networks NSF paid for.
Consequently, NSF encouraged MERIT, MCI, and IBM to form a nonprofit cor-
poration, ANS (Advanced Networks and Services), as the first step along the
road to commercialization. In 1990, ANS took over NSFNET and upgraded the
1.5-Mbps links to 45 Mbps to form ANSNET. This network operated for 5 years
and was then sold to America Online. But by then, various companies were offer-
ing commercial IP service and it was clear the government should now get out of
the networking business.

To ease the transition and make sure every regional network could communi-
cate with every other regional network, NSF awarded contracts to four different
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SEC. 1.5 EXAMPLE NETWORKS 57

Traditionally (meaning 1970 to about 1990), the Internet and its predecessors
had four main applications:

1. E-mail. The ability to compose, send, and receive electronic mail
has been around since the early days of the ARPANET and is enor-
mously popular. Many people get dozens of messages a day and
consider it their primary way of interacting with the outside world,
far outdistancing the telephone and snail mail. E-mail programs are
available on virtually every kind of computer these days.

2. News. Newsgroups are specialized forums in which users with a
common interest can exchange messages. Thousands of newsgroups
exist, devoted to technical and nontechnical topics, including com-
puters, science, recreation, and politics. Each newsgroup has its own
etiquette, style, and customs, and woe betide anyone violating them.

3. Remote login. Using the telnet, rlogin, or ssh programs, users any-
where on the Internet can log on to any other machine on which they
have an account.

4. File transfer. Using the FTP program, users can copy files from one
machine on the Internet to another. Vast numbers of articles, data-
bases, and other information are available this way.

Up until the early 1990s, the Internet was largely populated by academic,
government, and industrial researchers. One new application, the WWW (World
Wide Web) changed all that and brought millions of new, nonacademic users to
the net. This application, invented by CERN physicist Tim Berners-Lee, did not
change any of the underlying facilities but made them easier to use. Together
with the Mosaic browser, written by Marc Andreessen at the National Center for
Supercomputer Applications in Urbana, Illinois, the WWW made it possible for a
site to set up a number of pages of information containing text, pictures, sound,
and even video, with embedded links to other pages. By clicking on a link, the
user is suddenly transported to the page pointed to by that link. For example,
many companies have a home page with entries pointing to other pages for prod-
uct information, price lists, sales, technical support, communication with employ-
ees, stockholder information, and more.

Numerous other kinds of pages have come into existence in a very short time,
including maps, stock market tables, library card catalogs, recorded radio pro-
grams, and even a page pointing to the complete text of many books whose copy-
rights have expired (Mark Twain, Charles Dickens, etc.). Many people also have
personal pages (home pages).

Much of this growth during the 1990s was fueled by companies called ISPs
(Internet Service Providers). These are companies that offer individual users at
home the ability to call up one of their machines and connect to the Internet, thus

Ex.1014 / Page 15 of 49
Cisco Systems, Inc.






SEC. 1.5 EXAMPLE NETWORKS 59

telco, the POP will probably be located in the telephone switching office where
the telephone wire from the client terminates. If the ISP is not the local telco, the
POP may be a few switching offices down the road.

< The ISP’s regional network consists of interconnected routers in the various
cities the ISP serves. If the packet is destined for a host served directly by the
ISP, the packet is delivered to the host. Otherwise, it is handed over to the ISP’s
backbone operator.

At the top of the food chain are the major backbone operators, companies like
AT&T and Sprint. They operate large international backbone networks, with
thousands of routers connected by high-bandwidth fiber optics. Large corpora-
tions and hosting services that run server farms (machines that can serve thou-
sands of Web pages per second) often connect directly to the backbone. Back-
bone operators encourage this direct connection by renting space in what are
called carrier hotels, basically equipment racks in the same room as the router to
allow short, fast connections between server farms and the backbone.

If a packet given to the backbone is destined for an ISP or company served by
the backbone, it is sent to the closest router and handed off there. However, many
backbones, of varying sizes, exist in the world, so a packet may have to go to a
competing backbone. To allow packets to hop between backbones, all the major
backbones connect at the NAPs discussed earlier. Basically, a NAP is a room full
of routers, at least one per backbone. A LAN in the room connects all the routers,
so packets can be forwarded from any backbone to any other backbone. In addi-
tion to being interconnected at NAPs, the larger backbones have numerous direct
connections between their routers, a technique known as private peering. One of
the many paradoxes of the Internet is that ISPs who publicly compete with one
another for customers often privately cooperate to do private peering (Metz,
2001).

This ends our quick tour of the Internet. We will have a great deal to say
about the individual components and their design, algorithms, and protocols in
subsequent chapters. Also worth mentioning in passing is that some companies
have interconnected all their existing internal networks, often using the same tech-
nology as the Internet. These intranets are typically accessible only within the
company but otherwise work the same way as the Internet.

1.5.2 Connection-Oriented Networks: X.25, Frame Relay, and ATM

Since the beginning of networking, a war has been going on between the peo-
ple who support connectionless (i.e., datagram) subnets and the people who sup-
port connection-oriented subnets. The main proponents of the connectionless sub-
nets come from the ARPANET/Internet community. Remember that DoD’s origi-
nal desire in funding and building the ARPANET was to have a network that
would continue functioning even after multiple direct hits by nuclear weapons
wiped out numerous routers and transmission lines. Thus, fault tolerance was
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as the basic concept, but it was not, due in part to the expense of billing (and giv-
en the quality of most television, the embarrassment factor cannot be totally dis-
counted either). Also, many theme parks charge a daily admission fee for unlim-
Jdted rides, in contrast to traveling carnivals, which charge by the ride.

That said, it should come as no surprise that all networks designed by the tele-
phone industry have had connection-oriented subnets. What is perhaps surprising,
is that the Internet is also drifting in that direction, in order to provide a better
quality of service for audio and video, a subject we will return to in Chap. 5. But
now let us examine some connection-oriented networks.

X.25 and Frame Relay

Our first example of a connection-oriented network is X.25, which was the
first public data network. It was deployed in the 1970s at a time when telephone
service was a monopoly everywhere and the telephone company in each country
expected there to be one data network per country—theirs. To use X.25, a com-
puter first established a connection to the remote computer, that is, placed a tele-
phone call. This connection was given a connection number to be used in data
transfer packets (because multiple connections could be open at the same time).
Data packets were very simple, consisting of a 3-byte header and up to 128 bytes
of data. The header consisted of a 12-bit connection number, a packet sequence
number, an acknowledgement number, and a few miscellaneous bits. X.25 net-
works operated for about a decade with mixed success.

In the 1980s, the X.25 networks were largely replaced by a new kind of net-
work called frame relay. The essence of frame relay is that it is a connection-
oriented network with no error control and no flow control. Because it was
connection-oriented, packets were delivered in order (if they were delivered at
all). The properties of in-order delivery, no error control, and no flow control
make frame relay akin to a wide area LAN. Its most important application is
interconnecting LLANs at multiple company offices. Frame relay enjoyed a mod-
est success and is still in use in places today.

Asynchronous Transfer Mode

Yet another, and far more important, connection-oriented network is ATM
(Asynchronous Transfer Mode). The reason for the somewhat strange name is
that in the telephone system, most transmission is synchronous (closely tied to a
clock), and ATM is not.

ATM was designed in the early 1990s and launched amid truly incredible
hype (Ginsburg, 1996; Goralski, 1995; Ibe, 1997; Kim et al., 1994; and Stallings,
2000). ATM was going to solve all the world’s networking and telecommunica-
tions problems by merging voice, data, cable television, telex, telegraph, carrier
pigeon, tin cans connected by strings, tom-toms, smoke signals, and everything
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IP packets have to be routed by software, which is a slower process. Another plus
of ATM is that the hardware can be set up to copy one incoming cell to multiple
output lines, a property that is required for handling a television program that is
being broadcast to many receivers. Finally, small cells do not block any line for
very long, which makes guaranteeing quality of service easier.

All cells follow the same route to the destination. Cell delivery is not
guaranteed, but their order is. If cells 1 and 2 are sent in that order, then if both
arrive, they will arrive in that order, never first 2 then 1. But either or both of
them can be lost along the way. It is up to higher protocol levels to recover from
lost cells. Note that although this guarantee is not perfect, it is better than what
the Internet provides. There packets can not only be lost, but delivered out of
order as well. ATM, in contrast, guarantees never to deliver cells out of order.

Bytes 5 48

Header User data

Figure 1-31. An ATM cell.

ATM networks are organized like traditional WANSs, with lines and switches
(routers). The most common speeds for ATM networks are 155 Mbps and 622
Mbps, although higher speeds are also supported. The 155-Mbps speed was
chosen because this is about what is needed to transmit high definition television.
The exact choice of 155.52 Mbps was made for compatibility with AT&T’s

SONET transmission system, something we will study in Chap. 2. The 622 Mbps
speed was chosen so that four 155-Mbps channels could be sent over it.

The ATM Reference Model

ATM has its own reference model, different from the OSI model and also dif-
ferent from the TCP/IP model. This model is shown in Fig. 1-32. It consists of
three layers, the physical, ATM, and ATM adaptation layers, plus whatever users
want to put on top of that.

The physical layer deals with the physical medium: voltages, bit timing, and
various other issues. ATM does not prescribe a particular set of rules but instead
says that ATM cells can be sent on a wire or fiber by themselves, but they can
also be packaged inside the payload of other carrier systems. In other words,
ATM has been designed to be independent of the transmission medium.

The ATM layer deals with cells and cell transport. It defines the layout of a
cell and tells what the header fields mean. It also deals with establishment and
release of virtual circuits. Congestion control is also located here.

Because most applications do not want to work directly with cells (although
some may), a layer above the ATM layer has been defined to allow users to send
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ATM ATM
layer  sublayer Functionality

Providing the standard interface (convergence)

Segmentation and reassembly

Flow control

Cell header generation/extraction
Virtual circuit/path management
Cell multiplexing/demultiplexing

Cell rate decoupling

Header checksum generation and verification

Cell generation

Packing/unpacking cells from the enclosing envelope
Frame generation

Physical

Bit timing
Physical network access

Figure 1-33. The ATM layers and sublayers, and their functions.

The AAL layer is split into a SAR (Segmentation And Reassembly) sub-
layer and a CS (Convergence Sublayer). The lower sublayer breaks up packets
into cells on the transmission side and puts them back together again at the desti-
nation. The upper sublayer makes it possible to have ATM systems offer different
kinds of services to different applications (e.g., file transfer and video on demand
have different requirements concerning error handling, timing, etc.).

As it is probably mostly downhill for ATM from now on, we will not discuss
it further in this book. Nevertheless, since it has a substantial installed base, it
will probably be around for at least a few more years. For more information about
ATM, see (Dobrowski and Grise, 2001; and Gadecki and Heckart, 1997).

1.5.3 Ethernet

Both the Internet and ATM were designed for wide area networking. How-
ever, many companies, universities, and other organizations have large numbers
of computers that must be connected. This need gave rise to the local area net-
work. In this section we will say a little bit about the most popular LAN, Ether-
net.

The story starts out in pristine Hawaii in the early 1970s. In this case, “pris-
tine” can be interpreted as “‘not having a working telephone system.” While not
being interrupted by the phone all day long makes life more pleasant for vacation-
ers, it did not make life more pleasant for researcher Norman Abramson and his
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=]
\t BRI
Transceiver

\ Interface

Sl S T

Figure 1-34. Architecture of the original Ethernet.

Despite the computer listening before transmitting, a problem still arises: what
happens if two or more computers all wait until the current transmission com-
pletes and then all start at once? The solution is to have each computer listen dur-
ing its own transmission and if it detects interference, jam the ether to alert all
senders. Then back off and wait a random time before retrying. If a second colli-
sion happens, the random waiting time is doubled, and so on, to spread out the
competing transmissions and give one of them a chance to go first.

The Xerox Ethernet was so successful that DEC, Intel, and Xerox drew up a
standard in 1978 for a 10-Mbps Ethernet, called the DIX standard. With two
minor changes, the DIX standard became the IEEE 802.3 standard in 1983.

Unfortunately for Xerox, it already had a history of making seminal inven-
tions (such as the personal computer) and then failing to commercialize on them,
a story told in Fumbling the Future (Smith and Alexander, 1988). When Xerox
showed little interest in doing anything with Ethernet other than helping standard-
ize it, Metcalfe formed his own company, 3Com, to sell Ethernet adapters for
PCs. It has sold over 100 million of them.

Ethernet continued to develop and is still developing. New versions at 100
Mbps, 1000 Mbps, and still higher have come out. Also the cabling has improved,
and switching and other features have been added. We will discuss Ethernet in
detail in Chap. 4.

In passing, it is worth mentioning that Ethernet (IEEE 802.3) is not the only
LLAN standard. The committee also standardized a token bus (802.4) and a token
ring (802.5). The need for three more-or-less incompatible standards has little to
do with technology and everything to do with politics. At the time of standardiza-
tion, General Motors was pushing a LAN in which the topology was the same as
Ethernet (a linear cable) but computers took turns in transmitting by passing a
short packet called a token from computer to computer. A computer could only
send if it possessed the token, thus avoiding collisions. General Motors announ-
ced that this scheme was essential for manufacturing cars and was not prepared to
budge from this position. This announcement notwithstanding, 802.4 has basi-
cally vanished from sight.
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Base | To wired network
station,

Figure 1-35. (a) Wireless networking with a base station. (b) Ad hoc networking.

maintained; taking limited battery life into account; worrying about human safety
(do radio waves cause cancer?); understanding the implications of computer mo-
bility; and finally, building a system with enough bandwidth to be economically
viable.

At the time the standardization process started (mid-1990s), Ethernet had
already come to dominate local area networking, so the committee decided to
make 802.11 compatible with Ethernet above the data link layer. In particular, it
should be possible to send an IP packet over the wireless LAN the same way a
wired computer sent an IP packet over Ethernet. Nevertheless, in the physical and
data link layers, several inherent differences with Ethernet exist and had to be
dealt with by the standard.

First, a computer on Ethernet always listens to the ether before transmitting.
Only if the ether is idle does the computer begin transmitting. With wireless
LLANs, that idea does not work so well. To see why, examine Fig. 1-36. Suppose
that computer A is transmitting to computer B, but the radio range of A’s
transmitter is too short to reach computer C. If C wants to transmit to B it can
listen to the ether before starting, but the fact that it does not hear anything does
not mean that its transmission will succeed. The 802.11 standard had to solve this
problem.

The second problem that had to be solved is that a radio signal can be reflec-
ted off solid objects, so it may be received multiple times (along multiple paths).
This interference results in what is called multipath fading.

The third problem is that a great deal of software is not aware of mobility.
For example, many word processors have a list of printers that users can choose
from to print a file. When the computer on which the word processor runs is
taken into a new environment, the built-in list of printers becomes invalid.

The fourth problem is that if a notebook computer is moved away from the
ceiling-mounted base station it is using and into the range of a different base sta-
tion, some way of handing it off is needed. Although this problem occurs with
cellular telephones, it does not occur with Ethernet and needed to be solved. In

Ex.1014 / Page 27 of 49
Cisco Systems, Inc.






e

i

SEC. 1.5 EXAMPLE NETWORKS 71

That 802.11 is going to cause a revolution in computing and Internet access is
now beyond any doubt. Airports, train stations, hotels, shopping malls, and
universities are rapidly installing it. Even upscale coffee shops are installing
<802.11 so that the assembled yuppies can surf the Web while drinking their lattes.

It is likely that 802.11 will do to the Internet what notebook computers did to
computing: make it mobile.

1.6 NETWORK STANDARDIZATION

Many network vendors and suppliers exist, each with its own ideas of how
things should be done. Without coordination, there would be complete chaos, and
users would get nothing done. The only way out is to agree on some network
standards.

Not only do standards allow different computers to communicate, but they
also increase the market for products adhering to the standard. A larger market
leads to mass production, economies of scale in manufacturing, VLSI implemen-
tations, and other benefits that decrease price and further increase acceptance. In
the following sections we will take a quick look at the important, but little-known,
world of international standardization.

Standards fall into two categories: de facto and de jure. De facto (Latin for
“from the fact”) standards are those that have just happened, without any formal
plan. The IBM PC and its successors are de facto standards for small-office and
home computers because dozens of manufacturers chose to copy IBM’s machines
very closely. Similarly, UNIX is the de facto standard for operating systems in
university computer science departments.

De jure (Latin for “by law’) standards, in contrast, are formal, legal stan-
dards adopted by some authorized standardization body. International standardi-
zation authorities are generally divided into two classes: those established by
treaty among national governments, and those comprising voluntary, nontreaty
organizations. In the area of computer network standards, there are several organ-
izations of each type, which are discussed below.

1.6.1 Who’s Who in the Telecommunications World

The legal status of the world’s telephone companies varies considerably from
country to country. At one extreme is the United States, which has 1500 separate,
privately owned telephone companies. Before it was broken up in 1984, AT&T,
at that time the world’s largest corporation, completely dominated the scene. It
provided telephone service to about 80 percent of America’s telephones, spread
throughout half of its geographical area, with all the other companies combined
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waves are about 3 meters long, 1000-MHz waves are 0.3-meters long, and 0.1-
meter waves have a frequency of 3000 MHz.

The electromagnetic spectrum is shown in Fig. 2-11. The radio, microwave,
infrared, and visible light portions of the spectrum can all be used for transmitting
information by modulating the amplitude, frequency, or phase of the waves.
Ultraviolet light, X-rays, and gamma rays would be even better, due to their
higher frequencies, but they are hard to produce and modulate, do not propagate
well through buildings, and are dangerous to living things. The bands listed at the
bottom of Fig. 2-11 are the official ITU names and are based on the wavelengths,
so the LF band goes from 1 km to 10 km (approximately 30 kHz to 300 kHz).
The terms LF, MF, and HF refer to low, medium, and high frequency, respec-
tively. Clearly, when the names were assigned, nobody expected to go above 10
MHz, so the higher bands were later named the Very, Ultra, Super, Extremely,
and Tremendously High Frequency bands. Beyond that there are no names, but
Incredibly, Astonishingly, and Prodigiously high frequency (IHF, AHF, and PHF)
would sound nice.
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Figure 2-11. The electromagnetic spectrum and its uses for communication.

The amount of information that an electromagnetic wave can carry is related
to its bandwidth. With current technologys, it is possible to encode a few bits per
Hertz at low frequencies, but often as many as 8 at high frequencies, so a coaxial
cable with a 750 MHz bandwidth can carry several gigabits/sec. From Fig. 2-11 it
should now be obvious why networking people like fiber optics so much.

If we solve Eq. (2-2) for fand differentiate with respect to A, we get

_az_c

dy )2
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2.3.2 Radio Transmission

Radio waves are easy to generate, can travel long distances, and can penetrate
buildings easily, so they are widely used for communication, both indoors and
outdoors. Radio waves also are omnidirectional, meaning that they travel in all
directions from the source, so the transmitter and receiver do not have to be care-
fully aligned physically.

Sometimes omnidirectional radio is good, but sometimes it is bad. In the
1970s, General Motors decided to equip all its new Cadillacs with computer-
controlled antilock brakes. When the driver stepped on the brake pedal, the com-
puter pulsed the brakes on and off instead of locking them on hard. One fine day
an Ohio Highway Patrolman began using his new mobile radio to call headquar-
ters, and suddenly the Cadillac next to him began behaving like a bucking bronco.
When the officer pulled the car over, the driver claimed that he had done nothing
and that the car had gone crazy.

Eventually, a pattern began to emerge: Cadillacs would sometimes go berserk,
but only on major highways in Ohio and then only when the Highway Patrol was
watching. For a long, long time General Motors could not understand why Cadil-
lacs worked fine in all the other states and also on minor roads in Ohio. Only
after much searching did they discover that the Cadillac’s wiring made a fine
antenna for the frequency used by the Ohio Highway Patrol’s new radio system.

The properties of radio waves are frequency dependent. At low frequencies,
radio waves pass through obstacles well, but the power falls off sharply with dis-
tance from the source, roughly as 1/r? in air. At high frequencies, radio waves
tend to travel in straight lines and bounce off obstacles. They are also absorbed
by rain. At all frequencies, radio waves are subject to interference from motors
and other electrical equipment.

Due to radio’s ability to travel long distances, interference between users is a
problem. For this reason, all governments tightly license the use of radio
transmitters, with one exception, discussed below.

In the VLF, LF, and MF bands, radio waves follow the ground, as illustrated
in Fig. 2-12(a). These waves can be detected for perhaps 1000 km at the lower
frequencies, less at the higher ones. AM radio broadcasting uses the MF band,
which is why the ground waves from Boston AM radio stations cannot be heard
easily in New York. Radio waves in these bands pass through buildings easily,
which is why portable radios work indoors. The main problem with using these
bands for data communication is their low bandwidth [see Eq. (2-3)].

In the HF and VHF bands, the ground waves tend to be absorbed by the earth.
However, the waves that reach the ionosphere, a layer of charged particles cir-
cling the earth at a height of 100 to 500 km, are refracted by it and sent back to
earth, as shown in Fig. 2-12(b). Under certain atmospheric conditions, the signals
can bounce several times. Amateur radio operators (hams) use these bands to talk
long distance. The military also communicate in the HF and VHF bands.
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percent of their channels idle as spares to switch on when multipath fading wipes
out some frequency band temporarily.

. The demand for more and more spectrum drives operators to yet higher fre-
quencies. Bands up to 10 GHz are now in routine use, but at about 4 GHz a new
problem sets in: absorption by water. These waves are only a few centimeters
fong and are absorbed by rain. This effect would be fine if one were planning to
build a huge outdoor microwave oven for roasting passing birds, but for communi-
cation, it is a severe problem. As with multipath fading, the only solution is to
shut off links that are being rained on and route around them.

In summary, microwave communication is so widely used for long-distance
telephone communication, mobile phones, television distribution, and other uses
that a severe shortage of spectrum has developed. It has several significant
advantages over fiber. The main one is that no right of way is needed, and by
buying a small plot of ground every 50 km and putting a microwave tower on it,
one can bypass the telephone system and communicate directly. This is how MCI
managed to get started as a new long-distance telephone company so quickly.
(Sprint went a completely different route: it was formed by the Southern Pacific
Railroad, which already owned a large amount of right of way and just buried
fiber next to the tracks.)

Microwave is also relatively inexpensive. Putting up two simple towers (may
be just big poles with four guy wires) and putting antennas on each one may be
cheaper than burying 50 km of fiber through a congested urban area or up over a
mountain, and it may also be cheaper than leasing the telephone company’s fiber,

especially if the telephone company has not yet even fully paid for the copper it
ripped out when it put in the fiber.

The Politics of the Electromagnetic Spectrum

To prevent total chaos, there are national and international agreements about
who gets to use which frequencies. Since everyone wants a higher data rate,
everyone wants more spectrum. National governments allocate spectrum for AM
and FM radio, television, and mobile phones, as well as for telephone companies,
police, maritime, navigation, military, government, and many other competing
users. Worldwide, an agency of ITU-R (WARC) tries to coordinate this alloca-
tion so devices that work in multiple countries can be manufactured. However,
countries are not bound by ITU-R’s recommendations, and the FCC (Federal
Communication Commission), which does the allocation for the United States,
has occasionally rejected ITU-R’s recommendations (usually because they re-
guired some politically-powerful group giving up some piece of the spectrum).
Even when a piece of spectrum has been allocated to some use, such as
mobile phones, there is the additional issue of which carrier is allowed to use
which frequencies. Three algorithms were widely used in the past. The oldest al-
gorithm, often called the beauty contest, requires each carrier to explain why its
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Figure 2-13. The ISM bands in the United States.

but have a major drawback: they do not pass through solid objects (try standing
between your remote control and your television and see if it still works). In gen-
eral, as we go from long-wave radio toward visible light, the waves behave more
and more like light and less and less like radio.

On the other hand, the fact that infrared waves do not pass through solid walls
well is also a plus. It means that an infrared system in one room of a building will
not interfere with a similar system in adjacent rooms or buildings: you cannot
control your neighbor’s television with your remote control. Furthermore, secu-
rity of infrared systems against eavesdropping is better than that of radio systems
precisely for this reason. Therefore, no government license is needed to operate
an infrared system, in contrast to radio systems, which must be licensed outside
the ISM bands. Infrared communication has a limited use on the desktop, for
example, connecting notebook computers and printers, but it is not a major player
in the communication game.

2.3.5 Lightwave Transmission

Unguided optical signaling has been in use for centuries. Paul Revere used
binary optical signaling from the Old North Church just prior to his famous ride.
A more modern application is to connect the LANs in two buildings via lasers
mounted on their rooftops. Coherent optical signaling using lasers is inherently
unidirectional, so each building needs its own laser and its own photodetector.
This scheme offers very high bandwidth and very low cost. It is also relatively
easy to install and, unlike microwave, does not require an FCC license.

The laser’s strength, a very narrow beam, is also its weakness here. Aiming a
laser beam 1-mm wide at a target the size of a pin head 500 meters away requires
the marksmanship of a latter-day Annie Oakley. Usually, lenses are put into the
system to defocus the beam slightly.

A disadvantage is that laser beams cannot penetrate rain or thick fog, but they
normally work well on sunny days. However, the author once attended a confer-
ence at a modern hotel in Europe at which the conference organizers thoughtfully
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Lastly, Ethernet has been able to evolve in certain crucial ways. Speeds have
gone up by several orders of magnitude and hubs and switches have been intro-
duced, but these changes have not required changing the software. When a net-
work salesman shows up at a large installation and says: “I have this fantastic
new network for you. All you have to do is throw out all your hardware and
rewrite all your software,” he has a problem. FDDI, Fibre Channel, and ATM
were all faster than Ethernet when introduced, but they were incompatible with
Ethernet, far more complex, and harder to manage. Eventually, Ethernet caught
up with them in terms of speed, so they had no advantages left and quietly died
off except for ATM’s use deep within the core of the telephone system.

4.4 WIRELESS LANS

Although Ethernet is widely used, it is about to get some competition. Wire-
less LANs are increasingly popular, and more and more office buildings, airports,
and other public places are being outfitted with them. Wireless LANs can operate
in one of two configurations, as we saw in Fig. 1-35: with a base station and
without a base station. Consequently, the 802.11 LAN standard takes this into
account and makes provision for both arrangements, as we will see shortly.

We gave some background information on 802.11 in Sec. 1.5.4. Now is the
time to take a closer look at the technology. In the following sections we will
look at the protocol stack, physical layer radio transmission techniques, MAC
sublayer protocol, frame structure, and services. For more information about
802.11, see (Crow et al., 1997; Geier, 2002; Heegard et al., 2001; Kapp, 2002;
O’Hara and Petrick, 1999; and Severance, 1999). To hear the truth from the
mouth of the horse, consult the published 802.11 standard itself.

4.4.1 The 802.11 Protocol Stack

The protocols used by all the 802 variants, including Ethernet, have a certain
commonality of structure. A partial view of the 802.11 protocol stack is given in
"~ Fig. 4-25. The physical layer corresponds to the OSI physical layer fairly well,
but the data link layer in all the 802 protocols is split into two or more sublayers.
In 802.11, the MAC (Medium Access Control) sublayer determines how the chan-
nel is allocated, that is, who gets to transmit next. Above it is the LL.C (LLogical
Link Control) sublayer, whose job it is to hide the differences between the dif-
ferent 802 variants and make them indistinguishable as far as the network layer is
concerned. We studied the LL.C when examining Ethernet earlier in this chapter
and will not repeat that material here. <
The 1997 802.11 standard specifies three transmission techniques allowed in
the physical layer. The infrared method uses much the same technology as televi-
sion remote controls do. The other two use short-range radio, using techniques
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Figure 4-25. Part of the 802.11 protocol stack.

called FHSS and DSSS. Both of these use a part of the spectrum that does not
require licensing (the 2.4-GHz [SM band). Radio-controlled garage door openers
also use this piece of the spectrum, so your notebook computer may find itself in
competition with your garage door. Cordless telephones and microwave ovens al-
so use this band. All of these techniques operate at 1 or 2 Mbps and at low
enough power that they do not conflict too much. In 1999, two new techniques
were introduced to achieve higher bandwidth. These are called OFDM and HR-
DSSS. They operate at up to 54 Mbps and 11 Mbps, respectively. In 2001, a
second OFDM modulation was introduced, but in a different frequency band from
the first one. Now we will examine each of them briefly. Technically, these be-
long to the physical layer and should have been examined in Chapter 2, but since
they are so closely tied to LANs in general and the 802.11 MAC sublayer, we
treat them here instead.

4.4.2 The 802.11 Physical Layer

Each of the five permitted transmission techniques makes it possible to send a
MAC frame from one station to another. They differ, however, in the technology
used and speeds achievable. A detailed discussion of these technologies is far
beyond the scope of this book, but a few words on each one, along with some of
the key words, may provide interested readers with terms to search for on the
Internet or elsewhere for more information.

)
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The infrared option uses diffused (i.e., not line of sight) transmission at 0.85
or 0.95 microns. Two speeds are permitted: 1 Mbps and 2 Mbps. At 1 Mbps, an
encoding scheme is used in which a group of 4 bits is encoded as a 16-bit code-
word containing fifteen Os and a single 1, using what is called Gray code. This
code has the property that a small error in time synchronization leads to only a
single bit error in the output. At 2 Mbps, the encoding takes 2 bits and produces a
4-bit codeword, also with only a single 1, that is one of 0001, 0010, 0100, or 1000.
Infrared signals cannot penetrate walls, so cells in different rooms are well iso-
lated from each other. Nevertheless, due to the low bandwidth (and the fact that
sunlight swamps infrared signals), this is not a popular option.

FHSS (Frequency Hopping Spread Spectrum) uses 79 channels, each 1-
MHz wide, starting at the low end of the 2.4-GHz ISM band. A pseudorandom
number generator is used to produce the sequence of frequencies hopped to. As
long as all stations use the same seed to the pseudorandom number generator and
stay synchronized in time, they will hop to the same frequencies simultaneously.
The amount of time spent at each frequency, the dwell time, is an adjustable
parameter, but must be less than 400 msec. FHSS’ randomization provides a fair
way to allocate spectrum in the unregulated ISM band. [t also provides a modicum
of security since an intruder who does not know the hopping sequence or dwell
time cannot eavesdrop on transmissions. Over longer distances, multipath fading
can be an issue, and FHSS offers good resistance to it. It is also relatively insensi-
tive to radio interference, which makes it popular for building-to-building links.
Its main disadvantage is its low bandwidth.

The third modulation method, DSSS (Direct Sequence Spread Spectrum), is
also restricted to 1 or 2 Mbps. The scheme used has some similarities to the
CDMA system we examined in Sec. 2.6.2, but differs in other ways. Each bit is
transmitted as 11 chips, using what is called a Barker sequence. It uses phase
shift modulation at 1 Mbaud, transmitting 1 bit per baud when operating at 1
Mbps and 2 bits per baud when operating at 2 Mbps. For years, the FCC required
all wireless communications equipment operating in the ISM bands in the U.S. to
use spread spectrum, but in May 2002, that rule was dropped as new technologies
emerged.

The first of the high-speed wireless LANs, 802.11a, uses OFDM (Orthogo-
nal Frequency Division Multiplexing) to deliver up to 54 Mbps in the wider 5-
GHz ISM band. As the term FDM suggests, different frequencies are used—52 of
them, 48 for data and 4 for synchronization—not unlike ADSL. Since transmis-
sions are present on multiple frequencies at the same time, this technique is con-
sidered a form of spread spectrum, but different from both CDMA and FHSS.
Splitting the signal into many narrow bands has some key advantages over using a
single wide band, including better immunity to narrowband interference and the
possibility of using noncontiguous bands. A complex encoding system is used,
based on phase-shift modulation for speeds up to 18 Mbps and on QAM above
that. At 54 Mbps, 216 data bits are encoded into 288-bit symbols. Part of the
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motivation for OFDM is compatibility with the European HiperLAN/2 system
(Doufexi et al., 2002). The technique has a good spectrum efficiency in terms of
bits/Hz and good immunity to multipath fading.

Next, we come to HR-DSSS (High Rate Direct Sequence Spread Spec-
trum), another spread spectrum technique, which uses 11 million chips/sec to
achieve 11 Mbps in the 2.4-GHz band. It is called 802.11b but is not a follow-up
to 802.11a. In fact, its standard was approved first and it got to market first. Data
rates supported by 802.11b are 1, 2, 5.5, and 11 Mbps. The two slow rates run at
1 Mbaud, with 1 and 2 bits per baud, respectively, using phase shift modulation
(for compatibility with DSSS). The two faster rates run at 1.375 Mbaud, with 4
and 8 bits per baud, respectively, using Walsh/Hadamard codes. The data rate
may be dynamically adapted during operation to achieve the optimum speed pos-
sible under current conditions of load and noise. In practice, the operating speed
of 802.11b is nearly always 11 Mbps. Although 802.11b is slower than 802.11a,
its range is about 7 times greater, which is more important in many situations.

An enhanced version of 8§02.11b, 802.11g, was approved by IEEE in Nov-
ember 2001 after much politicking about whose patented technology it would use.
It uses the OFDM modulation method of 802.11a but operates in the narrow 2.4-
GHz ISM band along with 802.11b. In theory it can operate at up to 54 MBps. It
is not yet clear whether this speed will be realized in practice. What it does mean
is that the 802.11 committee has produced three different high-speed wireless
LANs: 802.11a, 802.11b, and 802.11g (not to mention three low-speed wireless
LLANs). One can legitimately ask if this is a good thing for a standards committee
to do. Maybe three was their lucky number.

4.4.3 The 802.11 MAC Sublayer Protocol

Let us now return from the land of electrical engineering to the land of com-
puter science. The 802.11 MAC sublayer protocol is quite different from that of
Ethernet due to the inherent complexity of the wireless environment compared to
that of a wired system. With Ethernet, a station just waits until the ether goes
silent and starts transmitting. If it does not receive a noise burst back within the
first 64 bytes, the frame has almost assuredly been delivered correctly. With
wireless, this situation does not hold.

To start with, there is the hidden station problem mentioned earlier and illus-
trated again in Fig. 4-26(a). Since not all stations are within radio range of each
other, transmissions going on in one part of a cell may not be received elsewhere
in the same cell. In this example, station C is transmitting to station B. If A
senses the channel, it will not hear anything and falsely conclude that it may now
start transmitting to 5.

In addition, there is the inverse problem, the exposed station problem, illus-
trated in Fig. 4-26(b). Here B wants to send to C so it listens to the channel.
When it hears a transmission, it falsely concludes that it may not send to C, even
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A wants to send to B B wants to send to C

but cannot hear that but mistakenly thinks
B is busy the transmission will fail

CUAs
transmitting

Figure 4-26. (a) The hidden station problem. (b) The exposed station problem.

though A may be transmitting to D (not shown). In addition, most radios are half
duplex, meaning that they cannot transmit and listen for noise bursts at the same
time on a single frequency. As a result of these problems, 802.11 does not use
CSMA/CD, as Ethernet does.

To deal with this problem, 802.11 supports two modes of operation. The first,
called DCF (Distributed Coordination Function), does not use any kind of cen-
tral control (in that respect, similar to Ethernet). The other, called PCF (Point
Coordination Function), uses the base station to control all activity in its cell.
All implementations must support DCF but PCF is optional. We will now discuss
these two modes in turn.

When DCF is employed, 802.11 uses a protocol called CSMA/CA (CSMA
with Collision Aveidance). In this protocol, both physical channel sensing and
virtual channel sensing are used. Two methods of operation are supported by
CSMA/CA. In the first method, when a station wants to transmit, it senses the
channel. If it is idle, it just starts transmitting. It does not sense the channel while
transmitting but emits its entire frame, which may well be destroyed at the re-
ceiver due to interference there. If the channel is busy, the sender defers until it
goes idle and then starts transmitting. If a collision occurs, the colliding stations
wait a random time, using the Ethernet binary exponential backoff algorithm, and
then try again later.

The other mode of CSMA/CA operation is based on MACAW and uses vir-
tual channel sensing, as illustrated in Fig. 4-27. In this example, A wants to send
to B. C is a station within range of A (and possibly within range of B, but that
does not matter). D is a station within range of B but not within range of A.

The protocol starts when A decides it wants to send data to B. It begins by
sending an RTS frame to B to request permission to send it a frame. When B
receives this request, it may decide to grant permission, in which case it sends a
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Figure 4-27. The use of virtual channel sensing using CSMA/CA.

CTS frame back. Upon receipt of the CTS, A now sends its frame and starts an
ACK timer. Upon correct receipt of the data frame, B responds with an ACK
frame, terminating the exchange. If A’s ACK timer expires before the ACK gets
back to it, the whole protocol is run again.

Now let us consider this exchange from the viewpoints of C and D. C is
within range of A, so it may receive the RTS frame. If it does, it realizes that
someone is going to send data soon, so for the good of all it desists from transmit-
ting anything until the exchange is completed. From the information provided in
the RTS request, it can estimate how long the sequence will take, including the
final ACK, so it asserts a kind of virtual channel busy for itself, indicated by NAV
(Network Allocation Vector) in Fig. 4-27. D does not hear the RTS, but it does
hear the CTS, so it also asserts the NAV signal for itself. Note that the NAV sig-
nals are not transmitted; they are just internal reminders to keep quiet for a certain
period of time.

In contrast to wired networks, wireless networks are noisy and unreliable, in
no small part due to microwave ovens, which also use the unlicensed ISM bands.
As a consequence, the probability of a frame making it through successfully
decreases with frame length. If the probability of any bit being in error is p, then
the probability of an n-bit frame being received entirely correctly is (1 — p)". For
example, for p = 107*, the probability of receiving a full Ethernet frame (12,144
bits) correctly is less than 30%. If p = 107>, about one frame in 9 will be dam-
aged. BEven if p = 107, over 1% of the frames will be damaged, which amounts
to almost a dozen per second, and more if frames shorter than the maximum are
used. In summary, if a frame is too long, it has very little chance of getting
through undamaged and will probably have to be retransmitted.

To deal with the problem of noisy channels, 802.11 allows frames to be frag-
mented into smaller pieces, each with its own checksum. The fragments are indi-
vidually numbered and acknowledged using a stop-and-wait protocol (i.e., the
sender may not transmit fragment &k + 1 until it has received the acknowledgment
for fragment k). Once the channel has been acquired using RTS and CTS, multiple
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fragments can be sent in a row, as shown in Fig. 4-28. sequence of fragments is
called a fragment burst.
Fragment burst

A RTS Frag 1 Frag 2 Frag 3

CTS ACK ACK ACK

| _ Nav ' ]

b N I

Timg ————

Figure 4-28. A fragment burst.

Fragmentation increases the throughput by restricting retransmissions to the
bad fragments rather than the entire frame. The fragment size is not fixed by the
standard but is a parameter of each cell and can be adjusted by the base station.
The NAV mechanism keeps other stations quiet only until the next acknowledge-
ment, but another mechanism (described below) is used to allow a whole fragment
burst to be sent without interference.

All of the above discussion applies to the 802.11 DCF mode. In this mode,
there is no central control, and stations compete for air time, just as they do with
Ethernet. The other allowed mode is PCF, in which the base station polls the oth-
er stations, asking them if they have any frames to send. Since transmission order
is completely controlled by the base station in PCF mode, no collisions ever
occur. The standard prescribes the mechanism for polling, but not the polling fre-
quency, polling order, or even whether all stations need to get equal service.

The basic mechanism is for the base station to broadcast a beacon frame per-
iodically (10 to 100 times per second). The beacon frame contains system param-
eters, such as hopping sequences and dwell times (for FHSS), clock synchroniza-
tion, etc. It also invites new stations to sign up for polling service. Once a station
has signed up for polling service at a certain rate, it is effectively guaranteed a
certain fraction of the bandwidth, thus making it possible to give quality-of-
service guarantees.

Battery life is always an issue with mobile wireless devices, so 802.11 pays
attention to the issue of power management. In particular, the base station can
direct a mobile station to go into sleep state until explicitly awakened by the base
station or the user. Having told a station to go to sleep, however, means that the
base station has the responsibility for buffering any frames directed at it while the
mobile station is asleep. These can be collected later.

PCF and DCF can coexist within one cell. At first it might seem impossible
to have central control and distributed control operating at the same time, but
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802.11 provides a way to achieve this goal. It works by carefully defining the
interframe time interval. After a frame has been sent, a certain amount of dead
time is required before any station may send a frame. Four different intervals are
defined, each for a specific purpose. The four intervals are depicted in Fig. 4-29.

! /Control frame or next fragment may be sent here

- SIFS —= / PCF frames may be sent here
PIE / DCF frames may be sent here
S / Bad frame recovery done here
< DIFS -
< EIFS -

ACK

Time —————»

Figure 4-29. Interframe spacing in 802.11

The shortest interval is SIFS (Short InterFrame Spacing). It is used to
allow the parties in a single dialog the chance to go first. This includes letting the
receiver send a CTS to respond to an RTS, letting the receiver send an ACK for a
fragment or full data frame, and letting the sender of a fragment burst transmit the
next fragment without having to send an RTS again.

There is always exactly one station that is entitled to respond after a SIFS
interval. If it fails to make use of its chance and a time PIFS (PCF InterFrame
Spacing) elapses, the base station may send a beacon frame or poll frame. This
mechanism allows a station sending a data frame or fragment sequence to finish
its frame without anyone else getting in the way, but gives the base station a
chance to grab the channel when the previous sender is done without having to
compete with eager users.

If the base station has nothing to say and a time DIFS (DCF InterFrame
Spacing) elapses, any station may attempt to acquire the channel to send a new
frame. The usual contention rules apply, and binary exponential backoff may be
needed if a collision occurs.

The last time interval, EIFS (Extended InterFrame Spacing), is used only
by a station that has just received a bad or unknown frame to report the bad frame.
The idea of giving this event the lowest priority is that since the receiver may
have no idea of what is going on, it should wait a substantial time to avoid
interfering with an ongoing dialog between two stations.

4.4.4 The 802.11 Frame Structure

The 802.11 standard defines three different classes of frames on the wire:
data, control, and management. Each of these has a header with a variety of fields
used within the MAC sublayer. In addition, there are some headers used by the
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physical layer but these mostly deal with the modulation techniques used, so we
will not discuss them here.

The format of the data frame is shown in Fig. 4-30. First comes the Frame
Control field. Tt itself has 11 subfields. The first of these is the Protocol version,
which allows two versions of the protocol to operate at the same time in the same
cell. Then come the Type (data, control, or management) and Subtype fields (e.g.,
RTS or CTS). The To DS and From DS bits indicate the frame is going to or
coming from the intercell distribution system (e.g., Ethernet). The MF bit means
that more fragments will follow. The Retry bit marks a retransmission of a frame
sent earlier. The Power management bit is used by the base station to put the
receiver into sleep state or take it out of sleep state. The More bit indicates that
the sender has additional frames for the receiver. The W bit specifies that the
frame body has been encrypted using the WEP (Wired Equivalent Privacy) al-
gorithm. Finally, the O bit tells the receiver that a sequence of frames with this
bit on must be processed strictly in order.

Bytes 2 2 6 6 6 2 6 0-2312 4
€&
3
Frame | Dur- |Address|Address |Address Seq. Address Data Check-
control | ation 1 2 3 4 sum
Bits | 2 2 O T T T R (e SR I

To iFrom| pp | Re- | pyivorel W | O | Frame control

Version| T Subt
I ype Hotype DS | DS try

Figure 4-30. The 802.11 data frame.

The second field of the data frame, the Duration field, tells how long the
frame and its acknowledgement will occupy the channel. This field is also
present in the control frames and is how other stations manage the NAV mechan-
ism. The frame header contains four addresses, all in standard IEEE 802 format.
The source and destination are obviously needed, but what are the other two for?
Remember that frames may enter or leave a cell via a base station. The other two
addresses are used for the source and destination base stations for intercell traffic.

The Sequence field allows fragments to be numbered. Of the 16 bits avail-
able, 12 identify the frame and 4 identify the fragment. The Data field contains
the payload, up to 2312 bytes, followed by the usual Checksum.

Management frames have a format similar to that of data frames, except
without one of the base station addresses, because management frames are res-
tricted to a single cell. Control frames are shorter still, having only one or two
addresses, no Data field, and no Sequence field. The key information here 1s in
the Subrype field, usually RTS, CTS, or ACK.
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4.4.5 Services

The 802.11 standard states that each conformant wireless LAN must provide
nine services. These services are divided into two categories: five distribution
services and four station services. The distribution services relate to managing
cell membership and interacting with stations outside the cell. In contrast, the sta-
tion services relate to activity within a single cell.

The five distribution services are provided by the base stations and deal with
station mobility as they enter and leave cells, attaching themselves to and detach-
ing themselves from base stations. They are as follows,

1. Association. This service is used by mobile stations to connect
themselves to base stations. Typically, it is used just after a station
moves within the radio range of the base station. Upon arrival, it
announces its identity and capabilities. The capabilities include the
data rates supported, need for PCF services (i.e., polling), and power
management requirements. The base station may accept or reject the
mobile station. If the mobile station is accepted, it must then authen-
ticate itself.

2. Disassociation. Either the station or the base station may disassoci-
ate, thus breaking the relationship. A station should use this service
before shutting down or leaving, but the base station may also use it
before going down for maintenance.

3. Reassociation. A station may change its preferred base station using
this service. This facility is useful for mobile stations moving from
one cell to another. If it is used correctly, no data will be lost as a
consequence of the handover. (But 802.11, like Ethernet, is just a
best-efforts service.)

4. Distribution. This service determines how to route frames sent to
the base station. If the destination is local to the base station, the
frames can be sent out directly over the air. Otherwise, they will
have to be forwarded over the wired network.

5. Integration. If a frame needs to be sent through a non-802.11 net-
work with a different addressing scheme or frame format, this ser-
vice handles the translation from the §02.11 format to the format
required by the destination network.

The remaining four services are intracell (i.e., relate to actions within a single
cell). They are used after association has taken place and are as follows.
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1. Authentication. Because wireless communication can easily be sent
or received by unauthorized stations, a station must authenticate
itself before it is permitted to send data. After a mobile station has
been associated by the base station (i.e., accepted into its cell), the
base station sends a special challenge frame to it to see if the mobile
station knows the secret key (password) that has been assigned to it.
It proves its knowledge of the secret key by encrypting the challenge
frame and sending it back to the base station. If the result is correct,
the mobile is fully enrolled in the cell. In the initial standard, the
base station does not have to prove its identity to the mobile station,
but work to repair this defect in the standard is underway.

2. Deauthentication. When a previously authenticated station wants to
leave the network, it is deauthenticated. After deauthentication, it
may no longer use the network.

3. Privacy. For information sent over a wireless LAN to be kept confi-
dential, it must be encrypted. This service manages the encryption
and decryption. The encryption algorithm specified is RC4, invented
by Ronald Rivest of M.L.T.

4. Data delivery. Finally, data transmission is what it is all about, so
802.11 naturally provides a way to transmit and receive data. Since
802.11 is modeled on Ethernet and transmission over Ethernet is not
guaranteed to be 100% reliable, transmission over 802.11 is not
guaranteed to be reliable either. Higher layers must deal with detect-
ing and correcting errors.

An 802.11 cell has some parameters that can be inspected and, in some cases,
adjusted. They relate to encryption, timeout intervals, data rates, beacon fre-
quency, and so on.

Wireless LANs based on 802.11 are starting to be deployed in office build-
ings, airports, hotels, restaurants, and campuses around the world. Rapid growth
is expected. For some experience about the widespread deployment of 802.11 at
CMU, see (Hills, 2001).

4.5 BROADBAND WIRELESS

We have been indoors too long. Let us now go outside and see if any interest-
ing networking is going on there. It turns out that quite a bit is going on there, and
some of it has to do with the so-called last mile. With the deregulation of the tele-
phone system in many countries, competitors to the entrenched telephone com-
pany are now often allowed to offer local voice and high-speed Internet service.
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