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METHOD AND SYSTEM FORSCHEDULING 
OF SENSOR FUNCTIONS FOR 
MONITORING OF WIRELESS 
COMMUNICATION ACTIVITY 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

This present application claims priority to the U.S. Pro 
visional Application No. 60/608,041, titled “A method and 
a system for Scheduling sensor resources for monitoring and 
prevention', filed on Sep. 8, 2004, commonly assigned, and 
which is hereby incorporated by reference for all purposes. 

The present invention also relates to U.S. Ser. No. 10/931, 
499, titled “A Method and a System for Regulating, Dis 
rupting and Preventing Access to the Wireless Medium', 
filed on Aug. 31, 2004; which in turn claims priority to the 
U.S. Provisional Application No. 60/560,034, titled “A 
Method and a System for Reliably Regulating, Disrupting 
and Preventing Access to Wireless Medium Through Dis 
tributed Passive and Active Wireless Sensors', filed on Apr. 
6, 2004, commonly assigned, and which is hereby incorpo 
rated by reference for all purposes. 

BACKGROUND OF THE INVENTION 

The present invention relates generally to wireless com 
puter networking techniques. In particular, the invention 
provides for protecting local area networks with wireless 
extensions from unauthorized or harmful wireless activity. 
More particularly, methods and systems are provided for 
scheduling functions on sensor devices that are used for 
monitoring of wireless activity in Such networks. These 
techniques can be applied to many computer networking 
environments, e.g. environments based upon the IEEE 
802.11 family of standards (WiFi), Ultra Wide Band (UWB), 
IEEE 802.16 (WiMAX), Bluetooth, and others. 

Computer systems have proliferated from academic and 
specialized science applications to day-to-day business, 
commerce, information distribution and home applications. 
Such systems can include personal computers (PCs) to large 
mainframe and server class computers. Powerful mainframe 
and server class computers run specialized applications for 
banks, Small and large companies, e-commerce vendors, and 
governments. Personal computers can be found in many 
offices, homes, and even local coffee shops. 
The computer systems located within a specific local 

geographic area (e.g. an office, building floor, building, 
home, or any other defined geographic region (indoor and/or 
outdoor) are typically interconnected using a Local Area 
Network (LAN) (e.g. the Ethernet). The LANs, in turn, can 
be interconnected with each other using a Wide Area Net 
work (WAN)(e.g. the Internet). A conventional LAN can be 
deployed using an Ethernet-based infrastructure comprising 
cables, hubs Switches, and other elements. 

Connection ports (e.g. Ethernet ports) can be used to 
couple multiple computer systems to the LAN. For example, 
a user can connect to the LAN by physically attaching a 
computing device (e.g. a laptop, desktop, or handheld com 
puter) to one of the connection ports using physical wires or 
cables. Other types of computer systems, such as database 
computers, server computers, routers, and Internet gate 
ways, can be connected to the LAN in a similar manner. 
Once physically connected to the LAN, a variety of services 
can be accessed (e.g. file transfer, remote login, email, 
WWW, database access, and voice over IP). 
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2 
Using recent (and increasingly popular) wireless tech 

nologies, users can now be wirelessly connected to the 
computer network. Thus, wireless communication can pro 
vide wireless access to a LAN in the office, home, public 
hot-spot, and other geographical locations. The IEEE 802.11 
family of standards (WiFi) is a common standard for such 
wireless communication. In WiFi, the 802.11b standard 
provides for wireless connectivity at speeds up to 11 Mbps 
in the 2.4 GHz radio frequency spectrum; the 802.11g 
standard provides for even faster connectivity at about 54 
Mbps in the 2.4 GHz radio frequency spectrum; and the 
802.11a standard provides for wireless connectivity at 
speeds up to 54 Mbps in the 5 GHZ radio frequency 
spectrum. 

Advantageously, WiFi can facilitate a quick and effective 
way of providing a wireless extension to an existing LAN. 
To provide this wireless extension, one or more WiFi access 
points (APs) can connect to the connection ports either 
directly or through intermediate equipment, such as WiFi 
Switch. After an AP is connected to a connection port, a user 
can access the LAN using a device (called a station) 
equipped with WiFi radio. The station can wirelessly com 
municate with the AP 

In the past, security of the computer network has focused 
on controlling access to the physical space where the LAN 
connection ports are located. The application of wireless 
communication to computer networking can introduce addi 
tional security exposure. Specifically, the radio waves that 
are integral to wireless communication often cannot be 
contained in the physical space bounded by physical struc 
tures, such as the walls of a building. 

Hence, wireless signals often “spill' outside the area of 
interest. Because of this spillage, unauthorized users, who 
could be using their stations in a nearby Street, parking lot, 
or building, could wirelessly connect to the AP and thus gain 
access to the LAN. Consequently, providing conventional 
security by controlling physical access to the connection 
ports of the LAN would be inadequate. 
To prevent unauthorized access to the LAN over WiFi, the 

AP can employ certain techniques. For example, in accor 
dance with 802.11, a user is currently requested to carry out 
an authentication handshake with the AP (or a WiFi switch 
that resides between the AP and the existing LAN) before 
being able to connect to the LAN. Examples of such 
handshake are Wireless Equivalent Privacy (WEP) based 
shared key authentication, 802.1X based port access control, 
and 802.11i based authentication. The AP can provide addi 
tional security measures such as encryption and firewalls. 

Despite these measures, security risks still exist. For 
example, an unauthorized AP may connect to the LAN and 
then, in turn, allow unauthorized users to connect to the 
LAN. These unauthorized users can thereby access propri 
etary/trade secret information on computer systems con 
nected to the LAN without the knowledge of the owner of 
the LAN. Notably, even if the owner of the LAN enforces no 
WiFi policy (i.e. no wireless extension of the LAN allowed 
at all), the threat of unauthorized APs still exists. Moreover, 
even if an unauthorized AP is not LAN-connected, it may 
still pose a security threat. Specifically, authorized clients in 
communication with the unauthorized AP may be unwit 
tingly providing proprietary/trade secret information to the 
unauthorized AP. Additional security threats include, but not 
limited to, unauthorized ad-hoc wireless connections and 
denial of service (DOS) attacks. It is also often necessary to 
be able to protect LAN from multiple occurrences of secu 
rity breaches. Notably, it is also often required to be able to 
detect new occurrences of breaches while attempting to 
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contain the currently detected security breaches. In one 
embodiment, the sensor and access point functionality can 
be provided in a single wireless device. Then, it may be 
required to be able to perform access point functionality 
while attempting to contain the security breaches. 

Additionally, there is a need to protect LANs with wire 
less extensions from harmful wireless activity. For example, 
harmful wireless activity can degrade the performance of 
shared wireless link. The harmful activity can result from 
misconfigured devices, non-standard devices, unauthorized 
devices etc. 

From the above, techniques for protecting local area 
networks with wireless extensions from unauthorized or 
harmful wireless activity are highly desired. 

BRIEF SUMMARY OF THE INVENTION 

According to the present invention, techniques related to 
wireless computer networking are provided. In particular, 
the invention provides for protecting local area networks 
with wireless extensions from unauthorized or harmful 
wireless activity. More particularly, methods and systems 
are provided scheduling functions on sensor devices that are 
used for monitoring of wireless activity in Such networks. 
These techniques can be applied to many computer network 
ing environments, e.g. environments based upon the IEEE 
802.11 family of standards (WiFi), Ultra Wide Band (UWB), 
IEEE 802.16 (WiMAX), Bluetooth, and others. 
The application of wireless communication to computer 

networking has introduced significant security risks. For 
example, the radio waves that are integral to wireless 
communication can “spill outside a region within which 
local area computer network is operated (e.g. office space, 
building etc.). Unfortunately, unauthorized wireless devices 
can detect this “spillage'. Moreover, unauthorized wireless 
devices can Surreptitiously operate within the local area 
network. These devices can pose serious security threats to 
the network due to their signal spillage. Additional security 
threats include unauthorized ad-hoc connections and DOS 
attacks. Also there can often be possibility of multiple 
occurrences of security breaches. Further, wireless medium 
being a shared resource, harmful wireless activity from 
misconfigured, non-standard or unauthorized devices can 
degrade the performance of wireless network. Therefore, as 
computer networks with wireless extensions become more 
ubiquitous, users are increasingly concerned about unautho 
rized or harmful wireless devices, whether within or outside 
the region of operation of the local area network. 

Accordingly, the present invention provides techniques 
for monitoring of wireless activity within and in the vicinity 
of the region of local area network operation. They can 
advantageously detect unauthorized (i.e. intrusion detection) 
or harmful (e.g. impacting the performance of wireless 
network) wireless activity. Additionally, they can inhibit the 
detected unauthorized or harmful wireless devices from 
engaging in wireless communication (i.e. prevention pro 
cess) by creating hindrance (i.e. electronically) to their 
communication. This facilitates containing the security 
breach or performance degradation until permanent (e.g. 
manual) remediation. 

In accordance with one aspect of the present invention, a 
method is provided for Scheduling instances of prevention 
processes for inhibiting undesirable wireless communication 
of wireless devices. The method includes identifying a 
wireless device based on a detected undesirable wireless 
communication. The method can initiate an instance of a 
prevention process directed to the wireless device so iden 
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4 
tified. The prevention process can include AP flooding, 
deauthentication and the like. Preferably, the instance of the 
prevention process can inhibit the wireless device for certain 
duration. The method includes setting an inhibited time 
interval. Preferably, the inhibited time interval is associated 
with the duration for which the wireless device is inhibited 
due to the instance of the prevention process. Moreover, the 
method can perform at least one of Scanning for other 
undesirable wireless communication, access point function 
ality, and initiating instance of another prevention process 
directed to another wireless device during at least a portion 
of the inhibited time interval. 

According to another aspect of the present invention, the 
method includes accessing a knowledge library, which 
includes information about the prevention process associ 
ated with the wireless device. Preferably, the information is 
indicative of the duration for which the wireless device is 
inhibited due to the instance of the prevention process. In 
one embodiment, the method includes setting the inhibited 
time interval for the wireless device using the information 
from the knowledge library. According to yet another aspect 
of the present invention, the method includes setting the 
inhibited time interval for the wireless device based on 
desired level of prevention. 

According to another aspect of the present invention, the 
method includes confirming if the wireless device is inhib 
ited after initiating the instance of the prevention process. 
Additionally, the method can include monitoring if the 
wireless device is active around the expiration of the inhib 
ited time interval. 

In accordance with yet a further aspect of the present 
invention, the method can inhibit multiple wireless devices 
while continuing to scan for yet other undesirable wireless 
communication and/or to perform access point functionality. 

Alternatively, the present invention provides a system 
including one or more computer memories for carrying out 
certain functionality described herein. The one or more 
memories include computer code and other processing fea 
tures. 

Certain advantages and/or benefits may be achieved using 
the present invention. For example, the present technique 
provides an easy to use process that relies upon conventional 
computer hardware and Software technologies. In some 
embodiments, the method and the system can be used for 
intrusion detection/performance monitoring and prevention 
processes using one radio transmitter/receiver of a sensor 
device. This can advantageously facilitate detection of addi 
tional security/performance threats while currently detected 
threats are being contained. Additionally, the method and the 
system can be used for performing access point functionality 
and prevention processes using one radio transmitter/re 
ceiver of a sensor device. In some embodiments, the method 
and the system can be used to inhibit multiple detected 
unauthorized and/or harmful devices using one radio trans 
mitter/receiver on a sensor device. This increases the 
potency of the security monitoring system. Depending upon 
the embodiment, one or more of these benefits may be 
achieved. These and other benefits will be described in more 
throughout the present specification and more particularly 
below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a simplified LAN architecture that can 
facilitate monitoring of the wireless activity according to an 
embodiment of the present invention. 
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FIG. 2 illustrates exemplary sensor device architecture 
according to an embodiment of the present invention. 

FIG. 3 illustrates a simplified method for scheduling 
instances of prevention process according to an embodiment 
of the present invention. 

FIG. 4 illustrates a simplified method for scanning and 
prevention according to a specific embodiment of the 
present invention. 

FIG. 5 illustrates a simplified method for inhibiting wire 
less communication of multiple wireless devices and per 
forming scanning according to a specific embodiment of the 
present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

According to the present invention, techniques related to 
wireless computer networking are provided. In particular, 
the invention provides for protecting local area networks 
with wireless extensions from unauthorized or harmful 
wireless activity. More particularly, methods and systems 
are provided for Scheduling functions on sensor devices that 
are used for monitoring of wireless activity in Such net 
works. These techniques can be applied to many computer 
networking environments, e.g. environments based upon the 
IEEE 802.11 family of standards (WiFi), Ultra Wide Band 
(UWB), IEEE 802.16 (WiMAX), Bluetooth, and others. 

Conventional Security of a computer network has focused 
on controlling access to the physical space where the local 
area network (LAN) connection ports are located. The 
application of wireless communication to computer net 
working has introduced new security risks. Specifically, the 
radio waves that are integral to wireless communication 
often cannot be contained within the physical boundaries of 
the region of operation of a local area network (e.g. an office 
space or a building). This “spillage' can be detected by 
unauthorized wireless devices outside the region of opera 
tion. Additionally, unauthorized wireless devices can be 
operating within the local area network, and can even be 
connected to the local area network. The radio coverage of 
Such devices that spills outside the region of operation can 
be used by devices outside the region to gain unauthorized 
access to the local area network. These devices can pose 
serious security threats to the network due to their signal 
spillage. Additional security threats include unauthorized 
ad-hoc connections and DOS attacks. Also there can often be 
possibility of multiple simultaneous instances of security 
breaches. Further, wireless medium being a shared resource, 
harmful wireless activity emanating from misconfigured, 
non-standard or unauthorized devices can degrade the per 
formance of wireless network. As computer networks with 
wireless extensions become more ubiquitous, users are 
increasingly concerned about unauthorized or harmful wire 
less devices, whether within or outside the region of opera 
tion of the local area network. 

FIG. 1 illustrates a simplified local area network (LAN) 
101 that can facilitate security monitoring. This diagram is 
merely an example, which should not unduly limit the scope 
of the claims herein. One of ordinary skill in the art would 
recognize many variations, modifications, and alternatives. 
In LAN 101, a core transmission infrastructure 102 can 
include various transmission components, e.g. Ethernet 
cables, hubs, and Switches. In a typical deployment, the core 
transmission infrastructure 102 can comprise one or more 
network segments. 

According to one embodiment, a network segment can 
refer to an IP “subnetwork” (called “subnet'). Each subnet 
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6 
is identified by a network number (e.g. IP number and subnet 
mask) and plurality of Subnets are interconnected using 
router devices. In an alternative embodiment, a network 
segment can refer to a virtual local area network (VLAN) 
segment (e.g. in accordance with IEEE 802.1Q standard). 
Notably, the plurality of network segments of the LAN 101 
can be geographically distributed (e.g. in offices of a com 
pany in different geographic locations). The geographically 
distributed segments can be interconnected via virtual pri 
vate network (VPN). 
One or more connection ports (e.g. Ethernet Sockets) are 

provided on each of the segments for connecting various 
computer systems to the LAN 101. Thus, one or more end 
user devices 103 (such as desktop computers, notebook 
computers, telemetry sensors etc.) can be connected to LAN 
101 via one or more connection ports 104 using wires (e.g. 
Ethernet cables) or other suitable connection means. 

Other computer systems that provide specific functional 
ities and services can also be connected to LAN 101. For 
example, one or more database computers 105 (e.g. com 
puters storing customer accounts, inventory, employee 
accounts, financial information, etc.) may be connected to 
LAN 101 via one or more connection ports 108. Addition 
ally, one or more server computers 106 (computers provid 
ing services, such as database access, email storage, HTTP 
proxy service, DHCP service, SIP service, authentication, 
network management etc.) may be connected to LAN 101 
via one or more connection ports 109. 

In this embodiment, a router 107 can be connected to 
LAN 101 via a connection port 110. Router 107 can act as 
a gateway between LAN 101 and the Internet 111. Note that 
a firewall/VPN gateway 112 can be used to connect router 
107 to the Internet 111, thereby protecting computer systems 
in LAN 101 against hacking attacks from the Internet 111 as 
well as enabling remote secure access to LAN 101. 

In this embodiment, a wireless extension of LAN 101 is 
also provided. For example, authorized APs 113A and 113B 
can be connected to LAN 101 via a switch 114. Switch 114 
in turn can be connected to a connection port 115. Switch 
114 can assist APs 113A and 113B in performing certain 
complex procedures (e.g. procedures for authentication, 
encryption, QoS. mobility, firewall etc.) as well as provide 
centralized management functionality for APs 113A and 
113B. Note that an authorized AP 116 can also be directly 
connected to LAN 101 via a connection port 117. In this 
case, AP 116 may perform necessary security procedures 
(such as authentication, encryption, firewall, etc.) itself. 

In this configuration, one or more end user devices 118 
(such as desktop computers, laptop computers, handheld 
computers, PDAs, etc.) equipped with radio communication 
capability can wirelessly connect to LAN 101 via authorized 
APs 113A, 113B, and 116. Notably, authorized APs con 
nected to the LAN 101 provide wireless connection points 
on the LAN. Note that WiFi or another type of wireless 
network format (e.g. UWB, WiMax, Bluetooth, etc.) can be 
used to provide the wireless protocols. 
As shown in FIG. 1, an unauthorized AP 119 can also be 

connected to LAN 101 using a connection port 120. Unau 
thorized AP 119 could be a malicious AP, a misconfigured 
AP, or a soft AP. A malicious AP refers to an AP operated by 
a person having physical access to the facility and connected 
to LAN 101 without the permission of a network adminis 
trator. A misconfigured AP refers to an AP allowable by the 
network administrator, but whose configuration parameters 
are, usually inadvertently, incorrectly configured. Note that 
an incorrect configuration can allow intruders to wirelessly 
connect to the misconfigured AP (and thus to LAN 101). A 
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soft AP typically refers to a WiFi-enabled computer system 
connected to a connection port, but also functioning as an AP 
under the control of software. The software can be either 
deliberately run on the computer system or inadvertently run 
in the form of a virus program. Notably, the unauthorized 
APs create unauthorized wireless connection points on the 
LAN. 

Unauthorized AP 119 may pose any number of security 
risks. For example, unauthorized AP 119 may not employ 
the right security policies or may bypass security policy 
enforcing elements, e.g. Switch 114. Moreover, an intruder, 
such as unauthorized station 126 can connect to LAN 101 
and launch attacks through unauthorized AP 119 (e.g. using 
the radio signal spillage of unauthorized AP outside the 
defined geographic region). 

FIG. 1 also shows another unauthorized AP 121 whose 
radio coverage spills into the region of operation the con 
cerned LAN. According to a specific embodiment, the AP 
121 can be an AP in the neighboring office that is connected 
or unconnected to the neighbor's LAN, an AP on the 
premises of LAN 101 that is not connected to the LAN 101 
and other APs, which co-exist with the LAN and share the 
airspace without any significant and/or harmful interfer 
ences. According to another specific embodiment, the AP 
121 can be hostile AP. Notably, even though not connected 
to LAN 101, unauthorized AP 121 may lure authorized 
stations into communicating with it, thereby compromising 
their security. The hostile AP may lure authorized wireless 
stations into connecting to it and launch man-in-the-middle, 
DOS, and other kinds of disruptive attacks. 

Additionally, APs and wireless stations (authorized or 
unauthorized) can generate harmful wireless activity. For 
example, a misconfigured wireless station may not employ 
the correct protocol to access the shared wireless medium. 
As another example, an unauthorized wireless station or an 
AP may generate excessive wireless traffic over the wireless 
medium. Such harmful wireless devices can degrade the 
performance of the wireless network. 

In accordance with one aspect of the invention, a security 
and performance monitoring system can protect LAN 101 
from an unauthorized or harmful user (i.e., unauthorized/ 
harmful AP or unauthorized/harmful station). The security 
and performance monitoring system can include one or more 
RF sensor/detection devices (e.g. sensor devices 122A and 
122B, each generically referenced herein as a sensor 122) 
disposed within or in a vicinity of a selected geographic 
region comprising LAN 101. In one embodiment (shown in 
FIG. 1), sensor 122 can be connected to LAN 101 via a 
connection port (e.g. connection port 123A/123B). In 
another embodiment, sensor 122 can be connected to LAN 
101 using a wireless connection. 
A sensor 122 is able to capture wireless activity that 

occurs within its reception range. Wireless activity can 
include any transmission of control, management, or data 
packets between an AP and one or more wireless stations, or 
among one or more wireless stations. Wireless activity can 
even include communication for establishing a wireless 
connection between an AP and a wireless station (called 
“association'). 

In general, a sensor needs to operate on multiple radio 
channels (e.g. 14 channels in 802.11b, 14 channels in 
802.11g, 16 channels in 802.11a etc.). Sensor 122 can listen 
to a radio channel and capture transmissions on that channel. 
In one embodiment, sensor 122 can cycle through multiple 
radio channels on which wireless communication could take 
place in Some order (e.g. round robin, pseudorandom etc.). 
On each radio channel, sensor 122 can wait and listen for 
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any ongoing transmission. In one embodiment, sensor 122 
can operate on multiple radio channels simultaneously. 
Whenever a transmission is detected, sensor 122 can 

collect and record the relevant information about that trans 
mission. This information can include all or a Subset of 
information gathered from various fields in a captured 
packet (e.g. transmitter and receiver identities, packet type, 
packet payload etc.). In yet another embodiment, a receive 
signal strength indicator (RSSI) associated with the captured 
packet can also be recorded. Other information such as the 
day and the time the transmission was detected can also be 
recorded. 
The sensor 122 is often provided with a radio transmitter, 

thereby allowing sensor 122 to transmit packets over the 
wireless medium, which can cause hindrance to detected 
unauthorized/harmful device's communication (i.e. to per 
form prevention process). The radio transmitter could also 
be used by the sensor 122 for active probing which involves 
transmission of test signals. In one embodiment, the sensor 
can also perform access point functionality. 

In one embodiment, sensor 122 can be any Suitable 
receiving/transmitting device capable of detecting wireless 
activity and transmitting prevention packets over the wire 
less medium. A simplified hardware diagram 200 of the 
sensor is shown in FIG. 2. This diagram is merely an 
example, which should not unduly limit the scope of the 
claims herein. One of ordinary skill in the art would recog 
nize many variations, alternatives, and modifications. As 
shown, in order to provide the desired detection and record 
ing functionality, sensor 122 can have a processor 201, a 
flash memory 202 where the software code for sensor 
functionality resides, and a RAM 203 which serves as 
Volatile memory during program execution. The sensor 122 
can have one or more 802.11 wireless network interface 
cards (NICs) 204, which perform radio and wireless MAC 
layer functionality, and one or more of dual-band (i.e. for 
transmission/detection in both the 2.4 GHz and 5 GHZ radio 
frequency spectrums) antennas 205 coupled to the wireless 
NICs. Each of the wireless NICs 204 can operate in a, b, g, 
b/g or afb/g mode. Moreover, the sensor 122 can have an 
Ethernet NIC 206 which performs Ethernet physical and 
MAC layer functions, an Ethernet jack 207 such as RJ-45 
socket coupled to the Ethernet NIC for connecting the sensor 
device to wired LAN with optional power over Ethernet or 
POE, and a serial port 208 which can be used to flash/ 
configure/troubleshoot the sensor device. A power input 209 
is also provided. One or more light emitting diodes (LEDs) 
210 can be provided on the sensor device to convey visual 
indications (such as device working properly, error condi 
tion, unauthorized wireless activity alert, security breach 
containment indication and so on). 

In one embodiment, sensor 122 can be built using a 
hardware platform similar to that used to build an AP, 
although having different functionality and Software. In one 
embodiment, to more unobtrusively be incorporated in the 
defined geographic region, sensor 122 could have a small 
form factor. 
A sensor 122 can be spatially disposed at an appropriate 

location in the selected geographic region by using heuris 
tics, strategy, and/or calculated guesses. In accordance with 
one aspect of the invention, an RF (radio frequency) plan 
ning tool can be used to determine an optimal deployment 
location for sensor 122. 

Server 124 (also called “security appliance') can be 
coupled to LAN 101 using a connection port 125. In one 
embodiment, each sensor 122 can convey its information 
about detected wireless activity to server 124 (i.e., over one 
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or more computer networks). Server 124 can then analyze 
that information, store the results of that analysis, and 
process the results. In another embodiment, sensor 122 may 
filter and/or Summarize its information before conveying it 
to server 124. 

Sensor 122 can also advantageously receive configuration 
information from server 124. This configuration information 
can include, for example, the operating system Software 
code, the operation parameters (e.g. frequency spectrum and 
radio channels to be scanned), the types of wireless activities 
to be detected, and the identity information associated with 
any authorized wireless device. Sensor 122 may also receive 
specific instructions from server 124, e.g. tuning to specific 
radio channel or detecting transmission of specific packet on 
a radio channel. In an alternative embodiment, sensor 122 
can operate as a standalone monitoring device. 
The information associated with the wireless activity that 

is captured by one or more sensor devices is analyzed to 
detect unauthorized or harmful wireless activity. If such an 
activity is detected, one or more wireless devices associated 
with such wireless activity are identified. The one or more 
sensor devices can then perform prevention processes to 
restrict these wireless devices from engaging in wireless 
communication. In a specific embodiment, certain packets 
are transmitted from the sensor devices which can cause 
hindrance to the wireless communication of these devices. 
By virtue of prevention process, the detected unauthorized/ 
harmful wireless devices are advantageously prevented from 
inflicting any intrusion attacks, DOS attacks or performance 
degradation on the local area network until permanent 
remediation, e.g. until the device is permanently (e.g. physi 
cally) removed from the network. Thus for example, if the 
unauthorized/harmful device is detected in the middle of the 
night, it can be restrained from communicating until, for 
example, the system administrator arrives in the morning, 
and removes it from the vicinity of the network. 

In one embodiment, the prevention process includes AP 
flooding. The AP flooding works by overwhelming the AP’s 
computational resources by sending multiple connection 
requests from the sensor device. Commonly found practical 
implementations of AP maintain certain state about the 
wireless stations connected to the AP. This state will typi 
cally be maintained in a fixed size data structure. Thus the 
number of connections an AP can service is limited, as 
merely an example, 128 in case of Intersil Prism chipset 
based HostAP (e.g. Linksys PCMCIA card) or 256 in case 
of Cisco 350 series AP. Once the limit on the number of 
connections an AP can service is reached, new connections 
cannot be accommodated by the AP for a certain duration of 
time. Thus, AP flooding can be used to bring down unau 
thorized AP so that wireless stations cannot connect to it. 

In one embodiment, for AP flooding the sensor can initiate 
multiple connections to the AP. Initiating a connection with 
AP often includes completing authentication and association 
stages as defined in 802.11 standard. For initiating a con 
nection, the sensor transmits authentication request packet 
and association request packet with arbitrary Source address 
and the AP's MAC address as the destination address. In 
another embodiment, the source address in each of the 
authentication request packet and the association request 
packet can be a selected MAC address. Preferably, the 
selected MAC address is the MAC address of a wireless 
station that can initiate, or has initiated in past, connection 
with the AP 

In one embodiment, the AP does not enforce any authen 
tication mechanism, i.e., it always grants authentication 
request (often called open authentication). In this embodi 
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10 
ment, the sensor can Successfully complete both the stages 
and establish connection with the AP. In an alternative 
embodiment, the AP enforces WEP shared key authentica 
tion. In this embodiment, the sensor can reuse the credentials 
it has derived by monitoring previous authentication trans 
action between the AP and some wireless station. This is a 
well known technique for cracking authentication creden 
tials in WEP shared key authentication. In yet an alternative 
embodiment (often called EAP or 802.1X authentication), 
the authentication stage is split in two parts. The first stage 
is open authentication which occurs before association. The 
second stage is real authentication where credentials are 
checked and it is performed after association. In this 
embodiment, the sensor can perform open authentication 
stage and association stage. It may not be able to Success 
fully perform the second authentication stage due to lack of 
knowledge of credentials (it is not easy to crack credentials 
in EAP authentication by monitoring previous authentica 
tion transaction). The association state in the AP will then be 
maintained until a timeout happens on second authentication 
Stage. 

In one embodiment, the prevention process includes 
deauthentication, which can break the existing wireless 
connection between the AP and the wireless station. In one 
embodiment, the deauthentication includes sending one or 
more spoofed deauthentication packets and/or disassocia 
tion packets from the sensor device with the AP's MAC 
address as source address with a reason code Authentica 
tion Expired to the wireless station or to a broadcast 
address. In another embodiment, the deauthentication pro 
cess includes sending one or more spoofed deauthentication 
packets and/or disassociation packets from the sensor device 
to the AP with the wireless station's MAC address as the 
source address with reason code "Auth Leave’. 
Any prevention process (e.g. AP flooding, deauthentica 

tion and the like) requires a sensor device to tune onto the 
radio channel on which a wireless device to be inhibited is 
operating. The sensor can then transmit packets on this radio 
channel to apply an instance of the prevention process. 
Notably, an instance of the prevention process can inhibit the 
wireless device for certain duration of time. Hence, the 
sensor must apply instances of the prevention process peri 
odically so as to inhibit the wireless device for extended 
duration. 

Sensor devices employing the conventional method of 
cycling through multiple radio channels (e.g. in round robin 
fashion, pseudorandom fashion etc.) can fail to tune to the 
required channel at the required instant of time to apply a 
prevention process. For example, a sensor device that scans 
20 radio channels in the round robin fashion and dwells on 
each channel for 200 ms can tune to a given channel again 
only once every 4 seconds. Hence, it cannot reliably inhibit 
a wireless device for which instances of the prevention 
process need to be applied every 1 second. Further, the 
frequency at which multiple instances of prevention pro 
cesses need to be applied for reliable prevention varies 
across different models of wireless devices manufactured by 
different vendors. 

In certain conventional techniques, the sensor device 
often locks onto a selected radio channel in order to apply 
consecutive instances of the prevention process in quick 
Succession. These conventional techniques suffer from many 
limitations. For example, the sensor can fail to monitor other 
radio channels for additional unauthorized or harmful activ 
ity. This may enable an intruder to bring in one unauthorized 
device as decoy in order to engage the sensor on one radio 
channel and perform unauthorized activity on a different 
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radio channel. Additionally, the conventional techniques 
often use all computational resources on a sensor device to 
apply instances of prevention process directed to one wire 
less device. Thus, they are not able to mitigate multiple 
security breaches, whether on the same or different radio 
channels. 
The present invention provides a much improved tech 

nique, which enables the sensor device to perform other 
functions such as scanning other channels, inhibiting other 
wireless devices, performing access point functionality etc. 
between instances of prevention process directed to a 
selected wireless device. Additionally, reliability of preven 
tion process is not compromised. 

Accordingly, a method is provided for scheduling 
instances of prevention processes for inhibiting undesirable 
wireless communication of wireless devices. This simplified 
method 300 is illustrated in FIG. 3. This diagram is merely 
an example, which should not unduly limit the scope of the 
claims herein. One of ordinary skill in the art would recog 
nize other variations, modifications, and alternatives. 
As shown, step 302 can identify a wireless device based 

on a detected undesirable wireless communication. In one 
embodiment, a MAC address in the transmitter or receiver 
address fields in the packet captured over the wireless 
medium is used to identify the wireless device. Step 304 can 
initiate an instance of a prevention process directed to the 
wireless device. The prevention process can include AP 
flooding, deauthentication and like. Moreover, step 306 can 
set an inhibited time interval. 

In one embodiment, the inhibited time interval is prefer 
ably indicative of the duration of time for which the wireless 
device can be inhibited by an instance of the prevention 
process (i.e. inhibited time). In one embodiment, the inhib 
ited time information is derived from the knowledge library, 
which stores inhibited time information associated with the 
prevention process and the wireless device. In another 
embodiment, the inhibited time interval is indicative of 
desired level of prevention. As merely an example, the larger 
the desired level of prevention, the smaller the inhibited time 
interval. As merely an example, the desired level of preven 
tion can be high, medium or low, corresponding respectively 
to the wireless device being substantially inhibited, moder 
ately inhibited or marginally inhibited. For example, at 
marginally inhibited level, the wireless device may be able 
to perform file transfer, web browsing etc. with hindrances. 
At moderately inhibited level, the wireless device may not 
be able to perform file transfer, but may be able to perform 
short data burst type applications such as remote login with 
hindrances. At substantially inhibited level, the wireless 
device may not be able to conduct any meaningful commu 
nication. 

Step 308 can perform functions such as scanning for other 
undesirable wireless communication, access point function 
ality, initiating instance of prevention process directed to 
another wireless device etc. during at least a portion of the 
inhibited time interval. 
The above sequence of steps provides a method according 

to an embodiment of the present invention. Alternatively, the 
present invention provides a system including one or more 
computer memories for carrying out certain functionality 
described herein. The one or more memories include com 
puter code and other processing features. As shown, the 
method uses a combination of steps including a way of 
scheduling instances of prevention processes in sensor 
devices used in monitoring of wireless computer networks. 
Of course, other alternatives can also be provided where 
steps are added, one or more steps are removed, or one or 
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12 
more steps are provided in a different sequence without 
departing from the scope of the claims herein. Additionally, 
the various steps can be implemented using a computer code 
or codes in Software, firmware, hardware, or any combina 
tion of these. Depending upon the embodiment, there can be 
other variations, modifications, and alternatives. 
A simplified method 400 for performing scanning and 

prevention according to a specific embodiment of the 
present invention is illustrated in FIG. 4. This diagram is 
merely an example, which should not unduly limit the scope 
of the claims herein. One of ordinary skill in the art would 
recognize other variations, modifications, and alternatives. 
As shown, Step 401 can perform Scanning of radio channels 
to capture wireless activities on those channels. The cap 
tured wireless activity can be analyzed to detect undesirable 
wireless communication, as shown in step 402. In one 
embodiment, beacon packets transmitted by an AP can be 
captured. The information provided in the beacon packets 
(e.g. MAC address, SSID etc.) is analyzed to determine if 
the AP is authorized. In another embodiment, the rate of 
certain types of packets such as association request packets 
from a specific wireless device is monitored to identify DOS 
attack. In yet another embodiment, the traffic transmitted/ 
received by a specific wireless device is monitored to 
identify harmful wireless device. In yet a further alternative 
embodiment, direct communication between two or more 
wireless stations which are not access points is monitored to 
determine ah hoc connection. Many other types of analyses 
are also possible. 
When undesirable communication is detected, step 403 

can identify a wireless device based on detected undesirable 
wireless communication. In one embodiment, a MAC 
address in the transmitter or receiver address fields in the 
packet captured over the wireless medium is used to identify 
the wireless device. In another embodiment, a vendor and/or 
model information of the wireless device is derived from the 
MAC address. For example, the three selected bytes in the 
MAC address often contain vendor and/or model specific 
values. As another example, beacon packets or probe 
response packets of APs often contain vendor and/or model 
specific fields which can facilitate this identification. 

Step 404 can select a prevention process from a knowl 
edge library. The knowledge library can include information 
about one or more prevention processes associated with 
specific wireless devices. Notably, wireless devices (APs, 
client radio cards etc.) from different vendors and of differ 
ent models, even though standard compliant (e.g. compliant 
to 802.11 standard), often exhibit different behavior as 
regards the effect of prevention process on them. These 
differences can be due to differences in their implementation 
details (e.g. hardware, firmware, Software etc.). Addition 
ally, the behavior of different pieces of equipment from a 
given vendor and of a given model as regards the effect of 
prevention process is often similar. Thus, in one embodi 
ment, the knowledge library can include information asso 
ciated with effect (e.g. applicability, inhibited time etc.) of 
one or more prevention processes on wireless devices of 
specific models and/or from specific vendors. As merely an 
example, the knowledge library can include information 
associated with the downtime of an AP from a selected 
vendor and of a selected model, after an instance of AP 
flooding is applied (i.e. after the AP is overwhelmed with 
connection requests). As another example, the knowledge 
library can include information about the time it takes for a 
wireless station (e.g. client radio card from a selected vendor 
and of a selected model) to initiate a new connection (often 
called reassociation) to an AP after applying an instance of 
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deauthentication process (i.e. after the previous connection 
has been severed using the deauthentication process). 

The knowledge library can also provide additional infor 
mation (e.g. various parameter values, specific manner in 
which the prevention process is to be applied etc.) associated 
with prevention process. As merely an example, the knowl 
edge library can include information about total number of 
connections that an AP from selected vendor and of a 
selected model can service before running out of computa 
tional resources. 

In one embodiment, the knowledge library can be created 
by conducting experiments on different wireless devices in 
laboratory environment to record the effect of the prevention 
process on them. In another embodiment, the knowledge 
library can be created and/or updated based on actual 
observations in operational network. Exemplary knowledge 
library is shown below: 

Knowledge library for AP flooding: 
Cisco AP 350 series: Connection Limit=256, Inhibited 
Time=30 minutes. 

HostAP (Linksys PCMCI Prism Based): Connection 
Limit=128, Inhibited Time=5 minutes. 

Netgear AP WGR101: Connection Limit=64, Inhibited 
Time—until manual remediation. 

ABC AP: Connection Limit=64, Inhibited Time=4 
minutes. 

ABC AP with unsuccessful authentication: Connection 
Limit=64, Inhibited Time=45 seconds. 

Linksys WAP 55AG: Connection Limit=128, Inhibited 
time=10 seconds. 

Proxim AP 600 series: Technique Not Applicable. AP 
removes old connections to accept newer ones. 

Cisco 1200 series AP: Technique Not Applicable. AP 
removes old connections to accept newer ones with 
stronger signal. 

Knowledge library for deauthentication: 
Cisco Aironet client card: Inhibited Time=300 milli 

seconds. 
Linksys client card (Prism Based): Inhibited Time=1.5 

seconds. 
Linksys client card (Atheros Based): Inhibited Time 

=3.2 seconds. 
Cisco Aironet afb/g client card: Inhibited Time=2.5 

seconds. 
Proxim client card (Atheros 
Time–7.0 seconds. 

Merely as an example, ifunauthorized AP is identified to 
be Cisco 350 series AP, it is preferable to use AP flooding to 
block it. This is because, according to the knowledge library, 
AP flooding is effective against this type of AP as well as it 
causes prolonged downtime. As another example, if unau 
thorized AP is detected to be Proxim 600 series AP, then 
according to the knowledge library, AP flooding is not 
effective. Then, deauthentication prevention process may be 
required. As yet another example, if unauthorized AP is 
detected to be ABC AP, then according to knowledge library, 
the downtime is 4 minutes if connections can be successfully 
established with it and 45 seconds if they cannot be (i.e. 
second authentication stage cannot be performed). 

Step 405 can initiate instance of prevention process. 
Additionally, it can determine inhibited time due to the 
instance of prevention process using the knowledge library. 
As merely as example, if instance of AP flooding is applied 
on Cisco 350 series AP, according to the knowledge library, 
the inhibited time is about 30 minutes. As another example, 
if instance of deauthentication is applied to sever connection 
between Proxim 600 series AP and Linksys Prism based 

Based): Inhibited 
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14 
client card, the inhibited time is about 1.5 seconds. After 
initiating an instance of the prevention process, the method 
can enter confirming phase as shown by step 406. 
The confirming phase is directed to ensure that the 

wireless device is indeed inhibited due to application of an 
instance of the prevention process, as shown by step 407. In 
one embodiment, the confirming can include waiting on the 
radio channel to detect any wireless activity associated with 
the wireless device. If no wireless activity is detected for a 
selected duration, the device is inferred to be inhibited and 
method can proceed to step 408. In an alternative embodi 
ment, active probing is performed during the confirming 
phase. For example, if AP flooding is used in step 405, the 
sensor can transmit additional connection requests during 
the confirming phase. If a response is received from AP with 
reason code Such as association denied as AP is unable to 
handle new requests, the AP can be inferred to be success 
fully inhibited and method can proceed to step 408. As 
another example, if deauthentication is used in step 405, the 
sensor can transmit a packet to the AP with the wireless 
station's MAC address as source address. If a response is 
received from AP with reason code such as non-authenti 
cated station, the connection between the AP and the 
wireless station is inferred to be successfully severed and 
method can proceed to step 408. 
As shown, at step 408 the sensor device can continue 

scanning one or more channels. This is preferably to detect 
additional undesirable wireless communication. In one alter 
native embodiment, the sensor device performs access point 
functionality in addition to or instead of scanning at step 
408. In one specific embodiment, the scanning can continue 
until the expiration of the inhibited time as shown by step 
409. 
When the inhibited time expires, at step 410 the method 

can perform monitoring to determine if the wireless device 
is active. Preferably, the monitoring is performed by the 
sensor device. The monitoring can be based on passive 
listening, active probing or combination thereof. In one 
embodiment, the monitoring can continue until the wireless 
device becomes active again as shown by step 411 (or a 
timeout occurs) at which point another instance of preven 
tion process (e.g. step 405) is initiated. In one embodiment, 
monitoring ensures that the wireless device has become 
active again for initiating another instance of prevention 
process. This is because, in Some embodiments, the preven 
tion process may not work against inactive device. As 
merely an example, deauthentication may not have desirable 
effect unless the connection between the AP and the wireless 
station has re-established. In another embodiment, the result 
of monitoring can be used to update knowledge library (not 
shown in FIG. 4). For example, if monitoring shows that the 
device remains inactive for a time interval significantly 
different from the inhibited time as currently provided in the 
knowledge library, the inhibited time information in the 
knowledge library can be updated. In some embodiments, 
the updating can facilitate dynamically updating and/or 
growing the knowledge library. 
The above sequence of steps provides a method according 

to an embodiment of the present invention. Alternatively, the 
present invention provides a system including one or more 
computer memories for carrying out certain functionality 
described herein. The one or more memories include com 
puter code and other processing features. As shown, the 
method uses a combination of steps including a way of 
scheduling instances of prevention processes in sensor 
devices used in monitoring of wireless computer networks. 
Of course, other alternatives can also be provided where 
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steps are added, one or more steps are removed, or one or 
more steps are provided in a different sequence without 
departing from the Scope of the claims herein. Additionally, 
the various steps can be implemented using a computer code 
or codes in Software, firmware, hardware, or any combina 
tion of these. Depending upon the embodiment, there can be 
other variations, modifications, and alternatives. 

In one embodiment, the present invention can provide for 
inhibiting multiple wireless devices, while continuing to 
scan radio channels and/or perform access point function 
ality. A simplified method 500 for performing prevention of 
multiple wireless devices and Scanning according to a spe 
cific embodiment of the present invention is illustrated in 
FIG. 5. As shown, the method initiates instance of a pre 
vention process directed to a specific wireless device. The 
method can set inhibited time interval for that wireless 
device and enter scanning phase. In an alternative embodi 
ment, access point functionality can be performed in addi 
tion to or instead of scanning. When inhibited time interval 
for any wireless device expires, the method initiates another 
instance of prevention process directed to that wireless 
device. 
The various embodiments of the present invention may be 

implemented as part of a computer system. The computer 
system may include a computer, an input device, a display 
unit, and an interface, for example, for accessing the Inter 
net. The computer may include a microprocessor. The 
microprocessor may be connected to a data bus. The com 
puter may also include a memory. The memory may include 
Random Access Memory (RAM) and Read Only Memory 
(ROM). The computer system may further include a storage 
device, which may be a hard disk drive or a removable 
storage drive such as a floppy disk drive, optical disk drive, 
jump drive and the like. The storage device can also be other 
similar means for loading computer programs or other 
instructions into the computer system. 
As used herein, the term computer may include any 

processor-based or microprocessor-based system including 
systems using microcontrollers, digital signal processors 
(DSP), reduced instruction set circuits (RISC), application 
specific integrated circuits (ASICs), logic circuits, and any 
other circuit or processor capable of executing the functions 
described herein. The above examples are exemplary only, 
and are thus not intended to limit in any way the definition 
and/or meaning of the term 'computer. The computer 
system executes a set of instructions that are stored in one or 
more storage elements, in order to process input data. The 
storage elements may also hold data or other information as 
desired or needed. The storage element may be in the form 
of an information source or a physical memory element 
within the processing machine. 

The set of instructions may include various commands 
that instruct the processing machine to perform specific 
operations such as the processes of the various embodiments 
of the invention. The set of instructions may be in the form 
of a software program. The software may be in various 
forms such as system Software or application software. 
Further, the software may be in the form of a collection of 
separate programs, a program module within a larger pro 
gram or a portion of a program module. The Software also 
may include modular programming in the form of object 
oriented programming. The processing of input data by the 
processing machine may be in response to user commands, 
or in response to results of previous processing, or in 
response to a request made by another processing machine. 
As used herein, the terms 'software and firmware are 

interchangeable, and include any computer program stored 
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in memory for execution by a computer, including RAM 
memory, ROM memory, EPROM memory, EEPROM 
memory, and non-volatile RAM (NVRAM) memory. The 
above memory types are exemplary only, and are thus not 
limiting as to the types of memory usable for storage of a 
computer program. 

Although specific embodiments of the present invention 
have been described, it will be understood by those of skill 
in the art that there are other embodiments that are equiva 
lent to the described embodiments. Accordingly, it is to be 
understood that the invention is not to be limited by the 
specific illustrated embodiments, but only by the scope of 
the appended claims. 
The invention claimed is: 
1. A method for scheduling instances of prevention pro 

cesses for inhibiting undesirable wireless communication of 
wireless devices, the method comprising: 

identifying a first wireless device based on a detected 
undesirable wireless communication; 

determining a first inhibited time interval for the first 
wireless device for a first prevention process, the first 
inhibited time interval being indicative of an interval of 
time for which the first wireless device is inhibited 
from wirelessly communicating upon applying an 
instance of the first prevention process on the first 
wireless device, the applying the instance of the first 
prevention process including transmitting one or more 
wireless signals from a sniffer device to interfere with 
wireless communication of the first wireless device; 

initiating a first instance of the first prevention process for 
inhibiting the first wireless device by transmitting one 
or more first wireless signals from the sniffer device: 

setting a first timeout interval based at least upon the first 
inhibited time interval; 

performing scanning from the Sniffer device for undesir 
able wireless communication from other wireless 
devices during at least a portion of the first timeout 
interval; and 

initiating a second instance of the first prevention process 
for inhibiting the first wireless device by transmitting 
one or more second wireless signals from the Sniffer 
device upon termination of the first timeout interval. 

2. The method of claim 1, wherein the first wireless device 
is an access point device. 

3. The method of claim 1, wherein the first wireless device 
is a station. 

4. The method of claim 1, wherein the first prevention 
process includes access point flooding. 

5. The method of claim 1, wherein the first prevention 
process includes deauthentication. 

6. The method of claim 1, further including confirming the 
first wireless device is inhibited after initiating the first 
instance of the first prevention process. 

7. The method of claim 6, wherein if the first wireless 
device is active as determined by the confirming, then 
initiating a third instance of the first prevention process and 
updating the first timeout interval. 

8. The method of claim 1, further including performing 
another function in addition to the Scanning during at least 
a portion of the first timeout interval. 

9. The method of claim 8, wherein the other function 
includes performing access point functionality. 

10. The method of claim 1, further including initiating a 
first instance of a second prevention process directed to a 
second wireless device, the second wireless device detected 
to be involved in undesirable wireless communication. 

Ex.1021 / Page 14 of 16
Cisco Systems, Inc.

Ex.1021 / Page 14 of 16
Cisco Systems, Inc.



US 7,333,800 B1 
17 

11. The method of claim 1, wherein if another undesirable 
wireless communication is detected during the scanning, 
then 

identifying a second wireless device based on the other 
detected undesirable wireless communication; 5 

determining a second inhibited time interval for the 
second wireless device for a second prevention process; 

initiating a first instance of the second prevention process 
for inhibiting the second wireless device; 

setting a second timeout interval for the second wireless 
device based at least upon the second inhibited time 
interval; 

performing scanning for undesirable wireless communi 
cation from other wireless devices during at least a 
portion of the second timeout interval; and 

initiating a second instance of the second prevention 
process for inhibiting the second wireless device upon 
termination of the second timeout interval. 

12. The method of claim 11, wherein the first and the 
second prevention processes are different. 

13. The method of claim 11, wherein the first and the 
second prevention processes are the same, and lengths of the 
first and the second timeout intervals are the same. 

14. The method of claim 11, wherein the first and the 
second prevention processes are the same, but lengths of the 
first and the second timeout intervals are different. 

15. The method of claim 1, wherein the identifying 
includes determining vendor and/or model information 
about the first wireless device. 

16. The method of claim 1, wherein the identifying 
includes determining a MAC address of the first wireless 
device. 

17. A method for performing scanning and inhibiting 
functions in a sensor device, the sensor device capable of 
monitoring wireless activity in a computer network, the 
method comprising: 

(a) identifying a wireless device to be targeted for inhib 
iting: 

(b) accessing a knowledge library including information 
regarding one or more inhibited time intervals associ 
ated with one or more inhibiting functions, respec 
tively, corresponding to specific wireless devices, the 
one or more inhibiting functions including transferring 
one or more interfering wireless signals; 

(c) selecting an inhibiting function for the identified 
wireless device using information from the knowledge 
library, the information being associated with the iden 
tified wireless device; 

(d) performing the inhibiting function at selected time 
intervals by transferring one or more wireless signals to 
interfere with wireless communication of the identified 
wireless device, at least one of the selected time inter 
vals being set based on an inhibited time information 
derived from the knowledge library, the inhibited time 
information being associated with the identified wire 
less device and the selected inhibiting function; and 

(e) scanning channels for wireless activity either in con 
junction or interleaved with steps (a), (b), (c), and (d). 

18. The method of claim 17, wherein steps (a), (b), (c), 
and (d) can be performed for multiple wireless devices. 

19. The method of claim 17, wherein the identifying 
includes at least one of determining 

vendor information of the wireless device; 
model information of the wireless device; and 
a system address of the wireless device. 
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20. The method of claim 17, wherein the inhibiting 

function includes at least one of AP flooding and deauthen 
tication. 

21. A method for Scheduling instances of prevention 
processes for inhibiting undesirable wireless communication 
of wireless devices, the method comprising: 

identifying a first wireless device based on a detected 
undesirable wireless communication; 

accessing a knowledge library to ascertain an inhibited 
time interval affected on the first wireless device upon 
applying an instance of a first prevention process on the 
first wireless device, the applying the instance of the 
first prevention process including transmitting one or 
more wireless signals from a sniffer device to interfere 
with wireless communication of the first wireless 
device; 

initiating a first instance of the first prevention process by 
transmitting one or more first wireless signals from the 
Sniffer device; 

setting a timeout interval based at least upon the inhibited 
time interval; 

performing access point functionality from the Sniffer 
device during at least a portion of the timeout interval; 
and 

initiating a second instance of the first prevention process 
by transmitting one or more second wireless signals 
from the Sniffer device upon termination of the timeout 
interval. 

22. The method of claim 21, wherein the first prevention 
process includes access point flooding. 

23. The method of claim 21, wherein the first prevention 
process includes deauthentication. 

24. A method for Scheduling instances of prevention 
processes for inhibiting undesirable wireless communication 
of wireless devices, the method comprising: 

identifying a wireless device based on a detected unde 
sirable wireless communication; 

initiating a first instance of a prevention process directed 
to the wireless device, the prevention process including 
transmitting one or more wireless signals to interfere 
with wireless communication associated with the wire 
less device; 

setting an inhibited time interval for the wireless device, 
the setting the inhibited time interval being based upon 
knowledge of an interval of time for which the wireless 
device was inhibited from wirelessly communicating 
upon applying a second instance of the first prevention 
process, the second instance being applied prior to the 
first instance; and 

performing at least one of scanning for other undesirable 
wireless communication, access point functionality, 
and initiating instance of another prevention process 
directed to another wireless device during at least a 
portion of the inhibited time interval. 

25. The method of claim 24, wherein the prevention 
process includes at least one of access point flooding and 
deauthentication. 

26. The method of, claim 24, wherein the identifying 
includes at least one of determining 

vendor information of the wireless device; 
model information of the wireless device; and 
a system address of the wireless device. 
27. The method of claim 24, further including confirming 

the wireless device is inhibited after initiating the first 
instance. 
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28. The method of claim 24, further including monitoring 
wireless activity associated with the wireless device around 
expiration of the inhibited time interval. 

29. The method of claim 24, wherein the setting the 
inhibited time interval is further based on desired level of 
prevention. 

30. A computer network including wireless devices, the 
computer network comprising: 

a sensor for inhibiting undesirable wireless communica 
tion of wireless devices, the sensor facilitating: 
identifying a wireless device based on a detected unde 

sirable wireless communication; 
determining an inhibited time interval for the wireless 

device for a prevention process, the inhibited time 
interval being indicative of an interval of time for 
which the wireless device is inhibited from wire 
lessly communicating upon applying an instance of 
the prevention process on the wireless device, the 
applying the instance of the prevention including 

5 

10 

15 

transmitting one or more wireless signals from the 20 
sensor to interfere with wireless communication of 
the wireless device; 

initiating a first instance of the prevention process by 
transmitting one or more first wireless signals from the 
Sensor, 

20 
setting a timeout interval based at least upon the inhibited 

time interval; 
performing scanning for undesirable wireless communi 

cation from other wireless devices during at least a 
portion of the timeout interval; and 

initiating a second instance of the prevention process by 
transmitting one or more second wireless signals from 
the sensor upon termination of the timeout interval. 

31. The method of claim 1, wherein the determining the 
first inhibited time interval for the first wireless device for 
the first prevention process includes accessing a database 
storing inhibited time intervals for prevention processes for 
wireless devices. 

32. The method of claim 24, wherein the knowledge of the 
interval of time for which the wireless device was inhibited 
from wirelessly communicating upon applying the second 
instance is stored in a knowledge library. 

33. The method of claim 32, further including accessing 
the knowledge library to ascertain the interval of time for 
which the wireless device was inhibited from wirelessly 
communicating upon applying the second instance. 
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