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Screen Capture 
1-Create a Module Project 
(File->New->Project->Embotics->ModuleProject) 

□ New Project 

Select a wizard 
Create a new Symbium Module Element 

Java Project 
Plug-in Project 

t+-1,..._,, CVS 
t+-1,..._,, Eclipse Modeling Framework 
,__.,...~ Java 
,__..,...~ Plug-in Development 
,__..,...~ Simple 
-,...~ Symbium 

Lt=3 I Module Project I 

LJ 

<Back II Next> II Finish II Cancel 

FIG. 27 
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1-Create a Policy 
(File->New->Other->Embotics->ModulePolicy) 

□ New 

Select a wizard 

Wizards: 

-© Help Doc Wizard 
'- © Module Action 
-© Module Effector 
- © Module EventProcessor 
- © I Module Policy I 
- © Module Project 
- © Module Query 
- © Module Sensor 

[6-..r Examples 
- 'c!:s Flow Diagram 
- O Logic Diagram 

I <Back II Next> II Finish - - -

FIG. 28 

US 2007/0033273 Al 
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4-Start editing the policy fsm (open the file, it is in the policies folder and has 
extension: policyfsm) 

-define policy parameters 

Policy [g] 
Properties of a 

Add, remove, initialize policy variables. Define Policy parameters. 

~ Policy Description 
Name: a Description: 11$1 

Creator:dsugden 1 
Module Help File: I II Edit I 

-Policy Configuration Paramet:-: 
Add parameters for the configuration data required by this Policy. 
Name I Type I Description 
Disk Text 
Threshold I Numberl..-1 

I Add New Parameter 11 Remove Selected Parameter! 

- Policy Variables 
Add internal variables for the policy. 

IName 
I Type I Description 

I 
I Add New Variable I jRemove Selected Variable I 

I OK 11 Cancel I 

FIG. 33 
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5-Ed it a transition 

□ Transition [XI 

Edit Transition Elements 
Transition message 

Transition Name: I Disk S12ace Alright Disk S12ace Full 1 I 

Trigger Event: I Configure 
Guard Expression: I Configure 

Action: 
Raise Event: I Configure 
Raise Alarm: I Configure 

Cleared Alarms: I Configure 

Variables: I Name 

I 
Name Type Value I Configure I 

I OK I I Cancel I 

FIG. 35 
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1::.xpress1on l::3ullder 00 
Choose a data value 

Choose the Policy Element you wish to use as this data value 

~Operand~ 
10- Policy Parameters Name:I threshold I 

Policy Variables Data Type:I text 
I 1-1:1-Quenes . 

1-1:1-Tri~ger Event:d.Disk.ThresholdCrc Description: • 
~

1me -
threshold 
disk 

-Last Actions Performed -... 
I Insert I 

-Operators 
-- • Name: 
!= -
> Op Type: 
>= Description: < • -<= -AND 
OR 
NOT ~ -... ... 

I Insert I 
~ Ex~ression 

-T is expression must evaluate to a 'Boolean' Data Type 
-Compound expressions may be neede d in the following way: 
-(a+ b) + c 
-a+ (b + c{t 
-(a+b)+ c+d) 

I $Event.threshold> 90 0 
I OK 11 Cancel I 

FIG. 37 
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FIG. 
38 

[!I 

Configure Action 
Select or Create an Action, then configure parameters if applicable 

~SelecUCreate Action Invocations 
Action~ II Browse II Create II Clear I I 
-Configure Action Invocation 

Select Action Invocation: 

I I 
Enter Parameter Values: 
Name IType I Value I Description 

I OK 11 Cancel I 

Create a new action [!I 
Define a new Action 

Click Next to define the data present in the Event, or Finish to use the defaults.I◊ j 

Action Name Id.DISK l•I 
Type I DISK I 

Creators I dsu9den I 

• >--

Description This Action cleans the disk. 

>--... 

I <Back II Next> II Finish 11 Cancelj 
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Create new action I!] 

Add Invocations 

EJ Add and define invocations for this action. 

,_ Manage Action Invocations 
I nn,,;;~tions • 
(dlSI<) Name I 1voe 

disk Text 

◄ I I I ► 

!Add! !Remove I !Addi IRemovel 

I ◄ Back II Next ► II Finish IICancel I 

Transition [!] 

Edit Transition Elements 
Transition message 

TransitionName I threshold crossed I 
Trigger Event I d .Disk. ThresholdCrossed(Disk 1 Threshold) / jConfigurel 

Guard Expression I $Event. threshold>90 1$1 lconfigurel 

Action I d.Disk(Disk) / !Configure! 
Raise Event !Configure! 
Raise Alarm I d.Disk.DiskFull->Minor I !Configure! 

Cleared Alanns:I Name: 

I 
Variables Name I 1voe I Value IConfigurel 

I OR: II Cancel I 
So we now have a basic policy that tnaaers on one event and 
oerforms one action .... now.we need to define the elements that will CREATE 

this event and OFFER the action f I G. 3 9 
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Define an alarm for the policy--

0 
Raise Alarm 

Describe the alarm you wish to raise ..... 

Alarm Name I d.Disk.DiskFull 
11 

Clear I 
Category I Disk l•I 

Type! DiskFull I 
Severity I Minor l•I 

~ Alarm Data Fields 
Name Type Value Description 
instance Text Disk The particular instance of th ..... 

context Text Context in which this alarm i .... 

threshold Num ... Threshold 

◄ I I ► 

I Add 11 Remove I 

I OK 
11 

Cancel I 

FIG. 46 
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PROGRAMMING AND DEVELOPMENT 
INFRASTRUCTURE FOR AN AUTONOMIC 

ELEMENT 

FIELD OF INVENTION 

[0001] The present invention relates to progrannning and 
development infrastructure, and more particularly to pro­
grannning and development infrastructure for an autonomic 
element. 

BACKGROUND OF THE INVENTION 

[0002] The total cost of ownership of servers continues to 
rise despite improvements in hardware and software. Effec­
tive manageability remains a problem for a number of 
reasons. First, the management infrastructure deployed in 
the enterprise relies on traditional client-server architectures. 
Second, the high levels of human interaction result in 
reduced availability while servers wait for operators to 
diagnose and fix problems. Finally, the deployed manage­
ment solutions are in-band, with software agents operating 
on servers connnunicating with centralized management 
platforms. This implies that server management is only 
possible when the operating system is functioning, which is 
often not the case when management is required. Clearly, 
change is necessary. 

[0003] Delegation of responsibility is widely acknowl­
edged as a way of getting things done in an industrial setting. 
Providing workers with the authority to make decisions 
speeds things up, making an enterprise more efficient. Trans­
lating this observation to the server management problem, 
the solution is clear; empower management software to 
make decisions regarding change or reconfiguration. 
Empowering software to make decisions leads to a number 
of desirable software characteristics. 

[0004] First, the software must be capable of autonomous 
decision making. In other words, the software should be an 
intelligent agent. This implies that the software should 
separate its understanding ( or knowledge) of what is to be 
managed from the ways in which problems are diagnosed. 
Second, the intelligent agent cannot be part of the managed 
system in terms of the resources that it consumes; e.g. CPU 
and disk. This requires some explanation. Imagine a sce­
nario where a run-away process is consuming almost all of 
the CPU. It is difficult to see how an agent would be able to 
control a server in these circumstances. Consider another 
scenario in which critically-low levels of disk space are 
detected. An agent sharing resources on the host would be 
unable to save information potentially critically important to 
the resolution of the problem. Finally, consider the scenario 
in which the operating system is hung; the agent can no 
longer communicate with external parties. 

[0005] The scenarios described above lead to the inevi­
table conclusion that the agents tasked with delegated sys­
tem management should reside on a separate control plane; 
that is a platform with separate computing and disk 
resources. Furthermore, the design of the computing plat­
form should support the principles of Autonomic Comput­
ing, an area of computing recently proposed by IBM. 

[0006] Autonomic Computing is a relatively recent field of 
study that focuses on the ability of computers to self-manage 
[Ref. I]. Autonomic Computing is promoted as the means by 
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which greater dependency [Ref.2] will be achieved in sys­
tems. This incorporates self-diagnosis, self-healing, self­
configuration and other independent behaviors, both reactive 
and proactive. Ideally, a system will adapt and learn normal 
levels of resource usage and predict likely points of failure 
in the system. Certain benefits of computers that are capable 
of adapting to their usage environments and recovering from 
failures without human interaction are relatively obvious; 
specifically the total cost of ownership of a device is reduced 
and levels of system availability are increased. Repetitive 
work performed by human administrators is reduced, knowl­
edge of the system's performance over time is retained 
( assuming that the machine records or publishes information 
about the problems it detects and the solutions it applies), 
and events of significance are detected and handled with 
more consistency and speed than a human could likely 
provide. 

[0007] Agent Building and Learning Environment 
(ABLE) can be used to create autonomic managers in 
Autonomic Computing. However, a methodology and pro­
cess for the creation has not been established. Further, no 
progrannning environment has been built to embody the full 
software lifecycle. 

[0008] Environments for the general development and 
distribution of software have been built to dynamically 
upgrade software. However, there have been no program­
ming and development infrastructure for an autonomic ele­
ment, which applies specifically to the system management 
domain. 

SUMMARY OF THE INVENTION 

[0009] It is an object of the invention to provide a method 
and system that obviates or mitigates at least one of the 
disadvantages of existing systems. 

[0010] It is an object of the invention to provide an 
improved Programming And Development Infrastructure 
For An Autonomic Element. 

[0011] According to an aspect of the present invention 
there is provided a system and method for progrannning an 
autonomic element, which includes a module development 
environment (MDE) module for creating and editing a 
management module, the autonomic element including an 
intelligent secure autonomic controller (ISAC) learning a 
behavior through the management module; and a manage­
ment distribution environment (MDE) module for distrib­
uting the management module to the ISAC. 

[0012] According to a further aspect of the present inven­
tion there is provided a single board computer for program­
ming an autonomic element. 

[0013] According to a further aspect of the present inven­
tion there is provided a system and method for distribution 
of software updates for an autonomic manager. 

[0014] According to a further aspect of the present inven­
tion there is provided a system and method for configuration 
of an autonomic manager based upon managed element 
configuration. 

[0015] This sunnnary of the invention does not necessarily 
describe all features of the invention. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] These and other features of the invention will 
become more apparent from the following description in 
which reference is made to the appended drawings wherein: 

[0017] FIG. 1 is a diagram showing an example of an 
autonomic element to which prograrmning and development 
infrastructure in accordance with the present invention is 
suitably applied; 

[0018] FIG. 2 is diagram showing an alternative architec­
ture of FIG. 1 for the server environment; 

[0019] FIG. 3 is a view of the ISAC of FIG. 2; 

[0020] FIG. 4 is a diagram showing an application frame­
work for management of an application: 

[0021] FIG. 5 is a diagram showing a Common Informa­
tion Model Object Manager (CIMOM); 

[0022] FIG. 6 is a diagram showing the module archive 
structure of a management module; 

[0023] FIG. 7 is a diagram showing a scenario related to 
the ISAC of FIG. 2; 

[0024] FIG. 8 is a diagram showing an exemplary opera­
tion for normal CPU monitoring; 

[0025] FIG. 9 is a diagram showing an exemplary opera­
tion for high CPU monitoring; 

[0026] FIG. 10 is a diagram showing a group manage­
ment; 

[0027] FIG. 11 is a diagram showing networks of auto­
nomic elements; and 

[0028] FIG. 12 is a diagram showing the ISAC having 
event consumer and event generator and a host. 

[0029] FIG. 13 is a diagram showing how policies are 
connected to sensors. A policy essentially listens to changes 
in one or more properties of a managed object. A managed 
object registers with the sensor layer for appropriate infor­
mation. Sensor implementations are responsible for retrieval 
of information and interact with a service on the host 
platform. 

[0030] FIG. 14 is a diagram showing how policies are 
connected to effectors. A policy effects change on the 
managed system through the managed object. A managed 
object interacts with the effector layer. Effector implemen­
tations are responsible for making changes on the host 
platform. 

[0031] FIG. 15 is a diagram that shows the high level 
architecture of an embodiment of the Module Development 
Environment (MDE). The diagram shows the use of Eclipse 
plugins as providing functionality and an extensible envi­
ronment. 

[0032] FIG. 16 is a diagram that shows the interactions 
between policy homes and managed system element homes. 
Home objects are used to managed the lifecycle of instances 
of appropriate types within the system. 

[0033] FIG. 17 is a diagram that shows the interactions 
between policy instances and managed system element 
instances. The lifecycle of instance objects is the responsi­
bility of home objects within the system. 
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[0034] FIG. 18 is a diagram that shows the information 
flow regarding management modules. Management modules 
are created using the module development environment and 
stored persistently. Deployment information is added by 
administrators using the management console and these 
modified management modules are stored persistently. The 
deployable management modules are distributed to groups 
of autonomic control engines via a data communications 
network. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0035] 1. A Control Plane for Servers 

[0036] The present invention provides a system and 
method for embedded system administration that uses auto­
nomic computing principles. Namely, it provides a program­
ming and development system that enables the capture of 
operational administration knowledge for use in the embed­
ded autonomic manager. The embedded autonomic manager 
interprets the information provided in order assume control 
of the host of a server in response to the occurrence of one 
or more events. Upon assuming control the system assumes 
host management functions. 

[0037] FIG. 15 is a block diagram of a programming and 
development system according to an embodiment of the 
invention. The prograrmning and development system runs 
on a workstation that has the characteristics of a typical 
desktop computer. The programming and development envi­
ronment consists of a series of plugins that provide the 
ability to capture various facets of operational and diagnos­
tic knowledge relevant to system administration. The 
Eclipse development environment is used in an embodiment 
of the invention. Together these plugins generate machine­
readable representations of the knowledge that can be stored 
persistently on disk or in a database. In the current embodi­
ment of the invention knowledge is stored in a series of 
directories and files on disk using extensible markup lan­
guage, or XML. In this embodiment of the invention all files 
and subdirectories below a specified point in the directory 
tree are said to constitute a management module. A man­
agement module is the unit of deployable system adminis­
tration. It is represented by the directory structure shown in 
FIG. 6. As an analogy, a management module can be thought 
of as being a web archive (WAR) or enterprise java bean 
archive (EAR). As with persistent storage services provided 
by the Common Object Request Broker Architecture 
(CORBA) or Enterprise Java Beans (EJB), it will be appar­
ent to one skilled in the art that the mechanism and format 
of the knowledge stored may be any storage format appro­
priate for maintaining information persistently including 
files, SQL or object databases, tree data structures and any 
other means of persistence as would be apparent to one 
skilled in the art. 

[0038] FIG. 18 provides a diagram of overall information 
flow for management modules created and manipulated 
within the system. A management module is created within 
the Module Development Environment. The management 
module is accessed by the management console. The man­
agement console uses meta information stored in the man­
agement module in order to render forms and dialogs that 
allow the management module to be configured for opera­
tional use. Once operational knowledge has been added to a 
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management module it is stored persistently; in the current 
embodiment a digital signature is applied to the module to 
prevent tampering. Operational use information includes, 
for example, system administrator contact information such 
as e-mail address and cell phone. Other information includes 
the type of a particular field (e.g. string) and enumerations. 
It will be apparent to those skilled in the art of form 
construction or reporting systems that a wide range of 
alternative embodiments are possible. 

[0039] The Autonomic Compute Engine (ACE) ACE is a 
central element of the system of the present invention. The 
ACE includes components appropriate for it to act as an 
autonomic manager. An important characteristic of ACE 
deployment is that it should run on a management plane; i.e. 
an execution environment that shares minimal resources 
with that of the service plane where the managed applica­
tions run. For the most business-critical functions, ACE 
shares no resources with the service plane and operates in 
situations when hardware failure has occurred. The ACE is 
a software program capable of running in diverse environ­
ments that include: a virtual machine running on a server, an 
embedded single board computer that communicates with 
the host via PCI, USB or non-traditional data communica­
tions bus. An OPMA card is another example of a hardware 
control plane. The ACE is capable of assuming the role of a 
control plane while subsuming the functions of the network 
administration system. It may support lights out card func­
tionality, as shown in FIG. 3, if the hardware provides it. 
Several embodiments of the invention have been instantiated 
where ACE runs on an OPMA card, a PCI card, a virtual 
machine running in domain O of the Xen virtualization 
environment and on an embedded single board computer 
communicating with the service plane over USB. The ACE 
communicates with the server using either in-band or out of 
band communications depending upon the embodiment of 
the invention. For example, if ACE runs on an OPMA card, 
out of band communication over USB is provided. If run­
ning in a virtualized environment, ACE will typically use 
in-band communications such as would be supported with 
standard TCP/IP communications. Individuals skilled in the 
art of data communications will understand that named 
pipes, shared memory and other forms of data exchange are 
also possible. 

[0040] The management console pushes management 
modules to one or more ACE components. Management 
modules may be pushed as a result of administrative action 
or on a scheduled basis. When sent, the management module 
is retrieved from persistent storage and transferred via an 
encrypted communications channel such as provided by the 
HTTPS protocol. Individuals skilled in the art of data 
communications and data communications security will 
realize that there are many embodiments that would achieve 
reliable, secure transfer of the aforementioned management 
module; HTTPS being the first instantiation used. ACE 
confirms the receipt of the management module by verifying 
the digital signature, unpacks the archive, and loads the 
module. Once loaded, ACE is capable of assuming control 
of aspects of the host, the operating system or hosted 
applications for which the management module was 
designed. 

[0041] FIG. 1 illustrates an example of an autonomic 
element to which programming and development infrastruc­
ture in accordance with the present invention is suitably 
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applied. ACE is the software component running in the 
management plane that forms the autonomic element. 

[0042] An autonomic element 1 of FIG. 1 clearly separates 
management from managed element 2 function, providing 
sensor (S) and effector (E) interfaces for management. It 
should minimally impact the functions of the managed 
element. While not explicitly shown in FIG. 1, there is an 
implicit requirement that the managed element should not be 
able to dominate, override or impede management activity. 
For example, if the managed element 4 and autonomic 
manager 2 share the same processor or memory address 
space this cannot be guaranteed owing to the management of 
these shared resources by a shared operating system. True 
autonomy requires a control plane, which has long been the 
view in the telecommunications domain. 

[0043] FIG. 2 illustrates an alternative architecture spe­
cifically for the server environment. While it applies to 
servers, the architecture generalizes to other devices with a 
bus architecture. FIG. 2 shows that an autonomic manager (2 
of FIG. 1) is instantiated using a hardware and software 
platform that communicates with the managed element (the 
server; 4 of FIG. 1) using an independent management bus 
44. A PCI bus is used. However, IPMB may be added. 

[0044] The responsibilities of the autonomic manager (2) 
are real-time management of the host hardware, operating 
system and hosted applications. The autonomic manager (2) 
runs customizable, policy-based, server/OS/application 
management software thereby automating IT service man­
agement. It performs preventative maintenance tasks, detec­
tion, isolation, notification and recovery of host events/faults 
and records root cause forensics and other operating data of 
user interest. 

[0045] In FIG. 2, "ISAC" represents "Intelligent Secure 
Autonomic Controller". The ISAC 20 is embedded in a 
control plane 21. The ISAC 20 includes an Autonomic 
Controller Engine (ACE) 22. Other embodiments of the 
ISAC concept are ACE running on an OPMA card, on an 
embedded single board computer connected to a host via 
USB or running in domain O of the Xen virtualization 
environment. 

[0046] The system of FIG. 2 is applicable to the server 
system disclosed in Canadian Patent Application No. 
02475387, which is incorporated herein by reference. 

[0047] FIG. 3 illustrates a view of the ISAC 20 of FIG. 2. 
The ISAC 20 of FIG. 3 is a PCI-X card-based system that 
plugs into an available slot on the server. 

[0048] The ISAC 20 provides for separation of concerns 
such as: 

[0049] Fail-safe isolation and recovery of faults 

[0050] Minimize host resource impacts 

[0051] Containment of change management risks 

[0052] Reduced reliance on the network 

[0053] It also provides host-independent security such as: 

[0054] Independent policy enforcement 
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[0055] Delineation of administration roles 

[0056] Tamper-proof "black box" and audit trail 

[0057] Data persistence 

[0058] The ISAC 20 provides traditional "lights out" card 
functionality that allows for remote management, such as 
remote display of host video, keyboard and mouse redirec­
tion over the card's network interface card and virtual 
devices for remote booting; e.g. virtual floppy and CD. 
These functions relate primarily to management involving 
human intervention. For details on remote management card 
design and function, the reader should consult [Ref. 3], [Ref. 
4] or [Ref. 5]. The ISAC card 20 has full control of power 
management functionality and can, through software, cause 
full power down, power recycling and reset of the server. 

[0059] Referring to FIG. 2, there are several architectural 
components in the design. On the host server 30, two 
software components reside: the PCI driver 32 and the host 
service 34. On the ISAC card 20, there are several compo­
nents: operating system, PCI driver, ACE 22 and manage­
ment modules 24. 

[0060] Referring to FIGS. 1-2, the host service 34 pro­
vides sensor (S) and effector (E) implementations. The lines 
between the sensor (S) and effector (E) and the autonomic 
manager 2 are provided by the PCI drivers on the host 30 and 
ISAC card 20. The knowledge 14 of FIG. 1 is provided by 
the Management Modules 24 of FIG. 2. The Monitor 6, 
Analyze 8, Plan 10 and Execute 12 functionality is provided 
by the ACE 22. It is reasonable to describe the design of the 
ISAC card 20 embedded in the host server 30 as an auto­
nomic element. 

[0061] Other software components of FIG. 2 include the 
Management Console 40 and Module Development Envi­
ronment (MDE) 42. The responsibilities of these two com­
ponents are ISAC group management and module creation/ 
editing respectively. 

[0062] The MDE 42 is used to create and edit management 
modules. A management module is the unit of deployment 
of management expertise in the invention. As such, it 
consists of policies that assist in managing the server and its 
applications along with utilities to support those policies. 
Management modules are deployed to one or more ISACs 
via the SMC. One or more management modules can be 
deployed to an ISAC. The Module Development Environ­
ment and a module distribution environment are used to 
download the management modules to the ISAC. The mod­
ule distribution environment is contained within a Manage­
ment Console. The Module Development Environment cre­
ates the modules-called module archives-for distribution. 
The module archives are customized by the Management 
Console and send to groups ofISACs. The ACE receives and 
unbundles the archives. An autonomic manager (as instan­
tiated using the ISAC and ACE) can be configured using the 
Management Console. Self-configuring elements are 
included as part of each module archive. These software 
elements run automatically when the module archive is 
unbundled and loaded into a running ACE. 
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[0063] 1.1 Principles of Design 

[0064] The design principles for the hardware and soft­
ware in the ISAC system are described. 

[0065] Referring to FIG. 2, the ISAC card 20 has full 
control over the server and can operate with complete 
autonomy, if required. The card 20, through software, is 
capable of recycling the server power if necessary and can 
dynamically change the order of boot devices if necessary in 
order to boot from a known image. 

[0066] The ISAC card 20 does not depend upon the host 
for power but can use power from the PCI bus if present. As 
can be seen from FIG. 2, batteries are provided. However, 
the card 20 can also be driven from a wall outlet. 

[0067] The ISAC card 20 can recycle itself without affect­
ing the host, this being required when certain upgrades 
occur. Related to this, important state information can be 
stored on the ISAC card 20; non-volatile memory 26 1s 
provided for this purpose. 

[0068] Concerning software design, the system is 
designed to be hot-swappable [Ref.7], [Ref. 8], [Ref. 9]; that 
is, software elements can be upgraded as new functionality 
becomes available or bugs are fixed. Software hot swapping 
may be an important characteristic for autonomic systems 
[Ref. 10]. The main control principle in our design is derived 
from Recovery Oriented Computing (ROC) [Ref. 6]; that is, 
the minimal part of the system will be reset (also referred to 
as microrebooting) when a hung or fault state is detected 
[Ref.11], [Ref.12]. ROC has been shown to improve avail­
ability [Ref. 13] by focusing on mean time to recovery or 
repair (MTTR) while allowing for faulty software at all 
levels of the software stack. 

[0069] The design of the various autonomic element soft­
ware components is described. 

[0070] 1.2 The Host PCI Driver (32 of FIG. 2) 

[0071] Referring to FIG. 2, the Host PCI Driver 32 is the 
communications conduit through which all data is passed. 
The conduit supports multiple channels in order to allow for 
prioritization of data traffic. The lower the channel number, 
the higher the priority of the traffic. Channel zero is a 
reserved channel meant for management traffic. This chan­
nel is used to synchronize the protocol version running 
between the two ends of the conduit and to restart commu­
nications when either end of the conduit has been rebooted. 
Either end of the conduit can ask to have the conduit 
restarted. It is also possible to have a new version of the 
driver for the host passed from the card to the host in the case 
of driver upgrade. A restart of the conduit automatically 
occurs when an upgrade has been performed. 

[0072] Communications synchronization is transparent to 
the ACE 22, although it is possible for the ACE 22 to request 
resynchronization. Resynchronization can occur when the 
heartbeat expected from the driver is not received within a 
reasonable amount of time. In this case the driver is restarted 
on the host; i.e. a microreboot [Ref. 13] is requested. In 
certain circumstances, the OS needs to be recycled. 

[0073] 1.3 The Host Service (34 of FIG. 2) 

[0074] Referring to FIG. 2, the Host Service 34 acts as a 
proxy for the ACE 22. The ACE 22 communicates with the 



IPR2025-01571 
Apple EX1026 Page 53

US 2007 /0033273 Al 

Host Service 34 in order to poll for operational measure­
ments, subscribe for events of interest and manage the 
service. 

[0075] Three protocols are supported for operational mea­
surements and event subscription: Windows Management 
Instrumentation (WMI), WS-Management and a proprietary 
protocol. WMI is Microsoft's interpretation of the Common 
Information Model (CIM) and is mature. A proprietary 
protocol is provided for situations in which a CIM measure­
ment provider is not available or when legacy measurement 
providers already exist; e.g. printer management for certain 
vendors using SNMP. Individuals skilled in the art of 
systems management will be aware that other embodiments 
for host interaction-such as IPMI-are also possible. 

[0076] Protocol support within the Host Service 34 is 
provided through plugins. The architecture is extensible; 
new protocols can be added dynamically to the service. 
Delivery of software that implements a new ( or updated) 
protocol is through the control channel associated with the 
service. 

[0077] The Host Service 34 also provides mechanisms for 
acting on behalf of the ACE 22; i.e. it provides the instan­
tiation of effectors for the action requests made by the ACE 
22. Effectors include stopping or starting a service or process 
and rebooting the operating system, for example. 

[0078] Recovery oriented control is also provided for the 
Host Service 34. A heartbeat is expected from the Host 
Service 34. If one is not received within a user-definable 
period of time, the service is automatically restarted. Should 
the service not restart, a decision is made by the ACE 22 
whether to restart the operating system. While watchdog 
timer cards can provide some of the functionality provided 
above, they suffer from a lack of end user programmability. 

[0079] The Host Service 34 is designed to be extensible 
and upgradeable. New host service components----dynamic 
link libraries (DLLs ), for example-can be transferred 
across the management bus and register with the service. 
These libraries are installed in a well-known location which 
is accessed when the service starts. When new or upgraded 
functionality is installed, the Host Service 34 is automati­
cally recycled, which is an event that is detected by the ACE 
22. This microreboot request [Ref. 13] ensures that we can 
upgrade monitoring functionality without interrupting ser­
vices offered by the host. Upon detection, the ACE 22 
automatically ensures that events of interest are subscribed 
to. 

[0080] The Host Service 26 occupies a small footprint on 
the host, typically requiring less than 2% of the processor for 
measurement operations. 

[0081] 1 .4 ISAC Card (20 of FIG. 2) 

[0082] The design of the ACE software, and the customi­
zability of its behavior via the development of scenarios and 
policies, is described. It is noted that other components of 
the architecture play a significant role as well. For example, 
in the embodiment of the present invention the software 
resides on a proprietary piece of hardware, a PCI-X card that 
is installed inside the server to be managed. For example, the 
card has its own Intel PXA255 processor (similar to those 
found in a personal digital assistant), which runs a version 
of Linux as its operating system, as well as a Java virtual 
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machine that supports J2ME, a subset of Java designed to 
run on embedded devices. In the embodiment of the present 
invention the 19 Java virtual machine is used; however, the 
Sun embedded JVM has also been used as has the open 
source JamVM java implementation. The card 20 also has 
several other features including its own memory (64 Meg), 
non-volatile storage (32 Meg), and external interfaces for 
network and serial (e.g. USB) communications. Although it 
normally relies on the host's power supply, it has backup 
power to ensure that it can stay alive even when the host is 
shut off. For example, FIG. 3 shows the rechargeable 
batteries carried on board. 

[0083] Using an independent control plane 21 has multiple 
benefits; the host system's CPU is not preoccupied with 
self-management, which would impede its performance and 
might negate many of the benefits that the autonomous 
controller can provide. A small portion of the host's 
resources may be required for the collection of data and its 
transmission to the card 20, however as much work as 
possible is delegated to the card 20. Specifically, the Monitor 
(6), Analyze (8), Plan (10) and Execute (12) functions of the 
autonomic manager (2) are performed by the card processor, 
not the host server processor. This configuration is also 
much more fault-tolerant, as the ACE 22 can remain active 
even in the case of a server crash, and can still attempt to 
take actions such as rebooting the server it resides in. As the 
card 20 is active during the POST of the server itself, it can 
take actions that are not possible in the case of a software­
only on-server solution. 

[0084] 2. Autonomic Controller Engine Design 

[0085] In order for autonomic systems to be effective, the 
adoption of open standards may be desired. There is little 
hope for the seamless integration of applications across large 
heterogeneous systems if each relies heavily on proprietary 
protocols and platform-dependent technologies. Open stan­
dards provide the benefits of both extensibility and flexibil­
ity-and they are likely based on the input of many knowl­
edgeable designers. As such, the widely-used standards tend 
to come with all of the other benefits of a well thought-out 
design. 

[0086] Java is one of the languages for implementation of 
the ACE 22, for reasons including its widespread industry 
use, platform independence, object model, strong security 
model and the multitude of open-source technologies and 
development tools available for the language. All develop­
ment was undertaken in Eclipse, for example. 

[0087] The Common Information Model (CIM) is used 
within the system in order to obtain information on the 
managed objects available on the server. Further detail on 
the use of CIM is described below. 

[0088] Also, referring to FIG. 2, the extensible markup 
language (XML) is used for communications with remote 
managers; such as the Management Console using HTTP ( or 
HTTPS) as the transport protocol. Web-based Enterprise 
Management (WBEM) is used for card manageability; WS­
Management is provided for interoperability with traditional 
proprietary management consoles such as MOM from 
Microsoft. 

[0089] The Open Services Gateway Interface (OSGi) is 
used for service and management module deployment. 
Using OSGi ensures that the code associated with two 
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different management modules can be separated (from a 
namespace perspective). Individuals skilled in the art of 
class loaders and reflective languages will understand the 
mechanisms required to achieve namespace separation in a 
Java Virtual Machine (JVM). 

[0090] A control plane separates management concerns 
for the server in the following ways. 

[0091] It provides an environment which is fail safe. If the 
control plane fails, the server is unaffected. Contrast this 
with a software agent approach, whereby an agent running 
on the server with a memory leak will cause resources on the 
server to become exhausted eventually, possibly making the 
server unresponsive. An unresponsive server represents a 
serious management challenge as remote control through an 
in-band interface may be impossible. A control plane allows 
for recovery at many different levels: application, process, 
service, operating system and various hardware levels. 
Through an understanding of the dependencies between 
hardware and software components it provides the ability to 
reboot the minimum set required to reestablish nominal 
server operation. 

[0092] A control plane minimizes the resources required 
by the management solution on the host. Referring to FIG. 
1, in a control plane all processing of sensor information 
occurs within the autonomic manager and all management 
state resides there with critical state being stored in non­
volatile memory. Contrast this with a software agent 
approach where multiple agents run on the host. Significant 
memory and CPU cycles are required in order to monitor 
state; state which is lost if the host needs to be rebooted. A 
control plane delivers data persistence for follow-on root 
cause analysis. 

[0093] A control plane contains change management risks. 
The lifecycle of a host involves change, change to applica­
tions, services and the operating system. Having a control 
plane ensures that as upgrades occur, the host can be 
monitored and upgrades halted if abnormal or unexpected 
behavior is observed. Upgrading the software running on the 
control plane does not affect the host at all. Contrast this with 
the software agent management approach where unexpected 
behavior in the new version of an agent may make the host 
unmanageable or significantly degrade its performance. 

[0094] A control plane does not rely on the network 
interfaces provided by the host. It uses its own network 
interface for management communication. No management 
traffic is transferred over the host data channels, which 
implies that polling rates for management information have 
no impact on the bandwidth available for host application 
traffic. 

[0095] 2.1 Service-Oriented Framework 

[0096] Since the engine's behavior depends entirely on a 
configurable list of services to initialize at runtime, as well 
as the set of modules to be run, a great deal of flexibility and 
extensibility is provided without the need for rebuilding the 
engine or writing very much, if any, code. While an appli­
cation server would have been ideal for this purpose-with 
web archives being the unit of deployment-the resource 
constraints of the card necessitated the creation of a thin 
application framework for management of the lifecycle of 
services. This is shown in FIG. 4. 
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[0097] The application framework 50 of FIG. 4 ensures 
that services are restarted if they fail and maintains depen­
dencies between them. The application framework 50 is also 
responsible for management of the application itself. The 
framework 50 runs on top of the 19 NM (other embodi­
ments use the Jam VM JVM); the Java Native Interface (JNI) 
being used to interface with the various drivers (e.g. PCI 
communications driver) that are implemented in the C 
programming language. Services can be plugged and 
unplugged dynamically; i.e. hot swapping is supported. 
Before a service is swapped, it stores is current state on disk. 
When the new service is loaded, it restores state from 
persistent storage. Mechanisms for hot swapping are 
described in [Ref. 7, 8, 9, 10]. Services are arranged in 
bundles, with bundle lifecycle management being the 
responsibility of the OSGi [Ref. 14] standard implemented 
by the Services Management Framework (SMF) built by 
IBM. Other open source implementations of the OSGi 
specification are available (e.g. OSCAR); other embodi­
ments of the invention have used Knoplerfish [Ref. 25], for 
example. 

[0098] The OSGi is an effort to standardize the way in 
which managed services can be delivered to networked 
devices. It is being developed through contributions by 
experts from many companies in a wide variety of fields 
(such as manufacturers of Bluetooth devices, smart appli­
ances, and home energy/security systems). An open speci­
fication is provided for a service platform so that custom 
services can be developed (in Java), deployed, and managed 
remotely. 

[0099] The OSGi Service Platform framework specifies 
how applications should be bundled, the interfaces they 
must support, as well as a set of standard services that must 
be provided for use by applications. A security model, 
namespace scoping, and specifications for interactions 
between running services are some of the features also 
provided. 

[0100] Management Modules (26 of FIG. 2)-the units of 
management knowledge in the system-are OSGi bundles 
too. This use of OSGi ensures that one module cannot clash 
with another as bundles are managed in separate 
namespaces. Extensive security facilities are also provided 
by OSGi. Individuals not skilled in the art of OSGi should 
consult the OSGi whitepaper [Ref. 15] for further informa­
tion of OSGi architecture and services. 

[0101] Several services have been implemented for the 
ACE 22, which include: a managed object manager service, 
host communications service and module management ser­
vice. Appendix 1 provides further details on the services 
implemented. 

[0102] The managed object manager service is a thin 
version of a Common Information Model Object Manager 
(CIMOM) 52 as shown in FIG. 5. A full CIMOM on card 
may be difficult owing to the resources that are required to 
sustain it. However, standard WBEM interfaces are provided 
in order to ensure easy integration with enterprise manage­
ment systems. Specifically, CIM-XML is supported. The 
design of the simplified model is described below. WS­
Management has been provided as a service in an embodi­
ment of the invention and this service exposes managed 
objects maintained by ACE. 

[0103] The host communications service has been 
designed for the current form factor and communications 
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bus. However, although the autonomic controller has origi­
nally been designed to be placed on a PCI-X card in a host 
machine, there is really only one service responsible for host 
communications. All communications services maintain the 
same interface, thereby insulating managed objects that need 
to communicate with the managed system from protocol or 
transport medium changes. Another service adhering to the 
same interface could be quickly written and deployed which 
would allow the controller software to run directly on the 
host, perhaps obtaining information using WMI (for a Win­
dows host) instead of through a performance counter, for 
example. Alternatively it would be possible to implement 
the same interface as a simulator, providing support for 
testing and development even when hardware is unavailable. 

[0104] FIG. 13 indicates the nature of the interaction 
between managed objects and sensors. Managed objects 
connect their observable properties through the sensor 
lookup service which connects them to a sensor implemen­
tation. This separation ensures that the same managed object 
can be reused in environments where the observable prop­
erty is obtained through a different access path. For example, 
CPU utilization is an observable property of the CPU 
managed object. Under Windows this property may be 
obtained through WMI or via access to a performance 
counter. Under linux, /proc used to access performance 
measurements. Two different sensor implementations can be 
used for Linux and Windows. However, the CPU managed 
object can be used unchanged between the two environ­
ments-a binding between observable property and sensor 
being made dynamically at run time. This separation of 
interface and implementation will be familiar to individuals 
skilled in the art of Common Object Model (COM) pro­
gramming. 

[0105] The module management service is responsible for 
loading, unloading and general lifecycle management of 
modules-the units of management expertise in the system 
and the knowledge component (14) shown in FIG. 1. The 
module management service is responsible for creation of 
the run time model, which is a hybrid of event propagation 
and rule processing in an embodiment of the invention. 
Finite state machine and simple if-then-else instantiations of 
module policies have also been created. Individuals skilled 
in the art of knowledge representation, expert systems and 
reasoning paradigms will realize that many Turing-equiva­
lent formulations of policy are possible; one embodiment 
only is described here. 

[0106] The previous paragraph has described a number of 
alternative module policy representations. All policies sup­
port the same interface thereby hiding the internal structure. 
Policies are similar in intent and structure to CORBA 3.0 
components or the more familiar Enterprise Java Beans 
(EJBs). They possess policy homes that are responsible for 
the lifecycle of policy instances and configuration ( or 
deployment) information that describes what managed 
objects and events they are interested in. FIG. 16 provides a 
high level view of the interaction between policy homes and 
managed object homes. The module management service is 
responsible for resolving links between policies and man­
aged objects in order to create a runtime environment where 
changes to observation properties are correctly routed to 
managed objects and the policies that are interested in them. 
FIG. 17 provides a high level view of the interaction 
between policy instances and managed objects. Individuals 
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skilled in the art of application server environment design or 
CORBA 3.0 middleware design will be aware of the details 
involved building the runtime interaction graph. 

[0107] FIG. 19 provides details on the interactions that 
occur between policy and managed system element (aka 
managed object) home objects. This figure, in particular, 
describes the mechanism by which new policies are created 
when managed system element changes are detected; for 
example, a new disk is added or a user requests the moni­
toring of a new service. FIG. 20 provides details on the 
interactions that occur between policy and managed system 
element instances. 

[0108] 2.2 Security 

[0109] The design of an autonomic element has to pay 
special attention to security. The control plane approach to 
autonomic element design has particular advantages in this 
regard. 

[0110] Through use of a Linux distribution, a firewall is 
automatically provided. Authentication to the card is pro­
vided by a pluggable authentication module (PAM). In the 
embodiment of the present invention, a simple user-id­
password system is provided. However, it may be integrated 
with enterprise class LDAP-based authentication mecha­
nisms. As shown in FIG. 2, all communications to and from 
the server is encrypted using SSL, with the card certificate 
being pre-installed on the ISAC 20. Further application level 
security is provided through OSGi, where bundles can be 
run in different class loaders and considerable control of 
inter-bundle interaction is provided. Monitoring of manage­
ment module activity is also provided by a built-in manage­
ment module. 

[0111] Security of managed elements is of increasing 
concern in today's IT world. New viruses, worms and 
trojans are reported daily and writers of these pieces of 
software exploit flaws in the operating system or applica­
tions or rely upon social engineering to achieve their goals. 
Malicious software ("malware") writers have become 
increasingly sophisticated in their attacks on the operating 
system and hosted applications to the point where deployed 
anti-virus software can be either shut down or removed from 
the system entirely. This is possible as a result of the 
privilege levels associated with the entity (user) responsible 
for running the software. Having an independent control 
plane enforcing security policy makes it impossible that a 
piece of malware can circumvent security and enforcement 
becomes the responsibility of the control plane. 

[0112] A further advantage of the control plane is that the 
security model employed becomes independent of the model 
used within the operating system on the host. This indepen­
dent security plane makes coherent security policy enforce­
ment possible; that is, regardless of the operating system 
running on the host, the same privilege levels apply. Sepa­
rating security responsibilities also implies that separation of 
administration roles takes place. Any attempt to compromise 
the security of the host such as changing the privilege levels 
of a user applies only to the operating system; the control 
plane remains unaffected. With incidents of malicious intent 
by seemingly trusted IT insiders being commonplace, inde­
pendent security enforcement as delivered by the control 
plane is critical. 

[0113] Yet another benefit of using a control plane versus 
traditional software agent-based approaches is that remotely 
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managed systems do not require the puncturing of their site 
firewall( s) to allow for the transmittal of ( often sensitive) 
data to a central management console for analysis. The 
control plane can provide fully autonomous, localized data 
analysis and policy enforcement; all without burdening the 
managed system and associated network compute resources. 
For situations where reporting to a central management 
console is desired, the control plane can report up meaning­
ful events of interest to the console and not a large volume 
of raw observations like traditional software agents. 

[0114] In a secure system, audit information is collected 
and made available for review at some later time. In an audit 
log stored on the host, intrusive activity may rewrite or 
delete important forensic information. When a control plane 
is present, logs may be written to non-volatile storage and 
cannot be accessed from the host directly. Furthermore, the 
timestamp on the logs need not be generated from the host 
clock, which itself may be affected by intrusive behavior. 

[0115] 2.3 Module Development 

[0116] Environments for the creation of autonomic man­
agers have been proposed [Ref. 16]. Sterritt, in [Ref. 17], 
describes the event correlation requirements for autonomic 
computing systems. In [Ref. 18], FIG. lb, the requirements 
of an autonomic manager are described in terms of the 
functions that they must perform. Of particular interest to 
this paper is the requirement for rules engines and simple 
(event) correlators. The design described here provides both 
of these elements. 

[0117] Event correlation [Ref. 19] has received significant 
attention in the research community over the last 15 years, 
with dependency graphs [Ref. 20] being a significant mecha­
nism for root cause analysis determination. Event propaga­
tion systems have been constructed, with the Yemanja 
system [Ref. 21]. The Yemanja system promotes the idea of 
loose coupling rather than explicit graphs, which we find 
appealing as it reduces the need to maintain accurate depen­
dency graphs. From [Ref. 21]: "Yemanja is a model-based 
event correlation engine for multi-layer fault diagnosis. It 
targets complex propagating fault scenarios, and can 
smoothly correlate low-level network events with high-level 
application performance alerts related to quality of service 
violations." 

[0118] The key concepts built into the autonomic manager 
in accordance with the embodiment of the present invention 
are described below. 

[0119] 2.4 Module Components and Concepts 

[0120] The ACE 22 was designed to be extensible in many 
ways. One of the primary requirements is the ability to 
define and implement customized behaviors based on user­
defined management scenarios without rewriting or rebuild­
ing the engine itself. Therefore, management scenarios 
compile to Java classes that become part of the running 
application once loaded. Reflection and garbage collection 
(at the class level) within the Java language ensure that 
interactions between policies (and their supporting compo­
nents) can be established dynamically at runtime. Further­
more, links can be broken and recreated when a new or 
upgraded version of a policy is installed. Individuals skilled 
in the art of reflective Java programming ( or languages 
providing similar capabilities) will appreciate how a 
dynamic structure could be created with Java bean compo-

8 
Feb. 8,2007 

nents, for example. Similarly, individuals knowledgeable in 
the use of Java Management Extensions (JMX) for man­
agement would understand how the above might be imple­
mented. While the embodiment described here does not use 
Java beans, the principles are similar. 

[0121] Referring to FIG. 2, the management module (or 
module) 24 comprises the knowledge component 14 of the 
autonomic manager 2. In the embodiment of the present 
invention, a module is instantiated in a module archive, 
similar in structure and intent to a web or enterprise java 
bean archive used by application servers. A partial example 
is shown in FIG. 6. The module archive is a directory 
structure of a standard format that contains classes and 
resources that encode a management scenario of interest. 
The module archive also contains dynamic link libraries that 
may be required in order to augment the low level instru­
mentation on the host and HTML documents that allow a 
user to interact with the run time version of the module for 
purposes of configuration. 

[0122] From an autonomic manager's perspective, the 
module 24 is comprised of a set of scenarios related on a 
conceptual level-for example there might be a module 
defined to manage printers, another to audit host perfor­
mance in order to establish normal levels of resource con­
sumption, and a third to enforce host-based security. 

[0123] A scenario encompasses data and host information 
to be monitored, as well as the processing of this informa­
tion: conditions, filters and thresholds to be satisfied, and 
actions to be taken, for instance events to be logged and 
alarms to be raised. The modules 24 are completely plug­
gable, meaning that they can be installed, updated or recon­
figured at runtime, and require no modifications to the 
engine framework. Provisions have been made for the 
extension of the engine via the development of custom 
low-level reusable components as well, thanks in large part 
to the use of well-defined interfaces for each component 
type. 

[0124] FIG. 7 shows the principal concepts used in one 
embodiment of the ACE (22) and how they relate to one 
another. FIG. 7 represents a simple scenario when observa­
tion tasks feed measurements or system events into an event 
provider, which, in tum, feed them into a policy. It is noted 
that FIG. 7 is simplified as event providers can feed multiple 
policies. The observation tasks are examples of sensor 
implementations described earlier. They register with the 
sensor lookup service using a well-known, unique name. It 
is these observation task implementations that need to be 
created for each operating system such as Windows or 
Linux. 

[0125] When a module is loaded, 3 important processes 
occur. First, the definition of each policy 70 is loaded. 
Second, the definition of each event provider 72 is loaded. 
Referring to FIG. 5, the repository 54 is consulted for this 
information. Referring to FIG. 7, a linkage between event 
providers 72 and policies 70 is created. The event providers 
shown in FIG. 7 (concept) and FIGS. 8 and 9 (examples) are 
instantiated within managed system element classes. Event 
providers exist within managed system element classes and 
have the responsibility of converting observations on man­
aged objects in the managed system into informational 
events that can be consumed and reasoned with inside of 
policy. In one embodiment of the invention, policy, managed 
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system element and event specifications are stored in prop­
erties files. In another embodiment of the invention an XML 
schema is used. Individuals skilled in the art of object or 
distributed system design will realize the persistent storage 
is an issue orthogonal to the relationships and interactions 
within the system. The important relationships and interac­
tions are clearly represented in FIGS. 16, 17, 19 and 20. 

[0126] FIG. 16 shows that the ManagedSystemElement­
Class home object is responsible communicating changes in 
the managed system object classes; e.g. when disks change. 
These changes are communicated as events to the policy 
home object that decides based upon user-defined criteria 
whether to instantiate (or destroy) a policy instance. For 
example, a user might specify that all fixed disks are to be 
monitored for low disk space whereas removable ones are 
not. This information is stored within the policy home 
object. FIG. 16 also shows that a policy home is able to 
query the managed system element home object for an 
enumeration of managed objects. Policies always interact 
through managed system elements, never directly with the 
managed system itself. 

[0127] FIG. 17 shows how interactions occur between 
managed system elements and policy instances. A managed 
system element instance might be a disk, for example. The 
configured policy instance might be a policy that is capable 
of concerned with low disk space. The property change 
events indicated in FIG. 17 might be changes in the available 
disk space. The actual observation is made by the sensor 
implementation, as shown in FIG. 13. The configured policy 
reasons with these events, making decisions on what actions 
to take. Actions are performed through the execution of 
methods on the managed system element instance object. 
The actual action is performed by the effector implementa­
tion as shown in FIG. 14. An example of a method to execute 
on a disk managed system element instance would be 
deleteTemporaryFiles. A configured policy instance is also 
capable of querying a managed system element instance. An 
example of such a query would be to ask for the size of the 
disk. 

[0128] Design considerations and mechanisms for achiev­
ing the interactions described in FIGS. 16 and 17 are 
described in FIGS. 21 to 26. Of particular note is the Sensor 
Map described in FIG. 25 which facilitates the making of 
observations on a managed system. FIG. 21 describes the 
necessary information that has to be provided in the deploy­
ment of a particular ManagedSystemElement class. Simply 
put, a ManagedSystemElement class is a mirror of a Man­
aged Object class on the managed system, although this is 
not a strict requirement. Referring once again to our disk 
example, a MSE_Disk class would exist 1-1 with a 
Win32_Disk. 

[0129] FIG. 22 describes the essential characteristics of 
ManagedSystemElementHome objects, the objects respon­
sible for tracking managed system configurations. An 
example embodiment of a deployment descriptor is pro­
vided. 

[0130] FIG. 23 indicates how the information in the afore­
mentioned deployment descriptors is used to manage the 
lifecycle of managed system element instances. 

[0131] FIGS. 24, 25 and 26 describe how sensor interac­
tions are managed; specifically, if provides an embodiment 
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of the sensor map for the process object. The sensor map is 
represented within the Sensing Service shown in FIG. 13. It 
provides the link between the abstract sensory information 
used by a managed system element and the actual sensory 
apparatus available to a managed object available on the 
target managed element. For example, FIG. 25 shows that 
the "ExecutionState" feature can be obtained by querying 
the Win32_Process class for the property ExecutionState 
using the wmi protocol. Furthermore, the instances of man­
aged objects of class "Process" can be obtained by using the 
wmi protocol to query for instances of class Win32_Process. 

[0132] The following several paragraphs provide 
examples of an embodiment of a policy specification. 

[0133] Example Policy Specification is as follows: 

policy.class-com.symbium.jeops.JeopsPolicy 
kb. properties-os2k_cpu_mon_po !icy _l . properties 
kb.class-com.symbium.jeops.CPUMonPolicyl 
name-os2k_cpu_mon_policy _l 
description=normal CPU monitoring policy 
event.source.0=os2k_cpu_mon_event_l 

[0134] The important aspects of policy specification are 
the class to be loaded to represent the policy (policy.class), 
the actual implementation class for the reasoning used by the 
policy (kb.class) and event source(s) of interest to the policy 
(event.source.X, X=0,1,2, ... ). 

[0135] Policies will likely be defined by system adminis­
trators, rather than programmers, and as such they should be 
specified at a level abstracted as much as possible from 
low-level system/implementation details. Policies are built 
using the MDE (42), which is a graphical development 
environment where a designer drags elements from a palette 
onto a canvas. An embodiment of the MDE is built as a 
series of plug-ins to Eclipse [Ref. 22]. Detailed design 
considerations for the environment can be found in Appen­
dix 1, which includes screen shots and an annotated descrip­
tion of the creation of a simple policy. 

[0136] The ACE (22) currently supports two mechanisms 
for supporting policy definition. The first is via rule sets 
which are compiled into a knowledgebase and used by a 
forward-chaining inference engine (as shown in the above 
example policy specification), and the second is through a 
visual state-machine editor, which outputs a description of 
the policy that the engine can consume and build dynami­
cally. Both representations compile down to Java classes. 
Java classes that support a specific interface may also be 
written by a developer and integrated directly. Rules and 
finite state machines were selected as two reasonable ways 
of expressing policy, though the system could easily be 
extended with other types of policies as well, because the 
framework is completely isolated from the implementation 
of the underlying mechanisms. While the current embodi­
ments use two policy representations, the invention is not 
restricted to using a rule-based forward-chaining inference 
engine or a finite state machine, and policies in future 
embodiments could be developed around neural nets or 
other artificial-intelligence constructs, where such concepts 
are deemed to be beneficial and an adaptive system is 
required. 

[0137] If rules are used to specify the policy, then condi­
tions and actions are evaluated and executed by a forward-
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chaining inference engine. Typical rule actions would be to 
set up a state within the policy; e.g. disk space low, and to 
execute a method on the associated managed system element 
instance (in this example a disk). In one embodiment of the 
invention the ACE (22) uses an open-source inference 
engine called JEOPS [Ref. 23]. Alternatively, the execution 
of policies derived from state machines is handled by a 
proprietary dynamic state machine. Individuals skilled in the 
art of finite state machine interpreters-specifically Hare! 
hierarchical finite state machines and their implementa­
tion-will be familiar with the details of their construction. 
ABLE [Ref. 24] was considered for a reasoning engine but 
was found to be too resource intensive for our embedded 
platform. 

[0138] A module developer will specify the actions of a 
policy using a set of high-level objects, known as effectors, 
which encapsulate the low-level details required by the 
engine to perform common actions. Examples of effectors 
are: terminate a process, reboot the server, and remove a file 
from the file system. Policies can also be written in Java if 
desired, though it is expected that the MDE ( 42) will be used 
to facilitate scenario and policy-development with limited or 
no programming knowledge using the drag and drop visual 
programming paradigm referred to earlier. 

[0139] Referring to FIG. 7, at the lowest level of a 
scenario, sensors convert raw data 76 from the host (such as 
the value of a performance counter) into a (typically plat­
form-independent) observation 78. The observation task 74 
provides an important abstraction away from raw measure­
ments made on the host system. As such, it intended to 
decouple sensing from reasoning. Ideally, the sensory inter­
face would use only the CIM; however, this to be insufficient 
for certain types of scenario; e.g. printer queue management. 
For this reason, the sensor abstraction layer is present in the 
system. The layer also, in principle, allows for the use of the 
ACE (22) as an autonomic manager (2) in domains where 
the CIM has yet to be applied. 

[0140] The observation object is used as input to the event 
processor where a dynamic and fully-customizable pipeline 
of atomic software objects called observation processors 
filters and manipulates this observation, ultimately deter­
mining the relevance of its contents. 

[0141] FIG. 8 shows an example of pipelining. Pipelining 
or the filter design pattern of processing has long been used 
as a mechanism for combining simple programming ele­
ments, dynamically composed, in order to transform a data 
stream (e.g. UNIX script programming). Referring to FIG. 
17, pipelining is inserted between the ManagedSyste­
mE!ement instance and the Configured Policy instance. 

[0142] Referred to FIG. 7, the autonomic controller can 
use this pipeline to perform a wide variety of actions: for 
example a given observation processor may be configured to 
ignore a certain type of observation based on some config­
urable criteria, or store its contents for later use, or it may use 
one or more observations to generate an event 80. The event 
80 is similar in structure to the observation 78, however, 
differs in that it implies that something of significance at a 
higher-level has occurred. The observation processing pipe­
line is constructed and managed by the event providers 72, 
which also handle the dispatching of events 80 to policies 
70, or to other event providers, which can be chained 
together to allow further processing. 
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[0143] Policies employ high-level system objects called 
effectors 82, which have well-defined behaviors and are 
designed to encapsulate the lower level details of taking 
common system actions. Effectors 82 are also configurable 
and lightweight, so it is simple to extend the engine's ability 
to perform system actions. The effector 82 hides the actual 
communication with the host and automatically generates an 
event 70 when completed which is fed back to the policy that 
invoked it. This ensures that a policy can track whether a 
state-changing action has succeeded or not. 

[0144] All components involved in observation and event 
creation, distribution, and evaluation are handled by the 
framework using only well-defined interfaces in order to 
facilitate customization and extension. They have been 
defined with a visual development environment in mind, in 
which one could literally drag-and-drop the desired process­
ing components from a palette, and connect them together, 
allowing the creation of scenarios of virtually any level of 
complexity. The palette is extensible and each processing 
component is highly configurable: really a component is 
then a template for a particular type of processing, and each 
instance can have specific configuration (such as, threshold 
values, observation filtering, etc.). 

[0145] 2.5 An Example Scenario 

[0146] This scenario uses terminology of FIGS. 7, 8 and 9. 
The connection between the event generator, observation 
task, sensor terminology and managed system elements was 
established in a previous paragraph. Essentially, managed 
system elements embody event generators, which, in tum, 
comprise sensors and observation tasks. Both embodiments 
are equivalent in terms of their expressive power and 
management effectiveness. 

[0147] To demonstrate the design of the autonomic con­
troller, consider the following example. The example was 
identified by a domain expert as a realistic use-case and 
implemented for Windows 2000 and 2003 servers. As part of 
general resource-allocation planning, a system administrator 
needs to ensure that a server has sufficient processing power 
to handle its normal workload, with enough left over to 
allow for occasional peaks in usage. Windows keeps per­
formance counters that can provide statistical data about the 
percentage of a CPU which is being used as well as the 
processor queue length, both of which can assist in evalu­
ating how busy a particular processor is. These counters can 
be polled programmatically using either a proprietary inter­
face to the API provided by Windows, or via the Windows 
Management Instrumentation (WMI) infrastructure. 

[0148] FIG. 8 provides an encoding of the scenario 
described above. Suppose that, at a high level, the admin­
istrator defines the following policy to ensure that a server 
has sufficient computing power for its load: if the CPU usage 
exceeds 85% for a sustained period of 30 minutes and 
simultaneously the processor queue length is always greater 
than 2 over the same period, then the processor is considered 
to be unusually busy. It is noted that these statistics are 
polled, so the actual values may fluctuate and could drop 
below the specified thresholds. 

[0149] When a server seems to be experiencing this abnor­
mally heavy load, the administrator would like the ISAC 
card (20) to take several actions, which can ultimately be 
used in the analysis of the cause. First, an alarm should be 



IPR2025-01571 
Apple EX1026 Page 59

US 2007 /0033273 Al 

raised and sent to remote management console(s) monitor­
ing the card (20). An alarm indicates the time that an issue 
was detected, the type of problem that has been observed 
and its suspected severity-level, and possibly some other 
relevant information about the host system. In order to better 
understand the context for the high CPU usage, the admin­
istrator has specified that when this condition is detected, 
intensive monitoring of several other statistics for a specified 
time would be useful. To do this, the ACE (22) will initiate 
the monitoring of about a dozen additional counters, which 
will be polled every 10 seconds and averaged over a five 
minute window. This information is aggregated and sent to 
the administrator in an email message, and normal perfor­
mance monitoring is resumed. 

[0150] To achieve this behavior, a module developer 
begins by specifying configuration parameters for two per­
formance counter sensors, one for CPU usage (PCOT A in 
FIG. 8 and the other for processor queue length, PCOT Bin 
FIG. 8). The parameters to be configured are the perfor­
mance counter name and the polling frequency. Then the 
observation processing pipeline must be defined to filter and 
aggregate the observations to determine whether the trig­
gering conditions have been met. This processing is per­
formed by small objects with very specific roles. First, the 
observation from each sensor is passed to a separate instance 
of a type of observation processor called a tripwire monitor 
(Tripwire A and B in FIG. 8). These processors are each 
configured with a threshold value ( e.g. 85% for the process­
ing of the CPU usage counter observation), and each gen­
erates an observation that indicates whether the threshold 
has been crossed or not. To satisfy the requirement that the 
threshold is exceeded for a sustained time period, the next 
processor evaluating each observation keeps track of how 
many times in a row the threshold has been crossed, and only 
passes along an observation once enough occurrences have 
been counted (Counter A and Bin FIG. 8). At this point the 
pipeline can determine that the requirements have individu­
ally been met to identify high CPU usage, but another piece 
is required to make sure that these happen concurrently. To 
aggregate observations, an observation processor imple­
menting a dynamic finite state machine was built (FSM in 
FIG. 8). The states and transitions are entirely configurable 
so that it can meet the requirements of a wide variety of 
applications. In one embodiment, it has four states: the 
initial state, a state for counter A, a state for counter B, and 
a state for both. Timeouts have also been implemented so 
that the FSM can change states automatically after a certain 
amount of elapsed time. When the FSM determines that both 
counters are true, it generates an event to inform the policy 
that high CPU usage has been detected. At this point, the 
policy raises an alarm and causes another event provider to 
start, which controls the sensors for the additional perfor­
mance counters and uses its observation processing pipeline 
to average their values. These values are sent to an admin­
istrator's e-mail account via an effector that hides the details 
of SMTP. The aggregation mechanism is shown in FIG. 9. 

[0151] Referring to FIG. 9, when the "High CPU Moni­
toring" policy is started, the various observation tasks for the 
performance counters of interest (PCOT X, X=A, B, ... N) 
are automatically started. For each observation made, the 
measurement is passed through an averaging window obser­
vation processor (Averaging Window Y, Y =A, B, ... N). 
When sufficient samples of the performance counters have 
been collected, a rule fires in the CPU Monitoring Policy 2 
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rule base that does 2 things: creates a report to send to an 
administrator and switches off the monitoring policy. 
Switching the policy off automatically stops the polling by 
the various performance counter observation tasks. 

[0152] Numerous other management scenarios have been 
captured that involve access to other information sources; 
e.g. the Windows registry. The management of run-away 
processes has been provided; processes with memory leaks 
are automatically terminated and restarted (an example of a 
microreboot). Automated printer queue management has 
been encoded by polling printer queues to see if jobs hang, 
hanging being determined by a non-zero number of jobs but 
not bytes processed in a specific interval. In the case of 
Microsoft Exchange, policies have been constructed that 
ensures all services/processes are kept up, restarting in the 
correct order when needed; e.g. routing engine service. 
Finally, a security module has been encoded that allow a 
user to specify the set of processes that can run; all other 
processed being automatically terminated without user inter­
vention. 

[0153] 2.6 ISAC Group Management 

[0154] While autonomic elements may well change the 
way in which devices are managed, there still remains a need 
to integrate them with legacy enterprise management sys­
tems. FIG. 10 shows how group management is achieved. 
The management console 40 is the point of integration 
where alarms and events from a group of ISACs (20) are 
consolidated. It is also the point through which primary 
integration with enterprise management systems ( e.g. HP 
Open View) takes place. The management console 40 is also 
capable of discovering ISACs, although ISAC discovery of 
a management console is also possible for deployment 
scenarios where ISACs reside behind a corporate firewall 
and group management is undertaken from outside the 
firewall. 

[0155] FIG. 11 (due to J. Kephart of IBM) graphically 
demonstrates the direction that the work should follow; 
namely, networks of autonomic elements that self-organize 
to achieve highly available business processes. It is our view 
that business process management will only be possible with 
autonomic elements. In the future, we will examine auto­
nomic control in distributed systems, where groups of auto­
nomic controllers coordinate with each other to provide 
large systems with the same capabilities that an individual 
card currently provides a single host. It is expected that a 
single autonomic manager will then take on the responsi­
bility of reporting the well-being of the business process 
supported by the autonomic element network, thereby fur­
ther reducing the alarm stream reported to legacy enterprise 
management systems. 

[0156] The module development environment is described 
in Appendix 1 and several screen capture images are 
included there. The textual description in appendix 1 
describes rule-based policy implementations, the screen 
capture diagrams provide a visual description of how a finite 
state machine implementation could be constructed. The use 
of the Eclipse Model Framework (EMF) and the Graphical 
Editor Framework (GEF) are used in this embodiment of the 
invention. The MDE, being based upon the plugin architec­
ture of Eclipse facilitates third party development as well, 
allowing others to provide modules that run on the ISAC 
platform. 
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[0157] Rules may not be sufficient to express all desired 
policies. As such, non rule-based policies (e.g. neural nets, 
finite state machines etc.) have been implemented to extend 
the engine's abilities. It is intended that modules be created 
that can determine the normal resource consumption levels 
for the server and set thresholds accordingly once a "burn 
in" period has elapsed. 

[0158] Other embodiments of the autonomic controller 
and MDE will occur through additional plugins being devel­
oped for the current Eclipse-based environment. Additional 
services will be added to ACE that support communication 
using different protocols and transport mechanism. 

[0159] The further detail of the architecture can be found 
on Appendix attached herewith. Especially, the detail of the 
Module Development Environment and the Management 
Console are disclosed in the Appendix 1. 

[0160] The embodiments of the present invention have the 
following features: 

[0161] Programming of an autonomic element. 

[0162] Dynamic upgrade of the management software; 
specifically for: sensing, effecting and reasoning about 
the state of the managed element. 

[0163] Lifecycle maintenance of management software 
on the managed element and autonomic manager. 

[0164] Service on host is not interrupted when upgrades 
to autonomic manager occur. 

[0165] Provides simulation environment for debugging 
and testing of new or modified management software. 

[0166] Distribution of software for autonomic manage­
ment to a group of autonomic managers. 

[0167] Self-management of the autonomic manager; i.e. 
autonomic manager can diagnose faults in its own 
operation and act to recover from then. 

[0168] The embodiments of the present invention have the 
following advantages: 

[0169] Improved system management through effective 
delegation. 

[0170] Results in reduced cost of ownership of system. 

[0171] Higher system availability. 

[0172] Facilitates reuse of management knowledge by 
well-defined abstractions; e.g. excessive disk utiliza­
tion problems can be characterized regardless of oper­
ating system and hardware. 

[0173] System management best practices can be cap­
tured and reused. 

[0174] Ability to dynamically react to changes in the 
applications deployed on a system; e.g. if a new appli­
cation is deployed the system can automatically acquire 
and configure management functionality for it. 
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[0175] Provides a platform for coherent management of 
heterogeneous platforms; e.g. Windows and Linux 
operating systems. 

[0176] Further detail can be found in Appendix 1 which 
forms an integral part of the Detailed Description section of 
this patent application. Specifically, Appendix 1 describes an 
embodiment of the invention from an architectural and 
feature perspective. 

[0177] In addition, all citations listed on pages 91 and 92 
are hereby incorporated by reference. 

[0178] While particular embodiments of the present 
invention have been shown and described, changes and 
modifications may be made to such embodiments without 
departing from the scope of the invention. 

Detailed Design: 

[0179] This appendix includes detailed information on the 
design of the module development environment, its interface 
and the structure of a management module. This invention 
relies most on these two components. Two embodiments are 
referenced: one using the event generator terminology, the 
other using managed system elements. Both are equivalent, 
the latter supporting an object-oriented management repre­
sentation familiar to those skilled in the art of the Common 
Information Model (CIM). 

Management Module 

[0180] A management module is an encoding of expertise 
required to manage a server or an application that runs on it. 
A management module is used by the autonomic controller 
software running on the ISAC in order to minimize the 
human effort required to manage the server or an application 
that runs on it. 

[0181] A management module has a lifecycle, which is 
described in a later section. 

[0182] A management module contains software compo­
nents designed to support autonomous management Man­
agement modules contain extensions to the MC, the ISAC 
and the system being managed. We refer to the actual 
packaging of a management module as a management 
module archive, or MMA. These are files with the extension 
SMA or MAR. This information includes policies that 
capture scenarios of interest. A scenario of interest might be 
"Disk full", for example. These components include: 

[0183] Version and author information. 

[0184] Copyright and licensing notices 1 

1 These may be compiled out of delivered class or object files but must 
be included in source that is used to generate management modules. 

[0185] Policies encoded using rules (see programming 
model document). 

[0186] The alarms and events associated with particular 
policies (see programming model document). 

[0187] Behaviorial components to allow observations to 
be made on the managed system 
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[0188] Components to allow observations to be pro­
cessed (such as taking the average of a performance 
counter over a user-defined window). 

[0189] User interface components (to facilitate configu­
ration of policies). 

[0190] Installation components that run on the ISAC in 
order to set up for the management module correctly 
for the environment found on the system being man­
aged. 

[0191] Documentation that includes an explanation of 
what the model does. Explanation of the process by 
which the various policies were developed should be 
included here. 

[0192] Web pages. 

[0193] MC extensions that allow the management mod­
ule to be managed. The assumption is that these exten­
sions will be written as java classes. 

[0194] Host extensions which would include extensions 
to the controller proxy for acquisition of data from new 
sources and scripts or executables that run on the host 
and are designed to assist in maintaining the managed 
system or returning it to a normal state of operation. 
The assumption is that controller proxy extensions will 
be written in C++. Host-side scripts will be written in 
visual basic and other scripting languages. 

[0195] Scoping. A management module describes what 
information is shared between it and a parent module. 
The sharing mechanism includes both data and behav­
ior[twlJ- The OSGi framework, through bundles, pro­
vides the ability to hide behavior in namespaces. 

[0196] Security requirements. Assuming roles, these 
include what data items can be read and written and what 
behaviour is shared. 

[0197] Plug-ins for the creation of C++ libraries (for the 
host), web page and scripts will be provided by 3rd party 
Eclipse plug-ins. Documentation and help will indicate to 
the management module developer where within the module 
the library, page or script should be stored. 

[0198] There are three classes of activity that can occur 
with management modules. These are: 

[0199] 1. programming 

[0200] 2. customization 

[0201] 3. configuration 

[0202] Programming is the creation of new behavior for a 
management module. This could result in the addition of 
new primitive behaviour that could also be used in other 
modules, such as the creation of the ability to process 
observations in new ways, or the definition of a new 
aggregate of a set of existing primitives. The most common 
example of an aggregate is the creation of a scenario, which 
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is the linking of one or more policies to one or more event 
generators. This example is described in detail in the section 
on the MDE. 

[0203] Customization is the creation of management mod­
ules with existing primitives or editing the behaviour of 
existing modules. Editing may take two forms: extension or 
modification. An example of an extension would be to add 
a new rule to a policy. An example of modification would be 
to alter the conditions or actions associated with a particular 
rule. 

[0204] Configuration is the specification of data associated 
with a management module. Management modules initially 
delivered contain properties that need to be given values. 
While default values will be provided, values that apply for 
all management modules or for individual modules or parts 
thereof will need to be specified. For example, an e-mail 
address will need to be provided by a system administrator. 
Other configuration items will be automatically acquired 
when a management module is installed on an ISAC. An 
example here would be the automated acquisition of server 
configuration information, such as host name and specific 
hardware information. 

[0205] There are a number of roles associated with the 
manipulation of management modules: 

[0206] Management Module created by actors: 

[0207] embotics 

[0208] Partners 

[0209] End users, typically semor administration 
staff 

[0210] Actors work with: 

[0211] Module Development Environment (MDE) 

[0212] Management Console (MC) 

[0213] ISAC 

Management Module Lifecycle 

[0214] A Management Module has a lifecycle consisting 
of the following phases: 

[0215] 1. Scenario identified 

[0216] 2. Knowledge sources identified 

[0217] 3. Expertise encoded as Management Module 

[0218] 4. Management Module tested by Product Veri-
fication 

[0219] 5. Management Module released 

[0220] 6. Management Module updated 

[0221] 7. Management Module retired 

[0222] This lifecycle reflects what goes on inside of 
embotics. Management Modules that are created by custom­
ers may undergo a subset of the points described above; e.g. 
they may choose not to employ Product Verification. 

[0223] The following paragraphs describe what happens 
once the management module is released. The figure below 
is a summary of the following paragraphs. 
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[0224] In the figure above the dashed line represents the 
enterprise. Management modules are built and made avail­
able through a web-accessible repository. The details of this 
mechanism will be provided later in the document. How­
ever, for the purpose of this section, either a web service or 
a simple link on a web page will provide access. The MDE 
will support a direct link for direct download and storage in 
the module repository. Management modules are delivered 
in module archive format. All forms of management module 
archive conform to the same structure, which is a digitally 
signed, zipped file with a well known file and directory 
structure. The analogy here is a web archive. A proposed 
format is provided later in this document. 

[0225] The downloaded management module is stored in 
a module repository. Module developers within the enter­
prise customize the management module for use within their 
environment and save the specialized management module 
(SMM) back in the repository. Specialized management 
modules retain knowledge of the management module from 
which they were generated. This is done in order to support 
the upgrade process that occurs when a management module 
has been updated. Specialized management modules can 
also be customized within the MDE and saved back in the 
repository. These modules also retain knowledge of the 
module from which they were generated. The MDE is also 
capable of copying management modules stored with the 
module repository. 

[0226] The management console is capable of loading 
management modules or specialized management modules 
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for the purpose of creating configured management modules 
(CMM). Configured management modules are modules 
where variables that need to have values have the values 
assigned. For example, a configured management module 
containing a policy that prevents specific processes from 
running on the host would need to have the list of process 
names provided. Another example might be the need to 
specify the e-mail address of the administrator to which 
e-mail is to be sent. Once a management module has all of 
its variables instantiated, it is saved in the module repository. 
Note that several configured management modules may be 
derived from a single specialized management module, 
reflecting the several classes of servers that exist within the 
enterprise. It is intended that a configured management 
module would be used for a class of servers and that the MC 
would group the servers accordingly. 

[0227] Configured management modules are deployed to 
one or more ISACs. The deployment process consists of 
three steps: transfer of a module archive to the card, check­
ing the digital signature of the archive, unbundling the 
archive and running the management module installation 
tasks[,w2J Once the installation tasks have successfully com­
pleted, the management module is called an installed man­
agement module (IMM). 

[0228] When the autonomic controller starts up all 
installed management modules are loaded on demand, ini­
tialized and, if required, started. We refer to a loaded 
management module simply as a module. 
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[0229] The figure above shows a scenario in which a 
partner creates specialized management modules. In this 
scenario the partner only makes use of the MDE as he does 
not deploy into a live environment. 

[0230] So, how is a management module created? 

[0231] There are two aspects to management module 
creation. First, knowledge of how to manage some aspect of 
the host or an application running on it has to be acquired. 
The programming model document describes this process. 
Second, armed this knowledge, the MDE is used to create 
one or more policies that encode the scenarios of interest 
identified in the knowledge acquisition process. As stated 
previously, R3 does not provide software support for the 
knowledge acquisition process. It will, however, be essential 
to provide framing in this area. 

Management Module and Software Distribution 

[0232] Management Modules and software are distributed 
from a well-known embotics web site. In order to connect to 
the embotics web site, users are forced to authenticate. After 
authentication, users will be allowed access to the download 
section of the web site. The web site should contain: news, 
documentation, a support area and downloads. 

[0233] News: This area should provide information on the 
latest changes to embotics products. 

[0234] Documentation: This area should provide links to 
updated documentation on the product and (potentially) 
reference links for relevant management module informa­
tion such as sources that were consulted in the creation of the 
management module. 

[0235] Support: This area should allow an authenticated 
user to ask questions against a knowledge base of known 
problems and frequent asked questions. The area should also 
allow the filing of a problem report. (We might possibly 
want to support an instant messaging facility too where users 
can interact with a support person in real time). 

[0236] Downloads: This area allows a user to download 
software and management module updates. Software 
updates will be delivered in jar format for Java, DLLs for 
host-side communications and firmware updates. Manage­
ment module archives are delivered in mar format (essen­
tially zipped files with a well-known directory structure). 
Download will be clicking on a link. All files distributed 
from the embotics site will be digitally signed. 

[0237] Future releases of the web site may use web 
services to distribute software and updates. 

[0238] Downloads can also be made directly from within 
the MC. The MC, by default, will come configured with 
knowledge of embotics' download area. We should consider 
using LiveUpdate (http://liveupdate.openwares.org/) in 
order to support dynamic updates in for ISAC-2. 

[0239] When downloaded, users are free to store items 
anywhere within the file system accessible to the MC. 

Module Development Environment (MDE) 

[tw3] 

[0240] The MDE is integrated with, rather than a replace­
ment for, Eclipse V3. The MDE will be written as one or 
more Java plug-ins. This is done in order that end user 
development can potentially occur within a single environ­
ment. 
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[0241] The Eclipse project concept is used to manage all 
work. We will create a project nature-to use Eclipse 
terminology-in order to support the multiple components 
that can be present in a management module. Projects may 
contain multiple language components, which may be 
manipulated using perspectives. Think of perspectives as 
views on the underlying project components, which consti­
tute the model. So, creating a project provides the container 
for all work. A project may contain material that is not 
required for the functioning of a management model; for 
example, reference documentation on how the module was 
developed, useful training materials and presentations. This 
will come for free with the Eclipse environment. Being 
wizard created, this is directly from Eclipse. A project is 
simply a well-known point in the file system; it is NOT a 
management module. NOTE: the project may contain mul­
tiple management modules. 

[0242] The following actions are supported on manage­
ment modules. 

[0243] Copying: A management module may be copied. 
Copying results in the duplication of all items currently 
defined for the module. This may include policies, docu­
mentation, java classes, dynamic link libraries as examples. 
A new directory structure within the project is created by 
copying; the user being prompted for a new module name. 
The scoping of the copied management module remains that 
of the original. 

[0244] Renaming: A management module may be 
renamed. Renaming is the act of associating a different 
descriptor with the module. The directory within the file 
system is renamed. Also, scoping references to the renamed 
management module are automatically updated. 

[0245] Deletion: A management module may be deleted. 
Deletion is the act of removal of the management from the 
project. User confirmation of deletion is required. Deletion 
will result in the movement of the management module 
directory structure to a trash can; essentially a well-known 
point in the file system. Deletion will also cause manage­
ment module references to be updated. The scoping of 
management modules referring to the deleted module will be 
changed to refer to the management module scope of the 
deleted management module. 

[0246] Empty Trash: Deleted management modules 
remain in the trash until user action forces them to be 
removed. Optionally, a maximum amount of space may be 
allocated to the trash at which point the oldest trash is 
automatically removed. 

[0247] Recover Trash: A deleted management module 
may be recovered. Recovering a deleted management mod­
ule results in the restoration of the management module 
within the project. If a management module of the same 
name already exists in the project, the recovered manage­
ment module name is prefixed with the word "Recovered". 
When recovered, a check is made to ensure that the man­
agement module is correctly scoped; i.e. the management 
module to which it refers exists. If the management module 
to which it refers does not exist, the user is warning and is 
expected to resolve the problem manually. No attempt is 
made to re-scope the recovered management module. This 
limitation is imposed because the recovered management 
module has no history of changes to management module 
scoping to base scoping decisions upon. Being smart here 
may cause us to shoot ourselves in the foot. 

[0248] Export: A management module may be exported. 
Exporting a management module results in a module archive 
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being created. A module archive is a zipped directory 
structure, which is described later in this document. Module 
archives may be complete or incomplete. A complete mod­
ule archive is one that contains all files for the operation of 
the module. An incomplete module archive contains one or 
more files that when merged with one or more other archives 
forms a complete archive. It is possible to think of an 
incomplete module archive as a patch for that management 
module. Exporting a management module has a number of 
steps. These are: saving any unsaved edits to management 
module components; ensuring sanity of the saved manage­
ment module and creation of the archive file at a point in the 
file system chosen by the user. Once the sanity of the 
management module has been determined, the user is free to 
select the items to be included in the archive, thus incom­
plete archives may be created. For example, a user may 
choose not to include source code ( such as policy rules) with 
the archive. Warnings will be created for situations where 
incomplete specifications exist. Should errors in the module 
archive be detected, the archive will be deleted from disk. 

[0249] Exporting a project will cause the generation of 
multiple management module archives, one for each man­
agement module. 

[0250] Import: A management module may be imported. 
Importing a management module results in the unbundling 
of the archive and the creation of appropriate directory 
structure within the selected project. Should a management 
module of the same name exist, the imported management 
module will have an index appended to it, starting with "_l" 
and incrementing until a management module name not 
currently loaded in the project is found. The sanity of the 
imported module is checked. If the scoping of the imported 
management module cannot be resolved, a warning is gen­
erated and the user is expected to resolve this manually. This 
limitation is imposed because the imported management 
module has no knowledge to the current project environ­
ment. Being smart here may also cause us to shoot ourselves 
in the foot. 

After Project Creation: 

Generator 

Processor 

Create 
Observation 

Task 

[0251] Once created, the user is free to create one or more 
management modules and (potentially) supporting docu­
mentation. In order to do this, the user right clicks on the 

18 
Feb. 8,2007 

project and selects new. The menu displayed will contain an 
entry called Management Module. Selecting it should cause 

the display of the Management Module creation wizard. 

This wizard, once completed, creates a directory structure 

within the project. Minimally, the wizard requires a man­

agement module name and the management module with 

which the new management module is to share information. 

A suggested directory structure that could be created is 

shown in the MDE architecture section. The recommended 

process for creation of a management module is to create 
scenarios one at a time. The recommended process for the 

creation of a scenario is to use the basic template provided 

with the system, which includes a single observation task, 

event generator and policy. The properties of these three 

entities are then configured. 

[0252] Once a management module has been created, 

other capabilities become available. They are the creation 

and editing of management module variables, the creation of 

a scenario, the creation of a policy, the creation of an 

observation task, the creation of an observation processor 
and the creation of an event generator. When editing the 

variables associated with a management module, the default 

variables editor can be used or a specific editor can be 
constructed and saved as a property associated with the 
management module. 

[0253] The figure above captures the expected order in 
which management module components may be created. 
These management module concepts are described in the 
glossary at the end of this document and their intended usage 
is described at length in the programming model document. 
Specifically, a scenario is the encoding of some aspect of 
server or application management that is of interest to a user. 
It is intended that developers be able to create management 
module components in a flexible way; i.e. policies may be 
created independently of scenarios and observation task may 
be created independently of event generators. When com­
ponents are saved, information, warnings and errors are 
generated in a tasks pane. Clicking on a task causes the 
appropriate editor to be loaded and the location of the error 
highlighted. Optionally, the cursor may be moved to the 
location of the error or warning. 

Management Module Variables: 

[0254] Users must be able to specify variables associated 
with a management module. Variables may be added to, 
deleted from and edited using a management module vari­
able editor. Management modules define an environment 
that consists of name value pairs. The variables stored with 
a management module are used to control the way in which 
the module and its associated policies operate. Being 
scoped, a management module has access to the variables of 
the management module in whose scope it is defined. 
Policies and event generators are scoped within management 
modules. This is shown in the figure below. 
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Management Module A 

start Yes 
e-mail No 

· Management Module B 
I e-mail I Yes I 
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[0255] In the above figure, management module B is 
defined in the scope of management module A. Management 
module A defines two variables: start and e-mail. Manage­
ment module B defines a single variable: e-mail. This means 
that when the question, "Should management module B be 
started?" is asked, the variable will initially be looked up 
inside of the environment for B, followed by A, where its 
value will be obtained. Similarly, when the question, 
"Should e-mail be sent for management module B?'' is 
asked, the value of the variable e-mail will be found in the 
environment for management module B. The result is that 
e-mail will be sent for policies associated with management 
module B, but not for A. Both management modules will be 
started. 

[0256] To summarize, the scoping mechanism provides 
the ability to define a value in one module and have it visible 
within another. The mechanism also allows a value to be 
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overloaded in a management module. Certain variables such 
as started are mandatory and will be defined by embotics. 
Other variables may be added during development effort by 
management module developers. 

[0257] Creation and editing of management module vari­
ables is required. A simple table editor will be provided as 
default; user specific interfaces can also be developed. 

[0258] Management Module variables may be accessed 
within any policy, event generator, observation processor or 
task. 

Information Visibility 

[0259] The previous section described how properties can 
be found within a management module. Management mod­
ules extend three other environments, the card environment, 
the application environment and the enterprise environment. 
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[0260] Information visibility is shown in the figure above, 
where Ml and M2 represent management module environ­
ments. R3 should support user generation of added environ­
ments; e.g. group as needed. Modification of the card and 
applications environments will be via the minimal on-card 
UI and through the MC. Modification of the enterprise 
environment would be through the MC. 

[0261] The intention of the enterprise environment is to 
capture variables that are constant across the enterprise­
this is why they cannot be modified on card. The application 
environment contains variables that are defined for the 
autonomic controller. The card environment contains vari­
ables that are specific to the card such as card id, and 
firmware version. 

[0262] The values of variables need to take three forms: 
simple atomic values, such as a string or an integer, or 
computed values, such as information derived from an end 
user or looked up on the host. In other words, it should be 
possible for a user to specify a "function" to be invoked 
whose value will be bound to the variable. It should be 
possible for a user to provide values for variables prior to 
deployment on the card that require user input or other 
configuration. This is equivalent to asking for the values of 
all of the variables in the environment. 

[0263] Values of variables may also be given default 
values. Users may return a variable to its default value. 
Users may return an environment to its set of default values, 
which may also necessitate the return of values in contained 
environments to their default values. Variables will be stored 
on disk in XML. An example is shown below: 

<Environment 
name-"exampleVariable" 
type-''java.lang.Integer'' 
value-"30" 
defaultValue-"10" 
access="rw"/> 

[0264] The example shown defines a variable called exam­
ple Variable, which is of type Integer. The value given to it 
is 30, with a default of 20. The XML also indicates that 
access to this variable is read and write, meaning that it can 
be changed at run time. (NOTE: we may want to have 
user/group security descriptors here. However, this is to be 
refined when the security model is added). For ISAC-2 only 
basic atomic types of variable will be supported; i.e. integer, 
float and string. For functions, the type must be com.em-
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botics.Interactor; i.e. the type must conform to the Interactor 
interface in order that the value of the variable may be 
computed. 

Management Module Behavior 

[0265] Much of the behavior of a management module is 
implemented as Java classes. While public, protected and 
private classes provide excellent information hiding capa­
bilities, the mechanism is insufficient for management mod­
ules. We have the requirement that management modules 
from several different sources need to run concurrently and 
should be firewalled from one another. If the management 
module has behavior that it requires for policy (or other) 
evaluation it should be visible by all module components but 
not by others unless explicitly allowed by the developer. 
Running multiple instances of the autonomic controller 
would meet this requirement but would incur the penalty of 
higher memory requirements. 

[0266] It is strongly recommended that the OSGi2 frame­
work be used; management modules being implemented as 
bundles, which are the basic unit of deployed behaviour. 
2 See http://www.osgi.org 

Scenario Creation: 

[0267] A scenario requires that a developer identify: what 
they should observe, how the observations should be pro­
cessed, how the processed observations should be combined, 
what engine events should be generated when sufficient 
processed observations have been made and, finally, how 
these engine events are processed by a policy. The developer 
also needs to identify what alarms and events are to be 
generated for the captured scenario of interest. 

[0268] Scenario creation is achieved using the scenario 
perspective. The scenario perspective is visual. The descrip­
tion provided here assumes that the Graphical Editor Frame­
work (GEF) v3 is used as a basis for development. 

The scenario perspective captures and manipulates the fol­
lowing information: 

[0269] The name of the scenario. 

[0270] A natural language description of the scenario. 

[0271] When a scenario perspective is displayed, some­
thing similar to the figure below is displayed. There are four 
distinct elements to the perspective: the task pane, the visual 
canvas, an explorer showing captured scenarios and an 
outline. The visual canvas is further decomposed to a palette 
with a number of categories from which items can be 
dragged and dropped onto the canvas. A number of scenarios 
should be provided out-of-box. 
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[0272] The scenario outline simply displays the compo­
nents comprising the scenario being encoded. Typically this 
will include one or more observation tasks, an event gen­
erator and one or more policies. The captured scenarios pane 
is simply a view on the file system that stores the model 
underlying the view displayed on the visual canvas. The 
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tasks etc. pane displays information generated by the per­
spective as activities are performed within it; e.g. errors that 
might be generated as a result of attempts being made to 
connect incompatible components. 

[0273] The decomposition of the visual canvas is shown in 
the figure below: 
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[0274] The visual canvas consists of two distinct regions: 
the composition area and the multi-palette area. The mecha­
nism for interaction is that users select items from various 
palettes and drag them onto the composition area, where 
they are dropped. Connectors are used to create associations 
between palette items that have been dragged onto the 
composition area and dropped there. Configuration of enti­
ties dropped on the composition area is by popup menu 
associated with the entity. 

Feb. 8,2007 
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[0275] An example of a captured scenario consisting of 4 
components is shown above. Every entity displayed on the 
composition area has properties. These properties may be 
edited using a properties editor that is defined for the class 
of the displayed entity. In many cases these editors are 
simple table editors, where names and values are provided 
and the editor constructed using reflection on the underlying 
class. In other cases, more, sophisticated editors are 
required; e.g. the policy editor. All entities in the composi­
tion area support a pop-up menu that consists of general 
operations provided by the framework including undo, redo, 
save as template, delete and properties, and specific opera­
tions for the selected entity. When deleting a component, any 
connections associated with it are automatically removed. 
The "save as template" capability provides the ability of a 
component to be saved as part of the palette. For example, 
a specific observation task that requires CPU utilization at a 
particular frequency can be saved for future reference. 
Another example might be an event generator that pipelines 
several configured observation processors. 

[0276] The host component is shown at the bottom of the 
figure. Configuring this component would include the name 
of the host or ISAC to use for context information. The 
previous statement implies that both direct host communi­
cation and indirect, via ISAC, is supported. The context 
information obtained means information on managed 
objects and host configuration that should be used in various 
displays that are generated when scenarios, policies, obser­
vations tasks etc. are being constructed. For example, if I 
were building an observation task dealing with services, I 
would like to know the set of services running on the host 
for which the scenario is being built. In all cases where 
information is obtained from the host and used for display 
generation, the user has the ability to edit it. For example, if 
a process list is obtained, the user can add to or remove from 
that list. 

[0277] The editor associated with an observation task is 
textual. It needs to specify the information that is to be 
requested from the host and the frequency with which it 
should be obtained. Properties-name, value pairs-may 
also be associated with the observation task. Several obser­
vation task palette entries will be required, essentially falling 
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into two categories: support of the isac-1 communications 
and WMI-based communications. Two types of request are 
supported: requests for notification of change (such a new 
event log being created) or simple polled request for a 
performance counter. 

[0278] Creating an event generator is through dragging 
and dropping observation processors onto the part of the 
composition area occupied by the event generator entity and 
connecting the processors to another observation processor, 
an observation task or to the policy object. An example of a 
configured event generator is shown in the figure below. 
Note that event generators can ONLY contain observation 
processors. This is a general property of containment-type 
entities; they enforce what entities may be dropped in them. 

[0279] In the figure, we see that two observation tasks 
have been created; one to monitor CPU utilization and the 
second to monitor the job queue. Here, the scenario has been 
given a label, "Normal CPU Monitoring". The event gen­
erator has been created by dragging and dropping two 
components for each observation task: a tripwire and a 
counter, with a further component that is shared: a finite state 
machine. 

[0280] The properties associated with the tripwire are the 
name of the observation being processed (here cpu[total] 
.util) and the threshold that, when exceeded, causes infor­
mation to be passed to the next observation processor. 

[0281] The property associated with the counter observa­
tion processor is the number of observations to be seen 
before passing an aggregate observation onto the next pro­
cessor. An example helps here. Consider the situation where 
CPU utilization has exceeded 90% and the tripwire has been 
set at 70%. The tripwire will pass the observation onto the 
counter, where the counter state will be incremented from 0 
to 1 and no observation is passed on. Now consider the next 
observation, where the CPU utilization is 75%. Once again 
the tripwire passes the observation onto the counter, where 
the counter state will be incremented from 1 to 2; again no 
observation is passed on. If the counter threshold is set to 2, 
and if the next CPU utilization observation exceeds 70%, the 
counter passes an observation onto the finite state machine 
(FSM). 
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[0282] A similar procedure for observation processing 
occurs for the CPU queue stream of observations. 

[0283] Inside the FSM, observations that are received 
cause state changes to occur. The FSM properties editor is 
also graphical, allowing the naming of states and transitions 
between them. The FSM is a state container; it can only have 
state entities dropped in it The FSM is created by dragging 
and dropping states from the palette onto the region of the 
composition area occupied by the FSM. Transitions in the 
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FSM occur when specific name, value pairs are received in 
the observation. In the context of the above example, the 
FSM has 4 states. The FSM is shown in the figure below. 

[0284] The two timeout transitions are created by editing 
the properties of the states from which the transitions occur. 
States have names, timeouts and transitions to other states. 
The transitions occur when certain properties are seen in the 
observation being processed. 
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[0285] The exit transition in the above FSM means that the 
processed observation is passed out of the processor. In the 
context of this example, it means that the processed obser­
vation is passed onto the policy. 

[0286] The above example has described in some detail 
how an event generator could be constructed. It implies the 
need for a sophisticated set of palette components. The 
requirements for these components will be derived from the 
management modules that are on the roadmap for isac-2 
[tw 4 J- The design documents for isac-1 along with isac-2 
roadmap documentation needs to be consulted here (see 
appendix 1 ). This analysis is not provided in this document. 
However, each palette entry needs to provide: how it can be 
configured, how it is represented visually on the canvas, how 
it can be described for the purpose of providing "tool tip" 
information and what types of component it can be con­
nected too. If there is a limit on the number and type of 
connections that can be provided, this also needs to be 
defined. 

[0287] In the above example it might be useful to save 
parts of the scenario as templates to be available on the 
palette-the event generator and FSM are good candidates 
here. This is achieved through the use of the "save as 
template" popup menu option. The scenario is reusable by 
saving it, editing it and then saving to a new name. Scenarios 
are also considered to be containers, enforcing the fact they 
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may only contain hosts, observation tasks, event generators 
and policies. 

Creating a Policy from within the Scenario Editor: 

[0288] Creating a policy involves the generation of rules 
that process events which are produced by an event genera­
tor. Associated with a policy is a set of properties. An 
example of a set of properties for a policy related to process 
management would the names of all of the processes that a 
user might wish to prevent from running on a host. The rules 
and the properties used as input along with events from an 
event generator are the two types of information used in a 
policy. 

[0289] Policy-related components can be found on the 
palette associated with the scenario visual editor. The palette 
contains a policy template, which is just a component that 
contains no rules. The palette also contains policies that have 
been user-defined, which contain rules. If the user wishes to 
create a new policy he first drags and drops a policy 
component onto the composition area. Two possibilities 
exist. 

[0290] First, a policy template is used. In this case the user 
will define a new rule set. Editing the policy will be through 
selection of the "Edit rules" popup menu entry. The rules 
editor is text-based. An example of a template is shown in 
the figure below. 



IPR2025-01571 
Apple EX1026 Page 81

US 2007/0033273 Al 

package com.symbium.jeops; 

import com. symbium. services.*;_ 
import corn.symbium.utility.*; 

public ruleBase YourFolicyName { 

rule timeout { 
declarations 

corn.symbium.base.Event e; 
java.util.Properties p; 

conditions 

33 

// Put your conditions here 
actions 

// Put your actions here 

Feb. 8,2007 

Name: 
YourPolicyName 
Rules: 
timeout 
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[0291] Declarations are automatically generated for the 
user. The default name for the policy is provided and 
indicated in red. Note that this is only one extreme possi­
bility that reflects the desire of a programmer to have access 
to the full power of the Java programming language ( on 
which the rule based policy is layered). Other types of policy 
may be created-with simpler form-based user interfaces­
as our understanding of the management module develop­
ment needs of end users matures. For example, we might 
create a visual editor a policy container is comprised of rule 
containers that, in turn, comprise "condition" and "action" 
containers. 

[0292] Referring once again to the above figure, com­
ments are displayed that indicate where the user should add 
his rule conditions and actions. The editor is a syntax 
directed editor, supporting code completion and suggestion. 
It is expected that the editor will be based upon the EMF 
plug-in for Eclipse v3. 

[0293] When a syntax error is detected, a visual indicator 
is provided; e.g. removing the word conditions causes the 
actions keyword to be underlined in red. The editor provides 
the ability to suggest what is to be included in the conditions 
section of a rule. For example, if the user starts to type "e." 
a code completion capability should be provided that sug­
gests what would be possible to add. In the actions section, 
similar suggestions should be available, including a listing 
of possible actions from which to select if asked for. 

[0294] When the popup menu is displayed, it is possible to 
add "New rule". Selecting it should cause a new rule 
template to be included in the definition. 

[0295] When the popup menu is displayed, it is possible to 
add "New condition". Selecting it should cause the condi­
tion wizard to be displayed. This capability will only be 
available if the user's cursor is within the conditions region 
of the rule. 

[0296] When the popup menu is displayed, it is possible to 
add "New action". Selecting it should cause the action 
wizard to be displayed. This capability will only be available 
if the user's cursor is within the actions region of the rule. 

[0297] The outline panel to the right of the text editor 
should contain a description of the various elements of the 
policy, including the name of the rule base and the names of 
each of the defined rules. Clicking on any entry should cause 
the editor pane to scroll to the appropriate line and highlight 
the selected word; e.g. rule name. 

[0298] Once the rules associated with a policy have been 
completed, the user saves it. If the user has not chosen to 
change the policy name, they are prompted to do so. If the 
named policy exists, the user is prompted to confirm over­
writing of an existing policy. When the policy is saved, it is 
automatically compiled to Java, which is, in turn, automati­
cally compiled to a class file by the Eclipse framework. 

[0299] Secondly, an existing policy may be used to create 
a new one. In this case a user must have saved a policy as 
a template in which case it appears as an entry on the palette. 
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A new policy may then be created by opening the template 
saved and editing it as described above. 

Creating a Policy Outside of the Scenario Editor 

[0300] It is possible to create a policy from within the 
Package Explorer pane of the management module perspec­
tive. The user selects "New policy" from the popup menu 
defined for the explorer view. An editor as described above 
is then displayed. 

Editing a Policy Outside of the Scenario Editor 

[0301] A policy may be edited by double clicking on its 
entry in the package explorer associated with the manage­
ment module perspective. The policy editor opens automati­
cally. 

Deleting a Policy 

[0302] A policy may be deleted from the project by 
selecting it and choosing "Delete" from the pop up menu. 
During deletion the integrity of the project is checked. If the 
project is now insane, a visual indicator is created (a red "x" 
is used throughout Eclipse) and error messages are written 
to the tasks pane. Clicking on the error message in the tasks 
pane causes the editor associated with the insane object to be 
opened. 

Creating a New Type of Observation Task 

[0303] Anew observation task can be created by dragging 
a palette entry associated with an observation task onto the 
canvas. The properties associated with the observation task 
are edited and saved. The user then selects "Save as tem­
plate" from the popup menu and a new palette name is 
associated with it; the observation task is then saved as a 
palette entry. 

Editing an Observation Task 

[0304] An observation task can be edited by double click­
ing on its entry in the package explorer associated with the 
management module perspective. The observation task edi­
tor opens automatically. 

Deleting an Observation Task 

[0305] An observation task can be deleted by selecting it 
and choosing "Delete" from the pop up menu. During 
deletion the integrity of the project is checked. If the project 
is now insane, a visual indicator is created (a red "x" is used 
throughout Eclipse) and error messages are written to the 
tasks pane. Clicking on the error message in the tasks pane 
causes the editor associated with the insane object to be 
opened. 

Creating a New Type of Observation Processor 

[0306] Anew observation task can be created by dragging 
a palette entry associated with an observation task onto the 
canvas. The properties associated with the observation task 
are edited and saved. The user then selects "Save as tem­
plate" from the popup menu and a new palette name is 
associated with it; the observation task is then saved as a 
palette entry. 
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Editing an Observation Processor 

[0307] An observation processor can be edited by double 

clicking on its entry in the package explorer associated with 

the management module perspective. The observation pro­

cessor editor opens automatically. 

Deleting an Observation Processor 

[0308] An observation processor can be deleted by select­

ing it and choosing "Delete" from the pop up menu. During 

deletion the integrity of the project is checked. If the project 
is now insane, a visual indicator is created (a red "x" is used 

throughout Eclipse) and error messages are written to the 

tasks pane. Clicking on the error message in the tasks pane 

causes the editor associated with the insane object to be 

opened. 

Creating a New Type of Event Generator 

[0309] A new event generator can be constructed using 

either an existing event generator or by dragging an empty 

event generator palette entry onto the scenario canvas. 

Observation processors are then dragged and dropped onto 
the event generator. Once composed, the "Save as template" 

popup menu entry is selected and a new palette name is 

associated with it; the event generator is then saved as a 

palette entry. 

Editing an Event Generator 

[0310] An event generator can be edited by double click­

ing on its entry in the package explorer associated with the 

management module perspective. The event generator editor 

opens automatically. 

Deleting an Event Generator 

[0311] An event generator can be deleted by selecting it 
and choosing "Delete" from the pop up menu. During 

deletion the integrity of the project is checked. If the project 
is now insane, a visual indicator is created (a red "x" is used 

throughout Eclipse) and error messages are written to the 

tasks pane. Clicking on the error message in the tasks pane 

causes the editor associated with the insane object to be 

opened. 

Adding Utility Classes 

[0312] Additional Java classes can be added using the 
standard Java perspective provided by Eclipse. 

Editing Utility Classes 

[0313] Additional utility Java classes can be edited using 
the standard Java perspective provided by Eclipse. 

Deleting Utility Classes 

[0314] Additional utility Java classes can be edited using 
the standard Java perspective provided by Eclipse. 
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Adding Primitives 

[0315] New event generator classes, observation proces­
sor classes and observation task classes can be added to the 
system. These can be added as concrete implementations of 
Java interfaces; specifically, com.embotics.interactions.Ev-
entGenerator, com.embotics.interactions.Obser-
vationProcessor and com.embotics.interactions.Obser­
vationTask respectively. The Java perspective of Eclipse is 
used to create these primitives. In order for these primitives 
to be made accessible as palette components, they will have 
to be wrapped potentially as (say) Java beans. 

Debugging 

[0316] Users will be able to debug management modules 
by connecting to a host directly or by proxy on an ISAC. The 
host will then provide an observation stream that can be 
processed by the simulation engine running inside of 
Eclipse. Users will be able to start and stop a simulation, and 
will be able to observe which rules within a policy fire. Users 
will be able to set and remove breakpoints within the event 
generator for a particular scenario and inspect the processed 
observations at these points. 

[0317] Debugging should occur using the same visual and 
textual editors that are used for creation of the scenario. 
Setting a breakpoint on an observation processor could 
occur by right clicking on the observation processor and 
selecting "Set breakpoint". Setting a breakpoint on a rule 
within the policy allows processing to halt on a selected rule. 
Optionally, we might allow setting of breakpoints on specific 
actions. However, rule breakpoints will probably be suffi­
cient for R3. 

[0318] When a breakpoint is reached the visual component 
flashes and processing of the observation halts. The user 
may then allow the simulator to continue, step, terminate 
simulation or may inspect the observation being processed. 
Stepping is at the level of the component in the editor; e.g. 
from one observation processor to the next or one rule to the 
next. 

[0319] For R3, we should probably not allow modification 
of the data being processed. However, this could be consid­
ered as an enhanced feature. 

[0320] NOTE: during debugging no host-side dynamic 
link library extensions are deployed to the host. This limi­
tation is imposed in order to reduce the risk of bringing 
down the server. The user is free to deploy host extensions 
manually should they choose to. We do not expect to deploy 
a significant number of host-side extensions once WMI 
communications is in place, along with pass through to 
(potentially) SNMP. 

Scenario Extension 

[0321] One of the many advantages of the Embotics 
solution is its ability to allow policy extension. This is 
achieved as shown in the figure below: 
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[0322] Scenario extension is achieved through the addi­
tion of policy extensions to the originally captured scenario. 
The figure above demonstrates the extension by placing a 
"policy extension" (shown as PolicyExtension in the above 
figure) to the right of the policy in the original scenario. 
Visually this meant to imply that the "policy extension" runs 
after the policy. In this case the "policy extension" receives 
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exactly the same event as the original policy. Placing the 
policy extension to the left of the original policy would 
imply that it runs before the policy. In this case the policy 
extension has the possibility of altering the contents of the 
event being processed; i.e. it can filter it. This means that the 
policy extension can affect the behaviour of the original 
policy. 
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[0323] Multiple policy extensions to a given scenario are 
possible by use of the drag and drop mechanisms described 
earlier. The figure shown above includes two such exten­
sions, one that runs before the original policy and one that 
runs after it. 

Embotics Management Console (MC) 

[0324] The existing MC uses a J2EE architecture imple­
mented using JBOSS. 

[0325] The MC interacts with one or more cards using 
HTTPS. Card processing of the requests is through servlet 
technology. The following interactions need to be supported: 

[0326] Card Management: 

[0327] 1. Getting hardware and software details for the 
card. 

[0328] 2. Being able to get and set settings for objects 
that the card exposes. These objects will be provided 
with the autonomic controller's design. 

[0329] 3. Being able to update the firmware on the card. 

Application Management: 

[0330] 1. Being able to update application software on 
the card. 

[0331] 2. Being able to deploy new services on the card. 

[0332] 3. Being able to stop and start services on the 
card. 

Management Module Management: 

[0333] 1. View and verify digital signature of a man-
agement module. 

[0334] 2. Deploy a management module. 

[0335] 3. Install new management modules. 

[0336] 4. Upgrade management modules: 

[0337] a. Updated environment variables 

[0338] b. Updated policy or event generator proper­
ties 

[0339] 5. Rollback management modules. 

[0340] 6. List management modules: can drill down to 
module contents. 

[0341] 7. Enable or disable management modules. 

[0342] 8. Enable or disable management module poli­
cies. 

[0343] 9. Enable or disable management module event 
generators. 

Host Management: 

[0344] 1. Get hardware and software details. 

[0345] 2. Invoke management module actions on host. 

[0346] 3. Invoke management module queries on host. 
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Operations: 

[0347] 1. Set filters on alarms and events. 

[0348] 2. View status of a management module. 

[0349] 3. Clear alarm log. 

[0350] 4. Clear event log. 

[0351] The mechanisms for updating configuration infor­
mation within the MC will now be described. 

Management Module Configuration 

modules 
Win2K 
Exchange 

environment 
policies 

CPU Tripwire 

events 

[0352] Once a module archive has been created, it can be 
configured by the MC. The MC can be configured to point 
at the management module repository used by the enterprise, 
which will typically be a well-known point in the file 
system. 

[0353] The MC can be used to edit the environment 
variables associated with a management module-essen­
tially the contents of the environment directory associated 
with the module archive. An explorer type interface should 
be provided, an example of which is shown in the figure 
above. The MC has access to the contents of the environ­
ments associated with the management module. 

[0354] When the user opens the management module 
environment, a properties editor associated with the envi­
ronment displays the variable name, value and associated 
default. If a specialized editor has been provided for a 
management module, this will be displayed. The user may 
choose to return all values within a management module to 
their defaults, or on a per variable basis. 

[0355] Once variable values have been modified, a user 
may choose to save the edits back as a new management 
module stored with the management module repository (a 
configured management module). If modifications are made 
and the user attempts to close the MC, the user must confirm 
discarding the edits. 

[0356] The edited management module environment can 
be deployed to one or more cards. The user first uses the 
ISAC selection mechanism from isac-1 to identify which 
cards are to be targeted. The user then selects "deploy 
environment". The act of deployment transfers the environ­
ment files to the selected cards. 

[0357] On card the new environment files are stored in the 
environment directory associated with the management 
module(s) being updated. Variables are then updated in 
memory. 
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[0358] As shown in the figure above, a policy may also be 
edited. When the user double clicks on the policy name ( e.g. 
CPU Tripwire), the policy editor is displayed. By default, a 
properties editor will be displayed, which allows an end user 
to edits the properties associated with the policy. If a 
specialized editor has been constructed for the policy, it will 
be used instead. 

[0359] Event-generators also have properties, which may 
be edited. As with a policy, editing the properties of an event 
generator is achieved by double clicking on it. It a special­
ized editor has been constructed for the event generator 
class, it will be used instead of the default property editor. 

[0360] The edited management module policies can be 
deployed to one or more cards. The user first uses the ISAC 
selection mechanism from isac-1 to identify which cards are 
to be targeted. The user then selects "deploy policies". The 
act of deployment transfers the policy and event generator 
files to the selected cards. 

[0361] On card the new policy and event generator files 
are stored in the policies and event generator directories 
respectively associated with the management module(s) 
being updated. Policies and event generators for the man­
agement module are then updated in memory. Changes to 
the properties are detected automatically by the engine; no 
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explicit action need be taken by the end user. Policies and 
event generators are deployed as a single entity for a 
management module because of the way that they are bound 
together-policies depend upon event generators. 

Autonomic Controller 

[0362] The Autonomic Controller Engine (ACE), or 
Engine, is to be constructed using a service oriented archi­
tecture. Popular examples of service oriented architectures 
are Web Services and CORBA. The ACE is an application 
constructed using several services which are described in 
this section. The ACE is layered as shown in the figure 
below. The AC is built up of services that run on top of the 
Embotics Application Framework (SAF). 

[0363] SAF supports the addition and replacement of 
services at run time. It should not be necessary to take the 
controller oflline in order to update the application. SAF sits 
on top of a driver layer that is accessed through the Java 
Native Interface (JNI). While the operating system layer is 
embedded Linux for R3, SAF should run on top of any 
platform that supports the JDK 1.4 specification. The 19 
virtual machine from IBM will be used for execution of SAF 
and services built upon it. Jam VM on several other plat­
forms have also been demonstrated. 
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[0364] Engine management of server is achieved using: 

[0365] Sensors: make observations on applications or 
managed device 

[0366] Effectors: change the state of applications or 
managed device 

[0367] Event Generators: integrate observations to cre­
ate events for engine 

[0368] Event Consumers: process events to diagnose 
state of system being managed. 

[0369] These concepts are described in some detail in the 
programming model document 

[0370] The Engine is built up of services that are loosely 
coupled and pluggable. Services have well-defined applica­
tion program interfaces that can be fulfilled by several 
alternative implementations. The Engine is designed to be 
reconfigured with alternative implementations of services 
being provided. 

[0371] The following services have been provided: 

[0372] 1. module management 

[0373] 2. task management 

[0374] 3. scheduling 

[0375] 4. lookup 

[0376] 5. authorization 

[0377] 6. authentication 

[0378] 7. communications: 

[0379] a. host 

[0380] b.MC 

[0381] c. WS-Management 

[0382] 8. heartbeat 

[0383] 9. alarm 

[0384] 10. command management 

[0385] 11. logging 

[0386] 12. auditing 

[0387] 13. configuration 

[0388] 14. event management 

[0389] 15. managed object service 

[0390] 16. properties service 

[0391] 17. state service 

[0392] a. persistent 

[0393] b. memory 

[0394] 18. lifecycle 
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[0395] These services are briefly described in terms of 
their responsibilities in the next several sections. 

[0396] Module Management: The module management 
service is responsible for dealing with the lifecycle of a 
module. It loads all of modules defined in the application 
repository. Management modules are stored within the mod­
ules directory under the application's root directory. Load­
ing a module consists of loading policies and event genera­
tors. The loading of an event generator causes observation 
tasks to be started that are responsible for communicating 
with the host (or potentially other data sources) for the 
purpose of making observations on host or application 
performance. 

[0397] Task Management: The task management service 
simply provides a pool of threads that can be used to perform 
work. This service avoids the need to create threads dynami­
cally. 

[0398] Scheduling Service: The scheduling service allows 
work to be deferred to some later point in time. The service 
provides one time and recurring schedule capabilities. 

[0399] Lookup: The lookup service is a base service; that 
is it is provided by the framework itself. The lookup service 
allows other services to register in order that they may be 
found by other services. This service has the responsibility 
of notifying services that depend upon another service when 
the dependent service becomes available or when it goes 
oflline. 

[0400] Authorization: The authorization service is a secu­
rity service. It is designed to answer the question, "Can X 
perform an action Y on Z?" Here, X is a user or proxy for 
a user, Y is an action to be performed and Z is the managed 
object on which the action Y is to be performed. 

[0401] Authentication: The authentication service is a 
security service. It is designed to confirm the identity of an 
individual accessing the AC. This service should be based 
upon the JAAS specification. 

[0402] Host Communications: The host communications 
service provides a high level communications channel to the 
host. It uses the Java Native Interface (JNI) to communicate 
with the low level drivers that connect the card via a bus 
(here the PCI bus) to the host. Communications in R3 should 
support the current proprietary format for interaction with 
host managed objects and the standard Windows Manage­
ment Instrumentation interfaces. Asynchronous and syn­
chronous interactions with the host are to be provided. This 
service is also used to deploy new or upgraded dynamic link 
libraries to the host and new or upgraded PCI drivers. 

[0403] MC Communications: The MC communications 
service manages interactions with MCs. 

[0404] WS-Management: This service manages interac­
tions with external components through use of the WS­
Management protocols. It exposes the information model 
implemented within ACE. 

[0405] Heartbeat: The heartbeat service is responsible for 
periodic communications with an MC. It wakes up on a 
user-definable frequency and sends a heartbeat message to 
an MC. 
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[0406] Alarm service: The alarm service is used to raise 
and clear alarms. Alarms are sent to MCs (and potentially 
other parties) that have registered for alarm notifications. 
Objects may register with the alarm service in order that 
other parties may be notified of alarms. For example, an 
SNMP adapter will be required in order that alarms can be 
adapted and sent as traps to SNMP management consoles. 
The log4j package (http://logging.apache.org/log4j/docs/) 
and its SNMP adapter may be useful in the implementation 
of this service. 

[0407] Command management: The command manage­
ment service acts as a lookup service for processors used to 
communicate with the host. It decouples host message 
processing from a service allowing for a pluggable protocol 
across the PCI bus. 

[0408] Logging: The logging service is responsible for 
saving information of interest. Strings and Objects support­
ing a logging interface may be logged; all logs being time 
stamped. Several types oflogging service should be written: 
database, file and memory. Logs in XML format should also 
be supported. 

[0409] Auditing: The auditing service is similar to the 
logging service. In fact, there is no reason why the same 
interface should not be used. The audit service is provided 
in order to store information for security purposes. Audit 
information should be time stamped. Audit information 
should be deleted from the system as a final resort-logging 
information is removed first. 

[0410] Configuration: The configuration service consists 
of a set of tasks that run when the AC starts. It is intended 
that this service interrogate the host and its managed appli­
cations for configuration information that can only be 
obtained at run time. 

[0411] Event management: The event management service 
is responsible for the generation of internal engine events 
created by management module activity. For example, tim­
eout events are managed by this service. 

[0412] Managed object service: The managed object ser­
vice is the point of access to the AC for MC management 
activity; i.e. all get, set and invoke actions are sent through 
this service. Managed objects register with this service when 
they are created and deregister when they are just about to 
be removed from the system. Examples of managed objects 
are services (this list), management modules and policies. 
Other objects will be added during the R3 design process. 
The managed object service also acts as a security sentinel. 
All access requests to this service, and to the objects that are 
registered with it, are audited and authorized using the audit 
and authorization services respectively. During R3 a proto­
typing effort using an on-card Common Information Model 
Information Manager (CIMOM) should be undertaken as a 
candidate for implementation of this service. An open source 
Java implementation of a CIMOM is available. 

[0413] Properties service: The properties service is 
responsible for monitoring properties files associated with 
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managed objects. When a properties file changes the man­
aged object is notified of the change and told to re-initialize. 

Changes to services (for example the frequency with which 

a heartbeat is generated) or policy properties (for example 

the set of processes to be terminated if they start) can be 

modified at run time without stopping the AC using this 

service. 

[0414] Memory state service: The memory state service is 

an example of a state service. The purpose of this service is 

to maintain named objects in memory. Users may get, set 

and remove state. 

[0415] Persistent state service: The persistent state service 
is an example of a state service. The purpose of this service 
is to maintain named objects in the file system. Users may 

get, set and remove state. Objects may optionally be cached. 

[0416] Lifecycle service: The lifecycle service is respon­

sible for management of services which comprise the run­
ning AC. The service has the ability to receive a new or 

upgraded class or jar file, deploy it to the appropriate 

location within theAC's directory structure, stop service(s) 

that are being upgraded, load the upgraded service(s) and 
restart it/them. In cases where the service has state associ­

ated with it, the upgraded service will attempt to recover 

state from it. When a new service is being loaded, the service 

is simply started. 

Software High Level Architecture 

[0417] This section describes the high level architecture 

for the principal components in the Embotics solution. It 
begins by identifying the responsibilities of the components 

and the actors that interact with them. The interactions 

between the software entities are then described. Finally, 

architectural views of the components are provided. 

Responsibilities 

[0418] MDE: The MDE is responsible for the creation and 

editing of management modules. The MDE can import and 

export management modules in module archive format. 

[0419] MC: The MC is responsible for the distribution of 

management modules to 1 or more ISACs. The MC may 

update configuration parameters associated with a manage­
ment module. The MC monitors ISAC activity through 
alarm and event notification and heartbeats. The MC allows 
users to ask the ISAC to perform actions that are defined for 
the management module; e.g. run a specific script on the 
host. Finally, the MC may deploy new software to the card. 

[0420] Autonomic Controller: The responsibilities of the 
AC are to execute policies defined within the operational 
management modules and to act as a proxy for user pass 
through activity on the host. The AC notifies MCs of alarms 
and events of interest. 
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[0421] The figure above shows the main interactions 
between the software elements within the Embotics solution. 
The Embotics web site-the source of management modules 
and software updates is not shown. This is shown below. 

Feb. 8,2007 
45 
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[0422] The figure above indicates who management mod­
ules and software updates are obtained. A user may either 
download the file(s) using a browser or through the MC and 
the new archive or update is saved in a repository. The 
repository indicated in this figure is the same as shown in the 
previous figure. 

Roles 

[0423] This section describes the various roles expected to 
be adopted by users of Embotics's products. Roles are 
defined in order to describe responsibilities; i.e. the func­
tions that a user adopting a particular role is expected to 
perform. 

[0424] There are two distinct categories of role: develop­
ment and operational. 

Development 

[0425] There are 3 development roles: module designer, 
module developer and module customizer. 

Module Designer (Domain Expert) 

[0426] domain expert on host or application that needs 
management 

[0427] specifies what a module should do, but not how 
it is implemented within Embotics framework 

[0428] what are the scenarios of interest 

[0429] what user events of interest should be captured 

[0430] which scenarios identify problems 

[0431] which have possible automated resolution, 
and what are the steps 

[0432] which require immediate manual intervention 
without attempt to resolve 

[0433] what alarms should be raised to indicate exist­
ence of a problem 

[0434] what parts of scenario should be parameterized 
for configuration at install time 

[0435] what host/app resources need to be observed, 
and how might they be processed 

[0436] what host/app resources need to be acted upon 

[0437] which actions and observations should be 
exposed to user for manual invocation? 

[0438] What host scripts are needed, and perhaps write 
them 

[0439] What host tools are needed 

[0440] What are sensible defaults for thresholds and 
other configurable settings 

[0441] what kind of stats would be useful to collect for 
subsequent reporting that confirm or supports the diag­
nosis and resolution of the scenarios 

[0442] what user text should be available (input to a 
tech writer): 
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[0443] long and short parameterized descriptions of 
events, alarms, problem resolutions 

[0444] Overall description of module and scenarios 
and other components visible in the product UI 

[0445] What host scenarios should be generated and 
how to do so 

Module Developer/Policy Developer 

[0446] domain expert on development of modules in 
MDE, not necessarily IT domain 

[0447] works in MDE to create module and reusable 
templates from primitive components 

[0448] maps above requirements onto module compo­
nent implementation: sensor, effectors, policies, event 
generators etc 

[0449] what components from existing modules can be 
used in this module 

[0450] what module dependencies are there 

[0451] what new primitives are required 

[0452] what re-usable component templates are avail-
able for customize module 

[0453] what module variables are needed 

[0454] what specific component properties are needed 

[0455] what UI components are needed to configure 
module 

[0456] what input validation 1s required, both on 
client and server 

[0457] develops new primitives in java 

[0458] develops conditions and actions of policy rules 
injava 

[0459] what is the relationship of projects and modules 

[0460] maintains version control of module source 

[0461] integrate (and perhaps write) host scripts with 
project and module 

[0462] integrate host tools in project and module 

[0463] performs test and debug of module with live host 

[0464] generates and signs module archive 

Module Customizer 

[0465] proficient in MDE but not necessarily an expert 

[0466] can take an existing module and modify it for 
enterprise specific best practices, or create new enter­
prise module that holds the customized aspects (set­
tings, new policies) of a licensed module 

[0467] proficient with host/application and how it 1s 
used and operated within enterprise 
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[0468] may experiment with module on host in test lab 
to determine what specific modification and configu­
ration is needed 

[0469] review and adjust module default configuration 

[0470] review and adjust scenarios and policies. May 
enable/disable scenarios or policies not appropriate to 
enterprise 

[0471] may contribute new host scripts or host 
executables 

[0472] may need to again separate the guy with host/app 
knowledge from the guy with Embotics product knowl­
edge 

[0473] generates and signs module archive 

Operational 

[0474] There are 3 operational roles: platform maintainer, 
host/application administrator and product security man­
ager. 

Platform Maintainer 

[0475] responsible for deployment of module onto card 

[0476] is more familiar with Embotics product "plumb-
ing" than with host or app management 

[0477] gets new modules from Embotics web site 

[0478] maintains module repository 

[0479] deploys and installs customized modules to card 
via MC 

[0480] trouble shooting: why didn't modules get 
installed properly 

[0481] generates audit report to determine license com­
pliance 

[0482] responsible for installation and upgrades of 
product card hardware, card software, host drivers, 
MC, MDE 

[0483] may use MC or web browser to download 
updates from Embotics web site. 

[0484] understands version conflicts and how to resolve 
them. Do modules etc still work on new card s/w? 

[0485] responsible for basic platform configuration: 
network settings etc 

Host/ Application Administrator 

[0486] responsible for day to day monitoring and man­
agement of host and/or application(s) 

[0487] This guy is key. He uses the product every day 
to do his job. Making his job easier and more efficient 
is the top priority of the product. All the other roles are 
a tax, a necessary evil, to enable this guy to do his job 
well. And he can do his job most efficiently by having 
very little to do because the product has automated all 
his routine tasks and resolution of simple problems. 
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[0488] more like level 1 admin than the heavy hitter 
domain expert 

[0489] availability and performance of host and app is 
a key goal 

[0490] handles problems not automatically resolved by 
card 

[0491] view current system status and activity 

[0492] view abstracted host and application status and 
activity 

[0493] can view operational reports 

[0494] alarm/problem management 

[0495] get notified of urgent problems that require 
manual resolution 

[0496] diagnose card resolve current problems that 
need manual resolution 

[0497] review current and past alarms, events 

[0498] grant/deny permission for card to do some­
thing 

[0499] manual invocation of management actions and 
queries 

[0500] provides feedback to module designer/devel­
oper/customizer: what polices need improvement, what 
new policies are needed 

[0501] enable/disable module/scenario/policy etc 

[0502] override configuration for specific host or mod-
ule 

[0503] uses MC and maybe interacts with card directly. 

Product Security Manager 

[0504] responsible for ensuring the secure use of 
Embotics product 

[0505] not necessarily the same as the user of the 
security module, which is more focused on the security 
of the host system. But roles may be related. 

[0506] managing users and groups/roles 

[0507] defines roles and grants privileges 

[0508] may be pre-defined roles 

[0509] privilege can granted to role 

[0510] roles assigned to users 

[0511] who can do what with which application on 
which card using which product (MC vs MDE vs 
card) 

[0512] definition of on-card security policies 

[0513] may be integrated with enterprise directory sys­
tem 

[0514] PKI infrastructure management 

[0515] review security audit logs 
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[0516] success/fail user authentication 

[0517] card actions, module changes 

[0518] card firewall/intrusion detection 

[0519] management of secure connectivity (e.g. VPN) 

[0520] uses MC, may interact with card directly 

What is Contained in a Management Module? 

[0521] The system is designed to support the lifecycle of 
a module and so it seems appropriate to describe the 
information that is contained in one. Details of the physical 
layout and contents of a module archive can be found in the 
Module Archive section. Broadly speaking, the following is 
included in a management module. 

[0522] Policies 

[0523] Defines alarms and events 

[0524] Instrumentation components 

[0525] Defines observations to be made on host and 
applications 

[0526] Extensions to host for making observations 
(e.g. DLLs) 
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[0527] User interface components 

[0528] Enables user interaction with deployed man­
agement module 

[0529] Installation scripts 

[0530] Used to set up management module when 
deployed 

[ 0531] Configuration components 

[0532] Used to interact with host to determine con­
text 

[0533] Security components 

[0534] Authorization 

[0535] Management components 

[0536] Extensions to the MC for configuration 

[0537] Extensions to the ISAC for configuration 

[0538] Documentation, help 

[0539] Strings for localization (110n) and interna­
tionalization (i18n) 

[0540] Card may only support subset oflanguages to 
conserve resources 
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[0541] The figure above captures a high level view of the 
intent of the MDE. The MDE is a plug-in for Eclipse V3, or 
later. The plug in provides several perspectives that facilitate 
the creation of management modules. The diagram above 
shows that two classes of perspective will be provided: a 
visual perspective that provides a visual programming envi­
ronment; a textual programming environment with syntax 
directed editors for policy creation. It is NOT envisaged that 
all aspects of management module creation will be sup­
ported though a visual perspective. A scenario perspective 
will be supported; a scenario being captured as the interac­
tion between a policy, one or more event generators and their 
associated observation tasks and processors. The visual and 
textual perspectives operate on management modules, which 
are contained in a project. 
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[0542] Management modules are created in the context of 
a project, which is a container provided by Eclipse. Embot­
ics will create a project nature (an Eclipse term) appropriate 
for the contents of a management module. A project is stored 
persistently as a directory structure within the file system; 
linkages to source control repositories such as CVS are also 
possible. This document will not describe how revision 
control is managed by Eclipse; we assume that it can be 
supported by appropriate configuration. Hereafter we will 
refer to the directory structure only. 

[0543] Management modules will appear as a subdirectory 
under the project directory. The advantage of this use of 
directory structure is that the project may contain documen­
tation, images and other management modules. 
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[0544] The figure above refers to perspectives that are 
expected to be required for management module develop­
ment. Embotics will provide management module specific 
perspectives. It will not provide general perspectives such as 
Java, C++, Visual Basic or HTML. Embotics will provide 
recommendations of plug-ins supporting these languages. 

Embotics Management Console (MC) 

[0545] [This is a reflection of the current architecture with 
session and entity beans with the JBOSS framework It's 
really just dealing with high-level design materials that 
Fabio sent to us and recapping the conversation that we had 
with him. There may be another conversation necessary in 
order to catch a few more details. Mark to capture "essence" 
of design. Fabio and Tony to review. We will need to 
incorporate views on security and module configuration 
when ideas from the MDE filter through.] 

Autonomic Controller Engine 

The Service Concept 

[0546] ISAC software implemented using services 

[0547] Services are: 

[0548] Units of software that provide facilities which 
are consumed by other services or external applica­
tions 

[0549] Produces/consumes pattern 

[0550] Services are: 

[0551] Composible (consumed by other services) 

[0552] Pluggable (hot swappable or replaceable) 

[0553] Manageable (explicit lifecycle) 

[0554] The Autonomic Controller Engine, or Engine, is 
based upon the service concept, which was described in a 
previous section. Why? We want to loosely couple developer 
efforts. Developers code to interfaces, not concrete imple­
mentations. Application is effectively constructed at run 
time by interaction with a lookup service. Also, by explicitly 
creating the associations dynamically, the problem of ser­
vice replacement is made somewhat more straightforward. 

Service Lifecycle and Interface 

[0555] All services implement the Service interface 

[0556] Lifecycle: 

[0557] Init 

[0558] Start 

[0559] Stop 

[0560] Suspend 

[0561] Resume 

[0562] Operational State: 

[0563] idle ( default) 

[0564] inService (behaving normally) 
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[0565] outOfService (behaving abnomally) 

[0566] inMaintenance (being maintained) 

[0567] beingSwapped (software upgrade) 

[0568] The figure above indicates the nature of a service; 
that is, it has a lifecycle and an operational state. Once in 

service, dependent services may also go in service. The 

dependency is managed by the framework; the developer 

need only specify the services on which his service depends. 

[0569] The Engine starts by accessing the services.ini file 

stored in the root directory of the application archive. An 

example services initialization file is shown below: 

What are current SAF services? 

Scheduler=com.symbiwn.services.Scheduler 

Logger=com.symbiwn.services.Logger 

PropertiesChangeMonitor=com.symbiwn.services.­

PropertiesChangeMonitor 

HostMediator=com.symbium.services.HostMediator 

EventManager=com.symbiwn.services.EventManager 

ModuleManager=com.symbium.services.ModuleManager 

ManagedObjectManager=com.symbium.services.ManagedObjectManager 

TaskManager=com.symbium.services. TaskManager 

PersistentMemory=com.symbiwn.services.PersistentMemory 

WorkingMemory=com.symbiwn.services.WorkingMemory 

Loaded from services.ini in root directory of installation 

[0570] Each of the properties refers to a service class to be 

loaded. The format of this file is name=class. All classes 

loaded through this mechanism have to implement the 
com.embotics.Service interface. The "name" part of the 

property is the service name for the class loaded. Services 
understand their dependencies on each other. The SAF 

ensures that services are only started when their dependent 

services are also started. 

[0571] Each service may have associated properties. 

These are stored in the properties directory within the 

deployment The filename expected for a specific service is 

<service-name>.ini. For example, the EventManager would 
have a properties file called EventManager.ini. The specifi­

cation of service properties is optional. Loading of service 

properties is done at service initialization time. The proper­
ties files are monitored for changes. When changed, the 

appropriate service is re-initialized with the updated prop­

erties. 

[0572] The entire framework is brought up by creating an 
instance of the com.embotics.application.Bootstrap class. 

The instance does not have to be retained as it does all of its 

work by side effects. Examples of services and their respon­

sibilities are provided later in this description. 
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[0573] The figure above shows the directory structure that 
is used for the application archive. The greyed-out entries in 
the figure refer to module archives, the format of which is 
described in the Module Archive section. 

[0574] The bin directory stores executables used by the 
framework. The scripts directory stores framework (not 
module) specific scripts (.vbs, .bat etc) that run on either host 
or card. The properties directory contains files contains 
initialization files for services loaded by the framework. The 
libs directory contains jar, class and other libraries to be used 
for the framework. The repository directory is used to store 
information for the application; e.g. views stored for users. 
The logs directory stores logs generated by the application. 
Several logs may be generated; e.g. security, application, 
and audit. 

Autonomic Controller Operation 

[0575] Services are started when their dependent services 
start successfully. The ServiceManager-a lookup service-
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and the ManagedObjectService-a service with which man­
aged objects register-are created automatically. 

[0576] The ModuleManager is the key service from a 
policy perspective. It has the responsibility of loading mod­
ules. Each module loads policies and events and resolves 
references between them. Essentially, policies receive 
events that have been created by event generators. Event 
generators are responsible for managing the lifecycle of 
sensors whose task it is to make observations on the host and 
its managed applications. Observation tasks make periodic 
observations on the host; e.g. CPU utilization, and pass this 
information through a chain of observation processors where 
the observations are aggregated. When sufficient observa­
tions have been made, an event is generated that is processed 
by one or more policies. 

[0577] The figure below summarizes the modeling built 
implicit in the encoding of a scenario of interest. 



IPR2025-01571 
Apple EX1026 Page 104

US 2007 /0033273 Al Feb. 8,2007 
56 

ConneCting it all • • • 

• Event generators listen to sensors 

• Sensors undertake ObservationTasks 

• Sensors generate Observations 

• Observations are: 
- Process¢ by observation processors 

. . 

- Aggregated by event generators to create even~ 

• Events are consumed by policies 

• Policies effect change with Effectors 



IPR2025-01571 
Apple EX1026 Page 105

US 2007 /0033273 Al 

[0578] Visually, this is shown in the figure below. Note the 
strong similarity with the figures shown in the scenario 
editor for the MDE. 

Feb. 8,2007 
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[0579] The Observation Task in the above figure represents 
a polling task. The response to this polled request is a 
proprietary message sent across the PCI bus, and processed 
by the host communications service. The ObservationTask 
return an observation in order to create an abstraction layer 
between the event generation system and the host. The goal 
would be to create different observation tasks for different 
monitoring environments; e.g. VMWare, and to facilitate the 
aggregation of observations across several devices or moni­
tored environments. The Event Generator aggregates one or 
more observations-it can connect to several observation 
tasks-before generating an event. The event is intended to 
include symbolic information that summarizes the Embotics 
view of the world; whether it be hardware or software. It is 
intended that these events be standardized across managed 
objects and that OS and application class independence. The 
policy object consumes the event; firing rules in order effect 
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change on the underlying operating system. Actually, the 
interaction isn't quite direct. Effectors are used that reverse 
the OS and application-class independence. However, there 
is nothing to prevent developers from accessing available 
services within the Engine and using the public APis pro­
vided. 

[0580] Referring once again to the above figure, periodi­
cally sensors wake up and run their associated observation 
task. A message is sent across the PCI bus and anAPI within 
the host software obtains the information requested. Infor­
mation is returned across the bus and is processed by the 
host communications service within the Engine. An Obser­
vation object is returned to the observation task, which 
passes it onto the event generator. The observation is then 
passed through the chain of event processors, an example of 
which is shown below. 
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[0581] In the above figure two chain are defined, with a 
rendezvous component aggregating the two chain for the 
purpose of event generation. The Observation is passed 
across the interface labeled (3) in the figure, where the value 
of the CPU utilization is compared to a threshold. If it 
exceeds the user-defined threshold, an observation is passed 
onto the Counter A observation processor across interface 
( 4) where a simple counter is incremented. If the counter 
exceeds a user-defined threshold, the observation is passed 
onto the finite state machine (FSM) observation processor 
across interface (5). Inside of the FSM, if observation shave 
been received from the A and B chains, an event is gener­
ated; i.e. a scenario of interest has occurred. 

[0582] The event is passed across interface (6) and is then 
processed by the policy. Policy (in R3) is implemented using 
rules. An example of the set of rules associated with the 
above scenario is shown below: 

01 package com.symbium.jeops; 
// Removed declarations for clarity 
02 public ruleBase CPUMonPolicyl { 
03 rule StartDetailedCPUMonRule { 
04 declarations 
05 com.symbiwn.base.Event e; 
06 Properties p; 
07 conditions 
08 "os2k_cpu_mon_alert".equals(e.getProperty("action")); 
09 actions 
10 String modName - p.getProperty("trigger.eventgenmodule"); 
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building blocks available on the palette. The code is then 
automatically generated when the user saves the policy. 

Deployment of ACE as OSGi Bundle/Servlet 

[0585] The Engine is currently bundled and installed as a 
single service within the SMF framework. We are not 
currently using the server-side deployment mechanisms. 
The main benefit we currently gain from the framework is 
that it has an Http Service which allows it to act as a servlet 
container. By instantiating our engine from within a servlet, 
which is registered with the servlet container by a thin 
wrapper class that subscribes to the interface required by the 
OSGi framework, we can respond to incoming requests and 
commands from management devices such as the MC. 

Java Packages 

[0586] The Java packages associated with the AC proto­
type are briefly described in the followings sections. 

11 ManagedObjectManager mom - ManagedObjectManager.getlnstance( ); 
12 Module mod - (Module) mom.lookup(modName); 
13 EventGenerator toStart -
14 mod.getEventGenerator(p. getProperty("trigger.eventgen")); 
15 toStart.start( ); 
16 //Schedule an event to stop the policy 
17 ServiceManager sm - ServiceManager.getlnstance( ); 
18 EventManagementService em - (EventManagementService) 
19 Sm.lookup("EventManager"); 
20 EventConsumer thisPolicy - (EventConsumer) 
21 mon.lookup(p.getProperty("name")); 
22 GenericEvent stopLater - new GenericEvent( ); 
23 stopLater.setProperty("action", "os2k_cpu_mon_stop"); 
24 long timeTilStop - Long.parseLong(p.getProperty("trigger.runfor")); 
25 em.createEvent("os2k_cpu_mon_stop", thisPolicy, stopLater, timeTilStop); 
26 AlarmService am - (AlarmService) sm.lookup("AlarmManager"); 
27 am.raiseAlarm(p.getProperty(''alarmsrc''), p.getProperty(''alarmcat''), 
28 p.getProperty("alarmtype"), 
29 Alarm.WARNING, 
30 p.getProperty("alarmmsg")); 

} 

[0583] The rule above looks complex because everything 
has been exposed. The important lines are line 8, where the 
event is checked to see if it is the correct one that fires the 
rule. Line 15 starts an event generator that will gather 
statistics on the host. Line 25 creates a timeout, which will 
be used to stop the collection of statistics from the host and 
cause an e-mail to be sent. Line 27 raises an alarm associated 
with this condition. 

[0584] It is intended that the MDE provide considerable 
support in the creation of these complex rules by providing 

com.embotics.application 

[0587] The application package contains classes necessary 
for running this engine as a standalone application (i.e. these 
classes can be run directly from the command-line, and will 
cause the application to be configured and initialized based 
on command-line params and properties files.) 

com.embotics.base 

[0588] The base package consists of general objects and 
interfaces used throughout the system, as well as several 
abstract base classes and classes containing system-wide 
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constants. Some of these abstract classes and interfaces are 
subclassed or implemented (respectively) in other packages 
with more specific behaviour. Many of the base types are 
relevant to many different aspects of the engine. 

com.embotics.exceptions 

[0589] The exceptions package contains specialized 
exceptions defined to indicate specific types of run-time 
errors encountered by the engine. All of the exceptions are 
subclasses ofjava.lang.Exception. (Note that run-time errors 
in the engine do not necessarily correspond to problems 
detected on the host. In general, the detection of a problem 
on the host should be handled by the engine ( e.g. an alarm 
could be raised), rather than causing it to throw an excep­
tion.) 

com.embotics.interactions 

[0590] The classes making up the interactions package are 
responsible for two-way host interaction. (The low-level 
host communication is actually dealt with inside the Host­
Mediator service in the services package, but all effectors, 
observation tasks and observation processors, event genera­
tors, etc. are part of the interactions package.) These classes 
can execute commands on the host, retrieve data from the 
host, and convert system-specific host messages into obser­
vations. These observation subclasses are used for internal 
processing in the event generator pipeline, and eventually 
may cause events to be generated. The engine generates an 
event when based on a particular observation or group of 
observations, to indicate that an occurrence of significance 
has been detected. The pipeline of observation processors in 
the event generator is largely responsible for aggregating 
these observations and determining their relevance to the 
defined policies, which ultimately consume the events. Most 
of the objects in this package have associated properties 
applied at runtime to customize their behaviour and inter­
action. 

com.embotics.jeops 

[0591] The jeops package contains classes generated from 
rules files by the JEOPS compiler. These rules are compiled 
into a knowledge-base, then wrapped with a simple Java 
class implementing our own policy interface to create rule­
based policies. The generated policies have associated prop­
erties to allow further flexibility and customization of the 
policies without necessarily requiring the creation of new 
rules. In general, a rule takes an event as an input, uses its 
properties and the event to evaluate a certain set of condi­
tions, then may take actions (often via Effector objects.) 

com.embotics.management 

[0592] The management package defines requests, notifi­
cations, and request-handlers for interaction with the MC ( or 
potentially other management/monitoring devices). In this 
context, requests are defined as incoming messages while 
notifications are outgoing messages such as event notifica-

Term 

Module 
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tions, alarms, and heartbeats. The CommunicationManage­
mentService and the ManagementMediatorService are two 
services ( defined in the services package) that provide 
mechanisms for actually communicating with the MC and 
internally processing/dispatching requests. (When the 
engine is run inside a servlet, some incoming requests must 
first come through the servlet interface, which passes them 
along to the Management Mediator for dispatching.) 

com.embotics.services 

[0593] This package contains general interfaces for ser­
vices, as well as one or more concrete implementation of 
each. A service implementation always supports an agreed­
upon interface, so that services are pluggable and easily 
substituted. Services expose high-level functionality of the 
engine to each other and to other objects in the system. 
Although certain services are required for basic operation, 
and services may define dependencies on others, the engine 
is dynamically constructed at startup from a properties file 
containing list of services to instantiate. 

com.embotics.servlet 

[0594] This package contains classes extending the 
HTTPServlet interface, whose responsibilities are to run and 
control the engine inside a servlet container. Currently the 
servlet accepts both HTTP GET and POST requests. The 
GET requests are being used for actually controlling the 
engine (such as starting, stopping) while the POST requests 
come from the management console and include requests for 
the card information and for heartbeat notifications on a 
given interval. 

com.embotics.servlet.commands 

[0595] Servlet commands are specialized classes follow­
ing the ServletCommandProcessor interface, which are each 
designed to handle a specific type of request made to the 
servlet via the HTTP GET method. It is likely that this will 
be extended in the near future to also deal with posted 
commands. 

com.embotics.testing 

[0596] This package contains primarily JUnit test-cases, 
as well as a few other testing utilities that can be used to help 
ensure the proper functionality of the software. 

com.embotics.utility 

[0597] This package contains some helper classes includ­
ing custom data structure implementations, logging utilities, 
threads and some simulation pieces. Some file or resource 
management functionality is also included in this package, 
such as helper functions for locating specific files and 
directories for properties files. 

Glossary 

[0598] Definitions: 

Description 

A module contains a set of policies and associated support information 
including security and user interaction components in order to manage 
some aspect of a server. An aspect might be hardware, operating system 
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-continued 

Description 

or application related. Examples of modules are: Win2K operating 
system and Microsoft Exchange. Modules are scoped, meaning that 
information in a child module can be obtained from a parent module. 
Modules are named; e.g. "Exchange"; have a description; e.g. "The 
Microsoft Exchange Module" and a nwneric module identifier; e.g 
1001. Embotics-produced modules have module identifiers that are 
allocated by the Module Design Authority (MDA). Numbers in the 
range 1-65536 are reserved for use by Embotics. 
Something that enables observations to be made on a server or 
application being managed. Sensors are either of a polled or notification 
type. Example: polling at a certain frequency. 
Something that allows an observation to be made on some aspect of the 
server or an application being managed. Example: observing the value 
of the CPU utilization. The output of an observation task is called a raw 
observation. 
Something that manipulates an observation in order to produce 
information of more relevance to the engine from a control and 
diagnostic perspective. An observation processor takes the raw 
observation from an observation task and applies a function to it. 
Example: a processor might compute the average of an observation over 
a window of time. Several observations can be arranged in a pipe. 
Example: two processors might be arranged such that the first ensures 
that the observation is within the bounds 0-100, the second then 
computes a moving average over a window of 10 observations. The 
output of an observation processor is called a processed observation. 
Something that aggregates processed observations in order to provide 
an event of interest to the engine. The event generator aggregates one or 
more processed observations until confidence is reached that something 
of interest to the engine has occurred. Example: if the processed CPU 
utilization exceeds 80% for 10 minutes and there are more than 2 jobs 
in the queue on average for the same time, a CPU overload event has 
occurred. Event generators may also accept the input of other event 
generators. Event generators generate engine events, also referred to as 
events in this docwnent. 
A policy captures a scenario of interest to system administrators. It also 
captures the development of that scenario as actions are performed by 
the user or by the card that attempt to bring the system back to a normal 
operating state. A policy is something that consumes engine events and 
decides upon whether actions need to be taken regarding the state of the 
server or a managed application. Policies may consume engine events 
from several sources depending upon the function of the policy. A 
policy processes an event using a set of rules, several of which may be 
true in the event context; however, only one will fire. The process of 
determining which of a number of rules should fire when all could fire 
is called conflict resolution. The set of rules is also known as a 
knowledge base. When a rule fires its associated actions are executed. 
Example: if we have two rules related to CPU utilization, one for a 
threshold of 90% and one for 90% and the current event refers to a 
situation where the CPU is running at 90%, the first rule will fire. 
Policies are named; e.g. "CPU Tripwire"; have a description; e.g. "The 
CPU Tripwire module captures CPU overloads over a user-defined 
period and generates user-viewable reports" and a nwneric policy 
identifier; e.g. 1001. Embotics-produced policies have module 
identifiers that are allocated by the Module Design Authority (MDA). 
Numbers in the range 1-65536 are reserved for use by Embotics. 
Unique identification of a policy is through dotted concatenation of 
module and policy identifiers; e.g. 1001.2004. 
A rule consists of a set of conditions connected by "and" and a set of 
actions. A condition is a Boolean expression such as "CPU utilization >80%". 
When the rule conditions are all true, and the rule is fired, the 
actions are executed. 
An action is something that executes when a rule fires. Actions can be: 
information bearing or state changing. Examples of information bearing 
actions are: alarm, event or report generation. Examples of state 
changing actions are: running a script on the server, setting the value of 
a variable within a policy or module, rebooting the server or setting the 
state of an object on the server to a known value; e.g. undoing a registry 
change. Users have control over whether state changing actions need to 
be authorized. Users can set up filters in order to limit the flow of 
information bearing messages sent to them. 
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Module Archive 

[0599] The module archive format is simply a directory 
structure with a number of known files contained within it. 
It is similar in concept to a web archive, or WAR. A module 
archive is programmatically produced. There are associa­
tions between files defined within the archive that are tested 
at module load time in order to check the sanity of the 
archive. A module archive is intended to be manipulated 
programmatically; a user should not make changes manu­
ally. This section provides significant detail on the interac­
tions between module archive files. 

Feb. 8,2007 
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Directory Structure 

root libs 
Win2k classes 

bin 
Exchange html 

scripts 
Example properties 

modules 

properties 
variables 

libs .events 

repository pol~cies 

logs doc 
variables scripts 
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[0600] A module archive is a zipped file where the name 
of the file indicates the name of the management module. In 
the above figure three module archives have been installed: 
Win2K, Exchange and Example. The Example module 
archive would possible contain libs, classes, html, proper­
ties, variables, events, policies, doc and scripts subdirecto­
ries. A complete module archive contains all files sufficient 
to deploy the management module. An incomplete module 
archive contains sufficient information to upgrade an exist­
ing deployment or complete an incomplete module archive. 
Essentially, upgrading a management module becomes the 
act of unbundling a module archive over the unbundled 
archive of the same name and running the archive initial­
ization behaviour, if any. 

[0601] Each management module contains a variables 
directory. This directory contains one or more XML files. 
The XML files contain the definition of one or more envi­
ronment variables, an example of which is shown below: 

<Environment 
name-"exampleVariable" 
type-''java.lang.Integer'' 
value-"30" 
defaultValue-"10" 
access="rw"/> 

[0602] The classes directory contains Java class and jar 
files that support functionality provided by the management 
module. This is the first directory consulted whenever the 19 
classloader looks for management module behaviour. If the 
management module extends another management module, 
its classes directory is then consulted for a requested class. 
The libs directory contains DLLs that are required on the 
host in order to support functionality provided by the 
module. DLLs are deployed to the host when the module 
archive is installed on the card. The html directory contains 
static html required by the management module. The prop­
erties directory contains properties files that are used by 
policy, event generator, observation processor and task com­
ponents of the management module. The events directory 
stores files used to describe the event generators that are 
used by the management module. The policies directory 
stores files used to describe policies that are used by the 
management module. The doc directory stores documenta­
tion for the management module. The scripts directory stores 
scripts can be run either on the card or on the host. 

[0603] Management modules are stored just below instal­
lation root directory within the Modules directory. The 
Modules directory contains directories; one for each mod­
ule. Each directory contains a module ini file that contains 
properties for the module; minimally module.name and 
module.description. This file may also contain installation 
code to be run when the module is initialized. For example, 
the module may need to communicate with the host in order 
to determine the configuration of a particular application. 

[0604] All properties files within the system conform to 
the properties file format understood by the java.util.Prop­
erties object load method. The html directory contains any 
HTML templates that may be used by the module. The 
properties directory contains all of the properties files that 
can be accessed by the event and policy files that are stored 
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within their respective directories. The variables directory 
contains properties files; the file name defines the variable, 
the properties stored within the file are the attributes of the 
variable. The events directory contains event definition files. 
These files define the sensors that need to be started, and 
how the observations that are made are aggregate to create 
events; i.e. how event generation occurs. The policies direc­
tory contains policy definitions; one per file. A policy is an 
event consumer. A policy has a name, description, the class 
of the policy to be loaded and the associated rule base that 
is to be loaded to process events. It also contains the names 
of the events that it consumes. These event names are 
resolved to actual event generators at run time. The doc 
directory contains useful module documentation. Finally, 
the scripts directory contains scripts that may be required to 
run during engine execution; e.g. WMI scripts for event 
notification, process and service management along with 
server rebooting. 

What are Policies? 

[0605] Policies are management units of expertise: 

[0606] Encapsulate IT best practices 

[0607] Policies consume events: 

[0608] Derived from observations 

[0609] Internally generated 

[0610] Policies perform activities: 

[0611] Change state of host 

[0612] Notify interested parties of events 

[0613] Generate alarms 

[0614] 

[0615] Policies are implemented using forward chain­
ing inference engine 

[0616] Can easily be changed to finite state machine, 
neural network, . . . 

[0617] Policies in the system are implemented using 
Policy objects. Policy objects use a knowledge base of rules 
that cause state changes on the host being managed and 
inform parties (typically MCs) of scenarios of interest 
through alarm and event generation. The policy.class is the 
Java class that is to be instantiated for this policy. All 
policies conform to the com.embotics.Policy interface. In 
this case, the JeopPolicy uses the JEOPS forward chaining 
inference engine. However, the prototype is not tied to the 
use of this particular technology. These properties files are 
intended to be generated by the MDE. 

What is a policy? 

policy.class-com.symbium.jeops.JeopsPolicy 
know ledgeBase. properties-p4. properties 
knowledgeBase.class-com.symbium.jeops.­
ExampleProcessManagementPolicy 
name-p4 
description-test for p4 
event.source.0=e5 
event.source.1 =e6 
event.source.2=e7 
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-continued 

What is a policy? 

Policies are properties files - text files designed 

to be generated automatically via a sophisticated 

development environment (the MDE). 

[0618] Name and description attributes are provided for 
each policy and for all objects being managed. Names are 
considered to be unique across all objects within the man­
agement space. 

[0619] The knowledgeBase.properties refers to a proper­
ties file that is to be loaded into the knowledge base. The 
knowledgeBase.class refers to the class which is to form the 
processing engine for this policy. In this case a jeops.Ab­
stractKnowledgeBase is expected. The name and description 
variables refer to the name and description of the policy 
respectively. 

[0620] The eventsource.* variables refer to the names of 
events which this policy processes. These names are 
resolved to event generator objects during the loading of a 
module. 

[0621] Other properties can be included in a policy prop­
erties file. However, they are consumed at the discretion of 
the policy class that is loaded. 

What is an event? 

event.class=com.symbiwn.jeops.ExarnpleScriptEventGenerator 
generator.class=com.symbiwn.jeops.ExarnpleProccssManagementPolicy 
generator. properties=p 7. properties 
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-continued 

What is an event? 

sensor.class=com.symbium.interactions.GenericNotificationSensor 
narne=e7 
description=test for events 
observer.class.0=com.symbiwn.interactions.ScriptObservationTask 
observer.script. 0=cscript services. vbs 
Events are properties files - text files designed 
to be generated automatically via a sophisticated 
development environment (the MDE). 

[0622] The event.class property refers to the class of the 
event generator to be instantiated. The class is expected to 
implement the EventGenerator interface. The generator­
.class property refers to the class of the object that has the 
responsibility of aggregating observations to generate the 
event. The generator.properties property refers to a file 
containing properties that are to be associated with the 
generator instance. For example, this file could contain a list 
of processes that are NOT to be allowed to run on the 
machine. The sensor.class property is the class of the object 
that is responsible for making observations on the underly­
ing managed system. Both polling and notification sensors 
are supported. The name and description properties are the 
sensor name and description respectively. The name prop­
erty is used to resolve policy event sources at run time. The 
observer.class.* properties relate to the observation task 
which are aggregated by this event generator. An observer 
class has to implement the com.embotics.interactions.Ob­
servationTask interface; i.e. it is responsible for ACTU­
ALLY making the observation. The observer.script.* prop­
erties refer to scripts that have to run in order to make the 

[0623] observation possible. Other properties may also be 
included in this file. They are consumed at the discretion of 
the instance of the event.class object that is created at run 
time. 

What is a Knowledge Base? 

package com.symbiwn.jeops; 
import com. symb ium. utility. Error Logger; 
import com.symbium.Event; 
import java.util.Properties; 
import com.symbium.services. *; 
public ruleBase HostProcessManagementPolicy { 
rule Termin~tionHostProcessRuse { Event being processed 
declarations 

Event e; 
Properties p; ------------ Policy properties 

conditions 
p.containsKey((String)e.getProperty("process")); II process name 
((String)e.getProperty("state")).equals("start"); II if the event is the start event 

actions 

} 
} 

HostMediator hm ~ (HostMediator)ServiceManager.getinstance( ).lookup("HostMediator'')­
String[] args ~ { (String)e.getProperty("process") }; ' 
hm.sendCommandt''stopprocess'' ,args ); 

ErrorLogger.getinstance( ).log(l,(String)e.getProperty(''process'')+'' ''+(String)e.getProperty(''state'')); 
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[0624] The "Event e" declaration tells the rule about the 
current event being processed. The "Properties p" declara­
tion tells the rule about the properties associated with the 
policy (shown on a previous slide). 

[0625] The text in black starting with "package com.em­
boticsjeops ... " is template information that is created 
automatically by the programming environment. The policy 
developer creates rules. A knowledge base consists of 1 or 
more rules. Disjunctions can be implemented with multiple 
rules. The Rete algorithm ensures that partial logical expres­
sions are correctly cached and not unnecessarily evaluated 
multiple times. In the R3 system, much of the syntax 
associated with rule actions will be hidden in com.embot­
ics.interactions. Effector objects in order that the user need 
not know which services are used to effect change. In the 
above example the HostMediator service is used; this will 
not be necessary in the final implemented system. 

Module Development Environment Screen Capture 

[0626] The screen captures provided on the next several 
pages detail the high level means by which information 
pertinent to a management module and a simple policy can 
be captured. The high level steps are: 

[0627] 1. create the module 

[0628] 2. create a policy 

[0629] 3. create a finite state machine representation for 
the policy 

[0630] 4. create an event to be consumed by the policy 

[0631] a. repeat 4 as necessary 

[0632] 5. add structure to the finite state machine 

[0633] a. add state 

[0634] i. repeat 5.a as necessary 

[0635] b. add transition 

[0636] i. repeat 5.b as necessary 

[0637] c. add state variable for the policy 

[0638] i. repeat 5.c as necessary 

[0639] 6. define the sensor associate with policy 

[0640] a. repeat 6.a as necessary 

[0641] 7. define alarm raised for policy 

[0642] a. associate with one state in finite state 
machine 

[0643] b. associate clearing of alarm with a finite 
state machine 

[0644] c. associate state of finite state machine where 
human involvement required 
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What is claimed is: 
1. A system for programming an autonomic element, 

comprising. 

a module development environment (MDE) module for 
creating and editing a management module, the auto­
nomic element including an intelligent secure auto­
nomic controller (ISAC) learning a behavior through 
the management module; and 

a management distribution environment for distributing 
the management module to the ISAC. 

2. A system according to claim 1, wherein the manage­
ment distribution environment is in a management console. 
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3. A system according to claim 1, wherein the MDE 
module is for distributing one or more management modules 
to a group of ISACs. 

4. A system according to claim 1, wherein the program­
ming system is embedded in a single board computer. 

5. A system for distribution of software updates for an 
autonomic manager, comprising; 

a module development environment (MDE) for creating 
one or more module archives for distribution, and 

a management console for customizing the module 
archives and sending the module archives to a group of 
intelligent secure autonomic controllers (ISACs), 

the ISAC including an autonomic controller engine 
(ACE), the ACE receiving and unbundling the module 
archives. 

6. A system for configuration of an autonomic manager 
based upon managed element configuration, comprising: 

a management console for customizing module archives 
and sending the module archives to an intelligent 
secure autonomic controller (ISAC), wherein self-con­
figuring elements are included as part of each module 
archive, 

the ISAC including an autonomic controller engine 
(ACE), wherein software elements associated with the 
module archive run automatically when the module 
archive is unbundled and loaded into a running ACE. 

7. A method of implementing the system of claim 1. 
8. A method of implementing the system of claim 5. 
9. A method of implementing the system of claim 5 where 

the state of an existing software component is to be restored 
after the new software component has been installed. 

10. A method of implementing the system of claim 6. 
11. A method of implementing the system of claim 6 

where the state of an existing management module is to be 
restored after the new management module has been 
installed. 

* * * * * 




