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(7) ABSTRACT

System and method for securing a computing device using
a master cryptographic key that is bound to the device. The
master key is used to derive sensitive data that is transferred
to storage that is only accessible in a restricted mode of
operation. The master key is used to derive one or more
application keys that are used to secure data that is specific
to an application/device pair. Non-privileged programs can
request functions that run in a more restricted mode to use
these application keys. The restricted mode program checks
the integrity of the non-privileged calling program to insure
that it has the authority and/or integrity to perform each
requested operation. One or more device authority servers
may be used to issue and manage both master and applica-
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Fig. 1
Fig. 5
A MASTER KEY

|

AN APPLICATION CONTAINER THAT HOLDS A SEALED
OR UNSEALED FORM OF THE DATA THAT THE
APPLICATION WANTS TO ACCESS

Y

A CRYPTOGRAPHIC GATEKEEPING MODULE THAT
PERFORMS A CRYPTOGRAPHIC DIGEST OF A PORTION OF
THE BYTES THAT MAKE UP THE CALLING APPLICATION TO

COMPUTE A CRYPTOGRAPHIC TRANSFORMATION

Y

A CRYPTOGRAPHIC PROCESSING MODULE THAT
INCLUDES INTEGRITY-CHECKING THAT EXAMINES THE
APPLICATION CONTAINER AND CRYPTOGRAPHIC
TRANSFORMATION, AND THE MASTER KEY TO
DETERMINE IF THE APPLICATION IS ALLOWED TO
UNSEAL THE DATA IN THE GIVEN APPLICATION
CONTAINER, OR WHEN SEALING THE DATA MODIFIES IT
TO ADD THE INTEGRITY CHECK INFORMATION
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Fig. ©

A MASTER KEY

/

AN APPLICATION CONTAINER THAT HOLDS A SEALED
OR UNSEALED FORM OF THE DATA THAT THE
APPLICATION WANTS TO ACCESS

/

A CRYPTOGRAPHIC GATEKEEPING MODULE THAT
PERFORMS A CRYPTOGRAPHIC DIGEST OF A PORTION OF
THE BYTES THAT MAKE UP THE CALLING APPLICATION TO

COMPUTE A CRYPTOGRAPHIC TRANSFORMATION

Y

A CRYPTOGRAPHIC PROCESSING MODULE THAT INCLUDES
INTEGRITY-CHECKING THAT EXAMINES THE APPLICATION
CONTAINER AND CRYPTOGRAPHIC TRANSFORMATION, AND
THE MASTER KEY TO DETERMINE IF THE APPLICATION IS
ALLOWED TO UNSEAL THE DATA IN THE GIVEN APPLICATION
CONTAINER, OR WHEN SEALING THE DATA MODIFIES IT TO
ADD THE INTEGRITY CHECK INFORMATION
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Fig. 7

AN ENROLLMENT PROCESS INCLUDING

A FIRST CRYPTOGRAPHIC OPERATION
PERFORMED DURING A SYSTEM MANAGEMENT
INTERRUPTION (SMI) ON THE DEVICE PRODUCING A
RESULT THAT IS SENT TO THE DEVICE AUTHORITY

A SECOND CRYPTOGRAPHIC OPERATION PERFORMED
DURING AN SMI INTERRUPT ON THE DEVICE
PROCESSING A VALUE GENERATED BY THE DEVICE
AUTHORITY THAT IS RECEIVED BY THE DEVICE

|

A REGISTRATION PROCESS INCLUDING

A FIRST CRYPTOGRAPHIC OPERATION PERFORMED
DURING AN SMI INTERRUPTION ON THE DEVICE
PRODUCING A RESULT THAT IS SENT TO THE

- AUTHENTICATION SERVER

A SECOND CRYPTOGRAPHIC OPERATION PERFORMED
BY THE AUTHENTICATION SERVER PRODUCING A
CRYPTOGRAPHIC VARIABLE THAT IS STORED FOR USE
DURING THE AUTHENTICATION METHOD

AN OPTIONAL THIRD CRYPTOGRAPHIC OPERATION
PERFORMED DURING AN SMI INTERRUPT ON THE DEVICE
PROCESSING A VALUE GENERATED BY THE AUTHENTICATION
SERVER THAT IS RECEIVED BY THE DEVICE

\

AN AUTHENTICATION PROCESS INCLUDING

A FIRST CRYPTOGRAPHIC OPERATION PERFORMED
DURING AN SMI INTERRUPTION ON THE DEVICE
PRODUCING AUTHENTICATION DATA THAT IS SENT
TO THE AUTHENTICATION SERVER

A SECOND CRYPTOGRAPHIC OPERATION PERFORMED BY THE
AUTHENTICATION SERVER ON THE AUTHENTICATION DATA
RECEIVED FROM THE DEVICE USING AT LEAST THE
CRYPTOGRAPHIC VARIABLE STORED DURING THE
REGISTRATION METHOD TO DETERMINE THE RESULT OF THE
AUTHENTICATION
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Fig.‘8

AN APPLICATION THAT

PERFORMS AN ENROLLMENT METHOD INVOLVING COMMUNICATION
WITH A DEVICE AUTHORITY. AND AN AUTHENTICATION SERVER TO
CREATE AN APPLICATION CONTAINER DATA STRUCTURE ON THE
DEVICE, WHEREIN THE APPLICATION CONTAINER DATA STRUCTURE IS
CRYPTOGRAPHICALLY ASSOCIATED WITH THE APPLICATION

STORES CREDENTIAL INFORMATION

THE AUTHENTICATION SERVER STORES A CRYPTOGRAPHIC VARIABLE
FOR THE APPLICATION CONTAINER DATA STRUCTURE

l

AN APPLICATION RUNNING ON THE IDENTIFIED DEVICE THAT PERFORMS
AN AUTHENTICATION METHOD INCLUDING

UNSEALING THE APPLICATION CONTAINER DATA STRUCTURE THAT
STORES THE CREDENTIALS

MODIFYING THE CREDENTIALS
RESEALING THE APPLICATION CONTAINER DATA STRUCTURE

SENDING IDENTIFYING INFORMATION AND AT LEAST A PORTION OF THE
RESEALED APPCONTAINER TO THE AUTHENTICATION SERVER

WHEREIN AT LEAST PART OF THE RESEALING OPERATION TAKES PLACE
DURING AN SMI ON THE SAME CPU THAT EXECUTES THE CODE OF THE
APPLICATION

\
WHICH AUTHENTICATION SERVER

| RECEIVES THE IDENTIFYING INFORMATION AND AT LEAST A PORTION OF
THE APPLICATION CONTAINER DATA STRUCTURE

USES THE IDENTIFYING INFORMATION TO LOOKUP OR COMPUTE A
CRYPTOGRAPHIC VARIABLE TO UNSEAL THE APPLICATION CONTAINER
DATA STRUCTURE,

IF THE UNSEALED APPLICATION CONTAINER HAS ACCEPTABLE VALUES
THEN THE SPECIFIC APPLICATION ON A SPECIFIC DEVICE IS CONSIDERED
TO BE AUTHENTICATED,; AND

STORES A KEY ASSOCIATED WITH THE APPLICATION CONTAINER DATA
STRUCTURE.
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Fig. 9

AN APPLICATION FOR EACH KIND OF VIRTUAL TOKEN

i

AN APPLICATION CONTAINER FOR EACH
VIRTUAL TOKEN OF A SPECIFIC KIND

i

A CRYPTOGRAPHIC GATEKEEPING COMPONENT THAT
COMPUTES AN CRYPTOGRAPHIC TRANSFORMATION OF A
CALLING APPLICATION THAT IS REQUESTING
CRYPTOGRAPHIC SERVICES OF A CRYPTOGRAPHIC
PROCESSING COMPONENT

WHEREIN THE CRYPTOGRAPHIC GATEKEEPING COMPONENT
KNOWS ONE OR MORE LONG-LIVED SYMMETRIC KEYS, AND
WHEREIN THE CRYPTOGRAPHIC PROCESSING COMPONENT IS
ACCESSED VIA THE CRYPTOGATE COMPONENT, THE
CRYPTOGRAPHIC PROCESSING COMPONENT KNOWS ONE OR
MORE LONG-LIVED SYMMETRIC KEYS AND ONE OR MORE
LONG-LIVED PUBLIC KEYS

Y

WHEREIN THE CRYPTOGRAPHIC PROCESSING COMPONENT
COMPONENT CHECKS THE INTEGRITY OF THE CALLING
APPLICATION BY CHECKING A DIGITAL SIGNATURE OF A PORTION
OF THE APPLICATION'S CODE OR STATIC DATA, USING A PUBLIC
KEY THAT HAS BEEN LOADED INTO THE CRYPTOENGINE AND A
CRYPTOGRAPHIC TRANSFORMATION VALUE

WHEREIN THE CRYPTOGRAPHIC TRANSFORMATION VALUE
INCLUDES A RECENTLY COMPUTED CRYPTOGRAPHIC HASH OF A
PORTION OF THE CALLING APPLICATION'S IN-MEMORY IMAGE

WHEREIN THE CRYPTOGRAPHIC GATEKEEPING AND
CRYPTOGRAPHIC PROCESSING COMPONENT

DERIVE A KEY FOR UNSEALING THE APPLICATION CONTAINER
DATA STRUCTURE FROM THE MASTER KEY AND CRYPTOGRAPHIC
TRANSFORMATION

USE THE DERIVED KEY TO CHECK THE MESSAGE
AUTHENTICATION CODE ON THE APPLICATION CONTAINER DATA
STRUCTURE, AND RETURNS AN ERROR IF THE MESSAGE
AUTHENTICATION CODE IS CORRECT

USE THE DERIVED KEY TO DECRYPT THE DATA IN THE
APPLICATION CONTAINER DATA STRUCTURE AND RETURN IT TO
THE APPLICATION.
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SYSTEM AND METHOD FOR SECURITY OF
COMPUTING DEVICES

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] The present application is a continuation-in-part
application of U.S. patent application Ser. No. 09/829,074,
entitled “System and Method for Security of Computing
Devices,” filed Apr. 9, 2001.

BACKGROUND

[0002] The present invention relates generally to computer
systems and software methods, and more particularly, to
systems and methods that provide for computer device
security, integrity, and authentication.

[0003] Personal computing devices are becoming an
increasingly important part of our world, and as these
devices are interconnected with the Internet, it becomes
increasingly important to securely authenticate the entities
involved in transactions using these devices.

[0004] The concept of a secure kernel that performs privi-
leged operations within a protected sub-domain of an oper-
ating system is a very old concept in computer security.
However, during the evolution of modern commercial oper-
ating systems, as is reflected in various versions of Microsoft
Windows, UNIX, and in embedded operating systems of
small devices, the traditional security boundaries and
responsibilities of the operating system have become
blurred, displaced, and/or riddled with security holes. In
some cases, the operating system has grown so large as to
render it almost impossible to be able to guarantee the
assurance of or even analyze the system in any comprehen-
sive manner. While such an assurance process might be
possible in principle, it appears to be impractical to achieve
within the expected lifetime of these systems.

[0005] Some systems have incorporated physically or
architecturally separate peripherals and devices, each con-
taining distinct CPUs, to contain security-critical data and
perform security-critical functions within a larger system.
One example is a smart card based authentication device.
The smart card device provides a separate operating envi-
ronment that has sole access to one or more embedded
cryptographic keys. It can be attached to a traditional
computer to perform digital signatures with the embedded
key, to authenticate users and transactions initiated by the
computer. It is also small and simple enough to have its
security properties analyzed in a relatively comprehensive
process. However, smart cards and other add-on devices
have a signifiant limitation: They introduce added cost and
complexity to the environment, often requiring card readers
to be installed by users and systems administrators, and
requiring smart cards to be distributed to users of these
machines.

[0006] Another example of a hardware-based solution is
the use of a secondary crypto-processor in the system that
has local private storage for keys. This functions in a manner
similar to an always-inserted smart card.

[0007] Inthe field of user authentication, a wide variety of
mechanisms have been used, based on stored and/or memo-
rized keys, passwords (including PIN codes and pass-
phrases, Passfaces, etc) and biometrics. Different categories

Feb. 26, 2004

of factors, such as something you have, something you
know, and something you are, each have different strengths
and weaknesses. A respectable practice is to combine such
techniques using so-called multi-factor user authentication,
where multiple techniques in different classes are used
together to strenthen the act of authenticating a user.

[0008] Another limitation of many of these hardware-add-
on systems, beyond the added cost and complexity, is that
the add-on device, which may contain a CPU, does not have
its own user input and output devices. A smartcard may rely
on other components to perform user input and output
functions. Specialized hardware to provide trustworthy user
I/O systems may add further cost and complexity to these
devices, and are often extremely limited in functionality and
convenience. A cryptographic add-on device with an embed-
ded CPU that relies completely on the attached computer to
tell it what to sign and process with the embedded keys is
vulnerable to any security threats on the attached computer,
which removes some of the containment value of the device.
Due to the isolation of these separate devices, it is generally
difficult or impossible for the device to ensure that the
transaction being presented to it by the host machine is
genuine. Thus, in some respects, these systems are still
ultimately dependent on the integrity of the host operating
system and applications.

OBJECTIVES OF PRESENT INVENTION

[0009] Tt is an objective of the present invention to provide
a strong cryptographic key containment and management
system for the purposes of enabling device authentication
and other security applications.

[0010] It is another objective of the present invention to
provide high assurance with a minimum of added hardware
to the computer.

[0011] Tt is another objective of the present invention to
provide a system that permits for computer device authen-
tication that requires exactly no more hardware than is found
in a commodity-class commercial personal computer.

[0012] Tt is another objective of the present invention to
provide a small security kernel that operates in a separate
domain from both the application and the operating system,
to facilitate the process of analyzing and establishing trust in
the implementation of the security kernel.

[0013] It is another objective of the present invention to
permit the security kernel to access the memory of the
operating system (OS) and application programs (Applica-
tions), in part, in order to establish the authenticity and
integrity of these programs, and in particular those programs
that request security kernel functions.

SUMMARY OF THE INVENTION

[0014] To accomplish the above and other objectives, the
present invention comprises systems and methods that pro-
vide for computer device authentication and authentication
of application and operating system software.

[0015] The present invention provides a small security
kernel, that facilitates the process of analyzing and estab-
lishing trust in the implementation of the kernel, while at the
same time removing the limitations of the aforementioned
add-on hardware solutions. Ideally, the security kernel oper-
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ates in a separate domain from both the application pro-
grams (applications) and the operating system (OS) running
on the host machine, and yet with access to the memory of
the OS and applications. The present invention provides
such a security architecture by creating a small inner secu-
rity kernel within the boundaries of a traditional existing
operating system, and that can verify the integrity of and
perform secure operations on behalf of the OS and applica-
tions.

[0016] Another important aspect of this invention is that it
enables the security kernel to be tied into an infrastructure
that can establish trust via between two devices (e.g., client
device and DSS), in some embodiments via a shared sym-
metric key.

[0017] Key aspects of the present invention comprise

[0018] (1) Open-at-reset lockable (OAR-locked)
non-volatile memory (NVM) that contains a secret
master key, called the Device Master Key or DMK,
which is unique to the device. The DMK is moved
into SMRAM, a specially controlled region of
memory that is only accessible in a System Man-
agement Mode (SMM) at startup, and whereafter
OAR-locked non-volatile memory is disabled,

[0019] (2) containers to bind the DMK to specific
applications, and that solves privacy/user controlla-
bility problems, and

[0020] (3) spot checking of the integrity of a calling
application “on-the-fly”.

[0021] The invention also provides Application Keys that
are bound to the device and to Applications, and, optionally,
to Customer-Secrets provided by the Applications. A given
application can have several different keys corresponding to
different values of the Customer-Secret.

[0022] These keys that are bound to the device are used to
perform device authentication for the purposes of supple-
menting user authentication, for protecting content to be
distributed only to the specific device, and for implementing
or enhancing a virtual smart card. These applications may
use locally stored and/or remotely retrieved credentials, in
the form of public/private keys or shared credentials, such as
keys and passwords. The key container is used to enhance
protection for system-critical keys, such as in a replacement
for the default Crypto API container.

[0023] The Device Master Key is used indirectly to
authentication both the device and the application running
on that device. An important aspect of this invention is that
the device does not necessarily have a single identity, but
instead has different keys for different applications. This has
many privacy related benefits.

[0024] (1) One exemplary system for using and protecting
access to a device master cryptographic key comprises

[0025] (a) non-volatile storage,

[0026] (b) a system initialization process that reads
the master key from the non-volatile storage during
a system initialization process, writes a sensitive
value derived from the master key to a hidden
storage location, and disables access to the non-
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volatile storage by any program running in the
system until the next start of system initialization
process,

[0027] (c¢) means to prevent access to the hidden
storage location by programs running in the normal
operating mode of the system, and

[0028] (d) means to allow access to the hidden stor-
age location by a program running in a restricted
operating mode of the system.

[0029] (2) Another exemplary system for hiding a master
cryptographic key in storage comprises power-on software
that reads a master key from non-volatile storage, closes
access to the non-volatile storage such that access does not
become available again until the next system reset, and
writes sensitive data derived from the master key to a hidden
address space, and wherein only a program that runs in a
restricted operational mode of the system has access to the
sensitive data in the hidden address space.

[0030] (3) An exemplary method is provided for control-
ling read and write access to application data by restricting
the availability of a cryptographic key to an application
comprised of specific software code. The method comprises
(2) a master key, (b) an application container data structure
(AppContainer) that holds a sealed or unsealed form of the
data that the application wants to access, (¢) a cryptographic
gatekeeper module (CryptoGate) that performs a crypto-
graphic digest of a portion of the code bytes that make up the
calling application, called the Application Code Digest
(AppCodeDigest), and (d) a cryptographic module (Cryp-
toEngine) that includes an integrity checking function that
examines the AppContainer and AppCodeDigest, and the
master key to (i) determine if the application is allowed to
unseal the data in the given AppContainer, or (ii), when
sealing the data, modifies it to add the integrity check
information to the AppContainer. A benefit of this approach
is that it enables creating systems where the application must
contact a central server to get its first AppContainer.

[0031] (4) The present invention also provides for a
method of controlling access to data to an application by
restricting the availability of a cryptographic key to a
specific application on a specific device. The method com-
prises (a) a master key known to a CryptoEngine, (b) an
AppContainer application that contains a cryptographically
sealed form of the data that the application wants to access,
(c) a CryptoGate function that intercepts all access between
application-level programs and the CryptoEngine, includes
(d) a means to examine a portion of the bytes of an
executable in-memory image of an application program that
is attempting to access cryptographic services or data and
compute a cryptographic digest of the portion of the bytes to
compute the AppCodeDigest of the application, and (¢) an
integrity check method performed by the CryptoEngine that
(i) examines the AppContainer and AppCodeDigest and the
master key to determine if the application is allowed to
unseal the data in the given AppContainer, or (ii) when
sealing the data, modifies it to add the integrity check
information.

[0032] (5) The present invention also provides for a
method for authenticating an identified application on an
identified device to another computing component, such as
an authentication server or an application registration server,
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with the help of another computing component called a
Device Authority. The method comprises an enrollment
method, a registration method and an authentication method.
These servers may perform the functions of authentication
of the device and/or enforcement and management of soft-
ware licenses for software applications on the device.

[0033] The Device Master Key may be known to, and in
fact generated in cooperation with, another server that can
compute application keys and share them with other entities
to establish trust and authentication of devices and device-
bound applications.

[0034] (6) The enrollment method includes the steps of (a)
a first sequence of cryptographic operations performed dur-
ing a privileged processing mode, on the device producing
a result that is sent to the Device Authority, and (b) a second
cryptographic operation performed during the privileged
processing mode on the device processing a value generated
by the Device Authority that is received by the device. An
example of a privileged processing mode is the System
Management Mode (SMM) of operation of an Intel x86-
compatible processor, which is invoked when processing a
System Management Interrupt (SMI), using an SMI inter-
rupt service function.

[0035] The invention may be embodied in several ways,
using combinations of symmetric and asymmetric cryptog-
raphy, such as (1) where the device has an asymmetric
(public) key for the Device Authority, or (2) where the
device has a symmetric key for the Device Authority, or (3)
where the device has its own pair of asymmetric keys, and
perhaps certificate, or combinations of the above.

[0036] (7) The registration method includes the steps of
(a) a first cryptographic operation performed during the
privileged processing mode on the device producing a result
that is sent to the authentication server, (b) a second cryp-
tographic operation performed by the authentication server
producing a cryptographic variable that is stored for use
during the authentication method, and (¢) an optional third
cryptographic operation performed during the privileged
processing mode on the device processing a value generated
by the authentication server that is received by the device.

[0037] (8) The device authentication method that includes
the steps of (a) a first cryptographic operation performed
during a privileged processing mode on the device produc-
ing authentication data that is sent to the authentication
server, and (b) a second cryptographic operation performed
by the authentication server on the authentication data
received from the device using at least the cryptographic
variable stored during the registration method to determine
the result of the authentication.

[0038] These cryptographic operations can use event or
counter based authentication, record authentication, and
challenge/response authentication.

[0039] (9) The present invention also provides for a
method for authenticating an identified application on an
identified device, or for providing a second factor for
identifying a user of the identified device to another com-
puting machine comprising an authentication server. The
method comprises an enrollment application that (a) per-
forms an enrollment method involving communication with
a Device Authority and an authentication server to create an
AppContainer on the device, wherein the AppContainer is a
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data structure that is cryptographically associated with the
application, and (b) stores credential information, wherein
the authentication server stores an application key for the
AppContainer. AppKeys and CustAppKeys are two types of
application keys that are described below. An application
runs on the identified device that performs an authentication
method including the steps of (a) unsealing the AppCon-
tainer that stores the credentials, (b) modifying the creden-
tials, (c) resealing the AppContainer, (d) sending identifying
information and at least a portion of the resealed AppCon-
tainer to the authentication server, and wherein at least part
of the resealing operation takes place during an SMI on the
same CPU that executes the code of the application. The
authentication server (a) receives the identifying informa-
tion and at least a portion of the AppContainer, (b) uses the
identifying information to lookup or compute an application
key to unseal the container, (c) if the unsealed AppContainer
has acceptable values then the specific application on a
specific device is considered to be authenticated, and (d)
stores an application key that is associated with the App-
Container.

[0040] The invention does not necessarily or typically
require communication with a Device Authority for each
authentication.

[0041] (10) The present invention provides for a method
for creating and utilizing one or more virtual tokens on a
device for purposes such as authentication, privacy, integ-
rity, authorization, auditing, or digital rights management.
The method comprises an application that processes specific
types of virtual tokens, an AppContainer for each type of
virtual token, a CryptoGate component that computes an
AppCodeDigest of a calling application that is requesting
cryptographic services of a CryptoEngine component.

[0042] The CryptoEngine is accessed via the CryptoGate
component, knows one or more long-lived symmetric keys
and one or more long-lived public keys, and performs
cryptographic sealing and unsealing of AppContainers,
where a portion of the cryptographic operations are per-
formed during a privileged processing mode, such as the
context of an SMI interrupt.

[0043] The CryptoGate component itself may or may not
know one or more long-lived symmetric keys. The Crypto-
Gate component checks the integrity of the calling applica-
tion by checking a digital signature (typically a digitally
signed cryptographic digest or hash) of a portion of the
application’s code or static data, using a public key that has
been loaded into the CryptoEngine and an AppCodeDigest
reference value. The AppCodeDigest value includes a
recently computed cryptographic hash of a portion of the
calling application’s in-memory image.

[0044] The CryptoGate and CryptoEngine (a) derive a key
for unsealing the application container from the master key
and AppCodeDigest and other optional information, (b) use
the derived key to check the message authentication code on
the AppContainer, and (¢) if the message authentication code
is correct, use the derived key to decrypt the AppContainer
data and return it to the application.

[0045] The CryptoGate in this invention knows the value
of MKKeys to unseal MKContainers. Only the Cryp-
toEngine knows the value of AppKeys to unseal AppCon-
tainers. The derived key for the message authentication code
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can be different from the derived key to decrypt the App-
Container data, and is in fact different in the preferred
embodiment.

[0046] (11) The present invention also provides for a
method of securely associating a private key with an appli-
cation and with a device that comprises creating an App-
Container that contains private keys secured by a key
associated with the device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0047] The various features and advantages of the present
invention may be more readily un-derstood with reference to
the following detailed description taken in conjunction with
the accompanying drawings, wherein like reference numer-
als designate like structural elements, and in which:

[0048] FIG. 1 is a simplified block diagram illustrating
components of an exemplary computer device authentica-
tion system in accordance with the principles of the present
invention;

[0049] FIG. 2 illustrates a client component hierarchy;
[0050] FIG. 3 illustrates OS Driver (OSD) component
interaction;

[0051] FIG. 4 is a block diagram illustrating multi-factor
client authentication (MFCA) registration;

[0052] FIG. 5 is a flow diagram that illustrates a first
exemplary method to unseal data for an application in
accordance with the principles of the present invention;

[0053] FIG. 6 is a flow diagram that illustrates a second
exemplary method to seal data for an application in accor-
dance with the principles of the present invention;

[0054] FIG. 7 is a flow diagram that illustrates a third
exemplary method in accordance with the principles of the
present invention;

[0055] FIG. 8 is a flow diagram that illustrates a fourth
exemplary method in accordance with the principles of the
present invention; and

[0056] FIG. 9 is a flow diagram that illustrates a fifth
exemplary method in accordance with the principles of the
present invention.

DETAILED DESCRIPTION
[0057] 1. Definitions

[0058] In order to better understand the present invention,
a number of definitions that are used in the present descrip-
tion are presented below.

[0059] A device is a computing device such as a desktop,
laptop, handheld or wireless machine that includes a firm-
ware layer that controls the bootstrap operations of the
machine at time of start-up, such as when power is first
turned on. The firmware software environment may execute
before the operating system and applications are run, and
may be accessible intermittently while the operating system
and applications are running. Examples of such firmware
include the boot ROM and BIOS firmware of a standard
personal computer, or an equivalent hardware abstraction
layer (HAL).
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[0060] A Device Authority comprises software resident on
one or more server computing machines that help to enable
the security features of a device. A Device Authority oper-
ates in a secure environment with procedures that allow
other organizations to trust its behavior.

[0061] A Device Master Key (DMK) is a secret crypto-
graphic variable known only to the device and, in some
embodiments, to one or more Device Authority machines. It
can be used directly as a cryptographic key for encryption or
integrity checking or as an input to a function that derives
other cryptographic variables or keys.

[0062] An Application Code Digest (AppCodeDigest) is a
one-way cryptographic transformation of a portion of the
bytes of an executable in-memory image of a program
and/or its static data. The transformation may be performed
by functions such as SHA1, MD5, RIPEMD160, SHA-256,
SHA-512, or CBC-MAC.

[0063] An Application Key (AppKey) is a cryptographic
variable that can be used directly as a cryptographic key for
encryption or integrity checking or as an input to a function
that computes other cryptographic variables or keys. Its
value is specific to a device and application pair, and is
derived from an Application Key Part and an optional
Customer Secret (CustSecret). The Application Key Part
(AppKeyPart) is a value provided by the application and is
derived from a hash of the DMK and the AppCodeDigest.

[0064] A Customer Secret (CustSecret) is a cryptographic
variable chosen by some component of an application sys-
tem which may or may not be running on the device. It is
associated with an authentication server in a specific enter-
prise, and may be associated with many devices authorized
for that application in that enterprise domain.

[0065] A Customer Application Key (CustAppKey) is a
cryptographic variable derived from a CustSecret, an App-
CodeDigest and a DMK, and can be used directly as a
cryptographic key for encryption or integrity checking or as
an input to a function that computes other cryptographic
variables or keys.

[0066] An Application Container (AppContainer) is a data
structure that can be cryptographically sealed or unsealed
using a CustAppKey or an AppKey, where the sealing
operation provides privacy and integrity checking and
optionally authenticity for the identity of the application that
seal sealed the container.

[0067] The cryptographic engine (CryptoEngine) per-
forms cryptographic operations in a restricted mode that is
only accessible during normal operation by transferring
control from a normal mode of the processor to a restricted
mode of the processor via CryptoGate. The restricted mode
operations may also include operations where sensitive data
is available to the processor during secure bootstrap and
Power-On Self-Test operations. The CryptoEngine is
capable of storing and recalling high integrity public keys,
and of storing at least one long-lived symmetric key (the
DMK), and of deriving symmetric keys from the long-lived
symmetric key(s), and of performing symmetric cryptogra-
phy (both integrity and privacy primitives) and public key
cryptography, and of pseudo random number generation,
and optionally of private key cryptography, and optionally of
other cryptographic support functions such a key generation
and importing and exporting keys. Some embodiments of
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the CryptoEngine may use specialized cryptographic hard-
ware, such as smartcards, or a TCPA TPM.

[0068] Referring to an exemplary embodiment shown in
FIG. 1, a cryptographic gatekeeper module (CryptoGate) 17
intercepts all access between application-level programs and
the CryptoEngine 18, and is capable of examining a portion
of the bytes of an executable in-memory image of a program
and/or its static data for the program that is attempting to
access cryptographic services or data. CryptoGate can make
access control decisions and provide additional parameters
(like the AppCodeDigest) to the CryptoEngine.

[0069] An Authorization Buffer (AuthBuffer) is a data
structure that allows a specific application to perform a set
of operations provided by the CryptoGate and/or Cryp-
toEngine, where the data structure includes the AppCodeDi-
gest and a description of the portion of the application’s code
and static data that make up the portion included in the code
digest, and it includes a digital signature that can be verified
by the CryptoEngine. An AuthBuffer may also include
information about allowed sets of operations, and allowed
parameters for those operations. For example, an AuthBuffer
can allow an Application to unseal AppContainers created
by any one of a list of AppCodeDigest values.

[0070] A Message Authentication Code (MAC) is a value
that is used to check the integrity of a message or data
structure that is computed on a portion of the bytes of the
message in a manner that requires a cryptographic variable
that is not widely known. Well known algorithms for this
include CBC-MAC, DMAC, and HMAC (based on well
known hash functions such as MD5 and SHA1).

[0071] A System Management Interrupt (SMI) is an inter-
rupt feature included with the System Management Mode
that is supported by many CPUs. An SMI allows BIOS-level
software to gain exclusive access to the CPU and to
SMRAM, a persistent memory address space that is not
easily available outside of SMM.

[0072] 2. Design Architecture

[0073] A high level design of the present invention will
first be described. In general, the architecture of the pre-
ferred embodiment of the computer device authentication
system comprises one or more device authorities, a Client
Cryptographic Engine (CryptoEngine), in one embodiment
using firmware, locked nonvolatile memory and privileged
processing mode (such as SMM), an operating system driver
(0OSD), a cryptographic gatekeeper module (CryptoGate)
that performs a cryptographic digest of a portion of the code
bytes that make up the calling application, enabled client
applications (Apps), an authentication server (PASS server),
and enabled server applications.

[0074] An online enrollment process is provided between
a client device and an enrollment server. Transaction level
application program interfaces (APIs) provide client server
applications with extended device authentication functions.
The system supports security functions for both on-line
client/server applications and off-line standalone functions.
Eenrollment can happen via hardcopy mail or electronic
mail or even during manufacturing (e.g., for music players).

[0075] The authentication server is a component of any
cryptographically-enabled server application. Its primary
purpose is to perform cryptographic functions related to
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secure device-enabled applications. To perform these func-
tions, the authentication server seals and unseals containers
that are exchanged with a cryptographically-enabled client
device, using the assistance of one or more Device Authority
servers as needed. The authentication server maintains a
table of Key ID (KID) values.

[0076] The Device Authority server primarily deals with
registration of device identifiers and keys. In some embodi-
ments the Device Master Key (DMK) is a shared secret
between the device and one or more device authorities. In
this case, the Device Authority must perform all crypto-
graphic operations that need access to the Device Master
Key on behalf of authentication servers and other applica-
tion servers. The DMK may also be used to protect access
to one or more stored private keys for use in a public key
encryption or digital signature system. In this case, a Device
Authority may not be needed to assist authentication and
application servers, when they can use the devices public
keys and any related certificates for such functions. Alter-
nately, the DMK may itself be a private key.

[0077] Device Identifiers are not necessarily defined by
the system. Device identification is a function that may be
left to specific applications, with many possible embodi-
ments. A primary embodiment is to identify the device using
a cryptographic one-way digest of the DMK.

[0078] The present invention provides support for App-
Containers. The Device Authority delivers an AppKeyPart
to the authentication server. The server implements an
algorithm that allows creation of AppContainers. This algo-
rithm requires access to the DMK and the AppCodeDigest
(ACD) and thus may be invoked only on machines where the
DMK is stored, such as the owning device or an appropriate
Device Authority server. The Device Authority defines how
to associate an application with the client PC and how, to
register it using the operating system driver. This is done
online using any appropriate communication method from
any server as long as the first AppContainer is created by a
Device Authority server.

[0079] The Device Authority must deliver an Encrypted
Owners Code Digest along with the AppKeyPart. This can
be done by delivering an AppContainer along with the
AppKeyPart.

[0080] Utilities create AppCodeDigests for applications.
These utilities may run under the same operating system as
the applications are expected to run.

[0081] Furthermore, there are several embodiments of the
Client Cryptographic Engine (CryptoEngine) employed in
the present invention, which take advantage of various
hardware features that are available, or may soon be avail-
able, on all general-purpose personal computers. Embodi-
ments may also take advantage of specialized security
components such as smart cards and TCPA TPM hardware,
whether or not they are included in standard general-purpose
systems.

[0082] A Master Key Container data structure (MKCon-
tainer) is used to send encrypted messages between different
machines, The contents of the MKContainer is symmetri-
cally encrypted with a session key.

[0083] A Public Key Container (PubKContainer) is used
to send encrypted messages between a client and a server
with the message data encrypted using the server’s public
key.
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[0084] A Signed Containers (SignedContainers) is
encrypted with a party’s private key.

[0085] MKContainers in combination with PubKContain-
ers provide many of the benefits of SSL/TLS secured
connections or S/MIME or PGP secure E-Mail. A variety of
methods may be used to derive the symmetric session key
that seals and unseals MKContainers.

[0086] Notice that “master key” in this context is very
different from the DMK for the Device.

[0087] An Authorization Buffer (AuthBuf) is a special
type of SignedContainer that is used to verify that an
application has the authority to access the CryptoEngine.

[0088] 3. Preferred Embodiment

[0089] FIG. 1 is a simplified block diagram illustrating
components of an exemplary computer device identification
system in accordance with the principles of the present
invention. A preferred embodiment of the present invention
comprises a non-volatile memory (NVM) 11 that is pro-
tected by an open-at-reset latch-protection mechanism
(OAR-lock) 14, a BIOS ROM system initialization module
12, and a System Management Mode (SMM) 16, accessed
from the normal mode of operation of the system via a
System Management Interrupt (SMI).

[0090] The protected non-volatile memory 11 is used to
store the secret device master key. The BIOS system ini-
tialization module 12 is responsible for securely transferring
the secret DMK from non-volatile memory 11 into SMRAM
13, a protected memory region that is only addressable from
SMM 16. After the DMK is transferred into SMRAM 13, the
system initialization module 12 closes the OAR-lock latch
14 to render the non-volatile memory 11 inaccessible to
programs 15 running in the system until the next system
reset. The DMK is only available in hidden SMRAM 16
during normal operation of the system.

[0091] The OAR-lock protection mechanism 14 prevents
the non-volatile memory 11 from being read by any program
14 other than the ROM system initialization module 12 that
runs at time of startup. After reading the non-volatile
memory 11, the system initialization module 12 closes the
latch 14 to render the non-volatile memory 11 totally inac-
cessible until the next system reset, at which time the system
initialization module 12 regains control.

[0092] 4. A Second Embodiment

[0093] An alternative to using OAR-locked non-volatile
memory 11 when its not available is to store a share of the
DMK in the BIOS ROM boot block, typically a 16K byte
region of ROM that is mapped to be non-addressable by the
system after power-on/self-test operations at system startup
in the BIOS system initialization module 12. There are also
other locations that are rendered not generally accessible to
applications after system startup with varying levels of
assurance.

[0094] SMM is a special restricted mode of operation in
Intel x86-compatible processors which has additional
unique features which illustrate the advantages of a pro-
tected execution mode. An ordinary software debugger can
not single step through SMM code, nor can the System
Management memory (SMRAM) be conveniently viewed
except when in SMM. This mode is used to hide the DMK
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on a client PC during normal operation of the machine, and
use the DMK for a variety of security purposes that need to
be bound to the authentic identity of the machine.

[0095] Note that an attacker with physical access to the
device, using hardware tools such as a logic analyzer, may
be able to discern the contents of SMRAM. However, a high
level of protection against internal software-based attack is
a primary goal of the invention, and a worthwhile goal,
whether or not measures are also taken to defend against
physical attack.

[0096] Note that it may also be possible, depending on the
implementation, to exploit flaws in hardware design and
read the contents of SMRAM using specialized non-SMM
software. Yet, the invention still has value in such imple-
mentations when it significantly increases the attacker’s
work factor.

[0097] None of the afore-mentioned special features
(BIOS ROM code, OAR-locked non-volatile memory 11,
and System Management Mode 16) are absolutely required
for the operation of the system, but together they provide the
system with a higher level of assurance of secure operation.

[0098] 5. A Third Embodiment

[0099] In an alternative software-only CryptoEngine
embodiment, the same functionality is provided, with a
lower level of assurance of temper prevention. The restricted
mode of operation in this case is the standard “ring zero”
operating system protection, where the CryptoEngine func-
tions are implemented inside of a system device driver
called the operating system driver. Because the operating
system driver is not running in SMM, it is not as secure as
the BIOS-enhanced product. Therefore special additional
modifications and obfuscation techniques are also included
in the software-only form of the embodiment to protect the
DMK from being found and copied. In addition, because the
DMK is stored on the file system and not on the mother-
board, additional device detection is added into the operat-
ing system driver to bind the DMK to the personal computer.

[0100] Furthermore, in embodiments where the software-
only system does not run in a restricted mode, the code
includes special features intended to make it more difficult
to reverse-engineer and “hack”.

[0101] In various software-only forms of the Cryp-
toEngine, a variety of techniques are used to provide the
strongest possible protection for the DMK and core crypto-
graphic operations.

[0102] The present invention binds a device to a secret
master key, called the Device Master Key (DMK). There is
an association between the DMK and the machine so that a
DMK cannot be transferred by unauthorized means from
one machine to another. In a software-only embodiment of
the system that does not run in a restricted mode, this
association between device and DMK is based on a thresh-
hold secret splitting scheme that uses multiple machine
identifying metrics. This scheme allows for the user to
incrementally upgrade their machine by making a series of
hardware changes that create relatively small changes in the
set of metrics, so that the system doesn’t lose the ability to
use the DMK. When the DMK is bound tightly to a specific
disk drive in the system, reformatting the hard drive or
exchanging it with another system will disable the use of the
DMK.
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[0103] The present invention provides for limited DMK
and session key exposure. The design limits the exposure of
the DMK and the session keys when using them for any
operation.

[0104] The present invention provides for hack resistance.
Due to the fact that a software-only CryptoEngine may not
have the ability to (1) hide the DMK in a privileged location
(such as SMRAM) or (2) disable viewing of code operation
in the restricted mode (e.g. SMM) as the firmware (e.g.
BIOS) can, the software-only CryptoEngine code employs
additional methods to deter hacking. In addition, the soft-
ware CryptoEngine employs techniques for storing the
DMK that prevent a universal program from determining the
DMK.

[0105] 6. Overview of Device Authority

[0106] Device Authority components perform the follow-
ing functions: The Device Authority enrolls a device, stores
a copy of its DMK, and registers applications for devices by
providing an AppKey specific to an application and device
pair. The Device Authority and accompanying modules are
explained briefly here and in more detail later on. One
device authority can provide services to other device
authorities, such as creating AppContainers and AppKey-
Parts.

[0107] The client application is a cryptographically-en-
abled application, typically running on a Microsoft Win-
dows-based personal computer (PC). The client application
allows a user to test whether the device has been enrolled,
enroll the device and display a Key ID (if needed), register
an application on the device, verify the integrity of portions
of application, manipulate AppContainers—including Cre-
ate, Edit, Delete, post AppContainers to the authentication
server, get AppContainers from the authentication server,
and un-enroll the device.

[0108] The authentication server is a component of the
server portion of a client/server cryptographically-enabled
application. It is responsible for authenticating things that
come from the client. The authentication server is a software
component that receives a request for registration from a
client device, requests an AppKey from the application
registration module and store it, creates an AppContainer
and send to Client device, provides a user interface (UI) to
manipulate AppContainers (Create, Edit, Seal and Unseal)
through a Ul, and receives AppContainers from the Client
device.

[0109] The authentication server can also create com-
mands inside of AppContainers for the applications running
on the Device, and those applications can be sure that the
commands are authentic. Two applications running on the
same device can send each other private, authenticated,
tamper-detecting messages using AppContainers. For
example, a program that accepts secure keyboard input (e.g.,
passwords) can send the input to a specific application
without other applications being able to read the input.

[0110] The Device Authority is made up of several com-
ponents and has at least the following functionality. An
enrollment module receives requests to enroll a device. It
passes up the client half of the DMK and generates the other
half returning it to the client device. An application regis-
tration module receive requests for AppKeys, builds the
AppKey and returns it to the caller.
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[0111] The enrollment module computes the DMK and
stores it in a (secure) database indexed by a Key ID.

[0112] The Key ID may be generated in a variety of ways,
including the preferred embodiment of making it the cryp-
tographic digest of the DMK. Note that the Device Authori-
ty’s half of the DMK is chosen to ensure that the Key ID is
unique. Other methods include having the Device Authority
select the Key ID and sending the chosen value to the
Device. The selection of the Key ID may use any of a variety
of techniques, such as using sequential numbering, using an
encrypted sequential counter, using pseudo random num-
bers, or using truly random numbers.

[0113] 7. User Experience

[0114] This section discusses operations that the user can
expect to perform when testing a system comprising the
Device Authority. The basic concept is that the user will
enroll a client device (exercising the enrollment module of
the Device Authority), register an application and then
create, edit, seal and unseal AppContainers on that device
(exercising the application registration module of the Device
Authority). The user can also send the AppContainers to the
authentication server where they can be manipulated using
the AppKey generated by the application registration mod-
ule. The authentication server functionality is enabled by the
Device Authority.

[0115] A typical setup is:

[0116] Client PC <--> Application registration and
AppContainer transfer <--> PASS server

[0117] Client PC <--> Enrollment <--> Device
authority server.

[0118] Presented below are the actions taken by the user to
exercise the system.

[0119] Device enrollment on client is as follows. In order
to enroll the device the user performs the following actions
using the Client application. Typically, device enrollment
happens rarely, such as once each time the device gets a new
owner.

[0120] The user may test for enrollment. This is to ensure
that the device has not previously been enrolled using the
Test for enrollment option. If the device has been enrolled
and the user wished to re-enroll then the Un-enroll option in
the application is selected.

[0121] The user may select a device enrollement option.
This option contacts a Device Authority which acts as an
enrollment server and generates a DMK for the device. The
DMK will be returned to the client PC and stored. Where it
is stored depends on which version of the cryptographic
system is being used. A dialogue then appears indicating that
the device has been enrolled.

[0122] The user may be able to verify using the Device
Authority’s records that a new DMK has been created. The
user can check using the enrollment user interface at the
Device Authority to show that a new DMK has been created.
In some alternatives, the Device will be enrolled by a
separate user, such as a system administrator or system
integrator

[0123] Application registration on the client is as follows.
In order to proceed with the following actions the user must
have an enrolled client device.
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[0124] The user first initiates registration. The user selects
the register option to initiate registration. The user at this
point is prompted for an application/device identifier
(ADID) for the combination of the application and device.

[0125] The registration request is sent via the authentica-
tion server to the application registration module. The appli-
cation registration module generates an AppKey which it
then returns to the authentication server. The registration
module also returns an AppContainer with the correct
Encrypted Owner’s Code Digest.

[0126] The user may check the application registration
module logs. The user checks using the application regis-
tration module user interface that an AppKey has been
generated for the application.

[0127] The user may check the authentication server logs
for registration. The user checks that the authentication
server now has an AppKey for the instance of the application
being run on the device.

[0128] The user may verify on a Client device that it now
has an AppContainer. Through the AppContainer menu on
the Client device the user sees a visible confirmation that he
has an AppContainer.

[0129] AppContainer Operations

[0130] AppContainer operations on client are as follows.
The following is a discussion of what a user can do on the
client device with AppContainers. After registration the user
will have one AppContainer on a device created by the
authentication server.

[0131] Options provided on the Client allow the user to
send an AppContainer to and request an AppContainer from
the authentication server as described below. These options
provide a method for demonstrating a typical transaction
between client and authentication server. The best way to
explain is with an example.

[0132] A user wants to add money to his virtual cash
drawer on his client PC. The current balance is stored in an
AppContainer. The user selects an Add Cash option in the
Cash Drawer application and the AppContainer along are
sent to an AddCash script running on the authentication
server (run by a Cash Drawer provider). The AppContainer
is opened, the data changed and then returned to the user, all
of this probably in the same transaction.

[0133] In one embodiment of the system, the Device
Authority customer has ability to see what is going on both
on the client and the authentication server and manipulate
AppContainers on his own, adding his own data and check-
ing out logs etc at his own pace. So instead of one atomic
transaction where an AppContainer is sent to the server,
predefined data changed, and then returned to the client,
functions are provided that let this work be initiated by the
user from the client device. The user can select an option on
the client to send an AppContainer to the server. The user
can then go to the server, check that it is there, change some
data in it and reseal it. The user can then go back to the client
PC and GET the AppContainer back.

[0134] In the preferred embodiment of the present inven-
tion, the client pulls data rather than having the server push
the containers back.
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[0135] There is an AppContainer menu on the client
application that allows the user to List AppContainers, Edit
an AppContainer, Send an AppContainer to the authentica-
tion server, Get an AppContainer from the authentication
server, Create an AppContainer, and Delete an AppCon-
tainer.

[0136] List AppContainers. All AppContainers are stored
in a default directory on the Client device by the application.
Selecting the List AppContainers option allows all contain-
ers to be displayed (possible with some data identifying the
application that created them). The user can highlight an
AppContainer in the list and then select one of the two
following options:

[0137] Edit AppContainer. The application warns the user
that the AppContainer is currently sealed and gives him the
option to try and unseal it. If the unseal is successful then the
contents of the AppContainer are displayed in a text box and
are editable. If the user changes any of the AppContainer and
then closes the AppContainer, he is given the option to Seal
the AppContainer.

[0138] Send AppContainer to the authentication server.
The user sends an AppContainer to the authentication server.
This allows the user to go to the authentication server and
attempt to manipulate the AppContainer.

[0139] Get AppContainer from the authentication server.
The user can request a specific file from the authentication
server. A subsequent Unseal operation authenticates that the
AppContainer arrived unchanged and was created by the
authentication server.

[0140] Create AppContainer. The user should be able to
create his own AppContainers. When the user selects this
option capabilities similar to the Edit AppContainer option
as described above are available.

[0141] Delete AppContainer. This is not a cryptographic
function but is available to help tidy the system up.

[0142] 8. AppContainer Operations on the Authentication
Server

[0143] The authentication server presents two user inter-
faces (AppKeys log and AppContainers) that allow the user
to perform various tasks.

[0144] The AppKeys log is used to indicated to the user
that something is actually happening when an AppKey is
requested. It won’t allow the user to modify the information.
It may be a log viewer showing that an AppKey request was
received from a client device with an identifier and that the
AppKey was stored. It may indicate information such as
date/time, IP address of requesting Client device: KID,
resulting AppKey, etc.

[0145] The AppContainers user interface provides similar
options to those of the Client device application. The user
can List AppContainers, Create or Delete an AppContainer,
Seal or Unseal an AppContainer, and Approve or Disap-
prove Application Registration.

[0146] List AppContainers lists all AppContainers stored
on the authentication server along with the identifier of the
Application that they belong to. Selecting an AppContainer
brings up another page that provides the ability to edit the
contents of the AppContainer.
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[0147] Using Create AppContainer, the user creates App-
Containers for the Client device (which the device could
then request). The Delete AppContainer function is not a
cryptographic function but is available to help tidy the
system up.

[0148] The enrollment and the application registration
modules have a user interface/log viewer that provides
information on requested master keys, AppKeys, etc.

[0149] 9. Cryptographic Design of the Device Authority
Server

[0150] The Device, the Authentication Server, and the
Device Authority server all have cryptographic service mod-
ules. This section focuses primarily on the needs of the
Device Authority server.

[0151] The Device Authority server has its functionality
split up to ease the protection of various components. The
main idea is that unprotected keys never go onto any
network. Its components include: keys, cryptographic librar-
ies, and an enrollment code. The keys (DMKs, server
PrivateKeys) are preferably stored in a host security module
using some kind of secure hardware device. This device
could be literally just an encryption/decryption hardware
device, or it could be a specialized server with limited
networking to limit potential attacks on it. The secure device
combines cryptographic functions and a key database, per-
haps optimized for secure access from the crypto functions.
The cryptographic libraries provides the authentication serv-
ers with the necessary routines to perform the raw operations
(encrypt, decrypt, etc.) on the various containers. The enroll-
ment function generates DMKs, secrets that are among the
most sensitive data in the system. The Enrollment code
protects the DMKs and delivers them securely to the enroll-
ing client device.

[0152] The logical layout of the cryptographic server is as
follows.

[0153] Behind a firewall and load balancer are:

[0154] HTTP Server—Servers running Enrollment-
.protocolHandler (+container classes)

[0155] Behind another logical firewall to prevent unau-
thorized traffic to be received by the key server are:

[0156] Key Server with Key DB running Enrollment-
.getDMK  (+container classes) and RSA-Bsafe
Crypto Lib

[0157] The cryptographic server securely stores three pri-
vate keys, for code signing, communication, and a root key.
The root key is used to sign new lower level keys. These
keys may be stored in an encrypted file that the cryptography
module loads on startup.

[0158] The DMKs that are generated with the enrollment
of each client are stored in a database. A Device Authority
generates the DMK. This code receives a clientSeed and
enrollmentMKKey in a PubKContainer (abbreviated as:
public(mke(clientSeed))) from a servlet/protocol handling
portion of the enrollment. The clientSeed is combined via a
cryptographic function such as SHA1 with a serverSeed to
create the DMK. The DMK is sent back to the Device inside
an MKContainer cryptographically sealed by the enroll-
mentMKKey.
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[0159] The basic required functionality of the Device
Authority is to handle enrollment requests. An enrollment
protocol handler function (abbreviated as: enrollment.pro-
tocolHandler) gets containers from the network and passes
them to the cryptographic server so that the enrollment
DMK generation function (enrollment.genDMK) can do its
job without exposing any key information to any other party.

[0160] 10. Component Details

[0161] This section describes one of many possible
embodiments.

[0162] Enrollment. From the Device Authority viewpoint,
the process flow for enrollment is as follows.

[0163] (1) An enrollment servlet is invoked by a client.

[0164] (2) The enrollment servlet instantiates Enrollment
Class on the secure server through RMI. InputStream is
passed as an argument to an Enrollment Object on the secure
server.

[0165] (3) The Enrollment Object on the secure server
then proceeds to:

[0166] Construct a PubKContainer Class with the
received InputStream as a constructor argument;

[0167] Get an Instance of MKContainer from the
PubKContainer;

[0168] Extract the DMK Client seed from the MK
Container;

[0169] Generate a random DMK server seed (i.e. the
server part of DMK);

[0170] Concatenate SMClientSeed with DMKServ-
erSeed to generate the master key. The concatenation
is DMKClientSeed||DMKServerSeed in that order;

[0171] Set the appropriate opcode and data (DMK-
ServerSide) in the MK Container Object;

[0172] Generate a Key ID by performing a SHA1 on
the master key formed in the previous step. This step
may also ensure that the Key ID is unique;

[0173] Convert the master key and Key ID into
Biglntegers and store them in the database. Seal the
obtained MKContainer object;

[0174] Get the raw data in the form of array of bytes
to be sent from the secure server to a Web server (i.e.,
to the calling enrollment servlet); and

[0175] The enrollment servlet converts the raw bytes
into InputStream and sends it to the client as an Http
response.

[0176] The above flow is for a simple embodiment. In a
preferred embodiment, an acknowledgement servlet waits
for a client response (that it has successfully received the
DMKServer seed) and then updates the database table for
permanent DMK.

[0177] 11. Module Component Details

[0178] The Client application is an application typically
running on a Microsoft Windows-based PC. In order for this
application to use cryptographic functions it interfaces to a
Kernel Mode device driver called by the operating system
driver.
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[0179] The application provides the following functions:
Initialize, Test for Enrollment, Enroll the device, Register an
application on the device, List AppContainers, Edit App-
Container, Save AppContainer, Post AppContainer to the
authentication server, Get AppContainers from the authen-
tication server, Create a new AppContainer, and Un-enroll
the device.

[0180] As for initialization, when the application is
invoked it automatically des the following: loads the oper-
ating system driver, and calls OsdRegisterApplication to
have the application set up as a registered application.

[0181] In testing for enrollment, call OsdGetCapabilities
checks a Capabilities parameter returned to see if the device
has already been enrolled, and displays a dialogue indicating
whether the device is enrolled or not.

[0182] To enroll the device call OsdEnrollGenerateRe-
quest to get a sealed PubKContainer, and send an HTTP
request to Device Authority Enrollment URL, pass the
PubKContainer in the body of the request, check the
response code to make sure the operation was successful. If
successful pass the content returned as the MKContainer
parameter in a call to OsdEnrollProcessResponse, and dis-
play a dialogue indicating whether the enrollment was
successful or not.

[0183] To register an application on the device call
OsdGetCapabilities and check the Capabilities parameter
returned to see if the device has already been enrolled. If not
then enroll the device as defined above. Prompt the user for
a string identifying the Application/device combination
(ADID). Create a PubKContainer which will be used for
Registration. Send an HTTP request to the Device Authority
RegisterApp URL and pass the PubKContainer and the
ADID in the body of the request. Check the response code
to make sure the operation was successful. If successful the
resulting data should be an AppContainer. Store the App-
Container in a default directory.

[0184] The user can display a list of AppContainers stored
in the default directory with the ability to highlight an
AppContainer.

[0185] The Client application provides the ability (through
menu options, buttons, etc.) to: edit the highlighted App-
Container, delete the highlighted AppContainer, send the
highlighted AppContainer to the authentication server, and
create a new AppContainer

[0186] To edit an AppContainer, first Unseal the AppCon-
tainer, by calling an OsdAppContainerUnseal function,
passing the contents of the AppContainer file pContainer-
Buffer parameter, and if the OsdAppContainerUnseal is
unsuccessful then display an error dialogue. Parse the App-
Container structure to get to the Data field. Display the
contents of the AppContainer in an edit box allowing the
user to change the data. Provide the ability to save or discard
the changes to the AppContainer.

[0187] To save an AppContainer, seal the AppContainer,
reconstruct the AppContainer structure, call the OsdApp-
ContainerSeal function, passing the contents of the unsealed
AppContainer structure in the pContainerBuffer parameter,
and if the OsdAppContainerSeal is unsuccessful then dis-
play an error dialogue. Save the sealed AppContainer struc-
ture to file.
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[0188] To post an AppContainer to the authentication
server, send an HTTP request to the URL for the HeresAn-
AppContainerForYa function passing the contents of the
highlighted AppContainer file in the body of the request, and
check the status of the HTTP Request and display a dialogue
with success or fail

[0189] To get an AppContainers from the authentication
server a dialogue box is provided to allow the user to select
the file on the server that is to be download. an HTTP request
is sent to the URL for the OiGiveMe AnAppContainer func-
tion passing the contents of the requested AppContainer file
in the body of the request. The status of the HTTP Request
is checked and display a dialogue with success or fail. If a
file is going to be overwritten then prompt the user to
overwrite the original.

[0190] To create a new AppContainer, open an existing
AppContainer file, unseal the AppContainer and zero the
datablock, and allow the user to edit the data and then follow
the Save AppContainer function (saving the file as a new
filename specified by the user).

[0191] To un-enroll the device call OsdRegisterApplica-
tion to have the application set up as a registered application.
call OsdGetCapabilities to check the Capabilities Word
returned to see if the device has already been enrolled. If the
device has already been enrolled call OsdInvalidateDMK.

[0192] The functionality provided by the authentication
(PASS) server is as follows. The authentication server can
register a device/Application combination. The client device
sends a request to the URL of the OiRegisterMe function
with a PubKContainer and ADID in the body of the request.
The authentication server sends and forwards the request to
the ARM server. The ARM server generates and returns an
AppKey which should be stored by the authentication server
against the ADID. The authentication server then creates an
AppContainer using the newly generated AppKey and send
it back to the client device. This will complete registration.
All of the above is done in a single transaction between
Client, authentication server and application registration
module.

[0193] The authentication server provides a user interface
to manipulate AppContainers (Create, Edit, Seal and Unseal)
through a user interface. The authentication server provides
a user interface which allows the user to manipulate App-
Containers. This may be done using HTML and Java Serv-
lets with code written in Java to allow AppContainers to be
sealed, unsealed, etc. Pages are required to List and Edit
AppContainers as defined in the section on the application
running on the client.

[0194] The authentication server can receive AppContain-
ers from the Client device. The Client device has a function
that allows it to send AppContainers to the authentication
server. An entry point exists on the authentication server to
allow this to happen. This can be done using a servlet that
reads from the input stream and stores the data in a file along
with a filename, or even simpler by enabling the PUT
method of HTTP on the authentication server.

[0195] 12. Containers and Keys

[0196] A container is structure that is used to hold infor-
mation. This information can be signed and/or encrypted. To
increase security various types of containers are available.
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Some of those containers are only used for signed data.
Some containers hold encrypted data. Even within the
encrypted containers they are several subtypes that depend
on the encryption algorithms used. There are four kinds of
containers.

[0197] A SignedContainer holds data that is digitally
signed by a private key (from the signing Key-pair) and can
be verified with the matching public key (on the clients the
public key is stored in ROM/flash). These are used to send
authenticated data from the Device Authority server to the
client machines and to authorize software modules to use the
Device Authority client services.

[0198] An AppContainer is a protected container that can
only be read or written by a specific application program
running on a specific machine. These containers identify the
program that sealed them and it is possible to allow another
program to unseal a container, so they can also be used as a
secure form of inter-process communication. High-level
security functionality like detecting virus modifications,
software licensing and secure wallets can be built on top of
AppContainers. Generally the AppContainer is bound to a
given machine by using a derivative of the DMK for
encryption.

[0199] A PubKContainer is a digital envelope that is
sealed by the client (OSD) with an RSA public key (from the
Communication Key-pair and can only be read by a recipi-
ent (generally the Device Authority server) with the match-
ing private key. These are used during enrollment and for
setting up an encrypted channel between the client and an
authenticated Device Authority server. The data inside this
container is encrypted with a 128-bit ¢ cipher key (also
called a Master Key within this product) that is randomly
generated by the operating system driver. The RC6 key
(Master Key) and the client’s Key ID (KID) is encrypted
with the recipient’s public key (server’s Communication
PubKey).

[0200] An MKContainer is used as part of a digital enve-
lope based on a master key (created by the client and sent in
a PubKContainer) that is known to the writer and reader of
this container. These can be used to secure communications
between the client and the Device Authority server after the
master key is sent to the server via a PubKContainer. These
can also be used to protect data locally on the client machine.

[0201] These container structures have a set of predefined
operations that can be performed on them. These operations
are seal and unseal.

[0202] Sealing can be signing without encrypting (Oust
like a diploma has the seal of a university but everybody can
read the content of the diploma). Sealing can also be
encrypting Oust like the envelope containing the winner of
an award is sealed so that no one can look at the contents
without unsealing).

[0203] Unsealing is reversing the seal operation. This can
be veritying that the seal is original Oust like the seal on the
diploma, there are certain features that are almost irrepro-
ducible that can be verified). Unsealing can also be exposing
the hidden content (in the case of the award, getting to the
hidden content is fairly easy).

[0204] Each container structure is described below. The
container structure is shown in its unsealed version followed
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by a description of the sealing operation. Then the sealed
structure is shown followed by description of the unseal
operation. If an operation fails for any reason, it zeroes the
container.

[0205] The following list itemizes the functions provided
by the present invention. A small set of container types
support: (a) communication security, (b) system integrity,
and (c) application specific protected containers. The func-
tions provided by the present invention allow one to create
a DMK between the client and Device Authority server to
allow the creation of data containers or commands that are
only meaningful on a specific device, control access to data
based on the identity of the program rather than the user,
authenticate that information came from an authorized
Device Authority server, authenticate that information came
from a specific device, support protected execution environ-
ments for application programs that need to keep tamper
proof secrets, and support data storage areas that can only be
overwritten by specific programs.

[0206] 13. Overview of the Design of the Present Inven-
tion

[0207] Protected containers are implemented by low-level
BIOS code and OS-layer driver (OSD) code (e.g., a VXD
under Win98). Some of the BIOS code runs during POST to
set up information in the System Management memory
(SMRAM) that is used by routines invoked via System
Management Interrupts (SMI). The SMI routines perform
RSA operations using public keys from the flash ROM,
which are therefore very hard to tamper with. The SMI
routines also hide and manage the DMK which is a secret
RC6 key known to the device and to the Device Authority
server. The cryptographic primitives derive multiple(keys
from this single 128-bit master key with each key being used
for a single purpose. The SMI routines authenticate their
caller and will only perform services for an authorized
operating system driver module.

[0208] All clients know the public key of the server, so
they can verify that the server signed a message, since the
server is the only one who knows the matching private key.
The DMKs are unique to each device and known only to that
device and the server. If a message is properly protected by
the DMK, then the message must have come from either the
server or the client that has that unique DMK. The clients
identify themselves using a 20-byte Key Identifier, that is the
SHA1 digest of the DMK. The SHA1 function is one-way in
the sense that knowing the Key ID will not help the attacker
find the DMK, other than trying each possible master key to
see if it produces the observed Key ID. There are too many
DMK values (2 to the 128th power) for this approach to be
practical.

[0209] The AppContainers are secured with the help of the
DMK. Each container is encrypted with a key that is a
function of the DMK and the digest of the code of the
program that owns the container. The design ensures that the
SMI level code will only unseal a container for the program
that created the container. The Device Authority server must
be involved with creating the first container for a particular
program on a specific machine.

[0210] The mid-level operating system driver code sup-
ports the container abstractions and performs operations that
are not possible for the SMI routines. For example, the SMI
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routines cannot take page faults, so the operating system
driver routines must copy parameters into locked memory
before calling the SMI routines. The operating system driver
routines can also run for a longer period of time than the SMI
routines.

[0211] The protocols used to support security features in
this release rely heavily on the four kinds of containers
described in this document. For example, the enrollment
protocol that creates the master key is based on exchanging
these containers with the Device Authority server.

[0212] 14. Use of Keys

[0213] The keys that exist and how they are used to
establish trust and security will now be discussed.

[0214] The system uses cryptographic keys to provide
privacy, integrity and authentication of programs and data
both on the client system itself, and between the clients and
Device Authority server.

[0215] Public/Private Keys Pairs are employed in the
present invention. Public/private key-pairs are used to
securely transact data that does not need to be associated
with a particular client system. These are used mainly to
ensure that data transferred from any client to the Device
Authority server and vice-versa is authentic and will facili-
tate that data is private (encrypted). These keys are included
in ROM at manufacture time.

[0216] The Device Authority server holds the private keys
of three RSA key-pairs that are used for different purposes
and are stored in different places in the server environment.
Client systems hold the public keys of these key-pairs and
are stored in ROM. For standard (strong) cryptography
1024-bit versions of each of these key-pairs are used. The
three key-pairs are:

[0217] Root Key-Pair. The private key is stored in a
machine controlled by a Device Authority that is not
attached to the Internet. The matching public key is stored in
the ROM of the client machines. The private root key is used
to sign new public keys which are then sent to the client
machines to replace stale public keys. The method of
replacing the old keys in ROM is outside the scope of this
document. These root keys will be used infrequently. The
public key is used in the client system with signed contain-
ers.

[0218] Server Communication Key-Pair. This is also
called an enveloping key-pair and is used for dynamic data
signing. The private key is stored on the Device Authority
server and used to establish secure communication with a
client. The private key can be used to unseal keys (and any
other data) sent by the clients, or to sign dynamically created
messages that will be verified by the clients. It is used with
PubKContainers. All the clients have a copy of the matching
public key stored in their BIOS ROM.

[0219] Signing Key-Pair. The private key is stored on a
Device Authority signing machine that is not directly acces-
sible from the Internet. The private key is used to sign
downloaded files (programs and configuration data) that are
then placed on the Device Authority server and eventually
sent to the client machines. All the client machines have the
matching public key, so they can verify signatures created by
the private key. The signing key-pair is used to strongly
authenticate static information such as new releases of
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software components. Since the private key is not accessible
from the Internet, it is easier to protect.

[0220] The public key is used in the client system with
signed containers. It is possible to use only one key-pair for
all of the above operations. However, using several key-
pairs for different purposes is an inexpensive and easy way
to decrease the chance of an attack from successfully break-
ing the entire system.

[0221] Secret keys. The following keys are symmetric
keys, in that the same key is used to both encrypt and
decrypt.

[0222] A Master Key (MK) is used as a base for creating
Symmetric Keys used in encrypting/decrypting. These keys
are generally used during a single communication between
the client and the server. They are equivalent to session keys.

[0223] A DMK is used to securely transact data that needs
to be associated with a particular client system. The DMK is
unique and is used to authenticate the client system. The
DMK is important as it uniquely identifies the client system.
It is a used as a base for creating other Symmetric Keys used
in encryption/decryption algorithms. The DMK is created
and sent to the client by the Device Authority server during
the enrollment process.

[0224] The device master key is only accessible by the
Device Authority Server and the cryptographic ROM com-
ponent on the client system. The ROM component runs in
SMM, which is a special mode for x86 processors that
cannot be traced into by ordinary software debuggers.

[0225] The DMK is used on the client system to seal and
unseal AppContainers. The DMK is bound to one machine
and must not be transferable (except if transferred first to the
Device Authority server and then to another client). The
DMK should never be exposed in regular system memory.
It should therefore never be passed up to the operating
system driver level where it could be captured by a hacker
and transferred to another machine. The operation to seal
and unseal the AppContainer must be executed strictly in
SMRAM. All other operations to seal and unseal may be
preformed by the operating system driver layer.

[0226] A Key Identifier (KID) is a one-way SHA-1 digest
of the DMK. The Key ID is used to identify the client in a
message sent from the client to the server. The header of a
message from the client will include the Key ID, which the
server will use to index into the DMK database tables to find
the symmetric key to the client’s master key, which in turn
is be used to derive the key needed to decrypt the rest of the
message. When the enrollment process has not yet assigned
the DMK, the DMK is replaced with a temporary random
value until it the true DMK replaces it.

[0227] A certain number of derived Keys are generated
based on the DMK and other Master Keys. The primitives
for deriving Keys show how these derived keys are gener-
ated based on the Key usage values described below.

[0228] Key Usage Values. This section enumerates the key
usage values that are part of this design. These values are
used with the NewKey( ) function and the Enc( )Dec(
Yfunctions. These functions are used during sealing and
unsealing of the various containers. Usages are different for
the client and the servers (which complicates playback and
self-playback attacks).

IPR2025-01572

Apple EX1014 Page 20



US 2004/0039924 Al

Usage name Comment

UsageAppCodeDigest This is used to create the encryption key for
the AppCodeDigest field of an
AppContainer
UsageAppEncServer This is used to create the encryption key for
an AppContainer created by the server
UsageAppEncClient This is used to create the encryption key for
an AppContainer created by the client
UsageAppMacServer This is used to create the HMAC key for an
AppContainer created by the server
UsageAppMacClient This is used to create the HMAC key for an
AppContainer created by the client
UsageMKEncServer This is used to create the encryption key for
an MKContainer created by the server
UsageMKEncClient This is used to create the encryption key for
an MKContainer created by the client
UsageMKMacServer This is used to create the HMAC key for an
MKContainer created by the server
UsageMKMacClient This is used to create the HMAC key for an

MKContainer created by the client

[0229] The keys used in AppContainers are split into three
parts. One important feature of AppContainers is that the
AppKey( ) used to create them is a function of both the
DMK (i.e., a unique identifier of the client device) and the
application Code digest (i.c., a unique identifier of the
software that “owns” container. AppContainers are bound to
a specific program on a specific device. The last part of the
key is not known to the Device Authority (unlike the DMK)
neither to the general public (unlike the Application Code
Digest). This last part is called the CustomerSecret. Any
value for that key can be used to seal the AppContainers. But
it is advised to use strong 128 bit random value (just as
strong as the DMK).

[0230] The CustomerSecret part allows a company to
discard compromised application Containers without having
to get a new build for the application that would produce a
different Application Code Digest. Also, this CustomerSe-
cret allows a given instance of an application (e.g. secure
logon application) on a device to securely share data with
more that one server. Each server would setup a unique
CustomerSecret with that same application on the same
device. Thus, the sealed AppContainers could only be
decrypted if the correct CustomerSecret is provided.

[0231] The CustomerSecret is intended to be shared
between the specific client application and one of many
servers that the client application connects to.

[0232] 1t is possible for the Device Authority server to
delegate the authority to create AppContainers to a specific
vendor of software by giving that vendor a list of AppKey
values for the devices that are enrolled with the Device
Authority. The AppKey is a cryptographic one-way function
of the DMK and Application Code Digest, so the vendor can
be given these keys without enabling the vendor to create
containers for other applications or without making it easy
for the vendor to figure out the master key for a given device.

[0233] 15. Container Opcodes and Formats

[0234] All containers have a common 4-byte header that
includes an opcode byte (command or message type), a
format byte, and a length word (16-bit) of the following
content. The format byte indicates which of the four types of
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containers is present so the low-level routines know what
kind of cryptographic operations needs to be performed. The
format byte would change if the cryptographic algorithms
changed in a future release. The opcode byte expresses the
kind of higher-level data that is inside the container. The
low-level routines use some of the opcode values (e.g., for
containers used during the enrollment protocol), but most
are available for use by the high-level code or future
releases. The length field identifies the number of bytes
(after the header) that belong to the container. The header is
not encrypted, but it is protected by a cryptographic check-
sum that is part of every container.

[0235] This section enumerates the defined container
opcode and the format of the containers that have that
opcode. In the current release each opcode implies a specific
container format, though this may change in the future. The
purpose of having both an opcode field and a format field is
to simplify the layering of the code and allow for future
changes in the suite of cryptographic algorithms, or for
changes in the content of the data required for a particular
operation.

[0236] The format byte can have one of the following
values:

Format Code Value Description

FmtSignedContainer 1 Container is a Signed
Container

FmtAppContainer 2 Container is a App
Container

FmtPubKContainer 3 Container is a PubK
Container

FmtMKContainer 4 Container is an MK
Container

[0237] The following are values of the Op Codes

Op code name Value
OPC_OSD__ AUTHORIZATION 0x01
OPC_OSD_ALLOW_TRANSFER 0x02
OPC_MK_KEY 0x03
OPC_INITIAL__APP_ CONTAINER__FROM_ SERVER 0x04
OPC__CUSTOM__APP__ CONTAINER_DATA 0x05
OPC_CHALLENGE_ RESPONSE_ FROM_ CLIENT 0x06
OPC_DMK__ENROLL_REQUEST_OUTER 0x07
OPC_NEW__CONNECTION 0x08
OPC_DMK__ENROLL_REQUEST_INNER 0x09
OPC_DMK_ENROLL__RESPONSE 0x0a
OPC__CLIENT_TO_ SERVER_ WRITE 0x0b
OPC__SERVER_ TO_ CLIENT_ WRITE 0x0c
OPC__CHALLENGE_REQUEST__FROM__SERVER 0X0e

[0238] 16. Opcodes for SignedContainers

[0239] The SignedContainer holds data that is digitally
signed by a private key (from the Signing Key-pair) and can
be verified with the matching public key (on the clients the
public key is stored in ROM). These are used to send
authenticated data from the Device Authority server to the
client machines and to authorize software modules to use the
client services.
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[0240] 16.1 Opcode: OipcOsdAuthorization Container:
FmtSignedContainer

[0241] This container is used to authorize a program to use
some or all of the functions in the operating system driver
security module. It has the following fields in the data
portion of the container:

Field Length Description

NStartOffset 4 bytes Starting offset of calling
code

NEndOffset 4 bytes Ending offset of calling
code

CodeDigest 20 bytes Code Digest of calling code

PrivilegeBitVector 8 bytes Privilege Bit field. This

vector indicates what
functions the application is
allowed to invoke.

[0242] 16.2 Opcode: OpcOsdAllowTransfer Container:
FmtSignedContainer

[0243] This container is used to authorize a program to
transfer an AppContainer to another application on this
machine. It has the following fields in the data portion of the
container:

Field Length Description

Caller’s ACD
Recipient’s ACD

CallersAppCodeDigest
RecipientsAppCodeDigest

20 bytes
20 bytes

[0244] 16.3 Opcode: No OpcBiosAuthorization No Fmt-
SignedContainer

[0245] This is not a container but is a number of bytes that
are encrypted by the servers Private Signing Key. They are
not stored in any kind of container. These bytes are used by
the operating system driver when it registers itself with the
BIOS using the BIOSRegisterOSD( ) function.

Field Length Description

NStartOffset 4 bytes Starting offset of calling
code

NendOffset 4 bytes Ending offset of calling
code

CodeDigest 20 bytes Code Digest of the

operating system driver

[0246] 17. Opcodes for AppContainers

[0247] The AppContainer is a protected container that can
only be read or written by a specific application program.
These containers identify the program that sealed them and
it is possible to allow another program to unseal a container,
so they can also be used as a secure form of inter-process
communication. High-level security functionality like
detecting virus modifications, software licensing and secure
wallets can be built on top of AppContainers. Generally the
AppContainer is bound to a given machine by using a
derivative of the master key for encryption.
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[0248] 17.1 Opcode: OpcMKKey FmtAppContainer

[0249] This container holds a key that can be used in
MKContainer operations. This container is normally
returned by OsdPubKcontainerSeal( ) during the creation of
a PubKContainer. MKContainer operations require this con-
tainer.

[0250] 17.2 Opcode: OpclnitialAppContainerFromServer
Container: FmtAppContainer

[0251] This container is empty and is used as a template
for the application to create other AppContainers. The only
significant field in it is the encrypted AppCodeDigest. The
sealers code digest field is null in this case. All the bits of the
CustomerSecret used to seal this AppContainer are zero.

[0252] 17.3 Opcode: OpcCustomAppContainerData Con-
tainer: FmtAppContainer

[0253] This container is empty and is used as a template
for the application to create other AppContainers. The only
significant field in it is the encrypted AppCodeDigest.

[0254] 17.4 Opcode: OpcChallengeResponseFromClient
Container: FmtAppContainer

[0255] This container holds the challenge response from
the client to the server. It holds the servers challenge random
number (Rs). This container is used in response to an
MKContainer with OpcChallengeRequestFromServer.

Field Length Description

128-bit random value
provided by the server. Or
KID || MK when used as an
acknowledge for the
enrollment.

Rs 16 bytes

[0256] 18. Opcodes for PubKContainers

[0257] The PubKContainer is a digital envelope that is
sealed by the client (OSD) with an RSA public key (from the
Communication Key-pair and can only be read by a recipi-
ent (generally the Device Authority server) with the match-
ing private key. These are used during enrollment and for
setting up an encrypted channel between the client and an
authenticated Device Authority server. The data inside this
container is encrypted with a 128-bit RC6 cipher key (also
called a Master Key within this product) that is randomly
generated by the operating system driver. The RC6 key
(Master Key) and the client’s Key ID (KID) is encrypted
with the recipient’s public key (server’s Communication
PubKey)

[0258] 18.1 Opcode: OpcDMKEnrollReguestOuter Con-
tainer: FmtPubKContainer

[0259] This container is used during enrollment.

[0260] 182 Opcode: OpcWDLNewConnection Con-
tainer: FmtPubKContainer

[0261] This container is used by the client application to
set up a new encrypted channel. The first part of this
container may be reused to avoid RSA operations. It has the
following fields in the data portion of the inner MKCon-
tainer.
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Field Length Description Field Length Description
MK 16 bytes 128-bit fresh random Data 0-64000 bytes Client specific data

connection master key.

[0262] 19. Opcodes for MKContainers

[0263] The MKContainer is used as part of a digital
envelope based on a master key (created by the client and
sent in a PubKContainer) that is known to the writer and
reader of this container. These can be used to secure com-
munications between the client and the Device Authority
server after the master key is sent to the server via a
PubKContainer. These can also be used to protect data
locally on the client machine.

[0264] 19.1 Opcode: OpcDMKEnrollRequestlnner Con-
tainer: FmtMKContainer

[0265] This container is used during enrollment. It has the
following fields in the data portion of the container.

Field Length Description

DMKClientSeed 20 bytes Seed used to generate the

master key

[0266] 19.2 Opcode: OpcDMKEnrollResponse Container:
FmtMKContainer

[0267] This container is used during enrollment. It has the
following fields in the data portion of the container.

Field Length Description

DMKServerSeed Seed returned from Server
used to generate the master

key

26 bytes

[0268] 19.3 Opcode: OpcClientToServerWrite Container:
FmtMKContainer

[0269] This container is used by some client application to
send data to the server (i.e., data written by the client).

Field Length Description

Data 0-64000 bytes Client specific data

[0270] 19.4 Opcode: OpcServerToClientWrite Container:
FmtMKContainer

[0271] This container is used by some client application to
receive data from the server (i.e., data written by the server).

[0272] 19.5 Opcode: OpcChallengeRequestFromServer
Container: FmtMKContainer

[0273] This container is sent by the server to establish
authenticity of the client system. The response to the con-
tainer is in a OpcChallengeResponseFromClient.

Field Length Description

128-bit random value
provided by the server.

Rs 16 bytes

[0274] Other Opcodes may be defined for new applica-
tions. Applications using the system application program
interfaces may have to comply and use the Opcodes pro-
vided to them by a Device Authority.

[0275] 20. Format and Creation of AppContainer

[0276] Once a program has one AppContainer it can create
copies of that container and then fill those copies with
different information. However, the only way to get the first
AppContainer is to have the Device Authority server create
one for this specific program on this specific machine. This
is related to the AppCodeDigest.

[0277] The AppContainer is used to store a symmetric key
called a Master Key. This Container is then passed to
functions that perform sealing/unsealing operations that
require a Master Key. The AppContainer is also used to store
information specific to an application that is specific to a
given machine that is identified by its SharedMasterKey that
was assigned during enrollment. This application can share
information with many servers on a one-on-one basis where
each server can only decrypt its own AppContainer.

[0278] An unsealed AppContainer has the following for-
mat. The steps involved in sealing the container add 21 to 36
bytes of information to the end (MAC and Padding), so the
caller must ensure that the buffer is big enough to hold the
larger sealed format otherwise the seal operation will return
an error. The SealerscodeDigest and Initialization Vector
(IV) are all filled in by the seal operation. The Initialization
Vector is a random number used in Cipher block chaining.
In CBC, the IV is first XORed with the first block of
plaintext before it is encrypted with the key. The AppCod-
eDigest is taken from an original AppContainer provided by
a Device Authority. The AppContainer Structure is shown in
Table 1.

[0279] Sealing an AppContainer. The encryption is done
with derivatives of the master key, AppCodeDigest, and
CustomerSecret (all 128 bits can default to zero most of the
time).

[0280] Operating system driver sealing. This operation
prepares the data to be sealed by the bios. It requires that an
original AppContainer that has been provided by a Device
Authority. This original AppContainer contains an encrypted
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AppCodeDigest that has been encrypted for this specific
client system using the master key for this specific client
system).

[0281] Confirm that the device has a valid DMK. If not
return error. Confirm that the Length is acceptably small.
This is the length of the container starting with and including
the AppCodeDigest field and ending with and including the
Data field. Confirm that Format equals FmtAppContainer.
Set the Initialization Vector to random value passed in by the
operating system driver security module. Set Sealerscod-
eDigest to a value calculated by the operating system driver
security module based on the caller’s authorization infor-
mation provided during OsdRegisterApplication( ). Struc-
ture modifications during operating system driver AppCon-
tainer sealing are shown in Table 2.

[0282] BIOS AppContainer sealing is the final stage
before the data is sealed.

[0283] Let DecryptedCodeDigest=Decl60Bits (AppCod-
eDigest). The AppCodeDigest in the container is not
changed by the seal operation. This allows an application to
create new AppContainers based on the original AppCon-
tainer provided by a Device Authority.

[0284] Confirm that DecryptedCodeDigest equals the to
the CallersCodeDigest value determined by the operating
system driver security module.

[0285] Let Key=CustomerAppKey(AppKey(DMK, App-
CodeDigest), CustomerSecret) where CustomerSecret is the
value passed down by the operating system driver.

[0286] Let Payload=Opcode||Format|Length||
AppCodeDigest|[V|SealersCodeDigest|Data.

[0287] Set Mac=HMAC (NewKey(Key, UsageAppMac),
Payload).

[0288] Set Padding to a vector of 1 to 16 bytes to make the
variable, Plaintext, (see below) be a multiple of 16 bytes
long. Each padding byte has a value equal to the number of
padding bytes in the vector.

[0289] Let
IV|SealersCodeDigest|Data|Mac|[Padding.

[0290] Let Ciphertext=Enc (Key, UseageAppenc, Plain-
text). Notice that the length of Ciphertext will be the same
as Plaintext.

[0291] Overwrite all the fields after the AppCodeDigest
with the Ciphertext. That is, replace all the bytes that made
up Plaintext with the bytes of Ciphertext.

Plaintext=

[0292] Set Length to the number of bytes in Plaintext plus
20 (for AppCodeDigest).

[0293] Structure Modifications during SMI AppContainer
sealing are shown in Table 3. After the BIOS has sealed the
Sealed AppContainer structure it has the format shown in
Table 4.

[0294] Unsealing an AppContainer will now be discussed.
The operating system driver unsealing operation gathers
information required by the BIOS to unseal the container.
The Length field is verified to insure that it is in an
acceptable range, representing the length of the container
including the Mac and padding. The OSD confirms that
Format equals FmtAppContainer, and calculates the Caller-
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sCodeDigest based on the caller’s authorization information
provided during OsdRegisterApplication( ).

[0295] BIOS unsealing operates to unseal the data. The
BIOS unsealing operation performs the following steps.

[0296] Confirm that the device has a valid master key. If
not, return error.

[0297] Let DecryptedCodeDigest=Dec 160Bits (AppCod-
eDigest). The AppCodeDigest in the container is not
changed by the unseal operation.

[0298] Confirm that DecryptedCodeDigest equals the to
the CallersCodeDigest value determined by the operating
system driver security module.

[0299] Let Key=CustomerAppKey(AppKey(DMK, App-
CodeDigest), CustomerSecret) where CustomerSecret is the
value passed down by the operating system driver.

[0300] Let Ciphertext=data after AppCodeDigest up to
Length minus 20 bytes.

[0301] Let Plaintext=Dec (Key, UsageAppEnc, Cipher-
text).

[0302] Replace Ciphertext bytes with Plaintext bytes to
reveal unsealed fields.

[0303] Set Length=Length minus 20 minus length-of-
Padding.

[0304] Let Payload=Opcode||Format|Length||
AppCodeDigest|[V|SealersCodeDigest|Data.

[0305] Let ExpectedMac=HMAC (NewKey(Key, Usage-
AppMac), Payload).

[0306] Confirm that Mac equals ExpectedMac.
[0307] 21. Format and Creation of MKContainer

[0308] First the unsealed format will be described and then
the steps to seal and unseal it will be described. The
MKContainer is primarily used to protect large (up to 64K)
chunks of information sent between the client and server
after they have set up a common Maser Key using a
PubKContainer.

[0309] The MKContainer is mainly used to encrypt data.
The encryption is based on a symmetric key encryption. This
key is derived from a Master Key. The MKContainer can be
used to encrypt large chunks of data (up to 64K) using a
symmetric key derived from a Master Key. Special case uses
are to encrypt transmissions between the client and a server
during enrollment to allow setting up of the DMK, and
encrypt transmissions between some client application and
the Device Authority server.

[0310] The unsealed MKContainer structure will now be
discussed. The MKContainer is very similar to the AppCon-
tainer. The main difference is that the AppCodeDigest is
replaced with the digest of a Master Key that has been setup.
The SealedCodeDigest will be zero for MKContainers cre-
ated by the server. For containers created on the client, the
SealersCodeDigest identifies the program that sealed this
container.

[0311] The cryptographic operations on an MKContainer
are performed by the operating system driver module rather
than the SMI module. The operating system driver may use
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the SMI module to seal and unseal the master key, but all the
encryption and integrity checking are performed by the OSD
code.

[0312] An unsealed MKContainer has the following for-
mat. The steps involved in sealing the container will add 21
to 36 bytes of information to the end (Mac and Padding), so
the caller must ensure that the buffer is big enough to hold
the larger sealed format otherwise the seal operation will
return an error. The MKDigest, SealersCodeDigest and IV
are all filled in by the seal operation. Table 5 shows the
MKContainer Structure

[0313] The encryption is done to seal an MKContainer
with derivatives of Master Key passed in an AppContainer
(that was created when calling OSDPubKContainerSeal( ))

[0314] The steps required to seal the OSD MKContainer
container are as follows. These steps operate on the buffer
in-place and thus overwrite the unsealed plaintext data. Note
that the Usage values will be different for containers sealed
by the client and server as explained in the section on usage
values.

[0315] The sealing operation requires that an AppCon-
tainer with a master key be used. The sealing steps are as
follows.

[0316] Confirm the Length is acceptable. This can be
larger than AppContainers since the operation is performed
by the operating system driver. This is the length of the
container starting with and including the MKDigest field and
ending with and including the Data field.

[0317] Confirm that Format equals FmtMKContainer.

[0318] Set MKDigest value to the SHA1 of the content of
the unsealed AppContainer holding the MK.

[0319] SetIV to random value passed in by the operating
system driver security module.

[0320] Set SealersCodeDigest to value determined by the
operating system driver security module.

[0321] Let Key=Master Key passed in by the operating
system driver security module.

[0322] Let Payload=Opcode||Format|Length||
MKDigest|[IV||SealersCodeDigest|[Data.

[0323] Set Mac=HMAC (NewKey(Key, UsageMKMac),
Payload).

[0324] SetPadding to a vector of 1 to 16 bytes to make the
variable, Plaintext, (see below) be a multiple of 16 bytes
long. Each padding byte has a value equal to the number of
padding bytes in the vector.

[0325] Let
IV|SealersCodeDigest|Data|Mac|[Padding.

[0326] Let Ciphertext=Enc (Key, UsageMKEnc, Plain-
text). Notice that the length of Ciphertext will be the same
as Plaintext

[0327] Overwrite all the fields after the MKDigest with the
Ciphertext. That is, replace all the bytes that made up
Plaintext with the bytes of Ciphertext.

Plaintext=

[0328] Set Length to the number of bytes in Plaintext plus
20 (for MKDigest).
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[0329] Table 6 shows the structure modifications during
OSD MKContainer sealing.

[0330] The structure of the sealed MKContainer is shown
in Table 7.

[0331] Unsealing an MKContainer involves operating sys-
tem driver unsealing.

[0332] The steps required to unseal the MKContainer
container are as follows. Errors should zero the container.
The unsealing operation requires that an AppContainer with
a Master key be used. The unsealing steps are as follows.

[0333] Confirm the Length is acceptable. This is the length
of the container including the Mac and Padding.

[0334] Confirm that Format equals FmtMKContainer.

[0335] Confirm that MKDigest equals value passed by the
operating system driver module.

[0336] Let Key=Master Key passed in by the operating
system driver security module via an AppContainer.

[0337] Let Ciphertext=data after MKDigest up to Length
minus 20 bytes.

[0338] Let Plaintext=Dec (Key, UsageMKEnc, Cipher-
text).

[0339] Replace Ciphertext bytes with Plaintext bytes to
reveal unsealed fields.

[0340] Set Length=Length minus 20 minus length-of-
Padding.

[0341] Let Payload=Opcode||Format|Length||
MKDigest|[IV||SealersCodeDigest|[Data.

[0342] Let ExpectedMac=HMAC
UsageMKMac), Payload).

[0343] Confirm that Mac equals ExpectedMac.

(NewKey(Key,

[0344] 22. Format and Processing of a SignedContainer

[0345] First the unsealed format will be described and then
the steps to seal and unseal it will be described. These
containers are primarily used to send authenticated infor-
mation from the server to the clients. For example, these
containers are used to authorize a program to call some of
the functions of the operating system driver security module.
They can also be used to send a list of filenames and the
expected SHA1 digest of each file (e.g., to confirm that
downloaded data is authentic). They can be used whenever
the client needs to know that certain information or com-
mands really did come from the Device Authority server.

[0346] The SignedContainer is used to confirm that down-
loaded data is authentic, confirm that data did come from the
Device Authority server, and hold Authorization information
for an application that is registering with the operating
system driver. Table 8 shows the SignedContainer Structure.

[0347] Sealing a SignedContainer will now be discussed.
The encryption is done with: Server signing Private key. The
steps required to seal the SignedContainer container are as
follows. These steps operate on the buffer in-place and thus
overwrite the unsealed plaintext data. In the disclosed
embodiments, the Device Authority server performs these
steps to seal a SignedContainer.
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[0348] Confirm that the selected private key is known. If
not return error.

[0349] Confirm the Length is acceptable. Before sealing,
the length includes the PublicKeyDigest and the Data.

[0350] Confirm that Format equals FmtSignedContainer.

[0351] Set PublicKeyDigest to the SHA1 digest of the
public key that matches the selected private key.

[0352] Let Payload=
Opcode|Format|Length|PublicKeyDigest||[Data. Notice that
this includes the unsealed length.

[0353] Let ExpectedDigest=SHA1 (Payload).
[0354] Set SigRSABlock=108 Zero bytes|ExpectedDigest

[0355] Perform PKCS #1 version 2 signature padding on
SigRSABIlock. This is the same as PKCS #1 version 1
signature padding. This padding adds a fixed sequence of
bytes in front of the Digest value to indicate that the
ExpectedDigest value is the result of a SHA1 operation. It
also replaces most of the zero padding bytes with OxFF
bytes.

[0356] Encrypt SigRSABlock with the selected private
key.

[0357] Set Length=Length plus 128 to include the SigRS-
ABlock size

[0358] After the server has sealed the SignedContainer
structure it has the format shown in Table 9.

[0359] Unsealing a SignedContainer will now be dis-
cussed. The steps required to unseal the SignedContainer
container are as follows. The client will perform these steps
to validate the signature on this kind of container.

[0360] Confirm that the selected public key is known to
the SMI routines. If not return error. Confirm the Length is
acceptable. Before unsealing, the length includes the Pub-
licKeyDigest, Data and SigRSABlock. Confirm that Format
equals FmtSignedcontainer. Call BIOS to Decrypt SigRS-
ABlock with the selected public key. Confirm that the PKCS
#1 padding is correct for a signature using the SHA1 digest
function. Let ExpectedDigest=the last 20 bytes of the
decrypted SigRSABlock. Set Length=Length minus 128 to
remove the SigRSABlock size. Let Payload=
Opcode|Format|Length|PublicKeyDigest|[Data. This
includes the unsealed length. Let Digest=SHA1 (Payload).
Confirm that Digest equals ExpectedDigest

[0361] As for BIOS unsealing, the BIOS does not work on
the container itself. It is only invoked to decrypt the SigRS-
ABlock.

[0362] 23. Format and Creation of a PubKContainer

[0363] First the unsealed format will be described and then
the steps to seal and unseal it will be described. These
containers are primarily used to set up a secure communi-
cation channel between the client and the Device Authority
server. The second part of the PubKContainer is a complete
MKContainer object including the 4-byte header. The first
part of the PubKContainer includes the value of the gener-
ated master key (MK) and the client’s Key ID (KID) (or
zeros if the master key has not been assigned), and both
values are encrypted with the recipient’s public key.
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[0364] The format of the PubKContainer is carefully cho-
sen to allow changing the second part of this container
without changing the first part. This allows the client and
server to implement some significant performance improve-
ments. The OSD sealing function will return the generated
master key wrapped in an AppContainer. The client could
store and reuse the MK and the first part of the PubKCon-
tainer each time it starts a new connection to the server (e.g.,
to fetch a new download) and the second part will be an
MKContainer that contains a new master key for encrypting
this session. This avoids the need to perform a public key
operation with the SMI routines and yet gets the security
benefits of knowing that only the real server will know the
new session key, since only the real server knows the saved
master key (needed to decrypt the new session key) or
knows the private key to read the first part. The important
optimization for the server is to cache the master key that it
extracts out of the first part of the PubKContainer and to
index that cached value by the hash of the first part. This
cache avoids the need to perform a private key operation
when the first part of the PubKContainer is reused. The
server can flush cache entries at any time because the client
always sends the whole first part and thus the server can
always use its private key (server Communication Private
Key) to extract the master key. This also means that there is
only one format for the initialize message between the client
and server, not two separate formats to handle either reusing
or creating an master key.

[0365] Uses for the PubKContainer are to setup transmis-
sions between-the client and a server during enrolment to
allow setting up of the DMK, and setup transmissions
between some client application and the Device Authority
server.

[0366] An unsealed PubKContainer has the format shown
in Table 10. The steps involved in sealing the container will
add 21 to 36 bytes of information to the end (Mac and
Padding), so the caller must ensure that the buffer is big
enough to hold the larger sealed format otherwise the seal
operation will return an error. The SealedCodeDigest and
Initialization Vector (IV) are all filled in by the seal opera-
tion.

[0367] Sealing a PubKContainer will now be discussed.
The encryption is done with derivatives of a master key
created on the fly by the operating system driver, and the
server’s communication Public key.

[0368] The operating system driver sealing involves two
calls to the bios layer. The first one is for the MKContainer
using OsdMKContainerSeal( ) then the BIOSRawRSAPub-
lic( ) to encrypt the MK that was just used in the MKCon-
tainer seal operation. The steps required to seal this con-
tainer are as follows. These steps operate on the buffer
in-place and thus overwrite the unsealed plaintext data. The
Usage values will be different for containers sealed by the
client and server as explained in the section on usage values.

[0369] Confirm that the selected public key is known to
SMI routine. If not return error. Confirm the Length is
acceptable. Before sealing, this is the length of the first part
and the unsealed second part. After sealing, it includes the
extra data added by sealing the second part. Confirm that
Format equals FmtPubKcontainer. Seal the second part
using the MK passed by the operating system driver security
module and the steps described regarding the MKContainer.
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[0370] The master key will be randomly generated by the
operating system driver when the PubKContainer is first
made. A handle on this master key is returned to the
operating system driver’s caller so it may be reused. Incre-
ment the Length field to include the Mac and Padding added
by the previous step. Set PublicKeyDigest to SHA1 digest of
the selected public key. Set the Opcode and Format portion
of the PubKRSABIlock to match the header values. The rest
of the block is filled in by the OSD routines before these
steps are performed. Perform OAEP padding of the Pub-
KRSABIock using a random OAEP seed value chosen by
the operating system driver module. Call BIOSRawRSA-
Public to perform the RSA operation with the selected key.
After the operating system driver has sealed the PubKCon-
tainer structure it has the format shown in Table 11.

[0371] Unsealing a PubKContainer will now be discussed.
In the disclosed embodiments of the present invention, the
Device Authority server performs unsealing. The reply from
the server will be in the form of an MK container. The client
will unseal the server response using the MK container
operations.

[0372] The steps required to unseal the PubKContainer on
the server are as follows. Errors zero the container.

[0373] Confirm the Length is acceptable. This is the length
of the first and second part including the sealed MKCon-
tainer. Confirm that Format equals FmtPubcontainer. Con-
firm that PublicKeyDigest corresponds public key that
matches the selected private key. Perform a raw RSA
decryption operation on PubKRSABlock with the selected
private key. Remove the OAEP padding and confirm the
OAEP redundancy is correct (i.e., that the block was not
modified in transit). This leaves the Opcode, Format, KID
and K visible to the caller. Confirm that the Format is
FmtPubKContainer. The caller will check whether the
Opcode is acceptable. Let Key be the MK from the
decrypted PubKRSABIlock. Unseal the MKContainer using
Key and the steps described regarding the MKContainer.

[0374] 24. Cryptographic Primitives and Common Values

[0375] Deriving keys include AppKey( ), NewKey( ), and
CustomerAppKey( ) which may all be the same function:

[0376] XxxKey(bufferOf128bits,
bufferOf160bitsWithTheHighOrderBitsZeroedIf
DataWasLessThan160bits).

[0377] AppKey (Key,
TruncateTo128bits(SHA-1(Key||CodeDigest))

CodeDigest)=

[0378] The keys for protecting AppContainers are derived
from the DMK using a 160-bit digest of the code for the
program that owns this container. The resulting key is
128-bits long (128 bits is common and sufficient for many
encryption algorithms). The reason for hashing the
Key||CodeDigest is to allow a non-Root Device Authority
server to create their own AppContainers without letting
them know what the actual master key is. Knowing the
actual DMK compromises all other AppContainers.

[0379] New Key (Key, Usage)=TruncateTo128bits(SHA-
1(Key|Usage)), where the Usage parameter is a 32-bit value.
Hashing and truncating is used to simplify the code because
in the NewKey( ) case there is no need to expose the
resulting key. Also NewKey( ) sometimes takes AppKey( )’s
result as an argument.
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[0380] CustomerAppKey  (Key, CustomerSecret)=
TruncateTo128bits(SHA-1(Key|CustomerSecret)),  where
the CustomerSecret is a 128-bit value. This function is used
the generate keys for AppContainers that include a Custom-
erSecret portion.

[0381] AppCodeDigest=Enc160Bits (DMK, Decrypted-
CodeDigest) and  DecryptedCodeDigest=Dec160Bits
(DMK, AppcodeDigest) are used to encrypt and decrypt a
160-bit digest value using the DMK and are a crucial part of
the mechanism that requires the Device Authority server to
be involved in creating the first AppContainer for a specific
program on a specific device. The server performs the
Enc160Bits function and client machines perform the
Dec160Bits function.

[0382] The Encl60Bits function performs the following
steps. Copy DecryptedCodeDigest into the AppCodeDigest
buffer. Let Key=NewKey (DMK, UsageAppCodeDigest).
Let Plaintext1=First 16 bytes of AppCodeDigest. This is the
first 16 bytes of DecryptedCodeDigest. Let Ciphertextl=
RC6CBCEncrypt (Key, Plaintextl). This is equivalent to
ECB mode since the plaintext is only one block long.

[0383] Replace the first 16 bytes of AppCodeDigest with
Ciphertextl. Let Plaintext2=Last 16 bytes of AppCodeDi-
gest. The first 12 bytes of this value are the last 12 bytes of
Ciphertextl and the last 4 bytes of this value are the last 4
bytes of DecryptedCodeDigest. Let Ciphertext2=
RC6CBCEncrypt (Key, Plaintext2). This is equivalent to
ECB mode since the plaintext is only one block long.
Replace the last 16 bytes of AppCodeDigest with Cipher-
text2.

[0384] The Decl60Bits function performs the following
steps. Copy AppCodeDigest into the DecryptedCodeDigest
buffer. Let Key=NewKey (DMK, UsageAppCodeDigest).
Let Ciphertext2=Last 16 bytes of DecryptedCodeDigest.
This is the last 16 bytes of AppCodeDigest. Let Plaintext2=
RC6CBCDecrypt (Key, Ciphertext2). This is equivalent to
ECB mode since the ciphertext is only one block long.
Replace the last 16 bytes of DecryptedCodeDigest with
Plaintext2. The last 4 bytes of DecryptedCodeDigest now
have their correct value. Let Ciphertext1=First 16 bytes of
DecryptedCodeDigest. This includes the first 4 bytes of
AppCodeDigest and the first 12 bytes from Plaintext2. Let
Plaintext1=RC6CBCDecrypt (Key, Ciphertextl). This is
equivalent to ECB mode since the ciphertext is only one
block long. Replace the first 16 bytes of DecryptedCodeDi-
gest with Plaintext].

[0385] Enc (Key, Usage, Message)=RC6CBCEncrypt
(NewKey(Key, Usage), Message)

[0386] Dec (Key, Usage, Message)=RC6CBCDecrypt
(NewKey(Key, Usage), Message), where the initialization
vector for cipher block chaining (CBC) mode is 16-bytes of
zeros, and the Usage value is 32-bits long. Cipher block
chaining is a block cipher mode that combines the previous
block of ciphertext with the current block of plaintext before
encrypting it. The Key will be either 128-bits or 288-bits
long. The Message parameter specifies a block of data that
is a multiple of 16 bytes long. The RC6 cipher is defined in
“The RC6TM Block Cipher” by Ronald L. Rivest, M. J. B.
Robshaw, R. Sidney and Y. L. Yin. Aug. 20, 1998, and CBC
mode is defined in “Applied Cryptography Second Edition”
by Bruce Schneier, John Wiley & Sons, New York, N.Y.
1995.

IPR2025-01572

Apple EX1014 Page 27



US 2004/0039924 Al

[0387] RC6 was designed to specifically meet the require-
ments of the NIST AES (Advanced Encryption Standard).
RC6 includes support for variable length key sizes and was
optimized to take advantage of advances in CPUs since
RC5.

[0388] When this primitive is used with most containers,
the Message begins with a 16-byte random value (called the
IV) and is padded at the end with one to 16 bytes to make
the Message a multiple of the block size of the cipher
(16-bytes). Notice that the 16-byte IV is not used as in
traditional CBC mode, since it is not directly XORed with
the following plaintext block. Instead, during encryption, it
is XORed with zeros (which does nothing) and then
encrypted with the key to produce the first block of cipher-
text. The first ciphertext block is then XORed with the next
plaintext block before encrypting that block. During decryp-
tion the first block is decrypted and XORed with zeros
(which does nothing) to produce the original random IV
block. The second ciphertext block is decrypted and XORed
with the first block of ciphertext to produce the second block
of plaintext.

[0389] The padding for Enc and Dec is a series of identical
bytes whose value equals the number of bytes of padded. For
example, if two bytes of padding are added, each byte will
have the value 0x02. There is always at least one byte of
padding, so if the plaintext is already a multiple of 16 bytes
long, then 16 bytes of padding are added and each of those
bytes will have the value 0x10. Religious wars are fought
over the virtues of random versus predictable padding bytes.
This design calls for predictable padding bytes. Notice that
it is easy to determine how much padding was added by
examining the last byte of the decrypted data.

[0390] HMAC(Key,Message) primitive. The basic integ-
rity primitive is called HMAC, which is a hash-based
message authentication code defined in Internet Engineering
Task Force RFC 2104: “HMAC: Keyed-Hashing for Mes-
sage Authentication” by H. Krawczyk, M. Bellare and R.
Canetti. HMAC can be based on any cryptographic hash
(digest) function. In the present invention it is based on
SHA-1, which is defined in “Secure Hash Standard” by the
U.S. National Institute of Standards and Technology in FIPS
180-1, Apr. 17, 1995. Papers published on the HMAC
primitive show that it has excellent security properties that
make up for potential weaknesses in the digest function.
SHA-1 is a secure hash algorithm for computing the con-
densed representation of a message or data file. When a
message of any length<2 64 bits is input, the SHA-1
produces a 160-bit output called a message digest. The
message digest can then be input to the Digital Signature
Algorithm (DSA) that generates or verifies the signature for
the message.

[0391] HMAC (Key, Message)=SHA-1 (Key XOR
Opad||SHA-1 (Key XOR Ipad|Message))

[0392] The Opad and Ipad values are different constants
that are 512-bits long to match the block size of SHA-1’s
internal compression function. The Key must be less than
512-bits long in this design. The Opad and Ipad values and
the other details of HMAC are defined in RFC 2104. The
HMAC primitive requires two more iterations of the SHA1
compression function as compared with a straight digest of
the message. This is a low overhead to pay for excellent
security properties.
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[0393] HMAC is a mechanism for message authentication
using cryptographic hash functions. HMAC can be used
with any iterative cryptographic hash function, e.g., MD5,
SHA-1, in combination with a secret shared key. The cryp-
tographic strength of HMAC depends on the properties of
the underlying hash function.

[0394] The RSA operations are performed in the BIOS.

[0395] Ciphertext=RSAOaepEncrypt (PublicKey, OaepS-
eed, Message)

[0396] Message=RSAOaepDecrypt (PrivateKey, Cipher-
text)

[0397] These primitives perform encryption and decryp-
tion using the RSA algorithm. For the encrypting primitive,
the Message is first padded using OAEP (optimal asymmet-
ric encryption padding) as defined in “PKCS #1 v2.0: RSA
Cryptography Standard” by RSA Laboratories, and then
exponentiated and mod-reduced according to the PublicKey.
The random seed value required by OAEP is passed in as a
parameter to this function. For the decrypt primitive, the
OAEP padding is verified and removed after the ciphertext
is exponentiated and mod-reduced according to the Pri-
vateKey. In most cases the Message is the concatenation of
a 128-bit key and 160-bit DMK KID.

[0398] The PKCS are designed for binary and ASCII data;
PKCS are also compatible with the ITU-T X.509 standard.
The published standards are PKCS #1, #3, #5, #7, #8, #9,
#10 #11 and #12; PCKS #13 and #14 are PKCS includes
both algorithm-specific and algorithm-independent imple-
mentation standards. Many algorithms are supported,
including RSA (and Diffie-Hellman key exchange, however,
only the latter two are specifically detailed. PKCS also
defines an algorithm-independent syntax for digital signa-
tures, digital envelopes, and extended certificates; this
enables someone implementing any cryptographic algorithm
whatsoever to conform to a standard syntax, and thus
achieve interoperability. Documents detailing the PKCS
standards can be obtained at RSA Data Security’s FTP
server (accessible from http://www.rsa.com or via anony-
mous ftp to ftprsa.com or by sending e-mail to
pkes@rsa.com).

[0399] The following are the Public-key cryptography
Standards (PKCS):

[0400] PKCS #1 defines mechanisms for encrypting
and signing data using RSA public-key cryptosys-
tem.

[0401] PKCS #3 defines a Diffie-Hellman key agree-
ment protocol.

[0402] PKCS #5 describes a method for encrypting a
string with a secret key derived from a password.

[0403] PKCS #6 is being phased out in favor of
version 3 of X.509.

[0404] PKCS #7 defines a general syntax for mes-
sages that include cryptographic enhancements such
as digital signatures and encryption.

[0405] PKCS #8 describes a format for private key
information. This information includes a private key
for some public key algorithm, and optionally a set
of attributes.
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[0406] PKCS #9 defines selected attribute types for
use in the other PKCS standards.

[0407] PKCS #10 describes syntax for certification
requests.

[0408] PKCS #11 defines a technology-independent
programming interface, called Cryptoki, for crypto-
graphic devices such as smart cards and PCMCIA
cards.

[0409] PKCS #12 specifies a portable format for
storing or transporting a user’s private keys, certifi-
cates, miscellaneous secrets, etc.

[0410] PKCS #13 defines mechanisms for encrypting
and signing data using Elliptic Curve Cryptography.

[0411] PKCS #14 gives a standard for pseudo-ran-
dom number generation.

[0412] SigBlock=RSASigEncrypt (PrivateKey, Digest)
and Digest=RSASigDecrypt (PublicKey, SigBlock) primi-
tives perform encryption and decryption using the RSA
algorithm. For the encrypt primitive, the 160-bit SHA-1
digest value is first padded using signature padding as
defined in “PKCS #1 v2.0: RSA Cryptography Standard”
and then exponentiated and mod-reduced according to the
PublicKey. For the decrypt primitive, the padding is verified
and removed after the ciphertext is exponentiated and mod-
reduced according to the PrivateKey. The padding encodes
the identity of the digest algorithm and these primitives only
support the SHA1 algorithm. These primitives are part of the
process to create and verify digital signatures. The other
steps involve computing or verifying the actual SHA1 digest
of the data being signed.

[0413] The AppCodeDigest is data that is used to identify
the application that owns a container. It does not apply to all
containers. This data is generated based on the code that is
invoking cryptographic functions. This data is normally
generated, encrypted and signed by the Device Authority.
Most of the time the decrypted AppCodeDigest (ACD) is
compared against the CallerCodeDigest at runtime by the
BIOS. A CodeDigest that belongs to the server are always
Zero.

[0414] The SealerCodeDigest/CallerCodeDigest is data
calculated in functions based on the caller of the function.
The information used to calculate this digest is provided
during registration such as registration with the BIOS, and
registration with the operating system driver, in a Singed-
Container with OpaacOsdAuthorization as the container
opcode.

[0415] Enrollment is an early stage a client system goes
through. During this stage the master key is created and
exchanged between the client system and the Device
Authority server. This step involves PubKContainers. When
the enrollment process has not yet assigned the master key,
the master key is replaced with a temporary random value
until the true master key replaces it.

[0416] Both the BIOS and the operating system driver
(OSD) participate in container operations. Container func-
tions relating to seal include OSDAppContainerSeal( ),
OSDMKC ContainerSeal( ),0SDPubKContainerSeal( ), and
BIOSAppContainerSeal( ).
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[0417] The OSDPubKContainerSeal( ) function creates a
random session key (Master Key) that it returns to the caller
inside an AppContainer. The AppContainer is then used to
invoke other MKContaner( ) operations. FIG.
illustrates an exemplary PubKContaner algorithm

[0418] Container functions relating to unseal include
OSDAppContainerUnseal( ), OSDMKContainerUnseal( ),
OSDSignedContainerUnseal( ), OSDPubKContainerUn-
seal( ), and BIOSAppContainerUnseal( )

[0419] 25. Container Classes Implementation Details

[0420] These classes include PubkContainer and MKCon-
tainer.

[0421] The following is a description of the format of a
PubKContainer and methods in the class used in sealing and
unsealing. These containers are primarily used to set up a
secure communication channel between the client and the
Device Authority server. The second part of the PubKCon-
tainer is a complete MKContainer object including the
4-byte header. The first part of the PubKContainer includes
the value of the generated master key (MK) and the client’s
Key ID (KID), (or zeros if the master key has not been
assigned), and both values are encrypted with the recipient’s
public key.

[0422] The format of the PubKContainer is carefully cho-
sen to allow changing the second part of this container
without changing the first part. This allows the client and
server to implement some significant performance improve-
ments. The OSD sealing function will return the generated
Master Key wrapped in an AppContainer. The client could
store and reuse the Master Key and the first part of the
PubKContainer each time it starts a new connection to the
server (e.g., to fetch a new download) and the second part
will be an MKContainer that contains a new Master Key for
encrypting this session. This avoids the need to perform a
public key operation with the SMI routines and yet gets the
security benefits of knowing that only the real server will
know the new session key, since only the real server knows
the saved Master Key (needed to decrypt the new session
key) or knows the private key to read the first part. The
important optimization for the server is to cache the Master
Key that it extracts out of the first part of the PubKContainer
and to index that cached value by the hash of the first part.
This cache avoids the need to perform a private key opera-
tion when the first part of the PubKContainer is reused.
Notice that the server can flush cache entries at any time
because the client always sends the whole first part and thus
the server can always use its private key to extract the
Master Key. This also means that there is only one format for
the initialize message between the client and server, not two
separate formats to handle either reusing or creating an
Master Key.

[0423] The PubkContainer is used to setup transmissions
between the client and a server during enrollment to allow
setting up of the DMK, and setup transmissions between
some client applications and a Device Authority server.
Table 11 illustrates the final sealed PubKContainer structure.

[0424] Constructors and methods relating to the PubkCon-
tainer are as follows.

[0425] public PubkContainer( ) is an empty container
which initializes the logger object. As for the public Pubk-
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Container(InputStream in), the container is initialized with
the input stream which is then read into a buffer as an array
of bytes. The buffer is then parsed using parse Buffer method.
A logger object is also initialized.

[0426] public PubkContainer(byte [] buf).

[0427] The container is initialized byte array which is then
read into a buffer as an array of bytes. The buffer is then
parsed using a parseBuffer method. A logger object is also
initialized. The private void seal( ) throws RsaLibException.
The following are set to seal a PubKContainer: opcode , KID
, MK,PubkDigest, Sealed MKContainer. Set Format to
3=FmtPubKContainer. Build PubkBlock with opcode,for-
mat,reserved ,KID and MK. Opcode, KID and master key
are set by the caller. Call JNI wrapper for RSA 1ib in a try
block, rsaOaepEncrypt(PubKDigest,PubKBlock) to build
encrypted PubKRSABIlock. Set length as length of sealed
MKContainer(MkC)+148 (128-PubKRSABIlock,20-PubK-
Digest). This length represents count of bytes from PubK-
Digest including the sealed MkContainer. Build sealed Pub-
kContainer as byte array as

[0428] Opcode|format|reserved|length]|
PubkDigest|PubKRS ABlock|sealedMkC.

[0429] Use addArray method from security utilities class
to build concatenated arrays.

[0430] private void unseal( ) throws RsaLibException,
ContainerException.

[0431] Checks if invalidOpcode,invalidFormat or inval-
idLen are false and throws a ContainerException. These are
set to false in parseBuffer if any of them is not as expected.

[0432] Get PubKBlock which is
opcode|[format|reserved|KID|MK, by deciphering.

[0433] PubKRSABlock with rsaOaepDecrypt(PubKDi-
gest, PubKRSABIlock) via INI wrapper for RSA lib.

[0434] Perform validity and length checks on PubKBlock,
opcode, format, KID and master key.

[0435] private void parseBuffer(byte[] buffer) is a helper
function to parse incoming sealed container stored in a
buffer  which s, opcode|/format|reserved|/length||
PubKDigest|PubKRS ABlock||Sealed MKC.

[0436] Set invalidOpcode, invalidFormat, invalidlen if
not as expected.

[0437] public byte[] getRawForNet( )throws Container-
Exception

[0438] Checks that data and MKDigest are not null and
then calls seal method

[0439] Returns buffer which is built in the seal operation
as

[0440] opcode|format|reserved|length|PubKDigest||
PubKRSABIlock||Sealed MKC.

[0441] public byte getOpcode( )returns opcode of the
container.

[0442] public byte[] getPubKDigest( )returns PubKDigest
from the container.

[0443] public byte[] getKID( Yreturns KID from the con-
tainer, unsealing if necessary
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[0444] public byte[ ] getMK( ) throws ContainerException

[0445)]
essary.

returns MK from the container, unsealing if nec-

[0446] public MkContainer getMkContainer( ) throws
ContainerException—extracts sealed MK container embed-
ded in Pubk which is done by parseBuffer; unseals the Pubk
part to get MK and set it for the MK container.

[0447] public void setOpcode(byte Opcode) throws Con-
tainerException—assigns opcode for the container after
checking if it is in valid range.

[0448] public void setPubKDigest(byte[] digest) throws
ContainerException—throws exception if null is passed or
length not equal to 20,sets PubKDigest.

[0449] public void setKID(byte[] Kid) throws Container-
Exception—throws exception if null is passed or length not
equal to 20,sets Key ID.

[0450] public void setMK(byte[] Mk) throws Container-
Exception—throws exception if null is passed or length not
equal to 16,sets MK.

[0451] public void setMKContainer(byte[] Mkc) throws
ContainerException—sets the sealed MkContainer to be
embedded in the PubKContainer.

[0452] private void log(int aWarningLevel, String mes-
sage)—compares the warning level passed as a parameter
with the current one, and outputs it if it is more urgent.

[0453] Constructors and methods relating to the MKCon-
tainer are as follows.

[0454] public MkContainer( ) is an empty container which
just initializes the logger object.

[0455] public MkContainer(InputStream in)—the con-
tainer is initialized with input stream which is then read into
Buffer an array of bytes ,buffer is then parsed using parse-
Buffer method. A logger object is also initialized.

[0456] public MkContainer(byte [] buf)—the container is
initialized byte array which is then read into Buffer an array
of bytes ,buffer is then parsed using parseBuffer method. A
logger object is also initialized.

[0457] private void seal( ) throws RsaLibException

[0458] The following are set to seal a MKContainer, call
set methods on these opcode, MKDigest,data

[0459] Set Format to 3 equals FmtPubKContainer.
[0460] Set scd as 20 byte array of Zero’s

[0461] Construct length as data length+56 (20-MKDi-
gest+16-iv+20-scd)

[0462] Convert length into a 2 byte array

[0463] Get iv as 16 byte array from random number
generator ,call cryptoPrimitives generateRandomNum-
ber(16) method

[0464] Build payload using addToArray method of secu-
rity utilities as
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[0465]
opcode|[format|reserved|[length| MKDigest|iv|scd||data.

[0466] Construct newKey as NKeyForSealing=Cryp-
toPrimitive.newKey(MKDigest,ctnrConstants.UsageMK-
MacServer);

[0467] Mac is then obtained from cryptoPrimitive call as

[0468] Mac=CryptoPrimitive.getHmac(NKeyForSealing,
payload);

[0469] Build Plaintext as iv|scd|/data|jmac

[0470] SetPadding to a vector of 1 to 16 bytes to make the
variable, Plaintext, (see below) be a multiple of 16 bytes
long. Each padding byte has a value equal to the number of
padding bytes in the vector. This is done using adjustPad
method in SecurityUtils class.

[0471] Add padding to Plaintext now Plaintext is
[0472] iv|SealersCodeDigest|Data||Mac|Padding.

[0473] Let Ciphertext=Enc (Key, UsageMKEnc, Plain-
text). The length of Ciphertext will be the same as Plaintext.

[0474] Set Length to the number of bytes in Plaintext plus
20 (for MKDigest) ,store the value in a 2 byte array.

[0475] Construct a sealed MkContainer as a buffer with

[0476]
opcode|format|reserved|[length| MKDigest| ciphertext

[0477] private void unseal( ) throws RsaLibException,
ContainerException. Check if invalidOpcode, invalidFor-
mat or invalidlen are false and throws a ContainerExcep-
tion. These are set to false in parseBuffer if any of them is
not as expected. Ciphertext that is extracted from parse-
Buffer is passed to CryptoPrimitive ,decrypt method to get
the deciphered plaintext. dec method is called as dec(MK-
Digest,ctnrConstants. UsageMKEncServer,ciphertext).

[0478] From the last byte of plaintext the pad byte is know
and as it gives how many pad bytes have been added.pad
bytes are removed from the plaintext ,data size is calculated
by removing the mac length and no. of pad bytes from length
of plaintext.

[0479] Length of iv,scd and data is calculated and stored
in a 2 byte array. Since the length of data is calculated and
length of iv,scd and mac are predetermined, all these are
extracted from the plaintext.

[0480] Modify Length=Length minus 20 minus length-of-
Padding.

[0481] Build payload as Opcode|Format||
reserved|length| MKDigest|liv|jscd|data. Construct newKey
as NKeyForSealing=

[0482] CryptoPrimitive.newKey(MKDigest,ctnrConstant-
s.UsageMKMacServer);

[0483] ExpectedMac is then obtained from cryptoPrimi-
tive call as

[0484] expectedMac=CryptoPrimitive.getHmac(NKey-
ForSealing,payload);

[0485] Throw ContainerException if mac and expected-
Mac are not equal.
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[0486] private void parseBuffer(byte[] buffer) is a helper
function to parse incoming sealed container stored in a
buffer which is

[0487]
opcodel/format|reserved|length| MKDigest|lciphered Text

[0488] ciphered text consists of
|IV|SealersCodeDigest|Data in an encrypted form.

[0489] set invalidOpcode,invalidFormat,invalidlen if not
as expected.

[0490] public byte[] getRawForNet( )throws Container-
Exception checks that Key ID,MK and sealed MKC
(MkBuff) are not null and then calls seal method. It returns
buffer which is built in the seal operation as

[0491] Opcode|[Format|Length[MKDigest|[IV]|
SealersCodeDigest|[Dataljmac|pad.

[0492] public byte getOpcode( )—returns opcode of the
container.

[0493] public byte[] getMKDigest( )throw ContainerEx-
ception—returns MKDigest from the container.

[0494] public byte[] getData( ) throws ContainerExcep-
tion—returns data from the container, unsealing if neces-
sary.

[0495] public byte[] getMK( ) throws ContainerExcep-
tion—returns MK from the container.

[0496] public void setOpcode(byte Opcode) throws Con-
tainerException—assigns opcode for the container after
checking if it is in valid range

[0497] public void setMKDigest(byte[] digest) throws
ContainerException—throws exception if null is passed or
length not equal to 20,sets MKDigest

[0498] public void setData(byte[ ] Kid) throws Container-
Exception—throws exception if null is passed ,sets data

[0499] public void setMK(byte[] Mk) throws Container-
Exception—throws exception if null is passed or length not
equal to 16,sets MK

[0500] private void log(int aWarningLevel, String mes-
sage)—compares the warning level passed as a parameter
with the current one, and outputs it if it is more urgent.

[0501] 26. OSD Software

[0502] The operating system driver (OSD) is one of the
core components of the system 10. It is a kernel mode driver
that is dynamically loaded into the system. Its upper edge
provides the security services to the security application. Its
lower edge interfaces with the security BIOS that provides
the low-level security functionalities. The services the oper-
ating system driver provides include RSA and RC6 crypto-
graphic functions, application integrity checking and ran-
dom number generating.

[0503] The software operating environment employs an
operating system driver such as a WDM Windows device
driver. The device driver also runs under Windows 98,
Windows ME, Windows 2000 and future Microsoft Win-
dows operating systems.

[0504] The following is a detailed description of the
operating system driver (OSD) functionalities. The operat-
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ing system driver is a WDM kernel mode driver that can runs
under Windows 98, Windows ME and Windows 2000.
WDM is based on a Windows NT-layered 32-bit device
driver model, with additional support for PNP and Power
Management. Because the operating system driver doesn’t
manage any physical device, no hardware resource will be
allocated. The operating system driver is implemented as
one module. There is no class/mini class driver pair. When
the operating system driver is loaded into the system, a
Functional Device Object (FDO) is created. FIG. 3 illus-
trates operating system driver component interaction

[0505] Theory of operation will now be discussed and will
outline the procedures of the OSD operations. FIG. 2
illustrates a client component hierarchy

[0506] 26.1. OSD Initialization

[0507] Before an application calls the OSD functions, it
registers itself with the operating system driver by calling
OsdRegisterApplication function. The operating system
driver does the following to register an application. Get the
application identification information, such as Process ID.

[0508] Get the public key index based on the key digest in
the SignedContainer that is passed in as parameter. The key
table the operating system driver creates during initialization
maps the key digest to the key index. Call BIOSRawRSA-
Public routine to unseal the data block in the SignedCon-
taner. The data block contains address range, expected code
digest and PrivilegeBitVector and the frequency of the
integrity checking.

[0509] Create the code digest of the portion of the calling
application based on the address range. The application
should be so implemented that all the OSD function invo-
cations are close together, referred to as an OSD Service
Invocation Block (SIB). The OSD Service Invocation Block
must (legally required) be non-generic so as to prevent other
application from jumping into the SIB and use the OSD’s
API for its own purpose. This SIB is a set of value added
APIs that are specific to the calling application.

[0510] Compare the created code digest and the expected
code digest. If they are the same the application is authorized
otherwise return error. If the application is authorized, add
an entry in the registered application table. The entry con-
tains the application’s identification information (Process
ID), address range of the OSD Service Invocation Block, the
code digest of the OSD Service Invocation Block and
PrivilegeBitVector and the integrity checking frequency.

[0511] 26.2. OSD Service Invocation

[0512] An application can request the OSD services after
it registers with the operating system driver. The operating
system driver does the following each time its function is
invoked

[0513] Check the application’s integrity. Based on the
integrity checking frequency from the registered application
table. The operating system driver does it by creating the
code digest of the application’s OSD Service Invocation
Block. Then compared with the expected code digest. The
application integrity is OK if they are the same. Otherwise
return error.

[0514] Check the Privilege Bit Vector to see if the appli-
cation has the authority to call this function in particular.
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Continue to execute the OSD code to serve the request. The
operating system driver may call the security BIOS routines
depending on the requested service. Call OsdRandomAdd-
Noise function. This will increase the unpredictability of the
PRNG.

[0515] 26.3. Application Unregistration.

[0516] Before an application terminates gracefully, it calls
OsdUnregisterApplication to unregister itself with the oper-
ating system driver. The OSD driver removes the applica-
tion’s entry in the registered application table.

[0517] Registered application table creation will now be
discussed. The operating system driver maintain a table of
registered applications. Based on the application’s checking
frequency from the registered application table, the operat-
ing system driver periodically check the caller’s integrity. It
gets the address range of the caller’s OSD Service Invoca-
tion Block and creates the code digest. Then check again the
expected code digest from the registered application table.

[0518] RSA cryptographic functionality will now be dis-
cussed. The operating system driver implements the inter-
face functions to do the PubKcontainer sealing (but not for
enrollment where the PubKContainer is created in the BIOS,
AppContainer sealing/unsealing and SignedContainer
unsealing. However, all the RSA public/private key algo-
rithms are implemented in the security BIOS. The operating
system driver calls the BIOS routine to complete the con-
tainer operations.

[0519] The operating system driver implements the RC6
algorithm functions to seal/unseal MKContainer. This is
done in the operating system driver itself instead of in the
BIOS except during enrollment where the BIOS does the
MKContainer handling to protect the master key

[0520] 26.4. OSD Interfaces and APIs

[0521] This section describes the operating system driv-
er’s interface with the system kernel and interface with the
security BIOS. This section also defines the OSD API
functions that the user-mode applications can call to get
OSD security services. Also described here are the internal
functions the operating system driver should implement.

[0522] The upper edge interface of the operating system
driver functions as follows. Under the WDM model, the
system I/O manager makes an I/O request to a device driver
by creating an I/O Request Packet (IRP) and sending it down
to the device driver. OSD security services can be invoked
by sending DEVICE_IO_CONTROL IRP. Each handler
routine for a Device_IO_Control code provides a specific
function. The operating system driver [IO_CONTROL codes
are defined in the following.

[0523] IOCTL_OSD_REGISTER_APPLICATION. The
handler routine registers the application with the operating
system driver and calls BIOS routines.

[0524] IOCTL_OSD_UNREGISTER_APPLICATION.
The handler routine unregisters the application with the
operating system driver.

[0525] IOCTL_OSD_GET _PUBLIC_KEY. The handler
routine fetches the public key from the BIOS using the key
index as parameter and calls BIOS routines.
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[0526] IOCTL_OSD_VERIFY_SIGNED DIGEST. The
handler routine verifies the RAS digital signature of a data
block. Need to call BIOS routine.

[0527] IOCTL_OSD_RANDOM_GENERATE. The han-
dler uses PRNG to generate a random number. This handler
may or may not call BIOS routine depending on the PRNG
implementation.

[0528] IOCTL_OSD_PUBK_CONTAINER_SEAL. The
handler encrypts a block of data in a container using the
public key specified with key index and calls BIOS routines

[0529] IOCTL_OSD_SIGNED_CONTAINER_UN-
SEAL. The handler routine verifies if a container is really
signed by an authorized server and calls BIOS routines

[0530] IOCTL_OSD_APP_CONTAINER_SEAL. The
handler routine seals an AppContainer with a key derived
from the master key and calls BIOS routines

[0531] IOCTL_OSD_APP_CONTAINER_UNSEAL.
The handler routine unseals an AppContainer with a key
derived from the master key and calls BIOS routines

[0532] IOCTL_OSD_APP_CONTAINER_TRANSFER.
The handler routine seals an AppContainer that only can be
unsealed by another program running on the same platform
or different platform. Calls BIOS routine to unseal the
SignedContainer that contains the authorization informa-
tion.

[0533] IOCTL_OSD_MK_CONTAINER_SEAL.  The
handler routine seals a container with a master key. The
actual sealing is done inside the operating system driver.
Calls BIOS routine to unseal the AppContainer to get the
master key.

[0534] IOCTL_OSD_MK_CONTAINER_UNSEAL. The
handler routine unseals a container with a master key. The
unsealing is done inside the operating system driver. The
BIOS routine is called to the AppContainer to get the master
key.

[0535] IOCTL_OSD_ENROLL_GENERATE_RE-
QUEST. The handler routine calls BIOS routines to generate
pseudo DMK, message key and DMK client seed.

[0536] IOCTL_OSD_ENROLL_PROCESS_RE-
SPONSE. The handler routine call BIOS routine to generate
the master key for this platform.

[0537] IOCTL_OSD_INVALIDATE _DMK. The handler
routine calls a BIOS function to invalidate the master key
generated by previous enrollment.

[0538] IOCTL_OSD_SET PUBLIC _KEY. The handler
functions installs extra RSA public key in the BIOS key
table.

[0539] The low edge interface of the operating system
driver will now be discussed. On the low edge interface of
the operating system driver, the operating system driver calls
the security BIOS interface routines to get security services
provided by the low level BIOS. The security BIOS inter-
face will be implemented based on 32-bit Directory Service
interface. The function index should be defined for all the
services that the security BIOS provides. When the operat-
ing system driver is loaded into the system, it needs to search
the Security BIOS entry point. Before each routine call, the
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operating system driver need to set up the register context
based on the security BIOS specification.

[0540] 27. User Mode API Functions

[0541] A User Mode API library is implemented. A secu-
rity application can access the security services the operating
system driver provides by calling the functions in this
library. The API functions are described below.

[0542] int OsdRegisterApplication (IN unsigned char
*pAuhorizationBuffer, IN unsigned int *pAuthorizationBuf-
ferLength)

[0543] This function registers an application with the OSD
code. It verifies the application has been authorized and save
the application information in the registered application
table the OSD maintains. The other OSD calls will only
work if they are called from a location within a registered
application or from another OSD function. It returns zero if
the registration is successfully. Otherwise it returns an error.
The pAuhorizationBuffer and pAuthorizationBufferLength
parameters specify the location and length of a SignedCon-
tainer that was created by the Device Authority server.

[0544] This function uses IOCTL_OSD_REGISTER_AP-
PLICATION to invoke OSD service.

[0545] int OsdGetCapabilities(OUT unsigned
*pVersion, OUT unsigned short *pCapabilities)

short

[0546] This function returns the OSD version number and
the OSD CR capabilities and system status.

[0547] The version number is defined as follows:
[0548] First byte Second byte
[0549] Minor version Major version

[0550] The Capabilities WORD is defined are as having
15 bits. Bit 0 indicates the system has already enrolled
successfully. 1, succeeded. 0, failed, bit 1 indicates the
enrollment type. 0, offline enrollment; 1, online enrollment,
and bits 2-15 are reserved.

[0551] This function uses IOCTL_OSD_GET_CAPA-
BILITIES to invoke OSD service.

[0552] The int OsdUnregisterApplication ( ) function
unregitsers the caller by removing the caller’s entry from the
registered application table. This function uses IOCTL_OS-
D_UNREGISTER_APPLICATION to invoke OSD service.

[0553] int OsdGetPublicKey (IN int nKeylndex, OUT
unsigned char *pModulusBuffer, IN/OUT unsigned int
*pModulusBufferLength, OUT unsigned int *pExponent)

[0554] This function returns zero if it succeeds in fetching
the RSA public key that is located in the nKeyIndex row of
the key table. The modulus of the public key (a 1024-bit
number) is returned in the specified buffer, and the exponent
of the public key (either 3 or 65537) is placed in the location
identified by pExponent. The location identified by pModu-
lusBufferLength is initially set to the maximum length of
pModulusBuffer in bytes, and after the call returns it is set
to the number of bytes actually used. Anon-zero return value
indicates an error. The key’s modulus is copied into the
buffer with the Most Significant Byte (MSB) first. The
nKeylndex values start at zero and increase sequentially for
keys that are loaded from flash ROM. Negative nKeyIndex
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values to refer to keys that are loaded into the SMRAM
public key table by the OSD Security Module after the OS
iS running.

[0555] This routine can be used by an application to locate
the nKeyIndex that corresponds to the public key that the
application knows about from an X.509 certificate

[0556] This function returns an error if the caller is not a
registered application or another OSD routine. Periodically,
this function will verify that the SHA1 digest of the caller’s
code has not changed since it was registered.

[0557] This functions uses IOCTL_OSD_GET_PUB-
LIC_KEY to invoke the OSD service.

[0558] int OsdRSAVerifySignedDigest (IN int nKeyIndex,
IN unsigned char *pSignedDigestBuffer, IN unsigned int
*pSignedDigestBufferLength, IN unsigned char *pDigest-
Buffer,IN unsigned int *pDigestBufferLength)

[0559] This function verifies an RSA digital signature. It
performs a PKCS #1 formatted RSA public key operation to
decrypt the data buffer specified by pSignedDigestBuffer
and pSignedDigestBufferLength using the public key speci-
fied by nKeylndex to extract the expected digest value that
was encrypted using the matching private key. It compares
the expected digest to the value specified by the pDigest-
Buffer and pDigestBufferLength parameters. If they are
equal, it returns zero, otherwise it returns a non-zero error
code. The routine will also return an error if the nKeylndex
is invalid. The pDigestBuffer and pDigestBufferl.ength val-
ues could result from calling the OsdSHA1Final routine.

[0560] The data in pSignedDigestBuffer is stored MSB
first and it must be exactly as long as the modulus for the
selected public key.

[0561] This function returns an error if the caller is not a
registered application or another OSD routine. Periodically,
this function will verify that the SHA1 digest of the caller’s
code has not changed since it was registered.

[0562] This function uses IOCTL_OSD_VERIFY-
_SIGNED_DIGEST to invoke the OSD service.

0563] int OsdDigestlnit (OUT DigestContext *pDigest-
[ g g pDig
Context)

[0564] This function can be called by any application. It
initializes a data structure in the caller’s address space that
will be used to compute SHA1 digest values.

[0565] The caller can modify this data structure, so the
OSD module cannot rely on the correctness of the results.
When these SHA1 routines are used by an application to
verify signatures, the application is trusting itself to compute
the correct digest value and then trusting the operating
system driver (and in turn the BIOS SMI security module)
to compute with the correct RSA public key. When the OSD
layer is registering a new application, the data structure is
kept within the operating system driver’s memory, so the
operating system driver can trust the result. See section & for
the DigestContext data structure definition.

[0566] int OsdDigestUpdate (IN DigestContext *pDigest-
Context, IN unsigned char *pBuffer, IN unsigned int
*pBufferLength)

[0567] This function can be called by any application. It
uses a data structure in the caller’s address space to update
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the state of a SHA1 digest object by feeding it the data byte
specified by the pBuffer and pBufferlength parameters.

[0568] The pBufferLength is a pointer to a location that
must be filled in with a count of the number of bytes in the
buffer before calling this routine. This routine does not
change that location, so the length could be passed directly
instead of by reference. However, all buffer length values in
this design are passed by reference in order to make the
interfaces more uniform.

[0569] int OsdDigestFinal (IN DigestContext *pDigest-
Context, OUT unsigned char *pDigestBuffer, INJOUT
unsigned int *pDigestBufferLength)

[0570] This function can be called by any application. It
uses a data structure in the caller’s address space to compute
the final result of a SHA1 digest of a block of data that may
be passed in zero or more calls to the OsdDigestUpdate
routine. It processes the any bytes that remain in the data
structure’s buffer by appending the padding and total length
(in bits) and performing the final digest operation(s). The
result is placed in the buffer specified by pDigestBuffer and
pDigestBufferLength parameter. Before calling this func-
tion, pDigestBufferl.ength points to a location that specifies
the maximum size of the pDigestBuffer, and after successful
completion, that location is set to the number of bytes placed
in the buffer. For SHA1 digests, the result will be 20-bytes
long.

[0571] int OsdRandomGenerate (OUT unsigned char
*pDataBuffer, IN unsigned int *pDataBufferLength)

[0572] This function uses the operating system driver’s
pseudo random number generator to fill in the specified data
buffer with the number of bytes specified by the
pDataBufferLength parameter.

[0573] 1If the pDataBufferLength is 20 bytes or less, then
the follow steps are performed once and the leading bytes of
ResultBlock are copied into the pDataBuffer and the rest are
discarded. If more than 20 bytes are needed the following
steps are repeated as necessary. The StateBlock and Result-
Block are both 20-byte values. The StateBlock represents
the global state of the PRNG.

[0574] ResultBlock=SHAI (StateBlock|StateBlock)

[0575] StateBlock=StateBlock XOR SHA1
(StateBlock|ResultBlock)

[0576] When the pDataBuffer has been filled, end by
calling OsdRandomAddNoise ().

[0577] This function returns an error if the caller is not a
registered application or another OSD routine. Periodically,
this function will verify that the SHA1 digest of the caller’s
code has not changed since it was registered.

[0578] This function uses IOCTL_OSD_RANDOM-
_GENERATE to invoke the OSD service.

[0579] int OsdPubKContainerSeal (IN int nKeyIndex,
IN/OUT unsigned char *pContainerBuffer, IN/OUT
unsigned int *pContainerBufferLength, OUT unsigned char
*pMKBuffer, IN/OUT unsigned int *pMKBufferLength)

[0580] This function is used to ensure that data sent to the
Device Authority server cannot be read by other clients.
Only the Device Authority server knows the private key
necessary to unseal this container. The pContainerBuffer
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parameter pointers to a block of memory that holds an
unsealed PubKContainer structure. The caller should fill in
various fields as described in the section on PubKContain-
ers. That section also describes the steps performed by this
function. The nKeylndex identifies the public key that
should be used to seal the container.

[0581] On input, pContainerBufferlength points to a loca-
tion that contains the maximum number of bytes that fit in
the container buffer. On output, it contains the actual number
of bytes used in pContainerBuffer. Information in the pCon-
tainerBuffer describes the length of the data that must be
protected.

[0582] The pMKBuffer and pMKBufferl.ength parameters
specify a buffer that are filled in with an AppContainer that
protects the master key that was generated for this PubK-
Container. This information is used to create MKContainers
with the same master key.

[0583] This routine ends by calling OsdRandomAddNoise
( ). This function returns an error if the caller is not a
registered application or another OSD routine. Periodically,
this function will verify that the SHA1 digest of the caller’s
code has not changed since it was registered. This function
uses IOCTL_OSD_PUBK_CONTAINER_SEAL to invoke
the OSD service.

[0584] int OsdSignedContainerUnseal (IN/OUT unsigned
char *pContainerBuffer, IN/OUT unsigned int *pContain-
erBufferLength)

[0585] This function is used to verify that a container is
really signed by a server. It returns an error if the signature
is not valid. The format of the SignedContainer and the steps
performed by this function are described in the section on
SignedContainers.

[0586] On input, pContainerBufferLength points to a loca-
tion that contains the maximum number of bytes that fit in
the container buffer. On output, it contains the actual number
of bytes used in pContainerBuffer. Information in the pCon-
tainerBuffer describes the length of the data that must be
protected.

[0587] This routine ends by calling OsdRandomAddNoise
( ). This function returns an error if the caller is not a
registered application or another OSD routine. Periodically,
this function will verify that the SHA1 digest of the caller’s
code has not changed since it was registered. This function
uses IOCTL_OSD_SIGNED_CONTAINER_UNSEAL to
invoke the OSD service.

[0588] int OsdMKContainerSeal (IN/OUT unsigned char
*pContainerBuffer, IN/OUT unsigned int *pContainer-
BufferLength, IN unsigned char *pMKBuffer, IN unsigned
int *pMKBufferLength)

[0589] This function is to seal a container so it can only be
unsealed by others who know the master key. This key could
be either the master key that is known to the device and the
server or a new key generated by the client and sent to the
server in a PubKContainer. On input, the pContainerBuffer
parameter points to a block of memory that holds an
unsealed MKContainer structure. On output, the container is
sealed. The caller should fill in various fields as described in
the section on MKContainers. That section also describes
the steps performed by this function. This function uses the
client constants for key usage.
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[0590] On input, pContainerBufferlength points to a loca-
tion that contains the maximum number of bytes that fit in
the container buffer. On output, it contains the actual number
of bytes used in pContainerBuffer. Information in the pCon-
tainerBuffer describes the length of the data that must be
protected.

[0591] The pMKBuffer and pMKBufferLength parameters
specify a buffer that holds an AppContainer that protects the
master key that was generated by a call to the OsdPubK-
ContainerSeal function. This routine ends by calling Osd-
RandomAddNoise (). This function returns an error if the
caller is not a registered application or another OSD routine.
Periodically, this function will verify that the SHA1 digest
of the caller’s code has not changed since it was registered.
This  function uses IOCTL_OSD_MK_CONTAIN-
ER_SEAL to invoke the OSD service.

[0592] int OsdMKContainerUnseal (IN/OUT unsigned
char *pContainerBuffer, IN/OUT unsigned int *pContain-
erBufferLength, IN unsigned char *pMKBuffer, IN
unsigned int *pMKBufferLength, IN int wasSealedBySer-
ver)

[0593] This function is to unseal a container that was
sealed by another entity using the given master key. On
input, the pContainerBuffer parameter points to a block of
memory that holds a sealed MKContainer structure. On
output, the container is unsealed. See the section on
MKContainers for the unsealed format. That section also
describes the steps performed by this function. The key
usage constants used by this routine are the client constants
if the parameter, wasSealedByServer, is zero, otherwise they
are the server constants. See the section on key usage
constants for details.

[0594] On input, pContainerBufferlength points to a loca-
tion that contains the maximum number of bytes that fit in
the container buffer. On output, it contains the actual number
of bytes used in pContainerBuffer. Information in the pCon-
tainerBuffer describes the length of the data that must be
protected.

[0595] The pMKBuffer and pMKBufferLength parameters
specify a buffer that hold an AppContainer that protects the
master key that was generated by a call to the OsdPubK-
ContainerSeal function.

[0596] This routine ends by calling OsdRandomAddNoise
( ). This function returns an error if the caller is not a
registered application or another OSD routine. Periodically,
this function will verify that the SHA1 digest of the caller’s
code has not changed since it was registered. This function
uses [IOCTL_OSD_MK_CONTAINER_UNSEAL to invoke
the OSD service

[0597] int OsdAppContainerSeal (IN/OUT unsigned char
*pContainerBuffer, IN/OUT unsigned int *pContainer-
BufferLength)

[0598] This function is to seal a container so it can only be
unsealed by the same program running on the same device.
On input, the pContainerBuffer parameter points to a block
of memory that holds an unsealed AppContainer structure.
On output, the container is sealed. The caller should fill in
various fields as described in the section on AppContainers.
That section also describes the steps performed by this
function. This function uses the client constants for key
usage.
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[0599] On input, pContainerBufferLength points to a loca-
tion that contains the maximum number of bytes that fit in
the container buffer. On output, it contains the actual number
of bytes used in pContainerBuffer. Information in the pCon-
tainerBuffer describes the length of the data that must be
protected.

[0600] This routine ends by calling OsdRandomAddNoise
( ). This function returns an error if the caller is not a
registered application or another OSD routine. Periodically,
this function will verify that the SHA1 digest of the caller’s
code has not changed since it was registered. This function
uses IOCTL_OSD_APP_CONTAINER_SEAL to invoke
the OSD service.

[0601] int OsdAppContainerUnseal (IN/OUT unsigned
char *pContainerBuffer, IN/OUT unsigned int *pContain-
erBufferLength, IN int wasSealedByServer)

[0602] This function is to unseal a container that was
sealed by this application running on this machine or by the
server specifically for this application on this machine. On
input, the pContainerBuffer parameter points to a block of
memory that holds a sealed AppContainer structure. On
output, the container is unsealed. See the section on App-
Containers for the unsealed format. That section also
describes the steps performed by this function. The key
usage constants used by this routine are the client constants
if the parameter, wasSealedByServer, is zero, otherwise they
are the server constants.

[0603] On input, pContainerBufferlength points to a loca-
tion that contains the maximum number of bytes that fit in
the container buffer. On output, it contains the actual number
of bytes used in pContainerBuffer. Information in the pCon-
tainerBuffer describes the length of the data that must be
protected. This routine ends by calling OsdRandomAdd-
Noise (). This function returns an error if the caller is not a
registered application or another OSD routine. Periodically,
this function will verify that the SHA1 digest of the caller’s
code has not changed since it was registered. This function
uses IOCTL_OSD_APP_CONTAINER_UNSEAL to
invoke the OSD service.

[0604] int OsdAppContainerTransfer (IN/OUT unsigned
char *pContainerBuffer, IN/OUT unsigned int *pContain-
erBufferLength, IN unsigned char *pAuhorizationBuffer, IN
unsigned int *pAuthorizationBufferlength)

[0605] This function is used to seal a container so it can
only be unsealed by a different program running on the same
device. The original owner of the container looses the ability
to open it. Of course, the original owner can make a copy of
the contain and continue to open and close that copy, but the
transferred container will be encrypted with a different key,
so only the new owner can open it. This feature could be
used by a secure keyboard reader module to capture key-
strokes and securely transfer them to the correct application.

[0606] On input, the pContainerBuffer parameter points to
a block of memory that holds an unsealed AppContainer
structure. On output, the container is sealed. The caller
should fill in various fields as described in the section on
AppContainers. That section also describes the steps per-
formed by this function. This function uses the client con-
stants for key usage. This function confirms that the caller
currently owns the container (checking the DecryptedCod-
eDigest) before sealing it for use be the new owner.
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[0607] The pAuhorizationBuffer and pAuthorizationBuf-
ferLength parameters specify the location and length of a
SignedContainer that was created by the Device Authority
server. See the design document for protected containers for
details. The opcode is OpcOsdAllowTransfer and the data
inside that container specify the AppCodeDigest of the
program that is invoking this function and the AppCodeDi-
gest of the program that will be able to unseal this container.
The SealersCodeDigest field of the container will identify
the program that called this function.

[0608] On input, pContainerBufferlength points to a loca-
tion that contains the maximum number of bytes that fit in
the container buffer. On output, it contains the actual number
of bytes used in pContainerBuffer. Information in the pCon-
tainerBuffer describes the length of the data that must be
protected. This routine ends by calling OsdRandomAdd-
Noise (). This function returns an error if the caller is not a
registered application or another OSD routine. Periodically,
this function will verify that the SHA1 digest of the caller’s
code has not changed since it was registered.

[0609] int OsdEnrollGenerateRequest (OUT unsigned
char *pPubKContainerBuffer, IN/OUT unsigned int *pPub-
KContainerBufferLength)

[0610] This function will generate a pseudo DMK, client
seed of the master key and session master key. It return a
sealed PubKContainer with client seed of the master key and
session master key and a sealed AppContainer with session
master key. The PubKContainer will be send to the Device
Authority server. The BIOS will save the client seed and
master key in SMRAM. On input, pPubKcontainerBuffer
and pAppContainerBuffer point to buffers. pPubKContain-
erBufferLength and pAppContainerBufferLength point to
locations that have the lengths of the buffers. On output, the
buffers should be filled in with the returned Containers.

[0611] This function returns if successful otherwise return
error. This function uses IOCTL_OSD_ENROLL_GEN-
ERATE_REQUEST to invoke OSD service.

[0612] int OsdEnrollProcessResponse (IN unsigned char
*pContainerBuffer, IN unsigned int *pContainerBuffer-
Length, OUT wunsigned char *pAppContainerBuffer,
IN/OUT unsigned int *pAppContainerBufferL.ength, OUT
unsigned char *pPubKContainerBuffer, IN/OUT unsigned
int *pPubKContainerBufferLength)

[0613] This function calls SMI routine to generate the
master key and save it in SMRAM. The routine will create
a Sealed AppContainer that has the Key ID (a hash of the
DMK) and other data.

[0614] On input, pContainerBuffer points to a buffer that
stores the MKContainer sent back by the Device Authority
server during on-line enrollment or a SignedContainer that
has the pseudo server seed during off-line enrollment. pCon-
tainerBufferLength specifies the length of the buffer. On
output, pAppContanerBuffer stores the sealed AppContainer
that contains the Key ID. PPubKContainerBuffer points to a
buffer that contains the server seed and client seed during
off-line enrollment. This pointer can be NULL during on-
line enrollment.
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[0615] This function uses IOCTL,_OSD_ENROLL_PRO-
CESS_RESPONSE to invoke OSD service.

[0616] int OsdInvalidateDMK( )

[0617] This functions invalidates the master key generated
by the previous enrollment. This function uses IOCTL_OS-
D_INVALIDATE DMK to invoke OSD service.

[0618] int OsdSetPublicKey(IN unsigned int nKeyIndex,
IN unsigned char* pKeyBuffer, IN unsigned int * pKey-
BufferLength)

[0619] This function either replaces the RSA public key
specified by nKeyIndex or add a new key in the BIOS key
table. On input, nKeyIndex specifies the key to replace or
add. pKeyBuffer points to the key buffer. pKeyBufferLength
indicates the buffer length.

[0620] OSD Internal Functions

[0621] The following functions are called by the OSD
driver internally. They are not exposed to the user applica-
tions.

[0622]

[0623] This function initializes the state of the operating
system driver. The operating system driver calls this func-
tion after it is loaded into the system. This function registers
with the BIOS layer and initializes the PRNG. The PRNG is
initialized by zeroing StateBlock, reading the saved entropy
from the semaphore file, converting it to binary and passing
it to the OsdRandomAddSeed function. If there is no saved
entropy, then the operating system driver performs a slow
process of gathering entropy bytes, call OsdRando-
mAddSeed and then use OsdRandomSaveEntropy to save
the entropy into the semaphore file.

[0624] int OsdRandomAddNoise (void)

[0625] This function is called at the end of every one of the
OSD Security routines. It helps increase the unpredictability
of the global PRNG by adding global information that is
somewhat unpredictable to an attacker.

int OsdInitialize (void)

[0626] Call OsdDigestInit with new context.

[0627] Call OsdDigestUpdate passing StateBlock

[0628] For each quick entropy source:

[0629] Call OsdDigestUpdate passing the quick entropy

value (32-bit or 64-bit value)

[0630] After the last quick entropy source is processed,
Call OsdDigestFinal producing ResultBlock

[0631] StateBlock=StateBlock XOR ResultBlock

[0632] The quick entropy sources include the CPU cycle
counter, CPU statistics such as cache miss count, and the all
the bits of the system clock. The new StateBlock is the result
of an exclusive-or of the old block and a digest value. By
mixing the old block into the new block with exclusive-or,
we ensure that the unpredictability of the new state is no less
than the old state (assuming modest properties for the digest
function). In contrast the equation: StateBlock=SHA1
(StateBlock) may cause the amount of unpredictability to
shrink because SHA1 behaves like a random function that
can cause two input values to map to the same output value.
There are fewer possible outputs with each iteration.
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[0633] If the motherboard or CPU supports a hardware
RNG, then this hardware value should be included. Only add
the amount of randomness that is quickly available.

[0634] This function returns an error if the caller is not a
registered application or another OSD routine. Periodically,
this function verifies that the SHA1 digest of the caller’s
code has not changed since it was registered.

[0635] int OsdRandomAddSeed (IN unsigned char
*pDataBuffer, IN unsigned int *pDataBufferLength)

[0636] This function updates the state of the operating
system driver’s PRNG. It performs the following steps.

[0637] StateBlock=StateBlock XOR SHA1
(StateBlock|pDataBuffer)

[0638] That is, initialize a SHA1 context and update it
with the StateBlock and the bytes in the given buffer.

[0639] Call OsdRandomAddNoise ()

[0640] This function returns an error if the caller is not a
registered application or another OSD routine. Periodically,
this function will verify that the SHA1 digest of the caller’s
code has not changed since it was registered.

[0641]

[0642] This function saves information from the operating
system driver’s global PRNG into a field of the Semaphore
file. It does not save the raw StateBlock, since that could
cause the operating system driver to reuse the same
sequence of random bytes. Instead, it saves a 32-byte
(256-bit) value generated from the current (160-bit) state.
Restarting the PRNG from that value will not cause it to
regenerate the same bytes. The basic steps are:

[0643] Call OsdRandomGenerate requesting a 32-byte
buffer of random bytes

int OsdRandomSaveEntropy ()

[0644] Encode these binary bytes into 64 hexadecimal
ASCII characters

[0645] Save these characters in a field of the Semaphore
file.

[0646] Call OsdRandomAddNoise ().

[0647] This function returns an error if the caller is not a
registered application or another OSD routine. Periodically,
this function will verify that the SHA1 digest of the caller’s
code has not changed since it was registered.

[0648] Data Formats will now be discussed. The following
is a description of the data structures and formats used in the
present invention.

[0649] The Authorization Buffer is a SignedContainer.
The Data block in the container defined in Table 12. The
entry of the Registered Application Table is shown in Table
13. The table can be implemented as a linked list.

[0650] The following issues are addressed by the present
invention. One issue is how to read the application code
from the operating system driver. As long as the kernel mode
OSD runs as a top level driver and in PASSIVE_LEVEL, it
can read User Mode address space.

[0651] Another issue is how to get the caller’s entry point.
When an app calls DevicelOControl system function, it will
switch from ring3 to ring0. And for different ring the
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hardware implements different stacks. The operating system
driver needs to trace back to the user mode stack to get the
entry point. That relies on the implementation of Device-
I0Control, i.e., how many stack frames(function calls) it
has. The following four possible solutions are available. (1)
Emulate the instructions, e.g. through exception. (2) Call
BIOS routines directly from User mode instead of going
through the driver. (3) Setup INT gate. Set up an interrupt
handler. all the functions will be caller by the soft interrupt.
(4) Verify and Execute user code in OSD space. This
solution will have the same problem as Win32 API.

[0652] Presented below is a description of the application
registration module (ARM) component in the MFCA VPN
product. The application registration module assists a Strong
Authentication Module (SAM) in providing access to the
secure AppContainers that are exchanged between the client
devices and cryptographically-enabled servers.

[0653] The application registration module is responsible
for providing the AppContainer Keys for client devices that
have been enabled for access to a server application, such as
a VPN. The application registration module will communi-
cate with the SAM over a secure communications channel,
such as SSL.

[0654] FIG. 4 is a block diagram illustrating multi-factor
client authentication (MFCA) registration. FIG. 4 shows
how the various modules interact with the application reg-
istration module

[0655] The SAM and application registration module have
a client/server relationship. The Application registration
module is an Internet server that will expose a number of
services to the SAMs of different enterprises. Its purpose is
to help the client and the SAM during registration of a
particular device with a particular enterprise. The ultimate
result is to provide the SAM with the appropriate App Key
to seal and unseal containers in the device that is being
registered. This operation is only performed once for each
device/enterprise combination.

[0656] The components are invoked in the following
order. The SSL connection verifier checks that a legitimate
SAM is talking to the application registration module via an
SSL connection. All other forms of connection to the appli-
cation registration module should be redetected. The App-
Container Key provider will use the received pubKCon-
tainer to first perform some checks on the enterprise, then
secondly prepare the AppContainerKey that will, finally, be
sent back to SAM.

[0657] Entry points to the application registration module
include specific URLs, such as AppContainerKeyRequest.

[0658] https://arms.Device Authority.com/arm/AppCon-
tainerKeyRequest, for example, a URL that has in its body
the PubKContainer( ) generated by the client system and
some extra information provided by the SAM.

[0659] Theory of Operation of ClientCertificates

[0660] The application registration module webserver’s
mod_ssl is configured to know the Device Authority
RootCA certificate. Mod_ssl checks that the presented
SAM.ClientCertificate has a certification path that leads to
the Device Authority. RootCA. For example: SAM.Client-
Certificate was issued by SubscriptionManager.CA..cert, this
Subscription Manager.CA.cert was issued by the Device
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Authority Root CA certificate. This last cert being config-
ured into mod_ssl, will successfully terminate the checking
of the SAM.ClientCert.

[0661] During this check of the certification path, mod_ssl
will consult the Certificate Revocation List (CRL) that has
been configured. The CRL will have to be updated each time
a SubscriptionManager revokes a SAM (e.g., the company
that purchased the SAM is going out of business). The
Subscription Manager will have a URL where it stores its
CRL. This URL is stored inside the SAM.ClientCert. The
application registration module will get the file from this
URL regularly.

[0662] Authentication is provided by the combination of
the Device Authority RootCA and Subscription Man-
ager.CA: a SAM.ClientCert is by construction a certificate
of a SAM. This would not be the case if we were using
Verisign as a RootCA.

[0663] Authorization is provided by the combination of
the Device Authority RootCA, Subscription Manager.CA,
and Subscription Manager.CRL: a SAM is authorized to
contact the application registration module if it has a SAM-
.ClientCert AND it is not on the Subscription Manager.Cer-
tificateRevocationList.

[0664] SSL connection verifier. This is a java class that is
invoked from servlets. It offers servlets an API to confirm
the authentication information of the given connection. The
servlet will pass it at least the request object as it holds the
information about the ssl connection. Using that information
the SslConnection Verifier will determine whether the client
that connected is a previously registered one.

[0665] The connection verifier logs any failed attempts.
Successful attempts are logged for debugging purposes. The
Verifier returns an object that will provide information on
the client (SAM) that is connecting. The Verifier also grabs
any username information that is available from the request.
This is used by the ClientCert manager servlets.

[0666] The input is a Servlet Request Object: It holds the
SSL client certificate information and information on user if
a username/password was used to make this request. The
output is a SslConnection Verifier object: with methods such
as IsSslOk( ), GetCertInfo( ), IsUserAuthenticated( ), GetU-
serInfo( ). The SslConnectionVerifier has access to all the
fields of the x509 Client Certificate.

[0667] AppContainerKey Provider servlets hands out keys
for the application registration module. It is the main entry
point of the ARM module. It invokes the SslConnection-
Verifier. From its input stream it receives a pubke( ) that
holds information on the SAM that forwarded the pubke( )
of the client device. This SAM information has an enterprise
field that is consistent with information that the SslConnec-
tion Verifier object knows. Invoke the Enforcer, passing it all
the information from the SslVerifier and also information
from the pubke( ). Based on the Enforcer’s result this servlet
will then request an AppContainerKey from the crypto-
engine. The Key ID+ACD that were in the pubke( ) will be
passed to the crypto-engine. The AppContainerKey is
returned to the SAM over the SSL connection.

[0668] Input is an InputStream (from serviet API) with
PubKC() holding a Key ID, enterprise information, and an
ACD. A request object (from servlet API) that holds infor-
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mation on the current connection (SSL, . . .). The output
returns an AppContainerKey on the outputStream (from
servlet API), and modifies the number of used licenses in the
database.

[0669] 28. The Subscription Manager

[0670] The Subscription Manager gathers information that
is required for the Strong Authentication Module (SAM) to
manage licenses. These licenses control the number of
AppContainersKeys that can be requested by the SAM from
an Application Registration Module (ARM) in the MFCA
product. The application registration module is responsible
for providing the AppContainer Keys for client devices that
have been enabled for access to the VPN.

[0671] Sales people that are allowed to sell licenses to
companies that purchase SAMs will typically use a Web user
interface to the Subscription Manager. This interface gathers
information on the company, the number of licenses, their
expiry date, the sales person ID, and the SAM identification
(Client Certificate Signing Request) that will be used by the
application registration module to determine what SAM is
requesting an AppContainerKey.

[0672] The subscription manager generates a tamper proof
(signed and/or encrypted) file that the SAM will load and
verify. This file contains the subscription information (i.e.
number of licenses that are allowed to be in use, the allowed
IP address of the SAM . . ). In addition to the Subscription
Information File (SIF) the subscription manager also returns
the signed SAM’s identification.

[0673] The subscription manager is a front-end to a data-
base of license information and client certificates. The web
user interface authenticates the license reseller using client
certificates. It requests the following information on the
company that the reseller is getting license for including:
Company name, Company Contact information, Number of
licenses, Licenses validity dates (from start date to end date),
IP or MAC address of the SAM (to bind the Subscription
File to that SAM), SAM’s Client Certificate Request (CSR),
and Reseller identification.

[0674] The subscription manager produces the following
items that are forwarded securely to the person installing the
SAM: a signed Client Certificate, and a tamper proof Sub-
scription Information File (SIF). Having the SIF signed by
a SIF Singing Utility (SSU) will do the tamperproofing.

[0675] Internally the Subscription Manager will update a
database with the following information: information
required for revoking the SAM’s Client Certification, infor-
mation on the SAM (number of licenses, expiry date, contact
information for license renewal . . .), and information on the
company that purchased the SAM, as it might not be the only
SAM that company owns.

[0676] The theory of operation of the subscription man-
ager is as follows. First a contract is established between a
reseller/channel-partner and a Device Authority. Then the
License-Reseller info editor/viewer is used by somebody at
the Device Authority to create an initial Reseller/Channel-
partner account that will be authorized to sell licenses to
SAMs.

[0677] This produces a user/password that gets commu-
nicated to the reseller/channel-partner. The reseller/channel-
partner arranges for a SAM to be installed in some company.
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He logs in to the SAM info editor/viewer and enters the
company information and the licensing information.

[0678] The company finishes installing the SAM: the
company has assigned an IP address to SAM and has
generated a Client Certificate Signing Request. This infor-
mation is passed on to the reseller. The reseller (or the
company with the OTP) then returns to the SAM info
editor/viewer and enters the IP address of the SAM and the
CSR.

[0679] The server generates the unsigned SIF and sends it
to a SIF Signing Utility. The SSU immediately returns the
signed SIF. The SAM’s CSR is turned into an actual Client
Cert signed by the Subscription Manager that is acting as an
intermediate CA on behalf of the Root Device Authority.

[0680] Without the OTP solution, the reseller communi-
cates the SIF and Client Certification to the company. The
company then installs the SIF into a directory known by the
SAM. The Cert gets installed into their SSL module. The
company is now ready to request AppContainerKeys.

[0681] 28.1. SAM Module Component Details

[0682] An SSL connection verifier is a java class that is
invoked from servlets. It offers servlets an API to confirm
the authentication information of the given connection. The
servlet passes it at least the request object as it holds the
information about the ssl connection.

[0683] Using that information, the SslConnection Verifier
determines whether the client that connected is a previously
registered one. Probably this verification will be limited to
checking that the connection is over SSL and that the client
has a certificate. This simplicity will be due to how Apache+
mod_ssl will be configured: they only accept connections
from clients with a known certificate.

[0684] The connection verifier logs any failed attempts.
Successful attempts are logged for debugging purposes. The
Verifier returns an object that provide information on the
client (resellers computer) that is connecting. The Verifier
also grabs any username information that is available from
the request. This will be used to verify that the actual
authorized reseller is using his computer and not some
computer this.

[0685] The input is a Servlet Request Object, which holds
the SSL client certificate information and information on
user if a username/password was used to make this request.
The output is an SslConnection Verifier object: with methods
like IsSslOk( ), GetCertInfo( ), IsUserAuthenticated( ),
GetUserInfo( )

[0686] The SAM info editor/viewer module allows licens-
ing information to be added/edited/removed, and so forth. It
allows the generation of reports per company, per SAM
IP/MAC address, per soon-to-expire licenses, for example.
All actions are authenticated with valid reseller information
(username/pwd, client cert).

[0687] The SIF generator module generates a Subscription
Information File. The generated SIF is sent to the SIF
Signing Utility (SSU). The SSU will sign the file using the
private key who’s matching public is shipped with the SAM
software. There is only one SIF signing key pair.

[0688] The SIF is a human readable file. This allows IT
department personnel to instantly have access to contact
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information as well as dates, IP addresses, etc. during
support. The SIF contains: Company name, Company Con-
tact information, Contact for expired licenses, Number of
licenses, Licenses validity dates (from start date to end date),
Reseller identification, IP or MAC address of the SAM (to
bind the Subscription File to that SAM).

[0689] A Certificate Signing Request (CSR) handler mod-
ule is responsible for creating X509 compliant Certificates
signed with the Root Device Authority’s key. It only signs
certificates if the reseller that has submitted the request is
correctly authenticated (username/password and client cer-
tificate is authorized). It requires SAM information, the
corresponding CSR, and contact information to remind of
the expiry of the SAM’s client certificate. The CSR contains
the IP address of the machine in one of the fields. therefore
it is the responsibility of the SAM installer to generate a
client certificate with the IP address in one of the fields.

[0690] The output is an x509 client certificate useable on
the SAM machine. Openssl is the underlying tool that
handles certificate matters on the SAM and the subscription
manager. This module also handles revocation of issued
SAM.ClientCertificates. The revocation information will be
putinto a Certificate Revocation List (CRL). This list can be
manipulated using opensll. This CRL file is available for
download for anybody via HTTP on this server.

[0691] A license expiry detector regularly scans the data-
base of licenses and sends an email to the contact provided
during subscription. A SAM certificates expiry detector
regularly scans the database of generated SAM client cer-
tificates and send an email to the contact provided during
CSR.

[0692] A License-Reseller info editor/viewer registers
resellers with the system and provides them with a Client
Certificate for their browser or just a username and password
or both. It also allows tracking of how well a reseller is
performing in sales.

[0693] A SIF Signing Utility (SSU) provides an easy way
for a Device Authority to get access to the subscription
information. At a minimum, the SSU signs the SIF.

[0694] 29. Application: Multi-Factor Client Authentica-
tion

[0695] One application of the system is a multi-factor
client authentication (MFCA) application for accessing a
virtual private network (VPN). The first part of the authen-
tication process is a username/password pair (something the
user knows). The second part will be the authentication of a
cryptographically-enabled device, either BIOS-based or
using software (something the user has).

[0696] In a simple version of MFCA, password verifica-
tion is achieved by a traditional transmission through
RADIUS to an authentication server that uses a legacy
password database. In preferred embodiments this process is
enhanced using a SPEKE password authentication protocol
disclosed in U.S. Pat. No. 6,226,383. In both cases, MFCA
provides a new mechanism for device authentication.

[0697] The system includes the following software com-
ponents. A client software component running in the client
device that authenticates to a VPN server. The software must
be cryptographically-enabled.
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[0698] A software component running on one or more
server machines of the VPN that we are protecting, inside
the enterprise-protected network. This is administered by the
IT department of a company that purchases the VPN prod-
uct.

[0699] A software component running on a Device
Authority server (which may be administered by an author-
ity other than the enterprise) connected to the Internet and
with access to a database of KID/DMK pairs.

[0700] An MFCA overview is provided discussing an
enhanced VPN client. The client device is typically a Win-
dows machine that enrolls with a Device Authority. After
enrollment the client device has a valid master key. In a
preferred embodiment it has firmware support, with cryp-
tographic features of the present invention implemented in
BIOS ROM, although a software-only version may be used.
The machine typically is owned by the user of the client
VPN software who wants to access the restricted network of
his company through the VPN gateway.

[0701] The client typically accesses the Internet through a
regular Internet service provider (ISP). The network
between this ISP and the VPN gateway is not trustworthy, so
communications between these two parties must be secured.
The primary purpose of the VPN solution is to provide
end-to-end cryptographic security from the client device to
the VPN gateway.

[0702] The MFCA client includes the cryptographic core
technology implemented by the present invention and a
client application that cooperates with standard VPN client
software to establish the secure link with the server. The
MFCA architecture requires that the machine be enrolled
prior to VPN login. The client application discovers during
the first time it runs whether or not the client has been
previously enrolled. If it has not previously enrolled, the
client application performs enrollment, and only after this is
completed, will it continue with the rest of the MFCA
operations.

[0703] An Enterprise VPN gateway and Strong Authenti-
cation Module (SAM) is provided by the present invention.
The MFCA-enabled enterprise has a VPN Gateway server
attached between the Internet and the protected network of
the enterprise.

[0704] The VPN typically includes a number of machines
that cooperate between them to grant access and block
untrusted traffic. Normally they work in conjunction with a
firewall. The important machines are the VPN gateway and
the Strong Authentication Module (SAM) server.

[0705] The SAM stands inside the corporate network, and
is essentially trusted. In some cases this means that the
communications between the VPN Gateway and the SAM
server need not to be encrypted. A simple security check for
the two machines is to check on the IP address of the other
one, where the routing that is done inside the corporate
network is trusted.

[0706] The SAM is server software that interacts with the
VPN gateway in granting access to the inner network for a
particular user and device. It has access to a “database” of
registered devices, that will be allowed access. The interface
between the SAM code and the database should be as open
as possible, to allow to place different database implemen-
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tations under it (for example, by using ODBC or LDAP).
Care should be taken with the SAM-Database connection,
which may be implemented using the Secure Sockets Layer
(SSL) protocol.

[0707] The SAM contains the code that seals and unseals
App Containers. The SAM Server may also incorporate
tracking of licensing policies (expiration of device rights to
access the network, number of devices to allow in, etc.). The
cryptographic functions may be provided in both BIOS-
ROM and software-only forms.

[0708] In addition to these machines, additional hardware
and/or software may cooperate with the Gateway and the
SAM in determining whether a device/user pair should be
granted access (the first part of the two-factor authentica-
tion). A variety of standards and products are used in the
industry to perform this function, including RADIUS serv-
ers that have access to databases of usernames and pass-
word, and various systems for determining policy-based
access rights.

[0709] The SAM component may also be used to enforce
a software licensing scheme. The SAM component is typi-
cally administered by the IT department of the enterprise
that owns the VPN, and not by any other authority. However,
it may have a trust relationship with another authority that
has sold the enterprise the rights to use the MFCA software.

[0710] The licensing policy takes into account expiration
times for the whole account of the enterprise, or for indi-
vidual client accounts (for example, someone may lose his
laptop, and we have to delete that device). The SAM
implements these revocation and expiration according to
policies set by the system administrator.

[0711] Licenses can be based on a maximum number of
devices that will be granted access to the database. The
license functions periodically audit and track what is hap-
pening. This may involve the SAM sending information to
a vendor-specific location on a regular basis. License man-
agement is preferably done from a remote Web based tool.

[0712] The Application registration module (ARM) is an
Internet server that exposes services to the SAMs of different
enterprises. Its purpose is to help the client and the SAM
during registration of a particular device with a particular
enterprise. The ultimate result is to provide the SAM with
the appropriate App Key to seal and unseal containers in the
device that is being registered.

[0713] This operation needs to be performed only once for
each device/enterprise combination, during a process called
“MFCA Registration”. The application registration module
server consists of some front-end server(s)—presumably,
but not necessarily, Web Server(s)—, communicating with a
backend database that holds information describing the valid
licenses for different companies at the time, what their
expected certificates are, etc.

[0714] License-enforcement may be done here. Basic
tracking of the number of registered users for a particular
enterprise is one example. The application registration mod-
ule server performs license enforcing and license logging
and auditing, but does not track individual logins. The
application registration module also has access to a Device
Authority “Encryption Server” that stores the KID/DMK
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table generated during the process of Enrollment. A Web
based remote interface handles these enterprise accounts.

[0715] As an enhancement utility for the application reg-
istration module, the data entry is automated by a web
interface (Subscription Manager) that allows resellers, chan-
nel partners, and IT administrators to enter the appropriate
information to enable the SAM to interoperate with the
central ARM database. The processes listed in the following
table are involves.

Process name Description

MFCA Subscription Process that generates licensing
information for a SAM. The sales person
that sells licenses initiates the subscription
process by logging into a Device Authority
owned server called the Subscription
Manager. The sales person enters
information about the company that bought
the SAM: how many licenses are
requested, the SAMs Client Certificate, and other
information, . . .
The output of this process is a Subscription
Information File (SIF), and a Client
Certificate (see Certificate).
Process by which a client device acquires
an DMK and is able to use cryptographic
services. This process involves the client
device and the Device Authority
Enrollment Server.
Enrollment need the client device to
contain the cryptographic core functions,
either in BIOS or in the Emulation APIL.
Process by which a client device gets
registered to use the services of the VPN of
a particular enterprise. This involves the
client, the SAM Server, and some
interaction with the ARM Server.
Registration requires that the client device
has previously performed enrollment with
the Device Authority.
The ultimate purpose of this registration is
to provide SAM with the appropriate App
Key to seal and unseal App Containers that
will be exchanged with the client device.
Login Process by which a client device gains
access to the internal network of an
enterprise. This is the final service that
MFCA wants to accomplish. The login
involves some interaction between the
client device and the SAM Server, but no
additional interaction is required with
Device Authority.
The SAM Server has to authenticate the
client device as the second phase of a two-
factor authentication with the VPN
Gateway. It uses App Containers to
perform this.

Enrollment

MFCA Registration

[0716] In addition to the above, the VPN client, the SAM
Server, and the ARM Server have to be configured to be able
to hand out the appropriate App Keys successfully.

[0717] The process of registration involves the following
two steps: (1) transmission of the App Key that works with
a particular machine, from Device Authority to the SAM
server of our corporation, and (2) transmission of the Cus-
tomer Secret that generates the Customer App Key, from the
SAM server to the client.

[0718] The App Key is a function of the following: (1) the
DMK of the machine that is being registered (known only by
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the Device Authority and the machine itself), and (2) the
operating system driver of the application (the VPN Client
application, in this case).

[0719] The App Key is the result of the following cryp-
tographic operation:

ApKey=trunc128(SHA1(DMKJ||ACD)).

[0720] The SAM server generates an additional 128-bit
secret, the Customer Secret, that is kept secret from other
Device Authorities, and computes the Customer App Key
with the following operation:

CustomerAppKey=

trunc128(SHA1(AppKey|CustomerSecret))
[0721] The SAM server stores this value (or, optionally,
stores the App Key and the Customer Secret separately), and
sends the Customer Secret to the client. The client records
this secret (although this is not a “big secret” as is the DMK).
The SAM also sends to the client a sealed App Container
that may store an initial value for a Login Counter mecha-
nism. In an alternate embodiment, a secure challenge/re-
sponse mechanism replaces the Login Counter mechanism.

[0722] The process of logging in is based on App Con-
tainers. The client unseals the App Container that it has
previously received, increments the login counter, reseals
the container and sends it to the VPN Gateway as part of the
VPN Authentication Protocol. The SAM server gets this
container, opens it, and compares the login counter with the
last recorded value. If it is inside an acceptable range, it will
grant the calling client access to the internal network of the
enterprise.

[0723] In an alternate process of login, the client receives
a random challenge value from the VPN Gateway, unseals
the App Container that it has previously received, combines
the Customer Secret and the challenge value with a one-way
function (typically using a cryptographic hash function, like
SHA1), and returns the result of the one-way function to the
VPN Gateway as part of the VPN Authentication Protocol.

[0724] The SAM server gets this result, and compares it to
its own computed result of the one-way function of the
challenge value and the Customer Secret. If the SAM
server’s computed result matches the client’s result, the
VPN Gateway will grant the calling client access to the
internal network of the corporation.

[0725] Specific implementations of the MFCA may target
particular VPN software products. Some VPN vendors pro-
vide APIs that allow other companies to customize their
product in the client, as well as in the server. These vendors
may also have certification programs for software that has
been written to interact with these APIs. The MFCA may be
delivered in either an add-on form or in an integrated form
with VPN vendors products.

[0726] 30. Detailed Enrollment Processes

[0727] Enrollment is a pre-requisite to the MFCA instal-
lation. The client device must have the core cryptographic
system, including the operating system driver (OSD), a
low-level driver program which accesses the BIOS and the
hardware, and the device must have already been enrolled
and have stored a valid master key.

[0728] The enrollment operation may be performed as part
of the VPN software installation. That is, if the client device
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has not yet been enrolled when the client tries to access the
VPN for the first time, it can perform enrollment there and
then. This will happen as part of the initial user experience
when he starts the client application for the first time. No
input from the user is needed.

[0729] Client setup Involves the user receiving software
that contains the MFCA VPN Client, which may be an
enhanced form of an existing VPN Client including addi-
tional code for MFCA setup and MFCA-enhanced login
authentication. Preferably, the APIs provided by the VPN
vendor’s client SDK should allow the MFCA code to be
linked with their libraries statically. Ideally, all of the rel-
evant parts of the MFCA product are inside the range whose
ACD is calculated.

[0730] The server setup process will now be discussed.
Strong Authentication Module (SAM) configuration: Setting
up user/device accounts. This is typically performed by the
enterprise system administrator. The SAM interacts with the
VPN and/or with the authentication server. A number of
options are available here:

[0731] The SAM may be a plug-in for an existing authen-
tication server. The interface between authentication server
and SAM is an API. The SAM is a server listening to some
port, understanding either a custom protocol or RADIUS.
The interface between authentication server and SAM is a
network protocol.

[0732] VPNs and RADIUS servers are also highly con-
figurable, permitting a number of configurations. The
RADIUS server (in case it is present) authenticates clients
depending on policies, usernames and passwords, etc.

[0733] The SAM takes care of authenticating the device.
A simple embodiment includes a standalone RADIUS
server, and can be used to talk directly to the gateway, or to
another authentication server acting as a proxy. The con-
figuration user interface (UI) will be independent of any
other authentication server.

[0734] VPN Gateway/RADIUS server configuration. The
admin configures a username/password pair. This will be the
“permanent” username/password pair for the user to login.
This process does not involve any Device Authority, and is
the “usual” one-factor configuration independent of MFCA.

[0735] SAM configuration. The administrator configures a
username, Application Device ID (ADID), and Registration
Password. In alternative embodiments, the administrator
may also create associations between users and devices to
indicate valid combinations, to restrict users to authenticate
from specific machines.

[0736] The Application Device ID (ADID) is a human-
readable public name, a unique value within each enterprise,
but not necessarily across enterprises. The Registration
Password is generated by the system administrator. It must
be a truly random number.

[0737] In an alternate embodiment one could use the Key
ED as a unique identifier to act in the place of the ADID.
However, in practice people mistrust the idea of a universal
“unique identifier”, so the preferred embodiment uses a
separate ADID chosen by an I'T administrator. All passwords
that are stored in the SAM database are hashed.

[0738] The model described in this architecture implies
that the database of users and the database of devices are
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separated. This has the consequence that any user that exists
in the users database will be authenticated with any device
that exists in the device database. No restrictions are
enforced for specific users to be linked with specific
machines.

[0739] MFCA registration (first connection). The user,
obtains a username/password pair and an ADID/Registration
Password pair from the IT department of his enterprise. The
user experience is as follows.

[0740] The user runs an installation application. This is a
generic Windows install. If client is not enrolled, the enroll-
ment operation is performed. The installation program
prompts the user for the pieces of data that will identify the
user to the VPN. The username/password for normal login,
and the ADID/Registration Password for registration.

[0741] The user connects for the first time, the VPN
gateway/RADIUS authenticate the username/password pair
and checks the current policies to allow him in. SAM
registers the device with the external ARM server, and
configures itself. If everything is successful, the user will be
in the VPN.

[0742] Insubsequent logins, the user will not need to enter
his ADID/Registration Password any more. Client VPN App
should only prompt the user for a username and password.
The client remembers the ADID, and the location of the App
Container and the customer secret it has received from the
server.

[0743] The overall server interaction flows are as follows.
Reference is made to FIG. 4 which is a block diagram
illustrating an MFCA Registration.

[0744] The client application makes the first request to the
VPN gateway, using the pre-existing VPN protocol. The
VPN gateway checks the username and password pair in the
usual way with the RADIUS server using the pre-existing
method of authentication. The VPN gateway then deter-
mines that the client needs registration with the SAM Server.
The VPN gateway forwards the request to the SAM Server.

[0745] The request contains: (1) in the open, the ADID, (2)
a PubK Container encrypted with the Communication Pub-
lic Key of the appropriate Device Authority server, that
contains the enterprise name/URL, and the ACD for the App
(or an ID that identifies the ACD in the ARM database).

[0746] SAM cannot decrypt the PubK, so it passes it to the
ARM Server. This connection must provide some kind of
authentication of the SAM to the application registration
module. In an HTTPS implementation, a Device-authority-
issued certificate is presented to the SAM server, and vice-
versa, where the certificates are established during the
process of opening the account with the Device Authority.

[0747] The application registration module opens the
PubK Container using the private bit of the Communication
Key, and updates its internal tables with the new device
ADID, if necessary. The application registration module
checks the enterprise against its database to find out if it has
a valid license. If everything is all right, the application
registration module has the Key ID of the client device, so
it finds the DMK, and computes the App Key for the given
ACD. It then transmits back this App Key to the SAM, in a
secure way (perhaps using the response of the HTTPS
connection).
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[0748] The SAM stores the App Key against the ADID,
builds the Customer App Key with the App Key and a new
random value for the Customer Secret (or alternately the
SAM stores directly this Customer App Key and forgets
about the App Key), and builds the initial App Container,
storing there the initial 128-bit Login Counter (its initial
value can be the registration password), and the enterprise
name/URL.

[0749] The SAM seals the AppContrainer and passes it
and the Customer Secret back (perhaps via the VPN Gate-
way) to the client. This App Container does not need to be
sent to the client encrypted. Visibility of it does not com-
promise anything. An eavesdropper cannot record it and
send it to the server to try and gain access to the VPN, as the
container will have the wrong value of the counter.

[0750] The VPN Gateway receives the Ok from the SAM
Server, and now grants the client access to the internal
enterprise network. The client stores both the App Container
and the Customer Secret in a well-known place.

[0751] The application registration module handles out
App Keys, but we do not know the Customer Secret and the
initial value of the Login Counter—they are known only to
the SAM. This ensures the NFCA-enabled enterprise that,
although a Device Authority helps provide the security, it
cannot masquerade as a client device and enter the enterprise
without authorization.

[0752] Client device. A dialog window asks for username
and password, and Enterprise/URL identification. The user
does not need to enter the ADID again, because it is
remembered by the system. Client machine contacts the
VPN gateway and authenticates the username/password pair
in the normal way (via RADIUS or whatever).

[0753] VPN gateway finds out that the client requires
additional authentication, and requires it to authenticate
itself. The client unseals its App Container (using the
Customer App Key, computer from the App Key and the
stored Customer Secret), increments the Login Counter (128
bits, not allowed to be negative), seals it again and sends it
to the gateway, accompanied by the ADID in the open. Once
the VPN gateway has the App Container, it passes it to the
SAM Server for authentication. Client waits for completion.
If the gateway returns an error, it will prompt the user in his
language. If everything is Ok, the VPN software can start
operating.

[0754] The Strong Authentication Module (SAM) receives
a request for authentication from the VPN Gateway, accom-
panied by the ADID of the client, and its App Container. It
looks up the Customer App Key and the expected value of
the counter using the ADID as index. It unseals App Con-
tainer using Customer App Key.

[0755] 1t checks a counter and extra information. The
SAM should allow a range of counters. If (Cexpected<=
Cactual<Cexpected+10), authentication will be Ok. The
purpose of this is to cover the case when packets get lost
from the client to the server (a user hitting the “retry” button
may times, for example).

[0756] An error occurs if the check is out of range. It sends
an error code, and error parameters. If it a success, it stores
new counter, and sends the “Authorization Ok message to
the VPN Gateway. Errors are logged, and a report are
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presented to the system administrator periodically. The SAM
may alert the administrator in special circumstances, such as
in the event of many failed attempts to connect, which may
indicate that someone is trying to attack.

[0757] The system is designed to defend against a primary
threat model of an untrustworthy software application caus-
ing corruption or misuse of the system and/or the secret keys
of the system. In preferred embodiments that utilize SMI and
other related hardware mechanisms, the threat model is
extended, and the system further protects keys against
untrustworthy programs running in “ring zero”, essentially
portions of the operating system itself.

[0758] Threat model, attacks and recovery. Below is a
discussion of a number of identified threats, their scope, and
how they are addressed by the system.

[0759] An eavesdropper stealing the App Key. An eaves-
dropper may listen in to the ARM/SAM communication and
steals the App Key. However, he will not be able to mas-
querade as a client, because he also needs at least the
Customer Secret and the initial value of the VPN Counter.

[0760] Stolen App Key and the Customer Secret. Presume
a hacker steals the App Key and the customer secret,
possibly because he has broken into a corporation and stolen
all the data inside the ADID database. If the theft is detected,
this can be solved by re-registering the machine to produce
a new Customer Secret (although the App Key cannot be
changed). If the enterprise retains the App Keys, it may not
need to re-register again

[0761] Threat slowdown. The hardware-based chain of
security benefits that the preferred embodiment of the
present invention has may not exist for the software-only
embodiment.

[0762] The preferred embodiment of the present invention
is designed such that no software-based reverse engineering
tool can hack it. Furthermore, a hardware-based attack does
not enable an enemy to crack other physically remote
machines. This protection is achieved by using the CPU’s
System Management Mode (SMM).

[0763] From within the SMM, the next layer of software
(ie., the operating system driver (OSD) using the crypto-
graphically-enabled BIOS) is verified for tampering. This
OSD code is made tamper-evident—it cannot be modified to
let a rogue application use it without being detected by the
SMM code. This verified operating system driver in turn
checks that the application has not been modified.

[0764] To frustrate attach when secure storage locations
for the master key are not available, or when secure storage
mechanisms are available but have not all received a high
level of assurance, the DMK will be split into shares that are
stored in multiple locations. Also, only a limited number of
shares may be required to get back the DMK, using Shamir’s
secret sharing scheme.

[0765] Furthermore, key shares may be encrypted using a
key based on one of device-binding properties (e.g. the drive
serial number, the graphics card driver version, etc.). As
device property keys may be small or predictable, the
encryption is chosen so that it takes a large amount of time
to decrypt based on the size of the key, using iterated
cryptographic operations.
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[0766] The DMK shares are re-combined each time the
DMK is required. The joined DMK would be referenced in
memory with a pointer that references a new memory
location at each joining. Each time the DMK pieces are
joined a check is made to see whether some of the pieces are
no good. Tracking the previous values of device-binding
information allows detecting a no-good share. In the case of
an invalidated share the DMK is re-shared.

[0767] DMK/device binding. One of the requirements of
software-only embodiment of the present invention is the
ability to detect when an attempt has been made to move an
master key and its App Containers to a new machine. In
order to detect this movement, certain characteristics of the
machine are recorded. When a few of these characteristics
change at the same time, the software-only system detects
this and acts upon it.

[0768] Limited master key and session keys exposure. The
design limits the exposure of the DMK and the session keys
when using them for any operation. In the preferred embodi-
ment all such operations are performed in SMM, using
memory that is unavailable when running outside of SMM.

[0769] Public key integrity. In simple embodiments, the
public keys are included and compiled into the operating
system driver. These may be the same public keys that are
included in the BIOS.

[0770] Interaction of the VPN client with the TCP/IP stack
is as follows. The client VPN is responsible for the following
services: configuration of the VPN client, authentication to
the VPN gateway, and encryption of packets sent to the
internal enterprise network. The main job of the VPN client,
once the login process is finished, is to inspect the packets
that are sent to the network, to find out whether they are
being directed towards a normal Internet machine, or to the
enterprise-network.

[0771] The client inspects the destination IP address. If the
packet is for a machine in the Internet, it goes without
modification. If the packet is for the enterprise network
behind the VPN gateway, the client encrypts it and (some-
times) performs some kind of address translation.

[0772] The client stack is a layered structure such as: TCP
Stack/UDP Stack, NDIS interface (the setup configures
this), IPSec (normally using DES and 3DES, symmetric
established after some initial negotiation), and NDIS, again.
The VPN Gateway that receives the packets will strip out the
cryptography, and then they is in the clear inside the
network.

[0773] In a preferred embodiment that uses SPEKE, both
the client and gateway generate a new key that is tied to the
authenticated user identity. This key may be used to
strengthen the binding of the act of authentication to the
VPN session key.

[0774] In several places of the above description, several
variations were described that may be used within the
architecture of the present invention. These include (1)
binding users to devices, which uses enhanced policies for
administrators to define valid specific combinations of users
and devices, (2) encryption of passwords between the client
and the gateway, between the gateway and the authentication
server, and between authentication server and strong authen-
tication module, (3) use a challenge/response mechanism
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instead of using a login counter; and (4) wrapping the client
installation inside a integrated package that can be installed
from a website.

[0775] Thus, systems and methods that provide for com-
puter device authentication have been disclosed. It is to be
understood that the above-described embodiments are
merely illustrative of some of the many specific embodi-

ments that represent applications of the principles of the
present invention. Beyond the act of device authentication—
authenticating keys for use on specific devices—the inven-
tion is broadly useful for many security applications. One
example is device encryption, where files are encrypted on
a hard drive using an AppKey. Clearly, numerous other
arrangements can be readily devised by those skilled in the
art without departing from the scope of the invention.

TABLE 1

AppContainer Structure

Offset  Size Field Name Description

0x00 1 bytes OpCode Indicates contents and format of the data field

0x01 1 bytes Format FmtAppContainer = 2

0x02 4 bytes Reserved 0. This will be used in the future for extended opcode information.

0x06 2 bytes Length Count of bytes from the AppCodeDigest field up to and including the
Data field. Count of bytes after seal operation but before cipher text
replacement. Count includes fields from ACD up to and including the
Pad field.

0x08 20 bytes AppCodeDigest (ACD)  Result of the SHA-1 digest of owning code that has been encrypted by
the Enc160 Bits primitive.

Oxlc 16 bytes Initialization Vector Random initialization vector for Cipher Block Chaining (CBC) mode. IV
passed in by the OSD Security module.

0x2c 20 bytes  Sealer CodeDigest Result of SHA1 digest of code for the program that sealed this

(SCD) container. Normally SCD is equal to the ACD. The SCD is set to zero
if the container was sealed by the Device Authority server. It could
also be the digest of another program if the program was authorized to
transfer containers to this one. The SCD is passed in by the OSD
Security module.

0x40 0-4096 bytes Data Data with a format determined by the OpCode

Varies 20 bytes MAC HMAC cryptographic primitive = HMAC (NewKey(Key, UsageAppMac),
Payload)

Varies  1-16[1] bytes  Pad Number of Pad bytes is set to make sure that the Plain text is a multiple
of 16 bytes. Each padding byte has a value equal to the number of
padding bytes in the Pad buffer.

[0776]
TABLE 2

Structure Modifications during OSD AppContainer Sealing
Field Name OSD Sealing Phase before sending to SMI Layer
OpCode Indicates contents and format of the data file
Format FmtAppContainer = 2
Reserved 0. This will be used in the future for extended opcode informatic
Length Count of bytes from the AppCodeDigest field up to and

AppCodeDigest (ACD)

Initialization Vector (IV)
Sealers CodeDigest (SCD)

Data
MAC
Pad

including the Data field

Result of the SHA1 digest of owning code that has

been encrypted by the Enc160 Bits primitive.

Random initialization vector for Cipher Block Chaining (CBC) mode.
Result of SHA1 digest of code for the program that
sealed this container. Normally SCD is equal to the ACD.
It could also be the digest of another program if the
program was authorized to transfer containers to this one.
Data with a format determined by the OpCode

NULL

NULL
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[0777]
TABLE 3

Structure Modifications during SMI AppContainer Sealing
Field Name SMI Sealing Phase I
OpCode Indicates contents and format of the data field
Format FmtAppContainer = 2
Reserved 0. This will be used in the future for extended opcode information.
Length Count of bytes after seal operation but before cipher text replacement.

AppCodeDigest (ACD)

Initialization Vector (IV)
Sealers CodeDigest (SCD)

Count includes fields from ACD up to and including the Pad field.
Result of the SHA1 digest of owning code that has

been encrypted by the Enc 160 Bits primitive.

Random initialization vector for Cipher Block Chaining (CBC) mode
Result of SHA1 digest of code for the program that sealed this
container. Normally SCD is equal to the ACD. It could

also be the digest of another program if the program was

authorized to transfer containers to this one.

Data Data with a format determined by the OpCode.

MAC HMAC cryptographic primitive = HMACNewKey(Key,
UsageAppMac), Payload)

Pad Number of Pad bytes is set to make sure that the Plain text
is a multiple of 16 bytes. Each padding byte has a value
equal to the number of padding bytes in the Pad buffer

[0778]

TABLE 4
Final Sealed Structure

Field Name SMI Sealing Final

OpCode Indicates contents and format of the data field

Format FmtAppContainer = 2

Reserved 0. This will be used in the future for extended opcode information.

Length Count of bytes after seal operation but before cipher text

AppCodeDigest (ACD)

Initialization Vector (IV)
Sealers CodeDigest (SCD)

replacement. Count includes fields from ACD up to and

including the Pad field.

Result of the SHA1 digest of owning code that has been

encrypted by the Enc 160 Bits primitive.

Random initialization vector for Cipher Block Chaining (CBC) mode
Result of SHA1 digest of code for the program that sealed

this container. Normally SCD is equal to the ACD. It could

also be the digest of another program if the program was

authorized to transfer containers to this one.

Data Data with a format determined by the OpCode.
MAC HMAC cryptographic primitive = HMAC(NewKey(Key,

UsageAppMac, Payload)
Pad Number of Pad bytes is set to make sure that the Plain text

is a multiple of 16 bytes. Each padding byte has a value

equal to the number of padding bytes in the Pad buffer.
[0779]

TABLE 5
MEKContainer Structure

Offset  Size Field Name Description
0x00 1 bytes OpCode Indicates contents and format of the data field
0x01 1 bytes Format FmtMkContainer
0x02 4 bytes Reserved 0. This will be used in the future for extended opcode information.
0x06 2 bytes Length Count of remaining bytes with MSB first. For a sealed container this includes the

length of the Mac and Padding bytes, for an unsealed container it does not include
either the Mac or Padding byte lengths (i.e., it specifies the total byte length of
items

MKDigest through Data).
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TABLE 5-continued

MKContainer Structure

Offset  Size Field Name Description
0x08 20 bytes MKDigest 20 byte result of SHA1 digest of the master key.
Oxlc 16 bytes Initialization Vector Random initialization vector for Cipher Block Chaining (CBC) mode. IV is
) passed in by the OSD Security module.
0x2c 20 bytes  Sealers CodeDigest Result of SHA1 digest of code for the program that sealed this container. The SCD
(SCD) is set to zero if the container was sealed by the Device Authority server. The SCD
is passed in by the OSD Security module.
0x40 0-64000 bytes Data Data with a format determined by the OpCode.
Varies 20 bytes MAC HMAC cryptographic primitive = HMAC(NewKey(Key, UsageMKMac), Payload)
Varies 1-16 bytes Number of Pad bytes is set to make sure that the Plain text is a multiple
of 16 bytes. Each padding byte has a value equal to the number of
padding bytes in the Pad buffer
[0780]
TABLE 6
Structure Modifications during OSD MKContainer Sealing
Field Name OSD Sealing Phase before sending to SMI Layer
OpCode Indicates contents and format of the data field
Format FmtAppContainer
Reserved 0. This will be used in the future for extended opcode information.
Length Count of bytes after seal operation but before cipher text
replacement. Count includes fields from MKDigest up to
and including the Pad field.
MKDigest 20 byte result of SHA1 digest of the master key.

Initialization Vector (IV)
Sealers CodeDigest (SCD)

Random initialization vector for Cipher Block Chaining (CBC) mode
Result of SHA1 digest of code for the program that sealed this container

Data Data with a format determined by the OpCode.
MAC HMAC cryptographic primitive = HMAC(NewKey(Key, UsageAppMac, Payload)
Pad Number of Pad bytes is set to make sure that the Plain text

is a multiple of 16 bytes. Each padding byte has a value

equal to the number of padding bytes in the Pad buffer.
[0781]

TABLE 7
Final Sealed Structure

Field Name SMI Sealing Final
OpCode Indicates contents and format of the data field
Format FmtMKContainer
Reserved 0. This will be used in the future for extended opcode information.
Length Count of bytes after seal operation but before ciphertext

replacement. Count includes fields from MKDigest up to

and including the Pad field.
MKDigest 20 byte result of SHA1 digest of the master key.

Initialization Vector (IV)

SealersCodeDigest (SCD)

Data
MAC

Pad

Random initialization vector for Cipher Block Chaining
(CBC) mode

Result of SHA1 digest of code for the program that
sealed this container

Data with a format determined by the OpCode.

HMAC cryptographic primitive = HMAC(NewKey(Key,
UsageAppMac, Payload)

Number of Pad bytes is set to make sure that the Plaintext
is a multiple of 16 bytes. Each padding byte has a value
equal to the number of padding bytes in the Pad buffer.
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[0782]
TABLE 8
SignedContainer Structure
Offset  Size Field Name Description
0x00 1 bytes OpCode Indicates contents and format of the data field
0x01 1 bytes Format FmtMk Container
0x02 4 bytes Reserved 0. This will be used in the future for extended opcode information.
0x06 2 bytes Length Count of remaining bytes with MSB first. For a sealed container this includes the
length of the Mac and Padding bytes, for an unsealed container it does not include
either the Mac or Padding byte lengths (i.e., it specifies the total byte length of
items
MKDigest through Data).
0x08 20 bytes PublicKeyDigest SHAI digest of the public key that should be used to verify the signature block.
Random initialization vector for Cipher Block Chaining (CBC) mode. IV is
passed in by the OSD Security module.
0x28 0-64000 bytes Data Data with a format determined by the OpCode.
Varies 128 bytes  SigRSABlock When unsealed, this field begins with padding bytes set to zero and ends with a
20-byte Digest value. The Digest is the SHA1 digest of Opcode | Format ||
Unsealed-Length || PublicKeyDigest || Data. The sealed version of this field is
RSA encrypted with a private key
[0783]
TABLE 9
Final Sealed Structure
Field Name Description
OpCode Indicates contents and format of the data field
Format FmtSignedContainer
Reserved 0. This will be used in the future for extended opcode information.
Length Count of remaining bytes with MSB first. The unsealed length includes the
PublicKeyDigest and the Data but not the SigRSABlock. The sealed length
include the 128 bytes of the SigRSABlock.
PublicKeyDigest SHAI digest of the public key that should be used to verify the signature
block.
Data Data with a format determined by the OpCode.
SigRSABlock When unsealed, this field begins with padding bytes set to zero and ends with a
20-byte Digest value. The Digest is the SHA1 digest of Opcode || Format ||
Unsealed-Length || PublicKeyDigest || Data. The sealed version of this field is
RSA encrypted with a private key
[0784]
TABLE 10
Offset  Size Field Name Description
PubKcontiner structure with embedded MKContainer
0x00 1 bytes  OpCode Indicates contents and format of the data field
0x01 1 bytes  Format FmtPubKContainer
0x02 4 bytes  Reserved 0. This will be used in the future for
extended opcode information.
0x06 2 bytes  Length Count of remaining bytes with MSB first. For a
sealed container this includes the length of Mac
and Padding bytes, for an unsealed container it
does not include either the Mac or Padding byte
lengths (i.e., it specifies the total byte length of
items at offsets ###todo: get offsets).
0x08 20 PublicKeyDigest Result of SHA1 digest of the public key
bytes (generally the Server Communication Key).
Oxlc 128 PubKRSABlock  When unsealed this field begins with padding
bytes bytes set to zero and ends with Opcode ||

Format || KID || MK. These fields have fixed
lengths. When sealed, this is an RSA encrypted
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TABLE 10-continued

Offset  Size

Field Name Description

+0x00 1 bytes
+0x01 1 bytes
+0x02 4 bytes

+0x06 2 bytes

+0x08 20 bytes

+0xlc 16 bytes

+0x2c 20 bytes

+0x40  0-64000

bytes
Varies 20 bytes

value. The Opcode is item 1 above, not the
Opcode for the MKContainer. If the first part is
reused, the Opcode in the PubKRSABlock may
not match item 1 but instead may be one of a
small number of acceptable alternative values
that indicate the reuse of the block.

Embeded MKContainer starts at offset 0x98

OpCode Indicates contents and format of the data field

Format FmtMKContainer

Reserved 0. This will be used in the future for
extended opcode information.

Length Count of remaining bytes with MSB first.

The unseal length includes items at offsets
+0x04 to +0x3C, whereas the sealed length
includes items at offsets.

MKDigest 20 byte result of SHA1 digest of the Master
Key stored in the 1st part PubKRSABlock.

Initialization Random initialization vector for Cipher Block

Vector (IV) Chaining (CBC) mode. IV is passed in by the
OSD Security module.

SealersCode Result of SHA1 digest of code for the

Digest (SCD) program that sealed this container. The SCD
is set to zero if the container was sealed by
the Device Authority server. The SCD is
passed in by the OSD Security module.

Data Data with a format determined by the OpCode.

MAC HMAC cryptographic primitive = HMAC
(NewKey(Key, UsageMKMac), Payload)

Varies  1-16 Number of Pad bytes is set to make sure that
bytes the Plaintext is a multiple of 16 bytes. Each
padding byte has a value equal to the number
of padding bytes in the Pad buffer.
[0785]
TABLE 11
Field Name Description
Final Sealed PubKContainer Structure
OpCode Indicates contents and format of the data field
Format FmtPubKContainer
Reserved 0. This will be used in the future for extended opcode information.
Length Count of remaining bytes with MSB first. For a
sealed container this includes the length of the Mac
and Padding bytes, for an unsealed container it does
not include either the Mac or Padding byte lengths
(i.e., it specifies the total byte length of items at
offsets ###todo: get offsets).
PublicKeyDigest Result of SHA1 digest of the public key (generally the Server
Communication Key).
PubKRSABlock When unsealed this field begins with padding bytes set to
zero and ends with Opcode || Format || KID || MK. These
fields have fixed lengths. When sealed, this is an RSA
encrypted value. The Opcode is item 1 above, not the
Opcode for the MKContainer. If the first part is reused, the
Opcode in the PubKRSABlock may not match item 1 but
instead may be one of a small number of acceptable
alternative values that indicate the reuse of the block.
Embedded MKContainer starts at offset 0x98
OpCode Indicates contents and format of the data field
Format FmtMKContainer
Reserved 0. This will be used in the future for

extended opcode information.
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TABLE 11-continued

Field Name Description

Length Count of remaining bytes with MSB first. The unseal
length includes items at offsets +0x04 to +0x3C,
whereas the sealed length includes items at offsets.

MKDigest 20 byte result of SHA1 digest of the Master
Key stored in the 1st part PubKRSABlock.

InitializationVector ~ Random initialization vector for Cipher Block Chaining (CBC)

v mode. IV is passed in by the OSD Security module.

SealersCodeDigest  Result of SHA1 digest of code for the program that

(SCD) sealed this container. The SCD is set to zero if the
container was sealed by the Device Authority server.

The SCD is passed in by the OSD Security module.

Data Data with a format determined by the OpCode.

MAC HMAC cryptographic primitive = HMAC
(NewKey(Key, UsageMKMac), Payload)

Pad Number of Pad bytes is set to make sure that the Plaintext is
a multiple of 16 bytes. Each padding byte has a value equal
to the number of padding bytes in the Pad buffer.

[0786]

TABLE 12
Field Name Description
Final Sealed PubKContainer Structure

OpCode Indicates contents and format of the data field

Format FmtPubKContainer

Reserved 0. This will be used in the future for extended information.opcode

Length Count of remaining bytes with MSB first. For a sealed
container this includes the length of the Mac and Padding
bytes, for an unsealed container it does not include either
the Mac or Padding byte lengths (i.e., it specifies the total
byte length of items at offsets ###todo: get offsets).

PublicKeyDigest Result of SHA1 digest of the public key (generally the
Server Communication Key).

PubKRSABlock When unsealed this field begins with padding bytes set to
zero and ends with Opcode || Format || KID || MK. These
fields have fixed lengths. When sealed, this is an RSA
encrypted value. The Opcode is item 1 above, not the
Opcode for the MKContainer. If the first part is reused, the
Opcode in the PubKRSABlock may not match item 1 but
instead may be one of a small number of acceptable
alternative values that indicate the reuse of the block.

Embeded MkContainer starts at offset 0x98

OpCode Indicates contents and format of the data field

Format FmtMKContainer

Reserved 0. This will be used in the future for extended opcode information.

Length Count of remaining bytes with MSB first. The unseal
length includes items at offsets +0x04 to +0x3C, whereas
the sealed length includes items at offsets.

MKDigest 20 byte result of SHA1 digest of the Master

Initialization Vector
%

SealersCode

Digest (SCD)

Data
MAC

Pad

Key stored in the 1st part PubKRSABlock.

Random initialization vector for Cipher Block Chaining
(CBC) mode. IV is passed in by the OSD Security module.
Result of SHA1 digest of code for the program that sealed
this container. The SCD is set to zero if the container was
sealed by the Device Authority server. The SCD is passed
by the OSD Security module.

Data with a format determined by the OpCode.

HMAC cryptographic primitive = HMAC (NewKey(Key,
UsageMKMac), Payload)

Number of Pad bytes is set to make sure that the Plaintext
is a multiple of 16 bytes. Each padding byte has a value
equal to the number of padding bytes in the Pad buffer.
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[0787]
TABLE 13
Final Sealed Structure

Field Name SMI Sealing Final
OpCode Indicates contents and format of the data field
Format FmtMKContainer
Reserved 0. This will be used in the future for extended opcode information.
Length Count of bytes after seal operation but before ciphertext

replacement. Count includes fields from MKDigest upto

and including the Pad field.
MKDigest 20 byte result of SHA1 digest of the master key.

Initialization Vector (IV)
SealersCodeDigest (SCD)
Data

Random initialization vector for Cipher Block Chaining (CBC) mode
Result of SHA1 digest of code for the program that sealed this container
Data with a format determined by the OpCode.

MAC HMAC cryptographic primitive = HMAC(NewKey(Key, UsageAppMac, Payload)
Pad Number of Pad bytes is set to make sure that the Plaintext is a
multiple of 16 bytes. Each padding byte has a value equal to the
number of padding bytes in the Pad buffer.
[0788]
TABLE 14
12.5.2 Authorization Buffer
32 bits 32 bits 160 bits 64 bits 8 bits
StartAddress of OSD  Block End Address Block Code Digest PrivilegeVector Frequency of
Service Invocation of OSD Service of OSD Service Integrity
Invocation invocation Block Checking
[0789] performing an integrity-check by the cryptographic pro-
cessing module by examining the application container
TABLE 15 data structure, the cryptographic digest, and the first
i . key to determine if at least one of the first application
Registered Application Table c .
program and second application program is allowed to
32 bits 32 bits 160 bits 64 bits unseal the cryptographically sealed form of the data;
and
Process ID  StartAddress of Code Digest of Code Digest of

OSD Service
invocation Block

OSD Service
invocation Block

OSD Service
invocation Block

What is claim is:

1. A method of sending a secure message between a first
application program and a second application program by
restricting the use of a cryptographic key to the first appli-
cation program and the second application program, said
first application program and the second application pro-
gram running on a device, comprising:

providing a first key known to a cryptographic processing
module;

providing an application container data structure that
contains a cryptographically sealed form of the data for
the first application program and second application
program to access;

performing a cryptographic gatekeeping function that
computes a cryptographic digest of a portion of an
in-memory image of at least one of the first application
program and second application program;

authenticating, by the first application program, the secure
message sent by the second application using the
application container data structure.

2. The method of claim 1 further comprising performing
a privacy operation by the cryptographic processing module
that encrypts or decrypts the cryptographically sealed form
of the data in the application container data structure using
a key derived from at least the first key and cryptographic
digest, and when the cryptographically sealed form of the
data is to be encrypted, the crytographic processing module
adds to the application container data structure the crypto-
graphic digest before the encryption is performed.

3. The method of claim 1 further comprising providing an
authorization buffer that specifies the result of the integrity-
check, and wherein the cryptographic gatekeeping function
confirms that the at least one of the first application program
and second application program is allowed to unseal the
cryptographically sealed form of the data.

4. The method of claim 1 wherein the integrity-check
includes:

deriving a cryptographic variable from the cryptographic
digest and the first key; and
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using the cryptographic variable to check a message
authentication code that is stored in the application
container data structure.
5. The method of claim 1 wherein the integrity-check
includes:

decrypting data derived from the application container
data structure using a key derived from the first key to
create a resulting value and comparing the resulting
value to data derived from the cryptographic digest;
and

allowing access to the cryptographically sealed form of
the data if the resulting value is the same as the data
derived from the cryptographic digest.
6. The method of claim 2 wherein the privacy operation
includes:

deriving a cryptographic variable from the cryptographic
digest and the first key, wherein the cryptographic
variable is used to decrypt or encrypt a portion of the
application container data structure.

7. The method of claim 1 wherein the first key is stored
in a secure database indexed by a key ID.

8. The method of claim 1 wherein the device is one of an
encryption/decryption hardware device and a limited access
server.

9. A system for sending a secure message between a first
application program and a second application program by
restricting the use of a cryptographic key to the first appli-
cation program and the second application program running
on a device of said system, comprising:

a memory containing instruction sequences, a first key
that is known to a cryptographic processing module,
and an application container data structure that contains
a cryptographically sealed form of the data for the first
application program and second application program to
access; and,

a processor, coupled to the memory, said processor to
execute the cryptographic processing module, said
instruction sequences to cause the processor to:

compute a cryptographic digest of a portion of an
in-memory image of at least one of the first appli-
cation program and second application program;

perform an integrity-check by the cryptographic pro-
cessing module by examining the application con-
tainer data structure, the cryptographic digest, and
the first key to determine if at least one of the first
application program and second application program
is allowed to unseal the cryptographically sealed
form of the data; and

authenticate, by the first application program, the
secure message sent by the second application using
the application container data structure.

10. The system of claim 9 wherein said instruction
sequences further cause the processor to perform a privacy
operation by the cryptographic processing module that
encrypts or decrypts the cryptographically sealed form of the
data in the application container data structure using a key
derived from at least the first key and cryptographic digest,
and when the cryptographically sealed form of the data is to
be encrypted, the crytographic processing module adds to
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the application container data structure the cryptographic
digest before the encryption is performed.

11. The system of claim 9 further comprising an autho-
rization buffer that specifies the result of the integrity-check,
and wherein the system confirms that the at least one of the
first application program and second application program is
allowed to unseal the cryptographically sealed form of the
data.

12. The system of claim 9 wherein said processor, in
performing the integrity-check, further:

derives a cryptographic variable from the cryptographic
digest and the first key; and

uses the cryptographic variable to check a message
authentication code that is stored in the application
container data structure.

13. A system of authenticating a device and an application
program that is running on the device, said system compris-
ing:

a hidden storage containing a first key;
a memory for storing instruction sequences; and

a processor, coupled to the hidden storage and the
memory, said instruction sequences to cause the pro-
cessor to:

execute a cryptographic gatekeeper module that runs in
a restricted mode and computes a cryptographic
digest of a portion of the application program; and

authenticate the device and the application program
using the first key and the cryptographic digest.

14. The system of claim 13, wherein the application
program is part of an operating system kernel.

15. The system of claim 13, wherein the application
program and device are authenticated before the application
program is allowed to access sensitive data.

16. The system of claim 13, wherein the first key is a
shared key for use in a symmetric key cryptosystem.

17. The system of claim 13, wherein firmware controls the
system during a system initialization process that begins in
response to a power-on or reset signal.

18. The system of claim 13, wherein:

the hidden storage is in a system management random
access memory which is not accessible by any program
running in a normal operating mode of the system; and

the restricted operating mode is a system management
mode in which access to the system management
random access memory is permitted.

19. The system of claim 13, wherein the first key is
generated in cooperation with a shared server that computes
application keys to be shared with at least one other system.

20. The system of claim 13, wherein the shared server
shares said application keys with the at least one other
system to authenticate devices and device-bound applica-
tions.
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