
US 20090328207A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2009/0328207 A1 

Pate (43) Pub. Date: Dec. 31, 2009 

(54) VERIFICATION OF SOFTWARE (52) U.S. Cl. .......................................................... 726/22 
APPLICATION AUTHENTCITY (57) ABSTRACT 

(76) Inventor: Amol Patel, Los Altos, CA (US) Various techniques are provided for verifying the authenticity 
of software applications. Such techniques are particularly 
useful for verifying the authenticity of software applications 
used in online transactions involving users, payment service 
providers, and/or merchants. In one example, a set of appli 

Correspondence Address: 
Haynes and Boone, LLP 
IP Section cation identifiers associated with a plurality of authenticated 
2323 Victory Avenue, SUITE 700 Software applications are maintained and a verification 
Dallas, TX 75219 (US) request is received comprising an application identifier asso 

ciated with an unverified software application. A token is 
(21) Appl. No.: 12/165,109 generated in response to the verification request if the appli 

cation identifier is in the set of application identifiers. The 
(22) Filed: Jun. 30, 2008 generated token is passed to the unverified software applica 

tion. A user token is received and processed to determine 
whether the unverified software application is one of the 
authenticated Software applications. A verification request is 

(51) Int. Cl. sent based on the processing. Additional methods and sys 
G06F2L/00 (2006.01) tems are also provided. 

SRACCSSESAPPLICATON 

APPLICATION PROM'S USERO PERFORM 
TRANSACTIONUSINGAYMENTSERVICEFROWIEER 
ANCAUSSWRFICATIONNERFACEOBE 

SPLAYED 

USERNATES WERFECATION PROCESS 

APPLICATIONSENSWRFEGAON RECUESTO 
AYMENT SERVICE PROWER 

- 327 

Publication Classification 

APLAN 
ENFER 

REC3N2E? 

YES 23G 
NO 

PAYMENTSRVCE PROWER GENERATESTOKEN 

- 33 
PAYENSERVICE PROVIERASSES GENERATED 

OKNOAPPLECATION 

3-D 
ArLICATION DISPLAYS toKNTOUSER 

USEROSINTO PAYMENSERVICEPROVIDER 3 ly 5 
NDEPENDENY OF APPLICATION 

USER PROVIDESTOKEN TO PAYMENT SERVICE -35 
proweRINDEPENDENLY OF APPLCATION 

PAYMENTSRWICROWLERPROCESSESUSER es 3 79 
TOKENTO TeRENEWHETHERJSERTOKENSWALI) 

PAYMEN service proWIDER GENERATES AND SENDS -3 6 C 
WERFCATION RESPONSETOINFORMUSER WHETHER 

ArcAtolls RECOGNIZED 

USER DECES WHETHERO PERFORMTRANSACON 369 
ROMpD YAPPLICAONUSING PAYMENT SERVICE s' 

PROVIDER 

  

  

IPR2025-01572 
Apple EX1025 Page 1



US 2009/0328207 A1 Dec. 31, 2009 Sheet 1 of 4 Patent Application Publication 

)) 
SHOIAHES 

  

  

    

  

  

    

  

IPR2025-01572 
Apple EX1025 Page 2



Patent Application Publication Dec. 31, 2009 Sheet 2 of 4 US 2009/0328207 A1 

DEVELOPER SUBMITS REQUEST TO REGISTER 1. 2. 5. 
APPECATION WITH PAYMENT SERVICE PROVIDER 

PAYMENT SERVICE PROVIDERAPPROVES APPLICATION a 2. 
FOR REGISTRATION 

PAYMENT SERVICE PROVIDER ASSIGNSAPPLICATION 
DENTIFIER TO APPLICATION 

PAYMENT SERVICE PROVIDER STORES ARPCATION 
IDENTFER 

PAYMENT SERVICE PROVIDER PROVIDESAPPLICATION as 
IDENTIFIERTO DEVELOPER 

DEVELOPERADDS APPLICATION DENTIFIERTO 
APPLICATION 

FIG 2 

    

  

  

IPR2025-01572 
Apple EX1025 Page 3



Patent Application Publication Dec. 31, 2009 Sheet 3 of 4 US 2009/0328207 A1 

USERACCESSESAPPLICATION 

APPLICATION PROMPTS USERTO PERFORM 
TRANSACTIONUSING PAYMENT SERVICE PROVIDER 
AND CAUSES WERIFICATION INTERFACE TO BE 

DISPLAYED 

APPLICATION SENDS VERIFICATION REQUES 
PAYMENT SERVICE PROVIDER 

1327 
APPLICATION 
DENTFER 

RECOGNIZED? 

Y 33d ES 

NO 
PAYMENT SERVICE PROVIDER GENERATESTOKEN 

- 33 
PAYMENT SERVICE PROVIDER PASSES GENERATED 

TOKENTO APPLICATION 

34 D. 
APPLICATION DISPLAYSTOKEN TO USER 

USERLOGS N TO PAYMEN SERVICE PROVIDER 3 l 5 
INDEPENDENTLY OF APPLICATION 

USER PROVIDESTOKENTO PAYMENT SERVICE 1. 35 o 
PROVIDERENDEPENDENTLY OF APPLICATION 

PAYMENT SERVICE PROVIDER PROCESSES USER 3 5g 
TOKENTO DETERMINE WHETHER USER TOKENSWALI) 

PAYMENT SERVICE PROVIDER GENERATES AND SENDSL 3 6 O 
VERIFICATION RESPONSE TO INFORMUSER WHETHER 

APPLICATIONS RECOGNIZED 

SEPEclipswriteransAN-369 
PROMPED BY APPLICATIONUSING PAYMENT SERVICE T 1 

PROVIDER 

FG. 3 

  

  

    

  

IPR2025-01572 
Apple EX1025 Page 4



Patent Application Publication Dec. 31, 2009 Sheet 4 of 4 US 2009/0328207 A1 

MAP APPLICATION 

30- VERIFY THIS TOKEN: uu O 
APPLICATION 123456 

TO MAKE A PURCHASE THROUGH YOUR PAYMENT 
SERVICE PROVIDER, PLEASE SELECT ONE OF THE 
LINKS BELOW AND ENTER YOUR USER CREDENTIALS 
WHEN PROMPTED: 

PURCHASE LICENSE FOR MAP APPLICATION 

PURCHASE MAPA 
ill O 

PURCHASE MAPB 

PURCHASE WAPC 

FG. 4 

  

IPR2025-01572 
Apple EX1025 Page 5



US 2009/0328207 A1 

VERIFICATION OF SOFTWARE 
APPLICATION AUTHENTCITY 

BACKGROUND 

0001 1. Field of the Invention 
0002 The present invention generally relates to informa 
tion security and more particularly to Verifying the authentic 
ity of software applications. 
0003 2. Related Art 
0004. The security of information in networked comput 
ing environments is an important concern for many users and 
providers of confidential information. To prevent the misuse 
of confidential information, various techniques have been 
developed to permit only authorized parties to access Such 
information. 
0005. In one approach, a party's identity is authenticated 
before the party is granted access to confidential information. 
In this approach, a party may be prompted to enter a correct 
password, code, or other types of user credentials before 
being granted access to confidential information. However, 
Such an approach does not preclude a party from accidentally 
providing confidential information to other unauthorized par 
ties. For example, if a user of a client device inadvertently 
provides user credentials to an unauthorized party, the user 
credentials may be subsequently abused by the unauthorized 
party to access the user's confidential information or perform 
tasks without the user's permission. As a result, the security 
previously afforded by the user credentials will be compro 
mised. 
0006 Such problems are particularly problematic in cir 
cumstances where a rogue Software application has been 
installed on a device without a user's knowledge. For 
example, the Software application may request user creden 
tials or other confidential information from the user, or direct 
the user to a webpage for entering such information. Without 
the ability to independently verify the authenticity of the 
Software application, the user may inadvertently provide the 
user credentials or other confidential information to the soft 
ware application or an affiliated webpage and thus compro 
mise the security of Such information. 
0007 Conventional software authentication tools also fail 
to adequately address such problems. For example, in order to 
activate a software application for use, a user may be required 
to provide a preapproved hardware or software key to 
“unlock” a software application for use. However, such 
approaches are directed to determining whether a user is 
authorized to use a given Software program. They are not 
directed to determining whether a software application is in 
fact a genuinely authentic Software application which may be 
trusted by the user. 
0008 Accordingly, there is a need for an improved 
approach to information security that permits users to Verify 
the authenticity of a software application. Such an improved 
approach is especially important for users engaged in trans 
actions performed in networked computing environments. 

SUMMARY 

0009 Various techniques are provided for verifying the 
authenticity of Software applications. Such techniques are 
particularly useful for verifying the authenticity of software 
applications used in online transactions involving users, pay 
ment service providers, and/or merchants. 
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0010. In accordance with one embodiment of the inven 
tion, a method of Verifying authenticity of a software appli 
cation includes maintaining a set of application identifiers 
associated with a plurality of authenticated Software applica 
tions; receiving a verification request comprising an applica 
tion identifier associated with an unverified software applica 
tion; generating a token in response to the Verification request 
if the application identifier is in the set of application identi 
fiers; passing the generated token to the unverified Software 
application; receiving a user token; processing the user token 
to determine whether the unverified software application is 
one of the authenticated Software applications; and sending a 
Verification response based on the processing. 
0011. In accordance with another embodiment of the 
invention, a system includes one or more processors; and one 
or more memories adapted to store a plurality of machine 
readable instructions which when executed by the one or 
more processors are adapted to cause the system to: maintain 
a set of application identifiers associated with a plurality of 
authenticated Software applications, receive a verification 
request comprising an application identifier associated with 
an unverified Software application, generate a token in 
response to the verification request if the application identi 
fier is in the set of application identifiers, pass the generated 
token to the unverified Software application, receive a user 
token, process the user token to determine whether the unveri 
fied software application is one of the authenticated software 
applications, and send a verification response based on the 
processing. 
0012. In accordance with another embodiment of the 
invention, a method of Verifying authenticity of a Software 
application includes generating a verification request com 
prising an application identifier associated with an unverified 
Software application; receiving a generated token in response 
to the verification request, wherein the generated token is 
provided by a third party if the application identifier is in a set 
of application identifiers associated with a plurality of 
authenticated software applications approved by the third 
party; and displaying the generated token to a user. 
0013. In accordance with another embodiment of the 
invention, a system includes one or more processors; and one 
or more memories adapted to store a plurality of machine 
readable instructions which when executed by the one or 
more processors are adapted to cause the system to: generate 
a verification request comprising an application identifier 
associated with an unverified Software application, receive a 
generated token in response to the verification request, 
wherein the generated token is provided by a third party if the 
application identifier is in a set of application identifiers asso 
ciated with a plurality of authenticated Software applications 
approved by the third party, and display the generated token to 
a U.S. 

0014. These and other features and advantages of the 
present invention will be more readily apparent from the 
detailed description of the embodiments set forth below taken 
in conjunction with the accompanying drawings. 

BRIEF DESCRIPTION OF THE FIGURES 

0015 FIG. 1 illustrates a block diagram of a networked 
system configured to verify the authenticity of a software 
application in accordance with an embodiment of the inven 
tion. 
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0016 FIG. 2 illustrates a process of registering a software 
application in accordance with an embodiment of the inven 
tion. 
0017 FIG. 3 illustrates a process of verifying authenticity 
of a software application in accordance with an embodiment 
of the invention. 
0018 FIG. 4 illustrates a sample user interface displayed 
to a user during the process of FIG. 3 in accordance with an 
embodiment of the invention. 
0019. Like element numbers in different figures represent 
the same or similar elements. 

DETAILED DESCRIPTION 

0020. In accordance with various embodiments disclosed 
herein, the authenticity of one or more software applications 
can be verified by confirming whether Such applications are 
registered with a third party, Such as a payment service pro 
vider, an application developer, or other party. In one embodi 
ment, a user may initiate a verification process from a soft 
ware application, the authenticity of which has not yet been 
established. In this regard, the Software application may 
request a token from the third party. The Software application 
displays a token to the user who may then provide the dis 
played token to the third party independently of the software 
application. In response, the third party may determine 
whether the token provided by the user is a valid token and 
inform the user whether the software application is registered 
with the third party. Advantageously, this approach permits 
the user to receive confirmation of the software application's 
authenticity from the third party in an out-of-band manner 
(e.g., the verification response is received from the third party 
rather than the software application itself). 
0021 Referring now to the drawings wherein the show 
ings are for purposes of illustrating embodiments of the 
present invention only, and not for purposes of limiting the 
same, FIG. 1 illustrates a block diagram of a networked 
system configured to verify the authenticity of a software 
application in accordance with an embodiment of the inven 
tion. As shown, system 100 includes client devices 110 and 
130, a merchant device 160, an application developer device 
170, and a payment service provider device 180 in commu 
nication over a network 160. FIG. 1 further illustrates a user 
140 (e.g., a person) in communication with client devices 110 
and 130. 
0022. As further illustrated in FIG. 1, client device 110, 
client device 130, merchant device 160, application devel 
oper device 170, and payment service provider device 180 
may each be implemented by one or more processors 152, 
memories 154, and other appropriate components 156 for 
executing instructions such as program code and/or data 
stored on one or more machine readable mediums 158 to 
implement the various applications, data, and steps described 
herein. In various embodiments, such instructions may be 
stored in one or more machine readable mediums such as 
memories or data storage devices internal to the devices, 
external to the devices, and/or accessible by the devices over 
network 150. 
0023 Network 150 may be implemented as a single net 
work or a combination of multiple networks. For example, in 
various embodiments, network 150 may include the Internet 
or one or more intranets, landline networks, wireless net 
works, and/or other appropriate types of networks. 
0024 Client device 110 and client device 130 may be 
implemented using any appropriate combination of hardware 
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and/or software configured for wired and/or wireless commu 
nication over network 150. For example, in one embodiment, 
one or both of client devices 110 and 130 may be imple 
mented as a personal computer of user 140 in communication 
with the Internet. In other embodiments, one or both of client 
devices 110 and 130 may be implemented as a wireless tele 
phone, personal digital assistant (PDA), notebook computer, 
and/or other types of computing devices. 
0025. As shown, client device 110 may include a plurality 
of software applications. Specifically, client device 110 may 
include an unverified software application 112, a browser 
application 116, and/or other applications 118. 
0026 Application 112 may be any software application 
that user 140 may wish to verify is authentic in accordance 
with various embodiments described herein. For example, in 
one embodiment, application 112 may be a software applica 
tion downloaded by user 140 to client device 110 (for 
example, a copy of application 172 further described herein). 
In another embodiment, application 112 may be a software 
application provided to client device 110 by another party. 
0027. An application identifier 114 associated with appli 
cation 112 may be used to identify application 112 to payment 
service provider device 180. In one embodiment, user 140 
may initiate a verification process in which application iden 
tifier 114 is passed to payment service provider device 180 as 
part of a process to determine whether application 112 is a 
Software application that has been registered with payment 
service provider device 180. 
0028 Browser application 116 may be used, for example, 
to provide a convenient interface for user 140 to browse 
information available over network 150. For example, in one 
embodiment, browser application 116 may be implemented 
as a web browser configured to view webpages or other con 
tent available over the Internet. 
0029. Other applications 118 denote any other software 
application that may be desired in particular embodiments to 
provide additional features to client device 110. For example, 
in various embodiments, such other applications 118 may 
include security applications for implementing client-side 
security features, programmatic client applications for inter 
facing with appropriate application programming interfaces 
(APIs) over network 160, or other types of applications. Cli 
ent device 110 may also include a device identifier 120 to 
identify client device 110 to payment service provider device 
180, and a user identifier 122 to identify user 140 payment 
service provider device 180. 
0030. As also shown in FIG. 1, client device 130 may also 
include a browser application 132 and other applications 134. 
Browser application 132 and other applications 134 may be 
implemented, for example, in a similar fashion to browser 
application 116 and other applications 118, respectively, of 
client device 110. 
0031 Merchant device 160 may be associated, for 
example, with an online merchant offering various products 
162 and/or services 164 in exchange for payment to be 
received over network 150. For example, in one embodiment, 
merchant device 160 may provide products 162 and/or ser 
vices 164 (e.g., software applications, Software licenses, soft 
ware content, or other products or services) available for 
purchase by user 140 over network 150 using client device 
110 or client device 130. 
0032. Application developer device 170 may be associ 
ated, for example, with a developer of a software application 
172. For example, in one embodiment, a developer may reg 
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ister software application 172 with payment service provider 
device 180 as further described herein. 

0033 Payment service provider device 180 may be asso 
ciated, for example, with an online payment service provider 
which may provide payment on behalf of user 140 to the 
operator of merchant device 160. In this regard, payment 
service provider device 180 includes a payment application 
182 which may be configured to interact with client devices 
110 and 130, and merchant device 160 over network 150 to 
facilitate the purchase of products 162 and/or services 164 by 
user 140 from merchant device 160. In one embodiment, 
payment service provider device 180 may be provided by 
PayPal, Inc. 
0034 Payment service provider device 180 also maintains 
a plurality of user accounts 184, each of which may include 
account information 186 associated with individual users. For 
example, in one embodiment, account information 186 may 
include private financial information of user 140 such as 
account numbers, passwords, credit card information, bank 
information, or other information which may be used to 
facilitate online transactions by user 140. Advantageously, 
payment application 182 may be configured to interact with 
merchant device 160 on behalf of user 140 during a transac 
tion without requiring user 140 to provide account informa 
tion 186 to merchant device 160. In this regard, payment 
application 182 may be configured to authorize a transaction 
in response to user 140 Successfully logging in to payment 
service provider device 180. In one embodiment, user 140 
may log in to payment service provider device 180 by pro 
viding user credentials such as, for example, user identifier 
122, an electronic mail address, a password, a telephone 
number, a personal identification number (PIN), a physical 
address, and/or other appropriate information. 
0035 Payment service provider device 180 further 
includes a token generator application 188 which may be used 
to generate a plurality of tokens 190 in response to verifica 
tion requests received by payment service provider device 
180 over network 150. For example, token generator appli 
cation 188 may be implemented in accordance with various 
appropriate techniques for generating tokens 190 from an 
initial seed value (e.g., key). In various embodiments, appli 
cation identifier 114, device identifier 120, user identifier 122, 
and/or other information may be used as seed values from 
which tokens 190 are generated. In one embodiment, each of 
tokens 190 is configured to expire following a limited time 
period (e.g., three minutes or another appropriate time period) 
after they are generated. In another embodiment, each of 
tokens 190 is configured to be processed only once in 
response to a verification request. 
0036 Tokens 190 may be implemented using any appro 
priate letters, numbers, symbols, or other content. For 
example, in one embodiment, each of tokens 190 is imple 
mented as a six digit code or number. 
0037 Payment service provider device 180 also includes a 
token processing application 192 which may be used to pro 
cess tokens 190 as well as user tokens received by payment 
service provider device 180 as further described herein. 
Token processing application 192 may also be used to gener 
ate verification responses based on Such processing as further 
described herein. 

0038. In addition, payment service provider device 180 
maintains a set of application identifiers 194 associated with 
a plurality of authenticated Software applications. In this 
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regard, each of application identifiers 194 is associated with a 
Software application that has been registered with payment 
service provider device 180. 
0039 FIG. 2 illustrates a process of registering a software 
application with a payment service provider in accordance 
with an embodiment of the invention. In step 205, application 
developer device 170 submits to payment service provider 
device 180 a request to register software application 172. For 
example, in one embodiment, Software application 172 may 
be an application that, when running on client device 110. 
may be configured to direct user 140 to provide appropriate 
user credentials to log in to payment service provider device 
180. 
0040. If payment service provider device 180 approves the 
request (step 210), then payment service provider device 180 
assigns an application identifier to the Software application 
(step 215) and stores the newly assigned application identifier 
in the set of application identifiers 194 maintained by pay 
ment service provider device 180 (step 220). Payment service 
provider device 180 then provides the newly assigned appli 
cation identifier to application developer device 170 (step 
225) which adds the application identifier to the software 
application (step 230). 
0041 Accordingly, following the process of FIG. 2, soft 
ware application 172 will be registered with payment service 
provider device 180 and authorized by payment service pro 
vider device 180 to receive user credentials from user 140 as 
discussed. The process of FIG.2 may be repeated for different 
software applications and/or different developers to register a 
plurality of Software applications with payment service pro 
vider device 180 to populate the set of application identifiers 
194. Other embodiments are also contemplated. For example, 
in another embodiment, software application 172 may be 
registered with application developer device 170 instead of, 
or in addition to, payment service provider device 180. 
0042 FIG. 3 illustrates a process of verifying authenticity 
of a software application in accordance with an embodiment 
of the invention. The process of FIG.3 may be performed, for 
example, to determine whether application 112 is registered 
with payment service provider device 180 and authorized by 
payment service provider device 180 to receive user creden 
tials from user 140. 
0043. In step 305, user 140 accesses application 112. For 
example, in one embodiment, application 112 may be a soft 
ware application running on client device 110 as illustrated in 
FIG.1. However, in other embodiments, application 112 may 
run on one or more remote servers and may be accessed by 
user 140 through client device 110 or 130. 
0044. In step 310, application 112 prompts user 140 to 
perform a transaction (e.g., a purchase or similar transaction) 
using the services of payment service provider device 180. 
For example, in one embodiment, application 112 may pro 
vide a user-selectable link which, when selected by user 140, 
will direct user 140 to a webpage that requests user creden 
tials recognized by payment service provider device 180 
(e.g., a webpage that purports to be associated with payment 
service provider device 180). In another embodiment, appli 
cation 112 may provide a user interface that prompts user 140 
to provide such user credentials to application 112 which 
passes the user credentials to payment service provider device 
180 through an API recognized by payment service provider 
device 180. However, in either case, user 140 will not have an 
independent confirmation as to the authenticity of application 
112 during step 310. In this regard, user 140 will not know 
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whether the prompt of step 310 is in fact a legitimate request 
for user credentials or is a fraudulent request from a rogue 
Software application. 
0045 Also in step 310, application 112 causes a verifica 
tion interface to be displayed to user 140 which, when 
selected by user 140, will initiate a process to verify the 
authenticity of application 112. In one embodiment, applica 
tion 112 may be implemented to provide the verification 
interface. In another embodiment, application 112 may be 
implemented to instruct another application (e.g., one of other 
applications 118) to provide the verification interface. 
0046 FIG. 4 illustrates a sample user interface 400 dis 
played to a user during the process of FIG. 3 in accordance 
with an embodiment of the invention. For example, user 
interface 400 may be provided by application 112 during step 
31O of FIG. 3. 

0047 User interface 400 includes user-selectable links 
410 which, when selected by user 140, purport to direct user 
140 to a webpage that requests user credentials recognized by 
payment service provider device 180 in order to purchase 
various products or services. For example, in the embodiment 
shown in FIG. 4, application 112 purports to be a map appli 
cation that permits user 140 to purchase a user license for the 
map application as well as additional map content by select 
ing various links 410. In this embodiment, upon the user's 140 
selection of one of links 410, application 112 may direct user 
140 to a webpage (e.g., by opening browser application 116) 
into which user 140 may enter user credentials recognized by 
payment service provider device 180. 
0048 FIG. 4 further illustrates a verification interface 420 
including a verification button 430 and a token window 440. 
As further described herein, verification button 430 may be 
selected by user 140 to initiate a process to verify the authen 
ticity of application 112. As also further described herein, 
token window 440 may display one of tokens 190 to user 140. 
Other types of graphical user interfaces, textbased user inter 
faces, or other user interfaces may be used where appropriate. 
0049 Referring again to FIG. 3, in step 315, user 140 
initiates a verification process to determine whether applica 
tion 112 is an authenticated Software application recognized 
by payment service provider device 180. For example, in one 
embodiment, step 315 may be performed by user 140 select 
ing verification button 430 of FIG. 4. In another embodiment, 
step 315 may be performed by user 140 selecting a link 
provided by application 112. 
0050. In step 320, application 112 sends a verification 
request including the application identifier 114 associated 
with application 112 to payment service provider device 180. 
In one embodiment, the verification request is an inquiry to 
determine whether application 112 is approved by payment 
service provider device 180 to direct user 140 to provide user 
credentials recognized by payment service provider device 
180. The verification request may be sent, for example, in 
accordance with an API recognized by payment service pro 
vider device 180. 
0051. In step 325, payment service provider device 180 
receives the verification request and determines whether the 
application identifier 114 sent with the verification request is 
in the set of application identifiers 194 maintained by pay 
ment service provider device 180. In this regard, if the appli 
cation identifier 114 is found in the set of application identi 
fiers 194, then application 112 will be recognized by payment 
service provider device 180 as one of the software applica 
tions previously registered with payment service provider 
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device 180 through, for example, the process of FIG.2. In this 
case, the process of FIG. 3 continues to step 330. Otherwise, 
the process of FIG.3 may optionally continue to step 340. 
0052. In step 330, token generator application 188 gener 
ates one of tokens 190 in response to the verification request 
sent in step 320 in accordance with the various techniques 
described herein. Then, in step 335, payment service provider 
device 180 passes the token generated in step 330 to applica 
tion 112. 

0053. In step 340, application 112 displays a token to user 
140. For example, in one embodiment, step 340 may be 
performed by application 112 displaying a token in token 
window 440 of FIG. 4. In the example illustrated in FIG.4, the 
token displayed in token window 440 corresponds to a six 
digit number: 123456. If application 112 is indeed an authen 
tic Software application that has been registered with payment 
service provider device 180, then the token displayed in step 
340 will correspond to the actual token passed to application 
112 in step 335 and is therefore one of tokens 190 maintained 
by payment service provider device 180. However, if appli 
cation 112 is a rogue application, then the token displayed in 
step 340 is likely a fraudulent token which was not generated 
by token generator application 188 and is not one of tokens 
190 maintained by payment service provider device 180. 
0054. In step 345, user 140 logs in to payment service 
provider device 180 independently of application 112. In this 
step, user 140 will not log in to payment service provider 
device 180 using a webpage, link, or other information pro 
vided by application 112 in step 345. Rather, user 140 will log 
in to payment service provider device 180 using a webpage, 
link, or other information trusted by user 140. For example, in 
one embodiment, user 140 may use browser application 116 
of client device 110 to access a webpage known to be asso 
ciated with payment service provider device 180. In another 
embodiment, user 140 may use browser application 132 of 
client device 130 to access such a webpage. 
0055 To log in to payment service provider device 180 in 
step 345, user 140 may provide appropriate user credentials 
recognized by payment service provider device 180. In this 
regard, it is assumed that user 140 either has an existing user 
account 184 with payment service provider device 180 or 
creates a user account 184 during step 345. 
0056. After a successful log in is performed, user 140 
provides the token previously displayed during step 340 to 
payment service provider device 180 (step 350). For example, 
in one embodiment, a webpage provided by payment service 
provider device 180 may provide an appropriate user inter 
face to permit user 140 to enter the token. The token entered 
by user 140 in step 350 is also referred to as a user token. 
0057. In step 355, token processing application 192 pro 
cesses the user token received in step 350 to determine 
whether application 112 is one of the authenticated software 
applications associated with application identifiers 194. For 
example, in one embodiment, payment service provider 
device 180 compares the user token provided in step 350 and 
the generated token provided in step 330 to determine 
whether application 112 is an authenticated software appli 
cation based on whether the user token matches the generated 
token. In another embodiment, payment service provider 
device 180 compares the user token provided in step 350 to 
any of tokens 190 to determine whether application 112 is an 
authenticated software application based on whether the user 
token matches any of the tokens 190. 
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0.058. In one embodiment, if the user token does not match 
the generated token or any of tokens 190, then token process 
ing application 192 will determine that the user token is 
invalid. For example, this may occur if the generated token 
has expired or if the user token was fraudulently provided by 
a rogue Software application. In another embodiment, if the 
user token matches the generated token or any of tokens 190, 
then token processing application 192 will determine that the 
user token is valid and application 112 is recognized by 
payment service provider device 180. 
0059. In step 360, token processing application 192 gen 
erates and sends a verification response to inform user 140 
whether application 112 is recognized by payment service 
provider device 180 as an authentic software application that 
has been registered with payment service provider device 
180. In one embodiment, the verification response may be 
sent to the same device from which payment service provider 
device 180 received the user token. For example, if user 140 
provided the user token using browser application 116 of 
client device 110 or browser application 132 of client device 
130, then the verification response may be sent back to 
browser application 116 of client device 110 or browser appli 
cation 132 of client device 130, respectively. In such cases, 
the verification response may be provided as a webpage. 
However, other formats are also contemplated such a text 
messages, electronic mail messages, images, and other 
appropriate formats. 
0060 Accordingly, if the verification response of step 360 
indicates that application 112 is recognized by payment Ser 
vice provider device 180, then user 140 will be informed that 
application 112 is likely not a rogue Software application. 
However, if the verification response of step 360 indicates 
that application 112 is not recognized by payment service 
provider device 180, then user 140 will be informed that 
application 112 may be a rogue Software application. In either 
case, user 140 may make an informed choice regarding 
whether or not to perform one or more transactions prompted 
by application 112 (step 365). 
0061. In view of the present disclosure, it will be appreci 
ated that various techniques described herein may be used to 
authenticate Software applications accessed by users. 
Although particular embodiments have been described in 
which an application is verified by a payment service pro 
vider, the disclosed techniques may be used in any appropri 
ate context in which the authentication of Software applica 
tions is desired. For example, in another embodiment, an 
application may be verified by an application developer. In 
Such an embodiment, appropriate components of payment 
service provider device 180 may be implemented in applica 
tion developer device 170 to permit application developer 
device 170 to perform verification-related steps of the method 
of FIG. 3 previously described herein. 
0062. Where applicable, various embodiments provided 
by the present disclosure can be implemented using hard 
ware, Software, or combinations of hardware and Software. 
Also where applicable, the various hardware components 
and/or software components set forth herein can be combined 
into composite components comprising software, hardware, 
and/or both without departing from the spirit of the present 
disclosure. Where applicable, the various hardware compo 
nents and/or software components set forth herein can be 
separated into Sub-components comprising Software, hard 
ware, or both without departing from the spirit of the present 
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disclosure. In addition, where applicable, it is contemplated 
that Software components can be implemented as hardware 
components, and Vice-versa. 
0063 Software in accordance with the present disclosure, 
Such as program code and/or data, can be stored on one or 
more machine readable mediums. It is also contemplated that 
Software identified herein can be implemented using one or 
more general purpose or specific purpose computers and/or 
computer systems, networked and/or otherwise. Where appli 
cable, the ordering of various steps described herein can be 
changed, combined into composite steps, and/or separated 
into sub-steps to provide features described herein. 
0064. The foregoing disclosure is not intended to limit the 
present invention to the precise forms or particular fields of 
use disclosed. It is contemplated that various alternate 
embodiments and/or modifications to the present invention, 
whether explicitly described or implied herein, are possible in 
light of the disclosure. 
0065 Having thus described embodiments of the inven 
tion, persons of ordinary skill in the art will recognize that 
changes may be made in form and detail without departing 
from the scope of the invention. Thus the invention is limited 
only by the claims. 
What is claimed is: 
1. A method of verifying authenticity of a software appli 

cation, the method comprising: 
maintaining a set of application identifiers associated with 

a plurality of authenticated Software applications; 
receiving a Verification request comprising an application 

identifier associated with an unverified software appli 
cation; 

generating a token in response to the verification request if 
the application identifier is in the set of application iden 
tifiers; 

passing the generated token to the unverified Software 
application; 

receiving a user token; 
processing the user token to determine whether the unveri 

fied software application is one of the authenticated 
Software applications; and 

sending a verification response based on the processing. 
2. The method of claim 1, wherein the receiving a verifi 

cation request comprises receiving the verification request 
from the unverified Software application running on a client 
device, wherein the passing the generated token comprises 
passing the generated token to the client device. 

3. The method of claim 2, wherein the generating com 
prises generating the token using a device identifier associ 
ated with the client device, the application identifier associ 
ated with the unverified software application, and/or a user 
identifier associated with a user of the unverified software 
application. 

4. The method of claim 1, wherein the generated token is 
configured to expire after a limited time period. 

5. The method of claim 1, wherein the processing the user 
token comprises comparing the user token and the generated 
token to determine whether the unverified software applica 
tion is one of the authenticated Software applications based on 
whether the user token matches the generated token. 

6. The method of claim 1, further comprising maintaining 
a plurality of generated tokens associated with a plurality of 
Verification requests, wherein the processing the user token 
comprises comparing the user token to any of the generated 
tokens to determine whether the unverified software applica 
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tion is one of the authenticated Software applications based on 
whether the user token matches any of the generated tokens. 

7. The method of claim 1, wherein the verification request 
is received from a first client device, the user token is received 
from a second client device, and the verification response is 
sent to the second client device. 

8. The method of claim 1, wherein the method is performed 
by a payment service provider device, wherein the authenti 
cated Software applications are approved by the payment 
service provider device to direct a user to provide user cre 
dentials recognized by the payment service provider device. 

9. The method of claim 1, wherein the method is performed 
by an application developer device. 

10. A system comprising: 
one or more processors; and 
one or more memories adapted to store a plurality of 

machine-readable instructions which when executed by 
the one or more processors are adapted to cause the 
system to: 
maintain a set of application identifiers associated with a 

plurality of authenticated Software applications, 
receive a verification request comprising an application 

identifier associated with an unverified software 
application, 

generate a token in response to the verification request if 
the application identifier is in the set of application 
identifiers, 

pass the generated token to the unverified software 
application, 

receive a user token, 
process the user token to determine whether the unveri 

fied software application is one of the authenticated 
Software applications, and 

send a verification response based on the processing. 
11. The system of claim 10, wherein the verification 

request is provided by the unverified software application on 
a client device, wherein the machine-readable instructions 
when executed by the one or more processors are adapted to 
cause the system to pass the generated token to the client 
device. 

12. The system of claim 11, wherein the machine-readable 
instructions when executed by the one or more processors are 
adapted to cause the system to generate the token using a 
device identifier associated with the client device, the appli 
cation identifier associated with the unverified software appli 
cation, and/or a user identifier associated with a user of the 
unverified software application. 

13. The system of claim 10, wherein the generated token is 
configured to expire after a limited time period. 

14. The system of claim 10, wherein the machine-readable 
instructions when executed by the one or more processors are 
adapted to cause the system to compare the user token and the 
generated token to determine whether the unverified software 
application is one of the authenticated Software applications 
based on whether the user token matches the generated token. 

15. The system of claim 10, wherein the machine-readable 
instructions when executed by the one or more processors are 
adapted to cause the system to: 

maintain a plurality of generated tokens associated with a 
plurality of Verification requests; and 

compare the user token to any of the generated tokens to 
determine whether the unverified software application is 
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one of the authenticated Software applications based on 
whether the user token matches any of the generated 
tokens. 

16. The system of claim 10, wherein the verification 
request is received from a first client device, the user token is 
received from a second client device, and the verification 
response is sent to the second client device. 

17. The system of claim 10, wherein the system is a pay 
ment service provider device, wherein the authenticated soft 
ware applications are approved by the payment service pro 
vider device to direct a user to provide user credentials 
recognized by the payment service provider device. 

18. The system of claim 10, wherein the system is an 
application developer device. 

19. A method of verifying authenticity of a software appli 
cation, the method comprising: 

generating a verification request comprising an application 
identifier associated with an unverified software appli 
cation; 

receiving a generated token in response to the verification 
request, wherein the generated token is provided by a 
third party if the application identifier is in a set of 
application identifiers associated with a plurality of 
authenticated Software applications approved by the 
third party; and 

displaying the generated token to a user. 
20. The method of claim 19, further comprising: 
receiving a user token; 
passing the user token to the third party; and 
receiving a verification response that confirms whether the 

unverified software application is one of the authenti 
cated Software applications, wherein the verification 
response is based on processing of the user token per 
formed by the third party. 

21. The method of claim 19, wherein the generating a 
Verification request is performed in response to a user-initi 
ated selection. 

22. The method of claim 19, wherein the method is per 
formed by the unverified software application. 

23. The method of claim 19, wherein the unverified soft 
ware application runs on a client device associated with the 
USC. 

24. The method of claim 19, wherein the generated token is 
configured to expire after a limited time period. 

25. The method of claim 19, wherein the third party is a 
payment service provider device, wherein the authenticated 
Software applications are approved by the payment service 
provider device to direct the user to provide user credentials 
recognized by the payment service provider device. 

26. The method of claim 19, wherein the third party is an 
application developer device. 

27. A system comprising: 
one or more processors; and 
one or more memories adapted to store a plurality of 

machine-readable instructions which when executed by 
the one or more processors are adapted to cause the 
system to: 
generate a verification request comprising an applica 

tion identifier associated with an unverified software 
application, 

receive a generated token in response to the Verification 
request, wherein the generated token is provided by a 
third party if the application identifier is in a set of 
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application identifiers associated with a plurality of 
authenticated Software applications approved by the 
third party, and 

display the generated token to a user. 
28. The system of claim 27, wherein the machine-readable 

instructions when executed by the one or more processors are 
adapted to cause the system to: 

receive a user token; 
pass the user token to the third party; and 
receive a verification response that confirms whether the 

unverified software application is one of the authenti 
cated Software applications, wherein the verification 
response is based on a process performed by the third 
party on the user token. 

29. The system of claim 27, wherein the machine-readable 
instructions when executed by the one or more processors are 
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adapted to cause the system to generate the verification 
request in response to a user-initiated selection. 

30. The system of claim 27, wherein the machine-readable 
instructions comprise the unverified Software application. 

31. The system of claim 27, wherein the system is a client 
device associated with the user. 

32. The system of claim 27, wherein the generated token is 
configured to expire after a limited time period. 

33. The system of claim 27, wherein the third party is a 
payment service provider device, wherein the authenticated 
Software applications are approved by the payment service 
provider device to direct the user to provide user credentials 
recognized by the payment service provider device. 

34. The system of claim 27, wherein the third party is an 
application developer device. 

c c c c c 
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