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Encryption 

Encryption technologies are the most important technological breakthrough 

in the last one thousand years. No other technological discovery--from nu- 

clear weapons (I hope) to the Internet--will have a more significant impact 

on social and political life. Cryptography will change everything. 

Lawrence Lessig, Harvard law professor and author of Code: 

and Other Laws of Cyberspace 1 

WITH THE INCREASED COLLECTION, USE, SALE, AND EXCHANGE OF 
private information about individuals, usually without  the individual 's knowl- 
edge or permission,  it is clear that  technology has in t roduced  pr ivacy  con- 
cerns that  the framers of the U.S. Const i tu t ion never  dreamed about.  As 
discussed in Chapter 8, current  law has not totally addressed these concerns, 
and very few legal restrictions exist to control them. 

Technology, however,  also provides  a solution to many of these pr ivacy 
concerns. Encryption is the process of writing a message in code or other secret 
form so that only persons with the key can decode or "decrypt"  the message to 
read it. Readily available through low-cost or free computer programs, encryp- 
tion prevents eavesdroppers or interceptors of a communication, including the 
government,  from reading that  communication. This allows nearly anyone to 
protect email, e-commerce transactions, online banking,  contracts, data files, 
and other electronically transmitted communications or messages stored in un- 
secured computer databases. Furthermore, modern encrypt ion programs allow 
users to control their own encrypt ion rather than having to go through a cen- 
tral government agency or clearinghouse. This provides an extra level of pri- 
vacy that legislation cannot offer. 

As use of the Internet  increases, people will demand this greater security 
for their communications, credit card information, and e-commerce transactions. 

327 
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They will also resist having their "net-surfing" and purchasing habits recorded. 
Corporations will demand increased privacy for their communications to their 
branch offices, customers, and suppliers worldwide. Thus, modern forms of 
communications such as the Internet are driving the need for greater privacy. 
Since encryption provides a technical solution to privacy concerns, it will pro- 
foundly affect every person and corporation existing today and in the future. 
For this reason, Lawrence Lessig, a Harvard law professor and international au- 
thority on cyberlaw, stated in his recent book Code: and Other Laws of Cyber- 
space that encryption technologies are the most important technological 
breakthrough in the last 1,000 y e a r s . . ,  and will change everything. 

However, several critical issues surround the topic of encrypt ion in the 
United States today. First, while nearly everyone, including the U.S. govern- 
ment, acknowledges the increasing need for individual and corporate privacy 
in the 21st century, law enforcement and national security agencies, such as 
the Federal Bureau of Investigation (FBI), Central Intelligence Agency (CIA), 
and the National Security Administration (NSA), argue that they must be able 
to intercept and decode encrypted messages in order to fight terrorism, drug 
trafficking, organized crime, and child pornography. This requires that the 
government assess the true crime fighting needs of law enforcement and na- 
tional security agencies and find a balance between those needs and the pri- 
vacy needs of individuals. 

Second, while the U.S. government may be willing to permit the use of en- 
cryption in the United States, historically it has severely restricted the export 
of certain encryption products and technologies, believing that such export 
threatens our national security. However, strong encrypt ion software pro- 
grams are readily available worldwide for free or as little as $5.00. Therefore, 
many persons in the United States strongly oppose the government's restric- 
tions on the export of encryption. They point out that the export restrictions 
do nothing to protect the national security of the United States but, instead, 
harm the competit iveness of U.S. companies to sell software or to provide 
the seamless privacy protections required in modern communications and 
e-commerce transactions. Opponents also state that the restrictions are uncon- 
stitutional constraints on the right of free speech and are inconsistent with 
the approach used by other democratic governments and international organi- 
zations with equal national security concerns. Finally, opponents argue that 
the U.S. government's definition of "export" is overly broad. The definition in- 
cludes sending an encrypted email to a relative, friend, colleague, or customer 
abroad. Even internal memos to corporate branch offices abroad are consid- 
ered "export." It can also include clicking into Web sites located outside of 
the United States if people use encryption in their Web systems. Basically, any 
encrypted transaction involving a party outside the United States, is consid- 
ered an "export." 

In seeking a solution to this conflict, the U.S. government has proposed 
several alternative concepts including (1) "key escrow," both voluntary and 
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automatic in hardware such as the Chipper Chip, (2) "key recovery," providing 
"back door" access to encrypted messages for the government through both 
hardware and software options; and (3) legislation limiting the strength of the 
keys used in encryption. Key escrow, is a general name for regulations requir- 
ing that encryption users register or "escrow" with the government or a des- 
ignated third party their "keys" to unlock or decode their encrypted messages, 
so that the government can, with a court-ordered warrant, read any encrypted 
message. This is intended to provide strong encryption capabilities to U.S. citi- 
zens while still allowing the government to be able to decrypt an encrypted 
message if it deemed necessary to do so. Key recovery, on the other hand, is a 
general name for the hardware or software capability built into an encryption 
system that allows the government, "with proper judicial authorization in the 
form of a court order," to decrypt an encrypted message without the knowl- 
edge of the parties to the communication. Key recovery therefore provides 
"back-door" access for the government to encrypted communications designed 
into the basic operations of the system by the system developers at their own 
expense. 

However, public opposition to these proposals has delayed their adoption. 
In addition, several important court cases have held that encrypting a message 
is free speech protected by the U.S. Constitution, and on January 14, 2000, the 
government issued new, more relaxed encryption export regulations, but did 
not remove all of them. These new regulations make it somewhat easier for 
U.S. companies and individuals to export encryption technology in common 
products to certain countries, but still require companies to file applications, 
escrow keys, and provide key-recovery capability to the government before 
they can export products containing or using encryption. 

The purpose of this chapter is to describe briefly how encryption works, 
the main issues surrounding it, and the major laws governing it. To do this, 
Section 9.1 explains basic encryption technology, including the importance of 
"keys" and key strength. Section 9.2 outlines the early use of encryption in 
the United States and some of the initial legislation securing its use for mili- 
tary and law enforcement. Sections 9.3 and 9.4 describe the two most impor- 
tant encryption technologies available to the public today, private-key and 
public-key systems, respectively. One important aspect of public-key encryp- 
tion technology discussed is that of "digital signatures," which are amazingly 
secure and thus important to e-commerce and "identity theft" issues. For this 
reason, recent legislation recognized digital signatures as having the same 
force as handwritten signatures in contracts and other commercial documents. 
Section 9.5 compares the private-key and public-key technologies, noting the 
strengths and weaknesses of each. Section 9.6 expands on the concerns of law 
enforcement and national security agencies regarding public use of encryp- 
tion systems and the legislation initiated by law enforcement and the security 
agencies to control that use. It also discusses public and private opposition to 
these restrictions and government efforts to relax the restrictions. Section 9.7 
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outlines the views and approaches of other democratic countries and interna- 
t ional organizat ions concerning encrypt ion .  Section 9.8 then describes the 
United States's reaction to these changes and three key court cases whose deci- 
sions have impacted recent legislation and caused some U.S. restrictions on en- 
crypt ion use and export  to be relaxed. Since this is such a rapidly changing 
area of technology, Section 9.9 also provides a list of the current state, federal, 
and in ternat ional  laws that  exist in this area, new laws that  have been pro- 
posed, and several Web sites that provide additional information and updates. 

E N C R Y P T I O N  T E C H N O L O G Y  

Encryption does not prevent someone from intercepting a message, but rather it 
prevents that person from reading the intercepted message. In many cases, en- 
cryption also blocks information about to whom the message is sent or from where 
it came. 2 Encryption is based on the ancient study of cryptology and the result- 
ing practice of cryptography. Such systems have been in use for over 4,000 years, 
beginning with the written hieroglyphics of ancient Egypt. Governments since 
the Greeks and Romans have used encryption to protect important military and 
diplomatic communications, and today, computer-generated mathematical algo- 
rithms make encryption available to individuals for free or at very low cost. 

In each case, the text of the original message, known as the "plaintext" or 
"cleartext," is encoded or enciphered into "codetext" or "ciphertext," which 
usually has the appearance of random, unintelligible characters. This unread- 
able message is called a "cyptogram." The process of reading the cryptogram 
requires decoding or deciphering the encrypted message with a key. If the key 
is unknown,  "cryptanalysis"  is the art of breaking the code or cipher to dis- 
cover the key. 

Traditionally, the term code described any system in which the basic unit 
of concealment  was a word,  while the term cipher described any system in 
which the basic unit  of concealment was a single letter within a word. How- 
ever, in Morse Code, letters are the basic unit, which in turn encodes words. 

Most individuals have had some experience with cryptography in puzzles 
or games. Many children have used decoder rings found in boxes of cereal to 
write notes to their friends. However, before computers, most secure encryp- 
tion systems were too expensive and complicated to be used by individuals or 
corporations. Only governments could afford the cost and then only for diplo- 
matic and military, not financial or administrat ive communications. As com- 
puters  have evolved, however,  this has changed,  and strong encrypt ion  
systems are now readily available for private,  nongovernmental  use. This is 
fortunate since the need for highly secure private messages has also increased 
significantly with the proliferation of computers and the Internet. 
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Forms of Encryption 

In the thousands  of encrypt ion  systems that  have existed over the years, all 
use some form of "substitution," "transposition," "concealment," "device," or 
"mathematical" techniques to change the original message. 

Substitution 

Substitution encrypt ion systems replace the letters of the alphabet with com- 
binations of symbols or signals to encode the message. Two familiar examples 
of subs t i tu t ion  encryp t ion  systems are the Morse code, in which dots and 
dashes subst i tute  for the letters of each word,  and the f ive-row-five-column 
code used by U.S. prisoners of war (POWs) during the Vietnam War. 

In the Vietnam POW system, the English alphabet was grouped into five 
rows, each containing five columns. Row 1 contained A, B, C, D, and E; row 2 
contained F, G, H, L and J; row 3 skipped K (represented by C to reduce the 
alphabet to 25 letters), and contained L, M, N, O, P. Rows 4 (Q, R, S, T, and U) 
and 5 (V, W, X, Y, and Z) completed the alphabet in sequential fashion. To tap 
out a message, the prisoners would tap first the row, then the column. For ex- 
ample, C would be one tap, followed by three quick taps representing Row 1, 
third column or posit ion.  Similarly, R would  be four taps, followed by two 
taps, representing fourth row, second column. 

Like the Morse code and the Vietnam POW system, all subst i tu t ion sys- 
tems are understandable or interpretable only by those who know the code or 
have access to a codebook. Other systems may require a decoding device or 
symbol manipulator. 

Transposition 

Transposition encrypt ion systems rearrange the position of the letters or ele- 
ments in the text of the message. For example, each letter of the original mes- 
sage may be replaced by a letter one or more posi t ions to the left or r ight .  
Thus, if shifted one letter to the left, the name IBM becomes HAL. Some stu- 
dents of the movie 2001: A Space Odyssey suggest that this was the source of 
the computer's name in the movie. 

Julius Caesar used a simple code in which each letter of the text was re- 
placed by the letter three positions to the right. Thus CAB became FDE. This 
system was called the "Caesarian Cipher," named after the Roman general Ci- 
pher (100-44 BC) who is credited with inventing it. 3 Other t ransposi t ion en- 
cryption systems also divide the letters into groups and then reverse the letters 
in each group. If needed,  the system then uses extra, or filler letters called 
"nulls" to complete block groups. For example, if a five-letter group system 
were used, the message "HELLO THERE" would be OLLEH E R E H T  or more 
hidden, OLLEHEREHT. 
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C o n c e a l m e n t  

In 1600, Cardinal Richelieu invented the grille or a card wi th  holes in it. He 
would place the card on a sheet of paper, write his message in the holes and 
then fill in the rest of the paper to appear as an innocent message. Many other 
concealment systems exist, including patterns of letters created on a page. 

D e v i c e  

The Spartans, centuries ago, used a device encrypt ion  system in which com- 
municators  would  wrap a belt a round a stick, wri te  the message along the 
length of the stick, and then unwind  the belt. To read the message, the same 
size stick was needed to wrap the belt around. 

In the United States, Thomas Jefferson invented an early cryptographic  
device known as the "wheel cipher" around 1795. The wheel cipher contained 
a stack of wheels loaded onto a central rod or axle. On each wheel, Jefferson 
wrote  the letters of the a lphabet  in r andom order. To encode a message, he 
would shuffle the wheels and then place them on the axle, in random order. 
The letters of the message would then be aligned along the rotational axis of 
the axle, one letter per wheel. Any other row of aligned letters could then be 
used as the c ipher text  for transmission.  To avoid the very small probabil i ty 
that  two readable messages could be spelled by the order of the wheels, the 
sender would review all combinations on the wheels. 

To decrypt  the message, the recipient aligned the letters of the ciphertext 
along the rotat ional  axis and looked for a set of al igned letters that  spelled 
words. Without  knowing the order of symbols on the wheels or the order of 
wheels on the axle, any pla intext  of the appropr ia te  length is possible, and 
thus the system is quite secure for one-time use. Statistical decryption is feasible 
if the same wheels are used in the same order many times. Thus, the strength 
of the system is in the random order of the wheels when they are placed on 
the axle. 

Al though Jefferson rarely used his device himself, the U.S. Navy used a 
similar item for nearly 200 years, until the mid-1990s. Today, device systems 
generally include computerized discs, spun in opposite directions. 

M a t h e m a t i c a l  A l g o r i t h m s  o r  S o u r c e  C o d e s  

Modern  enc ryp t ion  systems use computers  to arrange str ings of zeros and 
ones, also called "bits," into groups or blocks to create keys. Each key has a 
preset  number  of bits. The a r rangement  of the bits in each key is based on 
mathematical  patterns provided by the encrypt ion algorithm or source code. 
These algorithms then use the keys to encrypt  and decrypt  messages. 

In their book Privacy on the Line, encrypt ion experts Whitfield Diffie and 
Susan Landau provide an excellent description of the manner  in which algo- 
rithms use keys to encrypt  and decrypt messages. The example they use is this: 
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I f  two people were trying to meet on a specific day, time, and location, the in- 
formation needed to be sent f rom one to the other would include the year, 
month, day, hour, minute, avenue, and street in that pre-agreed upon order. 
Thus, i f  the meeting were to take place at 3:25 PM on December 30, 1999, on 
the corner of 1st Avenue and 44th Street, and a two-digit system were agreed 
upon to represent each piece of information, the resulting message would be: 

19 99 12 30 15 25 01 44 

Every digit in this message is significant. To encrypt it for secrecy, both 
persons must also agree on a key that will convert the string of 14 digits into 
some other string of 14 digits that is understandable by both persons, but not 
by anyone else. For example, i f  the key agreed upon by the two people is 

64 25 83 09 76 23 55 72 

when it is added to the original message, the resulting encrypted message is: 

73 14 95 39 81 48 56 16 

The above "crytogram" is what is t ransmit ted to the receiver in whatever  
manner is possible, including very public, nonsecure methods such as over the 
telephone, on a postcard, or over the radio. Diffie and Landau point out that, in 
some cases, the addition produced a number greater than 10. In the third place, 
for example, the sum is 11. In such cases, the 1 in the 10s place is thrown away, 
rather than "carried" into the next place as in ordinary arithmetic. 

To decrypt  the message when received, the intended recipient simply sub- 
tracts the agreed-upon key, without  "borrowing," to learn the actual message. 
Since the key was chosen at random, even if the message were intercepted in 
route, the interceptor  could see that  a series of numbers  or information had 
been transmit ted,  but  could not determine the key or whether  the actual in- 
formation was numbers or letters. Therefore, the interceptor could not decrypt  
the message. If the key were used a second time, however,  the in te rcep tor  
could use information about the first message, to determine the key. Thus it is 
important  to use a different key each time a critical message is transmitted. 

This mathematical  algorithm type  of encrypt ion  system is readily gener- 
ated by computers and yet works well for transmitt ing important  information, 
such as a credit card number, even in the midst of other less-critical informa- 
tion, such as the items purchased on the Internet.  The remaining issue is, how- 
ever: How does the intended recipient learn the key? The next several sections 
explain this, but  public-key and private-key encryption systems complete the 
process in very different ways. 

9.1.2 K e y  S t r u c t u r e  

As noted, if the receiver has the correct key, he or she can "decrypt"  any mes- 
sage enc ryp ted  wi th  that  key. If the receiver does not have the correct  key, 
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however, that person has three options: (1) steal the key, (2) analyze the code to 
determine the algorithm used to create the key, or (3) use a "brute-force attack" 
in which all possible keys are tried, one at a time, until the correct key is found. 

In either of the two last options, the more bits a key contains, the more se- 
cure it is considered to be. This is because with Option 2, longer keys require 
more time and effort to analyze, while with Option 3, keys require more time 
to break the code using a brute-force attack. Thus, the strength of an encryp- 
tion scheme increases with its "key length. ''4 

For example, if a key contains only two bits, four possible key combina- 
tions exist: 00, 01, 10, and 11. If a third bit is added to the key, eight possible 
key combinations result: 000, 001,010, 100, 011, 101, 110 and 111. Thus, key 
combinations grow exponentially as each bit is added. For this reason, the fol- 
lowing increase in possible key combinations results as increasingly more bits 
are added to the key. 

Key Length Possible Number of Key Combinations 
2-bit key 4 
3-bit key 8 
8-bit key 256 
56-bit key 72 quadrillion 
128-bit key 4.7 billion trillion s 

In the same fashion, the time required to break the code with a brute-force 
attack, or by trying all key combinations until the correct one is found, also 
increases exponentially. Usually, the process requires a network of computers 
and an average of trying about 50% of the possible keys. It is also impacted 
by changes in technology. For example, in 1986, it was estimated that a fast 
computer would take 2,283 years to try all possible keys in a 56-bit key, the 
then-adopted IBM standard called the U.S. Data Encryption Standard (DES). 
However, advances in computer power and speed have decreased the time re- 
quired to find a key using a brute-force attack to under five hours. 6 

E A R L Y  USE OF E N C R Y P T I O N  I N  T H E  U N I T E D  STATES 

Encryption systems in the United States historically have been the domain of 
government and military systems. Systems such as Thomas Jefferson's wheel 
system, shift systems, and the Morse code served the government well, so long 
as the keys were changed frequently and the key or code was not intercepted 
while being communicated to the intended recipient of the message. 

This concern became a special problem with radio. During the early 1900s, 
radio became an increasingly popular broadcast medium but was not secure. 
Thus, during World War I, communicating sensitive information by radio re- 
quired encryption.  The United States realized the need for broad-based en- 
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cryption systems, but in a precomputer era, such systems tended to be slow 
and costly. Their security also depended on unusual keys with complex key 
handoffs, usually coordinated by a centralized authority. 

9 . 2 . 1  1930s-1950s" Encryption 

Encryption remained the domain of military and diplomatic use through the 
Depression in the 1930s, World War II in the 1940s, and the Cold War in the 
1950s. Its focus was national security, followed by law enforcement and protec- 
tion of technological advances such as nuclear power and airline traffic safety. 
During World War II, the function of intelligence, including communications 
intelligence, was placed under military command. 7 However, this caused its 
development and oversight to be quite disjointed and uncoordinated. 

Central Intelligence Act of 1947 

To correct this, Congress passed the Central Intelligence Act of 1947, creating 
the Central Intelligence Agency (CIA). The new position of Director of Central 
Intelligence was tasked with coordinating the efforts of the entire U.S. intelli- 
gence community. 

Wiretapping 

As discussed in Chapter 8, Section 8.2.5, wiretapping was a common practice 
for law enforcement who monitored some domestic and all international calls 
from 1876-1967. It did not require a court order until two cases, Katz v. U.S. s 
and Berger v. New York, 9 were decided in 1967. Even then, however, a court 
order was not required when issues of national security or wiretaps of a for- 
eign government were involved. 

S h a n n o n ' s  " C o m m u n i c a t i o n s  T h e o r y  of  Secrecy" 

In 1948, Claude Shannon, an electrical engineering professor at MIT, pub- 
lished an article in the Bell System Technical Journal entitled "The Communi- 
cations Theory of Secrecy Systems." lo Shannon was one of the first modern 
cryptographers to apply advanced mathematical techniques to the study of 
crytography. Although the use of frequency analysis for solving substitution 
encryption began many years earlier, Shannon's work demonstrated several 
important features about the statistical nature of language that made the solu- 
tion to nearly all previous codes very straightforward. Perhaps the most im- 
portant result of Shannon's famous paper is the development of a measure of 
cryptographic strength called the unicity distance. 

The unicity distance is a number that indicates the amount or quantity of 
an encrypted message that is required in order to decrypt that message. It is a 
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function of the length of the key used to encrypt the message and the statisti- 
cal nature of the language in which the original message was written. Given 
enough time, it is guaranteed that any encrypted message can be broken if 
the unici ty distance is 1. For example, any time the length of all messages 
sent under a particular key in English exceeds 2.6 times the length of that 
key, the key and the original messages eventually can be determined. En- 
cryption systems with an infinite length random key have a unicity distance 
that is infinite. While unbreakable, they are also impractical. However, Shan- 
non found that a message created with an alphabetic substitution encryption 
system (1) with a random key, (2) with a length greater than or equal to the 
length of the message, and (3) used only one-time, cannot be decrypted from 
the ciphertext alone. 

Shannon also introduced the concept of "workload," which is the diffi- 
culty in decrypting a message given the availability of enough ciphertext to 
theoretically break a code. He showed that an alternative to increasing the 
unicity distance is the use of systems that increase the workload required to 
decrypt the message. Two important concepts provided by Shannon in his 
paper are the diffusion and confusion properties of encryption. These form the 
basis for many modern cryptosystems because they tend to increase the work- 
load of cryptanalysis. 

Diffusion is the dissipation of the statistical structure behind the language 
being transmitted. For example, making a different symbol for each English 
word makes statistical occurrence for many words difficult to detect in the 
short run, and increases the quantity of data needed to decrypt messages. This 
difficulty occurs because meaningful words are rarely repeated, and common 
words such as "the," "and," "or," are frequently repeated. The random use of 
obscure synonyms for frequently repeated words tends to dissipate the ability 
to decipher them. Strange sentence structures have a similar effect on the 
cryptanalysis process. 

Confusion is the obscuring of the relationship between the original mes- 
sage, the key, and the encrypted message. For example, if any bit of the key 
has a 50% chance of affecting any bit in the encrypted message, statistical at- 
tacks on the key require solving a large number of simultaneous equations. 

Extensions to Shannon's basic theories include the derivation of an "index 
of coincidence" that allows approximations of key length to be determined 
purely from statistical data, 11 the development of semiautomated techniques 
for attacking cryptosystems, and the concept of using computational com- 
plexity for assessing the quality of cryptosystems. 12 

N a t i o n a l  Secu r i t y  A g e n c y  

In 1952, responding to increasing Cold War concerns, President Truman cre- 
ated the National Security Agency (NSA). The unexpected result was that the 
National Security Agency took over all work in cryptography in the United 
States, successfully suppressing it in other agencies of government. As a re- 
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sult, the use of encryption in the other agencies froze or diminished, even for 
nuclear command and air traffic control systems. This did not change for over 
a decade, until ordered to change by President Kennedy in the 1960s. 

A b u s e s  of  P o w e r  

During this era, the government's control of encryption was meant to benefit 
all Americans through increased national security. However, the control also 
led to serious abuses. For example, al though census information was publi- 
cized as confidential, during World War II it, and other government-held in- 
formation, was used to wiretap and locate Japanese-Americans to be sent to 
internment camps. During the McCarthy era, Civil Rights movement, and Viet- 
nam protests, many illegal wiretaps were placed on numerous citizens' com- 
munications, not just on those of political activists. In 1968, court orders were 
required for wiretaps, but these were easy to obtain, and when they could not 
readily be obtained, the FBI and others frequently ignored this requirement 
and wiretapped many law-abiding citizens, political leaders, Supreme Court 
judges, members of the U.S. Congress, and all internat ional  calls. As many 
readers may recall, illegal wiretaps against the Democratic National Commit- 
tee, ordered by the White House, ignited the Watergate scandal. 

9 . 2 . 2  1960s-1970s: Computers, Digitization, Multiplexing, 
Packetization, and Encryption 
During this era of frequent wiretapping, individuals and companies made no 
practical use of encrypt ion,  even though analog communications were not 
very secure. It wasn't until the 1960s and 1970s, with the development of com- 
puters, that several important  changes occurred in communications technol- 
ogy, including the digitization of communications, multiplexing, packetization, 
and affordable encryption. 

Digitization of communications improved the security of communications 
because, when communications are digitized, the communication is converted 
to ls and 0s, divided up into small groups called "bytes," and then transmit- 
ted over whatever circuit or route is best for that transmission. When someone 
tries to wiretap a digitized conversation, they hear only static. 

When multiplexed onto shared resources, such as T-I, T-3, and higher cir- 
cuits, portions of each digitized communication are mixed with digitized por- 
tions of hundreds  of other communications and t ransmit ted  over the same 
communication line. This makes it even more difficult to wiretap single digi- 
tized communication. 

By the time technology evolved to packet communications, hundreds of thou- 
sands of communications were first digitized, divided into "packets" of informa- 
tion, and then multiplexed together before being transmitted over thousands of 
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circuits. When the packets reached the receiving end, they were placed in their 
proper sequence and delivered to the listener. Thus, packetization further en- 
hanced the security of communications by dissembling messages and permitting 
their transmission over different paths, further complicating wiretaps. 

With computers also came affordable encryption, opening possibilities for 
its use by individuals and companies. Computers drove the cost of encryption 
technology to a low enough level to be affordable for private, nongovernmen- 
tal use. Second, people became excited about the revolutionary power and 
speed that computers brought to encryption, providing the complexity re- 
quired for truly secure encryption systems. Third, computers eliminated the 
need for centralized control of encryption, enabling "end-to-end' '  user con- 
trol. These three benefits brought about by computers touched off tremen- 
dous private research and development of encryption systems and created an 
explosion in technology that continues today. 

1 9 6 5 ~ B r o o k s  Act 

In 1965, recognizing the potential of computers and their increasing impor- 
tance in commerce, Congress passed the Brooks Act of 1965. Sponsored by 
Representative Jack Brooks of Texas, the uncontested law assigned responsi- 
bility to the U.S. Department of Commerce's National Bureau of Standards 
(NBS) to make recommendations to the president concerning standards for 
both civilian and government computers under a uniform federal automatic 
data-processing standard (FADPS). Given this new range of responsibilities, 
Congress also changed the name of the National Bureau of Standards to the 
National Institute of Standards and Technology (NIST). 

1 9 6 7 ~ I n t e r n a t i o n a l  Covenant  on  H u m a n  Rights  

However, along with the increasing use and commercial benefits of computers 
came increased concerns about privacy. In 1967, two years after the Brooks 
Act, the international community recognized the growing use and impact of 
computers on human rights and renewed Article 12 of the 1948 Universal Dec- 
laration of Human Rights, which stated 

No one shall be subjected to arbitrary interference with his privacy, family, 
home or correspondence, nor to attacks upon his honour and reputation. 
Everyone has the right to the protection of the law against such interference 
or attacks. 13 

1 9 6 7 ~ P u b l i c a t i o n s  on E n c r y p t i o n  Ign i te  Pub l i c  Interest  

Also in 1967, David Kahn, a journalist, published a history of cryptography 
entitled The Codebreakers. 14 Years later, in 1982, James Bamford published a 
history of the National Security Agency (NSA) entitled The Puzzle Palace. 15 
Both works ignited tremendous public interest in cryptography, especially 

Copyright Elsevier 2025

IPR2025-01572 
Apple EX1044 Page 27



9.3 Private-Key Cryptosystems 339 

among academics, as a means of providing the needed privacy and increased 
security required with modern communications. 

As part of this new interest in encryption, the academic community de- 
veloped two main approaches to computerized encryption in the early 1970s: 
private-key and public-key cryptosystems. They are also known as "symmet- 
ric" and "asymmetric" systems respectively, or one-key and two-key systems, 
not to be confused with one-bit and two-bit key systems. Details of these sys- 
tems are described in the following two sections of this chapter. The U.S. gov- 
ernment, on the other hand, was less excited about this new civilian interest 
in encryption and threatened the academic community with prior restraint in 
order to prevent the publication of additional information on new encryption 
concepts and systems. 

' ] B ;  ~ PRIVATE-KEY C R Y P T O S Y S T E M S  

Private-key encrypt ion systems are the most familiar encryption systems to 
people because they include the "James Bond" type of cryptosystems in which 
both the sender and receiver know the same code so they can exchange secret 
messages. Other pr ivate-key systems include the Navaho "code-talkers" of 
World War II. The primary risk with private-key systems is when third par- 
ties learn the code and thus compromise the secrecy of the messages. 

To send a message through a computerized private-key encrypt ion sys- 
tem, the sender (1) writes the message as normal, (2) encrypts it using an en- 
cryption system previously agreed upon with the recipient, and (3) sends it to 
the recipient. To decrypt it, the recipient must have the same key or code. For 
this reason, private-key systems are also known as "single-key" or "symmet- 
ric" systems. 

To respond, the recipient uses a different, randomly generated key to pro- 
tect the security of the keys, communicates it to the sender, drafts the re- 
sponse, encrypts it, and sends the encrypted response to the sender. When 
the sender receives the response, he or she decrypts it with the same key. 

This requirement that both the sender and recipient must have the same 
key leads to several limitations. First, the sender and receiver must either 
know each other before they can communicate or they must have some 
method of establishing a secure "key hand-off." Second, private keys cannot 
be changed without the recipient's knowledge. Third, the secrecy of the key 
must be preserved so that unauthorized eavesdroppers or interceptors cannot 
learn the key and read the message. Thus, the security of private-key systems 
is more dependent  on the security of the key than on the complexity of the 
encryption system. These limitations make private-key systems less desirable 
in the Internet  Age since (1) parties, who often do not know one another,  
communicate, but perhaps only once; (2) many users want to change their 
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keys frequently; and (3) the Internet is an open medium. Thus, the communi- 
cators have little opportunity to agree upon a key and need to have a separate 
key for each communication. 

Nevertheless, the main encryption system in the United States for 21 years, 
from January 1977 through December 1998, was a computerized private-key 
system called the U.S. Data Encryption Standard (DES). In January 1999, the 
DES was replaced by a more complex private-key system known as the Triple 
DES (3DES), and in 2001, Triple DES is being replaced by an Advanced En- 
cryption System (AES). All three systems are described below. 

9 . 3 . 1  1970 (1977)" U.S. D a t a  E n c r y p t i o n  S t a n d a r d  (DES) 

In 1970, as computers were becoming increasingly used, an engineering team 
at IBM, led by Horst Feistel, developed a private-key encryption system that 
became the U.S. Data Encryption Standard (DES). The DES is a "shift-register" 
or "block-cipher" system that uses the fact that most modern communications 
systems divide each 64 bits of digitized information in a message into eight 
blocks of eight bits each. These blocks are called "bytes" or "octets." It then 
scrambles the eight bits in each block using a random selection encryption 
key or pattern. Third, the DES performs a complex mathematical operation on 
the first four of the eight blocks and uses the results to alter the remaining 
four blocks. 16 To avoid a possible situation where a block could contain all 
zeros, the DES uses only seven of the eight blocks, or 56 bits of each 64 bits of 
data, for the encryption scheme and thus is called a 56-bit key. 

Amazingly, this 56-bit key process results in 70 quadrillion possible key 
combinations for each message. For this reason, any message encrypted by the 
DES was considered, for many years, to be secure from a successful brute-force 
attack. As such, the DES provided a highly reliable encryption system for both 
businesses and individuals. However, it was still breakable by the government 
if a security threat warranted the effort required to do so. In 1971, one year 
after the DES was developed, two Israeli scientists developed a way to break 
the DES under certain limited situations, iv However, the scientists did not 
widely distribute their information. 

The security of the DES led the U.S. government, in 1974 to select it as the 
winner of a request for proposals (RFP) for a U.S. encryption standard issued 
by the National Bureau of Standards in 1973.18 Discussion about the request 
for proposal began in the early 1970s, as various federal agencies increasingly 
used computers and digital communications. The National Security Agency 
and the National Bureau of Standards recognized that federal government 
agencies needed standardized cryptography to safeguard their records. This 
was further emphasized in 1974 when the Privacy Act of 1974 was enacted. 
However, the National Security Agency was unwilling to develop the needed 
encryption system for fear that such activity would reveal too much about its 
capabilities and encryption philosophies. It believed that wide availability of 
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the National Security Agency's products could compromise other national se- 
curity efforts. 19 

While  selected in 1974, it wasn' t  unti l  three years later, on January  15, 
1977, that the U.S. government adopted the DES as the official Federal Infor- 
mation Processing Standard (FIPS) to protect unclassified computer data in the 
U.S. 2~ To ensure that  the s tandard  kept  pace wi th  technical  g rowth  and 
change, the government required that the National Institute of Standards and 
Technology (NIST) reaffirm the DES's designation as the official U.S. encryp-  
tion standard every five years. It was reaffirmed for the last time on December 
30, 1993, and remained the standard through December 1998. 21 In its 21 years 
as the U.S. standard, from January 1977 through December 1998, DES also be- 
came the pr imary internat ional  encrypt ion  system used by banks and other 
commercial groups for electronic funds transfer. 

During those 21 years, however, computers also became faster and more 
powerful,  reducing the time required to successfully break a DES code by a 
brute-force attack. This was widely  recognized,  to the point  that  even the 
movie Sneakers, released in 1992 by Universal Studies, depicted the potential 
impact of a fictional computer capable of breaking any encrypted information 
in the world. 

In January 1995, the National Insti tute of Standards and Technology an- 
nounced that the 56-bit DES would no longer be sufficient to protect the secu- 
r i ty of encrypted  messages after its December 1998 end date. Instead, NIST 
recommended that, effective January 1999, the DES be replaced by Triple DES 
(3DES) as the U.S. enc ryp t ion  s tandard.  The Triple DES code is three times 
harder to break than the original DES. 

As if to underscore the need for a more powerful system, on June 19, 1997, 
14,000 computer users took part in a brute-force attack on the DES code. The 
group tried 18 quadrillion keys before it broke the code but it required only a 
few weeks. Exactly one year later, on June 18, 1998, a group of Silicon Valley 
computer  workers,  using faster computers ,  cracked the 56-bit DES code in 
only 56 hours. Nineteen months later, on January 19, 2000, a group of com- 
puter  users cut this time in half, requir ing only 22 hours and 15 minutes to 
break the 56-bit DES code. 

9 . 3 . 2  1995 (1999)"  T r i p l e  DES ( 3 D E S )  

On January 15, 1999, following the recommendation made four years earlier in 
1995 by the National Inst i tute  of Standards and Technology, Triple DES re- 
placed DES as the new U.S. encrypt ion  standard.  Triple DES encodes a mes- 
sage using DES, but does it three times in sequence, each time with a different 
key. It is, therefore, three times harder to break than the original DES. In the 
four years between January 1995 and January 1999, the banking industry had 
already converted to the more secure Triple DES, so it had actually become the 
de facto standard before it was named the official new standard. 
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9 . 3 . 3  1997 (2001)"  A d v a n c e d  E n c r y p t i o n  S y s t e m  (AES)  

However, the continually increasing speed of computers and users' ability to 
crack the DES code convinced the NIST that Triple DES would only be a tem- 
porary solution and on January 2, 1997, even before Triple DES was in place 
as the U.S. encrypt ion  standard, NIST announced plans for an advanced en- 
cryption system (AES). Later that same year, on September 12, 1997, the NIST 
issued a formal RFP for designs for a more secure encrypt ion algorithm. The 
RFP stated that the selected proposal must be for a private-key, block-cipher 
system using a minimum 128-bit key, with upward capability to192-bit  and 
256-bit keys. It must also be publicly disclosed, available worldwide, and dis- 
tr ibuted royalty-free. AES is expected to be completed by the summer of 2001 
and to become the new federal standard, replacing Triple DES, after that time. 

P U B L I C - K E Y  C R Y P T O S Y S T E M S  

Also during the 1970s, while private-key DES was becoming the U.S. encryp- 
tion standard, a second approach to cryptography, public-key encryption, was 
developed by three men in California. During the academic year, 1974-75, 
Whitf ield Diffie and Mart in  Hellman, from Stanford University, and Ralph 
Merkle, from the University of California at Berkeley, developed a two-key en- 
crypt ion system that they called "publ ic-key cryptography.  ''22 One key is a 
"public-key," which the owner may print on business cards, use in emails, place 
in public directories, or advertise on billboards. The second key is a "private- 
key," known only to the key owner. Hence, public-key systems are also called 
"two-key" or "asymmetric" encryption systems. 

There are two ways to send a public-key encrypted message. Users choose 
one or the other depending on the type of communication desired. First, if the 
message is being sent to a specific individual, and the sender wants to ensure 
that only the intended recipient can read the message, the sender would use 
method one. For example, a customer sending credit card information over the 
Internet to a company from whom the customer is purchasing items would use 
this method. Since the company's address and other information are public, they 
need not be encrypted. However, numerous customers may wish to send sepa- 
rate, individually encrypted messages to the company. For this reason, method 
one is commonly called "many-to-one encryption." Senders of some email mes- 
sages, personal health, insurance, banking information and tax filings would 
also use method one. The focus is that only the sender's side of the message re- 
quires encryption. The recipient's side of the message need not be encrypted. 

On the other hand, if the message is potentially sent to numerous public 
recipients, but the sender wants to ensure that only he or she and no one else 
would be the recognized sender, the sender would use method two. For ex- 
ample, this would be used by a person wishing to send a digital signature on a 
contract over the Internet to one or more recipients with whom the sender is 
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conducting business. Since the sender's address and other information must 
be encrypted in order to verify for potentially numerous recipients, method 
two is commonly called "one-to-many encryption." Senders of digital signa- 
tures, orders, personal email messages, and order confirmations would use this 
method. Again, the focus is that the sender's side of the message requires en- 
cryption, but the recipient's side of the message need not be encrypted. Both 
methods one and two require that both parties have encryption technology 
and are in contrast to the one-to-one aspect of private-key cryptography and 
traditional person-to-person communications. 

M e t h o d  O n e - - M a n y - t o - O n e  E n c r y p t i o n  

To send a public-key encrypted message using method one, a user (1) creates 
the message in normal text, (2) encrypts it using the intended recipient's public- 
key, and (3) sends the encrypted message to the intended recipient over any 
network, including the public switched telephone system (PSTN) or the Inter- 
net. When the intended recipient receives the message, that recipient uses his 
or her corresponding private key to decrypt the message. 

To respond to the sender, the recipient (1) drafts a response, (2) encrypts it 
using the sender's public key (received with the message as part of the sender's 
ID), and (3) sends the encrypted response to the sender. When the sender re- 
ceives the response, he or she decrypts it with his or her own private key. 

M e t h o d  T w o - - O n e - t o - M a n y  E n c r y p t i o n  

Method two requires an extra step. With method two, a user (1) creates the 
message in normal text, (2) encrypts it using his or her own private key, (3) then 
encrypts it a second time with the recipient's public key, and (4) sends the en- 
crypted message to the intended recipient over any network. When the in- 
tended recipient receives the message, that recipient uses his or her own 
private key to decrypt the message and then uses the sender's public key to 
verify that the message is actually from the person claiming to be sending it. 

To respond to the sender, the recipient (1) drafts a response, (2) encrypts 
it using the sender's public key received with the message as part of the 
sender's ID, and (3) sends the encrypted response to the sender. When the 
sender receives the response, he or she decrypts it with his or her private key. 

With either method, public-key encryption messages are always sent to a 
user's public key and decrypted by that user's corresponding private key. 
Stated another way, a user's private key unlocks any messages sent to his or 
her public key. 

9 . 4 . 1  M a t h e m a t i c a l  L i n k  B e t w e e n  K e y  P a i r s  

Public-key cryptography works because each public/private key pair is 
unique and linked to each other through a complex mathematical process. The 
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complexity of the mathematical process ensures that a person's private key 
cannot be linked to two public keys at the same time, discovered from its cor- 
responding public key, or copied, forged, or replaced. The following sections 
explain how this works. 

H a s h ~ E r r o r  C h e c k i n g  

The mathematical  process that links each publ ic /pr ivate  key pair creates a 
single large number  called a "hash." The pr imary purpose of the hash is to 
check for errors and it can be generated in several ways, including those used 
in the checksum and cyclic redundancy check (CRC) error-checking algorithms. 

In the checksum system, the sending computer counts or sums the num- 
ber of bits in each packet as they leave the sending computer's domain. This 
summing of the bits creates a single number called the check digit. In encryp- 
tion, this single number  is called the hash. The check digit/hash is then at- 
tached to the "tail" or "trailer" of the packet, and is sent to the receiving 
computer with each packet. 

As the receiving computer receives each packet, it uses the same algorithm 
to count the incoming bits. At the end of the packet, if the receiving com- 
puter's count of the bits in each packet agrees with the check digit/hash, the 
receiving computer knows that the transmission was received correctly. If not, 
the receiving computer asks the sending computer to resend the packet. Since 
the flow of the check digit/hash is only from the sending computer to the re- 
ceiving computer  and does not work in the reverse, it is called a one-way 
function. 

The cyclic redundancy check (CRC) approach is different only in that the 
check digit/hash is generated by dividing all of the serialized bits in a packet 
by a predetermined binary number. The resulting single number is then sent 
with each packet to the receiving computer, which checks the "remainder" to 
confirm that the information in the communications was received correctly. It 
is still a one-way function, but the CRC algorithm is less secure than the check- 
sum algorithm because several combinations of numbers can result in the same 
remainder and therefore produce an identical hash. This does not occur with 
the checksum algorithm because only one number is possible when the bits 
are summed. Therefore, the CRC algorithm is not used for secure communica- 
tions, but does works well for link-level, bit-oriented communications. 

While the primary purpose of the hash is to check for errors, it also pro- 
vides several additional important benefits in encryption.  Some of these are 
described below. 

Security of Link Between Public and Private Keys 
First, the one-way function of the hash process prevents a private key from 
being linked to two public keys at the same time. If such a link occurs, the 
hash will not "add up," and the receiving computer will detect the mismatch 
immediately upon receipt. Thus, with publ ic-key encrypt ion  systems, it is 
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mathematically infeasible for two private keys to be linked to the same public 
key. In the same manner, the hash produces a "fingerprint" that inextricably 
links one key to the other. 

Decryption with Private Key 
Second, the hash means that a message encrypted with a person's public key 
can only be decrypted by that key's corresponding private key. Since the two 
keys are mathematically l inked within  the encrypt ion  program, only the 
owner of the public key can break the code or decrypt a message sent to his or 
her public key. No one else, not even the person who encrypted and sent the 
message, can decrypt the message. Any unintended wiretapper, eavesdropper, 
or recipient, including governments, can see that a message exists on the net- 
work, addressed to a specific public key, but cannot read the encrypted source 
or content of the message. 

No Discovery of Private Key through Public Key 
Third, since the hashing algorithm is a one-way function, the hash cannot be 
analyzed or reversed to obtain the encryption key. Thus, knowing a person's 
public key does not help to determine that person's corresponding private key 
or discover the link between the two keys. 

Encrypted Messages Cannot Be Duplicated, Forged, or Replaced 
Fourth, if either the hash or the text of the message is changed in any way, the 
hash will not "add up" when it arrives at the receiving computer,  and the 
change will be detected immediately. In addition, with the mismatch, the mes- 
sage cannot be decoded. Thus, it is mathematically infeasible for someone to 
copy, forge, or substitute a message encrypted with a public-key encryption, 
checksum system. Any attempt to do so will not produce an identical hash. 

Message Digests 
Fifth, when a message is encrypted, the calculation of the hash also automati- 
cally produces an encrypted ,  abbreviated version of the message, called a 
"message digest. ''23 The message digest is unique to each message and thus 
provides an exclusive "message ID" for that message that is then attached to 
the front of each encrypted message. Typically, a message digest uses a 128-bit 
encrypt ion  scheme, so it is highly resistant to brute-force attacks and thus 
"cryptographically strong." The one-way function of the hash further ensures 
that it is computationally infeasible for anyone to decrypt the message digest 
in order to obtain the original message or to duplicate the message. 

Key-IDs 
Sixth, in the encryption process, the hash produces an identifier of each key 
used to encrypt a message. This "key ID" is an abbreviation of the full key used 
to encrypt the message and usually contains the least significant 64-bits of the 
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actual key. Like the message digest, the key ID, is attached to the front of each 
encrypted message as part of a "key certificate," but usually is further abbre- 
viated to half of its 64-bits, displaying only its lower 32 bits. 

Key Certificates 
Seventh, each key ID is part of a key certificate and is stored on a "key ring" 
With the message digest, a key certificate is attached to the front of each en- 
crypted message. However, the key certificates and key rings for public-key sys- 
tems differ from those of private-key encryption systems in the following ways. 

"Private-key certificates" contain (1) the key owner's name or user ID, (2) 
a private-key ID, (3) the actual private-key material, and (4) a unique en- 
crypted password to protect the private key in case it is stolen. An individ- 
ual's private key is intended to remain private and, therefore, can only be 
accessed through the encrypted password. 

"Public-key certificates" contain (1) the key owner's name or user ID, (2) a 
public-key ID, (3) the actual public-key material, and (4) a time stamp of when 
the public/private-key pair was generated. An individual's public key can be 
accessed through either the public-key ID or the user ID. Both are useful be- 
cause many users have multiple keys and thus the same user ID, but no two 
keys are identical and therefore never have the same key ID. 

Key Rings 
Eighth, the principal method of storing and managing public and private keys 
are known as key rings. Rather than keep individual keys in separate key files, 
most encryption systems collect them on key rings to facilitate the automatic 
lookup of keys either by key ID or user ID. A key ring may contain one or 
more key certificates, but public- and private-key certificates are never com- 
bined on the same key ring. Instead, public-key rings contain only public-key 
certificates, and private-key rings contain only private-key certificates. Each 
user keeps his or her own pair of private-key and public-key rings. Addition- 
ally, each public key is temporarily stored in a separate file while in transit to 
a requester/recipient, who will then add it to his/her key ring. 

Receipt Process~Use of Key IDs and Key Rings 
Ninth, when an encrypted message is received, the key ID of the key used to 
encrypt the message appears in the prefixed key certificate. The recipient's en- 
cryption software uses the key ID to find the correct private-key required to 
decrypt the message. 

Pr ivate  key: When a private-key encrypted message is received, the re- 
cipient's software uses the private-key ID in the prefixed key certificate to 
retrieve the full private key from the recipient's private-key ring The full pri- 
vate key is then used to decrypt the message. 

Public-key: When a public-key encrypted message is received, the recipi- 
ent's software uses the key ID of the recipient's public key used to send the 
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message and provided in the prefixed key certificate, to retrieve the public 
key's corresponding private key from the recipient's private-key ring. The re- 
cipient's private key is then used to decrypt the message. 

Validation of Sender's Identity--Digital Signature 
Tenth, since both the sender's user ID and the key ID of the key used to en- 
crypt  the message appear in the key certificate attached to the front of each 
encrypted  message, when an encrypted  message is received, the recipient's 
software compares the sender's user ID with the sender's public-key ID on the 
receiver's public-key ring. If the two do not match, the mismatch immediately 
alerts the recipient that an imposter sent the message. 

In this manner, the hash "authenticates" that the message is truly from the 
person who says he or she is sending it. It thus (1) validates the identity of the 
actual sender, (2) provides a critical part of security verification used in "fire- 
walling," (3) prevents forgery, and (4) ensures that the response reaches the cor- 
rect party. This verification is called an "electronic" or "digital signature." As 
an additional benefit, digital signatures also confirm that no one has tampered 
with or read the message en route, assuring its integrity and security. 24 

9 . 4 . 2  Digital Signatures 

Sending Process~Creation of a Digital Signature 
Since a digital signature is created when a sender uses his or her private key 
to encrypt a message, it is, therefore, an integral part of the encryption process. 
As such, encrypt ion provides, at no additional cost, nonforgible electronic 
signatures that are far more secure, reliable, accurate, and verifiable than a 
handwri t ten signature. For this reason, they prevent confusion and fraud in 
the Internet Age and provide the security required by persons doing business 
in a non-face-to-face manner. As such, digital signatures will be an increas- 
ingly important technology in the new Internet Age. They provide the means 
for any intended recipient to receive a highly secure, identifiable private mes- 
sage that cannot be altered or decrypted by others. Without this digital verifi- 
cation, e-commerce and advanced uses of communication could not proceed to 
its fullest potential. 

1991/1993~U.S. Digital Signature Algorithm (DSA) 
Since the National Institute of Standards and Technology (NIST) was given re- 
sponsibility for computers and related systems in the Brooks Act of 1965, it 
reviewed encryption and digital signature issues for the United States in the 
1970s and 1980s, even before people realized the importance of digital signa- 
tures to commerce and other official communications. However, it wasn't until 
a quarter of a century later, in August 1991, that NIST announced its selection 
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of the United States's digital signature standard, called the digital signature al- 
gorithm (DSA). The DSA, developed by an employee of the National Security 
Agency (NSA) was made available free to users with no royalties charged, but 
it was not broadly embraced because of its close connection to NSA. 

1993~Digital  Signature Standard (DSS) 

As a result, two years later, in June 1993, NIST announced a second, more re- 
fined standard known as the digital signature standard (DSS). NIST first is- 
sued its Notice of Approval for the DSS on May 19, 1994. 25 When it received 
no negative comments, it proceeded with its recommendation to the White 
House and U.S. Congress. Both approved the DSS as the U.S. standard in 1994 
and reconfirmed it four years later, on December 9 1998. 26 It continues to be 
the standard used for digital used for digital signature technology in the 
United States today. 

1999~Mi l l enn ium Digital Commerce Act ( M D C A )  

Based on this standard, the next year, in 1999, Senator Spencer Abraham (R, 
Michigan) sponsored the Millennium Digital Commerce Act (MDCA) to "'en- 
sure that individuals  and organizations in different states are held to their 
agreements and obligations even if their respective state have different rules 
concerning electronically signed documents." The proposed MDCA sought to 
(1) prohibit individual state laws from restricting the legality of digital con- 
tracts simply because they are in electronic form, (2) establish guidelines for 
international use of electronic signatures that would remove obstacles to elec- 
tronic transactions, and (3) allow the market to determine the type of authen- 
tication technology used in international commerce. 

2000--Electronic Signatures in Global and National 
C o m m e r c e  Act  (E-SIGN C o m m e r c e  Act),  J u n e  30, 2000 

Springboarding off the support generated by the proposed Millennium Digital 
Commerce Act, the U.S. Congress passed the Electronics Signatures in Global 
and National Commerce Act (E-SIGN Commerce Act) of 2000, also known as 
the Digital Signature Act (DSA), enacted on June 30, 2000. The DSA affirmed 
the legal validity of digital signatures for e-commerce transactions, contracts, 
and court documents. For this reason, it is an enormously important law in the 
new Internet Age. The two major reasons Congress passed the Digital Signa- 
ture Act were: digital signatures are superior to handwri t ten  signatures, in 
that they cannot be forged or later denied, and numerous commerce and trade 
groups, plus many judicial courts petitioned in strong support of them. This 
new law has generated numerous activities that are best tracked through 
sources such as the Digital Signatures: A Practitioners Checklist found at 
h ttp://www.macleoddixon.com/O4public/Articles/digsig.pdf 
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9 . 4 . 3  Key S e r v e r s  

As the effectiveness and popularity of public-key systems have increased, a 
recipient's public key must be known in order to use it. When public-key sys- 
tems were first developed, if a recipient's public key was unknown, it was dif- 
ficult to find. Today, however, public keys are as easy to locate as someone's 
telephone number. Many companies also offer public-key information with 
their employees phone numbers. Public directories, or "key servers," act as 
white pages or information databases, providing easy-to-use, readily available, 
up-to-date listings of public keys. Acknowledging that not everyone wants 
his or her phone number or public key published, key servers require regis- 
tration of each public key by the key owner. In the future, key servers are 
likely to be an increasingly significant part of the National Information Infra- 
structure (NII), especially since public keys are required to verify digital sig- 
natures. Generally, key servers fall into two basic categories: certification and 
"web-of-trust" systems. 

Certification 

Certification key servers involve a central body or certification authority with 
whom parties register their public keys. The central body then uses its private 
key to "sign" or "certify" each registered party's public key for anyone seek- 
ing confirmation that a public key is truly owned by a particular party. The 
U.S. Post Office has proposed that it serve as such authori ty  for the United 
States in the future. 

W e b  of  Trus t  

In contrast, a web-of-trust key server involves no central authority. Instead, 
users upload their public keys to a key server at any time. To verify that a spe- 
cific individual is the true owner of a public key, the inquirer asks other people 
to "certify" the key ownership by uploading authenticat ions "signed" by 
their private keys. 

9 . 4 . 4  Session Keys 

A second issue with public-key encryption systems is that the encryption and 
decryption processes take longer, require more resources, and thus are slower 
than with one-key systems, such as DES. For this reason, in the 1970s and 
early 1980s, one-key systems were used for longer messages and real-time ap- 
plications, while two-key systems were more useful for shorter messages and 
stored information. 

Today, with high-speed computers, this time and resource difference is 
less noticeable, but still a factor. To solve this speed problem while retaining 
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the advantages of public-key systems, "session keys" are used. Each session 
key is unique and used only for one communication or session. Two of the 
most popular types of session keys are "hybrid systems" and "key exchanges." 
The strengths and weaknesses of both are discussed below. 

D i f f i e - H e l l m a n  Key E x c h a n g e  

When a recipient's public key is not known and not available in a key server, 
or when the two parties wish to establish a session key in public, rather than 
in private, the parties may use a "key exchange." In 1976, a year after the orig- 
inal public-key concept was developed, two of the developers, Diffie and Hell- 
man, publ ished a paper in I E E E  Transac t ions  entitled "New Directions in 
Cryptography," in which they described a partial solution to these problems 
existing with the use of public-key cryptosystems. 27 With the Diffie-Hellman 
Key Exchange, for example, the following procedure is followed. 

1. Parties A and B first send each other numbers (N1 and N2) to establish a 
session key. 

2. In the session, Parties A and B then agree on a number (b) to serve as the 
basis for their calculations. This number does not have to be kept secret. 

3. With the calculation number, parties agree on a large prime number, which 
will serve as their "modulus m" or base for arithmetic operations. Nor- 
mally, we operate in "base ten," while in binary we calculate in "base two." 

4. To add to their "base number," the parties A and B select two secret large 
random numbers (A and B). 

5. Party A then sends the number she calculates as [(b x A) modulus m] to 
Party B. 

6. Party B reciprocates with [(b x B) modulus m]. 

7. Finally, both parties can then compute [b • AB], which becomes their se- 
cret session key for subsequent encryption of their information. 

While this sounds complicated, it is easy to calculate, especially with com- 
puters, and yet very difficult to break. It works well for real-time communica- 
tion, but imposes long delays as the parties exchange the six or more messages 
to generate a session key. 

The Diffie-Hellman Key Exchange also provided an additional feature, the 
reality of ephemeral keys that changed the basic power relationships in cryp- 
tography because they allow two parties to create a secret key in a very public 
"conversation," without  the use of any centralized resources. Before public- 
key cryptography, encryption always required centralized facilities to manu- 
facture and distr ibute equipment  and keys- -cons i s ten t  with the military's 
top-down structure. After public-key encryption systems became available, 
businesses could communicate readily with each other even if the parties did 
not know each other or had never done business before. 
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H y b r i d  Systems 

Hybrid session key systems are similar to the Diffie-Hellman systems except 
that instead of going through the multiple steps to develop a session key the 
following occurs. 

1. Party A simply generates a session key, encrypts it with Party B's public 
key, and sends the encrypted message to Party B. 

2. Party B then decrypts the message with his or her private key, inputs the 
session key into his or her single-key software or telephone, and begins 
the conversation or data transfer in the faster temporary, single-key mode. 

3. The actual process of selecting the temporary, random session key is in- 
visible to the users because it occurs in the mathematical algorithm con- 
tained in the encryption software each uses. 

This more simplified process retains the ability for two parties to commu- 
nicate in a secure manner over a nonsecure communications link such as the 
public phone system, wireless communications, or the Internet. For this rea- 
son, public-key systems have become the preferred encrypt ion systems for 
email and e-commerce communications. The most popular systems include the 
RSA, Pretty Good Privacy (PGP), and Hewlett-Packard's VeriSecure. Each is 
described below. 

9 . 4 . 5  

RSA 

W e l l - K n o w n  P u b l i c - K e y  C r y p t o s y s t e m s  

In 1977, one year after Diffie and Hellman's paper was publ ished in IEEE 
Transactions, three young faculty members from MIT, Ronald Rivest, Adi 
Shamir, and Leonard Adelman, began a company called the RSA Data Secu- 
rity, Inc. in Redwood City, California. They developed a popular two-key sys- 
tem called the RSA system. Like the name of their company, their software 
product's name came from the first initial of each developer's last name. 

The RSA system uses two very large prime numbers to create the public- 
private-key pairs. The two prime numbers are then multiplied by each other, 
creating a number that is over 200 digits long. Nearly 22 years later, on January 
6, 1999, RSA Data Security, Inc. established an Australian subsidiary through 
which it distributes its encryption products without violating the then-existing 
U.S. 56-bit limit on exported encryption systems. That U.S. limit has recently 
been increased to 128-bits, but it is still less than the RS/gs capability. 

Pretty Good Privacy 

All encryption systems developed in the 1970s and 1980s used 56-bit keys. 
However, in the early 1990s, Philip Zimmerman, a computer programmer in 
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Boulder, Colorado, designed a public-key encryption program that conformed 
to the DES algorithm, but used a variable key-bit  length starting at 128-bit 
key encryption and moving up from there. Each user may select the key length 
he or she desires. 28 Zimmerman named his new program the Pretty Good Pri- 
vacy (PGP) encrypt ion system and shared it with friends. The program was 
eventually loaded onto an Internet bulletin board. 

While Zimmerman never sold PGP, it is now available worldwide from the 
Internet and has become the de facto standard for Internet email. For this rea- 
son, it is called the "encryption program of the people." Governments world- 
wide, however, oppose it because no government or law enforcement agency, 
including the U.S. government and the U.S. National Security Agency, can 
break the code. 29 In part, this is because of its variable key-bit  length, but 
mainly because all publ ic-key technology is so hard to break. The PGP en- 
cryption system is also based on a web-of-trust validation system, so it is com- 
pletely independent of centralized control. 

H e w l e t t - P a c k a r d ' s  Ve r iSecu re  

Hewlett-Packard also developed a public-key encrypt ion system known as 
VeriSecure, which received the U.S. government's approval to export to cus- 
tomers in five countries. However, the Center for Democracy and Technology 
opposes VeriSecure because of the extent of government access built into its 
design. 

C O M P A R I S O N  OF P R I V A T E - K E Y  A N D  

P U B L I C - K E Y  E N C R Y P T I O N  T E C H N O L O G I E S  

Both private-key and public-key encryption systems were developed in acad- 
emia in the early 1970s and provide very secure modern communications over 
public networks.  Both use computers and many of the same technical con- 
cepts and approaches including (1) a mathematical process that generates each 
key, (2) an error checking scheme that also generates a hash, (3) message di- 
gests, (4) key IDs, (5) key certificates, and (6) key rings. However, the manner 
in which the two encryption systems do this differs significantly. The similari- 
ties and differences, advantages and disadvantages, of each are compared in 
Table 9.1 on pages 354 and 355. 

Given today's technological environment, encryption provides a very ef- 
fective, efficient, and affordable means of retaining privacy in communications 
and protecting users against electronic theft, fraud, and forgery. As such, it 
meets the privacy needs of modern communicators, whether over the Internet, 
satellite, optic fiber, wireless, or other paths of modern communications. 
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