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US 9,112,681 B2 
1. 

METHOD AND APPARATUS FOR SECURE 
INFORMATION TRANSFER TO SUPPORT 

MGRATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application is related to and claims the benefit of U.S. 
Application Ser. No. 60/945,876, filed Jun. 22, 2007, inventor 
Seigo KOTANI et al., titled METHOD AND APPARATUS 
FOR SECURE INFORMATION TRANSFER TO SUP 
PORT MIGRATION, in the United States Patent and Trade 
mark Office, the disclosure of which is incorporated herein by 
reference. 

BACKGROUND 

1. Field 
The present invention is directed to secure information 

transfer and, more particularly, to a method and apparatus for 
secure transfer of information to Support migration. 

2. Description of the Related Art 
Trusted communications are essential for secure exchange 

of information and/or services. As development of various 
types of devices continues to grow, the ability to establish 
trusted communications among various devices and/or across 
different platforms is crucial, and trusting identities of con 
Sumer(s) and provider(s), authenticity of contents exchanged, 
and integrity of devices involved becomes more complex. 
Unfortunate consequences resulting from the lack of Secure 
communications between devices is exacerbated as use of 
devices for exchanging sensitive information such as data 
necessitated to complete financial transactions, personal 
transactions, etc., increases. However, current communica 
tions still rely on weak security solutions, compromising 
integrity of information and leaving many systems venerable 
to attacks. 

To address the risks caused by inadequate Security solu 
tions, integrated security hardware components have been 
developed which not only strengthen software solutions, but 
also assure built in protection. However, typical integrated 
hardware security components do not provide a flexible and 
trusted migration technique for transferring information from 
one device and/or platform to another. In particular, it is very 
difficult to transfer information controlled by an integrated 
hardware component when a user wants to transfer the infor 
mation resident on one platform and/or device to another. As 
Such, techniques that make it very easy for information trans 
fer and migration without compromising trust and security 
are desirable. 

Typical solutions of transfer operate so that a key in one 
platform is required to be brought out (retrieved), encrypted 
and transferred to another platform. This requires data inside 
a platform to be decrypted by keys inside a hardware compo 
nent and encrypted by a session (temporary) key at transfer. 
Only then can a root of trust based on the hardware compo 
nent be transferred. However, in doing so, the transfer is 
required to be executed by relying on Software solutions and 
thereby loses any trust established based on a hardware com 
ponent. Further, these solutions and other similar techniques 
have low usability because each data in the platform of origin 
must be decrypted and encrypted in association with transfer 
of the data to the destination platform. 

Moreover, these solutions do not allow information uti 
lized for equipment, user and equipment environment autho 
rization to be controlled independent of one another, and 
require full control of the information by the hardware com 
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2 
ponent. Further, current approaches assume that user authen 
tication and/or equipment authentication are operated under 
control of the equipment environment authorization proce 
dure. 

In order to ensure authenticity and security of information, 
a level of trust may be established between communicating 
devices. To this end, the Trusted Computing GroupTM (TCG) 
has defined a set of specifications for establishing and main 
taining trust between two or more devices based on a hard 
ware root of trust. The hardware root of trust, in other words, 
an LSI chip implementing a Trusted Platform Module (TPM) 
is based on the TCG specification and generally can not be 
removed from a platform such as a personal computer (PC), 
cellphone, etc. 

FIG. 1 describes a typical migration mechanism 10 of 
transferring information of platform 1 to platform 2. As 
shown in FIG. 1, platform 1 includes an application 14 and a 
TPM chip 16. The TPM chip 16 includes a TCG software 
stack (TSS) 18 that provides a standard application program 
interface (API) for accessing functions of the TPM chip 16, 
and a TPM component 20. The TPM component 20 collec 
tively and centrally controls a TPM part for environment 
authorization, a public key infrastructure (PKI) part for 
equipment authentication and a BIO part for user authentica 
tion. Similarly, platform 2 includes an application 22 and a 
TPM chip 23 having a TCG software stack (TSS) 24 and a 
TPM component 26 storing therein a TPM part for environ 
ment authorization, a PKI part for equipment authentication 
and a BIO part for user authentication. In this case, in both the 
platforms 1 and 2, the TPM parts control the respective PKI 
parts and the BIO parts. 

According to the mechanism 10, when information of plat 
form 1 is to be transferred to platform 2, a certified migration 
key 1 (CMK1) is generated with respect to platform 1 and a 
certified migration key 2 (CMK2) is generated with respect to 
platform 2. A certificate authority (CA) 12 certifies the migra 
tion key 1 and the migration key 2. The platform 1 then 
requests for the public part of the migration key of the plat 
form 2 (CMK2) and the public part of the migration key 2 
(CMK2) is sent to the platform 1 from the platform 2 via the 
CA12. Description of key(s) in association with FIGS. 1 and 
2 refers to known cryptographic algorithms including use of 
a pair of keys (private and public), used for encryption and 
decryption. 

Subsequent to receipt of the public part of the migration 
key 2 (CMK2), a session key is created using platform 1 and 
the session key is encrypted with the public part of the migra 
tion key 2 (CMK2) and sent to the platform 2 via the CA12. 
In this case, the only communication path between the PKI 
part ofplatform 1 and the PKI part of platform 2 is through the 
Certificate Authority (CA). More specifically, as denoted in 
FIG. 1, there is no direct communication path between the 
TPM component 20 of platform 1 and the TPM component 26 
of platform 2. 
The platform 2 receives the encrypted session key and 

decrypts the session key with a private part of the certified 
migration key 2 (CMK2). Data inside the platform 1 that is to 
be migrated is decrypted with the TPM part of platform 1. 
encrypted with the session key within the TPM part of plat 
form 1 and the encrypted migration part is transmitted to 
platform 2 via the CA12. When the encrypted migration part 
is received by the platform 2, the data is decrypted with the 
session key. Platform 2 then re-encrypts the data received and 
loads the re-encrypted data in the TPM part of the platform 2. 
As shown in FIG. 1, the typical migration mechanism 10 

does not enable the hardware root of trust to be transferred 
from platform 1 to platform 1. Instead, the mechanism 10 

IPR2025-01572 
Apple EX1059 Page 11



US 9,112,681 B2 
3 

requires data of platform 1 to be decrypted by keys inside the 
TPM part of platform 1 and encrypted by a temporary (ses 
sion) key when the data is transferred. Therefore, informa 
tion/data controlled by the TPM part of platform 1 cannot be 
securely transferred in a case where a user wants to migrate 
data from platform 1 to platform 2. Currently, there are only 
systems that contain only TPM components in both origin 
(i.e., platform 1 in FIG. 1) and destination (i.e., platform 2). 
Accordingly, as shown in FIG. 1 with a dotted line, a migra 
tion path cannot be established between the TPM component 
20 of platform 1 and the TPM component 26 of the platform 
2 (i.e., TPMH1 of platform 1 and TPMH2 of platform 2) since 
both are hardware based and cannot be transferred, and TPM 
components 20 and 26 do not know each other. 
The typical migration mechanism 10 of FIG. 1 requires 

data of platform 1 to be removed from the TPM component 20 
based on information of the CA12, be encrypted and passed 
though the CA12. The data from platform 1 is then delivered 
to the TPM component 26 of platform 2 in order to transfer 
from one platform to another. The data is then decrypted 
based on TPM of platform 2. Essentially, mechanism 10 and 
other similar techniques eliminate or compromise reliability 
and trust provided by a hardware root of trust due to use of 
Software standard and encryption. 
As shown in FIG. 1, the TPM component 20 and the TPM 

component 26 contain a corresponding PKI part of platforms 
1 and 2 for equipment authentication, and a corresponding 
BIO part for user authentication. That is, the PKI part for 
equipment authentication and the BIO part for user authenti 
cation of both platforms 1 and 2 are provided in a hierarchical 
level lower than that of the TPM part used for equipment 
authorization. 

In a situation where data of platform 1 is encrypted based 
on TPM of platform 1 and is transferred to platform 2, key 
information has to be transferred since the data cannot be 
readily used in platform 2. For example, to transfer data 
residing on a PC that is encrypted based on a TPM of the PC, 
to a new PC, decryption information has to also be transferred 
to the new PC for the data to be useable therein. 

FIG. 2 illustrates a technique 30 where a temporary pass 
word is used to transferencryption/decryption data from plat 
form 1 to platform 2. As shown in FIG. 2, platform 1 includes 
an application 14a and a TPM chip 16a and platform 2 
includes an application 22a and a TPM chip 23a. The TPM 
chip 16a of platform 1 contains a TCG software stack (TSS) 
18a and a TPM component 20a, and the TPM chip 23a of 
platform 2 contains a TSS 24a and a TPM component 26a. 
The TPM component 20a and the TPM component 26a cor 
responding to platforms 1 and 2, respectively, control the 
TPM storage root key (SRK) part and the PKI part. 

In technique 30, platform 1 encrypts data to be migrated 
with the certificate authority's 12 public key (CAKP), pro 
tected by a user's password (PW). A packet containing the 
encrypted data is sent from platform 1 to the certificate 
authority (CA) 12. The CA12 receives the packet, decrypts 
the package using a private part of the CA12 (CAKS), and 
gets a public key of platform 2 (P2KP). Then, the CA 12 
re-encrypts the package using the public part of platform 2 
(P2KP), and transfers the package to platform 2. Then, the 
user entered password (PW) is transmitted from the TPM 
component 20a in platform 1 to the TPM component 26a of 
platform 2. 
When the packet is received at platform 2, platform 2 

decrypts the package using a private key part of platform 2 
(P2KS) with the password (PW) sent from the platform 1 and 
loads data to be migrated into the TPM component 26a of 
platform 2. In this case, use of Such a temporary or user's 
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4 
password does not enable a very secure transmission of the 
root key encryption/decryption data, and therefore provides 
only low level security. 
The migration techniques shown in FIGS. 1 and 2 further 

assume that user authentication and/or equipments authenti 
cation are operated under the control of the equipment envi 
ronment authorization procedure of an integrated hardware 
security. Accordingly, techniques that enable a flexible and 
secure transfer and migration of data with a TPM are very 
desirable. 

Although developments have been made to address infor 
mation security, there is a need for a method and apparatus for 
secure information transfer to support migration and enable 
user authentication and device validation which are essential 
for trusted exchange of data. 

SUMMARY 

A method and apparatus is disclosed for secure informa 
tion transfer to Support migration. The method includes cer 
tifying a public key infrastructure module of a first platform, 
where the public key infrastructure module is certified using 
a trusted platform module of the first platform, and directly 
transferring data of the first platform to a second platform to 
be used based on certification of a trusted platform module of 
the second platform. 
The disclosed method and apparatus provide a secure 

transfer of information where a public key infrastructure 
module of a first platform encrypts keys and a certificate 
based on a trusted platform module of a second platform, and 
sends the keys and a certificate to the second platform. 

Additional aspects and/or advantages will be set forth in 
part in the description which follows and, in part, will be 
apparent from the description, or may be learned by practice 
of the invention. 
The disclosed method and system combines user and 

equipment authentication with equipment environment 
authorization (such as supported by Trusted Platform Module 
(TPM)) in parallel for secure information transfer to support 
migration between platforms. 
The disclosed apparatus includes a chip implemented with 

a public key infrastructure module and a trusted platform 
module of a first platform and a controller controlling the 
public key infrastructure module parallel with a trusted plat 
form module of a first platform. 

BRIEF DESCRIPTION OF THE DRAWINGS 

These and/or other aspects and advantages will become 
apparent and more readily appreciated from the following 
description of the embodiments, taken in conjunction with the 
accompanying drawings of which: 

FIG. 1 illustrates a typical key migration system providing 
a communication path only through a certificate authority 
(CA). 

FIG. 2 illustrates a diagram of a typical key migration 
system transmitting a user entered password (PW) from plat 
form 1 to platform 2. 

FIG. 3 illustrates a system for secure information transfer 
to support migration. 

FIG. 4 illustrates a system for secure information transfer 
to support migration between platforms. 

FIG. 5 illustrates a flowchart for secure information trans 
fer to support migration between platforms. 

FIG. 6 illustrates a three-factor authentication concept 
including user authentication, equipment (platform) authen 
tication, and equipment (platform) environment authoriza 
tion. 
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FIG. 7 illustrates a diagram of a triple integrated authenti 
cation chip. 

FIG. 8 illustrates a chip structure implemented in a system 
for secure migration. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

Reference will now be made in detail to the present 
embodiments discussed herein, examples of which are illus 
trated in the accompanying drawings, wherein like reference 
numerals refer to the like elements throughout. The embodi 
ments are described below to explain the disclosed system 
and method by referring to the figures. It will nevertheless be 
understood that no limitation of the scope is thereby intended, 
such alterations and further modifications in the illustrated 
device, and Such further applications of the principles as 
illustrated therein being contemplated as would normally 
occur to one skilled in the art to which the embodiments 
relate. 
A method, apparatus and system is provided for secure 

transfer of information to support migration between two or 
more platforms and/or devices. References throughout the 
description of the disclosed system and method pertaining to 
“key” or “key pair”, “CA” or “certification authority” 
“encryption' and “decryption” refer to cryptography con 
cepts including public key infrastructure. However, the dis 
closed invention is not limited to any particular algorithm or 
technique for authenticating or certifying a user, a platform, 
and/or a device. For example, other types of verification in 
combination or instead of a public key cryptography includ 
ing but not limited to algorithms, passwords, etc., may be 
implemented using the disclosed method and system. 

Platform(s) as referred to herein may include any hard 
ware, software, or a combination thereof. For example, a 
platform may be a device using which a user can exchange 
information with another device including but not limited to 
a personal computer (PC), a specialized device, a laptop 
computer, a personal digital assistant (PDA), a television, a 
peripheral Such as a router, a printer, a scanner, a cellular 
phone, a home appliance Such as a refrigerator, microwave 
oven, etc. A platform may also include an operating system 
(OS), an application program, or any other software used to 
execute operations, including but not limited to network com 
puting protocols and infrastructures Supporting various oper 
ating systems and network hardware. 
The disclosed system and method enables migration of 

information using a trust established between two or more 
platforms in accordance with hardware based report(s) cor 
responding to the platforms. The disclosed system Supports 
migration of information guaranteed and Verified based on a 
trusted platform module (TPM) of one platform to another 
platform while still conforming to trusted computing features 
provided by the Trusted Computing GroupTM (TCG). 

FIG. 3 illustrates a system 40 for secure information trans 
fer to support migration. As shown in FIG. 3, platform 1 
includes an application 44 and a chip 50. The chip 50 is 
provided with a manager (controller) module 52, a biometrics 
(BIO) module 54, a public key infrastructure (PKI) module 
55 and a TPM module 56. The PKI module 55 of platform 1 
is provided parallel to (i.e., in a parallel architecture) and at 
the same level of hierarchy as the TPM module 56. Further, 
the BIO module 54 is provided parallel to the TPM module 56 
and the PKI module 55. The chip 50 illustrated in FIG.3 may 
be a (TrustCubeTM is a trademark of Fujitsu Limited, 
Kawasaki, Japan). However, any chip configured to have user 
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6 
and equipment authentication information at the same level as 
hardware information may be used with the disclosed system 
and/or method. 
The system 40 may implement certification of the BIO 

module 54, the PKI module 55 and the TPM module 56 using 
a certificate authority (CA) 42. The certificate authority (CA) 
42 may be any trusted third party (TTP) which issues certifi 
cate(s) for use by other parties. As shown in FIG. 3, the TPM 
module 56 of platform 1 generates a key pair and requests a 
certificate from the certificate authority 42. The key pair 
generated via the TPM module 56 is preferably based on a 
hardware root of trust. For example, the TPM module 56 
generates a key pair (TPM1KP/KS) using cryptography 
which include a private key and a public key. The TPM 
module 56 requests certification of the key pair from the CA 
42, for example, using RSAR) cryptography for public key 
cryptography standards (PKCS) such as PKCSH 10. The CA 
42 issues a certification to the TPM module 56 and sends a 
certificate to the TPM module 56, for example, using 
PKCSif7 of the RSAR standard. Although use of particular 
cryptography standards is described, the disclosed invention 
is not limited to any particular standard of certification and 
may use other cryptographic algorithms. 
The TPM module 56 of platform 1 receives the certificate 

and stores the certificate therein. Similarly, the PKI module 
55 of platform 1 requests a key pair and a certificate using the 
RSA standard (PKCSH 12) from the certificate authority 42. 
The certificate authority 42 generates user's root key pair 
(URKP/URKS) and issues a certificate for PKI module 55. 
The certificate authority 42 then sends the key pair and the 
certificate, for example, using standard PKCSH 12 and 
encrypted by TPM1 KP. 
The PKI module 55 receives the key pair and hands over the 

key pair to the TPM module 56 which decrypts the keys using 
TPM1 KS and stores or sets the decrypted key pair in the PKI 
module 55. A user's Key (UK) useable for encryption key of 
user's data residing on platform 1 is generated by the PKI 
module 55 and encrypted by the user's root key (URK). As 
such, the user's root key (URK) is generated in the CA 42 
based on both user authentication and TPM guarantee. The 
PKI module 55 in platform 1 uses a root key from the user's 
root key (URK) from the CA 42, and the URK on the path is 
encrypted by TPM1KP. The URK may be decrypted in the 
chip 50, for example implemented via a TrustCubeTM chip 
(TrustCubeTM is a trademark of Fujitsu Limited, Kawasaki, 
Japan), by TPM1 KS and set in the PKI module 55 of platform 
1. 
As shown in FIG. 3, the BIO module 54 and the TPM 

module 56 implemented inside the chip 50 are provided in a 
parallel architecture, and are operable at the same level of 
hierarchy. The chip 50 is configured such that the PKI module 
55 and the BIO module 54 are independent of and parallel to 
the TPM module 56, where the BIO module 54 is used for 
authentication of a user parallel with operations of the TPM 
module 56. However, the BIO module 54 and the TPM mod 
ule 56 work together. For example, information of a user may 
be registered with the CA 42 using the PKI module 55 inde 
pendent of registration of hardware information with the CA 
42 using the TPM module 56, but may be certified in combi 
nation thereof. As such, the parallel configuration of chip 50 
does not require that the TPM module 56 control each module 
inside the chip 50. 
As mentioned above, registration or certification of the 

TPM module 56, etc., may be implemented using cryptogra 
phy such as standards implemented by the RSAR). For 
example, PKCSif7 and #10 may be used to register a key with 
the CA 42 and issue a certificate from the CA 42. 
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FIG. 4 illustrates a system 60 for secure information trans 
fer to support migration between two or more platforms. FIG. 
4 shows the platform 1 of FIG. 3 configured to transfer or 
migrate information of platform 1 to platform 2. Platform 2 
includes an application 62 and a chip 64. The chip 64 is 
provided with a manager module 66, a BIO module 67, a PKI 
module 68 and a TPM module 69. The PKI module 68 of 
platform 2 is provided parallel to the TPM module 69. 

Similar to the above description of TPM module 56, the 
TPM module 69 of platform 2 generates a key pair and 
requests a certification from the certificate authority 42. The 
key pair generated via the TPM module 69 is preferably based 
on a hardware root of trust. For example, the TPM module 69 
generates a key pairTPM2KP/KS using cryptography includ 
ing a private key and a public key. The TPM module 69 
requests certification of the key pair from the CA 42, for 
example, sing PKCSH 10. The CA42 issues a certification to 
the TPM module 69 and sends a certificate to the TPM module 
69, for example, using PKCSH7. The TPM module 69 of 
platform 2 receives the certificate and stores the certificate 
therein. 

The PKI module 55 of platform 1 sends the keys and 
certificate, for example, using PKCSH 12 standard. The keys 
and certificate sent from platform 1 are encrypted using the 
key TPM2KP of platform 2. As denoted in FIG. 4, the keys 
and certificate are sent directly (51) to the PKI module 68 of 
platform 2 from the PKI module 55 of platform 1. The PKI 
module 68 of the platform 2 decrypts the keys and certificate 
sent from platform 1 using TPM2KS and stores the decrypted 
keys and certificate to enable trusted migration of information 
from the platform 1 to platform 2. Although platform 1 and 2 
are described in FIGS. 3 and 4, the disclosed system and 
method are not limited to migration between a particular 
number of platforms and may be implemented for use across 
multiple platforms. 
As shown in FIG. 4, the chip 50 is implemented with each 

module in parallel which enables registration of information 
of the PKI module 55, the BIO module 54 and the TPM 
module 56 (PKI#1, BIO #1, TPMH1) individually. As such, 
data of the TPM module 56 (TPMH1) can be transferred to 
platform 2 because of registration and control by the CA 42. 
Similarly, the chip 64 of platform 2 is implemented with each 
module able to individually register with the CA42. Thus, the 
TPM module 56 (TPMii.1) and the TPM module 69 (TPMi2) 
are able to recognize each other and directly communicate 
(indicated with 53 in FIG. 4) with each other to keep infor 
mation intrinsic. The TPM module 56 (TPMH1) is thus 
enabled to migrate trust and security to the TPM module 69 
(TPMi2) TPM of platform 2. While encryption data is con 
trolled by platform 1, encryption/decryption keys are based 
on information of TPM module 69 (TPMi2). 

Information of the PKI module 55 is transferred to the PKI 
module 68 without a need to encrypt and decrypt the infor 
mation when transferring from the platform 1 to the platform 
2. Moreover, the TPM module 56 of platform 1 and the TPM 
module 69 of platform 2 directly communicate with each 
other (indicated with 53 in FIG. 4) such that information of 
how to use the transferred/migrated information is delivered 
to the platform 2. For example, information from the TPM 
module 56 is passed to the TPM module 69 where the infor 
mation is not required to go through the CA 42 to be 
encrypted/decrypted using the information provided by the 
CA 42. 
The user's key (UK) is generated by PKI modules (55 and 

68) corresponding to platforms 1 and 2 using a file encryp 
tion. For example, user data of one platform may be 
exchanged using UK. As such, the user's data may be 
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8 
encrypted using the UK which is encrypted by the URK and 
does not require encrypt/decrypt to be performed for the 
transfer. 

Further, the disclosed system 60 does not require informa 
tion of the TPM module 56 of platform 1 to be always trans 
ferred to platform 2. In a case where data needs to be trans 
ferred from platform 1 for use in platform 2, information of 
how to use the data needs to be transferred. This enables trust 
to be maintained while allowing data of one platform to be 
used in another platform. According to the disclosed system 
and method, every part of a transfer or migration between 
platform 1 and 2 is guaranteed and not compromised. 
The TPM module 56 gathers information based on soft 

ware or hardware component of for example, platform 1. 
Prior to a migration operation, there may be instances in 
which guarantees based on the TPM module 56 are used. The 
TPM module 56 (FIG. 3) may check each module to deter 
mine whether any module has been compromised using 
binary, indicated status, etc. For example, the TPM module 56 
(FIG.3) may check binary and register status, PKI module 55 
signature, check reliability of the PKI module 5, etc., which 
may be executed by a hash or signature algorithm. Combina 
tion of user authentication with TPM based authentication 
provides ultimate trust by guaranteeing the TPM module 56, 
for example, using the CA 42, and guaranteeing the PKI 
module 55 using the TPM module 56. 
As discussed above, the key pair TPM1 KP/KS (private/ 

secret key) generated by the TPM module 56 of platform 1 
may be unsynchronized key pair RSAR). This key informa 
tion does not have to be transported to platform 2. Data 
transported from platform 1 to platform 2, however, main 
tains the PKI and TPM guaranteed that the data is not com 
promised. 

FIG.5 illustrates process 80 for secure information transfer 
to support migration between platforms. As shown in FIG. 5, 
process 80 begins by verifying 82 a public key infrastructure 
(PKI) module of a first platform using a trusted platform 
module (TPM) of the first platform. The PKI module of a first 
platform receives a certification (verification) from a TTP 
(Trusted Third Party). For example, as mentioned above, the 
PKI module may be verified (certified) in accordance with a 
certificate issued based on PKCSH 12. 

Similar to the PKI module, the TPM module shall also 
receive a certification from the TTP. These receiving pro 
cesses of the PKI and TPM modules may be executed indi 
vidually but are implemented together. For example, verify 
ing 82 the PKI module may be based on PKCSH 12, and that of 
the TPM module may be based on PKCSH7&10. In the 
PKCSH 12 process, a key pair of an anti-symmetry algorithm 
may be generated in the TTP. On the other hand, the 
PKCSif7& 10 process, may be generated in TPM. Although 
particular standards are discussed herein, the present inven 
tion is not limited to any particular communication standard 
or use of a predetermined protocol. 

Subsequent to verifying 82, the process 80 moves to veri 
fying 84 the public key infrastructure (PKI) module of a 
second platform using a trusted platform module of the sec 
ond platform. Similar to the PKI and TPM modules of the first 
platform, verifying 84 the PKI module may be based on 
PKCSH 12, and that of the TPM module may be based on 
PKCSH7&10. In the PKCSH 12 process, a key pair of an 
anti-symmetry algorithm may be generated in the TTP. On the 
other hand, in the PKCSif7& 10 process, that shall be gener 
ated in TPM. Although particular standards are discussed 
herein, the present invention is not limited to any particular 
communication standard or use of a predetermined protocol. 
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Certification of TPM of the first and second platforms 
indicates that the TPM of the first and second platforms are 
correct TPMs and have corresponding private key paired with 
a public key which is contained in a certification file. This 
certification may be issued based on a TPM original certifi 
cation which is issued by a manufacturer of the TPM. The 
certification of the PKI modules of the first and second plat 
forms indicate that the PKI module is a correct PKI module 
and has a private key paired with a public key which is 
contained in a certification file. This certification, for 
example, may be issued based on environment authentication 
which is performed by the TPM of the first and second plat 
forms. 

After verifying 847 process 80 continues to directly trans 
ferring 86 data from the first platform to a second platform. 
Information in the first platform is controlled and encrypted 
by PKI module of the first platform, and transferred to the 
second platform. The transfer/migration of information 
(data) in the first platform to the second platform includes 
moving the information from the first platform to the second 
platform as the information/data encrypted by PKI module of 
the first platform. 

Subsequent to directly transferring 86, process 80 moves to 
directly transferring 88 a certification of the PKI module of 
the first platform to the second platform. The certification of 
the PKI module of the first platform and key pair in the 
certification file is transferred from PKI module of the first 
platform to the PKI module of the second platform. After that, 
information in the first platform is usable in the second plat 
form. 

FIG. 6 illustrates a three-factor authentication concept 90 
including user authentication, equipment (platform) authen 
tication, and equipment (platform) environment authoriza 
tion. As shown in FIG. 6, the three-factor authentication con 
cept 90 include user authentication 92, equipment 
authentication 94, and equipment environment authorization 
96. User authentication 92 may be based on a biometric 
technology including but not limited to fingerprints, Voice 
recordings, images, etc., or any other verification technique 
useable for identifying a user by comparing characteristics 
input against previously stored data for the purpose of recog 
nition or authentication. 

Equipment authentication 94 may be based on certificated 
data including pre-registered information implemented in an 
equipment based on PKI. Equipment environment authoriza 
tion 96 may be based on configuration information including 
Software, hardware and peripheral components implemented 
in an equipment and status of thereofsuch as version, security 
patch level and so on. Information pertaining to BIOS level, 
BIOS load, OS, HW, USB, peripheral, hard disk, CPU, appli 
cation, etc., of an equipment or device may be authenticated. 
For example, the kind of software and/or hardware being used 
by a device may be stored in a database and current status of 
the software and/or hardware of the device may be authenti 
cated based on a comparison of status obtained from the 
device with information in the database. Trust may be estab 
lished based on user, equipment and/or equipment environ 
ment authentication. Further, level of security may be deter 
mined based on a result of user, equipment and/or equipment 
environment authentication. 

Preferably, the user, equipment and/or equipment environ 
ment authentication is hardware based, however, an indica 
tion as to authorization or non-authorization may be software 
based. For example, authentication of the PKI module 55 and 
the BIO module 54 (FIG. 4) may be software based where 
mutual authentication is established between these modules. 
Meaning, the modules located inside the single chip 50 have 
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10 
established a trust among each other. The mutual authentica 
tion may be implemented using various standards including 
but not limited to those identified by the ISO. 
As such, services based on bi-directional user, equipment, 

and equipment environment authentication/authorization can 
be provided easily, securely, and cost-effectively in accor 
dance with the three-factor authentication concept 90, which 
may be implemented in a chip. Implementation of the three 
factor authentication concept 90 in a single chip is explained 
in detail below with respect to FIGS. 7 and 8. 

FIG. 7 illustrates a system 100 with a triple integrated 
authentication chip 102. Process(es) pertaining to user 
authentication, equipment authentication, and equipment 
environment authorization separately included in a PC, a cell 
phone, an ATM (bank machine), and a network (i.e., router) 
may be implemented via a chip 102. These functions and 
operations may be included, either one, two, or all three, in 
software or in hardware of the chip 102. 
As shown in FIG. 7, the chip 102 may include a MCU 

program, a test hardware, a biometric hardware loadable pro 
gram, a PKI hardware loadable program and a TCG hardware 
loadable program. The user authentication information, 
equipment authentication information and environment 
authentication information are each managed by a micro con 
troller unit (MCU). 

Since the TPM is hardware based, it ensures security of the 
information provided. The chip 102 contains inside PKI, bio 
metrics, TPM and a controller. The MCU controls or corrobo 
rates information and/or operations the three modules. As 
also illustrated in FIG. 7, the system 100 may include a 
memory or storage for storing information. 
As shown in FIG. 7, the system may include an external 

interface 104, a biometrics sensor 106 and a hardware device 
180 which are communicatively coupled to the chip 102. The 
chip 102 implements triple integrated authentication by 
authenticating a user, an equipment (device), and environ 
ment of the equipment. The chip 102 may be used for authen 
tication services using information of a person (user), a 
device and/or an environment of the device where multi 
dimensional rating/leveling/judging may be done by combin 
ing any of three kinds of rating point(s). For example, a total 
score/leveling of trust may be 70% as a result of assigning a 
value of 70% to user certainty based on biometrics, a value of 
60% to platform reliability based on PKI and a value of 80% 
to platform environment reliability based on TPM. Further, a 
policy may be established to determine a level of trust needed 
for an application and/or access. For example, once informa 
tion for authentication is received and a user, a device and/or 
an environment of the device is verified, a level of security is 
determined based on a policy where a user may be verified for 
a particular operation or use of information based on the 
authentication. While specific examples are provided herein, 
the disclosed invention is not limited to any particular factor, 
Source or policy pertaining to authentication and may estab 
lish a trust using multiple authentication sources, one or more 
policies, and a multi-factor authentication. 
As shown in FIG. 7, a multi-factor authentication may be 

implemented via the chip 102 using multiple sources (i.e., 
biometrics, Smartcard, etc) authenticated in sequence. In any 
given situation, failure to authenticate information received 
from any single source may result in denied access, or may 
provide a limited level of access. Using the multi-factor 
authentication (see also FIG. 6) capable of implementing 
authentication using more than a single authentication 
Source, the disclosed system is able to establish a more secure 
communication. Further, the disclosed system and method 
provide information protection before delivery of the infor 
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mation based on authentication of a user, a device and/or an 
environment of the device executed via the chip 102. 
As mentioned above, a policy may be established to deter 

mine a level of trust needed for an application or an access. 
This enables the disclosed system and method to provide a 
flexible technique (approach) for authentication based on 
integration of multiple authentication Source(s) and a trust 
established using a multi-dimensional rating/leveling/judg 
ing. For example, the system 100 may implement a trust 
model offering a high level of protection for sensitive infor 
mation requiring a higher level of trust requirement(s) 
(policy) in comparison with a trust model set for less sensitive 
information. The system 100 offers a level of protection cor 
responding to trust requirement(s) needed for an access and/ 
oruse, and endorses a reliability of a client platform and a user 
based on multiple authentication sources (i.e., TPM, PKI, and 
other sources). Result(s) of the endorsement result (report) is 
based on the integration of multiple sources (i.e., authentica 
tion, TPM, and other factors). As such, the endorsement result 
of the system 100 is not a binary result. 

FIG. 8 shows a single chip structure implemented in the 
disclosed system for secure migration. As shown in FIG. 8, 
the chip structure includes a public key infrastructure (PKI) 
module, a trusted platform module (TPM) and a biometric 
(BIO) handling module, which are provided at the same level 
of hierarchy. 
The chip may include a low pin count interface specifica 

tion (LPC), a flash memory specification (FLASH), a hash 
function (SHA1), a data encryption standard (DES/AES), an 
encryption standard (2048 REDC), a random number genera 
tor (RNG), and a universal asynchronous receiver/transmitter 
(UART). 
The chip of the present invention receives data from the 

TPM compliant API (which is known in the art) and/or from 
the new authentication API to use a combination of the three 
factor authentication concept discussed in FIG. 6 through a 
manager 52 (FIG. 3). The new authentication API allows for 
interaction with the BIO, the PKI, and the TPM, whereas the 
TPM compliant API allows interaction only with the TPM. 
The chip shown in FIG.8 may have typical components of a 
chip for use with a device or system. Further, as mentioned 
above, the chip shown in FIG.8 may be implemented using a 
TrustCubeTM chip (Fujitsu Limited, Kawasaki, Japan). How 
ever, any chip configured to have the BIO, TPM and PKI 
components at the same level of hierarchy controlled by a 
manager or controller may be used. 

Accordingly, the disclosed system and method enable data 
of one platform to be useable in another platform. The data 
may be user data including but not limited to who created the 
data, who used the data, etc. Data migrated from one platform 
to another is not limited to user data and may include any 
information residing on a platform which a user wants to use 
in another platform. 

In an embodiment, the present invention also includes 
computer-readable storage media enabling a computer to 
execute the processes or operations described herein, and the 
processes or operations may be implemented in Software 
and/or computing hardware. 

Although a few embodiments have been shown and 
described, it would be appreciated by those skilled in the art 
that changes may be made in these embodiments without 
departing from the principles and spirit of the invention, the 
Scope of which is defined in the claims and their equivalents. 

What is claimed is: 
1. A method of secure information transfer to support 

migration, comprising: 
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12 
certifying a public key infrastructure module of a first 

platform, the public key infrastructure module being 
certified using a trusted platform module of the first 
platform; and 

migrating data of the first platform to a second platform; 
and 

wherein the data is made useable in the second platform by 
directly establishing hardware based trust between a 
trusted platform module of the second platform and the 
trusted platform module of the first platform other than 
by transferring a key from the first platform at the 
migrating, and 

where the public key infrastructure module is controlled in 
parallel with the trusted platform module of the first 
platform and the trusted platform module of the second 
platform. 

2. The method according to claim 1, wherein the public key 
infrastructure module of the first platform encrypts keys and 
a certificate based on the trusted platform module of the 
second platform, and sends said keys and said certificate to 
the second platform. 

3. The method according to claim 2, wherein said keys and 
said certificate are decrypted in the second platform. 

4. The method according to claim 1, wherein the public key 
infrastructure module and the trusted platform module of the 
first platform are implemented via a single chip. 

5. The method according to claim 1, wherein the public key 
infrastructure module and the trusted platform module of the 
first platform are each provided with a certificate in parallel 
from a trusted third party. 

6. The method according to claim 5, wherein the public key 
infrastructure module and the trusted platform module of the 
second platform are each provided with a certificate in paral 
lel from the trusted third party. 

7. The method according to claim 4, wherein authentica 
tion of a user, an equipment and environment of the equip 
ment, or any combination thereof in the first platform is 
performed via said chip. 

8. The method according to claim 2, wherein said certifi 
cate is issued by a manufacturer of the trusted platform mod 
ule of the second platform. 

9. The method according to claim 4, wherein the public key 
infrastructure module of the first platform is implemented in 
a level of hierarchy identical to the trusted platform module of 
the first platform. 

10. The method according to claim 5, wherein said certifi 
cate is issued based on a hardware root of trust. 

11. A non-statutory computer readable storage medium 
having a program stored therein to cause a computer to 
execute operations, comprising: 

certifying a public key infrastructure module of a first 
platform, the public key infrastructure module being 
certified using a trusted platform module of the first 
platform; and 

migrating data of the first platform to a second platform 
based oncertification of a trusted platform module of the 
second platform using key data sent from a chip imple 
mented with the first platform, and 

where the public key infrastructure module is controlled in 
parallel with the trusted platform module of the first 
platform and the trusted platform module of the second 
platform, and 

where the data is made useable in the second platform by 
directly establishing hardware based trust between the 
trusted platform module of the first platform and the 
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trusted platform module of the second platform other 
than by transferring a key from the first platform at the 
migrating. 

12. The computer readable medium according to claim 11, 
wherein the public key infrastructure module of the first plat 
form encrypts keys and a certificate based on the trusted 
platform module of the second platform, and sends said keys 
and said certificate to the second platform. 

13. The computer readable medium according to claim 11, 
wherein said keys are generated based on public key cryptog 
raphy standards (PKCS). 

14. An apparatus, comprising 
a chip implemented with a public key infrastructure mod 

ule and a trusted platform module of a first platform; and 
a controller controlling the public key infrastructure mod 

ule parallel with a trusted platform module of a first 
platform, and 

where data of the first platform is migrated to a second 
platform and the data is made useable in the second 
platform by directly establishing hardware based trust 
between a trusted platform module of the second plat 
form and the trusted platform module of the first plat 
form other than by transferring a key from the first 
platform at migrating of the data, and 

the public key infrastructure module is controlled in paral 
lel with the trusted platform module of the first platform 
and the trusted platform module of the second platform. 

15. The apparatus according to claim 14, wherein the pub 
lic key infrastructure module of the first platform encrypts 
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keys and a certificate based on the trusted platform module of 
the second platform, and sends said keys and said certificate 
to the second platform. 

16. A method, comprising: 
Verifying data of a first platform using a certificate issued 

based on a security module of the first platform; and 
migrating the data from the security module of the first 

platform to a security module of a second platform, and 
where the public key infrastructure module is controlled in 

parallel with the security module of the first platform 
and the security module of the second platform, and 

where the data is made useable in the second platform by 
directly establishing hardware based trust between a 
Security module of the second platform and the security 
module of the first platform other than by transferring a 
key from the first platform at the migrating. 

17. The method according to claim 16, wherein the security 
module of the first platform is a trusted platform module 
(TPM). 

18. The method according to claim 17, wherein the security 
module of the second platform is a trusted platform module 
(TPM). 

19. The method according to claim 16, wherein the data is 
authenticated based on a certificate of the security module of 
the second platform. 

20. The method according to claim 18, wherein the data is 
used based on a certificate authenticated by the trusted plat 
form module of the second platform. 
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