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PLATFORM FOR GATHERING REAL-TIME 
ANALYSIS 

RELATED APPLICATION 

0001. This application claims priority under 35 U.S.C. 
S119(e) to U.S. provisional application No. 62/237,733 filed 
Oct. 6, 2015, the entire contents of which are hereby 
expressly incorporated by reference herein. 

TECHNICAL FIELD 

0002 The subject matter described herein relates to 
improving machine decision making. 

BACKGROUND 

0003. In artificial intelligence (AI), difficult problems are 
informally known as AI-complete or AI-hard, implying that 
the difficulty of these computational problems is equivalent 
to that of solving the central artificial intelligence problem, 
which is making computers as intelligent as people, also 
referred to as strong AI. An AI-complete problem is one not 
Solved by a simple specific algorithm. AI-complete prob 
lems include computer vision, natural language understand 
ing, dealing with unexpected circumstances while solving 
any real world problem, and the like. Currently, AI-complete 
problems cannot be solved with modern computer technol 
ogy alone. 
0004 Current AI systems can solve very simple restricted 
versions of AI-complete problems, but never in their full 
generality. When AI researchers attempt to “scale up their 
systems to handle more complicated, real world situations, 
the programs tend to become excessively brittle without 
commonsense knowledge or a rudimentary understanding of 
the situation. In other words, they fail as unexpected cir 
cumstances outside of its original problem context begin to 
appear. When human beings are dealing with new situations 
in the world, they know what to expect: they know what all 
things around them are, why they are there, what they are 
likely to do and so on. Humans can use context and 
experience to guide them in recognizing unusual situations 
and adjusting accordingly. A machine without strong AI has 
no other skills to fall back on So Some machine decision 
making applications are intractable. 

SUMMARY 

0005. In an aspect, data is received characterizing a 
request for agent computation of sensor data. The request 
includes a required confidence and required latency for 
completion of the agent computation. Agents to query are 
determined based on the required confidence. Data is trans 
mitted to query the determined agents to provide analysis of 
the sensor data. 
0006. In another aspect, sensor data is received. The 
sensor data is classified into one of two or more classes by 
at least a machine computation component including a 
predictive model trained on data labeled by at least an agent 
computation component. The agent computation component 
includes a platform to query an agent. The classification is 
provided. 
0007. In yet another aspect, sensor data is received. 
Processing by an agent computation component is requested 
and a result and a confidence measure of the result is 
received from the agent computation component. The con 
fidence measure of the result exceeds a predefined threshold. 
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The sensor data provided to a machine computation com 
ponent as an input and the result from the agent computation 
component is provided to the machine computation compo 
nent as Supervisory data to train a predictive model of the 
machine computation component. 
0008. One or more of the following features can be 
included in any feasible combination. For example, deter 
mining agents can be further based on at least one of a 
measure of agent quality, a measure of expected agent 
latency, and proximity to average completion time for a 
current task. Data characterizing query results from a plu 
rality of the determined agents can be received. Data to 
query additional agents to achieve the required confidence 
can be transmitted when two or more of the received query 
results are inconsistent. A number of additional agents to 
query to achieve the required confidence can be determined. 
Quality of available agents in a pool of agents can be 
determined. A minimum quality required of a to-be-queried 
agent to achieve the required confidence can be determined. 
0009. The measure of agent quality for agents in a pool 
of agents can be determined. The measure of agent quality 
can be determined as a ratio of a number of query responses 
deemed correct to a number of total queries. A measure of 
expected agent latency for agents in a pool of agents can be 
determined. The measure of expected agent latency can be 
determined as a Poisson process. The expected latency can 
be less than 30 seconds. The agent computation can be 
defined by a question with at least two predefined answers. 
At least one of the receiving, determining, and transmitting 
is performed by at least one data processor forming part of 
at least one computing system. 
0010. The sensor data can be of a security system asset 
that is an imaging device, a video camera, a still camera, a 
radar imaging device, a microphone, a chemical sensor, an 
acoustic sensor, a radiation sensor, a thermal sensor, a 
pressure sensor, a force sensor, or a proximity sensor. 
0011. The sensor data can include an image including a 
single image, a series of images, or a video. The computa 
tional task can include: detecting a pattern in the image: 
detecting a presence of an object within the image; detecting 
a presence of a person within the image; detecting intrusion 
of the object or person within a region of the image: 
detecting Suspicious behavior of the person within the 
image; detecting an activity of the person within the image: 
detecting an object carried by the person, detecting a tra 
jectory of the object or the person in the image; a status of 
the object or person in the image; identifying whether a 
person who is detected is on a watch list; determining 
whether a person or object has loitered for a certain amount 
of time; detecting interaction among person or objects; 
tracking a person or object; determining status of a scene or 
environment; determining the sentiment of one or more 
people; counting the number of objects or people; determin 
ing whether a person appears to be lost; determining whether 
an event is normal or abnormal; and/or determining whether 
text matches that in a database. 

0012 Processing by the agent computation component 
can be requested and a result and a confidence measure of 
the result from the agent computation component can be 
received. The confidence measure of the result can exceed a 
predefined threshold. The sensor data can be provided to the 
machine computation component as an input and the result 
from the agent computation component can be provided to 
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the machine computation component as Supervisory data to 
train a predictive model of the machine computation com 
ponent. 
0013 The agent computation component processes the 
sensor data by at least: receiving data characterizing a 
request for agent computation of the sensor data, the request 
including a required confidence and required latency for 
completion of the agent computation; determining agents to 
query based on at least one of the required confidence, a 
measure of agent quality, a measure of expected agent 
latency, and proximity to average completion time for a 
current task; and transmitting data to query the determined 
agents to provide analysis of the sensor data. 
0014. The machine computation component can include 
a deep learning artificial intelligence classifier, a deep neural 
network, and/or a convolutional neural network. The 
machine computation component can detect objects and 
classify objects in the sensor data. At least one of the 
receiving, classifying, and providing can be performed by at 
least one data processor forming part of at least one com 
puting System. 
0015 Non-transitory computer program products (i.e., 
physically embodied computer program products) are also 
described that store instructions, which when executed by 
one or more data processors of one or more computing 
systems, causes at least one data processor to perform 
operations herein. Similarly, computer systems are also 
described that may include one or more data processors and 
memory coupled to the one or more data processors. The 
memory may temporarily or permanently store instructions 
that cause at least one processor to perform one or more of 
the operations described herein. In addition, methods can be 
implemented by one or more data processors either within a 
single computing system or distributed among two or more 
computing systems. Such computing systems can be con 
nected and can exchange data and/or commands or other 
instructions or the like via one or more connections, includ 
ing but not limited to a connection over a network (e.g. the 
Internet, a wireless wide area network, a local area network, 
a wide area network, a wired network, or the like), via a 
direct connection between one or more of the multiple 
computing Systems, etc. 
0016. The details of one or more variations of the subject 
matter described herein are set forth in the accompanying 
drawings and the description below. Other features and 
advantages of the subject matter described herein will be 
apparent from the description and drawings, and from the 
claims. 

DESCRIPTION OF DRAWINGS 

0017 FIG. 1 is a process flow diagram illustrating a 
method of augmenting artificial intelligence with human 
intelligence tasks; 
0018 FIG. 2 is a state diagram of an example solution 
state machine as defined by a modality; 
0019 FIG. 3 is a diagram illustrating composite modali 

ties to solve a higher-order problem; 
0020 FIG. 4 is a process flow diagram illustrating a 
method of augmenting artificial intelligence using compos 
ite modalities; 
0021 FIG. 5 is a system block diagram of an example 
analysis platform including Software components for com 
bining machine and human intelligence as a solution for 
responding to questions and problem Scenarios; 
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0022 FIG. 6 illustrates an exchange of an event messag 
ing System; 
0023 FIG. 7 is a data flow diagram illustrating data flow 
between components of a platform during a process of 
augmenting artificial intelligence with human computation; 
0024 FIG. 8 is a block diagram illustrating example 
metadata; 
0025 FIGS. 9-11 are tables illustrating example modali 

ties and example security scenarios to which the modality 
can apply: 
0026 FIG. 12 is a system block diagram of an example 
machine computation component system that implements a 
deep learning based object detector; 
0027 FIG. 13 illustrates an example input image and an 
example output image to an artificial intelligence system; 
0028 FIG. 14 is a system block diagram illustrating an 
object detector web application program interface; 
0029 FIG. 15 is a system block diagram illustrating an 
example system including a human-computation element 
and a machine decision-making algorithm; 
0030 FIG. 16A is a process for injecting human-compu 
tation into a machine decision-making algorithm; 
0031 FIG. 16B illustrates an example image: 
0032 FIG. 17 is a system block diagram illustrating an 
example implementation of the current Subject matter for a 
Video/face recognition system; 
0033 FIGS. 18 and 19 are process flow diagrams illus 
trating using the current Subject matter for face recognition 
and using the face recognition system; 
0034 FIGS. 20 and 21 illustrate applying the current 
Subject matter to handle a wide variety of tasks, such as 
counting sports utility vehicles (SUVs) in a parking lot or 
validating computer vision analytic performance; 
0035 FIG. 22 is a block diagram illustrating an example 
of hardware used by the current subject matter; 
0036 FIG. 23 is a process flow diagram illustrating an 
example method for managing agent queries to ensure 
confidence in a result provided by an agent computation 
component; 
0037 FIG. 24 is a graph of accuracy vs. confidence per 
number of agents using the above-described model; 
0038 FIG. 25 is a bar graph illustrating an example 
probability mass function of expected latency when 
expected latency is modeled as a Poisson process; 
0039 FIG. 26 includes four plots showing the number of 
agents required to meet a confidence value according to an 
example implementation; 
0040 FIG. 27 illustrates four plots of latency versus 
average agent response time; 
0041 FIG. 28 is a system block diagram of an example 
agent management System; 
0042 FIG. 29 is a system block diagram of an example 
agent management services; 
0043 FIG. 30 is a data flow diagram illustrating data flow 
between components of the example system when a task 
specification is created; 
0044 FIG. 31 is a data flow diagram illustrating data flow 
between components of the example system during a work 
session; 
0045 FIG. 32 is a data flow diagram illustrating data flow 
between components of the example system during task 
specification resolution; 
0046 FIG. 33 is a system block diagram illustrating 
agent client architecture; 
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0047 FIG. 34 is a process flow diagram illustrating a 
method of training a machine computation component on 
the result provided from an agent computation component; 
0048 FIG. 35 is a histogram illustrating average latency 
for queueing agents per task and a probability distribution 
for average latency for an example use case, and 
0049 FIG. 36 is a histogram illustrating average latency 
for queueing agents per task and a probability distribution 
for average latency where confidence is determined based on 
a cumulative distribution function for the frequency of 
latency 
0050. Like reference symbols in the various drawings 
indicate like elements. 

DETAILED DESCRIPTION 

0051. The current subject matter relates to utilizing a 
"human-in-the-loop' (symbiotic human-machine) approach 
to facilitated decision making. Humans can contribute 
entirely new decisions/answers or assist when AI is not 
highly confident, and in that way are augmenting/assisting 
the machine process in solving a particular task, not merely 
verifying the computer decision making. The current Subject 
matter can expand the range of use cases to which a machine 
decision making system or a given sensor and/or analytic 
may effectively apply. The current Subject matter can pro 
vide for injection of a human-computation element into a 
machine decision-making algorithm, allowing for a human 
to perform (or solve) specific and narrow decisions that the 
machine decision making system would otherwise be unable 
to perform (or would perform poorly). The subject matter 
can be used with applications that do not currently include 
machine decision-making algorithms or use algorithms that 
do not adequately meet user needs, for example a closed 
circuit television system that currently does not have a 
machine decision-making algorithm or has limited machine 
decision-making capability. The current Subject matter can 
enable new capabilities and improve machine decision mak 
ing, for example, by reducing false alarms, increasing hits, 
reducing misses, and increasing correct rejections. 
0052 While great advances have been made in the area 
of artificial intelligence, the performance of software-only 
systems often falls short of that which is needed for appli 
cations involving analysis of physical world imagery, video, 
language processing, and the like. Key challenges for end 
users are the prevalence of false positives (“false alarms”), 
the variation in System performance caused by changes in 
circumstances or scene type (“brittleness”), and the inability 
for these systems to produce human-like outputs in scenarios 
that are highly Subjective or contextual (as is frequently the 
case in the physical security domain). The current Subject 
matter includes data analysis and handling that uses human 
in-the-loop processing (also referred to as human intelli 
gence tasks) alongside artificial intelligence to address the 
aforementioned challenges, by combining the respective 
strengths of computer and human processing, while mini 
mizing the amount of human involvement required. 
0053. The current subject matter can include an analysis 
platform for augmenting machine processing with human 
intelligence tasks to improve performance and reduce false 
alarms. The analysis platform can include a machine com 
putation component, described more fully below, that can 
include predictive models built using a machine learning 
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algorithm, for example, a deep learning neural network. The 
machine computation component can classify input data into 
two or more classes. 

0054 The analysis platform can include an agent com 
putation component, described more fully below, that can 
include a system for querying a pool of humans to perform 
a task, Such as detecting a presence of a person or object in 
an image, answering a question regarding a characteristic of 
the image, and the like. In some implementations, the agent 
computation component can provide a query result in Sub 
stantially real-time, such as within 5, 10, or 30 seconds of 
receiving a query request. In some implementations, the 
analysis platform can be applied to a security deployment, 
which is highly subjective and contextual. In some imple 
mentations, the analysis platform can be applied to a number 
of deployment types including closed circuit television, 
Surveillance camera, retail camera, mobile device, body 
cameras, drone footage, personnel inspection systems, 
object inspection systems, and the like. Other deployment 
types are possible. 
0055. The current subject matter can include dynamically 
retrieving additional agent input for false alarm reduction. 
The current Subject matter can programmatically query 
human agents to achieve a confidence objective, which can 
relate to a false alarm objective. For example, the platform 
can start with querying an initial set of agents (e.g. 2), and 
if there is disagreement between them, the platform can 
query additional agents to provide feedback, so that the 
network can grow until a high-confidence result is deter 
mined. If the aggregate answer will trigger a false alarm, the 
platform can obtain additional queries. 
0056. The current subject matter can coordinate use and 
gathering of human intelligence, including performing qual 
ity, efficiency, latency, confidence measures in real-time of 
the agents. To minimize response time, alert queries can 
have a ceiling for latency. The platform can monitor agent 
efficiency by analyzing the time each agent takes to com 
plete a task. Algorithms can search for irregularities Such as 
agents taking too long, responding too quickly, and not 
having an expected amount variation in response time. 
Confidence in alert judgments can be updated in real time 
and based on prior agent accuracy and levels of agent 
consensus. The platform can queue tasks to agents in order 
to satisfy latency and accuracy requirements for all judg 
ments. When the flux of incoming tasks to the agents is low, 
the platform can ensure its quality standards among agents 
by asking questions for which a high confidence correct 
answer has already been obtained. By combining how often 
an agent is correct and utilizing real time Bayesian classi 
fication based on agent consensus, each agent can be given 
a score. Measuring agent quality and efficiency enables the 
platform to reach accurate, real time decisions and to reduce 
or eliminate false-negative or false-positive alerts. 
0057 The current subject matter's pairing of artificial 
intelligence and human intelligence allows it to answer 
questions about media that are Subjective in nature in a way 
that is consistent with human experience and judgment and 
is not solely driven by a computer algorithm. For instance, 
the platform can determine whether a person who is in an 
area in which they should not be is behaving in a suspicious 
manner. The platform can use its artificial intelligence 
component to detect the person and then use the human 
agent to determine whether that person is behaving Suspi 
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ciously, and then progressively train the artificial intelli 
gence to begin to recognize suspicious behavior in that 
environment on its own. 
0058. The current subject matter can capture agent input 
to augment artificial intelligence. The platform incorporates 
a user interface for agents that enable them to serve as 
artificial trainers in real-time. For example, when an agent 
answers simple questions (e.g., Yes/No or multiple choice) 
and clicks on regions of an image, they can be simultane 
ously answering a task that has security value and also 
training an artificial intelligence component. There can be a 
layer between the user interface and the artificial intelligence 
ground truth dataset that captures user inputs and converts 
them (alongside media) into ground truth data, while adjust 
ing the importance of that ground truth data based on an 
automatic determination of agent confidence when provid 
ing it. 
0059. The current subject matter can include use of 
modalities, which enables any given problem to be broken 
or segmented into computational tasks. Some tasks may be 
better performed by an existing artificial intelligence pre 
dictive model while other tasks may be better performed by 
a human. The current Subject matter can route a given task 
for processing by either an artificial intelligence processing 
component or an agent (e.g., human) processing component. 
The concept of modalities can be extended to composite 
modalities, whereby multiple modalities are combined (e.g., 
Strung together) to solve more difficult and even Subjective 
tasks. Composite modalities can be accurate because the 
confidence of the result of each underlying modality can be 
high (e.g., treated as truth). 
0060. The current subject matter can use machine confi 
dence as a routing mechanism. A metric can be computed for 
task confidence for each task in real-time by first taking the 
artificial intelligence component's confidence for that task 
(as reported by that algorithm) and then modifying it accord 
ing to a learned function that accounts for circumstances that 
have empirically shown to cause unreliable confidence indi 
cations. When a confidence metric is low enough, the task is 
sent to human agents, who further evaluate it, and whose 
judgments can be gathered in Such a way that they can result 
in a confidence threshold being attained. Modalities may be 
configured such that agent feedback can again be used as 
input into an artificial intelligence component to further 
refine the answer or result of the task. 

0061 Because some artificial intelligence systems can be 
continually trained, their performance can improve over 
time. Thus, the current Subject matter can route tasks based 
on machine performance, which can be represented by a 
confidence metric produced by the artificial intelligence 
system. As the artificial intelligence component is trained on 
more real-world data, the artificial intelligence component 
becomes more accurate and less agent input is required. 
Thus, the relative processing burdens between the artificial 
intelligence component and the human intelligence compo 
nent is dynamic and can vary over time. 
0062 FIG. 23 is a process flow diagram illustrating an 
example method 2300 for managing agent queries to ensure 
confidence in a result provided by an agent computation 
component. The method 2300 may be performed, for 
example, by an agent computation component Such as agent 
management services 555. In some implementations, an 
agent computation component can return agent queries and 
provide a confidence in the result. Further, in some imple 
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mentations, an agent computation component can return 
agent queries within a requested amount of time. But agents 
are not infallible and therefore the quality (e.g., accuracy) of 
their query results can vary. In addition, agent query 
response time can vary (both inter-agent for the same query 
and inter-query for the same agent). Thus, it can be chal 
lenging to ensure both quality and the amount of time an 
agent will return a result. 
0063. At 2310, data is received characterizing a request 
for agent computation of sensor data. The request can 
include a required confidence of the agents for returning a 
result. For example, the request can specify that agent 
computation should return a result having 0.9 confidence 
that the result is correct. The request can include a required 
latency for completion. For example, the request can specify 
that the result of agent computation should take no longer 
than 30 seconds to return. These requirements enable an 
augmented artificial intelligence security system to react to 
conditions in Substantially real time so that it can provide 
meaningful response. For example, if the security system is 
intended to monitor the physical security of a building, and 
a break-in occurs, the system should respond within Sufi 
cient time to mitigate any risk or damage that is occurring. 
0064. At 2320, agents to query or how many agents in a 
pool of agents to query can be determined. The determina 
tion may be made in an attempt to achieve the required 
confidence and required latency. For example, for a given 
required confidence, the number of agents to query can be 
determined by: 

it. Confidence= 1 - X. ( (l -p)*(p) as 

Where p is a known probability that an individual agent 
responds correctly, n is the number of agents responding to 
a single task, and q is the probability that k agents disagree 
on a given task with 

0065 FIG. 24 is a graph 2400 of accuracy vs. confidence 
per number of agents using the above-described model. The 
horizontal axis is the empirically determined historical accu 
racy of a given agent, which can be determined on an 
individual basis or by measuring the accuracy of that agents 
cohort. The horizontal axis ranges from 70% to 95% (e.g., 
0.7 to 0.95). The plot illustrates the number of agents who 
are in agreement on a given question. At the lower left corner 
of the graph: individual agent is 70% confident and there are 
3 agents in agreement, resulting in an overall confidence 
from the agent computation piece is about 0.925. Accuracy 
increases based on raising the accuracy of the individual 
agent (if 3 agents who are each 90% accurate agree, the 
confidence is >0.99) or increasing the number of agents 
whose judgments are aggregated (if 5 agents agree and all 
are 70% accurate individually then confidence is about 
0.975). 

TESLA EXHIBIT 1004, Page 41



US 2017/0099200 A1 

0066. In addition, for a given required latency, the 
expected latency for agents can be considered as a Poisson 
process. Latency expectation can be based on the number of 
agents needed to exceed the required confidence. In some 
implementations, the expected latency can be computed as 

Expected Latency=(z+z/2)Vn 

Where Z is the average individual agent response time and 
n is the number of agents required to meet the required 
confidence. If the latency is too high, the number of agents 
n can be lowered, and both confidence and expected latency 
can be reevaluated to determine whether the confidence and 
latency constraints can be met. If the constraints cannot be 
met, a best-effort can be made to achieve another confidence 
and/or expected latency. 
0067 FIG. 25 is a bar graph illustrating an example 
probability mass function 2500 of expected latency when 
expected latency is modeled as a Poisson process as 
described above. For n agents responding to the same query, 
the graph scales linearly to the right as a multiple of the 
square root of n. 
0068 Referring again to FIG. 23, at 2330, data can be 
transmitted to query the determined agents. The query can 
be to provide analysis of the sensor data according to the 
received request for agent computation. In some implemen 
tations, more agents can be queried than is needed to satisfy 
the latency and confidence requirements. An agent can 
receive queries, for example, using a client. Each of the 
agents can be presented with the sensor data and question 
with at least two predefined answers. For example, the 
question can include “is there a person in the image' and the 
predefined answers can include “yes”, “no', or “unknown.” 
The agent can provide a result by selecting one of the 
predefined answers and the agent's client can transmit the 
selection as the agent result. 
0069. At 2340, data can be received characterizing query 
results from the determined agents. The query result can 
include a selection of one of the predefined question answers 
(e.g., “yes” or 'no'). In some implementations, the query 
result can also include a confidence provided by the agent 
(e.g., 0.9). 
0070. At 2350, a number of additional agents to query to 
achieve the required confidence can be determined. As the 
query results are returned, if multiple agents do not have the 
same responses and there is no way that the confidence 
threshold can be reached given the disagreement between 
agents, additional agents can be queried. For example, if 
three agents are queried with a required result confidence of 
0.9 (and it is previously determined that all agents need to 
return a positive answer to result in a greater than 0.9 
confident positive answer), yet two agents return a positive 
result and one agent returns a negative result, additional 
agents need to be queried in order to return a high-confi 
dence answer. How to determine the number of additional 
agents to query can vary and some variations are described 
more fully below. 
0071. At 2360, additional agents can be queried to 
achieve the required confidence when two or more of the 
received query results are inconsistent. The query can be to 
provide analysis of the sensor data according to the received 
request for agent computation. The additional agents can 
receive the queries, for example, using a client. Each of the 
additional agents can be presented with the sensor data and 
question with at least two predefined answers. For example, 
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the question can include “is there a person in the image' and 
the predefined answers can include “yes”, “no', or 
“unknown.” The additional agent can provide a result by 
selecting one of the predefined answers and the additional 
agent's client can transmit the selection as the additional 
agent result. 
0072. As noted above, the number of agents to initial 
query to achieve the required confidence and a number of 
additional agents to query to achieve the required confidence 
when the initially tasked agents disagree can be determined 
in a number of ways. For example, in Some implementa 
tions, combinatorics can be used to determine how many 
more agents the task should be sent to. When an empirical 
value (e.g., agent confidence metric) is determined that 
estimates the probability an answer reported by an agent is 
correct, then to calculate for the aforementioned confidence 
is more accurate. The new probabilities establish an upper 
and lower bound on the confidence. These bounds which can 
be used to minimize latency by minimizing the amount of 
agents that need to complete each task while still maintain 
ing a high confidence. In some implementations, an agents 
answers can be compared to the crowd and each of them 
given a rating. The rating can be based on how like-crowd 
their answers are, and it can be used to call agents with top 
ratings more frequently or for higher paying tasks. Continu 
ous update of each agent's probability of selecting the 
correct choice on a task is possible. Each agent's specific 
rating can be used to calculate their query result confidence. 
In addition, it can be determined whether an agent is simply 
selecting random answer in order to collect a completion 
reward. This can be done by using a probability of answering 
incorrectly by random chance as a comparator to establish a 
level of confidence in how the agent is responding. 
0073. In some implementations, the number of agents to 
task can be determined. The required confidence, number of 
options in multiple choice questions, and the agents 
responses can be taken as input. The number of agents 
required to respond to the task in order to achieve the desired 
confidence can be determined. The agents can be queried 
and if the queried agents all have the same response the 
agent management services can return the result and confi 
dence. If the queried agents do not have the same response, 
then the number of additional agents that the task should be 
sent to in order to reach the desired confidence can be 
determined, the additional agents can be queried, and 
whether the confidence has been reached can be determined. 
This can repeat until the required confidence is reached or a 
maximum latency is reached. In some implementations, in 
the event that agents cannot agree (e.g., there is a lot of 
confusion in an answer Such as no agent consensus after 10 
agents) the most selected response can be provided as the 
result with a measure of confidence that does not meet the 
required confidence (e.g., a best-effort result). In some 
implementations, high-quality or confident agents can be 
queried and their result can be taken as correct with high 
confidence. 

0074. In some implementations, questions are limited to 
multiple choice. “Select all that apply’ questions can be used 
but it can be much harder to reach a consensus among agents 
(e.g., 2 number of options harder). In some implementa 
tions, responses from all agents can be equally or unequally 
weighed (e.g., based on an agent confidence metric). Equal 
weighting of agent response can save time while giving 
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more weight to experienced agents can decrease disagree 
ments that occur from simple agent inexperience, negli 
gence, and the like. 
0075. In an example implementation, it is possible to 
determine the initial confidence by calculating the probabil 
ity that all agents answered the same question by random 
chance and subtract from the entire probability space. Let 
ting: n number of agents; X number of choice options in 
question; 

1 
Confidence = 1 - t 

X 

this operation can be implemented in pseudocode: while 
(options*((1/options)**agents)>=(1-confidence)): agents+ 
=1; return agents. The calculation can repeat for confidence 
by incrementing the number of agents. When the probability 
that all of the agents give the same response by random 
chance goes below 1-confidence, halt, and output Smallest 
number of agents to reach desired confidence. 
0076. In the example implementation, it is possible to 
determine the number of additional agents to query to 
achieve the specified confidence by calculating the new 
confidence after adding an agent that gives the response with 
the maximum votes. The process can continue to do this, 
until the updated confidence is at least the old confidence. 
This can minimize the amount of agents that the task gets 
sent to. To calculate the updated confidence, the process can 
use the binomial theorem as follows (where: n is the number 
of total agents; k is the number of agents that agree; x is the 
number of choice options in question; and p is 1/x (does not 
use fraction of crowd errors)). 

it. 
Confidence = 1 - st k p (1-p)* 

This can be implemented in pseudocode as 

while (updated confidence > (1-confidence)): 
agents += 1 
max += 1 
updated confidence = options * combination(agents,max) * 

(1/options)**(max) * (1-(1/options))**(agents-max) 

The process can loop by incrementing the number of agents 
and the max number of votes until the desired confidence is 
reached. The process can test each loop whether the error is 
still greater than the error allowed by the desired confidence 
(e.g., 0.05 in the case of 0.95 confidence). The process can 
record the agents and the max and send the task to the 
amount of new agents needed (e.g., number of agents now 
needed minus number of agents who have already 
responded). The process can test whether the most voted 
response reaches max. 
0077. The following tables provide example confidence 
levels for four and three choice queries, respectively. 
0078 Four Choices: 

# Agents # Agree Confidence 

4 3 0.813 
4 4 O.984 
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-continued 

# Agents # Agree Confidence 

5 4 O.941 
5 5 O.996 
6 4 O.868 
6 5 O.982 

007.9 Three Choices 

# Agents # Agree Confidence 

4 3 O.704 
4 4 O.963 
5 4 0.877 
5 5 O.988 
6 4 0.753 
6 5 O.951 

0080 FIG. 26 include four plots (2610, 2620, 2630, and 
2640) showing, for the number of choice options in the 
query, the number of agents required to meet a confidence 
value according to the example implementation. The 
assumption for each plot is that agents respond with the 
same choice on an N choice question, where N is 2-5 (for 
N=3 would be choice A, B, and C, and assuming all agents 
choose the same result). The values in between the discrete 
agents correspond to a fractional number of agents (non 
physical) unless implementing a weighting system to 
include more than “1” vote for high-confidence agents. As 
an example, in the 3 choice graph (2620), 4 agents respond 
ing with the same choice will give 0.963 confidence and 3 
agents responding with the same choice will yield 0.889 
confidence. To obtain 0.90 confidence, for example, would 
require 3.1 agents. It can be optimal (e.g., minimizing agents 
while maximizing confidence) to choose the number of 
agents associated with the jump immediately following the 
longest pattern at one whole agent. For example, in the 3 
choice graph (2620), the confidence value spends the most 
distance between 3 and 4 agents so the optimal decision 
would be to task 4 agents for 0.963 confidence. The less 
question options included, the more agents are required to all 
agree at first to reach the same confidence. For example, for 
0.95 confidence, 2 choices-6 agents; 3 choices-4 agents; 4 
choices-4 agents; 5 choices-3 agents. In the event of dis 
agreement, the number of agents required to agree will vary 
based on the number of choices. 

I0081. When a portion of the responses that a group of 
agents agrees on is incorrect, the confidence (or estimate of 
error) can be adjusted. Using the conditional probability will 
decrease bound put on the error, allowing more effective use 
of agents. This can be considered if the crowd of agents 
agrees on the wrong answer. If the initial crowd doesn’t 
agree, then more agents can be called as previously men 
tioned. An assumption can be made that each agent has the 
same probability of selecting the correct answer. In addition, 
the number of options can be no longer a factor because it 
is included with the probability of correctness. It is possible 
to calculate the error given a constant that has been empiri 
cally determined to be the probability of a wrong responses 
among attentive agents by 
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it. k -k 

P(AB) (e) (1-x) 
P(B) ( 

Error = 1 - P(A|B) 

This can be implemented in pseudocode as: 

def combination( n, k, p): 
f = math.ifactorial 
comb = (f(n)/(f(k)*f(n-k))) * (p)** r * (1-p)**(n-k) 
return comb 

definvcomb( n, k, p): 
f = math.ifactorial 
icomb = (f(n)/(f(k)*f(n-k))) * (1-p)** r * (p)*(n-k) 
return icomb 

confidence = combination(n,k,p) (invcomb(n,k,p) + 
combination (n.kp)) 
error = 1 - confidence 

where x is the probability of correct answer for crowd; A is 
the crowd of agents that was correct in response; B is the 
crowd of agents that agreed on an answer; AB is the crowd 
that agreed on correct answer; k is the number of agents 
needed to agree in order to meet confidence; n is the total 
number of agents that responded to question; and P(A|B) is 
the confidence. The method of calculating the conditional 
probability given an estimate of the wrong responses from 
the agents gives a smaller bound on the error and allows for 
utilizing fewer agents in Some situations. Some intermediate 
estimate of error between considering the empirical error 
and estimating based on random chance can be used. For 
example, estimating the confidence naively (using random 
chance) for 4 choices with 4 of 5 agents in accord is 0.941 
with a conditional error of 0.036, but if its shown that 0.90 
of crowd responses are correct, then the confidence of the 
same situation moves to 0.999 with an estimated error of 
O.OO14. 
0082 Assuming the pool of agents is determined to be 
correct 90% of the time, the following confidence values are 
provided. Further assumptions include that each individual 
agent has the same probability of answering with the pool. 

# Agents # Agree Confidence 

4 3 O.996 
4 4 O.999 
5 4 O.999 
5 5 O.999 
6 4 O.998 
6 5 O.999 

The level of confidences is varied compared to the above 
where the probability of selecting correctly was assumed to 
be equal to random chance. For example, in the four choices 
per question case with three of four agents recording the 
same answer, there is a confidence difference of 0.183 
between the two metrics. 
0083. In some implementations, result confidence is 
determined when each agent has an associated confidence 
measure. Where each agent is scored based on how fre 
quently he/she responds with the pool, assuming agents have 
high confidences, this approach yields higher confidence in 
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the pool answer, uses less agents, and decreases latency. 
Calculating the confidence in an answer where multiple 
agents have responded can be based on each of their 
respective error probabilities. For example, if the desired 
confidence of a response is 0.95, then having one agent with 
a 0.90 probability of correctly answering a question is not 
satisfactory. Therefore, another agent needs to be queried. If 
this second agent also has a 0.90 confidence is his/her 
response, and the two agents have the same answer, then the 
total error in their combined response is (1-0.90)*(1-0.90) 
=0.01 which corresponds to a 0.99 confidence (greater than 
the desired 0.95. If the agents do not answer with the same 
answer, then the question should be routed to another agent 
and the confidence of the answers can be similarly com 
puted. 

Confidence= 

)(1 - confidence2)(1 - confidence agent agent3 ) 
3 

1 - ( 2 confidence 

In the event that three agents do not agree or the aforemen 
tioned confidence is beneath the threshold, then the task can 
be handled in another manner because adding another agent 
brings this model no advantage (e.g., not tracking the 
percentage of correctness and tracking is as a crowd and not 
per agent). As a result, to decrease latency, it is possible to 
accept the answer that was given by the agent with the 
highest individual confidence. 
0084. In some implementations, too many duplicate que 
ries are Submitted to the agent management services. It is 
possible to put a time cap on how frequently the event 
detector can detect and classify “different events. Events 
can be searched for at five second intervals, and about three 
images are sent per duplicated event. This means that per 
duplicated event, there are two back-to-back events 
recorded. Therefore, some implementations only allow the 
event detector to classify events as different if they are 15 
seconds apart, thereby only including the first of three 
duplicates for one event. Using conditional probability this 
is possible. 

P(duplicate? hits 5s apart) Ak (2/3)) 
P(duplicate hits 5s apart) = P(hits 5s apart) P 

In other words, if the probability of getting a hit within five 
seconds of the last hit and it not being a duplicate is only 1% 
higher than that of getting a hit within five seconds of the 
previous hit and the two of them being duplicates, then the 
probability of a duplicate given back to back hits is 96%. 
Therefore, instructing the event detector to ignore back to 
back hits will have an error of 4%. 
I0085. In some implements, agents only answer multiple 
choice questions because free form replies or annotations 
can be inconsistent. This approach can include providing 
that agents only have to answer yes/no questions. In order to 
get a high confidence with a low number of agents, a 
different method, rather than simply asking multiple agents 
the same question can be worthwhile. For example, if the 
machine computational component concludes there is a 
vehicle present, then assume that it is correct. This tree splits 
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categories in half each time, to yield 8 possible choices at the 
end of the tree. This method will require S2(log 20n)) agents 
where n is the number of situations to account for (some 
models requires log 2(n) agents but the questions are not 
yes/no). At each step an agent can be given a “None of 
These type of option that will then cause the system to pop 
back up to the previous layer to let the same agent reevalu 
ate. In addition, beyond the tree could be an annotation 
question where an agent is prompted to write in information 
about a question Such as: "describe the taxi in the image'. 
This clarifies the previous agent's response and yields 
additional information. When an agent selects an option on 
the log(n) level, where n=8 in this case, the confidence in the 
answer will be: 

log(n)2, 1 m 
Confidence = 1 - 2: () 

I0086. In this case, with n=8, once the question reaches 
the bottom layer, the confidence in a vehicle being present 
is 0.938. This level of confidence is much higher than some 
other approaches, requires the same amount of agents, and 
requires no assumptions or data on the accuracy of agent 
responses. In an intrusion scenario when the goal is to 
identify if a person is in an area that he/she shouldn't be, 
then it is possible to simply ask two agents whether a person 
within the region of interest. If the two disagree, then call a 
third agent and take the answer with the majority vote. The 
confidence in this case won’t be very high (0.50 or 0.25 if 
three agents are needed), but a max of three agents will be 
needed. Another approach for the intrusion scenario might 
be to gain more information about a person by utilizing a 
tree approach. 
0087. This approach (e.g., using tree diagrams) works 
because there is an implicit agreement between consecutive 
agents. For example, when an agent selects “taxi, he/she 
agrees with the machine computation component that a 
vehicle is present and with the agents before on the fact that 
the answer was contained in the previously selected catego 
ries. Using the machine computation component as an agent 
when calculating the confidence gives this approach extra 
confidence, which happens to be a factor of 2. To go through 
the first scenario, there is a confidence of 0.938 that a vehicle 
is present, a confidence of 0.875 that the vehicle belongs to 
a category Such as “police, postal service, taxi, bus', a 
confidence of 0.75 that the vehicle is a “taxi or bus', and a 
confidence of 0.50 that the vehicle is a “taxi. However, the 
last agent, the fourth agent, providing the annotations, will 
clarify and his/her response will increase the confidence 
significantly. At any point if an agent does not see an option 
that relates to the photo, then he/she can select the “None of 
these option, which will transition the question up a layer 
for more generality. In the non-tree model, if an agent gives 
a response that is not the same, then more agents can be 
called to reach a certain confidence. But this can take 6, 7, 
and even more agents depending on the desired confidence 
and the number of choices in each question. An advantage 
that the tree model has is that a “wrong response does not 
penalize the latency as much, and selecting the “None of 
these option only sets back 1 agent (not two or so for each 
dissimilar answer in the non-tree model). 
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I0088. In some implementations, it is possible to classify 
agents as "experts' or otherwise as reliable agents. The 
classification can utilize a Bayesian classifier combination 
approach. In some implementations, when determining 
which agents to query (either initially or additional agents 
where there is disagreement among query results), a mini 
mum quality required of a to-be-queried agent can be 
determined to achieve the required confidence. 
I0089. The sending of the determined amount of tasks to 
as many agents can be instantiated. In addition, if the 
number of choice options on a single question is high, a 
small number of agents can be utilized for verification. 
However, other factors can contribute to users answering 
different answers and requiring the calling of more agents. 
A Zone between 3 and 5 choice options can require 3-4 
agents to review the task. This allows for a considerable 
agent pool review of the task, but one that is Small enough 
to be feasible in close to real time. This can work with 
multiple choice questions. To speed up the process and 
reduce the amount of disagreements, a weighting system for 
experienced agents can be implemented. This allows for 
certain agents to carry a vote that goes over +1. The 
objective can be to reach a conclusion of a certain confi 
dence based on agent response, and if the first batch of 
agents can’t get that confidence, this approach can send it to 
a calculated number of additional agents in order to meet the 
confidence. 

0090. In some models, agent performance can be tracked 
and in others performance can be tracked individually or as 
a group. This implies that the percentage of group answers 
that are correct is constantly updated and used to determine 
confidence. The second approach includes an assumption 
that agents answer just as correctly as the group. Another 
approach is to track the proportion of correct responses per 
agent. This gives a more accurate level of confidence in the 
answer received. In addition, this model inherently requires 
fewer agents than some previously describes models to 
complete each task. An issue with this model arises if all of 
the called agents give different responses. At that point, the 
answer given by the agent with the highest proportion of 
correct answers can be accepted or a special worker can be 
tasked. In addition, agents with high confidences can be 
given opportunities to be the sole agent on a task. 
0091 Different approaches can result in different levels 
of accuracy, latency, and required agent queries. In a first 
model where all agents are assumed to be equal and bad, 
yields the most accurate results; however, the tasks require 
a lot of agents. A balance between assuming agents are bad 
and trusting them is possible. In some implementations, at 
least two agents can answer each task. If on average when 
2 agents agree, they yield a correct response 0.80 of the time, 
then the probability that they are both wrong is 0.04. In fact, 
given that two agents respond, their individual probabilities 
of correctness can be as low as 0.70 to have a collective 
confidence of greater than 0.90 and an individual probability 
of correctness of 0.78 for a collective greater than 0.95. 
However, given that nothing is known (in this approach) 
about the agents, the confidence with two agents selecting 
the same response is between 0.50 and 0.80 depending on 
the number of question options (0.50 2 options, 0.80 5 
options). Assuming agents take two seconds per response 
and it takes one second to both pass through the first round 
of AI and notify the right people after the agent computation 
component, then two to four agents can view each task while 
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maintaining responses in Substantially real time. Given that 
information, the questions can be designed in Such a way 
that there are three choice options. Then, as soon as two 
agents respond with the same response, assume the answer 
is correct. This way, four agents is a maximum allowed 
agents, completing the task in nine seconds. In having three 
option choices and assuming the first two agents respond 
with the same answer, the confidence is 0.67 (assuming no 
knowledge about agent accuracy). If two of the first three 
agree, the confidence becomes 0.33 and if two of four agents 
agree, then the confidence is 0.11. However, if agents are 
assumed to be better than just guessing at random, for 
example, agents respond along with the pool answer just 
60% of the time-the aforementioned confidences rise to 
0.84, 0.712, and 0.654, respectively. For a five question 
prompt with public service, commercial, private, not a 
vehicle, and duplicate as the options, duplicate can be not 
utilized. 

0092. In some implementations, agents answer yes/no or 
very short (3-4 option) multiple choice questions. To get 
specifics, such as the type of vehicle, the tree model can be 
utilized. However, in answering simple questions such as: 
“is a vehicle present’ or “is there a person there', then the 
model where it is assumed that each agent is of a certain 
caliber can be advantageous (e.g., collecting data on how 
often agents are correct and use that to generalize for all 
agents). This approach can provide low latency while main 
taining a relatively high confidence. For example, if the 
agent pool answers with what is deemed to be 80% accuracy, 
then given that the first two agents respond with the same 
answer, there is a 0.96 confidence in the response. If the first 
two disagree, then there is a 0.904 confidence in the response 
(yes/no question, the third agent is tiebreaker). In addition, 
as mentioned above, it is possible to calculate the error 
associated with this type of agreement among the agent pool. 
0093. In some implementations, the quality of available 
agents in the pool of available agents can be determined. 
Agent performance can be evaluated on several individual 
characteristics such as quality, efficiency and fraud detec 
tion. In some implementations, a minimum quality required 
of to-be-queried agents can be determined to achieve the 
required confidence. 
0094. In order to assess agent quality, agents can be 
evaluated based on how often they respond correctly queries 
with known answers. For example, a database of images, 
questions, and correct answers to the questions can be 
maintained. Each agent can be queried on these known 
queries, for example, when they would otherwise be idle 
(e.g., not being queried by a live event). Accuracy can be 
determined as 

Number of correct responses f A ccuracy ( Total number of tasks 

0095 Agent efficiency can be assessed by measuring 
their response time to a query and comparing that response 
time to a metric, Such as a target response time, or target 
response time variance. For example agent efficiency can be 
computed as 
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Average agent response time-Target response time Latency Penalty = 20 target 

Variance Penalty = 

(Lany standard deviation-Target standard deviation 
20 target 

0096. Some agents may attempt to answer queries with 
out fully considering the query (e.g., always selecting 
“yes”). This can be considered fraud by the agent. To detect 
an agent answering too quickly, an agent can be considered 
to be answering too quickly if he or she is under one standard 
deviation below the expected variance in latency and if the 
agent has responded to two questions in a row with a latency 
two standard deviations below the expected latency. 
Approximating the latency distribution as Gaussian over 
many tasks can be computed as 

-(-22 
1 2O2 1 2O2 1 - - -(2) e latency ?ix 1 - - -- (2) e variation dx 

Ovariance V2 ?t Otatency W 27t 

(2) indicates text missing or illegiblewhen filed 

Where Z is average agent latency, and V is average standard 
deviation among agent latency. As a result, an agent in this 
group is extremely unlikely to exhibit these results by 
chance, and an agent answering with Such a pattern can be 
considered inaccurate. 
0097 Efficiency and quality metrics can be combined to 
provide a composite assessment of agents. Some agents may 
be highly accurate but slow while other agents may be 
inaccurate but fast. Thus, the combined score can be used to 
weigh the benefits of agents who answer questions more 
quickly but may make slightly more mistakes. The following 
is an example implementation for combining the quality and 
efficiency metrics. 

target mean =5.0 #median Time 
target stcl=2.8 #median STD 
#Time is array of average latencies 
#Correct is array of the number of correct responses for each agent 
#Total is array of number of tasks handled by each agent 
#STD and STDd contain standard deviations in latency for each agent 
#Efficiency, Quality, and Score are the agents evaluation scores 
for i in range(Olen(Agents): 

q=(Correcti/Totali)**2 
Quality.extend (q) 
if Timei > target mean: 

L=-0.5*abs((target mean-Timei))/(2*target stol) 
else: 

L=0.5 
if STDdAgentsi > target stcl: 

E=-0.5* (abs((target stol-STDdAgentsi))/(2*target stol))**2 
else: 

E=0.5 
le=L+E 
Efficiency.extend (le) 
#weight quality and efficiency evenly 
s=.5* q+.5*le 
Score...extend(s) 

0098. In some implementations, it is possible to classify 
agents as experts or otherwise as reliable agents. The clas 
sification can utilize a Bayesian classifier combination 
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approach. In some implementations, when determining 
which agents to query (either initially or additional agents 
where there is disagreement among query results), a mini 
mum quality required of a to-be-queried agent can be 
determined to achieve the required confidence. 
0099 Classifying agents can be implemented as iterative 
algorithm using a randomized bipartite graph (tasks and 
agents) that can allow for no knowledge of prior parameters. 
Majority Voting is less accurate and can require more agents. 
Utilizing an iterative learning approach, the probability of an 
error only significantly decreases after about 5-7 workers. A 
hybrid of majority Voting for Smart judgement aggregation 
and Bayesian classifier combination approach is possible for 
auto-quality control. Back propagation, expectation-maxi 
mization, and other machine learning type classifiers are 
possible. Features can include a back propagation like 
weighting system to rate agents, use of softmax to determine 
probabilities confidences; sequential probability (e.g., ratio 
test) where initial expected fraction of hits is known; gen 
erating an estimated Poisson distribution based on an arti 
ficial intelligence threshold (error-1-threshold) and update 
empirically; receiver operating characteristic (ROC) can be 
effective to see false positives and false negatives; model 
assumptions that a good worker should have the same false 
positive rate (FPR) and false negative rate (FNR) but a really 
bad worker could have a similar spread; can integrate curve 
numerically; confusion matrix mapping can record false 
negative rate and false positive rate; iterative algorithms that 
assumes no knowledge of a prior parameters, hybrid models 
can include Sum of log(probability) to determine Gaussian 
approximation and then variance can be used to rate agents. 
0100 FIG. 27 illustrates three plots (2710, 2720, 2730, 
and 2740) of latency versus average agent response time for 
3 agents per task (2710), 5 agents per task *2720), 7 agents 
per task (2730), and 9 agents per task (2740). Each plot 
relates to an example system where 10 alerts occur per day, 
304 per month, with an average agent response time of 1.4 
seconds. Each plot assumes that all agents answer with 
individual confidence of 0.70, 0.80, 0.95, cost and latency 
are the same across a given row because they do not depend 
on accuracy (only the input average response time). Further 
assumptions include: that all agents respond with the same 
answer as frequently as they answer correctly and that the 
options for majority Voting when agents don't all answer the 
same are uniformly distributed; that rate at which agents 
respond is a Poisson process and that the number of alerts is 
large enough to assume a normal distribution; and that 
crowd will agree with probability equal to accuracy and split 
uniformly among types of disagreements always odd num 
ber of agents to ensure there is a majority vote. Accuracy of 
3, 5, 7, and 9 agent crowd is based on varying probabilities 
of answering task correctly (as determined experimentally). 
0101 Example latency interpretation: 95% confident that 
if the average agent response time is 2.5 seconds, then the 
task latency for a company that chooses the 3 agent/task plan 
is under 7 seconds. An alternate interpretation: 95% of tasks 
in the 3 agents/task scenario with an average of 2.5 seconds 
per task will have latency under 7 seconds. These do not 
include the time it takes to load and send the images/ 
information or the time for queueing the agents. 
0102 Latency is calculated by assuming that the rate of 
completed tasks is a Poisson process where dt is latency, 
lambda is the average response time for an individual agent 
and N is the number of agents assigned to a task. Matrix 
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represents the number of standard deviations for a normal 
ized distribution (n=304, therefore approximately normal) to 
get confidence thresholds of 75%, 95% and 99%. 
0103) In some implementations, an effective strategy can 
be to query 3, 5, 7, or 9 agents depending on desired 
confidence/error and take the majority voted answer. If the 
agents are 75% accurate and the customer wants answers 
with 95% confidence, then 3 agents should be queried per 
task results in about 15 false positives per month, an agent 
pool latency of about 5 seconds (not including information 
transmission and queueing). Assuming agents will be at 80% 
accurate, the 5 agents/task plan yields answers with 95.4% 
confidence with under 2 false positives per month, an agent 
pool latency of about 6 seconds. If a customer is getting 
about 10 alerts per day, the current subject matter can 
improve from getting 1 false positive every other per day to 
getting 1 false positive per week by increasing the number 
of agents from 3 to 5 per task (assuming agents are answer 
ing the tasks with 75% accuracy). Can go to 1 false positive 
per month by increasing the number of agents/task to 9. If 
the agents can be 95% accurate, then the false positive rate 
is effectively 0 false positives per month even with only 3 
agents taking a majority vote. If agents are answering with 
70% accuracy, then a customer can jump from 92% confi 
dence with 3 agents per task to 97% confidence by utilizing 
5 agents per task. The number of false positives would 
decrease by over 68% (from 22 to 7). 
0104 FIG. 28 is a system block diagram of an example 
agent management system 2800. The agent management 
system 2800, also referred to as the IQ sub-system, can 
implement an agent management services 555 described 
below with respect to FIG. 5. In agent management system 
2800, collaboration between components take place using 
event-driven (publish/subscribe) and service-oriented 
(REST web service) patterns. Agent management system 
2800 includes an IQ core 2810 having multiple sub-modules 
includes qualifications, training, queuing, recruiting, priori 
tization, on-boarding, and core services. The agent manage 
ment system 2800 includes a task specification 2820 (also 
referred to as an IQ specification) and IQ channels 2830. The 
task specification 2820 includes a definition of the queries to 
be performed. The IQ channels 2830 include one or more 
channels for accessing agents (e.g., human agents). The 
channels can correspond to different quality of agents. 
0105. By way of a brief overview of the workflow of 
agent management system 2800, a producer of an IQ request 
in the platform (e.g. the task director 535 described below) 
publishes a request containing the data necessary to create a 
task specification 2820. Task specification 2820 is persisted 
and maintains state throughout the resolution workflow. IQ 
core 2810 prioritizes the task specification 2820 based on 
agent qualifications, constraints and the platform 500 pro 
vided priority. A queue is adjusted dynamically as task 
specifications 2820 arrive and existing task specifications 
2820 are concluded or escalated. When task specifications 
2820 arrive that cannot be assigned to the current active 
agent pool (insufficient pool size or qualifications), cam 
paigns are created to recruit agents through direct notifica 
tions and advertising on IQ channels 2830. Participating 
agent users accept task specifications 2820 and provide 
responses. IQ Core 2810 monitors agent responses and 
tracks progress towards satisfying task specification 2820 
constraints such as the number of required judgments. Once 
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all constraints are satisfied, a task specification 2820 can be 
concluded and results are published to interested platform 
500 components. 
0106 Task specification 2820 represents a request for 
human intelligence as defined by the platform 500. Task 
specification 2820 provides reference information for the 
task that spawned it, user qualification requirements, priority 
and problem information. The associated task encompasses 
the scenario, modality, artifacts, assets and more. Qualifi 
cations can include a set of weighted agent qualifications 
that can be used when targeting users for participation. Each 
qualification can be inclusive and/or exclusive and 
weighted. Priority can include a numerical value represent 
ing a defined priority. Constraints can include attributes that 
externally constrain processing of the task specification 
2820. Constraints can include cost, latency/time or number 
of required agent query responses. Constraints may provide 
an outcome to occur when reached or violated. The problem 
can define what is to be captured by an agent response (e.g., 
Boolean, 1-of-many, many-of-many) and options (e.g., mul 
tiple choice questions to be presented). Question “text may 
be explicitly provided or programmatically generated based 
on the modality, artifacts and options. Questions may pro 
vide a known solution. 

0107 Constraints provide the general control structure 
for the task specification 2820 life-cycle. Limitations can be 
provided on resources consumed by the task specification 
2820 (e.g., time, cost, judgments) and what actions should 
be taken when a constraint is reached. Task specification 
may provide a known Solution used to evaluate agent 
accuracy. Solutions can be automatically assigned based on 
AI/agent confidence or manually through training modules. 
0108. Agents participating through an IQ channel 2830 
are represented by identity and user components. Agent 
users interact with task specifications 2820 through the 
context of a work session. A work session begins when an 
agent accepts a task specification 2820 from the queue and 
ends when they conclude their session, terminate their client, 
or timeout. During the life-cycle of a work session, agents 
can enter and exit task specification sessions for each task 
specification they are assigned. The session begins when a 
task specification is displayed to the agent and ends when 
they Submit a response, skip the task specification, navigate 
elsewhere or terminate their client. Every task specification 
session can conclude with a task specification query result 
from the agent. This response could indicate the agent 
skipped the task specification, could not come up with an 
answer (unknown) or provided a valid judgment. Task 
specification sessions that conclude with a timeout, closed or 
terminated do not contain a response. Agents that have 
configured a schedule for work sessions may participate 
during the life-cycle of a previously scheduled session. 
Agents may initiate a new work session directly in response 
to a notification about a schedule or organically arrive at the 
time of a session. The schedule associated with a created 
work session is captured in the session itself. In some 
implementations, the system can provide routines for train 
ing agents and evaluating agent accuracy. 
0109 FIG. 29 is a system block diagram illustrating the 
example agent management system 2800 in more detail. The 
agent management system 2800 can include an AMOP event 
messaging system 2905, IQ requestor 2910, IQ director 
2915, data manager 2920, queue manager 2925, client 
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connector 2930, recruitment manager 2935, constraint man 
ager 2940, IQ recipe manager 2945, and payment manager 
2950. 
0110 IQ requestor 2910 represents any participating plat 
form component that publishes task specification requests 
(e.g., NEED IQ). The task director creates a task specifi 
cation 2820 with all required parameters such as priority, 
qualifications and constraints. The requestor 29.10 may also 
subscribe to IQ events specific to the task specification 2820 
provided. 
0111 IQ director 2915 provides overall workflow orches 
tration. The director provides status of task specifications 
2820 to requestors and process the end state of all task 
specifications 2820. Once all constraints for a task specifi 
cation 2820 are satisfied, the IQ director 2915 alerts the rest 
of the system 2900 in the form of a report. 
0112 Data manager 2920 manages all IQ related data. IQ 
specific implementations and listeners are a part of the 
shared data manager 2920. 
0113 Queue manager 2925 controls queueing and priori 
tization of task specifications 2820. Queue manager 2925 
can queue references based on the priority provided in the 
request and a simple first in first out (FIFO) strategy for 
matching priorities. Queue 2925 manager provides the next 
available matching task specification 2820 to an active agent 
and an estimated count of available specs for an agent. 
Criteria for selecting the next task specification 2820 can be 
based on the following: highest priority first, then FIFO: task 
specification 2820 does not already have a response from 
this agent; task specification 2820 qualifications are satisfied 
by current agent; and task specifications 2820 that have 
partially completed constraints. Queue manager 2925 can 
also responsible for monitoring the queue and identifying 
task specifications 2820 that are not resolving within pro 
vided constraints (e.g., latency). 
0114. A shared queue can be used to reduce latency and 
unnecessary complexity of managing individual queues for 
every active agent. This approach provides more dynamic 
just-in-time tasking of agents. Anticipation-queues can also 
be utilized. 
0115 Client connector 2930 provides the REST API for 
all clients and the life cycle of task specification 2820 
resolution. Management of the agent pool and work sessions 
is controlled by an agent manager, which manages the life 
cycle of agent work session and task specification session 
while providing standard services for work history and 
payment history. 
0116 Recruitment manager 2935 enables recruitment 
campaigns to Solicit agents to participate in active work 
sessions. Recruitment manager 2935 manages the life-cycle 
of active campaigns including: launching new campaigns 
based on queuing need; close campaigns when task speci 
fications 2820 are completed; and notify matching agents in 
the IQ channel 2830 that new work is available. Recruitment 
manager 2935 can launch new campaigns based on escala 
tions or serviceability needs from queue manager 2925. 
0117 Constraint manager 2940 can monitor task speci 
fications 2820 and determine when a task specification 2820 
reaches a constraint (e.g., latency, confidence, and the like). 
Response count constraint can be tracked by monitoring task 
specification sessions that are closed with a conclusion of 
responded. Once the required number of unique responses 
have been captured, constraint manager 2940 can publish a 
constraint reached event. 
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0118 IQ recipe manager 2945 provides a complete model 
for how a task specification will be represented to an agent. 
When a task specification session is created, the IQ recipe 
manager 2945 assigns an active IQ recipe 2820 to be used. 
The IQ recipe manager 2945 maintains a list of active IQ 
recipe campaigns and determines the most appropriate 
recipe to use for the current task specification 2820 based on 
campaign configuration. When no active recipe campaigns 
are running, a default recipe can be used. 
0119. As task specification sessions are completed by 
agents, the IQ recipe manager 2945 can aggregate comple 
tion towards the campaign constraints (e.g. apply the recipe 
against 250 task specifications or 500 task specification 
sessions). 
0120 Payment manager 2950 schedules, manages work 
flow and integrates payment services. Each Support IQ 
channel 2830 can specify what payment services are pro 
vided. Payment adaptors for each IQ channel 2830 can 
abstract the specifics of communicating with the channel for 
basic payment operations. Based on a defined payment 
schedule, the payment manager 2950 can collect open 
payables, combine them into a payment and process them 
through their respective IQ channel 2830. Payment manager 
2950 can support verification flows that can include admin 
istrative approval. 
0121 FIG. 30 is a data flow diagram illustrating data flow 
3000 between components of system 2900 when a task 
specification 2820 is created. FIG. 31 is a data flow diagram 
illustrating data flow 3100 between components of system 
2800 during a work session when an agent participates in a 
work session and receives payment (at a later time). Agents 
can participate in the workflow by invitation (on-boarding, 
notification and the like) or by direct recruitment campaign 
on an IQ channel 2830. Agents create a work session when 
entering the system and provide query results within the 
context of a task specification session. 
0122 FIG. 32 is a data flow diagram illustrating data flow 
3200 between components of system 2800 during task 
specification 2820 resolution. Task specifications 2820 are 
resolved once all constraints have been satisfied. Task speci 
fication 2820 constraints such as minimum number of agent 
query results can be enforced via the constraint manager 
2940. AS task specification sessions are closed, constraint 
related data attributes can be collected. The sequence 3200 
illustrated in FIG. 32 describes an agent Submitting a query 
result (session closed) that results in the satisfaction of all 
remaining constraints. 
0123. In some implementations, when the agent pool is 
currently answering one or more queries, a pending task or 
pending query may be provided to a queue to wait until 
agents are available. The probability that a task will have to 
wait in the queue can be determined by an Erlang C model. 
The following is an example implementation for computing 
the likelihood that a task will wait in the queue. 

%erlang 
function C = erlang(h.m,t) 

%total number of agent sets (n=5 could mean 15 agents for 
3 agentSitask) 
%m = total number of agents online 
%k = number of agents that are answering each task 
%n = number of combinations of different agents 
n = factorial (m)/(factorial(k)*factorial(m-k)) 
%h = hits per day 
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-continued 

%average agent response time in days (assuming 2 second handle time) 
t = t (3600*24); 
%period length = 1 day 

%'erlangs' 

%Erlang B model 

for i = 1:n 

b = b + xi/factorial(i); 
end 

B = (xn/factorial(n))/b; 
%Erlang C with Embedded B Model 
%interpreted as the probability that when a task comes in it will have 
to wait be queued 
C = (in B)/(n-x*(1-B)); 

end 

0.124. In some implementations, queries can be routed to 
the n agents that are closest to the average completion time 
in their current task. The current Subject matter can send a 
result based on the answer that a majority of the n agents 
voted for. 
0.125 With respect to queue, the queue can be FIFO to 
minimize latency. Tasks can come in as a set of jobs that 
contains a number of jobs equal to the amount of agents to 
evaluate each task. For example, if 3 agents are required per 
task, then the set for that alert will contain 3 jobs. All of the 
jobs in the first agent's packet will be assigned to distinct 
agents, if no agents are available, then that packet will join 
the queue. Each job in a set is required to be sent to a 
different agent. Therefore, if the only agents available are 
ones that have seen a job in that packet, then the job will 
remain in the queue and a different packets jobs will be 
called. 

0.126 Expected queue latency can be determined using an 
Erlang C model. For example, there is a probability of 
0.0002 that an alert will have to wait and join the queue if 
there are 10 alerts/day and 1 set of agents (3, 5, 7, or 9). The 
determination can be based on the rate of incoming tasks and 
the number of agents in online and offline states. Other 
factors can include the number of total agents that are logged 
in at any given time; number of agents answering "buffer 
questions (e.g., artificial intelligence training questions or 
questions to assess agent quality) and whether he/she is 
close to completing task (close to average completion time). 
I0127. A certain percentage of the entire agent pool will be 
online at any given moment. When online, agents complete 
hot tasks (meaning the agents is already engaged in the 
work) in order to make feedback as real-time as possible. An 
online agent can elect to complete tasks. The job can be a 1 
minute commitment to answer yes/no, “is there a person in 
the photo or not-type, or other simple questions. The agent 
can be routed a new task/photo after they complete the 
previous one. If there are no real-world events, then the 
agent can be fed images that can be used to train the artificial 
intelligence components of the machine computation com 
ponent or the agent can be fed known images that can be 
used to test the accuracy of a specific agent. If an event is 
detected and it gets passed the machine computation com 
ponent, then the task can be routed to the agents already in 
the 1 minute commitment. The real event can be the next 
image they are given to view. The real task can be routed to 
the agent that has been on his current task the longest 
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(without going over the average response time by too much, 
tasks can be timed out at that point). At least three different 
agents can need to complete each task to reach the correct 
amount of confidence. If no agents are available, then the 
tasks can join the queue. If only agents that have seen one 
of the three tasks in the set are available, then a new set of 
tasks can be accessed and its tasks can be distributed. 
However, the first available agent that hasn’t seen the 
previous sets tasks can be called for the previous set. A 
benefit of having agents commit to a 1 minute (or other 
length of time) job is the elimination of events such as the 
agent opening the task and Subsequently leaving their com 
puter with the task open. 
0128. In determining queue waiting times, factors can 
include total number of registered agents, percentage of 
agents that are online at any given time, number of agents 
per task, number of hits per day, average agent response 
time, and standard deviation for the agent response time. The 
model can employ a randomized algorithm that iterates once 
for each incoming task. An assumption is that there is a 
constant flow of tasks into and out of the model, and no task 
will be put in a situation where it has to wait on a third agent 
because all of the available agents have seen the task. In 
other words, the model adds tasks to a queue, but assumes 
the first available agent is able to take on the task. 
0129. The model can take agents and assign them the hot 
job where they are answering filler questions. It then assigns 
each agent an estimate on how much longer the task should 
take. The estimate is based on a pseudo-random number 
drawn from the uniform distribution that is assigned as a 
percentage of the average time each task is expected to take 
to complete. Then, whichever 3 agents have the least amount 
of expected time left in their respective filler tasks get routed 
the actual tasks. Then, total latency is calculated based on a 
randomized algorithm that assigns a Z-score based on a 
pseudo-randomly generated number on the uniform distri 
bution. The frequency of Z-scores is based on a normal 
distribution and a simple numerical integration that esti 
mates the distance between standard deviations on the curve. 
A task can enter the queue if the pseudo-randomly generated 
number assigned to the agent is below the probability that a 
task will enter the queue as determined by the Erlang C 
formula. The maximum latency between the 3 agents 
assigned to the task is taken as the total latency to complete 
the task. The frequency with which each latency (to the 
nearest tenth of a second) occurs is stored, the data is 
normalized, and then a Softmax algorithm can be used to 
assign each frequency a probability of occurrence. In the 
case of 10 agents, 50% of which are online, 3 agents/task, 
10,000 tasks per day, an average response time of 2 seconds, 
and a standard deviation of 1 second, the output graphs are 
provided in FIG. 35. 
0130 Confidence can be determined based on a cumu 
lative distribution function for the frequency of latency as 
determined by simulation. A final output for the situation 
described above are provided in FIG. 36. 
0131 FIG. 33 is a system block diagram illustrating 
agent client architecture 3300. Agents can access system 
2800 from a device 3310 (e.g., desktop, phone, tablet) with 
a client 3320 (e.g., web, mobile web, native app) through an 
IQ channel 2830 (e.g., Mosaiq Exchange, Mechanical Turk, 
and the like). Agents can be able to access the IQ core 2810 
from the device 3310, client 3320, and channel 2830 that 
delivers them the most convenience and productivity. 
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I0132) Device 3310 can include any network-enabled 
device that can access IQ 2810 over HTTP(s). Client 3320 
represents the core software executing within a remote 
browser or pure JavaScript environment. A single page 
application (SPA) is a general term applied to web applica 
tions that retrieve resources (HTML, JS, CSS) during the 
initial page load (or dynamically load them as necessary). 
Navigation within the application does not result in a reload 
of the browser and is instead processed asynchronously. 
Client 3320 can provide an interactive workspace for agents 
and can communicate with IQ 2810 asynchronously over 
traditional REST services and web socket messaging. Client 
3320 can communicate with system 2900. This communi 
cation can take place using HTTP over SSL. Primary com 
munication can take place via REST APIs. Native applica 
tions are possible. 
0.133 FIG. 34 is a process flow diagram illustrating a 
method 3400 of training a machine computation component 
on the result provided from an agent computation compo 
nent. Because the currents Subject matter enables run-time 
truth determination by querying human agents via the agent 
computation component, the current Subject matter can train 
the artificial intelligence components (e.g., as implemented 
by the machine computation component) to improve their 
performance on real-world data. 
0.134. At 3410, sensor data can be received. The sensor 
data can be received from and/or of a security system asset. 
An asset can include an imaging device, a video camera, a 
Still camera, a radar imaging device, a microphone, a chemi 
cal sensor, an acoustic sensor, a radiation sensor, a thermal 
sensor, a pressure sensor, a force sensor, a proximity sensor 
or a number of other sensor types. “Sensor,” as used herein 
may include information that did not originate specifically 
from physical hardware, Such as a computer algorithm. The 
sensor data can include, for example, an image (e.g., optical, 
radar, and the like), video, audio recording, data generated 
by any of the above-enumerated assets, and the like. In some 
implementations, the sensor data can be from a system other 
than a security system. 
I0135. At 3420, requesting processing by, and receiving a 
result and a confidence measure of the result from, an agent 
computation component. The confidence measure can 
exceed a predefined threshold (e.g., 0.9). As described more 
fully above, the agent computation component can execute 
the task by querying one or more agents in a pool of agents 
to perform the task, such as an image recognition task, 
answering a question regarding a characteristic of the image, 
and the like. In some implementations, the agent computa 
tion component can provide a query result in Substantially 
real-time, such as within 5, 10, or 30 seconds of receiving a 
query request. The agent computation component can also 
determine a confidence measure of its output. The confi 
dence measure may be directly supplied by an agent or can 
be determined by the agent computation component using an 
algorithm that assesses the accuracy and reliability of the 
agent that provides a response. The agent computation 
component can query multiple agents and create a composite 
output and a composite confidence. The confidence measure 
can characterize a likelihood that the output of the agent 
computation component is correct. 
0.136. At 3430, a predictive model of a machine compu 
tation component can be trained by providing the sensor data 
as input and the result from the agent computation compo 
nent as a Supervisory signal. As described above, the 
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machine computation component can include an artificial 
intelligence (e.g., machine learning) system that develops 
and utilizes a predictive model. The machine computation 
component can include any number of algorithms. In some 
implementations, the machine computation component can 
include a deep neural network, a convolutional neural net 
work (CNN), a Faster Region-based CNN (R-CNN), and the 
like. 
0.137 In some implementations, a database of unlabeled 
data can be maintained and provided to agents who are 
available but not actively being queried based on an event 
(e.g., to analyze sensor data received from a security sys 
tem). Thus, the agents can be utilized to train the machine 
computation component during down-time while maintain 
ing their readiness to be queried for a live event. 
0138 FIG. 1 is a process flow diagram illustrating a 
method 100 of augmenting artificial intelligence with human 
intelligence tasks. The method 100 of augmenting artificial 
intelligence with human intelligence tasks is implemented 
using flow control, which can be represented as a state 
machine for Solving a computational task. 
0139. At 110, sensor data is received. The sensor data can 
be received from and/or of a security system asset. An asset 
can include an imaging device, a video camera, a still 
camera, a radar imaging device, a microphone, a chemical 
sensor, an acoustic sensor, a radiation sensor, a thermal 
sensor, a pressure sensor, a force sensor, a proximity sensor 
or a number of other sensor types. “Sensor,” as used herein 
may include information that did not originate specifically 
from physical hardware, Such as a computer algorithm. The 
sensor data can include, for example, an image (e.g., optical, 
radar, and the like), video, audio recording, data generated 
by any of the above-enumerated assets, and the like. In some 
implementations, the sensor data can be from a system other 
than a security system, for example, the sensor data can be 
access control system data, weather system data, data about 
the risk posed by an individual or the risk of a security threat 
given a set of conditions. Other system types are possible. 
0140. The security system can include a number of 
deployment types including closed circuit television, Sur 
veillance camera, retail camera, mobile device, body cam 
eras, drone footage, personnel inspection systems, object 
inspection systems, and the like. 
0141. The security system can be implemented in many 
ways. For example, the security system can include a system 
to detect for physical intrusion into a space (e.g., whether a 
person is trespassing in a restricted area); a system to 
determine whether an individual should or should not be 
allowed access (e.g., a security gate); a system to detect for 
objects, people, or vehicles loitering in a region; a system to 
detect for certain behavior exhibited by a person (e.g., 
Suspicious behavior); a system to detect track a person or 
object viewed from one asset (e.g., camera) to another asset; 
a system to determine the status of an object in the asset field 
of view (e.g., whether there is Snow on a walkway); a system 
to count people or objects (e.g., vehicles) in a scene; a 
system to detect for abnormal conditions (e.g., as compared 
to a baseline condition); a system to detect license plates 
over time; a system to detect for weapons, contraband, or 
dangerous materials on a person or within a container (e.g., 
a security checkpoint); and the like. 
0142. At 120, a predefined modality is accessed. The 
accessing can be from memory. The predefined modality can 
be associated with the security system asset. The modality 
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can define a computational task for analyzing the received 
sensor data. For example, where the asset is a video moni 
toring the threshold of a building, the predefined modality 
can include a computational task that specifies that an image 
taken by the asset should be processed to detect for a 
presence of a person in the threshold (e.g., a region of the 
image). Associated with the asset can be a collection of 
configurable data that can be provided for each asset modal 
ity pairing. Asset details can include, for example, inclusion 
areas, exclusion areas, filtering parameters, region of interest 
requirements and the like. These are all specific to the asset 
scene for that modality. 
0.143 A modality can be considered an architectural 
concept that, when used as building blocks, can capture a 
pattern of security objectives. An analysis platform can 
expose modalities as building blocks for clearly articulating 
the problem to be solved. An example modality can include 
an intrusion detection scenario, where the pattern repre 
sented is one of first detecting that a trigger has happened 
and that the trigger was caused by a human and that the 
human is intruding upon a defined area. A modality can 
guide and coordinate machine computation components and 
agent computation components of the platform. Modalities 
can provide direction to the analysis platform regarding 
what the security system is trying to detect or control. 
0144. In some implementations, the predefined modality 
can define a solution state machine or flow control that 
provides a framework for utilizing the processing compo 
nents of the analytical platform to solve a problem (which 
could be a piece of a larger scenario). Each computation 
component can have access to the solution state machine and 
can advance the state. 
0145 Concretely, FIG. 2 is a state diagram of an example 
solution state machine 200 as defined by a modality. “S” is 
a start state, “MI is a first machine intelligence state, “MI2 
is a second machine intelligence State, “HI” is a human 
intelligence state, “ES” is a terminal state corresponding to 
a successful match (e.g., pattern match, classification, detec 
tion, and the like), and “EF is a terminal state correspond 
ing to an unsuccessful match (e.g., pattern match, classifi 
cation, detection, and the like). “C” relates to confidence of 
the processing at each state and “T” relates to the number of 
times the associated processing has been performed. Tran 
sition rules are Boolean operators of the confidence (“C) 
and processing times (“T”). 
014.6 Referring again to FIG. 1, at 130, a flow control, or 
Solution state machine object can be instantiated. The instan 
tiating creates a concrete occurrence of the solution state 
machine object that exists during runtime. The solution state 
machine object can have at least two intermediate states, one 
associated with machine computation component processing 
and one associated with agent computation component pro 
cessing. 
0.147. At 140, the computational task is executed using 
the Solution state machine object. A solution state machine 
object can be represented in persistent data as a transition 
table and can be accessible for querying and changing state. 
0148 Execution of the computational task can include, at 
142, requesting processing of the task by, and receiving a 
result of a machine computation component when the 
current state of the Solution state machine object is in a 
machine computation component state. The machine com 
putation component can execute the task by applying a 
predictive model to the sensor data to determine an output 
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(e.g., pattern match, classification, detection, and the like). 
The machine computation component can also determine a 
confidence measure of its output. The confidence measure 
can characterize a likelihood that the output of the machine 
computation component is correct. For example, in the 
implementation where the machine computation component 
is a convolutional neural net, the convolutional neural net 
work’s last layer can be a logistic regression layer, which 
classifies image patches into labels. During the training 
phase this value can be set to 1 for positive examples and to 
0 for negative examples. During the operational phase (e.g., 
when applying new data to the convolutional neural net 
work) this value can be the probability of an input image 
being the object of interest. 
0149 Execution of the computational task can include, at 
144, requesting processing of the task by, and receiving a 
result of an agent computation component when the current 
state of the solution state machine object is in an agent 
computation component state. The agent computation com 
ponent can execute the task by querying one or more agents 
in a pool of agents to perform the task, Such as an image 
recognition task, answering a question regarding a charac 
teristic of the image, and the like. In some implementations, 
the agent computation component can provide a query result 
in substantially real-time, such as within 5, 10, or 30 seconds 
of receiving a query request. The agent computation com 
ponent can also determine a confidence measure of its 
output. The confidence measure may be directly supplied by 
an agent or can be determined by the agent computation 
component using an algorithm that assesses the accuracy 
and reliability of the agent that provides a response. The 
agent computation component can query multiple agents and 
create a composite output and a composite confidence. The 
confidence measure can characterize a likelihood that the 
output of the agent computation component is correct. 
0150 Execution of the computational task can include, at 
146, transitioning the current state of the solution state 
machine object according to the transition rules. For a given 
state, the transition rules can be applied when a result of a 
computation component is returned by a respective compu 
tation component. By applying the transition rules, the 
current state of the solution State machine can change 
(according to the transition rules) and, when a new state is 
entered, an associated processing step can be performed. 
0151. Once the current state of the solution state machine 
object is a terminal state, at 150, a characterization of the 
terminal State can be provided. The characterization may 
relate to a classification of the sensor data (according to the 
task). The characterization of the terminal state can be 
provided, for example, as an alert to a manager of the 
security system. For example, the security system manager 
may have an escalation policy that requires they be alerted 
regarding the outcome of the task if the task detects a certain 
condition (e.g., intrusion into the building is occurring). The 
escalation alert can be in any form, such as MMS, SMS text, 
email, and the like. 
0152 Modalities can be considered as processing build 
ing blocks that answer relatively basic tasks. For example, 
FIGS. 9-11 are tables illustrating example modalities and 
example security Scenarios to which the modality could 
apply. Modalities are flexible and a powerful tool for prob 
lem solving within the context of a human augmented 
machine decision making system. Modalities may be com 
bined (or strung together) for answering complex and Sub 
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jective problems. Modality composition is the ability to 
express a hierarchy of modalities Such that positive results 
from lower tasking are passed up to a composite modality 
which aggregates multiple modality results to answer a 
higher-order question. The power of composite modalities 
can include the fact that truth (or high-confidence determi 
nations) is established at terminal modalities and that truth 
is passed up to make very informed aggregate decisions. 
0153. For example, consider FIG. 3, which is a diagram 
illustrating composite modalities to Solve a higher-order 
problem. A security system has 2 cameras with completely 
different fields of view; one (Camera-1) is inside the facility 
looking at a door and another (Camera-2) is outside the 
facility looking at a loading dock. The operator of the system 
should be alerted whenever someone enters the door and 
there is no truck in the loading dock. This problem (e.g., 
scenario) can be solved by composite modalities. Camera-1 
can run an intrusion modality, while Camera-2 can run a 
presence modality. Each of these cameras can produce 
sensor data (e.g., artifacts) and provide the sensor data to the 
analysis platform. The analysis platform can initiate modal 
ity tasking for each of the two sensors independently. The 
security system operator can be alerted if there is an aggre 
gate positive condition of both within the same time frame. 
Events across all Sub-modalities can be recorded and cor 
relation can be performed whenever a Sub-modality triggers 
a match. 

0154 Modality composition can be defined by specific 
rules that match sub-modality results with each other to try 
and satisfy the composite modality. Composite rules can 
have specific logic for composing their sub-modalities. The 
logic can be augmented with customer input for rules (e.g., 
values) that should be used for a specific security system. 
0155 FIG. 4 is a process flow diagram illustrating a 
method 400 of augmenting artificial intelligence using com 
posite modalities. At 410, sensor data is received from a first 
security system asset and sensor data is received of a second 
security system asset. For example, the assets can include a 
first camera and a second camera. Each camera need not 
have overlapping field of views. 
0156. At 420, a first predefined modality associated with 
the first security system asset and a second predefined 
modality associated with the second security system asset 
can be accessed. The first modality can define a computa 
tional task for analyzing the received first sensor data. The 
second modality can define a second computational task for 
analyzing the received second sensor data. For example the 
first modality can be an intrusion modality and the second 
modality can be a presence modality. 
0157 At 430, a first solution state machine object and a 
second solution state machine object is instantiated. For 
example, each instating creates a concrete occurrence of the 
respective Solution state machine object that exists during 
runtime. Each respective solution state machine object can 
have at least two intermediate states, one associated with 
machine computation component processing and one asso 
ciated with agent computation component processing. 
0158. At 440, each task can be executed using their 
respective solution state machine objects such that the 
processing includes processing by a machine computation 
component and by an agent computation component. After 
execution, each task has a result (for example, presence of 
a person or intrusion is detected). 
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0159. At 450, a composite result can be determined by 
applying a set of rules to the results of the tasks. For 
example, the set of composite rules can include a rule 
requiring each modality result to be positive and that the 
sensor data that led to the positive results were obtained 
within one minute of one another. 

0160. At 460, the composite result can be provided. The 
composite result can be provided, for example, as part of an 
escalation policy to alert the security system operator. The 
composite result may relate to a classification of the sensor 
data (according to the task). The composite result can be 
provided, for example, as an alert to a manager of the 
security system. For example, the security system manager 
may have an escalation policy that requires they be alerted 
regarding the outcome of the task if the task detects a certain 
condition (e.g., intrusion into the building is occurring). The 
escalation alert can be in any form, such as MMS, SMS text, 
email, and the like. 
0161 In some implementations, the computational task 
includes: detecting a pattern in the image, detecting a 
presence of an object within the image; detecting a presence 
of a person within the image; detecting intrusion of the 
object or person within a region of the image; detecting 
Suspicious behavior of the person within the image; detect 
ing an activity of the person within the image; detecting an 
object carried by the person, detecting a trajectory of the 
object or the person in the image; a status of the object or 
person in the image; identifying whether a person who is 
detected is on a watch list (e.g., part of a gallery of face 
images); determining whether a person or object has loitered 
for a certain amount of time; detecting interaction among 
person or objects; tracking a person or object; determining 
status of a scene or environment (e.g., cleanliness, feeling of 
safety, weather conditions); determining the sentiment of 
one or more people; counting the number of objects or 
people; determining whether a person appears to be lost 
(e.g., non-Suspicious behavior); determining whether an 
event is normal or abnormal; and determining whether text 
(e.g., license plate text) matches that in a database. Other 
tasks are possible as the current Subject matter can apply to 
a wide range of tasks. 
0162. As described above, the machine computation 
component can include an artificial intelligence (e.g., 
machine learning) system that develops and utilizes a pre 
dictive model. The machine computation component can 
include any number of algorithms. In some implementa 
tions, the machine computation component can include an 
artificial intelligence algorithm, a machine learning algo 
rithm, a deep learning algorithm, a deep neural network, a 
convolutional neural network (CNN), a Faster Region-based 
CNN (R-CNN), and the like. For example, FIG. 12 is a 
system block diagram of an example machine computation 
component system 1200 that implements a deep learning 
based object detector 1210. The object detector 1210 
includes a CNN for performing image processing including 
creating a bounding box around objects in an image and 
detecting or classifying the objects in the image. The input 
to the object detector is a digital image and the output is an 
array of bounding boxes and corresponding class labels. An 
example input image and an example output is illustrated in 
FIG. 13. The class labels are: person, car, helmet, and motor 
cycle. 
0163. In some implementations, Faster R-CNN incorpo 
rates flow information. This approach can reduce false 
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alarms from the AI. A real time tracking method can be used. 
The real time tracking method uses data association and 
state estimation techniques to correct the bounding boxes 
and remove false positives. The tracking method assumes a 
linear velocity model and computes the location of the 
object in next frame using a Kalman Filter method. 
0164. Before an object detector can be used for detecting 
objects, it needs to be trained. A training set can include one 
or more images with bounding boxes around objects the 
system is interested in detecting and the corresponding class 
labels. A database of training images can be created or 
maintained. In some implementations, the database can be 
updated over time with real world images and labels. 
0.165 Hard negative mining can better train the convo 
lutional neural network. The example Faster R-CNN uses 
background patches in the image as negative examples. In 
Some implementations, since the number of background 
patches is generally much larger than the number of object 
patches, all background patches cannot be included because 
doing so biases the object detection model. A specific ratio 
(20:1) for negative and positive examples can be main 
tained. Faster R-CNN can pick these negative examples 
randomly. For hard negative mining those negative 
examples that result into highest loss can be chosen. But this 
approach trains the predictive model only for difficult and 
unusual examples of objects. So half the negative examples 
can be taken from hard negative (which give highest loss) 
and half of them taken randomly from rest of the negative 
examples. 
0166 In example implementations, a Faster R-CNN 
based object detector 1210 is used. The Faster R-CNN 1210 
includes a bank of convolution layers 1220, a region pro 
posal network (RPN) 1230, and an object classifier 1240. 
The bank of convolution layers 1220 finds features that are 
useful for two purposes: a) finding which rectangular 
regions in the image potentially contain an object of interest 
and b) correctly classifying the object inside the proposed 
rectangular regions. The RPN 1230 looks at the feature maps 
produced by the convolutional layers 1220 and proposes 
rectangular regions that may contain an object of interest. 
The object classifier 1240 looks at the feature maps and each 
region proposed by the RPN 1230 and classifies each region 
as one of the objects of interest or not. The object classifier 
can generate a score from 0.0 to 1.0 related to the confidence 
that the object is not present (0.0) or present (1.0). The 
classification can be binary or multiclass. 
0.167 Training the object detector requires finding the 
right weights/parameters associated with each of these three 
components. Manually labeled bounding boxes and object 
labels are used to guide the process of finding the correct 
weights using a backpropagation algorithm. Using an alter 
nate or additional training method, the RPN 1230 is first 
trained and the region proposals are used to train the object 
classifier 1240. The network tuned by object classifier can 
then be used to initialize RPN 1230, and this process is 
iterated. This way the convolutional layer 1220 is tuned to 
be effective for both the RPN 1230 and the object classifier 
1240. 

0.168. In the execution phase, a trained object detector 
1250 is used to detect objects (e.g., bounding boxes, class 
labels, and confidence levels) in an image not in the training 
set. In addition to the class label, the trained object detector 
1250 also returns the confidence measure for every bound 
ing box. 
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0169 FIG. 14 is a system block diagram illustrating an 
object detector web API. A web server accepts requests from 
multiple clients and returns the response for the respective 
request. An application server runs applications in threads, 
maintaining the correspondence between threads and 
requests passed from the webserver. An application on the 
application server runs the object detection algorithms and 
returns detections in the form of objects to the application 
server, which passes the detections to the webserver, which 
passes the response to the client machine. 
0170 In some implementations, a high-confidence output 
from the agent computation component can be used to train 
one or more artificial intelligence systems forming the 
machine computation component. When a high-confidence 
output is received from the agent computation component, 
the analysis platform can train an artificial intelligence 
system using the high-confidence agent computation com 
ponent output as the Supervisory signal and the sensor data 
as the input signal. Thus, the analysis platform can continu 
ally improve in performance and require fewer agent com 
putation component queries to perform the same amount of 
work. When the confidence measure returned by the 
machine computation component is low, the image can be 
sent to an agent who can correct any mistakes in bounding 
boxes or labeling. Images that have incorrect bounding 
boxes and/or misclassified labels can be fixed and added to 
the training set. The system is continuously getting better as 
it is routinely retrained after the addition of these harder 
examples to the training set. 
0171 FIG. 5 is a system block diagram of an example 
analysis platform 500 that is a system of software compo 
nents for combining machine and human intelligence as a 
Solution for responding to questions and problem Scenarios, 
for example, relating to security. A customer can provide a 
problem specification, desired questions or tasks to be 
performed, and raw inputs (e.g., sensor data Such as video). 
The platform 500 can configure to provide answers or 
matches (e.g., results) to the customer. 
0172. The example platform 500 is a reactive system of 
cooperating Software components and the communication 
flows between them. Each software component can include 
a microService, which can be a fully encapsulated and 
deployable software component capable of communicating 
with other platform software components by event-based 
messaging or directly. 
0173 Platform 500 includes an event messaging system 
505 and a number of distributed microservices (510, 515, 
520, 525,530, 535,540, 545,550, and 555). The distributed 
microServices are components or modules of the platform 
500 and communicate via the event messaging system 505. 
With regard to the event messaging system 505, a principal 
communication mechanism for microServices is event-based 
messaging. Advanced Message Queuing Protocol (AMOP) 
is an example protocol having distributed queue manage 
ment and publish/Subscribe semantics. 
0.174. A component of AMOP is the exchange 600, 
illustrated in FIG. 6. An exchange accepts messages and 
routes them to queues according to the queue binding type 
and/or subscription matches. Topic-based exchanges allow 
for consumer queue Subscriptions with a routing key pattern, 
including both wildcards and explicit matching require 
ments. Messages that match a routing key are delivered to 
the consumer's queue. Another component of AMOP is the 
queue. A message queue may be either specific to a con 
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Sumer or shared amongst consumers (worker queue). A 
consumer must acknowledge messages as processed from a 
queue. Messages that are not acknowledged, by possibly a 
consumer exiting or crashing, will be re-queued for future 
delivery. 
0.175 Referring again to FIG. 5, microservices include 
the Smart media processor (SMP) 510, health and quality 
services 515, task director services 520, machine analytic 
services 525, data management services 530, media man 
agement services 535, record keeping services 540, alert 
messaging services 545, audit and record tracking 550, and 
agent management services 555. Because the event messag 
ing system 505 is flexible and expandable, additional or 
fewer microservices are possible. The platform 500 includes 
an interface to a customer 560, which can include a one or 
more security systems, each having one or more assets 
providing sensor data to the SMP 510. 
0176 Smart media processor 510 can include a software 
component that can processes one or more video stream 
sources and route workable multimedia to the platform 500. 
It can be easily configured and modified via the platform 500 
communication to alter its operating behavior. It can also be 
tasked to obtain additional multimedia on demand (e.g.: X 
minute clip before/after some time for some asset). 
0177 Health and quality services 515 monitors all plat 
form 500 participants for health and quality. Data manage 
ment services 530 maintains customer account/project level 
and dynamic state data that all platform 500 participants 
may need access to or contribute to. 
0.178 Media management service 535 manages all mul 
timedia resource data obtained from customer assets and 
persists them in long-term storage. Alert messaging services 
545 is responsible for determining the correct escalation 
procedures and executing them (notification, data collec 
tions, and the like) when a task result has been achieved. 
This can involve personal alarming, machine-to-machine 
integration or both. Alert messaging services can alert cus 
tomers via defined mechanism (SMS, MMS, text, email, and 
the like) when triggered to do so. Record keeping services 
540 and audit and record tracking 550 can record all raw 
data of platform 500 activity to a data warehouse and data 
lake for offline analysis and presentation. 
(0179 Machine analytic services 525 integrate artificial 
intelligence and deep machine learning into platform 500. 
The machine analytic services 525 can include a machine 
computation component that includes an artificial intelli 
gence (e.g., machine learning) algorithm that develops and 
utilizes a predictive model. Third party machine analytics 
services 527 may also be utilized by platform 500. 
0180 Agent management services 555 is for managing 
all aspects of human interaction and judgment aggregation. 
The agent management services 555 can include a platform 
that queries a pool of agents to process a task by, for 
example, answering a question regarding sensor data. 
0181 Task director services 520 is responsible for pro 
gressing the state of a task, starting a task upon proper 
initiation triggers and determines when a task is completed 
for reporting. The task director services 520 serves as the 
director of various processing tasks and requests processing 
of task by, and receiving the results of processing from, the 
machine analytics services 525 and agent management Ser 
vices 555. 
0182. Within the platform 500 a task can be an instance 
of a modality in progress, which can include a solution state 
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machine object. As the modality is a definition of the 
problem objective, the solution state machine is the “object’ 
that maintains the state of processing for every trigger event 
received from the assets. Tasks are the workload of the 
platform 500. They can drive events and processing, and 
ultimately will end up as Successful (accomplished the 
modality and satisfied the customer's requirements) or failed 
(did not accomplish the modality). 
0183 Reports are the data results generated by partici 
pants against a specific task at a specific state. The task 
director 520 listens for all reports and uses the data in the 
report to determine the next state of the task. So, for 
example, if a task enters a NEED AI state, there may be 
multiple machine computation components that may start 
going to work to solve the current task. When each machine 
computation component has something report back, it will 
create a report and publish it to a reports queue. Task director 
520 will get these reports and use the measurement data in 
them to determine next steps for the task. 
0184 The role of the alerts messaging service 545 or 
escalation manager is to look at every successful “match' 
produced by the platform and determine the appropriate 
means of distributing that information out to the customer. 
Depending on how the customer has configured their pro 
ect, they may wish to receive immediate alerts to one or 
more cell phones, or they may wish to have their internal 
system directly updated with the result information, or they 
may want both. In any of these cases, it is the escalation 
manager's 545 job to perform the proper routing of results 
to the customer. 
0185. Platform 500 uses escalation policies to help direct 
what should happen when results for tasks have been 
accumulated. The escalation manager 545 listens for results 
and then consults appropriate escalation policies to govern 
next actions. Escalation policies can fall under 2 types, alert 
and machine-to-machine. An alert policy governs what 
should happen upon a result to alert customers or customer 
representatives to the result. A machine-to-machine policy 
governs what should happen upon a result with respect to 
machine integration. 
0186 Alerts are push notifications to customers that 
indicate platform 500 has determined a security scenario has 
been solved according to the match solution state of the 
modality. 
0187 FIG. 7 is a data flow diagram illustrating data flow 
between components of platform 500 during a process of 
augmenting artificial intelligence with human intelligence 
tasks, for example, as described with reference to FIG. 1. At 
705, the task director 520 receives sensor data. The task 
director can receive the sensor data using the event mes 
saging system 505. The task director can determine whether 
a predefined modality exists for the asset from which the 
sensor data originated. At 710, the task director 520 can send 
a request for a predefined modality from the data manager 
530. Data manger 530 can retrieve the predefined modality 
from a database and, at 715, provide the task director 520 
with the predefined modality. 
0188 At 720, task director 520 can instantiate the solu 
tion state machine that is specified by the predefined modal 
ity. The solution state machine can have a number of States. 
Task director 520 can effectuate and direct processing flow 
as specified by the solution state machine. By way of 
example, the remainder of the description of FIG. 7 assumes 
the predefined modality specifies the example solution state 
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machine illustrated in FIG. 2. The solution state machine is 
in the initial state 'S', so task director 520 transitions the 
current state of the Solution state machine according to the 
transition rules, which results in the Solution state machine 
having a current state of “MI”. “MI state is associated with 
a machine computation component, which in platform 500 
can be machine analytics 525. At 725, task director 520 
requests processing of the task by machine analytics 525. 
Machine analytics 525 can process the task, for example, by 
performing image processing and classifying the image. At 
730, machine analytics 525 can send the result of its 
processing of the task to task director 520, which can receive 
the results. The results can include a confidence of the 
machine analytics 525 result. 
(0189 At 735, task director 520 can transition the state of 
the Solution state machine. For the example solution state 
machine illustrated in FIG. 2, the current state of the solution 
state machine can transition to either "MI2 or “HI” states 
depending on the confidence value returned by machine 
analytics 525. Assuming the task is one that is challenging 
for an artificial intelligence algorithm to Solve, and the 
confidence value returned by the machine analytics is low 
(e.g., 0.2), then task director 520 can apply the transition 
rules (“C<0.3’) and transition the solution state machine to 
the “HI” state. 
0190. At 740, task director can request agent manage 
ment services 555 to perform processing on the task. Agent 
management services 555 can receive the prior processing 
result. Agent management service 555 can query a pool of 
agents by Submitting the sensor data and the agent form 
contained in the predefined modality to one or more of the 
agents. Agent management service 555 can receive the 
completed agent form from the agent (e.g., a client associ 
ated with the agent). Agent management service 555 can 
create a composite agent result where more than one agent 
is queried and can determine a composite confidence mea 
sure. At 745, agent management service 555 can send the 
query result and confidence measure to task director 520. 
(0191 At 750, task director 520 can advance the current 
state of the solution state machine. In the case that the 
confidence measure received from agent management Ser 
vice 555 is not definitive (e.g., 0.5), task director can apply 
the transition rules (e.g., 0.9<C<0.4) and transition the 
solution state machine to state "MI2, which is associated 
with another machine computation component. 
0.192 Task director 520 can, at 755, request processing of 
the task by the machine analytics 525 component. Machine 
analytics 525 can process the task, for example, by perform 
ing image processing and classifying the image. The under 
lying artificial intelligence system used can be a different 
system than that used in steps 725 and 730. In some 
implementations, the underlying artificial intelligence sys 
tem used can be the same but can use the prior agent 
management 555 result and/or the prior machine analytics 
525 result. In this manner, machine analytics 525 can either 
try a new approach (e.g., an ensemble) or refine previous 
results. 
(0193 At 760, machine analytics 525 can send the result 
of its processing of the task to task director 520, which can 
receive the results. The results can include a confidence of 
the machine analytics 525 result. 
0194 At 765, task director 520 can transition the state of 
the solution state machine. Assuming the machine analytics 
525 result was a high confidence (e.g., 0.95), task director 
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520 can transition the solution state machine to the terminal 
state “ES', which signifies that the task is completed with 
high confidence and so the task processing has been Suc 
cessful. 

(0195 At 770, task director 520 can provide the outcome 
of the task processing, which can include whether or not 
platform 500 was able to come to a high-confidence output 
and the classification, matching, or determination of the 
sensor data. (For example, task director 520 can provide 
whether the processing outcome is accurate and whether 
platform 500 detected the presence of a person in the sensor 
data image.) 
0196. While the data flow illustrated in FIG. 7 is 
described as having components of platform 500 send and/or 
receive data directly from each other, it should be under 
stood that the sending and receiving can be via the event 
messaging system 505. Further, the event messaging system 
505 is not the only protocol that can be implemented with 
the current subject matter. 
0.197 Although a few variations have been described in 
detail above, other modifications or additions are possible. 
For example, platform 500 can be cloud capable, as opposed 
to, cloud based. The purpose of this can be to leverage cloud 
technology and infrastructure as much as possible and when 
possible. When it is not possible, such as deployment within 
a secure facility or environments without internet accessi 
bility, then all major core components of platform 500 can 
be executable and can operate normally without cloud 
access. Running platform 500 within a cloud infrastructure 
can provide benefits, including: virtually unlimited Storage 
and compute processing, integration with other public Ser 
vices, centralized monitoring, detached resource dependen 
cies and more. Running platform 500 within a non-cloud/ 
local environment can require dedicated resources. One or 
more components of platform 500 can be internally within 
a customer facility and reach out to a larger, cloud hosted 
suite of platform 500 components for processing. 
0198 The following describes another example imple 
mentation of the current Subject matter. 
0199. In some implementations, by including the human 
in-the-loop the current Subject matter is able to accomplish 
new kinds of tasks entirely (e.g., those that require human 
intelligence). 
0200. The current subject matter relates to utilizing a 
"human-in-the-loop' (symbiotic human-machine) approach 
in order to enable new capabilities of automated or non 
automated machine decision systems by, for example, reduc 
ing false alarms associated with sensors and analytics as 
well as expand the range of use cases to which a machine 
decision making system or a given sensor and/or analytic 
may effectively apply. In some implementations, the current 
Subject matter can provide for injection of a human-com 
putation element into a machine decision-making algorithm, 
allowing for a human to perform (or Solve) specific and 
narrow decisions that the machine decision making system 
would otherwise be unable to perform (or would perform 
poorly). The current Subject matter can expand the range of 
use cases that a machine decision making system or a given 
sensor and/or analytic may effectively apply. The Subject 
matter can be used with applications that do not current 
include machine decision-making algorithms, for example a 
closed circuit television system that currently does not have 
a machine decision-making algorithm. The current Subject 
matter can enable new capabilities and improve machine 
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decision making, for example, by improving performance of 
correct classification, which can provide one or more of 
reducing false alarms, increasing performance of detection 
(e.g., hit), increasing performance of correctly determining 
a miss, and increasing performance of determining a correct 
rejection. 
0201 FIG. 15 is a system block diagram illustrating an 
example system 1500 that provides for injection of a human 
computation element into a machine decision-making algo 
rithm. The system 1500 may include a sensor 1505, analytics 
1510, controller 1515, user interface 1520, and human 
computation element 1525. 
0202 The sensor 1505 may include a variety of sensor 
types: imaging, acoustic, chemical, radiation, thermal, pres 
Sure, force, proximity, or a number of other sensor types. 
“Sensor, as used herein may include information that did 
not originate specifically from physical hardware. Such as a 
computer algorithm. 
0203 Analytics 1510 may include a wide range of soft 
ware analytics and development processes, which are meth 
ods and techniques that typically rely on gathering and 
analyzing information from sensor 1505. Analytics 1510 
may include, but are not limited to, face recognition, people 
counting, object recognition, motion detection, change 
detection, temperature detection, and proximity sensing. 
Analytics 1510 may address a user's query of the system 
1500 (e.g., a face recognition analytic if the user desires to 
understand who is entering his or her building). It also may 
serve to reduce the amount of sensor information sent to the 
human computation element 1525, or the amount of band 
width, memory, computation, and/or storage needed by the 
system 1500. In some configurations, the system output can 
be obtained at low latency, in real-time or near (e.g., 
Substantially) real-time. 
(0204 Controller 1515 may include a tool that utilizes the 
output and characteristics of the sensor 1505 and/or analyt 
ics 1510 in conjunction with internal logic and/or in con 
junction with a predictive model of human and machine 
performance to determine whether and how to utilize human 
computation element 1525. Controller 1515 may determine 
that information generated by sensor 1505 and/or analytics 
1510 is sufficient to answer a given user query or given task, 
or controller 115 may outsource certain tasks to humans (via 
human computation element 1525) based on system objec 
tives and controller 1515 internal logic and/or a predictive 
model of human and machine performance. Controller 1515 
may coordinate, via human computation element 1525, use 
of human intelligence to perform tasks that augment, Vali 
date, replace, and/or are performed in lieu of sensor 1505 
and/or analytics 1510. Controller 1515 may be capable of 
collecting, interpreting, and/or integrating the results of 
human work into the machine decision making process and 
system. Controller 1515 may be capable of converting a 
user-defined task, that is either defined via natural language 
or via a more structured query, into a smaller task or series 
of smaller tasks, as it deems necessary, and into an output for 
an end user, using either sensor 1505 and/or analytics 1510 
or human computation element 1525, or both. 
0205. In addition, controller 1515 may maintain statistics 
pertaining to the performance of sensor 1505 and/or analyt 
ics 1510 as well as human computation element 1525 and/or 
individual human workers or a subpopulations of workers. 
These statistics may be used to improve the means of 
utilizing machine and human elements of the pipeline. 
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System 1500 may be capable of gathering data that may be 
useful for improving the performance characteristics of 
system 1500, sensor 1505 and/or analytics 1510, or the 
human computation element 1525. Typically these data are 
selected because they are examples for which the sensor 
1505 and/or analytics 1510 have low relative certainty or 
they are examples that are informative for improving char 
acteristics of sensor 1505 and/or analytics 1510. 
0206 Human computation component 1525 utilizes 
human intelligence. A purpose of human computation ele 
ment 1525 may be to aid system 1500 in its ability to address 
AI-hard or AI-complete problems that are difficult or impos 
sible to solve reliably and/or cost effectively with sensor 
1505 and/or analytics 1510 (e.g., software analytic technol 
ogy) alone. Another purpose of incorporating human intel 
ligence may be to perform tasks that augment or validate the 
sensor 1505 and/or analytics 1510 of system 1500. One 
example of this is using humans to validate the output of a 
computer vision analytic via a micro task involving imagery. 
Human computation element 1525 may also aid in the 
translation of tasks received by users. Task translation may 
range from none (e.g., if the task is given directly to humans) 
to minimal (e.g., if the task is given partly to computers and 
partly to humans, would benefit from formalization, or is 
decomposed and then executed by either computers or 
humans) to Substantial (e.g., if the system determines it may 
be able to improve its effectiveness by translating the task 
substantially). The system may distribute a task in order to 
manage and improve characteristics such as throughput, 
latency, accuracy, and cost. Humans may also contribute 
innovative solutions into the system 1500, make incremental 
changes to existing Solutions, or perform intelligent recom 
bination. Human computation element 1525 may function as 
part of an ongoing process, which may be aimed at real-time 
or near-real time applications as well as at applications that 
require results at lower frequencies. System 1500 may 
utilize a task market such as AMAZONR) Mechanical Turk, 
but is built in Such a way that it may also incorporate many 
different kinds of human workers worldwide via other crowd 
work platforms or via a custom system interface. Examples 
of other crowd workers may include employees of an 
enterprise, off-duty or retired law enforcement profession 
als, Subject matter experts, or on-duty personnel. The system 
may include a process for establishing and Verifying cre 
dentials of the crowd workers for the purpose of meeting 
system objectives or improving system efficiency. Incentives 
to participation may include monetary compensation, Vol 
unteerism, curiosity, increasing reputation/recognition, 
desire to participate in a game-like experience, other moti 
Vation sources, and the like. 
0207. The end user interface 1520 may include an inter 
face that combines alerts with a human-like means of 
interaction. 

0208 System 1500 is a closed loop system that can use 
sensor 1505 and/or analytics 1510 performance character 
istics as well as human inputs (from the human computation 
element 1525 or from an end user) to improve its underlying 
performance characteristics relative to the challenges (e.g., 
AI-hard or AI-complete problems) the system 1500 con 
fronts. The system 1500 may incorporate a scheme for 
collecting useful “ground truth” examples that correspond to 
these challenges. Data collected by system 1500 may be 
used to improve system characteristics using machine learn 
ing or other statistical methods. 
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0209 FIG. 16A is a process flow diagram illustrating a 
method 1600 of injecting human-computation into a 
machine decision-making algorithm, allowing for a human 
to perform (or Solve) specific and narrow decisions that the 
machine decision making system would otherwise be unable 
to perform (or would perform poorly). The particular 
example application of FIG. 16A is to detect graffiti using a 
vapor sensor and an imaging sensor. At 1605, a user may 
define a question to be answered by the system. For 
example, a user may define a question regarding whether 
graffiti is occurring (or has occurred) and who may be 
involved in the graffiti. 
0210. At 1610, the question may be translated into some 
thing that can be addressed programmatically with hard 
ware, Software, and humans. For example, the pseudocode at 
Table 1 may be used, which enables the human in the loop 
to work alongside one or more sensors to aid in solving more 
complex tasks. In the example of table 1, if the vapor sensor 
is confident that there is nothing there, then end (no need to 
involve a human). If it is confident there is a high vapor 
condition, send a report (again, no need to involve a human). 
If there is medium confidence, ask the human in the loop to 
weigh in on the situation and inform the answer. 

TABLE 1. 

If (vapor sensorppm > 250) 
If (vapor sensorppm > 750) 
If (camera-person holding can) 

Sendreport( ) 
If (camera-person holding can) 

sendreport( ) 
If (vapor sensor < 50ppm) 
End 

If (vapor sensor > 750ppm) 
sendreport( ) 

If (vapor sensor is between 50ppm and 750ppm) 
Get human answer on whether graffiti occurring() 

0211. At 1615, a sensor (e.g., sensor 1505) assess the 
situation (takes a measurement) and makes a decision (or 
guess), for example, low, medium, or high levels of vapor. 
For example, for vapor sensor. ppm, sensor is making its 
best guess as to whether a condition (detecting a vapor level 
associated with spray paint) exists. If the decision is negative 
(no vapors) then no graffiti is occurring and the assessment 
may terminate. If the decision is a medium level of vapors, 
there may or may not be graffiti, and human computation 
element 1525 may be employed, at 1620, to inject a human 
decision or review of the sensor assessment. The human may 
review the sensor data and render a decision regarding 
whether graffiti is occurring. The high, medium, or low 
assessment by the sensor may be a function of the receiver 
operating characteristics (ROC) of the sensor and may vary. 
0212. If the human-decision indicates that graffiti is 
occurring, or the vapor sensor indicates with high reliability 
that vapor is present and so graffiti is occurring (so that no 
human input is required), at 1625 a second sensor, such as 
an imaging sensor, can assess the situation (e.g., take a 
measurement). FIG. 16B illustrates an example image con 
taining graffiti. The imaging sensor may also render a 
decision with low, medium, and/or high likelihood that the 
imaging sensor has identified who is creating the graffiti. 
Like with the vapor sensor, if the imaging sensor is confident 
in its determination, the system may proceed directly to 
1630, where a report can be issued or no action taken. 
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However, if the imaging sensor renders a decision with low 
confidence, at 1625, human-computation element 1525 may 
be used to allow a human make the determination. The 
human may also weigh in using data from the vapor sensor 
and imaging sensor, if the vapor sensor couldn't benefit from 
human insight by itself or if it is costless to engage the 
imaging sensor. 
0213 Thus, the example method 1600 allows for adap 
tive behavior based on the confidence of decisions (or 
assessments) made by sensors. For example, if vapor sensor 
and imaging sensor both render confident results, the pro 
cess may involve machine only decision making; if either 
vapor sensor or imaging sensor renders a not confident result 
(e.g., increased likelihood of an incorrect decision) then a 
human computation element may be injected into the 
machine decision loop to render a decision. The method may 
close the loop and allow human-generated ground truth to 
improve the algorithms used to process sensor data, the 
confidence threshold for each sensor, the weight of each 
sensors information in the overall solution, and more. 
0214 FIG. 17 is a system block diagram illustrating an 
example implementation of the current Subject matter for 
video/face recognition system 1700. The face recognition 
system 1700 may be able to determine whether people on a 
“watch list” (or people who belong to any notable subpopu 
lation Such a very important persons (VIPs), frequent shop 
pers, security threats, and the like) are entering a given 
facility. The face recognition system includes a video sensor 
1705, an image analysis analytics 1710, a controller 1715, 
user interface 1720, human-computation element 1725, and 
learner 1730. 
0215. The video sensor 1705 can acquire images (for 
example, of a person), which are analyzed by the image 
analysis analytics 1710, which can generate a determination 
whether a person in the image is on the watch list. The 
controller 1715 can receive the decision and, based on a 
measure of confidence of the decision, determine whether to 
employ the human computation element 1725 to verify the 
decision. If the human computation element 1725 is 
employed, using, for example, Mechanical Turk or similar 
service, a human will review the image with possible 
candidates from the watch list to determine if there is a 
match. When the face recognition analytics 1710 is incorrect 
(as identified by the human-computation element 1525), the 
human analysis of the mistake 1735 may input to a learner 
1730, which can use the data point to train the face recog 
nition analytics 1710 to further train the face recognition 
analytics 1710 and improve performance. Thus, the human 
computation element aids in improving the performance of 
the machine element over time and provides feedback. 
0216 FIGS. 18 and 19 are process flow diagrams illus 
trating using the current Subject matter for face recognition 
and using the face recognition system 1700. 
0217. The system describe in FIG. 17 may not be limited 
to face recognition. For example, the system may be used to 
handle a wide variety of tasks, such as counting sports utility 
vehicles (SUVs) in a parking lot or validating computer 
vision analytic performance as shown in FIGS. 20 and 21. 
0218. In some implementations, the current subject mat 
ter may incorporate an automatic enrollment process 
whereby a user may contribute examples of data that are 
either positive examples, negative examples, or examples 
that are necessary for effective system operation. The current 
Subject matter may efficiently solicit, gather, and catalogue 
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these data. For instance, in the case of face recognition, users 
may contribute images of people whom they desire to 
identify, and the current Subject matter may gather and 
catalogue these face images. These images may be used to 
train analytics and/or humans as well as to guide system 
outputs according to the systems internal logic and the need 
expressed by the user. 
0219 Configuration examples may include: 

0220 Systems addressing physical security, safety, or 
asset protection needs. 

0221 Systems addressing the improvement and/or 
monitoring of retail environments. 

0222 Systems addressing real-time sensor feeds. 
0223 Systems addressing historic sensor feeds. 
0224 Systems incorporating multiple sensors. 
0225 Systems addressing residential, education, medi 
cal, financial, entertainment, industrial, transportation, 
commercial, law enforcement, military, or governmen 
tal applications. 

0226 FIG. 22 is a block diagram illustrating an example 
of hardware 2200 used by the current subject matter, which 
may include one or more sensors coupled with a CPU and/or 
GPU. The device may perform a portion of its processing 
locally (onboard device) and a portion of its processing 
remotely (e.g., using cloud-based computation). This com 
putational scheme may be in place in order to efficiently 
utilize bandwidth, storage, and device memory, while facili 
tating the efficient implementation of the aforementioned 
human-in-the-loop process. The hardware may be designed 
in Such a way that additional sensors are readily Supported 
via a bus-modular system approach. In addition, the hard 
ware incorporates a means to communicate through a net 
work, such as WiFi or Cellular network. 
0227. One or more aspects or features of the subject 
matter described herein can be realized in digital electronic 
circuitry, integrated circuitry, specially designed application 
specific integrated circuits (ASICs), field programmable 
gate arrays (FPGAs) computer hardware, firmware, soft 
ware, and/or combinations thereof. These various aspects or 
features can include implementation in one or more com 
puter programs that are executable and/or interpretable on a 
programmable system including at least one programmable 
processor, which can be special or general purpose, coupled 
to receive data and instructions from, and to transmit data 
and instructions to, a storage system, at least one input 
device, and at least one output device. The programmable 
system or computing system may include clients and serv 
ers. A client and server are generally remote from each other 
and typically interact through a communication network. 
The relationship of client and server arises by virtue of 
computer programs running on the respective computers and 
having a client-server relationship to each other. 
0228. These computer programs, which can also be 
referred to as programs, Software, Software applications, 
applications, components, or code, include machine instruc 
tions for a programmable processor, and can be imple 
mented in a high-level procedural language, an object 
oriented programming language, a functional programming 
language, a logical programming language, and/or in assem 
bly/machine language. As used herein, the term “machine 
readable medium” refers to any computer program product, 
apparatus and/or device. Such as for example magnetic discs, 
optical disks, memory, and Programmable Logic Devices 
(PLDs), used to provide machine instructions and/or data to 
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a programmable processor, including a machine-readable 
medium that receives machine instructions as a machine 
readable signal. The term “machine-readable signal” refers 
to any signal used to provide machine instructions and/or 
data to a programmable processor. The machine-readable 
medium can store such machine instructions non-transito 
rily, Such as for example as would a non-transient solid-state 
memory or a magnetic hard drive or any equivalent storage 
medium. The machine-readable medium can alternatively or 
additionally store Such machine instructions in a transient 
manner, Such as for example as would a processor cache or 
other random access memory associated with one or more 
physical processor cores. 
0229. To provide for interaction with a user, one or more 
aspects or features of the subject matter described herein can 
be implemented on a computer having a display device. Such 
as for example a cathode ray tube (CRT) or a liquid crystal 
display (LCD) or a light emitting diode (LED) monitor for 
displaying information to the user and a keyboard and a 
pointing device. Such as for example a mouse or a trackball, 
by which the user may provide input to the computer. Other 
kinds of devices can be used to provide for interaction with 
a user as well. For example, feedback provided to the user 
can be any form of sensory feedback, Such as for example 
visual feedback, auditory feedback, or tactile feedback; and 
input from the user may be received in any form, including, 
but not limited to, acoustic, speech, or tactile input. Other 
possible input devices include, but are not limited to, touch 
screens or other touch-sensitive devices such as single or 
multi-point resistive or capacitive trackpads, voice recogni 
tion hardware and Software, optical scanners, optical point 
ers, digital image capture devices and associated interpre 
tation software, and the like. 
0230. In the descriptions above and in the claims, phrases 
such as “at least one of or "one or more of may occur 
followed by a conjunctive list of elements or features. The 
term “and/or may also occur in a list of two or more 
elements or features. Unless otherwise implicitly or explic 
itly contradicted by the context in which it is used, such a 
phrase is intended to mean any of the listed elements or 
features individually or any of the recited elements or 
features in combination with any of the other recited ele 
ments or features. For example, the phrases “at least one of 
A and B:” “one or more of A and B:” and “A and/or B' are 
each intended to mean “A alone, B alone, or A and B 
together.” A similar interpretation is also intended for lists 
including three or more items. For example, the phrases “at 
least one of A, B, and C: "one or more of A, B, and C:” and 
"A, B, and/or C are each intended to mean "A alone, B 
alone, C alone, A and B together, A and C together, B and 
C together, or A and B and C together.” In addition, use of 
the term “based on,” above and in the claims is intended to 
mean, “based at least in part on.” Such that an unrecited 
feature or element is also permissible. 
0231. The subject matter described herein can be embod 
ied in Systems, apparatus, methods, and/or articles depend 
ing on the desired configuration. The implementations set 
forth in the foregoing description do not represent all 
implementations consistent with the Subject matter 
described herein. Instead, they are merely some examples 
consistent with aspects related to the described subject 
matter. Although a few variations have been described in 
detail above, other modifications or additions are possible. 
In particular, further features and/or variations can be pro 
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vided in addition to those set forth herein. For example, the 
implementations described above can be directed to various 
combinations and Subcombinations of the disclosed features 
and/or combinations and subcombinations of several further 
features disclosed above. In addition, the logic flows 
depicted in the accompanying figures and/or described 
herein do not necessarily require the particular order shown, 
or sequential order, to achieve desirable results. Other imple 
mentations may be within the scope of the following claims. 
What is claimed is: 
1. A method comprising: 
receiving data characterizing a request for agent compu 

tation of sensor data, the request including a required 
confidence and required latency for completion of the 
agent computation; 

determining agents to query based on the required con 
fidence; and 

transmitting data to query the determined agents to pro 
vide analysis of the sensor data. 

2. The method of claim 1, wherein determining agents is 
further based on at least one of a measure of agent quality, 
a measure of expected agent latency, and proximity to 
average completion time for a current task. 

3. The method of claim 1, further comprising: 
receiving data characterizing query results from a plural 

ity of the determined agents; and 
transmitting data to query additional agents to achieve the 

required confidence when two or more of the received 
query results are inconsistent. 

4. The method of claim 3, further comprising: 
determining a number of additional agents to query to 

achieve the required confidence. 
5. The method of claim 3, further comprising: 
determining quality of available agents in a pool of 

agents; and 
determining a minimum quality required of a to-be 

queried agent to achieve the required confidence. 
6. The method of claim 1, further comprising: 
determining the measure of agent quality for agents in a 

pool of agents. 
7. The method of claim 6, wherein the measure of agent 

quality is determined as a ratio of a number of query 
responses deemed correct to a number of total queries. 

8. The method of claim 1, further comprising: 
determining a measure of expected agent latency for 

agents in a pool of agents; the measure of expected 
agent latency determined as a Poisson process. 

9. The method of claim 1, wherein the expected latency is 
less than 30 seconds. 

10. The method of claim 1, wherein the agent computation 
is defined by a question with at least two predefined answers. 

11. The method of claim 1, wherein at least one of the 
receiving, determining, and transmitting is performed by at 
least one data processor forming part of at least one com 
puting System. 

12. The method of claim 1, wherein the sensor data of a 
security system asset that is an imaging device, a video 
camera, a still camera, a radar imaging device, a micro 
phone, a chemical sensor, an acoustic sensor, a radiation 
sensor, a thermal sensor, a pressure sensor, a force sensor, or 
a proximity sensor. 

13. The method of claim 1, wherein the sensor data 
includes an image including a single image, a series of 
images, or a video; and the computational task includes: 
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detecting a pattern in the image; detecting a presence of an 
object within the image; detecting a presence of a person 
within the image; detecting intrusion of the object or person 
within a region of the image; detecting Suspicious behavior 
of the person within the image; detecting an activity of the 
person within the image; detecting an object carried by the 
person, detecting a trajectory of the object or the person in 
the image; a status of the object or person in the image: 
identifying whether a person who is detected is on a watch 
list; determining whether a person or object has loitered for 
a certain amount of time; detecting interaction among person 
or objects; tracking a person or object; determining status of 
a scene or environment; determining the sentiment of one or 
more people; counting the number of objects or people; 
determining whether a person appears to be lost; determin 
ing whether an event is normal or abnormal; and/or deter 
mining whether text matches that in a database. 

14. A non-transitory computer program product which, 
when executed by at least one data processor forming part of 
at least one computer, result in operations comprising: 

receiving data characterizing a request for agent compu 
tation of sensor data, the request including a required 
confidence and required latency for completion of the 
agent computation; 

determining agents to query based on the required con 
fidence; and 

transmitting data to query the determined agents to pro 
vide analysis of the sensor data. 

15. The computer program product of claim 14, wherein 
determining agents is further based on at least one of a 
measure of agent quality, a measure of expected agent 
latency, and proximity to average completion time for a 
current task. 

16. The computer program product of claim 14, further 
comprising: 

receiving data characterizing query results from a plural 
ity of the determined agents; and 
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transmitting data to query additional agents to achieve the 
required confidence when two or more of the received 
query results are inconsistent. 

17. The computer program product of claim 14, further 
comprising: 

determining the measure of agent quality for agents in a 
pool of agents. 

18. The computer program product of claim 14, wherein 
the expected latency is less than 30 seconds. 

19. A system comprising: 
means for receiving data characterizing a request for 

agent computation of sensor data, the request including 
a required confidence and required latency for comple 
tion of the agent computation; 

means for determining agents to query based on the 
required confidence; and 

means for transmitting data to query the determined 
agents to provide analysis of the sensor data. 

20. The system of claim 19, wherein determining agents 
is further based on at least one of a measure of agent quality, 
a measure of expected agent latency, and proximity to 
average completion time for a current task. 

21. The system of claim 19, further comprising: 
means for receiving data characterizing query results from 

a plurality of the determined agents; and 
means for transmitting data to query additional agents to 

achieve the required confidence when two or more of 
the received query results are inconsistent. 

22. The system of claim 21, further comprising: 
means for determining quality of available agents in a 

pool of agents; and 
means for determining a minimum quality required of a 

to-be-queried agent to achieve the required confidence. 
23. The system of claim 19, further comprising: 
means for determining the measure of agent quality for 

agents in a pool of agents. 
k k k k k 
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