PTO/SB/44 (09-07)

Approved for use through 03/31/2026. OMB 0651-0033

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
(Also Form PTO-1050)

UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

Page 1 of 1
PATENT NO. 10,224,999

APPLICATION NO.: 15/627,903

ISSUE DATE : March 5, 2019

INVENTOR(S) Theodore S. Rappaport

It is certified that an error appears or errors appear in the above-identified patent and that said Letters Patent
is hereby corrected as shown below:

Column 23, Line 30, delete "received by the wireless receiver, and" and insert -- received by the wireless
receiver, --.

MAILING ADDRESS OF SENDER (Please do not use Customer Number below):

Whitham, Cook & Fields P.C.
11491 Sunset Hills Road, STE 340
Reston VA 20190

A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with an
information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid OMB Control
Number. The OMB Control Number for this information collection is 0651-0033. Public burden for this form is estimated to average 1 hour per response, including
the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the information
collection. Send comments regarding this burden estimate or any other aspect of this information collection, including suggestions for reducing this burden to the
Chief Administrative Officer, United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email InformationCollection@uspto.gov.
DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. If filing this completed form by mail, send to: Commissioner for Patents, P.O. Box 1450,
Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. The United States
Patent and Trademark Office (USPTO) collects the information in this record under authority of 35
U.S.C. 2. The USPTO’s system of records is used to manage all applicant and owner information
including name, citizenship, residence, post office address, and other information with respect to
inventors and their legal representatives pertaining to the applicant's/owner’s activities in connection
with the invention for which a patent is sought or has been granted. The applicable Privacy Act
System of Records Notice for the information collected in this form is COMMERCE/PAT-TM-7 Patent
Application Files, available in the Federal Register at 78 FR 19243 (March 29, 2013). https.://
www.govinfo.gov/content/pkg/FR-2013-03-29/pdff2013-07341.pdf

Routine uses of the information in this record may include disclosure to: 1) law enforcement, in the
event that the system of records indicates a violation or potential violation of law; 2) a Federal, state,
local, or international agency, in response to its request; 3) a contractor of the USPTO having need
for the information in order to perform a contract; 4) the Department of Justice for determination of
whether the Freedom of Information Act (FOIA) requires disclosure of the record; 5) a Member of
Congress submitting a request involving an individual to whom the record pertains, when the
individual has requested the Member’s assistance with respect to the subject matter of the record; 6)
a court, magistrate, or administrative tribunal, in the course of presenting evidence, including
disclosures to opposing counsel in the course of settlement negotiations; 7) the Administrator,
General Services Administration (GSA), or their designee, during an inspection of records conducted
by GSA under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations and any
other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to make
determinations about individuals; 8) another federal agency for purposes of National Security review
(35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)); 9) the Office of
Personnel Management (OPM) for personnel research purposes; and 9) the Office of Management
and Budget (OMB) for legislative coordination and clearance.

If you do not furnish the information requested on this form, the USPTO may not be able to process
and/or examine your submission, which may result in termination of proceedings, abandonment of the
application, and/or expiration of the patent.

Additional Uses

Additional USPTO uses of the information in this record may include disclosure to: 1) the International
Bureau of the World Intellectual Property Organization, if the record is related to an international
application filed under the Patent Cooperation Treaty; 2) the public i) after publication of the
application pursuant to 35 U.S.C. 122(b), ii) after issuance of a patent pursuant to 35 U.S.C. 151, iii) if
the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open
to public inspections, or an issued patent, or iv) without publication of the application or patent under
the specific circumstances provided for by 37 CFR 1.14(a)(1)(v)-(vii); and/or 3) the National Archives
and Records Administration, for inspection of records.
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Docket: 08610100zz

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re US Patent 10,224,999 of Rappaport Issued March 5, 2019
From US Serial No. 15/627903 Confirmation No. 2881
Filed June 20, 2017

For Broadband Repeater with Security for Ultrawideband Technologies

Commissioner for Patents
PO Box 1450
Alexandria, Virginia 22313-1450

REQUEST FOR CERTIFICATE OF CORRECTION UNDER
37 C.F.R. 1.322

Sir:

A number of errors have been found in the patent as detailed by form
PTO/SB/44 filed concurrently herewith. From a review of the file, these errors
were made on the part of the USPTO, and correction without a fee is requested.

Respectfully submitted,
/Michael E. Whitham/

Michael E. Whitham
Reg. No. 32,635

WCF IP

11491 Sunset Hills Road, Suite 340

Reston, VA 20190

Tel. (703) 787-9400

Fax. (703) 787-7557

Customer No.: 164319
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UNITED STATES PO Box 1450
PATENT AND TRADEMARK OEFICE Ao, Y e onto. oV

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
15/627,903 12/23/2024 03:44:32 PM Z ET 08610001C9

Title of Invention
BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT # 10224999
under 35 USC 111(a)

CONFIRMATION # 2881 FILED BY  Michael Whitham
PATENT CENTER # 68496912 FILING DATE  06/20/2017
CUSTOMER # 30743 FIRST NAMED  Theodore S. Rappaport
INVENTOR
CORRESPONDENCE - AUTHORIZED BY
ADDRESS
Documents TOTAL DOCUMENTS: 2
SIZE
DOCUMENT PAGES DESCRIPTION (KB)
certificatePatentB.pdf 1 Miscellaneous Incoming Letter 14 KB
US Pat. No. 10224999 - 5 Request for Certificate of 185 KB
Certificate of Correction.pdf Correction
Digest
DOCUMENT MESSAGE DIGEST(SHA-512)

6D91D998316EA71B59421D4053AD6B65E07DC5F4C6A608D54
certificatePatentB.pdf 692CA8310DF01BA452C15870A6CBC9641B51D184957B27767
4D55AB5A87C72C6CCC8679090C0096

US Pat. No. 10224999 - C134B2D28B31F6E466F088823761C4E6FF19B3E44C83EBGES

Certificate of Correction.pdf C7EA31BB156A3E5EB84A01FD4959740588457DE16E58EC175
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Page 2 of 2
EBE034C4907A221D36AA79E830ES00

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
15/627,903 03/05/2019 10224999 08610001C9 2881
30743 7590 02/13/2019
W&C 1P
11491 SUNSET HILLS ROAD
SUITE 340

RESTON, VA 20190

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Theodore S. Rappaport, Riner, VA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

2014-11-13

First Named Inventor

Ted RAPPAPORT

Art Unit

Examiner Name

Aftorney Docket Number

08610001C9

86 7453837

B2

P008-11-18

Jiang

87 7589691

B1

P009-10-06

Mitchell

If you wish to add additional U.S. Patent citation information please click the Add button.

Add

U.S.PATENT APPLICATION PUBLICATIONS

Remove

Examiner| . Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
- Cite No : Relevant Passages or Relevant
Initial Number Code'| Date of cited Document )
Figures Appear
1 20040157550 A1 P004-08-12 Nakagawa
:‘hangeks) E PPEICC;
io documcnt, LoGaH}o, et al.
Q.N./ 2 20020093928 A1 P002-07-18
i11,/3/2018
Mazar
3 20040259494 A1 P004-12-23 Pardiac-Paeermakers NG
4 20030162504 A1 P003-08-28 Sabongi et al.
5 20030220075 A1 P003-11-27 Baker et al.
San’choxczc etal.
6 20060285577 A1 P006-12-21 Plgeskiniee—
7 20050018640 A1 P005-01-27 Fullerton et al.

EFS Web 2.1.17
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

2014-11-13

First Named Inventor

Ted RAPPAPORT

Art Unit

Examiner Name

Aftorney Docket Number 08610001C%9

42 V787513 B2 P010-08-31 Siwiak et al.
43 H806821 B2 P004-10-19 McLemore
44 7983613 B2 P011-07-19 Rappaport

C:i'la ngc\s} E PP}ICC;

Ho documij Sanclﬁez, et al.
Q.N,/ 45 5754882 B1 P004-06-22 RICTRXTRC™
1/3/2018

46 8331854 B2 P012-12-11 Rappaport
47 H592491 A 1997-01-07 Dinkins

48 p659878 A 1987-04-21 Dinkins

49 H633876 A 1997-05-27 Dinkins

50 p932049 A 1990-06-05 | ee

51 H086506 A 1992-02-04 Hall et al.

52 H671351 B2 P003-12-30 Menard et al.

EFS Web 2.1.17
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Application Number

Filing Date 2014-11-13
INFORMATION DISCLOSURE First Named Inventor | Ted RAPPAPORT
STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

Examiner Name

Aftorney Docket Number 08610001C%9

31 B483319 B2 P013-07-09 Tang
32 B175191 B2 P012-05-08 Tang et al.
j’wdangc(s) applicc} Tang
pcocumentay k045215 B2 |p011-0517  |Pdaptram-Ne—
Q:N./
1/%/2018
34 17289813 B2 P007-10-30 Karaoguz
35 H348986 B1 P002-02-19 PDoucet et al.
36 H186908 B1 P001-02-13 Kawasaki et al.
Lovinggoocl . etal
37 934511 B1 P005-08-23 Padrew-Sorpe
Youn g, et al.
38 H012211 A 1991-04-30 tgiesArcraft-Go—
Ley
39 H626845 A 1986-12-02 Fpic SYSEems TNC.™
Giilcher
40 H298179 A 1981-11-03 Parrericarr-Stamdard G
Adello, etal
41 b952456 B1 P005-10-04 Pegteeiriceidc™
EFS Web 2.1.17 Samsung Ex. 1004
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

2014-11-13

First Named Inventor | Ted RAPPAPORT

Art Unit

Examiner Name

Aftorney Docket Number 08610001C%9

20 B577300 B2 P013-11-05 (Gossain et al.
21 B583157 B2 P013-11-12 Stanforth et al.
22 B644868 B2 P014-02-04 (Gossain et al.
23 B700077 B2 P014-04-15 Schmidt et al.
24 B755830 B2 P014-06-17 Roberts et al.
25 B792901 B2 P014-07-29 Schmidt
26 B804680 B2 P014-08-12 Schmidt et al.
27 5824970 B2 P014-09-02 Schmidt et al.
" h fied
ange,(s) PPTe Joslyn , et al.
to documc t B
28 B831625 B2 P014-09-09 Epectrurn-Bridge-tRE~etal
QN
1,/%,/2018
29 B559891 B2 P013-10-15 Tang et al.
30 B509706 B2 P013-08-13 Tang et al.

EFS Web 2.1.17
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INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

Application Number

Filing Date

2014-11-13

First Named Inventor

Ted RAPPAPORT

( Not for submission under 37 CFR 1.99)

Art Unit

Examiner Name

Aftorney Docket Number

08610001C9

9 B249966 B2 P012-08-21 Stanforth et al.
10 B279823 B2 P012-10-02 Stanforth et al.
11 5290848 B2 P012-10-16 Duffus et al.
12 5380194 B2 P013-02-19 [Gossain et al.
13 8406188 B2 P013-03-26 Schmidt et al.
14 B457644 B2 P013-06-04 Schmidt et al.
15 B504087 B2 P013-08-06 Stanforth et al.
16 8521636 B2 P013-08-27 Chang et al.
h fied
(hangels) i (Gossain, etal.
to documett }
17 8526944 B2 P013-09-03 Erostirm-Bidge-NE™
QN
11,/3,/2018
18 8532686 B2 P013-09-10 Schmidt et al.
19 B576817 B2 P013-11-03 Stanforth et al.

EFS Web 2.1.17
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Doc code: IDS PTO/SBI08a (01-10)
o . . . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number
Filing Date P014-11-13
INFORMATION DISCLOSURE First Named Inventor |[Ted RAPPAPORT
STATEMENT BY APPLICANT [ —
( Not for submission under 37 CFR 1.99)
Examiner Name
Aftorney Docket Number 08610001C9
U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
C (di}éb(b) I P!nc&_}
td document Stamcortl'} , et al.
JON/ 1 [ro58041 B2 D011-06-07 | Speshtm Bhidge TNC.
11/3/2018
Stamcor’clﬁ , et al.
2 B041627 B2 P011-10-18 Epectmum-Bridge-Me-
3 B073458 B2 P011-12-06 [Chang et al.
4 5139496 B2 P012-03-20 Stanforth et al.
5 B160599 B2 P012-04-12 Stanforth et al.
6 B175612 B2 P012-05-08 Palmer et al.
7 5233928 B2 P012-07-31 Stanforth et al.
8 5234208 B2 P012-07-31 Stanforth et al.
EFS Web 2.1.17 Samsung Ex. 1004
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with apphwole fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block [ for any change of address)

30743 7590 10/17/2018 Certificate of Mailing or Transmission
W&C TP I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufticient postage for first class mail in an envelope
11491 SUNSET HILLS ROAD addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
SUITE 340 the USPTO via EFS-Web or by facsimile to (571) 273-28835, on the date below.

(Typed or printed name)

RESTON, VA 20190

(Signature)
(Date)]
L APPLICATION NO. l FILING DATE [ FIRST NAMED INVENTOR l ATTORNEY DOCKET NO. l CONFIRMATION NO. I
15/627,903 06/20/2017 Theodore S. Rappaport 08610001C9 2881
TITLE OF INVENTION: BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES
l APPLN. TYPE l ENTITY STATUS ! 1SSUE FEE DUE I PUBLICATION FEE DUE l PREV. PAID ISSUE FEE I TOTAL FEE(S) DUE I DATE DUE ]
nonprovisional SMALL $500 $0.00 $0.00 $500 01/17/2019
L EXAMINER l ART UNIT [ CLASS-SUBCLASS l
PATEL, CHANDRAHAS B 2464 370-252000
1. Change of correspondence address or indication ol "Fee Address" (37 2. For printing on the patent front page, [ist
CFR 1.363). (1) The names of up to 3 registered patent attorneys .
Oa ¢ d dd (or CI e d or agents OR, alternatively, ! Whitham &
hange of correspondence address (or Change of Correspondence (2) The name of a single firm (having as a member a
Address form PTO/SB/122) attached. registered attorney or agent) and the names of up to 2 Cook K P.C.
Q- e R T 2 registered patent attorneys or agents. If no name is
Fee Address” indication (or "Fee Address" Indication form PTO/ listed, no name will be printed.
SB/47; Rev 03-09 or more recent) attached. Use of a Customer 3
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : () Individual ([ Corporation or other private group entity [ Government

4a. Fees submitted: &Issue Fee [Jpubtication Fee (if required) (JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)
@ Electronic Payment via EFS-Web {J Enclosed check {3 Non-electronic payment by credit card (Attach form PTO-2038)

[ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status ({from status indicated above)
NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/I5A and 15B), issue

. Applicant certifying micro entity status. See 37 CFR 1.29 fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
. . I NOTE: If the application was previously under micro entity status, checking this box will be taken
Q Applicant asserting small entity status. See 37 CFR 1.27 to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

W] Applicant changing to regular undlscounttizd fee }tatus. entity status, as applicable.

NOTE: This form must be signedn @fordaﬂc«{tﬂvith 7 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements/and cerfifications.
BIEI
Authorized Signature w //%i/\/ Date ] ! /&//
4 7

Mlc‘lael E. Wﬂltham Registration No. 32635

Typed or printed name

Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number:

15627903

Filing Date:

20-Jun-2017

Title of Invention:

BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND

TECHNOLOGIES

First Named Inventor/Applicant Name:

Theodore S. Rappaport

Filer:

Michael E. Whitham/Walter Richardson

Attorney Docket Number:

08610001C9

Filed as Small Entity

Filing Fees for Utility under 35 USC111(a)

Description

Fee Code Quantity Amount

Sub-Total in
UsD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE

2501 1

500

500
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Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

500

Samsung Ex. 1004
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Electronic Acknowledgement Receipt

EFS ID: 34882951

Application Number: 15627903

International Application Number:

Confirmation Number: 2881

BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND

Title of Invention: TECHNOLOGIES

First Named Inventor/Applicant Name: Theodore S. Rappaport
Customer Number: 30743
Filer: Michael E. Whitham/Walter Richardson
Filer Authorized By: Michael E. Whitham
Attorney Docket Number: 08610001C9
Receipt Date: 17-JAN-2019
Filing Date: 20-JUN-2017
Time Stamp: 11:58:56
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $500

RAM confirmation Number 011719INTEFSW11591600

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Samsung Ex. 1004
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
83739
1 Issue Fee Payment (PTO-85B) 08610001¢9_if.pdf no 1
Oab1cOa3dedf79f44b9e5191876a0bb3bfc|
732c
Warnings:
Information:
30481
2 Fee Worksheet (SB06) fee-info.pdf no 2
de3e1660aaal17a%e3cd739480f065fac5d4)]
ec50
Warnings:
Information:
Total Files Size (in bytes): 114220

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
30743 7590 10/17/2018
W&C IP PATEL, CHANDRAHAS B
11491 SUNSET HILLS ROAD
SUITE 340 | ART UNIT PAPER NUMBER |
RESTON, VA 20190 2464
DATE MAILED: 10/17/2018
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
15/627,903 06/20/2017 Theodore S. Rappaport 08610001C9 2881

TITLE OF INVENTION: BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $500 $0.00 $0.00 $500 01/17/2019

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of maintenance
fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3 Samsung Ex. 1004
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

30743 7590 10/17/2018 Certificate of Mailing or Transmission
W&C IP I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
11491 SUNSET HILLS ROAD addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
SUITE 340 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
RESTON, VA 20190 (Typed or printed name)
(Signature)
(Date)
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
15/627,903 06/20/2017 Theodore S. Rappaport 08610001C9 2881
TITLE OF INVENTION: BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES
| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $500 $0.00 $0.00 $500 01/17/2019
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
PATEL, CHANDRAHAS B 2464 370-252000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys

or agents OR, alternatively, 1
(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of up to 2

- e N . L 2 registered patent attorneys or agents. If no name is
Fee Address" indication (or "Fee Address" Indication form PTO/ listed, no name will be printed.

SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

M| Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [ Missue Fee [Jpublication Fee (if required) [_JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29
M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
SAMSHRg BX. 004
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. AR OF COMMERCE
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
15/627,903 06/20/2017 Theodore S. Rappaport 08610001C9 2881
| EXAMINER |
30743 7590 10/17/2018
W&C IP PATEL, CHANDRAHAS B
11491 SUNSET HILLS ROAD
SUITE 340 | ART UNIT PAPER NUMBER |
RESTON, VA 20190 2464

DATE MAILED: 10/17/2018

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.
8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.
9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or 15&[‘1%’”9 Ex. 1004
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulatidage 21 of 227



Application No. Applicant(s)
; . 15/627,903 Rappaport, Theodore S.
Notice of Allowability Examiner Art Unit AIA Status
CHANDRAHAS PATEL 2464 No

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to 8/21/2018.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 45-80 and 82-84 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information
, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAll by (JSome  *c) [J None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file areply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.[J Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. J Other .

of Biological Material
4.{] Interview Summary (PTO-413),
Paper No./Mail Date.

/Chandrahas B Patel/
Primary Examiner, Art Unit 2464

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20181001
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Application/Control Number: 15/627,903 Page 2
Art Unit: 2464

DETATILED ACTION
Allowable Subject Matter
1. Claims 45-80 and 82-84 are allowed.
2. The following is an examiner’s statement of reasons for
allowance:

-

Cilaim 45 1g amended To include features of allowable claim
21 Claims ©6, 72, and 78 are amended to independent form Lo
include the features <f base claim 45. Claim 84 1is amended in
The same manner asg claim 45, and 1s thus allowable.

Any comments considered necessary by applicant must be
submitted no later than the payment of the issue fee and, to
avold processing delays, should preferably accompany the issue
fee. Such submissions should be clearly labeled “Comments on
Statement of Reasons for Allowance.”

Conclusion
3. Any inguiry concerning this communication or earlier
communications from the examiner should be directed to
CHANDRAHAS PATEL whose telephone number is (571)270-1211. The
examiner can normally be reached on Monday - Thursday 7:30 -
17:30.

Examiner interviews are available via telephone, in-person,
and video conferencing using a USPTO supplied web-based

collaboration tool. To schedule an interview, applicant is

Samsung Ex. 1004
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Application/Control Number: 15/627,903 Page 3
Art Unit: 2464

encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are
unsuccessful, the examiner’s supervisor, Ricky Ngo can be
reached on 571-272-3139. The fax phone number for the
organization where this application or proceeding is assigned is
571-273-8300.

Information regarding the status of an application may be
obtained from the Patent Application Information Retrieval
(PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system,
see http://pair-direct.uspto.gov. Should you have guestions on
access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or
access to the automated information system, call 800-786-9199
(IN USA OR CANADA) or 571-272-1000.

/Chandrahas B Patel/
Primary Examiner, Art Unit 2464

Samsung Ex. 1004
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Application/Control No. Applicant(s)/Patent Under Reexamination
Search Notes 15/627,903 Rappaport, Theodore S.
H““H““ “m” “ HH““ o s
CHANDRAHAS PATEL 2464
CPC - Searched*
Symbol Date Examiner
HO04B 7/15542, 1/1719, 7/15521, 7/15528, 7/1555, 7/15557 05/01/2018 CBP
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of the

search.

Search Notes

Search Notes Date Examiner
Inventor search 05/01/2018 CBP
EAST search 05/01/2018 CBP
Above Updated 10/01/2018 CBP
Interference Search
US Class/CPC US Subclass/CPC Group Date Examiner
Symbol
HO04B 7/15542,1/719, 7/15521, 7/15528, 7/1555 10/01/2018 CBP
HO4W 4/06, 12/08, 24/08, 28/0236, 28/04, 88/04, 4/18, 12/00

112/12, 16/14, 24/00, 28/10. 84/005, 84/18 10/01/2018 CBP
US-PGPUB Database Interference Search 10/01/2018 CBP

U.S. Patent and Trademark Office

Page 1 of 1

SameuRg X210
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |iss77 903 Rappaport, Theodore S.
H “ ““H Examiner Art Unit
CHANDRAHAS PATEL 2464
CPC
Symbol Type Version
H04B 15542 F 20130101
Ho4w 04 [ 20130101
H04B 719 [ 2013-01-01
HO4W 04 | 2013:01:01
HO4W 0236 | 20130101
HO4W 08 | 2013:01:01
H04B 15521 | 2013-01-01
H04B 15557 | 2013-01-01
HO4W 06 | 2013-01-01
HO4W 08 | 2013-01-01
H04B 1555 | 2013:01:01
H04B 15528 | 20130101
HO4W 18 A 2013:01:01
HO4W 14 A 2013201204
HO4W 00 A 2013-01-01
HO4W 10 A 2013-01-01
HO4W 12 A 2013-01-01
HO4W 00 A 2013:01:01
HO4W 005 A 20130101
HO4W 18 A 2013:01:01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 39

/Chandrahas B Patel/
Primary Examiner, Art Unit 2464

(Primary Examiner)

01 October 2018

(Date)

O.G. Print Claim(s) | O.G. Print Figure
32 5

U.S. Patent and Trademark Office

Page 1 of 3

Part of Paper No.: 20181001
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |iss77 903 Rappaport, Theodore S.

H “ “ “H Examiner Art Unit
CHANDRAHAS PATEL 2464

INTERNATIONAL CLASSIFICATION
CLAIMED

H04W4/06
HO04B1/719
HO04B7/155
H04W12/08
H04W24/08
H04W28/02
H04W28/04
H04wW88/04

NON-CLAIMED
H04W4/18
H04W12/00
HO4W12/12
H04W16/14
H04W24/00
H04W28/10
H04W84/00
H04W84/18

US ORIGINAL CLASSIFICATION
CLASS SUBCLASS

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 39
/Chandrahas B Patel/ 01 October 2018 ) ) —
Primary Examiner, Art Unit 2464 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 32 5
U.S. Patent and Trademark Office Part of Paper No.: 20181001
Page 2 of 3 Samsung Ex. 1004
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/ssue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

15/627,903 Rappaport, Theodore S.
Examiner Art Unit
CHANDRAHAS PATEL 2464

(O Claims renumbered in the same order as presented by applicant (J CPA [ T.D. (J R.1.47

CLAIMS
Final |Original|Final |Original|Final [Original|Final [Original|]Final [Original|Final [Original]Final |Original|Final |Original

1 45 10 54 19 63 33 72 29 82

2 46 11 55 20 64 34 73 30 83

3 a7 12 56 21 65 35 74 31 84

4 48 13 57 32 66 36 75

5 49 14 58 22 67 37 76

6 50 15 59 23 68 38 77

7 51 16 60 24 69 39 78

8 52 17 61 25 70 27 79

9 53 18 62 26 71 28 80
NONE

Total Claims Allowed:
(Assistant Examiner) (Date) 39
/Chandrahas B Patel/ 01 October 2018 ) ) N
Primary Examiner, Art Unit 2464 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 32 5
U.S. Patent and Trademark Office Part of Paper No.: 20181001
msung Ex. 1004
Page 3 of 3 Samsu 9 00
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref {{Hits {iSearch Query DBs Default  {{Plurals §Time
# Operator Stamp
L1 {1412 {rappaport.in. US-PGPUB; USPAT; FPRS; EPO; {{OR ON 2018/10/01
JPO; DERWENT; IBM_TDB 10:01
L2 {6 L1and '500".clm. US-PGPUB; USPAT; FPRS; EPO; {{OR ON 2018/10/01
JPO; DERWENT; IBM_TDB 10:01
L3 {441 {band$lwidth same ("100" near {US-PGPUB; USPAT; FPRS; EPO; ijOR ON 2018/10/01
mhz) same ("500" near mhz) JPO; DERWENT; IBM_TDB 10:01
L4 3812 {h04b7/15542.cpc. US-PGPUB; USPAT; FPRS; EPO; {OR ON 2018/10/01
JPO; DERWENT; IBM_TDB 10:01
L5 §95 §L4and (("100" '500") near mhz) {§US-PGPUB; USPAT,; FPRS; EPO; {OR ON 2018/10/01
JPO; DERWENT; IBM_TDB 10:01
L6 #1937 §h04b1/719.cpe. US-PGPUB; USPAT; FPRS; EPO; {OR ON 2018/10/01
JPO; DERWENT; IBM_TDB 10:01
L7 #283 §L6and (("100' '500") near mhz) {US-PGPUB; USPAT; FPRS; EPO; {{OR ON 2018/10/01
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Docket: 08610001C9

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re patent application of

Theodore Rappaport Confirmation No. 2881
Serial No. 15/627,903 Group Art Unit 2464
Filed June 20, 2017 Examiner Patel

For BROADBAND REPEATER WITH SECURITY FOR
ULTRAWIDEBAND TECHNOLOGIES

Commissioner for Patents
PO Box 1450
Alexandria, Virginia 22313-1450

PETITION FOR A ONE MONTH EXTENSION OF TIME AND
AMENDMENT UNDER 37 C.F.R. 1.111
Sir:

Applicant hereby petitions for a one month extension of time to respond to
the office action mailed May 3, 2018. The Commissioner is authorized to charge
attorney’s deposit account 50-2041 (W&C IP) for the extension of time fee.

In response to the office action mailed May 3, 2018, please amend the

above-identified patent application as follows:

Amendments to the Specification: begin on page 2
Amendments to the Claims: begin on page 3

Remarks: begin on page 11
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Electronic Patent Application Fee Transmittal

Application Number: 15627903

Filing Date: 20-Jun-2017

Title of Invention: TECHNOLOGIES

BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND

First Named Inventor/Applicant Name: Theodore S. Rappaport
Filer: Michael E. Whitham
Attorney Docket Number: 08610001C9

Filed as Small Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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.. . Sub-Total in
Description Fee Code Quantity Amount USD($)
Extension - 1 month with $0 paid 2251 1 100 100
Miscellaneous:
Total in USD ($) 100

Samsung Ex. 1004

Page 33 of 227



Electronic Acknowledgement Receipt

EFS ID: 33483910

Application Number: 15627903

International Application Number:

Confirmation Number: 2881

BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND

Title of Invention: TECHNOLOGIES

First Named Inventor/Applicant Name: Theodore S. Rappaport
Customer Number: 30743
Filer: Michael E. Whitham

Filer Authorized By:

Attorney Docket Number: 08610001C9
Receipt Date: 21-AUG-2018
Filing Date: 20-JUN-2017
Time Stamp: 13:00:28
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $100

RAM confirmation Number 082118INTEFSW13011900

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
379834
1 08610001¢9_8_21_18.pdf yes 12
eef23cd4a60f766a728b6df58001015e4dc7|
12b8
Multipart Description/PDF files in .zip description
Document Description Start End
Applicant Arguments/Remarks Made in an Amendment 11 12
3 10
Specification 2 2
Amendment/Req. Reconsideration-After Non-Final Reject 1 1
Warnings:
Information:
30805
2 Fee Worksheet (SB06) fee-info.pdf no 2
4653050099fefcf4ddcdb09431eceadfa8cS5H]
564
Warnings:
Information:
Total Files Size (in bytes): 410639
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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REMARKS

The specification is amendment to reference the priority of the present
application. The priority of the present application was included in the applicant
data sheet when the application was originally filed, and was recognized on the
official filing receipt mailed August 3, 2017.

To place the application in prima facie condition for allowance claim 45 is
amended to substantively include features of allowable claim 81; claim 81 is
canceled; and claims 66, 72, and 78 are amended to independent form. The
commissioner is permitted to charge attorney’s deposit account 50-2041 (W&C
[P) for one additional independent claim.

The application now includes claims 45-80 and 82-84. In the office
action, at page 15, claims 66, 72-78, and 81 were identified as being directed to
allowable subject matter. By this amendment, claims 66, 72, and 78 have been
amended to independent form to incorporate all of the features of claim 45
originally filed with the application. Thus, claims 66 and 72-78 are in immediate
condition for allowance. By this amendment, claim 45 is amended to incorporate
the features of allowable claim 81. Thus, claims 45-65, 67-71, 79, 80, and 82-83
are in immediate condition for allowance. Method claim 84 is amended in the
same manner as claim 45, and is thus allowable for the same reasons. The
amendment obviates all rejections based on prior art

Claim 83 has been amended to overcome the objection based on claim
dependency.

The applicant reserves the right to pursue the claims in un-amended form
or other claims supported by the patent specification or drawings in one or more
continuing applications.

The Examiner is respectfully requested to reconsider the claims in view of
the amendment, and to pass the above application to issue at the earliest possible
time.

Should the Examiner find the application to be other than in condition for

allowance, the Examiner is requested to contact the undersigned at the local
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telephone number listed below to discuss any other changes deemed necessary in
a telephonic or personal interview.

Should any extensions of time be required for entry and consideration of
this amendment, provisional petition therefore is hereby made.

Please charge any underpayment or credit any overpayment of fees to

attorney’s deposit account 50-2041.

W&C IP
11491 Sunset Hills Road, Suite 340
Reston, VA 20190

Tel. (703) 787-9400
Fax. (703) 787-7557

Customer No.: 30743
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Listing of the Claims:
The following is a complete listing of all the claims in the application,

with an indication of the status of each:

1-44. (Canceled)

45, (currently amended) A wireless network device, comprising:

a wireless transmitter that is eapable-oftransmitting-wireless-data-through

e an o - o O-NH
gt o1

andess-than-erequal-to-500-MHz configured for transmitting wireless data

through electromagnetic signals that have a bandwidth greater than or equal to

100 MHz and less than or equal to 500 MHz at a data rate greater than or equal to

100 megabits per second and less than or equal to 480 megabits per second;

a wireless receiver that is eapable-efreceiving-wireless-data-through

electromagnetic signals that have a bandwidth greater than or equal to 100 MHz

and less than or equal to 500 MHz at a data rate greater than or equal to 100

megabits per second and less than or equal to 480 megabits per second;

wherein the wireless transmitter is configured for transmitting wireless
data that contains information present in or determined from wireless data that has
been received by the wireless receiver[[;]], and

wherein the wireless network device is configured for processing wireless
data received by the wireless receiver, and

wherein the wireless network device is configured for determining whether
any, a portion, or all information in the processed wireless data should be

transmitted by the wireless transmitter.

46. (previously presented) The wireless network device of claim 45 wherein the
wireless network device is configured for determining whether any, a portion, or
all information in the processed wireless data should be transmitted as wireless

data to one or more other devices by the wireless transmitter.
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47. (previously presented) The wireless network device of claim 45 wherein the

wireless network device is a wireless router.

48. (previously presented) The wireless network device of claim 45 wherein the

wireless network device is a wireless access point.

49. (previously presented) The wireless network device of claim 45 wherein the

wireless network device is a repeater.

50. (previously presented) The wireless network device of claim 45 wherein the
wireless transmitter is configured for transmitting wireless data according to an

802.11 wireless standard.

51. (previously presented) The wireless network device of claim 45 wherein the
wireless receiver is configured for receiving wireless data according to an 802.11

wireless standard.

52. (previously presented) The wireless network device of claim 45 wherein the
wireless transmitter is configured for transmitting half duplex wireless data and

wherein the wireless receiver is configured for receiving half duplex wireless data.

53. (previously presented) The wireless network device of claim 45 wherein the
wireless transmitter is configured for transmitting full duplex wireless data and

wherein the wireless receiver is configured for receiving full duplex wireless data.

54. (previously presented) The wireless network device of claim 45 wherein the
wireless network device is configurable by an interface that is accessible from a

computer.

55. (previously presented) The wireless network device of claim 45 wherein the

wireless network device comprises two or more antennas.
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56. (previously presented) The wireless network device of claim 55 wherein the

wireless network device is configured for using MIMO antenna technology.

57. (previously presented) The wireless network device of claim 45 wherein the

wireless network device is configured for performing beamforming.

58. (previously presented) The wireless network device of claim 45
wherein the wireless network device comprises an adaptable antenna; and
wherein the wireless transmitter is configured for using the adaptable
antenna for transmitting wireless data through electromagnetic signals that have a

bandwidth greater than or equal to 100 MHz and less than or equal to 500 MHz.

59. (previously presented) The wireless network device of claim 45
wherein the wireless network device comprises a steerable antenna; and
wherein the wireless transmitter is configured for using the steerable
antenna for transmitting wireless data through electromagnetic signals that have a

bandwidth greater than or equal to 100 MHz and less than or equal to 500 MHz.

60. (previously presented) The wireless network device of claim 45

wherein the wireless network device comprises an omnidirectional
antenna; and

wherein the wireless transmitter is configured for using the
omnidirectional antenna for transmitting wireless data through electromagnetic
signals that have a bandwidth greater than or equal to 100 MHz and less than or
equal to 500 MHz.

61. (previously presented) The wireless network device of claim 45 wherein the
wireless network device is configured for operating within a wireless mesh

network.
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62. (previously presented) The wireless network device of claim 45 wherein the
wireless network device is configured for using data encryption when transmitting

with the wireless transmitter.

63. (previously presented) The wireless network device of claim 45 wherein the
wireless network device is configured for assigning priority levels to at least some

wireless data that is to be transmitted by the wireless transmitter.

64. (previously presented) The wireless network device of claim 45 wherein the
wireless network device is configured for assigning one or more priority levels to
at least some wireless data that is to be transmitted by the wireless transmitter,
wherein at least some of the one or more priority levels are related to one or more
levels of a certain quality of service.
65. (previously presented) The wireless network device of claim 45
wherein the wireless transmitter is configured for transmitting wireless
data through electromagnetic signals in more than one frequency band, and
wherein the wireless receiver is configured for receiving wireless data

through electromagnetic signals in more than one frequency band.

66. (currently amended) A wireless network device, comprising:

a wireless transmitter that is capable of transmitting wireless data through

electromagnetic signals that have a bandwidth greater than or equal to 100 MHz

and less than or equal to 500 MHz;

a wireless receiver that is capable of receiving wireless data through

electromagnetic signals that have a bandwidth greater than or equal to 100 MHz

and less than or equal to 500 MHz;

wherein the wireless transmitter is configured for transmitting wireless

data that contains information present in or determined from wireless data that has

been received by the wireless receiver.

wherein the wireless network device is configured for processing wireless

data received by the wireless receiver,
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wherein the wireless network device is configured for determining whether

any. a portion, or all information in the processed wireless data should be

transmitted by the wireless transmitter, and
The-wireless-network-device-ofelaim-45 wherein the wireless network

device is configured for transmitting beacon frames with the wireless transmitter.

67. (previously presented) The wireless network device of claim 45 wherein the
wireless transmitter is configured for transmitting wireless data at more than one

data rate.

68. (previously presented) The wireless network device of claim 45 wherein the
wireless receiver is configured for receiving wireless data at more than one data

rate.

69. (previously presented) The wireless network device of claim 45 wherein the
wireless network device is configured to be powered through a connection to a

DC power source.
70. (previously presented) The wireless network device of claim 45 wherein the
wireless network device is configured to be powered through a connection to an

AC power source.

71. (previously presented) The wireless network device of claim 45 wherein the

wireless network device is configured to operate in a cellular network.

72. (currently amended) A wireless network device, comprising:

a wireless transmitter that is capable of transmitting wireless data through

OFDM electromagnetic signals that have a bandwidth greater than or equal to 100
MHz and less than or equal to 500 MHz:

a wireless receiver that is capable of receiving wireless data through

OFDM electromagnetic signals that have a bandwidth greater than or equal to 100
MHz and less than or equal to 500 MHz:
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wherein the wireless network device is configured for processing wireless

data received by the wireless receiver,

wherein the wireless network device is configured for determining whether

any. a portion, or all information in the processed wireless data should be

transmitted by the wireless transmitter,
The-wirelessnetwork-device-of claim-45 wherein the wireless network

device comprises[[:]]
a wired connection port which permits a wired internet connection
wherein the wireless network device is configured for transmitting and
receiving wired data through the wired connection port,[[;]]
wherein the wireless transmitter is configured for transmitting wireless
data that contains information present in or determined from received wired
data,[[;]] and

wherein the wireless network device is configured for transmitting via the
wired connection port wired data that contains information present in or

determined from wireless data that has been received by the wireless receiver.

73. (previously presented) The wireless network device of claim 72 wherein the
wireless network device is configured for processing received wired data and
determining whether any, a portion, or all information in the processed wired data
should be transmitted as wireless data to one or more other devices by the wireless

transmitter.

74. (previously presented) The wireless network device of claim 72 wherein the
wireless network device is configured for providing an internet connection to one

or more other devices.

75. (previously presented) The wireless network device of claim 72 wherein the

wired internet connection is an Ethernet connection.

76. (previously presented) The wireless network device of claim 72 wherein the

wired internet connection is a coaxial connection.
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77. (previously presented) The wireless network device of claim 72 wherein the

wired internet connection is a wired optical cable connection.

78. (currently amended) A wireless network device, comprising:
a Fhewireless-network-device-of claim-45-wherein-the wircless transmitter

is configured for transmitting wireless data through OFDM electromagnetic

signals that have a bandwidth greater than or equal to 100 MHz and less than or
equal to 500 MHz;

a wherein-the wireless receiver is configured for receiving wireless data
through OFDM electromagnetic signals that have a bandwidth greater than or
equal to 100 MHz and less than or equal to 500 MHz;

wherein the wireless transmitter is configured for transmitting wireless

data that contains information present in or determined from wireless data that has

been received by the wireless receiver,

wherein the wireless network device is configured for processing wireless

data received by the wireless receiver,

wherein the wireless network device is configured for determining whether

any. a portion, or all information in the processed wireless data should be

transmitted by the wireless transmitter.

79. (previously presented) The wireless network device of claim 45 wherein the
wireless transmitter is configured for transmitting wireless data through

electromagnetic signals that have a bandwidth of 100 MHz.
80. (previously presented) The wireless network device of claim 45 wherein the
wireless transmitter is configured for transmitting wireless data through

electromagnetic signals that have a bandwidth of 160 MHz.

81. (canceled)
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82. (previously presented) The wireless network device of claim 45 wherein the

wireless transmitter and the wireless receiver are both part of a transceiver.

83. (currently amended) A wireless network system, comprising:
one or more wireless network devices as recited in claim 45 [[44]]; and
one or more devices which receive wireless data transmitted by the

wireless transmitter of at least one of the one or more wireless network devices.

84. (currently amended) A wireless networking method, comprising:
transmitting wireless data through electromagnetic signals that have a
bandwidth greater than or equal to 100 MHz and less than or equal to 500 MHz at

a data rate greater than or equal to 100 megabits per second and less than or equal

to 480 megabits per second with a wireless transmitter that is part of or in

communication with a wireless network device;
receiving wireless data through electromagnetic signals that have a
bandwidth greater than or equal to 100 MHz and less than or equal to 500 MHz at

a data rate greater than or equal to 100 megabits per second and less than or equal

to 480 megabits per second with a wireless receiver that is part of or in

communication with the wireless network device;

processing wireless data received by the wireless receiver with a processor
that is part of or in communication with the wireless network device; and

determining whether any, a portion, or all information in the processed
wireless data should be transmitted by the wireless transmitter,

wherein the wireless data transmitted in the transmitting step contains
information present in or determined from wireless data that was received by the

wireless receiver in the receiving step.
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Amendments to the Specification

On page 1, please amend the paragraph at lines 6-10 as follows:

This application is a continuation application of USSN 14/540.660 filed

November 13, 2014, now U.S. Patent 9,722,690, which was a continuation of
USSN 13/676.,246, filed November 14, 2012, now U.S. Patent 8,918,049, which
was a continuation of USSN 13/157,789 filed June 10, 2011, now U.S. Patent
8,331,854, which was a continuation of USSN 12/689,052 filed January 18, 2010,
now U.S. Patent 7,983.613. which was a continuation of USSN 10/919,515 filed
August 17, 2004, now U.S. Patent 7,676,194, which claims priority to U.S.
Provisional Application 60/496,913 filed Aug. 22, 2003, and U.S. Provisional
Application 60/498,324 filed Aug. 28, 2003, and the complete contents of these

beth applications is herein incorporated by reference,
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
15/627,903 06/20/2017 Theodore S. Rappaport 08610001C9 2881
30743 7590 05/03/2018 | EXAMINER
WHITHAM, CURTIS & COOK, P.C.
11491 SUNSET HILLS ROAD PATEL, CHANDRAHAS B
SUITE 340
RESTON, VIRGINIA 20190 | ART UNIT | paperNUMBER
UNITED STATES OF AMERICA 2464
| MAIL DATE | DELIVERY MODE

05/03/2018 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

15/627,903 Rappaport, Theodore S.
Office Action .S‘ummary Examiner Art Unit AlA Status
CHANDRAHAS PATEL 2464 No

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6} MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 02 August 2017.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)[] This action is FINAL. 2b) v This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.

4)(] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayte, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 45-84 is/are pending in the application.

5a) Of the above claim(s) ______is/are withdrawn from consideration.
6) [J Claim(s) __ is/are allowed.
7) Claim(s) 45-65,67-71,79-80 and 82-84 is/are rejected.
8) Claim(s) 66,72-78 and 81 is/are objected to.
9) [ Claim(s) ____are subject to restriction and/or election requirement

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
Application Papers

10)(J The specification is objected to by the Examiner.

11} The drawing(s) filed on 20 June 2017 is/are: a)lv¥} accepted or b)(]] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)d Al b)(J Some** ¢)(J None of the:
1.J Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
. . Paper No(s)/Mail Date

2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) [ Other:

Paper No(s)/Mail Date 6/20/2017.

U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20180426
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DETATLED ACTION
Specification
1. The lengthy specification has not been checked to the
extent necessary to determine the presence of all possible minor
errors. Applicant’s cooperation is requested in correcting any
errors of which applicant may become aware in the specification.

Claim Objections

2. Claim 83 is objected to because of the following
informalities:
Claim 83 depends from cancelled claim 44. Examiner treats

claim 83 as being dependent on claim 45.
Appropriate correction is required.
Claim Rejections - 35 USC § 103
3. The following is a quotation of pre-AIA 35 U.S.C. 103 (a)
which forms the basis for all obviousness rejections set forth
in this Office action:

(a) A patent may not be obtained though the invention is not
identically disclosed or described as set forth in section 102, if
the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have
been obvious at the time the invention was made to a person having
ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the
invention was made.

4. Claims 45-51, 54, 55, 57-60, 65, 67, 68, 70, 71, 79, 80 and

82-84 are rejected under pre-AIA 35 U.S.C. 103(a) as being
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unpatentable over Proctor, JR. et al. (US-PGPUB 2006/0063484) in
view of Kintis et al. (USPN 6,301,4065).

Regarding claim 45, Proctor, JR. teaches a wiresless network

device, comprisging: a wireless Lransmitter ig capable of

Transmitting wireless data through electromagnetic signals [Para

signalsl; a wireless receiver that is capable of

recelving wireless data tThrough electromagnetic signals

35, recelives silgnalsi; wherein the wireless transmitfer iz
configured for transmitiing wireless data that contains

information present in or determined from wireless data That has

The wirelegs recelver (Fara Zi, recelvas and
retransmits signalisg]: and wherein The wireless network device 1s

configured for processing wireless data received by The wireless

recelver, and whereln tThe wireless network device is conrigured

for determining whether any, a portion, or all information in
the processed wireless data should be fransmitted by The
wireless Transmitier [Para 21 and 3%, receilves and refransmiis

ciavant portions of signalisgi.

p\
]x

However, Proctor, JR. doess not teach the slectromagnetic

have a bandwidth gre or egual to 100 MHz

and less than cor squal fTo LG0 MHz,
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Kintis teaches the electromagnet is that have a

bandwidth greater Than or equal To 100 MHz and less tThan or

equal to 500 MHz [Ccoi. &5, line 47 -~ Col. 6, line 14, processes

signals between 104 MHz and

It would have e obvious To one of skiill in the

art before the effective filing date of the clalmed inventlion Lo

uge signals having bandwidih 100 MHz to b0O MHz in a

system that recelives gignals so that d

-

nuitiple freguencies can be received and sent [Col. 5, line 47 -

46, Proctor, JR.

network device 18 C‘f"lilq’ll]ﬁ&d for determini ndg

portion, cor all information in The processed wireless data
should be fTransmiitted as wireless data ©o one or more other

devices by the wireless transmitter [Para 21 and 35H7.

-l

e
D
O
o
o,
ll
=
o
2
)_l
o
}._I
5
&
l-r\

=T d e A AQ T g e i o T PRI T
o clalims , 48 and 49, Proctor, JR. teaches the

wiraeless network device 1s a router, a wireless aco

point or a repealter

Regarding claims 50 and 51, Proctor, JR, Teaches The

wireless transmitter 1is Jqured for transmittfing and the

wireless recgeiver is configured for recelving wireless

according to an 802,11 wireless standard [AL acti.
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Regarding clalim 54, Proctor, JR. teaches the wire

device i1s configurable by an

o=

accessible from a computer [Fig. 1, 2007,

Regarding c¢laim 55, Proctor, JR. Two 0 more

Regarding claim 57, Kintis feaches performing beamforming

It would have e obvious To one of skiill in the

art before the effective filing date of the clalmed inventlion Lo

forming so that communicatlion can be done using p:

[
N
)

TN £
1S
e

defined bandwidt iAbstract].

58-00, Proctor,

[
el
.
o
D
o
1
1631
a
3
(8]
[N
o
3
o
8]
)_l
"
{

Tenna and an cmnidirectional antenna

However, Proctor, JR. dpes not teach using the an adaptable

antenna, a steerable Tenna and an cmnidirectional antenna for

Transmitting wireless data through electromagnetic signals that

have a bandwildth greater than or e 100 MHz and less than

500 MHz,

ches using the an adaptable ants

an omnidirectional antennas for

antenia

Transmitiing wireless

data through electromagnetic signals that have a bandw
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Art Unit:

greater

MHz [Col

-

between 100 MHz and 500 MHz]

It would have

~7 o

art before tThe effective fil

use [ h;t‘/ I’l' 3 \Ja.l’lpf"_'_\) ,11

Slqni': RS

VS

tem that

nuitiple freguencies can be

hr ougn

freguency band, and

ta

WL LR SN

v H ol
J_\.,_..\,L w2

r a2

[ORd

receliving d

mecre than one uency band

Fredquency
Regarding claims

Transmitting

rate [Para 21 ang 227%.
Regarding claim 7, Pro

. R L e N . T S
network device is configured

e an AC power source [Para

bvious

and trans

and receiving wi

15/627,903 Page

bl
S

fon e g
e N

MHz and Than or egual 508

6, line 14, processes signals
.
Lo one ¢f ordinary skill in tThe

ing date of the claimed invention to

hetween 100 0

i

MHz To 500 MHz a

(RS

namits 3¢ that data in

slgnals

ne 47

received and sent [Col. 5, 1i 4

ctor, JR. teaches Transmitting

in more than one

recelver is

configured

o JI_

i

Thr

ough electromagnetic signals

[Para 21 and 227.
&8, Proctor, JR. teaches

PPN R
DT

SEa at more tThan data

one

the wireles

[Nl

C DT

red

through a connection
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Regarding c¢laim 71, Proctor, JR. teaches The wire

in & celliular nefwork

device 1s configured To opsa:

Regarding claims 72 80, Kintis teaches tTransmitiing

wireless data Through electromagnetic signals that have =z

bandwidth of 100 MHz and 160 MHz [Ccl. 5, line 47 - Cci. 6, line

(94

1.

It would have e skiill in the

art before the effective filing date of the clalmed inventlion Lo

Transmit da on 140 MHz and 164 MHz signal since this 1s a

configurable parameter specific Lo a device [Col. 5, line 47 -

the wire

Regarding claim 82, Proctor, JR.
Transnitter and the wireless receiver are both part of a
Ttransceiver [Flg. 2, 3051,

sches a wireless network

system, comprising: one oY more wireless neitwerk devices as

recited in claim 45

1, 204]: and one or more
recelve wirelegs data fTransmitted by tThe wireless fransmitier of
at least one of the one or more wireless network devices [Fig.

1, 1087,
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Regarding claim 84, Proctor, JR. teaches a wirsless
networking method [Abstract], comprising: Transmitting wireless

data through slectromagnetic signals with a wireless Transgmitter

pet

that is part of or in communication with a wireless network
device [Para 3%]: receiving wireless data through

electromagnetic signals with a wireless receiver that is

or in communication with the wireless network device [Para 251;
procagsing wireless dalta recelved by The wireless receiver with

@& processor that 1z part of or in communicaticon with tThe

wireless network device [Para 21]: and determining whether any,
a portion, or all informaticn 1n the processed wirelasss data

should be Transmitted by wireless Transmitter, wherein The

Ca Transmitted in the Transmitiing step contains

wireless

information present in or determined from wireless dalta That was

recaived by the wireless recelver in the recelving s

v

However, Proctor, JR. doess not teach the slectromagnetic

greater Tl or egual to 100 MHz

and less than cor squal fTo LG0 MHz,
Kintis teaches the electromagnetic signals That have a

bandwidth greater Than or equal To 100 MHz and less tThan or
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equal to 500 MHz [Ccoi. &5, line 47 -~ Col. 6, line 14, processes

slgnals between 100 MHz and i
It would have been obvious Lo one of ordinary skiil in the

art before the effective filing date of the clalmed inventlion Lo

uge signals having bandwidith batwe: 100 MHz to b0O MHz in a

syatem that receives and transmits zignals so that data in

-

nuitiple freguencies can be received and sent [Col. 5, line 47 -

5. Claims 52 and 53 rejected under pre-AIA 35 U.S.C. 103(a) as
being unpatentable over Proctor, JR. et al. (US-PGPUB
2006/0063484) in view of Kintis et al. (USPN 6,301,465) as
applied to claim 45 above, and further in view of Sutton et al.
(USPN 6,915,112).

Regarding claim 52, the references teach a wireless network
device as discussed in rejection of claim 45.

However, the references do not teach the wireless

Transmitter 1s configured for nsmitting half duplex wireless

data and whereln the wireless recelver is configured for
recaiving half duplex wireless datsa.

Sutton teaches the wireless transmitter is configured for

Transmitting half duplex wireless data and wherein The wireless
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recelver 1s configured for receiving half duplex wireless data

LR
W

iCol. 4, lines 44-4

It would have been obvious Lo one of ordinary skiil in the
art before the effective filing date of the clalmed inventlion Lo
uge half duplex communicaticon so That nolse can be isclated
iCol. 1, lines H2-607%.

Regarding claim 53, the references teach a wireless network
device as discussed in rejection of claim 45.

However, the references do not teach the wireless
Transmitter 1z configured for Transmitiing full duplex wireless

data and whereln the wireless recelver is configured for

recelving full duplex wireless

ches the wireleszss Transmitter is configured for

Sutton ié
Transmitting full duplex wireless data and wherein The wireless
recelver 1s configured for receiving full duplex wireless data

iCol. 4, lines 44-4

LR
W

It would have been obvious Lo one of ordinary skiil in the
art before the effective filing date of the clalmed inventlion Lo

uge full duplex communication so That simultanecus transmission

and reception ¢f signals can be done [Col. 2, 1lines 3-97.
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6. Claims 56, 63, 64 are rejected under pre-AIA 35 U.S.C.

103 (a) as being unpatentable over Proctor, JR. et al. (US-PGPUB
2006/0063484) in view of Kintis et al. (USPN 6,301,465) as
applied to claim 55 above, and further in view of Jalali et al.
(USPN 6,952,454) .

Regarding claim 56, the references teach a wireless network
device as discussed in rejection of claim 55.

However, the references do not teach using MIMO antenna
technology.

Jalali teaches using MIMO antenna technology [Fig. 1].

It would have been obvious to one of ordinary skill in the
art before the effective filing date of the claimed invention to
MIMO antenna technology so that performance improvement can be
achieved [Col. 5, lines 20-40].

Regarding claim 63, the references teach a wireless network
device as discussed in rejection of claim 45.

However, the references do not teach assigning priority
levels to at least some wilrelessg data that is to be fTransmitted

by the wireless Transmitter.

Jalalil teaches asszsigning priority levels to at least some
wireless data that 1s fo be transmitted by the wireless

Transmitter [Ccl. Zo, lines 13-Z

(B2
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It would have been obvious Lo one of ordinary skiil in the

art before the effective filing date of the clalmed inventlion Lo
agslign pricervity level fo some wireless data in a gingle

Transmission can be given different pricrity levels (Col. Zo,
z N X 4

lines 18-261}.

Regarding claim 64, the references teach a wireless network
device as discussed in rejection of claim 45.

However, the references do not teach assgigning one or more
priority levels to at least some wireless data that 1s fo be
Transmitted by the wireless transmitter, wherein at least sone
0of the one or more priority levels are related Lo one Or nors
ltevels of a certain guality of service.

ches aszigning one or more priorifty levels to at

least some wireless data that is to be Lransmitted by the

wireless transmititer, wherein at ieast scme of The one or more

priority levels are rvelated Lo one or more levels of a certain

¢

gquality of service [Col. 26, lines 18-261.

Lo one ¢f ordinary skill in tThe

It would have
art before the effective filing date of the clalmed inventlion Lo
agslign pricervity level fo some wireless data in a gingle

Transmission can be given different pricrity levels (Col. Zo,
z N X 4

R —~ o) I el
illinas 158-201.
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7. Claim 61 is rejected under pre-AIA 35 U.S.C. 103(a) as
being unpatentable over Proctor, JR. et al. (US-PGPUB
2006/0063484) in view of Kintis et al. (USPN 6,301,465) as
applied to claim 45 above, and further in view of Ohkura et al.
(US-PGPUB 2001/0018328) .

Regarding claim 61, the references teach a wireless network
device as discussed in rejection of claim 45.

However, the references do not teach the devices is
configured for operating within a wireless mesh network.

Ohkura teaches the devices is configured for operating
within a wireless mesh network [Para 106].

It would have been obvious to one of ordinary skill in the
art before the effective filing date of the claimed invention to
have the device in a mesh network so that mutual data

communication can be done by network nodes [Para 107].

8. Claim 62 is rejected under pre-AIA 35 U.S.C. 103(a) as
being unpatentable over Proctor, JR. et al. (US-PGPUB
2006/0063484) in view of Kintis et al. (USPN 6,301,465) as
applied to claim 45 above, and further in view of Perlman (US-

PGPUB 2004/0160928) .
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Regarding claim 62, the references teach a wireless network
device as discussed in rejection of claim 45.

However, the references do not teach using data encryption
when transmitihing with the wireless transmitter.

Periman feaches using data encryption when Lransmitfing
with the wireless transmitter [Fara 1031.

It would have been obvious Lo one ¢f ordinary skill in the

art before the effective filing date of the clalmed inventlion Lo

encrypt data so Tthat data vprivacy can be maintained [(Fara 1007 .
X I i 9y

9. Claim 69 is rejected under pre-AIA 35 U.S.C. 103(a) as
being unpatentable over Proctor, JR. et al. (US-PGPUB
2006/0063484) in view of Kintis et al. (USPN 6,301,465) as
applied to claim 45 above, and further in view of King (US-PGPUB
2005/0025085) .

Regarding claim 69, the references teach a wireless network
device as discussed in rejection of claim 45.

However, the references do not teach the wireless network
device is configured to be powered through a connection to a DC
power source.

King teaches the wireless network device is configured to

be powered through a connection to a DC power source [Para 41].
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It would have been obvious to one of ordinary skill in the
art before the effective filing date of the claimed invention to
power using DC power source so that repeater can be powered
[Para 41].

Allowable Subject Matter
10. Claims 66, 72-78 and 81 are objected to as being dependent
upon a rejected base claim, but would be allowable if rewritten
in independent form including all of the limitations of the base
claim and any intervening claims.

Conclusion

11. Any inquiry concerning this communication or earlier
communications from the examiner should be directed to
CHANDRAHAS PATEL whose telephone number is (571)270-1211. The
examiner can normally be reached on Monday - Thursday 7:30 -
17:30.

Examiner interviews are available via telephone, in-person,
and video conferencing using a USPTO supplied web-based
collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are

unsuccessful, the examiner’s supervisor, Ricky Ngo can be
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reached on 571-272-3139. The fax phone number for the
organization where this application or proceeding is assigned is
571-273-8300.

Information regarding the status of an application may be
obtained from the Patent Application Information Retrieval
(PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system,
see http://pair-direct.uspto.gov. Should you have questions on
access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or
access to the automated information system, call 800-786-9199

(IN USA OR CANADA) or 571-272-1000.

/CHANDRAHAS B PATEL/
Primary Examiner, Art Unit 2464
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Bibliographic Data

Application No: 15/627 ,903

Foreign Priority claimed:
35 USC 119 (a-d) conditions met:
Verified and Acknowledged:

Title:

O Yes @ No
I:l Yes D No D Met After Allowance
|/Chandrahas B Patel/ | | CBP

Examiner's Signature

Initials

BROADBAND REPEATER WITH SECURITY FOR
ULTRAWIDEBAND TECHNOLOGIES

FILING or 371(c) DATE CLASS GROUP ART UNIT ATTORNEY DOCKET NO.
06/20/2017 370 2464 08610001C9
RULE

APPLICANTS

INVENTORS

Theodore S. Rappaport Riner, VA, UNITED STATES

CONTINUING DATA

This application is a CON of 14540660 11/13/2014 PAT 9722690
14540660 is a CON of 13676246 11/14/2012 PAT 8918049
13676246 is a CON of 13157789 06/10/2011 PAT 8331854
13157789 is a CON of 12689052 01/18/2010 PAT 7983613
12689052 is a CON of 10919515 08/17/2004 PAT 7676194

10919515 has PRO of 60498324 08/28/2003
10919515 has PRO of 60496913 08/22/2003

FOREIGN APPLICATIONS

IF REQUIRED, FOREIGN LICENSE GRANTED*#*

06/26/2017
*%* SMALL ENTITY *#*
STATE OR COUNTRY
UNITED STATES
ADDRESS

WHITHAM, CURTIS & COOK, P.C.

11491 SUNSET HILLS ROAD
SUITE 340

RESTON, VA 20190

UNITED STATES

FILING FEE RECEIVED
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
15/627,903 06/20/2017 Theodore S. Rappaport 08610001C9
CONFIRMATION NO. 2881
30743 PUBLICATION NOTICE
WHITHAM, CURTIS & COOK, P.C.
11491 SUNSET HILLS ROAD ORI QA
000000094561826

SUITE 340
RESTON, VA 20190

Title:BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES

Publication No.US-2017-0288727-A1
Publication Date:10/05/2017

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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15627903

PLUS Search Results for S/N 15627903, Searched Wed Oct 04 09:00:26 EDT 2017

The Patent Linguistics Utility System (PLUS) is a USPTO automated search system
for U.S. Patents from 1971 to the present PLUS is a query-by-example search system which
produces a list of patents that are most closely related linguistically to the application
searched. This search was prepared by the staff of the Scientific and Technical Information
Center, SIRA.

7676194 99
8918049 99
8923754 99
9667337 99
9722690 99
8538323 83
3781481 70
3845253 70
4242542 70
4641371 70
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
15/627,903 06/20/2017 2414 1530 08610001C9 40 2
CONFIRMATION NO. 2881
30743 CORRECTED FILING RECEIPT
WHITHAM, CURTIS & COOK, P.C.
11491 SUNSET HILLS ROAD RO O AT AR
SUITE 340

RESTON, VA 20190
Date Mailed: 08/03/2017

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Theodore S. Rappaport, Riner, VA;
Applicant(s)

Theodore S. Rappaport, Riner, VA;

Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 14/540,660 11/13/2014 PAT 9722690
which is a CON of 13/676,246 11/14/2012 PAT 8918049
which is a CON of 13/157,789 06/10/2011 PAT 8331854
which is a CON of 12/689,052 01/18/2010 PAT 7983613
which is a CON of 10/919,515 08/17/2004 PAT 7676194
which claims benefit of 60/498,324 08/28/2003
and claims benefit of 60/496,913 08/22/2003

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 06/26/2017

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 15/627,903

Projected Publication Date: 10/05/2017
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES
Preliminary Class

370
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop

page 3 of 4

Samsung Ex. 1004
Page 95 of 227



technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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08610001C9

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re patent application of

T. Rappaport Confirmation No.: 2881
Application No.: 15/627,903 Group Art Unit: 2649
Examiner: Unassigned Filed: June 20, 2017

For: BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND...

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

REQUEST FOR CORRECTED FILING RECEIPT
Sir;

On July 10, 2017, a request for a corrected filing receipt was filed in the above-
mentioned matter that corrected typographical errors in the title and the claim of priority. A
corrected filing receipt issued on July 12, 2017, reflecting the title correction but not the
correction of priority. Please issue a new corrected filing receipt reflecting all changes made in
the replacement ADS filed July 10, 2017, and please charge the attorney's deposit account 50-

2041 if any deficiencies are noted.
Respec fyy bmitted,
Vi

Michael E. Whitham
Reg. No. 32,635

Whitham, Curtis & Cook, P.C.
11491 Sunset Hills Road, Suite 340
Reston, Virginia 20190

(703) 787-9400

CUSTOMER NUMBER 30743
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Electronic Acknowledgement Receipt

EFS ID: 29960549
Application Number: 15627903
International Application Number:
Confirmation Number: 2881

Title of Invention:

TECHNOLOGIES

BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND

First Named Inventor/Applicant Name:

Theodore S. Rappaport

Customer Number:

30743

Filer:

Michael E. Whitham/Walter Richardson

Filer Authorized By:

Michael E. Whitham

Attorney Docket Number: 08610001C9
Receipt Date: 02-AUG-2017
Filing Date: 20-JUN-2017
Time Stamp: 13:49:20

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Size( B){tes)/ Multl- 'Pages
Number Message Digest | Part/.zip| (ifappl.)
26496
1 Request for Corrected Filing Receipt 08610001¢9_reqcorr2.pdf no 1
0d07b8c41e35e628ca3c1b02e277ddf585¢|

567¢7

Warnings:
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Information:

Total Files Size (in bytes): 26496

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
15/627,903 06/20/2017 2414 1530 08610001C9 40 2
CONFIRMATION NO. 2881
30743 CORRECTED FILING RECEIPT

o1 QUNSET HILLS RORD. 0L A

SUITE 340
RESTON, VA 20190

Date Mailed: 07/12/2017

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Theodore S. Rappaport, Riner, VA;
Applicant(s)

Theodore S. Rappaport, Riner, VA;

Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 14/540,660 11/13/2014
which is a CON of 13/676,246 11/14/2012 PAT 8918049
which is a CON of 13/157,789 06/10/2011 PAT 8331854
which is a CON of 12/689,052 01/18/2010 PAT 7983613
which is a CON of 10/919,515 08/17/2004 PAT 7676194
which claims benefit of 60/498,324 08/28/2003
and claims benefit of 60/496,613 08/19/2003 *
(*)Data provided by applicant is not consistent with PTO records.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 06/26/2017

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 15/627,903

Projected Publication Date: 10/05/2017
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES
Preliminary Class

370
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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08610001C9

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re patent application of

T. Rappaport Confirmation No.: 2881
Application No.: 15/627,903 Group Art Unit: 2649
Examiner: Unassigned Filed: June 20, 2017

For: BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND
TECHNOLOGIES

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

REQUEST FOR CORRECTED FILING RECEIPT
Sir:

Attached is a corrected Application Data Sheet that corrects typographical errors in the
title and in the earliest priority document. Please proceed with issuing a corrected filing receipt in
accordance with these corrections. Please charge the attorney's deposit account 50-2041 if any

deficiencies are noted.
Rfﬁg]ectfull supm
/ W

Michael E. Whitham
Reg. No. 32,635

9

itted,

Whitham, Curtis & Cook, P.C.
11491 Sunset Hills Road, Suite 340
Reston, Virginia 20190

(703) 787-9400

CUSTOMER NUMBER 30743
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1895, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

08610001C9

Application Number

Title of Invention

BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associ'atec_i with this Application Data Sheet may fall under a Secrecy Qrder pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Inventor 1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix

Dr. Theodore S. Rappaport

Residence Information (Select One) (® US Residency (O NonUS Residency () Active US Military Service

City | Riner State/Province | VA Country of Residencd | US
Mailing Address of Inventor:

Address 1 PO BOX 888

Address 2

City Riner , State/Province ] VA

Postal Code | 24149 | Countryi US

All Inventorg I.Vlust. Be Listed - Additional Inventor Information blocks may be Y

generated within this form by selecting the Add button.
Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.

For further information see 37 CFR 1.33(a).

[] An Address is being provided for the correspondence Information of this application.

Customer Number 30743

Email Address action@wcc-ip.com l | AddEmail | |Remove Email

Application Information:

Title of the Invention

BREANBBAND BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND

TECHNOLOGIES

Attorney Docket Number| 08610001C9 Small Entity Status Claimed
Application Type Nonprovisional
Subject Matter Utility

Total Number of Drawing Sheets (if any)

Suggested Figure for Publication (if any)

EFS Web 2.2.12
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 08610001C9
Application Number

Application Data Sheet 37 CFR 1.76

Title of Invention | BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information” and “Foreign Priority Information®).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this

reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). )

14

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: (® Customer Number (O US Patent Practitioner | (O  Limited Recognition (37 CFR 11.9)
Customer Number 30743

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 118(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the "Application Number” field blank.

Prior Application Status | Pending

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
Continuation of 14540660 2014-11-13
EFS Web 2.2.12 Samsung Ex. 1004
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a coflection of information unless it contains a valid OMB control number,

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

08610001C9

Application Number

Title of Invention

BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES

Prior Application Status | Patented
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
14540660 Continuation of 13676246 2012-11-14 8918049 2014-12-23
Prior Application Status | Patented Remove |
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
13676246 Continuation of 13157789 2011-06-10 8331854 2012-12-11
Prior Application Status | Patented Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
13157789 Continuation of 12689052 2010-01-18 7983613 2011-06-19
Prior Application Status | Patented Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
12689052 Continuation of 10919515 2004-08-17 7676194 2010-03-09
Prior Application Status | Expired
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
10919515 Claims benefit of provisional 60498324 2003-08-28
Prior Application Status | Expired
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

10919515

Claims benefit of provisional

66496643 60496913

2003-08-22

by selecting the Add button.

Additional Domestic Benefit/National Stage Data may be generated within this form

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Application Number

Countryi

Filing Date (YYYY-MM-DD)

Access Code (if applicable)

EFS Web 2.2.12
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information uniess it contains a valid OMB control number.

] Attorney Docket Number | 08610001C9
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16,2013

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2013, will be examined under the first inventor to file provisions of the AlA.
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are reguired to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 08610001C9

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIPO), the World Intellectual Property Organization (WIPQ), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)
(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO fo transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number,

Attorney Docket Number | 08610001C9
Application Number

Application Data Sheet 37 CFR 1.76

Title of Invention | BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

(O Assignee (O Legal Representative under 35 U.S.C. 117 (O  Joint Inventor

O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. ]

Prefix Given Name Middle Name Family Name Suffix

Mailing Address Information For Applicant:

Address 1

Address 2

City State/Province
Country Postal Code
Phone Number Fax Number
Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.

EFS Web 2.2.12 Samsung Ex. 1004
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 08610001C9
Application Number

Application Data Sheet 37 CFR 1.76

Title of Invention | BROADBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. ]

Prefix Given Name Middle Name Family Name Suffix

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province
Countryi Postal Code
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Michael E. Whitham/ Date (YYYY-MM-DD){ 2017-07-06

First Name | Michael Last Name | Whitham Registration Number | 32635

Additional Signature may be generated within this form by selecting the Add button.
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Electronic Acknowledgement Receipt

EFS ID: 29735244
Application Number: 15627903
International Application Number:
Confirmation Number: 2881

Title of Invention:

TECHNOLOGIES

BROANDBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND

First Named Inventor/Applicant Name:

Theodore S. Rappaport

Customer Number:

30743

Filer:

Michael E. Whitham/Walter Richardson

Filer Authorized By:

Michael E. Whitham

Attorney Docket Number: 08610001C9
Receipt Date: 10-JUL-2017
Filing Date: 20-JUN-2017

Time Stamp: 16:09:55

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Size( B){tes)/ Multl- 'Pages
Number Message Digest | Part/.zip| (ifappl.)
392422
1 08610001¢9_reqcorrofr.pdf yes 8
5eb419ed7c9207b4163b8b572¢793c0a461]

5113d
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Multipart Description/PDF files in .zip description
Document Description Start End
Request for Corrected Filing Receipt 1 1
Application Data Sheet 2 8
Warnings:
Information:
Total Files Size (in bytes): 392422

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
15/627,903 06/20/2017 2649 1530 08610001C9 40 2
CONFIRMATION NO. 2881
30743 FILING RECEIPT

1491 SUNSET HILLS ROAD 0 LM

SUITE 340
RESTON, VA 20190

Date Mailed: 06/27/2017

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Theodore S. Rappaport, Riner, VA;
Applicant(s)

Theodore S. Rappaport, Riner, VA;

Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 14/540,660 11/13/2014
which is a CON of 13/676,246 11/14/2012 PAT 8918049
which is a CON of 13/157,789 06/10/2011 PAT 8331854
which is a CON of 12/689,052 01/18/2010 PAT 7983613
which is a CON of 10/919,515 08/17/2004 PAT 7676194
which claims benefit of 60/498,324 08/28/2003
and claims benefit of 60/496,613 08/19/2003 *
(*)Data provided by applicant is not consistent with PTO records.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes

page 1 of 4
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 06/26/2017

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 15/627,903

Projected Publication Date: 10/05/2017
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

BROANDBAND REPEATER WITH SECURITY FOR ULTRAWIDEBAND TECHNOLOGIES
Preliminary Class

455
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
page 2 of 4
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop

page 3 of 4
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

in re patent application of

Theodore Rappaport Confirmation No. {not assigned)
Serial No. {not assigned) Group Art Unit {not assigned)
Filed Concurrently Herewith Examiner {not assigned)

For BROADBAND REPEATER WITH SERCURITY FOR
ULTRAWIDEBAND TECHNOLOGIES

This application is a continuation application of

Theodore Rappaport Confirmation No. 9089
Serial No. 14/540,660 Group Art Unit 2464
Filed November 13, 2014 Examiner Patel

For BROADBAND REPEATER WITH SERCURITY FOR
ULTRAWIDEBAND TECHNOLOGIES

The application claims priority to several applications/patents detailed in the
applicant data sheet.

Commissioner for Patents
BO Box 1458
Alexandria, Virginia 22313-1450

PRELIMINARY AMENDMENT
Sin
Prior to calculation of the filing fees and examination on the merits, please

amend the above-identified patent application as follows:

Amendments to the Claims: begin on page 2

Remarks: beginon page 9
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in

i
i

BROADBAND REFEATER WITH SECURITY FOR ULTRAWIDEBAND TECHWOLOBIES

ABSTRACT OF THE DISCLOSURE

An ultrawideband radio transceiver/rspsater provigdaes a
low cost infrastructure solubion that merges wireless and wired
natwork devices whiles providing connsotion to the plant,
flaxible repeater capabilities, network sscuvity, traffic
moniteoring and provisioning, and trafflc flow control for wired
and wirveless connsctivity of devices or netwoarks. The
ultrawvidebande radic transceiver/repsater can be implemented in

digcrate, integrated, distributed or smbadded forms.
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DLAIMS

I claim:

1. A broagband wirsless rapeater, comprising:

at least one recsivey for recsiving slectronic signals
at least some of which are sent by ong or more ultrawideband
devices, snd at lzast ong transmittsr for transmitting
received, modifisd, or stored slectronic signais or data.
wherein said at least one receiver and at igast one trahﬁmitter
may e separate componsnts or be combined as & trangesiver, aod
whersin said at least one recsiver and at least one transmitber
may be dedivated reaceive only and treasmii ooly or may funsotion
glrearnatively as a receiver and as a transmitier; and

& controlley, which is esither pre-programmed or
progreammaile wich network informatieon. which <onbrols the

serasning of date recsmived by said an leazz one rsceiver, and

1]

ivhay passes, ignores, rejects. redirecits, modifies, or kills
received data, s2id contyeller providing such date ssresning in
ardey wo differentiage betwesn desired angd undesired datz for
n&twori sesurity . netwerk manag&maa&i wr interfersncs
mitigation purposss,

said controllier contrelling reception of electronis
signals or data by said ar least one recelver and transmission
by said at least one transmitiser,

zaid congroller furthsr providing for the collacting,
reporting, or storing of network usage. network swatistics, or

newwork information.

2. The broadband repeatzy of claim 1 wherein said network
infarmstion includes IDs for sach of ths components to he used

in & nepwerk.

3. The broadband repeater of claim 1 whersin said network
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wnformation includes 1Dz for users parmitted to be used in a

netwock.

4. Thz broadband repsater of claim 1 whereln zaid network
informarion includes a specifised coverage area £or wirsless

devices to parmit usze of a nstwark.

5. The brosdband repester of claim 1 wherein ssid nspwork
information incliudes specifisd applications permitted o Le
uged in @ neowork.

§. Tha broadband repeater of claim 31 further comprising a
buffer memory for storing received slectronic signals foy

processing by said controller.

i The bhroadband repeatar of glaim 1 whersin maid at lesst
one regeiver recaives slectronic signsls by gither or both 2

wireless communication or & wired link.

§. The broadband repsarer of claim 1 wherein zaid at least one
pransmitter transmics slectronic signals by wirslass

communicacion.

8. The broadhand repester of claim 1 wharein said 2t least one

tysnsmitrer bransmits electranic signals by wired link.

12. The breadband repeatesr of clalm @ wharein s$aid at least
one brangmibtey transmits electronic sigrnals by sither or hoth

wirelesy communication or by wired link.

11. ‘'the broadband rep2ater of claim 1 wherein said ar lesast

one receiver and said at lzast one cransmithey and said
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rontrollesr are associatsed with an &0 oublst or & wall fixcures.

12. Ths broasdband repeaner of clalim 1 wharein 5318 controller

paymits netwerk information &0 bDe modifisd.

13. The breoadband repzater of claim 1 whersin zaid controllsy
wees adeprive or stesrable antennas or HIMO tachunologiss to
gontrol bthe direction oy coverags zonss of transmissions ov

ressption.

14. The brosdbend repeaster of olain I wherein szid controllsy
permibs support of position locstion capabilicvies for use by a

netwerk.

15. The brosdband repeater of claim 1 wharein said controllex
dirscts undesired user or intyruder information to ba paszed to
othar components of a network from said ar lesst one
transmitter using eithar wiraless or wired connsotivity.

18, The broadband rapester of claim 1 vhere nstwork
provisioning information is passed to or pre-programred with
said contyoliler, for purposes of network braffie provisioning,
wherein sa2id controller uses said provisisning information to
pricritize eithar or both rsception of datas and transmizsion of
data to or from sald repater.

¥, The broadband repeater of claim 1 whevein said‘transmitter

and said recgiver have reverszible input/output dirvections.

1. & byoadband wirsless repeater, comprising:
at least one receliver for reveiving slectronic signals

at least some of which are sent by one or more ultrawidsbhand
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devices., ang at lsast ons cransmitter for fransmitting
recaived, modifisd, or stored slsctronic signals or data,
whersein said a2t lsast onz revsiver and at least one transmitber
may bhe separais components or be cosbined as 2 bransceiver, and
wherein sald ab lsast one recelver end at least sne transmither
may ke Jdedicated receive only and sransmit only ov
may function albsrnavively as & receivey and a2z 3 branamicter:
and

2 oentroller which is eltbay pra-programmed op
oregrammable with pravisiconing information for purposss of
network traffic provisioning. wherein zaid conbraller uses sazid

rovisioning information o priovivties eithsr ur both regsprion

¥

of data by said at lszast ope receiver and trapsmission of dais
Wy sald at lesst one Dransmitver, said contrullsr comtrogiling
rageption of electvronic signals or date by said at least one
receiver and cransmission of glscuronic signals or dazse by said

ar least ong trapsmiccen)

1%, The broadband repsater of claim 18 wherein said

provisioning information pricritizes by nsbwaork user,

20. The broadband repeacer of claim 18 wherein gaid
provisioning information prioritizes by type of dara haing

veeeived by said at lszast one reseiver.

2. Tha broadband repeatser of claim 18 wherain said
provisioning information prisvitizes by typs of data being

cransmitted by ssid av least one tramsmitter.

2%. The broadband repeater of claim 18 wherein said
provisioning information prisritizes by the particular cype of

gpplication being uzed by one or more users of the network zad
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being recaived by sald al leaszo ons reeaiver.

23. The broadband repesater of claim 1% wharein said
rovizioning information prioritizes by the psrticular oype of
application baing used by one or more uwsers of the natwork

being transmivied by sald at lesst on transmibbay.

24. The breadband repeater of wlalm 18 further comprising a
huffer memory for storing received slectyonie signals or data

for processing by =zaid conteollier.

2%. The broadband repeater of claim 18 wherein said az least
one receiver recsives electronic signals or date by sither or

hobh & wireless communicanion o & wired link.

I3
oy
2.
s
Ias
ot
1]
=
n
2]

2€. The broadband repsaner of olaim 18 wherein g

[
¥
8
oy
b

ane transmitter wransmits slectronic signalz op &

wireless communication.

i
g
[+X

27. The broadhand repmater of c¢laim 18 whersin s at least

3,
i}
e
o
3
bt
£
s
]
v
i

ope Lransmibtiter Lransmits electronic signals gr

link.

2. The broadband repssbter of claim 18 whersin sald at leas:t
one Eransmitbter cransmits electronic signals or dats by sither

or hoth wireless communication or by wired link.

2%, Tha broadband repsater of claim 18 whersin said st laast
ene receiver and said at lesast one transmifter and said

gontrollar are assoniated with an AC outlst or & wall fixoure.

ko
£

The broadband repeatsy of claim 18 wharein said controller
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permits provizioning information to he modified.

31. The proadband repeater of claim 18 wharein said

[
£

provigioning infermation supplied o said controllier

communicated using eithar z wirvelsss or wived link.

32. The broadband repsatey of claim 31 wherein said
provisioning information i further supplied to said controller

by over-the-aly eltrawideband sigraling.

33. The broadband repsater of claim 31, wherein ssid
provisioning information is furthsr supplizd fo said controlier

by 3 wired connesctbion from anothsr device.

34. The bproadhand repsater of claim 18 wherein said controlisr
uszs adsptive or stesrable antennas or MIMO technologies ro
convrel the Jdirection or coverags zones of transmiszions or

raceptian.

i%. The bkroadband repzatvter of clsim 18 wherein said contrellsy
mermits suppary of posivicn location capabilicies for use by a

natwerk

36 The broadband repeatey of clalm 1§ whersin zaid controller
divects undesired user oy inkruder information to be passad ko
cther componants of & network from sald at least one

srassmitier using either wireless or wirad connectivioy.

37. The broadband rapezter of claim 18 whevein said transmitter

and szid reosiver have ysversible inpubt/foutput dirsctions:

38, A hroadband wirsless repeater, comprising:

Samsung Ex. 1004
Page 142 of 227



46

2t least one recsiver for recedving electronic signals
ar least some of which are ssnt by one Or more ultrawideband
devices, and at least one trapsmititsr for transmitting
received, modifisd, or stored 2iectronic signals or data.
wherein 2aid at least ong receiver and at least one transmittey
may bg separats components or be combined as a Lxansveiver, and
wherein 58id 2t lszast ong receliver and at la2ast one tyansmitter
may bz dedicated receive only and transmit only or may funchion
alternatively as & recveiver and as & branswitter; and

a contreller which i3 either pre-programmed or
programmable to collect traffic infermatien or ssouriny
information relared o racelived gnd transmittsd dests, said
coptroller contrelling veception of electronic signals or data
by z2id 2t least ons raesiver and transmission by zaid ar leas:

ong transmitiar.

38. The brosdband repeater of claim 28 furthar comprising a
means for exporting traffic informavion or ssouriyy information

Lo ong Or more compulary provessors or devices.

4. The bhroadband repeater of claim 3% further comprising
means Sfor adjusting one or wore sgperarions of said controller

passd on said traffic information or seguriny information.

41. A broadbapd repeater, comprising:

at least one vevsgiver for receivimy slectronic signals at
Imast somz of which ave sent by one or more ultrawideband
davices and at lsast some of said signals being sent by & wired
link, and at least one transmittsr for transmitting receiveg,
modified, or stored slectronic signels or data, whsrein zaid at
least one recegiver and ab leasi one Lransmitisr msy he saparate

componants or ba combined as 3 transceiver, and whearein said at
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leass one recaiver and ab least one transmitier may be
desdicared reoeive only and transmin only or may fupction
glrernavivaly a3 & yec2iver and a5 a4 tyransmittner; and
a controller for controlling recaprion of eleactronic

signels by seid at least one veceiver and transmission by said
a¥ least one transmittar,

whersin gald controller supports a hub or router function to
allow for bhe commingling of both wirelsss and wired praffic

within said broadband repsatsr.

42. The broadband rvepsater of claim 1 wherein either prass
programmed oy programmable network informetion supplisd o ssid
consroller is communicared using either a wireless or wired

linmk.

43. The breadband repeatsr of ciaim 42 whersin said nebwork
infaormation is further supplisd to sald combreller by over-ths:

air ulvrawideband signalting.

44 . The brosdbangd repeaver of clazim 2, whazrein zaid network
informavion is further supplisd to said cvontroller by a wired

conpnection from ancther deavice,
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BROADBAND REPEATER WITH SECURITY FOR
VLTRAWIDEBAND TECHNOLQGIES

CROSE -PEFERENCE TO RELATED APrLICATICONS

This application ¢laims priority to U.8. Provisional
Application £0/4%6,813 £iled August 22, 2003, and U.8.
Provisional Application 89/49%8,324 Filed August 28, 2003, and
the complece contents of both applications is herain

ingorporated by refergnce.

RESCRIPTION
BACHEGROUNDG OF THR INVERTION

Field of vhe Invenoion

The present invencion génerally relatas to slectronic
signal and data repeaters and, more particularly, to & repsatsy
to ke used in conjunction wich ultrawideband rechnologies.

Background Description

In the coming years, ultrawideband {UWB) transmission
tachnologies will dominate high data rates communications in the
last 10 -~ 1000 mevers of wirsless/portable acosss to a
telecommunications grid. With the hugs data rates and position
location capabilitiss afforded by UWB, offices, homes, and
small snvironments such as doctors offices, vehicles, or small
buildings will rely on UKE communication devicss for
connsscions betwesn consumer slecitronic devices and compuber

dsvices,

Az UWR devices proliferate, it will be possible to
provide immanse data rates, at burst rates up te 280 Magabits
per ssocond and evan greater, in order Lo Craate a wirslegs
Universal Zevial Bus (USB) capability or home/enterprise
networking capability. This will allow cameras, cellphones,

computers, and computer and home enterrvalnment and video
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systems teo have very good and fast dats rate transmissions in
small {say 10 toe 30 feet or graater) distangsess. The grsay data
rates o»f UWB will opsan up an enkire new world of high speed
nersenal area networks which curvently doss not exist.
Companias such as Time Domain, Atreme Spectrum Inc, Mokovolsas,
Intel and Texas Instrumesnis, are likely to be lgading

manufacturers or developers of produnts for IR communications.

In typical docvors offices, homes, aparement buildings,
and large warehouses and store yvooms, atc, today thers ars
Wireless (WiPi} acoess points that csn be connacted o the
ethernet backbons in order to provide WLAN anscess and inbernst
access to computer pilatforms. The backbone medium is typically
Cat~3 gy Cat<5 cabling that bas 10base?, i0CkaseT ox 1 QHz
sbthernet signaling, and higher. In the future, this backbone
may be wireless, for example, where vable cowmpanies or
celephone/wireless/internst service providers may use mash
natworks, WiMax, or last mile MIMO maodem devices that bring
broadband video, audio, and datadinternet traffic to homes From
lampposts oY strest corners. Satellite radico and fiber cable
are also viable msthods of delivering the backbons plant zo

uildings and cars.

Today, ths expense of the WiFl access points is on che
ordeyr «f one to saveral hundred dollars when the hardware ang
installation iz factored in. These aceess points provide ths
ability of mulbiple WLAY ussrs {typleally computer or PDA
usayrsl o gain portable aceess the internet, and hob spots such
as thoss implemented by Schlotzskys Deli and Starbucks are
hecoming popular throughouk the woarld, Howsveyr, these WiPi
aeogzs polnts are wade o allow users to access the inbersen,
which is a different use and approach than is likely to smargs

with UWE networks, which connsct devices togsther in close-in
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networks.

Ultrawidsband technologies are about to become
mainstream, and ars deseribed in U8 patent application
FH0IN0EETE, publizhed May 22, 2003, by John MoCorkla, eg. al.
of Xitreme Spectrum, Inc., US Patent 6,505,032 {(ths patent
publication and ¥.8. patent being herein incorporated by
reference}, as well as in “Recent Applications of Ultra
Wideband Radar and Communications Systems”, hy Robesrt Fosatnas
of Multispectral Solubtions, Inc. The IEEE B02.315.3 standards
bodies have besn developing Physical (PHY) and MAQ layay
standards for dynamic channal sslection and repsater ssrvice

for UWB, which falls wnder the gensral IBEE 802.15.3 standards

Tody .

Az axplained in the powerpoint presentation by Nishant
Kumar, of Virginiag Tech's MPRE, az well as in the IEEE
standards proceedings, the IEER 802.15.3 MAQ operation
provides for rapsater sseyvice reguest and repeatsr servics
grant comuands. Devices use pasgsive gcanning to listen for
begcon frames or for any nearky usey devics. If thers are nob
nearby devices which ares radiating, s device may sstablish its
own plomngt, There are a8 number of frame and supesrframs
styucturas, and subsesctions which permit various types of
access, such 2s conbtention based schewss using., for sxampls,
carrier sense multiple access (C8MA), as well as guarantessd

time slots f£or asynchryonous oy iscochoronous data styeams and

management time sloks.

While the MaC standard suggests rapeater ssyvice to he
usad by IEEE 802.15.3 devicss when the links bstween devices
are not satisfactory, these btypes of links can only be
satabliished if there iz sufficient time available in ths

channel seen by ons of the devicas which is involved in the
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repgating operation. &s§ proliferation of UWB dewvices is likely
te be rapid, there is likely to he contention such that the
current mode of MACD repeabsr operastion, snvisioned by the
prasently proposed 802.15.3 standard, iz not sdegquate to
provide one or more of sufficient zscurity, proper trafficg
filtering, bandwidth provisioning, network management fsatures,
or flezxibhility of networks that =an be installed or controlled
easily by a consumer. Thabt is to say, the current repsater
operation contemplated by #02.315.3 and propossd WB devices is
based on the assumption that & singls chip can paricrm
necassary yapeater functions, but this functionality alons will
not be adeguate for the rapid emergence of UWE and the

onslaught of wirelsss data that is certain o ogour.

Currently, IERER 802.1%.3a ., the Ultrawideband Phyzical
Layver standard commiftee, iz working on creating & shandard
that may sither be Meltiband OFDM transmission {MBOA), with 540
MMz channels, or & Dirset Seguence Spread Spectrum impulss
radio standard that has breosder channel bandwidbhs {UWR
Forum} . Hetification of one or bhokh of these standarzrds may
acour By the end of 2004, as desoribed in a racent paper

gubmitted to High Freguency Electyonics, coauthored by the

pressnt invenior.

The High-Tech article by Woz ahmad and Bipin Parmar {the
Chilli) provides a glimpse at the various activicies in the
Plrrawidsband standard bodiss. Uitra-Wideband Techaclogy was
also discuzsed in the Faw Technelegy Bulletin in Maresh 2001,
vol. 1, Issue 7, before che multiband OFDM proposal was
creatad. In Ffact, Time Domain‘s Paul Withington presentsd tche
talk “Tima Modulated Ultra-Wideband” to the Federal Wireless
Ugex s Forum in May 39001, As described by Robert X, Crisgely in

his Rugust 8, 2002 article, *@ood Hewsl®, 1t was menbionsd that
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Xtreme Spectrum had slready produced a working VWBE chip capable
of 100 megabits per second over 10 meters, and the article
further explained the idea of mesh nstworking, which will
provide efficisnt network paths that allow very high data rates

across the internst for ramobe downloading of files.

In “Wiltrawideband.ca Mesh Networking Explainagr,
Uitrawidsband.ca explains they have software that allows a user
to install, on thair PC, a MeshRoobt disk which attempta-to find
inteynet gateways at particulay Internat Protocol addresses
using a DHCOP clisnt. If no gateway can be found, the software
causes the users’ PO to simply gerve as a wirsless repeater-
cell. This type of opsration is controlled by the softwars on
the 0, and reguires installation by the usey. In fulture yesars,
there are parallels that can be drawn bstwsen some of the
featurses and functionality in the MesghBoot software for
Internaet use, and the capabilities that will be reguired to be
smbedded in network havdware, rather than provided on a 0 for
installation on PCOs, in oxder U0 support massive amounts of
traffic in and around homes and officen {(Rather than on the

world-wide wed or internet}.

Repeaters ave wall known in the art, and they have been
manufactured for decades in the sslluiar and PCS industriss,
and mare recently, a company in Maibourns FL, WibaFi has
developed WiFL repeaters for the IERE §02.1la/b markstplace
{See WiDeFi weh pages degcribing their patent pending designs
for range and bridge extension for Wireless LAN standards).
suffale Technology announced a bridgs and repeater product for
IEEE 802.11g wirsless LAN WiFl standard ou June 17, 2003 {Sse
BmalllNet Builder website pagel, and indicated that its rapeater
provides point-to-point or § station point-to-multi-point
operation. Buffalo indicated it had security features such as
®iFi Protacted Jooess {WPA), WEP, Password protaction, and MaD

address association contrel. It uses a browsy bassd interface
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for configuration, and has a 107100 BEthernet AN connection
port, and sells for the suggasted price of $14%. SMC Networks
introduced, on Juns &, 2003, ilts SMCIE7IW 2.4 GH=GH: 11 Mbps
Wirsless Ethernet Adapater, which providss an interface bebwsen
tha wired internest backbone and the wireless LAY nstwork. To
also has wirveless repeater capabilities for WLAN range
extension, and haz both Ad-Hoo {pser-to-peer? and
Infrastructurs {client to AP} operating modes, WEP encyyption,
WEA, MAC Address filtering, and S3ID Broadoast Disable. It uses
2 wel bhrowser or Window-based administration software for
configuration. Andrew Corporation makes classic PC8/Cellular
repeaters, such as the fully integrakted PROPASATOR repsater
zhown on its webpage. The repeater uses standard 1X0VAT powsy
and has a single package for all sigual procesaing components,

fualcomm has recently developed vepeater tachnology for CDMA.
SUMMARY OF THE INVERTION

This document describes a new bLype of wireless network
devics that will be reguived as wideband UWR devicss
proliferats rapidly. In anticipation of the incrsazed traffie,
ubiquity, security and bandwidth provisioning needs of futurs
UWB devices, wa disclose a low cost repeater/transwsiver that
iz tailored for sasy and rapid deplovment Lo facilitate the
interconnection of network devices using uvitrawideband radiso,
whichk will likelv be standardizsd by or hafore 2005.
Uleorawideband is meant hers o be any type of slsctromagnebtic
signals that have an instantanesus oy oversll occupied
bandwidth of 100 MHz or mors and that ave used o communicags
or Lo pogitisn~locate betwsen 2 or moye devicss. Such wide
bandwidths, vhen considered to have thes same RF power
transmiteer levels as today’s wirsless devices, reguire
raceivers o be within such closey propagation distances than
copventional cellular/pCs and WiFi nebworks, dus to the
fundamentals of the Power-Bandwidth product. That ils, for a

given RF tramnsmii power lewvel, & larger passband {e.g. BF
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channel} bandwidth generslly implies a proportionsally higher
noise floor power leval, which reguivess 98 devices generally
ro be phvsically closer in distant to sach othay in ovdasy to
optain a sufficiently strong signzl to nolse ratic {SNR)} whan
rompared Bo equal powsr devices with smaller psssband
bandwidths . Thus, repeaters will bhacoms necessary Lo connsch
devices over greater distancss than the rangs of a gingls UWB

devics .

WE adopition is likely to bhe %apid, and just as spam e-
mzil occurs today with increassd freguency on the internst,
wireless W8 devicsg will bz subisct to tremendous and
increased smount of interfsrence, spam traffic, and RE
inberfersnces, as well as securilty attacks by rouges or spoofad
massage sources or umvanted tranemitters. Propey repeatsyr
functionality will requirze the abllity to detect and proness
gsurh gonwented traffic in a personal or loscal aveas nsbtwork, as
well as to report back attempted bresches of segurity o
interfarance souUress to & natwork controller or host device
which is connscted teo thes internet {for example, the home
comprter, the media centey, game consols, or a remotely located
garver oY security ssrveyr that may be in a different
neighborhood ay ity but which is connseted via Internst). The
nead b0 propardy process, filter, snsure ssourity, and provids
sufficiant or priocitized bandwidch will also smergs becauss of
future wireless nebtworks that will aliow devicss in thes home oo
office te remsin connscbed to the outdoor wirsless nstwork
through roaming systems and protocsls, as proposad by Dong-Ho
Cho in US PRarent Application 2002 0138877 Published Dacembsyr
26, 2002, and other networks such as thoss described by
Rappaport in "Wireless Communications: Principles and
Practice”, 2fe, ©. 2003 and the invited S0 amniversary paper

ky Rappaport, at. al., Wireless Communications: Past Bvents and
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Future Perspectives, Juans 2002, IEEE Commupnications Magazine.

in fubture UWB applications in the home or office, it is
likelv that only one or two devices, such &s 3 compubar, a
seyver, or & telsvision sei or game consols, will nesd Bo be
connsstad to the sthernenfinternat bkackbone {(the plant that
somes in vo the home oy office or car, ete.}, while many other
devices, such as home enteriainmedt systems, telsphonss,
partable computers, vides monitors, and
display/video/awdio/entaertainment devices in the home or office
will be untethsared within the same room or within ssveral tens
of meters of these *fixed® or stationary internst-commected
devices. OFf course, thege fixed davices connected te the plang
may also be portabls or sobile, in fack, 2% wirslaess
preliferatss, In hospitals. hotels, or homss and offices and
businesses, the UWB tachnologies will open up an sntivelv new
way of communicating high data rates, and will create sntirely
new architectures for communicarions within small spaces {e.g,
homes, aparcment buildings, oars, stores, offices, eve.}. in
vehicles, trains, aircrafi. and othay moving platforms, ons oan
envision a single oy 3 few main devices connszcted £o an sutside
wirsless internsl connsction, while in the vebhicle itzelf,

piconets will be formed between UNE devicas.

.

The invention describsd here 1s a low cost ultrawidebang
repeater device, which allows 2 home or office usey to yapidly
daploy 8 repeatsr which man extend the range of thess UWB
pleonets, o that & home or business owneyr does neot have o
install wiring such as Cat -% cable throughout an office o
nome. Instead of wires which 2arry the internet traffic from
today s cable or TI or BBL jack to a partioular device, the NE
repeatey invenbted here will allow just one or a handful of

internet-connssbed devicss o serve a8 bthe "internst sourcs®

Samsung Ex. 1004
Page 152 of 227



g

i3

for & local wireless network, and the diszclosed invention will
betber snable that ®soures? Lo serve as tha local hub or accsss
point for a whole hozt of portable or fixed UWB devices in a

home oy office.

It iz thus the gosls of the present inveantion o meest ag
least some or 8l of the following obiectives, which are

specifised aubseguently in this application:

It is an objsct of the isventlon o provide & method and
gysmem that allows the Intarnet, Cable TV, satellite,
ralephons, oy other compunicabionsg sourcss to be connected from
the external wired v wireless plant and distributed by UWR

radio within an indoor or in~vehicle environment.

It is vyet anothar obieck of the imvention to provids a
mathod and syatem that enables ultrawideband radic gignzls te
e repeated by a4 UWR radic device within an indoor or in-

vaehicle snvironment.

It iz yet another object of the invention o provides a
method and system that esables ultrewidsband radio signals and
basepand signals garried on wires Lo be connected togsbther in a
single device, while allowing UNB radis signals to be reapzated
in the EF spectrum and haseband signals to be routed on wires

within an indoor or in-vehicle environment.

Tt is vet ancthar obisct of the invention o provide a
method and system thar provides the selsctive screening of data
received over UWB radic or basshand, where such selactive
scresning of data is based upon bhe recelived UWE data or upon
preprogrammed contrel dnstructiong provided by ths desired

network or from a deszxired soures.
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It is yet another obiect of the invention to provide a
method and svstem that provides the selective scrssning of data
vazeived over UWB radic or bhaseband, whsre such selective
geresning of data is bassd uponh the racsived UWBR data or upan
preprogravmed control instructions provided by the dssired
network or from a desived zource.

It iz vet another ohisct of the invention to provids &
method and sysbem thal provides the ssleckive soresening of data
regaived ovey UWE radio or baszaband, where such selschive
screening of data ignorves, rejects, or kills received UWBR data
that is from undssired nstworks or from undaesired sources.

It is yei ancther gblect of the invention to provide a3
methoed and system that provides the selective modification of
data recelived ovey UWB radis or bassbhand, and provides said
modified data for retransmission on UWR radio freguencies, ox
for storage.

Ir ig yet ancther obiest of the invenbtion to provide &
mathod and system that ignores, rejects, or kills received UWB
data that iz from undesirved networks or from undegired sources:

It iz vyet another objsct of the invention to provide a
method and system that provides sslszctive and adaphlive
priorities on UWB messagss thal arsz to be rvepeated or stovsd,

It ias ver ancthar object of the invention to provids a
mathod and system of monitoring network traffic statistics over
3 UWE network, and to repork such statistics to a central host
controlling unit or to the plant.

It iz ysb another object of ths inventisn fo provide @
method and aystem of maintaining a UWE network, through the
periodic reporting of traffic conditiong, ussr numbars, usay
locations, statistics, intarference levels, and IDg ohserved.

It is yet ancthay obisct of the invention to provide g
mathod and system that provides for flexibls and adaptive dabta
procesaing for real time detection, flexible btranamission

vates, diffevent PHY and MAC implemeniabions, adaptive ID or
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warermark transmissions, transsissions partalining oo nebwork
gualivy, natwork activiry, or security breashes, positios
location transmigaions, or repeat or bsaoon Transmission at

wrezed intervals.

It is vet another obijzot of ths invention to provide a
method and ayvstem thabt provides an adaptive UWE radie
interface, depending on the priasvity of the message, or ths
instantanscus radio channel conditions, intarfersnce .

sanditions,. or undesivred traffic in the nsiwork.

Tr is yet ensther objsct of vthe invention to provide a
method and system that provides for the use of adapbable,
steerzble, alectronic phasing, or KIMG {(multiple-input
mulviple-outpur) antennas with UWB networks Lo improve wirelass

network pariovmance.
BRIEF DESCRIPTICN OF THE DRAWIKGS

The forsgeing and other cobiscss, aspectsz and advantages
will be better understood from the following detailed
description of the prefevred embodiments of the invention with
referpnce to the dyawings, In which:

Figure 1 illusiratves a8 Personal Arsa Nstwork in a hoss,
business, vehicls, oy soms othey personal snvironment
consisting ©f & host devize and a number of portable devices,

gach sguipped with W8 technelogy.

3]

fgpare 2 illustrates a Personal Ares MNetwork in a cloze-
in space, consisting of 28 hosh device, a number of poyrtable
devices, all eguipped with UWE tsachnology,. and the disclosed
UWR repzater imveniion, as well as an undeslired neighboring

cransmivtes.

Figure 3 illustrates z block diagram of the UWB repsaber.
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Figurs 4 illustrates another smbodiment of the UWR
rapaater, using & more integratsd approach with mors relisnce

upon signal processing and softwars.

Figure 5 illustrates an asrchitectural diagram of the UWB

repeatar operation with security and filtarving.

Pigure & illustrates the UMB repeatsr using combined RF

snd baseband signaling capabilitiss.

Pigure 7 illustrates a flow dlagram of UWB repeateyr

processing.

Figure £ illustrates the ourvent invention ag embedded in

an AT outlet.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS OF THE INVERTION

The Ultrawideband vepsater disclesad here serves to
“yepeat” data signals coming from ong Or many devices so that
othey devices, located favther away from the “sonres? will hs
able to access the inteynet. Cable TV, Satellite socurce,
phone/D5L lins, or other broadband “plani” scugrce via the
repaatar. This will obviate the need for amy wiring wharsosver
in homes and offices, and will snable rapid dsploymant of
netwoirks that perform properly and adapt to traffie loading,
spam, interference, and desired characteristics of the plant
provider of ths network owner {g.g. home owner, snbsrprise
owner, vehicle owner). The rapeater will provide for additional
coverage and will snable high date rats channsls to work in
coenfined environments wmore afiflciently and more relishly than
stock UWB equipment currently being offerved by the wmarkstplace.
The invention hers offers advantages, flexibility, and lmproved
performance and security than the currently proposed IBEE
§62.35.3 activities which call for “repeatar serviecs® as part
af the MAC definition.
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The disclogsed Uirrswidebsnd repeater has the addicional
important and novel capabilitiss of baing able to filter and
process data, and to provids for the storage, processing, and
forwarding of received dava at the input, and alsc allows for
the supprassion or “killing® of dara thal iz not part of the
desired netvork or which may be from undesired users, spammers,
oy inbterference sources. Alse, the ability of the device te
prioritize fraffic acoess and flows, bhased on application
reguirements. make this invention a powesrful device used to
enable high bandwidth personal arsa netwoerks, whavYe 2 sumber of
wiralesss devices in @ home or offilce ox car all share the gams
UWR spectrum without reguiring wiring, but which may have
differant regl time requiresents, different priorities and
handwidth reguiremsnts, and diffsrent seourity raguirsmants.
Thus, the intslligence of the repeater, afforded by processing,
storage, and antenna/BP contrel i3 a marked improvement ovar

what is curvenily contemplated or known.

Tha invention differs {rom prior ari because, among a
number of reasens, of the much greatsy bandwidth of Uwe
compared with current wireless devites, and the presantly
unforeseen challenges and unmei soiutioms that UWB will
encounteyr bhecause of the massive amounts of wirsless tryaific
that will ogour. The invented repeatsr and associated
architecture solves a criticel and unmet nesd for Future high
speed HWB networks, and provides neaded neiwork coverags,
parformance, sscourity, filtering, addressability,
configuration, and conmectivity for a home or business or
vehicle personal srea nebtwork. The invention provides neseded
netwerk infrastructure to provide coverage whare only one or a
faw sources can ke linked to tha sthernest or another
telecommunications hackbons {2.g., a central serverdhub, or a
*miant”, which may be an optical cable source, BF, coax,
baseband, satellive signaling. eitc.} AL the same time, the
discliossd invanbion provides embedded security znd traffic
intelligence, and che abilivy to intsrpret, modify, and
sglantively filter wiveless traffic for the besnefit of the
network user. In addipion, the dizclosed invention works with
hoth wireless UWE transwmissions, 2z well as with standard
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basgband wiring-types of date transmizsions, allowing the
invention 0 be addressable by and regponsive fo wirsd neitworks
as wall sg the wirelass networks. In fact, ths pregent
invention allows for the fusing of wireless and wired network
components se that they may be commingled and served by &
single plant or server, wikthin the same network. Thug, the
invention facilitates new capabilities in connecting UHE
gguipped devices through 8 repeater operation for many other
devices that may exist in a room or office or building ox
vahicle., In this way, for example, a duvter's office complex
would oniy neasd o have 2 single computer, say the
raeepbionistts desk computer or & media center, which might be
conneched Lo bhe internst, cakle TV, coppsy line, or satellits
station, and this single computay could serve az tha host
computer oy server to bthe office network. If this
receptionist s desk compubter or a medis csnoer is  eguipped
with a UWB radio, and all other devicess, for sxample, portabls
computers, pen btablets, gaming devives, video moniters, or
volice over IP porbabkie communicator devices uvsed in the office,
ware configured to he on the ssme network {piconsi) az this
desk computsr, bhen our ifhnvention wonld alleow voverage and data
transmission throughout the entirve office complex, rathar than
being limitaed in range to 10 or 20 fest as would be the casze
for a single point-to-point communication batwsen 2 1B
devices. Wired network dsvices could also be connected and
sgyved on the sams nstwoerk, seyvicaed by the same plant, using
the digclosed invention. Alsw, ab the2 same time, the described
invention provides a low cosh way of providing massive data
transfers, with bandwidih pricoritization and sscurity, network
monitoring, and “nsiwork learning” and spam £iltering nob
surrently available in today’s wireless devices. Thus, the
inventioen helps improve and facilitate wireless high speed
networking, for botbh mobile/porcabls and fimed applicastions, in
environments asuch asg shorss, homes, apartments, cars, and
factoriss, eto. whers broadband dates communizabions batwsen
devices, and avcess to the plant by several nstworked devices

ig neczssayy.

Figure % shows the internet connection 10 coming into bhe
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home or office, which may be daws onily, or analog voice and
data, whers this “backbone” connsetion may be provided using
wires or fibeyr {zush ag Ti, T3, DSL, cebls, cable modem, 003,
ete.} oy wireless {last mils wirsless szsyrvice, mesh natworks,
LMDS, MMDS, WiMax, Satellice, B02.16, 892.29, 502 .1lalbfy, or
some other wireless dissribution mechanism, such s 887.1%.3.a,
evc.} . Snece in the home oy office lor wehicle, ete.}, & host
device 12, such as personsl compuber or servsr, or building
router {a personal computsry, 3% an axampls, is shown in Pigure
1} iz conpafced o the hackbone. The bost devies 12 is further
eqguippsd with o UWB transceiver 14, whichk may be integrated,
stand alone, plug-in, or part of 3 multi-bhand, molti-mode radio
that is sither discrste or embedded wiphin 2 microprocessny
whip, or which is connesied Lo, attschable te. insertable into,
ar integrated within the heost devics, Plug-in cards, discorsts
componants, embadded devices and other surh embodiments are
centemplated, Once connesctad to the bhaskbong internst and the
UWE transcelver 14, the host devics 12 iz able to favilitare
communication ne other UWE devices in the home or office. For
sxample, in Figure i1, provided that zhe distance is short
enough and the local inverferance is low enocugh, it is possibls
for the UWE Transeceiver on the host device Lo support
meaningful communications to a WE-esguipped Portabls Table
computer 16, a UWB-egulpped television seb 1§, o UNB-zguipped
velephons 20, and even a3 UWB-eguipped wrist watch 22, asm
sxawplas but net limivations to viable uses of UWB wirsless
rechaslogy for personal area networks. As sxplained in ths
prior ar:, UWBE possess sufficiently high bandwidih that new
services, such &z ranging or position location arve sasily
incorporated with high speed communications, and the currsnt
invantion considaers supporting the myrisd of applications and
implementations of UWR devices. Using the standards proposed in
the IREE 802.15.3 committees, it is known that it would be
poszible to vonfigure Perzonal Areas Nebwozks such asz shown in
Figure 1 using UWWH., all without wiring uwp the local aves.

Mote, however, from Figure 1, that the distances {d1, dz,
43, 44} batwesn devices vary, and the local savirvonment may
have walls or metal partitions thab canse signals to decay or
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fade (not zhown) . Thus, it iz possible thet the host device 12,
whinh is typically {(but not nessszavilyd fixed, may not bs
cleze enough to all iocations where portabls users of the UNB
natwork which Uo operate from at a particular instant of time.
Furthermsrs, sincsg the signal powey £alls off with distancs,
UKB twanscelivers that are furthay sway from the host 12 will he
more suscapbible to interfsrsnce from undeszired ussrs or noise
souwrcas {net shown), and wil3 zlze be more suscesptikle to
security breschses or spam avtacks by undesirved Lransmitters
{nat shown}. Battery 1ife of portable devices will slso bs
shorter for thoese which have Lo provide sufficisnt bandwidihs

avaey longer distances {highsr power consumpticn!.

Wow congider Figure 2, whare the gsame UKE neiwork of
Figure 1 now containg the invention, the UWE Repeater 24. With
placement of the URB rapeater 24, the distances helween [he
host 12 and the repsater 24 ave shertsy than the distances
netwesn the host and obher users. Thus, the repeater iz able Bo
provide the akility 1o extend rangs Lo outlving users, which
will be important to mainteain hieh data rates in intarfarence
or crowded speotral situations. Furthermore, the repeater 24 is
also able Lo receive Che transmissions from the undesired
transmitier, and may be sguipped 10 ignore bhe undesired
transmission, a3 well as instruer other users of the getwork bo
ignove the undssired bransmission, thus improving personal area
network performance. Wikh the lavention used in the Personsal
Areg MNetwork, battery life of portable devices may he extanded,

am wa2il.

The repeater 24 of Figure 2, in order to work propayly,
reguires cvaraful signal preocsssing that iz able teo mull ouk
noize and interfsrsnce acvoss the very wide bandwidch used by
UWe {such as nolse from an undesired transmitbey or atbacker
26} . In addition, the repeaber musi provids significank
igelation betwesen che inpubt and the ouipub, typically 47 ko SO
a8 minimum and more 1f possibis, in ordey Lo prevent
sgoillation and fsed forward intsyference. A wide range of
technigues to perfcrm such elscirical performance are well
understoocd by those skilled in the art of BF circuit and filtsy
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design. In additdion, the UNB repester 24 must faithfully re-
transmit both che forward and revarse paths of a two way
sommenication, and must provide uniforwm/even group delay acgoss
mast, if not 2ll, the coouplied bandwidth of R,

Az shown in Figurs 3, Lo pessibly achieve fastest cime to
markaet, would ke to lmpleswent thisz inventlon by using twe W3
whips or devices 28 and 28’ . Thess may be standard UWB modem
devices., with sufficiently fast conktrolling and memory
cireuitry that creatzs & data bridge 30 baitwesn the two UWB
chiips. Thess two chips, and the controlling/memory odrcuitry
bridge 3¢, are bullt and encapsulated in 8 housing or shambar
312 which has good slectromagnstic iswlation betwsan the input
side {ghe side in which signals n2ading to be repeatsd arve
antering? and the cutput side {the zide in which mignals chat
are being repeated ave regsneratsd and recadiated) . Power
{ither AT or ¥} from & sourcs 31 for the repeatey can be
provided from a bhattery or an cutlsak. Rlss, an BF switch for
switching/prossssing antcennas may be integrated in bhe
caontroller circuitry, or may be a saparate. discrete componsnt
ny series of components, such as & butler matrix cdrcult,
simple BF single-pull suelitiple-throw, or phass shifter network
for phassd array antennas, or a wide rangs of well known
anteanns switching or phesingfprocessing mechanisms. While
Figure 3 shows & praferred embodimant, it should be clsar that
che antire assambly could be implemenited in a different manner.
for example using mixed-signal circuitry and included on a
single chip, or a hyvbrid chip could b2 used and packaged as 3
single device, or discreie BF/baseband ICs could bs developed
and used. The abilicy to conyrol RF antesna signals, coupled
with basshand processing, would allow many well known Multipls
Input Multipls Output (MING) antsnna technelogies to be used to
improve link guality. It also should be olear thar sach of the
antennas {32, 34, and 38 shown in Figures 3, and 3% and 40
shown in Flgure 47 may be g single sntenna, multiple antennas,

antenna arrays, and may taka on many diffsrent physical forms.

Bach physical side of the UHB repesisy invention may at
one time sayve a5 the input and another time serve as the
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sutput, as the invention offers siwplex. half duplex, or f£ull
duplex capabilicy. It should be understood that each side of
the invention gould itself use MIMO antennas or
phased/stesrable antennas. Similarly, the forward or raverss
signal path mav use sither gide of the UWB respeatsy. Antennas,
such &% thoese developed by Prof. Hao Ling at bhe WG at
University of Taxas, and by Warren Btutzman of Virginia Tach,
allow wideband UWB transmissions with some direstionslity, and
these are easily spraved on or built from metal stock using
matallic £ilm on plastic wases, Dislaciric antennas, or
antennas with inharent notching capabilities, may also ke
insorporated as is known In the prioy art. The divectionasliny
helps with isolation between the igput and cutput of the
rapeaver, FPurthey, the rapeatery may use multiple antennaz. in
8 sectay arrangument, Uhat can antomabtieslly be sensed and
switched by the UWB devices ands/or the controller circultey, in
cpdey to forus gnsrgy in directions of whers devicss nesding o
ha transmitted through the repgatsr are located. This oould be
ussd on both or sither transmit oY recsive opayabions, A
wideband RF switch, which may he 2 MEMS device such as
contemplated by Hughes Electronics or Teravicta of Bustin, TX,
iz part of the sircuitry contained within the repeatey, so that
varicus antenna sslecticns are made. &ltarmately, RBRF switches
can be avoided and RP processing may be uzzd to provide Maximum
Fatlo Combining, Linear Combindng, Bgusl Weight Combining, ov
MIMG implzmantations, all which are well undersztood by thoze
gkilled in the arc, may he made,. Gther low-cogh R¥Y switches
zould be emplioyed. as well, for antenna phasing/stesring and
salection, and the swizeh oonld actually be incorporated in
future UWR chipssts or other integrated circulcry in various
wave known now and in ghe future.

As ghown in Plgure 4, an altemative approach to creating
tne UWB repeater invention, vather than using two stock WS
davices with some additional contrel and memory logic for data
processing, signal provessing, and antenns switohing or
diversity hear forming, would be to use & Lrue bent-pipe
repsater approach, where 21l signals at the input are simply
re-~radiated at the ocutpub. Note that ths very wide bandwidths
invelved with UNE make this sppraach mors difficult today, yet
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viable in & low nelse esnvivonment thai dogs not have swamping.
Even in higher noise environments, D8P neise canceliavion and
wideband compensaticn such 35 phase linear processing, and
careful isolation and compansation across the wideband spectrum
could be smploved. This type of DER processing will be
available in reasonably low cost platforms within the next
zaveral veaars.

Alvermatively, Figure 4 represenis an application
specific integrated circult 42 made of 31, 3iGe, Gaks, or other
known materisls either within a chip, & system on a chip, or
discrets sircultry, could be fabricsted ¢o implsment an
integrated repsafer with processing oircuits for data
processing that provides network sscurity and data buffaring as
wall as desirved bandwidth provigioning for different
applications passing through the repsater. Clearly, an
intagrated antenna would be a less sxpensive per-part product
price, once the design was perfected, and a8 singleg antenna
rgpaater with near omnil-direccional radiation patiern offars
lower costs to manufscturs, and would be wmors prefarable for
generic in-home or office use. As noted in Figurz 3, powsr
{sither AC or DO can be provided by a sourcs 33, such as a
hagrer or outlet.

Note that instead of using sultiple antsnnas and having
twe “"sides® {an input and an output) as shown in Fig. 4, the
UWE repeater could instead use a3 zingle antenna, and could use
& wast memory {either onboeard in chip or external to the RF ox
processing civcultry) Lo simply buffer and retransmit the
vaseived data. This would induce & greater dalay in the
vepeated aignal, but would provide a l2ss expensive form
factor, due o fewsr antennas, would offer smaller size, and
would save costs due to the lack of sxpense incurred wiih an BF
switoh for the antannas. In addicion, & store and forward
approach embodiment such as contemplated in this parvagraph
would remgve isclation concerns that provide design challsngss
in bent-pipe or simultansous ressive/iransmit repeaters.

& key part of this lnvention, which is now described, iz
the data provessing capabilities afforded by the UWE Repeater
digrlosed hersin., Figuve & illustvatss the architscturs of the
invention, which includes EF component 30 and 359/, bazsband
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componsnt 52 and 537, pipeline component 54 and 54, memory 56,
ard a2 contraller 58 with an inteégratad or separabte procszsor
womponent 8¢, Bach of thes2 architectural componsnis may be
ugzed for both the recsived {incoming! and repeated {cubgoing)
signals, or may be replicated so thst ane set of componsnts iz
nsed for the incoming zide and one sst of components is usad
for the oubpub side. {s.g., zes Flgures 3 and ¢ and alternats
enpodimants describesd) . The plpalise, processing, control
gircultry and memory msy be the ssme sntity {e.g. 3ll 2sontained
within & microprocessoy, a3 DEP enging, or microsontroller, for
axample), snd it may alsc be the sawe physisal civouit ov chip
that also contains alzo the bassband zpd RF componsnts.
Altsrnacively, the memory {or any ong ¢f the other components,
oy combinpations of components! may be in @ sepavate chip ox
device. Note bthat the architsciural cosponants shown in Figure
& may be of a wide range of varisries and physical strectures
that may b2 on ¢hip or on a separate chip or substrates, or may
be distributed in different pleces of eguipment oY smbedded in
other components or circult beards, or embedded in Firmwars,
sofoware, or operating system seftwars, nost shown explicitiy.
It iz clesr that muloiple processors and multiple replicaticons
or paréliliel implsmentations of the embodiment shown in Figure 5
may be practiced. Altermatively, the plipsline processors or
marory {or othey components) shown in Flgures § may actuslly be
the same physissl device, and may only reguires 2 single devies
for handling both input and oubpul functions. #While the
architecture shown in Pigure 5 iz a ypreferrved embodimang, the
funcricnality of the architecturs, described below, may be
implemented in alternats sobodiments with varving approaches to
providing the functienal architecturs, which are not mesnt o
be sxeluded or limitsd hersin. It should be clear thakt well-
fmeven signaling datalls, such as clock signals, analog and
diglitsl wvoltage sonyces, and power supplises, ste., while not
sxplicitly shown in Figure %, are known to one of ordinary
skill Lo be a reguired part of any functional device, and the
sources of such signals could ke provided in a distributed
faghion or represanted within asny one of the architsctural

components during normal operation.
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Mote that the architecture of Figurs &, whan eguippsd
with a sufficiently powerful hassband component &2 and %37,
allows the UWS repsater o bhe used in & hybrid wireless-
wireline neiwork, where input signalis may bs applisd directly
Lo the baseband somponent 53, and output signals may be seni
out the vasshand component 52°, for example, using standard
Echeyrnaet, DSL, ATHM, ScNET, or othar standard bassband signaling
format. WYhen Lmplemented using psraliel components {2.g.
parallel bassband and pipeline funciicns or sulticthread
processing or fast vime slicingl, the architessyure of the
invention alliows for both RBF UWB signals and bassband signals
to be recsived at the input-zide, @nd both RF and baseband
signaling to be transmitted at ths output-side, due to the fact
that the bassband progessoer iz ahle to implement bobh wiraline
PHY and MAC standards, &z well s wireless UWE standards {0y a
universal PHY/MACY . This iz shown in Figure 6.

The ability bo handls bobh wireless network and wired
network traffic is a valueable capability, as it allows the
digoisged UWR transoeiver/cepestsr £2 to nat only functionm in
an ali-wireless network, bub #llows it o be connegted in a
hybrid network, whars wired devices and wireless devicss may
31l be connsoted together chrough the invanbion, making it
sasgizer for the congsumer to conoect mulbiple davices in a homs,
For ewampls, or to connect all devices {(bobh wired and
wireless)! to & single plant gOnnegtion £3 {(an intarnet plug,
for axample! in the home {thus, the Invention not only providas
repeaber functionality, but alse itself may be connscted to an
Internet/DEL/Ceble/Satellite/ Wireless backbons plant or
server). It is possible that bolll inpub signals at BF and input
signals at baseband could arrive at ths inveaniion
gimultanecusly, and may he proparly processed and filoered and
buffered and routed ko provide neiwork comgstivity to onher
devices and che plant o server, 8% well sz providing
sdditional souvces of data for traffic statlistics, ssouriny,
monitoring, and natwork malintenance choves. This arvchitecturs
gnables a low cosy, flaxible UNB repeabtsr Lo ssrve as a
Junsbion hox, cohnecting both wired and wirsless devices to the
same natwork, and optionally te ths backbons plant, ag well

{Gea Figure £}.
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Figure 7 shows a [low chavt of the processing steps
praferably performed by the imvantion, it being understoosd than
the ordey of thess steps may be variad. The controller
somponent of the UWBE Repeater/Transcelver architecture first
acguives network informatvieon andior desived performance
sriveria at step $4. That is to say. ths rontroller component
of the disclossd UWB repeater must ba given sxplicit or
implicit oparating instructions, either from the plant, from
the nestwoark itself, from one or mers components in the network,
from the owner or operator of the network, or from a rule-bazs
developed from past history of the repsater itself, or from the
particulay device or devices ths invention is intended to
communicate with within the network. When esbwedded in a
consumey slastyonic device, such as 3 PC, a cay, or 3 home
medis canter, the contreller component may be accesssd by a
vary simple nser interface provided for the user, that allows
the wser Lo enter in one or more of a network ID {his or her
own password or desired name, ete.l, 8 liszting of aguipment to
ke gonfigured, & count of sguipment that they own, a listing of
computer applications o be used in the nstwork, 2 rough
coverags aves of particuliar wirsless devices ox componants szhe
wizhes o have connected on ohe natwork, oy ovher such dats
necessary to provide a rough guideline of the nerwerk
opgrational charavteristics desired by the aser.

To be clear, howaver, an alternative embodiment would
reguire no wsar intersction, as the home medis device or the
UWE rapsater devics itself may have a unique sorxisl number ID
associstad with it, or may have somg smbedded data, or a table
losk up for s particular application, and this may be used {in
connechtion with othey data, such as proavided by the plant) a3
the bamiz to launch transmissions in the network o devect and
“train® all other UWE devises in the home network to assuve
chay are properly comnscied to the network., all withoul any
intervention or knowledge by the user.

Onee 1t knows the “parameters® oy “openness of the
network®  angd koows the charactevistics or ID¥s of those
devices that “helong” on the wireless network, the somtroller
component is able to then provide low-level instructions for
the proper functioning of the UWE repeatey. In this manner, tha
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conbroller componeant establishes initlal operation mode
setbings for the ropeater at step £8. sc thait bhe bussgs ars
properly configured and the asrchitectural components are prasst
to propsrly respond Lo varlous signals or conditions recelved
from the UKB input-side, the plant, the wired network, or from
the host device, eobe. In okhey wopds, presst conditions
{inicial operabtion mode s2fbings) may inshbruct the repeaber Lo
perform ceviain functions in & wide range of scsnarisg. For
example, the ipnditisl operatvicnal mode ssibings may instruck the
yepeater to provide: (A} normal repsater funcuions {bent-pipe
operacion} with no storage functionality whewn the RF channel is
clean and no spanmer oF interfsrer iz detscted at the input
gide of the UWE repeater, (B} o provids no rapeatsr function
when spam is detectad, and (O} Lo repory traffic statistics to
the strongsst or closest nenwork component when 8 partiouiar
zommand i3 recelved over-the-air or on the baseband nohwork.
Thig is meant oo simply dllustrecs the provessing logic which
i possible, and is merely & representative sxample not
intended vo limit the pogsible set of laogic tables and
condivion mappings that are possible. It is clear that command
and control loglic can be corested to provide sufficiant
flexibility and bresadth of preset conditions. Further sxamples
are given throughout the fext below. It should be clesar that
for rapid flexibility and adaptability, preser conditions fou
several operational svsnarioes provides a low-ovarhead way of
assuring the architertural components have acoess to the busses
and zo szach obher, in an elficient manner, whan @ key event (a8
brigger avent) ooours dus o 8 received signal or dus to 2 nesd
Lo transmiz.

The controlier component rzosives and ssnds electronie
signals via one or more bussss from cnz oy more of the pP,
baseband, mamory, pipeline, and processcor componants. Tha
contrallsr has connection with the other componsnis of ths
transcsiver architacture, and facilitates Instructions that may
be read or written betwsen each of the components ovar z bus
{for axample, 20 bus or new higher speed busses). Thus,
communication of instructions and control sisnals and
information may be writtenm or rsad betwaen the compopents,
using sither serial or pavallel and unidirectional or
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bidiresctional bus structures. The controller component is able
te address each other component of the architecture witbhin ths
IWE repester, and then has the abliity no read or wrlte control
data to sach component ay shown in step 88, in ovder ta
establish oy learn oparvating conditlons from the recelived input
signals oy plant, £o instrust devices with presst imstructions,
oy to provids instructions that have been establishsd by the
nevwsrk or user or agplication that is being received or
transmitted by the inmvention. The propsr configuration and
gocess to the busses is preprogrammed (preszend for specific
operational instructions depending on che operaiional
sonditions snccountarad by the repsater. That is, =zach
component, bassd on received mignals and the computations
performed during normal preset programmed oparastion which
prosesds sccording to step T0. knows through prassn
instructions how it should send signals o the controllsr or to
the other architectural componsnks, for proper deaiyed
eoperation in various operational conditions.

A triggsr event 72 oocurs when there Is & pevrcepoible
change or instructisn, obtained through either the daza
raceived over the air on the UWE vadico channel{s), or chrough
the wired baseband network, or through instructions issued by
the host ugnit housing the invention ¥4, or through dats
received fyrom the plant 76. The order of thess and possibly
sohay Trigger events cauzad by the repeatsyr reacting to
particular received data or host device, plant, or server
instrustions, could be different from that shown in Figure 7. A
rrigysyr event may also ovcur when the transmitter iz instructed
o preprogrammad to Lransmit data (not shown in Figups 7 flow
diagram]. Trigger ovents ave dus to signaling which iz found
be trip a sondition oy ko signify a change in the currentg
operation condition, or may occuy dus to preprogrammed, ciming-
bassd instructions previously instructed and presel by the
contreller componsnt. Depsnding on the interprebtabion of the
triguer svent {performsd by ths controliler srchitscturs in
conjunction with other archibtectural elemsnts), ths UWa
repeater may simply coniinue to operats with the presst mode
settings as originally programmzd (with the same presget

operational conditions), or 3 new course of astion may nszd Lo
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pe taken, in which the trigger svent <ausss the conbroller
architecyurs bt considar providing new prasze? instructions faor
various oparaticonal conditions going fovward.

The contraliler avchiteciture datermines ab step 78 if such
new presst instructions are nesded, based on the computational
regsults of the pipeline and provessing componegnts, o
conjunction with memory, and méy uss ORe or move rulz-hasad
aigorithms that tracks history, or may simply follow
instructions spexified by the network ussr, the host device,
the niaznt, or the repester itszelf. Az described in mare detaill
helow, trigger evants {s.g.., 72, 74, 78, eto.) ooour when there
iz a change in Lhe nebwork, and may ke dus to ths recepilon of
underired data a2t the DHEB ispub-side, undesived data on the
kaseband network, eyrant or counterfsited or spoofed ID's,
watarmarks, oar 3 wids range of imporbent conditions that
indicats a8 changs in network performance. fhe user’s
application, sacurity conditions, signal or dava integrity of
desirved transmissions, or the presence of demmers, hackers, or
intarfarers.

A3 an example of how g trigger avent may be detected, and
to understand why tha controller may wish to gssign 8 diffevent
set of preset instructions for opsrational conditions going
forward afrer & parsisular tvigger event, consider the sxample
of @ UWE repester funciioning in & benign RFP envivonment
without interference. The device i1z recelving transmizsicns
froem desired in-network components and 1s retransmitting them,
per the normal operational instructions. Now, assume 3 Spammsy
or hacker attempis to jam or intrude on the network. The
dizclosed invention is able to detect the demodulated signal
uging the procsssing power pipeling processor in conjunction
with mamory and the procsssor, that the infreder is not & valisd
in-network component, and in fact may furbher check ths
intruder’s ID or characberistics to find 2 wateh with an
runwanted” list of koown attackers housed in memory. This
detection of the intruder iz a8 trigger svent. Mow, consider the
case where the preset sperabtional insteuctions simply called
for the repeater to stop retransmitiing the intruder’s
rransmission when an intruder iz detscisd. Now, hecauses the
kanker appearsd on the “unwanted” list in mamory, this inbruder
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may be deoemed to be 2 sericus problasm, in which case the
contraller architecinre has the opportunity teo alter the prassl
instructions for opesrational zenditions going forward, as is
done in step &0, and it may be advisable to now alert othey
devices and the host computer of the prasence of the hacker
whenever 1t is detected golng forward. The nsw prasat
ingnructions passed from the controller component to the other
architectural components may now be such “bat if ths hacker
cransmission is Identifisd sgain at the input-side of the
repeatary the rapsster dossnt stop retransmibting {as beforel,
but mow the repssber rebroadcastis a warning message, an alsrt
message, or & megsage £o the network thar instrucss a2ll other
users of the hacker. It should be oiear that various cechnigues
nown now oy in the fubure 10 provect from spamming ang to
aveid unwanted intrusions may be incorporsted into the
invention uwsing the processing technigues described here,

Using the system and mevhod described hare. metwork
ugsge, natwork statistics. network provisioning informstion, ov
ngtwork ssfurity starus for partisular users, devicss,
applications, cransmissions, 2r ID' s would be known, wmeasvred
pr detected, and can be storsd and oommundcated 1o & nevwork
zarver, another network component, a deviece controller, or
rhrough thy plant using rechnigues kuown now or in the futers,

The controllisy component upndates the presst instructions
for operational conditions at step 80, and provides actusl
contrel of RBF and basshand zignals, ar & relatively slow rate
islow relative to the individual per-bit durations of the
milti- megabit per sesrond data rate recszived and sant by the
invention over the air). Slow tasks for 100 Megablit per second
dars teansmission for example, would ragulire processing and
vontrel signaling on the order of 3 wmigrosecond or so. as
cpposed to Fast real-time dats provessing that would reguirs
speeds on the order of 1¢ naneseconds or faster {such fast
processing 1s handled by the pipeline and proceszing
components, and the baseband and RP components). It should be
clear thar siow and fast are relative, and chat this shouid in
fin way be limiting, zince real vtime and “near® real tims spesds
snall change ovar time, application, and technology. Slow fasks
handled by the contrelisr componant includs snabling the
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adaprive signal processing, $o that the indtisl antsnns
configurations may adapt to interferents from a new
transmibtiting sonyce, or halting the transwmiszsion of an
undesirad signal, or the halting of spam over paskst duration
or meiciple packst durstion intarvals (rathear than bit duracion
intervals), or determining and invoking new instructions For
operational conditions, or instructing memory or computation
operations £o begin or end, or instructing various warning oy
rasponse messages or traffic siavistics teo be computed or
reported. The avtual computaticonzl chores inveoked by thase
instructional maszages by the controller architecturs may
happen at much faster rates. For example, the cantroller
architecture iz veguired to issus conbrol signals to allow for
antanna pointing, stesring/phasing, HIMQ adapbation o be
invokes, angd ones the controller component enables this
functionality o the appropriate architectural components, the
en-going processing and sdgnal manipulations and adaptations
ocour ab muach faster speads.

The controilary architacturas provides praset instructions
for operational conditions to variocus components, as well as
enabling what opsrations they should pasvform ahsad of time of
the actual triggey svent {e.g., the pipeline devices would ba
instructed the network ID or watermark To sgarch for, or the
paroioular errer contrel coding or MAQ or PHY thal is te be
wsed) . The controller asrchitectures alss providss operational
ingstructions to the memory, for gathering of data and
spatistics, az well as providing sveni-dviven {(Erigeer-drivend
instructions for handiing the gating of packets and data. dlse,
the contreller allows the prosesser o communicate the results
of its computations to obher architecbural componenis, o
cransiabes the results {wigh the aid of the procssserd into
contreld signals. Clearly, for ilmplementing security features
and sofoware radiofantenns pointing chores, signal results must
me datected and computational problams must be solved by the
Pipeling and Processor componants, &% well as bassband and RF
components, e¥ described below, and the results of thess solved
compubations must be used to costinually dyrive the proger
parformance of the devics without delays impozed By the
concroller componant. The controlley thus provides the initisl
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and overall approval, and then simply facilitates the
communication of such commands and instrusctions, and ensures
tha husses connecting rhe components aye properly alisned for
the spescific rasks that need to oucur for payvticular fast and
slow provessing and dats paszsing choves.

Ag shown in Plgure 7, ths UWE repeater coniinues to
process in the manner describad asbova, in & continusl loop as
shown in step 2, until an isstruction to terminabe operation
1w rasaived as shown in step 24 {either recsived from a data
source -~ wired or over the a8ir, or from the plant, or the host
devics, oxr from the contrellsr architescture, or the power
supply is simply terned off to the devicel. at whisgh point the
procezsing is complated as notsd in stap §5

Te describa the architecturs of the invention in mora
gerail, and to provide further sxamples o illuminate Figures &
and 7, the foallowing detalled description is usefull

Memory wmay take 3 wide range of forms as undevsiood by
those skilled ia the art, insluding high spaed BapM, DREAM, Flash
chips., memory sticks, removable disks, =zto, and this memory may
e progrsmmabls, static, dynamie, random acgess, optically-
provessesd, a2to, such thar vast amounts of data received at ths
input of the ipvention may at any time be stoved, buffered,
processed, incerpretad, or retrzasmitted. The powsr required
for the memocry may be supplied by the same powsr supply that
powers the processur and BEF components, o% 10 may he &
separately provided DO or AC power supply, depending on the
parviculay implemantation or siruckurs. For example, if the
digclosed UWB Transceiver wers embedded in 2 plug-in memory
stick, it would likely recesive power and dats flows from the
standard USE expansion slob, wherzss if the invention wers
gmbeddad within a PC or Media Entertainment Center, the
pipeline processor, mamory &nd UWE RF and baseband clirguitoy
might be embadded in & ohip or an assembly on the mother board
of the PO, icself, thereby obtaining power from the inkernal BO
supply. Memory is used by bthe present invention to store ons
or more of recelved data, forvarded data, to hold daza strings
or comprassed versions of such strings needed by the nontroller
oY processory, [0 stors execsution inspructions of the prossssor
or contreller, to store watermarks, identification dats,
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(iDealy . BHY or MAD instpuctionsg, other sxftware radic
instructions, calibration setbings, table-look-up data for
modulation. demodulation, coding, antemma pointing, sntenna
phaging, coding and decoding, provessed data statistics, or any
athey data that nseds o be storad and retrisved later. Mamory
may acbtually be comprised of diffsrent technclogias, with
different power levels, sizes, spesds. evo. whereass some part
of memory g used far wiry fast storing and recglling. and che
cther part of sismory is for longer berm storasge that doss nob
have to be accessed very guickly.

The pipeling componsnt prosssses data on a bit by bit or
word by word basis, and thus has an sxtremely fast ablilizy teo
prosess or make decisicns on applizd dats. They have spacial
architegcturs and houss theilr own memoryy., and are designed
speoifizally for rapid real-fiime date-streaming processing. Ths
Pipeline component iw abkle to ioplement real-time proasessing
aigorithms {such as ooding, SLC.} O COMPArsS O process
inputted data e a preset pattern of data is & very
streamliined, fast manner j2.g. it zan funcuion as a digital
mabched Filter, or corrslator, an error corraction coder or
decoder, 3 ¢heck sum counter, or provide other fast, bivt-by-hit
computational functiyns that provide very rapid processing
eypically reguired in broadband communicatisns), thareby
allowing the device to know whather patterns of dabs are
propeyly tagged or apporticned. Siripping of headers in
packets, finding Ip's of words or bit-seguences in data
gstreams, detecting or corrszting bit srrors, verifying or
ingerting watermarks in data transmissions, detecting sscourity
information, such as keys, passwords, handshake data, eho. are
typical tasks performed by the Pipsline. The Tontreller iz able
to instruct tha Pipeline component &5 Lo which data should be
checked, and may also provide timing or obasrvation interval
information, as well.

Furthermare, the pipsline procsss is instructsd oo
Correct arrors or insert INs or watermarks or seourity daba on
transmizsions, if it has bhesn so instrusted to by the
controller. This is & powerful featurs that allows the device
to modify the date for retransmission in the network. Fox
sxample, if the invention is ussd in & home network, a
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particular home network ID or wabermark or key cods may be
asgigned {insertad inte the datal of all desirsd home nstwork
transmissions, and the Pipselins component on the input-sids of
the repeatayr may be instrucied by the Contrellsr to comstantly
zzarch for this ID or wabsrwark or key code to be recsived in
ordsyr to determine the received signal i{s “desirable® or valid
and that it should be repeated for regfransmission. If errors
aecuy, ths invention may modify the racelved data ztrsam For
error correction. Alternatively, the netwerk may nes2d o changs
the watermark or ID or key cods of the yeceived data, and the
invenhion is able to maks zuch alterations to recesived &aﬁa,
and retransmiy the altsred data.

Alse, the pipeline componsnt may be Constantly be
agarching for “critical” or “unwantad” or bad trangmissions,
which have data styreams, I's, errongcus Crypto wiards, or other
identifying data segments ar informavion that is storsed or
updated in memory and which can be comparsd te recsived data.
Such oritiesl or unwanhad transmissions may be indicablive of an
atrack or unwanted spam oY 40 emMErgensy TA3300 Lo stop
transmitting, and upon receipt of such dats, the invention may,
undey previouwsly set dirvections of the controller componant,
send an alarm message or wrgent rraffic message, or may send a
message for netwoerk shubdown or device shutdown.

Rapending on the type of network, the desired sscurity,
the particular protocol ox comson air interface, PHY, MAC, the
particular wateymark or ID, 2te., it may be desived for the
recaelved signal to be immedistely retransmitted {repeatad] ab
the oubput-zide of the rspsaber with minimsl delay, in which
case the controller would have directed the pipeling component
to pags the data lomediately to the baseband moduisccr on the
cutput side of tha repeatsy. {In zhis case, the pipeline
compenants may have modifisd the dsta o correot srrors, insertg
g, insert pozition or tims stamp information, pass along
petwork statistics or trsfficispamiubtilization data, or other
important network ~specific data that is to be farried and
repeated for the particulayr application oxr particular nstwork
implementation) . Thisz streamlined operation avodds delays in
reading and writing te and from memory, and would provide an
extramely fash retransmit time, while allowing modification or
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repsir of received dats. Altsrnstively, while cthe dava iz sant
to the ounipubt-sida, it may slso be ztored in ths memory
simultanecusly {most likely through & memory pre-buffer that iz
used to capturs all the fate in pavallel as it is sent 2o the
transmitter, but with 2 sufficiently desp buffer that sllows
the transmitted data to ks sached and stored oo memory which
oparates at slower speads than over-thecaiy RBF tranzaigsions -
this is nob aleown but understood to one skilled in the artl.
Purtharmors, the controllier may have provided instrustions Lo
the pipeline device phat upon ong Or more parbiculsr recsived
datan srreams (for example. data stresms that have basen
associated with Spam, pessr~io-peer, or usdesired transmissions,
and which wers stored in memory and earlier communicated to phe
pipelineg davice and stored thered, the pipaline device iz nob
gonnected directly o the bazsband component of the output
side, but instead the dats passed by the pipeline companant is
sbored directly wo memory, or is simply lgoored. In this
manner, the invention is able bo deteey and £ilter unwanisd RE
daca. The device may also have a revadiats mode, whers recgived
BF data stragm iz demedulsted, plipslined, stored in mamory oy
modifisd with o network XN, watsresyd, oY countzr, and then
rabroadesst back ko the originating R¥P sourcs. This would be
valuabhle for position locavion determination using time delay
and/or signal strength measurement oy pradiciion {as explainsd
in many well known references, including work by Bahl,
Rappaport, U8 Wirsless, eteo.}, auwditing of the network to
determine how many devices arve on the network, and with what
ID's oy watermarks or cndes, defermining propagabion bimes, ov
used &3 part of 2 network throughput measurament soheme oy
rraffic monitoring fapability, sto.

The conbreller component thus works to ensurs tha
Pipeline component and the memory and the Processcr componsant,
and the bussss ars properiv configured to handle the desived
chores. Recelived dara is vegeived at BEF, demodelated at
Baszeband, and passed to the pipeline component, and the
praprogrammed pipeline processing component Chus works with the
controllery and the memory Lo either store {and not retvansmit}l
the received data, ztore and forward {=.g. vetransmit} the
raseived data through the bhassband and RF components on Che
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irput-sids of the repester, or alternatively the repsater may
ignoys the receiwvaed data and not store it, or ztore the
received date and retransmit it hack bo the originating
sourse, Altarmatively, the raceived dabtz may be stored and
retransmitbed out of one oy more antesnas, including the
antenna which eriginaily received the revelvsd dats.
furthermore, ths dats may be nodified v the pipeline
proceagsing circuitry {or by the processer and memoryl onces its
regraived, for example, bo strip off unwanted or hostils data
contained in ths raceived data stream at the inpub of the
rapeater, or to add bit or packelt changes in the paekat"data
structuye to implemsnt ID or secuxity or validation or
handwidih pricrity informstion in the repeated data which is
radizted out of the respesatey. Thus, ths UWE repeatsr has the
apilivy o monitor date which it reveives, as wall as Lo stors
ic, forward ig, return it, or modify it. All the while, ths
memsry, working in conjunstisn with the processor, may use a
differsnt or sameg thraad to build statistcics and ohserve
parsiculay behaviors of the traffic, Including the abiliny to
sniff Lhe packets and determine dexived and undesirsd ussres,
attacks on the home oy vehicle or enterprise network., Thus
rodification of the MABC and IP layers. based an the fiow of
dabas or the availability of srrvovs oy desived Qof detectsd by
the contreller, is conbemplated and wapahle with the invention.
It should be clear thal the ahove desoription and
following prefervad embodiment emphasizes modification of 3
recelived signal aend the associazied processing steps prior Uo
retransmission out of the UWE repeater. Howsver, it should zlse
pe clear that similar funstionality and cspabilities may be
achisved for the transmitbted signal itsslf, where the sans
arochitectural components may he usad to similarly provass,
modify, stors, retyansmit, or ignoye signals thab ars otharwiszs
intended to be sent bo the outpub zide of the devigce. Alss,
prepared msssages oy messages based on the computation of
ptatistics or memeory contents, messages based on alarms,
network activity, bthe errors or transmissions oy seourity
hreaches or Ih's detacted on the inpubt-side of the rapeater, or
messagaes thab ars mesnt to synichronize for timing, posicisning,

or wsed o simply vommunicate the repeater’s health, status, or
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alzyrm stapus {due 2o gpamming or RF overicad or interference,
for example) wmay be sent by using the memory and bassed on
regults computed from the proosssor oonponent or contrellar
component . fuch messages or data transmiswions wmay ke raad cut
of memory, or processed through che plpeline component, passed
te the bazeband and RBF components for fransmissions vo Lhe
cutput-side of the repsater. This enables the invention to
provide beacon signals and messasges regarding fraffic,
security, spam slert, alarm, position lovation, network uss eor,

oiher prezet messages for use in various spplications,
indspendent of the exact data being recsived st the momsent by
the input-zide of the invention.

The capability of the UWE repeatsr 1o process angd o
mpdify the bir spreams sent and received is powsrful, as fusure
security wmethodologies will rely on streamiined processing to
implement rapid/dynamiz key changes, dynamic network ID ox
watermayk changss, and oo allow authentication and validation.
Emerging sesurity standards,. such ag TEEE BO2.3114. which uss
dynamis keys and strong oodes, &% welil as BAP. BOL.1X, WBA,
and future securxibty technigues that may encompass both indoor
and mutdoor networks, will be able to be used by the disslosed
inventlion, dug o the capabilitiass of the processing and the
modificacion vapakilities of streams flowing in end out of the
repgater. Furthesrmors, the rspsatey itsslf «ill be addressable
on the personal area network, allowing the host/master “sourcse®
dewvice, such as the office PU ox TV comsole, to iagulve,
controi, and to gathsr charasteristics of piconet users, thair
traffic, attacks, throughput peviormance, coverage pexformance,
or unintended ov intemdsd usage through the repsater. For
example, the host could acoess the memory of the UKE repsater
for detailed dava, az well ss zellect staetistics gatheved and
processed and stoved by the UWR respeater, so that the huwan
ugaer of the poetwork could gather & report of activiby. Gsiting
raports back from the UWB repealer can be dons over the sams
Pergonal aves network [(PAN! vhat iz used for wirslass
copnectivity, or could be cavried outb using a2 wirved network, 1if
the inventisn happensd to alse be connected to 2 wired
hackbone, such as Cat-5 Cable {As deseribed subsegusntly, the

UWE repeatey inventlion may have internast connsction jacks that
4
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would allow it o also be connsctad to a wired infrastructurel.

Furtharmore, without human intervention, ths host could gathsr
data Frow the UWE device, and use that kneowledge for real time
or neay real tims sontrol for providing securiny. changes in
segcurity keys or protogslds, changsas in bandwidih provisioning,
and could even provide a termination of the home nsbwork from
the internst, in order to prevent the home neptwork from being
avtacksed or cowpromisad.

The ability of che UWB rspeater to process data and
gathsy traffic and network conditcions, inciuvding bandwidih
provisioning dats and ssourity-related data, will be &xkremaly
usaful in appliances that servs as inchome or in-office nstwork
rongroliers and interfaces, where the Internet is connected and
then served wirelsssly throughoub & building. The UWRB Bapesater
disclosed hers would he fully compatible witsh BARIUS ssrvers,
and in fact rzould help provide the comnmectivity required for
home davices o galn accessy Lo the Internet, as disclosed
garlier. b wab-enabled inteviacs, oy windows, or soms othay PO
ot TIve/TV/VER/Cable Moden/Satallite type programming intarfase
could be supplied to program and conbvel, as well a3 gavher
data from, the UHB repester discicsed herve.

The controller uzss memory, such as flash, dram, PROM,
and a wide range of otber possibilicias. basad on spesd, prics,
form fagtor and avallabiliby, o suppoxt the processing and
wuffer-and-forward operations. Coupled with the computational
capabilivies of the provessor and pipelinse componsnts, and
given the functionality of the bazsband and RF compoents, one
can readily ses that a powsrful nefwerk security capabilivy can
ha implemented while simultaneocusly providing broader, reliable
network ooverage.

Considar one embodiment of the memory portion of this
invantion to be like today's Memory Sticks thabt currsntly have
8¢ MB of memory (but will have much more in the fubure) and
plug inte a PO port £or power -- the invention could have the
sama form factor, for example, 3s & plug in seaory sitlck coday,
whers the UMWB repestery invention, including memory, is simply
plugged into an acvess pork on & PO or othey home applisnce.
The UWR repeater, if in the form of 2 plug in “stick?, could
also ensble the eguippsd device (which could be the sourcefhost
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device, or some other device in the PAN} to connect vis the
WE howme network, while supporting the repeater operabion
within the PaN, whils providing the sapabilitvies of identifving

the types of trafflic and pricvities which should be given such
praffic within the PAN. Alss, network management proboonls and
sxiernal davices and scftware, sush as that locatsd on the host
PO, may guery and ratrieve the gathered date at the UWh
repeater, and may adjust or contvol the UWB repsater procvessing
mxdes {via the contrpller component) for particular desired
pefwork go#ls ~ such as greatsr securibty, more stringent
priorvivization on wraffic, or sven complsbs rehootfrestart of
pDrocessing in the UWB repealtex. It iz obvious ¢ one skilled in
the art that the IWE repsater could operste in concart with
other devices, such as the host or other users of the Personzl
Rrea Network {(s.g. home network] in order to provids
distriburced communicabion and command zud control funchicons
petween the UWR rapaater and other davices. In fantg, it should
ke clear that the archivectural structure of the UHB repeatey
may be distributed hevween havdware, smbadded software, and an
cparating system which ships separately from the hardwars, such
as Windows or Linux, o bthat mass-producsd URE repaaters could
be smbedded or 2asily attashed to existing appliances oy
Lomputers.

The repzatsr may zlso have ssouriby provisioning such

2% an “auchentigation® or vallidation, zz well as non-
aradication funstisn, Depending on the paroicular neatwork
gwanaria, nenwork aszignment sLeps C&n ensure the UWE
repeater is being used toe Yrapeat® signals from only those
devices which are intendad to be repeated within the home oy
office. Thisz functionality could be done at laver 1 (PHY) with
identification or authentication oode sent over the air ang
detected by the Repeater, or pevfoemed at layer 2 (MAC) with
handshake with othey devices on che network |, or a2 combination
of lavers heing used for the ssourity or authentication step,
but this dust az sasily could be perisrmed av higher layvers,
aven performed up at the application laver {such as with VPN,
wel login, telephone dial, or some obhay computer-controlled
autbhentication fmplemenved automatically by one or more

devicas on the natwork, or implemsnted by the user on a
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software interfacs, compuier program, web site, or dats sntry
method that connects to the home/office UWB network) . Alse.
just @ today's IEEE 802.11 bridgs/repsater products. the UWR
repeater may be sguipped with MAC address azsociation control,
ared could sasily have one oy more integrated wired Bthernet
nopt connestions for use on a standard wirsd Ethernet
connestion [(not shown in figuresd. These technigues aye well
understomd ky those knowledgaasble in IREE 842.1la/b/g and

802 .15.32/b standayds activities, which have bavoms widely
popular in recent years, and the present invantion, while not
reguived by such standards, could implement such standards if
the haseband and BY avehivectural componants wers properly
configured to conform to the MAC and PHY standarxds.

Por exampla, a preferred embodiment of this invention has
the UWE transceiverfrespeatay #5 ke mounted in an AC oubler %
for wall use or for barrvisr-strip extension cord 92 use {Zas
Pigure 83 . Albternatively, the device could he intagrated in a
wonsumer electronic device {2 celiphone, or PL, or a homs
gntertainment cenbsyr, for examplel, and would be controlled by
oy interzct with 3 seftware program running on 8 home compuber
or & gams sonzele or TV (e “host l. The host would zlliow the
person using thas home/business/vehicle negwork o type in or
usg & remobe conbtrol or mouss device to connect hiz or har own
home/office network, and the nebwork would use DWE devices to
gommunicate with each other to provide the nmetwoerk, and in
doing this manual configuratisn, the user is able o iapui
identifiers. such as produst name or manufacturing codes or
gome other identifisr of obther appllances far the homs natwork
that the user iz able to anter. This opsration may also ooour
sutomatically, without mapual intervention by the user, by the
geif-configuring Persopal Ares natwork “waking wp’ and rsading
the sarial numbers/device codes through the alzwaves
automatically, and finding the UWE repsaler.

Rerurning o the manual example of a homs network
appliance, in doing this dava antry, the ussr iz implicitly
sething up security features which allow the myrisd deviecss in
the home to know they are on the desired neswork. and the UNB
repuater iy then abls to know, through shavsd knowledgs of this
secoricy informacicn, which devices should bhe “repsated® and
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which devices {say from a naighboring building) should e
"ignoreds and nob repeatad. In this sxemple, the UNB repsater
could be embeddsd within the PO or cable TV product, oy it
coiid he communicated to wirslesszly or via cable by che home
somputer or cebls TV product, or it even could sevve asz the
hesmt, iwself, where it is connected to the interned using
wiveless or wirsd means. Of course, ong skilled inm the art
would undarstand the {pvention could also having no secuyity o
mure limited security, whers some or all messages within
garashot would be repeated by the UWE rapeateyr, ov whereby some
massages would not be repeated dus Lo inherent knowlasdge

of loozl davices and their valisd signaling or data
transmission. Adlsa, it 15 slear that much simpler, automazed,
or built in comfiguration capabilities for specification of
network parameters or operational conditions could be supplied,
say wibhin an operating system, or embedded in zoftware or hard
codes in a consumsr device, itgelf.

In addicion to security featurvss dizecloszed abovae. tha
ahility of ths URR Bepeater U0 sense real-time daba
transmigsions, such as network ID*s or bit-streams associabed
with security or hevs., allows any application to provide irs
ovin data coding, carried zbove the MAC and PHY lavers. to
gnable particular desired fsaiures of network provisioning and
pandwidth provisisning centrols, so that some wsers (such as
porzable emall or low rete dats or low rate asudio)l are
#llocated some delay. oY less important priority, in belng
rgtransmiteed than ave high priorivy dats, such as videns data
or velce sver IPF telephony, or high bandwidth messaging o
urgent information which has less tolerancs to dslay. This
gquality of service (Q08! intelligencs could be identified
within the RAD, BHY of standardized UWB sguipment, bub slszo can
e inserted and detected by the dizclosed invention whan such
signaling appsars in the IP layeyr and/or other higher lavers of
the application data that 1s transmitted over the network.
Thusz, bthe inventlon alliows elscoronics makers Lo oreate their
swn higher layer UWB protocel, or sven & undversal PEY and Mag
laver, waing standardizsd componants, which alse allows ths DUB
Repgater Lo prioritize asnd provision cerrvain repzated data over
wther repeated data, by siwply exploicing the fact thab each
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UWE repsater devics is abls fo detect adtwval date and can
operate on such daba using the arxchitecturs described above
{see Figures % snd 7h.  Fox example, data bits which alert ths
repeater and bthe neswork to the partioular gtyps of user/devics
can e used to hslp prioritize the UWE repsater’s procassing of
the data which is Uo be repeated. In fact, the UWE repsatsr
could be used in network test, whersz the memory and controlling
circults are used Lo induce a Eixsd, known, praset, or desiresd
delay on particular tyraffic which ig recsived by the repeater,
in order to test *ringing of the network” or to determineg if
attackers or interfarsnce arg coryelated with the )
eperation/trensmissions of particular devices on the PAR.

the form factor of the UWE repsatsy may take on a wide
reuge of sizes, shepes, and wmounting/fixture options. This
rapgater could be instzlled or embedded in PCs, servirs, or
appliances, or it could be a stand alone device that conld be
purchazed and placed in any home or offiee, snbedded withio a
fire alaym, air freshensy, night light, or phons.
Alvernatively., it could be a plug-in device, wuch like plug-in
chassis cards are uvssd today to enakla WLAN access or modem
access in ROs.

Figure & illustrates & praferrsd embodiment of the
invention, embedded within an A0 Power strip. The AC strip
could be bullt into the wall or purchased as an sxtension oord
in nardware stores, ebo. Note that the powsr strip has srandard
AR wiring to commast to the home or office AC powsr, but alsgoc
haz @& comnection to the °plant”. This plant connection 94,
which L3 optional in the practice of the invention, may he a
physical connectisn, such as through & oable that connects the
IwB Lransceliver fo an Ethernst port, Cadls TV cutler, DAL
autiel,. atc,, or this port conmection may b a wirelaess
connection {for wireless acoess, the smbedded UWE transcsiver
might be connected to a8 WiMax radio or Mezh Hetwork
transcaiver, snahling wireless o coms in o the UWE
cransceliver and be redistributed through the repeating
function., Alternativaly, the plant connsstion may be optisnald
or unused, and the UWE fransceiver simply lmplements the
rapsating and security functions described hexein. This is an
examnpia of ong of the myriad of form factors that can be usged.
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Sne could usz the invention as pavt of 30 extension
ords, photocopiers, game consoles, telsvisian/video displavs,
wides consoles, hospital video equipment, multimediaz cenbters,
aiy freshensrs, fire alarmsg. ete. Fixbtures, colors. shapes, and
izes may bhe very similar te fire alarms or alr fresheners that
piug into AC outlers in the home, or ars wived inte a oar DO
powsr supnly, and the repestsr device may also hecwme embadded
in obidectz that aves typically carried avound the home or
office, such as but nob excluding cordiess phones, <281l phonas,
porvtahble computers. home stereos, TVs., pet collars, tennis
shoes, and a wide rangs of portable. common devices thar when
moved could provide a wide arvsy ¢f range sxtension and
caverage improvements of UBE davices. In fact, davices which
integrats video, gaming, auwdisc, and computing »il3d Iiksly
benefit greanly from the disclesed invention. This invention
may be 2 stand alone plug-in devies, or may be embedded in AC
outlers, receptacie extensions, and could become part of fuburs
phongs or AL extension cverds. The pozitioning and ranging
cagabilicies of UWE make this applicable co tracking ohildren
and pats, or Einding vehicles in larvgs parking lots, as well.
It will be clear o one skilied im the art that the ghovs

discliased invenbtion may bes applied in a wide range of
applications and configurations as capturzd in the scope of the
appended clsims. Furthermorse, the spauification is nob limitsd
oo a particular radie air interiacs standard ov vadic PHY or

PMAC definicion or implementation.
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application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previcusly Filing date {YYYY-MM-DD) Intellectual Property Authority or Country |
filed application

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: ¢ Customer Number US Patent Practitioner () Limited Recognition (37 CFR 11.9)
Customer Number 30743

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.5.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

Continuation of 14540660 2014-11-13
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Prior Application Status | Patented v
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
14540660 Continuation of ~| [13676246 2012-11-14 8918049 P014-12-23
Prior Application Status | Patented - Remove
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
13676246 Continuation of ] 13157789 2011-06-10 8331854 P312-12-11
Prior Application Status | Patented - Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
13157789 Continuation of [+] 12689052 2010-01-18 7983613 2011-06-19
Prior Application Status | Patented - Remove
Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
12689052 Continuation of ~| [10919515 2004-08-17 7676194 2010-03-09
Prior Application Status | [Expired -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
10919515 [Claims benefit of provisional ~| 60498324 2003-08-28
Prior Application Status | Expired v Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
10919515 Claims benefit of provisional ~| 60496613 2003-08-22
Additional Domestic Benefit/National Stage Data may be generated within this form Add

by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Application Number

Countryi

Filing Date (YYYY-MM-DD)
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Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed hefore March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property {IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office {(EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQ), the Japan Patent Office
{(JPO), the Korean Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’s Republic of
China (SIPQO)}, the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 {opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant {1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {(assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

Assignee Legal Representative under 35 U.5.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

vI

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix

L4

4

Mailing Address Information For Applicant:

Address 1

Address 2

City State/Province
Countrﬂ Postal Code
Phone Number Fax Number
Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assighment recorded by the Office.
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Assignee 1

Complete this section if assighee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information™ section will appear on the patent application
publication as an applicant. For an assighee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix
Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province

Countryi Postal Code

Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 2

selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or mare joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Michael E. Whitham/ Date (YYYY-MM-DD)| [2017-06-15
First Name | Michael Last Name | MWhitham Registration Number | [32635
Additional Signature may be generated within this form by selecting the Add button. Add
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This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandna, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related tc a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.5.C. 2(b}(2); {2) furnishing of the informaticn solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject tc the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5 US.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

Arecord in this system of reccerds may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect tc the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the Internaticnal Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations geverning inspection of
records for this purpose, and any other relevant (i.e,, GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35 US.C. 151. Further, a record may be disclesed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned cr in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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identify favorable opportunities for transferring

apportioned spectru use rights. Holders of spectrum
use rights may generate and disseminate maps (31)
illustrating portions of available and non-available
spectrum use rights. In addition, spectrum users may
generate and disseminate maps illustrating desired
spectrum. By comparing graphical representations of

spectrum availability to desired spectrum, available

spectrum use rights of holders may be matched to the
desired spectrum of users. Use rights in matched
spectrun may then be offered by holders and/or
requested or bid upon by users.
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(67) A registration system for secondary radio systems that
use spectrum that is interleaved with spectrum used by

primary radio systems may include an interface to 0,
communicate with the secondary radio systems over a !
network. The registration system also may receive a Memoy 2
registration request from a requesting one of the R [_owerasrens |
secondary radio systems and generate a spectrum [ o 1
certificate for the requesting secondary radio system. The [ roossiss T
spectrum certificate may contain a channel map [— )
identifying available channels that may be used for W i)
wireless communications activity of the requesting
secondary radio system and may contain, for each
available channel, a guidance indicator that identifies Dy 24
relative channel desirability to the requesting secondary E—
radio system. T FIG. 1
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(57) Spectrum that overlaps in time, geography and frequency is allocated to more than one radio network. The
networks share the spectrum by employing spectrum sharing in accordance with spectrum sharing control data to
avoid collisions between the transmissions of the networks.
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Listing of the Claims:
The following is a complete listing of all the claims in the application,

with an indication of the status of each:

144, {Canceled}

45, (new} A wireless network device, comprising:

a wireless transmitter that is capable of iransmiiting wireless data through
electromagnetic signals that have a bandwidth greater than or equal to 100 MHz2
and less than or equal to 5300 MHz;

a wireless receiver that is capable of receiving wireless data through
electromagnetic signals that have a bandwidth greater thas or equal to 100 MHz
and less than or equal to 500 MHz;

wherein the wireless transmitter is configured for transmitting wireless
data that contains information present in or determined from wireless data that has
been received by the wireless receiver; and

wherein the wireless network device is configured for processing wireless
data received by the wireless receiver, and

wherein the wircless network device Is configured for determining whether
any, a portion, or all information in the processed wireless data should be

transmitted by the wireless transmitter,

46. (new} The wireless network device of claim 45 wherein the wireless network
device is configured for determining whether any, a portion, or all information in
the processed wireless data should be transmitted as wireless data to one or more

other devices by the wireless transmitter,

47. (new) The wireless network device of claim 45 wherein the wireless network

device is a wireless router,

48. (new} The wircless network device of claim 45 wherein the wireless network

device is a wireless access point.
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49, {new} The wireless network device of claim 45 wherein the wireless network

device is a repeater.

50. (new} The wireless network device of claim 45 wherein the wireless
fransmitter is configured for transmitting wireless data according to an 802,11

wireless standard.

51. {new) The wireless network device of claim 45 wherein the wirsless receiver

is configured for receiving wireless data according to an 80211 wireless standard.

52, (new} The wireless network device of claim 43 wherein the wirsless
transmitier is configured for transmitting half duplex wireless data and wherein

the wireless receiver is configured for receiving half duplex wireless data.
53, {new) The wireless network device of claim 43 wherein the wirsless
{ransmitter is configured for transmitting full duplex wireless data and wherein the

wireless receiver is configured for receiving full duplex wireless data.

34. {new) The wireless network device of claim 45 wherein the wireless network

device is configurable by an interface that is accessible from a computer,

53, (new) The wireless network device of claim 45 wherein the wireless network

device comprises two Or more antennas,

56, (new} The wireless network device of claim 55 wherein the wireless network

device is configured for using MIMO anienna technology.

57. {new) The wireless network device of claim 45 wherein the wireless network

device is configured for performing beamforming.

58, {new) The wirgless network device of claim 45
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wherein the wireless network device comprises an adaptable antenna; and
wherein the wireless transmitter is configured for using the adaptable
antenna for transmitting wireless data through electromagnetic signals that have a

bandwidth greater than or equal to 140 MHz and less than or equal to 300 MHz.

59, {new) The wireless network device of claim 43
wherein the wireless network device comprises a steerable antenna; and
wherein the wireless transmitter is configured for using the steerable
anenna for transmitting wireless data through slectromagnetic signals that have a

bandwidth greater than or equal to 100 MHz and less than or equal {o 500 MHz,

§0. (new} The wireless network device of claim 45

wherein the wireless network device comprises an omnidirectional
antenna; and

wherein the wireless transmitter is configured for using the
omnidirections] antenna for transmitiing wireless data through electromagnetic
signals that have a bandwidth greater than or equal 1o 100 MHz and less than or
equal to 500 MHz.

51, {new} The wireless network device of claim 45 wherein the wireless network

device is configured for operating within a wireless mesh network.

62, {new) The wireless network device of claim 45 wherein the wireless network
device is configured for using data encryption when transmitting with the wireless

transmyitter.

63. {new) The wireless network device of claim 45 wherein the wireless network
device is configured for assigning priority levels 1o at least some wireless data that

is to be transmitted by the wiveless transmitter.

&4, {new)} The wireless network device of claim 45 wherein the wireless network

device is configured for assigning one or more priority levels o at least some
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wireless data that is 1o be transmitted by the wireless transmitier, wherein at least
some of the one or more pricrity levels are related to one or more levels of a
certain quality of service.
635, {new) The wireless network device of claim 43
wherein the wireless transmitter is configured for transmitting wireless
data through electromagnetic signals in more than one frequency band, and
wherein the wireless receiver is configurved for receiving wireless data

through electromagnetic signals in more than one frequency band.

66, (new} The wireless network device of claim 45 whergin the wireless network

device is configured for transmitting beacon frames with the wireless transmitter.

67. {(new) The wireless network device of claim 45 wherein the wireless

transmitier is configured for transmitting wireless data at more than ong data rate.

68. {new) The wircless network device of claim 45 wherein the wireless receiver

is configured for receiving wireless data at more than one data rate.

69. {new) The wireless network device of claim 45 wherein the wireless network

device is configured to be powered through a connection to a DC power source.

70, (new) The wireless network device of claim 45 wherein the wireless network

device is configured o be powered through a connection to an AC power source.

71. (new} The wireless network device of claim 45 wherein the wireless network

device is configured (o operate in a cellular network.

72. {new} The wireless network device of claim 45 wherein the wireless network
device comprises:

a wired connection port which permits a wired internet connection wherein
the wireless network device s configured for transmitting and receiving wired

data through the wired connection port;
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wherein the wireless transmitter is configured for transmitting wireless
data that contains information present in or determined from received wired data;
and

wherein the wireless network device is configured for transmitting via the
wired connection port wired data that contains information present inor

determined from wireless data that has been received by the wireless receiver.

73, {(new)} The wirgless network device of claim 72 wherein the wireless network
deviee is configured for processing received wired data and determining whether
any, & portion, or all information in the processed wired data should be transmitted

as wircless data (o one or more other devices by the wireless transmiter,

74. {new)} The wireless network device of claim 72 wherein the wireless network
device is configured for providing an internet connection to one or more other

devices.

73, (new} The wireless network device of claim 72 wherein the wired internet

connection is an Ethernet connection.

7. (new) The wireless network device of elaim 72 wherein the wired internet

connection is 8 coaxial connection.

77, {new} The wireless network device of claim 72 wherein the wired internet

connection is a wired optical cable connection.

78. {new) The wireless network device of claim 45

wherein the wireless transmitier is configured for transmitiing wireless
data through OFDM electromagnetic signals that have a bandwidth greater than or
equal to 100 MMz and less than or equal to 500 MHz; and

wherein the wirelsss receiver is configured for receiving wireless data
through OFDM electromagnetic signals that have a bandwidth greater than or
equal to 100 MHz and less than or equal to 500 MHz.
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79, {new) The wireless network device of claim 45 wherein the wireless
transmitter is configured for transmitting wireless data through electromagnetic

signals that have a bandwidth of 100 MHz,

80, {new) The wireless network device of claim 45 wherein the wireless
transmitier is configured for transmitting wireless daia through electromagnetic
signals that have a bandwidth of 160 MHz.

81. {new) The wireless network device of claim 45
wherein the wireless transmitter that is configured for transmitting wireless
data through slectromagnetic signals that have a bandwidth greater than or equal
to 100 MHz and less than or equal to 500 MHz at a data rate greater than or equal
to 100 megabits per second and less than or equal to 488 megabits per second; and
wherein g wireless receiver that is configured for receiving wireless data
through electromagnetic signals that have s bandwidth greater than or egual to
160 MHz and less than or equal to 500 MHz at a data rate greater than or equal to

130 megabits per second and less than or egual to 480 megabits per second.

82. {(new) The wireless network device of claim 45 wherein the wireless

transmitter and the wireless receiver are both part of a transceiver.

83, {new) A wireless network system, comprising:
one or more wireless network devices as recited in claim 44; and
one or more devices which receive wireless data transmitied by the

wireless transmitter of at least one of the one or more wireless network devices.

84. (new} A wireless networking method, comprising:

transmitting wireless data through electromagnetic signals that have »
bandwidth greater than or equal to 100 MMz and less than or equal to 500 MHz
with a wireless transmitter that is part of or in communication with a wircless

network devige;
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receiving wireless data through electromagnetic signals that have a
bandwidth greater than or equal to 100 MHz and less than or equal to 500 MHz a
wireless receiver that is part of or In communication with the wireless network
device;

processing wireless data received by the wireless receiver with a processor
that is part of or in communication with the wireless network device; and

determining whether any, a portion, or all information in the processed
wireless data should be transmitted by the wireless transmitier,

wherein the wireless data transmitted in the transmitting step containg
information present in or determined from wireless data that was received by the

wireless receiver in the receiving step.
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