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METHOD AND SYSTEM FOR OPERATING SYSTEM
IDENTIFICATION IN A NETWORK BASED SECURITY
MONITORING SOLUTION

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims benefit of U.S. Provisional Patent Application No.
61/469,024, filed on March 29, 2011 and entitled “Method and System for
Operating System Identification in a Network Based Security Monitoring

Solution,” in the names of the same inventors as the present application.

TECHNICAL FIELD

[0002] The present disclosure relates to identification of computers coupled to a
service provider network and in particular to identifying computers infected with
malicious software (a.k.a. malware) from session traffic associated with the

computers.

BACKGROUND

[0003] Residential and business networks LANs are typically connected to the
Internet using a gateway or router that uses network address translation (NAT).
The NAT device maps local area network (LAN) addresses of multiple devices to
a single WAN IP address enabling multiple devices to access the internet using
WAN address. All traffic emerging from that network will share the same IP
address that is assigned to the gateway or router and Internet service providers
typically only provide one wide area network (WAN) address to a modem or
connection device at the premises. The NAT device modifies network address

information in datagram (IP) packet headers while in transit across a traftic routing
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[0005]
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device for the purpose of remapping one IP address space into another. From the
WAN perspective it is difficult to determine which device behind a NAT device, is
originating a particular stream of traffic. This is a particular problem when
network based virus or malware detection is utilized where the WAN IP traffic is
analyzed to determine the presence of potential malware originating from the
LAN. The inability to determine a specific device means that any remediation

procedures can not be applied in a focused manner.

Accordingly, systems and methods for Identifying computers behind a

Network Address Translaton (NAT) device remains highly desirable.

SUMMARY OF INVENTION

In accordance with an aspect of the present disclosure there is provided a
method of network based malware detection in a service provider network. The
method comprising receiving one or more transmission control protocol (TCP)
packets originating from an access device coupled to the service provider
network. The one or more TCP packets defining a TCP session between a
computing device coupled to the access device, and a destination coupled to the
service provider network; determining an operating system identifier (OS ID)
associated with the TCP session and the computing device. If malware is present
in the TCP session an associated malware ID is determined by comparing a
malware signature to the one or more TCP packets, an alert identifying a network
address associated with the access device is generated with the malware ID and

the OS ID associated with TCP session that generated the alert.

In accordance with another aspect of the present disclosure there is
provided a system for network based malware detection in a service provider
network. The system comprising a network sensor coupled to the service

provider network. The network sensor receives one or more transmission control
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protocol (TCP) packets originating from an access device coupled to the service
provider network. The one or more TCP packets defining a TCP session
between a computing device coupled to the access device, and a destination
coupled to the service provider network and determines an operating system
identifier (OS ID) associated with the TCP session and the computing device
associated and then determines if malware is present in the TCP session and an
associated malware ID by comparing a malware signature to the one or more
TCP packets. An alert is generated identifying a network address associated with
the access device, the malware ID and the OS ID associated with TCP session
that generated the alert. A remediation portal is coupled to the service provider
network, the remediation portal identifies a subscriber accessing the remediation
portal and identifies the OS associated with the computing device used by the
subscriber to access the remediation portal. The portal compares the OS
associated with the computing device to the OS ID identified in the alert and

provides malware remediation to the computing device.

In accordance with yet another aspect of the present disclosure there is
provided a computer readable memory containing instructions for network based
malware detection in a service provider network. The instructions when
executed by a processor performing receiving one or more transmission control
protocol (TCP) packets originating from an access device coupled to the service
provider network. The one or more TCP packets defining a TCP session
between a computing device coupled to the access device, and a destination
coupled to the service provider network; determining an operating system
identifier (OS ID) associated with the TCP session and the computing device. If
malware is present in the TCP session an associated malware ID is determined
by comparing a malware signature to the one or more TCP packets and an alert is
generated identifying a network address associated with the access device, the

malware ID and the OS ID associated with TCP session that generated the alert.

4
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BRIEF DESCRIPTION OF DRAWINGS

Further features and advantages of the present disclosure will become
apparent from the following detailed description, taken in combination with the

appended drawings, in which:

Various embodiments of a network based malware detection system will be

described with reference to the figures in which:

Figure 1 depicts in a block diagram of a system for malware detection and

operating system detection are utilized for providing malware remediation;
Figure 2 depicts an illustrative TCP session analysis;
Figure 3 depicts a representation of session tracking and analysis;

Figure 4 depicts a data flow diagram for operating system identification,

malware detection and remediation;

Figure 5 depicts a method of operating system detection and malware

identification and remediation;

Figure 6 depicts a method of operating system detection and malware

identification;
Figure 7 depicts a method of malware alert management;
Figure 8 depicts a method of malware remediation.

It will be noted that throughout the appended drawings, like features are

identified by like reference numerals.

DETAILED DESCRIPTION

Embodiments are described below, by way of example only, with reference

to Figs. 1-8.
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Residential and business networks are typically connected to the Internet
using a gateway or router that uses NAT. All traffic emerging from that network
share the same IP address that is assigned to the gateway or router. When NAT is
utilized it 1s not possible for detection technologies that use the IP addresses to
distinguish between individual devices that may be resident in the local network
behind the NAT device. By combining TCP session tracking and OS
fingerprinting a specific operating system can be associated with an individual
TCP session which can improve the ability to distinguish between computing
devices. In a network-based malware detection system, the ability to identify an
operating system enables information to be provided to the user to speed the
remediation process. A household with multiple computers, or computing
devices, each potentially running different operating systems can require
considerable time to remediate. The ability to provide identification of an
operating system that is infected and request that the user access the remediation
portal with a computer that has a particular operating system can improve the

results of the remediation process.

In the present system when malware is detected in a session originating
from an access device coupled to a service provider network a security alert is
raised to identify the session contains an infection that should be addressed.
When the infected device is a computing device that accesses the network by a
NAT device, the ability to identify a specific computing device is a challenge.
To enable proper identification of an associated computing device, the OS
information that is determined for the session is sent with the alert. By providing
OS identification the remediation process can focus on those computing devices
that are infected rather than requiring remediation procedures on devices that are
potentially not infected. The technique allows a distinction between the most of
the popular operating systems used in computing devices such as personal

computers, mobile phones, tablets and other networked devices that may be

6
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susceptible to an infection. This includes (but is not limited to): Windows 98™,
Windows NT™, Windows XP™, Windows Vista™, Windows 7™, Linux,

Android™, BSD, Mac OS™, 10S™, Blackberry™ OS, Sun OS™, etc..

There are a number of techniques that can be used to identify a computer's
operating system based on network traffic coming from that computer. One is
TCP/IP stack fingerprinting to identify candidate operating systems based on the
first SYN packet of the TCP session which is available for all TCP sessions.
Another technique is to extract the operating system string from the browser
User-Agent field on HTTP requests. These are combined to accurately identify

the operation system associated with an individual session.

When malware is detected on the user's device, an alert notification is sent
to the user informing them that they should visit the remediation portal to remove
the malware from their system. The remediation process involves downloading
malware cleaning tools to the infected machine. These tools scan the infected
device and remove any malware found. These scans can take considerable time
and must be run on all devices that may be infected. So, when there are multiple
devices in the household, being able to identify the infected device can
considerably shorten the remediation process. When the user visits the
remediation portal from one of their household devices, the same OS
fingerprinting techniques can be used. This enables the portal to determine if the
device has the same operating system as the one identified in the alert and thus
decide whether the remediation process is required for that device. If the OS of
the device matches the one from the alert, the full remediation process is run. If
the operating systems do not match, the user is informed that the device is clean
and asked to reconnect to the portal from one of their devices that matches the

OS detected with the security alert.
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Figure 1 depicts, in a block diagram, a system for operating system
identification and malware remediation. A user location 100 comprises multiple
computing devices 104, 106, 108 in a local area network (LAN) that access an
Internet service provider or service provider (SP) network 110 via an access
device 102. The access device may provide access via wired or wireless
interface for a single computing device to the network or may provide network
address translation (NAT) to allow multiple devices to connect to the network as
shown. NAT may be provided either directly through incorporation in a router or
modem or through additional hardware or software functionality provided by one
of the computing devices. TCP/IP traffic is received at the network edge node
112 which routes the data through the SP network 110 to the Internet 120.
Destination device 122 is accessed through the Internet 120. The destination
device may be a web server, peer computer, content server or another network to

which a computer 104, 106, 108 is engaged in a TCP session.

The SP network 110 comprises a plurality of routers or switches 112, 114,
116 for directing network traffic between two endpoints, such as a subscriber
computer 104 and a web site provided by a web server of destination device 122
on the public Internet 120. The system of the present disclosure, or parts thereof
as described further below, are deployed within the SP network in order to
capture and analyze the network traffic. Using the analyzed traftic, the system
can determine if a subscriber’s computer 104 is infected with malware. If the
system determines that a subscriber’s computer 104 is infected, it can provide a
notification to the subscriber that a computer running a specific operating system

1s infected and direct them to remedy the infection.

The system helps to ensure that computers 104 connected to the SP network
are not infected with malware aiding in the safe and reliable functioning of the
SP network 110. Furthermore, since the system is network based, it is not

necessary to have the subscriber download, install or update software. This can

8
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help ensure that all of the components in the system are utilizing the most current

malware detection means as possible .

The edge node 112 either provides or is connected to one or more network
sensors 130 comprising at least a processor 132 and memory 134. The network
sensor 130 either implements or is coupled to a network tap/filter that is capable
of copying packets of information travelling over the SP network 110. The
network sensor 130 analyzes packets from the network tap/filter to determine if
the packets contain evidence of malware infection on the computers 100 from
which the packets originate. In addition the sensor will also examine the packets
to determine the operating system (OS) of the computer 104 from which the
packets originate. When malware is identified, the network sensor sends an alert
136 to an alert manager 140 coupled to the SP network 110 either directly or
indirectly The alert 136 contains the source and destination IP addresses and
port numbers from the packet that generated the alert, a time stamp indicating
when the alert occurred, the OS identifier of the computer that caused the alert,
an identifier that indicates which specific malware was detected several
parameters that indicate the type of malware, in addition it may include threat

level and severity of the alert in question.

Advantageously a network sensor device 130 located near a subscriber’s
computers 100 at the edge of the SP network for example edge node 112 will see
both upstream and downstream packets for the subscriber’s NAT device 102.
This allows the detection engine to track state information for a connection and
use signatures based on this session state information. Although this location for
the deployment of network sensor devices has advantages, it may also require a
large number of network sensors to be deployed, which would increase the
capital expenditure and operating expenses for deploying the system.
Additionally or alternatively, network sensor devices 130 may deployed within

the core of the SP network at location where each network sensor device may be

9
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able to see, and so process, more network traffic. This may reduce the capital

expenditures and operating expenses for deploying the system.

The alert manager 140, comprising at least a processor 142 and memory
144, receives the alerts 136 from one or more network sensors 130. The alert
manager 140 may be in the SP network 110, coupled to the SP network 110 or

accessible via an intermediary network, for example the Internet 120. .

The alert manager 140 stores the alerts 136 in the alert repository 146. The
alert information that is stored in the database consists of a subscriber identifier
that 1s derived from the IP address, the malware identifier, the OS identifier and
the time stamp from when the alert was observed. Subsequent alerts for the same
combination of subscriber, malware and OS identifies are not stored, but a
counter is incremented in the alert record to track multiple occurrences of the
same alert. The subscriber identifier is derived from the original alert
information through an ID translator that is capable of translating a network
identifier, such as an IP address, to an associated subscriber identifier, such as a
user name or account number of a subscriber, a media access control (MAC)
address assigned to the subscriber, network access server (NAS) port number,
etc. The subscriber identifier uniquely identifies the residential user location 100
and may be retrieved or provided from a service provider subscriber ID

repository 148.

The alert manager 140 may further comprise a subscriber notification
generator to generate a notification to a subscriber on the first instance or once
the subscriber’s alerts have passed a threshold value or based upon time until the
alert is cleared. The threshold value may vary depending on the configuration of
the system. For example, if the detection engine in the network sensor 130 used
to detect malware infection provides the malware detection with a very low false-

positive rate; the threshold value may be set so that if the alert indicates that a

10

FORTINET EX1002 Page 11



[0032]

[0033]

[0034]

PATENT APPLICATION
ATTORNEY DOCKET NO.: 37617/011002; 08917906US

single detailed alert has been generated for the user a corresponding notification
is generated. Alternatively, if the detection engine has a higher false-positive
rate the threshold may be raised in order to account for potential false positives.
Additionally, the threshold may be set for the particular malware or type of
malware. For example, the threshold may be set to generate a notification if a
single alert was generated for a particular piece of malware that is considered to
be a significant threat, and also generate a notification if, for example, ten alerts
have been generated for a particular piece of malware that is considered to be a

medium threat.

The notification provided to the subscriber may be provided in various
ways. For example, the notification may be an email sent to the subscriber, a text
message sent to a phone number associated with the subscriber ID, a voicemail
sent to a phone number associated with subscriber ID or as a domain name server
(DNS) redirect for future traffic of the subscriber, or as a walled garden or web

interstitial.

The notifications sent to a subscriber include directions for accessing a
remediation portal 150, comprising at least a processor 152 and memory 154.
For example, if the notification is an email, the indication may include a
hypertext link, if the notification is a voicemail it may include instructions for
accessing the remediation portal. If the notification is a DNS redirect, the
indication may be a landing page of the remediation portal 150. The notification
identifies the operating system that the malware was detected on and requests
that the user access the remediation portal 150 with the computer that may

contain the infection.

The remediation portal 150 determines the subscriber connecting to the
portal and the operating system associated with the connection. The remediation

portal 150 may be in the SP network 110, coupled to the SP network 110 or

11
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accessible via an intermediary network, for example the Internet 120. Similar
detection techniques may be utilized as in the network sensor 130 at the portal to
determine an operating system associated with the computer accessing the portal.
The remediation portal 150 can then provide the subscriber with instructions to
follow in order to remove or quarantine the particular malware detected if the OS
matches the OS identified in the alert information 136. The remediation portal
may provide a dynamically generated instructions based on the specific malware
that was detected on the subscriber’s computer. The remediation process
provided by the portal may include automated processes for automatically
removing the malware from the computer. Additionally, or alternatively, the
remediation process may comprise instructions for actions to be performed by
the subscriber such as deleting a file, modifying configuration settings of the
computer, etc. If the OS of the computer does not match the alert summary
information the user may be requested to access with another computer have the

identified operating system until an appropriate OS and malware are identified.

Once the user has accessed the remediation portal 150, and completed the
remediation process, the remediation portal resets the alerts stored in the alert
repository 146 for the subscriber associated with the remedied malware. As
such, once the subscriber has performed the remediation process, no further
notifications will be received, unless a further malware infection is detected.
Alternatively, the malware identification may be maintained for tracking and
trending purposes. It should be noted that the remediation portal 150 and the
alert manager 140 are described as separate entities, however functionality may
reside or be shared in a single system. Similarly the summary alert repository

146 may maintained at one or both locations.

Figure 2 depicts an illustrative TCP session analysis between computer 202

and 204 of different operating systems and web servers 222. For each session

12

FORTINET EX1002 Page 13



[0037]

[0038]

[0039]

PATENT APPLICATION
ATTORNEY DOCKET NO.: 37617/011002; 08917906US

204, 206, 208, 214 and 216 the following information is extracted from the SYN
packet 210.

Initial packet size (16 bits)

e Initial TTL (8 bits)

e  Window size (16 bits)

e Max segment size (16 bits)

e Window scaling value (8 bits)
e "don't fragment" flag (1 bit)

e "sackOK" flag (1 bit)

o "nop" flag (1 bit)

These fields are set by the operating system in an attempt to optimize the
TCP protocol. Different operating systems will choose different combinations
and its these different combinations that enable fingerprinting to identify the OS.
Some of the fields are optional (scaling, sackOK, nop, etc) and can appears in
different orders and combinations. This information is also used to determine an

associated operating system.

The correlation can occur by comparing the SYN fingerprint to a set of
known SYN fingerprints. The SYN fingerprints can be correlated by data
collection and comparison to the previous SYN fingerprints to associate and OS

identifier with the SYN packet.

The user agent (UA) 214 field is extracted from TCP packets in the HTTP
protocol to identify the application type, operating system, software vendor, or

software version being utilized by the computer 202 and 204 and provide an

13
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additional level of OS fingerprint confidence or possibly identify a discrepancy
between the SYN packet analysis and UA field.

The data packets 212 are analyzed against malware signatures to determine
the presence of possible malware. When malware is detected in the session
information data packets 212, the session is flagged, for example session 206. In
this example the SYN and UA fields would identify that a Windows/XP
computer is infected. Sessions 204, 206 and 208 would all be identified as
Windows/XP sessions. Similarly session 214 and 216 would be identified as
Mac OS sessions. The Windows/XP sessions 204, 206 and 208 may all be from
the same computer or from different computers if more than one computer in the
residence is running Windows/XP. The FIN packet 218 may be utilized to define

the termination of a TCP session.

Figure 3 depicts a representation 300 of session tracking and analysis
performed at the network sensor 130. A session tracking engine receives packets
at network sensor 130 that are decoded. Protocol analysis may also include
determining the type of packet., for example TCP or UDP. From the protocol,
protocol parameters are utilized, such TCP parameters in a SYN packet or
associated with a SYN flag, to provide an OS signature. Application analysis is
then performed to further identify the OS. The application analysis can be used
to verify the protocol, for example HTTP protocol, and verify the user agent

information available in a HTTP session.

The data of the packets are then analyzed for malware by comparing the
data of the session to malware signatures. The signatures used by the malware
detection may be stored in a repository, such as a local database. The signatures
specitfy the characteristics that the malware network traffic will have. This
includes data patterns that may be present in network packets, state information

associated with the network protocols, and sequences of events that may be
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considered anomalous network behaviour. These signatures are expressed as
detection engine rules. When the malware detection process detects a packet or
sequence of packets that matches a specific rule it generates an alert event. The
detection engine rule includes a signature for detecting malware in the network
traffic as well as an action to take when the rule is matched. The appropriate
alert can then be generated. The alert combines malware information from the
malware detection stage with operating system information from the protocol and

application analysis phases.

Figure 4 depicts a data flow diagram for operating system identification and
remediation. In this example a user location 100 having one or more computer
behind a NAT device initiates a session with web server 422. Packets from the
session are monitored by the network sensor 130 (402). The network sensor
130 determines the OS of computing device such as a personal computer at the
user location and identifies the presence of an infection such as malware. An
alert is generated by the network sensor 130 and sent to the alert manager 140
identifying the IP or network address, the OS of the infected device, malware
that caused the infection and a timestamp (404). On the first occurrence of the
alert, the alert manager 140 sends a message to the subscriber associated with the
session identifying the presence of a computer with malware infection and the
OS (406). The user receives the message and is directed to access a remediation
portal 150. Upon user access the remediation portal retrieves the alert
information from the alert manager database In this example it is assumed that
the user accessed the remediation portal 150 from a computer with an OS that did
not match the alert (408). The user is informed of this OS/Alert mismatch and
asked to connect to the remediation portal from a computer whose OS does
match the alert (410). A subsequent access is then performed, and the
appropriate OS and malware are identified on the computer (412). A

remediation process is commenced by the portal 150 to remove the malware

15
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infection (414) and the user is notified of success remediation. The remediation
portal 150 can then notify the alert manager 140 of the success removal of the

malware and remove the associated alert (416).

Figure 5 depicts a system level method of operating system detection and
malware identification and remediation. As will be further described in Figure 6,
tfrom TCP packets received at one or more network sensors, an IP address of the
access device is determined (504). If the IP address is not identified for
monitoring, the packets may be discarded. An OS ID associated with the TCP
packets is determined by one or more methods determining identifiable OS
characteristics (506) and further described in Figure 6. The session is analysed
by malware detection engine to determine if an infection is present in the session
(508). An alert is then generated (510) to identify the IP address, the infection
and an associated operating system. As will be further described in Figure 7, the
alert is forwarded to an alert manager where the IP address is converted to a
subscriber identifier (512). The user associated with the IP address, or user
location, is then notified (514) that a computing device associated with the access
point, for example behind a NAT device, 1s infected and identification of the
operating system is provided. As will be further described in Figure 8, the user
then visits the remediation portal (516) which identifies the operating system of
their computing device using the same techniques as the sensor (518). If the
operating system of the connected computing device matches the alert then the
remediation process is executed from the portal (520). This involves scanning the
infected computing device and removing the infection such as malware. If the
operating system of the connected computing device does not match the alert, the
user 1s asked to connect to the portal from the next computer. This is repeated

until all computing devices associated with the access device have been cleaned.
Figure 6 depicts a method of operating system detection and malware
identification. The method begins with receiving packets (602) that have been

16
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captured from the SP network traffic. The packets are analyzed to determine an
OS fingerprint by comparing the SYN packet for the session with known SYN
fingerprints. If an OS ID is identified, (YES at 604) and OS identifier is
generated (606). If an OS fingerprint is not identified (NO at 604), the packets
are passed to the application protocol analysis module. If the HTTP UA
information is not present, (NO at 608) malware analysis is performed (616). If
the protocol is HTTP and a UA field is present (YES at 608), the OS specified in
the UA field is compared with the OS identifier from the SYN packet. If they
match (YES at 610) the OS identifier is verified (614). On a mismatch (NO at
610) the most reliable one is chosen (612). When the OS identifier is verified
the UA information may be utilized to refine the OS identified by the SYN
parameters. For example the SYN parameters may identify that the computing
device 1s a Windows 7 computer where the UA may be able to refine the

information and identify that it is a Windows 7 SP1 computer.

All packets are then passed to the malware analysis module for processing
(616). Malware detection is performed by comparing each of the received
packets to a detection rule, or a signature of the detection rule, for a particular
piece of malware. If malware is not detected (NO at 616) packet processing
continues for that session.  If malware is detected based upon fingerprint
analysis (YES at 616) and OS information is available (YES at 618), it is added
to an alert event (620) and sent to an alert manager (622). If an OS is not
identified (NO at 618) an alert is generated (622) without OS identification. The
alert contains the source and destination IP addresses and port numbers from the
packet that generated the alert, a time stamp indicating when the alert occurred,
the OS identifier of the computing device that caused the alert, an identifier
(signature 1d) that indicates which specific malware was detected several
parameters that indicate the type of malware, threat level and severity of the alert

n question.
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Figure 7 depicts a method of malware alert management for notifying
subscribers of a malware infection. The method begins with receiving alert
events from one or more network sensors 130 at an alert manager 140 (702). The
network identifier (for example source IP address) associated with the alert event
is translated into a subscriber identifier (704). The subscriber identifier is
derived from the original alert information through an ID translator that is
capable of translating a network identifier, such as an IP address, to an associated
subscriber identifier, such as a user name or account number of a subscriber, a
media access control (MAC) address assigned to the subscriber, network access

server (NAS) port number, etc.

The alerts are identified by three pieces of information: the subscriber 1D,
the malware ID and the OS ID. The system determines if and an alert already
exists in the system with the same subscriber ID, malware ID and OS ID
combination (YES at 706). If so a counter is incremented for this alert (708). If
not, (NO at 706) it is treated as a new alert and a notification is sent to the
subscriber (710). The user will then visit the portal to begin the remediation
process. The end result of this process will be to reset the user’s status for this

alert to “remediation complete”.

Periodically, the alert/notification process will check to ensure that the
remediation status for each alert has been completed. If the remediation is
completed (YES at 712), by receiving an indication from the remediation portal,
the alert manager removes the alert event, or reset the counter (714) for the
subscriber and OS. If the remediation is not completed (NO at 712), based upon
a notification from the remediation portal, or a time interval, or counter

threshold, another request may be sent (710) to the subscriber.

Figure 8 depicts a method of malware remediation for remediating a

malware infection on a computing device coupled to a service provider network.
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The method begins with a subscriber receiving a notification, which includes an
indication for accessing a remediation portal, from the reporting infrastructure.
The subscriber may then access the remediation portal (802). The subscriber 1D
i1s determined based upon the originating address or by a login user ID and
password that is associated with their subscriber ID (804). The session with the
computing device is analyzed to determined the OS and may be performed using
SYN and UA techniques as previously described (806). If the OS ID in the alert
event match the OS in the current session (YES at 808) the remediation portal
provides the subscriber with a remediation process (810). If the OS in the alert
event does not match the OS in the current session (NO at 808) the user can
indicate if additional computing devices are associated with the NAT device at
the user location. If additional computing devices are present (YES at 8§12) the
process is repeated (802) by the user accessing the portal using each of the
associate computing devices until the process is complete. If not additional
computing device are present (NO at 812) the subscriber’s alert record can be

reset (814).

Although the above description has described various embodiments of a
network based malware detection system, one skilled in the art will appreciate
that changes and modifications may be made to the described illustrative
embodiments. The above description provides a network based operating system
and malware detection system and method. The components of the system, as
well as their functioning have been described using various means, including
flow charts specifying methods that the components of the system may
implement. It is understood that the system may comprise hardware components
that can be incorporated into a communication network. The hardware
components may combine hardware, firmware and software in order to
implement the system described herein. Alternatively, the system components

may be implemented on hardware components by software expressed as a series
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of computer executable instructions that configure the hardware components to

implement the system described herein.
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CLAIMS

What is claimed is:

1. A method of network based malware detection in a service provider network, the
method comprising:
receiving one or more transmission control protocol (TCP) packets originating
from an access device coupled to the service provider network, the one or
more TCP packets defining a TCP session between a computing device
coupled to the access device, and a destination coupled to the service
provider network;
determining an operating system identifier (OS ID) associated with the TCP
session and the computing device;
determining if malware 1s present in the TCP session and an associated malware
ID by comparing a malware signature to the one or more TCP packets; and
generating an alert identifying a network address associated with the access
device, the malware ID and the OS ID associated with TCP session that

generated the alert.

2. The method of claim 1 wherein determining the operating system ID further
comprises:
determining a protocol associated with the TCP packets and matching an OS
fingerprint from one or more protocol parameters if present in the TCP
packets to determine a first operating system identifier (ID);
determining an application parameter associated with the TCP session if present,
and identifying a second OS ID from the application parameter; and
wherein the OS ID in the alert comprises one of the first OS ID or second OS ID
associated with one or more computing devices coupled to the access

device.
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. The method of claim 2 further comprising sending a notification to a subscriber
associated with the network address associated with the access device, the notification

identifying a remediation portal to remove the determined malware in the alert.

. The method of claim 3 further comprising:

identifying at the remediation portal the subscriber accessing the remediation
portal;

identifying the OS associated with the computing device used by the subscriber to
access the remediation portal;

comparing the OS associated with the computing device to the at least one of the
first OS ID or second OS ID identified in the alert; and

providing malware remediation to the computing device when the at least one of
the first OS ID or second OS ID matches the OS associated with the

computing device.

. The method of claim 3 wherein if the OS of the computing device is not the at least
one of the first OS ID or second OS ID identified in the alert an indication is provided
to the subscriber to connect to the remediation portal with an other computing device

connected to the access device.

. The method of claim 3 wherein the alert is cleared when all computing devices
associated with the access device and the computing device having the at least one of

the first OS ID or second OS ID have accessed the remediation portal.

. The method of claim 2 wherein determining the first OS ID is performed by
comparing one or more protocol parameters of the one or more TCP packets having a
SYN flag associated with the session, wherein the OS fingerprints identify the
protocol parameters of the SYN flagged packet and the OS ID associated with

parameters.
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8. The method of claim 2 wherein determining the application parameter associated with
the session and identifying the second OS ID from the application parameter by

inspecting an HTTP user agent string to determine the second OS ID.

9. The method of claim 2 further comprising veritying the first OS ID against the second
OS ID, wherein if the second OS ID does not match the first OS ID the session is
identified by the OS ID identified as a more reliable OS ID.

10. The method of claim 2 further comprising veritying the first OS ID against the second
OS ID, wherein if the second OS ID matches the first OS ID either OS ID is used.

11.The method of claim 2 further comprising verifying the first OS ID against the
second OS ID, wherein if the second OS ID matches the first OS ID but the second
OS ID provides additional information, the second OS 1D is used.

12. The method of claim 3 wherein sending the notification to the subscriber associated
with the access device further comprises replacing the network address of the access

device with a subscriber ID.

13. The method of claim 12 wherein sending the notification to the subscriber associated
with the access device further comprises aggregating one or more detailed alerts
having the subscriber ID into a single alert summary associated with the subscriber

ID.

14. The method of claim 12 wherein the one or more computing devices are coupled to
the access device through a local area network (LAN), the access device providing
network address translation (NAT) or is coupled to NAT device to share the network

address of the access device.

15. The method of claim 14 wherein the network address is an Internet Protocol (IP)

address or a Media Access Control (MAC) address.
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16. A system for network based malware detection in a service provider network, the
system comprising:
a network sensor coupled to the service provider network, the network sensor:
receives one or more transmission control protocol (TCP) packets
originating from an access device coupled to the service provider
network, the one or more TCP packets defining a TCP session
between a computing device coupled to the access device, and a
destination coupled to the service provider network;
determines an operating system identifier (OS ID) associated with the TCP
session and the computing device associated;
determines if malware is present in the TCP session and an associated
malware ID by comparing a malware signature to the one or more
TCP packets; and
generates an alert identifying a network address associated with the access
device, the malware ID and the OS ID associated with TCP session
that generated the alert; and
a remediation portal coupled to the service provider network, the remediation
portal:
identifies a subscriber accessing the remediation portal;
identifies the OS associated with the computing device used by the
subscriber to access the remediation portal;
compares the OS associated with the computing device to the OS ID
1dentified in the alert; and

provides malware remediation to the computing device.
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17. The system of claim 16 wherein determining the operating system ID at the network
Sensor:
determines a protocol associated with the TCP packets and matching an OS
fingerprint from one or more protocol parameters if present in the TCP
packets to determine a first operating system identifier (ID);
determines an application parameter associated with the TCP session if present,
and identifying a second OS ID from the application parameter; and
wherein the OS ID in the alert comprises one of the first OS ID or second OS ID
associated with one or more computing devices coupled to the access

device.

18. The system of claim 17 further comprising an alert manager to send a notification to a
subscriber associated with the network address associated with the access device, the
notification identifying the remediation portal to remove the determined malware in

the alert.

19. The system of claim 18 wherein sending the notification to the subscriber associated
with the access device further comprises retrieving a subscriber ID from a subscriber
ID repository and replacing the network address of the access device with the

subscriber ID.

20.The system of claim 17 wherein the network sensor determines the first OS ID by
comparing one or more protocol parameters of the one or more TCP packets having a
SYN flag associated with the session, the OS fingerprints identify the protocol
parameters of the SYN flagged packet and the OS ID associated with parameters.

21.The system of claim 20 wherein the network sensor determines the application
parameter associated with the session and identifies the second OS ID from the
application parameter by inspecting an HTTP user agent string to determine the

second OS ID.
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22.The system of claim 21 wherein the network sensor verifies the first OS ID against
the second OS ID, wherein if the second OS ID does not match the first OS ID the
session is identified by the OS ID identified as a more reliable OS ID.

23.The system of claim 21 wherein the network sensor verifies the first OS ID against
the second OS 1D, wherein if the second OS ID matches the first OS ID either OS ID

1s used.

24.The system of claim 21 wherein the network sensor verifies the first OS ID against
the second OS ID, wherein if the second OS ID matches the first OS ID but the

second OS ID provides additional information, the second OS ID is used.

25. A computer readable memory containing instructions for network based malware
detection in a service provider network, the instructions when executed by a processor
performing:

receiving one or more transmission control protocol (TCP) packets originating
from an access device coupled to the service provider network, the one or
more TCP packets defining a TCP session between a computing device
coupled to the access device, and a destination coupled to the service
provider network;

determining an operating system identifier (OS ID) associated with the TCP
session and the computing device;

determining if malware 1s present in the TCP session and an associated malware
ID by comparing a malware signature to the one or more TCP packets; and

generating an alert identifying a network address associated with the access
device, the malware ID and the OS ID associated with TCP session that

generated the alert.
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ABSTRACT

A method and system for providing network based malware detection in a
service provider network is disclosed. Transmission control protocol (TCP) packets
defining originating from an access device coupled to the service provider network
defining a TCP session between a computing device coupled to the access device, and a
destination coupled to the service provider network are received. An operating system
identifier (OS ID) associated with the TCP session and the computing device is
determined. If malware is present in the TCP session and an associated malware ID is
determined by comparing a malware signature to the one or more TCP packets. An alert
identifying a network address associated with the access device, the malware ID and the

OS ID associated with TCP session that generated the alert can then be generated.
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minutes i sompiete, including gathering, preparing, and submitting the complated application form to the USPTO. Time will vary depsnding upon the individual
case: Any comments on-the amount of time you require fo complete this form andior suggestions for reducing this burden, should be sent to the Chief information
Officer, U.S. Patent and Trademark Office. U.8. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Comunissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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This celiection of information is required by 35 U.S.C. 118 and 37 CFR 1.63. The information is required to obtain or retain a bensfit by the public which is to fiie
{and by the USPTQ to process) an application. Confidentiatity is. governed by 35 U.8,C. 122.and 37 CFR 1.11 and 1:14, This collection is sstimated to taks 21
minutes to complete, including gathering, preparing, and subimitting the complsted appiication form 1o the USPTQ, Time witt vary depending upon the individual
case. Any comments on the amount of time you require 1o complete this form  and/or suggestions for reducing this burden, should be sentto the Chief Information
Ofticer, U.8. Patantand Trademark Cffice, U 3. Depariment of Commerce, P.O. Box 1450, Alexandria, VA -22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 223131450,

If you need assistance in completing ihe form, call 1-800-PTQ-9189 (1-800-788-9199) and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant lo the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and {3} the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is 1o process andfor examing your submission refated {o a patent application or patent. if you do
not furnish the requested information, the U.S. Patert and Trademark Cffice may not be able to
process and/or examine your submission, which may resutt in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the fellowing routine uses:

1.

o

=

The information on this form will be treated confidentially to the extent allowed under the
Freedom of information Act (5 U.S.C. 552} and the Privacy Act (6 U.5.C 582a). Records from
this system of records may ba disclosed to the Department of Justice {o determine whether
disclosure of these records is reguired by the Freedam of information Act.

A record from thig system of records roay ba disclosed, as a roufine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, inciuding disclosures to
ppposing counsel in the course of satilement negotiations.

Avecord inthis system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request invoiving an individual, to whom the record pertains, when the
individual has requested assistance fromthe Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order o perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C, 552a{m).

A record related {o an Inlernational Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bursau of the
World Intellectual Property Organization, pursuant 1o the Patent Cooperation Treaty.

A racord inthis system of records may be disclosed, as a routine use, 1o another federal
agency for purposes of National Security review (35 U.8.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.8.C. 218{(c}.

A record from this system of records may be disciosed, as a routine use, o the Administrator,
General Servicas, or his/her designee, during an inspection of recards condusted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.8.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA reguiations govarning inspestion of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive, Such disclosure shali not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as:a routine use, to the public after
either publication of the application pursuant to 35 4U.8.C. 122(b) or issuance of & patent
pursuant to 35 U.8.C. 151, Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, 1o the public if the record was filed in an application which
became abandoned o it which the procsedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

Arecord from this system of records may be disclosed, as a routine use, o & Federal, State,
or focal law enforcement agency, if the USPTQ becomes aware of a violation or potential
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PTO/SB/14 (07-07)
Approved for use through 06/30/2010. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persoens are required to respond to a collection of information unless it contains a valid CMB control number.

) ) Attorney Docket Number | 37617/011002; 08917906US
Application Data Sheet 37 CFR 1.76

Application Number

METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORK BASED SECURITY
MONITORING SOLUTION

Title of Invention

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

Poartions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Applicant Information:
Applicant 1

Applicant Authority ®Inventor | (JLegal Representative under 35 U.S.C. 117 (OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name Suffix
Kevin Mcnamee

Residence Information (Select One) () US Residency (@) Non US Residency () Active US Military Service

City | Ottawa Country Of Residencei | CA

Citizenship under 37 CFR 1.41(b}) i CA
Mailing Address of Applicant:

Address 1 c¢/o Kindsight, Inc.

Address 2 555 Legget Drive, Tower B, Suite 132

City Ottawa State/Province ON

Postal Code K2K 2X3 Countryi | CA

Applicant 2

Applicant Authority (®Inventor | ()Legal Representative under 35U.S.C. 117 (OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name Suffix
Mike Pelley

Residence Information (Select One) (O US Residency (@) Non US Residency () Active US Military Service

City |Ottawa Country Of Residencei | CA

Citizenship under 37 CFR 1.41(b) i CA
Mailing Address of Applicant:

Address 1 c/o Kindsight, Inc.

Address 2 555 Legget Drive

City Ottawa State/Province ON

Postal Code K2K 2X3 Countryi | CA

Applicant 3

Applicant Authority (®Inventor | ()Legal Representative under 35U.S.C. 117 (OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name Suffix
Darren Deridder

Residence Information (Select One) () US Residency  (¢) Non US Residency () Active US Military Service

City |Ottawa Country Of Residencei | CA FORTINET EX1002 Page 43
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PTQ/SB/M4 (07-07)

Approved for use through 06/30/2010. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

37617/011002; 08917906U8

Application Number

Title of Invention | )5\ ITORING SOLUTION

METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORK BASED SECURITY

Citizenship under 37 CFR 1.41(b}) i CA

Mailing Address of Applicant:

Address 1 ¢/o Kindsight, Inc.

Address 2 555 Legget Drive

City Ottawa State/Province ON

Postal Code K2K 2X3 Countryi | CA

Applicant 4

Applicant Authority ®Inventor | (OLegal Representative under 35 U.S.C. 117 (OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name Suffix
Paul Edwards

Residence Information {(Select One) (O US Residency

(®) Non US Residency

(O Active US Military Service

City |Ottawa Country Of Residencei | CA

Citizenship under 37 CFR 1.41(b}) i CA

Mailing Address of Applicant:

Address 1 c/o Kindsight, Inc.

Address 2 555 Legget Drive, Tower B, Suite 132

City Ottawa State/Province ON
Postal Code K2K 2X3 Countryi | CA

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 22511

Email Address docketing@oshaliang.com

| AddEmail |  |Remove Email

Application Information:

Title of the Invention

METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORK BASED
SECURITY MONITORING SOLUTION

Attorney Docket Number| 37617/011002; 08917906US

Small Entity Status Claimed

Application Type Nonprovisional

Subject Matter Utility

Suggested Class (if any}

Sub Class (if any)

Suggested Technology Center (if any)

N/A

Total Number of Drawing Sheets (if any)

Suggested Figure for Publication (if any)

EFS Web 2.2.1
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PTO/SB/14 (07-07)

Approved for use through 06/30/2010. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 37617/011002; 08917906US

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORK BASED SECURITY
MONITORING SOLUTION

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. | hereby request that the attached application not be published under 35 U.S.

[[] ©C.122(b)and certify that the invention disclosed in the attached application has not and will not be the subject of
an application filed in ancther country, or under a multilateral international agreement, that requires publication at

eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Enter either Customer Number or complete the Representative Name section below. If both sections
are completed the Customer Number will be used for the Representative Information during processing.

Please Select One: (¢) Customer Number (O US Patent Practitioner (> Limited Recognition (37 CFR 11.9)

Customer Number 22511

Domestic Benefit/National Stage Information:

This section allows for the applicant to either ¢laim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate National Stage
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required by
35 US.C. 119(e) or 120, and 37 CFR 1.78{a){2) or CFR 1.78(a)(4), and need not otherwise be made part of the specification.

Prior Application Status | Pending
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)
non provisional of 61469024 2001-03-29
Additional Demestic Benefit/National Stage Data may be generated within this form 33

by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b)

and 37 CFR 1.55(a).

[ Remove |
Application Number Country i Parent Filing Date (YYYY-MM-DD} Priority Claimed
(O Yes (O No
Additional Foreign Priority Data may be generated within this form by selecting the =13

Add button.

Assignee Information:

Providing this information in the application data sheet does not substitute for compliance with any requirement of part 3 of Title 37

of the CFR to have an assignment recorded in the Office.
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Approved for use through 06/30/2010. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

37617/011002; 08917906U8

Application Number

Title of Invention

METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORK BASED SECURITY
MONITORING SOLUTION

If the Assignee is an Organization check here.

Organization Name

Kindsight, Inc.

Mailing Address Information:

Address 1 755 Ravendale Drive

Address 2

City Mountain View State/Province CA
Country il us Paostal Code 94043
Phone Number Fax Number

Email Address

button.

Additional Assignee Data may be generated within this form by selecting the Add

Add

Signature:

A sighature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37
CFR 1.4(d) for the form of the signature.

Signature

/Robert P. Lord/

Date (YYYY-MM-DD)

2011-04-08

First Name

Robert

Last Name

Lord

Registration Number

46479

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FCRMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

EFS Web 2.2.1
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.5.C. 2(b)(2); (2) furnishing of the information sclicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S5.C. 552)
and the Privacy Act (& U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U_.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GS8A regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A
NETWORK BASED SECURITY MONITORING SOLUTION

First Named Inventor/Applicant Name:

Kevin McNamee

Filer:

Rober Lord/Kristina Lalata

Attorney Docket Number:

37617/011002; 08917906US

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Utility filing Fee (Electronic filing) 4011 1 82 82
Utility Search Fee 2111 1 270 270
Utility Examination Fee 2311 1 110 110
Pages:
Claims:
Claims in excess of 20 2202 5 26 130

Miscellaneous-Filing:

Petition:
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Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 592
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Electronic Acknowledgement Receipt

EFSID: 9846245
Application Number: 13083501
International Application Number:
Confirmation Number: 8289

Title of Invention:

METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A
NETWORK BASED SECURITY MONITORING SOLUTION

First Named Inventor/Applicant Name:

Kevin McNamee

Customer Number:

22511

Filer:

Rober Lord/Kristina Lalata

Filer Authorized By:

Rober Lord

Attorney Docket Number:

37617/011002; 08917906US

Receipt Date: 08-APR-2011
Filing Date:
Time Stamp: 21:16:11

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $592

RAM confirmation Number 6415
Deposit Account 500591

Authorized User

LORD,ROBERT P.

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamirROiRTINEE &Xit0PfeRage 50




Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document . . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
191567
1 Transmittal of New Application 37617_011002_Transmittal.pdf| no 1
7101f5227bd 7ff489789fa21b74f0fede 3682
602
Warnings:
Information:
o 178768
37617_011002_Specification.
2 yes 27
pdf
59fc5fadad04335474208d02f047e2e0bf87
6b1d
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 20
Claims 21 26
Abstract 27 27
Warnings:
Information:
. o 106090
3 Drawings-only bla.ck and white line 37617_011002_Figures.pdf no 8
drawings
52b86c884acaace70590d9d57fdc58fcfoa7
Warnings:
Information:
5629093
4 QOath or Declaration filed 37617_011002_Declaration.pdf] no 6
90743197ec507ab233e10ffee77c69bd 1265
0ef9
Warnings:
Information:
1173419
5 Application Data Sheet 37617_011002_ADS.pdf no 5
bf634¢3db8082d18b6e654b69575096f5d 8}
82843
Warnings:
Information:
36999
6 Fee Worksheet (PTO-875) fee-info.pdf no 2
fcf275¢h1023e5¢5e38¢2a9b45¢h0b80a35¢]
bf2a
Warnings:
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Information:

Total Files Size (in bytes); 7315936

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 13/083,501
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR 1.16(a), (b), or (c)) N/A N/A N/A 82 N/A
SEARCH FEE
(37 GFR 1.18(K), @), or (m)} N/A N/A N/A 270 N/A
EXAMINATION FEE
(37 GFR 1.16(0), (p), or (@) N/A N/A N/A 110 N/A
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 25 minus 20= 5 26 = 130 OR
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 3 minus 3 = 110 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $270 ($135 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 592 TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus = OR |« =
a Independent * Minus | *** =
E (37 CFR 1.16(h)) = OR |« =
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR |x =
% Independent * Minus | *** = = OR |x =
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSQIND CLAIMS
13/083,501  04/08/2011 2447 592 37617/011002; 08917906US 25 3
CONFIRMATION NO. 8289
22511 FILING RECEIPT
OSHA LIANG L.L.P.
TWO HOUSTON CENTER IR T LM
00000004/7233817

909 FANNIN, SUITE 3500
HOUSTON, TX 77010

Date Mailed: 04/21/2011

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Kevin McNamee, Ottawa, CANADA,;
Mike Pelley, Ottawa, CANADA;
Darren Deridder, Ottawa, CANADA,;
Paul Edwards, Ottawa, CANADA;
Assignment For Published Patent Application
Kindsight, Inc., Mountain View, CA
Power of Attorney: None

Domestic Priority data as claimed by applicant
This appln claims benefit of 61/469,024 03/29/2011 *
(*)Data provided by applicant is not consistent with PTO records.

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
(PTO/SB/39 or its equivalent) has been received by the USPTO.

If Required, Foreign Filing License Granted: 04/19/2011

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/083,501

Projected Publication Date: 10/04/2012

Non-Publication Request: No

Early Publication Request: No
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** SMALL ENTITY **
Title

METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORK BASED
SECURITY MONITORING SOLUTION

Preliminary Class
709

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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City of Residence::

State or Province of Residence::
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Applicant Authority Type:: Inventor
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Status:: Full Capacity
Given Name:: Darren
Family Name:: Deridder
City of Residence:: Ottawa

State or Province of Residence:: ON

Country of Residence:: Canada
Street of mailing address:: 555 Legget Drive, Tower B, Suite 132
City of mailing address:: Ottawa

State or Province of mailing address:: ON

Country of mailing address:: Canada

Postal or Zip Code of mailing address:: K2K 2X3

Applicant Authority Type:: Inventor

Primary Citizenship Country:: Canada

Status:: Full Capacity
Given Name:: Paul

Family Name:: Edwards

City of Residence:: Ottawa

State or Province of Residence:: ON

Country of Residence:: Canada

Street of mailing address:: c/o Kindsight, Inc.

555 Legget Drive, Tower B, Suite 132
City of mailing address:: Ottawa

Page #3 Supplemental 13083501 04/08/11 05/20/11

FORTINET EX1002 Page 60



State or Province of mailing address::

Country of mailing address::

Postal or Zip Code of mailing address::

Correspondence Information

Correspondence Customer Number::

Representative Information

Representative Customer Number::

Domestic Priority Information

ON
Canada

K2K 2X3

22511

22511

4 Deleted: 3/29/2001

Application:: Continuity Type:: Parent Application:: | Parent Filing Date::
This Application An application 61/469,024 | 3292641
claiming the benefit
under 35 USC
119(e)
Foreign Priority Information
Assignee Information
Assignee name:: Kindsight, Inc.

Street of mailing address::
City of mailing address::
State or Province of mailing address::

Country of mailing address::

Postal or Zip Code of mailing address::

755 Ravendale Drive
Mountain View

CA

us

94043

Page # 4 Supplemental 13083501 04/08/11 05/20/11

FORTINET EX1002 Page 61



Signature:

A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18.
Please see 37 CFR 1.4(d) for the form of the signature.
Signature /Robert P. Lord/ Date May 20, 2011
Name Registration No.
(Print/Type) Robert P. Lord (Attorney/Agent) 46,479
956246_1
Page # 5 Supplemental 13083501 04/08/11 05/20/11

FORTINET EX1002 Page 62



Electronic Acknowledgement Receipt

EFSID: 10140967
Application Number: 13083501
International Application Number:
Confirmation Number: 8289

Title of Invention:

METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A
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First Named Inventor/Applicant Name:
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Filer Authorized By:
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2 Application Data Sheet 37617_011002_Supp_ADS.pdf no 5

5182ch972104623da7fcdc9fd759da5 caad
9408

Warnings:

Information:

This is notan USPTO supplied ADS fillable form

Total Files Size (in bytes); 211498

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
13/083,501 04/08/2011 Kevin McNamee 37617/011002; 08917906US
CONFIRMATION NO. 8289
22511 PUBLICATION NOTICE
OSHA LIANG L.L.P.
TWO HOUSTON GENTER IR L ORI

909 FANNIN, SUITE 3500
HOUSTON, TX 77010

Title:METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORK BASED
SECURITY MONITORING SOLUTION

Publication No.US-2012-0255019-A1
Publication Date:10/04/2012

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

docketing @oshaliang.com
hathaway @oshaliang.com
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Application No. Applicant(s)

13/083,501 MCNAMEE ET AL.
Office Action Summary Examiner Art Unit

DUSTIN NGUYEN 2446

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 08 April 2011.
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[J An election was made by the applicant in response to a restriction requirement set forth during the interview on
___ ;therestriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

5)X Claim(s) 1-25 is/are pending in the application.

5a) Of the above claim(s) ______is/are withdrawn from consideration.
6)[] Claim(s) ____is/are allowed.
7)X] Claim(s) 1-25 is/are rejected.
8)[]] Claim(s) ____is/are objected to.
9 Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway
program at a participating intellectual property office for the corresponding application. For more information, please see
hitp:/Avww. usplo.gov/patents/init_events/oph/indsx.jsp or send an inquiry to PPHsedback@uspio.qoy.

Application Papers

10)[] The specification is objected to by the Examiner.
11)[X] The drawing(s) filed on 08 April 2011 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)[J Al b)[JSome * ¢)[] None of:
1. Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ____
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) IZI Notice of References Cited (PTO-892) 3) D Interview Summary (PTO-413)
Paper No(s)/Mail Date.

2) D Information Disclosure Statement(s) (PTO/SB/08) 4) D Other:

Paper No(s)/Mail Date

U.S. Patent and Trademark Office
PTOL-326 (Rev. 09-12) Office Action Summary paf SRLDE RSN DERIE 1211



Application/Control Number: 13/083,501 Page 2
Art Unit: 2446

DETAILED ACTION

1. Claims 1-25 are presented for examination.

Claim Rejections - 35 USC § 102

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on
sale in this country, more than one year prior to the date of application for patent in the United States.

3. Claims 1, 2, 7-11 and 25 are rejected under 35 U.S.C. 102(b) as being anticipated by

Roesch et al. [ US Patent No 7,317,693 ].

4. As per claim 1, Roesch discloses the invention as claimed including a method of network
based malware detection in a service provider network [ i.e. vulnerability analysis ] [ col 2, lines
45-56; and col 29, lines 24-31 ], the method comprising:

receiving one or more transmission control protocol (TCP) packets originating from an
access device coupled to the service provider network [ i.e. read a transmitted packet on the
network ] [ Figures 1 and 2; and col 10, lines 37-67 ], the one or more TCP packets defining a
TCP session between a computing device coupled to the access device, and a destination

coupled to the service provider network [ Figure 9; and col 14, lines 63-col 15, lines 13 ];
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Art Unit: 2446

determining an operating system identifier (OS ID) associated with the TCP session and
the computing device [ i.e. determining an operating system ] [ Figures 5 and 6; and col 11,
lines 64-col 13, lines 25 ];

determining if malware is present in the TCP session and an associated malware ID by
comparing a malware signature to the one or more TCP packets [ i.e. service identification to
determine if a machine infected with a virus ] [ Figures 15 and 16; and col 22, lines 55-col 24,
lines 36 ]; and

generating an alert identifying a network address associated with the access device, the
malware ID and the OS ID associated with TCP session that generated the alert [ i.e. recorded

information is reported to an IDS or a NMS ] [ col 2, lines 54-56; and col 14, lines 50-62 ].

5. As per claim 2, Roesch discloses wherein determining the operating system ID further
comprises: determining a protocol associated with the TCP packets and matching an OS
fingerprint from one or more protocol parameters if present in the TCP packets to determine a
first operating system identifier (ID); determining an application parameter associated with the
TCP session if present, and identifying a second OS ID from the application parameter; and
wherein the OS ID in the alert comprises one of the first OS ID or second OS ID associated
with one or more computing devices coupled to the access device [ i.e. selecting an operating
system of a network device from the results of two or more OS identification ] [ col 6, lines 25-

35; and col 26, lines 46-col 27, lines 63 ].
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6. As per claim 7, Roesch discloses wherein determining the first OS ID is performed by

comparing one or more protocol parameters of the one or more TCP packets having a SYN flag
associated with the session, wherein the OS fingerprints identify the protocol parameters of the
SYN flagged packet and the OS ID associated with parameters [ Figure 6; and col 12, lines 48-

col 13, lines 25 ].

7. As per claim 8, Roesch discloses wherein determining the application parameter
associated with the session and identifying the second OS ID from the application parameter by

inspecting an HTTP user agent string to determine the second OS ID [ col 31, lines 28-38 ].

8. As per claim 9, Roesch discloses verifying the first OS ID against the second OS ID,
wherein if the second OS ID does not match the first OS ID the session is identified by the OS

ID identified as a more reliable OS ID [ Figure 20; and col 26, lines 57-col 27, lines 52 ].

0. As per claim 10, Roesch discloses verifying the first OS ID against the second OS ID,
wherein if the second OS ID matches the first OS ID either OS ID is used [ Figure 20; and col

26, lines 57-col 27, lines 52 ].

10.  Asperclaim 11, Roesch discloses verifying the first OS ID against the second OS 1D,

wherein if the second OS ID matches the first OS ID but the second OS ID provides additional

information, the second OS ID is used [ Figure 20; and col 26, lines 57-col 27, lines 52 ].
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11.  Asper claim 25, it is rejected for similar reasons as stated above in claim 1.

Claim Rejections - 35 USC § 103

12. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

13. Claims 3-6, 12, 16-24 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Roesch et al. [ US Patent No 7,317,693 ], in view of Cheng et al. [ US Patent No 8,065,712 ].

14.  As per claim 3, Roesch does not specifically disclose sending a notification to a
subscriber associated with the network address associated with the access device, the
notification identifying a remediation portal to remove the determined malware in the alert.
Cheng discloses sending a notification to a subscriber associated with the network address
associated with the access device [ i.e. notifying user ] [ col 12, lines 50-54 ], the notification
identifying a remediation portal to remove the determined malware in the alert [ i.e. the client
may be redirected to remediation resources ] [ Abstract ]. It would have been obvious to a
person skill in the art at the time the invention was made to combine the teaching of Roesch,
and Cheng because the teaching of Cheng would enable to provide a system and method for

qualifying a client machine to access a network, based on policies governing required virus
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checking, operating system updates, worm, adware and/or malware protection [ Cheng, col 3,

lines 12-151].

15.  As per claim 4, Cheng discloses identifying at the remediation portal the subscriber
accessing the remediation portal; identifying the OS associated with the computing device used
by the subscriber to access the remediation portal; comparing the OS associated with the
computing device to the at least one of the first OS ID or second OS ID identified in the alert [
i.e. qualifying a client ] [ Figure 4; and col 10, lines 63-col 14, lines 8 ]; and providing malware
remediation to the computing device when the at least one of the first OS ID or second OS ID
matches the OS associated with the computing device [ i.e. operating system updates can be

downloaded as a remediation package ] [ col 13, lines 17-20 ].

16.  As per claim 5, Cheng discloses wherein if the OS of the computing device is not the at
least one of the first OS ID or second OS ID identified in the alert an indication is provided to
the subscriber to connect to the remediation portal with an other computing device connected to
the access device [ i.e. qualifying a client machine to access a network ] [ Figure 4; and col 10,

lines 63-col 14, lines 10 ].

17.  As per claim 6, Cheng discloses wherein the alert is cleared when all computing devices

associated with the access device and the computing device having the at least one of the first

OS ID or second OS ID have accessed the remediation portal [ col 10, lines 63-col 14, lines 8 ].
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18.  As per claim 12, Cheng discloses wherein sending the notification to the subscriber
associated with the access device further comprises replacing the network address of the access

device with a subscriber ID [ col 10, lines 24-43 ].

19.  As per claim 16, it is rejected for similar reasons as stated above in claims 1 and 4.

20. Asperclaims 17 and 18, they are rejected for similar reasons as stated above in claims 2

and 3.

21.  Asperclaim 19, it is rejected for similar reasons as stated above in claim 12.

22.  As per claims 20-24, they are rejected for similar reasons as stated above in claims 7-11.

23. Claims 14 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable over Roesch
et al. [ US Patent No 7,317,693 ], in view of Cheng et al. [ US Patent No 8,065,712 ], and further

in view of Aziz et al. [ US Patent Application No 2007/0250930 ].

24.  As per claim 14, Roesch and Cheng do not specifically disclose wherein the one or more
computing devices are coupled to the access device through a local area network (LAN), the
access device providing network address translation (NAT) or is coupled to NAT device to

share the network address of the access device. Aziz discloses wherein the one or more
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computing devices are coupled to the access device through a local area network (LAN), the
access device providing network address translation (NAT) or is coupled to NAT device to
share the network address of the access device [ paragraphs 0048 and 0080 ]. It would have
been obvious to a person skill in the art at the time the invention was made to combine the
teaching of Roesch, Cheng and Aziz because the teaching of Aziz would enable to provide a

system to prevent the spread of malware [ Aziz, paragraph 0003 ].

25. Asperclaim 15, Roesch discloses wherein the network address is an Internet Protocol

(IP) address or a Media Access Control (MAC) address [ Figures 2 and 5 ].

26. Claim 13 is rejected under 35 U.S.C. 103(a) as being unpatentable over Roesch et al. [
US Patent No 7,317,693 ], in view of Cheng et al. [ US Patent No 8,065,712 ], and further in

view of Beer [ US Patent Application No 2008/0282338 ].

27.  Asperclaim 13, Roesch and Cheng do not specifically disclose wherein sending the
notification to the subscriber associated with the access device further comprises aggregating
one or more detailed alerts having the subscriber ID into a single alert summary associated with
the subscriber ID. Beer discloses wherein sending the notification to the subscriber associated
with the access device further comprises aggregating one or more detailed alerts having the
subscriber ID into a single alert summary associated with the subscriber ID [ paragraphs 0047

and 0059 ]. It would have been obvious to a person skill in the art at the time the invention was
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made to combine the teaching of Roesch, Cheng and Beer because the teaching of Beer would
enable to provide a system and method for deterring the reception of malicious or objectionable

content transmitted through a network [ Beer, paragraph 0002 ].

28. A shortened statutory period for response to this action is set to expire 3 (three) months
and 0 (zero) days from the mail date of this letter. Failure to respond within the period for
response will result in ABANDONMENT of the application (see 35 U.S.C 133, M.P.E.P

710.02, 710.02(b)).

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Dustin Nguyen whose telephone number is (571) 272-3971. The
examiner can normally be reached on flex.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Kamal Divecha can be reached at (571) 272-5863. The fax phone number for the

organization where this application or proceeding is assigned is 703-872-9306.
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Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

/DUSTIN NGUYEN/
Primary Examiner, Art Unit 2446
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Docket No.: 37617/011002
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
Kevin McNamee et al.

Application No.: 13/083,501 Confirmation No.: 8289

Filed: April 8, 2011 Art Unit: 2446

For: METHOD AND SYSTEM FOR OPERATING Examiner: D. Nguyen
SYSTEM IDENTIFICATION IN A NETWORK

BASED SECURITY MONITORING
SOLUTION

REPLY UNDER 37 C.F.R. § 1.111

MS Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Madam:

In response to the Office Action dated February 1, 2013 (hereinafter “Action”),

please reconsider this application in view of the following.
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AMENDMENTS TO THE CLAIMS

Please amend the claims as follows.

1. (Original) A method of network based malware detection in a service provider network, the
method comprising:

receiving one or more transmission control protocol (TCP) packets originating from an
access device coupled to the service provider network, the one or more TCP packets
defining a TCP session between a computing device coupled to the access device,
and a destination coupled to the service provider network;

determining an operating system identifier (OS ID) associated with the TCP session and the
computing device;

determining if malware is present in the TCP session and an associated malware ID by
comparing a malware signature to the one or more TCP packets; and

generating an alert identifying a network address associated with the access device, the

malware ID and the OS ID associated with TCP session that generated the alert.

2. (Original) The method of claim 1 wherein determining the operating system ID further
comprises:
determining a protocol associated with the TCP packets and matching an OS fingerprint
from one or more protocol parameters if present in the TCP packets to determine a
first operating system identifier (ID);
determining an application parameter associated with the TCP session if present, and
identifying a second OS ID from the application parameter; and
wherein the OS ID in the alert comprises one of the first OS ID or second OS ID associated

with one or more computing devices coupled to the access device.

3. (Original) The method of claim 2 further comprising sending a notification to a subscriber
associated with the network address associated with the access device, the notification

identifying a remediation portal to remove the determined malware in the alert.
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4. (Original) The method of claim 3 further comprising:
identifying at the remediation portal the subscriber accessing the remediation portal;
identifying the OS associated with the computing device used by the subscriber to access the
remediation portal;
comparing the OS associated with the computing device to the at least one of the first OS ID
or second OS ID identified in the alert; and
providing malware remediation to the computing device when the at least one of the first OS

ID or second OS ID matches the OS associated with the computing device.

5. (Original) The method of claim 3 wherein if the OS of the computing device is not the at least
one of the first OS ID or second OS ID identified in the alert an indication is provided to the
subscriber to connect to the remediation portal with an other computing device connected to the

access device.

6. (Original) The method of claim 3 wherein the alert is cleared when all computing devices
associated with the access device and the computing device having the at least one of the first

OS ID or second OS ID have accessed the remediation portal.

7. (Original) The method of claim 2 wherein determining the first OS ID is performed by
comparing one or more protocol parameters of the one or more TCP packets having a SYN flag
associated with the session, wherein the OS fingerprints identify the protocol parameters of the

SYN flagged packet and the OS ID associated with parameters.

8. (Original) The method of claim 2 wherein determining the application parameter associated with
the session and identifying the second OS ID from the application parameter by inspecting an

HTTP user agent string to determine the second OS ID.

9. (Original) The method of claim 2 further comprising verifying the first OS ID against the second
OS ID, wherein if the second OS ID does not match the first OS ID the session is identified by
the OS ID identified as a more reliable OS ID.
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10.

11.

12.

13.

14.

15.

16.

(Original) The method of claim 2 further comprising verifying the first OS ID against the second
OS ID, wherein if the second OS ID matches the first OS ID cither OS ID is used.

(Original) The method of claim 2 further comprising verifying the first OS ID against the second
OS ID, wherein if the second OS ID matches the first OS ID but the second OS ID provides

additional information, the second OS ID is used.

(Original) The method of claim 3 wherein sending the notification to the subscriber associated
with the access device further comprises replacing the network address of the access device

with a subscriber 1D.

(Original) The method of claim 12 wherein sending the notification to the subscriber associated
with the access device further comprises aggregating one or more detailed alerts having the

subscriber ID into a single alert summary associated with the subscriber ID.

(Original) The method of claim 12 wherein the one or more computing devices are coupled to
the access device through a local area network (LAN), the access device providing network
address translation (NAT) or is coupled to NAT device to share the network address of the

access device.
(Cancelled)

(Currently Amended) A system for network based malware detection in a service provider
network, the system comprising:

a plurality of network seaser sensors coupled to the service provider network, each of the
network senser sensors for:

receiving reeetves onec or more transmission control protocol (TCP) packets

originating from an access device coupled to the service provider network,

the one or more TCP packets defining a TCP session between a computing

device coupled to the access device, and a destination coupled to the service

provider network;
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determining determines an operating system identifier (OS ID) associated with the
TCP session and the computing device associated;

determining determines if malware is present in the TCP session and an associated
malware ID by comparing a malware signature to the one or more TCP
packets; and

generating generates an alert identifying a network address associated with the access
device, the malware ID and the OS ID associated with TCP session that
generated the alert. [[;]] [[and]]

atert [[;]] [[and]]
provides-malware remediation-to-the-computing-deviee [[.]]

17. (Currently Amended) The system of claim 16 wherein the plurality of network sensors in
determining the eperating-system OS 1D at-the-networksenser further:
determine determines a protocol associated with the TCP packets and matching an OS

fingerprint from one or more protocol parameters if present in the TCP packets to

determine a first eperating-systemtdentifier-dD) OS ID;

determine determines an application parameter associated with the TCP session if present,
and identifying a second OS ID from the application parameter; and
wherein the identified OS ID in the alert comprises one of the first OS ID or the second OS

ID associated with one or more computing devices coupled to the access device.

18. (Currently Amended) The system of claim +7furthercompristngan-alert-managerte 16 wherein

the plurality of network sensors further: send a notification to a subscriber associated with the

network address associated with the access device, the notification identifying [[the]] a

remediation portal to remove the determined malware in the alert.
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19.

20.

21.

22.

23.

24.

(Currently Amended) The system of claim 18 wherein the plurality of network sensors send
sending the notification to the subscriber associated with the access device further-eomprises by

retrieving a subscriber ID from a subscriber ID repository and replacing the network address of

the access device with the subscriber ID.

(Currently Amended) The system of claim 17 wherein the plurality of network sensors
determine network—senser—determines the first OS ID by comparing one or more protocol
parameters of the one or more TCP packets having a SYN flag associated with the session, the
OS fingerprints identify the protocol parameters of the SYN flagged packet and the OS ID

associated with parameters.

(Currently Amended) The system of claim 20 wherein the plurality of network sensors

determine network-senser-determines the application parameter associated with the session and
identifies the second OS ID from the application parameter by inspecting an HTTP user agent

string to determine the second OS ID.

(Currently Amended) The system of claim 21 wherein the plurality of network sensors verify
network-senser—vertfies the first OS ID against the second OS ID, wherein if the second OS ID
does not match the first OS ID the session is identified by the OS ID identifted-as providing a
more reliable OS ID.

(Currently Amended) The system of claim 21 wherein the plurality of network sensors verify
networksenser—verifies the first OS ID against the second OS ID, wherein if the second OS 1D
matches the first OS ID either OS ID is used.

(Currently Amended) The system of claim 21 wherein the plurality of network sensors verify
networksenser—verifies the first OS ID against the second OS ID, wherein if the second OS 1D
matches the first OS ID but the second OS ID provides additional information, the second OS
ID is used.
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25. (Original) A computer readable memory containing instructions for network based malware
detection in a service provider network, the instructions when executed by a processor
performing:

receiving one or more transmission control protocol (TCP) packets originating from an
access device coupled to the service provider network, the one or more TCP packets
defining a TCP session between a computing device coupled to the access device,
and a destination coupled to the service provider network;

determining an operating system identifier (OS ID) associated with the TCP session and the
computing device;

determining if malware is present in the TCP session and an associated malware ID by
comparing a malware signature to the one or more TCP packets; and

generating an alert identifying a network address associated with the access device, the

malware ID and the OS ID associated with TCP session that generated the alert.

26. (New) The system of claim 16 further comprising:
a remediation portal coupled to the service provider network, the remediation portal for:
identifying a subscriber accessing the remediation portal;
identifying the OS associated with the computing device used by the subscriber to
access the remediation portal;
comparing the OS associated with the computing device to the OS ID identified in
the alert; and

providing malware remediation to the computing device.

FORTINET EX1002 Page 88



Application No.: 13/083,501 Docket No.: 37617/011002

REMARKS

Please reconsider the application in view of the above amendments and the following
remarks.  Applicants thank the Examiner for carefully considering this application and for

indicating the acceptance of the drawings filed on April 8, 2011.

Disposition of Claims
Claims 1-25 were pending in the present application. By way of this reply, claim 15 is

cancelled without prejudice or disclaimer. Also by way of this reply, new claim 26 is added.
Accordingly, claims 1-14 and 16-26 are now pending in the present application. Claims 1, 16, and
25 are independent. The remaining claims depend, either directly or indirectly, from claims 1 and

16.

Claim Amendments
By way of this reply, claims 16-24 are amended for clarification. Applicants respectfully

assert that no new matter is added by way of these amendments.

Rejections under 35 U.S.C. § 102
Claims 1, 2, 7-11, and 25 stand rejected under 35 U.S.C. § 102(b) as allegedly being

anticipated by U.S. Patent No. 7,317,693 (hereinafter “Roesch”). For the reasons set forth below,

this rejection is respectfully traversed.

A claim is anticipated only if each and every element as set forth in the claim is found,
cither expressly or inherently described, in a single prior art reference. See Verdegaal Bros. v.

Union QOil Co. of California, 814 F.2d 628, 631, 2 USPQ2d 1051, 1053 (Fed. Cir. 1987). The
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identical invention must be shown in as complete detail as is contained in the claim. See

Richardson v. Suzuki Motor Co., 868 F.2d 1226, 1236, 9 USPQ2d 1913, 1920 (Fed. Cir. 1989).

In order to anticipate under 35 U.S.C. § 102, the prior art reference must not only
disclose all elements of the claim within the four corners of the document, but must also disclose
those elements arranged as in the claim. The “arranged as in the claim” requirement applies to all
claims and refers to the need for an anticipatory reference to show all the limitations of the claims
arranged or combined in the same way as recited in the claims. See Net Moneyin, Inc. v. Verisign,

Inc., 2007-1565, at 15 and 16 (Fed. Cir. 2008).

One or more embodiments of the claimed invention provide a system and method that
allows network based malware detection to be used effectively in a service provider’s network,
where the devices are typically connected to the network through an access device, such as a
modem or router. In service provider networks it is difficult for individual devices to be identified
that are located behind the access device since the individual devices will utilize the network
address of the access device (see originally-filed specification at paragraph [0020]). However, as
disclosed by the originally-filed specification, it is possible to determine: a) if a device is infected
with malware based on associated network traffic; and b) an identifier of an operating system of the
device that is associated with the network traffic. By fingerprinting a device’s OS through the
network traffic it is possible to identify the device that was determined to be infected with malware
and therefore target remediation operations to the individual device as opposed to all devices

connected to the access device.
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According to amended independent claim 1, the method receives packets from an access
device and determines an OS ID of a computing device sending the packets. The method also
determines if malware is present by comparing the TCP packets to one or more malware signatures.
When a malware signature matches one or more of the TCP packets the method generates an alert
identifying the network address of the access device as well as an identification of the malware and

the OS ID associated with the TCP packets.

In contrast, Roesch discloses systems and methods for determining the topology of a
network by identifying a host configuration of a computer network. According to Roesch, network
traffic is analyzed in order to identify operating systems and services that are running on devices
connected to a network (see Roesch, col. 10, lines 19 — 27). The systems and methods of Roesch
allow the network topology to be determined from network traffic. The network topology provides
information as to what services are running on the network as well as their network addresses and
other parameters of the device (see Roesch, Figure 2; col. 10, line 56 — col. 11, line 6; col. 14, lines
22 - 36). This network topology can be used in managing the network and assessing potential

vulnerabilities of the network (see Roesch, col. 29, lines 24 — 39).

Applicants respectfully assert that Roesch fails to disclose at least determining from the
network traffic if malware is present or determining an OS ID of the associated device, as recited by
independent claims 1 and 25. The Examiner has pointed to Figures 15 and 16 as well as col 22, line
55 to col 24, line 36 of Roesch as disclosing service identification to determine if a machine is

infected with a virus. Applicants respectfully assert that Roesch fails to disclose identifying

10
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malware on a device. Instead, the passage noted by the Examiner discloses, in part (see Roesch, col

22, lines 55 — 64):

Services are generally served on well-known ports of a host. It is
possible for an administrator or an unauthorized user acting as an
administrator, however, to configure a system to bind services to
alternate ports. It is also possible for a machine infected with a virus
to bind services to non-standard ports. For this reason it is necessary
to validate a service based on its data rather than its port.

In other words, Roesch discloses that the port a service is bound to (i.e., the port the
service listens to) can be changed, either by an administrator, an imposter of an administrator or a
virus. Since the port number of a service can be changed, the port number should not be relied upon
for identifying services. Applicants respectfully assert that Roesch fails to disclose that
identification of malware present on a computing device can be determined from the network

traffic.

In view of the above, the Examiner’s contentions and the cited art do not support an
anticipation rejection of independent claims 1 and 25. Claims 2 and 7-11 depend, either directly or
indirectly, from claim 1. Accordingly, the Examiner’s contentions and the cited art also do not
support an anticipation rejection of claims 2 and 7-11, and withdrawal of this rejection is

respectfully requested.

Rejections under 35 U.S.C. § 103
Claims 3-6 and 12-24 stand rejected under 35 U.S.C. § 103(a) as being unpatentable over

Roesch, in view of U.S. Patent No. 8,065,712 (hereinafter “Cheng”), in view of U.S. Patent

Publication No. 2007/0250930 (hereinafter “Aziz”), and in further view of U.S. Patent Publication

11
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No. 2008/0282338 (hereinafter “Beer”). By way of this reply, claim 15 is cancelled and thus the
rejection is moot as to claim 15. As for remaining claims 3-6, 12-14, and 16-24, for the reasons set

forth below, this rejection is respectfully traversed.

To establish prima facie obviousness of a claimed invention, all the claim limitations
must be taught or suggested by the prior art. In re Royka, 490 F.2d 981, 180 USPQ 580 (CCPA
1974). Further, all the words in a claim must be considered in judging the patentability of that claim
against the prior art. In re Wilson, 424 F.2d 1382, 1385, 165 USPQ 494, 496 (CCPA 1970). When
determining whether a claim is obvious, an Examiner must make a searching comparison of the
claimed invention — including all its limitations — with the teaching of the prior art. See In re Wada
and Murphy, Appeal 2007-3733, citing In re Ochiai, 71 F.3d 1565, 1572 (Fed. Cir. 1995) (emphasis
added). The necessary presence of all claim features is axiomatic, since the Supreme Court has long
held that obviousness is a question of law based on underlying factual inquiries, including
ascertaining the differences between the claimed invention and the prior art. Graham v. John Deere
Co., 383 U.S. 1, 148 USPQ 459 (1966) (emphasis added). Lastly, obviousness requires at least a
suggestion of all of the features of a claim, since the Supreme Court in KSR Int’l v. Teleflex Inc.
stated that “there must be some articulated reasoning with some rational underpinning to support the
legal conclusion of obviousness.” KSR Int’l v. Teleflex Inc., 127 S. Ct. 1727, 1741 (2007) (quoting

In re Kahn, 441 F.3d 977, 988 (Fed. Cir. 2006)).

As discussed above, Roesch fails to disclose or render obvious each and every limitation

of independent claim 1. Amended independent claim 16 recites limitations that are similar to

12
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independent claim 1. Accordingly, Roesch also fails to disclose or render obvious each and every

limitation of amended independent claim 16.

None of the additionally cited references relied upon by the Examiner provide any
teachings, which when combined with those of Roesch, would lead one of ordinary skill in the art to

the subject matter provided by either independent claims 1 or 16.

Cheng teaches methods and devices for qualifying a client machine to access a
network based on policies governing required protective measures such as virus checking and OS

updates. See Chen at Abstract.

Aziz teaches a system for capturing suspicious activity. The system of Aziz includes
a tap configured to copy network data from a communication network and a controller coupled to
the tap. The controller is configured to receive the copy of the network data from the tap and
analyze the network data with a heuristic to determine if the network data is suspicious. Suspicious
network data is flagged and the transmission of the network data to a plurality of destination devices

is concurrently simulated. See Aziz at Abstract.

Beer teaches a system and method for preventing the reception and transmission of
malicious or objectionable content through a network. According to Beer, a thin client is installed
on a user computer and is associated with a web browser on the computer. The web browser and
thin client are coupled to a web proxy server of a network service provider. A protective server is

located intermediate the web proxy server and the network. According to Beer the protective server

13
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detects a type of malicious or objectionable content and attempts to deter the reception of the

detected content by the user computer. See Beer at Abstract.

However, Chen, Aziz, and Beer do not cure what Roesch lacks. Accordingly,
Roesch, Chen, Aziz, and Beer, whether viewed separately or in combination, fail to disclose or

render obvious each and every limitation of independent claims 1 and 16.

In view of the above, the Examiner contentions and the cited art do not support an
obviousness rejection of independent claims 1 and 16. Claims 3-6, 12-14, and 17-24 depend, either
directly or indirectly, from claims 1 and 16. Accordingly, the Examiner contentions and the cited
art also do not support an obviousness rejection of claims 3-6, 12-14, and 17-24, and withdrawal of

this rejection is respectfully requested.

New Claims
New claim 26 is added by way of this reply. Applicants respectfully assert that no new

matter is added by way of new claim 26, as support for new claim 26 may be found, for example, in

original claim 16.

As discussed above, the Examiner’s contentions and the cited art do not support an
obviousness rejection of amended independent claim 16. New claim 26 depends directly from
claim 16. Accordingly, the Examiner’s contentions and the cited art also do not support an
obviousness rejection of new claim 26. Thus, favorable consideration of new claim 26 is

respectfully requested.

14
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Conclusion

Applicants believe this reply is fully responsive to all outstanding issues and places this
application in condition for allowance. If this belief is incorrect, or other issues arise, the Examiner
is encouraged to contact the undersigned or his associates at the telephone number listed below.
Please apply any charges not covered, or any credits, to Deposit Account 50-0591 (Reference

Number 37617/011002).

Dated: May 30, 2013 Respectfully submitted,

By_/Robert P. Lord/
Robert P. Lord
Registration No.: 46,479
OSHA - LIANG LLP
3945 Freedom Circle, Suite 300
Santa Clara, California 95054
(408) 727-0600
(408) 727-8778 (Fax)
Attorney for Applicants

15
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Invention: 5\ sED SEGURITY MONITORING SOLUTION

TO THE COMMISSIONER FOR PATENTS
Transmitted herewith is an amendment in the above-identified application.
The fee has been calculated and is transmitted as shown below.

CLAIMS AS AMENDED
Claims Highest
Remaining Number Number
After Previously Extra Claims
Amendment Paid Present Rate

Total Claims 25 - 25 = 0 X 40.00 0.00
Independent _
Claims 3 - 3 = 0 X 210.00 0.00
Multiple Dependent Claims (check if applicable) |:|
Other fee (please specify):  Extension for response within first month 100.00
TOTAL ADDITIONAL FEE FOR THIS AMENDMENT: 100.00

D Large Entity Small Entity

D No additional fee is required for this amendment.

D Please charge Deposit Account No. _ 50-0591 in the amount of $

D A check in the amount of § to cover the filing fee is enclosed.
Payment by credit card.

The Director is hereby authorized to charge and credit Deposit Account No. 50-0591
as described below. A duplicate copy of this sheet is enclosed.

Credit any overpayment.
Charge any additional filing or application processing fees required under 37 C.F.R. § 1.16 and 1.17.

/Robert P. Lord/ Dated: May 30, 2013
Robert P. Lord
Attorney/Agent Reg. No.: 46,479

OSHA - LIANG LLP

3945 Freedom Circle, Suite 300
Santa Clara, California 95054
(408) 727-0600
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Docket Number (Optional)
PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a)

37617/011002
Application Number 13/083,501-Conf. #8289 Filed April 8, 2011
F
" METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORK BASED SECURITY
MONITORING SOLUTION
Art Unit 2446 Examiner

D. Nguyen

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application.
The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Fee Small Entity Fee Micro Entity Fee

One month (37 CFR 1.17(a)(1)) $200 $100 $50 $ 100.00
[ ] Two months (37 CFR 1.17(a)(2)) $600 $300 $150 $
[ ] Three months (37 CFR 1.17(a)(3)) $1,400 $700 $350 $
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Applicant asserts small entity status. See 37 CFR 1.27.

D Applicant certifies micro entity status. See 37 CFR 1.29.
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted previously.

D A check in the amount of the fee is enclosed.
Payment by credit card.
D The Director has already been authorized to charge fees in this application to a Deposit Account.

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 50-0591

Payment made via EFS-Web.

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide
credit card information and authorization on PTO-2038.

| am the

|:| applicant.

attorney or agent of record. Registration Number 46,479

|:| attorney or agent acting under 37 CFR 1.34. Registration number

/Robert P. Lord/ May 30, 2013
Signature Date
Robert P. Lord (408) 727-0600
Typed or printed name Telephone Number

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit
multiple forms if more than one signature is required, see below*.

|:| *Total of 1 forms are submitted.
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LIE
/DEANNA RORIE/
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process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
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require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
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ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

FORTINET EX1002 Page 104



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
22511 7590 09/12/2013
OSHA LIANG L.L.P. NGUYEN, DUSTIN
TWO HOUSTON CENTER
909 FANNIN, SUITE 3500 | ART UNIT PAPERNUMBER |
HOUSTON, TX 77010 2446
DATE MAILED: 09/12/2013
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO.
13/083,501 04/08/2011 Kevin McNamee 37617/011002; 8289

TITLE OF INVENTION: METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NET%%HI%O%ESED SECURITY
MONITORING SOLUTION

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE

nonprovisional SMALL $390 $300 $0 $1190 12/12/2013

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE

or Fax

Commlssmner for Patents
P.O.Box 1

Alexandria, Virginia 22313-1450
(571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

22511 7590 09/12/2013 I hereby certify that this Fee(s) Transmittal is being deposited with the United
OSHA LIANG L.L.P. S(tiz(lites P(ZiStal Sﬂf;rvwe vlvnh sufficient postage (i(i)r first l():lass mallbln an anelo;{e
addressed to the Mail Stop ISSUE FEE address above, or being facsimile
TWO HOUSTON CENTER transmitted to the USPTO (571) 273-2885, on the date indicated below.
909 FANNIN, SUITE 3500
HOUSTON, TX 77010 Oepositors name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO.
13/083,501 04/08/2011 Kevin McNamee 37617/011002; 8289
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MONITORING SOLUTION
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nonprovisional SMALL $390 $300 $0 $1190 12/12/2013
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
NGUYEN, DUSTIN 2446 726-024000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

| Chan%e of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Eee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

(1) the names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) the name of a single firm (having as a member a
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

2. For printing on the patent front page, list

1

2

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

(A) NAME OF ASSIGNEE

Please check the appropriate assignee category or categories (will not be printed on the patent) :

[ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ A check is enclosed.
| Payment by credit card. Form PTO-2038 is attached.

(1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

[ Issue Fee
[ Publication Fee (No small entity discount permitted)
[ Advance Order - # of Copies
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5. Change in Entity Status (from status indicated above)

d Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.
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Application No. Applicant(s)
13/083,501 MCNAMEE ET AL.
. oy [ i AlA (First Inventor to
Notice of Allowability '[E)’L‘JaS"T“lf’:leLGUYEN gﬂg"“ File) Status
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to 05/30/2013.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-14 and 16-26, now renumbered as 1-25. As a result of the allowed claim(s), you may be eligible to
benefit from the Patent Prosecution Highway program at a participating intellectual property office for the corresponding application.
For more information, please see hitp://www. usplo.gov/patents/init_events/peb/indax.jsp or send an inquiry to
PPHfeedback@uspio.gov .

4. [J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[J Al b)[J Some *c)[] None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [] Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. X Notice of References Cited (PTO-892) 5. [] Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. [] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/DUSTIN NGUYEN/
Primary Examiner, Art Unit 2446

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20130903
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Application/Control No. Applicant(s)/Patent Under
Reexamination
. . 13/083,501 MCNAMEE ET AL.
Notice of References Cited . .
Examiner Art Unit
DUSTIN NGUYEN 2446 Page 1 of 1
U.S. PATENT DOCUMENTS
* Countre?otg—?\lr::m’\tlnzmgﬁg Code MM[?(t\((aYY Name Classification
* A | US-2012/0204266 08-2012 Yoo, InSeon 726/24
* B | US-7,627,898 12-2009 Beck et al. 726/23
* c | US-8,429,746 04-2013 Capalik, Alen 726/23
* D | US-2011/0004935 01-2011 Moffie et al. 726/23
E | US-
F | US-
G | US-
H | US-
| Us-
J | US-
K | US-
L | USs-
M | US-
FOREIGN PATENT DOCUMENTS
* Countre?olgg-?ﬂztm’\tizrzﬁg Code MM[??\?YY Country Name Classification
N
O
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
u
\
w
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20130903
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Application/Control No.

Applicant(s)/Patent under

Index of Claims Reexamination
13/083,501 MCNAMEE ET AL.
Examiner Art Unit
DUSTIN NGUYEN 2446
v | Rejected _| (Th r%l;?ql;;:lemderal) N Non-Elected Appeal
=| Allowed = Restricted I | Interference Objected
Claim Date Claim Date Claim Date
5| L2 5 | £ 5| 2
|22 Ele El®e
o |° '] ']
1 1 |= 51 101
2 2 | = 52 102
3 3 |= 53 103
4 4 | = 54 104
5 5 |= 55 105
6 6 | = 56 106
7 7 |= 57 107
8 8 | = 58 108
9 9 | = 59 109
10 | 10 | = 60 110
11|11 | = 61 111
12 |12 | = 62 112
13 | 13 | = 63 113
14 | 14 | = 64 114
15 65 115
15 | 16 | = 66 116
16 | 17 | = 67 117
17 | 18 | = 68 118
18 | 19 | = 69 119
19 | 20 | = 70 120
20| 21 | = 71 121
21| 22 | = 72 122
22 | 23 | = 73 123
23| 24 | = 74 124
24 |1 25 | = 75 125
25| 26 | = 76 126
27 77 127
28 78 128
29 79 129
30 80 130
31 81 131
32 82 132
33 83 133
34 84 134
35 85 135
36 86 136
37 87 137
38 88 138
39 89 139
40 20 140
41 91 141
42 92 142
43 93 143
44 94 144
45 95 145
46 96 146
47 97 147
48 98 148
49 99 149
50 100 150

U.S. Patent and Trademark Office

Part of Paper No. 20130903
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rgs . Application/Control No. Applicant(s)/Patent under
Issue Classification 13/083.501 Reexamination
MCNAMEE ET AL.
Examiner Art Unit
DUSTIN NGUYEN 2446
ISSUE CLASSIFICATION
ORIGINAL INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
726 24 G|o06|F 11 100 /
CROSS REFERENCES
G |06 | F 12 /14,16 /
CLASS I SUBCLASS (ONE SUBCLASS PER BLOCK)
709 224 / /

Total Claims Allowed: 25
/DUSTIN NGUYEN/

(Assistant Examiner)  (Date)
09/03/2013 oG oG
Print Claim(s) Print Fig.
(Legal Instruments Examiner)  (Date) (Primary Examiner) (Date) 1

D Claims renumbered in the same order as presented by applicant | [] CPA T1.D. [1R.1.47
5 | & 5 | & s | & s | & s | & s | 2 T | &
s | s | @ s | @ s | @ c | @ c | @ c | @
1 1 31 61 91 121 151 181
2 2 32 62 92 122 152 182
3 3 33 63 93 123 153 183
4 4 34 64 94 124 154 184
5 5 35 65 95 125 155 185
6 6 36 66 96 126 156 186
7 7 37 67 97 127 157 187
8 8 38 68 98 128 158 188
9 9 39 69 99 129 159 189
10 | 10 40 70 100 130 160 190
11 ] 11 41 71 101 131 161 191
12 ] 12 42 72 102 132 162 192
13 | 13 43 73 103 133 163 193
14 | 14 44 74 104 134 164 194
15 45 75 105 135 165 195
15| 16 46 76 106 136 166 196
16 | 17 47 77 107 137 167 197
17 | 18 48 78 108 138 168 198
18 | 19 49 79 109 139 169 199
19 | 20 50 80 110 140 170 200
20 | 21 51 81 111 141 171 201
21 | 22 52 82 112 142 172 202
22 | 23 53 83 113 143 173 203
23 | 24 54 84 114 144 174 204
24 | 25 55 85 115 145 175 205
25 | 26 56 86 116 146 176 206
27 57 87 117 147 177 207

28 58 88 118 148 178 208

29 59 89 119 149 179 209

30 60 90 120 150 FORTINEBEX1002 Bage 113210
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Found 36 within The ACM Guide to Computing Literature (Bibliographic citations from major publishers in computing)

ions from ACM and Affiliated Organizations (Full-Text collection: 384,083 items)

Limit your search to Pu

REFINE YOUR SEARCH 3a s Related Journals Related Magazines Related SIGs Related Conferences
- By Koy S Results 1 - 20 of 36 Sort by irelevance
1 and session managenent for mohile peer-iopser apnlications
ki Harjula, Jukka E a
June 2009 Journal of Mobile Multimedia , volume 5 Issue 2
Publisher: Rinton Press, Incorporated
Bibliometrics: Downloads (6 Weeks): n/a, Downloads (12 Months): n/a, Downloads (Overall): n/a, Citation Count:
Mobile applications utilizing wireless networks are growing in popularity as increasingly capable terminals and adva
networking technologies emerge. In order to provide a seamless user experience, applications must be able to rely
intelligent ...
Keywords: content distribution, cross-layer optimization, mobile middleware, state machines
2 Al
December 2010 I CISS'"10: Proceedings of the 6th international conference on Information systems securit
Publisher: Springer-Verlag
Full text available: Lﬁ[_& >
ADVANCED SEARCH Bibliometrics: Downloads (6 Weeks): n/a, Downloads (12 Months): n/a, Downloads (Overall): n/a, Citation Count:

Advancsg Search

Internet-connected computer systems face ongoing software attacks. Existing defensive solutions, such as intrusior
FEEDBACK detection systems, rely on the ability to identify malicious software (malware) in order to prevent its installation. Tt
approach remains ...

Found 36 of 2,132,334

3 Conmunpicstions of the ACGM: Volume 55 lssue 8
@ August 2012 Communications of the ACM
Publisher: ACM

207 (8.38 MB)

H):‘.,'@

Full text available
Bibliometrics: Downloads (6 Weeks): 1971, Downloads (12 Months): 41378, Downloads (Overall): 54515, Citation Cou

courity policy depioviment

2 ¢ Guppens, Nora Cuppens-EBeulshia, Joz 2 21

March 2009 ASI ACCS '09: Proceedings of the 4th International Symposium on Information, Computer, and
Communications Security

Publisher: ACM ¥

Full text available

, Yehin Eirakainy

west Permissions

(1.54 MB)

(<

Bibliometrics: Downloads (6 Weeks): 1, Downloads (12 Months): 53, Downloads (Overall): 540, Citation Count: 4

The successful deployment of a security policy is closely related not only to the complexity of the security requirem
also to the capabilities/functionalities of the security devices. The complexity of the security requirements is additio

Keywords: PDP, PEP, access control, network security

1 in network intrusion detaction systems

5 ATLANTIDES: snar sture for alert ve
Damiano Boizoni, Brunc Crispo, Sandre Elaile
November 2007 LISA'07: Proceedings of the 21st conference on Large Installation System Administration Conference
Publisher: USENIX Association

Bibliometrics: Downloads (6 Weeks): 0, Downloads (12 Months): 0, Downloads (Overall): 10, Citation Count: 4

We present an architecture designed for alert verification (i.e., to reduce false positives) in network intrusion-detec
systems. Our technique is based on a systematic (and automatic) anomaly-based analysis of the system output, wl
provides useful ...

6 Arar
¥Vinod Yeg
July 2005
Publisher: USENIX Association
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Bibliometrics: Downloads (6 Weeks): 0, Downloads (12 Months): 0, Downloads (Overall): 67, Citation Count: 32

Identifying new intrusions and developing effective signatures that detect them is essential for protecting computer
networks. We present Nemean, a system for automatic generation of intrusion signatures from honeynet packet tre
QOur architecture ...

Characteriz

nce Gathering and Contral on_an Edge
Mariie Arlits) Nikias C i, Phillina GiH, Anikel Mabhanti, Carey Wil
July 2011

Publish

Transactions on I nternet Technology (TOIT) , Volume 11 Issue 1
1ACM %

Full text available:"

2pest Pammissions

Bibliometrics: Downloads (6 Weeks): 4, Downloads (12 Months): 64, Downloads (Overall): 265, Citation Count:

There is a continuous struggle for control of resources at every organization that is connected to the Internet. The |
organization wishes to use its resources to achieve strategic goals. Some external entities seek direct control of the
resources, ...

Keywords: Workload characterization

Communications of Ine ACM: Yolume 53 lssue 2

February 2010
Publisher: ACM

Full text available

Communications of the ACM

¥ (19.69 MB)

Citation Cc

Bibliometrics:

Downloads (6 Weeks): 3325, Downloads (12 Months): 32461, Downloads (Overall): 282109,

ion for mobile devices

Hicleni nr-hanking applic

nggh-fsensl

Journal of Systems and Software , Volume 84 Issue 11

Gines Raom

November 2011
Publisher: Elsevier Science Inc.

Bibliometrics: Downloads (6 Weeks): n/a, Downloads (12 Months): n/a, Downloads (Overall): n/a, Citation Count:

Mobile banking is one of the emerging services in telecommunications due to the explosive increase in the number
mobile customers around the world. Solutions for mobile banking are varied, ranging from the use of Wireless Tran
Layer Security, ...

Keywords: Application-layer protocol, Energy-efficient protocol, Mobile banking, Security, Wireless networks

of, Inproving service avs

shna Qummadi, Hari 13 . 2
April 2009 NSDI'09: Proceedings of the 6th USENIX symposium on Networked systems design and implement:
Publisher: USENIX Association

M

Bibliometrics: Downloads (6 Weeks): n/a, Downloads (12 Months): n/a, Downloads (Overall): n/a, Citation Count: 18

A large fraction of email spam, distributed denial-of-service (DDoS) attacks, and click-fraud on web advertisements
caused by traffic sent from compromised machines that form botnets. This paper posits that by identifying human-
generated traffic ...

Communications of the ACM: Volume 55 lssye 1

Communications of the ACM
Publisher: ACM

Full text available

a 2dition

T ECF (9.41 MB)

Bibliometrics: Downloads (6 Weeks): 4612, Downloads (12 Months): 39176, Downloads (Overall): 113847, Citation Cc
Dommunications of the ACK: Volume 53 lssys 12

December 2010 Communications of the ACM

Publisher: ACM

Full text available dition 12 (6.57 MB)

Bibliometrics: Downloads (6 Weeks): 1119, Downloads (12 Months): 11821, Downloads (Overall): 94745, Citation Cou
Communications of the ACM: Volume 54 lssun 13

November 2011 Communications of the ACM

Publisher: ACM

Full text available dition | 2LE(8.42 MB)

Bibliometrics: Downloads (6 Weeks): 3921, Downloads (12 Months): 26710, Downloads (Overall): 88331, Citation Cou

Communications of the ACM; Volume 52 lssye 3

September 2009
Publisher: ACM

Full text available

Communications of the ACM
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Bibliometrics: Downloads (6 Weeks): 2834, Downloads (12 Months): 27763, Downloads (Overall): 256609, Citation Cc

Pupetos as g distributed sttack infrasipacivre
Y. ' lam s, K. G Anagnesiaxis
October 2006 CCS '06: Proceedings of the 13th ACM conference on Computer and communications security

Publisher: ACM %

Full text available

sguest Peimissions
fdt (871.35 KB)
Bibliometrics: Downloads (6 Weeks): 5, Downloads (12 Months): 44, Downloads (Overall): 1671, Citation Count: 23

Most of the recent work on Web security focuses on preventing attacks that directly harm the browser's host machi
user. In this paper we attempt to quantify the threat of browsers being indirectly misused for attacking third partie:

Keywords: distributed attacks, malicious software, web security

Communications of e ACM: Volumes 59 lssue 3
March 2012 Communications of the ACM
Publisher: ACM

Full text available

Edition |

£(10.61 MB)
Bibliometrics: Downloads (6 Weeks): 1254, Downloads (12 Months): 13646, Downloads (Overall): 62715, Citation Cou
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identifier)) and (os near4 (id or JPO; DERWENT
identifier))
Sh8 i1 (subscrib$3 near4 (id or identifier)) #US-PGPUB; OR ON 2013/01/25
and (malware near4 signature) and {USPAT; EPO; 01:43
(os near4 (id or identifier)) JPO; DERWENT
Sh9 i (subscrib$3 near4 (id or identifier)) #US-PGPUB; OR ON 2013/01/25
and (malware near4 signature) and {USPAT; EPO; 01:44
(os near4 fingerprint) JPO; DERWENT
i § i i :

i i i
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S60 i1 (subscrib$3 near4 (id or identifier)) #US-PGPUB; OR ON 2013/01/25
and (malware near4 (id or USPAT; EPOG; 01:44
identifier)) and (os near4 JPO; DERWENT
fingerprint)

61 2 ("20120255019").PN. US-PGPUB; OR OFF 2013/01/25

USPAT; USOCR,; 02:40
FPRS; EPO; JPO;

DERWENT;

IBM_TDB

S62 {7 (virus near4 signature) and US-PGPUB; OR ON 2013/01/25
(remediat$3 near4 portal) USPAT; EPOG; 13:49

JPO; DERWENT

63 {10 ((malware or virus) near4 signature) jjUuS-PGPUB; OR ON 2013/01/25

and (remediat$3 near4 portal) USPAT; EPOG; 13:50
JPO; DERWENT

64 i3 (malware or virus) same US-PGPUB; OR ON 2013/01/25

(remediat$3 near4 portal) USPAT; EPOG; 13:51
JPO; DERWENT

S65 6 ((malware or virus) near4 signature §US-PGPUB; CR ON 2013/01/25

near4 down$load$3) and (portal) USPAT; EPO; 13:52
JPO; DERWENT

S66 2 ((malware or virus) near4 signature) §US-PGPUB; CR ON 2013/01/25
and (portal) and (subscrib$3 near4 {USPAT; EPO; 13:54
down$load$3) JPO; DERWENT

S67 64 ((malware or virus) near4 signature) jjUuS-PGPUB; OR ON 2013/01/25
and (portal) and (subscrib$3 and USPAT; EPOG; 13:54
down$load$3) JPO; DERWENT

S68 9 ((malware or virus) near4 signature) jjUuS-PGPUB; OR ON 2013/01/25
and (portal) and (subscrib$3 and USPAT; EPOG; 13:54
down$load$3) and remediat$3 JPO; DERWENT

S69 §2 ("20120255019").PN. US-PGPUB; OR OFF 2013/01/25

USPAT; USOCR; 14.07
FPRS; EPO; JPO;

DERWENT;

IBM_TDB

S70 3 (malicious near4 signature) and (tcpijUS-PGPUB; OR ON 2013/01/25
near4 finger$print$3) USPAT; EPOG; 14:09

JPO; DERWENT

S71 25 (malicious) and (compar$6 near4 US-PGPUB; CR ON 2013/01/25
signature) and (tcp same USPAT; EPOG; 14:10
finger$print$3) JPO; DERWENT

S72 #4 ((identif$6 or determin$3) near4 os {US-PGPUB; OR ON 2013/01/25
near4 fingerprint$3) and (detect$3 EUSPAT; EPC; 14:11
near4 (virus or malicious or JPO; DERWENT
malware))

S73 {11 ((identif$6 or determin$3) near4 US-PGPUB; OR ON 2013/01/25
operating near4 fingerprint$3) and {USPAT; EPO; 14:13
(detect$3 near4 (virus or malicious #JPO; DERWENT
or malware))

S74 {16 ((determin$3 or identif$6) near4 US-PGPUB; CR OFF 2013/01/27
operating adj2 system) and (alert$3 §USPAT; EPO; 13:10
near4 subscrib$3) JPO; DERWENT

S75 43 ((determin$3 or identif$6) near4 US-PGPUB; CR OFF 2013/01/27
operating adj2 system) and (notif$6 §USPAT; EPO; 13:16
near4 subscrib$3) JPO; DERWENT

S76 i1 ((determin$3 or identif$6) near4 US-PGPUB; CR OFF 2013/01/27
operating adj2 system) and (notif$6 §USPAT; EPO; 13:17
near4 subscrib$3) and (different JPO; DERWENT
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E | inear4 machine) s : ; :

S77 42 ((determin$3 or identif$6) near4 US-PGPUB; CR OFF 2013/01/27
operating adj2 system) and (notif$6 §USPAT; EPO; 13:18
near4 subscrib$3) and malware JPO; DERWENT

578 i (detect$3 near4 operating adj2 US-PGPUB; OR OFF 2013/01/27
system) and (notif$6 near4 USPAT; EPO; 13:19
subscrib$3) and malware JPO; DERWENT

S79 131 (detect$3 near4 operating adj2 US-PGPUB; OR OFF 2013/01/27
system) and (notif$6 near4 USPAT; EPO; 13:19
subscrib$3) JPO; DERWENT

S80 30 (detect$3 near4 operating adj2 US-PGPUB; OR OFF 2013/01/27
system) and (notif$6 near4 wrong) {USPAT; EPO; 13:21

JPO; DERWENT

81 i5 ((determin$3 or identif$6 or US-PGPUB; CR OFF 2013/01/27
detect$3) near4 operating adj2 USPAT; EPOG; 13:22
system) and (notif$6 near4d wrong) {{JPO; DERWENT

$82 0 ((determin$3 or identif$6 or US-PGPUB; CR OFF 2013/01/27
detect$3) near4 operating adj2 USPAT; EPOG; 13:23
system same (alert$3 or notif$6) JPO; DERWENT
near4 wrong)

883 627 ii((determin$3 or identif$6 or US-PGPUB; OR OFF 2013/01/27
detect$3) near4 operating adj2 USPAT; EPOG; 13:23
system same (alert$3 or notif$6)) #JPO; DERWENT

S84 5 ((determin$3 or identif$6 or US-PGPUB; CR OFF 2013/01/27
detect$3) near4 operating adj2 USPAT; EPOG; 13:24
system same (alert$3 or notif$6) JPO; DERWENT
same in$correct$3)

885 i ( operating adj2 system near5 US-PGPUB; OR OFF 2013/01/27
(alert$3 or notif$6) near5 USPAT; EPO; 13:27
in$correct$3) JPO; DERWENT

86 i#5 ( operating adj2 system near5 US-PGPUB; OR OFF 2013/01/27
(alert$3 or notif$6) nearb improper) EUSPAT; EPC; 13:28

JPO; DERWENT

887 §23 ( operating adj2 system near5 US-PGPUB; OR OFF 2013/01/27

(alert$3 or notif$6) near5 violat$3) HUSPAT; EPC; 13:29
JPO; DERWENT

888 0 ( operating adj2 system near5 US-PGPUB; OR OFF 2013/01/27
(alert$3 or notif$6) nearb violat$3) HUSPAT; EPC; 13:39
and (multiple near4 devices) JPO; DERWENT

889 11 ( operating adj2 system near5 US-PGPUB; OR OFF 2013/01/27
violat$3) and (multiple near4 USPAT; EPOG; 13:39
devices) JPO; DERWENT

890 §2 ("20120255019").PN. US-PGPUB; OR OFF 2013/01/27

USPAT; USOCR,; 13:40
FPRS; EPO; JPO;

DERWENT;

IBM_TDB

91 43 (remediat$3 near4 portal same US-PGPUB; OR OFF 2013/01/27

malware) USPAT; EPOG; 13:42
JPO; DERWENT
S92 1208 i(remediat$3 same malware) US-PGPUB; OR OFF 2013/01/27
USPAT; EPO; 13:42
JPO; DERWENT

893 i35 (remediat$3 same malware same US-PGPUB; OR OFF 2013/01/27

operating adj2 system) USPAT; EPOG; 13:42
JPO; DERWENT
S94 H0 (qualif$6 near4 operating adj2 US-PGPUB; OR OFF 2013/01/27
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system same remediat$3) USPAT; EPOG; 13:51
JPO; DERWENT

S95 69 (qualif$6 near4 operating adj2 US-PGPUB; OR OFF 2013/01/27

system ) USPAT; EPOG; 13:52
JPO; DERWENT

S96 i3 (qualif$6 near4 operating adj2 US-PGPUB; OR OFF 2013/01/27

system ) and malware USPAT; EPOG; 13:52
JPO; DERWENT

897 i1 (os adj2 (id or identifier)) and US-PGPUB; OR ON 2013/08/31
(signature adj2 (id or identifier)) USPAT 15:01
and (mal$ware adj2 (id or
identifier))

S98  H0 (os adj2 (id or identifier)) and US-PGPUB; OR ON 2013/08/31
(signature adj2 (id or identifier)) USPAT 15:01
and (attack adj2 (id or identifier))

S99 18 (os adj2 (id or identifier)) and US-PGPUB; OR ON 2013/08/31
(signature adj2 (id or identifier)) USPAT 15:01

S100 i1 (os adj2 (id or identifier)) and US-PGPUB; OR ON 2013/08/31
(signature adj2 (id or identifier)) USPAT 15:02
and alert$3

S101 {16 (os adj2 (id or identifier)) and US-PGPUB; OR ON 2013/08/31
(signature adj2 (id or identifier)) USPAT 15:02
and compar$s

S102 20 (os adj2 (id or identifier)) and US-PGPUB; OR ON 2013/08/31
mal$ware USPAT 15:03

S103 63 (((operating adj2 system) or os) US-PGPUB; OR ON 2013/08/31
adj2 (id or identifier)) and USPAT 15:08
mal$ware

S104 5 (((operating adj2 system) or os) US-PGPUB; OR ON 2013/08/31
adj2 (id or identifier)) and USPAT 15:09
(compar$5 near4 mal$ware)

S105 §5 (((operating adj2 system) or os) US-PGPUB; OR ON 2013/08/31
adj2 (id or identifier)) same USPAT 15:10
mal$ware

S$106 §9 (((operating adj2 system) or os) US-PGPUB; OR ON 2013/08/31
adj2 (id or identifier)) and USPAT 15:12
(mal$ware near4 signature)

S107 #21 (((operating adj2 system) or os) US-PGPUB; OR ON 2013/08/31
adj2 (id or identifier)) and USPAT 15:16
(mal$ware near4 detect$3)

S108 11 (((operating adj2 system) or os) US-PGPUB; OR ON 2013/08/31
adj2 (finger$print)) and (mal$ware HUSPAT 15:19
near4 detect$3)

S$109 {0 ("20120255019").PN. USPAT; USOCR #OR OFF 2013/08/31

15:24

S110 {1 ("20120255019").PN. US-PGPUB; OR OFF 2013/08/31

USPAT; USOCR 15:24

S111 444 (((operating adj2 system) or os) US-PGPUB; OR ON 2013/08/31
near4 compar$5) and (mal$ware USPAT 15:27
near4 signature)

S112 48 (((operating adj2 system) or os) US-PGPUB; OR ON 2013/08/31
near4 compar$5) and (mal$ware USPAT 15:27
near4 signature) and finger$print

S113 §9 (((operating adj2 system) or os) US-PGPUB; OR ON 2013/08/31
near4 fingerprint) and (mal$ware USPAT 15:34
near4 signature)

\E
N
N
§
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S114 42 (((operating adj2 system) or os) US-PGPUB; OR ON 2013/08/31
near4 fingerprint near4 mal$ware) {USPAT 15:40

S115 43 (((operating adj2 system) or os) US-PGPUB; OR ON 2013/08/31
near4 (id or identifier) near4 USPAT 15:41
mal$ware)

5116 2 (((operating adj2 system) or os) US-PGPUB; OR ON 2013/08/31
near4 (id or identifier) near4 USPAT 15:42
attack)

S117 30 (((operating adj2 system) or os) US-PGPUB; OR ON 2013/08/31
same tcp same mal$ware same USPAT 15:48
fingerprint)

S118 §13 (((operating adj2 system) or os) USPAT OR ON 2013/08/31
same tcp same mal$ware) 15:48

EAST Search History (I nterference)

Ref iHits {Search Query DBs Default Plurals {iTime

# Operator Stamp

S119 {0 (((operating adj2 system) or os) same tcp {USPAT; HOR ON 2013/08/31
same mal$ware same fingerprint) UPAD 15:48

9/3/2013 3:31:25 PM
C:\ Users\ dnguyen18\ Documents\ EAST\ Workspaces\ 13083501.wsp
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Commissioner for Patents
P.O. Box 1450
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Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE TGE and PUBLICATION FEE (if required
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mailed to the current correspondence addres‘s as
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I

Fee(s) Transmittal. This certificate

cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for sy change of address) apers. Bach additional paper, such as an assignment or formal drawing, must
gave its own certificate of mailing or transmission.
Certificate of Mailing es-Trensmissien
22511 7590 09/12/2013 : . . f . . ‘ :
1 hereby centify that this Fee(s) Transmittal is being deposited with the United
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| APPLICATION NO, | FILING DATE I FIRST NAMED INVENTOR | ATTORNEY DOCKET NO, L CONFIRMATION NO, |
13/083,501 04/08/2011 Kevin McNamee 37617/011002; 8289

TITLE OF INVENTION: METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORKCHASED SECURITY

MONITORING SOLUTION

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE

| PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE ]

nonprovisional “Stadd, s B )90 $300 $0
UNMSCOUNTE i
I EXAMINER ART UNIT l CLASS-SUBCLASS I
NGUYEN, DUSTIN 2446 T26-024000

Irsa ) QOO 1211272013

1. Chan3g§3§f correspondence address or indication of "Fec Address” (37 2. For printing on the pateat front page, list

CFR 1

(1) the names of up to 3 registered patent attorneys

L Change of corres ndence address (or Change of Correspondence or agents OR, altcrnatively,

Address form PTO/SB/122) attached.
[ "Fee Address™ indication (or "Fee Address" Indication form

(2) the name of a single firm (having as a member a
registered attomey or agent) and the pames of up to

PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is

Number is required.

listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or Lype)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

ALCATEL LUCENT Paris, France

Please check the appropriate assignee category or categories (will not be printed on the patent) : (J 10dividual Corporation or other private group entity Q) Government

(A) NAME OF ASSIGNEE

4a. 3}@{ ing fee(s) are submitted:
DIXXF;

ublication Fee (No small entity discount permitted)
[ Advance Order - # of Copies

4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

[ A check is enclosed.

/A - R3S

Qe nt by credit card. Form PTO-2038 is attached.
e Director is hereby authorized to charge the requ‘ég??gs), any deficiency, or credit any

overpayment, to Deposit Account Number

enclose an extra copy of this form).

12/11/2013 EEKUBRY2 00000041 122325 13083501

01 FC:1501 1780.00 DA
02 FC:1504 300.00 DA

PTOL-85 (Rev. 02/11)
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¥
.

5. Change in Entity Status (from status indicated above)

a Applicant certifying micro entity status. See 37 CFR 1.29 FQI& Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue
ee payment in the micro entity amount will not be accepted at the risk of application abandonment.
a pplicant asserting small entity status. See 37 CFR 1.27 NOEIB; If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status,
Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a nofification of loss of entitlement to small or micro

enlity status, as applicable.

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in

interest as shown by the records of the United States Patent and Trademark Office.
Date / ‘Q —-5“ - / 5

Authorized Signature
('7)'7 .P_/) / e Registration No. \

This collection of information is required by 37 CFR 1.311, The information is required to obtain or retain a benefit by the public which s to file (and by the USPTO to process

an application. Confidentiality is povernéd by 35 U.S.C. 122 and 37 CFR 1.14, ’ﬂ:is collection is estimated to take 12 minutes to complete, including gathering, preparing, an

submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require (o complete

this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.

R?x ;:go. A\l,e_xap' %zgir 1{1‘1‘2 0223 13-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
exandria, Virginia - X

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Typed or printed name
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p Complete and send this form, together with applicable fee(s), to: Majl Mail Stop ISSUE FEE
Commissioncr for Patents
P.0. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: “This form should be used for transmitting the ISSUR I'CE and PUBLICATION FLE (if rcquircd{). Blocks 1 through 5 should be completed where
gpé).ropnate, All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1n
m

icated unless corrected below or directed otherwise in Block |, by () specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
tenance fee notifications.

Note: A certificate of mnilinﬁ can only be used for domestic mailings of the

Fee(s) Transmittal, This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block | for any change of addreas) papers. Bach additional paper, such as an assignment or formal drawing, must
P A P ave its own certificate of mailing or transmission.

‘onFransmissien
22511 7560 09/12/2013 , 1 herchy cenify tha(l: fﬁi‘i"rfél‘i“%":ﬁ!',‘n?ﬁal is being deposited with the United
OSHA LIANG L.L.P. % mes g%slal %‘wiﬁ "(‘g' sul llbbécl!llé postage ggr first ﬂ)ass mail blcl; an an@lo l
. AN ressed to the Mail Stop ISS address above, or ng facsimile
ggg%IIOU&Tgﬁﬁﬂ ; g(l){ DEC 0 9 2013 y - emyted o he VSPTO (571 2732885, on the date indicaed bolow.
‘\ I.\ b[ . I 4K e
HOUSTON, TX 77010 % & 2 : Depotors o)
4/)& mmﬁw‘&k (Signature)
(iate)
Vv
I APPLICATION NO. | FILING DATE ] FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. L CONFIRMATION NO, |
13/083,501 04/08/2011 - Kevin McNamee 37617/011002; 8289

TITLE OF INVENTION: METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORR'BASED SECURITY
MONITORING SOLUTION

| APPLN, TYPE l ENTITY STATUS | 1SSUE FEE DUE IPUBL]CATION FEEDUE IP’REV.PAID ISSUE FEE l TOTAL FEE(S) DUE | DATE DUE |
nonprovisional “Seadl yseq 8 (o) $300 $0 Irisq OO 121122013
UnmscounTED ¢ h30%
| EXAMINER I ART UNIT ] CLASS-SUBCLASS ]
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Change of correspondence address (or Change of Corcespondence or agents OR, alternatively,
Address form P'I‘OISPI;’IIZZ) altached. ¢ & P € °Y

l,Chanage of correspondeace address or indication of "Fec Address" (37 2. For printing on the patent front page, list .
CFR 1.363). : a_ . P
(1) the names of up to 3 registered patent attorneys ’
2 [

(2) the name of a single firm (having as a member a

() "Ree Address” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or ageals. If no nameis 4
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA T'O BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitule for filing an assignment.

(A) NAME OF ASSIGNEE By RUSIDENCE: {CITY aud STATE OR COUNTRY)
ALCATEL LUCENTY Paris, France @/

Please check the appropriate assignee categoty or categories (will not be printed on the patent) : (X 1ndividual Corporation or other private group entity 0 Government
4a. Thydﬁ ng fee(s) are submitted: 4b. Payment of Fee(s): (Please (irst reapply any previously paid issue fee shown above)
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D ublication Fee (No small entity discount permitted) D%mmy credit card. Form PTO-2038 is attached.
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5. Change in Entity Status (from status indicated above)

a Applicant certif ying micro entity status. Sec 37 CFR 1,29 F_Qm‘ Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue
ee payment in the micro entity amount will not be accepted at the risk of application abandonment.
Q pplicant asserting small entity status. See 37 CFR 1.27 [:{%’E& If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.
Applicant changing to regular undiscounted fee status, ; Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorncy or agent; of the assignee or other party in
inferest as shown by the records of the United States Patent and Trademark Office.
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an application. Confidentiality is governéd by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, prepanng, an

submilting the completed application form to the USPTO. Time will vnz depending upon the individual case. Any comments on the amount of time you require Lo complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Depariment of Commerce, P.O.

Box 1450, Alexandria, Virginia 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO 'THHIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313~ 1450,

Under the Paperwork Reduction Act of 1995, no persons are reguired to respond to a collection of information unless it displays a valid OMB control number.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
13/083,501 01/21/2014 8635697 37617/011002; 08917906US 8289
22511 7590 12/31/2013
OSHA LIANG L.LL.P.
TWO HOUSTON CENTER

909 FANNIN, SUITE 3500
HOUSTON, TX 77010

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 209 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Kevin McNamee, Ottawa, CANADA;
Mike Pelley, Ottawa, CANADA;
Darren Deridder, Ottawa, CANADA;
Paul Edwards, Ottawa, CANADA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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