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METHOD AND SYSTEM FOR OPERATING SYSTEM 

IDENTIFICATION IN A NETWORK BASED SECURITY 

MONITORING SOLUTION 

[0001] 

[0002] 

[0003] 

CROSS-REFERENCE TO RELATED APPLICATIONS 

This application claims benefit of U.S. Provisional Patent Application No. 

61/469,024, filed on March 29, 2011 and entitled "Method and System for 

Operating System Identification in a Network Based Security Monitoring 

Solution," in the names of the same inventors as the present application. 

TECHNICAL FIELD 

The present disclosure relates to identification of computers coupled to a 

service provider network and in particular to identifying computers infected with 

malicious software ( a.k.a. malware) from session traffic associated with the 

computers. 

BACKGROUND 

Residential and business networks LAN s are typically connected to the 

Internet using a gateway or router that uses network address translation (NAT). 

The NAT device maps local area network (LAN) addresses of multiple devices to 

a single WAN IP address enabling multiple devices to access the internet using 

WAN address. All traffic emerging from that network will share the same IP 

address that is assigned to the gateway or router and Internet service providers 

typically only provide one wide area network (WAN) address to a modem or 

connection device at the premises. The NAT device modifies network address 

information in datagram (IP) packet headers while in transit across a traffic routing 
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device for the purpose of remapping one IP address space into another. From the 

WAN perspective it is difficult to determine which device behind a NAT device, is 

originating a particular stream of traffic. This is a particular problem when 

network based virus or malware detection is utilized where the WAN IP traffic is 

analyzed to determine the presence of potential malware originating from the 

LAN. The inability to determine a specific device means that any remediation 

procedures can not be applied in a focused manner. 

Accordingly, systems and methods for Identifying computers behind a 

Network Address Translaton (NAT) device remains highly desirable. 

SUMMARY OF INVENTION 

In accordance with an aspect of the present disclosure there is provided a 

method of network based malware detection in a service provider network. The 

method comprising receiving one or more transmission control protocol (TCP) 

packets originating from an access device coupled to the service provider 

network. The one or more TCP packets defining a TCP session between a 

computing device coupled to the access device, and a destination coupled to the 

service provider network; determining an operating system identifier (OS ID) 

associated with the TCP session and the computing device. If malware is present 

in the TCP session an associated malware ID is determined by comparing a 

malware signature to the one or more TCP packets, an alert identifying a network 

address associated with the access device is generated with the malware ID and 

the OS ID associated with TCP session that generated the alert. 

In accordance with another aspect of the present disclosure there is 

provided a system for network based malware detection in a service provider 

network. The system comprising a network sensor coupled to the service 

provider network. The network sensor receives one or more transmission control 
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protocol (TCP) packets originating from an access device coupled to the service 

provider network. The one or more TCP packets defining a TCP session 

between a computing device coupled to the access device, and a destination 

coupled to the service provider network and determines an operating system 

identifier (OS ID) associated with the TCP session and the computing device 

associated and then determines if malware is present in the TCP session and an 

associated malware ID by comparing a malware signature to the one or more 

TCP packets. An alert is generated identifying a network address associated with 

the access device, the malware ID and the OS ID associated with TCP session 

that generated the alert. A remediation portal is coupled to the service provider 

network, the remediation portal identifies a subscriber accessing the remediation 

portal and identifies the OS associated with the computing device used by the 

subscriber to access the remediation portal. The portal compares the OS 

associated with the computing device to the OS ID identified in the alert and 

provides malware remediation to the computing device. 

In accordance with yet another aspect of the present disclosure there 1s 

provided a computer readable memory containing instructions for network based 

malware detection in a service provider network. The instructions when 

executed by a processor performing receiving one or more transmission control 

protocol (TCP) packets originating from an access device coupled to the service 

provider network. The one or more TCP packets defining a TCP session 

between a computing device coupled to the access device, and a destination 

coupled to the service provider network; determining an operating system 

identifier (OS ID) associated with the TCP session and the computing device. If 

malware is present in the TCP session an associated malware ID is determined 

by comparing a malware signature to the one or more TCP packets and an alert is 

generated identifying a network address associated with the access device, the 

malware ID and the OS ID associated with TCP session that generated the alert. 
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BRIEF DESCRIPTION OF DRAWINGS 

Further features and advantages of the present disclosure will become 

apparent from the following detailed description, taken in combination with the 

appended drawings, in which: 

Various embodiments of a network based malware detection system will be 

described with reference to the figures in which: 

Figure 1 depicts in a block diagram of a system for malware detection and 

operating system detection are utilized for providing malware remediation; 

Figure 2 depicts an illustrative TCP session analysis; 

Figure 3 depicts a representation of session tracking and analysis; 

Figure 4 depicts a data flow diagram for operating system identification, 

malware detection and remediation; 

Figure 5 depicts a method of operating system detection and malware 

identification and remediation; 

Figure 6 depicts a method of operating system detection and malware 

identification; 

Figure 7 depicts a method of malware alert management; 

Figure 8 depicts a method of malware remediation. 

It will be noted that throughout the appended drawings, like features are 

identified by like reference numerals. 

DETAILED DESCRIPTION 

Embodiments are described below, by way of example only, with reference 

to Figs. 1-8. 
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Residential and business networks are typically connected to the Internet 

using a gateway or router that uses NAT. All traffic emerging from that network 

share the same IP address that is assigned to the gateway or router. When NAT is 

utilized it is not possible for detection technologies that use the IP addresses to 

distinguish between individual devices that may be resident in the local network 

behind the NAT device. By combining TCP session tracking and OS 

fingerprinting a specific operating system can be associated with an individual 

TCP session which can improve the ability to distinguish between computing 

devices. In a network-based malware detection system, the ability to identify an 

operating system enables information to be provided to the user to speed the 

remediation process. A household with multiple computers, or computing 

devices, each potentially running different operating systems can require 

considerable time to remediate. The ability to provide identification of an 

operating system that is infected and request that the user access the remediation 

portal with a computer that has a particular operating system can improve the 

results of the remediation process. 

In the present system when malware is detected in a session originating 

from an access device coupled to a service provider network a security alert is 

raised to identify the session contains an infection that should be addressed. 

When the infected device is a computing device that accesses the network by a 

NAT device, the ability to identify a specific computing device is a challenge. 

To enable proper identification of an associated computing device, the OS 

information that is determined for the session is sent with the alert. By providing 

OS identification the remediation process can focus on those computing devices 

that are infected rather than requiring remediation procedures on devices that are 

potentially not infected. The technique allows a distinction between the most of 

the popular operating systems used in computing devices such as personal 

computers, mobile phones, tablets and other networked devices that may be 
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susceptible to an infection. This includes (but is not limited to): Windows 98™, 

Windows NT™, Windows XP™, Windows Vista TM, Windows 7™, Linux, 

Android™, BSD, Mac OS™, iOS™, Blackberry™ OS, Sun OS™, etc .. 

There are a number of techniques that can be used to identify a computer's 

operating system based on network traffic coming from that computer. One is 

TCP/IP stack fingerprinting to identify candidate operating systems based on the 

first SYN packet of the TCP session which is available for all TCP sessions. 

Another technique is to extract the operating system string from the browser 

User-Agent field on HTTP requests. These are combined to accurately identify 

the operation system associated with an individual session. 

When malware is detected on the user's device, an alert notification is sent 

to the user informing them that they should visit the remediation portal to remove 

the malware from their system. The remediation process involves downloading 

malware cleaning tools to the infected machine. These tools scan the infected 

device and remove any malware found. These scans can take considerable time 

and must be run on all devices that may be infected. So, when there are multiple 

devices in the household, being able to identify the infected device can 

considerably shorten the remediation process. When the user visits the 

remediation portal from one of their household devices, the same OS 

fingerprinting techniques can be used. This enables the portal to determine if the 

device has the same operating system as the one identified in the alert and thus 

decide whether the remediation process is required for that device. If the OS of 

the device matches the one from the alert, the full remediation process is run. If 

the operating systems do not match, the user is informed that the device is clean 

and asked to reconnect to the portal from one of their devices that matches the 

OS detected with the security alert. 
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Figure 1 depicts, in a block diagram, a system for operating system 

identification and malware remediation. A user location 100 comprises multiple 

computing devices 104, 106, 108 in a local area network (LAN) that access an 

Internet service provider or service provider (SP) network 110 via an access 

device 102. The access device may provide access via wired or wireless 

interface for a single computing device to the network or may provide network 

address translation (NAT) to allow multiple devices to connect to the network as 

shown. NAT may be provided either directly through incorporation in a router or 

modem or through additional hardware or software functionality provided by one 

of the computing devices. TCP/IP traffic is received at the network edge node 

112 which routes the data through the SP network 110 to the Internet 120. 

Destination device 122 is accessed through the Internet 120. The destination 

device may be a web server, peer computer, content server or another network to 

which a computer 104, 106, 108 is engaged in a TCP session. 

The SP network 110 comprises a plurality of routers or switches 112, 114, 

116 for directing network traffic between two endpoints, such as a subscriber 

computer 104 and a web site provided by a web server of destination device 122 

on the public Internet 120. The system of the present disclosure, or parts thereof 

as described further below, are deployed within the SP network in order to 

capture and analyze the network traffic. Using the analyzed traffic, the system 

can determine if a subscriber's computer 104 is infected with malware. If the 

system determines that a subscriber's computer 104 is infected, it can provide a 

notification to the subscriber that a computer running a specific operating system 

is infected and direct them to remedy the infection. 

The system helps to ensure that computers 104 connected to the SP network 

are not infected with malware aiding in the safe and reliable functioning of the 

SP network 110. Furthermore, since the system is network based, it is not 

necessary to have the subscriber download, install or update software. This can 
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help ensure that all of the components in the system are utilizing the most current 

malware detection means as possible . 

The edge node 112 either provides or is connected to one or more network 

sensors 130 comprising at least a processor 132 and memory 134. The network 

sensor 130 either implements or is coupled to a network tap/filter that is capable 

of copying packets of information travelling over the SP network 110. The 

network sensor 130 analyzes packets from the network tap/filter to determine if 

the packets contain evidence of malware infection on the computers 100 from 

which the packets originate. In addition the sensor will also examine the packets 

to determine the operating system (OS) of the computer 104 from which the 

packets originate. When malware is identified, the network sensor sends an alert 

136 to an alert manager 140 coupled to the SP network 110 either directly or 

indirectly The alert 136 contains the source and destination IP addresses and 

port numbers from the packet that generated the alert, a time stamp indicating 

when the alert occurred, the OS identifier of the computer that caused the alert, 

an identifier that indicates which specific malware was detected several 

parameters that indicate the type of malware, in addition it may include threat 

level and severity of the alert in question. 

Advantageously a network sensor device 130 located near a subscriber's 

computers 100 at the edge of the SP network for example edge node 112 will see 

both upstream and downstream packets for the subscriber's NAT device 102. 

This allows the detection engine to track state information for a connection and 

use signatures based on this session state information. Although this location for 

the deployment of network sensor devices has advantages, it may also require a 

large number of network sensors to be deployed, which would increase the 

capital expenditure and operating expenses for deploying the system. 

Additionally or alternatively, network sensor devices 130 may deployed within 

the core of the SP network at location where each network sensor device may be 

9 

FORTINET EX1002 Page 10



[0029] 

[0030] 

[0031] 

PATENT APPLICATION 
ATTORNEY DOCKET NO.: 37617/011002; 08917906US 

able to see, and so process, more network traffic. This may reduce the capital 

expenditures and operating expenses for deploying the system. 

The alert manager 140, comprising at least a processor 142 and memory 

144, receives the alerts 136 from one or more network sensors 130. The alert 

manager 140 may be in the SP network 110, coupled to the SP network 110 or 

accessible via an intermediary network, for example the Internet 120. . 

The alert manager 140 stores the alerts 136 in the alert repository 146. The 

alert information that is stored in the database consists of a subscriber identifier 

that is derived from the IP address, the malware identifier, the OS identifier and 

the time stamp from when the alert was observed. Subsequent alerts for the same 

combination of subscriber, malware and OS identifies are not stored, but a 

counter is incremented in the alert record to track multiple occurrences of the 

same alert. The subscriber identifier is derived from the original alert 

information through an ID translator that is capable of translating a network 

identifier, such as an IP address, to an associated subscriber identifier, such as a 

user name or account number of a subscriber, a media access control (MAC) 

address assigned to the subscriber, network access server (NAS) port number, 

etc. The subscriber identifier uniquely identifies the residential user location 100 

and may be retrieved or provided from a service provider subscriber ID 

repository 148. 

The alert manager 140 may further compnse a subscriber notification 

generator to generate a notification to a subscriber on the first instance or once 

the subscriber's alerts have passed a threshold value or based upon time until the 

alert is cleared. The threshold value may vary depending on the configuration of 

the system. For example, if the detection engine in the network sensor 130 used 

to detect malware infection provides the malware detection with a very low false­

positive rate; the threshold value may be set so that if the alert indicates that a 
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single detailed alert has been generated for the user a corresponding notification 

is generated. Alternatively, if the detection engine has a higher false-positive 

rate the threshold may be raised in order to account for potential false positives. 

Additionally, the threshold may be set for the particular malware or type of 

malware. For example, the threshold may be set to generate a notification if a 

single alert was generated for a particular piece of malware that is considered to 

be a significant threat, and also generate a notification if, for example, ten alerts 

have been generated for a particular piece of malware that is considered to be a 

medium threat. 

The notification provided to the subscriber may be provided in various 

ways. For example, the notification may be an email sent to the subscriber, a text 

message sent to a phone number associated with the subscriber ID, a voicemail 

sent to a phone number associated with subscriber ID or as a domain name server 

(DNS) redirect for future traffic of the subscriber, or as a walled garden or web 

interstitial. 

The notifications sent to a subscriber include directions for accessing a 

remediation portal 150, comprising at least a processor 152 and memory 154. 

For example, if the notification is an email, the indication may include a 

hypertext link, if the notification is a voicemail it may include instructions for 

accessing the remediation portal. If the notification is a DNS redirect, the 

indication may be a landing page of the remediation portal 150. The notification 

identifies the operating system that the malware was detected on and requests 

that the user access the remediation portal 150 with the computer that may 

contain the infection. 

The remediation portal 150 determines the subscriber connecting to the 

portal and the operating system associated with the connection. The remediation 

portal 150 may be in the SP network 110, coupled to the SP network 110 or 
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accessible via an intermediary network, for example the Internet 120. Similar 

detection techniques may be utilized as in the network sensor 130 at the portal to 

determine an operating system associated with the computer accessing the portal. 

The remediation portal 150 can then provide the subscriber with instructions to 

follow in order to remove or quarantine the particular malware detected if the OS 

matches the OS identified in the alert information 136. The remediation portal 

may provide a dynamically generated instructions based on the specific malware 

that was detected on the subscriber's computer. The remediation process 

provided by the portal may include automated processes for automatically 

removing the malware from the computer. Additionally, or alternatively, the 

remediation process may comprise instructions for actions to be performed by 

the subscriber such as deleting a file, modifying configuration settings of the 

computer, etc. If the OS of the computer does not match the alert summary 

information the user may be requested to access with another computer have the 

identified operating system until an appropriate OS and malware are identified. 

Once the user has accessed the remediation portal 150, and completed the 

remediation process, the remediation portal resets the alerts stored in the alert 

repository 146 for the subscriber associated with the remedied malware. As 

such, once the subscriber has performed the remediation process, no further 

notifications will be received, unless a further malware infection is detected. 

Alternatively, the malware identification may be maintained for tracking and 

trending purposes. It should be noted that the remediation portal 150 and the 

alert manager 140 are described as separate entities, however functionality may 

reside or be shared in a single system. Similarly the summary alert repository 

146 may maintained at one or both locations. 

Figure 2 depicts an illustrative TCP session analysis between computer 202 

and 204 of different operating systems and web servers 222. For each session 
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204, 206, 208, 214 and 216 the following information is extracted from the SYN 

packet 210. 

• Initial packet size (16 bits) 

• Initial TTL (8 bits) 

• Window size (16 bits) 

• Max segment size (16 bits) 

• Window scaling value (8 bits) 

• "don't fragment" flag (1 bit) 

• "sackOK" flag (1 bit) 

• "nop" flag (1 bit) 

These fields are set by the operating system in an attempt to optimize the 

TCP protocol. Different operating systems will choose different combinations 

and its these different combinations that enable fingerprinting to identify the OS. 

Some of the fields are optional (scaling, sackOK, nop, etc) and can appears in 

different orders and combinations. This information is also used to determine an 

associated operating system. 

The correlation can occur by comparing the SYN fingerprint to a set of 

known SYN fingerprints. The SYN fingerprints can be correlated by data 

collection and comparison to the previous SYN fingerprints to associate and OS 

identifier with the SYN packet. 

The user agent (UA) 214 field is extracted from TCP packets in the HTTP 

protocol to identify the application type, operating system, software vendor, or 

software version being utilized by the computer 202 and 204 and provide an 
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additional level of OS fingerprint confidence or possibly identify a discrepancy 

between the SYN packet analysis and UA field. 

The data packets 212 are analyzed against malware signatures to determine 

the presence of possible malware. When malware is detected in the session 

information data packets 212, the session is flagged, for example session 206. In 

this example the SYN and UA fields would identify that a Windows/XP 

computer is infected. Sessions 204, 206 and 208 would all be identified as 

Windows/XP sessions. Similarly session 214 and 216 would be identified as 

Mac OS sessions. The Windows/XP sessions 204, 206 and 208 may all be from 

the same computer or from different computers if more than one computer in the 

residence is running Windows/XP. The FIN packet 218 may be utilized to define 

the termination of a TCP session. 

Figure 3 depicts a representation 300 of session tracking and analysis 

performed at the network sensor 130. A session tracking engine receives packets 

at network sensor 130 that are decoded. Protocol analysis may also include 

determining the type of packet., for example TCP or UDP. From the protocol, 

protocol parameters are utilized, such TCP parameters in a SYN packet or 

associated with a SYN flag, to provide an OS signature. Application analysis is 

then performed to further identify the OS. The application analysis can be used 

to verify the protocol, for example HTTP protocol, and verify the user agent 

information available in a HTTP session. 

The data of the packets are then analyzed for malware by comparing the 

data of the session to malware signatures. The signatures used by the malware 

detection may be stored in a repository, such as a local database. The signatures 

specify the characteristics that the malware network traffic will have. This 

includes data patterns that may be present in network packets, state information 

associated with the network protocols, and sequences of events that may be 
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considered anomalous network behaviour. These signatures are expressed as 

detection engine rules. When the malware detection process detects a packet or 

sequence of packets that matches a specific rule it generates an alert event. The 

detection engine rule includes a signature for detecting malware in the network 

traffic as well as an action to take when the rule is matched. The appropriate 

alert can then be generated. The alert combines malware information from the 

malware detection stage with operating system information from the protocol and 

application analysis phases. 

Figure 4 depicts a data flow diagram for operating system identification and 

remediation. In this example a user location 100 having one or more computer 

behind a NAT device initiates a session with web server 422. Packets from the 

session are monitored by the network sensor 130 (402). The network sensor 

130 determines the OS of computing device such as a personal computer at the 

user location and identifies the presence of an infection such as malware. An 

alert is generated by the network sensor 130 and sent to the alert manager 140 

identifying the IP or network address, the OS of the infected device, malware 

that caused the infection and a timestamp (404). On the first occurrence of the 

alert, the alert manager 140 sends a message to the subscriber associated with the 

session identifying the presence of a computer with malware infection and the 

OS ( 406). The user receives the message and is directed to access a remediation 

portal 150. Upon user access the remediation portal retrieves the alert 

information from the alert manager database In this example it is assumed that 

the user accessed the remediation portal 150 from a computer with an OS that did 

not match the alert ( 408). The user is informed of this OS/ Alert mismatch and 

asked to connect to the remediation portal from a computer whose OS does 

match the alert (410). A subsequent access is then performed, and the 

appropriate OS and malware are identified on the computer (412). A 

remediation process is commenced by the portal 150 to remove the malware 
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infection ( 414) and the user is notified of success remediation. The remediation 

portal 150 can then notify the alert manager 140 of the success removal of the 

malware and remove the associated alert ( 416). 

Figure 5 depicts a system level method of operating system detection and 

malware identification and remediation. As will be further described in Figure 6, 

from TCP packets received at one or more network sensors, an IP address of the 

access device is determined (504). If the IP address is not identified for 

monitoring, the packets may be discarded. An OS ID associated with the TCP 

packets is determined by one or more methods determining identifiable OS 

characteristics (506) and further described in Figure 6. The session is analysed 

by malware detection engine to determine if an infection is present in the session 

(508). An alert is then generated (510) to identify the IP address, the infection 

and an associated operating system. As will be further described in Figure 7, the 

alert is forwarded to an alert manager where the IP address is converted to a 

subscriber identifier (512). The user associated with the IP address, or user 

location, is then notified (514) that a computing device associated with the access 

point, for example behind a NAT device, is infected and identification of the 

operating system is provided. As will be further described in Figure 8, the user 

then visits the remediation portal ( 516) which identifies the operating system of 

their computing device using the same techniques as the sensor ( 518). If the 

operating system of the connected computing device matches the alert then the 

remediation process is executed from the portal (520). This involves scanning the 

infected computing device and removing the infection such as malware. If the 

operating system of the connected computing device does not match the alert, the 

user is asked to connect to the portal from the next computer. This is repeated 

until all computing devices associated with the access device have been cleaned. 

Figure 6 depicts a method of operating system detection and malware 

identification. The method begins with receiving packets (602) that have been 
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captured from the SP network traffic. The packets are analyzed to determine an 

OS fingerprint by comparing the SYN packet for the session with known SYN 

fingerprints. If an OS ID is identified, (YES at 604) and OS identifier is 

generated (606). If an OS fingerprint is not identified (NO at 604), the packets 

are passed to the application protocol analysis module. If the HTTP UA 

information is not present, (NO at 608) malware analysis is performed (616). If 

the protocol is HTTP and a UA field is present (YES at 608), the OS specified in 

the UA field is compared with the OS identifier from the SYN packet. If they 

match (YES at 610) the OS identifier is verified (614). On a mismatch (NO at 

610) the most reliable one is chosen (612). When the OS identifier is verified 

the UA information may be utilized to refine the OS identified by the SYN 

parameters. For example the SYN parameters may identify that the computing 

device is a Windows 7 computer where the UA may be able to refine the 

information and identify that it is a Windows 7 SP 1 computer. 

[0046] All packets are then passed to the malware analysis module for processing 

(616). Malware detection is performed by comparing each of the received 

packets to a detection rule, or a signature of the detection rule, for a particular 

piece of malware. If malware is not detected (NO at 616) packet processing 

continues for that session. If malware is detected based upon fingerprint 

analysis (YES at 616) and OS information is available (YES at 618), it is added 

to an alert event (620) and sent to an alert manager (622). If an OS is not 

identified (NO at 618) an alert is generated (622) without OS identification. The 

alert contains the source and destination IP addresses and port numbers from the 

packet that generated the alert, a time stamp indicating when the alert occurred, 

the OS identifier of the computing device that caused the alert, an identifier 

( signature id) that indicates which specific malware was detected several 

parameters that indicate the type of malware, threat level and severity of the alert 

in question. 
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Figure 7 depicts a method of malware alert management for notifying 

subscribers of a malware infection. The method begins with receiving alert 

events from one or more network sensors 130 at an alert manager 140 (702). The 

network identifier (for example source IP address) associated with the alert event 

is translated into a subscriber identifier (704). The subscriber identifier IS 

derived from the original alert information through an ID translator that IS 

capable of translating a network identifier, such as an IP address, to an associated 

subscriber identifier, such as a user name or account number of a subscriber, a 

media access control (MAC) address assigned to the subscriber, network access 

server (NAS) port number, etc. 

The alerts are identified by three pieces of information: the subscriber ID, 

the malware ID and the OS ID. The system determines if and an alert already 

exists in the system with the same subscriber ID, malware ID and OS ID 

combination (YES at 706). If so a counter is incremented for this alert (708). If 

not, (NO at 706) it is treated as a new alert and a notification is sent to the 

subscriber (710). The user will then visit the portal to begin the remediation 

process. The end result of this process will be to reset the user's status for this 

alert to "remediation complete". 

Periodically, the alert/notification process will check to ensure that the 

remediation status for each alert has been completed. If the remediation is 

completed (YES at 712), by receiving an indication from the remediation portal, 

the alert manager removes the alert event, or reset the counter (714) for the 

subscriber and OS. If the remediation is not completed (NO at 712), based upon 

a notification from the remediation portal, or a time interval, or counter 

threshold, another request may be sent (710) to the subscriber. 

Figure 8 depicts a method of malware remediation for remediating a 

malware infection on a computing device coupled to a service provider network. 
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The method begins with a subscriber receiving a notification, which includes an 

indication for accessing a remediation portal, from the reporting infrastructure. 

The subscriber may then access the remediation portal (802). The subscriber ID 

is determined based upon the originating address or by a login user ID and 

password that is associated with their subscriber ID (804). The session with the 

computing device is analyzed to determined the OS and may be performed using 

SYN and UA techniques as previously described (806). If the OS ID in the alert 

event match the OS in the current session (YES at 808) the remediation portal 

provides the subscriber with a remediation process (810). If the OS in the alert 

event does not match the OS in the current session (NO at 808) the user can 

indicate if additional computing devices are associated with the NAT device at 

the user location. If additional computing devices are present (YES at 812) the 

process is repeated (802) by the user accessing the portal using each of the 

associate computing devices until the process is complete. If not additional 

computing device are present (NO at 812) the subscriber's alert record can be 

reset (814 ). 

Although the above description has described various embodiments of a 

network based malware detection system, one skilled in the art will appreciate 

that changes and modifications may be made to the described illustrative 

embodiments. The above description provides a network based operating system 

and malware detection system and method. The components of the system, as 

well as their functioning have been described using various means, including 

flow charts specifying methods that the components of the system may 

implement. It is understood that the system may comprise hardware components 

that can be incorporated into a communication network. The hardware 

components may combine hardware, firmware and software in order to 

implement the system described herein. Alternatively, the system components 

may be implemented on hardware components by software expressed as a series 

19 

FORTINET EX1002 Page 20



PATENT APPLICATION 
ATTORNEY DOCKET NO.: 37617/011002; 08917906US 

of computer executable instructions that configure the hardware components to 

implement the system described herein. 
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1. A method of network based malware detection in a service provider network, the 

method comprising: 

receiving one or more transmission control protocol (TCP) packets originating 

from an access device coupled to the service provider network, the one or 

more TCP packets defining a TCP session between a computing device 

coupled to the access device, and a destination coupled to the service 

provider network; 

determining an operating system identifier (OS ID) associated with the TCP 

session and the computing device; 

determining if malware is present in the TCP session and an associated malware 

ID by comparing a malware signature to the one or more TCP packets; and 

generating an alert identifying a network address associated with the access 

device, the malware ID and the OS ID associated with TCP session that 

generated the alert. 

2. The method of claim 1 wherein determining the operating system ID further 

compnses: 

determining a protocol associated with the TCP packets and matching an OS 

fingerprint from one or more protocol parameters if present in the TCP 

packets to determine a first operating system identifier (ID); 

determining an application parameter associated with the TCP session if present, 

and identifying a second OS ID from the application parameter; and 

wherein the OS ID in the alert comprises one of the first OS ID or second OS ID 

associated with one or more computing devices coupled to the access 

device. 
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3. The method of claim 2 further comprising sending a notification to a subscriber 

associated with the network address associated with the access device, the notification 

identifying a remediation portal to remove the determined malware in the alert. 

4. The method of claim 3 further comprising: 

identifying at the remediation portal the subscriber accessmg the remediation 

portal; 

identifying the OS associated with the computing device used by the subscriber to 

access the remediation portal; 

comparing the OS associated with the computing device to the at least one of the 

first OS ID or second OS ID identified in the alert; and 

providing malware remediation to the computing device when the at least one of 

the first OS ID or second OS ID matches the OS associated with the 

computing device. 

5. The method of claim 3 wherein if the OS of the computing device is not the at least 

one of the first OS ID or second OS ID identified in the alert an indication is provided 

to the subscriber to connect to the remediation portal with an other computing device 

connected to the access device. 

6. The method of claim 3 wherein the alert is cleared when all computing devices 

associated with the access device and the computing device having the at least one of 

the first OS ID or second OS ID have accessed the remediation portal. 

7. The method of claim 2 wherein determining the first OS ID is performed by 

comparing one or more protocol parameters of the one or more TCP packets having a 

SYN flag associated with the session, wherein the OS fingerprints identify the 

protocol parameters of the SYN flagged packet and the OS ID associated with 

parameters. 
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8. The method of claim 2 wherein determining the application parameter associated with 

the session and identifying the second OS ID from the application parameter by 

inspecting an HTTP user agent string to determine the second OS ID. 

9. The method of claim 2 further comprising verifying the first OS ID against the second 

OS ID, wherein if the second OS ID does not match the first OS ID the session is 

identified by the OS ID identified as a more reliable OS ID. 

10. The method of claim 2 further comprising verifying the first OS ID against the second 

OS ID, wherein if the second OS ID matches the first OS ID either OS ID is used. 

11. The method of claim 2 further comprising verifying the first OS ID against the 

second OS ID, wherein if the second OS ID matches the first OS ID but the second 

OS ID provides additional information, the second OS ID is used. 

12. The method of claim 3 wherein sending the notification to the subscriber associated 

with the access device further comprises replacing the network address of the access 

device with a subscriber ID. 

13. The method of claim 12 wherein sending the notification to the subscriber associated 

with the access device further comprises aggregating one or more detailed alerts 

having the subscriber ID into a single alert summary associated with the subscriber 

ID. 

14. The method of claim 12 wherein the one or more computing devices are coupled to 

the access device through a local area network (LAN), the access device providing 

network address translation (NAT) or is coupled to NAT device to share the network 

address of the access device. 

15. The method of claim 14 wherein the network address is an Internet Protocol (IP) 

address or a Media Access Control (MAC) address. 
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16. A system for network based malware detection in a service provider network, the 

system comprising: 

a network sensor coupled to the service provider network, the network sensor: 

receives one or more transmission control protocol (TCP) packets 

originating from an access device coupled to the service provider 

network, the one or more TCP packets defining a TCP session 

between a computing device coupled to the access device, and a 

destination coupled to the service provider network; 

determines an operating system identifier (OS ID) associated with the TCP 

session and the computing device associated; 

determines if malware is present in the TCP session and an associated 

malware ID by comparing a malware signature to the one or more 

TCP packets; and 

generates an alert identifying a network address associated with the access 

device, the malware ID and the OS ID associated with TCP session 

that generated the alert; and 

a remediation portal coupled to the service provider network, the remediation 

portal: 

identifies a subscriber accessing the remediation portal; 

identifies the OS associated with the computing device used by the 

subscriber to access the remediation portal; 

compares the OS associated with the computing device to the OS ID 

identified in the alert; and 

provides malware remediation to the computing device. 
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17. The system of claim 16 wherein determining the operating system ID at the network 

sensor: 

determines a protocol associated with the TCP packets and matching an OS 

fingerprint from one or more protocol parameters if present in the TCP 

packets to determine a first operating system identifier (ID); 

determines an application parameter associated with the TCP session if present, 

and identifying a second OS ID from the application parameter; and 

wherein the OS ID in the alert comprises one of the first OS ID or second OS ID 

associated with one or more computing devices coupled to the access 

device. 

18. The system of claim 17 further comprising an alert manager to send a notification to a 

subscriber associated with the network address associated with the access device, the 

notification identifying the remediation portal to remove the determined malware in 

the alert. 

19. The system of claim 18 wherein sending the notification to the subscriber associated 

with the access device further comprises retrieving a subscriber ID from a subscriber 

ID repository and replacing the network address of the access device with the 

subscriber ID. 

20. The system of claim 17 wherein the network sensor determines the first OS ID by 

comparing one or more protocol parameters of the one or more TCP packets having a 

SYN flag associated with the session, the OS fingerprints identify the protocol 

parameters of the SYN flagged packet and the OS ID associated with parameters. 

21. The system of claim 20 wherein the network sensor determines the application 

parameter associated with the session and identifies the second OS ID from the 

application parameter by inspecting an HTTP user agent string to determine the 

second OS ID. 
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22. The system of claim 21 wherein the network sensor verifies the first OS ID against 

the second OS ID, wherein if the second OS ID does not match the first OS ID the 

session is identified by the OS ID identified as a more reliable OS ID. 

23. The system of claim 21 wherein the network sensor verifies the first OS ID against 

the second OS ID, wherein if the second OS ID matches the first OS ID either OS ID 

is used. 

24. The system of claim 21 wherein the network sensor verifies the first OS ID against 

the second OS ID, wherein if the second OS ID matches the first OS ID but the 

second OS ID provides additional information, the second OS ID is used. 

25. A computer readable memory containing instructions for network based malware 

detection in a service provider network, the instructions when executed by a processor 

performing: 

receiving one or more transmission control protocol (TCP) packets originating 

from an access device coupled to the service provider network, the one or 

more TCP packets defining a TCP session between a computing device 

coupled to the access device, and a destination coupled to the service 

provider network; 

determining an operating system identifier (OS ID) associated with the TCP 

session and the computing device; 

determining if malware is present in the TCP session and an associated malware 

ID by comparing a malware signature to the one or more TCP packets; and 

generating an alert identifying a network address associated with the access 

device, the malware ID and the OS ID associated with TCP session that 

generated the alert. 
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A method and system for providing network based malware detection in a 

service provider network is disclosed. Transmission control protocol (TCP) packets 

defining originating from an access device coupled to the service provider network 

defining a TCP session between a computing device coupled to the access device, and a 

destination coupled to the service provider network are received. An operating system 

identifier (OS ID) associated with the TCP session and the computing device is 

determined. If malware is present in the TCP session and an associated malware ID is 

determined by comparing a malware signature to the one or more TCP packets. An alert 

identifying a network address associated with the access device, the malware ID and the 

OS ID associated with TCP session that generated the alert can then be generated. 
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Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application tl1at may 
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authonzatiOn form PTO-2038 submitted for payment purposes) is never required by the 
USPTO to support a petition or an appiication. If this type of personal information is included in documents submitted to t~1e 
USPTO, petitioners/applicants should consider redacting such personal information from the documents before submitting them 
to the USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of 
the application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the app!ic..ation) or issuance of 
a patent Furthermore, the record from an abandoned application may also be available to the public if the application is 
refe1·enced in a published application or an issued patent (see 37 CFR 1.14), Checks and credit card authorization forms 
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly avaiiable. 
Petitioner/applicant is advised that documents which form the record of a patent application (such as the PTO/SB/01) are piaced 
into the Privacy Act system of records DEPARTMENT OF COMMERCE, COMMERCE-PAT-?, System name: Patent Application 
Files. Documents not retained in an application file (such as the PTO-2038) are p!aced into the Privacy Act system of 
COMMERCE/PAT·TM-10, System name: Deposit Accounts and Electronic Funds Transfer Profiles 

I hereby declare that ail statements made herein of my own knowledge are true and that all statements made on information and 
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or both, under 18 U.S.C. 1001 and that such willful false statements 
may jeopardize the validity of the application or any patent issued thereon 

NAME OF SOLE OR FIRST INVENTOR: -LI A petition has been fiied for this unsigned inventor 
Given Name (fii'st and middle (if any]) 

--
Family Name or Surname 

Kevin McNamee 
Inventor's Signature 

·-···-··-·---·-----·--· 
Date 

\/ ,- \~ J~c,~.....e--- \fv'\. c,___,· ct- .., ~ L- 7 ___ (}\ 1 I ..... .,.. ...... \. . .. 
-~ --- 1 

Residence: City \i ! State I Country ! Citizensllip 
I 

!Canadian Ottawa iOntario !Canada 
··-····-··· 

Mailing Address 
--------

c/o Kindsight1 Inc. 555 Legget Drive, Tower B, Suite 132 
City ---------T State ---- i Zip ! Country 

Ottawa JK2K 2X3 
I 

1
Ontario !Canada 

0 Additionaf inventors er a legal representative are being named on the 1 supplemental sheet(s) PTO!SB/02A or 02LR attached hereto 

[Page 3 of 3] 
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lJn,-Ji;r the Pa e!work Ractuction Act of mm; no e,sons are re 

DECLARATION 

Name of Additional Joint Inventor, if any: I 

Inventor's 
Sianature 

OTTAWA 
Residence: Citv 

c/o Kindsiohl. Inc 
555 Legg~t Drive 

Given Name (first and middle (if anv)) 

.~:.,.-;..·~ 

// 
,(.··· 

Mai!ina Address 

Ottawa 

ON 

State 

ON 

Citv State 

Name of Additional Joint Inventor, if any: I 

DARREN 

Inventor's 
Siqnature 

OH AWA 

Residence: City 

c/o Kindsight, Inc 
555 Legget Drive 

Mailino Address 

Ottawa 

Given Name (first and middle (if any)) 

ON 

Slate 

ON 

Citv State 

Name of Additional Joint Inventor, if any: I 

PAUL 

lnventor's 
Sia nature 

Given Name (first and middle (if any)) 

OTTAWA 

Residence: C!tv 

c/o Kindsl-g11t, h1G. 
555 LeggGt Drh'B 
Mai!inq f\ddress 

Ottawa 

Citv 

ON 

State 

ON 
State 

PT0/$8/02A (07.-07) 
Approved for use through 09/30/2010. 0MB OG51-0032 

U.S. Patent and Trademark Office; lJ.S DEPARTMENT OF COMMERCE 
uired to resoond to a co!ieciion of information unless it contains a vaiict 0MB control number. 

I 
ADDITIONAL INVENTOR($) 
Supplemental Sl1eet 

Pa e- 1-- of- 1--

□ A petition has been filed for this unsigned inventor 

Fami!v Name or Surname 

PELLEY 

CANADA 
Country 

K2K2X3 

Zip 

Date 

CANADIAN 

Citizenship 

Canada 

Country 

□ A petition has been filed for this unsigned inventor 

DERIDDER 

Family Name or Surname 

C,\NAD/\ 

Count1y 

i<2K 2X3 

Zip 

2-~ft"/i:..v-.2of I 
Date 

CANAD!AN 

Citizenship 

CANADA 
Country 

□ A petition has been filed for this unsigned inventor 

EDWARDS 

Family Name or Surname 

C,'\NAOA 

Country 

K2K2X3 
Zip 

CANADIAN 

Citizenshio 

CANADA 
Country 

fh1s collectIon of ,nformatron Is requ,md by 35 U .$.C ·11 s and 2, 7 CFR 1.63. The ,nformauon Is required to obtain m retem a benefit by the pt:drc wi11ch 1s to file 
(and by the USPTQ to process) an application. Confidentiaiity is goveinad by 35 U.S C. 122 and 37 CFR 1.11 and 1.14. This coliec(ion i5 e;,timatad io take 21 
minutes to compiete, including gathering, praparing, and submitting the completed applicat;on form tc the USPTO. Time will vary depending upon the indivlduai 
case. Any comments or, the amount ot time you require to complete this form eindior suggastlons for reducing this burden, should be ser.t to the Chief information 
Of/;cer, U.S. Patent a:1d Trademark Office. U.S. Department of Commerce, P.O. Sox 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED 
FORMS TO TH!S ADDRESS. SEND TO: Commissioner for Patents, P,O. Box 1450, Alei<:andria, VA 22313-1450. 

FORTINET EX1002 Page 40



Foreign applications: 

Prier Foreign Application 
Number ls) 

PTO/SSID2B (07-07,l 
Approved for use through 09/30/2010. 0MB 0651-0032 

U.S. Patent «nrl Tmdemurk Office; U.S DEPARTMENT OF COMMERCE 

"' 
DECLARATION - Supplemental Priority Data Sheet 

Foreign Filing Date Priority Certified Copy Attached? 

Countrv Hv1 M/0D/YYYY) Net Claimed YES NO 

□ □ □ 

□ □ □ 

□ □ □ 

□ □ □ 

□ D n 
L_-1 

□ □ □ 

□ □ □ 

□ □ □ 

□ □ □ 

□ □ □ 

□ □ n L 

□ □ □ 

□ □ □ 

□ □ n 
L_J 

□ □ □ 

□ □ □ 

□ □ □ 
□ □ □ 

Th;s ccliect1on of information 1s required by 35 U.S.C. 115 and 3? CFR 1.63. The information 1s reqwred to obtain or retam a benefit by the public wnicr, rs to !'11e 
(and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.1'1 and 1.,4. This col!ection is estimated to take 21 
minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upcri the individual 
case. Any comments on the amount of time you require to complete tl-iis form andior suggestions for reducing this burden, should be sent to the Chief information 
Officer, U.S. Patent and Trademark Office, US. Department of Commerce, P.O. Box 1450, Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED 
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the fonn, ca/I1-800-PTO-9199 (1-800-786-9199) and select option 2. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579} requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent. Accordingly, 
pursuant to the requirements of the Act, please be advised that (1} the general authority for the 
coilection of this information is 35 U.S.C, 2(b)(2): (2) furrnsh1ng of the information solicited is voluntary; 
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark 
Office is to process and/or examine your submission related io a patent application or patent. lf you do 
not fumtsh the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or 
abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on tt1is form wi!I be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from 
this system of records may be disclosed to the Department of Justice to determine whether 
disclosure of these records is required by !he Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject matter of the 
record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application flied under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 US.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part of that agency's responsibility to recommend improvements in records management 
practices and programs. under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall 
be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Suc~i disclosure shall not 
be used to mak,~ determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S,C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published appiication, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 
o_r l_oc_a! lai,y_enforcement _agency, if the USPTO becomes aware of a violation or potential 
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PTO/SB/14 (07-07) 
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Application Data Sheet 37 CFR 1.76 
Attorney Docket Number 37617/011002; 08917906US 

Application Number 

Title of Invention 
METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORK BASED SECURITY 
MONITORING SOLUTION 

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2 
D Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 

37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Aoolicant Information· . 
Aoolicant 1 I Remove I 
Applicant Authority (!)Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Kevin Mcnamee 

Residence Information (Select One) 0 US Residency ® Non US Residency 0 Active US Military Service 

City Ottawa Country Of Residencei I CA 

Citizenship under 37 CFR 1.41(b) i CA 

Mailing Address of Applicant: 

Address 1 c/o Kindsight. Inc. 

Address 2 555 Legget Drive, Tower B, Suite 132 

City I Ottawa I State/Province I ON 

Postal Code K2K2X3 I Countryi I CA 

Annlicant2 I Remove I 
Applicant Authority ® Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Mike Pelley 

Residence Information (Select One) 0 US Residency ® Non US Residency O Active US Military Service 

City Ottawa Country Of Residencei I CA 

Citizenship under 37 CFR 1.41(b) i CA 

Mailing Address of Applicant: 

Address 1 c/o Kindsight, Inc. 

Address 2 555 Legget Drive 

City I Ottawa I State/Province I ON 

Postal Code K2K2X3 I Countryi I CA 

Annlicant3 I Remove I 
Applicant Authority ® Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Darren Deridder 

Residence Information (Select One) 0 US Residency ® Non US Residency 0 Active US Military Service 

City Ottawa Country Of Residencei I CA 

EFS Web 2.2.1 
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PTO/SB/14 (07-07) 
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 37617/011002; 08917906US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention 
METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORK BASED SECURITY 
MONITORING SOLUTION 

Citizenship under 37 CFR 1.41(b) i CA 

Mailing Address of Applicant: 

Address 1 c/o Kindsight. Inc. 

Address 2 555 Legget Drive 

City I Ottawa I State/Province I ON 

Postal Code K2K2X3 I Countryi I CA 

Aoolicant4 I Remove I 
Applicant Authority (!)Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Paul Edwards 

Residence Information (Select One) 0 US Residency ® Non US Residency 0 Active US Military Service 

City Ottawa Country Of Residencei I CA 

Citizenship under 37 CFR 1.41(b) i CA 

Mailing Address of Applicant: 

Address 1 c/o Kindsight, Inc. 

Address 2 555 Legget Drive, Tower B, Suite 132 

City I Ottawa I State/Province I ON 

Postal Code K2K2X3 I Countryi I CA 

All Inventors Must Be Listed - Additional Inventor Information blocks may be I Add I generated within this form by selecting the Add button. 

Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

□ An Address is being provided for the correspondence Information of this application. 

Customer Number 22511 

Email Address docketing@oshaliang.com I I Add Email I !Remove Emaill 

Application Information: 

Title of the Invention METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORK BASED 
SECURITY MONITORING SOLUTION 

Attorney Docket Number 37617/011002; 08917906US I Small Entity Status Claimed ~ 
Application Type Nonprovisional 

Subject Matter Utility 

Suggested Class (if any) I Sub Class (if any)I 

Suggested Technology Center (if any) N/A 

Total Number of Drawing Sheets (if any) 8 I Suggested Figure for Publication (if any) I 

EFS Web 2.2.1 
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PTO/SB/14 (07-07) 
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 37617/011002; 08917906US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention 
METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORK BASED SECURITY 
MONITORING SOLUTION 

Publication Information: 
D Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

Request Not to Publish. I hereby request that the attached application not be published under 35 U.S. 

D C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of 
an application filed in another country, or under a multilateral international agreement, that requires publication at 
eighteen months after filing. 

Representative Information: 

Representative information should be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 
Enter either Customer Number or complete the Representative Name section below. If both sections 
are completed the Customer Number will be used for the Representative Information during processing. 

Please Select One: 0 Customer Number I O US Patent Practitioner 10 Limited Recognition (37 CFR 11.9) 

Customer Number 22511 

Domestic Benefit/National Stage Information: 
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate National Stage 
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required by 
35 U.S.C. 119(e) or 120, and 37 CFR 1.78(a)(2) or CFR 1.78(a)(4), and need not otherwise be made part of the specification. 

Prior Application Status Pending I Remove I 
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

non provisional of 61469024 2001-03-29 

Additional Domestic Benefit/National Stage Data may be generated within this form I I Add 
by selecting the Add button. 

Foreign Priority Information: 
This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is 
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b) 
and 37 CFR 1.55(a). 

I Remove I 

Application Number Country i Parent Filing Date (YYYY-MM-DD) Priority Claimed 

0 Yes 0 No 

Additional Foreign Priority Data may be generated within this form by selecting the I I Add 
Add button. 

Assignee Information: 
Providing this information in the application data sheet does not substitute for compliance with any requirement of part 3 of Title 37 
of the CFR to have an assignment recorded in the Office. 

Assianee 1 I Remove I 

EFS Web 2.2.1 
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PTO/SB/14 (07-07) 
Approved for use through 06/30/2010. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 37617/011002; 08917906US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention 
METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORK BASED SECURITY 
MONITORING SOLUTION 

If the Assignee is an Organization check here. ~ 
Organization Name I Kindsight. Inc. 

Mailing Address Information: 

Address 1 755 Ravendale Drive 

Address 2 

City Mountain View State/Province CA 

Country ii us Postal Code 94043 

Phone Number Fax Number 

Email Address 

Additional Assignee Data may be generated within this form by selecting the Add I Add I button. 

Signature: 
A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37 
CFR 1.4(d) for the form of the signature. 

Signature /Robert P. Lord/ Date (YYYY-MM-DD) 2011-04-08 

First Name Robert I Last Name I Lord Registration Number 46479 

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of lime you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

EFS Web 2.2.1 
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Privacy Act Statement 

The Privacy Act of 1974 (P .L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to 
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection 
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is 
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not 
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) 
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine 
whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or 
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an 
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of 
the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in 
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, 
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security 
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, 
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records 
management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the 
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuan 
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to public inspections or an issued 
patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the 
USPTO becomes aware of a violation or potential violation of law or regulation. 

EFS Web 2.2.1 
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Electronic Patent Application Fee Transmittal 

Application Number: 

Filing Date: 

Title of Invention: 
METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A 
NETWORK BASED SECURITY MONITORING SOLUTION 

First Named Inventor/Applicant Name: Kevin McNamee 

Filer: Rober Lord/Kristina Lalata 

Attorney Docket Number: 37617/011002;08917906US 

Filed as Small Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Utility filing Fee (Electronic filing) 4011 1 82 82 

Utility Search Fee 2111 1 270 270 

Utility Examination Fee 2311 1 110 110 

Pages: 

Claims: 

Claims in excess of 20 2202 5 26 130 

Miscellaneous-Filing: 

Petition: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 592 
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Electronic Acknowledgement Receipt 

EFSID: 9846245 

Application Number: 13083501 

International Application Number: 

Confirmation Number: 8289 

Title of Invention: 
METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A 
NETWORK BASED SECURITY MONITORING SOLUTION 

First Named Inventor/Applicant Name: Kevin McNamee 

Customer Number: 22511 

Filer: Rober Lord/Kristina Lalata 

Filer Authorized By: Rober Lord 

Attorney Docket Number: 37617/011002;08917906US 

Receipt Date: 08-APR-2011 

Filing Date: 

Time Stamp: 21:16:11 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Credit Card 

Payment was successfully received in RAM $592 

RAM confirmation Number 6415 

Deposit Account 500591 

Authorized User LORD,ROBERT P. 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) FORTINET EX1002 Page 50



Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) 
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National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
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national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
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Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant( s) 
Kevin McNamee, Ottawa, CANADA; 
Mike Pelley, Ottawa, CANADA; 
Darren Deridder, Ottawa, CANADA; 
Paul Edwards, Ottawa, CANADA; 

Assignment For Published Patent Application 
Kindsight, Inc., Mountain View, CA 

Power of Attorney: None 

Domestic Priority data as claimed by applicant 
This appln claims benefit of 61/469,024 03/29/2011 * 
(*)Data provided by applicant is not consistent with PTO records. 

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the 
USPTO. Please see http://www.uspto.gov for more information.) 

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices 
(PTO/SB/39 or its equivalent) has been received by the USPTO. 

If Required, Foreign Filing License Granted: 04/19/2011 
The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 13/083,501 
Projected Publication Date: 10/04/2012 
Non-Publication Request: No 
Early Publication Request: No 
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** SMALL ENTITY ** 
Title 

METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETWORK BASED 
SECURITY MONITORING SOLUTION 

Preliminary Class 

709 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 
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GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 
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SECURITY MONITORING SOLUTION 

Publication No.US-2012-0255019-A 1 
Publication Date:10/04/2012 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth 
in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's Office of 
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382, 
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of 
Public Records, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and the 
dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent 
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and 
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to 
publication, such status information is confidential and may only be obtained by applicant using the private side of 
PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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Application/Control Number: 13/083,501 

Art Unit: 2446 

DETAILED ACTION 

1. Claims 1-25 are presented for examination. 

Claim Rejections - 35 USC § 102 

Page 2 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 

basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

3. Claims 1, 2, 7-11 and 25 are rejected under 35 U.S.C. 102(b) as being anticipated by 

Roesch et al. [ US Patent No 7,317,693 ]. 

4. As per claim 1, Roesch discloses the invention as claimed including a method of network 

based malware detection in a service provider network [ i.e. vulnerability analysis ] [ col 2, lines 

45-56; and col 29, lines 24-31], the method comprising: 

receiving one or more transmission control protocol (TCP) packets originating from an 

access device coupled to the service provider network [ i.e. read a transmitted packet on the 

network] [ Figures 1 and 2; and col 10, lines 37-67], the one or more TCP packets defining a 

TCP session between a computing device coupled to the access device, and a destination 

coupled to the service provider network [ Figure 9; and col 14, lines 63-col 15, lines 13 ]; 
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determining an operating system identifier (OS ID) associated with the TCP session and 

the computing device [ i.e. determining an operating system] [ Figures 5 and 6; and col 11, 

lines 64-col 13, lines 25 ] ; 

determining if malware is present in the TCP session and an associated malware ID by 

comparing a malware signature to the one or more TCP packets [ i.e. service identification to 

determine if a machine infected with a virus] [ Figures 15 and 16; and col 22, lines 55-col 24, 

lines 36 ] ; and 

generating an alert identifying a network address associated with the access device, the 

malware ID and the OS ID associated with TCP session that generated the alert [ i.e. recorded 

information is reported to an IDS or a NMS] [ col 2, lines 54-56; and col 14, lines 50-62 ]. 

5. As per claim 2, Roesch discloses wherein determining the operating system ID further 

comprises: determining a protocol associated with the TCP packets and matching an OS 

fingerprint from one or more protocol parameters if present in the TCP packets to determine a 

first operating system identifier (ID); determining an application parameter associated with the 

TCP session if present, and identifying a second OS ID from the application parameter; and 

wherein the OS ID in the alert comprises one of the first OS ID or second OS ID associated 

with one or more computing devices coupled to the access device [ i.e. selecting an operating 

system of a network device from the results of two or more OS identification ] [ col 6, lines 25-

35; and col 26, lines 46-col 27, lines 63 ]. 
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6. As per claim 7, Roesch discloses wherein determining the first OS ID is performed by 

comparing one or more protocol parameters of the one or more TCP packets having a SYN flag 

associated with the session, wherein the OS fingerprints identify the protocol parameters of the 

SYN flagged packet and the OS ID associated with parameters [ Figure 6; and col 12, lines 48-

col 13, lines 25 ]. 

7. As per claim 8, Roesch discloses wherein determining the application parameter 

associated with the session and identifying the second OS ID from the application parameter by 

inspecting an HTTP user agent string to determine the second OS ID [ col 31, lines 28-38 ]. 

8. As per claim 9, Roesch discloses verifying the first OS ID against the second OS ID, 

wherein if the second OS ID does not match the first OS ID the session is identified by the OS 

ID identified as a more reliable OS ID [ Figure 20; and col 26, lines 57-col 27, lines 52 ]. 

9. As per claim 10, Roesch discloses verifying the first OS ID against the second OS ID, 

wherein if the second OS ID matches the first OS ID either OS ID is used [ Figure 20; and col 

26, lines 57-col 27, lines 52 ]. 

10. As per claim 11, Roesch discloses verifying the first OS ID against the second OS ID, 

wherein if the second OS ID matches the first OS ID but the second OS ID provides additional 

information, the second OS ID is used [ Figure 20; and col 26, lines 57-col 27, lines 52 ] . 
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11. As per claim 25, it is rejected for similar reasons as stated above in claim 1. 

Claim Rejections - 35 USC § 103 

12. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

Page 5 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

13. Claims 3-6, 12, 16-24 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Roesch et al. [ US Patent No 7,317,693], in view of Cheng et al. [ US Patent No 8,065,712]. 

14. As per claim 3, Roesch does not specifically disclose sending a notification to a 

subscriber associated with the network address associated with the access device, the 

notification identifying a remediation portal to remove the determined malware in the alert. 

Cheng discloses sending a notification to a subscriber associated with the network address 

associated with the access device [ i.e. notifying user] [ col 12, lines 50-54], the notification 

identifying a remediation portal to remove the determined malware in the alert [ i.e. the client 

may be redirected to remediation resources] [Abstract]. It would have been obvious to a 

person skill in the art at the time the invention was made to combine the teaching of Roesch, 

and Cheng because the teaching of Cheng would enable to provide a system and method for 

qualifying a client machine to access a network, based on policies governing required virus 
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checking, operating system updates, worm, adware and/or malware protection [ Cheng, col 3, 

lines 12-15 ]. 

15. As per claim 4, Cheng discloses identifying at the remediation portal the subscriber 

accessing the remediation portal; identifying the OS associated with the computing device used 

by the subscriber to access the remediation portal; comparing the OS associated with the 

computing device to the at least one of the first OS ID or second OS ID identified in the alert [ 

i.e. qualifying a client] [ Figure 4; and col 10, lines 63-col 14, lines 8 ]; and providing malware 

remediation to the computing device when the at least one of the first OS ID or second OS ID 

matches the OS associated with the computing device [ i.e. operating system updates can be 

downloaded as a remediation package] [ col 13, lines 17-20 ]. 

16. As per claim 5, Cheng discloses wherein if the OS of the computing device is not the at 

least one of the first OS ID or second OS ID identified in the alert an indication is provided to 

the subscriber to connect to the remediation portal with an other computing device connected to 

the access device [ i.e. qualifying a client machine to access a network ] [ Figure 4; and col 10, 

lines 63-col 14, lines 10 ] . 

17. As per claim 6, Cheng discloses wherein the alert is cleared when all computing devices 

associated with the access device and the computing device having the at least one of the first 

OS ID or second OS ID have accessed the remediation portal [ col 10, lines 63-col 14, lines 8 ]. 
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18. As per claim 12, Cheng discloses wherein sending the notification to the subscriber 

associated with the access device further comprises replacing the network address of the access 

device with a subscriber ID [ col 10, lines 24-43 ] . 

19. As per claim 16, it is rejected for similar reasons as stated above in claims 1 and 4. 

20. As per claims 17 and 18, they are rejected for similar reasons as stated above in claims 2 

and 3. 

21. As per claim 19, it is rejected for similar reasons as stated above in claim 12. 

22. As per claims 20-24, they are rejected for similar reasons as stated above in claims 7-11. 

23. Claims 14 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable over Roesch 

et al. [ US Patent No 7,317,693], in view of Cheng et al. [ US Patent No 8,065,712], and further 

in view of Aziz et al. [ US Patent Application No 2007 /0250930 ] . 

24. As per claim 14, Roesch and Cheng do not specifically disclose wherein the one or more 

computing devices are coupled to the access device through a local area network (LAN), the 

access device providing network address translation (NAT) or is coupled to NAT device to 

share the network address of the access device. Aziz discloses wherein the one or more 
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computing devices are coupled to the access device through a local area network (LAN), the 

access device providing network address translation (NAT) or is coupled to NAT device to 

share the network address of the access device [ paragraphs 0048 and 0080 ] . It would have 

been obvious to a person skill in the art at the time the invention was made to combine the 

teaching of Roesch, Cheng and Aziz because the teaching of Aziz would enable to provide a 

system to prevent the spread of malware [ Aziz, paragraph 0003 ] . 

25. As per claim 15, Roesch discloses wherein the network address is an Internet Protocol 

(IP) address or a Media Access Control (MAC) address [ Figures 2 and 5 ] . 

26. Claim 13 is rejected under 35 U.S.C. 103(a) as being unpatentable over Roesch et al. [ 

US Patent No 7,317,693], in view of Cheng et al. [ US Patent No 8,065,712], and further in 

view of Beer [ US Patent Application No 2008/0282338 ] . 

27. As per claim 13, Roesch and Cheng do not specifically disclose wherein sending the 

notification to the subscriber associated with the access device further comprises aggregating 

one or more detailed alerts having the subscriber ID into a single alert summary associated with 

the subscriber ID. Beer discloses wherein sending the notification to the subscriber associated 

with the access device further comprises aggregating one or more detailed alerts having the 

subscriber ID into a single alert summary associated with the subscriber ID [ paragraphs 0047 

and 0059 ] . It would have been obvious to a person skill in the art at the time the invention was 
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made to combine the teaching of Roesch, Cheng and Beer because the teaching of Beer would 

enable to provide a system and method for deterring the reception of malicious or objectionable 

content transmitted through a network [ Beer, paragraph 0002 ] . 

28. A shortened statutory period for response to this action is set to expire 3 (three) months 

and 0 (zero) days from the mail date of this letter. Failure to respond within the period for 

response will result in ABANDONMENT of the application (see 35 U.S.C 133, M.P.E.P 

710.02, 710.02(b)). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Dustin Nguyen whose telephone number is (571) 272-3971. The 

examiner can normally be reached on flex. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Kamal Divecha can be reached at (571) 272-5863. The fax phone number for the 

organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

/DUSTIN NGUYEN/ 
Primary Examiner, Art Unit 2446 
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please reconsider this application in view of the following. 
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AMENDMENTS TO THE CLAIMS 

Please amend the claims as follows. 

1. (Original) A method of network based malware detection in a service provider network, the 

method comprising: 

receiving one or more transmission control protocol (TCP) packets originating from an 

access device coupled to the service provider network, the one or more TCP packets 

defining a TCP session between a computing device coupled to the access device, 

and a destination coupled to the service provider network; 

determining an operating system identifier (OS ID) associated with the TCP session and the 

computing device; 

determining if malware is present in the TCP session and an associated malware ID by 

comparing a malware signature to the one or more TCP packets; and 

generating an alert identifying a network address associated with the access device, the 

malware ID and the OS ID associated with TCP session that generated the alert. 

2. (Original) The method of claim 1 wherein determining the operating system ID further 

compnses: 

determining a protocol associated with the TCP packets and matching an OS fingerprint 

from one or more protocol parameters if present in the TCP packets to determine a 

first operating system identifier (ID); 

determining an application parameter associated with the TCP session if present, and 

identifying a second OS ID from the application parameter; and 

wherein the OS ID in the alert comprises one of the first OS ID or second OS ID associated 

with one or more computing devices coupled to the access device. 

3. (Original) The method of claim 2 further comprising sending a notification to a subscriber 

associated with the network address associated with the access device, the notification 

identifying a remediation portal to remove the determined malware in the alert. 

2 
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4. (Original) The method of claim 3 further comprising: 

identifying at the remediation portal the subscriber accessing the remediation portal; 

identifying the OS associated with the computing device used by the subscriber to access the 

remediation portal; 

comparing the OS associated with the computing device to the at least one of the first OS ID 

or second OS ID identified in the alert; and 

providing malware remediation to the computing device when the at least one of the first OS 

ID or second OS ID matches the OS associated with the computing device. 

5. (Original) The method of claim 3 wherein if the OS of the computing device is not the at least 

one of the first OS ID or second OS ID identified in the alert an indication is provided to the 

subscriber to connect to the remediation portal with an other computing device connected to the 

access device. 

6. (Original) The method of claim 3 wherein the alert is cleared when all computing devices 

associated with the access device and the computing device having the at least one of the first 

OS ID or second OS ID have accessed the remediation portal. 

7. (Original) The method of claim 2 wherein determining the first OS ID is performed by 

comparing one or more protocol parameters of the one or more TCP packets having a SYN flag 

associated with the session, wherein the OS fingerprints identify the protocol parameters of the 

SYN flagged packet and the OS ID associated with parameters. 

8. (Original) The method of claim 2 wherein determining the application parameter associated with 

the session and identifying the second OS ID from the application parameter by inspecting an 

HTTP user agent string to determine the second OS ID. 

9. (Original) The method of claim 2 further comprising verifying the first OS ID against the second 

OS ID, wherein if the second OS ID does not match the first OS ID the session is identified by 

the OS ID identified as a more reliable OS ID. 

3 
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10. (Original) The method of claim 2 further comprising verifying the first OS ID against the second 

OS ID, wherein if the second OS ID matches the first OS ID either OS ID is used. 

11. (Original) The method of claim 2 further comprising verifying the first OS ID against the second 

OS ID, wherein if the second OS ID matches the first OS ID but the second OS ID provides 

additional information, the second OS ID is used. 

12. (Original) The method of claim 3 wherein sending the notification to the subscriber associated 

with the access device further comprises replacing the network address of the access device 

with a subscriber ID. 

13. (Original) The method of claim 12 wherein sending the notification to the subscriber associated 

with the access device further comprises aggregating one or more detailed alerts having the 

subscriber ID into a single alert summary associated with the subscriber ID. 

14. (Original) The method of claim 12 wherein the one or more computing devices are coupled to 

the access device through a local area network (LAN), the access device providing network 

address translation (NAT) or is coupled to NAT device to share the network address of the 

access device. 

15. (Cancelled) 

16. (Currently Amended) A system for network based malware detection in a service provider 

network, the system comprising: 

a plurality of network seH:S0f sensors coupled to the service provider network, each of the 

network sensor sensors for: 

rece1vmg reeewes one or more transmission control protocol (TCP) packets 

originating from an access device coupled to the service provider network, 

the one or more TCP packets defining a TCP session between a computing 

device coupled to the access device, and a destination coupled to the service 

provider network; 

4 
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determining determines an operating system identifier (OS ID) associated with the 

TCP session and the computing device associated; 

determining determines if malware is present in the TCP session and an associated 

malware ID by comparing a malware signature to the one or more TCP 

packets; and 

generating generates an alert identifying a network address associated with the access 

device, the malware ID and the OS ID associated with TCP session that 

generated the alert.! [[;]] [[ and]] 

a remediation portal coupled to the service provider net\vork, the remediation portal[[:]] 

identifies a subscriber accessing the remediation portal [[;]] 

identifies the 08 associated v1ith the computing device used by the subscriber to 

access the remediation portal [[;]] 

compares the 08 associated ;vith the computing device to the 08 ID identified in the 

alert [[;]] [[ and]] 

provides mahvare remediation to the computing device [ [.]] 

17. (Currently Amended) The system of claim 16 wherein the plurality of network sensors m 

determining the operating system OS ID at the net,,,,,ork sensor further: 

determine determines a protocol associated with the TCP packets and matching an OS 

fingerprint from one or more protocol parameters if present in the TCP packets to 

determine a first operating system identifier (ID) OS ID; 

determine determines an application parameter associated with the TCP session if present, 

and identifying a second OS ID from the application parameter; and 

wherein the identified OS ID in the alert comprises one of the first OS ID or the second OS 

ID associated with one or more computing devices coupled to the access device. 

18. (Currently Amended) The system of claim 17 further comprising an alert manager to 16 wherein 

the plurality of network sensors further: send a notification to a subscriber associated with the 

network address associated with the access device, the notification identifying [[the]] .§: 

remediation portal to remove the determined malware in the alert. 
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19. (Currently Amended) The system of claim 18 wherein the plurality of network sensors send 

sending the notification to the subscriber associated with the access device further comprises :l2y 

retrieving a subscriber ID from a subscriber ID repository and replacing the network address of 

the access device with the subscriber ID. 

20. (Currently Amended) The system of claim 17 wherein the plurality of network sensors 

determine net\vork sensor determines the first OS ID by comparing one or more protocol 

parameters of the one or more TCP packets having a SYN flag associated with the session, the 

OS fingerprints identify the protocol parameters of the SYN flagged packet and the OS ID 

associated with parameters. 

21. (Currently Amended) The system of claim 20 wherein the plurality of network sensors 

determine netvtork sensor determines the application parameter associated with the session and 

identifies the second OS ID from the application parameter by inspecting an HTTP user agent 

string to determine the second OS ID. 

22. (Currently Amended) The system of claim 21 wherein the plurality of network sensors verify 

net\vork sensor verifies the first OS ID against the second OS ID, wherein if the second OS ID 

does not match the first OS ID the session is identified by the OS ID identified as providing a 

more reliable OS ID. 

23. (Currently Amended) The system of claim 21 wherein the plurality of network sensors verify 

net\vork sensor verifies the first OS ID against the second OS ID, wherein if the second OS ID 

matches the first OS ID either OS ID is used. 

24. (Currently Amended) The system of claim 21 wherein the plurality of network sensors verify 

net\vork sensor verifies the first OS ID against the second OS ID, wherein if the second OS ID 

matches the first OS ID but the second OS ID provides additional information, the second OS 

ID is used. 

6 

FORTINET EX1002 Page 87



Application No.: 13/083,501 Docket No.: 37617/011002 

25. (Original) A computer readable memory containing instructions for network based malware 

detection in a service provider network, the instructions when executed by a processor 

performing: 

receiving one or more transmission control protocol (TCP) packets originating from an 

access device coupled to the service provider network, the one or more TCP packets 

defining a TCP session between a computing device coupled to the access device, 

and a destination coupled to the service provider network; 

determining an operating system identifier (OS ID) associated with the TCP session and the 

computing device; 

determining if malware is present in the TCP session and an associated malware ID by 

comparing a malware signature to the one or more TCP packets; and 

generating an alert identifying a network address associated with the access device, the 

malware ID and the OS ID associated with TCP session that generated the alert. 

26. (New) The system of claim 16 further comprising: 

a remediation portal coupled to the service provider network, the remediation portal for: 

identifying a subscriber accessing the remediation portal; 

identifying the OS associated with the computing device used by the subscriber to 

access the remediation portal; 

comparing the OS associated with the computing device to the OS ID identified in 

the alert; and 

providing malware remediation to the computing device. 
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REMARKS 

Please reconsider the application in view of the above amendments and the following 

remarks. Applicants thank the Examiner for carefully considering this application and for 

indicating the acceptance of the drawings filed on April 8, 2011. 

Disposition of Claims 

Claims 1-25 were pending in the present application. By way of this reply, claim 15 is 

cancelled without prejudice or disclaimer. Also by way of this reply, new claim 26 is added. 

Accordingly, claims 1-14 and 16-26 are now pending in the present application. Claims 1, 16, and 

25 are independent. The remaining claims depend, either directly or indirectly, from claims 1 and 

16. 

Claim Amendments 

By way of this reply, claims 16-24 are amended for clarification. Applicants respectfully 

assert that no new matter is added by way of these amendments. 

Rejections under 35 U.S.C. § 102 

Claims 1, 2, 7-11, and 25 stand rejected under 35 U.S.C. § 102(b) as allegedly being 

anticipated by U.S. Patent No. 7,317,693 (hereinafter "Roesch"). For the reasons set forth below, 

this rejection is respectfully traversed. 

A claim is anticipated only if each and every element as set forth in the claim is found, 

either expressly or inherently described, in a single prior art reference. See Verdegaal Bros. v. 

Union Oil Co. of California, 814 F.2d 628, 631, 2 USPQ2d 1051, 1053 (Fed. Cir. 1987). The 
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identical invention must be shown in as complete detail as is contained in the claim. See 

Richardson v. Suzuki Motor Co., 868 F.2d 1226, 1236, 9 USPQ2d 1913, 1920 (Fed. Cir. 1989). 

In order to anticipate under 35 U.S.C. § 102, the prior art reference must not only 

disclose all elements of the claim within the four comers of the document, but must also disclose 

those elements arranged as in the claim. The "arranged as in the claim" requirement applies to all 

claims and refers to the need for an anticipatory reference to show all the limitations of the claims 

arranged or combined in the same way as recited in the claims. See Net Moneyin, Inc. v. Verisign, 

Inc., 2007-1565, at 15 and 16 (Fed. Cir. 2008). 

One or more embodiments of the claimed invention provide a system and method that 

allows network based malware detection to be used effectively in a service provider's network, 

where the devices are typically connected to the network through an access device, such as a 

modem or router. In service provider networks it is difficult for individual devices to be identified 

that are located behind the access device since the individual devices will utilize the network 

address of the access device (see originally-filed specification at paragraph [0020]). However, as 

disclosed by the originally-filed specification, it is possible to determine: a) if a device is infected 

with malware based on associated network traffic; and b) an identifier of an operating system of the 

device that is associated with the network traffic. By fingerprinting a device's OS through the 

network traffic it is possible to identify the device that was determined to be infected with malware 

and therefore target remediation operations to the individual device as opposed to all devices 

connected to the access device. 
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According to amended independent claim 1, the method receives packets from an access 

device and determines an OS ID of a computing device sending the packets. The method also 

determines if malware is present by comparing the TCP packets to one or more malware signatures. 

When a malware signature matches one or more of the TCP packets the method generates an alert 

identifying the network address of the access device as well as an identification of the malware and 

the OS ID associated with the TCP packets. 

In contrast, Roesch discloses systems and methods for determining the topology of a 

network by identifying a host configuration of a computer network. According to Roesch, network 

traffic is analyzed in order to identify operating systems and services that are running on devices 

connected to a network (see Roesch, col. 10, lines 19 - 27). The systems and methods of Roesch 

allow the network topology to be determined from network traffic. The network topology provides 

information as to what services are running on the network as well as their network addresses and 

other parameters of the device (see Roesch, Figure 2; col. 10, line 56 - col. 11, line 6; col. 14, lines 

22 - 36). This network topology can be used in managing the network and assessing potential 

vulnerabilities of the network (see Roesch, col. 29, lines 24 - 39). 

Applicants respectfully assert that Roesch fails to disclose at least determining from the 

network traffic if malware is present or determining an OS ID of the associated device, as recited by 

independent claims 1 and 25. The Examiner has pointed to Figures 15 and 16 as well as col 22, line 

55 to col 24, line 36 of Roesch as disclosing service identification to determine if a machine is 

infected with a virus. Applicants respectfully assert that Roesch fails to disclose identifying 
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malware on a device. Instead, the passage noted by the Examiner discloses, in part (see Roesch, col 

22, lines 55 - 64): 

Services are generally served on well-known ports of a host. It is 
possible for an administrator or an unauthorized user acting as an 
administrator, however, to configure a system to bind services to 
alternate ports. It is also possible for a machine infected with a virus 
to bind services to non-standard ports. For this reason it is necessary 
to validate a service based on its data rather than its port. 

In other words, Roesch discloses that the port a service is bound to (i.e., the port the 

service listens to) can be changed, either by an administrator, an imposter of an administrator or a 

virus. Since the port number of a service can be changed, the port number should not be relied upon 

for identifying services. Applicants respectfully assert that Roesch fails to disclose that 

identification of malware present on a computing device can be determined from the network 

traffic. 

In view of the above, the Examiner's contentions and the cited art do not support an 

anticipation rejection of independent claims 1 and 25. Claims 2 and 7-11 depend, either directly or 

indirectly, from claim 1. Accordingly, the Examiner's contentions and the cited art also do not 

support an anticipation rejection of claims 2 and 7-11, and withdrawal of this rejection is 

respectfully requested. 

Rejections under 35 U.S.C. § 103 

Claims 3-6 and 12-24 stand rejected under 35 U.S.C. § 103(a) as being unpatentable over 

Roesch, in view of U.S. Patent No. 8,065,712 (hereinafter "Cheng"), in view of U.S. Patent 

Publication No. 2007 /0250930 (hereinafter "Aziz"), and in further view of U.S. Patent Publication 
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No. 2008/0282338 (hereinafter "Beer"). By way of this reply, claim 15 is cancelled and thus the 

rejection is moot as to claim 15. As for remaining claims 3-6, 12-14, and 16-24, for the reasons set 

forth below, this rejection is respectfully traversed. 

To establish prima facie obviousness of a claimed invention, all the claim limitations 

must be taught or suggested by the prior art. In re Royka, 490 F.2d 981, 180 USPQ 580 (CCPA 

1974). Further, all the words in a claim must be considered in judging the patentability of that claim 

against the prior art. In re Wilson, 424 F.2d 1382, 1385, 165 USPQ 494,496 (CCPA 1970). When 

determining whether a claim is obvious, an Examiner must make a searching comparison of the 

claimed invention - including all its limitations - with the teaching of the prior art. See In re Wada 

and Murphy, Appeal 2007-3733, citing In re Ochiai, 71 F.3d 1565, 1572 (Fed. Cir. 1995) (emphasis 

added). The necessary presence of all claim features is axiomatic, since the Supreme Court has long 

held that obviousness is a question of law based on underlying factual inquiries, including 

ascertaining the differences between the claimed invention and the prior art. Graham v. John Deere 

Co., 383 U.S. 1, 148 USPQ 459 (1966) (emphasis added). Lastly, obviousness requires at least a 

suggestion of all of the features of a claim, since the Supreme Court in KSR Int 'l v. Teleflex Inc. 

stated that "there must be some articulated reasoning with some rational underpinning to support the 

legal conclusion of obviousness." KSR Int'! v. Teleflex Inc., 127 S. Ct. 1727, 1741 (2007) (quoting 

In re Kahn, 441 F.3d 977, 988 (Fed. Cir. 2006)). 

As discussed above, Roesch fails to disclose or render obvious each and every limitation 

of independent claim 1. Amended independent claim 16 recites limitations that are similar to 

12 

FORTINET EX1002 Page 93



Application No.: 13/083,501 Docket No.: 37617/011002 

independent claim 1. Accordingly, Roesch also fails to disclose or render obvious each and every 

limitation of amended independent claim 16. 

None of the additionally cited references relied upon by the Examiner provide any 

teachings, which when combined with those of Roesch, would lead one of ordinary skill in the art to 

the subject matter provided by either independent claims 1 or 16. 

Cheng teaches methods and devices for qualifying a client machine to access a 

network based on policies governing required protective measures such as virus checking and OS 

updates. See Chen at Abstract. 

Aziz teaches a system for capturing suspicious activity. The system of Aziz includes 

a tap configured to copy network data from a communication network and a controller coupled to 

the tap. The controller is configured to receive the copy of the network data from the tap and 

analyze the network data with a heuristic to determine if the network data is suspicious. Suspicious 

network data is flagged and the transmission of the network data to a plurality of destination devices 

is concurrently simulated. See Aziz at Abstract. 

Beer teaches a system and method for preventing the reception and transmission of 

malicious or objectionable content through a network. According to Beer, a thin client is installed 

on a user computer and is associated with a web browser on the computer. The web browser and 

thin client are coupled to a web proxy server of a network service provider. A protective server is 

located intermediate the web proxy server and the network. According to Beer the protective server 
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detects a type of malicious or objectionable content and attempts to deter the reception of the 

detected content by the user computer. See Beer at Abstract. 

However, Chen, Aziz, and Beer do not cure what Roesch lacks. Accordingly, 

Roesch, Chen, Aziz, and Beer, whether viewed separately or in combination, fail to disclose or 

render obvious each and every limitation of independent claims 1 and 16. 

In view of the above, the Examiner contentions and the cited art do not support an 

obviousness rejection of independent claims 1 and 16. Claims 3-6, 12-14, and 17-24 depend, either 

directly or indirectly, from claims 1 and 16. Accordingly, the Examiner contentions and the cited 

art also do not support an obviousness rejection of claims 3-6, 12-14, and 17-24, and withdrawal of 

this rejection is respectfully requested. 

New Claims 

New claim 26 is added by way of this reply. Applicants respectfully assert that no new 

matter is added by way of new claim 26, as support for new claim 26 may be found, for example, in 

original claim 16. 

As discussed above, the Examiner's contentions and the cited art do not support an 

obviousness rejection of amended independent claim 16. New claim 26 depends directly from 

claim 16. Accordingly, the Examiner's contentions and the cited art also do not support an 

obviousness rejection of new claim 26. Thus, favorable consideration of new claim 26 is 

respectfully requested. 
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Conclusion 

Applicants believe this reply is fully responsive to all outstanding issues and places this 

application in condition for allowance. If this belief is incorrect, or other issues arise, the Examiner 

is encouraged to contact the undersigned or his associates at the telephone number listed below. 

Please apply any charges not covered, or any credits, to Deposit Account 50-0591 (Reference 

Number 37617/011002). 

Dated: May 30, 2013 Respectfully submitted, 

By /Robert P. Lord/ 
Robert P. Lord 
Registration No.: 46,479 
OSHA • LIANG LLP 
3945 Freedom Circle, Suite 300 
Santa Clara, California 95054 
(408) 727-0600 
(408) 727-8778 (Fax) 
Attorney for Applicants 
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*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1. 

This collection of 1nformat1on Is required by 37 CFR 1.16. The 1nformat1on Is required to obtain or retain a benefit by the public which Is to file (and by the US PTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 .14. This collection is estimated to take 12 minutes to complete, including gathering, 
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
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UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

22511 7590 09/12/2013 

OSHA LIANG L.L.P. 
TWO HOUSTON CENTER 
909 FANNIN, SUITE 3500 
HOUSTON, TX 77010 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 

EXAMINER 

NGUYEN, DUSTIN 

ART UNIT PAPER NUMBER 

2446 

DATE MAILED: 09/12/2013 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

13/083,501 04/08/2011 Kevin McNamee 37617/011002; 8289 

TITLE OF INVENTION: METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETW&\Zl
0

9PA'sED SECURITY 
MONITORING SOLUTION 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional SMALL $890 $300 $0 $1190 12/12/2013 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

IL PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 

Page 1 of 4 
PTOL-85 (Rev. 02/11) 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

22511 7590 

OSHA LIANG L.L.P. 
TWO HOUSTON CENTER 
909 FANNIN, SUITE 3500 
HOUSTON, TX 77010 

09/12/2013 

APPLICATION NO. FILING DATE 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

13/083,501 04/08/2011 Kevin McNamee 37617/011002; 8289 

TITLE OF INVENTION: METHOD AND SYSTEM FOR OPERATING SYSTEM IDENTIFICATION IN A NETW&\Zl
0

9PA'sED SECURITY 
MONITORING SOLUTION 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional SMALL $890 

EXAMINER ART UNIT 

NGUYEN, DUSTIN 2446 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$300 $0 

CLASS-SUBCLASS 

726-024000 

2. For printing on the patent front page, list 

(I) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$1190 12/12/2013 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order - # of Copies _________ _ 

PTOL-85 (Rev. 02/11) 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PTO-2038 is attached. 
0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any 

overpayment, to Deposit Account Number ( enclose an extra copy of this form). 

Page 2 of 4 FORTINET EX1002 Page 106



5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature _______________________ _ Date ____________________ _ 

Typed or printed name ______________________ _ Registration No. ________________ _ 

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and 
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. 
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UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

13/083,501 04/08/2011 

22511 7590 09/12/2013 

OSHA LIANG LLP, 
TWO HOUSTON CENTER 
909 FANNIN, SUITE 3500 
HOUSTON, TX 77010 

FIRST NAMED INVENTOR 

Kevin McNamee 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

37617/011002; 8289 
QS2 J72Q6J rs 

EXAMINER 

NGUYEN, DUSTIN 

ART UNIT PAPER NUMBER 

2446 

DATE MAILED: 09/12/2013 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is 209 day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be 209 day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 

Page 4 of 4 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with 
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to 
the requirements of the Act, please be advised that: (1) the general authority for the collection of this 
information is 35 U.S.C. 2(b )(2); (2) furnishing of the information solicited is voluntary; and (3) the 
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process 
and/or examine your submission related to a patent application or patent. If you do not furnish the 
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine 
your submission, which may result in termination of proceedings or abandonment of the application or 
expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom 
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of 
records may be disclosed to the Department of Justice to determine whether disclosure of these 
records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel 
in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 
U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy 
Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as part of 
that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance 
with the GSA regulations governing inspection of records for this purpose, and any other relevant 
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CPR 1.14, as a 
routine use, to the public if the record was filed in an application which became abandoned or in 
which the proceedings were terminated and which application is referenced by either a published 
application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Application No. 
13/083,501 

Applicant(s) 
MCNAMEE ET AL. 

Notice of Allowability Examiner 
DUSTIN NGUYEN 

Art Unit 
2446 

AIA (First Inventor to 
File) Status 

No 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and M PEP 1308. 

1. [8J This communication is responsive to 05/30/2013. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. [8J The allowed claim(s) is/are 1-14 and 16-26, now renumbered as 1-25. As a result of the allowed claim(s), you may be eligible to 
benefit from the Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. 
For more information, please see ~;ttp://\•JWw.uspto.aov/patents/init events/pph/index.iSQ or send an inquiry to 
PPHfeedback@uspto.gov . 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) D All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. [8J Notice of References Cited (PTO-892) 

2. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. D Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

/DUSTIN NGUYEN/ 
Primary Examiner, Art Unit 2446 

U.S. Patent and Trademark Office 

5. D Examiner's Amendment/Comment 

6. D Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20130903 
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Application/Control No. Applicant(s)/Patent Under 
Reexamination 

13/083,501 MCNAMEE ET AL. 
Notice of References Cited 

Examiner Art Unit 

DUSTIN NGUYEN 2446 
Page 1 of 1 

U.S. PATENT DOCUMENTS 

* Document Number Date 
Name Classification Country Code-Number-Kind Code MM-YYYY 

* A US-2012/0204266 08-2012 Yoo, lnSeon 726/24 

* B US-7,627,898 12-2009 Beck et al. 726/23 

* C US-8,429, 7 46 04-2013 Capalik, Alen 726/23 

* D US-2011 /0004935 01-2011 Moffie et al. 726/23 

E US-

F US-

G US-

H US-

I US-

J US-

K US-

L US-

M US-

FOREIGN PATENT DOCUMENTS 

* 
Document Number Date 

Country Code-Number-Kind Code MM-YYYY Country Name Classification 

N 

0 

p 

Q 

R 

s 

T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

u 

V 

w 

X 

*A copy of this reference 1s not being furnished with this Office action. (See MPEP § 707.05(a).) 
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20130903 
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Application/Control No. Applicant(s)/Patent under 
Index of Claims Reexamination 

1111111111 11111 

13/083,501 MCNAMEE ET AL. 
Examiner Art Unit 

DUSTIN NGUYEN 2446 

✓ Rejected - (Through numeral) 
Non-Elected Appeal Cancelled N A 

= Allowed Restricted I Interference 0 Objected 

Claim Date Claim Date Claim Date 

cii 
cii (") 

cii 
cii 

cii 
cii 

-~ -~ -~ 
C Ol 

~ 
C Ol C Ol u::: 0 u::: 0 u::: 0 

1 1 = 51 101 
2 2 = 52 102 
3 3 = 53 103 
4 4 = 54 104 
5 5 = 55 105 
6 6 = 56 106 
7 7 = 57 107 
8 8 = 58 108 
9 9 = 59 109 
10 10 = 60 110 
11 11 = 61 111 
12 12 = 62 112 
13 13 = 63 113 
14 14 = 64 114 

15 65 115 
15 16 = 66 116 
16 17 = 67 117 
17 18 = 68 118 
18 19 = 69 119 
19 20 = 70 120 
20 21 = 71 121 
21 22 = 72 122 
22 23 = 73 123 
23 24 = 74 124 
24 25 = 75 125 
25 26 = 76 126 

27 77 127 
28 78 128 
29 79 129 
30 80 130 
31 81 131 
32 82 132 
33 83 133 
34 84 134 
35 85 135 
36 86 136 
37 87 137 
38 88 138 
39 89 139 
40 90 140 
41 91 141 
42 92 142 
43 93 143 
44 94 144 
45 95 145 
46 96 146 
47 97 147 
48 98 148 
49 99 149 
50 100 150 

U.S. Patent and Trademark Office Part of Paper No. 20130903 
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Issue Classification 
Application/Control No. 

13/083,501 

Examiner 

DUSTIN NGUYEN 

Applicant(s)/Patent under 
Reexamination 

MCNAMEE ET AL. 
Art Unit 

2446 

ISSUE CLASSIFICATION 
ORIGINAL INTERNATIONAL CLASSIFICATION 

CLASS SUBCLASS CLAIMED NON-CLAIMED 

726 24 G 06 F 11 /00 I 

CROSS REFERENCES 

I G 06 F 12 /14, 16 I 
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK) 

709 224 I I 

I I 

I I 

I I 

I I 

Total Claims Allowed: 25 

(Assistant Examiner) (Date) /DUSTIN NGUYEN/ 
09/03/2013 O.G. O.G. 

Print Claim(s) Print Fig. 
(Legal Instruments Examiner) (Date) (Primary Examiner) (Date) 

1 1 

D Claims renumbered in the same order as presented by applicant □ CPA □ T.D. □ R.1.47 

ro ro ro ro ro ro ro ro ro ro ro ro ro ro 
C C C C C C C 

C Ol C Ol C Ol C Ol C Ol C Ol C Ol 
u::: 0 u::: 0 u::: 0 u::: 0 u::: 0 u::: 0 u::: 0 
1 1 31 61 91 121 151 181 
2 2 32 62 92 122 152 182 
3 3 33 63 93 123 153 183 
4 4 34 64 94 124 154 184 
5 5 35 65 95 125 155 185 
6 6 36 66 96 126 156 186 
7 7 37 67 97 127 157 187 
8 8 38 68 98 128 158 188 
9 9 39 69 99 129 159 189 
10 10 40 70 100 130 160 190 
11 11 41 71 101 131 161 191 
12 12 42 72 102 132 162 192 
13 13 43 73 103 133 163 193 
14 14 44 74 104 134 164 194 

15 45 75 105 135 165 195 
15 16 46 76 106 136 166 196 
16 17 47 77 107 137 167 197 
17 18 48 78 108 138 168 198 
18 19 49 79 109 139 169 199 
19 20 50 80 110 140 170 200 
20 21 51 81 111 141 171 201 
21 22 52 82 112 142 172 202 
22 23 53 83 113 143 173 203 
23 24 54 84 114 144 174 204 
24 25 55 85 115 145 175 205 
25 26 56 86 116 146 176 206 

27 57 87 117 147 177 207 
28 58 88 118 148 178 208 
29 59 89 119 149 179 209 
30 60 90 120 150 180 210 

U.S. Patent and Trademark Office Part of Paper No. 20130903 
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20: 05 __________ J 
JPO; "DERWENT __ :"""""""""""'":""""""""'" I 
U&PGPUB; l□R ILJN I 2013/01/241 
USPAT; EPO; I I I 

20: 05 __________ J 
JPO; _ _DERWENT__: ______________________ ___:""""""""'" I 
U&PGPUB; l□R ILJN I 2013/01/241 
USPAT; EPO; I I I 

20:11""""""J JPO; DERWENT I I I 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~ ' 

U&PGPUB; l□R ILJN I 2013/01/241 
USPAT; EPO; I I I 

20:13 __________ ___] JPO; DERWENT I I I 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~· ~ ~~~~~~~~~~~~~~~~~~~~~~~· ~ ~~~~~~~~~~~~~~~~~~ ' 

U&PGPUB; l□R ILJN I 2013/01/241 
USPAT· EPO· i i i 

20:14 __________ ___] JPO; o'ERWENT : : ! 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~· ~ ~~~~~~~~~~~~~~~~~~~~~~~· ~ ~~~~~~~~~~~~~~~~~~ ' 

U&PGPUB; l□R ILJN i 2013/01/241 
USPAT· EPO· I I I 

20:,14 _____________ 1 
' ' : : ~ 

JPO; __ DERWENT __ I------------------------I ________________ ___! 

U&PGPUB; l□R ILJN i 2013/01/241 
USPAT· EPO· I I I 

20:,19 _____________ 1 
' ' : : ~ 

JPO; __ DERWENT __ I------------------------I ________________ ___! 

U&PGPUB; l□R ILJN I 2013/01/241 
USPAT; EPO; : : I 

20:,19 _____________ 1 JPO; __ DERWENT __ I ________________________ I ________________ ___! 

U&PGPUB; l□R ILJN I 2013/01/241 
USPAT; EPO; I I I 

20:20 """""J JPO; DERWENT I I I 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~' 

U&PGPUB; l□R ILJN I 2013/01/241 
USPAT; EPO; I I I 

20: 21 """"""J JPO; DERWENT I I I 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~' 

U&PGPUB; l□R ILJN I 2013/01/241 
USPAT; EPO; I I I 

21 :2o __________ J JPO; DERWENT I I I 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~> 

U&PGPUB; l□R ILJN I 2013/01/241 
USPAT; EPO; I I I 

21_:22 __________ ___1 
JPO; _ _DERWENT___!""""""""""""':""""""""'" I 
U&PGPUB; l□R ILJN I 2013/01/241 
USPAT; EPO; I I I 

21 _: 23 _____________ I 
JPO; _ _DERWENT___!""""""""""""':""""""""'" I 
U&PGPUB; IDR l□N I 2013/01/251 
USPAT; EPO; I I I 

01A3_! JPO; DERWENT : : I 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ l ~~~~~~~~~~~~~~~~~~~~~~~~ l ~~~~~~~~~~~~~~~~~~ ~ 
U&PGPUB; l□R ILJN I 2013/01/251 
USPAT· EPO· i i i 

01,:43 __________ ___] JPO; o'ERWENT : : ! 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~· ~ ~~~~~~~~~~~~~~~~~~~~~~~· ~ ~~~~~~~~~~~~~~~~~~ ' 

U&PGPUB; l□R ILJN I 2013/01/251 
USPAT· EPO· i i i 

01,:44 __________ ___] JPO; o'ERWENT : : ! 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~ ' 

,I ,I 1 
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!L ......... 11 ........... 1 

!fsnl□i 

!~□! 
!~~ 
!~H 
!LJlsii 1D151 
I I I 
ILJ2i□i 
I I I 
ILJ3 iLJ21 i 
I I I 
l~□i 
111 I 
l~oi 
IL .......... l I 

ifs861n 

IL .......... lL ........ J 
1fs871f7 

!~H 
!~H 
IL .......... JL ........ J 
l□o:Di 
I I I 
1fs911□i 
IL ........... l I 
1~f2osl 
IL ........... lL ........ J 

ILJ3 ius i 
I I I 
l[S94 iro-1 
i ii- I 

[ near 4. machine) ............................................... IL.................................. j L ..................... j ! ................. ! L..................... j 
((determin$3 or identif$6) near4 I U&PGPUB; !DR '[OFF ' 2013/01/271 
operating adj2 system) and (notif$6 I USPAT· EPO· I I i 

1.3:.18 ............. 1 
' ' : : ~ 

near4_subscrib$3) .. and. malware ........ ..J JPO; .. DERWENT .. I ........................ I ................ .J 
(detect$3 near4 operating adj2 I U&PGPUB; !DR '[OFF ' 2013/01/271 
system) and (notif$6 near4 I USPAT· EPO· I I I 

1.3:.19 ............. 1 
' ' : : ~ 

subscrib$3) .. and .. malware .......................... 1 JPO; .. DERWENT .. I ........................ I ................ .J 
(detect$3 near4 operating adj2 I U&PGPUB; !DR '[OFF ' 2013/01/271 
system) and (notif$6 near4 I USPAT; EPO; : : I 

13:.19 ............. 1 subscrib$3) ......................................................... 1 JPO; .. DERWENT .. ! ........................ ! ................ .J 
(detect$3 near4 operating adj2 I U&PGPUB; !DR '[OFF ' 2013/01/271 

system) .. and .. (notif$6 _near4.wrong) . ...I USPAT; EPO; : : I 
13:21 ............. 1 JPO; .. DERWENT .. ! ........................ ! ................ .J 

((determin$3 or identif$6 or I 
U&PGPUB; !DR '[OFF ' 2013/01/27! 

detect$3) near4 operating adj2 I USPAT; EPO; I I I 
13:22 .......... ...1 system) .. andJ notif$6. near4_ wrong)__j JPO; DERWENT I I I 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~' 

((determin$3 or identif$6 or I 
U&PGPUB; l□R 'IOFF ' 2013/01/271 

detect$3) near4 operating adj2 I USPAT; EPO; I I I 

n23·············' 

system same (alert$3 or notif$6) I JPO; DERWENT I I I 
near4 _wrong) ..................................................... 1 l l ~ 

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,',,,,,,,,,,,,,,,,,,,,,,,,,',,,,,,,,,,,,,,,,,,,,, 

((determin$3 or identif$6 or I 
U&PGPUB; !DR 'IOFF ' 2013/01/271 

detect$3) near4 operating adj2 I USPAT; EPO; I I I 
13_:23 .......... ...1 system .. same__( alert$3 .. or. notif$6)J ....... 1 JPO; .. DERWENT ... ! ......................... ! ................... 1 

((determin$3 or identif$6 or I 
U&PGPUB; !DR lOFF ' 2013/01/271 

detect$3) near4 operating adj2 I USPAT; EPO; I I I 
13:24_! system same (alert$3 or notif$6) I JPO; DERWENT : : I 

same. in$correct$3) ....................................... 1 ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ l ~~~~~~~~~~~~~~~~~~~~~~~~ l ~~~~~~~~~~~~~~~~~~ ~ 
( operating adj2 system near5 I U&PGPUB; !DR '[OFF ' 2013/01/271 
( alert$3 or notif$6) near5 I USPAT· EPO· I I i 

13:27 .......... ...l 
in$correct$3) ..................................................... 1 JPO; o'ERWENT : : ! 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~· ~ ~~~~~~~~~~~~~~~~~~~~~~~· ~ ~~~~~~~~~~~~~~~~~~ ' 

( operating adj2 system near5 I U&PGPUB; !DR '[OFF ' 2013/01/271 
( alert$3 _or. notif$6). near5 .. improper) _ I USPAT· EPO· I I i 

13:28 .......... ...l JPO; o'ERWENT : : ! 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~· ~ ~~~~~~~~~~~~~~~~~~~~~~~· ~ ~~~~~~~~~~~~~~~~~~ ' 

( operating adj2 system near5 I U&PGPUB; !DR '[OFF ' 2013/01/271 
( alert$3. or_ notif$6) .. near5 _violat$3) .. ..J USPAT· EPO· I I I 

1.3:29 ............. 1 
' ' : : ~ 

JPO; .. DERWENT .. I ........................ I ................ ...! 
( operating adj2 system near5 I U&PGPUB; !DR '[OFF ' 2013/01/271 
(alert$3 or notif$6) near5 violat$3) I USPAT; EPO; : : I 

13:39 ............. 1 and. ( multiple .. near4 _devicest .............. ..J JPO; .. DERWENT .. ! ........................ ! ................ .J 
( operating adj2 system near5 I U&PGPUB; !DR '[OFF ' 2013/01/271 
violat$3) and (multiple near4 I USPAT; EPO; : : I 

13:39 ............. 1 devices) ................................................................. ! JPO; .. DERWENT .. ! ........................ ! ................ .J 

(" 201.20255019 ") ·pN •................................... 1 

U&PGPUB; !DR !□FF I 2013/01/27! 
USPAT; USOCR; I I I 1

3AO I 
FPRS; EPO; JPO; I I I 
DERWENT; I I I 
IBM TDB I I I . . ' ,,,,,,,,-,,,,,,,,,,,,,,,,,,,,,,,,,,',,,,,,,,,,,,,,,,,,,,,,,,,',,,,,,,,,,,,,,,,,,,,, 

(remediat$3 near4 portal same I U&PGPUB; !DR 'IOFF ' 2013/01/271 
malware) I USPAT; EPO; I I I 

13:42 ............. 1 
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, JPO; _ _DERWENT__! ...................... ...! ................... 1 

(remediat$3. same. malware)··················· I U&PGPUB; !DR 'IOFF ' 2013/01/271 
USPAT; EPO; I I I 

13:42 ............. 1 JPO; _ _DERWENT__! ...................... ...! ................... 1 

(remediat$3 same malware same I U&PGPUB; !DR '[OFF ' 2013/01/271 

operating .. adj2 _system) .............................. 1 
USPAT; EPO; I I I 

13:42 ............. 1 JPO; DERWENT I I I 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~ ' 

l(qualif$6 near4 operating adj2 IIU&PGPUB; IIOR IIOFF 112013/01/271 
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il :1 !'system same remediat$3) IIUSPAT; EPO; :1 :1 !113:51 : 
1 ............ i .......... .J ................................................................................ .J JPO; .. DERWENT .. i ........................ i ................. J .......................... i 

r5 'LJg I (qualif$6 near4 operating adj2 I U&PGPUB; :DR '[OFF I 2013/01/27' I ! I system ) I USPAT; EPO; ! ! I 13:52 ! 
i i i i JPO· DERWENT i i i i 
t nnnnnn : nnnnnn~ \ nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn~: nnnn~ l nnnnnnnnnnnnnn : nnnnnnnnnnnn : nnnnnnnnn~: nnnnnnnnnnnnn : 

r6 'Di (qualif$6 near4 operating adj2 I U&PGPUB; :DR '[OFF I 2013/01/27' I ! I system ) and malware I USPAT; EPO; ! ! I 13:52 ! 
i i i i JPO· DERWENT i i i i 
t nnnnnn : nnnnnn~ \ nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn~: nnnn~ l nnnnnnnnnnnnnn : nnnnnnnnnnnn : nnnnnnnnn~: nnnnnnnnnnnnn : 

r7 'Di (os adj2 (id or identifier)) and I U&PGPUB; :DR :□NI 2013/08/31: 
I : I (signature adj2 (id or identifier)) I USPAT : : I 15:01 : 
I : I and (mal$ware adj2 (id or I : : I : 
I i I identifier)) : i i I i 

lrJ□ ~~~~,~~~:afad~:~~r~~~~~bl) j ~~~LIB; JDn ;~1g;o~31i 

IEJEJ ~~i~~~~~r~da~{2i~~n~~i~~~n~~~r)) ...... J ~~P~UB; .......... Jr=7r=J ~~~g~o8/31_1 

I1s100 'DI (os adj2 (id or identifier)) and I U&PGPUB; :DR :nN I 2013/08/31: 
I : I (signature adj2 (id or identifier)) I USPAT : : I 15:02 : 
I : I and alert$3 : : : I : 
I1s101 :u6 I (os adj2 (id or identifier)) and I U&PGPUB; iDR inN I 2013/08/31 i 
I : I (signature adj2 (id or identifier)) I USPAT : : I 15:02 : 
I : I and compar$5 : : : I : 
IIs102 iI20 I (os adj2 (id or identifier)) and I U&PGPUB; i~!oN7 2013/08/31 i 
! ............. ! ............. 1 mal$ware ........................................................... I USPAT ....................... J ........................ l ................ J 15:03 ............. i 

I1s103 '163 I (((operating adj2 system) or os) I LI&FGPLIB; 'DR :nN I 2013/08/31: 
I : I adj2 (id or identifier)) and I USPAT : : I 15:08 : 
I : I mal$ware : : : I : 

ILJ□ ~!~~:~~~~:::;;~;;:; OS) I ~~~LIB; iDn ;~1g~o~31i 

r05 '□I (((operating adj2 system) or os) I U&PGPUB; :DR :nN I 2013/08/31 i 
I : I adj2 (id or identifier)) same I USPAT : : I 15: 10 : 
I : I mal$ware : : : I : 

'LJD • DrJ • 1 s

1

0T _I ~!k:~~~:!1ff t1:;~e:r-os) _ I ~tp~LIB;_I OR _I rn _ I ;~1,3~08/311 

I1s107 '[]1 I (((operating adj2 system) or os) I U&PGPUB; :DR :nN I 2013/08/31 i 
i : I adj2 (id or identifier)) and : USPAT : : j 15: 16 : 

!LJ:□I (mal$ware.near4. detect$3) ..................... I ..................................... ]Dini ........................ j 
i S108: 11 I (((operating adj2 system) or os) : U&PGPUB; : OR : ON j 2013/08/31: 
I ! I adj2 (finger$print)) and (mal$ware I USPAT ! ! I 15: 19 ! 
1 ............ ! .......... .J near 4. detect$3) ............................................ ...1 ...................................... ! ........................ ! ................. J .......................... ! 

IIs109 :□I[("20120255019").PN. I1usPAT; USOCR :~i[OFF 12013/08/31! 
! ............. J ............ 1 .................................................................................. ! ..................................... JL. ...................... J .................. 11.5:24 ........... j 
IIS110 :□I[("20120255019").PN. i U&PGPUB; i~jrOFF 12013/08/31! 
! ............ J ............ 1 .................................................................................. 1 USPAT;.USOCR. JL ...................... J .................. 11.5:24 .......... j 

I1s111 '[44 I llloperating adj2 system) or os) I LI&FGPLIB; 'DR :nN I 2013/08/31 i 
i : I near4 compar$5) and (mal$ware : USPAT : : j 15:27 : 

! ............. J ............ lnear4.signature) ............................................. I ..................................... J ........................ J .................. 1 ........................ j t 12 'DI (((operating adj2 system) or os) i U&PGPUB; :DR :nN j 2013/08/31 i 
I ! I near4 compar$5) and (mal$ware I USPAT ! ! I 15:27 ! 
1 ............ : .......... .J near 4. signature) .. and .finger$print ..... .J ...................................... : ........................ : ................ J .......................... : 

'[S113 'DI (((operating adj2 system) or os) I U&PGPUB; :DR :nN I 2013/08/31: 

I ......... ...I .......... ...1 ~::~:.~i~~:~~i;i°_and .. (mal$ware .... .J USPAT ................... J ..................... ...! ................ .J 15:34 ......... J 

117171 :i :i :1 n 
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i[S114 :o! (((operating adj2 system) or os) !IU&PGPUB; ![OR :E=7N ! 2013/08/31 ! 
I ____________ ! _____________ ! near 4. fingerprint. near4 __ mal$ware t ... ! USPAT ----------------------! ________________________ ! ----------------·--i 1_ 5: 40 _____________ ! 

1[5115 '[JI (((operating adj2 system) or os) ! U&PGPUB; !DR :LJN ! 2013/08/31 ! 
I ! ! near4 (id or identifier) near4 ! USPAT ! ! i 15:41 ! 
I i I mal$ware) I i i I i 

r1 W□i (((operating adj2 system) or os) i U&PGPUB; iDR r)N i 2013/08/3,: 
I ! ! near4 (id or identifier) near4 ! USPAT ! ! i 15:42 ! 
i ____________ ! __________ J attack )__ ________________________________________________________________ j --------------------------------------! ________________________ ! _________________ j --------------------------! 

l[S117 :Di (((operating adj2 system) or os) ! U&PGPUB; :DR :LJN i 2013/08/31 i 
i ! ! same tcp same mal$ware same ! USPAT ! ! i 15:48 ! 
I i I fingerprint) I i i I i 
i[S118 ii131 (((operating adj2 system) or os) iluSPAT i~iI0N i 2013/08/31 i 
i ____________ :L_ ________ J same_ t cp. same. mal$ware) --------------------·--! ______________________________________ :[__ ______________________ _! ----------------·--i 15: 48 _____________ ! 

EAST Search History (Interference} 

lftlrsllSearch. Query ________________________________________________________________ lr:]lg~~~~~r ____ IE4 ~!~~P __________ I 
l~Dl~~~~~~!i1;~:~~~:~s~}~~~;p~i~t~~=~--~-~~----ll~~~~~'. ___ 1e~ ____________________ IE=1 ~~~:~ ~-~~~-~-I 
9/3/2013 3:31:25 PM 
C:\ Users\ dnguyen18\ Documents\ EAST\ Workspaces\ 13083501.wsp 
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IEEE Xplore - SearchResult 

E>:p!oring an open \.i/jfl de~e..::-Uan Vidner3bi!ny GlS a 
... :.:-;.<.,.:::: .... ..,, aHar.:k vec~or on ~0$ d~vices 

~):)au:01::g, .l ~rc.i:~s:;;, A Sri:::v;;san µ,_ 

:Vlal:(;:ov:;; ?.::d lJ:: 1N8::t~d ~)0Hw;:irc (:,•~:;: ~·'/_t,;~::), 2c12 7th 

:nternr:lti0na: CvnrerE;n(';e vn 

:)i~:t;;I ObiE>f:1 :d~::t:fie; 1 c~.:: 091?.:::~,L.\·\.':'-:_:=::. 2012.646 I 0·13 

1)Ut):lf:O.t1Vrl Y~at· 2012 , 1=·2.qe\s) !37 - 33 
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malware detect operating system identifier tcp packet compare alert - Google Search 

malware detect operating system identifier tcp packet compare alert 

/~,..,q C, ~2C1: '.] - What is 'd1e Et;-iB: nC:::f 1:8.;n-::-t:/::•B th~i ::: us-::-d TCP/IP? ,.. in 2n 1;::,vs 
>•ei·w'.1rk ~or c;·0;::;iii>•g ~~;_;:);:<:ts • . .r.,~e•·· ih<: :1ref;x :s i:~8 2.nc: i·~e B) i~~ ~,,~ t•1i·~~'? 1 S 
J .. e c::::_a.: •~i·f ~: _, ,c_ :.x "~ _,, 2__.:·,___.:~t OS ;:-u i c:~ _e; _, _t· o-== :s 1'. ·"' ;:-L.'.i:t·0:~ ~•-.. ., 'v.._/;"!8.t 
:.:: ;::;i ty:-;e ,:,t malwarn ~h~::.t ;s .::'.) d;fi·:cu:t ~o dte:~.sci ~::.nd r:-;rT1ove th~'t\ mc.::t ... 

NG•,-..· fht1 b~:.sG ,'.)pe~atlng sys~~m ic3 ihc: :·c:n~;,:,~;y GH-i~;e-shG!l ~r:-()S C.l~X. ·.r,'i"::c:"! . , :s a 
,,~:>ll r-:~odu::,{icr, mcc:~:-ar,d :v,K-1,)ye,, pa1::K-:-t forrr.,)t C:e{i;:ed :r, E::~;e~•:OO!h 4.C: .. Wcr::..-e. 
t~:-r:y C;!~t;' D~t-r::"! (;;:!s,lVSt1~ ic: c.;mpare (X)t1'1p-F:i:;:g p;vclids tG ~:.S'."3t:sr: ·,.r,,:"::Gi": Vilt:. 
~:::~:-g3,,,::1e::-s o{ t:~e ,)dV,)nc•:-s ill ma!wa,e a:~cl {::-xge~•x: ,:-,{tacks ,:k,tectk•~ ... 

Know_ycur En8rnl( _Tn:cking_ Botnets_ - Th8_;-i-Jn8ynet_P,cjGct 

Dut; 1v ii":t::r in1;nt;rnt; si~~G Ut:tn t':~ tk;uc3:;-;nc.Js ot sysit:;ns Gc-;n bt; i1~ke'.~ 1V[~t;i~;e~;, 
~:-,e;/ ... :;:·,ar:,,r3 er, 1~~3,: h:,.~:-s ••.iil:":i•'•g ,:-,:i -.,~:-:si•J:~:; of fv:ict,:,scWs ',/'/,:~cl,:,w-:-npe;;-al;l~g 
s;/sten;:· ... Ai;d 
a~ah,;,•arn ,s r,a::ie,, 

pvrt : ~:5/"fCt=-is usc:d by [',/::G:·~:sGii tv in1p:t:;;:-r:nt 1=tc:m~:1c: ,. .. t~::s 
,t :n,:-:udes {u:--:c.tic••s to rletec:t det:,.,gge•s :'e 9 .... 

WD>J Th8 Us8r ,'\qGnt f'i8id: ,'\nalvzi1·,q Jnd Detecting th8 ... - SN~S Ins 

stK>vm ma1wa,e us:ng -:.F·, H·:·r:) c:1:-;n~ to t10;::;itx>n c:.:t ic .:;ct>•m~::.nc: ?.n0 co,·,i·rol 
(~1'.jg:r,s. 21)1 ~} S-:,111~t1me:::: c:~ ,:us\,:,:~; use::r ~g~nt he::ips In ld~nUih:::.-itlN~, c:~s. 
C:ev:c;e :s ~•os:;it::y -:.F·, IF'~'l.0 1 ~'I.:; :t:; r::n,·,ir:g ;::;i;: 3 _? o~;. t•ui· i~ is .... ...t1ert :og tr:p 
$H0;\ 1lt: _ _:'✓ ET c:~r,v <> 2ny f:----;TTP __ PO?.TS (rris&J :~;St:P. t\:?.~i\lT. 

i:11~•let"er:k1~1cn oi· lJi);:F' fu,·,ct:or:-:.,:ity is fXO'/:;ie,:;: fr:r·cvgr: .::_; se-:: '.Jf rCPi:f: :;e:"'P::e:; 
~n(: E.~.po::u:~s ck.-{t~bc:~st:' ;:.-{r,d c:~ss:'.jn~d 'd1~ ld~ntliler [CA:'✓ -2CO~ -0?2~] .,. /\ se::11 • 
C:es.:.:ribec: "D1s\:·::J::t<:d :n~1·:.:s1,:;.;: D~te.:::.t!on ~;ys~'='m", tt1e s:t:-; 1s ... thre-:.,~, r:nmp;.,.rnd to 
ti:-2 se::v~r:tv ct ~TT? b<:J.s-::-d -;:.-{t\2c\'>.s 21q8.:rist iv1ici-,:,sc1''. liS. t,:,t· B>:~mpiB 

lnfonr:2..tion Secui·itv: A:1alvsis ot the Fin Fisher,, I Sec1;ri~yStt·sst 

,l,:is-; 8, :.::;,.i~.:: lrs ,)i: ,:,,re• {Ile ,,~:?ls o,·,ce ,)g3•1l. l,),,V:-u: ,11terc.ept••J:--: m~:th'h:tr•:--
.:i.· :''.'_,,s;.U : .. u•• d;:vt:; IS '."3t:nsib:y 01'.JqGr cornp~r~rl it: ~ht; o;:,r;];o;n Hc-;h;;;,i:":J, ~ht; 
-::-.<e-: u!i,:,n HYll is ... s~::::ipor!::-:~~c-:-t c,:,~r,~,,J:~ Operat\;;ig Syste;;--.r,•:-(W:r,do'/iS, ~;lac r)~:;,c 
OJI'.~ L.1~ux) ... ~!!!-d icp o.ny ;;,ny -~--~:.ny :;-;ny (:ll'."3'.J.' F::rii=isht:t· Maf,Narn •:>-.-.ni;e'.-:t:-:):"!, 
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include an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the 
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee 
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management 
(ODM) at (571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Kevin McNamee, Ottawa, CANADA; 
Mike Pelley, Ottawa, CANADA; 
Darren Deridder, Ottawa, CANADA; 
Paul Edwards, Ottawa, CANADA; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 
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