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(54) Virtual In-line Network Security Method  
 

(57) Abstract 
This invention is a system that analyzes network packets to determine conformity with security policy and presence/absence 

of intrusion, and it pertains to a virtual in-line network security method that modulates the responses to MAC address requests 
of devices requiring control among the devices present in a network segment or the same VLAN into a security equipment’s 
MAC address without installing a physical in-line structure in order to cause the communication details of the devices to go 
through the security equipment, where the conformity with the security policy is determined in order to perform the access 
control. The composition of the invention includes: A 1st process (S100) that determines whether a particular equipment is 
suitable for virtual path routing; a 2nd process (S200) that routes the virtual path of the applicable equipment when the specific 
equipment is determined to be suitable for virtual path routing through the aforesaid 1st process (S100); a 3rd process (S300) 
that inspects whether the traffic of the virtual path routed is in conformity with the security policy; a 4th process (S400) that 
inspects whether the traffic of the aforesaid virtual path is a harmful traffic; and, a 5th process (S500) that separates the system 
of the aforesaid virtual path from the network. 
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Scope of Claims 

Claim 1 

In an in-line network mechanism consisting of a network mechanism achieved by inclusion of multiple internal networks 
encompassing multiple devices and an L2 switch (hub) connected to the aforesaid devices, an L2 switch (hub) connected to a 
DB (database) server and APP (application) server, a backbone switch connected to the aforesaid hubs, in-line firewall 
connected to the aforesaid backbone switch, a router connected to the aforesaid in-line firewall and the internet and construction 
of an in-line system on each one of the aforesaid internal network’s hub and L2 switch (hub) connected to the DB server and 
APP server, a security method for virtual in-line network characterized by: 

A 1st process that determines whether a particular equipment is subject to virtual path routing (S100), which consists of the 
step of monitoring MAC request packet generated in the aforesaid device (node) (S110), the step of extracting the origin address 
and MAC address of the aforesaid MAC request packet (S120), the step of adding the aforesaid origin address and MAC address 
of the MAC request packet to the node table (TABLE) that can store and verify MAC address, IP address, OS (operating 
system), user, time of use, and operation method (S130) and the step of estimating (guessing) the operating system (OS) of the 
aforesaid extracted node (S140); 

a 2nd process that routes the virtual path of the applicable equipment (S200) when a particular equipment is considered suitable 
for virtual path routing through the aforesaid 1st process (S100), which consists of the step of configuring the method of 
operation of the node of the aforesaid node table (S210), the step of connecting security policy to the node of the node table 
(S220) and the step of responding with MAC address of the virtual path system to all MAC address requests from the “virtual 
path” node configured through the aforesaid method of operation (S230); 

a 3rd process that inspects whether the traffic of the aforesaid virtual path routed is in conformity with the security policy 
(S300), which consists of the step of extracting the protocol, destination address, destination port number, etc. from packets 
entering into the aforesaid virtual path system (S310) and the step of determining whether to respond by referring to the security 
policy table that can store and verify the destination address, destination port, time zone, and execution (S320); 

a 4th process that inspects whether the traffic of the aforesaid virtual path is a harmful traffic (S400), which consists of the step 
of extracting a packet’s payload (S410), the step of referring to a harmful/malicious database (DB) (S420), the step of 
determining whether the aforesaid packet’s payload matches the harmful/malicious database (DB) (S430), the step of modifying 
(blocking) the method of operation on the aforesaid node table (S440) if the aforesaid packet’s payload matches the 
harmful/malicious database (DB) in the aforesaid determination step (S430), the step of transmitting the packet (S450) if the 
aforesaid packet’s payload does not match the harmful/malicious database (DB) in the aforesaid determination step (S430) and 
the step of producing an inspection record log of the action (S460); and, 

a 5th process that separates the aforesaid virtual path’s system from the network (S500), which consists of the step of classifying 
malicious node by referring to the method of operation (mode) of the aforesaid node table (S510), the step of periodically 
transmitting false MAC address response packets to the aforesaid malicious node (S520) and the step of sending packets to 
false MAC addresses in response to all MAC address requests from the aforesaid malicious node (S530). 

Claim 2 

Deleted 

Claim 3 

Deleted 

Claim 4 

Deleted 

Claim 5 

A security method for virtual in-line network described in Claim 1 that is characterized by: 

The step of determining whether to respond (S320) by referring to the security policy table of the aforesaid 3rd process (S300) 
consisting of the step of determining whether or not to respond (S321), the step of forwarding the corresponding packet (S322) 
if permitted in the aforesaid determination step (S321) and the step of discarding the corresponding packet (S323) if rejected 
in the aforesaid determination step (S321). 
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Claim 6 

Deleted 

Claim 7 

Deleted 

Specification 

Detailed Description of the Invention 

Purpose of the Invention 

Technical Field of the Invention and Prior Art 
<13>  The invention pertains to a system for analyzing network packets to determine the conformity with security policy and 

presence/absence of intrusion as in network intrusion blocking systems (firewall) and intrusion prevention systems, and more 
particularly a security method for virtual in-line network that modulates responses to MAC address requests from devices 
requiring control among the devices present in a network segment or the same VLAN into a security equipment’s MAC 
address without installing a physical in-line structure in order to cause the communication details of the devices to go through 
the security equipment, where the conformity with the security policy is determined to perform access control. 

<14>  Network security equipment such as firewalls or intrusion prevention systems like the ones noted can be divided into a router 
mode or a bridge mode according to the installation configuration. 

<15>  In the aforesaid router mode, the IP address bandwidth of the network interface card where packets are inputted and the IP 
address bandwidth of the network interface card where packets are outputted are installed differently from each other. 

<16>  Installing equipment on a network that is already using this method requires changing the existing network IP address format. 

<17>  Unlike the aforesaid router mode, the aforesaid bridge mode uses a network address bandwidth of the same IP bandwidth 
for the input network interface card and the output network interface card, and therefore, there is no need to change the 
network IP upon installation unlike the router mode, and the only processes needed are physically switching network lines 
and inserting the equipment. 

<18>  On the other hand, typical network security equipment is manifested in an in-line configuration where existing network lines 
are severed and security equipment is installed midway regardless of the router mode or bridge mode. 

<19>  Because such conventional installation of network security equipment is configured in the in-line format in both router mode 
and bridge mode, the physical in-line structure could not avoid interruption in network use upon installation work, post-
installation delay in the speed after normal communication flow is established, and network communication failure in the 
event of the installed equipment’s failure. 

<20>  In the end, such in-line configuration had the advantage of heightening security as all packets passing through the network 
became visible, yet the aforesaid in-line configuration caused the problem of delay in speed and the loss of communication 
in the event of a failure for all devices. 

<21>  Such conventional system is explained by referring to Fig. 1. 

<22>  As shown, in order to restrict communication from Device 1 (11) of Internal Network 1 (10) to Device 4 (21) of Internal 
Network 2 (20), a conventional network security mechanism will control the communication traffic through in-line 
installation of Security Equipment 1 (15) in the segment between L2 Switch 1 (14) and Backbone Switch (40). 

<23>  Because Security Equipment 1 (15) installed on the aforesaid L2 Switch 1 (14) and Backbone Switch (40) segment requires 
all traffic from Internal Network 1 (10) to other networks to pass through the security equipment, the pass/block decision is 
made based on the conformity with the policy by referring to the header information (origin address, destination address, 
destination port, etc.) of TCP/IP packets transmitted between communication counterparts. 
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<24>  Such configuration of typical in-line network security equipment causes the adverse effect of network speed delays during 
communication and network disconnection in the event of a security equipment failure. 

<25>  In addition, communicating between Device 1 (11) and Device 2 (12) in Internal Network 1 (10) retains the limitation of the 
inability to control the connection because the packets transmitted between the two devices do not pass through Security 
Equipment 1 (15). 

Technical Objectives that the Inventions Intends to Achieve 

<26>  The invention is designed to solve the above-described problems, and the invention’s objective is to provide a virtual in-line 
network security method that can provide the same security operation as a physical in-line configuration by causing 
communication parties to communicate through security equipment despite the fact that the actual physical configuration is 
not in the in-line format. 

<27>  Also, another objective of the invention is to provide a virtual in-line network security method that allows installation of 
equipment without network interruption upon installing security equipment on the network, does not cause spread of network 
failure (single point of failure) which conventionally occurs upon equipment failure, and prevents delay in speed by allowing 
authorized network equipment to communicate without going through the virtual in-line equipment. 

<28>  Further, another objective of the invention is to provide a virtual in-line network security method that controls 
communication and traffic between devices on the same network as well as traffic heading to external destinations through 
the security equipment. 

<29>  In addition, another objective of the invention is to provide a virtual in-line network security method suitable for controlling 
use by unauthorized systems on multiple internal networks and for use in effectively blocking systems that causes abnormal 
traffic. 

Composition and Effects of the Invention 

<30>  In an in-line network mechanism consisting of a network mechanism achieved by inclusion of multiple internal networks 
encompassing multiple devices and an L2 switch (hub) connected to the aforesaid devices, an L2 switch (hub) connected to 
a DB (database) server and APP (application) server, a backbone switch connected to the aforesaid hubs, in-line firewall 
connected to the aforesaid backbone switch, a router connected to the aforesaid in-line firewall and the internet and 
construction of an in-line system on each one of the aforesaid internal network’s hub and L2 switch (hub) connected to the 
DB server and APP server, the invention designed to achieve aforesaid objectives is characterized by a virtual in-line network 
security method comprising of: A 1st process that determines whether a particular equipment is subject to virtual path routing 
(S100), which consists of the step of monitoring MAC request packet generated in the aforesaid device (node) (S110), the 
step of extracting the origin address and MAC address of the aforesaid MAC request packet (S120), the step of adding the 
aforesaid origin address and MAC address of the aforesaid extracted MAC request packet to the node table (TABLE) that 
can store and check MAC address, IP address, OS (operating system), user, time of use, and operation method (S130) and 
the step of estimating (guessing) the operating system (OS) of the aforesaid extracted node (S140); a 2nd process that routes 
the virtual path of applicable equipment (S200) when a particular equipment is considered suitable for virtual path routing 
through the aforesaid 1st process (S100), which consists of the step of configuring the method of operation of the node of the 
aforesaid node table (S210), a step of linking security policy to the node of the node table (S220) and the step of responding 
with MAC address of the virtual path system to all MAC address requests from the “virtual path” node configured through 
the aforesaid method of operation (S230); a 3rd process that inspects whether the traffic of the aforesaid virtual path routed 
is in conformity with the security policy (S300), which consists of the step of extracting the protocol, destination address, 
destination port number, etc. from packets entering into the aforesaid virtual path system (S310) and the step of determining 
whether to respond by referring to the security policy table that can store and verify the destination address, destination port, 
time zone, and execution (S320); a 4th process that inspects whether the traffic of the aforesaid virtual path is a harmful 
traffic (S400), which consists of the step of extracting a packet’s payload (S410), the step of referring to a harmful/malicious 
database (DB) (S420), the step of determining whether the aforesaid packet’s payload matches the harmful/malicious 
database (DB) (S430), the step of modifying (blocking) the method of operation on the aforesaid node table (S440) if the 
aforesaid packet’s payload matches the harmful/malicious database (DB) in the aforesaid determination step (S430), the step 
of transmitting the packet (S450) if the aforesaid packet’s payload does not match the harmful/malicious database (DB) in 
the aforesaid determination step (S430) and the step of producing an inspection record log of the action (S460); and, a 5th 
process that separates the aforesaid virtual path’s system from the network (S500), which consists of the step of classifying 
malicious node by referring to the method of operation (mode) of the aforesaid node table (S510), the step of periodically 
transmitting false MAC address response packets to the aforesaid malicious node (S520) and the step of sending packets to 

FORTINET EX1005 Page 18



Registered Patent 10-0765340 
 

- 6 - 

false MAC addresses in response to all MAC address requests from the aforesaid malicious node (S530). 

<31>  Below, desirable embodiment of the invention is explained in greater details by referring to the accompanying drawings: 

<32>  Fig. 2 is a schematic diagram of a virtual in-line network security mechanism to which the present invention is applied. 

<33>  As shown, the virtual in-line network security mechanism to which the present invention is applied operates after connecting 
the equipment to the network in the form of a general device, unlike the conventional configuration. 

<34>  In other words, in a network mechanism comprising multiple internal networks encompassing multiple devices and an L2 
switch (hub) connected to the aforesaid devices, an L2 Switch (hub) (32) connected to a DB (database) Server (33) and APP 
(Application) Server (34), a Backbone Switch (40) connected to the aforesaid hubs, In-line Firewall (50) connected to the 
aforesaid Backbone Switch (40), a Router (60) connected to the aforesaid In-line Firewall (50) and the internet, it is achieved 
by constructing of an in-line system (16, 26, 35) on each one of the aforesaid internal network’s hub and L2 Switch (hub) 
(32) connected to the DB Server (33) and APP Server (34). 

<35>  To control the network of Device 1 (11) of Internal Network 1 (100) in the invention applied to the virtual in-line network 
supplementation mechanism composed in this manner, Device 1 (11) requests the packet to be addressed to the hardware 
address (MAC address) of the communication counterpart or the forwarder (gateway), and the virtual inline system (16, 26, 
35) detects such address request and responds to Device 1 (11) with its MAC address. 

<36>  With the packet generated in Device 1 (1) arriving at the virtual in-line system after the aforesaid response, access control 
is performed by analyzing the packet’s information and data. 

<37>  In addition, in order to prevent devices on the same network such as Device 2 or Device 3 from forwarding the packet 
directly to Device 1 (11), the virtual in-line system responds with its MAC address to all MAC address requests from a 
specific device (12 or 13) among all devices on the network that intends to forward packets directly to Device 1 (11), which 
causes all packets inputted/outputted for communication with Device 1 (11) subject to control to go through the security 
sensor. 

<38>  Fig. 3 is a control flowchart of the virtual in-line network security method of the invention. 

<39>  As shown, the virtual in-line network security method embodying the invention includes the 1st process (S100) that 
determines whether a particular equipment is subject to virtual path routing, the 2nd process (S200) that configures a virtual 
path of the equipment if the equipment is determined to be suitable for virtual path routing through the 1st process (S100), 
the 3rd process (S300) that inspects whether the traffic of the aforesaid virtual path routed is in conformity with the security 
policy, the 4th process (S400) that inspects whether the traffic in the aforesaid virtual path is a harmful traffic, and the 5th 
process (S500) that separates the virtual path’s system from the network. 

<40>  In the 1st process (S100) described above, the aforesaid security equipment analyzes the MAC address request packet 
generated in the device equipment and extracts the origin address and MAC (Media Access Control) address. 

<41>  Whether it is a system subject to a virtual path is determined based on the aforesaid origin address, MAC address, client’s 
operating system (OS), and other device conditions. 

<42>  In the 2nd process (S200) described above, once it is determined to be subject to a virtual path, the virtual path system 
responds with its MAC address to the MAC address request generated in the target system to route a virtual path. 

<43>  Even if another device requests the MAC address of the system subject to the aforesaid virtual path, the virtual path system 
sends ARP packet to its MAC address. 

<44>  In the 3rd process (S300) described above, whether to pass is determined by inspecting the protocol, destination address, 
destination port, etc. of the packet generated in the aforesaid target system. 

<45>  In the 4th process (S400) described above, the data content of the packet generated in the target system is inspected to 
determine whether any harmful traffic is contained. 

<46>  In the 5th process (S500) described above, false (fake) MAC address response packets are transmitted periodically to a system 
found to have harmful traffic in the aforesaid 4th process (S400), thereby blocking the communication of the harmful system 
entirely. 

<47>  Fig. 4 is a control flowchart depicting the details of the 1st process (S100) of the aforesaid Fig. 3. 
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<48>  As shown, the aforesaid 1st process (S100) consists of the step of monitoring MAC request packet generated in a device 
(hereinafter referred to as “node”) (S110), the step of extracting the origin address and MAC address of the MAC request 
packet (S120), the step of adding the origin address and MAC address of the extracted MAC request packet to the node 
(device) table that can store and verify MAC address, IP address, OS (operating system), user, usage time and the method of 
operation (mode), etc. (S130), and the step of estimating (Guessing) the operating system (OS) of the extracted node (S140). 

<49>  Table 1 below shows an example of the aforesaid node table. 

<50>  <Table 1> 

<51>  [Node Table] 

<52> MAC address IP address OS User Time Operation 
method 

 00:13:D4:04:BD:C0 192.168.1.2 Linux   Allow 

 00:0F:EA:6D:71:2A 192.168.1.1 Windows XP Kimpd  Virtual path 

 00:90:FB:09:0F:17 192.168.1.3 Windows XP  ANYTIME Separation 

<53>  Therefore, according to the above, 

<54>  the 1st process (S100), which determines whether a particular device is subject to a virtual path routing, monitors MAC 
request packets on the network and extracts the origin address and MAC address of the MAC request packets. 

<55>  In addition, the origin address and MAC address of the extracted MAC request packet are added to the node table (TABLE) 
and it becomes possible to recognize the operating system (OS) of the aforesaid extracted node. 

<56>  Fig. 5 is a control flowchart depicting the details of the 2nd process (S200) of the aforesaid Fig. 3. 

<57>  As shown, the 2nd process (S200) consists of the step of configuring the method of operation on the node of the aforesaid 
node table (S210), the step of linking the security policy to the node of the node table (S220), and the step of responding with 
the virtual path system’s MAC address to all MAC address requests of the “virtual path” node configured by the aforesaid 
method of operation (S230). 

<58>  Table 2 below shows an example of the aforesaid supplementary policy table. 

<59>  <Table 2> 

<60> Destination address Destination port Time zone Action 
 192.168.2.1 TCP/80 ANYTIME ALLOW 
 10.10.1.1 TCP/25 ANYTIME ALLOW 
 10.10.1.1 UDP/53 ANYTIME ALLOW 

 

<61>  Therefore, according to the above, 

<62>  if through the aforesaid 1st process (S100), a particular equipment is determined to be suitable for virtual path routing, the 
2nd process (S200), which is routing the virtual path of the applicable equipment, configures the method of operation in the 
node of the aforesaid node table, links the security policy to the node of the aforesaid node table, and responds with the MAC 
address of the virtual path system to all MAC address requests of the “virtual path” node configured by the aforesaid method 
of operation. 

<63>  Fig. 6 is a control flowchart depicting the details of the 3rd process (S300) of the aforesaid Fig. 3. 

<64>  As shown, the aforesaid 3rd process (S300) consists of the step of extracting the protocol, destination address, destination 
port number, etc. from the packets entering the virtual path system (S310) and the step of deciding whether to respond by 
referring to the security policy table (S320) that can store and verify the destination address, destination port, time zone, 
execution, etc. 

<65>  The step of determining whether to respond (S320) by referring to the security policy table further includes the step of 
determining whether to respond (S321), the step of forwarding the corresponding packet (S322) in case of permission in the 
aforesaid determination step (S321) and the step of discarding the corresponding packet (S323) in case of rejection in the 
aforesaid determination step (S321). 
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<66>  Therefore, according to the above, 

<67>  the 3rd process (S300), which inspects whether the traffic of the virtual path routed is in conformity with the security policy, 
extracts the protocol, destination address, destination port number, etc. from the packet entering the virtual path system, and 
determines whether to respond by referring to the aforesaid security policy table. 

<68>  And if the above determination results in permission, the corresponding packet is forwarded, whereas the packet is discarded 
in case of rejection. 

<69>  Fig. 7 is a control flowchart depicting the details of the 4th process (S400) of the aforesaid Fig. 3. 

<70>  As shown, the aforesaid 4th process (S400) consists of the step of extracting a payload of a packet (S410), the step of 
referring to the harmful/malicious database (DB) (S420), the step of determining whether the packet's payload matches the 
harmful/malicious database (DB) (S430), the step of modifying (blocking) the method of operation in the node table (S440) 
if the payload (payload) of the aforesaid packet matches the harmful/malicious data base (DB) in the aforesaid determination 
step (S430), the step of transmitting the corresponding packet (S450) if the payload of the aforesaid packet does not match 
the harmful/malicious database (DB) in the aforesaid determination step (S430), and the step of producing the audit record 
log for the action (S460). 

<71>  To examine the operation, 

<72>  the 4th process (S400), which inspects whether the traffic in the virtual path is harmful traffic extracts the packet’s payload, 
refers to the harmful/malicious database (DB) and determines whether the packet’s payload matches the harmful/malicious 
database (DB). 

<73>  If the aforesaid determination results in a match between the aforesaid packet’s payload and the harmful/malicious database 
(DB), the method of operation is changed (blocked) in the node table. If the payload of the aforesaid packet does not match 
the harmful/malicious database (DB), the corresponding packet is transmitted. Next, an inspection record log of the action is 
produced. 

<74>  Fig. 8 is a control flowchart depicting the details of the 5th process (S500) of the aforesaid Fig. 3. 

<75>  As shown, the 5th process (S500) consists of the step of classifying malicious nodes (S510) by referring to the operation 
method (mode) of the node table, the step of periodically transmitting false MAC address response packets to the aforesaid 
malicious node (S520) and the step of sending packets of false MAC addresses in response to all MAC address requests of 
the malicious node (S530). 

<76>  To examine the operation, 

<77>  the 5th process (S500), which separates the virtual path system from a network, refers to the method of operation (mode) of 
the node table to classify malicious nodes and periodically transmits false MAC address response packets to the malicious 
node. 

<78>  And it sends packets of false MAC addresses in responds to all MAC address requests of the aforesaid malicious node. 

Effects of the Invention 

<79>  As described above, the invention is a virtual in-line technology, and its physical configuration is not an actual in-line; yet, 
by causing communication parties to communicate through the security equipment, it can perform the same security operation 
as in a physical in-line configuration. 

<80>  Also, the invention has the advantage of enabling installation of the security equipment on network without any network 
interruption, preventing the spread of network failure (single point of failure) conventionally seen in equipment failures and 
preventing delay in speed by allowing authorized network equipment to communicate without going through the virtual in-
line equipment. 

<81>  In addition, the invention has the advantage of being able to control the traffic and communication between the devices on 
the same network as well as the outward traffic going through the security equipment. 

<82>  Further, the invention has the advantage of controlling use by unauthorized systems in multiple internal networks and 
effectively blocking the systems that generate abnormal traffic. 

Brief Description of Drawings 

<1>  Fig. 1 is a schematic drawing of a conventional network security mechanism. 

<2>  Fig. 2 is a schematic drawing of a virtual in-line network security mechanism to which the present invention is applied. 
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<3>  Fig. 3 is a control flowchart of the virtual in-line network security method of the invention. 

<4>  Fig. 4 is a control flowchart depicting the details of the 1st Process of the aforesaid Fig. 3. 

<5>  Fig. 5 is a control flowchart depicting the details of the 2nd Process of the aforesaid Fig. 3. 

<6>  Fig. 6 is a control flowchart depicting the details of the 3rd Process of the aforesaid Fig. 3. 

<7>  Fig. 7 is a control flowchart depicting the details of the 4th Process of the aforesaid Fig. 3. 

<8>  Fig. 8 is a control flowchart depicting the details of the 5th Process of the aforesaid Fig. 3. 

<9> <Description of the Symbols Indicating Primary Elements of the Drawings> 

<10>  100: Internal Network 1 200: Internal Network 2 

<11>  16, 26, 35: In-line 40: Backbone Switch 

<12>  50: In-line Firewall 60: Router 

Drawings 

Fig. 1 
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Fig. 2 
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Fig. 3 
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Fig. 7 
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