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S=50l 10-0765340

ATE1
S dur|eh A7 @I 448 e LR229A (SRR o) Fofxe -] El @A, FA
DB(H|oJE] o)) Am e}, APP(Application) AH|e} @A = L2 292 (8 B)7F 745, 47] &8 *‘é‘JJr

A5 WEEAA 0}, 7] HEaA ] dds e ekl W, 37 AedEgyel d25He s 3
AL xosle VEHZ FH, 47T A4 iR e sEeh, DBAH R APPAHTYL A=
2A (S B) Z42; 1ekQl(In-line) A&FE FEste] d ekl UMENRA ZA|e 3loA,

A7) ER7 (=B A A UAC 8 TS XUHE g 9AI(S110)¢, 7] MAC 8 #Fle] &8
Fo W MC FAE FEIS HAS120)9), A7) F2F NAC 8F 79 284A F4 L MAC F4AS MACEA,
IPF24, OS(GAA), AR, AHEAZE 9 5499 S A4 9 8398 4 9 == o] B (TABLE)o] Z7}st

A
| 5% o qg 2FGAA0S) F5(Guessing) ke WA(S140)E o] Fox 574 4]
b7k AR ARG AE el HEAY oF-& dvsE Al $A(S100):

A7) wE Hele] wEd] BAYYS At BAS210)8), LB Ho)Re nEd nHFAS AdSE B
(522009, 37 Aol oel AR VbF AR wEe] BEWC Fa 8] el Y B ALq
WG F22 S GAGZINE %08 7] AL FRE00E T B A2 AR 3
eHE WSS 38 A A0S P ARE AFHE A2 3 (200):

A Mg AR NAROE GUHE AR T2EF, BH4 F4 R A4 EE 05 5 FEHE @
(3103, BAA) F&, HH7) £E, AY L AP RE AF R BAT 5 Y WP HoBE F2
sl g %% AR WSz o FiA 471 AFE hd Aol Edge] nar AA] A enE

AAeFE A3 T (S300);

A7 #lol 2 Epayload) & FE 3+ WAI(S410)9}, Fall/H wlelE Mol = (DB) & 2= w7 (S420) 9,

7] 9j7le] so] 2 E(payload) 9 31/t wo]E{Ho]2(DB) ] U] ol FE AT @%Eil4mﬁ+*Wl%ﬂ
WA(S430) A A 7] A9 Hlol = Epayload) 8k 3l /et Elle] o] = (DB)7F AA|stH A7) =t H o] B
TAYHE WA e SA(5440)9F, 7] HEEA(S430) 004 7] HF 9] #Ho] 2= (payload) 9F 3/
3 HlelElHo] (DB)7F LAISHA] ofsld i s7l& HAEete SA(S450)9, T Al et AA 715 =
a5 AAshe B (5460) = o] Foj A 47| TM} AR EdFe] Fdl EfHALE dAbskE A4 3 (5400);

S

](5510)% }\]—7] ol—/\é e
59] EE MAC 4 2R d U3

H‘

B} =

WO 24 55 AAE P08 ESE WA, 47 o
gshe BA(SH30) R o] FAAH 7] 7 7é

9 2g §qow s vpel Al v

1m

3TE 2

A

7% 3

AhA

3ATE4

22

ATE 5

A 1ol QoA

7] A3TA(S300)9 HebAd A HolEE #Axeld US ARE AdAste BA(S320)E, A7) US o
v S@A(S32D 9, A7) BEaA(S2D A4 5EY Afde s S D (forwarding) st ZM%Z
2)sF, 7] BAEA(S32D A AR Ffolle dld d7E Hrlste dA(S323)E FAE A8 EHo= g
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<13> oo EYm e A9 v Ala®(Firewall) B A3 A Alx®(Intrusion Prevention
a9 Heob Ao AT of 59 A]) oo dydety] fd Al 2E] &5

Ao g, HE A (In-Line) T& *é‘]%}ﬂ FoviNE HEHT AIUE £ F

o VLAN Aol #7431 8 Z

gtol gEdozd, dHrEY £l 0

2 Ao 9% ¢ QuT &

e
N
N
e >

B BB WC F4 8 SRS RO W FAE WE
Dol BPNE B4 T F, me ARG A% o vE 2ol 4
e Q1) YENZ Bek wiEe) e Zlol,

o>~1

<14 FA g vk 22 JY AW Azd"Hoy MY WA ALdEH L YEQZ B AuEL Az FA4Y
Aelo] vl F%H E=(Router mode)9t Ba]A] EE=(Bridge mode) & WY,

<i5> 7] #9E EE(Router mode)T #HFo] YHHE WESHZ AHFA|A 7129 1P T4 dig7} 3o
=295t UEYZ Aol =9 TP F4 o] AE FolA X ¥ Feo|t},

<16> olggt WAL V) AR S UES I AWE HXT AL VR MEHZ P T4 JHE WA
of st A4je] ukdT)

<17> A7 BEA 2E(Bridge mode)E A7 #H9H ZZ(Router mode)dHE €@l U UEHZ <dEHo]x

< AREsET] wied A

H
o Ft=9t 29 WEHZ EFH oA e TP o] FU8 WEHD T4 Y g
Aol #H-H RZ(Router mode)9t ol MIEHA 1P WA o] 48 §lu, @X HEHA s EgFoz
AA sl AW E AYstd Hv W2 ol

<i8> e, dutEel JIEYZ Ho AuEL A7l #9H ZE(Router mode) W HEEA EE(Bridge
mode)ol] #AIGlol 7] AR H WEYA A& @Aste] Fbell Beot AuE AR g+ Adeked(InLine) 744 ¥
H& o]Fojty,

<19> o9} #& Y WENI Kt A AAE w2 T (Router mode)Y BEA RE(Bridge mode) 7t
25 olgkel(In-line) B2 FAHAAE #AZ, 83 ¢lekel(In-line) T35 2# 2 Al WEHAY
AL B, AR BAEES e A § £ Ad A, A ARt Aol Alde o2 MEYZY F
Mol wF A= dibe] Erby 3%t

<205 Ao, o]ek & <l#el(InLine) TAL MEHAE EeE 7 #4715 B 5 oA Fd upet @t
Aol ol AL ok, A7 Jd#l(In-Line) TSR 15t EE G| & FAo &% Ad ¢
Al Al AA YEHNZY FAle] FARE wAfo] TS HTt.

<215 olg} & Fo] AlAWE B 18 Fxde] Ay}

<22 ZAE wkegp Zo] FEY WEHZ HeMAE ANEFER10)Y AERsI DA Azl E20)9] Al

447 (2D) 2] B A7) Al Al L229A (14) 3 W24 =] (40) T3F Apolel] AN1E AR (15)E
ekl (In-line) o2 AA3te] 2 ERAL AofstA ot

23> A7 Al L2299 R(1

4)9F ME2LR)(40) Fhol] AAH AR (15)E ATUEL(10)A &
(MEYZ)R dZ24% s &

o}
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-4 -
FORTINET EX1005 Page 4



S=50l 10-0765340

Fao, 5HA XE 5)E o]&dte A F o5-5 &

= TCP/IP A7 Y & AR (A F
date] 23 9 Ad o2 g AAA H

<24> olg g Ukl Qe (In-line) WESZ B8 FAL gAY WMEND &5 Ad @43} 231 4
of Al MEYA7 ddEE FFE5 F345HA
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=
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2" s BE NAC 4 83 g 7}

Al 24 (S100)& &3 54207 71
2 B (5200); A7 7 AR A 1
%%6}% A(S310) 9}, E2=] 5
Hol 25 #xstd e o35 24
Fel7h e AAbeE 13 2 (5300); Jﬂ 19] o]
Hlo]2(DB)E Faxshe A(S420)9F, 7] #79
FE #dste EAS430)9, 37 ﬂ&r%%?ﬂ(szﬁo)
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Ho
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A

—_
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Az 2 A oJHE AG 9 Feld
B o] Fojx 47| 24H M AR E
BT (payload) & FFat= dAI(5410)8}, F3l/
#o] £ E(payload) 9t H o} wlolEfH o] A(DB) 4 e‘ 1

ol Al 7] #2719 #Ho] == (payload) st 3/t HlolE o]~ (DB)7F A8k 7] == el
7B (2 ) sk SAI(S40) 9, 7] Bee A (5430) ol A 7] #1718 dle] 2 E(payload) et 3l /ot HIoE M
o]z=(DB)7F UAletA] oty atwl i sj7l S AEste SAS50)9h, AT Aol i A V] F 2aE A4t
= BA(M60) R o] FofH 7] 7HE AR EdFe] il EdFAVFE Arbete A4 A (S400); B2
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Z28  #H71& dEdasE B (SH30)2 o]FAA A7) 7 AR AAES JEY AN EEeE A5 34
[e]

, Gyl ER dAHE L2 29A (G H)E o] FoiAlE Wi o] &F 7 ,
o]2) AH(33)%k, APP(Application) MB|(34)¢} A4HE L2 _f:ﬂﬂ(aﬁ)(amﬂ
TAREE, A7) EEd AAHE WE2NX40)¢, F7] WEAA(40)] ¥ E dekeldeH (50) 7,
7] AeQlae (50)0 AAEE F9E60) ¥ JENE TdeE MEYIAA A A %

B sk, DBAH(33) B APPAH (34)7} dAFE L2 ~A(31B)(32)4] Zzt ¢lekel(
A& TEste] g Folnt.

9> % 2ol ¥AE 7”(} dekl WEH 19““ of 4, AR H(100)9] ALEE]
Foj AL} A 2} (gateway) o SFE

101 %i\(ML\c %i)e 324 M) ﬂ~rﬂ 1 Ekls %_ft Mé% 7RO} Q1Ehe1(16,26,35) AlaEo] ghx|ste] Al

¥
=
19,
=
1m
_I_4
&y
ofl
2,
e
>,
>,
k=)
=]
_>|i
o
R
o,
o,
i
é )
é
ruEl )
, L o
(SN
=
3 -
ph
sy
[¢] mlo ol
=2
of
32
O>«

36> A7) &5 o= A1
Aol & —?533}74] wr}.
37> EE, Y WEYZA 01% vwrE, § A2, ®
& s A%, Tedand ¢l
(12 =& 13)4 MAC F409 3745}% o] o
o /o] lﬂ% 1]1%%7](11)9}9] FAE 9s
3

<38> =3 E g

R AR 47 A%E A
711l A% 912 ARenA s 54 an

AR 7R A8 A el AU MIRLR T
g 2 HAAAE AR HE Aol

il

<39> =2
&l

P wu S ARE A1 a}% 12 SHA(s2003, A 2AE A e =
1o S A A AIS0%, P14 G2 2o z
A AAS100)3, 37 A% A2 A2RS dEFAANA Beke A5 33(S500)

<40> A71 AL FAS100) o0 A, A7) Beob Aus wmy] Ayl o)A A akE MAC address 873 (Request) #H S £4
slo] | &z F49F MAC(Media Access Control) F4AE F&3

<4 A7) FRA F29, MC F4, FTHAES YA B 7 dRe] Y E adste] MY HE oA

< ] Az HRS0NA, TP AR AL REEY by Z2E 28] Sl o 2w $ye
£ F2 2300 M AR A28 AN W FEE SREL,

<> ) AR £ 2T MC F2E B8 B 43E 3SR AP AR Axde] 4219

s P A3 BAGANAE, B W AsGNA TR A2 SEES, 3R F2, BEA 2E 52

Aneel S o3& waBTh

s> ) A BAGI0NAE, B Asgeld Bass A7 deld Uge Aaste] fa Eamo] LiH
et

A=Al

il

<462 471 A5 HAS500) MM =, A7 A4 G (S400)o0 M Fral EefFo] TAH AT s A=A A3
(Fake) NAC 52 €H H7& F7Hor BFFoen faf Ande] 4 :

@ R4k A7) R 39 AL AS1000S A8 e Ao sl

-6 -
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<48> ZAE ARy o], U] Al FAH(S100)2 ©Lr](e]d '=rt e oA FAEE NAC £ RS FUEHE
e @AI(S110)9F, A7) NAC 83 #HZ e %A F4 % MAC F4E FE25 @AI(5120)9, A7) =525 NAC
7o) 2dA) FA D NAC FAE MCF 2, P52, 0S(29A47 2z

4% 7). AR, ALRAIT R
55 AR 9 #88 g we(de7]) go]B(TABLE) Y F71atE ©A(S130)8), 7] &8 w=d o
9

AAS) FZ(Guessing)ste @A (5140) 2 T4 T},

49> 7] & e A7 =& golEd et A7t TS gt
<502 <3 >
<51> [=T Eo]H]
<52» MAC F4 IP 4 0S ALE-A} A7k Ay
00:13:D4:04:BD:C0 102.168.1.2 Linux Bk
00:0F:FA:6D:71:2A 192.168.1.1 Windows XP Kimpd IR
00:90:FB:09:0F:17 192.168.1.3 Windows XP ANYTIME Az
<53> upeba o] & AR,
<54 B4 A7) ol AR 249 HE dide] HexY o & AdstE Al B4(5100)2, WESIF A NAC
874 A& SYHE sk, 7] MAC 8 fA ¢ 22X F4e MAC F4F FE3A A
<55> w0, A7l #F 8 MAC 8% (Request) 9] %] F4 2 YAC FAE =& Eo]B(TABLE) ol F71st1, 47
&% =hd gigt SGAA0S) A4S 5 A dr.
<56> = 5E A7 = 39 A2 (520005 A4S JE Ao 55|t}
<57> EAE wkel Zo) Ay A2 #A(S200)2, A7) wE EHo)EY wEd FFAHUW S HdASE @A(S210)8, =
L HolEY »ro HeAAS ddste BA(S220)8, 7] AW o) A" " AR'=EY BE
MAC 4 2.9 sl A A Aad MAC F4AR S8 BA(S230)2 AR
<58> a7 3 2dlE 7] BebAH eo)Ed e vt FAHA Ut
<59 <% 2>
<60 ERA Fh 4] port A7 Action
192.168.2.1 TCP/30 ANYTINE ALLOW
10.10.1.1 TCP/25 ANYTIMNE ALLOW
10.10.1.1 UDP/53 ANYTINE ALLOW

<61 utebA o] & AW HE,

<63> Z 6L A7 = 39 A3 FA(S300)S 443 JER Ao ZExo|t,

<64> LA HReE o)) AT A3 A S300) L, A7) 7MY AR Aadom f9FH e AN ZREF 537 F
2 9 BEdx] XE AF 55 FEIT dA(S310)9F, BFHA T4, BFHA LE, Ad 2 AP9E 55 A
T H EAE Qe BAHY HeolEs xR UlE AFE AAsie BA(S320)2 TR,

<65> A7) ROIAA Elo]BE Fxsto] e oJRE ZAE GA(8320)E, UE oJFE Adee dA(SR2D) 9, A
7] B (SR2DA HEd Ade dF A7S ¥949 (forwarding) 3 HAI(S322) 8, 7] SddA
(S32D) el A AFY A g g AL dA7ste SA(8323) 8 o 29

<662 ulhr] o] AW uH,
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<67> AAR P Azl EdTo] wek gad HFE e AAEE A3 $(5300)2, 3] THE AR Asdow
FHEE Aol Z2EZ 542 Fi4 3 547 £E ¥3 55 FEI ) 7] 2o HelEs Hx
o g o HE Bt

<68> ag 3 4y Bd 29, e Afde dY 7S YD (forwarding) 8F3, 7] Be A3, AR 2
= A A& w718 A He et

<69> B 78 A7 B 39 A4 3A(5400)S A el Ao 52 x|t

<70 ZAE Hke} 71%0], A7) A4 27 (S400)2 #HF o] ) ]E‘:(payload) 3}

FEote SA(410)9F, Fall/otd wle]

Eiﬂﬂol"(DB)é Frets @A (542009, F7] A9 #Hol 2 E(payload) ot 3/ob4 Ho[E M o] A (IB) 9] ¥4

HE wdots SA(5430) ¢k, 7] e A (430) A 7] H7e FHol 2= (payload) #F -3/t Tl o] H

V‘(DB)7} dA st = HolEdl AN s WACGHE) sk GAI(S440)9F, 7] BEEA(5430)001 4 37

714 #H o] = (payload) <} TrBH/‘%“é tlole o] 2(DB)7F dAetA] ofstd sl e dEdte @A
(450) 8k, #1 Aelol tF AL 715 RO A st SAM60) B T4 EH.

<l old §4% Anu,

29 Edge] f3 EF
A He]E Ho| ~(DB)E #

<72 ds A7ME AAbete A4 F4(5400) L, AR HolRE (payload) & FEST
k)

o
Pk 5, A7) #7le] He|EE(payload) S} frell/ebd Hlo]E Hle] = (DB) 9] %‘

<73> A7) Bk A, A7) 79 ol 2= (payload) ¢ /b4 HoJEIH| o] A&(DB)7F S RIstH =& Ho|Eo] F7
e ARG R, 4] wd A, ] A7l o] R E(payload) 9k fral /ot wlelE M)~ (DB)7F €A
g2 opystel g w7l Adsts otk 2 oo Mg A WY BAF 7S 2aE AT

<Td> = 8& A7 = 39 A5 HA(S00)E FAE e Ao EEEelt

<75> EAIE wpe o], A5 H(S500) =B HolBe FAMY(RE)E Fxsle] ot4 =EE %%3}5 A
(S510)9Jr A7 w=ER ARE MC T2 o s TR bt dAl(552009, ] o =&
o BEMC F2 30 da ARE MAC FAR AR THEE BA(S0)E TFHE

<76> meb] oo FAE AW R,

<77 N AR Axug YEGANA Fss A5 $AH(S500)L, =B HolB Y BAYY(LE)E Fxate] o
A wEE TR, 47 A wER ARE MC T4 SF JH 1§ F715o2 A,

<78> aga Ay oA w=e BE NAC Aol s AxlA VAC F4E #7ls TeA He slot},

<19> ol dol A9} o] E Wl e shael <lglel(In-line) 7|E A, AA EfZFHA FAL ekel(in-line)

Fei7k oA, B2 GAAE] Hogu S ARstel BARAY Fo2d TH Anel(Inline) T4
A% e 0 FAL @ 5 3

<80> w2 odwe Yy EQT nekdn Ax A, UEHRT 9 flo] AWE HAT £ UA ey, A
Ao Ao o) TAstE WEYA Aol B4HSingle point of failure)o] YRR o, A7H UEHA

;E}H]—‘C— 7hde] 1kl (in-line) T4 % A& F3A ¥ B4 & JA Fowg &= A9 A4S v A
7 o] 3l

<8l TS, B AHe HoMRE AREA 9EE ke EYYERT olyE Y YEYA el e @
71 7¥e]l B4 2 EYI L Ao £ 9l o] Ho] Ut}

<8Z> wer, B AR ted] i g bdvh AlaEle] AMS-EAl B o) EfFs RAANTE AAES
adFow AP 4 e FHo 3

<l> FA o] FHE,

2> B 2e 2 ¥4l AEys Y g vEYZ HebdAY FAR,

- 8-
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(54) Virtual In-line Network Security Method

(57) Abstract

This invention is a system that analyzes network packets to determine conformity with security policy and presence/absence
of intrusion, and it pertains to a virtual in-line network security method that modulates the responses to MAC address requests
of devices requiring control among the devices present in a network segment or the same VLAN into a security equipment’s
MAC address without installing a physical in-line structure in order to cause the communication details of the devices to go
through the security equipment, where the conformity with the security policy is determined in order to perform the access
control. The composition of the invention includes: A Ist process (S100) that determines whether a particular equipment is
suitable for virtual path routing; a 2nd process (S200) that routes the virtual path of the applicable equipment when the specific
equipment is determined to be suitable for virtual path routing through the aforesaid 1st process (S100); a 3rd process (S300)
that inspects whether the traffic of the virtual path routed is in conformity with the security policy; a 4th process (S400) that
inspects whether the traffic of the aforesaid virtual path is a harmful traffic; and, a 5th process (S500) that separates the system
of the aforesaid virtual path from the network.
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Scope of Claims
Claim 1

In an in-line network mechanism consisting of a network mechanism achieved by inclusion of multiple internal networks
encompassing multiple devices and an L2 switch (hub) connected to the aforesaid devices, an L2 switch (hub) connected to a
DB (database) server and APP (application) server, a backbone switch connected to the aforesaid hubs, in-line firewall
connected to the aforesaid backbone switch, a router connected to the aforesaid in-line firewall and the internet and construction
of an in-line system on each one of the aforesaid internal network’s hub and L2 switch (hub) connected to the DB server and
APP server, a security method for virtual in-line network characterized by:

A st process that determines whether a particular equipment is subject to virtual path routing (S100), which consists of the
step of monitoring MAC request packet generated in the aforesaid device (node) (S110), the step of extracting the origin address
and MAC address of the aforesaid MAC request packet (S120), the step of adding the aforesaid origin address and MAC address
of the MAC request packet to the node table (TABLE) that can store and verify MAC address, IP address, OS (operating
system), user, time of use, and operation method (S130) and the step of estimating (guessing) the operating system (OS) of the
aforesaid extracted node (S140);

a 2nd process that routes the virtual path of the applicable equipment (S200) when a particular equipment is considered suitable
for virtual path routing through the aforesaid Ist process (S100), which consists of the step of configuring the method of
operation of the node of the aforesaid node table (S210), the step of connecting security policy to the node of the node table
(S220) and the step of responding with MAC address of the virtual path system to all MAC address requests from the “virtual
path” node configured through the aforesaid method of operation (S230);

a 3rd process that inspects whether the traffic of the aforesaid virtual path routed is in conformity with the security policy
(S300), which consists of the step of extracting the protocol, destination address, destination port number, etc. from packets
entering into the aforesaid virtual path system (S310) and the step of determining whether to respond by referring to the security
policy table that can store and verify the destination address, destination port, time zone, and execution (S320);

a 4th process that inspects whether the traffic of the aforesaid virtual path is a harmful traffic (S400), which consists of the step
of extracting a packet’s payload (S410), the step of referring to a harmful/malicious database (DB) (S420), the step of
determining whether the aforesaid packet’s payload matches the harmful/malicious database (DB) (S430), the step of modifying
(blocking) the method of operation on the aforesaid node table (S440) if the aforesaid packet’s payload matches the
harmful/malicious database (DB) in the aforesaid determination step (S430), the step of transmitting the packet (S450) if the
aforesaid packet’s payload does not match the harmful/malicious database (DB) in the aforesaid determination step (S430) and

the step of producing an inspection record log of the action (S460); and,

a 5th process that separates the aforesaid virtual path’s system from the network (S500), which consists of the step of classifying
malicious node by referring to the method of operation (mode) of the aforesaid node table (S510), the step of periodically
transmitting false MAC address response packets to the aforesaid malicious node (S520) and the step of sending packets to

false MAC addresses in response to all MAC address requests from the aforesaid malicious node (S530).
Claim 2

Deleted

Claim 3

Deleted

Claim 4

Deleted

Claim 5

A security method for virtual in-line network described in Claim 1 that is characterized by:

The step of determining whether to respond (S320) by referring to the security policy table of the aforesaid 3rd process (S300)
consisting of the step of determining whether or not to respond (S321), the step of forwarding the corresponding packet (S322)
if permitted in the aforesaid determination step (S321) and the step of discarding the corresponding packet (S323) if rejected

in the aforesaid determination step (S321).
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Claim 6

Deleted

Claim 7

Deleted

Specification

Detailed Description of the Invention
Purpose of the Invention

Technical Field of the Invention and Prior Art
<13> The invention pertains to a system for analyzing network packets to determine the conformity with security policy and
presence/absence of intrusion as in network intrusion blocking systems (firewall) and intrusion prevention systems, and more
particularly a security method for virtual in-line network that modulates responses to MAC address requests from devices
requiring control among the devices present in a network segment or the same VLAN into a security equipment’s MAC
address without installing a physical in-line structure in order to cause the communication details of the devices to go through

the security equipment, where the conformity with the security policy is determined to perform access control.

<14> Network security equipment such as firewalls or intrusion prevention systems like the ones noted can be divided into a router

mode or a bridge mode according to the installation configuration.

<15> In the aforesaid router mode, the IP address bandwidth of the network interface card where packets are inputted and the IP

address bandwidth of the network interface card where packets are outputted are installed differently from each other.
<16> Installing equipment on a network that is already using this method requires changing the existing network IP address format.

<17> Unlike the aforesaid router mode, the aforesaid bridge mode uses a network address bandwidth of the same IP bandwidth
for the input network interface card and the output network interface card, and therefore, there is no need to change the
network IP upon installation unlike the router mode, and the only processes needed are physically switching network lines

and inserting the equipment.

<18> On the other hand, typical network security equipment is manifested in an in-line configuration where existing network lines

are severed and security equipment is installed midway regardless of the router mode or bridge mode.

<19> Because such conventional installation of network security equipment is configured in the in-line format in both router mode
and bridge mode, the physical in-line structure could not avoid interruption in network use upon installation work, post-
installation delay in the speed after normal communication flow is established, and network communication failure in the

event of the installed equipment’s failure.

<20> In the end, such in-line configuration had the advantage of heightening security as all packets passing through the network
became visible, yet the aforesaid in-line configuration caused the problem of delay in speed and the loss of communication

in the event of a failure for all devices.
<21> Such conventional system is explained by referring to Fig. 1.

<22> As shown, in order to restrict communication from Device 1 (11) of Internal Network 1 (10) to Device 4 (21) of Internal
Network 2 (20), a conventional network security mechanism will control the communication traffic through in-line
installation of Security Equipment 1 (15) in the segment between L2 Switch 1 (14) and Backbone Switch (40).

<23> Because Security Equipment 1 (15) installed on the aforesaid L2 Switch 1 (14) and Backbone Switch (40) segment requires
all traffic from Internal Network 1 (10) to other networks to pass through the security equipment, the pass/block decision is
made based on the conformity with the policy by referring to the header information (origin address, destination address,

destination port, etc.) of TCP/IP packets transmitted between communication counterparts.
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<24> Such configuration of typical in-line network security equipment causes the adverse effect of network speed delays during

communication and network disconnection in the event of a security equipment failure.

<25> In addition, communicating between Device 1 (11) and Device 2 (12) in Internal Network 1 (10) retains the limitation of the
inability to control the connection because the packets transmitted between the two devices do not pass through Security
Equipment 1 (15).

Technical Objectives that the Inventions Intends to Achieve

<26> The invention is designed to solve the above-described problems, and the invention’s objective is to provide a virtual in-line
network security method that can provide the same security operation as a physical in-line configuration by causing
communication parties to communicate through security equipment despite the fact that the actual physical configuration is

not in the in-line format.

<27> Also, another objective of the invention is to provide a virtual in-line network security method that allows installation of
equipment without network interruption upon installing security equipment on the network, does not cause spread of network
failure (single point of failure) which conventionally occurs upon equipment failure, and prevents delay in speed by allowing
authorized network equipment to communicate without going through the virtual in-line equipment.

<28> Further, another objective of the invention is to provide a virtual in-line network security method that controls
communication and traffic between devices on the same network as well as traffic heading to external destinations through
the security equipment.

<29> In addition, another objective of the invention is to provide a virtual in-line network security method suitable for controlling
use by unauthorized systems on multiple internal networks and for use in effectively blocking systems that causes abnormal
traffic.
Composition and Effects of the Invention
<30> In an in-line network mechanism consisting of a network mechanism achieved by inclusion of multiple internal networks

encompassing multiple devices and an L2 switch (hub) connected to the aforesaid devices, an L2 switch (hub) connected to
a DB (database) server and APP (application) server, a backbone switch connected to the aforesaid hubs, in-line firewall
connected to the aforesaid backbone switch, a router connected to the aforesaid in-line firewall and the internet and
construction of an in-line system on each one of the aforesaid internal network’s hub and L2 switch (hub) connected to the
DB server and APP server, the invention designed to achieve aforesaid objectives is characterized by a virtual in-line network
security method comprising of: A 1st process that determines whether a particular equipment is subject to virtual path routing
(S100), which consists of the step of monitoring MAC request packet generated in the aforesaid device (node) (S110), the
step of extracting the origin address and MAC address of the aforesaid MAC request packet (S120), the step of adding the
aforesaid origin address and MAC address of the aforesaid extracted MAC request packet to the node table (TABLE) that
can store and check MAC address, IP address, OS (operating system), user, time of use, and operation method (S130) and
the step of estimating (guessing) the operating system (OS) of the aforesaid extracted node (S140); a 2nd process that routes
the virtual path of applicable equipment (S200) when a particular equipment is considered suitable for virtual path routing
through the aforesaid 1st process (S100), which consists of the step of configuring the method of operation of the node of the
aforesaid node table (S210), a step of linking security policy to the node of the node table (S220) and the step of responding
with MAC address of the virtual path system to all MAC address requests from the “virtual path” node configured through
the aforesaid method of operation (S230); a 3rd process that inspects whether the traffic of the aforesaid virtual path routed
is in conformity with the security policy (S300), which consists of the step of extracting the protocol, destination address,
destination port number, etc. from packets entering into the aforesaid virtual path system (S310) and the step of determining
whether to respond by referring to the security policy table that can store and verify the destination address, destination port,
time zone, and execution (S320); a 4th process that inspects whether the traffic of the aforesaid virtual path is a harmful
traffic (S400), which consists of the step of extracting a packet’s payload (S410), the step of referring to a harmful/malicious
database (DB) (S420), the step of determining whether the aforesaid packet’s payload matches the harmful/malicious
database (DB) (S430), the step of modifying (blocking) the method of operation on the aforesaid node table (S440) if the
aforesaid packet’s payload matches the harmful/malicious database (DB) in the aforesaid determination step (S430), the step
of transmitting the packet (S450) if the aforesaid packet’s payload does not match the harmful/malicious database (DB) in
the aforesaid determination step (S430) and the step of producing an inspection record log of the action (S460); and, a 5th
process that separates the aforesaid virtual path’s system from the network (S500), which consists of the step of classifying
malicious node by referring to the method of operation (mode) of the aforesaid node table (S510), the step of periodically
transmitting false MAC address response packets to the aforesaid malicious node (S520) and the step of sending packets to

-5-
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false MAC addresses in response to all MAC address requests from the aforesaid malicious node (S530).

<31> Below, desirable embodiment of the invention is explained in greater details by referring to the accompanying drawings:
<32> Fig. 2 is a schematic diagram of a virtual in-line network security mechanism to which the present invention is applied.
<33> As shown, the virtual in-line network security mechanism to which the present invention is applied operates after connecting

the equipment to the network in the form of a general device, unlike the conventional configuration.

<34> In other words, in a network mechanism comprising multiple internal networks encompassing multiple devices and an L2
switch (hub) connected to the aforesaid devices, an L2 Switch (hub) (32) connected to a DB (database) Server (33) and APP
(Application) Server (34), a Backbone Switch (40) connected to the aforesaid hubs, In-line Firewall (50) connected to the
aforesaid Backbone Switch (40), a Router (60) connected to the aforesaid In-line Firewall (50) and the internet, it is achieved
by constructing of an in-line system (16, 26, 35) on each one of the aforesaid internal network’s hub and L2 Switch (hub)
(32) connected to the DB Server (33) and APP Server (34).

<35> To control the network of Device 1 (11) of Internal Network 1 (100) in the invention applied to the virtual in-line network
supplementation mechanism composed in this manner, Device 1 (11) requests the packet to be addressed to the hardware
address (MAC address) of the communication counterpart or the forwarder (gateway), and the virtual inline system (16, 26,

35) detects such address request and responds to Device 1 (11) with its MAC address.

<36> With the packet generated in Device 1 (1) arriving at the virtual in-line system after the aforesaid response, access control

is performed by analyzing the packet’s information and data.

<37> In addition, in order to prevent devices on the same network such as Device 2 or Device 3 from forwarding the packet
directly to Device 1 (11), the virtual in-line system responds with its MAC address to all MAC address requests from a
specific device (12 or 13) among all devices on the network that intends to forward packets directly to Device 1 (11), which

causes all packets inputted/outputted for communication with Device 1 (11) subject to control to go through the security

sensor.
<38> Fig. 3 is a control flowchart of the virtual in-line network security method of the invention.
<39> As shown, the virtual in-line network security method embodying the invention includes the 1st process (S100) that

determines whether a particular equipment is subject to virtual path routing, the 2nd process (S200) that configures a virtual
path of the equipment if the equipment is determined to be suitable for virtual path routing through the Ist process (S100),
the 3rd process (S300) that inspects whether the traffic of the aforesaid virtual path routed is in conformity with the security
policy, the 4th process (S400) that inspects whether the traffic in the aforesaid virtual path is a harmful traffic, and the 5th
process (S500) that separates the virtual path’s system from the network.

<40> In the 1st process (S100) described above, the aforesaid security equipment analyzes the MAC address request packet

generated in the device equipment and extracts the origin address and MAC (Media Access Control) address.

<41> Whether it is a system subject to a virtual path is determined based on the aforesaid origin address, MAC address, client’s

operating system (OS), and other device conditions.

<42> In the 2nd process (S200) described above, once it is determined to be subject to a virtual path, the virtual path system

responds with its MAC address to the MAC address request generated in the target system to route a virtual path.

<43> Even if another device requests the MAC address of the system subject to the aforesaid virtual path, the virtual path system
sends ARP packet to its MAC address.

<44> In the 3rd process (S300) described above, whether to pass is determined by inspecting the protocol, destination address,

destination port, etc. of the packet generated in the aforesaid target system.

<45> In the 4th process (S400) described above, the data content of the packet generated in the target system is inspected to

determine whether any harmful traffic is contained.

<46> In the 5th process (S500) described above, false (fake) MAC address response packets are transmitted periodically to a system
found to have harmful traffic in the aforesaid 4th process (S400), thereby blocking the communication of the harmful system
entirely.

<47> Fig. 4 is a control flowchart depicting the details of the 1st process (S100) of the aforesaid Fig. 3.
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<48> As shown, the aforesaid Ist process (S100) consists of the step of monitoring MAC request packet generated in a device
(hereinafter referred to as “node”) (S110), the step of extracting the origin address and MAC address of the MAC request
packet (S120), the step of adding the origin address and MAC address of the extracted MAC request packet to the node
(device) table that can store and verify MAC address, IP address, OS (operating system), user, usage time and the method of
operation (mode), etc. (S130), and the step of estimating (Guessing) the operating system (OS) of the extracted node (S140).

<49> Table 1 below shows an example of the aforesaid node table.

<50> <Table 1>

<51> [Node Table]

52> MAC address IP address oS User Time Operation

method

00:13:D4:04:BD:CO0 192.168.1.2 Linux Allow
00:0F:EA:6D:71:2A 192.168.1.1 Windows XP Kimpd Virtual path
00:90:FB:09:0F:17 192.168.1.3 Windows XP ANYTIME | Separation

<53> Therefore, according to the above,

<54> the 1st process (S100), which determines whether a particular device is subject to a virtual path routing, monitors MAC

request packets on the network and extracts the origin address and MAC address of the MAC request packets.

<55> In addition, the origin address and MAC address of the extracted MAC request packet are added to the node table (TABLE)
and it becomes possible to recognize the operating system (OS) of the aforesaid extracted node.

<56> Fig. 5 is a control flowchart depicting the details of the 2nd process (S200) of the aforesaid Fig. 3.

<57> As shown, the 2nd process (S200) consists of the step of configuring the method of operation on the node of the aforesaid

node table (S210), the step of linking the security policy to the node of the node table (S220), and the step of responding with
the virtual path system’s MAC address to all MAC address requests of the “virtual path” node configured by the aforesaid
method of operation (S230).

<58> Table 2 below shows an example of the aforesaid supplementary policy table.
<59> <Table 2>
<60> Destination address Destination port Time zone Action
192.168.2.1 TCP/80 ANYTIME ALLOW

10.10.1.1 TCP/25 ANYTIME ALLOW

10.10.1.1 UDP/53 ANYTIME ALLOW
<61> Therefore, according to the above,
<62> if through the aforesaid 1st process (S100), a particular equipment is determined to be suitable for virtual path routing, the

2nd process (S200), which is routing the virtual path of the applicable equipment, configures the method of operation in the
node of the aforesaid node table, links the security policy to the node of the aforesaid node table, and responds with the MAC
address of the virtual path system to all MAC address requests of the “virtual path” node configured by the aforesaid method

of operation.
<63> Fig. 6 is a control flowchart depicting the details of the 3rd process (S300) of the aforesaid Fig. 3.
<64> As shown, the aforesaid 3rd process (S300) consists of the step of extracting the protocol, destination address, destination

port number, etc. from the packets entering the virtual path system (S310) and the step of deciding whether to respond by
referring to the security policy table (S320) that can store and verify the destination address, destination port, time zone,

execution, etc.

<65> The step of determining whether to respond (S320) by referring to the security policy table further includes the step of
determining whether to respond (S321), the step of forwarding the corresponding packet (S322) in case of permission in the
aforesaid determination step (S321) and the step of discarding the corresponding packet (S323) in case of rejection in the
aforesaid determination step (S321).
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<66> Therefore, according to the above,

<67> the 3rd process (S300), which inspects whether the traffic of the virtual path routed is in conformity with the security policy,
extracts the protocol, destination address, destination port number, etc. from the packet entering the virtual path system, and
determines whether to respond by referring to the aforesaid security policy table.

<68> And if the above determination results in permission, the corresponding packet is forwarded, whereas the packet is discarded

in case of rejection.
<69> Fig. 7 is a control flowchart depicting the details of the 4th process (S400) of the aforesaid Fig. 3.

<70> As shown, the aforesaid 4th process (S400) consists of the step of extracting a payload of a packet (S410), the step of
referring to the harmful/malicious database (DB) (S420), the step of determining whether the packet's payload matches the
harmful/malicious database (DB) (S430), the step of modifying (blocking) the method of operation in the node table (S440)
if the payload (payload) of the aforesaid packet matches the harmful/malicious data base (DB) in the aforesaid determination
step (S430), the step of transmitting the corresponding packet (S450) if the payload of the aforesaid packet does not match
the harmful/malicious database (DB) in the aforesaid determination step (S430), and the step of producing the audit record
log for the action (S460).

<71> To examine the operation,

<72> the 4th process (S400), which inspects whether the traffic in the virtual path is harmful traffic extracts the packet’s payload,
refers to the harmful/malicious database (DB) and determines whether the packet’s payload matches the harmful/malicious
database (DB).

<73> If the aforesaid determination results in a match between the aforesaid packet’s payload and the harmful/malicious database

(DB), the method of operation is changed (blocked) in the node table. If the payload of the aforesaid packet does not match
the harmful/malicious database (DB), the corresponding packet is transmitted. Next, an inspection record log of the action is

produced.
<74> Fig. 8 is a control flowchart depicting the details of the Sth process (S500) of the aforesaid Fig. 3.
<75> As shown, the 5th process (S500) consists of the step of classifying malicious nodes (S510) by referring to the operation

method (mode) of the node table, the step of periodically transmitting false MAC address response packets to the aforesaid
malicious node (S520) and the step of sending packets of false MAC addresses in response to all MAC address requests of
the malicious node (S530).

<76> To examine the operation,

<77> the Sth process (S500), which separates the virtual path system from a network, refers to the method of operation (mode) of
the node table to classify malicious nodes and periodically transmits false MAC address response packets to the malicious
node.

<78> And it sends packets of false MAC addresses in responds to all MAC address requests of the aforesaid malicious node.

Effects of the Invention

<79> As described above, the invention is a virtual in-line technology, and its physical configuration is not an actual in-line; yet,
by causing communication parties to communicate through the security equipment, it can perform the same security operation

as in a physical in-line configuration.

<80> Also, the invention has the advantage of enabling installation of the security equipment on network without any network
interruption, preventing the spread of network failure (single point of failure) conventionally seen in equipment failures and
preventing delay in speed by allowing authorized network equipment to communicate without going through the virtual in-
line equipment.

<81> In addition, the invention has the advantage of being able to control the traffic and communication between the devices on
the same network as well as the outward traffic going through the security equipment.

<82> Further, the invention has the advantage of controlling use by unauthorized systems in multiple internal networks and
effectively blocking the systems that generate abnormal traffic.

Brief Description of Drawings

<1> Fig. 1 is a schematic drawing of a conventional network security mechanism.
<2> Fig. 2 is a schematic drawing of a virtual in-line network security mechanism to which the present invention is applied.
-8-
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<3> Fig. 3 is a control flowchart of the virtual in-line network security method of the invention.
<4> Fig. 4 is a control flowchart depicting the details of the 1st Process of the aforesaid Fig. 3.
<5> Fig. 5 is a control flowchart depicting the details of the 2nd Process of the aforesaid Fig. 3.
<6> Fig. 6 is a control flowchart depicting the details of the 3rd Process of the aforesaid Fig. 3.
<7> Fig. 7 is a control flowchart depicting the details of the 4th Process of the aforesaid Fig. 3.
<§> Fig. 8 is a control flowchart depicting the details of the 5th Process of the aforesaid Fig. 3.
<9> <Description of the Symbols Indicating Primary Elements of the Drawings>

<10> 100: Internal Network 1 200: Internal Network 2

<11> 16, 26, 35: In-line 40: Backbone Switch

<12> 50: In-line Firewall 60: Router

Drawings
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Fig. 2
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Fig. 3
S100-~ A:pplicability determination process (lrstrProces:s)
§200—~._/| Virtual path routing process (2nd Process)
§300 "'Secélrity policy conformity inspection process (3r(:i Process)
S400 ""\v.:Harmful traffic inspection process (4th Proces:s)
5500 "“\_,i Network separation process (5th Process) |
End
Fig. 4
( Start )
S110-™. :MAC request packet monitorin;%
S120 .. Address extraction
S130~. Addition to node table
5140 .4 Operating system guessing
End
Fig. 5
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Fig. 7
{ Start >
S410"'K\./| Payload extraction |
S420 ’A\_,i Referring to database |
S430
) No
Match? -
Y 5450
€S _/'
| I
$440-~~_{ Operation method |. Packet
modification (block) transmission
460 Inspection record log production
End
Fig. 8

{ Start '

5510~

Malicious node classification

5020

Periodic transmission

_. [
5930 -™ Transmission of packets to false MAC addresses
L ]

End

-13-

Registered Patent 10-0765340

FORTINET EX1005 Page 26



0

TRANSPERFECT

STATE OF NEW YORK
CITY OF NEW YORK
COUNTY OF NEW YORK

CERTIFICATION

I, Jacqueline Yorke, as an employee of TransPerfect Translations, Inc., do hereby
certify, to the best of my knowledge and belief, that the provided Korean into English
translation(s) of the source document(s) listed below are true and accurate under

penalty of perjury:
= EX1005- KR_100765340_B1

TransPerfect Translations, Inc., a translation organization with over 9o offices on six
continents, is a leader in professional translations. TransPerfect Translations, Inc. has
over twenty years experience translating into the above language pair, its work being
accepted by business organizations, governmental authorities and courts throughout
the United States and internationally.

TransPerfect Translations, Inc. affirms that the provided translation was produced in
according to our ISO 9001:2015 and ISO 17100:2015 certified quality management
system, and also that the agents responsible for said translation(s) are qualified to
translate and review documents for the above language pair, and are not a relation to
any of the parties named in the source document(s).

L%? @’Lﬁk,

Jé.eﬁue’iine Yorke, Project Manager

Sworn to before me this
Monday, July 07, 2025

ANV

Signature, N(;f:ary Public

WENDY POON
Notary Public - State of New York
No. 01PO0000184
Qualified in Queens County

My Commission Expires February 02,20 27

Stamp, Notary Public

LANGUAGE AND TECHNOLOGY SOLUTIONS FOR GLOBAL BUSINESS
1250 BROADWAY, 32ND FLOOR, NEW YORK, NY 10001 | T 212.689.5555 | F212.689.1059 | WWW.TRANSPERFECT.COM
OFFICES IN 90 CITIES WORLDWIDE

FORTINET EX1005 Page 27



	EX1005 - KR_100765340_B1
	Bibliography
	Abstract
	Description

	EX1005 - KR_100765340_B1_EN
	EX1005 - KR_100765340_B1_cert



