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EXHIBIT 14 – U.S. Patent No. 8,515,925 

Plaintiff asserts that the following products (“Accused Instrumentalities”) infringe the Asserted Claims of U.S. patent No. 8,515,925: 
Any enterprise computer system that runs, executes, or uses Samsung’s Knox Suite, including the Knox Admin Portal (including the 
Knox Manage Portal and/or the Knox Guard Portal), the Knox Cloud Services (including Knox Mobile Enrollment (KME), Knox 
Manage, Knox Enterprise Firmware Over the Air (E-FOTA), Knox Asset Intelligence (KAI), Knox Configure, Knox Guard, Samsung 
Care+ for Business, Knox Managed Service Provider (MSP), and/or the Knox Deployment Program), and Knox Agent, and optionally 
including Knox Platform for Enterprise (KPE), Knox Remote Support, Knox Capture, Knox Authentication Manager, and/or the Knox 
Deployment Program (collectively, the “Accused Knox Products”). 

Claim 1 Accused Knox Products 

[1PRE] A method for 
providing a clearinghouse 
for communications 
networks, comprising: 

The Accused Knox Products perform the claimed method for providing a clearinghouse for 
communications networks. 
As evidenced herein, the Accused Knox Products enable intermediaries, such as information 
technology (IT) administrators for an enterprise using the Accused Knox Products , to deploy new or 
existing telecommunications assets (e.g., wireless devices of enterprise personnel) and determine 
where service and which service is best or more preferred to the end user, and to control the operation 
of such telecommunications assets for enhanced operation. According to the ’794 Patent, these 
features characterize a “clearinghouse system.” See e.g., Col. 10, ll. 22-36. For example, the Accused 
Knox Products provide a central, computerized intermediary by which IT administrators can deploy, 
monitor, and manage end-user wireless devices connected to one or more communications network. 
Accordingly, the Accused Knox Products provide a clearinghouse for communications networks. 
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Samsung Knox Documentation, Secure Remote Access, 

https://docs.samsungknox.com/admin/fundamentals/whitepaper/samsung-knox-mobile-
security/network-security/secure-remote-access/ (last accessed September 2, 2025). 

 

Samsung Ex. 1005, Page 2 of 123



Ex. 14 – U.S. Patent No. 8,515,925 

Exhibit 14, p. 3 
 

 
Samsung Knox 101: Understanding Samsung’s mobile security platform, 

https://insights.samsung.com/2024/08/28/samsung-knox-101-understanding-samsungs-mobile-
security-platform-2/ 

 
The Accused Knox Products  provide a network management platform through a network 
communication interface for managing mobile devices that interact with an enterprise network. The 
Accused Knox Products  include Knox Platform for Enterprise (KPE), Knox Mobile Enrollment 
(KME), Knox Manage, Knox E-FOTA, Knox Asset Intelligence (KAI), Knox Remote Support, Knox 
Capture, Knox Authentication Manager, Knox Configure, and Knox Guard. 
The Knox Service Guide v3.05 describes Knox Manage as an enterprise mobility management 
(EMM) platform that includes an EMM console that allows IT administrators to manage mobile 
devices enrolled with Knox Manage. Knox Service Guide v3.05, p. 7. The Knox Manage Client (e.g., 
application) is deployed to managed mobile devices when they are enrolled with Knox Manage. Knox 
Service Guide v3.05, p. 5. In one example, the managed mobile device can be configured, through the 
EMM application, to report device location information to the EMM console. 
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See https://image-us.samsung.com/SamsungUS/samsungbusiness/pdfs/Samsung-KNOX-QuickStarts-
3v05.pdf (“Knox Service Guide v3.05”) 

 
Knox Service Guide v3.05, p. 7 (annotated). 

 
Samsung published several documents outlining the functionality of Accused Knox Products , 
including user guides, promotional documents, and white papers. The figures below, from Samsung 
Knox White Paper v1.5, show the network communication interface that allows for the secure transfer 
of information between the managed mobile devices and enterprise servers on the enterprise network.  
See https://image-us.samsung.com/SamsungUS/samsungbusiness/solutions/topics/iot/071421/Knox-
Whitepaper-v1.5-20210709.pdf (“Knox White Paper v1.5”) 
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Knox White Paper v1.5, pp. 35 (left), 37 (Right). 

 
The image below shows the EMM console of Knox Manage that allows the IT admin to enroll, 
configure, manage, or review information associated with the managed mobile devices. See 
https://docs.samsungknox.com/admin/knox-platform-for-enterprise/assets/knox-manage-knox-
platform-for-enterprise-guide-v3.0.pdf (“Samsung Knox Manage 22.5”) 

Samsung Ex. 1005, Page 5 of 123



Ex. 14 – U.S. Patent No. 8,515,925 

Exhibit 14, p. 6 
 

 
Samsung Knox Manage 22.5, p. 8 

[1A] providing one or more 
computers which interface 
with a database, the 
database including 
performance, quality of 
service, or perceived 
communications service 
quality or value 
information, experienced or 
desired, for one or more 
mobile or fixed devices or 
end users, for one or more 
geographic locations of said 
one or more mobile or fixed 

The Accused Knox Products provide one or more computers which interface with a database, the 
database including performance, quality of service, or perceived communications service quality or 
value information, experienced or desired, for one or more mobile or fixed devices or end users, for 
one or more geographic locations of said one or more mobile or fixed devices, or end users, and one 
or more of records pertaining to one or more telecommunications carriers which identify infrastructure 
type and/or location information for one or more locations, and public records which include, for a 
plurality of geographic locations, one or more of: addresses, maps, location coordinates, or mapping 
information for said geographic locations, zoning information for said geographic locations, local 
ordinances for said geographic locations, contact information for government officials for said 
geographic locations, and information about one or more carriers serving said geographic locations. 
For example, the Accused Knox Products include and/or utilize IT administrator’s computers that 
access the Knox Admin Portal, which includes one or more web-based portals that interface with one 
or more cloud-based computers and databases of the Knox Cloud Services. According to Samsung, 
“[w]ith Knox Cloud Services, enterprise IT administrators can access a range of device management, 
monitoring, security, and customization solutions for their fleet of devices.” Samsung Knox 
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devices, or end users, and 
one or more of 
records pertaining to one or 
more telecommunications 
carriers which identify 
infrastructure type and/or 
location information for one 
or more locations, and 
public records which 
include, for a plurality of 
geographic locations, one or 
more of: addresses, maps, 
location coordinates, or 
mapping information for 
said geographic locations, 
zoning information for said 
geographic locations, local 
ordinances for said 
geographic locations, 
contact information for 
government officials for 
said geographic locations, 
and information about one 
or more carriers serving said 
geographic locations; 
 

Documentation, Fundamentals, Introduction, the Big Picture, 
https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025).  

 

 
Samsung Knox Documentation, Fundamentals, Introduction, the Big Picture, 

https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025) (annotated). 
 

The Accused Knox Products provide “[s]torage of device analysis data,” to facilitate “[r]eal-time 
monitoring of devices,” “[s]upport for audits that verify system events, applied policies, tampering 
and compliance violations,” and “[s]upport for appropriate actions after audit.” Samsung Knox 
Documentation, Knox Manage, Introduction, Features and key strengths, 
https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-key-
strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d
ata (last accessed September 2, 2025).  
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Samsung Knox Documentation, Knox Manage, Introduction, Features and key strengths, 

https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-key-
strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d

ata (last accessed September 2, 2025). 
 

The device analysis data stored by the databases of the Accused Knox Products include quality of 
service, communications service quality, and value information for one or more mobile devices of 
enterprise end users. This data are associated with geographic locations of the more mobile devices. 
For example, the Accused Knox Products capture “mobile signal strength” data (a type of 
performance or quality of service, communications service quality, and value information for one or 
more specific locations), which enables the identification of “devices situated in areas with weak 
cellular coverage or potential dead zones.” Samsung Knox Documentation, Knox Asset Intelligence, 
Dashboard, Location dashboard, Use location dashboard, https://docs.samsungknox.com/admin/knox-
asset-intelligence/dashboard/location-dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n  (last accessed September 2, 2025). 
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Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 
location dashboard, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-

dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico

n (last accessed September 2, 2025). 
 

The Accused Knox Products further provide admin interfaces, via dashboards (e.g., location 
dashboards) that include maps of device distributions for enterprise end user devices across a given 
area. Mobile signal strength data can be displayed via such maps, which enables IT administrators to 
quickly correlate device IDs with each mobile signal strength statuses. This further illustrates how the 
Accused Knox Products utilize performance or quality of service information associated with specific 
locations. See Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location 
dashboard, Use location dashboard, https://docs.samsungknox.com/admin/knox-asset-
intelligence/dashboard/location-dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n (last accessed September 2, 2025). 
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Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 

location dashboard, https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-
key-

strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d
ata (last accessed September 2, 2025). 

 
The databases of the Accused Knox Products further include records pertaining to one or more 
telecommunications carriers which identify infrastructure type and/or location information for one or 
more locations. For example, the Accused Knox Products provide performance information, such as 
mobile network usage, on a “per carrier” basis. This helps monitor and measure how device users are 
using mobile data by collecting data about mobile data usage by network generations and carrier. For 
example, device users might primarily be using 4G networks, meaning a 5G data plan could be 
unnecessary. See Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, 
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Network insights, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-
insights/mobile-network-usage/ (last accessed September 2, 2025).  According to Samsung, “Knox 
Asset Intelligence collects the MCC/MNC code and matches it to a carrier name.” See id. 
 

 
Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Overview, 

https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/overview/ (last accessed 
September 2, 2025) 

 
This information includes identify infrastructure type and/or location information for one or more 
locations. For example the Accused Knox Products can determine and visually depict how much of 
different cellular infrastructures are used (e.g., 5G, 4G, 3G, 2G, etc.).  
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Network insights, 

https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-insights/mobile-
network-usage/ (last accessed September 2, 2025). 

 

Samsung Ex. 1005, Page 12 of 123



Ex. 14 – U.S. Patent No. 8,515,925 

Exhibit 14, p. 13 
 

 
Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Network insights, 

https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-insights/mobile-
network-usage/ (last accessed September 2, 2025). 

 
The Accused Knox Products store, access, and display records that include location information for 
one or more locations. For example, the Accused Knox Products allow IT administrators to “view the 
outdoor location of your devices in real time.” Samsung Knox Documentation, Home, Knox Asset 
Intelligence, Dashboard, Location dashboard, https://docs.samsungknox.com/admin/knox-asset-
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intelligence/dashboard/location-dashboard/overview/ (last accessed September 5, 2025). Through the 
Location dashboard, you can easily send commands to locate lost or stolen devices, send notifications 
to device users, or ping devices to get their last-known location. See id. 
 

Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Location dashboard, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-dashboard/use-the-

location-dashboard/ (last accessed September 5, 2025). 
 
The Accused Knox Products provide a network communication interface between an IT admin 
through the EMM console and the EMM client on the managed mobile devices. The EMM console 
network communication interface provides a front-end interface for an IT administrator to manage, 
configure, and review information associated with managed mobile devices.   
The figure below shows the EMM console which provides a front-end interface for the IT 
administrator on a first computer device to review a database of mobile device profiles. The figure 
below, from Samsung’s Knox E-FOTA On-Premises Admin Guide, shows a database of information 
corresponding to each mobile device managed by an employer. In this example, the EMM console 
accesses device information from a Knox database for user type, operating system version, security 
patch version, and firmware version for the managed mobile devices.  
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Knox E-FOTA On-Premises Admin Guide, p. 15 

 
The Knox Asset Intelligence (KAI) service, as part of the Accused Knox Products , allows the EMM 
console to monitor network information associated with each of the managed mobile device, as 
described below.  

 
See https://docs.samsungknox.com/admin/knox-asset-intelligence/get-started/tutorials/get-started-

with-knox-asset-intelligence/ 
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In a KAI promotional document, Samsung describes the KAI service as “a web portal designed to 
give enterprise IT a much deeper understanding of mobile device and app performance.” 
See https://kp4-cdn.samsungknox.com/resource/Knox%20Asset%20Intelligence%20-
%20Design%20feature_3k-O.pdf (“KAI Design Features”) 

 
KAI Design Features, p. 2 

 
The KAI service allows IT admins to track the location of managed mobile devices through a 
locations dashboard and interactive map (see below). The interactive map includes a toggle button 
(see F in the figure below) that allows the IT admin to view the mobile signal strength of a managed 
mobile device in real-time, at a specific location.      
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-dashboard/use-

the-location-dashboard/ 
The table below describes the real-time data that are retrieved from the managed mobile devices, 
associated with the network performance and location of the managed mobile devices. The IT admin 
can view, through the EMM console, live tracking for up to 30 seconds at a time. The table below 
states that the mobile signal strength information, associated with managed mobile devices is 
“updated at the same rate as your location data collection frequency.” 
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-dashboard/use-

the-location-dashboard/ 
 
The figure below shows another example of the interactive maps provided by the KAI service that 
allows the IT admin to track the location of the managed mobile devices.  
See https://image-us.samsung.com/SamsungUS/samsungbusiness/solutions/services/mobility-
software/Knox_Asset_Intelligence_Flyer.pdf (“Knox Asset Intelligence Flyer”) 
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Knox Asset Intelligence Flyer, p. 9 

 
The data storage servers for the KAI service store data associated with the managed mobile devices in 
a queryable database as well as continue to monitor, collect, and process, in automated fashion, data 
associated with the managed devices. The figure below shows the queryable available date ranges for 
specific data stored in the database.  
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/overview/ 

 
The figure below shows data analytics provided by the KAI service which is from the database 
associated with the manage mobile devices. The EMM console provides data analytics to the IT admin 
which are automatically tracked and tabulated using a computer, that summarizes the cumulative 
mobile network usage by all managed mobile devices, based on the network generation and 
telecommunication carrier (shown as Mobile Country Codes, Mobile Network Codes, or carrier 
name). 
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-insights/mobile-

network-usage/ 
 
The figure below shows more granular data analytics for mobile network usage provided by the KAI 
service. This infographic parses telecommunication carrier usage by the number of managed mobile 
device enrolled for an example employer, over a 7-day period.   
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-insights/mobile-

network-usage/ 
 

[1B] updating in said 
database either 
automatically or manually, 
using one or more electronic 
interfaces to said one or 
more computers, 
performance, quality of 
service, or perceived 
communications service 
quality or value 

The Accused Knox Products update in said database, automatically, using one or more electronic 
interfaces to said one or more computers, performance, quality of service, or perceived 
communications service quality or value information, experienced or desired, obtained for one or 
more mobile or fixed devices that are located in one of said one or more geographic locations. 
For example, the Accused Knox Products include an application, the Knox Agent, that can be 
downloaded and executed on a mobile device and can interface with one or more of the cloud-based 
computers of the Knox Cloud Services via an application programming interface, which interface with 
the one or more computers of an IT administrator via the Knox Admin Portal.  
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information, experienced or 
desired, obtained for one or 
more mobile or fixed 
devices that are located in 
one of said one or more 
geographic locations; 

 
Samsung Knox Documentation, Fundamentals, Introduction, the Big Picture, 

https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025). 
The Knox Asset Intelligence agent is responsible for collecting device health and usage information, 
and sending this information back to the server to be converted into meaningful dashboard insights. 
See Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent 
app, https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ 
(last accessed September 2, 2025). Once the agent app is downloaded and installed, device users 
simply launch the app to let the agent begin collecting data. See id. For example, performance or 
quality of service information for the mobile device, such as mobile network signal strength, can be 
updated in real time, for example, every 10 seconds. See id.  Furthermore, users can view their 
device’s Wi-Fi network signal strength over the last ten seconds, updated in real time. See id. 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025). 
 

Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025) 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025) 
 
The Accused Knox Products further enable the Knox Cloud Services, such as Knox Asset 
Intelligence, to be updated with the most recent signal strength information (e.g., performance or 
quality of service information) from the mobile device via the first interface. For example, the “data 
upload” section of the Knox Asset Intelligence settings has several data upload settings. See Samsung 
Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Settings, Data conditions tab, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/settings/data-conditions/ (last 
accessed September 2, 2025). 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Settings, Data conditions 
tab, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/settings/data-conditions/ 

(last accessed September 2, 2025) 
The Accused Knox Products further allow end users, such as enterprise IT administrators, to review, 
catalog or sort information, such as the mobile signal strength data. Specifically, the mobile signal 
strength data can be displayed via maps, which enable customers to quickly correlate device IDs with 
each mobile signal strength statuses. On the map, users can see the mobile signal strength status of 
every device in a fleet represented by colored dots, which are updated at the same rate as the location 
data collection frequency. See Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, 
Location dashboard, Use location dashboard, https://docs.samsungknox.com/admin/knox-asset-
intelligence/dashboard/location-dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n (last accessed September 2, 2025). 
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Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 

location dashboard, https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-
key-

strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d
ata (last accessed September 2, 2025). 

 
The locations dashboard manually or automatically updated to provide live tracking of managed 
mobile devices, for up to 30 seconds at a time. The table below states that the mobile signal strength 
information, associated with managed mobile devices is “updated at the same rate as your location 
data collection frequency.” Mobile signal strength information is quality or service information 
associated with at least one mobile device or end user associated with one or more wireless 
communications networks, mobile devices, or end users. 
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-dashboard/use-

the-location-dashboard/ 

[1C] permitting at least one 
of said one or more 
telecommunications carriers 
or one or more end users of 
said one or more 
telecommunications 
carriers, or one or more 
parties which are not 
telecommunications carriers 
or end users to review, 
catalog, store, view, use, or 
sort said performance, 
quality of service, or 

The Accused Knox Products permit at least one of said one or more telecommunications carriers or 
one or more end users of said one or more telecommunications carriers, or one or more parties which 
are not telecommunications carriers or end users to review, catalog, store, view, use, or sort said 
performance, quality of service, or perceived communications service quality or value information, 
experienced or desired, in said database.  
For example, the Accused Knox Products allow end users, such as enterprise IT administrators, to 
review, catalog, store, view, use, or sort information, such as the mobile signal strength data, as stored 
in the cloud-based databases of the Knox Cloud Services. Specifically, the mobile signal strength data 
can be displayed via maps, which enable customers to quickly correlate device IDs with each mobile 
signal strength statuses. On the map, users can see the mobile signal strength status of every device in 
a fleet represented by colored dots, which are updated at the same rate as the location data collection 
frequency. See Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location 
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perceived communications 
service quality or value 
information, experienced or 
desired, in said database; 

dashboard, Use location dashboard, https://docs.samsungknox.com/admin/knox-asset-
intelligence/dashboard/location-dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n (last accessed September 2, 2025). 
 
 

 
Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 

location dashboard, https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-
key-

strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d
ata (last accessed September 2, 2025). 
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/app-insights/app-

usage/overview/ 

[1D] obtaining said 
performance or quality of 
service or perceived 
communications service 
quality or value 
information, experienced or 
desired, using one or more 
applications operable with 
said one or more mobile or 

The Accused Knox Products obtain performance or quality of service or perceived communications 
service quality or value information, experienced or desired, using one or more applications operable 
with said one or more mobile or fixed devices or said one or more computers. 
For example, the Accused Knox Products include an application, the Knox Agent, that can be 
downloaded and executed on a mobile device to obtain such information. The Knox Agent can 
interface with one or more of the cloud-based computers of the Knox Cloud Services via an 
application programming interface, which interface with the one or more computers of an IT 
administrator via the Knox Admin Portal.  
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fixed devices or said one or 
more computers; and 

 
Samsung Knox Documentation, Fundamentals, Introduction, the Big Picture, 

https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025). 
The Knox Asset Intelligence agent is responsible for collecting device health and usage information, 
and sending this information back to the server to be converted into meaningful dashboard insights. 
See Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent 
app, https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ 
(last accessed September 2, 2025). Once the agent app is downloaded and installed, device users 
simply launch the app to let the agent begin collecting data. See id. For example, performance or 
quality of service information for the mobile device, such as mobile network signal strength, can be 
updated in real time, for example, every 10 seconds. See id.  Furthermore, users can view their 
device’s Wi-Fi network signal strength over the last ten seconds, updated in real time. See id. 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025). 
 

Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025) 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025) 
 
The Accused Knox Products further enable the Knox Cloud Services, such as Knox Asset 
Intelligence, to be updated with the most recent signal strength information (e.g., performance or 
quality of service information) from the mobile device via the first interface. For example, the “data 
upload” section of the Knox Asset Intelligence settings has several data upload settings. See Samsung 
Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Settings, Data conditions tab, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/settings/data-conditions/ (last 
accessed September 2, 2025). 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Settings, Data conditions 
tab, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/settings/data-conditions/ 

(last accessed September 2, 2025) 
 
The Accused Knox Products also include web-based applications via the Knox Admin Portal, which 
interface with one or more cloud-based computers and databases of the Knox Cloud Services and, 
therefore, also obtain such information. According to Samsung, “[w]ith Knox Cloud Services, 
enterprise IT administrators can access a range of device management, monitoring, security, and 
customization solutions for their fleet of devices.” Samsung Knox Documentation, Fundamentals, 
Introduction, the Big Picture, https://docs.samsungknox.com/dev/fundamentals/ (last accessed 
September 2, 2025).  

 

Samsung Ex. 1005, Page 34 of 123



Ex. 14 – U.S. Patent No. 8,515,925 

Exhibit 14, p. 35 
 

 
Samsung Knox Documentation, Fundamentals, Introduction, the Big Picture, 

https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025) (annotated). 
 
The EMM console can access the following network performance data from the managed devices: 
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/manage-devices/ 
 
The document excerpt below further describes management features of the Accused Knox Products  
that allows the IT admin to obtain network statistics through the EMM console. See 
https://images.samsung.com/is/content/samsung/p5/ch/business/enterprise-
edition/Knox_Platform_for_Enterprise_Whitepaper_2019.pdf (“Knox Whitepaper”) 

 
Knox Whitepaper, p. 59 (annotated). 

 
In another example, the managed mobile device can be configured, through the EMM application, to 
report device location information to the EMM console. 
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Knox Service Guide v3.05, p. 7 (annotated). 

[1E] providing said 
performance or quality of 
service or perceived 
communications service 
quality or value 
information, experienced or 
desired, to said one or more 
electronic interfaces using 
one or more applications 
operable with said one or 
more mobile or fixed 
devices or said one or more 
computers, 

The Accused Knox Products provide said performance or quality of service or perceived 
communications service quality or value information, experienced or desired, to said one or more 
electronic interfaces using one or more applications operable with said one or more mobile or fixed 
devices or said one or more computers. 
For example, as previously described in reference to claim elements [1B] and 1[D], after the Knox 
Agent application is installed on a mobile device, it provides the obtained information (e.g., signal 
strength data) to the Knox Cloud Services via a communications interface (e.g., an application 
programming interface). In other words, the Knox Agent can interface with one or more of the cloud-
based computers of the Knox Cloud Services via an application programming interface, which 
interface with the one or more computers of an IT administrator via the Knox Admin Portal.  
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Samsung Knox Documentation, Fundamentals, Introduction, the Big Picture, 

https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025). 
 
The Knox Asset Intelligence agent is responsible for collecting device health and usage information, 
and sending this information back to the server to be converted into meaningful dashboard insights. 
See Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent 
app, https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ 
(last accessed September 2, 2025). Once the agent app is downloaded and installed, device users 
simply launch the app to let the agent begin collecting data. See id. For example, performance or 
quality of service information for the mobile device, such as mobile network signal strength, can be 
updated in real time, for example, every 10 seconds. See id.  Furthermore, users can view their 
device’s Wi-Fi network signal strength over the last ten seconds, updated in real time. See id. 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025). 
 

Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025) 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025) 
 
The Accused Knox Products further enable the Knox Cloud Services, such as Knox Asset 
Intelligence, to be updated with the most recent signal strength information (e.g., performance or 
quality of service information) from the mobile device via the first interface. For example, the “data 
upload” section of the Knox Asset Intelligence settings has several data upload settings. See Samsung 
Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Settings, Data conditions tab, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/settings/data-conditions/ (last 
accessed September 2, 2025). 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Settings, Data conditions 
tab, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/settings/data-conditions/ 

(last accessed September 2, 2025) 
 
The Accused Knox Products also include web-based applications via the Knox Admin Portal, which 
are “operable” with the mobile device because they interface with one or more cloud-based computers 
and databases of the Knox Cloud Services and, therefore, provide information (e.g., signal strength 
data) to end users such as IT administrators. According to Samsung, “[w]ith Knox Cloud Services, 
enterprise IT administrators can access a range of device management, monitoring, security, and 
customization solutions for their fleet of devices.” Samsung Knox Documentation, Fundamentals, 
Introduction, the Big Picture, https://docs.samsungknox.com/dev/fundamentals/ (last accessed 
September 2, 2025).  
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Samsung Knox Documentation, Fundamentals, Introduction, the Big Picture, 

https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025) (annotated). 
 
For example, the Accused Knox Products allow end users, such as enterprise IT administrators, to 
review, catalog, store, view, use, or sort information, such as the mobile signal strength data, as stored 
in the cloud-based databases of the Knox Cloud Services. Specifically, the mobile signal strength data 
can be displayed via maps, which enable customers to quickly correlate device IDs with each mobile 
signal strength statuses. On the map, users can see the mobile signal strength status of every device in 
a fleet represented by colored dots, which are updated at the same rate as the location data collection 
frequency. See Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location 
dashboard, Use location dashboard, https://docs.samsungknox.com/admin/knox-asset-
intelligence/dashboard/location-dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n (last accessed September 2, 2025). 
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Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 

location dashboard, https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-
key-

strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d
ata (last accessed September 2, 2025). 

 
The excerpt below describes that the EMM application on the managed mobile device can collect 
health and network information associated with the performance of the managed mobile device and 
send the information to the Knox server. The collected information is provided to the IT Admin 
through various dashboards in the EMM console.   
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ 

 
The document excerpt below describes that the managed mobile device can receive commands at the 
EMM application on the device to provide data through a Knox API to the EMM console.  

 
Knox Whitepaper v1.5, p. 7 (annotated). 
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[1F] wherein said 
performance or quality of 
service information or 
perceived communications 
service quality or value 
information includes 
information from one or 
more bands, one or more 
carriers, one or more mobile 
or fixed devices, or one or 
more end users from one or 
more bands or carriers. 

The information obtained and provided by the Accused Knox Products includes performance or 
quality of service information or perceived communications service quality or value information 
includes information from one or more bands, one or more carriers, one or more mobile or fixed 
devices, or one or more end users from one or more bands or carriers.  
For example, as established above in reference to features [1A]-[1E], the Accused Knox Products 
obtain and provide device analysis data that includes performance and quality of service information 
from one or more mobile devices of enterprise end users. The Accused Knox Products capture 
“mobile signal strength” data (a type of performance or quality of service, communications service 
quality, and value information for one or more specific locations), which enables the identification of 
“devices situated in areas with weak cellular coverage or potential dead zones.” Samsung Knox 
Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use location dashboard, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-dashboard/use-the-
location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n  (last accessed September 2, 2025). 
 

Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 
location dashboard, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-

dashboard/use-the-location-
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dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n (last accessed September 2, 2025). 

 
The Accused Knox Products further provide admin interfaces, via dashboards (e.g., location 
dashboards) that include maps of device distributions for enterprise end user devices across a given 
area. Mobile signal strength data can be displayed via such maps, which enables IT administrators to 
quickly correlate device IDs with each mobile signal strength statuses. This further illustrates how the 
Accused Knox Products utilize performance or quality of service information associated with specific 
locations. See Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location 
dashboard, Use location dashboard, https://docs.samsungknox.com/admin/knox-asset-
intelligence/dashboard/location-dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n (last accessed September 2, 2025). 
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Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 

location dashboard, https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-
key-

strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d
ata (last accessed September 2, 2025). 

 
However, the Accused Products also obtain and provide performance information associated with one 
or more bands and/or one or more carriers. For example, the databases of the Accused Knox Products 
obtain, store, and display information associated with performance provided via different bands (e.g., 
2G, 3G, 4G, 5G) by one or more telecommunications carriers. The Accused Knox Products provide 
performance information, such as mobile network usage, on a “per carrier” basis. This helps monitor 
and measure how device users are using mobile data by collecting data about mobile data usage by 
network generations and carrier. For example, device users might primarily be using 4G networks, 
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meaning a 5G data plan could be unnecessary. See Samsung Knox Documentation, Home, Knox 
Asset Intelligence, Dashboard, Network insights, https://docs.samsungknox.com/admin/knox-asset-
intelligence/dashboard/network-insights/mobile-network-usage/ (last accessed September 2, 2025).  
According to Samsung, “Knox Asset Intelligence collects the MCC/MNC code and matches it to a 
carrier name.” See id. 
 

 
Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Overview, 

https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/overview/ (last accessed 
September 2, 2025) 

 
This information includes identify infrastructure type and/or location information for one or more 
locations. For example the Accused Knox Products can determine and visually depict how much of 
use different cellular infrastructures are used (e.g., 5G, 4G, 3G, 2G, etc.).  
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Network insights, 

https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-insights/mobile-
network-usage/ (last accessed September 2, 2025). 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Network insights, 

https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-insights/mobile-
network-usage/ (last accessed September 2, 2025). 
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Claim 4 Accused Knox Products 

[4] The method of claim 
1 further comprising the 
step of sending instructions 
from one of said one or 
more electronic interfaces to 
one or more wireless 
devices for configuring or 
reconfiguring said one or 
more wireless devices based 
on one or more of: ranking 
of performance, enhanced 
spectrum usage, control of 
interference, or requests of 
an end user. 

The Accused Knox Products send instructions from one of said one or more electronic interfaces to 
one or more wireless devices for configuring or reconfiguring said one or more wireless devices based 
on one or more of: ranking of performance, enhanced spectrum usage, control of interference, or 
requests of an end user.  
For example, via the Knox Manage Portal a web-based console of the Knox Admin Portal, IT 
administrators can cause one or more computers of the Knox Cloud Services to run various actions on 
targeted mobile, wireless devices. See Samsung Knox Documentation, Knox Manage, New Knox 
Manage console, How-to guides, Run an action on a device, 
https://docs.samsungknox.com/admin/knox-manage/new-console/how-to-guides/run-an-action-on-a-
device/ (last accessed September 2, 2025). 

 
Samsung Knox Documentation, Fundamentals, Introduction, the Big Picture, 

https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025). 
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Such actions can include pushing new profiles, locking or unlocking the screen, locking or unlocking 
the device, and viewing device logs, among other actions that configure or reconfigure the mobile, 
wireless device based on specific requests of the end user (e.g., IT administrators, workforce 
personnel, etc.). Id.  

 
Samsung Knox Documentation, Knox Manage, New Knox Manage console, How-to guides, Run an 

action on a device, https://docs.samsungknox.com/admin/knox-manage/new-console/how-to-
guides/run-an-action-on-a-device/ (last accessed September 2, 2025) 
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Samsung Knox Documentation, Knox Manage, New Knox Manage console, How-to guides, Edit a 

profile, https://docs.samsungknox.com/admin/knox-manage/new-console/how-to-guides/edit-a-
profile/ (last accessed September 2, 2025). 
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Samsung Knox Documentation, Knox Manage, New Knox Manage console, How-to guides, Add an 
app, https://docs.samsungknox.com/admin/knox-manage/new-console/how-to-guides/add-an-app/ 

(last accessed September 2, 2025) 
 
Additionally, Knox E-FOTA can enable IT administrators to select the target firmware version, force 
target firmware version update onto select devices, schedule updates during non-peak work times and 
granular network resource management, and mass deploy the target firmware version. See Samsung 
Knox Documentation, Samsung Knox white papers, Samsung Knox Mobile Security, Knox Cloud 
Services & Integrations, Knox E-FOTA, 
https://docs.samsungknox.com/admin/fundamentals/whitepaper/samsung-knox-mobile-security/kcs-
integrations/knox-e-fota/ (last accessed September 2, 2025). 
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Samsung Knox Documentation, Samsung Knox white papers, Samsung Knox Mobile Security, Knox 

Cloud Services & Integrations, Knox E-FOTA, 
https://docs.samsungknox.com/admin/fundamentals/whitepaper/samsung-knox-mobile-security/kcs-

integrations/knox-e-fota/ (last accessed September 2, 2025). 
 
Furthermore, via the Knox Configure Dashboard, a web-based console of the Knox Admin Portal, IT 
administrators can cause one or more computers of the Knox Cloud Services to push an application or 
command to a wireless device based on a specific request of an end user.  
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Samsung Knox Documentation, Knox Configure, How-to guides, About the Dashboard, 

https://docs.samsungknox.com/admin/knox-configure/how-to-guides/use-the-dashboard/  (last 
accessed September 2, 2025). 

End user requests can include requests to: 1) homogenize firmware versions and capabilities of 
deployed device models; 2) carry out interoperability or compatibility testing with in-house or 
proprietary servers, apps, and endpoint settings; 3) ensure that known issues are patched before the 
deployment of major firmware version updates; 4) perform field tests of new firmware and software 
on a subset of devices before mass deployment; and 5) force the use of firmware versions that have 
been validated to meet industry certification or regulation requirements. See Samsung Knox 
Documentation, Samsung Knox white papers, Samsung Knox Mobile Security, Knox Cloud Services 
& Integrations, Managed software updates, 
https://docs.samsungknox.com/admin/fundamentals/whitepaper/samsung-knox-mobile-security/kcs-
integrations/managed-software-updates (last accessed September 2, 2025). 
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The excerpt below describes features of the Knox Configure service that allows IT admins to 
reconfigure device settings on a managed mobile device, including network settings.  

 
Knox Whitepaper v1.5, p. 52 (annotated). 

 

 
Knox Service Guide v3.05, p. 13 (annotated). 
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In another example, the IT admin can use the EMM console remotely to resolve problems with the 
managed mobile device, based on a support request from the user of the managed device. (See remote 
control excerpts below).   

 
Knox Whitepaper v1.5, p. 52. 

 
Knox Service Guide v3.05, p. 8. 
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Knox can also provide advanced Wi-Fi policy controls that allow administrators to manage Wi-Fi 
settings on devices, and these controls can be configured to enforce specific Wi-Fi constructions, 
restrict connections on certain networks, and adjust settings to optimize connectivity.  See 
docs.samsungknox.com/admin/knox-platform-for-enterprise/knox-service-plugin/policies.html. 
Also, administrators for an enterprise employing the Accused Knox Products  can use E-FOTA to 
deploy firmware versions that address known Wi-Fi issues.  For instance, if a particular firmware 
update includes enhancements to Wi-Fi stability, it can be selectively pushed to affected devices.  See 
docs.samsungknox.com/admin/efota-one/assets/knox-efota-on-premises-admin-guide.pdf.   
Thus, the Accused Knox Products also send instructions based on enhanced spectrum usage and/or 
control of interference.  Adjusting device behavior to optimize how it uses WiFi frequency bands can 
enhanced spectrum usage by, for example, improving utilization of available spectrum resources.  
Additionally, an enterprise pushing configuration instructions or firmware updates to change transmit 
power, channel selection, or band preference to reduce interference, is an example of controlling 
interference through device-side instructions. 
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Claim 6 Accused Knox Products 

[6] The method of claim 
1 further comprising the 
step of monitoring radio 
operating conditions for one 
or more mobile or fixed 
devices, and using 
monitored radio operating 
conditions to update 
performance or quality of 
service information or 
perceived communications 
service quality or value 
information in said 
database. 

The Accused Knox Products monitor radio operating conditions for one or more mobile or fixed 
devices, and use monitored radio operating conditions to update performance or quality of service 
information or perceived communications service quality or value information in said database. 
 
For example, the Accused Knox Products include one or more monitoring applications, such as Knox 
Asset Intelligence, Knox Agent, and associated dashboards that monitor radio operating conditions for 
one or more wireless devices. The applications constitute the claimed “monitoring application.” These 
radio operating conditions are not limited to signal strength, but further include channel utilization 
assessments to determine whether multiple clients are connected to the same access point such that 
connectivity is hindered despite having a strong radio signal due to limited resources. See Samsung 
Knox Documentation, Knox Platform for Enterprise, Knox Platform for Enterprise knowledge base 
articles, https://docs.samsungknox.com/admin/knox-platform-for-enterprise/kbas/kba-115013403768/  
(last accessed September 2, 2025). The access point can notify the clients of its current traffic through 
a “CU factor” in its beacon and the mobile devices will then trigger a roaming scan if the received CU 
value is greater than 70 percent and the current RSSI value is between -65dBM and -75dBm. See id.  
Additionally, when the mobile device moves from Location1 to Location2, roaming will be triggered 
at point, Trigger1 due to a weak RSSI value. See id. While the mobile device tries to find a roaming 
candidate in CH 1 and CH 36 via a partial scan, it is not able to find any other access point from the 
list other than AP2. Only after a full-scan will the mobile device discover AP3 and AP4 where it will 
add CH 11 and CH 46 to its roaming channel list after it connects to AP4. See id. Having neighbor 
reports avoids full-scans from such instance from happening. See id. Initially, mobile device will save 
CH 1 and CH 36 in the channel list as it connects to AP2, which is equal to previous case. See id. 
Then, in addition, it will also send a neighbor report request to AP2. AP2 will return a list of nearby 
AP’s, which is AP1, AP2 and AP4. From this response, mobile devices will add CH 11 in its roaming 
channel list. See id. 
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Samsung Knox Documentation, Knox Platform for Enterprise, Knox Platform for Enterprise 

knowledge base articles, https://docs.samsungknox.com/admin/knox-platform-for-
enterprise/kbas/kba-115013403768/  (last accessed September 2, 2025). 

 
Knox is involved in the enhanced roaming algorithms for Wi-Fi and mobile data. For example, it can 
monitor signal strength (RSSI) to trigger a device to scan for a stronger Wi-Fi signal when the current 
one is weak. See id. Knox can monitor and provide reports on network events. This includes when 
devices connect to or disconnect from Wi-Fi networks. See id/ 
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Finally, the applications of the Knox Accused Products monitor signal strength by displaying a real-
time graph of a device's mobile or Wi-Fi signal strength within the agent app and on the Location 
dashboard. Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, 
Use location dashboard, https://docs.samsungknox.com/admin/knox-asset-
intelligence/dashboard/location-dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n  (last accessed September 2, 2025). Users can see this data as a graphical representation over the last 
10 seconds, helping them identify areas of weak cellular coverage, potential dead zones, or issues with 
Wi-Fi connections. See id. Signal strength is also displayed as a percentage of good, very good, okay, 
not good, or unusable based on dBm values in the agent app's Network screen. See id. The Accused 
Knox Products, for example, include “mobile signal strength” data (a type of performance or quality 
of service information for one or more specific locations), which enables the identification of “devices 
situated in areas with weak cellular coverage or potential dead zones.” See id. 

Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 
location dashboard, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-

dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico

n (last accessed September 2, 2025). 
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The Accused Knox Products further provide admin interfaces, via dashboards (e.g., location 
dashboards) that include maps of device distributions across a given area. Mobile signal strength data 
can be displayed via such maps, which enables customers to quickly correlate device IDs with each 
mobile signal strength statuses. This further illustrates how the Accused Knox Products utilize 
performance or quality of service information associated with specific locations. See Samsung Knox 
Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use location dashboard, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-dashboard/use-the-
location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n (last accessed September 2, 2025). 

 
Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 

location dashboard, https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-
key-
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strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d
ata (last accessed September 2, 2025). 
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Claim 12 Accused Knox Products 

[12PRE] A clearinghouse 
system for communications 
networks, comprising: 

The Accused Knox Products constitute a clearinghouse for communications networks. 
As evidenced herein, the Accused Knox Products enable intermediaries, such as information 
technology (IT) administrators for an enterprise using the Accused Knox Products , to deploy new or 
existing telecommunications assets (e.g., wireless devices of enterprise personnel) and determine 
where service and which service is best or more preferred to the end user, and to control the operation 
of such telecommunications assets for enhanced operation. According to the ’794 Patent, these 
features characterize a “clearinghouse system.” See e.g., Col. 10, ll. 22-36. For example, the Accused 
Knox Products provide a central, computerized intermediary by which IT administrators can deploy, 
monitor, and manage end-user wireless devices connected to one or more communications network. 
Accordingly, the Accused Knox Products provide a clearinghouse for communications networks. 
 

 
Samsung Knox Documentation, Secure Remote Access, 

https://docs.samsungknox.com/admin/fundamentals/whitepaper/samsung-knox-mobile-
security/network-security/secure-remote-access/ (last accessed September 2, 2025). 
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Samsung Knox 101: Understanding Samsung’s mobile security platform, 

https://insights.samsung.com/2024/08/28/samsung-knox-101-understanding-samsungs-mobile-
security-platform-2/ 

The Accused Knox Products  provide a network management platform through a network 
communication interface for managing mobile devices that interact with an enterprise network. The 
Accused Knox Products  include Knox Platform for Enterprise (KPE), Knox Mobile Enrollment 
(KME), Knox Manage, Knox E-FOTA, Knox Asset Intelligence (KAI), Knox Remote Support, Knox 
Capture, Knox Authentication Manager, Knox Configure, and Knox Guard. 
The Knox Service Guide v3.05 describes Knox Manage as an enterprise mobility management 
(EMM) platform that includes an EMM console that allows IT administrators to manage mobile 
devices enrolled with Knox Manage. Knox Service Guide v3.05, p. 7. The Knox Manage Client (e.g., 
application) is deployed to managed mobile devices when they are enrolled with Knox Manage. Knox 
Service Guide v3.05, p. 5. In one example, the managed mobile device can be configured, through the 
EMM application, to report device location information to the EMM console. 
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See https://image-us.samsung.com/SamsungUS/samsungbusiness/pdfs/Samsung-KNOX-QuickStarts-
3v05.pdf (“Knox Service Guide v3.05”) 

 
Knox Service Guide v3.05, p. 7 (annotated). 

 
Samsung published several documents outlining the functionality of Accused Knox Products , 
including user guides, promotional documents, and white papers. The figures below, from Samsung 
Knox White Paper v1.5, show the network communication interface that allows for the secure transfer 
of information between the managed mobile devices and enterprise servers on the enterprise network. 
See https://image-us.samsung.com/SamsungUS/samsungbusiness/solutions/topics/iot/071421/Knox-
Whitepaper-v1.5-20210709.pdf (“Knox White Paper v1.5”) 
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Knox White Paper v1.5, pp. 35 (left), 37 (Right). 

 
The image below shows the EMM console of Knox Manage that allows the IT admin to enroll, 
configure, manage, or review information associated with the managed mobile devices.  
See https://docs.samsungknox.com/admin/knox-platform-for-enterprise/assets/knox-manage-knox-
platform-for-enterprise-guide-v3.0.pdf (“Samsung Knox Manage 22.5”) 
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Samsung Knox Manage 22.5, p. 8 

 

[12A] one or more 
computers which interface 
with a database, said 
database including 
performance, quality of 
service, or perceived 
telecommunications service 
quality or value 
information, experienced or 
desired, for one or more 
mobile or fixed devices or 
end users for one or more 
geographic locations of said 
one or more mobile or fixed 

The Accused Knox Products include one or more computers which interface with a database, said 
database including performance, quality of service, or perceived telecommunications service quality 
or value information, experienced or desired, for one or more mobile or fixed devices or end users for 
one or more geographic locations of said one or more mobile or fixed devices or end users, and one or 
more of records pertaining to one or more telecommunications carriers which identify one or more of 
infrastructure, type, and/or location information for one or more locations, records for one or more end 
users which identify one or more of equipment, devices, telecommunications assets, and property 
assets owned, controlled or used by said one or more end users, and public records which include, for 
a plurality of geographic locations, one or more of: addresses, maps, location coordinates, or mapping 
information for said geographic locations, zoning information for said geographic locations, local 
ordinances for said geographic locations, contact information for government officials for said 
geographic locations, and information about one or more carriers serving said geographic locations. 
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devices or end users, and 
one or more of 
records pertaining to one or 
more telecommunications 
carriers which identify one 
or more of infrastructure, 
type, and/or location 
information for one or more 
locations, 
records for one or more end 
users which identify one or 
more of equipment, devices, 
telecommunications assets, 
and property assets owned, 
controlled or used by said 
one or more end users, and 
public records which 
include, for a plurality of 
geographic locations, one or 
more of: addresses, maps, 
location coordinates, or 
mapping information for 
said geographic locations, 
zoning information for said 
geographic locations, local 
ordinances for said 
geographic locations, 
contact information for 
government officials for 
said geographic locations, 
and information about one 

For example, the Accused Knox Products include and/or utilize IT administrator’s computers that 
access the Knox Admin Portal, which includes one or more web-based portals that interface with one 
or more cloud-based computers and databases of the Knox Cloud Services. According to Samsung, 
“[w]ith Knox Cloud Services, enterprise IT administrators can access a range of device management, 
monitoring, security, and customization solutions for their fleet of devices.” Samsung Knox 
Documentation, Fundamentals, Introduction, the Big Picture, 
https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025).  

 

 
Samsung Knox Documentation, Fundamentals, Introduction, the Big Picture, 

https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025) (annotated). 
 

The Accused Knox Products provide “[s]torage of device analysis data,” to facilitate “[r]eal-time 
monitoring of devices,” “[s]upport for audits that verify system events, applied policies, tampering 
and compliance violations,” and “[s]upport for appropriate actions after audit.” Samsung Knox 
Documentation, Knox Manage, Introduction, Features and key strengths, 
https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-key-
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or more carriers serving said 
geographic locations; and 

strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d
ata (last accessed September 2, 2025).  

 
Samsung Knox Documentation, Knox Manage, Introduction, Features and key strengths, 

https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-key-
strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d

ata (last accessed September 2, 2025). 
 

The device analysis data stored by the databases of the Accused Knox Products include quality of 
service, communications service quality, and value information for one or more mobile devices of 
enterprise end users. This data are associated with geographic locations of the more mobile devices. 
For example, the Accused Knox Products capture “mobile signal strength” data (a type of 
performance or quality of service, communications service quality, and value information for one or 
more specific locations), which enables the identification of “devices situated in areas with weak 
cellular coverage or potential dead zones.” Samsung Knox Documentation, Knox Asset Intelligence, 
Dashboard, Location dashboard, Use location dashboard, https://docs.samsungknox.com/admin/knox-
asset-intelligence/dashboard/location-dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n  (last accessed September 2, 2025). 
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Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 
location dashboard, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-

dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico

n (last accessed September 2, 2025). 
 

The Accused Knox Products further provide admin interfaces, via dashboards (e.g., location 
dashboards) that include maps of device distributions for enterprise end user devices across a given 
area. Mobile signal strength data can be displayed via such maps, which enables IT administrators to 
quickly correlate device IDs with each mobile signal strength statuses. This further illustrates how the 
Accused Knox Products utilize performance or quality of service information associated with specific 
locations. See Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location 
dashboard, Use location dashboard, https://docs.samsungknox.com/admin/knox-asset-
intelligence/dashboard/location-dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n (last accessed September 2, 2025). 
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Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 

location dashboard, https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-
key-

strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d
ata (last accessed September 2, 2025). 

 
The databases of the Accused Knox Products further include records pertaining to one or more 
telecommunications carriers which identify infrastructure type and/or location information for one or 
more locations. For example, the Accused Knox Products provide performance information, such as 
mobile network usage, on a “per carrier” basis. This helps monitor and measure how device users are 
using mobile data by collecting data about mobile data usage by network generations and carrier. For 
example, device users might primarily be using 4G networks, meaning a 5G data plan could be 
unnecessary. See Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, 
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Network insights, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-
insights/mobile-network-usage/ (last accessed September 2, 2025).  According to Samsung, “Knox 
Asset Intelligence collects the MCC/MNC code and matches it to a carrier name.” See id. 
 

 
Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Overview, 

https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/overview/ (last accessed 
September 2, 2025) 

 
This information includes identify infrastructure type and/or location information for one or more 
locations. For example the Accused Knox Products can determine and visually depict how much of 
different cellular infrastructures are used (e.g., 5G, 4G, 3G, 2G, etc.).  
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Network insights, 

https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-insights/mobile-
network-usage/ (last accessed September 2, 2025). 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Network insights, 

https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-insights/mobile-
network-usage/ (last accessed September 2, 2025). 

 
The Accused Knox Products store, access, and display records that include location information for 
one or more locations. For example, the Accused Knox Products allow IT administrators to “view the 
outdoor location of your devices in real time.” Samsung Knox Documentation, Home, Knox Asset 
Intelligence, Dashboard, Location dashboard, https://docs.samsungknox.com/admin/knox-asset-
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intelligence/dashboard/location-dashboard/overview/ (last accessed September 5, 2025). Through the 
Location dashboard, you can easily send commands to locate lost or stolen devices, send notifications 
to device users, or ping devices to get their last-known location. See id. 
 

Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Location dashboard, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-dashboard/use-the-

location-dashboard/ (last accessed September 5, 2025). 
 
The Accused Knox Products provide a network communication interface between an IT admin 
through the EMM console and the EMM client on the managed mobile devices. The EMM console 
network communication interface provides a front-end interface for an IT administrator to manage, 
configure, and review information associated with managed mobile devices.   
The figure below shows the EMM console which provides a front-end interface for the IT 
administrator on a first computer device to review a database of mobile device profiles. The figure 
below, from Samsung’s Knox E-FOTA On-Premises Admin Guide, shows a database of information 
corresponding to each mobile device managed by an employer. In this example, the EMM console 
accesses device information from a Knox database for user type, operating system version, security 
patch version, and firmware version for the managed mobile devices.  
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Knox E-FOTA On-Premises Admin Guide, p. 15 

 
The Knox Asset Intelligence (KAI) service, as part of the Accused Knox Products , allows the EMM 
console to monitor network information associated with each of the managed mobile device, as 
described below.  

 
See https://docs.samsungknox.com/admin/knox-asset-intelligence/get-started/tutorials/get-started-

with-knox-asset-intelligence/ 
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In a KAI promotional document, Samsung describes the KAI service as “a web portal designed to 
give enterprise IT a much deeper understanding of mobile device and app performance.” 
See https://kp4-cdn.samsungknox.com/resource/Knox%20Asset%20Intelligence%20-
%20Design%20feature_3k-O.pdf (“KAI Design Features”) 

 
KAI Design Features, p. 2 

 
The KAI service allows IT admins to track the location of managed mobile devices through a 
locations dashboard and interactive map (see below). The interactive map includes a toggle button 
(see F in the figure below) that allows the IT admin to view the mobile signal strength of a managed 
mobile device in real-time, at a specific location.      
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-dashboard/use-

the-location-dashboard/ 
 
The table below describes the real-time data that are retrieved from the managed mobile devices, 
associated with the network performance and location of the managed mobile devices. The IT admin 
can view, through the EMM console, live tracking for up to 30 seconds at a time. The table below 
states that the mobile signal strength information, associated with managed mobile devices is 
“updated at the same rate as your location data collection frequency.” 
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-dashboard/use-

the-location-dashboard/ 
 
The figure below shows another example of the interactive maps provided by the KAI service that 
allows the IT admin to track the location of the managed mobile devices.  
See https://image-us.samsung.com/SamsungUS/samsungbusiness/solutions/services/mobility-
software/Knox_Asset_Intelligence_Flyer.pdf (“Knox Asset Intelligence Flyer”) 
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Knox Asset Intelligence Flyer, p. 9 

 
The data storage servers for the KAI service store data associated with the managed mobile devices in 
a queryable database as well as continue to monitor, collect, and process, in automated fashion, data 
associated with the managed devices. The figure below shows the queryable available date ranges for 
specific data stored in the database.  
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/overview/ 

 
The figure below shows data analytics provided by the KAI service which is from the database 
associated with the manage mobile devices. The EMM console provides data analytics to the IT admin 
which are automatically tracked and tabulated using a computer, that summarizes the cumulative 
mobile network usage by all managed mobile devices, based on the network generation and 
telecommunication carrier (shown as Mobile Country Codes, Mobile Network Codes, or carrier 
name). 
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-insights/mobile-

network-usage/ 
 
The figure below shows more granular data analytics for mobile network usage provided by the KAI 
service. This infographic parses telecommunication carrier usage by the number of managed mobile 
device enrolled for an example employer, over a 7-day period.   
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-insights/mobile-

network-usage/ 
 

[12B] one or more 
electronic interfaces to said 
one or more computers 
which permit performance, 
quality of service, or 
perceived communications 
service quality or value 
information, experienced or 
desired, obtained for one or 
more mobile or fixed 

The Accused Knox Products include one or more electronic interfaces to said one or more computers 
which permit performance, quality of service, or perceived communications service quality or value 
information, experienced or desired, obtained for one or more mobile or fixed devices that are located 
in one of said one or more geographic locations to be automatically updated into said database, and 
which permit at least one of said one or more telecommunications carriers or one or more of said end 
users or one or more parties which are not telecommunications carriers or end users to review, catalog, 
store, view, sort, or use said performance, quality of service, or perceived communications service 
quality or value information, experienced or desired, in said database. 
For example, the Accused Knox Products include an application, the Knox Agent, that can be 
downloaded and executed on a mobile device and can interface with one or more of the cloud-based 
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devices that are located in 
one of said one or more 
geographic locations to be 
automatically or manually 
updated into said database, 
and which permit at least 
one of said one or more 
telecommunications carriers 
or one or more of said end 
users or one or more parties 
which are not 
telecommunications carriers 
or end users to review, 
catalog, store, view, sort, or 
use said performance, 
quality of service, or 
perceived communications 
service quality or value 
information, experienced or 
desired, in said database; 
and 

computers of the Knox Cloud Services via an application programming interface, which interface with 
the one or more computers of an IT administrator via the Knox Admin Portal.  
 

 
Samsung Knox Documentation, Fundamentals, Introduction, the Big Picture, 

https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025). 
 
The Knox Asset Intelligence agent is responsible for collecting device health and usage information, 
and sending this information back to the server to be converted into meaningful dashboard insights. 
See Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent 
app, https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ 
(last accessed September 2, 2025). Once the agent app is downloaded and installed, device users 
simply launch the app to let the agent begin collecting data. See id. For example, performance or 
quality of service information for the mobile device, such as mobile network signal strength, can be 
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updated in real time, for example, every 10 seconds. See id.  Furthermore, users can view their 
device’s Wi-Fi network signal strength over the last ten seconds, updated in real time. See id. 

 
Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025). 
 

Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025) 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025) 
 
The Accused Knox Products further enable the Knox Cloud Services, such as Knox Asset 
Intelligence, to be updated with the most recent signal strength information (e.g., performance or 
quality of service information) from the mobile device via the first interface. For example, the “data 
upload” section of the Knox Asset Intelligence settings has several data upload settings. See Samsung 
Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Settings, Data conditions tab, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/settings/data-conditions/ (last 
accessed September 2, 2025). 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Settings, Data conditions 
tab, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/settings/data-conditions/ 

(last accessed September 2, 2025) 
The Accused Knox Products further allow end users, such as enterprise IT administrators, to review, 
catalog or sort information, such as the mobile signal strength data. Specifically, the mobile signal 
strength data can be displayed via maps, which enable customers to quickly correlate device IDs with 
each mobile signal strength statuses. On the map, users can see the mobile signal strength status of 
every device in a fleet represented by colored dots, which are updated at the same rate as the location 
data collection frequency. See Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, 
Location dashboard, Use location dashboard, https://docs.samsungknox.com/admin/knox-asset-
intelligence/dashboard/location-dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n (last accessed September 2, 2025). 
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Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 

location dashboard, https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-
key-

strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d
ata (last accessed September 2, 2025). 

 
The locations dashboard manually or automatically updated to provide live tracking of managed 
mobile devices, for up to 30 seconds at a time. The table below states that the mobile signal strength 
information, associated with managed mobile devices is “updated at the same rate as your location 
data collection frequency.” Mobile signal strength information is quality or service information 
associated with at least one mobile device or end user associated with one or more wireless 
communications networks, mobile devices, or end users. 
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See https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-dashboard/use-

the-location-dashboard/ 
 

[12C] a monitoring 
application which permits 
monitoring of radio 
operating conditions for one 
or more mobile or fixed 
wireless devices, wherein 
monitored radio operating 
conditions are used to 
update performance or 
quality of service 
information or perceived 

The Accused Knox Products include a monitoring application which permits monitoring of radio 
operating conditions for one or more mobile or fixed wireless devices, wherein monitored radio 
operating conditions are used to update performance or quality of service information or perceived 
communications quality or service value in said database. 
For example, the Accused Knox Products include one or more monitoring applications, such as Knox 
Asset Intelligence, Knox Agent, and associated dashboards that monitor radio operating conditions for 
one or more wireless devices. The applications constitute the claimed “monitoring application.” These 
radio operating conditions are not limited to signal strength, but further include channel utilization 
assessments to determine whether multiple clients are connected to the same access point such that 
connectivity is hindered despite having a strong radio signal due to limited resources. See Samsung 
Knox Documentation, Knox Platform for Enterprise, Knox Platform for Enterprise knowledge base 
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communications quality or 
service value in said 
database, 

articles, https://docs.samsungknox.com/admin/knox-platform-for-enterprise/kbas/kba-115013403768/  
(last accessed September 2, 2025). The access point can notify the clients of its current traffic through 
a “CU factor” in its beacon and the mobile devices will then trigger a roaming scan if the received CU 
value is greater than 70 percent and the current RSSI value is between -65dBM and -75dBm. See id.  
Additionally, when the mobile device moves from Location1 to Location2, roaming will be triggered 
at point, Trigger1 due to a weak RSSI value. See id. While the mobile device tries to find a roaming 
candidate in CH 1 and CH 36 via a partial scan, it is not able to find any other access point from the 
list other than AP2. Only after a full-scan will the mobile device discover AP3 and AP4 where it will 
add CH 11 and CH 46 to its roaming channel list after it connects to AP4. See id. Having neighbor 
reports avoids full-scans from such instance from happening. See id. Initially, mobile device will save 
CH 1 and CH 36 in the channel list as it connects to AP2, which is equal to previous case. See id. 
Then, in addition, it will also send a neighbor report request to AP2. AP2 will return a list of nearby 
AP’s, which is AP1, AP2 and AP4. From this response, mobile devices will add CH 11 in its roaming 
channel list. See id. 
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Samsung Knox Documentation, Knox Platform for Enterprise, Knox Platform for Enterprise 

knowledge base articles, https://docs.samsungknox.com/admin/knox-platform-for-
enterprise/kbas/kba-115013403768/  (last accessed September 2, 2025). 

 
Knox is involved in the enhanced roaming algorithms for Wi-Fi and mobile data. For example, it can 
monitor signal strength (RSSI) to trigger a device to scan for a stronger Wi-Fi signal when the current 
one is weak. See id. Knox can monitor and provide reports on network events. This includes when 
devices connect to or disconnect from Wi-Fi networks. See id/ 
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Finally, the applications of the Knox Accused Products monitor signal strength by displaying a real-
time graph of a device's mobile or Wi-Fi signal strength within the agent app and on the Location 
dashboard. Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, 
Use location dashboard, https://docs.samsungknox.com/admin/knox-asset-
intelligence/dashboard/location-dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n  (last accessed September 2, 2025). Users can see this data as a graphical representation over the last 
10 seconds, helping them identify areas of weak cellular coverage, potential dead zones, or issues with 
Wi-Fi connections. See id. Signal strength is also displayed as a percentage of good, very good, okay, 
not good, or unusable based on dBm values in the agent app's Network screen. See id. The Accused 
Knox Products, for example, include “mobile signal strength” data (a type of performance or quality 
of service information for one or more specific locations), which enables the identification of “devices 
situated in areas with weak cellular coverage or potential dead zones.” See id. 

Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 
location dashboard, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-

dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico

n (last accessed September 2, 2025). 
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The Accused Knox Products further provide admin interfaces, via dashboards (e.g., location 
dashboards) that include maps of device distributions across a given area. Mobile signal strength data 
can be displayed via such maps, which enables customers to quickly correlate device IDs with each 
mobile signal strength statuses. This further illustrates how the Accused Knox Products utilize 
performance or quality of service information associated with specific locations. See Samsung Knox 
Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use location dashboard, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-dashboard/use-the-
location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n (last accessed September 2, 2025). 

 
Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 

location dashboard, https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-
key-
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strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d
ata (last accessed September 2, 2025). 

 
The Accused Knox Products  allow the EMM application on the managed mobile device to provide 
network performance information to the IT admin through the EMM console, where the IT admin can 
monitor managed devices through the EMM console. 
The document below describes that the EMM application on the managed mobile device can collect 
health and network information associated with the performance of the managed mobile device and 
send the information to the Knox server. The collected information is provided to the IT Admin 
through various dashboards in the EMM console, allowing the IT admin to monitor the managed 
mobile devices through the EMM console.   

 
See https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ 

 
The document excerpt below describes that the managed mobile device can receive commands at the 
EMM application on the device to provide data through a Knox API to the EMM console.  
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Knox Whitepaper v1.5, p. 7 (annotated). 

[12D] wherein said 
performance or quality of 
service information or 
perceived communications 
quality or service value 
includes information from 
one or more bands, one or 
more carriers, one or more 
mobile or fixed devices, or 
one or more end users from 
one or more bands or 
carriers. 

The Accused Knox Products use performance or quality of service information or perceived 
communications quality or service value includes information from one or more bands, one or more 
carriers, one or more mobile or fixed devices, or one or more end users from one or more bands or 
carriers. 
For example, as established above in reference to features [1A]-[1E], the Accused Knox Products 
obtain and provide device analysis data that includes performance and quality of service information 
from one or more mobile devices of enterprise end users. The Accused Knox Products capture 
“mobile signal strength” data (a type of performance or quality of service, communications service 
quality, and value information for one or more specific locations), which enables the identification of 
“devices situated in areas with weak cellular coverage or potential dead zones.” Samsung Knox 
Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use location dashboard, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-dashboard/use-the-
location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n  (last accessed September 2, 2025). 
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Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 
location dashboard, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-

dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico

n (last accessed September 2, 2025). 
 
The Accused Knox Products further provide admin interfaces, via dashboards (e.g., location 
dashboards) that include maps of device distributions for enterprise end user devices across a given 
area. Mobile signal strength data can be displayed via such maps, which enables IT administrators to 
quickly correlate device IDs with each mobile signal strength statuses. This further illustrates how the 
Accused Knox Products utilize performance or quality of service information associated with specific 
locations. See Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location 
dashboard, Use location dashboard, https://docs.samsungknox.com/admin/knox-asset-
intelligence/dashboard/location-dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n (last accessed September 2, 2025). 
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Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 

location dashboard, https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-
key-

strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d
ata (last accessed September 2, 2025). 

 
However, the Accused Products also obtain and provide performance information associated with one 
or more bands and/or one or more carriers. For example, the databases of the Accused Knox Products 
obtain, store, and display information associated with performance provided via different bands (e.g., 
2G, 3G, 4G, 5G) by one or more telecommunications carriers. The Accused Knox Products provide 
performance information, such as mobile network usage, on a “per carrier” basis. This helps monitor 
and measure how device users are using mobile data by collecting data about mobile data usage by 
network generations and carrier. For example, device users might primarily be using 4G networks, 
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meaning a 5G data plan could be unnecessary. See Samsung Knox Documentation, Home, Knox 
Asset Intelligence, Dashboard, Network insights, https://docs.samsungknox.com/admin/knox-asset-
intelligence/dashboard/network-insights/mobile-network-usage/ (last accessed September 2, 2025).  
According to Samsung, “Knox Asset Intelligence collects the MCC/MNC code and matches it to a 
carrier name.” See id. 
 

 
Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Overview, 

https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/overview/ (last accessed 
September 2, 2025) 

 
This information includes identify infrastructure type and/or location information for one or more 
locations. For example the Accused Knox Products can determine and visually depict how much of 
different cellular infrastructures are used (e.g., 5G, 4G, 3G, 2G, etc.).  
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Network insights, 

https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-insights/mobile-
network-usage/ (last accessed September 2, 2025). 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Network insights, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-insights/mobile-
network-usage/ (last accessed September 2, 2025). 
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Claim 14 Accused Knox Products 

[14] The clearinghouse 
system of claim 12 further 
comprising means for 
sending instructions from 
one of said one or more 
electronic interfaces to one 
or more wireless devices for 
configuring or reconfiguring 
said one or more wireless 
devices based on one or 
more of: a ranking of 
performance, enhanced 
spectrum usage, control of 
interference, or requests of 
an end user. 

The Accused Knox Products include a means for sending instructions from one of said one or more 
electronic interfaces to one or more wireless devices for configuring or reconfiguring said one or more 
wireless devices based on one or more of: a ranking of performance, enhanced spectrum usage, 
control of interference, or requests of an end user. 
For example, via the Knox Manage Portal a web-based console of the Knox Admin Portal, IT 
administrators can cause one or more computers of the Knox Cloud Services to run various actions on 
targeted mobile, wireless devices. See Samsung Knox Documentation, Knox Manage, New Knox 
Manage console, How-to guides, Run an action on a device, 
https://docs.samsungknox.com/admin/knox-manage/new-console/how-to-guides/run-an-action-on-a-
device/ (last accessed September 2, 2025). 

 
Samsung Knox Documentation, Fundamentals, Introduction, the Big Picture, 

https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025). 
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Such actions can include pushing new profiles, locking or unlocking the screen, locking or unlocking 
the device, and viewing device logs, among other actions that configure or reconfigure the mobile, 
wireless device based on specific requests of the end user (e.g., IT administrators, workforce 
personnel, etc.). Id.  

 
Samsung Knox Documentation, Knox Manage, New Knox Manage console, How-to guides, Run an 

action on a device, https://docs.samsungknox.com/admin/knox-manage/new-console/how-to-
guides/run-an-action-on-a-device/ (last accessed September 2, 2025) 
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Samsung Knox Documentation, Knox Manage, New Knox Manage console, How-to guides, Edit a 

profile, https://docs.samsungknox.com/admin/knox-manage/new-console/how-to-guides/edit-a-
profile/ (last accessed September 2, 2025). 
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Samsung Knox Documentation, Knox Manage, New Knox Manage console, How-to guides, Add an 
app, https://docs.samsungknox.com/admin/knox-manage/new-console/how-to-guides/add-an-app/ 

(last accessed September 2, 2025) 
 
Additionally, Knox E-FOTA can enable IT administrators to select the target firmware version, force 
target firmware version update onto select devices, schedule updates during non-peak work times and 
granular network resource management, and mass deploy the target firmware version. See Samsung 
Knox Documentation, Samsung Knox white papers, Samsung Knox Mobile Security, Knox Cloud 
Services & Integrations, Knox E-FOTA, 
https://docs.samsungknox.com/admin/fundamentals/whitepaper/samsung-knox-mobile-security/kcs-
integrations/knox-e-fota/ (last accessed September 2, 2025). 
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Samsung Knox Documentation, Samsung Knox white papers, Samsung Knox Mobile Security, Knox 

Cloud Services & Integrations, Knox E-FOTA, 
https://docs.samsungknox.com/admin/fundamentals/whitepaper/samsung-knox-mobile-security/kcs-

integrations/knox-e-fota/ (last accessed September 2, 2025). 
Furthermore, via the Knox Configure Dashboard, a web-based console of the Knox Admin Portal, IT 
administrators can cause one or more computers of the Knox Cloud Services to push an application or 
command to a wireless device based on a specific request of an end user.  

 
 

Samsung Ex. 1005, Page 107 of 123



Ex. 14 – U.S. Patent No. 8,515,925 

Exhibit 14, p. 108 
 

 
Samsung Knox Documentation, Knox Configure, How-to guides, About the Dashboard, 

https://docs.samsungknox.com/admin/knox-configure/how-to-guides/use-the-dashboard/  (last 
accessed September 2, 2025). 

 
End user requests can include requests to: 1) homogenize firmware versions and capabilities of 
deployed device models; 2) carry out interoperability or compatibility testing with in-house or 
proprietary servers, apps, and endpoint settings; 3) ensure that known issues are patched before the 
deployment of major firmware version updates; 4) perform field tests of new firmware and software 
on a subset of devices before mass deployment; and 5) force the use of firmware versions that have 
been validated to meet industry certification or regulation requirements. See Samsung Knox 
Documentation, Samsung Knox white papers, Samsung Knox Mobile Security, Knox Cloud Services 
& Integrations, Managed software updates, 
https://docs.samsungknox.com/admin/fundamentals/whitepaper/samsung-knox-mobile-security/kcs-
integrations/managed-software-updates (last accessed September 2, 2025). 
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In the Accused Knox Products, the “means for sending” is implemented, for example, by one or more 
processors executing the Knox Suite Applications (including the Knox Manage server/console, Knox 
Admin Portal, and Knox Agent), in combination with the network communication interface (including 
APIs and/or wireless/cellular network modules) that transmit data, device management commands, 
and configuration instructions to managed mobile devices. 
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Claim 17 Accused Knox Products 

[17] The clearinghouse 
system of claim 12 wherein 
said one or more electronic 
interfaces to said one or 
more computers further 
permit one or more mobile 
or fixed devices or one or 
more end users to 
communicate said 
performance, quality of 
service, or perceived 
communications service 
quality or value 
information, experienced or 
desired, to said one or more 
computers. 

The Accused Products include one or more electronic interfaces to said one or more computers that 
further permit one or more mobile or fixed devices or one or more end users to communicate said 
performance, quality of service, or perceived communications service quality or value information, 
experienced or desired, to said one or more computers. 
For example, the Accused Knox Products include the Knox Cloud Services, which interface the one or 
more mobile devices to one or more computers of an IT administrator such that performance and 
quality of service information can be communicated to said one or more computers. Samsung Knox 
Documentation, Fundamentals, Introduction, the Big Picture, 
https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025). An application, 
such as the Knox Agent, can be downloaded and executed on a mobile device to obtain such 
information. The Knox Agent can interface with one or more of the cloud-based computers of the 
Knox Cloud Services via an application programming interface, which interface with the one or more 
computers of an IT administrator via the Knox Admin Portal.  
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Samsung Knox Documentation, Fundamentals, Introduction, the Big Picture, 

https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025). 
 
The Knox Asset Intelligence agent is responsible for collecting device health and usage information, 
and sending this information back to the server to be converted into meaningful dashboard insights. 
See Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent 
app, https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ 
(last accessed September 2, 2025). Once the agent app is downloaded and installed, device users 
simply launch the app to let the agent begin collecting data. See id. For example, performance or 
quality of service information for the mobile device, such as mobile network signal strength, can be 
updated in real time, for example, every 10 seconds. See id.  Furthermore, users can view their 
device’s Wi-Fi network signal strength over the last ten seconds, updated in real time. See id. 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025). 
 

Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025) 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, How-to guides, Use the agent app, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/how-to-guides/use-the-agent-app/ (last 

accessed September 2, 2025) 
 
The Accused Knox Products further enable the Knox Cloud Services, such as Knox Asset 
Intelligence, to be updated with the most recent signal strength information (e.g., performance or 
quality of service information) from the mobile device via the first interface. For example, the “data 
upload” section of the Knox Asset Intelligence settings has several data upload settings. See Samsung 
Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Settings, Data conditions tab, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/settings/data-conditions/ (last 
accessed September 2, 2025). 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Settings, Data conditions 
tab, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/settings/data-conditions/ 

(last accessed September 2, 2025) 
 
The Accused Knox Products also include web-based applications via the Knox Admin Portal, which 
interface with one or more cloud-based computers and databases of the Knox Cloud Services and, 
therefore, also obtain such information. According to Samsung, “[w]ith Knox Cloud Services, 
enterprise IT administrators can access a range of device management, monitoring, security, and 
customization solutions for their fleet of devices.” Samsung Knox Documentation, Fundamentals, 
Introduction, the Big Picture, https://docs.samsungknox.com/dev/fundamentals/ (last accessed 
September 2, 2025).  

 

Samsung Ex. 1005, Page 114 of 123



Ex. 14 – U.S. Patent No. 8,515,925 

Exhibit 14, p. 115 
 

 
Samsung Knox Documentation, Fundamentals, Introduction, the Big Picture, 

https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025) (annotated). 
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Claim 18 Accused Knox Products 

[18] The clearinghouse 
system of claim 17 wherein 
said one or more electronic 
interfaces are configured to 
receive geographic location 
information from said one 
or more mobile or fixed 
devices or one or more end 
users. 

The Accused Knox Products include one or more electronic interfaces configured to receive 
geographic location information from said one or more mobile or fixed devices or one or more end 
users. 
For example, the Accused Knox Products include and/or utilize IT administrator’s computers that 
access the Knox Admin Portal, which includes one or more web-based portals that interface with one 
or more cloud-based computers and databases of the Knox Cloud Services. According to Samsung, 
“[w]ith Knox Cloud Services, enterprise IT administrators can access a range of device management, 
monitoring, security, and customization solutions for their fleet of devices.” Samsung Knox 
Documentation, Fundamentals, Introduction, the Big Picture, 
https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025).  

 
Samsung Knox Documentation, Fundamentals, Introduction, the Big Picture, 

https://docs.samsungknox.com/dev/fundamentals/ (last accessed September 2, 2025) (annotated). 
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The Accused Knox Products provide “[s]torage of device analysis data,” to facilitate “[r]eal-time 
monitoring of devices,” “[s]upport for audits that verify system events, applied policies, tampering 
and compliance violations,” and “[s]upport for appropriate actions after audit.” Samsung Knox 
Documentation, Knox Manage, Introduction, Features and key strengths, 
https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-key-
strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d
ata (last accessed September 2, 2025).  

 
Samsung Knox Documentation, Knox Manage, Introduction, Features and key strengths, 

https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-key-
strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d

ata (last accessed September 2, 2025). 
 

The Accused Knox Products, for example, capture location information, including information 
associated with “mobile signal strength” data (a type of performance or quality of service information 
for one or more specific locations), which enables the identification of “devices situated in areas with 
weak cellular coverage or potential dead zones.” Samsung Knox Documentation, Knox Asset 
Intelligence, Dashboard, Location dashboard, Use location dashboard, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-dashboard/use-the-
location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n  (last accessed September 2, 2025). 
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Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 
location dashboard, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/location-

dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico

n (last accessed September 2, 2025). 
 

The Accused Knox Products further provide admin interfaces, via dashboards (e.g., location 
dashboards) that include maps of device distributions for enterprise end user devices across a given 
area. Mobile signal strength data can be displayed via such maps, which enables IT administrators to 
quickly correlate device IDs with each mobile signal strength statuses. This further illustrates how the 
Accused Knox Products utilize performance or quality of service information associated with specific 
locations. See Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location 
dashboard, Use location dashboard, https://docs.samsungknox.com/admin/knox-asset-
intelligence/dashboard/location-dashboard/use-the-location-
dashboard/#:~:text=To%20use%20this%20feature%2C%20you,next%20to%20the%20Search%20ico
n (last accessed September 2, 2025). 
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Samsung Knox Documentation, Knox Asset Intelligence, Dashboard, Location dashboard, Use 

location dashboard, https://docs.samsungknox.com/admin/knox-manage/introduction/features-and-
key-

strengths/#:~:text=Effortless%20content%20management,Storage%20of%20device%20analysis%20d
ata (last accessed September 2, 2025). 
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Claim 22 Accused Knox Products 

[22] The clearinghouse 
system of claim 12 further 
comprising a means for 
determining one or more of 
towers or frequencies being 
used by one or more of said 
one or more mobile or fixed 
devices or end users. 

The Accused Knox Products include a means for determining one or more of towers or frequencies 
being used by one or more of said one or more mobile or fixed devices or end users. 
For example, the Accused Products are configured to determine the infrastructure (e.g., towers) and/or 
different frequency bands (e.g., 2G, 3G, 4G, 5G) being used by one or more mobile defines of an 
enterprise end user. The Accused Knox Products provide performance information, such as mobile 
network usage, on a “per carrier” basis. This helps monitor and measure how device users are using 
mobile data by collecting data about mobile data usage by network generations and carrier. For 
example, device users might primarily be using 4G networks, meaning a 5G data plan could be 
unnecessary. See Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, 
Network insights, https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-
insights/mobile-network-usage/ (last accessed September 2, 2025).  According to Samsung, “Knox 
Asset Intelligence collects the MCC/MNC code and matches it to a carrier name.” See id. 
 
The corresponding structure in the Accused Knox Products for the “means for determining” include at 
least the Knox Agent installed on each mobile device of an enterprise personnel end user, in 
combination with one or more cloud-based computers of the Knox Cloud Services configured to 
function as an analytics engine and the network insights dashboard, which collects MCC/MNC codes, 
determines carriers and frequency band usage, and presents such determinations on the network 
insight user interface, accessible via the Knox Admin Portal.   
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Overview, 

https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/overview/ (last accessed 
September 2, 2025) 

 
This information includes identify infrastructure type and/or location information for one or more 
locations. For example the Accused Knox Products can determine and visually depict how much of 
use different cellular infrastructures are used (e.g., 5G, 4G, 3G, 2G, etc.).  
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Network insights, 

https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-insights/mobile-
network-usage/ (last accessed September 2, 2025). 
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Network insights, 
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/network-insights/mobile-
network-usage/ (last accessed September 2, 2025). 
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