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UPDATING SOFTWARE IMAGES ASSOCIATED WITH
A DISTRIBUTED COMPUTING SYSTEM

TECHNICAL FIELD
[0001] The invention relates to computing environments and, more specifically, to

management of computing nodes of a distributed processing systems.

BACKGROUND

[0002] Distributed computing systems are increasingly being utilized to support high-
performance computing applications. Typically, distributed computing systems are
constructed from a collection of computing nodes that combine to provide a set of processing
services to implement the high performance computing applications. Each of the computing
nodes in the distributed computing system is typically a sepérate, independent computing
device interconnected with each of the other computing nodes via a communications
medium, e.g., a network.

[0003] One of the challenges with distributed computing systems is the management of the
software images associated with the computing nodes. The term “software image” generally
refers to the complete set of software associated with an individual computing node,
including the operating system and all boot code, middleware and application files.

[0004] One challenge arises when a new computing node is allocated to the distributed

- computing system. In this situation, the computing node must be loaded with a software
image that is consistent with the current software images running on the related computing
nodes. Similarly, it may be necessary to load a new software image on a computing node
when the functions of computing node change within the distributed computing system.
[0005] Moreover, other challenges arise when installing new software, updating software
versions or applying software patches to the software images associated with the computer
nodes. For example, it is often necessary to shutdown and reboot a computing node when
installing or updating software on the computing node. In some situations, it may even be
necessary to take the entire distributed computing system offline when performing

substantial software installations or updates. As a result, the computing performance of the
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distributed computing system may be severely impacted during the installation or update

process.

SUMMARY

[0006] In general, the invention is directed to software image management within a
distributed computing system. In particular, the invention provides techniques for the
efficient allocation and management of software images within the distributed computing
system. A control node, for example, generates a “golden image” for each type of software
image that may be deployed on one or more of application nodes.

[0007] As described herein, the term “golden image” refers to a reference copy of a complete
software stack that may be deployed on application node to achieve identical functionality.

In other words, a golden image may be viewed as a “master copy” of the software image for
a particular computing function. The control node may create a copy of a golden image,
referred to as an “image instance,” for each of possible application node that may be
deployed within distributed computing system. In other words, the control node pre-
generates a set of K image instances, where K represents the maximum number of
application nodes for a particular computing function. Control node may create the set of K
image instance regardless of whether the actual number of application nodes initially
deployed to perform that function is less than K Moreover, the control node creates a
complete set of image instances for each computing function that may be deployed within the
distributed computing system.

[0008] In one embodiment, a method comprises storing a master software image for a type of
computing function to be deployed within a distributed computing system, and generating a
plurality of software image instances from the master software image for deployment within
the distributed computing system. The method further comprises applying a software update
to the master software image to generate an updated master software image, and updating
each of the software image instances using the updated master software image.

[0009] In another embodiment, a distributed computing system comprises a plurality of
application nodes, a software image repository and a control node interconnected via a
network. The image repository stores a master software image and a plurality of software

image instances generated from the master software image. The control node automatically
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updates each of the software image instances using an updated version of the master software
image.

[0010] In another embodiment, a computer-readable medium comprises instructions that
cause a programmable process to access an image repository and select one of a plurality of
software image instances generated from a master software image; select one of the image
instances; create a copy of the selected image instance; compute a first set of differences S,
that specifies any differences between the master software image and an updated version of
master software image; and apply the first set of differences S, to the copy of the selected
image instance.

[0011] The details of one or more embodiments of the invention are set forth in the
accompanying drawings and the description below. Other features, objects, and advantages

of the invention will be apparent from the description and drawings, and from the claims.

BRIEF DESCRIPTION OF DRAWINGS

[0012] FIG. 1 is a block diagram illustrating a distributed computing system constructed
from a collection of computing nodes.

[0013] FIG. 2 is an exemplary image management data structure maintained by a control
node in associated with a software image repository.

[0014] FIG. 3 is a flow diagram illustrating exemplafy operation of the administration
computing node when managing software images during configuration of a distributed
processing environment.

[0015] FIG. 4 is a flow diagram illustrating exemplary operation of the administration
computing node when utilizing an unallocated computing node.

[00.16] FIG. 5 is a flow diagram illustrating exemplary operation of the administration
computing node when updating a software image.

[0017] FIG. 6 is a screen illustration of an exemplary user interface for viewing and
managing software images.

[0018] FIG. 7 is a screen illustration of an exemplary user interface for allowing a system
administrator to select computing nodes for a software image upgrade.

[0019] FIG. 8 is a screen illustration of an exemplary user interface for manually initiating

software image updates.
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DETAILED DESCRIPTION

[0020] FIG. 1 is a block diagram illustrating a distributed computing system 10 constructed
from a collection of computing nodes. Distributed computing system 10 may be viewed as a

. collection of computing nodes operating in cooperation with each other to provide high-
performance processing.
{0021} In one embodiment, the collection of computing nodes forming distributed computing
system 10 includes control nodes 12A-12N (“control nodes 12”), application nodes 14A-14K
(“application nodes 14””) and unallocated nodes 16A-16M (“unallocated nodes 16”). Control
nodes 12, application nodes 14 and unallocated nodes 16 are interconnected via a

' communications network 18. Communications network 18 permits internode
communications among the computing nodes as the nodes perform interrelated operations
and functions. Communications network 18 may comprise, for example, direct connections
between one or more of the computing nodes, one or more customer networks maintained by
an enterprise, local area networks (LANs), wide area networks (WANS) or a combination
thereof.
[0A022] Within distributed computing system 10, a computing node represents an individual
physical computing device. The number of computing nodes needed within distributed
coinputing system 10 is dependent on the proceésing requifements. For example, distributed
computing system 10 may include 8 to 512 computing nodes or more. Each computing node
includes one or more programmable processors for executing software instructions stored on
one or more compﬁter—readable media.
[0023] As illustrated in FIG. 1, the computing nodes of distributed computing system 10 are
divided into application nodes 14, control nodes 12, and unallocated nodes 16. In general,
application nodes 14 provide computing environments for execution of user software
applications. In addition, although not illustrated separately, application nodes 14 may
include one or more input/output (I/O) nodes. Application nodes 14 typically have more
substantial I/O capabilities than control nodes 12, and are typically configured with more
computing resources (e.g., processors and memory).
[0024] In contrast, control nodes 12 provide the system support functions for managing

distributed computing system 10. More specifically, control nodes 12 manage the roles of
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each computing node within distributed computing system 10 and the installation and
execution of software applications within the distributed computing system. In general,
distributed computing system 10 includes at least one control node, such as control node
12A, and, optionally, additional control nodes 12B-12N. . '

[0025] Unallocated nodes 16 represent computing nodes that are available for use in
distributed computing system 10, but that are not currently configured and deployed within
the distributed computing system 10. Unallocated nodes 16 may, for example, be used to
replace failed application nodes or to add application nodes to distributed computing system
10 to increase processing capacity.

[0026] In the example of FIG. 1, control node 12A is responsible for software image
management as déscribed in detail herein. The term “software image” refers to a complete
set of software associated with an individual computing node, including the operating system
and all boot code, middleware and applicaﬁon files. Other control nodes 12 are optional and
may be associated with a different subset of the computing nodes within distributed
computing system 10. Moreover, control node 12A may be replicated to provide primary
and backup administration functions, thereby aflowing for graceful handling a failover in the
event control node 12A fails.

[0027] In one embodiment, each of the computing nodes within distributed computing
system 10 execute a common general-purpose operating system.  One example of a general-
purpose operating system is the Windows™ operating system provided by Microsoft
Corporation. In some embodiments, the general-purpose operating system may be the Linux
kernel. _

[0028] In general, a system administrator 20 accesses administration software 24 (“admin
software 24” in FIG. 1) executing on control node 12A to define the architecture of
distributed computing system 10. For example, system administrator 20 may define the
maximum number of application nodes 14 for distributed computing system 10, the software
and hardware resources for each application node, the function of each application node (e.g.,
web server node), and the like. In some embodiments, control nodes 12 automatically detect
the hardware resources for each of application nodes 14 and unallocated nodes 16.

[0029] System administrator 20 may further identify the particular types of software images

to be installed on application nodes 14. Alternatively, administration software 24 executing ‘
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12

on control node 12A will automatically identify the appropriate software images to be
deployed to application nodes 14 based on the input received from the system administrator.
For example, administration software 24 may determine the type of software image to
associate with an application node 14 based on the functions assigned to the node by system
administrator 20. Application nodes14 may be divided into a number of groups based on
their assigned functionality. As one example, application nodes 14 may be divided into a
first group to provide web server functions, a second group to provide business application
functions and a third group to provide database functions. The application nodes 14 of each
group may be associated with different software images. |
[0030] As described herein, a control node, such as control node 12A, provideé for the
efficient allocation and management of various software images within distributed computing
system 10. In some embodiments, control node 12A generates a “golden image” for each
type of software image that may be deployed on one or more of application nodes 14. As
described herein, the term “golden image” refers to a reference copy of a complete software
stack.

[0031] System administrator 20 may create a golden image by installing an operating system,
middleware and software applications on a computing node and then making a complete
copy of the installed software. In this manner, a golden image may be viewed as a “master
copy” of the software image for a particular computing function. In the éxamplc described
above, control node 12A may generate corresponding golden images for a web server
function, a business application function and a database épplication function. Control node
12A maintains a software image repository 26 that stores the golden images associated with
distributed computing system 10. |
[0032] In accordance with the invention, control node 12A may create a copy of a golden
image, referred to as an “image instance,” for each possible image instance that may be
deployed within distributed computing system 10 for a similar computing function. In other
words, control node 12A pre-generates a set of K image instances, where K represents the
maximum number of image instances for which distributed computing system 10 is
configured for the particular type of computing function. For a given computing function,
control node 12A creates the set of image instance even if not all of the image instances will

be initially deployed. Control node 12A creates different sets of image instances for different
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computing functions, and each set may have a different number of image instances
depending on the maximum number of image instances that may be deployed for each set.
Control node 12A stores the image instances within software image repository 26. Each
image instance represents a collection of bits that may be deployed on an application node.
[0033] For example, if administrator 20 configures distributed computing system 10 to have
a maximum of five image instances for a particular type of computing function (i.e., K=5),
then control node 12A creates five image instances from the corresponding golden image. In
a similar fashion, control node 12A pre-generates the image instances for each functional
groupiﬁg of application nodes 14. Continuing with the example, control node 12A may
create software image instances including: (1) a first group having a maximum of five
software image instances that may be deployed to support web server functions, (2) a second
group having a maximum of three software image instances that may be deployed to support
business application functions, and (3) a third group having a maximum of two software
image instancés that may be deployed to support database functions. Control node 12A
utilizes the appropriate golden image to create the software image instances for each of the
groups regardless of the number of software image instances that will initially be deployed
for each of the functi(')nal groups. '

[0034] For each image instance, control node 12A may pre-assign a network address, such as
an Internet Prptocol (IP) address and a host name, for use once the image instance is actually
deployed on an application node. The network address may be assigned from a block of
network addresses allocated to distributed computing system 10.

[0035] After creating and storing the image instances, control node 12A deploys all or a
portion of the image instances. During this process, control node 12A selects the image
instances to be deployed, possibly based on parameters provided by administrator 20, and
associates the selected image instances with a respective one of application nodes 14 within
distributed computing system 10. The remaining image instances are not assigned to specific
application nodes at this time until actual deployment of the computing nodes. The
computing nodes to which control node 12A assigns the image instances temporarily inherit
the network address assigned to the image instance for as long as the image instance, or in

some cases an associated patched image, is deployed on that particular application node. If
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for some reason the image instance is moved to a different application node 14, control node
12A moves the network address that new application node.

[0036] Different functional groups of application nodes 14 subsets are treated in a similar
manner. Particularly, control node 12A creates image instances from a respective golden
image for the maximum number computing nodes of the group, assigns network addresses to
each of the pre-created image instances, stores the pre-created image instances within image
repository 26, assigns one of the pre-created image instances to the each of application nodes
14 to be initially deployed for the group, and boots the assigned image instances on
respective application nodes. Control node 12A maintains a mapping that associates each of
the image instances with the assigned network address and tracks whether the image instance
is booted on one of application nodes 14. Control node 12A may maintain the mapping
within a relational database, such as SQL Server from Microsoft Corporation or PostgreSQL.
[0037] Pre-creation of image instances for future allocation may provide certain advantages.
For example, pre-creation of image instances may reduce the amount of time required for
deploying the image instances on unallocated nodes 16. Further, as explained in detail
below, control node 12A allows the unassigned image instances within image repository 26
to be maintained and updated as if currently deployed. In this fashion, the image instances
are in a current state and ready for assignment to an application node for deployment.

[0038] Control node 12A may also provide mechanisms for efficiently updating the image
instances. For example, control node may provide efficient mechanisms for applying
software patches to the image instances and for rollback of the image instance if desired.
Control node 12A may provide a scheduled update process that periodically checks for and
applies software updates, e.g., nightly or weekly. Alternatively, administrator 20 may
manually invoke an image update process upon receiving a new patch for a particular
software package or operating system.

[0039] When performing an update, control node 12A updates non-assigned image instances
store within image repository 26 as well image instances deployed to application nodes 14.
With respect to the deployed image instances, control node 12A may initiate and perform the
image update process while maintaining the execution of as many of application nodes 14 as
possible so that the disruption to distributed computing system 10 is reduced. For example,

in some situations, control node 12A applies a rolling update across application nodes 14 so
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that only a single application node is offline at any time. Thus, control node 12A may update
the software images of application nodes 14 in a relatively non-intrusive manner.

[0040].As described in further detail below, when applying a software update to a group of
image instances, control node 12A first creates a clone of the golden image for the group of
image instances to be updated. The clone of the golden image may be viewed as a bit for bit
copy of the golden image. Control node 12A then temporarily boots the clone of the golden
image on a computing node from the pool of unallocated computing nodes 16. Administrator
20 then applies the software update (e.g., patch) to the clone of the golden image, thus
creating a patched golden image. Control node 12A computes a first set of differences (S;)
that specifies the differences between the original golden image and the patched golden
image.

. [0041] Control node 12A then proceeds to update each of the image instances of the group.
For deployed image instances, control node 12A shuts down the application node 14 on
which the image instance is deployed down and clones the image instance. Control node
12A then computes a second set of differences (S,) that specifies the differences between the
original golden image and the cloned image instance. Control node 12A propagates the
computed set of differences (S;) into the first cloned image instance, and reconciles those
differences with the set of differences (S;) between the original golden image and the cloned
image instance. If there are no conflicts, control node 12A boots another application node 14
with the patched image instance. The image instances of the other application nodes 14 are
sequentially cloned and updated in a similar fashion.

[0042] If any file conflicts are detected during the update of any of the image instances of the
group, administrator 20 may select one of three actions. In particular, administrator 20 may
direct control node 12A to: (1) use the file from the original image instance, (2) use the file
from the updated golden image or (3) fail the update and rollback the updated image instance
to the original image instance. For a rollback, control node 12A reboots application nodes 14
with the original image instances, i.e., the image instances prior to being cloned and patched.
[0043] FIG. 2 is an exemplary image management data structure 40 maintained by control
node 12A in association with image repository 26. In this example, image management data

structure 40 is represented as a table in which each row represents a unique software image.
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The software images represented in data structure 40 may be golden images (represented by
the instance identiﬁcation“‘GOLDEN”) or specific image instances.

[0044] For each software image, image management data structure 40 includes an image
type 42 identifying the functional type of the software image. In the example illustrated in
FIG. 2, image management data structure 40 includes two different types of software images:
weB server images and application server images. In addition, image management data
structure 40 includes an instance identification 44 that identifies an instance number and a
version of golden image from which the instance was created. For example, the web server
image with an instance ID of 2.1 indicates that the instance is the second image instance
created from the version 1.0 web server golden image.

[0045] Image management data structure 40 also includes an IP or other nétwork address 46
associated with each of the images. As described above, the IP address associated with the
image instance may be assigned from a block of IP addresses reserved for distributed
computing system 10. As golden images are never deployed, IP addresses are not assigned.
Other information may also be assigned, such as a host name. |

[0046] Furthermore, image instance data structure 40 includes a status 48 of the image and
the version of the image. The status of the image may either be “active” or “inactive.” An
image has a status of “active” if it is currently deployed on one of application nodes 14 of
distributed computing system 10. Images that are not currently running on application nodes
14 are classified as “inactive.” Golden images are always inactive, except when used during
the update process. In the example illustrated in FIG. 2, of the four image instances created
from the version 2.0 web server golden image only two are actively deployed on application
nodes 14. Thus, as described in detail above, distributed computing system pre-creates
image instances for future use on application nodes 14.

[0047] Control node 12A maintains entries for software images that have been updated. In
the example illustrated in FIG. 2, control node 12A has updated web server image version 1.0
to version 2.0. Thqs, in the example of FIG. 2, web server images having instance IDs of 1.2-
4.2 are updated versions of web server images 1.1-4.1. Control node 12A maintains the

~ image instances associated with version 1.0 in case a conflict is detected and the control node
needs to rollback one or more of application nodes 14 to the original version of the image

instances. As illustrated in image management data structure 40, control node 12A may

10
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assign the same IP address to an image instance and any corresponding updated instances. In
some embodiments, however, the updated image instance may be assigned an IP address that
is distinct from the parent image instance.

[0048] The data of FIG. 2 is illustrated for exemplary purposes, and may be subject to
variation. For example, image management data structure 40 may further specify a type of
operating system the image should be run on, a version of the operating system the image
should be run on, an identifier (e.g., MAC address) for the application node to which an |
“active” image instance is assigned, and other data. Although image management data
structure 40 is illustrated in FIG. 2 as a single image management data structure, image
management data structure 40 may be divided into two or more data structures. For example,
control node 12A may maintain a first image management data structure that maintains
information associated with golden images and a second image management data structure
that maintains information associated with image instances. Furthermore, image
management data structure 40 may take forms other than a table, such as one or more
databases, link lists, radix trees, databases, flat files, or any other data structures.

[0049] FIG. 3 is a flow diagram illustrating exemplary operation of control node 12A when
managing images during configuration of a distributed processing environment. Initially,.
control node 12A receives input defining an architecture of a distributed computing
environment (50). Particularly, system administrator 20 accesses control node 12A and
defines the architecture of distributed computing system 10. The system administrator may,
for example, define the maximum number of application nodes 14 of system 10, an initial
number of application nodes 14 to be deployed, the hardware requirements of each node, the
type of each node (e.g., an application server node), énd the like.

[0050] Control node 12A then generates and stores a golden image for each type of software
image (i.e., computing function) to be deployed on application nodes 14 (52). As described
above, the system administrator may create a golden image by temporarily installing and
booting the drivers, operating system, middleware and applications on a computing node and
then making a bit copy of the contents of the root partition, e.g., all files, the operating
system, and applications.

[0051] Next, control node 12A creates image instances from the golden images and stores

the image instances (54). Particularly, for each golden image, control node 12A creates the
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maximum number of image instances that may be deployed within distributed computing
system 10 for the corresponding computing function. In this manner, control node 12A pre-
creates image instances for subsequent allocation. Control node 12A may create the image
instances by performing a bit-wise copy from the respective golden image. Control node
12A also assigns a network address to each of the image instances from a block of network
addresses allocated to distributed computing system 10 (56). In one embodiment, each
image instance consists of two parts: (1) a copy of those portions of the corresponding golden
image that will be writable and, therefore, must be unique to each image instance, and (2) a
read-only reference directly to the remaining portions of the golden image, thus allowing
those portions to be shared by multiple image instances. This rﬁay allow for faster
deployment. ‘

[0052] Control node 12A selects the image instances that will be currently deployed, assigns
the image instances to respective application nodes 14 (58), and deploys the image instances
on their respectively nodes (60). In general, the term “deploy” refers to the process of
configuring distributed computing system 10 to execute a particular software image instance
on a particular application node 14. When deploying an image instance, for example, control
node 12A may configure distributedvcomputing system 10 so that the image instance is
utilized for remotely booting the application node 14 to which the image instance is assigned
(i.e., a network boot). This process may involve configuring a “pre-boot execution
environment” (PXE) including a kernel, RAM disk, network interfaces or other information.
Deploying an image instance may also include: (1) configuring a dynamic host
communication protocol (DHCP) environment, including a root file system location, a
hostname and an IP address, (2) configuring a dynamic virtualization service (DVS)
environment, including a hostname and IP address, (3) configuring a domain name server
(DNS) environment, (4) configuring a Network File System (NFS) environment, (5)
configuring a NVDD environment and (6) configuring a secure shell (SSH) environment.
[0053] The assigned and unassigned image instances remain stored in image repository 26,
the unassigned image instances reserved possibly used for later allocation to unallocated
nodes 16. For example, control node 12A may allocate image instances and deploy
unallocated nodes 16 when distributed computing system 10 experiences high processing

loads. Control node 12A maintains data describing the allocated and unallocated image
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instances (62). As described above in referenced to FIG. 3, the data describes each image
instance and may map the allocated image instances to corresponding application node.
[0054] FIG. 4 is a flow diagram illustrating exemplary operation of control node 12A when
utilizing one of unallocated nodes 16. Initially, administrator 20 or control node 12A
identifies the need to increase computing bandwidth and add a new application node 14 to
distributed computing system 10 (70). For example, control node 12A may automatically
detect a high load on the currently deployed application nodes 14 and the need to bring
another application node online. In another embodiment, system administrator 20 or other
network monitor may identify the need to bring a new node online and input that need into
control node 12A. As another example, control node 12A or administrator 20 may detect a
failed application nodé and deploy a new application node with identical computing function.
[0055] Next, control node 12A or system administrator 20 identifies the particular type of
node to allocate (72). As described above, for example, if application nodes executing web
server software images are experiencing heaving loading, control node 12A may determine
that a new web server application node needs to be brought online. Based on the
determination, control node 12A selects an inactive (i.e., unassigned) image instance from
image repository 26 to associate with the new application node (74). Continuing with the
web server example, confrol node 12A selects an inactive image instance created from the
web server golden image. For example, control node 12A may select an inactive software
| image created from a most current version of the web server golden image or the most
recently updated image instance. With respect to FIG. 2, for example, control node 12A may
select the web server image with instance identification number 2.3 or 2.4.
[0056] Control node 12A retrieves the identified image instance from image repository 26
(76), and boots one of unallocated nodes 16 with the retrieved image instance (78). Thus, the
newly booted node is removed from the pool of unallocated nodes. As described above, the
newly booted application n_ode inherits the network address of the selected image instance for‘
as long as the application node runs that particular image instance or an updated version of
that particular image instance. Control node 12A updates the image repository 26 to reflect
the assignment (79). For example, control node 12A may update image management data
structure 40 to change the status of the image instance from “inactive” to “active,” associates

the image instance with a particular node, or the like.
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[0057] FIG. 5 is a flow diagram illustrating exemplary operation of control node 12A when
applying a software update. In the illustrated example, control node 12A performs image
updating on a node-by-node basis while the other nodes continue operation so that the
disruption to distributed computing system 10 is reduced.

[0058] Initially, control node 12A or administrator 20 detects an event identifying a need to
update one or more image instances (80). Control node 12A may, for example, detect
expiration of a timer in the case that image updates are performed periodically, detect receipt
of a new software patch, or receives input from system administrator 20 in the case of a
manually initiated update.

[0059] In any case, control node 12A clones (i.e.., makes a 'bit copy of) the golden image
associated with the image instances to be updated (82). Control node 12A deploys and boots
the clone of the golden image on one of unallocated nodes 16 (84). Next, control node 12A
or system administrator 20 applies the software patch or software update to the installed
clone of the golden image, thus creating a patched golden image (86). After the patch is
complete, control node 12A shuts down the node used for the patch.

[0060] Control node 12A computes a set that identifies the differences between the original
golden image and the patched golden image, referred to herein as the golden image delta S,
(88). In particular, control node 12A performs a file-by-file bit comparison (or optionally a
checksum comparison) between the original golden image and the patched golden image to
determine which files have been changed. Control node 12A may consider other
information, such as a change in permissions or ownership associated with the files. Thus,
the golden image delta S; includes a list of the files that have been changed in some manner
by the patch. In addition, control node 12A may identify what specific changes have been
made to the files.

[0061] Control node 12A then proceeds to update each of the image instances of the group
being updated, i.e., each of the image instances created from the original golden image. For
those image instances assigned to an active application node, control node 12A shuts down
the application nodes (90) and clones the installed image instances (92). For those image
instances that are not presently installed and assigned to active application nodes, control

node 12A clones the image instances by performing a bit copy of the image instances.
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[0062] Next, control node 12A computes a set that identifies the differences between the
original golden image and the deployed image instance used to generate the clone. This set
of differences is referred to herein as an image instance delta S; (94). As described briefly
above, control node 12A may perform a file-by-file bit comparison (or optionally a checksum
comparison) to identify the differences. The image instance delta includes a list of the files
that have been changed in some manner during execution of the image instance on the
particular computing node and, in some embodiments, the changes that have been made to
the files.

[0063] Control node 12A propagates the changes identified by the golden image delta S, iﬁto
the clone of the image instance and reconciles the changes with the delta S; (96).
Specifically, control node 12A analyzes the intersection of the golden image delta S; with the
image instance delta S,. By doing so, control node 12A determines whether there are any
overlapping changed files. For example, if the same system file was changed by installing
and booting the image instance as well as by applying patch, control node 12A cannot
reconcile the source of the change, thus resulting in a conflict.

[0064] If no conflicts are detected during the reconciliation, control node 12A stores the
updated image instance and, if the instance is active, boots one of application nodes 14 of
distributed computing system 10 with the updated image instance (98, 100). Control node
12A may, for example, boot one of unallocated nodes 16. In'this case, the node on which the
original image instance was executing may be placed in the pool of unallocated nodes.
Alternatively, control node 12A installs and boots the updated image instance on the original
application node on which the original image instance was executing, i.e., the application
node shutdown by control node 12A.

[0065] Control node 12A determines whether there are any other image instances created
from the same golden image remain to be updated (102). If so, control node 12A selects one
of the image instances and repeats the update process. Control node 12A repeats-this process
until all of the image instances associated with the golden image being patched have been
updated.

[0066] In the event control node 12A identifies a conflict during reconciliation (i.e., the
intersection of delta S, and delta S, is not an empty set) administrator 20 may select one of

three actions. In particular, administrator 20 may direct control node 12A to: (1) use the file
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_from the original image instance, (2) use the file from the updated golden image or (3) fail
the update and rollback the updated image instance to the original image instance. For
rollback, control node 12A boots a computing node with the original image instance that was
running prior to the upgrade (106). This process is referred to as rollback in the sense that
the computing node is running the version of the image instance without the updates from the
patch. As described a.bove, the computing node on which the rollback occurs may be an
unallocated node 16 or the same node that was shutdown at the beginning of the
upgrade/patch process. In addition, control node 12A may perform rollbacks on all of the
previous image instances in the group of images to which the update or patch has been
appiied (108).

[0067] FIG. 6 is a screen illustration of an exemplary user interface 110 presented by a
control node, such as control node 12A, for viewing and managing software images within
distributed computing system 10. User interface 110 presents to a system administrator or
other user a list of software images maintained by control node 12A. The list of images may
include image instances, golden images or a combination thereof. Moreover, the list may
include only the most current version of software images or all versions of the software
images.

[0068] As illustrated in FIG. 6, user interface 110 presents the status of each software image
(i.e., either active or inactive), the version of the image, the operating system and version on
which the image should be run and a brief description of the software image.

[0069] The system administrator or other user may select one or more software image by
selecting on input 112. Once selected, the user may perform an action on the selected images
by selecting the action within menu 114. Actions that the system administrator may perform
on the selected images include deleting the images, updating the images, and assigning the
images to application nodes. In some embodiments, user interface 110 may display other
details about the software images, such as the node to which the active images are assigned,
the network addresses associated with the image instances and the like.

[0070] FIG. 7 is a screen illustration of an exemplary user interface 120 with which a system
administrator interacts to perform operations on computing nodes, such as application nodes

14. In this example, user interface 120 presents computing nodes that belong to a particular v
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group (referred to as a “tier” in FIG. 7). An exemplary tier may comprise, for example, all
computing nodes that operate as web servers.

[0071] After the system administrator selects a tier, user interface 120 present the user with a
list of computing nodes that belong to the selected tier. The system administrator may then
select one or more of the computing nodes and perform a management operation on the
selected computing nodes by interacting with menu 122. For example, the systérn
administrator may initiate an image update for each of the selected nodés. When updating
images, the system administrator will typically select all the computing nodes running image
instances that were created from a common golden image. Other examples of actions include
deploying the node, de-allocating the node and moving the node to the free pool.

[0072] FIG. 8 is a screen illustration of an exemplary user interface 130 presented by a
control node 12 A once the user administrator has manually initiated an image update. In
particular, user interface 130 to select an image version and a first node on which to install
the image upgrade. The system administrator may, for example, select an image from a
dropdown list 132 that is populated with the images illustrated in user interface 130 of FIG.
6. The system administrator selects the appropriate image and then clicks on upgrade button
134, '

[0073] Upon receiving the information selected by the system administrator, control node
12A updates a first one of the identified computing nodes as described in'detail above. In the
event the updated software image works correctly, the remaining nodes are updated serially
as described in detail above.

[0074] Various embodiments of the invention have been described. These and other

embodiments are within the scope of the following claims.
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CLAIMS:

1. A method comprising:

storing a master software image for a type of computing function to be deployed
within a distributed computing system;

generating a plurality of software image instances from the rhaster software image for
deployment within the distributed computing system;

applying a software update to the master software image to generate an updated
master software image; and

updating each of the software image instances using the updated master software

image.

2. The method of claim 1, further comprising deploying a subset of the updated image

instances on application nodes within the distributed computing éystem.

3. The method of claim 1, wherein applying a software update comprises:
copying the master software image associated with the set of image instances; and
applying the software update to the copy of the master software image to generate the

updated master software image.

4. The method of claim 1, wherein updating each of the software image instances
comprises:

selecting one of the image instances;

creating a copy of the selected image instance;

computing a first set of differences S; that specifies any differences between the
master sofiware image and the updated master software image; and

applying the first set of differences S, to the copy of the selected image instance.

18
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5. The method of claim 4, wherein updating each of the software image instances further
comprises:

computing a second set of differences S; that specifies any differences between the
master software image and the copy of the selected image instance; and

computing an intersection of the first set of differences S, with the second set of

differences S,.

6. The method of claim 5, wherein the first set of differences S, and the second set of

differences S, specify modified files.

7. The method of claim 5, further comprising reconciling the first set of differences S;

with the second set of differences S; when the intersection is not an empty set.

8. The method of claim 7, wherein reconciling the first set of differences S; with the
second set of differences S, further comprises presenting an interface to allow a system

administrator to reconcile one or more modified files specified by the intersection.

9. The method of claim 8, wherein the user interface allows the system administrator to
elect to use the modified files from the updated image instance, elect to use the modified files
from the updated master software image or elect to rollback the updated image instances to

the selected image instances prior to épplication of the software update.

10. The method of claim 4, wherein computing a first set of differences S; that specifies
any differences between the master software image and the updated master software image
comprises performing a file-by-file bit comparison to identify files that have been changed

due to the software update.

11.  The method of claim 1, further comprising:
receiving input from a system administrator; and

applying the software update in response to the input.
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12. A distributed computing system comprising:

a plurality of application nodes interconnected via a network;

an image repository storing a master software image and a plurality of software image
instances generated from the master software image; and

a control node coupled to the communication network, wherein the control node
automatically updates each of the software image instances using an updated version of the

master software image.

13.  The distributed computing system of claim 12, wherein the updated version of the
master software image is generated by application of a software update to the master

software image.

14.  The distributed computing system of claim 12, wherein the control node deploys a
subset of the software image instances on the application nodes within the distributed

computing network.

15.  The distributed computing system of claim 12, wherein the control node updates each
of the software image instances by:

selecting one of the image instances

creating a copy of the selected image instance;

computing a first set of differences S; that specifies any differences between the
master software image and the updated version of the master software image;

applying the first set of differences S; to the copy of the selected image instance.

computing a second set of differences S, that specifies any differences between the
master software image and the copy of the selected image instance; and

computing an intersection of the first set of differences S; with the second set of
differences S,; and

reconciling the first set of differences S; with the second set of differences S,.

16.  The distributed computing system of claim 15, wherein control node computes the

first set of differences S and the second set of differences S, by detecting modified files.
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17.  The distributed computing syétem of claim 15, wherein the control node presents an
interface to allow a system administrator to:

elect to use the.modiﬁed files from the selected image instance,

elect to use the modified files from the updated master software image, or

elect to rollback the updated image instances to the selected image instances prior to

application of the software update.

18. A computer-readable medium comprising instructions that cause a programmable
* process to:

access an image repository and select one of a plurality of software image instances
generated from a master software image;

select one of the image instances;

create a copy of the selected image instance;

compute a first set of differences S, that specifies any differences between the master
software image and an updated version of master software image; and

apply the first set of differences S, to the copy of the selected image instance.

19.  The computer-readable medium of claim 18, wherein the instructions further cause
the programmable process to:

compute a second set of differences S, that specifies any differences between the
master software image and the copy of the selected image instance; and

compute an intersection of the first set of differences S; with the second set of
differences S,; and | ‘

reconcile the first set of differences S, with the second set of differences S.
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UPDATING SOFTWARE IMAGES ASSOCIATED WITH
A DISTRIBUTED COMPUTING SYSTEM
ABSTRACT
In general, the invention is directed to updating images running on computing nodes
within a distributed computing system. For example, a distributed computing system |
comprises a plurality of application nodes, a software image repository and a control node
interconnected via a netwofk. The image repository stores a master software image and a
plurality of software image instances generated from the master software image. The control
node automatically ‘update_s each of the software image instances using an ﬁpdated version of

the master software image.
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SHUMAKER & SIEFFERT, P.A.
8425 Seasons Parkway, Suite 105
St Pavl, Minnesota 55125
Tetephone: 651,735.1100
Facsimile: 651.735,1102

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and belief are
believed to be true; and further that these statements were made with the knowledge that willful false statements and the like so made are

punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements may jeopardize the validity of the application or any patent issued thereon.

Full Name | Family Name First Given Name Second Given Name
Of Inventor | Henseler David A.
Residence | City Statc or Foroign Country Country of Citizenship
& Citizenship | Maplewood Minnesota United States of America
Post Office | Post Office Address City State & Zip Code/Country
Address 928 Demont Avenue East Maplewood MN 55109/ USA :
Signature of Inveator: - Date:

e oflvenor 3y 5,80 OV N\ )37 | avos
FullName | Family Name First Given Name Second Given Name
Of Inventor | Gilbertson Jeanne o
Residence | Clty State or Foreign Country Country of Citlzenship
& Citizenship | Chanhassen Minnesota United States of America
Post Office | Post Officc Address City State & Zip Code/Country
Address 7140 Derby Drive Chanhessen ] MN 55317/ USA'

Date: , -
V)24 {2008

Signature of Inventor: Z ] c M
Z A
L ‘ )
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Full Name First Given Name Second Given Name

Of Inventor Margaret

Residence City . State or Foreign Country Country of Citizenship

& Citizenship| St. Paul i Minnesota United States of America
Post Office | Post Office Address . City | State & Zip Code/Country
Address 1582 Missiasippi River Blvd. S. St Paul iﬁN 55116/ USA

Signature of Inventor: 617%%9 - éj -
v 7 ,
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§ 156 Duty to disclose Information materdal to pateatability.

(a) A patent by its very noture is affected with & public interest, The public intezest is best served, and the most effective
patent examination owﬁrﬁwm at r.‘n'p time an application is being examined, the Office is aware of and evaluates the taachings of all
information material t0 patentability. Each individual associated with the filing and prosscution of a patent application has a duty of
candor and good faith in dealing with the Office, which includes e duty to discloss to the Office all information known to that individual to
be material to patentability as defined in this section. The duty to disclose information exists with respect (o cach pending claim until the
claim is canceled ar withdrawn from consideration, or the application becomes abandoned. Information material to the patentability of a

 claim thet is canceled or withdrawn from consideration need not be gubmitted if the information is not matarial to the patentability of any
claim remaining under consideration in the application. There is no duty to submit information which is not material to the patentability of
any existing claim. The duty to disclose all information known to be matetial to patentability is deemed to be gatisfied if all information -
known to be material to patentability of any claim issued in a patent was cited by the Office or submitted to the Office in the manner
prescribed by §4 1.97(b)-(d) and 1,98, Howasver, no patant will be granted on an application in connection with which fraud on the Office
was practiced or attempted ar the duty of disclosure was violated through bad faith or intentional misconduet The Offics encourages

" applicants to carefully examine: '

(1) prior art cited in search reports of a foreign patent office in a covmterpart application, and

‘ 2) the closest information over which individuals associated with the filing or prosecution of & patent application
believe any pending claim patentably defines, to make sure that any material information contained therein is disclosed to the Office.

(®) Under this section, information is material to patentshility when it ig not cunmulative to information already of record or
being made of record in the application, and

1) It establishes, by itself or in combination with other information, a prima facie case of unpatentability of a claim;

" () Itrefus; or s inconsistent with, a positian the mpplicant takes in:
| G) Opposing an argument of unpatentability relied on by the Office, or
(i) Asserting an argument of patentability,
A prima facie case of unpatentability is established when the information compels & conclusion that & claim is unpatentable under the
preponderance of evidence, burden-of-proof standard, giving each term in the claim its broadest reasonable construction consistent with the
specification, and before any consideration is given to evidence which may be submitted in an attempt to establish a contrary conclusion of
patentability. ,
© Individuals associated with the filing or prosecution of g patent application within the meaning of this section are:
(¢3) Each inventor named in the application:
(2) Each attorney or agent who prepares or prosecutes the application; and

(€)] Every other person who is substantively involved in the preparation or prosecution of the application and who ia
. associated with the inventor, with the assignee or with anyone to whom there is an obligation to assign the application,

(d) Individuals other than the attomey, agent or inventor may comply with this section by disclosing |
information to the attomey, agent, or inventor,
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