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I, Dr. Angelos Stavrou, Ph.D., hereby declare as follows: 

I. INTRODUCTION & QUALIFICATIONS 

1. I have been retained on behalf of Netskope, Inc. (“Patent Owner”) to 

provide my opinions regarding Fortinet, Inc. (“Petitioner”) Petition for Inter Partes 

Review of Claims 1-20 of U.S. Patent No. 8,543,710 (“the ’710 patent”).  I submit 

this declaration based on my personal knowledge and in support of the Patent Owner 

Preliminary Response. 

2. I am more than eighteen years of age and am competent to testify on 

the matters set forth in this Declaration.  I am a citizen of the United States and 

currently reside in the Commonwealth of Virginia. 

3. I am being compensated for my time spent in connection with this 

matter at my usual rate.  My compensation is in no way contingent on the substance 

of my opinions or the outcome of this case. 

4. In formulating my opinions in this matter, I have relied upon my 

education, training, and experience in the relevant technical fields, as well as the 

materials cited in Section II below.  My qualifications are set forth in detail in my 

curriculum vitae (attached as Appendix A).  A brief summary of my relevant 

qualifications is as follows. 
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A. QUALIFICATIONS 

5. I received my B.Sc. (Physics, with distinction) from the University of 

Patras (Greece, 1997); my M.Sc. (Theoretical Computer Science) from the National 

University of Athens (2001); and my M.S., M.Phil., and Ph.D. in Computer and 

Systems Engineering from Columbia University (2007).  From 2012 to 2020, I was 

a faculty member in the Computer Science department at George Mason University.  

I am a founding Professor at the Virginia Tech Innovation Campus and the 

Entrepreneurship activities lead.  I am also a member of the Bradley Department of 

Electrical & Computer Engineering at Virginia Tech.  From 2011 to 2020, I was an 

Associate Researcher in the Computer Security Division at the National Institute of 

Standards and Technology (“NIST”).  In addition, I co-founded and served as CEO 

of Kryptowire, Inc. (now Quokka, Inc.), a mobile security startup.  I am also the 

founder of A2Labs LLC, Aether Argus, and Impedyme Inc.  I have served as a 

principal investigator on research awards from NSF, DARPA, IARPA, DHS, 

AFOSR, ARO, ARL, and ONR. 

6. Furthermore, I am an inventor of nineteen issued patents and several 

pending patent applications.  I am an Associate Editor of IEEE Transactions on 

Computers, IEEE Security & Privacy, and IEEE Internet Computing magazine and 

part of the IEEE Blockchain initiative.  I am a senior member of the ACM, USENIX, 
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and IEEE.  My research and professional experience focus on large-scale systems 

security, intrusion detection, cyber-defense techniques, and related areas, which are 

highly relevant to the subject matter of the ’710 patent. 

7. I received the GMU Department of Computer Science Outstanding 

Research Award in 2010, 2016, and 2018.  Also, I was awarded the 2012 George 

Mason Emerging Researcher, Scholar, Creator Award, a university-wide award.  In 

2013, I received the IEEE Reliability Society Engineer of the Year award, and the 

IEEE Reliability Society Lifetime Award in 2024.  My team at Kryptowire was 

awarded the DHS Cyber Security Division’s “Significant Government Impact 

Award” in 2017 and the “Bang for the Buck Award” in 2019.  Currently, I am the 

primary Principal Investigator (PI) in two DARPA awards focusing on Cyber 

Security for cloud and wireless systems, namely the DARPA OPS-5G and CASTLE 

efforts. 

8. Therefore, based on my education, professional experience of over 20 

years, and scholarly patents and publications, I am an expert in the relevant field of 

the ’710 patent. 
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II. TASK SUMMARY AND MATERIALS REVIEWED 

9. I have been asked to review the Petition for Inter Partes Review of 

Claims 1-20 of the ’710 patent and associated documents listed in the List of Exhibits 

Reviewed (Section III, below). 

10. I reserve the right to respond to anything that may be made available to 

me in the form of (1) information that may be provided in the expert report(s) of 

Petitioner’s expert witness(s);  (2) additional discovery information, such as 

Petitioner’s expert(s)’s report(s) and declaration(s), deposition testimony, document 

production, etc.; and (3) information obtained through my own investigation.  

Further, should I not include analysis for certain claim limitations or elements in the 

sections below, this does not imply that I agree with Petitioner’s claim that the 

limitation or element is anticipated by or obvious over the prior art, nor does it imply 

that I agree with Dr. Almeroth’s analysis of the claim limitation or element. 

III. LIST OF EXHIBITS REVIEWED 

 Exhibit No. Description 

1001 U.S. Patent No. 8,543,710 (“the ’710 patent”) 

1002 File History of the ’710 patent 

1003 Declaration of Dr. Black 
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1005 U.S. Patent No. 9,398,037 to Roskind et al. (“Roskind”) 

1006 U.S. Provisional Patent Application No. 60/613,909 to Roskind et 
al. ("Roskind Provisional") 

1007 U.S. Patent Publication No. 2003/0191966A1 to Gleichauf 
(“Gleichauf”) 

1008 U.S. Patent No. 6,636,894 to Short et al. (“Short”) 

2009 Annotated Roskind Reference and Comparison to Roskind 
Provisional  

 

IV. LEGAL STANDARDS 

A. LEVEL OF ORDINARY SKILL IN THE ART 

11. When interpreting a patent, I understand that it is important to identify 

the relevant art pertaining to the patent-in-suit as well as the level of ordinary skill 

in that art at the time of the claimed invention.  The “art” is the field of technology 

to which the patent is related. 

12. I have been instructed by counsel that the person of ordinary skill in the 

art (“POSITA”) is a hypothetical person who is presumed to know the relevant prior 

art.  I understand that the actual inventor’s skill is not determinative of the level of 

ordinary skill.  I further understand that the factors that may be considered in 

determining the level of skill include the types of problems encountered in the art, 

prior art solutions to those problems, the rapidity with which innovations are made, 

the sophistication of the technology, and the educational level of active workers in 
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the field.  I understand that not all such factors may be present in every case, and one 

or more of them may predominate. 

13. I am familiar with how a POSITA would have understood and used the 

terminology found in the ’710 patent at the time and before the priority date of the 

’710 patent. 

B. LEGAL STANDARD FOR CLAIM CONSTRUCTION 

14. I understand that the first step in determining whether a patent claim 

would have been anticipated or obvious is to ascertain how a POSITA would have 

understood the claim terms. 

15. I have been instructed by counsel on the law regarding claim 

construction and patent claims, and I understand that a patent may include two types 

of claims: independent claims and dependent claims.  An independent claim stands 

alone and includes only the limitations it recites.  A dependent claim can depend 

from an independent claim, or it can further depend from another dependent claim.  

I understand that a dependent claim includes all the limitations that it recites, in 

addition to all the limitations recited in the claim(s) from which it depends. 

16. It is my understanding that in proceedings before the USPTO, the 

claims of a patent are to be construed under what is referred to as the “Phillips 

standard.”  I understand that this means that the claim terms of a patent are given the 
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meaning the terms would have to a POSITA, in view of the description provided in 

the patent itself and the patent’s file history. 

17. I understand that to determine how a person of ordinary skill would 

understand a claim term, one should look to those sources available that show what 

a person of skill in the art would have understood the disputed claim language to 

mean.  I understand that, in construing a claim term, one looks primarily to the 

intrinsic patent evidence, including the words of the claims themselves, the 

remainder of the patent, and the patent’s prosecution history.  I understand that 

extrinsic evidence, which is evidence external to the patent and the prosecution 

history, may also be useful in interpreting patent claims when the intrinsic evidence 

itself is insufficient. 

18. I understand that words or terms should be given their ordinary and 

accepted meaning unless it appears that the inventors were using them to mean 

something else.  In making this determination, the claims, the remainder of the 

patent, and the prosecution history are of paramount importance.  Additionally, the 

patent and its file history must be consulted to confirm whether the patentee has 

acted as its own lexicographer (i.e., provided its own special meaning to any disputed 

terms), or intentionally disclaimed, disavowed, or surrendered any claim scope. 
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19. In comparing the claims of the ’710 patent to the prior art, I have 

considered the ’710 patent and its file history in light of the understanding of a person 

of skill at the time of the alleged invention. 

C. ANTICIPATION 

20. It is my understanding that a prior art reference anticipates a claim of a 

patent if each and every element of the claim is found either explicitly or inherently 

in a single prior art reference or system.  I understand that inherency requires a 

showing that the missing descriptive matter in the claim is necessarily or implicitly 

present in the allegedly anticipating reference, and that a POSITA would have so 

recognized it.  In addition, I understand that an enabling disclosure is a disclosure 

that allows a POSITA to make the invention without undue experimentation. 

D. OBVIOUSNESS 

21. I understand that the prior art may render a patent claim “obvious.”  I 

understand that two or more prior art references (e.g., prior art articles, patents, or 

publications) that each disclose fewer than all elements of a patent claim may be 

combined to render a patent claim obvious if the combination of the prior art 

collectively discloses all elements of the claim and one of ordinary skill in the art at 

the time would have been motivated to combine the prior art in such a way.  I 

understand that this motivation to combine needs not to be explicit in any of the prior 
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art but may be inferred from the knowledge of one of ordinary skill in the art at the 

time the patent was filed.  I also understand that one of ordinary skill in the art is not 

an automaton but is a person having ordinary creativity.  I further understand that 

one or more prior art references, articles, patents or publications that disclose fewer 

than all of the elements of a patent claim may render a patent claim obvious if 

including the missing element would have been obvious to one of skill in the art 

(e.g., the missing element represents only an insubstantial difference over the prior 

art or a reconfiguration of a known system). 

22. I understand that under the doctrine of obviousness, a claim may be 

invalid if the differences between the invention and the prior art are such that the 

subject matter as a whole would have been obvious at the time the invention was 

made to a POSITA to which the subject matter pertains. 

23. To assess obviousness, I understand that I am to consider the scope and 

content of the prior art, the differences between the prior art and the claim, the level 

of ordinary skill in the art, and any secondary considerations to the extent they exist. 

24. I understand that any evidence of secondary indicia of non-obviousness 

should be considered when evaluating whether a claimed invention would have been 

obvious to one of ordinary skill at the time of invention.  These secondary indicia of 

non-obviousness may include, for example: 
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 a long-felt but unmet need in the prior art that was satisfied by the 
claimed invention; 

 commercial success of processes claimed by the patent; 

 unexpected results achieved by the invention; 

 praise of the invention by others skilled in the art; 

 the taking of licenses under the patent by others; and 

 deliberate copying of the invention. 

25. I understand that there must be a nexus between any such secondary 

indicia and the claimed invention. 

26. It is also my understanding that there are additional considerations that 

may be used as further guidance as to when the above factors will result in a finding 

that a claim is obvious, including the following: 

 the claimed subject matter is simply a combination of prior art elements 
according to known methods to yield predictable results; 

 the claimed subject matter is a simple substitution of one known element 
for another to obtain predictable results; 

 the claimed subject matter uses known techniques to improve similar 
devices or methods in the same way; 

 the claimed subject matter applies a known technique to a known device 
or method that is ready for improvement to yield predictable results; 

 the claimed subject matter would have been “obvious to try” choosing 
from a finite number of identified, predictable solutions, with a 
reasonable expectation of success; 
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 there is known work in one field of endeavor that may prompt variations 
of it for use in either the same field or a different one based on design 
incentives or other market forces if the variations would have been 
predictable to a POSITA; 

 there existed at the time of the invention a known problem for which 
there was an obvious solution encompassed by the patent’s claims; and 

 there is some teaching, suggestion, or motivation in the prior art that 
would have led a POSITA to modify the prior art reference or to combine 
prior art reference teachings to arrive at the claimed subject matter. 

27. Finally, I understand that a claim may be deemed invalid for 

obviousness in light of a single prior art reference, without the need to combine 

references, if the elements of the claim that are not found in the reference can be 

supplied by the knowledge or common sense of one of ordinary skill in the relevant 

art. 

E. PRIORITY DATE 

28. I understand that, subject to the next paragraph, the asserted “priority 

date” of a patent is the earlier of: (a) the date on which a patent application is filed; 

or (b) the date on which an earlier-filed patent application is filed if the patentee 

claims the benefit of priority to that earlier-filed patent application. 

29. I understand that it is not enough for a patent to merely claim the benefit 

of an earlier-filed application, but that additional criteria must be met.  In particular, 

the prior application itself must describe the claimed invention, and must do so in 
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sufficient detail that one skilled in the art can clearly conclude that the inventor 

invented the claimed invention as of the filing date sought.  First, I understand that 

a priority-date analysis is on a claim-by-claim basis.  Second, I understand that, in 

order for a patent claim to be entitled to the filing date of an earlier patent application, 

a “Section 112 analysis” must be conducted.  I am informed that a “Section 112” 

analysis encompasses looking to the earlier patent application, and ascertaining 

whether that earlier patent application meets both the written-description and 

enablement requirements as of the filing date of the earlier application.  I understand 

that it is not enough that the claim would have been obvious from the earlier 

application, but that application itself must describe the claimed invention. 

30. I understand that in order to satisfy the written description requirement, 

the earlier application must reasonably convey to those skilled in the art that the 

inventors had possession of the subject matter of the patent as of the filing date of 

the earlier application.  I have been informed that it is the disclosures of the earlier 

patent application that count, and that while the meaning of terms, phrases, or 

diagrams in the earlier patent application must be interpreted from the vantage point 

of one skilled in the art, all of the claimed limitations must appear in the 

specification.  Further, I understand that this analysis is not a question of whether 

one skilled in the art might be able to construct the claimed invention from the 
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teachings of the disclosure.  The question is not whether a claimed invention is an 

obvious variant of that which is disclosed in the specification; rather, I understand 

that an earlier application must itself describe each of the claim limitations. 

31. I also understand that in order to satisfy the enablement requirement, 

the earlier application must enable a person of ordinary skill in the art to practice the 

claimed invention without undue experimentation. 

V. OVERVIEW OF THE ’710 PATENT 

A. PATENT SPECIFICATION AND CLAIMS 

32.  The ’710 patent, entitled “Method and System for Controlling Network 

Access,” was issued by the USPTO on September 24, 2013.  Ex. 1001, front page.    

The ’710 patent discloses systems and methods for controlling a network device’s 

access to a network and specifically for confining the device’s access to a specific 

region on the network.  Id., Abstract, 1:59-60.   

33. Figure 1 of the ’710 patent an environment for employing an 

embodiment of the patent, where clients 1, 2, 3, 4 on a LAN network 10 are 

connected to Internet 13 via gateway 11.  Id., 4:22-40.  At a gateway 11 network 

traffic is inspected to identify the traffic as associated with a partiuclar client, and in 

“one embodiment the traffic can be directed to, assigned to, or associated with, one 

of or more sets of client-specific (or group-specific) access rules. Each access rule 
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set serves to specify “walled garden” 20, 30, 40; definitions that consists of 

specifically allowed locations in an outside network.”  Id., 4:46-62. 

  

34. The 710 patent explains “clients 1, 2, 3, 4 who are assigned to a walled 

garden 20, 30, 40 and whose traffic is not addressed to a location in an access list 

corresponding to the assigned walled garden 20, 30, 40 may have the traffic dropped, 

denied, or redirected by gateway 11.”  Id., 4:66-5:3.   

35. Using the described techniques, if a client is, for example, infected with 

a worm (e.g., observed by detecting a suspicious behavior in the network traffic), 
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the gateway 11 may assign to client to a walled garden reserved for infected users, 

and traffic from this client to destinations outside the walled garden becomes 

restricted.  Id., 5:54-64. When the quarantined client attempts to access the Internet, 

the gateway redirects the web request to a cooperating web server such as an internal 

web server on the gateway” by rendering a web page that informs the client of the 

infection and, for example, links to anti-virus vendors.  Id., 6:1-8.  “In one 

embodiment, all In one embodiment, all network requests from a client in network 

protocols other than HTTP are denied if they emanate from a constrained client.”  

Id., 6: 17-21.  

36. The ’710 patent includes 20 claims, with independent  claims 1, 8 and 

15 being independent claims.  Representative claim 1, with labeling convention used 

by Petitioner, is reproduced below. 

[1pre]: A method of network traffic quarantine control, comprising: 

[1a]: at a network access gateway device between a local network and 

the Internet, selecting a client device in a first network segment of the 

network; 

[1b]: at the network access gateway device, performing a plurality of 

quarantine control functions over the client device, wherein the 

plurality of quarantine control functions comprises: 
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[1b(a)]: a) restricting all network traffic emanating from the client 

device to one or more network destination addresses that are not in or 

Subordinate to the first network segment; 

[1b(b)]: b) restricting all network traffic emanating from the client 

device to an allowed network destination address to Selected one or 

more network protocols; and 

[1c]: rendering a web page to display on the client device from the 

network access gateway device, wherein the web page contains an 

offer for a user of the client device to perform an action in order to 

obtain unrestricted access to the Internet responsive to implementation 

of one of the plurality of quarantine control function of the client 

device. 

B. PRIORITY DATE 

37. I understand that the ’710 patent was filed on March 10, 2005, and 

claims priority to a provisional application filed March 10, 2004.  Ex. 1001, front 

page.  For the purposes of my analysis in this declaration that accompanies Patent 

Owner’s Preliminary Response, I have not evaluated the above provisional 

application’s contents, and have assumed a priority date of March 10, 2005.   

VI. OVERVIEW OF PETITIONER’S REFERENCES 

A. Roskind (Ex. 1005) 

38. Roskind describes analyzing routing information to identify and 

intercept unauthorized, unwanted, and/or otherwise malicious communications.  Ex. 
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1005, Abstract.  The overall scheme of Roskind is illustrated in Figure 1, where a 

method for reducing an anti-contagion update interval during periods of suspicious 

network activity is shown (id., 3:46-4:15), and Figure 3A, where method for 

contacting an anti-contagion Source and optionally getting an update is described.  

Id., 4:52-5:20. 

   

39. Roskind also includes flow diagrams for a method of quarantining a 

computer based on detection of outbound traffic from the system (Figure 14), and 

inbound traffic to the system (Figure 15), which can result in rerouting the 

computer’s outbound request to a quarantine server (step 1407 in Figure 14).  Id., 

14:27-15:35.    
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40. As I explain further in this declaration, Roskind fails to teach or suggest 

several limitations of challenged claims alone, or in its combination with Short 

which would not have been an obvious combination to begin with.  

B. Gleichauf (Ex. 1007) 

41. Gleichauf describes a method for detecting an infective element by 

relying on peer computers to detect the infective element and provide alerts to the 

rest of the system; Gleichauf explains “[t]his community monitoring approach 

allows for the quarantine of malicious traffic immediately after it is discovered 

within the network architecture.” Ex. 1007, ¶ 20; see also Abstract, ¶¶18-19.  

42. Figure 1 of Gleichauf illustrates the communication system 10 for 

detecting an infective element 12 in a network environment, depicting peer 

Netskope, Ex. 2008 
Fortinet v. Netskope, IPR2026-00042



Declaration of Dr. Angelos Stavrou, Ph.D. 
IPR2026-00042, U.S. Patent 8,543,710  

 
 

-19- 

computers 16a, 16b and 16c, as well as infected computer 18 and its infective 

element 12.  Id., ¶17.  A network management controller 14 receives the signals from 

the peer computers indicative that the infective element has been identified; the 

network management controller may then disable the infected computer or 

implement actions to “sandbox, siderail, or otherwise disable infected computer 18 

from communicating further.”  Id., ¶19. 

 

43. As I explain further in this declaration, Gleichauf has numerous 

differences with the claimed invention of the ’710 patent, and fails to teach or 
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suggest several claim limitations, whether by itself or even when combined with 

Short. 

C. Short (Ex. 1008) 

44. Short describes systems and methods for dynamically creating new 

users having transparent computer access to a destination network.  Ex. 1008, 

Abstract.  Short explains that often a user with a mobile device, such as a laptop or 

a cellphone, needs to connect to a network, such as the user’s employer network, 

outside of the work environment, including at home, at an airport, or a hotel.  Id., 

1:33-65.   

45. Short therefore proposes a solution to “enables a user transparent 

access to a computer network employing a gateway device where the computer 

network can provide access to users and direct the users to portal pages established 

by the user, network administrator or another entity, where the direction is preferably 

based upon attributes associated with a user, such as the user's location, identity, 

computer, or a combination thereof.”  Id., 3:27-34 (emphasis added).  

46. In some cases, the user is redirected to a login page (which can be on a 

webserver local to the gateway device) which allows the user to be directed to the 

proper destination.  Id., 4:14-30. 
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47. Short only includes one figure (Figure 1 below) that shows a number of 

computers 14 all connecting to an access controller 16, which connects to a gateway 

device 12, a router 18, and to online services 22 or other networks 20.  

 

48. Short’s objective is to enable seamless connectivity to network 

locations when a user device relocates from one location (e.g., workplace) to another 

location (e.g., home, airport, hotel room).  This focus of Short is quite incompatible 

with the objectives and systems of Roskind and Gleichauf that seek to completely 

disable or restrict the traffic on an infected device.  As I explain further in this 

declaration, a POSITA would not have found it obvious to combine the teachings of 

Short, including the functions of its gateway, with Roskind or Gleichauf.  
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VII. LEVEL OF ORDINARY SKILL IN THE ART 

49. The Petition discusses the level that a POSITA would have had at the 

time of the ’710 patent.  Petitioner’s expert, Dr. Black, asserts that a POSITA as “an 

individual with either (1) at least a bachelor's degree in computer science or 

computer engineering or an equivalent field plus at least one year of experience 

working on computer networking and/or computer security, or (2) at least 3 years of 

experience working on computer networking and/or computer security, even without 

a formal degree.” Petition, 13-14; Ex. 1003, ¶¶16-20. 

50. For the purposes of this declaration that accompanies Patent Owner’s 

Preliminary Response, I conduct my analysis relying on the definition proposed by 

Petitioner because Petitioner has not shown that any challenged claim is 

unpatentable even under this level of skill. 

VIII. CLAIM CONSTRUCTION 

51. It is my opinion that a POSITA would understand all the claim terms to 

have their plain and ordinary meaning, and I have applied the plain and ordinary 

meaning, in the context of the ’710 patent, for all claim terms.   

52. Petitioner contends that the term “subordinate to” does not have a clear 

meaning, but then explains that “a POSITA would understand from the specification 

that, at minimum, a general Internet website is not a network address "subordinate 
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to" the first network segment.”  Petition, 14-15; Ex. 1003, ¶24.  For the purposes of 

this Declaration that accompanies Patent Owner’s preliminary response, I do not 

believe it is necessary to opine on the interpretation of the term “subordinate to” 

because Petitioner’s invalidity grounds, regardless of any interpretation of this term.  

IX. GROUNDS 1 and 2: ROSKIND DOES NOT ANTICIPATE THE 
CLAIMS, NOR DOES IT RENDER THE CLAIMS OBVIOUS  

53. After reviewing the evidence submitted in support of the Petition, 

including the Prior Art relied on and the declaration of Dr. Black, it is my opinion 

that Roskind fails to teach or suggest all of the limitations of independent claim 1 

(and those in independent claims 8 and 15) and therefore fails to anticipate or render 

those claims obvious.  In the sections that follow, my analysis addresses claim 1 

limitations, but the same explanations apply to similar limitations in claims 8 and 

15.   

54. I understand that only the disclosure of Roskind that finds a written 

description support in the provisional application no. 60/613,909, which Roskind 

claims priority to (“Roskind Provisional”), qualifies as prior art against the 710 

patent.  I have reviewed Roskind and the Roskind Provisional, and confirm that 

many sections of Roskind are not described in the Roskind Provisional. Those 

sections that only appear in the Roskind patent (but not in the Roskind Provisional) 
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are shown with yellow highlights in Ex. 2009.  The second section of Ex. 2009 shows 

the differences that were generated using an automated software based on a text 

comparison of the two documents.   

55. The sections of Roskind that are not described in the Roskind 

Provisional include at least including 1:14-44, 2:54-58, 3:10-23, 3:24-31, 4:11-15, 

4:43-51, 5:21-65, 6:27-36, 6:51, 6:57-7:59, 11:57-12:13, 16:34-38, 16:60-63, 18:38-

43, and 19:21-51, and Figures 2B, 3B, 3C, 3D, 4B, 4C, 10B and 19B.  Several of 

these sections are used in the Petition and in Dr. Black’s declaration against claim 1 

of the ‘710 patent.   

56. As one example, element [1c] requires in-part: “rendering a web page 

to display on the client device from the network access gateway device.”  When 

discussing element [1c], the Petition states the claimed web page is a web page 

provided by the quarantine server (Petition, 34) and relies on Roskind’s 11:57-12:13 

to allege that “the quarantine server "resides on the router…and/or gateway."” 

Petition, 34.  However, this section of Roskind is not part of Roskind Provisional, 

and in fact, no explicit or implied explanation is provided in Roskind Provisional 

that the quarantine server can reside on the gateway/router.  I also note that the 

Petition, in its arguments against element [1c], also relies on FIG. 4B (Petition, 34), 
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which is another non-prior art section of Roskind.  Therefore, the Petition’s 

arguments against element [1c] rely on sections of Roskind that are not prior art.   

57. Regarding element [1c], the Petition also argues that the web page in 

element [1c] can be rendered by “the "special quarantine server" [that] is "an ISP 

web server."”  Petition, 34.  But the Petition does not explain why such an ISP web 

server would be part of Roskind’s gateway 1028 or router 1026, which the Petition 

maps to the “network access gateway.”  See Petition, 22.  Not only does Roskind fail 

to describe the ISP server as part of the gateway, but this would not have been an 

obvious choice: if “an ISP web server” were part of the customer-side gateway, both 

the web server software and its content would have to be maintained for every 

customer separately by the ISP. Moreover, having ISP-maintained content on 

customer-owned gateways raises ownership and liability questions for the ISP. A 

POSITA would have understood that an “ISP web server” that is described in Roskin 

would be the web server and its content resided on the ISP side and was not local to 

the gateway. This is reinforced by Roskind's description of the gateway as “a device 

configured to provide and control access between a protected network and the 

Internet.” Roskind, 11:65-67. This is only present in Roskin’s full patent. In the 

Roskind Provisional application, the gateway's location is not defined. In fact, the 

word “gateway” is not mentioned in the Roskind Provisional.  
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58. As another example of the Petition’s reliance on non-prior art sections 

of Roskind, the arguments against element [1a] also rely on Roskind, 11:57-12:3 and 

Fig. 10B, which as explained above were not in the Roskind Provisional.  Petition, 

22.  The Petition appears to imply that sections 24:13-17, 27:4-10 of Roskind 

Provisional (Ex. 1006) describe the limitations of [1a] (“at a network access gateway 

device between a local network and the Internet, selecting a client device in a first 

network segment of the network”).  Petition, 23.  But Roskind Provisional at 24:13-

17 describes that a “decision has been made to quarantine a computer (1401), such 

as an ISP deciding to quarantine a subscriber, or a firewall or router for a LAN 

deciding to quarantine a local computer” and Roskind Provisional at 27:4-11 

describes that “a configuration based quarantine during an installation of an 

operating system, such as Microsoft Windows, may be automatically setup, for 

example by a default installation setting up restrictions in a firewall installed with 

the OS or by a default installation setting defaults for use when network connectivity 

is enabled, that establishes a quarantine, for example restricting internet connections, 

for example allowing internet connections only to a security update site such as 

Microsoft Windows Update.”  These two sections of Roskind Provisional describe 

two different operations, and a POSITA reading Roskind’s description about 

configuration-based quarantine as part of operating system installation would not 
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have related those actions to a network access gateway device being between a local 

network and the Internet.  As I explained above, the word gateway does not appear 

at all in Roskind Provisional.     

59. Also, in connection with claim element [8pre], the Petition relies on 

Roskind’s description at 2:47-60, which is about a processor and a memory that 

perform the various tasks.  Petition, 44.  This description is not in Roskind 

Provisional.  

60. Because of the above shortcomings, Roskind does not anticipate or 

render obvious claim 1 (and for the same reasons claims 8 and 15) of the ’710 patent.  

X. GROUNDS 3 and 4: GLEICHAUF DOES NOT ANTICIPATE THE 
CLAIMS, NOR DOES IT RENDER THE CLAIMS OBVIOUS  

61. After reviewing the evidence submitted in support of the Petition, 

including the Prior Art relied on and the declaration of Dr. Black, it is my opinion 

that Gleichauf fails to teach or suggest all of the limitations of independent claim 1 

(and those in independent claims 8 and 15) and therefore fails to anticipate or render 

those claims obvious.  In the sections that follow, my analysis addresses claim 1 

limitations, but the same explanations apply to similar limitations in claims 8 and 

15. 
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62. As I explained in the overview of Gleichauf, this reference’s primary 

focus is on using peer computers in detecting the infected computer and the infective 

element itself.  There are many differences between Gleichauf’s system and the 

claims of the ’710 patent.   

63.  For example, element [1b(b)] requires: “restricting all network traffic 

emanating from the client device to an allowed network destination address to 

selected one or more network protocols.”  In arguing against this element, the 

Petition relies on Gleichauf’s paragraphs [0049]-[0050] and [0057]-[0058] that 

describe the use of TCP/IP and Gleichauf’s use of a “policy node.”  Petition, 50-51.  

However, in my view paragraphs [0049]-[0050] do not describe restricting the 

outbound communications to any particular protocols. In contrast, a POSITA 

reading those sections understand that Gleichauf is describing a versatile and flexible 

network that would allow the use many different network protocols.  I have 

reproduced these paragraphs below, and highlighted them to show emphasis:  

[0049] External network 22 represents a series of points or nodes 
of interconnected communication paths for receiving and 
transmitting packets of information that propagate through 
communication system 10. External network 22 may offer a 
communications interface between a node, such as external 
website 28, and any element connected to internal network 24. 
External network 22 may be any local area network (LAN), 
metropolitan area network (MAN) or wide area network (WAN), 
or any other appropriate architecture or system that facilitates 
communications in a mesh (wireless) network or in other suitable 
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network environments. External network 22 implements a 
transmission control protocol/internet protocol (TCP/IP) 
communication language protocol in a particular embodiment 
of the present invention; however, external network 22 may 
alternatively implement any other suitable communication 
protocol for transmitting and receiving data packets within 
communication system 10.  
 

[0050] Internal network 24 represents an internal architecture 
that provides a communicative interface to one or more network 
components within communication System 10. Internal network 
24 allows computers 16a-d, infected computer 18, network 
management controller 14, and remediator website 30 to interact 
with each other in a network environment. In addition, internal 
network 24 may provide a communicative interface for any other 
elements or components within or external to communication 
System 10. Internal network 24 is a VPN in a particular 
embodiment of the present invention; however internal network 
24 may alternatively by any LAN, MAN, WAN, or any other 
architecture system that facilitates communications in a network 
environment. Internal network 24 implements a TCP/IP 
communication language protocol in a particular embodiment 
of the present invention; however, internal network 24 may 
alternatively implement any other suitable communication 
protocol for transmitting and receiving data packets within 
communication system 10. 

64. A POSITA reading these sections of Gleichauf would understand that 

Gleichauf is describing flexibility in using any communication protocol, which is 

the opposite of what element [1b(b)]’s requirement of restricting all outbound traffic 

from the (infected) client device to an allowed network destination address to   

selected one or more network protocols.   
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65. Furthermore, element [1b(b)] requires the outbound traffic for the 

selected (infected) device to be restricted.  Nothing in paragraphs [0049] and [0050] 

of Gleichauf conveys or even implies that any network protocol restrictions are 

placed on the infected device.  To the contrary, those paragraphs discuss enabling 

communications for all computers, infected or otherwise, with any number of 

network protocols.   

66. Additionally, Gleichauf’s paragraphs [0057]-[0058], and their 

description of policy nodes, provide no further guidance to a POSITA about 

restricting infected device’s outbound traffic to an allowed network address to any 

particular network protocols.  Gleichauf explains that “[t]he policies included within 

policies node 38 may be items such as: quality of service, access/authorization 

privileges, high availability, priority, or any other suitable network enhancement or 

communications feature.” Ex. 1007, ¶57.  Furthermore, paragraph [0058] merely 

describes the network manager accessing the policy node in order to disable the 

policies or services provided to the infected computer.  Id., ¶58.   I do not see, and a 

POSITA would not have found, any pertinent disclosure in these paragraphs of 

Gleichauf relevant to element [1b(b)]’s restricting outbound traffic to selected one 

or more network protocols.  

Netskope, Ex. 2008 
Fortinet v. Netskope, IPR2026-00042



Declaration of Dr. Angelos Stavrou, Ph.D. 
IPR2026-00042, U.S. Patent 8,543,710  

 
 

-31- 

67. Finally, regarding element 1[c], Gleichauf falls significantly short of 

teaching or suggesting its features.  The element requires “rendering a web page to 

display on the client device from the network access gateway device, wherein the 

web page contains an offer for a user of the client device to perform an action in 

order to obtain unrestricted access to the Internet responsive to implementation of 

one of the plurality of quarantine control function of the client device.”  

68. Most of petition’s arguments revolve around signals that are generated 

by peer computers.  Petition, 58-60.  But there are two major shortcomings with 

Peitioner’s arguments.  First, claim element [1c] requires a webpage to be rendered 

on the client device by the network access gateway device.  Contrary to this 

requirement, Gleichauf describes “signals” not webpages.  See e.g., Ex. 1007, ¶¶44, 

48, 60.  There is no description or suggestion in Gleichauf that a webpage is rendered 

on the infected device that contains an offer for a user of the client device to perform 

an action in order to obtain unrestricted access to the Internet.  The Petition point to 

Gleichauf’s paragraph [0027] for evidence of a webpage.  But the description in this 

paragraph is completely divorced from the requirements of element 1[c], and instead 

explains that a device may be infected by a virus when viewing a webpage on the 

Internet.  
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69. Second, element 1[c] requires that a webpage to be rendered by the 

network access gateway device.  As I explained earlier, Gleichauf’s focus is on 

cooperative monitoring based on peer computer devices, which is evident by 

Gleichauf’s description that Shim (42) elements i.e., components of the peer 

computers 16a, 16b, 16c, are the elements that generate and transmit those “signals.” 

Ex. 1007, ¶¶45, 59.  Furthermore, most of the signals described in Gleichauf and 

relied on by Petitioner merely warn other computers about the infected computer 

including the types of infection detected, computer’s IP address and remedial 

measures.  Id., ¶¶32, 47, 48, 60.  Importantly, Gleichauf does not describe that the 

network management controller sends a signal to the infected device including all 

contains an offer for a user of the client device to perform an action in order to 

obtain unrestricted access to the Internet. A POSITA reviewing the teachings of 

Gleichauf would not have understood that the network management controller offers 

any means for a user of the client device to perform an action to recover from the 

quarantine.  Indeed, in Gleichauf there is no mention of any direct signaling from 

the network management to the infected device using the proposed signal. In 

addition, the network management controller is a separate entity (14) that may 

“direct infected computer 18 to remediator website 30”. Ex. 1007, ¶32, Fig. 1.  

Netskope, Ex. 2008 
Fortinet v. Netskope, IPR2026-00042



Declaration of Dr. Angelos Stavrou, Ph.D. 
IPR2026-00042, U.S. Patent 8,543,710  

 
 

-33- 

70. Therefore, Gleichauf falls short of teaching or suggesting several of the 

elements of claim 1 of the ’710 patent (and similar limitations in claims 8 and 15), 

and fails to anticipate or render those claims obvious.  

XI. GROUNDS 5 and 5: THE COMBINATION OF SHORT WITH 
ROSKIND OR GLEICHAUF FAILS TO RENDER THE CHALLENGED 
CLAIMS OBVIOUS  

71. As I noted when discussing an overview of Short, this reference 

describes systems and methods enabling a user’s access to network locations when 

the user moves away from the office environment; for example, when the user is 

working from home, from an airport or from a hotel. Therefore, Short has a 

significantly different objective than either Roskind or Gleichauf, both of which 

strive to disable or significantly curtail access to certain devices that are infected 

with viruses, worms or other malware. To this point, a text search of Short fails to 

find any references to a virus, a malware or equivalent, and Short’s detailed 

description or claims have no explanations about limiting or disabling network 

access. In my opinion, a POSITA would not have been motivated or had any reasons 

to turn to Short to combine any of its features with either Roskind or Gleichauf.  

72. Furthermore, Petitioner’s proposed combination of Roskind with Short 

would have required hosting a webserver local to the gateway of Roskind.  Petition, 

69.  The Petition contends that this change would have been obvious.  Id. I disagree.  
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Even assuming that a POSITA for some unknown reason would have considered 

Short, its combination with Roskind would have required a significant architectural 

change in Roskind’s system that would not have been within the capabilities or the 

knowledge of a POSITA. The gateway device described by Short has a different 

functionality and purpose than the gateway device described by Roskind and the 

network management device described in Gleichauf. Indeed, in Short the gateway 

device 12 generally performs a packet translation function that is transparent to both 

the user and the network. Ex. 1008, 7:29-31. This translation alters the outbound 

traffic from the client computer to the gateway and changes attributes within the 

packet coming from the user, such as the source address, checksum, and application 

specific parameters. In addition, the outgoing packet includes an attribute that will 

direct all incoming packets from the accessed network to be routed through the 

gateway device. Id., 7:32-39. In addition, the inbound traffic from the computer 

network or other online Service that is routed through the gateway device undergoes 

a translation function at the gateway device so that the packets are properly formatted 

for the user's host computer. Id., 7:40-44.  

73. In contrast, neither Roskind’s gateway nor Gleichauf’s network 

management device requires any packet translation or modification of packet fields. 

In fact, the word “translation” does not appear in either the Roskind or the Gleichauf 
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patents, and neither patent mentions any requirements for packet modification. This 

is an important distinction because it means that, in Short, all external 

communication uses the gateway's IP address as the source, stripping the internal 

network client's IP address from the communication, in addition to altering other 

packet characteristics. This functionality is important for Short, as it focuses on 

network transparency and portability, which are antithetical to the network 

quarantining implemented by Roskind. Therefore, a POSITA with no college degree 

and 3 years of experience or with a four-year degree and one year of experience, as 

Petitioner describes, would not have found the combination of Roskind and Short 

obvious.   

74. Regarding the combination of Gleichauf with Short, a POSITA would 

have similarly not found it obvious to make significant changes in the Gleichauf’s 

system design to incorporate a webserver into Gleichauf’s network management 

controller.  Petitioner’s position is that in the combination with Short, it would have 

been obvious to host “the quarantine server local to the gateway [of Gleichauf] for 

efficient and fast redirection, as well as offers to the user for gaining (or re-gaining) 

access to network services, including the Internet.”  Petition, 71; Ex. 1003, ¶¶164-

165.  I certainly disagree that such a change would have been obvious to a POSITA.   
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75. As shown in Figure 1 of Gleichauf (above), the remediator website 30 

is connected to the internal network 24 (Ex. 1007, ¶17) and is not mediated by the 

network management controller 14 at all.  Thus, access to the remediator website is 

uninhibited within the internal network.  Moving the remediator website 30 to be 

hosted by the network management controller 14 would have had significant 

ramifications on access, control, and management of traffic by the network 

management controller 14 and Gleichauf’s architecture as a whole. As an initial 

matter, the network controller would have to be able to respond to web requests, and 
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serve TCP/IP and HTTP packets capability that goes beyond what is described in 

Gleichauf, where the “Network management controller 14 is a communications 

interface operable to receive data from any number of devices within 

communication system 10.” Ex. 1007, ¶30. A POSITA would not have expected that 

a communications interface would be capable of hosting and serving web requests. 

Therefore, these changes would not have been obvious to a POSITA.  

76. In addition, as explained above, a POSITA would not have been 

motivated to combine Short with Gleichauf due to their diverging objectives.   

77. Furthermore, each of Roskind and Gleichauf already described a 

working system that met their objectives.  There would have been no advantage 

gained from their combinations with Short.  Dr. Black’s declaration (e.g., Ex. 1003, 

¶¶164-165) similarly provides conclusory statements that such a combination, for 

example, would have resulted in “efficient, fast redirection, and providing user offers 

to obtain or regain network access, including Internet access.”  But the first part of 

these statements is modeled after claim 1 recites, without providing any specific 

analysis or corroboration.  

78. For the above reasons, I do not believe that Roskind, Gleichauf and 

Short, either alone or in combination, render claim 1 (and claims 8 and 15) obvious.  
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XII. CONCLUSION 

79. All statements made herein of my own knowledge are true, and all 

statements made on information and belief are believed to be true.  I further 

understand that willful false statements and the like are punishable by fine or 

imprisonment, or both under Section 1001 of Title 18 of the United States Code.  I 

declare under penalty of perjury that the foregoing is true and correct. 

 
Executed on January 19, 2026.   

By:  /ANGELOS STAVROU/   

Dr. Angelos Stavrou 
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(Oakland 2015), May 2015, San Jose, CA (Acceptance Rate: 13.5%, 55/407). 
 

70. Resurrecting the READ_LOGS Permission on Samsung Devices 
Ryan Johnson and Angelos Stavrou 
In the briefings of Blackhat Asia 2015. 
 

71. E-commerce Reputation Manipulation: The Emergence of Reputation-Escalation-as-a-Service 
(Best paper nominee) 
Haitao Xu, Daiping Liu, Haining Wang and Angelos Stavrou 
In the Proceedings of 24th World Wide Web Conference (WWW 2015) (Acceptance Rate: 14.1%, 
131/929). 
 

72. TrustLogin: Securing Password-Login on Commodity Operating Systems 
Fengwei Zhang, Kevin Leach, Haining Wang, and Angelos Stavrou 
In the Proceedings of The 10th ACM Symposium on Information, Computer and Communications 
Security (AsiaCCS'15), Singapore, April 2015 (Acceptance Rate: 17.8%, 48/269). 
 

73. transAD: An Anomaly Detection Network Intrusion Sensor for the Web (short paper) 
Sharath Hiremagalore, Daniel Barbara, Dan Fleck, Walter Powell, and Angelos Stavrou 
In the Proceedings of Information Security Conference (ISC 2014), Lecture Notes in Computer 
Science p 477-489, Hong Kong, Oct 2014. (Acceptance Rate: 17.8%, 48/269) 
 

74. A Framework to Secure Peripherals at Runtime 
Fengwei Zhang, Haining Wang, Kevin Leach, Angelos Stavrou 
European Symposium on Research in Computer Security (ESORICS) p. 219-238 (2014) 
(Acceptance Rate: 24.8%, 58/234) 
 

75. Click Fraud Detection on the Advertiser Side 
Haitao Xu, Daiping Liu, Aaron Koehl, Haining Wang, Angelos Stavrou 
European Symposium on Research in Computer Security (ESORICS) p. 419-438 (2014) 
(Acceptance Rate: 24.8%, 58/234) 
 

76. Activity Spoofing and Its Defense in Android Smartphones 
Brett Cooley, Haining Wang, and Angelos Stavrou 
In the proceedings of the 12th International Conference on Applied Cryptography and Network 
Security (ACNS 2014) Lausanne, Switzerland. (Acceptance Rate: 22.5%, 33/147) 
 

77. Catch Me if You Can: A Cloud-Enabled DDoS Defense 
Quan Jia, Huangxin Wang, Dan Fleck, Fei Li, Angelos Stavrou, Walter A. Powell. 
In the Proceedings of the 44th Annual IEEE/IFIP International Conference on  
Dependable Systems and Networks (IEEE DSN 2014), Atlanta, Georgia USA,  
June 23 - 26, 2014. 
 

78. Detecting Malicious Javascript in PDF through Document Instrumentation 
Daiping Liu, Haining Wang, and Angelos Stavrou. 
In the Proceedings of the 44th Annual IEEE/IFIP International Conference on  
Dependable Systems and Networks (IEEE DSN 2014), Atlanta, Georgia USA,  
June 23 - 26, 2014. 
 

79. PyTrigger: A System to Trigger & Extract User-Activated Malware Behavior 
Dan Fleck, Arnur Tokhtabayev, Alex Alarif, Angelos Stavrou, and Tomas Nykodym. 
In the proceedings of the 8th ARES Conference (ARES 2013),  
University of Regensburg, Germany September 2nd - 6th, 2013. 
 

80. MOTAG: Moving Target Defense Against Internet Denial of Service Attacks 
Quan Jia, Kun Sun, Angelos Stavrou. 
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In the proceedings of the International Conference on Computer Communications  
and Networks ICCCN 2013 Nassau, Bahamas July 30 - August 2, 2013. 
 

81. Behavioral Analysis of Android Applications Using Automated Instrumentation 
Mohammad Karami, Mohamed Elsabagh, Parnian Najafiborazjani, and Angelos Stavrou.  
In the Proceedings of the 7th International Conference on Software Security and Reliability  
(IEEE SERE 2013), 18-20 June 2013, Washington DC, USA. (Acceptance rate 30%) 
 

82. Forced-Path Execution for Android Applications on x86 Platforms 
Ryan Johnson, and Angelos Stavrou.  
In the Proceedings of the 7th International Conference on Software Security and Reliability  
(IEEE SERE 2013), 18-20 June 2013, Washington DC, USA. (Acceptance rate 30%) 

 
83. Towards a Cyber Conflict Taxonomy 

Scott Applegate and Angelos Stavrou. 
To appear in the Proceedings of the 5th International Conference on Cyber Conflict (CyCon 2013) 
NATO Cooperative Cyber Defence Centre of Excellence conference, 4-7 June 2013 in Tallinn, 
Estonia. 
 

84. Spectre: A Dependable Introspection Framework via System Management Mode 
Fengwei Zhang, Kevin Leach, Kun Sun, and Angelos Stavrou.  
In the Proceedings of the 43nd Annual IEEE/IFIP International Conference on  
Dependable Systems and Networks (IEEE DSN 2013), Budapest, 24 - 27 June 2013.  
(Acceptance Rate: 19.6%) 
 

85. Exposing Software Security and Availability Risks For Commercial Mobile Devices (CMDs) 
Ryan Johnson, Zhaohui Wang, Angelos Stavrou, and Jeff Voas. 
In the Proceedings of the IEEE RAMS 2013, Orlando, Florida, 28 - 31 January 2013.  
 

86. Malicious PDF Detection Using Metadata and Structural Features 
Charles Smutz and Angelos Stavrou. 
In the Proceedings of the 2012 Annual Computer Security Applications Conference (ACSAC), 
Orlando, Florida, USA, December 3-7, 2012. (Acceptance Rate: 19%, 44/231) 
 

87. Malware Characterization using Behavioral Components 
Chaitanya Yavvari, Arnur Tokhtabayev, Huzefa Rangwala, and Angelos Stavrou. 
In the Proceedings of 6th International Conference "Mathematical Methods, Models, and Architectures 
for Computer Network Security", St. Petersburg, Russia, October 17-20, 2012. 

 
88. Exposing Security Risks for Commercial Mobile Devices(Invited) 

Zhaohui Wang, Ryan Johnson, Rahul Murmuria, and Angelos Stavrou. 
In the Proceedings of 6th International Conference "Mathematical Methods, Models, and Architectures 
for Computer Network Security", St. Petersburg, Russia, October 17-20, 2012. 
 

89. Mobile Application and Device Power Usage Measurements  
Rahul Murmuria, Jeffrey Medsger, Angelos Stavrou. 
In the Proceedings of the 6th International Conference on Software  
Security and Reliability (SERE 2012), Washington, DC, June 2012. 
 

90. Netgator: Malware Detection Using Program Interactive Challenges 
Brian Schulte, Haris Andrianakis, Kun Sun, Angelos Stavrou. 
In the Proceedings of the 9th Conference on Detection of Intrusions and Malware  
& Vulnerability Assessment (DIMVA 2012), Heraklion, Crete, Greece, July 26-27th, 2012. 
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91. A Dependability Analysis of Hardware-Assisted Polling Integrity Checking Systems 
Jiang Wang, Kun Sun, and Angelos Stavrou. 
In the Proceedings of the 42nd Annual IEEE/IFIP International Conference on Dependable Systems 
and  Networks (DSN 2012), Boston, Massachusetts, June, 2012. 

 
92. Implementing & Optimizing an Encryption File System on Android 

Zhaohui Wang, Rahul Murmuria, and Angelos Stavrou. 
In the Proceedings of the IEEE International Conference on Mobile Data Management  
(IEEE MDM 2012), July 23 - 26, 2012, Bangalore, India. (Acceptance Rate: 22/88) 

 
93. Analysis Android Applications’ Permissions (short paper) 

Ryan Johnson, Zhaohui Wang, Corey Gagnon and Angelos Stavrou. 
In the Proceedings of the 6th International Conference on Software Security and Reliability (SERE 
2012),  Washington, DC, June 2012. 

94. Mutual Authentication for USB Communications (short paper) 
Zhaohui Wang, Ryan Johnson and Angelos Stavrou. 
In the Proceedings of the 6th International Conference on Software Security and Reliability (SERE 
2012),  Washington, DC, June 2012. 

95. A Framework for Automated Security Testing of Android Applications on the Cloud (short)  
Sam Malek, Naeem Esfahani, Thabet Kacem, Riyadh Mahmood, Nariman Mirzaei, and Angelos 
Stavrou. In the Proceedings of the 6th International Conference on Software Security and Reliability 
(SERE 2012), Washington, DC, June 2012. 

96. SecureSwitch: BIOS-Assisted Isolation and Switch between Trusted and Untrusted Commodity 
OSes 
Kun Sun, Jiang Wang, Fengwei Zhang and Angelos Stavrou. 
In the Proceedings of the 19th Annual Network & Distributed System Security Symposium NDSS 
2012, San Diego, California, 5-8 February 2012. Impact Factor: 2.60 (Acceptance Rate: 46/258 - 
17.8%).  [Presentation] 

97. Hardware-Assisted Application Integrity Monitor 
Jiang Wang, Kun Sun, Angelos Stavrou. 
In the Proceedings of IEEE Hawaii International Conference on System Sciences (HICSS45) pp. 5375-
5383, 45th Hawaii International Conference on System Sciences, 2012 January 4-7, 2012, Grand 
Wailea, Maui, USA. Impact Factor: N/A, (Acceptance Rate: N/A). 

98. Cross-domain Collaborative Anomaly Detection: So Far Yet So Close 
Nathaniel Boggs, Sharath Hiremagalore, Angelos Stavrou, Salvatore J. Stolfo. 
In the Proceedings of the 14th International Symposium on Recent  
Advances in Intrusion Detection (RAID). September 2011, Menlo Park, CA. 
Impact Factor: 2.20 (Acceptance rate: 20/87 - 23%).  

99. Trading Elephants For Ants: Efficient Post-Attack Reconstitution (Short paper) 
Meixing Le, Zhaohui Wang, Quan Jia, Angelos Stavrou, Anup Ghosh and Sushil Jajodia 
In the Proceedings of the 7th International ICST Conference on Security and Privacy  
in Communication Networks (Securecomm 2011), p. 1-10, September 7-9 2011, London. 
Impact Factor: N/A, (Acceptance rate: 24%).  

100. Predicting Network Response Times Using Social Information (short paper) 
Chen Liang, Sharath Hiremagalore, Angelos Stavrou and Huzefa Rangwala.  
In the Proceedings of the ACM 2011 Conference on Advances in Social Networks Analysis and 
Mining, p. 527-531, July, 2011, Kaohsiung, Taiwan. Impact Factor: N/A, (Acceptance rate: 25%) [bib] 
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101. Breaching and Protecting an Anonymizing Network System 
Jason Clark and Angelos Stavrou. 
In the Proceedings of the 6th Annual Symposium on Information Assurance (ASIA 2011). 
Impact Factor: N/A, (Acceptance rate: 50%). 

102. Advantages and disadvantages of remote asynchronous usability testing using amazon 
mechanical turk 
Erik Nelson and Angelos Stavrou.  
Proceedings of the Human Factors and Ergonomics Society 55th Annual Meeting, pages 1080-1084, 
HFES 2011 Conference, Red Rock Resort, Las Vegas, Nevada, September 19-23, 2011. 
Impact Factor: N/A, (Acceptance rate: N/A). 

103. Exploiting Smart-Phone USB Connectivity For Fun And Profit (Extended Version) 
Angelos Stavrou and Zhaohui Wang. 
BlackHat Technical Conference DC 2011 - Technical Briefings Session. 

104. Exploiting Smart-Phone USB Connectivity For Fun And Profit 
Zhaohui Wang and Angelos Stavrou. 
In the Proceedings of the 26th Annual Computer Security Applications Conference (ACM ACSAC)  
p. 357-366. December 6-10, 2010, Austin, Texas, USA. Impact Factor: 1.82 (Acceptance rate: 39/227) 
[bib] 

105. Experimental Results of Cross-Site Exchange of Web Content Anomaly Detector Alerts 
Nathaniel Boggs, Sharath Hiremagalore, Angelos Stavrou, and Salvatore J. Stolfo. 
In the Proceedings of IEEE Conference on Homeland Security Technologies (IEEE HST 2010),  
November 8-10, 2010, Waltham, MA, USA. Impact Factor: N/A (Acceptance rate: N/A). 

106. An Adversarial Evaluation of Network Signaling and Control Mechanisms 
Kangkook Jee, Stelios Sidiroglou-Douskos, Angelos Stavrou, and Angelos D. Keromytis.  
In the Proceedings of the 13th International Conference on Information Security and Cryptology 
(ICISC).  
December 2010, Seoul, Korea. Impact Factor: N/A (Acceptance rate: N/A). 

107. Small World VoIP 
Xiaohui Yang, Angelos Stavrou, Ram Dantu, and Duminda Wijesekera. 
In the Proceedings of the Second International Conference on Mobile Computing, Applications,  
and Services MobiCASE, October 25-28, 2010, Santa Clara, CA, USA.  
Impact Factor: N/A (Acceptance rate: N/A). 

108. QoP and QoS policy cognizant policy composition 
Paul Seymer, Angelos Stavrou, Duminda Wijesekera, Sushil Jajodia. 
In the Proceedings of the IEEE International Symposium on Policies for Distributed Systems  
and Networks, p. 77-86, Fairfax, VA, July 21-23, 2010. (Acceptance rate: 19.2%) [bib] 

109. Providing Mobile Users' Anonymity in Hybrid Networks 
Claudio Ardagna, Sushil Jajodia, Pierangela Samarati, and Angelos Stavrou (Alphabetic) 
In the Proceedings of the 15th European Symposium on Research in Computer Security  
(ESORICS 2010), p. 540-557, September 2010, Athens, Greece.   
Impact Factor: 1.45 (Acceptance rate: 42/210 - 20%). [bib] 

110. Traffic Analysis Against Low-Latency Anonymity Networks Using Available Bandwidth 
Estimation  
Sambuddho Chakravarty, Angelos Stavrou, and Angelos D. Keromytis.  
In the Proceedings of the 15th European Symposium on Research in Computer Security  

APPENDIX A

Netskope, Ex. 2008 
Fortinet v. Netskope, IPR2026-00042

http://cs.gmu.edu/~astavrou/research/breaching_and_protecting_a_ANS_ASIA_2011_J_Clark_A_Stavrou_5_7_11.pdf
http://www.albany.edu/iasymposium/
http://cs.gmu.edu/~astavrou/research/HFES2011_Proceedings_Nelson_Stavrou_Final.pdf
http://cs.gmu.edu/~astavrou/research/HFES2011_Proceedings_Nelson_Stavrou_Final.pdf
https://www.blackhat.com/html/bh-dc-11/bh-dc-11-briefings.html#Stavrou
http://cs.gmu.edu/~astavrou/research/acsac10.pdf
http://www.acsac.org/
http://icsd.i2r.a-star.edu.sg/staff/jianying/conference-ranking.html
http://dblp.uni-trier.de/rec/bibtex/conf/acsac/WangS10
http://cs.gmu.edu/~astavrou/research/hst10.pdf
http://ieee-hst.org/
http://www1.cs.columbia.edu/~angelos/Papers/2010/control.pdf
http://cs.gmu.edu/~astavrou/research/MobiCASE_SWVoIP.pdf
http://www.mobicase.org/
http://cs.gmu.edu/~astavrou/research/Seymer_Policy_10.pdf
http://www.policy-workshop.org/
http://dblp.uni-trier.de/rec/bibtex/conf/policy/SeymerSWJ10
http://cs.gmu.edu/~astavrou/research/k_anonymity_esorics10.pdf
http://www.mobicase.org/
http://icsd.i2r.a-star.edu.sg/staff/jianying/conference-ranking.html
http://dblp.uni-trier.de/rec/bibtex/conf/esorics/ArdagnaJSS10
http://cs.gmu.edu/~astavrou/research/timing_esorics10.pdf
http://cs.gmu.edu/~astavrou/research/timing_esorics10.pdf
http://www.mobicase.org/


 
 

 

(ESORICS 2010) p. 249-267, September 2010, Athens, Greece.  
Impact Factor: 1.45 (Acceptance rate: 42/210 - 20%). [bib] 

111. HyperCheck: A Hardware-Assisted Integrity Monitor 
Jiang Wang, Angelos Stavrou, and Anup K. Ghosh. 
In the Proceedings of 13th International Symposium on Recent Advances in Intrusion Detection 
(RAID 2010), p. 158-177, Ottawa, Canada, September 15-17, 2010.  
Impact Factor: 2.20 (Acceptance rate: 24/104 - 23.1%). [bib] 

112. A Virtualization Architecture for In-Depth Kernel Isolation 
Jiang Wang, Sameer Niphadkar, Angelos Stavrou, Anup K. Ghosh. 
In the Proceedings of 43rd Hawaii International International Conference on Systems Science,  
IEEE Computer Society, p. 1-10, 5-8 January 2010, Koloa, Kauai, HI, USA. 
Impact Factor: N/A (Acceptance rate: N/A). 

113. Privacy preservation over untrusted mobile networks 
Claudio A. Ardagna, Sushil Jajodia, Pierangela Samarati, Angelos Stavrou in Privacy in Location-
Based  
Applications:  Research Issues and Emerging Trends, Springer Lecture Notes in Computer Science, 
Volume  
5599, 2009, pages 84-105. Impact Factor: N/A (Acceptance rate: N/A). 

114. Deny-by-Default Distributed Security Policy Enforcement in Mobile Ad Hoc Networks (short) 
Mansoor Alicherry, Angelos D. Keromytis, and Angelos Stavrou.  
In the Proceedings of the 5th International ICST Conference on Security and Privacy in 
Communication 
Networks SECURECOMM 2009, p. 41-50. September 2009, Athens, Greece. 
Impact Factor: N/A, (Acceptance rate: 25.3%). [bib] 

115. Adding Trust to P2P Distribution of Paid Content 
Alex Sherman, Angelos Stavrou, Jason Nieh, Angelos D. Keromytis, and Clifford Stein.  
In the Proceedings of the 12th Information Security Conference (ISC), p.459-474. 
September 2009, Pisa, Italy. Impact Factor: 1.24, (Acceptance rate: 27.6%). [bib] 

116. A2M: Access-Assured Mobile Desktop Computing 
Angelos Stavrou, Ricardo A. Baratto, Angelos D. Keromytis, and Jason Nieh.  
In the Proceedings of the 12th Information Security Conference (ISC), p. 186-201.  
September 2009, Pisa, Italy. Impact Factor: 1.24, (Acceptance rate: 27.6%). [bib] 

117. Adaptive Anomaly Detection via Self-Calibration and Dynamic Updating 
Gabriela F. Cretu, Angelos Stavrou, Michael E. Locasto, Salvatore J. Stolfo. 
In the Proceedings of 12th International Symposium On Recent Advances In Intrusion Detection,  
p. 41-60. Saint-Malo, Brittany, France, September 23-25, 2009.  
Impact Factor: 2.20 (Acceptance rate: 17 / 59 - 28.8%). [bib] 

118. SQLProb: A Proxy-based Architecture towards Preventing SQL Injection Attacks 
Anyi Liu, Yi Yuan, Duminda Wijesekera, and Angelos Stavrou. 
In the Proceedings of 24th Annual ACM Symposium on Applied Computing (SAC'09), p. 2054-2061 
March 8-12, 2009, Honolulu, Hawaii. Impact Factor: N/A, (Acceptance Rate: 16.6%). [bib] 

119. A Security Architecture for Information Assurance and Availability in MANETs 
Angelos Stavrou, and Anup K. Ghosh. 
In the Proceedings of IEEE Conference on Military Communications (MILCOM '08),  
p. 1 - 8, November 2008, San Diego, CA. Impact Factor: N/A, (Acceptance Rate: N/A). 
Impact Factor: N/A, (Acceptance Rate: N/A). [bib] 
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120. PAR: Payment for Anonymous Routing 
Elli Androulaki, Mariana Raykova, Shreyas Srivatsan, Angelos Stavrou, and Steven M. Bellovin. 
In the Proceedings of 8th Privacy Enhancing Technologies Symposium, p. 219-236, Leuven, Belgium  
July 23 - July 25, 2008. Impact Factor: 1.95, Acceptance rate: 13/49 - 26%). [bib] 

121. The Hidden Difficulties of Watching and Rebuilding Networks. 
Michael Locasto and Angelos Stavrou. 
IEEE Security and Privacy, vol. 6, no. 2, pp. 79-82, Mar/Apr, 2008. 
Impact Factor: 1.17, (Acceptance Rate: N/A). [bib] 

122. Pushback for Overlay Networks: Protecting against Malicious Insiders 
Angelos Stavrou, Michael E. Locasto, and Angelos D. Keromytis. 
In the Proceedings of the 6th International Conference on Applied Cryptography  
and Network Security (ACNS). June 2008, New York, NY. 
Impact Factor: N/A, (Acceptance Rate: N/A). [bib] 

123. Casting out Demons: Sanitizing Training Data for Anomaly Sensors 
Gabriela F. Cretu, Angelos Stavrou , Michael E. Locasto, Salvatore J. Stolfo, and Angelos D. 
Keromytis. 
In the Proceedings of the IEEE Symposium on Security & Privacy p. 81-95. May 2008, Oakland, CA.  
Impact Factor: 4.15, (Acceptance Rate: 11.2%) [bib] 

124. On the Infeasibility of Modeling Polymorphic Shellcode 
Yingbo Song, Michael E. Locasto, Angelos Stavrou , Angelos D. Keromytis, and Salvatore J. Stolfo.  
In the Proceedings of the 13th ACM Conference on Computer and Communications Security (CCS),  
pp. 541 - 551. October/November 2007, Alexandria, VA. Impact Factor: 2.87, (Acceptance rate: 
18.1%) [bib] 

 
125. A Study of Malcode-Bearing Documents 

Weijen Li, Salvatore Stolfo, Angelos Stavrou, Elli Androulaki, and Angelos D. Keromytis.  
In Proceedings of the 4th GI International Conference on Detection of Intrusions & Malware, and 
Vulnerability Assessment (DIMVA), pp. 231 - 250. July 2007, Lucerne, Switzerland.  
Impact Factor: 1.42, (Acceptance rate: 21%). [bib] 

126. From STEM to SEAD: Speculative Execution for Automated Defense. 
Michael E. Locasto, Angelos Stavrou, Gabriela F. Cretu, and Angelos D. Keromytis. 
In the Proceedings of the USENIX Annual Technical Conference (USENIX 2007),  
pp. 219-232, June 2007, Santa Clara, CA.  Impact Factor: N/A, (Acceptance rate: 18.75%) [bib] 

127. Network Security as a Composable Service 
Stelios Sidiroglou, Angelos Stavrou, and Angelos D. Keromytis.  
In the Proceedings of the IEEE Sarnoff Symposium. January 2007, Princeton, NJ. (Invited paper) 

128. Countering DDoS Attacks with Multi-path Overlay Networks 
Angelos Stavrou and Angelos D. Keromytis.  
In the Information Assurance Technology Analysis Center (IATAC) Information Assurance  
Newsletter (IAnewsletter), vol. 9, no. 3, November 2006. (Invited paper, based on the CCS 2005 
paper.)[pdf] 

129. W3Bcrypt: Encryption as a Stylesheet 
Angelos Stavrou, Michael E. Locasto, and Angelos D. Keromytis. In the Proceedings of the 
 4th International Conference on Applied Cryptography and Network Security (ACNS 2006),  
pp. 349-364, June 6-9, 2006, Singapore. Impact Factor: 1.44, (Acceptance rate: 33 / 218 - 15.1%) [bib] 
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130. Countering DoS Attacks With Stateless Multipath Overlays 
Angelos Stavrou and Angelos D. Keromytis.  
In the Proceedings of the 12th ACM Conference on Computer and Communications Security (CCS),  
pp. 249 - 259. November 2005, Alexandria, VA. Impact Factor: 2.87, (Acceptance rate: 15.2%) [bib] 

131. gore: Routing-Assisted Defense Against DDoS Attacks 
Stephen T. Chou, Angelos Stavrou, John Ioannidis, and Angelos D. Keromytis.  
In the Proceedings of the 8th Information Security Conference (ISC), p. 179-193.  
September 2005, Singapore. Impact Factor: 1.24, (Acceptance rate: 14%). [bib] 

132. MOVE: An End-to-End Solution To Network Denial of Service 
Angelos Stavrou, Angelos D. Keromytis, Jason Nieh, Vishal Misra, and Dan Rubenstein.  
In the Proceedings of the Internet Society (ISOC) Symposium on Network and Distributed Systems 
Security 
(NDSS), pp. 81 - 96. February 2005, San Diego, CA. Impact Factor: 2.60 (Acceptance rate: 12.9%). 
[bib] 

133. Content distribution for seamless transmission 
Edward G. Coffman Jr., Andreas Constantinides, Dan Rubenstein, Bruce Shepherd, Angelos Stavrou  
In the Proceedings of SIGMETRICS Performance Evaluation Review 32(2): 31-32 (2004) [pdf (936 
KB)]. 

134. A Pay-per-Use DoS Protection Mechanism For The Web  
Angelos Stavrou, John Ioannidis, Angelos D. Keromytis, Vishal Misra, and Dan Rubenstein. 
In the Proceedings of the Applied Cryptography and Network Security (ACNS) Conference. 
June 2004, Yellow Mountain, China. LNCS Volume 3089/2004, pp. 120-134, ISBN: 3-540-22217-0. 
Impact Factor: 1.44 (Acceptance rate: 12%). [bib] 

135. Using Graphic Turing Tests to Counter Automated DDoS Attacks Against Web Servers 
William G. Morein, Angelos Stavrou, Debra L. Cook, Angelos D. Keromytis, Vishal Misra, Dan 
Rubenstein.  
In the Proceedings of the 10th ACM International Conference on Computer and Communications 
Security  
(CCS), Washington, DC, October 2003. Impact Factor: 2.87, (Acceptance rate: 13.8%) [bib] 

136. A Lightweight, Robust P2P System to Handle Flash Crowds 
Angelos Stavrou, Dan Rubenstein and Sambit Sahu. 
In the Proceedings of IEEE ICNP 2002, Paris, France, November, 2002. 
[Proceedings Version ps (252K)] [Proceedings Version ps.gz (65K)] [Proceedings Version pdf (143K)] 
An earlier version is available as Columbia Technical Report EE020321-1, February, 2002.  
[Tech Report ps (508K)] [Tech Report ps.gz (109K)] [Tech Report pdf (242K)]. 
Impact Factor: N/A, (Acceptance rate: 14.7%). [bib] 

 
Books/Book Chapters 

 
1. Overlay-Based DoS Defenses 

Angelos Stavrou. In Henk C.A. van Tilborg and Sushil Jajodia, editors, Encyclopedia of Cryptography 
and Security, 2nd  Edition. Springer, 2010. 

2. TCP Modulation Attacks 
Angelos Stavrou. In Henk C.A. van Tilborg and Sushil Jajodia, editors, Encyclopedia of Cryptography 
and Security, 2nd  Edition. Springer, 2010. 
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Workshops 

 
 

1. Microservices made attack-resilient using unsupervised service fissioning [PDF] 
Ataollah Fatahi Baarzi, George Kesidis, Dan Fleck, Angelos Stavrou.  
In EuroSec '20: Proceedings of the 13th European workshop on Systems Security, April 2020 Pages 
31–36. 

 
2. Breaking BLE Beacons For Fun But Mostly Profit 

Constantinos Kolias, Lucas Copi, Fengwei Zhang, Angelos Stavrou 
EUROSEC 2017: 4:1-4:6 
 

3. Your Data in Your Hands: Privacy-preserving User Behavior Models for Context Computation 
Rahul Murmuria, Angelos Stavrou, Daniel Barbara, and Vincent Sritapan 
To appear in the proceedings of International Workshop on Behavioral Implications of Contextual 
Analytics (co-located with IEEE PerCom 2017) 
 

4. Authentication Feature and Model Selection using Penalty Algorithms 
Rahul Murmuria and Angelos Stavrou. 
In the proceedings of the Twelfth Symposium on Usable Privacy and Security (SOUPS 2016). 
USENIX Association, 2016, Way workshop, Denver Colorado June 22-24, 2016 
 

5. Switchwall: Automated Topology Fingerprinting & Behavior Deviation Identification 
Nelson Nazzicari, Javier Almillategui, Angelos Stavrou and Sushil Jajodia. 
In the Proceedings of the 8th International Workshop on Security and Trust Management (STM 2012)  
in conjunction with ESORICS 2012, Pisa, Italy - September 13-14, 2012  
 

6. A Whitebox Approach for Automated Security Testing of Android Applications on the Cloud 
Riyadh Mahmood, Naeem Esfahani, Thabet Kacem, Nariman Mirzaei, Sam Malek, and Angelos 
Stavrou. 
In the Proceedings of the 7th International Workshop on Automation of Software Test (AST 2012), 
Zurich, Switzerland, June 2012. 
 

7. The MEERKATS Cloud Security Architecture 
Angelos D. Keromytis, Roxana Geambasu, Simha Sethumadhavan, Salvatore J. Stolfo, Junfeng Yang,  
Azzedine Benameur, Marc Dacier, Matthew Elder, Darrell Kienzle, and Angelos Stavrou.  
In the Proceedings of the 3rd International Workshop on Security and Privacy in Cloud Computing  
(ICDCS-SPCC). June 2012, Macao, China. 
 

8. CapMan: Capability-based Defense against Multi-Path Denial of Service (DoS) Attacks in MANET 
Quan Jia, Kun Sun and Angelos Stavrou. 
In the Proceedings of the First International Workshop on Privacy, Security and Trust in Mobile and 
Wireless Systems  
(MobiPST 2011) in conjunction with 20th International Conference on Computer Communications 
and Networks (ICCCN 2011) 

9. The MINESTRONE Architecture: Combining Static and Dynamic Analysis Techniques for Software 
Security  
Angelos D. Keromytis, Salvatore J. Stolfo, Junfeng Yang, Angelos Stavrou,  
Anup Ghosh, Dawson Engler, Marc Dacier, Matthew Elder, and Darrell Kienzle.  
In the Proceedings of the 1st Workshop on Systems Security (SysSec).  
July 2011, Amsterdam, Netherlands. 
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10. Firmware-assisted Memory Acquisition and Analysis tools for Digital Forensic (short paper) 
Jiang Wang, Fengwei Zhang, Kun Sun, and Angelos Stavrou. 
In the Sixth International Workshop on Systematic Approaches to Digital Forensic Engineering (IEEE 
SADFE 2011).  
In conjunction with IEEE Security and Privacy Symposium, Oakland, CA, USA, May 26, 2011 

11. Moving Forward, Building An Ethics Community (Panel Statements) - Computer Security Ethics, 
Quo Vadis? 
Erin Kenneally, Angelos Stavrou, John McHugh, and Nicolas Christin. 
In the proceedings of the 2nd Workshop on Ethics in Computer Security Research 2011 
Springer Lecture Notes in Computer Science (LNCS). 

12. Scalable Web Object Inspection and Malfease Collection  
Charalampos Andrianakis, Paul Seymer, and Angelos Stavrou. 
In the Proceedings of the 5th USENIX Workshop on Hot Topics in Security (HotSec '10).  
August 10, 2010 Washington, DC. (Acceptance rate: 11/57) 

13. Fine-grained Sharing of Health Records using XSPA Profile for XACML 
A. Al-Faresi, Bo Yu, Khalid Moidu, Angelos Stavrou, Duminda Wijesekera, Anoop Singhal 
In the Proceedings of 1st USENIX Workshop on Health Security and Privacy (HealthSec '10), 
August, 2010, Washington DC, USA. 

14. Evaluating a Collaborative Defense Architecture for MANETs 
Mansoor Alicherry, Angelos Stavrou, and Angelos D. Keromytis.  
In the Proceedings (electronic) of the IEEE Workshop on Collaborative Security Technologies 
(CoSec), 
pp. 37 - 42. December 2009, Bangalore, India. (Acceptance rate: 17.2%). 

15. Keep your friends close: the necessity for updating an anomaly sensor with legitimate environment 
changes. 
Angelos Stavrou, Gabriela F. Cretu, Michael E. Locasto, Salvatore J. Stolfo. 
In the Proceedings of the 2nd ACM Workshop on Security and Artificial intelligence  
(Chicago, Illinois, USA, November 09 - 09, 2009). AISec '09. ACM, New York, NY, 39-46. (Position 
paper) 

16. The Heisenberg Measuring Uncertainty in Lightweight Virtualization Testbeds 
Quan Jia, Zhaohui Wang and Angelos Stavrou. 
In the Proceedings of 2nd Workshop on Cyber Security Experimentation and Test  
(CSET '09). August, 2009, Montreal, Canada. 

17. Universal Multi-Factor Authentication Using Graphical Passwords 
Alireza Pirayesh Sabzevar, and Angelos Stavrou.  
In the Proceedings of the 2nd IEEE/ACM Workshop on Security and Privacy in  
Telecommunications and Information Systems (SePTIS). December 2008, Bali, Indonesia. 

18. Identifying Proxy Nodes in a Tor Anonymization Circuit 
Sambuddho Chakravarty, Angelos Stavrou, and Angelos D. Keromytis.  
In the Proceedings of the 2nd IEEE/ACM Workshop on Security and Privacy  
in Telecommunications and Information Systems (SePTIS). December 2008, Bali, Indonesia. 

19. A multi-path approach for k-anonymity in mobile hybrid networks 
Claudio Agostino Ardagna, Angelos Stavrou, Sushil Jajodia, Pierangela Samarati and Rhandi Martin. 
In the Proceedings of International Workshop on Privacy in Location-Based Applications (PiLBA 
'08), October 2008. 
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20. Efficiently Tracking Application Interactions using Lightweight Virtualization 
Yih Huang, Angelos Stavrou, Anup K. Ghosh and Sushil Jajodia.  
In the Proceeding of the 1st Workshop on Virtualization Security (VMSec), in conjunction  
with ACM CCS 2008, October 2008. 

21. Return Value Predictability for Self-Healing 
Michael E. Locasto, Angelos Stavrou>, Gabriela F. Cretu, Angelos D. Keromytis, and Salvatore J. 
Stolfo. 
In the Proceedings of the 3rd International Workshop on Security (IWSEC), November 2008, 
Kagawa, Japan. 

22. Online Training and Sanitization of AD Systems (extended abstract) 
Gabriela F. Cretu, Angelos Stavrou, Michael E. Locasto, Salvatore J. Stolfo.  
In the Proceedings of NIPS 2007 Workshop on Machine Learning in Adversarial Environments for 
Computer Security,  
December 2007, Vancouver, B.C., Canada. [pdf] 

23. Data Sanitization: Improving the Forensic Utility of Anomaly Detection Systems  
Gabriela F. Cretu, Angelos Stavrou, Salvatore J. Stolfo, Angelos D. Keromytis.  
In the Proceedings of the 3rd Workshop on Hot Topics in System Dependability (HotDep), pp. 64 - 
70. June 2007, Edinburgh, UK. [pdf] 

24. Bridging the Network Reservation Gap Using Overlays 
Angelos Stavrou, David Turner, Angelos D. Keromytis, and Vassilis Prevelakis.  
In the Proceedings of the 1st Workshop on Information Assurance for Middleware Communications 
(IAMCOM).  
January 2007, Bangalore, India. [pdf] [ps] 

25. Dark Application Communities 
Michael E. Locasto, Angelos Stavrou, and Angelos D. Keromytis.  
In the Proceedings of the 15th New Security Paradigms Workshop (NSPW 2006).  
September 2006, Schloss Dagstuhl, Germany. [pdf] [ps] 

 
Technical Reports 
 
1. Netgator: Malware Detection Through Program Interactive Proofs  

Brian Schulte, Rhandi Martin, Haris Andrianakis and Angelos Stavrou, GMU-CS-TR-2011-6 
 
2. SecureSwitch: BIOS-Assisted Isolation and Switch between Trusted and Untrusted Commodity OSes  

Kun Sun, Jiang Wang, Fengwei Zhang and Angelos Stavrou, GMU-CS-TR-2011-7  
 
3. An Analysis of System Management Mode (SMM)-based Integrity Checking Systems and Evasion Attacks  

Jiang Wang, Kun Sun and Angelos Stavrou, GMU-CS-TR-2011-8 
 
4. Ruminate: A Scalable Architecture for Deep Network Analysis  

Charles Smutz and Angelos Stavrou, GMU-CS-TR-2010-20. 
   

  
Professional Activities & Service 

 
Founder & CEO 

- Kryptowire LLC (https://www.kryptowire.com/) 
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Founder & Chief Scientist 
- Quokka INC (https://www.quokka.io) 

 
 

 
Editorial Positions, Panels, and Boards  
     

• IEEE Security and Privacy Magazine (01-01-2017 - Present) 
Type: Internet publication 
Role: Associate or guest editor/curator 

• International Journal of Information Security (01-01-2019 - Present) 
Type: Journal 
Role: Editorial/curatorial board member 

• IEEE Transactions on Computers (01-01-2020 - Present) 
Type: Journal 
Role: Associate or guest editor/curator 
Description: Associate Editor of IEEE Transactions on Computers  

• IEEE Internet Computing (01-01-2020 - Present) 
Type: Journal 
Role: Associate or guest editor/curator 

     
Past: 
    Associate Editor, IEEE Transactions on Reliability,  September 2015 - 2020 
    IET Journal on Information Security, May 2010 – May 2018 
    Encyclopedia of Cryptography and Security, Editorial Board Member, March 2010 – 2020 
 
 
 
Program Organization: 
 
    Program General co-Chair, ACM Conference on Computer and Communications Security (CCS) 2022 
    Program co-Chair, 10th European Workshop on Systems Security (EuroSec): 2017, 2018 
    Program co-Chair, Research in Attacks, Intrusions and Defenses (RAID) Symposium, RAID 2013, 2014 
    Student Travel Grant Chair, ACM Conference on Computer and Communications Security (CCS), 2009, 2010 
    Program co-Chair, Workshop on Cyber Security Experimentation and Test (CSET): 2009, 2010 
    Program co-Chair, 1st Workshop on Virtual Machine Security (VMSec): 2008, 2009 
 
Program Committee Member (Selected): 
 
    IEEE Symposium on Security and Privacy (IEEE S&P): 2010, 2011, 2012, 2024, 2025 
    USENIX Security Symposium: 2007, 2008, 2009, 2020, 2021, 2023, 2024, 2025 
    ACM Conference on Security and Privacy in Wireless and Mobile Networks (WiSec) 2020 
    IEEE MILCOM (Track 3): 2016, 2017, 2018, 2024 
    IEEE Conference on Dependable and Secure Computing: 2017, 2024, 2025 
    IEEE International Conference on Software Quality, Reliability and Security: 2016 
    Recent Advances in Intrusion Detection (RAID): 2011, 2012, 2017 
    ACM Conference on Computer and Communications Security (CCS): 2009, 2010 
    Annual Computer Security Applications Conference (ACSAC): 2009, 2010, 2011, 2012, 2013 
    Network and Distributed System Security Symposium (NDSS): 2009, 2010 
    International Conference on Distributed Computing Systems (ICDCS): 2009, 2010, 2011, 2012, 2013 
    25th ACM Symposium On Applied Computing (SAC): 2010 
    Financial Cryptography and Data Security: 2010, 2011, 2012 
    5th ACM Int'l Conference on emerging Networking EXperiments and Technologies: 2009 
    USENIX Security Symposium: 2007, 2008, 2009 
    International ICST Conference on Security and Privacy in Communication Networks  
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http://www.securecomm.org/


 
 

 

    (SecureComm), 2009, 2010, 2011 
    European Workshop on System Security (EUROSEC): 2008, 2009, 2010, 2011 
    IEEE International Symposium on Policies for Distributed Systems and Networks, POLICY 2010, 2011, 2012 
    ECML/PKDD Workshop on Privacy and Security issues in Data Mining and Machine Learning PSDML 2010 
    2nd USENIX Workshop on Large-Scale Exploits and Emergent Threats (LEET): 2009 
    European Conference on Computer Network Defense (EC2ND): 2008 
    Workshop on Cyber Security Experimentation and Test : 2008, 2013 
    Information Security Conference (ISC): 2008, 2009 
     
 
 
Patent Litigation Experience 
 
Expert witness for patent invalidity reports, depositions, patent office actions, Inter Partes Disputes 
preparation, product infringement reports, code and system examination. 
 
Wilson Sonsini Goodrich & Rosati 
Client: Wiz Inc 
Patent Trial and Appeal Board Proceedings Between Wiz, Inc. and Orca Security Ltd 
Multiple patents 
Case: Orca Security Ltd. V. Wiz, Inc., No. 1-23-cv-00758 (D. Del.) 
Deposed multiple times in the case involving six patents 
 
Kirkland & Ellis LLP 
Client: IBM Corporation and Red Hat, Inc. (collectively “IBM”)  
Case: VirtaMove, Corp. v. IBM Corp., Case No. 2:24-cv-00064 (E.D. Tex.). 
Deposed in the case 
 
Baker Botts LLP 
Client: Hewlett Packard Enterprise Company  
VirtaMove, Corp. v. Hewlett Packard Enterprise Company, 
Case No. 2:24-cv-00093-JRG (E.D. Tex.) 
Deposed in the case 
 
Quinn Emanuel Urquhart & Sullivan, LLP 
Client: Fortinet Inc. 
Fortinet, Inc. v. Sophos, Inc  
Case No 13-cv-05831-EMC (representing Fortinet) 
Deposed in the case 
 
Feinberg Day Alberti & Thompson LLP ("Feinberg Day") 
Representing: Intellectual Ventures II L.L.C.  
Case: Intellectual Ventures II L.L.C. v. JP Morgan Chase & Co. et al (representing IV) 
Case: 1:13-cv-03777 | New York Southern District Court 
Case: 1:13-cv-03777-AKH 
Civil Action No. 2:13-cv-1106-AKK 
Case: l:13-CV-02454-WSD 
Case: 2:13-CV-04160-NKL  
Case: 2:13-CV-785 
Case: 8:13-cv-00167  
Case: IPR2014-00786, Patent No. 6,826,694 
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IP Patent Consulting 
Law firm: Brian Owens, Esq 
Case: Multiple pertaining to analysis of patent validity. 
Project: On-going consulting on patent infringement, validity, and claim construction 
 
Patent Filling/Examination Experience 
 
Consulted GMU legal team on patent filling, claim structure, and responses to USPTO examination and re-
examination of relevant patents. 
 
1. U.S. Patent Application 12/558,841 filed on September 14, 2009, entitled "Distributed Sensor for Detecting 

Malicious Software." 
2. U.S. Patent Application 12/548,175 filed on August 26, 2009, entitled "Event Driven Email Revocation." 
3. U.S. Patent Application 12/688,037 filed on January 15, 2010, entitled "Authentication Using Graphical 

Passwords." 
4. U.S. Patent Application 12/757,675 filed on April 9, 2010, entitled "Malware Detector." 
5. U.S. Patent Application 12/965,413 filed on December 10, 2010, entitled "Website Detection." 
6. U.S. Patent Application 12/835,228 filed on July 13, 2010, entitled "Inferring Packet Management Utility 

Rules." 
7. U.S. Patent Application 611413,673 filed on November 15, 2010, entitled "HyperCheck: A Hardware Assisted 

Integrity Monitor." 
8. U.S. Patent Application 611413,677 filed on November 15, 2010, entitled "Network Traffic Analysis." 
 
Consulted on more patents filled prior to 2007 while I was at Columbia University (worked with Columbia retained 
law firms). 
 
 
Advisory Boards, Workshops & Other Professional Activities 
 
Academic Program Director, Masters in Management of Secure Information Systems, George 
Mason University, 2014 – May 2017 
Academic Program Director, Masters in Information Security and Assurance, George Mason 
University, 2013 - 2015 
IEEE Rebooting Computing Committee, 2013 - onwards 
Senior Member of the IEEE, 2012 - onwards  
Subject Matter Expert, DARPA Transformative Applications, September 2010 - September 2012 
USDA Federal Mobile Computing Summit, 2011 
NIST Mobile & Smart Phone Technologies Technical Exchange Meeting, 2011  
Google Faculty Summit, July 2010 
ARO/NSF Workshop on Moving Target Defense, October 2010  
National Science Foundation Panels: 2008, 2009 
DARPA Cyber Genome Project, Dec 2009 
DARPA Digital Object Storage and Retrieval (DOSR), July 2008 
DARPA Intrinsically Assurable Mobile Ad-hoc Networks (IAMANETs), January 2008 
 
 
Ph.D. Thesis Committee Service 
 
1. Mahmood Riyadh, Electrical Engineering Department, George Mason University, Summer 2015. 
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2. Velegalati Rajesh, Electrical Engineering Department, George Mason University, Summer 2015. 
3. Yu Bo, Computer Science Department, George Mason University, Fall 2014. 
4. Jin Jing, Computer Science Department, George Mason University, Fall 2013. 
5. Xu Min, Computer Science Department, George Mason University, Fall 2013. 
6. Caixia Wang, Thesis title: "Spatial content-based scene matching using a relaxation method",  

Department of Geography and GeoInformation Science, George Mason University, November 2010. 
7. Mansoor Alicherry, Thesis title: "A Distributed Policy Enforcement Architecture for Mobile Ad Hoc 

Networks",  
Computer Science Department, Columbia University, October 2010. 

8. Min Xu, Thesis title: "Session-aware RBAC Administration, Delegation, and Enforcement with 
XACML",  
Computer Science Department, George Mason University, April 2010. 

 
Post-Doctoral Researchers 
 
Konstantinos Kolias (August 2014 - 2019) 
Daniel Fleck (August 2012 - 2019) 
Nelson Nazzicari (August 2010 - September 2011) 
Arnur Tokhtabayev (May 2011 - November 2012) 
 
Current Ph.D. Students 
 
Full Time Ph.D. Students 
1. Kenechukwu Nwondo (Auguest 2020 - present) co-advised with Dr. Haining Wang 
2. Sudip Maitra (August 2021 – present) co-advised with Dr. Haining Wang 
3. Shihua Sun (August 2021 – present), co-advised with Dr. Haining Wang 
4. Amirreza Ghafoori (August 2023 – present) 
5. Tanvi Garg (August 2023 – present) 
 
 
Graduated Ph.D. Students 
 
Shihua Sun (September 2020 – December 2025) 
 
Tolga Atalay (September 2018 - December 2023 
 
Alireza Famili (September 2017 - Summer 2023) 
 
Mahsa Foruhandeh (part-time, graduated 2022) 

• Thesis title: " Thesis title: "Automatic Program State Exploration Techniques for Security 
Analysis of Android Apps" 

• Currently: Google Inc. 
 

Ryan E. Johnson (January 2011 – December 2019) 
• Thesis title: "Automatic Program State Exploration Techniques for Security Analysis of Android 

Apps" 
• Post-graduation: Director of Research, Kryptowire LLC 
• Currently: Director of Research, Kryptowire LLC 

 
Rahul Murmuria (January 2011 – September 2017) 
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• Thesis title: "Modeling User Behavior on Smartphones" 
• Post-graduation: Data Scientist, AppZen 
• Currently: Senior Data Scientist at Sensor Tower 

 
Mohamed Elsabagh (September 2012 – June 2017) 

• Thesis title: " Protection from Within: Runtime Hardening Techniques for COTS Binaries" 
• Post-graduation: Kryptowire LLC 
• Currently: Kryptowire LLC 

 
Charles Smutz (January 2009 - August 2016) (part-time Ph.D.) 

• Thesis title: "Countering Malicious Documents and Adversarial Learning" 
• Post-graduation: Sandia National Laboratories 
• Currently: Sandia National Laboratories 

 
Sharath Hiremagalore (September 2009 - August 2015) 

• Thesis title: "Zero-Day Attack Detection Using Collaborative and Transduction-Based Anomaly 
Detectors" 

• Post-graduation: Verisign 
• Currently: Verisign 

 
Fengwei Zhang (September 2011 - April 2015) 

• Thesis title: "Using Isolated Execution Environments for Securing Systems" 
• Post-graduation: Assistant Professor at Wayne State University 
• Currently: Assistant Professor at Wayne State University 

 
Quan Jia (September 2008 - January 2014) 

• Thesis title: "Mitigating Denial-of-Service Attacks in Contested Network Environments" 
• Post-graduation: MicroStrategy 
• Currently: MicroStrategy  

 
Zhaohui Wang (September 2008 - December 2012) 

• Thesis title: "Securing Smart Mobile Devices: A Data-Centric Approach" 
• Post-graduation: N/A 
• Currently: N/A 

 
Jiang Wang (January 2008 - July 2011)  

• Thesis title: "Hardware-Assisted Protection and Isolation" 
• Post-graduation: Riverbed Technology Inc. 
• Currently: Riverbed Technology Inc. 

 
Graduated MSc. Students 

1. Charalampos Andrianakis (September 2008 - September 2011) 
2. Rhandi Martin (January 2009 - January 2011) 
3. Spyridon Panagiotopoulos (September 2009 - December 2011) 
4. Chen Liang (September 2009 - December 2011) 

 
Service at George Mason University 
Volgenau School of Engineering, Academic Director, M.S. in Management of Secure Information 
Systems Program, School of Management (March 2014 - 2018) 
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Computer Science Department, ISA Admissions & Policy Committee (September 2008 - present) 
Computer Science Department, Security Recruiting Committee (September 2010 - July 2011) 
Computer Science Department, APR ISA Committee (September 2010 - July 2011) 
USENIX Association Campus Representative (2010 - present) 
Faculty Advisor, undergraduate student group: GMU ECHO (Electrical & Computer Hacking 
Organization) (September 2009 - 2013) 
Faculty Advisor, graduate student group: GMU Information Security Association (November 2007 - 
November 2009) 
 
Teaching Experience 
 

Virginia Tech 
(Scores indicate mean course quality rating from student survey out of a maximum of 6.0) 
Fall 2025:       ECE/CS 5984, Engineering Entrepreneurship  
Spring 2024:  MGT 5984, Eng. Prototyping & Proj. Management (New: 15 students, class: :5.38) 
Fall 2023:       ECE/CS 5984, Engineering Entrepreneurship (New: 20 students, class: 5:43)   
Fall 2021:       ECE/CS 5560, Fundamentals of Information Security (71 students)  
Spring 2020:  ECE/CS 5584, Nework Security (18 students, Instr. :5.33, Class: 5.33) 
Fall 2020:       ECE 4614, Telecommunication Networks (33 students, Instr. :5.47, Class: 5.32) 
 
George Mason University 
(Scores indicate mean course quality rating from student survey out of a maximum of 5.0) 
Spring 2019:   ISA 564/CS 499, Cyber Security Laboratory 
Fall 2018:        ISA 673, Operating Systems' Security  
Fall 2017:        CS 468, Secure Programing and Systems 
Fall 2016:        ISA 564, CS 499, Cyber Security Laboratory (14 students, Instr.: 4.43, Class: 4.86) 
Fall 2015:        ISA 564/CS 499, Cyber Security Laboratory (19 students, Instr.: 4.13, Class: 4.31) 
Spring 2015:   MSEC510, Foundations of Cyber Security (31 students, Instr.: 4.39, Class: 4.33) 
Spring 2015:   MSEC 650, Seminar: Enterprise Security Case St. (18 students, Instr.: 4.36, Class: 4.27) 
Spring 2015:   MSEC 720, Capstone Project Mgmt. Secure Info (18 students, Instr.: 4.22, Class: 3.72) 
Spring 2015:   ISA 785, Research in Digital Forensics (13 students, no evaluation) 
Spring 2014:   MSEC 511, Enterprise Security Practices (21 students, Instr.: 4.22, Class: 3.72) 
Spring 2013:   MSEC 642, Enterprise Security Technology (27 students, Instr.: 4.55, Class: 4.54) 
Spring 2013:   MSEC 511, Enterprise Security Practices (21 students, Instr.: 4.67, Class: 4.50) 
Spring 2013:   ISA 673, Operating Systems Security (31 students, Instr.: 4.53, Class: 4.55) 
Fall 2012:        ISA 674, Intrusion Detection (29 students, Instr.: 4.71, Class: 4.71) 
 
Spring 2012 - Fall 2007. Weighted Average, Instructor: 4.66, Class: 4.53 
Spring 2012:   ISA 673, Operating Systems' Security  (36 students, Instr.: 4.71, Class: 4.48) 
Spring 2012:   MSEC 511, Enterprise Security Practices (30 students, Instr.: 4.93, Class: 4.77) 
Fall 2011:        ISA 785, Research in Digital Forensics (29 students, Instr.: 4.91, Class: 4.91) 
Fall 2010:        ISA 862, Models for Computer Security (23 students, Instr.: 4.89, Class: 4.84)  
Spring 2010:   ISA 673, Operating Systems Security (28 students, Instr.: 4.46, Class: 4.58) 
Fall 2009:        CS 571, Operating Systems (40 students, Instr.: 4.58, Class: 4.21) 
Spring 2009:   ISA 564, Security Laboratory (46 students, Instr.: 4.45, Class: 4.42) 
Fall 2008:        ISA 656, Network Security (28 students, Instr.: 4.81, Class: 4.69) 
Spring 2008:   IT 862, Models for Computer Security (29 students, Instr.: 4.38, Class: 4.25) 
Spring 2008:   ISA 656, Network Security (32 students, Instr.: 4.64, Class: 4.46) 
Fall 2007:        ISA 656, Network Security (30 students, Instr.: 4.68, Class: 4.50) 
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Awarded Support for Research and Teaching (Gifts and Grants)  
Total: ~$42,533,000   Total as PI: ~$34,682,500 
 
1. Co-PI CEISCA, Center of Excellence in Integrated Sensing and Cyber Applications, $1,000,000, 

(Virginia Tech and Penn State University) 
 

2. PI DARPA CASTLE, $16,459,443, PI DARPA CASTLE, $16,459,443, “Multi-Agent Training 
Exerciser (MATREX)” (A2Labs, Virginia Tech, SRC, RTX) 
 

3. PI DARPA STTR Twisted, Phase I, $67,500, 02/01/2021 – 11/30/2021 “Highly assured trusted 
information storage device” (with Trusted Science and Technology Inc.) 
 

4. PI DARPA WASH, ~$6,700,000, 03/01/2018 – 02/30/2022 via Kryptowire LLC “SHINE: Sensing 
Health Innovatively Using Novel Empiricism” 
 

5. PI NIST, $473,632, 09/01/2016 - 08/31/2019 "Towards Measuring Security for IoT" 
 

6. Co-PI NSF, $299,935, 09/01/2016 - 08/31/2019 "City and County Cross Jurisdiction Cybersecurity 
Collaboration Capacity Building" (with J.P. Auffret) 

7. PI DARPA LADS (sub to PFP Cyber), $1,454,051, 05/01/2016 - 04/30/2020 "Enhanced Cyber 
Defense by Leveraging Involuntary Analog Emissions" (with J.P. Auffret)  

8. PI DARPA XD3, $4,433,701, 04/12/2016 - 06/30/2020 "Democratizing DDoS Defenses Using 

Secure Indirection Networks" (GMU-lead team with Columbia University, Penn. State, and BAE 
Systems, GMU portion $1,529,742 without options) (with Dan Fleck) 

9. PI DAPRA XD3 (sub to Vencore, Inc), $944,150, 04/20/2016 - 04/19/2019 "Lookout - for the 
DARPA Extreme DDoS Defense- TA3" (with Dan Fleck) 

10. PI, Korea Agency for Defense Development, $267,682, 06/02/2014 - 02/15/2016,  
"Technical consulting on the test and evaluation methodology for cyber-security technologies" (with 
J.P. Auffret) 

11. PI, NSF, $174,900, 09/01/2014 - 08/31/2017, "TWC: TTP Option: Small: Collaborative: Scalable 
Techniques for Better Situational Awareness: Algorithmic Frameworks and Large-Scale Empirical 
Analyses" (with Fabian Monrose, UNC) 

12. Co-PI, DARPA (sub to Invincea Labs), $360,753, 01/15/2014 - 03/30/2015, "TAPIO: Targeted 
Attack Premonition using Integrated Operational data sources" (with Dan Fleck) 

13. PI, NSF, $484,857, 08/01/2013 - 07/30/2016, "Bridging the Cybersecurity Leadership Gap: 
Assessment, Competencies and Capacity Building" (with J.P. Auffret) 

14. PI, DHS/Purdue, $486,691, 07/01/2013 - 06/30/2016, "Analysis of Mobile Application 
Communications Using GUI & Data Instrumentation" 

15. Co-PI, DHS, $256,000, 09/20/2012 - 08/31/2017, "Graduate Fellowship Training for Homeland 
Security" (with Duminda Wijesekera and Damon McCoy) 

16. co-PI Google Research Award, $75,000, 06/2013 (with Damon McCoy)  

17. co-PI NSF II-New, $547,000 09/2012-08/2013, "An Experimental Infrastructure for Cross-Domain 
Research in Wireless Computing, Cybersecurity and Data" (with Robert Simon, Daniel Barbara and 
Brian Mark) 
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18. PI (GMU), DARPA MRC, $750,363 09/2011 - 01/2016, "MEERKATS: Maintaining EnterprisE 
Resiliency via Kaleidoscopic Adaptation & Transformation of Software Services",  
(Part of team that includes Columbia University and Symantec Corp. total budget: $6,619,270) 
(with Fei Li) 

19. PI, DARPA Transformative Applications/Aterrasys, $511,323 08/24/2011 - 08/24/2012, 
"Securing Android Mobile Devices" 

20. PI, Army Research Office (ARO), DURIP $205,983 06/15/2011 - 06/14/2012, "A VPN Proxy 
Cloud for Detecting HTTP & VoIP Malware" (with Anup Ghosh) 

21. PI, IARPA, $2,169,506 08/02/2010 - 05/31/2014, "Securely Taking on New Executable Software of 
Uncertain Provenance (STONESOUP) Program" (with Anup Ghosh) 

22. PI, DARPA, $1,527,225 07/01/2010 - 06/30/2014, "CyNomix: Detecting Zero-Day Malware by 
Generating Behavioral Cyber Genome Sequences" (with Huzefa Rangwala) 

23. PI, NIST/DARPA, $653,780 (+$300,000 Supplement) 08/01/2010 - 07/31/2013, "Securing Android 
Smart-Phones via Automated Testing and Certified Communications" (with Anup Ghosh) 

24. co-PI, NIST, $431,902 07/01/2010 - 06/30/2013, "Building Policies to Control Virtual Environments 
using the Policy Machine" (with Duminda Wijesekera) 

25. co-PI, DHS, $368,923/$980,000 08/27/2010 - 05/31/2011 (2010), "ATHENA-Yukon Project" (with 
Anup Ghosh) 

26. co-PI, Secure Command, LLC $32,797 09/01/2010 - 03/31/2011, "Enforcing Hardware-Assisted 
Integrity & Trust for Commodity Operating Systems" (with Kun Sun) 

27. PI, NSF, $239,884 09/2009-08/2011, "TC: Small: Collaborative Research: Scalable Malware 
Analysis Using Lightweight Virtualization" (with Fabian Monrose) 

28. PI, Army Research Office (ARO), $342,400 09/2009-08/2011, STTR Phase II: "Automatic 
Identification & Mitigation of Unauthorized Information Leaking from Enterprise Networks" (with 
Sushil Jajodia) 

29. co-PI, DARPA, $291,000 09/2009-08/2010, "An Architecture for Providing High Assurance of 
Untrusted Applications on Wireless Handheld Devices" (with Anup Ghosh). 

30. co-PI, BAE Systems/DARPA, $59,875 1/1/09 - 09/11/2009, "National Cyber Range" (with Anup 
Ghosh) 

31. PI, Google Inc: Research gift, $90,000 03/09, (with Fabian Monrose) 

32. co-PI, AFOSR, $250,675 08/2009-08/2010, DURIP: "A Laboratory for Large-Scale Testing of Self-
Healing" (with Anup Ghosh) 

33. co-PI, Princeton University/DARPA, $84,937  8/16/08 - 8/31/09, "Parallelizing Legacy Binary 
Code for Multi-Core Architectures via Extraction of Self-Similarity" (with Michael Locasto) 

34. co-PI, Army Research Office (ARO), DURIP $150,000 07/2009-07/2009, "A Laboratory for 
Proactively Preventing Phishing and Malcode Attacks Using Web Crawlers",  
(with Sushil Jajodia and Anup Ghosh) 

35. co-PI, DHS/I3P Dartmouth College, $60,000 11/2009, "Securing the Railway IT Infrastructure", 
(with Michael Locasto and Duminda Wijesekera) 

36. co-PI, AFOSR, $670,499 07/2009-07/2011, "Secure Composition of Networked Systems Based on 
User Tasks and Organizational Policy" (with Duminda Wijesekera and Sushil Jajodia). 
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37. co-PI, DARPA/BAE Systems, $50,000 1/1/09 - 6/30/09 "National Cyber Range" 
(with Anup Ghosh) 

38. PI DHS/I3P Dartmouth College: $150,000 8/10/08 - 8/9/09 "Open Taint: Flexible and Automatic 
Dataflow Tagging and Control for  
User-Level Programs" (with Michael Locasto) 

39. co-PI, Google Inc: Research gift, $25,000 03/08, (with Steven M. Bellovin) 

40. co-PI, Secure Command, LLC: $50,000 9/19/08 - 3/18/09 "STTR: Fingerprinting Network Traffic" 
(with Sushil Jajodia) 
 

Research Experience  
 
Computer Science department, Columbia University,  
Fu Foundation School of Engineering & Applied Science, New York, NY.  
Research Assistant (Fall 2003 - Summer 2007).  
Design and Implementation of protection mechanisms against DDoS Attacks using Overlay networks. | 
NSL Web page has more info on SOS/WEBSOS project.  
 
Electrical Engineering department, Columbia University,  
Fu Foundation School of Engineering & Applied Science, New York, NY.  
Research Assistant (Spring 2002 - Fall 2003).  
Design and implementation of a novel peer to peer client/server protocol in Java.  
Performed Internet experiments using up to 180 concurrent nodes in various locations around the world. 
 
European Union program TIDE/RISE for home networks application.  
Development of robust home network applications for a controlled medical environment.  
 
General Secretariat of Research and Technology of Greece.  
Design and implementation of Industrial network for the Kopais industry as a part of a program from the  
General Secretariat of Research and Technology of Greece. 
 
Prior to 2001 Work Experience 
 
01/1999 - 12/2000: Network Administrator, University of Athens 
03/1997 - 07/1998: Network Administrator. Westnet S.A.  
09/1994 - 09/1997: University of Patras, Network Administrator 
 
Academic Honors, Fellowships 
 
IEEE Reliability Society  
 Award (2024) – awarded in June 2025. 
Outstanding Research Award: 2016 Department of Computer Science, George Mason University. 
IEEE Reliability Society Engineer of the Year Award (2012) - awarded January 2013.  
Mason Masters In Secure Information Systems Outstanding Faculty of the Year Award (2013, 
2014). 
Mason Emerging Researcher/Scholar/Creator award: 2012 George Mason University (one out of 
three awards for 2012-2013). 
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Outstanding Research Award: 2010 Department of Computer Science, George Mason University. 
Dissertation with Distinction Award: 2007 Computer Science Department, Columbia University.  
CS Service Award: 2006 Computer Science Department, Columbia University.  
Preceptor: Columbia University Fellow Spring 2004 & Fall 2005.  
Best Teaching Assistant Award: Spring 2002, Columbia University.  
Scholarship: from the graduate program of Algorithms, Logic & Computation for the first two years of 
study (1998-2000).  
Greek National Fellowship Institution award: for being the second (2/180) for the first and third years 
of undergraduate study.  
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