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DYNAMIC CONTENT PACKAGING

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application claims priority to U.S. Pro-
visional Application No. 61/242.,444, entitled “IP Video Ser-
vice Delivery Reference Architecture,” filed Sep. 15, 2009,
and to U.S. Provisional Application No. 61/242.456, entitled
“TV Anywhere Architecture,” filed Sep. 15, 2009, the con-
tents of which are hereby incorporated by reference as non-
limiting example embodiments.

BACKGROUND

[0002] Content providers distribute content, services, and
other information to a user’s premises via an information
distribution network using various protocols. Users at the
premises are increasingly demanding a greater variety of
content, services, and other information at a faster response
time. This has led to a growing collection of management
schemes and protocols used throughout a distribution net-
work. The content to be delivered may be encrypted depend-
ing upon the content and/or service. In addition, users may
want to receive content in different formats depending on the
device being used for accessing received content. Users may
also want to access the same content at different times on
different devices. For example, users may access content for
use on a portable device during a particular time period and
access the same content via a second device such as a station-
ary device during a second time period. This may occur, for
example, when a user starts to watch a video on a mobile
device and returns home to finish watching the remaining
video content on a home television.

[0003] Thus, to support different devices, content may be
converted into different formats so that users may access and
utilize the content on different media devices. Storing mul-
tiple formats of the same content for delivery to users utilizing
different devices requires large amounts of storage, provides
increased operational cost for preprocessing of the content
into different formats, and may not provide content for new
device formats which may be introduced into the market.
Thus, there is an ever present need for efficient solutions for
providing content to numerous different devices without stor-
ing the sane content in numerous different formats.

SUMMARY

[0004] The features described herein generally relate to a
dynamic content packager for encrypting and packaging
requested content for different requesting devices at the time
of consumption. A content packager which may reside at the
ingress or egress of a content delivery network provides the
requested content along a determined content delivery route.
[0005] Inanexemplary embodiment, a device location and
profile of a requesting device may be determined. Based on
the requesting device location and profile, at least one content
packager may be determined. A content path may be deter-
mined along which the at least one content packager resides.
Encryption keys and packaging metadata may he retrieved to
encrypt, transcode, and segment the requested content for the
requesting device. The requested content may be delivered to
the requesting device along the determined content delivery
route.

[0006] Additional aspects of the disclosure relate to deter-
mining that the requested content already resides in resident
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cache located along the determined content delivery route.
The content packager may cache the first requested content
for each different requesting device format for future delivery
to subsequent requesting devices.

[0007] The preceding presents a simplified summary in
order to provide a basic understanding of some aspects of the
disclosure. The summary is not an extensive overview of the
disclosure. It is neither intended to identify key or critical
elements of the disclosure nor to delineate the scope of the
disclosure. The summary merely presents some concepts of
the disclosure in a simplified form as a prelude to the descrip-
tion below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The present disclosure is illustrated by way of
example and not limited in the accompanying figures in
which like reference numerals indicate similar elements and
in which:

[0009] FIG. 1 illustrates an example information distribu-
tion network on which features of the disclosure may be
implemented.

[0010] FIG. 2 illustrates an example hardware platform on
which the various features of the disclosure may be imple-
mented.

[0011] FIG. 3 illustrates an example system diagram on
which features of the disclosure may be implemented.
[0012] FIG. 4 illustrates a detailed portion of the system
diagram of FIG. 3 in which features of the disclosure may be
implemented.

[0013] FIG. 5 represents another exemplary system dia-
gram on which features of the disclosure may be imple-
mented.

[0014] FIG. 6 illustrates an exemplary flow diagram in
which content may be received in accordance with an aspect
of the disclosure.

[0015] FIG. 7illustrates another exemplary flow diagram in
which a content delivery route may be delivered to in accor-
dance with an aspect of the disclosure.

DETAILED DESCRIPTION

[0016] In the following description of various illustrative
embodiments, reference is made. to the accompanying draw-
ings, Which form a part hereof, and in which is shown, by way
of illustration, various embodiments in which aspects of the
disclosure may be practiced. It is to be understood that other
embodiments may be utilized, and structural and functional
modifications may be made, without departing from the scope
of the present disclosure.

[0017] FIG. 1 illustrates an example content (e.g., data,
media, information, services, etc.), distribution network 100
on which many of the various features described herein may
be implemented. Network 100 may be any type of informa-
tion distribution network, such as satellite, telephone, cellu-
lar, wired or wireless, etc. One example may be an optical
fiber network, a coaxial cable network or a hybrid fiber/coax
(HFC) distribution network. Such networks 100 use a series
of interconnected communication lines 101 (e.g., coaxial
cables, optical fibers, wireless, etc.) to connect multiple pre-
mises 102 (e.g., businesses, homes, consumer dwellings, etc.)
to a central office or headend 103 (e.g., a headend, a process-
ing facility, etc.). The central office 103 may transmit down-
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stream information signals onto the lines 101, and each pre-
mises 102 may have a receiver used to receive and process
those signals.

[0018] There may be one line 101 originating from the
central office 103, and it may be split a number of times to
distribute the signal to various premises 102 in the vicinity
(which may be many miles) of the central office 103. The lines
101 may include components not illustrated, such as splitters,
filters, amplifiers, etc. to help convey the signal clearly, but in
general each split introduces a bit of signal degradation. Por-
tions of the lines 101 may also be implemented with fiber-
optic cable, white other portions may be implemented with
coaxial cable, other lines, or wireless communication paths.
By running fiber optic cable along some portions, for
example, signal degradation in those portions may be signifi-
cantly minimized, allowing a single central office 103 to
reach even farther with its network of lines 101 than before.

[0019] The various premises 102 may be connected
(through wiring and/or wireless connections) to one another,
forming a local premises access network operationally dis-
tinct from another local access network. The connected
homes forming a local premises access network may be
located near one another, such as neighboring townhomes,
individual apartments in a downtown highrise, or the like. For
example, a local premises access network may include the
various premises 102. Another group of homes (now shown)
may form a separate local premises access network. The local
premises access network of the various premises 102 may be
identifiable front the separate local premises access network.
A local premises access network may also be associated with
a particular geographic region (e.g., city, county, geographic
area etc.). In some embodiments, homes connected to a ter-
mination system (TS), such as a. modem termination system
(MTS), may form a local premises access network.

[0020] The central office 103 may include a termination
system (TS) 104, such as a cable modem termination system
(CMTS) in an example of a HFC-type network, which may be
a computing device configured to manage communications
between devices on the network of lines 101 and backend
devices such as servers 105-107 (to be discussed further
below). Inthe example of an HFC-type network, the MIS may
be as specified in a standard, such as the Data Over Cable
Service Interface Specification (DOCSIS) standard, pub-
lished by Cable Television Laboratories, Inc. (a.k.a. Cable-
Labs), or it may be a similar or modified device instead. The
MIS may he configured to place data on one or more down-
stream frequencies to be received by modems at the various
premises 102, and to receive upstream communications from
those modems on one or more upstream frequencies. The
central office 103 may also include one or more network
interfaces 108, which can permit the central office 103 to
communicate with various other external networks 109.
These networks 109 may include, for example, Internet Pro-
tocol (IP) networks having Internet devices, telephone net-
works, cellular telephone networks, fiber optic networks,
local wireless networks (e.g., WiIMAX), satellite networks,
and any other desired network, and the interface 108 may
include the corresponding circuitry needed to communicate
on the network 109, and to other devices on the network such
as a cellular telephone network and its corresponding cell
phones 117.

[0021] Asnoted above, the central office 103 may include a
variety of servers 105-107 that may be configured to perform
various functions. For example, the central office 103 may
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include a push notification server 105. The push notification
server 105 may generate push notifications to deliver data
and/or commands to the various premises 102 in the network
(or more specifically, to the devices in the premises 102 that
are configured to detect such notifications). The central office
103 may also include a content server 106. The content server
106 may be one or more computing devices that are config-
ured to provide content to users in the homes. This content
may be, for example, video on demand movies, television
programs, songs, services, information, text listings, etc. In
some embodiments, the content server 106 may include soft-
ware to validate (or initiate the validation of) user identities
and entitlements, locate and retrieve (or initiate the locating
and retrieval of) requested content, encrypt the content, and
initiate delivery (e.g., streaming, transmitting via a series of
content fragments) of the content to the requesting user and/
or device.

[0022] The central office 103 may also include one or more
application servers 107. An application server 107 may be a
computing device configured to offer any desired service, and
may run various languages and operating systems (e.g., serv-
lets and JSP pages running on Tomcat/MySQL, OSX, BSD,
Ubuntu, Redhat, HTMLS5, JavaScript, AJAX and COMET).
For example, an application server may be responsible for
collecting television program listings information and gener-
ating a data download for electronic program guide listings.
Another application server may be responsible for monitor-
ing user viewing habits and collecting that information for use
in selecting advertisements. Another application server may
be responsible for formatting and inserting advertisements in
a video stream and/or content item being transmitted to the
premises 102.

[0023] An example premises 102a¢ may include a modem
110 (or another receiver and/or transmitter device suitable for
a particular network), which may include transmitters and
receivers used to communicate on the lines 101 and with the
central office 103. The modem 110 may be, for example, a
coaxial cable modem (for coaxial cable lines 101), a fiber
interface node (for fiber optic lines 101), or any other desired
modem device. The modem 110 may be connected to, or be a
part of a gateway interface device 111. The gateway interface
device 111 may be a computing device that communicates
with the modem 110 to allow one or more other devices in the
home to communicate with the central office 103 and other
devices beyond the central office. The gateway 111 may be a
set-top box (STB), digital video recorder (DVR), computer
server, or any other desired computing device. The gateway
111 may also include (not shown) local network interfaces to
provide communication signals to other devices in the home
(e.g., user devices), such as televisions 112, additional STBs
113, personal computers 114, laptop computers 115, wireless
devices 116 (wireless laptops and netbooks, mobile phones,
mobile televisions, personal digital assistants (PDA), etc.),
and any other desired devices. Examples of the local network
interfaces may include Multimedia Over Coax Alliance
(MoCA) interfaces, Ethernet interfaces, universal serial bus
(USB) interfaces, wireless interfaces (e.g., IEEE 802.11),
Bluetooth interfaces, and others.

[0024] FIG. 2 illustrates general hardware elements that
can be used to implement any of the various computing
devices discussed herein. The computing device 200 may
include one or more processors 201, which may execute
instructions of a computer program to perform any of the
features described herein. The instructions may be stored in
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any type of computer-readable medium or memory, to con-
figure the operation of the processor 201. For example,
instructions may he stored in a read-only memory (ROM)
202, random access memory (RAM) 203, removable media
204, such as a Universal Serial Bus (USB) drive, compact
disk (CD) or digital versatile disk (DVD), floppy disk drive, or
any other desired electronic storage medium. Instructions
may also be stored in an attached (or internal) hard drive 205.
The computing device 200 may include one or more output
devices, such as a display 206 (or an external television), and
may include one or more output device controllers 207, such
as avideo processor, There may also be one or more user input
devices 208, such as a. remote control, keyboard, mouse,
touch screen, microphone, etc. The computing device 200
may also include one or more network interfaces, such as
input/output circuits 209 (such as a network card) to commu-
nicate with an external network 210. The network interface
may be a wired interface, wireless interface, or a combination
of the two. In some embodiments, the interface 209 may
include amodem (e.g., a cable modem), and network 210 may
include the communication lines 101 discussed above, the
external network 109, an in-home network, a provider’s wire-
less, coaxial, fiber, or hybrid fiber/coaxial distribution system
(e.g., a DOCSIS network), or any other desired network.

[0025] The FIG. 2 example is an example hardware con-
figuration. Modifications may be made to add, remove, com-
bine, divide, etc. components as desired. Additionally, the
components illustrated may be implemented using basic
computing devices and components, and the same compo-
nents (e.g., processor 201, storage 202, user interface 205,
etc.) may be used to implement any of the other computing
devices and components described herein. For example, the
various components herein may be implemented using com-
puting devices having components such as a processor
executing computer-executable instructions stored on a com-
puter-readable medium, as illustrated in FIG. 2.

[0026] One or more aspects of the disclosure may be
embodied in a computer-usable data and/or computer-execut-
able. instructions, such as in one or more program modules,
executed by one or more computers or other devices. Gener-
ally, program modules include routines, programs, objects,
components, data structures, etc. that perform particular tasks
or implement particular abstract data types when executed by
aprocessor in a computer or other data processing device. The
computer executable instructions may be stored on one or
more computer readable media such as a hard disk, optical
disk, removable storage media, solid state memory, RAM,
etc. As will be appreciated by one of skill in the art, the
functionality of the program modules may he combined or
distributed as desired in various embodiments. In addition,
the functionality may be embodied in whole or in part in
firmware or hardware equivalents such as integrated circuits,
field programmable gate arrays (FPGA), and the like. Particu-
lar data structures may be used to more effectively implement
one or more aspects of the invention, and such data structures
are contemplated within the scope of computer executable
instructions and computer-usable data described herein.

[0027] As discussed above, the central office of an infor-
mation distribution network may transmit information down-
stream to various user devices. The transmitted information
may include content for consumption (e.g., playback, view-
ing, listening, display, storage, etc.) by a user via user equip-
ment, such as a gateway interface device gateway interface
device 11l of FIG, 1) and/or other computing device (e.g.,
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televisions 112, additional STBs 113, personal computers
114, laptop computers 115, wireless devices 116 of FIG. 1).
To assist in providing the content to a user, a content provider
may implement in their distribution network an information
distribution management system that includes one or more
information distribution management devices (e.g., one or
more servers and/or other devices) configured to perform
various processes related to managing the providing of con-
tent to the user equipment (e.g., user device).

[0028] For example, such managing may include request-
ing, creating and handling various sessions (e.g., user ses-
sions, multicast group sessions, cache fill sessions, quality of
service sessions); managing transmission of the content (e.g.,
managing the establishing of transmissions providing unicast
content, such as on demand, and linear content, such as mul-
ticast content); monitoring usage data of the distribution net-
work, and/or handling requests and notifications from user
equipment. As another example, managing may include man-
aging the content discovery, content locating and content
delivery processes of the distribution network. In some
embodiments, the managing may be implemented using IP
(Internet Protocol) and/or Firm (Hypertext Transfer Protocol)
based processes. For example, communication between vari-
ous devices may be performed using HT TP and/or IP packets.
In one example, a session manager server may locate a
streaming server and/or a multicast address for a particular
content item, and may notify user equipment of the streaming
server and/or multicast address for the particular content item
using HTTP packets. The user equipment may receive the
particular content item (via a unicast signal and/or a multicast
signal) by receiving HTTP packets that include fragments of
the content item and metadata identifying the streaming
server and/or multicast address. In some embodiments, com-
munication between devices may use only a single protocol
(e.g., only HTTP packets or IP packets). Content items may
also be transmitted using the single protocol (e.g., HTTP or IP
packets including fragments of content items), Details of
these processes, and others, will be discussed in further detail
below.

[0029] Content discovery processes may include support-
ing the discovery of content the various content items being
provided by a distribution network. For example, content
discovery processes may support the discovery of content
items for multicast and/or linear transmission. In some
embodiments, content discovery and the various related pro-
cesses may use an HTTP-based approach (e.g., communica-
tion is via HTTP and/or IP packets) that includes communi-
cation between user equipment, application servers, and other
various servers of the central office.

[0030] A Content locating processes may include support-
ing the setup of various sessions and managing the resources
of the information distribution network. In some embodi-
ments, content locating processes may enforce entitlement
procedures and digital rights management (DRM) licenses.
Additionally, in some embodiments, content locating and the
various related processes may use an IMP based approach
that includes communication between user equipment, ses-
sion manager servers, and other servers of the central office.
[0031] Content delivery processes may include supporting
the streaming of the content items from various servers, such
as a streaming server of the central office. in some embodi-
ments, content delivery processes may enable user equipment
to receive multicast signals (e.g., signals directed at a plurality
and/or group of user equipment) and/or receive unicast sig-
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nals (e.g., signals directed at a specific user device). Addi-
tionally, in some embodiments, content streaming and the
various related processes may use an HT'TP based approach
that includes communication between user equipment, con-
tent servers, and other servers of the central office.

[0032] FIG. 3 illustrates an example system of components
that may be implemented on the network 100, and which may
be used to implement various features described herein to
supply various content to users. The system may include one
or more sources of the content. For example, in the case of
video content (e.g., audiovideo content), there may be one or
more video on demand (VOD) content encoders 301, each of
which may include an application server (such as application
server 107) configured to store video content such as movies,
television shows, video clips, musical videos, etc. The encod-
ers 301 may include encoding hardware and/or software to
provide content in a desired format, such as MPEG.

[0033] The system may also include one or more linear
content encoders 302. Linear content encoders 302 may be
similar to VOD content encoders 301, but may further be
configured to supply content according to a predetermined
schedule, as opposed to on demand. For example, the NBC
content service may have one or more linear encoders 302
configured to supply a video stream of NBC scheduled video
programming (e.g., the nightly news) at the appropriate time.
[0034] The system may include one or more content pack-
agers 303, In an embodiment, packager 303 may be included
in premises gateway 311. The content packager 303 may be
another application server, but configured to receive content
and package it for delivery to users. This packaging may
include, for example, reformatting the content (e.g., video
resolution conversion, coder/decoder conversion, audio con-
version, compression altering, synchronization, etc,), and
segmenting the content (e.g., a two-hour movie may be
divided into a plurality of discrete time segments for deliv-
ery). in addition, packaging may include encrypting the con-
tent.

[0035] The system may include a license server/key man-
ager 304, which may be a server configured to manage con-
tent entitlement. For example, the manager 304 may contain
encryption and/or decryption keys, and can supply those keys
to content packager 303 for use in encrypting content for
delivery. The manager 304 may also store information iden-
tifying users, and the level(s) of service to which the users are
entitled, and may make determinations as to whether a par-
ticular user is actually entitled to receive a piece of requested
content.

[0036] Content delivery network 305 may be any desired.
type of communication network, such as network 109. The
network 305 may span a large geographic area, and may be
used to disseminate content or make content accessible. For
example, some content may be supplied to a streaming server
306. The streaming server 306 may be a server configured to
receive packaged content, and generate a unicast stream of
that content for delivery to a user.

[0037] Another example may be a multicast server 307.
Like the streaming server, multicast server 307 may also be
configured to generate a stream of packaged content. How-
ever, the multicast server’s stream may be a multicast stream,
configured to be received by a plurality of recipient users.
[0038] The multicast server 307 may operate at the direc-
tion of a multicast controller 308, which may in turn commu-
nicate with a session manager 309 to establish multicast ses-
sions for the delivery of various pieces of content. Session
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Manager 309 may be configured to manage one or more
sessions of the distribution network by interfacing with vari-
ous devices in the distribution network and communicating
session information with the various devices. In some
embodiments, the sessions that are managed by session man-
ager 309 may include a user session, a multicast group ses-
sion, a cache fill session, and/or a QoS flow session. For
example, a user session may be created upon a user device
requesting content, and may include information related to
the requested content and the entitlements of the user device.
A multicast group session may be created upon a user device
joining a multicast group of a particular group of user equip-
ment, and may include information related to the multicast
group. A cache fill session may be created upon a user device
requesting a cache fill of a particular content item being
transmitted (e.g., multicast or =least), and may include infor-
mation related to the user device and the particular content
item, A QoS flow session may be created based on the initia-
tion of a transmission to a user device, and may include
information related to the QoS profile being enforced and the
user device. Details of these sessions will he discussed in
further detail below,

[0039] The servers 306/307 may communicate with a ter-
mination system 310 (e.g., termination system 104) to ulti-
mately deliver the content to a user’s premises, or to a pre-
mises gateway 311 that can, in turn, supply content to various
pieces of user equipment, such as a set-top box 312a, com-
puter 3125, or any other desired display device or piece of
user equipment.

[0040] Other servers may be used as part of this delivery as
well. For example, a quality of service (QoS) configuration
manager 313 may be used to determine quality of service
parameters for a given stream. As another example, a location
resolution server 314 may contain geographic identification
information for the various servers 306/307, termination
servers 310, packagers 303, and other components in the
system, and may be configured to determine which device(s)
are closest geographically to a requesting user device. Loca-
tion resolution server 314 may be configured to determine
location information for a particular user device. For
example, in some embodiments, location resolution server
314 may receive a location request identifying a particular
user device, determine geographic information (e.g., latitude
and longitude) for the user device, determine whether the user
device is on-network or off-network and transmit the infor-
mation to the session manager 309. A user device being
on-net may Maude user devices connected via termination
systems (e.g., termination system 310) of the content pro-
vider. A user device being off-net may include user devices
(e.g., user equipment) connected via third party distribution
networks that are not under the management or control of the
session manager 309 and multicast controller 308.

[0041] An entitlement resolution server 315 may be con-
figured to validate a user device’s entitlement to a particular
content item. For example, in some embodiments, entitle-
ment resolution server 315 may receive a validate entitlement
request identifying a content item; determine whether a user
device has a valid entitlement to the content item, based on.
user session information, content item information, and loca-
tion information of the user device; and transmit the informa-
tion indicating the result of the determination to the session
manager 309. Entitlement resolution server 315 may also he
configured to validate a user device’s license to a particular
content item. For example, in some arrangements, entitle-
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ment resolution server 315 may receive a validate license
request identifying a content item, determine whether a user
device has a valid license to the content. item, based on user
session information and content item information., and trans-
mit information indicating the result of the determination to a
license resolution server 316.

[0042] License resolution server 316 may be configured to
distribute licenses and/or distribute decryption and encryp-
tion keys. For example, in some embodiments, license reso-
Iution device 316 may distribute encryption keys to content
packager 303 (or to license server/key manager 304). The
license resolution server may also receive a license request
from a user device; transmit a request to the entitlement
resolution device to validate the license; and upon receiving
an indication that the user device has a valid license, and
transmit the license and one or more decryption keys to the
user device.

[0043] Inan aspect of the disclosure, content packager 303
may receive content in a mezzanine or universal file format to
be reformatted, encoded, and segmented based on a users
request for content. The mezzanine or universal file format
may comprise, for example, a MPEG-2 single program trans-
port stream or a similar transport stream as described in ISO
13818-1. For instance, in an embodiment of the disclosure
content packager 303 may be functionally positioned at the
ingress of content delivery network 305. Positioning content
packager 303 at the ingress of content delivery network 305
may allow for caching of the output stream of content pack-
ager 303 for fulfilling other user requests for the same content
accessed by similar device types. Caching the output of con-
tent packager 303 upstream of content delivery network 305
may reduce overall load on content packager 303. In addition,
caching the output upstream of content delivery network 305
may enable the cached content to be available to a larger pool
of users that may be geographically distant. For instance,
numerous users utilizing a particular smart phone may
request a recent episode of a television series for viewing.
These users may be geographically widespread as some may
be located in Chicago, Ill. while others may be located in
Tampa, Fla. The output requested from the first requesting
user may be cached so that the next similar device type
request from a user may be delivered from cache reducing
overall load on content packager 303.

[0044] FIG. 4 illustrates content cache 402 which may be
used to store output of content packager 303. Those skilled in
the art will realize that content cache 402 may also be supple-
mented or physically placed within content delivery network
305. In addition, content cache 402 trough 409 may be part of
a multi-tier caching structure. In an embodiment, each con-
tent cache 409-411 may be utilized for different geographical
regions.

[0045] InFIG. 4, distribution system 400 may include one
or more content packagers 303, 404, and 406. Each content
packager 303, 404, and 406 may also be associated with
different content caches 402, 405, and 407. In addition, con-
tent caches may be located across content delivery network
305 such as content caches 409 and 411. Based on a received
device type, packaging of the requested content may be
routed to the appropriate content packager 303, 404, and 406.
Those skilled in the art will realize that additional content
packagers 303 may be utilized to support different requesting
device types. Each content packager 303 based on received or
determined requesting device type may reformat the content,
encrypt the content, and segment the content.
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[0046] Inanotheraspect of the disclosure, content packager
303 may be functionally positioned at the egress of content
delivery network 305 as shown in FIG. 5. Positioning content
packager 303 at the egress of content delivery network 305
may allow all content delivered through the content delivery
network 305 to be in a mezzanine or universal file format. In
addition, a content packager 303 positioned at the egress of
the content delivery network 305 may be very close to termi-
nation system 310 and premises gateway 311 which may
support session based encryption for increased content secu-
rity.

[0047] Location resolution server 314 may be configured to
determine location information for a particular user device.
For example, location resolution server 314 may determine a
requesting location for a user device requesting content deliv-
ery. The determined location of the requesting device may be
used to determine an optimal content packager 303 and
streaming server 306 to complete content delivery. In addi-
tion, alternative content packagers 303 and streaming servers
306 may be identified and/or utilized based on availability
and utilization of all content packagers 303 and streaming
servers 306. In an embodiment, an IP address or GPS data for
arequesting device may be used to determine device location.
For instance, some pieces of user equipment (312a and 3126)
may contain GPS units. These devices may upon setup
specify their coordinates such as longitude and latitude to
allow the system to know the exact location ofthe user device.
[0048] Content Router 317 may be configured to determine
an optimal content delivery path for delivery of requested
content. In an embodiment, session manager 309 along with
content router 317 may consider specifications and utilization
of content packagers 303 and content streamers 306 to deter-
mine an optional content delivery path. in another embodi-
ment, based on the determined device types both ingress 303
and egress content packagers 303 may be utilized to provide
optimal content delivery.

[0049] Session manager 309 may also in some aspects of
the disclosure communicate with premises gateway 311 in
order to determine the devices types for various user equip-
ment, e.g., CPE devices, such as 312q and 3125 so that the
optimal content packager 303 and content streamer 306 may
be determined. For instance, premises gateway 311 may for-
ward a setup session request from a CPE device to session
manger 309. The setup session request may be used to vali-
date a content purchase and return resource information to the
CPE so that CPE can 1) obtain a list of content to access from
a selected streaming server; 2) obtain a content manifest file;
and 3) receive a DRM license and decryption key.

[0050] Upon receiving a request for content, session man-
ager 309 may retrieve requested content based on content
packager 303 and content streamer 306 capabilities and con-
figurations. Content packager 303 and content streamer 306
may be preselected at session startup for a particular CPE
device. The session manger 309 and the content router 317
may provision target content format to either an ingress or
egress content packager 303. Upon session startup for content
consumption, a requesting user device may pull the content
file and/or fragment from the content origin via content pack-
ager 303. The content packager 303 may retrieve the appro-
priate packaging metadata and encryption keys and begin the
just-in-time packaging process.

[0051] Table 1 illustrates an example of different media
players that may be used on different devices along with their
associated codecs and other properties which may he consid-
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ered by content packager 303. Table 1 is merely illustrative
and not meant to be an exhaustive list of devices and their
associated properties.
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[0058] Referring again to FIG. 6, in step 607, a discovery
process may be executed to determine if the requested content
resides in cache located on a determined content delivery

TABLE 1
Player Codec Container Transport Stream Control Rate Adaptation
QuickTime MPEG-4 AVC/AAC MP4 RTF over UDP/TCP RTSP No
Flash MPEG-4 AVC/AAC MP4 Streaming: RTMP  N/A Streaming: Yes
Progressive: HTTP Progressive: No
MS Window Media VC-1 ASF RTF over UDP/TCP RTSP No
MS Silverlight MPEG-4 AVC/AAC MP4 (fragmented)  HTTP HTTP (extension) Yes
MS Mediaroom MPEG-4 AVC/AAC MPEG-2 Transport RTP/UDP (Linear) HTTP Yes
RTF/HTTP (VOD)
Move On2 VP7 N/A HTTP HTTP Yes
Real RealVideo & RealVideo & RDT (Proprietary) ~ RTSP No
RealAudio RealAudio
DLNA Video: MPEG-2, MPEG-2 Transport HTTP HTTP (extension)-- No
MPEG-4 AVC MP4 RTP over UDP proposed
Audio PCM, AC-3 (optional)
DVB MPEG-2/AC-3 MPEG-2 Transport MPEG-2 transport ~ N/A No
MPEG-4 AVC/AC-3 MP4 Container (embedded)
Apple HTTP Live ~ MPEG-4 AVC/AAC MPEG-2 Transport HTTP HTTP Yes

[0052] The content packager 303 may reformat, encode,
and segment the requested content for delivery to the request-
ing user device. The post packaged output content file and/or
fragment may be cached at content delivery network 305.
[0053] FIG. 6 illustrates an exemplary flow diagram in
which dynamic content, which may be referred to as just-in-
time content, may he received by a requesting device in
accordance with an aspect of the disclosure. In FIG. 6, at step
601 a content request may be received from a requesting
device. Next, in step 603 a device geographical location and
device profile may be determined for the requesting device. In
an embodiment, the device profile may he determined from
received device type information from the request or request-
ing device.

[0054] At least one content packager 303 may be deter-
mined in step 604 for providing content to the requesting
device. In an embodiment, the determined at least one content
packager 303 may support a media player included in the
requesting device as indicated in a device profile, or may
support format of the content needed by the requesting
device.

[0055] In step 605, a content delivery route may be deter-
mined. The content delivery route may be determined from
various different content routing routines. in an alternative
embodiment, the content delivery route may be determined
before a content packager is determined.

[0056] In an embodiment, a content delivery route may be
determined in accordance with the exemplary flow diagram
shown in FIG. 7, In FIG. 7, at step 703 a determination may be
made as to whether the requesting device is on/off the content
provider’s network. Next, in step 705 resource availability for
each determined at least one content packager may be deter-
mined.

[0057] In step 707, availability of the requested content
may be determined. Next, in step 709 geographical proximity
of'a requesting device to a determined content packager may
he determined to use as a factor in selecting a content delivery
route.

route. If the requested content is stored in cache along a
determined content delivery route, then the discovered
requested content may be delivered to the requesting device
from cache. However, if the requested content is not stored
along the content delivery route, then the process may con-
tinue to retrieve and package requested content.

[0059] Inan alternative embodiment, the discovery process
may include other cache not located on the content delivery
path. In an embodiment, a discovery process may include
generating a list of content packagers throughout a network
system that includes the requested content in cache. In an
embodiment, the list may be ranked and evaluated for fulfill-
ing different client content requests.

[0060] In step 609, packaging metadata and encryption
keys may he retrieved for use in fulfilling the content request.
Next, in step 611 the requested content may be packaged and
encrypted. The content may delivered to the requesting
device along the determined content delivery route in step
613.

[0061] Aspects of the disclosure have been described in
terms of illustrative embodiments thereof While illustrative
systems and methods as described herein embodying various
aspects of the present disclosure are shown, it will be under-
stood by those skilled in the art, that the disclosure is not
limited to these embodiments. Modifications may be made by
those skilled in the art, particularly in light of the foregoing
teachings. For example, each of the features of the aforemen-
tioned illustrative examples may be utilized alone or in com-
bination or subcombination with elements of the other
examples. For example, any of the above described systems
and methods or parts thereof may be combined with the other
methods and systems or parts thereof described above. For
example, one of ordinary skill in the art will appreciate that
the steps illustrated in the illustrative figures may be per-
formed in other than the recited order, and that one or more
steps illustrated may be optional in accordance with aspects
of the disclosure. It will also be appreciated and understood
that modifications may be made without departing from the
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true spirit and scope of the present disclosure. The description
is thus to be regarded as illustrative instead of restrictive on
the present disclosure.

We claim:

1. A method, comprising:

receiving, by a processor, a content request from a device;

determining, by the processor, a device profile for the

device, the device profile indicating device capabilities
for the device;

based on the received content request and determined

device profile, determining, by the processor, at least one
content packager for packaging the requested content;
determining, by the processor, a content delivery mute;
retrieving packaging metadata and encryption keys for the
requested content;

packaging the requested content; and

delivering the requested content along the determined con-

tent delivery route to the device.

2. The method of claim 1, further comprising encrypting
the requested content.

3. The method of claim 1, wherein determining the content
delivery route further comprises determining resource avail-
ability of the content packager.

4. The method of claim 1, wherein determining the content
delivery route farther comprises determining content avail-
ability.

5. The method of claim 1, wherein determining the content
packager further comprises:

determining based on the received content request and

determined device profile, content packager capabilities
for packaging the requested content.

6. The method of claim 1, further comprising determining
a geographical location for the device.

8. A method, comprising:

receiving, by a processor, a content request from a device;

determining, by the processor, a device profile for the

device, the device profile indicating device capabilities
for the device;

based on the received content request and determined

device profile, determining, by the processor, at least one
content packager for packaging the requested content;
determining, by the processor, a content delivery route;

if the requested content is stored in cache along the deter-

mined content delivery route, delivering the requested
content from the cache to the device; and

if the requested content is not stored along the content

delivery route,

retrieving packaging metadata and encryption keys for
the requested content;

packaging the requested content; and

delivering the requested content along the determined
content delivery route to the device,
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9. The method of claim 8, further comprising encrypting
the requested content for delivery to the device,

10. The method of claim 8, wherein determining the con-
tent delivery route further comprises determining resource
availability of the content packager.

11. The method of claim 8, wherein determining the con-
tent delivery mute further comprises determining content
availability

12. The method of claim 8, wherein determining the con-
tent packager further comprises:

determining based on the received content request and

determined device profile, content packager capabilities
for packaging the requested content.

13. The method of claim 8, further comprising determining
a geographical location for the device.

14. The method of claim 8, wherein determining the con-
tent delivery route farther comprises determining availability
of content streamers along the content delivery route.

15. The method of claim 14, further comprising selecting a
content streamer from the determined available content
streamers for delivery of the requested content.

16. The method of claim 8, wherein determining the con-
tent delivery route further comprises determining on/off net-
work status.

17. The method of claim 8, wherein determining the con-
tent delivery route further comprises determining proximity
of content streamer to device.

18. An apparatus comprising:

at least one processor; and

at least one memory having stored therein machine execut-

able instructions, the at least one memory and stored

instructions configured to, with the at least one proces-

sor, cause the apparatus to:

receive a content request from a device;

determine a device profile for the device, the device
profile indicating device capabilities for the device;

based on the received content request and determined
device profile, determine at least one content pack-
ager for packaging the requested content;

determine a content delivery route;

retrieve packaging metadata and encryption keys for the
requested content;

package the requested content; and

deliver the requested content along the determined con-
tent delivery route to the device.

19. The apparatus of claim 18, wherein the content pack-
ager comprises an ingress content packager.

20. The apparatus of claim 18, wherein the apparatus com-
prises a gateway device.

sk sk sk sk sk
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