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(57) ABSTRACT 

A portable electronic communication device includes a user 
input receiver, one or more user outputs, and a processor 
programmed to receive user input from the user input 
receiver and to determine based on the user input whether 
the user desires the device to enter a private mode. The 
device alters communications from the device via the one or 
more user outputs while in the private mode, and enters the 
private mode if the user input indicates that the user desires 
the device to enter the private mode. While in the private 
mode, the device may alter the manner in which it commu­
nicates to the user. 
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PRIVACY MODE DETECTION AND 
RESPONSE OVER VOICE ACTIVATED 

INTERFACE 

TECHNICAL FIELD 

2 
private mode. The device enters the private mode if the user 
input so indicates and thereafter alters the way in which 
communicates to the user. 

The present disclosure is related generally to mobile 
communication devices, and, more particularly, to a system 
and method for modifying a communication mode of a 
mobile communication device based on user speech char­
acteristics. 

In yet another embodiment, a method is provided for 
communicating from a portable electronic device to a user of 
the device. The method of this embodiment entails receiving 
an utterance from the user, determining whether the utter­
ance is a whispered utterance, and altering communications 
from the device to the user if the user has whispered the 

10 utterance. In the altered condition, normally audible com­
munications from the device are instead played at reduced 
volume or are displayed and not audibly played at all. 

BACKGROUND 

Voice recognition is used in various contexts to verify the 
identity of a speaker. For example, the owner of a mobile 
phone may be able to unlock the phone by speaking a word 

Other features and aspects of embodiments of the dis-

15 closed principles will be appreciated from the detailed 
disclosure taken in conjunction with the included figures. 

or phrase that the receiving device is able to recognize, 
based on prior training, as having been spoken by an 20 
authorized user. Once the user is recognized as an authorized 
user, the device allows access. Speech recognition may be 
used once the device is unlocked, in order to recognize and 
interpret spoken commands. The salient aspect of the user's 
voice in all such interactions is simply that the voice can be 25 

linked to a person or can be interpreted, e.g., as a command 
or query. 

However, humans often convey information other than 
identity and language in the spoken word when speaking to 
one another. For example, a person may raise their voice, 30 

conveying anger or excitement in addition to their identity 
and the actual linguistic content of the words. Similarly, a 
person may lower their voice to convey confidentiality or 
secrecy. 

While the present disclosure is directed to a system that 35 

can eliminate certain shortcomings noted in or apparent 
from this Background section, it should be appreciated that 
such a benefit is neither a limitation on the scope of the 
disclosed principles nor of the attached claims, except to the 
extent expressly noted in the claims. Additionally, the dis- 40 

cussion in this Background section is reflective of the 
inventors' own observations, considerations, and thoughts, 
and is not intended to catalog or summarize any item of prior 
art. As such, the inventors expressly disclaim this section as 
admitted or assumed prior art. Moreover, the identification 45 

or implication herein of a desirable course of action reflects 
the inventors' own observations and ideas, and therefore 
camiot be assumed to indicate an art-recognized desirability. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

While the appended claims set forth the features of the 
present techniques with particularity, these techniques, 
together with their objects and advantages, may be best 
understood from the following detailed description taken in 
conjunction with the accompanying drawings of which: 

FIG. 1 is a simplified schematic of an example configu­
ration of device components with respect to which embodi­
ments of the presently disclosed principles may be imple­
mented; 

FIG. 2 is a device state diagram in accordance with an 
embodiment of the disclosed principles; 

FIG. 3 is flow chart of a process for device control in 
accordance with an embodiment of the disclosed principles; 
and 

FIG. 4 is a flow chart of a process for returning a device 
from private mode to normal mode in accordance with an 
embodiment of the disclosed principles. 

DETAILED DESCRIPTION 

Before presenting a fuller discussion of the disclosed 
principles, an overview is given to aid the reader in under­
standing the later material. As noted above, current voice 
and speech recognition systems are focused on either the 
identity of the speaker or the linguistic content of the speech. 
However, all or most such systems are not able to interpret 
a characteristic of the voice outside oflinguistic content and 
speaker identity. For example, such systems generally do not 
differentiate between spoken and whispered speech as long 

SUMMARY 50 as the speech is intelligible or is able to be used for 
recognition purposes. 

In keeping with an embodiment of the disclosed prin­
ciples, a portable electronic communication device is pro­
vided having a user input receiver and one or more user 
outputs, as well as a processor programmed to receive user 
input from the user input receiver and to determine whether 
the user desires the device to enter a private mode based on 

It will be appreciated however, that other aspects of a 
person's speech may be informative as well. For example, 
voice characteristics such as volume and tonality (voiced 

55 versus unvoiced) may contain information about the nature 
of the intended interaction. In an embodiment of the dis-

the user input. The device enters the private mode if the user 
input indicates that the user desires the device to enter the 
private mode, and alters the mamier in which it communi- 60 

cates with the user via the one or more user outputs while in 
the private mode. 

In another embodiment of the disclosed principles, a 
method for controlling a mode of a portable electronic 
communication device is provided. In this embodiment, the 65 

device receives user input and determines whether the user 
input is indicative of a user intent for the device to enter a 

closed principles, such aspects are employed to modify a 
communication mode of the device. 

For example, in an embodiment, a mobile communication 
device enters a private communication mode with the user 
when the user's preceding voice interaction with the device 
is whispered. The private communication mode ("private 
mode") allows the user to interact with the device in a 
private mamier, to avoid disturbing other people, to keep 
their interaction confidential, or simply to avoid social 
awkwardness associated with communicating with an elec­
tronic device. 
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To detect the Intended Private Interaction, the device may 
use one or a combination of several methods. In an embodi­
ment, the signal received at the microphone is analyzed to 
detect a whispered microphone input. As used herein, the 
terms "whisper" and "whispered" refer to unvoiced or 
substantially unvoiced speech as well as hushed speech, 
which may be spectrally distinct from either voiced speech 
or whispered speech. Continuing, any suitable method may 

4 
which aspects of the present disclosure may be imple­
mented. In particular, the component group 110 includes 
exemplary components that may be employed in a device 
corresponding to the first device and/or the second device. It 
will be appreciated that additional or alternative components 
may be used in a given implementation depending upon user 
preference, component availability, price point, and other 
considerations. 

be used in this embodiment to detect whispered input. For 
example, cepstral analysis applied to the incoming micro- 10 

phone signal may be used to detect whispered input. 

In the illustrated embodiment, the components 110 
include a display screen 120, applications (e.g., programs) 
130, a processor 140, a memory 150, one or more input 
components 160 (user input receiver) such as speech and 
text input facilities (audible input receiver and textual input 
receiver respectively), and one or more output components 

Whatever the mechanism for whisper detection, if a 
whispered microphone input is indeed detected, the device 
will then flag the whispered information exchange as private 
in accordance with an embodiment of the disclosed prin- 15 

ciples. In a further embodiment, the device enters a private 
mode, such that the exchange subsequent to the whispered 
input is treated as private. 

170 such as text and audible output facilities, e.g., one or 
more speakers. In an embodiment, the input components 160 
include a physical or virtual keyboard maintained or dis­
played on a surface of the device. In various embodiments 
motion sensors, proximity sensors, camera/IR sensors and 
other types of sensors are used collect certain types of input 
information such as user presence, user gestures and so on. 

In addition to whispered audio input, camera image 
analysis can be used additionally or alternatively to detect 20 

that the user intends to enter the private mode. For example, 
in an embodiment, image analysis is applied to captured 
images or video to detect a fixed gaze or other indicator of 
private intent. For example, in an embodiment, the camera 

The processor 140 may be any of a microprocessor, 

is used to capture lip movement which is then used by the 25 

device processor to interpret the movements into words. 
Alternatively or additionally, other sensors may be used as 
well to detect the user's desire to enter the private mode; for 
example, proximity sensors can be used to sense proximity 

microcomputer, application-specific integrated circuit, and 
like structures. For example, the processor 140 can be 
implemented by one or more microprocessors or controllers 
from any desired family or manufacturer. Similarly, the 
memory 150 may reside on the same integrated circuit as the 
processor 140. Additionally or alternatively, the memory 
150 may be accessed via a network, e.g., via cloud-based 

of the user. 
Once the device has detected an intended private inter­

action, this mode change alters the way in which the device 
interacts with the user. For example, the device may typi­
cally play audible speech at a normal spoken volume back 
to the user after the user makes a query. However, if private 
interaction intention is detected, the device may significantly 
lower the volume of the speech feedback so that only the 
user or someone very close to the device ( e.g., within one or 
two feet) will be able to hear the response. 

Alternately, the device may present the information visu­
ally rather than audibly. Further aspects of the private mode 
in various embodiments enable the device to synthesize 
whispered speech feedback or provide tactile feedback. In 
addition, the algorithm and database used for speech to text 
conversion may be selected based on whether the device 
detects a private interaction or not, such that separately 
optimized algorithms and databases can be used for whis­
pered speech. Speech-to-text algorithms may reside locally 
on the device or remotely over a network. Additionally, since 
whispered speech differs substantially from voiced speech, 
a training algorithm can be used specifically for whispered 
speech input to improve voice recognition accuracy as the 
user continues to use the device. 

With this overview in mind, and turning now to a more 
detailed discussion in conjunction with the attached figures, 
the techniques of the present disclosure are illustrated as 
being implemented in a suitable computing environment. 
The following device description is based on embodiments 
and examples of the disclosed principles and should not be 
taken as limiting the claims with regard to alternative 
embodiments that are not explicitly described herein. Thus, 
for example, while FIG. 1 illustrates an example mobile 
device within which embodiments of the disclosed prin­
ciples may be implemented, it will be appreciated that other 
device types may be used. 

The schematic diagram of FIG. 1 shows an exemplary 
component group 110 forming part of an environment within 

30 storage. The memory 150 may include a random access 
memory (i.e., Synchronous Dynamic Random Access 
Memory (SDRAM), Dynamic Random Access Memory 
(DRAM), RAMBUS Dynamic Random Access Memory 
(RDRM) or any other type of random access memory device 

35 or system). Additionally or alternatively, the memory 150 
may include a read only memory (i.e., a hard drive, flash 
memory or any other desired type of memory device). 

The information that is stored by the memory 150 can 
include program code associated with one or more operating 

40 systems or applications as well as informational data, e.g., 
program parameters, process data, etc. The operating system 
and applications are typically implemented via executable 
instructions stored in a non-transitory computer readable 
medium (e.g., memory 150) to control basic functions of the 

45 electronic device. Such functions may include, for example, 
interaction among various internal components and storage 
and retrieval of applications and data to and from the 
memory 150. 

Further with respect to the applications 130, these typi-
50 cally utilize the operating system to provide more specific 

functionality, such as file system services and handling of 
protected and unprotected data stored in the memory 150. 
Although some applications may provide standard or 
required functionality of the user device 110, in other cases 

55 applications provide optional or specialized functionality, 
and may be supplied by third party vendors or the device 
manufacturer. 

Finally, with respect to informational data, e.g., program 
parameters and process data, this non-executable informa-

60 tion can be referenced, manipulated, or written by the 
operating system or an application. Such informational data 
can include, for example, data that are preprogrammed into 
the device during manufacture, data that are created by the 
device or added by the user, or any of a variety of types of 

65 information that are uploaded to, downloaded from, or 
otherwise accessed at servers or other devices with which 
the device is in communication during its ongoing operation. 
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The device 110 also includes an Artificial Intelligence 
engine (AI engine) 180, which is linked to the device input 
systems, e.g., the mic, camera and other sensors, and is 
configured via coded instructions to recognize and interpret 
user voice or gesture inputs. The AI engine will be discussed 
at greater length later herein. 

In an embodiment, a power supply 190, such as a battery 
or fuel cell, is included for providing power to the device 110 
and its components. All or some of the internal components 
communicate with one another by way of one or more 
shared or dedicated internal communication links 195, such 
as an internal bus. 

In an embodiment, the device 110 is programmed such 
that the processor 140 and memory 150 interact with the 
other components of the device 110 to perform certain 
functions. The processor 140 may include or implement 
various modules and execute programs for initiating differ-

6 
While the detection of private interaction intent may be 

applied at an initial authentication stage of the user's inter­
action with the device, e.g., in asking the user to repeat a 
password or asking the user for clarification, it may alter­
natively be applied after authentication of the user. Also, as 
noted briefly above, one or more recognition algorithms and 
databases are used for speech to text conversion in general, 
and in an embodiment of the disclosed principles, at least 
one algorithm or database for conversion is selected based 

10 on detecting that the user desires a private interaction. In this 
way, specifically optimized algorithms and databases can be 
used for the text conversion (or recognition) of whispered 
speech. Recognition algorithms and databases may reside 
locally on the device or remotely over a network or in both 

15 locations. As noted above, hushed speech is included within 
whispered speech indicative of private intent in an embodi­
ment; detection and interpretation of hushed speech may 
employ specifically optimized algorithms different than ent activities such as launching an application, transferring 

data, and toggling through various graphical user interface 
objects (e.g., toggling through various display icons that are 20 

linked to executable applications). For example, the AI 
engine is implemented by the processor 140 in an embodi­
ment. 

those used for either voiced or unvoiced speech. 
Turning to the process flow, FIG. 3 illustrates a flowchart 

associated with an example process flow in accordance with 
an embodiment of the disclosed principles. It will be appre­
ciated that the decision stages of the process 300 may be 
executed serially in any order, or may be executed in Applications and software are represented on a tangible 

non-transitory medium, e.g., RAM, ROM or flash memory, 
as computer-readable instructions. The device 110, via its 
processor 140, runs the applications and software by retriev-
ing and executing the appropriate computer-readable 
instructions. 

25 parallel. Thus for example, the stage groups (1) 303, (2) 
305-307 and (3) 309-311 may be executed at once, with an 
affirmative response at any decision stage leading to stage 
315, or may be executed serially, in the illustrated order or 
in another order. 

As an initial matter, a device such as the device 110 first 
receives or detects user input at stage 301. Based on this 
information, the device determines whether or not an indi­
cation of private intent has been given by the user. This 
occurs in stages 303-311 of the process 300. Thus at stage 

Turning to FIG. 2, this figure illustrates a state diagram 30 

showing the device states and transitions there between as 
they relate to detection of, and action based on, an intended 
private interaction. The state space 200 consists of a normal 
mode state 201 and a private mode state 203. In an embodi­
ment, the device is in the normal mode state 201 by default, 
e.g., after power up or at the outset of a spoken interaction. 

35 303, the device evaluates whether a whispered input has 
been received from the user. As noted above, the terms 
"whisper" and "whispered" refer to unvoiced or substan­
tially unvoiced speech. The device may detect that spoken 
input is whispered by using cepstral analysis or other 

From the normal mode state 201, the device will move to 
the private mode state 203 in an embodiment when the 
device detects an intended private interaction from the user. 
As noted above, this detection may be made via whisper 
detection, optical analysis or proximity detection. In addi­
tion, the user may directly issue a command for the device 
to enter the private mode, e.g., via a spoken or textual input. 

Once in the private mode state 203, the device can return 
to the normal mode state 201 via one of a number of paths. 
For example, the device may time out of the private mode 
203 by the expiration of a predetermined idle period. That is, 
the device may set a timer at the cessation of each user 
utterance or communication from the device, whichever is 
later, and may then return to the normal mode state 201 if the 
timer expires without further interaction by the user. 

Alternatively, the device may return to the normal mode 
state 201 from the private mode state 203 when an activity 
that necessarily involves spoken interaction has ceased. For 
example, if the device entered the private mode state 203 
during a phone call or search session, it may then return to 

40 suitable method with respect to the incoming microphone 
signal. 

If it is determined at stage 303 that a whispered input has 
been received from the user, the process flows to stage 315, 
wherein the device enters the private mode 203, such that 

45 subsequent interactions while in the private mode 203 will 
be treated as private. 

If instead it is determined at stage 303 that a whispered 
input has not been received, the process 300 flows to stage 
305, wherein the device determines user proximity and then 

50 to stage 307 wherein the device evaluates whether the 
determined proximity indicates private intent by the user. In 
the context of determining private intent, one or both of a 
user's hands may be on or near the device without indicating 
private intent; however the proximity of the user's face to 

55 the device may be used to indicate private intent. While the 
degree of proximity required to signal private intent need not 
be a single fixed value for all implementations, a threshold 
proximity of 8 inches or less between the user's face and the 

the normal mode state 201 when the phone call or search 
session ends. Alternatively, the device may return to normal 
mode if the state of inputs has changed to indicate that 
private mode is no longer appropriate, e.g., if the user's 60 

voice has changed from whispered to normal. 

device is applied in an embodiment to detect private intent. 
If it is determined at stage 307 that the determined 

proximity indicates private intent by the user, then the 
process 300 flows to stage 315 and the device enters the 
private mode 203. Otherwise, the process 300 flows to stage 
309, wherein the device detects a user facial expression, and 

Although FIG. 2 assumes that the default device state is 
the normal mode state 201, i.e., not private, the private mode 
state 203 may made the default state in an alternative 
embodiment, such that the user can issue a command or 
otherwise indicate an intent to switch to the normal mode 
state 201. 

65 then to stage 311, wherein the device determines whether the 
detected facial expression indicates private intent on the part 
of the user. As noted above, facial indicators of private intent 
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may include fixed gaze or other common indicators of 
confidentiality. A facial expression may include modification 
of any or all of a person's face, and in an embodiment, even 
includes movement of the user's lips. 

If it is determined at stage 311 that the user's facial 
expression indicates private intent, the process flows to stage 
315. Otherwise, the process flows to stage 313, wherein the 
device remains in the normal mode 201. 

8 
7. The portable electronic communication device in accor­

dance with claim 1, wherein the input receiver is a proximity 
sensor. 

8. The portable electronic communication device in accor­
dance with claim 7, wherein the step of determining whether 
the received input indicate a desire for the device to enter a 
private mode comprises detecting a human presence within 
a predetermined threshold distance of the device. 

Turning to FIG. 4, this Figure shows a process in an 
embodiment for returning from private mode 203 to normal 
mode 201. At staged 401 of the process 400, the device sets 
a timer upon entering the private mode. At stage 403 of the 
process 400, the device determines whether the timer has 
expired without another interaction from the user. If so, the 
device returns to normal mode at stage 407. 

9. The portable electronic communication device in accor-
lO dance with claim 1, wherein the one or more outputs further 

include a display screen, and wherein altering communica­
tions from the device comprises conveying an otherwise 
audible communication via the display screen rather than the 

15 
audio speaker. 

Otherwise, the process flows to stage 405 wherein the 
device determines whether an activity in which the device 
was using private mode has ceased. For example, a query 
session or other interaction may have ended, e.g., with the 
user accepting a search answer or recommendation. If so, the 20 

process flows to stage 407. Otherwise, the process remains 
in private mode 203 and returns to stage 403. 

10. A method for controlling a mode of a portable 
electronic communication device comprising: 

receiving input at the device; 
determining whether the input is indicative of an intent for 

the device to enter a private mode; 
entering the private mode at the device if the input 

indicates an intent for the device to enter the private 
mode; and 

while in the private mode, altering a marmer in which the 
device communicates by reducing a volume at which 
the device plays an audible communication via an 
audio speaker of the device. 

It will be appreciated that a system and method for 
improved user input interpretation have been disclosed 
herein. However, in view of the many possible embodiments 25 

to which the principles of the present disclosure may be 
applied, it should be recognized that the embodiments 
described herein with respect to the drawing figures are 
meant to be illustrative only and should not be taken as 
limiting the scope of the claims. Therefore, the techniques as 
described herein contemplate all such embodiments as may 
come within the scope of the following claims and equiva­
lents thereof. 

11. The method in accordance with claim 10, wherein 
receiving input at the device comprises receiving an audible 

30 utterance at a microphone. 

We claim: 

12. The method in accordance with claim 11, wherein 
determining whether the input is indicative of an intent for 
the device to enter a private mode comprises determining 

35 
whether the input is whispered. 

1. A portable electronic communication device compris-
ing: 

an input receiver configured to receive an input; 
one or more outputs, including an audio speaker; and 

13. The method in accordance with claim 12, wherein 
determining whether the input is whispered comprises 
applying a cepstral analysis to the input. 

14. The method in accordance with claim 10, wherein 
receiving input at the device comprises receiving an image 
from a camera associated with the device. 

a processor progranimed to receive input from the input 40 

receiver and to determine whether the received input 
indicate a desire for the device to enter a private mode, 
wherein the device alters communications from the 
device via the one or more outputs while in the private 
mode by reducing a volume at which the device plays 

15. The method in accordance with claim 14, wherein 
determining whether the input is indicative of an intent for 
the device to enter a private mode comprises detecting a 

45 facial expression indicative of confidentiality. 
an audible communication via the audio speaker, and to 
enter the private mode if the received input indicates a 
desire for the device to enter a private mode. 

2. The portable electronic communication device in accor­
dance with claim 1, wherein the input receiver is a micro- 50 

phone. 
3. The portable electronic communication device in accor­

dance with claim 2, wherein the step of determining whether 
the received input indicate a desire for the device to enter a 
private mode comprises determining whether the input is 55 

whispered. 

16. The method in accordance with claim 1, wherein 
receiving input at the device comprises receiving input from 
a proximity sensor indicative of a proximity of a human to 
the device. 

17. The method in accordance with claim 16, wherein 
determining whether the input is indicative of an intent for 
the device to enter a private mode comprises determining 
that the human is within a predetermined threshold distance 
of the device. 

18. The method in accordance with claim 10, wherein 
altering a manner in which the device communicates further 
comprises conveying an otherwise audible communication 
via a visible user interface instead. 

4. The portable electronic communication device in accor­
dance with claim 2, wherein determining whether the 
received input is whispered comprises applying a cepstral 
analysis to the received input. 

19. A method of communicating from a portable elec-
60 tronic device to a user of the device comprising: 

5. The portable electronic communication device in accor­
dance with claim 1, wherein the input receiver is a camera. 

6. The portable electronic communication device in accor­
dance with claim 5, wherein the step of determining whether 
the received input indicate a desire for the device to enter a 65 

private mode comprises detecting a facial expression indica­
tive of confidentiality. 

detecting an utterance; 
determining whether the utterance is a whispered utter­

ance; and 
altering communications from an audio speaker of the 

device if the utterance is a whispered utterance by 
reducing a volume at which the device plays audible 
communications via the audio speaker, such that oth-
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erwise audible communications from the device are 
played at reduced volume or are displayed and not 
audibly played. 

* * * * * 
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