
US010321320B2 

( 12 ) United States Patent 
Raleigh 

( 10 ) Patent No . : US 10 , 321 , 320 B2 
( 45 ) Date of Patent : Jun . 11 , 2019 

( 54 ) WIRELESS NETWORK BUFFERED 
MESSAGE SYSTEM 

( 56 ) References Cited 
U . S . PATENT DOCUMENTS 

( 71 ) Applicant : Headwater Research LLC , Tyler , TX 
( US ) 5 , 131 , 020 A 

5 , 283 , 904 A 
7 / 1992 Liebesny et al . 
2 / 1994 Carson et al . 

( Continued ) ( 72 ) Inventor : Gregory G . Raleigh , Woodside , CA 
( US ) FOREIGN PATENT DOCUMENTS 

( 73 ) Assignee : Headwater Research LLC , Tyler , TX 
( US ) CA CN 

2688553 Al 12 / 2008 
1310401 A 8 / 2001 

( Continued ) ( * ) Notice : Subject to any disclaimer , the term of this 
patent is extended or adjusted under 35 
U . S . C . 154 ( b ) by 280 days . OTHER PUBLICATIONS 

( 21 ) Appl . No . : 15 / 582 , 350 
( 22 ) Filed : Apr . 28 , 2017 

“ Ads and movies on the run , ” the Gold Coast Bulletin , Southport , 
Qld , Jan . 29 , 2008 . 

( Continued ) 

( 65 ) Prior Publication Data 
US 2017 / 0332240 A1 Nov . 16 , 2017 

Primary Examiner — Andrew Joseph Rudy 
( 74 ) Attorney , Agent , or Firm — James E . Harris 

( 63 ) 
Related U . S . Application Data 

Continuation of application No . 15 / 239 , 398 , filed on 
Aug . 17 , 2016 , now Pat . No . 9 , 641 , 957 , which is a 

( Continued ) 
( 51 ) Int . Ci . 

H04W 12 / 08 ( 2009 . 01 ) 
G06Q 10 / 06 ( 2012 . 01 ) 

( Continued ) 
( 52 ) U . S . CI . 

CPC . . . . . . . . . . H04W 12 / 08 ( 2013 . 01 ) ; G06F 15 / 177 
( 2013 . 01 ) ; G06Q 10 / 06315 ( 2013 . 01 ) ; 

( Continued ) 
( 58 ) Field of Classification Search 

CPC . GO6Q 10 / 06375 ; G06Q 20 / 20 ; G06Q 20 / 40 ; 
G06Q 30 / 0207 ; G06Q 30 / 0283 ; 

( Continued ) 

( 57 ) ABSTRACT 
A network server system maintains secure Internet data 
message links with respective device link agents on each of 
many wireless end - user devices . Through a network inter 
face , the server system receives messages from network 
elements , for which delivery is requested to specific soft 
ware components on specific ones of the devices . A message 
buffer system buffers such messages for delivery , and logic 
determines whether one of several potential triggers has 
happened to cause the system to deliver buffered messages 
to a particular one of the devices . For at least some mes 
sages , receiving the message at the buffer will not trigger 
delivery . At least one trigger identifies a time - critical mes 
sage , however , which can cause all buffered messages for a 
particular device to be delivered . Such a system balances 
wireless network efficiency and opportunistic delivery with 
a potential for fast message delivery , when needed . 

18 Claims , 106 Drawing Sheets 

Service Processor 115 Partial Summary of Embodiment Functions 
Embodimont 
Service Control Device Link 1691 Device side control plane link for connecting Service Processor 115 to Service Controller . In some embodiments , 

also serves as the link for the agent heartbeat function . 
Access Control Integrity Agent Collects device information on service policy , service usage , agent configuration and agent behavior . Cross 
1694 checks this information to identify integrity breaches in the service policy implementation and control system , 

Initiates action when a service policy violation or a system integrity breach is suspected . In some embodiments , 
verifies configuration of other agents or performs challenge - response sequence testing . In some embodiments , 
monitors software loading activity , protected memory access or communication with Service Processor agents to 
detect unauthorized changes to Service Processor software or configuration , 

Policy Control Agent 1692 Takes policy instructions from the network and sets instantaneous device service policy . In some embodiments , 
performs a policy control function to adapt instantaneous service policies to achieve a service usage objective . 

Policy Implementation Agent 1690 Implements traffic control and QoS policy rules for device . In some embodiments provides the functions of 
acoess control and / or firewall function or perform traffic inspection and characterization . In some embodiments 
packet inspection is aided by literal or virtual application layer tagging while in other embodiments packet 
inspection is performed completely in the Policy Implementation Agent 1690 . 

Service Monitor Agent 1696 Records and reports device service usage . In some embodiments , assists in communicating application tagging 
of traffic flows through the networking stack policy implementation . In some embodiments , maintains a history 
and provides reports or summary reports of which networks in addition to the networks controlled by the Service 
Controller that the device has connected to . In some embodiments , this network activity summary may include a 
summary of the networks accessed , activity vs . time per connection , traffic vs . time per connection . 

Application Interface Agent 1693 Rich feature interface for device application programs . In some embodiments , identifies application level traffic . 
reports service usage or tags traffic for service QOS control . In some embodiments , interacts with applications or 
programs applications to arrange application settings such as email file transfer options or browser headers . 
In some embodiments , intercepts certain application traffic to modify traffic application layer parameters such as 
email file transfer options or browser headers . In some embodiments implements certain aspects of traffic controll 
or other service policies . In some embodiments , provides the functions of traffic control , access control and / or 
firewall . 

Modem Firewal 1655 Blocks or passes traffic based on service policies and traffic attributes . In some embodiments , assists in traffic 
flow tagging . In some embodiments provides the functions of traffic control and / or access control . 

Billing Agent 1695 Detects and reports billing events . In some embodiments interacts with the User Interface Agent 1697 to provide 
the user with service plan options , accept service plan selections , provide notification on service usage levels , 
provide options on service usage control policy , accept choices on Service usage policy , provide transaction 
options or accept transaction choices . In some embodiments , interacts with Transaction Servers 134 to conduct 
ecommerce transactions with central billing , 
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Service Processor 115 Partial Summary of Embodiment Functions 

Embodiment 

Service Control Device Link 1691 Device side control plane link for connecting Service Processor 115 to Service Controller . In some embodiments , 

also serves as the link for the agent heartbeat function . 

Access Control Integrity Agent Collects device information on service policy , service usage , agent configuration and agent behavior . Cross 

1694 

checks this information to identify integrity breaches in the service policy implementation and control system . Initiates action when a service policy violation or a system integrity breach is suspected . In some embodiments , verifies configuration of other agents or performs challenge - response sequence testing . In some embodiments , monitors software loading activity , protected memory access or communication with Service Processor agents to 

detect unauthorized changes to Service Processor software or configuration . Policy Control Agent 1692 Takes policy instructions from the network and sets instantaneous device service policy . In some embodiments , 

performs a policy control function to adapt instantaneous service policies to achieve a service usage objective . 

Policy Implementation Agent 1690 Implements traffic control and QOS policy rules for device . In some embodiments provides the functions of 
access control and / or firewall function or perform traffic inspection and characterization . In some embodiments packet inspection is aided by literal or virtual application layer tagging while in other embodiments packet 

inspection is performed completely in the Policy Implementation Agent 1690 . Service Monitor Agent 1696 Records and reports device service usage . In some embodiments , assists in communicating application tagging 

of traffic flows through the networking stack policy implementation . In some embodiments , maintains a history and provides reports or summary reports of which networks in addition to the networks controlled by the Service Controller that the device has connected to . In some embodiments , this network activity summary may include a summary of the networks accessed , activity vs . time per connection , traffic vs . time per connection . 

Application Interface Agent 1693 Rich feature interface for device application programs . In some embodiments , identifies application level traffic , 

reports service usage or tags traffic for service QOS control . In some embodiments , interacts with applications or 
programs applications to arrange application settings such as email file transfer options or browser headers . In some embodiments , intercepts certain application traffic to modify traffic application layer parameters such as email file transfer options or browser headers . In some embodiments implements certain aspects of traffic control 

or other service policies . In some embodiments , provides the functions of traffic control , access control and / or 

firewall . 

Modem Firewall 1655 

Blocks or passes traffic based on service policies and traffic attributes . In some embodiments , assists in traffic 
flow tagging . In some embodiments provides the functions of traffic control and / or access control . 

Billing Agent 1695 

Detects and reports billing events . In some embodiments interacts with the User Interface Agent 1697 to provide the user with service plan options , accept service plan selections , provide notification on service usage levels , provide options on service usage control policy , accept choices on service usage policy , provide transaction options or accept transaction choices . In some embodiments , interacts with Transaction Servers 134 to conduct 

ecommerce transactions with central billing . 
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User Interface Agent 1697 Service Downloader 1663 Connection Manager 1804 

MWANAMMANAMA 

Provide service interface to users . 

Provides a download function to install or update service software elements on the device . 

Provides a control and supervision function for one or more modem drivers or modems that connect to an access 

network . 

Selects the access network connection . 
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Modem Selection and Control 
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Service Controller 122 Element Partial Summary of Embodiment Functions 

Service Control Server Link 1638 Network side control plane link for connecting Service Controller 122 Service Processor 115 device agents . In some embodiments , also serves as the link for the agent heartbeat function . Access Control Integrity Server Collects device information on service policy , service usage , agent configuration and agent behavior . Cross 

1654 

checks this information to identify integrity breaches in the service policy implementation and control system . 
Initiates action when a service policy violation or a system integrity breach is suspected . 

Policy Management Server 1652 Transmits policies to the Service Processor 115 . 

Access Network AAA Server 1621 Provides access control and authorization functions for the device access layer . Records and reports device 

network service usage . 

Service History Server 1650 Collects and records service usage reports from the Access Network AAA Server 121 and the Service Monitor 

Agent 1696 . In some embodiments , maintains a history of which networks in addition to the networks controlled by the Service Controller that the device has connected to . In some embodiments , this network activity summary 
may include a summary of the networks accessed , activity vs . time per connection , traffic vs . time per connection . In some embodiments , this activity summary is further analyzed or reported to estimate the type of service plan 

associated with the traffic activity for the purpose of bill sharing reconciliation . Central Provider Billing System Provides mediation function for central provider billing events . Accepts service plan changes . In some 

1619 

embodiments , provides updates on device service usage , service plan limits or service policies . 

Billing Event Server 1662 In some embodiments , collects billing events , provides service plan information to the Service Processor 115 , 

provides service usage updates to the Service Processor 115 , serves as interface between device and central Provider Billing System 123 , or provides trusted third party function for certain ecommerce billing transactions . 

Network Traffic Analysis Server Collects service usage history for devices or groups of devices and analyses the service usage . In some 

1656 

embodiments , presents service usage statistics in various formats to identify improvements in network service quality or service profitability . In other embodiments , estimates the service quality or service usage for the network under variable settings on potential service policy . In other embodiments , identifies actual or potential service behaviors by one or more devices that are causing problems for overall network service quality or service 

cost . 

Beta Test Server 1658 

Publishes candidate service plan policy setting to one or more devices . In some embodiments , provides summary reports of network service usage or user feedback information for one or more candidate service plan 
policy setting . In some embodiments , provides a means to compare the beta test results for different candidate 

service plan policy setlings or select the optimum candidates for further setting optimization 
Service Download Control Server Provides a download function to install or update service software elements on the device . 

1660 

Transaction Server 134 

Provides an electronic commerce offering and transaction platform to the device . 
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Access control integrity report Contains the latest results of the Access Control Not necessary to report in every heartbeat if there 

Integrity agents Service Processor system checks are no errors . Can report only on error , set a 

and reports any error events . 

minimum frequency or respond to Service 
Controller polling . 

Service monitor report Reports filtered summary of Service Monitor Agent Every heartbeat . Some embodiments link this to 

measurements . Summary reduces control traffic and amount of data usage in the data path to keep overhead 

filters out unauthorized private information . 

low . Report immediately upon polling from Service 

Controller . 

Billing event report 

Reports any billing activity since the last heartbeat . Send upon billing event . Report immediately upon 
Billing events may include service usage events , polling from Service Controller . 

transaction events , bill by account records , bill by account offset reports or any other event that results 

in a billing event report 

Service Processor settings report Reports service policy settings for all Service Not necessary to send every heartbeat . Some 

Processor agents . 

embodiments link this to amount of data usage to reduce overhead . Can report every N heartbeats . Report immediately upon polling from Service 

Controller . 

Customer resource management Reports filtered summary of Service Monitor Agent Not necessary to send every heartbeat . Some 

report 

measurements or filtered summary of other device or embodiments link this to amount of data usage to 
user activity such as service preferences , advertisement reduce overhead . Can report every N heartbeats . 

behavior and location . Summary reduces control traffic Report immediately upon polling from Service 

and filters out unauthorized private information . Controller . Responses to Service Processor Sends agent responses to challenge - response queries Report immediately upon polling from Service 

agent queries 

from the Service Controller . 

Controller . 
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Location tracking service update Reports filtered summary of location tracking Not necessary to send every heartbeat . Some 

information . Summary reduces control traffic and filters embodiments call for a minimum time based 

out unauthorized private information . 

transmission frequency . 

Service usage based transmission Lowers overhead by buffering and reserving heartbeat Ranges depending on settings . For example , if there 

frequency 

communications from agents and servers until a certain are 5 agents messages that typically need to be amount of data has been transmitted or received in the communicated , and each message is less than 100 
network , or a certain amount of service has been bytes , and Service Processor heartbeat framing plus 

consumed . When the parameters are chosen properly , network overhead would result in a packet size of less 
this can result in the network control plane traffic than 1 , 000 bytes , and the heartbeat packet is 

overhead being a small percentage of data path traffic transmitted when 10 , 000 , 000 bytes have been 
or result in the control plane traffic cost being a small communicated over the data path , then the overhead 

percentage of the service usage cost . 

loss due to one heartbeat packet in each direction is 

less than 0 . 02 % 

Constant frequency transmissions Since the device may be off line for long periods of time Ranges depending on settings and applications , 

where the Service Control Processor needs to verify service control integrity , in some embodiments it can be advantageous to transmit heartbeat packets at a minimum rate regardless of data traffic activity . This is 
accomplished by setting a timer that sends queued heartbeat packets on a regular schedule . 

Service Controller polled In some embodiments , the Service Controller may poll Ranges depending on applications . In some 

transmissions 

the Service Processor for a heartbeat transmission at embodiments this is used as an on demand function which time the Service Processor will frame and while in others it is used as a way to set heartbeat 

transmit all queued heartbeat messages . 

transmission timing functions in the Service Controller . 

Service Processor polled In some embodiments , the Service Processor polls the Ranges depending on applications . In some 

transmissions 

Service Controller for a heartbeat transmission at which embodiments this is used as an on demand function time the Service Controller will frame and transmit all while in others it is used as a way to set heartbeat 

queued heartbeat messages . 

transmission timing functions in the Service Processor . 
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Agent reports results of various agent self - diagnosis In some embodiments an report is made during every procedures to ensure that the agent is properly heartbeat transmission . In other embodiments the 
configured , operating properly , properly implementing report is generated by a request from the Service service control policy or has not been tampered with . Controller . In other embodiments the report is generated ( provide examples which are extensions of typical by timing determined by the device . In some 

software security self diagnosis reporting ) 

embodiments the report is generated when there is a 
verification error of some kind that is identified . 

One or more agents scan the storage or execution In some embodiments an report is made during every environment for one or more of the agents to identify heartbeat transmission . In other embodiments the 

potential threats to the integrity of the service 

report is generated by a request from the Service 

implementation or agent integrity and makes a report . Controller . In other embodiments the report is generated 
In one example embodiment , a scan is done to by timing determined by the device . In some 

determine if unauthorized software or hardware is embodiments the report is generated when there is a 
executing in a secure agent environment . In another verification error of some kind that is identified . 

embodiment , a scan is done to determine the software that has been loaded into a portion of the device 
operating environment , memory or storage , and the software list is referenced against a known threat list . In another example embodiment , the list of entities that accessed one or more agents is scanned to determine if an unauthorized access to an agent has occurred . In another embodiment a scan is performed to determine if unauthorized access to secure execution environment memory or storage has occurred . In another 

example embodiment , the network access pattern for the device is logged and analyzed to determine if there is an access pattern that is known to be associated with a threat to service or agent control integrity . In another example embodiment , the internal device software , memory or peripheral access pattem is logged and analyzed to determine if there is an access pattern that 
is known to be associated with a threat to service or 

agent control integrity , 
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User notification response reports Billing agent , Ul agent or another agent logs user In some embodiments a report is made during every 

notification events and the response of the user to the heartbeat transmission . In other embodiments the notification event . In some embodiments these events report is generated by a request from the Service may be cross - referenced to the notification policy that Controller . In other embodiments the report is generated should be in force on the device and the device service by timing determined by the device , for example usage to ensure that the proper notification sequences when there has been a user notification sequence 
are being adhered to . In other embodiments , the user action with the user . In some embodiments , the report is notification responses are logged and used to document generated when there is a verification error of some 

user choices to notification events , billing event kind that is identified . 

decisions , service control decisions or service cost control decisions . In some embodiments , the user may be asked to provide a password , biometric signature , hardware key or other mechanism to positively identify that the user is in possession of the device or to verify that the service is operating property or is implemented properly . In some embodiments , the user may be asked 
to acknowledge a service overage notification and / or to 

also provide a password , biometric signature , hardware key or other mechanism to verify the service overage 

acknowledgement . 

User warning response reports Billing agent , Ul agent or another agent logs user In some embodiments a report is made during every 

warning events and the response of the user to warning heartbeat transmission . In other embodiments the event . In some embodiments the user response is used report is generated by a request from the Service to determine if the user is in positive control of the Controller . In other embodiments the report is generated 
device . In some embodiments the response is used to by timing determined by the device , for example when confirm that the user acknowledges a billing overage or there has been a warning sequence action with the 

other service cost event . In some embodiments , the user . In some embodiments the report is generated 
user may be asked to provide a password , biometric when there is a verification error of some kind that is 

signature , hardware key or other mechanism to identified . positively identify that the user is in possession of the 
device or to verify that the service is operating property or is implemented property . 

YT 
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Agent communication log reports Reports entities that established or attempted to In some embodiments a report is made during every 
establish communication with the agents . In one heartbeat transmission . In other embodiments the embodiment , reports a list of entities and the number report is generated by a request from the Service 

of times the entity communicated or attempted to Controller . In other embodiments the report is generated communicate with the agent . In another embodiments , by timing determined by the device . In some reports an error flag when unauthorized entities attempt embodiments the report is generated when there is a 

to establish communication with an agent 

verification error of some kind that is identified . 

Service usage synchronization IPDR or other data that is used to synchronize the Service usage synchronization is continuous with each 

data 

device service usage counters . In some embodiments heartbeat in some embodiments . In other embodiments the data is time stamped so that the service usage at a service usage synchronization is based on a push from 
point in time may be reconciled between the local the Service Controller or other network function that 

device usage count and the network based usage sends the IPDR information to the device . In other 

count , and then the local device usage count since the embodiments , the device requests a synchronization 

point in time may be used to estimate the present data transmission . 

real - time usage count . In some embodiments , the 
service usage data from the device is used by the network as the actual service usage or billing data base for the device . In other embodiments , a bill by account function is included in the service usage synchronization data so that the service usage may be billed to different accounts other than a single or main user account 

Service cost synchronization Information to reconcile a service cost estimate on the Service cost synchronization is continuous with each 

data 

local device with a service cost count from a network heartbeat in some embodiments . In other embodiments 
based function . Similar to the service usage count , in service cost synchronization is based on a push from some embodiments the service cost information is time the Service Controller or other network function that stamped so that service cost at a point in time may be sends the IPDR information to the device . In other reconciled between the device and the network based embodiments , the device requests a synchronization 

function , and then a local measure of service cost may data transmission . 
be used to estimate the present real - time service cost . 

In some embodiments the local service cost is determined by taking recorded billing events and looking up the cumulative cost of one or more billing 
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events using a service usage to cost look up data base stored locally on the device or available from a network function . In some embodiments , service cost estimation is done entirely in the network and the result is pushed 
out to the device Ul . In other embodiments service cost 

estimation is done in the device based on local usage estimates and a local usage to cost lookup table . 

Available network information and Device receives available network or available roaming In some embodiments available network information or 

roaming information 

service provider information from a network function . roaming information is requested by the device . In other 
The available network or roaming service information embodiments , the information is periodically updated by may include the potential network service or roaming the Service Controller or other network function that 

service a device or user may choose to select , or the contains the information . 

network service or roaming service the user has already 
selected . In some embodiments this information 

includes service cost information to aid the device or the 
user in determining the potential or actual costs of Service usage while using the available network or roaming network . In some embodiments the service 

cost information is used to help the user in selecting the available network provider or roaming service provider . 
In some embodiments the available network cost information or roaming cost information is combined with a measure of expected or possible service usage to estimate how much a typical usage scenario may 

cost . In some embodiments , the available network 

information or roaming infomation is used to help the 
user estimate the present available network or roaming service charges for services used to date . In some 

embodiments service usage is recorded and sent to a network function that estimates the current service cost . 
In other embodiments the service cost is estimated locally on the device based on a service usage estimate and a service usage to cost look up function . In other 
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embodiments , the service cost is derived by querying the available network or roaming network billing system . 
System messages and responses In some embodiments the heartbeat function may be System messages are generated by the Service 

used as a secure control channel to display a system Controller and transmitted as needed in some 
messages or screen that is generated by a network embodiments . In other embodiments , some system function or server to the end user and possibly report messages are generated in response to user input or user inputs to the Ul message or screen . Examples requests . In other embodiments , system messages are 

include , . . . etc . 

generated on a regular time table or in accordance with 

a certain amount of service usage . 

Ul screen messages and In some embodiments the heartbeat function may be Ul screen messages are generated by the Service 

responses 

used as a secure control channel to display user Controller and transmitted as needed in some 
interface message or screen that is generated by a embodiments . In other embodiments some user UI network function or serve to the end user and possibly messages are generated in response to user input or 

report user inputs to the Ul message or screen . requests . In other embodiments , Ul messages are 
Examples include service usage UI , service choice UI , generated on a regular time table or in accordance with 

upgrade UI , transaction UI , marketing Ul , billing Ul , user a certain amount of service usage . 

identify confirmation UI , user service warning Ul , user potential service tamper response request VI , etc . 
Local agent check - in history Logs and reports agent check - ins or self - reports that are in some embodiments a report is made during every 

made to a local agent integrity verification function . heartbeat transmission . In other embodiments the 

report is generated by a request from the Service Controller . In other embodiments the report is 
generated by timing determined by the device . In some embodiments the report is generated when there is a 

verification error of some kind that is identified . 

Software install report 

Logs and reports one or more aspects of software In some embodiments a report is made during every 

installs that have occurred on the device . 

heartbeat transmission . In other embodiments the report is generated by a request from the Service Controller . In other embodiments the report is generated by timing determined by the device . In some 
embodiments the report is generated when there is a verification error of some kind that is identified . In some 
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embodiments , the report is generated when new SW is 

installed . 
In some embodiments the Service Controller or other in some embodiments , the test biling event timing is 

network function may send or cause a test billing event determined by the Service Controller or other network 
wherein the device triggers a local billing sequence for function . In others it is generated by the device or on 

the purpose of verifying that the billing sequence is a regular schedule . 

property logged , conducted and reported . The billing sequence can be related to a service usage event or sequence , a transaction event or sequence , or any other event or sequence that should result in a billing 

event . 

In some embodiments the service Controller or other In some embodiments , the test service usage event network function may send or cause a service usage timing is determined by the Service Controller or other 
event wherein the device triggers a local service network function . In others it is generated by the device 

usage event or sequence for the purpose of verifying or on a regular schedule . 

that the service usage event or sequence is properly 

logged and reported . 

ZARRARE 

Test service event 
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Network Service usage measure In some embodiments the severity of the error and / or the persistence 
is in conflict with expected service of the error and / or the existence of the other errors are used to 

usage . Examples : traffic usage determine the appropriate response or action . In some embodiments , reset outside limits , address access service policies and see if errors persists . In some embodiments , perform 
outside limits , data rate outside agent settings check to verify that agent service usage control policy 

limits , traffic shaping rules not settings are correct . In some embodiments , perform agent query 

being followed . 

response to determine agent integrity . In some embodiments , run 
dynamic agent load , in some cases with different encryption 

sequencing or obfuscation for the new agent code to refresh one or 
more agents . In some embodiments , a user query or waming is sent to the Ul to notify the user , confirm that the device is in the user ' s possession , or involve the user in the process of determining the source or error or to assist in verifying the device based service control . In some embodiments , the device identification number is placed on an error list for further error handling . In some 

embodiments , the device is placed on a SPAN process , or a similar 
traffic or service inspection process , or another service usage watch status , to closely monitor service behavior and determine if it is 

consistent with the service inspection process , or usage policy that is 
intended to be in place . In some embodiments , perform a billing event test or a service usage test to determine if the device is 

properly reporting billing events or service usage events . In some 
embodiments , the device is placed on quarantine network routing 

status , possibly with a user message being sent to inform the user . 
In some embodiments , the device service is suspended , possibly after sending the user a message that may include instructions on the process for correcting the error and resuming service . In some embodiments , the user messages are sent through an alternative messaging system , such as email or text messaging , as an alternative 

to or in addition to a message sent to the device . In some embodiments , an error message is sent to a human interface in the network for 

further error analysis . 
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Verify service usage measure at Device service usage measure is Same as above . 

device is consistent with expected in conflict with expected service 

service behavior 

usage . Examples : traffic usage too high , address access outside limits , email accessed against policy . 
Verify service usage measure in Device service usage measure Same as above . 

network is consistent with service varies significantly from network usage measure at device service usage measure 

Verify service usage measure at Service usage measure at one point Same as above . In some embodiments , the differences in service one point in device is consistent in device stack that is inconsistent measures on the device may be used to evaluate the nature of the 

with service usage measure at a with another point indicates error or service usage policy implementation problem . 

second point in device 

potential parasitic usage 

Verify that service policies in Service policy setting queries result in some embodiments , reset service policies and see if error persist . If this 

effect are as intended 

in settings that are different than does not clear the error , or if this is not the error correction method 

intended 

employed , then perform one or more of the following actions : In some embodiments , perform agent query / response to determine agent integrity . In some embodiments , run dynamic agent load , in some cases with different encryption , sequencing or obfuscation for the new agent code to 
refresh one or more agents . In some embodiments , a user query or 

waming is sent to the Ul to notify the user , confirm that the device is in the 

user ' s possession , or involve the user in the process of determining the 
source or error or to assist in verifying the device based service control . In 

some embodiments , the device identification number is placed on an error 
list for further error handling . In some embodiments , the device is placed on a SPAN process , or a similar traffic or service inspection process , or 

another service usage watch status , to closely monitor service behavior and determine if it is consistent with the service usage policy that is intended to be in place . In some embodiments , perform a billing event test or a service usage test to determine if the device is properly reporting billing events or service usage events . In some embodiments , the device is placed on 
quarantine network routing status , possibly with a user message being sent 
to inform the user . In some embodiments , the device service is suspended , possibly after sending the user a message that may include instructions on the process for correcting the error and resuming service . In some embodi 

ments , the user messages are sent through an alternative messaging 
system , such as email or text messaging , as an alternative to or in addition 
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to a message sent to the device . In some embodiments , an error message is sent to a human interface in the network for further error analysis , 

Agent does not respond to agent In some embodiments , run dynamic agent load , in some cases with 
communication or query - response different encryption , sequencing or obfuscation for the new agent code to 

refresh one or more agents . If this does not clear the error , or if this is not the error correction method employed , then perform one or more of the 

following actions : 

In some embodiments , a user query or warning is sent to the Ul to notify the user , confirm that the device is in the user ' s possession , or involve the user in the process of determining the source or error or to assist in verifying the device based service control . In some embodiments , the device identification number is placed on an error list for further error handling . In some embodiments , the device is placed on a SPAN process , 
or a similar traffic or service inspection process , or another service usage watch status , to closely monitor service behavior and determine if it is 

consistent with the service usage policy that is intended to be in place . In some embodiments , perform a billing event test or a service usage test to 
determine if the device is properly reporting billing events or service usage events . In some embodiments , the device is placed on quarantine network 

routing status , possibly with a user message being sent to inform the user . 
In some embodiments , the device service is suspended , possibly after sending the user a message that may include instructions on the process for correcting the error and resuming service . In some embodiments , the user messages are sent through an alternative messaging system , such as 

email or text messaging , as an alternative to or in addition to a message sent to the device . In some embodiments , an error message is sent to a 
human interface in the network for further error analysis . 

Agent configuration audit or In some embodiments , run dynamic agent load , in some cases with configuration self check fails . different encryption , sequencing or obfuscation for the new agent code to 

refresh one or more agents . If this does not clear the error , or if this is not the error correction method employed , then perform one or more of the 

| following actions : 

In some embodiments the severity of the error and / or the persistence of the 

FIG . 27C 
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error and / or the existence of other errors are used to determine the 
appropriate response or action . In some embodiments , reset service policies and see if error persists . In some embodiments , perform agent settings check to verify that agent service usage control policy settings are correct . In some embodiments , a user query or warning is sent to the UI to 

notify the user , confirm that the device is in the user ' s possession , or involve the user in the process of determining the source or error or to assist in verifying the device based service control . In some embodiments , the device identification number is placed on an error list for further error handling . In some embodiments , the device is placed on a SPAN process , 
or a similar traffic or service inspection process , or another service usage watch status , to closely monitor service behavior and determine if it is 

consistent with the service usage policy that is intended to be in place . In some embodiments , perform a billing event test or a service usage test to 
determine if the device is properly reporting billing events or service usage events . In some embodiments , the device is placed on quarantine network 

routing status , possibly with a user message being sent to inform the user . 
In some embodiments , the device service is suspended , possibly after sending the user a message that may include instructions on the process for correcting the error and resuming service . In some embodiments , the user messages are sent through an alternative messaging system , such as 

email or text messaging , as an alternative to or in addition to a message sent to the device . In some embodiments , an error message is sent to a 
human interface in the network for further error analysis . 

In some embodiments , perform a billing event test to determine if the billing event reporting sequence is operating properly . In some embodiments , run 
dynamic agent load , in some cases with different encryption , sequencing or 

obfuscation for the new agent code to refresh one or more agents . If this 

does not clear the error , or if these are not the error correction methods employed , then perform one or more of the following actions : 

In some embodiments the severity of the error and / or the persistence of the 

error and / or the existence of other errors are used to determine the 
appropriate response or action . In some embodiments , reset service 
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policies and see if error persists . In some embodiments , perform agent settings check to verify that agent service usage control policy settings are correct . In some embodiments , perform agent query / response to determine 
agent integrity . In some embodiments , a user query or waming is sent to the 
Ul to notify the user , confirm that the device is in the user ' s possession , or involve the user in the process of determining the source or error or to assist in verifying the device based service control . In some embodiments , the device identification number is placed on an error list for further error handling . In some embodiments , the device is placed on a SPAN process , 

or a similar traffic or service inspection process , or another service usage watch status , to closely monitor service behavior and determine if it is 
consistent with the service usage policy that is intended to be in place . In some embodiments , perform a service usage test to determine if the device is properly reporting service usage events . In some embodiments , the device is placed on quarantine network routing status , possibly with a user message being sent to inform the user . In some embodiments , the device service is suspended , possibly after sending the user a message that may include instructions on the process for correcting the error and resuming service . In some embodiments , the user messages are sent through an 

alternative messaging system , such as email or text messaging , as an 
alternative to or in addition to a message sent to the device . In some embodiments , an error message is sent to a human interface in the network 

for further error analysis . 
Billing agent is not properly reporting in some embodiments , perform a service usage test to determine if the biling events for service usage , service usage reporting sequence is operating properly . In some transactions , bill by account , or embodiments , run dynamic agent load , in some cases with different 

other billing event functions . encryption , sequencing or obfuscation for the new agent code to refresh 

one or more agents . If this does not clear the error , or if these are not the error correction methods employed , then perform one or more of the 

following actions : 

In some embodiments the severity of the error and / or the persistence of the 

error and / or the existence of other errors are used to determine the 
appropriate response or action . In some embodiments , reset service 
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policies and see if error persists . In some embodiments , perform agent settings check to verify that agent service usage control policy settings are correct . In some embodiments , perfom agent query response to determine 
agent integrity . In some embodiments , a user query or warning is sent to the UI to notify the user , confirm that the device is in the user ' s possession , or involve the user in the process of determining the source or error or to assist in verifying the device based service control . In some embodiments , the device identification number is placed on an error list for further error handling . In some embodiments , the device is placed on a SPAN process , 

or a similar traffic or service inspection process , or another service usage watch status , to closely monitor service behavior and determine if it is 
consistent with the service usage policy that is intended to be in place . In 

some embodiments , the device is placed on quarantine network routing 
status , possibly with a user message being sent to inform the user . In some embodiments , the device service is suspended , possibly after sending the user a message that may include instructions on the process for correcting the error and resuming service . In some embodiments , the user messages 

are sent through an alternative messaging system , such as email or text messaging , as an alternative to or in addition to a message sent to the device . In some embodiments , an error message is sent to a human 

interface in the network for further error analysis . Billing agent reports are inconsistent In some embodiments , perform a billing event test to determine if the billing with service usage reports , event reporting sequence is operating properly . In some embodiments , run 

dynamic agent load , in some cases with different encryption , sequencing or 
obfuscation for the new agent code to refresh one or more agents . In some 

embodiments , perform a service usage test to determine if the service 
usage reporting sequence is operating properly . In some embodiments , run 

dynamic agent load , in some cases with different encryption , sequencing or 
obfuscation for the new agent code to refresh one or more agents . If this 

does not clear the error , or if these are not the error correction methods employed , then perform one or more of the following actions : 

In some embodiments the severity of the error and / or the persistence of the 

error and / or the existence of other errors are used to determine the 
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appropriate response or action . In some embodiments , reset service policies and see if error persists . In some embodiments , perform agent settings check to verify that agent service usage control policy settings are correct . In some embodiments , perform agent query response to determine 
agent integrity . In some embodiments , a user query or warning is sent to the Ul to notify the user , confirm that the device is in the user ' s possession , or involve the user in the process of determining the source or error or to assist in verifying the device based service control . In some embodiments , the device identification number is placed on an error list for further error handling . In some embodiments , the device is placed on a SPAN process , 

or a similar traffic or service inspection process , or another service usage watch status , to closely monitor service behavior and determine if it is 
consistent with the service usage policy that is intended to be in place . In 

some embodiments , the device is placed on quarantine network routing 
status , possibly with a user message being sent to inform the user . In some embodiments , the device service is suspended , possibly after sending the user a message that may include instructions on the process for correcting the error and resuming service . In some embodiments , the user messages 

are sent through an alternative messaging system , such as email or text messaging , as an alternative to or in addition to a message sent to the device . In some embodiments , an error message is sent to a human 

interface in the network for further error analysis . 
Test billing event is not properly In some embodiments , run dynamic agent load , in some cases with 

reported by the device . 

different encryption , sequencing or obfuscation for the new agent code to refresh one or more agents . If this does not clear the error , or if these are not the error correction methods employed , then perform one or more of 

the following actions : 

In some embodiments the severity of the error and / or the persistence of the 

error and / or the existence of other errors are used to determine the 
appropriate response or action . In some embodiments , reset service policies and see if error persists . In some embodiments , perform agent Settings check to verify that agent service usage control policy settings are correct . In some embodiments , perform agent query response to determine 
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agent integrity . In some embodiments , a user query or warning is sent to the Ul to notify the user , confirm that the device is in the user ' s possession , or involve the user in the process of determining the source or error or to assist in verifying the device based service control . In some embodiments , the device identification number is placed on an error list for further error handling . In some embodiments , the device is placed on a SPAN process , 
or a similar traffic or service inspection process , or another service usage watch status , to closely monitor service behavior and determine if it is 

consistent with the service usage policy that is intended to be in place . In some embodiments , perform a service usage test to determine if the device is properly reporting service usage events . In some embodiments , the device is placed on quarantine network routing status , possibly with a user message being sent to inform the user . In some embodiments , the device service is suspended , possibly after sending the user a message that may include instructions on the process for correcting the error and resuming service . In some embodiments , the user messages are sent through an 
alternative messaging system , such as email or text messaging , as an 

alternative to or in addition to a message sent to the device . In some embodiments , an error message is sent to a human interface in the 

network for further error analysis 

In some embodiments , perform checks to determine if transaction server 
receipts are valid . In some embodiments , run dynamic agent load , in some cases with different encryption , sequencing or obfuscation for the new 

agent code to refresh one or more agents . If this does not clear the error , or 

if these are not the error correction methods employed , then perform 

one or more of the following actions : 

In some embodiments the severity of the error and / or the persistence of the 

error and / or the existence of other errors are used to determine the 
appropriate response or action . In some embodiments , reset service policies and see if error persists . In some embodiments , perform agent settings check to verify that agent service usage control policy settings are correct . In some embodiments , perform agent query / response to determine agent integrity . In some embodiments , a user query or warning is sent to 

Verify device reports billing events Transaction server receipts do not reported from transaction servers . correspond with billing events from device . 
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the Ul to notify the user , confirm that the device is in the user ' s possession , or involve the user in the process of determining the source or error or to assist in verifying the device based service control . In some embodiments , the device identification number is placed on an error list for further error handling . In some embodiments , the device is placed on a SPAN process , 
or a similar traffic or service inspection process , or another service usage watch status , to closely monitor service behavior and determine if it is 

consistent with the service usage policy that is intended to be in place . In 

some embodiments , the device is placed on quarantine network routing 
status , possibly with a user message being sent to inform the user . In some embodiments , the device service is suspended , possibly after sending the user a message that may include instructions on the process for correcting the error and resuming service . In some embodiments , the user messages 

are sent through an alternative messaging system , such as email or text messaging , as an alternative to or in addition to a message sent to the device . In some embodiments , an error message is sent to a human 

interface in the network for further error analysis . Activation tracking service is not in some embodiments the response is to place the device ID , on a list of 

present , is not providing scheduled devices suspected of having activation tracking functions that have been network activity reporting , or is tampered with for the purpose of central provider billing reconciliation . In exhibiting erroneous reports . some embodiments , install a new copy of the activation tracking service 

agent software either from a locally stored device copy or a network download . In some embodiments where authorization exists to manage device software and some aspects of service tracking , run further checks on device service integrity such as agent query - response . In some embodiments where authorization exists to manage a device access service connection , send error message to device Ul , suspend device or 
place device on quarantine route . In some embodiments send error 

message to human interface for troubleshooting . 
No service plan on record or device in some embodiments , if device is not yet activated with a service plan , 

not authorized 

provide Ul with activation sequence . In some embodiments , if device is not authorized for service on one of the networks controlled by the Service 

| Verify activation tracking system presence , configuration or 
operation 
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Controller , send the Ul an error message instructing the user how to proceed . In some embodiments , configure the Service Processor for the ambient service intended for that device . In some embodiments , download the appropriate Service Processor agent software that is appropriate 

for that device . Verify proper operation of Service Check input to output relationship In some embodiments the severity of the error and / or the persistence of the 

Processor agents 

on Policy Implementation agent error and / or the existence of other errors are used to determine the Firewall agent Check billing event appropriate response or action . In some embodiments , reset service reports to verify events are being policies and see if error persists . In some embodiments , perform agent 
recorded . Check application and settings check to verify that agent service usage control policy settings are traffic inspection tagging system correct . In some embodiments , perform agent query / response to determine correctly tagging traffic . Verify agent integrity . In some embodiments , run dynamic agent load , in some Service Processor heartbeat cases with different encryption , sequencing or obfuscation for the new 

reports proper agent integrity 

Jagent code to refresh one or more agents . In some embodiments , a user 

self - checks , cross - checks and 

query or warning is sent to the UI to notify the user , confirm that the device 

query / response sequences with 

is in the user ' s possession , or involve the user in the process of determining 

Service Controller . 

the source or error or to assist in verifying the device based service control . In some embodiments , the device identification number is placed on an error list for further error handling . In some embodiments , the device is placed on a SPAN process , or a similar traffic or service inspection process , or another service usage watch status , to closely monitor service behavior and determine if it is consistent with the service usage policy that is intended to be in place . In some embodiments , perform a billing event test or a service usage test to determine if the device is properly reporting billing 
events or service usage events . In some embodiments , the device is placed on quarantine network routing status , possibly with a user message being 

sent to inform the user . In some embodiments , the device service is 
suspended , possibly after sending the user a message that may include 

instructions on the process for correcting the error and resuming service . In 
some embodiments , the user messages are sent through an alternative 

messaging system , such as email or text messaging , as an alternative to or 
in addition to a message sent to the device . In some embodiments , an error 

message is sent to a human interface in the network for further error 

analysis . 
FIG . 27J 
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One or more of the heartbeat In some embodiments the severity of the error and / or the persistence of the 
reports indicate an error in error and / or the existence of other errors are used to determine the operation , configuration , or tamper appropriate response or action . In some embodiments , reset service and error prevention system . policies and see if error persists . In some embodiments , perform agent 

Heartbeat function not functioning settings check to verify that agent service usage control policy settings are 
properly but device is still indicating correct . In some embodiments , perform agent query / response to determine service usage on the network . agent integrity . In some embodiments , run dynamic agent load , in some 

cases with different encryption , sequencing or obfuscation for the new agent code to refresh one or more agents . In some embodiments , a user query or warning is sent to the UI to notify the user , confirm that the device 
is in the user ' s possession , or involve the user in the process of determining 

the source or error or to assist in verifying the device based service control . In some embodiments , the device identification number is placed on an error list for further error handling . In some embodiments , the device is placed on a SPAN process , or a similar traffic or service inspection process , or another service usage watch status , to closely monitor service behavior and determine if it is consistent with the service usage policy that is intended to be in place . In some embodiments , perform a biling event test or a service usage test to determine if the device is properly reporting billing 
events or service usage events . In some embodiments , the device is placed on quarantine network routing status , possibly with a user message being 

sent to inform the user . In some embodiments , the device service is 
suspended , possibly after sending the user a message that may include 

instructions on the process for correcting the error and resuming service . In 
some embodiments , the user messages are sent through an alternative 

messaging system , such as email or text messaging , as an altemative to or 
in addition to a message sent to the device . In some embodiments , an error 

message is sent to a human interface in the network for further error 

analysis . 

Service usage reporting system In some embodiments , run dynamic agent load , in some cases with does not properly report test service different encryption , sequencing or obfuscation for the new agent code to 

usage event 

refresh one or more agents . If this does not clear the error , or if this is not the error correction method employed , then perform one or more of the 

NNNNNNNNNNNNNNNNNNNNNNN 
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following actions : 

In some embodiments , reset service policies and see if error persists . In some embodiments , perform agent settings check to verify that agent service usage control policy settings are correct . In some embodiments , perform agent query / response to determine agent integrity . In some 
embodiments , a user query or waming is sent to the Ul to notify the user , confirm that the device is in the user ' s possession , or involve the user in the process of determining the source or error or to assist in verifying the device 

based service control . In some embodiments , the device identification number is placed on an error list for further error handling . In some 
embodiments , the device is placed on a SPAN process , or a similar traffic or service inspection process , or another service usage watch status , to closely monitor service behavior and determine if it is consistent with the service usage policy that is intended to be in place . In some embodiments , 

perform a billing test event to determine if the device is properly reporting billing events . In some embodiments , the device is placed on quarantine 
network routing status , possibly with a user message being sent to inform 

the user . In some embodiments , the device service is suspended , possibly after sending the user a message that may include instructions on the process for correcting the error and resuming service . In some embodiments , the user messages are sent through an alternative 
messaging system , such as email or text messaging , as an alternative to or 
in addition to a message sent to the device . In some embodiments , an error message is sent to a human interface in the network for further 

error analysis . 
After fresh load of Access Control Run dynamic agent load , in some cases with different encryption , 

Integrity Agent , agent discovers one sequencing or obfuscation for the new agent code to refresh other agents or more of the other agents are and see if problem persists . If this does not clear the error , or if this is not 

corrupted . 

the error correction method employed , then perform one or more of the 

following actions : 

In some embodiments , reset service policies and see if error persists . In some embodiments , perform agent settings check to verify that agent service usage control policy settings are correct . In some embodiments , a 
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user query or warning is sent to the Ul to notify the user , confirm that the 
device is in the user ' s possession , or involve the user in the process of determining the source or error or to assist in verifying the device based service control . In some embodiments , the device identification number is placed on an error list for further error handling . In some embodiments , the device is placed on a SPAN process , or a similar traffic or service inspection process , or another service usage watch status , to closely monitor service behavior and determine if it is consistent with the service usage policy that 

is intended to be in place . In some embodiments , perform a billing event test or a service usage test to determine if the device is properly reporting 
billing events or service usage events . In some embodiments , the device is placed on quarantine network routing status , possibly with a user message being sent to inform the user . In some embodiments , the device service is suspended , possibly after sending the user a message that may include 

instructions on the process for correcting the error and resuming service . In 
some embodiments , the user messages are sent through an alternative 

messaging system , such as email or text messaging , as an altemative to or 
in addition to a message sent to the device . In some embodiments , an error 

message is sent to a human interface in the network for further error 

analysis . 
One or more of the agents indicates Run dynamic agent load , in some cases with different encryption , an error after running a self - check . sequencing or obfuscation for the new agent code to refresh other agents 

and see if problem persists . If this does not clear the error , or if this is not the error correction method employed , then perform one or more of the 

following actions : 

In some embodiments , reset service policies and see if error persists . In some embodiments , perform agent settings check to verify that agent service usage control policy settings are correct . In some embodiments , a 
user query or warning is sent to the Ul to notify the user , confirm that the 

device is in the user ' s possession , or involve the user in the process of determining the source or error or to assist in verifying the device based service control . In some embodiments , the device identification number is placed on an error list for further error handling . In some embodiments , the 
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Verify that device uses service only after being authorized 

device is placed on a SPAN process , or a similar traffic or service 
inspection process , or another service usage watch status , to closely monitor service behavior and determine if it is consistent with the service usage policy that is intended to be in place . In some embodiments , perform a billing event test or a service usage test to determine if the device is properly reporting billing events or service usage events . In some embodiments , the device is placed on quarantine network routing status , possibly with a user message being sent to inform the user . In some embodiments , the device service is suspended , possibly after sending the user a message that may include instructions on the process for correcting the error and resuming service . In some embodiments , the user messages 

are sent through an alternative messaging system , such as email or text messaging , as an alternative to or in addition to a message sent to the device . In some embodiments , an error message is sent to a human 

interface in the network for further error analysis . Device gains access to the network In some embodiments , reset service policies and see if error persists . In 
and does not check in with the some embodiments , perform agent settings check to verify that agent 

Access Control Integrity Server and service usage control policy settings are correct . In some embodiments , service measures indicate device is perform agent query / response to determine agent integrity . In some 

on the network 

embodiments , run dynamic agent load , in some cases with different encryption , sequencing or obfuscation for the new agent code to refresh 
one or more agents . In some embodiments , a user query or warning is sent to the Ul to notify the user , confirm that the device is in the user ' s possession , or involve the user in the process of determining the source or error or to assist in verifying the device based service control . In some 

embodiments , the device identification number is placed on an error list for 
further error handling , In some embodiments , the device is placed on a SPAN process , or a similar traffic or service inspection process , or another service usage watch status , to closely monitor service behavior and 

determine if it is consistent with the service usage policy that is intended to be in place . In some embodiments , perform a billing event test or a service usage test to determine if the device is properly reporting billing events or service usage events . In some embodiments , the device is placed on 
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RASAAN 

quarantine network routing status , possibly with a user message being sent 
to inform the user . In some embodiments , the device service is suspended , possibly after sending the user a message that may include instructions on the process for correcting the error and resuming service . In some embodi 

ments , the user messages are sent through an altemative messaging 
system , such as email or text messaging , as an alternative to or in addition 

to a message sent to the device . In some embodiments , an error message is sent to a human interface in the network for further error analysis . 

User does not respond with proper In some embodiments , the device identification number is placed on an response to Ul query such as error list for further error handling . In some embodiments , the device is request for D . , password or placed on a SPAN process , or a similar traffic or service inspection process , biometric input . This process may or another service usage watch status , to closely monitor service behavior be part of handling a suspected and determine if it is consistent with the service usage policy that is 

error . 

intended to be in place . In some embodiments , the device is placed on 
quarantine network routing status , possibly with a user message being sent 
to inform the user . In some embodiments , the device service is suspended , possibly after sending the user a message that may include instructions on the process for correcting the error and resuming service . In some embodiments , the user messages are sent through an alternative 

messaging system , such as email or text messaging , as an alternative to or 
in addition to a message sent to the device . In some embodiments , an error 

message is sent to a human interface in the network for further error analysis . In some embodiments , the user may be asked to acknowledge a service overage notification and / or to also provide a password , biometric signature , hardware key or other mechanism to verify the service overage 

acknowledgment 
Unauthorized communications with In some embodiments , perform agent query response to determine agent 

one or more agents is detected integrity . In some embodiments , run dynamic agent load , in some cases 

with different encryption , sequencing or obfuscation for the new agent code 
to refresh one or more agents . In some embodiments , a user query or 

warning is sent to the UI to notify the user , confirm that the device is in the 

user ' s possession , or involve the user in the process of detemining the source or error or to assist in verifying the device based service control . 
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In some embodiments , the device identification number is placed on an error list for further error handling . In some embodiments , the device is placed on a SPAN process , or a similar traffic or service inspection process , or another service usage watch status , to closely monitor service behavior and determine if it is consistent with the service usage policy that is intended to be in place . In some embodiments , the device is placed on 
quarantine network routing status , possibly with a user message being sent 

to inform the user . In some embodiments , the device service is suspended , possibly after sending the user a message that may include instructions on the process for correcting the error and resuming service . In some embodiments , the user messages are sent through an alternative 
messaging system , such as email or text messaging , as an alterative to or 

in addition to a message sent to the device . In some embodiments , an error 
message is sent to a human interface in the network for further error 

analysis . 
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Detect or block device networking Network activity is observed in activity that is potentially harmful service monitor reports that fit 
for the operation of Service known patterns that indicated 

Processor . 

harmful software may be present 
on device . 

Initiate or install and initiate eradication software . Block traffic from the suspect entity . In some embodiments if software can not be eradicated or blocked , then send message to Ul and either suspend device , place on 
SPAN , place on watch list , place on further action list or place on quarantine network . In some embodiments send error message to 

Thuman interface for troubleshooting . 
Same as above . 

Onannanonoonnons 

WW 
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Identify the entity that has gained access to the Service Processor if possible and eradicate . In some embodiments repair any compromised 
agents with dynamic agent load , in some cases with different encryption , sequencing or obfuscation for the new agent code . In some embodiments send message to Ul and either suspend device , place on SPAN , place on 

watch list , place on further action list or place on quarantine network . In some embodiments send error message to human interface for 

troubleshooting . 

Identify the entity that has gained access to the Service Processor if possib 
le and eradicate . In some embodiments repair any compromised agents 

with dynamic agent load , in some cases with different encryption , sequenc ing or obfuscation for the new agent code . In some embodiments send 
message to UI and either suspend device , place on SPAN , place on watch 

list , place on further action list or place on quarantine network . In some 
embodiments send error message to human interface for troubleshooting . 

wwwww 

www 

wwwwwwww 

wwwwwwwwwwwwwwwwwwwwwwwww 

wawwww 
WW 
wwwww 

www 

wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww 

Detect or block unauthorized communication with Service Processor software or hardware . 

Unauthorized communication is 
detected . 

US 10 , 321 , 320 B2 

?????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????? 
???????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????????? 
FIG . 28A 



WANAWAWALA 

YAMANANANANANANANANANANANANAN AN 

MANANANANANANANANANANANANANANANANANANA 

. . . . . . . 

U . S . Patent 

. . ANEAMMUNNAMARIE M 

wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww 

???????????????????????????????????????????????????????????????????????????????????????????????????????????????????????? ??????????????????????????????????????????????????????????????????????????????? 

Jun . 11 , 2019 

XXIIIIIIIIII 
Secure loader with signed SW Unauthorized access is detected , Identify the entity that has gained access to the Service Processor if installed into protected memory memory contents are corrupted or possible and eradicate . In some embodiments repair any compromised 

unresponsive 

agents with dynamic agent load , in some cases with different encryption , sequencing or obfuscation for the new agent code . In some embodiments send message to Ul and either suspend device , place on SPAN , place on 
watch list , place on further action list or place on quarantine network . In some embodiments send error message to human interface for 

troubleshooting . 
Secure encrypted communication Secure communication link is in Identify the entity that has gained access to the Service Processor if 

between Service Processor error or unauthorized access is possible and eradicate . In some embodiments repair any compromised 

agents . 

detected . 

agents with dynamic agent load , in some cases with different encryption , sequencing or obfuscation for the new agent code . In some embodiments , 
run dynamic agent load , in some cases with different encryption , 

sequencing or obfuscation for the new agent code to refresh agents with communication links that are in error or entire Service Processor . In some embodiments send message to UI and either suspend device , place on 
SPAN , place on watch list , place on further action list or place on quarantine network . In some embodiments send error message to human interface for 

troubleshooting . Secure encrypted communication Service Processor communication is Send error message to device UI ( if possible ) , suspend device , place on 

between Service Processor and lost . 

SPAN , place on watch list , place on further action list or place device on 

Service Controller . 

quarantine route . In some embodiments send error message to human 

interface for troubleshooting . 
Execution of Service Processor Unauthorized access is detected , Identify the entity that has gained access to the Service Processor if 

software within secure memory . memory contents are corrupted or possible and eradicate . In some embodiments repair any compromised 

unresponsive 

agents with dynamic agent load , in some cases with different encryption , sequencing or obfuscation for the new agent code . In some embodiments send message to UI and either suspend device , place on SPAN , place on 
watch list , place on further action list or place on quarantine network . In some embodiments send error message to human interface for 

troubleshooting . 

* * * 

Sheet 54 of 106 

* * * * * * * * * * * * * * * 

wwwwwwwwwwwwwww 
wwwwwww 
wwwwwwwwwwwwww 
w wwwwww 

w 

w 

wwwwwwwwwwwwwwwww 

* * * * * * * * * * * * * * * * * * * KRANLAMINAMY 

LLANMANINANANANANLAR 

US 10 , 321 , 320 B2 

LXXXXXXXXXXXXXXXXXXXXX 
FIG . 28B 



wwwwwwwwww 

www 

www 

? ??????????????????????????????????????????????? 

XXXXXXXXXXXXXXXXXXXXXX 
LUX 

U . S . Patent 

wa 
wwwww 

???????????????????????????????????????????????????????????????????????? 

Jun . 11 , 2019 

Storage of service processor Secure memory violation or Service Identify the entity that has gained access to the Service Processor if 
software in secure memory Processor stored in non - secure possible and eradicate . In some embodiments repair any compromised 

memory 

agents with dynamic agent load , in some cases with different encryption , sequencing or obfuscation for the new agent code . In some embodiments send message to Ul and either suspend device , place on SPAN , place on 
watch list , place on further action list or place on quarantine network . In some embodiments send error message to human interface for 

troubleshooting . 
Detection or removal of software Unauthorized software is detected . Initiate or install and initiate eradication software . Block traffic from the 

thought to be harmful to Service 

suspect entity . In some embodiments if software can not be eradicated or 

Processor operation . 

blocked , then send message to UI and either suspend device , place on 
SPAN , place on watch list , place on further action list or place on 

quarantine network . In some embodiments send error message to human 

interface for troubleshooting . 

Recording and reporting of Unauthorized software or malicious Same as above . 

software loading signatures , network activity is detected 

software activity signatures or network activity signatures for later identification of threat sequences . 

Implement critical Service Re - installation function alerts that identify the entity that has gained access to the Service Processor if 

Processor soitware as a 

Re - installation has been required . possible and eradicate . In some embodiments send message to Ul and 

self - refreshing program that resists Continued re - installations or failure either suspend device , place on SPAN , place on watch list , place on further 

corruption by running self - audit to re - install alert increases severity action list or place on quarantine network . In some embodiments 

and reinstall processes such as of wamings . 

send error message to human interface for troubleshooting , 

placing audit function in 
inaccessible memory or OS 

functions or bios Encrypted agent code 

Code check , agent query - response , In some embodiments repair any compromised agents with dynamic agent agent self check or other agent load , in some cases with different encryption , sequencing or obfuscation 

configuration check discovers error for the new agent code . In some embodiments send message to UI and 

in code encryption 

either suspend device , place on SPAN , place on watch list , place on further 

action list or place on quarantine network . In some embodiments send 
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error message to human interface for troubleshooting . Identify the entity that may have gained access to the Service Processor if possible and 

eradicate 

Obfuscated agent code 

Code check , agent query - response , Same as above . 

agent self check or other agent configuration check discovers error 
in code obfuscation 

Unique agent identification Agent is discovered to have an Same as above . 

numbers and signatures 

incorrect ID , or fails signature 

Secure agent communication bus Agent communication bus 

Same as above . 

monitoring discovers unauthorized communication or other 
unauthorized access to one or more 

agents is discovered 
Agent level message encryption Agent is found to be communicating Same as above . 

without the required level of agent communication encryption 

Service control link message level Unauthorized communication traffic In some embodiments repair any compromised agents with dynamic agent 

encryption 

is discovered on service control link load , in some cases with different encryption , sequencing or obfuscation 

for the new agent code . In some embodiments send message to UI and 
either suspend device , place on SPAN , place on watch list , place on further 

action list or place on quarantine network . In some embodiments send 
error message to human interface for troubleshooting . Identify the entity that may have gained access to the Service Processor if possible and 

eradicate . 

Service control link transport layer Unauthorized communication traffic Same as above . 

encryption 

is discovered on service control link Agent communication access Unauthorized communication is Same as above . 

permissions 

discovered with one or more agents 
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Partial List Partial Description of Functionality Example 

Example Authorization Level Required 

of Example 

to Implement Embodiment 

Service Policy Functionality Embodiments 

Various embodiments block traffic associated with one or more of user , network Basic authority to pass or block traffic for access 
Downstream address identifier , application , content or data type , type of network , central control , authorization , ambient services , or plan 
or upstream I provider , transaction provider , or transaction type . Typical but non - exhaustive specific services typically may be provided by the 

traffic examples of command usage are access control prior to authorization , access user when they acknowledge the service plan control policy limits as defined by service plan or special device type , access agreement Authorization to block traffic access control for ambient activation services , access control for error handling or as part of controlling user service costs typically access control for tamper prevention . This command may be implemented in may be provided by the service plan agreement 

instantaneous policy implementation mode or adaptive policy control mode . options the user chooses to manage cost or may 

be provided when the user acknowledges the limitations in the Ul notifications . 

Pass Various embodiments allow traffic associated with one or more of user , network Same as above . 

downstream address Identifier , application , content or data type , type of network , central 
or upstream provider , transaction provider , or transaction type . Typical but non - exhaustive traffic examples of command usage are access control prior to authorization , access control policy limits as defined by service plan or special device type , access control for ambient activation services , access control for error handling or access control for tamper prevention . This command may be implemented in instantaneous policy implementation mode or adaptive policy control mode . 

Limit 

Various embodiments limit maximum data rate for traffic associated with one or Authorization to limit data rate for all traffic or a 

maximum more of user , network address identifier , application , content or data type , type of subset of traffic typically may be provided in the data rate network , central provider , transaction provider , or transaction type . Typical but options the user specifies for how to limit potential 
non - exhaustive examples of how this command can be implemented include or actual service plan usage or cost overages . For 

limiting data rate to the device according to service plan ; limiting data rate by example , one user may choose to have no limits 

network address identifier , application or content type for the purpose of 

and be notified when service usage is over or 

implementing a tiered garden ; limiting data rate in to different levels according to about to go over , while another user may choose 
the type of access technology used by the present network connection ; limiting to allow traffic control sufficient to keep service data rate to different levels according to the service provider for the present usage under the service plan limit without any 

network ; or limiting data rate according to an agreement or lack of agreement with notification . 
a transaction provider . This command may be implemented in instantaneous policy implementation mode or adaptive policy control mode . 
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? ? ? ? ? ? ? ? 
Successive limitation 

? 

Provides capability resident on the device to analyze device or user traffic statistics Authorization to analyze traffic for local device to determine how to implement adaptive policy control or how best to assist the service policy control purposes or 911 service 
user with notification messages . In some embodiments it is important to perform typically may be provided for in the basic service traffic analysis locally on the device to reduce network chatter with the Control contract . Authorization to transmit a complete or Processor or to maintain user CRM privacy levels by not sharing sensitive raw filtered version of the traffic analysis to the traffic usage history needed to determine implementation of less sensitive service Service Controller typically may be provided control policies . Typical but non - exhaustive examples of command usage are under user selected options in the service plan 

analyzing traffic usage statistics or patterns to determine compliance with service contract . 
plan limits ; analyzing traffic usage statistics or patterns to determine likely future compliance with service plan limits ; analyzing traffic statistics or pattems to categorize usage according to network address identifiers , applications , content types , network types or central providers ; analyzing traffic demand vs . usage statistics or patterns to determine if user may be better served with another service plan ; analyzing traffic statistics or patterns to identify potential tamper threats . This command may be implemented in instantaneous policy implementation mode or adaptive policy control mode , but adaptive application of the analysis results is 

typically associated with adaptive policy control mode . 

Provides capability to begin with one limit on access or data rate according to a set Authorization to limit data rate for all traffic or a 
of defined service usage trigger criteria , to further limit access or data rate subset of traffic typically may be provided in the according to said criteria , and then to successively remove limits according to said options the user specifies for how to limit potential criteria . In some embodiments this function provides for service usage that starts or actual service plan usage or cost overages . 

at a given level for one or more service aspects , but as said service aspect exhibits For example , one user may choose to have no 
usage that potentially threatens an overage on service plan limits then the level of limits and be notified when service usage is over service for said service aspect is reduced successively until the threat of service or about to go over , while another user may plan overage is reduced or eliminated . In some embodiments , the limits on service choose to allow traffic control sufficient to keep 

level for said service aspect are eventually removed either all at once or 

service usage under the service plan limit without 

successively over a specified time period or set of time periods so that the limits on any notification . 

service level for said service aspect are eventually removed if the service aspect is 
used less vigorously for a period of time . In this type of embodiment the projection for future service usage by a given service aspect is assisted by the analyze traffic statistics funcion . As a more specific example , the service aspect may be a URL address that is popular with the user and demands a high service consumption , and the data rate allowed to that URL may start at a relatively high level when the user first begins to surf and as long as the surfing session is finished quickly there is 

never a reduction in service level , but if the user surfs for a longer time so that service usage begins to threaten plan limit overage , the data rate allowed to that URL is successively reduced the longer the surfing session occurs . Continuing this 
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example embodiment , if the URL is not visited for a defined period of time then the 
data rate limitation may be removed in steps over multiple pre - defined time periods , or may be removed all at once back to the initial data rate established in the service policy for that URL . Other specific embodiment examples include email 

download or upload data rate ; download or upload rates for certain types of file 
transfers ; or download or upload rates for a given network access technology or central provider . This command is associated with adaptive policy control mode for the Service Processor . In more advanced adaptive embodiments , the policy control system first identifies those service aspects that are consuming a large percentage of the service usage and then begins to successively limit service level only for 

these highest usage service aspects so that all other service aspects that are not responsible for potential service plan limit overage continue to receive relatively high service levels . In another embodiment , some high usage service aspects may 
be exempt or partially exempt from limitations in service level , as for example a . 

service aspect that is associated with a secondary source of service or transaction payment or that may be separately accounted for in the service plan usage 

reporting 

Limit email file Sets and enforces limits on email downloads . In some embodiments this can Authorization to limit data rate for all traffic or a 
transfers include use of the successively limit functionality . In some embodiments , this is subset of traffic typically may be provided in the 

accomplished by identifying specific email downloads or uploads and controlling options the user specifies for how to limit potential 
traffic for those traffic flows . In other embodiments , this includes interacting with the or actual service plan usage or cost overages . For email application to set download or upload file settings . This functionality may be example , one user may choose to have no limits implemented in instantaneous policy implementation mode or adaptive policy and be notified when service usage is over or 

control mode , with the more advanced functionality such as successive limitation on about to go over , while another user may choose email file transfers being implemented in the adaptive policy control mode . to allow traffic control sufficient to keep service 

usage under the service plan limit without any 

notification . 

Seek to Implements adaptive policy control in an attempt to manage service usage to reduce Same as above . 

manage service plan limit overages . In some embodiments there are successive limits on below service service level for overall traffic , or for the highest usage service aspects , with the 

successive limits being lowered until average service usage is projected to be below 
service plan limits . The algorithms that may be applied to achieve this adaptive 

service level limitation are quite varied and only a few are given here . In one embodiment , the service usage for the service plan period is projected using the analyze traffic functionality , and overall device data rate is successively limited until 
service usage is projected to be below the service plan limit . In another 
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embodiment , the analyze traffic functionality is used to identify those service 
aspects that are causing the majority of the service plan usage , and then each of 

those service plan aspects are limited using the successive limitation functionality , with the service level limitations being based on the traffic usage patterns and 
specific application scenarios for each service aspect . For example , in some embodiments the service aspects that are creating the most service usage are subjected to more service level limitation than service aspects that are creating less service usage . Service usage may be defined as usage of a raw service 

measurement such as total data consumption , files downloaded or time spent on 

network , or it may be translated into an economic measure using the lookup 

service cost functionality . In some embodiments , the period of time elapsed in the 
service accounting period is taken into account in determining . . . 

Synchronize Synchronizes service usage counters on device from time to time to minimize P rovided for in the basic service agreement . 

service usage service accounting errors between the device data base and the central billing data 
counters base . In some embodiments this is a part of the Service Processor heartbeat 

communication system that need not happen every heartbeat . In some embodiments this occurs with a request for update by the device to the central 

billing system or to a server function in the Service Processor 

Lookup Provides a data base of service usage vs . cost for each type of service offered on Same as above . 

service cost the device . Provides for a lookup function of service cost . 

Convert Uses the service cost vs . usage lookup function to transform one or more service Same as above . 

service usage usage aspects to one or more service cost aspect . One example embodiment 
to service provides a service cost measure for one specific aspect of service usage , for 

cost 

example total data consumed over a period of time . Another example embodiment 
provides a total service cost measure for all service usage over a period of time . Notify user of Sends a notification message or screen to the Ul to inform the user that the one or Same as above . 

service more aspects of service usage has exceeded the specified limits of one or more overage service plans . In some embodiments , the user notice is a pop - up window and in 
some embodiments there is a continuous display on a small gauge in main screen . Project Uses the analyze traffic functionality and projects an estimate of what the traffic Same as above 

service usage usage will be at the end of a service plan measurement interval if the service usage 
does not change . In some embodiments the projected service usage is made based on assuming the average service usage per unit time in the present service plan measurement interval does not change for the remainder of the service plan 

measurement interval . 
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Notify user of Performs a service cost estimate based on one or more aspects of service usage Provided for in the basic service agreement . 

service cost and informs the user that the one or more aspects of service cost has exceeded the 

overage specified limits of a service plan . In some embodiments , the user notice is a pop - up window and in some embodiments there is a continuous display on a small gauge 

in main screen . 

Notify user of Uses the project service usage functionality to determine if the service usage is Same as above . 
usage projected to go beyond the service plan limit , notifies the user if the projected behavior likely usage is over the service plan limit for the service plan measurement interval . In to run over some embodiments , the user notice is a pop - up window and in some embodiments service usage there is a continuous display on a small gauge in main screen . In some 

embodiments the projected service usage is made based on assuming the 
average service usage per unit time in the present service plan measurement interval does not change for the remainder of the service plan measurement 

interval . 
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wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww Notify user of Uses the project service usage functionality to determine if the service usage is 
projected to go beyond the service plan limit , uses convert service measure to 

behavior likely service cost functionality to estimate the service cost of the projected service to run over overage , noi?es the user if the projected cost is over the service plan cost cost limit associated with the service plan service limit for the service plan measurement 

interval . In some embodiments , the user notice is a pop - up window and in some 
embodiments there is a continuous display on a small gauge in main screen , in 

some embodiments the projected cost is made based on assuming the average service usage per unit time in the present service plan measurement interval does not change for the remainder of the service plan measurement interval . Project user Uses the project service usage functionality to determine if the service usage is 
service cost if projected to go beyond the service plan limit , uses convert service measure to 

usage service cost functionality to estimate the service cost of the projected service behavior overage , notifies the user of what the projected cost will be if the service usage 
continues behavior remains the same . In some embodiments , the user notice is a pop - up window and in some embodiments there is a continuous display on a small gauge 

in main screen . In some embodiments the projected cost is made based on 
assuming the average service usage per unit time in the present service plan measurement interval does not change for the remainder of the service plan 

measurement interval . 
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Limit access Uses the project service usage functionality to determine if the service usage is Authorization to limit data rate for all traffic or a 
likely to cause projected to go beyond the service plan limit , if the service usage is projected to go subset of traffic typically may be provided in the overage and over the service limit , notifies the user that limits are being applied to keep service options the user specifies for how to limit potential 

notify usage or cost under the service limit , applies limits to various aspects of service or actual service plan usage or cost overages . For 
usage to bring down usage so that projections are within service limits . In one example , one user may choose to have no limits embodiment , the seek to manage below service limit functionality is used . and be notified when service usage is over or 

about to go over , while another user may choose to allow traffic control sufficient to keep service usage under the service plan limit without any 

notification . 

Require Requires the user to acknowledge a notification of potential service or cost Provided for in the basic service agreement . 

acknowledgm - overage or a notification of an option to limit the service overage or cost of service 

ent of overage . 

notication 

Log or report In some embodiments , the user acknowledgment of notification is stored , or sent Same as above . 

acknowledgm - to the Service Controller , or stored and later sent to the service Controller . 

ent of notification 

Notify user of Notifies the user of options to extend the service plan limit before reaching the Same as above . 
service plan service plan limit . In some embodiments , accepts user input on which service plan options prior extension option if any the user wishes to accept . In some embodiments , notifies to running the billing system when the user has accepted a service plan extension option . 

over service usage limit 

Notify user of Notifies the user of options to extend the service plan limit after reaching the Same as above . 
service plan service plan limit . In some embodiments , accepts user input on which service plan options after extension option if any the user wishes to accept . In some embodiments , notifies running over the billing system when the user has accepted a service plan extension option . 

service usage 
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Time of day variations 

Same as above . 

Each of the functionalities for traffic control , service cost , service limits may be 
| modified with a time of day variation so that the values used are different for 

different times of day . 
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Access control List of service usage activities that are enabled . 

enable list 

Authorization restricted to service controller , VSP 
or other network function with proper credentials to access the control data base . 

U . S . Patent 

Access control List of service usage activities that are blocked . 

Same as above . 

XOXXXIX 

Jun . 11 , 2019 

User service Provides the user with a list of options for how they would like to control service In some embodiments Ul screens and scripts are 

control option usage or service cost . 

defined by the UI agent software version and access to modifying this software is restricted to service controller , VSP or other network function with proper credentials to access the Ul data base . Some embodiments call for the Ul screens or Ul screen content to be generated by the service controller , VSP or another network function ( e . g . service usage notification gateway 
or billing system ) and in this case access is restricted to service controller , VSP or other network function with proper credentials to access the Ul pass through screens . 

User service Provides the user with a list of options for how they would like service notification In some embodiments Ul screens and scripts are 
notification information to be displayed . In some embodiments provides the user with the option defined by the UI agent software version and 

option to turn off one or more aspects of service notification . In some embodiments the access to modifying this software is restricted to preference user is not allowed to tum off notification for service usage events that require user service controller , VSP or other network function 

decision or acknowledgement . 

with proper credentials to access the Ul data base . Some embodiments call for the Ul screens or UI screen content to be generated by the service controller , VSP or another network function ( e . g . service usage notification gateway 
or billing system ) and in this case access is restricted to service controller , VSP or other network function with proper credentials to access the UI pass through screens . 
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??????????????????????????????????????? 
User CRM or Filters the device and / or user information that is being collected before it is In some embodiments this is not accessible by 

service usage reported to the network to maintain the desired level of user privacy . In some the network and only may be modified by the 
monitoring embodiments the user defines preferences on user privacy that are used to define user . In other embodiments it may be read but 

filtering option the filter settings . 

not written by the network and in this case 

preference 

authorization is restricted to service controller , 
VSP or other network function with proper 

credentials to access the filter settings data base . 
In some embodiments the network is allowed to change the CRM filter settings and in this case 

Authorization restricted to service controller , VSP 
or other network function with proper credentials to access the CRM filter settings data base . 

Service usage A record of service usage billing events . In some embodiments this record is in some embodiments authorization restricted to 
billing event transmitted to the billing server or another network function to aid service billing or service controller , VSP or other network function 

record billing reconciliation . 

with proper credentials to access the biling data base . In some embodiments the user is allowed 
to read but not write the data base . 

Bill by account The bill by account embodiments provide for service billing to accounts different In some embodiments authorization restricted to 

than the main user account , for example tracking network device chatter that is not service controller , VSP or other network function desired to be billed to the user , transaction partner access costs that are shared with proper credentials to access the biling data with or billed to the transaction partner , ambient service cost tracking , tracking base . In some embodiments the user is allowed 

temporary account costs , etc . 

to read but not write the data base . 

Central billing Billing event tracking and reporting associated with the central provider open billing In some embodiments authorization restricted to 
transaction embodiments . Some embodiments include generation of billing certificates or service controller , VSP or other network function 

and event receipts . In some embodiments the device may serve as a billing feed . 

with proper credentials to access the billing data 

recording 

base . In some embodiments the user is allowed 
to read but not write the data base . 

Service owner Function that allows a portion of the device credentials to be programmed to In some embodiments authorization to write the 

registration or indicated the VSP . 

device is restricted with security signatures or 

re - registration 

other security methods to the VSP and possibly the central provider . Some embodiments involve provisions to report to a network function when the VSP settings are changed or the software is uninstalled . Other embodiments involve restoring VSP settings or software i? removed . 

wwww 

Sheet 78 of 106 

WRIDUUUUUUUUUUUUUUU 

US 10 , 321 , 320 B2 

FIG . 42H 



vvvvvvvvvvvvvvvv wwwwwwwwwwwwwwwwwwwwwwwwww 
vvvvvvvvvvvvvvvvvvvv 

wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww 
vvvvvvvvvvvvv 
vvvvvvvvvvvvvvvvvvvvvvv 
vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv . 

U . S . Patent 

ww 

wwwwwwwwwwwwwwwww 
wwwwwwwwwwwww 

w 
Wei 

Jun . 11 , 2019 

www 

Credentials Function that provides for swapping of credentials , for example temporary Authorization restricted to service controller , VSP 

swap credentials to permanent credentials . 

or other network function with proper credentials to access the credentials data base . 

Function that provides for swapping the account information , for example Authorization restricted to service controller , VSP 

information temporary account to permanent account . 

or other network function with proper credentials 

swap 

to access the activation service profile data base . 

Configure or Function that provides for service processor programming for all the information Authorization restricted to service controller , VSP 
re - configure that defines the service profile , device credentials , VSP and other necessary or other network function with proper credentials 

service proce - parameters , 

to access the service profile data base . 

ssor for new device service 

Ambient Function that provides for service processor programming for all the information Authorization restricted to service controller , VSP 
service profile that defines the ambient service profile , device credentials , VSP and other or other network function with proper credentials 

definition necessary parameters . 

to access the ambient service profile data base . 

Analyze VSP function to analyzer service usage statistics for a device , defined group of Authorization typically restricted to service 
service usage devices , defined group of service plans or service profiles , defined group of users controller , VSP or other network entity with the 

statistics or other groupings . 

credentials to access the service usage history 

data bases . 

Dry lab test Allows simulated testing of draft service profiles and / or service plans against Authorization typically restricted to service 

new service device usage statistics for a defined group of devices or users or service profiles , controller , VSP or other network entity with the policy or against simulated device service usage behavior . Some embodiments show the credentials to access the service usage history 
estimated profitability of proposed service profile and service pian . Some embodi - data bases . 

ments allow decomposition of the service usage statistics to identify the user group service usage activities that may be modified by changing the service usage contr ol policies or made more profitable by changing the service plan billing policies . 

Beta test Function that provides for service processor programming for all the information Authorization restricted to service controller , VSP publishing that defines the service profile device credentials , VSP and other necessary or other network function with proper credentials 

system parameters for a beta test device group . 

to access the service profile data base . 

Publish new Function that provides for service processor programming for all the information Authorization restricted to service controller , VSP 
service that defines the service profile , device credentials , VSP and other necessary or other network function with proper credentials 

parameters for a production device group . 

to access the service profile data base . 
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Roaming Function that surveys available roaming service partners , looks up the billing rates Authorization to modify the policies typically selection for the partners , and displays to the user the set of choices and billing rates . In restricted to the VSP or other entity responsible service some embodiments the roaming partner billing rates for one or more roaming for managing the roaming service . 

partners are applied to a typical user service usage scenario for the purpose of 

estimating possible projected roaming costs and displaying those costs to the user . 

In some embodiments the roaming data is stored locally on the device and 
periodically updated with network refreshes , while in other embodiments the data base is looked up at the time of service . In some embodiments , the user is asked if they would like to modify their service usage notification or control profiles to save roaming costs and if the user responds yes they are provided with a set of options 

for changing service usage notification or service usage control policies . 
Roaming Provides a service usage estimate to the user while roaming . 

Same as above . 

usage count 

Roaming cost Provides a service cost estimate to the user while roaming . 

Same as above . 

Jun . 11 , 2019 

service Roaming policy control service 

Provides the user or VSP with the capability to switch service usage notification or Same as above . 

service usage control policies while roaming . Some embodiments provide for restrictions to roaming carrier options . Some embodiments provide policies based on carrier chosen . Some embodiments provide policies based on the service cost for carrier chosen . Some embodiments specify preferred roaming lists that may be 

different than the central provider roaming list . 

Provides the user or VSP with the capability to switch service usage notification or Authorization to modify the policies typically 

service usage control policies depending on which network the device is 

restricted to the VSP or other entity responsible 

connected to . Some embodiments provide for restrictions to certain network for managing the network selection policies . 

options . Some embodiments provide policies based on network chosen . Some embodiments provide policies based on the service cost for network chosen . 
Some embodiments provide for a network connection preference list . 

Switch 
policies for new network 
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