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comprising the Dl{ffi?red content for delivery on the secure 
message link maintained beti•,:een the message link .W.'J'Per 
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one if the wireless end-user devices," . .............................. 56 
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.,,,,._,p,• -~.-,,;, --I,, ;,,·::,r,; frj,n,,.,1•,· fi;;r rl1,;, n1·1,'-'l' '}rt"·' ,;;· tf-,,._, l"iJ•,.,f:;c,;; 
:1.~- . .)1_"t{,t5-.;,. eAt-!iYt-,)· h ,1/5.:.~~- 13_ {. 1/ .-.;.. 5 ·t.✓ .l <.. A,✓ <..j. l~- ·~-1/ "-ut-\...,,_ 

end-user devices has occurred, ;,rhereinfor at ieast smne of 
l'l·•·> r·,--.,,;,.,,,-1 n·.>tV!(j'f'l, ola1·001>t' 1·0on·ao·,-,,· ,~fu •.. ,.-.,,int' --;-f,•01c•l·• ::t'. . t'.l.-~,,,::ve~.-i .it:: .. ~ . ,,., ~,,, 'l,..,r;,.,, ,r;,..,1_-il, t:)<.>13, .::e r t'.,t;,.,::1_. C.J l,,,.,.:: 

a message l~v the message b1rfler :,ystem is not a message 
delivery trigger, and for at least one of the message delive1y 
i'r1-rn,:>r,: tho t1·1'0·-r•.>r i p 1·•11 '}"('lil7'Yt'V••.> nf· (.'l' 1·«;,·1>1-J"J'-,,•,;n,·»,,· 1:"!-l'..',1,,.-, •-1 •. , ..... bl:"!-t.✓ .1/,_) ~/.. { t_,., ✓ Vol • -.;,. ['1,,-t.,; ·-: ~., ~/.·-~-·· .._,,: { ,(._•l/,_ 

event -,,;,ith tirne--critical rnessaging needs, and' ............................ 58 

g. I [fl "upon determining that one i?f the message delivei)1 

triggers has occurred the logic further to supp(y one or 
more messages comprising the h1fffered comenf w the 
transport services swckfor delivery on the secure message 
link maintained between the transport services stack and a 
device link agent on the gfren one ql the wireless end-user 
devices." ........................................................................................ 59 

2. Claim 2 --- "an encryptfwiction to encrypt the one or more messages 
supplied to the transport services stack fbr de!ive1y on the secure 
message link maintained between the message link se1Ter and the 
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···················································································································60 

3. Claim 3 - "the encrypted one or more messages are fran~ported fo 
the device link agent on the given one of the wireless end-user 
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devices using one or 1non: of encryption on the transport services 
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the device re.~pective sojht'are component has requested delivery, 
the network server system using the interface to a nenvork to deliver 
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message link maintained bet.,veen the message link server 
and a devu;e link agent on the given one of the ,nreiess end-
user devices." ................................................................................ 67 

Ground 3: The Cornbination of R1!frnaster and Shenjteld and/or Knov-:ledge 
a PHOSITA (as Evidenced by Distributed ,~vstems and/or Computer 

Networks) Render Obvious Claims 1-3, 5-7., and 9-1.5 ... 67 

l . Claim 1 ...................................................................................................... 68 

a. I [PRE] "A message lmk server comprising:" .... .................... 68 

b. l [a] "a transport serFices stack to maintain a re5pectiFe 
secure m.essage iink through an internet network between 
the message link server and a respective device link agent on 
each o/a p!uralizv {</H:ireless end-user devices,'' 

c, l [bl "each of the wireless end-user devices comprising 
multiple sqf(ware components authorized to receive and 
process data fom secure m.essage iink messages recen,ed 

...... 68 

71 
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d. l [c] ''an intetjace to a network to receive network element 
messagesJfom a plurality of network elements, the recefred 
network element rnessages cornprising respective message 
content and requests for delive1y of the respective message 
content fo respecth 1e -wireless end-user devices, the 
respective message content induding data for, and an 
ident{fication rf a respectfre one of the authorized software 
components'' . . 

e. 1 [d] ''a message biiffer 5ystem including a 1nemmy and logic, 
the memory !o bf[/er content _kom the received network 
element rnessagesfbr '>Vhich delive1y is requested to a given 
one of the ,i'ireless end-user devices'' . ... _ ................ _. 

[ 1 f e 1 '' the logic to determine v,d1en one cj" a plurality {f 

!--nn,;«ao·e- ~e11··,e•''' l-,,jo·o·n,•«fi(V' f},e- o·t·.,_,,_., ·',;.> °'f th'-' ,i;f,··,ie,·, 6->;.,.,1....:.} ·c, . Ui, , ,, J , __,c,6>;.,.,l :.} ., ..., ; . c, Yt::tt t/',__,1,,... t,:, l>.;'., i • ..,l ,t;.., ,u ... 

end-user devices has occurred wherein for at least some cf 
the received net'ivork elunent 1nessages, the recei;n of such 

' ' l (1", f • f a message DJ' !ne message ov-11er sys.em IS no, a message 
delivery trigger, andfor at leas! one qlthe message deb very 
tri_,:r17ers, the trhu_,,er is an occurrence or an as1nchronous 

,;__');:'.} C,.__..,, J J 

en:nt wifh time-critical messaging needs-, and' . .. 

g. l [fl ''·upon determining that one of the message delfreJy 
!riggers has occurra!, the logic ./lfrther fo supply one or 
more messages comprising the buffered content to the 
transport serFices stack.for delivety on the secure message 
lmk maintamed between the transport services stack and a 
device link agent on the given one qf the ,1v·ireless end--user 
l.ievice.s·. ''.' 

Claim 2 --- ''an enuyptfunction to enCl:J'J?t the one or more messages 
supplied !o the transport services .wackjbr deliPETY on the secure 
message link rnaintained between the message iink server and the 
de1'ice link agent on the given one of the H'ireless end-user devices" 

Claim 3 ''the encrypted one or more messages are transported to 
the dei·ice link azenf on the zfren one o1 the wireless end-user {_' {_' .J 
devices using one or more of encryption on the transport services 

·-·- 71 

,,.,, 
... - . ! L 

74 

75 

stack, lP (internet Protocol) layer eno:Jption, and tunneling.,-,._ _ .. 75 

4. Claim 5 --- "wherein the transport services stack isfurther to receive, 
over each o.f the re5pective secure message links, upload messages 
_f(.)'''j?/·n·(i''(ih,1: t·i,'{')I ~-.r,:f('V';,YOi1·11,r: .·Jy\~;('"Y J:nf~ .·"Vf>('?nt,·fi·--)n,1 (lf f":/'l\,'t ;·,; ,-~~hi.'u:i J- ! r ,.<, ·" - . ...,. .t,,_, <0,-1vi-<,< "ui, '-i, ,_/ Ii u,,sc-., '',,' "· -· <,,_, ___ - ,/. ---"'--•"" 

qf the device software components, each q( the upload messages 
identifying a corresponding one qf the network elements to which 
the device re,~pective sojht'are component has requested deiivery, 
the network server system using the interface to a nenvork to deliver 

X 
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5. 

content from the u;Jload messages to the respective identUied 
neni,ork elements.,. . ..... 

Claim 6 --- "·wherein at least one of the one or more messages few 
delfreJy b.v the transport senices stack compnses multiple 
idermjte1:'data pairs." ...................................................... . 

6. Claim 7 ---- ''the device messaging agent on at least one of the ;,rireless 
:;y,··!-","-'r ,;01•100.,• fi;r,'1'·,,:,1• {') ,· •• ,,,;/,i,;, '1'·w r:><·rw···fi1•:; W.'(''t'''-' j·-·d•.>r··u' t,. <,{,; t?.,_ t.✓ . u-.., V t_,,.._, ,_ • : 1/! ( :.;::. .{ !t1 !.p,,~ (-.;,. ( :.;::. . ~ .... (,,_. -.;,.L • ( Vt- ,_H_; •VI "_,, !r:1,t_,, !d:, !. 

76 

76 

data message link to the transport services stack" ................................. . 

(! 
0. 

~·1 • l A ,, I . . • j 1·. j • • r, . . I' , j C aim _ u - ·ttw pen or. er t w tuner ts .1racfwna1ty snorter t 1an a 
maxinmm data message interval beyond which the secure message 
link is taken down.". . .. . . . . . .. . . . . .. . . . . .. . . . . .. ......... . 

9. (]ai111 11 ·--- ,:: (.lJte o.f t!1e nie,)·sct/5e c!elJ-velJ' triJJ,gers is tlte receipt ~-fa 
transmission on the re.\uective secure message linkjhJm the device 
link agent of the given one qf the ,,weiess end-user devices, or a 
response generated to a transmission receivedfrom that device link 
agent. " 

10. Claim 12 --- ''the tran.wnission is a heartbeat message generated by 
the gfren de;·ice link agent, or a request recefredfrom the gfren 

; ; 
,,,, l I 

device li11k ctgent_ ~'} ..................................................................................... 78 

11 Claim 13 --- "one (?/the message delivery triggers is the receipt o/a 
particular network element rnessage .frorn one cl the network 
elements. " . . . . . . . . .... 

l; Claim 14 ---- "one qf the message delive1y triggers is based on an 
amount of wireless nenvork data usage consumed !~y the given one 
qlthe wireless end-user devices.".. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79 

13. Claim 15 ........ . 

1-;_ r. nn L' 1 15 • , · • ' ' ' ,. • 1 • f a, - ,n;.__cJ, raJ ·'11 met11.oa cy opera/mg a message t1nK 
SeJTer. compnsmg: maintaining a respective secure 
message link through an Internet network between the 
rnessage !ink server and a re.~pective device link agent on 

b, 15[aJ "each qf the ••Fireless end--user devices comprising 
multiple .wftware components tmthori::ed to recefre and 

J >r,")· ,.-.,_, ,.,, ,f..•{'l frn,11 , .. .,,.,,,,"-' t"J"'O<'<,·,~.-,,:, f, nL- l"''-' 'i,''""(70 ,· !"'{-;'(_',:> i,w,J. 
_?. '. ~__.{,,,_,..._;, {,y{,{ .{,, • , _ • ,_ {,,-._,,!"/. {,; . :-._,,_),_,1,;{(~~- .Yl, (n (}i;_;,_(,~Aa-._,,_ .._ ~. [} '>;.' 

79 

...... 79 

;,fa a device link agent on that device;'' .............................. 80 

of network elements. the received network element messages 
comprising respective message content and requests for 
delivery qf the re.~pec!ive message content to respective 

Xl 
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wireless end-user devices, the respective message content 
including data for. and an identilf cation of, a respective one 
of the au!honzed software components:" .. ......................... 80 

d. 15[c] ''b1fflering contentfi·om the received net1vork element 
l ,7•.>,·w,(F-'\' ;;;r l"f·,;('t'' 1·1,;,lhv,1·1.i ,·,, 1···''lif•·'''f,.,(f f(} /> -r_ /:,,,.,,, (}J·JO r;f' • t,.,,_,....;>.,,-1,r,t,,1_ ,,. <.. ·~ 1< - r: ~At-1,. > ~- ,--· ...:J t,.,t).. t,.,,_,1,t,, ·- • - ,,,_,, !:.., > ~- : - .._, -~ 

the ',Vfre!ess end--user devices:" ..................................................... 81 

e, J 5[d] "deterrnining ·when one of a piurab~v <!I' tnessage 
,I,,j;15,,r,· fri<Tf,.,Y,<;; fo' r th·, (,Tf'Je;, r;,,e n.ffn' ·) 111 ir-,/o,;;,· Pn·I..••,;;0 1· .._4.._ .! .,..._ j/ t?!,Jj.:.•~ ...__ J . !V b' ~ -~5' ,.___.z • • '---;'j ,V ,1' •- V -;. . ._,1_J .._ '"{'"" vf._,I\:., 

devices has occurred, wherein for at least some of the 
l "·'('f.'j\'L'd n,:>1'v1,;,l, of,:;n;,;,l;t· 111•.><'W>(F>,· 1'n' •. , 1·0 c•,:>1'tJt nf' ,,.,,,h 1 ·• t,, --~- •i;_,, • <-:i,.- •• ~ <... ,.,, .._, .~ .... rtr:-.;. . • , • t,.,(,,Y-.-1,bt,,,_,~ . t,., .._, -1,,.- .r . ·-: ,_ {tt,-,., ~?. 

message is not a message delivety trigger. andf..0r at least 
fJru: cif- tl1e n1e5·sc-lge l.ieiiver:v tr(.r;;_,ter5·5 tfee tri._r; ... r;er is· en; 
occurrence of an asynchronous event ',V ith tirne--criticai 
1nessaging neecb;; and" .... 

f. l 5[el ''upon detennining that one of the message deiivny 
triggers has occurred supplying one or more messages 
.-,,;n1r11·1'\·1na ff,.,,:; h,,p;.,r•'(l .-.,;nfc.'f'' fr11· ,.-1,:>11'lWYli (}J·j tf·,o 'i,'•·'('"l'•.> !;,_,<._ ff(}-• /_ -"6 l,,(~,,, _.;;_!J./i;_;. I:,_,., I:,_,{ ,(.i;_;.l{.~ _ r;,_I{~, (,'1,,.,, •. / _ • j-._, ,_!;,_, ,,r,_;: I;,_, 

message link ,naintained between the message link server 
and a dePice link agent on the gfren one (?lthe wireless end-

. .... 81 

user devices.;; ............................................................ 8 I 

Ground 4: The Combination of RWmaster and Konstantinoi· and/or Klassen 
Render Obvious Clairns J-3., 5-7, and 9-15 82 

L Claim l ..... 84 

a. 

b. 

l [PRE] "A message link server comprising:" ............................... 84 

-i [·0 ·] "n r1•nr;,·r1r}r1' \'•·'r''1'r,;,p ,-fnc•k 1''} <->v•1·,··d•11'n /> r.,,·n,:>•-·ti>'-.> j .t-t >,.,l, 1/ >,.,l, ('}-· _. · 1_!;,_, V .._,,-.;,.,.) ,_ ,>,.,l,,, '\; .<._ ?i"t~/. (l,,t., >,.,l, . l;,,,,,_,f_.1,,,I;,_, •,1/ VI;,,,, 

secure mesSif,te !ink through an Internet network betv.·een 
the message link sen·er and a respectfre dePice link agent on 
each qla piurali~v of wireless end-user devices," ................... 84 

c. l [bJ "each ol the wireless end-user dePices comprising 
np•ft·11; 1,; ,.,.-,f,,.",,y,;, ('i-lj"'f}')YUn',· ,p•i1'·,r;••'7:;,:! f-_;- j'O(':>',v' "J•jfl :1.Ut, th,, 13vJ!.}o,t.i,, -.;,. ··-· Ht { .d,,, ,,!.1-1 uUt L!L,_.~,,,,t.{ l,e .._, .f;,!}.;::. u Yl 

process data .frmn secure message link messages received 

d. l [c] ''an interlace to a nefivork to receive network element 
messagesjt·om a pluralizy qf network eiemenfs, the recefred 
net,,vork element messages comprising respective message 
content and requests for de lil ny ol the respective message 
cornenf to respecave wireless end-user devu;es, the 
re.~pective rnessage content including data few, and an 
ident(ficadon (?!: a re.spectfre one q/the authorized software 

..... 86 

components: and' ........................................................ 86 

e. l ld] "a message bvjfer system including a memmy and logic, 
the rnernory fo b?ffler content .frorn the received network 
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element rnessagesfbr '>Vhich deiive1y is requested to a given 
one ef the ,i'ireless end-user devices''. . .... . . ..... . . ..... . .. . .... 87 

[ 1 f e 1 '' the logic to determine v,d1en one cj" a plv.raiity {f 

!··nn,•«a,Ye· ~e11··,e•''' l·,,j,;yo·n,•«fi(V' f},e· (Y[·.,.,,.., ·',;.> "f th'-' ,i;f,··,ie,·, 6->;.,.,1....:.} ·c, . Ui, , ,, J , __,c,6>;.,.,l :.} ., ..., ; . c, Yt::tt t/',__,1,,... t,:, l>.;'., i • ..,l ,t;.., ,u ... 

end-user devices has occurred wherein for at least some cf 
the received net'ivork elunent 1nessages. the recei;n of such 

' ' l (1", f • f a message DJ' !ne message ov-11er .sys.em IS no, a message 
delivery trigger, andfor at leas! one qlthe message deb very 
tri_,:r17ers, the trhu_,,er is an occurrence or an as1nchronous 

,;__');:'.} C,.__..,, J J 

en:nt wifh time-critical messaging needs-, and'. . . . .... 88 

g. i [fl ''·upon determining that one ef the message delfreJy 
!riggers has occurra!, the logic ./lfrther fo supply one or 
more messages comprising the buffered content to the 
transport serFices stack.for delivety on the secure message 
lmk maintamed between the transport services stack and a 
device link agent on the given one qf the ,1v·ireless end--user 
l.ievice.s·. ''.' 89 

·, Claims 2 .. 3 and 5•-6 .................................................................................... 89 

3. Claim 7 - "the devu;e m.essagingagentonat !east one offhe wireiess 
encf..user devices jirrther to initiate the respective secure internet 
data message link to the fran.spon services stack" . 89 

4. Claims 9-·14 ............................................................................................... 90 

5. Claim 15 ......... . 

a. method qf operating a message link 
server, comprtsmg: rnaintaining a respective secure 
message link through an Internet netvvork between the 
message link sen·er and a respectfre dePice link agenf on 

., 90 

each qla piurab~v of wireless end-user devices .. " ...... ............. 90 

b, l .5[aJ "each ol the ,1·ire!ess end-user de1·ices comprising 
n;,•ft·1,y 1,., ,.,..,f,,.",,y,;, ('i'lj"'f}')YUn',· ;p•i1'·•()'''7:;,:! f-_;· j'O(':>',v' /Hjfl :1.Ut,t!,._,, 13vJ!.}•l..,i,,-.;,. -vOt{.d..-A.1-1 uUtL!! . .,,_.~A-i l,e .._,.f;,!}.;::, UtYl 

process data .from secure message link messages received 

c. i .5[b] ''receiFing netH-'OT'k element messages from a plurali(y 
{~/network elements, the receiPed neHvork element messages 
com;Jrising respective message content and requests few 
delivety of the respective message content to respective 
wireless end-user devices, the re.~pective message content 
inciuding datafor, and an identification {f, a re.~pective one 
{~lthe authorized software components,'' ... .. 

d. 15[cJ ''hl({fering content from the received network element 
messages.for which delivery is requested to a given one of 

...... 90 

. .... 90 

the wireless end-user devices;"... . .... . . ..... . . ..... . .... . . .. . .... 9 I 
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llI 

JV. 
-,- T 

\!. 

e. l 5[dl "determining when one of a plurality of message 
delivery triggers f0r the given one o.f the 1'Vireless end-user 
•• f"Y\~;('"Y{· J-uH,.' ()"(''tl~~~y.·J "'l.,j.>i,'t?Y1>1n fi·-_;·•o (ti ;O(.i,;.-' ,·r·,11•> -_;f th•> Ui, ' · i-') i•>•.• . ,, · V ! i, '-<, > f <<-. ,_ • • { f . • i.. > ,_1 /. c) _f , <0 { ,/ · ,<, 

received netvv·ork e!unen! messages. the receipt of such a 
f-110<."'0()·0 ;,. fJ(j·{;, .,.,.,",'<YC,•;;, A-_,[;1•·.><·1• t:·in-a,,r •Yr•,-lfi:;·r ot f,,--,"i 

• ~✓ ..... }..,,:0i.;:., LY ..... ~ l"ilt'..},_-;~.t{_~t'. ~.-vf:: ,,i :.,',f;;( .Y . '6<-~e. 7 ~-t. i~✓-•. • ....~, t".i.i.".sl 

one qf the message debvery tnggers. the !rigger is an 
occurrence of an asynchronous event ;,vith tin-w-critica! 
messaging needs-,° and' . .. ............... 91 

f 15[e] ''upon determining that one of the message delivery 
triggers has occurred, supplying one or more messages 
co,nprising the Dl{ffi?red content for delivery on the secure 
message link maintained bet.-veen the message link server 
and a devu;e link agent on the given one of the ,nreiess end-
user devices." ................................................................................ 9 l 

G. Ground 5: Anv Combination of l-?it!m.aster and/or Sher{field and/or 
1{ons!an!inov·Klassen (as Discussed in Grounds 1--4) In Further 
Combination with Ellison Renders Obvious Claim 4. . . .. ............... 91 

H. Ground 6: .Any Combination of Rittmaster and/or She1?fie!d and/or 
Konstantinov•K.Jassen (as Discussed in Grounds 1-4) In Further 
Combination with C?ftee or Basso Renders Obvious Clairn 6.... . ...... . .... . . ... 93 

I. Ground 7: Any Cornbination of RWmasfer and/or 5'henfie!d and/or 
Konstantinov/Klassen (as Discussed in Grounds l -4) In Further 
Combination with Computer l'let1vorks, Rakic, or Dutta Renders Obvious 
Claim 8 ..... ....... ....... . ............. 94 

l Ground 8: Any Combination of Rittmaster and/or She1ifie!d and/or 
Konstantinoi·/K!assen (as Discussed in Grounds l-4) In Fwther 
Combination \Vith Ge/lens Renders Obvious Claim 14 ........................................ 94 

CERTIFIC/\TiON UNDER 37 C. F. R. § l.5 lO(B)(5). 

CERTIFICATION UNDER 37 C.F.R § 1 510(B)(6) 

CONCLUSION 

XlV 

... 95 
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EXHIBITS 

Exhibit references in this requesl refer to lhe exhibits identified in, and attached to, the 

Declaration of Dr. Sam Malek, which accompanies this request for exparte reexamination: 

Ex. A 

Ex.B 

Ex.C 

Ex. D 

Ex.E 

Ex. F 

Ex.G 

Ex.H 

Ex. J 

Ex J 

Ex. K 

Ex.L 

Ex.M 

Ex N 

Ex.O 

Ex. P 

Ex. Q 

Ex R 

U S Patent No. 9,615'192 

Curriculum Vitae of Dr. Sam Malek 

U.S. Pat. Pub. 2002/0023010 to Rittmaster, et al. ("Rittmaster") 

Andrev,,, S Tanenbamn and Maanen Van Steen., DistrihutedS'.vsternsi Prmciples 
and Paradigms (Pearson Education, 2d ed. 2007) (''Distributed 5,"ystems") 

Andrew S Tanenbaurn, Computer Networks (Pearson Education, 4th ed. 200}) 
("Cornpufer Networks") 

Headwater Research LLC v. Samsung Elecs. Co. Ltd., et al., No. 2:23-cv-00103, 
Claim Construction Order (Dkt 118) (ED. Tex Aug. 22, 2024) 

Samsung E'lecs. Co. Ltd, et al 1\ Head1vater Research LLC, No. [PR2024--00010, 
Petitioner's Rep!y lo Patent Owner's Response (Paper 16) (PTAB Dec. 18, 2024) 

SamsungE!ecs. Co. Ltd, etal v. Headwater ResearchLLC, No. IPR2024-00010, 
Patent Owner's Response to the Petition (l'aper 12) (PTAH Sept. 7, 2024) 

S'amsung E[ecs. Co. Ltd, et ai. P. Headwater Research LLC., No. IPR.2024-000 l 0, 
Patent Owner's Sur--Reply (Paper 19) (PTAB Jan. 23, 2025) 

U.S. Patent No. 7,082,615 to Ellison, et al ("Eilison"J 

U.S. Pat. Pub. 2009/0282256 to Rakic, et al. ("Rakic") 

U S Pat Pub 2002/0 l 86845 to Dutta<, el al. (" Duttd') 

U.S. Pat. Pub. 2005/0144294 to Gellens, et (" Ge liens") 

Excerpts of Original Prosecution History ofU S Patent No 9,615J92 

Amazon.corn Servs., LLC, et a!. v. Head\,t'ater Research LLC, No. IPR2026-00088, 
Petition (Paper l) (FL\B Nov. 10, 2025) 

li1rget Corp. ;,_ Headwater Research LLC, No. JPR.2026-00154, Petition (Paper 3) 
(PTAB Nov. 25, 202S) 
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Ex. S U.S. Pal. Pub. 2006/0129691 to Coffi.~e, et a! ("Co/Tee'') 

Ex. T lf S Pat Pub 2005/0108397 to Basso., et al. ("Basso") 

Ex. U Australian Pat Pub. AU 2007200530 to Shenfield, et aL ("Shen/fold''') 

Other than the excerpts of the prosecution history (Ex. P), and except as otherwise noted herein, 

all citations to exhibils refer to original page nurnbers found in the underlying document. and all 

emphases are added. The claim analysis and interpretations herein are made under the broadest 

reasonable interpretation standard, and in light of Patent Owner's litigation inteivretation of the 

claims. Requester reserves the right to advance different arguments in the district court, based on, 

for example, the Phli!ips standard. 
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t STATEJ'HENT UNDER 37 CJ(R § 1.5Hl(B)(l) POINTING OUT SUBSTANTIAL 
NK\,V QUES'HONS (H' PATENTAB[UTY 

Walman requests reexamination of Claims l --15 of the 'l 92 Patent (the "Challenged 

C!airns''). All grounds raise substantial new questions of patentability as neither the primary 

references nor the specific combinations of references presented herein were considered by the 

Office during prosecution of the' 192 Patent or during subsequent inter panes review proceedings. 

A summary of the grounds asserted in this reexamination request is provided bclmv: 

Ground No. Claims Grounds Presented Herein 

1 l<~, 5--7, 9, 11-- l 5 Anticipated by Rittmaster 

2 1-3, S-7., 9-15 Obvious in viev,1 ofRitfmaster + DisfnbutedSvsterns and 
Computer Networks 

3 l<~, 5--7, 9--15 Obvious in view of Rittmaster + 5,}wnfield 

4 1-3, S-7., 9-15 Obvious in vievJ ofRitfmaster and/or Shenfte!d (as in any 
of Grounds 1 •· 2) + Kons!an!inov and Klassen 

s 4 

6 6 

7 8 

8 14 

A. fo.trnducfom 

Obvious in view of any of Grounds J - 4 + Ellison 

Obvious in view of any of Grounds l -4 + Coffee or 
Basso 

Obvious in view of any of Grounds J - 4 + Cornputer 
Nenvorks + Ra/de or Dutta 

Obvious in vkw of any of Grounds J - 4 + Gel/ens 

The '192 Patent issued on April 4, 2017, froin U.S. Patent Application No. 15/2II,430 

(., h ··43" \ l' • .,. '. h · · t"'.I • J· ' 15 ,..,,,1,. d bl' • ' N' · ; ., "<f'1( "t e u /- pp 1cat1on }, wmc was i,ed on my . , LU (;, an pu isheo 011 1 :crvenwer .:,, D.J J. 

Ex. A., Cover. The '430 Application claims its earliest alleged priority to provisional application 

No. 61/207,739, filed on Febmary 13, 2009 Ex A, Cover at p. 2 

.Although the specification of the' l 92 Patent is lengthy, its support under 35 lJ.S.C. ~[ 112 

for the specific subject matter that it claims is questionable. l'viore irnporlantly for this request for 

reexamination is the fact that most of the disclosure is nothing more than an assembly of known 

server architecture and common -- in many cases required -- communication prolocols. In 
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particular, the claim language found in the 'l 92 Patent amounts to no more than a handful of 

features that were already known and required to enable a net\-vork server to cornmunicate \vilh 

laptops and cellular phones over existing internet connections before the earliest possible priority 

date of the '192 Patent 

For the various reasons discussed belo\v, each claim is anticipated or obvious in view of 

the prior art identified herein This request raises subslantial nev.: questions of patenlabi ! ily because 

none of the primary references were cited during prosecution, nor have they been cited or 

considered in subsequent IPR challenges This request also presents combinations of prior art 

references that have never been considered by the USPTO. 

R The '192 Patent and Prosecution History 

Although the specification is long, and includes more than 100 pages of figures, the vast 

majority the 'l 92 Patent identifies and describes basic network elements and architecture that 

\Vere well-known in the relevant time period Dedaration of Dr. Sam rv1alek C']Vialek Ded '')al~ 

34. The '192 Patent describes a "message link server [that1 maintains secure message links with 

device link agents on each of a p!urnlity of \vireless end-user devices.'' Ex A, /\bslract. The 

'·'message !ink server'' uses a" buffer'·, to store messages from network elements unti ! one of several 

triggers occur, such that messages may be buffered until the occurrence of a trigger other than the 

receipt of that message by the server fd. ln other words, when the message link server receives 

ceitain messages from the network directed to a particular end-user device, it holds those messages 

in a buifor unlit receiving a specified trigger that is determined by the server to warrant sending 

the message to the intended end-user device. JVIalek Deel. at~! 34. 

Claim 1 of the' 192 Palent is directed to a "message link server'' foal links "wireless end­

user devices" to a nenvork, as shown in Figure l below (l\falek Deel. at~[ 35): 

,., 
L, 
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As illustrated, end-user wireless devices such as laptop computers or rnobile phones rnay connecl 

to a central provider nenvork l l O through the internet. Ex. i\, Fig. 1. This nenvork is capable of 

cornrnunicaling 1,vith JG and 4G devices, and the same service conlroller 122 manages services for 

both sets of devices. Ex .. A. 12:13--59. 

Another disclosed network architecture of the' 192 Patent showTJ in Fig. 6 below., includes 

a 4G LTE and Wi--Fi overlay configuration (Ex. A, 23:32--38; J\;falek Deel. at ~136): 

3 
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In this illustration, the encl--user '<vireless devices 100 connect through an access transport network 

6 l 5 v.:ilh lhe central provider service controller 122. Malek Deel. al~[ 36 Sirnilar net\vorks are 

shmvn in Fig. 7 (in \.Vhich Wi--Fi connections can be replaced \Vith a femtoceH and the \Vi•-Fi 

rnodern can be replaced with a ferntocell modem) and Fig. 8 (which includes multiple \Vire line 

networks (e,g., Data Over Cable Service Interface Specification (DOCS IS) and Digital Subscriber 

Line Access Mulliplexer (DSLAM) wire line networks)). Id; Ex A, 24· 12-25:57. 

!n each case, the service controller 122 can control each of these end-user devices with a 

consistent service experience, for example, using different service profiles, service capabilities, 

and service profile cost options depending on which network the device is connected to and/or 

other criteria. Malek Deel. at ~ 36. For example, downloading a high definition mm,1ie may be 

allowed 'vvhen lhe service controHer 122 is managing service profile policies for a service processor 

115 residing on a DOCSJc'.,, device 100 (e.g., a computer or laptop connected to a cable modem), 

but not when the same service controller l 22 is managing service profile policies for a service 

processor 115 residing on a 3G device iOO (e.g, a smartphone connected to a mobile 3G net\vork). 

Figure 16 belmv i!!ustrates a typical end-user device 100, such as a laptop or mobile phone, 

in conununication with a network according to the' 192 Patent: 

··············································--·················· 
: -.,o. • •• •,O.• :.. t:;,:v~ Ga;fti{,R i:W:.?. C~;~;:Rofo'::-J%~: P;f.i: 
t ---------- ~ s~-:::.-X:~ 1'hffic Pl?~-:: Cvm~1:t:~1~:;~:1 ?&th 
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Here, the service processor l 15 includes a "Service Control Device Link" 1691 of the end-user 

device l 00 that links to a "Service Control Server Link'' 1638 ofthe service controller 122 through 

a "Service Control Link" 1653. Malek Deel. at ~1 37: Ex. A, 37:26--42:58. The service controller 

122 includes rnultiple servers (e.g., 1650,. 1652, 1654,. 1656, 1662}. all of which are coupled to the 

service control server link 1638. J',,;falekDecl. att 38; Ex. i\, 68: l9--20. The service control device 

link 1691 of the end-user device 100 is coupled to multiple device "agents'' (e.g .. , 1697, 1695). 

Shmvn below is another representation of the end-user device's service processor l 15, 

,vhich is linked to the service controller 122 of the network server via one or more layers of 

encryption: 

insi,ji 
Ser•,'i,;» 

Gor.tro:iei-

!S~·ti.<t-:;e Cb~tr~! 
S~:\l"~i 1._:nK / 

163S~· 

Malek Deel. at~[ 39, Ex. A, 89·11-90:4 As iHustrated,. the service controller 122 includes a 

''Transport Services Stack" 2420 for sending and receiving messages to and from the ''Transport 

Services Stack." 2410 of the end-user de,,,7ice JOO Malek Deel. at f 39. These rnessages may be 

framed and encr;pted by the service controller 122 for transport to the end-user device service 

processor 115 or recei,,,7ed from the end-user device sen,7ice processor JI 5 and subsequently 

decoded and unpacked by the server's service controller 122. Id !\ layer of encryption is 

implemented belo\v the transport services stack, for example, with IPSEC or another IP layer 

"t'Cr'iYl'l'nrJ \TlJN ')'' '"'l"'']1'r10 >Oi'_]·1<><YJ'" )';f,;,]ol, '),,('.] 'l' ~13CJ· c,. /~ ,8- 0· 16-19 1~11 ,-l't1..J'"S" ,.v<>r?, 'I,,, ..... ) ..:.- t ..._,, ~ _,_ ~ \.. ..._ ',.,~h-..i.J\.,'1,,.1 0 .. , ..... \c.H. ,.,.,, ]\E~:J\.'I,,,.:, 3 . .,,.,., . , f. t ! -- ,,, ! .LJA .-,<, . -· "' .... .-, J,,,, .-,)\_ t... 3. ~,L ,.,.,,_...., ,,,,..., .. ¼I 

\vell known before the applications that led to the '192 Patent, as evidenced by the explicit 

5 
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statement that the ''Transport Services Stack" 2420 provides "basic transport services" and can be 

"irnplemented \vith §famfa.rd §{'tu.re (ff opt~n Internet n.i,.>tvnwkin.g prnt.orol§,, such as TLS or 

TCP." J\;falek Deel. at ii 39: Ex. i\, 89:29--36 (emphasis added). A message received from server 

link element 1638 is associated with an identifier (e.g., "an agent first function iD 2528") and 

content (e.g., ''an agent first function message 2532") included on the communication. Malek Deel. 

Messages from the server's service controller 122 can be routed to an appropriate agent on 

the end-user device JOO by the "Service Control De,.,,1ice Link" 1691 based on the forniat of the 

message, which is shown in Fig. 25 below and includes an '"·Agent Function Iff' 2528 aiong with 

the message length 2530 and the message content 2532, as shmvn in the lo\ver half of the figure 

This \Vas a standard way of addressing messages long before the time that the applications that led 

to the '192 Patent \Vere med. Jd Comrnunications from the end-user device's service processor 

included an ''Agent ID" 2508 indicating from where the message originated. Ex. A, Fig. 25. 

Multiple inessages inay also be fnuned together in a single communication frame, each associated 

,vith a corresponding agent iD (as indicated by '·'Agent Function #i ID" through '·'Agent Function 

#N ID"). Id 

a. Claims of the '192 Patent 

Independent claim of the •• 192 Patent is a system claim and independent daim 15 is a 

inethod claim. Claims 2-14 depend frorn claim L The following chart lists the Challenged Clairns 

(i.e., daims 1-15), with the element-by-element breakdown used throughout the Request. 

6 
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Element# 

1 [PREJ 

Limitation 

A message link server comprising. 

a transport services stack to maintain a respective secure message link through 
an Internet net\vork betv,1een the message link sen,1er and a respective device link 
agent on each of a plurality \vireless end--user devices, 

1 fb] each of the \Vireless end--user devices comprising multiple software components 
authorized to receive and process data from secure message link messages 
received via a device link agent on that device; 

l[cJ an interface to a net\vork to receive network element messages from a plurality 
of network elements, the received net\vork element messages comprising 
respective message content and requests for delivery of the respective message 
content to respective \virdess end-user devices, the respective rnessage content 
including data for, and an identification or: a respective one the authorized 
sofhvare components; and 

1 [d] a message buffer system induding a memory and iogic, the memory to buffer 
content from the recei,.,,1ed network element messages for ,vhich delivery is 
requested to a given one of the wireless end'"user devices, 

l[eJ the logic to detem1ine \vhen one a plurality of message delivery triggers for 
the given one of the wireless end-user devices has occurred, wherein for at least 
some of the received network element inessages, the receipt of such a message 
by the message buffer system is not a message delivery trigger, and for at least 
one of the message delivery triggers., the trigger is an occurrence of an 
asynchronous event with time-critical messaging needs, and 

J[f] upon determining that one of the message delivery triggers has occurred, the 
logic forther to supply one or more messages comprising the buffered content to 
the transport services stack for delivery on lhe secure message link maintained 
between the transport services stack and a device link agent on the gi,.,,1en one of 
the wireless end-user devices 

Claim 2 

2 The message link server claim 1, further comprising an encrypt function to 
encrypt the one or more messages supplied to the transport services stack for 
delivery on the secure message link maintained bet'vveen the message link sen1er 
and the device link agent on the given one of the wireless ernJ.-user devices. 

7 
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Claim 3 

3 'The n1essage link server of clai111 2-; vvl1erein the encr~ypted 011e or 1nore 111essages 
are transported to the device link agent on the given one of foe wireless end-user 
devices using one or more of encryption on the trnnspon services stack. [P 

( internet Protocol) layer encryption, and tunneling. 

Claim 4 

4 The message link server of claim L \vherein the device link agent executes in a 
secure execution environment on at least one of the devices, and at least one of 
the software components executes outside of the secure execution environrnent 
on that device. 

Claim 5 

:s The message link server of claim 1, '.vherein the transport services stack is further 
to receive, over each of the respective secure message links, upload messages 
fon.varded by lhe respective device link agents from at least a subset of the device 
software components, each of the upload messages identifying a corresponding 
one of the network elements to ,vhich the device respective soft\vare component 
has requested deli very., the net\-vork server system using the interface to a netvJOrk 
to deliver content from the upload messages to the respective identified net\vork 
elernents. 

Claim 6 

6 The message link server of claim l, ,vherein at !east one of the one or more 
messages for delivery by the transport services stack comprises multiple 
identifier/data pairs. 

Claim 7 

1 The message link server of claim 1, the device messaging agent on at least one 
of the '>vireless end'"user devices further to initiate the respective secure Internet 
dala message link lo foe transport services stack 

Claim 8 

8 The message link server of claim 1, further comprising a secure server to provide 
secure authorization sign a lures to the given one of foe wirdess end-user devices,, 
the secure authorization signatures indicating the authorized soft\:vare 
components that are a!lmved to receive data from secure message link messages 
via the rnessage link server 
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Claim 9 

9 The message link server of claim i, \vherein one of the message delivery triggers 
is the expiration of a periodic timer. 

Claim 10 

10 The message link server of claim 9, wherein the period of the timer is fractionally 
shorter than a maxirnurn data rnessage interval beyond wliich the secure rnessage 
link is taken dcnvn. 

Claim 11 

11 The message link server of claim J, \vherein one of the message deJj,.,_,·ery triggers 
is the receipt of a transmission on the respective secure message link from the 
device link agent of the given one ofthe 'vvireless end-user devices, or a response 
generated to a transmission received from that device link agent. 

Claim 12 

l 2 The rnessage link server of claim l L wherein lhe lransmission is a heartbeat 
message generated by the given device link agent, or a request received from the 
given device link agent. 

Claim 13 

13 The message link server of claim l, wherein one of the message delivery triggers 
is the receipt of a particular netyvork element message from one of the network 
eleinents. 

Claim 14 

14 The message link server of claim L. \vherein one of the message delivery triggers 
is based on an amount of \Vireless network data usage consumed by the given one 
of the wireless end-user devices. 

i 5[PREJ 

Claim 15 

.A method operating a message link server, comprising: 

mainta111111g a respective secure message link through an Internet network 
between the message link server and a respective de·vice link agent on each of a 
plurality of \vireless end-user devices, each of the \virel ess end-user devices 
comprising multiple sofovare components authorized to receive and process data 
from secure message link messages received via a device link agenl on that 
device; 
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l S[b] 

15[ cj 

I 5[d] 

15[ ej 

receiving net\vork element messages from a plurality of network elements, the 
received network element messages compr1sing respective message contenl and 
requests for delivery of the respective message content to respective wireless 
end-user devices, the respective message content induding data for, and an 
identification c{ a respective one of the authorized softv,1are components; 

bui-Tering content frorn foe received network elemenl messages for 'vvhich 
delivery is requested to a given one of the wireless ernJ.-user devices; 

detennining \vhcn one of a plurality of message delivery triggers for the given 
one of the wireless end-user devices has occurred, wherein for a.t least some of 
the received network element messages, the receipt of such a message is nol a 
message delive1~i trigger, and for at least one of the message delivery triggers, 
the trigger is an occurrence ot an asynchronous event with time-critical 
messaging needs; and 

upon determining that one of foe message delivery triggers has occurred, 
supplying one or more messages comprising the buffered content for delivery on 
the secure message link maintained bet,veen the message link server and a de,/ice 
link agent on the given one of the \virdess end-user devices. 

As filed on July 15, 2016,. the singular, original claim of foe' 430 Application was broadly 

directed to a simple system comprising only (a) a processor to store device credentials and request 

access to a network using those credentials, and (b) a rnemory for providing instructions. See Ex 

Pat p. 211. Three days later, Patent Owner filed a Preliminary Amendment, cancelling the sole 

claim filed, and adding nnv claims 2-16, the scope of which significantly deviated from the 

original claim flied. Id at pp. 202-208. 

Around the time of filing its Prdiminaiy Ainendment, Patent Ov-:ner filed five (5) JDS 

forms, citing more than L 100 U.S. patents and publications, over 80 foreign references, and over 

50 non .. patent literature documents. Patent Ov-mer later filed another tDS form, citing 50 more 

patent references, 20 publications, and nine (9) foreign patent documents. S'ee Ex. Pat pp. 66-201. 

The Examiner considered each reference cited by Patent Chvner and cited an additional six (6) 

references. Id. alp. 65 No reference identified in this request for ex pa.rte reexamination request 

,vas ever considered by the Examiner during prosecution of the' 430 Application. 

During prosecution, the Examiner issued only a single Non-Final Office Action rejecting, 

and objecting to, all claims on various grounds. Id. at pp. 53-65. ln the Office Action, the Examiner 

objected to the independent cl aims (then claims 2 and 16) for reciting "recei ,-,,1ed messages" without 
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proper antecedent basis, and rejected the independent system claim as indefinite for reciting a 

buffering syslern withoul disclosure of a corresponding struclure in the specification ld at pp. 55-

58. The Examiner funher rejected all claims as obvious in light i.J.S. Patent No. 7,15 i,764 

(Heinonen., el al) and U.S. Pub. No. 2006/01821}7 (Zhou, et al.}, and citing a third reference frw 

some dependent claims from U.S. Patent No. 7, l 91,248 (Chattopadhyay, et al.), U.S. Pub. No. 

2003/0184793 (Pineau}, U.S. Pub. No. 2004/0054779 (Takeshirna, et al.), and U.S. Pub. No. 

200,10, 'gt.:c9 'I)'l ~ "'"" l) Ii' .- · · t.:g "" .,. ""'. ,_) _,) t l lTI,tn, "''a .. a. at pp._, .-u .... 

Patent Owner amended the independent claims to address the antecedent basis objections 

and the indefiniteness rejections but traversed the obviousness rejections without amendment. kl 

at pp. 38-5 J. Specifically, Patent Owner arnended "message huffenng systern" to recite "inessage 

bujfer syslenf' in independent daim 2 and removed reference to "the rnessage buffr~ring system'' 

in independent claim 16 to purponedly clarify that a definite structure (e,g., a buffer) is recited in 

the claim element itself Id at pp. 44-45. Patent Owner specifically pointed to '"service control 

server link i 63 8,' \vhich is an embodiment a 'message link server."' id at p. 45. Relying on 

Fig. 24 (provided belov-1), Patent Owner argued that the coinbination of the encryption element 

2428, framing element 2430, heartbeat buffer 2432, and heartbeat send counter 2434 '"·combine to 

perfonn as the 'message buffering system"' to supply buffered messages to the transport sen1ices 

stack 2420. kl 
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As to its obviousness arguments, Patent 0v..,·ner distinguished Heinonen by assening its 

systern indiscriminately distributes Bluetooth inquiry packets to mobile devices "v.:ilhoul 

establishimz a session," and thereby bypassing any protocol stack of the mobile device. Id at pp. 

46-47 (emphasis in original). Patent Owner dislinguished Zhou by arguing the reference executes 

program threads ''in the same operating svstem" by creating channels that allow asynchronous 

messagmg from a "producer" program to a "consumer" progrnin. Id at p. 48 (emphasis in 

original). 

Patent Owner ultimately concluded that the combination lacked (I) a message link server, 

(2) a stack that maintains a respective secure message link, (3) multiple software components 

authorized to recei,.,,1e messages via a device link agent (4) an interface for network dernents using 

foe access point as a message link server, and (5) a rnessage buffering systern. Id at pp. 47-48 As 

to the rnessage link server limitation, Patent 0,vner argued that Heinonen has no mechanism to 

deliver a rnessage from a netv;ork element to an identified software component on an identified 

device, and that Zhou does not use a single channel to communicate between multiple ''producers" 

and multiple "consurners" Id As to the fran~port sennces stack limitation, Patent 0v.:ner 

distinguished Heinonen by arguing it failed to maintain a secure link when transmitting an ASP} 

inessage, and distinguished Zhou by asserting it is not used "on the Internet." Id. As to the rrm!np!e 

sqftware components and device link agent !imitations, Patent Owner argued Heinonen can only 

identifv one message for delivery to one place, while Zhou again does not use a single channel to 

comrnunicate bet\A;een mulliple "producers'' and multiple "consumers.'' Jd. As lo the infe:face to 

a netH·mk limitation, Patent O\vner argued that Heinonen fails to queue specific messages and 

Zhou has no inlerface shared by rnultiple elements. Id Finally, as to the message buffering system 

limitation, Patent (hvner argues that Heinonen fails to teach buffering at all, and Zhou requires 

individual buffers for indi,.,,1idual pairs of conununicating progrnrns (i.e., no buffer shared for 

multiple sources directing messages to a same remote device) Jd 

The Examiner initiated an interviev.: just over a v.:eek later., during which Patent 0ww.::r 

authorized the Examiner lo amend the independent clairns "to clarify the claimed invention,'' and 

to "overcome the rejection ... under 35 U.S.C. 112 second paragraph." See id at p. 37. The 

Exarniner's Arnendment, attached to foe Notice of Allowance, changed the independent clairns lo 

require that messages require data for and identification of authorized software components and 

added specificity to independent and dependent claims. Id at pp. 31-35. 
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3. Pd.or fotei· Paxtes Review- Proceedings 

a. Smnsung Elecs. Co. v. Headwater Rsch. LLC 
IPR2024-00010 

Samsung Electronics Co, Ltd. ("Samsung"), filed a petition for inter partes n.:,-.,,1iew of 

claims 1-9, 11-13, and JS of the '192 Patent on Ncrvember 17, 2023 See Ex.Pat p. 2. Samsung 

relied on a number of references in its petition, none of \.Vhich are primary references in this 

Request The cited prior art induded: 

~ 3GPP TS 23.140 v6.9.0 (2005--03), 3rd Generation Partnership Project, Technical 
Specification Group Terminals, Multimedia Messaging Service (MMS), Functional 
Description, Stage 2; 

~ U.S. Pub. No 2005/0207379 (Shen); 

~ U.S. Pat. No. 7,082,6 i 5 (Ellison): 

ss US Pub. No. 2009/0282256 (Rakic): 

~ WO 2006/077283 (Houghton), and 

~ U.S. Pub. No. 2009/0240807 (Munson). 

Id at p. 6. Patent Owner did not file a Prelirninary Response Id at p. 2. The Board issued a 

Decision Granting Institution on May 23, 2024, and Patent Owner filed its response on September 

7, 2024. Id. An oral hearing \.Vas held on rvfarch 5, 202 5. Patent O\vner argued only (i J that a first 

combination of references showed only a single trigger (rntherthan a plurality of message delivery 

triggers): (ii) that a second combination references did not disclose that messages received by 

the message link server comprise data for, and an identification of, a responsive one of the 

authorized software components; and (iii) that neither of the combinations disclosed one the 

message delivery triggers is the expiration of a periodic tirner as in claim 9. Patent Owner and 

Samsung subsequently settled and moved to terminate the JPR. The Board terminated the !PR 

\.Vithout issuing a final written decision 

b. Amar,on.ocom Servs,, LLC et al. v, Headwater Rw::h LLC, 
IPR.2026-00088 

Arnazon.corn Services, LLC and /\mazon Web Services, Inc. (collectively, "Arnazon") 

filed a petition for inter partes review of claims 1 .. 15 of the 'i 92 Patent on November 10, 2025. 

Ex R. Amazon relied on a number of references in its petition, none of v.:hich are primary 

references in this Request. The cited prior art includes: 
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<11> 3GPP TS 23 140 v6.9.0 (2005-03), 3rd Generation Partnership Project, Technical 
Specification Group Terminals, Multimedia Messaging Service (MMS), Functional 
Description, S !age 2; 

<11> WO 2006/077283 (Houghton); 

<11> U.S. Pub. No. 2009/0240807 (Munson). 

~ U.S. Pub. No. 2005/0207379 (Shen):, 

<11> U.S. Pub. No. 2009/0282256 (Rakic); 

~ U.S. Pub. No. 2009/0158397 (Herzog); 

<11> U.S. Pub. No 2005/0144294 (Gellens); and 

<II> U.S. Pub. No 2008/0162637 (Adamczyk) 

Id at p 2. Patent Owner's Preliminary Response is due February 20, 2026. This 1PR is still 

pending, and as such, the Board has not issued a final \vritten decision. 

c. Target Corp, I'. JJeadH'tUer Rw:h, LLC 
IPR2026-00154 

Target Corporation filed a petition for inter partes review of claims 1-15 of the' 192 Patem 

on November 25, 2025. Ex. S. Target relied on a number of references in its petition, none of 

w'hich arc primary references in this Request. The cited prior an includes: 

~ 3GPP TS 23.140 v6.9 0 (2005-03 ), 3rd Generation Partnership Project, Technical 
Specification Group Terminals, Multiinedia rvfossaging Sen1ice (MMS}, Functional 
Description, Stage 2; 

<11> \VO 2006/077283 (Jfoughton); 

~ U.S. Pub. No. 2009/0240807 Uvfonson). 

<II> U.S. Pub. No. 2005/0207379 (Shen); 

<11> U.S. Pat. No. 7,082,615 (Ellison): 

~ U.S. Pub. No. 2009/0282256 (Rakic):, 

<11> U.S. Pub. No. 2009/0158397 (Herzog): 

<II> U.S. Pub. No 2005/0144294 (Gdlens): and 

~ U.S. Pub. No. 2008/0162637 (Adamczyk). 
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See id at p. 2. This IPR is still pending, and as such, the Board has not issued a final written 

decision 

4. Prior Relevant I<'ederni District Court LW.g;afom 

Patent Owner has asserted the 'J 92 Patent against numerous entities in the Eastern and 

Western Districts of Texas, but no comt (as of the filing of this request for ex parte reexamination) 

has issued a final holding of invalidity that would preclude presence of a substantial nev,- question 

of patentability in this request. See MPEP § 2242.I. Except where indicated, the following lawsuits 

asserting the '192 Patent remain open and pending as of the date of filing of this request: 

Headwater Rsch. LLC v. Samsung Elecs . .Atn, Inc., et al., No. 2:23--cv--103 (E.D. Tex. n.far. 
2023) (Case CLOSED Sep. 29, 2025 fo!lmving pre-trial settlement) 

Headwater Rsch. LLC v . .Ama:;:on.com, Inc., et al., No. 7:25--cv--286 (W.D. Tex. June 20, 2025) 

Head1vater Rsch. LLC v. Apple inc., No. 7:25-cv-3'71 (W.D. Tex. Aug. 27, 2025) 

Headwater Rsch. LLC v. Amazon.con, Servu;es LLC, et al., No. 2.25-c,-,.,--897 (E.D. Tex Aug. 
27, 2025)* 

Head1vater Rsch. LLC v. TValmart Inc., No. 2:25--cv--961 (E.D. Tex. Sep. 18, 2025)* 

Headwater Rsch. LLC v. Uber .fochs., inc., et a!.., No. 2:25-cv-962 (E.D. Tex. Sep. 18, 2025)* 

Headwater RH·h. LLC v. forget Corp., No 2:25-cv-963 (ED Tex. Sep. 18, 2025)* 

Headwater Rsch. !LC v. Superceli qy, No. 2.25-cv-964 (E.D. Tex. Sep. 18, 2025) 

Headwater Rsch. IJ.C P. Tencent Holdings Ltd., No. 2.25-cv-965 (ED Tex Sep. 18,, 2025) 

"'The court consolidated these cases under Case No. 2:25-cv-961 on October 23, 2025. 

C. Overvievf of Cited lht and SNQs Raised 

The foHo\ving references are cited herein as prior an. Only Exhibits L, M, and O have been 

cited in other proceedings relating to the '192 Patent, and those references are presented herein 

only in combination with other references that have never been considered by the USPTO. 
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Ex.C 

Ex D 

Ex.F 

Ex.K 

Ex.L 

Ex.M 

Ex N 

Ex.O 

Ex. S 

Ex. T 

Rittmaster published on February 2 i, 2002 from U.S. Patent 
Application No 09/812,296, filed on March 20., 200l. Ritfmas!er 
qualifies as prior an under § 102(e) 1 

KonsfanfinoP published on November 30, 2006 from U.S. Patent 
Application No. 11/231,858, filed on September 22, 2005. 
Kon.waminov qualifies as prior art under§ 102(e). 

Distributed ,~ystems is a second edition textbook, with a copyright 
date of 2007. D1stributed Syswrns qualifies as prior art under § 
l02(b). 

Computer Net1vorks is a fourth edition textbook, with a copyright 
date of 2003. Computer Networks qualifies as prior art under § 
102(bJ. 

Klassen issued November 22, 2011, from U.S. Patent Application 
No. 11/584,418, filed on October 19, 2006. Klassen qualifies as prior 
art under § 102( e ). 

EJ!ison issued Juiy 25, 2006, from U.S. Patent Application No. 
09/668,,610, filed on September 22, 2000. EJ!ison qualifies as prior 
art under § 102( e ). 

Rakic published on November 12, 2009, frorn US Patent 
Application No. 12/118,871, filed 011 May 12, 2008. Rakic qualifies 
as prior art under § 102( e). 

Dutta published on December 12, 2002., frorn U S Patent 
Application No. 09/878,468, filed on June 11, 2001. Dutta qualifies 
as prior art under § 102( e). 

Geilens published on June 30, 2005, from U.S. Patent Application 
No. 10/727.,688., filed on Decernber 3, 2003. Ge!lens qualifies as 
prior art under§ 102( e;. 

Cq//'ee published on June 15, 2006, from U S Patent Application No. 
11/190,236, filed on July 26, 2005. Cojfi?e qualifies as prior art under 
§ 102(e). 

Basso published on May 19, 2005, from U.S. Patent Application No. 
10/7L3J43, filed on November 14, 2003. Basso qualifies as prior an 
under§ 102(e). 

1 Citalions are to the pre-AJA stalute; analysis would be identical if foe post-AIA statute applied. 
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Ex. U Shen:field published on September 6, 2007, from Australian Patent 
Application No. AU 2007200530, filed on February 1, 2007. 
Shenjield qualifies as prior art under § 102(b). 

Just like the 'J 92 Patem, R1ttrnaster discloses a network for providing information to user 

devices upon determining that the users are eEgible to recei,,e such information. Malek Dec! at ii 
44. For instance, inessages may be sent ii:-om the sen,1er when end-user de,.,,1ices are determined to 

be in a designated geographic location Jd Figure 1 shmvs a very basic system in which a server 

12 is connected to a plurality of user devices 14 .. 16 through a nenvork (e.g., the internet): 

Rittmasfer explains that "FlG. l may be considered a generalized representation of an 1nternet or 

\VWW embodiment, '<vherein the provider sen1er 12 comprises an Internet product or service 

provider computer or server (hereinafter referred to as foe provider server) coupled for 

communication·,, to "a plurality of network enabled user devices (such as those described above as 

recipient processors)." rvfalek Ded. at~ 44; Ex. C, f 42 

/\ more detailed diagram of this system is shown in Fig. 2, ,vhere the server 12 has 

associated server software 29 and a storage rneans 13, and each user device (recipients 14, 15, and 

16) has a di lTerent method for tracking a geographic position (id): 
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Any number of user devices may be connected through the internet 18 to the network server 12. 

Id The user de,.,iices and provider device (or seiver) 12 may each comprise any suitable computer 

or processor device having means for interfacing with and communicating on a comrnunications 

network, preferably under the control 

computers and communication interfacing are v.:ell known in lhe art and are not dese11bed in fwther 

detail herein for purposes of simplifying the present disclosure." Id Funhermore, any number and 

type of network deinents may provide infonnation through the seiver, \Vith Ritfmas!er stating that 

''[t1he provider processor 12 is capable of providing information from any suitable source 

(including, but not limited to an on-line source or a coinputer readable storage inedium such as a 

hard or floppy disk, random access memory RAM, read only memory ROM, compact disk (CD), 

other optical storage disk, such as a DVD, or the like} ... " Malek Deel. at ii 44; Ex. C, ~T 33. 

Rit!master further discloses that content is not provided by the server unfit a determination 

is made that specific restrictions have been satisfied. Malek Deel. at iT 45. For instance, "a set of 

rules may be implemented., wliich depend upon the geographic infonnation fond, thus, the 

geographic location or region of the recipient processor), such that if a recipient processor 

provides geographic infonnation corresponding to a first geographic location or region, then the 

provider processor may be controiled to not provide selecfrve information to the recipient 

processor, unless further requirements are met." Malek Deel. at~ 45, Ex. C, f 40 
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Rittmaster al so discusses a plurality of network elements in the form of provider computers 

connecled lo a server to provide information to the pluralily of end-user devices, such as the below 

embodiment that determines \vhether to provide specific content from networked content providers 

to one or more users in a shopping area based on foe rd alive positions of the provider cornputers 

(138, 140) and display devices (122, 128, l 38, 140) (as \vell as other potential criteria). id 

r-:.:--; if; ' <'<f, ,, .•• 
:.; 

In this example, advertising frorn computers associated ,vith stores, restaurants, theaters, or other 

"bricks and mortar'' establishrnents is provided to users in a parlicular nearby region. Malek Ded 

at 7! 46: Ex. C, 7[7! 115-- l 7. Each recipient (user) processor 120 is coupled to a wide area net\:vork 

(preferably, the internet) 18 and is provided access to certain conlent based on the location of the 

processor, as determined by GPS. Id Rittmaster discloses that the user's devices may be a 

"cornpmer, PDA, mobile telephone, or the like" and that "[i]t is to be understood that not only 

the user, but the content provider or both could be mobile.'' Ex. C, i]\ 90 and 143: Malek Ded at 

41 46. In fact "f_i]n accordance \Vith one preferred einbodiment, users carrying such portable 

communication devices within (or suitably near) the first shopping are[a] may access information 

provided by content provider 12 over the nenvork l 8 ." so that "similar to the FIG. 10 

ernbodirnent, people \Vilhin lhe first shopping area (in this case, the users of portable 

communication devices within the first shopping area) may be provided access to advertisement 

or promotional informalion from establishmenls such as the bakery 134 or hobby store l }6 located 
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2. U.S. Patent Pub. No. 2006/0268696 C"Konstantirwv'~) {Ex. D) 

Konsfanfinov discloses a system in w'hich a plurality of user devices (such as computers 

and mobile phones) access a server (or other network) over the internet to obtain content. Malek 

Deel. at 'Ii 47; Ex. D. One such network is shGvJn belGw: 

In this high-ievel net,vork diagram, laptop terminal 1 personal computer l 10, multiple 

mobile clients 130, and PC--based terrninal 140 can link to the internet via respective access points. 

internet, such as remote access sen1er 145, includes a scrambling module 400. The scrambling 

rnodule 400 detects data traffic that rnatches certain criteria or rules, so that illegitimate Voice over 

Internet Protocol (VoIP) data traffic is detected, and the individual data packets are intercepted, 

delayed and scrambled. Malek Deel. at 'Ii 47; Ex. D, 4133. The scrambling rnodule 400 also creates 

an ''·access iist" 404 of ·various rules 406 that may specify indications and/or conditions in which 

data packets should be intercepted and scrambled. Malek Deel. at f 47; Ex. D, 41 34. These rules 

indude, for example, indications of source JP addresses, destination iP addresses of parties whose 

communications are to be intercepted and scrambled, protocols used for carrying on VoIP 

comrnunication, and the Ji ke. Id. 

Konstantinov further discloses that messages sent to and from devices through the nenvork 

indude unique identifiers for both applications on the source device and destination device. Malek 
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( content provided from a source device), addressing information relating to the ''destination 

address'' (i.e., recipient device IP address}, and a "destination port #" (i.e., a port nurnber 

identifying the virtual location on the recipient device at \vhich a specific software application is 

located)' 

SOi; SIN S~6 J08 SOO 
,----\.._/ __ .,...__....) __ ....,..._..i __ ~sr-J-._....,..........,1_ 

TCP or UDP Source Destination Source Destination 
Data Packet Address Address Port # Port# 

id/ Ex. D, Fig 3, ~ 39. The packet also includes the same type of identifying infi.xmation for the 

source device and its associated software. Id. 

3. Andn~w S. Ta.nenb,rn.m ~rnd l'Vfa,U'ten Van Steen, Distributed Systems: 
Principle-:; and Paradigms (Pean.on Education~ 2d ed. 2007) 
('"Distributed Systern,;;'~) (Ex. E) 

Distributed Sys!en1s \Vas a '<videly used textbook in the computer science curricula of many 

universilies at the relevant time and outlined basic requirements for network systems that v.:ou!d 

have been known to a PHOSITA Malek Deel. a.t ~1 52 Although Distributed Systems bears a 2007 

copyright, the publication date is listed as October 12, 2006, on Amazon.com. 2 Distributed,S)isterns 

discloses, among other things, that communication between devices crver the internet utilized 

lJrotocol stacks to establish secure inessage links between devices. J\falek Deel. at"! 53. Distn!mted ~ I! 

/-.,)'stems also discloses that as of 2007 the slandard rnessage format included source and destination 

IP addresses and port numbers, identifying not only the device but also the software component 

on that device for which the message was intended Id. 

4. Andrew S. Tanenbamn. Computer Networks (Pean.on Education. 4th 
NL 2003) ("Computer Network,.,~~) (Ex, F) 

Cmnputer Net.t·m·ks \Vas a widely used textbook in many computer science programs 

available at the relevant tirne and teaches foundational concepts in computer networks and the 

internet. Malek Deel. at\ 53 Ai though C'omputer Nenvorks bears a 2003 copyright, the publication 

date is listed as January 1, 2002, on Amazon.com.3 Com;Juter Nenvorks discloses, among other 
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things, various encryption methods that \Vere '<videly known as of at least 2003, including use of 

digital signatures Malek Deel. at f 59. 

Klassen discloses a network for sending messages to a variety of mobile end-user de,.,,1ices 

through a network server: 

Iig.1 

MOaiU~ 
COMMlJNlCA'fl(t~S 

DfViCE 

MRlek Deel. at f 76; Ex. K, Fig J. As illustrated above, Kiassen discloses a reinote services sen1er 

l 06 linking a plurality network elements (application servers 104--1 through 1 (}l-N) through the 

internet to a plurality of mobile communications devices (e.g., 116, J24). Malek Deel. at ff 49, 

76. ln some embodiments, the mobile device may include a chat application 2! 6 with a status 

update module 2 J 8 to monitor the stat11s of the chat application and communicate recent or 

upcoming status changes to devices in communication with the chat application. Ex K, 4: 1-6. The 

status update module 218 can ascertain a status change due to an instrnction from a user or some 

other source and can also detect lhe slatus change due to the existence of certain conditions Ex. 

K, 6:31-44. Klassen further discloses that the status update module 218 may automatically send a 

notification of lhe status change lo other devices. Jd 
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Ei!ison illuminates ho\v processors arc vulnerable to malicious software attacks. and 

discloses a method to protect processors and, more generaily, subsets of a sofovare environment 

M3.kk Deel. at~ 86; Ex. L, Abstract, J • J 6-5 J. To inhibit such attacks, Ellison isolates difforent 

software dements using a hierarchy, or "rings," to divide hardware and software components 

designed to perform dedicated tasks within an operating system. Malek Deel. at ~1 86; Ex. L, 1:41-· 

5 l. The division of a component into rings is typically based on the degree or level of privilege. 

Rakic recognizes the risks associated with uffverified transmissions and proposes use of 

electronic signatures to verify the parties to the transmission. Ex. l\1, 7[7[ 47--49, 66--67. Specifically, 

Raldc discloses that a push-message server 504 generates an electronic signalure, which is 

appended to the message and/or other information to veri±\1 message authenticity and source. 

push--message client 404 to validate the message and sender using the electronic signature. Ex. M, 

i1i141, 109-l 12. rvfossage validity is confirmed if the received and generated signature portions 

match. id 

8. U.S. Pat. Pub. 2002/0186845 ("'Dutta'') (Ex. N) 

Dutta discloses use of digital signatures in mobile networks. r.'fofok Deel. at ii 90; Ex. N, 

Abstract. Specifically, Dutta discloses systems for mobile e--commerce and relies on mobile 

devices employing secure messaging that employs private and public key-pairs and digital 

signatures for authentication for carrying out secure transactions. Ex. N, 7[ 1. In Dutta, push 

inessagcs are authenticated by a digital signature of the Remote Security Eleinent Access Control 

Service (RSE-ACS) of the mobile device, and an address of the mobile device is included in each 

message to make it device-specific. Ex. N,,; 28. 

Gel/en, recognized that allowing applications to open connections for '·'lmv priority·,, 

Rlftmaster) to control \vhcn messages arc delivered to clients based on network usage. Malek Deel. 

23 

Headwater Research LLC 
Ex. 2008, IPR2026-00088 

Page 40 of 113



at 7! 96; Ex. 0, 7[7! 35--36. For example, delivery of lmv priority application messages may be 

triggered only after a higher-priority application initiates a link. hf. 

10. U.S. Pat. Pub. 2006/0129691 ("'Coffee~'} (Ex. S) 

Cq{Tee discloses that multiple rnessages can be bundled together and each can still retain 

bundled messages to be sent less frequently and helps alleviate problems with throughput. Ex. S, 

bundled ,vith others. Id 

Basso recognizes that multiple messages sent from a network processor may be bundled 

number of messages that a control processor has to process in a load balancer. Ex T, Abstract. 

This solution allmvs for less messages to be sent and improved performance of the system. Id 

Just like the' 192 Patent and Rittmaster, Shenfield discloses networks in \vhich a plurality 

of network ekrnents communicate and interface ,vith a plurality of mobile user devices m.7er the 

internet. Malek Dec!. at ~1103 .; see Ex. lJ, Fig. 1. Shenfield discloses the delivery and processing 

push content communicated to a mobile station. Ex. U, Abstract. One such network is shmvn 

below in Figure 1 • 
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Ex. U, Fig. l. The proxy server (message link server) communicates content with a mobile station 

(wireless end-user device) via a push handler Ex. U, ~- 31 S'henjte!d rnainlains links between the 

server and end user devices, and notes that severance of the link results in a suspension of content 

being delivered. Malek Deel. at~- 117. Notably,, the proxy server can comrnunicate content lo 

multiple mobile stations and multiple applications (software components) \vithin each mobile 

station. Each application is a "content client" ,Nhich is "representative of an application., an 

application environment or, generically, a push agent that consumes content pushed to the mobile 
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station." Malek Deel. at ~1 107,· Ex. lJ. ~1 34. Figure 2, belovl. shows the communication laver that I. ,, I. .__ , ,/ 

receives contenl pushed frorn the push handler of the proxy server. 

.......... 

Aff'!.K:A.TiON 
\llif!Nl~!C!i'I $~Of«; 

MfSSAGC 
!'\(it,~~ 

FJG.2 

Ex. U, Fig. 2. Every incoming message contains an application identification and a message 

identification. id ~! 69. The communication layer of each mobile station receives the incoming 

messages sent by the push handler and places foern in the appropriate message store of the contenl 

client according to their respective application identification. J\;falek Deel. at ii i 06; Ex. U, ir 69. 

Further, conlent or messages frorn content providers may be stored in a queue at the proxy 

server for distribution a.ta tater time to user devices. fVfaiek Deel. at ~1 103; Ex. U, i]\ 36 and 40. 

This storage can occur until a trigger is effectuated. Shenfield discloses that messages from the 

proxy server can be triggered as "push·,, messages, which are initiated by a party other than the 

user, or "request-response" messages, which are initiated by the user rvfalek Deel. at~ J 11; Ex. 

U, ~ 4. Shen_f?e!d afao discloses olher types of triggers for push message systerns, including 

geographic location. time, and receipt of an updated message. Ex. U, ir 36. This indicates that the 
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proxy server also contains logic for determining when messages should be sent to mobile stations. 

Id Conlent can be tracked via unique message identifiers as 'vve!L, and o!der messages in the queue 

can be replaced with updated versions. Id at t 46. 

It DiM'refonmry Di.•nfrd Umk1· 35 tJ,S,C § 325(d) Is Not \V,:ffrnnted 

same prior art or arguments" ,vere previously considered by the Office. 35 U.S.C. § 325(d). And 

'·'[t]he existence of a substantial new question of patentabi!ity is not pn~dmied by the fact that a 

pa.tent or printed publication was previously cited by or to the Office or considered by the office." 

3.5 U.S.C. § 303(a) (emphasis added). No primary reference relied on in this request (i.e., 

Rittrnaster. Shenjield, Konstan!inov, Klassen, Distributed :,):stems, Computer Net\1i<.>rks) v-la.S 

presented to lhe Office during prosecution of the '4}0 Applicalion or during any inter partes 

revie,v proceeding. While secondary references Ellison. Gellens. and Rakic \Vere relied on by 

Target Amazon, and Samsung in support of their petitions for inter panes review of the '192 

Pa.tent the grounds presented herein that rely in part on those references relate only to dependent 

claims and assert combinations that \Vere not presented or considered in any inter par!es re,.,,1iew, 

ex parte reexamination, or other US PTO proceeding. As such, this request presents a substantial 

new question of patentability in view the references and argLiments presented, and therefore 

discretionary denial under§ 325(d) is not v.:arranled. 

IL DETAILED EXPLANATION UNDER 37 CF'.R § 1.510fB}{2) OF THE 
PERT[Nf<:NCY AND MANNER OF APPLY[NG THE cnTD PRIOR ART TO 
EVERY CLAIM FOR \VHICH REEXAJ\UNATION lS REQUESTED 

In the subsections below, this Request demonstrates: (1) how dairns l-3, .5-7., 9, and 11-15 

of the '192 Patent are anticipated over Rittmaster; (2) how claims 1-3, 5-7, and 9-15 of the '192 

Patent are obvious over Ritfmas!er in combination with any ofDisfnbuted ,;vstems and Computer 

Networks; (3) how dairns 1-3, 5-7, and 9-15 of the '192 Patent are obvious over the combination 

ofRitfmas!er and Shertfield; (4) hm,v claims 1-3, 5-7, and 9-J .5 are obvious over JWtmaster and/or 

Shenjteldin combinalion \Vith any of Kons!antinov and Klassen; (.5) how claim 4 of the' 192 Patent 

is obvious in view of a combination references including E'/lison; (6) hmv claim 6 of the '192 

Patent is obvious in view of a cornbination of references including Cr~[Tee or Basso:, (7) how clairn 

8 of the '192 Patent is obvious in view of a combination of references including Computer 

IVe!works and either Rakic or Dutta; and (8) how claim J4 of the' 192 Patent is obvious in view of 

a combination of references induding Gell ens. 
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A. Level of Ordinary Skin in the Art 

A person having ordinary skill in the art ("PHOSITA"J of digital communication and 

content distribution networks at the relevant time wouid have had a bachelor's or master's degree 

in cornpmer science and one or two years of industry experience. Malek Deel. at f 26. More 

advanced education could make up for lack of industry experience and vice versa. Id 

B. Claim Constnu:tion 

In deterrnining whether a "substantial new question of patentability" exists as to make 

reexamination appropriate, '·'the PTO must apply the broadest reasonable meaning to the claim 

language, taking into account any definitions presented in the specification." In re Bass, 3 I 4 F. 3 d 

575, 577 (Fed. Cir 2002) (citing In re Yamamoto, 740 F.2d 1569, 1571 (Fed. Cir. 1984)); accord 

give clairns their broadest reasonable interprelation during examination.") Walrnart submits foal 

under the broadest reasonable interpretation, substantial new questions of patentability are 

presented herein. Furthermore, fi.x the purposes of lhis request for ex parte reexamination, and 

\vithout conceding that the claims satisfy 35 U.S.C. § 112, Walmart submits that all terms should 

be interpreted according to lheir broadest reasonable interpretation. 

With that in mind, on August 22, 2024, the United States District Court for the Eastern 

District of Texas issued a Claim Construction Order in Headwater Rsch. LLC v. Samsung Elecs. 

Am., Inc., et al., No 2:23-cv-103 (Dkt. l 18). Ex. G. The court constrned the following terms as 

rd1ected in Ex. G. Although these constructions do not necessarily govern in a reexamination 

proceeding,, \Valmart asserts that the broadesl reasonable interpretation of each term is al ieasl as 

broad as the court's construction. 

The term "software components" appears in claims L 4, and 15. Both Samsung and Patent 

O\vner agreed that "software components" has a plain meaning to a skilled artisan. Ex. G at p. 17 

The court agreed and construed the term "soihvare components'' lo be "components of software.'' 

Id at pp. 17--18, i9. 

2. "whe.n•in mH.' of the mt~S§t~ge ddin~.ry tdggt~n, h, the n~fdpt of~ 
partknhix netivork element message frnm one of the nen'fm·k 
elements'' 
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The term "\vherein one the message delivery triggers is the receipt of a panicular 

net1,vork element message from one of the network elernents'' appears in claim 13 The court held 

the term should have a ''plain and ordinary meaning." Ex. G at pp. 18, l 9. 

The term '·'device messaging agent" appears only in dependent claim 7 and ,vas argued and 

construed in relation to U.S. Patent No. 9,198, 1 l 7 (the'" 117 Patent"/ to Raleigh_ where it appears 

in claim l and various dependent claims. The tenn "device messaging agenl'' of claim 7 of the 

'192 Patent has no antecedent basis in claim 1, from \vhich it depends, and the closest analogue is 

"device !ink agent.'' Neither "device link agenf' nor "device messaging agent" appear in the '117 

Patent or '192 Patent disclosures. In construing the term "device messaging agent," the cou11 

explained that the words "device'' and "rnessaging'' are "simply rnodifiers of' agent.'" Ex. G at p 

16. The court ultimately construed ''device messaging agent" to be ''a piece of software 011 a mobile 

end-user device that perfonns certain rnessaging functions for other software" Ex. G at p. J 9. For 

purposes of this reexamination request, we will assume that '"·device messaging agent'' and ''device 

link agent" are synonyms. 

Rittmaster discloses ail of the elements of claims 1-3, 5-7, 9, and l 1-15 either expressly or 

inherently 'While Rhtrnasfer omits certain protocol-level eleinents recited in the clairns, those 

elements are so basic to the types of networks employed at the time of the alleged invention and 

discussed in Rittmasfer that a PHOSITA would hm,1e understood them to be necessarily present. 

ln fact., these details were so basic that their inherency is evidenced in college-level textbooks 

\.Videly in use before the alleged invention of the '192 Patent. 

More specificaHy, all of the claims of foe of the' 192 Patent relate to a message link server 

( or operation of a message link server) that includes (i) a transport services stack to maintain secure 

message links with rnultiple end-user devices, (ii) an interface \Vith a network to receive messages 

from a plurality of network elements, and (iii) a message buffer system that delays deli·very of at 

least some messages frorn the network ekinents to user devices until one of a plurality of triggers 

is satisfied. Malek Dec! at 7! 50. Such a server was not new in January 2009. kl Various devices 

in at least the early 2000s, such as those disclosed in Rittmaster, were designed for conditional 

4 The '117 Patent and the '192 Patent share priority to the same four provisional applications and 
share the sarne disclosure. Ex. G at p. 1 
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delivery of message content based on occurrences of specific triggers. Id A PHO SITA \vould have 

recognized that RWmaster discloses each of the elernents dairned in the '192 Patenl either 

explicitly or inherently. id To the extent Rittmaster is interpreted to be missing any details, such 

details should be readi ! y understood to be obvious design choices based on typical network 

architecture common and available at the ti me that the applications that led to the ' l 92 Patent \Vere 

filed, as discussed in Ground 2. ld. 

To better demonstrate the similarities between the system architectures of the '192 Patent 

and Ritfmasfer, an annotated cornpmison of Fig. 1 of the '192 Patent and Fig. 2 of l-?it!m.aster is 

provided below. The diagram illustrates that the two systems plainly share a plurality of end-user 

mobile devices (lefl, solid line) connnunicating to a content prc,,-,.,.ider stwer (right, dashed line) 

through foe internet (center, dotted line} 

a. l[PREl "A message linh~ server cmnprisingij' 

The preamble of claim 1 recites a ''rnessage Hnk server." Like the' l 92 Patent Rittmaster 

discloses a server for providing message content to linked user devices. Malek Deel. at 41 5 I. Fig 

2 illustrates that the Rittmaster provider server l 2 maintains links \Vith any number of recipients 

(user devices 1 15, J6): 
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Malek Deel. at 41 51; Ex. C, f 42 ("provider server J2 cmnprises an Internet product or service 

provider computer or server. .. coup! ed for communication ... to a plurality of net,vork enabled user 

devices.") 

b. l [~i] ''a transport .>u?rs'ices stack to maintain a respective ,,;;ecure 
mes.mge link through an internet network between the mes.mge 
link server and a respective device link agent on each of a 
plurality (f wireless end-user dei•ices, '' 

Rittmaster discloses element 1 [ a] of the '192 Patent. As shown abcrve, Rittmaster discloses 

''wireless encl--user devices" in that its server 12 "comprises an Internet product or service provider 

computer or server " coupled through the internet 18 for cornmunication to "a plurality of 

(1Nhich may be "portable communication devices'') and the provider server 12 have "means for 

interfacing with and communicating on a communications network.''' Malek Deel. at i] 52; Ex. C, 

known in the art and are not described in further detail herein for purposes of simplifying the 

Ritt master also explicit!y dese11bes a "secure message !ink'' through disdosure of a secure 

network connection, v-lith the provider server 12 sending content to user devices 14- l 6 "in an 

encrypted format" l'vialek Deel. at~[ 52; Ex. C, ~[ 82. Riftmaster notes that "[mjany forms of 

encryption are commonly used" in the art: for example, messages may employ an encryption key 
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algorithm utilizing location infomrntion of the user device using ''a secure message link," as recited 

in dairn l of the '192 Pa lent hf; see also, Ex. C, Fig. 9. 

Rittmas!er omits specific transport layer protocols for sending or rece1vmg messages, 

instead acknowledging that "[sjuch cornputers and communication interfacing are 'vvell known in 

the art and are not described in further detail herein for purposes of simplifying the present 

disclosure.'' r.'falek Deel. at ii 52, Ex. C, ~[ 42. Rit!master does, however, explicitly disclose a 

message link agent as in the '192 Patent and that software is responsible for maintaining a !ink, 

e.g. through the internet betv,1een the server and recipient (end-user) processors, stating that "[t_]he 

processors may comprise any suitable data processing and communicating device controiled, 

preferably, by a software program" and that the processors have "means for interfacing with and 

comrnunicating on a communications network and for operating, preferably under the control of 

software programs." Ex. C, ti[ 32 and 42. Rittmaster also discloses that encrypted communications 

are received over an "internet connection" at a decryption rnodule of foe recipient (end-user) device 

(shown in Fig. 7) described as comprising "a hardware, firmware, software or hybrid decryption 

systein for perfonning decryption operations in accordance with any suitable decryption 

technique." Ex. C \\ 84-87 This is similar to the '''Device Link'' i 691)5 shown in Fig. 24 of the 

'192 patent, which serves to receive and decrypt messages before they are transported to the 

appropriate software program, as shown below· 

5 The terms "device !ink agenf' or "link agenl'' do not appear in the specification oflhe '192 patent 
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Lx A., Fig. 24; see also Ex./\, 9:52-64 (induding a " ... a decode elernent 2412 for decoding any 

received service controller 122 communications (e.g., decrypting encrypted communications) .... ") 

l'viessages received via Rittmaster 'slink would be received by lhe decryption rnodule before being 

routed to software at the appropriate port number for displaying the message, then ''·software. 

residing on the recipient de,,,1ice" may "selectively deny., lirnit or allov,,, access to predefined 

information on the network, display ,varning or other messages, or enable or disable processing or 

receiving circuiny or routines necessary to receive or effectively use the predefined infonnation 

on the network'' Id ~1 81 

Further, the '192 Patent itself admits that a transport serv,ces stack on a rnobile device 

comrnunicating \Vilh a transport services slack on a network server was standard,, shcwving a 

transport stack on each device in Fig. 24 and stating that the ''Transport Services Stack" 2420 

provides "basic transport services'' and can be "implemented with st,m.dani secure or open 

Internet networking protocols, such as TLS or TCP." Malek Deel. at ~T 39; Ex. A, 89:29--36 

( emphasis added). A PHO SITA at the time of the alleged invention \vould br,,1e recognized that 

Riwnaster's statement regarding "communication interfacing [that is] well known in the art" 

incorporates weU-knmvn and common Transport Layer Security (TLS) ]e,,,1el protocols for 

maintaining a secure link that is discussed as '·'standard·,, in the' 192 Patent, and would further have 

recognized that a "transport services stack" at the sen1er and ''message link agent" on the end -user 
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device would have been inherent (necessarily present) because that ,vas standard for 

comrnunication over foe inlernet i\!falek Deel. at~ 52. For instance, even textbooks at the time 

recognized that networks were organized as stacks of layers, \vith a given layer on one machine 

(e.g. a server) cornrnunicaling with a corresponding layer on another rnachine (e.g. a mobile 

device). See Ex. F at p. 28 ("Layer n on one machine caITies on a conversation with layer n on 

another machine''). 

Rittmaster's disdosure of a device link agent on a user device is further described below 

in Section II.C.J.c. JWtmaster's disclosure ofa respective secure message link maintained by the 

transport services stack is further described below in Sections lLC.5 and 6. In short however, 

communication over the internet "would have inherently (necessarily; been betv,1een a stack on the 

server and a software program on the rnobi!e devices.,'' as shown by basic textbooks such as 

Distributed Systems. Malek Deel. at ~T 52. Device link agents comprising a coITesponding transport 

stack on the end-user device for comrnunication 1,vith lhe server were also described in, for 

c. l[b1 "each t?l the wi:re!e.,;;s end~user devices cornp:rising multiple 
software components aut!wrized to receive and process datafrorn 
secure message link me,,;;sage.,;; received 1,fo a device link agent on 
that device; '1 

Ritfmas!er further discloses element J [b] of the' J 92 Patent Malek Deel. at f 53. Ritfmas!er 

specifies that in some instances "the recipient processors comprise online user terminals, 

including, but not limited to conventional personal computers (PCs), portable cornmunication 

devices (such as portable telephones, personal digital assistants, or other portable information 

units), or vehide--mounted computers connected to a wide area network, such as, but not limited 

devices 14--16 ... may each comprise any suitable computer or processor device having means for 

interfacing with and cornrnunicaling on a cornrnunicalions network and for operating, prEjerab{y 

under the control of sofi-'-vi'aJ'e programs, in the manner described .... Such computers and 

communication interfacing are 'Nell kmJ\vn in the mt and are not described in funher detail 

that encrypted conununications are received over an "internet connection" at a decryption module 

of the recipient (end-user) device, shown in Fig. 7 and described as comprising "a hardware, 

finmvare, soft\:vare or hybrid decryption system for pe1forrning decryption operations in 
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accordance '<vith any suitable decryption technique." Ex. C iii] 84--87. i\s discussed in the previous 

section,. this performs the same functions as foe "Device Link'' shown in the' 192 patenl al Fig. 24 

and comprises sofnvare for decrypting messages for use by other software components. 

Rit!master a!so discloses soflware components fi.x using the information received as 

messages, discussing that "sofo.vare ... residing on the recipient device" may ''selectively deny, 

lirnit or aHow access to predefined information on the net\.vork., display warning or other messages, 

l • •• 1-' ' ' ' ' • • . • r>r• • 1 or ena }ie or d1sal1le processmg or recervmg circwtry or routrnes necessary m receive or enective y 

discloses downloading or accessing various different media, such as music files, graphics files, 

electronic books, movies or television sh(J\vs, video games, or radio trnmnnissiom,, which would 

PHO SITA at the time of the alleged invention also 'vvould have readily recognized that the portable 

communicalion devices identified by Rittmaster (e.g porlable telephones, personal digital 

assistants, or other portable information units) inherently have a plurality software applications 

on them that are each associated with their (Jwn pon number, as confinned by the Computer 

Networks textbook (Ex. F). Malek Deel. at\ 53. 

d. l lcl "an interface to a network to receive neti,i;ork element 
rnessages from a plurali{v t~f network elemettt§J the received 
network denien.t mes:wiges corn.prising re,;;pectfre mes.mge 
content and requests for delivery of the respective rne"isage 
content to respective ·wir-e!e.'iJs end-user dePices1 the respectiPe 
me,;;sage content including datafor5 and an. identification td: a 
respective one of the authorized st~ftware cornponent<;, J, 

Element i [ c] requires that the net\vork-facing side of the server include an "interface" to 

receive messages frorn two or rnore "nd\vork elements,'' and that the messages include "rnessage 

content" and "requests for delivery" of that content to specific en,1-user devices by including data 

for, and an idenlificalion o( authorized software. Malek Deel. at ir 54. This does little more than 

describe the basic manner in ,vhich messages were delivered from a network at the relevant time 

(January 2008), and hov,1 messages are still delivered today. Id Even so, Ritfmas!er explicitly 

discloses element 1 [c], explaining that ''·[t]he provider processor 12 is capable of providing 

information froin any suitable source (including, but not limited to an on-line source ... )." Malek 

Deel at~ 54, Ex C, ir }3. This necessarily includes an "interface" connecting the server to each 

suitable source. Rittmas!er also discloses specific embodiments in which multiple computers 
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associated with retail establishments provide advertising information to a provider processor 

(server) lo be stored on a memory device for communication to recipient processors (end-user 

devices) at appropriate times, or alternatively linking the recipient processors to the establishment 

computers al appropriate times to obtain information directly from those establishrnent computers. 

Ex. C, t 12 l. In other \vords, Rittmaster discloses that message content is sent and delivered from 

foe computers for retail establishments (network elements) through the provider processor (server) 

in the form of a message to the end-user devices, or alternatively that the messages may be sent 

directly from the retail establishments to the recipients, so that messages frorn the retail 

establishment computers would be addressed to specific software on specific end-user devices 

The "network elernents" in Ritfmas!er can include, for instance, a plurality of coinputers 

from different establishments such as resU.mn.mts, stores, or other shopping establishments. Malek 

Deel. at ~T~T 46 and 54. The message ''data" can include, for instance, advertising information. id I," .__ - .__ 

"For example., foe O\vner of each of lhese establishments may have communicaled advertisement 

information to the provider processor 12, from suitable computers 138 and 140 coupled to the 

network 18." Ex. C., f 121; rvfalek Deel. at f 54. Further, "the establishment's processor 138 or 140 

may be programmed to automaticaily communicate a signal to the provider processor 12 to cause 

a specified piece of content to be displayed on one or more selected display de,.,,1ices 122 and 128. 

l\1essages from nenvork elements may include, for instance, ''promotional or advertisement 

information for a plurality of diffi.c:renl eslablishments within the same shopping area.'' Ex. C, ~[ 

120. ''For example, the ov-mer of each of these establishments may have communicated 

advertisement infi.xmalion lo foe provider processor 12, from suitable computers 138 and 140 

coupled to the network 18." Ex. C, \ 121. Further, ''the establishment's processor 138 or 140may 

be programmed to automatically communicate a signal to the provider processor 12 to cause a 

specified piece of content to be displayed on one or more selected display devices 122 and l 28. 

Ex. C., f 125 

Every such rnessage in Rittmas!er \A;ould inherenlly have had an address idenlif)1ir1g \.vhere 

to deliver the message (i,e .. a combination of (i) an IP address identi±\1ing a specific user device 

and (ii) a port number specifying a virtual location on that device v.:here the relevant software 

designed to receive the message is located), because that is already how all messages \.Vere directed 

from provider servers to user devices connected to servers (e.g., in 3G or 4G net\vorks) at the 
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relevant time. Malek Deel. at t 54. This is confirmed by basic textbooks shoving that by the time 

of the a!leged invention standard structure for IP packets for transrnitting infi.xmalion over the 

internet included a destination address specifying the IP address of the recipient device, and the 

standard TCP message format also included a destination port number identifYing the virtual 

location of recipient software on that device. See, e.g. Computer Netvvorks, Ex.Fat p. 340: Malek 

Deel al ir 54. Including the address in the message ensures the rnessage content is delivered to the 

appropriate software application Id 

The messages sent from net\vork demems to the server would comprise message content 

(e.g. advertising in the examples discussed above) and requests for delivery to respective wireless 

end-user devices. As discussed above at H.C. Lb, standard message formats at the time ·,,vould 

have included an lP address to direct messages to a particular lP address. See also :rvialek Deel. at 

~1 .;; ')." ~ 'I'l, i "' 1·" up1·1· fyl''li b" t''XtiY)()k·, su·ch :-, s T)l' "ff'; hv'ed ~'.."·f''l•lH" ,,,111' rel: lb''i<)S"' tl1:->t as r,f ')QIY7 : ~ .....- .J.J. --"-~J '--· v·.._,. -"- V ~ } .._,. ..._.'l. t...J '--· ~ .:..!, ..1-. 0"' ! .. jJ!_ ,\._.'.,71.J t;: ,t0) °l''<' .._ _ ~-'--·V-'l .... Vt.) ;:,.e,.., -.....,-"- ~ V. 

the standard message fonnat induded source and destination lP addresses and port numbers, 

idemifving not only the device but also the software component on that device for vvfoch the 

message was intended Id.; Ex. F, pp. 329-30 and 410. In fact, Ritfmas!er discloses that the users 

may be pre-authorized subscribers, meaning that the content provider \vould know the user in 

advance and send messages directed to authorized users, although access to the requested content 

,vmlid be controlled by the server based on the user's geographic position. Ex. C, ii 1 i 2. Likewise, 

the messages would have included respective message content including data for, and an 

identification of, a respective one of the authorized software components because standard 

communication protocols also included a port number to direct the message to a particular software 

application. 

e. l[dl "a message buffer system including a memory and logic! the 
memory to buj]'er contentfrom the received network elnnent 
messages for ·which delivery is requested to a given one of the 
wireles,,;,; end-u.wr device,,;,; 1

• 

Rittmaster disdoses a buffer system that prevents transmission of messages to end-user 

devices until a detem1ination is inade, using a set of rnl es or logic, that one or rn ore specific end­

user de·vices are authorized to receive the message, such as by ·virtue of being located in a specifk 

(i.e.,. a memory) associated \vith the server 12, which may store rnessages prior to sending them lo 

end--user devices: 
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Rittmaster further explains that the server 12 does not provide content to a user device until 

a determination is made foal specific restrictions have been satisfied. Id al ir 56. For instance, 

Rittmaster explains, ''a set of rules may be implemented, which depend upon the geographic 

information (and, thus, the geographic location or region of the recipient processor), such that ... if 

a recipient processor provides geographic information corresponding to a flrst geographic location 

or region, then the provider processor may be controlled to not provide selective information to 

Rhtrnasfer specifies that "the determination of the region in '.vhich the user device is located is 

performed al the provider server, under control of a routine of sofhvare 29 (as represented by step 

32 in HG. 3)." J',,;falek Deel at~! 56; Ex. C, ~T 53. i\s such, the logic of the server determines in 

what region a pmticular user device is located. Malek Deel. al~ 56. Ri!tmaster further specifies 

that a sofhvare routine controls the provider server to determine whether or not the determined 

region is a restricted region (step 34). Malek Deel at, 56: Ex. C, ~ 53 

All of the foregoing are forms of server-based logic to determine whether a particular end­

user device is located in a particular geographic region Malek Ded. at 'Ii 56. And executing this 
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logic results in buffering of messages to the end user. id For instance, when the user device is in 

a non-resUfr:ted region, then il is provided access lo the content. Id; Ex. C, i156. ln such a scenario, 

the server 12 dmvnloads to the user device 14, ''sofnvare files, programs, data, decode keys, or 

olher information that defines the requested product or service or lhat are necessary for foe user to 

obtain the requested product or service" from ''any suitable source," (including an online source, 

a computer readable storage rnediunt. de.) by cornrnunicaling such inforrnalion over the 

communications network l 8. fVfaiek Deel. at ii 56; Ex. C, \ 33. Thus, Riwnaster at least inherently 

discloses buffering content 

In one further example of buffering, Rittmaster indicates that advertisements from different 

establishments may be communicated to the provider server 12 "and stored in advance." MRlek 

Deel at~ 56:, Ex. C, ~~ 120-21. :rviore specifically, Riff master expressly discloses that "the provider 

processor maintains a listing or inventory of advertisements" that can be provided to a recipient 

processor. Malek Ded at~· 56; Ex. C., ~ 134. The provider server "operates with an associated 

memory device on which advertisement or other display content is stored, for communication to 

the recipient processors for displaying at appropriate tirnes." J\falek Deel. at~ 56; Ex. C, ~~ 120-

21. 

f. l [Cl "the logic to determine when one lf a plurality of message 
delive1J1 trigger,'§ for the gfren one of the wireless end-user 
devices has occurred, wherein for at !ea:,;t :wine of the received 
network elen,ent messages, the receipt of such a message by the 
;nessage !n~ff'er ,,;;ystem is not a mes,mge delive1y trigger, andfor 
at least one t?lthe me:,;sage delivery triggers, the trigger is tm 
occurrence of an asynchronou,'§ event with time-critical 
mes,,;;aging 1wed'§, and'$ 

Rittmaster forth er discloses element 1 [e] of claim 1 of the '192 Patent because providing 

content to an end-user device is dependent on one or more triggers Malek Deel. at 41 57. Notably, 

in addition lo geographic location, RWmasfer conlernplates that "the provider processor [server] 

may ... not provide selective information to the recipient processor f ernJ.-user device], uni ess further 

criteria is rnet,'' such as a "rninimum user age, a particular pe11od of lhe day., \.veek, month or year, 

or other suitable criteria" demonstrating that certain received messages are not triggers Id; Ex. C, 

41 l 4. In addition, specific content alternatively can be provided in response to a request for such 

content by a user. Ex. C, \i[ 112-14. Thus, there are plural triggers for sending messages from the 

server to end-user devices, and these triggers may be used as alternatives or in combination. The 

39 

Headwater Research LLC 
Ex. 2008, IPR2026-00088 

Page 56 of 113



criteria may also differ from region to region, resulting in a plurality of different triggers that 

detennine whether a message will be sent depending on v.:here the recipient is located. Ex. C, ~[ 

14. Thus there are a variety of different triggers that may be put in place to cause the server to 

buffer and then transmit messages from network elements. 

As to the portion of claim element l [el specifically requiring an "asynchronous event with 

tirne-critical messaging needs.,'' (H~Y reaction to a request for content from an end user would be 

considered to be an asynchronous event with time-critical messaging needs because (1) the 

requesting and the responsive providing of content are asynchronous (i.e ... they do not occur at the 

same time), and (2) the response is time-critical (i.e., provided in response to a trigger, rather than 

residing on the netv.:ork sen,1er indefinitely;. 6 l\falek Deel. at~[ 57. 

This is consistent with how the patent O'vvner inte1vreted the phrase, since the '192 Patent 

confirms that "asynchronous events with time--critical messaging needs" are, for example, a 

"transaction or service billing event or a user request" J\falek Deel at 'Ii 57; Ex A, 38.59-63. 

Furthermore, in litigation with Samsung, the patent owner did not attribute any particular meaning 

to the phrase during claiin construction See, generally, Ex. G (Headwater Rsch. LLC v. Samsung 

Elecs. C'o. Ltd, et al., No 2:23-cv-00103, Claim Construction Order (Dkt 118 Even more 

striking, during 1 nfer Part es Reviev.: of the '192 Patent, Samsung noted that the patent O'Nner both 

directly admitted that a message retrieval request from the user constitutes a message delivery 

trigger, and did not deny, given the opportunity, that such a basic request constitutes "an 

asynchronous event \vith tirne-critical messaging needs" See, Ex. H (JPR2024-00010, Petilioner's 

Reply to Patent 0-vmer's Response (Paper 16), at p. 4 (PTAB Dec. 18, 2024)), Ex. J (IP:R.2024" 

00010, Patent Owner's Sur-Reply (Paper 19) (PTAB Jan. 23,. 2025)). 

6 A PHOSITA not only \vould have understood at the relevant time that such criteria represent a 
plurality of triggers because delivery of message content depends on logic determining that 
required criteria are met.. but would also understand lhat these triggers are "asynchronous events 
\vith time .. critical messaging needs," because the logic of Rittmaster is configured to determine if 
these triggers are satisfied and to provide content to the user device automaticaHy upon 
determining that one or more of the triggers is satisfied. Malek Deel. at 'Ii 57 Like the "transaction 
or service billing event" and ''user requests" mentioned in the '192 Patent, the triggers of 
Ri!tma.wer resuh in a system Uw.t does not require an irnrnediale real-time response frorn the 
recipient while still ensuring that the message is delivered and processed within a short timeframe 
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Further reinforcing the time .. criticality its triggers, Rittmas!er also discloses logic that 

detennines whether a trigger (e.g., receipl of recipient request) occurred within a requin~d time 

pedod, which a PHOSITi\ \vould understand to be a trigger '<vith ''time-critical messaging needs." 

l'vialek Deel al i1 57; Ex C, ~il 62-67; see also Ex C, ~ 130. lndeed, Rit!master considers the time 

information so critical in this embodiment that Rittrnaster suggests encrypting the time 

information. Malek Ded al ii 57:, Ex C, ~ 66 

g~ 1 !f] "upon determining that one of the rnessage delivery triggers 
has occurred, the logic further to supply one or more me,;;sage.;; 
comprising the buffered content to the tmn:.port services stack 
.for delivery on the ,,;;ecu.re me.,;;sage link. 1naintained between the 
transport services stack and a device fink agent on the given one 
of the wirele:;;s end-user deviceso " 

Rittmas!er also discloses l [f], the final element of claim i. As explained above, 

Rittmasfer's rnessage content is transmitted through a link between a stack on a server and a 

software agent on one of a plurality of end--user devices, simply by communicating through a 

secured internet connection :rviafok Deel. at~ .58 The specific system in RWmaster is designed to 

deliver messages from the server to the end-user device(s) in response to determining that a trigger 

has occurred, such as the end-user device entering a specific geographic region. Id. Sud1 disclosure 

anticipates this claim element of the '192 Patent Another possible trigger is receipt of a request 

'Nithin a given time pe11od, vedfying a minimum user age, or other suitable criteria. Malek Deel. 

Claim 2 --- "'an encryptfunctfrm to encrypt the one or more ,ne"isages 
supplied to the transport services stack.for deliveIJ' on the secure 
message link maintained between the rne,;;sage !ink ,;;erver and the device 
linA agent on the given one lfthe wireless end-user devices,~, 

Claim 2 depends frorn dailn 1. As described briefly above, Ibttrnaster contemplates 

encrypting content from nelwork elemenls prior to transmission of foe encrypted content from the 

net\vork server to one or more of the plurality of end'"user devices. JVIalek Deel. at ~T 59. For 

instance, Fig. 9 illustrates the process of receiving a request from an end-user device (step 102), 

determining user location (step 104), encrypting content (step 106), and transmitting the encrypted 

content (step 108): 
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Id:, Ex. C., Fig. 9. Rittmas!er explains that aner receiving location infonnation ancL. optionally, a 

user code (or other information used to determine whether a particular user should be given access 

to specific con lent from the net1,vork), "[tJhe provider processor may then encrypt the content with 

an encryption algorithm or technique for \vhich the expected user location is part of the decryption 

key or decryption processes used to decrypt the content" and "inay also employ the user code (and 

user identification or recipient processor identifkation information) as part of the decryption key 

or decryption process" before "encrypted content is communicated to the recipient processor over 

3. 

Clairn 3 is 

Claim. 3 - •·the em:rypted one or more me:,;sage.,;; are transported to the 
de,·ice link agent on the given one t~f the wireless end-tu;er devices using 
mw or more ,~f encryption on the transport sen•ices slack, l P (Internet 
Protocol) layer encryption, and tunneling/' 

disclosed by Rf Urnaster, as coinmunications m JbUmaster ,vould have 

inherently utilized Transport Layer Security (TLS) protocols (as standardized by the Jntemet 

Enginee11ng Task Force (IETF)) at least by the relevant tiine period. Malek Deel at irn 52, 60. 

Such utilization creates an encrypted channel al the transport layer (i.e .. , Transmission Control 

Protocol (TCP)) amL by definition, has encryption on the transport services stack. Id. 

Rit!master expressly describes using one or rnore keys to encrypt content, which 'vvould, at 

a minimum, inherently include encryption of the payload of the message to be sent by the server. 
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Malek Deel. at~"[ 60; Ex. C, i[~"[ 97--98. These keys, for instance, could be derived from location 

information and/or a user code. Id. 

4. Claim 5 ··· ••--wherein the transport services stack is fitrther to receive, 
oPer each ,~f the respectfre .•wcure mes:mge links, upload mes:mges 
forwarded by the respective device link agents.from at least a .mbset e~f 
the device software cmnponents, each of the upload rnessage,,;; ident{fring 
a corre,,;,;pmiding one (fthe network element.,;,; to 1d1ich the device 
respective st~ftware cmnponent has requested ddiw.:f}', the networA 
server system using the inte1:face to a network lo deliver content from the 
upload me:,;sage.,;,; to the re:,;pectfre ident{{ied network element,;;.~~ 

Claim 5 depends from clairn l and specifies that the stack receives "upload rnessages'' from 

at least some applications on user devices, and that the messages are then sent from the server to 

identified network elements. i\!falek Deel. at ii 6 l. Likewise, Ri!tma.wer discloses that, upon request 

or command from the provider server, a user device may communicate a user code to the provider 

transmitted to a content provider (network element) in order to assist in selection of content to be 

nreforences directlv to the network element. fVfalek Deel. at ~1 61, Ex. C. ~[ 142. Therefore. not on! v .t ~· I, ,J I ,J J 

does the Rittmaster server provide content to eml-user devices, the server may also deliver "upload 

messages'' from specific software on a user device to a specified netv,,;ork elemenl, such as by 

sending a user code or user preference to a computer associated with a specific establishment 

(restaurant, bakery, store, etc.) in embodiments where rnessages are delivered based on proximity 

to a shopping area, or by sending a user code or preference to a content provider when requesting 

content from that network element. 

5, Claim. 6 ··· ,,wherein at least one of the one or nwre mes,,;;ages for delivery 
by the trmwport service.,;,; ,,;,;fm,:.A cmnprise.,;,; multiple identff'ier/data pair,;;/~ 

Claim 6 depends from claim 1. The additional elernent of this claim is disclosed by 

Rittmaster alone, which indicates that two or more payloads may be included in a single message, 

\vith each payload associated with identifiers for the same device :rviafok Deel. at~ 62 Rit!master 

describes this element by discussing an embodiment in which a user located in a shopping area, 

such as a rnalL may receive content ,vith information frorn multiple nenvork clements (e.g., 

multiple store computers ,vithin the shopping area): ''the first content provided to the recipient 

processor 120 for display on the display device J 22 comprises information., such as promotional 

or advertisement information for a plurality of different estab!ishments \Vi thin the same shopping 
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area." Id.; Ex. C, ii 120. Rittmas!er further explains that such information '<vould have been sent to 

the user in a single rnessage: "for ex,.nnple., the first tmHe.nt may include advertisement 

information for a bakery 134 and further advertisement infornrntion for a hobby shop 136 located 

\vithin the same shopping area as the recipient processor 120 and display device 122.'' Id 

6. Claim 7 ··· ''the device ,nessaging agent on at least one lf the wireless 
end-user dei•ices fiu-ther to initiate the respective secure Internet data 
nw-ssage link to the transport services stack'' 

Clairn 7 depends from clairn J. As discussed above, a laptop, smartphone, or other \vireless 

device communicating with a server would inherently have a link between its de·vice messaging 

agent and a transport services stack on the server Malek Deel at 41 63. Rittmasfer indicates that 

h '. k l ' ; d • • I f • (d' ' ' • I • sue a un cou o (Je ma e secure usrng vanous ,ayers o· encryption iscusseo anove m re,atJon 

to claim elements J[aJ and J [b] and clairns 2-3).. and that such a secure link may be initiated by the 

user device (and thus the device messaging agent on the user device). Id SpecificaHy, Rittmaster 

explains, "the user may send a request for content, products or services, over the net'vVork, for 

example, the lnternel, (100 in FIG. 8) and the provider processor may then receive the request over 

the nenvork (102 in FIG. 9)." Id.; Ex. C, ii 94. The request may be initiated by a user, for example 

in attempting to access a web page or otherwise request information, and that the user's request 

may ''-indude (or be accompanied by) the assigned user code. id The request wouid inherently be 

transmitted from a software application ("agent") on the user device to initiate and/or maintain a 

link to a server, as would be recognized by a PHOS!TA. Malek Deel. at\ 63. 

7. Claim 9 - ·•on.e t?f' the 1ne:;;sage delivery triggers i,;; the expiration of a 
periodic timer/· 

Claim 9 depends from claim 1. This additional element is disclosed in Rittmaster, \vhich 

explains foal prohibition or alkn,vance of a transmission of a message may be based on recurring 

events, such as a time, day, week, etc. Malek Deel. at t 64. For example, Rittmaster discloses that 

"the user device 1 16 is controlled by software 26-28 to periodically (or othenvise successively) 

communicate location and/or time information generated by the associated positioning system 20-

22 during a co1n1nunicati on interchange bet\veen the provider server I 2 and the user de,.,,1ice." Id, 

Ex. C, 1[ 69; see also, 1[ 70. These periodic transmissions of location and/or time infornrntion are 

trigger events, as described above in connection \Vith the discussion of "triggers" in relation to 
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8. Claim 11 ···· '"one lfthe message delivery triggers is the receipt ofa 
transrnission on the respective secure message linkfrorn the device link 
agent ,~{ the given one td. the wire!e,;;s end~user devices1 or a n-:spon,;;e 
generated to a transmission receivedfrom that device link agent.'~ 

Clairn I I depends from dairn I, and requires that a request from a user device, or a 

response to such a request, at least in pa1t causes the release of a buffered message from the server. 

Malek Deel. at t 66. Such a trigger is disclosed in Rittmas!er, because at least one condition for 

transferring data from foe network lo users through the server is the user requesting a product or 

service. Id; see. e.g., Ex. C, i"f~i s .. 9_ Rittmaster expressly discloses that the process of providing 

content in response to a trigger is first initiated by a request from an end-user device. rvfalek Deel. 

at\ 66; Ex. C, \\ 74-76, Fig. 6. 

9. Claim. 12 - '"the trmmnfasion is a heartbeat mes.mge generated by the 
given device link agent, or a request receivedfrmn the given device link 
agent-~~ 

Claim 12 depends from claim 1 i. The term '"·heartbea(' is (and was, at the rekvant time) 

kncnvn by a PHOSITA to mean that the user device periodically sends a message to the server, 

such as '·'pingini'' the server ,vith specific information ,vith respect to a request. Maiek Deel. at ir 

67. For instance, the '192 Patent indicates that the heartbeat messages can be agent information 

rnessages, agent check-in messages, or agenl cross-check messages. Ex. A, 39-44-47, 40.1-3. 

Rittrnaster discloses such a periodic communication. In one preferred embodiment, ''the user 

device 14-16 is controlled by sonware 26-28 to periodically (or otherwise successively) 

communicate location and/or time information generated by the associated positioning system 20-

22 during a co1n1nunicati on interchange bet\veen the provider server 12 and the user de,.,iice." Id, 

information packets over the course of a coinmunication interchange ... to monitor the user device's 

location (or region)'' Id. These multiple, periodic requesls issued from the user device conslitute 

a heartbeat message that triggers delivery of content from the server to the user device. Malek 

10. Claim 13 .... '"one lfthe message delivery triggers is the receipt ofa 
particular network eleJnent nu:s,,;,;agefrmn one (ft!te network element,;,; .• , 

Claim 13 depends from claim 1 Receipt of information from a network element acts as a 

trigger in embodiments of Rf Urnaster in ,vhich the sen1er obtains information froin network 

elements and then sends such information to user devices. Malek Deel. at ir 68. For example, 

45 

Headwater Research LLC 
Ex. 2008, IPR2026-00088 

Page 62 of 113



turning back to the advertising embodiment introduced above in relation to claim element l[el 

adverli sers may comrnunicate advertisemenl information to the provider server 12 frorn "suitable 

computers 138 and 140 coupled to the network 18." Id; Ex. C, ir 121. Here, "the provider processor 

operates v.:ilh an associated rnemory device on which advertisement or other display content is 

stored, for communication to the recipient processors for displaying at appropriate times." Id 

After the messages are stored (buffered), further instructions frorn net1,vork elements lo the 

server constitute triggers for releasing messages to users. For instance, Rittmaster discloses that 

each advertiser "may modify, add or delete advertisement infonnation" by connnunicating such 

instructions from the adve1tiser's computer (i.e., network element) to the provider server Malek 

Deel at 'Ii 68; Ex. C, ~ 124. Funhennore, "f_i]n preferred embodiments, each advertiser rnay control 

foe genera! time al which lhe advertiser's message will be displayed., for example., by 

communicating instrnctions to the provider processor 12 ( or directly to the recipient processor 

120) from the advertiser's computer 138 or 140." Id When such instructions are communicated 

through a website, the advertiser may request content to be displayed immediately on selected 

devices. Id This indicates that the provider server receives a message from a network eleinent (a 

device or website associated with the advertiser), which triggers the message ( content) to be sent 

to user devices. Id. 

1 L Claim 14 ···· "one of the message delivery triggers is based on an amount 
ofwire!e,>Js network data usage consumed by the given one lfthe 
·wireless end-user devices.-~ 

Clairn 14 depends from claim 1 and requires that one of the message deli very triggers is 

based on an amount of \.vireless network data usage consumed by foe given one of the \vireless 

end-user devices. Ri!tlnaster discloses this element, explaining that users may be charged for 

access to requested content and that user access to such content may be lirnited based on usage: 

The content provider may charge subscribing users a fee for allowing access to 
requested content Such a fee rnay allmv unlimited access for a period of lime (for 
example a day., month., year, etc.) or may be calculated on a per-use basis (wherein 
the subscriber is charged for each vie,ving or playing of the content). The content 
provider rnay rnaintain a record of subscriber charges., for example, associating each 
subscriber's usage charge '<vith the subscribers identification information and/or 
user code. In one embodiment, the content provider maintains an account record 
for pre-paid arnoums received by subscribers, for exarnple, in a table in which pre­
paid amounts are associated \Vith subscriber information, such as user code. Jn this 
manner, as part of the request processing can1ed out by foe con lent provider, the 
content provider may detem1ine \vhether the user making the request has enough 
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funds in the corresponding user account to cover the fees for the requested content. 

Malek Deel. at~ 69; Ex. C, ~ I I 4. This access liinitation adds an additional trigger to those already 

discussed above, such that a user requesting information from network elements wiH only receive 

this content if the nenvork elements confirm that the user's data usage is within allowed Emits. id 

l2, Claim. 15 

a. 15[PRK! "A method of operating a message linh~ sen'erj 
cmnpri,,;,;ing: ., 

The preamble of independent claim 15 recites a '"·method nf open1ting a message Hnk 

sei-ver" comprising a series of steps. Claim 15 is substantively similar to claim L except that it is 

framed as a series of steps rather than elements of a server configured lo cany out lhose steps. 

Malek Deel. at ~T 70. As discussed above, Rittmaster discloses a server for providing message 

contenl to linked user devices., and as such it also discloses the sleps performed by such a server 

Id As further discussed above in connection with claim l, Rittmaster discloses a provider server 

12 that "comprises an internet product or service provider computer or server coupled for 

• ·• '' " l 1• f ·k· 1·' d· d • ··,1·1 ,-. (-, ~- "2 \' • ·h • communication to a p urn,1ty o • networ enal11e user ev1ces a.: ex .. , ii..+ . 'anous met ods 

of operating this sen1er in order to deliver message content obtained from providers to one or rnore 

of a plurality of end-user devices are explained in detail throughout the Rittmaster reference. 

b. 15[a] "numnaining a respective -secure ,nessage link through an 
internet network between the message link server and a 
respective device link agent on each ofa pluralit;v ,~{wireless 
eml~user devices, each of the wireless end-user devices 
comprising nw.ltipfe w?fiware components authorized to receive 
and process data from ,>Jecure message link mes.mg es received via 
a de,·ice link agent on that device/" 

Rittmas!er discloses element l S[a] of the' 192 Patent. As discussed above relative to claim 

elernent l [aJ,. Rittmaster discloses that its server 12 "comprises an Jnlernet producl or service 

provider computer or server ... " coupled through the internet l 8 for communication to ''a plurality 

of network enabled user devices" (Ex. C, ~ 42), and further that such coinmunications network 

'·'may comprise any suitable means which allows the recipient processors and the provider 

processor to communicate with each other, including, but not limited to, the Internet or 'N\V\V, 

intranet, cable or other hard-wired networks, optical, electromagnetic or other wireless networks, 

as well as hybrids thereof, or the like." Nialek Deel. at ~T 71; Ex. C, ~T 32. Use of a "secure message 

link,'' maintained by a "transport services stack'' on the server and "device link agents'' on the 
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various end--user devices (such as cellular phones or laptops), is inherent for at least the reasons 

discussed above relative to claim element 1 [a]. l'vialek Ded al ii 71 :, see also, id at~ 52. 

c. 15[b! "receiving network elenwm messages from a plurality lf 
network ele1nents1 the received network ele1nent me.,;;sages 
compri,,;;ing respective message content and requests for delivmJ? 
t~(lhe respectil'e message content lo respective wireless end-user 
dePices, the respective me,,;;sage content in duding data for, and 
an ident~fication of a respective one of the authorized st~ftware 
cmnponents/ '' 

Rittmas!er funher discloses element 15 [bl the '192 Patent Malek Deel. at i[ 72. 

Rittmasfer specifies that in some instances "the recipient processors comprise online user 

terminals, including, but not limited to conventional persona! computers (PCs), portable 

conummication devices (such as portable telephones, personal digital assistants, or other portable 

information units), or vehicle-mounted computers connected to a ,vide area network, such as, but 

not limited to, the Internet." Malek Deel. at f 72; Ex. C, 'Ii 35. A PHOSITA in the relevant time 

period would readily recognize that these lypes of devices each have one or more sofh,vare 

applications, \Vith each application having a port number to associate the specific application '<vith 

a virtual localion on the device i\!falek Deel. al~[ 72 Since Rittmasfer discloses that the server 

receives information from various provider computers to be directed to end--user devices, it is 

inherent that messages received from network elernents would have "an identification of' the 

recipient authorized software component aiong with the message content (e.g., an image or 'Video 

d. 15[cl ''ln~{fering contentfrmn the received network element 
mes,mges for which deliw:1J7 is requested to a given one lf the 
wireless eml~user devices;·'' 

RiUrnaster dearly identifies buffering that prevents transmission of messages to user 

devices untii a deterrnination is made by logic or "rule sets'' lhat the user device is authorized lo 

receive the message, such as by vinue being located in a specific geographic region. Malek 

content is not provided by the server until a determination is made, using a set of rules or logic, 

that one or more specific end-user devices are authorized to receive the rnessage., such as by virtue 

of being located in a specific geographic region. Id, see also, id at 7! 55. And in some 

embodiments, Rhtrnasfer explains that a plurality of other triggers can be present, stating that "if 

a recipient processor provides geographic information corresponding to a flrst geographic location 
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or region, then the provider processor may be controlled to not provide selective information to 

e. 15[d] "deterrnining-when one of a plurality ofnie-ssage delive1J' 
triggers for the given one t?l the wireless end-user dei•i ces has 
occurred1 wherein for at least some (4· the received network 
element messages, the receipt t~f such a mes,,;;age is not a message 
delivery trigger, and for at !east one of the message deli 1'e1y 
triggers, the trigger is an occurrence t~f an asynchronous event 
with time-critical messaging needs; and'' 

Rittmas!er further discloses element 15[d], because providing content to an end--user device 

is dependent on one or more U1ggers Malek Deel. al ii 74:, see also id at~[ 57. Providing content 

to an end-user device is dependent on one or more triggers in Riwnaster that qua!i(y as 

asynchronous events with !irne-crinca! messaging needY., as discussed in great detail above in 

connection with daim element l[e]. Id For instance, content might be provided upon user request 

or when the user is dcterrnined to be within a certain proximity to a content provider's 

establishment A plurality of other triggers also may be implernented., and "the provider processor 

[serverl may be controlled to not provide selective information to the recipient processor [end-user 

device], unless further criteria is mef' such as "minimum user age, a particular period of the day, 

'<veek, month or year, or other suitable criteria." Id: Ex. C, ~[ 14. 

J: l5[e1 "upon determining that one ,?{the message delivery 
triggers has occurred, -supplying one or more me-ssages 
cmnpri,,;;ing the buf{ered content for deli1,e1y on the secure 
mes,mge link maintained between the message link sen·er and a 
device !ink agent on the given mu t?{the wireless end-user 
dePices. $' 

FinaHy, Rittmaster disdoses element 15[e] of claim 15. Simply by communicating through 

an internet connection, as in Rlftmaster, message content ,vould be trnnsrnitted through a link 

bet1Neen a stack on a server and a soflware agent on one of a plurality of end-user devices, as 

discussed in greater detail \.Vith respect to claim element l [f] above. Malek Deel. at ~175; see also, 

id at ii 58 The RWmasfer system is specifically designed to deliver rnessages from the server to 

an end .. user device in response to determining that a trigger has occurred, such as by the end -user 

device entering a specific geographic region. Id. at 'Ii 75. By sending the message upon occurrence 

of a trigger after storing it at the server level, as discussed above, the message is by definition 

buffered Id 
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D. Ground 2: The Cornbination of Rittrnaster and Knowledge of a PHOSIL\ 
{as Evidem::ed hy Distributed .~ystems and/ni· Computer Networks Textbooks) 
Rende~· Obvimrn Claims l-3. 5-7 and 9-15 

To the extenl one mighl argue lhat protocol-level details such as a "lnmsport services slack" 

or "device link agent" are not strictly inherent they \vould have been extremely obvious because 

they v.:ere basic features of nelwork servers communicating over the internet as of foe tirne of the 

alleged invention. Ri!tlnaster explicitly acknowledges that protocol-level or softwarn-level details 

are unnecessary because they would be readily understood by those skilled in the art, stating that 

''[s]uch computers and communication interfacing are ,vell known in the art and are not described 

in further detail herein for purposes of simplifying the present disclosure" Ex. C, ~ 42. This is both 

a direct acknowledgement that missing protocol-level details would have been obvious and an 

invitation to combine Rlftmaster' s disclosure \Vith background knowledge of a PHO SIT A and 

,vell-knmvn net\vork structure and protocols As discussed further bdow, Riwnaster's above 

explicit teaching, suggestion, and motivation to use \vell-known knowledge and skill in the an 

would have led a Pl-HJ SH/\ to combine Ritt master \Vilh basic nelYvork communicalion details such 

as those discussed in widel:r•available prior an textbooks. 

a. l [PREJ "A Jnes:-w.ge I ink server comprising:$' 

As discussed abrrve, the preamble of claim l is anticipated by Rittmaster because the 

provider sen,1er 12 "comprises an Internet product or service provider computer or server ... 

coupled for communication'' to ''·a plurality of net,vork enabled user de,/ices.'' See supra Section 

II.C.I.a.; rvfalekDecL at~ 51, Ex. C,, 42. 

b. l[~j "a lnm,,;;port services stack to maintain a re.,;;pectiPe secure 
me:,;sage fink through an Internet network between the rne,,;;sage 
link server and a re,'§pectil'e dePice link agent on each o,,fa 
plurality ,~r H'trele.,;;s end-user devices, jJ 

Rittmaster disdoses claim element 1 [a] for the reasons described above. See supra Section 

U.C. l .b.; Malek Deel. at ~[ 52. To the extent hmvever, that specific protocols for sending or 

receiving messages are detennined lo be missing from Riftma.wer, it 1,vould have been obvious to 

employ Transport Layer Security level (TLS) protocols that were not only weH-knmvn, but 

comrnon at the relevant tirne, to maintain a secure link between lhe server and a plurality of user 
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devices. Malek Deel at ~! 52. This is especially trne in vie\v of Rittmaster' s invitation to use 

"comrnunication interfi1cing" that \Vas '\vell known in the art'' i\!falek Deel. al i1 52; Ex C, ~- 42 

In addition, to the extent Rittmas!er fails to explicitly state that the secure link exists 

between a "transport services stack'' on the server and a "message link agent'' on the mobile 

devices, a PHOSIT.A would have easily recognized that communication over the internet as in 

Ri!tma.wer inherenlly (necessarily) involved a link between a stack on the server and a sofhvare 

"secure" message link through an internet network between the message link ser\.1er and a 

respective device link agent were considered to be not inherent in Riwnaster, incorporating such 

a link in Rit!tnaster ·would hm.,-e im.,-oh.,-ed nothing inore than coinbining known elements using 

knov.:n elements lo yield predictable results. In fact, such a secure link was so well-known at the 

time of the alleged invention that it was literally textbook kmnvledge, as shown by the Distributed 

.\l-'',"fO<->H• <·,,x--·tl,)()')k· (nx- ,:;I 7 n/:,·fr1·;,.,,t,Y'f \'1,,;1°,,1" n1•>c• '2 '!!1. ,l;,]v 'l""f1 t,,v:]·1u·~ol, ;1·1 th,, f'()J"'"'Hll"'f •-•J'- t~✓ (il.Y l\c .. ,!... _.\... \f.,. , -~-"/' _{_.? ,_,. flv ,~_..,t.y . .._~,··,_ ,.._, • '-' v, 0:_1 ,;,;. ,\ _ '),,,.,v- ) \.. .0\..,"J .._,,.,,.._,._ _. _ ~- ..,_ ,,_ -~' \..,._. U.l-' !.,~-

science curricula of many universities at the relevant time, and outlined basic requirements for 

network systeins. Malek Deel. at 41 5 2. The Disfnbuted ,S),sterns textbook explains the importance 

of maintaining a secure communication link bet\veen server and dient devices on the internet See 

/"}jpi,-jf,nfo,J \\,\·1''-'111" at p ';>:!,:i_. ]\/,2 ],,k D-'r'.] '2 ' ~ ';) l)1'\·fr,i.,,f,.,(f \'1:ct,yn,,• 1·1u·~t"S t"'2 ' "rt·]]-,,, J_,,._n'Jt1 ,jo ..... ~/il .L✓ I- •"-,' • '"' ( • •• o i, .. ~_l,;_~-~-. ""'' • ,;_;_,._ :: ••'•"-"'• -- /_ • ,th_tl-~✓ •; "··'J'"'"~ .... rft. _ _ ._ \.., JU_,;.~!., l _ ... i!..~-

predominant approach for setting up a secure channel in the Web is to use the Secure Socket Layer 

(SSL)" and that "[a]lthough SSL has never been formally standardized, most \Yeh dien.ts and 

§{'n;ers m~vt~.rthdt§S fmppod it'' Id (ernphasis added). Distributed S)'s!ems afao noted al the lime 

that an update to SSL had formally laid do'<vn standards published by the Internet Engineering 

Task Force (1ETF), and this update is now refrn-ed to as the Transport Layer Security (TLS) 

protocol that includes the security !ayers shown below in the server's '"·internet protocol stack" as 

shown in the textbook. 

7 Andrew S Tanenbaurn and l'viaarlen Van Steen,. Distributed ~'-J'.vstems.° Principles and 
Panuilgms. Second Edition (2007). Pearson Education, 2007, avaliabie at 
https://vowi.foinf.at/images/b/bc/TlJ _ Wien-Verteilte_ Systeme_ VO _0/28Goschka'!l.i29 _-
__ Tannenbaum-di stdmted ___ sy stems ___ pri nci pl es ___ and ___ parndi grns ___ 2nd __ edi tion pdf 
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rH:r::;P' I FTP I Teine! I • • • 
Tt.S 

,-------""'-""'""'""'"""'"""""""""'""""""'"""'"'1 L ____ N_e_,,t_w_or_k_l_a_y~_r ___ ----11 

Data llnk !ayer 

Ex.Eat p. 584; l'vialek Ded at~- 52. A PHOSITA v.:ou!d have known that either lhe widely used 

SSL protocol or the standardized TLS protocol would have been used to maintain a secure 

comrnunication link bet1Neen the above server stack and a sofrware program on client devices. 

JVfalek Deel. at ~[ 52. The Distributed Svstems textbook also explains that ''TLS (and SSL) 

irnplernentations are usually based on TCP.,'' which a Pl-JOSH/\ would have understood to refer 

to ''·Transmission Control Protocot·,, that \Vas, and still is, the standard transport-layer protocol used 

for exchanging data and messages on the inteniet. Id A PHOSHA ·would have found it extremely 

ol-.rvious to employ the foregoing protocols to maintain a secure connection between a net\vork 

stack and a rnobile device link agent because having such a secure connection ·was standard and 

broadly recognized as superior to an unsecured connection. Id In facl, it would have been unusual 

not to have a secure connection to a net'<vork at the time of the invention. Id 

c. l[b1 "each t?f" the wi:re!e.,;;s end~user devices corn.prising multiple 
software components authorized to receive and process data frmn 
secure message !ink me,,;;sage.,;; received 1,ia a device link agent on 
that device; '5 

Ritt master also discloses element 1 [bJ. See supra Seclion 1 i .C. l .c. For instance, Ritt master 

discloses that a plurality personal computers (PCs), portable communication devices 

(telephones., PDAs, etc.), or vehicle-mounted computers may be connected to a wide area network 

such as the internet Id.; Ex. C, 7! 35; Malek Deel. a.t 7! 53 A PHOSlTA would have readily 

recognized that these types of devices each inherently included a plurality of software applications 

each associated ,vith a port number to identity a virtual location on the device associated with that 

specific application. Malek Deel. at 7! 53. Hmvever, to the extent that Rittmaster alone is not 

considered to anticipate element l [b], employing end-user devices with rnultiple sofrw·are 
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applications that process data from secure messages received via a device link agent on that device 

would have been obvious in view of common background knov.:ledge kncwm to a Pi-!OSJTA., as 

shov-m by Cmnputer l{etvvorks (Ex. FY,, a ,videly used textbook at the time of the alleged invention. 

Id Computer Neti-vorks explains foal when a process on a device establishes a TCP connection 

with a remote process it attaches itself to an unused TCP port on its own machine, which identifies 

where to send incoming packets belonging to this connection 5'ee Ex. F at p 340, :rviafok Deel. at 

ii 53 The process also supplies a destination port to tell who to give the packets to on the remote 

side. Id Each outgoing TCP message contains both a source port and a destination pon, serving to 

identify the processes using the connection on both ends. Id. The standard TCP message format 

shown below for transmitting data on the internet includes both a source port 1m1nber and a 

destinalion port nurnber. 

A.cimtw,{re,:lg$1rwt:,! n~ti1Mt 

: ~~]~1~~;i!i!f ;~:~ l 
I .......................................................... '-''°m.-w<m-···························································I 
~--.::: Dam {opa:-0Ml) : .. .::: 

Ex Fat p 410; rv1alek Deel. at~ 53. /\ PHOSITA would have afao been familiar with lhe structure 

standard IP packets used for transmitting data on the internet, as shmvn belmv. See Ex.Fat pp. 

329-330, Malek Ded al~- 53 

8 Andrev,,; S. Tanenbaum. Computer Neti-vorks Fourth Edition. Pearson Educalion. 2003. 
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S:&~1:r<:$ Mtir~% 
· ....................................................................................................................................................................................................................................................................................................................................................................................................... -:; 
i O~tiMtkifl ~1,.1r~w i~ 

A PHOSIT A thus \vould have known that messages could be sent from a network to multiple 

applications (soft\vare components) on an end-user device by identitying the appropriate port 

number in messages so that the messages are routed appropriately by a soihvare prognun (de,.,,1ice 

link agent) on the end-user device Id. 

d. l lcl "an interface to a network to receive neti,i;ork element 
rnessages from a plurali{v t~f network elemettt<;J the received 
network eleJnent messages comprising respeclfre mes.wtge 
content and requests for delivery of the respective message 
content to respective wireless end-user devices, the respective 
me:,;sage content including datafor5 and an identification td: a 
respective one of the authorized st~ftware coniponent:;, 1

·' 

Ritfmas!er discloses element J[c]. See supra Section H.C. Ld. This element requires that 

the network-facing side of the server include an "interfa,ce'' to receive messages from lv.:o or more 

''network elements," and that the messages include ''message content" and "requests for delivery" 

of that content to specific end-user devices by including data for, and an identification of, 

authorized software. Malek Deel. at ir 54. This does little more than describe the basic manner in 

w'hich all messages ,vere delivered from a network including multiple computers at the relevant 

explicitly discloses that "[t]he pro,.,,1ider processor 12 is capable of providing information from any 

suitable source (including, but not limited to an on-line source .. .),'' thus disdosing a plurality of 

potential ''network elements" from which the server may obtain messages through an interface. 

elements may include, for instance, "promotional or advertisement information for a plurality of 
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different establishments within the same shopping area" and that ''the owneI· of each of these 

esfabH.shm.i.•nt§ may lrnve nnrmurn.irattd advi.•distment infonmifom to the provider 

prncessor 12~ from suitable computers 138 and 140 coupled to the network 18." Ex. C, i]t 120-· 

21 (emphasis added):, Malek Deel. al i154. Further., "the establishment's processor 138 or 140 may 

be programmed to automatically communicate a signal to the provider processor 12 to cause a 

specified piece of content lo be displayed on one or more selected display devices 122 and 128 

Ex. C, \ 125; Malek Deel at i] 54. Rittmaster's adve1tising information (data) from computers 

associated with the shopping establishments (net\vork elements) would necessarily include a port 

number to identify the authorized recipient software for \vhich the advertisements are intended. 

"In this manner, the content provider 12 inay control the distribution of advertisement information 

for a plurality of establishments to a particular recipient processor (or a plurality of parlicular 

recipient processors and associated display devices), based on the geographic location the 

establishments and the recipienl processor'' Ex. C, ~· 123 

Furthermore, Rittmaster' s advenising information (data) from computers associated '<vith 

the shopping establishments (netvJOrk elements; would necessarily include a port number to 

identit} the authorized recipient software for ,vhich the advertisements are intended. Malek Dec! 

at f 54. In fact, Rhtrnasfer explicitly states that "the content provider 12 rnay control the 

distribution of advertisement infomrntion for a plurniity of establishments to a pa1ticu!ar recipient 

processor (or a plurality of particular recipient processors and associated display devices), based 

on the geographic location of the eslablishrnents and the recipient processor." Id, Ex. C, ir 123. Jn 

other words, Rittmaster' s system requires the messages to be targeted to specific users, which 

\vould require addressing infi:mnalion regarding end-user devices and applications on those 

devices able to process the messages. See Maiek Deel. at 1] 54. Even if Riwnaster ,vere considered 

not to expressly or inherently disclose the dernents of J [dl a PHOSHA would have recognized 

that it \vould have been extremely obvious to implement standard message formats for 

communication \Vith sen1ers over the internet at the relevant tirne, which would have included 

those features. For instance, a PHOSlTA would have knmvn based on baseline textbook 

knowledge that"[ e ]ach outgoing TCP message contains both a source pon and a destination port" 

and that "together, these pod§ §trve to identify lhe processes using the conneclion on both ends.'' 

(emphasis added) See JVIalek DecL at t 54; Ex. F at p. 340. It 'vvould have been obvious to 

implement such features in the messages ofRitfmasfer because that is simply how comrnunications 

55 

Headwater Research LLC 
Ex. 2008, IPR2026-00088 

Page 72 of 113



over networks worked at the time of the invention (and still '<vork now), and also because 

Ri!tma.wer invited those skilled in the art to look to knov.:n devices and techniques lo cany oul 

aspects of the invention not fhlly described by stating that its "computers and communication 

interfacing are well known in the art and are not described in further detail herein for purposes of 

simplifying the present disclosure." Ex. C, ii 42; Malek Deel. at 1"[ 52. 

e. l[d1 "a mes.>Jage buffer :.ystem including a memmJ7 and logic, the 
menwry to buffer contentfrom the received network elernem 
;nessage.,;,;j(.w which delfrery is requested to a gfren one t?fthe 
wire!e.>Js en.d~user devices, 1' 

Rit!master disdoses element lldJ for foe reasons discussed above. 5'ee supra Section 

HC.1.e. Rittmaster dearly discloses a buffer system that prevents transmission of messages to 

end-user devices until a determination is made, using a set of rules or logic, that one or more 

specific end-user devices are authorized to receive the message, such as by virtue of being located 

in a specific geographic region Malek Ded. at ~ 56. For instance, Fig. 2 shows that there is a 

Storage Device U (i.e., memory) associated with the Server 12 in which messages may be stored 

prior to sending them to end-user devices. Ex. C, ff 33 and 163; Malek Deel. at f 56. RiUrnaster 

discloses logic by staling that "a set of rules may be irnplemenled, which depend upon the 

geographic information (and, thus, the geographic location or region of the recipient processor), 

such that ... a recipient processor provides geographic information corresponding to a first 

geographic location or region, then the provider processor may be controlled to not provide 

selective information to the recipient processor, unless further requireinents are met." Malek Deel. 

at 1[ 56; Ex. C, \ 40 Rittmaster specifica!ly mentions that in preferred embodiments the !ogic of 

the sen,1er determines in what region a particular one of a plurality of end-user de,.,,1ices is located, 

stating that "geographic information is communicated from the first user device to the server 12 

and the deterrnination of the region in \Vhich the user device is located is performed at the provider 

server.. .'' Malek Deel. at i1 56:. Ex. C, ~[ 53. For instance, "if foe region Xis detennined in step 

34 to be \vithin a non .. restricted region, then the user device 14 may be provided access to the 

downloads to the user device 14, sofavare files, programs, data, decode keys, or other information 

that defines the requested product or seivice or that are necessary for the user to obtain the 

requested product or service" kl 
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In other \vords, Rittmaster discloses buffering content from the other on-line sources (i,e., 

net1,vork elem en ls) because the server (processor l 2) receives and stores lhat information until 

logic determines user location. Malek Deel. at ~[ 56. In one example of buffering, Rittmaster 

discloses that advertisements from dif-Terent establishments may be "cornrnunicated to the conlent 

provider l 2 and stored in advance" and that ''the provider processor operates with an associated 

memory device on 1,vhich adverlisement or other display content is slored, for cornmunication to 

the recipient processors for displaying at appropriate times." Maiek Deel. at\ 56; Ex. C, \\ 120-

21 In another example, Ritfmasfer expressly discloses that "the prm.,-ider processor maintains a 

listing or inventory of advertisements'' that can be provided to a recipient processor Malek Deel. 

at 'Ii 56; Ex. C, f 134. To the extent that one could possibly consider JWtmaster not to expressly 

disclose a "buffer,'' a PHOSrr A would have found this to be an extrernely obvious design choice 

given the presence of a server memory. Malek Deel. at t 56. Buffers and buffering content \Vere a 

\vell-kncwm concept in the conlext of data exchange., and it V✓as texlbook knowledge al the lime 

that \.Vhen an application sends data to TCP, there were two choices: "TCP may send it immediately 

or buff er H (in order to collect a larger ainount to send at once), at its discretion." ( emphasis added) 

Furthennore, as demonstrated in the immediately foregoing Section II.D.1.d., the purpose 

of a buffer is to buffer content Rittmaster specifically discloses that content such as advertisements 

from nenvork elements (e,g, different computers from various establishments in a shopping area) 

may be "cornrnunicated to foe content provider l 2 and stored in advance'' on the server, and that 

the server stores this content ''for communication to the recipient processors for displaying at 

consider Rittmaster not to expressly disclose ''·buffering'' the pn-rvided content during the time that 

logic detennines \vhether or not it should be sent through to an end user, a PFIOSITA would have 

found the step of buffering the content to be an extremely obvious design choice given the presence 

of a sen1er meinory and the fact that buffering content was not only \.vell-known, bm ,vas a more 

convenient choice for the end user (recipient) than 1,vailing to retrieve foe rnessage conlent from 

network elements until after logic has made a detem1ination regarding whether to send a message 

to a user. Malek Deel. at i[ 56 . 

. A PHOSITi\. also would have found it obvious to buffer content because buffering was a 

\.vell-known concept in the context of data exchange using the standard TCP protocol on the 
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internet. For example, it \Vas \veH .. knmvn at the time that \vhen a sender ''application passes data 

to TCP, TCP rnay send it immediately or lm.ffer it (in order to coliecl a larger amount to send at 

once), at its discretion." (emphasis added) See Ex. F at p. 408. In addition to the sender buffering 

data, it was well-known at the tirne lhat TCP required the receiver to buffer incorning data Id at 

p. 416. 

J: l [ e] "the logic to determine when one e~f a plurality td. mes:mge 
delivery triggers for the given one of the wireless end-user 
dePices ha,,;,; occurred1 wherein for at least some t?fthe recefred 
network element message,,;,;, the receipt (!f" such a message by the 
rnessage bu.[fer system is not a message delivery trigger, and for 
at least one of the mes,mge deliPery trigger,,;,;, the trigger is an 
occurrence of an asynchronous event with time-critical 
messaging needs, and'J 

Rittmaster discloses element l [gJ for the reasons discussed above. See supra Section 

ILC. i .h.; see a[m J\falek Deel at ff 56-57 For instance, Rlftmaster discloses logic for detem1ining 

when triggers have occurred by stating that '·'a set of rules may be implemented, which depend 

upon the geographic information (and, thus, the geographic location or region of the recipient 

processor), such that ... if a recipient processor pn-rvides geographic information corresponding to 

a first geographic location or region, then the provider processor may be controlled to not provide 

selective information to the recipient processor, unless fwther requirernents are rnet'' 1'fofok Ded 

at 7[ 56; Ex. C, ii 40. Those additional conditions being met \vould trigger sending of messages 

frorn lhe server that \.Vere previously received from netv.:ork elernents and stored in lhe server's 

buffer system. In other instances, determination of location alone is a trigger such that ''if the 

region X is determined in step 34 to be \Vi thin a non-restricted region, then the user device 14 rnay 

be provided access to the product or service (step 38)."'' Malek Deel. at 1[ 56: Ex. C, 1[ 56. ln such a 

scenario, "the server 12 downloads to the user device 14, software files, progrnrns, data, decode 

keys., or other information that defines lhe requested product or service or that are necessary for 

the user to obtain the requested product or service." Malek Deel. at ~T 56: Ex. C, 7[ 56. 

While Rittmasfer primarily discusses geographic location, addilionai triggers are 

contemplated. For instance, "the provider processor [server] may be controlled to not provide 

selective information to the recipient processor [end-user device], unless further criteria is met" 

1 ' • • • l • • i' h d 1 ' 1 • • l sue 1 as ·mrnunum user age, a part1cu ar penod o t e ay, \Vee-::, montn or year, or ot 1er suitab e 
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criteria." JVIalek Deel. at ~T 57: Ex. C, ~T 14. i\.lternatively, inputting geographic coordinates may 

Thus, a plurality of triggers exist that could each result in sending content to user--.:fovices, 

for instance (l) detennination that the user device is in an unrestricted zone and (2) delennining 

that the user is in a restricted zone but also detecting a trigger such as meeting minimum age 

requ1 rements. 

These triggers are dearly not receipt of the message by the buffer system. These types of 

triggers also are an "asynchronous event with time-critical inessaging needs" because the request 

and responsive providing of content are asynchronous (i.e., do not occur at the same time) and the 

response is tirne-critical (i.e., is provided in response to a trigger rather than residing on the 

triggers, Rittrnaster discloses logic that determines \vhether a recipient request (i.e., trigger) \Vas 

received within a required time period., which a PHOSITA would understand to be a trigger with 

''time-critical messaging needs." Malek Ded at ~1 57; Ex. C, \i[ 62-67: see also\ 130. Jndeed, 

Rlftmaster considers the time infonnation so critical in this embodiment that RiUrnaster suggests 

encrypting the time information. Malek Deel at ~1 57: Ex. C, ir 66. 

g. l[f] "upon determining that one of the message delivery triggers 
has occurred, the logic.further to supp(v m-w or more messages 
compri,,;;ing the buffered content to the transport ,,;;erl'ices stack 
for delivery on the secure me-ssage link maintained between the 
transport .W!rPices stack and a device fink agent on the gi !'en one 
,~{ the wireless end-user devices." 

9 This is consistent with how the patent owner appears to have interpreted the term, because the 
'192 Patent confirms that "asynchronous events \Vith time--critical messaging needs" are, for 
o,. • ,I., .- "<· ., . ,, ,,!; -.. ) . ,., . ,· ,, , ;, ·,1:. ,; 'V, ·t ) . , ,., . c.·· •. , • ❖ '' lt;f, 1 0 : f)•>''] , • ~ ,:;;,. q A -.Xdh1f;,~,,- d tJal1S,k·,,Ufi CJ s~,t\,kf ,)J, 1115 C,fn, CJ il us~,t H,ljth,S,. i\!al-.K u .. al I!., 1, LX. t-'l., 

38·59-63. In litigation ·,-vith Samsung, the patent owner did not attribute any particular meaning to 
the term during claim constrnction Ex. G (Ciaim Construction Order, 2:23-cv-00103 Dkt. 118 
(ED. Tex.)) Even more striking, Samsung pointed out during prior Inter Partes Review of foe 
'192 Patent that the patent 0\.vner directly admitted that a message retrieval request is a message 
delivery trigger and did not deny, given the opportunity, that such a basic request is "an 
asynchronous event VJith time-critical messaging needs" Malek Deel at, 57; Ex. H (Samsung 
Reply Brief in IPR.2024--00010, Paper 16 at p. 4); see also Malek Deel. at 7[ 57: Ex. I (PO Response 
Brief in JPR2024-00010, Paper 12) and Malek Deel. al ii .57; Ex. J (PO Sur-Reply Brief in 
IPR.2024-000lO., Paper 19) where patent ov,.mer failed to challenge the meaning of "asynchronous 
e-vent \vith time-critical messaging needs'' in the 'l 92 Patent. 

59 

Headwater Research LLC 
Ex. 2008, IPR2026-00088 

Page 76 of 113



ll.C l .g.:, see also Malek Deel. at ir 58. As discussed above relative to elemenl l [11, messages are 

sent '<vhen the logic determines that one of multiple triggers has been satisfied. Simply by 

communicaling through a secured internet connection as in Rittmas!er, rnessage content would be 

transmitted through a link between a stack on a server and a software agent on one of a plurality 

of end-user devices. See supra Section ll.C 1.b. 

Claim 2 ··· ,,an em::1:vptfunction to encrypt the one or nwre messages 
supplied to the tnm.,;;port service.,;; ,,;;tack for delivery on the secure 
message linlf maintained beti,veen the message !ink server and the device 
link agent on the gfren one t?{the wireless end-user dei·ices/9 

Claim 2 depends from claim l. Rittmaster discloses this additional element for the reasons 

discussed above. See supra Section ILC.2. Ritfmasfer contemplates encryption of content ii:-om 

net\vork elements prior to transmission of the encrypted content from the net,vork server to one or 

discloses that the provider processor (server) may '·'encrypt the content with an encryption 

algorithm or technique for w'hich the expected user location is part of the decryption key or 

decryption processes used to decrypt the content" and "may also employ the user code (and user 

identification or recipient processor identification information) as part of the decryption key or 

decryption process" before "encrypted content is communicaled to lhe recipient processor over the 

3. Claim. 3 - •·the encrypted one or more me,;;sage.,;; are transported to the 
device link agent on the given one of the wireless end-user devices using 
mw or more ,~f encryption on the transport sen•ices stack, l P (Internet 
Protocol) layer encryption, and tunneling/' 

Clairn 3 is also disclosed by R1ttrnaster. See supra Section IIC.3.: Malek Deel. at 'Ii 60. 

Communications in Rittmaster would have utilized TLS, which creates an encrypted channel at 

the transport layer (i.e., TCP) and by definition has encryption on the transport ser-,1ices stack. 

Riwnaster expressly describes using one or more keys to encrypt content, ,vhich would at a 

minimum necessarily include the payload the message to be sent by the server. l\falek Deel. at 

ir 60: Ex. C, 7!~! 97-98. These keys, for instance, cmdd be derived from location information and/or 

a user code. Id. Further, the '192 Patent explains that encryption may be performed at or below the 

transport services stack "with lPSEC or another IP layer encryption, VPN or tunneling scherne.'' 

Malek Deel. a.t ~1 60; Ex. A, 89:26-29. As discussed above relative to element l[ a], the Distributed 
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,\ys!en1s textbook explains that ''[t]he predominant approach for setting up a secure channel in the 

Web is lo use the Secure Socket Layer (SSL).,'' which v.:as updated as Transport Layer Securily 

(TLS) protocol that includes the security layers in the server's ''internet protocol stack." Ex. E p. 

584; rvfalek Deel. at~[ 52. 

At a minimum this was extremely '<vell--known to any PHOSITA, and an obvious option 

foal wou!d be easily irnplernented in response to a clear rnolivation lo further increase secur1ty 

Computer Nefivorks evidences that these layers of encryption \Vere baseline knowledge to a 

PFIOSITA at the relevant tirne, and the textbook desc11bes IPsec (IP security}. a popular secure 

communication protocol operating at the iP !ayer, just like the '192 Patent does. Malek Dec! at ii 
60; Ex. Fat pp. 596-599. A PHO SIT A \vould also hm.7e kno\vn that in tunnel in ode, IPsec encrypts 

and protects the entire original JP packet and then encapsulates it within a new 1P packet for 

transmission. Id. Niost Virtual Private Nenvorks (VPNs) at the relevant time (and today) relied on 

JPsec tunneling for creating the secure cornmunication channels, and thus it would have been 

obvious to implement in Rittmaster even if not necessarily present. See Malek Deel. at ii 60; Ex. F 

at pp. 602~603. 

4, Claim. 5 ··· ,,wherein the transport services stack is further to receiPe, 
oPer each ,~f the respectfre secure mes:mge links, upload mes:mges 
fom'tu·ded by the re-spective device link agent-sfrmn at lea-st a subset of 
the device software cmnponents, each of the upload rnessage,,;; ident{fring 
a corresponding one (!f'the network elements to ·which the device 
respective M~ftware component has requested delive,y, the networlf 
server systnn using the interjtu:e to a network lo deliver contentfrom the 
upload messages to the respective identffied network elements/' 

Claim 5 depends ii:-om dairn 1 Ritfmas!er discloses this additional element as discussed 

above. See supra Section HC.5.: Malek Deel. at ii 61. For instance, Riwnaster discloses providing 

a user code from a user de,.,.,.ice and then the provider processor (server) also providing the user 

code as part of a request for content from network elernents. l'vialek Deel. at i[ 6 l, Ex. C, i[~[ 96-97. 

Additionally, soine embodirnents in l?it!m.aster allov.: "the selection of co1n1nercial, promotiorwJ, 

or infonnational content'' lo "be detennined 

JVIalek Deel. at 1"[ 6 i. Thus, identifying information about the user device is provided in order to 

request content from a net\vork source. The user can also communicate their advertising 

preferences to the network. Ex. C, \ 142, Maiek Deel. a.t 1[ 61. In embodiments where geographic 

location infomrntion is transmitted by end-user devices and the net\vork server provides that 
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information to the content provider, the claimed ''upload message" \vould be present. Nialek 

5. Claim 6 ··· ••--wherein at least one of the one or more rtws-sages for delivery 
by the lnui,,;;port service,,;; M:ack cmnprise,,;; multiple ident!{ierldala pairs,•~ 

Claim 6 depends from claim 1. To the extent that the added element of this claim indicates 

that a single inessage contains two or more payloads, each with its O'Nn separate identifier., it is 

either disclosed in Rittmaster (see supra Section ILC.5 ), or obvious in vie\v of Rittmaster. ln 

discussing an embodiment where a user located in a shopping area may receive content that 

includes infi.xmalion from rnultiple network elements (e.g., mulliple store cmnputers within the 

shopping area), Rittmaster states that ''the first content provided to the recipient processor 120 for 

display on the display device 122 comprises infonnation, such as promotional or advertisement 

information for a plurality of different establishments within the same shopping area." Malek Deel 

at 41 62: Ex. C, 41120. If this inforr.nation was collected at the server for distribution to users, it 

'<vould have been sent in a single message, or at a minimum it \vould have been obvious to "piggy'" 

back" tvJO or in ore pieces of provider content for delivery to a single user in vie\v of JWtmaster' s 

statement that ''-for example, the finit rnnten.t may include advertisement information for a bakery 

l 34 and ftffther advenisement information for a hobby shop l 36 located \vithin the same 

shopping area as the recipient processor l 20 and display device 122.'' Malek Deel. at~[ 62, Ex. C., 

ii 120. Piggybacking \Vas a weH--knmvn and routine option for reducing the number of messages 

PHOSITA would understand that nvo independent data elements (e.g., advertisements), each 

having a data payload and identifier, cou!d be assembled into a single message in order to aHow 

for better handling of a high number of messages. fVfaiek Deel. at 7! 62. 

6. Chaim 7 - ·•the del'ice messaging agent on at least one e~f the wireless 
end-user devices further to initiate the respective secure Internet data 
me.,;;sage link. to the transport ,,;;en·ices stack/~ 

Claim 7 depends from claim 1 A laptop or smartphone communicating with a server would 

inherently have a link between a device messaging agent of the laptop/smartphone and a transport 

services stack on the server. Malek Deel at \ 63, see also supra Section ll.C Lb. Rittmaster 

indicates that such a link could be initiated by the user device (and thus the device messaging agent 

on the user device) by slating that "[o]nce a user has registered \Vilh the conlent provider and has 

received or has been assigned a user code, the user may send a request for content, products or 
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services, over the net'<vork, for example, the Internet, (100 in FIG. 8) and the provider processor 

may then receive the request over the network (102 in FIG 9).'' rv1alek Deel. at ir 63; Ex C, ~ 94. 

Rittmaster specifies that "filn an Internet embodiment, the request may be initiated over the 

Jnlernet by a user, for exarnp!e,, attempting to access a \.veb page,, attempting to access a link on a 

\veb page, submitting request or order information, or the like" and that ''[t]he user request may 

include (or be accornpanied by) a user code assigned to the user rnaking the requesl, as described 

above'' Id Such a request \vould inherently come from a software application ("agent'') on the 

device that serves the purpose of initiating/maintaining a link to a server., as would be recognized 

by a PHOSITA. Ma!ek Deel. at ii 63. At a minimum, it would have been obvious for a device 

messaging agent on an end-user devices to initiate a secure link to the transport services stack of a 

server because the link would be initiated either by the messaging software on the user device or 

by the protocol stack of the server, and either of those tv-lo options \vould have been obvious. 

7. Clain~ 9 - ·'one f?fthe me:;;sage delin:ry triggers is the expiration of a 
periodic tin.er.~' 

Claim 9 depends from claim 1. This additional element is disclosed in R1ttrnaster, as 

explained in Section H.C.7., supra. Rittmaster disdoses prohibition or aHowance of transmission 

As one example, Rittmaster discloses that ''·the user device 14-16 is controlled by software 26-28 

to periodically (or othenvise successively) communicate location and/or time information 

generated by the associated posilioning syslern 20-22 during a cornrnunication inlerchange 

between the provider server 12 and the user device." Malek Deel. at ~T 64; Ex. C, ~T 69; see also~! 

8, Claim. 10 ··· ··the period of the tin.er is fractional(v shorter than a 
maximwn data ;nessage intermf beyond which the secure 1-nessage link 
is taken down/' 

Claim IO depends from dailn 9 and adds that messages are designed to be sent shortly 

before a link to the server is terminated. Malek Deel. at i1 65. This would have been obvious in 

view of Ritfmaster because a PHOSITA at the relevant time would have known that causing a 

connection to a server to '·'time out" was common to maintain security of the net,vork, and ensuring 

that messages that are delayed to be sent at a specific hour, day, or \veek, etc., would need to be 

sent 1-n1or to foe tirneout of the connection. Id Thus, when RWmasfer disdoses that "the user 

device 14--16 is controlled by sofnvare 26--28 to periodically (or othenvise successively) 
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communicate location and/or time infom1ation generated by the associated positioning system 20--

22 during a communicalion interchange between the provider server 12 and the user device", a 

PHOSITi\ would find it obvious as common sense to send such periodic messages prior to the 

dosing of lhe link. Id., Ex. C, ~[ 69; see also, ii 70. Otherwise, the !ocalion and/or time information 

\vould not be transmitted. 

9. Claim. 1 ! - '"mw of the mes:mge delivery trigger.,;; is the receipt f?fa 
tran:nnission on the respective secure message !inkfrom the device linlf 
agent r~f the gfren one f?f the ·wireless end-user de1,ices1 or a re.,;;prmse 
generated to a transmis.,;;ion recefred jrorn that device link agent.'• 

Claim 11 depends from daim 1. i\!falek Deel. ai,] 66. As discussed in Section U.C.9, supra,. 

this is disclosed in Rittmaster because at least one condition for transferring data from the network 

to users through the sen,1er is the user requesting a product or service. See, e,g, J\falek Deel. at f 
66; Ex. C, i]\ 8-9. Rittmaster expressly discloses that the process of providing content in response 

to a nigger is first initiated by a request ii:-mn an end-user device Malek Deel. at f 66; Ex. C, ff 
74-76 and Fig. 6 

10. Claim. 12 - '"the tran,;1n.i:.;sion is a heartbeat mes.mge generated by the 
gfren device finh~ agent, or a request receivedfrom the given device !ink 
agent-'~ 

Claim 12 depends from claim 11. Malek Ded at 7! 67. As discussed in Section ILC.9, 

supra, Rittmaster discloses this added element by stating that ''the user device 14--16 is controlled 

by sofrw·are 26-28 to periodically (or olhenvise successively) cmnmunicate location and/or tirne 

information generated by the associated positioning system 20-22 during a communication 

interchange between the provider server 12 and the user device" so that "the provider server is 

provided with multiple location and/or time information packets over the course of a 

communication interchange, to continue to monitor the user device's location (or region) and 

reported time, thus,. to allow foe provider server a greater confidence dw.t the user device is located 

at the location or region that corresponds to the location information during the time of the 

cornmunicalion interchange.'' Malek Deel. at 'Ii 67; Ex. C, ~[ 69. 

11. Claim H ---· '"one lfthe message delivery triggers is the receipt ofa 
particular network eleJnent mes.mgejrmn one lfthe network element.,;;:' 

Claim 13 depends from claim i, and its added element is disclosed by Rittmaster for the 

Riwnaster ''·the provider processor operates with an associated memory de,/ice on which 
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advertisement or other display content is stored, for communication to the recipient processors for 

control the general time at which the advertiser's message will be displayed, for example, by 

communicaling instruclions to the provider processor 12 (or directly to the recipient processor 

120) from the advertiser's computer 138 or 140." l\falek Deel. at ir 68; Ex. C, ~1 124. These 

instructions from the advertiser cornpuler (nel\vork element) trigger seding of a message stored al 

the server. See Malek Dec! at \ 68. ln some embodiments of Rittmaster ''the establishment's 

processor 13 8 or 1 [net\vork dernent_] inay be programmed to automatically communicate a 

l2, Claim. 14- '"mw of the mes:mge delivery trigger,,;; is ba,,;;ed on an amount 
t?{wireles,,;; network data usage conmmed by the given one e?lthe 
wireless end-user devices/' 

Cl aim 14 depends from claim 1 and adds that at least one trigger is based on nehvork usage 

of a given \.vireless end-user device. As discussed in Section ILC.11 , supra, Rittmas!er discloses 

this element by stating that users may be charged for access to requested content and that user 

access to such content may be lirnited based on usage. Malek Deel at i1 69; Ex C, ~- l l 4. This 

limitation 011 access provides an additional trigger to those discussed above, so that a user 

requesting information frorn net\-vork elements \-ViH only receive this content if the network 

elements confirm that the user's data usage is ,vithin a!lmved limits. To the extent that the added 

subject inatter of claim 14 could be considered not disclosed expressly or inherently by Rittmasfer, 

the above \vould have at least suggested to a PHOSITA to make delivery of content to a specific 

user device dependent on hmv much (or how little) data is being used by that specific device. 

l3, Claim. 15 

a. l5[PIUq, l5[~i] ''A method of operating a me.,;;sage link w:ri·er, 
compri,,;;ing: n-wintaining a respective ,,;;ecure message link 
through an Internet network between the message linh~ server 
and a respective device link agent on ea.ch f?la plurality (f 
wireless end-user devices, '' 

Clairn 15 is substantively very similar to claim l discussed at ILD. I. above except that it 

is framed as a series of steps rather than elements of a server conflgured to carry out those steps. 

This element in particular is the same as the function recited in element J [a] of dailn l \Vithom 

requiring the "transport services stack'' that performs that function, and therefore ,vmdd have been 
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obvious for the same reasons discussed above at Section II.D. l.b. See also Malek Ded. at ~T~T 52 I," 

and 70-71. 

b. 15[a] "each o,f the wireless end-user devices cm-uprising multiple 
,w?fhimre component.,;; authorized to recefre and prm:ess data fmm 
,,;;ecure mes,>Jage link messages received via a device link agent on 
that device;'' 

This element of claim 15 is identical to element l [bl of claim 1 and is therefore rendered 

obvious for the same reasons discussed above at Section ll.D. 1 .c. See also i\!falek Ded at~~ 53, 

71. 

c. 15[b! "receiving network elenwm messages from a plurality lf 
network eleJnents1 the received network ele1nent me.,;;sages 
compri.>Jing respective message content and requests for delivmJ? 
t?f"the respectil'e message content to respective wireless end-user 
dePices, the respective me,,;;sage content in du.ding data for, and 
an ident~fication of a respective one o,f the authorized st~ftware 
cmnponents/ '' 

This element is the same as the function recited in element l [cl of claim 1 v-lithout explicitly 

requiring the "interface" to a network that performs that function and is therefore rendered obvious 

d. 15frj "buJfering contentfrom the received network element 
messages for which delivery is requested to a given one ~(the 
wireless end-user des,ices; '' 

This element is the same as the function of element 1 [d] of claim 1 except that it does not 

require the "inemory" that performs that function and is therefore rendered obvious for the same 

reasons discussed above at Section H.D 1.e 5'ee alwJ Malek Deel. at i[i[ 55-56, 73 

e. 15[d! "detemdning ·when one o,f a plurality ~fnie-ssage delive1J' 
triggers for the given mu ~r the wireless end-user devices has 
occurred1 wherein for at least some (4· the received network 
element ,ne"isages, the receipt ~{such a mes-sage is not a message 
delivery trigger, and for at !east one of the message deli 1'e1y 
triggers. the trigger is an occurrence (!f"an a,>Jynchnmous event 
with time-critical messaging needs; and'' 

This element is the same as the function of element l [ e] of claim l except that it does not 

require the "logic'' that perfrmns that function and is therefrxe rendered obvious for the same 

reasons discussed above at Section ILD. l .f. ,\'ee also Malek Deel. at~"[~! 57, 74. 
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.f. 15f e] "upon determining that one t~{ the message delivery 
trigger,,;; has occurred, supp(ving one or nwre rnessages 
cmnprising the bi4f"ered content/or delivery on the .wxure 
message !ink maintained between the nw-ssage link -server and a 
device !ink agent on the gfren one (fthe 1i·irele.,;;s end-user 
devices,'' 

This element is the smne as the functions of elernent l lfJ of dairn l except that it does nol 

require the "logic" or ''transport services stack" that perform those functions and is therefore 

rendered obvious for the same reasons discussed above at Section HD 1.g. See a[m Malek Deel. 

E. Ground 3: The Combination of Rittrnm;ter and S'he1dleld and/m· Knowledge 
of~ PH OSI TA (i1s Evidem::ed hy Distributed Systerns and/or C'mnputer 
Network,;;) Ri.:nder Obvfom~ Cfaims 1-3, 5-7~ ~rnd 9-15 

To the extent Rittmaster is considered not to disdose all of the elements of daim 1 

explicitly or inherently, any missing ekinents ·,,vould have been obvious in vie\v of AU 

2007200530 lo Shenfield, el al. (hereinaner, "Shenjle!d' (Ex U)). l'vialek Deel at~[ 103. Shenjle!d 

\Vas filed on February 7, 2007, and published September 6, 2007, more than one year prior to 

earliest claimed priority for the '192 Palent Id; Ex. U,. Cover. As discussed above, Rit!master 

describes networks having all of the fonctional aspects of claim 1 but does not explicitly describe 

certain sohware-level details. 5'henfie!d discloses nelv.:orks similar to those of RWmaster in which 

a plurality of nenvork elements communicate with a plurality of mobile user devices over the 

internet. Malek Ded. at f J03; Ex. U, Fig. 1. 

Furthermore, like Rittmaster, Shen:field discloses storing messages from content providers 

at the server for distribution to user devices at a later time (e.g., at a specific time), or when the 

user devices are in rnnge (i.e., within a specified area). id lt would have been obvious to implement 

the device--level and software--level details of :,'henfield in a net\vork according to Rittmas!er using 

routine skill in order to build a functional network :rvialek Deel at~[ 1 OJ. This would require 

nothing more than a predictable use of known elements, or, at most, use of known techniques to 

irnprove similar devices Id In fact, Ritfmas!er's statement that "ltJhe cornmunications network 

may comprise any suitable means which allows the recipient processors and the provider processor 

to communicate v.:ith each other, including, but not limited to, the Internet or W\V\V, intrnnet, 

cabie or other hard-wired networks, optical, electromagnetic or other wireless networks, as \veil as 

hybrids thereof: or the Eke" ffx. C, 4132) is an explicit teaching, suggestion, and inofr.,,·ation to 
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combine Ri!tlnaster \Vith other prior art server networks like 5,nenfield in order to fill in any details 

not explicitly disclosed. Id. 

L Claim 1 

a. l[PREJ "A 1nessage fink server cornprising: 5
·' 

The premnble of clairn 1 is disdosed by Rittmaster because lhe provider server 12 

''comprises an Internet product or service provider computer or server . . . coupled for 

comrnunication'' to "a plurality of net1,vork enabled user devices.'' See supra Section H.C. l .a.; 

JVIalek Deel. at 1"[ 51; Ex. C, t 42. Shenfield, Eke Rittmaster and the ' l 92 patent, discloses a sen1er 

(Proxy Sen,1er 26) linking a plurality of network elements (Data Nenvork 22 including content 

provider servers 24) to a pluraEty of wireless end-user devices (induding mobile device 14) 

through an the internet (Access Net\vork J8 that is connected to the Data Network 22). Ex. ll 

Abstract and Fig. L Malek Deel. at \1[ 104-105. 

b. 1 !a] "a transport services stack to maintain a respective secure 
mes:mge link through an Internet network between the mes:mge 
link server and a respective device link agent on each e~f a 
plurality of wireless end-user devices,'' 

Rittmaster discloses claim element l[aJ forthe reasons described above. See supra Section 

lLC 1.b.:, Malek Deel at 1! 52. Briefly, RWmasfer discloses lhat server 12 "comprises an Internet 

product or service provider computer or server" coupled for ''communication" to "a plurality of 

network enabled user devices.'' Ex C., ~[ 42, rv1alek Deel. at ~[ 106. To the extent Rittmaster is 
' " 

considered not to disclose details of how its server maintains links to end-user devices, based on 

its disclosure that "[sJuch cornpmers and coinmunication interfacing are '.vdl knmvn in the art and 

a.re not described in further detail herein for purposes of simplifying the present disdosure'' (Ex 

C, f 42) a PFIOSITA would have known that common messaging protocols of the time, such as 

those disdosed in She1ifield, couid be implemented in Rittmaster to make a functional network. kl 

Shenfield discloses a "ddi,.,,1ery queue 55" and "push handler" 56 for cornmunicating 

messages iiom a server to a cornrnunication layer 84 of one or more rnobile slations, as shcn,vn 

belmv: 
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Ex. U, Fig. 1. The server is capable of determining when similar messages are maintained in the 

delivery queue and \vhich one of those silnilar inessages has the most up-to-date content ,vhich 

are typicaHy the most recent notifications. ld. \44 The appropriate message is then communicated 

to the mobile station, and more particularly to the communication layer 84 of the mobile station, 

as illustraled belo\v in Fig. 2· 
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Ex. U, Fig. 2; Malek Deel. a.t i1 106-107. The communication layer 84 of each mobile device 

recei,.,.1es messages sent from the queue/push handler of the server, for distribution to the message 

store 76 of the appropriate application on the mobile device based on the incoming message's 

application identification. Ex. U, 7[ 69; Malek Deel. at 7[ 106. This is therefore a device link agent 

as described by the '192 patenl. Shenjie!d notes thal a link is maintained bel\veen the server and 

end -user devices, stating that ''the link defined upon a radio air interface bet\veen the mobile station 

and the wireless nelwork is susceptible lo severance'' and that "lwJhen the link is severed, the 

delivery of content is suspended until the link is restored.'' kl 7[ 47: Malek Deel. at ii 106. ff 

Rhtrnasfer and Shertfield are not considered to have rendered this element ob,.,.,-ious, a PJ-IOSITA 

,vmdd have found it quite obvious to incorporate a stack in view of the Distributed Systems 

textbook for the reasons discussed above. See supra Section II.D. J .b.; Malek Deel. at 4152. 
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c. l[hl "each of the wireless end-user devices comprising multiple 
software components authorized to receive and process datafmrn 
secure nutssage link 1ne:;;sages received via a device link agent on 
that device; '1 

To the extent that l-?itfmas!er is considered not to disclose details such as multiple sof1\vare 

components on each end-user device authorized to receive and process data from a secure message 

link or a device link agent on end .. user devices for receiving messages from a secure link, it would 

have been obvious to implement those features based on S'henj1e!d, which discloses that "[tJhe 

proxy server 26 interacts with ... mobile stations, such as the mobile station 14, and the 

appfo.:~tfons resident thereat'' Ex. U, i136 (emphasis added); rv1alek Deel. al ir l 07. These mu!tiple 

applications may aH be associated with the same processor or have their mvn processor. Ex. U, ~1 

71, Malek Deel. at 41 107. Shenjteld refers to each application as a content client 36, representative 

of an application, an application environment or, generically, a push agent that consumes content 

station is shown in Fig. 1 of Shenfield, as discussed above, including a single example of a content 

client application. Further, as discussed above in relation to Fig 2, the communication layer 84 of 

foe communication device 14 "uses the application identification lo piace lhe rnessage in the 

appropriate message store 76 [of the content client]," making it clear that each content client 

(applicalion) is authorized to receive and process infrwmation delivered from the communication 

layer (device link agent). Id. ~[ 69; J\;falek Deel. at t 107. i\. PHOSITA would have had a clear 

motivation to implernent protocol-level details of Shertfield in Rlftmaster to create a functional 

system, also advantageously combining 5'herifield's system of queueing messages and 

updating/modifying them so that users of Ritfmas!er' s systein do not receive outdated 

advertisements or other content. Malek Deel. at\ 107. 

d. l[c] "an inte1face to a network to receive network element 
;nessage,,;,; fnnn a p!um!itp f?f network elements$ the received 
network element message,,;,; compri,,;,;in.g respective message 
content and requests for delivery of'the re,,;,;pectil'e message 
content to respeafre wireles.,;,; end-user device.,;,;, the respective 
message content including data for, and an ident~fication of a 
respective one of the authorized software cmnponents J, 

This element requires that the network--facing side of the server include an ''interface" to 

receive messages from t\A/O or more "netv.:ork dernents." The messages include both "message 

content'' and "requests for defrvery'' of that content to specific end-user devices by including data 
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for, and an identification of, authorized sofo.vare. As previously discussed, Rittmaster discloses 

net1,vork element messages from a plura!ily of network elements, such as advertisements frorn 

multiple providers connected to the server through the internet. :,'ee supra Section H.C. l .d. 

Shenjteld likewise discloses a proxy server 26 thal interfaces 'vvith and receives messages from an 

application server 24 for delivery to mobile devices. Malek Deel. at~[ 108. Shenfie!d contemplates 

muhiple content provider computers/servers (network elements) inlerfacing with lhe proxy server, 

noting that '·'[t]he data network here forms a packet data network, such as the internet and 

fOm.riumkation devires, such as the application server 24 that contains, or generates, content, and 

shall, at times, herein be referred to as a ··content provider.'" Ex. lJ, 1] 32 (emphasis added) (see 

also 41 36, stating that "proxy server 26 interacts with external content providers" (emphasis 

provider/application server can be targeted to a specific mobile station, such as '<vhere the content 

provider targets users based on a subscription and sends messages to subscd::ers lhrough the proxy 

server, stating that "ft]he content provider embodied at, or forming, the application sen1er 24 offers 

dynamic content, e.g., a push-enabled XJ'v1L web service, and supports content subscription by, or 

on behalf of, an end-user of the mobile station 14. 'vV hen content is to be communicated to a mobile 

station, the content provider sends the content to the proxy server 26 that, in turn, delivers the 

content using a notification mechanism." Ex. U, ~135; Malek Deel. at ir 108. 

At a minimum, both Rittmaster and 5Jwnfield disclose transmitting message data from 

net1,vork dernents lo a server and ultirnately lo user devices,. and it would have been obvious lo 

include destination infornrntion targeting a specific application on a specific mobile device in the 

rnessage transmitted from the content provider to the server. :rviafok Deel. at ~- 108 5'hett/ie!d 

specifically notes that messages received by the user device include information regarding the 

destination application so that the user device rnay route the message appropriately. Ex f 69: 

Malek Deel. at\ 108. This information could be provided either at the content provider server 24 

or appended to the message at the proxy sen1er level Malek Deel. at f J 08. Given that the content 

provider would have infonnation regarding subscribers and their regislered devices, it would have 

been obvious to include target device and application information in the message sent from the 

contenl provider. Id. 

e. 1 [d] "a message buffer sy,'§tem including a memory and logicJ the 
me1nory to !n~[ler content fnnn the received network ele1nent 
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messages for which delive,y is requested to a given one lf the 
wireless end-user dePices '' 

Rittmaster discloses element 1 f d] including a message buffer system including memory 

and logic for reasons discussed above. See supra Section 11C. l .e. For instance,. Riftma.wer states 

that ''a set of rules may be implemented, which depend upon the geographic information (and, 

thus, the geographic location or region of the recipient processor), such that ... if a recipient 

processor pn-rvides geographic information corresponding to a first geographic location or region, 

then the provider processor may be controlled to not provide sdecfr.Je infonnation to the recipient 

processor, unless further requirements are met'' Ex. C. ir 40, Malek Ded. at~ 109. This results in 

messages being buffered and stored in memory at the server until a trigger is satisfied. Likewise, 

Shenjteld specificaliy mentions a delivery queue in its proxy server and ternporary storage of 

content. Ex. U, i]i] 36, 40; Malek Deel. at~[ 109. Sho?field's proxy server includes a delivery queue 

55, indicating that it has a memory to hold messages. Id. "In operation, the proxy server further 

mediates subscription and notification work fimvs bet'vveen the content provider and the mobile 

station" and can provide "scheduled delivery, temporary storage of content \,vhen a mobile station 

is out of communication range, broadcast services, group subscriptions, and other services," 

indicating that the server also contains logic for determining when messages should be sent to 

mobile devices Ex. U, ~- 36; i\!falek Deel at~ l It would have been obvious to impbnent the 

features of :,]wnfield into the buffer of Rittmaster in order to avoid delivering outdated content. 

J: l[t~] ''the logic to determine when one of a plurality ofme:;;sage 
delivery triggers for the given one of the ·wireless end-user 
device,,;; has occurred, wherein for at least uune t~f the received 
network denient mes:wiges, the receipt,~{ such a rnes.mge by the 
message buffer systen, is not a rnessage delivery trigger, andfor 
at least one t?{the ;nessage delivery triggers1 the trigger is {m 

occurrence ofan asym:hrmwus event with time-critical 
rnessaging needs, and'' 

.As discussed above, Rittmaster discloses element l [ e] at least because it discloses that 

providing conlent to an end-user device is dependent on one or rnore triggers. 5'ee supra Section 

II.C. l.f Rittmas!er primarily discusses geographic location as a trigger but also contemplates that 

"the prn,.,,1ider processor [sen,1er_] may be controlled to not provide selective information to the 

recipient processor [end-user device], unless fi.1rther criteria is met"' such as ''·minimum user age, a 

particular period of the day, \veek, month or year, or other suitable criteria" See supra Section 

HC. l.f, Ex. C, ~1 l 4; fVfalek Dec! at ir 110. Alternatively, inputting of geographic coordinates may 
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Ri!tma.wer discloses a plurality of triggers that could each result in sending contenl lo user-devices, 

for instance either a determination that the user device is in an unrestricted zone or a deterrnination 

that the user is in a restricted zone but also detecting a trigger such as meeting rninimum age 

requirements. Shenjield's similar system of delaying messages as detem1ined by certain rules 

(triggers) such as geographic location (communication range) and updaling of message content 

Shertfield further discloses that rnessage delivery from the proxy sen1er may be in the fonn of 

''push'' messages (initiated by the content provider or another party other than the user) or '·'rcqucst­

response" inessages initiated by user request Ex. U, 41 4; Malek Deel. at 41 110 These messages 

are two differenl triggers that cause rnessages to be released from a buffer (queue) Malek Ded al 

ii i l 0. "Triggering of the content push is triggered asynchronously, e.g., by a content provider, by 

a device client, or by a third party," indicating multiple possible triggers for push content Ex. U, 

~'[ 6; Malek Deel. at~'[ l 10. "Additionally, the push event is sometimes also performed as the result 

of a data broadcast to a selected group of client de,.,iices" Id Shenjield also identifies other triggers 

that can lead to release of messages from a queue as determined by the server, such as timing 

("scheduled deJj,.,.,-ery") and location ("ternporaiy storage of content 'Nhen a mobile station is out of 

communication range··') fd Because both Rittmaster and Shenfield disdose providing content to 

subscribers in response to a user request on a scheduled basis, and/or dependent on geographic 

location, it would have been obvious lo cornbine 5'henfie!d with Rit!master lo irnplement 

She1?field' s queuing system in Ri!tlnaster to avoid delivery of duplicated or updated content 

accumulated 1,vhile messages arc buffered and ,.nvaiting a trigger to be satisfied 

g. l[f] "upon determining that one t~f the rnessage delive1J1 trigger,,;; 
ha,;; ocnn'red1 the !ogicfinther to .m.pply one o:r mo:re mes,mges 
comprising the bt{f.fered content to the transport sen.•ices stack 
for delfrery on the secure message link maintained between the 
transport services stack and a device link agent on the given one 
t~f the wireles,,;; end-user devices.'' 

Finally, as discussed above, Ri!tlnaster and Yhenfie!d each discuss transmission of 

messages through a link bet1Neen a stack on a server and a software agent on one of a plurality of 

end .. user devices by the mere fact that the messages are sent through the internet. See supra 

Sections II.C.1 g., JLC.1 b., ll.E.l.b.; :rviafok Deel. at~ 111. Ritfmas!er is designed to deliver 

messages from the server to the end-user device in response to determining that a trigger has 
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occurred, like when the end--user device enters a specific geographic region, as discussed in detail 

above. :rviafok Deel al ir 111. Shenjte!d's triggers satisf)1 this elernent for essentially the same 

reasons, timing the release of messages according to specific rules and sending the messages from 

the push manager of the server lo the message !ayer of mobile devices, as discussed above Id 

2. Claim 2 ··· '"an encrypt.function to encrypt the one or more messages 
supplied to the transport .'U!YS'ices stackfor delfrery on the .,;;ecure 
me-ssage link rnaintained between the mes:mge link server and the device 
link agent on the given one of the wireless end-user devices" 

The added elements of claim 2 are explicitly disclosed in Rittmaster for reasons discussed 

above and therefore \vould be present in a cornbination of RWmaster and 5'het!f'ie!d. 5'ee supra 

Section H.C.2. For instance, Rittmaster contemplates encryption of content from network elements 

prior to transmission of encrypted content froin the network seiver to one or more of the plurality 

explains that after receiving appropriate location information and, optionally, a user code or other 

information used to determine whether a particular user should be given access to specific content 

from the nctvJOrk, "f.t]he provider processor may then encrypt the content with an encryption 

algorithm or technique for wliich the expected user location is part of the decryption key or 

decryption processes used to decrypt the content." Ex. C, i[i[ 97--98; Malek Deel. at i[ 112. The 

provider processor "rnay also employ the user code (and user identification or recipient processor 

identification infomrntion) as pan of the decryption key or decryption process" before ''encrypted 

content is communicated to the recipient processor over the network (108 in FIG. 9)" Id H ·,,vould 

have been obvious to utilize such encryption in any combination of Rittmaster and Shenfield in 

order to provide security to communications. Malek Deel. at~ 112. 

3. Claim 3 ·-- >•the encrypted one or more rnessages are transported to the 
del'ice link agent on the given one of the wireles,,;; eml-user device,,;; using 
one or more of encryption on the transport services stack, IP (Internet 
Protocol) layer encryption, and tunneling,,. 

The added elements of claim 2 are disclosed in Rittmaster and/or obvious m view of 

Rittmaster and basic knowledge a PHOSITA for reasons discussed above and therefore would 

be present in a combination of Rittmaster and Shenfield See supra Section H.C.3 and H.D.3. The 

'192 Patent explains that encryption may be performed at or below the transpon services stack 

"with 1PSEC or another IP !ayer encryption, VPN or tunneling scheme.'' Ex. A, 89:26-29. These 

were well-known and common encryption techniques prior to the critical date of the '192 Patent, 
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so much so that they ,vere discussed in detail in college--level textbooks at the relevant time. See 

supra Section ILD.3. To the extent that there is any doubt that Rittmas!er disdoses these lypes of 

encryption, it would have been extremely obvious to implement the claimed forms of encryption 

in order to provide security to rnessages sent to and from the server of Rittmaster and a p!urnlity 

of end--user mobile devices. JVfalek Deel. at~"[ l 13. 

4, Claim. 5 - '·wherein the transport serPices stack is fiu-ther to recefre, 
over each o.f the respective secure nws:mge links, upload message-:; 
forwarded by the re.,;;pectiPe dePice link agent.,;; from at leaM a subset of 
the device .wdtware components, each (f the upload rne . .;sages ident{fying 
a corresponding mw t~(the network elements to which the device 
respective ,.;t~ftware component has requested delfrery, the network 
.§erver -systern u-sing the interface to a network to deliver contentfrom the 
upload rnessages to the respective identified network elements.~· 

The added elements of claim 2 are explicitly disclosed in Rittrnaster for reasons discussed 

abm,1e and therefore \vould be present in a combination of l-?it!tnaster and Shntfield See supra 

Section ii.CA Rittmaster discloses that ''·[d]epending upon the process and system embodiment 

employed, the user may or may not be prompted ( or the user computer may or may not be 

contrnHed) to communicate user location infomrntion to the content provider, over the network" 

and that ''the user may be prompted (or the user computer may be controlled) to communicate user 

code information lo the content provider, over lhe network.'' See supra Section ILC.4, Ex. C, 

ii i l 3; l\falek Deel. at~"[ l i 5. Thus, not only does Rittmaster's net'<vork server provide content to 

user devices, but the server rnay also deliver "upload messages'' from specific soihvare on a user 

device to a specified network element, such as by sending a user code to a specific network element 

·,,vhen content is requested from that element. J\falek Deel. at~ 115. Likewise., Shenjle!d provides 

content based 011 a user request Ex. U, ~1 4; Malek Deel. at i] 1 i 5. SheJifield also discloses that its 

described methods of communication to a mobile device can be reversed to allow communication 

frorn a rnobile device to servers through lhe proxy server. Ex. U,, ir J l, Malek Ded al ii l 15. Both 

scenarios involve identifying the relevant content provider from which content is requested. JVfalek 

Ded al ii 115 Thus, it would have been obvious based on these disclosures to allov.: rnessages lo 

be uploaded to the server from user devices in order to identify network elements from which 

inessages are to be sent to one or more end-user devices. Id 

5. Claim 6 ··· >•wherein at !east one of the one or more me,'§sagesfor delive1J1 
bJ· the transport .w?rs'ices stack comprises nmltiple identifier/data pairs.~• 
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Claim 6 recites that, in addition to the elements of claim l, two or more payloads, each 

having an identifier, rnay be sent in a single message. Rittmas!er descr1bes this added element for 

the reasons discussed above in Section ILC.5. See aiso Malek Deel. at 7[ l l 6. Alternatively, this 

dairn is obvious in view of the combination of Ri!tmaster and 5'henfie!d, for foe reasons discussed 

below in Ground 6. 

6, Claim. 7 - '·the device Jnessaging agent on at least one of the 1i'i"reless 
erul-user device"i.fiu·ther to initiate the respective secure Internet data 
message link to the transport services stack~~ 

As noted above in Section ii.D.6, a laptop or smastphone communicating with a server 

·,,vould inherently have a link between a device messaging agent of the laptop/smartphone and a 

transport services stack on the server Riwnaster's end-user devices could initiate such a link, and 

the link could be made secure by using various layers of encryption, as discussed above. Malek 

Deel. at\ 117. 5hnifieldlikewise notes that a link is maintained between the server and end-user 

devices, stating that ''the link defined upon a rndio air interface between the mobile station and the 

wireless network is susceptible to severance" and that "lwJhen the link is severed., the delivery of 

content is suspended until the link is restored." Ex. U, 7[ 47; Malek Deel. at 7[ 117. Given that the 

link is between rnobile devices on the one hand and a server on the other, lhere are t1,vo options as 

to which device initiates a connection: mobile devices or the server. Therefore, having the mobile 

devices initiate links to the server ,vould have been obvious as one of only two options. Malek 

Dec! at i] 117. 

7. Chaim 9 - ·'on.e t?l the 1ne:;;sage delivery triggers i,;; the expiration of a 
periodic timer.~· 

This added element is disclosed in Ri!tlnaster, as discussed above in Section ILC.7., and 

therefore would have been obvious Riftmaster explains that prohibilion or allowance of 

transmission of messages may be based on recurring events such as time, day, week, and the like. 

Malek Deel at f I 19. As one example, l-?it!tnaster discloses that a "provider processor [server] 

may be controlled to not provide selective information to the recipient processor, unless further 

criteria is met" and that "further criteria rnay include, but is not lirnited to, ... a particular period 

8. Claim 10 ···· '"the period ~{the timer fa fractiorwl!y shorter than a 
maximtun data rnes.rnge interval beyond which the secure message link 
is taken. down,~~ 
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Claim 10 depends from claim 9 and further requires that messages are designed to be sent 

shortly before the link to the server is terminated. This would have been obvious in view of 

Rittmaster for the reasons discussed above in Section ILD.8. ,\'ee aiso Malek DecL at~[ 65 and 120. 

9. Clain~ 11- "'one t?{the ;nessage delfrery triggers is the receipt ofa 
transmission on the respective secure message lint.from the device link 
agent of the given one t~f the wireless end-u,,;;er devices, or a response 
generated to a tran:unission receivedfrom that device !ink agent.~, 

Claim l l recites that, in addition to the elements of claim l, that either a request from a 

user device, or a response to such a request, causes the release of a buffered message from the 

server., al leasl in part i\!ialek Deel. al ii 121 This is disclosed in Rittmaster for the reasons 

discussed abrrve in Section lLC.8 , induding that a.t least one potential condition for transferring 

data from the network to users through the server is the user requesting a product or service. See, 

e.g., Ex. C, ini 8-9: see also supra Section lLD.8, Malek Ded at ~1 l21 

rn. Claim 12 - •'the transmis,,;;ion. fa a heartbeat 1nessage generated by the 
given dePice link agent, or a request recei.·ed fmm the given device link 
agent.~~ 

Claim 12 depends from claim l 1 and fu1ther recites tha.t the transmission received from the 

device link agent of the end--user device is a "heartbeat message" generated by the given device 

link agent As discussed above., the device link agent is the sofrware prograrn responsible for 

receiving and transmitting messages from other applications on the end--user device .. As noted 

above in Section lLD.10, a PH OSHA would have recognized that Rittmaster discloses this dairn 

!imitation a.t least because, in one preferred embodiment '"·the user de,/ice 14-16 is controlled by 

software 26-28 to periodically (or otherwise successively; communicate location and/or time 

information generated by the associated positioning system 20-22 during a communication 

interchange between the provider server 12 and the user device" so that "the pro,.,.,-ider sen1er is 

provided v.:ilh rnultip!e location and/or time information packets over the course of a 

communication interchange, to continue to monitor the user device's location (or region) and 

reporled lime., lhus, to allo1N the provider server a greater confidence that the user device is located 

at the location or region that corresponds to the location information during the time of the 

communication interchange." Ex C, f 69; Malek DecL at~ J22 Receipt of these multiple periodic 

requests issued from the server constitutes a heartbeat message that acts a trigger to cause delivery 

of content froin the seiver to the user device issuing the heartbeat messages, thus rende11ng claim 

l 2 obvious in view of Rittmaster. Malek Ded, at ~1122. 
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11. Claim 13 ···· '"one lfthe message delivery triggers is the receipt ofa 
particular network element rnessage from one of the network element'§." 

Claim i3 recites that, in addition to the elements of claim L one of the message delivery 

triggers is receipt of a particular nelv.:ork elernent rnessage from one of the net1,vork elements, 

which is shown inRiwnaster. See supra Sections ll.C10, ILD.l 1 Receipt of information from a 

network element (e.g., provider computer) is necessary for embodiments of Ritfmas!er in ·,,vhich 

the server obtains information from net,vork elements and then sends such information to user 

devices. Id Additionally, further instructions from network dernents to the server may constitute 

triggers for releasing messages lo users. i\!ialek Ded at~[ 123. For instance., Ritfmas!er disdoses 

that ''each advertiser [network element] may modify, add or delete advenisement information, for 

exarnp!e,. from the advertiser's cornputer l}4 and 136, by communicating suitable instructions to 

the provider processor 12," and that "filn preferred embodiments, each advertiser may control the 

general time at which the advertiser's message will be displayed, for example., by coinmunicating 

instructions to the provider processor 12 (or directly to the recipient processor 120) from the 

discloses that push messages to users can be triggered by the content provider Ex. U, ii 6; Malek 

Deel. at ir 122. In vie'<v of these disclosures, it would have been obvious to include one of the 

triggers to be the receipt of a specific message from one of the network elernents so that the 

net\vork elements (e.g., advertiser computers) can control \vhen new messages (e.g., new offers or 

advertisements) are sent to users. :rvialek Ded. at~- 122. 

12. Claim 14 ···· '"one lfthe message delivery triggers is based on an amount 
of wireless network. data u:mge consumed by the giPen one oftfu 
wireless end-user devices,~~ 

Claim l 4 recites that, in addition to the elements of dairn l at least one trigger is based on 

network usage of a given wireless end--user device. Rittmaster describes this added element for the 

reasons discussed above in Sections H.C. J L, H.D. I 2. See also Malek Ded. at~ 124. Alternatively, 

this claim is obvious in further vie\v of Ge liens. for the reasons discussed below in Ground 8. 

B. Chaim 15 

a. l5[PREL l5[a] "A rnethod t?f"opemting a message lin.k server, 
comprising: maintaining a respective secure message link 
through an Internet network between the message link w:1Ter 
and a re,;;pective del'ice link. agent on each ofa pluraWv ,~{ 
wireless end-user dePices, '' 
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As previously noted, claim 15 is substantively very similar to claim 1 except that it is 

framed as a series of steps rather than ebnents of a server configured to carry out those steps. As 

to the preamble, Rittmaster discloses a server for providing message content to linked user devices, 

and as such it also discloses the steps performed by such a server. See supra Sections U.C 12 a.,. 

ILD.13.a. As discussed above in connection \vith claim 1, Rittmaster discloses a provider server 

12 that "comprises an Internet product or service provider computer or server'' coupled for 

conununication·,, to '·'a plurality of net,vork enabled user devices.'' Ex. C, ir 42; see also supra 

Section H.E. La.; rvfalek Deel. at f 125. Shu!fie!d like,vise discloses a proxy server that maintains 

links to mobile stations operated by users. Various methods of operating these servers in order to 

deliver message content obtained frorn providers to one or more of a plurality of end-user devices 

are explained in detail below. 

b. 15[a] "each o,f the wireless end-user devices cm-uprising multiple 
,w?fhimre component.,;; authorized to recefre and prm:ess data fmm 
,,;;ecure mes.>Jage link messages received via a device link agent on 
that device;'' 

This element of claim 15 is identical to element l [bl of claim 1 and is therefore rendered 

obvious for the sarne reasons discussed above at Section 1 i E.1 c. See also Malek Deel. at~[~ 125, 

126. To the extent that there is any doubt that Rittmas!er discloses this element, it \vould have been 

obvious in view of Shenfield for the reasons discussed above in connection with claim 1. Id 

c. l5[b] "receiPing network element me,,;;sagesfrorn a plurali(y of 
network element,,;;, the recei 1,ed network element mes.wtges 
comprising respective ,ne"isage content and requests for delivery 
of the respective message content to respective wireless end-user 
devices, the re.>Jpective message content in.duding data for, and 
an ident~fication of; a respective one lf the autlwrized so,ftware 
component.,;;; 1

' 

This element is the same as the function recited in element 1 [c] of claim 1 without explicitly 

requiring the "interface" to a network that perfonns that function and is therefore rendered obvious 

for the same reasons discussed above at Section lI.E. 1.d. 5iee also Malek Deel. at \ 127. 

Furthermore, the Rittmas!er publication specifies that in some instances ''the recipient processors 

comprise online user lenninals, including, but not lirnited to conventional personal cmnputers 

(PCs), portable communication devices (such as portable telephones, personal digital assistants, or 

other portable infonnation units), or vehide-rnounted computers connecled to a v.:ide area network, 

such as, but not limited to, the Internet." Ex. C, \ 3 5, Malek Deel at\ 12 7; see also supra Section 
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II.D.13.c. To the extent that there is any doubt that Ri!tlnaster discloses this element, it would have 

been obvious in view· of S'hen/ieid for lhe reasons discussed above in connection \A;ith dairn l. S'ee 

supra Section ILE. l.d.; Malek Deel. at ~T 127. 

d. l5(c1 "lmjj'ering con.tentfnnn the received network element 
messages for ·which delivery is requested to a given one of the 
wireless end-u,,;;er devices; 'J 

This element is the same as the function of element 1 [ d] of claim l except that it does not 

require the "mernory" that perforn1s that function and is therefore rendered obvious for the same 

reasons discussed above at Section H.E. l .e. See afwJ Malek Deel. at ~1128. To the extent that there 

is any doubt that Rittmaster discloses this element, it ·,,vould have been obvious in viev,1 of Shenfield 

for the reasons discussed above in connection \vith claim 1 fVfalek Deel. at 1[ 128. 

e. 15[d! "detemdning ·when one of a plurality ofnie-ssage delive1J' 
triggers for the given mu of' the wireless end-user devices has 
occurred1 wherein. for at least some (4· the received network 
element ,ne"isages, the receipt of such a mes-sage is not a message 
delivery trigger, and for al !east one of the message deli 1'e1y 
triggers, the trigger is an occurrence (!f" an a,,;;yn.chronous event 
with time-critical messaging needs; and'' 

This element is the same as the function of element l [ e] of claim l except that it does not 

require the "logic'' that perfrmns that function and is therefi.xe rendered obvious for the same 

reasons discussed above at Section ILE. l.f. See also Nialek Deel. at t 129. Additionally, providing 

contenl to an end-user device is dependent on one or more triggers in Rittmasfer, and a PHOSITA 

would have understood the abcrve claim element to be disclosed in Rittmaster for all of the reasons 

discussed above in connection with claim I. To the extent that there is any doubt that l-?it!tnaster 

discloses this element, it would have been obvious in view of Shenlfekl, \vhich explicitiy refers to 

asynchronous message triggers Id 

J: l5[{'J ''upon determining that one (fthe me.,;;sage delfrery 
triggers ha,,;; occurred1 .rnpplyin.g mm or more messages 
cm-uprising the buffered contentfor delivery on the ,,;;ecure 
message fink maintained between the message link server and a 
device link agent on the given one of the ·wirele-ss end-user 
device,,;;. '1 

This element is the same as the functions of element l [f] of claim l except that it does not 

require lhe "logic" or "transport services slack'' that perfonn those funclions and is therefore 

rendered ol-.rvious for the same reasons discussed above at Section lI.E. 1.g. See also Malek Ded. 
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at~"[ 130. To the extent that there is any doubt that Rittmaster discloses one or more aspects of this 

claim dernent, il would have been obvious in vitwi of Shen_f?e!dfor the reasons discussed above in 

connection with claim 1. Id 

F, Ground 4: Tia~ Combhrndon of Riu-ma.,;;ter ~nd Konstantinov rrnd/or Klassen 
Rendel· Obvious Cbirns 1-3. 5-7~ and 9-15 

Ritfmas!er discloses all of the eleinents of the claims for the various reasons explained 

above in Grounds 1 and 2 To the extent Rittmaster is considered to not disclose certain software­

level details, a PHO SITA ·,,vould have looked to other prior art references that do explicitly describe 

foe basic protocol-level elements of such networks, as discussed in Grounds 2 and 3. Malek Ded 

It would have been obvious to a Pi·H)SHA at the relevant time to implernent those details 

in Rittmaster using routine skill in order to build a functional network. Id This ,vould have been 

nothing more than a predictable use of knmvn elements, or at most use of known techniques to 

improve similar devices. id. In fact, Ri!tlnaster' s statement that "[tlhe communications nenvork 

inay comprise any suitable ineans which allows the recipient processors and the provider processor 

to communicate with each other, including, but not limited to, the internet or WWW, intranet, 

cable or other hard•-\vired networks, optical, electromagnetic or other wireless networks, as ,vell as 

hybrids lhereo( or the like" (Ex. C., ~ 32) is an explicit teaching,, suggestion., and motivation to 

combine Rittmaster v-lith other prior art server net\vorks to supplement its disclosure. Id. 

For instance, network elemenls are described in more detail in U.S. Patenl No 8,064,934 

to Klassen (v-lhich ,vas filed October 19, 2006, more than two years prior to the applications that 

led to the' 192 Patent). See Ex. K. Klassen discloses a nelv.:ork similar lo those of the' 192 Patent 

and Riwnaster for sending messages to a variety of mobile end-user devices through a net\vork 

server· 
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Pig.1 

MCBtE 
C:OMMUNlCATlOW, 

ttEv~:;E 

l 06 that !inks a plurality of network elements (application servers l 04- l lhrough l 04-N) to a 

plurality mobile communications devices through the internet, just like the 'l 92 Patent and 

Rlftmaster. Malek Deel. at 4176. 

Like Rittmaster, Klassen, and the '192 Patent, K-onstcmtinov (Ex. D) also discloses a 

network where a plurality of mobile cornputers and cellular phones access a server over the internet 

to obtain content from a plurality of network elements: 
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M3.kk Deel. at 4147; Ex D, Fig. l. A PHOS1TA 'Nould have looked to Konstantinov (which \Vas 

filed in September 2005, more than three yearn prior to the applications that !ed to the' 192 Patent) 

at least because of its greater detail as to messaging protocol and message format, and especially 

These and further motivations to combine these references are detailed below with respect 

to each claim or claim element. 

1. Claim l 

As discussed above in relation to Ground J, the preamble of claim 1 is disclosed by 

Riwnaster because it shows a server for providing message content to !inked user de,/ices. See 

that links a pluralily of net\vork elernents to a plurality of mobile devices through the internel. 

Malek Deel. at~!~! 76--T7,· Ex. K Fiu. 1. I." ,, ,,__,,, 

b. 1 [~i] ''a transport .'U!YS'ices stack to maintain a respective ,,;;ecure 
mes.mge link through an internet network between the mes.mge 
link server and a respective device link agent on each of a 
plurality (f wireless end-user dei•ices, '' 

Element l [a] is both disclosed by and obvious over Rittmaster, which disdoses that server 

l 2 "comprises an Internet product or service provider computer or server . . . coupled for 

comrnunication'' to "a plurality of net\vork enabled user devices" See supra Section ILC.1.b.; 
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Malek Deel. at ii 78; Ex. C, ii 42. To the extent there is any doubt that Rittrnaster discloses technical 

details such as "a transport services stack'' or "device link agents.,'' ils cwm disclosure admits that 

s]uch computers and communication interfacing are \Veil knmvn in the an and are not described 

in further detail herein for pwvoses of simplifying the present disdosure." Ex. C., ii 42:, see supra 

Section II.D. i .b. A PHOSITi\ \Vould know that common messaging protocols of the time, such as 

encrypted transport !ayer security (TLS) protocol, would be employed in such a system, and thus 

a "secure message link" would be maintained by a TLS protocol stack (''transport services stack'') 

and software programs ("de,.,,1ice link agents") on va11ous end-user devices. Id, Malek Deel. at 'Ii 

78 

Further, to the extent that there is any doubt that l-?it!tnaster discloses conununication 

bet1Neen a server-side transport services stack and end-user mobile device message !ink agents, a 

PHOSITi\. would have simply implemented details from the similar nenvork of Klassen, \vhich 

indudes a rnobile device with a device link agent \vith a "rnulti-layer transport stack'' 206 for 

communicating messages from a server to multiple "user applications" 207 on the mobile device, 

as shcnvn in Fig. 2 below: 

, 
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Malek Deel. at i[ 78; Ex. K Fig. 2 (annotated) .. A PHOSITi\. would have further understood that 

K[assen's remote services server has a corresponding lransport services slack for cornrnunicalion 

\Vith the above mobile device. J',,;falek Deel. at i]t 52 and 78. 

c. l[hJ "each of the wireles,,;; end-u.•u?r device.,;; cmnpri,,;;ing multiple 
srftware cm-uponents amlwrized to receive and process data from 
secure me,'§:mge link nu:swtges received via a device link agent on 
that del'ice; 1

' 

Rittmaster discloses elemenl l [b] of claim 1. 5'ee supra Section H.C l.c, n. D. l .c, Malek 

Deel. at ir 79. To the extent any doubt exists that Rittmaster discloses multiple soft\vare 

components on lhe user device authorized lo receive and process dala received via a device !ink 

agent on that device, Fig. 2 of Klassen makes this feature dear, and a PHO SITA wouid have had 

a dear rnotivation to fill in any perceived gaps of Ritfmas!er ,vith details frorn the same type of 

net\vork like that of Klassen. Malek Ded at ii 79. 

d. l[c1 "an. interface to a network to receive network element 
rnessages from a plurali{v t~f network element'§, the received 
network eleJnent messages comprising respectfre mes.w.1.ge 
content and requests for delivery of the respective message 
content to respective wireless end-user devices, the respective 
me:,;sage content including datafo:r5 and an. identification td: a 
respective one of the authorized st~ftware component:;; amr' 

Ritfmas!er further discloses element J[c]. See supra Sections II.C.Ld, ILD.Ld.; Malek 

Deel. at~ 80 This elernent requires the network-facing side of the server to include an "interface" 

to receive messages from nvo or more ''net\vork elements," and requires the messages to include 

"rnessage content'' and "requests for delivery'' of that content to specific end-user devices by 

including data for and an identification of authorized software. Malek Deel. at~"[ 80. This does little 

inore than describe the basic manner in which all rnessagcs were delivered from a nctvvTirk. at the 

relevant time, and how messages are stiil delivered today Id Rittmaster discloses transmission of 

messages (such as advertisements) from network eleinents (multiple providers) that arc connected 

to the server through the internet. kl, see supra Section ILD.Ld, see also Klassen, Ex. K, Fig. 1. 

Rittmaster also clearly relies on the ability to direct messages to correct applications on c01Tect 

To the extent there is any doubt that Rittmaster or Klassen disclose sending messages that 

include data for., and identification of, authorized sof-hvare componenls., or to determine specific 

ways in which to accomplish delivery of messages to the appropriate software component on a 
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recipient device, a PHOSITA would look to other prior art such as 1{onstcmtinov (Ex. D) for 

appropriate message formals Id 

Konstantinov expressly describes addressing messages to one a plurality of user devices 

frorn a server by utilizing nol only an JP address., but also a porl number. See, e,g., Malek Deel. at 

~"[ 80; Ex. D, ~1 39. Such disclosure acknmvledges that both the content provider and the plurality 

of potential recipients ( end-user devices such as laptop computers and rnobi !e phone devices) have 

a plurality of software agents identified by port number. Id. /\. PHOSJTA would have been 

inofr.,,·ated to look to Konstantinov because of its greater detail as to messaging protocol, and also 

because Konstantinov describes security measures to delay data packets according to certain ru!es 

Konstantinoi·illustrates foal each data packet includes a "payload'' (content provided from a source 

device) and addressing information that identifies both a ''destination address" (i,e., recipient 

device IP address) and a "destination port#" (i.e., the port number idenlif)1ir1g foe virtual location 

on the recipient device at ,vhich a specific software application is located): 

TCP or UDP 
Data Packet 

3(12 
) 

Source 
Address 

Destination 
Address 

Source 
Port# 

:J(J/} 

i 
Destination 

Port# 

3{!0 
) 

Payload 
s....., ___ .,__ ___ ...._ ___ ........, ___ _.__.,..... _ __. 

J.l(J-

Malek Dec! at i] 80; Ex D, Fig. 3, 7! 39. 

e. l[d1 "a mes,>Jage buffer :.ystem including a memmJ7 and logic, the 
memmy to buffer contentfrmn the received network elernem 
;nessage,,;,;j(.w which delfrery is requested to a gfren one t?fthe 
wireless end-user devices '1 

Ritfmas!er further discloses element 1 [dJ. See supra Sections ILC Le, II.D. I.e.; rvfalek 

l),c,c] ~..- 8([ t>; 1·;;z·ttn•a·"e·, ~1e·"f1" 1'dc.nt;f1'e·· ~ 1,l,.fl-'er ~,··•'c.n1 'l1at ·~1·,c,•,-1,t· ., tr-:,r,,;;1n'i ·•c-1· ···n of ines;··<>c,ec­l.. '-',. ,:te i o~. ' ' "'l ! ;__; .,., 'J V ., ,S <'.l l .. «l "}Slv! l . i' ,._.ve' s «uh.' S., u l ,.Su.s .. , 

to user devices until a detennination is made that the user device is authorized to receive the 

a server 12: 
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Malek Deel. at f 82 Again, content is not provided by the server until a detennination is made that 

specific uies have been satisfied. Id For instance, Riwnaster states that ''a set of rules may be 

implemented, 'Nhich depend upon the geographic infonnation such that . . . if a recipient 

processor provides geographic information corresponding to a first geographic location or region., 

then the provider processor may be controlled to not provide selective information to the recipient 

processor, unless forlher requirements are met.'' Id:, Ex. C., ir Like\vise, Konstantinoi· discloses 

buffering of messages upon cenain conditions, specifically mentioning delaying transmission of 

combine Konstantinov \Vi th Rittmaster in order to scramble certain messages if the requester is not 

deemed to be authorized by the server logic. Malek Deel. at f 82 

j l [ e] ''the logic to determine when one of a plurali(r t~f rnessage 
delivery triggers for the given one of the wireless end-user 
devices has occurred, wherein for at least smne ~{the received 
network ele1nent mes:mges, the receipt ,~f such a 1nessage bJ· the 
mes:mge buffer systeni is not a rne,;;sage delivery trigger, and for 
at least one of the message delivery triggers, the trigger is an 
occurrence ofan asynchronous event with thne-criticaf 
rnessaging need§, and'' 

Ritfmas!er further discloses elernent 1[e].. as discussed abm,1e See supra Sections H.C l.f., 

H.D 1.f.; Malek Deel. at 1[ 82. Providing content to an end-user device is dependent 011 one or more 

triggers in IWtmaster, \vhich primarily discusses geographic location but also contemplates that 

'\he provider processor [server] may be controlled to not provide selective infrwmation to the 

recipient processor [ end--user device 1, unless fhrther criteria is met" such as ''minimum user age, a 
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particular period of the day, week, month or year, or other suitable criteria." Id.; Ex. C, 1"[ 14. For 

similar reasons, Konstantinoi·'s system of delaying rnessages as determined by certain ru!es or 

triggers would have been obvious to combine with Rittrnaster to delay delivery of messages to 

unaulhenticated users. l'vialek Ded al ii 82. 

g. l[f] "upon determining that one t~f the rnessage delive1J1 trigger,,;; 
has occu.rre<4 the fogicfkrther to ,,;,;upp(v one or more mes,mges 
comprising the bt{f.fered content to the transport sen-•ices stack 
for delfre1y on the secure message link rnaintained between the 
transport services stack and a device link agent on the given one 
t~f the wireless erul-user devices. 1

' 

RiUrnaster also discloses the final element of claim I. See supra Sections II.C. Lg., 

ll.D.Lg.; Malek Deel. at i] 83. Rittmaster and Konstantinov disclose transmission of messages 

through a link benveen a server--side stack and an end-user device--side software agent simply by 

disclosing that the messages are sent through the internet. hf. The RWmaster system is specifically 

designed to deliver messages from the server to an end--user device in response to determining that 

a trigger has occurred, such as foe end-user device entering a specific geographic region. Id 

1:.:0nstantimw's triggers satisfy this element for essentiaHy the same reasons---- timing the release 

of messages according to specific mks, and messages that may be used to determine -.,vb ether those 

rules are satisfied. Malek Deel. at\ 83, Ex. D, 1[~1 34, 41. 

2. Claim.s 2-3 and 5-6 

Claims 2-3 and 5-6 depend from independent claim l. Rittrnaster disdoses the fi.~atures 

added by these dependent daims, and therefore daims 2-3 and 5-6 would have been obvious in 

view of l?itfmaster combined -.,vith Konsfanfinov and Kiassen for at least the reasons explained 

above in Grounds 1-2. 5iee supra Sections ILC.2-5, HD.2-5. 

3. Claim. '7 - •·the device 1nessaging agent on at least one tf the li,freless 
end-user devices further to initiate the respective secure fotemet data 
message link to the transport services stack~~ 

As discussed above, a laptop or smartphone communicating \Vith a servenvould inherently 

have a link bet'vveen a device messaging agent of the laptop/smartphone and a transport services 

stack on lhe server. Id:, see supra Sections U.C In addition., Riftma.wer indicates that end-user 

devices could initiate such a link, and that the link could be made secure by using various layers 

of encryption. id KonsfanfinoP likewise indicales that a user device may issue a connection 

request. fVfaiek Deel. at 7! 89; Ex. D, ii 4 l. lt would have been at least cJ!-.rvious to permit users to 
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initiate links to a network to allow users to have control over whether they receive messages from 

a given nel\vork and to allov.: users to requesl information from specific content providers. l'vialek 

Deel. at t 89. 

Claims 9-i 4 ultimately depend from independent claim l. Rittmaster discloses the features 

added by these dependent claims, and therefore claims 9--14 \vould have been obvious in view of 

Riwnaster combined \Vith Konstantinov and Klassen for at least the reasons explained above in 

Grounds 1--2. See supra Sections II.C.7--l L II.D.7--12. 

5. Clain~ 15 

a. l5[PREJ~ 15[~1 "A rnetlwd of operating a mes,,;;age link server, 
cmnprising: maintaining a respective secure mes.mge lin.k. 
through an Internet network between the ,ne"isage link -server 
and a respectfre dei·ice link. agent on each ofa plurality ,~f 
wireles.,;; end-user device.,;;, '5 

Claim 15 corn prises a series of steps, and is subslantivdy very similar lo claim l (discussed 

at Sections HC. 1., JU). 1 , H.F. 1 above), except that it is framed as a method rather than elements 

of a server configured to cany out that method 1'!al ek Deel. at ii 97. To the extent that there is any 

doubt that Rittmaster anticipates and/or alone renders obvious daim 15 (when combined with 

kno\vledge of a PHOSITA}. it at least v.:ould hm,1e been obvious in view of Konstantmov and 

1:.:Iassen for the reasons discussed above in connection with claim 1. 

Furthennore, the above quoted portion of dailn J 5' s preamble and element l 5fa] is the 

sarne as the function recited in element llaJ of claim 1 without requiring the "transport services 

stack" that performs that fhnction, and therefore 'vvould have been obvious for the same reasons 

discussed above al Section U.F. l .a.-b. 

b. 15[a] ''each of the wireless end-user devices comprising multiple 
M?fhimre component.,;; authorized to recefre and process data from 
secure message linA ;nessage-s received via a device link agent on 
that device;'' 

This element of claim 15 is identical to element l [b 1 of claim L and is therefore rendered 

obvious for the saine reasons discussed above at Section H.F, I .c. See aim Malek Deel. at t 98. 

c. 15[h! ·•receiving network element messagesfrmn a plurality ~f' 
network eleJnents1 the received network ele1nent me.,;;sages 
comprising re:-.pective message content and requests for delivery 
,~f'the respectil'e m.essage content to respective wireless end-user 
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devices, the respective tuessage content including data for, and 
an identification t~f a respective one of the authorized software 
cornponents: ,. 

This portion of element 1 S[bJ is the same as foe function reciled in element 1 [c] of dairn l 

·,,vithout explicitly requiring the "interface" to a nctvJOrk that perfonns that function, and is 

therefore rendered obvious for the same reasons discussed above at Section n. F.1.d 5'ee alm 

JVfalek DecL at~! 99. 

d. l5[c1 •'lmjf'ering contentfrom the received network element 
messages for -which delivery is requested to a given one of the 
wireles,,;,; end-u.wr device,,;,;;'• 

This element is the same as the function of element 1 [d] of claim l except that it does not 

require the "me1no1y" that performs that function, and is therefore rendered obvious for the same 

reasons discussed abcrve at Section lLF. l .e. See also Maiek Ded at ~1100 

e. 15fd1 "determining when one ofa plurality of me,,;,;sage delfrery 
trigger,,;; for the given one of the wireless end-user devices ha,,;; 
occurred, wherein for at lea,,;,;t some ,~f the received network 
element messages, the receipt of-such a me-ssage is not a message 
delive1J1 trigger, and for at least one of the message delivery 
triggers5 the trigger i,;; an mxurrem:e ,~fan asynchronou,;; event 
with time-critical rnessaging need,;;/ and'' 

This element is the same as the function of clement J [e] of claim J except that it does not 

require the "logic'' foal performs that function, and is therefore rendered obvious for the sarne 

reasons discussed above at Section H.F. Lf See also Malek DecL at ii iO L 

J: l5[e1 "'upon determining that one ,~f the message delivery 
triggers has occurred, -supplying one or more me-ssages 
comprising the buffered content for de!iPe1y on the secure 
mes,mge link maintained between the message link sen·er and a 
device link agent on the given one t~{ the wireless end-user 
dePices. •~ 

This element is the same as the functions of element 1 i:n of claim 1 except that it does not 

require the "logic" or "transport services stack" that perform those f\mctions, and is therefore 

rendered obvious for the same reasons discussed above at Section il.F. l g. See also Malek Deel. 

at 41102. 

G. Ground 5: Any CombinMion of Riuma,,;,;ter and/or Sfw1!field rrnd/or 
KonstantinodK!assen (as Discussed in Grounds l-4) in Further Combination 
with Ellison Remk~rs Obvious Claim 4 
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Claim 4 adds to claim l a feature \vhere the ern:J.-user device's link agent executes in a 

secure environment while at leasl some sofhvare is outside of that secure environment l'vialek 

Deel. at~[~! 76, 86 ("Claim 4 recites that 'the devke Hnk agent executes in a secure execution 

i.•nvi.romnen.t on at km,t one of the devlf{'§, ~nd ~d kr~st one of th.i.• softvrnn~ onnpontn.ts 

necutes outside of the secure execution envinmment on that device."') It \vould have been 

obvious to divide the mernory of an end-user device into such rings based on the sensitivity of 

particular applications, and a PHOSHA would have fo!lmved the teachings of Ellison or similar 

prior an references in order to di,.,.,-ide applications between secure and unsecure operating 

environments. AH of the elements of claim 1 would have been obvious for the reasons discussed 

abm.,-e in Grounds J-4, and a PJ-IOSITA would have been motivated to include the elements of 

claim 4 in further view· of Ellison. This would have been an obvious optirnizalion and prioritization 

security resources, and a PHOSITA \vould have known that certain software on an end--user 

device that is not sensitive could operate outside of a secure execution environment in order to 

reduce costs and preserve resources. J',,;falek Deel. at ~1 76. 

Additionally, claim 4 depends frorn claim l, which is anticipated and rendered obvious by 

Riwnaster alone or in combination with other references as discussed in detail in Grounds 1-4 

Pa.tent does not appear to suggest that there is any advantage to having some software components 

outside of a secure execution environment, but protecting some but not all sofo.va.re of a device in 

a secure environment was known at the relevant lime,, and \vould have been used by a PHOSJTA 

to protect sensitive applications while allowing unimportant software components to remain in a 

secured environment in order to conserve resources. l'vialek Ded at ~[~ 86, 114 Regardless, 

protecting some but not a.11 software on a. device in a secure environment was known a.t the rekvant 

Hine and ·,,vould have been used by a PHOSITA to protect sensitive applications while allm-ving 

unimportant software components to remain in a less secured effvirnnment to conserve resources. 

For instance, the Ellison reference discloses a inethod to protect a subset of a software 

"t'\!J.r()J'JY'"f'T j\- •1a-J?,1, I)?,,-.] a-·t ~j~f 9 o' 1 14·. i::v j' 1~l)str•>1'! Fili'()'1 ,-1,"scr1'h,"s pr•-1\;;,-11·n,, a- 1,,;,",·a-J"('.]'\' '>,,, •• ii.. • _. ~ ~J\...__, J\.~,, !¥.~ ¼' ~- _.,. ¼l',,tJ\., , I::: O., B : _ _,/~, --'~ .-\ -•-~, {~ . .,,..,,. , __ , .. .:; fl.._-.,.,..._, l\..!',,1•_ ,1 t.. . • .._ C) L-...',,.U\. . i_. ~' 

or ''rings," dividing hardvlare and sofnvare components designed to pe1form dedicated tasks \Vi thin 

an operating system Malek Deel. at~[~ 86, 114, Ex L., 1 :41-5 l. The division of a component into 

rings is typically based on the degree or level of privilege. Id; see also Ex. L, l: 51--53. It \Vould 

have been obvious to divide the mernory of an end-user de,.,.,-ice ofl?itfmaster (including as rnodified 
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by Shenfieid or 1{ons!an!inov'_,_Z]assen) into such rings based on the sensitivity of particular 

applications, and a PHOSHA would have follcnved the teachings of Ellison or sirnilar prior art 

references to divide applications bet\veen secure and unsecure operating environments. J',,;falek 

Deel. at~~ 86, l l 4. 

H. Ground 6: Any Cornbination of Ritunaster and/or Shntfie!d and/or 
Konslantinm·!Klassen (a§ Di§CU§St~d .i.n Groumh l-4) in Fu..rtht~.r Comhh.1.r~fom 
with Coffee m· Basso Renders Obvious Claim 6 

Clairn 6 specifies that two or rnore data portions, each having an identifier, rnay be sent in 

a single message. Malek Deel. at 1[1[ 88, 116 (''Claim 6 recites '·wherein. at foa§t one of the mu~ or 

more HH.'§sage§ for ddive.ry by the trnnspo.rt servke§ stark compd§e§ multiple identifier/data 

pair§_"') Rittmaster describes this element for the reasons discussed above in Sections H.C.5., 

ILD 5, II.EA, and ILF.2. ff one were to consider the dernents of claim 6 not to be adequately 

disclosed in Rittmaster (or Rittmaster as modifled by Shenfield or Konstantinoi',Klassen as 

discussed above), however, a PHOSITA ,vould have been motivated to look to Cqffee or Basso to 

remedy such deficiencies. rv1ore specifically., a PHOSITA would understand that two independenl 

data elements (e.g,, advertisements), each having a data payload and identifier, could be assembled 

into a single message in order to allow frw better handling of a high nurnber of messages. For 

instance, Cq[lee discloses bundling of multiple messages, each having their mvn unique 

1• ·•-,1·1•1·.;.,.,,.w t·~ 1·"'ltl''". t]1;-0;1u11P.,tl' prc,1JJ,,n·1:• b•; bu•1·1rll1·nu :•1·nall D"":'"a-u"." 1·,·1t,··, la-ru".r ],,,,," '-'r·,q,1·,1·1 1 Ut;_ ...... L."-'·· ., u ..... A">,.,'),. .L .... .t_E;"--t- !., ~-- ~----~ ) ·"--'<- -;:_~~--( .•• ..ii.1""~~ l.,E)'),.~ .__,,\... - l.,E) .... ' -~0._,1_t; .... l._,t,;_ ..... 

messages. Malek Deel. at i[i[ 88, l 16; Ex. S. ~T~T l 17--119. Similarly, the Basso reference discloses 

that multiple rnessages lo be sent from a network processor rnay be bundled into a single rnessage 

to reduce the number of messages and improve performance. Malek Deel. at ~T 88; Ex T, Abstract. 

A PFIOSITA would have combined rnessage bundling as in Cq{Tee or Basso \Vith the system of 

Riwnaster (or Rittmaster as modified by Shenfield or Konstantinov,Klassen) to enhance 

throughput by reducing the number of inessages sent to a single end-user device. Malek Deel. at 

vu:c.:i,m:-::/,,.__i,idu-v-.i'.)d~:'.;k:tur/rn(,niq/rr:,,-Y).l 47'.Uv,0(,BS ). MSQNI messages have a "Destination" 
property dw.t identifies the recipienl of the message. See ).?Hti.-.i/.kiYI\,L),q9i_q_fr __ //t.('/.i?L. 
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L Ground 7: Any Cornbination of Ritunaster and/or Shntfie!d and/or 
Konstantfruw!Klassen (as Disr1.rnsed in Grounds l-4) in Further Combination 
i-vith Cmnputer Networks, Rakic, or Dutta Renders Obvious Claim 8 

Claim 8 adds to clairn 1 "a secure server to provide secure authorization signatures to the 

given one of the ,vireless end--user devices, the secure authorization signatures indicating the 

authorized sof-hvare cornponents that are allo1Ntxi to receive data frorn secure rnessage link 

messages via the message link server." J',,;falek Deel. at 7[7[ 90, 118. While Rittmaster and 5J,e1?field, 

Kons!an!inov, and Klassen do not explicitly rnention use of signatures to indicate that software 

components are authorized to receive data from a server through a secure link, use of signatures 

\Vas \vdl-known at the relevant ti1r1e and was not invented by the im,1entor of the '192 Patent. 

of digital signatmes in increasing security Ex. Fat pp. 584-89. There would be a clear motivation 

to implement digital signatures to ensure that various components of a net\vork have authorization 

to receive various messages, and implementation of digital signatures '<vould have been \Veil \Vi thin 

ordinary skin in foe art. Additionally., U.S Pat Pub. 2009/0282256 to Rakic, et al. ("Rakic,'' Ex. 

JVI) discloses that a server may generate an electronic signature which is appended to the message 

l 12. Likewise, {JS. Pat. Pub. 2002/0186845 to Dutta, et al ('Dutta,'' Ex N) discloses use of 

been obvious and routine to implement digital signatures such as described in Rakic and/or Dutta 

in the system of Ibttrnaster to increase security, giving those skilled in the art a clear motivation 

to combine the digital signature aspects of Rakic or Dutta with the references and cornbinations of 

reforences discussed above in Grounds 1--4. 

,J, Gnmnd S: Any Com.hinafom of !?.ithnaster and/or Shnifie!d ,m.d/or 
Konstantinov/f(lassen (as Discussed in Gnmmh 1-4) in Fm·theI· Comhinatfon 
with (;'e!lens Renders Obvious Claim 14 

Claim l 4 depends from claim L speci1\,'ing that ''one of the message delivery triggers is 

based on an amount of v.:ireless network data usage consurned by the given one of the wireless 

end-user devices.'' Rittmaster discloses this element for the reasons discussed above in Sections 

IIC. I I and H.D.12. J\falek Deel. at 414196, 124. To the extent that there is any doubt that Ritfmas!er 

discloses the elements of claim 14, hmvever, limiting communication of messages to specific end­

user devices based on usage would have been obvious in view of Gel/ens (Ex 0). Gel/ens discloses 
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control data delivery over cellular nenvorks due to, e,g,, costs and band\vidth, and permitting 

applications to open conneclions for "kw,; prior1ty'' messages can drive up costs leading lo 

''excessive and '<vasteful traffic channel usage." JVIalek Deel. at iii[ 96, 124; Ex. 0, Abstract, ti[ 2'" 

6,, 27, 29. Get/ens uses lriggern lo control when rnessages are delivered to clients, one of \.vhich 

triggers delivery of low priority application messages only after a higher--priority application 

iniliates a link. Malek Deel. at~[~ 96, 124; Ex 0,. i[~[ 35-36. A PHOSlTA would have been 

motivated to combine Gel/ens with Rittmaster and/or Shenf}e!d to save costs and conserve 
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