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.0, Box 1450

Alexandna, YA 22313-1450

Prear Sir or Madany

Walmart Inc. ("Walmart” or "Requestor”} requests ex parfe roexamination of claims 1-153
of U8 Patent Mo, 9,615,192 ("“the 192 Paient”}, which is assigned to Headwater Research LLC
{"Patent Owner"}, in view of the substantial new questions of patentabuility raised by the prior arnt
submutted with this reguest The subnutted prior ant renders claims 1215 unpatentable, thus
warranting reexamination of those claims. In support of s request, Walmant provides the
following:

® A statement pointing out each substantial new guestion of patentability for each claum
for which Walmart 13 reguesting reexarmination (37 CF R, § 1 510y,

e A detailed explanation of the periinence and manner of applyving the cited prior ant
references to cach identified claim, including how statomends of the Patent Owner are
being used {37 CF R § 1.510(b K2y,

¢  Copies of the prior art relied on in establishing the substavtisl new guestion of
patentability with respect to the above-listed claims of the "192 Patent (37 CFR. §
LSO 3y
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A copy of the entire 192 Patent, including the front face, drawings, specification, and
claims 37 CF R §1S10(b} 4},

A certification that a copy of the request has been served in 118 entirety on the Patent
{hwner at the address as provided for wn 37 CF R SI33{c3 (37 CF R §1510G)5,

A certitication that the statutory estoppel provisions of 35 USC 88 3156k &

325(ex 1y do not prohibit Walmart from fling this ex parfe resxamination request (37

CEFR SLSIHbYG)), and

AN

Fees for requesting veexamunation 37 CF R § L1202
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Level of Ordinary Skallinthe At 2¥

Claing ConsiroCion .. e e 28

1 FROHWAre COMPIOBENIS. e Z8

2. “wherein one of the message delivery triggers 18 the receipt of a
particular network element message from one of the network

3. FAEVICe MESEAZING BRONT 29

Ground T Claims 123, 3-7, 9 and 11-15 are Anticipated by Rittmaster . 29

a. HPREY 4 message fink server comprising” ... 34
b. i{aE Yo franspors services stoack 1o mainioin o respeciive

secure message link hrough an Duernet network between
the message link server and g vespective device Hnk agent on

fa
each of a ,:?iz/zzf'(.z;;z}’ of wireless end-user devices,” .. 31
c. bl “each of the wirelesy ender devicey comprising

muliipde software components guthorized {0 veceive and
process daia from secure message f'z'izk messages received

vig it device fink agent on that device!” ... 34
d. el “an inferfoce 7o a neswork to veceive nerwork efement

7

messages from o plurdlity of network elemenits, the received
nerwork element WESSEEeS Comp ising respective message
comtent and requests jov delivery of the FeSpECTive message
coafent o respective wirelesy  end-user  devices, !:?ze-z
respective message confenmt including dota for, ond <
identifica im;z af, s vespective one of the aushorvized s“fiw*w
CORRPORZIIS, 35

e Wl message bufier sysiem inchading o memory and logic,

the memory 1 buffer contend from the received network

N4

element messages jor which defivery is requested to o given

one of the wireless end-pser devices” .37
f. el “the fogic fo determine when one of o plurality of

miessoge delivery triggers for the given one of the wirelesy

end-user devices has oconrred, whervein for af feast some of

the received nerwork efement messages, the veceipt of such
a messape by the message buffer svstem is not  message
delivery frigger, and for at feast one of the message defivery
friggers, the frigger iy an occurrenice of an asvnchronous
evert with time-critical messaging needs, and

i “;c«jwﬁ determining that vne of the mﬁ'wgﬁ delivery
sriggers has occurred, the logic further o supply one or
more messages comprising the buffered comient io the
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A

‘le

je

sransport seyvices stack for delivery om the secure message
fink maimiained between the fransport services stack and g
device link agent on the given one of the wireless end-user
FEVICES. 41
Claim 2 =" encryp! function (o eacrypt the ohie OF more messages
suppicd fo the transpori services stack for defivery on the secure
mensage hak mainioaned between the message vk server and the
2

device Gk agent on the given one of the wiveless end-user devices”

Claim 3 — “the encrypied one or more messagex are traysporied i
the device link agent om the given ome of the wireless end-user
devices using one oy more of encrypiion on the franspori services
stack, IF (Infernet Provocol) fover encrypfion, and immeling” 42

Clatm 5 — “wherein the franspori services siack 1s furthwy 1o veceive,
over each of the respective secure message links, upiond messages
forwarded by the vespective device fink agenis from of feqast a subset
af the device software componenis, each of the upload mexsages
identifving a corresponding one of the network elemenis fo which
the device respective softwave componeai b reguesied delivery,
ihe network server syxiem using the inferface o o network o defiver
comteit from the upload messages fo the respective idemtified
metwork efements.” L A3

Claim & - “wherein ot least one of the one or more messages jor
defivery by the frawsport services stack comprizes multiple
Pt e/ data paTFR” 43

Claimy 7 - “the device messaging agent on of least one of the wiveless
end-user devices further fo inifiate the respective secure Infernet

devia message fink 10 the fronsport services sfack” 44

Claim 9 — “one of the message defivery rigeers is the expivation of
2 el o & g 2
G PEFTOAIC REr. 44

Claim 1} — “one of the message delivery wriggers is the receipt of o
Fansmission on the respective secure message link from the device
finke ageny of the given one of the wirelesy end-user devices, or
response generaied {0 g frapsmission received from that device fink

Claim 12 — “fhe fransmission is a heartheat message generared by
the given device fink agent, or o request received jrom the givewn

;- ik voerraad 07 3 4
device fink auent” 45

Claimy 13 — “one of the message defivery triggers is the receipt of o
particulor network element message from e of the network

TS 45
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i1 Claim 14 — “one of the message delivery wigpers is bused on an
amount of wirefess network doia usage consumed by the given one

af the wivelexs end-user devices” 46
12 Clatim 5 47
a. SiPRE} ﬁ method of operating o message fink server,
COMPEISIFEZ. 47
b. 13ia] “maisiaining a re xg}a fve secure message fink throngh

g internel network befween zfze message fink sevver and o

’ﬁpm,e‘mnzsz dce flink agent oneach of a plavality of wiveless
erd-user devices, each of the wireless end-user devices
comprising wndtiple softwove componenty aushorized (o
veceive and process dasa from secure message | vzi{ ENSGEN

received via a device fink agent on that device” .. 47
c. ISTB] “recerving network element messages from a plurality
of network elements, the received network element messages

£

comprising respeciive message confend oud requesis for
defivery af the »’fspe(,zzw‘ message confent o respectiv

wireless end-user devices, the respective message C(.?iliwzf
including data for, and andentification of, o respeciive e

of the uthorized software components;,” ... 4%

d.

“huffering content from the received network ¢loment
ssages jor which delivery is requested 1o a given one of

z!ée wireless end-pser devices,” L L L i 43
e V3EdY “defermiining when one of a phorality of message

delivery frigeers jor the giver one of the wireless sad-user
devices has occurred, wherain for of least same of the
received network element messages, the receipr of such o
wmessage iy pol g message delivery trigeer, and for ot feast
one of the message delivery friggers, fhe f“ig&"’r is g
pecurrence of an asynchronops event with time-critical

messaging weedsy and” 49

“upon determining that one of the message defiver
s hay aecurred, a”z:prwé;iv OHE OF IOFE IPSEOReS
comprising the buffered conteni for delivery on the secure
message fHink mainiained between the message link server
aid o device link agent on the given one af the wirelexs end-
MSET GEVICES.” L 49

o Ground 20 The Combination of Rittmaster and Knowledge of 2 PHOSITA
{as Bwidenced by Diswributed Svstems and/or L@mpz;i@r Networks

Textbooks} Render Obvious Claums 1-3, 5-Tand 15 ... ... 50
1 CHaim o B0
a. HPRED A message funk xerver comprizing” ... 50
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[e)

b Hal “a fransport services stack 1o maintain o respeciive
secure message fink through an hiverner network befween
ihe message link server and a respeciive device Hnk agen on

K

each of o plurality of wireless endeuser devices” ..

c. bl “each of the wirelesy end-uxer devicex comprising
multiple sofrware components authorized to receive and
process daia from secure message fink messages received

wig i device fink agent on thas device!” .

d. Hel “an dnferface to a network to receive network elewment
messages from o plurality of network elemernis, the received
neswork element messages comprising respeciive message
contert and reguesis for delivery of the respective messoge
confent  io respective wireless end-user  devices,  the
respective message comfent inciuding data for, awd oan
identification of, o vespective one of the anthorized siftware

CORIDORCIIES,

=3 Hdl % message buffer svsiem inchiding a memory and logic,
the memory 1o buffer conient from the veceived network

element messages for which defivery iy requested io o given

one of the wireless end-user devices,” L.

7

f. el “the fogic fo determine when one of o phaiity of
message delivery friggers for the given one of the wireless
end-user devices hus oconrred, wherein for af feast some of
the received network efement messages, the veceipt of such
o message by the message buffer svsiem is not g message
delivery frigger, and for at least one of the message defivery

frigmers, the frigger is an ocouwrrenve of an asynchronous

event with fime-critical messaging needs, and” ..

HE] “upon deiermining that one of the mexsage delivery
wiggers has occurred, the logic further 1o supply one or
miore messages comprising the buffered copent o the
fromspory services siack jor defivery on the secure message
fink mosintained beyween the trawsport services stock and o

device fink agent on the given one of the wireless end-user

e

BEVICER T

Claim 2 — “an encrypf funiction fo encrypt the one or more messages
supplied 1o the fransport services stack for delivery on the secure
message {ink maimained between the message fink server ond the
devive fink agent on the given one of the wireless end-user devicex”

&

N

Clatro 3 — “the encrypled ane or more miessages are fransporied (o

i 7 ,
#

e device fink agent on the given one of the wireless end-user

%
o]
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o~k

devices using one or more gf encrypiion on the fransport services

stack, 1P {fimternet Profocol) loyver encryption, ond tunmeling” 64
Claim 5~ “wherein the fransport services stack is further fo receive,

over cach of the respective secure me awsgg finks, upload messages
Forwarded by the respective device link agents from at feast a suhset
of the device software components, each of the upload messages
wleniifying o corvesponding one of the network elemenis o which
the device respective sofiware componern has requested delivery,
the network server system using the imterioce to a network o deliver
comient from the wuplocd messages fo the respective idewtified

metwork efemenis” .l 61
Clatm 6 — “wherein af loast one of the one or more messages fin
defivery by the franspors services stack comprises multiple
identifier dota poars.” L &2
Claim 7~ “the device messaging agent an af least one of the wireless
end-iser devices further 1o initiate the respective secure Infernet

data message Bk 100 the fromxport sepvices Mack” . 62
Claim 9 - “one of the message delivery riggers is the expiration of

a periodic tmer”

Clainy 10 - "“the period of the fimer is froctionally shovier than o
marcimam daia message wnterval E}é:yui.sa wiz;(ffz ihe xecure mesiige

fimk is fokenr JOWI 63
Clavm 11 — “one of the messagre defivery frigopers ix the veceipt of
fransmission on fhe respective secure message lnk from the device
link agent of the given one of the wiveless end-user devices, or @
response gener afed 1o fransmission received from that device hink
BT &4
Claim 12 — “the transmission is o bheartbead ﬁnesm‘}e’f generated By
ihe given device fink agent, or g reguest veceived from the given
device Brdcagent ™ L 04
Claim 13 - “one of the message delivery friggers is the veceip? of o
;)zzmwé'ar network element wmessage from one of the network
EEZIICTIES. e 64
Claimy 14 — “one of /z smessage delivery iriggers iy baved on on
amount of wireless nerwork data Mu'gm comsumed by the given one
of the wirefess md»zmer AEVICES.” 65
CRaImT IS 65
a. I5iPRE] 1Slal "4 method of operating o message fink
SEFVER,  COmprising:  prunigining o respective  secure
message fink through an [niernei netwo ork between the
message link server and a respective device ;’mé agent oy
cach of o plurality of wireless end-user devices,” .. 65

Headwater Research LLC
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b,

tal “each of the wireless end-user Jevices comprising
mulfiple software components outhorized fo receive gnd
process daia from secure message Hnk messages recetved
vigg g device fink agent on thar device!” ... 56

¢. ISibY “recerving network element messages from a plavality
of network elements, the received nerwork element messages
COMPrising respective message confend and reguesis for
delivery of the respective message content 1o respective
wireless end-user devices, the respective message content
including data for, and ar idendification of, a respective one
of the uthorized software components;,” ... 66

L

d. 15{cl “buflering confeni from the yeceived network eloment

messages Jor which defivery is requested 1o a given one of
the wireless end-yser devices)” ... 66

e. 131d] “determining when one of o plurality of message
delivery wriggers for the given one of the wireless end-user
devices has occurred, wherain for of least same of the
received network element messages, the receipt of such o
message iy nol o message delivery wrigeer, avd for ot feast
one of the mexsage delivery friggers, the trigger is om
psocurrence of an asynchroncus event with time-crifical
smiessaging weeds; and” L B0

f. 15ie} “upon determining that one of the message delivery
griggers has occyrred, supplving one or more messages
comprising the buffered comtent for delivery on the secure
message fink mainiained between the message fink server
aiid o device fink agent on the given one of the wirelexs end-

BSEF AeVICES. T &7

Ground 3: The Combination of Rfimasier and Sheafield and/or Knowledge
of a PHOSITA (as Evidenced by DHsributed Systems andior Computer
Networksy Render Obvious Claime 123, 5.7, and O35 .87

i Claim b, 68
a. HWPRET A message hnk xerver comprising .. 63

b, sl “g franspors services stack to mogniain g respeciive
secure message link through an Infernel network hetween
the message link server and a respeciive device ink agent on
ecsch of o pluvality of wirelesy end-user devices,” ... ... . 68

¢ bl Yeach of the wireless end-user devices comprising
mulfiple software componenis authorized fo receive and
process daia from secure message Hnk messages recetved
vig @ device fink agent on that device!” .. 71

Headwater Research LLC
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b

Lot

d. Hel “an fmperfoce fo g network fo receive network element
messages from a plurality of network efements, the veceived
pefwork element Messages Coamprising vespective message
content and reqguesis for delivery of the respective message
copteni o respective  wireless  end-user  devices,  the
respective message conteni ncluding dota for, and an
identification of, a respective one of the anthorized software
COMPORERIS e

~
sl

@

Hdl g messagre buffer svstem including o memory and logic,
the memory fo bufier coptent from the received network
7

element messages for which delivery is requesied 1o o given
one of the wiveless end-user devices” ...

o
B2

£ el “the logic fo determine when one of o phralizy of
message defivery giggers for the given one of the wireless

f)

erich-usey devices has accurved, wherein for af least some of
the received network element messages, the veceips of such
& message by the message huffer system iy nof o messoge
delivery wrivger, and for at leaxt e of the mexsage delivery
friggers, the frigger is an occurrence of an asynchronous
evend with fime~critical messaging needs, and” .

~d
Lod

wa

HE “upon determining that one of the message delivery
triggery has ocourved, the logic further to supply ove or
more messages comprising the buffered comtent 1o the
fransport services stack for delivery on the secure message
fink moinionned between the tranispor services siack ond a
device fink agent on the given one of the wireless end-usey

7 . 5y

QEVICES.

o
RN

Claim 2 — "am encrviyd Junciion (o encrypt the ong oF more messages
supniied 1o the transport services siack for defivery on the secure
messoge link maintained berween the message {ink xerver and the

z

device fink agent om the given ome of the wireless end-user devices”

~od
L

Claim 3 -~ “the encrypied one oF more messages are ansporied o
the device link agent on the given one of the wireless end-user
devices using one or more of encryplion on the Franspors services

stack, 1P {fimternet Profocol) loyver encryption, ond tunmeling” 75

Claim 5~ “wherein the fransport services stack is further fo receive,
aver each of the respeciive secure message links, upload messages
Forwarded by the respective device link agents from at feast a suhset
of the device software components, each of the upload messages
wleniifying o corvesponding one of the network elemenis o which
the device respective soffware companent hias reguesied delivery,
the network server sysiem using the imeriace o a network 1o defiver

Headwater Research LLC
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nient from the uplood messages fo the vespective idemified

ne fwk elements. 70
3. Claim © — “wherein af least one of the one oF more messages jor
delivery by the fransport seivices stack comprises mulfiple
idenifier/dota paiva” 76
&. Claimy 7 - “the device messaging agemt on of least one of the wiveless
er-siner devicex further fo fmtiate the respective secure fnferiwt
deta message link 1o the fronsport seyvices sfack” . 77
7. Claum 9 —one of ihe message defivery triggers is the expivation of
8 PEFIOfic (mer”” L 1T
8. Claim 10 — “the period of the fimer ix f?m"iémw’f} shorier than o
masximism data message inferval bevond which the secure message
fink iy tdken dows.” 77
S. Claim 1} ~ “one of the message delivery frigpers is the veceipt of o
fransmizsion on the respeciive secure message link from the device
fink agent of the given one of the wirefexs erid-user devices, or ¢
response generated 1o o ransmission received from that device find
agem.” 78
14, Clainy 12 - “the ransmission 15 ¢ bearibeat message generated by
the given device link agent, ov g reguest veceived from fhe given
Aevice fIf agemt” 78
i1 Clawm 13 = “one of the message delivery friggers iy the receipi of o
particular network element meébagb jf{;;,fz one af the network
SLERIETIES. 79
i2. Claim 14 — “one of the meb'em;e defivery friggers is hased on an
amount of wireless network dida usage comsumed by the given one
of the wireless e;zaﬁmar Fevices” 74
i3 I 1 74
A 15IPREY 15ial "4 method of operating o message fink
Server, comprising:  mainicining o respective  secure
message link through an Internet network berweewns the
message fink server and a vespeciive device fink agent on
each of g phaality of wiveless end-user devices,” ... ... 79
b. Hat “each of the wireless end-user devices comprising
m::iizfa!a software components authorized io receive and
process dofa from secure message ivz!{ mensages received
Vi it device fink agent on that device)” ... &

C. 15[b] “receiving notwark dlement messages from a plurality
of network elements, the veceived network element messages
comprising vespective message coptent and veguests for
defivery of the respective message coptent fo respeciive

Headwater Research LLC
Ex. 2008, IPR2026-00088
Page 11 of 113



S EE VTR

¥ Ground 4 The Combination of Hitrmaster and Konsrosstinoy and/or Kicssen
Bender Obvious Clamms 123, 3-7 and S-15 .
a. UPREN A message fink server comprising?” ...

2
e

b,

wireless end-usey devices, the respective message confenn

including difa for, and an idenfification of, a respective one

of the authorized saftware componerts,” ...

15{c] “huffering comtent from the received network element

FEEAN ‘{;;&,ﬂ for which /}w»veiv }’s zc,mfmf”d o a given ane of
the wireless end-user devices!”

VSEAY “derermining when one of o plurality of message
delivery friggers jor the given one of the wireless end-user
devices fus occurved, wherein Jor of feast some (y" the
recerved network element messages, the receipt of such a
message 1S pot o PESSAZE delivery frigger, and jor of least
one of the message defivery iriggers, the frigger is on
orcurrence of an uswmz onous evert with time-critical

er
'}

Py
i

Bessaging Beeds, ard” L

181el “upon determining that one of the message delivery
triggers has occurred, supplying one OF more messages
comprising the buffered content for delivery an the xecure
message link maintained between the message link server
and o device fink agent on the given one of the wirelesy enid-

Hal “a franspori services yiack fo mainiain a respective
secure message fink through an Infernet nefwork hetween

the message Hnk server and arespective device link agent on

each of g plurality of wirelesy end-user devices”

b “each of the wireless end-user devices wmprnziw
mulniple software componenis authorized fo receive and
PROCESS daiq from Secure message fim messages received
vicr @ device ik o ygend on that device

el “am imeriace fo o network fo receive network element
messoges f‘;m% a phurality of verwork elements, the received
network element MESSUgEs Comprising respeciive message
content and reguests for defivery of the vespective messuge
crmitent fo respective  wireless  epd-user  devices,  the

espective message comtent including dota jor, and an
.zaé;i,?é{ﬁ(ﬁm)ii of, a respective one of the authorized software

COMPORERES] I

Hdl“g message nbejfw system incloding amemory and Jogic,
the memory fo buffer content from the received nepvork

»

o]

N
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b

element messages for which delivery is requesied 1o o given
one of the wir eless erd-user devices” e &7
t, el “the logic fo determine when one of o phralizy of

message defivery giggers for the given one of the wireless
erich-usey devices has accurved, wherein for af least some of
the received nefwork ¢ f( ment messages, the receipy of such
& message by the message buffer sysfem is nof o messoge
delivery srivger, aid § a(,erc eant e of the message delivery

friggers, the rigger is an occurrence of an fzc}»mmwzous

event with fime-crifical messaging needs, awd” ... BB
g, HE “upon determining that one of the message delivery

trigzers has ccourred, the logic further o supply one or

more messages comprising the buffered comtent 1o the

fransport services stack for defivery on the secure message

fink munnicened between the i zzmg)orz‘ servives siack ond o

{fé“/ié’é‘ iznr’ agent on the given one of the wireless end-user
Clatrs 2-3and 5-6. 89

Claim 7 = “the device messaging agent in gl leasi one of the wiveless
end-user devices further o initiafe the respeciive secure Infernet

detis message fink 1 the fromport services sack” .. 89
Clatms DB, S0
I IS 94
3. ISIPREL] 15ia] “4 method of operating a message fink

server, comprizsing  moiniaining o respective  secure
message fnk through on Inferne? network between the
message fink server and o respective device link agent on
each of o pluralhty of wirelesy end-user devices” ... G0

b, 15ia] “each of the wireless end-user devices (,(zmjﬂmiw
mulniple software componenis authorized fo receive and
PROCess daia from secure 423§ I fim messages received
vicy a device fiiiicc’f”ﬁi o that device” B0

o 15ih] “receiving network element messages from a plurality
of network elements, the received network element messages
COmprising respective message confent and reguests jor
delivery of the res 'g"%z:w message confent to respective
wirelesy end-user devices, the respective mexsage content
including dota for, and an identification 07. G respeotive ong

of the authorized softwore components 80
d. V3icy “Buffering coment from the received neywaork element

messages for whick delivery is zeqnesia d to g given ane of

the wiveless end-user devices)” ... G

Headwater Research LLC
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e. 131d] “determining when one of o plurality of message
delivery wriggers for the given one of the wireless end-user
devices has occwrred, wherewn for af least some of the
received network element messages, the receipt of such o
wmessage iy pol g message delivery trigeer, and for ot feast
one of the message delivery fr;ggw.g, the trigger iy o
pecurrence of an asynchronops event with time-critical
smiessaging weeds; and” 9

“upon deéfi??’?ii?iiis) that one of the message deliver

zm;(:ézs fas ocowrred, supplving one or more messa rszs
comprising the bu ,feiw’ content for delivery on the secure
message fink mainiained between the message fink server

and o device u}ii/ agent on the given one of the wirelexs end-

ST AeVICES S1

53 Ground 30 Any Combmnanon of Ritmasier and/or Shenficld andior
Komstantinov/Kiassen  {as Discussed in Grounds 1-4) In  Further
Combinaton with Ffiion Renders Obvious Clatrm 4 .91

H Ground 6 Any Combination of Rimaster and/or Shenficld and/or
Kopptantinov/Klassen {as Discussed v Grounds 1.4} In Further
Combination with ¢ J_,' offee or Havso Renders Obvious Claim 6. 53

i Ground 70 Any Combination of Kigmaster and/or Shenfield and/or

Eonstantinov/Klassen  {as Discussed o Grounds 143 In Fur{i‘u—:
{ memaﬁun with Computer Nesworks, Rakic, or Dutia Renders Obvion

b

i Ground 8. Any Combination of Higfmasier and/or Shenfield andior
Kounstantinov/Elassers {38 Discussed  1n Grounds  1-4) In Further
Combination with Geffens Renders Obvious Claim 14 94

CERTIFICATION UNDERSTCFR G ISIMBYS) 95

CERTIFICATION UNDERZ7TCFR §ISIOBYES 85

CONCLUSEON L e e a5

Headwater Research LLC
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EXHIBITS
Hxhibit references i this reguest refer 10 the exiubits identified in, and attached to, the

Dreclaration of Dr. Sam Malek, which accompanies this request for ex parse regxamination:

Ex. A UK Patent No. 9,615,192

Ex. B Curricuiom Vitae of Dy, Sam Malek

Ex € 115 Pat Pub. 2002/0023010 to Rittmaster, et al. (" Riftmasior”}

B £ U.S. Pat. Pub. 2006/0268069¢6 to Konstantinov, et al. (" Konstaninoy”

Ex E Andrew 5 Tanenbaurn and Maarten Van Steen, Distribaged Svatems: Primfzpies

IaY
D)
L7
Ve AN
}

and Faradigms (Pearson Education, 2d ed. 2007 (“Dismributed Systems™)

Ex. F Andrew S Tanenbaur, Comprier Networks (Pearson Education, 4th ed. 2003}
{“f {.smpm{fr Netwarkss

Ex Headwater Resecrch LLC v, Samsung Flecs. Co  Lid. et a3l No 2:23-cv-00103,
Claim Construction Order (Dt HIBYE D Tex Aug 22, 202 4}

Ex H Scmzsung Flecs. Co, Lid., et of v, Headwater Research 110, No, PRZ024-00014,

Petitioner’s Reply o Patent {)wmr 5 Response {Paper 10} { P”i AL Blec. 18, 20243

Ex i Samxung Flecs. Co. Lid., et of v, Headwarer Kesegrch L1 No, TIPRIOZ24-G0010,

Patent Owner's Response 1o the Petition {Paper 123 (PTAB Nept. 7, 20243

P ¥ Samzgng flecs. Co. Lid, et od v, Heawbwater Hesearch 110, No, IPR2024-G0010
Patent Owner's ‘Sar Reply (Paper 193 {PTAB Jan. 23, 20235)

Bx K UK Patent No. 8,004,934 1o Klassen " Alassen™)
Ex. L U.S. Patent No. 7,082,615 1o Ellison, et al. ("fdfison™)

Ex M 115 Pat Pub. 2009/0282256 to Rakie, et al. (" Rakic™)

p

-
o
Ve

v Pat. Pub 2002/0186845 1o Dutta, et al, (D™

:-.

Ex. O U.S. Pat. Pub. 2005/0144294 1o Gellens, et al. ("Geffens™)

Ex. P Excerpts of Original Prosecution History of ULS. Patent Mo, 9,615,192

Ex 0 Amazon.com Serve, LLC et al v, Headwarer Research L1, No, IPR2026-00083,
Petition (Paper 1} (PTAB Nov. 18, 2023

Ex R farget Corp. v, Hecwdwaer Research 1O, No, IPR2026-G0154, Petition (Paper 3}

(PTAD Nov. 25 2025)
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Bx. 8 LS. Pat. Pub. 2006/01296591 1o Coffee, et al ("Coffes™)

BHo T U5 Pat Pub 2005/0108397 1o Basso, ot al. (" Basxo™}
Ex. U Australian Pat. Pub. AU 2007200536 to Shenfield, et al. (“Shenfield™y

{ther than the excerpts of the prosecution history (Ex. P}, and except as otherwise noted herein,

ail citations to exbibiis refer to original page numbers found o the underbyving document, and all

o,

emphases are added. The claun analysis and inferpretations bersin are made under the broadest
reasonable interpretation standard, and wn hght of Patent Ownet’s htigation mterpretation of the
ciaims. Regquesier reserves the night 1o advance different argumentis in the district court, based on,

for example, the Plallipy standard.

Headwater Research LLC
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i STATEMERNT UNDER 37 CF.R. § L3IG(8)1) POINTING QUT SUBSTANTIAL
HEW QUESTIONS OF PATENTABILITY

nged

a.

Walmart requests reexamination of Claims 1-15 of the 7192 Patent {the "Challe
Claims”). AH grounds ratse substantial new guesiions of patentability as netther the primary
references nor the specific combinations of references presented hersin were considered by the

b

Otfice duning prosecution of the 7192 Patent or during subsequent duer porres review proceedings.

A summary of the grounds asserted in this reexamination request is provided below!

Ground No. Claims {rounds Presented Herein

1 1-3,5-7 6, 11-15  Anucipated by Rifzmaster

w
1
N
i
[
W

Obvious in view of Riftmaster + Distributed Yystems and
Computer Networks

H

Obvious in view of Ritsmaster + Shenfick

S

L
J—
43
L
D
Ry
w4

57, 9-1%8 Obvious in view of Rifmasier and/or Sheafield (as wn any
of Grounds 1 - 2} + Konsiantinoy and Klassen

5 4 Obvious in view of any of Grounds |~ 4+ Lflison

& 5 Ghvious o view of any of Grounds 1 -4 + Coffee or
Beasso

7 ] Obvious in view of any of Grounds | - 4+ Compaier

Nesworks + Rakic or Dutta

& 14 Obvious in view of any of Grounds 1 -4 + Gellens

A Introduction

The 192 Patent issued on Apnt 4, 2017, from US. Patent Apphication No. 15/211,430
{"the "430 Application”}, which was filed on July 15, 2016, and published on November 3, 2016,
Ex A, Cover The "430 Apphication claims s earhiest alleged prionty to provisional apphication
Mo 61/2(7.739, filed on February 13, 2009 Ex. A Coveratp. 2

Although the specification of the 192 Patent 18 lengthy, i1s support under 35 US.C ¥ 112
for the specific subject matier that it claims is questionable. Move importantly for this request for
reexamination 1s the fact that most of the disclosure 13 nothing more than an assembly of known
server archiecture and common -~ In many cases required - communication protocols. In

Headwater Research LLC
Ex. 2008, IPR2026-00088
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5

age found in the 7192 Patent amounis t no more than a handtul of

o)

particular, the claim langua
features that were already known and reguired to evable g network server (o conununicate with
laptops and cellular phones over existing internet connections before the earliest possible prionty
date of the "192 Patent,

For the various reasens discussed below, each claim is anticipated or obvious in view of
the prior art wdentified heretn This request raises substantial new guestions of pateniability because
none of the primary references were cited during prosecution, nor have they been cited or
consudered in subsequent IPR challenges This request also presents combinations of prior art
references that have never been considered by the USPTO

B, The 192 Patent and Prosecution History

i. =uwmmary of the 7192 Patent

P

Although the specification is long, and includes more than 100 wres, the vast

majority of the " 192 Patent identifies and describes basic network elements and architecture that
were well-knows in the relevant time period Beclaration of Dre. Sam Malek ("Malek Decl "y at §
34. The "192 Patent describes 2 “message link server [that] maintains secure message links with
device Huk agenis on each of a plurality of wureless endeaser devices™ Ex A Absiract The

“message link server” uses 2 “buffer” (o store messages from network elements untif one of several
triggers ocour, such that messages may be buttered uniil the ocourrence of a tngger other than the
receipt of that message by the server. /d In other words, when the message link server receives
certain messages from the network divected 1o a particular end-user device, it holds those messages
11y a buffer unil recaving a specified trigger that is determmined by the server to warrant sending

the message 1o the intended end-user device. Malek Decl at § 34,

o

34

Claim 1 of the "192 Patent 13 directed to 3 "message link server” that links “wireless end-

ser devices” to g network, as shown in Figure | below (Malek Decl. at ¥ 35}

Headwater Research LLC
Ex. 2008, IPR2026-00088
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As iHustrated, end-user wireless devices such as lapiop computers or mobile phones may connect
1o a central provider network 110 through the internet. Ex. A, Fig. 1. This network is capable of
comsrpunicating with 3G and 4G devices, and the same service controlier 122 manages services for

both sets of devices. Ex. A, 12:13-5

k)

Another disclosed network architecture of the "192 Patest, shown in Fig. 6 below, includes

s

g 4(3 LTE and Wi-Fi overiay configuration {Ex. A, 23:32-38; Malek Decl. at§ 36}

Headwater Research LLC
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In this ilhustration, the end-user wireless devices 100 connect through an access transport network
515 with the central provider service controller 122, Malek Decl. at 4 36 Sinular vetworks are
shown in Fig. 7 {in which Wi-Fi connections can be replaced with a femtocell and the Wi-Fi

saoders can be replaced with 3 ferstocell modem) and Fig. & {which includes multiple wire hine

networks {e. g, Data Over Cable Service Interface Specification (DOCSIS) and Digital Subser
Line Access Multiptexer (DSLAM) wire lue networks )y /i) Ex A, 24122337,

in each case, the service controller 122 can control each of these endeuser devices with a
consistont service expenence, for example, using Qifforent service profiles, service capsbilities,
and service profile cost options depending on which network the device is connected to and/or
other critenia. Malek Decl at % 36, For exaople, downdoading a high definition movie may be
allowed when the service controller 122 is managing service profile policies for g service processor
115 residing on g DOCSIS device 100 {e g, a computer or laptop connected 1o a cable modem),
but not when the same service controller 122 is managing service profie policies for a service
processor 115 residing on o 3G device 100 (e.g., a smartphone connected to a2 mobile 3G network),
Malek Precl. at § 36, Bx. A 23:32-26°20

rypical end-user device 100, such as a laptop or molle phone,

7

pe

Figure 16 below illustrates a 1

i communication with a network according to the 7192 Patent

122
Fervion Sortrels
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Here, the service processor 115 includes a “Service Control Dlevice Link” 1691 of the end-user
device 100 that inks 1o 3 “Service Control Server Link”™ 1638 of the service controller 122 through

“Service Control Link” 1653 Malek Decl at § 37, Ex. A, 37.26-42:58. The service coniro

122 1woclades multiple servers {e. g2, 1650, 1632, 1654, 1636, 1662), all of which are coupled to the

service control server link 1638, Malek Diecl a9 38; Ex. A, 68:19-20. The service control device
tink 1691 of the end-user device 100 is coupled to multiple device “agents™ {e.g., 1697, 1695}
Malek Decl ar ¥ 38, Hx. A, 37:34-40, 41:45.53 45:26-30.

Shown below 13 another representation of the end-user device’s service processor 1S,
which s linked fo the service controller 122 of the network server via one or more layers of

encryption

s Sarvick Gontrcl
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Malek Decl at 8 39, Ex. A, B9:11-9004 Ag illustrated, the service controller 122 includes g
“Transport Services Stack”™ 2420 for sending and receiving messages to and from the “Transport
Services Stack” 2410 of the end-user device 100 Malek Decl at § 39, These messages mway be
framed and encrypted by the service controller 122 for transport 1o the end-user device service
processor 115 or received from the end-user device service processor 1S and subsequently

decoded and unpacked by the server’s service coniroiler 122 /d A laver of encryption is
impiemented below the transport services stack, for example, with IPSEC or another P layer
encryption, VPN, or iunneling scheme. Malek Decl a1 § 39, Ex A, B9:26-29 Al of these were
weil known before the applications that led to the 7192 Patent, as evidenced by the exphiat

Headwater Research LLC
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statement that the “Transport Services Stack” 2420 provides “hasic transport services” and can be
“imaplenenied with standard secure oy open Interpet networking protocols, such as TLS or
TOP” Malek Decl at ¥ 39; Ex. A, 89:29-36 {emphasis added). A message received from server
fink element 1038 1s associated with an identifier {e.g., “an agent first function H3 23287} and
content (2.g., “an agent first function message 25327

at 939, BEx A 91:51-92.19,

yincluded onthe communication. Malek Decl

Messages trom the server’s service controller 122 can be routed {0 an appropriate agent on
the end-user device 00 by the “Service Control Device Link” 1691 based on the format of the
message, which is shown in Fig. 25 below and includes an “Agent Function H37 2528 along with
the message length 2330 and the roessage content 2532, as shown in the lower half of the figure

{Malek Decl. a1 ¥ 403

258058, DT D58 SEIN BB 2818~ 2RER - 258~
Busrdieas \ )8{‘3»‘7{‘ Agent ot
, Agent s s ks 250 Agent
T Stampl Furction 83 Y"‘ 5 “*’; gf SN : fﬂ;\j};g:‘é’: :f‘; Funation 2
¥ Rgag
0 t. ength ?«:e BAGE L Fgssage
Servics Pmsesesr Commurisation Frare /L
F834~ 2826~ 2528, A ZRIL F SN THAG~ 2BEE~
N ond enses
v 3 Ager e szﬁ,w #3 Agerd Agent Ay
Tirne Samms Funclion #1 Funetiom #1le « Furction #9 Functitn 48
7
b f B Wssags o g"%m’“’}" Ressags
Secuisnes § e R g Langth
Terans Controfisr Comunonivetion Frave 2§22;~-j

3. 28

This was a standard way of addressing messages long before the time that the applications that led
¥ < 2 '
to the "192 Patent were fHled. /7 Communications from the end-user device’s service processor
also included an "Agert ID7 2502 indicating from where the message oniginated. Ex. A Fig 25
Multiple messages may also be framed together in a single comrmurnication frame, each associated
with a corresponding agent H2 {as indicated by “Agent Function #1 137 through “Agent Function
HWN DY A

a. Claiyns of the 192 Patent

independent claim 1 of the "192 Patent is a system claim and independent claim 15 is 3

method claim. Claims 2-14 depend from clarm 1. The following chart hists the Challenged Claims

>

{i.e., claims 1-15), with the element-by-element breakidown used throughout the Request

Headwater Research LLC
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Claim
Flementi #

HPRE]

f{a]

1{b]

1]

B2

Limitation

A measage link server comprising,

a transport services stack 10 mainiain 2 respective securs message link through
an Internet network between the mossage hnk server and a respective deviee hink
agent on gach of a plurality of wireless end-user devices,

each of the wireless end-user devices comprising multipie software components
authorized to receive and process data from secure message link messages
recetved via a device Hnk agent on that device,

an mterface 10 a network to receive network element messages from a phurality
of network elements, the received network clement messages comprising
respective message content and requests for delivery of the respective message
content o rcspc'*‘zvs: wireless end-user devices, the respective message content
including data for, and an identification of, a respective one of the authorized
software wmpmm ;and

a3 i"iw%a;c buffer system including a memory and logic, the memory to buifer
ontent from the received network element messages for which Jaiwery 18
requested to a given oneg of the wireless end-user devices,

the iczmn, to determine when one of a plurality of message delivery triggers for
the given onte of the wireleas er-dwuxm devices has ceousy ed, wheretn for at least
sorne of the received network clement messages, the rcwzp of such a message
by the message buffer system i3 not 3 message delivery trigger, and for at iaay{
one of the message delivery triggers, the trigger i3 an occurrence of an
asvnchronous event with time-critical messaging needs, and

upon determining that one of the message dehivery inggers has occurred, the
Iogic turther to supply one or more messages comprising the buttered content to
the transport services stack for delivery on the secure message Hok maintained
between the transport services stack and a device link agent on the given one of
the wirgless end-user devices.

Claim 2

The message link server of claim 1, further comprising an encrypt function o
encrypt the one Of MOre Messages ﬁu;ﬁpiied o the {ransport services stack for
delivery on the secure message nk maintained between the message hink server

and the device link agernt on the given one of the wireless end-user devices.

(;,

Headwater Research LLC
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Claim 3

The message link server of claim 2, wherein the encrypted one or more messages
are {ransporte d to the device link agent on the given one of the wireless end-user

devices using one or more of encryption on the transport services stack, 1P
{internet Protocol} layer encryption, and tunneling.

Claim 4

The message link server of claim 1, wherein the device link agent executes in a
secure execution envi mnmaﬁ on ai least one of the devices, and at least one of
the software componenis executes outside of the secure emcuﬁan environment
on that device.

Clatm &

The message link server of claim 1, wherein the transport services stack 15 further
5 receive, over each of the mqg‘wh re secure message links, uploa fi HEsages
forevarded by the respective device link agents from at feast a subset of the device
software components, each of the upload messages identifving a corresponding
one of the network elements to which the device respective mf tware component
has requested delivery, the network server system using the interface 1o a network

o deliver content from the upload messages 1o the respective wentified network
slements,

Claim 6

The message link server of claim 1, wherein at least cue of the one or mors
messages for delivery by the ‘:’1‘25}’}:@1{}0“ services stack comprises multiple
identifier/data pairs.

Claam 7

The message hnk server of clais 1, the device messaging agent on at least one
of the wireless end-user devices further to intiate the respective secure fndernet

data message hok to the transport services stack,

Claim &

The message hink server of claum 1, further comprising a securs server io ;"mv;de
secure authorization signatures 1o the given one of the wireless end-user device
the secure authorization Eigﬂaﬁii’sS indicating  the authorized software
components that are allowed to receive data from secure message link messages
via the message hink server

Headwater Research LLC
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14

I3[ PRE]

1574}

Claim 9

The message link server of claim |, wherein one of the message delivery triggers

13 the expiration of 3 pentodic twam
Claim 10

The message ok server of claim 9, wherein the period of the timer is fractionally
shorter than a woaxtmum dats message interval bevond which the secure message
iink i3 taken down.

Claimn 11

The message Hnk server of claim 1, wherein one of the message dehivery triggers
is ﬂ‘“ receipt of 3 (ransmission on the respective secure message link from the
device hok agent of the given oue of the wireless end-user devices, or a response
generated 1o a transmission received from that device hink agent.

Claim 12

The message hnk server of claim 11, wherein the transmission 15 a heartbeat
message generated by the given device link agent, or a request received from the
given device hink agent.

Claim 13

The message link server of claim 1, wherein one of the message delivery triggers
18 the recept of g particular network element message from ove of the network
elements,

Claim 14

The message link server of claimw 1, whevein one of the message dehivery iriggers
is based on an amount of wireless ; ‘r;tw-‘;zix data usage consumed by the snzi one
of the wirsless end-user devices.

Claim 15
A method of operating a message link server, comprising:

maiiaining & respective secure message hink through an Internet petweri{
betwesn the message link server and 3 respective device link agent on each of a
plurality of wireless end-user devices, each of the wireless end-user devices
COMPrISIng 'fnuitipk, software components authorized to receive and process data
from secure message link messages received via a device hink agent on that

Jevice; N
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15{b] receiving network element messages from a plurality of network elements, the
recatved network element messages comprising respective message content and
requests for delivery of the respective message content 1o respective wireless
end-user devices, the respective msssage content inchuding data mr, and an
wdentification of,) g respective one of the authorized software components,

13{¢ buttering content from the received network element messages for which
delivery is requested 1o a given one of the wireless end-user devices;

150d} determuning when one of a plurality of message delivery friggers for the given
one of the wireless end-user devices has cccurred, wherein for at Eeaq some of
the received network element messages, the receipt of such a message s not a
message delivery trigger, and for at least one of the message dei Very frigeers,

the trigger 18 an occurrence of an asyachronous event with tume-critical
messaging needs; and

13{e] upon determining that one of the wmessage delivery iriggers bas occurred,
supplying one or more messages comprising the buffered content f@r delivery on
the secure message link mai ntained between the message link server and a device

iink agent on the given one of the wireless end-user devices,

2. Prosecution History of U5, Application Ne. 15/211,439
As filed on July 15, 2014, the gir&gu? ar, original claim of the 430 Application was broadly
directed to a simple system comprising only {8} a processor o store device credentials and request
seoess 1o 8 network using those credentials, and (b) a memory for providiog instructions, See Ex

Patp 211 Three days later, Patent Owner filed a Preliminary Amendment, cancelling the sole

aimy filed, and adding new claims 2-16, the scope of which significantly deviated from the
original claim filed. /4 at pp. 202.208.

Around the time of filing us Prehiminary Amendment, Patend Owner filled five {53 1DS
forms, citing more than 1,100 118 patents and publications, over 80 forsign references, and over
30 non-patert literature documents. Patent Ownaer later filed another 108 form, citing 50 more
patent references, 20 publications, and vine (9} foreign patent documents. See Bx. P at pp. 60-201,
The Examiner considered each reference cited by Patent Owner and cited an additional six {6}
references. /d at p. 03 No reference identified 1o this request for ex purte reexaminaiion request
was ever considered by the Examiner during prosecution of the 430 Application.

Dring prosecution, the Examiner 1ssued only g single Mon-Final Office Action rgjen

and objecting to, all claims on varicus grounds. Jd at pp. 533-65. In the Office Action, the Examiner
obiected to the independent claims {then claims 2 and 16) for reciting “received messages” without
Headwater Research LLC
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proper antecedent basis, and rejected the independent systent claim as indefinite for reciting a
bufferiog system withoot disclosure of a correspondiog structure in the specification. &d. at pp. 55-
The Examiner further rejected all claims as obvious i Heht of U8 Patent No. 7151764
{Heinonen, et al 3 and U8, Pub. No. 2006/0182137 (Zhou, et al}, and citing 3 third reference for
some dependent claims from U8, Patent No. 7,191 248 {Chattopadhvay, et al.}, U8 Pub No
2O03/0184793 (Piveau), U8 Pub. No. 2004/0054779 {Takeshims, et al}, and U8, Pub. No

2002/0138599 {(Dibman, et al ). /d at pp. 5865,

Patent Owner amended the independent claims 1o address the antecedent basis objections

7.2

and the indefiniteness rejections but traversed the obviousness rejections without amendment. 4

(34

at pp. 38-31 Specifically, Patent Owner amended “message Mgfformy systonm” 1o reciie “roessage
buffer systewy” 1u independent claim 2 and removed veference 1o “the message buffering system”

i independent claim 16 to purportedly clanfy that a definite structure {e.z., a buffer) is recited in

Y-

the claim element itselt. /4 at pp. 44-45. Patent Gwner specifically pointed to “service control

server link 1638, which is an embodiment of 2 "message link server.”” /¢ at p. 45 Relving on

\fﬁ

Fig. 24 {provided below), Patent Owner argued that the combination of the encryption clement
2428, framing element 2430, heartbeat buffer 2432, and heartbeat send counter 2434 “combine o
perforn as the ‘message buffenng systern™ 1o supply butfered messages to the transport services

stack 2420 74
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As to its cbvicusness arguments, Patent Owner distinguished Heinonen by asserting is
aystem odiseniminately  distuibutes Bloetooth sauiry packeis to mobile devices “without

establishinge a session,” and thereby bypassing any protocol stack of the mobile device. /d at pp.

46-47 {ernphasis in onginal . Patent Ohwner disiﬁr&guis} ed Zhou by arguing the reference executes

3

program threads “in the same operating svienm” by creating channels that allow asynchronous

<

¢ fromn 2 Cproducer” program o a Tconsumer” program. & st po 48 {emphasis n

original},

Patent Owner ultimately concluded that the combination lacked (1) a message bink server,
{23 a siack that maintains 3 respective secure message link, (3} multiple software components
authorized 1o receive messages via a device ink agent, (4) an interface for network elements using
the access point as a roessage link server, and (5} a message buf{’eﬁng system. /. at pp. 47-48 As
o the message fink server limitation, Patent Owner argued that Heinonen has no mechanism to
dehiver 3 message from a network element 10 an wdentified software component on an wdeniified
device, and that Zhou does not use a single channel to communicate between multiple “producers”
and multiple “consumers” A As to the framport servicer stock hmutation, Patent Owner
distinguished Heinonen by arguing i failed o maintain a secure link when transmitting an ASP]
message, and distinguished Zhouy by asserting itis not used “on the Internet.” Id. Asiothe mudnple
softwore components and device Bnk agent lunitations, Patent {bwner argued Heinonen can only
identify one message for delivery to one place, while Zhau again does not use a single channel 1o
cominunicate between multiple “producers” and wultiple “consumers.” M As o the mferfoce 1o
a petwork mitation, Patent Owner argued that Heinonen fails 1o gueus specific messages and
Zhou bas vo interface shared by multiple elements. Jd Finally, as to the message byffering system
Linutation, Patent Owner arguss that Hewonen fads to teach buffening at all, and Zhou requires
wdividual butfers for mmdividual pairs of conmumunicating programs (e, no bufter shared for
mutiple sources directing messages 10 3 same remote device). /4

The Exanuner mitiated an mterview just over g week later, during which Patent Owner
authorized the Examiner to amend the independent claims ™o clanty the claymed invention,” and
to “overcome the rejection.. under 35 US.C. 112 second paragraph.” See id at p. 37. The
Eamuner’s Amendiment, attached to the Notice of Allowance, changed the independent claims to
require that messages require data for and identification of authornized software components and

added specificity to independent and dependent claims. fdl at pp. 3135
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3 Prioy inter Partes Review Proceedings

a. Fammsung Elecs, Co v, Headwater BEsch, L,
IPR2G24-008819

Samsung Blectromes Co, Ltd. ("Samsung”}, filed a petition for fnfer paries teview of
claims 1-9, 11-13, and 15 of the 7192 Patent on November 17, 2023, See Ex. P at ¢ 2. Samsung
relied on a number of references in s petition, none of which are primary references in this
Request. The cited prior art included:

e 3GPP TS 23 140 v6.9.0 (2005-03), 3rd Generation Partnership Project, Technical
stpecztzcaa.zfm Group Terminals, Multimedia Messaging Service {MMRE), Functional
Description, Stage 2.

¢ 1S Pub. No 2005/0207379 (Sheny,
e U

O

Pat. No. 7,082,615 (Ellisony;
# 15 Pub Do 2009/0282254 (Rakic);
e W 2006/077283 {(Houghton}, and
e US Pub No 20090240807 (Munson).

fd gt po 6 Paterd Owner did oot file 2 Preliminary Response Jd at p 20 The Board 1ssued &

-

Becision Granting {nstifufion on May 23, 2024, and Patent Owner filed i3 response on Neptember

~ 0y
L

024 Id An oral hearing was held on March §

7, , 2025, Patent Owner argued only (1) that a first
combination of references showed only a single trigger (rather than a plurality of message delivery
trigeersy {11} that a second combination of references did not disclose that messages received by
the message huk server comprise dais for, and an wWentification of, a responsive one of the
authorized software components; and {111} that neither of the combinations disclosed one of the
message delivery iriggers 1 the expiration of a periodic timer as in claim 9. Patent Gwner and
Samsung subsequently settled and moved to terminate the IPR. The Board terminated the PR
without wssuing a final watien decision.

&, Amaren.com Servs., £1.0, et al v, Headwater Rsch, LL.0,
FPR2B26-46088

Amaroncom Services, LLU and Amazon Web Services, Inc. {collectively, “Amazon™)

filed a petition for infer parfes review of claims 1-15 of the 192 Patent on November 10, 2025

Ex R Amazon relied on g nusber of references 1 i3 petition, nove of which are primary
references in this Request. The cited prior art includes:

Headwater Research LLC
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¢  3GPP TS 23 140 v6 9.0 (2005-03}, 3rd Generation Partnership Project, Technical
Specification Group Terminals, Multimedia Mesaaging Service {(MMK), Functional
Description, Stage 2.

& WO 2006/077283 (Houghton),

e U

O

 Pub. No. 2009/0240807 (Murnson}.
= 1

s

Pub. No. 20053/020737¢ (Sheny,

s Ll

[€2]

CPat No. 7,082,615 (Ellison);

O

e UK Pub No 2009/0282256 (Rakicy,

= UK Pub No 2009/0138397 {Herzog)

s 115 Pub. MNo 2005/0144294 (Gellensy, and

¢ US Pub No 2008/0162637 {(Adamoezyk)
fd st po 2. Patent Owner’s Preliminary Respounse is due February 20, 2026, This PR 1 sl
pending, and as such, the Board has not issued a final written decision.

o Target Corp, v Headwater Bach L1(,
IPR2626-06154

Target Corporation filed a pettion for fier paries review of claims 1-15 of the 192 Patent
on November 25, 2025 Ex. 5. Target relied on 2 number of references in s petition, none of
which are piimary references wn this Request. The aited prior art includes:

e JGPP TS 23,140 v6.9.0 (2005-03}, 3rd {eneration Par’mership Project, Technical
tspeasamzaﬁon Group Ternunals, Multimedia Messaging Service {MME), Funchional
Description, Stage 2

e WO 2006/077233 (Houghton);

5 Pub. No. 2009/0240307 (Munson}.

8
i
|

e

s 115 Pub Mo 2005/0207379 (Shen)

¢ U.S Pat Mo 7,082,615 (Ellison},

= U5 Pub No 2009/0282256 {Rakic),

s LI 5 Pub Mo 2009/0138397 (Herzog)

¢ U.S Pub No 2005/0144294 {Gellens), and

e UK Pub Nop. 2008/0162637 {Adamczyk).
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See id. at p. 2. This PR is still pending, and a3 such, the Board has not 1ssued a final written
decision
4. Prior Relevant Federal District Court Litigation
Patent Owner has assertod the 7192 Patent against nurnercus entities in the Eastern and
Western Dnstricts of Texas, but 1o coust {as of the filing of this request for ex parte reexamination}
has issued a final holding of invalidity that would preclude presence of a substantial new question
of patentabiiity in this request. See MPEP § 2242 1 Except where indicated, the following lawsuits

asserting the 192 Patent remain open and pending as of the date of filing of this request:

Headbwater Rech, LLC v Samsung Elecs. Am., Inc ef ol Mo, 2:23-cv-103 {E D Tex Mar 14,
20233 {(Case CLOSED Sep. 29, 2025 ff;-ii@'wii‘ag p; e-~trial r,ettiemengj

Headwater Rsch. 100 v, Google LIC, No. 7.25-cv- 231 (W D Tex May 16, 2025)

No. 7:25-¢v- {W.D. Tex lune 20, 2025}

V]
[, }
f‘."3

Headbwater Rech, 11O v, Amazon.com, fnc., of al.

2

n

Headwarer Rscf

b LEC v Apple fne., No. T:25-cv-371 (W D Tex. Aug. 27, 2025}

Headwater Raoch LLC v, Amazon.com Servicex LLC, ey ol No, 2:.25-0v-897 (E D Tex Aug.
27, 20253

Headwater Rsch LLC v, Walmart fnc., MNo. 2:25-cv-861 (E D Tex. Sep. 18, 20251
Headwaiter Rsch LLC v, Uber Techs., fnc, ef ol No. 2.25-0v-962 {E D Tex. Sep. 13, 2025y
Headwarer Rsoh, LLC v, Torged Corp,, No 2225-cv-263 (E D Tex Sep. 18, 2025

2:25-0v-904 (ELD. Tex. Rep. 18, 2025)

.

Headwater Rsch. 110 v, Superceli Gy, Mo,

Headwater Rsch 11O v, Tencent Holdingy Lid |, No, 2.25-cv-565(E 1 Tex Sep. 18, 20253
*ihe court consofidated these cases under Case No. 2:25-cv-961 on Ociober 23, 20235

L Overview of Uited Art and SHOy Haised
The following references are cited herein as prior art. Only Exbnbits L M, and O have been
cited 1o other proceedings relating to the "192 Patent, and those references are presented berein

only in combination with other references that have never been considered by the USPTO.
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Ex € Ritsmasrer published on February 21, 2002 from U8 Patent
Te)

Application No 09/812.296, filed on March 20, 2001, Riftmasier
guahifies as prior art under § ‘u/feu}‘,

B B3 Keonstantinov published on November 30, 2006 from US, Patent
Application No. 11/231.858, filed on September 22, 2005
Konsumnoy qualifies as prior art under § 102{e}.

Bx B Diswributed Svstems 13 a second edifion textbook, with a copyright
dats—: of 2007 Disgribured Nyswemiv quahifies as prior art under §

\-,/b}

Ex F Computer Networks 15 a tourth edition textbook, with a copyright
daie of 2003, Computer Networks qualifies as prior art under §
102(b}.

Ex. K Klasser 1asued November 22, 2011, from ULS. Patent Apphcation
oo 11/584,418, filed on October 19, 2\":<36_ Klassen qualifies as prior
art under § 102¢e}.

Hx. L fifison 1ssued July 25, 2006, from
09/668 610, filed on ‘s‘,eiembar 22, 20K
art ungder § 102{e}.

Ex M Hokic published on Novermber 12, 2009, from US  Patent
Application No. 12/118,871, filed on May 12, 2008, Ralic qualities
as prior art under & 102{e}.

B W Dt published on December 12, 2()02 from UXR  Patent
Apphcation No. 09/878 468, filed on June T, 2001 Do quahifies

as prior art under § 102{e}.

Ex. O {reffens published on June 30, 2005, from U8, Patent Application
Na, 10/727 688, filed on December 3, 2003, Gelfens qualifies as
prior art under § 102{e).

006, from U8 Patent f%ppii(:a’r?fm o,

Ex. § {'ofiee published on June 15, 2
26, 20 O"x Coffee qualifies as prior art under

11/190.236, filed on July
5 102{e}.

Ex. T Basse published on May 19, 2005 from 118, Patent Application No.
10/713.343, filed on November 14, 2003, Basso qualifies as prior ant
under § 102{(e).

P Citations are 1o the pre-AlA statute; analysis would be identical if the posi-AIA siatute apphied.
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Bx. b Shenficld published on September ¢, 2007, from Australian Patent

N E

Application No. AU 2007200530, filed on February 7, 2007
Shenfield qualifies as prior art under § 102{b).

v

1. i.5, Patent Pub, No, 2002/0023010 (“Rittmaster”y {Ex. ()

Fust Bike the 7192 Patent, Fufnmaster discloses a network for providing information 10 user
devices upon determining that the users are eligible fo receive such information. Malek Decl. at 9
44, For instance, messages may be sent from the server when end-user devices are deterroined {o
te in a designated peographic focation. fd Figure 1 shows a very basic system in which 3 server

12 1s connected to a plurality of user devices 14-16 through a network {e. g, the internet):

Rittmaster explaing that "FIG. 1 may be considered a generalized representation of an Intermnet or
WWW embodiment, wherein the provider server 12 comprises an Internet product o service
provider compuier or server {heremafter referred to as the provider server)y coupled for
communication” 1o “a plurality of network enabled user devices (such as those deseribed above as
recipient processors).” Malek Decl at § 44; Ex €, 42

A more detailed diagram of this system is shown in Fig 2, where the server 12 has
associated server software 29 and a storage means 13, and cach user device {recipients 14, 15, and

7

16} has a different method for tracking a geographic position {Jd §

Headwater Research LLC
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Any number of user devices may be connected through the internet 18 to the network server 12
fd The user devices and provider device {or servery 12 may each comprise any suttsble corputer
or processor device having means for interfacing with and camrmmi(;arijng o a communications
network, preferably under the control of software programs. /4 Riszmasfer specifies that “[siuch
computers and comurumication iaterfacing are well known in the art and are not deseribed in further
detail herein for purposes of simplifving the present disclosure” /4. Furthermore, any number and
type of network elements may provide information through the server, with Risfmanier stating that
“itlhe provider processor 12 is capable of providing information from any suitable source
(inchuding, but not linuted 10 an on-line source or a computer readable storage medium such as a
hard or floppy disk, random access memory RAM, read only menory ROM, compact disk {CD},
other optical storage disk, such as a DVD or the ikey 7 Malek Diecl at 9 44, Bx C % 33

Ritanaster further discloses that content 16 not provided by the server safid a determination
is made that specific restrictions have been satisfied. Malek Declt at § 45, For instance, “a set of
rules way be implemented, which depend upon the geographic iuformation {and, thus, the
geographic location or region of the recipient processor), such that . if a recipient processor
provides geographic information corresponding to a st geographic focation or region, then the
provider processor may be controlied to not provide selective information 1o the recipient
processor, unloss further reguirements are met” Malek Decl a1 945, BEx €, 940
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Ritsmassrer also discusses a plurality of network elements in the form of provider computers
connected 10 3 server to provide information to the plurality of end-user devices, such as the below
embodiment that determines whether 1o provide specific content from networked content providers
10 one ot more users in a shopping area based on the relative positions of the provider computers

{138 140} and display devices {122, 128, 138 140} {as well as other potential criteria). fd

/": -
e
#
s : 7
§ [Q , /

In this example, advertising from computers associated with stores, restaurants, theaters, or other
“bricks and mortar” establishiments 1a provided to users 1o 8 particular nearby region. Malek Decl
at 9 46, BEx. C, %% 115-17. Each recipient {user} processor 120 13 coupled to a wide area network
{preferably, the internet) 18 and 12 provided access o certarn content based on the focation of the
processor, as determined by GPS. /d Rifmmasier discloses that the user's devices may be a
“computer,  PDA mobile telephone, or the ike” and that “[1}t is 1o be understood that not only
the user, but the content provider or both could be mobile” Ex. (U, ¥ 90 and 143 Malek Decl at
4 46, In fact, "[iln accordance with one preferred embodirnent, users carryving such poriasble
communication devices within {or suitably neary the tirst shopping arefa] may access information
provided by content provider 12 over the nevwork 18 . . 7 so that “sinular to the FIG. 18
embodimens, people within the fivst shopping area {in ihis case, the users of portable
commuricanon devices within the first shopping area) may be provided access to advertisement
or promotional information from establishments such as the bakery 134 or bobby store 136 located

in the first shopping area.” Ex. €, %9 127-28; Malek Decl at § 46,

Headwater Research LLC
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2. 1.5, Patent Puh. Meo. 2006/02686%¢ (“Ronstumtinagy”™} (Ex, I
Kemstantinov discloses g system in which a plurality of user devices {such as computers
and mobile phones) access a server {or other network) over the internet fo obiain content. Malek

Decl. at §47, BEx. D One such network 18 shown below,

08
A Wy ¢

< Tiv cther Nstworks 709

<

)
s LNy
/I

internt

N -
RENGTE ACCEAR] /o0

e / SERVER el
FRA
{'@& s /, rr
GUSNFDON ,%om s
‘\\‘ N el
134 ,,,.j,;g,;s

In this high-level network diagram, laptop terminal 100, personal computer 110, muluple
mobile clients 130, and PC-based ternuinal 140 can link to the internet via respective access points.
Malek Decl at $47; Ex. D, 932 As iltustrated, each device that connects the user devices 1o the
internet, such as remote access server 143, includes a scrambling module 400, The scrambling
module 400 detects dais traffic that matches certain oritenig or rules, so that dlegiiimate Voice over
Internet Protocol {VoIP) data traffic 1s detected, and the individual data packets are intercepted,
delaved and soramnbled. Malek Diecl. at §47; Ex. D, 9 33, The sorambling module 400 also creates

“access list” 404 of varigus rules 400 that may specify indications and/or conditions in which
data packets should be mfercepted and scrambled. Malek Decl. at ﬁ”; 47, Ex 13, % 34 These rules
inchude, for example, indications of source 1P addresses, destination 1P addresses of parties whose
commuinications are o be intercepted and scrambled, protocols used for carrying on VoIP
communication, and the Iike i

Konstaniinoy further discloses that messages sent 1o and from devices through the network
include unigue identifiers for both applhications oo the source device and destination device, Malek

Becl. at ¥ 48, For instance, Fig. 3 shows that each daia packer includes, in addition to a “payload”
Headwater Research LLC
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{content provided from a source device), addressing information relating to the “destination

address” (e, vecipient device IP address), and g “destimation port #7 {{e, & port number

identifying the virtual location on the recipient device at which a specific software application is
locatedy
e%g g J;?sgé‘ 398 S0
} .

{ { {

TOR or UDF Séw&& Destination) Source \Destinalion) o 0
Data Packel | Address | Address | Portd | Portd yoas

by ﬁ’}
FE~

—EE 5

id; Bx I3 Fig 3, %39 The packet alsomcludes the saroe type of identityiog information for the
source device and iis associated software. i
3 Andrew S, Tanenbauvm and Maavten Van Steen, Histributed Systems:

Frinciples and Poradigms {Pearson Education, 2d ed, 2007}
{(“Bistributed Systenss”) (Ex. £}

-2

Jiswributed Sysfems was a widely used textbook 1n the computer science curricuia of many

fenyg

gniversities at the relevant tivse and cutlined basic requirersents for network systems that would
have been known 1o 8 PHORITA . Malek Decl. at 9 52, Although Dissributed Systems bears a 2007
copyright, the publication date is listed a5 October 12, 2008, on Amazon com.? Distributed Svstems
discloses, among other things, thal communication between devices over the internet ulilized
protoeol stacks to establish secure message links between devices, Malek Decl. gt 53, Distributed
Systemy also discloses that as of 2007 the standard measage format included source and destination

* addresses and port numbers, identifving not only the device but also the software component
on that device for which the measage was intended i)

4, Andrew 8. Tanenbaum, (ompufer Networks {(Pearson Education, 4th
ed., 20033 (“Lompater Networks™y (B, F}

Computer Nerworks was a widely used textbocok in many compuier science programs
avatlable at the relevant fime and teaches foundational concepts o computer networks and the
internst. Malek Becl. 2t 53 Although Compurer Networks bears 3 2003 Cupvuj , the publication

date is listed as January 1, 2002, on Amazon.com.” Compuiter Networks discloses, among other

7

! See htips: www . amzon comy Listributed-Systems-Principles-Poradigms-2nd dp 0] 32382275
} See hitps:www.amzon.com' Computer-Networks-4th-Andrew-Tanenboum/dp/01 30661023
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things, varnicus encryption methods that were widely known as of at least 2003, including use of

digtial signatures Malek Ded. at 3 39
5. 1.5, Patent Ng, 8,864,934 (“Kigssen”) (Ex. K}

Klassen discloses a network for sending messages 1o & vanety of mobile end-user devices

through a network server

sy
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Malek Decl 8t 76; Ex K, Fig 1. As ilustrated above, Kigsven discloses a remote services server

106 Hinking a plurality of network elements (application servers 104-1 through 104-N) through the

wternet to a plurality of mobile communications devices {e.z, 116, 124 Malek Decl. at 99 49,

76. In some embodunents, the mobile device may include a chat application 216 with & status
update module 218 to monttor the status of the chat application and comroumcate recent or
upcoming status changes to devices in communication with the chat apphication. Ex. K, 4:1-6. The
status update module 218 can ascertain a status change due 1o an instruction (rom a user of some
other source and can also detect the status change due 1o the exisience of certain conditions Bx

K, 6:31-44. Klassen turther discioses that the status update module 218 may automatically send 3

notification of the staius change o other devices. Jd
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6 U.5. Patent Ne. 7,082,615 (“Effison™) (Ex. L)

Fdfison 1Hlununates how processors are vulnerable to malicions software attacks, and
discloses a method to protect processors and, mors generally, subsets of a software snvironment.
Malek Decl at § 86, Ex. L, Abstract, 1:16-31 To mnbubit such attacks, Ailisam isolates different
software elements using a hierarchy, or “rings,” o divide hardware and software componenis
designed to perform dedicated tasks within an operating system. Malek Decl at § 86, Ex. £, 1:41-
531, The division of a component into rings s typieally based on the degree or level of privilege.
Malek Decl at ¥ 86, BEx L, |

7. 1.8, Pal. Pob, 2009/82822586 (“Hakio”y (Ex. My

k)‘

=53,

Rakic recognizes the risks associated with unverified fransmissions and proposss use of
electronic signatures 1o verify the parties t© the transmission. Ex. M, [ 47-49, 66-67. Speaifically,
Rofee discloses that a push-message server 504 geveraies an electronic signature, which 13
appended 1o the message and/or other information to verfy message aut’i‘aentia:ity and source
Malek Decl at § 90; Bx. M, 99 4149, 6667, 109-112 A clignt device 102 then uses a secure-
push-message client 404 to validate the message and sender using the electronic signature. Ex. M,
41, 109-112. Message validity 13 confirmed 1f the received and genersted signature porhions
match. fd.

8. L5, Pat. Pub, 2002/0186848 (" Duria”y (Ex, N}

{nerter discloses use of digital sigoatures in mobile networks, Malek Becl 81 9 90 Ex. N,
Abstract. Specifically, Duffa discloses systems for mobile e-commerce and relies on mobile
devices emploving secure messaging that emplovs private and public key-pairs and digital
signatures for authentication for carryving out secure fransactions. Ex. N, 4 1. In Duffa, push
messages are authenticated by g digital signature of the Remote Securtty Element Access Control
Service {RSE-ACS) of the mobile device, and an address of the mobile device is included 1o each
message to make i device-specific, BEx, N, § 23,

2N U5, Pat, Pub, 20050144294 (“Grellens” (Ex. (3}

{reflens recognized that allowing applications to open conuections for “low prionty”
messages could lead 1o “excessive and wasteful traffic channel usage” Malek Decl at 9 96, Ex.
(3, Abstract, ¥ 2-6, 27, 29 To remedy this problem, Geffens proposes using triggers {like

Fittmasiery to control when messages are delivered to chents based on network u Malek Decl

Headwater Research LLC
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at % 96, Ex. O, 1% 35-36. For example, delivery of low prionity application messages may be
triggered only after a higher-prionty application initiates a hok. /d
16, 1.5, Pat. Pub. 2006/012%9691 (“{offee”) {(Ex. 5)

{offer discloses that multiple messages can be bundled together and cach can still rotain
their “own unique identifier” Malek Decl at 8 88 Ex 5 ¥ 117-118 This allows for larger
bundled messages to be sent less frequently and helps alleviate problems with throughput B 5
9 117-118. Cgffee s solution allows messages to keep their own unigue identifiers even while
bundled with others. id

11, 1.8, Pai Pab, 20030163397 (“Basse™) (Fa. T)

Basse recognizes that muliiple messages sent from a network processor may be bundied
wto one single message. Malek Decl at § 88 Ex T, Abstract, Specifically, Sasso reduces the
aumber of messages that a control processor has to process in a ioad balancer. EHx T, Absiract.
This solution allows for less messages to be sent and improved performance of the system. /.

§2. AU App. No, 2007208830 (Sheaficld”y (Ex. U
Just ke the “192 Patent and Risgpusier, Shenficld discloses networks in which a plurality
i network elements communicate and inferface with a plurabity of mobile user devices over the
internet. Malek Decl at 8 103 see Hx U, Fig. 1. Shenfield discloses the delivery and processing
of push content communicated to a mobile station. Ex. U, Abstract. One such network 15 shown

helow i Figure T
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Ex. U, Fig. 1. The proxy server {message link server) communicates content with a mobile station

{wireless end-user device) vig a push handler. BEx. UL § 31 Shenfield wmaintaios links between the
server and end user devices, and notes that severance of the Hnk results in a suspension of content
being delivered. Malek Decl at § 117, Notably, the proxy server can comununicate content o
andiiple mobile siations and multiple applications {software componenisy within sach mobile
station. Each application is g “content chent” which i3 “representative of an apphcation, an

application environment, or, generically, a push agent that consumes content pushed 1o the mobile
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station.” Malek Decl at 107, Ex. U, 9 34 Figure 2, below, shows the communication layer that

receives content pushed from the push handler of the proxy server,
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Ex. U, Fig

faed

2. BEvery incoming message contains an application identification and 2 messags
identification. /¢ ¥ 69 The communication layer of gach mobile station receives the incoming
messages sent by the push handler and places them 1o the appropriste wessage store of the content
chient according to their respective application identification. Malek Decl. at 9 106, Ex U, % 69
Further, conlent of msssages from content providers may be stored 1o a queus at the proxy

16 and 40

server for distribution at a later time (o user devices. Malek Dech at ¥ 103, Ex U 4

This storage can ocour until g fnigger 18 effectusted. Shenfield discloses that messages from the

proxy server can be triggered as “push” messages, which are initiated by a party other than the

user, or “request-response” messages, which are nutiated by the user Malek Decl at 9 111 BEx

U, 8 4 Sheaficld also discloses other types of triggers for push message systems, including

geographic location, time, and receipt of an updated message. Ex. U § 36, This indicates that the

w
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proxy server also contains logic for deternuning when messages should be sent to mobile stations,
id. Content can be tracked via unigue message identifiers as well, and older measages 1o the quene
can be replaced with updated versions. /7 at ¥ 46.
i Biscretionary Denial Under 38 URC § 3258(d) s Mot Warranted
Diseretionary denial is only warranted under § 325(d) when “the same or substantially the

saime prior art or arguments’ were previously considered by the Oifice. 35 U S.C § 3235(d). And

O T

ftihe existence of a subsiantial new guesiion of pateniability is not preciuded by the fact that 2

patent or printed publication was previously cited by or to the Otfice or considered by the office”

35 LS. 8 303{ay {emphasis added}( Mo primary reference relied on in this request (e,
Ritimaster, E;?/i}iew’ Komstamiinoy, Kloassen, Distributed Sysrems, Computer Neworfs) was
presented 1o the (hice during prosecution of the 7430 Application or during any fnfer parfes
review procesding. While secondary references Fllison, Gellens, and Rolic were relied on by
Target, Amazon, and Samsung 11 support of thew petitions for imder paries review of the 7192

Patent, the erounds presented herein that rely in part on those references relate only o dependent

s and assert combingtions that were not preserded or considered 1n any ey pariey teview,

ex parie reexamination, or other USPTO proceeding. As such, this request presents a substantia
new question of patentability in view of the references and arguments presented, and therefore
discretionary denial under § 325(d} s not warranted,

H B DETAILED EXPLANATION UNDER 37 CFER § L518{By2y OF THE
PERTINENCY AND MANMNER OF APPLYING THE CITED PRIOR ARY TO
EVERY CLAIM FOR WHICH REEXAMINATION 15 REQUESTED

In the subsections below, this Bequest dersonstrates: (1) bow claimss 123, 5-7, 9, and 11-
of the "192 Patent are anticipated over Rifmmaster; {23 how claums 123, 5-7, and 9-15 of the 192
Patent are obvious over Riffmaster in combination with ar 1Y of f¥smgibuted ,‘3 vstems and C anpuiey
Networks, {33y bow claims 123, 527, and 9-15 of the "192 Patent are gbvious over the combination

2 X ~

of Bittmavier and Shenfield, (4y bow clams 123, 5-7, and 8-15 are obvious over Ritimasier and/or
Shenfield in combination with any of Konsigatinoy and Klassen, {5y bow claim 4 of the 7197 Palen
is obvious in view of a combination of references including Fifison, (6} how claim 6 of the 7192
Patent 1s obvious i view of a combination of references including Cofiee or Basso, {7 how claim
8 of the “192 Patent is obvicus in view of a combination of references including Compuier
Networks and either Rakic or Dudta; and (3} how claim 14 of the 7192 Patent 1s obvious in view of
a combination of references including Geflens.
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A, Level of Ordinary Skill in the At

A person having ordinary skill in the art ("PHOSITA™) of digital commumication and
content distribution networks af the relevant time would have had a bachelor’s or master’s degree
i compuier science and one or two years of wmdustry experience Malek Dect at § 26, More

advanced education could make up for lack of industry expertence and vice versa. /d.

B, Claim Ceonstruction
In deternuning whether g “substantial new guestion of patentability” exists as to make
reexamination appropriate, “the PTO must apply the broadest reasonable meaning fo the claim

2 7,

language, taking 1uto sccount any defimtions presented in the speaification” B e Haxs, 314 F 34
575,877 (Fed. Cir 2002 {citing [ re Yamcomoro, 740 F 24 1569, 1571 (Fed. Cir 19843}, aecord
inre Am. Acad of Sci. Tech Crr. ) 367 F 34 1359 1369 (Fed Cir. 2004 (the "PT0 15 obligated 1o

give claims their broadest reasonable interpretation during examination.”} Walmart submts that

under the broadest reasonable interprefation, substantial new guestions of patentability are
presenied herein. Fusthermore, for the purposes of this request for ex parie reexamination, and
without conceding that the claims satisfy 35 US.C. § 112, Walmart submits that all terms should
b futerpreted according 1o their broadest reasonable interpretation.

With that 1 mind, on August 22, 2024, the Untted States Dnstrict Court for the Hasiern
Drstrict of Texas 1ssued a Claim Construction Ovder wy Headbwoter Rech LLC v, Sopnsung Elecs.
Am., fnc, et g, No. 2.23-cv-103 {(Dke. 118} Ex. {3 The court construed the following terms as
reflected 1o BEx. G Although these constructions do not pecessarily govern in 2 reexarination
proceeding, Wabmart asserts that the broadest reasonable interpretation of each tern 19 at least as
broad as the court’s construction.

i. “sofiware components”

The term “software components” appears it claims 1, 4, and 15, Both Samsung and Patent

Owner agreed that “software components” has g plain meaming to a slkalled artsan, Ex. Gatp 17
The court agreed and consirued the term “software components” to be “components of software”

fd atpp. 17-18, 12

2. “whercin one of the message delivery triggers is the veceipt of 2
particular network element message from one of the network
clements”

Headwater Research LLC
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The term “wherein one of the message delivery triggers i1s the receipt of a particular
network elerent message from oue of the network elements” appears in claivs 13 The court held
the term should have a “plain and ordinary meaning.” Ex. G at pp. 18, 19

3 “device messaging agent”

The term “device messaging agent’ appears only in dependent claim 7 and was argued and
construed in relation to 118 Patent Mo 2,198 117 {the “ 117 Patent”™)" to Raleigh, where it appears
wy clatm 1 and vartous dependent claims, The term “device messaging agent” of claim 7 of the
192 Patent has no antecedent basis in claim 1, from which it depends, and the closest analogue 13

~

“device link agent.” Nether “device link agent” nor “device messaging agent” appear in the 7117
é: o & fel

Patent or “192 Patent disclosures. In construing the term “device messaging agent,” the count
explained that the words “device” and “"messaging” arve “sivoply modifiers of "agent.”” Ex. G atp.

16. The court ultimately construed “device measaging agent” 1o be “a pigce of software on a mobile
end-user device that performs certain messaging functions for other software” Ex. Gatp. 19 For
purposes of this reexamination request, we will assume that “device messaging agent” and “device
tink agent” are synonyios.

£, Ground 1 Clabms 123, 527, 9, and 11-15 are Anticipated by Rittmaster

Hiztmaster discloses all of the elements of claims 1.3, 5.7, 9, and 11-15 either expressly or
inherently. While Risfmasfer omus cortain protocol-level elements recited 1o the claims, tho
elements are 30 basic fo the types of networks employed at the time of the alieged invention and
discussed in Ritimaster that a PHOSITA would have understood them o be necessanly prosent,
fn fact, these details were so basic that their inherency 15 evidenced in college-level textbooks
widely in use before the alleged invention of the 7192 Patent.

More specifically, all of the claims of the of the 7192 Patent relate to a message hiok server
{or operation of a message link server) that includes {1} a transport services stack 1o maintain secure

message hinks with multiple end-user devices, (1) an interface with a network 1o receive messages

from 3 plurality of network elements, and {11} a measage bufter system that delays delivery of at
feast some messages from the network elemends to user devices until one of a plurality of riggers
is satisfied. Malek Becl a1t % 30 Such a server was not new i January 2009, 4 Various devices

in at least the garly 20005, such as those disciosed 1n Riffmaster, were designed for conditional

“The "117 Patent and the 192 Patent share priority to the same four provisional applications and
share the same disclosure, BEx, Gatp
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delivery of message content based on cccurrences of specific triggers. /d. A PHOSITA would have

recognived that Higmaster discloses gach of the elements clajmed 1 the 7192 Patent etther

such

, &

explicitly or inhererdly. £ To the extent Rifsmasrer 1s interpreted to be missing any details

Lo

details should be readily wsderstood to be obvious design chowces based on iypical network

architecture comumon and avaiiable at the time that the applications that led to the - Patent were
filed, as discussed in Ground 2. {4

To better demonstrate the stmilarities between the system architectures of the '}
and Ritfmanier, an amnotaied comparison of Fig. 1 of the 7192 Patent and Fig. 2 of Rittmaster 1
provided below. The diagram tllusirates that the two systems plainly share a plurality of end-user
mobtle devices {feft, solid hne) conununicating 1o g content provider server {night, dashed line}

through the woternet {center, dotted hiney

3 Patent Fig. 1

By At
sRtwol
elemaris

Enid-unet

vrsssdatbe dendey

f. Claim 1
&, VIPRE] "4 message fink server comprising:”
The preamble of claim | recites a2 “message link server.” Like the 7192 Patent, Rifsmasie
discloses a server for providing message content 1o hnked user devices. Malek Decl 6t 9 51 Fig.
2 idlusirates that the Hisfmasier provider server 12 maintains links with any number of recipients

{user devices 14, 15, 16}%
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Malek Decl ar 9 51; BEx. €, § 42 ("provider server 12 comprises an Internet product or service

provider computer of server. . coupled for communication. | 1o a plurality of network enabled user
devices.”}
b. §ial “a fransport sepvices stack to mupintain a respective secuve
wiessage link through as Internet network betwees the message
fink server and g vespective device link agent on cach of o
plarality of wireless end-user devices,”

Kittmoster discloses element 1{al ot the 192 Patent. As shown above, Riftmaster discloses
“wireless end-user devices” in that its server 12 “comprises an Internet product or service provider

computer or server .7 coupled throngh the 1oternet 18 for communication o “a plarabity of

52

network enabled user devices” Malek Decl ar § 32, Ex. C, §¥ 32, 42. The user devices 14-16

{which may be “portable communication devices™y and the provider server 12 bave “means for
interfacing with and communicating on a communications network” Malek Decl at 9 52, Ex. C,
TG 42, 126-27 Rittnasier explains that “sluch computers and commumicstion mterfacing are well
known 1o the art and are not desciibed in further detail heretn for purposes of simplifving the
present disclosure.” Malek Diecl gt % 532, BEx. O, § 42,

Ritanaster also explicitly describes a “secure yuessage link” through disclosure of g secure
network connection, with the provider server 12 sending content o user devices 14-10 “in an

encrypted format” Malek Decl g1 8 32, Bx, € § 82, Risnasier notes that “{miany forms of

encryption are commonly used” in the art; for example, messages may employ an encryption key

Headwater Research LLC
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algorithim utilizing location information of the user device using “a secure message Hnk,” as recited
wy clairn 1 of the 7192 Patent. 7 see afso, BEx. €, Fig. O

Rirtmasier omits specific transport layer protocols tor sending o receiving messages,

insiead acknowiedging that “[shuch computers and communication nierfacing are well known o

»,

the art and are not described 1n further detal herein for purposes of simplifving the present

disclosure.” Malek Decl. at § 52, BEx. (, 9 42 Bimmster does, bowever, explicitly disclose a
message link agent as in the 192 Patent and that software is responsible for maintaining a link,
2. g through the internet, botween the server and recipient {end-user) processors, stating that “fithe
processors may comprise any suitable data processing and communicating device controlied,
preterably, by a sottware program” and that the processors have “means for interfacing with and

(;mxmunicating o 8 communmications nebwork and for operating, preferably under the control of

software programs.” BEx. €, 9% 32 and 42, Risimasfer also discloses that encrypted communications

sreveceived over an “internet connection” at a dewryption modude of the recipient {end-user} device

{shown in Fig. 7} described as comprising “a hardware, firmware, software or hybrid decryption

L&

vstem for performing decryption operations in accordance with any sutisble decrvpiion
technique.” Ex. ¥4 84-87 This is sumilar to the “Device Link” 1691Y shown in Fig. 24 of the
192 patent, which serves to recaive and decrypt messages before they are transported to the

appropriate software program, as shown below:

” The terms “device link agent” or “link agent” do not appear in the specification of the "192 patent,
Headwater Research LLC
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Fiis. 24
Ex A, Fig 24 see also BEx. A, 9:52-04 (including 2 ™. a decode element 2417 for decoding any
received service controiler 122 communications {e.g., decrypiing encrypted communications). ,’"‘)
Messages received via Ritsmaster s link would be received by the decryption module before bang
routed to sottware at the appropriate port number for displaying the messags, then “software .
residing on the recipient device” may “selectively deny, it or aliow access to predefined
information on the network, display warning or other messages, or enable or disable processing or
rReSivIng CITCUliry OF routines necessary 1o reeeive or effectively use the predefined imformation
ot the network” /4 ¢ &1
Further, the 7192 Patent iteell admits that a transport services stack on a mobile device

communicating wiih a iransport services siack on g network server was standard, ghowing 8
transport stack on each device in Figp 24 and stating that the “Transport Services Stack” 2420
provides “hasic transport services” and can be “implemented with standavd secure or open
Internet networking wotoccls, such as TLS or TCP” Malek Decl at § 39 Ex A, 89:20.34

{emphasis added). A PHOSITA at the tme of the alleged wmvention would have recognized that

Ritgmasier’s statement regarding “communication interfacing [that is] well known in the ant”
incorporates well-known and common Transport Laver Security (TLS) level protocols for
matntaining a secure link that is discussed as “standard” 1o the 7192 Patent, and would further have
recognized that a “transport services stack” at the server and “message link agent” on the end-user

Headwater Research LLC
Ex. 2008, IPR2026-00088
Page 50 of 113

(4o
’{‘I



device would have been inherent {(necessanly present) because that was standard for
cominunication over the internet Malek Decl at § 52 For instance, even texibooks at the time
recogmired that networks were organized as stacks of layers, with 2 given laver on one machine
{e.g a server} comrpunicating with a corresponding ansﬁ:i‘ ot another machine {eg. a mobile
device). See Ex. F at p. 28 ("Laver n on one machine carries on a conversation with layer noon
another machine” ),

Hiztmaster's disclosure of a device link agent on a user device is further deseribed below
in Section O o Ritmmaster” s disclosure of g respective secure message lnk maitained by the
transport services stack is further described below in Sections H.C.5 and 6. In short, however,
communication over the internet “would have inherently (necessarily y been between a stack onthe
server and a software program on the mobile devices,” as shown by basic textbooks such as
Lstributed Systems. Malek Decl at§ 52, Device link agents comprising a corresponding transpost
stack on the end-user device for communication with the server were also described in, for
instance, Klassen. Malek Decl a1 9 78, Ex E Fig. 2.

e bl “each of the wireless end-user devices comprising nuiliiple
saftware componcnts autherized o receive and process data from
secure message fink messages received via o device link agent on
that deviee”

Rittmazter further discloses element 1{b] of the 7192 Patent Malek Decl. at 9 53, Rittmaster
specifies that in some mstances “the recipient processors comprise onhine user terminals,

wcluding, but not hmued to conventional personal computers {PCs), portable comynunication

g,
devices (such as portable telephones, personal digiial assistants, or other portable information
units}, of vehicle-mournted computers connected o 3 wide area network, such as, but not limited
o, the loternet.” Malek Decl at 9 33, BEx €, ¥ 35 Furthermore, Riffmaster explains, “the user

o

devices 14-16 . may each comprise any suitable computer or processor device having mgans for

wterfacing with and coromunicating on a comruunications nebwork and for operating, preferably
under the control of soffware progrooms, 1y the manper described. . Such computers and

comnrpunication wterfaciog are well koown in the art and are not desenibed in further detad

heretnn. ... Malek Dect. 2t 9 53, Ex. {, 9 42 {emphasis added}. Specifically, Hismmasfer discloses

that enorypied communications are recetved over an “internel connection” at a decryption module
of the recipient {end-user} device, shown v Fig 7 and descnibed as comprisivg “a hardware,
firmmware, software or hybrid decryption system for performing decryption operations in

Headwater Research LLC
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accordance with any suitable decryption techmique” Ex € 49 84-87. As discussed in the previous

section, this performs the same functions as the “Device Link” shovwn i the 7192 patent at Fig. 24
and comprises software for decrypting messages for use by other software components.

Ritenaster also discloses software components for using the nfonwation recetved as

messages, discussing that “software . | residing on the recipient device” may “selectively deny,
fimit or altow access to predefined information oo the network, display warning or other measages,

ot enable or disable processing or receiving circuiiry or routines necessary o receive or effectively
use the predefined imformation on the network” £ 9 81: Malek Decl. at 9 53, Rittmasier also
discloses downloading or accessing varnicus different madia, such as music files, graphics files
slectronic books, movies or television shows, video games, or radio transmissions, which would
each operate on different software of the end-user device. See, eg, Ex. € %8 70 and 132 A
PHOSITA at the time of the alieged invention also would have readily recognized that the portable
comsmunication devices identified by Riusmasier {2.g. poriable telephones, personal digisl
assistants, or other portable information units} inherently have a plurality of sottware applications
on thern that are cach associated with ther own port number, as confirmed by the Comper
Networks texibocok (Ex ¥y Malek Decl at ¥ 53

d. Vel “an inferface to g network fo receive network element
messages from g plurality of network clements, the received
neiwork clement miessages comprising respective message
confent and reguesss for defivery of the respective message
confent to respective wireless end-user devices, the vespective
message content including data for, and as identification of, o
respective one of the suthorized softvare components,”

3

1g side of the server include an “interface” to

Hlement Hc] requires that the network-tacing
receive messages from two or more “oetwork elements.” and that the messages wclude “message

o

content” and “requests for delivery” of that content to specific end-user devices by including data
for, and an dentification of, authorized software, Malek Decl at % 54 This does little more than
describe the basic manner i which messages were delivered from a network at the relevant time

{January 2008} and how messages are still delivered today. fd BEven so, Rittmaxter exphicily

£
X

discloses element lici explaining that “[tlhe provider processor 12 is capable ¢ prf;-vifiing

wiormation from any suitable source Gnoluding, but not hmuted o an on-line source. ). Malek

(13

Decl at § 54, Bx £, % 33 This necessarily 1ncludes an “interface” connecting the server o eact

suitable source. Rigfmasier also discloses specific embodiments in which multiple computers
Headwater Research LLC
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associated with retaidl establishments provide advertising information 1o a provider processor
{server} io be stored on a memaory device for commupnication 1o recipient processors {end-user
devices) at appropriate fimes, or alternatively linking the recipient processors o the establishmerd
corspuiers al appropriate hmes to oblain information divectly from those establishyment computers,
Ex O, % 121 I other words, Ritnmaster discloses that message content is sent and delivered from
the computers for relad establishmenis (network elements) through the provider processor {server)
1 the form of a message to the endwuser devices, or alterpatively that the messages may be sent
directly from the retal establishments to the recipients, so that messages from the retail
esiablishment computers would be addressed to specific software on specific end-user devices.
The “network elements” 1o Bifmavier can include, for nstance, a pluraluy of computers
from different esisblishments such as restaurants, stores, or other shopping establishments, Malek
Prect at 9% 46 and 34, The message “data” can include, for instance, advertising information. /4
“For example, the owner of each of these establishments may bhave comsmunicaled adveriisement
information 1o the provider processor 12, from suitable computers 138 and 140 coupled to the

network 187 Ex € % 121

2

Malek Decl. at 9 54, Further, “the establishment’s processor 138 or 140

may be programmed 1o sulomatically communicate a signal o the provider processor 12 o cause
a specified prece of content to be displayed on one or more selected display devices 122 and 123
Ex. U, % 125, Malek Decl. at ¥ 54,

Messages from network elements may include, for instance, “promotional or advertisement
wiormation for a pharality of different establishments within the same shopping area” Ex. C §
120. “For example, the owner of each of these establishments may have communicated
sdvertisement nformation fo the provider processor 12, from sutlable computers 138 and 140
coupled to the network 187 Ex. , % 121, Further, “the establishument’s processor 134 or 140 may
be programmed (o automatically communicate a signal 1o the provider processor 12 10 cause g
specified piece of content o be displayed on one or more selected display devices 122 and 128
Ex. C. 9125

Every such message o Kiffmaster would tnherently have had an address ideniifying where
to deliver the message {f.e., a combination of {1} an IP® address identifying a specific user device
and {11} a port number specifving a virtual focation oo that device where the relevant sofiware
designed to receive the message is located}, because thatis already how all messages were directed
from provider servers to user devices connected 1o servers {e.g, i 3G or 4G networks) at the
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relevant time. Malek Decl at ¥ 54 This is confirmed by basic textbooks showing that by the time

of the alleged mvention standard structure for 1P pa(;ke:‘is for transmitiing information over the

internet included a destination address specifying the IP address of the recipient device, and the
standard TCP message format also included a destivation port number identifving the virtual

~

tocation of recipient software on that device. See, e.g, Compuier Networks, Ex. F at p. 340; Malek
DBecl at ¥ 54, Including the address to the message ensures the message content 1 delivered 1o the
appropriate software application. /d.

The messages sent from network elements to the server would comprise message content
{e.g. advertising in the examples discussed above} and requests for delivery 1o respaeﬁiv“ wireless
end-user devices. As discussed sbove gt ILC T b standard message formats at the sme would
bave included an IP address to divect messages (o a particular IP address. See adso Malek Decl. at
4 52-53. This is verified by textbooks such as Dissributed Sysfems, which discloses that as of 2007
the standard message format included source and destivation 1P addresses and port nurnbers,
identifving not only the device but also the software component on that device for which the
message was wtended & ExCF, pp 329-30 and 410, In fact, Rivtmaxter discloses that the users
may be pre-authorized subscribers, meaning that the content provider would know the user in
advance snd send messages directed to authonzed users, although access to the requesﬁed content

wouid be controlled by the server based on the user’s geographic position. Bx. £, 9 112, Likewise,

the mess would have included respective message corent inchuding data for, and an

wdentification of, a respective one of the authorized software components because standard
communication protocols also included a port number to direct the message 1o a particular software
appheation.

2. Hid} “o message bufier system including ¢ memory aund logic, the
memaory o buffer content from the received network element
messages for which defivery is requested 1o g given one of the
wirefess end-user devices”

Hiztmaster discloses a buffer system that prevents transmission of messages o end-user
devices until a determination 1s made, using & set of rules or logie, that one or more specific end-
user devices are authorized to receive the message, such as by virtue of being located 1n a spacit
geographic region. Malek Decl at 9 535, For nstance, Fig. 2 below dlustrates a storage device
{ie., 3 memory} associated with the server 12, which may siore messages prior 10 sending ithem io

nid-user devices:
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Ritnmaster further explaing that the server 12 does not provide content 1o a user device unt
2 determmisation is made that specific restrictions have been satisfied. /d. at § 36, For instance

Rivtmaster explains, “a set of rules may be implemented, which depend upon the geographic
information {and, thas, the geographic location or region of the recipient processory, such that, af
a reciptent processor provides geographic information corresponding to a first geographic location
or region, then the provider processor may be condrolled to not provide selective wfomation {o
the recipient processor, unless further requirements are met” Malek Decl at § 36, Ex. €, § 40,
Rizstmasier specifies that “the determination of the region in which the user device 13 located is
pf:f{ ywined al the provider server, under control of a routive of sofiware 29 {as represented by step

32 in FIG 337 Malek Decl at % 56, Ex. €)% 53, As such, the logic of the server deternunes in

what region a particular user device 1 located. Malek Decl. at § 56, Riismaster further specifies

that a software routine conirols the provider server to determine whether or not the determined

region 16 a restricied region {step 34 Malek Decl a1 ¥ 56, BEx €, § 53
A1l of the foregoing are forms of server-based logic to determine whether a particular end-

user device 18 focated 1o a parficular geographic region. Malek Decl at 9 56, And exccuting this
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togic results in butfering of messages to the end user. /4 For instance, when the user device isin
a non-restricted region, then it is provided access to the content. fd, Bx. £, 936, In such a scenano,
the server 12 downloads to the user device 14, “software files, programs, data, decode keys, or
other information that defines the requested product or service or that are necessary for the user to
obtain the requested product or service” from “any suitable source,” (including an online source,
a computer readable storage wedinm, eic) by communicating such oformation over the
comimunications network 18 Malek Decl at ¥ 56, Hx % 33, Thus, Ritsmasier at least inherently
discloses butlering content.

In one further example of buffering, Rinmpusier indicaies that adveriisementis from ditferent
establishments may be communicated to the provider server 12 “and stored n advance” Malek
Decl at® 56, HEx O, 3% 120-21 . More specifically, Xiftmuaster expressly discloses that “the provider
processer maintains & histing or inventory of adventisements” that can be provided 1o a recipient
processor, Malek Decl at § 36, Bx. ), § 134, The provider server “operates with an associated

menory device on which advertisement or other display content is stored, for communication to

the recipient processors for displaying at appropriate times” Malek Decl. at % 56; BEx. C, 9% 120-

21

2 el “the logic to defermine when one of ¢ plurality of message
delivery friggers for the given oune of the wireless endouser
devices has peenrred, wherein for af least some of the received
nehwork element messages, the veceips of such g message by the
message buffer sysfem is not a mwessage delivery trsggez‘, aad for
at deast one of the mexssage defivery sriggers, the tvigger is an
eccurrence of an gsynchronous event with fime-criticsl
wiessaging needs, and”

Hirtmaster further discloses element Hel of claim 1 of the " 192 Patent because providing
content to an end-user device s dependent on one of more triggers. Malek Decl. at 9 57, Notably,
in addition to geographic location, Rivimaster contemplates that “the provider processor [server]
may .. not provide selective information to the recipient processor [end-user device], unless further
criteria to met,” such as 8 “minimum user age, a particular period of the day, week, month or vear,
or other suitable oriteria” demonstrating that certain received messages are not triggers fd;, BEx. O,
4 14, In addition, specific content alternatively can be provided n response o a request for such
content by a user. Ex. C, 4% 112-14. Thus, there are plural triggers for sending messages from the

server to end-user devices, and these triggers may be used as aliernatives or in combination. The
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criteria may also differ from region o region, resulting in a piuraii‘-‘:y of ditferent triggers that
determine whether a message will be sent depending on where the recipient ¢ located. Ex £, 4]
14, Thus there are a vanety of different triggers that may be put in place to cause the server o
buffer and then transmit woessages from network elements,

As to the portion of claim element He] specifically requiring an “asynchronous event with
time-critical yuessaging needs,” any reaction to & request for content from an end user would be

/

considered 1o be an asynchronous event with tune-critical messaging needs because {1} the

requesiing and the respousive providing of content are asynehronous {4.e., they do not oocur af the
same time}, and {2} the response 1s time-critical {7.2., provided in response 1o a trigger, rather than
residing on the network server indefinitely).° Malek Decl. at§ 57
This is consistent with how the patent owner wnterpreted the phrase, since the 192 Paten

confirms that “asynchroncus events with time-critical messaging needs” are, for example, a
“transaction or service bitling event ot a user request” Malek Decl at 9 57, Ex A, 38:59-63

Furthermore, in ifigation with Samsung, the patent owner did not attribute any particular meaning
to the phrase during olaim construction See, generally, Ex. G (Headwater Bxch 11O v, Samsung
flecs. Co. Lid ) et al, Moo 2:23-cv-00103, Clainy Construction Order (DL 118313 Even more
striking, during fafer Paries Roview of the 71972 Patent, Samsung noted that the patent owner both
directly admitted that a message refrieval request from the user constitites a message delivery
trigger, and did not deny, given the opportunity, that such a basic request constitutes “an
asynchronous event with time-criical messaging needs 7 See, Bx. H {(IPR2ZG24-00010, Petitioner’s
Reply to Patent Owner's Response (Paper 16}, at p. 4 (PTAB Dec. I8, 20243, Ex 1 {IPRZ024-
G001, Patent Owner's Sur-Reply (Paper 19Y (PTAB Jan. 23, 20251,

AN

“ & PHOSITA not only would have understood at the relevant time that such criteria 1"&{*—1"?5&:@‘ a
;"L;wi; v of iriggers because delivery of message content depends on Em;c determining tha

required oriteria are met, but would also understand that these triggers are “asynchronous e‘ve*atw
with time-critical messaging needs,” because the logic of Riftmasier 15 contfigured 1o deternune if
these iriggers are satisfied and to provide conient to the user device automatically upon
determining that one or more of the ts 1ggers 15 satisfied. Malek Becl at § 57 Like the “transaction
or service hiiling event” and “user requests” mentioned in the "192 Patent, the triggers of
Hitomosier vesull 1y & ww’* that does not m'gu e an immediate real-time response from the
recipient while still ensuring that the message s delivered and processed within a short imeframe.

7

i
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Further reinforcing the time-criticality of ifs triggers, Riffmaster also discloses logic that
determunes whether 3 trigger {e.g., receipt of recipient request) occurred within a required time
peried, which a PHOSITA would understand to be g tnigeer with “time-critical messaging needs”

Malek Decl at % 57, Ex O, 99 62-07, see afso Bx O, § 130 Indeed, Riftmuusier considers the time

5

3;

information so critical i this embodiment that Hiffmasfer suggests encrypting the time

Ex L 806

wnformation, Malek Becl a1 9 57,

g T “upon defcrnuning that one of the messape delivery triggers
fras oconrred, the logic further o supply one or more messages
comprising the buffered content 3o the sransport services stack
Jor delivery on the secure message Hnk mintained between the
fransport services stack and a device Hnk agent on the given one
of the wiveless end-user devices.”

Rittmasier also discloses 1if], the final clement of claim 1. As explained above,
Rittmaster’s message couteni 1§ fransmitted through a Hnk between a stack on a server and a
software agent on one of a plurality of end-user devices, simply by communicating through a
secured intemet connection Malek Decl at § 38 The speaific systom i Nitomaster 13 designed o
deliver messages from the server to the end-user device(s} in response 1o determining thai a trigger
has cconrred, such as the end-user device entering 4 specific geographic region. id Such disclosure
anticipates this claim element of the "192 Patent. Ancther possible frigger is receipt of a request
within a given time peried, verifving a miurourn user age, ot other suttable oniteria. Malek Decl
at § 58

2, Clatm 2~ “as encrypt function to encrypyt the one or more messages
supplicd 1o the wransport services stack for delivery on the secure
message fink mainmigined between the message Hnk sevver and the device
fink ggent on the given one of the wirefess end-user devices.”

Claim 2 depends from claim 1 As deseribed briefly above, Ritimasier conteroplaies
encrypting conteni from network elements prior to transiuission of the encrypted content from the
network server to one or more of the plurality of end-user devices. Malek Decl at % 59 For

et

insiance, Fig 9 dlusirates the process of receiving a request from an end-user device {step 102}
determining user location {step 104}, encrypting content {step 106), and transmitting the encrypied

content {step 108}
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id Bx. O, Fig 9. Rittmaster explains that after receiving location information and, optionally, a
user code {or other information used to determine whether a particular user should be given acces

1o specific content from the setwork), “tihe provider processor roay then encrypt the content with
an encrypiion algorithn or technique for which the expected user location 1s part of the decryption
key or decryption processes used to deorypt the content” and “may also employ the user code {and
user identification or recipient processor wdentification information) as part of the decryption key
oF dectyption pm&:ess” before “encrvpled content 15 communicated 1o the recipient processor over
L9

3. Claim 3 ~ “the encrypted one or more messages are fransported to the
device fink apent on the given one of the wircless end-user devices using
sne or move of encryption on the fraasport seevices ssack, P {faternet
FProtocad} fayver encrypion, and tunneling”

97.98.

the network {108 in FIG3 9.7 Malek Dect at 4 59, Hx

Clavm 3 15 also disclosed by Rifmmaster, as communications mm fmasier would have
inherently utilized Transport Laver Security {TL5) proiocols {as standardized by the Internet
Engineering Task Force (IHTF}) at least by the relevant time peniod. Malek Decl st 9% 32, 60
Such utilization creates an encrypted channel al the transport layer {fe., Transmission Control
Protocol {(TOPY) and, by definition, has encryption on the transport services stack. fd.

Ritanaster expressly descrbes using one or more keys to encrypt content, which would, at

a minimum, inherently include encryption of the payicad of the message 1o be sent by the server.
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Malek Decl at 9 60; Ex. C, ¥ 97-98. These keys, for instance, could be denived from location
wformation and/or a user code. &

4. Clatm 5~ “wherein the transport services stack is further fo receive,
aver each of the respective secure message links, upload messages
Forwarded by the respective device fink agents from ot least a subset of
the device seftware compenenis, each of the upload messages identifving
i corvesponding one of the anetwork elements fo which the device
respective sofbware component has reguested defivery, the network
seever system using the inteviace fo g network to deliver content from the
ppiond messages fo the respective ientified network elemenin”

Clatm S depends from claim 1 and specifies that the stack receives “upload messages” from
at least some applications on user devices, and that the messages are then sent from the server to
identified network elements. Malek Dol at Y 61, Likewise, Riiimasrer discloses thai, upon request

or command from the provider server, a user device may comimunicate a user oode to the provider
server. Malek Decl at § 61 Ex. ) 99 9697 Addwonally, information from the user may be

transmiited o a content provider (network element) in order 1o assist in selection of content to be
sent o that user. Malek Decl at§ 61 Ex. € 9 132 In other cases, the user muay convnunicate us
preferences directly to the network element. Malek Decl at§ 61, Ex. C, ¥ 142 Therefore, not ounly
does the Ritnmaster server provide content to end-user devices, the server may also deliver “upload
messages” from specific software on 3 user device to a specified nelwork elemeny, such as by
sending a user code or user preference to a computer associated with a specific establishment
{restaurant, bakery, store, ei¢ } 1o ernbodirnents where messages are delivered based on progimity
to a shopping area, or by sending 3 user code or preference 1o 3 conteni provider when requesiing
content from that network element.

5. Clatm 6§ - “wherein of least one of the one oy wmore messages for delivery
by the transport services stack comprisey pliiple identificr/data pairs”

Claim 6 depends frow claim 1. The additional element of this clabm is disclosed by
Ritimaster alone, which indicates that two or more payioads may be included in a single message,
with each payioad associated with identifiers for the same device Malek Dedl. at § 02 Ritsater
describes this element by discussing an embodiment in which a user located in a shopping area,
such as a mall, may receive content with information from multiple nerwork elements {eg,
anliiple store computers within the shopping areal “the first content provided fo the recipient

-

processor 120 for display on the digplay device 122 compnises information, such as promotional

or advertisement information for a plurality of different establishments within the same shopping
Headwater Research LLC
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area.” K Bx O 4 120, Risfmaster further explains that such information would have been sent to
the user in a single message. “for example, the first content may include advertiserent
information for a bakery 134 and further advertizsement information for a hobby shop 136 located
within the sare shopping ares as the recipient processor 120 and display deviee 1227 #d.

=

f. Claim 7 — “the device messaging agent on af feast one of the wiveless
end-nser devices further fo initinte the respective secyre internet dota
message fink {0 the transport services stack.”

Claim 7 depends from claim | As discussed above, a laptop, smartphone, or other wireless
device communicating with a server would inherently bave a link between its device messaging
agent and a transport services stack on the server. Malek Decl at § 63 Bisfmaxier wndicates that
such a link could be made securs using various lavers of encryption {(discussed above in relation
to claim elements Had and 1{b] and claams 2-3), and that such a secure ink may be inthiated by the
user device {and thus the device messaging agent on the user device). /i Specifically, Riftnuusior
explains, “the user may send a request for content, products of services, over the network, for
example, the Intemet, ( 100 1 FIG 83 and the provider processor may then receive the request over
the network (102 in FIG. 937 i Bx. €, 9 94, The request may be tnutiated by a user, for example
in atiernpting to access 8 web page or otherwise request information, and that the user™s request
may “inchude {or be accompanied by} the assigned user code. /d The request would inherently be
transmitted from a software apphication (Magent”) on the user device 1o inttiate and/or maintain a
{ink 10 a server, a5 would be recognized by a PHOSITA. Malek Decl at§ 63

7. Clatm 9 — “one of the mossage delivery triggers is the expivation of a
periedic Hmer.”

Claim 9 depends from claim 1. This additional element is disclosed in Ritsmaster, which
explaing that prohibition or alfowance of a transroission of 4 message may be based on recurring
events, such as a time, day, week, etc. Malek Diecl. at % 64 For example, Kifnnasier discloses that

“the user device 14-16 1s controlied by software 26-28 to peniodically {or otherwise successively )

cominunicate loeation and/or time information generated by the associated positioning systent 20-

22 during a comumunication wterchange between the provider server 12 and the user device” Jd;
Ex. {0, % 69, see afso, § 70, These periodic transmissions of location and/or time information are
ti”iggez gvents, gscribed above in connection with the discussion of “triggers” in relation to

ciaim elements Hel and {1 Malek Decl at§ 64
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8. Claim 11 — “one of the message delivery triggers is the receipt of ¢
fransmission on the respective secure message Hnk from the device Bnk
agent of the gives one of the wiveless end-user devices, or g responze
penerafed to g fransmission received from that device link apent”

Clavm 11 depends from claim 1, and requites that a request from g user device, or a
response 10 such 3 request, at least in part causes the release of a buffered message from the server,
Malek Decl. at 9 66, Such a trigger is disclosed in Ritimasier, because at least one condition for
transterning dais frow the network {o users through the server is the user requesting a product or

service. fd.; see, e.g, BEx. C, ¥4 8-9. Riimaster expressly discloses that the process of providing

m

content 1n response to a iriggeris fivst impated by a request from an end-user device. Malek Decl,

at ¥ 66, Bx. C, ¥4 74-76, Fig. 6.

8. Clabm 12 — “the transmission Is o heartheat message gsfm)m&fzi by the
given device Bnk agent, or g request received from the given device fink
agent.”

Claim 12 depends from claim 11 The terny “heartbeal” s {and was, at the relevant time}
known by a PHOSITA {0 mean that the user device pentodically sends a message to the server,

such as “pinging” the server with specific information with respect to a request. Malek Decl. a1 9

n

For instance, the "192 Patent indicates that the heartbeat messages can be agent information

i

e
7

messages, ageot check-in measages, or agent cross-check messages. Hxo A, 39:44-47 40013
Hittmaster discloses such a periedic communication. In ong preferred embodiment, “the user
device 14-16 is countrolled by software 20-28 to periodically {or otherwise successively}
cominunicate loeation and/or time information generated by the associated positioning systent 20-

22 during a comumunication interchange between the provider server 12 and the user device”

pa

Ex. {, % 6% This is done o provide the provider server with “multiple location and/or time

wtormation packets over the course of a communication interchange. 1o monitor the user devieg’s

focation {or region)” /4 These multiple, pentodic reguesis issued from the user device constitute

& heartbeat message that triggers delivery of content from the server to the user device. Malek
ool at % 67

18, Claim 13— “ene of the message delivery triggers is the receipt of ¢
particulor nevwork eleswent message frow oae of the network elemenss.”

Clatm 13 depends from claim 1. Receipt of information from a network element acts as a

trigger in embodiments of Mimmasier in which the server obtaing information from network

slements and then sends such information to user devices. Malek Decl at ¥ 88 For example,
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turning back to the advertising embodiment introduced above in relation to claim element el
adveriisers may communicate advertisement nformation to the provider server 12 from “anitable
computers 138 and 140 coupled to the netwaork 187 Jd; Ex. €, % 121 Here, "the provider processor
operates with an associated memory device on which adverhisernent or other display content is
stored, for communication 1o the recipient processors for displaying at appropriate times.” /d.
After the roessages are stored (buffered), further instructions from network elements to the
server constitute friggers for releasing messages o users. For instance, Ritsmasier discloses that
each adveriiser “may modify, add or delete advertisement iformation” by comununicating such
instructions from the advertiser’s computer {i.e., network element) 1o the provider server. Malek

Decl at9 068 Ex €. F

124, Furthermore, “[i}o preferred erabodiments, each advertiser may control
the general tirvse at which the advertiser’s measage will be displayved, for example, by
cominunicating nstructions o the provider proce 2 {or directly to the recipient processor
120} from the advertiser’s computer 138 or 1407 /d When such instruciions are commumcated
through & website, the advertiser may request content to be displaved immediately on selected
devices Jd This indicates that the provider server receives a mossage from a network eleoment (a
device or website associated with the advertiser), which triggers the message {content} 1o be sent
1o user devices, Jd

i, Claim 14 - “one of the miessage defivery triggers i based on an ampunt
oof wiveless network data wsage comsumed by the given one of the
wireless end-user devices.”

Clavm 14 depends from clamm 1 and reguires that one of the message delivery triggers is
based on an amount of wireless network data usage consumed by the given one of the wireless
end-user devices. Riffmaster discloses this element, explaining that users may be charged for

access to requested content and that user access to such conient may be limited based on usage:

Fas

The content provider may charge subscribing users a fee for allowing access to
requested content. Such a fee may allow unlirited access for a peniod of time (for
exarople a day, month, year, ei¢.} or may be calouiated on a per-use 3‘,55 {wherein
the gz-bxcriber is uhamcc for each viewing or playing of the conient). The content
provider may mamntain a record of subscriber charges, for example, associ ating each
subscriber’s usage charge with the subscribers identification information and/os

user code. In one embodiment, the content ;*mw der maintains an account record
for pre-paid amounts received bv subscribers, for example, 1o 8 table in which pre-
patd amounts are associated with subscrniber information, such as user code. In this
manner, 85 part of the request processing carmed out by the content provider, the
content provider may determing whether the user making the request has enough
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funds in the corresponding user account 1o cover the fees for the requested content.

Malek Decl at§ 69 Ex €% 114, This gccess limtation adds an additional trigger 1o those slready

discussed above, such that 3 user requesting information from network slements will only receive

this content it the network elements confirm that the user’s data usage 1s within aliowed limits. 7
12, Claim I8

a. ESIPREL “A method of operating @ message fink server,
comprizing:”

The preambie of independent claim 15 recites 3 “method of operating 2 message link
servey  comprising a series of steps. Claimm 15 15 substantively similar to claim 1, except that it is
framed as & series of steps rather than elements of a server configured o carry out those steps.
Malek Dect at § 70, As discussed above, Rivimasfer discloses a server for providing message
content to Hoked user devices, and as such it also discloses the steps performed by such a server,
fd. As further discussed above in connection with claim |, Rivsmasier discloses a provider server
12 that “comprises an Interned product or service provider compuier or server . coupled for

communication” o “a plurality of network enabled user devices” fd Ex. €, 142, Various methods

of operating this server o order to deliver message content obtained from providers 16 one or more

of a plurality of end-user devices are explained i detat] throughout the Rimrasser reference.

&. ¥5ial “muintaining o respective secure message fnk through an
Internet network between the message fink server and o
respective device fink agent on each of a plurality of wiveless
end-usor devices, each of the wircless end-user devices
comprising muliiple software componeats authorized to receive
and process data from secure message Hnk messages veceived via
& device fink sgent on that device;”

Rittmasier discloses element 15[a] of the 192 Patent. As discussed above relative to claim

element 1

Fistmaster discloses that us server 12 “corprises ap Internet product or service
provider computer of server .. coupled through the imternet 18 for communication to “a plurality
st network enabled user devices” {Bx. C, % 42}, and further that such communications network
“may comprise any suitable means which aliows the recipient processors and the provider
processor to communteate with cach other, including, but not himuted to, the Tnterost or WWW,
intranst, cable or other hard-wired networks, optical, electromagnetic or other wireless networks,
as well as hybrids thereof, or the ke ” Malek Decl 219 71, Ex. €, 932 Use of a "secure message
fink,” maintained by a “transport services stack” ou the server and “device link agents” on the
Headwater Research LLC
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various end-user devices {such as cellular phones or laptops), 15 inherent for at least the reasons
discussed above relative to claim elerent Hal Malek Decl at 9§ 71: see afso, id at § 32,

el 15ib] “receiving network element messages from a plurality of
nenwork elements, the vecoived network vlement messages
comprising respective message confent and reguessy for delivery
of the respective message content to respective wireless end-user
devices, the respective message coafent including data for, and
un identification of, a respective vue of the authorized saffware
componenis;”

Rittmasier further discloses element 15[b] of the 7192 Patent. Malek Dect at % 72
Rittmaster specifies that 1o some stances “the recipient processors comprise online user
ternunals, including, but not lunited io conventional personal computers {PCs), poriable
communication devices {such as portable telephones, personal digital assistands, or other portable
information units}, or vehicle-mounted computers connected 1o a wide area network, such as, but
not iited to, the Internet.” Malek Decl at § 72; BEx. €. 9 35, A PHOSITA in the relevant time

period would readily recognize that these types of devices each have one or more software

applications, with each application having a port rumber 1o associate the specific application with

a virteal location on the device Malek Dedl. at § 72 Since Histmaster discloses that the server
receives information from various provider computers to be directed to end-user devices, it is
inherent that messages received from network elements would have “an dentification of” the

recipient authorized software component aif;-ng with the message content {e.g., an image or vides

content requested by the end-user device) & ¢ also, id at§ 33
d. §5ic} “bu ;f}%riﬁg confent from the received network element

miessages for which defivery is reguesied to o given one of the
wireless end-usey devices,”

Fignmaster clearly identifies buffering that prevents transmission of messages 1o user
devices uniil a determination is made by logic or “rule sets” that the user device is authorized (o
receive the message, such as by virtue of being located in a specific geographic region. Malek
Becl. at § 73, As discussed above, 10 connection with claim element 1H{d], Kisfmasier discloses that
content is not provided by the server until a determination 1s made, using a 3¢t of rules or logic,
that one or more specific end-user dovices are authorized o receive the message, swuch as by virtue

of being located in a specific geographic region Jid, see afso, id

3

55 Apd in some

erabodiments, Rirfmasfer explains that a plursity of other triggers can be present, stating that ™

O
a reciptent processor provides geographic information corresponding to a first geographic location
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or region, then the provider processor may be comtrolled to not provide selective information to

the recipient processor, unless further reguirements are met” Id ) Bx. C, 9 40,
e 1518} “determining when one of a plurality of message defivery

frigpers for the given one of the wireless end-user dm*wm* fas
occurred, wheeein for at least some of the veceived network
element messages, the recoipt of such o message is net g pressage
delfivery trigger, and for at leant ane of the message delivery
triggers, the trigger is an occurrence of an asynchronous event
with fime~crifical messaging needs; and”

Rirtmasier further discloses element 15{d], because providing content to an end-user device
i3 dependent on one or wmore iriggers Malek Decl 2t 974 see alio #d at § 57, Providiog conieng
to an end-user device is dependent on one or more triggers in Rifgeaster that qualify as
asyschronous eveais with time-crincal messaging meeds, as discussed in great detail above in

connsction with claim element 1{g] /d Forinsiance, content might be provided upon user reguest

or when the user s dotermined to be within a certain proximity (o & condent provider's
establishment A plurality of other triggers also may be implemented, and “the provider processor
{sew“r} may be controlled to not provide selective information to the recipient processor {end-user
device], unless further oriteria is met” such as “mmntmum user age, a paricular period of the day,
week, month or vear, or other suitable criteria” /4 Ex. C, § 14

5 V8] “apon determining that one of the message defivery
trigpers has oconrred, supplying one or more Bessages
comprising the buflered content for delivery on the secare
wiessage link muintained between the message fink server and
device fink agent on the given one of the wireless end-user
devices.”

Finally, Rismasfer discloses element 15{e] of claim 15, Sumply by communicating through
an nternet connechion, as i Mmasier, message content would be transmutted through a link

between a stack on a server and a software agent on one of a plurality of end-user devices, as

discussed 1n greater detail with respect to claim element 1{f] above. Malek Decl a1 9 73, see aiso,
id. a1 ¥ 58 The Rittmaster system 15 specthically designed to deliver messages frow the server to

an end-user device in response o determining that a trigger has occurred, such as by the end-user

Fot an

device eniering g specific geographic region. {d at§ 75 By sending the message upon 0ocurrence
of a trigger after storing it af the server level, as discussed above, the message is by definttion

buftered i
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. Greund 2: The Combinantion of Hittmaster and Knowledge of 3 PHOSITA
{as Evidenced by Distributed Systems and/or Uomputer Networks Textbooks}
Hender Obvions Claims 1-3, 5-7 and 8-13
Tothe extent one might argue that protocol-level details such as 3 “transport services siack”
or “device hink agent” are not strictly inherent, they would have been extremely obvicus because
they were basic features of network servers communicating over the infernet as of the time of the

alleged invention. Riffmaster explicitly acknowledges that protocoi-level or software-level details

g,

are unnecessary because they would be readily understond by those skilled 1 the art, stating that
“Istuch computers and communication interfacing are well known o the art and are not describad
1w further detail herein for purposes of simphifving the present disclosure 7 BEx. €, 342 Thisis both
a direct acknowledgement that missing protocol-level details would have been obvious and an
invitation o combine Rdmasier’s disclosure with background knowledge of & PHOSITA and
well-known aetwork structure and protocols. As discussed further below, Ritgeaster’s above
explicit teaching, suggestion, and motivation 1o use weli-known knowledge and skill in the an
would have led a PHOSITA to combing iftmaster with basic network communication details such
a5 those discussed in widely-avaiiable prior ant textbooks,
f. Claim 1
. VIPRE] “4 message liak server comprising:”

As discussed above, the preamble of claim 1 is anticipated by Hisfmasier because the
provider server 12 “comprises an Internet product or service provider computer oF server
coupled for commumication” o “a plurality of network enabled user devices” See supra Section
O La: Malek Decl at§ 51, Ex C %42

B Vial “a pransport services stack o mainiain ¢ respective secure
message fnk through an Internct network between the message
fink server and o vespective device link sgent on cach of ¢
plurality of wiveless end-user devices,”

Hiztmaster discioses claim element 1ia] for the reasons descubed above. See supra Section
B 1b; Malek Decl at 4 52, To the extent, however, that specific protocols for sending or
receiving reasages are determined {o be missing from Ritgmsier, it would bave been obvious to
employ Transport Layver Security level (TLS) protocols that were not only well-known, but also

common gt the relevant time, 10 maintain a secure Hnk between the server and a plurality of user
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devices. Malek Decl at § 52, This 1s especially true in view of Riftmasier’s invitation to use
“communication wterfaciog” that was “well koown 1o the art” Malek Decl at 9 52 BHx £, 942
I addition, to the extent Riffmasfer tails to explicitly state that the secure hink exisgs
between a “iransport services stack” on the server and a “message link agent” ovn the mobile
devices, & PHOSITA would have easily recognized that conumunication over the internef as in
tamaster nherently (necessantyy wvolved a hink between a stack on the server and a software
program on the mobile devices. See supra Section H.C.1 b Malek Decl a1 9 32, And, evenif a
“secure” message hnk through an internet network between the message bink server and a
respective device link agent were considered 1o be not inherent in Ritsnasier, incorporating such
a link w Rittmasier would have wveived nothing more than combining known elements using
known elements (o yield predictable resulte. In fact, such a secure ink was so well-known at the

7

time of the alieged invention that 1t was literally textbook knowledge, as shown by the Distribured
Systems textbook (Bx. B} Distribused Syxéems was a widely used texthook in the computer
science curricula of many universities af the relevant time, and outhined basic requirements for
network systems Malek Decl. at 8 52, The {dsiributed Sveiems toxtbook explains the importance
of maintaining a securs communication link between server and client devices on the interaet. See
Distribinted Systems at p. 584, Malek Decl ar § 32 Distribuded Sysiesmis notes that “[tihe
predominant approach for setting up a secure channel in the Web is to use the Secure Socket Layer
{85LY" and that “[allthough SSL has never been formally standardized, meost Web clients and
servers nevertheless support it /4 {emphasis added). Disiribuied Svstems also noted at the time
that an update to 881 had formally laid down standards published by the Internet Engineering
Task Force (JETF), and this update s now referred to as the Transport Layer Securnity {TLE)
protocol that includes the securtty lavers shown below in the server’s “interne! protocol stack” as

shown in the textbook:

" Andrew 8 Tanenbawm and Maarten YVan Steen, Disteibuded Systems: Principles coud
Poradigmx Second Edition {2 OU . Pearson Bducation, 2007, available ot
hitps:/fvowi faint. ammaoexf%‘ be/TH Wien-Verteilte Systeme VO 9/’¢-22<G(’»<;CE*E:3‘%/&;29:
Tannenbaurs-distnbuted systems principles and paradigms Zod edition pdf
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Ex. Hoatp. 384, Malek Decl a1 9 32, A PHOSITA would have knowu that either the widely nsed
SSL protocol or the standardized TLS protocol would have been used to maintain a securs
cominunication link between the above server stack and a software program on client devices,
Malek Decl at % 52 The Diswributed Systems textbook alse explains that "TLS {and SSL)

o

froplementations are usually based on TCP” which a PHORTA would have understood to refer
to “Transmission Conirol Protocol” that was, and stifl 1s, the standard transport-layer protocol used
tor exchanging data and yoessages on the wternet. fd A PHOSITA would have found # exiremely

obvious to employ the foregoing protocols {0 maintain a secure connection between a network
stack and & mobile device link agent because having such a secure connection was standard and
broadly recognized as superion 1o an yusecured connection. fd. In fact, 1t would have been anusual

not 1o have a secure connection to a network at the time of the invention. 4

'sA 1B} “eack of the wireless end-user devices comprising nuilfiple
software components authorized to receive and process das from
secure message fink messages received via o device link agent on
that device;”

Ritamaster also discloses elerent b1 See supro Sechion 1O Lo For instance, Riftmunier
discloses that a plurality of personal computers (PCs), portable conmumunication devices
{telephones, PDIAs, etc ), o velucle-mounted computers may be connected to g wide area network
such as the internet. /d; Ex. €, 8 35; Malek Decl at § 53, A PHOSITA would bave readily
recogruzed that these types of devices each wnherently included a plurality of software applications
each associated with a port number to identify a virtual focation on the device associated with that
to the extent that Rifmeasier alone is not

specific application. Malek Decl at § 53, However

2

congidered {0 anticipate element bl emplovisg endiuser devices with multiple software
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applications that process data from securs messages received via a device link agent on that devi

would have been obvious in view of common background knowledge known to a PHGOSITA

o]
[

eworks (Ex. FY¥, a widely used texthook at the time of the alleged invention.

7

shown by Compufer
fd Computer Networks explains that when a process on a device establishes a TCP connection
with a remote process it attaches itself to an unused TCP port on s own machine, which identifies
where to send incoming packets belonging 1o this connection See Ex. F at p. 340, Malek Decl. at
¥ 53. The process also supplies a destination port to tell who to give the packets o on the remote
side. fof. Bach outgoing TOP mwessage contains both g source port and a destination port, serving to
identify the processes using the connection on both ends. /4. The standard TCP message format
shown below for transnutting data on the internet ncludes both a source port number and g

destination port number,

32 Bag
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Ex Fatp 410 Malek Decl at § 53, A PHOSITA would have also been familiar with the structure
of standard [P packets used for transmitting data on the internet, as shown below. See Ex. F atpp.

329-330, Malek Decl a1 § 53
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A PHOSITA thus would have known that messages could be sent from a network to muliiple
applications (software components) on an end-user device by identifying the appropriate port
nuinber in messages 50 that the messages are routed appropriately by a software program {device
{ink agent) on the endwuser device. /.

d. Vel “an inferface to g network fo receive network element
messages from g plurality of network clements, the received
nenwork element messages comprising respective message
confent and reguesss for defivery of the respective message
confent to respeciive wireless end-user devices, the respeciive
message content including data for, and as identification of, o
respective one of the authorized software components,”

N

Fittmavier discloses element 1o} See yupra Section H.C 1.4 This element requires that
the network-facing side of the server tnclude an “interface” to recetve mesaages from two of miore
“network elements.” and that the messages inchude “message content” and “requests for delivery”

of that content to specific end-user devices by including data for, and an idestification of
suthorized software. Malek Decl. at ¥ 54, This does little more than describe the basic manner in

which all messages were delivered from g network including moultiple computers at the relevant

tinte {January 2008}, and how messages are still delivered today. /i Nevertheless, Rirntnrasior
explicitly discloses that “[tihe provider processor 12 15 capable of providing information from any
suitable source {including, but not limited o an on-dine source. 17 thus disclosing a plurality of
potential “network elements” from which the server may obtain messages through an interface.
Malek Dech at 9 54, Bx. O % 33 Rismaster further discloses that the messages from network
elements may include, for instance, “promotional or advertisement information for a plurality of
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different establishments within the same shopping area” and that “the owner of each of these
establishments may have commonicated advertisement information to the provider
processer 12, from suitable computers 138 and 140 coupled to the network 1837 Ex. 9§ 120-
21 {emphasie addedy, Malek Decl al § 54, Further, “the esiablishment’s processor 138 or 140 may
be programmed to automatically communicate a signal to the provider processor 12 to cause a
apecified piece of content to be displayed on one or more selected display devices 122 and 128
Bx. %125, Malek Decl at § 34, Rirmmeaster’s advertising information {data} from compuiers

associgied with the d

wpping establishments (network clements)y would necessandy include g port
number to identify the authorized recipient software for which the advertizements are infended.
“In this manner, the content provider 12 may control the distribution of advertisement information
for a plurality of establishments to a particular recipient processor {or & plurality of particular
ecipient processors and associated display devices), based on the geographic location of the
esiablichments and the recipient processor 7 Ex. £, 9123
Furthermore, Ritfmasifer’s adventising information (data) from computers associated with
the shopping establishments {notwork elements) would necessanily wclude a port number 1o
identity the authorized recipient software for which the advertisements are intended. Malek Decl.
at § 54, In fact, Riatmasfer exphlicitly states that “the content provider 12 mav conirol the
distribution of advertisement information Tor 2 plurality of esiablishments to a particular recipient
processor {or a plurality of particular recipient processors and associated display devices), basad
on the geographic location of the establishments and the recipient processor” A BEx O, 123 In
other words, Kiftmaszer’s system requires the messages 1o be targeted to specific users, wihich
would require addressing information regarding end-user devices and applications on those
devices able 1o process the messages. See Malek Decl. at ¥ 54, Even it Ritgmaster were considerad
not 0 expressly or inherently disclose the elements of 1{d]L a PHOSITA would have recognized
that it would have been extremely obvious fo implement standard message formats for
comurication with servers over the internet at the relevant time, which would have mcluded
those features For instavce, 3 PHOSITA would bave known based on baseline texibook
knowledge that “{elach outgoing TCP message contains both 2 source port and a destination port”
and that “together, these ports serve to identify the processes using the consection on both ends”
{emphasis added} See Malek Decl at 9 54; Ex. F at p. 340, It would have been obvious to
implement such features in the messages of Risfmaxier because that 1s simply how communications
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over networks worked at the ume of the invention {and sull work now), and also because
Hitomosier wovited those skilied in the art to look to known devices and technigues o carry out
aspects of the wvention not fully described by stating that its “computers and communication

imsf:ﬁ"aa:ing are well known in the art and are not described o further detail herein for purposes of

ifying the present disclosure” Ex. ) 9 42; Malek Decl a9 52

& 1A “a message buffer sysiem inclndiag a memory and logic, the
micimory fo buffer content from the received network element
messages for which delfivery s requested to o gives one of the
wireless end-user devices,”

Ritamaster discloses element 1{d] for the reasons discussed sbove. See suprar Section
HOC e Rimmuosier clearly discloses a butfer system that prevenis transmission of messages to
end-user devices until & defermination 13 made, using a set of rules or logie, that oue or more
specific end-user devices are authorized (o receive the message, such as by virue of being located
i1 & specific geographic region. Malek Decl. at § 36, For instance, Fig. 2 shows that there 15 2
Storage Device 13 (Fe, memory} associated with the Server 12 in which messages may be stored

priot to sending

o

thern to end-user devices. BEx. C, 9 33 and 163; Malek Decl at § 56, Kigmaster
discloses logic by stating that “a set of roles may be hoplemented, which depend upon the
geographic information {and, thus, the geographic location or region of the recipient processor),

such that ... if a recipient processor provides geographic wformation cotresponding to a frst

geographic location or region, then the provider processor may be controlied to not provide
selechve information to the recipient processor, unless further reguirements are met” Malek Decl
at ¥ 56, Bx. C, % 40, Rirmnaszer specifically menficns that in preferred embodiments the logic of
the server determines in what region g particular one of a plursiity of end-user devices 13 located,
siating that “geographic information 1s communicated from the first user device 1o the sgrver 12
and the deternuination of the region in which the user device 15 located 1s performed at the provider

server. . Malek Dech gt % 56, BEx. €% S3. For instance, i the region X is determined in siep

34 to be within a non-restricted region, then the user device 14 may be provided access to the
product or service {step 3817 Malek Decl at § 536, B ©, § 36 In such a scenario, “the server 12

downloads (¢ the user device 14, software files, programs, data, decode keys, or other information

that defines the requested product or service or that gre necessary for the user to obtamn the

7.2

requested product or service” id
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In other words, Ritimaster discloses buffering content from the other on-ling sources {i.e.,
vetwork elemenis) because the server {processor 12} recetves and stores that information untid
logic determines user location. Malek Decl at % 56, In one example of butlering, Riffmaster
discloses that advertisemenis from diftferent establisbments may be “conynunicated to the content
provider 12 and stored in advance” and that “the provider processer operates with an associated

memory device on which adveriiserment or other display content 1 stored, for comumunication {0

the recipient processors for displaying af appropriate tunes.” Malek Decl. at % 56, Ex. C,

21 In another example, Risfmaxier expressly discloses that “the provider processor mamtaing a
listing or inventory of advertisements” that can be provided 1o a recipient processor. Malek Decl
at § 56, Ex C, % 134 To the extent that one could possibly consider Rismmasfer not to expressly
disclose a “buffer)” a PHOSIT A would have found this to be an extremely obvious design choice
given the presence of 2 server memory. Malek Decl. at 9 56, Buffers and buffering content were a
well-known concept in the context of data exchange, and i was texibook knowledge at the liwse
that when an application sends data to TCP, there were two choices: “TOP may send it immediately
or buffer it (o order to collect a larger amount 1o send at onee), atits discretion.” {emphasis added)

falek Decl at 9 56 Ex F at p 408,
Furthermore, a5 demonstrated in the imomediately foregoing Section LD 1.4, the purpose
f'a buffer ts to buffer content. Kitfmaster specitically discloses that content such as adverisements
from network elements {e.g., different computers from various establishments in 3 shopping area}
may be “communicated to the content provider 12 and stored 1o advance” on the server, and that

the server stores this content “for conununication to the recipient processors for displayving at

sppropuiate times.” Malek Decl 2 5, B C) %8 120-21 To the extent that one could posaibly

consider Rifspmasier not to exp“e‘:xiv disciose “buffering” the provided content during the tume that
togic determines whether or not o shonld be sent through to an end user, a PHOSITA would have
found the step of buffering the content 1o be an extremely cbvicus design chotce given the presence
a server mwmory and the fact that bulffering content was not only well-known, but was g more
convenient choice for the end user {recipient) than walling 10 retrieve the message content from
network elements until after fogic has made a determination regarding whether 1o send a message

to a user. Malek Decl, a1 % 56,
A PHOSITA aiso would have found 1t obvious to buffer content because butfering was a
well-known concept in the condext of dats exchange using the standard TCP protocol on the
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internet. For example, it was well-known at the time that when a sender “application passes data

to TCP, TCP may send it immediately or buffer # (n order to coliect a larger amount to send at

3

once}, at its discretion.” {emphasis added) See Ex. F at 1. 408 In addition to the sender buffering

data, it was well-known at the time that TCP required the recerver to buffer incoming data {1 at
p. 4iG

JA Hel “the logic fo determine when one of o plurafity of message
delivery triggers for the piven one of the wireless end-user
devices has ecourred, whevein for af least some of the received
network element messages, the veceipt of such a message by the
msessage bujfer system is not g message delivery trigper, and for
at feqst one of the message delivery friggers, the frigger is an
gecurrence of an asynchronous event with fime-critica!
siessaging necds, and”

o8

Ritnmaster discloses element 1{g] for the reasons discussed above See supra Section
ILC 1 b vee afvo Malek Decl at 39 56-37 Forinstance, Rifimasier discloses logie for determining
when triggers have cccurred by staling that “a sel of rules may be implemented, which depend

upon the geographue wformation {and, thus, the geogra

gy ot 3 & fos x

we location or region of the recipient
processor), such that . if a recipient processor provides geographic information corresponding to

a first geographic location or region, then the provider processor may be controlied to not provide

selective information to the recipient processor, unless further requirements are met.”” Malek Decl
at % 3¢, Hx. €, 9 40, Those additional conditions being met would trigger sending of messages

from the server that were previcusly recetved from network elements and stored in the server’s
buffer aystem. In other instances, determunation of location alone is a trigger such that “if the
region X 18 determined 1o step 34 to be within a non-restricted region, then the gser device 14 may
e provided access to the product or service (step 3837 Malek Decl at ¥ 56, Ex. C, 936, Insuch a

scenarto, “the server 12 downloads to the user device 14, software files, programs, data, decode

i
keys, or other wformation that defines the requesied product or service or that are necessary for
the user to obtain the requested product or service.” Malek Decl at 4 56, Ex. €, 9 56,

While Réifmaster primanly discusses geographic location, additionsl triggers are
contemaplated. For instance, “the provider processor [server! may be controlied to not provide
selective information 1o the recipient processor {end-user device], unless turther critenia s mwet”

such as “minumium user age, a particular peried of the day, week, month or vear, or other suitable
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criteria.” Malek Decl a9 57, Ex. €, 9 14 Alternatively, inputting of geographic coordinates may

act 88 & irigger or 3 user request may trigger the release of content. Fx. €,

Thus, a plurality of trigeers exist that could each result in sending content 1o user-devices,
for instance {1} determination that the user device 13 in an unresiricied zone and (2) determining
that the user 15 in a resiricted zone but also detecting 2 trigger such as meeting minimum age
reduirements,

These triggers are clearly not receipt of the message by the buffer system. These types of
triggers also are an “asynchronous event with ime-ontical messaging needs” becanse the request
and responsive providing of content are asynchronous (7.e., do not cccur at the same time) and the
response 15 tme-critical e, 18 provided 10 response o a trigger rather than residing on the
setwork server indefinitely) ™ Malek Decl. at § 57 Further reinforcing the time-criticality of its
trigeers, Riffmaster discloses logic that determines whether a recipient request {(fe., trigger was
received within g reguired time period, which a PHOSITA would understand to be a trigger with
“time-critical messaging needs.” Malek Becl at 9 57, BEx. O, ¥Y 62-07; see also 3 130, Indeed,

dimasier considers the time information so ontical i this erabodiment that Rigmasier suggests
encrypting the time information. Malek Dech at ¥ 57, Ex. €, 9 66,

2. i} “upon defermining that one of the message delivery trigpers
fas voecurred, the logic furthey to supply oac oF more messages
comprizing the bnffered content to the fransport services stack
Jor defivery on the secure message link maintuined bevween the
fransport seyvices stock and a device fink agent on the given cue
of the wireless end-user devices.”

° This is consistent with how the patent cwner appears 1o have ii‘terg*z"eted the term, because the
"192 Patent confirms that “asynchronous events with time-critical messaging needs” are, for
example, a “transaction or service billing event or g user vequest.” Malek Decl at § 57, BEx. A
38:59-63. In htiganon with Samsung, the patent owner did not attnibute any particular meaning to
the term during claim construction. Ex. & {Claim Construction Ohrder, 2:23-0v-00103 3kt 113
(BB Tex b Hven roore sirtking, Samsung pointed oul during prior inm Parfes Review of the
"192 Patent that the patent owner directly admutted that 2 message retrieval requestis a Message
delivery trigger and did not denry, given the opportunity, that such a basic request i “an
asynchronous event with time-oritical messaging needs” Malek Decl at 9 537, Ex. H (Samsung
Rggph Bm,f 1 IPR2024-00010, Paper 16 at p. 4); see m’sr, ":i&i“i{ Decl. at¥ 57; Ex PO Re spem’“

ief in IPRZ0Z4-00014, Paper 12} and Malek Dech at 4 57, BEx 1 (PO Sur- R“*E/ Brief in
EPRAJ‘Z& 0010, Paper 19) where patent owner failed to ghaii e *‘oc mmeaning of “asvnchronous
event with time-cnitical messaging needs” in the 192 Patent.
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Ritnmaster discioses element 1] for the reasons discussed above See supra Section
H.O 1.g see afso Malek Dedl at ¥ 58 As discassed above relative to element 11, messages are
sent when the logic determines that one of multiple triggers has been sausfied. Simply by
cormrpunicating through a secured internet connection as in Kifimasier, message content would be
transmitted through a link between a stack on a server and a software agent on one of a plurality
of end-user devices. See suprg Seciion LU 1 b

2. Clatm 2 - “an encrypt function v cucrypt the one or more pessages
suppfied to the transport services stack for delivery on the secure
smessage fink mainiained between she message Huk server and the device
fink agent on the piven one of the wiveless end-user devices”

Clatm 2 depends from claim 1. Ritimasfer discloses this additional element for the reasons
discussed above. See supra Section 1LC 2. Bisfmaxier contemplates encrypion of content from

£
i

network elements prior to transmission of the encrypted content from the network server (o ons or
maore of the plurality of end-user devices. Malek Decl. at 4 59 Ex. € Fig 9. Ritmasier further
discloses that the provider processor {servery may “encrypt the content with an encrypiion

algorithin ot techmique for which the expected user location s part of the decrvphion key or

decrvption processes used to decrypt the content” and “may also erploy the user code {and user
identification or recipient processor identification information) as part of the decrypnon key or
decryption process” betore “encrypted content s corsmunicaied to the reciptent processor over the
network {108 in FIG. 937 Malek Decl 2t ¥ 59 Ex € 43 97-98

3. Claim 3 ~ “the encrypted one or more messages are fransported to the
device fink agent ou the given oue of the wircless end-user devices using
sne or move of encryption on the fraasport seevices ssack, P {faternet
FProtocad} fayver encrypion, and tunneling”

Clavm 3 is also disclosed by Fafmmasrer. See sigpra Secvion L3 Malek Decl at § 60
Communications in Riffmaster would bave utihized TLS, which creates an encrypted channel a1
the transport layer (e, TCP) and by definition has encryption on the fransport services stack,
Ritonaster expressly descubes using one or more kevs {0 encrypt content, which would af 3

minimum necessarily include the pavioad of the message 1o be sent by the server. Malek Decl. at

360 BEx. C, 99 97-98. These keys, for instance, could be derived from location information and/or

a user code. fd. Further, the "192 Patent explains that encryption may be performed at or below the

transport services stack “with IPSEC or another IP layer encryplion, VPN or tunseling scheme”
Malek Decl. at§ 60; Ex. A 89:20-29. As discussed above relative 1o element 1{a], the Disiribured
Headwater Research LLC
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Svefems textbook explains that “{tihe predominant approach for setting up a secure channel in the
Web is io use the Secure Socket Layer (5SL) which was updated as Transport Laver Security
{TLS} protocol that includes the security lavers in the server’s “internet protocol stack” Ex  E p.
584 Malek Decl gt 5 52,

At z nunimum this was extremely well-known to any PHOSITA, and an obvious option
that would be easily ymplemented o response o a clear motivation to further increase secunty.
Computer Networks evidences that these layers of encryption were baseline knowledge ¢ 3
PHOSITA at the relevant time, and the textbook deseribes Psec (IP securtty), a popular secure
communication protocol operating at the 1P layer, just ke the "192 Patent does. Malek Decl. at 9§
60, Ex. F at pp. 596-599. A PROSITA would also have known that o tunnel mode, IPsec encrypts
and protects the entive ongival 1P packet and then encapsulates 1t within a new IP packet for
transmission. fd. Most Virtual Private Networks (VPNs) at the relevant time {and today) relied on
IPsec tunneling for creating the secure communication chanvels, and thus it would bave been
obvicus to implement in Ritfmasier even if not necessarily present. See Malek Decl a9 60, Ex. F
at pp. 602-603.

4. Claim S — “wherein the transport services sfack is further fo receive,
aver each of the respective secure message links, upload messages
Forwarded by the respective device Hnk agents from af least g subset of
the device seftware compenenis, each of the upload messages identifving
g corresponding one of the network elements to whick the device
respective sofbware component has reguested defivery, the network
seever system using the inferface (o g network so defiver content from the
upload messages to the respective idensified network clesnents”

Claim 5 depends from claim 1 Bisfmanier discloses this additional clement as discussed
above. See sypra Section 1LC.5 ;) Malek Decl. at 9§ 61, For insiance, Ritfmasier discloses providing
& user code from a user device and then the provider processor {bi’f‘v’i’“} aiso providing the user

T oy

code as part of a request for content from network elements, Malek Decl a1 9 61, Ex C, 58 96-

Additionally, some embodiments in Biftmasier allow “the selection of commercial, promotional,
ot informational content” {0 “be determined | by the physical focation of the user.” BHx €, 9132,
Malek Drecl at ¥ 61, Thus, identifying information about the user device s provided in order to
request content from g network source. The user can also communicate thetr advertising
preferences to the network. Ex. €% 142; Malek Decl. at 4 61, In embodiments where geographic

tocation information 1s transmitted by end-user devices and the network server provides that
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information to the content provider, the claimed “upload message” also would be present. Malek
Decl atg 61

5. Clatm 6 — “wherein af leust one of the one or more messages for defivery
&y the ransport services stack comprises multiple identifier/data pairs.”

Claim © depends from claun 1. To the extent that the added element of this claim indicates
that a single message contains two of more payioads, cach with i3 own separate wdenmtifier, it s

~

either disclosed in Nivtmasier (see supra Section 1LL.5} or obvicus in view of Rigmasier. In
discussing an embodiment where a user located 1 a shopping area may recgive content that
wchudes nformation from multiple network elements {eg, multiple store computers within the
shopping area), Rirrmasfer states that “the first content provided to the recipient processor 120 for
display on the display device 122 comprises information, such as promotional or adveriisement
intormation for a plurality of ditterent establishments within the same shopping area.” Malek Decl
at § 62, Bx. €, % 120 ¥ this information was collected at the server for distnibution 1o users, o
wouid have been sent in 3 single message, or at 2 minimum it would have been obvious to “piggy-
back” two o more peces of provider content for delivery to a single user in view of Rigmasior’s
statement that “for example, the fivst content may inciude advertisement information for a bakery
134 and further advertisement information for a hobby shop 136 located within the same
shopping area as the recipient processor 120 and display device 1227 Malek Drecl. a1 9 62, Ex. O,

9 120. Pig

backing was a well-known and routine option for reducing the number of messages

sent, 45 shown by the Disgribured Systens textbook. Malek Diecl a1t § 62, BEx. B at p. 344 A

PHOSITA would understand that two independent data elements {e.g., advertisements}, each
baving a data pavicad and wWentifier, could be assewbled 1nto 2 single wessage 1o order to allow
for better handiing of a high number of messages. Malek Decl at ¥ 02.

6. Clatm 7 — “the device messaging agent on af feast one of the wireless
end-user devices further to initigte the respective secnre Infernet dasy
message fink 1o the fransport sevvices stack,”

Claim 7 depends from claim 1. A laptop or smariphone communicating with a server would
inherently have 3 link between a device messaging agent of the laptop/smartphone and a transport
services stack on the server. Malek Decl at § 63, see afso supra Section LU T b, Rimmaster
indicates that such a link could be initiated by the user device {and thus the device messaging agent
on the user device) by stating that “[olnce a user has registered with the content provider and has

et or has been assigned 2 user code, the user may send a request for content, products of
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services, over the network, for example, the Internet, (100 1n FIG. ¥) and the provider processor
may thes recetve the request over the network (102 10 FIG 937 Malek Decl a1 9 63, Hx £, § 94
Ritimasfer specifies that “[iln an Internet embodiment, the request mayv be initiated over the
Internet by g user, for example, attempling 10 access a web page, altempting to access a link on a
web page, submitting request or order information, o the like” and that “{tihe user reguest may

whade {:@r be gsccompanied by a user code assigned to the user making the request, as described
above” /d. Such a reguest would inherently come from a software application (Magent™} on the
device that serves the purpose of wmitiating/reamntaiming a link 1o a server, as would be recogrized
by a PHONTA, Malek Decl ar 9 63, At a minumum, it would have been obvious for a device
messaging agent on an end-user devices to 1mtiate a secure hink to the fransport services stack of 3
server becguse the link would be witiated either by the messaging sofbware o the user device or
by the protocol stack of the server, and either of those two options would have been obvicus.

7. Clatm 3 — “oae of the message delfivery triggers is the expivation of
periedic Hmer”

Claim © depends from claim L This additional clement 13 disclosed wn Riffmosier, as
explained in Section L.C.7 ., supra. Kittmaster discloses prohibition or allowance of transmission
of messages based on recurning events such as time, day, week, etc. Malek Decl. at §§ 64, 74, 82
As one example, Hitimaster discloses that “the user device 14-16 15 controlled by software 26-28

periodically {or otherwise successively) communicate location and/or time information
generated by the associated postioning sysiemy 20-22 during 8 comypunication interchange
between the provider server 12 and the user device” Malek Decl. at § 64; Ex. ) 9 69; sec also §
70, These periodic transoiissions of location and/or time are trigger events, Malek Becl 21§ 64

. Clatm 10 - “the period of the timer is fractionslly shorter than o
smaxinmm dote message interval beyond which the secare smessage link
iz taken down”

9 and adds that messages are designed fo be sent shostly

pavd

Claim 10 depends from claim

tefore a link o the server (s terminated. Malek Decl. atf § 65, This would have been cbvious in

view of Rifimosier becanse g PHOSITA af the relevant fime would have known that cansing a

~F
2%

connection ¢ a server (o “Hme oul” wWas commaon 1o matniain security of the network, and ensuring

that messages that are delaved to be sent at 2 specific hour, day, or week, eic., would need to be
sent prior to the timeout of the connection. {d. Thus, when Kirmaster discloses that “the user

.

device 14-16 is controlled by software 26-28 1o perindically {or otherwise successively)
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communicate location and/or ime information generated by the associated positioning system 20-
22 during s communication interchange between the provider server 12 and the user deviee”, g
PHOSITA would find 1t obvious as common sense to send such peniodic messages prior o the
closing of the hnk Jd, Bx. C, 8 691 see afse, 170, Otherwise, the location and/or time information
would not be transmitted

8. Claim 11 — “one of the wessage delivery feiggeey Is the veceipt of w
frapsmission on the respective secure message Hnk from the device Bnk
spent of the given one of the wiveless ead-user devices, or g response
generaied (o @ transpusyion veceived from thai device link ageni”

Clavm 11 depends from claim 1. Malek Decl. at ¥ 66, As discussed 1o Section ILE 9, sy,
this is disclosed tn ifnmaster because at least one condition for ransferring data from the network
to users through the server is the user requesting a product or service. See, e.p, Malek Decl. at §

feg

66, Hx, O, 8 8.9, Hisrmasier expressly discloses that the process of providing content in response

10 a frigger 18 iiated by a request from an end-user device Malek Dedl 219 66, Ex €, 3§
74-7¢ and Fig. &

18, Claim 12—~ “the transmizsion Is o heartheat message genervated by the
given device fink agent, vr ¢ reguest received frowm the given device lnk
agent.”

Clatm 12 depends from claim 11 Malek Decl at § 67, As discussed in Section 1LC.9,

supra, Rivtmaster discloses this added element by stating that “the user device 14-16 15 controlied

[}

vy software 20-28 {0 periodically {or otherwise successively) communicate location and/or time
information generated by the associated posiiioning system 20-22 during a communicaiion
interchange between the provider server 12 and the user device” so that “the provider server 18
provided with multiple location and/or ume information packets over the course of a
communication nterchange, 1o continue o monitor the user device’s location {or region) and
reported tune, thus, 10 alfow the provider server a greater confidence that the user device 15 located

at the location or region that corresponds to the location information during the time of the

69,

cormprmunication interchange” Malek Decl at § 67, BEx. C,

i, Claim 13— “ene of the message delivery triggers is the receipt of ¢
particulor nevwork eleswent message frow one of the network elemenss.”

Clatm 13 depends from claim 1, and its added element is disclosed by Hiffmaster for the

reasons discussed o Section ILC 1O, sapra. See alvo Malek Decl ar § 68, For mstance, in

.

Ritonaster “the provider processor operates with an associated memaory device on whic
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advertisement or other display content is stored, for communication 1o the recipient processoers for
displaying at appropriate twes.” Malek Decl at 3 08 Ex. O, ¥ 121, Then, “each advertiser may
comtrol the general time at which the advertiser’s message will be displayed, for example, by
comrpunicating instructions to the provider processor 12 {or directly to the z‘ecipie:m‘ PrOCEssor
1203 from the advertiser’s computer 138 or 1407 Malek Decl at § 68, Ex. O, 8 124 Thess

wstructions from the advertiser computer {nelwork element) tageer seding of 2 measage stored at
the server. See Malek Decl at 4 68 In some embodiments of Hiffmasrer “the establishment's
processor 138 or 140 [network element] may be programmed to automatically comamunicate a

signal 1o the provider processor 12 [server] to cause a specified pisce of content to be displayed

on one or more sclected display devices 122 and 128 [end-user devices]” B € 9 125

12, Claim 14 — “one of the message delivery friggers is based on au amount
of wirefesy petwork data nsage consumed by the given one of the
wireless end-user devices.”

Claim 14 depends trom claim 1 and adds that at least one trigger is based on network usage
of & given wireless end-user device. As discussed 1o Section IO VL supra, Kisfmaster discioses
this element by stating that users may be charged for access 1o requested content and that user
sccess 1o such content may be limited based on usage. Malek Decl at 969, BEx (9 114, This
Liputation on access provides an additional trigger 1o those discussed above, so that 3 user
reguesting information from network elements will only receive this content if the network
slements confirm that the user’s data usage is within allowsd limiis. To the extent that the added

subject matter of clairn 14 could be considered not disclosed expressly or inherently by Ritimasier,
the above would have at least suggesied to a PHOSITA to make delivery of content 1o a specific
er device dependent on how much (or how hittle) data is being used by that specific device.
13, Claim I8
a. SIPREL 1581a] “A method of operating a message fnk server,
comprising: maintuining o vespeciive secuve message Hnk
theough an Internct network between the message fink server

and w vespective device link agent on each of o plurality of
wireless end-user devices,”

Clavm 15 15 substantively very simdar to olaim | discussed at IR L above except that it

is framed as a serigs of steps rather than elements of a server contigured to carry ¢

out those steps,
This element in parhicular 13 the same as the funchion recited 1 element 1fa] of claim 1 without

requiring the “transport services stack” that performs that function, and therefore would have been
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obvicus for the same reasons discussed above at Section LD 1b. Yee afso Malek Decl. at 99 52

and 70-71,

b. 151} “euch of the wircless end-uscr devices comprising nmitiple
software components authorized fo veceive and process dofa feom
secure message Hnk messages veceived via a device Enk agent on
that device)”

This element of claim 15 is identical to element 1{b] of claim 1 and 1s therefore rendered
obvious for the same reasons discussed above at Section I ¢ See afvo Malek Decl at $% 33,

71

el 15ib] “receiving network element messages from a plurality of
nenwork elements, the vecoived network vlement messages
comprising respective message confent and reguessy for delivery
of the respective message content to respective wireless end-user
devices, the respective message coafent including data for, and
un identification of, a respective vue of the authorized saffware
componenis;”

- o

This element 15 the same as the function recited in element e of claim | without explicitly

requiring the “interface” 1o a network that performs that funchion and s therefore rendered obvicus
for the same reasons discussed above at Section 1131 4. See also Malek Decl. at 95 54, 72

A 18c] “huffering content from the received network element
sessages for which defivery is reguested {5 a given one of the
wirefess end-user devices;”

This element is the same as the function of element 1{d] of claim 1 except that it does not
require the “memory” that perfors that function and is therefore rendered obvious for the same

reasons discussed above at Section LD Te See ofso Malek Decl, at %8 535-56, 73

e 1518} “determining when one of a plurality of message defivery
friggers for the given one of the wireless end-user devices has
occurred, wheeein for at least some of the veceived network
clesment messages, the recsipt of such o message is not g message
delfivery trigger, and ff(s«p* at feant one of the message delivery
friggers, the trigger is am occurrence of an axyachronons event

with fime~crifical messaging needs; and”

This element 15 the same as the function of element 1e] of claim 1 except that 1t does not
require the “logic” that performs that function and is therefore rendered obvious for the same

reasons discussed above at Section H D 11 See afso Malek Decl 2t 99 57, 74
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JA 15fel “upon defermining that one of the message defivery
triggers has vocurred, supplving one or more messages
comprising the buffered content for delivery ou the secure
message fink maintained between the message link server and g
device fink agent on the given one of the wireless end-user
devices,”

This element is the same as the functions of element 1 of claim 1 except that 1t does not
require the “logic” or “transport services stack’” that perform those functions and is therefore
rendered obvicus for the same reasons discussed above at Section D 1g. See afvo Malek Decl

58, 7S

0% Ground 3: The Combination of Biftmastor and Shenficld and/or Knowledge
of 2 PHOSITA (as Evidenced by Diswributed Systeanns and/or Compuiter
Nenworksy Reader Obvioos Claims 1-3, 5327, and %15

To the exteni Kiffmaster s considered not {o disciose all of the elements of claim 1

or wnherently, any missing clements would have been obvicus 1o view of AU

30 i0 Shenfield, et al. (heretnalter, “Sheaficld” (Ex U Malek Decl gt 5 103, Sbenficld
was filed on Febmary 7, 2007 and published September 6, 2007, more than one year prior ©©
eartiesi claimed priosity for the "192 Patent /4, Bx. U, Cover. As discassed i}nve, Bittmonier
describes networks having all of the functional aspects of claim 1 but does not explicitly describe
certamn software-level details. Shepfield discloses networks simitlar (o those of Kégmaster o which
s plurality of network elements communicate with a plurality of mobile user devices over the
internet. Malek Dect at 4 103 Bx. U Fig. 1
Furthermore, like Ritfmasier, Shenfickd discloses storing messages front content providers
at the server for distnbution to user devices at a later time {e.g., at a specific time), or when the
user devices arein range (i.e., within a specified area}. /4. It would have been cbvious to implement
fie device-level and software-level details of Sherfie/d in a network according to Riffmaster using
routine skl in order to build a funclional network, Malek Becl at § 103, This would reqguire
nothing more than a predictable use of known elements, or, at most, use of known techniques to
unprove similar devices Ad In fact, Kiffmanier™s staternent that “{tihe communications netwaork
may comprise any suitable means which allows the recipient processors and the provider processor
1o commurnicate with each other, including, but not himited 1o, the Intornet or WWW, intranet,
cabile or other hard-wired networks, optical, electromagnetic or other wireless networks, as well as

bybrids thereof, or the bke” (Ex. €, 932} 18 an explictt teaching, suggestion, and motivation to
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combine Kiffimaster with other prior art server networks like Shenfield in order 1o fill in any details
not explicitly disclosed. id

i. Claim §
. VIPRE] “A message liak server comprising?”
The preamble of claim 1 is disclosed by Nimoster because the provider server 12
comprises an Ifidernet product or service provider computer or server ... coupled for
cominunication” 10 “a plurality of setwork enabled user devices”™ See supra Section HC 1 s
Malek Decl at 9 51, Ex. €, § 42, Shenfield, like Ritnmaster and the 71972 patent, discloses a server
{Proxy Server 26} hinking g plurality of network elements (Data Network 22 including content
provider servers 243 1o a pluraiity of wireless endwuser devices {including mobile device 14}
through an the wtornet {(Access Metwork 18 that 15 connected to the Data Network 223 BEx U
Abstract and Fig. 1 Malek Decl ar 9% 104105
b. Yial “u fransport services stack fo maintain g respective secure
wiessage link through as internet network hetweess the message
fink server and o respective device fink agent on cach of ¢
plurality of wireless end-user devices,”
Ritnmaster discloses claim element 1{a} for the reasons described above. See supra Section
LO 1 b Malek Becl at ¥ 32, Briefly, Rigmaster discloses that server 12 “c{ng.zri%s an Internet
product or service provider computer or server coupled for “communication” to “a plurality of
network enabled user devices” Hx €, 342, Malek Decl at 3 106, To the extent Rigmasier is
considered not to disclose detals of how iis server maintaing links {0 end-user devices, based on
s disclosure that “[siuch computers and commpunication interfacing are well known i the art and

are not described in further detail berein for purposes of simplifying the present disclosure”™ {Ex.

C, 942y a PHOSITA would b

ve known that common messaging protocols of the tivae, such as
those disclosed in Shenficld, could be implemented in Ritimaster 1o make a functional network, &

Shewficld discloses a “debvery gqueue 357 and “push haodler” 56 for conununicating
messages from a server fo 2 comrpunicaiion layer 34 of one or more mobile siations, as shown

helow:
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Ex. 1, Fig 1. The server i3 capable of determining when similar messages are maintainad in the

delivery queue and which one of those sirilar messages has the most up-to-date content, which

LY

are typcally the most recent notifications. i 944 The apiropriate message s then communicated

to the mobile station, and more particularly 1o the commurication laver 84 of the mobile station,

a5 instrated below in Fig. 2
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Ex. U, Fig. 2, Malek Decl at § 106107, The communication layer 84 of sach mobile device
TeCeIvVes mossages sent from the queue/push handler of the server, for distnibution 1o the wessage
store 76 of the appropriate application on the mobile device based on the incoming message’s
application identification. BEx. U, 4 69; Malek Decl at ¥ 106, This is therefore a device link agent
a5 described by the 7192 patent. Mhenfield notes that a Bnk 18 yoaintained belween the server and
end-user devices, stating that “the link defined upon a radic air interface between the mobile station
and the wireless nebwork 13 susceptible to severance” and that “{wihen the Hnk is severed, the
delivery of content 15 suspended until the link is restored.” /4 9 47, Malek Deacl at 9 106 If
Rizstmasier and Shenfield are vot considered to have rendered this element obvious, & PHOSITA
wouid have found it quite obvious fo incorporate a stack o view of the Diswibuied Sysiems

textbook for the reasons discussed above, See supra Sechion T 1 b Malek Decl at § 52
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& b} “eack of the wireless end-user devices comprising nudiiple
saftware componcnts autherized o receive and process data from
secure message fink messages received via o device sk agent on
that deviee”

To the extent that Riftmavier is considered not to disclose detatls such as multiple software
components on each end-user device authorized 10 receive and process data from a secure messags
tink or a device Hink agent on end-user devices for receiving messages from a secure link, 1t would
bave been obvious to bmplement those features based on Sheafield, which discloses that “{tihe
proxy server 26 mteracts with ... mobile stations, such as the mobile station 14, and the

o
I
‘

applications resident thereat” Ex. U, 936 {ewphasis added), Malek Decl ai% 107, These rm,;éitﬁpif:
applications may all be associated with the same processor or have thetr own processor. Ex 1) ¢
71, Malek Decl a9 107, Sheafield retors 1o each application as a contont chient 36, representative

of an application, an application environment, or, generically, a push agent that consumes content
pushed to the mobile station” Bx. UL 34; Malek Decl. at § 107 A simple tllustration of a mobile
station is shown in Fig. | of Shenfield, as discussed above, including a single example of a content
chient application. Further, as discussed above o relation to Fig. 2, the communcation layer 84 of
the communication device 14 “uses the appheation identification io place the message in the
appropriate message store 76 [of the content client]” making it clear that each content client
{application} is authorized to recetve and process information delivered from the communication
taver {device link agent). Id. ¥ 69; Malek Decl at % 107 A PHOSITA would have had g clear
motivation o mnplement protocoi-level details of Sheafield in Rittmasier 1o create g functional
systern, also advantagecusly combining Shenfieldd’s system of queueing messages and
updating/modifying them 30 that users of Bitmaster’s system do not receive outdated

advertisementis or other content. Malek Decl. ar 4 107,

4. el “an fnferface fo o network 1o receive netwaork clement
messages from g plurality of network elements, the veceived
network element messages comprisiag vespective message
content and requesis for defivery of the respective message
content o vespective wireless end-user devices, the vespective
micssuge confent including data for, and an identification of, ¢
respeciive aone of the authorized seftware componenis”

This element requires that the network-facing side of the server inchude an “interface” 1o
receive messages from two or more “network elements” The messages include both “wessage
content” and “requests for delivery” of that content to specific end-user devices by inchuding data
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fication of, authorized software. As previously discussed, Riffmaster discloses

for, and an wdent
network element messages from a plurality of network elemsents, such as advertiscemenis from

multiple providers connected to the server through the internet See supra Section HC 1.4

Shenfield Woewise discloses a proxy server 26 that interfaces with and receives wessages from ap
application server 24 for delivery to mobile devices. Malek Diecl. at ¥ 108, Shenfield contemplates
muliiple content provider computera/servers (network elerents) inderfacing with the proxy server,

aoting that ™

vk here forms a packet data network, such as the internet, and
communication devices, such as the apphication server 24 that contains, or generates, content, and
shall, at times, hersin be referred to as a "content provider.”” Ex. U, § 32 {emphasis added} {se

also ¢ 36, stating that “pmxy server 260 interscts with external content providers” {emphasis

i

added)y, Malek Decl at § 108 Shenfield specitically discloses that the messages from the contes

provider/application server can be targeted to a specific mobile station, such as where the content

n_:-,'\/
provider targets users based on a aubscription and sends ruessages to subscribers through the proxy

server, stating that “[tihe content provider embodied at, or forming, the application server 24 offers

dynamic content, 2., 4 push-enabled XML web service, and supports contert subscription by, or

o~

on behaif of, an end-user of the mobile siation 14, When content i3 to be communicated (o a mobile

station, the content provider sends the content to the proxy server 26 that i wrn, delivers the
content using 2 potification mechanism.” Ex. 11, ¢ 35; Malek Decl. at 9 108
At @ minimum, both Ritgmasier and S,f"zef?f eld disclose transmitting message data from
network elements 1o g server and ultimately 1o user devices, and it would have been cbvicus (o
include destination information targeting a specific application on a specific mobile device in the
message transmitied from the content provider o the server, Malek Decl at § 108 Shenfield
specifically noles that messages received by the user device inchude information regarding the
destination application so that the user device may route the message appropriately. Ex U, % 69;
falelk Decl at ¥ 108, This information could be provided etther at the content provider server 24
or appended to the message at the proxy server level Malek Decl at § 108 (Given that the content
provider would bave ioformation regarding subscribers and their regisiered devices, 1t would have
been obviocus to include target device and application information in the message sent from the
content provider. {d

e §di “a message buffer system including a memory and logic, the
miemory o bufier content from the received network elemesnt
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micssages for which defivery is reguesied to g given one of the
wirefess end-tser devices”

Ritsmasrer discloses element 1{d] including 2 message buffer system including memory
and logic for veasons discussed above. See supra Section ILC Le For im‘iam’;e,, Hitymoster staies
that “a set of rules may be unplemented, which depend upon the geographic information {and,
thus, the geographic location or region of the recipient processor), such that . if 2 recipient
processor provides geographic information corresponding to a Tirst geographic location of region,
then the provider processor roay be controlled to not provide selective mformation o the recipient
processor, unless further requirernents are met.” Bx. (), ¥ 40; Malek Decl at § 109, This results in

messages being buffered and stored in memory at the server until a trigger 15 satisfied. Likewise,

7 \a

ﬁéu/f efed specifically yuentions a delivery queus 1u i3 proxy server and temporary siorage of
content. Ex. 11 99 36, 40, Malek Decl at % 109 Shanfiedd s proxy server includes a delivery queus
55, indicating that # has s memory to hold messages. Jd. “In operation, the proxy server further
mediates subscription and notification work flows between the content provider and the mobile

44

station” and can provide “scheduled delivery, temporary storage of content when a mobile sistion

&

is out of comnunication ranges, broadcast services, group subseriptions, and other services,”

(]

indicating that the server alse contains logic for determining when messages should be sent to
mobile devices BEx. U, § 36, Malek Becl at ¥ 109 It would have been obvious to implement the
features of Shenfield into the butfer of Rirrmasfer in order to avoid delivering outdated content.

5 Vel “the logic fo determiine when one of o plurality of message
delivery friggers for the given one of the wireless endouser
devices has occurved, wherein for ot feast some of the recived
nenwork efement messages, the receips of such g message by the
micssage buffer svsiem is not g message delivery frigger, and for
af fvast one of the message defivery triggers, the tvigger is an

grenrrence of an asyachronons event with tme-critical
miessaging needs, and”

T

As discussed above, Rinmuasier discloses element 1e] at least because 1t discloses that
providing conient 1o an end-user device 18 dependent oo one or more tngeers, See supra Section
H.C 1 E Rismasfer primarnily discusses geographic incation as a trigger but also contemplates that
“the provider processor [server] may be controlled 1o not provide selective information 1o the

ecipient processor [end-user device], unless further criteria 1s met” such as “minimum user age, 3
particular period of the day, week, mounth or yvear, or other suttable critenia 7 See xupra Section
HO 18 Bx C, 9 14; Malek Decl. at¥ 110, Alternatively, inpuiting of geographic coordinates ma
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aCt 35 @ IfigEer or & user request may trigeer the release of content. Ex. €, 9 51 - 54, Thus,
Ritgmaster discloses a plurality of triggers that could each result 1o sending content (o user-devices,
for instance either a determination that the user device i3 in an unresiricted zone or 3 determination
that the user is 1o g resiricted zoue but also delecting 2 trigger such as mesling minimig age
requirements. Shenfield’s similar system of delaying messages as determined by certain rules
{triggers) such as geographic tocation {commumication range} and updating of message content
would have been obvious 1o combine with Riffmaster. Fx U 9 20 and 36; Malek Dech at § 110
Shenfield turther discloses that message delivery from the proxy server muay be in the form of
“push” nmessages {initiaied by the content provider or another party other than the user} or “request-
response” mmessages initiated by user reguest. Bx. U, 9 4; Malek Decl at § 110 These messages
are two different iriggers that cause messages 1o be released from a buifer {queue) Malek Decl at
4 110 “Triggering of the content push is triggered asynchronously, e.g., by a content provider, by

g device clisot, or by a thied party,” indicating multiple possible triggers for push content. Hx U

o Malek Decl at 9 110 “Additionally, the push event is sometimes also performed as the result
. J &

of 4 data broadeast 1o a2 selected group of chent devices ” Jid. Shenfield also idenuties other triggers

b

that can lead 1o release of messages from a queue as determined by the server, such as tuming
{“scheduled delivery”y and location Mromporary storage of content when a mobile stanonis out of
communication range” ). /d Because both Rifmmaster and Shenfield disclose providing content 1o
subscribers in TespOnse 1o a user request, on 3 scheduled basis, and/or dependent on geographic

tocation, it would bave beesn obvious o combine Shenfield with Ristmosier to implement

Shenficld’s queuing system in Riffmaster 1o avod delivery of duplicated or updated content

sccumudated while messages are buffered and awaiting a trigger to be satishied.

\”D

g il “upon deterpining that one of the message delivery friggers
hay occurred, the fogic further (o supply one or more messages
comprising the buffered content to the transport services stuck
Jor delivery on the secare message link maintained betweesn the
fransport services stack and a device link agent on the given one
of the wireless end-user devices.”

3 I

Finally, as discussed above, Riffmaster and Shenficld cach discuss transmussion of

messages through a link between a stack on a server and a software agent ou one of a plurality of

end-user devices by the mere fact that the messages are sent through the internet. See supra

S

Secions H.OC 1 g, ILC T b, ILE 1h, Malek Decl at § 111 Kimmavier 1s desigoed to deliver

messages from the server to the end-user device in respounse o determining that a frigger has
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occurred, like when the end-user device enters a specific geographic region, as discussed in detail

above. Malek Decl at § 111 Sheafic)d s tniggers aatishy this element for essentially the same
reasons, tming the release of messages according to specific rules and sending the messages from

the push manager of the server (o the rmeasage laver of mobile devices, as discnssed above 4

>

2. Claim 2 — “an encryptf funcfion to encrypt the one or more mcssages
supplicd to the franspord services stack jor delivery oa the secure
migssage fink maintained betwees the messuge Buk server and the device
fink apens on the given one of the wireless end-user devices”

The added clements of claim 2 are exphicitly disclosed in Rirfmasfer {or reasons discussed
sbove and therefore would be present in a combination of Nivmaster and Shenfield. See supra
Section L.C 2. For instance, Rifmasier contemplates encryption of content from network elements
priot to transinission of encrypted content from the network server to one or more of the plurality
of user devices, for instance as shown in Fig 9 Ex €, Fig. 9; Malek Decl. at § 112, Ritimaster
explaing that after recetving appropriate location information and, optionally, a user code or other
information used 1o deternmine whether a particuiar user should be given access to specific conient
fromn the network, “[the provider processor may then encrypt the content with an encrypiion
algorithm or technique for which the expected user location 8 part of the decryption key or
decryption processes used to decrypt the content.” Ex. O, §% 97-98; Malek Decl at ¥ 112, The
provider processor “may also enoploy the user code {and user wWentification ot reciptent processor
identification information} as part of the decryption key or decryption process” before “encrypted
content is cormmunicated to the recipient processor over the network (108 10 FIG. 937 /4 It would
have been obvious to uttlize such encryption it any combination of Kiffmaster and Shenficld in
order to provide secunty 1o communications. Malek Decl at 9 112

3 Claim 3 - “the encrypled one or more messages are sransported 3o the
device link agent on the given one of the wireless end-user devices using
ene oF more of encrypfion on the sransport services stack, IP {Internet
Frotocel} layer encrypiion, and tuancling’

The added elements of claim 2 are disclosed in Hismmasfer and/or cbvious in view of
Ririmaster and basic knowledge of @ PHOSITA for reasons discussed above and therefore would
be present in a combination of Kiftmuaster and Shenfield See supra Section HC 3 and H 33 The
192 Patent explains that encryption may be performed at or below the transpont services stack
“yoith IPREC or another IP layer encryption, VBN o tunneling scheme” Ex. A, §9.26-29. These
wers well-known and common encryption technigues prior to the eritical date of the 7192 Patent,
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so much so that they were discussed in detail in coliege-level textbooks at the relevant time. See
supra Section 1133 To the extent that there 18 any doubt that Kisfmaster discloses these types of
encryption, it would have been extremely obvious to implement the claimed forms of encryption
in order to provide security 1o messages sent (o and from the server of Kitgmaseer and g plurality
of end-user mobile devices. Malek Decl at ¥ 113

4. Claim 5~ “wherein the transport services stack is fuether fo receive,
over each of the respective secure message finks, upload messages
Sorwarded by the respective device Hak agents from af least o subset of
the device software components, cach of the npload messagey identifying
g correspending suc of the netwerk clements to which the device
respective sofiware component has requested defivery, the network
server sysiem using sthe interfuce to g network fo deliver countent from the
upload messages to the respective idensified network clesnents.”

The added elements of claim 2 are explicitly disclosed in Rifmaster for reasons discussed
above and therefore would be present 1o a combwnation of Ritfmaster and Shenficld. See supra
Section .04 Riftmaster discloses that “[diepending upon the process and system embodiment
eraploved, the user may of may not be prompted {or the yser computer may of may not be
controlied) to communicate user [ooation information to the content provider, over the network”
and that “the user may be prompied {or the user computer may be controlied} to communicate user
code wformation (o the conient provider, over the network” See supro Section HC 4, BEx.
4 113; Malek Diecl. at 9 115, Thus, not ondy does Ritfmasier’s network server provide content 1o
pser devices, bul the server may also deliver “upload messages”™ from specific software on a user
device to a specified network element, such as by sending a user code 1o a specific network element
when content 1s requested from that clemoent. Malek Decl. at § 115 Likewise, Shenfield provides
content based on a user request. BEx. UL 9 4; Malek Decl at § 115 Shenfiedd also discloses that s
described methods of communication 1o a mobile device can be reversed to aliow communication
from a mobile device to servers through the proxy server, Bx. U, 4 31, Malek Decl 219 115 Both
scenarios involve identifying the relevant content provider from which content is requested. Malek
Decl at ¥ 115 Thus, 1t would bave been obvious based oo these disclosures 1o allow messages o
be uploaded to the server from user devices 1n order to identify network elements from which
Messages are o be sent to one or more end-user devices, fd

8. Claim & — “wherein af least one of the one oy more messages for delivery
by the fransport seyvices stack comprises multiple identifice/data paivs.”
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Claim © recites that in addition to the elements of claim 1, two or more payicads, each
baving an wdentifier, may be sent in a single mesaage. Kiffmaster descnbes this added element for
hie reasons discussed above in Section O 5. See afse Malek Decl at ¥ 116, Alternatively, this
claim is obvious in view of the combination of Ritgnasier and Shenfield, for the reasons discussed
below in Ground 6.

&, Claim 7 ~ “the device messaging agent on af lpast oue of the wiveless
enid-iser devices further fo inifiate the respective secure Internet data
message Hak o the travapore services stack.”

As noted above 1 Section HLD.0., 3 laptop or smartphone communicating with a server
would mherently have g hok between g device messaging agent of the laptop/smartphone and a
transport services stack on the server. Ritgmaster’ s endwuser devices could initiate such a Hnk, and
the link could be made secure by using vanious layers of encryphion, g5 discussed gbove, Malek
Becl. at 3 117, Shenficld Hikewise notes that a link 1s maintained between the server and end-user
devices, stating that “the link defined upon a radio air interface between the mobile station and the
wireless vetwork 18 susceptible to severance” and that “Dwiben the Hink 15 severed, the delivery of
content 15 suspended unti! the link 13 restored.” Hx. 11 9 47; Malek Decl at % 117, Given that the
fink is between mobie devices ou the one hand and a server oo the other, there are two options as

to which device initiates 3 conneciion: mobile devices or the server. Therefore, having the mobile

devices inifiate lg

Decl at§ 117,

s to the server would have been obvious as one of ooly two options. Malek

7, Clatm 9 — “one of the message delivery triggers is the expivation of a
periodic fimer”
This added element is disclosed in Rifsmaster, as discussed above in Section HOC .7 and

therefore would bave been obviocus Rimussier explains that probibiion or allowance of

transmission of messages may be based on recurring events such as time, day, week, and the like.

Malek Becl at § 119, As one example, Bitfmaster discloses that g “provider processor [server]

may be controlied o not provide selective information to the recipient processor, unless further

criteria 1s met” and that “further critenia may wchade, but 1s not luwated 1o, L a parhicular period
of the day, week, month or year, or other suifable criteria.” Hx. €, 9 14; Malek Decl. a1 % 119,

8. Claim 10 — “the period of the timer is fractionally shorfer than g
sraxinuia dota message imtesrval beyond which the secure message fink
is faken down,”
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Claim 10 depends from claim 9 and further requires that messages are designed to be sent

o)

shortly bhefore the link 1o the server is ferminated. This would have been obvicus in view of

»».

¥ for the reasons

Ritzmasie iiscussed above in Section 11D 2. See afso Malek Decl. at

9. Clatm 11 ~ “one of the message defivery triggers is the veceipt of o
fransmission on the respeciive secure micssuge link from she device fink
agent of the piven one of the wireless end-user devices, or a response
generated o g fransmission received from that device Hnk agent”

Claim 11 reciies that, 1w addiiion (o the clements of claim 1, that either a request from a
user device, or a response 1o such g request, causes the release of a butfered message from the
server, at least W part. Malek Decl at 4 121 This is disclosed 1o Rimmasier for the reasons
discussed above in Section HL.C & including that at least one potennial condition for transferring
data trom the network 1o users through the server 13 the user reguesting a product or service. See,
e.g., Bx. C, %8 &9 see afso supra Section LD 8 Malek Decl a9 121

14, Clatm 12 — “vhe fransmission iy o heartbeat message generated by the
piven device link agens, ov ¢ reguest veceived from the given device Hnk
ageat”

Claim 12 depends from claim 11 and further recites that the transmission received from the
device link agent of the end-user device is 2 “heartbeat message” generated by the given device
fink agent. As discussed above, the device hink agent 15 the software program responsible for
receiving and transmitting messages from other applications on the end-user device. As noted
above 1o Section 1L 10, a PHOSITA would have recognized that fitimasier discloses this claim
{imitation at least because, tn one preferred embodiment “the user device 14-16 is controlled by
software 26-28 to periodically {or otherwise successively) communicate location and/or tiroe
information generaied by the associated positioning system 2022 during a communication
wterchange between the provider server 12 and the user device” so that “the provider server is
provided with multiple locstion and/or fime information packets over the course of 3
cominunication interchange, to continue fo moniter the user device's location {or region} and
reported time, thus, to allow the provider server a greater confidence that the user device 13 located
at the location or region that corresponds o the ipcation information during the time of the
communication interchange.” BEx € § 69; Malek Decl. a1 9 122 Recaipt of these mulipie periodic
requests 1ssued from the server constitules a heartheat message that acts a trigger 1o cause delivery
of content from the server to the user device issuing the heartbeat messages, thus rendering clamm
12 obvious in view of Hiffmasier. Malek Decl a1 9 122,
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1. Claim 13 — “one of the message delivery triggers is the receipt of ¢
o & ta et 3 i
particulor netwerk clement wessage from oune of the network elemonts.”

Claim 13 recites that, in addition to the elements of claim 1, one of the message delivery
triggers 18 receipt of 4 particudar network element message from one of the setwork elements,
which is shown in Ritimaster. See supra Rections O 16, HD 11, Receipt of information from a
network clement {2.g., provider computer) 18 necessary for embodiments of Riffmavier 1o which
the server obtains information from network elements and then sends such information 1o user
devices fd Addionslly, further instructions from network eloments to the server may constitute
triggers for releasing mwessages to users. Malek Decl at ¥ 123, For iustance, Riffmaster discioses
that “each advertizer {network element] may modify, add or delete advertisement information, for
example, from the advertiser’s computer 134 and 136, by communicating suitable mstractions to
the provider processor 12 and that “[i]n preferred embodiments, each advertiser may control the
general tirne at which the advertiser’s message will be displayed, for example, by &:@;’mnua‘aicazing
nstructions to the provider processor 12 {or directly to the recipient processor 120} from the
advertiser’s computer 138 or 1407 Ex €, 9124, Malek Decl at 9 123, Likewise, Shenficld
discloses that push messages to users can be triggered by the content provider. Ex. U, 9 ¢, Malsek
Decl at % 122, In view of these disclosures, it would have been obvious to inchude one of the
triggers 10 be the receipt of a specific wmessage from one of the network elemenis so that the

network elements {e.g., advertiser computers) can control when new messages (e g, new offers or

sdvertisemenis) are sent 1o users. Malek Decl a1 § 122,

12,  Claim 14 — “ene of the message defivery triggers is based on an amount
of wireless network doto wsage consumed by the given oune of the
wireless end-user devices.”

Claim 14 recites that, 1o addition to the elements of claim 1 at least one trigger 13 based on
network usage of a given wireless end-user device. Ritimasfer describes thus added element for the

reasons discussed above in Sections LC 11 R 12 See afso Malek Docl. a1 % 124, Altermatively,

this claim is obvicus in further view of Geflens, for the reasc fiscussed below in {Ground 8.
13, Claim 15

a. YSIPREYL 181a] “A4 method of aperating o message link server,
COMPFISIRG: mainigining o respective secure message fink
thronugh an Futersnef network hetween the message Bnk server
aud @ respective device fink agent on each of a plurality of
wireless end-user devices,”
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As previocusly noted, claim 15 is substantively very similar to claim | except that it 13
framed as a series of steps rather than elements of a server configured to carry out those steps. As

to the preamble, Rirmaster discloses a server for providing message content to linked user devices,

and as such it also discloses the steps performed by such a server, See supra Sections 11O 12 4,
D 13.a As discussed above in connection with claim |, Rismmasier discloses a provider server
12 thai “comprises an Internet product or service provider computer or server” coupled for
comimunication” (o “a plurality of setwork enabled user devices” Ex. U, § 42, see wise supra
Section HHE L a; Malek Decl at§ 125 Shenfield likewise discloses a provy server that maintaing
links to mobile stations operated by users. Various methods of operating these servers in order to
deliver message content obtained from providers 10 one or more of 2 plurality of end-user devices
are explained w detail below
b. 151} “euch of the wircless end-uscr devices comprising nmitiple
software components authorized fo veceive and process dofa feom
secure message Hnk messages veceived via a device Enk agent on
that device)”
This element of claim 15 is identical to element 1{b] of claim 1 and 1s therefore rendered

shvicus for the same reasons discussed above at Section B 1 ¢ See afso Malek Dedl. at P75

126. To the extent that there is any doubt that Ritimasser discloses this element, 1t would have been
obvious i view of Shenfield for the reasons discussed above in connection with claim 1. /4

o 18ib] “receiving network clesnent messages from o plurality of
network elements, the received network dlesment mwssages
COMPFISIRG respective message content and reguests for delivery
of the respective message content i vespective wireless end-user
devices, the respective message conient including data for, and
an identification of, ¢ respective one of the authorized software
components;”

This elementis the same as the function recited 1o element 1l of claim 1 without explicitly
requiring the “interface” 1o a vetwork that performs that function and 18 therefore rendered obvious
for the same reasons discussed above at Section HLE 1.d See wise Malek Decl at § 127
Furthermore, the Ritimasier publication specifies that in some instances “the recipient processors

coruprise online user terminals, inchuding, but vot lunited to conventional persounal computers

{PCs), portable communication devices {such as portable telephones, personal digital assistants, or
other portable information unita}, or vehicle-mounted compuiers connecied 1o a wide ares network,
such as, but not lunited o, the Internet.” Bx. €, % 35, Malek Becl at¥ 127, see also supra Section
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1013 ¢ To the extent that there 15 any doubt that Ritfmasrer discioses this element, 1t would have
been obvious in view of Shenfield for the reasons discussed above in counection with claim 1. See
supra Section WE. 1.4 Malek Decl. at 4 127

d. 131} “Buffering content from the veceived network slewent
messages for which defivery is requested 1o g given one of the
wireless end-usey devices:”

This element 15 the same as the function of elemert 1{d] of claim 1 except that it does not
require the “memory” that performs that function and 1s therefore rendered obvious for the same
reasons discussed above at Section HLE 1 e See afso Malek Decl. at 9 128 To the extent that there
s any doubt that Rittmaster discloses this element, 1t would have been obvious in view of Shenfield
for the reasons discussed above in connection with claim 1. Malek Decl at 9 128

e 1518} “determining when one of a plurality of message defivery
friggers for the given one of the wireless end-user devices has
occurred, wheeein for at least some of the veceived network
clesment messages, the recsipt of such o message is not g message
delfivery trigger, and ff(s«p* at feant one of the message delivery
friggers, the trigger is am occurrence of an axyachronons event
with fime~crifical messaging needs; and”

This element 15 the same as the function of element 1e] of claim 1 except that 1t does not
require the “logic” that performs that function and is therefore rendered obvious for the same
reasons discussed above at Section WE 1 £ See afse Malek Decl. at § 129, Additionally, providing
content {0 an end-user device 15 dependent on oue o more (ngges in Riftmaster, and a PHOSITA
would have undersiood the above clam element to be disclosed tn Higfmasser for alf of the reasons

discussed above in connection with claim 1. To the exient that there ¢ any doubt that Rittmasier

o

discloses this element, if would bave been obvious in view of Shenfield, which exphicitly refers 1o
asynehronous message triggers. fd
FA §8{el “upon deterariniag that ene of the messape delivery
friggers fay occurved, supplying one or more messages
comprising the buffered content for defivery on the secure
message fink maintained hetween the message link server and a
device fink apent on the given one of the wireless end-user
devices.”
This element is the same as the functions of element {1 of claim 1 except that it does not
require the “logic” or “transport services stack” that perform those functions and is theretore

rendered obvious for the same reasons discussed above at Section 1LE 1.g. See afso Malek Decl
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at % 130 To the extent that there is any doubt that Riffmasier discloses one or more aspects of this
ciaim element, 1 wonld bave been obvious in view of Sheafic/d Yor the reasons discussed above in
connection with claim 1 74

. Ground 4 The Combination of Himmasier and KEonstantinoy and/or Elossesn
Hender Obvious Claims 1-3, 5-7, and 3-15

Rittmaster discloses all of the elements of the claims for the vanous reasons explained
above uy Grounds 1 and 2. To the extent Kiffmaster 15 considerad 1o not disclose certain software-
tevel details, a PHOSITA would have looked to other prior art references that do explicitly describe
the basic protocol-level elements of such networks, a5 discussed in Growuds 2 and 3. Malek Decl
at § 76

ft would have been obvious to a PHORITA st the relevant fime 1o iroplement those details
in Ritsmaster using routine skill in order to build a functional network. /d This would have been
nothing more than g predictable use of known clemoents, or at wmost use of koown techmques to

improve similar devices. /4 In fact, Hiffmaster’s statement that “{tthe communications network
may comprise any suitable means wiuch allows the recipiont processors and the provider processor
to communicate with each other, including, buf not limiied 1o, the Internet or WWW | intranst
cable or other hard-wired networks, optical, electromagnetic or other wireless networks, as well as
bybrids thereof, or the Uke” (Ex. €, § 32} is an explict teaching, suggestion, and motivation (o
combine Rifgmasier with other prior an server networks to supplement 15 disclosure. id

For instance, network elements are descabed in more detatl 1o U5, Patent No 8,064,934
to Klassers (which was filed October 19, 2006, more than two years prior to the applications that
ted to the 7192 Patent). See BEx. K. Klavsen discloses a network simyilar to those of the 7192 Patent

and Ritgmasier for sending messages o a variety of mobile end-user devices through a network
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Malek Decl 219 76; Ex K, Fig 1. As iHlustrated above, Klgsses
106 that links a plumbty of setwork elemenis (apphcation servers 104-1 through 104-N} to a
s through the internet just like the 7192 Paterd and

plurality of mobile communicatons devi

amaster. Malek Decl. 519 76.
Like Ritmmaster, Klassen, and the "192 Patent, Kopstandingy {(Ex. D) also discloses a
grver over the internet

network where a plurality of mobile computers and cellular phones access g
to gbtain content from a phurality of network elements:
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op B 70

Malek Decl at § 47, Ex D, Fig. 1. A PHOSITA would have looked to Kowségntinogy {which was

filed tn Septerober 2005, more than three vears prior 1o the applications that fed to the 7192 Patent)

at least because of its greater detail as to messaging protoco! and message tormat, and especially
Because of ts use of message delivery riggers. Malek Decl gt 80,

These and further motivations to combine these references are detatled below with respect

1o egch claim or claim element.
i. Clam §
. HPRE] “4 messape fink server comprising:”

As discussed above in relation 1o Ground 1) the preamble of claim | s disclosed by
Ritonaster because ¢ shows a server for providing message content to linked user devices. See
suppa Section WO La; Malek Decl at 9 51, Ex € 942 Klawsesn ikewise discloses such g server
that links a plurality of network elements to a plurality of mobile devices through the mternet.
Malek Drecl. at 9% 76-77; Bx. K, Fig. 1.

b. §ial “a fransport sepvices stack to mupintain a respective secuve
miessage fink through an Internet network hetweesy the message

o

fink server and g vespective device link agent on cach of o
plarality of wireless end-user devices,”

Element 1a] is both disclosed by and obvious over Kiftmasser, which discloses thal server
2 “comprises an Internet product or service provider computer or server . coupled for

cominunication” 10 “a plurality of vetwork enabled user devices 7 See supra Rection ILC 1 b
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Malek Decl a19 78; Ex €, 942 To the extent there i3 any doubt that Rifimaster discloses technical
details such as “a transport services stack”™ or “device hink agenis,” #s own disclosure admits that
“Tsjuch computers and communication interfacing are well known in the arnt and are not described
in further detail bevein for purposes of stmplifving the present disclosure” Ex O, 9 42; see suprg
section 1.D.1 b A PHOSITA would know that comumon messaging protocols of the time, such as

encrypted transport faver security (TLS) g‘wimoﬁ would be emploved in such g system, and thus

and software programs (“device link agents’ } on various end-user devices, fo ) Malek Decl at §
78

Further, to the exient that there s any doubt that Riomasier discloses communication
between g server-side transport services stack and end-user mobile device roessage Hink agents, a
PHOSITA would have simply implemented details from the similar network of Alassen, which
includes & mobile device with a device Buok agent with a “mualti-layver transport stack” 206 for
communicating messages from a server to multipie “user applications” 207 on the mobile device,

as shown in Fig. 2 below:
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Malek Decl. at § 78; Ex. K, Fig. 2 {annotated). A PHOSITA would have further understood that
Klasser’s remole services server has a corresponding transport services stack for communication
with the above mobile device. Malek Decl. at 9% 52 and 78

& Vibl “each of the wirelesy end-user devices comprizsing multiple
saffware components guthorized o receive and process daia from
secure message fink messages veceived vig a device Hnk apent on
fhat device!”

Riggmaoster discloses element b of clainy 1. See supray Section HC 1o, HD o, Malek
Precl at § 79 To the extent any doubt exists that Riffmaster discloses multiple software
compponents on the user device authorized o receive and process data received via g device link
agent on that device, Fig. 2 of Klassen makes this feature clear, and a PHOSIT A would have had

i
£

a clear motivation to fill in any perceived gaps of Rifmavier with details from the same type of
astwork like that of Klassen. Malek Becl at 9 79

A Vel “an inferface to g network {o receive network element
messages from g plurality of network clements, the received
nenwork element messages comprising respective message
confent and reguesss for defivery of the respective message
confent to respeciive wireless end-user devices, the respeciive
message content including data for, and as identification of, o
respective one of the authorized software components; and”

Rittmazter further discloses element el See supra Sections WO T d, 1D 1 4, Malek

Becl. at § &0 This element requires the nﬂ**vmf'i<~i’aa;ing side of the server (o include an “nterface”
to receive messages from two o more “network elements)” and requires the messages to inchude
“message content” and “requests for delivery” of that content to specific end-user devices by
including data for and an identification of authorized software. Malek Diecl. at 9 80, This does little
more than describe the basie manner i which all messages were delivered from g network at the
relevant time, and how messages are still delivered today. /4 Riftmaster discloses transnyssion of

messages (such as adveriisernents) from network elements {muoliiple providers) that are connected
to the server through the internet. &) see supra Section H.DB.1.4; see afso Klassen, Ex K, Fig 1
Ririmaster also clearly relies on the ability to direct messages to correct applications on correct

end-user devices. Malek Decl 51§ BG.

To the extent there is any doubt that Riszmasier or Kiassen disclose sending messages that

wnclude data for, and identification of, authorized software componentis, or 1o determine apecific

ways it which to accomplish delivery of messages to the appropriate software component on 3
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recipient device, a PHOSITA would look to other prior art such as Kensfanfinoy (Bx. 1) for
appropriate message formats id

Konstantinoy expressly describes addressing messages 1o one of a plurality of user devices
from a server by utilizing not only an IP address, but also a port nursber. See, e.2., Malek Diecl. at
1 80; BEx. D, § 39, Such disclosure acknowledges that both the content p'{wzdvr and the plurality
of polential reciptents {end-user devices such as laptop computers and mobile phone devices) have
a pharality of software agents identified by port number. Ad A PHOSRITA would have been
maotivated (o look to Konsianfinov because of us greater detadd as to ressaging protocol, and also
because Konsianfinov describes security measures 10 delay data packets according to certain rules
to dirrumush the quality of iHegitimate dats traftic, Malek Decll at § 30, Ex. D2, 9 33 Figure 3 of
KonstantinoviHuatrates that each data packetincludes a “payload” {content provided from a source
device and addressing information that identifies both a “destination address” {ie., recipient
device IP address) and a “destination port #7 {i.e., the port number identifying the vivtual locstion

o the recipient device at which a specific software application is located):

2 504 366 54 3*4?
{ ! { {

TOPorUDR | Source  {Destietion] Source  [Destingtion ?a oad
Dals Packet | Addresy | Address | Port# Port # ¥

L‘zfﬁw")
Malek Decl at§ 80, £x. B3, Fig 3,9 39
2. 4] “u messape baffer sysiem inclnding o memory and logic, the

smemory fo buffer content from the received network element
messages for which delfivery s requested to o gives one of the
wireless end-user devices”

Rittmaster further discloses element Hdl See sigprg Sectons HC 1o, D e, Malek

Becl. at ¥ 82, Riftmaster clearly identifies a buffer system that prevents transmission of messages

to user devices until 2 determunation 18 made that the user device 15 authorized to receive the
message. /d. Briefly, Fig. 2 of Riftmaster shows a storage device 13 {{le., memory ) associated with

a server 12
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Malek Diecl. 8t 3 82 Again, content 15 not provided by the server until 2 determination s made that
specific ules have been satisfied. /d For instance, Ritgnasier states that “a set of nules may be
implemented, which depend upon the ge ographm wformation . such that . if a recipient
processor provides geographic information corresponding to a first geographic location or region,
hen the provider processor may be controlled to not provide selective information to the recipient
processor, unless further requirersents are met.” i B €, % 40, Likewise, &onsiansinoy discioses
buffering of messages upon certain conditions, specifically mentioning delaying transmission of

Ex D ¥ 42 B would have been obvicus o

i’
1.
‘/.7

data packets by transforring them wnto a baffer

combine KAonstfantinoy with Rifsmuasier in order to seramble ceriain messages if the requester 1s not

decmed to be authonized by the server logie. Malek Decl a1 482

£ tie] “the logic o determine when oune of g plurality of message
delivery triggers for the given one of the wireless end-user
devices has occurred, wherein for of least seme of the received
nenwork element messages, the vecoipt of such ¢ message by the
miessage buffer svsiem is not g message delivery wrigger, and for
ot {east one of the message delivery triggers, the tvigger is an
proprresce of an asyrchrosous event with sime-critical
messaging needs, and”
Rittmanter further discloses element Hel as discuassed above. See sigmg Sections HC 1L,
HD 1T, Malek Decl a1 ¥ 82 Providing content 1o an end-user device is dependent on one or mors
triggers 1 Mitgnasrer, which pumanly discusses geographuc location but also contemplates that

“the provider processor [server] yoay be conirolied 10 not provide selective information {0 the

ecipient processor {end-user device], uniess further criteria 1s met” such as “minimum user age, 3
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particular period of the day, week, month or year, or other suitable eritenia” & BEx. €, 9 14 For
similar reasons, Koustisinoy’s system of delaving messages as determined by certain nules or
triggers waould have been obvicus to combine with Riffsmaster to delay delivery of messages to

ananthenticated users. Malek Becl 2t 82

& il “upon deterpining that one of the message delivery friggers
By accurred, the logic further fo supply one or move messages
comprising the buffered content to the transport services stuck
for defivery on the secure message fink maintained between the
fransport services stack and a device link agent on the given one
of the wireless end-user devices.”

Rignmaster also discloses the final clewent of clamm 1 See supra Sections LC T g
i1.53.1. g, Malek Decl at § 83, Ritmnsier and Romsiantinoy disclose transmission of messages

through a link between a server-side stack and an end-user device-side sottware agent sumply by

disclosing that the messages are sent through the tnternet. i The Nivmasier system is specifically
desigred to deliver messages from the server to an end-user device in response to determining that

v 5

2 frigger has occurred, such as the end-user device entering a specific geographic region. fd.
Fonstantinov's iriggers satisfy this element for essentially the same reasons — tinung the release

oMt

of messag L8 accordin ¢ 10§ 3(361&(. Elﬁ(ﬁb and MCSSATOR that may beused to deternune whether those

rules are satisfied. Malek Decl at¥ 83,
2. Clatms 2-3 and 5-6
Claims 2-3 and S-6 depend from independent claim 1 Ritbmaster discloses the features

added by these dependent claims, and therefore claims 2-3 and 3-6 would have besn cbvious in

view of Hifimaster combined with Kopvigatinoy and Klossen for at least the reasons explained

#

above in Grounds 1-2. See supra Sections H.C 2.5 1113 2.5

3. Claim 7 ~ “the device messaging agent on af feast one of the wiveless
end-user devices furiher fo inifiate the vespective secure internet duia
message Hak o the travapor? services siack”™

As discussed above, a laptop or smartphone communicating with 2 server would inherently
have a link between a device messaging agent of the laptop/sinartphone and a transport services
stack on the server. Jd., see supra Sections 1.0, In addition, Ritgmasier indicates that end-user
devices could initiate such a link, and that the link could be made secure by using various layers
of encryption. fd. Kensfontinov bkewise 1wdicates that a user device may 9sue a connechion
request. Malek Decl at ¥ 89 Ex. D, 941 It would have been at least cbvious to permil users {o
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initiate links 1o 2 network to allow users to have control over whether they receive messages from
a given network and to allow users 1o reguest information from specilic content providers. Malek
Pecl at 9 89,

4. Clatms 9-14

Clatms 9-14 ultimately depend from independent claim 1. Ritsaster discloses the features

added by these dependent claims, and therefore claims 2-14 would have been obvious in view of

.

Ritonaster combined with Konstantinoy and Klassen for at least the reasons explained above in

Grounds 1-2. See suppg Sections L 7-11, D 7-12.
5. Claim 13
&, IS{PREL 1581a] “4 method of operating o message lnk server,
Comprising mainicining ¢ respective secure message fink
through an Internef nctwork hetween the message link server
and a respective device Hnk apent on each of a plurality of
wirefesy end-user devices,”

Claim 15 comprises 4 series of steps, and 19 substantively very sivmiar io claim 1 {discussed
al Secuions ILC 1, D1 I F 1 above}, except that it 15 framed as a method rather than elements
of a server configured 10 carry out that method. Malek Decl a1 § 7. To the extent that there is any

3

doubt that Rirsmeasier anticipates and/or alone renders obvious claim 15 {when combined with
knowledge of a PHOSITAY, it at least would have been obvious in view of Kosstansinov and
Flassen tor the reasons discussed above in conpection with claun 1

Furthermore, the above quoted portion of claim 1578 preamble and element 15{a] ¢ the
same as the function recited in elerent Ha] of claim 1 without reguiring the “iransport services
stack” that performs that funciion, and therefore would have been obvious for the same reasons
discussed above at Section ILF. La-b.

b. §3ial “each of the wireless end-user devices comprising multiple
software components authorized (o veceive and provess data from
secure message lnk messages received vig g device Brk agent on
that device)”

This element of claim 15 is identical to element 1ib] of claim 1, and is therefore rendered
obvious for the same reasons discussed above at Section ILF Lo, See alvo Malek Diecl. a1 9 98

el §3ih} “receiving network element messages from a pluralizy of
nenwork elements, the vecoived network vlement messages
comprising respective message content and regucsty for defivery
of the respective message content fo vespective wireless end-user
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devices, the respective message confent including dava for, and
an idestification of, ¢ respective one of the authorized seftware
componenis;”

This portion of element 15[b] 19 the sawe a3 the function reciied in element o] of claim 1
without explicitly requinng the “inderface” 1o a notwork that performs that function, and is
therefore rendered obvious for the same reasons discussed above at Section HLF Ld See gfso

Malek Decl at g 95
d. V3] “buffering content from the received network elemesnt
messages for which defivery is requested 1o g given one of the
wirefess end-user devices!”

This element 15 the same as the function of element 1{d] of claim 1 except that 1t does not
require the “memory” that performos that function, and 1 therefore rendered obvious for the same
reasons discussed above af Section HLF . 1.e See alse Malek Decl. at ¢ 100
2. 151d] “determining when one of a plurality of message defivery

triggers for the given one of the wireless end-user devices has
pronrred, wherein for af least some of the received network
clement messages, the receipt of such o message is nof o message
delivery frigger, and for gf least one of the message defivery
sriggers, the trigger is an sceurrence of an asynchronous event
with tisme-critical messaging needs; apd”

This element 15 the same 83 the function of element 1e] of clarm 1 except that 1t does not
vequire the “logic” that performs that function, and s therefore rendered obvions for the same
reasons discussed above at Section ILF. 1 £ See alvo Malek Diecl. 3t 9] 101

5 131e] “upon detespining that one of the message defivery
fﬁgjwm has oconrred, supplying one or more BICSSgges
comprising the bujfiered content for delivery on the secure
miessage fink maintained between the message fink server and a
device fink ggent on the given one of the wireless end-user
devices.”

This element is the samg as the functions of element HE] of claim 1 except that it does not

require the “logic” or “transport services stack” that perform those functions, and 15 therefore

rendered obvious for the same reasons discussed above at Section HF 1.2, See alvo Malek Decl.
gt & 102,

€. Ground 3: Any Combination of Bituuasser and/or Shenjicld and/or
Konstantinov/Klasser (as Discassed in Grounds 1-4} in Further Combination
with £fison Renders (Obvious Claim 4
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Claim 4 adds to claim 1 a feature where the end-user device’s link agent executes in a
secure environment while at least some software s ouiside of that secure environment Malek
Drect at 9% 76, 86 (“Claim 4 recites that “the device link agent executes in a secure execution
envirenment on at least one of the deviees, and at least one of the software componenis
executes eutside of the secure execution environment on that device ") It would have been
obvious to divide the memory of an end-user device into such rings based on the sensitivity of
particular applications, and a PHOXTA would have followed the teachings of £iison or similas
prioy art references in order to divide applications bebween secure and unsecure operating
environments. Al of the elements of claim | would have been obvicus for the reasons discussed
above 1w Grounds 1-4, and a PHOSITA would have been motivated 1o include the elements of
claim 4 in further view of Ellison, This would have been an obvious optimization and priotiiization
of security resources, and a PHOSITA would have known that certain software o an end-user
device that 1s nol sensitive could operste outside of a secure execulion suvirownent in order o
reduce costs and preserve resources. Malek Dect at 4 76

Additionally, claim 4 depends from claim 1, which 13 anticipated and rendered obvious by
Ritonaster alone or in combination with other references as discussed in detail in Grounds 1.4
sbove, See xupra Secnons HC T, B, HE L HF 1, Malek Dect at 9% 86, 114 The 7192
Paient does not appear o suggest that there 1s any advaniage to baving some software components
outside of a securse execution environment, but protecting some but not all software of g device in
a secure environment was known at the relevant tme, and would bave been used by a3 PHOSITA
o protect sensitive applications while allowing unimporiant soffware Components 1o r2main in 3
secured envirownent in order to conserve resources. Malek Decl at 9 86, 114 Regardless,
profecting some but not all software on a device in a secure envirenment was known at the relevant
tirne and would have been used by g PHOSITA 1o protect sensitive applications wiule allowing
unimporiant soffware components 1o remain in a less secured environment 10 ConservVe resources.

For wstance, the L0son reference discloses a method to protect a subset of g software
environment. Malel Decl a8 99 36, 114, BEx. L, Abstract. Fifison descnibes providiog a hierarchy,
ot “rings,” dividing hardware and software components designed to perform dedicated tasks within

an operating systen. Malek Decl. at 98 86, 114, Ex L, 1:141-51. The division of a component into

7

"‘“2

ings is typically based on the degree or level of privilege. /) see afse Ex. L, 1:51-53 it would
have been obvions fo divide the memory of an end-user device of Riftmaster (including as modified
Headwater Research LLC
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by Shenfield or Konstantinov/Rlasseny into such rings based on the sensitivity of particular
applications, and a PHORTA would have followed the teachings of Ffison or sumilar prior art

references to divide applications between secure and unsecure operating environments. Malek
Jecl at §3 &6, 114

H. Greund 6: Any Combination of Rismuster and/or Shenficld and/or
Kounstantinov/Kigssen (as Biscussed in Grounds 1-4) in Further Combination
with {offee or Busse Henders Obvicus Claim 6

Claum 6 specifies that two or more data poriions, esch having an identifier, may be sent o
a single message. Malek Drec at 48 88, 116 ("Claim 6 recites "wherein af least one of the ong oy
more messages for delivery by the transport services stack comprises multiple identifier/data
pairs.’ ") Riftmaster describes this element for the reasons discussed above in Sections H.O 5
HDS HEA4 and ILF 2 I one were to consider the elements of claim & not o be adeguaitely
disclosed in Fiimasfer {or Riftmuosier as modified by Shenfield or Ronstamtinov Klassen as
discussed above}, however, 2 PHOSITA would have been motivated to look to Cgffee or Basso 1o
remedy such deficiencies. More specifically, a PHOSITA would understand that two independent
data elements {e.g., advertisements), each having a data pavicad and identifier, could be assembled
into g single message in order to allow for betier handhing of 2 bigh number of messages. For
instance, Cofiee discloses bundiing of multiple messages, each having theyw own unigus
identifier'?, to reduce throughput problems by bundling sroall messages into larger, less frequent
messages. Malek Decl at 3% 88, 1106; Ex 8, %% 117-119 Similarly, the Hasso reference discloses
that mu?iag‘u messages io be sent from a vetwork processor may be bundled inlo a single message
to reduce the number of messages and improve performance. Malek Decl at 9 88, Ex T, Abstract
A PHOSITA would have combined message bundling as wn Coffer or Sasyo with the system of
Ritonaster {or Ritnoster as modified by Shenfield or Konstamiinov/Klasseny 0 enhance
throughput by reducing the number of messages sent 10 a single end-user device, Malek Decl. gt

1% 88, 116,
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i Greund 7: Any Combination of Ritsmuster and/or Shenficld and/or
Kenstantinov(Kigssen (a3 Dacussed in Grounds 1-4) in Further Combination
with Compuier Networks, Rahic, or Dutia Renders Obvious Claim 8

Clavm B adds to claun 1 “a secure server to provide secure authotization signatures to the
given one of the wireless end-user devices, the secure awthorization signatures indicating the
authorized software compovents that are allowed to receive data from secure message link
messages via the message link server” Malek Drecl. at 3 90, 118, While Rifsmasior and Shenficld,
f&fé::ii.f,.te.fcm!mmg ansd Klassen do not explicitly mention use of signatures 1o wdicate that software
components are authorized to receive data from a server through a secure link, use of signatures
was well-known at the relevant time snd was not tnvented by the wventor of the 7192 Patent,

falek Decl at ¥ 90, 118, For instance, the Compurer Networks textbook discusses the advaniages

of digital siguatures i increasing securtty. Ex F at pp. 584-8% There would be a clear motivation

to maplement digital signanires to ensure that various components of a network have authorization
to receive varnous messages, and implementation of digital signatures would have been well within
ordivary skitl in the art. Addiionally, UK Pat. Pub. 2009/0282256 1o Rakic, et al, ("Hadic” Bx.

M disc

inses that a server may generate an electronic signature which is appended to the message

41-49, 66-67 and 109-

or other information to venty message anthenticity and source Ex. M, ¥

s8¢
112 Likewise, 115, Pat. Pub. 2002/0186845 o Dutte, et al. (“Duare)” Exo N discloses use of
digiial signatures in mobile networks, Malek Diecl. at 9§ 90, 118, Ex. N, Abstract. It would have

z

teen obvious and routine fo implement digital signatures such as described in Rafic andfor D

giving those slalled in the art g clear motivation

>

in the system of Mtmasier 1o mncrease security
10 combine the digital signature aspects of Hakic or Dhetta with the references and combinations of
references discussed above in Grounds 1-4.

S h Ground 8 Any Combination of Bitfrmaster and/or Sheaficld and/or
Konstaminov/Klassen (a5 Discussed in Grounds 1-4} in Further Combination
with (eflens Renders Obvisus Claim 14
Claim 14 depends from claim 1, specifying that “one of the message delivery triggers is
Based on an amount of wireless network data usage consumed by the gives one of the wireless
end-user devices.” Kiffmaster discloses this element for the reasons discussad above in Sections
O Hand HD 12 Malek Decl a1 99 96, 124, To the exient that there is any doubt that Rivimanier
discloses the elements of claim 14, however, limiting communication of messages o apecific end-

™ 23

user devices based on usage would have been obvious i view of Gelleny (Ex O, Gedlens discloses
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control data delivery over cellular networks due 1o, e g, costs and bandwidth, and permitting
applications o open connections for “low prionty” messages can dove up costs feading o

“ercessive and wasteful trattic channel usage” Malek Decl at 9 96, 124 Ex. O, Abstract, 9 2-

]
7y
¢

6, 27, 29, Gellens uses triggers to conjrol when messages are delivered to chents, one of which
triggers delivery of iow priority application messages only after a higher-prionty application
witiates a hink. Malek Decl at % 96, 124, Ex O, %8 35-36. A PHOSITA would have been
motivated 1o combine Oeffens with Rimpuwsier and/or Shenfield to save costs and conserve
bandwidth. Malek Decl. at 3% 96, 124
i, CERTIFICATION UNDER 37 CFR § LEIBYE
Walmart bas served a copy of the request in 18 entirety on the Patent Owrer at the address
as provided forin 37 CF RO 51334y
Headwater Ressarch LLC

C/0 Farjarot & Fanami LLP

26522 La Alameda Ave., Suite 360
Massion Viejo, CA 92691
iV, CERTIFICATION UNDER 37T CFR. § L.318{BYs}

i~
)

Walmart has not previcusly filed or jomned a post-grant review or petition for
reexamination for any claim of the 7192 Patent. Therefore, the statutory estoppel provisions of
35 USC § 315(e)iy and 35 UB.C. § 325(ex]) do not prohibit Walmart from filing this ex
part? teexarnnation roquest.
Y. CONCLUSION

For the reasons provided hersin, Walmart respectfully submits that the cited references
render Claims 1-15 of the 7192 Patend unpatentable, thereby raising substantial new guestions of

patentability regardiog these claims. &y pavde reexamination should be commenced, and claimes 1~

15 should be found inveiid,

Respectfully submitted,
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