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total number of requests.)

[0014] Proxy caches depend on cache control hints
delivered with resources to determine when the resourc-
es should be replaced. These hints are predictive, and
are necessarily often incorrect, so proxy caches fre-
quently serve stale data. In many cases, proxy cache
operators instruct their proxy to ignore hints in order to
make the cache more efficient, even though this causes
it to more frequently serve stale data.

[0015] Proxy caches hide the activity of clients from
publishers. Once a resource is cached, the publisher
has no way of knowing how often it was accessed from
the cache.

[0016] WO 97/29423A discloses load balancing
across a network of servers according to server load.

Summary of the Invention

[0017] According to the presentinvention there is pro-
vided a system operative in a computer network (100)
in which clients (106) connect to an origin server (102),
the system comprising: a set of repeater servers
(104a...) (also known as content servers), distinct from
the origin server (102), for hosting at least some of the
embedded objects of web pages that are normally host-
ed by the origin server (102); a routine for modifying at
least one embedded object URL of a web page to re-
solve to a server in the, set of repeater servers instead
of to the origin server; and a server selector mechanism
constructed and adapted to identify, for a particular cli-
entrequest, an appropriate repeater server from the set
of repeater servers, wherein in response to requests for
the web page, generated by the clients, the web page
including the modified embedded object URL is served
from the origin server and the embedded object identi-
fied by the modified embedded object URL is served
from a given one of the repeater servers as identified by
the server selector mechanism; characterised in that the
server selector mechanism identifies a repeater server
based on the requesting client's location and data relat-
ing to network traffic conditions.

[0018] According to a second aspect of the present
invention there is provided, in-a system operative in a
computer network, the system comprising; a set of re-
peater servers (104a...)(also known as content servers),
distinct from an origin server (102), for hosting at least
some of the embedded objects of web pages that are
normally hosted by the origin server; a routine for caus-
ing at least one embedded. object URL of a web page to
resolve to a server in the set of repeater servers instead
of to the origin server; and a server selector mechanism
constructed and adapted to identify, for a particular cli-
ent request, an appropriate repeater server from the set
of repeater servers, wherein the server selector mech-
anism identifies a repeater server based on the request-
ing client's location and data relating to network traffic
conditions, a method of serving a page supported at an
. origin server, the page comprising a base document (for
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example, a markup language base docuinent) having
associated therewith embedded objects, each embed-
ded object being identified by a uniform resource locator
(URL), the method comprising: modifying (preferably re-
writing) the URL of an embedded object to generate a
modified URL, the modified URL including anew host
name referencing arepeater server in the set of repeater
servers;in response to arequestto serve the page (pref-
erably received at the origin server), serving the page
with the modified URL; attempting to serve the embed-
ded object from a repeater server as identified by the
new host name; and if a copy of the embedded object
is unavailable at the repeater server, obtaining the em-
bedded object from the origin server.

[0019] This invention provides a way for servers in a
computer network to off-load their processing of re-
quests for selected resources by determining a different
server (a “repeater”) to process those requests. The se-
lection of the repeater can be made dynamically, based
on information about possible repeaters.

[0020] If a requested resource contains references to
other resources, some or all of these references can be
replaced by references to repeaters.

[0021] Accordingly, in one aspect, this invention is a
method of processing resource requests in a computer
network First a client makes a request for a particular
resource from an origin server, the request including a
resource identifier for the particular resource, the re-
source identifier sometimes including an indication of
the origin server. Requests arriving at the origin server
do not always include an indication of the origin server;
since they arc sent fo the origin server, they do not need
to name it. A mechanism referred to as a refiector, co-
located with the origin server, intercepts the request
from the client to the origin server and decides whether
to reflect the request or to handle itlocally. If the reflector
decides to handle the request locally, it forwards it to the
origin server, otherwise it selects a "best" repeater to
process the request. If the request is reflected, the client
is provided with a modified resource identifier designat-
ing the repeater. :

[0022] The client gets the modified resource identifier
from the reflector and makes a request for the particular
resource from the repeater designated in the modified
resource identifier. ’

[0023] When the repeater gets the client's request, it
responds by returning the requested resource to the cli-
ent. if the repeater has a local copy of the resource then
it returns that copy, otherwise it forwards the request to
the origin server to get the resource, and saves a local
copy of the resource in order to serve subsequent re-’
quests. :

[0024] The selection by the reflector of an appropriate
repeater to handle the request can be done in a number
of ways. In the preferred embodiment, it is done by first
pre-partitioning the network into "cost groups” and then
determining which cost group the client is in. Next, from
a plurality of repeaters in the network, a set of repeaters
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is selected, the members of the set having a fow cost
relative to the cost group which the client is in. In order
to determine the lowest cost, a table is maintained and
regularly updated to define the cost between each group
and each repeater. Then one member of the set is se-
lected, preferably randomly, as the best repeater.
[0025] If the particular requested resource itself can
contain identifiers of other resources, then the resource
may be rewritten (before being provided to the client).
In particular, the resource is rewritten to replace at least
some of the resource identifiers contained therein with
modified resource identifiers designating a repeater in-
stead of the origin server. As a consequence of this re-
writing process, when the client requests other resourc-
es based on identifiers in the particular requested re-
source, the cliént will make those requests directly to
the selected repeater, bypassing the refiector and origin
server entirely. .
[0026] Resource rewriting must be performed by re-
flectors. it may also be performed by repeaters, in the
situation where repeaters "peer” with one another and
make copies of resources which include rewritten re-
source identifiers that designate a repeater.

[0027] In a preferred embodiment, the network is the
Internet and the resource identifier is a uniform resource
locator (URL) for designating resources on the internet,
and the modified resource identifier is a URL designat-
ing the repeater and indicating the origin server (as de-
scribed in step B3 below), and the modified resource
identifier is provided to the client using a REDIRECT
message. Note, only when the reflector is "reflecting” a
request is the modified resource identifier provided us-
ing a REDIRECT message.

[0028] In another aspect, this invention is a computer
network comprising a plurality of origin servers, at least
some of the origin servers having reflectors associated
therewith, and a plurality of repeaters.

BRIEF DESCRIPTION OF THE DRAWINGS

[0029] The above and other objects and advantages
of the invention will be apparent upon consideration of
the following detailed description, taken in conjunction
with the accompanying drawings, in which the reference
characters refer to like parts throughout and in which:

FIGURE 1 depicts a portion of a network environ-
ment according to the present invention; and
FIGURES 2-6 are flow charts of the operation of the
present invention. -

DETAILED DESCRIPTION OF THE PRESENTLY
PREFERRED EXEMPLARY EMBODIMENTS

Overview

[0030] FIGURE 1 shows a portion of a network envi-
ronment 100 according to the present invention, where-
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inamechanism (reflector 108, described in detail below)
at a server (herein origin server 102) maintains and
keeps track of a number of partially replicated servers
or repeaters 104a, 104b, and 104c. Each repeater
104a, 104b, and 104c replicates some or all of the in-
formation available on the origin server 102 as well as
information available on other origin servers in the net-
work 100. Reflector 108 is connected to a particular re- |
peater known as its "contact” repeater ("Repeater B"
104b in the system depicted in FIGURE 1). Preferably
each reflector maintains a connection with a single re-
peater known as its contact, and each repeater main-
tains a connection with a special repeater known as its
master repeater (e.g., repeater 104m for repeaters
104a, 104b and 104c¢ in FIGURE 1).

[0031] Thus, a repeater can be considered as a ded-
icated proxy server that maintains a partial or sparse
mirror of the origin server 102, by implementing a dis-
tributed coherent cache of the origin server. A repeater
may maintain a (partial) mirror of more than one origin
server. In some embodiments, the network 100 is the
Internet and repeaters mirror selected resources provid-
ed by origin servers in response to clients' HTTP (hy-
pertext transfer protocol) and FTP (file transfer protocol)
requests.

[0032] A client 106 connects, via the network 100, to
origin server 102 and possibly to one or more repeaters
104a etc. .

[0033] Origin server 102 is a server at which resourc-
es originate. More generally, the origin server 102 is any
process or collection of processes that provide resourc-
es in response to requests from a client 106. Origin serv-
er 102 can be any off-the-shelf Web server. In a pre-
ferred embodiment, origin server 102 is typically a Web
server such as the Apache server or Netscape Commu-
nications Corporation's Enterprise™ server.

[0034] Client 106 is a processor requesting resources
from origin server 102 on behalf of an end user. The cli-
ent 106 is typically a user agent (e.g., a Web browser
such as Netscape Communications Corporation's Nav-
igator™) or a proxy for a user agent. Components other
than the reflector 108 and the repeaters 104a, 104b,
etc., may be implemented using commonly available
software programs. In particular, this invention works
with any HTTP client (e.g., a Web browser), proxy
cache, and Web server. In addition, the reflector 108
might be fully integrated into the data server 112 (for
instance, in a Web Server). These components might
be loosely integrated based on the use of extension
mechanisms (such as_so-called add-in modules) or
tightly integrated by modifying the service component
specifically to support the repeaters.

[0035] Resources originating at the origin server 102
may be static or dynamic. Thatis, the resources may be
fixed or they may be created by the origin server 102
specifically in response to a request. Note that the terms
"static” and *dynamic” are relative, since a static re-
source may change at some regular, albeit long, inter-
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val.

[0036] Resource requests from the client 106 to the
origin server 102 are intercepted by reflector 108 which
for a given request either forwards the request on to the
origin server 102 or conditionally reflects it to some re-
peater 104a, 104b, etc. in the network 100. That is, de-
pending on the nature of the request by the client 106
to the origin server 102, the reflector 108 either serves
the request locally (at the origin server 102), or selects
one of the repeaters (preferably the best repeater for the
job) and reflects the request to the selected repeater. In
other words, the reflector 108 causes requests for re-
sources from origin server 102, made by client 106, to
be either served locally by the origin server 102 or trans-
parently reflected to the best repeater 104a, 104b, etc.
The notion of a best repeater and the manner in which
the best repeater is selected are described in detail be-
low.

{0037} Repeaters 104a, 104b, etc. are intermediate
processors used to service client requests thereby im-
proving performance and reducing costs in the manner

described herein. Within repeaters 104a, 104b, efc., are -
any processes or collections of processes that deliver

resources to the client 106 on behalf of the origin server
102. A repeater may include a repeater cache 110, used
to avoid unnecessary transactions with the origin server
102.

[0038] The reflector 108 is a mechanism, preferably
a software program, that intercepts requests that would
normja"y be sent directly to the origin server 102. While
shown in the drawings as separate oomponénts. the re-
flector 108 and the origin server 102 are typically co-
located, e.g., on a particular system such as data server
112. (As discussed below, the reflector 108 may even
be a "plug in" module that becomes part of the origin
server 102. :

{0039] FIGURE 1 shows only a part of a network 100
according to this invention. A complete operating net-
work consists of any number of clients, repeaters, re-
flectors, and origin servers. Reflectors communicate
with the repeater-network, and repeaters in the network
communicate with one another.

Uniform Resource Locators

[0040] Each location in a computer network has an
address which can generally be specified as a series of
names or numbers. In order to access information, an
address for that information must be known. For exam-
ple, on the World Wide Web ("the Web") which is a sub-
set of the Internet, the manner in which information ad-
dress locations are provided has been standardized into
Uniform Resource Locators (URLs). URLs specify the
location of resources (information, data files, etc.) on the
network. ’

[0041] The notion of URLs becomes even more useful
when hypertext documents are used. A hypertext doc-

ument is one which includes, within the document itself,
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links (pointers or references) to the document itself or
to other documents. For example, in an on-line legal re-
search system, each case may be presented as a hy-
pertext document. When other cases are cited, links to
those cases can be provided. In this way, when a person
is reading a case, they can follow cite links to read the
appropriate parts of cited cases.

{0042] In the case of the Intemet in general and the
World Wide Web specifically, documents canbe created
using a standardized form known as the Hypertext
Markup Language (HTML). In HTML, a document con-
sists of data (text, images, sounds, and the like), includ-
ing links to other sections of the same document or to
other documents. The links are generally provided as
URLs, and can be in relative or absolute form. Relative

* URLs simply omit the parts of the URL which are the

same as for the document including the link, such as the
address of the document (when linking to the same doc-
ument), etc. In general, a browser program will fill in
missing parts of a URL using the corresponding parts
from the current document, thereby forming a fully
formed URL including a fully qualified domain name, etc.
[0043] A hypertext document may contain any
number of links to other documents, and each of those
other documents may be on a different server in a dif-
ferent part of the world. For exampie, a document may
contain links to documents in Russia, Africa, China and
Australia. A user viewing that document at a particular
client can follow any of the links transparently (i.e., with-
out knowing where the document being linked to actu-
ally resides). Accordingly, the cost (in terms of time or
money or resource allocation) of following one link ver-

" sus another may be quite significant.

[0044] URLs generally have the following form (de-
fined in detail in T. Berners-Lee et al, Uniform -Resource
Locators (URL), Network Working Group, Request for
Comments: 1738, Category: Standards Track, Decem-
ber 1994, located at
“http://ds.internic.net/rfc/rfc1738.txt"):
scheme:/lbost[:port]iuri-path

where "scheme” can be a symbol such as “file"(for a
file on the local system), “ftp”(for a file on an anonymous
FTP file server), "http” (for a file on a file on 2 Web serv-
er), and “telnef” (for a connection to a Telnet-based serv-
ice). Other schemes, can also be used and new

schemes are added every now and then. The port

number is optional, the system substituting a default port:

" number (depending on the scheme) if none is provided.

The "host" field maps to a particular network address for
a particutar computer. The "url-path” is relative to the
computer spegcified in the "host" field. A url-path is typi-
cally, but not necessarily, the pathname of a file in a web
server directory. : .
[0045] - For example, the following is a URL identifying
a file "F" in the path "A/B/C® on a computer at "www.
uspto.gov’: .
bttp:/lwww.uspto.govIAIBICIF
[0046] In order to access the file *F" (the resource)
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specified by the above URL, a program (e.g., a browser)
running on a user's computer (i.e., a client computer)
would have to first locate the computer (i.e., a server
computer) specified by the host name. l.e., the program
would have to locate the server "www.uspto.gov”. To do
this, it would access a Domain Name Server (DNS), pro-
viding the DNS with the host name ("www.uspto.gov®).
The DNS acts as a kind of centralized directory for re-
solving addresses from names. If the' DNS determines
that there is a (remote server) computer corresponding
to the name "www.uspto.gov”, it will provide the program
with an actual computer network address for that server
computer. On the Intemnet this is called an Internet Pro-
tocol (or IP) address and it has the form
°123.345.456.678". The program on the user's (client)
computer would then use the actual address to access
the remote (server) computer.

[0047] The program opens a connection {0 the HTTP
server.(Web server) on the remote computer "www.usp-
to.gov" and uses the connection to send a request mes-
sage to the remote computer (using the HTTP scheme).
The message is typically an HTTP GET request which
includes the url-path of the requested resource, "A/B/C/
F". The HTTP server receives the request and uses it to
access the resource specified by the url-path "A/B/C/F".
The server returns the resource over the same connec-
tion. .
[0048] Thus, conventionally HTTP client requests for
Web resources at an origin server 102 are processed
as follows (see FIGURE 2) (This is a description of the
process when no reflector 108 is installed.):

A1, Abrowser (e.g., Netscape's Navigator) at the cli-
ent receives a resource identifier (i.e., a URL)
from a user. )

The browser extracts the host (origin server)

name from the resource identifier, and uses a do-

main name server (DNS) to look up the network

(IP) address of the corresponding server. The

browser also extracts a port number, if one is

present, or uses a default port number (the de-

fault port number for hitp requests is 80).

A3.  The browser uses the server's network address
and port number to establish a connection be-
tween the client 106 and the host or origin server

T 102,

A4.  The client 106 then sends a (GET) request over

the connection identifying the requested re-

source.

A5.  The origin server 102 receives the request and

A6. locates or composes the ‘comesponding re-

source.
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10
A7.  The origin server 102 then sends back to the cli-
ent 106 a reply containing the requested re-
source (or some form of error indicator if the re-
source is unavailable). The reply is sent to the
client over the same connection as that on which
the request was received from the client.

A8.  The client 106 receives the reply from the origin
server 102.

[0049] There are many variations of this basic model.
For example, in one variation, instead of providing the
dlient with the resource, the origin server can tell the cli-
ent to re-request the resource by another name. To do
so, in A7 the server 102 sends back to the client 106 a
reply called a "REDIRECT" which contains a new URL
indicating the other name. The client 106 then repeats
the entire sequence, normally without any user interven-
tion, this time requesting the resource identified by the
new URL.

System Operation

[0050) in this invention reflector 108 effectively takes
the place of an ordinary Web server or origin server 102.
The reflector 108 does this by taking over the origin serv-
er's IP address and port number. In this way, when a
client tries to connect to the origin server 102, it will ac-
tually connect to the reflector 108. The original Web
server (or origin server 102) must then accept requests
at a different network (IP) address, or at the same IP
address but on a different port number. Thus, using this
invention, the server referred to in A3-A7 above is actu-
ally a reflector 108. '
[0051] Note that it is also possible to leave the origin
server's network address as it is and to let the reflector
run at a different address or on a different port. in this
way the reflector does not intercept requests sent to the
origin server, but can still be sent requests addressed
specifically to the reflector. Thus the system can be test-
ed and configured without interrupting its normal oper-
ation.
[0052] The reflector 108 supports the processing as
follows (see FIGURE 3):

upon receipt of a request,

B1 The reflector 108 analyzes the request to deter-
mine whether or not to reflect the request. To do
this, first the reflector determines whether the
sender (client 106) is a browser or a repeater.
Reguests issued by repeaters mustbe served lo-
cally by the origin server 102. This determination
can be made by looking up the network (IP) ad-
dress of the sender in a list of known repeater
network (IP) addresses. Alternatively, this deter-
mination could be made by attaching information .
to a request to indicate that the request is from
a specific repeater, or repeaters can request re-



B2 If the request is not from a repeater, the reflector ent. The HTTP REDIRECT command allows the
looks up the requested resource in a table (called 5§ reflector to send the browser a single URL to re-
the “rule base") to determine whether the re- try the request.
source requested is “repeatable”. Based on this
determination, the reflector either reflects the re- B4.  To serve arequest locally, the request is sent by
quest (B3, described below) or serves the re- the reflector to ("forwarded to") the origin server
quest locally (B4, described below). 10 102. In this mode, the reflector acts as areverse
The rule base is a list of regular expressions and proxy server. The origin server 102 processes
associated attributes. (Regular expressions are . the request in the normal manner (A5-A7). The
well-known in the field of computer science. A reflecior then obtains the origin server's reply to
small bibliography of their use is found in Abo, et the request which it inspects to determine if the
al.,, "Compilers, Principles, techniques and 15 requested resource is an HTML document, i.e.,
tools", Addison-Wesley, 1986, pp. 157-158.) The whether the requested resource is one which it-
resource identifier (URL) for a given request is self contains resource identifiers.
looked up in the rule base by matching it sequen-
tially with each regular expression. The first B5.  If the resource is an HTML document then the
match identifies the attributes for the resource, 20 reflector rewrites the HTML document by modi- -
namely repeatable or local. If there is no match fying resource identifiers (URLs) within it, as de-
in the rule base, a defauit attribute is used. Each scribed below. The resource, possibly as modi-
reflector has its own rule base, which is manually fied by rewriting, is then returned in a reply to the
configured by the reflector operator. requesting client 106.

25 If the requesting client is a repeater, the-reflector

B3. To reflect a request, (to serve a request locally may temporarily disable any cache-control mod-
go to B4), as shown in FIGURE 4, the reflector ifiers which the origin server attached to the re-
determines (B3-1) the bestrepeater to reflect the ply. These disabled cache-control modifiers are
request to, as described in detail below. The re- later re-enabled when the content is served from
flector then creates (B3-2) a new resource iden- 30 the repeater. This mechanism makes it possible
tifier (URL) (using the requested URL and the for the origin server to prevent resources from
best repeater) that identifies the same resource being cached at normal proxy caches, without af-
at the selected repeater. fecting the behavior of the cache at the repeater.
It is necessary that the reflection step create a
single URL containing the URL of the originalre- 35 B6. Whether the request is reflected or handled lo-
source, as well as the identity of the selected re- cally, details about the transaction, such as the
peater. A special form of URL is created to pro- current time, the address of the requester, the
vide this information. This is done by creating a URL requested, and the type of response gener-
new URL as follows: ated, are written by the reflector to a local log file.

40
D1.  Given a repeater name, scheme, origin server [0053] By using a rule base (B2), it is possible to se-
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sources from a special port other than the one
used for ordinary clients.

name and path, create a new URL. If the scheme

is "http", the preferred embodiment uses the fol-

lowing format: .
http:ll<repeater>/<server>/<path>

If the form used is other than "http®, the preferred

embodiment uses the following format :

45

12

peater. )
The reflector then sends (B3-3) a REDIRECT re-
ply containing this new URL to the requesting cli-

lectively reflect resources. There are a number of rea-
sons that certain particular resources cannot be effec-
tively repeated (and therefore should not be reflected),
for instance:

- the resource is composed uniquely for each re-
quest; ’

the resource relies on a so-called cookie (browsers
will not send cookies to repeaters with different do-
main names);

the resource is actually a program (such as a Java
applet) that will run on the client and that wishes to
connect to a service (Java requires that the service

hitp:/l<repeater>/<serv-
er>@proxy=<scheme>@/<path> -
The reflector can also attach a MIME type to the 50
request, to cause the repeater to provide that

MIME type with the result. This is useful because -
many protocols (such as FTP) do not provide a

way to attach a MIME type to a resource. The

format is 55 " be running on the same machine that provided the
http:ll<repeater>|<server>@proxy=<scheme>: applet). )
<type>@/<path> ’

This URL is interpreted when received by the re- [0054] In addition, the reflector 108 can be configured
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so that requests from certain network addresses (e.g.,
requests from clients on the same local area network as
the reflector itself) are never reflected. Also, the reflector
may choose not to reflect requests because the reflector

is exceeding its committed aggregate information rate,

as described below.

[6055] A request which is reflected is automatically
mirrored at the repeater when the repeater receives and
processes the request.

[0056] The combination of the reflection process de-
scribed here and the caching process described below
effectively creates a system in which repeatable re-
sources are migrated to and mirrored at the selected re-
flector, while non-repeatable resources are not mir-
rored.

Alternate Approach

[0057] Placing the origin server name in the reflected
URL is generally a good strategy, but it may be consid-
ered undesirable for aesthetic or (in the case, e.g., of
cookies) certain technical reasons.

[0058) ltis possible to avoid the need for placing both
the repeater name and the server name in the URL. In-
stead, a "family® of names may be created for a given
origin server, each name identifying one of the repeaters
used by that server.

[0059] Forinstance, if www.example.com is the origin
server, names for three repeaters might be created:

wr1.example.com
wr2.example.com
wr3.example.com

[0060] The name "wr1.example.com” would be an ali-
as for repeater 1, which might also be known by other
names such as "wrl.anotherExample.com” and
"wri.example.edu”.

[0061]} If the repeater can determine by which name
it was addressed, it can use this information (along with
a table that associates repeater alias names with-origin
server names) to determine which origin server is being
addressed. For instance, if repeater 1 is addressed as
wri.example.com, then the origin server is "www.exam-
ple.com®; if it is addressed as "wri.anotherExample.
com®, then the origin server is "www.anotherExample.
com™.

[0062] The repeater can use two mechanisms to de-
termine by which alias it is addressed:

1. Each alias can be associated with a different IP
address. Unfortunately, this solution does not scale
well, as IP addresses are currently scarce, and the

number of IP addresses required grows as the prod--

uct of origin servers and repeaters.
2. The repeater can attempt to determine the alias

name used by inspecting the "host:"tag inthe HTTP -

header of the request. Unforiunately, some old
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browsers still in use do not attach the "host:" tag to
a request. Reflectors would need to identify such
browsers (the browser identity is a part of each re-
quest) and avoid this form of reflection.

-

How a Repeater Handles a Request

[0063] When a browser receives a REDIRECT re-
sponse (as produced in B3), it reissues a request for the
resource using the new resource identifier (URL)
(A1-A5). Because the new identifier refers to a repeater
instead of the origin server, the browser now sends a
request for the resource to the repeater which process-
es a request as follows, with reference to FIGURE 5:
C1. First the repeater analyzes the request to deter-
mine the network address of the requesting client
and the path of the resource requested. Included
inthe path is an origin server name (as described
above with reference to B3).

C2. The repeater uses an internal table to verify that
the origin server belongs to a known "subscrib-
er”. A subscriber is an entity (e.g., a company)
that publishes resources (e.g., files) via one or
more origin servers. When the entity subscribes,
itis permitted to utilize the repeater network. The
subscriber tables described below include the in-
formation that is used to link reflectors to sub-
scribers.

If the request is not for a resource from a known
subscriber, the request is rejected. Toreject are-
quest, the repeater returns a reply indicating that
the requested resource does not exist.

C3. The repeater then determines whether the re-
quested resource is cached locally. If the re-
quested resource is in the repeater’s cache it is
retrieved. On the other hand, if a valid copy of
the requested resource is not in the repeater's
cache, the repeater modifies the incoming URL,
creating a request that it issues directly to the
originating reflector which processes it (as in
B1-B6). Because this request to the originating
reflector is from a repeater, the reflector always
returns the requested resource rather than re-
flecting the request. (Recall that reflectors al-
ways handle requests from repeaters locally.) If
the repeater obtained the resource from the ori-
gin server, the repeater then caches the resource
locally.

If a resource is not cached locally, the cache can
query its "peer caches” to see if one of them con-
tains the resource, before or at the same time as
requesting the resource from the reflector/origin -
server. If a peer cache respbnds positively in a
limited period of time (preferably a small fraction
of a second), the resource will be retrieved from
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the peer cache.

C4. The repeater then constructs a reply including
the requested resource (which was retrieved
from the cache or from the origin server) and
sends that reply to the requesting client.

C5.  Details about the transaction, such as the asso-
ciated reflector, the current time, the address of
the requester, the URL requested, and the type
of response generated, are written to a local log
file at the repeater.

[0064] Note that the bottom row of FIGURE 2 refers
to an origin server, or a reflector, or a repeater, depend-
ing on what the URL in step A1 identifies.

Selecting the Best Repeater

[0065] Ifthereflector 108 determines that it will reflect
the request, it must then select the best repeater to han-
dle that request (as referred to in step B3-1). This se-
lection is performed by the Best Repeater Selector
(BRS) mechanism described here.

[0066] The goal of the BRS is to select, quickly and
heuristically, an appropriate repeater for a given client
given only the network address of the client. An appro-
priate repeater is one which is not too heavily loaded
and which is not too far from the client in terms of some
measure of network distance. The mechanism used
here relies on specific, compact, pre-computed data to
make a fast dgcision. Other, dynamic solutions can also
be used to select an appropriate repeater.

[0067] The BRS relies on three pre-computed tables,
namely the Group Reduction Table, the Link Cost Table,
and the Load Table. These three tables (described be-
low) are computed off-line and downloaded to each re-
flector by its contact in the repeater network.

[0068] The Group Reduction Table places evéry
network address into a group, with the goal that ad-
dresses in a group share relative costs, so that they
would have the same best repeater under varying con-~
ditions (i.e., the BRS is invariant over the members of
the group).

[0069] The Link Cost Table is a two dimensional ma-
trix which specifies the current cost between each re-
peater and each group. Initially, the link cost between a
repeater and a group is defined as the "normalized link
cost” between the repeater and the group, as defined
below. Over time, the table will be updated with meas-
urements which more accurately reflect the relative cost
of transmitting a file between the repeater and amember
of the group. The format of the Link Cost Table is <Group
ID> <Group ID> <link cost>, where the Group ID's are
given as AS numbers.

[0070] The Load Table is a one dimensional table
which identifies the current toad at each repeater. Be-
cause repeaters may have different capacities, the load
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is a value that represents the ability of a given repeater
to accept additional work. Each repeater sends its cur-
rent load to a central master repeater at regular inter-
vals, preferably at least approximately once a minute.
The master repeater broadcasts the load Table to each
reflector in the network, via the contact repeater.
{00711 Areflectoris provided entries in the Load Table
only for repeaters which it is assigned to-use. The as-
signment of repeaters to reflectors is performed central-
ly by a repeater network operator at the master repeater.
This assignment makes it possible to modify the service
level of a given reflector. For instance, a very active re-
flector may use many repeaters, whereas a relatively
inactive reflector may use few repeaters. )

[0072] Tables may also be configured to provide se-
lective repeater service to subscribers in other ways, e.
g., for their clients in specific geographic regions, such
as Europe or Asia.

Measuring Load

[0073] In the presently preferred embodiments, re-
peater load is measured in two dimensions, namely

1. requests received by the repeater per time inter-
val (RRPT), and :

2. bytes sent by the repeater per time interval
(BSPT).

[0074] For each of these dimensions, a maximum ca-

* pacity setting is set. The maximum capacity indicates

the point at which the repeater is considered to be fully-
loaded. A higher RRPT capacity generally indicates a
faster processor, whereas a higher BSPT capacity gen-
erally indicates a wider network pipe. This form of load
measurement assumes that a given server is dedicated
to the task of repeating.

[0075] Each repeater regularly calculates its current
RRPT and BSPT, by accumulating the number of re-
quests received and bytes sent over a short time inter-
val. These measurements are used to determine the re-
peater’s load in each of these dimensions. If a repeater's
load exceeds its configured capacity, an alarm message
is sent to the repeater network administrator.

[0076] The two current load components are com-
bined into a single value indicating overall current load.
Similarly, the two maximum capacity components are
combined into a single value indicating overall maxi-
mum capacity. The components are combined as fol-
lows:

current-load = B X curent RRPT + (1-B) X

current BSPT

max-load = 8 X max RRPT +(1-B) X max BSPT
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[0077] The factor B, a value between 0 and 1, allows
the relative weights of RRPT and BSPT to be adjusted,
which favors consideration of either processing power
or bandwidth.

[0078] The overall current load and overall maximum
capacity values are periodically sent from each repeater
to the master repeater, where they are aggregated in
the Load Table, a table summarizing the overall load for
all repeaters. Changes in the Load Table are distributed
automatically to each reflector.

[0079] While the preferred embodiment uses a two-
dimensional measure of repeater load, any other meas-
ure of load can be used.

Combining Link Costs and Load

[0080] The BRS computes the cost of servicing a giv-
en client from each eligible repeater. The cost is com-
puted by combining the available capacity of the candi-
date repeater with the cost of the link between that re-
peater and the client. The link cost is computed by sim-
ply looking it up in the link Cost table.

[0081] The cost is determined using the following for-
mula:

threshold = K * max-load
capacily = max{max-load - current-foéd. e)
capacity = min(capacity, threshold)

cost = link-cost * threshold | capacity

[0082] In this formula, e is a very small number (epsi-
lon) and K is a tuning factor initial set to 0.5. This formula
causes the cost to a given repeater to be increased, at
a'rate defined by K, if its capacity falls below a config-
urable threshold.
[0083] Given the cost of each candidate repeater, the
BRS selects all repeaters within a delta factor of the best
score. From this set, the result is selected at random.
[0084] The delta factor prevents the BRS from repeat-
edly selecting a single repeater when scores are similar.
It is generally required because available information
about load and fink costs loses accuracy over time. This
. factor is tunable.

Best Repeater Selector (BRS)

[0085] The BRS operates as follows, with reference
to FIGURE 6: .

Given a client network address and the three ta-
bles described above: :
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E1. Determine which group the client is in using the
Group Reduction Table.

For each repeater in the Link Cost Table and
Load Table, determine that repeater's com-
bined cost as follows:

E2.

Determine the maximum and current
load on the repeater-(using the Loa
Table). .
Determine the link cost between the re-
peater and the client's group (using the
Link Cost Table).

Determine the combined cost as de-
scribed above.

E2a.
E2b.
E2c.

E3. Select a small set of repeaters with the lowest

cost.
E4. Select a random member from the set.
{0086] Preferably the results of the BRS processing
are maintained in a loca! cache at the reflector 108.
Thus, if the best repeater has recently been determined
for a given client (i.e., for a given network address), that
best repeater can be reused quickly without being re-
determined. Since the calculation described above is
based on statically, pre-computed tables, if the tables
have not changed then there is no need to re-determine
the best repeater. :

Determining the Group Reduction and Link Cost
Tables

[0087] The Group Reduction Table and Link Cost Ta-
ble used in BRS processing are created and regularly
updated by an independent procedure referred to herein
as NetMap. The NetMap procedure is run by executing
several phases (described below) as needed.

[0088] The term Group is used here to refers to an IP
"address group”.

[0089] The term Repeater Group refers to a Group
that contains the IP address of a repeater.

[06090] The term link cost refers o a statically deter-
mined cost for transmitting data between two Groups.
In a presently preferred implementation, this is the min-
imum of the sums of the costs of the links along each
path between them. The link costs of primary concem
here are link costs between a Group and a Repeater
Group. .

[0091] The term relative link cost refers to the link cost
relative to other link costs for the same Group which is
calculated by subtracting the minimum link cost from a
Group to any Repeater Group from each of its link costs
to a Repeater Group.

The term Cost Set refers to a set of Groups that are
equivalent in regard to Best Repeater Selection. That
is, given the information available, the same repeater
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would be selected for any of them.

[0092) The NetMap procedure first processes input
files to create an internal database called the Group
Registry. These input files describe groups, the IP ad-
dresses within groups, and links between groups, and
come a variety of sources, including publicly available
Internet Routing Registry (IRR) databases, BGP router
tables, and probe services that are lacated at various
points around the Intemet and use publicly available
tools (such as "tracerouie") to sample data paths. Once
this processing is complete, the Group Registry con-
tains essential information used for further processing,
namely (1) the identity of each group, (2) the sef of IP
addresses in a given group, (3) the presence of links
between groups indicating paths over which information
may travel, and (4) the cost of sending data over a given
link. :

[0093] The following processes are then performed
on the Group Registry file.

Calculate Repeater Group link costs

[0094] The NetMap procedure calculates a “link cost”
for transmission of data between each Repeater Group
and each Group in the Group Registry. This overall link
costis defined as the minimum cost of any path between
the two groups, where the cost of a path is equal to the
sum of the costs of the individual links in the path. The
link cost algorithm presented below is essentially the
same as algorithm #562 from ACM journal Transactions
on Mathematical Software: "Shortest Path From a Spe-
cific Node to All Other Nodes in a Network” by U. Pape,
ACM TOMS 6 (1980) pp. 450-455, http://www.netlib.
org/toms/562.

[0095] In this processing, the term Repeater Group
refers to a Group that contains the IP address of a re-
peater. A group is a neighbor of another group if the
Group Registry indicates that there is a link between the
two groups. .

[0096] For each target Repeater Group T:

* Initialize the link cost between T and itself to zero.

» Initialize the link cost between T and every other
Group to infinity.

* Create alist L that will contain Groups that are equi-
distant from the target Repeater Group T.

* Initialize the list L to contain just the target Repeater
Group T itself.

*  While the list L is not empty:

= Create an empty list L’ of neighbors of mem-
bers of the list L.

* For each Group Ginthelist L:
»  For each Group N that is a neighbor of G:

¢ Let costreferto the sum of the link cost
between T and G, and the link cost be-
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tween G and N. The cost between T
and G was determined in the previous
pass of the algorithm; the link cost be- -
tween G and N is from the Group Reg-
istry.

e If cost is less than the link cost be-
tween T and N:

e Setthe link cost between Tand N
to cost. C
¢ AddNto L ifitis not already on it.

« SetlLtol"

Calculate Cost Sets

[0097] A Cost Set is a set of Groups that are equiva-
lentwith respect to Best Repeater Selection. Thatis, giv-
en the information available, the same repeater would
be selected for any of them.

[0098] The "cost profile” of a Group G is defined here-
in as the set of costs between G and each Repeater..
Two cost profiles are said to be equivalent if the values
in one profile differ from the corresponding values in the
other profile by a constant amount.

[0099]- Once a client Group is known, the Best Re-
peater Selection algorithm relies on the cost profile for
information about the Group. If two cost profiles are
equivalent, the BRS algorithm would select the same
repeater given either profile.

[0100] A Cost Set is then a set of groups that have
equivalent cost profiles.

[0101] The effectiveness of this method can be seen,
for example, in the case where all paths to a Repeater
from some Group A pass through some other Group B.
The two Groups have equivalent cost profiles (and are
therefore in the same Cost Set) since whatever Repeat-
eris best for Group A is also going to be best for Group
B, regardless of what path is taken between the two
Groups.’ ,

[0102] By normalizing cost profiles, equivalent cost
profiles can be made identical. A normalized cost profile
is a cost profile in which the minimum cost has the value
zero. A normalized cost profile is computed by finding
the minimum cost in the profile, and subtracting that val-
ue from each cost in the profile.

[0103] Cost Sets are then computed using the follow-
ing algorithm:

¢ Foreach Group G:

*  Calculate the normalized cost profile for G

+ Look for a Cost Set with the same normalized
cost profile. ’ -

» If such as set is found, add G to the existing
Cost Set;’

» otherwise, create a new Cost Set with the cal-
culated normalized cost profile, containing only
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G.

[0104] The algorithm for finding Cost Sets employs a
hash table to reduce the time necessary to determine
whether the desired Cost Set already exists. The hash
table uses a hash value computed from cost profile of G.
[0105] Each Cost Set is then numbered with a unique
Cost Sent index number. Cost Sets are then used in a
straightforward manner to generate the Link Cost Table,
which gives the cost from each Cost Set to each Re-
peater.

[0106] As described below, the Group Reduction Ta-
ble maps every IP address to one of these Cost Sets.

Build IP Map
[0107] The IP Map is a sorted list of records which

map P address ranges to Link Cost Table keys. The
format of the IP map is:

<base [P address> <max IP address> <Link Cost.

Table key> .

where P addresses are presently represented by 32-bit
integers. The entries are sorted by descending base ad-
dress, and by ascending maximum address among

equal base addresses, and by ascending link Cost Table-

key among equal base addresses and maximum ad-
dresses. Note that ranges may overlap.

[0108] The NetMap procedure generates an interme-
diate IP map containing a map between IP address
ranges and Cost Set numbers as follows:

» For each Cost Set S:
* Foreach Group Gin S:
*  For each IP address range in G:

* Add a triple (low address, high ad-
dress, Cost Set number of S) to the IP
map.

[0109] The IP map file is then sorted by descending
base address, and by ascending maximum address
among equal base addresses, and by ascending Cost
Set number among equal base addresses and maxi-
mum addresses. The sort order for the base address
and maximum address minimizes the time to build the
Group Reduction Table and produces the proper results
for overlapping entries. )

[0110] Finally, the NetMap procedure creates the
Group Reduction Table by processing the sorted IP
map. The Group Reduction Table maps IP addresses
(specified by ranges) into Cost Set numbers. Special
processing of the IP map file is required in order to detect
overlapping address ranges, and to merge adjacent ad-
dress ranges in order to minimize the size of the Group
Reduction Table.

[0141] An ordered list of address range segments is
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maintained, each segment consisting of a base address
B and a Cost Set number N, sorted by base address B.
(The maximum address of a segment is the base ad-
dress of the next segment minus one.)

[0112] The following algorithm is used:

+ Initialize the list with the elements [-infinity, NO-
GROUP], [+infinity, NOGROUP].

* For each eritry in the IP map, in sorted order,
consisting of (b, m, s},

* insert (b, m, s)inthe list (recall that IP map
entries are of the form (low address, high
address Cost Set number of S))

» For each reserved LAN address range (b, m):
Insert (b, m, LOCAL) in the list.

. Fon; each Repeater at address a:
Insert (a, a, REPEATER) in the list.

*  For each segment S in the ordered list:

+  Merge S with following segments with the
same Cost Set

¢ Create a Group Reduction Tabte entry with
base address from the base address of S,

* max address = next segment’s base -
1
+  group ID ='Cost Set number of S.

[0113] A reserved LAN address range is an address
range reserved for use by LANs which should not ap-
pear as a global Intemet address. LOCAL is a special
Cost Set index different from all others, indicating that
the range maps to a client which should never be re-
fiected. REPEATER is a special Cost Set index different
from all others, indicating that the address range maps
to a repeater. NOGROUP is a special Cost Set index
different from all others, indicating that this range of ad-
dresses has no known mapping.

[0114] . Given (B, M, N), insert an entry in the ordered
address list as follows: '

Find the last segment (AB, AN) for which AB is less
than or equal to B.

If AB is less than B, insert a new segment (B, N)
after (AB, AN). :

Find the last segment (YB, YN) for which YB is less
than or equal to M.

Replace by (XB, N) any segment (XB, NOGROUP)
for which XB is greater than B and less than YB.

If YN is not N, and either YN is NOGROUP or YB
is less than or equal to B,
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Let (ZB, ZN) be the segment foliowing (YB,
YN).

If M+1 is less than ZB, insert a new segment.

(M#1, YN) before (ZB, ZN).
Replace (Y8, YN) by (YB, N).

Rewriting HTML Resources

[0115] As explained above with reference to FIGURE
3 (B5), when a reflector or repeater serves a resource
which itself includes resource identifiers (e.g., a HTML
resource), that resource is modified (rewritten) to pre-
reflect resource identifiers (URLs) of repeatable re-
sources that appear in the resource. Rewriting ensures
that when a browser requests repeatable resources
identified by the requested resource, it gets them from
a repeater without going back to the origin server, but
when it requests non-repeatable resources identified by
the requested resource, it will go directly to the origin
server. Without this optimization, the browser would ei-
ther make all requests at the origin server (increasing
traffic at the origin server and necessitating far more re-
directions from the origin server), or it would make all
requests at the repeater (causing the repeater to redun-
dantly request and copy resources which could not be
cached, increasing. the overhead of serving such re-
sources).

[0116] Rewriting requires thata repeater has been se-
lected (as described above with reference to the Best
Repeater Selector). Rewriting uses a so-called BASE
directive. The BASE directive lets the HTML .identify a
different base server. (The base address is normally the
address of the HTML resource.)

[0117] Rewriting is performed as follows:

F1. ABASE directive is added at the beginning of the
HTML resource, or modified where necessary.
Normally, a browser interprets relative URLs as
being relative to the default base address, name-
ly, the URL of the HTML resource (page) in which
they are encountered. The BASE address added
specifies the resource at the reflector which orig-
inally served the resource. This means that un-
processed relative URLs (such as those gener-
ated by Javascript™ programs) will be interpret-
ed as relative to the reflector. Without this BASE

address, browsers would combine relative ad-"

dresses with repeater names to create URLs
which were not in the form required by repeaters
(as described above in step D1).
F2.  Therewriteridentifies directives, such as embed-
ded images and anchors, containing URLs. If the
rewriter is running in a reflector, it must parse the
HTML file to identify these directives.
Ifitis running in a repeater, the rewriter may have
access to pre-computed information that identi-
fies the location of each URL (placed in the HTML
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file in step F4).
F3. Foreach URL encountered in the resource to be
re-written, the rewriter must determine whether
the URL is repeatable (as in steps B1-B2), If the
URL is not repeatable, it is not modified. On the
other hand, if the URL is repeatable, it is modified
to refer to the selected repeater. )
F4. After all URLs have been identified and modified,
if the resource is being served to a repeater, a
table is appended at the beginning of the re-
source that identifies the location and content of
each URL encountered in the resource. (This
step is an optimization which eliminates the need
for parsing HTML resources at the repeater.)
F5. Once all changes have been identified, a new
length is computed for the resource (page). The
length is inserted in the HTTP header prior to
serving the resource.

[0118] An extension of HTML, known as XML, is cur-
rently being developed. The process of rewriting URLs
will be similar for XML, with some differences in the
mechanism that parses the resource and identifies em-
bedded URLs.

Handling Non-HTTP Protocols

[0119]} This invention makes it possible to reflect ref-
erences to resources that are served by protocols other
than HTTP, forinstance, the File Transfer Protocol (FTP)
and audio/video stream protocols. However, many pro-
tocols do not provide the ability to redirect requests. It
is, however, possible to redirect references before re-
quests are actually made by rewriting URLs embedded
in HTML pages. The following modifications to the
above algorithms are used to support this capability.
[0120] In F4, the rewriter rewrites URLs for servers if
those servers appear in a configurable table of cooper-
ating origin server or so-called co-servers. The reflector
operator can define this table to include FTP servers and
other servers. A rewritten URL thatreferstoa non-HTTP
resource takes the form:

. http:li<repeater>/<origin

er>@proxy=<scheme>[:<type>]@Jresource
where <scheme> is a supported protocol name such as
"ftp". This URL format is an alternative to the form shown
in B3.
[0121] in C3, the repeater looks for a protocol embed-
ded in the arriving request. If a protocol is present and
the requested resource is not already cached, the re-
peater uses the selected protocol instead of the default
HTTP protocol to request the resource when serving it
and storing it in the cache.

serv-
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System Configuration and Management

[0122] In addition to the processing described above,
the repeater network requires various mechanisms for
system configuration and network management. Some
of these mechanisms are described here.

[0123] Reflectors allow their operators to synchronize
repeater caches by performing publishing operations.
The process of keeping repeater caches synchronized
is described below. Publishing indicates that a resource
or collection of resources has changed.

[0124] Repeaters and reflectors participate in various
types of log processing. The results of logs collected at
repeaters are collected and merged with logs collected
at reflectors, as described below.

Adding Subscribers to the Repeaier Network

[0125] When a new subscriber is added to the net-
work, information about the subscriber is entered in a
Subscriber Table at the master repeater and propagated
to all repeaters in the network. This information includes
the Committed Aggregate Information Rate (CAIR) for
servers belonging to the subscriber, and a list of the re-
peaters that may be used by servers belonging to the
subscriber. ’

Adding Reflectors to the Repeater Network

[0126] When a new reflector is added to the network,
it simply connects to and announces itself to a contact
repeater, preferably using a securely encrypted certifi-
cate including the repeater’s subscriber identifier.
[0127] The contact repeater determines whether the
reflector network address is permitted for this subscrib-
er. If it is, the contact repeater accepts the connection
and updates the reflector with all necessary tables (us-
ing version numbers to determine which tables are out
of date). '
[0128] The refleclor processes requests during this
time, but is not "enabled” (allowed to reflect requests)
unti! all of its tables are current.

Keeping Repeater Caches Synchronized

[0129] Repeater caches are coherent, .in the sense
that when a change fo a resource is identified by a re-
flector, all repeater caches are notified, and accept the
change in a single transaction.

[0130] Only the identifier of the changed resource
(and not the entire resource) is transmitted to the repeat-
ers; the identifier is used to effectively invalidate the cor-
responding cached resource at the repeater. This proc-
ess is far more efficient than broadcasting the content
of the changed resource to each repeater.

[0131] A repeater will load the newly modified re-
source the next time it is requested.

[0132] A resource change is identified at the reflector
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either manually by the operator, or through a script when
files are installed on the server, or automatically through
a change detection mechanism (e.g., a separate proc-
ess that checks regularly for changes).

[0133] A resource change causes the reflector to
send an "invalidate” message to its contact repeater,
which forwards the message to the master repeater. The
invalidate message contains a list of resource identifiers
(or regular expressions identifying patterns of resource
identifiers) that have changed. (Regular expressions
are used to invalidate a directory or an entire server.)
The repeater network uses a two-phase commit process
to ensure that all repeaters correctly invalidate a given
resource.

[0134] The invalidation process operates as follows: -
[0135] The master broadcasts a "phase 1" invalida-
tion request to all repeaters indicating the resources and
regular expressions describing sets of resources to be
invalidated.

[0136] When each repeater receives the phase 1
message, it first places the resource identifiers or regu-
lar expressions into a list of resource identifiers pending
invalidation.

[0137] Any resource requested (in C3) that is in the
pending invalidation list may not be served from the
cache. This prevents the cache from requesting the re-
source from a peer cache which may not have received
an invalidation notice. Were it to request a resource in
this manner, it might replace the newly invalidated re-
source by the same, now stale, data.

[0138) The repeater then compares the resource
identifier of each resource in its cache against the re-
source identifiers and regular expressions in the list.
[0139] Each match is invalidated by marking it stale
and optionally removing it from the cache. This means
that a future request for the resource will cause it to re-
trieve a new copy of the resource from the reflector.
[0140] When the repeater has completed the invali-
dation, it returns an acknowledgment to the master. The
master waits until all repeaters have acknowledged the -
invalidation request.

[0141] Ifarepeaterfailsto acknowledge within a given
period, it is disconnected from the master repeater.
When it reconnects, itwill be told to flush its entire cache,
which will eliminate any consistency problem. (To avoid
flushing the entire cache, the master could keep a tog
of all invalidations performed, sorted by date, and flush
only files invalidated since the last time the reconnecting
repeater successfully completed an invalidation. In the
presently preferred embodiments this is not done since
it is believed that repeaters will seldom disconnect.)
[0142] When all repeaters have acknowledged inval-
idation (or timed out) the repeater broadcasts a "phase
2" invalidation request to all repeaters. This causes the
repeaters to remove the corresponding resource iden-
tifiers and regular expressions from the list of resource
identifiers pending invalidation.

[0143] In another embodiment, the invalidation re-
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quest will be extended to allow a "server push”. In such
requests, after phase 2 of the invalidation process has
completed, the repeater receiving the invalidation re-
quest will immediately request a new copy of the inval-
idated resource to place in its cache.

Logs and Log Processing

[0144] Web server activity logs arc fundamental to
monitoring the activity in a Web site. This invention cre-
ates "merged logs" that combine the activity at reflectors
with the activity at repeaters, so that a single activity log
appears at the origin server showing all Web resource
requests made on behalf of that site at any repeater.
[0145] This merged log can be processed by standard
processing tools, as if it had been generated locally.
[0146] On a periodic basis, the master repeater (or its
delegate) collects logs from each repeater. The logs col-
lected are merged, sorted by reflector identifier and
timestamp, and stored-in a dated file on a per-reflector
basis. The merged log for a given reflector represents
the activity of all repeaters on behalf of that reflector. On
a periodic basis, as configured by the reflector operatdr,
a reflector contacts the master repeater to request its
merged logs. It downloads these and merges them with
its locally maintained logs, sorting by timestamp. The
result is a merged log that represents all activity on be-
half of repeaters and the given reflector.

[0147] Activity logs are optionally extended with infor-
mation important to the repeater network, if the reflector
is configured to do so by the reflector operator. In par-
ticular, an "extended status code” indicates information
about each request, such as:

1. request was served by a reflector locally;

2. request was reflected to a repeater;*

3. request was served by a reflector to a repeater;*
4. request for non-repeatable resource was served
by repeater;*

5. request was served by a repeater from the cache;
6. request was served by a repeater after filling
cache;

7. request pending invalidation was served by a re-
peater.

(The activities marked with ™" represent intermediate
states of a request and do not normally appear in a final
activity log.) '

[0148] In addition, activity logs contain a duration, and
extended precision timestamps. The duration makes it
possible to analyze the time required to serve a re-
source, the bandwidth used, the number of requests
handled in parallel at a given time, and other quite useful
information. The extended precision timestamp makes
it possible to accurately merge activity logs.

[0149] Repeaters use the Network Time Protoco!
(NTP) to maintain synchronized clocks. Reflectors may
either use NTP or calculate a time bias to provide rough-
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ly accurate timestamps relative to their contact repeater.
Enforcing Committed Aggregate Information Rate

[0150]. The repeater network monitors and limits the
aggregate rate at which data is served on behalf of a
given subscriber by all repeaters. This mechanism pro-
vides the following benefits:

1. provides a means of pricing repeater service;

2. provides a means for estimating and reserving
capacity, at repeaters; .

3. provides a means for preventing clients of a busy
site from limiting access to other sites.

[0151] For each subscriber, a "threshold aggregate
information rate” (TAIR) is configured and maintained at
the master repeater. This threshold is not necessarily
the committed rate, it may be a muitiple of committed
rate, based on a pricing policy.

[0152] Each repeater measures the information rate
component of each reflector for which it serves resourc-
es, periodically (typically about once a minute), by re-
cording the number of bytes transmitted on behaif of that
reflector each time arequest is delivered. The table thus
created is sent to the master repeater once per period.
The master repeater combines the tables from each re-
peater, summing the measured information of each re-
flector over all repeaters that serve resources for that
reflector, to determine the "measured aggregate infor-
mation rate" (MAIRY) for each reflector. -

[0153] If the MAIR for a given reflector is greater than
the TAIR for that reflector, the MAIR is transmitted by
the master to all repeaters and to the respective refiec-
tor.

[0154] When a reflector receives a request, it deter-
mines whether its most recently calculated MAIR is
greater than its TAIR. If this is the case, the reflector
probabilistically decides whether to suppress reflection,
by serving the request locally (in B2). The probability of
suppressing the reflection increases as an exponential
function of the difference between the MAIR and the
CAIR.

[0155] Serving a request locally during a peak period

_may strain the local origin server, but it prevents this sub-

scriber from taking more than allocated bandwidth from
the shared repeater network.

[0156] When arepeater receives a request for a given
subscriber (in C2), it determines whether the subscriber
is running near its threshold aggregate information rate.
If this is the case, it probabilistically decides whether to
reduce its load by redirecting the request back to the
reflector. The probability increases exponentially as the
reflector’s aggregate information rate approaches its
limit. .

[0157] If a request is reflected back to a reflector, a -
special character string is attached to the resource iden-
tifier so that the receiving reflector will not attempt to re-
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flect it again. In the current system, this string has the
form

"src=overload".
[0158] The reflector tests for this string in B2.
[0159]}
mation Rate described above is fairly coarse. it limits at
the level of sessions with clients (since once a client has
been reflected to a given repeater, the rewriting process
tends to keep the dient coming back to that repeater)
and, at best, individual requests for resources. A more
fine-grained mechanism for enforcing TAIR limits within
repeaters operates by reducing the bandwidth con-
sumption of a busy subscriber when other subscribers
are competing for bandwidth.
[0160] The fine-grained mechanism is a form of data
“rate shaping". It extends the mechanism that copies re-
source data to a connection when a reply is being sent
to a client. When an output channel is established at the
time a request is received, the repeater identifies which
subscriber the channel is operating for, in C2, and
records the subscriber in a data field associated with the
channel. Each time a "write” operation is about to be
made to the channel, the Metered Output Stream first
inspects the current values of the MAIR and TAIR, cal-
culated above, for the given subscriber. If the MAIR is
larger than the TAIR, then the mechanism pauses briefly
before performing the write operation. The length of the
pause is proportional to the amount the MAIR exceeds
the TAIR. The pause ensures that tasks sending other
resources to other clients, perhaps on behalf of other
subscribers, will have an opportunity to send their data.

Repeater Network Resilience

[0161] The repeater network is capable of recovering
when a repeater or network connection fails.

[0162] A repeater cannot operate unless itis connect-
ed to the master repeater. The master repeater ex-
changes critical information with other repeaters, includ-
ing information about repeater load, aggregate informa-
tion rate, subscribers, and link cost.

[0163] If a master fails, a “succession” process en-
sures that another repeater will take over the role of
master, and the network as a whole will remain opera-
tional. If a master fails, or a connection to a master fails
through a network problem, any repeater attempting to
communicate with the master will detect the failure, ei-
ther through an indication from TCP/IP, or by timing out
from a regular "heartbeat” message it sends to the mas-
ter. .

[0164] When any repeater is disconnected from its
master, it immediately tries to reconnect to a series of
potential masters based on a configurable file called its
"succession list”.

[0165} The repeater iries each system on the list in
succession until it successfully connects to a master. If
in this process; it comes to its own name, it takes on the
role of master, and accepts connections from other re-
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peaters. If a repeater which is not at the top of the list
becomes the master, itis called the "temporary master”.
[0166) A network partition may cause two groups of
repeaters each to elect a master. When the partition is
corrected, it is necessary that the more senior master
take over the network. Therefore, when a repeater is
temporary master, it regularly tries to reconnect to any
master above it in the succession list. If it succeeds, it
immediately disconnects from all of the repeaters con-
nected to it. When they retry their succession lists, they
will connect to the more senior master repeater.

[0167] To prevent losses of data, a temporary master
does not accept configuration changes and does not
process log files. In order to take on these tasks, it must
be informed that it is primary master by manual modifi-
cation of its successor list. Each repeater regularly re-
loads its successor list.to determine whether it should
change its idea of who the master is.

[0168] If a repeater is disconnected from the master,
it must resynchronize its cache when it reconnects to
the master. The master can maintain a list of recent
cache invalidations and send to the repeater any inval-
idations it was not able to process while disconnected.
If this list is not available for some reason (for instance,
because the reflector has been disconnected too long),
the reflector must invalidate its entire cache.

[0169] A reflector is not permitted to reflect requests
unless il is connected to a repeater. The reflector relies
on its contact repeater for critical information, such as
load and Link Cost Tables, and current aggregate infor-
mation rate. A reflector that is not connected to a repeat-
er can continue to receive requests and handle them
locally.

[0170] If a reflector loses its connection with a repeat-
er, due to a repeater failure or network outage, it contin-
ues to operate while it tries to connect to a repeater.
[0171] Each time a reflector attempts to connect to a
repeater, it uses DNS to identify a set of candidate re-
peaters given a domain name that represents the re-
peater network. The reflector tries each repeater in this
setuntil it makes a successful contact. Until a successful
contact is made, the reflector serves all requests locally.
When a reflector connects to a repeater, the repeater
can tell it to attempt to contact a different repeater; this
allows the repeater network to ensure that no individual
repeater has too many contacts.

[0172] When contact is made, the reflector provides
the version number of each of its tables to its contact
repeater. The repeater then decides which tables should
be updated and sends appropriate updates to the reflec-
tor. Once all tables have been updated, the repeater no-
tifies the reflector that it may now start reflecting re-
quests.

Using a Proxy Cache within a Repeater

[0173] Repeaters are intentionally designed so that
any proxy cache can be used as a component within
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them. This is possible because the repeater receives
HTTP requests and converts them to a form recognized
by the proxy cache.
[0174] On the other hand, several modifications to a
standard proxy cache have been or may be made as
optimizations. This includes, in particular, the ability to
conveniently invalidate a resource, the ability to support
"cache quotas, @nd the ability to avoid making an extra
copy of each resource as it passes from the proxy cache
through the repeater to the requester.
[0175] In a preferred embodiment, a proxy cache is
used to implement C3. The proxy cache is dedicated for
use only by one or mare repeaters. Each repeater re-
quiring a resource from the proxy cache constructs a
proxy request from the inbound resource request A nor-
mal HTTP GET request to a server contains only the
pathname part of the URL-the scheme and server name
are implicit. (In an HTTP GET request to a repeater, the
pathname part of the URL includes the name of the or-
igin server on behalf of which the request is being made,
as described above.) However, a proxy agent GET re-
quest takes an entire URL. Therefore, the repeater must

construct a proxy request containing the entire URL

from the path portion of the URL it receives. Specifically,
if the-incoming request takes the form:
GET /<origin server>/<path>
then the repeater constructs a proxy request of the form:
GET http:l/<origin server>/<path>
and if the incoming request takes the form:
GET  <ofigin  server>@proxy=<scheme>:
<type>@/<path>
then the repeater constructs a proxy request of the form:
GET <scheme>:l/<origin server>/<path>

Cache Control

[0176] HTTP replies contain directives called cache
pontrol directives, which are used to indicate to a cache
whether the attached resource may be cached and if so,
when it should expire. A Web site administrator config-
_ ures the Web site to-attach appropriate directives. Often,
the administrator will not know how long a page will be
fresh, and must define a short expiration time to try to
prevent caches from serving stale data. in many cases,
a Web site operator will indicate a short expiration time
only in order to receive the requests (or hits) that would
otherwise be masked by the presence of a cache. This
is known in the industry as "cache-busting”. Although
some cache operators may consider cache-busting to
- beimpolite, advertisers who rely on this information may
consider it imperative. .
[0177] When a resource is stored in a repeater, its
cache directives can be ignored by the repeater, be-
cause the repeater receives explicit invalidation events
to determine when a resource is stale. When a proxy
cache is used as the cache at the repeater, the associ-
ated cache directives may be temporarily disabled.

However, they must be re-enabled when the resource .
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is served from the cache to a client, in order to permit
the cache-contral policy (including any cache-busting)
to take effect.

{0178] Thepresentinvention contains mechanisms to
prevent the proxy cache within a repeater from honoring
cache control directives, while permitting the directives
to be served from the repeater. ’

[0179] When areflector serves aresource to arepeat-
er in B4, it replaces all cache directives by modified di-
rectives that are ignored by the repeater proxy cache. it
does this by prefixing a distinctive string such as "wr-"
to the beginning of the HTTP tag. Thus, "expires" be-
comes "wr-expires”, and "cache-control” becomes "wr-
cache-control®. This prevents the proxy cache itself from
honoring the directives. When a repeater serves a re-
source iri C4, and the requesting client is not another
repeater, it searches for HTTP tags beginning with "wr-"
and removes the "wr-". This allows the clients retrieving
the resource to honor the directives.

Resource Revalidation

.{0180] There are several cases where aresource may

be cached so long as the origin server is consulted each
time it is served. In one case, the request for the re-
source is attached to a so-called "cookie". The origin
server must be presented with the cookie to record the
request and determine whether the cached resource
may be served or not In another case, the ‘request for
the resource is attached to an authentication header
{which identifies the requester with a user id'and pass-
word). Each new request for the resource must be test-
ed at the origin server to assure that the requester is
authorized to access the resource. .

[0181] The HTTP 1.1 specification defines a reply
header tided "Must-Revalidate™ which allows an origin
server to instruct a proxy cache to "revalidate” a re-
source each time ‘a request is received. Normally, this
mechanism is used to determine whether a resource is
stitl fresh. In the present invention, Must-Revalidate
makes it possible to ask an origin server to validate a
request that is otherwise served from a repeater.
[0182] The reflector rule base contains information
that determines which resources may be repeated but
must be revalidated each time they are served. For each -
such resource, in B4, the reflector attaches a Must-
Revalidate header. Each time a request comes to a re-
peater for a cached resource marked with a Must-
Revalidate header, the request is forwarded to the re-
flector for validation prior to serving the requested re-
source. ’

Cache Quotas

[0183] The cache component of a repeater is shared
among those subscribers that reflect clients to thal re-
peater. In order to atlow subscribers fair access to stor-
age facilities, the cache may be extended to support -
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quotas.

[0184] Nommally, a proxy cache may be configured
with a disk space threshold T. Whenever more than T
bytes are stored in the cache, the cache attempts to find
resources to eliminate.

[0185] Typically a cache uses the least-recently-used
(LRU) algorithm to determine which resources to elimi-
nate; more sophisticated caches use other algorithms.
A cache may also support several threshold values-for
instance, a lower threshold which, when reached, caus-
es a low priority background process to remove items
from the cache, and a higher threshold which, when
reached, prevents resources from being cached until
sufficient free disk space has been reclaimed.

[0186] If two subscribers A and B share a cache, and
more resources of subscriber A are accessed during a
period of time than resources of subscriber B, then fewer
of B's resources will be in the cache when new requests
arrive. It is possible that, due to the behavior of A, B's
resources will never be cached when they are request-
ed. In die presentinvention, this behavior is undesirable.
To address this issue, the invention extends the cache
at a repeater to support cache quotas.

[0187] The cache records the amount of space used
by each subscriber in Dg, and supports a configurable
threshold Tg for each subscriber.

[0188] Whenever aresource is added to the cache (at
C3), the value Dg is updated for the subscriber providing
the resource. If Dg is larger than Tg, the cache attempts
to find resources to eliminate, from among those re-
sources associated with subscriber S. The cache is ef-
fectively partitioned into separate areas for each sub-
scriber.

[0189] The original threshold T is still supported. If the
sum of reserved segments for each subscriber is smali-
er than the total space reserved in the cache, the re-
maining area is "common” and subject to competition
among subscribers.

[0190] Note, this mechanism might be implemented
by modifying the existing proxy cache discussed above,
or it might also be implemented without modifying the
proxy cache-if the proxy cache atleast makes it possible
for an external program to obtain a list of resources in
the cache, and to remove a given resource from the
cache.

Rewriting from Repeaters

[0191] When a repeater receives a request for a re-
source, its proxy cache may be configured to determine
whether a peer cache contains the requested resource.
If so, the proxy cache obtains the resource from the peer
cache, which can be faster than obtaining it from the or-
igin server (the reflector). However, a consequence of
this is that rewritten HTML resources retrieved from the
peer cache would identify the wrong repeater. Thus, to
allow for cooperating proxy caches, resources are pref-
erably rewritten at the repeater.
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{0192] When a resource is rewritten for a repeater, a
special tag is placed at the beginning of the resource.
When constructing a reply, the repeater inspects the tag
to determine whether the resource indicates that addi-
tianal rewriting is necessary. If so, the repeater modifies
the resource by replacing references to the old repeater
with references to the new repeater.

[0193] It is only necessary to perform this rewriting
when a resource is served to the proxy cache at another
repeater.

Repeater-Side Include

[0194] Sometimes, an origin server constructs a cus-
tom resource for each request (for instance, when in-
serting an advertisement based on the history of the re-
questing client). In such a case, that resource must be
served locally rather than repeated. Generally, a custom
resource contains, along with the custom information,
text and references to other, repeatable, resources.
[0195] The process that assembles a "page” from a
text resource and possibly one or more image resources
is performed by the Web browser, directed by HTML.
However, it is not possible using HTML to cause a
browser to assemble a page using text or directives from
a separate resource. Therefore, custom resources often
necessarily contain large amounts of static text that
would otherwise be repeatable.

[0196] To resolve. this potential inefficiency, repeaters
recognize a special directive called a "repeater side in-
clude”. This directive makes it possible for the repeater

. to assemble a custom resource, using a combination of

repeatable and local resources. In this way, the static
text can be made repeatable, and only the special di-
rective need be served locally by the reflector.

[0197] For example, a resource X might consist of
custom directives selecting an advertising banner, fol-
lowed by a large text article. To make this resource re-
peatable, the Web site administrator must break out a
second resource, Y, to select the banner. Resource X is
modified to contain a repeater-side include directive

- identifying resource Y, along with the article. Resource

Y is created and contains only the custom directives se-
lecting an ad banner. Now resource X is repeatable, and
only resource Y, which is relatively small, is not repeat-
able.

[0198] When a repeater constructs a reply, it.deter-
mines whether the resource being served is an HTML
resource, and if so, scans it for repeater-side include
directives. Each such directive includes a URL, which
the repeater resolves and substitutes in place of the di-
rective. The entire resource must be assembled before
it is served, in order to determine its finat size, as the
size is included in a reply header ahead of the resource.
[0199] Thus, a method and apparatus for dynamically
replicating selected resources in computer networks is
provided. One skilled in-the art will appreciate that the
present invention can be practiced by other than the de-
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scribed embodiments, which are presented for purpos-
es of illustration and not limitation, and the present in-
vention is limited only by the claims that follow.

Claims

1. A systém operative in a computer network (100) in
which clients (106) connect to an origin server
(102), the system comprising:

asetofrepeater servers (104a ...), distinct from
the origin server (102), for hosting at least some
of the embedded objects of web pages that are
normally hosted by the origin server (102);

a routine for modifying at least one embedded
object URL of a web page to resolve to a server
in the set of repeater servers instead of to the
origin server;

a server selector mechanism constructed and
adapted to identify, for a particular client re-
quest, an appropriate repeater server from the
set of repeater servers, wherein in response to
requests for the web page, generated by the
clients, the web page including the modified
embedded object URL Is served from the origin
server and the embedded object identified by
the modified embedded object URL is served
from a given one of the repeater servers as
identified by the server selector mechanism;
characterised in that the server selector
mechanism identifies a repeater server based
on the requesting client's location and data re-
lating to network traffic conditions.

2. Asystemas in claim 1 wherein, if a given one of the
repeater servers (104a ...) fails, another repeater
server will take over the role of the failed server.

3. Asystemasin claim 1 wherein the server selecting
mechanism also identifies a repeater server based
on the load on the content servers.

4. Asystem as in claim 1 wherein the server selecting
mechanism includes a network map for use in di-
recting a request for the embedded object generat-
ed by a client.

5. A system as in any one of claims 1-4 wherein the
server selector mechanism is co-located with the
origin server (102).

6. A method of serving a page supported at an origin
server, said method operating a system operative
in a computer network, the system comprising: a set
of repeater servers (104a, ...), distinct from an origin
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10.

.

server (102), for hosting at least some of the em-
bedded objects of web pages that are normally
hosted by the origin server; a routine for causing at
least one embedded object URL of a web page to
resolve 1o a server in the set of repeater servers in-
stead of to the origin server; and a server selector
mechanism constructed and adapted to identify, for
a particular client request, an appropriate repeater
server from the set of repeater servers, wherein the -
server selector mechanism identifies a repeater
server based on the requesting client's location and
data relating to network traffic conditions, the page
comprising a ‘base document having associated
therewith embedded objects, each embedded ob-
ject being identified by a uniform resource locator
(URL), the method comprising:

modifying the URL of an embedded object to
generate a modified URL, the modified URL in-
cluding a new hostname referencing a repeater
server in the set of repeater servers;

in response to a request to serve the page,
serving the page with the modified URL;

attempting to serve the embedded object from
arepeater server as identified by the new host-
name,

if a copy of the embedded object is unavailable
atthe repeater server, obtaining the embedded
object from the origin server.

A method as in claim 6 wherein the modifying of the
URL comprises:

adding the new hostname to the original URL.

A method as in claim 7 wherein the original host-
name is maintained as part of the modified URL.

A method as in claim 6 wherein the original URL
includes an origin server name and a path, and
wherein the modified URL includes a repeater serv-
er name.

A method as in claim 9 wherein the original URL
has the form:

“http://<server>/<path>"

where "<server>" is the origin server name
and where "'<path>" is a path to the resource des-
ignated by the URL, and wherein the modified URL -
has the form: ’

"http://<repeater>/<server>/<path>"

where "<repeater>" is the hostname of the re-
peater server.

A method as in claim 9 wherein the original URL
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has the form:

"hitp://<server>/<path>"

where “<server>" is the origin server name
and where "<path>" is a path to the resource des-
ignated by the URL, and wherein the modified URL
has the form: :

"http://<repeater>/<server>/<path>"

where “"<repeater>" is a hostname of a set of
repeater servers.

A method of serving a page as in claim 7, wherein

the modifying of the URL comprises: modifying
the URL for the embedded page object to in-
clude a hostname prepended to an origin serv-
er-supplied domain name and path;

the serving of the page comprises: serving the
page with the modified URL from the origin
server to a client's browser;

the method further comprising:

retuming to the client's browser an IP ad-
dress of the identified repeater server to
enable the browser to attempt to retrieve
the object from that repeater server.

A method in claim 12 wherein copies of the embed-
ded page object are stored on a subset of the set
of repeater servers.

A method as in claim 6 wherein the modifying of the
embedded object URL causes the address of the
embedded object in the page to resolve to an ad-
dress other than an origin server address by adding
given data to a origin server-supplied address to
generate an alternate address.

A method as in claim 14 wherein the computer net-
work is the Internet and the address of the object is
a uniform resource locator (URL).

A method as in claim 15 wherein the alternate ad-
dress is formed by prepending the given data to a
part of the origin server-supplied address.

A method as in any one of claims 14-16 wherein the
resolving of the altermate address comprises:

~ using a requesting client’s location and data re-
lating to Intemet traffic conditions to identify the

repeater server.

A method as in claim 6, the method, further com-
prising:

replicating a set of page objects across a wide
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area network of repeater servers.

The method as described in claim 6, further com-
prising:

for each modified embedded object URL, iden-
tifying at least one repeater server from which
the embedded object may be retrieved.

The method as in claim 19 wherein the identifying
comprises:

resolving a request for an embedded object as
a function of a requesting client's location.

The method as in claim 19 wherein the identifying
comprises:

resolving a request for an embedded object as
a function of a requesting client's location and
then-current Internet traffic conditions.

A method as in claim 6, further comprising:

responsive to a request for the embedded ob-
ject, resolving the hostname to an IP address
of a particular repeater server.

A method as in claim 22 wherein the resolving of
the hostname includes:

identifying a subset of repeater servers
(1043, ...)that may be able to serve the embed-
ded object; and identifying the -particular re-
peater server from the identified subset of re-
peater servers.

A method as in claim 23 wherein the identifying of
the particular repeater server is based on a location
of the client machine and on Internet traffic condi-
tions

A method as in claim 6 further comprising:

distributing a set of page objects across a net-
work of repeater servers (1043, ...), wherein the
network of repeater servers are organized into
a set of regions; in response to a client request
for an embedded object of a page:

resolving the client request as a function of
a location of the client and Internet traffic
conditions to identify a given region;

retuming to the client an IP address of a
particular one of the repeater servers with-
in the given region.
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26. A system as in claim 1 wherein the routine for mod-
ifying modifies a URL to include a hostname pre-
pended to a domain name and path.

27. A system as in claim 1 wherein the routine for mod-
ifying adds a new hostname to the original URL.

28. A system as in claim 1 further comprising:
at least one DNS server for providing name-to-

address resolution of hostnames in embedded
object URLs.

Patentanspriiche

1. Ein in einem Computernetzwerk (100) betriebenes '

System, in welchem Clients (106) mit einem Aus-
gangsserver (102) Verbindung aufnehmen, wobei
das System beinhaltet:

eine Serie von Repeaterservern (104a ...), die
vom Ausgangsserver (102) verschieden sind
und als Host fiir mindestens einige der einge-
betteten Objekte von Webseiten dienen, die
normalerweise vom Ausgangsserver (102) als
Host verwaltet werden, .

eine Routine, die mindestens eine URL eines
eingebetteten Objekts einer Webseite so modi-
fiziert, daB sie zu einem Server in der Serie von
Repeaterservem anstatt zum Ausgangsserver
aufgel6st wird,

einen Server-Auswahimechanismus, der so
aufgebaut und angeordnet ist, daft er auf eine
bestimmte Client-Anforderung hin einen geeig-
neten Repeaterserver aus der Serie von Re-

peaterservern identifiziert, wobei als Reaktion -

auf von den Clients erzeugte Anforderungen
nach der Webseite vom Ausgangsserver die
mit der modifizieten URL des eingebetteten
Objekts versehene Webseite bereitgestelit wird
und das eingebettete Objekt, das durch die mo-
difizierte URL des eingebetteten Objekts iden-
tifiziert wird, von einem gegebenen der vom
Server-Auswahimechanismus  identifizierten
Repeaterserver bereitgestelit wird, dadurch
gekennzeichnet, dal der Server-Auswahime-
chanismus einen Repeaterserver anhand des
Standortes des anfordemden Clients und an-
hand von Daten im Zusammenhang mit dem
Datenverkehrsaufkommen im Netzwerk identi-
fiziert.

2. System nach Anspruch 1, in welchem bei einem

Ausfall eines der Repeater-server (104a...) ein an-
derer Repeaterserver die Rolle des ausgefallenen
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Servers iibemimmt.

Systemn nach Anspruch 1, in weichem der Server-
Auswahimechanismus aufierdem einen Repeater-
server in Abhédngigkeit von der Auslastung der Con-
tentserver identifiziert.

System nach Anspruch 1, in welchem der Server-
Auswahimechanismus eine Netzwerkibersicht be-
inhaltet, anhand derer eine von einem Client er-
zeugte Anforderung nach dem eingebetteten Ob-
jekt zielgerichtet versandt werden kann.

System nach einem oder mehreren der Anspriiche
1 bis 4, in welchem der Server-Auswahlmechanis-
mus am selben Standort angeordnet ist wie der
Ausgangsserver (102).

Ein Verfahren zum Bereitstellen einer auf einem
Ausgangsserver unterstatzten Seite, wobei das ge-
nannte Verfahren zur Nutzung eines in einem Com-
puternetzwerk betriebenen Systems dient und das
System folgendes beinhaltet: Eine Serie von Re-
peaterservern (104a...), die vom Ausgangsserver
(102) verschieden sind und als Hostsystem fiir min-
destens einige der eingebetteten Objekte von Web-
seiten dienen, die normalerweise vom Ausgangs-
server als Host verwaltet werden, ferner eine Rou-
tine, die bewirkt, daR mindestens eine URL eines
eingebetteten Objekts einer Webseite zu einem
Server in der Serie von Repeaterservern anstatt
zum Ausgangsserver aufgelost wird, des weiteren
einen Server-Auswahlmechanismus, der so aufge-
baut und angeordnet ist, daf} er auf eine bestimmte
Client-Anforderung hin einen geeigneten Repeater-
server aus der Serie von Repeaterservern identifi-
ziert, wobei der Server-Auswahlmechanismus ei-
nen Repeaterserver anhand des Standortes des
anfordernden Clients und anhand von Daten im Zu-
sammenhang mit dem Datenverkehrsaufkommen
im Netzwerk identifiziert, wobei die Seite ein Basis-
dokument beinhaltet, welchem eingebettete Objek-
te zugeordnet sind, von denen jedes durch eine
URL (Uniform Resource Locator) identifiziert wird,
wobei das Verfahren folgendes beinhaitet:

Modifizieren der URL eines eingebetteten Ob-
jekts zur Erzeugung einer modifizierten URL
mit einem zuséatzlichen neuen Hostnamen, der
auf einen Repeaterserver in der Serie der Re-
peaterserver verweist;

Bereitstellen der Seite mit der modifizierten
URL als Reaktion auf eine Anforderung zum
Bereitstellen der Seite;

Versuch zum Bereitstellen des eingebetteten
Objekts von einem durch den neuen Host-Na-



7.

10.

1.

12,

41
men identifizierten Repeaterserver aus;

Abrufen des eingebetteten Objekts vom Aus-

gangsserver, wenn eine Kopie des eingebette-

ten Objekts auf dem Repeaterserver nicht ver-
fagbar ist. .

Verfahren nach Anspruch 6, wobei das Modifizieren
der URL

das Hinzufiigen des neuen Hostnamens zur ur-
spriinglichen URL beinhaltet.

Verfahren nach Anspruch 7, wobei der urspringli-
che Hostname als Bestandteil der modifizierten
URL beibehaiten wird.

Verfahren nach Anspruch 6, wobei die urspriingli-
che URL einen Ausgangs-servernamen und einen
Pfad beinhaltet, und wobei die modifizierte URL ei-
nen Repeaterservernamen beinhaltet.

Verfahren nach Anspruch 9, wobei die urspringli-
che URL die Form

"http//<server>/<pfad>"

hat, wobei "<server>" der Ausgangsservername ist,
wobei "<pfad>" ein Pfad ist, der zu der durch die
URL angegebenen Ressource fuhrt, und wobei die
modifizierte URL die Form
“http//<repeater>/<server>/<pfad>"

hat, wobei "<repeater>" der Hostname des Repea-
terservers ist.

Verfahren nach Anspruch 9, wobei die urspringli-
che URL die Form

"httpz//<server>/<pfad>"

hat, wobei "<server>" der Ausgangsservername ist,
wobei "<pfad>" ein Pfad ist, der zu der durch die
URL angegebenen Ressource fuhrt, und wobei die
modifizierte URL die Form
“http://<repeater>/<server>/<pfad>"

hat, wobei "<repeater>" ein Hostname einer Serie
von Repeaterservern ist.

Verfahren nach Anspruch 7, wobei

das Modifizieren der URL die Schritte beinhattet,
die URL fiir das eingebettete Seitenobjekt so zu
modifizieren, daB sie einen Hostnamen enthdit, der
einem vom Ausgangsserver bereitgesteliten Do-
mainnamen und Pfad vorangestelit ist,

das Bereitstellen der Seite das Bereitstellen der
Seite mit der modifizierten URL vom Ausgangsser-
ver gegeniiber dem Browser eines Clients beinhal-
tet,

das Verfahren weiterhin folgendes beinhaitet:

Zuricksenden einer IP-Adresse des identifi-
zierten Repeaterservers an den Browser des
Clients, so daB der Browserin die Lage versetzt
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wird, einen Versuch zum Abrufen des Objekis
von diesem Repeaterserver zu untemehmen.

Verfahren nach Anspruch 12, wobei Kopien des
eingebetteten Seitenobjekts auf einer Untermenge
der Serie von Repeaterservern gespeichert sind.

Verfahren nach Anspruch 6, wobei das Modifizieren
der URL des einge-betteten Objekts bewirkt, dal®
die Adresse des eingebetteten Objekts auf der Sei-
te zu einer anderen Adresse als einer Ausgangs-
server-Adresse aufgelést wird, indem einer vom
Ausgangsserver bereitgestellten Adresse vorgege-
bene Daten hinzugefugt werden, um so eine Aiter-
nativadresse zu erzeugen.

Verfahren nach Anspruch 14, wobei das Computer-
netzwerk das Internet ist und die Adresse des Ob-
jekts eine URL (Uniform Resource Locator) ist.

Verfahren nach Anspruch 15, wobei die Alternativ-
.adresse gebildet wird, indem die gegebenen Daten
einem Teil der vom Ausgangsserver bereitgestell-
ten Adresse vorangestellt werden.

Verfahren nach einem oder mehreren der Anspru-
che 14-16, wobei das Auflosen der Alternativadres-
se den Schritt beinhattet,

unter Verwendung des Standortes eines anfordern-
den Clients sowie von Daten im Zusammenhang
mit dem Datenverkehrsaufkommen im Intemet den
Repeater-server zu identifizieren.

Verfahren nach Anspruch 6, wobei das Verfahren
weiterhin

das Nachbilden einer Serie von Seitenobjekten
Uber ein Weitverkehrsnetz von Repeaterser-
vern beinhaltet.

Verfahren nach Anspruch §beschrieben, wobeidas
Verfahren weiterhin

fiir jede modifizierte URL eines eingebetteten Ob-
jekts das ldentifizieren mindestens eines Repeater-
servers beinhaltet, von welchem aus das eingebet- .
tete Objekt abgerufen werden kann.

Verfahren nach Anspruch 19, wobei das ldentifizie-

.fen

das Auflésen einer Anforderung nach einem einge-

-betteten Objekt als Funktion des Standortes eines

anfordemden Clients beinhaltet.

Verfahren nach Anspruch 19, wobei das Identifizie-
ren

das Aufiésen einer Anforderung nach einem einge-
betteten Objekt als Funktion des Standortes eines
anfordemnden Clients sowie des dann aktuellen In-
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ternet-Datenverkehrsaufkommens beinhaltet.

22. Verfahren nach Anspruch 6, wobei das Verfahren
weiterhin
als Reaktion auf eine Anforderung nach dem ein-
gebetteten Objekt das Auflésen des Hostnamens
zu einer IP-Adresse eines bestimmten Repeater-
servers beinhaltet.

23. Verfahren nach Anspruch 22, wobei das Auflésen
des Hostnamens
das ldentifizieren einer Untermenge von Repeater-
servem (1044, ...), die in der Lage sein kdnnen, das
eingebettete Objekt bereitzustellen, sowie das
Identifizieren des bestimmten Repeaterservers aus

der identifizierten Untermenge von Repeaterser-

vern beinhaltet.

24. Verfahren nach Anspruch 23, wobei das Identifizie-
ren des bestimmten Repeaterservers anhand des
Standorts der Client-Maschine und des internet-
Datenverkehrsaufkommens erfolgt.

25. Verfahren nach Anspruch 6, wobei das Verfahren
weiterhin :
das Verteilen einer Serie von Seitenobjekten tiber
ein Netzwerk von Repeaterservem (104a, ...), wo-
bei das Netzwerk von Repeaterservem als Serie
von Regiohen organisied ist, beinhaitet, als Reak-
tion auf eine Client-Anforderung nach einem einge-
betteten Objekt einer Seite durch
Auflésen der Client-Anforderung als Funktion eines
Standortes des Clients sowie des Intemet-Daten-
verkehrsaufkommens zum ldentifizieren einer ge-
gebenen Region und
Zuriicksenden einer IP-Adresse eines bestimmten
Repeaterservers innerhalb der gegebenen Region
an den.Client. ‘ '

26. System nach Anspruch 1, in welchem die Routine
zum Modifizieren eine URL so modifiziert, da sie
einen Hostnamen enthélt, der einem vom Aus-
gangs-server bereitgesteliten Domainnamen und
Pfad vorangestellt ist.

27. System nach Anspruch 1, in welchem die Routine
zum Modifizieren der urspringlichen URL einen
neuen Hostnamen hinzufigt.

28. System nach Anspruch 1, femer beinhaltend
mindestens einen DNS-Server zur Bereitstellung
einer Namens-Adressen-Aufidsung von Hostna-
men in den URLs in eingebetteten Objekten.

Revendications

1. Systéme opérationnel dans un réseau informatique
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(100) dans lequel des clients (106) se connectent a
un serveur d'origine (102), le systéme comprenant:

un ensemble de serveurs répéteurs (104a ...),
distincts du serveur d'origine (102), pour héber-
ger au moins certains des objets intégrés de
pages de la toile mondiale qui sont normale-
ment hébergés par le serveur d'origine (102),

une routine pour modifier au moins une adres-
se URL d'objet intégré d'une page de ia toile
mondiale a définir dans un serveur de I'ensem-
ble de serveurs répéteurs 3 la place du serveur
d'origine,

un mécanisme sélecteur de serveur congu et
adapté pour identifier, pour une demande de
client particulier, un serveur répéteur approprié
parmi 'ensemble de serveurs répéteurs, dans
lequel en réponse a des demander de la page
de la toile mondiale, générées par les clients,
la page de la toile mondiale incluant I'adresse
URL d'objet intégré modifiée est mise en servi-
ce depuis le serveur d'origine et I'objet intégre
identifié par l'adresse URL d'objet intégré mo-
difiée est mis en service depuis un serveur don-
né parmi les serveurs répéteurs lorsqu'identifié
par le mécanisme sélecteur de serveur, carac-
térisé en ce que le mécanisme sélecteur de
serveur identifie un serveur répéteur sur la ba-
se de I'emplacement. du client demandeur et
des données relatives aux conditions de trafic
du réseau.

Systémé selon la revendication 1, dans lequel, si
un serveur donné parmi les serveurs répéteurs
(104a ...) est défectueux, un autre serveur répéteur
va reprendre le réle du serveur défectueux.

Systéme selon la revendication 1, dans lequel le
mécanisme de sélection de serveur identifie égale-
ment un serveur répéteur sur la base de la charge
des serveurs de contenus.

Systéme selon la revendication 1, dans lequel le
mécanisme de sélection de serveur inclut une carte
du réseau 3a utiliser pour adresser une demande
concemant 'objet intégré générée par un client.-

Systéme selon l'une quelconque des revendica-
tions 1 a 4, dans lequel le mécanisme sélecteur de
serveur est situé conjointement avec le serveur
d'origine (102). .

Procédé pour mettre en service une page suppor-
tée au niveau d'un serveur d'origine, ledit procédé
utilisant un systéme opérationnel dans un réseau
informatique, e systéme comportant : un ensemble
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de serveurs répéteurs (104, ...), distincts d'un ser-
‘veur d'origine (102), pour héberger au moins cer-
tains des objets intégrés de pages de la toile mon-
diale qui sont normalement héhergés par le serveur
d'origine, une routine pour amener au moins une
adresse URL d'objet intégré d'une page de la toile
mondiale a étre définie dans un serveur de l'ensem-
ble de serveurs répéteurs a la place du serveur
d'origine, et un mécanisme sélecteur de serveur
congu et adapté pour identifier, pour une demande
de client particulier, un serveur répéteur approprié
parmi I'ensemble de serveurs répéteurs, dans le-
quel le mécanisme sélecteur de serveur identifie un

serveur répéteur sur la base de l'emplacement du .

client demandeur et de données relatives aux con-
ditions de trafic du réseau, la page comportant un
document de base ayant des objets intégrés qui lui
sont associés, chaque objet intégré étant identifié
par une adresse uniformisée de ressources (URL),
le procédé comprenant:

modifier I'adresse URL d'un objet intégré pour
générer une adresse URL modifiée, l'adresse
URL modifiée incluant un nouveau nom d'héte
faisant référence a un serveur répéteur de I'en-
semble de serveurs répéteurs,

en réponse a une demande de mise en service
de la page, metltre en service la page avec
I'adresse URL modifi¢e,

tenter de mettre en service I'objet intégré a par-
tir d'un serveur répéteur lorsqu'identifié par le
nouveau nom d'hote.

si une copie de-I'objet intégré .est indisponible
dans le serveur répéteur, obtenir 'objet intégré
depuis le serveur d'origine.

Procédé selon la revendication 6, dans lequel la
modification de I'adresse URL comporte:

I'ajout du nouveau nom d'héte a 'adresse URL
d'origine.

Procédé selon la revendication 7,'dans lequel le
nom d'héte d'origine est maintenu comme un partie
de I'adresse URL modifiée.

Procédé selon is revendication 6, dans lequel
I'adresse URL d'origine inclut un nom de serveur
d'origine et un chemin, etdans lequel 'adresse URL
modifiée inclut un nom de serveur répéteur.

10. Procédé selon la revendication 9, dans lequel

I'adresse URL d'origine a la forme:
"hitp://<serveur>/<chemin>"
ol "<serveur>" estle nom de serveur d'origine
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et oll "<chemin>" est un chemin jusqu'a la ressour-
ce désignée par F'adresse URL, et dans lequel
P'adresse URL modifiée a la forme:
"http://<répéteur>/<serveur>/<chemin>" -
ol "<répéteur>" est le nom d'héte du serveur
répéteur.

Procédé selon la revendication 9, dans lequel
I'adresse URL d'origine a la forme :

"hitp://<serveur>/<chemin>"

ol "<serveur>" est le nom de serveur d'origine
et ou "<chemin>" est un chemin jusqu'a la ressour-
ce désignée par l'adresse URL, et dans lequel
'adresse URL modifiée a la forme:

"http://<répéteur>/<serveur>/<chemin>"

ou "<répéteur>" est un nom d'héte d'un en-
semble de serveurs répéteurs.

Procédé pour mettre en service une page selon la
revendication 7, dans lequel

la modification de 'adresse URL comporte: la
modification de I'adresse URL pour l'objet de page
intégré afin d'inclure un nom d'hote ajouté en pré-
fixe & un nom de domaine et chemin fournis par le
serveur d'origine,

la mise en service de la page comporte: la mi-
se en service de la page avec I'adresse URL modi-
fiée depuis le serveur d'origine vers un navigateur
de client,
le pracédé comprenant en outre I'étape consistant
a:

retoumer au navigateur de client une adresse
de protocole Internet (IP) du serveur répéteur
identifié pour permetire au navigateur de tenter
de récupérer I'objet a partir de ce serveur répé-
teur.

Procédé selon la revendication 12, dans lequel des
copies de I'objet de page intégré sont mémorisées
sur un sous-ensemble de I'ensemble de serveurs
répéteurs.

Procédé selon la revendication 6, dans lequel la
modification de I'adresse URL d'objet intégré ame-
ne 'adresse de I'objet intégré dans la page a étre
définie 4 une adresse autre qu'une adresse de ser-
veur d'origine en ajoutant des données données &
une adresse foumie par le serveur d'origine afin de
générer une autre adresse.

Pracédé selon la revendication 14, dans lequel le
réseau informatique est .IIntemnet et adresse de
'objet est une adresse uniformisée de ressources
(URL).

Pracédé selon la revendication 15, dans lequel
Fautre adresse est formée en ajoutant en préfixe les
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données données a une partie de I'adresse fournie
par le serveur d'origine.

procédé selon I'une quelconque des revendications
14 a 16, dans lequel la définition de l'autre adresse
comporte :

I'utilisation de 'emplacement du client deman-
deur et des données relatives aux conditions
de trafic de l'Internet pour identifier le serveur
répéteur.

Procedé selon la revendication 6, le procédé com-
prenant en outre :

la réplication d'un ensemble d'objets de page a
travers un réseau longue distance de serveurs
répéteurs.

Procédé selon la revendication 6, comprenant en
outre : )

pour chaque adresse URL d'abjet intégré mo-
difiée, l'identification d'au moins un serveur ré-
péteur a partir duquel 'objet intégré peut étre
récupéré,

Procédé selon la revendication 19, dans lequel
l'identification comprend :

la définition d'une demande pour un cbjet inté-
gré en fonction de I'emplacement du client de-
mandeur. '

Pracédé selon la revendication 19, dans lequel
I'identification comprend:

fa définition d'une demande d'un objet intégré
en fonction de I'emplacement du client deman-
deur etdes conditions de traficde I'intemet cou-
rantes a ce moment.

Procédé selon la revendication 6, comprenant en
outre :

en réponse a une demande de I'objet intégré,
la définition du nom d'hote par une adresse IP

d'un serveur répéteur particuller.

Procédé selon la revendication 22, dans lequel la
définition du nom d'héte inclut :

I'identification d'un sons-ensemble de serveurs
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répéteurs (104a, ...) qui peuvent étre capables -

de metire en service ['objet intégré, et I'identifi-
cation du serveur répéteur particulier a partirdu
sous-ensemble de serveurs répéteurs identi-
fies.
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Procédé selon la revendication 23, dans lequel
l'identification du serveur répéteur particulier est
basée sur un emplacement de la machine cliente
et sur les conditions de trafic de I'Intemet.

Procédé selon la revendication 6, comprenant en
outre : '

répartir un ensemble d'objets de page atravers
un réseau de serveurs répéteurs (104a, ...),
dans fequel le réseau de serveurs répéteurs est
organisé en un ensemble de régions, enrépon-
se a une demande de client concernant un ob-
jet intégré d'une page :

définir la demande de client en fonction
d'un emplacement du client et des condi-
tions de trafic de I'Internet pour identifier
une région donnée,

renvoyer au client une adresse IP d'un ser-
veur particulier parmi les serveurs répé-
teurs situés dans la région donnée.

Systéme selon la revendication 1, dans lequel la
routine de modification modifie une adresse URL
pour inclure un nom d'hdte ajouté en préfixe a un
nom de domaine et chemin.

Systéme selon {a revendication 1, dans lequel la
routine de modification ajoute un nouveau nom
d'héte a I'adresse URL d'origine.

Systéme selon la revendication 1, comprenant en
outre :

“au moins un serveur de noms de domaine
(DNS) pour foumir une définition nom-adresse
de noms d'hdte dans des adresses URL d'objet

“intégré.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inre PATENT APPLICATION OF: Attorney Docket:  2711-0073

FARBER, David et al. Group Art Unit: 2442

Application Serial No.: 11/065,412 Examiner: BLAIR, Douglas B.

Application Filing Date: ~ February 23,2005  Confirmation No.: 3296

Title: SHARED CONTENT DELIVERY Date: July 9, 2009
INFRASTRUCTURE

PETITION FOR EXTENSION OF TIME

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:
Petition is hereby made to extend the original due date to cover the date

this response/paper is filed for which the requisite fee is:

1. Extension fee required:

Extended Large/Small Entity

3 months $1110 $1110
Less extension fees paid since last Action ©)
TOTAL FEE OF: $1110

Please charge the present and any missing or inadequate fee for this petition
to our Deposit Account/Order Nos./ shown below.
Deposit Account No. 501860, Our Order No. 2711-0073

7

é A
Customer No. 75948 - S
Davidson Berquist Jackson & Gowdey LLP By: N

O >
4300 Wilson Blvd., 7th Floor, Arlington, . L ) ’
Virginia 22203 /Brian Siritzky/Reg. No. 37,497

Main: (703) 894-6400 & FAX: (703) 894-6430

A7
4

Atty: Brian Siritzky, Ph.D., Reg. No.: 37,497
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inre PATENT APPLICATION OF: Attorney Docket:  2711-0073

FARBER, David et al. Group Art Unit: 2442

Application Serial No.: 11/065,412 Examiner: BLAIR, Douglas B.

Application Filing Date: ~ February 23,2005  Confirmation No.. 3296

Title: SHARED CONTENT DELIVERY Date: Tuly 9, 2009
INFRASTRUCTURE

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.36, the attention of the Patent and Trademark
Office is hereby directed to the reference listed on the attached PTO-1449. It is
respectfully requested that the information be expressly considered during the
prosecution of this application, and that the reference(s) be made of record therein
and appear among the “References Cited” on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is
not intended that any such document constitutes prior art against any of the claims
of the present application or is considered to be material to patentability as defined
in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action
which would be appropriate to antedate or otherwise remove as a competent
reference against the claims of the present application.

This IDS is intended to be in full compliance with the rules, but should the
Examiner find any part of its requirement content to have been omitted, prompt
notice to that effect is earnestly solicited, along with additional time under Rule

97(f), to enable Applicant to comply fully.

Page 503 of 1037



In re Application of: FARBER, David et al.
Application S.N.: 11/065,412
Page 2 of 2

This Information Disclosure Statement is being filed more than three (3)
months after the U.S. filing date AND after the mailing date of the first Office
Action on the merits, but before the mailing date of a Final Rejection or Notice of
Allowance. Please credit or debit Deposit Account No. 501860 the amount
required under 37 C.F.R. § 1.17(p) as needed to ensure consideration of the
disclosed information.

This IDS cites documents from Civil Action No. 2:07¢cv589 (MSD-FBS) in
related patents, as well as an office action from a related U.S. Patent Application
(Non-Final Office Action in U.S. Appln. No. 11/980,689, May 20, 2009.) As this
patent application is stored electronically at the PTO, no copies of the action are
being provided herewith. If the Examiner requires copies of any of these
applications or any additional information regarding any of the documents cited
herein, the Examiner is respectfully requested to contact the undersigned at the

number provided.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

Respectfully submitted,

CUSTOMER NUMBER  p\. /Brian Siritzky/Reg. No. 37,497

75948

Brian Siritzky, Ph.D.
Registration No.: 37,497

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inre PATENT APPLICATION OF: Attorney Docket:  2711-0073
FARBER, David et al. Group Art Unit: 2142
Application Serial No.: 11/065,412 Examiner: BLAIR, Douglas B.

Application Filing Date:  February 23, 2005  Confirmation No.: 3296
Title: SHARED CONTENT DELIVERY

INFRASTRUCTURE Date: July 9,2009

RESPONSE

Box Amendment

Hon. Commissioner of Patents
P.O. Box 1450

Alexandria, VA 22313-1450

o Applicant hereby responds to the non-final Office Action mailed January 9,
2009.
Claim Amendments begin on page 2 hereof.
Remarks begin on page 11 hereof.
Submitted herewith are:
e A Petition for Extensipn of Time, along with the required fee.

¢ An Information Disclosure Statement along with the required fee.
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IN THE CLAIMS
Please amend the claims as follows:

1-26. (Canceled)

27. (Currently Amended) A distributed hosting framework operative in a
computer network in which users of client machines connect to a content provider
server, the framework comprising:

a routine for modifying at least one embedded object URL of a web page to
include a hostname prepended to a domain name and path;

a set of content servers, distinct from the content provider server, for
hosting at least some of the embedded objects of web pages that are normally
hosted by the content provider server;

at least one first level name server that provides a first level domain name
service (DNS) resolution; and

at least one second level name server that provides a second level domain
name service (DNS) resolution;

wherein in response to requests for the web page, generated by the client
machines the web page including the moditied embedded object URL is served
from the content provider server and [[the]} an embedded object identified by the
modified embedded object URL is served from a given one of the content servers

as identified by the first level and sccond level name servers.

28. (Previously Presented) The distributed hosting framework as recited in

claim 27, further including a redundant second level name server.

29. (Currently amended) A distributed-hesting-framewerk content delivery

system operative in a computer network for delivering resources associated with a

-2-
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plurality of content providers to multiple client machines, the frameweotk system
comprising: _

at least one shared eentent-repeater server constructed and adapted to
replicate at least some of the resources associated with a first content provider of
said plurality of content providers, and to replicate at least some of the resources

associated with a second content provider of said plurality of content providers;

wherein reseurces at least a first resource associated with the first content
provider are is associated with a first alias name, said first alias name being

associated with said at least one shared repeater server: and

wherein, tha
shared-content-serverto-serve-the-resources in-respense-te requests for the first
resource reseurees associated-with-the-first-content-provider made from said client

machines are directed to the at least one shared repeater server. based at least in

part on said first alias name; and
wherein the-resourees-at least a second resource associated with the second

content provider are is associated with a second alias name, said second alias name

being associated with said at least one shared repeater server:; and wherein

- contentserverto-serve-the-resourees-inrespense-te requests for the reseurees
second resource asseeiated-with-the-second-eontent-provider made from said client

machines_are directed to the at least one shared repeater server. based at least in
part on said second alias name.
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30. (Currently amended) The distributed-hosting-framewerk content

delivery system as recited in claim 29, wherein the least one shared eentent

repeater server is addressable using the first alias name and the second alias name.

31. (Currently amended) The distributed-hostingframewerk content
delivery system as recited in claim 29, further comprising:
a reflector constructed and adapted to associate the resources with the first
“alias name based, at least in part, on a relative cost of transmitting the resources to

the client machines.

32. (Currently amended) The distributed-hesting-framewerk content
delivery system as recited in claim 29 further comprising:

a set of shared eentent-repeater servers that comprises the at least one
eentent-repeater server; and

a reflector constructed and adapted to associate a-partienlar the first
resource with the first alias name after selecting the at least one shared eentent
repeater server from the set of shared eentent-repeater servers in response to a

| request for the partiewdar first resource issued by a particular client machine.

33. (Currently amended) The distributed-hestingframework content

deliverv system as recited in claim 29, wherein at least one of the first resource

and the second resource reseurees is an embedded object.

34. (Currently amended) The distributed-hestingframewerk content

delivery system as recited in claim 29, wherein the requests comprise host tag

names that identify specific origin servers from which the resources originate.

(
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35. (Currently amended) The distributed-hestingframewerk content

delivery system as recited in claim 34, wherein the host tag names are included in

HTTP headers.

36. (Currently amended) The distributed-hostingframewek content
delivery system as recited in claim 32, further comprising:

a load determination mechanism constructed and adapted to characterize
load on the set of contentrepeater servers for use by the reflector in selecting the
at least one shared eentent-repeater server.

37. (Currently amended) The distributed-hostingframewerk content
delivery system as recited in claim 36, wherein the reflector comprises the load

mechanism.

38. (Currently amended) The dismbuted—hesaﬂg—ﬁraﬁmvefk content

delivery system as recited in claim 37, wherein the reflector is co-located with an

origin server at which the first resource originates.

39. (Currently amended) The distributed-hestingframewerk content
delivery system as recited in claim 36, further comprising:

a cost determination mechanism constructed and adapted to measure a cost
of delivering resources from each of the set of shared eententrepeater servers to
the particular client machine, the cost determination mechanism for use by the

reflector in selecting the at least one shared eesntent-repeater server.

40. (Currently amended) The distributed-hestingfrarnewerk content

delivery system as recited in claim 39, wherein the reflector comprises the cost

determination mechanism.

Page 509 of 1037



Inre Application of: FARBER, David et al.
Application S.N.: 11/065,412

41. (Currently amended) The distributed-hosting-frameweark content

delivery system as recited in claim 39, wherein the reflector is co-located with an

origin server from which the first resource originates.

42. (Currently amended) The distributed-hosting-framewerk content

delivery system as recited in claim 39, wherein the cost comprises information

relating a location associated with the particular client machine to each of the set

of shared eentent-repeater servers.

43-44. (canceled)

45. (Currently amended) A method, in a distributed-hosting-framewerk

content delivery system operative in a computer network for delivering content to

client machines, the computer network-ead comprising a plurality of origin

servers, each of said origin servers having resources associated therewith-ateast

p; and the

content delivery system comprising at least one shared eentent-repeater server

operable to replicate resources associated with the plurality of origin servers, the

method comprising:

associating the at least one repeater server with a first alias name at-least

0 na hare O an
ot o - - et

first-origin-serverin-response-to-requests-frem-client-machines, wherein requests
for a first resource located on a first origin server are directed. based at least in

part on said first alias name. to the at least one repeater server for delivery of the

first resource from said at least one repeater server; and

-6-
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associating the at least one repeater server with a second alias name ateast

machines, wherein requests for a second resource located on a second origin

server are directed, based at least in part on said second alias name, to the at least
one repeater server for delivery of the first resource from said at least one repeater

server.

46. (Currently amended) The method of claim 45, wherein-the-asseciating
step-comprises_further comprising:

in response to a request for a-partieutar the first resource issued by a
particular client machine, identifying the at least one shared eentent-repeater
server from a set of shared eententrepeater servers based at least in part on a

network cost of delivering resources to the particular client machine; and

associating the first resource with the first alias name.

47. (Currently amended) The method of claim 45, wherein-the-asseciating

step-eomprises_further comprising:
in response to a request for a-partienar the first resource issued by a

particular client machine, identifying the at least one eentent-repeater server from
a set of shared eententrepeater servers based at least in part on load characteristics

of the set of shared content-repeater servers; and

associating the first resource with the first alias name.

48. (Currently amended) The method of claim 45, wheretn-the-assoetating
step-eomprises_further comprising:
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in response to a request for the first a-partiewlar resource issued by a
particular client machine, identifying the at least one eententrepeater server from
a set of shared eontent-repeater servers based at least in part on a location of the
particular client machine relative to the at least one shared eontent-repeater server;

and

associating the first resource with the first alias name.

49. (previously presented) The method as recited in claim 45, wherein the

resources comprise an HTTP-based resource.

50. (previously presented) The method as recited in claim 45, wherein the

resources comprise a File Transfer Protocol (FTP)-based resource.
51. (Canceled).
Please add the following new claims:

52. (NEW) A content delivery system as recited in claim 39 wherein the

cost determination mechanism comprises a netmap determination means.

53. (NEW) A content delivery system as recited in claim 29, further
comprising:

a subscriber table listing a plurality of content providers authorized to have
resources delivered to client machines via the at least one repeater server, wherein
the plurality of content providers comprises the first content provider and the
second content provider; and

wherein the at least one repeater server is further constructed and adapted to

analyze, using the subscriber table, information about an alias name received with

-8-
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a client request for a resource to determine a content provider associated with the

requested resource.

54, (New) The content delivery system as in claim 43, turther comprising:

providing a subscriber table listing origin servers having content located
thereon that is authorized for delivery to client machines via the at least one shared
repeater server, wherein the origin servers comprise the first origin server and the
second origin server; and

wherein the at least one repeater server is further constructed and adapted to
analyze, using the subscriber table, information about an alias name received with
a client request for a resource to determine an origin server associated with the

requested resource.

55. (NEW) A content delivery system as recited in claim 29, wherein at
least the first alias name is a domain name, the system further comprising:

at least one name server that provides domain name service (DNS)
resolution on the first alias name to identify the at least one shared repeater server

to deliver the first resource in response to a client request.

56. (NEW) A method as recited in claim 45, wherein at least the first alias
name is a domain name and the computer network further comprises at least one
name server that provides domain name service (DNS) resolution, the method
further comprising:

receiving, at the at least one name server, the first alias name as part of a
client request; and

resolving, at the at least one name server, the received first alias name to
identify the at least one shared repeater server to deliver the first resource in

response to the client request.

Page 513 of 1037



In re Application of: FARBER, David et al.
Application S.N.: 11/065,412

57. (NEW) A method, in a content delivery system oberative in a computer
network for delivering content to client machines and comprising at least one
shared repeater server operable to replicate resources stored on a plurality of origin
servers, the method comprising:

associating a plurality of alias names with the at least one shared repeater
server, each of said plurality of alias names being associated with an origin server,
wheréin a first alias name of said plurality of alias names is associated with a first
origin server, and at least a second alias name of said plurality of alias names is
associated with a second origin server distinct from said first origin server,

wherein requests for a first resource originating on the first origin server are
directed, based at least in part on said first alias name, to the at least one shared
repeater server for delivery of the first resource from said at least one repeater
server; and

wherein requests for a second resource originating on the second origin
server are directed, based at least in part on said second alias name, to the at least
one shared repeater server for delivery of the second resource from said at least

one repeater server.

-10-

Page 514 of 1037



Inre Application of: FARBER, David et al.
Application S.N.: 11/065,412

REMARKS
Reconsideration and allowance of this application are respectfully

requested.

By this Response, claims 27, 29-42, and 45-48 have been amended, claims
43, 44, and 51 have been canceled, and new claims 52-57 have been added.

No new matter has been added by these amendments. »

Claims 27-42, 45-50, and 52-57 are pending in this application.

THE CLAIM REJECTIONS UNDER §101
The Examiner rejected claims 27-44 under 35 U.S.C. § 101 as being

directed to non-statutory subject matter. Specifically, the Examiner stated that
“Claims 27-44 are claimed as being a "distributed hosting framework " that is
comprised only of software elements. As the claims are comprised only of
software, they are treated as software per se. Software per se does not fit into any
of the statutory categories of invention.”

The grounds for this rejection are respectfully traversed.

The term “per se”’ means “Of, in, or by itself; standing alone, without
reference to additional facts.” (Blacks Law Dictionary, 2nd Pocket Edition, pg.
525).

First, the claims are not, as the Examiner would have it, directed to
“software per se.” Claims 27 and 28, e.g., recite a distributed hosting framework

9 ¢

that includes, amongst other things, “a set of repeater servers,” “at least one first
level name server,” and “at least one second level name server.” Claim 29 and its
dependents recite a “content delivery system,” that includes “at least one shared
repeater server.”

Second, even if, for the sake of argument, the claims are directed to
“software, per se”* the Examiner has provided no legal basis for his rejection. The -

Examiner has not shown or explained why the claims are not statutory. The
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Examiner is required to provide the basis for his rejection of the claims, other than

a cursory and conclusory statement.

In view of the above, withdrawal of this rejection under §101 is respecttully

requested.

THE §112 REJECTIONS _
The Examiner rejected claims 27-51 under 35 U.S.C. § 112, §2, as being

indefinite.
According to the Examiner:

Claim 27 recites the limitation "the
embedded object identified by the modified
embedded object URL" in the final limitation of the
claim. There is insufficient antecedent basis for this
limitation in the claim. Specifically, not [sic]
embedded object appears to have been "identified"
_previously in the claim. ... Claims 29 and 45
feature the same problem as claim 27 and are
rejected for the same reason as claim 27. The
dependent claims are rejected as being dependent
upon an indefinite claim.”

Claim 27 has been amended to change the phrase “the embedded object” to
“an embedded object”. However, A'pplicant finds no similar claim language in
claims 29 and 45 (claims 29 and 45 do not include the phrase “embedded object”).
If the Examiner believes that there is indefinite language in those claims, he is

respectfully requested to identify the specific language.

In view of the above, withdrawal of the rejection under §112 is respectfully

requested.

-12-
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THE PRIOR ART REJECTIONS

THE REJECTIONS UNDER §102

The Examiner rejected claims 27-38, 43-45, 47, and 49-51 under 35 U.S.C.
§ 102(e) as being anticipated by U.S. Patent No. 5,867,706 to Martin et al.
(hereinafter “Martin). The grounds for this rejection are respectfully traversed.

Martin teaches a system for delivering a single content provider’s resources
to clients from a so-called *“parallel web server” (10) — a singled server having
multiple processors (20, 30, 40). See Martin Fig. 1 (reproduced below) and col. 5,
lines 10-12. Each of processors (20, 30, 40) in Martin’s server 10 is assigned a
different name. In the example described in Martin, processor 20 is named
www l.ibm.com, processor 30 is named wwwZ2.ibm.com, and processor 40 is named
www3.ibm.com. Id. atcol. 5, lines 12-15. Note that in Martin the parallel web
server 10 has only one name (e.g., www.ibm.com) and each processor 20, 30, 40

has only one name.

PROCESSOR 2 30 10
{www2.ibm.com) 4
20 100
20 Z Z 40
Z o LOAD Z
PROCESSOR 1 DSC‘ESLSN DETERMINING PROCESSOR 3
(www1.ibm.com) MEANS {(www3.ibm.com)
] 80 110
Z Z
BLOCK
RETRIEVAL }— DELIVERY
MEANS m/
120
.
<130 70
BROWSER DECISION LOGIC
................. o
CLENT [ pos NAME e
COMPUTER |/ N SERVER

FIG. 1
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The “object [of Martin is] ... to provide a mechanism to alleviate
unbalanced load across the processors, thereby helping to avert ... [a] toasting
effect.”” Martin, col. 2, lines 10-12. Thus, in Martin, requests made to the parallel
web server (10) are distributed among the processors (20, 30, 40) using a
processor load balancing technique that takes into account load on the various
processors. See, e.g., /d. col. §, lines 13-32; Martin describes the use of a name
server to perform aspects of the processor load balancing. This approach is akin to
that described in the “Background™ section of the present application (“Once a
Web site is served by multiple servers, a challenge is to ensure that the load is
appropriately distributed or balanced among those servers. Domain name-server-
based round-robin address resolution causes different clients to be directed to
different mirrors.” Published Application No. 20050198334, 40008; see also “...
load balancing, takes into account the load at each server (measured in a variety of
ways) to select which server should handle a particular request.” /d. 90009).'

Martin describes a system that serves resources only from and on behalf of
a single content source. In Martin, no matter which processor 20, 30 or 40 is used,
Martin only teaches delivering resources from and on behalf of a single content
provider — IBM in the example given. Martin’s parallel server 10 has a single
storage device 120 that is shared by the various processors 20, 30, 40. Thus,
regardless of which processor is used for a particular client request, that processor
will get the content from the same content source (that is, from storage device
120). This configuration is similar to a mirrored system in which each processor
has an identical copy of the content, and it does not include features that allow its
shared use by and on behalf of many content sources / providers at the same time.
(Although in Martin no processor has its own copy of the content to be delivered.)

In this sense, the teachings of Martin are akin to those described in the

' For the Examiner’s convenience, citations to the present application made herein are 10 U.S.

Publication No. 20050198334, the published version of the present application.

-14-
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Background section of the present application. (See “A number of solutions have
heen developed to advance replication and mirroring. In general, these
technologies are designed for use by a single Web site and do not include
features that allow their components to be shared by many Web sites
simultaneously.” U.S. Publication No. 20050198334, 90006, emphasis added)

An additional teaching of Martin is that once a client request has been
assigned to one of the processors (20, 30, 40) in the parallel web server 10, so-
called “follow-on links” to the same server are also made via that previously-
selected processor. As noted by Martin (Martin, col. 6, lines 17 to 26):

... the paraliel Web server of the preferred
embodiment is provided with the ability to modify
the content of Web pages in the server as they are
served, and takes advantage of that facility to
modify the name of the processors to which the
follow-on links refer. Considering the FIG. 1
example, since wwwl.ibm.com, www2.ibm.com
and www3.ibm.com are all servers in the
www.ibm.com paralle! Web server, a follow-on link
which would otherwise refer to www.ibm.com can
be changed to refer to a specific processor, for
example wwwl.ibm.com.

Martin gives an example of how the links to follow-on Web pages are
modified, e.g., at col. 7, lines 50-67. Specifically, Martin describes how (if a
follow on Web page is called “second_page.html”), then the exemplary link:

http://www.ibm.com/second_page.html

will be changed to read

http://wwwl.ibm.com/second_page.html

-15-
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As can be seen from the above, Martin changes the domain name of the
link from “www.ibm.com” to “www]1.ibm.com”, but requires nor makes any other
changes to the link.

The presently claimed invention is patentable over Martin tfor a number of
reasons.

Independent Claim 29 recites a content delivery system having, inter alia,
“at least one shared repeater server” that replicates at least some of the resources
associated with a first content provider and a second content provider. (See also
“for delivering resources associated with a plurality of content providers™) This
feature is not taught or in any way suggested by Martin. To the contrary, as noted
above, Martin pertains to a server that serves resources only from and on behalf of
a single content source (or content provider). Claim 29 explicitly recites a server
infrastructure configured to serve resources to clients on behalf of multiple,
distinct content sources (phrased in claim 29 as “content providers™). Similar
arguments apply to independent claim 45 (the content sources are referred to in
claim 45 as “origin servers”™).

For at least these reasons, claims 29 and 45 and their respective dependents
are patentable over Martin. Furthermore, both claims explicitly require at least
one repeater server to be associated with multiple alias names corresponding to
either multiple, distinct content providers (as in claim 29) or multiple, distinct
origin servers (as in claim 45). This feature — associating multiple alias names
with a repeater server — supports the “shared server” aspect of the system of claims
29 and 45. The use of different alias names allows the system of the present
invention to ascertain which content provider is associated with a request, and this
is used by the system for a variety of purposes relevant to support a shared
infrastructure, such as, among other things, providing the repeater servers of the
presently claimed invention with information for use in obtaining requested

resources that they do not already have, as well as creating logs concerning which
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resources have been requested. Since Martin does not even suggest the
applicability of its system in the delivery of resources on hehalf of more than one
distinct content source, Martin does not have any need for alias names, much less
get into the specific alias-based approach recited in claims 29 and 45 (“first alias
name ... [and a]... second alias name being associated with said at least one
shared repeater server.™).

The Examiner relies on Martin, col. 6, Il. 17-33 to support the allegation
that Martin teaches the use of alias names (e.g., www /.ibm.com, www2.ibm.com,
www3.ibm.com). However, as noted above, these names are not “alias™ names, as
recited in claims 29 and 45. Rather, in Martin, these are the actual names for the
processors 20, 30 and 40 used by the same web server 10 to service client requests
for resources, which web server 10 is exclusively taught in Martin as dedicated to
a single content source. In other words, each of the three processors 20, 30, 40 is
and can only be addressed by its single name (resolved by Martin’s name server
60. See, Martin, col. 5, lines 37-42).

In summary, claims 29 and 45 recite an inventive approach that is certainly
not anticipated by Martin and, given the contextual differences in the problems to
be solved, respectfully, would not be rendered obvious in view of Martin, alone,
modified or combined with any other proposed reference. Claims 30-44 and 46-
56 depend from claims 29 and 45, respectively, and therefore are believed neither
anticipated nor rendered obvious in view of Martin for at least the reasons so
stated, as well as further reasons that are evident upon review of these claims.

Claim 30 depends from claims 29 and is therefore patentable over Martin
for at least the reasons given above. Claim 30 recites a content delivery system as
recited in claim 29, “wherein the least one shared repeater server is addressable
using the first alias name and the second alias name.” This feature is not taught or

in any way suggested by Martin.

-17-
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In Martin, the Web server 10 is on/y addressable using the name
“www.ibm.com”, and each of the three processors is only addressable by its given
name (www I.ibm.com for processor 1, or www2.ibm.com for processor 2, or
www3.ibm.com for processor 3). To the extent the Examiner considers
wwwl.ibm.com, www2.ibm.com, and www3.ibm.com to be the aliases, then it
necessarily follows that no processor in the parallel web processor is addressable
using more than one of these names.

For at least this additional reason, claim 30 is further patentable over
Martin, alone or in any proposed combination.

Claim 31 depends from claims 29 and is therefore patentable over Martin
for at least the reasons given above. Claim 31 recites a content delivery system as
recited in claim 29, including “a reflector constructed and adapted to associate the
resources with the first alias name based, at least in part, on a relative cost of
transmitting the resources to the client machines.”

| Martin describes a system that tries to perform processor load balancing,
and all that Martin is concerned with is the load on the processors. So, in Martin,
client requests are directed to one of the processors according to those loads (see,
e.g., “decision means 90 refers to a load distribution record providing information
about the loads on all the processors of the server.” Martin, col. 7, lines 3 et seq.).
But Martin has no teaching or suggestion of any processing “based, at least in part,
on a relative cost of transmitting the resources to the client machines.”

For at least these additional reasons, claim 31 is further patentable over
Martin, alone or in any proposed combination. |

Claim 46 depends from claims 45 and-is therefore patentable over Martin
for at least the reasons given above. Claim 46 recites a method as in claim 45,
further comprising: “in response to a request for the first resource issued by a

particular client machine, identifying the at least one shared repeater server from a
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set of shared repeater servers based at least in part on a network cost of delivering
resources to the particular client machine.”

As noted above (for claim 31), Martin has no teaching or suggestion of any
kind of selection “based ... on a network cost of delivering resources to the
particular client machine.” In Martin all selection is made based on processor
loads.

For at least these additional reasons, claim 46 is further patentable over

Martin, alone or in any proposed combination.

Independent Claim 27 recites a system (a distributed hosting framework)
including “a routine for modifying at least one embedded object URL of a web
page to include a hostname prepended to a domain name and path.” This modified
URL is then used to identify a content server from which to serve the embedded

L1 N1

object. In contrast, Martin creates so-called “follow-on links™ “which would

otherwise refer to www.ibm.com.” Martin, col. 6, lines 17-33. As discussed
above, Martin gives an example of how the links to follow-on Web pages are
modified, e.g., at col. 7, lines 50-67. Specifically, Martin describes how (if a
follow on Web page is called “second_page.htm]”), then the exemplary link:

http:/ /www.ibm.com/second_page.htmi URL#1
is changed to read

http:/ /wwwl.ibm.com/second_page.html URL#2

In this example, in URL#1, the hostname is “www.ibm.com”, and in
URL#2, the hostname is “www]l.ibm.com.” As can be seen from the above,

Martin changes the domain name of the link (URL#1) from “www.ibm.com” to

-19-
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“www1.ibm.com”, but requires nor makes any other changes to the link. In
particular, Martin does not insert anything between the domain name
(www.ibm.com) and the path (“/second_page.html|”), and Martin does not
prepend anything to “a domain name and path.”

Even if the Examiner considers the “www” and “www1” in these URLs to
be hostnames, then there is still no prepending in Marﬁn of a hostname to a
domain name and path.

The present application describes modifying (or rewriting) URLs, e.g..
http://<server>/<path> to http://<repeater>/<server>/<path>. (See, e.g., §90072-
73), where “<server>" refers to an origin server (e.g., a content provider’s server),
and “<repeater>" is a repeater server sclected to handle a particular request. It
should be noted that a reason for including the original “origin server” domain
name in the modified URL in accordance with this embodiment of Applicant’s
invention is so that the repeater server knows where to go to get requested
resources that it does not already have. While there are other ways to achieve this
result, this feature is not required by a system such as Martin’s in which all
resources are obtained from the same place (e.g., from storage 120). Since
Martin’s parallel web server is not shared, it has no need to determine where to go
to get requested resources — it always goes to the same place, and that place does
not vary for different requests to the server.

Martin thus teaches a system in which only a domain name, and not

additionally a host name, is used to identify a processor 20, 30 or 40 for use in

serving a resource to a requesting client.

Since Martin does not describe a shared system, he would have no need for
any information “prepended to a domain name and path.”

Additionally, in view of the lack of teaching in regards to both a domain
name and a host name, Martin necessarily cannot teach a routine in which URLs

are modified by the explicitly-recited prepending approach. Martin therefore as a
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matter of law cannot anticipate claim 27, nor can it anticipate claim 28, which
depends from and incorporates all limitations of claim 27.

Moreover, Martin fails to provide a motivation upon which to render claim
27 obvious. The use of dual names is a signiticant distinction between the
embodiment of the invention recited in claim 27 and Martin’s system. First and
foremost, Martin is focused on load balancing amongst processors 20, 30 and 40
within a parallel web server 10 that serves resources on the World Wide Web.

The web server 10 is, effectively, the origin server described throughout the
present application. After a processor 20, 30 or 40 is selected by way of load
balancing, the domain name of that processor is sent to the requesting client.

The invention recited in claim 27 directs client requests away from origin
servers and to repeater servers. In Martin’s system, a requested resource will
always be served from web server 10 (albeit using different processors), whereas
the invention recited in claim 27 results in the service of client requests away from
originating web servers (e.g., 10) altogether and off-loads those processing tasks to
a repeater server.

The invention recited in claim 27 alleviates the need for web servers such

as the one taught by Martin. See U.S. Publication No. 20050198334, 90023 (“As

a consequence of this rewriting process, when the client requests other resources
based on identifiers in the particular requested resource, the client will make those
requests directly to the selected repeater, bypassing the reflector and origin
server entirely.”) (emphasis added). Given this, its evident that the invention
recited in the claims of the present application actually obviate the need to load
balance Martin’s web server in the first place (given an intent to bypass the origin
server), thereby further proving that those of skill in the art in February, 1998
would not have been motivated to modify Martin in the direction of the claims

recited in the present application.
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In view of the above, withdrawal of the claim rejections under §102 are

respectfully requested.

THE REJECTIONS UNDER §103
The Examiner rejected claims 39-42, 46, and 48 under 35 U.S.C. §103(a) as

being unpatentable over Martin in view of U.S. Patent Number 6,052,718 to
Gifford et al. (hereinafter “Gifford™). The grounds for this rejection are
respectfully traversed.

Claims 38-42, 46 and 48 each depend from either independent claim 29 or
independent claim 45, and therefore, incorporate at least those lim.itat_ions
described above as being deficient from Martin. The combination of Martin and
Gifford therefore fails to constitute a prima facie case of obviousness and
respectfully should be withdrawn. In addition, the problems to be solved by
Martin and the context to which Martin relates fails altogether to provide any
motivation or suggestion to modify or improve Martin in the direction of any
invention claimed in the present application.

The Examiner acknowledges that “Martin does not teach choosing a server
based on the performance for a particular client.” However, according to the
Examiner, “Gifford teaches the selection of a load balanced server based on the
performance that it can provide a particular client system (See Figures 4A and 4B
and corresponding text). It would have been obvious to one of ordinary skill in the
art at the time of the invention to combine the teachings of Martin regarding a
method for load balancing embedded objects with the teachings of Gifford
regarding selecting a load balanced server that performs well for a particular client
because doing so enhances performance for clients (col. 1, lines 42-57 of
Gifford).”

Gifford uses so-called replica routers and a replica routing database to route
clients requests to replica servers. (See, e.g., Gifford, Fig. 4A and related

description). But Gifford has no teaching or notion of the shared repeater servers
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of the presently claimed invention, and thus does not overcome the deficiencies in
Martin,
In view of the above, withdrawal of the rejections under §103 are

respectfully requested.

'NEW CLAIMS 52-57

New claims 52-56 each depend from either independent claim 29 or
independent claim 45, and therefore, incorporate at least those limitations
described above as being deficient from Martin.

In addition, Claims S3 and 54 further distinguish the shared infrastructure
context void from Martin, as described above in greater detail.

Firstly, Martin fails altogether to teach the use of a table for any reason or
any purpose, much less a table that lists a plurality of content providers or origin
servers, as the case may be. Secondly, because Martin fails altogether to teach an
infrastructure that is shared by distinct entities, Martin has no need for and
provides absolutely no motivation for the use of such a table.

Claim 52 recites the Netmap procedure detailed in the specification (see,
e.g., 190152 et seq.) used to implement the cost determination mechanism.
Indeed, claim 52 recites “netmap determination means” to reference this procedure
by invoking 35 U.S.C. §112, paragraph 6. It should be appreciated that the
Applicant has not invoked 35 U.S.C. §112, paragraph 6 with respect to any other
term in any claim of the present application.

Claims 55 and 56 further define at least the first alias name as a domain
name and recite the use of a specific device (a domain name server) commonly
known in the art for resolving domain names (e.g., U.S. Publication No.
20050198334, 0051 and §0055) to resolve the first alias name to identify the at

least one shared repeater server. It is brought to the Examiner’s attention that the
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limitations of claims 55 and 56 were previously recited in independent claims 29
and 45, but are hereby moved into dependent form so as to not limit independent
claims 29 and 45 to this specific domain name service implementation.
Independent claim 57 recites “‘associating a plurality of alias names with
the at least one shared repeater server, each of said plurality of alias names being
associated with an origin server, wherein a first alias name of said plurality of alias
names is associated with a first origin server, and at least a second alias name of
said plurality of alias names is associated with a second origin server distinct from
said first origin server.” The invention of claim 57 is patentable over Martin
(alone or in any proposed combination) for at least the following reasons:
e Martin does not associate a plurality of alias names with any server
(or processor);
e Martin does not teach or in any way suggest a shared repeater server;
and
* Martin has no teaching or suggestion of a first alias name being
associated with a first origin server and a second alias name being
associated with a second origin server distinct from the first origin
server,

Accordingly, claim 57 is believed allowable over Martin.,

OTHER MATTERS
Applicant does not waive any rights to take any action which would be

appropriate to antedate or otherwise remove as a competent reference against the
claims of the present application
The Examincr is respectfully advised that a Court has construcd certain

terms in litigation involving a parent of the present application. The Markman
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Order from that case is cited in the Information Disclosure Statement being filed

herewith.

CONCLUSION
Applicant respectfully submits that this application is in condition for

allowance. An early action to that effect is earnestly solicited. _
The Examiner is kindly requested to contact the undersigned at the number
provided to schedule a personal interview to resolve any outstanding issues in this

case.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

Respectfully submitted,
CUSTOMER NUMBER

75948

By: /Brian Siritzky/Reg. No. 37,497

Brian Siritzky, Ph.D.
Registration No.: 37,497

Davidson Berquist Jackson & Gowdey LLL.P
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430
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Claims remaining Highest number Present
; . Large/Small
after amendment previously Paid For Extra .
Entity
1. Total minus * = X$50/8%$25= $

* If this number is less than 20, enter “20”

2. Independent

minus ** =

** If this number is less than 3, enter “3”
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3. If amendment enters multiple dependent claim(s) into this application for first time $370/%185= $
(leave this line blank if this is an reissue application)
4. Original due date:
Check time period
and enter
appropriate fee
5. Petition is hereby made to extend the original due date to | L] 1 month $120 /860
cover the date this response is filed for which the requisite (] 2 months. $460/ $230
fee is: [ 3 months $1050 / $525 $
[ 4 months $ 1640/ $820
[J 5 months. $2230/81115
6. [] Attached is a Petition/Fee under Rule No. $
7. Other Fee for : Information Disclosure Statement under 37 C.F.R. § 1.17(p) $180
8. Total Fee Enclosed: $180
This is a 2 page form,

continued on next page . . .




In re Patent Application of: TRANSMITTAL COVER SHEET, PAGE 2
FARBER, David et al. Attorney Docket No. 2711-0073
Appln. No.: 11/065,412 Confirmation Number: 3296

9. [X] Please charge the total fee on line 8 above to our deposit account below under the stated order number.

CHARGE STATEMENT: Deposit Account No. 501860, order no. (client-matter no.) 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing or insufficient
fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any paper filed hereafter, and
which may be required under Rules 16-18 (missing or insufficiencies only) now or hereafter relative to this application and
the resulting Official Document under Rule 20, or credit any overpayment, to our Accounting/ Order Nos. shown above, for
which purpose a duplicate copy of this sheet is attached.

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless an issue
fee transmittal sheet is filed.

Respectfully submitted,
CUSTOMER NUMBER 4; % &v\
7 5 94 8 By:__ A T
Brian Siritzky, Ph.h._)J
Registration No.: 37,497

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430
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In re PATENT APPLICATION OF: Attorney Docket:  2711-0073
FARBER, David et al. Group Art Unit: 2142
Application Serial No.: 11/065,412 Examiner: BLAIR, Douglas B.

Application Filing Date: ~ February 23,2005  Confirmation No.: 3296

Title;: SHARED CONTENT DELIVERY

INFRASTRUCTURE Date: February 23, 2009

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark
Office is hereby directed to the reference listed on the attached PTO-1449. Itis
respectfully requested that the information be expressly considered during the
prosecution of this application, and that the reference(s) be made of record therein
and appear among the “References Cited” on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is
not intended that any such document constitutes prior art against any of the claims
of the present application or is considered to be material to patentability as defined
in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action
which would be appropriate to antedate or otherwise remove as a competent
reference against the claims of the present application.

This IDS is intended to be in full compliance with the rules, but should the
Examiner find any part of its requirement content to have been omitted, prompt

notice to that effect is earnestly solicited, along with additional time under Rule

97(f), to enable Applicant to comply fully. G/24/2009 DENHANUL BA0BEB46 581868 11865412
B1 FC: 1866 188,80 DA
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In re Application of: FARBER, David et al.
Application S.N.: 11/065,412
Page 2 of 2

This Information Disclosure Statement is being filed more than three (3)
months after the U.S. filing date AND after the mailing date of the first Office
Action on the merits, but before the mailing date of a Final Rejection or Notice of
Allowance. Please credit or debit Deposit Account No. 501860 the amount
required under 37 C.F.R. § 1.17(p) as needed to ensure consideration of the

disclosed information.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

Respectfully submitted,
CUSTOMER NUMBER | .. ﬁ_\‘%
y: \
Brian Siritzky, Ph.D—"J
Registration No.: 37,497

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 ¢ FAX: (703) 894-6430
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Application No. 11/065,412
Filing Date Feb. 23, 2005
INFORMATION DISCLOSURE : ;
STATEMENT BY APPLICANT First Named I'nventor Farber, David A.
FORM PTO-1449 (modified) Group Art Unit 2142
Examiner Name .|BLAIR, Douglas B.
Attorney Docket No. 2711-0073
Sheet 1 of 1 Confirmation No. 3296
U.S. PATENT DOCUMENTS
Examiner| Cite Document No. Publication/ Name of Patentee or
Initials* No. Issue Date Applicant of Cited Document
1-1 US-5777988 Jul-98 Cisneros
1-2 US-5940831 08-1999 Takano
1-3 US-6324580 11-2001 Jindal
1-4 US-6351775 02-2002 Yu
1-5
1-6
1-7
1-8
1-9
1-10
1-11
1-12
1-13
1-14
1-15
1-16
1-17
1-18
1-19
1-20
1-21
1-22
1-23
1-24
1-25
1-26
Examiner Date
Signature Considered

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
P.O.Box 1450
Alexandria, Virginia 22313-1450
WWW.USpto.gov

APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
11/065,412 02/23/2005 David A. Farber 2711-0073 3296
75948 7590 01/09/2009
DAVIDSON BERQUIST JACKSON & GOWDEY, LLP | EXAMINER
ATTN: BRIAN SIRITZKY, Ph.D. BLAIR, DOUGLAS B
4300 WILSON BLVD., 7TH FLOOR
ARLINGTON, VA 22203 | ARTONTT | pawmruvMBER
2442
| MAIL DATE | DELIVERY MODE
01/09/2009 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

11/065,412 FARBER ET AL.
Office Action Summary Examiner Art Unit

DOUGLAS B. BLAIR 2442

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 70 December 2008.
2a)[] This action is FINAL. 2b)X] This action is non-final.
3)] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4K Claim(s) 27-51 is/are pending in the application.
4a) Of the above claim(s) _____ is/are withdrawn from consideration.
5] Claim(s) _____is/are allowed.
6)X] Claim(s) 27-51 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[_] The drawing(s) filed on isfare: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[_] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)JAIl b)[]Some * ¢)[] None of:
1.0 Certified copies of the priority documents have been received.
2[] Certified copies of the priority documents have been received in Application No. ______
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) IZl Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)

2) D Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _____

3) [X] Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date 9/23/08,12/22/08,12/30/08. 6) |:| Other:

U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20090102
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DETAILED ACTION
Claim Rejections - 35 USC § 101

35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and
requirements of this title.

Claims 27-44 are rejected under 35 U.S.C. 101 because the claimed invention is directed to non-
statutory subject matter. Claims 27-44 are claimed as being a "distributed hosting framework"

that is comprised only of software elements. As the claims are comprised only of software, they
are treated as software per se. Software per se does not fit into any of the statutory categories of

invention.

Claim Rejections - 35 USC § 112

The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the
subject matter which the applicant regards as his invention.

Claims 27-51 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for
failing to particularly point out and distinctly claim the subject matter which applicant regards as
the invention.

Claim 27 recites the limitation "the embedded object identified by the modified
embedded object URL" in the final limitation of the claim. There is insufficient antecedent basis
for this limitation in the claim. Specifically, not embedded object appears to have been

"identified" previously in the claim.
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Claims 29 and 45 feature the same problem as claim 27 and are rejected for the same
reason as claim 27. The dependent claims are rejected as being dependent upon an indefinite

claim.

Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by another filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this
subsection of an application filed in the United States only if the international application designated the United
States and was published under Article 21(2) of such treaty in the English language.

Claims 27-38, 43-45, 47, 49-51 are rejected under 35 U.S.C. 102(e) as being anticipated

by U.S. Patent Number 5,867,706, to Martin et al.

As to claim 27, Martin teaches a distributed hosting framework operative in a computer
network in which users of client machines connect to a content provider server, the framework
comprising: a routine for modifying at least one embedded object URL of a web page to include
a hostname prepended to a domain name and path (col. 6, lines 17-33); a sct of content servers,
distinct from the content provider server, for hosting at least some of the embedded objects of
web pages that are normally hosted by the content provider server (col. 6, lines 17-33); at lcast
one first level name server that provides a first level domain name service (DNS) resolution (col.
5, line 61-col. 6, line 16); and at least one second level name server that provides a second level
domain name service (DNS) resolution (col. 5, line 61-col. 6, line 16); wherein in response to

requests for the web page, generated by the client machines the web page including the modified
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embedded object URL is served from the content provider server (col. 6, lines 17-33) and the
embedded object identified by the modified embedded object URL is served from a given one of

the content servers as identified by the first level and second level name servers (col. 5, line 61-

col. 6, line 16).

As to claim 28, Martin teaches the distributed hosting framework as recited in claim 27,

further including a redundant second level name server (col. 5, line 61-col. 6, line 16).

As to claim 29, Martin teaches a distributed hosting framework operative in a computer
network for delivering resources associated with a plurality of content providers to multiple
client machines, the framework comprising: at least one shared content server constructed and
adapted to replicate at least some of the resources associated with a first content provider of said
plurality of content providers, and to replicate at least some of the resources associated with a
second content provider of said plurality of content providers (col. 6, lines 17-33); and at least
one name server that provides domain name service (DNS) resolution (col. 5, line 61-col. 6, line
16), wherein resources associated with the first content provider are associated with a first alias
name that causes the at least one name server to identify the at least one shared content server to
serve the resources in response to requests for the resources associated with the first content
provider made from said client machines (col. 6, lines 17-33); and wherein the resources
associated with the second content provider are associated with a second alias name that causes
the at least one name server to identify the at least one shared content server to serve the
resources in response to requests for the resources associated with the second content provider

made from said client machines (col. 6, lines 17-33).
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As to claim 30, Martin teaches the distributed hosting framework as recited in claim 29,
wherein the least one shared content server is addressable using the first alias name and the

second alias name (col. 6, lines 17-33).

As to claim 31, Martin teaches the distributed hosting framework as recited in claim 29,
further comprising: a reflector constructed and adapted to associate the resources with the first
alias name based, at least in part, on a relative cost of transmitting the resources to the client

machines (col. 6, line 56-col. 9, line 9).

As to claim 32, Martin teaches the distributed hosting framework as recited in claim 29
further comprising: a set of shared content servers that comprises the at least one content server
(col. 6, lines 17-33); and a reflector constructed and adapted to associate a particular resource
with the first alias name after selecting the at least one shared content server from the set of
shared content servers in response to a request for the particular resource issued by a particular

client machine (col. 6, lines 17-33).

As to claim 33, Martin teaches the distributed hosting framework as recited in claim 29,

wherein at least one of the resources is an embedded object (col. 6, lines 17-33).

As to claim 34, Martin teaches the distributed hosting framework as recited in claim 29,
wherein the requests comprise host tag names that identify specific origin servers from which the

resources originate (col. 6, lines 17-33).

As to claim 35, Martin teaches the distributed hosting framework as recited in claim 34,

wherein the host tag names are included in HTTP headers (col. 6, lines 17-33).
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As to claim 36, Martin teaches the distributed hosting framework as recited in claim 32,
further comprising: a load determination mechanism constructed and adapted to characterize
load on the set of content servers for use by the reflector in selecting the at least one shared

content server (col. 6, line 56-col. 9, line 9).

As to claim 37, Martin teaches the distributed hosting framework as recited in claim 36,

wherein the reflector comprises the load mechanism (col. 6, line 56-col. 9, line 9).

As to claim 38, Martin teaches the distributed hosting framework as recited in claim 37,

wherein the reflector is co-located with an origin server (col. 6, line 56-col. 9, line 9).

As to claim 43, Martin teaches the distributed hosting framework as recited in claim 29,

further including a redundant name server (col. 5, line 61-col. 6, line 16).

As to claim 44, Martin teaches the distributed hosting framework as recited in claim 29,
wherein the at least one name server comprises: at least one first level name server that provides
a first level domain name service (DNS) resolution; and at least one second level name server

that provides a second level DNS resolution (col. 5, line 61-col. 6, line 16).

As to claim 45, Martin teaches a method, in a distributed hosting framework operative in
a computer network for delivering content to client machines and comprising a plurality of origin
servers, each of said origin servers having resources associated therewith, at least one name
server that provides domain name service (DNS) resolution (col. 5, line 61-col. 6, line 16), and
at least one shared content server operable to replicate resources associated with the plurality of
origin servers, the method comprising: associating at least some resources associated with a first

origin server of plurality of origin servers with a first alias name that causes the at least one name
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server to identify the at least one shared content server to serve the resources associated with the
first origin server in response to requests from client machines (col. 6, lines 17-33); and
associating at least some resources associated with a second origin server of said plurality of
origin servers with a second alias name that causes the at least one name server to identify the at
least one shared content server to serve the resources associated with the second origin server in

response to requests from client machines (col. 6, lines 17-33).

As to claim 47, Martin teaches the method of claim 45, wherein the associating step
comprises: in response to a request for a particular resource issued by a particular client machine,
identifying the at least one content server from a set of shared content servers based at least in

part on load characteristics of the set of shared content servers (col. 6, line 56-col. 9, line 9).

As to claim 49, Martin teaches the method as recited in claim 45, wherein the resources

comprise an HTTP-based resource (col. 6, lines 17-33).

As to claim 50, Martin teaches the method as recited in claim 45, wherein the resources

comprise a File Transfer Protocol (FTP)-based resource (col. 1, lines 25-30).

As to claim 51, Martin teaches the method of claim 45 wherein the at least one name
server comprises: at least one first level name server that provides a first level domain name
service (DNS) resolution; and at least one second level name server that provides a second level

DNS resolution (col. 5, line 61-col. 6, line 16).

Claim Rejections - 35 USC § 103
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The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Claims 39-42, 46, and 48 are rejected under 35 U.S.C. 103(a) as being unpatentable over
U.S. Patent Number 5,867,706 to Martin et al. in view of U.S. Patent Number 6,052,718 to
Gifford et al.

As to claims 39-42, 46, and 48, Martin teaches the claimed scenarios for load balancing
objects however Martin does not teach choosing a server based on the performance for a
particular client. Gifford teaches the selection of a load balanced server based on the
performance that it can provide a particular client system (See Figures 4A and 4B and
corresponding text). It would have been obvious to one of ordinary skill in the art at the time of
the invention to combine the teachings of Martin regarding a method for load balancing
embedded objects with the teachings of Gifford regarding selecting a load balanced server that
performs well for a particular client because doing so enhances performance for clients (col. 1,

lines 42-57 of Gifford).

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to DOUGLAS B. BLAIR whose telephone number is (571)272-

3893. The examiner can normally be reached on 9:00am-5:30pm.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Andrew Caldwell can be reached on (571) 272-3868. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Douglas B Blair/
Primary Examiner, Art Unit 2442
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DB/ Limelight Network Inc.’s Combined Motion For Leave To Amend Its Answer And To
Compel Related Interrogatory Responses, in Civil Action No. 2:07cv589,
September 9, 2008 [18 pgs].

1-2 Claim construction Opinion and Order in Civil Action No. 2:07:cv589, December 10,
DB/ 2008 [51 pages].

1-3 Communications from European Patent Office in European Patent Application No.
DB/ 99 906 680.6: Minutes of Oral Hearing of 11/20/2008, including auxiliary requests;
and Invitation under Art. 94(3) and Rule 71(1) EPC (dated Dec. 11, 2008) to
amended dependent claims. [32 pgs.]

1-4 Declaration Kevin C. Almeroth in Support of Limelight Networks, Inc.’s Motion for
/BB/ Summary Judgment of Non-Infringement and Invalidity of All Patents-In-Suit, filed
August 28, 2008 in Civil Action No. 2:07cv589 (RGD-FBS) [39 pgs.].

1-5 Defendant Limelight Network Inc.’s Combined Motion For Leave To Amend Its
/DB/ Answer And To Compel Related Interrogatory Responses, in Civil Action No.
2:07¢cv589, September 9, 2008 (4 pgs].

1-6 Defendant Limelight Network Inc.’s Memorandum Of Points And Authorities In
DB/ Support Of Its Combined Motion For Leave To Amend Its Answer And To Compel
Related Interrogatory Responses (PUBLIC VERSION}), in Civil Action No.
2:07cv589, September 9, 2008 [18 pgs.]

1-7 Defendant Limelight Network Inc.’s Memorandum of Points and Authorities in

BB/ Support of its Combined Motion For Leave To Amend Its Answer And To Compel
Related Interrogatory Responses, (Public Version, redacted) filed 09/09/208, in civil
action No. 2:07-cv-00589-RGD-FBS.

Examiner /Douglas Blai/ Date 01/02/2009
Signature Considered

*Examiner: [nitial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the
following is provided: EA = English Abtract, T = Translation, PF = Patent Family.
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Application No. 11/065,412
Filing Date Feb. 23, 2005
INFORMATION DISCLOSURE First Named Inventor  |Farber, David A.
STATEMENT BY APPLICANT _
FORM PTO-1449 (modified) Group Art Unit 2142
Examiner Name BLAIR, Douglas B.
Attorney Docket No. 2711-0073
Sheet 2 of 5 Confirmation No. 3296
NON-PATENT REFERENCES
Examiner| Cite Non-patent Reference bibliographic information, where available Notes
Initials* No.
2-1 Defendant Limelight Network Inc.'s Rebuttal Brief In Support Of Its Combined
/DBf Motion For Leave To Amend Its Answer And Compe! Related Interrogatory
Responses (Public version), filed 10/07/2008 in civil action No. 2:07-cv-00589-RGD
-FBS.
2-2 Defendant Limelight Network Inc.'s Supplemental Responses To Plaintiffs First Set
JDB/ Of Interrogatories (Redacted), April 21, 2008, in civil action No. 2:07-cv-005688-
WDK-FBS [46 pgs.]
2-3 Defendant Limelight Networks, Inc.’s Claim Construction Brief for U.S. Patent Nos.
/DB/ 6,654,807; 7,054,935; and 6,473,405, filed in Civil Action No. 2:07CV589 (RGD-
FBS), June 27, 2008 [38 pgs.].
2-4 Defendant Limelight Networks, Inc.’s Reply Brief In Support Of Its Motion For
DB/ Summary Judgment Of Non-Infringement And Invalidity Of All Patents-In-Suit, filed
October 1, 2008 in Civil Action No. 2:07¢cv589 (JBF-FBS) [21 pgs.].
2-5 Defendant Limelight Networks, Inc.'s Supplemental Responses To Plaintiff's First
DB/ Set Of Interrogatories (No. 2-4, 12-13, And 19) [Redacted], May 16, 2008, in civil
action No. 2:07-cv-00589-WDK-FBS [70 pgs.]. '
2-6 Defendant Limelight Networks, Inc.'s Supplemental Responses To Plaintiff's First
DB/ : Set Of Interrogatories (Nos. 1-11, 13-14, 17 and 19-20, [redacted] 02/09/2008, in
' civil action No. 2:07-cv-00589-RGD-FBS [101 pgs.].
2-7 Exhibit A to Leve! 3 Communications, LLC's Objections And Responses To
/DB/ Limelight Networks. Inc.'s First Set Of Interrogatories, April 21, 2008, in civil action
No. 2:07-cv-00589-WDK-FBS [68 pgs.].
Examiner iy Date se
Signature [Douglas Blair/ Considered 01/02/2009

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the

following is provided: EA = English Abtract, T = Translation, PF = Patent Family.
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Application No. 11/065,412
Filing Date Feb. 23, 2005
INFORMATION DISCLOSURE First Named Inventor  |Farber, David A.
STATEMENT BY APPLICANT -
FORM PTO-1449 (modified) Group Art Unit 2142
Examiner Name BLAIR, Douglas B.
Attorney Docket No. 2711-0073
Sheet 3 of 5 Confirmation No. 3296
NON-PATENT REFERENCES
Examiner| Cite | Non-patent Reference bibliographic information, where available Notes
Initials* No.
31 Exhibit B to Level 3 Communications, LLC's Objections And Responses To
/De/ Limelight Networks. Inc.'s First Set Of Interrogatories, April 21, 2008, in civil action
No. 2:07-cv-00589-WDK-FBS [20 pgs.].
3-2 Exhibits A-G of Plaintiff Level 3 Communications, LLC's Memorandum Of Law In Opposition To
, Defendant Limelight Networks, Inc.’s Combined Motion For Leave To Amend Its Answer And To Compel
DB/ Related Interrogatory Responses, 09/30/08, Civil Action No. 2:07cv589, (Exhibit A [7 pgs.], B [5 pgs.], C
[47 pgs.), D [45 pgs.], E {7 pgs.), F [8 pgs.], G [5 pgs.)).
3-3 Exhibits A-V filed in support of Limelight Networks, Inc.’s Motion for Summary
DB/ Judgment of Non-Infringement and Invalidity of All Patents-In-Suit, August 28, 2008
' in Civil Action No. 2:07¢cv589 (JBF-FBS) [277 pgs.]
3-4 Level 3 Communications Supplemental Exhibit A in Civil Action No. 2:07¢cv589 (JBF
/DBY/ -FBS) [69 pgs.]
3-5 Level 3 Communications, LLC's Confidential Version Of lts Opposition Brief To
DR/ Defendant's Motion For Summary Judgment Of Non-Infringement And Invalidity Of
T All Patents-In-Suit, September 17, 2008, filed in Civil Action No. 2:07¢cv589 (JBF-
FBS) [33 pgs.]
3-6 Level 3 Communications, LLC's Objections And Answers To Defendant Limelight
DB/ Networks, Inc.'s Sixth Set Of Interrogatories, 02/09/2008, in civil action No. 2:07-cv-.
' 00589-WDK-FBS [9 pgs.].
3-7 Level 3 Communications, LLC's Objections And Answers To Defendant Limelight
DB/ Networks, Inc.'s Third Set Of Interrogatories, [redacted], August 18, 2008, in civil
action No. 2:07-cv-00589-WDK-FBS [10 pgs].
Examiner . Date ey
Signature /Douglas Blair/ Considered 01/02/2009

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the

following is provided: EA = English Abtract, T = Translation, PF = Patent Family.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
FORM PTO-1449 (modified)

Sheet 4 of 5

Application No. 11/065,412

Filing Date Feb. 23, 2005

First Named Inventor Farber, David A.

Group Art Unit 2142

Examiner Name BLAIR, Douglas B.

Attorney Docket No. 2711-0073

Confirmation No. 3296

NON-PATENT REFERENCES

Examiner| Cite
Initials* No.

Non-patent Reference bibliographic information, where available

Notes

41
/DB

Level 3 Communications, LLC's Objections And Responses To Limelight Networks.
Inc.'s First Set Of Interrogatories, [redacted] April 21, 2008, in civil action No. 2:07-
cv-00589-WDK-FBS [28 pgs].

42
/DBY

Level 3 Communications, LLC's Second Supplemental Response To Limelight
Networks, Inc.'s First Set Of Interrogatories (No. 15), 11/02/2008 in civil action No.
2:07-cv-00589-RGD-FBS [9 pgs.].

4-3
DB/

Level 3 Communications, LLC's Second Supplemental Response To Limelight
Networks, Inc.'s First Set Of Interrogatories (No. 4) [Redacted], 11/03/2008 in civil
action No. 2:07-cv-00589-RGD-FBS [8 pgs.].

BB/

Level 3 Communications, LLC's Supplemental Responses To Limelight Networks,
Inc.'s First Set Of Interrogatories (No. 10) [Redacted], June 11, 2008 in civil action
No. 2:07-cv-00589-RGD-FBS [6 pgs.].

4-5
DB/

Level 3 Communications, LLC's Supplemental Responses To Limelight Networks,
Inc.'s First Set Of Interrogatories (Nos. 14 and 15) [Redacted], May 30, 2008 in civil
action No. 2:07-cv-00589-RGD-FBS [10 pgs.].

, 4-6
/DB

MEMORANDUM on Markman terms to: Judge Robert G. Doumar, Counsel for Level 3 Communications,
Counsel for Limelight from: Court appointed technical expert, Professor Ellen W. Zegura Re: Definition of
terms, in civil action No. 2:07-cv-00589-MSD-FBS, Level 3 Communications, LLC v. Limelight Networks,
Inc. (August, 2008).

4-7
DB/

Order from Judge Doumar in civil action No. 2:07-cv-00589-MSD-FBS, Level 3
Communications, LLC v. Limelight Networks, Inc. instructing Court-Appointed
Expert, Professor Ellen W. Zegura Re: Definition of claim terms, July 25, 2008, [2

pgs.].

Examiner
Signature

/Douglas Blair/

Date
Considered

01/02/2009

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the

following is provided: EA = English Abtract, T = Translation, PF = Patent Family.
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Application No. 11/065,412
Filing Date Feb. 23, 2005
INFORMATION DISCLOSURE Fi :
irst Named Inventor Farber, David A.
STATEMENT BY APPLICANT -
FORM PTO0-1449 (modified) Group Art Unit 2142
Examiner Name BLAIR, Douglas B.
Attorney Docket No. 2711-0073
Sheet 5 of 5 Confirmation No. 3296
NON-PATENT REFERENCES
Examiner| Cite | Non-patent Reference bibliographic information, where available Notes
Initials* No.
) 5-1 Plaintiff Level 3 Communications, LLC's Memorandum Of Law In Opposition To
DB/ Defendant Limelight Networks, Inc.’s Combined Motion For Leave To Amend Its
Answer And To Compel Related Interrogatory Responses, September 30, 2008,
Civil Action No. 2:07cv589, [31 pages].
5-2 Response to Summons of May 30, 2008 filed in European Patent Office for
0B/ European Application No. 99 906 680.6 on October 20, 2008.
5-3 Transcript of 30(b)(6) Deposition of Kevin F. Delgadillo, Tuesday, September 9,
DB/ 2008 in Civil Action No. 2:07cv589 [39 pages].
5-4 Transcript of Deposition Of Maurice Andrew Collins, September 9, 2008 in Civil
JDB/ Action No. 2:07CV589 [136 pgs.]
5-5
5-6
5-7
Examiner , R Date 10 /5000
Signature /Douglas Blair/ Considered | U1/02/2009

*Examiner; Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the

following is provided: EA = English Abtract, T = Translation, PF = Patent Family.
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Application No. 11/065,412
Filing Date Feb. 23, 2005
INFORMATION DISCLOSURE : :
First Named Inventor Farber, David A.
STATEMENT BY APPLICANT :
FORM PTO-1449 (modified) Group Art Unit 2142
Examiner Name BLAIR, Douglas B.
Attorney Docket No. 2711-0073
Sheet 1 of 1 Confirmation No. 3296
NON-PATENT REFERENCES
Examiner| Cite | Non-patent Reference bibliographic information, where available Notes
Initials* No.
) 1-1 Opinion and Order from U.S. District Judge Mark. S. Davis in Civil Action No.
DB/ 2:07cv589, denying Defendant LimeLight Networks Inc.’s Motion for Summary
Judgment, Norfolk, VA, December 29, 2008.
1-2
1-3
1-4
1-5
1-6
17
Examiner ., Date e
Signature /Bouglas Blair/ Considered | 01/02/2009

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: [f identified, the
following is provided:. EA = English Abtract, T = Translation, PF = Patent Family.
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Filing Date Feb. 23, 2005
INFORMATION DISCLOSURE - :
First Named | t Farber, David A.
STATEMENT BY APPLICANT ~ |—— nvenor [Tamer, av
FORM PTO-1449 (modified) Group Art Unit 2142
Examiner Name BLAIR, Douglas B.
Attorney Docket No. 2711-0073
Sheet 1 of 1 Confirmation No. 3296
NON-PATENT REFERENCES
Examiner| Cite Non-patent Reference bibliographic information, where available Notes
Initials™ No.
1-1 Opinion and Order from U.S. District Judge Mark. S. Davis in Civil Action No.
2:07¢v589, denying Defendant Limelight Networks Inc.'s Motion for Summary
Judgment, Norfolk, VA, December 29, 2008.

1-2

1-3

1-4

1-5

1-6

1-7

Examiner
Signature

Date
Considered

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes. If identified, the
following is provided: EA = English Abtract, T = Translation, PF = Patent Family.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket:  2711-0073
FARBER, David et al. Group Art Unit: 2142
Application Serial No.: 11/065,412 Examiner: BLAIR, Douglas B.

Application Filing Date: ~ February 23,2005  Confirmation No.: 3296

Title: SHARED CONTENT DELIVERY

Date: December 30, 2008
INFRASTRUCTURE

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark
Office is hereby directed to the reference listed on the attached PTO-1449. 1t is
respectfully requested that the information be expressly considered during the
prosecution of this application, and that the reference(s) be made of record therein
and appear among the “References Cited” on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is
not intended that any such document constitutes prior art against any of the claims
of the present application or is considered to be material to patentability as defined
in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action
which would be appropriate to antedate or otherwise remove as a competent
reference against the claims of the present application.

As Applicant has previously advised the Office, this patent application is
related to U.S. Patent Nos. 7,054,935 and 6,654,807, both of which have been
asserted in a litigation for patent infringement in a case captioned: Leve! 3

Communications, LLC v. Limelight Networks, Inc. (Civil Action No. 2:07cv589).
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In re Application of: FARBER, David et al.
Application S.N.: 11/065,412
Page 2 of 3

A recent document relating to that litigation is cited herewith. Specifically, this
IDS cites an Opinion and Order (December 29, 2008) from U.S. District Judge
Mark. S. Davis in Civil Action No. 2:07cv589, denying the defendant’s Motion for
Summary Judgment. The Examiner 1s again respectfully requested to contact the
undersigned with any questions about the related litigation.

This IDS is intended to be in full compliance with the rules, but should the
Examiner find any part of its requirement content to have been omitted, prompt
notice to that effect is earnestly solicited, along with additional time under Rule
97(f), to enable Applicant to comply fully.

This Information Disclosure Statement is being filed before the mailing
date of a first Office Action on the merits. No certification or fee is required.

Contingent IDS Request Under Rule 97(¢): Should a first Office Action on

the merits issue with a mailing date which precedes or is the same as the filing
date of this IDS, please consider this a Request under Rule 97(c), charge the IDS
fee (Rule 17(p)) to our Deposit Account No. 501860 under Order No. 2711-0073
and proceed to consider this IDS under Rule 97(c).
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In re Application of: FARBER, David et al.
Application S.N.: 11/065,412
Page 3 of 3

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

Respectfully submitted,
CUSTOMER NUMBER

75948

By: /Brian Siritzky/Reg. No. 37497

Brian Siritzky, Ph.D.
Registration No.: 37,497

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re PATENT APPLICATION OF: Attorney Docket:  2711-0073
FARBER, David et al. Group Art Unit: 2142
Application Serial No.: 11/065,412 Examiner: BLAIR, Douglas B.

Application Filing Date: ~ February 23,2005  Confirmation No.: 3296

Title: SHARED CONTENT DELIVERY

INFRASTRUCTURE Date: December 22, 2008

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O.Box 1450
Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark
Office is hereby directed to the reference(s) listed on the attached PTO-1449. One
copy of each non-U.S. Patent reference is attached. It is respectfully requested
that the information be expressly considered during the prosecution of this
application, and that the reference(s) be made of record therein and appear among
the “References Cited” on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is
not intended that any such document constitutes prior art against any of the claims
of the present application or is considered to be material to patentability as defined
in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action
which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.

As Applicant has previously advised the Office, this patent application is
related to U.S. Patent Nos. 7,054,935 and 6,654,807, both of which have been
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In re Application of: FARBER, David et al.
Application S.N.: 11/065,412
Page 2 of 3

asserted in a litigation for patent infringement in a case captioned: Leve/ 3
Communications, LLC v. Limelight Networks, Inc. (Civil Action No. 2:07-cv-
00589). Documents relating to that litigation have been cited in various
Information Disclosure Statements, and this IDS includes additional documents
from the litigation.

This IDS cites, inter alia, the Court’s Claim construction Opinion and Order
in Civil Action No. 2:07:cv589, December 10, 2008 [S1 pages].

This IDS also cites “Plaintiff Level 3 Communications, LLC’s
Memorandum Of Law In Opposition To Defendant Limelight Networks, Inc.’s
Combined Motion For Leave To Amend Its Answer And To Compel Related
Interrogatory Responses, 09/30/08, Civil Action No. 2:07¢v589,” which includes

seven exhibits. The Exhibits are titled and dated as follows:

A | Defendant Limelight Networks, Inc.'s Supplemental Responses 04/21/2008
to Plaintiff’s First set of Interrogatories

B | Level 3 Communications, LLC’s Objections and Responses to 04/21/2008
Limelight Networks, Inc.’s First Set of Interrogatories.

C | Defendant Limelight Networks, Inc.'s Second Supplemental 08/01/2008
Response to Plaintiff’s Interrogatory No. 3

D | Defendant Limelight Networks, Inc.'s Supplemental Responses 09/02/2008
To Plaintiff's First Set Of Interrogatories (Nos. 1-1 1.13-14.17
and 19-20,

E | Defendant Sockeye Networks, Inc.’s Answer to Complaint and 09/20/2002
Counterclaims, in Civil Case No. C 02-3708 (EDL)

F | Deposition Transcript of Livio, Ricciulli, in Civil Action No. 09/30/2008
2:07cv589. '

G | List of attorneys of record in Civil Action No. 3:02-cv-03708- 09/20/2002
CRB

Civil Action No. 2:07cv589 is scheduled for a two-week trial in Norfolk,
Virginia, starting January 5, 2009. The Examiner is again respectfully requested

to contact the undersigned with any questions about the related litigation.
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In re Application of: FARBER, David et al.
Application S.N.: 11/065,412
Page 3 of 3

This IDS is intended to be in full compliance with the rules, but should the
Examiner find any part of its requirement content to have been omitted, prompt
notice to that effect is earnestly solicited, along with additional time under Rule

97(f), to enable Applicant to comply fully.

This Information Disclosure Statement is being filed before the mailing
date of a first Office Action on the merits. No certification or fee is required.

Contingent IDS Request Under Rule 97(¢): Should a first Office Action on

the merits issue with a mailing date which precedes or is the same as the filing
date of this IDS, please consider this a Request under Rule 97(c), charge the IDS
fee (Rule 17(p)) to our Deposit Account No. 501860 under Order No. 2711-0073
and proceed to consider this IDS under Rule 97(c).

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

Respectfully submitted,
CUSTOMER NUMBER

75948

By: /Brian Siritzky/Reg. No. 37497

Brian Siritzky, Ph.D.
Registration No.: 37,497

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430
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Application No. 11/065,412

Filing Date Feb. 23, 2005

INFORMATION DISCLOSURE First Named Inventor Farber, David A.

STATEMENT BY APPLICANT

FORM PTO-1449 (modified) Group Art Unit 2142
Examiner Name BLAIR, Douglas B.
Attorney Docket No. 2711-0073
Sheet 1 of 5 Confirmation No. 3296

NON-PATENT REFERENCES

annlﬂner ﬁite Non-patent Reference bibliographic information, where available Notes
nitials* 0.

1-1 Amended Answer of Defendant Limelight Networks, Inc., Exhibit 1 to Defendant
Limelight Network Inc.'s Combined Motion For Leave To Amend Its Answer And To
Compel Related Interrogatory Responses, in Civil Action No. 2:07cv589,
September 9, 2008 [18 pgs].

1-2 Claim construction Opinion and Order in Civil Action No. 2:07:cv689, December 10,
2008 [51 pages].

1-3 Communications from European Patent Office in European Patent Application No.
99 906 680.6: Minutes of Oral Hearing of 11/20/2008, including auxiliary requests;
and Invitation under Art. 94(3) and Rule 71(1) EPC (dated Dec. 11, 2008) to
amended dependent claims. [32 pgs.]

1-4 Declaration Kevin C. Almeroth in Support of Limelight Networks, Inc.’s Motion for
Summary Judgment of Non-Infringement and Invalidity of All Patents-In-Suit, filed
August 28, 2008 in Civil Action No. 2:07cv589 (RGD-FBS) [39 pgs.].

1-5 Defendant Limelight Network Inc.’s Combined Motion For Leave To Amend Its
Answer And To Compel Related Interrogatory Responses, in Civil Action No.
2:07¢cv589, September 9, 2008 (4 pgs].

1-6 Defendant Limelight Network Inc.’s Memorandum Of Points And Authorities In
Support Of Its Combined Motion For Leave To Amend Its Answer And To Compel
Related Interrogatory Responses (PUBLIC VERSION}), in Civil Action No.
2:07cv589, September 9, 2008 [18 pgs.]

1-7 Defendant Limelight Network Inc.’s Memorandum of Points and Authorities in
Support of its Combined Motion For Leave To Amend Its Answer And To Compel
Related Interrogatory Responses, (Public Version, redacted) filed 09/09/208, in civil
action No. 2:07-cv-00589-RGD-FBS.

Examiner Date
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application Confirmation
Number: 11/065,412 Number: 3296
First Named . .| BLAIR,
Inventor: David A. Farber Examiner: DOUGLAS B
Filing Date: | 02-23-2005 Attorney Docket | 71 )73
Number:
Group Art Unit: | 2142 Date: | Dec. 10, 2008
Title: Shared Content Delivery Infrastructure

SUPPLEMENTAL PRELIMINARY AMENDMENT

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:
Before initial examination, the Applicant respectfully requests the
Examiner to include the following as though included in the initial filing.

A listing of the Claims (with claim status) begin on page 2 of this paper.

Remarks begin on page 8 of this paper.
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THE CLAIMS:

1-26. (Canceled)

27. (New) A distributed hosting framework operative in a computer
network in which users of client machines connect to a content provider server, the
framework comprising:

a routine for modifying at least one embedded object URL of a web page to
include a hostname prepended to a domain name and path;

a set of content servers, distinct from the content provider server, for
hosting at least some of the embedded objects of web pages that are normally
hosted by the content provider server;

at least one first level name server that provides a first level domain name
service (DNS) resolution; and

at least one second level name server that provides a second level domain
name service (DNS) resolution;

wherein in response to requests for the web page, generated by the client
machines the web page including the modified embedded object URL is served
from the content provider server and the embedded object identified by the
modified embedded object URL is served from a given one of the content servers

as identified by the first level and second level name servers.

28. (New) The distributed hosting framework as recited in claim 27, further

including a redundant second level name server.
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29. (New) A distributed hosting framework operative in a computer
network for delivering resources associated with a plurality of content providers to
multiple client machines, the framework comprising:

at least one shared content server constructed and adapted to replicate at
least some of the resources associated with a first content provider of said plurality
of content providers, and to replicate at least some of the resources associated with
a second content provider of said plurality of content providers; and

at least one name server that provides domain name service (DNS)
resolution,

wherein resources associated with the first content provider are associated
with a first alias name that causes the at least one name server to identify the at
least one shared content server to serve the resources in response to requests for
the resources associated with the first content provider made from said client
machines; and

wherein the resources associated with the second content provider are
associated with a second alias name that causes the at least one name server to
identify the at least one shared content server to serve the resources in response to
requests for the resources associated with the second content provider made from

said client machines.
30. (New) The distributed hosting framework as recited in claim 29,
wherein the least one shared content server is addressable using the first alias

name and the second alias name.

31. (New) The distributed hosting framework as recited in claim 29, further

comprising:
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a reflector constructed and adapted to associate the resources with the first

alias name based, at least in part, on a relative cost of transmitting the resources to

the client machines.

32. (New) The distributed hosting framework as recited in claim 29 further
comprising:

a set of shared content servers that comprises the at least one content server;
and

a reflector constructed and adapted to associate a particular resource with
the first alias name after selecting the at least one shared content server from the
set of shared content servers in response to a request for the particular resource

issued by a particular client machine.

33. (New) The distributed hosting framework as recited in claim 29,

wherein at least one of the resources is an embedded object.

34. (New) The distributed hosting framework as recited in claim 29,
wherein the requests comprise host tag names that identify specific origin servers

from which the resources originate.

35. (New) The distributed hosting framework as recited in claim 34,

wherein the host tag names are included in HTTP headers.

36. (New) The distributed hosting framework as recited in claim 32, further
comprising:

a load determination mechanism constructed and adapted to characterize
load on the set of content servers for use by the reflector in selecting the at least

one shared content server.
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37. (New) The distributed hosting framework as recited in claim 36,

wherein the reflector comprises the load mechanism.

38. (New) The distributed hosting framework as recited in claim 37,

wherein the reflector is co-located with an origin server.

39. (New) The distributed hosting framework as recited in claim 36, further
comprising:

a cost determination mechanism constructed and adapted to measure cost of
delivering resources from each of the set of shared content servers to the particular
client machine, the cost determination mechanism for use by the reflector in

selecting the at least one shared content server.

40. (New) The distributed hosting framework as recited in claim 39,

wherein the reflector comprises the cost determination mechanism.

41. (New) The distributed hosting framework as recited in claim 39,

wherein the reflector is co-located with an origin server.
42. (New) The distributed hosting framework as recited in claim 39,
wherein the cost comprises information relating a location associated with the

particular client machine to each of the set of shared content servers.

43. (New) The distributed hosting framework as recited in claim 29, further

including a redundant name server.
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44. (New) The distributed hosting framework as recited in claim 29,
wherein the at least one name server comprises:

at least one first level name server that provides a first level domain name
service (DNS) resolution; and

at least one second level name server that provides a second level DNS

resolution.

45. (New) A method, in a distributed hosting framework operative in a
computer network for delivering content to client machines and comprising a
plurality of origin servers, each of said origin servers having resources associated
therewith, at least one name server that provides domain name service (DNS)
resolution, and at least one shared content server operable to replicate resources
associated with the plurality of origin servers, the method comprising:

associating at least some resources associated with a first origin server of
plurality of origin servers with a first alias name that causes the at least one name
server to indentify the at least one shared content server to serve the resources
associated with the first origin server in response to requests from client machines;
and

associating at least some resources associated with a second origin server of
said plurality of origin servers with a second alias name that causes the at least one
name server to identify the at least one shared content server to serve the resources
associated with the second origin server in response to requests from client

machines.
46. (New) The method of claim 45, wherein the associating step comprises:

in response to a request for a particular resource issued by a particular client

machine, identifying the at least one shared content server from a set of shared
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content servers based at least in part on a network cost of delivering resources to

the particular client machine.

47. (New) The method of claim 45, wherein the associating step comprises:

in response to a request for a particular resource issued by a particular client
machine, identifying the at least one content server from a set of shared content
servers based at least in part on load characteristics of the set of shared content

SCIvers.

48. (New) The method of claim 45, wherein the associating step comprises:

in response to a request for a particular resource issued by a particular client
machine, identifying the at least one content server from a set of shared content
servers based at least in part on a location of the particular client machine relative

to the at least one shared content server.

49. (New) The method as recited in claim 45, wherein the resources

comprise an HTTP-based resource.

50. (New) The method as recited in claim 45, wherein the resources

comprise a File Transfer Protocol (FTP)-based resource.

51. (New) The method of claim 45 wherein the at least one name server
comprises:

at least one first level name server that provides a first level domain name
service (DNS) resolution; and

at least one second level name server that provides a second level DNS

resolution.
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REMARKS

By this Amendment, all pending claims have been canceled and new claims
27-52 have been added. Upon entry of this amendment, claims 27-52 will be
pending in this application.

This Supplemental Preliminary Amendment is being filed to correctly list
the status of all of the claims. In the Preliminary Amendment filed August 5,
2008, Applicant failed to include the status of claims 1-26 as “Canceled”.
Applicant thanks the Examiner for pointing out this omission and for providing an

opportunity to correct it.

LITIGATION AND TRIAL IN RELATED PATENTS
As Applicant has previously advised the Office, this patent application is

related to U.S. Patent Nos. 7,054,935 and 6,654,807, both of which have been
asserted in a litigation for patent infringement in a case captioned: Leve! 3
Communications, LLC v. Limelight Networks, Inc. (Civil Action No. 2:07-cv-
00589). The case was filed on 12/17/2007. Documents relating to that litigation
have been cited in various Information Disclosure Statements, and Applicant
expects to file additional documents from that litigation.

Civil Action No. 2:07¢v589 is scheduled for a two-week trial in Norfolk,
Virginia, starting January 5, 2009.

The Examiner is again respectfully requested to contact the undersigned

with any questions about the related litigation.

CLARIFICATION ON CLAIM NUMBERING
This application was filed with 24 claims. By a preliminary amendment

with the filing of the application, claims 1-24 were canceled and new claim 25 was

added. At that time claim 25 was the only pending claim. Then, on June 26,
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2007, by another preliminary amendment, 26 new claims were added. These new
claims were mistakenly numbered 2-26. Since the previously highest numbered
claim was 25, these claims should have been numbered 26-47. However, the
Office has entered these 25 claims as claims 2-26. Applicant has therefore
numbered the new claims filed herewith as claims 27-52.

For clarification, the new claims filed herewith replace all previous claims.
Should their numbering be incorrect, the Applicant respectfully requests the
Examiner to renumber the claims or to indicate to the Applicant how the claims

should be renumbered.

NOTE ON NEW CLAIMS 27 AND 28
New claims 27 and 28 correspond to claims 1 and 3 of U.S. Patent No.

6,108,703, Leighton et al., filed May 19, 1999, issued August 22, 2000 (“the 703
Patent”). These claims of the ‘703 Patent copied herein were previously copied in
application no. 09/612,598 on September 18, 2000, prior to one year from the date
on which the 703 Patent was granted.

This application is a continuation of 09/612,598 which was a division of
09/021,500, filed February 10, 1998 (now patent no. 6,185,598 — “the ‘598
Patent”). The specification of this application is the same as that of the ‘598
Patent (except for the cross reference to related applications in the first paragraph
of this application).

Applicant is not requesting an interference with claims 1 and 3 of the
703 Patent since those claims the ‘703 Patent (corresponding to claims 27 and 28
hereof) have been invalidated in judicial proceedings, as being anticipated under
35 U.S.C. §102(e) by U.S. Patent No. 6,185,598, from which this application
claims priority. See Akamai Techs. v. Cable & Wireless Internet Services, Inc. et
al., 344 F.3d 1186, 1197 (Fed. Cir. 2003), attached as Exhibit 1 hereto. As noted
by the Federal Circuit in Akamai Tech., ... we hold that claims 1 and 3 of the
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703 patent are anticipated by the ‘598 patent and are invalid pursuant to 35
U.S.C. § 102.” Id.

In view of their invalidation, claims 1 and 3 are no longer in the ‘703
Patent. Furthermore, in view of their invalidation as being anticipated by the ‘598
Patent, it follows that the instant application fully describes and enables those two

claims.

CONCLUSION
Applicant respectfully submits that this application is in condition for
allowance, and an early action allowing the claims is earnestly solicited. Should
the Examiner believe that a telephone call will resolve any outstanding issues in

this case, he is invited to telephone the undersigned at the number provided.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/ Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached.

This CHARGE STATEMENT does not authorize charge of the issue fee
until/unless an issue fee transmittal sheet is filed.

Respectfully submitted,

/Brian Siritzky/Reg. No. 37497
By:

Brian Siritzky, Ph.D., Reg. No. 37497

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430
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| 12/10/2008 AFTER PREVIOUSLY EXTRA RATE (§) FEE ($) RATE (5) FEE ($)
E AMENDMENT PAE FOR
s ;r?et(?)ly (37 CFR « 25 Minus | = 48 -0 X$ = OR | x $52= 0
[a)
z e ~3 Minus | =5 =0 x$ = OR || x s220= 0
<§( |:| Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL 0
FEE FEE
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E |:| Application Size Fee (37 CFR 1.16(s))
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< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL
FEE FEE

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket:  2711-0073
FARBER, David et al. Group Art Unit: 2142
Application Serial No.: 11/065,412 Examiner: BLAIR, Douglas B.

Application Filing Date: ~ February 23,2005  Confirmation No.: 3296

Title: DELIVERING RESOURCES IN A
SHARED CONTENT DELIVERY Date: September 23, 2008
INFRASTRUCTURE

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir;

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark
Office is hereby directed to the reference(s) listed on the attached PTO-1449. One
copy of each non-U.S. Patent reference is attached. It is respectfully requested
that the information be expressly considered during the prosecution of this
application, and that the reference(s) be made of record therein and appear among
the “References Cited” on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is
not intended that any such document constitutes prior art against any of the claims
of the present application or is considered to be material to patentability as defined
in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action
which would be appropriate to antedate or otherwise remove as a competent
reference against the claims of the present application.

This Information Disclosure Statement is being filed before the mailing

date of a first Office Action on the merits. No certification or fee is required.
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In re Application of: FARBER, David et al.
Application S.N.: 11/065,412
Page 2 of 2

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

Respectfully submitted,
CUSTOMER NUMBER

75948

By: /Brian Siritzky/Reg. No. 37497

Brian Siritzky, Ph.D.
Registration No.: 37,497

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430

Page 597 of 1037



Application No. 11/065,412
Filing Date Feb. 23, 2005
INFORMATION DISCLOSURE : :
First Named Inventor Farber, David A.
STATEMENT BY APPLICANT -
FORM PTO-1449 (modified) Group Art Unit 2142
Examiner Name BLAIR, Douglas B.
Attorney Docket No. 2711-0073
Sheet 1 of 1 Confirmation No. 3296
NON-PATENT REFERENCES
Examiner| Cite Non-patent Reference bibliographic information, where available Notes
Initials™ No.
1-1 Defendant Limelight Networks, Inc.'s Memorandum in Support of its Motion for
Summary Judgment of Non-Infringement and Invalidity of all Patents-In-Suit, for
Civil Action No. 2:07cv589 (RGD-FBS), August 28, 2008.
1-2 Interlocutory Decision in Opposition proceedings for EPO Appln. No. 00 128 346.4 -
2211, Patent No. 1143337, September 22, 2008.
1-3 Level 3 Communications, LLC's Non-Confidential Version of its Opposition Brief to
Defendant's Motion for Summary Judgment of Non-Infringement and Invalidity of all
Patents-In-Suit in Civil Action No. 2:07cv589 (JBF-FBS), Sept. 17, 2008.
1-4 Level 3's Memorandum of Law in Reply to Limelight's Claim Construction Brief for
U.S. Patent Nos. 6,654,807; 7,054,935; and 6,473,405, in Civil File No. 2:07CV589,
June 27, 2008.
1-5 Level 3's Memorandum of Law in Reply to Limelight's Claim Construction Brief, in
Civil File No. 2:07CV589, July 3, 2008.
1-6 Memorandum of Law in Support of Level 3's Proposed Claim Constructions, from
Case No. 2:07cv589 RDG FBS, June 13, 2008.
1-7 Minutes of Oral Proceedings Appin. No. 00 128 346.4 - 2211, Patent No. 1143337,
September 22, 2008.

Examiner
Signature

Date
Considered

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the

following is provided: EA

Page 598 of 1037

= English Abtract, T = Translation, PF = Patent Family.




IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket:  2711-0073
FARBER, David et al. Group Art Unit: 2142
Application Serial No.: 11/065,412 Examiner: BLAIR, Douglas B.

Application Filing Date: ~ February 23,2005  Confirmation No.: 3296

Title: DELIVERING RESOURCES IN A
SHARED CONTENT DELIVERY Date: September 23, 2008
INFRASTRUCTURE

LETTER / RESPONSE TO OFFICE ACTION

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

o On September 19, 2008 the Examiner issued a first Office Action on the
merits of the above-identified application. Unfortunately this first Office Action
did not consider the currently pending claims (claims 27-51 filed with Applicant’s
Preliminary Amendment of August 5, 2008). Instead the Examiner considered

only a single claim that had been cancelled by earlier amendment.

On September 23, 2008 the undersigned telephoned the Examiner to
discuss this matter. The Examiner requested that Applicant file this letter in
response to the first Office Action, and that he would then issue a new Office

Action on the merits of the claims as filed on August 5, 2008.

Applicant respectfully requests that the Office issue a new action on the
merits of the currently pending claims 27-51 filed with Applicant’s Preliminary
Amendment of August 05, 2008.
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In re Application of: FARBER, David et al.
Application S.N.: 11/065,412
Page 2 of 2

Applicant thanks the Examiner for the courtesies extended during the
telephone call with the undersigned. The Examiner is kindly requested to contact

the undersigned at the number provided with any questions about this matter.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

Respectfully submitted,
CUSTOMER NUMBER

75948

By: /Brian Siritzky/Reg. No. 37497

Brian Siritzky, Ph.D.
Registration No.: 37,497

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430
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Warnings:

Information:

Total Files Size (in bytes):i 23917547

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/06 (07-06)

Approved for use through 1/31/2007. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.

** |If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

Legal Instrument Examiner:

/DIANE WILLIAMS/

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number | Filing Date
Substitute for Form PTO-875 11/065,412 02/23/2005 | [ o be maiteq
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALLENTITY [] ©R SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A N/A
(37 CFR1.16(a). (b). o (c))
[] sEARCH FEE
(37 CFR1.16(k). (i) or (m) N/A N/A N/A N/A
D EXAMINATION FEE
(37 CFR118(0), (B} or (4) N/A N/A N/A N/A
(T3?TC/-\F|;??_1%I('I\;I)S minus20= | * X$ = ORI xs =
INDEPENDENT CLAIMS . N _ _
(37 CFR 1.16(h) minus 3 = xX$ = Xs =
If the specification and drawings exceed 100
O sheets of paper, the application size fee due
A3F7’Fg_,:l(éA1T1lgN SIZE FEE is $250 ($125 for small entity) for each
( 166s) additional 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
= 09/23/2008 | prrer PREVIOUSLY EXTRA RATE ®) | Fep ®) RATE (5) FEE ($)
E AMENDMENT PAE FOR
s ;r?et(?)ly (37 CFR « 25 Minus | = 48 -0 X$ = OR | x $50= 0
[a)
z e ~3 Minus | =5 =0 x$ = OR || x s210= 0
<§( |:| Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL 0
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE®) | reE (3 RATE (3) FEE ($)
— AMENDMENT PAID FOR
5 | o erem * Minus | * = x$ = orR | xs =
= | et Minus | +» - xs = or [xs =
E |:| Application Size Fee (37 CFR 1.16(s))
=
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL
FEE FEE

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
P.O.Box 1450
Alexandria, Virginia 22313-1450
WWW.USpto.gov

APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
11/065,412 02/23/2005 David A. Farber 2711-0073 3296
75948 7590 09/18/2008
DAVIDSON BERQUIST JACKSON & GOWDEY, LLP | EXAMINER
ATTN: BRIAN SIRITZKY, Ph.D. BLAIR, DOUGLAS B
4300 WILSON BLVD., 7TH FLOOR
ARLINGTON, V A 22203 | ART UNIT | PAPER NUMBER
2142
| MAIL DATE | DELIVERY MODE
09/18/2008 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

11/065,412 FARBER ET AL.
Office Action Summary Examiner Art Unit

DOUGLAS B. BLAIR 2142

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 23 February 2005.
2a)[] This action is FINAL. 2b)X] This action is non-final.
3)] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4K Claim(s) 25 is/are pending in the application.
4a) Of the above claim(s) _____ is/are withdrawn from consideration.
5[] Claim(s) is/are allowed.
6)X] Claim(s) 25 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[_] The drawing(s) filed on isfare: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[_] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)JAIl b)[]Some * ¢)[] None of:
1.0 Certified copies of the priority documents have been received.
2[] Certified copies of the priority documents have been received in Application No. ______
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) IZl Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)

2) D Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _____

3) [X] Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date . 6) ] other:

U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20080915
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Application/Control Number: 11/065,412 Page 2
Art Unit: 2142

DETAILED ACTION
Claim Rejections - 35 USC § 101

35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and
requirements of this title.

Claim 25 is rejected under 35 U.S.C. 101 because the claimed invention is directed to non-
statutory subject matter. All of the elements of they system of claim 25 are disclosed as being
software elements. Because claim 25 is directed towards software per se it does not fit into any

of the statutory categories of invention.

Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by another filed in the United States before the invention by the applicant for patent, except that an
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this
subsection of an application filed in the United States only if the international application designated the United
States and was published under Article 21(2) of such treaty in the English language.

Claim 25 is rejected under 35 U.S.C. 102(e) as being anticipated by U.S. Patent Number

5,896,533 to Ramos et al.

As to claim 25, Ramos teaches a system operative in a computer network in which users
of client machines connect to a first server, the system comprising: a routine for modifying at

least one embedded object URL of a web page to include a host name prepended to a domain
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Application/Control Number: 11/065,412 Page 3
Art Unit: 2142

name and path; a set of repeater servers, distinct from the first server, for hosting at least some of
the embedded objects of web pages that are normally hosted by the first server; and a repeater
selector mechanism constructed and adapted to identify, for a particular client machine, an
appropriate repeater server from the set of repeater servers; wherein in response to requests for
the web page, generated by the client machines, the web page including the modified embedded
object URL is served from the first server and the embedded object identified by the modified
embedded object URL is served from a given one of the repeater servers as identified by the

repeater selector mechanism (See Figures 3 and 5 and corresponding text).

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to DOUGLAS B. BLAIR whose telephone number is (571)272-
3893. The examiner can normally be reached on 9:00am-5:30pm.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Andrew Caldwell can be reached on (571) 272-3868. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Art Unit: 2142

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Douglas B Blair/
Patent Examiner, Art Unit 2142
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Application/Control No. Applicant(s)/Patent Under
Reexamination
. . 11/065,412 FARBER ET AL.
Notice of References Cited _ .
Examiner Art Unit
DOUGLAS B. BLAIR 2142 Page 1 of 1
U.S. PATENT DOCUMENTS
* County Gode-Number-Kind Code | MALYYYY Name Classification
* | A | US-5,925,106 07-1999 Nielsen, Jakob 709/247
* | B | US-2001/0052024 12-2001 DEVARAKONDA et al. 709/238
* | ¢ | US-6,424,992 07-2002 Devarakonda et al. 709/203
* | p | US-6,061,738 05-2000 Osaku et al. 709/245
* | g | US-5,896,533 04-1999 Ramos et al. 709/217
* F | US-6,230,196 05-2001 Guenthner et al. 709/223
G | US-
H | US-
| us-
J | Us-
K | US-
L | US-
M | US-
FOREIGN PATENT DOCUMENTS
* cOunts(zzcol:jtilTjtm,\tl;imﬁg Code MMD-$$YY Country Name Classsification
N
O
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U
\%
w
X
*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.
U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20080915
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2053 130 2053 130 Non-English specification

1251 120 2251 60 Extension for reply within first month

1262 450 2252 225 Extension for reply within second month
1253 1,020 2253 510 Extension for reply within third month

1254 1,590 2254 795 Extension for reply within fourth month
1255 2,160 2255 1,080 Extension for reply within fifth month

1401 500 2401 250 Notice of Appeal

1402 500 2402 250 Filing a brief in support of an appeal

1403 1,000 2403 500 Request for oral hearing

1451 1,510 2451 1,510 Petition to institute a public use proceeding
1460 130 2460 130 Petitions to the Commissioner

1807 50 1807 50 Processing fee under 37 CFR 1.17(q)

1806 180 1808 180 Submission of Information Disclosure Stmt
1809 790 1809 395 Filing a submission after final rejection (37 CFR § 1.128(a))

1810 790 2810 395 For each additional invention to be examined (37 CFR § 1.129(b))
Other fee (specify)

SUBTOTAL {2) { ®)

(SUBMITTED BY _ Complete (if applicable) )
Name (PrivTyoe)  |William W cw ﬁ:;’,j,ﬁ’,i;’g,’,} No- 1 39 ,018 Telephone | (714) 557-3800
L

A//—/% Date 06/2 1/05 )

ry
Blakely, Sgkdloff, Taylor & Zafman (wir) 12/15/2004.
P.Q. Box , Alexandria, VA 22313-1450

\ Signature

Based on PTO/SB/17 (12-04) a;
SEND TO: Commissioner f
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v/
¢
_‘ka .
PTO/SB/0BA(10-01)
ISubstitt r form 1449A/PTO Complete if Known
INR®KRMATION DISCLOSURE TS r— 065 4T3
EMENT BY APPLICANT pplication Number ,
Use as many sheets as necessary) Filing Date February 23, 2005
First Named Inventor David A. Farber
Group Art Unit 2157
Examiner Name Unknown
Sheet 10f9 Attorney Docket No: 6233P001DC3
US PATENT DOCUMENTS
Examiner USP Document Publication Date Name of Patentee or Class Subclass Filing Date
Initial * Number Applicant of cited Document If Appropriate
DB/ | US-4,495,570 | 01/22/1985 ;“a“ma' Hiroyuki, et _ 01/07/1982
DB/ | US-4,594,704 | 06/10/1986 Ollivier, Yves ~ 11/16/1984
DB/ | US-4,726,017 | 02/16/1988 Krum, Harry A., et al. 05/21/1985
DB/ | US-4,839,798 | 06/13/1989 EIQ“C“" Hiroyoshi , et 11/06/1985
/DBl | US-4,920,432 | 04/24/1990 Zgge’s’ Derek C., et 01/12/1998
DB/ | Us-4,922,417 | 05/01/1990 gh”rm’ BrianR., et 10/24/1986
/DB/ | US-4.949,187 | 08/14/1990 Cohen, Jason M. 12/16/1988
/DB/ | US-4,949,248 | 08/14/1990 Caro, Marshall A. 07/15/1988
/DB/ | US-5,826,031 | 10/20/1998 Nielsen, Jakob 06/10/1996
DB/ | US-5,172,413 | 12/15/1992 S{Z‘I"ey' Graham C., 12/20/1990
DB/ | US-5,253,341 | 10/12/1993 F°;”;?“'th' Anthony 04/11/1991
DB/ | US-5.287.499 | 02/15/1994 Nemes, Richard M. 05/16/1991
/DB/ | Us-5287,537 | 02/15/1994 Plowmark, Rona J., et 09/21/1992

/DB/ | US-5,291,554 03/01/1994 Morales, 08/19/1992
Pitken, Richard P., et

/DB/ | US-5,341,477 | 08/23/1994 al 08/06/1993
B/ | US-5371,532 | 12/06/1994 Sleman, Alexander 05/15/1992
/DB/ | US-5410,343 | 04/25/1995 §°:|d'”9‘°"’ CarlD., 04/02/1993
DB/ | US-5.414.455 | 05/09/1995 :I°°per' Donald F., et 07/07/1993
/DB/ | Us-5442,389 | 08/15/1995 | Dt Donald B et 12/28/1992
DB/ | US-5442,390 | 08/15/1995 :I°°per’ Donzld F., et 07/07/1993
7087 | US-5,442,749 | 08/15/1995 Northcutt, J D, et al. 07/09/1993
DB/ | US5.471.622 | 11/28/1995 Eadline, Douglas J. 04/20/1995
DB/ [ US-5475.615 | 12/12/1995 Lin, KD. 12/23/1993
/DB/ | US-5508,732 | 04/16/1996 St";tfm'ey’ John F., 03/22/1993
DB/ | Us-5515511 | 05/07/1996 ';'Iguye”' Tam M., et 06/06/1994
‘o5 | US5,519,435 | 05/21/1996 Anderson, Michael H. 09/01/1994

/Douglas Blair/

EXAMINER DATE CONSIDERED 09/15/2008

Substilute Disclosure Statement Form (PTO-1449)
+ EXAMINER: Initiat if reference considered, whether or not citation is in conformance with MPEP 809. Draw (ine through citation if not in conformance and not considered. indlude copy of this form with next communication to
applicant.1 Applicant's unique citation designation number {optional) 2 Applicant is to place a check mark here if English language Translation s attached
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ubstitute for form 1449A/PTO

INFORMATION DISCLOSURE

PTO/SB/0SA(10-01)
Approved for use lhrough 10/3172002. OMB 851-0031
US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE

Undef the Paperwork Reduction Act of 1985, no persons are required to respond to a coflection of informalion unless it contains a valid OMB control number.
\Complete if Known

STATEMENT BY APPLICANT Application Number 11/065,412
Use as many sheets as necessary) Filing Date February 23, 2005
First Named Inventor David A. Farber
Group Art Unit 2157
Examiner Name Unknown
Sheet 2of 9 Attorney Docket No: 6233P001DC3
OB T(S5,528,281 | 06/18/1996 Grady, John , et al. 07/30/1993
OB 17355539621 | 07/23/1996 Kikinis. Dan 06/23/1995
/DB/ | US-5,542,087 | 07/30/1996 'e“te;”at' Marie-Anne , 10/15/1993
DB/ | US-5,544,313 | 08/06/1996 :lhac"”ai* Hadas , et ggg | 0511111994
7UBT [ US-5.544.327 | 08/06/1996 Dan, Asit, et al. 07/26/1994
DB/ | US5.550577 | osiz7itgee | Verbiest Wilem J. el 05/19/1994
/DB/ | US-5,550,863 | 08/27/1996 Yurt, Paul , et al. 10/08/1993
DB/ | US-5,550,982 | 08/27/1996 Long, James E., et al. 06/24/1993
TOBT | US-5557.317 | 09/17/1996 Nishio, Makoto , et al. 05/22/1995
Wl T'us-5,572,643 | 11/05/1996 Judson, David H. 10/19/1995
/DB/ | ys-5590,288 | 12/31/1996 ;asmr' Patrick F., et 03/13/1995
/DB/ | Us-5,502,611 | 01/04/1997 | (1998, Christopher 03/14/1995
TOB [ US-5.594.910 | 01/14/1997 Filepp, Robert , et al. 11/26/1993
/DB/ | US-5,603,026 | 02/11/1997 Slemers' Alan J., et 12/07/1994
/UB7 1 Us-5,619,648 | 04/08/1997 Canale,
/UB/ | US-5,623,656 | 04/22/1997 Lyons, Kenneth B. 12/15/1994
DB/ [ US-5.625.781 | 04/29/1997 Cline, Troy L., et al. 10/31/1995
DB/ | US-5,627,829 | 05/06/1997 g'eesm' Bryan J., et 06/06/1995
/DB/ | US-5,630,067 | 05/13/1997 ;‘”de"' CraigN., et 06/04/1996
DB/ | Us-5,633,999 | 05/27/1997 St";‘l”es Richard F., 12/18/1995
DB/ | US-5,634,006 | 05/27/1997 Sla”gher' Mark J., et 10/11/1995
DB/ | US-5,638,443 | 06/10/1997 Stefik, Mark J., et al. 117231994
DB/ T us-5,644,714 | 07/01/1997 Kikinis, Dan 04/10/1995
/DB/ | US-5,646,676 | 05/30/1995 Sf:l’ke“' Thomas J., 05/30/1995
DB/ [US-5.649.186 | 07/15/1997 Ferguson, 08/07/1995
DB/ | US-5659.729 | 08/19/1997 Nielsen, Jakob 02/01/1996
DB/ | US-5,666,362 | 09/09/1997 :Ihe"' Cheng T., et 07/25/1995
DB/ | US5.671.279 | 0972311997 Elgamal, Taher 111371995
DB/ [ US-5,682,512 | 10/28/1997 Tetrick, R. S. 06/30/1995
/DB/ | US-5,699,513 | 12/16/1997 ;e'ge"' Ronald G., et | 345 03/31/1995
Examiner ' D0HgIas Blair DATE CONSIDERED 00 >/ 2008

Substitute Disclosure Statement Form (PTO-1449)

- EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered. Inctude copy of this form with next communication to
applicant.1 Applicant's unique citation designation number (optional) 2 Applicant is to place a check mark here if English language Transtation is attached
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[Substitute for form 1449A/PTO

PTO/SB/0BA(10-01)
for use through 10/31/2002. OMB 851-0031

US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1886, no persons are required to respond 1o a collection of information unless it contains a valid OMB control number.

(Complete if Known
INFORMATION DISCLOSURE f Know
STATEMENT BY APPLICANT Application Number 11/065,412
Use as many sheets as necessary) Flling Date February 23, 2005
First Named Inventor David A. Farber
Group Art Unit 2157
Examiner Name Unknown
ISheet 3 of 9 Attorney Docket No: 6233P001DC3
DR/ | US-5,712,979 | 01/27/1998 graber' Terry E., et 09/20/1995
DB/ | Us.5,715,453 | 020031998 | Suart Gordon G et 05/31/1996
DB/ | US5.721.014 | 02/24/1998 DeVries, Larry R. 00/14/1995
/DB/ | US-5.734,831 | 03/31/1998 Sanders, James B, 04/26/1996
/DB/ | Us-5,740,423 | 04/14/1998 :fga”’ JamesR., et 04/14/1998
0B/ |Us6,742,762 | 04211908 | SCOW Thomas . ¢! 05/19/1995
D87 7"US5,751,961 | 05/12/1998 Smyk, Darek A. 01/31/1996
DB/ | US5.761,507 | 06/02/1998 Govett, lan R. 03/05/1996
/DB/ | US-5.761,663 | 06/02/1998 ;taglarde' Konrad C., 05/15/1997
/DB/ | Us-5774,660 | 06/30/1998 | Drendel Juergen, e 08/05/1996
DB/ | ys-5,774,668 | 06/30/1998 (e:thac’lq”'er' Philippe , 06/07/1995
DR/ | US-5.777.989 | 07/07/1998 McGarvey. John R. 12/19/1995
/DB/ | US-5,784,058 | 07/21/1998 IéaS;[aaTge, Thomas 05/28/1996
DB/ | US-5,796,052 | 08/18/1998 Davis, Owen , et al. 03/21/1997
e/ | US-5799.141 | 08/25/1998 ga;'lpea“' Kenneth J., 06/09/1995
DB/ | US5.802.201 | 09/01/1908 | Baliok. Maurice, et 03/30/1995
DB/ | Us-5.812,769 | 09/22/1998 g’abe" Terry E., et 09/20/1995
D87 | US-5.828.847 | 10/27/1998 Gehr, Chuck R., et al. 04/19/1996
DB/ | US-5,832,506 | 11/03/1998 Kuzma, Andrew J. 03/29/1996
/DBl | US-5,835,718 11/10/1998 Blewett, Charles D. 04/10/1996
DB/ | US-5838006 | 1111711998 | DoYie: Michael D, et 10/17/1994
DB/ | US-5,856,974 | 01/05/1999 Ste;;’a's' Joseph L., 01/05/1999
1Bl 1US-5,862,339 | 01/19/1999 Bonnaure, Patrick P. 07/09/1996
TUB7 | US-5,867.706 | 02/02/1999 Martin, Sean J., et al. 02/02/1999
/DB/ | US-5,867,799 | 02/02/1999 'a'la”g' Andrew K., et 04/04/1996
DB/ | US-5,870,546 | 02/09/1999 Kirsch, Steven T. 12/23/1997
/DB/ | Us-5,870,559 | 02/09/1999 Leshem, Eran, et al. 04/11/1997
DB/ | US-5878212 | 03/02/1999 gl"’a“'ar' Seyhan, et 07/31/1995
DB/ | US-5,884.038 | 03/16/1999 Kapoor, Rupesh 05/02/1997
ExamiNer  /Douglas Blai/ DATE CONsIDERED ~ 09/15/2008
Substitute Disclosure Statement Form (PTO-1449)
*E : Initial if whether or not citation is in conformance with MPEP 808. Draw line through citation if not in conformance and not considered. Include copy of this form with niext communication to
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10-01)

PTO/SB/08A{
Approved for use through 10/31/2002, OMB 651.0031
US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required to respond to a collection of information uniess it contains @ valid OMB control number.

[Substitute for form 144SA/PTO Complete if Known
INFORMATION DISCLOSURE Lo
STATEMENT BY APPLICANT Application Number 11/065,412
Use as many sheets as necessary) F|||ng Date February 23’ 2005
First Named Inventor David A. Farber
Group Art Unit 2157
Examiner Name Unknown
Sheet 4 of 9 Attorney Docket No: 6233P001DC3
/DB/ | US-5,890,171 | 03/30/1999 3§wnﬂwmap" 08/06/1996
TOB7 | US-5.896,533 | 04/20/1999 Ramos, Daniel, et al. 07/06/1995
/DB | Us-5,003,723 | 05/11/1999 gle"k' Robert D., et 12/21/1995
/DB/ | US-5,907,704 | 05/25/1999 ngn’:‘a”n"iwg{ " 10/02/1996
7B [ US-5.913,028 | 06/15/1999 Wang, Frank , etal, 10/06/1995
JOE7 [ US-5.913.033 | 06/15/1999 Grout, Gordon B. 12/20/1996
/DB/ | US-5,918,010 | 06/29/1999 ﬁppéfg‘la”' Kenneth 02/06/1998
0B/ | Us-5.919,247 | 07/06/1999 ;’Ia” Hoff, Arthur, et 07/24/1996
/DB/ | US-5,933.832 | 08/03/1999 §|”Z“°ka' Takashi,, et 09/10/1997
DB/ | Us-5.945.089 | 08/31/1999 Z{th‘at’ Gregg S., 03/25/1997
/U871 US-5,956,716 | 09/21/1999 Kenner, Brian , et al. 06/07/1996
/DB/ | US-5,958,008 | 09/28/1999 zt"glr ebisky, Michael , 04/11/1997
7087 | US-5.961,596 | 10/05/1999 Takubo, Shunji, &t al, 02/1471997
DB/ | Us-5,968,121 | 10/119/1999 gl"ga”' Keith W., et 08/13/1997
/DB/ | US-5,983,214 | 11/09/1999 ';f“”g' Andrew K., et 11/05/1998
os/ | us-5,.983,227 | 11/09/1999 Zﬂ”mFa“d“ 06/12/1997
/U871 US-5,991,809 | 11/23/1999 Kriegsman, Mark E. 07/25/1997
TOBT | US-6.006.264 | 12/21/1999 Colby, Steven , et al. 03/30/1998
70B7 [ US-6.012.090 | 01/04/2000 Chung, Pi-yu, etal. | 709 03/14/1997
DB/ | Us-6,014,698 | 01/11/2000 Griffiths, Michael J. 06/11/1997
OB/ | US-6,029,175 | 02/22/2000 ;mw' Yen-whei, et 06/07/1996
DB/ | US-6,035,332 | 03/07/2000 :\'A‘igc’;‘:;"’l" Je[i » 709 10/06/1997
/ II
DB 1 156,038,310 | 03/14/2000 ;°;'lyw°°d' Steven, 08/01/1995
7UB7 | US-6,041,324 | 03/21/2000 Earl, Joel R, et al. TIA7/1997
DB, [US6.052.718 | 04/18/2000 Gifford, David K. 01/07/1997
DB/ | Us-6,052,730 | 04/18/2000 ;egf'a““ Ramon M., 01/09/1998
/DB/ | Us-6,065,051 | 0511612000 | Srecte: Douglas W 04/15/1998
Examner /DOUOIas Biail DATE CONsIDERED  U9/15/2008

Page 647

Substitute Disclosure Statement Form (PTO-1449)
- EXAMINER; Initial if reference considered, whether or not citation is in conformance with MPEP 809. Draw line through citation if not in conformance and not considered. include copy of this fonm with next communication to
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[Substitute for form 1449A/PTO

10-01)

PTO/SB/BA(
Ap for use through 10/21/2002. OMB 651-0031
US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE Complelo 1 Known
STATEMENT BY APPLICANT Application Number 11/065,412
Use as many shees as necessary) Filing Date February 23, 2005
First Named Inventor David A. Farber
Group Art Unit 2157
Examiner Name Unknown
oot 50t Attorney Docket No: 6233P001DC3
/DB/ | US-6,065,062 | 05/16/2000 :Ie”asamy* Ravi, et 12/10/1997
/DB/ | US-6,070,191 | 05/30/2000 g:{:}?r‘l’srﬁgan otal 10/17/1997
/U8/ 1 Us-6,081,829 | 06/27/2000 Sidana, Ashmeet S. 01/31/1996
/DB/ | US-6,092,112 07/18/2000 Fukushige, Yoshio 01/14/1997
/DB/ | US-6,105,028 | 08/15/2000 2,“"”3“' David J., et 06/26/1997
/DB/ | US-6,108,673 | 08/22/2000 aB,ra”dt' Marcia L., et 02/25/1997
7OB7 [ US-6.108.703 | 08/22/2000 Leighton, F. T., et al. 05/1971999
/DB/ | US-6,112,231 | 08/29/2000 gteasl'm“e' Antonio,, 10/27/1998
/OB/ | Us-6,112,240 | 0gf2g/2000 | Fodue: Michael A, et 09/03/1997
/DB/ | Us-6,128,601 | 10/03/2000 | van Home Peter et 03/02/1998
/DB/ | ys6,128,660 | 10/03/2000 | Srimm. Steven M. et 03/20/1897
/DB/ | Us-6,144,375 | 11/07/2000 ;Ia'”' Ramesh C., et 08/14/1998
DB/ | us-6,163,779 | 12110/2000 | Mantha, Murthy L. ef 09/29/1997
OB US6.173.322 | 01/09/2001 Hu, Wei-Ming 06/05/1997
DB/ | Us-6,178,160 | 01/23/2001 g|°“°”' Derek W., et 12/23/1997
DB/ | US-6.185.598 | 02/06/2001 Farber, David A. 02/10/1998
DB/ | US-6,185,619 | 02/06/2001 ;fffe' RodneyL..et | g4 11/07/1997
/DB/ | US-6,189,030 | 02/13/2001 ;"SCh' Steven T., et 05/01/1998
DB/ | US-6,226,642 | 05/01/2001 Ef’;f"ek' Michael J., 09/11/1997
DB/ | US-6.256.675 | 07/03/2001 Rabinovich. Michael 05/06/1998
DB/ | US-6,286,045 | 09/04/2001 St'gf'ths' Michael J., 05/19/1997
FOREIGN PATENT DOCUMENTS
El)r(‘eixtri:ilr;sr Forelgn Document No Publication Date Name of;atl;‘ejnéiecz'rnggflicant of Class Subclass &
7UBT | CA-2202572 10/14/1998 Law, Ka LUn E., et al,
{DB/ EP-0801487A2 10/15/1997 Charles, Douglas B.
/DB | EP-0824236A2 02/18/1998 Baird, Richard , et al.
/U8/ | EP-0865180A2 09/16/1998 Chung, Pi-Yu, et al.
/Douglas Blailr/
EXAMINER g DATE CONSIDERED 09/15/2008

Substitute Disclosure Statement Form (PTO-1449)
* EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609, Draw line through citation if not in conformance and not considered. Indude copy of this form with next communication to
applicant.1 Applicant's unigue citation designation number {optional) 2 Applicant is to place a check mark here if English language Translation is attached

Page 648 of 1037



PTO/SB/08A(10-01)
Approved for use through 10/31/2002. OMB 6510031
US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1985, no persons are required to respond to 8 collection of information unless it contains a valid OMB control number.

[Substitute for form 1449A/PTO Complete if Krown
INFORMATION DISCLOSURE T
STATEMENT BY APPLICANT Application Number 11/065,412
Use as many sheets as necessary) Filing Date February 23, 2005
First Named Inventor David A. Farber
Group Art Unit 2157
Examiner Name Unknown
ISheet 6 of 0 Attorney Docket No: 6233P001DC3
FOREIGN PATENT DOCUMENTS
Ii;?{;’i'r;?r Foreign Document No Publication Date Name of;?;znsiig:nie\grllcant of Class Subclass T
/DB/ | GB-2281793 03/15/1995 Wallis, Graham D., et al.
DB/ | WO-96/42041 12/27/1996 Levergood, Thomas M.
/DB 1 W0O-97/11429 03/27/1997 Graber, Terry E., et al.
/DB/ | WO-97/29423 08/14/1997 gttzrl‘h’d'c'ark' Andrew
/DB/ | WO-98/04985 02/05/1998 Kriegsman, Mark
US| W0-98/06033 02/12/1998 Agranat, lan D., et al.
OTHER DOCUMENTS -- NON PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item T
Initials* No'* (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),
publisher, city and/or country where published.
/DB/ "Cache Director System", http:/www.cisco.com/warp/public/751/cache/cds

ov.htm, Cisco Systems, Inc.,(1997),1-5
"Cache Director Systems Technology Overview",

/DBy http:/www.cisco.com/warp/public/751/cache/cds ds.htm, Cisco System,
Inc.,(1997),1-3

/DB/ "Cisco Cache Engine", http:/www.cisco.com/warp/public/751/cache/index.html,
Cisco Systems, Inc.,

/DB "Cisco Introduces Web Cache Product for Scaling the Internet",

http:/www.cisco.com/warp/public;146/1947.html, Cisco Systmes, Inc.,(1997),
"Cisco Systmes Ships Cisco LocalDirector to Meet Demands of High-volume

DB/ Web Traffic", http://www.cisco.com/wrap/public/146/323.html, Cisco Systems,
Inc.,(1996),1-2
OB/ "Cisco Take Global Route", PC Week News, (2/17/1997),23
DB/ "Communication (1 page) and European Search Report for", Application No.
s EP 00 12 8346 (3 pages), (08/24/2001),
, "Excite Chooses Cisco Local Director to Support its Growing Service",
/DB http:/www.cisco.com/wrap/public/146/1857.html, Cisco Systems, Inc.,(1997),1-2

"Global IP/PX Service Should Keep Network Delays Down", Infoworld,

/DB/ (01/20/1997).1 page
DB/ "How to Cost-Effectively Scale Web Servers",
http://lwww.cisco.com/warp/public/784//5.html, Cisco Systems, Inc.,(1996),1-5
/DR/ "http://iwww.cisco.com/warp/public/751/distdir/dd wp.htm", Cisco Systems Inc.,
(1997),1-15
DB/ "http://www.cisco.com/wrap/public/751/lodir/lodir ds.htm", Cisco System Inc.,
(1997),1-4
DB/ "International Serach Report for PCT/US99/01477", (06/08/1999),
DR/ "Local Area Network Server Replacement Procedure”, IBM Technical
Disclosure Bulletin, Vol. 38, No. 1,(January 1995),235-236
oo/ "Local Director”, http://.cisco.com/warp/public/751/lodir/index.html, 2 pages
examner  /Douglas Blair/ DATE CONsiDERep U 19/2008

Substitute Disclosure Statement Form (PTO-1449)
* EXAMINER: Initia! if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not considered. Include copy of this form with next communication to
applicant.1 Applicant's unique citation designation number (optional) 2 Applicant is to place a check mark here if English language Trans!ation is attached
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PTO/SB/0BA(
proved for use through 10/31/72002. OMB 65

10-01)
1-0031

Apy
US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE

ubstitute for form 144SA/PTO

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information urless it contains a valid OMB contral number,

Complete if Known
INFORMATION DISCLOSURE Applicstion Number | 11/065.412
Use as many sheets as necessary) Filing Date Februa_ry 23, 2005
First Named Inventor David A. Farber
Group Art Unit 2157
Examiner Name Unknown
ISheet 70f 9 Attorney Docket No: 6233P001DC3
OTHER DOCUMENTS -- NON PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item in
Initials* No' (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),
publisher, city and/or country where published.
708/ "Local Director”, Cisco Systems, Inc., 1-3
DR/ "Patent Abstracts of Japan, Electronic Mail Multiplexing System and
) Communication Control Method in the System", JP 05162529, (06/30/1993),
DR/ "Patent Abstracts of Japan, Method and Device for Repeating and Converting
Information”, JP 08328583, (09/1996),
g "Scaling the Internet News Service",
0B/ http:/www.cisco.com/warp/public/751/lodir/news wp.htm, Cisco Systems,
Inc.,(1997),1-11
"Scaling the World Wide Web",
DB/ http://www.cisco.com/warp/public/751/lodir/swww wp_.html, Cisco Systems,
Inc.,(1996),1-7
DR/ ADLER, "Distributed Coordination Models for Client/Server Computing",
Comptuer, Vol. 28, No. 4,(04/01/1995),14-22
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Inre PATENT APPLICATION OF: Attorney Docket:  2711-0073

FARBER, David et al. Group Art Unit: 2157
Application Serial No.: 11/065,412 Examiner: Unassigned

Application Filing Date: ~ February 23, 2005  Date: July 12, 2007

Title: OPTIMIZED NETWORK

RESOURCE LOCATION Confirmation No.: 3296

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark
Offfice is hereby directed to the reference(s) listed on the attached PTO-1449. One
copy of each non-U.S. Patent reference is attached (except for copies not required
to be submitted).

Copies of some the references were submitted to, or cited by, the Office in
parent Application No. 09/612,598, filed July 7, 2000, and/or grandparent
Application No. 09/021,506, filed February 10, 1998, which are relied upon for an
earlier effective filing date under 35 U.S.C. 120, and copies of the references were
furnished at that time. Accordingly, copies of those references are not submitted
herewith. 37 C.F.R. §1.98(d).

It is respectfully requested that the cited references be expressly considered
during the prosecution of this application, and that the reference(s) be made of
record therein and appear among the “References Cited” on any patent to issue

therefrom. It is further respectfully requested that the enclosed form(s) PTO-1449
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be initialed by the Examiner to indicate such consideration, and that a copy thereof
be returned to applicant.

The submission of any document he_rewith, which is not a statutory bar, is
not intended that any such document constitutes prior art against any of the claims
of the present application or is considered to be material to patentability as defined
in37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action
which would be appropriate to antedate or otherwise remove as a competent
reference against the claims of the present application.

This Information Disclosure Statement is being filed within three (3)
months of the U.S. filing date OR before the mailing date of a first Office Action

on the merits. No certification or fee is required.

RELATED APPLICATIONS
The Examiner’s attention is directed to the following related applications:

09/021,506 (filed 02-10-1998, now U.S. Patent No. 6,185,598);
09/612,598 (filed 07-07-2000, abandoned);

09/930,955 (filed 08-17-2001, abandoned);

10/004,430 (filed 11-25-2003, now U.S. Patent No. 6,554,807),
10/095,811 (filed 03-13-2002, now U.S. Patent No. 7,054,935);
11/441,253 (filed 05-26-2006, Pending);

11/806,147 (filed 05-30-2007, Pending);

11/806,152 (filed 05-30-2007, Pending);

11/806,153 (filed 05-30-2007, Pending); and

11/806,154 (filed 05-30-2007, Pending).

All of the above applications are directed to related technical subject
matter. The identification of these U.S. Patent Applications is not to be construed
as a waiver of secrecy as to those applications now or upon issuance of the present
application as a patent. The Examiner is respectfully requested to consider art

cited therein during examination.
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Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
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BB/ downloaded 04/07: http://www.cisco.com/univercd/cc/td/doc/product/iaabu/distrdir/dd2501/.
7-2 Cisco Systems, Inc., Cisco DistributedDirector 4700-M Installation and Configuration Guide,
DR/ pgs. xix-xxii; 1-1 to 1-14; 7-1 to 7-18, 8-1 to 8-20; pub. date unknown, [downloaded 04/07 from
! http://www.cisco.com/univercd/cc/td/doc/product/iaabu/distrdir/dd4700m/].
DB/ 7-3 Cohen, J., et al., "Cache Array Routing Protocol v1.1", 29 Sept. 1997;
' http:/ftools.ietf.org/id/draft-vinod-carp-v1-01.txt (Last-Modified: Wed, 01 Oct
1997).
/DB/ 7-4 Colajanni, M. and Yu, P. S. 1997. Adaptive TTL schemes for load balancing
of distributed Web servers. SIGMETRICS Perform. Eval. Rev. 25, 2 (Sep.
1997), 36-42.
DB/ 7-5 Crovella et al., Dynamic server selection in the Internet, 3rd IEEE Workshop
on the Arch. and Implementation of High Performance Computer Sys. '95,
pp. 158-162, Aug. 1995.
DB/ 7-6 Danzig, P. B., et al., “An analysis of wide-area name server traffic: a study of the Internet
4 Domain Name System,” Conf. Proc. Communications Architectures & Protocols (Aug. 1992).
D. Oran, Ed. SIGCOMM '92. ACM Press, New York, NY, 281-292.
DB/ 7-7 Doi, K. "Super Proxy Script--How to make distributed proxy servers by URL
e hashing," Sharp Corp., http://naragw.sharp.co.jp/sps/, dates unknown (1996
-2000), download 07/07/07.
DR/ 7-8 Fox, A., “A Framework for Separating Server Scalability and Availability
T from Internet Application Functionality,” PhD thesis, University of California,
Berkeley, 1998. '
DB/ 7-9 Fox, A., et al,, “Cluster-based scalable network services”, Proc. 16th ACM
i Symp. on Operating Systems Principles (Saint Malo, France, Oct. 05 - 08,
1997). W. M. Waite, Ed. SOSP '97. ACM Press, New York, NY, 78-91.
- 7-10 Goldszmidt, et al., "Load Distribution for Scalable Web Servers: Summer Olympics 1996--A
/DB/ Case Study." In Proc. 8th IFIP/IEEE It Workshop on Distributed Systems: Operations and
Management, Sydney, Australia, Oct. 1997.
Examiner / Date L
Signature /Dougtas Bai Considered 09/15/2
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1Translation provided.

Page 662 of 1037

08



Application No. 11/065,412
Filing Date Feb. 23, 2005
INFORMATION DISCLOSURE Fi .
irst Named Inventor  |Farber, David A.
STATEMENT BY APPLICANT .
FORM PTO-1449 (modified) Group Art Unit 2157
Examiner Name unassigned
Attorney Docket No. 2711-0073
Sheet 8 of 9 Confirmation No. 3296
NON-PATENT REFERENCES
Examiner| Cite Non-patent Reference bibliographic information, where available T
Initials* No.
DB/ 8-1 Gulbrandsen, A., et al., “A DNS RR for specifying the location of services
- (DNS SRVY)’, Network Working Group, RFC 2052, Oct. 1996.
8-2 Guyton et al., "Locating nearby copies of replicated Internet servers," Proc.
/DB/ ACM SIGCOMM '95, pp. 288-298, 1995.
8-3 Jeffrey et al., Proxy-Sharing Proxy Servers, |IEEE, pp. 116-119, 1996.
DB/
8-4 Kwan et al., NCSA's World Wide Web Server: Design and Performance,
DB/ IEEE, pp. 68-74, Nov. 1995.
s | 89 Luotonen et al., World-Wide Web Proxies, CERN, Apr. 1994 (modified May
/DBy 24, 1994).
, 8-6 Mockapetris et al., "Development of the Domain Name System," Proc.
o8/ SIGCOMM '88 Computer Communications Review, vol. 18, No. 4, Aug.
1988.
DB/ 8-7 Mockapetris, P., RFC 1034. Domain Names - Concepts and Facilities, Nov.
1987.
DB/ 8-8 Mockapetris, P., RFC 1035: Domain Names - Implementation and
e Specification, Nov. 1987.
DB/ 8-9 Oguchi et al., A Study of Caching Proxy Mechanisms Realized on Wide
I Area Distributed Networks, High Performance Distributed Computing, 5th
Int'l Symposium, pp. 443-449, 1996.
DB/ 8-10 | Peleg D., et al., "The Availability of Quorum Systems," Tech. Rep. CS93-
T 17, The Weizmann Institute of Science, Rehovot, Israel, 1993.
Examiner Doualas Blair/ Date Py
Signature foougias sai Considered 09715720
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NON-PATENT REFERENCES
Examiner| Cite Non-patent Reference bibliographic information, where available T!
Initials* No.
DB/ 9-1 Petri S, et al., "Load Balancing and Fault Tolerance in Workstation
ke Clusters. Migrating Groups of Communicating Processes.", Operating
Systems Review, Vol. 29, No. 4, Oct.1995, pp. 25-36.
e 9-2 Postel, RFC 15691--Domain Name System Structure and Delegation, Mar.
/DB 1994,
DR/ 9-3 Ross, KW., "Hash-Routing for Collections of Shared Web Caches", IEEE
! Network Magazine, 11, 7:37-44, Nov-Dec 1997.
DB/ 9-4 Schemers, R., "lbnamed - A load balancing name server written in Perl,"
e 1995 LISA IX — Sept. 17-22, 1995 — Monterey, CA.
nRY 9-5 Schuba, Christoph; "Addressing Weaknesses in the Domain Name System
/DB Protocol,” COAST Laboratory, Dept. of Computer Sciences, Purdue
University; West Layfayette, IN: Aug. 1993, p. 1-87.
) 9-6 Smith, "What can Archives offer the World Wide Web?", Technical Report
D8/ 11, University of Kent, Computing Laboratory, University of Kent,
Canterbury, UK, 1994.
DB/ 9-7 Thaler, D. G. and Ravishankar, C. V. 1998. Using name-based mappings to
e increase hit rates. IEEE/ACM Trans. Netw. 6, 1 (Feb. 1998), 1-14.
, 9-8 Vixie, Paul; "Name Server Operations Guide for BIND," Internet Software
/BB/ Consortium; La Honda, CA; p. SMM:10-2--SMM:10-30 (undated, 1996).
DB/ 9-9 Wessels, Intelligent Caching for World-Wide Web Objects, Masters Thesis,
! University of Colorado, 1995.
9-10
Examiner / i/ Date ;
Signature /Bouglas Blair Considered 08/15/20

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through
citation if not in conformance and not considered. Include a copy of this form with next communication to applicant.

1Translation provided.
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Attorney Docket No. 2711-0073
Sheet 1 of 2 Confirmation No. 3296
NON-PATENT REFERENCES
Examiner| Cite | Non-patent Reference bibliographic information, where available Notes
Initials* No.
_ 1-1 Claims of European Patent No. 1 143 337 B allowed/maintained in oral
DB/ proceedings, April 24, 2008 [7 pages].
. 1-2 Communication from European Patent Office dated Feb. 8, 2007 regarding
o8/ opposition to European Patent No. 1 143 337 B [11 pages].
o 1-3 Notice of Opposition to a European Patent filed against European Patent No. 1 143
DB/ 337 B, by Akamai Technologies, Inc., April 23, 2004 [5 pages).
o 1-4 Owner's Response of April 10, 2007 to summons to attend oral proceedings dated
/DB/ February 8, 2007 in Opposition Procedure of European Patent No. 1 143 337 B,
including auxiliary requests 1 and 2 and attachment discussing claim features [26
pages].
1-5 Owner's Response of March 20, 2008 to summons to attend oral proceedings
; dated January 24, 2008 in Opposition Procedure of European Patent No. 1 143 337
DB/ : X -
B, including auxiliary requests 3 to 7 [21 pages].
1-6 Reply of Dec. 21, 2004 of the Patent Proprietor to the Notice of Opposition of
108/ European Patent No. 1 143 337 B, Responsive to the Notice of Opposition of
Akamai Technologies, Inc. dated April 23, 2004 [11 pages).
, 1-7 Statement of Opposition to European Patent No. 1 143 337 B, filed by Akamai
DB/ Technologies, Inc. Aprit 23, 2004 [43 pages].
Examiner /Douglas Blair/ Date 09/15/2008
Signature g ’ Considered

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609, Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the

following is provided: EA = English Abtract, T = Translation, PF = Patent Family.

Page 665 of 1037




Application No. 11/065,412
Filing Date Feb. 23, 2005
INFORMATION DISCLOSURE : :
First Named Inventor  |Farber, David A.
STATEMENT BY APPLICANT -
FORM PTO0-1449 (modified) Group Art Unit 2142
Examiner Name BLAIR, Douglas B.
Attorney Docket No. 2711-0073
Sheet 2 of 2 Confirmation No. 3296
NON-PATENT REFERENCES
Examiner|{ Cite | Non-patent Reference bibliographic information, where available Notes
Initials* No.
2-1 Written Submissions in Opposition to European Patent No. 1 143 337 B, by Akamai
/DB Technologies, Inc., April 5, 2007 [5 pages].
2-2
2-3
2-4
2-5
2-6
2-7
Examiner Date e
Signature /Dougias Blair Considered 09/15/2008
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inre PATENT APPLICATION OF: Attorney Docket:  2711-0073
FARBER, David et al. Group Art Unit: 2142
Application Serial No.: 11/065,412 Examiner: BLAIR, Douglas B.

Application Filing Date:  February 23, 2005  Confirmation No.: 3296

Title: DELIVERING RESOURCES IN A
SHARED CONTENT DELIVERY Date: August 24, 2008
INFRASTRUCTURE

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

o Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark
Office is hereby directed to the references listed on the attached PTO-1449. One
copy of each reference is attached. It is respectfully requested that the information
be expressly considered during the prosecution of this application, and that the
reference(s) be made of record therein and appear among the “References Cited”

on any patent to issue therefrom.

This application is related to U.S. Patent No. 6,185,598 which issued from
U.S. application no. 09/021,506 filed February 10, 1998 (hereinafter “the *506
Application”). European Patent No. 1143337 (hereinafter “EP 337”), granted July
23, 2003, also claimed priority to the *506 application. On April 23, 2004, EP 337
was opposed under European Patent Law by Akamai Technologies, Inc.
Submitted herewith are documents relating to that opposition. An oral proceeding
was held in the European Patent Office (EPO) on April 24, 2008. A copy of the

claims allowed/maintained in that oral proceeding is also enclosed.
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In re Application of: FARBER, David et al.
Application S.N.: 11/065,412
Page 2 of 3

The following documents are enclosed (and listed on the herewith Form

1449):

e Notice of Opposition to a European Patent filed against European Patent
No. 1 143 337 B, by Akamai Technologies, Inc., April 23, 2004 [5
pages].

o Statement of Opposition to European Patent No. 1 143 337 B, filed by
Akamai Technologies, Inc. April 23, 2004 [43 pages].

e Reply of Dec. 21, 2004 of the Patent Proprietor to the Notice of
Opposition of European Patent No. 1 143 337 B, Responsive to the
Notice of Opposition of Akamai Technologies, Inc. dated April 23,
2004 [11 pages].

e Written Submissions in Opposition to European Patent No. 1 143 337
B, by Akamai Technologies, Inc., April 5, 2007 [5 pages].

o Communication from European Patent Office dated Feb. 8, 2007
regarding opposition to European Patent No. 1 143 337 B [11 pages].

¢ Owner’s Response of March 20, 2008 to summons to attend oral
proceedings dated January 24, 2008 in Opposition Procedure of
European Patent No. 1 143 337 B, including auxiliary requests 3 to 7
[21 pages].

e Owner’s Response of April 10, 2007 to summons to attend oral
proceedings dated February 8, 2007 in Opposition Procedure of
European Patent No. 1 143 337 B, including auxiliary requests 1 and 2
and attachment discussing claim features [26 pages].

¢ Claims of European Patent No. 1 143 337 B allowed/maintained in oral

proceedings, April 24, 2008 [7 pages].
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In re Application of: FARBER, David et al.
Application S.N.: 11/065,412
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The Examiner is requested to contact the undersigned with any questions

regarding the European patent or its opposition.

The submission of any document herewith, which is not a statutory bar, is
not intended that any such document constitutes prior art against any of the claims
of the present application or is considered to be material to patentability as defined
in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action
which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.

This Information Disclosure Statement is being filed before the mailing

date of a first Office Action on the merits. No certification or fee is required.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

Respectfully submitted,

CUSTOMER NUMBER {}g W&W
Brian S1r1tzky
Registration No.: 37,497

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430
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Filing Date Feb. 23, 2005
INFORMATION DISCLOSURE : :
First Named Inventor  |Farber, David A.
STATEMENT BY APPLICANT -
FORM PT0-1449 (modified) Group Art Unit 2142
Examiner Name BLAIR, Douglas B.
Attorney Docket No. 2711-0073
Sheet 1 of 2 Confirmation No. 3296
NON-PATENT REFERENCES
Examiner| Cite | Non-patent Reference bibliographic information, where available Notes
Initials™ No.
1-1 Claims of European Patent No. 1 143 337 B allowed/maintained in oral
proceedings, April 24, 2008 [7 pages].
1-2 Communication from European Patent Office dated Feb. 8, 2007 regarding
opposition to European Patent No. 1 143 337 B [11 pages].
1-3 Notice of Opposition to a European Patent filed against European Patent No. 1 143
337 B, by Akamai Technologies, Inc., April 23, 2004 [5 pages].
1-4 Owner's Response of April 10, 2007 to summons to attend oral proceedings dated
February 8, 2007 in Opposition Procedure of European Patent No. 1 143 337 B,
including auxiliary requests 1 and 2 and attachment discussing claim features [26
pages].
1-5 Owner's Response of March 20, 2008 to summons to attend oral proceedings
dated January 24, 2008 in Opposition Procedure of European Patent No. 1 143 337
B, including auxiliary requests 3 to 7 [21 pages].
1-6 Reply of Dec. 21, 2004 of the Patent Proprietor to the Notice of Opposition of
European Patent No. 1 143 337 B, Responsive to the Notice of Opposition of
Akamai Technologies, Inc. dated April 23, 2004 [11 pages].
1-7 Statement of Opposition to European Patent No. 1 143 337 B, filed by Akamai
Technologies, Inc. April 23, 2004 [43 pages].

Examiner
Signature

Date
Considered

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the

following is provided: EA = English Abtract, T = Translation, PF = Patent Family.
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Examiner Name BLAIR, Douglas B.
Attorney Docket No. 2711-0073
Sheet 2 of 2 Confirmation No. 3296
NON-PATENT REFERENCES
Examiner{ Cite | Non-patent Reference bibliographic information, where available Notes
Initials™ No.
2-1 Written Submissions in Opposition to European Patent No. 1 143 337 B, by Akamai

Technologies, Inc., April 5, 2007 [5 pages].

2-3

2-6

2-7

Examiner
Signature
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characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
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National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
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New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
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national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket:  2711-0073
FARBER, David et al. Group Art Unit: 2142
Application Serial No.: 11/065,412 Examiner: BLAIR, Douglas B.

Application Filing Date: ~ February 23,2005  Confirmation No.: 3296

Title: DELIVERING RESOURCES IN A
SHARED CONTENT DELIVERY Date: August 21, 2008
INFRASTRUCTURE

INFORMATION DISCLOSURE STATEMENT -

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

o Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark
Office is hereby directed to the reference(s) listed on the attached PTO-1449. One
copy of each non-U.S. Patent reference is attached. It is respectfully requested
that the information be expressly considered during the prosecution of this
application, and that the reference(s) be made of record therein and appear among

the “References Cited” on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is
not intended that any such document constitutes prior art against any of the claims
of the present application or is considered to be material to patentability as defined
in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action
which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.

This IDS includes documents from litigation in related U.S. Patents Nos.

7,054,935 and 6,654,807. The PTO was previously advised of that litigation. The
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In re Application of: FARBER, David et al.
Application S.N.: 11/065,412
Page 2 of 2

Examiner is again requested to contact the undersigned with any questions about

this litigation.

This Information Disclosure Statement is being filed before the mailing

date of a first Office Action on the merits. No certification or fee is required.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

Respectfully submitted,

CUSTOMER NUMBER
42624 Mﬁ;@

Brian Siritzky, Ph.D.
Registration No.: 37,497

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430
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Filing Date Feb. 23, 2005

INFORMATION DISCLOSURE First Named Inventor Farber, David A.

STATEMENT BY APPLICANT -
FORM PTO-1449 (modified) Group Art Unit 2142

Examiner Name BLAIR, Douglas B.

Attorney Docket No. 2711-0073

Sheet 1 of 7 Confirmation No. 3296

U.S. PATENT DOCUMENTS

Examiner| Cite | Document No. Publication/ Name of Patentee or
Initials* No. Issue Date Applicant of Cited Document

1-1 US-5819092 10-06-1998 Ferguson

1-2 US-6078943 06-20-2000 Yu

1-3 US-6081835 06-27-2000 Antcliff

1-4

1-6

1-7

1-8

1-9

1-10

1-11

1-12

1-13

1-14

1-15

1-16

1-17

1-18

1-19

1-20

1-21

1-22

1-23

1-24

1-25

1-26

Examiner Date
Signature Considered

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant.
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IN THE CLAIMS:
Please cancel claims 1-26 and add the following new claims:

27.(New) A distributed hosting framework operative in a computer
network in which users of client machines connect to a content provider server, the
framework comprising:

a routine for modifying at least one embedded object URL of a web page to
include a hostname prepended to a domain name and path;

a set of content servers, distinct from the content provider server, for
hosting at least some of the embedded objects of web pages that are normally
hosted by the content provider server;

at least one first level name server that provides a first level domain name
service (DNS) resolution; and

at least one second level name server that provides a second level domain
name service (DNS) resolution;

wherein in response to requests for the web page, generated by the client
machines the web page including the modified embedded object URL is served
from the content provider server and the embedded object identified by the
modified embedded object URL is served from a given one of the content servers

as identified by the first level and second level name servers.

28. (New)  The distributed hosting framework as recited in claim 27,

further including a redundant second level name server.

29. (New) A distributed hosting framework operative in a computer
network for delivering resources associated with a plurality of content providers to

multiple client machines, the framework comprising:

.
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at least one shared content server constructed and adapted to replicate at
least some of the resources associated with a first content provider of said plurality
of content providers, and to replicate at least some of the resources associated with
a second content provider of said plurality of content providers; and

at least one name server that provides domain name service (DNS)
resolution,

wherein resources associated with the first content provider are associated
with a first alias name that causes the at least one name server to identify the at
least one shared content server to serve the resources in response to requests for
the resources associated with the first content provider made from said client
machines; and

wherein the resources associated with the second content provider are
associated with a second alias name that causes the at least one name server to
identify the at least one shared content server to serve the resources in response to
requests for the resources associated with the second content provider made from

said client machines.

30. (New) The distributed hosting framework as recited in claim 29,
wherein the least one shared content server is addressable using the first alias

name and the second alias name.

31. (New) The distributed hosting framework as recited in claim 29, further
comprising:

a reflector constructed and adapted to associate the resources with the first
alias name based, at least in part, on a relative cost of transmitting the resources to

the client machines.
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32. (New) The distributed hosting framework as recited in claim 29 further
comprising:

a set of shared content servers that comprises the at least one content server;
and

a reflector constructed and adapted to associate a particular resource with
the first alias name after selecting the at least one shared content server from the
set of shared content servers in response to a request for the particular resource

issued by a particular client machine.

33. (New) The distributed hosting framework as recited in claim 29,

wherein at least one of the resources is an embedded object.

34. (New)  The distributed hosting framework as recited in claim 29,
wherein the requests comprise host tag names that identify specific origin servers

from which the resources originate.

35.(New)  The distributed hosting framework as recited in claim 34,

wherein the host tag names are included in HTTP headers.

36. (New) The distributed hosting framework as recited in claim 32,
further comprising:

a load determination mechanism constructed and adapted to characterize
load on the set of content servers for use by the reflector in selecting the at least

one shared content server.

37. (New) The distributed hosting framework as recited in claim 36,

wherein the reflector comprises the load mechanism.

Page 690 of 1037



Application Number: 11/065,412
First Named Inventor: David Farber
Attorney Docket Number: 2711-0073

38. (New) The distributed hosting framework as recited in claim 37,

wherein the reflector is co-located with an origin server.

39. (New) The distributed hosting framework as recited in claim 36,
further comprising:

a cost determination mechanism constructed and adapted to measure cost of
delivering resources from each of the set of shared content servers to the
particular client machine, the cost determination mechanism for use by the

reflector in selecting the at least one shared content server.

40. (New) The distributed hosting framework as recited in claim 39,

wherein the reflector comprises the cost determination mechanism.

41. (New) The distributed hosting framework as recited in claim 39,

wherein the reflector is co-located with an origin server.

42. (New) The distributed hosting framework as recited in claim 39,
wherein the cost comprises information relating a location associated with the

particular client machine to each of the set of shared content servers.

43. (New) The distributed hosting framework as recited in claim 29,

further including a redundant name server.

44. (New) The distributed hosting framework as recited in claim 29,
wherein the at least one name server comprises:
at least one first level name server that provides a first level domain name

service (DNS) resolution; and
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at least one second level name server that provides a second level DNS

resolution.

45. (New) A method, in a distributed hosting framework operative in a
computer network for delivering content to client machines and comprising a
plurality of origin servers, each of said origin servers having resources associated
therewith, at least one name server that provides domain name service (DNS)
resolution, and at least one shared content server operable to replicate resources
associated with the plurality of origin servers, the method comprising:

associating at least some resources associated with a first origin server of
plurality of origin servers with a first alias name that causes the at least one name
server to indentify the at least one shared content server to serve the resources
associated with the first origin server in response to requests from client machines;
and

associating at least some resources associated with a second origin server of
said plurality of origin servers with a second alias name that causes the at least one
name server to identify the at least one shared content server to serve the resources
associated with the second origin server in response to requests from client

machines.

46. (New)  The method of claim 45, wherein the associating step
comprises:

in response to a request for a particular resource issued by a particular client
machine, identifying the at least one shared content server from a set of shared
content servers based at least in part on a network cost of delivering resources to

the particular client machine.
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47.(New)  The method of claim 45, wherein the associating step
comprises:

in response to a request for a particular resource issued by a particular client
machine, identifying the at least one content server from a set of shared content
servers based at least in part on load characteristics of the set of shared content

SCIvers.

48. (New)  The method of claim 45, wherein the associating step
comprises:

in response to a request for a particular resource issued by a particular client
machine, identifying the at least one content server from a set of shared content
servers based at least in part on a location of the particular client machine relative

to the at least one shared content server.

49. (New) The method as recited in claim 45, wherein the resources

comprise an HTTP-based resource.

50.(New) The method as recited in claim 45, wherein the resources

comprise a File Transfer Protocol (FTP)-based resource.

51.(New)  The method of claim 45 wherein the at least one name server
comprises:

at least one first level name server that provides a first level domain name
service (DNS) resolution; and

at least one second level name server that provides a second level DNS

resolution.

Page 693 of 1037



Application Number: 11/065,412
First Named Inventor: David Farber
Attorney Docket Number: 2711-0073

REMARKS

By this Amendment, all pending claims have been canceled and new claims
27-51 have been added. Upon entry of this amendment, claims 27-51 will be

pending in this application.

CLARIFICATION ON CLAIM NUMBERING
This application was filed with 24 claims. By a preliminary amendment

with the filing of the application, claims 1-24 were canceled and new claim 25 was
added. At that time claim 25 was the only pending claim. Then, on June 26,
2007, by another preliminary amendment, 26 new claims were added. These new
claims were mistakenly numbered 2-26. Since the previously highest numbered
claim was 25, these claims should have been numbered 26-47. However, the
Office has entered these 25 claims as claims 2-26. Applicant has therefore
numbered the new claims filed herewith as claims 27-52.

For clarification, the new claims filed herewith replace al/l previous claims.
Should their numbering be incorrect, the Applicant respectfully requests the
Examiner to renumber the claims or to indicate to the Applicant how the claims

should be renumbered.

NOTE ON NEW CLAIMS 27 AND 28
New claims 27 and 28 correspond to claims 1 and 3 of U.S. Patent No.

6,108,703, Leighton et al., filed May 19, 1999, issued August 22, 2000 (“the 703
Patent”). These claims of the ‘703 Patent copied herein were previously copied in
application no. 09/612,598 on September 18, 2000, prior to one year from the date
on which the ‘703 Patent was granted.

This application is a continuation of 09/612,598 which was a division of
09/021,500, filed February 10, 1998 (now patent no. 6,185,598 — “the 598
Patent”). The specification of this application is the same as that of the ‘598

-8 -
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Patent (except for the cross reference to related applications in the first paragraph
of this application).

Applicant is not requesting an interference with claims 1 and 3 of the
703 Patent since those claims of the “703 Patent (corresponding to claims 27 and
28 hereof) have been invalidated in judicial proceedings, as being anticipated
under 35 U.S.C. §102(e) by U.S. Patent No. 6,185,598, from which this
application claims priority. See Akamai Techs. v. Cable & Wireless Internet
Services, Inc. et al., 344 F.3d 1186, 1197 (Fed. Cir. 2003), attached as Exhibit 1
hereto. As noted by the Federal Circuit in Akamai Tech., “... we hold that claims
1 and 3 of the 703 patent are anticipated by the ‘598 patent and are invalid
pursuant to 35 U.S.C. § 102.” Id.

In view of their invalidation, claims 1 and 3 are no longer in the ‘703
Patent. Furthermore, in view of their invalidation as being anticipated by the ‘598
Patent, it follows that the instant application fully describes and enables those two

claims.
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CONCLUSION
Applicant respectfully submits that this application is in condition for
allowance, and an early action allowing the claims is earnestly solicited. Should
the Examiner believe that a telephone call will resolve any outstanding issues in

this case, he is invited to telephone the undersigned at the number provided.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/ Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached.

This CHARGE STATEMENT does not authorize charge of the issue fee
until/unless an issue fee transmittal sheet is filed.

Respectfully submitted,
CUSTOMER NUMBER

4 2 2 4 By: /Brian Siritzky/37497
6 Brian Siritzky, Ph.D., Reg. No. 37497

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 _ FAX: (703) 894-6430

-10 -

Page 696 of 1037



Application Number: 11/065,412
First Named Inventor: David Farber
Attorney Docket Number: 2711-0073

ExHIBIT 1

Akamai Techs. v. Cable & Wireless Internet Services, Inc. et al., 344 F.3d 1186
(Fed. Cir. 2003)
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344 F.3d 1186
Akamai Technologies, Inc. and Massachusetts Institute of Technology, Plaintiffs-Appellees,

v

Cable & Wireless Internet Services, Inc., Defendant-Appellant, and Kinetech, Inc., Defendant.
No. 03-1007.
United States Court of Appeals, Federal Circuit.
Decided: September 15, 2003.
Rehearing and Rehearing En Banc Denied November 13, 2003.
Page 1187
COPYRIGHT MATERIAL OMITTED
Page 1188

Mark T. Banner, Banner & Witcoff, Ltd., of
Chicago, Illinois, argued for plaintiffs-appellees.
With him on the brief were Pamela B. Krupka,
of Washington, DC; and Aimee M. Boss, of
Chicago, Illinois.

Arthur B. Wineburg, Pillsbury Winthrop
LLP, of McLean, Virginia, argued for
defendant-appellant. With him on the brief were
Susan T. Brown, Daniel E. Yonan, of McLean,
Virginia, and Brian J. Beatus, of Palo Alto,
California. Of counsel were Brian Siritzky,
Pillsbury Winthrop, LLP, of McLean, Virginia;
and Eileen M. Herlihy and John T. Bennett,
Palmer & Dodge LLP, of Boston,
Massachusetts.

Before NEWMAN, GAJARSA, and DYK,
Circuit Judges.

Opinion for the court by Circuit Judge
GAJARSA. Opinion concurring in part and
dissenting in part by Circuit Judge PAULINE
NEWMAN.

GAJARSA, Circuit Judge.

Defendant-Appellant, Cable & Wireless
Internet Services, Inc. ("C & W™), appeals the
orders of the United States District Court for the
District of Massachusetts: (1) denying C & W's
motion for judgment as a matter of law
challenging the jury verdict that claims 1, 3, 5,
and 9 of U.S. Patent No. 6,108,703 ("the '703
patent™) are valid and infringed; and (2) granting
a permanent injunction based upon the jury
verdict. Akamai Techs., Inc. v. Cable &
Wireless Internet Serv., Inc., 2002 WL 1949231,
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No. 00-CV-11851 (D. Mass. May 24 and Aug.
21, 2002). Because claims 1 and 3, properly
construed, are anticipated by U.S. Patent No.
6,185,598 ("the '598 patent") and are therefore
invalid under 35 U.S.C. § 102, we reverse the
district court's denial of C & W's motion for
judgment as a matter of law with respect to
claims 1 and 3 and vacate that portion of the
permanent injunction. We affirm the district
court's denial of C & W's motion for judgment
as a matter of law with respect to the validity of
claims 5 and 9 because those claims, properly
construed, are not invalid. We also affirm the
district court's denial of C & W's motion for
judgment as a matter of law with respect to
infringement of claim 9 because substantial
evidence supports the jury's verdict of
infringement. In view of our holding, we remand
to the district court to review the scope of the
permanent injunction.

1. BACKGROUND

The present appeal concerns technology for
alleviating Internet congestion. To better
understand the present dispute, a general
overview of the relevant technology follows.
Generally, people share information, i.e.,
"content,” over the Internet through web pages.
To look at web pages, a computer user accesses
the Internet through a browser, ¢.g., Microsoft
Internet Explorer® or Netscape Navigator®.
These browsers display web pages stored on a
network of servers commonly referred to as the
Internet. To access the web pages, a computer
user enters into the browser a web page address,
or uniform resource locator ("URL"). The URL



is typically a string of characters, e.g.,
www.fedcir.gov. This URL has a corresponding
unique numerical address, e.g., 156.119.80.10,
called an Internet Protocol ("IP") address. When
a user enters a URL into the browser, a domain
name service ("DNS") scarches for the
corresponding IP address to properly locate the
web page to be displayed. The DNS is
administered by a separate mnetwork of
computers distributed throughout, and connected
to, the Internet. These computers are commonly
referred to as DNS servers. In short, a DNS
server translates the URL into the proper IP
address, thereby informing the user's computer
where the host server for the web page
www.fedcir.gov is located, a process commonly
referred to as "resolving." The
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user's computer then sends the web page request
to the host server, or origin server. An origin
server is a computer associated with the IP
address that receives all web page requests and
is responsible for responding to such requests. In
the early stages of the Internet, the origin server
was also the server that stored the actual web
page in its entirety. Thus, in response to a
request from a user, the origin server would
provide the web page to the user's browser.
Internet congestion problems quickly surfaced in
this system when numerous requests for the
same web page were received by the origin
server at the same time.

This problem is exacerbated by the nature
of web pages. A typical web page has a
Hypertext Markup Language ("HTML") base
document, or '"container" document, with
"embedded objects," such as graphics files,
sound files, and text files. Embedded objects are
separate digital computer files stored on servers
that appear as part of the web page. These
embedded objects must be requested from the
origin server individually. Thus, each embedded
object often has its own URL. To receive the
entirc web page, including the container
document and the embedded objects, the user's
web browser must request the web page and
cach embedded object. Thus, for example, if a
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particular web page has nine embedded objects,
a web browser must make ten requests to receive
the entire web page: one for the container
document and nine for the embedded objects.

There have been numerous attempts to
alleviate Internet congestion, including methods
commonly referred to as "caching,”" "mirroring,"
and "redirection." "Caching” is a solution that
stores web pages at various computers other than
the origin server. When a request is made from a
web browser, the cache computers intercept the
request, facilitate retrieval of the web page from
the origin server, and simultancously save a
copy of the web page on the cache computer.
The next time a similar request is made, the
cache computer, as opposed to the origin
computer, can provide the web page to the user.
"Mirroring" is another solution, similar to
caching, except that the origin owner, or a third
party, provides additional servers throughout the
Internet that contain an exact copy of the entire
web page located on the origin server. This
allows a company, for example, to place servers
in Europe to handle European Internet traffic.

"Redirection” is yet another solution in
which the origin server, upon a request from a
user, redirects the request to another server to
handle the request. Redirection also often
utilizes a process called "load balancing,”" or
"server selection.” Load balancing is often
effected through a software package designed to
locate the optimum origin servers and alternate
servers for the quickest and most efficient
delivery and display of the various container
documents and embedded objects. Load
balancing software locates the optimum server
location based on criteria such as distance from
the requesting location and congestion or traffic
through the various servers.

Load balancing software was also known
prior to the '703 patent. For example, Cisco
Systems, Inc. marketed and sold a product by
the name of "Distributed Director,” which
included server selection software that located
the optimum server to provide requested
information. The server selection software could
be placed at cither the DNS servers or the



content provider servers. The Distributed
Director product was disclosed in a White Paper
dated February 21, 1997 and in U.S. Patent No.
6,178,160 ("the '160 patent").
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Both the White Paper and the '160 patent are
prior art to the '703 patent. The Distributed
Director product, however, utilized this software
in conjunction with a mirroring system in which
a particular provider's complete web page was
simultaneously stored on a number of servers
located in different locations throughout the
Internet. Mirroring had many drawbacks,
including the need to synchronize continuously
the web page on the various servers throughout
the network. This added extra expenses and
contributed to congestion on the Internet.

Massachusetts Institute of Technology is
the assignee of the '703 patent directed to a
"global hosting system" and methods for
decreasing congestion and delay in accessing
web pages on the Internet. Akamai
Technologies, Inc. is the exclusive licensee of
the '703 patent.1 The '703 patent was filed on
May 19, 1999, and issued on August 22, 2000.
The '703 patent discloses and claims web page
content delivery systems and methods utilizing
separate sets of servers to provide various
aspects of a single web page: a set of content
provider servers (origin servers), and a set of
alternate servers. The origin servers provide the
container document, i.e., the standard aspects of
a given web page that do not change frequently.
The alternate servers provide the often changing
embedded objects. The '703 patent also discloses
use of a load balancing software package to
locate the optimum origin servers and alternate
servers for the quickest and most efficient
delivery and display of the various container
documents and embedded objects.

Independent  claim 1, which is
representative, reads:

1. A (distributed hosting framework
operative in a computer network in which users
of client machines connect to a content provider
server, the framework comprising:
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a routine for modifying at least one
embedded object URL of a web page to include
a hostname pretended to a domain name and
path;

a set of content servers, distinct from the
content provider server, for hosting at least some
of the embedded objects of web pages that are
normally hosted by the content provider server;

at least one first level name server that
provides a first level domain name service
(DNS) resolution; and at least one second level
name server that provides a second level domain
name service (DNS) resolution;

wherein in response to requests for the web
page, generated by the client machines the web
page including the modified embedded object
URL is served from the content provider server
and the embedded object identified by the
modified embedded object URL is served from a
given one of the content servers as identified by
the first level and second level name servers.

703 patent, col. 17, 1. 17-37 (emphases
added).

C & W is the owner, by assignment, of the
'598 patent. The '598 patent is directed to similar
systems and methods for increasing the
accessibility of web pages on the Internet. The
'598 patent was filed on February 10, 1998, and
issued on February 6, 2001. Thus the '598 patent
is prior art to the '703 patent pursuant to 35
U.S.C. § 102(e).2 C & W marketed and
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sold products embodying the '598 patent under
the name "Footprint." The relevant difference
between the disclosure of the 'S98 patent and
Akamai's preferred embodiment disclosed in the
703 patent is the location of the load balancing
software. Akamai's preferred embodiment has
the load balancing software installed at the DNS
servers, while the '598 patent discloses
installation of the load balancing software at the
content provider, or origin, servers. The '598
patent does not disclose or fairly suggest that the
load balancing software can be placed at the



DNS servers. It is now understood that

placement of the software at the DNS servers
allows for load balancing during the resolving
process, resulting in a more efficient system for
accessing the proper information from the two
server networks. Indeed, C & W later created a
new product, "Footprint 2.0," the systems
subject to the permanent injunction, in which the
load balancing software was installed at the
DNS servers as opposed to the content provider
servers. Footprint 2.0 replaced C & W's
Footprint product.

On September 13, 2000, Akamai sued C &
W seeking an injunction and damages for
infringement of the '703 patent. Among other
things, Akamai asserted that C & W's Footprint
2.0 content delivery network infringed apparatus
claims 1, 3, 5, and 9 and method claims 17, 18,
and 22 of the '703 patent.

C & W answered the Complaint alleging
that Footprint 2.0 did not infringe the claims of
the 703 patent and that the claims of the '703
patent were invalid under 35 U.S.C. §§ 102 and
103(a). In particular, C & W asserted that the
'S98 patent anticipated the asserted claims and
that the asserted claims were obvious in light of
the 'S98 patent in combination with Cisco's
Distributed Director product.

The district court conducted a Markman
hearing and entered its order construing the
disputed terms of the '703 patent (as well as two
other patents that are not at issue in this appeal).
The district court stated that "[a]t the time of the
Markman hearing, the parties ... did not appear
to have a common understanding as to which
additional claims were still in dispute. The
parties' written and oral presentations offer little
assistance in this regard. 1 therefore limit my
ruling to the terms above." Notably, the parties
did not appear to dispute the construction of any
terms in the "wherein" clause of claim 1.

After a 19-day jury trial, the jury
determined that C & W infringed apparatus
claims 1, 3, 5, and 9 and method claims 17, 18,
and 22. The jury upheld the validity of apparatus
claims 1, 3, 5, and 9. The jury invalidated claims
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17, 18, and 22 under 35 U.S.C. §§ 102 and
103(a) as cither anticipated by the 'S98 patent or
obvious in light of the '598 patent in view of
Cisco's Distributed Director product. C & W
filed its motion for judgment as a matter of law
in February 2002 asserting that claims 1, 3, 5,
and 9 were invalid and/or not infringed. The
district court denied that motion and
permanently enjoined C & W from "making,
using, selling, offering for sale, or importing into
the United States the patented inventions
claimed in claims 1, 3, 5, and 9 of the '703
patent," in an Order that "extended to Footprint
2.0 service, as configured and described at trial.”

C & W appealed the denial of its motion for
judgment as a matter of law and the district
court's entry of a permanent injunction on the
bases that claim 9 was not infringed and that
claims 1, 3, 5 and 9 were invalid for anticipation
and/or obviousness. C & W did not appeal the
infringement of claims 1, 3, and 5. We have
jurisdiction
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over this appeal pursuant to 28 U.S.C. §§
1292(a), (c)(1), and 1295(a)(1).

II. DISCUSSION

We review the denial of a motion for
judgment as a matter of law following a jury
verdict by reapplying the district court's standard
of review. Catalina Lighting, Inc. v. Lamps Plus,
Inc., 295 F.3d 1277, 1284 (Fed.Cir.2002);
Stryker Corp. v. Davol, Inc., 234 F.3d 1252,
1257 (Fed.Cir.2000); Tec Air, Inc. v. Denso
Mfg., 192 F.3d 1353, 1357 (Fed.Cir.1999).
Thus, we review claim construction, an issue of
law, de novo. SIBIA Neurosciences, Inc. v.
Cadus Pharm. Corp., 225 F.3d 1349, 1354
(Fed.Cir.2000).

With regard to factual findings, we must
presume that the jury resolved all factual
disputes in favor of the prevailing party, and we
must leave those findings undisturbed as long as
they are supported by substantial evidence. Id. A
factual finding is supported by substantial
evidence if a reasonable jury could have found



in favor of the prevailing party in light of the
evidence presented at trial. Tec Air, 192 F.3d at
1358. "Substantial evidence is more than a mere
scintilla. It means such relevant evidence as a
reasonable mind might accept as adequate to
support a conclusion." Consol. Edison Co. v.
NLRB, 305 U.S. 197, 229, 59 S.Ct. 206, 83
L.Ed. 126 (1938). Thus, substantial evidence
review involves an examination of the record as
a whole, taking into consideration evidence that
both justifies and detracts from the decision of
the fact-finder. In re Gartside, 203 F.3d 1305,
1312 (Fed. Cir.2000); Nat'l Presto Indus., Inc. v.
W. Bend Co., 76 F3d 1185, 1192
(Fed.Cir.1996) (holding that a jury verdict must
be sustained if it is supported by substantial
evidence based on a review of the entirety of the
record). In reviewing the record, we must draw
all reasonable inferences in favor of the
prevailing party, and not make credibility
determinations or substitute our view of the
conflicting evidence for that of the jury. SIBIA,
225 F.3d at 1355 (citing Connell v. Sears,
Roebuck & Co., 722 F.2d 1542, 1546
(Fed.Cir.1983)). If, however, after reviewing all
of the evidence in a light most favorable to the
prevailing party, this court is convinced that a
reasonable jury could not have found in that
party's favor, we must reverse the denial of a
motion for judgment as a matter of law. Id.

A. Anticipation

C & W appeals the jury finding that claims
1 and 3 were valid as not anticipated by the
disclosure of the '598 patent. The first step in
any invalidity analysis is claim construction, an
issue of law this court reviews de novo. Cybor
Corp. v. FAS Techs., Inc., 138 F.3d 1448, 1456
(Fed.Cir.1998) (en banc). The second step,
determining whether a prior art reference
discloses each and every limitation of the claim
expressly or inherently, Scripps Clinic &
Research Found. v. Genentech, Inc., 927 F.2d
1565, 1576-77 (Fed. Cir.1991), is a factual
question reviewed for substantial evidence.
Eaton Corp. v. Rockwell Int'l Corp., 323 F.3d
1332, 1343 (Fed.Cir.2003). This factual question
is contingent upon the proper claim construction.
Id. at 1344. A claim limitation is inherent in the
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prior art if it is necessarily present in the prior
art, not merely probably or possibly present.
Rosco v. Mirror Lite, 304 F.3d 1373, 1380
(Fed.Cir.2002). "[Tlhe dispositive question
regarding anticipation is whether one skilled in
the art would reasonably understand or infer
from the prior art reference's teaching that every
claim [limitation] was disclosed in that single
reference.” Dayco Prods., Inc. v. Total
Containment, Inc., 329 F.3d 1358,
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1368 (Fed.Cir.2003) (internal quotation marks
and alterations omitted).

Through trial and on appeal, the parties
have narrowed the disputed issues of validity to
a single point of contention — the placement of
the load balancing software at either the DNS
servers or the origin server. Therefore, our initial
focus in the anticipation analysis is on the
construction of claims 1 and 3, in particular
whether claims 1 and 3 require the presence of
load balancing software at the DNS servers. The
issue before us is thus a relatively self-contained
one. On the one hand, if claims 1 and 3 require
load balancing at the DNS servers, the claims
are not anticipated. On the other hand, if the
claims do not require this limitation, they are
anticipated by the 'S98 patent. The only disputed
limitation of claims 1 and 3 reads:

wherein in response to requests for the web
page, generated by the client machines the web
page including the modified embedded object
URL is served from the content provider server
and the embedded object identified by the
modified embedded object URL is served from a
given one of the content servers as identified by
the first level and second level name servers.

703 patent, col. 17, 1l. 31-37 (emphases
added).

Claim 3 is dependent upon independent
claim 1 and includes the following additional
limitation.



3. The hosting framework as described in
claim 1 further including a redundant second
level name server.

1d., col. 17, 11. 40-41.

Akamai contends that the '598 patent
differs from claims 1 and 3 of the '703 patent in
the placement of the load balancing software.
Indeed, in its brief on appeal, Akamai stated:

The significant difference between the prior
art '598 patent and the '703 patent claims on
appeal was acknowledged and admitted by
everyone throughout the trial.... In particular, C
& W counsel told the jury the difference
involves the fact that selection of the best
computer server to deliver the embedded objects
of the web page is done in the 'S98 prior art
patent by "software ... located at the origin
server" whereas selection of the best computer
server to deliver the content is done in the '703
patent "by software located at the DNS...."

C & W argues that the location of the load
balancing software is not a limitation in claims 1
and 3, and in the alternative, that while the '598
patent does not explicitly disclose the placement
of load balancing software at the DNS servers, it
is nevertheless inherent in the Internet and the
'598 patent.

We agree that claims 1 and 3 do not include
a load balancing limitation. While the written
description unquestionably contemplates the
preferred location of the load balancing
software, claims 1 and 3 do not expressly require
its presence. To support its reading of
independent claim 1, Akamai points only to the
term "identifying" in the "wherein" clause of
claim 1 which states:

wherein in response to requests for the web
page, generated by the client machines the web
page including the modified embedded object
URL is served from the content provider server
and the embedded object identified by the
modified embedded object URL is served from a
given one of the content servers as identified by
the first level and second level name servers.
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This language, however, requires only that
the embedded object is "identified by the
modified embedded object URL" and is "served
from a given one of the content

Page 1194

servers as identified by the first and second level
name servers." The plain meaning of the claim
language does not require any load balancing
mechanism. Instead, it simply requires the
embedded object to be served from "the content
servers as identified by the first level and second
level name servers.” Load balancing, if required
at all, could be at either the DNS servers or the
content provider server. The ordinary meaning
of the term "identifying" in claims 1 and 3
covers standard DNS resolution, without any
sort of load balancing. Absent evidence that a
"patentee unequivocably imparted a mnovel
meaning to [the] term[ ] or expressly
relinquished claim scope during prosecution,”
we give the limitation its full ordinary and
customary meaning. Omega Eng'g, Inc. v.
Raytek Corp., 334 F.3d 1314, 1323 (Fed.
Cir.2003); Teleflex, Inc. v. Ficosa N. Am. Corp.,
299 F.3d 1313, 1325-26 (Fed.Cir.2002); CCS
Fitness, Inc. v. Brunswick Corp., 288 F.3d 1359,
1366-67 (Fed.Cir.2002); Renishaw PLC v.
Marposs Societa' per Azioni, 158 F.3d 1243,
1249 (Fed.Cir.1998) ("Absent a special and
particular definition created by the patent
applicant, terms in a claim are to be given their
ordinary and accustomed meaning.").

The only question that remains is whether
the written description or the prosecution history
unequivocally shows that the inventors imparted
a novel meaning to the term "identifying" to
include load balancing. Omega Eng'g, 334 F.3d
at 1323; Teleflex, 299 F.3d at 1325-26. The
written description does not specifically define
the term "identifying." Rather, the discussion
with respect to load balancing focuses on the
DNS  servers as performing "special
function[s]," e.g., load balancing functions,
without any reference to the term "identifying."
See, e.g., 703 patent, col. 9, 1. 31-48. Similarly,
the parties have pointed to nothing in the
prosecution history with respect to the term



"identifying." Akamai's only evidence that
supports its special definition of the term
"identifying" is the testimony of one of the
inventors, Mr. Farber, of the '598 patent. Mr.
Farber stated that: "the DNS in our system are a
little different because we did the step of
identifying ... which repeater should be used by
the browser as part of the, using [sic] the HTTP
method instead of the DNS method."3 This
extrinsic evidence is not the unequivocal
evidence, Omega Eng'g, 334 F.3d at 1323,
indicating the term "identifying" should take
anything other than its ordinary and accustomed
meaning. While this possibly suggests that the
inventors believed the "identifying" step
included a load balancing function, "what the
patentee subjectively intended his claims to
mean is largely irrelevant to the claim's
objective meaning and scope." Solomon v.
Kimberly-Clark Corp., 216 F.3d 1372, 1379
(Fed. Cir.2000). It is also not testimony that
clearly supports the proposition that the term
"identifying" has a special meaning to one of
ordinary skill in the art.

Thus claim 1, as properly construed, does
not include the limitation of the placement of the
load balancing mechanism. The parties agree
that the 'S98 patent discloses all the remaining
limitations of claim 1. Because claim 1 does not
require exact placement, it is therefore invalid as
anticipated by the '598 patent.

Claim 3 similarly does not require
placement of the load balancing software at the
DNS servers. Claim 3 only includes the
additional limitation that the hosting framework
as described in claim 1 further includes "a
redundant second level name
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server." On appeal, Akamai's primary argument
echoes that of claim 1, namely that the load
balancing software is located at the DNS
servers. Akamai's only separate argument with
respect to claim 3 is that "[b]ecause [the] '598
patent did not even mention hierarchical DNS
(i.e., more than one level), clearly the jury was
entitled to reject the notion that [the] '598
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[patent] also anticipated claim 3." This
additional argument, however, fails to address C
& W's contention that hierarchical DNS is
inherent in any Internet system. Indeed, C & W
proffered documentary evidence and testimony
at trial that redundant domain name servers are
inherent in any Internet-based application. See
Dayco, 329 F.3d at 1369. Akamai points to no
evidence whatsoever that contradicts the
evidence presented to the jury at trial
Accordingly, we hold that any inference in favor
of Akamai relating to the redundant second level
server in claim 3 is unsupported by substantial
evidence. The addition of a redundant second
level DNS server does not save the validity of
dependent claim 3. Claim 3 is therefore also
invalid under 35 U.S.C. § 102 as anticipated by
the '598 patent.4

B. Obviousness

C & W next claims that it is entitled to
judgment as a matter of law that claims 5 and 9
are obvious in light of the '598 patent in
combination with Cisco's Distributed Director
product and are therefore invalid.5 Claims 5 and
9, which are dependent on independent claim 1,
include the following additional limitations.

5. The hosting framework as described in
claim 1 wherein the second level name server
includes a load balancing mechanism that
balances loads across a subset of the set of
servers.

9. The hosting framework as described in
claim 1 wherein the first level name server
includes a network map for use in directing a
request for the embedded object generated by a
client.

We review the ultimate determination of
obviousness de novo. Modine Mfg. Co. v. Allen
Group, Inc., 917 F.2d 538, 541 (Fed.Cir.1990).
This ultimate determination, however, requires
underlying factual findings, which this court
reviews to determine whether they are supported
by substantial evidence and, if they are, whether
those findings support the legal conclusions
which necessarily were drawn by the jury in
forming its verdict. Id. A claimed invention is



unpatentable due to obviousness if the
differences between it and the prior art "are such
that the subject matter as a whole would have
been obvious at the time the invention was made
to a person having ordinary skill in the art." 35
U.S.C. § 103(a) (2000). While the ultimate
conclusion of obviousness is for the court to
decide as a matter of law, several factual
inquiries underlie this determination. Graham v.
John Deere Co., 383 U.S. 1, 17-18, 86 S.Ct. 684,
15 L.Ed.2d 545 (1966). These inquiries include
the scope and content of the prior art, the level
of ordinary skill in the field of the
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invention, the differences between the claimed
invention and the prior art, and any objective
evidence of nonobviousness such as long-felt
need and commercial success. Id. When a
rejection depends on a combination of prior art
references, there must be some teaching,
suggestion, or motivation to combine the
references. In re Geiger, 815 F.2d 686, 688
(Fed.Cir.1987). Although the suggestion to
combine references may flow from the nature of
the problem, Pro-Mold & Tool Co. v. Great
Lakes Plastics, Inc., 75 F.3d 1568, 1573
(Fed.Cir.1996), the suggestion more often comes
from the teachings of the pertinent references, In
re Sernaker, 702 F.2d 989, 994 (Fed.Cir.1983),
or from the ordinary knowledge of those skilled
in the art that certain references are of special
importance in a particular field, Pro-Mold, 75
F.3d at 1573 (citing Ashland Oil, Inc. v. Delta
Resins & Refractories, Inc., 776 F.2d 281, 297
n. 24 (Fed.Cir.1985)). Therefore, "[w]hen
determining the patentability of a claimed
invention which combines two known elements,
‘the question is whether there is something in
the prior art as a whole to suggest the
desirability, and thus the obviousness, of making
the combination."' In re Beattie, 974 F.2d 1309,
1311-12 (Fed.Cir.1992) (quoting Lindemann
Maschinenfabrik GMBH v. Am. Hoist &
Derrick Co., 730 F.2d 1452, 1462
(Fed.Cir.1984)).

To prevail, C & W must therefore show
that no reasonable jury could have found claims
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5 and 9 nonobvious in light of the evidence
presented. Tec Air, 192 F.3d at 1358. Here, C &
W has not met this burden. Namely, we are
unable to discern any suggestion or motivation
to combine the references as C & W suggests in
the record before us. Indeed, when pressed on
this issue at oral argument, C & W could point
only to Cisco's Distributed Director product,
which at best disclosed that load balancing
software could be placed at cither the DNS
servers or the origin servers for a "mirroring"
system. In its brief, C & W pointed to the fact
that the '598 patent, the '703 patent, and Cisco's
Distributed Director product all address the
same problem: Internet congestion.

Our review of the evidence presented to the
jury does not persuade us that no reasonable jury
could have found claims 5 and 9 nonobvious
over the prior art, and we decline to disturb the
factual findings of the jury. Drawing all factual
inferences in favor of Akamai, we affirm the
jury's verdict with respect to the validity of
claims 5 and 9 because there was no suggestion
or motivation to combine the references.

Additionally, the record contains
substantial evidence relating to secondary
considerations supporting the jury's verdict. In
particular, the record shows that C & W
expended significant effort to determine how
Akamai's products worked. Once it was
determined that Akamai placed the server
selection software at the DNS servers, C & W
redesigned its Footprint product, abandoning the
embodiments in the 'S98 patent. The new
Footprint 2.0 design incorporated Akamai's
placement of the load balancing mechanism at
the DNS server. This evidence of copying is
relevant to an obviousness determination. See
Advanced Display Sys., Inc. v. Kent State Univ.,
212 F.3d 1272, 1285  (Fed.Cir.2000);
Vandenberg v. Dairy Equip. Co., 740 F.2d 1560,
1567 (Fed.Cir.1984) ("The copying of an
invention may constitute evidence that the
invention was not an obvious one.... This would
be particularly true where the copyist had itself
attempted for a substantial length of time to
design a similar device, and had failed."). C &
W's redesign process was documented in the



record in internal emails from C & W engineers
discussing
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Akamai's approach, identifying weaknesses in C
& W's approach, and ultimately deciding to
switch to the Akamai system.

In sum, C & W has not shown that the
jury's conclusion that claims 5 and 9 of the '703
patent are nonobvious under 35 U.S.C. § 103(a)
is unsupported by substantial evidence.
Accordingly, we hold that claims 5 and 9 of the
703 patent are not obvious in light of the '598
patent in view of Cisco's Distributed Director
product, and therefore affirm the district court's
ruling denying C & W's motion for judgment as
a matter of law and affirm the grant of a
permanent injunction against C & W with
respect to claims 5 and 9.

C. Infringement of Claim 9

Having addressed validity of the various
claims of the '703 patent, we next turn to the
jury's finding of infringement with respect to
dependent claim 9. We review the record as a
whole to determine whether substantial evidence
exists to support the jury's finding that claim 9 is
infringed. C & W objects to the jury verdict
based on the fact that Dr. Bustavros's expert
report was limited to infringement under the
doctrine of equivalents. Akamai counters with
cites to the testimony of Dr. Bustavros, who
testified that C & W's Footprint 2.0 system
included a network map routine and therefore
infringed claim 9, without any reference to a
limitation under the doctrine of equivalents. This
dispute appears to be one of interpretation and
weight of a witness's testimony — one for the
jury to resolve. This court generally does not
tread on the jury's role in making these
determinations. Thus, we affirm the jury's
finding of infringement of claim 9 as supported
by substantial evidence, namely Dr. Bustavros's
testimony at trial.

III. CONCLUSION
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For the foregoing reasons, we hold that
claims 1 and 3 of the '703 patent are anticipated
by the '598 patent and are invalid pursuant to 35
U.S.C. § 102. We therefore reverse the district
court's denial of C & W's motion for judgment
as a matter of law with respect to the validity of
claims 1 and 3, and instruct the district court to
modify the permanent injunction accordingly.
We also affirm the district court's denial of C &
W's motion for judgment as a matter of law with
respect to claims 5 and 9 and thercfore affirm
the district court's issuance of the permanent
injunction with respect to those claims. We
remand to the district court to review and
redetermine the scope of the permanent
injunction.

AFFIRMED-IN-PART, REVERSED-IN-
PART AND REMANDED.

IV. COSTS

No costs.

Notes:

1. For purposes of this opinion both plaintiffs
are collectively referred to as "Akamai."

2. Akamai does not dispute that the 'S98 patent
is "prior art" to the '703 patent for purposes of
validity under 35 U.S.C. § 102 or § 103.

3. The "HTTP method" refers to placement of
the load balancing software at the origin servers
responsible for providing the HTTP container
page.

4. Judge Newman in her dissent specifically
points out that the issue of anticipation is a
question of fact. Claim construction, however, is
a question of law. Before the factual question of
anticipation may be addressed, a court must first
properly construe the claims before it. Here,
claims 1 and 3 were not properly construed by
the district court. Therefore, a necessary first
step in this court's anticipation inquiry was to
properly construe the claims at issue.



5. C & W also challenges the validity of claims
1 and 3 under the same obviousness theory.
Because we hold that claims 1 and 3 are
anticipated by the '598 patent, we need not reach
this argument.

PAULINE NEWMAN, Circuit Judge,
concurring in part, dissenting in part.

I concur in much of the court's decision.
However, the court provides no sufficient basis
for overturning the findings of the jury and
overturning the affirmance by the district court
with respect to the question of anticipation of
claims 1 and 3.

The issue of anticipation is a question of
fact, and the jury verdict that there is not
anticipation must be sustained if there is
substantial evidence in its support. It is not
disputed that the prior art (the defendant's '598
patent) does not disclose and does not embody
the DNS lookup of the Akamai '703 patent.
There was extensive evidence, presented by both
sides, as to the content of the prior art; there was
substantial evidence that the prior art's origin
server "reflector” is a different structure and
method, and that the subject

Page 1198

matter of claims 1 and 3 does not read on the
prior art. If there were any question concerning
claims 1 and 3, the question would be one of
obviousness; not anticipation. The jury verdict
that these claims were not anticipated was
supported by substantial evidence, with a
lengthy and thorough and fully presented trial,
and a verdict that could have been reached by a
reasonable jury. The criteria of reversal are not
met.

Akamai correctly points out that the
defendant makes no effort to discuss the support,
or lack thercof, for the jury verdict. My
colleagues on this panel commit the same error,
for the majority opinion says not a word about
the evidence at trial, but simply decides the
question for itself. Reversal of the judgment
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rendered on a jury verdict is appropriate only if
there is no legally sufficient evidentiary basis for
the verdict. See Fed.R.Civ.P. 50(a)(1); Intercity
Maintenance Co. v. Local 254, Service
Employees International Union, 241 F.3d 82, 86
(1st Cir.2001); National Presto Industries, Inc. v.
West Bend Co., 76 F.3d 1185, 1192
(Fed.Cir.1996).

The sufficiency of the evidence must be
reviewed in the light most favorable to the party
that received the verdict, with all reasonable
inferences drawn in favor of the verdict. Sheils
Title Co. v. Commonwealth Land Title
Insurance Co., 184 F.3d 10, 19 (Ist. Cir.1999);
SIBIA  Neurosciences, Inc. v. Cadus
Pharmaceutical Corp., 225 F.3d 1349, 1355
(Fed.Cir.2000). It was not disputed, indeed it
was admitted by C & W, that the prior art did
not show either the claim 1 limitation that the
content server is "distinct from the content
provider server" (clause 3 of claim 1) or that
"the embedded object identified by the modified
embedded object URL is served from a given
one of the content servers as identified by the
first level and second level name servers" (sixth
clause of claim 1). Even C & W's technical
expert Dr. Dewar conceded that "the one thing
that is not taught explicitly by the '598 patent is
the use of DNS." Claim 1's clauses 4 and 5
require "first level” and "second level" "domain
name service (DNS) resolution." Although Dr.
Dewar went on to express the opinion that these
changes would have been obvious, he did not
testify that they were present, even inherently, in
the '598 reference. The prior art was not shown
to suggest or use or contemplate the DNS as
used by the MIT inventors.

Claim 1 requires identification of the
content server of the distributed hosting
framework during the DNS lookup. Witnesses
for both sides agreed that this differs from
ordinary use in the context of the internet, and
that persons experienced in this field would
readily so understand. It is seriously incorrect
for this court to reconstruct the invention and
then to invalidate the claims on its own findings,
ignoring the evidence at the trial.6



There was substantial evidence by which
the jury could have found that all of the
limitations of claims 1 and 3 are not present in
the prior art. The acknowledged differences
from the prior art render untenable the panel
majority's restatement of the issues, as well as
their resolution of the factual question of
anticipation in order to invalidate the claims.

I respectfully dissent.

Notes:

6. The claims were construed by agreement
before trial, and the only issues relate to validity
and infringement. It is inappropriate to
recharacterize  the  factual question of
anticipation as one of claim construction, instead
of deciding the appeal on the basis on which it
was tried, and on the appropriate standard for
review of jury verdicts.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket:  2711-0073
FARBER, David et al. Group Art Unit: 2142
Application Serial No.: 11/065,412 Examiner: BLAIR, Douglas B.

Application Filing Date:  February 23,2005  Confirmation No.: 3296

Title: DELIVERING RESOURCES IN A
SHARED CONTENT DELIVERY Date: June 6, 2008
INFRASTRUCTURE

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O.Box 1450
Alexandria, VA 22313-1450

o Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark
Office is hereby directed to the reference(s) listed on the attached PTO-1449. One
copy of each non-U.S. Patent reference is attached. It is respectfully requested
that the information be expressly considered during the prosecution of this
application, and that the reference(s) be made of record therein and appear among

the “References Cited” on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is
not intended that any such document constitutes prior art against any of the claims
of the present application or is considered to be material to patentability as defined
in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action
which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.
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In re Application of: FARBER, David et al.
Application S.N.: 11/065,412
Page 2 of 2

This Information Disclosure Statement is being filed within three (3)
months of the U.S. filing date OR before the mailing date of a first Office Action

on the merits. No certification or fee is required.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

Respectfully submitted,

7

Brian Siritzky, Ph.D. = ~
Registration No.: 37,497

CUSTOMER NUMBER

42624 By

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430
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Examiner Name BLAIR, Douglas B.
Attorney Docket No. 2711-0073
Sheet 1 of 1 Confirmation No. 3296
NON-PATENT REFERENCES
Examiner| Cite | Non-patent Reference bibliographic information, where available Notes
Initials* No.
1-1 Korkea-aho, M. (1995). Scalability in Distributed Multimedia Systems, Technical
report TKO-B128, Helsinki University of Technology.
1-2
1-3
1-4
1-5
1-6
1-7
Examiner Date
Signature Considered

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through citation if
not in conformance and not considered. Include a copy of this form with next communication to applicant. Notes: If identified, the
following is provided: EA = English Abtract, T = Translation, PF = Patent Family.

Page 714 of 1037




Electronic Acknowledgement Receipt

EFS ID: 3416795
Application Number: 11065412
International Application Number:
Confirmation Number: 3296

Title of Invention:

SHARED CONTENT DELIVERY INFRASTRUCTURE

First Named Inventor/Applicant Name:

David A. Farber

Customer Number:

42624

Filer:

Brian Siritzky

Filer Authorized By:

Attorney Docket Number: 2711-0073
Receipt Date: 06-JUN-2008
Filing Date: 23-FEB-2005
Time Stamp: 15:07:46

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

Document — . File Size(Bytes) Multi Pages
Number Document Description File Name /Message Digest| Part/.zip| (if appl.)
355924
1 20080606145151972.pdf yes 3

87430d8ea3fb3874350101cd04647e64
doa3cec0

Page 715 of 1037




Multipart Description/PDF files in .zip description
Document Description Start End
Information Disclosure Statement Letter 1 2
Information Disclosure Statement (IDS) Filed 3 3
Warnings:
Information:
1373753
2 NPL Documents korkea-aho95scalability. pdf no 96
6efedi610476e5dc0f76a1e73ci75d839
acdcelf
Warnings:
Information:
Total Files Size (in bytes):| 1729677

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

nire PATENT APPLICATION OF: Attorney Docket:  2711-0073

SPARBER, David et al. Group Art Unit: 2142
\ Application Serial No.: 11/065,412 Examiner: BLAIR, Douglas B.

Application Filing Date:  February 23,2005  Confirmation No.: 3296

Title: DELIVERING RESOURCES IN A
SHARED CONTENT DELIVERY Date: May 12, 2008
INFRASTRUCTURE

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

o Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark
Office is hereby directed to the reference(s) listed on the attached PTO-1449. One
copy of each non-U.S. Patent reference is attached. It is respectfully requested
that the information be expressly considered during the prosecution of this
application, and that the reference(s) be made of record therein and appear among

the “References Cited” on any patent to issue therefrom.

The submission of any document herewith, which is not a statutory bar, is
not intended that any such document constitutes prior art against any of the claims
of the present application or is considered to be material to patentability as defined
in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action
which would be appropriate to antedate or otherwise remove as a competent

reference against the claims of the present application.

This Information Disclosure Statement is being filed within three (3)
months of the U.S. filing date OR before the mailing date of a first Office Action

on the merits. No certification or fee is required.
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“In re Application of: FARBER, David et al.
Application S.N.: 11/065,412
Page 2 of 2

Copies of some of the references were cited by or submitted to the Office in
parent application No. 09/612,598 filed July 7, 2000, which is relied upon for an
earlier filing date under 35 USC 120. Thus form PTO 1449 is attached without
copies of these references. 37 CFR 1.98(d).

RELATED LITIGATION
The Examiner is reminded that this patent application is related to U.S.

Patent Nos. 7,054,935 and 6,654,807, both of which have been asserted in a
litigation for batent infringement in the Eastern District of Virginia, in a case
captioned: Level 3 Communications, LLC v. Limelight Networks, Inc. (2:07-cv-
00589-RGD-FBS). The case was filed on 12/17/2007. Documents relating to that
litigation were cited in a IDS filed January 25, 2008.

The Examiner is again respectfully requested to contact the undersigned

with any questions about the related litigation.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

Respectfully submitted,

CUSTOMER NUMBER
42624 i}mgﬁl»\

Brian Siritzky, Ph.D.\__/ _J
Registration No.: 37,497

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430
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-Abgtract

A nerwork includes one or more clients, a plurality of
servers and an intvermediate device called a ‘depoth.
Info;macion resources are replicatred among the servers.

The client accesses a server through the depot. The depot
transparently identifies a new session and selects one
server for the session, The depot may be provided between
an Internet Client and an ATM nerwork server. An edge node
may be provided between the depot and the ATM server. A
proxy may be preovided between the depot and a WWW server.
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A SCALEABLE WEB SERVER AND METHOD OF
EFFICIENTLY MANAGING MUL TIPLE SERVERS

Field of the Invention
The invention relates generally to distributed server systems

'which are used widely in the field of telecommunications for
‘information sharing. In particular, it is directed to a distributed server

system which is scaleable and realizes high server performances. The
distributed server system of the invention includes an intermediary
node between a client and a pool of servers.

Background of the Invention

The last few years have observed a phenomenal growth in web
(short for World-Wide Web or WWW, or Internet) usage. This
growth has demonstrated the value of wide-azea information-sharing
but, at the same time, caused a significant research interest in
improving the performance of web systems. Recent studies show that
the web consumes more Internet bandwidth than any other
application. - :

At a macro level, a web system consists of three components: (i)
client, (ii) communication protocol, and (iii) server. Efforts are being

‘made at each component to enhance the performance of the overall

web systems.

At the client end, supports are provided to improve response
time by the following features: memory cache, disk cache, allowing
multiple simultaneous sessions and introducing a proxy server for
another level of caching.

The communication protocol between the client and the server is
HTTP (Hypertext Transfer Protocol) which always assumes the existence
of a reliable path layer underneath the dlient and server. TCP/IP
(Transmission Contiol Protocol/Internet Protocol) provides reliable
data transmission using window flow control techniques. HTTP
therefore runs on top of the TCP/IP layer. Asynchronous Transfer
Mode (AIM) is another transmission technique to handle broadband
multimedia traffic. It continues to grow steadily in the communication
world. High-speed ATM switches are available in the commercial
market. The co-existence of the Internet and large-scale ATM networks

Page 726 of 1037




10

15

20

25

CA 02202572 1997-04-14

2

is expected in the near future ATM can provide wide-area virtual.
circuits, thus facilitating geographical distribution of web servers.

The HTTP has also undergone changes for performance
improvement. It has been reported that multiple TCP sessions per
HTTP transaction is a major cause of performance bottleneck. The
introduction of a “keep alive” header allows sessions to be kept open
and used for multiple HT TP request/response activities. '

The web servers have also undergone improvements: first-
generation servers handled 20 transactions/sec. based on one process
per transaction. The major overhead was due to a large process fork
time for a new transaction. This was avoided by pre-forking multiple
processes and using a dispatcher to distribute transactions among them
to achieve server performance of 100 transactions/sec. The “keep
alive” HTTP feature, along with the multi-threaded architecture of
only one process, allows the server to handle more than 250
transactions/sec. However, the current trend indicates that the popular
sites will incur a significantly higher number of server transactions per
second in the near future. This requires more powerful web servers
which may be developed by improving different components of a web
server (e.g., CPU speed, disk performance, file system performance,
petformance of TCP/IP, server software architecture etc.).

Alternatively, multiple servers can be used to handle high rate of
server fransactions.

The multiple server approach has two immediate advantages: if
a server fails, the session can be handled from other servers; also the
total cost of multiple servers can be less than the cost of one server
with the equivalent performance It is therefore foreseen that multiple
server systems will be in great demand to accommodate an ever-
increasing number of user transactions.

Different architectures for multiple server systems are currently
in use and are described briefly here. The use of a Domain Name
System (DNS) server to distribute traffic among multiple servers was
investigated at NCSA at the University of Illinois. Figure 1 shows the
DNS system. When a client 10 wishes to communicate with a server
12, at first it contacts the DNS 14, from which it obtains the IP address of
the desired server. The client then uses this IP address to communicate
with the server. All clients perform the same process unless they
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already have the IP addresses of servers with which they want to
connect. When there are a plurality of servers which hold identical
information, the DNS rotates in-a round robin manner through a pool
of these identical servers which are alternatively mapped to the alias of -
the hostname of one server. This approach has provided some success
in distzibuting the server load, however, it could not balance the load
among servers. Another problem with this approach is that, once the
IP address resolution is cached in the local memory, the client may
never contact DNS ’

Another system uses the HTTP level redirection capability to
move a transaction among multiple servers. Figure 1 also shows this
mechanism. When a server 12 finds that it is impossible to handle any
extra traffic, it can redirect a transaction to another preselected server 18
and hence distribute the load HTTP 1edirection is a common
technique used for WWW load distribution. The implementation
maybe simple and straightforward, but the redirection requires a round
trip delay between the client and server before the transaction is
;'edix'écted to a different setver. Moreover, if the first server is already
very busy, the response delay will be even greater. ‘

Figure 2 shows another known system which switches the load
based on the client IP address. Each client 20 goes to an intermediate
device 22 which examines the oiiginaling IP address and decides where
to forward the traffic among multiple servers 24. IP address hashing is
one of the possible mechanisms to determine the server to which the
traffic will be directed. This technique, however, lacks the dynamic
control of user accesses. Moreover, the IP address spaces are partitioned
into five different classes. Care should fherefore be taken in designing
good hashing function.

HTTP is a stateless protocol. A web server obtains everything it
needs to know about a request from the HTTP request itself. After the
request is serviced, the server can forget the transaction. Thus, each
request in HTTP is disjointed. If all the servers are identical (or see the
same file system using a distributed file system), the server from which
the request is served is of little relevance to the client. The choice of a
physical server itself is immaterial to the transactions. An HITP
transaction is an aggregation of one or more TCP sessions. Based on
this principle, different TCP sessions can be allocated to different

Page 728 of 1037




10

15

; 20

30

35

CA 02202572 2003-039-16

4

servers without the knowledge of whether or not all the TCP sessions
belong to the same HTTP tiansaction. The present invention realizes
this TCP-based switching by the use of an mtermedmy entity called a

depot to perform these functions of session allocation. Thus, the TCP-

‘based server switching allows a nice granularity for load balancing

among multiple servers. It is also envisaged that this concept of
forwarding different sessions to different servers can be applied to
similar multi-server architectures of telecominunications networks.

Objects of the Invenlion

It is an object of the invention to pxovide a server system which
has a hxgh performance. .

It is another object of the invention to provxde a
communicahons architecture which allows the construction of a
scaleable and high performance server system.

It is a further object of the invention to provide a method of and
an appatatus for efficiently managing the resources of a multiple server
system.

Itis shll another object of the mvenﬁon to provxde a method of
and an appatatus for efficiently managing the resoutces of a multiple
server sysbem by the use of an intermediate eritity.

. 1t is yet a further object of the invention to provide a méthod of -
and an apparatus for efficienﬂy managing the resources of a multiple
s‘.elver system by the use of more thafi one instance of the intermediate
entity for improved robustness. : .

Summary of the invention’

According to an aspect of the present invention, there
is pxovided a method of efficiently utilizing the plurality
of servers in a client-server environment of a
telecommunications network, where information resources,
which are accessed by HITP protocol, are replicated among
the servers and a client has access to any one or more of
the gervers for desired information resources. The method
includes the steﬁs_of: performing an HTTP transaction by
HTTP protocol between the client and the plurality of
servefs, the HTTP transaction comprising one or more TCP
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connection sessions which are conducted by way of a depot;
storing, at the depot, information ébouﬁ the TCP connection
sessions and parameters in a prihary map and a secondary
map, the information in the primary map being deleted at
the cloge of sessions -and the information at the secondary
map being maintained for two maximum segment lifetimes
(MSL) ; transpaxently forwarding TCP connection sessions of
the HTTP transaction at the depot in both directions to and
from the client and the plurality of servers; monitoring
parameters indicative of either or both of load and
operability of the servers; detecting transition states of
the TCP connection sessions of the HITP trahsaction at the
depot; and switching at the depot the plurality of TCP
connéction sessions of the HTTP transaction among the
plurality of servers based on the detected transition
states and the monitored parameters of the servers so that
during the HTTP transaction, transfer of the information
resources is performed by HTTP protocol between the client
and one or more servers amohg the plurality of servers.
According to an aspect of the present invention, there
is provided a method of efficiently utilizing the plurality
of servers in a client-server environment of a
telecommunications network, where information resources,
which are accessed by HTTP protocol, -are replicated among
the servers and a plurality of clients have acdess to any
one or more of the servers for desired information
résources through a plurality of HTTP transactions. Each
HTTP transaction uses multiple TCP connection sessions.
The method includes the steps of: performing each HTTP
transaction on HTTP protocol between any one.of the
plurality of clients and the plurality of servers, each
HTTP transaction comprising one or more TCP.connection
sessions which are conducted on TCP/IP through a depot.
The method further includes the following steps performed
at the depot: storing information about the TCP connection
sessions and parameters in a primary map and a secondary
map, the information in the primary map being deleted at
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the close of sessions and the information at the secondary
map being maintained for two maximum segment lifetimes
(MSL) ; inspecting all TCP/IP packets to detect a state
transition of the TCP connection sessions; transparently
forwarding TCP/IP packets of existing TCTP connection
sessions to a correct server; detecting TCP/IP packets of a
new TCP connection session; monitoring parameters
indicative of either one or both of load and operability of
the ée;vers; selecting a server among the plurality of
servers based on their monitored parameters and the state
trdnsition; and transparently forwarding all the TCP/IP
packets of the new TCP connection session to the selected
server so that during each of the existing and new TCP
connection sessions, transfer of the information resources
of the HTTP transactions is performed between any one of
the clients and one or more servers by one or more new and
existing TCP connection. sessions. -

According to an aspect of the present invention, a
depot for transferring one or more TCP connection sessions
between a client and among a plurality of servers in a
client-sexver environment of a telecommunications network,
where information resources are reﬁlicated'among the
servers and a plurality of clients have access to any one
or more of the seivers for desired inforhatibn resources
through an HITP transaction using at least two layers of
prxotocols, one statéleés protocol layer upon another
stateful protocol layer. The HTITP transaction runs on the
stateless protocol layer of HTTP protocol and is made up of
one or more TCP connection sessions, which yun on TCP/IP
layer. The depot includes: a primary and a secondary map
for storing informaticn about the TCP connection sessions
and parameters, the information at the primary map béing ]
deleted at the close of sessions and the information at the
secondary map being maintained for two maximum segment
lifetimes (MSL); a packet analysis block for analysing and
transpérenbly forwarding TCP/IP packets of one or more TCP
connéctioh sessions of the HTTP t;ansaction between the
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client and one of the servers; a session management block
for switching one or more TCP connection segsions of the
HTTP transaction among the plurality of servers according
to a preset criteria including the TCP/IP states of each
TCP'ponﬁection session; and a protocol state tracking block
for monitoring the TCP/IP states of the TCP connection
séssions of the HTTP transaction.

Brief Description of the Drawings '
Figure 1 shows multiple server systems of known architecture;
Figure 2 shows another multiple server system of known
architecture;
Figure 3 shows schematically a client-server server system
according to one embodiment of the invention;
Figure4isa functional block diagram of an intermedxary devxce
according to one embodiment of the invention;
“Figure 5 is a schemaic illustration of the invention as apphed in
the ATM environment according fo one embodiment,

Fxguxe 6 shows protoool stacks oﬁ the architecture shown in
Figure 5;
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Figure 7 is a functional block diagram of the embodiment shown
in Figure 5; _ :
Figure 8 is a schematic illustration of a yet another embodiment
of the invention; and
5 Figute 9 shows schematically a yet further embodiment of the
invention as applied in the proxy server environment.

Detailed Description of Preferred Embodiments of the Invention
Figure 3 shows schematically the invention according to one

10 embodiment. A client 30 is communicating with a server 32 through a
telecommunications network which can be any transport network such
as telephone networks, data networks, ATM networks, LANS, or a
combination thereof. WWW or Internet runs on top of the transport
netwotk. Typically, a client sends the server 32 a request for

15 information stored therein and the server replies with the desited
information. The desired information, however, may require more
than one session (e.g, TCP session). In the multiple server
environment, servers 34 and 36 contain idenﬁtaﬂy stored information
as that stored in server 32. According to the one embodiment of

20 invention, an intermediate entity 38 sits transparently between the
client and the servers. The intermediate entity 38 is called a "depot”
throughout this specification and is the heart of the invention. When
the depot receives a request for information, it distributes the TCP
sessions among multiple servers based on the server load balancing

25 aiteria. In actual implementation, the depot can be realized by the use
of appropriate software, hardware or a combination of the both. It
should also be noted that the concept of session distribution among the
servers can be implemented in other multiserver environments which
use protocol stacks of similar configurations.

30 The depot is a forwarding mechanism and forwards any
particular packet to the assigned server using a map. All dlients access
"the server system using the depot's IP address. The distribution of TCP
sessions among multiple servers by the depot remains transparent to
the client. A TCP session consists of multiple TCP packets. All TCP

35 packets of a given TCP session are served by the same server. Since the
forwarding of all TCP packets of a given TCP session must go to the
same servei, a map between the IP address and port number of the
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client and the identity of the server is maintained. The entry of this

map is to be maintained in the depot as long as required by the TCP

protocol. This entry is preserved in the depot as long as there is a

possibility of the antival of a TCP packet from a client or a server. The

depot does not generate any TCP packets nor does it discard any unless

they are anomalous enough that there is no way to assign them to a

server. ' '

A depot has the following functions:

1. inspect all packets in both directions at IP and TCP levels;
choose a server based on load balancing criteria for a new TCP
session;

3. forward TCP packets for existing sessions to the already chosen
server;

4. forward TCP packets from servers to clients; ‘

clean up the mapping entry when TCP sessions end; and

6. watch for and handle anomalous TCP packets.

All these functions are performed in a depot and Figure 4 shows
its functional block diagram. Referring to Figure 4, the depot includes
TCP packet forwarding block 40 for TCP packet analysis and forwarding.
This block inspects all packets in both directions at IP and TCP levels,
forwards TCP packets of existing sessions to the already chosen server,
and forwards TCP packets from servers to the clients. For a new
session, this block identifies the TCP session setup request and forwards
information to session management block 42. The session
management block 42 chooses a server among a pool of available
servers. This block is preloaded with the next server to be allocated.
This pre-load is done by running a load balancing algorithm such as
shown at 44 in the figure on the basis of knowledge of the sérver
statistics and perhaps network states, or simply by round-1obin. Server
probing 48 can be performed periodically to obtain the server statistics.
The TCP packets cartying data are forwarded by the TCP packet
forwarding block 40 by identifying the entry of a map between the
server and the client. At TCP state tracking block 46, TCP states of both
the clients and the servers are being monitored to facilitate the
management of the TCP session, e.g., opening/closing and control
functions.

1
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The depot maintains the map 50 of all the active TCP sessions in

_a table called the primary table.  Each session between a client and a

server is identified by the combination of the client’s IP address and
port number.

A typical primary table entry has the following: client IP address
and port number, server identity, TCP states and related parameters
(ack number, seq number etc). The depot maintains another list of
sessions in a table called the secondary table. The entries of the primary
table are deleted at the close of sessions under normal or anomalous
conditions. The secondary table entries are maintained for a 2 MSL
(maximum segment lifetime) petiod The duration of a 2 MSL differs
for different implementations but, in this embodiment, a period of 2
minutes is chosen as an example. The 2 MSL is important since a TCP
packet may arrive after a session is closed, due to variable delay at the
network. '

The reason for maintaining two separate tables at the depot is to
reduce the search space for finding a match on arrival of a TCP packet.
The number of entries in the secondary table is very large since the
entries are maintained for a 2 MSL period. The entries in the primary
table are for active TCP sessions only. Most of the incoming TCP
packets should find a match in the primary table.

A'TCP session is stateful within each session between a chent
and a server. Therefore, the depot should handle all arriving TCP/IP
packets as transparently as possible; otherwise, the introduction of an
intermediary such as the depot may distupt the normal TCP logic
between the two end systems. The crucial function of the state tracking
routine in the depot involves the creation and deletion of the table
entries. Several types of TCP/IP packets can initiate the creation and
deletion of table entries. In the TCP state transition diagram, there are
eleven states. For the client-server model, however, the number of
possible states is reduced. This reduces the state tracking requirement
in the depot. However, out-of-séquence situations can occur in the
Internet, and different pexmutatibns of state transitions can arise which
slightly increase the complexity of the state tracking routine.
Moreover, in wide-area networks, packet loss is possible. Therefore,
any packet received by the depot does not guarantee the reception of
the packet by the other end. As a result, according to the invention,
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packets in both directions are analysed in order to get a complete view
of the state of the session and the state tracking function of the depot
simply guesses the current TCP states of the client and server by
investigating the “flag” information of all arriving TCP packets. The
states guessed at the depot may be different from the actual states at the
client and server, if a TCP packet is dropped or corrupted in the
network between the depot and the client or server.

The following is a detailed description of the handling of
various TCP packets according to one embodiment of the invention. ‘

SYN: A SYN packet header (client IP address and port ) is
matched with the entries in the primary table and then with the
secondary table. If no match is found (i.e, aival of a new session ), a
new entry is created in the primary table and based on the load
balancing criterion, a server is allocated for the session. If a match is
found (i e, duplicate SYN), the packet is forwarded to an already
allocated server. '

FIN, PSH, URG: The match is found from the primary or
secondary table and forwarded to the appropriate server. If no match is
found, the packet is dropped. '

ACK: All ACK packets are forwarded to the server if an entry is
found in the table. If the ACK packet causes the state transition to the
TIME_WAIT state, the entry is moved from the primary table to the
secondary table for a 2 MSL time-out.

RST: All reset packets are validated by checking if the sequence
number is in the window. If the state is SYN-SENT, the RST is
considered valid if the ACK field acknowledges the SYN. If the RST is
valid, the entry from the primary table is moved to the secondary table.

The exception conditions are handled in the following manner.

If an entry in the primary table is inactive for a long time (e.g.,

more than 20 mins.), the entry is moved to the secondary table. This is

necessary since a client or server may crash without proper
termination of a TCP session, causing an entry to the primary table to
remain forever.

If an entry in the tables (primary and secondary) is not found on
arrival of a packet other than SYN, the packet is diopped. This is
necessary since the depot does not know the destination for the packet.
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The depot does not cause any interruption of the ongoing TCP
sessions between the clients and the servers. This is because the depot
forwards every packet, irrespective of the states guessed at the depot, as
long as a table entry is found. For example, a RST may be lost in the
network between the depot and client but the entry is still maintained
in the secondary table, which enables the forwarding of any
retransmitted RST. In one embodiment, the forwarding from the
depot to the servers is achieved by dizecting packets to physical ports of
the device containing the depot function wheze each physical port
connects to one server. '

According to a further embodiment, the depot system of the
invention is implemented in the ATM environment. In this
embodiment, an ATM network is used as a transport mechanism to
provide distributed WWW services. The network model is shown in
Figure 5. On the ATM network, multiple, information homogeneous,
but potentially geographically distributed web servers 50 are provided.
An Internet web client 52 can access information via the routes shown
on the diagram. A depot 54 of the invention provides the interface
between an Internet client and an ATM network server. ‘An incoming
packet from the client will be segmented and encapsulated into AALS
cells at the depot without the requirement of modifying either the IP oz
TCP headers. The cells (packets) are carried sequentially in a virtual =~ -
channel

Like the earlier embodiment, the depot ideally sits transparently
between the clients accessing from the Internet and the servers on the
ATM networks. The depot employs a ICP-based switching
mechanism. It examines all TCP/IP packets and sends them to the
ATM network from the Internet and vice versa. Figure 6 shows the
protocol stack structure of the system model. On the depot, there are
TCP and IP stacks but the TCP session is only observed and not
terminated.

Therefore, the depot of the embodiment performs the same '
functions as those described earlier. In addition, however, it must
perform the following functions: ’

- transform IP packets to'ATM cells and vice versa;

- map the QoS parameters from IP to ATM where applicable; and

- participate as necessary in the ATM network management.

Page 737 of 1037




10

15

20

30

CA 02202572 1997-04-14

11

Similar to Figure 4, Figure 7 shows a functional block diagram of
the depot of this embodiment. The depot identifies the flow (client IP
and port) from the TCP/IP packets and maps the corresponding
VPI/VCl in its table entries. At the IP/ATM adaptation block, the depot
performs segmentation and encapsulation of packets into AALS celis
without the requirement of modifying either the IP or TCP headers.
Likewise, it also perform the reverse functions of ATM cells from the
ATM network. For a new session, the packet analyzer identifies the
TCP session setup request and forwards the information to the session
management block. The next server to be allocated is selected, as
described earlier. Packets are kept contiguous and are all sent over the
same VC, »

If the session is already allocated and recognized by the packet
analyze, it will read the correct VPI/VCI from its tables and forward
the packet onward. Packets in the reverse direction are also analyzed in
order to have a complete view of the state of the session.

In another embodiment, the forwarding is achieved by
encapsulating the IP frames in a frame transport, such as Ethernet o1
Frame relay, using the addressing of that frame transport to identify
individual servers.

In another embodiment, the forwarding is achieved by

‘modifying the header information of the TCP/IP packet and 1edirecting

it over an IP network.

In Figure 8, another embodiment is shown. According to this
embodiment, servers may or may not be ATM-based hosts and
therefore an edge node 80 is required as an access point to each server,
which provides traffic management and any necessary IP/ATM
conversion. Figure 8 shows all the servers and Internet connections
accessing the ATM network via edge nodes. The edge nodes
communicate with each other over indepéndent virtual circuits.
Therefore, depot 82 is also an edge node managing the Internet
connection that has the additional function of routing incoming
packets to the correct server.

According to a yet further embodiment of the invention, the
depot system of server management is applied to the proxy server
architecture. Proxy servers are used to reduce the network load and
latency by migrating the work load close to the clients.
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A proxy server is an application gateway which operates at the
HyperText Transfer Protocol (HTTP) layer. The basic function of a
proxy server is almost identical to a HTTP setver in transferring client
requested documents. Furthermore, it is able to interpret and modify a
HTTP request before forwarding it to the end WWW server. This is
because the proxy server has the caching function. If there is a cache
hit, it delivers the found documents to the client locally, thus reducing
the network load and transmission latency.

Figure 9 shows schematically the concept of another
embodiment of the invention as applied to the proxy server
management system. In Figure 9, a depot proxy system is located
between an intranet and the Internet. The depdt distributes sessions
among a pool of proxy servers based on load balancing or other criteria.
The functions of the depot of the proxy system is identical to those
described earlier. Therefore, for a new session, the packet analyzer

~ identifies the TCP session setup request and forwards the information

to the session management block. If the session is already allocated and
recognized by the packet analyzes, it will read in the correct proxy
identity from its tables and forward the packet onward. Packets in the
reverse direction are also analyzed in order to have a complete view of
the state of the session.

' This proxy architecture can achieve the following similar goals:
L scaleable proxy server ar angeinents;
2. high availability of information service; and
3. dynamic load balancing of traffic loads to different proxy servers.

To achieve scaleability, more proxy servers can be attached to the

depot. This is because the depot handles only simple functions. When
a depot operates to its limitations, it is also possible to add a new depot
with a new IP address under the same alias name. With the newly
added depot, another cluster of proxy servers can be created on the
network.

Experimental Results

A Pentium PC running a NetBSD operating system is used for
the software implementation of the depot. The client's HTTP requests
are generated using benchmark software from Zeus Corporation. The
clients and servers are connected to the depot using 10 Mbps Ethernet.

Page 739 of 1037




CA 02202572 1997-04-14

13

The same test file is retrieved 1000 times for each test. The number of
simultaneous HTTP requests are varied to study the depot behaviour.
Traffic is forwarded by the depot to two identical NCSA/15.1 Web
servers in a round robin fashion. Server throughput (total bytes

5 transferred per second) is measured for each test case. The total
number of bytes of data and the HTTP headers divided by the time
taken to transfer indicates the server throughput. The number of
HTTP requests served by the server per second is also measured. Both
measures include a variable network delay. To minimise the variable

10 network delay, the experiment is performed at a time when the 7
network is very lightly loaded. The variation of the server throughput
and HITP requests served per second with an increased rate of client
requests are good indicators of server performance.

15 Table1
file size: 100 bytes | file size: 1 Kbytes | file size: 10 Kbytes
Concurrent } single “single single

sessions server | invention | server | invention | server | invention

1 18.22 17.46 66.58 56.67 52.13 51.98
5 29.21 44.62 99.26 80.75 151.85 168.18

10 21.1 55.13 94.83 99.81 226.80 244.53

15 10.18 39.5 65.75 101.73 -223.1 .277.06

20 11.17 29.86 42.64 111.93 251.24 289.91

25 6.46 30.00 33.86 117.53 233.73 297.89

100 6.55 12.23 X 37.59 X 282.81

. Table2 ) .
file size: 100 bytes | file size: 1 Kbytes | file size: 10 Kbytes
Concurrent-| single single single
sessions server | invention | server | invention | server | invention
1 64.61 61.92 55.16 46.95 5.00 4.99

5 103.48 158.23 82.19 66.88 14.55 16.13

10 74.59 194.70 78.31 82.55 21.68 23.44

15 35.73 138.95 | 54.03 | 84.21 21.35 26.53

20 39.03 104.62 34.87 92.29 23.97 27.67

25 22.48 105.22 27.55 97.23 22.40 28.49

100 22.41 40.79 X 28.51 X 25.69
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Table 1 shows the server throughput in Kbytes/sec. The
experiment is performed with three different file sizes: 100 bytes, 1
Kbyte and 10 Kbytes. The number of simultaneous client HTTP
requests are varied from 1 to 100. The total number of client HTTP

- requests for each test is 1000. The experiment is performed with a

single server system and a depot system with two setvers. Table 2

-shows the number of served HTTP requests per second under the same

experimental setup.

For one client HTTP request (any file size) at a time, the depot
system is always slower than the single server. This is due to the store
and forward delay introduced at the depot. For multiple simultaneous
HTTP requests, however, the HTTP requests are served in parallel by
two servers. In general, the depot system shows improved throughput
and served HTTP requests per second. Another reason for
perfomiance improvement is the reduced workload at each server due
to the distribution of HTTP requests. For 100 bytes and 1 Kbyte files, the
single server performance degrades quickly with the increased number
of simultaneous sessions. Performance with the depot system is
consistently better than the single server system. For the 10 Kbytes file,
the single server performance remains flat. However, the performance
with the depot system is better than the single server system.

For 100 simultaneous HITP requests, the single server system
could complete the test for only a 100 bytes file size. The depot system
could complete the tests for all three file sizes.

1t is found that the throughput and HTTP requests served per
second with the depot system are more than double those of the single
server system with a large number of simultaneous sessions. For
example, the number of HTTP requests served per second for the test
case of 1 Kbyte file size with 20 simultaneous sessions is 92.29. This is
an improvement of 2.65 over the single server system. This linear
improvement is due to the halved number of simultaneous sessions
(i.e, 10) on each server. The number of HTTP 1equests served per
second by the single server system with 10 simultaneous HTTP
requests is 78.31. Thus, maximum served requests of (2*78.31) 156.62 is
theoretically attainable.
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Thus it is shown that the server throughput and serviced
requests per second can be improved using multiple servers according
to the invention.

In the multiple server system, if one server goes down, the depot
transfers all subsequent sessions to the other servers in the same
cluster. There are several methods to detect server failure. A depot
may assume the failure of a server if it does not receive an ACK from
the server for several seconds after it sends a message to the server.
After that, the depot starts polling the failed server on a regular basis to
check if the server program has restarted. Another method that the
depot uses is the passive reception of server statistics as an indication of
the operability of a server program. If the depot does not receive any
information for a period of time, then the depot will put this server
into a dead-list and new incoming TCP requests will not be routed to
this server. When server statistics are received from this server again,
the depot will then put it back into an alive-list. However, there is
difficulty in identifying the current state within each TCP session such
as the number of bytes sent, the curzent window size and sequence
number ete. Thus, the lost TCP sessions from a faulty server are simply
scrapped.

The depot reliability is also very important since all the traffic is
concentrated at the depot. Standby sparing is a simple method of
providing fault tolerance in the system. There can be hot or warm
standby. A sparing standby depot machine is always in alert mode to
assume normal depot operations upon detecting a failure in the
operating depot. For hot standby, the replica actively monitors all
input streams from both the client and server. Both operating
machine and replica have virtually identical TCP state information
about all sessions. Detection of depot failure initiates changeover of

-control.

For warm standby, the operating machine ‘pericdically sends the
state information to the replica to update the standby’s database. In this
situation, the two databases shall not be the same most of the time, but

the goal is to reduce the number of affected TCP sessions when failure

occurs. Then the standby replica will automatically be activated on
fault detection.
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What is claimed ie:
1. In a client-server environment of a telecommunications
network, where :lz}formation resources, which are accessed by HTTP
protocol, are replicated among a plurality of servers and-a
client has access to any one or more of the servers for.desired
information zesources, a method of efficiently utilizing the
plurality of servers comprising steps of:

performing an HTTP tira.nsacti,on by HITP protocol between the
client and the plurality of servers, the HTTP transaction
comprising one or more TCP comnection sessions which are
conducted by way of a depot; '

storing, at the depot, information about the TCP connection
sessions and paraﬁéters in a primary map and a secondary map, the
information :in the primary wap being deleted at the close of
sessions and the information at the secondary map being
maintained for two maximum segment lifetimes (MSL);

trahapax‘e_ntiy forwarding TCP connection sessions of the HTTP
transaction at the depot in both directions to and from the
client and the plurality of servers; . ,

monitoring paréme_ters indicative 65 either or }Soth of load
and operability of the servers; »

detecting transition states of the TCP connection sessions
of the HTTP transaction at the depot; and

switching at the dep;:t the plurality of TCP comnection
sessions of the HTTP transactién among the plurality of servers
based on the detected transition qta&es and the monitored
parameters of the servers so that during the HTTP transaction,
transfér of the information resources is performed by HTTP
protocol between the client and one or more gervers among tize

plurality of serxvers.

2. The method according to claim 1 wherein there are a
plurality of depots, comprising further steps of:
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monitoring parameters indicative of operability of all the
depots; and '

upon de;ection of inoperability of one depot, continuing all
the functions of the failed depot at any of the remaining depots.

3. The method according to ¢laim 1 wherein the depot is
connected to one or more servers through an ATM network,
comprié;ng a further step of: .

performing the TCP gonpectioﬁ sessions in ATM cells through
the ATM network.

4. The method according to claim 3 wherein there are a.
plurality of depots, comprising further steps -of:

monitoring pargmeteré indicative of operability of all the
depots; and

upon detection of inoperability of one depot, continuing all
the functions of the failed depot at any of the remaining depots.

5. The method according to claim 1 wherein the depot 1is
connected to one or more servers through a local area netwozk'or
a frame xelay network, comprising further steps of:

performing the TCP connection sessions in their appropriate

format through the local area network or the frame relay network.

6. The method according to claim 5 wherein there are a
plurality of depots, comprising further steps of:

monitoring ﬁarameters indicative of operability of all the
depots; and

upon detection of inoperability of one depot, continuing all
the functions of the failed depot at any of the remaining depots.

7. The method according to claim 1, wherein the depot is

connected to one or more servers by way of a plurality of proxy

servers, comprising further steps of:
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switching at the depot the TCP connection gessions among the
proxy servers which in turn send the HTTP transaction to the
Sexvers; ar_xd

caching information resources contained in the HITP

transaction at the proxy servers.

8. The method according to claim 7, comprising further steps
of: .

monitoring the status of all the proxy sexrvers; and

for each TCP connection séssion, selecting one proxy server

among all the proxy servers based on their monitored status.

5. The method according to claim 8 wherein there are a
plurality of depots, comprising further steps of:

mor;itoring para.tpetei:s indicative of operability of all the
depots; and_

ui:on detection of inoperability of one depot, continuirig all
the fuhctions of the failed depot at any of the remaining depots.

"10. In a client-server environment of a telecommunications
network, where information resources, which are accessed by HTTP
protocol, are replicated among a plurality of servers and a
plurality of clients have access to any one or more of the »
servers for desired irformation resources through a plurality of
HTTP transactions, each KTTP transaction using multiple TCP
-connectidn sessions, a method of efficiently utilizing the
plurality of servers during the HTTP transactions, comprising
steps of:

performing each HTITP transaction on HTTP protocol between
any one of the plurality of clients and the plurality of servers,
each H'rTP transaction comprising one or more TCP connection
sessions which are conduc;:ed on TCP/IP through a depot; and
at the depot, performing the foilowing steps:
storing informaticn about the TCP connection sessions

-and parameters in a primary map and a secondary map, the
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information in the primary map beiné deleted at the close of
séssions and the information at the.secohdary map being
maintained for two maximum segment lifetimes (MsL) ; »
inspectihg all TCP/IP packets to detect a state
transition of the TCP connection sessions;
transparently forwarding TCP/IP packets of existing
TCP connection sessions to a correct server;
detecting TCP/IP packets of a new TCP comnection
session; . ;
monitoring parameters indicative ofAei;her one or both
of 1oad and operability of the servers;
selecting a server among the plurality of servers
based on their monitored parameters and the state
transition; and
' trangpérently forwarding all the TéP/IP packets of the
new TCP connectiqn session to the selected server so that
~ during each of the existing and new TCP connection sessions,
transfer of the infozmatioﬁ resources of the HTTP
transactions is performed between any one of the clients and
one or more servers by one or more new and existing TCP

connection sessions.

11. The metho& according to claim 10 wherein there are a
plurality of depots; comprising further steps of:

monitoring parameters {ndicative of the operability of all
the depots; and

upon detection of inope:ability of one depot, continuing all

the functions of the failed depot at any of the remaining depots.

12. The methbd according to c¢laim 10 wherein the depot is
connected to éne or more servers through an ATM network;
ﬁoﬁpriaing a further step of:

performing the TCP connection sessions in ATM cells through
the ATM network.
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13. The method according to claim 12 wherein there are a
plurality of depots, comprising further steps of: o
monj.toring parameters indicative of the operability of all
the depots; and )
upon detection of inoperability Ef one depot, continuing all
the functions of the failed de‘pot at any of the remaining depoi:s.,

14. The method: according to claim 10 wherein the depot is

connected to one Or more servers through a local area network ox

a frame relay network, comprising further steps of: _
performing the TCP connection sessions in their appropriate

fomat'th;'éugh the local area netwark or the frame relay network.

15. The method according to claim 10, wherein the depot is
" connected to one or more servers by way of a plurality of proxy
servers, comprising further steps bf; ’

switching, at the depot, the TCP connection sessions émqng
the proxy servers which in turn send TCP comnection sessions to
the server; and

caéhin'g information resources ccﬁtaiped in the TCP

connection sessions at the proxy servers.

16. The method according to claim 15, comprising further steps
of: ‘ '
monitoring the status of all the proxy servers; and
for each TCP comnection session, selecting ome proxy server

among all the proxy servers based on their monitored status.

17. The method accozding to claim 16 wherein there are plurality
of depots, comprising further steps of: '
monitoring parameters indicative of the operability of all
the depots; and
upon detectiocn of indperabilit:y of one depot, continuing all
the functions of the failed depot at any of the femaining depots. V
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18. The method according to claim 14 wherein there are a
plurality of depots, cét@riqing further steps of:
monitoring parameters indicative of the operability of all
the depots; and ' ‘
upon detection of inoperability of one depot, continuing all
the functions of the failed depot at any of the remaining depots.

19. 1In a client-server environment of a telecommunications
network, where information resources are ::'eplidated among a
plurality of serxvers and a plurality of clients have access to
any one or more of ‘the servers for desired information resources
through an HITP transaction using at least two layers of
protocols, one stateless protocol layer upon anothgr stateful
protocol layer, the H:TTP transaction running on the stateless
protocol layer of HTTP protocol and being made up of one or more
TCP connection sessions which run on TCP/IP layer, a depot for
transferring one or m‘ore TCP connectior éssions between a client
and among a plurality of servers, comprising:

a primary map and a secondary map for storing information
about the TCP connection sessions and parameters, the :}‘.nformation
at the pri:maxy map being deleted at the close of sessions and the
information at the secondary map being maintained for two maximum
segment lifetimes (MSL); i :

a pacicet analysis biock for analysin_g and trans'pazen!;ly
f_oxwarciing TCP/1IP packets of ome or more TCP connection sessions
of the HTTP transaction between the client and one of the
servers;

a session management block for switching one or wore TCP
corinection sessions of the HTTP transaction among the plurality
of servers 'accotding to a preset crit:eri.a‘ including the TCP/IP
states of each TCP connection session; and

a protocol ér.at;e tracking block for monitoring the TCP/IP
stateé of the TCP connection sessions of the HTTP transaction.

20. The depot according to claim 19, further comprising:
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a map which contains data concerning either one or both of
load and operability of the plutglity of servers; and

the session management block for swicching one or moxre TCP
connection sessions of the HTTP transaction among the Servers

based on the data stored in the map.
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(57)  Methods and apparatus for hosting a network
service on a cluster of servers, each including a primary
and a secondary Internet Protocol (IP) address. A com-
mon cluster address is assigned as the secondary ad-
- dress to each of the servers in the cluster. The cluster
address may be assigned in UNIX-based servers using
an ifconfig alias option, and may be a ghost IP address
that is not used as a primary address by any server in
the cluster. Client requests directed to the cluster ad-
dress are dispatched such that only one of the servers
of the cluster responds to a given client request. The
dispatching may use a routing-based technique, in

Load distribution among servers in a TCP/IP network

which all client requests directed to the cluster address
are routed to a dispatcher connected to the local net-
work of the server cluster. The dispatcher then applies
ahash function to the client IP address in order to select
one of the servers to process the request. The dispatch-
ing may alternatively use a broadcast-based technique,
in which a router broadcasts client requests having the
cluster address to all of the servers of the cluster over
alocal network. The servers then each provide afiltering
routine, which may involve comparing a server identifier
with a hash value generated from a client address, in
order to ensure that only one server responds to each
request broadcast by the router.
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(54) Computer system

(57) A computer workstation 1 is attached to a net-
work such as the Internet 34. Browser software 210 run-
ning on the computer workstation can access and re-
trieve pages of data from over the network, with the pag-
es of data then being displayed at the computer work-
station. A page of data can include a reference to code
which the browser can also retrieve from over the net-
work and then execute on the computer workstation.

The reference to the code also has associated with it a
reference to another file, again accessible over the net-
work, which contains information pertaining to the code,
such as the size of the code. The browser accesses the
information in this file, prior to retrieving or executing the
code. This information can then help the user at the
computer workstation determine whether or not to re-
trieve the code..

|
i
|

i DMI

2109 N S 111
I

SERVICE

BROWSER % CAYER
fiava | 1 L——_fa
01S | VM |
A tVM

220 w) ||
D e e '
COMMS 1
1
23557 i
t
]
1
]

EP 0 824 236 A2

FIG. 2

Printed by Jouve, 75001 PARIS {FR)

Page 755 of 1037



20

25

30

35

40

50

56

EP 0 824 236 A2
Description

The present invention relates to a computer system, and to a method of operating such a computer system attached
to a network, such that the computer system can-access data and code over the network. ’

In the past couple of years there has been an explosive growth in the Internet, and in particular of the WorldWide
Web (WWW), which is one of the facilities provided on top of the Internet. The WWW comprises many pages or files
of information, distributed across many different servers. Each page is identified by a Universal Resource Locator
(URL). The URL denotes both the server machine, and the particular file or page on that machine. There may be many
pages or URLs resident on a single server.

Inorder to use the WWW, a client runs a piece of software known as a Web browser, such as WebExplorer (provided
as part of the OS/2 operating system from IBM Corporation), or the Navigator program available from Netscape Com-
munications Corporation. The client interacts with the browser to select a particular URL, which in turn causes the
browser to send a request for that URL or page to the server identified in the URL. Typically the server responds to
the request by retrieving the requested page, and transmitting the data for that page back to the requesting client (the
client server interaction is performed in accordance with the hypertext transport protocol (*http®)). This page is then
displayed to the user on the client screen. The client may also cause the server to launch an application, for example
to search for WWW pages relating to particular topics.

Most WWW pages are formatted in accordance with a language -known as himl (hypertext mark-up language).
Thus a typical page includes text together with embedded formatting commands, referred to as tags, which can be
used to control the font size, the font style (for example, whether italic or bold), how to lay-out the text, and so on. A
Web browser parses the html script in order to display the text in accordance with the specified format. In addition, an
html page can also contain a reference, in terms of another URL, to a piece of multimedia data, for example, an image,
a video segment, or an audio file. A Web browser responds to such a reference by retrieving and displaying or playing
the data. Alternatively, such muiltimedia data may form its own WWW page, without any surrounding html text.

Most WWW pages also contain one or more references to other WWW pages, which need not be on the same
server as the original page. Such references may generally be activated by the user selecting particular locations on
the screen, typically by (double) clicking a mouse control button. These references or locations are known as hyperlinks,
and are typically flagged by the browser in a particular manner (for example, any text associated with a hyperlink may
be in a different colour). If a user selects the hyperlink, then the referenced page is retrieved and replaces the currently
displayed page.

Further information about htm! and the WWW can be found in "World Wide Web and HTML® by Douglas McArthur,
p18-26 in Dr Dobbs Journal, December 1994, and in “The HTML SourceBook® by lan Graham, (John Wiley, New York,
1995).

As so far described, and broadly speaking as currently implemented, the WWW suffers from the disadvantage that
pages downloaded from a server to a client are essentially passive, in other words, they do not contain code which is
executed at the client machine. One implication of this is that the server cannot offload onto the client any of the
processing associated with the interaction between the client and the server. Thus if the client is completing a form
with their telephone number for example, then any formal checks such as to the number of digits in the telephone
number must be performed at the server. This results firstly in a heavier processing burden at the server, and secondly
in time-consuming extra communications between the server and client should there be any mistakes to correct. More-
over, the inability of the server to download code for execution at the client is a significant limitation on the type of
applications that can be created to exploit the WWW. '

Recent developments, based particularly on the Java technology from Sun Microsystems Inc, have sought to
overcome the above difficulties. The Java technology comprises primarily (i) a new programming language, somewhat
similar to C and C++, and (i) a virtual machine. Essentially, programs written in the Java programming language can
be compiled into byte code form, and then interpreted at runtime on the Java virtual machine. The Java virtual machine
converts the byte codes into instructions that can be executed by the underlying physical machine.

Programs written using Java can be downloaded over the WWW in the form of byte codes for execution on a Java
virtual machine at the client. Such programs are known as “applets”. The use of the Java technology for downloading
code over the WWW has two major benefits. Firstly, an applet can be platform independent, if we assume that each
client has a copy of the Java virtual machine (the virtual machine at the client's system is typically incorporated either
into the operating system, or into the Web browser itself). In other words, there is no need for a server to have different
versions of the code for downloading to clients according to their respective operating systems and machines. There-
fore, only a single version of the relevant code needs to be written and maintained, which makes life much simpler for
software developers. Secondly, because the applet executes on a virtual machine, rather than a physical machine,
security is greatly improved. Thus, when downloading code over the network, there is always a risk that it will include
some malicious code (accidentally or otherwise) that may damage data or programs stored at the client. The virtual
machine howsever can monitor the operation of the applet, and so detect and prevent such malicious activity.
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It will be noted that the concept of downloading software from a server to a client in the form of byte codes for
execution on a virtual machine was also known independently of the Java technology, see for example US 5347632.

In order to invoke a Java applet, a Web page of html text contains an <APPLET> tag, which identifies the URL
containing the applet. A browser responds to this tag by fetrieving and running the applet. Also defined is a <PARAM>
tag, which is contained within a pair of corresponding <APPLET> and </APPLET> tags, and which can be used to
specify parameters that are passed to the applet at run-time. (Note that the APPLET and PARAM tags are not formally
incorporated into the htm! standard, but are nevertheless recognised by many Web browsers). Further information
about the Java technology and applets can be found in "Teach Yourself Java in 21 Days" by Laura Lemay and Charles
Perkins (Sams.net Publishing, Indianapolis, USA, 1996). )

One of the difficulties with the above approach is that the amount of information that can be contained within the
APPLET tag is limited. This can lead to problems if the browser has to decide whether or not to download a particular
applet referenced within an html page. For example, the browser may not wish to download an applet which is partic-
ularly large (and hence slow to transport across the network), or which requires a more recent version of the Java
virtual machine than the one currently installed at the client.

Accordingly, the invention provides a method of operating a computer attached to a network, having accessible at
least one page of data that includes a reference to code that can be retrieved over the network for execution at said
computer, characterised by the steps of: locating, associated with said reference, an identifier to information about said
code; and retrieving the information about the code.

Thus the computer can utilise the identifier to locate and retrieve information conceming the code. This information
may then be used in order to determine whether or not to run said code. For example, the information preferably states
the size of the code, and it may be decided that the code is too large to be downloaded within a reasonable time;
another possibility is that the information specifies that execution of the code requires hardware support features, such
as a video capture facility, which may not be installed at the client workstation. Such a determination may be explicitly
surfaced to the user, or may be performed automatically based on predetermined criteria (or a combination of both
automatic and user-prompted decision making could be adopted).

Other possible uses for the information about the code might include for audit purposes, perhaps in circumstances
where there is some royally payment attached to use of the code, or for simple informational purposes, such as providing
access 1o a copyright notice and licensing terms, and so on. Another alternative is to use the information to assist in
invoking the code itself. For example, if the code is encrypted, then the information may specify the algorithm needed
to decrypt the code before it can be invoked.

In the preferred embodiment, once the information about the code has been retrieved and stored and/or processed
as desired, the code itself is then retrieved over the network. Altematively, the code might be retrieved prior to retrieval
of the information about the code.

In the preferred embodiment, the at least one page of data is in htm! format, the reference comprises an APPLET
tag; and the identifier comprises one or more attributes within said APPLET tag. Preferably said reference and said
identifiers are in the form of Universal Resource Locators (URLs), with each reference and identifier being specified
in two parts, the first specifying server and directory, the second the actual file name. In this preferred embodiment,
the applet is downloaded in Java byte code form, for execution on a Java virtual machine at the client's workstation.
This represents the typical situation where the computer is running a Web browser, and said at least one page of data,
said code reference and said information are all accessible over the Internet.

It will be appreciated that since the specific APPLET tag is particularly associated with the Java language, it may
be replaced in some future standard with a more generalised tag (ie one that is regarded as more language-neutral),
although of course this would not affect the principle of the present invention. it will also be appreciated that in some
circumstances, said at least one page of data may contain little or nothing apart from the reference to the code, and
its associated identifier of the information (in other words, the primary or sole purpose of the page may be to access
the code).

In a preferred embodiment, the information conforms to the Management Information Format (MIF). This is a well-
known standard, and so is likely to be understood by the client trying to access the code. However, the information
could be stored in any format which the browser can understand and access. The MIF information is copied over the
network and then preferably loaded into the MIF database at the computer, where it can be interrogated by the browser
(or simply stored for audit purposes). Altematively, the MIF information may already be stored in a remote MIF database,
so that information about the code can be retrieved by remotely interrogating said database over the network. This
saves having to trandmit the whole MIF file over the network.

Thus the invention provides a mechanism for making available information about code which can be accessed
over the network. An alternative to the approach provided by the invention might be for example to have information
relating to code present in an htmi page itself, for example as additional attributes in the <APPLET> tag. However, this
would not only lead to the tags becoming potentially very large, but also each page which referenced a particular applet
would then have to contain a copy of this information. This is not only more expensive in terms of storage requirements,
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but also extremely difficult to maintain from a practical point of view, since changes to the applet have to be reflected
at multiple locations (indeed the owner of the code will generally be unaware of all the sites which reference that code).
Another alternative might be for the information about code to be identified within the code itself, so that on execution
the code initially brings up the relevant information. This strategy has the drawback that it requires the code to always
be at least partly executed. Thus it can be seen that the approach adopted by the present invention represents the
most powerful, flexible, and efficient way of making available information about code which can be accessed over the
network. )

The invention also provides a computer system, attachable to a network to access at least one page of data that
includes a reference to code that can be retrieved over the network for execution at said computer, characterised by:
means for locating, associated with said reference, an identifier to information about said code; and means for retrieving
the information about the code.

The invention further provides a computer program product for execution by a computer system attached to a
network to access at least one page of data that includes a reference to code that can be retrieved over the network
for execution at said computer system, said computer program product including: means for locating, associated with
said reference, an identifier to information about said code; and means for retrieving the information about the code.

The computer program product typically resides on a diskette or a CD-ROM, or alternatively may be stored on a
tape or hard disk of a server machine for downloading across the network, and in use is copied into the working memory
(typically RAM) of the computer system.

The invention further provides a Web browser for accessing at least one page of data on the World Wide Web that
includes a reference to applet code that can be retrieved over the Internet for execution at said computer, characterised
by: means for locating, associated with said reference, an identifier to information about said applet code; and means
for retrieving the information about the code.

The invention further provides a method of operating a server attached to a network, said method including steps
of: storing at least one page of data that includes a reference to code that can be retrieved over the network, and an
identifier associated with said reference to indicate the location of information stored about said code; receiving a
request over the network for said at least one page of data; and responsive to said request, transmitting said at least
one page of data.

A preferred embodiment of the invention will now be described in detail by way of example only with reference to
the following drawings:

Figure 1 is a simplified schematic diagram of a computer system;

Figure 2 is a simplified schematic diagram of the main software components on the computer system of Figure 1;
Figure 3 is a flowchart illustrating processing according to a first embodiment of the invention; and

Figure 4 is a flowchart illustrating processing according to a second embodiment of the invention.

Figure 1 is a simplified schematic diagram of a computer system 1, including a system unit 10, a display screen
12, a keyboard 14 and a mouse 16. The system unit includes a microprocessor 22, semi-conductor memory (ROM/
RAM) 24, a hard disk drive 28, and a bus over which data is transferred 26. A network adapter card 30 is provided,
which, in conjunction with link 32, enables the computer workstation to exchange data with the Internet 34. The com-
puter is essentially controlled by the microprocessor, based on software instructions loaded into ROM/RAM, typically
from the hard disk drive, or from the network. The system of Figure 1 may be any conventional workstation, such as
a Personal Computer machine or a RISC System/6000 computer, both available from IBM Corporation. Such systems
are very well-known in the art, and the skilled person is aware of great variety of possible system configurations: for
example, the system may include a CD-ROM, have multiple network adapter cards, use a telephone modem instead
of a network adapter card for the network connection, include audio systems, and so on. Such variations are not
pertinent to an understanding of the present invention.

Figure 2 illustrates the software components running on system 1, including the operating system 220 and Web
browser 210 (note that in some cases the browser may be incorporated into the operating system). As previously
discussed, the browser is responsible for accessing material over the Internet, and displaying or otherwise processing
the retrieved material as appropriate. One important feature of the browser is its ability to understand html commands.
The operating system 220, such as AlX or OS/2, both available from IBM Corporation is responsible for general system
management of the workstation. Included within the operating system is communication software 235 which allows
the workstation to interact with the Internet 34. As is well known in the art, such communications are based on the
TCP/IP protocol. The operating system also includes a Java virtual machine 225, which can interpret Java byte codes
in order to run Java applications. Note that in some cases the Java virtual machine may be provided as part of the
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browser. Also running in one embodiment on system 1 is Deskiop Management Interface (DMI) software 280 (which
also may be incorporated into the operating system 220). This will be described in more detail later.

System 1 and its software can be used to access and process WWW pages, including Java applets, in known
fashion, using the http protocol. An example of the html text in a Web page which references a Java applet is as follows:

<APPLET CODEBASE = "http://ncc.hursley.ibm.com/javainfo/classes®
CODE = °"Map.class"
WIDTH = 560
HEIGHT = 560

>

<param name = IMAGE value = "graphics/cup-bun.jpg*>

.<param name = MAP value = ®"java.map">

<param name = TYPE value = "NCSA® >

</APPLET>

Example 1

The browser interprets this html text as follows. In response to the <APPLET> and </APPLET> tags, the browser
retrieves the code which is located in file *Map.class® at the server and directory specified by “http://ncc.hursley.ibm.
com/javainfo/classes®. (As is well-known in html, tags of the form “</ox>" mark the end of information or data asso-
ciated with the preceding corresponding <xxx> tag). This processing is essentially the same as accessing any WWW
page from a URL. The browser then creates an applet context object. Associated with this are the values of HEIGHT
and WIDTH (known as attributes), which define the amount of screen which the applet needs for execution, and also
certain parameter values. These parameter values are listed in their own <PARAM> tags which specify the name and
value of the tag, and can be retrieved into the applet itself by the use of the Java getParameter method. Thus for
example TYPE is the name of a string variable in the Map.class applet, which is to be assigned the value *"NCSA".
Finally, the applet is.executed by creating an applet object using the parameter data previously stored in the applet
context object and then invoking the applet object using the Java Init() instruction.

As mentioned previously, some difficulties can arise with this known approach, for example, the Java applet may
require a more recent version of the Java virtual machine than is installed at the client. In this situation, if the client
tries to download and run the applet, he or she may discover that operation of the applet is limited or impossible.

The present invention overcomes this problem by expanding the information presented to the browser relating to
the applet. Thus, in accordance with the present invention, the html text of Example 1 would be modified as follows:

<APPLET CODEBASE = "http://ncc.hursley.ibm.com/javainfo/classes"®
CODE = “"Map.class®
MIFBASE= "http://ncc.hursley.ibm.com/javainfo/mifs®
MIF="Map.mif*
WIDTH = 560
HEIGHT = 560

>

<param name

IMAGE value = ®“graphics/cup-bun.jpg®>

<param name = MAP value = "java.map">

<param name = TYPE value = *"NCSA" >

</APPLET>
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Example 2

It will be noted that Example 2 is the same as Example 1, except for the addition of two new attributes into the
<APPLET> tag. The two attributes, MIFBASE and MIF, are analogous to the fields CODEBASE and CODE, in that
they specify a URL comprising a server/directory and file respectively. However, whereas CODEBASE and CODE
locate the actual code for the Java applet, MIFBASE and MIF locate a file containing information describing the applet.
This file may.reside on the same server and possibly in the same directory as the applet code itself, or may reside on
a completely different server.

In the preferred embodiment, the file containing the information describing the applet is in a particular format known
as the Management Information Format (MIF). This is a standard format developed by the DeskTop Management
TaskForce (DMTF) industry consortium as part of the Desktop Management Interface (DML). A short overview of DMTF
and MIF is given in "The DMI Waiting Game® by Daniel Begun, in the Computer Shopper, n8, v15, p608, August 1995,
and in "The End of the Balancing Act® by Barbara Gengler, in Intemetwork, n8, v6, p47, August 1995. More information
about MIF can be obtained from the DMTF at Hillsboro, Oregon, USA, or from their Web site, see in particular:

http://iwwww.dmtf.org/general_info/factsheet.html, and
http://wwww.dmtf.org/techlinks/white_papers.htmi

Briefly, a MIF file, which is in the form of plain text, comprises multiple groups. Certain standard groups have been
defined, some of which are mandatory, but user-defined groups are also permitted. Within each group is a list of named
attributes and their values. For example, one required group is "“ComponentID®, which has the attributes of Manufac-
turer, Product, Version, Serial Number, Installation (date and time), and Verify (whether the corresponding component
actually exists and is working). Referring back to Figure 2, a system supporting the DMI 280 has a MIF database 250,
and a service layer 240 (these may be provided as part of the machine operating system). Manageabls products (such
as software applications) add or update their respective MIF files into or in the MIF database via a Component Interface
(Cl) of the service layer, whilst management applications can query the MIF database for information about the man-
ageable applications via the Management Interface (M!) of the service layer. Samples of software MIF files plus further
descriptive material can be obtained from the following Web site:

http://iwww-uk.hpl.hp.com/people/arp/dmti/ver2. htm

The operation of the invention in one simple embodiment is shown schematically in Figure 3. Initially, the browser
software detects the presence of an <APPLET> tag (step 310), representing a reference to an applet to be downloaded
and executed. Next the browser looks for the MIFBASE and MIF attributes associated with the referenced applet (step
320). Assuming that these are located, the browser then accesses and retrieves the specified MIF fils (steps 330 and
340). The MIF file is then displayed to the user in a window (step 350), allowing the user to scroll through the MIF
information, and the user is prompted with a dialog box asking whether or not to continue with the applet (step 360).
Assuming that the MIF information is acceptable, the user can then download and invoke the applet (steps 370 and
380). However, if the MIF file reveals some problem, such as the applet being extremely large, or requiring a more
recent version of the Java virtual machine than is installed at the client, then the user has the option of effectively
aborting, thereby avoiding needlessly downloading or trying to run the applet.

Returning to step 320, if the MIF and MIFBASE attributes are not located, then an attempt is made to download
and invoke the applet directly. Note that this is also the path taken by a browser which does not recognise the MIF and
MIFBASE attributes, which would be the case with a prior art browser.

Although the approach shown in Figure 3 is relatively simple, it has the drawback that the user has to scan through
the MIF file itself. A more complex processing approach is depicted in the embodiment of Figure 4 (where we assume
that the APPLET tag does contain the MIF/MIFBASE attributes) . In this case, once the MIF information has been
retrieved (step 405) from the server, it is loaded into the MIF database on the computer system (410) via the component
interface (Cl) of the service layer. Then, the management interface (MI) of the service layer is used to read out the MIF
information from the MIF file (step 415). This interaction between the browser and the DMI is shown schematically in
Figure 2. :

The browser tests the MIF information against predetermined criteria (step 420), such as to determine whether
the version number of the target operating system (the Java virtual machine) is compatible with the version installed
at the client (note that the browser can use the DMI to retrieve only selected information from the MIF file, ignoring
attributes that are not needed for this testing). Unless the predetermined criteria are satisfied, processing of the applet
terminates, without the applet ever having been downloaded. There may be some criteria which are always or condi-
tionally surfaced to the user for a decision; for example, if the applet is larger than a certain size, the user may be
asked to confirm whether or not to continue (step 425), bearing in mind the length of time that may be required in order
to download the applet. Assuming that the predetermined criteria are satisfied (with any necessary user confirmation),
the applet is then downloaded (step 430). At this stage, further testing can be performed (step 435), typically for security
purposes. For example, it can be verified that the applet is the correct size, and checks made that certain bytes specified
in the MIF file properly match the content of the applet itself. Assuming that the predetermined criteria are once more
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satisfied (again subject to any necessary user confirmation at step 440), then the applet can now be invoked (step
445). Note that if the browser subsequently delstes the applet from the client system, then generally it should update
the MIF database accordingly. -

It will be appreciated that a great many variations are possible on the processing illustrated in Figures 3 and 4.
For example, the MIF file may simply be loaded into the MiF database (step 410) for audit purposes, without performing
any checking against predetermined criteria, or asking for user verification. Typically this would be done after the applet
has been downloaded (step 430), with the browser then attempting to invoke the applet (step 445), irrespective of the
content of the MIF file. Alternatively, some browsers may do the testing against predetermined criteria all automatically,
without any of the testing being surfaced to the user. Another possibility is that the MIF file could contain information
needed to execute the applet. For example, it has been contemplated that applets could be downloaded in encrypted
form, to reduce the possibility of tampering, in which case the MIF could be used to specify the algorithm needed to
decrypt the applet.

It is optional whether the MIF file is loaded into the MIF database, and if so, whether the browser obtains the MIF
information directly from the MIF file itself, or by using the MIF database. Loading the MIF file into the MIF database
may be useful for audit purposes, and also allows the browser to exploit the M for retrieving MIF information from the
MIF file. This avoids the need for the browser to have to parse the MIF file to retrieve the values of the various attributes.
However, if a large number of applets are downloaded onto the client machine, and have only a transitory existence
there before being executed and deleted, then in some circumstances it may be preferable to obtain the MIF information
directly from the MIF file itself, rather than having the overhead associated with interacting with the DMI.

Note that some of the MIF attributes discussed, such as size of the code, and version number of the target operating
system, are already present in standard DMI groups, whilst others, such as type of encryption used, would need to be
placed in user-defined groups. There are no firm limits on the type of information that can be contained within a MIF,
although clearly it is desirable to have a set of predefined attributes, preferably as part of the DMI standard, which most
or all browsers can interpret. It is also desirable that if a browser does not recognise particular attributes in this set,
then it is still able to invoke the associated applet where possible (this is somewhat analogous to the situation where
a browser does not recognise a particular html tag, but can still generally display the information on a page, even if
not in exactly the desired format). i

Inthe above embodiments, the MIF file is downloaded in its entirety for analysis at the client. However, an alternative
approach is to retrieve the information concemning the applet by interrogating the associated MIF file at a remote loca-
tion. In this case it is most likely that the MIF file is incorporated into a MIF database, so that the attributes MIF and
MIFBASE would typically be used to locate the DMI through which access to the MIF database is provided. This
arrangement is essentially the same as that shown in Figure 2, except that now the DMI 280 is located on a different
machine from operating system 220 and browser 210.

There are several possible mechanisms for obtaining this remote access to the DMI. For example, it is intended
that DMI itself should directly support such remote access via the Ml, although a fullimplementation of this is not directly
available yet. In this case, the processing might be similar to that shown in Figure 4, except that step 410 would be
omitted, and the retrieval of the MIF information in step 415 wquid be performed via the remote access facility. Alter-
natively, the browser could use the well-known Simple Network Management Protocol (SNMP) to remotely interrogate
the DMI, since DMI already supports this mechanism (the SNMP is described in *Internetworking with TCPAP, Volume
2°, by Douglas E Comer and David L Stevens, Prentice Hall, New Jersey, USA, 1991). Another possibility, which would
avoid the need for the browser to include SNMP support, would be to have MIF and MIFBASE identify an intermediary
program on the same machine as the MIF database. This intermediary would then receive requests in the http protocol
from the browser for MIF information, with the requests specifying the particular desired attribute(s), submit these
requests to the Mi of the DMI, and then return the response to the browser, again in the http protocol.

The use of the MIF information directly at the remote location may be more efficient than initially copying the MIF
information to the client, particularly if the browser is only interested in relatively few of the MIF attributes, since this
avoids the need for the whole MIF file to be transmitted across the network. Of course, with this approach the browser
would have to separately record any desired audit information.

It will be appreciated that although in the preceding description the identifier for the applet information has been
broken down into two components designated MIFBASE and MIF, the identifier could be represented in any suitable
form and under any appropriate name. Further, the information about the code need not be a MIF file, but could be in
adifferent format, such as the SNMP management information base (MIB) format, or any other suitable format defined
or specified by the user. Also, whilst the identifier in Example 2 is located within the APPLET tag itself, one could
introduce a separate tag located between the <APPLET> and </APPLET> tags (ie analogous to the <PARAM> tag)
in which to store the identifier. Of course, with all the above considerations, it is desirable to standardise on one particular
option, which can then be supported by most or all browsers.

Further, whilst in the embodiments described above, the code for reviewing and interpreting the MIF file has been
incorporated into the browser, this code could also form a separate program or object residing at the client, and known
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to the browser. Thus on retrieving the MIF file, the browser would pass the MIF file to the MIF interpreter program,
which would then analyze the filein the desired manner. For example, the interpreter program could simply open a
window to display the MIF file, and possibly also ask the user whether to continue, corresponding to steps 350 and
360 in Figure 3; or simply add the MIF file to the local MIF database for auditing purposes, or test the MIF file against
predetermined criteria. Where appropriate, the MIF interpreter program would return an appropriate response to the
browser, indicating whether or not it should proceed with execution of the applet.

Altematively, the MIF interpreter program could also be referenced by the Java virtual machine itself, which when
invoked to run an applet, initially runs the MIF interpreter program, for example to record use of the applet for auditing
purposes, or to ensure that the installed version of the virtual machine is compatible with that required for running the
applet. Thus the MIF interpreter would act as a form of preprocessor in the virtual machine, in a similar manner (and
immediately prior t0) the byte code validator which currently initially verifies byte codes passed to the virtual machine
for execution. In this approach the virtual machine preferably contains a hook to allow third party MIF interpreter pro-
grams to be bolted on to the virtual machine, although it would also be possible to incorporate that MIF interpreter
function into the virtual machine itself.

Additionally, although the preferred embodiment has been described primarily with reference to an otherwise con-
ventional computer workstation attached to the Internet, it will be appreciated that the invention is not so limited. For
example, the computer workstation might be replaced by a so-called network computer, or any other hardware which
is capable of receiving code over a network, such as a set-top box, a television Intemet access device, and so on.
Likewise, the relevant network may not be the Internet, but might be a corporate intranet (which typically uses Internet
protocols such as html, but which is detached from the Internet itself), or any other suitable network. Further, whilst
the code to be downloaded in the preferred embodiment comprises Java byte codes, this code might be in any appro-
priate language, and might be in a form either to be interpreted, for example by a virtual machine, as with Java, or to
be directly executed on the hardware of the client machine. In this case the MIF file could be used to verify that the
target operating system of the code to be downloaded maiches that installed at the client machine.

Claims
1. Amethod of operating a computer attached to a network, having accessible at least one page of data that includes
a reference to code that can be retrieved over the network for execution at said computer, characterised by the
steps of: :
locating, associated with said reference, an identifier to information about said code; and

retrieving the information about the code.

2. The method of claim 1, further comprising the step of utilising said information in order to determine whether or
not to run said code.

3. The method of claim 2, further comprising the step of presenting at least part of said information to the user of said
computer in order to allow said user to determine whether or not to run said code.

4. The method of claim 2 or 3, further comprising the step of comparing at least part of said information against one
or more predetermined criteria to determine whether or not to run said code.

5. The method of any preceding claim, wherein said at least one page of data is in html format.
6. The method of claim 5, wherein said reference comprises an APPLET tag.

7. The method of claim 6, wherein said identifier comprises one or more attributes within said APPLET tag.

" 8. The method of claim 7, wherein said identifier comprises a first attribute specifying the server and directory where

said information is located, and a second attribute specifying the name of a file containing the information.

9. The method of any preceding claim, wherein said computer runs a Web browser to access said at least one page
of data, and said reference is in the form of a Universal Resource Locator (URL).

10. The method of any preceding claim, wherein the information is stored in a file, and said step of retrieving the
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information about the codé comprises copying the file onto said computer.

The method of claim 10, wherein the information is stored in a form conforming to the Management Information
Format (MIF), and is loaded into the MIF database at the computer.

The method of claim 11, further comprising interrogating said MIF database to access the loaded MIF information.

The method of any of claims 1 to 9, wherein the information is stored in a remote database, and said step of
retrieving the information comprises remotely interrogating said database over the network.

. The method of any preceding claim, wherein said information includes the size of said code.

The method of any preceding claim, further comprising the steps of using said reference to retrieve the code over
the network and executing the retrieved code at the computer.

A computer system, attachable to a network to access at least one page of data that includes a reference to code
that can be retrieved over the network for execution at said computer, characterised by:

means for locating, associated with said reference, an identifier to information about said code; and
means for retrieving the information about the code.

A Web browser for accessing at least one page of data on the World Wide Web that includes a reference to applet
code that can be retrieved over the Internet for execution at said computer, characterised by:

means for locating, associated with said reference, an identifier to information about said applet code; and
means for retrieving the information about the code.

The browser of claim 17, wherein said reference comprises an APPLET tag, and said identifier comprises one or
more attributes within said APPLET tag.

A method of operating a server attached to a network, said method .including steps of:

storing at least one page of data that includes a reference to code that can be retrieved over the network, and
an identifier associated with said reference to indicate the location of information stored about said code;

receiving a request over the network for said at least one page of data;
and responsive to said request, transmitting said at least one page of data.

The method of claim 19, wherein said reference comprises an APPLET tag, and said identifier comprises one or
more attributes within said APPLET tag.
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Description
Field of the Invention

The present invention relates generally to data
communication networks such as the Internet and more
particularly to techniques for hosting network services
on a cluster of servers used to deliver data over a net-
work in response to client requests, where the cluster of
servers can be collectively identified by a client using a
single-address image.

Background of the Invention

With the explosive growth of the World Wide Web,
many popular Internet web sites are heavily loaded with
client requests. For example, it has been reported in S.
L. Garfinkel, *The Wizard of Netscape," Webserver
Magazine, July/August 1996, pp. 59-63, that home pag-
es of Netscape Communications receive more than 80
million client requests or *hits® per day. A single server
hosting a service is usually not sufficient to handle this
type of aggressive growth. As a result, clients may ex-
perience slow response times and may be unable to ac-
cess certain web sites. Upgrading the servers to more
powerful machines may not always be cost-effective.
Another common approach involves deploying a set of
machines, also known as a cluster, and configuring the
machines to work together to host a single service. Such
a server cluster should preferably publicize only one
server name for the entire cluster so that any configura-
tion change inside the cluster does not affect client ap-
plications. The World Wide Web and other portions of
the Intemet utilize an application-level protocol, known
as the Hypertext Transfer Protocol (HTTP), which is
based on a client/server architecture. The HTTP proto-
col is described in greater detail in *Hypertext Transter
Protocol -- HTTP/1.0,* Network Working Group, May
1996, <http://www.ics.uci.edu/pubfiett/http>, which is
incorporated by reference herein.

FIG. 1 illustrates an exemplary client/server archi-
tecture suitable for implementing HTTP-based network
services on the Intemet. A client 12 generates an HTTP
request for a particular service, such as a request for
information associated with a particular web site, and a
Transmission Control Protocol/Internet Protocol (TCP/
IP) connection is then established between the client 12
and a server 14 hosting the service. The client request
is delivered to the server 14 in this example via a TCP/
IP connection over a first network 16, a router 18 anda
second network 20. The first network 16 may be a wide
area communication network such as the Internet, while
the second network 20 may be an Ethemet or other type
of local area network (LAN) interconnecting server 14
with other servers in a server cluster. The router 18, also
referred to as a gateway, performs a.relaying function
betwaen the first and second networks which is trans-
parent to the client 12.
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The client request is generated by a web browser
or other application-layer program operating in an appli-
cation layer 22-1 of the client 12, and is responded to
by a file transfer system or other program in an applica-
tion layer 22-2 of the server 14. The requested network
sarvice may be designated by a Unifonn Resource Lo-
cator (URL) which includes a domain name identifying
the server 14 or a corresponding server cluster hosting
the service. The application-level program of the client
12 initiates the TCP/IP connection by requesting a local
or remote Domain Name Service (DNS) to map the serv-
erdomain nameto an IP address. The TCP and IP pack-
et routing functions in client 12 and server 14 are pro-
vided in respective TCP layers 24-1, 24-2 and IP layers
26-1, 26-2. The TCP and IP layers are generally asso-
ciated with the transport and network layers, respective-
ly, of the well-known Open Systems Interconnection
(OSI) modsl. The TCP layers 24-1, 24-2 process TCP
packets of the client request and server response. The
TCP packets each include a TCP header identifying a
port number of the TCP connection between the client
12 and server 14. The IP layers 26-1, 26-2 process {P
packets formed from the TCP packets of the TCP layers.
The IP packets each include an IP header identifying an
IP address of the TCP/IP connection between the client
12 and server 14.

The IP address for a given network service may be
determined, as noted above, by the client accessing a
conventional DNS. The IP layer 26-1 of the client 12 us-
es the resulting IP address as a destination address in
the IP packet headers of client request packets. The IP
address together with the TCP port number provide the

- complete 1ransport address for the HTTP server proc-

ess. The client 12 and server 14 also include data link
and physical layers 28-1 for performing framing and oth-
er operations to configure client request or reply packets
for transmission over the networks 16 and 20. The router
18 includes data link and physical layers 28-3 for con-
verting client request and server reply packets to IP for-
mat, and an IP layer 26-3 for performing packet routing
based on IP addresses. The server 14 responds to a
given client request by supplying the requested informa-
tion over the established TCP/IP connsction in a number
of reply packets. The TCP/IP connection is then closed.

There are many known techniques for distributing
HTTP client requests to a cluster of servers. FIGS. 2
and S illustrate server-side single-IP-address image ap-
proaches which present a single IP address to the cli-
ents. An example of this approach is the TCP router ap-
proach described in D.M. Dias, W. Kish, R. Mukherjee
and R. Tewari, A Scalable and Highly Available Web
Server," Proceedings of COMPCON 'S6, pp. 85-92,
1986, which is incorporated by reference herein. FIG. 2
illustrates the TCP router approach in which a client 12
establishes a TCP/IP connection over Intermnet 30 with
a server-side router 32 having an |P address RA. The
router 32 is connected via a LAN 36 to a server cluster
34 including N servers 14-i,i=1, 2, ... N, having respec-
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tive IP addresses S1, S2, ... SN. Each server of the clus-
ter 34 generally provides access to the same set of con-
tents, and the contents may be replicated on a local disk
of each server, shared on a network file system, or
served by a distributed file system.

The single-address image is achieved by publiciz-
ing the address RA of the server-side router 32 to the
clients via the DNS. The client 12 therefore uses RA as
a destination IP address in its request. The request is
directed to the router 32, which then dispatches the re-
quest to a selected server 14-k of server cluster 34
based on load characteristics, as indicated by the
dashed line connecting client 12to server 14-kvia router
32. The router 32 performs this dispatching function by
changing the destination |P address of each incoming

IP packet of a given client request from the router ad-_
dress RA to the address Sk of selected server 14-k. The -

selected server 14-k responds to the client request by
sending reply packets over the established TCP/IP con-
nection, as indicated by the dashed line connecting
server 14-k to client 12. In order to make the TCP/IP
connection appear seamless to the client 12, the select-
ed server 14-kchanges the source IP address in its reply
packets from its address Sk to the router address RA.
The advantages of this approach are that it does not in-
crease the number of TCP connections, and it is totally
transparent to the clients. Howsver, since the above-
noted source IP address change is performed at the IP
layer in a given server, the kemel code of every server
inthe cluster has to be modified to implement this mech-
anism A proposed hybrid of the DNS approach and the
TCP router approach, in which a DNS server selects one
of several clusters of servers using a round-robin tech-
nique, suffers from the same problem. »

FIG. 3 illustrates a server-side single-address im-
age approach known as network address translation, as
described in greater detail in E. Anderson, D. Patterson
and E. Brewer, "The Magicrouter, an Application of Fast
Packet Interposing,” Symposium on Operating Systems
Design and Implementation, OSDI, 1996, <http://www,
cs.berkeley.edu/~eanders/magicrouter/  osdi96-mr-
submission.ps>, and Cisco Local Director, <http://www.
cisco.com/warp/public/ 751/lodir/index.html>, which are
incorporated by reference herein. As in the TCP router
approach of FIG. 2, the client 12 uses the router address
RA as a destination |P address in a client request, and
the router 32 dispatches the request to a selected server
14-k by changing the destination IP address of each in-
coming request packet from the router address RA to
the address Sk of selected server 14-k. However, in the
network address translation approach, the source |P ad-
dresses in the reply packets from the selected server
14-k.are changed not by server 14-k as in FIG. 2, but
are instead changed by the router 32. The reply packet
flow indicated by a dashed line in FIG. 2 thus passes
from server 14-k to client 12 via router 32.

Compared to the TCP router approach of FIG. 2,
network address translation has the advantage of server
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transparency. That is, no specific changes to the kemel
code of the servers are required to implement the tech-
nique. However, both the TCP router and network ad-
dress translation approaches require that the destina-
tion address in a request packet header be changed to
a server address so that the server can accept the re-
quest. These approaches also require that the source
address in a reply packet header be changed to the rout- -
or address so that the client can accept the reply. These
changes introduce additional processing overhead and
unduly complicate the packet delivery process. In addi-
tion, because of the address changes, the above-de-
scribed single-address image approaches may not be
suitable for use with protocols that utilize IP addresses
within an application, such as that described in K.
Egevang and P. Francis, “The IP Network Address
Translator,” Network Working Group, RFC 1631, <http:
/lwww.satety.net/ ic1631.txt>, which is incorporated by
reference herein. Furthermore, in both the TCP router
and network address translation approaches, the router
32 needs to store an 1P address mapping for every IP
connection. Upon receiving an incoming packet associ-
ated with an existing TCP connection, the router has to
search through all of the mappings to determine which
server the packet should be forwarded to. The router
itself may therefore become a bottleneck under heavy
load conditions, necessitating the use of a more com-
plex hardware design, as in the above-cited Cisco Local
Director.

It is therefore apparent that a need exists for im-
proved techniques for hosting a network service on a
cluster of servers while presenting a single-address im-
age to the clients, without the problems associated with
the above-described conventional approaches.

Summary of the Invention

The present invention provides methods and appa-
ratus for hosting a network service on a cluster of serv-
ers. All of the servers in a server cluster configured in
accordance with the invention may be designated by a
single cluster address which is assigned as a secondary
address to each server. All client requests for a web site
or other network service associated with the cluster ad-
dress are sent to the server cluster, and a dispatching
mechanism is used to ensure that each client request is
processed by only one server in the cluster. The dis-
patching may be configured to operate without increas-
ing the number of TCP/IP connections required for each
client request. The invention evenly distributes the client
request load among the various servers of the cluster,
masks the failure of any server or servers of the cluster
by distributing client requests to the remaining servers
without bringing down the service, and pemits addition-
al servers to be added to the cluster without bringing
down the service. Although well-suited for use in hosting
web site services, the techniques of the present inven-
tion may also be used to support a wide variety of other
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server applications. .

In an exemplary embodiment of the invention, a net-
work service is hosted by a server cluster in which each
server includes a primary |P address and a secondary

IP address. A common cluster address is assigned as

the secondary IP address for each of the servers. The
cluster address may be an IP address which does not
correspond to a primary |P address of any of the servers.
In UNIX-based servers, the cluster address may be as-
signed as the secondary address for a given server us-
ing an ifconfig alias option. If a given server includes
multiple network interface cards, the cluster address
may be assigned to one of the network interface cards
using a UNIX ifeonfig command without the alias option,
or other similar technique. A router is coupled to a local
network of the server cluster and is also coupled via the
Intemet to a client. The router receives client requests
from the Internet, and uses a dispatching technique to
direct client requests having the cluster address as a
destination. The client requests are dispatched such
that each of the requests is processed by only one of
the servers in the cluster. The dispatching function may
be based on the result of applying a hash function to an
IP address of the given client. A suitable hash function
may be determined using an analysis of a distribution of
client IP addresses in an access log associated with one
or more of the servers. In the event that a server has
failed, the hash function may be reapplied to the client
IP address to identify another server.

Twoillustrative dispatching techniques for providing
a single-address image for a server cluster in accord-
ance with the invention include routing-based dispatch-
ing and broadcast-based dispatching. In the routing-
based technique, a dispatcher is coupled to the router
and to a local network of the server cluster. The router
directs client requests having the cluster address to the
dispatcher, and the dispatcher selects a particular one
of the servers to process a given client request based
on the result of applying a hash function to the client
address. In the broadcast-based technique, the router
broadcasts client requests having the cluster address to
each of the servers over the local network of the server
cluster. Each of the servers implements a filtering rou-
tine to ensure that each client request is processed by
only one of the servers. The filtering routine may involve
applying a hash function to the client IP address asso-
ciated with a given client request, and comparing the
result to a server identifier to determine whether that
server should process the client request.

The techniques of the present invention provide fast
dispatching and can be implemented with reduced cost
and complexity. The techniques are suitable for use in
TCP/IP networks as well as networks based on a variety
of other standards and protocols. Unlike the convention-
al single-address image approaches, the present inven-
tion does not require that a destination address in a re-
quest packet header be changed to a server address so
that the server can accept the request, or that a source
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address in a reply packet header be changed to the rout-
er address so that the client can accept the reply. In ad-
dition, the router need not store an IP address mapping
for every IP connection, nor is it required to search
through such a mapping to dstermine which server a
packet should be forwarded to. The router itself will
therefore not become a bottleneck under heavy load
conditions, and special router hardware designs are not
required. These and other features and advantages of
the present invention will become more apparent from
the accompanying drawings and the following detailed
description.

Brief Description of the Drawings

FIG. 1 is a block diagram illustrating a conventional
client-server interconnection in accordance with the
TCP/IP standard,

FIG. 2 illustrates a prior art TCP router technique
for hosting a network service on a cluster of servers;
FIG. 3 illustrates a prior art network address trans-
lation technique for hosting a network service on a
cluster of servers; .

FIG. 4 illustrates a technique for hosting a network
service on a cluster of servers using routing-based
dispatching in accordance with an exemplary em-
bodiment of the invention; and
'FIG. 5 illustrates a technique for hosting a network
service on a cluster of servers using broadcast-
based dispatching in accordance with another ex-
emplary embodiment of the invention.

Detalled Description of the Invention

The present invention will be illustrated below in
conjunction with exemplary client/ server connections
established over the Internet to a server cluster using
the Transmission Contro! Protocolinternet Protocol
(TCP/IP) standard. It should be understood, however,
that the invention is not limited to use with any particular
type of network or network communication protocol. The
disclosed techniques are suitable for use with a wide
variety of other networks and protocols. The term “serv-
ercluster® as used herein refers to a group or set of serv-
ers interconnected or otherwise configured to host a net-
work service. The terms “cluster address® and *single-
address image” refer generally to an address associat-
ed with a group of servers configured to support a net-
work service or services. A "ghost |P address® is one
type of cluster address in the form of an IP address
which is not used as a primary address for any server
of a given server cluster. The term “network service® is
intended to include web sites, Intemet sites and data
delivery services, as well as any other data transfer
-mechanism accessible by a client over a network. The
term "client request® refers to a communication from a
client which initiates the network service. A given client
request may include multiple packets or only a single
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packet, depending on the nature of the request.

The present invention provides an improved single-
address image approach to distributing client requests
to servers of a server cluster. In a preferred embodi-
ment, the invention allows all servers of a server cluster
to share a single common |IP address as a secondary
address. The secondary address is also referred to
herein as a cluster address, and may be established us-
ing an ifconfig alias option available on most UNIX-
based systems, or similar techniques available on other
systems. The cluster address may be publicized to cli-
ents using the above-noted Domain Name Service
(DNS) which translates domain names associated with
Uniform Resource Locators (URLs) to IP addresses. All
client requests to be directed to a service hosted by the
server cluster are sent to the single cluster address, and
dispatched to a selected one of the servers using rout-
ing-based or broadcast-based dispatching techniques
to be described in greater detail below. Once a server
is selected, future request packets associated with the
same client request may be directed to the same server.
All other communications within the server cluster may
utilize primary IP addresses of the servers.

The above-noted ifconfig alias option is typically
used to allow a single server to serve more than one
domain name. For example, the ifconfig alias option al-
lows a single server to attach multiple |P addresses, and
thus multiple domain names, to a single network inter-
face, as described in "Two Servers, One Interface” <ht-
tp://iwww.thesphere.com/~dlp/TwoServers/>, which is
incorporated by reference herein. Client requests direct-
ed to any of the multiple domain names can then be
serviced by the same server. The server determines
which domain name a given request is associated with
by examining the destination address in the request
packet. The present invention utilizes the ifconfig alias
option to allow two servers to share the same IP ad-
dress. Normally, two servers cannot share the same P
address because such an arrangement would cause
any packet destined for the shared address to be ac-
cepted and responded to by both servers, confusing the
client and possibly leading to a connection reset. There-
fore, before a server is permitted to attach a new IP ad-
dress to its network interface, a check may be made to
ensure that no other server on the same local area net-
work (LAN) is using that IP address. If a duplicate ad-
dress is found, both servers are informed and wamings
are issued. The routing-based or broadcast-based dis-
patching of the present invention ensures that every
packet is processed by only one server of the cluster,
such that the above-noted warnings do not create a
problem.

An altemative technique for assigning a secondary
address to a given server of a server cluster in accord-
ance with the invention involves configuring the given

server to include multiple network interface cards such -

that a different address can be assighsd to each of the
network interface cards. For example, in a UNIX-based
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system, conventional ifconfig commands may be used,
without the above-described alias option, to assign a pri-
mary IP address to one of the network interface cards
and a secondary |P address to another of the network
interface cards. The secondary IP address is also as-
signed as a secondary |P address to the remaining serv-
ers in the cluster, and used as a cluster address for di-
recting client requests to the cluster.

The exemplary embodiments of the present inven-
tion to be described below utilize dispatching techniques
in which servers are selected based on a hash value of
the client IP address. The hash value may be generated
by applying a hash function to the client IP address, or
by applying another suitable function to generate ahash
value from the client IP address. For example, given N
servers and a packet from a client having a client ad-
dress CA, a dispatching function in accordance with the
invention may compute a hash value k as CA mod (N-
1) and select server k to process the packet. This en-
sures that all request or reply packets of the same TCP/
IP connection are directed to the same server in the
server cluster. A suitable hash function may be deter-
mined by analyzing a distribution of client IP addresses
in actual access logs associated with the servers such
that client requests are approximately evenly distributed
to all servers. When a server in the cluster fails, the sub-
set of clients assigned to that server will not be able to
connect to it. The present invention addresses this po-
tential problem by dynamically modifying the dispatch-
ingfunction upon detection of a serverfailure. if the hash
value of agiven client |P address maps to the failed serv-
er, the client IP address is rehashed to map to a non-
failed server, and the connections of the remaining cli-
ents are not affected by the failure.

FIG. 4 illustrates a routing-based dispatching tech-
nique in accordance with the present invention. Solid
lines indicate network connections, while dashed lines
show the path of an exemplary client request and the
corresponding reply. A client 52 sends a client request
to a server cluster 54 including N servers 54-i,i=1,2, ...
N having IP addresses S1, S2, ... SN and interconnect-
ed by an Ethernet or other type of LAN §6. The client
request is formulated in accordance with the above-de-
scribed HTTP protocol, and may include a URL with a
domain name associated with a web site or other net-
work service hosted by the server cluster 54. The client
accesses a DNS to determine an IP address for the do-
main name of the service, and then uses the {P address
to establish a TCP/IP connection for communicating
with one of the servers 54-i of the server cluster 54. In
accordance with the invention, a "ghost” IP address is
publicized to the DNS as a cluster address for the server
cluster 54. The ghost IP address is selected such that
none of the servers 54-i of cluster 54 has that |IP address
as its primary address. Therefore, any request packets
directed to the ghost IP address are associated with cli-
ent requests for the service of the single-address image
cluster 54. The use of the ghost IP addrass thus distin-
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guishes a network service hosted by the cluster from
activities of the servers 54-i which utilize the primary

server addresses, and prevents interference with these

primary address activities. .

The client 52 uses the ghost |P address as a cluste
address for directing its request to the server cluster 54.
The request is directed over Internet 60 to a router 62
having an IP address RA. The router 62 includes a rout-
ing table having an entry or record directing any incom-
ing request packets having the ghost IP address to a
dispatcher 64 connected to the LAN 56. The dispatcher
64 includes an operating system configured to run in a
router mods, using a routing algorithm which performs
the dispatching described herein. In altemative embod-
iments, the functions of the dispatcher 64 could be in-
corporated into the router 62 in order to provide addi-
tional efficiency improvements. Each of the servers 54-i
of the cluster 54 utilizes the above-described ifeonfig ali-
as option to set the ghost IP address as their secondary
address. As noted above, this technique for setting a
secondary address for each of the servers 54-i generally
does not require any alteration of the kemel code run-
ning on the servers. In altemative embodiments, one or
more of the servers 54-i may be configured to include
multiple network interface cards, as previously noted,
such that a different address can be assigned to each
of the network interface cards of a given server using a
UNIX ifconfig command or other similar technique.

The router 62 routes any packets having the ghost
IP address to the dispatcher 64 in accordance with the
above-noted routing table record. The dispatcher 64
then applies a hash function to the client IP address in
agivenrequest packet to determine which of the servers
54-ithe given packet should be routed to. Inthe example
illustrated in FIG. 4, the dispatcher 64 applies a hash
function to the IP address of client 52 and determines
that the corresponding request packet should be routed
to server 54-2 at IP address S2. The dispatcher 64 then
routes the request packet to the server 54-2 over LAN
56, as indicated by the dashed line, using the primary
address S2 of server 54-2 to distinguish it from the other
servers of cluster 54. After the network interface of serv-
er 54-2 accepts the packet, all higher level processing
may be based on the ghost IP address because that is
the destination address in the packet IP header and pos-
sibly in the application-layer packet contents. After
processing the request, the server 54-2 replies directly
to the client 52 via router 62 over the established TCP/
IP connection, using the ghost IP address, and without
passing through the dispatcher 64.

It should be noted that when a request packet des-
tined for the ghost IP address is received by the network
interface of dispatcher 64 and placed back onto the
same network interface for delivery to one of the servers
54-i over LAN 56, it may cause an Intemet control mes-
sage protocol (ICMP) host redirect message to be sent
to the router 62. This ICMP message is designed to di-
rect the router 62 to update its routing table such that
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any future packets having the ghost P address can by-
pass the dispatcher 64 and go directly to the destination
server, as described in greater detail in W.R. Stevens,
TCP/IP lllustrated, Vol. 1, Ch. 6, pp. 69-83, which is in-
corporated by reference herein. However, this effect is
undesirable in the routing technique of FIG. 4 because
the dispatcher 64 performs the server selection process
as previously described. It therefore may be necessary
to suppress the ICMP host redirect message for the
ghost IP address by, for example, removing or altering
the corresponding operating system code in the dis-
patcher. In'the above-mentioned altemative embodi-
ments in which the dispatching function is implemented
within the router 62, the ICMP redirect message is not
generated and therefore need not be suppressed. An-
other potential problem may arise when a reply packet
is sent back to the client 52 from the selected server
54-2 with the ghost IP address, in that it may cause the
router 62 to associate, in its Address Resolution Proto-
col (ARP) cache, the ghost |P address with the LAN ad-
dress of the selected server. The operation of the ARP
cache is described in greater detail in W.R. Stevens,
TCP/IP lllustrated, Vol. 1, Chs. 4 and 5, pp. 53-68, which
is incorporated by reference herein. The illustrative em-
bodiment of FIG. 4 avoids this problem by automatically
Touting the request packets to the dispatcher 64, and
then dispatching based on the server primary IP ad-
dress, such that the router ARP cache is not used.
FIG. 5 illustrates a broadcast-based dispatching
technique in accordance with the present invention.
Again, solid lines indicate network connections, while
dashed lines show the path of an exemplary client re-
quest and the corresponding reply. As in the FIG. 4 rout-
ing-based embodiment, client 52 sends a client request
to server cluster 54 including N servers 54-i,i=1, 2, ...
N connected to LAN 56 and having IP addresses S1,
S2, ... SN. The client 52 uses the above-described ghost
address as a cluster address for directing its request to
the server cluster 54. The request is directed over Inter-
net 60 to a router 70 having an IP address RA.The rout-
er 70 broadcasts any incoming request packets having
the ghost IP address to the LAN 56 interconnecting the
servers 54-i of the server cluster 54, such that the re-
quest packet is received by each of the servers 54-i.
Each of the servers 54-i of the cluster 54 imple-
ments a filtering routine in order to ensure that only one
of the servers 54-i processes a given client request. The
filtering routine may be added to a device driver of each
of the servers 54-i. In an exemplary implementation,
each of the servers 54-i is assigned a unique identifica-
tion (ID) number. The filtering routine of a given server
54-i computes a hash value of the client IP address and
compares it to the ID number of the given server. If the
hash value and the ID number do not match, the filtering
routine of the given server rejects the packst. If the hash
value and the ID number do match, the given server ac-
cepts and processes the packet as if it had received the
packet through a conventional IP routing mechanism. In
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the illustrative example of FIG. 5, a packet associated
with request from client 52 is broadcast by the router 70
to each of the servers 54-i of the server cluster 54 over
the LAN 56 as previously noted. The filtering routine of
sarver 54-2 generates a hash value of the client IP ad-
dress which matches the unique ID number associated
with server 14-2, and server 14-2 therefore accepts and
processes the packet. The filtering routines of the N-1
other servers 54-i each indicate no match between the
client IP address and the corresponding server ID
number, and therefore discard the broadcast packet.
The reply packets are sent back to the client 52 via rout-
er 70, as indicated by the dashed lines, using the ghost
IP address.

The broadcast-based dispatching technique of FIG.
5 may be implemented using a permanent ARP.entry
within the router 70, to associate the ghost IP address
with the Ethemet or other local network broadcast ad-
dress associated with LAN 56 of the cluster 54. A po-
tential problem is that any reply packet from a selected
server appears to be coming from the ghost IP address,
and may therefore cause the router 70 to overwrite the
entry in its ARP cache such that the ghost IP address is
associated with the LAN address of the selected server.
This potential problem may be addressed by setting up
arouting table entry in the router 70 to direct all packets
having a ghost IP destination address to a second ghost
IP address which is a legal subnet address in the LAN
56 of the server cluster 54 but is not used by any server.
In addition, an entry is inserted in the ARP cache of the
router 70 to associate the second ghost IP address with
the broadcast address of the LAN 56. When the router
70 routes a packet to the second ghost IP address, it
will then actually broadcast the packet to each of the
servers 54-i of the cluster 54. Since no reply packet is
sent fromthe second ghost |P address, the correspond-
ing entry of the router ARP cache will remain un-
changed. Another potential problem is that some oper-
ating systems, such as the NetBSD operating system,
do not allow a TCP packet to be processed if it is re-
ceived from a broadcast address. This potential problem
may be avoided by a suitable modification to the broad-
cast address in the LAN packet header attached to the
packet.

The routing-based and broadcast-based dispatch-
ing techniques described in conjunction with FIGS. 4
and 5 above have been implemented on a cluster of Sun
SPARC workstations. The NetBSD operating system,
as described in NetBSD Project, <http:/www. NetBSD.
org>, was used to provide any needed kernel code mod-
ifications. The dispatching overhead associated with
both techniques is minimal because the packet dis-
patching is based on simple IP address hashing, without
the need for storing or searching any address-mapping
information. In the routing-based dispatching technique,
the additional routing step in the dispatcher 64 typically
adds a delay of about 1 to 2 msecs to the TCP round-
trip time of each incoming request packet. A study in W.
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R. Stevens, TCP/IP lllustrated, Volume 3, pp. 185-186,
which is incorporated by reference herein, indicates that
the median TCP round-trip time is 187 msecs. The ad-
ditional delay attributable to the routing-based dispatch-
ing is therefore negligible. Although the additional rout-
ing step for every request packet sent to the ghost IP
address may increase the traffic in the LAN of the server
cluster, the size of a request in many important applica-
tions is typically much smaller than that of the corre-
sponding response, which is dslivered directly to the cli-
ent without the additional routing. In the broadcast-
based dispatching technique, the broadcasting of each
incoming request packet on the LAN of the server clus-
ter does not substantially increase network traffic. Al-
though a hash value is computed for each incoming
packet having the ghost IP destination address, which
increases the CPU load of each server, this additional
computation overhead is negligible relative to the corre-
sponding communication delay.

Both the routing-based and broadcast-based dis-
patching techniques of the present invention are scala-
ble to support relatively large numbers of servers. Al-
though the dispatcher in the routing-based technique
could present a potential bottleneck in certain applica-
tions, a study in the above-cited D.M. Dias et al. refer-
ence indicates that a single dispatcher can support up
to 75 server nodes, which is sufficient support for many
practical systems. The number of servers supported
may be even higher with the present invention given that
the routing-based dispatching functions described here-
in are generally simpler than those in the D.M. Dias et
al. reference. It should also be noted that additional scal-
ability can be obtained by combining the routing-based
dispatching of the present invention with a DNS round-
robin technique. For example, a DNS server may be
used to map a domain name to one of a number of dif-
ferent ghost IP addresses belonging to different server
clusters using a round-robin technique. In the broad-
cast-based dispatching technique, there is no potential
dispatching bottleneck, although the device drivers or
other portions of the servers may need to be modified
to provide the above-described filtering routines.

The routing-based and broadcast-based dispatch-
ing of the present invention can also provide load bal-
ancing and failure handling capabilities. For example,
given N servers and a packet from client address CA,
the above-described routing-based dispatching function
may compute a hash value kas CAmod (N-1)and select
server k to process the packet. More sophisticated dis-
patching functions can also be used, and may involve
analyzing the actual service access log to provide more
effective load balancing. In order to detect failures, each
server may be monitored by a watchdog daemon such
as the walchd daemon described in greater detail in Y.
Huangand C. Kintala, “Software Implemented Fault Tol-
erance: Technologies and Experience,* Proceedings of
the 239 Intemational Symposium on Fault-Tolerant
Computing - FTCS, Toulouse, France, pp. 2-9, June
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1993, which is incorporated by reference herein. When
a server fails, the corresponding watchd daemon initi-
ates a change of the dispatching function to mask the
failure and rebalance the load. A system call interface
may be implemented to allow the dispatching function
to be changed while the servers remain on-line. In rout-
ing-based dispatching, the watchd daemon may notify
the dispatcher to change the dispatching function, while
in broadcast-based dispatching, all servers may be no-
tified to modify their filtering routines. For example, if a
server k fails, the new dispatching function may check
to see if the hash value CA mod N equals k. If it does,
a new hash value j = CA mod (N-1) is computed. If jis
less than k, the packet goes to server j. Otherwise, the
packet goes to server j+1. This technique does not affect
the clients of non-failed servers, reassigns the clients of
the failed server evenly to the remaining servers, and
can be readily extended to handle multiple server fail-
ures. Additional servers can be added to the cluster
without bringing down the service by changing the dis-
patching function from CA mod Nto CA mod (N+1).

In routing-based dispatching, the dispatcher may
become a single point of failure, and therefore should
also be monitored by a watchd daemon or other suitable
failure monitoring mechanism. Upon detecting a failure,
the watchd daemon may trigger a transfer of the dis-
patching function from the primary dispatcher to a back-
up dispatcher, and then direct the router to change the

entry in its routing table such that future incoming re- -

quest packets are routed to -the backup dispatcher.
Since nomapping table is maintained by the primary dis-
patcher, this approach is substantially stateless. Proper
routing may be ensured by simply utilizing consistent
routing functions in the primary and backup dispatchers,
without the substantial additional costs associated with
mapping-based approaches.

The use of the ifconfig alias option or other similar
technique to provide a single-address image fora server
cluster provides a number of advantages over the con-
ventional techniques described previously. For exam-
ple, it avoids the need to changs the destination address
in a request packet header so that a particular server
can accept the request, and the need to change the
source address in a reply packet header to the cluster
address so that the client can accept the reply. With the
single-address image approach of the present inven-
tion, all servers can accept and respond to packets hav-
ing the cluster address, so that the addresses in the re-
quest and reply packet headers do not need to be mod-
ified. Since the single-image approach of the presentin-
vention does not require alternation of the packet ad-
dresses, it is suitable for use with a wide variety of pro-
tocols, including those protecols which utilize IP ad-
dresses within an application program. In addition, the
single-address image approach of the present invention
does not require a router to store or to search through
a potentially large number of IP address mappings in
order to determine which cluster server should receive
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a request packet. The invention thus effectively re-
moves the possibility that the router may become a bot-
tleneck under heavy load conditions.

The above-described embodiments of the invention
are intended tobeillustrative only. Numerous altemative
smbodiments may be devised by those skilled in the art
without departing from the scope of the following claims.

Claims

1. A method of routing client requests to a plurality of
servers configured to support a network service
over a communication network, each of the servers
having a primary address, the method comprising
the stepsof.

assigning a common address as a secondary
address for each of the plurality of servers; and
processing client requests directed to the com-
mon address such that each of the requests is
processed by a particular one of the. plurality of
servers.

2. The method of claim 1 wherein the network utilizes
a TCPAP protocol and the primary and secondary
addresses are primary and secondary |P address-
es, respectively.

3. The method of claim-2 wherein the common ad-
dress is an |P address which does not correspond
toaprimary IP address of any of the plurality of serv-
ers.

4. The method of any of the preceding claims wherein
at least one of the plurality of servers is a UNIX-
based server including multiple network interface
cards, and the assigning step includes assigning
the common address for the at least one server us-
ing an ifconfig command..

§. The method of any of claims 1 to 3 wherein the plu-
rality of servers are UNIX-based servers, and the
assigning step includes assigning the common ad-
dress utilizing an ifconfig alias option for at least a
subset of the plurality of servers.

6. The method of any of the preceding claims wherein
the processing step includes the step of dispatching
a request of a given client to one of the plurality of
servers based on application of a hash function to
an |P address of the given client.

7. The method of claim 6 wherein the hash function is
determined based on an analysis of a distribution
of client IP addresses in an access log associated
with one or more of the servers.
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The method of claim 6 wherein the dispatching step
includes reapplying the hash function to the client

IP address to identify another servers if a server '

identified as a results of a previous application of
the hash function has failed.

The method of any of claims 1 to 5 wherein the
processing step includes the steps of:

routing client requests directed to the common
address to a dispatcher connected to a local
network associated with the plurality of servers;
and

selecting a particular one of the servers to proc-
ess a given client request based on application
of a hash function to a corresponding client ad-
dress in the dispatcher.

The method of any of claims 1 to 5 wherein the
processing step includes the steps of:

broadcasting a given client fequest directed to
the common address to each of the plurality of
servers over a local network associated with
the servers; and

implementing a filtering routine in each of the
plurality of servers so that the given client re-
quest is processed by only one of the servers.

The method of claim 10 wherein the implementing
step includes the steps of:

applying a hash function to a client IP address
associated with the given client request; and
comparing the result of the applying step to an
identifier of a particular server to determine
whether that server should process the given
client request.

An apparatus for routing client requests toa plurality
of servers configured to support a network service
over a communication network, each of the servers

having a primary address, the apparatus compris-

ing:

means for assigning a common address as a
secondary address for each of the plurality of
servers; and

means for processing client requests directed
to the common address such that each of the
requests is processed by a particular one of the
plurality of servers.

The apparatus of claim 12 wherein the processing
means is operative to dispatch a request of a given
client to one of the plurality of servers based on ap-
plication of a hash function to an IP address of the
given client.
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The apparatus of claim 13 wherein the hash func-
tion is determined based on an analysis of a distri-
bution of client IP addresses in an access log asso-
ciated with one or more of the servers.

The apparatus of claim 13 wherein the processing
means is further operative to reapply the hash func-
tion tothe client IP address to identify another serv-
er if a server identified as a result of a previous ap-
plication of the hash function has failed.

The apparatus of any of claims 12to 15 wherein the
processing means further includes a dispatcher
connected to a local network associated with the
plurality of servers, wherein the dispatcher is oper-
ative to receive client requests directed to the com-
mon address, and to select a particular one of the
servers 1o process a given client request based on
application of a hash function to a corresponding
client address. i

The apparatus of any of claims 12to 15 wherein the
processing means further includes:

means for broadcasting a given client request
directed to the common address to each of the
plurality of servers over a local network associ-
ated with the servers; and

means for filtering the given client request in
each of the plurality of servers so that the given
client request is processed by only one of the
servers.

The apparatus of claim 17 wherein the filtering
means is operative to apply a hash funétion to a cli-
ent IP address associated with the given client re-
quest, and to compare the result of the applying
step to an identifier of a particular server to deter-
mine whether that server should process the given
client request.

An apparatus for routing client requests for a net-
work service over a communication network, the
apparatus comprising: :

a plurality of servers configured to support the
network service, each of the servers having a
primary address and a secondary address,
wherein a common address is assigned as the
secondary address for each of the plurality of
servers, and

a router coupled to the servers and operative
to route client requests directed to the common
address such that each of the requests is proc-
essedby a particular one of the plurality of serv-
ers.

The apparatus of claim 19 wherein the router is fur-
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ther operative to route client requests such that a
request of a given client is routed to one of the plu-
rality of servers based on application of a hash func-
tion to an IP address of the given client.

The apparatus of claim 20 whersin the hash func-
tion is determined based on an analysis of a distri-
bution of client IP addresses in an access log asso-
ciated with one or more of the servers.

The apparatus of claim 20 wherein the hash func-
tion is reapplied to the client IP address to identify
another server if a server identified as a result of a
previous application of the hash function has failed.

The apparatus of any of claims 19 to 22 further in-
cluding a dispatcher coupled to the router and to a
local network associated with the plurality of serv-
ers, such that the router directs client requests hav-
ing the common address to the dispatcher, and the
dispatcher selects a particular one of the servers to
process a given client request based on application
of a hash function to a corresponding client ad-
dress.

The apparatus of any of claims 19 to 22 wherein the
router is further operative to broadcast a given client
request directed to the common address to each of
the plurality of servers over a local network associ-
ated with the servers, and further wherein each ot
the servers implements a filtering routine sothat the
given client request is processed by only one of the
servers.

The apparatus of claim 24 wherein the filtering rou-
tine involves applying a hash function to a client IP
address associated with the given client request.
and comparing the result to an identifier of a partic-
ular server to detemmine whether that server should
process the given client request.

. The apparatus of any of claims 12 to 25 wherein the

network utilizes a TCP/IP protocol and the primary
and secondary addresses are primary and second-
ary IP addresses, respectively.

The apparatus of claim 26 wherein the common ad-
dress is an |P address which does not correspond
toa primary IP address of any of the plurality of serv-
ers.

The apparatus of any of claims 12 to 27 wherein at
least one of the plurality of servers is a UNIX-based
server including muttiple network interface cards,
and the common address is assigned for the at least
one server using an ifconfig command.

The apparatus of any of claims 12 to 27 wherein the
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plurality of servers are UNIX-based servers, and the
common address is assigned as the secondary ad-
dress of the plurality of servers by utilizing an ifcon-
fig alias option for at least a subset of the plurality
of servers. :
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questions about this litigation.

CUSTOMER NUMBER Respectfully submitted,

42624
By: /Brian Siritzky/Reg.No. 37497

Davidson Berquist Jackson & Gowdey LLP Brian Siritzky, Ph.D.

4300 Wilson Blvd., 7th Floor, Registration No.: 37,497
Arlington Virginia 22203

Main: (703) 894-6400 @ FAX: (703) 894-6430

Page 785 of 1037



Electronic Acknowledgement Receipt

EFS ID: 2733212
Application Number: 11065412
International Application Number:
Confirmation Number: 3296

Title of Invention:

SHARED CONTENT DELIVERY INFRASTRUCTURE

First Named Inventor/Applicant Name:

David A. Farber

Customer Number:

42624

Filer:

Brian Siritzky

Filer Authorized By:

Attorney Docket Number: 2711-0073
Receipt Date: 17-JAN-2008
Filing Date: 23-FEB-2005
Time Stamp: 16:47:33

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

Document — . File Size(Bytes) Multi Pages

Number Document Description File Name /Message Digest| Part/.zip| (if appl.)

PA_Letter Re_Litigation_| 17877
. . _Letter_Re_Litigation_In_
1 Miscellaneous Incoming Letter Related_Patents.pdf no 1
a624782dabdbb6571178931c23ff8b7ec
dd24c71

Warnings:
Information:

Page 786 of 1037




Total Files Size (in bytes)4 117877

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/E0O/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.

Page 787 of 1037




L]
E AN

i

0)\(%‘@3%

%
w12 W f

-

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket:  2711-0073

FARBER, David et al. Group Art Unit: 2157
Application Serial No.: 11/065,412 Examiner: Unassigned

Application Filing Date: ~ February 23,2005  Date: July 12, 2007

Title: OPTIMIZED NETWORK

RESOURCE LOCATION Confirmation No.: 3296

INFORMATION DISCLOSURE STATEMENT

Hon. Commissioner of Patents
P.O. Box'1450
Alexandria, VA 22313-1450

Sir:

Pursuant to 37 C.F.R. § 1.56, the attention of the Patent and Trademark
Office is hereby directed to the reference(s) listed on the attached PTO-1449. One
copy of each non-U.S. Patent reference is attached (except for copies not required
to be submitted).

Copies of some the references were submitted to, or cited by, the Office in
parent Application No. 09/612,598, filed July 7, 2000, and/or grandparent
Application No. 09/021,506, filed February 10, 1998, which are relied upon for an
earlier effective filing date under 35 U.S.C. 120, and copies of the references were
furnished at that time. Accordingly, copies of those references are not submitted
herewith. 37 C.F.R. §1.98(d).

It is respectfully requested that the cited references be expressly considered
during the prosecution of this application, and that the reference(s) be made of
record therein and appear among the “References Cited” on any patent to issue

therefrom. It is further respectfully requested that the enclosed form(s) PTO-1449
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In re Application of: FARBER, David et al.
Application S.N.: 11/065,412
Page 2 of 3

be initialed by the Examiner to indicate such consideration, and that a copy thereof
be returned to applicant.

The submission of any document he_rewith, which is not a statutory bar, is
not intended that any such document constitutes prior art against any of the claims
of the present application or is considered to be material to patentability as defined
in 37 C.F.R. § 1.56(b). Applicants do not waive any rights to take any action
which would be appropriate to antedate or otherwise remove as a competent
reference against the claims of the present application.

This Information Disclosure Statement is being filed within three (3)
months of the U.S. filing date OR before the mailing date of a first Office Action

on the merits. No certification or fee is required.

RELATED APPLICATIONS
The Examiner’s attention is directed to the following related applications:

09/021,506 (filed 02-10-1998, now U.S. Patent No. 6,185,598);
09/612,598 (filed 07-07-2000, abandoned);

09/930,955 (filed 08-17-2001, abandoned);

10/004,430 (filed 11-25-2003, now U.S. Patent No. 6,554,807);,
10/095,811 (filed 03-13-2002, now U.S. Patent No. 7,054,935);
11/441,253 (filed 05-26-2006, Pending);

11/806,147 (filed 05-30-2007, Pending);

11/806,152 (filed 05-30-2007, Pending);

11/806,153 (filed 05-30-2007, Pending); and

11/806,154 (filed 05-30-2007, Pending).

All of the above applications are directed to related technical subject
matter. The identification of these U.S. Patent Applications is not to be construed
as a waiver of secrecy as to those applications now or upon issuance of the present
application as a patent. The Examiner is respectfully requested to consider art

cited therein during examination.
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CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

Respectfully submitted,

CUSTOMER NUMBER

42624 By |

Brian Siritzky, Ph.D.
Registration No.: 37,497

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430
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STATEMENT BY APPLICANT First Named I.nventor Farber, David A.
FORM PTO-1449 (modified) Group Art Unit 2157
Examiner Name unassigned
Attorney Docket No. 2711-0073
Sheet 1 of 9 Confirmation No. 3296
U.S. PATENT DOCUMENTS
Examiner| Cite Document No. Publication/ Name of Patentee or
Initials* No. Issue Date Applicant of Cited Document
1-1 US-2004/0139097 15-Jul-04 Farber et al.
1-2 US-2005/0038851 17-Feb-05 Kriegsman
1-3 US-2005/0114296 26-May-05 Farber et al.
1-4 US-4591983 27-May-86 Bennett et al.
1-5 US-4594704 Jun-86 Ollivier
1-6 US-4803641 7-Feb-89 Hardy et al.
1-7 US-4847784 11-Jul-89 Clancey
1-8 US-4943932 24-Jul-90 Lark et al.
1-9 US-5029232 02-Jul-91 Nall
1-10 | US-5130792 14-Jul-92 Tindell et al.
1-11 | US-5132992 21-Jul-92 Yurt et al.
1-12 | US-5136716 08/1992 Churm et al.
1-13 | US-5191573 02-Mar-93 Hair
1-14 | US-5253275 12-Oct-93 Yurt et al.
1-15 | US-5675734 7-Oct-97 Hair
1-16 | US-5764906 06/1998 Edelstein et al.
1-17 | US-5802106 01-Sep-98 Packer
1-18 | US-5815664 09/1998 Asano
1-19 | US-5832514 11/1998 Norin et al.
1-20 | US-5845303 01-Dec-98 Templeman
1-21 | US-5893116 04/1999 Simmonds et al.
1-22 | US-5894554 05/1999 Lowery et al.
1-23 | US-5896533 04/1999 Ramos et al.
1-24 | US-5920701 07/1999 Miller et al.
1-25 | US-5935207 08/1999 Logue et al.
1-26 | US-5956489 09/1999 San Andres et al.
Examiner Date
Signature Considered

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through

citation if not in conformance and not considered. Include a copy of this form with next communication to applicant.
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Attorney Docket No. 2711-0073
Sheet 2 of 9 Confirmation No. 3296
U.S. PATENT DOCUMENTS
Examiner| Cite Document No. Publication/ Name of Patentee or
Initials* No. Issue Date Applicant of Cited Document
2-1 US-5966440 12-Oct-99 Hair
2-2 US-5978791 02-Nov-99 Farber et al.
2-3 US-5987606 11/1999 Cirasole et al.
2-4 US-6002720 14-Dec-99 Yurt et al.
2-5 US-6003030 14-Dec-99 Kenner et al.
2-6 US-6014686 01/2000 Elnozahy et al.
2-7 US-6018516 25-Jan-00 Packer
2-8 US-6026440 02/2000 Sharder et al.
2-9 US-6029176 22-Feb-00 Cannon
2-10 | US-6038216 14-Mar-00 Packer
2-11 | US-6038610 03/2000 Belfiore et al.
2-12 | US-6044405 28-Mar-00 Driscoll, Ill, et al.
2-13 | US-6046980 04-Apr-00 Packer
2-14 | US-6049831 11-Apr-00 Gardell et al.
2-15 | US-6065051 05/2000 Steele et al.
2-16 | US-6092204 07/2000 Baker
2-17 | US-6112239 29-Aug-00 Kenner et al.
2-18 | US-6115357 05-Sep-00 Packer et al.
2-19 | US-6119143 09/2000 Dias et al.
2-20 | US-6125388 26-Sep-00 Reisman
2-21 | US-6134583 10/2000 Herriot
2-22 | US-6144702 07-Nov-00 Yurt et al.
2-23 | US-6151624 11/2000 Teare et al.
2-24 | US-6154753 28-Nov-00 McFarland
2-25 | US-6167427 12/2000 Rabinovich et al.
2-26 | US-6173311 01/2001 Hassett et al.
Examiner Date
Signature Considered

*Examiner. Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through
citation if not in conformance and not considered. Include a copy of this form with next communication to applicant.
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Sheet 3 of 9 Confirmation No. 3296
U.S. PATENT DOCUMENTS
Examiner| Cite Document No. Publication/ Name of Patentee or
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3-1 US-6181867 30-Jan-01 Kenner et al.
3-2 US-6230196 05/2001 Guenthner et al.
3-3 US-6243760 06/2001 Armbruster et al.
3-4 US-6266699 07/2001 Sevcik
3-5 US-6269394 22-Apr-03 Kenner et al.
36 | US-6282569 08/2001 Wallis et al.
3-7 US-6298041 02-Oct-01 Packer
3-8 US-6314565 06-Nov-01 Kenner et al.
3-9 US-6347085 02/2002 Kelly
3-10 | US-6360256 03/2002 Lim
3-11 | US-6370571 04/2002 Medin, Jr.
3-12 | US-6370580 09-Apr-02 Kriegsman
3-13 | US-6412000 25-Jun-02 Riddle et al.
3-14 | US-6415280 02-Jul-02 Farber et al.
3-16 | US-6421726 16-Jul-02 Kenner et al.
3-16 | US-6456630 24-Sep-02 Packer et al.
3-17 | US-6480893 12-Nov-02 Kriegsman
3-18 | US-6484204 11/2002 Rabinovich
3-19 | US-6496856 17-Dec-02 Kenner et al.
3-20 | US-6502125 31-Dec-02 Kenner et al.
3-21 | US-6502215 12/2002 Raad et al.
3-22 | US-6557054 29-Apr-03 Reisman
3-23 | US-6581090 17-Jun-03 Lindbo et al.
3-24 | US-6591299 08-Jul-03 Riddle et al.
3-25 | US-6611862 26-Aug-03 Reisman
3-26 | US-6658464 02-Dec-03 Reisman
Examiner Date
Signature Considered

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through

citation if not in conformance and not considered. Include a copy of this form with next communication to applicant.
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Application No. 11/065,412
INFORMATION DISCLOSURE riing Date reb. 23, 2009
STATEMENT BY APPLICANT First Named I.nventor Farber, David A.
FORM PTO-1449 (modified) Group Art Unit 2157
Examiner Name unassigned
Attorney Docket No. 2711-0073
Sheet 4 of 9 Confirmation No. 3296
U.S. PATENT DOCUMENTS
Examiner| Cite | Document No. Publication/ Name of Patentee or
Initials™ No. Issue Date Applicant of Cited Document
4-1 US-6665706 16-Dec-03 Kenner et al.
4-2 US-6741563 25-May-04 Packer
4-3 US-6799221 28-Sep-04 Kenner et al.
4-4 US-6915329 05-Jul-05 Kriegsman
4-5 US-6928442 09-Aug-05 Farber et al.
4-6 US-7047300 05/2006 Oehrke et al.
4-7
4-8
4-9
4-10
4-11
4-12
4-13
4-14
4-15
4-16
4-17
4-18
4-19
4-20
4-21
4-22
4-23
4-24
4-25
4-26
Examiner Date
Signature Considered

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through
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Page 794 of 1037



Application No. 11/065,412
Filing Date Feb. 23, 2005
INFORMATION DISCLOSURE : :
STATEMENT BY APPLICANT First Named I.nventor Farber, David A.
FORM PTO-1449 (modified) Group Art Unit 2157
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Attorney Docket No. 2711-0073
Sheet 5 of 9 Confirmation No. 3296
FOREIGN PATENT DOCUMENTS
Examiner| Cite Document No. Publication Name of Patentee or T
Initials* No. Date Applicant of Cited Document
5-1 EP-0801487 A2 10/15/1997 Law, et al.
5-2 EP-0817444 01/1998 Sun Microsystems
5-3 JP 10-027148 27/01/1998 Shuiji, Ono et al.
5-4 JP-05162529 06/1993 Hiroshi, Saito
5-5 JP-08328583 09/1996 NT&T
5-6 JP7066829 03/1995 Hiroshi, Saito
5-7
5-8
5-9
5-10
5-11
5-12
5-13
5-14
5-15
5-16
5-17
5-18
5-19
5-20
5-21
5-22
5-23
5-24
5-25
5-26
Examiner Date
Signature Considered

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through
citation if not in conformance and not considered. Include a copy of this form with next communication to applicant.

1Translation provided.
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NON-PATENT REFERENCES

Examiner| Cite | Non-patent Reference bibliographic information, where available T!
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6-1 "Exporting Web Server Final Report,"
http:/iwww.cs.technion.ac.il/Labs/Lcen/projects/spring97/projectd/final_report.html, Spring 1997
(downloaded 07/07/07).

6-2 Andresen, D., et al., Multiprocessor scheduling with client resources to improve the response
time of WWW applications, Proc. 11th Int'l Conf. on Supercomputing (Austria, July, 1997). ICS
'97. ACM Press, NY, NY, 92-99.

6-3 Basturk, E., et al., “Using network layer anycast for load distribution in the
Internet,” Tech. Rep., IBM T.J. Watson Research Center, 1997 (21 pgs.).

6-4 Berners-Lee et al., RFC 1738--Uniform Resource Locators, Dec. 1994.

6-5 Bestavros, et al., "Server-Initiated Document Dissemination for the WWW,"
|EEE Data Engineering Bulletin 19(3):3-11, Sept. 1996.

6-6 Bhattacharjee et al., "Application-layer anycasting," in Proc. IEEE
INFOCOM '97, 1997.

6-7 Braun, H., et al., “Web traffic characterization: an assessment of the impact
of caching documents from NCSA's web server,” Comput. Netw. ISDN
Syst. 28, 1-2 (Dec. 1995), 37-51.

6-8 Brisco, T. P. RFC 1794: DNS support for load balancing, Apr. 1995.

6-9 Carter et al., "Dynamic server selection using bandwidth probing in wide-
area networks," Tech. Rep. BU-CS-96-007, Comp. Sci. Dept., Boston
University, Mar. 1996.

6-10 | Carter et al., Server selection using dynamic path characterization in Wide-
Area Networks, IEEE INFOCOM '97, 1997 (pp. 1014-1021).

Examiner
Signature

Date
Considered

*Examiner: Initial if reference was considered, whether or not citation is in conformance with MPEP 609. Draw a line through
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downloaded 04/07: hitp://iwww.cisco.com/univercd/cc/td/doc/product/iaabu/distrdir/dd2501/.
7-2 Cisco Systems, Inc., Cisco DistributedDirector 4700-M Installation and Configuration Guide,
pgs. xix-xxii; 1-1 to 1-14; 7-1 to 7-18, 8-1 to 8-20; pub. date unknown, [downloaded 04/07 from
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/distrdir/dd4700m/].
7-3 Cohen, J., et al., "Cache Array Routing Protocol v1.1", 29 Sept. 1997;
http://tools.ietf.org/id/draft-vinod-carp-v1-01.txt (Last-Modified: Wed, 01 Oct
1997).
7-4 Colajanni, M. and Yu, P. S. 1997. Adaptive TTL schemes for load balancing
of distributed Web servers. SIGMETRICS Perform. Eval. Rev. 25, 2 (Sep.
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7-5 Crovella et al., Dynamic server selection in the Internet, 3rd IEEE Workshop
on the Arch. and Implementation of High Performance Computer Sys. '95,
pp. 158-162, Aug. 1995.
7-6 Danzig, P. B., et al., “An analysis of wide-area name server traffic: a study of the Internet
Domain Name System,” Conf. Proc. Communications Architectures & Protocols (Aug. 1992).
D. Oran, Ed. SIGCOMM '92. ACM Press, New York, NY, 281-292.
7-7 Doi, K. "Super Proxy Script--How to make distributed proxy servers by URL
hashing,"” Sharp Corp., http://naragw.sharp.co.jp/sps/, dates unknown (1996
-2000), download 07/07/07.
7-8 Fox, A., “A Framework for Separating Server Scalability and Availability
from Internet Application Functionality,” PhD thesis, University of California,
Berkeley, 1998. '
7-9 Fox, A., et al,, “Cluster-based scalable network services”, Proc. 16th ACM
Symp. on Operating Systems Principles (Saint Malo, France, Oct. 05 - 08,
1997). W. M. Waite, Ed. SOSP '97. ACM Press, New York, NY, 78-91.
7-10 Goldszmidt, et al., "Load Distribution for Scalable Web Servers: Summer Olympics 1996--A
Case Study," In Proc. 8th IFIP/IEEE Int'| Workshop on Distributed Systems: Operations and
Management, Sydney, Australia, Oct. 1997.
Examiner Date
Signature Considered
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Examiner Date
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(57) A context-dependent, multiply binding name
resolution system. A name resolver is provided, con-
nectedto either arequester's system or a receiver's sys-
tem, or both. Requests to a given service or domain
name are resolved to the appropriate IP address. The
intended recipient of the request is resolved based upon
a combination of one or more predetermined criteria, in-
cluding: information about the sender (e.g. geographical

System for context-dependent name resolution

location, specific requester identity, etc.), information
about the intended recipient (e.g. load balance at the
receiver, type of service, etc.); information contained
within the request itself (e.g. type of service requested);
or other information (time of day, date, random selection
of recipient, e.g.). The system is implemented in hard-
ware and/or software, and the resolution criteria can be
made interdependent or independent.
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Description

This invention relates to systems for context-de-
pendent name resolution.

In a network (either Intranet or Intemet) system,
when a host wants to communicate with another host or
locate a service or another host on the network, the ad-
dress is typically resolved in an absolute manner; that
is, the naming service of the network resolves a given
name to a single IP (Internet Protocol) address. For in-
stance, a domain name service (DNS) call resolves a
name to a single IP address or host name on the Inter-
net.

When there are many connections to a given host
or service, the resulting congestion degrades the overall
performance. The service provider may upgrade the
service, e.g. to increase its capacity. In this case, in or-
der to keep the medification of the service transparent
to requesting hosts, a demultiplexer may be used, as
illustrated by way of example in Figures 1-2. For in-
stance, in Figure 1 a call to Service 3 will be uniquely
resolved to that service's IP address and transmitted
there accordingly, because there is only a single binding
in the DNS name resolver to the host of Service 3. In
general, in a conventional system such as that illustrat-
ed in Figures 1, 2 and 2A, there will be a single binding
between a name and an IP address.

Yet another alternative is for a special type of de-
multiplexer, which may monitor the traffic, and from the
different IP addresses can collect statistics such as re-
sponse time and/or the load on the corresponding IP
hosts, and use this information for load balancing by
binding a requested name to an IP address for a host
which is less heavily loaded.

If Service 3 is upgraded to include Services 3.1
through 3.Y, then the demultiplexer is added (see Figure
2); the requesting or DNS resolving host resolves the
request as usual and sends it out over the (Inter- or In-
tra-)network, but the demultiplexer is interposed be-
tween the network and the service(s), to route the in-
coming requests to one of the services. Note that in this
case, there is still a single binding between the DNS and
the demultiplexer.

A problem with this approach is that the demulti-
plexer acts as a limiting factor on throughput, and addi-
tionally represents a single source of failure for all of the
services that it serves. A mechanism is needed whereby
. such a critical point and bottleneck can be avoided,
while still providing access to the services for remote
users.

An alternative approach to decreasing congestion
is through DNS spoofing, where the name resolver is

fooled into giving out a différent name binding, by keep-
" ing the name resolver updated frequently with a new
name resolution binding based on some criteria such as
‘load distribution on target servers. An example of DNS
spoofing is shown in Figure 2A, in which a requester 2
issues a request using the name "sun.com", anda DNS
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lookup 4 looks it up. The host (1, 2 or 3) to which the
names is bound will depend upon criteria employed at
the destination domain, as determined by DNS spoofing
service 6. Such criteria may include load on the hosts,
their availability, etc. The DNS spoofing service 6 polls
the hosts 1-3 periodically or at demand, and binds one
of them at a time to the DNS lookup name resolver for
the name “sun.com”.

In a spoofing service, the criteria used to achieve
the binding are not related to the context of the request-
er; they rely only upon information at the destination.
Thus, much information that could be important in mak-
ing a binding is not utilized. In none of the known sys-
tems is caller context used. )

It would accordingly be advantageous to have a
system which takes into account the context of the re-
quester in the process of name resolution. '

Various respective aspects and features of the in-
vention are defined in the appended claims.

A context-dependent name resolution system is
presented, which implements predetermined criteria for
static or dynamic binding of a "name" to any one of sev-
eral "objects” of the same type. Which "object" is select-
ed for the binding is determined by a *name resolver”
using context information that is explicitly specified by
the requestor in a name resolution lookup call to the
*name resolver”. The "name resolver”, which is imple-
mented as a server program, stores a lookup table com-
prising bindings of a “name” to several different instanc-
es of an object, along with "policy” information which de-
fines the criteria for selecting an instance of the object.
For instance, the name may be an internet URL of the
form "www.sun.com®, and the resolved to object may be
an IP address of the type 192.146.85.82. Thus the
"name resolver® will store the tuple: <www.sun.com>
<IP_address_1> <IP_address_2>..., and will store pol-
icies on which IP address to bind to www.sun.com when
a lookup request specifying "www.sun.com" is received
by it..

By enabling multiple binding support in the "name
resolver”, several advantages are realized. First, the
system enables new resources to be added transpar-
ently to the caller. When a new server is added to dis-
tribute the load for one or more hosts corresponding to
the name "sun.com®, for instance, the IP address for the
new server is simply added to the tuple in the name re-
solver, along with any desired policy criteria, e.g. to use
only between 9 am. and 5 p.m. ’

Secondly, the fundamental limit to scaling which is
inherent in today's single binding systems is removed,
by enabling multiple destination servers providing the
same service to be referenced by the same "name"” han-
dle by the caller (for example "sun.com®), and the name
to be resolved by the name resolver to different physical
computers servers, depending- upon cailer context.
Many instances of the name resolver may be running
on different physical computers, and many instances of
the services may be running, and the requester will ac-
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cess the name resolver closest to him; and the resolved
object that is closest to the requester or that can best
serve the request (based upon some selected or prede-
termined criteria) will be bound to the request, all trans-
parently to the requester. Another advantage of the sys-
tem of the invention is that it allows resources to be eas-
ily replicated transparently to the user, eliminating any
single point of failure in the network or at the service end
point. If one valid destination fails, is not responding or
is overloaded, the name resolver is already capable of
binding a "name" to multiple destinations, and the una-
vailable destination can be disabled in the name resolv-
er's internal tables, using administrative means.

The context that may be used as a basis for the
binding is variable; it may include information about the
requester (e.g. requester IP address, domain name or
- inferred geographical region), about the destination
(with similar alternatives), about the request itself (e.g.
type or quality of service requested), or about independ-
ent information (e.g. time of day or time zone of the point
of origin of the request).

The system may be implemented (eg as part of a
computer apparatus) using hardware, software, or com-
binations thereof.

The invention will now be described by way of ex-
ample with reference to the accompanying drawings,
throughout which like parts are referred to by like refer-
ences, and in which:

Figures 1-2A are diagrams of present network sys-
tems used for destination addresses for requests.

Figure 3 is a flow chart illustrating a method accord-
ing to an embodiment of the present invention.

Figures 4 and 5 are diagrams of network systems
incorporating features of embodiments of the present in-
vention.

Figure 6 in an illustration of the operation of an em-
bodiment of the invention using geography-based res-
olution criteria.

Figure 7 is a diagram depicting zones in which do-
main name service resolvers and service location re-
solvers of the invention may be located.

A method according to the invention is illustrated in
Figure 3, and Figures 4-5 shows a suitable systems im-
plementable on the Internet or WorldWide Web, the In-
ternet or an Intranet,, incorporating features of the name
resolution system.

Name resolution can include any kind of name res-
olution leokup for binding one object to another. This in-
cludes binding the name of a service to a host computer
(or its IP address) that provides that service, and binding
the type of service to the name of a service providing
that type of service. It also includes resolving a name in
one domain to another name in the same domain, and
to another name in a different domain. For the purposes
of this invention, the terms “service” and "host" can be
considered synonymous, as can "service location® and
"host location”. -

- The system includes three fundamental features
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that can be implemented singly or in any combination
with one another: multiple binding of destination ad-
dresses to names; caller context name resolution in con-
nection with such multiple binding; and name resolution
policy considerations, i.e. independent criteria upon
which such resolution is based.

Name Resolution : An Example

An example of name resolution occurs, for instance,
when a user wishes to view video, e.g.a movie, on his
or her computer. An application running on the computer
is used to make a procedure call to the name resolver
to determine which server can serve a movie, e.g.

service_handle = name_service_lookup("movie")
where the string *movie® is passed to a server, which
then returns the name of the service providing that mov-
ie (oritmay return a linked list of services providing mov-
ie services, from which the user may be prompted to
select one).

The server may, by way of example, return a single
service name (e.g. “quicktime”) in the variable called
"service_handle". Next, the application must determine
which server host can provide this service to this client;
to do this, it makes another name resolution call:

host_handle = name_hostname_lookup
(service_handle)
and passes it the variable "service_handle" returned by
the previous call. This call returns it the name of a server
which is listed as offering this service.

The network location of this server must now be de-
termined, so that the user's computer or workstation can
connect to it to get the movie service, and so it makes
the call:

host_IP_address =
(host_handle) :
and finally obtains an |P address of an appropriate host -
that can provide the movie service to the user.

Further calls to this quicktime server may determine
a list of movies that are available. Alternatively, a design
may be had in which the caller simply specifies the name
of the movie he wants to see, and the name lookup re-
turns to the caller the IP address of a host that is cur-
rently able to serve the requested movie to the caller.

All of or some of the above steps may be combined
in more integrated calls to the name resolver.

In the present invention, in addition to the above,
an additional parameter is passed to the
name_hostaddress_lookup() function above (or to all
the functions above); this parameter may be called the
caller_context. This caller_context is used by the name
resolver to help it decide which IP address to use. Thus,
the calls would look like:

host_IP_address = name_hostaddress_lookup
(host_handle, caller_coniext). Caller_context is a cook-
ie (or structure) that may include information such as the
caller's IP address, its point of origin, the quality of the
requested service, or any other context that might be

nome_hostaddress_lookup



5 EP 0817 444 A2 6 .

relevant. These contexts must be well specified and
their format(s) standardized, so that many different
name resolvers can interoperate properly. The particu-
lar caller_context formats and contents selected are not
themselves crucial,

The present embodiment uses requester context-
dependent intelligence to determine which of several
destination hosts should be utilized, or in other words,
which of several IP addresses should be used to resolve
a given "name” request. The context-dependent intelli-
gencs, implemented as hardware or software or a com-
bination of both, allows the "name” resolution to be
based upon some context information from the reques-
tor, and/or upon the "name” being resolved in a context-
free manner, but optionally dependent upon criteria
such as load balancing on the destination. '

As shown in Figure 4, a requesters 100-120, of
which there may be an arbitrary number, each comprise
computers or workstations on a local network, served
by a server 150. The requesters will typically be conven-

tional workstations, personal computers, or any net-

workable computing device, with local processors (130,
etc.), memory (140, etc.), mass storage (not shown) and
network connections. The server 150 also includes a
conventional processor 160, memory 170, mass stor-
age and necessary connections and control hardware
and software.

A name resolver 180 forms part of the server 150,
or may be a separate unit. It may be implemented en-
tirely in software, i.e. as program modules stored in
mass storage and/or the memory 170, or it may be a
stand-alone device, with its own logic or processor and
memory, as desired.

The server 150 is connected to a broader network
170, such asthe Internet, an Intranet or WAN (wide-area
network), or the WorldWide Web, via a network connec-
tion (e.g. a T-line) 260. On this network 170 is optionally
another name resolver 200, which may be implemented
inthe same fashion or differently from the name resolver
180. Name resolvers 180 and 200 may both be used, or
either may be used by itself. (See discussion of Figure
7, below.)

Destination hosts 210-230 may also be convention-

. al computers or workstations with processors (such as
240), memory (such as 250), mass storage (not shown),
network connections, etc., as needed to implement con-
ventional network functions in addition to the features of
the present invention.

Referring to the flow chart of Figure 3, when a re-
quester (such as 100-120) sends a name resolution re-
quest to a name resolver 180, instead of the single bind-
ing of conventional systems, the name resolver 180 in-
cludes multiple binding tables and/or functions (imple-
mented by appropriate logic or program modules) to re-
solve the request to an appropriate IP address for a des-
tination host (such as 210-230 in Figure 4).

An example of such a multiple binding would be the
binding of multiple, geographically disparate destina-
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tions to a single domain name. If, for instance, a user in
Germany wishes to access www.sun.com (the WWW
server for Sun Microsystems, Inc.), he or she can simply
use the Uniform Resource Locator (URL) “http://www.
sun.com"). Thus, the user sends the request from re-
quester 310 (see Figure 6), and the name resolver 320
determines that the requester is in Germany. (See step
20 in Figure 3). The selected destination may either be
in the United States or elsewhere in Europe, since Sun
Microsystems in this example has two “sun.com” loca-
tions. Since there is a valid European local destination
330, the name resolver 320 resolves the destination ad-
dress to sun.com (Europe), as indicated at box 30 of
Figure 3. This resolved destination is then selected for
the request packet(s) (box 40 of Figure 3), and the re-
quest is forwarded to sun.com (Europe) (box 50 of Fig-
ure 3).

Following are lists of context-dependent resolution
criteria applicable to the invention and usable at box 30
of Figure 3, where resolution may be based upon re-
quester information, destination information, request
contents, or other information:

A. Resolution Based Upon Requester Information

Examples of manners in which the resolution de-
pendent upon requester information may be carried out
include:

1. resolution based upon the domain name of the
sender;

2. resolution based upon the inferred (looked-up)
actual geographic region of the sender;

3. resolution based upon other geography-related
information of the sender:

4. either directly ascertainable from the request
(city/country info, e.g.); and/or

5. indirectly ascertainable (area code, address,
etc.);

6. resolution based upon quality of service desired
by the requester; and

7. resolution based upon requester's time of day or
time zone.

B. Resolution Based Upon Destination Information

Examples of manners in which the resolution de-
pendent upon a specified or intended destination or re-
ceiver information may be carried out include:

1. resolution based upon the load at the receiver,
2. resolution based upon the inferred (looked-up)
actual geographic region of the receiver;

3. resolution based upon other geography-related
information of the receiver:
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4. either directly ascertainable from the request

(city/country info, e.g.); and/or

5. indirectly ascertainable (area code, address,
" etc.).

Criterion B.1 can be resolved either based upon in-
formation as perceived at the sender end or based upon
information as it exists at the receiver end, and resolved
at the sender end. For example, the sender might fre-
quently send requests to a particular server, service, ge-
ographical region or organization. In this case, it may be
advantageous to regularly poll one or more often-used
destinations to determine their level(s) of activity. Alter-
natively, such polling could automatically be carried out
for any destinations for which the sender determines
that its number of requests exceeds a certain threshold,
or for a top predetermined percentage of requests sent
by the requester (e.g. all destinations for which the
number of requests exceeds N1%, or the top N2 desti-
nations to which the sender makes requests, where N1
and N2 are appropriate predetermined numbers). Poll-
ing can be implemented as program modules integral to
the name resolver(s), either entirely in one or in more
than one location (e.g. partially in a local name resolver
and partially in the destination server).

Altematively or in addition, criterion B.1 may be
based upon information at the receive end at the time
of sending the request, and resolved at the receiver.

C. Resolution Based Upon Request Contents

1. type of service requested,

2. specific information (or type of information) re-
quested,

3. any other implicit information inferred from the re-
quest; and/or

4. any other explicit information obtained from the
request.

D. Resolution Dependent Upon Other Factors

1. randomly generated selection of destination
based upon qualified list; and/or
2. other independently developed information.

These resolution criteria can be used singly or in
any desired combination with one another, as specified
by the requester or the administrator of the destination
(e.g. server owner or service provider). For instance, in
the example of Figure 6 the resolution of the destination
address to sun.com (Europe) could be modified if the
load of sun.com (Europe) is larger by some predeter-
mined threshold amount than the load at sun.com (USA)
-- in which case the sun.com (USA) resolution could
override the default sun.com (Europe) resolution for re-
questers in Europe, either at all times or only during
peak European hours, which correspond to off-peak
hours in the United States.
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An extension of this system is in the resolution of
services provided at the receiver network of a request.
For instance, a given organization may have many da-
tabase servers, and request for access to given infor-
mation may in conventional systems be routed to the
same server, because of the single binding nature of
destination resolution. With multiple address resolution
binding, multiple database servers (or other destination
hosts) such as 210, 270, 280, etc. (see Figure 5) may
be made available under a single name, in which case
a local service resolution server, such as server 300 in
Figure 5, is provided. The server 300 includes tables,
program modules or the like as desired to resolve a re-
quest to any one of several to many IP addresses. The
selection of a given server to receive a request can de-
pend upon, for example, load at each of the servers.

In general, the resolution systems or subsystems
will be in one of three "zones" (see Figure 7). the send-
er's zone 1 (up 1o, e.g., the sender's firewall or Internet
server); the name resolver system's zone 2 (which may
be at a server on the Internet, or any place outside zone
1 which is not in the receiver's system; and the receiver's
zone 3. Service location name resolvers may be in any
of zones 1-3; typically, destination lookup name resolv-
ers, which may comprise multiple-binding domain name
services (DNS's), will be in either zone 1 or zone 2. It
will be understood that zones, for the purpose of this
application, are administrative boundaries, and need
not correlate to actual network boundaries.

The present embodiment can interact with existing
systems in a number of ways. For instance, in secure
systems where the source address is stripped from the
request by a firewall (and only, e.g., the domain name
remains), then the entire source address would not be
used to resolve the destination; the name resolver is
provided with the program instructions or circuitry to im-
plement this. Note also that the DNS name resolution
may be a distinct operation from service location, and
thus the destination can be selected due to a combina-
tion of considerations including source address, re-
quested destination address, and request contents, in-
cluding the type of request made or service requested.

The multiple binding feature of the invention allows
asingle name, Internet address (e.g. URL address such
as http://www.sun.com) or the like to represent as many
actual servers (or services) as desired. This has a dis-
tinct advantage of allowing modifications, upgrades or
replications to be made to the destination server(s) with-
out modification of the destination address or service
name as used by the requester. Such modifications may
include adding servers or services, or establishing a mir-
ror site at a location geographically near a large source
of requests, etc.

There may be security and consistency implications
of multiple bindings, with concomitant solutions. If a des-

tination address can be multiply bound, a name resolver

may be configured to bind to an incorrect address, either
deliberately or otherwise. While this may also be a prob-
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lem with existing single binding, multipte binding may
complicate detection of the problem. Thus, the system
of the invention may be combined with programs and
tables for verification that a given binding is valid. Very
secure systems may wish to limit their multiple binding
to a predetermined, fixed number of resolution possibil-
ities, or even maintain the current system of single bind-
ing as far as Intemet or Web transmission is concerned,
and implement multiple binding only behind a firewall.
Alternatively or in addition, encryption and digital signa-
tures may be used to ensure validity of bindings, and of
modifications or additions to.the bindings.

Variations may be had by designating a given name
resolution as a default resolution, and utilizing alterna-
tive resolutions only upon the request meeting prede-
termined criteria (such as load imbalance, geographical
distance, specific sources of the request, etc.).

Additional bindings (i.e. additional addresses to
which a request may resolve) may be added without the
requester being aware of it, and indeed substitutions
may be made at any time, again transparently to the re-
quester.

F. Service Selection Based Upon Caller Context:

The system of the invention may be applied more
generally to the use of caller context for name resolution.
Context about the requesting user (e.g. in a variable
called "caller_context") can be passed to appropriate
functions, such as:

service_handle = name_service_lookup("movie",
caller_context)

host_handle = name_hostname_lookup
(service_handle, caller_context)
Here, the function service_handle executes a service
name lookup based upon the input "movie®, as well as
the information in the variable caller_context, outputting
the value service_handle. Given this output as input,
along with (again) caller_context, the function
host_handle then returns an appropriate host name.

An example of a possible such situation could result
when a user desires an encryption service, and several
encryption policies are available. The service_handle
function can be configured to return different encryption
algorithm services based upon the specified destination
(which is specified in caller_context), or there may be
an effective override in the caller_context by which the
user can select a higher level of security.

In general, as noted above, the invention may be
implemented at the sender's system or at the destina-
tion system, or indeed at points in between (e.g. at proxy
servers). Note that single points of failure and bottle-
necks are removed using the present system, and a truly
distributed, multiply binding name resolution system is
achieved.

. Particular and preferred aspects of the invention are
set out in the accompanying independent and depend-
ent claims. Features of the dependent claims may be
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combined with those of the independent claims as ap-
propriate and in combinations other than those explicitly
set out in the claims.

Claims

1. Asystemforname resolution of at least one request
directed to a destination name of a receiver and is-
sued from a requester system, including:

a name resolver connected to the requester
service and including

predetermined information correlating a plural-
ity of destination addresses with said destina-
tion name;

a criteria selection subsystem configured to
provide a selection of at least one said destina-
tion address based upon at least one predeter-
mined criterion; and )
a destination address binder configured to bind
said destination name with said selected desti-
nation address.

2. The system of claim 1, wherein said at least one
predetermined criterion includes a criterion based
upon information explicitly contained within said re-
quest.

3. The system of claim 2, wherein said information in-
cludes an address of said requester.

4. The system of claim 2, wherein said information is
based upon at least a portion of contents of said
request.

5. The system of claim 4, wherein said portion of said
contents includes at least one of:

atype of service requested by said request; and
a quality of service requested by said request.

6. The system of claim 1, wherein said at least one
predetermined criterion includes a criterion based
upon information not explicitly contained within said
request.

7. The system of claim 6, wherein said information

pertains to a geographical region of said requester.

8. The system of claim 6, wherein said information
pertains to a geographical region of said receiver.

9. The system of claim 6, wherein said information in-
cludes load information relating to said receiver.

10. The system of claim 6, wherein said information in-
cludes at least one of time and date information.
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The system of claim 1, wherein said binding is to a
port at said destination address.

The system of claim 1, wherein said binding is
based at least in part upon a random selection of
one said destination address.

A method for context-dependent binding of a desti-
nation name to a destination address in a name re-
solver having a predetermined set of binding criteria
and predetermined correlations of destination
names with destination addresses, wherein at least
one said correlation is a multiple correlation corre-
lating a plurality of said destination addresses with
a single destination name, including the steps of:

(1) receiving said request at said name resolv-
er; and

(2) based upon said multiple correlation, re-
trieving at least one said destination address
from said plurality of destination addresses.

The method of claim 13, further including after step
2, the step of:

(8) binding said retrieved destination address
to said destination name.

The method of claim 14, further including after step
3, the step of:

(4) transmitting said request with said desti-
nation address.

The method of claim 13, wherein said multiple cor-
relation is based upon information explicitly con-
tained within said request.

The system of claim 13, wherein said multiple cor-
relation is based upon at least a portion of contents
of said request.

The system of claim 13, wherein said multiple cor-
relation is based upon at least one of:

an address of said requester; and
atype of service requested by said request; and
a quality of service requested by said request.

The system of claim 1, wherein said multiple corre-
lation is based upon information not explicitly con-
tained within said request.

The system of claim 19, wherein said multiple cor-
relation is based upon at least one of: .

a geographical region of said receiver,
load information relating to said receiver;
time information;

date information; and
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21,

22.

23.

24,

12

a random factor generated by said name re-
solver.

A system for name resolution of atleastone request
directed to a destination name of a receiver and is-
sued from a requester system, the request informa-
tion relating to caller context, the system including:

a name resolver connected to the requester
service and including

predetermined information correlating a plural-
ity of service names with said caller context;

a service selection subsystem configured to
provide a selection of at least one said service
name based upon said caller context; and

a host name selection subsystem configured to
return a host name based corresponding to
said selected service name.

The system of claim 1, wherein said at least one
predetermined criterion includes:

a first criterion based upon information explic-
itly contained within said request; and

a second criterion based upon information not
explicitly contained within said request.

The system of claim 22, wherein said second crite-
rion corresponds to a predetermined policy used by
said name resolver.

The system of claim 23, wherein said first criterion
corresponds to information relating specifically to
said requester system.
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Cache Array Routing Protocol vi.1
Status of this Memo

This document is an Internet-Draft. Internet-Drafts are working
documents of the Internet Engineering Task Force (IETF), its areas,
and its working groups. Note that other groups may also distribute
working documents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as ~“work in progress.''

To learn the current status of any Internet-Draft, please check the
“Tlid-abstracts.txt'' listing contained in the Internet-Drafts Shadow
Directories on ftp.is.co.za (Africa), nic.nordu.net (Europe),
munnari.oz.au (Pacific Rim), ds.internic.net (US East Coast), or
ftp.isi.edu (US West Coast).

Abstract

This draft documents proposed changes to the original version of

the draft with this same name, to be called 'the Cache Array Routing
Protocol (CARP) v1.1' for dividing URL-space among an array of loosely
coupled proxy servers.

The modified sections are 3.1 and 3.2. Aside from those two
sections, the drafts remains the same.

An overview of the changes are presented in section 0.

An HTTP client agent (either a proxy server or a client browser)
which implements CARP vl.1 can allocate and intelligently route
requests for the correct URLs to any member of the Proxy

Array. Due to the resulting sorting of requests through these
proxies, duplication of cache contents is eliminated and global
cache hit rates are improved.
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0. Proposed Change Overview

~Change in hash functions

The following changes are to make hash functions faster, better
(resulting in more uniform distribution), and easier to evaluate
(especially in JavaScript on client side).

1. Convert a URL to lower case to evaluate hash value to avoid parsing
the URL. This makes hashing faster at client as well as server side.

2. Use shift instead of rotate operator. It is four times faster and
gives more uniform distribution based on our experiments.

3. Additive multiplication is replaced with a simple multiplication.
Additive effect can be achieved simply by adding 1 to the multiplier
constant if required. Since the multiplier constant is anyway a set of
random bits, adding 1 to it has no effect toward improving distribution.

4. The second rotate operation in evaluation of member proxy hash
values as well as resultant hash value is eliminated. It is a relatively
expensive operation and does not help improve distribution after the
multiplication.

Overview

The Cache Array Routing Protocol describes a distributed caching
protocol based on

1) a known membership list of loosely coupled proxies and
2) a hash function for dividing URL space among those proxies

The Proxy Array Membership Table is defined as a plain ASCII text
file retrieved from an Array Configuration URL. This document does
NOT describe how this table is constructed, merely the format of
the fields used by agents implementing.

The hash function plus routing algorithm defined in this document
take member proxies described in the Proxy Array Membership Table
and make an on-the-fly determination as to which Proxy Array member
should be the proper receptacle for a cached version of a resource
keyed by URL.

Downstream agents may then access the cached resource by forwarding
the proxied HTTP request [5] for that resource to the appropriate
member of the Proxy Array.

Valloppillil [Page 3]
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2.

Proxy Array Membership Table

The Proxy Array Membership Table is a plain-text ASCII file which
can be published from a URL.

The format of the table is:

Proxy Array Information/<Version numbers>
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ArrayEnabled: <0 | 1>

ConfigID: <opaque string>
ArrayName: <opaque strings

i+ ListTTL: <minutes until next check>

”»

<name> <IP addr> <listening port> <table URL> <agent str>
<statetime> <status UP | DOWN> <load factor> <cache size>

2.1 Global Information

These are fields that describe the array itself and are not specific
to any one member of an array

Global information is terminated in the Proxy Array Membership Table
by a CR/LF/CR/LF.

2.1.1 Version number

The version number for implementations of this specification is
1.0

2.1.2 ArrayEnabled

This field allows proxies to advertise their implementation of CARP i
vl even if they are not members of a Proxy Array.

2.1.3 ConfigID

ConfigID is an opagque number no larger than 32bits similar to an
ETag in HTTP 1.1. It is used to track the current state of an
Array table and may be used to match multiple yet independently
published copies of the Proxy Array Membership Table.

2.1.4 ArrayName

ArrayName is an opaque string which is used to provide a convenient
administrative name for a given array.

2.1.5 ListTTL
ListTTL is the number of seconds for which an HTTP client entity
should consider the current table image valid. After ListTTL
has expired, that client should retrieve a new copy of
the Proxy Array Membership Table.
Valloppillil [Page 4]
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2.2 Member Information
The following fields are published per member in an array and are
separated by single spaces. The end of an array member's record is

terminated by a CR/LF.

2.2.1 Name

The name of the proxy server. Typically this is the fully qualified
DNS name. Downstream HTTP agents should use resolution of this name
to determine how to connect to this proxy.

2.2.2 IP Addr

http://tools.ietf.org/id/draft-vinod-carp-v1-01.txt (4 of 8)07/06/2007 2:54:18 PM
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The IP address that other proxy servers within this array should use
to connect to this proxy server. This is necessary for proxy
servers which may be hosted on multi-hommed servers where requests
' s are only accepted by one of the interfaces.
2.2.3 Listening Port

The TCP port number this proxy is expecting requests on.
2.2.4 Table URL

A URL which may be maintained by this proxy server on which a copy
of the array membership table can be found.

2.2.5 Agent String

An opaque string identifying the vendor / version of the
proxy Server in the Array Membership Table.

2.2.7 Statetime
How long a Proxy Server has been in its current state and has been
a member of this table. This is useful for dynamic generation of
the Array Membership Table where the host generating the table has
. knowledge of the proxy's operational status.
2.2.8 Status
Status provides a simple text string indicating whether a member
proxy is currently able to handle requests (UP) or refused a
connection when last contacted (DOWN).
Valloppillil [Page 5]
INTERNET-DRAFT Cache Array Routing Protocol vi1.1 30 June 1997

2.2.9 Load Factor

Load Factor is a relative amount of the total load for an array that
should be handled by any given member of the array.

2.2.10 Cache Size

Cache size is an informational field that indicates the size of the
cache held by a particular member of an array.

3. Routing Function
Once an agent has a Proxy Array Membership Table. It uses a
~mathematical hash function to determine which of the members of
the array should be the receptacle of a particular URL request.
This routing function involves constructing n "scores" using a hash
of the request URL plus a hash of each of the n proxies in the Proxy
Array Membership Table.
Both the URL and the pProxy names are hashed in order to minimize the
disruption of target routes if a member of the target array can't

be contacted.

Hashes of the URL and proxy name are constructed using the algorithm
described in 3.1 and combined using the algorithm described in 3.2.

http://tools.ietf.org/id/draft-vinod-carp-v1-01.txt (5 of 8)07/06/2007 2:54:18 PM
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s3.1. Hash Function
The hash function outputs a 32 bit unsigned integers based on a

s zero-terminated ASCII input string. Machine names as well as URLs
should be converted to lower case for hash evaluation. This makes sense
because machine names are case insensitive.
Because irreversibility and strong cryptographic features are
unnecessary for this application, a very simple and fast hash

function based on the bitwise left shift operator is used.

For (each char in URL):
URL_Hash += (URL_Hash << 9) + char ;

Member proxy hashes are computed in a similar manner:

For (each char in MemberProxyName) :
MemberProxy Hash += (MemberProxy Hash << 9) + char ;

Becaues member names are often similar to each other, their hash
values are further spread across hash space via a multiplication:

MemberProxy_Hash = MemberProxy Hash * 0x62531965 ;

Valloppillil [Page 6]
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3.2. Hash Combination

Hashes are combined by first exclusive or-ing (XOR) the URL hash by
the machine name and then multiplying by a constant.

All final and intermediate values are 32 bit unsigned integers.

Combined Hash (URL_hash * MemberProxy_ Hash) ;
Combined Hash = Combined Hash * 0x62531965 ;

3.3. Load Factor

Support for array members with differing HTTP processing & caching
capacity is achieved by multiplying each of the combined hash values
by a Load Factor Multiplier.

The Load Factor Multiplier for an individual member is calculated by
taking each member's relative Load Factor and applying the
following formula:

For each proxy server 1,...,K, the Load Factor Multiplier, X_k, is
calculated iteratively as follows:

»
[
]

arbitrary positive constant

o]
~
1

([K-k+1] * [P_k - P_{k-1}1)/(X_1 * X 2 * ... * X {k-1})
(X_{k-1}"{K-k+1})
X_k*{1/(K-k+1)}

o

A

o+
I

>
~
1

Load Factor Multiplier for proxy k
= number of proxies in an array
k = relative percent of the load that proxy k should handle
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This is then combined with the previously computed hashes as

: Resultant_value = Combined Hash * X k

Valloppillil [Page 7]
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3.4. Route Selection
The "score" for a particular combination of URL plus proxy is its
resultant value. Once the agent determines of the scores of the
K proxies, it routes the URL query to the proxy with the hightest
score.
3.5. Member Failure Routing
If a proxy can not contact the designated member of a proxy array
in order to forward an HTTP request, that proxy should route
the request to the second highest scoring proxy in the target array.

4. Client-side implementation

CARP can be implemented on client-side HTTP browsers via the
use of the Proxy AutoConfig file described in [1] and [2].

5. Versioning
If a downstream proxy receives an Array Membership Table with a
greater version # than that proxy is able to parse, it should
fall back to simple proxy request routing to any administrator
defined upstream proxy server.
6. Security Considerations
This draft does not discuss relevant security considerations.
7. Open Issues
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[Detailed Description of the Invention]

[0001]

[Field of the Invention] This invention relates to the server system
equipped with two or more sets of the servers which perform
information dispatch ﬁhrough the Internet, and the management
server which manages each of the server of these two or more bases.
[0002]

[Description of the Prior Art] On the Internet, the FTP server using
FTP (File Transfer Protocol) which is a protocol for current and
a file transfer, the WWW (World Wwide Web) server using HTTP (Hyper

Text Transfer Protocol) which is a protocol treating the multimedia
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information to which text aata and graphical data \‘nere intermingled,
etc. are playing an active éart as the‘information dispatch source.
[0003] On the other hand, access from a usér concentrates on a
popular server, and the Internet has the problem that information
dispatch processing speed falls zremarkably about the server,
although many and unspecified global users are accessible networks
and are spreading with vigor with current [ rapid ] . Moreover, it
may not restrict that the target server is élwéys working, but it
may be said for failure, a maintenance activity, etc. that the
server cannot be accessed.

[0004] Iﬁ order to cope with such a situation, in the information
dispatch server connected to the Internet, two technique described
below is used well conventionally.

[0005] The 1st technique is an approach of giving each of two or
more sets of servers the same information, as access does not
concentrate on one server.

[0006) Specifically, the mirror site of a FTP server as shown in
drawing 10‘is equivalent to this. |

[0007] In this drawing, FTP server A54 of the original copy site
53 owns former information, and FTP server B-52 of a mirror site
51 pulls out this information periodically from FTP server A54 of
the original copy site 53, and it stores it in oneself. Thereby,
even if the user who is going to access information using a terminal
110 has FTP server A54 in a high negative condition or a idle state,

he can get required information from FTP server B-52. Moreover, if
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it sees from FTP server A54, a result by which accesé to this server
is distributed will be brought, and a load will be mitigated.
[0008] The 2nd technique is the approach of supplying this
information from the server which is carrying out the cash advance
from the information dispatch server, when the server (a cash
advance is carried out) which stores temporarily the information
which the user pulled out from the information dispatch server tends
to be arranged and another user tries to access on the access path
to an information dispatch server as opposed to that information.
[0009] For example, the proxy server arranged on the access path
to a WWW server as éhown in drawing 11 is equivalent to this.
[0010] In this drawing, a proxy server 62 will be accessed to the
WWW server 61 instead of a terminal 110, if the access request from
a terminal 110 which‘is going to acquire the information on the WWW
server 61 is received. Then, a proxy server 62 both returns this
information to the terminal 110 which holds the information
acquired by this deputy access as cache data 63 and which emitted
the access request. Then, a proxy server 62 performs zreturn
processing using the cache data 63 which oneself owns, without
éccessing this WWW server 61, if the access request to this
information is received from other terminals (graphic display
abbreviation). By this, Ehe count of access to the WWW server 61
will be mitigated.

[0011]

[Pxroblem(s) to be Solved by the Invention] However, in the 1st
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technique mentioned above, although itvrealizes about the cure
against unloading of each server, and the backup function at the
time of stopping one server, in order for a terminal utili?ation
user to acquire required information, one of an original copy site
and the mirror sites must be chosen by the user side. A user will
be forced decision with which server such selection is dramatically
complicated and vacant.

[0012] Moreover, in the 2nd technique mentioned above, although the
count of access to the server | drawing 11 : WWW server 61) used
as the information source is mitigated, the server for caches
( drawing 11 : proxy server 62) cannot access this at the time of
a halt of this server, but information offer to a user becomes
impossible as a result.

[0013] It is in offering the server system for the Internet which
can aim at backup at the time of the access distribution in a server
group, and failure generating etc., without the object of this
invention forcing it actuation special to a.terminal utilization
user in view of such a trouble.

[0014]

[Means for Solving the Problem] In the server system equipped with
two or more sets of the servers which perform information dispatch
through the Internet, and the management server which manages each
of the server of these two or more bases when this invention for
attaining the above-mentioned object was caused like 1 voice The

servexr group which consists of said two or more sets of servers to
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A

which a part of server [ at least ] of a base disseminates two ox
more same information is constituted. Said management server The
host name given to said server group, and each address for a
communication link of two or more sets of said servers which
constitute said server group, The managed table on which the
seleétion information ﬁsed in case the target address for a
communication. link 1is <chosen from these addresses for a
communication link was stored, If the address for a communication
link corresponding to said host name is required through said
Internet A selection means to choose any of the address for a
communication link stored in said managed table they are according
to the content of said selection information, The server system
characterized by having a name sexvice means to transmit the address
for a communication link which said selection means chose to the
demand origin of said address for a communication link is offered.
[0015] In the server system which was equipped with two or more sets
of the servers which perform information dispatch through the
Internet, and the management server which manages each of the servex
of these two or more bases according to the mode of others of this
inventionforattainingtheébove-mentionedobjectTheservergroup
which consists of said two or more sets of servers to which a part
of server [ at least ] of a base disseminates two or more same
information is constituted. Said management server The identifier
for server groups which expresses said server group to a meaning

on said Internet, Said identifier for servers which constitutes
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said sexver group from on said Internet and which expresses two or
more each of the server of a base to a meaning, The managed table
on which the selection information used in caée the target
identifier for servers is chosen from these identifiers for sexvers
was stored, If the access request using said identifier for server
groups is received through said Internet A selection means to choose
any of said identifier for servers they are according to the content
of said selection information, While transmitting the information
which performed access to said server using the identifier for
servers which said selection means chose, and was acquired by this
access to the demand origin of -said access request This information
is held temporarily and the server system characﬁerized by having
a deputy access means to transmit the information concerned which
holds again the access request using said identifier for server
groups to the reception beam case to the dem'and'origin of the access
request concerned is offered.

[o01l6]

[Embodiment of the Invention]) Hereafter, 1 operation gestalt of
this invention is explained.

[0017] The whole server system configuration of this operation
gestalt is shown in drawing 1

[0018] This sérver system has two or more information dispatch
server groups (information dispatch server groups 1091, 1092, --,
109N) which perform information dispatch through the Internet 111,

and the management server 101 which manages access from a terminal
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performed to these information dispatch server groups. The
informatign dispatch server groups 1091, 1092, --, 109N consist of
two or more sets of servers, xespectiﬁelyn The information dispatch
sexver group 1091 consists of information dispatch servers
10911-1091N which have the same:  information. About other.
information dispatch server groups as well as this, each
information dispatch sexvex owns information peculiar to the server
group. In addition, what is necessary is just to add suitably the
server which has the same information, when access to a specific
information dispatch server group increases. The management
information for managing the information dispatch sérver groups
1091, 1082, --, 109N is stored in the name database (name bB) 103.
The DS of a name DB103 is shown in drawing 2

[0019] The two storing fields, the server name field 21 and the
server address field 22, exist in a.name DB103. With this operation
gestalt, beforehand, the host name is given to iqformation dispatch
server groups [ 1091, 1092, -- 109N ] each, and these host némes
are stored in the server name field 21. So to speak, this host name
is a host name representing e.ach information dispatch sexver of that
information ‘dispatch server group, and decides to call this host
a representation host name for convenience hereafter.

[0020] On the other hand, all the information dispatch servers
prepared in this server system have the server address of a proper,
respectively, and are stored in the server address field 22 in the

form whose sexver addresses of these settled for every information
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dispatéh server group. "-" of the server name field 21 means that
it is the same as the content stored in the column on it. The address
of an information dispatch server is the address for a communication
link used in case it- communicates on the Internet 111, and,
specifically, is an IP address for performing a TCP/IP
communication link.

[oozi] In addition, the representation host name given to
information dispatch server groups [ 1091, 1092, --, 109N ] each
does not change to the usual host name, i.e., the host name which
becomes settled uniquely on DNS (Domain Name System), at all.
[0022] Here, a domain (Domain) is explained briefly.

[0023] When construction of the Internet starts, in order to
identify each computer connected to the network, unitary management
of the host name and IP addreés was carried out in the predetermined
organization. The number of computers was [ hundreds of ] of order
at the beginning, and it was also possible to have registered the
host name and IP address of all computers into one file.

[0024] However, the limitation of this approach became clear
immediately with network amplification. While the new registration
and updating which are performed one after another take immense time
amount, the rating of a managing agency increases and settlement
has stopped namely, sticking as a result.

[0025] The domain was the concept proposed in order to solve such
a problem, and it was introduced in order to carry out naming of

many computers which exist all over the world to a meaning.
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[0026] The domain space of the Internet is managed hierarghical,
and DNS is designed so that this administrative information may be
matehed. In the Internet, a DNS server with the information on each
domain is distributed, and it is managed hierarchical like domain
space. The management server of this operation gestalt can also be
considered to be a kind of this DNS server.

{0027] In drawing 2 , the representation host name (serv.bbb.aaa)
which shows the information dispatch server group 1091, and the
representation host name (other .bbb.aaa) which shows the
information dispatch server group 1092 are illustrated. All are
registered into the server group control table 105 also about the
representation host name of information dispatch server groups
other than these. The server addresses including the server address
192.128.16.1 of the information dispatch server 10911 of each
information dispatéh server which constitutes the information
dispatch server group 1091 are stored in the form matched with the
representation host name (serv.bbb.aaa) of the information
dispatch server group 1091. The sexrver address of each information
dispatch server which constitutes the information dispatch server
group 1092 is stored in the form matched with the representation
host name (othex bbb.aaa) of the information dispatch server group
1092.

[0028] The name service section 102 in which the management server
101 performs the response processing in response to the name service

demand from the outside, The name DB retrieval processing section
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106 which is in the name service section 102 and performs retrieval
and an extract of applicable information from a name DB103, From
thenameservidesectionloz,theservergroupinformationlO?which
it is as a result of [ of the name DB103 by the name.DB retrieval
processing section 106 ] retrieval Reception, One server is chosen
from the serxver group which the server group information 107 shows,
and it has the server selection section 104 notified to the name
service section 102 by making the result into the selection server
information 108, and the server group control table 105 which the
server selection section 104 refers to in case a server is chosen.
[6029] The management server 101 which has the above configuration
exists on same‘LAN:(Local Area Network)1l12 as the information
dispatch sexrver groups 1091-109N, and this LAN112 has connected it
to the Internet 111. The countless terminal has accessed the
Internet 111 and each user can access each information dispatch
server group of this server systemusing each terminal. In addition,
the tgrminal 110 is typically illustrated by drawing 1

[0030] Next, the case where the information dispatch server group
1091 is accessed from a terminal 110 is taken for an example, and
actuation of this server system is explained. Here, the talk is
advanced as that to which the user knows beforehand the
representation host name given to the information dispatch server
group 1091.

[0031] A user inputs the representation host name (serv.bbb.aaa)

of the information dispatch server group 1091 into a terminal 110

10
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first. A terminal 110 asks the management server 101 the server
address corresponding to a representation host name in response to
this alter operation. Specifically, the information x;vhich shows a
representation host name (serv..bbb.,a'aa) is sent to the management
servexr 101 in this case. So far, it is the same as the case whezxe
a name service is r'-eqﬁired of the conventional DNS server.
[0032] The name service section 102 of the management server 101
will start the name DB retrieval processing section 106, if the
information which shows, the address inquiry (serv.bbb.aaa), i.e.,
the representation host name, from a terminal 110, is received. The
name DB retrieval processing section 106 perxforms name DB r'etrieval
processing shown in drawing 5

[0033] As shown in this drawi'ng, the name DB retrieval processing
section 106 searches a name DB103 for the representation host name
sent from the terminal 110 to a key first (step 51 (S51)). Thereby,
all the server addresses corresponding to the representation host
name used as the key are extracted. Here, the server address
(192.128.16.1, 192,.'1'28 .16.4,.--) cor_résponding to a representation
host name (serv.bbb.aaa) is extracted. Next, the name DB retrieval
processing sect.ion 106 notifies all the found server addresses to
the server seléctior_x section 104 as server group information 107
with a previous representation host name (S52). The sexrver
selection section 104 chooses the one optimal server for making
information offer perform lwith reference to the server group

control table 105 according to the content. Suppose that the detail

11
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of this selection proceésing is mentioned later. The selected host

name and selected server address of a server are sent to the name

service section 102 as selection server information 108. The name-
service section 102 processes this server address as a retrieval

result, and transmits this servex address_po a terminal 110 as

response processing of an address inquiry demand after that (S53) .

[0034] The terminal 110 to which the server address was notified
can perform information access now from the management server 101

directly to the server after this.

[0035] Thus, since the optimal server for performing information

dispatch out of the information dispatch server group whenever a
certain server group from information is accessed is chosen
according to this operation gestalt, access from a terminal will

be distributed within the information dispatch servexr group as a
result.

[0036] In addition, at the terminal 110, although not explained
especially, it succeeds in configuration beforehand so that the

representation host name sent out from this terminal 110 may reach

the management server 101 through DNS which is not illustrated
direct or here. About this, since it is usually carried out on DNS,

it omits for details.

[0037] Moreover, with the 'abovejmentioned operation gestalt,

although the information dispatch server group and the management

server are connected to the same LAN, this does not mean that an

information dispatch server group must exist on the same LAN as a

12
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management server. For example, each server of an information
dispatch server group may be connected to the location of the
arbitraﬁion on the Internet.

[0038] Below, the operation gestalt of others of this invention is
explained.

[003%] The whole server system configuration of this operation.
gestalt is shown in drawing 3

[0040] The management server 301 of this server system plays the
role of the so-called proxy server which performs information
access of as opposedito a WRW sexver for access to a WWW sexver from
a terminal, and the cash advance of the access information insteaa
of a direct receptionist and a terminal in access to the WWW (World
Wide Web) server which disseminates various multimedia information
by the Internet.

[0041] 1091-109N are information dispatch server groups which have
the same information and which consist of server two or more bases
among drawing. Here, the information dispatch server group 1091
consists of two or more sets of WWW servers, and the information
dispatch server group 1092 consists of two or more sets of FTP
servers.

{0042] In the management server 301, 302 responds to information
access from a terminal. The deputy access section which performs
deputy access to an information dispatch server, return to the
terminal of access informatiop, and momentary maintenance (cache

processing) of the access information, and 306 The server list

13

Page 852 of 1037



-

retrieval processing section which is in the deputy access section
302 and performs retrieval and an ext:é'act of applicable information
from the server list 303, and 304 From the deputy access section
302, the server group information 307 which it is as a result of
[ of the server list 303 by the server list retrieval processing
section 306 ] retrieval Reception, It is the server group control
table which chooses one server from the server groups which the
information shows, and the server selection section which notifies
the result to the deputy access section 302 as selection server
information 308, and 305 have in the server selection section 304,
and is referred to in the case of selection processing of a server.
{0043] The DS of the server list 303 is shown in dxaiwing 4

[0044] As shown in dxawiz;g 4 , the two storing fields, the
representation serve.r name field 41 and the server name field 42
in a server group, exist in the server list 303. With this operation
gestalt as well as the above-mentioned, the host name

(representation host name) is given to information dispatch server

‘groups [ 1091, 1092, --, 109N ] each, and these representation host

names are stored in the server name field 41i. ©v-" of the
representation server name field 41 means that it is the same as
the content stored in the column on it. Moreover, the host'; name of
each server which constitutes the information dispatch server group
shown 5y the rgpresentation host name stored in the representation
server nanie field 41 is stored in the server name field 42 in a server

group.
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[0045] The representation host name (www.bbb.aaa) which shows the
information dispatch sexrver group 1091, and the representation host
name (ftp.bbb.aaa) which shows the information dispatch server
group 1092 are illustrated by drawing 4 . The host names including
the host name (servl.www-c.bbb.aaa) of the information dispatch
server 10911 of each information dispatch server which constitutes'
the information dispatch server group 1091 are stored in the form
matched with the representation host name (www.bbb.aaa) of the
information dispatch server group 1091. The host name of each
information dispatch server which constitutes the information
dispatch server gréup 1092 is stored in the form matched with the.
representation host name (ftp.bbb.aaa) of the information dispatch
server group 1092.

[0046] The information dispatch server groups 1091-109N and the
acceés control server 301 are connected to same LAN (Local Area
. Network) 112, respectively. This LAN112 is connected to the Internet
111. A user's terminal 110 used in case the information which the
information dispatch server groups 1091-109N are disseminating
comes to hand has accessed the Internet 111.

[0047] The case where the information which each server of the
information dispatch server group 1091 is disseminating next comes
to hand at a terminal 110 is taken for an example, and actuation
of this server system is explained. Here, the talk is advanced as
that to which the user knows beforehand the representation host name

given to the information dispatch server group 1091.
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[0048] A user inputs the representation host name (www.bbb.aaa) of
the information dispatch server group 1091 into a terminal 110 first.
A terminal 110 requires access to delivery and the information
dispatch server Qroup 1091 of the management sexrver 301 for a
representation host name in response to this alter‘operation" So
far, it is the same as the case where access is required of the
conventional proxy server.

[0049] The deputy access section 302 of the management server 301
will start the server list retrieval processing section 306, if a
representation host name (www.bbb . aaa) is received from a terminal
110. The server list retrieval processing section 306 performs
server list retrieval processing shown in drawing 6

[0050] The server list retrieval processing section 306 searches
the server list 303 for the representation host name sent from the
terminal 110 to a key first (step 61 (S61l)). Thereby, all the host
names corresponding to the representation host name used as thg key
axe extracted. Here, the host name (servl.www-c.bbb. aaa,
"sexv4.www-c.bbb aaa, --) corresponding to a representation host
name (serv.bbb.aaa) is extracted. Next, the server list retrieval
processing section 306 notifies all the found host names to the
server gelection section 304 as server group information 307 with
a previous representation host name (S62)..The server selection
section 304 chooses the one optimal server for making information
offer perform with reference to the server group control table 305

according to the content. Suppose that the detail of this selection
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processing is mentioned later. The host name of the selected server
is sent to the deputy access section 302 as selection server
informafion 308 with said representation host name. The deputy
access section 302 accesses that server using this host name. The
deputy access section 302 stores in the memory in this management
server 301 the informatioﬁ acquired by this deputy access as'cache
data, and returns this cache data further to a terminal 110. When
the access request by the representation host name (www"bbb"aaa)v
is received next time, this cache data is transmitted to the access
request origin concerned.

[0051] By the above actuation, a terminal 110 accesses an
information dispatch server indirectly through the management
sexrverxr 301.

[0052] Thus, since deputy access which the management server 301
performs is performed to the optimal server at the event according
to this operation gestalt, access in the server group is distributed
as a result.

[0053] In the above, although two operation gestalten of the server
system of this invention were explained focusing on the whole
configuration and actuation, the. detail of the server seiection
section with which a management server is equipped is.explained.
[0054] Here, taking the case of the serxrver system shown in drawing
1 , the talk is advanced for convenience.

[0055] First, actu;tion of the server selection section 104 at the

time of using the serxver group control table 105 shown in drawing
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7 is .explained.

[0056] Althpugh two or more server addresses which théy are as a
result of [ which was searched considering the representation host
name used as the key by name DB retrieval processing (réfer to
drawing 5 ) and this representation host name as a key ] retrieval
are contained in the server group information 107 sent to the server
selection section 104 from a name service 102, said representation
host name is stored in the server name field 1051 of drawing 7 .
Moreovexr, two or more above-mentioned server addresses which they
are as a result of retrieval are stored in the server address field
1052.

[0057] Moreovexr, although the host name of the server which the
server selection section 104 chose is sent to a name service 102
as selection server information 108, about the server address
notified for the selection sexver information 108, "1" (1: advice)
is set as the access flag field 1053. In addition, "O0" (O0:
un-notifying) is set up about other server addresses.

[0058] And if the server selection section 104 judges whether the
representation host name which the sexver group information 107
shows exists in the server name field 1051 and this representation
host name cannot be found in the server name field 1051 when the
server group information 107 is received, it will registex into the
server group control table 105 all the servexr addresses (all server
addresses contained in the server group information 107) matched

with this with this representation host name. At this time, "1" is
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set as that access flag field 1053 about one server address. "QO"
is set to other access flag fields 1053. In this drawing, "1" was
set as the access flag field 1053 of a server address 192"128;16"1,
and "0" is set up except this.

[0059] On the other hand, the next activity is done when the same
representation host name is already stored in the server name field
1051.

[0060] For example, when the content of the servexr group contzrol
table 105 is already set as the condition of drawing 7 , while
setting "1" as the access flag field 1053 of a server address
192.128.16.4, "0" is set as the access flag field 1053 of a server
address 192.128.16.1. In addition, when "1" is set as the access
flag field 1053 of a server address 192.128.16.12 located in the
tail end, while setting "1" as the access flag field 1053 of a server
address 192.128.16.1 located in a head 1line, "0" is set as the access
flag field 1053 of a server address 192«i28»16”12"

[0061] When the above processing is performed, "1" which is the set
point is visible as if it moved in order in the access flag field
1053.

[0062] Next, the server selection section 104 is notified to the
name service section 102 by making into the selection server
information 108 the server address stored in the server address
field 1052 of the line which set up "1% in the access.flag field
1053. )

[0063] Thus, if the server to which information dispatch is made
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to perform is chosen one after another, access from a terminal will
come to be distributed almost uniformly to each server in the
information dispatch server group.

[0064] Actuation of the server selection section 104 at the time
of next using the server group control table 105 shown in drawing
8 is explained.

[0065] Here, the server to access is chosen according to the load
of each server which constitutes an information dispatch server
group.

[0066] In drawing 8 , about the same component, the same number is
attached and explanation is omitted.

[0067] This sexver group control table 105 is replaced with the
previous access flag field 1053, and the description is in a point
equipped with the load level field 1054. The information which shows
the load profile initiation of each‘server is stored in the load
level field 1054.

(0068] moreover, new in the selection section 104 -- the what server
load Monitoring Department 113 is formed. The server load
Monitoring Department 113 supervises periodically the load profile
initiation of the server (namely, server by which the sexver address
is stored in the address field 1052) registered into the server
group control table 105, and sets the load level as the load level
field 1054 . The load level is beforehand divided into several steps
(here three-stage of load levels A, B, and C). The server load

Monitoring Department 113 transmits a monitor command periodically
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to the server of the server address stored in the server address
field 1052, totals the response time, divides the result for any
of load level A/B/C being, ana, specificaliy, sets it as the load
“level field 1054. Here, about the server which does not answer at
all to the above-mentioned monitor command, nothing is set up to
the load level field 1053. When no servers answer, it is expected
that the server is in the idle state,by' genexrating of a failure among
a maintenance service.

[0069] And the server selection section 104 chooses what has the
lightest lcad from the servers registered into the server group
control table 105 in the servexr group information 107 at the carrier
beamevent,andnotifiesittothenameservicesectionlozbymakipg
the address of this server etc. into the selection server
information 108. Undez the present circumstances, suppose that it
excepts from a selection branch beforehand about the server which
is not set as the load level field 1053 at all.

[0070] If such processing is pexformed, access from a terminal will
come to be performed to a server with the lightest load at the event
out of the target information dispatch servexr group. Moreover,
access to the server which is not working will also be forbidden.
[0071] In addition, when choosing the server'acceséed according to
the load of each server, server SHITEMU may be constituted as shown
in drawing 9

[0072] In this drawing, it acts to each information dispatch server

as the monitor of the load of the server, and the load monitor 115
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which reports the load profile initiation to the management server
101 is formed in it; The management server 101 collects the load
situation reports from each server, and is equipped with the load
profile initiation collection section 114 stofed in the server
group control table 105 by making the result into a 1oad level. Here,
about a server without a report, a load level is not set up from
the load monitor section 115.

[0073] And if the server group information 107 is received, the
server selection section 104 will discover that to which load level
information is set out of the server registered into the sexver
group control table'los, will choose from that inside what has the
lightest load, and will notify it to the name sexrvice section 102
by making the server address of this server into the selection
server information 108.

[0074] Thus, if it acts to the server itself as the monitor of the
load profile initiagion of each serxrver, more exact loaq information
can be acqguired.
[OOZS]Asuwntionedabove,althoughthevariousbperationgestalten
of the server selection section with which a management server is
equipped were explained, these are applicable also to the servez
system shown in drawing 3

[0076]

[Effect of the Invention] According to this invention, as cures
against backup at the time of failure generating etc., since the

optimal server for making information dispatch perform is
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automatically chosen even if it is the case where two or more sets
of the servers which have the same information are prepared, a user
can get required information, without being conscious of existence
of two or more sets of servers, in order to distribute access from
a user.

{0077]. Moreover, according to this invention, since the server to
which the optimal server for making information dispatch perform
is not working, corresponding to the load profile initiation of each
server is chosen as outside of an object, a user can access it in
the best environment.

[0078] Even if access load moreover increases, the
engine-performance reinforcement accoxrding to access load is
attained by offering this invention only by adding the server which
has the same information.

(End of Document)
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of: Atty. Docket No.:  2711-0073

FARBER, David et al. Confirmation No.: 3296
Appln. No.:  11/065,412 Group Art Unit: 2157
Filed: February 23, 2005 Examiner: Unassigned

Title: SHARED CONTENT DELIVERY Date: June 26, 2007
INFRASTRUCTURE (as amended)

PRELIMINARY AMENDMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Sir:
Prior to examination on its merits, please amend this application as
follows:
Amendments to the title begin on page 2.

Amendments to the Abstract begin on page 3.

Amendments to the claims begin on page 4.
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IN THE TITLE

Please replace the title with the following new title:

“Shared Content Delivery Infrastructure”
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IN THE ABSTRACT OF THE DISCLOSURE

Please replace the Abstract with the attached new Abstract of the

Disclosure.

Page 878 of 1037



Application No. 11/065,412, filed February 23, 2005 Atty. Docket 2711-0073

IN THE CLAIMS
Please cancel claim 1 and add the following new claims 2-22:

1. (Canceled)

2. (NEW) A method, in a system in which a plurality of content providers
provide multiple resources to multiple clients, wherein each content provider
provides at least some resources via one or more content sources associated with

that content provider, the method comprising:

(A) responsive to a first request from a first client for a first resource,
said first resource being associated with a first content provider of said plurality of
content providers, and said first resource including at least one reference to at least
one other resource, said at least one other resource also being associated with said

first content provider,

causing said at least one other resource to be served from a shared
content delivery network (CDN) formed from a plurality of servers distinct from
said content sources associated with said content providers, wherein said first
resource is served to the first client from a content source associated with said first

content provider, and

(B) responsive to a second request from a second client for a second
resource, said second resource being associated with a second content provider of
said plurality of content providers, said second content provider being distinct
trom said first content provider, and said second resource including at least one
reference to at least a third resource, said third resource also being associated with

said second content provider,
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causing the third resource to be served to the second client from the
shared content delivery network, wherein the second resource is served to the

second client from a content source associated with said second content provider.

3. (NEW) A method as in claim 2 wherein said first resource is a web
page associated with said first content provider and wherein said at least one other

resource reference in said first resource is an embedded object reference.

4. (NEW) A method as in claim 3 wherein said first request from said

first client comprises a first Uniform Resource Locator (URL), and

wherein said second request from said second client comprises a second

URL, and

wherein said embedded object reference in said first resource comprises a

third URL; and

wherein said reference to said third resource comprises a fourth URL.

5. (NEW) A method as in claim 4

wherein the content source associated with the first content provider is an
origin server associated with the first content provider and wherein said first URL
includes a first hostname that resolves to said origin server associated with said

first content provider, and

wherein the content source associated with the second content provider is
an origin server associated with the second content provider, and wherein said
second URL includes a second hostname that resolves to said origin server

associated with said second content provider, and

wherein said third URL includes a third hostname that resolves to the

shared CDN, and wherein said fourth URL includes a fourth hostname that also
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resolves to the shared CDN, said third hostname being distinct from said fourth

hostname.

6. (NEW) A method as in claim 2 further comprising:
at a first server in said shared CDN:

(al) ifsaid at least one other resource is not available at said first

server, said first server obtaining said at least one other resource; and

(a2) said first server serving said at least one other resource to said

first client.

7. (NEW) A method as in claim 6 wherein said first server obtains said at
least one other resource from a peer or from at least one content source associated

with said first content provider.

8. (NEW) A method as in claim 6 wherein said at least one reference to
said at least one other resource comprises a Uniform Resource Locator (URL), and
wherein said first server tries to obtain said at least one other resource from a

location specified in said URL.

9. (NEW) A method as in claim 8 wherein said location specified in said

URL is an content source associated with said first content provider.

10. (NEW) A method as in any one of claims 2-9 wherein said at least
one other resource referenced in said first resource is selected from the group

comprising static and dynamic:
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video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources; and

wherein said third resource is a resource selected from the group

comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources.

11. (NEW) A method as in any one of claims 2-4 and 6-9

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and

wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

12. (NEW) A method, in a system in which a plurality of content
providers provide multiple resources to multiple clients, and wherein each content
provider provides at least some resources via one or more content sources
associated with that content provider, and wherein a first content provider of said
plurality of content providers has a first web page associated therewith, said first
web page including at least a first referenced resource associated with said first
content provider; and wherein a second content provider of said plurality of
content providers has a second web page, said second web page including at least
a second referenced resource associated with said second content provider, the

method comprising:
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(A) providing a network of repeater servers to form a shared content

delivery network (CDN);

(B) responsive to a request for said first web page, after said first web
page has been served from a content source associated with said first content

provider, serving said first referenced resource from said shared CDN, and

(C) responsive to a request for said second web page, after said second
web page has been served from a content source associated with said second

content provider, serving said second referenced resource from said shared CDN,

wherein said content sources associated with said first and said second

content providers are distinct from said repeater servers.

13. (NEW) A method as in claim 12 wherein said first referenced
resource is served from a first server in said shared CDN, the method further

comprising:

if said first server does not have a copy of the first referenced resource, then

trying to obtain a copy of said first referenced resource.

14. (NEW) A method as in claim 13 wherein said first server in said
shared CDN obtains a copy of the first referenced resource from said content

source associated with said first content provider.

15. (NEW) A method as in claim 12 wherein

said request for said first web page comprises a first Uniform Resource

Locator (URL) having a first hostname; and

said request for said second web page comprises a second URL having a

second hostname distinct from said first hostname; and

-8 -
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said first referenced resource is referenced by a third URL having a third

hostname distinct from said first hostname; and

said second referenced resource is referenced by a fourth URL having a

fourth hostname distinct from said second hostname, and

wherein said first hostname resolves to said content source associated with

said first content provider, and

wherein said second hostname resolves to said content source associated

with said second content provider, and

wherein said third hostname and said fourth hostname both resolve to said

shared CDN.

16. (NEW) A method as in any one of claims 12-15 wherein said first

referenced resource is selected from the group comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources; and

wherein said second referenced resource selected from the group

comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources.

17. (NEW) A method as in claim 16

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and
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wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

18. (NEW) An Internet method, operable in a system in which a plurality
of content providers provide multiple resources to multiple clients, wherein each
content provider provides at least some of its resources via one or more content
sources associated with that content provider, wherein a first web page includes a
first referenced resource; and wherein a second web page includes a second

referenced resource, the method comprising:
(A) providing a network of repeater servers;

(B)  after said first web page has been served from a first content source,

at a first repeater server in said network of repeater servers:

(b1) if said first repeater server does not have a copy of said first
referenced resource, obtaining a copy of said first referenced resource from

said first content source; and

(b2) serving said first referenced resource from said first repeater

server; and

(C) after said second web page has been served from a second content

source, at a second repeater server in said network of repeater servers:

(c1) if'said second repeater server does not have a copy of said
second referenced resource, obtaining a copy of said second referenced

resource from said second content source; and

(c2) serving said second referenced resource from said second

repeater server,

wherein said first content source and said content source server are distinct
from said network of repeater servers.

-10 -
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19. (NEW) A method as in claim 18 wherein

said first referenced resource is referenced by a first URL having a first

hostname; and

said second referenced resource is referenced by a second URL having a

second hostname distinct from said first hostname, and

wherein said first hostname and said second hostname both resolve to said

network of repeater servers.

20. (NEW) A method as in any one of claims 18-19 wherein said first
referenced resource and said second referenced resource are selected from the

group comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources.

21. (NEW) A method as in claim 20

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and

wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

22. (NEW) An Internet method, in a system in which a plurality of
content providers provide multiple resources to multiple clients, wherein each
content provider provides at least some of its resources via one or more content

sources associated with that content provider, wherein a first web page is

-11 -
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identified by a first Uniform Resource Locator (URL) including a first hostname,
said first hostname resolving to a first content source; and wherein a second web
page is identified by a second URL including a second hostname, said second
hostname resolving to a second content source, and wherein the first web page
includes a first embedded object, and wherein the second web page includes a

second embedded object, the method comprising:

(A) providing a shared network of repeater servers, said first content
source and said second content source being distinct from said network of repeater

SEIvers,

(B) responsive to a request for said first web page, said request including
said first URL, after said first web page has been served via said first content

source, at a first repeater server in said network of repeater servers:

(b1) if said first repeater server does not have a copy of said first
embedded object, obtaining a copy of said first embedded object from said

first content source; and

(b2) serving said first embedded object from said first repeater

server; and

(C) after said second web page has been served from said second content

source, at a second repeater server in said network of repeater servers:

(c1) if said second repeater server does not have a copy of said
second embedded object, obtaining a copy of said second embedded object

from said second content source; and

(c2) serving said second embedded object from said second

repeater server.

23. (NEW) A method as in claim 22 wherein

-12 -
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the first embedded object is identified in the first web page by a third URL

comprising a third hostname, and

the second embedded object is identified in the second web page by a

fourth URL comprising a fourth hostname, and

wherein said third hostname and said fourth hostname both resolve to said

network of repeater servers.

24. (NEW) A method as in any one of claims 22-23 wherein said first
embedded object and said second embedded object are selected from the group

comprising static and dynamic: video content, audio content, text, image content.

25. (NEW) A method as in any one of claims 22-23 wherein said

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and

wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

26. (NEW) A method for delivering resources to clients in a distributed

computing environment, the method comprising:

(A) associating a first referenced resource referenced by a first primary
resource with a shared network formed by a plurality of repeater servers, wherein
the first primary resource is associated with a first content provider and is

maintained on a first content source distinct from the plurality of repeater servers;

(B) associating a second referenced resource referenced by a second
primary resource with the shared network, wherein the second primary resource is

associated with a second content provider and is maintained on a second content
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source distinct from the plurality of repeater servers and distinct from the first
content source;

(C) responsive to a first request that causes the first primary resource to

be served to a first client from the first content source:

(c1) selecting at least a first repeater server to serve the first

referenced resource to the first client;

(c2) responsive to the first repeater server being requested to serve

the first referenced resource:

(c21) checking to determine whether a copy of the first

referenced resource is available on the first repeater server;

(c22) if a copy of the first referenced resource is available on
the first repeater server, attempting to serve the copy of the first

referenced resource to the client from the first repeater server; and

(c23) if a copy of the first referenced resource is not
available on the first repeater server, replicating the first referenced

resource on the first repeater;

(D) responsive to a second request that causes the second primary

resource to be served to a second client from the second content source:

(d1) selecting at least a second repeater server to serve the second

referenced resource to the second client;

(d2) responsive to the second repeater server being requested to

serve the second referenced resource:

(d21) checking to determine whether a copy of the second

referenced resource is available on the second repeater server;

(d22) if a copy of the second referenced resource is available

on the second repeater server, attempting to serve the copy of the
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second referenced resource to the client from the second repeater

server; and

(d23) if a copy of the second referenced resource is not
available on the second repeater server, replicating the second

referenced resource on the second repeater.
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REMARKS
By this preliminary amendment, the Title and Abstract of the

Disclosure have been changed, claim 1 has been canceled and new claims 2-26

have been added. No new matter has been added.
Claims 2-26 are pending in this application.

An early action and allowance of this application are respectfully

requested.
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hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
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is attached.

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.
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By: /Brian Siritzky/
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ABSTRACT OF THE DISCLOSURE

A system in which a plurality of content providers provide multiple
resources to multiple clients, wherein each content provider provides at least some
resources via one or more content sources associated with that content provider. A
client requests a resource from a content provider, where the resources includes
references to other resources of the content provider. Referenced resources are
served to requesting clients from a shared content delivery network (CDN) formed
from a plurality of servers distinct from content sources associated with said
content providers. The content sources may be origin servers associated with the
respective content providers. The referenced resources may be video content,
audio content, text, image content, web pages, HTML files, XML files, files in a
markup language, documents, hypertext documents, data files, and embedded

resources.
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In re Patent Application of: Atty. Docket No.:  2711-0073

FARBER, David et al. Confirmation No.: 3296
Appln. No.:  11/065,412 Group Art Unit: 2157
Filed: February 23, 2005 Examiner: Unassigned

Title: SHARED CONTENT DELIVERY Date: June 26, 2007
INFRASTRUCTURE (as amended)

PRELIMINARY AMENDMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Sir:
Prior to examination on its merits, please amend this application as
follows:
Amendments to the title begin on page 2.

Amendments to the Abstract begin on page 3.

Amendments to the claims begin on page 4.
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IN THE TITLE

Please replace the title with the following new title:

“Shared Content Delivery Infrastructure”
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IN THE ABSTRACT OF THE DISCLOSURE

Please replace the Abstract with the attached new Abstract of the

Disclosure.
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IN THE CLAIMS
Please cancel claim 1 and add the following new claims 2-22:

1. (Canceled)

2. (NEW) A method, in a system in which a plurality of content providers
provide multiple resources to multiple clients, wherein each content provider
provides at least some resources via one or more content sources associated with

that content provider, the method comprising:

(A) responsive to a first request from a first client for a first resource,
said first resource being associated with a first content provider of said plurality of
content providers, and said first resource including at least one reference to at least
one other resource, said at least one other resource also being associated with said

first content provider,

causing said at least one other resource to be served from a shared
content delivery network (CDN) formed from a plurality of servers distinct from
said content sources associated with said content providers, wherein said first
resource is served to the first client from a content source associated with said first

content provider, and

(B) responsive to a second request from a second client for a second
resource, said second resource being associated with a second content provider of
said plurality of content providers, said second content provider being distinct
trom said first content provider, and said second resource including at least one
reference to at least a third resource, said third resource also being associated with

said second content provider,
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causing the third resource to be served to the second client from the
shared content delivery network, wherein the second resource is served to the

second client from a content source associated with said second content provider.

3. (NEW) A method as in claim 2 wherein said first resource is a web
page associated with said first content provider and wherein said at least one other

resource reference in said first resource is an embedded object reference.

4. (NEW) A method as in claim 3 wherein said first request from said

first client comprises a first Uniform Resource Locator (URL), and

wherein said second request from said second client comprises a second

URL, and

wherein said embedded object reference in said first resource comprises a

third URL; and

wherein said reference to said third resource comprises a fourth URL.

5. (NEW) A method as in claim 4

wherein the content source associated with the first content provider is an
origin server associated with the first content provider and wherein said first URL
includes a first hostname that resolves to said origin server associated with said

first content provider, and

wherein the content source associated with the second content provider is
an origin server associated with the second content provider, and wherein said
second URL includes a second hostname that resolves to said origin server

associated with said second content provider, and

wherein said third URL includes a third hostname that resolves to the

shared CDN, and wherein said fourth URL includes a fourth hostname that also
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resolves to the shared CDN, said third hostname being distinct from said fourth

hostname.

6. (NEW) A method as in claim 2 further comprising:
at a first server in said shared CDN:

(al) ifsaid at least one other resource is not available at said first

server, said first server obtaining said at least one other resource; and

(a2) said first server serving said at least one other resource to said

first client.

7. (NEW) A method as in claim 6 wherein said first server obtains said at
least one other resource from a peer or from at least one content source associated

with said first content provider.

8. (NEW) A method as in claim 6 wherein said at least one reference to
said at least one other resource comprises a Uniform Resource Locator (URL), and
wherein said first server tries to obtain said at least one other resource from a

location specified in said URL.

9. (NEW) A method as in claim 8 wherein said location specified in said

URL is an content source associated with said first content provider.

10. (NEW) A method as in any one of claims 2-9 wherein said at least
one other resource referenced in said first resource is selected from the group

comprising static and dynamic:
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video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources; and

wherein said third resource is a resource selected from the group

comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources.

11. (NEW) A method as in any one of claims 2-4 and 6-9

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and

wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

12. (NEW) A method, in a system in which a plurality of content
providers provide multiple resources to multiple clients, and wherein each content
provider provides at least some resources via one or more content sources
associated with that content provider, and wherein a first content provider of said
plurality of content providers has a first web page associated therewith, said first
web page including at least a first referenced resource associated with said first
content provider; and wherein a second content provider of said plurality of
content providers has a second web page, said second web page including at least
a second referenced resource associated with said second content provider, the

method comprising:
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(A) providing a network of repeater servers to form a shared content

delivery network (CDN);

(B) responsive to a request for said first web page, after said first web
page has been served from a content source associated with said first content

provider, serving said first referenced resource from said shared CDN, and

(C) responsive to a request for said second web page, after said second
web page has been served from a content source associated with said second

content provider, serving said second referenced resource from said shared CDN,

wherein said content sources associated with said first and said second

content providers are distinct from said repeater servers.

13. (NEW) A method as in claim 12 wherein said first referenced
resource is served from a first server in said shared CDN, the method further

comprising:

if said first server does not have a copy of the first referenced resource, then

trying to obtain a copy of said first referenced resource.

14. (NEW) A method as in claim 13 wherein said first server in said
shared CDN obtains a copy of the first referenced resource from said content

source associated with said first content provider.

15. (NEW) A method as in claim 12 wherein

said request for said first web page comprises a first Uniform Resource

Locator (URL) having a first hostname; and

said request for said second web page comprises a second URL having a

second hostname distinct from said first hostname; and

-8 -

Page 906 of 1037



Application No. 11/065,412, filed February 23, 2005 Atty. Docket 2711-0073

said first referenced resource is referenced by a third URL having a third

hostname distinct from said first hostname; and

said second referenced resource is referenced by a fourth URL having a

fourth hostname distinct from said second hostname, and

wherein said first hostname resolves to said content source associated with

said first content provider, and

wherein said second hostname resolves to said content source associated

with said second content provider, and

wherein said third hostname and said fourth hostname both resolve to said

shared CDN.

16. (NEW) A method as in any one of claims 12-15 wherein said first

referenced resource is selected from the group comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources; and

wherein said second referenced resource selected from the group

comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources.

17. (NEW) A method as in claim 16

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and
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wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

18. (NEW) An Internet method, operable in a system in which a plurality
of content providers provide multiple resources to multiple clients, wherein each
content provider provides at least some of its resources via one or more content
sources associated with that content provider, wherein a first web page includes a
first referenced resource; and wherein a second web page includes a second

referenced resource, the method comprising:
(A) providing a network of repeater servers;

(B)  after said first web page has been served from a first content source,

at a first repeater server in said network of repeater servers:

(b1) if said first repeater server does not have a copy of said first
referenced resource, obtaining a copy of said first referenced resource from

said first content source; and

(b2) serving said first referenced resource from said first repeater

server; and

(C) after said second web page has been served from a second content

source, at a second repeater server in said network of repeater servers:

(c1) if'said second repeater server does not have a copy of said
second referenced resource, obtaining a copy of said second referenced

resource from said second content source; and

(c2) serving said second referenced resource from said second

repeater server,

wherein said first content source and said content source server are distinct
from said network of repeater servers.

-10 -
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19. (NEW) A method as in claim 18 wherein

said first referenced resource is referenced by a first URL having a first

hostname; and

said second referenced resource is referenced by a second URL having a

second hostname distinct from said first hostname, and

wherein said first hostname and said second hostname both resolve to said

network of repeater servers.

20. (NEW) A method as in any one of claims 18-19 wherein said first
referenced resource and said second referenced resource are selected from the

group comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources.

21. (NEW) A method as in claim 20

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and

wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

22. (NEW) An Internet method, in a system in which a plurality of
content providers provide multiple resources to multiple clients, wherein each
content provider provides at least some of its resources via one or more content

sources associated with that content provider, wherein a first web page is

-11 -
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identified by a first Uniform Resource Locator (URL) including a first hostname,
said first hostname resolving to a first content source; and wherein a second web
page is identified by a second URL including a second hostname, said second
hostname resolving to a second content source, and wherein the first web page
includes a first embedded object, and wherein the second web page includes a

second embedded object, the method comprising:

(A) providing a shared network of repeater servers, said first content
source and said second content source being distinct from said network of repeater

SEIvers,

(B) responsive to a request for said first web page, said request including
said first URL, after said first web page has been served via said first content

source, at a first repeater server in said network of repeater servers:

(b1) if said first repeater server does not have a copy of said first
embedded object, obtaining a copy of said first embedded object from said

first content source; and

(b2) serving said first embedded object from said first repeater

server; and

(C) after said second web page has been served from said second content

source, at a second repeater server in said network of repeater servers:

(c1) if said second repeater server does not have a copy of said
second embedded object, obtaining a copy of said second embedded object

from said second content source; and

(c2) serving said second embedded object from said second

repeater server.

23. (NEW) A method as in claim 22 wherein
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the first embedded object is identified in the first web page by a third URL

comprising a third hostname, and

the second embedded object is identified in the second web page by a

fourth URL comprising a fourth hostname, and

wherein said third hostname and said fourth hostname both resolve to said

network of repeater servers.

24. (NEW) A method as in any one of claims 22-23 wherein said first
embedded object and said second embedded object are selected from the group

comprising static and dynamic: video content, audio content, text, image content.

25. (NEW) A method as in any one of claims 22-23 wherein said

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and

wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

26. (NEW) A method for delivering resources to clients in a distributed

computing environment, the method comprising:

(A) associating a first referenced resource referenced by a first primary
resource with a shared network formed by a plurality of repeater servers, wherein
the first primary resource is associated with a first content provider and is

maintained on a first content source distinct from the plurality of repeater servers;

(B) associating a second referenced resource referenced by a second
primary resource with the shared network, wherein the second primary resource is

associated with a second content provider and is maintained on a second content
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